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Preface

This IBM® Redbooks® publication documents the procedures for implementing
IBM OmniFind™ Enterprise Edition Version 8.4 technology in a single-server
Windows® environment, two-server Linux® environment, and a four-server AIX®
environment. Supported data sources include DB2®, Windows file system, DB2
Content Manager, Lotus® Domino®, Lotus Quickplace, WebSphere® Portal
Server, Web Content Management (WCM), and Portal Document Manager
(PDM). Tivoli® Directory Server (TDS) is the LDAP repository used in the
scenarios.

It is aimed at IT architects and search administrators who are responsible for
managing IBM OmniFind Enterprise Edition on Windows 2003, Red Hat
Enterprise Linux, and AlX platforms.

The book offers a step-by-step approach to implementing a single-server,
two-server, and four-server IBM OmniFind Enterprise Edition environment using
typical customer scenarios.

This book is organized as follows:

» Chapter 1, “IBM OmniFind Enterprise Edition V8.4 architecture” on page 1
provides a detailed description of IBM OmniFind Enterprise Edition, its
architecture and processing flow, security considerations, and key criteria in
choosing between a single-server and multiple-server configuration for a
given business requirement.

» Chapter 2, “Small business OmniFind scenario on a Windows 2003
Enterprise Edition platform” on page 53 describes a step-by-step approach to
implementing a single-server IBM OmniFind Enterprise Edition configuration
on a Windows 2003 platform within a typical small to medium (SMB)
organization. It assumes an environment with a limited number of data
sources to search, such as a Windows file system and Lotus Quickplace.
Query time validation (impersonation) is implemented in this environment.
Single sign-on is leveraged with Lotus Quickplace, and the identity
management component (IMC) is leveraged for the Windows file system.
Tivoli Directory Server is the user registry of choice in this environment. A
single collection is defined. This chapter includes the configuration of two data
sources, IMC and single sign-on, and the use of a customized sample search
application.
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» Chapter 3, “Medium-size organization OmniFind scenario on Red Hat
Enterprise Linux platform” on page 141 describes a step-by-step approach to
implementing a two-server IBM OmniFind Enterprise Edition configuration on
a Red Hat Enterprise Linux platform within a typical medium organization. It
assumes an environment with at three data sources to search, including
WebSphere Portal Server, Web Content Management, and Portal Document
Manager. Query time validation (impersonation) is implemented in this
environment. Single sign-on is leveraged with WebSphere Portal Server, and
IMC with Portal Document Manager. Tivoli Directory Server is the LDAP user
registry of choice in this environment. Two collections are defined, one with
security enabled and one without. This chapter includes the configuration of
the three data sources, single sign-on, and the use of the sample search
portlet that federates over both the collections (with and without security
enabled).

» Chapter 4, “Large organization OmniFind scenario on an AlX platform” on
page 299 describes a step-by-step approach to implementing a four-server
IBM OmniFind Enterprise Edition configuration on an AIX 5L™ V5.3 platform
within a typical large organization. It assumes an environment with three data
sources to search, including Lotus Domino, IBM Content Manager, and DB2
UDB for LUW. Query time validation (impersonation) is implemented in this
environment. Single sign-on is leveraged with Lotus Domino, and IMC with
IBM Content Manager. Tivoli Directory Server is the LDAP user registry of
choice in this environment. A single collection is defined that includes support
for rule-based categorization, and a UIMA annotator. This chapter includes
the configuration of the three data sources, single sign-on, IMC, and the use
of a custom portlet.

» Chapter 5, “Merger of SMB and medium-size organizations” on page 409
describes the development of a federation portlet that searches collections
spanning the Windows and Linux platforms as a consequence of the merger
of the two insurance companies. This chapter includes the use of a custom
search portlet that federates over the single server OmniFind Enterprise
Edition implementation on Windows 2003 and the two server OmniFind
Enterprise Edition on Red Hat Enterprise Linux.

» Appendix A, “Install Sample Search application portlet” on page 431
describes the installation of the sample search application portlet on
WebSphere Portal Server.

» Appendix B, “Search Application Customizer” on page 459 describes the
main features of the sample Search Application Customizer, and provides
customization examples of the search application.

» Appendix C, “IBM OmniFind Enterprise Edition V8.4 control tables” on
page 483 provides a brief description of the IBM OmniFind Enterprise Edition
control tables defined in the Cloudscape™ database.
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» Appendix D, “Configuring typical data sources” on page 503 describes the
configuration of some of the more frequently used data sources supported by
IBM OmniFind Enterprise Edition that is not included in the user scenarios.

» Appendix E, “Migration considerations” on page 535 describes the steps in
migrating an OmniFind V8.3 system to OmniFind Enterprise Edition V8.4.

» Appendix F, “Troubleshooting aids” on page 561 describes the main
troubleshooting tools available with IBM OmniFind Enterprise Edition and
provides usage examples of them.

The team that wrote this book

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization, San Jose Center.

Nagraj Alur is a Project Leader with the IBM ITSO, San Jose Center. He holds a
master’s degree in computer science from the Indian Institute of Technology (IIT),
Mumbai, India. He has more than 30 years of experience in database
management systems (DBMSs), and has been a programmer, systems analyst,
project leader, independent consultant, and researcher. His areas of expertise
include DBMSs, data warehousing, distributed systems management, database
performance, information integration, and client/server and Internet computing.
He has written extensively on these subjects and has taught classes and
presented at conferences all around the world. Before joining the ITSO in
November 2001, he was on a two-year assignment from the Software Group to
the IBM Almaden Research Center, where he worked on Data Links solutions
and an eSourcing prototype.

Mario Deschatelets is a Canada IBM GBS IT Consulting Architect for Portals
and Enterprise Information Management. In this capacity, he has acquired
experience in the design and architecture of large-scale and complex solutions
for strategic technology-positioning, enterprise integrated solution, and standards
definition. He has 15 years of experience in the design and implementation of
Search Engines, Portals, Content Management solutions in various industry
domains.
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IBM OmniFind Enterprise
Edition V8.4 architecture

In this chapter, we provide an overview of the IBM OmniFind Enterprise Edition
V8.4 architecture and processing flow, a summary of what is new in IBM
OmniFind Enterprise Edition V8.4, security considerations, and key criteria in
choosing between single-server and multiple-server configurations for a given
business requirement.

The topics covered are:

>

>

>

IBM OmniFind Enterprise Edition overview

IBM OmniFind Enterprise Edition architecture and processing flow
What is new in IBM OmniFind Enterprise Edition V8.4

Security considerations

Choosing a particular topology
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1.1 Introduction

The popularity and success of various commercial search engines that crawl
Web sites on the internet has been generally tied to the quality of the search
results. Search engines such as Google have used various algorithms to rank the
search results in a way that tries to present the user with the most appropriate
link at the very top. In addition to the proprietary algorithms used by the search
engines, the quality of metadata retrieved from a Web site plays a significant role
in the search quality.

Enterprises can benefit significantly by providing its employees search
capabilities against the vast amount of data stored within the enterprise’s various
data sources. High quality enterprise search can increase productivity and help
in the dissemination of information. However, searching within an intranet poses
challenges that are significantly more complex than those faced by internet
search engines. A detailed discussion of these challenges are beyond the scope
of this book. However, enforcing native security of the various data sources when
retrieving content, collecting useful metadata, and effective ranking algorithms for
improving search quality are among the more challenging issues.

Important: Improving search quality in enterprise searches will require a
combination of the invention of sophisticated document processing algorithms,
flexible security infrastructures, and a concerted effort to educate enterprise
content authors to develop metadata and content that can be easily searched.
IBM OmniFind Enterprise Edition is an enterprise search engine architected to
address these issues and deliver high quality enterprise search capabilities to
an organization.

The following sections cover:

» IBM OmniFind Enterprise Edition overview

» IBM OmniFind Enterprise Edition architecture

» Whatis new in IBM OmniFind Enterprise Edition V8.4
» Security considerations

» Choosing a particular topology
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1.2 IBM OmniFind Enterprise Edition overview

IBM OmniFind Enterprise Edition (previously known as WebSphere Information
Integrator OmniFind Edition) delivers breakthrough full-scale secure enterprise
search capabilities to help get the right information to the right people at the right
time. Built on a flexible, open architecture, it offers a unique and powerful
combination of performance, security, scalability, enterprise reach, and openness
for applying advanced linguistic processing. By simply entering a keyword or
phrase in a single query, users can quickly search across intranets, corporate
public Web sites, relational database systems, file systems, and content
repositories, and obtain a consolidated, ranked meaningful result. Users also
have the ability to go beyond standard full-text search and perform parametric
and semantic queries to dramatically improve the relevancy of search results.

IBM OmniFind Enterprise Edition is well adapted to work in the heterogeneous
and multivendor world of the modern enterprise. Lotus Notes/Domino and
WebSphere Portal customers, in particular, will benefit from the secure
best-in-class integrations IBM OmniFind Enterprise Edition offers to them. IBM
OmniFind Enterprise Edition effectively addresses the need for stringent security
safeguards to protect content from unauthorized access using several
techniques.

IBM OmniFind Enterprise Edition is the first commercially available UIMA! based
platform for processing text-based information. UIMA enables seamless
integration of text analytics components that analyze documents, extract
knowledge, and identify higher-level concepts, such as people, places,
organizations, products, problems and other “entities” that are buried within
unstructured data. This knowledge can be used to create an enhanced index for
searching, or routed to a traditional data mart or data warehouse for use in
business intelligence and analysis applications.

Finally, IBM OmniFind Enterprise Edition is an archetype of the service-oriented
architecture (SOA) paradigm. By searching information scattered across multiple
sources throughout the enterprise, enhancing its value by enriching metadata
through text analytics, and making it available as a service to people, processes,
and applications that can take advantage of it, IBM OmniFind Enterprise Edition
delivers a core function for any SOA environment.

T Unstructured Information Management Infrastructure (UIMA) is an open, extensible framework for
processing unstructured information through text analytics for extracting insight from unstructured
content to enable capabilities such as semantic queries, navigation of business intelligence reports,
and custom analytics applications.
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Note: An entry-level offering, IBM OmniFind Enterprise Starter Edition
(previously known as WebSphere Information Integrator OmniFind Starter
Edition), is also available providing the same functional capabilities as IBM
OmniFind Enterprise Edition in a scaled-down implementation.

The main features of IBM OmniFind Enterprise Edition include the following:
» Multiple topology support

IBM OmniFind Enterprise Edition supports three topology implementations:
single-server, two-server, and four-server implementations.

» Wide content reach

The range of data sources supported by IBM OmniFind Enterprise Edition
include file systems, content repositories, databases, collaboration systems,
intranets, extranets, and public-facing corporate Web sites. New sources are
continually being added, and readers should refer to the
http://www.ibm.com/software/data/enterprise-search/omnifind-enterpri
se/ Web site for an up-to-date list of supported data sources. Additional
connectors can be built to other data sources through a Data Listener API.

» Security features

Security is an integral element for enterprise search. Only authorized users
may administer the system. In conjunction with the security mechanisms
available in IBM WebSphere Application Server, you can configure
administrative roles and authenticate all administrative users. By configuring
administrative roles, you control users that can have access to various
administrative functions.

You may also specify options to associate security tokens with data when the
data is being collected. By enabling security for the search applications, you
can use these tokens to enforce access controls and ensure that only users
with the proper credentials are able to query the data and view search results.

» Sample search application and SIAPI API

Besides a free-text GUI search interface, IBM OmniFind Enterprise Edition
provides an SIAPI API that can be incorporated easily into enterprise Java™
applications to develop custom search portals. IBM OmniFind Enterprise
Edition includes a sample search application that can be used as a template
for creating search applications that meet the special needs of ones
organization.

IBM OmniFind Enterprise Edition offers WebSphere Portal clients enhanced

search capabilities with a broader content reach, and scalability to millions of
documents. WebSphere Portal Search customers have seamless transition to
IBM OmniFind Enterprise Edition, which imports and reuses existing portal
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taxonomies for navigation and categorization, migrates rules for rule-based
classification, and provides the same user experience as the WebSphere
Portal’s Search Center portlet.

Heterogeneous platform support

IBM OmniFind Enterprise Edition is supported on a number of operating
system platforms, including Microsoft® Windows Server® 2003 Enterprise
Edition Service Pack 1, IBM AIX 5L (32-bit and 64-bit support) V5.2
(maintenance level 7), IBM AIX 5L (32-bit and 64-bit support) V5.3
(maintenance level 3), Linux for Intel® (32-bit support) Red Hat Enterprise
Linux AS 4 Update 2, Linux for Intel (32-bit support) SUSE Linux Enterprise
Server V9.0 with Service Pack 2 (United Linux SP2), and Solaris™ (32-bit
and 64-bit support) 9 with patch 118558-09. For specific details on versions
supported, refer to IBM OmniFind Enterprise Edition Installation Guide for
Enterprise Search Version 8.4, GC18-9282-03 and
http://www.ibm.com/software/data/enterprise-search/omnifind-enterpri
se/.
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1.3 IBM OmniFind Enterprise Edition architecture

Figure 1-1 provides an overview of the IBM OmniFind Enterprise Edition
architecture and data flow.
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Figure 1-1 Main components and data flow

In this section, we briefly discuss the following topics:

>
» Data flow
>
» Directory
>

Main components

Topologies supported

structure

Collections, categories and scopes
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1.3.1 Main components

The five main components of IBM OmniFind Enterprise Edition shown in
Figure 1-2 (a simplified version of Figure 1-1 on page 6) are crawler, parser,
indexer, search runtime, and admin console.

Note: The CCL server is the service that makes it possible for OmniFind to
manage all of its processes (or components), and allows components to
communicate with each other. The Controller/Monitor layer in OmniFind is
responsible for coordinating and monitoring capabilities across all the
components. DatalListener is an API for pushing crawled data to the raw data
store®. These will not be discussed further.

a. CCL is an internal communication method, but the DatalListener APIs are de-
scribed in the product documentation.

OmniFind
admin GUI

&
sample search app
WehSphere.

Co

DataListener

Data

Common k

Communications
Layer (CCL)

IBM HTTP Server

Search

WebSphere.

QU 77"

QU

source

Figure 1-2 Main components and data flow

A brief description of the components shown in Figure 1-2 follows:
1. Crawler component

This component performs the function of crawling the various data sources at
intervals configured by the administrator, and populates a raw data store (file
system based) with the content extracted from the data sources. Crawlers are
available for a number of data sources, as shown in Figure 1-1 on page 6.
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A crawler has the following general properties, though not all crawlers may
have all of them:

a. May crawl multiple data sources and do so using multiple threads, which
are configurable.

b. Some crawlers might also implement real-time verification from the search
servers, as shown in Figure 1-2 on page 7. Crawlers may also implement
additional services for discovery services, which are mostly used for the
creation of administration screens, such as database lists, column lists,
and user name checking.

c. Crawler properties are a set of rules that govern the behavior of a
particular crawler when it crawls. For example, one can specify rules to
control how the crawler uses system resources. The set of sources that is
eligible to be crawled constitutes the crawl space of a crawler. After a
crawler is created, one can edit the crawler properties at any time to alter
how the crawler collects data. One can also edit the crawl space to change
the crawler schedule, add new sources, or remove sources that are not to
be searched any longer.

One can start and stop crawlers manually, or set up crawling schedules.
When scheduling a crawler, one specifies when it is to run initially and how
often it needs to visit the data sources to crawl new and changed
documents.

The Web crawler runs continuously. After one specifies the uniform
resource locators (URLSs) to be crawled, the crawler returns periodically to
check for data that is new and changed. The frequency of crawling the
Web is determined automatically based on configuration guidelines that
bound the lower and upper limit of crawl frequencies. For example,
specifying a lower limit of weekly crawl frequency and an upper limit of
daily crawl frequency will guide the determination of the actual crawl
frequency in conjunction with statistics accumulated about the percentage
of changes detected over past crawl actions.

Unlike OmniFind V8.3, the NNTP crawler in OmniFind V8.4 does not run
continuously. Its behavior is the same as the other data source crawlers
such as the DB2 crawler or Notes crawler.

d. Each data source type is associated with a different crawler type, for
example, all DB2 data sources have a DB2 crawler, while file system data
sources have a file system crawler. However, multiple crawlers may be
defined for different data sources of the same data source type. For
example, one crawler may be defined for a set of DB2 tables in the human
resources system, while another crawler may be defined for a set of DB2
tables in a data warehousing system.
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e. All the crawler instances belonging to the same collection share the same
raw data store. Each collection has its own raw data store.

f.  One or more security tokens may be associated with the documents
crawled. A security token plug-in may be written to generate the relevant
security token(s) for a document using appropriate lookups of access
control lists.

Attention: When running crawlers in OmniFind V8.4, we strongly
recommend that you run the parser at the same time. This is because a file
queue is used to store crawled data instead of the DB2 table used in
OmniFind V8.3. The file queue can fill up if the parser is not used to parse
and delete the documents in the file queue while the crawler is running.

2. Parser component

This component analyzes the documents that were collected by a crawler and
prepares them for indexing. The parser component analyzes document
content and document metadata. You can improve the quality and precision of
search results by integrating custom text processing algorithms with
enterprise search collections in the parser. These text processing algorithms
are developed using the Unstructured Information Management Architecture
(UIMA), which is a framework for creating, discovering, composing, and
deploying text analysis functions.

The parser stores the results of the analysis in a file system data store for
access by the indexing component.

In practice, the store comprises two distinct entities as follows:
— Main store

— Delta store, which corresponds to those documents that have not yet been
merged into the (main) store.

Note: A shadow copy is also kept of the main store and the delta store to
provide high availability of the data for search applications during parser
processing. The parser updates the shadow copy (or passive copy) with
documents, while the active copy is accessed by the search runtime. After
a main index or delta index build operation (as discussed in 3 on page 11),
the shadow and active copy’s (of both the store and index) are toggled and
the search runtime now has access to the latest updates. The shadow
copy architecture also provides a backup capability in the event of
corruption of the active copy.
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A parser is associated with a single collection? and is multi-threaded. It can be
started and stopped on demand, but is usually started once and runs
continuously. The parser extracts the documents crawled for a given
collection from the raw data store and after analysis, stores relevant portions
of the document in the file system data store.

In a four server configuration, the parser is installed on the indexer server.

The parser performs the following tasks:

Extracts text from whatever the format a document is in, for example, the
parser extracts text from the tags in XML and HTML documents. The
parser also extracts text from binary formats, such as Microsoft Word and
Adobe® Acrobat® portable document format (PDF) documents.

Detects the character set encoding of each document. Before doing any
linguistic analysis, the parser uses this information to convert all text to
Unicode.

Detects the source language of each document.

Applies parsing rules specified for the collection. The following can be
configured for a parser:

Field mapping rules for XML documents

This feature enables users to search structured and unstructured
content in XML documents. If one maps XML elements to search fields,
users can specify the field names in queries and search specific parts
of XML documents.

Note: Queries that search specific fields can provide more precise
search results than free text queries that search all document
content.

Categories

This feature enables users to search documents by the categories to
which the documents belong. Users can also select categories in the
search results and browse only documents that belong to that
particular category. “Categories” on page 25 describes the
considerations involved with categories in greater detail.

2 For all practical purposes, a collection corresponds to a single index that is created from the set of
all the documents crawled. Collections are covered in detail in 1.3.5, “Collections, categorizations,
and scopes” on page 24.
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— Extracts text and adds tokens to enhance the retrievability of data. During
this phase, the parser performs the following tasks:

e Character normalization, such as normalizing capitalization and
diacritical marks, such as the German umlaut.

* Analyzing the structure of paragraphs, sentences, words, and white
space. Through linguistic analysis, the parser decomposes compound
words and assigns tokens that enable dictionary and synonym lookup.

Figure 1-3 shows an example of tokenization by the parser.

— Interfaces with any text analysis UIMA based annotators that may have
been configured for this collection for further text processing, as shown in

Figure 1-1 on page 6.
@ dictionary

Inputstreams llllll“llllllll» Tokens
Lexical Analysis

Multi-word expressions and ~.New-York city. smsmsmsnsdp
Character Normalization .Washington-based.. uuswsssssp | Washington
..résumé.. ITTTTRRIT =

Morphology - roots, ..running... EEEEEEER * @
decomposition,
Stemming’ lemmas Lagerregal EEEEEEER * Lager regal

comprarlo ...-----*

Figure 1-3 Example of tokenization

3. Indexer component

This component may be scheduled at regular intervals to add information
about new and changed documents to an index that is stored in a file system.

In practice, the index comprises two distinct entities as follows:
— Main index, which has the global ranking order of all the documents.

— Delta index, which corresponds to those documents that have not yet been
merged into the (main) index.
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Note: A shadow copy is also kept of the main index and the delta index to
provide high availability of the data for search applications during index
build processing. The indexer updates the shadow copy (or passive copy)
with documents, while the active copy is accessed by the search runtime.
After a main index or delta index build operation, the shadow and active
copy’s (of both the store and index) are toggled and the search runtime
now has access to the latest updates. The shadow copy architecture also
provides a backup capability in the event of corruption of the active copy.

Note: Index building is multi-threaded across collections, but single
threaded within a collection. Index build is not multi-threaded across
collections. As with the parser, each collection has its own indexer process
(component). That indexer instance runs independently of those of other
collections. The indexer component itself is multi-threaded.

Building an index involves two stages:
— Main index build operation

When the main index operation is requested, the main index is rebuilt so
that the structure is optimally organized. The indexing process reads all of
the data that was collected by crawlers and analyzed by the parser. It
merges the main store and delta store (if any) as well as the main index
and delta index (if any).

Note: When the main index is built for the very first time by the
reorganize index process, it is built from the main store only, since there
are no delta stores or indexes.

As mentioned earlier, it is the shadow copy that is reorganized and
switched to as the active copy after successful reorganization of the
shadow copy.

— Delta index build operation

When the delta index operation is requested, the data that was crawled
and parsed after the last time the delta index build operation cycle is
added to the delta index. The delta store contains this information and the
delta index is rebuilt. Again, as mentioned earlier, it is the shadow copy
that is refreshed and switched to as the active copy after successful
refresh of the shadow copy.
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When configuring index options for a collection, one can specify schedules for
reorganizing and refreshing the index. The frequency with which one
reorganizes and refreshes the index depends on available system resources
and whether the sources being indexed contain static or dynamic content. To
ensure the availability of new information, one needs to schedule frequent
delta index build operations.

During the indexing phase, algorithms are applied to identify duplicate
documents, analyze the link structure of documents, and perform special
processing on Web documents, such as document ranking.

After an index is built, one can configure scopes. A scope enables one to limit
what users can see in the collection. Scopes are discussed in detail in
“Scopes” on page 30.

4. Search runtime component

This component works on behalf of a search application to process queries,
search the index, and return search results to the search application.
Figure 1-4 shows the workflow involved in the submission of a query and
processing of the search results.

1 - User types in a search query

_ Main
Search S «  Index
. Application o N
=—=> < Runtime Delta
(Portal...) @ — liatess
| websphers  Websphere
‘ Main store
Delta store

2 — User wants to display a document listed in the search results

— amm g VWeb server

Custom Viewer —m
WebSphere

Appllcahon Server

Figure 1-4 User search workflow
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In Figure 1-4 on page 13, the search application receives input from a
browser and invokes the search runtime through the search and index API
(SIAPI). The search runtime executes the query against the index and returns
a result to the search application that includes data collected from store, and
“quick links”. The search application then presents the search results in an
appropriate format.

Figure 1-5 on page 15 shows the results presented to the browser by the
sample search application provided with WebSphere Information Integrator
OmniFind Edition; the predefined links are explicitly identified with the title
“Quick Links”.

The sample search application ESSearchApplication can be used as a
template for developing custom search applications. The sample search
application is a Struts framework application and is installed with IBM
OmniFind Enterprise Edition; it is also made available as a portlet in
WebSphere Portal Server. Some of its main features include:

— It demonstrates most of the search and retrieval functions that are
available for enterprise search.

— Itis a working example that enables one to search all active collections in
one’s enterprise search system.

— It can be used to quickly test new collections before making them available
to users.

— ltincludes options for specifying simple queries or queries with advanced
options, such as options for searching categories or specifying the number
of documents that can appear on a result page.

— If a collection includes documents in multiple languages, one can restrict
the result set by specifying which languages one wants to search. One can
also choose to see a summary of the results or details about each result
document.

Note: A search application enables one to search collections in one’s
enterprise search system. One can create any number of search
applications, and a single search application can search any number of
collections.
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Figure 1-5 identifies certain other aspects of the results, such as lexical
affinities, stemming, site collapse and stop-word elimination, a discussion of
which is beyond the scope of this book. For a detailed understanding of these
terms, the reader is urged to consult other documentation sources, such as
IBM OmniFind Enterprise Edition Version 8.4 Administering Enterprise
Search, SC18-9283.
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Figure 1-5 Search results

Attention: A custom search application may choose to present the search
results returned from the search runtime in a different format. For example,
the custom search application may choose not fo explicitly identify the
predefined links in the result, but instead only choose to place them at the
top of the results set. The custom search application may be a portlet,
servlet, or a Java application.

The user may scroll through the results presented by the search application
and click a particular hyperlink to view the entire document of interest, as
shown in Figure 1-4 on page 13. Depending upon the data source involved
with the document requested, a custom viewer application may need to be
written to access the data source and retrieve the document in question. For
example, access to Web pages can be achieved without an intervening
viewer application, while access to a database row will require a viewer
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application to be written that connects to the target database and retrieves the
row in question. This workflow implies the following requirements for a
document to be retrieved for the user when a hyperlink is clicked:

— There is an ability to connect to the target data source where the
document is stored from either the browser or the server that the hyperlink
references.

— The connecting entity has the necessary security privileges to connect to
the target data source and retrieve the document of interest.

Note: When configuring the search server(s)2 for a collection, one can
configure a search cache to hold frequently requested search results. A
search cache can improve search and retrieval performance.

a. Multiple search servers are defined in two server and four server topologies

5. Admin console component

This component is used to create and administer collections, start and stop
other components (such as the crawler, parser, indexer, and search), monitor
system activity and log files, configure administrative users, and associate
search applications with collections.

Note: Enterprise search administrators, collection administrators,
operators, and monitors are all allowed to use the admin GUI; however,
they might be restricted from certain views depending upon their specific
role.

Figure 1-6 on page 18 shows the admin console GUI. It shows a toolbar that
provides various views, such as Collections, External sources, System,
Security, and Search Customizer.

— Collections view
This view is used to create collections and administer the system
— External sources view

This view is used to specify options for making the data sources (without
crawling or indexing them) searchable. You must specify information that
enables your Java Database Connectivity (JDBC™) databases and
Lightweight Directory Access Protocol servers to be accessed for
enterprise search. After you associate the external sources with search
applications, users can search these sources at the same time that they
search collections with data that was crawled, parsed, and indexed.
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— System view

This view is used to configure alerts for system-level events, specify how
many indexes can be built concurrently, and specify options for logging
messages that are produced by system-level processes. Collection
administrators, operators, and monitors cannot access this view.

— Security view

This view is used to specify access controls for collections and the admin
console. Collection administrators, operators, and monitors cannot access
this view. Until you create your own search applications, you can use the
sample search application to search all collections. After you create a
search application, use the Security view to associate your application
with the collections that it can search. If you enable security in IBM
WebSphere Application Server, you can also use the Security view to
configure administrative roles. By configuring administrative roles, you can
allow more users to administer the system, yet restrict each user’s access
to specific functions and collections.

— Search Customizer view
This view is used to invoke the Search Application Customizer.
— Monitor view

This view is invoked by clicking the Monitor icon, and is used to monitor
the system or collection components. Certain administrative roles can also
start and stop component processes while monitoring them.
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Figure 1-6 Admin console GUI

Note: The crawler, parser, indexer and search runtime components operate
independently of one other. They can be started and stopped independently
without affecting the others. For example, if a crawler or parser or indexer was
to fail, the search runtime component could still be serving queries.
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Figure 1-7 shows some of the key objects in IBM OmniFind Enterprise Edition.
Some of the objects have been discussed already while others will be described
in later sections.

ES Search Application

[ 1:1
ES Search Runtime
‘ 1:m
Collection
0:m 0:m 1:m 1:1 1:1 1:(1 or 2)
Scope Category Crawler Parser Indexer Search
1:m ‘ ‘ 1:1
Raw
g | oo
P Store
1:1 |
Schedule

Figure 1-7 Some of the key objects in OmniFind Enterprise Edition and their object
relationships

Figure 1-7 shows the following relationships between the objects:

»

Each search application has one and only one search runtime associated
with it.

Each search runtime may have one or more collections associated with it.

Each collection has the following relationships with other objects:

Each collection has zero or many scopes associated with it.
Each collection has zero or many categories associated with it.
Each collection has one or many crawler instances associated with it.

e Each crawler instance has one or many crawl spaces associated with
it. Each crawl space has one and only one schedule associated with it.

¢ All crawler instances have the same collection raw data store
associated with them.

Each collection has one and only one parser associated with it.
Each collection has one and only one indexer associated with it.
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— Each collection may be associated with one or two search servers.

Figure 1-8 summarizes the key technologies deployed in the OmniFind
environment.

Searching

= Dynamic & Admin-
Indexing influenced ranking

. = Fielded Search
* Global Analysis * Parametric Search

= Static Ranking =Semantic search

Text Analytics « Store

= Partner Apps
= UIMA

Categorization

Search
Applications

Parsing/ Crawling
Tokenizing = Scalable Web crawler g

« HTMLXML = Data Source crawlers
= 200+ Doc Filters = Custom Crawlers
» Advanced Linguistics

Figure 1-8 Key technologies

1.3.2 Data flow

Figure 1-2 on page 7 shows the data flow within OmniFind as follows:

1.

Different crawlers write the crawled data to a single raw data store (RDS)
which is file system based and located on the Indexer server. The
DataListener APl is used to perform this function, as described in 1.4.4,
“Usability and performance enhancements” on page 34. However, the
metadata associated with each crawler instance is written to a Cloudscape
database (located on the Crawler server), with each crawler having its own
set of database tables.

2. The parser component reads data from the collection’s RDS, parses it, and

invokes any UIMA annotators that have been defined for complex text
analytics. It then writes the output to the data store, which is file system
based.

3. The Indexer reads the data from the store and creates an index.
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For multi node installations, the index and data store is sent to the Search
servers.

1.3.3 Topologies supported

IBM OmniFind Enterprise Edition currently supports three topologies:

1. A single server topology, where all the components are installed on a single
server, as shown in Figure 1-9.

Parser Indexer Search
Crawler DatalListener - s

Crawler
Metadata
Cloudscape
Server

Index

Figure 1-9 Single server topology
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2. Atwo server topology, where the components are installed on two servers, as
shown in Figure 1-10.

Index and Search Server 1

CCL Search Server 2

DataListener | Parser Indexer

Search

WebSphere.

Crawler
W EELELE]

Cloudscape
Server

Search

WebSphere.

Gigabit Ethernet

Figure 1-10 Two server topology
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3. A four server topology, where the components are installed on four separate
servers, with the search components installed on two servers, as shown in
Figure 1-11.

Search Server 1

Search
WebSphere.

Crawler Server Index Server

et L
Crawler
Metadata
Server

Search Server 2

=

Search
WebSphere.
Store f Index

Considerations in choosing a particular topology are discussed in 1.6, “Choosing
a particular topology” on page 51.

Gigabit Ethernet

Figure 1-11 Four server topology

1.3.4 Directory structure

SES_INSTALL_ROOT (%ES_INSTALL_ROOQOT% on Windows) and
$ES_NODE_ROOT (%ES_NODE_ROOQOT% on Windows) are two environmental
variables that are created by the OmniFind installer. They designate the two main
directories in OmniFind as follows:

1. ES_INSTALL_ROQT points to the root installation directory, which contains all
the libraries, binaries, dictionaries, documentation, and samples. The default
value for this environment variable is:

— /opt/IBM/es on Linux/AIX
— c:\Program Files\IBM\es on Windows
This directory can be modified during installation.
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2. ES_NODE_ROQT points to the directory where config files, log files, and
indexes are stored by default. The default value for this environment variable
is:

— /home/<omnifind user> on Linux/AlX
— c:\Program Files\IBM\es\<omnifind user> on Windows

The location of some of these files can be customized when creating a
collection. Since a collection can grow rapidly, it is critical to plan for adequate
space in the target directory.

Note: When a Fix Pack is applied, the files in ES_INSTALL_ROOQOT are most
likely to be affected rather than those in ES_NODE_ROOQOT.

1.3.5 Collections, categorizations, and scopes

An user may query a collection, a category within a collection, or a scope within a
collection.

In this section, we provide a brief overview of these objects and the relationship
between them. As shown in Figure 1-7 on page 19, there can be zero to many
scopes and categories associated with a given collection. The following
subsections cover:

» Collections

» Categories

» Scopes

» Choosing between categories and scopes

Collections

An enterprise search collection contains the entire set of sources that users can
search with a single query. It corresponds to an index that the search application
queries. A collection has its own set of configuration files and processes, such as
crawlers, parser, and indexer.

Note: To create a collection, one must be a member of the enterprise search
administrator role. To add content to a collection or to specify options for how
content in the collection can be parsed, indexed, or searched, one must be an
enterprise search administrator or a collection administrator for the collection.
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A number of configuration options are available when creating a collection, such
as permitting static ranking, specifying the index location, and requesting
categorization. A collection is empty until content is added to it through the
definition and scheduling of one or more crawlers, and subsequent parsing and
indexing of the crawled content. Additional configuration options are available
when defining crawlers, and configuring the parser, indexer, and search
components. For full details of these options, refer to IBM DB2 OmniFind
Enterprise Edition Version 8.4 Administering Enterprise Search, SC18-9283.

A collection may be created using the Create Collection view in the GUI admin
console, or by invoking the Collection Wizard, as shown in Figure 1-6 on
page 18.

Categories

Categories enables one to group documents within a collection that share
common characteristics, and users may then limit their search to a specific
category by identifying them as the target of their search. Categories may be
organized as a tree (taxonomy) to multiple levels of nesting, and a single
document may belong to more than one category. A single collection may have
zero or many categories associated with it.

Note: To configure categories, one must be a member of the enterprise
search administrator role or be a collection administrator for the collection to
which the categories belong.

OmniFind Enterprise Edition supports a rule-based approach for categorizing
documents.

Categorization may be specified when creating the collection or when specifying
parsing rules for the collection. The parser uses the rules that specified to
associate documents with one or more categories:

» If a document passes at least one rule in a category, the parser associates
the document with the category.

» If a document passes at least one rule in several categories, the parser
associates the document with all of the categories.

» If a document does not pass any of the rules for a category, the parser does
not associate the document with a category. Users can search for this
document and retrieve it when they search the collection, but they will not be
able to search a category and expect to retrieve the document.
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When configuring a rule for categorizing documents, one may choose whether
OmniFind Enterprise Edition is to use the URI of a document or the content in the
document to determine whether the document belongs to the category as
follows:

» URI pattern

A URI rule applies to the document’s URI. One may specify a partial URI (a
pattern), and documents that have the specified pattern in their URIs pass the
rule.

For example, specifying the rule text as /hr/, then, in the following list, the first
URI passes the rule, while the second URI does not:

a. file:///corporate/hr/medicalform.doc http://company.com/human

b. resources/medicalform.htm
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Figure 1-12 shows an example of a rule-based category definition using a
URI pattern.

& Enterprise Search Administration - Mozilla Firefox E]@

File Edit Wiew History Bookmarks Tools Help

VEDI GG Information Integrator

OmniFind Edition — = Kty Ty

[iiil Collections | | . External Sources BExstem 1 Security E—jEearch Customizer ‘:ELCIQ Out (:.'HEH:_I = mAbout

Collections ¢ IBMCIF : Parse b Configure the category tree F Corporate News : Edit

Create a Category Rule

Specify the type of rule to create:

# The URI pattern must match the enterprise search URI format {such as /human+resources/ not /human rescurces/).
* Specify document content rules in the form of a query [only +, -, " ", and field_name: operators are allowed).

Category name:

* Rule name:

MNews
Type:

@ LRI pattern:

* Documents that match a URI pattern: [for example, ‘hef or files///e:/program+files/finance/)

*carporat.nsf*

O Diocument content:

Figure 1-12 Configuring a rule-based category using a URI pattern

» Document content

A content rule applies to the text of the document. One expresses the rule in
the same format as a query. If the document is valid for the query, it passes
the rule. When one configures the rule, one specifies the words and phrases
that documents must contain or exclude, and one chooses a language for
applying word stemming rules. For example:

— The following rule specifies that if a document contains either the word Ar
or the phrase human resources, the document passes the rule:

hr “human resources”
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— The following rule specifies that if a document contains the word 47 but not
the word benefits, the document passes the rule:

+hr -benefits

Figure 1-13 shows an example of a rule-based category definition using
document content.
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Specify the type of rule to create:

#* The URI pattern must match the enterprise search URI format (such as /human+resources/ not /human resources/).
#* Specify document content rules in the form of 2 query [only +, -, " ", and field_name: cperators are allowed).

Category name:
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@ Diocument content:

© Default query language:
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* Query: (for example, +thinkpad -driver -title:"personal computer")

"Product > Hardware ="
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Figure 1-13 Configuring a rule-based category using document content
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Attention: After the rule-based categories have been defined and the index
created, they may be referenced in a query. Example 1-1 shows how to target
a query to one or more rule-based categories, while Figure 1-14 shows how to
determine the categoryid for the Products category (c3).

Example 1-1 Specifying a rule-based category in a query

(rulebased: :<categoryid> OR rulebased::<categoryid2> OR ....) <search string>
where
<categoryidl>, <categoryid2> etc are the category ids in a collection
<categoryid> may be determined from the admin console
as shown in Figure 1-14, where the categoryid is “c3” for the Technical
category

For example
(rulebased::c3 OR rulebased::c9) managers
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Figure 1-14 Determining the categoryid for Products category (c3)
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Important: A category is not a security feature. It is not possible to restrict
access to specific categories within a collection; if a user has access to a
collection, then that person automatically has access to all the categories in
the collection. A user can target one or more categories in a single query.

The OmniFind Enterprise Edition admin console is used to create and administer
categories as follows:

» By selecting the categorization type when creating a collection, one can
choose to use no categories, or use rule-based categories.

» When configuring parsing rules for the collection, one can change the
categorization type, if necessary. If the categorization type change is made
after documents are crawled and indexed, search quality will be degraded
until the documents are re-crawled and the main index rebuilt.

Scopes

A scope is a group of related URLs in an index. By configuring a scope, the
administrator can limit the documents that users can see in a collection by
presenting them with a logical view of a collection. When users search the
collection, they search only the documents in the scopes identified in their query.

Note: To configure scopes, one must be a member of the enterprise search
administrator role or be a collection administrator for the collection that the
scopes belong to.

The OmniFind Enterprise Edition admin console is used to configure scopes for a
collection.

When creating scopes, one specifies a set of URIs that are in the index for a
collection. Limiting the range of documents that users can search helps ensure
that documents in the search results are specific to the information users seek.
For example, one might create one scope that includes the URIs for the
Technical Support department and another scope that includes the URIs for the
Human Resources department.

To use this feature, support for searching scopes must be included in the search
applications. Assuming that one’s search application supports scopes, users in
the Technical Support department will retrieve documents from the Technical
Support scope, and users in the Human Resources department will retrieve
documents from the Human Resources scope.
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One can create as many scopes as one wants, although creating too many
scopes can affect performance. In general, configure scopes so that most search
requests need to filter only on one or two scopes. Because scopes can contain
entire URIs or URI patterns, the same document can belong to more than one
scope. When one creates, edits, or deletes a scope, the change becomes
effective the next time the main index is rebuilt.

Attention: After the scopes have been defined and the index created, they
may be referenced in a query. Example 1-2 shows how to target a query to
one or more scopes.

Example 1-2 Specifying a scope in a query

(scopes::<scopenamel> OR scopes::<scopename2> OR ....) “western region”

where
“western region” is the search string
<scopenamel>, <scopename2> etc are the scope names in a collection

Attention: Like categories, a scope is not a security feature. It is not possible
to restrict access to specific scopes within a collection; if a user has access to
a collection, then that person automatically has access to all the scopes in the
collection. Unlike categories however, a user may target more than one scope
within a single query.

1.4 What is new in V8.4

IBM OmniFind Enterprise Edition V8.4 and IBM OmniFind Starter Edition V8.4
offer a unique combination of content reach, security, scalability, enterprise
integrations, and openness to deliver powerful enterprise search capabilities and
a platform for processing unstructured data through text analytics. Both offerings
build on the core capabilities of WebSphere Information Integrator OmniFind
Edition V8.3, and feature new improvements in the areas of security, usability
and performance, and WebSphere Portal integration.

Note: IBM OmniFind Enterprise Starter Edition V8.4 is not limited in
functionality as compared to IBM OmniFind Enterprise Edition V8.4, except for
its support of only the single-server and two-server configurations.
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The new features are briefly described here and are categorized as content
reach enhancements, security enhancements, scalability enhancements,
usability and performance enhancements, taxonomy enhancements, enterprise
integration enhancements, and miscellaneous changes.

1.4.1 Content reach enhancements

New content that can be crawled includes:

» Microsoft Windows SharePoint® Services Service Pack 2 for Windows 2003.
» IBM DB2 UDB for IBM System i™ V5.4

» WebSphere Portal V6.0 Web pages

» Native crawler for IBM Workplace™ Web Content Management (WCM) sites
on WebSphere Portal V6 servers.

» JDBC connector to access JDBC-compliant relational data sources through
Type 4 JDBC drivers, including IBM DB2 UDB V8.2, Microsoft SQL Server
2000, Microsoft SQL Server 2005, Oracle® 9i, and Oracle 10g.

For a complete and current list of data sources and required client software, visit
http://www.ibm.com/software/data/enterprise-search/omnifind-enterprise/
requirements4.html

1.4.2 Security enhancements

In IBM OmniFind Enterprise Edition V8.4, the ability to verify authorization with
the owning repository at query time is supported for the following additional data
sources:

» DB2 Content Manager Multiplatform

» FileNet P8 CM

» Hummingbird DM

» Windows SharePoint Services, Service Pack 2, for Windows 2003

» WebSphere Portal Web Content Management V6.0

Figure 1-1 on page 6 shows the current list of all data sources supporting
verification of authorization with the owning repository at query time. For an

up-to-date list, visit
http://www.ibm.com/software/data/enterprise-search/omnifind-enterprise/
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A new feature in IBM OmniFind Enterprise Edition V8.4 is support for single
sign-on (SSO) authentication through WebSphere Application Server Lightweight
Third-party Authentication (LTPA) for the following data source types:

»

Domino Document Manager, Lotus Notes®, and Lotus QuickPlace®
databases. The crawlers must use Domino Internet Inter-ORB Protocol
(DIIOP) to connect to the Domino servers.

Portal Document Management repositories accessible by the WebSphere
Information Integrator Content Edition connector.

When users use the IBM OmniFind Enterprise Edition search portlet to
search collections from within WebSphere Portal, SSO security is also
provided for documents crawled by the native Web Content Management
(WCM) and WebSphere Portal crawlers.

For companies that have not yet implemented a full single SSO solution, IBM
OmniFind Enterprise Edition continues to provide an optional built-in mechanism
called Identity Management Component (IMC) for caching search users’ various
logins, to minimize the number of sign-in requests.

1.4.3 Scalability enhancements

IBM OmniFind Enterprise Edition V8.4 has the following scalability
enhancements:

»

IBM OmniFind Enterprise Starter Edition V8.4 is limited to two-processor

implementations. If you wish to start with a small implementation, you can
seamlessly move the application to OmniFind Enterprise Edition with the

purchase of a trade-up license.

Support for simultaneously performing main index build and delta index build
on the same collection.® This parallelism capability improves index content
latency by incorporating changes occurring in the delta store into the delta
index and copying it over to the search server(s), even as the main index is
being built.

3

In V8.3, it was not possible to perform a delta index build (called refresh index in V8.3) while the
main index was being built.

Chapter 1. IBM OmniFind Enterprise Edition V8.4 architecture 33



1.4.4 Usability and performance enhancements

34

IBM OmniFind Enterprise Edition V8.4 includes several new features and
enhancements that make the product easier to install, use, and service for a
faster up-and-running experience as follows:

| 2

It replaces the V8.3 IBM DB2 UDB database with embedded and server open
source (Cloudscape) databases for storing crawler metadata and security
credentials. The crawled data (raw data store) is no longer stored in the IBM
DB2 UDB database on the crawler server, but in file systems in the
parser/indexer server. This is both a performance feature as well as a usability
feature, because it eliminates the requirement for IBM DB2 UDB database
skills to configure and administer the system.

Figure 1-15 on page 35 shows the V8.4 RDS architecture. DB2 tables have
been replaced with a simple file queue solution. The Datalistener component
that accepts documents from the crawlers and writes them to the collection
RDS has been moved from the crawler server to the indexer server. The RDS
queue size has a 10 GB default size limit per collection. The RDS queue
(actually a file) resides on the indexer server and partitioned. It is made up of
64 MB (default) chunks or bundles. By maintaining a small bundle size, we try
to avoid any conflicts that could arise with the file size ulimit being set on
UNIX systems. Every time a 64 MB chunk gets filled or the parser driver asks
the Datal.istener for more data, a new 64 MB file is created. Unlike OmniFind
V8.3, there is one RDS queue per collection and each RDS queue contains
crawled data that belongs to all the crawlers belonging to a specific collection.
The RDS queue is removed when the collection (not the crawler) is removed.
The RDS queues are platform independent. They can be copied from a
Windows platform and read on any UNIX system, and vice versa.

The RDS file queues for a collection reside in
ES_NODE_ROQT/data/<collectionid>/rds/rds_a* on the indexer node. RDS
file queues (rds_a.<time stamp>) are deleted by the parser driver when all the
documents are parsed.

Figure 1-15 on page 35 shows the following:

— Collection col1 crawlers crawler1 and crawler2 extract data and send it to
the DataListener component, which then writes it to the collection's RDS
input queue col1/rds_a (collection input queue). When this queue
col1/rds_a reaches the 64 MB limit or the parser driver asks the
DataListener for more data, it is flushed as a 64 MB chunk
(col1/rds_a.<time stamp> which are the collection output queues) and a
new col1/rds_a RDS queue is created.

The flushed RDS queue chunks (col1/rds_a.<time stamp>) are read by
the parser, which is independent of crawlers being added or dropped.
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— The same process occurs for collection col2 and its crawlers. But this

collection has its own set of RDS queues.

socket

socket
coll.crawlerl col2.crawlerl

socket | |patalistener || Socket
coll.crawler2 col2.crawler2
OutQueues Write () Write () OutQueues
(64MB) R (64MB)
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coll/rds a.<ts> ‘ coll/rds_a ‘ col2/rds_a H col2/rds_a.<ts>

Read ()

y

coll.parserdriver

Read ()

A
col2.parserdriver

Figure 1-15 Raw data store (RDS) architecture

Chapter 1. IBM OmniFind Enterprise Edition V8.4 architecture

35



» Support for a two server configuration where the search component is
duplicated on a second server. With such a configuration, one server
comprises the crawler, parser, indexer and search components, while the
second server only has the search component, as shown in Figure 1-16. This
provides an intermediate configuration between the single server and four
server configurations (that were supported in V8.3) that scaled the search
component without having to provide for a separate server for the crawler

component. By making the search component available

on two different

servers, this option provides high search availability and server redundancy
without the requirement to go to a four-server configuration.

Index and Search Server 1

CCL

RDS Store
Crawler
Metadata

Cloudscape
Server

Search

WebSphere.

Search Server 2
Y

I coL

Search

WebSphere.

Gigabit Ethernet

Figure 1-16 Two server configuration

» IBM OmniFind Enterprise Edition V8.4 also includes a number of
enhancements to the sample search application as follows:

— A new tool called the Search Application Customizer

is provided to enable

customization of the search application through a graphical user interface
(GUI), making it easier to tailor the search application for the planned

usage.

Additionally, the sample search application supports the creation of
multiple configuration files that may be specified as a parameter during
search application invocation. This enables you to customize the sample
search application for different users to not only provide a different look
and feel but also target different collections for searching, as described in
Appendix B, “Search Application Customizer” on page 459.
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— Users can now sort search results by selecting the field to sort by, such as
title, in addition to sorting by relevance or date. This functionality is
implemented through SIAPI, which the search application invokes.

— Another valuable feature taking advantage of the UIMA infrastructure is
the capability to use semantic search through synonym expansion,
illustrated with sample annotators for phone numbers, Web Addresses,
and e-mail addresses, as described in “LSTEP4h: Configure UIMA
annotator for CUSTINFO collection” on page 233, “LSTEP4i: Configure
synonym dictionary for CUSTINFO collection” on page 247, and 3.3.4,
“LSTEP4: Create CUSTINFO and GENINSINFO collections” on page 147.

» Sample Search portlet installation script, as described in Appendix A, “Install
Sample Search application portlet” on page 431.

» esadmin startall and stopall scripts that allow you to stop and start all
OmniFind components with one single command. These include the CCL
server on the local node, WebSphere HTTP server on the search nodes,
Information Center on the search nodes, and all sessions that are normally
started by the esadmin start command.

1.4.5 Taxonomy changes

IBM OmniFind Enterprise Edition does not require a predefined taxonomy in
order to deliver highly relevant search results. However, it can take advantage of
taxonomy tags to influence both the results and interface of a search application.
To simplify enterprise search deployments, IBM OmniFind Enterprise Edition
V8.4 has the ability to configure rules to control which documents are associated
with categories in a collection. It also provides an ability to integrate the IBM
Classification Module component of IBM OmniFind Discovery Edition (previously
known as WebSphere Content Discovery Server) into IBM OmniFind Enterprise
Edition as a UIMA annotator.

Model-based categories are no longer supported in IBM OmniFind Enterprise
Edition V8.4.
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1.4.6 Enterprise integration enhancements

In addition to the broad set of enterprise connectors, IBM OmniFind Enterprise
Edition also offers a full search and indexing API, and supports UIMA. IBM
OmniFind Enterprise Edition provides an open platform for integrations on the
front end, to back-end data sources and systems, and to information extractors
during the indexing pipeline.4 OmniFind is unique in that it exposes the heart of
its indexing pipeline through an open source API. UIMA allows pluggable
annotators to be inserted into the standard document indexing flow in order to
infer and extract searchable structured metadata from content. In addition to the
search capability, this extracted knowledge can also be used to provide
stand-alone reports or to drive analytics applications.

IBM OmniFind Enterprise Edition V8.4 enhancements include:

» In addition to a stand-alone search application, IBM OmniFind Enterprise
Edition includes WebSphere Portal integrations that can extend the standard
search capability of WebSphere Portal. This allows for a single search
interface within WebSphere Portal to cover a full set of enterprise content
repositories in a secure manner.

Integrations to desktop search tools, such as Google Desktop and X1, were
available in V8.3.

» IBM OmniFind Enterprise Edition V8.4 provides enhanced integration to
WebSphere Portal V6, including:

A native Web Content Management crawler for crawling IBM Workplace
Web Content Management™ (WCM) sites using native security.

Support for the new WebSphere Portal V6 Search Center, making IBM
OmniFind Enterprise Edition collections searchable through the Search
Center portlet.

Offers the ability to redirect queries from the WebSphere Portal Search
bar or Search Center to the IBM OmniFind Enterprise Edition search
portlet.

As described earlier, an automated command-line script with which the
IBM OmniFind Enterprise Edition search portlet is easily and quickly
deployed.

4 UIMA is the foundation of the parser processing pipeline. Every parser processing action, like
language detection, tokenization, lemmatization, and categorization, are in fact UIMA modules. You
can add to this indexing pipeline with your own custom or off-the-shelf annotators.
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1.4.7 Miscellaneous changes

There are some miscellaneous changes in terminology as well. The Reorganize
Index process in the administration GUI is now renamed to Main Index, while
Refresh Index is now called Delta Index.

1.5 Security considerations

In enterprise search products, such as IBM OmniFind Enterprise Edition, where
information about documents throughout an enterprise are made accessible to
users, it is critical that stringent security safeguards be implemented to ensure
that only authorized persons have access to sensitive information. IBM OmniFind
Enterprise Edition addresses this requirement in several ways, as discussed in
this section.

To ensure that only users who are authorized® to access content do so, and to
ensure that only authorized users are able to access the administration console,
IBM OmniFind Enterprise Edition coordinates and enforces security at several
levels, such as Web server, collection level security, document level security, and
encryption as follows:

» Web server

This is the first level of security. If you enable global security in WebSphere
Application Server, you can assign users to administrative roles® and
authenticate’ users who administer the system. When a user logs in to the
administration console, only the functions and collections that the user is
authorized to administer are available to that user.

5 Authorization is the mechanism by which a system grants or revokes the right to access some data,
or perform some action. Typically, the steps involved are that a user first logs in to a system with a
user ID using some authentication system. Then the authorization mechanism controls what
operations the user may or may not perform by comparing the user ID to an access control list.
Access control refers to limiting what users can do after they identify themselves and are
authenticated. An access control list (ACL) is the most common way in which access to resources is
limited. An ACL is a list of user identifications (user names, group names, user roles, and so on).
Each user identification is associated with a set of permissions that define the user’s rights and
privileges.
8 Roles are an abstract logical grouping of users that are predefined by the IBM OmniFind Enterprise
Edition to have certain privileges.
7 Authentication is the process by which a system verifies that users are who or what they declare
themselves to be. Because access is typically based on the identity of the user who requests the
resource, authentication is essential to effective security. Enterprises generally perform user
authentication during the login process. Typically, the user identifies himself or herself through a user
ID and associated password. The authentication process is a part of the IT infrastructure and is
typically performed by the Web server or application server in conjunction with a user registry, such
as an LDAP server.
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Search applications can also use WebSphere Application Server security
mechanisms to authenticate users who search collections.

» Collection-level security

You can enable security at the collection level when you create a collection;
this setting cannot be changed after the collection is created. If you do not
enable collection-level security, you cannot later specify document-level
security controls.

When collection-level security is enabled:

— You can configure options to enforce document-level security, such as
associating security tokens with documents as they are crawled, requiring
current credentials to be validated during query processing, and specifying
whether anchor text in Web documents is to be indexed.

— You can enforce security by mapping search applications (not individual
users) to the collections and external sources that they can search. You
then use standard access control mechanisms to permit or deny users
access to search applications.

» Document-level security

You can enable document-level security when you configure crawlers for a
collection, You can specify options to associate security tokens with data as
the data is collected by crawlers. These tokens are stored with the documents
in the index. Your search applications must provide at least one of these
tokens, in order to be able to access these documents. This ensures that only
users with the proper credentials are able to query the data and view search
results.

For certain types of data sources, you can additionally choose to validate a
user’s login credentials with current access controls at the back-end data
sources during query processing; this option is sometimes called
impersonation. This extra layer of security ensures that a user’s privileges are
validated in real time with the native data source. This capability can protect
against instances in which a user’s credentials change after a document and
its security tokens are indexed.

» Encryption

To protect sensitive data, encryption is used to encode the authentication
data portion of all messages that are transmitted through the enterprise
search system. This is to prevent a malicious and unauthorized user from
gaining access to data while it is in transit. For example, you can configure the
search servers use protocols such as the Secure Sockets Layer (SSL) for
communications between the search application and search runtime.
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All passwords that are stored by the system (in configuration files such as the
password for the enterprise search administrator, which is specified when the
product is installed, and the credentials database when identity management
is enabled) are also encrypted. The data in the index is not encrypted;
however, it is not in clear text, but compressed binary format.

Attention: For increased security, you need to ensure that the server
hardware is appropriately isolated and secure from unauthorized intrusion. By
installing a firewall, you can protect the enterprise search servers from
intrusion through another part of your network. Also ensure that there are no
open ports on the enterprise search servers. Configure the system so that it
listens for requests only on ports that are explicitly assigned to enterprise
search activities and applications.

Figure 1-17 on page 42 provides a high-level overview of IBM OmniFind
Enterprise Edition’s security features. Each of the features shown in Figure 1-17
on page 42 are briefly described here. The security controls involved depend
upon whether WebSphere Application Server global security is enabled or not.
The main topics discussed here are as follows:

» WebSphere Application Server global security is not enabled.

» WebSphere Application Server global security is enabled.

» Encryption security.

» Processing flow involving pre-filtering and post-filtering.
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Figure 1-17 Security overview

1.5.1 WebSphere Application Server global security is not enabled

When WebSphere Application Server global security is not enabled, the only
security provided is the authentication of the install enterprise search
administrator by IBM OmniFind Enterprise Edition, and the encryption of the

corresponding password in the es.cfg configuration file.

The messages that are transmitted through the enterprise search system are not

encrypted either.

As shown in Figure 1-17, collection-level security or document-level security do
not apply when WebSphere Application Server global security is not enabled.
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1.5.2 WebSphere Application Server global security is enabled

When WebSphere Application Server global security is enabled, WebSphere
Application Server is responsible for the authentication of all users accessing
OmniFind, including the install enterprise search administrator. The messages
that are transmitted through the enterprise search system are also encrypted, as
are the credentials stored in the profile database where the identity management
component stores user credentials.

As shown in Figure 1-17 on page 42, when WebSphere Application Server
global security is enabled, the following broad tasks can be performed:

» Authenticated users can perform administrative functions

» Collection-level security can be implemented

Authenticated users can perform administrative functions
Authenticated users can perform administrative functions at a collection-level® if
they have administrative roles assigned to them. Roles are an abstract logical
grouping of users that are predefined by IBM OmniFind Enterprise Edition. By
assigning users to roles, one can restrict access to specific collections and
control the functions that each administrative user can perform. The user IDs that
one assigns to administrative roles in IBM OmniFind Enterprise Edition must
exist in a WebSphere Application Server active user registry.

Administrative roles are assigned through the administration console by a user
that has the privilege to do so. The administrative roles that can be assigned to a
user are as follows:

» Enterprise Search administrator

This role has super user access to all administrative functions of the IBM
OmniFind Enterprise Edition system. These users create collections and
have the authority to administer all aspects of the IBM OmniFind Enterprise
Edition search system.

As mentioned earlier, when IBM OmniFind Enterprise Edition is installed, the
installer specifies the user ID and password for the first enterprise search
administrative user. This user can assign other users to the enterprise search
administrator role.

» Collection administrator

This role can edit, monitor, and control the operation of specific collections or
all collections. These users cannot create collections or administer
components that span collections.

8 The enterprise search administrator role has privileges over all the collections, unlike the collection
administrator, operator administrator, and monitor administrator roles that may be granted
privileges over specific collections.
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» Operator

This role can monitor system activity and control the operation of specific
collections or all collections. For example, these users can start and stop
collection activity, but they cannot create collections, edit collections, or
administer components that span collections.

» Monitor

This role can monitor system activity for specific collections or all collections.
They cannot control operations (such as the starting and stopping
component), create collections, edit collections, or administer components
that span collections.

Collection-level security can be implemented

Besides the administrative roles that can be restricted to operate on specific
collections, IBM OmniFind Enterprise Edition collections can also be restricted to
specific search applications by the Enterprise Search administrator or Collection
administrator. Search applications are client programs that issue search requests
using the IBM Search API (SIAPI). These programs may be IBM OmniFind
Enterprise Edition supplied or custom developed.

The ability to search different collections is controlled by mapping search
applications to the collections and external sources that they can search. An
application named Default enables the sample search application to be used as
provided, to search all collections and external sources. All search applications
are required to pass a valid application name (APPID) to the enterprise search
application programming interface (SIAPI). Only the collections and external
sources associated with this APPID can be searched by the search application.

Note: Before a search application can access a collection or external source,
an enterprise search administrator must associate the search application
(APPID) with the specific collections and sources that it can search.

A search application can search all of the collections and external sources in an
enterprise search system, or search only the collections and external sources
that you specify.

The sample search application (ESSearchApplication) has a properties file that
specifies the application name to use. The default location for this properties file
is
ES_INSTALL_ROOT\installedApps\ESSearchApplication.ear\ESSearchApplicati
on.wanWEB-INF\config.properties.
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The initial value for the application name is Default. If you change this value, you
change the list of collections and external sources that the ESSearchApplication
application can search.

Note: When collection-level security is enabled, global analysis processes do
not identify duplicate documents in the collection.

As shown in Figure 1-17 on page 42, when collection-level security is
implemented, document-level security controls can also be implemented, as
described in “Document-level security controls” on page 45.

Document-level security controls

Document-level security control is enabled by selecting the “Enable security for
the collection” drop-down option during the creation of a collection, as shown in
Figure 2-24 on page 81.

Document-level security control ensures that users searching for documents can
only access those documents that they are authorized to see.

OmniFind supports many approaches for configuring document-level security
controls as follows:

» Documents can be pre-filtered and associated with security tokens at crawl
time before they are added to the index. The security token (with the
exception of the default token) may represent a valid operating system group
ID, user ID, or any other value as determined by the Enterprise Search
administrator.

Note: By default, each document without a token is considered to be a
public document and therefore available to everyone.

IBM OmniFind Enterprise Edition provides selected combinations of four
methods to replace the public security tokens with a different value:

a. The value that can be extracted from the access control lists for certain
data sources.

b. The value that can be specified by the Enterprise Search administrator
using the administration console.

c. The value can be extracted from an Enterprise Search
administrator-designated field in the crawled document.
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d. For most crawler types, a custom Java class (plug-in) can be used to
associate security tokens with documents in the index. This API provides
an entry-point to facilitate deployment and integration of IBM OmniFind
Enterprise Edition in the existing security infrastructure. The goal is permit
the application of business and security rules to achieve document-level
security. The security plug-in is supported for all the crawlers except the
Web crawler (HTTP/HTTPS) and the newsgroup (NTTP) crawler.

The intent of this API allows customers to write a Java routine that
implements logic to gather Access Control Lists (from data sources that
OmniFind does not currently automatically support ACL extraction) when
crawling documents. For each document fetched from the data source, the
IBM OmniFind Enterprise Edition crawlers will call the Security token
plug-in, which will return the security tokens to be associated with the
document in the IBM OmniFind Enterprise Edition index. The
implementation of the security token plug-in is open and can be used to
access the data sources to gather the ACLs or to access a central
repository managing Access controls, such as Tivoli Access Manager.

Note: For documents crawled by a Web crawler, the anchor text in
documents that contain links to forbidden documents can be excluded from
the index.

» For some data types, search results can be post-filtered to validate the user’s
login credentials against current access control data. The enterprise search
identity management component (IMC) can encrypt the various credentials
that users need to access different repositories, and store the encrypted
credentials in profiles. If the sources to be searched are protected by a
product that provides single sign-on (SSO) security, the IMC can control
access to documents without requiring users to create profiles. This is
described in more detail later in 1.5.4, “Processing flow involving pre-filtering
and post-filtering” on page 47.

1.5.3 Encryption security

46

During the administration of a collection, there are instances where the
administrator is asked to provide sensitive information, such as passwords used
by the crawlers to access the back-end data sources.

All supplied passwords are masked when they are entered or displayed in the
administration console. In addition, the passwords are further encrypted using
industry proven techniques before being stored in the configuration database.
Encryption provides additional protection of the passwords even if access is
granted to the IBM OmniFind Enterprise Edition machines.
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When IMC is enabled, the passwords of the credentials stored in the IMC
Cloudscape database are encrypted.

Note: The password for the enterprise search administrator user ID specified
during IBM OmniFind Enterprise Edition installation is also stored in encrypted
format.

1.5.4 Processing flow involving pre-filtering and post-filtering

As mentioned earlier, there are two distinct approaches to filtering documents to
ensure that search results contain only the documents that the user who
submitted the search request is authorized to view:

» The first approach is to replicate the document’s native access control lists
(ACLs) at crawl time into the index and to rely on the search engine to
compare user credentials to the replicated document ACLs. Pre-filtering the
documents, and controlling which documents are added to the index, results
in the best performance. However, it is difficult to model all of the security
policies of the various back-end sources in the index and implement
comparison logic in a uniform way. This approach is also not as responsive to
any changes that might occur in the source ACLs.

» The second approach is to post-filter documents in the result set by
consulting the back-end sources for current security data. This approach
allows the contributing back-end sources to be the final arbiters of the
documents returned to the user, and ensures that the result set reflects
current access controls. However, this approach results in degraded search
performance because it requires that connections exist with all of the
back-end sources. If a source is not accessible, then links to documents must
be filtered out of the result set along with documents that the user is not
authorized to view.

Important: In a multiple server configuration, post-filtering is done at the
crawler server for some source types. If the crawler server is brought down
for maintenance, users experience no results when they query enterprise
search collections. In addition, no results are returned if the back-end
servers that are required to control access are not accessible.
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For OmniFind, support for enforcing access controls relies on a combination of
these two approaches. The design provides optimum performance while
maintaining the precise security policies of the originating document repositories.
By storing high-level access control data in the index, the system can provide an
interim (potentially smaller) result set that can then be post-filtered to verify
current access controls. The assumption is that if the user has access to the
repository that owns the document, then chances are that the user also has
access to the document.

Note: The access control data that is stored in the index varies with the
crawler type. For example, the Notes crawler can store database-level and
server-level access controls, and the QuickPlace crawler can store access
controls for servers, places, and rooms.

All data source types in an OmniFind system support the ability to index native
access control lists during crawl time. As mentioned earlier, some data source
types also support the ability to post-filter the result set and verify the user’s
current credentials.

The two-pronged security design encompasses the following tasks, as shown in
Figure 1-18.

1) Native security token extraction 5)  Search to produce interim results
(ACL)

2)  Security token storage

6)  Post filter with impersonation

3)  Build user’s credential string

Client Node Portal
Search Node
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Figure 1-18 Pre-filtering and post-filtering processing flow
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Each of the steps in the pre-filtering and post-filtering process shown in
Figure 1-18 on page 48 is briefly described here:

1. Extracting native ACL information during crawl time.
2. Storing server and database ACL information in the index.

3. Creating the user’s security context when the user logs in or when the session
is initialized. This task must account for the different identifiers that a single
user must use to access the various back-end sources.

— If you disable IMC, then it is the responsibility of your search application to
generate the user security context (USC) string. After it is generated, the
USC string is used to set the ACL constraints value on each query.

— If IMC is enabled (this is the default), the search servers can use the
following approaches to validate a user’s current credentials during query
processing.

¢ The search application can prompt the user to register the credentials
that they need to access various domains in a user profile. The profile,
which is encrypted and stored in a secure data store, enables the user
to search the secure domains. If credentials are not specified for a
domain that requires current credentials to be validated, documents
from that domain are excluded from the search results.

¢ Additionally, if documents in a collection were crawled by a crawler that
provides support for single sign-on (SSO?) security, and you specify
that you want to use SSO security to control access to documents, the
system will use SSO security methods to authenticate users for the
duration of a search session. The user does not need to create a profile
that specifies credentials or provide a user ID and password when
searching secure domains.

9 SSO authentication enables a user to be authenticated one time and gain access to many
resources without being prompted to present credentials again. In an enterprise search system, SSO
authentication eases the burden of managing the many user names and passwords that users must
specify to access documents in secure collections. IBM WebSphere Application Server and Lotus
Domino support a form of SSO that is known as Lightweight Third-Party Authentication (LTPA). When
a user attempts to access either product, the user is asked to authenticate with a user name and
password. This user name and password are verified against an LDAP repository that both products
share. After the user is authenticated, a session cookie is created to contain the LTPA token. The user
can then access other resources on any server that has the same authentication configuration
without being prompted to specify credentials again. This token persists as long as the browser
session is valid.
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To validate a user’s credentials, the IMC must obtain the user’s group
information for each of the user’s identities and add this information to a
user security context (USC) string. This group information'® is used to
filter results in accordance with access control data that is stored in the
enterprise search index or in accordance with SSO authentication data.
The IMC does this by using SSO tokens or by using the user’s credentials
to connect to the back-end system and request the groups for which the
user is a member.

When users search collections that require current credentials to be
validated, the system can use SSO security methods to deny or permit
access to documents. Users are not prompted for credentials when they
search sources that support SSO authentication. The IMC is used if all of
the following conditions are true:

e SSO is properly enabled in WebSphere Application Server and the
target domains.

e Security is enabled in at least one of the collections that the search
application can search.

* The options to use the IMC and SSO security are enabled in the
enterprise search administration console.

* The option to use SSO security and options to enforce document-level
security (such as indexing access controls or validating current
credentials during query processing, as shown in Figure 2-37 on
page 95) were selected when the certain crawler types (Content
Edition'!, Domino Document Manager'?, Notes'3, and QuickPlace ')
were configured.

Note: When users use the Search portlet for enterprise search to
search collections from within WebSphere Portal, SSO security is also
provided for documents crawled by the Web Content Management
(WCM) and WebSphere Portal crawlers.

10 \When you configure IMC options in the administration console, you can specify how often this
group information is to be refreshed. You can extract new group data each time that the user logs in to
the search application, or you can extract the group data on a regular basis, such as every three days.

11 Available for Portal Document Manager repositories only
12 Available for crawlers that use the DIIOP protocol only
13 Available for crawlers that use the DIIOP protocol only
14 Available for crawlers that use the DIIOP protocol only
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4. Processing the search with the user’s security context and producing an
interim result set that contains only those documents that the user has access
to at the repository level. If no security token is supplied, then the default
public token is automatically applied during search. The security token(s)
stored with the documents are compared to the security token(s) sent in from
the search application. Only those documents that match the security token
specification are returned. The search application has the flexibility to specify
inclusion and exclusion in the list of security tokens.

Note: If a document in the index has the default token and contains
matching search terms, then that document is returned in the search result
bypassing the validation of credentials during query processing for this
document.

5. Post-filtering the interim result set by consulting the back-end sources that
contributed documents to the result set for current native ACL information. As
mentioned earlier, in a multi-server configuration, post-filtering is done at the
crawler server for some data sources, as shown in Figure 1-18 on page 48.

1.6 Choosing a particular topology

IBM OmniFind Enterprise Edition provides a single-server, two-server, and a
four-server configuration on a variety of platforms, including IBM AIX, Microsoft
Windows, Sun Solaris, and Linux.

The main reason for the multi-server installation is to provide high availability. But
it also allows for balancing the workload over multiple servers. For example, if
more than one base component is busy all the time during production, and the
hardware configuration used does not have enough capacity to serve all
components at the same time. In this case, a multi-server installation can
separate the active components to different physical machines.

Note: This also applies to a two-server configuration, where one machine still
runs all components.If high search performance is required, but the crawl,
parse, and index workload is too much to handle on a single machine, the
search workload could instead be offloaded to the additional search server
while the other workload is handled by the main server. In this scenario, if the
second search server goes down, the main server can still serve as a search
backup with reduced search performance.
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Examples of multi-server scenarios include:
» High availability requirement for search servers.

» Maintaining search performance when creating new indexes takes a long time
and uses most of the available resources of the indexer server.

» Increase the possible query load.

» When lots of collections have to be active concurrently and the used
hardware configuration (memory and CPU) cannot scale adequately.

» When lots of or very large data sources have to be crawled and the document
update rate is quite high, the crawler server is busy all the time.

IBM OmniFind Enterprise Edition V8.4 has significant functionality, scalability,
and performance enhancements that impact the selection of a particular
configuration for a given business requirement. We are currently in the process of
developing capacity planning guidelines for IBM OmniFind Enterprise Edition
V8.4, and will make this available on the following Web site in the near future

http://www-306.1bm.com/software/data/enterprise-search/omnifind-enterpr
ise/support.html

Important: For users interested in more accurate projections, we recommend
that you set up a representative hardware and workload environment and
measure and extrapolate the monitored response times, throughput and
memory, CPU, and disk space utilization.
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Small business OmniFind
scenario on a Windows 2003
Enterprise Edition platform

In this chapter, we describe a step-by-step approach to implementing IBM
OmniFind Enterprise Edition in a single server Microsoft Windows 2003
Enterprise Edition platform for a hypothetical insurance company.

The topics are:

» Business requirement

» Environment configuration

» Configure the environment
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2.1 Business requirement

54

Our fictitious company Northwest Insurance is a fast growing insurance company
that has plans in the future to expand through acquisitions of other insurance
companies in different geographic markets and domains, such as auto insurance
and home insurance.

Northwest Insurance is a general insurance company offering life and home
insurance products in the Pacific Northwest region of the United States, with an
employee force of less than a 1000 supporting 20,000 customers. In a
competitive marketplace, Northwest Insurance needed to provide superior
customer service by improving the productivity of its 300 strong sales, marketing
and technical personnel by making customer information spread across multiple
data sources available on demand in response to customer and prospect
inquiries. Such a system would also promote cross selling and up selling among
its customers.

One of the solutions aimed at achieving this objective was to implement an
enterprise search system for the 20,000 customer-related documents located in
its Windows file system and Lotus QuickPlace systems. Given the sensitive
nature of customer information, Northwest Insurance requires the enterprise
search solution to support and leverage the native security capabilities of the
underlying data sources; unauthorized access to secure documents had to be
prevented. The solution also needs to provide a simple GUI interface available as
a portlet in WebSphere Portal Server.

From an IBM OmniFind Enterprise Edition implementation perspective, this
translates to having:
» Enabled WebSphere global security with an LDAP repository.

» A single collection with collection security enabled in order to enforce
document-level security and single sign-on.

— The Lotus QuickPlace system contains information about product
offerings, corporate news, and discussion rooms.

— The Windows file system contain information about policy and claim
details, application forms, customer correspondence, and internal
presentations.

» Enable Identity Management Component (IMC) and single sign-on.
» A Windows file system crawler and Lotus QuickPlace crawler.
» The sample search portlet installed on WebSphere Portal Server.
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2.2 Environment configuration

Northwest Insurance’s workload demands (small employee community, number
of documents to be indexed, and the absence of a need for a high availability
environment) permit the adoption of a sufficiently configured single server IBM
OmniFind Enterprise Edition environment. The Windows 2003 Enterprise Edition
platform is considered sufficient to address Northwest Insurance’s enterprise
search solution needs.

Figure 2-1 on page 56 shows the configuration used in the Northwest Insurance
single server Windows 2003 configuration, including:

>

A Windows 2003 server (kazan.itsosj.sanjose.ibm.com) provides Northwest

Insurance’s enterprise portal through which authorized users will access the

enterprise search solution. This server uses LDAP (Tivoli Directory Server) to
address the security requirements of the enterprise search solution.

Tivoli Directory Server (boron.itsosj.sanjose.ibm.com) is installed on a
separate server that is physically well secured, given the sensitive nature of
the information it contains.

Single Windows 2003 server (nile.itsosj.sanjose.ibm.com) for the IBM
OmniFind Enterprise Edition search, indexer, parser, and crawler
components.

The Windows file system data source is located on the same server as IBM
OmniFind Enterprise Edition, while the Lotus QuickPlace data source is
installed on another server (kazan.itsosj.sanjose.ibm.com).

The various crawler types defined in this configuration.

Note: The Windows 2003 server has direct connectivity and authorization
to the data sources in order to render the document that a user selects in
the search result.

IBM OmniFind Enterprise Edition administrators administer and manage the
environment through the administration console GUI.
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Figure 2-1 Northwest Insurance’s single server Windows 2003 enterprise search solution

2.3 Configure the environment

In this section, we document the step-by-step configuration of the single server
Windows 2003 configuration in our fictitious company Northwest Insurance.
Figure 2-2 on page 57 lists the main steps involved in configuring this
environment. First, the administrator and users that need to access the IBM
OmniFind Enterprise Edition environment must be defined in the Tivoli Directory
Server LDAP repository. Next, global security must be enabled in the WebSphere
Application Server of the IBM OmniFind Enterprise Edition search server. Once
global security is enabled, the es.cfg configuration file must be updated with the
WebSphere Application Server user ID and password. Northwest Insurance’s
collection can now be created (with collection security enabled to enforce
document-level security), populated, and queried using the sample search Web
application, and sample search portlet.

Each of these steps is described in detail in the following subsections.
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Note: We assume that you have verified that the IBM OmniFind Enterprise
Edition has had the proper prerequisites correctly installed in the Windows

2003 server.
| WSTEP1: Define user(s) to LDAP repository |
Y
| WSTEP2: Enable WebSphere Application Server global security |

| WSTEP3: Update es.cfg file |

v

| WSTEP4: Create NWINSURANCE collection |

v

| WSTEPS5: Query NWINSURANCE collection |

Figure 2-2 Steps to configure Northwest Insurance’s single server configuration

Attention: In all the following sections, for the purposes of avoiding screen
capture overload, we have nof included all the windows that you would
typically navigate through in order to perform the desired function. Instead, we
have focused on including select screen captures (and in some cases,
portions of selected windows) that highlight the key items of interest, thereby
skipping both initial as well as intervening windows in the process.

2.3.1 WSTEP1: Define users in LDAP repository

In this step, we add the user esadmin and its associated password to the Tivoli
Directory Server (TDS) LDAP repository using the Tivoli Directory Server Web
Administration Tool.

Figure 2-3 on page 59 shows the login window to the Tivoli Directory Server Web
Administration Tool with the appropriate user ID and password.

Attention: We assume that the LDAP tree root and user and group object
templates have been appropriately configured.
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Note: All LDAP related entries depend on an exact LDAP server configuration.
In our case, the LDAP tree starts with ou=itso,o=ibm object. Two objects
(cn=users for users and cn=groups for groups) of class container were created
below this object. Next, a realm (cn=itso_realm) was configured, which
specifies default locations for the newly created user and group objects and
their templates, including the choice of RDN™?2 (prefixes) and object classes.
We chose as a template object class "inetOrgPerson”, and RDN attribute uid.
This results in the full distinguished names (DNs) of newly created user
objects looking like uid=username,cn=users,ou=itso,o=ibm. For groups, we
chose the object class "group" and RDN attribute cn. Full DNs of newly
created groups will look like cn=groupname,cn=groups,ou=itso,o=ibm. Based
on these configuration, the following LDAP configurations are derived:

» User prefix: uid

» Group prefix: cn

» Base DN: ou=itso,0=ibm

» User filter: (&(uid=%V)(objectClass=inetOrgPerson))
» Group filter: (&(cn=%V)(objectClass=group))

User and group filters are configured in the "Advanced LDAP user registry
setting” window. For further details, refer to the IBM Redbooks publication
Understanding LDAP - Design and Implementation, SG24-4986.

a. Relative distinguished name

After a successful login, navigate to the Add user window by expanding the
Users and groups folder in the navigation pane, as shown in Figure 2-4 on
page 60. Add the user ID of esadmin and other required information for this
window, and click Finish to complete the addition of this user to the LDAP
repository.

After the esadmin user ID has been added, you need to specify the password for
the esadmin user, as shown in Figure 2-5 on page 61 through Figure 2-9 on
page 65. This involves a series of steps as follows:

1. Navigate to the Manage entries item in the Directory management folder in
the navigation pane, select the ou=itso,o=ibm entry in the relative
distinguished name (RDN) column, and click Expand, as shown in Figure 2-5
on page 61.

2. Select the cn=users entry in the RDN column, and click Expand, as shown in
Figure 2-6 on page 62,

3. Select the uid=esadmin entry in the RDN column, and click Edit attributes...,
as shown in Figure 2-7 on page 63.
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4. Click the Optional attributes link, as shown in Figure 2-8 on page 64.

5. Provide the password in the userPassword field, and click OK to complete the
addition of a user ID to the LDAP repository.

Note: This process will have to be repeated for every user ID that needs to
access IBM OmniFind Enterprise Edition. You will also need to add users for
the administration of WebSphere Application Server, namely, wasadmin
(WebSphere Application Server console administrator ID) and Idapbind
(WebSphere Application Server bind ID).

&11BM Tivoli Directory Server Web Administration - Microsoft Internet Explorer Q@E
© File Edit View Favorites Tools Help :"

Y . ) ALY g & . — IEM ”
O Back - (g lﬁ ﬂ | g | Search 5 ¢ Favarites <) T i % Ei @ -

: Address @:} http://boron.itsosj.sanjose.ibm.com: 12100/IDSWebApp,1D5jsp/Login.jsp v LJ Go : Links b

Y_, - P v| SearchWeb ~ & [B- @~ @ =Mzl ~  Shopping ~ Eid

Tivoli. Directory Server Web Administration Tool

Login page

Enter username and passwerd

LDAP Hostname: |boron.itsosj.sanjose.ibm.com:389 v

Username: cn=root %
Password: oy

Figure 2-3 Log in to the Tivoli Directory Server Web Administration Tool
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Figure 2-4 Add the esadmin user ID to the itso realm
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Figure 2-5 Specify the password for the newly added user esadmin 1/5
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Figure 2-6 Specify the password for the newly added user esadmin 2/5
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Figure 2-8 Specify the password for the newly added user esadmin 4/5
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Figure 2-9 Specify the password for the newly added user esadmin 5/5
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2.3.2 WSTEP2: Enable WebSphere Application Server global security

In this step, we enable global security in the WebSphere Application Server with
the Search Runtime, and specify that it uses the Tivoli Directory Server as the
LDAP repository as its user registry. LTPA keys are generated and then exported
to other servers participating in the single sign-on domain.

Figure 2-10 on page 68 through Figure 2-16 on page 74 show some of the main
windows for enabling global security, and generating and exporting the LTPA key.
Figure 2-17 on page 75 through Figure 2-20 on page 77 show the import of the
previously exported LTPA key into kazan.itsosj.sanjose.ibm.com (where Lotus
QuickPlace and WebSphere Portal Server are installed) and the verification that
single sign-on is working correctly.

After logging in to the WebSphere Administrative Console, navigate to Global
security under Security in the navigation pane, as shown in Figure 2-10 on
page 68. Click the LDAP link to provide details of the LDAP repository to be used
(Figure 2-11 on page 69).

In Figure 2-11 on page 69, provide the LDAP host name
(boron.itsosj.sanjose.ibm.com), the user ID
(uid=wasadmin,cn=users,ou=itso,o=ibm), and password to log in to the LDAP
repository, Base distinguished name (ou=itso,o=ibm), Bind distinguished name
(uid=ldapbind,cn=users,ou=itso,o=ibm), Bind password, and other details as
shown, and click OK.

The LTPA settings should be configured by clicking the LTPA link in Figure 2-12
on page 70. The password corresponds to that for logging in to the WebSphere
Administrative Console. We explicitly generate the LTPA key by first specifying
the name of the key and its target location (c:\ltpakey.key) in the Key file name
box, and then clicking Generate keys, as shown in Figure 2-13 on page 71. After
the keys are generated, the LTPA key can be exported as a particular file name in
a target directory (c:\Itpa.key) in the Key file name box, as shown in Figure 2-14
on page 72. Single sign-on must be enabled as well by clicking the Single
sign-on (SSO) link, as shown in Figure 2-14 on page 72. Check the Enabled
box in Figure 2-15 on page 73. On the Global Security panel, select the Enable
global security check box. The Enforce Java 2 security check box will be
automatically selected. Verify that the Active user registry drop-down list has
Lightweight Directory Access Protocol (LDAP) user registry selected, and that
the Active authentication mechanism drop-down list has Lightweight Third Party
Authentication (LTPA) selected, as shown in Figure 2-16 on page 74. Click OK,
and then follow the appropriate windows to save all the configuration changes
made, and log out. WebSphere Application Server global security is now
enabled. Restart WebSphere Application Server and verify that global security is

66 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



enabled by logging in to the WebSphere Administrative Console; you will now be
prompted for a password. This is not shown here.

The exported key (c:\Itpa.key) must then be copied over to a directory on the
appropriate servers (e:\ltpa.key in our case on kazan.itsosj.sanjose.ibm.com,
where WebSphere Portal Server and Lotus QuickPlace are installed) that
participate in single sign-on. Figure 2-17 on page 75 through Figure 2-20 on
page 77 show the main steps involved in importing the LTPA key and verifying
the success of the procedure.

After logging in to the WebSphere Application Server on
kazan.itsosj.sanjose.ibm.com, navigate to the LTPA settings window, as shown in
Figure 2-17 on page 75. After specifying the directory (e:\ltpa.key) where the
copied LTPA key resides in the Key file name box, click Import keys. Single
sign-on must be enabled by clicking the Single sign-on (SSO) link, as shown in
Figure 2-17 on page 75. Check the Enabled box in Figure 2-18 on page 76 and
save all the configuration changes by following all the prompts.

To verify that single sign-on is working, you must first log in to the WebSphere
Application Server associated with the IBM OmniFind Enterprise Edition Search
Runtime (nile.itsosj.sanjose.ibm.com). Then, in the same browser session, type
the Lotus QuickPlace and WebSphere Portal Servers URLs on
kazan.itsosj.sanjose.ibm.com, as shown in Figure 2-19 on page 76 and

Figure 2-20 on page 77 respectively. When the appropriate Web page is
displayed without a prompt for credentials, it indicates that single sign-on is
working correctly.
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Figure 2-14 Export LTPA keys from WebSphere Application Server
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Figure 2-15 Enable Single sign-on (SSO)

Chapter 2. Small business OmniFind scenario on a Windows 2003 Enterprise Edition platform 73



€] WebSphere Administrative Console - Microsoft Internet Explorer [_.__J 0
File Edit View Favorites Tools Help

@Back i J @ @ \iH pSearch ‘*Favorit&s @ D}::(;v “‘_\ﬁ

Y

R Q

| Address @ https: /nile.itsosi. sanjose.ibm.com:9043/ibm/consale fsecure/securelogon. do?action=secure M Go ilinks ™
Y_’ 4 4‘| M| SearchWeb + &7 ' i ®| = Mail ~ ﬁshopping b @My\’ahoo! 5 [ﬁ#\nswers 5

Welcome wasadmin | Logout | Support | Help

welcome Close page
Guided Activities
=
SrVers ilobal security
Applications ipecifies the global security configuration for a managed domain. The following steps are required to turn on
= ecurity: 1. Configure the desired user registry listed under User registries and set its properties. 2. Select the Enable
==ElEEE \lobal security option on this panel. 3. Select the configured user registry type from the Active user registry option on
B Sacurity his panel.
Global security Configuration
S5L
Environment ] %
General Properties User registries
System administration
Enable global security Custom
Monitering and Tuning
LDAP
Troubleshooting Enforce Java 2 security
Local 05
Service integration [ enforce fine-grained JCA security
Authentication
uoot
D Use domain-qualified user ID= Authentication
# Cache timeout mechanizms
| seconds Authentication
protocol
Issue permission warning JAAS

Active protocol Configuration
CSLand SAS | Authorization

Active authentication mechanism Authorization
Lightweight Third Party Authentication (LTPA) VI providers

Active user registry
Lightweight Directory Access Protocol (LDAP) user registry

[_I Additional Properties

Custom
[ Use the Federal Information Processing Standard (FIPS) properties
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Figure 2-17 Import LTPA keys
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Figure 2-19 Verify that the LTPA token is accepted by Lotus QuickPlace
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Figure 2-20 Verify LTPA token is accepted by WebSphere Portal

2.3.3 WSTEPS3: Update es.cfqg file

Once WebSphere global security is enabled in the IBM OmniFind Enterprise
Edition Search Runtime server, you must update the es.cfg file with the
WebSphere Application Server user ID and password.

» The WebSphere Application Server user ID must be supplied in the
WebSphere Application ServerUser property using an editor, such as
Notepad. Example 2-1 on page 78 shows this property to have a value of
wasadmin.

» The WebSphere Application Server password needs to be stored in
encrypted form in the es.cfg file in the WASPassword property. For this to
occur, you must execute the eschangewaspw command as follows (shown for
Windows; on UNIX, it would be the eschangewaspw.sh command):

eschangewaspw wasadmin

where wasadmin is your WebSphere Application Server Admin password
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Example 2-1 shows the partial contents of the es.cfg file with the encrypted
password.

Note: When WebSphere global security is enabled, the Common
Communications Layer (CCL) component of IBM OmniFind Enterprise Edition
needs to authenticate with WebSphere Application Server in order to start the
search runtime. It obtains the required user ID/password from the es.cfg file; it
has the key to decrypt the WASPassword.

Example 2-1 es.cfg file contents

LocalHostName=NILE.itsosj.sanjose.ibm.com
DBName=fountain

WASPassword=cRJygNQdU7gx4k7JU7PKtOt5EFa3Dy1J

2.3.4 WSTEP4: Create NWINSURANCE collection

In this step, we create the NWINSURANCE collection with the appropriate
crawlers, then parse and index the crawled data. The individual steps involved
are shown in Figure 2-21 and described in more detail in the following
subsections.

WSTEP4a: Create the collection. |

L]

WSTEP4b: Create and configure the crawlers. |

Y

WSTEP4c: Crawl the data sources. |

v

WSTEP4d: Parse the crawled data. |

Y

WSTEP4e: Build the main index. |

Y

WSTEPA4f: Defiae security settings. |

sininistinls

Figure 2-21 Steps to create and configure the IBMCIF collection
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Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.

WSTEP4a: Create the collection

After logging in to the GUI administration console as the enterprise search
administrator (Figure 2-22 on page 80), click the Collections view and click
Create Collection, as shown in Figure 2-23 on page 80. Provide details in
Figure 2-24 on page 81 about the collection, such as the Collection name
(NWINSURANCE), Collection security! (Enable security for the collection),
Document importance (Do not apply any static ranking), Categorization type
(None) during parsing, and Language to use (English) during search. Click OK to
complete the creation of the collection and proceed to Figure 2-25 on page 83 to
define and configure the crawlers in the created collection.

Note: The key point here is to enable security for the collection so that
document-level security can be enforced, since this option cannot be changed
once the collection is created.

Once the collection is created, we can proceed to the creation of the Lotus
QuickPlace and Windows file system crawlers, as described in “WSTEP4b:
Create and configure the crawlers” on page 82.

' Required for enforcing document-level security
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WSTEP4b: Create and configure the crawlers

In this step, the Lotus QuickPlace and Windows file system crawlers are defined
with the appropriate security configurations, followed by a full crawl of the data
sources involved.

» Lotus QuickPlace crawler

Figure 2-25 on page 83 through Figure 2-52 on page 110 describe the
creation and configuration of the Lotus QuickPlace crawler, followed by a full
crawl of the crawls spaces defined.

After logging in to the administration console, select the Collections view and
click the Crawl icon, as shown in Figure 2-25 on page 83. In the following
window (Figure 2-26 on page 84), switch to Edit mode by clicking the Edit
icon. From the Crawl tab in Figure 2-27 on page 85, click Create Crawler.
Select QuickPlace from the drop-down list for Crawler type and click Next in
Figure 2-28 on page 86.

Provide details of the QuickPlace crawler in Figure 2-29 on page 87, such as
the Crawler name (NW_INSU_QP) and Maximum number of documents to
crawl (20000). Click Next to provide further details in Figure 2-30 on page 88,
such as the Lotus QuickPlace server name (kazan.itsosj.sanjose.ibm.com),
the Protocol to use (DIIOP), the user ID (esadmin) and password to access
the server using this protocol, and whether single sign-on security (SSO)
should be enabled. Other information to be provided includes the LDAP
server information, such as the server name (boron.itsosj.sanjose.ibm.com),
port number (389), the Base DN (ou=itso,o=ibm), whether or not to use SSL
to connect to the LDAP server (Do not use SSL to connect to the LDAP
server), and the credentials to access the LDAP server (user name
uid=ldapbind,cn=users,ou=itso,o=ibm). Click Next in Figure 2-30 on page 88
to select the QuickPlace spaces in crawl (Figure 2-31 on page 89).

Figure 2-31 on page 89 shows the selected QuickPlace places to crawl
(Industry Learning | Insurance..) obtained by first discovering available places
(™ in the Place name or pattern followed by a click of Search for places,
which lists all those found with the matching criteria in the Available places
box and then copying those of interest to the Places to crawl box). Click Next
to specify the crawl schedule (Figure 2-32 on page 90). Since we chose to
schedule the crawls manually, click Next in Figure 2-32 on page 90. The next
step is to identify all the documents to be crawled. As shown in Figure 2-33 on
page 91, we chose to crawl all the rooms, and clicked Next. The next step is
to specify options for the entire crawl space by clicking Edit Crawl Space
Options, as shown in Figure 2-34 on page 92.
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Figure 2-35 on page 93 through Figure 2-38 on page 96 describe the default
options for searching all the documents in the crawl space. You can select the
fields to participate in free text search, fielded search, parametric search, and
complete match support. You can also specify the fields that can be explicitly
used to sort search results. Additionally, you can specify whether attachments
should be crawled, and types of attachments to exclude, Since collection
security is enabled for the NWINSURANCE collection, you can specify
whether or not credentials should be validated during query processing, and
the options for indexing access controls. Click OK when all the options have
been selected, as shown in Figure 2-37 on page 95. Click Finish in

Figure 2-38 on page 96 to complete the creation and configuration of the
Lotus QuickPlace crawler.

We can now proceed to create and configure the Windows file system crawler
on “Windows file system crawler” on page 96.
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Figure 2-25 Click Crawl icon
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Figure 2-29 Crawler details 1/2
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= .
[k ][ e | [ Fomh ] [Temet |

Figure 2-30 Crawler details 2/2
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: Address |@ htip:ffnile.itsosj. sanjose. ibm. com/ESAdminforawlWorkplace . do Ill Go

ELRTGR Information Integrator

OmniFind Edition

ﬁE‘Luq Out '3H_E|E

[iiil Collections | | o External Sources g System g'&ecurig,g E:jjﬁean:h Customizer = mahout

: Links

Y_’ - £'| L“ Search Web - 47 .' &S @ dMail ~ §§ Shopping = **

¥

Collections b NWINSURAMNCE : Crawl P Create Crawler b Crawler type : QuickPlace

Selact QuickPlace Places to Crawl
Help for this page [7

Use a wildcard character (¥) te specify place names, then click Search for places to populats the Available places list.
Select specific places and add them to the Places to crawl list.
Repeat until all of the places that you want to crawl arz in the Places to crawl list.

Place name or pattern:

= SEarch for places

General Insurance{QuickPlacel\insurance\)}
ITSO Place{QuickPlacelitsol)

Industry learning | Insurance{QuickPlace'\wZknowyour
OmniFind Search{QuickPlaceloft)

% i [i] 3| ilii m

| Back | Nﬁt | Finish I| Cancel |

Available places: * Places to crawl:
General Insurance{QuickPlace\genralisurance!) lzl [Tndustry learning | Insurance{QuickPlace' w2 knowyour . Remove

Figure 2-31 QuickPlace Places to Crawl
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7 esack' @ @ @@épsaarch *Favorihes e@'& 'D]FT@
i Address @ htb:l:Hnile.iisosj.sanjose.ibm.mm.!ESAdminfcrawIWorkplaoe.do .

X! 2

searchwieb ~ &2 E- @~ @ | el - & shopping -

File Edit View Favorites Tools Help #

Go |}links *

»

Schedule the QuickPlace Crawler

Help for this page 7]

Select one or mare place names, specify a schedule for crawling documents, and click Apply.
Repeat this process for all of the places that you want to schedule for crawling,

[ selectall |[peselectal

Select Place name Applied|  — Crawler schedule

Industry learning | Insurance
[QuickPlacelw3knowyourindustryl) — Specify a schedle—mmmmmm7m7m75757 5 5770—

D Enable when system starts

Starton : Vear:
Moneh: [Decenber (4]
Day:
Hour :
Minute =
Time zone : Pacific Standard Time

Update interval : () Custom

|_U___jda\fs ’Z‘huurs Elminu'

O Specific days [hold the Ctrl key to select more tha

Schedule type: Mew, modified, and deleted documents

| Back | ﬁ:t | Finish || Cancel |

£ 1l

Figure 2-32 Crawl schedule
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X

: Address |@ http://nile.itsosj. sanjose.ibm.com/ESAdmin /arawlWarkplace. do M Go |} Links *
Y_’ - P | M| SearchWeb - &7 B & @ ‘ =JMal = % Shopping ~
{87018 Information Integrator — AT Lt
OmniFind Edition , T By
[{ifl Cellections | | o External Scurces B System é Security [i::;:JEEEI'Ch Customizer L og Out OHE'E = mahout

Collections ¢ NWINSURANCE : Crawl P Create Crawler b Crawler type : QuickPlace

ﬂ FFQMOZ0SI &ll roems in the selected place will be crawled.

Select QuickPlace Documents to Crawl

Help for this page [7]

Select a place. To crawl all of the roems in the place, select Crawl all rooms and click Apply.

To crawl @ subset of reoms, select Crawl specific rooms, use 3 wildcard character (¥) to specify room names, then click Search for
rooms to populate the Awvailable rooms list. Select room nzmes and add them to the Rooms to crawl list. Repeat until all of the rooms
that you want to crawl are in the Rooms to crawl list, and click Apply.

Important: ¥ou must select rooms from a place or the place will not be crawled.

| Select All || Desalect All |

Cantent to crawl
Select Place name Applied
...................... @ B =il rooms
Industry lzarning | Insurance
{QuickPlace\w3knowyourindustry!)

() Crawl specific rooms

Apply

Back Nxt [ Fi Cancel

Figure 2-33 QuickPlace Documents to Crawl
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File Edit Wew Favorites Tools Help
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O © NEA G P Yo @ -5 B - [ B
: Address |@ http:/fnile.itsosj. sanjose.ibm. com/ESAdmin /crawlWorkplace. do M Go |; Links
Y—' g £,| bf_” Search Web |+ & B 8- @l =Mal - ﬁshopping i

V'R LGN Information Integrator
OmniFind Edition
[l Cellections

Collactions ¢ NWINSURANCE : Crawl P Create Crawler b Crawler type : QuickPlace

X

l:ﬁ‘Ln:lg Cut QH_E|E = mAbout

g Security [i;:;:JSEEI'Ch Customizer

| <uExternal Sources E System

Select Individual QuickPlace Data Sources to Configure

Help far this pags [7)

With each data source in the crawl space, you can select:

# Use crawl space options: Select this check box to use options that apply to the entire crawl space.
Clear this check box to configure aptions for a specific place or reom.
® Edit security: If security is enzbled for the collection, you can control access to documents that this crawler crawls,
# Edit options: ¥ou can specify options for crawling and searching each datz source, For example, you can exclude certain fields

fram the crawl space.

|.’ Edit Crawl Sp Optians |
1

spE:: ;Ipatlri\:ns Edit security Edit options Place name Room name Display name
IE . Industry learning | Insurance [&ll Rooms] [all Reoms]

(QuickPlace\w2knowyourindustryl)

| Back H Next || Finish || Cancel |

Figure 2-34 Edit Crawl Space Options 1/5
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OO NBG P @3S B-UBEE
Address @ htn:l:Hnile.iisosj.sanjose.ibm.mm.!ESAdminfcrawIWorkplaoe.do Go Links **

Y_, - £v| { |>Seard'1Web.' “ B- @v ®| = Mail - .ﬁshopping = B

Help for this page 7]

Specify optiens to be the default settings for crawling and searching all of the documents in this crawl space,
including optiens for enforcing decument-level security [if security is enabled for the cellection).

¢« Fields to crawl

Crawl all fields except

+ Add Field

Crawl  Field name Display name Free text Fielded Complete gortaple Parametric 1
[ an Oan Dan Dan Dan O an
[h_name | [Title | L O O
[PageBady | [Body | | ] F
|h_originator | [ereator ~ O N L L]
|h_originatorDisplayName | |creator i_ — O L L.
[+ Lemediner | [Craator i | O O 0O
[h_tasteditorDisplayName | [crearor | O L] L]

Motes formula to limit the data to crawl:

(for le, SELECT @I ilable(ear) & Year = 2003)

Field to us= as the document date:
[This field is used to sort search results by document date.)
| Document modification date

¢~ Language

Select the language to use when autematic detection is not selected
or when the language cannot be determined.

Automatic language detection

Language to use:

| English vl

£ 1l

Fngure 2-35 Edit Crawl Space Options 2/5
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Y-' 5 £'| | Search Web ~ e

OO WNRG P Yoo @ 25 W -LJE B oF

i Address @ http: f/nile.itsosj.sanjose.ibm.com/ESAdmin fcrawlWorkplace. do?command =crawlSpaceEditDefaultMapping&crar
@ @ | @wvail - & shopping -

| |

PR — I T I swate PO
O an Oar Oan dan Dan Oar O
[h_name | [Tite | O Ll 2

[PageBody | [Bogy | O ] O 2
[h_originator | [creator | il sl 7] [
[h_originstorDisplayName | [Creator | O Ll 2
|h_Lasteditor | [creator | L] L] Ll 4
[h_LastEditorDisplayName | [Creator | O O ] 2

Motes formula to limit the data to crawl:

(for le, SELECT @I ilable(Year) & Year = 2003)

Field to use as the document date:
[This field is used to sort search results by document date.)

| Document modification date .

— L
Select the language to use when autematic detection is not selected

or when the language cannot be determined.

Automatic language detection

Language to use:

English

«— Document attachments

Enable attachment crawling

Types of attachments

@ Types of attachments to exclude

] Types of attachments to include

A il

F7gure 2-36 Edit Crawl Space Options 3/5
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: Address @ http: {fnile.itsosj.sanjose.ibm. com/ESAdmin /crawlWorkplace. do M Go : Links el
: Y - 2| [v]} searchiveb - 2 (B @ @ | el + B shopping - »

utomatic [anguage detection i

File Edit View Favorites Tools Help
¥

Language to use:

giah 9]

Diocument attachments

Enzable attachment crawling

Types of attachments

@ Types of attachments te exclude

@] Types of attachments to include

Metadata source to use:

| Place field [_I

Plain text and unknown document types

Select the code page to use when autematic detection is not selected
arwhen the code page cannot be determined.

Automatic code page detection

Code page to use:

I1S0-8859-1

Diocument-level security (available enly if collection security is enabled)

“/alidate current credentizls during query processing
Recommendation: For maximum security, combine this option with the option to index server, place, and room access control list

Options for indexing access controls
(®) Index server, place, and room access cantrol lists

Recommendation: For maximum security, combine this aption with the option to validate current credentials,

() Index access controls based on security tokens
() Index access controls based on field values
(O Index access controls based on figld values and security tokens

(O Do net index document-level access controls

CC=N

<] m
Figure 2-37 Edit Crawl Space Options 4/5
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x>
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! Address |@ http: /fnile.itsosj. sanjose.ibm. com/ESAdmin forawlWorkplace. do [VJ Go ke
Y_’ - £'| b’_” Search Web - &7 ' 22 @ FIMal = % Shopping ~

VG EGR Information Integrator

OmniFind Edition

[{il Callections | g External Sources BSVStEI‘I‘I éSecuritv [:Ez;jSEarch Customizer GELDE QOut -)Helg = mohout

Collections ¢ NWINSURANCE : Crawl P Create Crawler P Crawler type : QuickPlace

Salect Individual QuickPlace Data Sowrces to Configure
Help for this page [7]
With each data source in the crawl space, you can select

# Use crawl space options: Select this check box to use options that apply to the entire crawl space.
Clear this check box to configure options for a specific place or reom.

# Edit security: If security is enabled for the collection, you can control access to documents that this crawler crawls.

# Edit options: You can specify options for crawling and searching each data source, For example, you can exclude certain fields
from the crawl space.

|~’ Edit Crawl Space Options |

Use crawl

EamaTETE Edit security Edit of 2 pame Room name Display name
@ rﬁl Industry learning | Insurance [&ll Reems] [&)l Rooms]

(QuickPlace\w2knowyourindustryl)

Figure 2-38 Edit Crawl Space Options 5/5

» Windows file system crawler

Figure 2-39 on page 97 through Figure 2-55 on page 113 describe the
creation and configuration of the Windows file system crawler, followed by a
full crawl of the subdirectories defined.

From the Crawl tab in Figure 2-39 on page 97, click Create Crawler. Select
Windows file system from the drop-down list for Crawler type and click Next,
as shown in Figure 2-40 on page 98.

Provide details of the Windows file system crawler in Figure 2-41 on page 99,
such as the Crawler name (NW_INSU_WF) and Maximum number of
documents to crawl (20000). Click Next.
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Click Next to specify the crawl schedule. Since we chose to schedule the
crawls manually, click Next in Figure 2-42 on page 100. The next step is to
select the Windows subdirectories to crawl. Figure 2-43 on page 101 shows
the subdirectory (C:\Insurancedata) selected to crawl, which was obtained by
first discovering local sources (“’ in the Main directory name or pattern
followed by a click of Search for subdirectories, which lists all those found
with the matching criteria in the Available subdirectories box and then copying
those of interest to the Subdirectories to crawl box). Click Next in Figure 2-43
on page 101 to finish processing or Edit security or Edit options, as shown
in Figure 2-44 on page 102.

Click the Edit security icon in Figure 2-44 on page 102 to view or modify the
security options, as shown in Figure 2-45 on page 103, which shows the
Validate current credentials during query processing and the Index file system
access control lists options being selected. Click OK. In Figure 2-46 on

page 104, click the Edit options icon to specify options for crawling and
searching each subdirectory, as shown in Figure 2-47 on page 105, such as
changing the levels of subdirectories to crawl and whether to use the file
name as the document title. Click OK and then Finish on the subsequent
window (Figure 2-48 on page 106) to complete the process of creating and
configuring the Windows file system crawler.

We can now proceed to crawl the data sources, as described in “WSTEP4c:
Crawl the data sources” on page 106.

—
@ Enterprise Search Administration - Microsoft Internet Explorer g@ﬁ
i File Edit Wiew Favorites Tools Help .?

: & o — 0 i 3
G Back ~ J |£| ﬂ _,\: Search \‘_;/_'\}:’ Favorites @7 b - IFE‘M E\:\?

¢ Address (2] http://nile.itsos]j, sanjose.ibm.com/ESAdmin/collectionCrawl . do? command =editCrawl ] Go i Links 2
Y_’ - P v.| SearchWeb = &7 B @ @ IMail *  Shopping +  *?

2% 018 Information Integrator E— y& 'L
OmniFind Edition = iy

E:'_"_".iCullectiuns 4 External Sources BSYStEI‘I‘I 1 Security @SearchCustomizer @Lou Out i:)HeIg = mAhout

Collections NWINSURANCE : Crawl - E
| Collection name: | NWINSURANCE [w]

# Crawl Parse Index Search Log General

'9:(' Create Crer

I\'.\;'-_II\SLJ._QP Q:uickPIacE . |3, : . @ : @
Figure 2-39 Create Crawler
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File Edit View Favorites Tools Help

Y" - £'| M| SearchWeb = &7 B @- ®|8Mail -

VRGN Information Integrator
OmniFind Edition
(il cellections

Collections F MWINSURAMNCE : Crawl b Create Crawler

| o»Excternal Sources EJEearch Customizer

B System | gs-ecuritv

Create a Crawler
Help for this page[7]
Select the type of data that you want to search,

Mext, specify which default walues you want to use with the new crawler,
Complete the pages of the wizard te create the crawler,

* Crawler type:

@ Use the system default values for the new crawler

Clone the values of an existing crawler for the new crawler

R el H ;
{#8Log Out | OHEIEI = mAbout

O O BB G P e @ 3-8 B B E
: Address |@ http: ffnile.itsosj.sanjose.ibm.com/ESAdmin /crawlers.do M Go : Links
ﬁ Shopping =~  **

33|

33|

Figure 2-40 Windows file system Crawler type
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Address @ http: ffnile.itsosj.sanjose.ibm.com/ESAdmin /crawlers. do M Go Links **
Y_, - £v| M|> Search Web + &7 =) & ®| = Mail - ﬁ Shopping ~ **

VR0 GIGN Information Integrator e Peo 8% -

OmniFind Edition

| I:&Extemal&nurces 1 Security

H System

Collections ¢ NWINSURANCE : Crawl P Create Crawler b Crawler type : Windows file system

‘Windows Crawler Properties
Help for this page 7]

These optiens apply te all of the Micresoft Windows file systems that this crawler crawls,
If you change the properties after you create the crawler, restart the crawler,

* Crawler name:

[nw_tnsu_wr ]

Crawler description:

Maximum number of active crawler threads:
o

Maximum page size (2 change to this field requires a full recrawl):

32768 KB

Maximum number of documents to crawl:
20000

Time te wait between retrieval requests:

l:l milliseconds

Crawler plug-in

Plug-in class name:
Plug-in clzs= path:

R Iy

&] Dane ® Internet

Figure 2-41 Specify Crawler details
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: Address @ http: ffnile.itsosj.sanjose.ibm. com/ESAdmin /crawlWindowsFS. do M Go : Links 2
Y_’ - £'| M| Search Web ~ &7 - - ®| =AMail ~ # Shopping ~ ¥

VLRI EGE Information Integrator
OmniFind Edition
1 [iifl Collections

Collections ¢ NWINSURANCE : Crawl P Create Crawler b Crawler type : Windows file system

1Y Security

| & External Sources

LEJ Search Customizer

H System

Schedule the Windows Crawler

Help for this page 7]

To crawl file systems on a regular basis, specify 2 schedule and enable the schedule to start when the system starts,
Specify a schedule

D Enable when system starts

Starton : Vear:
Day: ]

Minute :
Time zone : Pacific Standard Time

Update interval = (2) Custom

|0 minutes

O Specific days [hold the Ctrl key to select more than one day)

Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

Schedule type: | Mew, modified, and deleted documents |X|

| Back ”ﬁ_‘l—;llh | Cancel

@ Daone & Internet

Figure 2-42 Specify Crawler schedule
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Y_, - £v| M|>Seard’1w'eb - & B @ @| =AMail ~ # Shopping + ¥

VELRTLEGY Information Integrator - [

OmniFind Edition

L%Extemal Sources B System | (B Security

PLog Out | (PHelp

= mAbout |

Collections ¢ NWINSURANCE : Crawl b Create Crawler b Crawler type : Windows file system

Select Windows Subdirectories to Crawl
Help for this page 7]

Specify whether you want to crawl lacal or remote subdirectories.

Use a wildcard character [¥) to specify directory names, then click Search for subdirectories to populate the Available subdirectories
list.

Select specific subdirecteries and add them to the Subdirectories to crawl list,
Repeat until all of the local and remote subdirecteries that you want to crawl are in the Subdirectories to crawl list.

@ Dpiscover local sources

Main directery name or pattern: (for example, c:\dirl\dir2*)

“* | Search for subdirectories

Levels of subdirectories to discover:

O Discover remote sources

Available subdirectories: * Subdirectories to crawl:
= (5] [Simeurmnees ] @rene
c:\DBZ
c:\Documents and Settings
c:\Insurancedata

c:\OmniFind\Vg4

c:\Program Files
c:\RECYCLER

c:\System Yolume Information
c:\UXLog

caAXTD L tmn

| Back | Et%t | Finish || Cancel |

@ Done |  Internet
Figure 2-43 Specify Windows subdirectories to crawl 1/2
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: Address |@ http: /fnile.itsosj. sanjose.ibm. com/ESAdmin forawlWindowsFs. do M Go ! Links *

Y_’ - £'| E“ Search Web
VLR LGN Information Integrator

OmniFind Edition
(il cellecticns

Collections ¥ NWINSURANCE : Crawl P Create Crawler P Crawler type : Windows file system

= mAhout

| &uExternal Sources E System

1 security [i;EJSEEI'Ch Customizer l:ﬁ‘Ln:lg Out OHE|E

Salect Individual Windows Subdirectories to Configure
Help for this page 7]

with each subdirectory in the crawl space, you can select:

® Edit security: If security is enabled for the collection, you can specify security tokens to contral access to documents that this

crawler crawls,
# Edit options: ¥ou can specify options for crawling and searching each subdirectory, For example, you can change the levels of
subdirectories to crawl and exclude certain types of documents from the crawl space.

Edit security Edit options Main directory name Display name Lewels of subdirectories to crawl
c:\Insurancedata c:\Insurancedata All subdirectory levels
Edit
n ext || Finish || Cancel |

Figure 2-44 Specify Windows subdirectories to crawl 2/2
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Document-Leval Security for a Windows Subdirectory
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3

ﬁELuu Out OH_E'E

= mAhout

chBd:Ernal Sources B System é Security

Help for this page [7)

If security is enabled for the collection, the crawler can associate security tokens with documents to control access to them.
Only users with autherized credentials can search the decuments that are crawled by this crawler.

Foar maximum security, specify that user credentials are to be validated during query processing.

The system will compare user credentials te current access controls in the native data source,

Tao enable current credentials to be validated, you must first configure identity management optiens [s=lect Security > Search
Applications).

Dacument-level security (available anly if collection security is enzbled]

(Validate current credentizls during query processir@
Recommendation: For maximum security, combine this option with the option to index file system access contral lists.

Options for indexing access controls

@ Index file system access control lists

Reacommendation: For maximum security, cembine this aption with the aption to validate current credentials,

O Index access controls based on security tokens

() Do not index document-level access contrals

CAE=N

Figure 2-45 Document-level security options
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Selact Individual Windows Subdirectories to Configure
Help for this page [7]

With each subdirectory in the crawl space, you can select:

# Edit security: If security is enabled for the collectien, you can specify security tokens to control access to decuments that this

crawler crawls,
= Edit options: ¥ou can specify options for crawling and searching each subdirectory. For example, you can change the levels of
subdirectories to crawl and exclude certzin types of documents from the crawl space.

Edit security Edit options Main directory name Display name Levels of subdirectories to crawl

@ c:\Insurancedata # c\Insurancedata All subdirsctory levels

Back Mext Cancel

Figure 2-46 Click Edit options icon
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Display name:

|c:\Insurancedata |
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|A|I subdirectory levels v|

Field to use as the document date:
(This field is used to sort search results by document date.)

| Document modification date Vl

Use the file name as the document title

File extensions

@ File extensions to sxclude

.3
.aif
.au

avi
bmp
.cab

O File extensions to include

User ID:
| ]

Password:
| .

Language

Select the language to use when automatic detection is not selected
orwhen the language cannot be determined.

Automatic language detection

Language to use:

I

Plain text and unknown document types

Select the code page to use when automatic detection is not selected
or when the code page cannot be determined.

Autematic code page detection

Code page to use:

[Mene selected]

%cﬂeu
s i Internet

Figure 2-47 Edit options
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Figure 2-48 Finish creation and configuration of the Windows file system crawler

WSTEP4c: Crawl the data sources
In this step, we can initiate a crawl of the QuickPlace and Windows file system
data sources described earlier.

Attention: When running crawlers in OmniFind V8.4, we strongly recommend
that you run the parser at the same time. This is because a file queue is used
to store crawled data instead of the DB2 table used in OmniFind V8.3. The file
queue can fill up if the parser is not used to parse and delete the documents in
the file queue while the crawler is running.

» Initiate a full crawl of the QuickPlace places defined earlier, as described in
Figure 2-49 on page 107 through Figure 2-52 on page 110.
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Figure 2-49 shows the switch to Monitor mode for the Crawl component of the
NWINSURANCE collection by clicking the Monitor icon. Start the crawler
session by clicking the start button for the NW_INSU_QP QuickPlace crawler,
as shown in Figure 2-50 on page 108. Once the Status icon turns green, click
Details. Start a full crawl by clicking the appropriate icon, as shown in

Figure 2-51 on page 109. Monitor the status of the crawl by clicking the
Refresh button intermittently, until the completion of the crawl, as shown in
Figure 2-52 on page 110.

€] Enterprise Search Administration - Microsoft Internet Explorer g@ﬁ
'1:

File Edit Wiew Favorites Tools Help
b0

% 0] — A : 8 - el e =

@ Back - (g |ﬂ @ _;] 7 ) Search .{ Favorites E} Sd-a W |, IFE‘M ‘_,*-"\“7
: Address !@ http: /fnile.itsosj. sanjose.ibm. com/ESAdmin forawlWorkplace . do N VI Go { Links ¥
Y.' b g"i M| SearchWeb = &7 - @ @ G=IMail ~ % Shopping = *

VLR EGN Information Integrator W i 0 e P 8

OmniFind Edition

[l Collections | | =External Sources HSIstem 2 security | [£]Search Customizer FLog Out -\:_-Helg = mAbout

Collections » NWINSURANCE : Crawl

Monitor
i FFQMOZ32I Your settings were successfully applied. To begin crawling, monitor the crawler and then click Start to start the
ﬁ crawler session, Wait for the crawler to begin at its scheduled time or, te begin crawling seoner, click Details. Mext, for 2ach data

source, click Start to start a full crawl or to start crawling updated decuments only.
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Figure 2-52 Full crawl completion status

» Initiate a full crawl of the Windows file system crawl space defined earlier, as
described in Figure 2-53 on page 111 through Figure 2-55 on page 113.

Start the crawler session by clicking the start button for the NW_INSU_WF
Windows file system crawler, as shown in Figure 2-53 on page 111. Once the
Status icon turns green, click Details. Start a full crawl by clicking the
appropriate icon, as shown in Figure 2-54 on page 112. Monitor the status of
the crawl by clicking the Refresh button intermittently, until the completion of
the crawl, as shown in Figure 2-55 on page 113.

We can now proceed to parse the crawled data, as described in “WSTEP4d:
Parse the crawled data” on page 113.
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Figure 2-54  Start a full crawl of the Windows file system crawl space
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Figure 2-55 Full crawl completion status

WSTEPA4d: Parse the crawled data

Figure 2-56 on page 114 through Figure 2-58 on page 116 describe the steps in
parsing the crawled data.

From the Parse tab in Monitor mode, start the parser by clicking the start button,
as shown in Figure 2-56 on page 114. After the Status icon turns green, you can
monitor the progress of parsing by clicking Details, as shown in Figure 2-57 on
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page 115. Periodically click the Refresh button until the parser completes
processing, as shown in Figure 2-58 on page 116. Review the parsing statistics.

We can now proceed to build the main index, as described in “WSTEP4e: Build
the main index” on page 116.
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WSTEP4e: Build the main index

From the Index tab in Monitor mode, start the main index build by clicking the
start button, as shown in Figure 2-59 on page 117. Periodically click the Refresh
button until the index build completes processing, as shown in Figure 2-60 on
page 118. Review the index statistics.

We can now proceed to define the security settings, as described in “WSTEPA4f:
Define security settings” on page 119.
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118 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



WSTEPA4f: Define security settings

In this step, we configure identity management, single sign-on, and the search
application to access the NWINSURANCE collection, as described in

Figure 2-61 on page 120 through Figure 2-65 on page 122.

Click the Security link in the administration console to configure security settings
for a collection, as shown in Figure 2-61 on page 120. In the subsequent window
shown in Figure 2-62 on page 120, under the Search Applications tab, click
Configure identity management to configure it, as shown in Figure 2-63 on
page 121. Options that can be specified include how user credentials are
refreshed, and whether all or specific crawlers should use SSO methods to
authenticate users for the duration of a search session. Click OK to complete the
configuration.

Figure 2-64 on page 122 through Figure 2-65 on page 122 show the definition of
a search application that is only allowed to access the NWINSURANCE
collection.

Note: Unless specific action is taken, the Default search application name
automatically has access to the NWINSURANCE collection. This is desirable
at least until one has tested the NWINSURANCE collection using the sample
search Web application or portlet. After successful testing, you can disable
access to the NWINSURANCE collection by the Default search application
name.

Click the Configure Search Applications link under the Search Applications tab
(see Figure 2-62 on page 120) to proceed to defining a search application. In
Figure 2-64 on page 122, click Add Search Application. In Figure 2-65 on
page 122, specify the Search Application name (NWINSURANCE) as having
access to all the collections defined. Since there is only one collection defined,
this search application name (NWINSURANCE) has access to it. In practice, you
would explicitly identify the collections that a search application would have
access to.

We can now proceed to query the NWINSURANCE collection, as described in
2.3.5, “WSTEP5: Query NWINSURANCE collection” on page 123.
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2.3.5 WSTEP5: Query NWINSURANCE collection

In this step, we query the NWINSURANCE collection using the sample search
Web application and the sample search portlet application with a modified
config.properties file specifying the NWINSURANCE search application ID.

Using the Web sample application

The sample search Web application has the Default search application name
and still has access to the NWINSURANCE collection, since the privilege was
not taken away.

Figure 2-66 on page 124 through Figure 2-76 on page 133 describe the user
interactions searching the NWINSURANCE collection.

After logging in to the sample search Web application with the esadmin user ID
(Figure 2-66 on page 124), since IMC and SSO are enabled, the search runtime
prompts the user for the Windows domain credentials, as shown in Figure 2-67
on page 125. Provide the credentials and click Apply, which takes you to the
search window (Figure 2-68 on page 125). Since single sign-on support for Lotus
QuickPlace is enabled, no prompts of it are presented, as the search runtime has
the required credentials in the LTPA token.

Click the Preferences link in Figure 2-68 on page 125 to view the default
preferences and modify it as required. Figure 2-69 on page 126 shows a number
of options that can be modified for the search session, including inclusion of
quick links, the data sources to be searched, file types to be excluded/included,
number of results per page, and whether you should search for synonyms. By
default, if multiple collections exist, the sample search application automatically
searches across all the collections using a “remote” federator. In this case, since
only one collection (NWINSURANCE) has been defined, only that collection
appears in the list of choices in the Preferences window. Click Apply to save the
choices made.

In Figure 2-70 on page 127, enter the string “insurance” in the search box and
click Search. The results of this query is shown in Figure 2-71 on page 128.
These search results can be requested in sorted order of date by selecting Date?®
from the Sort by drop-down list, as shown in Figure 2-72 on page 129, which
shows the newly sorted results by date in Figure 2-73 on page 130. You can also
alter the sort order from descending to ascending from the Sort order drop-down
list, as shown in Figure 2-74 on page 131.

2 The other “date” item in the drop-down list corresponds to a metadata field in one of the data
sources being crawled.
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You can also filter the search results by the QuickPlace source type by clicking
the QuickPlace link in the Source type filter field, as shown in Figure 2-74 on
page 131, with the resulting action shown in Figure 2-75 on page 132. You can
also filter the (original) search results by the Windows file system data source by
clicking the Windows file system link in the Source type filter field, as shown in
Figure 2-75 on page 132, with the resulting action shown in Figure 2-76 on
page 133.

Since the NWINSURANCE collection appears to have been created correctly, we
can choose to withdraw access to the NWINSURANCE collection from the
Default search application name, as shown in Figure 2-77 on page 134 and
Figure 2-78 on page 135. Click the Edit icon for the Default search application
name in Figure 2-77 on page 134, and then deselect the NWINSURANCE
collection from the specific collections available for access, as shown in

Figure 2-78 on page 135. Click OK to complete the security changes.

The sample search portlet was modified to only access the NWINSURANCE
collection, as described in “Using the sample search portlet” on page 135.

] Search application for enterprise search - Microsoft Internet Explorer g[ﬁ]
File Edit View Favorites Tools Help
& , A ) - = IEM &= | =
G Back > )ﬂ ﬂ . Search - Favorites Q-‘ - e Fi B:Z - o T
Address @}htm:ﬂnile.nsosj.sanjose‘ibm.comeSSea|'c|mpphcaﬁonﬂogilform.jsp lhdl a Go

Y_f - é’v i ' SearchWeb ~ &7 E" i g @ = Mail ~ ﬁshopp\ng - »»

f[ E = .
RGN information Integrator OmniFing Edition E_ gx’;ql e
el T =

To log in, type the user name and password for = user who is registered in s WebSphere Application Server user registry.

User name:
esadmin

Password:

Figure 2-66 Log in to Web sample search application
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Figure 2-67 Identity Management Component prompt for credentials for Windows
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Figure 2-68 Click Preferences

Chapter 2. Small business OmniFind scenario on a Windows 2003 Enterprise Edition platform 125
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Figure 2-69 Preferences details
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Figure 2-70 Search for “insurance”
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Figure 2-72 Sort search results for “insurance” by date descending
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Figure 2-76 Filter search results for “insurance” by Windows file system source
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Using the sample search portlet
In this step, we modified the sample search portlet to access the
NWINSURANCE collection. Appendix A, “Install Sample Search application

portlet” on page 431 describes the installation of the sample search portlet in
WebSphere Portal Server.

Since we had only permitted the NWINSURANCE search application name to
access the NWINSURANCE collection, the config.properties file has to be
modified to change the applicationName property to NWINSURANCE, as shown
in Example 2-2 on page 136. Also shown here are the credentials for

authenticating to the search runtime in the user name (wasadmin) and password
(wasadmin).
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Note: In OmniFind V8.4, the user name / password no longer needs to be
updated in the config.properties file. If you are using the search portlet and
you are sharing the same LtpaToken between WebSphere Portal and
OmniFind, then you do not need a user name / password combination, since
the LtpaToken can be used by the underlying APl to communicate securely to
the search server.

Figure 2-79 on page 137 through Figure 2-81 on page 139 describe some user
interactions with the sample search portlet. After the user logs in to the
WebSphere Portal, you can access the sample search portlet by clicking the
OmniFind - Windows tab, as shown in Figure 2-79 on page 137.

Figure 2-80 on page 138 shows the search query “insurance” and its
corresponding search results, while Figure 2-81 on page 139 shows the
Preferences details for this sample search portlet, which is identical to the one
shown with the sample search Web application shown in Figure 2-69 on

page 126.

Note: At this point, we have the functional requirements met for the enterprise
search solution for Northwest Insurance Inc. Further tests, measurements,
and tuning need to be performed to ensure that the solution fully addresses
the capacity and workload requirements as well.

Example 2-2 config.properties file contents

#Wed Dec 06 14:41:29 PST 2006
Togoff.backgroundImage=/images/II0F logout.gif
username=wasadmin

..........
................

................
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Medium-size organization
OmniFind scenario on Red
Hat Enterprise Linux
platform

In this chapter, we describe a step-by-step approach to implementing IBM
OmniFind Enterprise Edition on a two server Red Hat Enterprise Linux platform
for a hypothetical insurance company.

The topics are:

» Business requirement

» Environment configuration

» Configure the environment
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3.1 Business requirement

Ouir fictitious company Sequoia General is an auto insurance company
supporting customers on the west coast of the United States, including
Washington, Oregon, and California. It has under 2000 employees supporting
over 200,000 customers. In a competitive marketplace, Sequoia General needed
to provide superior customer service by improving the productivity of its sales,
marketing, and technical personnel by making customer information spread
across multiple data sources available on demand in response to customer and
prospect inquiries. A high availability architecture is a critical requirement of any
proposed solution.

One of the solutions aimed at achieving this objective was to implement an
enterprise search system for the 1 million customer-related documents located in
its Web Content Management (WCM), WebSphere Portal Server (WPS), and
Portal Document Manager (PDM) systems. Given the sensitive nature of
customer information stored in WPS and PDM, Sequoia General requires the
enterprise search solution to support and leverage the native security capabilities
of these underlying data sources; only authorized employees need to have
access to secure documents. However, information stored in the WCM needs to
be available to all the employees in the organization. The solution also needs to
provide a simple GUI interface available as a portlet in WebSphere Portal Server.

From an IBM OmniFind Enterprise Edition implementation perspective, this
translates to having:

» Two server Intel-based Linux platform implementations to address the high
availability requirement, and the strategic direction of the organization to
support Linux.

» Enable WebSphere global security with an LDAP repository.

» Two collections, one with no document-level security for information stored in
the WCM system (GENINSINFO collection), and the other (CUSTINFO
collection) with document-level security and single sign-on enabled for
sensitive information stored in the WPS and PDM systems.

— The WCM system contains general information about product offerings,
and corporate news that is accessible to all employees of the organization.

— The PDM and WPS systems contain sensitive customer related
information, including policy and claim details, that is only accessible by
authorized employees.
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The rational for creating two collections is to split the sensitive information that
needs to be restricted to authorized employees from information that is
available to all the employees in the organization. Document-level security
and validating credentials during query processing has a performance impact
that can be avoided by not selecting this option (see Figure 2-44 on

page 102).

» Enable Identity Management Component (IMC) and single sign-on for the
WebSphere Portal crawler, but only IMC (with no SSO) for the PDM crawler.
We wanted to demonstrate a configuration within a collection where SSO and
no SSO are configured for different crawlers.

» A Web crawler for WCM system, WebSphere Portal crawler, and PDM
crawler.

» The sample search portlet installed on WebSphere Portal Server.

» Use a UIMA annotator that permits search by telephone number and e-mail
address.

3.2 Environment configuration

Sequoia General’s workload demands (medium-size employee community),
number of documents to be indexed, and the need for a high availability
environment permits the adoption of a sufficiently configured two server IBM
OmniFind Enterprise Edition environment.

The Red Hat Enterprise Linux platform is considered sufficient to address
Sequoia General’'s enterprise search solution needs.

Note: In the real world, the high availability environment for IBM OmniFind
Enterprise Edition requires a load balancing solution, such as Network
Dispatcher, to distribute the search load to the search servers evenly.
OmniFind does not require Network Deployment to provide load balancing. In
our contrived environment, however, we did not implement this functionality
due to time constraints.

Figure 3-1 on page 144 shows the configuration used in the Sequoia General’
two server Red Hat Enterprise Linux configuration, including:

» A Windows 2003 server (kazan.itsosj.sanjose.ibm.com) provides Sequoia
General’s enterprise portal through which authorized users will access the
enterprise search solution. This server uses LDAP (Tivoli Directory Server) to
address the security requirements of the enterprise search solution.
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» Tivoli Directory Server (boron.itsosj.sanjose.ibm.com) is installed on a
separate server that is physically well secured, given the sensitive nature of
the information it contains.

» Two server Red Hat Enterprise Linux servers (falcon.itsosj.sanjose.ibm.com
and buzzard.itsosj.sanjose.ibm.com) for the IBM OmniFind Enterprise Edition
search, indexer, parser, and crawler components.

» The WCM, PDM and WPS data sources are located on the server
kazan.itsosj.sanjose.ibm.com.

» The various crawler types defined in this configuration.

Note: The Windows 2003 server has direct connectivity and authorization
to the data sources in order to render the document that a user selects in
the search result.

» IBM OmniFind Enterprise Edition administrators administer and manage the
environment through the administration console GUI.

m * Windows 2003 Enterprise Edition SP1 *

‘ (kazan.itsosj.sanjose.ibm.com) ‘
e \WebSphere Application Server V6.0.2
o \WebSphere Portal Server V6.0

e 3 way X360
o 7 GB memory

End users

End users

-

\ «.J OmniFind

administrator

. \ Network Dispatcher ‘
OmniFind

administrator —

Red Hat Enterprise Linux Red Hat Enterprise Linux
Update 2 Update 2
(falcon.itsosj.sanjose.ibm.com) (buzzard.itsosj.sanjose.ibm.com)

® Search runtime e Search runtime

e Indexer ® X360, 2GB memory
o Parser

o Crawler

® X360, 2GB memory

!

Web Content Management ‘ Portal Document Manager ‘ ‘ WebSphere Portal Server

Data sources

Figure 3-1 Sequoia General’s two server Red Hat Enterprise Linux search solution
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3.3 Configure the environment

In this section, we document the step-by-step configuration of the two server Red
Hat Enterprise Linux configuration in our fictitious company Sequoia General.
Figure 3-2 lists the main steps involved in configuring this environment. First, the
administrator and users that need to access the IBM OmniFind Enterprise
Edition environment must be defined in the Tivoli Directory Server LDAP
repository. Next, global security must be enabled on each of the two WebSphere
Application Servers of the IBM OmniFind Enterprise Edition search servers.
Once global security is enabled, the es.cfg configuration file must be updated
with the WebSphere Application Server user ID and password. Sequoia
General’s two collections can now be created (one with collection security
disabled, and the other with collection security enabled to enforce
document-level security), populated, and queried using the sample search Web
application, and sample search portlet.

Each of these steps is described in detail in the following subsections.

Note: We assume that the IBM OmniFind Enterprise Edition has been verified
to have been correcily installed on the two Red Hat Enterprise Linux servers
with the proper prerequisites. The IBM OmniFind Enterprise Edition binaries
were installed in /opt/es, while IBM OmniFind Enterprise Edition data was
installed in /opt/var/es.

| LSTEP1: Define user(s) to LDAP repository. |

[ ]

| LSTEP2: Enable WebSphere Application Server global security. |

]

| LSTEP3: Update es.cfqg file. |

v

| LSTEP4: Create CUSTINFO and GENINSINFO collections. |

v

| LSTEPS: Query CUSTINFO and GENINSINFO collections. |

Figure 3-2 Steps to configure Sequoia General’s two server configuration
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Attention: In all the following sections, for the purposes of avoiding screen
capture overload, we have not included all the windows that you would
typically navigate through in order to perform the desired function. Instead, we
have focused on including select windows (and in some cases portions of
selected windows) that highlight the key items of interest, thereby skipping
both initial as well as intervening windows in the process.

3.3.1 LSTEP1: Define user(s) to LDAP repository

In this step, we add all the users authorized to access IBM OmniFind Enterprise
Edition to the Tivoli Directory Server LDAP repository using the Tivoli Directory
Server Web Administration Tool.

Since the process is identical to that described in 2.3.1, “WSTEP1: Define users
in LDAP repository” on page 57, it is not repeated here.

3.3.2 LSTEP2: Configure WebSphere Application Server global

security

In this step, we enable global security on both the WebSphere Application
Servers with the Search Runtime, and specify that they use the Tivoli Directory
Server as the LDAP repository as its user registry. LTPA keys are generated and
then exported to other servers participating in the single sign-on domain.

Since this process is identical to that described in 2.3.2, “WSTEP2: Enable
WebSphere Application Server global security” on page 66, it is not repeated
here.

Note: The same user ID / password should be used on both WebSphere
Application Servers.

3.3.3 LSTEP3: Configure es.cfg properties file

Once WebSphere global security is enabled in the IBM OmniFind Enterprise
Edition Search Runtime server, you must update the es.cfg file with the
WebSphere Application Server user ID and password.

146 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



Note: When WebSphere global security is enabled, the Common
Communications Layer (CCL) component of IBM OmniFind Enterprise Edition
needs to authenticate with WebSphere Application Server in order to start the
search runtime. It obtains the required user ID / password from the es.cfq file;
it has the key to decrypt the WASPassword.

Since this process is identical to that described in 2.3.3, “WSTEP3: Update
es.cfg file” on page 77, it is not repeated here.

3.3.4 LSTEP4: Create CUSTINFO and GENINSINFO collections

In this step, we create the CUSTINFO and GENINSINFO collections with the
appropriate crawlers, then parse and index the crawled data. The individual steps
involved are shown in Figure 3-3 on page 148 and described in more detail in the
following subsections.

Note: Many of the steps shown in Figure 3-3 need to be performed in the
sequence shown, such as preparing for crawling the data sources prior to
beginning the crawl, and configuring the UIMA annotator before commencing
parsing. But other steps may be performed in a different sequence, such as
completing the creation, crawling, parsing, and index building of the
CUSTINFO collection before doing the same with the GENINSINFO
collection. We performed the steps in the sequence shown; you may choose
another sequence.
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148

l LSTEP4a: Prepare data sources for crawling. l

[ ]
’ LSTEP4b: Create CUSTINFO collection. ‘
’ LSTEP4c: Create GENINSINFO collection. ‘
’ LSTEP4d: Crawl GENINSINFO data source.s ‘
’ LSTEP4e: Parse crawled GENINSINFO data. ‘
’ LSTEPA4f: Build GENINSINFO collection index. ‘
’ LSTEP4gq: Start search servers. ‘
’ LSTEP4h: Configure UIMA annotator for CUSTINFO collection. ‘
'
’ LSTEP4i: Configure synonym'dictionary for CUSTINFO collection. ‘
]
’ LSTEP4j: Crawl CUSTINFO data sources. ‘
’ LSTEP4k: Parse CUSTINFO collection. ‘
’ LSTEP4I: Build CUSTINFO collection index. ‘

’ LSTEP4m: Define security settings. ‘

Figure 3-3 Creating and configuring the CUSTINFO and GENINSINFO collections

Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.

LSTEP4a: Prepare for crawling the data sources

In this step, we need to prepare the environment for crawling the WCM, PDM,
and WPS data sources. Specifically, the following tasks need to be performed:

» Portal Document Manager (PDM) can only be crawled through the
WebSphere Information Integrator Content Edition (IICE) PDM connector.
Therefore, it needs to be installed and configured on the crawler server
falcon.itsosj.sanjose.ibm.com.
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Note: You can install IICE together with IBM OmniFind Enterprise Edition.
We did not do this, and therefore had to manually install it later using
response files.

» Web Content Management (WCM) may be crawled through the Web crawler
or the Web Content Manager crawler." Since our WCM content is sourced
without security for the GENINSINFO collection, we will be using the Web
crawler to crawl WCM. We therefore need to ensure that the WCM content
crawled is accessible to all users.

Note: For WebSphere Portal Version 6, you should be crawling the WCM
content using the WCM crawler. If you do not need security, you can still
use the WCM crawler and simply disable security at the collection or
crawler levels. We chose to use the Web crawler here in order to
demonstrate a variety of crawler configurations in this book.

» WebSphere Portal Server (WPS) is crawled using the WebSphere Portal
crawler. It needs a starting URL to be specified for crawling that needs to be
identified.

Configure the WebSphere IICE PDM connector

The following steps need to be performed to install and configure the WebSphere
IICE PDM connector:

1. Install WebSphere IICE PDM connector on the crawler server using a
response file in silent mode through the following command, as shown in
Figure 3-4 on page 150:

./setupLinux.bin -options ES_NODE_ROOT/logs/install/wiice.rsp
-silent -is:javahome ES_INSTALL_ROOT/_jvm/jre

where

ES_NODE_ROOT - /var/es/

ES_INSTALL_ROOT - /opt/es/

T New in OmniFind Enterprise Edition V8.4, which supports the security capabilities of WCM
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k& falcon.itsosj.sanjose.ibm.com: 1 (root) E] [
& Applications Actions & (5 4]

root@® falcon:/swiwiice

File Edit View Terminal Tabs Help

[root@falcon wiice]# ./setuplinux.bin -options /var/es/logs/install/wiice.rsp -s
ilent -is:javahome fuptfesf_jvmfjrefl

Figure 3-4 Install a WebSphere IICE PDM connector using a response file in the silent mode

2. Replace file vbr_pdm.jar in /opt/es/content_edition/ejb/ with the update one
supplied by IBM OmniFind development.

Note: This was a fix for a bug we encountered. A technote has been
published to address this problem. It is available at:

http://www-1.ibm.com/support/docview.wss?rs=08q1=1252053&uid=swg2
1252053&1oc=en_US&cs=utf-8&cc=us&lang=en

3. Modify the config.sh file to contain the correct WAS_HOME path (/opt/was),
as shown in Example 3-1.

Example 3-1 config.sh file contents

#1/bin/sh
error() {

echo "You must set the environment variable VBR_HOME"

echo "to point to the DB2 Information Integrator Content Edition installation directory."

echo "Please ensure that this variable is set before attempting to launch DB2 Information Integrator
Content Edition components."

exit 1;

}

VBR_HOME=/opt/es/content_edition
export VBR_HOME

if [ "$VBR_HOME" = "" ]
then

error
fi

# This file is used to set up DB2 Information Integrator Content Edition environment variables.
echo Setting WebSphere Information Integrator Content Edition environment variables
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# WebSphere App Server Home
WAS_HOME=/opt/was
export WAS_HOME

# WebSphere MQ Home
MQ_HOME=/usr/mqm/java
export MQ_HOME

# A valid Java 2 installation.
JAVA_HOME=$WAS_HOME/java
export JAVA_HOME

PATH=$JAVA_HOME/bin:$VBR_HOME/datastore:$VBR_HOME/htmlconverter: $PATH
export PATH

LD_LIBRARY_PATH=$VBR HOME/datastore:$VBR_HOME/htmlconverter:/usr/X11R6/1ib:$LD_LIBRARY_PATH
export LD_LIBRARY_PATH

SHLIB_PATH=$VBR_HOME/datastore:$SHLIB_PATH
export SHLIB_PATH

LIBPATH=$VBR_HOME/datastore:$VBR_HOME/htmlconverter: $LIBPATH
export LIBPATH

# Some helpful variables for running client applications Tike the samples
JNDI_CLIENT_FACTORY=com.ibm.websphere.naming.WsnInitialContextFactory
export JNDI_CLIENT_FACTORY

JNDI_CLIENT_PROVIDER=ijop://localhost:2810

export JNDI_CLIENT_PROVIDER

# WebSphere implfactory.properties
VBR_CLASSPATH=$WAS_HOME/properties
export VBR_CLASSPATH

VBR_CLASSPATH=$VBR_CLASSPATH: $VBR_HOME/docs/examples/java
export VBR_CLASSPATH

VBR_CLASSPATH=$VBR_CLASSPATH: $VBR_HOME/docs/examples/wsapi/java
export VBR_CLASSPATH

# vbr_subscription_api.jar needed for RepoBrowser
VBR_CLASSPATH=$VBR_CLASSPATH:$VBR HOME/opt/vbr_ subscription.jar
VBR_CLASSPATH=$VBR_CLASSPATH:$VBR_HOME/datastore/datastore.jar
VBR_CLASSPATH=$VBR_CLASSPATH: $VBR_HOME/opt/vbr_vrepo.jar
VBR_CLASSPATH=$VBR CLASSPATH:$VBR HOME/opt/vbr_wc.jar

export VBR_CLASSPATH

# The VBR_CLASSPATH environment variable
for i in $VBR_HOME/Tib/*.jar

do

VBR_CLASSPATH=$VBR_CLASSPATH: $1

export VBR_CLASSPATH

done
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# Make sure that vbr.jar is first in the classpath
VBR_CLASSPATH=$VBR_HOME/1ib/vbr.jar:$VBR_CLASSPATH
export VBR_CLASSPATH

# Set the portion of the classpath needed to enable an EJB client Tike Admin

# Tool to access app server EJBs
EJB_CLIENT_CLASSPATH=$WAS_HOME/1ib/bootstrap.jar:$WAS_HOME/1ib/ejbportable.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS_HOME/1ib/disthub.jar:$WAS_HOME/1ib/ecutils.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS_HOME/1ib/ffdc.jar:$WAS_HOME/1ib/id1.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT CLASSPATH:$WAS_HOME/1ib/iwsorb.jar:$WAS_HOME/1ib/j2ee.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS_HOME/1ib/logbrjface.jar:$WAS_HOME/1ib/naming.jar
EJB_CLIENT_CLASSPATH=$EJB CLIENT CLASSPATH:$WAS HOME/1ib/namingclient.jar:$WAS HOME/1ib/ras.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS HOME/1ib/tcljava.jar:$WAS_HOME/1ib/tx.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS_HOME/1ib/utils.jar:$WAS_HOME/1ib/wsexception.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT CLASSPATH:$WAS HOME/1ib/txClientPrivate.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$WAS_HOME/1ib/messagingClient.jar

# These three jar files are required for WebSphere Application Server 5.1.x, but not WebSphere Application
Server 6.x.

# Additionally, the mgbind jar file has been removed in WebSphere Application Server 6.x and the

# other two jar files have moved in the WebSphere Application Server installation LIB directory.
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$MQ HOME/1ib/com.ibm.mq.jar
EJB_CLIENT_CLASSPATH=$EJB_CLIENT_CLASSPATH:$MQ_HOME/1ib/com.ibm.mgbind.jar
EJB_CLIENT_CLASSPATH=$EJB CLIENT CLASSPATH:$MQ HOME/1ib/com.ibm.mgjms.jar

# This jar file is only available on, and required for WebSphere Application Server 6.x
EJB_CLIENT_CLASSPATH=$EJB CLIENT CLASSPATH:$WAS HOME/1ib/emf.jar
export EJB_CLIENT_CLASSPATH

VBR_CLASSPATH=$VBR_CLASSPATH:$EJB_CLIENT_CLASSPATH
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4. Set WebSphere IICE Admin to run in a direct mode by editing the Admin.sh
file to include the following entry, as shown in Example 3-2.

-Dvbr.as.operationMode=direct \

Example 3-2 Admin.sh file contents

#1/bin/sh
# Runs the Administration Tool Console.

if [ "$VBR_HOME" = "
then
. ./config.sh

else
. $VBR_HOME/bin/config.sh
fi

# To run in direct mode, add the following Java system property
# -Dvbr.as.operationMode=direct \

java -classpath \

"$VBR_CLASSPATH" \

-Dvbr.home="$VBR_HOME" \
-Dvbr.as.operationMode=direct \
-Dlog4j.category.com.venetica.vbr.tools.admin=WARN \
com.venetica.vbr.tools.admin.AdminFrame $1 $2 $3 $4
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5. Start ./Admin.sh to bring up the Administration tool (Figure 3-5).
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Figure 3-5 WebSphere IICE Administration Tool
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6. To create a new connector, right click Connectors in the navigation pane and
choose New IBM WebSphere Portal Document Manager Connector, as
shown in Figure 3-6.

F falcon.itsosj.sanjose.ibm.com: 1 (root) H w

& Applications Actions %@ ’1
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Figure 3-6 Choose New IBM WebSphere Portal Document Manager Connector
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7. Modify the RMI proxy connector URL to reference the following location of the
WebSphere IICE RMIBridgeServer, as shown in Figure 3-7 through
Figure 3-10 on page 159:

http://kazan.itsosj.sanjose.ibm.com:1250/RMIBridgeServer2
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]
Figure 3-7 Modify RMI Proxy Connector URL 1/4
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Figure 3-8 Modify RMI Proxy Connector URL 2/4
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Figure 3-9 Modify RMI Proxy Connector URL 3/4
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8. Modify the Use RMI Proxy Connector property value to true, as shown in
Figure 3-11, and then save the configuration changes, as shown in
Figure 3-12 on page 161.
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Figure 3-11 Modify the Use RMI Proxy Connector property value to true
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9. Test the newly configured connector by right clicking the WebSphere IBM
Portal Document Manager Connector and selecting Test Connection, as

shown in Figure 3-13. Provide a user name and password (wpsadmin) at the

prompt, as shown in Figure 3-14 on page 163. When the connection is
successful, you get the connection successful message, as shown in
Figure 3-15 on page 164.
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Figure 3-13 Test the IBM WebSphere Portal Document Manager Connector 1/3
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Figure 3-14 Test the IBM WebSphere Portal Document Manager Connector 2/3
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Figure 3-15 Test the IBM WebSphere Portal Document Manager Connector 3/3

Configure WCM for the Web crawier

Since we will be using the Web crawler to access WCM without security, we need
to ensure that the WCM content to be crawled has public access granted
(resources have read access of [all users] group granted); this includes all sites,
site areas, library components, and presentation templates. We also need to
identify the starting URL for the Web crawler for WCM content.

Note: We created Web Content named “menu_content” (displayed as Content
Menu in Figure 3-16) that links to all the WCM content we want to crawl rather
than the built-in facility that crawls all the content. It is the starting link for the
Web crawler for the WCM content).

Log in to the WebSphere Portal Server, launch Web Content Management,
expand to and highlight Insurance definitions in the navigation pane, select
Content Menu, and click Edit, as shown in Figure 3-16 on page 166, to view
details.

164 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios




Figure 3-17 on page 167 through Figure 3-23 on page 172 show the navigation
to the appropriate fields in order to grant read access to “menu_content” to the
group [all users]. Click Show Hidden Fields in Figure 3-17 on page 167 and use
the scroll bar to view the Access field in Figure 3-18 on page 168. Expand it and
click Grant Read Access in Figure 3-19 on page 169 to edit the list of users with
Read access to “menu_content”. Select Groups from the drop-down list in
Figure 3-20 on page 170 and click Search to obtain the available groups. Select
the (all users) group and click OK, as shown in Figure 3-21 on page 171 and
Figure 3-22 on page 172 to complete the “all users” group access to
“menu_content”. This is confirmed in Figure 3-23 on page 172.

Figure 3-24 on page 173 shows the changes made to “menu_content” resource
permissions being saved.

Ensure that the crawler has access to the WCM libraries. Figure 3-25 on

page 174 through Figure 3-27 on page 176 show Web Content Libraries being
granted access to the public. After logging in to the WebSphere Portal, expand
Portal Content in the navigation pane and click Web Content Libraries, as shown
in Figure 3-25 on page 174. Click the key icon for Web Content, as shown in
Figure 3-26 on page 175, to view the resource permissions for it. Select all the
boxes under Allow Propagation and Allow Inheritance for all the Roles and click
Apply to essentially grant public access to all of the Web Content Libraries, as
shown in Figure 3-27 on page 176.

Figure 3-28 on page 177 through Figure 3-31 on page 179 show how the starting
URL for the Web crawler for WCM can be obtained by previewing
“menu_content” in WCM. In this case, as shown in Figure 3-31 on page 179, it is:

http://kazan.itsosj.sanjose.ibm.com:10038/wps/wcm/connect/web+content/i
nsurance/definitions/menu_content
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Figure 3-31 Preview menu_content in WCM to obtain the starting URL link for the Web crawler 4/4

Determine the URL for WebSphere Portal crawler

The WebSphere Portal crawler must be provided a starting URL for its crawl
similar to that of the Web crawler.

Figure 3-32 on page 181 through Figure 3-37 on page 186 show the steps
involved in determining the starting URL for the WebSphere Portal crawler.
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After logging in to the WebSphere Portal, expand Search Administration and
click Manage Search, as shown in Figure 3-32 on page 181, to create or
manage Search Services. Click Search Collections to display and manage all
search collections across various Search Services, as shown in Figure 3-33 on
page 182. Search for collections in the Default Portal Search Service, as shown
in Figure 3-34 on page 183, and select the Portal Content collection, which
contains the content to be crawled, as shown in Figure 3-35 on page 184. Click
the Edit Content Source icon for the Portal Content Source in Figure 3-36 on
page 185 to view the details of this content source, which is the target of the
WebSphere Portal crawler. The Collect documents linked from this URL field has
the value (http://kazan.itsosj.sanjose.ibm.com:10038/wps/portal/....) as the
starting URL for the WebSphere Portal crawler.
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LSTEP4b: Create CUSTINFO collection
In this step, we create the CUSTINFO collection with the WebSphere Portal and
Portal Document Manager crawlers.

Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.

Create the collection

After logging in to the GUI administration console as the enterprise search
administrator, click the Collections view and click Create Collection, as shown
in Figure 3-38 on page 188. Provide details in Figure 3-39 on page 189 about the
collection, such as the Collection name (CUSTINFO), Collection security?
(Enable security for the collection), Document importance (Rank by the
document date3), and Categorization type (None) during parsing.

Note: We also chose to explicitly name the Collection ID to be the same as the
collection name CUSTINFO. We recommend explicitly specifying this ID rather
than let it default to the format col-nnnn, which is difficult to memorize when
used in custom applications and command-line tools.

Click OK to complete the creation of the collection.

Note: The key point here is to enable security for the collection so that
document-level security can be enforced, since this option cannot be changed
once the collection is created.

Once the collection is created, we can proceed to the creation of the WebSphere
Portal and Content Edition (for the PDM) crawlers, as described in “Create and
configure the crawlers” on page 190.

2 Required for enforcing document-level security.
3 This is normally used for NNTP crawlers. We chose this option here to demonstrate this
functionality.
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Create and configure the crawlers

In this step, the WebSphere Portal and Content Edition crawlers are defined with
the appropriate security configurations.

» Create and configure the WebSphere Portal crawler.

Figure 3-40 on page 191 through Figure 3-56 on page 205 describe the
creation and configuration of the WebSphere Portal crawler.

After logging in to the administration console, select the Collections view and
click the Crawl icon, as shown in Figure 3-40 on page 191. In the following
window (Figure 3-41 on page 192), switch to Edit mode by clicking the Edit
icon. From the Crawl tab in Figure 3-42 on page 192, click Create Crawler.
Select WebSphere Portal for Crawler type and click Next in Figure 3-43 on
page 193.

Provide details of the WebSphere Portal crawler in Figure 3-44 on page 194,
such as the Crawler name (portal) and Maximum number of documents to
crawl (2000). Click Next to provide further details in Figure 3-45 on page 195,
such as the URL of the WebSphere Portal site
(http://kazan.itsosj.sanjose.ibm.com:10038/wps/portal/....)* to be crawled,
which was determined in “Determine the URL for WebSphere Portal crawler”
on page 179, and the credentials for the crawler to authenticate to WPS
documents in the User DN (uid=esadmin,cn=users,ou=itso,0=ibm) and
Password fields. Click Edit document-level security in Figure 3-45 on
page 195 to view, in Figure 3-46 on page 196, the default options, which are
Validate current credentials during query processing, and Index page and
associated portlet access control lists. Click OK to accept the defaults.

Since we want to leverage WebSphere Portal support for SSO, click Specify
the SSO authentication type in Figure 3-47 on page 197 to configure the
required information to access WPS documents that are protected by single
sign-on (SSO) security, as described in Figure 3-48 on page 198 through
Figure 3-53 on page 203. Select Form-based authentication from the
drop-down list for SSO authentication type and the Login form URL® in
Figure 3-48 on page 198. Click Add Field to identify each field in the form
that the crawler must provide to be authenticated; in this case, it is the user ID
and password fields with the corresponding values, as shown in Figure 3-49
on page 199 through Figure 3-52 on page 202. Click OK in Figure 3-52 on
page 202 and Next in Figure 3-53 on page 203 to proceed to test the success
of the SSO authentication configuration.

4 Since this URL can be long and include encoded non-ASCII characters, you should copy the URL
from the WebSphere Portal server and paste it here.

5 Obtained by entering the URL http://kazan.itsosj.sanjose.ibm.com:10038/wps/myportal in a
Web browser, which displays the Login Form with a slightly changed URL; this modified URL
should be copied and pasted into the field.

190 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios


http://kazan.itsosj.sanjose.ibm.com:10038/wps/myportal

Note: In the case of the standard LTPA configuration, it is not necessary to
configure SSO support for WebSphere Portal crawling. We did so here to
demonstrate the process involved.

The only time that Form Based Authentication (FBA) with SSO support
configuration is required is when you secure your portal server with
Siteminder with FBA or Tivoli Access Manager or some other type of
external authentication that blocks access to the portal server.

Click Test the configuration in Figure 3-54 on page 204 to test the crawler’s
ability to connect to the WebSphere Portal URL specified. A successful
connection results in the “FFQMO03501 Success...” shown in Figure 3-55 on
page 204. Click Next to specify the crawl schedule.

Since we are going to manually schedule this crawler, we chose the defaults
and clicked Finish in Figure 3-56 on page 205 to complete the configuration
of the WebSphere Portal Server.

We can now proceed to create and configure the Content Edition crawler on
“Create and configure the Content Edition crawler.” on page 206.
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[The crawlers for collection CUSTINFO are not running]

Figure 3-40 Click Crawl icon
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Figure 3-41 Click Edit icon
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Figure 3-42 Create Crawler
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Figure 3-43 WebSphere Portal crawler type
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* Crawler name:
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Portal Crawler with S50 security
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Figure 3-44 Crawler details 1/2
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Specify the URL of the WebSphere Portal site to be crawled.
The crawler crawls zll pages that are linked from the URL that you specify,

* webSphere Portal site URL:
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* Password:
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Figure 3-45 Crawler details 2/2
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Help for this page[7]

If security is enabled for the collection, the crawler can associate security tokens with documents to control access to them,
Only users with authorized credentials can search the documents that are crawled by this crawler,

For maximum security, specify that user credentials are to be validated during query processing,

The system will compare user credentials to current access controls in the native data source.

To enable current credentials to be validated, you must first configurs identity management options {select Security = Search
Applications).

Document-level security (available anly if collection security is enabled)

(Validate current credentials during query processing
Recommendation: For maximum security, combine this option with the cption te index page and associated portlet access
control lists,
Options far indexing access controls
@ Index page and associated portlet access control lists

Recommendation: For maximum security, combine this cptien with the cpticn to validate current credentials.

() Index access controls based on security tokens

() Do not index document-level sccess controls

Figure 3-46 Document-Level Security for WebSphere Portal Documents

196 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios




@ Enterprise Search Administration - Microsoft Internet Explorer L,_JLQJE

File Edit View Favorites Tools Help %.'
; T = o 2 S
: S ) k= i 2 <
OO HEG P e @ 3L B[O
: Address |@ http://falcon.itsosj. sanjose.ibm, com/ESAdmin/crawlVips.do [VJ Go
 Links @ ASO @ IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage 2

" _
V'[N Information Integrator : o ]
OmniFind Edition ' a

(il Collections.

Collections b CUSTINFO : Crawl b Create Crawler b Crawler type : WebSphere Portal

ﬁ@Log Out | OHE'E

| o External Sources B System

| = mAhout

é Security | L=JSearch Customizer

‘WebSphere Portal Site to Crawl
Help for this page 7

Specify the URL of the WebSphere Portal site to be crawled.
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Figure 3-47 Specify the SSO authentication type
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Help for this page[7]

If the WebSphere Portal serveris protected by single sign-on {S50) security, specify how S50 security is enforced so that the
crawler can be authenticated,

#* For basic authentication, specify @ user DM and password that authorizes the crawler to access the WebSphere Portal
documents,

# For form-based authentication, specify the URL for the login form and, if the farm has multiple submission targets, the form

name. Click Add Field to identify each field in the farm that the crawler must provide to be authenticated (such as user ID and
password fields).

SSO authentication type:
| Form-based authentication Vl

Legin form URL:

http://kazan.itsosj.sanjoseibm.com: 1 0038,/'wps/portal/ut/p/c0/04_SBEKSxLLME

Farm name (the name= attribute in the legin form):

LoginForm

+ Add Field

Form field name Form field value Password field

Figure 3-48 Specify the SSO authentication type 2/7
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Help for this page[7]
Identify a field that is used for authentication. For example, most forms include & user name field and a password field,

* Form field name:

userlD

D This field is a password [if selected, the system encrypts the form fizld valus)

Form field value:

wpsadmin|

Figure 3-49 Specify the SSO authentication type 3/7
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Help for this page[7]

If the WebSphere Portal server is protected by single sign-on {SS0) security, specify how S5O security is enforced so that the
crawler can be authenticated,

* For basic authentication, specify @ user DM and password that authorizes the crawler to access the WebSphere Portal
documents,

For form-based authenticatien, specify the URL for the legin farm and, if the form has multiple submission targets, the form

name. Click Add Field to identify each field in the farm that the crawler must provide to be authenticated (such as user ID and

password fields).

SSO authentication type:
rm-hased authen

Legin form URL:

http://kazan.itsosj.sanjose.ibm.com: 10038/ wps/portal/!ut/p/c0/04_SBBKExLLM®

Form name (the name= attribute in the legin form):

LoginForm

+ Add FiE|

Form field name Form field value Password f
userlD wpsadmin No

Figure 3-50 Specify the SSO authentication type 4/7
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Identify a field that is used for authentication, Far example, mast forms include 2 user name field and 2 password field,
* Form field name:

password
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Cancel

Figure 3-51 Specify the SSO authentication type 5/7
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Help for this page[F]

If the WebSphere Portal server is protected by single sign-on [S50) security, specify how S50 security is enforced so that the
crawler can be authenticatad,

® For basic authentication, specify 2 user DN and password that authorizes the crawler to access the WebSphere Portzl
documents,

® For form-based authentication, specify the URL for the lagin farm and, if the form hzs multiple submissien targets, the form
name. Click Add Field to identify each field in the form that the crawler must provide to be authenticated {such as user ID and
password fields).

SSO authentication typ

Login form URL:
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Form name (the name= attribute in the legin form):
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Figure 3-52 Specify the SSO authentication type 6/7
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Figure 3-53 Specify the SSO authentication type 7/7
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Figure 3-54 Test the configuration 1/2
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Figure 3-55 Test the configuration 2/2
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Figure 3-56 Crawl schedule
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» Create and configure the Content Edition crawler.

Figure 3-57 on page 207 through Figure 3-66 on page 216 describe the
creation and configuration of the Content Edition crawler.

After logging in to the administration console, navigate to the Collections
view in Edit mode, and from the Crawl tab in Figure 3-57 on page 207, click
Create Crawler. Select Content Edition Crawler type and click Next in
Figure 3-58 on page 208.

Provide details of the Content Edition crawler in Figure 3-59 on page 209,
such as the Crawler name (pdm) and Maximum number of documents to
crawl (2000). Click Next to specify the Content Edition access mode. Select
Direct mode (access repositories through a connector on the crawler
server) in Figure 3-60 on page 210 and click Next to select the Content
Edition repositories to crawl.

Figure 3-61 on page 211 shows the selected Repositories to crawl (IBM
WebSphere Portal Document Manager Connector Portal Document
Manager) obtained by first discovering available repositories (*’ in the
Repository name or pattern followed by clicking Search for repositories,
which lists all those found with the matching criteria in the Available
repositories box and then copying those of interest to the Repositories to
crawl box). Click Next in Figure 3-61 on page 211 to specify Content Edition
Repository User IDs (and password) to access the selected repository, as
shown in Figure 3-62 on page 212. The Single sign-on security (SSO)
drop-down list has Not enabled for SSO selected. Click Next to specify the
crawl schedule (Figure 3-63 on page 213). Since we chose to schedule the
crawls manually, click Next in Figure 3-63 on page 213. The next step is to
identify all the item classes to be crawled. Figure 3-64 on page 214 shows the
selected ltem Classes to crawl [lotus:collaborativeDocument(Content) and
icm:documentLibraryG(FoIder)] obtained by first discovering available item
classes (" in the Item class name or pattern followed by a click of Search for
item classes, which lists all those found with the matching criteria in the
Available item classes box and then copying those of interest to the Item
classes to crawl box). Click Next in Figure 3-64 on page 214 to view and
optionally modify the Edit options and Edit security parameters for the
selected item classes to crawl in Figure 3-65 on page 215. Click Finish to
view the CUSTINFO collection’s crawlers and their status, as shown in
Figure 3-66 on page 216.

We can now proceed to create the GENINSINFO collection, as described in
“LSTEP4c: Create GENINSINFO collection” on page 216.

6 This is not required, but there is no harm done by specifying it.
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n FFQMOZ30I ¥our settings were successfully applied. To begin crawling, menitor the crawler and then click Start.

Help for this page 7

Collection name: | CUSTINFO

I- ParsEI IndP_xI SEarchI LogI General
‘*{ Create Crawler

Crawler name T',.-p:\\ Status Crawler properties Crawl space

portal WebSphere Portal [

Figure 3-57 Create Crawler
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@ Enterprise Search Administration - Microsoft Internet Explorer L.__JLI;IJW

File Edit View Favorites Tools Help ?,.
\ T [ r‘ AE : 3 T —
0~ 0 RRG P03 2 m DO
! Address |@ http: /{falcon.itsosj. sanjose.ibm, com/ESAdmin fcrawlers.do M Go
: Links @ ASO @ IBM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage 2

LGS Information Integrator . / 3 s =
OmniFind Edition : iy PR g W
l (il Callections l§Z|Log out | H_elgl = mfAbout

Collections b CUSTINFO : Crawl F Create Crawler

| opExternal Sources B System

Search Customizer

g';'recuritv |

Create a Crawler
Help for this page[7]

Select the type of data that you want to s=arch,
Mext, specify which default values you want to use with the new crawler,
Complete the pages of the wizard te create the crawler,

@ Use the system default values for the new crawler

Clone the values of an existing crawler for the new crawler

Figure 3-58 Content Edition crawler type
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@] Enterprise Search Administration - Microsoft Internet Explorer pew =’ m
File Edit View Favorites Tools Help :ﬁ'

Qs - © @ @ :ﬁ pSeardﬂ \";‘\?Favorites &) 8' g} L) @

i Address |@ http: fffalcon.itsosj. sanjose.ibm. com/ESAdmin/crawlers. do M Go
Lirks @ ASO @ IBM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage

\CURTOIEICGE Information Integrator

OmniFind Edition : b

»

Help | = mAhout

L%External Sources B System ‘EE‘LOQ Cut §

ﬂErecurit_:'g | L=JE—earch Customizer

Collections P CUSTINFO : Crawl P Create Crawler b Crawler type : Content Edition

Content Edition Crawler Properties
Help for this page[7]

These options apply to all repesitories on the WebSphere IT Content Editicn server that this crawler crawls,
If you change the properties after you create the crawler, restart the crawler.

* Crawler name:

|pdm —l

Crawler description:

|PDM crawler with IMC security

Maximum number of active crawler threads:

Maximum number of Content Edition connections:

Maximum page size (2 change to this field requires a full recrawl):
32768 (KB

Maximum number of documents to crawl:

- —

Time to wait between retrieval requests:

o lmiIIisEcom:ls

Crawler plug-in

Plug-in class name:

Plug-in class path:

Figure 3-569 Crawler details 1/2
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File Edit View Favorites Tools Help ﬁ'

@Back hd \_)l \ﬂ @ :h ;)Search “I}:I\\?Favorihes @ ﬁ_?v "‘_\ﬁ J @

: Address |@ http: f{falcon.itsosj.sanjose.ibm. com/ESAdminfcrawlVeniceBridge. do LVI Go
: Links @ AS0 @ IBM Business Transformation Homepage @ IEM Global Print @ IBM Internal Help Homepage

2

\[CURT G Information Integrator " VA _, -_ -
OmniFind Edition i A N
[{ill Cellections G‘Z‘Lou Out | L-)H—Elﬂl = mAhgut

Collections F CUSTIMFO : Crawl P Create Crawler b Crawler type : Content Edition

| & Extternal Sources L=JSEarch Customizer

B System | 1S Security

Specify the Content Edition Access Mode
Help for this page[@

Faor server mode, specify the host name of the server to crawl and properties that enable the crawler to access the Web application
server,

@ Direct mode (access repositories through a connecter on the crawler server)

O Server mode (access repositories through a connector on the application server)

| Back || Next || Finish || Cancel |

Figure 3-60 Crawler details 2/2
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@

: File Edit WView Favorites Tools Help

Q- QW @ @ Pren Jorens @ (-5 98

: Address |@ http: f{falcon.itsosj.sanjose.ibm. com/ESAdminfcrawlVeniceBridge. do M Go

¢ Links @ASO @IBM Business Transformation Homepage @IBM Global Print @IBM Internal Help Homepage 2

VR E G Information Integrator
OmniFind Edition
[l Collections.

Collections F CUSTIMFO : Crawl P Create Crawler b Crawler type : Content Edition

| & Extternal Sources ﬁE‘Lou Out | OHE|E

L=J Search Customizer

B System | 1S Security

| = mAhout

Select Content Edition Repositories to Crawl
Help for this page[3

Use a wildeard character (*) to specify repositery names, then click Search for repositories to populate the Available repositories list.
Select specific repositories and add them to the Repositories to crawl list.

Repeat until all of the repositories that you want te crawl are in the Repositories to crawl list.

Repository name or pattern:

* @ Searc

Available repositories: * Repositeries to crawl:

||IEIM webSphere Portal Decument Manager Connector |E| [1EM WebSphere Portal Document Manager Connecter Ao

(%] I | (2] il Im (2]

Figure 3-61 Content Edition Repositories to Craw!
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@] Enterprise Search Administration - Microsoft Internet Explorer e E

: File Edit View Favorites Tools Help ﬁ.
g (AN o % : ~ S oamuii

O O NRG P @228 OO
Address @ http: f/falcon.itsos]. sanjose.ibm. com/ESAdmin crawlVeniceBridge. do M Go
iLinks @ASO @IBM Business Transformation Homepage @IBMGIobaIPrint @I.BMInhemalHelpHomepage fid

. -
V[ EGR Information Integrator
OmniFind Edition

I:%External Sources Search Customizer

.- ok’
@Z‘Lug out | OHEIEI = mAbout

H b= | aSQEUFiL'V

Collections ¢ CUSTINFO : Crawl Pk Create Crawler P Crawler type : Content Edition

ﬂ FFQMOZ10I The user ID and password were applied.

Specify Content Edition Repository User IDs
Help for this page[7]

Select one or more repositories, type information that enables the crawler to access the repositories, and click Apply.
Repeat this process for all repasitories,

[ selectal || peselectan |

R it D
Select Repository name Applied -
IEM WebSphere rﬁﬁ User ID:
Portal Document — S Y
Manager Connector wpsadmin |
1(Portal Document
Manager] A | Password:

Single sign-on security (S50

T rity is enabled)
Mot enabled for S50

pply

Figure 3-62 Specify Content Edition Repository User IDs
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File Edit View Favorites Tools Help

OO NEAG Pt @ - H OO
Address @ http: fffalcon.itsosj. sanjose.ibm. comES Admin jcrawlVeniceBridge. do
¢ Links @ ASD a IBM Business Transformation Homepage a IBM Global Print @ IBM Internal Help Homepage il

QExDemal Sources | H System | aSecurigl

Search Customizer | @Z‘LE Out | OHeIE | = mAbout

Collections b CUSTINFO : Crawl P Create Crawler b Crawler type : Content Edition

ﬂ FFQMO02Z205I The schedule was applied.

Schedule the Content Edition Crawler

Help for this page[7]

Select one or more repositories, specify 2 schedule for crawling the repositories, and click Apply.
Repeat this process for all of the repositories that you want te schedule for crawling.

Update interval :

Schedule type:

[ selectan || peselectan |
Selact NEPOSItOTY Applied Crawler schedule——————
name
IBM — Specify a schedule—————————
L
wWebSphers
Portal D Enable when system starts
Document
LELRE Starton : Year:
Connector 1
Partal
Manager)
....... Dy
|
Hour = E
Minute :

Time zane : Pacific Standard Time

@ Custom
Eldavs Elminutes

O Specific days [hold the Ctrl key to select more than one day)

MNew, modified, and deleted documents
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@ Enterprise Search Administration - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back & J @ @ \:h pSearch “i\:.(Favorites @ @' D.;

o é

: Address @ http: f/falcon.itsosj.sanjose.ibm. com/ESAdminfcrawlVeniceBridge.do

: Links @ ASO @ IBM Business Transformation Homepage @ 1BM Global Print @ 1BM Internal Help Homepage @ IBM Intranet Password

\[EHR TGN Information Integrator
OmniFind Edition
l [iill cellections

Collections b CUSTINFO : Crawl P Create Crawler b Crawler type : Content Edition

L‘q}E‘xtemaI Sources B System

Search Customizer

aSecuritV |

PlLag Outl (JHelp

= mAbout

n FFQMO2171 The item classes that you selected will be crawled,

Select Content Edition Item Classes to Crawl

Help for this page [7]

Select specific item classes and add them to the Item classes to crawl list
Repeat until all of the item classes that you want to crawl are in the Ttem classes to crawl list, then click Apply.

Important: Vou must select item classes from a repositery or the repository will not be crawled,

Repository .
name Applied

| Item class name or pattern:(for example, *Document)
1BM = | : £ ( A 3
WebSphere = ESearch for item classes
Bortal
Document | e =
Manager Available item classes:
Connector

Lonnector icm:documentLibrary(Folder) lz‘ lotus:collaborativeDocument(Content)
1(Portal | icm:folder(Falder) icm:

Item classes to crawl

* Item classes to crawl:

documentLibrary(Folder)
Document lotus:collabeorativeDocument(Content)
Manager}

Select a repository name. Use a wildcard character (¥] to specify item class names, then click Search for item classes to populate the Available item classes list,

. Remove

Figure 3-64 Content Edition ltem Classes to Crawl
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] Enterprise Search Administration - Microsoft Internet Explorer =

: File Edit View Favorites Tools Help
@Bad( * '\;9 @ @ .é pSeardﬂ "\"‘j\?Favorites @ Bv g’} |_‘J @

Address @ http: /{falcon.itsosj. sanjose.ibm. comESAdminfcrawlVeniceBridge . do M Go
Links @ ASD @ IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage @ IBM Intranet Password

\LRIEIER Information Integrator ; . 2 -
OmniFind Edition ! : 3
= =About

| & External Sources B System | (B Security Search Customizer

PlLag Outl (JHelp

Collections b CUSTINFO : Crawl P Create Crawler P Crawler type : Content Edition

Select Individual Content Edition Item Classes to Configure
Help for this page[7]

Wwith sach item class in the crawl space, you can select:

# Edit security: If security is enabled for the collection, you can specify options to contral access to documents in each item class,
# Edit options: You can specify eptions for crawling and searching each item class,
For example, you can exclude certain types of documents from the crawl space.

Edit security Edit options Repository name Item class Display name

IBEM WebSphere Portal Document Manager letus:collaberativeDocument{Content) latus:collaborativeDocument|Content)
Connector 1{Pertal Decument Manager)

IBEM WebSphere Portal Document Manager icm:documentLibrary(Felder) # icm:documentLibrary({Felder)
Connector 1{Pertal Document Manager)

| Back || Next || Finifh || Cancel |

Figure 3-65 Item classes selected
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€] Enterprise Search Administration - Microsoft Internet Explorer E]@
: File Edit View Favorites Tools Help

GBack T &l \ﬂ \ELI ;\J. /.-\’ Search \i'\?:’Favorites 6? v s @

(==t i@j http: f{falcon.itsosj. sanjose.ibm.comESAdminfcrawlVeniceBridge.do V| Go

: Links @'] ASO @'] IBM Business Transformation Homepage @'] IBM Global Print @'] IBM Internal Help Homepage :g'] IBM Intranet Password 2
- —
| [ZiRT0EIGN Information Integrator 0 ,“ -
OmniFind Edition mﬂ&-‘ ._@..,

(il Collections | | oExternal Sources BSvstEm 1% Security @SearchCustomizer GE‘LogOut OHE'E = =About

Collections ¢ CUSTINFO : Crawl E

. Wait for the crawler to
begin at its scheduled time or, te begin crawling sooner, click Details, Next, for each data seurce, click Start to start a full crawl or te start crawling updated

ﬁ FFQMOZ22I Your settings were successfully applied. Te begin crawling, menitar the crawler and then click Start to start the crawler session. |
documents only,

Caollection name: | CUSTINFO V‘|

# crawl Parse Index Search Log General

“rawler name Type Status Crawler properties Crawl space

pdm Content Edition & @ IE

portal webSphere Portal [ E' @ @
s

Figure 3-66 Crawlers in the CUSTINFO éollection

LSTEP4c: Create GENINSINFO collection

In this step, we create the GENINSINFO collection with the Web crawler that
crawls the Web Content Management data source.

Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.

Create the collection

After logging in to the GUI administration console as the enterprise search
administrator, click the Collections view and click Create Collection, as shown
in Figure 3-67 on page 217. Provide details in Figure 3-68 on page 218 about the
collection, such as the Collection name (GENINSINFO), Collection security (Do
not enable security for the collection), Document importance (Rank by the
document date), and Categorization type (None) during parsing.
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Note: We also chose to explicitly name the Collection ID to be the same as the
collection name GENINSINFO. We recommend explicitly specifying this 1D
rather than let it default to the format col-nnnn, which is difficult to memorize
when used in custom applications and command-line tools.

Click OK to complete the creation of the collection and proceed to the creation of
the Web crawler, as described in “Create and configure the crawlers” on
page 219.

Note: The key point here is to not enable security for the collection, since we
want all the documents in this collection to be available to all employees within
the organization.

€] Enterprise Search Administration - Microsoft Internet Explorer g@]
: File Edit View Favorites Tools Help !,'
G Back - (g \ﬂ \ELI :\ /.-\' Search ‘\:1‘\'( Favorites Q“? - - @

: Addre v Go

3

VLE{IEIER Information Integrator

OmniFind Edition

[l Collections | | oExternal Sources BSvstEm 1 Security L—%SearchCustomizer Flog Out OHE'E = mAbout

Collections

Help for this page[7]

‘*‘ Create Collection | |\ Collection Wizard Last refreshed:  Friday, December 15, 2006 7:58:00 PM PST |1y Refresh

= @ @ @ s g @ . =

Figure 3-67 Create Collection
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&1 Enterprise Search Administration - Microsoft Internet Explorer L:_]LI;IJW
File Edit View Favorites Tools Help a.'

0- 6 UGl P B0 8 ol
@Back \_}) |ﬂ @ \l_ﬁ 7 Search \V\(Favorltes @ kg == i *

: Address @ http: f/falcon.itsosj.sanjose. ibm. com/ESAdmin/collections. do?command =create

: Links @ASO @IBM Business Transformation Homepage @IBM Global Print @IBM Internal Help Homepage @IBM Intranet Password

* Collection name:

| GENINSINFO

Description:

|General Insurance Information

Estimated number of documents:
[This value is used te estimate resources, not to enferce a limit.}

General optiens that cannot change after the collection is created

* Collection security [required for enforcing document-level security)?
Do not enable security for the cellection Vl

* Document impertance [static ranking model):
|Rank by the document date v|

Location for collection data:
@ Default location

O custom location

Caollection ID:

O pefault 1D

@ Custem ID
(Valid characters are: a-z, A-Z, 0-9, underscore{_), and hyphen(-}; the ID is case sensitive.

| GENINSINFO

Parse options

* Categorization type:

| Mone N -

M-gram segmentaticn
[This option cannet change after the collection is created.):

Do not enable n-gram ation vl

Search option

* Language to use:

English v'l

Figure 3-68 Collection details
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Create and configure the crawlers

In this step, we define and configure the Web crawler to access the WCM data
source.

Figure 3-69 on page 220 through Figure 3-76 on page 226 describe the creation
and configuration of the Web crawler.

After logging in to the administration console, navigate to the Collections view in
Edit mode, and from the Crawl tab in Figure 3-69 on page 220, click Create
Crawler. Select Web Crawler type and click Next in Figure 3-70 on page 220.

Provide details of the Web crawler in Figure 3-71 on page 221, such as the
Crawler name (wcm), E-mail address for comments about the crawler
(crawleradmin @ sequoia.com) to be sent, and User agent (crawler)’. Click Next
to provide further details in Figure 3-72 on page 222, such as the URL of the
Web site
(http://kazan.itsosj.sanjose.ibm.com:10038/wps/wcm/connect/web+content/insur
ance/definitions/menu_content) to be crawled, which was determined in
“Configure WCM for the Web crawler” on page 164. Click Next to apply rules to
crawl domains and HT TP Prefixes. Figure 3-73 on page 223 limits the crawling to
only the http://kazan.itsosj.sanjose.ibm.com:10038 domain and nothing else
(established with the forbid domain *). Figure 3-74 on page 224 limits the
crawling of the prefixes listed.Click Next to proceed to test the crawler’s ability to
to connect to the URLs with the user agent configured.

Select Test the start URLs button and click Test in Figure 3-75 on page 225 to
test the crawler’s ability to connect to the starting URL specified. A successful
connection is indicated, as shown in Figure 3-76 on page 226. Click Next to
complete the configuration of the Web crawler.

We can now proceed to crawl the WCM data source, as described in create and
configure the Content Edition crawler in “LSTEP4d: Crawl GENINSINFO data
sources” on page 226.

7 You need to ensure that the robots.txt file on the Web site to be crawled allows the user agent
configured here to crawl the Web site. If the robots.ixt file does not exist, the Web site is open to
unrestricted crawling. If the robots.txt file exists, it specifies what areas of the site (directories) are
off limits to the crawler. The robots.txt file specifies permissions for crawlers by identifying their user
agent name.
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i Address @ http: /{falcon.itsosj. sanjose.ibm. com/ESAdmin/collectionCrawl. do?command =editCrawl [v_l Go

: Links @ ASO @ IBM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage »

VRGN Information Integrator
OmniFind Edition
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Collections ¢ GENINSINFO : Crawl -

|_.¢F_~xterna| Sources B Swystem

ﬁ Security |

Help for this page 7
Collection name: | GENINSINFO [w]

_ Parse1 Indzx1 Search Log Genera|\|

:K‘ Create Crawler

Crawler name” Type Status Crawler properties Crawl space

Figure 3-69 Create Crawler
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@Bad( > J m .E.I :\:’b pSearch "-E:l\?Favorihes @ 8' :.\9-

! Address @ htn::fffalc@.iisosj.sanjose.ibm.com;’ESAdminfﬂ'awlers.do

/08
BOE

Links @ ASO @;‘l IBM Business Transformation Homepage @ IBM Global Print @ 1BM Internal Help Homepage 2

V[ =TS Information Integrator

OmniFind Edition
l|?ﬂCulle-ctiu:| | & External Sources

Collections b GEMINSINFO : Crawl b Create Crawler

H System

a Security |

Search Customizer @ELGQ Out | OH—EIE

Create a Crawler
Help for this page[7]

Select the type of data that you want to search,
Mesxct, specify which default values you want to use with the new crawler,
Complete the pages of the wizard te create the crawler,

* Crawler typ

@ Usethe system default values for the new crawler

Clene the values of an existing crawler for the new crawler

Figure 3-70 Web crawler type
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Flle Edit View Favorites Tools Help -
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: Address @ http: fffalcon.itsosj.sanjose.ibm. com/ESAdmin/crawlers.do
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BGE

 Links @ ASO Q IBM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage =

VLRI EICGE Information Integrator

OmniFind Edition

l [{iil Collections | | 4 External Sources

B System é Security

E—J.Eea rch Customizer

PRl L | i
I:EELUQ Out | OHelg | = mAhout

Collections P GEMINSINFO : Crawl P Create Crawler b Crawler type : Web

‘Web Crawler Properties

Help for this page [

These options apply to all of the Web pages that this crawler crawls,
If you change the properties after you create the crawler, restart the crawler.

* Crawler name:

wem

Crawler description:

This is a web crawler for WCM

* E-mail address for comments about the crawler:

crawleradmin@sequoia.com

* User agent:

crawler

Crawler plug-in

Plug-in class name:

Plug-in class path:

it Web crawler memory properties

Edit adwanced Web crawler properties

| Bacl(l Next | Finish | Cancel

Figure 3-71 Crawler details 1/2
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i Address @ http: /{falcon.itsosj. sanjose.ibm, com/ESAdmin /crawlieb. do M Go

Links @ ASO @ IBM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage 2

VRGN Information Integrator

OmniFind Edition

| & External Sources H System | (& Security Eéjkarch Customizer

1 SR
{BLog Out | (JHelp | = mAbout

Collections b GEMINSINFO : Crawl b Create Crawler b Crawler type : Web

‘Web Crawl Space

Help for this page[7]

Specify the URLs where the crawler is to start crawling, From these URLs, the crawler follows links to reach other pages,

accerding to the crawling rules [click Next to specify pattern matching rules for including and excluding URLs).
The list of demains to be crawled includes the start URLs,

* Start URLs (type one URL per line, include the protacol, such as http://, and do not specify wildcard characters):

http://kazan.itsosj.sanjoseibm.com: 10038/ /wps/wem/connect/web+content/insurance/definitions/menu —l
_content

Configure options for the entire crawl space

Specify the keystare to use for S5L connections

Select the type

of documents to include

Specify the file extensions to exclude

Specify the URL path depth

Specify the language and code page

Configure options for specific Web sites
Crawl Web sites that are password-protected by HTTP basic authentication

Crawl Web sites that are password-protected by form-based authentication

Crawl Web sites that are served by HTTP proxy servers

Configure rules for handling soft error pages

Figure 3-72 Crawler details 2/2
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@ Enterprise Search Administration - Microsoft Internet Explorer [:_JLI;I_Jm
File Edit View Favorites Tools Help :ﬁ.
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: Address |@ http://falcon.itsosj. sanjose.ibm, com/ESAdmin/orawlweb. do M Go
 Links @ ASO @ IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage

V| ELRTETCY Information Integrator
OmniFind Edition
I (il Collections

Collections F GENINSINFO : Crawl P Create Crawler F Crawler type : Web

3

aﬁecurigg L=J‘Erearch Customizer E?Z‘Log Cut | lJHElE

| = mAbout

i_‘q)ExtemaI Sources | E System

Rules to Crawl Domains
Help for this page [7]

Specify the DNS domain names that you want te allow or forbid the crawler to crawl.
Domain names are case sensitive, and the wildcard character (¥) can occur anywhere in the domain name,
Examples:

farbid demain www.ibm.com [excludes the entire domain)

allow demain *.ibm.com [crawls any demain that ends in ibm.com)

allow domain server®.ibm.com:4432 (crawls only port 443 on IBM domazins that begin with "server”)

Important: The order of the rules is significant. The crawler applies the first rule that matches a candidate URL,
The default rule, forbid domain #, forbids all web crawling and must sccur lastin the list of domain rules.

&)
_ HTTP pl’EﬁJ‘ﬁ%S 1 IP Addresses
Ly

Demains (type one demain rule per ling):

kllow domain kazan.itsosj.sanjose.ibm.com:10038
forbid domain *

Figure 3-73 Rules to Crawl Domains
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&1 Enterprise Search Administration - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Bad( b Q @ @ {ﬁ /':]Seardﬂ *Favorites @ 8' %

/086

B=X])
13

i Address @ http: f/falcon.itsosj.sanjose.ibm. com/ESAdmin fcrawlweb. do

B

Links @ ASQ @ IBM Business Transformation Homepage a IBM Global Print a IBM Internal Help Homepage

| L‘%Extemal Sources B System | (B Security Search Customizer

{FLog Out | (PHelp

= mAbout

3

Collections F nosec : Crawl P Create Crawler b Crawler type : Web

Rules to Crawl HTTP Prefixes

Help for this page 7

Specify the HTTP and HTTPS prefixes that you want to allow er forbid the crawler te crawl,
The wildcard character (¥) can occur one or more times in the URL,
Examples:
allow prefix http://*.ibm.com/public/* {crawls pages in the public directory on this domain)
forbid prefix http://*.ibm.com/* [excludes all other directories on this domain)

Important: The erder of the rules is significant. The crawler applies the first rule that matches a candidate URL,

HTTE prefixes [type one prefix rule per ling):
forbid prefix http://*/Fcgi-bin®

forbid prefix http://*/* .nsfeditdocument™®
forbid prefix http://*/* nsf. *deletedocument™
forbid prefix http://*/*.nsf.*createdocument™
i .nsf.¥savedocument®
/*.nsfFprintable®
forbid prefix http://*/* .nsfcollapse="

forbid prefix http://*/* .nsfnavigat™

forbid prefix http://*. ¥/ nsf. ¥ date="

forbid prefix http://*/*/myportal®

forbid prefix http://*/*/portal®

Test specific URLs

URLs to test {type one URL per line and specify the protocol, such as http://}:

Tesl:

Back Fnisi\ ] Cancel

Figure 3-74 Rules to Craw! HTTP Prefixes
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Figure 3-75 Test URL 1/2
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Figure 3-76 Test URL 2/2

LSTEPA4d: Crawl GENINSINFO data sources

In this step, we implicitly initiate the crawl of the Web site by starting the crawler
session, as shown in Figure 3-77 on page 227.

Note: With a Web crawler, a crawl schedule is not specifiable, since it is

determined heuristically based on bounding parameters (for which we took the
defaults).

When the Status icon changes to green, it indicates that the crawler session has
started, as shown in Figure 3-78 on page 228. Click the Details icon to view the
progress of crawling (not shown here).
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Attention: When running crawlers in OmniFind V8.4, we strongly recommend
that you run the parser at the same time. This is because a file queue is used
to store crawled data instead of a DB2 table used in OmniFind V8.3. The file
queue can fill up if the parser is not used to parse and delete the documents in
the file queue while the crawler is running.

When it completes, we can now proceed to parse the crawled data, as described
in Figure on page 228.

€] Enterprise Search Administration - Microsoft Internet Explorer E]@-I
'

"

: File Edit View Favorites Tools Help
Y ] ALY L : el e =] - . @
Q- © (¥ Bl @ Paa Yorawis @3- 3
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Collection name: | GENINSINFO [%|  Lastrefrashed: Friday, Dacember 15, 2006 9:37:29 BM PST | Refrash

= Crawl Parse Index Search Log General

Crawler name Type Details Status
wem web B & ,h
Start crawling

Figure 3-77 Start crawling
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Figure 3-78 Crawler session started

LSTEP4e: Parse crawled GENINSINFO data

Figure 3-79 on page 229 through Figure 3-81 on page 230 describe the steps in
parsing the crawled data.

From the Parse tab in Monitor mode, start the parser by clicking the start button,
as shown in Figure 3-79 on page 229. After the Status icon turns green, you can
monitor the progress of parsing by clicking Details, as shown in Figure 3-80 on
page 229. Periodically click the Refresh button until the parser completes
processing, as shown in Figure 3-81 on page 230. Review the parsing statistics.

Note: We stopped the parser to conserve resources in our constrained
environment. In a real world environment, you would have the parser running
continuously.

We can now proceed to build the main index, as described in “LSTEP4f: Build
GENINSINFO collection index” on page 230.
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Figure 3-79 Start the parser
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Figure 3-80 Click Details
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Figure 3-81 Parser completion

LSTEP4f: Build GENINSINFO collection index

From the Index tab in Monitor mode, start the main index build by clicking the
start button, as shown in Figure 3-82 on page 231. Periodically click the Refresh
button until the index build completes processing as shown in Figure 3-83 on
page 232. Review the index statistics.

We can now proceed to configure start the search servers if they are not already
running, as described in “LSTEP4g: Start search servers” on page 232.
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Figure 3-82 Start the main index build
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Figure 3-83 Main index build completion

LSTEP4g: Start search servers

Review the status of the search servers by navigating to the Collections view
under the Search tab in Monitor mode, and click the start button if the Status icon
is not green. Figure 3-84 on page 233 shows the Status icon to be green with the
search servers running.

Before proceeding to parse the data collected by the CUSTINFO crawlers, we
need to configure the UIMA annotator and synonym dictionary to enable
searching of telephone numbers and e-mail addresses, as described in
“LSTEP4h: Configure UIMA annotator for CUSTINFO collection” on page 233
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and “LSTEP4i: Configure synonym dictionary for CUSTINFO collection” on

page 247.
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Figure 3-84 Search status of both search servers

LSTEP4h: Configure UIMA annotator for CUSTINFO collection

In this step, we need to define a UIMA text analysis engine and synonym
dictionary to the system, and then associate them with the CUSTINFO collection.

The quality and precision of search results can be improved by integrating
custom text processing algorithms with enterprise search collections. As
mentioned earlier, IBM OmniFind Edition supports UIMA, which is a framework
for creating, discovering, composing, and deploying text analysis functions.
Application developers create and test analysis algorithms for the content to be
searched, then create a processing engine archive (.pear file) that includes all of
the resources required to use the archive for enterprise search. To be able to
search collections with your custom analysis algorithms, you must add the
archive (which contains the text analysis engine) to the enterprise search
system. The analysis logic component in a text analysis engine is called an
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annotator. Each annotator performs specific linguistic analysis tasks. A text
processing engine can contain any number of annotators, or it can be a
composite of several text analysis engines, each of which contain their own
custom annotators. The information produced by the annotators is referred to as
the analysis results. Analysis results, which correspond to the information that
you want to search for, are written to a data structure called a common analysis
structure (CAS).

TAE1: Create custom text analysis engine or use one off-the-shelf.—l

[ ]

| TAE2: Add a text ana'llysis engine to the system. l

(]

| TAE3: Associate the text analysis engine with the collection.

v

| TAE4: Associate mapping files with the collection, if required. [

|

| TAES5: Map CAS to the enterprise search index. j

|

| TAEG6: Map CAS to a relational database. J

Figure 3-85 Steps to configure text processing engine with a collection

The steps involved in configuring the text processing options for a collection are
shown in Figure 3-85 and are described briefly as follows:

1. In step TAE1, create a custom text analysis engine if necessary, or use one
provided by a vendor. We are going to use the one provided with OmniFind
(of_regex.pear) that performs telephone number, e-mail addresses, and URL
annotations.

2. In step TAE2, add the text analysis engine to the system before it can be used
by a collection.

Figure 3-86 on page 235 through Figure 3-92 on page 240 describe the
addition of the of_regex.pear text analysis engine to the system.

From the System view, switch to Edit mode by clicking the Edit icon, as shown
in Figure 3-86 on page 235. Under the Parse tab, click Configure text
analysis engines, as shown in Figure 3-87 on page 235. Click Add Text
Analysis Engine in Figure 3-88 on page 236 to provide details. In

Figure 3-89 on page 237, provide the Text analysis engine name (IBM_TAE)
and the location and name of the pear file
(/opt/es/packages/uima/regex/of_regex.pear), and click OK to complete the
addition of the text analysis engine to the system. To view details of the text
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analysis engine, click the Details icon in Figure 3-90 on page 238 to view its
XML source, as shown in Figure 3-91 on page 239.
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Figure 3-87 Configure text analysis engines
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Figure 3-88 Add Text Analysis Engine 1/5
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Figure 3-89 Add Text Analysis Engine 2/5
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Figure 3-90 Add Text Analysis Engine 3/5
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Figure 3-91 Add Text Analysis Engine 4/5
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Figure 3-92 Add Text Analysis Engine 5/5

3. In step TAES, associate the text analysis engine with a collection.

In the Collections view, under the Parse tab in Edit mode for the CUSTINFO
collection, click Configure the text processing options, as shown in
Figure 3-93 on page 241. Select IBM_TAE from the Text analysis engine
name drop-down list and click OK in Figure 3-94 on page 242 to confirm the
association of the IBM_TAE text analysis engine with the CUSTINFO
collection.
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Figure 3-93 Configure text processing options for the CUSTINFO collection
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Figure 3-94 Associate IBM TAE text analysis engine with CUSTINFO collection

4. In step TAE4, if your collection contains XML documents with meaningful
markup, and you want to use this markup in your custom text analysis, you
can associate mapping files with the collection and map the output of the XML
mapping to the common analysis structure (CAS).

For example, you can map the content of <addressee> and <customer>
elements to Person annotations in the common analysis structure. These
annotations can then be accessed by your custom annotators, which might
detect additional information (for example, they might detect the gender of the
Person). You can also map Person annotations to the enterprise search
index, which allows users to search for Persons without having to know the
original XML elements.

If you want to allow users to specify the original XML elements in queries,
then you do not need to define any XML mappings. Instead, you can
configure parsing options and enable native XML search for the collection.

Note: Since the CUSTINFO collection does not include XML documents,
this step does not apply in our case.
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5. In step TAE5, map the CAS to the enterprise search index, which enables the
annotated documents to be searched with semantic search. For example,
depending on the entities and relationships that are detected by the
annotators, users can search for concepts that occur in the same sentence
(such as a specific person and any competitor name), or a keyword and a
concept (such the name Alex and a phone number).

Figure 3-95 on page 244 through Figure 3-98 on page 247 describes the
mapping of the CAS to the enterprise search index. Click Select a mapping
file in the Map the common analysis structure to the index section in

Figure 3-95 on page 244, and specify the location and file name of the
mapping file (\opt\es\packages\uima\regex\of_sample_regex_cas2index.xml)
in the Index server path in Figure 3-96 on page 245. Click OK to confirm the
mapping.

To view the XML source to see how the CAS maps to the enterprise search
index, click View XML source in the Map the common analysis structure to
the index section in Figure 3-97 on page 246 to view it, as shown in

Figure 3-98 on page 247. Click Return.

6. In step TAE6G, map the common analysis structure to a relational database.
You can map data to IBM DB2 Universal Database (DB2 UDB) or Oracle
tables. This type of mapping enables the results of analysis to be used in
database applications such as data mining. It also enables you to use SQL
queries to search the data outside of enterprise search. We are not using this
capability in our enterprise search solution.

The next step is to configure the synonym dictionary, as described in “LSTEPA4i:
Configure synonym dictionary for CUSTINFO collection” on page 247.
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Figure 3-96 Specify the path of the mapping file
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Figure 3-98 View XML source 2/2

LSTEP4i: Configure synonym dictionary for CUSTINFO

collection

Since we mapped the CAS to the enterprise search index, the annotated
documents can be searched with a semantic search. When users query a
collection that uses a synonym dictionary, documents that contain synonyms of
the query terms are included in the search results if the synonyms are present in

the enterprise search index.
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To use synonym dictionaries for searching the documents in a collection, you
must first associate the dictionaries with the enterprise search system. You can
later choose which synonym dictionary you want to use for searching a
collection.

Figure 3-99 on page 249 through Figure 3-105 on page 255 describe the steps
involved in defining an IBM OmniFind synonym dictionary to the system, and
then associating this synonym dictionary with the CUSTINFO collection.

From the System view, in Edit mode under the Search tab, click Configure
synonym dictionaries, as shown in Figure 3-99 on page 249. Click Add
Synonym Dictionary, as in Figure 3-100 on page 249, to provide the synonym
dictionary details. In Figure 3-101 on page 250, provide the Synonym dictionary
name (REGEX_DICT) and the location and name of the dic file
(/opt/es/packages/uima/regex/of_sample_synonym_dic.dic) in the Index server
path File name field, and click OK to complete the addition of the synonym
dictionary to the system.

Example 3-3 on page 251 shows the synonym dictionary contents that includes
synonyms for telephone number (phone number, telephone nbr, phone nbr, and
the CAS to index mapping for phone number, as shown in Figure 3-98 on

page 247), URL (unified resource locator, Web address, and the CAS to index
mapping for phone number, as shown in Figure 3-98 on page 247), facsimile (fax
number, fax nbr, facsimile nbr, and the CAS to index mapping for phone number,
as shown in Figure 3-98 on page 247) and e-mail address (e-mail address, and
the CAS to index mapping for phone number, as shown in Figure 3-98 on

page 247).

Figure 3-102 on page 252 shows the REGEX_DICT being in the system. Click
Return.

Before the newly added REGEX_DICT can be associated with the CUSTINFO
collection, the search servers must first be stopped. Figure 3-103 on page 253
through Figure 3-105 on page 255 show the steps in associating the
REGEX_DICT synonym dictionary with the CUSTINFO collection.

From the Collections view for the CUSTINFO collection, in Monitor mode under
the Search tab, click the stop icon to stop both the search servers, as shown in
Figure 3-103 on page 253. Then switch to Edit mode, and under the Search tab,
click Configure search server options, as shown in Figure 3-104 on page 254.
On the Search Server options, select REGEX_DICT from the Synonym
dictionary name drop-down list and click OK to complete this definition, as shown
in Figure 3-105 on page 255.

We can now proceed to crawl the CUSTINFO collection data sources, as
described in “LSTEP4j: Crawl CUSTINFO data sources” on page 256.
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Example 3-3 Synonym dictionary of_sample_synonym_dic.dic

<?xml version="1.0" encoding="UTF-8"?>
<synonymgroups xmlns="http://www.ibm.com/of/822/synonym/xm1">
<synonymgroup>
<synonym>telephone number</synonym>
<synonym>phone number</synonym>
<synonym>telephone nbr</synonym>
<synonym>phone nbr</synonym>
<synonym>@xm1f2::'&1t;#phonenumber/&gt;'</synonym>
</synonymgroup>
<synonymgroup>
<synonym>facsimile number</synonym>
<synonym>fax number</synonym>
<synonym>facsimile nbr</synonym>
<synonym>fax nbr</synonym>
<synonym>@xm1f2::'&1t;#phonenumber/&gt;'</synonym>
</synonymgroup>
<synonymgroup>
<synonym>email address</synonym>
<synonym>e-mail address</synonym>
<synonym>@xm1f2::'&1t;#email/&gt;"'</synonym>
</synonymgroup>
<synonymgroup>
<synonym>URL</synonym>
<synonym>unified resource lTocator</synonym>
<synonym>web address</synonym>
<synonym>@xm1f2::'&1t;#url/&gt;'</synonym>
</synonymgroup>
</synonymgroups>
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LSTEP4j: Crawl CUSTINFO data sources

In this step, we initiate a full crawl of the data sources crawled by the Content
Edition and WebSphere Portal crawlers. Figure 3-106 on page 257 through
Figure 3-112 on page 262 describe the steps involved. Click the Crawl icon for
the CUSTINFO collection in the Collections view in Monitor mode, as shown in
Figure 3-106 on page 257, to view the crawlers defined for this collection.

Attention: When running crawlers in OmniFind V8.4, we strongly recommend
that you run the parser at the same time. This is because a file queue is used
to store crawled data instead of a DB2 table used in OmniFind V8.3. The file
queue can fill up if the parser is not used to parse and delete the documents in
the file queue while the crawler is running.

The Content Edition and WebSphere Portal crawlers can now be started as
follows:

» Content Edition crawler

Start the crawler session by clicking the start button for the pdm crawler, as
shown in Figure 3-107 on page 257. Once the Status icon turns green, click
Details to proceed to Figure 3-108 on page 258. Start a full crawl by clicking
the appropriate icon, as shown in Figure 3-108 on page 258. Monitor the
status of the crawl by clicking the Refresh button intermittently, until the
completion of the crawl, as shown in Figure 3-109 on page 259. The Status
icon turns green.

Note: We stopped the crawler to conserve resources in our constrained
environment.

We can now start a full crawl of the WebSphere Portal crawler data sources,
as described in “WebSphere Portal crawler” on page 259.
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Figure 3-108 Start a full craw!
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Figure 3-109 Crawler completion status

» WebSphere Portal crawler

Start the crawler session by clicking the start button for the portal crawler, as
shown in Figure 3-110 on page 260. Once the Status icon turns green, click
Details to proceed to Figure 3-111 on page 261. Start a full crawl! by clicking
the appropriate icon, as shown in Figure 3-111 on page 261. Monitor the
status of the crawl by clicking the Refresh button intermittently, until the
completion of the crawl, as shown in Figure 3-112 on page 262. The Status
icon turns green.

Note: We stopped the crawler to conserve resources in our constrained
environment.
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We can now proceed to parse the crawled data, as described in “LSTEP4k:
Parse CUSTINFO collection” on page 262.
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Figure 3-110 Start WebSphere Portal (portal) crawler session
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LSTEP4k: Parse CUSTINFO collection
Figure 3-113 on page 263 through Figure 3-115 on page 265 describe the steps
in parsing the crawled data.

From the Parse tab in Monitor mode, start the parser by clicking the start icon, as
shown in Figure 3-113 on page 263. After the Status icon turns green, you can
monitor the progress of parsing by clicking Details, as shown in Figure 3-114 on
page 264. Periodically click the Refresh button until the parser completes
processing, as shown in Figure 3-115 on page 265. Review the parsing statistics.

Note: We stopped the parser to conserve resources in our constrained
environment. In a real world environment, you would have the parser running
continuously.
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We can now proceed to build the main index, as described in “LSTEP4I: Build
CUSTINFO collection index” on page 265.
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Figure 3-113 Start parser

Chapter 3. Medium-size organization OmniFind scenario on Red Hat Enterprise Linux platform 263



#] Enterprise Search Administration - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Bad( = Q @ @ \'_ﬁ pSeardﬂ ‘*Favorites @ @v & = |_J @

i Address @ http: fffalcon.itsosj.sanjose.ibm.com/ESAdminfcollectionParse. do?command =startParser

Links @ ASO @ IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage @ IBM Intranet Password

VLR EGE Information Integrator

OmniFind Edition

= mAbout

PLog Out | (JHelp

3 L%&temal&nurces BSvstem aﬁecurit\fl %j&earch Customizer

Collections b CUSTINFO : Parse /\'-

Help for this page 7]

Caollection name: | CUSTINFO Last refreshed: Friday, December 15, 2006 8:58:51 PM PST |} Refresh
] IndP_x1 Search Log General ]

Name Details Status
Parse @.\ 3 (& li‘

Figure 3-114 Click Details icon
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LSTEPA4I: Build CUSTINFO collection index

From the Index tab in Monitor mode, start the main index build by clicking the
start icon, as shown in Figure 3-116 on page 266. Periodically click the Refresh
button until the index build completes processing, as shown in Figure 3-117 on
page 267. Review the index statistics.

If not started, start the search servers by clicking the start icon from the
Collections view in Monitor mode under the Search tab, as shown in
Figure 3-118 on page 268.

We can now proceed to configure security for the CUSTINFO and GENINSINFO
collections, as described in “LSTEP4m: Define security settings” on page 268.
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LSTEP4m: Define security settings

In this step, we configure search applications to access the GENINSINFO and
CUSTINFO collections, as described in Figure 3-119 on page 269 through
Figure 3-125 on page 275. Since the GENINSINFO collection is accessible to all
employees within the organization, while the CUSTINFO collection is only
accessible by authorized employees, the Default search application is modified to
only access the GENINSINFO collection, and a new search application
SEQUOIA_secure is defined that has access to both the CUSTINFO and
GENINSINFO collections.

Note: We stayed with the defaults for identity management component
(enabled) and single sign-on (enabled for all data source types) for the
CUSTINFO collection, and therefore do not show the relevant screen captures
here. Refer to Figure 2-61 on page 120 through Figure 2-63 on page 121 for
the screen captures associated with defining IMC and single sign-on.
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Unless specific action is taken, the Default search application name
automatically has access to the CUSTINFO and GENINSINFO collections. This
is desirable at least until one has tested the CUSTINFO and GENINSINFO
collections using the sample search Web application or portlet. After successful
testing, you can disable access to the CUSTINFO collection by the Default
search application name (Figure 3-119 through Figure 3-121 on page 271). A
new search application SEQUOIA_secure is given access to both the
CUSTINFO and GENINSINFO collections (Figure 3-122 on page 272 through
Figure 3-123 on page 273).

Figure 3-124 on page 274 shows the two search applications defined in the
system, while Figure 3-125 on page 275 shows the two collections defined in the
system.

We can now proceed to query the CUSTINFO and GENINSINFO collections, as
described in 3.3.5, “LSTEP5: Query GENINSINFO and CUSTINFO collections”

on page 275.
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Figure 3-119 Configure search applications
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3.3.5 LSTEPS5: Query GENINSINFO and CUSTINFO collections

In this step, we query the GENINSINFO and CUSTINFO collections using the
sample search Web application, and the sample search portlet application with a
modified config.properties file specifying the SEQUOIA_secure search
application ID.

Using the Web sample application

OmniFind Enterprise Edition V8.4 has a new capability to customize a custom
search application, type the URL for the Search Application, and append the
name of the configuration file for your search application. For example:

http://SearchServer.com/ESSearchApplication/search.do?configFile=/WEB-I
NF/myConfig.properties

If the file that you specify (myConfig.properties file in the above example) does
not exist, values in the config.properties file (which has the applicationName
property value of Default, as shown in Example 3-4 on page 276) for the sample
search application are used.
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Example 3-4 config.properties file

# Search Application
applicationName=Default

.........

.......

We are showcasing this capability here since the Default search application only
has access to the GENINSINFO collection, while the SEQUOIA_secure search
application has access to both the GENINSINFO and CUSTINFO collections.
This requires the creation of a separate config.properties file named
sec_config.properties with the applicationName property changed to
SEQUOIA_secure, as shown in Example 3-5.

Example 3-5 sec_config.properties file contents

# Search Application
applicationName=SEQUOIA secure

---------

--------

# SSO related values

# The ssoCookieName corresponds to the name of the HTTP header
# that contains the Single Sign On cookie value.
ssoCookieName=LtpaToken

Accessing the GENINSINFO collection

Figure 3-126 on page 277 through Figure 3-129 on page 280 describe the user
interactions searching the GENINSINFO collection.

The Sample Search application is invoked without specifying a config.properties
file (http://falcon.itsosj.sanjose.ibm.com/ESSearchApplication/), which implicitly
uses the config.properties file. After logging in to the sample search Web
application with the esadmin user ID (Figure 3-126 on page 277), you are
presented with the Search box, as shown in Figure 3-127 on page 278. Click the
Preferences link in Figure 3-127 on page 278 to view the default preferences
and modify it as required. Figure 3-128 on page 279 shows a number of options
that can be modified for the search session, including inclusion of quick links, the
data sources to be searched, file types to be excluded/included, number of
results per page, and whether to search for synonyms. By default, if multiple
collections exist, the sample search application automatically searches across all
the collections using a “remote” federator”. In this case, since only the Default
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application only has access to the GENINSINFO collection, only that collection

appears in the list of choices in the Preferences window. Click Apply to save the
choices made.

In Figure 3-129 on page 280, enter the string “insurance” in the search box and
click Search. The results of this query is shown in Figure 3-129 on page 280.
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Figure 3-126 Login to Sample Search application

8 A federator is used to issue a federatedsearch request across a set of heterogeneous searchable
collections and get a unified document result set. Search federators are intermediary components
that exist between the requestors of service and the agents that perform that service. They
coordinate resources to manage the multitude of searches that are generated from a single
request. Enterprise search provides “local” and “remote” federators. A local federator federates
from the client over a set of searchable objects across collections in more than one server, while a
remote federator federates from a server over a set of collections in the same server. For a brief
description of federators, refer to Chapter 5, “Merger of SMB and medium-size organizations” on
page 409. For more detailed information about federators, refer to the IBM OmniFind Enterprise
Edition V8.4 Programming Guide and API Reference for Enterprise Search, SC18-9284.
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Figure 3-127 Search box
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Figure 3-128 Preferences options
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Figure 3-129 Search results for “insurance”
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Accessing the CUSTINFO and GENINSINFO collections

Figure 3-130 on page 282 through Figure 3-137 on page 288 describe the user
interactions while searching the CUSTINFO and GENINSINFO collections.

The Sample Search application is invoked by specifying a sec_config.properties
file, as shown in Figure 3-130 on page 282.

After logging in to the sample search Web application with the esadmin user ID
(Figure 3-131 on page 283), since IMC is enabled without SSO, the search
runtime prompts the user for the Windows PDM credentials, as shown in

Figure 3-132 on page 283. Provide the credentials and click Apply, which takes
you to the search window (Figure 3-133 on page 284). Since IMC and SSO
support for WebSphere Portal is enabled, no prompts of it are presented, as the
search runtime has the required credentials in the LTPA token.

Figure 3-134 on page 285 shows the search results for the string “john smith”,
which has results from the PDM and WCM data sources, but not any results from
WebSphere Portal.

Note: To search secure WebSphere Portal pages, you must submit searches
by using the Search portlet for enterprise search from within WebSphere
Portal. Searches submitted from the sample search Web application,
ESSearchApplication, do not have the proper credentials and cannot verify the
user’s authority to access documents.

Click the Preferences link in Figure 3-134 on page 285 to view the default
preferences and modify it as required. As mentioned earlier, Figure 3-135 on
page 286 shows a number of options that can be modified for the search
session, including inclusion of quick links, the data sources to be searched, file
types to be excluded/included, number of results per page, and whether to
search for synonyms. Also by default, if multiple collections exist, the sample
search application automatically searches across all the collections using a
“remote” federator. In this case, two collections (CUSTINFO and GENINSINFO)
have been defined, and since the SEQUOIA_secure search application has
access to both these collections, they both appear in the list of choices in the
preferences window along with their corresponding data sources.

Note: We selected the Automatically search for synonyms by using
semantic expansion option in the Search for synonyms section. This is
required to leverage the IBM_TAE text analysis engine and REGEX_DICT
synonym dictionary configurations in the search queries.

Click Apply to save the choices made.
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Figure 3-136 on page 287 shows the search results for the string “e-mail
address”. The search results highlight not only the occurrences of the string
“e-mail” (document named Customer Book3.xls) and “address” (document
Customer Book7.xls), but also actual e-mail addresses, such as

kulakowd_zus @foo.com in document Customer Book1.xls. This is the semantic
query aspect where search recognizes that kulakowd_zus @foo.com is an e-mail
address and therefore qualifies to appear in the search result when the string
“e-mail address” is entered in the search box.

Figure 3-137 on page 288 shows the search results for the string “URL". The
search result has a single document CATALACCESS FR, which highlights the
URL “www.espresso.com” even though the string “URL” does not explicitly
appear in the document. This is the semantic query aspect where search
recognizes that www.espresso.com is a URL and therefore qualifies to appear in
the search result when the string “URL” is entered in the search box.

&1 No page to display - Microsoft Internet Explorer g@
: File Edit View Favorites Tools Help e

A — ;
<) > \ﬂ \ELI o) . ) Search ¢ Favorites Q-‘f - iz = @

: Address @2htb:u:..",."falcon.itsosj.sanjose.ibm.comeSSeardmpplicaﬁonfseard1.do?conﬁgFiIe=,|'WEB-II‘-IF_-"sec_conﬁg.pl'operh’es el a&o
: Links @j ASD @j IBM Business Transformation Homepage @j IBM Global Print | I8M Internal Help Homepage ZT IBM Intranet Password

3

|

Figure 3-130 Sample Search application invocation with sec_config.properties file
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@ Search application for enterprise search - Microsoft Internet Explorer [:]@-I
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Figure 3-131 Log in to Sample Search application
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Figure 3-132 Identity management component (IMC) credentials prompt for Portal Document Manager
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Figure 3-133 Search box
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Figure 3-134 Search results for “john smith”
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Figure 3-135 Preferences options
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Figure 3-136 Search results for “e-mail address”
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Show Details 1-1of1

Search within results:

Figure 3-137 Search results for “URL”

Using the sample search portlet

In this step, we used the sample search portlet to access the GENINSINFO and
CUSTINFO collections. Appendix A, “Install Sample Search application portlet”
on page 431 describes the installation of the sample search portlet in
WebSphere Portal Server.

Accessing the GENINSINFO collection

Figure 3-138 on page 289 through Figure 3-140 on page 291 describe some
user interactions with the sample search portlet that uses the applicationName
property value of Default. The user logs in to the WebSphere Portal, as shown in

Figure 3-138 on page 289.

288 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



Invoke the sample search portlet from the OmniFind-Linux tab, click the
Preferences link to view the various options, as shown in Figure 3-139 on
page 290. It shows that this portlet only has access to the GENINSINFO
collection. Click Apply to save any changes.

Figure 3-140 on page 291 shows the search results for string “insurance”; this
matches the results obtained from the sample search Web application in
Figure 3-129 on page 280.
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@] http: /fkazan itsosj.sanjose.ibm.com: 10038 fwps/portal/lut/p/c1/04_SBBKBxLLMIMSSzPyBxBz9Q]_BIFTUFP_SEv2CdEVFALCPIr8! v '—) Go
k: @'l ASO éj IBM Business Transformation Homepage @j IEM Global Print @j IBM Internal Help Homepage @j IBM Intranet Password fg'l IBM Standard Software Installer
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First-time Visitor?

Mot registered? Sion up Sign up to get a user ID and password.
Sign up now!

Figure 3-138 Login to WebSphere Portal Server
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Figure 3-139 Preferences options
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Figure 3-140 Search results for “insurance”

Accessing the CUSTINFO and GENINSINFO collections

Figure 3-141 on page 293 through Figure 3-147 on page 298 describe the user
interactions searching the CUSTINFO and GENINSINFO collections.

After logging in to the WebSphere Portal with the esadmin user ID (Figure 3-141
on page 293), invoke the sample search portlet by clicking the OmniFind-Linux
tab, as shown in Figure 3-142 on page 293. Since IMC and SSO are enabled, the
search runtime prompts the user for the WebSphere PDM credentials, as shown
in Figure 3-143 on page 294. Provide the credentials and click Apply. Since
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single sign-on support for WebSphere Portal is enabled, no prompts are
presented for it, as the search runtime has the required credentials in the LTPA
token.

Figure 3-144 on page 295 shows the search results for the string “john smith”,
which has results from the PDM, WCM, and WebSphere Portal data sources.
The results show four results, as compared to two in Figure 3-134 on page 285,
since a search request is submitted from the search portlet and now includes two
additional qualifying documents from WebSphere Portal.

Click the Preferences link in Figure 3-144 on page 295 to view the default
preferences and modify it as required. As mentioned earlier, Figure 3-145 on
page 296 shows a number of options that can be modified for the search
session, including inclusion of quick links, the data sources to be searched, file
types to be excluded/included, number of results per page, and whether to
search for synonyms. Also by default, if multiple collections exist, the sample
search application automatically searches across all the collections using a
“remote” federator. In this case, two collections (CUSTINFO and GENINSINFO)
have been defined, and since the SEQUOIA_secure search application has
access to both these collections, they both appear in the list of choices in the
preferences window along with their corresponding data sources.

Note: Here again, we selected the Automatically search for synonyms by
using the semantic expansion option in the Search for synonyms section. This
is required to leverage the IBM_TAE text analysis engine and REGEX_DICT
synonym dictionary configurations in the search queries.

Click Apply to save the choices made.

Figure 3-146 on page 297 shows the search results for the string “url club”. The
search result has a single document CATALACCESS FR, which highlights the
URL “www.espresso.com”, even though the string “url” does not explicitly appear
in the document. This is the semantic query aspect where search recognizes that
www.espresso.com is a URL and therefore qualifies to appear in the search
result when the string “url” is entered in the search box. The string “club” is
highlighted in the search result.

Figure 3-147 on page 298 shows the search results for the string “john smith
phone number”. The search results highlight not only the occurrences of the
string “john smith” (document named Case study) and an actual phone number
877-123-4567, even though the string “phone number” does not explicitly appear
in the Case study document. This is the semantic query aspect where search
recognizes that 877-123-4567 is a phone number, and therefore qualifies to
appear in the search result when the string contains “phone number” is entered
in the search box.
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Note: At this point, we have the functional requirements met for the enterprise
search solution for Sequoia General Inc. Further tests, measurements, and
tuning need to be performed to ensure that the solution fully addresses the

capacity and workload requirements as well.

/o
"

E11BM WebSphere Portal - Microsoft Internet Explorer

: File Edit View Favorites Tools Help

: [ [ A ) i) o y 5 . T e

Q- ©Q HEBG Pseo o= @ - FHJO O
: Address |g1 http:fkazan.itsosj.sanjose ibm.com: 10038 /wps portal/lut/p/c0/04_SBBKExLLMIMSSzPy8xBz9CP0os 3g_fENQMNxNPQOMLM 1dDAYMzDxMnnzBPA3S_LU_2(¢ VI Go

ks @ ASO @1 IBM Business Transformation Homepage @1 1BM Global Print @ IBM Internal Help Homepage @ IBM Intranet Password

3

Launch §

User ID:
esadmin
Password:

Mot registered? Sign up

h
Figure 3-141 Log in to WebSphere Portal

__________________________________________________________________________________________________________ MBI X

E11BM WebSphere Portal - Microsoft Internet Explorer

: File Edit View Favorites Tools Help ‘q'f'

@Back - E£3 \ﬂ |i| A ) Search ‘\-"n"/FavoriteS £ 3 [ I *

; J o @0 ) A R A e

: Address @ http://kazan.itsosj. sanjose.ibm. com: 10038 fwps/myportal M Go
¥

: Links @ ASD éj IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage @ IBM Intranet Password

Hc:‘ne > Welcome > search: [}, |2 =3 B + & ? togout M
| Welcome | Getting Started. || Omnifind - AIX || OmniFind - Linux || JCR OmniFind - Windows

Hello World

This is Hello World con
means something is wor

Delivering power and flexibility. . .on demand!

— Product Links
} Pemgtipienen Build it better. . .faster!

Figure 3-142 Invoke the OmniFind-Linux search portlet

Chapter 3. Medium-size organization OmniFind scenario on Red Hat Enterprise Linux platform 293



#11BM WebSphere Portal - Microsoft Internet Explorer iy E

File Edit View Favorites Tools Help ﬂ.

@Bm - @ @ @ {ﬁ pSeardﬂ \;/r\‘?Favorines &2 8' ,{} LJ @

Address @ http: ffkazan.itsosj.sanjose.ibm.com: 10038 fwps/myportal/lutfp/c 1,|'D4_SBSKB)(LLMQMSSzPnyBzQCPDos3g_f6NQNxNPQDMLRxdnAyMzD-QACZQHIMEGEM Go
Links a ASD @ IBM Business Transformation Homepage @ 1BM Global Print @ IBM Internal Help Homepage @ IBM Intranet Password e

Home * OmniFind - Linux =

Launch §

CmniFind - Linux

OmniFind Linux

FFQED106E Unable to validate the user name and password provided for demain IBM WebSphere Portal Document Manager Connectar 1, If the
specified user name and password are correct, the domain might not be avzilable, Contact the domazin administrator for assistance,

Easic Search
Advanced Search

My Profile

Domain credentials

Tao search these domains, specify the credentials that you use to log in to the domains,
If you do not specify credentials, documents from the demain are excluded from the search results.

Enzble for search Domain name User name Passward
IBM WebSphere Portal [ o__+ .~ sesssens N
Document (s =—
Connector 1

Figure 3-143 Prompt for IMC credentials for Portal Document Manager

294 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



Z71BM WebSphere Portal - Microsoft Internet Explorer uw
File Edit View Favorites Tools Help e#

OO NRG P =@ 3 2=00

i Address |@ http:fﬂcazan.itsosj.sanjose.ibm.com:10038,.’wp5,’myportal,’!ub"pfc1fU4_SBSl<B!d.LM9MSSzP\;BszQCPUos?uiPMBQzDZMXAwOLMAXAEPQ\’DND50A3\‘wNEIGBBmeSnNRunJpGthZmroY\M Go
i Links a ASO a 1BM Business Transformation Homepage @ IBM Global Print @ IEM Internal Help Homepage @ IBM Intranet Password a 1B6M Standard Software Installer

B+ & 7 togou B

[IET (% B"M Home = OmniFind - Linux = Search: [l |2l Sou

OmniFind - Linux

OmniFind Linux

Search far: Help for guery syntax [3]

john smith |[® Search| Basic search
Advanced Search
Cateqory Tree

Preferempes
M; Dmg j

Filz type filter: 21l doc html pdf ppt txt xls xml

Source type filter: 211 Content Edition Web Wi Portal
Sort by: | [Relevance] B s
Expanded query: john smith

4 search results returned | 4 decuments match all query terms

rt order:

a

N Show Details 1-4 of 4

Q, Welcome - About John Smith

99.98% 12/19/06
Welcome About John Smith. IEM WebSphere Portal. Launch, Main Menu. Help. ...

97.39% 12/19/06 Q, About IBM WebSphere Portal - About John Smith
About IBM WebSphere Partal About John Smith. ...Launch. Main Menu. ...IEM WebSphere Partal 6 0Build Level wp600_244 2006 07 18 17 02 Licensed
Materials Property of IBM57 24 E7 6 5724 E77 5655 M44 C Copyright IEM Corp. 2001 2006 All Rights Reserved .

sa72%  12/15/0s O Casestudy
@ case study.doc
{§ uid=wpsadmin,cn=users,ou=itso,a=ibm
@ rom
uid wpsadmin cn users ou itse o ibm, ...Case study Company gets help to meet key customer integration requirements Business nead Solution Results Technical
details Related reports papers ...processes Inadequate IT staff to meet resslution times mandated by the customer High cost in supporting multiple standzrds
protocels and data fermats, Far mere information contact John Smith at 408 78 7829 ..,

s0.525%  12/15/06 O Principles
http://kazan.itsosj.sanjoszibm.com: 1003 8/wps/wem/connact/Web+Content/insurance/definitions/principles
.3 The losses must be mezsurable identifiablz in lacation tim= and be definite. ...4 The loss potential to the insurer must be non catastrophic. It cannat put the
insurance compzny in financial jecpardy. ... Additienally speculative risks like those incurred threugh gambling or through the purchase of compzny stocks are
uninsurzble, Mr John Smith i responsible for this part. ...

Show Details 1-4 af4

Search within results:

Figure 3-144 Search results for “john smith”

Chapter 3. Medium-size organization OmniFind scenario on Red Hat Enterprise Linux platform 295



File Edit View Favorites Tools Help

@Back ¥ \) |ﬂ @ \/h ;) Search \(‘D\'{Favorit&s @ ﬁ%' P

=08

i Address |@ http: ffkazan.itsosj.sanjose.ibm. com: 10038 fwps fmyportal flutfp/c 1,’04_SBSKB!1LLMQMSSzPy'BxBzQCPDosEIiPMBQzDZM)(AWOHAA!{AGPQYDNDSDA3\‘WNEIGBBmeSnNRunJpGthZmroY\M Go

i Links @ ASO @ IBM Business Transformation Homepage @ IBM Global Print @ IEM Internal Help Homepage @ IEM Intranet Password @ 1BM Standard Software Installer

[T R Home = OmniFind - Linux =

Search: [,

B+ & 7 togout

OmniFind - Linux

OmniFind Linux

o Vour prefersnces are savad,

[y || RessttoDefaultvalues | Ezsic ety

Categery Tree
Preferences

/' My Profile

Search result options (specify options for viewing results)

Number of results per page:

Query language:
English

Sort by:

[[Relevancs] [a]

Sort

Include quick links:

® ves
QO o

Suggest spelling corrections:

@ ves
O no

Search aptions (specify optiens for searching documents)

Search only these source types:
Cantent Edition

File types to search:

@ Search any file type
~

Advancetrsearch

Query mode [for matching query terms):

[N preference ~|

Show categories:
) Return all category information
O Return partial category infarmation

O Do not return any category information

Caollapse results fram the same source:

® Ves
O no

Search for synonyms:

() Automatically s=arch for synonyms

( ® Automatically search for synonyms by using semantic expansion )

Search only these collections and external sources:
e

Q Do not search far synonyms

@ http: ffkazan.itsosj. sanjose.ibm, com: 10033 fwps myportal lut/pfc 1/04_SB8KSxLLMIMSS5zPy8xBz9CP00sIiPMBIzD 2MX AwOL 4AAXASPQYDIND S0A3YwN

| . Internet

Figure 3-145 Preferences options

296 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



File Edit WView Favorites Tools Help ﬂ.

OO REG P fnem @23 LU0 O

Address |a http: ffkazan.itsosj.sanjose.ibm.com: 10038,.’wpsfmyportalf!uﬂpfc1,.'04_SBBKB!(LLM9MSSZP3-'8!1BZQCPUDS.’JPMBQZDZMXAWOLMAXAGPQYDNDSDA3YWNEIGBSmeSnNRunJpGthmeYIM Go
i Links a ASO a 1BM Business Transformation Homepage @ IBM Global Print @ IBM Internal Help Homepage a 1BM Intranet Password @ IBM Standard Software Installer

Launch + | - T T

OmniFind - Linux

OmniFind Linux

Search far: Help for query syntax [3]

url club

|[® Search| Basic S=arch
Advanced Search
Category Tree
Preferences

My Profile

Synonym expansion: "web address', 'unified resource locator',

Synomym expansion concepts: =url

File type filter: 21l doc html pdf ppt txt xls xml

Source type filter: All Content Edition Web WebSphere Portal

Sort by: | [Relevance] 3] sort arder|

Expanded query: @xmlf2::'<.or>url "web address" <=url/> "unified resource locator” </.or> club

1 search results returned | 1 documents match all query terms

WA Show Details 1-10of1

©, CATALACCESS FR

espresso Accessories.pdf

71.61% 11/30/06

§ uid=wpsadmin.cn=users.cu=itsa,a=ibm
@ rom

..5STOCKHOLM SYDNEY TEL AWIV TOKYO WIEN ZURICH f [@spresse Sam ESPRESSO Club Infarmation and erders 24 hours 2 day 7 days = week
Internct WwW [Espresse Com Telzphons 800 562 146 tall free Fax 800 700 807 toll free Mail  2spresso Club 656 Fifth Avenus 26th Floor New Yerk New
*ork 10013 using pre addressed order form  ESPRESS0 USA 650 ...For other machines please contact the espresso Club. Manual medsl D150 3035 M
Repair Kit ..

Show Details 1-1 of 1

Search within results:

[ Q, Search

Figure 3-146 Search results for “url club”

Chapter 3. Medium-size organization OmniFind scenario on Red Hat Enterprise Linux platform 297



€7 1BM WebSphere Portal - Microsoft Internet Explorer =X
! File Edit View Favorites Tools Help @'

eEack . \‘) @ @ “_/lj pSeard’] *Favomt&s @ @v ;‘\‘ D @

Address |@ http:/fkazan.itsosj.sanjose.ibm, com: 10038 /wps/myportal /lut/pfc 1,’04_55SKB)(LLMQMSSzPyEsz‘BCPDossiPMBQZDZMKAWOL'-‘GAA}(ASPQYDNDSDAEYWNBISBEmeSnNRunJDSthZmroY‘M Go
Links a ASO @ IBM Business Transformation Homepage a IBM Global Print a IBM Internal Help Homepage a IBM Intranet Password a IBM Standard Software Installer

Home > OmniFind - Linux > Search: [, |2l Sources By + & 2 togout

OmniFind - Linux

Launch ¥

OmniFind Linux

Search for: Help for query syntax (7]

john smith phone number |[2 search | Basic search
Advanced Search
Catzaory Tree
Prefersnces
My Profile

Synonym expansion: 'phone nbr', 'telephone nbr', 'telephone number',

h b

ynony ion concepts:

File type filter: 21l doc html pdf ppt Ext xls xml
Source type filter:

Sortby: | [Relevance]

Expanded query: @xmlf2:john smith <.or>phone <=phonenumber/> "phane nbr" "telephone nbr” "telephone number” </.or><.ar>number <=phanenumber/> "phons nbr" "telephane nbr"

"telephene number” </.or>
1 search results returnad | 1 documents match all query terms

WA Show Details 1-10f1

72.35%  12/20/06 O Casestudy
@ case study.doc
& uid=wpsadmin cn=users.ou=itso.o=ibm
@ eom
uid wpsadmin cn users eu itse o ibm ase study Cempany gets help te meet key custemer integration requirements Business need Solution Results Technical
details Related reports papers ..processes Inadequate IT staff to mest resolution times mandated by the customer High costin supporting multiple standards
protocels and data fermats. For more information contact John Smith =t 877 123 4567 ...

Show Details 1-1ofL

Search within results:

3} Home 55 Documents (G¥ Messaging (/) Site Map

“r

Figure 3-147 Search results for “john smith phone number”

298 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



Large organization
OmniFind scenario on an
AlX platform

In this chapter, we describe a step-by-step approach to implementing IBM
OmniFind Enterprise Edition in a four server IBM AlX environment for a
hypothetical computer vendor organization named IBM.

The topics are:

» Business requirement

» Environment configuration

» Configure the environment

Note: The fictional company named IBM in this chapter is NOT the IBM
Corporation, and should not be equated with the IBM Corporation.
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4.1 Business requirement

300

Our fictitious company named IBM is a computer vendor supporting customers in
the United States. It has over 50,000 employees supporting over 1 million
customers. In a competitive marketplace, IBM needed to provide superior
customer service by improving the productivity of its sales, marketing, and
technical personnel by making customer information spread across multiple data
sources available on demand in response to customer and prospect inquiries. A
high availability architecture is a critical requirement of any proposed solution.

One of the solutions aimed at achieving this objective was to implement an
enterprise search system for the 10 million customer-related documents located
in its Notes Domino, DB2 Content Manager, and DB2 UDB for LUW systems.
Given the sensitive nature of customer information stored in Notes, Domino, DB2
Content Manager and DB2 UDB for LUW systems, IBM requires the enterprise
search solution to support and leverage the native security capabilities of these
underlying data sources; only authorized employees need to have access to
secure documents. Additionally, to ease searchability of information, employees
need to have the ability to restrict the scope of search by business Corporate
News, Products, Services, and so on. The solution also needs to provide a
simple GUI interface available as a portlet in WebSphere Portal Server.

From an IBM OmniFind Enterprise Edition implementation perspective, this
translates to having:

» A four server IBM AIX platform implementation to address the high availability
requirement.

» Enabled WebSphere global security with an LDAP repository.
» A single collection with document-level security and single sign-on enabled.

— The Notes Domino system contains sales and marketing support
information.

— The DB2 Content Manager systems contains general corporate news and
sales and technical support information.

— The DB2 UDB for LUW system contains skills inventory information about
employees within the organization.

» Enabled Identity Management Component (IMC) and single sign-on.

» A Notes crawler for Notes Domino system, DB2 Content Manager crawler for
the DB2 Content Manager system, and a DB2 crawler for the DB2 UDB for
LUW system.

» Enabled rules-based categorization when defining the collection.
» The sample search portlet installed on WebSphere Portal Server.
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4.2 Environment configuration

The IBM workload demands (large employee community), large number of
documents (10 million) to be indexed, and the need for a high availability
environment permits the adoption of a sufficiently configured four server IBM
OmniFind Enterprise Edition environment.

The IBM AIX platform is considered necessary to address the IBM enterprise
search solution needs.

Note: In the real world, the high availability environment for IBM OmniFind
Enterprise Edition requires a Network Dispatcher to provide the load
balancing capability across the two search servers. In our contrived
environment, however, we did not implement this functionality due to time
constraints.

Figure 4-1 on page 302 shows the configuration used in the IBM’ four server IBM
AlX configuration, including:

» A Windows 2003 server (kazan.itsosj.sanjose.ibm.com) provides the IBM
enterprise portal through which authorized users will access the enterprise
search solution. This server uses LDAP (Tivoli Directory Server) to address
the security requirements of the enterprise search solution.

» Tivoli Directory Server (boron.itsosj.sanjose.ibm.com) is installed on a
separate server that is physically well secured given the sensitive nature of
the information it contains.

» Four server IBM AIX servers (bonnie.itsosj.sanjose.ibm.com,
denmark.itsosj.sanjose.ibm.com, clyde.itsosj.sanjose.ibom.com, and
jamaica.itsosj.sanjose.ibm.com) for the IBM OmniFind Enterprise Edition
search, indexer, parser and crawler components.

» The Notes Domino data source is located on server
kazan.itsosj.sanjose.ibm.com, while the DB2 Content Manager and DB2 UDB
for LUW data sources are located on server nile.itsosj.sanjose.ibm.com.

» The various crawler types defined in this configuration.

Note: The Windows 2003 server has direct connectivity and authorization
to the data sources in order to render the document that a user selects in
the search result.

» IBM OmniFind Enterprise Edition administrators administer and manage the
environment through the administration console GUI.
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Figure 4-1 The IBM four-server IBM AIX enterprise search solution

4.3 Configure the environment

302

In this section, we document the step-by-step configuration of the four server AIX
configuration in our fictitious company IBM. Figure 4-2 on page 303 lists the main
steps involved in configuring this environment. First, the administrator and users
that need to access the IBM OmniFind Enterprise Edition environment must be

defined in the Tivoli Directory Server LDAP repository. Next, global security must
be enabled on each of the two WebSphere Application Servers of the IBM
OmniFind Enterprise Edition search servers. Once global security is enabled, the
es.cfg configuration file must be updated with the WebSphere Application Server
user ID and password. IBM’s single collection can now be created (with collection
security enabled to enforce document-level security), populated, and queried

using a modified sample search Web application, and modified sample search

portlet.
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Note: The sample search Web application and sample search portlet need to
be modified because the DB2 security groups must be added to the USC
string before the search runtime is invoked, as described in 4.3.5, “ASTEPS:
Query IBMCIF collection” on page 382.

Each of these steps is described in detail in the following subsections.

Note: We assume that the IBM OmniFind Enterprise Edition has been verified
to have been correctly installed on the four AlX servers with the proper
prerequisites.

ASTEP1: Define user(s) to LDAP repository. |
Y
ASTEP2: Enable WebSphere Application Server global security.

!

ASTEP3: Update es.cfg fil.e

'

ASTEP4: Create IBVICIF collection.

'

ASTEPS: Query IBMCIF collection.

Figure 4-2 Steps to configure the IBM four-server configuration

Attention: In all the following sections, for the purposes of avoiding screen
capture overload, we have not included all the windows that you would
typically navigate through in order to perform the desired function. Instead, we
have focused on including select screen captures (and in some cases portions
of selected screen captures) that highlight the key items of interest, thereby
skipping both initial as well as intervening screen captures in the process.

Chapter 4. Large organization OmniFind scenario on an AIX platiorm 303



4.3.1 ASTEP1: Define user(s) to LDAP repository

In this step, we add all the users authorized to access IBM OmniFind Enterprise
Edition to the Tivoli Directory Server LDAP repository using the Tivoli Directory
Server Web Administration Tool.

Since the process is identical to that described in 2.3.1, “WSTEP1: Define users
in LDAP repository” on page 57, it is not repeated here.

4.3.2 ASTEP2: Enable WebSphere Application Server global security

In this step, we enable global security on both the WebSphere Application
Servers with the Search Runtime, and specify that they use the Tivoli Directory
Server as the LDAP repository as its user registry. LTPA keys are generated and
then exported to other servers participating in the single sign-on domain.

Since this process is identical to that described in 2.3.2, “WSTEP2: Enable
WebSphere Application Server global security” on page 66, it is not repeated
here.

Note: The same user ID / password should be used on both WebSphere
Application Servers.

4.3.3 ASTEP3: Update es.cfqg file

Once WebSphere global security is enabled in the IBM OmniFind Enterprise
Edition Search Runtime servers, you must update the es.cfg file with the
WebSphere Application Server user ID and password.

This action must be performed on each server, followed by esadmin stop and
esadmin start on each server.

Note: When WebSphere global security is enabled, the Common
Communications Layer (CCL) component of IBM OmniFind Enterprise Edition
needs to authenticate with WebSphere Application Server in order to start the
search runtime. It obtains the required user ID / password from the es.cfq file;
it has the key to decrypt the WASPassword.

Since this process is identical to that described in 2.3.3, “WSTEP3: Update
es.cfg file” on page 77, it is not repeated here.
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4.3.4 ASTEPA4: Create IBMCIF collection

In this step, we create the IBMCIF collection with the appropriate crawlers, then
parse and index the crawled data. The individual steps involved are shown in
Figure 4-3 and described in more detail in the following subsections.

| LSTEP4a: Create the collection.

L]

| LSTEP4b: Create and configure the crawlers.

Y

| LSTEP4c: Crawl the data sources.

Y

| LSTEP4d: Configure the categories.

L]

| LSTEP4e: Parse the crawled data.

Y

| LSTEPA4f: Build the main index.

Y

' LSTEP4q: DefiFwe security settings.

[N I I O O O O O B

Figure 4-3 Steps to create and configure the IBMCIF collection

Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.

ASTEP4a: Create the collection

In this step, we create the IBMCIF collection with the Notes Domino, DB2
Content Manager, and DB2 crawlers.

Note: A number of parameters can be specified during the creation and
configuration of a collection and the associated crawlers. A description of
these parameters is beyond the scope of this book. You are encouraged to
read the product documentation or invoke Help on the GUI for detailed
information about these parameters.
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Create the collection

After logging in to the GUI administration console as the enterprise search
administrator, click the Collections view and click Create Collection, as shown
in Figure 4-4. Provide the details shown in Figure 4-5 on page 307 about the
collection, such as the Collection name (IBMCIF), Collection security’ (Enable
security for the collection), Document importance (Do not apply any static
ranking), and Categorization type (Rule-based (category rules that you configure
for this collection)) during parsing.

Note: We also chose to explicitly name the Collection ID to be the same as the
collection name IBMCIF. We recommend explicitly specifying this ID rather
than let it default to the format col-nnnn, which is difficult to memorize when
used in custom applications and command-line tools.

Click OK to complete the creation of the collection.

Note: The key point here is to enable security for the collection so that
document-level security can be enforced, since this option cannot be changed
once the collection is created.

Once the collection is created, we can proceed to the creation of the Notes
Domino, DB2 Content Manager, and DB2 crawlers, as described in “ASTEP4b:
Create and configure the crawlers” on page 308.

& Enterprise Search Administration - Mozilla Firefox

File Edit WView Higtory Bookmarks Tools Help

L] http://bonnie.itsosj.sanjose.ibm. com/ESAdmin fcollections. do?command =display

I!:E *’E‘{M Information Integrator e, I"i—
OmniFind Edition

(il Collections | | - External Sources | [] Svstem | | Security USEarch Customizer @Log Out QHE'E =About

Collections

%~ Creats Collection | | . Collection Wizard Last refreshed: Friday, December 15, 2006 5:02:40 PM CST | Refresh

Figure 4-4 Create Collection

' Required for enforcing document-level security
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ﬁ Enterprise Search Administration - m"ﬂh Flrefnx
File Edit Wiew Higtory Bookmarks Tools

Help

| |:| http:/bonnie.itsosj.sanjose.ibm.com/ESAdmin/collections. do?command =create

[AILET yUO CICK OR, OO TEC0TT L0 UTE CUTNTECLoS e,
From the Callections view, click the Edit icon for your new collection to add content ta it

— General options that can change after the collection is created

* Collection name:
IBMCIF

Diescription:

IEM Customer Information Documents

Estimated number of documents:

[This value is used te estimate resources, not to enferce a limit.)

10000

— General options that cannot change after the cellection is created

* Collection security [required for enforcing document-level security):
| Enable security for the cellection |

Diocument importance [static ranking model):

| Do not apply any static ranking

Location for collection data:
® Default location

O custom location

Caollection ID:

O pefaule 1D

@ Custem ID

(Valid characters are: a-z, A-Z, 0-3, underscore(_}, and hyphen(-}; the ID is case sensitive.)
[1emcIF

 Parse optiens

* Categorization type:

Rule-based [category rules that you configure for this collection) Eﬂ

M-gram segmentaticn
[This option cannet change after the collecticn is created.):
Cio not enable n-gram segmentation

—Search opticn

* Language to use:

Figure 4-5 IBMCIF collection details

2]
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ASTEPA4b: Create and configure the crawlers

In this step, the Notes Domino, DB2 Content Manager, and DB2 crawlers are
defined with the appropriate security configurations.

» Notes crawler

Figure 4-6 on page 309 through Figure 4-21 on page 322 describe the
creation and configuration of the WebSphere Portal crawler.

After logging in to the administration console, select the Collections view and
click the Crawl icon, as shown in Figure 4-6 on page 309. In the following
window (Figure 4-7 on page 310), switch to Edit mode by clicking the Edit
icon. From the Crawl tab in Figure 4-8 on page 310, click Create Crawler.
Select Notes for Crawler type and click Next in Figure 4-9 on page 311.

Provide the details of the Notes crawler in Figure 4-10 on page 312, such as
the Crawler name (IBM Offerings) and Maximum number of documents to
crawl (20000). Click Next to provide details of the Notes server to crawl.

Specify the Notes Server to crawl in the Lotus Notes server name
(kazan.itsosj.sanjose.ibm.com), the protocol to use DIIOP, and the Lotus
Notes user ID (esadminz) and password to access the server, as shown in
Figure 4-11 on page 313. Since we want to leverage single sign-on with
Notes Domino, select Enabled for SSO from the Single sign-on (SSO)
drop-down list, and then click Edit advanced DIIOP options, as shown in
Figure 4-11 on page 313. Specify the method to obtain the IOR (HTTP and
the user ID esadmin and password), and select Do not use SSL over DIIOP
from the DIIOP over SSL drop-down list, as shown in Figure 4-12 on

page 314.

Note: In the real world, we recommend that you use SSL for the DIIOP
over SSL drop-down list. We chose not to do so due to time constraints.

Click OK in Figure 4-12 on page 314 and Next in Figure 4-13 on page 315,
and proceed to choose the Notes databases to crawl. In Figure 4-14 on
page 315, select Search for databases, and click Next.

Figure 4-15 on page 316 shows the selected databases to crawl
(TrainingOfferings, Marketing Documents and Corporate News) obtained by
first discovering available databases (* in the Database name or pattern
followed by a click of Search for databases, which lists all those found with
the matching criteria in the Available databases box and then copying those of
interest to the Databases to crawl box). Click Next in Figure 4-15 on page 316
to specify the crawl schedule.

2 We chose esadmin as the QuickPlace administrator as well.
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Select the Enable when system starts box, click Apply, and then click Next
in Figure 4-16 on page 317 to select the documents to crawl. Select Crawl all
documents, click Apply, and then click Next in Figure 4-17 on page 318 to
select the individual Notes data sources to configure. Click Finish in

Figure 4-18 on page 319 to assume the default options for the entire crawl
space. To modify the default crawl space options, click Edit Crawl Space
options in Figure 4-19 on page 320.

Figure 4-20 on page 321 and Figure 4-21 on page 322 show the options for
the entire Notes crawl space, and it includes the default options for
Document-Level security, which is to Validate current credentials during query
processing, and Index database and server access control lists. Click OK to
save any changes made.

Important: Every check box selected in Figure 4-20 on page 321 can
significantly increase the size of the store and index. You should therefore
only select those check boxes that you know will be used, rather than
select them thinking that they might be used in future.

We can now proceed to create and configure the DB2 Content Manager
Content Edition crawler in “DB2 Content Manager crawler” on page 322.

& Enterprise Search Administration - Mozilla Firefox
File Edit View Higtory Bookmarks Tools Help

L1 http:/fbonnie.itsosj.sanjose.ibm.com/ESAdmin/collections. do
L

I 0IEIEY Information Integrator M}. 5 ﬁ"_"
OmniFind Edition = e ™%

(il Collections | | External Sources BSvstEm [ Security @SearchCustomizer ﬂZ‘LogOut OHE'E = mAbout

Collections

FFQMOZ041 The collection was successfully created. To add content te the collection, click the Edit icen and use the Crawl page to
configure at least one crawler,

'):(' Create Collection | |\ Callection Wizard Last refreshed: Friday, December 15, 2006 5:08:49 BM CST |()) Refresh

= IBI\:1CIF : % Izl Izl @ E @

Figure 4-6 Click Crawl icon
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EEnterprise Search Administration - Mozilla Firefox e el m
File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin/collectionCrawl. do?command =monitor Crawl&baseCommand =selectCallection&collectionlC | ¥ | [

=

VLRI EIGN Information Integrator T i

OmniFind Edition ol gl
[ﬁlcdec:iunsl L%Extemal&nurces

Collections b IBMCIF : Crawl <

oy

st

B System | (B Security

Search Customizer = mAbout

#PLog Outl (JHelp

Help for this page

Collection name: | IBMCIF [1] Last refreshed: Friday, December 15, 2006 5:09:33 PM CST | Refresh

_ Parse1 IndP_x1 Search1 Lug1 General]

|Eraw|er name Type Details Status

Figure 4-7 Click Edit icon

anterprise Search Administration - Mozilla Firefox gt 1 m
File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin/collectionCrawl. do?command =editCrawl |
\EUR GG Information Integrator :

OmniFind Edition

(il Collections | QExtemal Sources B System

Collections b IBMCIF : Crawl ¥

a Security |

Search Customizer = mAbout

PlLog Out | (JHelp

Help for this page 7
Collection name: I_IBMCIF [1]

K&{ Parsel IndP_xI Searchl Log General
* Create Crawler

|Eraw|ername Type Status Crawler properties Crawl space

Figure 4-8 Create Crawler
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W Enterprise Search Administration - Mozilla Firefox

File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm.com/ESAdmin/crawlers.do

VIR EGE Information Integrator

OmniFind Edition

(3

Collec:im\sl |_.¢Extema| Sources B System | (B Security Search Customizer f?Z‘Lug Outl QH_Elg

= mAbout

Collections b IBMCIF : Crawl b Create Crawler

Create a Crawler

Help for this page 7

Select the type of data that you want to search,
Mext, specify which default values you want to use with the new crawler,
Complete the pages of the wizard to create the crawler,

* Crawler type:

@ Use the system default values for the new crawler

Clene the values of an existing crawler for the new crawler

| Back || Neq‘s| Finis | Cancel |
k]

Figure 4-9 Notes crawler type
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w Enterprise Search Administration - Mozilla Firefox
File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm.com/ESAdmin/crawlers.do

VLRI EIGY Information Integrator

OmniFind Edition RS A

[l Callections | | & External Sources

Collections ¢ IBMCIF : Crawl F Create Crawler b Crawler type : Notes

B System | (B Security Search Customizer

= mAbout

#PLog Outl (PHelp

Notes Crawler Properties
Help for this page 7

These options apply to all of the Lotus Notes directories, databases, views, and folders that this crawler crawls,
If you change the properties after you create the crawler, restart the crawler,

* Crawler name:
IBM Offerings

Crawler description:

IBM Products and Services Offerings Database

Maximum number of active crawler threads:

Maximum page size (2 change to this field requires a full recrawl):
3 KB

Maximum number of documents to crawl:
20000
Time te wait between retrieval requests:

El milliseconds

Crawler plug-in

Plug-in class name:

Plug-in class path:

[ Back |[ next, ][ Finish || cancet |
B

Figure 4-10 Crawler details
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’E Enterprise Search Administration - Mozilla Firefox

File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin/crawlMotes. do

VIR EGE Information Integrator
OmniFind Edition
[iiil Collections

Collections ¥ IBMCIF : Crawl # Create Crawler P Crawler type : Notes

Lq} External Sources

B System | (B Security

Search Customizer

@Log Outl QH_Elg = mAbout

Specify the Notes Server to Crawl

Help for this page 7

Type the fully qualified hest name of the Lotus Motes server,
then specify informatien that enables the crawler te connect to the server,

* Lotus MNotes server name:

|kazan.itsosj.sanjose.ibm.com

Protocol:

O Motes remote precedure call [NRPC)

@ Diemine Internet Inter-ORE Protocal (DITOR)
Lotus Motes user ID {for example, User Name/&ny Town/IBM):
|Esadmin

Password:
|:::zz::

Single sign-en security [SS0):
{available enly if collection security is enabled)

Edit advanced DIIOP options

Figure 4-11 Notes Server to Crawl

Chapter 4. Large organization OmniFind scenario on an AIX platform 313



@ Enterprise Search Administration - Mozilla Firefox L:_]L;I.Jm
File Edit View Higtory Bookmarks Tools Help

||:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin/crawlMotes. do x|
VR IEIGE Information Integrator

OmniFind Edition AR
[iiil Collections

Advanced DITOP Options for the Notes Crawler

| & External Sources B System | (S Security Search Customizer = mAbout

#PlLag Outl (PHelp

Help for this page 7

Specify how the crawler is to obtain the intereperable object reference [IOR),

{An IOR is 2 string enceding of an ebject that centzins information about how the Domine server can be accessed.)

To encrypt transmissions between the crawler and the Domina server, you must select HTTPS ar specify that the crawler is to use DIIOP over
S5L to crawl documents,

“You must alse copy the TrustedCerts.class file from the Demina server to the same lecation on the crawler server and search servers,

~ Method to obtain the IOR

@ HTTP
User ID:

esadmin

Passwaord:
EEEEEEE

O HTTPS

O Contents of diiep_ier.txt file

O Mone

DIIOP owver S5L:
Do not use DIIOP owver S5L v

Directery for the TrustedCerts.class file (for example, c:\certs or /data/certs):
Important: To use HTTPS or to use DIIOP over S5L, 2 copy of this file must be in the same location on the crawler server and search servers,

ENE=

Figure 4-12 Advanced DIOP Options for the Notes Crawler
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@ Enterprise Search Administration - Mozilla Firefox L._J[EIJ“
File Edit View Higtory Bookmarks Tools Help
| |:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin/crawlMotes. do x|
VLR EGE Information Integrator
OmniFind Edition A .
[l Collections | | o External Sources B System | (S Security earch Customizer {?Z‘Log Outl OHE'E = mAbout
Collections ¢ IBMCIF : Crawl b Create Crawler b Crawler type : Notes
Specify the Notes Server to Crawl
Help for this page 7
Type the fully qualified hest name of the Lotus Motes server,
then specify informatien that enables the crawler te connect to the server,
* Lotus MNotes server name:
kazan.itsesj.sanjoseibm.com
Protocol:
O Motes remote precedure call [NRPC)
@ Diemine Internet Inter-ORE Protocal (DIIOR)
Lotus Motes user ID {for example, User Name/Any Town/IBM):
esadmin
Password:
EEErEEe
Single sign-en security (SS0):
n security is enabled)
| Enabled for 550 [1]
Edit advanced DIIOP opti
| Back || Ne:%” Finish || Cancel |
Figure 4-13 Specify the Notes Server to Crawl
@ Enterprise Search Administration - Mozilla Firefox [._“E]m
File Edit View Higtory Bookmarks Tools Help
|:| http://bonnie.itsosj.sanjose.ibm. com/ESAdmin /crawlMotes. do x|
VR EG Information Integrator
OmniFind Edition A

@Cullectiuns l | g External Sources

B System

é Security

earch Customizer = mAbout

PlLag Outl (JHelp

Collections ¢ IBMCIF : Crawl b Create Crawler b Crawler type : Notes

Choose to Crawl Notes Databases or Directories

Help for this page [

“ou can crawl databases on this server (which enables you to later select views and folders to crawl) or you can crawl directeries,
When you crawl directories, you crawl all of the documents in the directories,

® Search for databases

O Search for directories

EaliE

Figure 4-14 Choose to Crawl Note Databases or Directories

h i| Cancel |
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@ Enterprise Search Administration - Mozilla Firefox

BEx

File Edit View Higtory Bookmarks Tools Help

||_| http://bonnie.itsosj.sanjose.ibm.com/ESAdmin/crawlMotes. do

VLR EGE Information Integrator
OmniFind Edition
[ijil Collections 1S Security |

| & External Sources

H System

Search Customizer

{FLog Out | ( MHelp

= mAbout

Collections F IBMCIF : Crawl P Create Crawler b Crawler type : Notes

Select Notes Databases to Crawl

Help for this page 7

Select specific databases and add them to the Databases to crawl list.
Repeat until all of the databases that you want to crawl are in the Databases to crawl list.

Database name or pattern:
*

Available databases: * Databases to crawl:

Administration Requests (6){admind.n=f]
Administrator(mail\administ.nsf]
Bookmarks (7 }[bookmark.nsf)

Catalog (7){catalog.nsf)

Certificate Admin{Certific.nsf}

Certificate Requests|cerreq.nsf)
Contacts[QuickPlace\Help\Contacts 1.nsf)
CorpMNews{CorpNew:

CorperateMNews|Corporat.nsf)

Use a wildcard character [¥) to specify database names, then click Search for databases to populate the Available databases |ist.

h for databases

~ lz‘ Training Offerings(TrainingOfferings.nsf)
Marketing Documents{mark_dec.nsf)

Cancel |

Figure 4-15 Select Notes Databases to Craw!
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‘& Enterprise Search Administration - Mozilla Firefox 0
File Edit View History Bookmarks Tools Help

||:| http:/bonnie.itsosj.sanjose.ibm.com/ESAdmin/crawlMotes. do

VIR EGE Information Integrator

OmniFind Edition

[iiil Collections. | L;:bExtemaI Sources

Collections b IBMCIF : Crawl P Create Crawler P Crawler type : Notes

B System | (B Security Search Customizer = mAbout

PlLag Outl (JHelp

n FFQMOZ205I The schedule was applied.

Schedule the Notes Crawler
Help for this page 7

Select one or more database or directory names, specify a schedule for crawling decuments, and click Apply.
Repeat this process for all of the data sources that you want to schedule for crawling,

s

Select Database or directory name Applied — Crawler schedule
Training
M Offerings(TrainingOfferings.nsf) ﬂp  Specify a schedule

Documents(mark_doc.nsf] Enable when system starts

Starton : Vear: 2006 @‘
Maonth : December [1]
Day: 15 [V_]‘

Marketing ﬂ}) <

CorpoerateMews|Corporat.nsf)

Hour : Sam [1]
Minute = 0 [1]
Time zone : Central Standard Time

Update interval : @) custom

Elda\fs Elminutes

O Specific days [held the Ctrl key to select maore than one day)

Sunday
Monday
Tuesday
‘Wednesday
Thursday
Friday
Saturday

Schedule type: Mew, modified, and deleted documents [i"

| Back || Nt || Finish || Cancel |
%

Figure 4-16 Crawl schedule
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E Enterprise Search Administration - Mozilla Firefox
File Edit View History Bookmarks Tools Help

||:| http:{/bonnie.itsosj. sanjose.ibm. comESAdmin crawliMotes. do

VIR Information Integrator

OmniFind Edition

[jiil Cellzctions. | | & External Sources

H System | | Security | [ Search Customizer

l:?Zh_clg Out OH_E'E = mahout

Collections F IBMCIF : Crawl F Create Crawler b Crawler type : Notes

ﬂ FFQMO203I All documents in the selected databases will be crawled.

FFQMO209I All documents in the selected databases will be crawled.

FFQMOZ09I All documents in the selected databases will be crawled,

Select Notes Documents to Crawl
Help for this page ]

% To crawl directories, select one or more directory names, select the eption to crawl all decuments and click Apply.

If you select mare than one database name, select the option to crawl all decuments and click Apply.
If you select a single database, you can use a wildcard character (¥) to specify view and folder names, Click Search for views and folders to populate the Available views

and folders list, then select items to add to the Views and folders to crawl list. Repeat until all of the views and folders that you want to crawl are in the Views and folders
to crawl list, and click Apply.

..

Important: Repeat this process as needed to select the content to crawl from each directory or database.
Far each directery or database, you must select content to crawl, or the directory or database will not be crawled,

Content to crawl

Select Database or directory name * Applied
v] Training Crawl all documents
Offerings(TrainingOffzrings.nsf) @ @

Marketing @

Documents(mark_doc.nsf]

CorporateMews(Cerporat.nsf] @ s
pply
< il ] 2 |

[ Back |[ mext || Finish |[ cancel |
]

Figure 4-17 Select Notes Documents to Craw/
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E Enterprise Search Administration - Mozilla Firefox i m
File Edit View History Bookmarks Tools Help

||:| http: //bonnie.itsosj.sanjose. ibm. com/ESAdmin/rawiNotes.do

VB EGR Information Integrator

OmniFind Edition = b

L;:pExternal Sources Search Customizer = mAbout

g System | ﬁ&ecung @Z‘Lng Outl 0H_E|E

Collections b IBMCIF : Crawl b Create Crawler b Crawler type : Notes

Select Individual Notes Data Sources to Configure
Help for this page )
with =ach data source in the crawl space, you can select:
#* Use crawl space options: Select this check bex to use options that apply to the entire crawl space.
Clear this check box to configurz options for a specific directory, database, visw, or folder,

* Edit security: If security is =nabled for the collection, you can contral access to documents that this crawler crawls,
#* Edit options: You can specify eptions for crawling and searching each data source, For example, you can exclude certain fields from the crawl space.

# Edit Crawl Space Options

A ]
Sp::: ;I:t»i\;ln; Edit security  Edit options Database or directory name Data source name Display name
v Training [&ll Documents] [4ll Documents]
li‘ . Offerings(TrainingOfferings.nsf) 41
li‘ Marketing [&ll Documents] [&ll Documents]
Documents{mark_doc.nsf)
li‘ CaorporateMews|Corporat.nsf) [4ll Documents] [4ll Documents] |

[ Back |[ nest | Fin[;h [ cancel |

Figure 4-18 Select Individual Notes Data Sources to Configure
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w Enterprise Search Administration - Mozilla Firefox

File Edit View History Bookmarks Tools Help

||:| http: //bonnie.itsosj.sanjose.ibm.com/ESAdmin fcrawiMotes.do

VBV CEN Information Integrator

OmniFind Edition
[anilec:innsl | &»External Sources | H System | 13 Security

Search Customizer

lﬁZ‘Lug Dutl G)H_elgl = mabhout

Collections # IBMCIF : Crawl P Create Crawler F Crawler type : Notes

0 FFQMO136E Options that apply te the entire crawl space are in effect. To configure options for a specific data source, clear the Use crawl space options check box, then
click Edit options.

Select Individual Notes Data Sources to Configure

Help for this page 5

with each data seurce in the crawl space, you can select:
# Use crawl space options: Select this check box to use options that apply to the entire crawl space.
Clear this check box te configure options for a specific directery, database. view, or folder,
* Edit security: If security is enabled for the callection, you can control access to documents that this crawler crawls,
* Edit options: You can specify optiens for crawling and searching each data source, For example, you can exclude certain fields from the crawl space.

# Edit Crawl Space Options
:

Use crawl . ‘

: Edit security Edit options Database or directory name Data source name Display name
space options

lE‘ Training # [All Documents]

Offerings(TrainingOfferings.nsf)

lE‘ Marketing [All Documents] [All Documents]

[All Documents]

Decuments{mark_doc.nsf)

Figure 4-19 Edit Crawl Space Options
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File Edit View History Bookmarks Tools Help

||:| http: ffbonnie.itsosj.sanjose.ibm.com/ESAdmin forawiMNotes. do

VTR Information Integrator

OmniFind Edition

[}Ex:emal Sources | H System | 1% Security

= mAbout

%jSean:h Customizer WZ‘LE Out | 0H_E|E

Options for the Entire Notes Crawl Space
Help for this page [

Specify options te be the default settings for crawling and searching zll of the documents in this crawl space,
including eptiens for enfercing decument-level security (if security is enabled for the collection),

 Fields to crawl

Crawl all fields except
SN Display name e ol Commer® Sortable Pommelnic Seah Docmet
O an Oar Oan Oan Oan Oan Oan Oan
[Title | [rize ] O ] L] O
EveneTids | e ] O o o O
Subject o | oD o o O
[Body | [Bogy | [l O O
[Mizsion | [y ] ¥l | .|
From | e ] 0D, 0 O O
Author 7 Creator ] El = E E E
Kewors | [Cossenes | o o o O
@ cemsenes | [Catsenss O o O O
_ ;El'ﬂﬂoomName |organization El El El El
TezmName | |oreznization ] Fl F Fl Fl

Figure 4-20 Options for the Entire Notes Crawl Space 1/2
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& Enterprise Search Administration - Mozilla Firefox E]@a
File Edit View History Bookmarks Tools Help

IJ_| http: //bonnie.itsosj.sanjose.ibm.com/ESAdmin/fcrawMotes.do |‘ | [

T Automatic language detection
Language to use:

English [V]

 Document sttachments

Enable attachment crawling
r Types of attachments

® Types of attachments to exclude

|

O Types of attachments to include

Metadata source to use:
Database fisld [V]

r Plain text and unknown document types

Select the code page to use when autematic detection is not selzcted
ar when the code page cannot be determined.

Automatic code page detection
Code page to use:

150-8859-1 (]

 Document-level security (available only if collection security is enablad)

(Validate current credentials during query processing )

Recommendation: For maximum security, combine this epticn with the eptien te index database and server access control lists,

Options for indexing access controls

(8) Indexdatabase and server access control lists )

Recommendation: For maximum security, combine this option with the option to validate current credentials.,

() Indexaccess controls based on security tokens
(7) Indexaccess controls based on fisld values
() Index access contrals based on field values and security tokens

() Do not index document-level access controls

(o
Figure 4-21 Options for the Entire Notes Crawl Space 2/2

» DB2 Content Manager crawler

Figure 4-22 on page 324 through Figure 4-34 on page 335 describe the
creation and configuration of the DB2 Content Manager crawler.

After logging in to the administration console, select the Collections view,
and under the Crawl tab, click Create Crawler, as shown in Figure 4-22 on
page 324. Select DB2 Content Manager for Crawler type and click Next in
Figure 4-23 on page 324.
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Provide details of the DB2 Content Manager crawler in Figure 4-24 on

page 325, such as the Crawler name (IBM Support) and Maximum number of
documents to crawl (200000). Click Next to provide details of the DB2
Content Manager servers to crawl.

Figure 4-25 on page 326 shows the selected servers to crawl (icmnisdb),
which are obtained by first discovering available servers (" in the Server
name or pattern followed by a click of Search for servers, which lists all
those found with the matching criteria in the Available servers box and then
copying those of interest to the Servers to crawl box). Click Next in

Figure 4-25 on page 326 to specify the DB2 Content Manager Server User
IDs and password to access the server.

Specify the user ID (icmadmin) and Password in the Server User ID box and
click Apply, and then Next, as shown in Figure 4-26 on page 327, to specify
the crawl schedule.

Select the Enable when system starts box, click Apply, and then click Next
in Figure 4-27 on page 328 to select the DB2 Content Manager ltem Types to
crawl.

Figure 4-28 on page 329 shows the selected item types to crawl
(Support_Pubs and Support_TS) obtained by first discovering available item
types (“* in the ltem type or pattern followed by a click of Search for item
types, which lists all those found with the matching criteria in the Available
item types box and then copying those of interest to the ltem types to crawl
box). Click Next in Figure 4-28 on page 329 to configure the individual item

types.

Click Edit security for the Support_Pubs item type, as shown in Figure 4-29
on page 330, to view the default options for the Document-Level security,
which is to Validate current credentials during query processing, and Index
database and server access control lists, as shown in Figure 4-30 on

page 331. Click OK to save any changes made.

Click Edit options for the Support_Pubs item type, as shown in Figure 4-31
on page 332, to view the default options for the Support_Pubs item type, as
shown in Figure 4-32 on page 333 and Figure 4-33 on page 334. Click OK to
save any changes made. Edit the other item type Support_TS as required
(not shown here).

Click Finish in Figure 4-34 on page 335 to complete the creation and
configuration of the DB2 Content Manager crawler.

We can now proceed to create and configure the DB2 crawler in “DB2
crawler” on page 335.
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Figure 4-29 Select Individual DB2 Content Manager ltem Types to Configure
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Figure 4-31 Select Individual DB2 Content Manager ltem Types to Configure
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» DB2 crawler

Figure 4-35 on page 337 through Figure 4-48 on page 347 describe the
creation and configuration of the DB2 crawler.

After logging in to the administration console, select the Collections view,
and under the Crawl tab, click Create Crawler, as shown in Figure 4-35 on
page 337. Select DB2 for Crawler type and click Next in Figure 4-36 on
page 337.

Provide details of the DB2 crawler in Figure 4-37 on page 338, such as the
Crawler name (Support Locations) and Maximum number of documents to
crawl (200000). Click Next to select the DB2 database type. Select Local or
cataloged databases and click Next in Figure 4-38 on page 339 to select the
DB2 databases to crawl.

Figure 4-39 on page 339 shows the selected databases to crawl (SAMPLE)
obtained by first discovering available databases ("’ in the Database name or
pattern followed by a click of Search for databases, which lists all those
found with the matching criteria in the Available databases box and then
copying those of interest to the Databases to crawl box). Click Next in

Figure 4-39 on page 339 to specify the DB2 Database User IDs and
password to access the database.
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Specify the User ID (icmadmin) and Password in the Database User ID box
and click Apply, and then Next, as shown in Figure 4-40 on page 340 to
proceed to specify the crawl schedule.

Select the Enable when system starts box, click Apply, and then click Next
in Figure 4-41 on page 341 to select the DB2 tables to crawl.

Figure 4-42 on page 342 shows the selected tables to crawl
(ADMINISTRATOR.PROJECT and Support Locations) obtained by first
discovering available tables (* in the Schema name or pattern and Table
name or pattern, followed by a click of Search for tables, which lists all those
found with the matching criteria in the Available tables box and then copying
those of interest to the Tables to crawl box). Click Next in Figure 4-42 on
page 342 to configure the individual tables.

Since we are not going to use event publishing, click Next in Figure 4-43 on
page 343.

Click Edit options for the ADMINISTRATOR.PROJECT table (not shown
here) to view the default options for this table. Modify the options as desired,
as shown in Figure 4-45 on page 345, and click OK to save any changes
made.

Click Edit security for the ADMINISTRATOR.PROJECT table (not shown
here) to view and modify the default options for the Document-Level security,
as shown in Figure 4-46 on page 346. In particular, select MAJPROJ from
the Field to use for access control drop-down list and click OK to save the
changes.

Click Finish in Figure 4-47 on page 347 to complete the creation and
configuration of the DB2 crawler.

Figure 4-48 on page 347 shows the status of all the crawlers defined in the
IBMCIF collection.

We can now proceed to crawl the data sources in the IBMCIF collection, as
described in “ASTEP4c: Crawl the data sources” on page 348.
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Figure 4-48 Status of all crawlers defined in the IBMCIF collection
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ASTEP4c: Crawl the data sources

In this step, the we initiate a full crawl of the data sources crawled by the Notes,
DB2 Content Manager, and DB2 crawlers. Figure 4-49 on page 349 through
Figure 4-66 on page 363 describe the steps involved. Click the Crawl icon for the
IBMCIF collection in the Collections view in Monitor mode, as shown in

Figure 4-49 on page 349, to view the crawlers defined for this collection in
Figure 4-50 on page 349.

Attention: When running crawlers in OmniFind V8.4, we strongly recommend
that you run the parser at the same time. This is because a file queue is used
to store crawled data instead of a DB2 table used in OmniFind V8.3. The file
queue can fill up if the parser is not used to parse and delete the documents in
the file queue while the crawler is running.

The Notes, DB2 Content Manager, and DB2 crawlers can now be started as
follows:

» Notes data sources

Start the crawler session by clicking the start icon for the IBM Offerings
crawler, as shown in Figure 4-50 on page 349. Once the Status icon turns
green, click Details, as shown in Figure 4-51 on page 350. Start a full crawl of
the TrainingOffering.nsf database by clicking the appropriate icon, as shown
in Figure 4-52 on page 351. Monitor the status of the crawl by clicking the
Refresh button intermittently, until the completion of the crawl, as shown in
Figure 4-53 on page 352. The Status icon turns green.

Repeat this process for the mark_doc.nsf and Corporat.nsf databases, as
shown in Figure 4-53 on page 352 through Figure 4-56 on page 355

Note: We stopped the crawler to conserve resources in our constrained
environment.

We can now start a full crawl of the DB2 Content Manager data sources as
described in “DB2 Content Manager data sources” on page 355.
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» DB2 Content Manager data sources

Start the crawler session by clicking the start icon for the IBM Support crawler,
as shown in Figure 4-57 on page 356. Once the Status icon turns green, click
Details, as shown in Figure 4-58 on page 356. Start a full crawl of the
icmnlsdb database by clicking the appropriate icon, as shown in Figure 4-59
on page 357. Monitor the status of the crawl by clicking the Refresh button
intermittently, until the completion of the crawl as shown in Figure 4-60 on
page 358. The Status icon turns green. Click Details to view statistics about
the crawled item types Support_Pubs and Support_TS in Figure 4-61 on
page 359.

Note: We stopped the crawler in Figure 4-62 on page 360 to conserve
resources in our constrained environment.

We can now start a full crawl of the DB2 data sources, as described in “DB2
data sources” on page 360.
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Successful completion of the crawl of DB2 Content Manager data sources 1/2
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Figure 4-62 Successful completion of the crawl of DB2 Content Manager data sources 2/2

» DB2 data sources

Start the crawler session by clicking the start icon for the IBM Support crawler,
as shown in Figure 4-63 on page 361. Once the Status icon turns green, start
a full crawl of the SAMPLE database by clicking the appropriate icon (not
shown here). Monitor the status of the crawl by clicking the Refresh button
intermittently, until the completion of the crawl, as shown in Figure 4-64 on
page 361. The Status icon turns green. Click Details to view statistics about
the crawled ADMINISTRATOR.DEPARTMENT, as shown in Figure 4-65 on
page 362.

Note: We stopped the crawler in Figure 4-66 on page 363 to conserve
resources in our constrained environment.

We can now proceed to configure the categories for the IBMCIF collection, as
described in “ASTEP4d: Configure the categories” on page 364.
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Figure 4-63 Start crawler session for the DB2 crawler
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Figure 4-65 Successful craw! of DB2 data sources 1/2
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ASTEPA4d: Configure the categories

In this step, we define the category tree® designed for the IBMCIF collection, as
shown in Figure 4-67, in order to enable users to search a subset of the
collection by specifying the category name.

Corporate News

Products

Software
Hardware
Peripherals
Storage

Services

Technical Services
Training

Financing

Business Consulting

Solutions
Industry

Aerospace
Automotive
Financial
Technology Domain
Business Intelligence
Content Management
Customer Relationship Management

Support

Troubleshooting
Publications

Figure 4-67 Category tree for the IBMCIF collection

Users will be able to select a category in the search results and browse only the
documents that belong to the selected category. When users search a category,
or browse documents that belong to a category when they browse search results
— the fact that a document belongs to multiple categories enhances the
likelihood that users will find it. Briefly:

» If a user searches a high-level category, that category and all of its
subcategories are searched for documents that match the search criteria. If a
user searches a category that has no additional subcategories, only that
category is searched.

» If a user is browsing search results and selects an option to browse
documents that belong to a specific category, only the documents in that
category are displayed. The names of any subcategories are also displayed in

SA category tree, which is also called a taxonomy, is arranged in a hierarchy. The tree starts with the
root category, and all other categories stem from the root category. You can nest any number of
categories and subcategories to provide users with different choices for browsing and retrieving
documents. For example, if a document passes the rules in several categories, it is associated with
all of those categories.
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the search results, so that the user can navigate between categories and view
subsets of documents at a time.

Note: You also use the category tree to delete categories from the collection
and to change the rules for associating documents with categories. When you
edit a category, you can rename the category, add or delete categorization
rules, or modify the content of individual rules. If you change categories or
category rules after you crawl data and create an index for a collection, the
index becomes inconsistent. To ensure the accuracy of search results,
re-crawl all documents in the collection and rebuild the main index.

Figure 4-68 on page 366 through Figure 4-85 on page 376 describe the steps in
creating some of the categories shown in Figure 4-67 on page 364, with the
intention that the steps could easily be extrapolated by the reader to include all
the categories designed.

From the Collections view for the IBMCIF collection in Edit mode, under the
Parse tab, click Configure the category tree, as shown in Figure 4-68 on
page 366. On the Category Tree page, select the location® in the tree (root)
where you want to add a category and click Create a category, as shown in
Figure 4-69 on page 367.

A wizard opens to help you specify rules for associating documents with the new
category. Specify the Category name (Corporate News) and click Next, as
shown in Figure 4-70 on page 367. On the Create Category Rules page, click
Add Rule, as shown in Figure 4-71 on page 368, and then type a unique name
for the rule in the Rule name (News) field, as shown in Figure 4-72 on page 368.
This name must be unique across all categories in the collection. Specify the rule
that you want to use for associating documents with this category. To use the URI
of a document to determine whether the document belongs to the category, click
URI pattern and then specify the URI pattern (*Corporat.nsf*) in Figure 4-72 on
page 368; if the text that you specify exists in the URI, the document is
associated with the category. Click OK in Figure 4-72 on page 368, and then
Finish in Figure 4-73 on page 369 to complete the definition of the Corporate
News category. Repeat the process to create the Products category

Figure 4-74 on page 369 through Figure 4-76 on page 370 show the creation of
the Products category without the creation of a rule. This is because the
Products category will have subcategories defined with the appropriate rules.
The Product category then inherits the rules of all its subcategories.

4 f you select the root, the new category is created at the root level. If you select a category name,
the new category is nested below the selected category in the category tree.
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To create subcategories for the Products category, select the Products category
in the navigation pane and click Create a category, as shown in Figure 4-77 on
page 371. On the Create a Category page, specify the Category name
(Hardware) and click Next, as shown in Figure 4-78 on page 371. In Create a
Category Rule in Figure 4-79 on page 372, to determine whether a document
belongs to the category by querying searchable content, select Document
content, select the language (English) of the documents from the Default query
language drop-down list, and then specify the words and phrases (Products >
Hardware >) that must or must not appear in the document content. You express
the rule in the same format as a query, but only the include (+), exclude (-),
phrase (* ), and field name (field_name:) query operators are allowed. N-gram
segmentation is not supported with content rules. If a document includes or
excludes the words that you specify, the document is associated with the
category. Click OK in Figure 4-79 on page 372, and then Finish in Figure 4-80
on page 372 to complete the addition of the Hardware category to the Category
Tree page, as shown in Figure 4-81 on page 373.

This process is repeated until all the categories and subcategories are defined.
Figure 4-82 on page 374 shows the partial category tree defined for the IBMCIF
collection.
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Figure 4-68 Configure the category tree
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Figure 4-72 Add Rule for Corporate News category 2/3
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Figure 4-79 Add Rule for Hardware category under the Products category 1/2
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Figure 4-82 Partial category tree for the IBMCIF collection

ASTEPA4e: Parse the crawled data

Figure 4-83 on page 375 through Figure 4-85 on page 376 describe the steps in
parsing the crawled data of the IBMCIF collection.

From the Parse tab in Monitor mode, start the parser by clicking the start icon, as
shown in Figure 4-83 on page 375. After the Status icon turns green, you can
monitor the progress of parsing by clicking Details, as shown in Figure 4-84 on
page 375. Periodically click the Refresh button until the parser completes
processing, as shown in Figure 4-85 on page 376. Review the parsing statistics.

We can now proceed to build the main index, as described in “ASTEP4f: Build
the main index” on page 376.
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Figure 4-85 Parser execution completion status

ASTEPA4f: Build the main index

From the Index tab in Monitor mode, start the main index build by clicking the
start icon, as shown in Figure 4-86 on page 377. Periodically click the Refresh
button until the index build completes processing, as shown in Figure 4-87 on
page 378. Review the index statistics.

We can now proceed to configure the security settings for the IBMCIF collection,
as described in “ASTEP4q: Define security settings” on page 378.
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ASTEPA4g: Define security settings

In this step, we configure the search application to access the IBMCIF collection,
as described in Figure 4-88 on page 379 through Figure 4-92 on page 381.
Since the IBMCIF collection is only accessible by authorized employees, the
Default search application is restricted from accessing it (we chose to delete it),

and a new search application IBMCIF is defined that has access to only the
IBMCIF collection.
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Note: We stayed with the defaults for identity management component
(enabled) and single sign-on (enabled for all data source types) for the IBMCIF
collection, and therefore do not show the relevant screen captures here. Refer
to Figure 2-61 on page 120 through Figure 2-63 on page 121 for the screen
captures associated with defining IMC and single sign-on.

Unless specific action is taken, the Default search application name
automatically has access to the IBMCIF collection. This is desirable at least until
one has tested the IBMCIF collection using the sample search Web application
or portlet. After successful testing, you can disable access to the IBMCIF
collection by the Default search application name (we chose to delete it, as
shown in Figure 4-91 on page 381). A new search application IBMCIF is given
access to the IBMCIF collection (Figure 4-89 on page 380 through Figure 4-90
on page 380).

Figure 4-92 on page 381 shows the single search application IBMCIF defined in
the system.

We can now proceed to query the IBMCIF collection, as described in 4.3.5,
“ASTEPS5: Query IBMCIF collection” on page 382.
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Figure 4-88 Configure search applications
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Figure 4-90 Add a Search Application IBMCIF with access only to the IBMCIF collection
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4.3.5 ASTEPS5: Query IBMCIF collection

In this step, we query the IBMCIF collection using the (unmodified) sample
search Web application, the (unmodified) Search Application Customizer, and a
modified sample search portlet application specifying the IBMCIF search
application ID.

This section describes the following:

» Why there is a need for a modified sample search application/portlet
» Using the (unmodified) sample search Web application

» Using the modified sample search portlet

Why there is a need for a modified sample search
application/portlet

The reasons for requiring a search application/portlet other than the sample
search application/portlet provided are as follows:

» The IBMCIF collection has three data sources (Notes Domino, DB2 Content
Manager, and DB2) with document-level security, IMC (DB2 Content
Manager), and single sign-on (Notes Domino) enabled. Single sign-on and
IMC are not supported for a DB2 crawler.

» Individual documents in DB2 need to be accessible only to authorized
employees. This requires:

— Each document crawled in DB2 to be associated with one or more specific
security tokens during the crawl.

Typically, these security tokens would be strings that represent user
groups, rather than individual user IDs.

For certain data sources, such as Notes Domino and DB2 Content
Manager (but not DB2), OmniFind can capture the access control lists
during the crawl. For DB2, however, it is up to the OmniFind administrator
to capture this information, most probably with a Crawler plug-in.

Note: For the DB2 data source in the IBMCIF collection, we chose to
extract the security token from the MAJPROJ field in the
ADMINISTRATOR.PROJECT table rather than write a crawler plug-in,
as shown in Figure 4-46 on page 346.

— The search application to present one or more security tokens to the
search runtime in the USC string for it to be matched with tokens stored in
the enterprise search index.
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For certain data sources, such as Notes Domino and DB2 Content
Manager (but not DB2), IMC can extract the groups and build the USC
string for you. For DB2, however, it is up to the search application
developer to write their own code to extract the appropriate groups for the
user and build the USC string with that information; most probably by
looking up a user registry that holds information about users and
associated groups for that data source.

Note: For the DB2 data source in the IBMCIF collection, we defined the
groups associated with the user in the LDAP repository (Tivoli Directory
Server), and then had the search application look up the LDAP and
build the USC string.

» The sample search Web application and sample search portlet do nof provide
a mechanism to build the USC string for data sources with no single sign-on
or IMC support.

Attention: We did not modify the sample search application to address these
issues due to time constraints.

We did modify the sample search portlet with user group lookups for DB2 to
enable us to access the IBMCIF collection in a completely secure manner. A brief
description of the implementation in the sample search portlet follows.

DB2 data source security token implementation

As mentioned earlier, to implement the DB2 data source security requirements,
we need to capture security tokens during the crawl, and have the search
application build the USC string with the security tokens.

» Capture security tokens during crawl

As mentioned earlier, we configured the DB2 crawler to extract the security
token from the MAJPROJ field in the ADMINISTRATOR.PROJECT table in
the Index access controls based on field values field, as shown in Figure 4-46
on page 346. Other crawled tables did not have the security tokens extracted.

» Build USC string by search application

The USC string structure is shown in Figure 4-93 on page 384 with the three
broad elements as follows:

— Security tokens

The tokens stored here are common to all the data sources. These tokens
are matched against all the entries in the enterprise search index
regardless of the data sources from which they originated.
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— SSOtoken
This only applies to data sources that support single sign-on.
— Identity

A multiple of these (one per domain). The “type” attribute specifies the
domain, such as Notes and Windows. There can be multiple groups
associated with the user name associated with each domain. This is the
section of the USC populated by IMC.

Security tokens
SSOtoken

Identity Identity Identity
o type o type * type
® username ® username e username
e password ® password e password
e group1 e group1 e groupi
e group2 ® group2 ® group2
o... O oo e ..
e groupn ® groupn e groupn

Figure 4-93 USC string structure
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The sample search portlet must populate the “Security tokens” portion of the
USC with the DB2 groups for the sample search portlet user. The groups from
which DB2 tokens are derived, such as token-personal and token-automotive,
are stored in the Tivoli Directory Server, as shown in Figure 4-94. Users
added to those groups will have a token corresponding to the group name.
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b e e stiies Manage groups Logfiles Help
» [E3 Server administration Select realm
» (E3 Proxy administration itso_realm v View groups
» (Z3 Schema management
» [E3Directory management ErlEs
[ e olocatvous sy camse el Add._ | | Edit. | | copy.. | [ Delete |
» (E3Realms and templates ER e R —— Select Action —- +|| Go
- Users and groups
a Select Group name =
DA:: user .
O wcmadmins
D Manage users .
B O wpsadmins
i © wpsContentAdministrators
B o) wpsDocReviewers
@] DB2CM
[ token-doc
O token-property
O token-automotive
© token-personal
O token-ad3100
() token-ma2110
Page 1 of 1 Total: 11 Filtered: 11 Displayed: 11
Close

Figure 4-94 DB2 user groups in Tivoli Directory Server

The sample search portlet was modified to retrieve the logged in user’s
associated DB2 groups from the Tivoli Directory Server (TDS) and append
them to the Security tokens section of the USC. Specifically, the
IdentityManagementHelper class of the ESSearchPortlet must be modified to
obtain the DB2 groups from the TDS (done by WebSphere Portal) and
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populate the USC with the security tokens. The (unmodified) sample search
portlet provides the full DN of groups as security tokens, which cannot be
used to match the security tokens stored in the document during the crawl
operation. The modified code highlighted in Example 4-1 on page 387 calls
the Portal User Management API (PUMA), which in turn retrieves the list of all
DB2 groups from the TDS, extracts the relevant portion of it as a security
token, and then appends them to the Security tokens section of the USC. For
example, with a group with DN of "cn=token-test,cn=groups,ou=itso,o=ibm",
the modified code extracts the token called "TEST". The initialization of the
USC string is performed in the IdentityManagementHelper class by method
createPortalldentity. Example 4-1 on page 387 shows the entire
createPortalldentity method in the ldentityManagementHelper class with the
highlighted modified code.The modified code filters the list of current user
groups that the PUMA call returns to only those starting with “token-". It then
extracts the string following “token-" and folds it to uppercase. This then
becomes the security token, which it appends to the “Security tokens” portion
of the USC.

Note: By using PUMA in the IdentityManagementHelper class, we
leveraged WebSphere Portal’s LDAP access without having to directly
access the LDAP and provide configuration and credentials to do so.

The ldentityManagementHelper class is used in both the sample search
application as well as the sample search portlet. However, when it is called
from the sample search porilet, it verifies SSO groups in the portal, which
is where the code was modified.

This implicit LDAP access and SSO group verification does not occur in the
sample search application. Therefore, you have to replace PUMA calls with
JNDI/LDAP calls that directly access the LDAP, and pass the necessary
configuration and credential information. This is a non-trivial task,
especially when nested groups need to be supported.
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Example 4-1 Modified code to populate Security tokens portion of the USC string from TDS groups

* The IdentityManagementHelper class provides all the functions required to support
* the OmniFind Identity Management components to the Struts IdentityManagementAction.

private void createPortalldentity(

HttpServietRequest request,

SecuredDataSource datasource)

throws Exception {

if (PortletApiUtils.getUtilsInstance() !'= null) {
if (logger.isLoggable(Level.INFO)) {

logger.info("createPortalldentity - entered");

}

Identity identity = new Identity();
identity.setDomain(datasource.getId());
identity.setType(datasource.getType());
identity.setProperties(datasource.getProperties());
identity.setProperty (IDENTITY_ENABLED, "true");

RunData runData = RunData.from((PortletRequest) request);
User portalUser = runData.getUser();
if (logger.isLoggable(Level.INFO)) {
logger.info("createPortalldentity - portal user: " + portalUser.getId());

identity.setUsername(portalUser.getId());

List portalGroups = portalUser.getGroups();
String[] groups = new String[portalGroups.size() + 2];
// let's add the portal username as well
groups[0] = portalUser.getld();
// default group since we know this user has been authenticated
groups[1] = "all authenticated portal users";
for (int i = 0; i < portalGroups.size(); i++) {
Group group = (Group) portalGroups.get(i);
groups[i + 2] = group.getId();

if (logger.isLoggable(Level.INFO)) {
Togger.info("createPortalldentity - group: " + groups[i]);
}

}

// add the generated group information to the identity
identity.setGroups (groups);

// add the Identity to the Hashtable

String key = datasource.getId() + "_" + datasource.getType();
this.identities.put(key, identity);

// NEW CODE START

Vector tokens = new Vector():
// Pattern probably should be configurable in portlet properties.
Pattern p = Pattern.compile("cn=token-([~,]+),.*");
// now let's add them as native tokens, if they match
for(Iterator i = portalGroups.iterator(); i.hasNext();) {
Group g = (Group) i.next();
String groupdn = g.getId();
Matcher m = p.matcher(groupdn);
if(m.matches()) {
String token = m.group(1l).toUpperCase();
tokens.add(token) ;
if (logger.isLoggable(Level.INF0)) {
logger.info("createPortalldentity - token: " + token);
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}

}

if(tokens.size() > 0) {

}

this.context.setNativeTokens((String[])tokens.toArray(new String[tokens.size()]));

// NEW CODE END

if (logger.isLoggable(Level.INFO)) {

logger.info("createPortalldentity - returning");

Using the (unmodified) sample search Web application

Since the IBMCIF collection can only be accessed by the IBMCIF search
application, we need to modify the config.properties file applicationName
property to IBMCIF, as shown in Example 4-2.

Example 4-2 config.properties file contents

# Search Application
applicationName=IBMCIF

# SSO related values

# The ssoCookieName corresponds to the name of the HTTP header
# that contains the Single Sign On cookie value.
ssoCookieName=LtpaToken

.........

.......

Note: Since the sample search application was not modified to support the
DB2 security tokens, the search results from the sample search application
will not include documents that have security tokens associated with them.

The objective of this section is to show the categorization functions
implemented in this scenario, with the full knowledge that certain DB2
documents with security tokens may not appear in the search results.

Figure 4-95 on page 390 through Figure 4-103 on page 397 describe the user
interactions searching the IBMCIF collection.
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Log in to the modified sample search Web application with the esadmin user ID
(Figure 4-95 on page 390). Since IMC and SSO are enabled, the search runtime
prompts the user for the DB2 Content Manager icmnilsdb domain credentials, as
shown in Figure 4-96 on page 390. Provide the credentials and click Apply,
which takes you to the search window (Figure 4-97 on page 391). Since single
sign-on support for Notes Domino is enabled, no prompts are presented for it, as
the search runtime has the required credentials in the LTPA token.

Note: Since DB2 is not supported by IMC and single sign-on, there are no
prompts for it either.

Click the Preferences link in Figure 4-97 on page 391 to view and modify the
default preferences as required. Figure 4-98 on page 392 shows a number of
options that can be modified for the search session, including inclusion of quick
links, the data sources to be searched, file types to be excluded/included,
number of results per page, and whether synonyms should be searched for. Also
by default, if multiple collections exist, the (modified) sample search application
automatically searches across all the collections using a “remote” federator. In
this case, only a single collection IBMCIF has been defined, and therefore only
the IBMCIF collection appears in the list of choices in the Preferences window
along with its corresponding data sources Notes, DB2 Content Manager, and
DB2. Click Apply to save the choices made.

Figure 4-99 on page 393 shows the search results (56 documents) for the string
“‘ibm”, which has results from all the three data sources with the possible
exclusion of DB2 documents that have security tokens associated with it. Click
the Category Tree tab in Figure 4-99 on page 393 to view the category tree
associated with the IBMCIF collection, as shown in Figure 4-100 on page 394.
Expand the Products category and select the Software subcategory in the
navigation pane, and click Search for “ibm”, which shows the results in

Figure 4-101 on page 395.

Figure 4-102 on page 396 shows the search results for the string “ibm” in the
Storage subcategory.

Figure 4-103 on page 397 shows the results of clicking Show Details in the
search results, which also highlights the categories to which a particular
document in the search results belongs.
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Figure 4-103 Detailed search results for “ibm” in the Corporate News and Storage
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Using Search Application Customizer

In this step, we describe the use of the Search Application Customizer to search
the IBMCIF collection.

Note: Since the sample search application was not modified to support the
DB2 security tokens, the Search Application Customizer search results will not
include documents that have security tokens associated with them.

The objective of this section is to show the Search Application Customizer’s
ability to modify the configuration properties during testing, with the full
knowledge that certain DB2 documents with security tokens may not appear in
the search results.

Figure 4-104 on page 399 through Figure 4-106 on page 400 describe the
interactions involved.

When the Search Application Customizer is invoked from a Web browser
(http://bonnie.itsosj.sanjose.ibm.com/ESSearchApplication/palette.do), it
displays Figure 4-104 on page 399 with an error message “You must select at
least one collection or external source to search.” This is because the Search
Application Customizer is configured by default to use the Default search
application, which does not have access to the IBMCIF collection.

Expand the Server settings in the navigation pane to confirm that this is the
case, as shown in Figure 4-104 on page 399.

Modify the Search application name to IBMCIF, as shown in Figure 4-105 on
page 399. Click Apply and re-issue the search request to view the search
results, as shown in Figure 4-106 on page 400.

You must click Save to save the changes made to the configuration properties.
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Figure 4-106 Search results for “ibm”

Using the modified sample search portlet

In this step, we used the modified sample search portlet to access the IBMCIF
collection. Appendix A, “Install Sample Search application portlet” on page 431
describes the installation of the sample search portlet in WebSphere Portal

Server.

Figure 4-107 on page 402 through Figure 4-1
interactions searching the IBMCIF collection.

14 on page 407 describe the user

After logging in to the WebSphere Portal with the wpsadmin user ID

(Figure 4-107 on page 402), invoke the modified sample search portlet by
clicking the OmniFind-AlIX tab, as shown in Figure 4-108 on page 402. Since
IMC and SSO are enabled, the search runtime prompts the user for the DB2
Content Manager icmnlsdb domain credentials, as shown in Figure 4-109 on
page 403. Provide the credentials and click Apply. Since single sign-on support

400

IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



for Notes Domino is enabled, no prompts are presented for it, as the search
runtime has the required credentials in the LTPA token.

Note: Since DB2 is not supported by IMC and single sign-on, there are no
prompts for it either.

Click the Preferences link in Figure 4-110 on page 403 to view and modify the
default preferences as required. As mentioned earlier, Figure 4-111 on page 404
shows a number of options that can be modified for the search session, including
inclusion of quick links, the data sources to be searched, file types to be
excluded/included, number of results per page, and whether to search for
synonyms. Also by default, if multiple collections exist, the (modified) sample
search application automatically searches across all the collections using a
“remote” federator. In this case, only a single collection IBMCIF has been
defined, and therefore only the IBMCIF collection appears in the list of choices in
the Preferences window along with its corresponding data sources Notes, DB2
Content Manager, and DB2. Click Apply to save the choices made.

Figure 4-112 on page 405 shows the search results for the string “ibm”, which
has results from all three data sources.

Click Category Tree link in Figure 4-112 on page 405 to view the category tree
associated with the IBMCIF collection in Figure 4-113 on page 406. You can
expand the appropriate categories in the navigation pane and click Search to
view the search results for the chosen categories (this is not shown here).

Figure 4-114 on page 407 shows the results of clicking Show Details in the
search results, which also highlights the categories to which a particular
document in the search results belongs.

Note: At this point, we have the functional requirements met for the enterprise
search solution for IBM. Further tests, measurements, and tuning need to be
performed to ensure that the solution fully addresses the capacity and
workload requirements as well.
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Merger of SMB and
medium-size organizations

In this chapter, we describe the development of a custom federation portlet that
searches the NWINSURANCE, GENINSINFO, and CUSTINFO collections
spanning the Windows and Linux platforms as a consequence of the merger of
the Northwest Insurance and SEQUOIA General insurance companies.

The topics are:

» Remote and local federators

» Custom federation portlet

» Search queries using the federatedsearch portlet
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5.1 Introduction

As the first steps towards its plans to expand through acquisitions of other
insurance companies in different geographic markets and domains,. such as
auto insurance and home insurance, Northwest Insurance acquired Sequoia
General. This would promote opportunities for cross selling products in each
others customer base, and acquiring new customers with a broader set of
product offerings.

An important requirement to achieve this objective was to integrate the
enterprise search solutions implemented in each environment, such that a single
suitably authorized user in the merged organization could seamlessly access
relevant documents regardless of whether the information resided in the Sequoia
General’s enterprise search system or Northwest Insurance’s enterprise search
system. Fortunately, both organizations had chosen to implement the IBM
OmniFind Enterprise Edition V8.4 enterprise search solution, albeit one on a
Windows 2003 platform and the other on a Linux Red Hat platform.

IBM OmniFind Enterprise Edition’s local and remote federator functionality in its
Search and Index API (SIAPI) makes this integration quite simple.

IBM OmniFind Enterprise Edition provides several sets of Java application
programming interfaces (APIs) for enterprise search so that you can customize
search or administration applications, modify crawled documents, or set up an
identity management component. The enterprise search implementation of
SIAPI allows the search server to be accessed remotely. The search server
stores the collection data for the enterprise search system. With these APls, you
can create applications that submit search requests across multiple collections
stored in different servers, process search results, or browse taxonomy trees.
You can also use the SIAPI to create administration applications to administer
collections and enable indexes to be searched. For detailed information about
SIAPIs, refer to IBM OmniFind Enterprise Edition Version 8.4 Programming
Guide and API Reference for Enterprise Search, SC18-9284.

In the following sections, we provide a brief overview of IBM OmniFind Enterprise
Edition’s local and remote federator functionality, the implementation of a custom
federation portlet that federates over the NWINSURANCE, GENINSINFO, and
CUSTINFO collections spanning the Windows and Linux platforms, and search
queries using the federatedsearch portlet.
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5.2 Remote and local federators

The SIAPIs support the following types of search tasks:

»

>

>

Searching indexes
Customizing the information that is returned in search results sets
Searching and browsing taxonomies

Searching over several collections as though they were one collection (search
federation)

Viewing results with URIs that you can click and view scoring information
(ranking)

Searching and retrieving documents from a broad range of enterprise data
sources, such as IBM Content Edition repositories and Lotus Notes
databases

The general steps in creating a search application with the SIAPI are as follows:

1.

Instantiate an implementation of a SearchFactory object.
The SearchFactory can then be used to obtain a SearchService object.
Use the SearchFactory object to obtain a SearchService object.

The SearchService object is configured with the connection information that
is necessary to communicate with the search engine.

Obtain a Searchable object.

After you obtain a SearchService object, you can use it to obtain one or more
Searchable objects. Each SIAPI searchable object is associated with one
enterprise search collection. You can also use the SearchService object to
obtain a federator object. A federator object is a special kind of Searchable
object that enables you to submit a single query across multiple Searchable
objects (collections) at the same time. You need to identify your application by
using an application ID.

Issue queries.

The search application passes search queries to the search runtime on the
search server.

Attention: The focus of the custom search portlet is search federation.
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Our custom federation portlet needs to federate over collections stored in two
different servers. We therefore need to use a federator to issue a
federatedsearch request across a set of heterogeneous searchable collections
and get a unified document result set. Search federators are intermediary
components that exist between the requestors of service and the agents that
perform that service. They are coordinate resources to manage the multitude of
searches that are generated from a single request.

IBM OmniFind Enterprise Edition provides two types of SIAPI federators as
follows:

» Local federator

A local federator runs in the client, such as a search portlet, and federates
from the client over a set of searchable objects. A local federator is created by
using the createLocalFederator method from the SIAPI SearchFactory class.
The set of searchable collections on which the query is run is specified when
the federator is created. A subset of searchable objects can also be specified
during search calls. Before you can create a local federator, you must create
or retrieve searchable objects by using a SIAP| SearchFactory. The
searchable object that is passed to the local federator must be ready for
search without any additional information. The local federator uses the
searchable object to issue a federatedsearch request.

» Remote federator

A remote federator federates from a server over a set of searchable objects.
A remote federator is run on the server and consumes server resources. It
can only federate results from the server it is running on (there is no proxy-like
functionality). A remote federator is created by using the getFederator method
from the SearchService class. By default, a remote federator will search and
federate across all collections accessible by the application name specified. It
is also possible to restrict a particular search request to a subset of
accessible collections by passing a string array of collection IDs as a second
parameter to the search method.
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Search federators are SIAPI searchable objects. Multiple-level federation is
allowed. Two levels are shown in Figure 5-1.

Local federator
(federates from the client over a set searchable objects)

-

Remote federator "] Remote federator
(federates from the server over a set searchable objects) (federates from the server over a set searchable objects)

Figure 5-1 Multiple federator levels

5.3 Custom federation portlet

Since we need to develop a federation portlet (FederatedSearch) that federates
over collections in two different servers, we need to define a remote federator for
the Linux platform that federates over the GENINSINFO and CUSTINFO
collections in falcon.itsosj.sanjose.ibm.com, and a local federator that federates
over the remote federator and the NWINSURANCE collection in
nile.itsosj.sanjose.ibm.com on the Windows platform, as shown in Figure 5-2.

Local federator
(federates from the client over a set searchable objects)

-

Remote federator searchable object

NWINSURANCE collection searchable object (federates over GENNSINFO and CUSTINFO collections)

» Host name (nile.itsosj.sanjose.ibm.com) » Host name (falcon.itsosj.sanjose.ibm.com)
* Port (80) * Port (80)
* User name (esadmin) * User name (esadmin)
» Password (******) o Password (******)
For the single searchable object » For searchable object (remote federator)
> Applicationld (NWINSURANCE) = Applicationld (SEQUOIA_secure)
Collection (NWINSURANCE) - Collections (GENINSINFO and CUSTINFO)

Figure 5-2 Federator design for the custom portlet

1 Stacking of local federators is possible, but not recommended.
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Example 5-1 on page 415 (Portlet descriptor), Example 5-2 on page 415
(Portlet.java), Example 5-3 on page 419 (view.jsp), and Example 5-4 on

page 420 (sessionbean.java) show the code developed for the custom federation
portlet. The portlet is configured through portlet properties, which can be set
using Portal Administration windows.

Note: This portlet uses the recommended JSR168 APIs; the IBM Portlet APIs
are deprecated in WebSphere Portal Server V6.

The processing flow is as follows:

1. The portlet descriptor in Example 5-1 on page 415 identifies the name of the
portlet as FederatedSearch, and the portlet-class as
com.ibm.federatedsearch.Portlet. This portlet only handles View mode; the
Help and Edit modes are not configured.

Based on the contents of the portlet descriptor, the doView method (see
Example 5-2 on page 415) of the federatedsearch class is invoked.

2. The doView method uses the SessionBean class for all its search processing,
and the view.jsp to render the results.

a. The getSessionBean method in the doView method creates the local and
remote federators (using information obtained from the portlet
configuration properties file, as shown in Figure 5-3 on page 418), and
sets the user security context (USC) string2 using the LTPAToken (for
QuickPlace and WebSphere Portal), IMC for Windows file system and
Portal Document Manager, and the lookup of the Tivoli Directory Server
LDAP repository for any DB2 group33 associated with the logged in user to
populate security tokens in the USC string.

Note: The federatedsearch portlet assumes that the IMC credentials
(Cloudscape) database has been previously primed with the Windows
file system and Portal Document Manager credentials, and therefore no
IMC credential prompts occur.

b. The doView method then invokes the view.jsp to create the HTML
fragment to be displayed by the portlet container for this portlet.

2 Uses IMC API for the Windows file system, QuickPlace, DB2 Content Manager, Portal Document
Manager and WebSphere Portal. The SSO authentication method is used for QuickPlace and
WebSphere Portal, while IMC prompts are used for authentication information for the Windows file
system, DB2 Content Manager and Portal Document Manager. The DB2 user groups for the
logged in user is obtained by looking up the LDAP repository (Tivoli Directory Server).

3 This is not really required for this example, but is provided as sample code as to how a lookup could
be coded.
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3. The view.jsp generates the HTML form, as shown in Figure 5-6 on page 424,
for the user to enter a search request. When the query is entered by a user,
view.jsp eventually gets control and invokes the createQuery method of the

SessionBean class with the search query, USC string, and connection

information. This method then processes the request and returns the search

results to the view.jsp for rendering.

Note: The FederatedSearchPortlet.war file can be downloaded from the IBM

Redbooks Web site

http://www.redbooks.ibm.com/abstracts/sg247394.htm1?0pen by clicking

Additional Material.

Example 5-1 Portlet descriptor WEB_INF/portlet.xml

<?xml version="1.0" encoding="UTF-8"7>
<portlet-app xmins="http://java.sun.com/xml/ns/portlet/portlet-app_1_0.xsd" version="1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://java.sun.com/xml/ns/portlet/portiet-app_1 0.xsd
http://java.sun.com/xml/ns/portiet/portlet-app_1_0.xsd" id="com.ibm.federatedsearch.FederatedSearchPortlet.245812e7f0">
<portlet>
<portlet-name>FederatedSearch</portlet-name>
<display-name>Federated Search</display-name>
<portlet-class>com.ibm.federatedsearch.Portlet</portlet-class>
<expiration-cache>0</expiration-cache>
<supports>
<mime-type>text/html</mime-type>
<portlet-mode>view</portlet-mode>
</supports>
<portlet-info>
<title>Federated Search</title>
<short-title>FederatedSearch</short-title>
</portlet-info>
</portlet>
</portlet-app>

Example 5-2 Portlet java

package com.ibm.federatedsearch;

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import

java.io.IOException;
util.Iterator;
util.List;
util.Vector;
util.logging.Level;
util.regex.Matcher;
util.regex.Pattern;

java.
java.
java.
java.
java.
java.

javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.

portlet
portlet
portlet

.ActionRequest;

.ActionResponse;
.GenericPortlet;
portlet.
portlet.
portlet.
portlet.
portlet.
portlet.
portlet.

PortletException;
PortletPreferences;
PortletRequest;
PortletRequestDispatcher;
PortletSession;
RenderRequest;
RenderResponse;
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import com.ibm.portal.portlet.service.PortletServiceHome;

import com.ibm.portal.portlet.service.PortletServiceUnavailableException;
import com.ibm.portal.um.Group;

import com.ibm.portal.um.PumaLocator;

import com.ibm.portal.um.PumaProfile;

import com.ibm.portal.um.User;

import com.ibm.portal.um.exceptions.PumaException;

import com.ibm.portal.um.portletservice.PumaHome;

public class Portlet extends GenericPortlet {
public static final String SESSION_BEAN = "SessionBean";

public void init() throws PortletException{
super.init();

public void doView(RenderRequest request, RenderResponse response) throws PortletException, I0Exception {
// Set the MIME type for the render response
response.setContentType(request.getResponseContentType());

// Check if portlet session bean exists. If not it means problems occured during initialization.
SessionBean sessionBean = getSessionBean(request);
if( sessionBean==null ) {
response.getWriter().printin("<b>Federated Search is not configured</b><p>");
response.getWriter().printin("Use administration interface to set parameters.");
return;

}

// Invoke the JSP to render. It will use session bean for all processing.
PortletRequestDispatcher rd = getPortletContext().getRequestDispatcher("/view.jsp");
rd.include(request,response);

}

/*
* Action phase in portlet handling. We just pass query parameter to render phase.
*/

public void processAction(ActionRequest request, ActionResponse response) throws PortletException, java.io.IOException

String query = request.getParameter("query");
response.setRenderParameter("query”, query);

}

/*

* Extract content of LtpaToken cookie from request.

7/

private static String getLTPAToken(PortletRequest request) f{
String cookies = request.getProperty("cookie");
String cookieName = "LtpaToken";

if (cookies.indexOf(cookieName) >= 0) {
int startValue = cookieName.length() + 1 + cookies.indexOf(cookieName);
int endValue = cookies.length();
if (cookies.indexOf(";", startValue) > 0) {
endValue = cookies.index0f(";", startValue);

}
return cookies.substring(startValue, endValue);
}
return "";
}
/*

* This retrieves PUMA (Portal User Manager) service from JNDI.
* It will be used for getting groups membership for current user.
*/
private static PumaHome getPumaService(PortletRequest request) {
PortletServiceHome psh;
PumaHome service = null;
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try{
javax.naming.Context ctx = new javax.naming.InitialContext();
psh = (PortletServiceHome)
ctx.lookup("portletservice/com.ibm.portal.um.portietservice.PumaHome");
if (psh != null){
service = (PumaHome) psh.getPortletService(PumaHome.class);
}
}
catch (Exception e){
System.err.printin("Could not initialize PUMA service");
}

return service;

}

private static SessionBean getSessionBean(PortletRequest request) {
PortletSession session = request.getPortletSession();

if( session == null )
return null;
SessionBean sessionBean = (SessionBean)session.getAttribute(SESSION_BEAN);
if( sessionBean == null ) {
sessionBean = new SessionBean();
// A11 configuration parameters are stored in portlet preferences.
// They are editable in Portal administration screens.
PortletPreferences prefs = request.getPreferences();
try {
// Get PUMA services
PumaHome service = getPumaService(request);
PumaProfile pp = service.getProfile(request);
PumalLocator pl = service.getlLocator(request);

// Translate current user id into LDAP DN
User user = pp.getCurrentUser();
String userdn = pp.getldentifier(user);

// Get all groups IDs for current user
List groups = pl.findGroupsByPrincipal(user, true);

// Pattern probably should be configurable in portlet properties.
Pattern p = Pattern.compile("cn=token-([",]+),.*");
Vector tokens = new Vector();

// Now check which groups define tokens
for(Iterator i = groups.iterator();i.hasNext();) {
Group group = (Group) i.next();

// Convert group id into group DN
String groupdn = pp.getIdentifier(group);

// Check for match with token pattern
Matcher m = p.matcher(groupdn);
if(m.matches()) {
// Just in case convert extracted token into upper case
String token = m.group(1).toUpperCase();

// And add new token to vector
tokens.add(token);
System.out.printIn("ADDING TOKEN: "+token);

}

// Initialize all SIAPI objects from configuration parameters

sessionBean.initialize(prefs);

// Create security context based on LTPA key and tokens

sessionBean.initializeSecurityContext (userdn, (String[])tokens.toArray(new
String[tokens.size()]),getLTPAToken(request));
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session.setAttribute (SESSION_BEAN,sessionBean);
} catch(Exception e) {
System.err.printIn("Error while initializing seassion bean");
e.printStackTrace();
return null;

}

return sessionBean;
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Figure 5-3 Portlet configuration properties
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Example 5-3 view.jsp code

<%@page session="false" contentType="text/html" pageEncoding="1S0-8859-1"
import="java.util.*,javax.portlet.*,com.ibm.federatedsearch.*,com.ibm.siapi.common.*,com.ibm.siapi.search.*" %>
<%@taglib uri="http://java.sun.com/portiet" prefix="portlet" %>

<%0taglib uri="http://java.sun.com/jsp/jst1/core" prefix="c"%>

<portlet:defineObjects/>

<%

SessionBean sessionBean = (com.ibm.federatedsearch.SessionBean)

renderRequest.getPortletSession().getAttribute(com.ibm.federatedsearch.Portlet.SESSION_BEAN);

String queryString = request.getParameter("query");

if(queryString==null)
queryString="";

%>

Federated search over following collections:

<%

for(Iterator i = sessionBean.getCollectionIDs().iterator();i.hasNext();) {
String collid = (String) i.next();

>

%= collid %>

o
%

A A ¥

}

%><p>

<form method="POST" action="<portlet:actionURL/>">

<input size="100" name="query" type="text" value="<%= queryString %>"/>
<input name="search" type="submit" value="Search"/>

</form>

<4
if(queryString.length()==0)
return;

Query query = sessionBean.createQuery(queryString);

ResultSet rset = sessionBean.search(query);

%>

Evaluation time: <%= rset.getQueryEvaluationTime() %>ms<br>

Found <%= rset.getEstimatedNumberOfResults() %> results. Out of those you can see <%= rset.getAvailableNumberOfResults()
%><p>

<%

Result[] results = rset.getResults();

for(int i=0ji<results.length;i++) {

Result result = results[i];

%>

<hr>

<b><%= result.getTitle()%></b> crawled by <b><%= result.getDocumentSource() %></b><br>
<%= result.getDescription()%><br>

<%

NameValuePair[] fields = result.getFields();

for(int j=0;j<fields.length;j++) {

NameValuePair field = fields[j];

%>

<%= field.getName() %> = <%= field.getValue() %><br>
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Example 5-4 SessionBean java

package com.ibm.federatedsearch;

import java.util.Iterator;
import java.util.Properties;
import java.util.Vector;

import javax.portlet.PortletPreferences;

import com.ibm.es.api.imc.Identity;

import com.ibm.es.api.imc.IdentityManagementFactory;
import com.ibm.es.api.imc.IdentityManagementService;
import com.ibm.es.api.imc.SecurityContext;

import com.ibm.siapi.SiapiException;

import com.ibm.siapi.common.ApplicationInfo;

import com.ibm.siapi.common.CollectionInfo;

import com.ibm.siapi.search.LocalFederator;

import com.ibm.siapi.search.Query;

import com.ibm.siapi.search.RemoteFederator;

import com.ibm.siapi.search.ResultSet;

import com.ibm.siapi.search.SearchFactory;

import com.ibm.siapi.search.SearchService;

import com.ibm.siapi.search.Searchable;

public class SessionBean {
private SearchFactory searchFactory;
private IdentityManagementFactory imFactory;
private Vector services = new Vector();
private LocalFederator federator;
private SecurityContext securityContext;
private Vector collections = new Vector();

private class MySearchService {
private Properties config;
private RemoteFederator federator;
private ApplicationInfo application;
private SearchService searchService;
private IdentityManagementService imService;

public MySearchService(Properties c) throws SiapiException {
config = (Properties) c.clone();
System.out.printin("Initializing search service: "+config);
searchService = searchFactory.getSearchService(config);
application = searchFactory.createApplicationInfo(config.getProperty("application","Default"));
federator = searchService.getFederator(application, application.getId());
imService = imFactory.getIdentityManagementService(config);

CollectionInfo[] ci = federator.getCollectionInfos();

for(int i=0;i<ci.lengthsi++) {
collections.add(ci[i].getID());

}

}
public Searchable getSearchable() {

return federator;
}

public SecurityContext getSecurityContext(String userdn) throws SiapiException {
SecurityContext ctx = imService.getSecurityContext(userdn);
System.out.printin("Retrieved security context: "+ctx.serialize(false));
return ctx;

}

public void initialize(PortletPreferences prefs) throws SiapiException {
// Create SIAPI factories
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String searchFactoryClass = prefs.getValue("searchFactory", "com.ibm.es.api.search.RemoteSearchFactory");
String imFactoryClass = prefs.getValue("imfactory", "com.ibm.es.api.imc.IdentityManagementFactory");

try {

Class cls = Class.forName(searchFactoryClass);

searchFactory = (SearchFactory) cls.newInstance();
} catch(Exception e) {

System.err.printIn("SAPI search factory initialization failed");
}

try {

Class cls = Class.forName(imFactoryClass);

imFactory = (IdentityManagementFactory) cls.newInstance();
} catch(Exception e) {

System.err.printIn("SAPI identity management factory initialization failed");
}

// Get default configuration values

String username = prefs.getValue("username","");

String password = prefs.getValue("password","");

String appname = prefs.getValue("application","Default");

// Overwrite defaults with settings for each remote service
int scount = Integer.parselnt(prefs.getValue("services","0"));

// Options for services will start with "service.X." prefix

// Some options like username, password and application name can be

// “inherited" from global defaults

System.out.printIn("Number of services: "+scount);

for(int i=0;i<scount;i++) {
String prefix = "service." + String.valueOf(i) + ".";
Properties config = new Properties();
config.setProperty("hostname", prefs.getValue(prefix+"hostname", ""));
config.setProperty("username", prefs.getValue(prefix+"username", username));
config.setProperty("password", prefs.getValue(prefix+"password", password));
config.setProperty("application", prefs.getValue(prefix+"application", appname));
config.setProperty("port", prefs.getValue(prefix+"port", "80"));
System.out.printIn("SERVICE CONFIG: "+config);

// Now create new search service

try {
services.add(new MySearchService(config));

} catch (Exception e) {
System.err.printin("Failed to initialize remote search: " + config);
e.printStackTrace();

}

// For debugging purposes fetch all collection IDs from each federator
// They will be displayed in view.jsp code.
Searchable[] searchables = new Searchable[services.size()];
for(int i=0;i<services.size();i++) {
searchables[i] = ((MySearchService)services.get(i)).getSearchable();

}
// Create local federator spanning all configured remote federators
try {

federator = searchFactory.createlocalFederator(searchables);
} catch (SiapiException e) {

System.err.printin("Failed to create local federator");

throw e;

}

public Query createQuery(String q) throws SiapiException {
Query query = searchFactory.createQuery(q);
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// Set options enabling returning of attributes in result Tists
query.setReturnedAttribute(Query.RETURN_RESULT_DESCRIPTION,true);
query.setReturnedAttribute(Query.RETURN_RESULT_FIELDS,true);
query.setReturnedAttribute(Query.RETURN_RESULT_SOURCE,true);
query.setReturnedAttribute(Query.RETURN_RESULT_TYPE,true);
query.setReturnedAttribute(Query.RETURN_RESULT_URI,true);
query.setReturnedAttribute(Query.RETURN_RESULT_TITLE,true);

// Set security context on query
if(securityContext!=null)
query.setACLConstraints("@SecurityContext::'" + securityContext.serialize(true) + "'");

return query;

}

public Searchable getSearchable() {
return federator;
}

public ResultSet search(Query query) throws SiapiException {
ResultSet rset = federator.search(query);
System.out.printIn("SEARCHING: "+query.getText());
System.out.printin("Results: "+rset.getAvailableNumberOfResults());
System.out.printin("Time: "+rset.getQueryEvaluationTime());
return rset;

}

public void initializeSecurityContext(String userdn, String[] tokens, String 1tpa) {
if(userdn==null)
return;

// Create empty security context for username
SecurityContext basectx = new SecurityContext();
basectx.setUserID(userdn);

// Set LTPA token for single sign on if available
if(1tpal=null)
basectx.setSSOToken(1tpa);

// Set tokens if provided
if(tokens!=null)
basectx.setNativeTokens (tokens);

// Now merge contexts from each service. For initialization of IMC context user have to
// use standard search application.
for(Iterator i = services.iterator(); i.hasNext();) {
MySearchService s = (MySearchService) i.next();
SecurityContext newctx;
try {
newctx = s.getSecurityContext(userdn);
mergeSecurityContext (basectx,newctx) ;
} catch (SiapiException e) {
System.err.printin("Cannot retrieve security context.");
e.printStackTrace();
}
}
System.out.printIn("Initialized security context: " + basectx.serialize(false));
securityContext = basectx;

}

/*

* Merge two security contexts into first one.

*/

private void mergeSecurityContext(SecurityContext base, SecurityContext add) {
Identity[] baseids = base.getlIdentities();
Identity[] newids = add.getIdentities();
Identity[] ids = new Identity[baseids.length + newids.length];
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for(int i=0;i<baseids.length;i++) {
ids[i] = baseids[i];
}

for(int i=0;i<newids.length;i++) {
ids[i + baseids.length] = newids[i];
}

base.setIdentities(ids);

}

public Vector getCollectionIDs() {
return collections;
}
}

5.4 Search queries using federatedsearch portlet

In this step, we describe a few search query interactions using the
federatedsearch portlet.

Figure 5-4 on page 424 through Figure 5-9 on page 427 describe the login to
WebSphere Portal as user wpsadmin (Figure 5-4 on page 424), and the
invocation of the federatedsearch portlet by selecting the Federated tab

(Figure 5-5 on page 424). This displays the search box (Figure 5-6 on page 424),
which also shows the three collection IDs GENINSINFO, CUSTINFO, and
col_34035 (NWINSURANCE collection). Figure 5-7 on page 425 and Figure 5-8
on page 426 show the seven documents in the search results for the string
“smith”, while Figure 5-9 on page 427 shows one document in the search results
for the string “sarah”.

Figure 5-10 on page 427 through Figure 5-12 on page 429 describe the login to
WebSphere Portal as a different user esadmin (Figure 5-10 on page 427) with
different access privileges, and therefore a different number of documents in the
search results for the same search strings. Figure 5-11 on page 428 now shows
six documents (as opposed to seven with user ID wpsadmin) in the search
results for the string “smith”, while Figure 5-12 on page 429 now shows two
documents (as opposed to one with user ID wpsadmin) in the search results for
the string “sarah”.
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Evaluation time: 7113ms
Found 7 results, Out of those you can see 7

Welcome - About John Smith crawled by wp
Welcome About John Smith, IBM WebSphere Portal, Launch, Main Menu, Help. ...
portleturl =
http://kazan.itsosj.sanjose.ibm.com:10038/wps/myportal/lut/p/c1/04_SBSKSxLLMOMSSzPy8xBz9CP00s3g_fENQNxNPQOMLM 1dDAYMzDxMnnzEPA39vQEESpFMEAQT gaEBAdZ IPZE_Tzyc 1l
serverversion = Versiont E ]
pagetitle = Welcome

title = Welcome - About John Smith

pageid = 3_NOZUF411186E1026H4BLVI0031

descriptio Displays Version and Copyright Statemant

portlettitle = About John Smith

date = 1166555060792

filesize = 11494

About IBM WebSphere Portal - About John Smith crawled by wp

About IBM WebSphere Portal About John Smith. ...Launch. Main Menu. ..IBM WebSphere Portal & 0Build Level wp600_244 2006 07 18 17 02 Licensed Materials Praperty of [BMS57 24 E76 5724
portleturl =

http://kazan.itsosj.sanjoseibm,com: 10038/ wps/myportal/lut/p/c 1/04_SBEKExLLMIMSSzPy8xBz9 CP0053g_fENQNxNPQOMLM 1dDAyMzDxMnnzBPA3 9vQEEEpFmBAQT gaEBAdL [Prz6_Tzyc Ll
serverversion = Versien6

pagetitle = About IEM WebSphere Portal

title = About 1BM WebSphere Portal - About John Smith

pageid = 3_NOZUF411186E1026H4BLVID0ZL

descriptio Displays Version and Copyright Statement

portlettitle = About Jehn Smith

date = 1166555237676

filesize = 11013

NWeoffers.doc crawled by winfs

NWoffers doc, docJohn Smith has chosen an option from North West Insurance Company, IBM_USER. IBM. ...According to John Smith NW Insurance is an industry leader and currently manages lor
extension = .doc

directory \Insurancedata

modifieddate = 1166242600000

title = Nwoffers.doc

filename = NWoffers.doc

date = 1166242600000

filesize = 20992

Case study crawled by vbr
uid wpsadmin cn users ou itse o ibm, ...Case study Company gets help to meet key customer integration requirements Business need Solution Results Technical details Related reports papers

<. : " i |
Figure 5-7 Search results for “smith” 1/2
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null crawled by database

John, Smith. PROPERTY ...

lastname = Smith

databasename = jdbc:db2://nilaitsosj.sanjeseibm.com:S0000/NWINSUR
policyid = 211

enddate = 1138310400000

firstname = John

tablename = ADMINISTRATOR.CUST_VIEW
date = 1168297628109

typename = PROPERTY

customerid = 1003

null crawled by vbr

uid wpsadmin cn users ou itso o ibm. ..application vnd ms excel. ...Date P CCC Media INC 03 9877 New York City Martina Guder 7 lok. ...1 863 84 43 1 863 84 46 Asseco America 33 5 soesnw
folderid = 625efc80438ad640bec? 2fc15fbd257 19

itemname = Customer Book7 xls

lotus_collaberativedocumenticm_searchable = true
lotus_cellaborativedocumenticm_datalength = 30720

createddate = 1166234883213

lotus_cellaborativedocumentjer_ischeckedout = false
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folder = /Document Manager/SEQUOLA

lotus_collaborativedocumenticm_authers = uid=wpsadmin.cn=users,ou=itso.a=ibm
lotus_collzborativedocumenticm_lastmodified = 1166262685215

modifieddate = 1166234889219

lotus_collaborativedocumentjcr_uuid = 29290380438b155abc7 afc 19fd257 15
lotus_cellaborativedocumenticm_lastmodifier = uid=wpsadmin,cn=users,ou=itso,e=ibm
repositorypersistentid = f022

letus_cellaberativedocumenticm_owners = uid=wpsadmin cn=users,ou=itso o=ibm
lotus_collaborativedocumentjcr_lastmodified = 1166234889219
lotus_collzborativedocumenticm_created = 1166262689219
lotus_cellaborativedocumenticm_isdec = true
lotus_collaborativedocumenticm_|abel = Customer Book? s
lotus_collaborativedocumentjcr_created = 1166234889219

filename = Custamer Baok? .xls

repositorysystemid = IBM WebSphere Portal Decument Manager Cennector 1
revisionuser = uid=wpsadmin,cn=users,ou=itso,o=ibm
lotus_collzborativedocumenticm_datalastmedified = 1166234885219
lotus_collaborativedocumentjcr_nodetype = lotus: collaborativeDocument
lotus_collaborativedocumenticm_title = Customer Book?
lotus_cellaborativedocumenticm_datamimetype = application/vnd. ms-excel
itemclassname = lotus:collaborativeDocument
letus_cellaborativedocumenticm_language = en
lotus_collaborativedocumenticm_effectivedate = 1166234889219
lotus_collaberativedocumenticm_creater = uid=wpsadmin,cn=users cu=itso,o=ibm
repositorytype = PDM

lotus_collaborativedocumentlotus_revision = 1166234885219.1166234885213
mimetype = application/vnd.ms-excel

3y Home % Administration 5] Documents &Méssaging ) Site Map

< 1l :

Figure 5-8 Search results for “smith” 2/2
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Figure 5-9 Search results for “sarah”
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Figure 5-11 Search results for “smith”
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lotus_collaborativedecument.icm_label = Customer Book? .xls
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Figure 5-12 Search results for “sarah”
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Install Sample Search
application portlet

In this appendix, we describe the steps in installing the Sample Search
application portlet in WebSphere Portal Server.
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Introduction

To integrate enterprise search with IBM WebSphere Portal, you can:

1. Run the setup scripts that are provided with the IBM OmniFind Edition
installation program.

2. Use the WebSphere Portal administration interface to update search portlet
properties and specify information about the search server for enterprise
search.

These two steps are described in the following sections.

Run the setup scripts

Before you can run the setup script (wps6_install in our case) provided, you must
copy the JAR file (es.wp6.install.jar in our case, located in
$ES_INSTALL_ROOT/bin directory) that contains the setup scripts for your
version of WebSphere Portal (Version 6 in our case) from the enterprise search
server (nile.itsosj.sanjose.ibm.com) to the server where WebSphere Portal
(kazan.itsosj/sanjose.ibm.com, which is a Windows 2003 platform) is installed.
You must then unpack the file using the Java JAR command (or the TAR
command), which extracts the following files:

» ESSearchPortlet.war

» ESPACServer.ear

» esapi.jar

» es.search.provider.jar

» es.security.jar

» wp6_install.bat or wp6_install.sh

» wp6_uninstall.bat or wp6_uninstall.sh

» Search application source type icons that are used in the search provider
results page

» XML and JACL files that are needed by the installation

Note: The copying and unpacking of the es.wpé6.install.jar file is not shown
here.
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The setup script wps6_install (with all the options’ specified) performs the
following tasks, as shown in Figure A-1 on page 434 through Figure A-9 on
page 438:

1. Deploys EAR files that enable you to use enterprise search within
WebSphere Portal and create crawlers for adding WebSphere Portal and IBM
Workplace Web Content Management content to enterprise search
collections.

2. Deploys WAR files that are required by the enterprise search portlet.

3. Creates pages in WebSphere Portal and assign the enterprise search portlet
files to those pages.

4. Copies all required JAR files to the WebSphere Portal installation directories
(JAR files already in the installation directories are backed up before the JAR
files used for enterprise search are copied).

5. Provides an integration point for WebSphere Information Integrator Content
Edition to search Portal Document Manager documents.

Guidelines for using the setup script are as follows:

» The scripts set up all integration points between enterprise search and
WebSphere Portal. For example, you cannot selectively install the portlet and
not install EAR files that support the WebSphere Portal and Web Content
Management crawlers.

» If you do not set up WebSphere Information Integrator Content Edition, and
later decide that you want to use a portlet to search Portal Document
Manager documents, you can run the setup script again and specify the
WebSphere Information Integrator Content Edition installation path.

» The scripts stop and restart WebSphere Portal. You might want to run the
scripts after normal working hours to ensure that your user community is not
affected by unavailability of portal services.

Attention: If an error occur while the setup scripts are running, run the setup
script again. Tasks that completed successfully during the first attempt might
report errors, but the setup process continues and completes the remaining
tasks.

Note: The first time that you access the Enterprise Search portlet page after
you run the setup script, the page might be slow to appear because the
system must compile Java Server Pages (JSP™ files) for the portlet.

! For a detailed description of the options, refer to IBM OmniFind Enterprise Edition V8.4
Administering Enterprise Search, SC18-9283.
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C:~IBM“es.wpb.install>wpb_install.bhat —-WPEProfileDir "C:IBM~SHWehSpheressprofil
esswuwp_profile” —WASUser wasadmin —WASPassword wasadmin —WPSDir ""C:NIBMWSups' —
WPSUser wpsadmin —WPSPassword wpsadmin —-WPSHost “kazan.itsosj.sanjose.ibm.com:18
B38 ups portals" —-IICEDiy “C:>“\IBM~-IICE"

CzIBM“esz . wpb.install>call "C:=~IBM“\WehEZpheresprofiles‘wp_profileshin“uws_ant_bhat"
—Duser=wasadmin —Dpassword=wasadmin —buildfile wpb_install.xml stopServer
Buildfile: wpb_dinstall.xml

ztopServer:
[echo] WSHSG12I: 2=+ Stopping the YWehSphere_FPortal application seprver ¢

Figure A-1 Execute wp6_install.bat command 1/9

[llEE:\WINDDWS\system:iZ\cmd.eue - wpb_install.bat -WpPSProfileDir "C:% IBMY WebSphere', profiles’,,w... [H[=]

[stopServer] ADMUA116I: Tool information is bheing logged in file

[stopServer] C:sdibmsMebSpheresprof ileswp_profileslogssHWehSphere_Port
alsstopServer.log

[stopServer] ADMUB128BI: Starting tool with the wp_profile profile

[stopServer] ADMU31B8AI : Reading configuration for server: lehSphere_Portal
[stopServer] ADMU3Z2B1I: Server ztop reguest issued. Waiting for stop status.
[stopServer] ADMU4BB8AI : Server WebSphere_Portal stop completed.

BUILD SUCCESSFUL

Total time: 58 seconds
C:ESSearchPortlet.var

1 File{(s)> copied
C:es.search.provider. jar
C:es.security. jar
C:ezapi.jar

3 Filed(s)> copied
Buildfile: wpb_install.xml

copylmages:
[echo]l WSMSGL12I: = Copying icons to Portal Server icons directory ==

BUILD SUCCESSFUL

Total time: 2 seconds

Figure A-2 Execute wp6_install.bat command 2/9
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o | C:H WINDDWS' system 32 cmd.exe - wpb_install.bat -WPSProfileDir "C:4\IBM"\ WebSphere' i profiles’,yw... =] E

[wsadmin] grant codeBase "fFile:%{ejbComponent}" {
[wsadmin ] permission java.security.AllPermissions;
[wsadminl Z;

[wsadmin] ADMASE16I: Installation of ESPACEerver started.

[wzadmin] ADMASASBI: Application and module versions validated with versions o
f deployment targets.

[weadmin]l ADMASB@ASI: The application EEPACSerwver iz configured in the UWebhSpher)
e Application Server repository.

[wzadmin] ADMASAS3I: The library references for the installed optional package

are created.

[weadmin] ADMASBAASI: The application EEPACSerwver iz configured in the WebhSpher)
e Application Server repository.

[wzadmin]l ADMASAA1I: The application hinaries are szaved in G:vibmalebSpherepr
of ileswp_profile~wstempsScriptl@fab?d22d@workspacescells“KAZAM~applications“ES
PACServer . ear~ESPACServer . ear

[wsadmin] ADMASAASI: The application ESPACServer iz configured in the WebSpher
e Application Server repository.

[wsadmin] SECJB4@81: Successfuly updated the application ESPACServer with the
appContextIDForSecurity information.

[wzadmin] ADMASAL1I: The cleanup of the temp directory for application ESPACSe
ruer iz complete.

[weadmin]l ADMASE131: Application ESPACServer installed successfully.

Figure A-3 Execute wp6_install.bat command 3/9

II'EﬂE:\WINDDWS\systemiiz\cmd.eue - wp6_install.bat -WPSProfileDir "'\ IBM", ' WebSphere' '\ profiles, ' w... =] |

[wsadmin] ADMASHEAS5I:= The application ESPACEerver is configured in the WebSpher
e Application Server repository.

[wsadmin]l ADMASA53I: The library references for the installed optional package
are created.

[wsadmin]l ADMASAAS5I: The application ESPACSerwver is configured in the WebhSpher
e Application Server repository.
[wzadmin]l ADMASAA1I: The application hinaries are zaved in G:vibmsUWebSpherespr
of ilessuwp_profileswstemp ScriptlBfab?d22d@workzpacescells“KAZAMN~applications“ES
PACEerver.ear~ESPACServer.ear
[wsadmin]l ADMASEASI: The application ESPACSerwver iz configured in the WebhSpher
e Application Server repozitory.
| [wzadmin] SECJE48@]1: Succezsfuly updated the application ESPACServer with the

appContextIDForSecurity information.
[wzadminl ADMASA11I: The cleanup of the temp directory for application ESPACSe
ruer iz complete.

[wsadminl ADMAS@13I: Application ESPACServer installed successfully.
[wsInstallAppl Installed Application [C:~IBM-es.wpb.install~ESPACServer.earl

BUILD SUCCESSFUL
Total time: 25 seconds
Buildfile: wph_install.xml

installCE:
[echo] WSHEG12I: ¢ Installing the IICE components =

LFigure A-4 Execute wp6_install.bat command 4/9
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JI’EﬂE:\WINDDWS\system32‘\cmd.e:-:e - wp6_install.bat -WPSProfileDir "C:\\IBM \ Websphere' ', profiless, ' w... [Ili=] )
[wsInstallAppl Installed Application [C:~IBM-es.wpb.install~ESPACServer.earl
BUILD SUCCESSFUL

Total time: 25 seconds
Buildfile: wpbh_install.xml

installCE:
[echo]l WSHMSG12I: ¢ Installing the IICE components 3=
[wsadminl WASKY3I57I: By request,. this scripting client is not connected to any
SErUEH prucess. Certain configuration and application operations will be availa

bhle in local mod
[wsadmin] HHSH?3E3I- The following uptluns are passed to the scripting environ
dment and are availabhle as argument that iz stored in the argu variable: "[run.
ehSphere_Portal, GC:sSIBMSAIICESSwar, GiSSIBMSSIICESS1ib, CisSIBMSAIICESSejh. Gos
SIBMSSIICE, KAZAWM, KAZANTY

[wsadmin] Starting installation of the WAR

[wzadmin] Installing the WAR file with the following parameters:

[wsadmin] —wverbose —contextroot iiceservices —nopreCompiledSPsz —distributefpp
—nouseMetalataFromBinary —nodeployejh —appname services_war —nocreateMBeansForRe
zources —noreloadEnabled —nodeployws —MapModulesToSerwvers {{"IBH YWehSphere Infomr
mation Integrator Content Edition Serwvices'" services.war, WEB—INFr ueh.xml WehSphe
re:cell=KAZAN.node=KAZAN, server=tHehSphere_Portalr> —MapWebModToUH {{"IBM WehSphe
re Information Integrator Content Edition Services" sewrvices.war . WEB-INF-uweb.xml
default_host>>

=
=

Figure A-5 Execute wp6_install.bat command 5/9

[en | C WINDOWS, system32', cmd.exe - wpb_install.bat -WPSProfileDir "C:4\ IBM' ' WebSphere' s profilesy\w... =] E

application FAIL to start. i

[wzadminl »~ Extreme care should bhe taken when editing these policy file
z. It iz advised to use

[wsadminl ~»~ the policytool provided by the JDK for editing the policy f
iles

[wsadminl ~~ CUAS_HOME~ javasjresbinApolicytool) .

[wsadminl -~

[wsadmin]l grant codeBase "file:%{application}" {

[wesadminl 2;

[wsadmin] grant codeBase "file:%{jars>" {

[wzadminl 3;

[wsadmin] grant codeBaze "file:%{connectorComponent®" {

[wzadminl >

[wsadmin] grant codeBase "file:${webComponent}" £

[wsadminl Z;

[wsadmin] grant codeBase "File:%{ejbComponent}' {

[wsadminl] Z;

[

Figure A-6 Execute wp6_install.bat command 6/9
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o | C:H WINDDWS' system 32 cmd.exe - wpb_install.bat -WPSProfileDir "C:4\IBM"\ WebSphere' i profiles’,yw... =] E

[wsadmin]l ADMASAS8I: Application and module versions validated with versions ul
f deployment targets.

[wsadmin] HDMHEBBEI- The application services_war iz configured in the WehSphe
re Application Server repository.

[wsadmin]l ADMASA531I: The library references for the installed optional package

are created.

[wzadmin]l ADMASAASI: The application services_war is configured in the WehSphe
re Application Server repository.

[weadmin]l ADMAS@@11: The application hinariesz are szaved in C:ivibm“UWebSpherespr)
of ileswp_profiles~ustempsScriptlBfab?dE?Bc workspacescells“KAZAN~applicationssse
rvices_war.earsservices_war.ear

[wzadmin]l ADMASAASI: The application services_war is configured in the WehSphe
re Application Server repository.

[wsadmin] SECJA4@AI : Successfuly updated the application services_war with the

appContextIDForSecurity information.

[wsadmin]l ADMASA111I: The cleanup of the temp directory for application service
s_war is complete.

[wsadmin] ADMASA13I: Application services_war installed successfully.

[wzadmin]l GC:~IBM~IICE~war-services.war installed successfully

[wsadmin] Creating the szhared library entries

[wsadmin] Shared libraries created successfully

[wzadmin] Adding JUM information for the WPE application server

[wzadmin]l JUM information added to WPS application server successfully

[wegadmin] Saving configuration information

Figure A-7 Execute wp6_install.bat command 7/9

[ | O WINDDWS' system32s cmd.exe - wpb_install.bat -WPSProfileDir "C:', 4 IBM', WebSphere'', profiles’,\ w... M=l E

[exec] PLGCAA13I: The plug—in is generating a server plug—in configuration

file for all of servers in the cell KAZAW. I
[exec] PLGCABA5I: Plug—in configuration file = G: \1hm\HehSphere\pP-f1les\wp‘
r

_profilesconfighcellssplugin—cfg.xml

BUILD SUCCESSFUL
Total time: 23 seconds
Buildfile: wpb_dinstall.xml

startServer:

[echo]l WSMSG12I: »x Starting the HehSphere_PuPtal application server
[startServer] ADMUT??B1I: Because WebhSphere_FPortal is registered to run as a Wind
ows Service.

[startServer] the request to start this server will be completed hy =
tarting the

[startServer] aszzociated Windows Service.

[startServer] ADMUBL16I: Tool information dis bheing logged in file

[startServer] G:xdibmsMWebSpheresprof ilesswp_prof ilexlogs~HehSphere_Por
talsstartServer. log

[startServer] HDHUBiZﬂI' Starting tool with the wp_profile profile

[startServer] ADMU31B808I: Reading configuration for server: WebSphere_Portal
[startServer] ADMU3ZAAI : Server launched. Waiting for initiali=zation status.

=
Figure A-8 Execute wp6_install.bat command 8/9
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[ | L WINDDWS', system32',cmd.exe =]

startServer:

[echo]l WSMSGL2I: ¢ Starting the WehSphere_ Portal application server ==
[startServer] ADMUY?A1I: Because WebSphere_FPortal is registered to run as a Wind
ows Service.

[ztartServer] the regquest to start thizs server will he completed by =
tarting the

[ztartServer] associated Windows Serwvice.

[ztartServer] ADMUAL16I: Tool information iz bheing logged in file

[ztartServer] GC:vibmsUHehSpheresprofileswp_profileslogssWehSphere_FPor

talsstartServer.log

[startServer] ADMUA12BI: Starting tool with the wp_profile profile

[ztartServer] ADMU31BBI: HReading configuration for server: UehSphere_Portal
[ztartServer] ADMU3Z28B8I: Server launched. Waiting for initialization status.
[gtaggggruer] ADHU3IAAAI : Server WehSphere_Portal open for e—husiness; process id
is

BUILD SUCCESSFUL

Total time: 5 minutes 2 seconds

Licensed Materials — Property of IBM, 5724-E76, 5724-E?Y. and 5655%-M44, (C> Copy
right IBM Corp. 28081, 20086 — All Rights reserved. US Government Uszers Restricted
Rights — Use, duplication or disclosure restricted by GS3A ADP Schedule Contract
with IBH Corp.

EJPEBAAAGI : Connecting to URL http:.~ - kasan.itsosj-.sanjose.ibm.com:18838. wpsconf

ig
EJPEBAABA2ZI : Reading input file C:~IBMwes.uwpb.installsInstallESSearchPortlett.xml

<?*— 1 [web—app wid=com.ibm.es.searchuil —>

<t— 2 [portlet—app wid=com.ibm.es.searchui.1]l —>

<*— 3 [portlet Enterprise name=Enterprisze search search portlet] ——>

<*— 4 [content—node parentPage uniguename=wps.content.rootl] —>

{?*— 5§ [content—node OE_Search_Portlet uniguename=ibm.portal. OmniFindSearchl ——2>
<*— & [component] —2>

<t*— 7 [component]l —>

<?*— 8 [portletinstancel] —>

<request xmlns:xsi="http: Awvuww.uwl.orgs2001.-3MLEchema—instance' bhuild="upbtB@_244"
type="update"” version="6.0.0.0" xsi:noMamespaceSchemaLocation="PortalConfig_1.4
Sxsd'

<status element="all" result=""ok"~>
<s/request>
EJPEBAAZAI : The reguest was processed successfully on the server.

C:=IBM~es.wpb.install>_
Figure A-9 Execute wp6_install.bat command 9/9
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Configure WebSphere Portal

After you run the script (WebSphere Portal is stopped and restarted), we need to
update the search portlet properties and specify information about the search
server for enterprise search.

Update search portlet properties

Figure A-10 on page 440 through Figure A-21 on page 451 describe the steps to
update the enterprise search portlet properties.

After logging in to the WebSphere Portal with the Portal administrator ID
(wpsadmin) and password in Figure A-10 on page 440, click Administration in
the lower left corner, click Portlet Management in the navigation area to the left,
and then click Portlets, as shown in Figure A-11 on page 441. Change the
Search by option to Title contains, and in the Search field, type enterprise
search and then click the Search button.

When the search results appeared, we chose to create a copy of the enterprise
search portlet as Nile Portlet, as shown in Figure A-12 on page 442 and
Figure A-13 on page 443. This step is optional.

Click the wrench icon for the Nile Portlet in Figure A-14 on page 444 to configure
the Nile Portlet. In the list of portlet parameters, modify the following parameters:

» Host name (nile.itsosj.sanjose.ibm.com), as shown in Figure A-15 on
page 445 and Figure A-16 on page 446.

» Since global security is enabled in WebSphere Application Server on the
search server, specify a user name (esadmin) that is valid in the WebSphere
Application Server user registry (Tivoli Directory Server), as shown in
Figure A-17 on page 447 and Figure A-19 on page 449.

» Password (esadmin) for the user name, as shown in Figure A-19 on page 449
and Figure A-20 on page 450.

The defaults for the other parameters being acceptable, click OK to save all the
changes made, as shown in Figure A-21 on page 451.

Figure A-21 on page 451 through Figure A-28 on page 458 describe the
configuration of the Nile Portlet’s page properties and layout.

This completes the installation and configuration of the Sample Search
application portlet in WebSphere Portal.

Appendix A. Install Sample Search application portlet 439



E 1BM WebSphere Portal - Windows Internet Explorer provided by Yahoo!

[B[=1%

6-@ - |® htb:u:;’,.’kazan.iisosj.sanjose.ibm.com:10038,|’u\'ps,|’portal,|’!ut,.’p,.’c1{04_SBBKBXLLM9MSSzPy8xBZQQJM|§l!g| |C—:-:-;_ ||}J '|
Y_, - £v| BH» Search Web ~ &7 =) & ®| = Mail - ﬁ Shopping ~ @My Yahoo! - @Aﬂswers -
e o % j[®IBI‘~"I WebSphere Portal X [Y! The top news headlines on c... l_l @ i @ '[ a 'i@Page -~ @Tools S

(BTN R Home = Welcome =

~

Welcome

User ID:

Password:

Mot registered? Sign up

[ o

Already Signed U

Type your user ID and p:
on to the site.

First-time Visitor?

Sign up to get a user ID
Sign up now!

Figure A-10 Log in to WebSphere Portal Server
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”E 1BM WebSphere Portal - Windows Internet Explorer provided by Yahoo! - || O E

G’\U - |® http:f,.'kazan.itsosj.sanjose.ibm.com:10038,|’u\'ps,|’myportal,|’!ut,.’p,.’cl,.'D‘}_SBBKB)d_LMQMSSzPnyBZQM i‘f”

X

Google | =mt|

Xl 2|

kH» Search Web ~ &7 - @' ®| = Mail - ﬁ Shopping ~ @My\’ahoo! - m.&nswers -

S %jigmrdWebSpherePorml x [Y!Thehopnewsheadinesonc... l_l @ i @ 7

8- 72k Page ~ () Todls -

Administration > WebSphere Portal > Portlet Management > Portlets > Search: [Tl |l.|| Sources | B

I

WebSphere Portal

Welcome
= Portal User Interface
Manage Pages
Themes and Skins
= Portlet Management
Web Modules

Applications

Web Services
Web Clipping

= Access
Users and Groups
Resource Permissions
User and Group Permissions
Credential Vault
Resource Policies

= Portal Settings
Global Settings
URL Mapping
Custom Unigue Names
Supported Markups
Supported Clients
Import XML

= Portal Content

Document Libraries

Web Content Libraries

Manage Portlets

(Search by:| Title contains . Search: |enterprise search )l Sezﬁh |

Portlets Click Copy te create a duplicate of the pertlet, Click Cenfigure to set titles, descriptions and parameters, Click Delete
portlet from your portal, Click Assign Access to allow others to work with the portlet.
Page 1 of 13 m @ Jump

Title Unique name Provided Femote portlet Status

Partlet Wiring Tool wps.p.Wiring

Manzge Web Madules

Manzge Portlets

Manage Applicatiens

Web Service Configuration

Themes and Skins

Edit Layout wps.p.Content Layout
Page Properties - wps.p.Properties
Manage Pages A wps.p.Manage Pages
Organize Favaorites wps.p.Favarites

Fome 1| Fone 1 | Fone 1 | Fone )| Fome | Fone ] | Fome 1| Fome | Fone 1| Fone |

Page 1 of 13 @ @ Jump

Figure A-11 Search for “enterprise search” in the portlet title
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ﬂé 1BM WebSphere Portal - Windows Internet Explorer provided by Yahoo! = E
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Ltration > WehSphere Portal > Portlet Management > Portlats > Search: [0, |;.|| Sources | B + & ? logou!™
e Manage Portlets "

b Search by Title contains || Search: [enterprize search | | Search

nt

Portlets Click Copy to create a duplicate of the partlet. Click Configure to set titles, descriptions and parameters. Click Delete to remove the
partlet from your portal, Click Assign Access to allow others to werk with the portlet.

B 7
Title Unique name Provided Eote portlet Status :
Search portlet for enterprise sesrch
L Search portlet for enterprise sesrch
sions Search portlet for enterprise sesrch
Search portlet for enterprise sesrch

Page 1 of 1

Page 1 of i

Permissions

Figure A-12 Make a copy of the enterprise search portlet as Nile Portlet 1/2
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[7& 1BM WebSphere Portal - Windows Internet Explorer provided by Yahoo! M

% - |® htm:ﬂkazan.nsosj.sanjose.ibm.com:Joossfm-psfmyportalﬂut,.fp,fc1m4_SBSKBxLLM9M55zPy3sz9M |§| |z| ||EE|
Nt - 2| ||| searchweb - &2 @ @ | =vail - & shopping - @My vahoo! + EPAnswers -
* o [®IBM WebSphere Portal l_l - s - | By - (|5 Page - (F Tooks ~

Administration > WebSphere Portal > Portlet Management > Portlets > Search: [Tl |l.|| Sour | B

[*

WebSphere Portal

Welcome
=l Portal User Interface Manage Portlets
Manage Pages

Themes and Skins
Copy portlet
QA new portlet application will be created when you make a copy of a pertlet. The copied pertlet will be associated with the new
that gets created, Please provide a name for the new portlet application and a name for the portlet that is being copiad,

= Portlet Management
Web Modules

Applications
Web Services Please provide the new name for the portlet application Enterprize s=arch search application.Scloned. 2_HWVL7HZDOO0SHY7 02U
Web Clipping |Ni|e Partlet |

= Access

Please provide the new name for portlet Search portlet for enterprise search:
|Ni|e Portlet |

Users and Groups

Resource Permissions

User and Group Permissions

Credential Vault

Resource Policies @
= Portal Settings

Global Settings

Figure A-13 Make a copy of the enterprise search portlet as Nile Portlet 2/2
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|§ 1BM WebSphere Portal - Windows Internet Explorer provided by Yahoo!
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partlet from your portal, Click Assign Access to allow others to werk with the portlet,
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Search portlet for enterprise search

Search portlet for enterprise search

Mile Portlet

ames
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Figure A-14 Configure Nile Portlet 1/15
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Figure A-15 Configure Nile Portlet 2/15
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Figure A-16 Configure Nile Portlet 3/15
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Figure A-18 Configure Nile Portlet 5/15
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Search Application
Customizer

In this appendix, we show an example of using the Search Application
Customizer.
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Introduction

Prior to OmniFind V8.4, you could edit the configuration file (config.properties in
the ES_INSTALL_ROOT/installedApps/ESSearchApplication.ear/
ESSearchApplication.war/WEB-INF/ directory) for a search application to specify
options for your environment, change the appearance of the application, and
control the options that are available to users. The types of properties that could
be modified included environment parameters, data source icons, document
titles, default values for user preferences, default collections and external
sources, extra information for the search results, custom banner and logo, and
the custom background image. The ESSearchApplication caches the
config.properties file contents when started, and therefore in order for the manual
changes to take effect, the contents of the cache must be refreshed with the
changes.
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For the changes to take effect, you could either:

» Stop and start the ESSearchApplication through the WebSphere Application
Server admin console (if WebSphere Application Server Network Deployment
(ND) is installed), as shown in Figure B-1, or using WebSphere Application
Server commands.

E WebSphere Administrative Console - Microsoft Internet Explorer
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Qoback ~ O - [# @ 0| Psearch Frravoites 8 | - i B - O 3

: Address |@ http: /feslin2.wma.ibm. com:2060fbm fconsole /secure logon.do
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B applicati
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Erzrries Arplfestans Lists installed applications. A single application can be deployed onto multiple servers.
Install Mew &pplication
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&3]
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Security —_—

=

&3]
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&3]

System administration SE|Eft| Name Status Q

DefaultApplication

E3]
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=]

Service integration ESSearchApplication

E3]

ubDI
ESSearchServer
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ivtApp
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ololololololalzlolo

F | F| B P R R R P

Figure B-1 WebSphere Administrative Console - Enterprise Applications

» Hit the Refresh button in the Search Application user interface, as shown in
Figure B-25 on page 482.
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In OmniFind Enterprise Edition V8.4, you can also edit properties by using the
Search Application Customizer, which is a graphical user interface that enables
you to see the effects of your changes as you make them. When you are satisfied
with the options that you specify for searching collections and viewing search
results, you can save the options to update the configuration file for the search
application. However, unlike OmniFind V8.3, you do not need to stop and start
the ESSearchApplication for the changes to take effect.

In OmniFind Enterprise Edition V8.4, if you choose to edit the config.properties
manually instead of using the Search Application Customizer, you need to
refresh the contents of the cache, just as you did in OmniFind V8.3 by recycling
the ESSearchApplication or hitting the Refresh button in the Search Application
user interface.

Attention: In all the following sections, for the purposes of avoiding screen
capture overload, we have not included all the windows that you would
typically navigate through in order to perform the desired function. Instead, we
have focused on including select screen captures (and in some cases portions
of selected screen captures) that highlight the key items of interest, thereby
skipping both initial as well as intervening screen captures in the process.

Search Application Customizer

462

As mentioned earlier, the Search Application Customizer enables you to visualize
changes that you want to make and to modify a search application without editing
the configuration file.

Restriction: The Search Application Customizer is available as a stand-alone
application. You cannot launch the Search Application Customizer as a portlet
within WebSphere Portal.

Figure B-2 on page 463 shows the main steps to customize a search application
using Search Application Customizer. In the following sections, we describe a
very simple customization of the sample search application following these steps.
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| SACSTEP1: Invoke Search Customizer. |

|

| SACSTEP2: Select options and save settings. |

|

| SACSTEP3: Invoke customized ESSearchApplication from a browser. |

Figure B-2 Steps to customize a search application using Search Application Customizer

SACSTEP1: Invoke Search Customizer

The Search Customizer may be invoked from a Web browser or from the GUI
admin console.

» Invoke from a Web browser (not shown here)

Type the URL for the Search Application Customizer in a Web browser. For
example, http://SearchServer.com/ESSearchApplication/palette.do,
where SearchServer.com is the host name of the search server. If your Web
server is not configured to use port 80, you also need to specify the correct
port number. For example,
http://SearchServer.com:9080/ESSearchApplication/palette.do.

To customize a custom search application, type the URL for the Search
Application Customizer, and append the name of the configuration file for your
search application. For example,
http://SearchServer.com/ESSearchApplication/palette.do?configFile=/W
EB-INF/myConfig.properties.

If the file that you specify (myConfig.properties file, in this case) does not
exist, values in the config.properties file for the sample search application are
displayed.

Tip: You can also specify the configuration file that you want to use with a
search application by clicking Load after you start the Search Application
Customizer and specifying the name of the file.

If global security is enabled in WebSphere Application Server, you need to log
in with a valid user ID and password.

» Invoke from GUI admin console
This is the option shown here.
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http://SearchServer.com/ESSearchApplication/palette.do
http://SearchServer.com/ESSearchApplication/palette.do
http://SearchServer.com:9080/ESSearchApplication/palette.do
http://SearchServer.com:9080/ESSearchApplication/palette.do
http://SearchServer.com:9080/ESSearchApplication/palette.do
http://SearchServer.com/ESSearchApplication/palette.do?configFile=/WEB-INF/myConfig.properties

Figure B-3 through Figure B-12 on page 470 show the invocation of the
Search Customizer and the various configuration properties available for
modification.

After logging in to the admin console, click the Search Customizer link to
invoke it, as shown in Figure B-3.

Figure B-4 on page 465 shows the various options available. It shows the
configuration properties file and the various categories of properties that can
be modified, such as Server settings, Screen navigation, Messages, Query
options, Results, Images, and Theme. Each of these categories are
expanded to show the default parameter values (Figure B-5 on page 465
through Figure B-12 on page 470) and the search application display
interface in the right hand pane that reflect these default settings.

Tip: Use the Help for the customizer link as needed for an explanation of
the options available.
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GBack =G - |1'] IE‘I .:f | , Search - ¢ Favorites & | el =

. -
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Figure B-3 Invoke Search Customizer
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Figure B-5 Server settings parameters
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rch - Microsoft Internet Explorer
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Figure B-7 Messages parameters
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Figure B-8 Query options parameters
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SACSTEP2: Select options and save settings

In this step, we display and modify some of the parameters for each of the
categories, and show the corresponding effect in the right hand pane.

Note: To see the effect of some changes, such as how search results are
presented, type a query and click Search. We do not show this here.

After we were satisfied with our selections, we click Save to update the
configuration file (not shown here).

If you click Reset, the options displayed in the Search Application Customizer are
restored to values in the last saved version of the configuration file.

Figure B-13 on page 472 shows the selection of Science from the Theme
drop-down list of the Theme category to view the pale blue theme in the window.

Figure B-14 on page 473 shows the selection of an appropriate image for the
Right image field in the Images category to view the new image in the right pane
as highlighted. Figure B-15 on page 474 shows the selection of an appropriate
image for the Left image field as well in the Images category to view the new
images in the right pane as highlighted.

Figure B-16 on page 475 and Figure B-17 on page 476 show the parameters
that can be modified in the Results category, including such items as the Number
of results per page, Enable highlighting within the search field, and Show the
number of search results returned. You will need to type in a search query and
click Search to view the effect of these changes (not shown here).

Figure B-18 on page 477 and Figure B-19 on page 478 show the parameters
that can be modified in the Query options category, including such items as
Suggest spelling corrections, Enable search within results, and Default selected
collection IDs. Here again, you will need to type in a search query and click
Search to view the effect of these changes (not shown here).

Figure B-20 on page 479 through Figure B-22 on page 480 show the Screen
navigation options, such as Toolbar options, Tab options, and Link options. The
changes made to the default window navigation (Figure B-12 on page 470) is as
follows:

» For Toolbar options, remove Preferences and About by selecting Not shown
from the drop-down list, and move Help to third place in the drop-down list.
The new navigation window for Toolbars is shown in Figure B-20 on
page 479.
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» For Tab options, remove Advanced Search by selecting Not shown from the
drop-down list, and move Preferences to second place in the drop-down list
(Figure B-21 on page 479). The new navigation window for Tabs is shown
shown in Figure B-20 on page 479.

» For Link options, add Advanced Search by selecting first from the drop-down
list in Figure B-21 on page 479. The new navigation window for Links is
shown shown in Figure B-22 on page 480.

Figure B-23 on page 480 shows the parameters in the Server settings category,
including such items as Search application name, and Host and Logging level.
The effect of this is not seen until you issue a query (not shown here). Click Save
to write the changes to the configuration file, as shown in Figure B-24 on

page 481.
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n for enterprise search - Microsoft Internet Explorer
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e search - Microsoft Internet Explorer
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2} search application for enterprise search - Microsoft Internet Explorer
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SACSTEPS3: Invoke customized ESSearchApplication from a browser

Invoke the customized ESSearchApplication from a browser, as shown in
Figure B-25.
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Figure B-25 Customized ESSearchApplication
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IBM OmniFind Enterprise
Edition V8.4 control tables

In this appendix, we provide an overview of the Cloudscape tables used by
OmniFind Enterprise Edition V8.4.
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Introduction

Prior to OmniFind Edition V8.4, the FOUNTAIN DB2 database contained tables
that stored metadata information for each crawler, a raw data store for each
crawler, and the IMC credentials. This database was installed on the crawler
server.

In OmniFind V8.4, the FOUNTAIN DB2 database has been replaced by multiple
Cloudscape databases that are also stored on the crawler server. Moreover, raw
data store information is now stored in a file system on the indexer server, as
described in 1.4.4, “Usability and performance enhancements” on page 34.

In this appendix, we provide:

» A brief overview of the Derby database engine and the ij script that we will be
using to identify and query the structure and content of these Cloudscape
control tables.

» Examples of accessing the Cloudscape database for the Windows file system
and Web crawler.

Important: The information presented here is aimed at the sophisticated
enterprise search administrator interested in obtaining a deeper
understanding of the inner workings of the OmniFind product. While you may
choose to browse the schema? and content of Cloudscape tables, you are
strongly advised not to modify the contents of these tables, as this might
produce unpredictable results.

a. The schema of these tables is likely to change without notice.

Derby database and ij script overview

IBM Cloudscape is a relational database management system that is based on
Java and SQL. Cloudscape is a commercial release of the Apache Software
Foundation's (ASF) open source relational database project called Derby.

The Cloudscape product includes Derby without any modification whatsoever to
the underlying source code. Cloudscape includes the same core Derby engine,
but provides a few features you will not find in the Derby software, such as
installers (with a JRE™) and translated manuals and error messages. In
addition, technical support is available for purchase for the Cloudscape product
through IBM.
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Note: Because Cloudscape and Derby have the same functionality, the
Cloudscape documentation refers to the core functionality as Derby. All
references to "Derby" in this documentation refer to the Derby core engine
included with the Cloudscape product.

You can deploy Derby in a number of different ways:

» Embedded in a single-user Java application. Derby can be almost invisible to
the user because it requires no administration and runs in the same Java
virtual machine (JVM™) as the application.

Note: This is how it is used in IBM OmniFind Enterprise Edition by the
crawlers.

» Embedded in a multiuser application, such as a Web server, an application
server, or a shared development environment.

» Embedded in a server framework. You can use the Network Server with the
Network Client driver or a server of your own choice.

Note: This is how the IMC credentials database is used in IBM OmniFind
Enterprise Edition.

ij script overview

ij is Derby's interactive JDBC scripting tool. It is a simple utility for running scripts
against a Derby database. You can also use it interactively to run ad hoc queries.
ij provides several commands for ease in accessing a variety of JDBC features. ij
can be used in an embedded or a client/server environment.

ij is a Java application, which you start from a command window, such as an
MS-DOS® command window or the UNIX shell. ij provides several commands to
easily access a variety of JDBC features through scripts.

In the following sections, we provide a brief overview of starting ij, connecting to a
Derby database, and running the ij script.

Starting ij

Derby provides batch and shell scripts for users in Windows and UNIX
environments. If you put the appropriate script in your path, you will be able to
start ij with a simple command. These scripts use the ij.protocol property, which
automatically loads a driver and simplifies the process of connecting to a
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database. The scripts are found in the %DERBY_INSTALL%/bin/ directory. You
can also customize the ij scripts to suit your environment.

If you are starting ij from a command line, be sure that the derbytools.jar file is in
your classpath.

You can start ij by running the ij scripts in the /frameworks/embedded/bin/
directory or in the /frameworks/NetworkServer/bin/ directory.

To start ij, run the script provided or use this command:

java [<options>] org.apache.derby.tools.ij [-p <propertyFile>]
[<inputFile>]

Where:

» java is the name of the JVM program.

» options is what the JVM uses.

» propertyFile sets the ij properties (instead of the -D command).

» inputFile sets the file from which commands are read.

Note: The ij tool exits at the end of the file or an exit command. Using an input
file causes ij to print out the commands as it runs them. If you reroute standard
input, ij does not print out the commands. If you do not supply an input file, ij
reads from the standard input.

Connecting to a Derby database
To connect to a Derby database, you need to perform the following steps:

1. Load the appropriate driver.
2. Provide a database connection URL for the database.

In ij, there are three ways of accomplishing these steps:
» Full database connection URL

ij can work with any JDBC driver. For drivers supplied by other vendors, you
need to load the driver separately. For drivers supplied by Derby, you can
load the driver by specifying the full database connection URL in the
connection. You do not need to load the driver explicitly in a second step.

D:>java org.apache.derby.tools.ij
ij version 10.1
ij> connect 'jdbc:derby:sample';
ij>
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» Protocol and short database connection URL

For drivers supplied by Derby, specifying a protocol automatically loads the
appropriate driver. You do not need to load the driver explicitly in a separate
step. You specify a protocol with a property (ij.protocol or
ij.protocol.protocolName) or command (Protocol).

To connect, specify the "short form" of the database connection URL in a
Connect command, ij.connection.connectionName property, or ij.database
property. A short form of the database connection URL eliminates the
protocol.

D:>java org.apache.derby.tools.ij
ij version 10.1
ij> protocol 'jdbc:derby:';
ij> connect 'sample';
ij>

D:>java -Dij.protocol.myprotocolName=jdbc:derby:

org.apache.derby.tools.ij
ij version 10.1
ij> connect 'sample' protocol myprotocolName;
ij>
» Driver and full database connection URL

If you are using the drivers supplied by Derby, use the driver names listed in
the JDBC drivers overview. The Derby drivers are implicitly loaded when a
supported protocol is used. Any other driver has to be explicitly loaded. You
can load a driver explicitly with an ij property (ij.Driver), a system property
(jdbc.drivers), or a command (Driver).

To connect, specify the full database connection URL in a Connect
command, ij.connection.connectionName property, or ij.database property.

D:>java org.apache.derby.tools.ij
ij version 10.1
ij> driver 'sun.jdbc.odbc.JdbcOdbcDriver';
ij> connect 'jdbc:odbc:myOdbcDataSource';

Run the ij scripts
You can run scripts in ij in any of the following ways:

» Name an input file as a command-line argument. For example:

java -Djdbc.drivers=org.apache.derby.jdbc.EmbeddedDriver
org.apache.derby.tools.ij <myscript.sql>

» Redirect standard input to come from a file. For example:

java -Djdbc.drivers=org.apache.derby.jdbc.EmbeddedDriver
org.apache.derby.tools.ij <myscript.sql>
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» Use the Run command from the ij command line. For example:
ij> run 'myscript.sql';
Note: If you name an input file as a command-line argument or if you use the

Run command, ij echoes input from a file. If you redirect standard input to
come from a file, ij does not echo commands.

You can save output in any of the following ways:
» By redirecting output to a file:

java -Djdbc.drivers=org.apache.derby.jdbc.EmbeddedDriver
org.apache.derby.tools.ij <myscript.sql> <myoutput.txt>

» By setting the ij.outfile property:

java -Dij.outfile=<myoutput.txt> org.apache.derby.tools.i]j
<myscript.sql>

ij exits when you enter the Exit command or if you enter a command file on the
Java invocation line when the end of the command file is reached. When you use
the Exit command, ij automatically shuts down an embedded Derby system by
issuing a connect jdbc:derby:;shutdown=true request. It does not shut down
Derby if it is running in a server framework.

Note: For full details on using the ij script, refer to Derby Tools and Utilities
Guide, found at:

http://db.apache.org/derby/docs/dev/tools/derbytools.pdf

Also refer to http://db.apache.org/derby/papers/DerbyTut/ns_intro.htm]
for information about accessing Cloudscape databases.

Cloudscape control tables

The Cloudscape database for crawlers, data listener, and IMC user credentials
are stored on the Crawler server in the $ES_NODE_ROOT/cloudscape directory
and sub-directories as follows:

» Crawled document metadata is stored in
$ES_NODE_ROOQT/data/cloudscape/OmniFind_crawlers/<collection
id>.<crawler id>.

» Add/remove URIs collection data is stored in
$ES_NODE_ROOQT/data/cloudscape/OmniFind_datalistener/.
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» IMC credentials user profile data is stored in
$ES_NODE_ROQT/data/cloudscape/OmniFind_imc/.

» S$ES_NODE_ROQT/data/cloudscape/OmniFind_fs/ is the name of a
temporary database used by the FirstSteps application and is required to
validate the Cloudscape installation. After FirstSteps application is run to
completion, this directory should automatically get deleted. If FirstSteps failed
while validating the Cloudscape installation, then this directory might linger
around, but a rerun of the FirstSteps application should clean it up.

Figure C-1 on page 490 shows the directory structure on a Windows platform for
a collection with QuickPlace, JDBC, and two Windows file system crawlers. Each
of the folders shown corresponds to an embedded Cloudscape database
associated with that crawler. The crawlers access the Cloudscape database in
embedded mode. Accessing the crawler Cloudscape databases is described in
“Accessing crawler Cloudscape databases” on page 490.

The Cloudscape IMC database (OmniFind-imc), on the other hand, is a network
database, and accessing it is described in “Accessing IMC Cloudscape
database” on page 496.
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Figure C-1 Cloudscape database directory structure

Accessing crawler Cloudscape databases

The crawlers use the Cloudscape in embedded mode, and therefore only a
single process can access it at a time. Therefore, you need to stop the crawlers
to access a given database. These databases also do not have any user ID /
password associated with them.

A number of approaches are available to connect and navigate a Cloudscape
database, including the Cloudview GUI interface, the command-line interface
using the ij command, as described in “ij script overview” on page 485, and a
user-written program.

We use the command line interface to connect and query the crawler
Cloudscape database. In the following sections, we first describe the preparatory
work that is required, followed by access to the Cloudscape database and tables.
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Prepare the Cloudscape environment

As mentioned earlier, OmniFind accesses all the Cloudscape databases (crawler
or IMC) with no user ID / password, and the supported Cloudscape version ID

10.1. Therefore, the preparatory work required includes stopping all other access
to the Cloudscape database, modifying the ij.bat command, and modifying the

dblookup.bat command, as shown below

Stop access to all the Cloudscape databases

Stop the OmniFind crawler when you want to access the Cloudscape database

you want to access. This is not shown here.

Modify the ij.bat file

The ij.bat file is located in the c:\ibm\es\cloudscape\frameworks\embedded\bin\
directory. The commands to set the user ID / password should be commented

out, as shown in Example C-1. Also, modify the environment variables as
required.

Example: C-1 Modify the ij.bat file

@echo off
@if "%1" == "shortcut" set CLASSPATH=
@if "%1" == "shortcut" shift

set DERBY_INSTALL=C:\Program Files\IBM\es\cloudscape
set JAVA_HOME=C:\Program Files\IBM\es\_jvm\jre

GREM if "%DERBY_USER%" != "" set IJ_USER="-Dij.user=%DERBY_USER%"
GREM if "%DERBY_PASSWORD%" != "" set IJ_PASSWORD="-Dij.password=%DERBY_PASSWORD%"

GREM set PARAM="%IJ_USER% %IJ_PASSWORD%"
set OF_CLASSPATH=%DERBY_INSTALL%\1ib\derby.jar;%DERBY_INSTALL%\Tib\derbytools.jar;%CLASSPATH%

OREM == m e e e o m e e

@REM -- start ij

2

"%JAVA_HOME%\bin\java.exe" -cp "%0F_CLASSPATH%" %PARAM% -Dij.protocol=jdbc:derby: org.apache.derby.tools.ij

OREM == m e e e

OREM -- To use a different JVM with a different syntax, simply edit
@REM -- this file

OREM === e oo o e e e
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Modify the dblook.bat file

The dblook.bat’ file is located in the
c:\ibm\es\cloudscape\frameworks\embedded\bin\ directory. The commands to
set the user ID / password should be commented out, as shown in Example C-2.
Also, modify the environment variables as required. This command is used to list
the CREATE SQL statement for a given table in the Cloudscape database.

Example: C-2 Modify the dblook.bat file

set DERBY_INSTALL=C:\Program Files\IBM\es\cloudscape
set JAVA_HOME=C:\Program Files\IBM\es\_jvm\jre

GREM if "%DERBY_USER%" != "" set IJ_USER="-Dij.user=%DERBY_USER%"
GREM if "%DERBY_PASSWORD%" != "" set IJ_PASSWORD="-Dij.password=%DERBY_PASSWORD%"

@REM set PARAM="-DES_CFG=%ES_NODE_ROOT%/nodeinfo/es.cfg %IJ_USER% %IJ_PASSWORD%"
GREM set PARAM="%IJ_USER% %I1J_PASSWORD%"

set
OF_CLASSPATH=%DERBY_INSTALL%\1ib\derby.jar;%DERBY_INSTALL%\1ib\derbytools.jar;%ES_INSTALL_RO0T%\1ib\esctrl.jar;%CLASSPATH%
OREM === e e o e e s e e e e

O@REM -- start dblook

OREM === e e e e e e

"%JAVA_HOME%\bin\java" -cp "%OF_CLASSPATH%" %PARAM% org.apache.derby.tools.dblook %*

Accessing the Cloudscape databases and tables

With the preparatory work done, we can proceed to identify the OmniFind tables
in a crawler database, determine the CREATE statement for a table, and list its
contents as follows.

The various crawler Cloudscape databases for our environment are shown in
Figure C-1 on page 490.

Invoke the ij environment and connect to a database

Example C-3 shows the establishment of the ij environment (by executing the
ij.bat command in the c:\ibm\es\cloudscape\frameworks\embedded\bin\
directory) and connection to a the crawler database
col_34035.QUICKPLACE_83590 (using the connect SQL statement).

Example: C-3 Invoke the ij environment and connect to a crawler database

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>ij.bat

ij version 10.1

ij> connect 'jdbc:derby:c:/progra™~1/ibm/es/esadmin/data/cloudscape/omnifind_crawlers/col_34035.QUICKPLACE_83590";
ij>

1 dblook is used because the SQL DESCRIBE statement is not supported in Cloudscape Version
10.1.
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Identify OmniFind tables in the crawler database

After successfully connecting to the crawler database, as shown in Example C-3
on page 492, we can identify the OmniFind tables by executing the query shown
in Example C-4. The schema name of the OmniFind tables is ESADMIN.

Example C-4 shows four OmniFind tables in the QUICKPLACE crawler
database: CDSR, TDATAREC, TOPTDATA, and TSERVERREC.

Example: C-4 Identify OmniFind tables in this crawler database

ij> select schemaname, tablename from sys.systables a, sys.sysschemas b where a.schemaid=b.schemaid and
schemaname="'ESADMIN' ;

SCHEMANAME TABLENAME
e os
ESADMIN TDATAREC

ESADMIN TOPTDATA

ESADMIN TSERVERREC

4 rows selected
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Determine the CREATE SQL statement for a table

As mentioned earlier, Cloudscape Database Version 10.1 does not support the
DESCRIBE SQL statement to view the columns and associated data types of a
table. We therefore used the dblook command to determine the CREATE SQL

statement, as shown in Example C-5.

Example: C-5 Determine the CREATE SQL statement for the CDSR table

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>dblook.bat -z ESADMIN
-t cdsr -d "jdbc:derby:c:/progra~1/ibm/es/esadmin/data/cloudscape/omnifind_cra
wlers/col_34035.QUICKPLACE_83590";

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>set DERBY_INSTALL=C:\
Program Files\IBM\es\cloudscape

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>set JAVA_HOME=C:\Prog
ram Files\IBM\es\_jvm\jre

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>set OF_CLASSPATH=C:\P
rogram Files\IBM\es\cloudscape\lib\derby.jar;C:\Program Files\IBM\es\cloudscape\
Tib\derbytools.jar;C:\PROGRA~1\1BM\es\CLOUDS™1\Tib\derby.jar;C:\PROGRAVI\IBM\es\
CLOUDS™1\1ib\derbytools.jar;C:\PROGRA~1\IBM\es\1ib\esctrl.jar;C:\Program Files\I
BM\SQLLIB\java\db2jcc.jar;C:\Program Files\IBM\SQLLIB\java\db2jcc_license_cu.jar
;C:\PROGRA~1\IBM\es\1ib;.;C:\PROGRA~1\IBM\SQLLIB\java\db2java.zip;C:\PROGRAV1\IB
M\SQLLIB\java\db2jcc.jar;C:\PROGRAVI\IBM\SQLLIB\java\sqlj.zip;C:\PROGRA~1\IBM\SQ
LLIB\java\db2jcc_license_cisuz.jar;C:\PROGRAVI\IBM\SQLLIB\java\db2jcc_license_cu
.jar;C:\PROGRA~1\IBM\SQLLIB\bin;C:\PROGRA~1\IBM\SQLLIB\java\common.jar;c:\Progra
m Files\IBM\es\cloudscape\lib\derbytools.jar;

C:\Program Files\IBM\es\cloudscape\frameworks\embedded\bin>"C:\Program Files\IBM
\es\_jvm\jre\bin\java" -cp "C:\Program Files\IBM\es\cloudscape\Tib\derby.jar;C:\
Program Files\IBM\es\cloudscape\lib\derbytools.jar;C:\PROGRA~1\IBM\es\CLOUDS™1\1
ib\derby.jar;C:\PROGRA~1\1BM\es\CLOUDS™~1\Tib\derbytools.jar;C:\PROGRAV1\IBM\es\1
ib\esctrl.jar;C:\Program Files\IBM\SQLLIB\java\db2jcc.jar;C:\Program Files\IBM\S
QLLIB\java\db2jcc_license_cu.jar;C:\PROGRA~I\IBM\es\11ib;.;C:\PROGRA~1\IBM\SQLLIB
\Jjava\dbh2java.zip;C:\PROGRA~I\IBM\SQLLIB\java\db2jcc.jar;C:\PROGRA~1\IBM\SQLLIB\
Jjava\sqlj.zip;C:\PROGRA~I\IBM\SQLLIB\java\db2jcc_license_cisuz.jar;C:\PROGRA~1\I
BM\SQLLIB\java\db2jcc_license_cu.jar;C:\PROGRAVI\IBM\SQLLIB\bin;C:\PROGRA~I\IBM\
SQLLIB\java\common.jar;c:\Program Files\IBM\es\cloudscape\lib\derbytools.jar;"
org.apache.derby.tools.dblook -z ESADMIN -t cdsr -d "jdbc:derby:c:/progra™1/ibm
/es/esadmin/data/cloudscape/omnifind_crawlers/col_34035.QUICKPLACE_83590";

-- Time Stamp: 2007-01-22 17:17:21.984

-- Source database is: c:/progra™~1l/ibm/es/esadmin/data/cloudscape/omnifind_crawl
ers/col_34035.QUICKPLACE_83590

-- Connection URL is: jdbc:derby:c:/progra™~1/ibm/es/esadmin/data/cloudscape/omni
find_crawlers/col_34035.QUICKPLACE_83590;

-- The dblook utility will consider only specified tables.

-- Specified schema is: ESADMIN

-- appendLogs: false

CREATE TABLE "ESADMIN"."CDSR" ("HASH" BIGINT NOT NULL, "TARGETID" BIGINT NOT NULL, "URI" VARCHAR(2048) NOT NULL,
"CHECKSUM" VARCHAR (16) FOR BIT DATA, "LASTMODIFIED" BIGINT, "LASTACCESSED" BIGINT, "PRHASH" BIGINT, "EXCLUDED" SMALLINT,
"ACLHASH" BIGINT);
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-- primary/unique
ALTER TABLE "ESADMIN"."CDSR" ADD CONSTRAINT "SQL061214031044150" PRIMARY KEY ("HASH");

List the contents of a table
Example C-6 shows the SQL statement to list the contents of the CDSR table.

Example: C-6 List the contents of the CDSR table

ij> select * from ESADMIN.CDSR;
HASH | TARGETID |URT

| CHECKSUM | LASTMODIFIED | LASTACCESSED
| PRHASH | EXCLU& | ACLHASH

-7747088274088376446 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

052567080& | NULL | 1165948503000 | 1166205919500
[NuLL |0 [NULL

3873056970272087946 |2 |quickp]ace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

052567080&|NULL |1165948756000 |1166205919625
[NULL [0 [NULL

-9144532275002361060 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

052567080&|NULL |1165948902000 |1166205919703
[NULL [ [NULL

6392548167513277556 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

0525670808 | NULL | 1165948975000 | 1166205919797
[NULL |0 [NULL

-6426157463296059021|2 |quickp1ace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

0525670808 | NULL |1165949035000 |1166205919875
[NULL |0 [NULL

-5246679202682452664 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

052567080&|NULL |1165949094000 |1166205919969
[NULL |0 [NULL

-181521754300285356 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

0525670808& | NULL | 1165949114000 | 1166205920359
[NuLL lo [NULL

2889260838872131738 |2 |quickplace://kazan.itsosj.sanjose.ibm.

com/8825723E007E49B9/QuickPlace%5Cw3knowyourindustry%5CMain.nsf/A7986FD2A9CD4709

052567080&|NULL |1165949430000 |1166205920656
[NULL |0 [NULL

8 rows selected
ij>
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Note: This process can be repeated for all the OmniFind tables for all the
crawlers.

Accessing IMC Cloudscape database

496

The IMC Cloudscape database is accessed in network mode, and therefore
multiple processes can access it at one time. Like the embedded crawlers
databases, this database does not have any user ID / password associated with
it.

A number of approaches are available to connect and navigate a Cloudscape
database, including the Cloudview GUI interface, the command-line interface
using the ij command, as described in “jj script overview” on page 485, and a
user-written program.

We use the command-line interface to connect and query the crawler
Cloudscape database. In the following sections, we first describe the preparatory
work that is required, followed by access to the Cloudscape database and tables.

Prepare the Cloudscape environment

As mentioned earlier, OmniFind accesses the IMC Cloudscape database with no
user ID / password in network server mode. Also, the supported Cloudscape
version ID is 10.1. Therefore, the preparatory work required includes ensuring
that the network server is running, modifying the ij.bat command, and
modifying the db1ookup.bat command as follows.

Ensure that the network server is running

The Cloudscape network server must be running to access this database. The
network server is automatically started when the common communications layer
(CCL2) is started. Execute the sysinfo.bat command in the c:\Program
Files\IBM\es\cloudscape\frameworks\NetworkServer\bin directory. If you obtain
the information shown in Example C-7 on page 497, it means that the network
server is up and running. If you do not receive any output, then you may have to
stop and start the CCL again to start up the network server.

2 IBM WebSphere Information Integrator OmniFind Edition service
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Example: C-7 sysinfo.bat output

C:\PROGRA™1\IBM\es\cloudscape\frameworks\NetworkServer\bin>sysinfo.bat
-------- Derby Network Server Information --------

Version: CSS10011/10.1.2.4 Build: 396056 DRDA Product Id: CSS10011
-- listing properties --

derby.drda.maxThreads=0

derby.drda.keepAlive=true

derby.drda.minThreads=0

derby.drda.portNumber=1527

derby.drda.logConnections=false

derby.drda.timeSTice=0

derby.drda.startNetworkServer=false

derby.drda.host=0.0.0.0

derby.drda.traceAll=false

------------------ Java Information ----------cccuuuuno

Java Version: 1.4.2
Java Vendor: IBM Corporation
Java home: C:\Program Files\IBM\es\_jvm\jre

Java classpath: C:\Program Files\IBM\es\lib\ccl.jar;C:\Program Files\IBM\es\1ib
\es.oss.jar;C:\Program Files\IBM\es\Tib\esctrl.jar;C:\Program Files\IBM\es\1ib\L
UMClient.jar;C:\Program Files\IBM\es\1ib\mail.jar;C:\Program Files\IBM\es\Tib\ac
tivation.jar;C:\Program Files\IBM\es\1ib\ccl.jar;C:\Program Files\IBM\es\lib\es.
oss.jar;C:\Program Files\IBM\es\lib\esctrl.jar;C:\Program Files\IBM\es\Tib\mail.
jar;C:\Program Files\IBM\es\lib\activation.jar;C:\Program Files\IBM\es\1ib\LUMCI
ient.jar;C:\Program Files\IBM\es\cloudscape\lib\derby.jar;C:\Program Files\IBM\e
s\cloudscape\lib\derbynet.jar;C:\Program Files\IBM\es\1ib\siapi.jar;C:\Program F
iles\IBM\es\1ib\esapi.jar;C:\Program Files\IBM\SQLLIB\java\db2jcc.jar;C:\Program
Files\IBM\SQLLIB\java\db2jcc_license_cu.jar;C:\PROGRAV1\IBM\es\1ib;.;C:\PROGRA™
1\IBM\SQLLIB\java\db2java.zip;C:\PROGRA~1\IBM\SQLLIB\java\db2jcc.jar;C:\PROGRA™1
\IBM\SQLLIB\java\sqlj.zip;C:\PROGRA~1\IBM\SQLLIB\java\db2jcc license cisuz.jar;C
:\PROGRA™~I\IBM\SQLLIB\java\db2jcc_Tlicense_cu.jar;C:\PROGRA~I\IBM\SQLLIB\bin;C:\P
ROGRA™1\IBM\SQLLIB\java\common.jar

0S name: Windows 2003
0S architecture: x86
0S version: 5.2

Java user name: essearch

Java user home: C:\Documents and Settings\essearch

Java user dir:  C:\Program Files\IBM\es\esadmin\logs
java.specification.name: Java Platform API Specification
java.specification.version: 1.4

--------- Derby Information --------

JRE - JDBC: J2SE 1.4.2 - JDBC 3.0

[C:\Program Files\IBM\es\cloudscape\lib\derby.jar] 10.1.2.4 - (396056)
[C:\Program Files\IBM\es\cloudscape\lib\derbynet.jar] 10.1.2.4 - (396056)
[C:\Program Files\IBM\SQLLIB\java\db2jcc.jar] 2.5 - (33)

[C:\Program Files\IBM\SQLLIB\java\db2jcc_license_cu.jar] 2.5 - (33)
[C:\Program Files\IBM\SQLLIB\java\db2jcc.jar] 2.5 - (33)

[C:\Program Files\IBM\SQLLIB\java\db2jcc_license_cisuz.jar] 2.5 - (33)
[C:\Program Files\IBM\SQLLIB\java\db2jcc_license_cu.jar] 2.5 - (33)

Locale Information --

C:\PROGRA™1\IBM\es\cToudscape\frameworks\NetworkServer\bin>
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Modify the ij.bat file

The ij.bat file is located in the
c:\ibm\es\cloudscape\frameworks\NetworkServer\bin\ directory. The commands
to set the user ID / password should be commented out, as shown in

Example C-8. Also, modify the environment variables as required.

Example: C-8 Modify the ij.bat file

@echo off

@if "%1" == "shortcut" set CLASSPATH=

@if "%1" == "shortcut" shift

2

@REM -- This batch file is an example of how to start ij in
@REM -- an NetworkServer environment.

OREM -- REQUIREMENTS:
@REM -- You must have the Derby and DB2 JCC libraries in your classpath

@REM -- See the setNetworkClientCP.bat for an example of
@REM -- how to do this.

@REM -- You may need to modify the values below for a different
@REM -- host, port, user, or password

@REM -- This file for use on Windows systems

set DERBY_INSTALL=C:\Program Files\IBM\es\cloudscape
set JAVA_HOME=C:\Program Files\IBM\es\_jvm\jre

set IJ_HOST=NILE.itsosj.sanjose.ibm.com
@if "%DERBY_SERVER_HOST%" NEQ "" set IJ_HOST=%DERBY_SERVER_HOST%

set IJ_PORT=1527
@if "%DERBY_SERVER_PORT%" NEQ "" set IJ_PORT=%DERBY_SERVER_PORT%

GREM if "%DERBY_USER%" NEQ "" set IJ USER="-Dij.user=%DERBY_USER%"
GREM if "%DERBY_PASSWORD%" NEQ "" set IJ_PASSWORD="-Dij.password=%DERBY_PASSWORD%"

GREM set PARAM="-DES_CFG=%ES_NODE_ROOT%\nodeinfo\es.cfg %IJ_USER% %IJ_PASSWORD%"
@setlocal

set
OF_CLASSPATH=%DERBY_INSTALL%\Tib\derbyclient.jar;%DERBY_INSTALL%\1ib\derbytools.jar;%ES_INSTALL_ROOT%\1ib\esctrl.jar;%ES_I
NSTALL_ROOT%\1ib\es.oss.jar;%CLASSPATH%

OREM === = mm e e e e e e e e

@REM -- start ij

@REM -- host, port, user and password may need to be changed

OREM === = e mm e e e e e e -

"%JAVA_HOME%\bin\java.exe" -cp "%0F_CLASSPATH%" %PARAM% -Dij.driver=org.apache.derby.jdbc.ClientDriver
-Dij.protocol=jdbc:derby://%1J_HOST%:%1J_PORT%/ org.apache.derby.tools.ij

OREM === e oo o e e e

OREM -- To use a different JVM with a different syntax, simply edit
@REM -- this file

OREM === m e o e e e e e

@endlocal
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Modify the dblook.bat file

The dblook.bat file is located in the
c:\ibm\es\cloudscape\frameworks\NetworkServer\bin\ directory, as shown in
Example C-9. Modify the environment variables as required. This command is
used to list the CREATE SQL statement for ESUSER table in the IMC
Cloudscape database.

Example: C-9 Modify the dblook.bat file

set ES_INSTALL_ROOT=C:\Program Files\IBM\es
set DERBY_INSTALL=C:\Program Files\IBM\es\cloudscape
set JAVA_HOME=C:\Program Files\IBM\es\_jvm\jre

@setlocal

set
OF_CLASSPATH=%DERBY_INSTALL%\1ib\derbyclient.jar;%DERBY_INSTALL%\1ib\derbytools.jar;%ES_INSTALL_ROOT%\1ib\esctrl.jar;%ES_I
NSTALL_ROOT%\1ib\es.oss.jar;%CLASSPATH%

BREM == e e e e e e e e e ee

OREM -- start dblook

BREM == m oo e o e e e e e e e e e

"%JAVA_HOME%\bin\java" -cp "%OF_CLASSPATH%" org.apache.derby.tools.dblook %*

@endlocal

Accessing the Cloudscape databases and tables

With the preparatory done, we can proceed to identify the OmniFind tables in a
IMC database, determine the CREATE statement for the ESUSER table, and list
its contents as follows:

The only IMC Cloudscape database is OmniFind_imc, as shown in Figure C-1 on
page 490.

Invoke ij environment and connect to a database

Example C-10 shows the establishment of the ij environment (by executing the
ij.bat command in the c:\ibm\es\cloudscape\frameworks\NetworkServer\bin\
directory) and connection to an IMC database OmniFind_imc (using the connect
SQL statement).

Example: C-10 Invoke the ij environment and connect to a crawler database

C:\PROGRA™~1\IBM\es\cloudscape\frameworks\NetworkServer\bin>ij.bat
ij version 10.1
ij> connect 'jdbc:derby://Tocalhost:1527/c:/progra™~1/ibm/es/esadmin/data/cloudscape/omnifind_imc';

i3>
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Identify OmniFind tables in the IMC database

After successfully connecting to the IMC database, as shown in Example C-10
on page 499, we can identify the OmniFind tables by executing the query shown
in Example C-11. The schema name of the OmniFind tables is APP.

Example C-11 shows a single OmniFind table ESUSER in the IMC database.

Example: C-11 Identify OmniFind tables in this crawler database

ij> select schemaname, tablename from sys.systables a, sys.sysschemas b where a.
schemaid=b.schemaid and schemaname="'APP"';
SCHEMANAME TABLENAME

APP ESUSER

1 row selected
ij>

Determine the CREATE SQL statement for a table

As mentioned earlier, the Cloudscape Database Version 10.1 does not support
the DESCRIBE SQL statement to view the columns and associated data types of
a table. We therefore used the dblook command to determine the CREATE SQL
statement, as shown in Example C-12.

Example: C-12 Determine the CREATE SQL statement for the ESUSER table

C:\Program Files\IBM\es\cloudscape\frameworks\NetworkServer\bin>dblook.bat -z APP -t ESUSER -d
"jdbc:derby://1ocalhost:1527/c:/progra~1/ibm/es/esadmin/data/cloudscape/omnifind_imc";

-- Time Stamp: 2007-01-23 20:53:02.797

-- Source database is: c:/progra™~1/ibm/es/esadmin/data/cloudscape/omnifind_imc

-- Connection URL is: jdbc:derby://localhost:1527/c:/progra~1/ibm/es/esadmin/data/cloudscape/omnifind_imc;
-- The dblook utility will consider only specified tables.

-- Specified schema is: APP

-- appendlLogs: false

CREATE TABLE "APP"."ESUSER" ("USERID" VARCHAR(256) NOT NULL, "CREDENTIALS" CLOB(
65536) NOT NULL);

-- primary/unique
ALTER TABLE "APP"."ESUSER" ADD CONSTRAINT "SQL061121015328180" PRIMARY KEY ("USE
RID");

C:\Program Files\IBM\es\cloudscape\frameworks\NetworkServer\bin>
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List the contents of a table

Example C-13 shows the SQL statement to list the contents of the ESUSER
table, which shows the credentials stored for nine different user IDs, as

highlighted.

Example: C-13 List the contents of the ESUSER table

ij> select * from APP.ESUSER;

USERID |CREDENTIALS

esadmin |<identities id="ZXNhZGlpbg=="><

identity id="TkIMRQ=="><username>d21uZnNfdXNy</username><type>winfs</type><passw
ord encrypt="yes&

icmadmin |<identities id="aWNtYWRtaW4="><

identity id="TkIMRQ=="><username>d21uZnNfdXNy</username><type>winfs</type><passw
ord encrypt="yes&

wpsadmin |<identities id="d3BzYWRtaW4="><

identity id="aWNtbmxzZGI="><username>aWNtYWRtaW4=</username><type>cm</type><pass
word encrypt="ye&

winfs_usr |<identities id="d21uZnNfdXNy"><

identity id="TkIMRQ=="><username>d21uZnNfdXNy</username><type>winfs</type><passw
ord encrypt="yes&

gpadmin |<identities id="cXBhZGlpbg=="><

identity id="TkIMRQ=="><username>null</username><type>winfs</type><password encr
ypt="yes"></pass&

wasadmin |<identities id="d2FzYWRtaW4="><

identity id="TkIMRQ=="><username>null</username><type>winfs</type><password encr
ypt="yes"></pass&

testusr |<identities id="dGVzdHVzcg=="><

identity id="TkIMRQ=="><username>dGVzdHVzcg==</username><type>winfs</type><passw
ord encrypt="yes&

uid=wpsadmin,cn=users,ou=itso,o=ibm |<identities id="dW1kPXdwc2FkbW1
ULGNuUPXVzZXJzLG91PW10c28shz1pYm0="><identity id="TkIMRQ=="><username>ZXNhZGlpbg=
=</username><typ&

uid=esadmin,cn=users,ou=itso,o=ibm |<identities id="dW1kPWVzYWRtaW4
sY249dXN1cnMsb3U9aXRzbyxvPW1ibQ=="><identity id="TkIMRQ=="><username>QWRtaW5pc3R
yYXRvcg==</usern&

9 rows selected
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Configuring typical data
sources

In this appendix, we describe the configuration of certain data sources not
included in the scenarios.
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Introduction

OmniFind Enterprise Edition V8.4 added support for a number of data sources
and corresponding crawlers to access these data sources. In this appendix, we
include the configuration of the Web Content Management (WCM) and Portal
Document Manager (PDM) with SSO enabled.

While the scenarios described earlier included WCM and PDM data sources, the
WCM was crawled using the Web crawler in Sequoia General’s GENINSINFO
collection, while PDM was configured without SSO in Sequoia General’s
CUSTINFO collection.

Attention: In all the following sections, for the purposes of avoiding screen
capture overload, we have not included all the windows that you would
typically navigate through in order to perform the desired function. Instead, we
have focused on including select screen captures (and in some cases,
portions of selected screen captures) that highlight the key items of interest,
thereby skipping both initial as well as intervening screen captures in the
process.

Configure Web Content Management (WCM) crawler

The Web Content Management crawler can crawl any number of WCM sites.
When you configure the crawler, you specify the URLSs for the sites to be crawled.
The crawler then downloads the pages that are linked from the specified sites.
The sites to be crawled must be accessible by the same WebSphere Portal
administrator ID and password. To crawl sites that use different credentials, you
must configure a separate WCM crawler.

Creating the crawler involves the following tasks:

» Before you create a WCM crawler, you must run a script to set up the
enterprise search environment on WebSphere Portal. This script
(wp6_insta|l.sh1 on AlX, Linux, or Solaris, or wp6_install.bat on Windows) is
installed on the search servers when IBM OmniFind Enterprise Edition is
installed.

This step is not shown here.
When you specify the URLs to crawl, you must use the following format:

http_protocol://portal_hostname:port number/portal prefix
/WCM_search_seed_servlet_path/searchseed?site=WCM_site_name&1ib=WCM_
Tibrary_name

' For WebSphere Portal Version 6
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The following example shows the URL for a site at the default installation path
of Workplace WCM on WebSphere Portal:

http://portal.server.ibm.com:80/wps/wcmsearchseed/searchseed?site=Si
teTest01&1ib=Web+Content

Note: If the site name or library name contains spaces, you must replace
the space with a plus sign (+) character. For example, replace Web
Content with Web+Content.

Specify properties that control how the crawler operates and uses system
resources. The crawler properties control how the crawler crawls all
documents in the crawl space.

Specify the URLSs for the sites to be crawled and information that enables the
crawler to connect to the sites. When you create or edit the crawler, you can

test the crawler’s ability to connect to the URLSs to be crawled. Messages tell

you whether the crawler can access the documents to be crawled before you
start the crawler.

Specify document-level security options. If security was enabled when the
collection was created, the crawler can associate security data with
documents in the index. This data enables access controls to be enforced
based on the stored access control lists or security tokens. You can also
select an option to validate user credentials at the time a user submits a
query. In this case, instead of comparing the user’s credentials to indexed
security data, the system compares the credentials to current access control
lists that are maintained by the original data source.

Important: To search secure WCM pages, you must submit searches by
using the Search portlet for enterprise search from within WebSphere
Portal. Searches submitted from the sample search Web application,
ESSearchApplication, will not have the proper credentials and cannot
verify the user’s authority to access documents.

Specify information that enables the crawler to communicate with a proxy
server, if the WCM sites use a proxy server to serve documents.

Specify authentication data that enables the crawler to access documents
that are protected by single sign-on (SSO) security.

Specify information about a keystore file so that the crawler can use the
Secure Sockets Layer (SSL) protocol to connect to the WCM sites.

Specify the language and code page of the documents to be crawled.

Specify options for crawling and searching metadata in Web Content
Management documents.
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» Specify schedules for crawling the Web Content Management sites.

Figure D-1 on page 507 through Figure D-15 on page 521 describe the creation
and configuration of the WCM crawler.

After logging in to the administration console, from the Collections view in Edit
mode, under the Crawl tab for the NWINSURANCE collection, click Create
Crawler, as shown in Figure D-1 on page 507. Select Web Content
Management from the drop-down list for Crawler type and click Next in

Figure D-2 on page 508.

Provide details of the WCM crawler in Figure D-3 on page 509, such as the
Crawler name (NW_INSU_WCM) and Maximum number of documents to crawl
(2000). Click Next to provide further details in Figure D-4 on page 510, such as
the WCM site URLs
(nile.itsosj.sanjose.ibm.com:10038/wps/wcmsearchseed/searchseed?site=insur
ance&lib=web-+content), and the credentials to access it, such as the User DN
(uid=wpsadmin,cn=users,ou=itso,o=ibm) and Password. Click Next to proceed to
the WCM Crawl Space page.

Click Edit document-level security (in Figure D-5 on page 511) to view and
optionally modify the Document-level security options, such as the Validate
current credentials during query processing and the Options for indexing access
control, as shown in Figure D-6 on page 512. Click OK to save any changes
made.

Since we want to leverage WCM support for SSO, click Specify the SSO
authentication type in Figure D-7 on page 513 to configure the required
information to access WCM documents that are protected by single sign-on
(SSO) security, as described in Figure D-8 on page 514 through Figure D-14 on
page 520. Select Form-based authentication from the drop-down list for SSO
authentication type and the WebSphere Portal Server Login form URL
(http://kazan.itsosj.sanjose.ibm.com/wps/portal) and Form name (login.jsp) in
Figure D-8 on page 514. Click Add Field to identify each field in the form that the
crawler must provide to be authenticated; in this case, it is the user ID
(wpsadmin) and password fields with the corresponding values, as shown in
Figure D-9 on page 515 through Figure D-12 on page 518. Click OK in

Figure D-12 on page 518 to test the success of the SSO authentication
configuration.

Click Test the configuration in Figure D-13 on page 519 to test the crawler’s
ability to connect to the WCM URL specified. A successful connection results in
the “FFQMO0350I Success...” message shown in Figure D-14 on page 520. Click
Next to specify the crawl schedule.
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Since we are going to manually schedule this crawler, we chose the defaults and
clicked Finish in Figure D-15 on page 521 to complete the configuration of the

WCM crawler.
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Figure D-7 Specify SSO authentication type 1/6
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If the WebSphere Portal server is protected by single sign-on [S50Q) security, specify how S5O security is enforced =0 that the
crawler can be suthenticated,
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# For form-based authentication, specify the URL for the login form and, if the form has multiple submission targets, the form
name. Click Add Field to identify each field in the form that the crawler must provide to be authenticated [such as user ID and
password fields).

S50 authentication type:

Farm-based authentication LV_I

Login form URL:

http://kazan.itsosj.sanjose.ibm.com: 10028 wps/portal/
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Figure D-8 Specify SSO authentication type 2/6
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Figure D-9 Specify SSO authentication type 3/6
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password fields).
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Login form URL:

http://kazan.itsosj.sanjose.ibm.com: 10028/ wps/portal/

Form name (the name= attribute in the login form):

LoginForm

4+ add Field

Form field name Form field value P rd f

password EXLETELET) Yes
Figure D-10 Specify SSO authentication type 4/6
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Figure D-11 Specify SSO authentication type 5/6
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Figure D-12 Specify SSO authentication type 6/6
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Figure D-14 Test the configuration 2/2
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Figure D-15 Crawl schedule

Appendix D. Configuring typical data sources

521



Configure Portal Document Manager (with SSO) crawler

You can use the Content Edition crawler to crawl a number of repository types,
such as Documentum, FileNet Panagon Content Services, FileNet P8 Content
Manager, Hummingbird Document Management (DM), Microsoft SharePoint,
OpenText Livelink, and Portal Document Manager (PDM).

When you configure the crawler, you specify options for how the crawler is to
crawl all repositories in the crawl space. You also select the item classes that you
want to crawl in each repository. How you prepare for crawling repositories
depends on whether you plan to use direct mode or server mode to connect to
the data to be crawled.

» If you use direct mode, you must configure a connector in WebSphere
Information Integrator Content Edition.

In direct mode, the crawler uses a WebSphere Information Integrator Content
Edition connector that is installed on the crawler server when IBM OmniFind
Enterprise Edition is installed. The crawler uses content integration APIs to
connect directly to the repositories to be crawled. Not all content integration
server functionality is available when the content integration server runs in
direct mode.

To configure the system so that the crawler can access repositories in direct
mode:

a. Confirm that the VBR_HOME and JAVA_HOME environment variables in
the iice_install_root/bin/config.sh file (on UNIX) or
iice_install_root\bin\config.bat file (on Microsoft Windows) specify the
correct directory.

b. To configure the WebSphere Information Integrator Content Edition
administration console to run in direct mode, add the
vbr.as.operationMode=direct Java system property to the
iice_install_root/bin/Admin.bat file (on UNIX) or
iice_install_root\bin\Admin.bat file (on Windows).

c. Start the WebSphere Information Integrator Content Edition administration
console in direct mode and configure the connector for the IBM OmniFind
Enterprise Edition crawler server.

d. Select the direct mode option when you use the enterprise search
administration console to configure the Content Edition crawler.

See the WebSphere Information Integrator Content Edition documentation for
information about running the content integration server in direct mode and
how the functionality differs from a content integration server that runs in
server mode.
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If you use server mode, you must run a script on the crawler server. This
script, which is provided with WebSphere Information Integrator OmniFind
Edition, enables the Content Edition crawler to communicate with WebSphere
Information Integrator Content Edition servers.

In server mode, the WebSphere Information Integrator Content Edition
connector that the crawler uses to access data is installed as an enterprise
application on WebSphere Application Server, and the crawler accesses
repositories through the server. This approach enables you to take advantage
of J2EE™ application server environments.

The Content Edition crawler uses Java libraries of WebSphere Information
Integrator Content Edition as a Java client. In server mode, these Java
libraries require EJB™-related Java libraries of WebSphere Application
Server. To ensure that the Content Edition crawler can work with the Java
libraries, you must run a setup script that WebSphere 1l OmniFind Edition
provides on the crawler server after you install WebSphere Application
Server. WebSphere Information Integrator Content Edition is installed on the
crawler server when IBM OmniFind Enterprise Edition is installed. To be able
to use the Content Edition crawler in server mode, you must copy the
vbr_access_services.jar file from the WebSphere Information Integrator
Content Edition server to the crawler server.

To configure the crawler server so that it can crawl WebSphere Information
Integrator Content Edition repositories:

a. If WebSphere Il OmniFind Edition is installed in a multiple server
configuration, install and bind the WebSphere Application Server Java
libraries.

b. On the crawler server, run the setup script for the Content Edition crawler:
i. Log in as the enterprise search administrator.

ii. Start the script escrvbr.sh, which is installed in the
SES_INSTALL_ROOT/bin directory), and answer the prompts.

c. On the crawler server, stop and restart the enterprise search system:
esadmin system stopall esadmin system startall

d. Copy the vbr_access_services.jar file from the WebSphere Information
Integrator Content Edition server to the crawler server.

Creating the crawler involves the following tasks:

» Specify properties that control how the crawler operates and uses system

resources. The crawler properties control how the crawler crawls all of the
repositories in the crawl space.
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» Specify whether the crawler uses direct mode or server mode to access
repositories. For server mode, you must also specify information that enables
the crawler to access the Web application server.

» Select the repositories that you want to crawl.

» Specify user IDs and passwords that enable the crawler to access content in
the selected repositories.

» Set up a schedule for crawling the repositories. Select the item classes that
you want to crawl in each repository.

» Specify options for making the properties of item classes searchable. For
example, you can exclude certain types of documents from the crawl space or
specify that you want to crawl a particular version of a repository.

» Configure document-level security options. If security was enabled when the
collection was created, the crawler can associate security data with
documents in the index. This data enables search applications to enforce
access controls based on the access control lists or security tokens.

For Documentum, FileNet Panagon Content Services, Hummingbird DM,
Portal Document Manager, and SharePoint item classes, you can also select
an option to validate user credentials when a user submits a query. In this
case, instead of comparing user credentials to indexed security data, the
system compares the credentials to current access control lists that are
maintained by the original data source. This type of current credential
validation is not available for the other repository types.

Figure D-16 on page 525 through Figure D-24 on page 533 describe the creation
and configuration of the Content Edition crawler.

After logging in to the administration console, navigate to the Collections view in
Edit mode, and from the Crawl tab in Figure D-16 on page 525, click Create
Crawler. Select Content Edition Crawler type and click Next in Figure D-17 on
page 526.

Provide details of the Content Edition crawler in Figure D-18 on page 527, such
as the Crawler name (pdm_sso) and Maximum number of documents to crawl
(2000). Click Next to specify the Content Edition access mode. Select Direct
mode (access repositories through a connector on the crawler server) in
Figure D-19 on page 528 and click Next to select the Content Edition
repositories to crawl.

Figure D-20 on page 529 shows the selected Repositories to crawl (IBM
WebSphere Portal Document Manager Connector Portal Document Manager)
obtained by first discovering available repositories (™ in the Repository name or
pattern followed by a click of Search for repositories, which lists all those found
with the matching criteria in the Available repositories box and then copying
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those of interest to the Repositories to crawl box). Click Next in Figure D-20 on
page 529 to specify Content Edition Repository User IDs (and password) to
access the selected repository, and select Enabled for SSO from the Single
sign-on (SSO) field and click Apply in the Repository User ID box, as shown in
Figure D-21 on page 530. Click Next to specify the crawl schedule (Figure D-22
on page 531). Since we chose to schedule the crawls manually, click Next in
Figure D-22 on page 531. The next step is to identify all the item classes to be
crawled. Figure D-23 on page 532 shows the selected Item Classes to crawl
[lotus:collaborativeDocument(Content) and icm:documentLibrary(Folder)]
obtained by first discovering available item classes (*’ in the Item class name or
pattern followed by clicking Search for item classes, which lists all those found
with the matching criteria in the Available item classes box and then copying
those of interest to the Item classes to crawl box). Click Next in Figure D-23 on
page 532 to view and optionally modify the Edit options and Edit security
parameters for the selected item classes to crawl, as shown in Figure D-24 on
page 533. Click Finish to complete the creation and configuration of this crawler.
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Migration considerations

In this appendix, we describe the steps in migrating a single server OmniFind
V8.3 Windows system to OmniFind Enterprise Edition V8.4.
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Introduction

IBM OmniFind Enterprise Edition V8.4 has significant new functionality
enhancements, as described in 1.4, “What is new in V8.4” on page 31, that
provides current OmniFind installations a great incentive to migrate to the new
version.

However, there are a few considerations in migrating to IBM OmniFind Enterprise
Edition V8.4:

»

»

You can upgrade only from Version 8.3 to Version 8.4.
You cannot upgrade to a different system configuration:

— If you currently run enterprise search on a single server, you must install
the new software on a single server.

— If you currently run enterprise search in a four server configuration, you
must install the new software on four servers.

— You cannot upgrade from a single server or multiple server configuration to
a two server configuration.

To install enterprise search in a two server configuration, you must install a
new system.

NNTP crawler is not migrated. You have to delete and recreate this crawler.

Documents that were crawled but not parsed before migration are not
migrated when you install OmniFind Enterprise Edition V8.4. Therefore, you
should ensure that all crawled documents have been parsed before you install
OmniFind Enterprise Edition V8.4.

If you want to take advantage of Single Sign-On, or Notes advanced IOR
settings, then you must recreate your crawlers and re-parse and re-index the
crawled data.

In OmniFind Enterprise Edition V8.4, the default query behavior has been
changed. In OmniFind V8.3, there was a query relaxation phase that was
enabled by default; this is now disabled by default when you create a new
collection in OmniFind Enterprise Edition V8.4.

This setting is not automatically updated during migration. To update a V8.3
collection after migrating to V8.4, you can do so manually as follows:

a. Stop the search process for the collection.

b. Open the %ES_NODE_ROOT%/master_config/<collection
id>.runtime.node3/runtime-generic.properties file.

c. Search for the "trevi.runtime.forceGreedyEvaluation" property and change
the value to "1" and save the file.

536 IBM OmniFind EE V8.4: Configuration and Implementation Scenarios



d. Repeat for the %ES_NODE_ROOQOT%/master_config/<collection
id>.runtime.node4/runtime-generic.properties file.

e. Finally, repeat all of the above for the other collections.
» After upgrading, you cannot return to Version 8.3.

Note: The OmniFind V8.3 search application and homegrown applications
built around the OmniFind V8.3 SIAPI should be completely compatible with
an OmniFind Enterprise Edition V8.4 search server in terms of search and the
"security" implementation. You can therefore choose to migrate your existing
applications over time and not at the same time that you migrate your
OmniFind V8.3 system to OmniFind Enterprise Edition V8.4.

There are several upgrade paths that you can take to upgrade to OmniFind
Enterprise Edition V8.4. The path you choose depends on the versions of
prerequisite software installed on your system and whether you use WebSphere
Application Server and DB2 Universal Database (DB2) for purposes other than
enterprise search.

One possible option we recommend is to uninstall OmniFind V8.3 and checking
the option to leave the data in place. Then install OmniFind Enterprise Edition
V8.4 with the upgrade path. This will get rid of obsolete information, such as the
older samples directories. For more information about this option and several
upgrade paths, refer to IBM OmniFind Enterprise Edition Version 8.4 Installation
Guide for Enterprise Search, GC18-9282.

Note: DB2 is not required to run OmniFind Enterprise Edition Version 8.4. You
need DB2 only if you want to crawl DB2 data sources. If you do not need to
crawl DB2 data sources, you can remove DB2 from your system after the
OmniFind Enterprise Edition upgrade is complete.

In this appendix, we describe the steps in migrating a single server Windows
2000 platform with the following characteristics:

» OmniFind Edition V8.3 installed on:
— Windows 2000 Advanced Server with Service Pack 4
— WebSphere Application Server V5.1.1.3 and Network Deployment

» Two collections (NonSecurity_Collection and Security_Collection) defined as
shown in Figure E-1 on page 538.

— The NonSecurity_Collection has two crawlers defined: an NNTP crawler
(NNTP_CRAWLER) and a Web crawler (Web_Crawler), as shown in
Figure E-2 on page 539.

Appendix E. Migration considerations 537



538

— The Security_Collection has two crawlers defined: a DB2 crawler
(DB_Crawler) and a Windows file system crawler (Windows Crawler), as
shown in Figure E-3 on page 539.
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Figure E-1 Collections defined in OmniFind Edition /8.3
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Migrating the single server OmniFind Edition V8.3
system

Figure E-4 shows the main steps involved in migrating an existing single server
OmniFind Edition V8.3 system to OmniFind Enterprise Edition V8.4 system.
These steps are described briefly in the following sections, as it applies to our
Windows 2000 Advanced Server WebSphere Information Integrator OmniFind
Edition V8.3 system that has two collections defined, as described in
“Introduction” on page 536.

| MIGSTEP1: Parse all crawled data on OmniFind V8.3 system. 1

[ ]
| MIGSTEP2: Upgrade software to OmniFind V8.4 prerequisites. |

!

| MIGSTEP3: Migrate OmniFind V8.3 to OmniFind V8.4. '

v

| MIGSTEP4: Clean up unused items. |

]

| MIGSTEPS5: Optionally, update the collections. |

Figure E-4 Steps in migrating an OmniFind V8.3 system to OmniFind V8.4

MIGSTEP1: Parse all crawied data on the OmniFind V8.3 system

As mentioned earlier, documents that were crawled but not parsed are not
migrated when OmniFind V8.4 is installed. Therefore, to ensure that all crawled
documents are parsed:

» Stop all the crawlers defined in each collection; the red Status icon indicates
the stopped status of the crawlers, as shown in Figure E-2 on page 539 and
Figure E-3 on page 539.

» Start the parser the parser for each collection and ensure that al the
documents crawled have been parsed (this is not shown here). We then
stopped the parsers for each collection; the red Status icon indicates the
stopped status of the parser, as shown in Figure E-5 on page 541 and
Figure E-7 on page 543.

Note: While it is not required, we chose to chose to refresh the index for
the NonSecurity_Collection (Figure E-6 on page 542) and reorganize the
index for the Security_Collection (Figure E-8 on page 544).
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MIGSTEP2:

MIGSTEPS:

Upgrade software to OmniFind V8.4 prerequisites

Our existing OmniFind V8.3 environment was installed on a single server
Windows 2000 Advanced Server with Service Pack 4, with WebSphere
Application Server V5.1.1.3 and Network Deployment.

Since OmniFind V8.4 has different prerequisites and no longer supported
Windows 2000 Advanced Server with Service Pack 4, we had to upgrade the
operating system to Windows Server 2003 Enterprise Edition with Service Pack
1.

Note: Even though OmniFind V8.4 supports WebSphere Application Server
V5.1.1.3 and Network Deployment, we chose to upgrade it to WebSphere
Application Server V6 Refresh Pack 2, since that is the recommended option
for performance reasons. Since our WebSphere Application Server
environment was only used by enterprise search applications, we could then
remove the WebSphere Application Server V5.1.1.3 and Network Deployment
version.

If WebSphere Application Server is used for applications other than enterprise
search, you should upgrade to WebSphere Application Server V6 Refresh Pack 2
and migrate your applications to this new version.

Migrate OmniFind V8.3 to OmniFind V8.4

We then installed OmniFind Enterprise Edition V8.4 and migrated the OmniFind
V8.3 system.

Restriction: The restriction is that you must use the graphical or silent method
to install the enterprise search software so that you can specify the
WebSphere Application Server V6.0.2 path. You cannot use the console mode
to upgrade your system.

Figure E-9 on page 547 shows the upgrade option being selected during the
installation of OmniFind Enterprise Edition V8.4.

During installation, configuration errors are detected, as indicated in Figure E-10
on page 547, directing you to the MigrateConfigurationFiles.txt file for more
details. This file is located in the $ES_NODE_ROQT/logs/install directory and its
contents is shown in Example E-1 on page 548, which indicates a problem
migrating the col_43339.NNTP_94594 crawler metadata; this error is generated
because NNTP crawler metadata migration is not supported. Migration
messages are written to the migration_20070115.log in the
$ES_NODE_ROOQT/logs/install directory, as shown in Example E-2 on page 550.
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It shows the Java exceptions occurring as a consequence of not finding the
NNTP crawler metadata when trying to copy it to the Cloudscape database.

Figure E-11 on page 551 and Figure E-12 on page 552 show the crawlers for the
migrated collections.

Attention: Even though the NNTP crawler metadata is not migrated, the
crawler still appears in the NonSecurity_Collection, as shown in Figure E-11
on page 551.

It is your responsibility to delete this NNTP crawler, and then execute the Main
index process to remove all the NNTP data from the store and index. You can
then recreate the NNTP crawler, crawl the NNTP data source, and then parse
and execute the Delta index process to re-establish the NNTP data in the store
and index.

Even though the NNTP crawler metadata is not migrated, since the Omnifind
V8.3 NNTP data is not removed from the OmniFind V8.4, you can continue to
access the NNTP data, as shown in Figure E-14 on page 554, unless you delete
the NNTP crawler, and then execute the Main Index process.

Figure E-15 on page 555 through Figure E-17 on page 556 show the deletion of
the NNTP crawler, followed by a successful execution of the Main Index process
in Figure E-18 on page 557 and Figure E-19 on page 558.

Figure E-20 on page 559 shows a search query for the string “ibm”, which shows
170 documents in the results (as compared to 184 in Figure E-13 on page 553),
and the NNTP data source no longer present in the index, as highlighted in the
Source type filter field.
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Figure E-9 Select upgrade option during OmniFind V8.4 installation
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Figure E-10 Errors during migration of configuration files
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Example: E-1 MigrateConfigurationFilesTo84.txt file contents

Starting migration for version 8.4

Updated file C:\IBM\es\esadmin\master_config\col_20994.

collection col_20994

Updated file C:\IBM\es\esadmin\master_config\col_43339.

collection col_43339

Status = 0

Updated file C:\IBM\es\esadmin\master_config\col_20994.

collection col_20994

Updated file C:\IBM\es\esadmin\master_config\col_43339.

collection col_43339

Status = 0

Updated file C:\IBM\es\esadmin\master_config\col_20994.

col_20994
Updated file
col_43339
Status = 0
Updated file
Updated file
Status = 0
Updated file
col_20994
Updated file
col_43339
Status = 0
Updated file
col_20994
Updated file
col_43339
Status = 0
Updated file
Updated file
Status = 0
Updated file
col_20994
Updated file
col_43339
Status = 0
Updated file
col_20994
Updated file
col_43339
Status = 0
Updated file
Updated file
Status = 0
Updated file
col_20994
Updated file
col_43339
Status = 0
Status = 0

C

C

C

C

C

C

C

C

C

C

C

C

C

c

C

C

C

:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.
:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.

:\IBM\es\esadmin\master_config\col_43339.

:\IBM\es\esadmin\master_config\col_20994.
:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.
:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.

:\IBM\es\esadmin\master_config\col_43339.

:\IBM\es\esadmin\master_config\col_20994.
:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.
:\IBM\es\esadmin\master_config\col_43339.
:\IBM\es\esadmin\master_config\col_20994.

:\IBM\es\esadmin\master_config\col_43339.

parserdriver\specifiers\d1t_extension_typesystem.xml file for

parserdriver\specifiers\dit_extension_typesystem.xml file for

parserdriver\specifiers\tt_extension_typesystem.xml file for

parserdriver\specifiers\tt_extension_typesystem.xml file for

parserdriver\specifiers\tt_core_typesystem.xml file for collection
parserdriver\specifiers\tt_core_typesystem.xml file for collection
parserdriver\specifiers\jtok.xml file for collection col_20994
parserdriver\specifiers\jtok.xml file for collection col_43339
parserdriver\specifiers\jfrost_dict_lookup.xml file for collection

parserdriver\specifiers\jfrost _dict Tookup.xml file for collection

parserdriver\specifiers\jfrost_ngram.xml file for collection
parserdriver\specifiers\jfrost_ngram.xml file for collection
parserdriver\specifiers\jfrost.xml file for collection col_20994
parserdriver\specifiers\jfrost.xml file for collection col_43339
parserdriver\specifiers\es_tok_with_stw.xml file for collection

parserdriver\specifiers\es_tok_with_stw.xml file for collection

parserdriver\specifiers\es_tok_no_stw.xml file for collection
parserdriver\specifiers\es_tok_no_stw.xml file for collection
parserdriver\specifiers\cas2jdbc.xml file for collection col_20994
parserdriver\specifiers\cas2jdbc.xml file for collection col_43339
parserdriver\specifiers\of_typesystem.xml file for collection

parserdriver\specifiers\of_typesystem.xml file for collection

Updating C:\IBM\es\esadmin\master_config\col_20994.runtime.nodel\runtime.properties
Updated C:\IBM\es\esadmin\master_config\col_20994.runtime.nodel\runtime.properties
Updating C:\IBM\es\esadmin\master_config\col_43339.runtime.nodel\runtime.properties
Updated C:\IBM\es\esadmin\master_config\col_43339.runtime.nodel\runtime.properties

Status = 0

Updated file C:\IBM\es\esadmin\master_config\col_20994.parserdriver\casToIndex\defaultFields.prp file for collection

col_20994

Updated file C:\IBM\es\esadmin\master_config\col_43339.parserdriver\casToIndex\defaultFields.prp file for collection

col_43339

Status = OUpdated property es_special_field.default_metadata_field=16 in file
C:\IBM\es\esadmin\master_config\col_20994.parserdriver\casToIndex\fieldAttr.prp
Updated property es_special_field.default_field=7 in file
C:\IBM\es\esadmin\master_config\col_20994.parserdriver\casToIndex\fieldAttr.prp
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Updated property es_special_field.default_metadata_field=16 in file
C:\IBM\es\esadmin\master_config\col_43339.parserdriver\casToIndex\fieldAttr.prp
Updated property es_special_field.default_field=7 in file
C:\IBM\es\esadmin\master_config\col_43339.parserdriver\casToIndex\fieldAttr.prp
Status = 0

Updated CPM parser configuration files for collection col_20994.

Updated CPM parser configuration files for collection col_43339.

Status = 0

Copied files from directory C:\IBM\es\esadmin\master_config\col_20994.parserdriver\specifiers to
C:\IBM\es\esadmin\master_config\col_20994.runtime.nodel\specifiers

Copied files from directory C:\IBM\es\esadmin\master_config\col_43339.parserdriver\specifiers to
C:\IBM\es\esadmin\master_config\col_43339.runtime.nodel\specifiers

Status = 0

Updated max_heap=1000 for session col_43339.WEB_46372.

Updated init_heap=32 for session col_43339.WEB_46372.

Status = 0

Relative config dir resourcemanager

Session(s) of type resourcemanager (resourcemanager) has been removed from file
C:\IBM\es\esadmin\master_config\services.ini

Removed directory C:\IBM\es\esadmin\master_config\resourcemanager

Removed directory C:\IBM\es\esadmin\config\master_config\resourcemanager

Status = 0

Calling com.ibm.es.crawler.Migrator84.migrate fountain AC000005 esadmin tRKn/NvOHJzbmdBMr+1PoA== col_20994.DB2_6633 false

Migrated col_20994.DB2_6633 crawler metadata from DB2 to Cloudscape

Calling com.ibm.es.crawler.Migrator84.migrate fountain AGO00006 esadmin tRKn/NvOHJzbmdBMr+1PoA== col_20994.WIN_11306

false
Migrated col_20994.WIN_11306 crawler metadata from DB2 to Cloudscape

Calling com.ibm.es.crawler.Migrator84.migrate fountain AB000007 esadmin tRKn/NvOHJzbmdBMr+1PoA== col_43339.NNTP_94594

false
FFQD3403E An error occurred during migrating internal state table.

Calling com.ibm.es.wc.dbt.Migrator84.migrate fountain AA000004 esadmin tRKn/NvOHJzbmdBMr+1PoA== col_43339.WEB_ 46372 false

Migrated col_43339.WEB_46372 crawler metadata from DB2 to Cloudscape

Status =1

Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_20994.DB2 6633
Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_20994.WIN_11306
Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_43339.NNTP_94594
Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_43339.WEB_46372
Removed log.ini and Tog.prp files from C:\IBM\es\esadmin\master_config\col_43339.WEB_46372
Status =1

Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_20994.parserdriver
Removed RDS ini files from directory C:\IBM\es\esadmin\master_config\col_43339.parserdriver
Status =1

Removed rds.ini files from C:\IBM\es\default_config

Removed log.ini and Tog.prp files from C:\IBM\es\default_config\crawler.WEB

Removed directory C:\IBM\es\default_config\searchmanager

Status =1

Updated flags=17 for session searchmanager.nodel.

Status =1

Updated node ID for session datalistener from nodel to nodel
Status =1

MigrateConfigurationFiles.MigrateError
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Example: E-2 Migration_2007015.log file contents

<0FMsg>251658517"1"1168916047078"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1"3

com.ibm.db2.jcc.c.Sq1Exception: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC"3

com.ibm.db2.jcc.c.Sq1Exception: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC
at com.ibm.db2.jcc.c.tf.e(tf.java:1680)
at com.ibm.db2.jcc.c.tf.a(tf.java:1239)
at com.ibm.db2.jcc.b.jb.h(jb.java:139)
at com.ibm.db2.jcc.b.jb.a(jb.java:43)
at com.ibm.db2.jcc.b.w.a(w.java:30)

at com.ibm.db2.jcc.b.cc.f(cc.java:161)

at com.ibm.db2.jcc.c.tf.n(tf.java:1219)

at com.ibm.db2.jcc.c.uf.gb(uf.java:1816)

at com.ibm.db2.jcc.c.uf.d(uf.java:2298)

at com.ibm.db2.jcc.c.uf.X(uf.java:508)

at com.ibm.db2.jcc.c.uf.executeQuery(uf.java:491)

at com.ibm.es.crawler.migrate.Migrator84.copyServerStatus (Unknown Source)

at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)

at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)

at com.ibm.es.migration.config.MigrateConfigFiles84.migrateCrawlerMetadata(Unknown Source)

at com.ibm.es.migration.config.MigrateConfigFiles84.migrate(Unknown Source)

at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)

at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)

at com.ibm.es.install.v84.MigrateConfigurationFiles.main(Unknown Source)

v ununnon

""</0FMsg>
<0FMsg>67112267"1"1168916047078"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1""</0FMsg>
<0FMsg>251658517"1"1168916047172"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1"3

com.ibm.db2.jcc.c.Sq1Exception: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC"3
com.ibm.db2.jcc.c.Sq1Exception: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC
at com.ibm.db2.jcc.c.tf.e(tf.java:1680)
at com.ibm.db2.jcc.c.tf.a(tf.java:1239)
at com.ibm.db2.jcc.b.jb.h(jb.java:139)
at com.ibm.db2.jcc.b.jb.a(jb.java:43)
at com.ibm.db2.jcc.b.w.a(w.java:30)
at com.ibm.db2.jcc.b.cc.f(cc.java:161)
at com.ibm.db2.jcc.c.tf.n(tf.java:1219)
at com.ibm.db2.jcc.c.uf.gb(uf.java:1816)
at com.ibm.db2.jcc.c.uf.d(uf.java:2298)
at com.ibm.db2.jcc.c.uf.X(uf.java:508)
at com.ibm.db2.jcc.c.uf.executeQuery(uf.java:491)
at com.ibm.es.crawler.migrate.Migrator84.copyServerStatus(Unknown Source)
at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)
at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles84.migrateCrawlerMetadata(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles84.migrate(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)
at com.ibm.es.install.v84.MigrateConfigurationFiles.main(Unknown Source)
""</OFMsg>
<0FMsg>251658517"1"1168916047188"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1"3
com.ibm.db2.jcc.c.Sq1Exception: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC"3
com.ibm.db2. jcc.c.SqlException: DB2 SQL error: SQLCODE: -204, SQLSTATE: 42704, SQLERRMC: AB000007.TSERVERREC
at com.ibm.db2.jcc.c.tf.e(tf.java:1680)
at com.ibm.db2.jcc.c.tf.a(tf.java:1239)
at com.ibm.db2.jcc.b.jb.h(jb.java:139)
at com.ibm.db2.jcc.b.jb.a(jb.java:43)
at com.ibm.db2.jcc.b.w.a(w.java:30)
at com.ibm.db2.jcc.b.cc.f(cc.java:161)
c
c
c
c

v un v non

o

at com.ibm.db2.jcc.c.tf.n(tf.java:1219)

at com.ibm.db2.jcc.c.uf.gb(uf.java:1816)

at com.ibm.db2.jcc.c.uf.d(uf.java:2298)

at com.ibm.db2.jcc.c.uf.X(uf.java:508)

at com.ibm.db2.jcc.c.uf.executeQuery(uf.java:491)

at com.ibm.es.crawler.migrate.Migrator84.copyServerStatus(Unknown Source)

at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)

at com.ibm.es.crawler.migrate.Migrator84.migrate(Unknown Source)

at com.ibm.es.migration.config.MigrateConfigFiles84.migrateCrawlerMetadata(Unknown Source)
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at com.ibm.es.migration.config.MigrateConfigFiles84.migrate(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)
at com.ibm.es.migration.config.MigrateConfigFiles.migrate(Unknown Source)
at com.ibm.es.install.v84.MigrateConfigurationFiles.main(Unknown Source)

""</OFMsg>

<0FMsg>67112267"1"1168916047188"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1""</0FMsg>
<0FMsg>67112267"1"1168916047172"603987427"0"636518954" " " werner-6ybegqyk" BaseException.java"-1""</0FMsg>
<0FMsg>67113758"4"1168916048156"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 connect to
DB2 database jdbc:db2:fountain""</0FMsg>

<0FMsg>67113758"4"1168916052234"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 create
database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916053922"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 create
tables in database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916054000"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 copy BUCKET
data to database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916054016"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"1l27"3 Migrator84 copy IPV4
data to database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916054047"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 copy IPV6
data to database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916054094"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 copy ROBOTS
data to database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916057047"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 copy URL
data to database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916057625"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 create
tables in database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
<0FMsg>67113758"4"1168916057625"1090521529"0"636518954" " " werner-6ybegqyk" WCException.java"127"3 Migrator84 all

operations in database jdbc:derby:C:\IBM\es\esadmin\data\cloudscape\OmniFind_crawlers\col_43339.WEB_46372""</0FMsg>
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MIGSTEPA4: Cleanup unused items

In this step, we could only remove the WebSphere Application Server V5.1.1.3
and Network Deployment software, since it was not used anywhere.

Even though DB2 is no longer used for storing metadata and raw data in
OmniFind V8.4, we could not remove DB2, since it is a data source for the
DB_CRAWLER DB2 crawler in the Security_Collection.

MIGSTEPS5: Optional: update the collections

When documents processed with an earlier version of OmniFind Enterprise
Edition are indexed and searched in OmniFind V8.4:

» The search results might be adversely affected. This is especially important
for collections that use the n-gram tokenization mechanism, but also true for
collections that use standard tokenization.
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The main areas of improvement include the treatment of hyphenated words,
e-mail addresses, unified resource locators (URLs), and some numerical
values and special characters.

» Some features introduced with OmniFind Enterprise Edition V8.4 will not
function on documents that are not reprocessed. These features include the
settings that can be applied in the crawler configuration on how to handle
fields, such as complete match queries and sorting search results by field
name.

— For the complete match feature, mixed collections can be searched with
the limitation that a complete match query returns only documents that
were processed with the new settings.

— The ability to sort search results by field name is not useful in mixed
collections because only documents that are processed with the new
settings have fields flagged as sortable fields. Older documents that do not
have a sortable field will be represented incorrectly in the search results
and be placed at the end of the list of sorted results.

— Automatically assigning a content boost value to fields if the field is flagged
as a document content field and a free text searchable field works as it
does in OmniFind V8.3. For new documents and documents that are
reprocessed, fields that are flagged as document content and free text
searchable can also be displayed in the document summary area of the
search results.

Note: However, a collection that includes a mixture of documents
processed with the new settings and indexed documents that are not yet
reprocessed will behave correctly for the functionality that was available
with the previous version of OmniFind Enterprise Edition.

Therefore, to fully leverage improvements in character normalization and text
tokenization, you should re-crawl, re-parse, and re-index all documents in your
collections after you upgrade to OmniFind Enterprise Edition V8.4.

Note: For our test environment, we chose not to re-crawl, re-parse, and
re-index the collections, since our emphasis was on the migration messages
generated.
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Troubleshooting aids

In this appendix, we describes the main troubleshooting tools available with IBM
OmniFind Enterprise Edition and provides usage examples of them where
appropriate. It does not describe a troubleshooting methodology or a procedure
to address commonly encountered problems.
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Introduction

Log files

Error logs

IBM OmniFind Enterprise Edition provides a number of facilities to troubleshoot
problems occurring in the OmniFind environment. It does not describe a
troubleshooting methodology or a procedure to address commonly encountered
problems. The troubleshooting facilities may be broadly categorized as follows
and are described briefly in the following sections:

» Logfiles

» Configuration files
» Commands

» Miscellaneous

Important: A lot of the information gathered from these facilities is aimed at
the sophisticated enterprise search administrator with a deep understanding
of the IBM OmniFind Enterprise Edition product, and for IBM development to
debug problem situations. You are strongly encouraged to use the facilities
described here with great care, and preferably by consulting with IBM support.

OmniFind writes a number of log files that record errors, warnings, and
informational messages, as well as audit information about process flow among
the various software components. These log files contain information at the
system level as well as a collection level, and reside in one or more servers of a
multi-server OmniFind configuration.

The two broad types of logs are error logs and audit logs. Most of these logs are
described here.

These logs may be formatted and viewed using the esviewlog.bat or
esviewlog.sh scripts.

Important: The OmniFind administration console GUI simplifies the analysis
of information generated in the various logs by displaying consolidated related
information from multiple logs.

Table F-1 on page 563 lists the names of the various error logs, their scope
(whether at the system level or collection specific), and a brief description of their
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contents, while Table F-2 on page 563 lists the names of the dropped documents
logs.

Note: The error logs are always created in the directory
$ES_NODE_ROOQOT?/logs, while the dropped documents logs are created in
the directory $ES_NODE_ROOT/data/<collection id>. Both these logs are
created on the Indexer server. If a non-indexer node is unable to send error
messages to the centralized logger on the indexer node, it will log locally.

a. Enterprise search data directory

Table F-1 . Error logs

Name Scope Description

system_yyyymmdd.log System Contains errors and warnings from system sessions?, such
as controller, searchmanager, and configmanager

<collectionid>_yyyymmdd.lo | Collection Contains errors and warnings from collection specific

g sessions, such as runtime and parser driver
WC_yyyymmdd.log Collection | Contains errors and warnings from the Web crawler
CCLServer_yyyymmdd.log System Contains errors and warnings from the CCL server
ccl<#>.log System Contains messages from the CCL, which is much more
detailed than that recorded in the CCLServer log
cmdline_yyyymmdd.log System Contains errors and warnings from all the commands
issued from the command line
ESSearchServer.<#>.log System Contains errors and warnings from the WebApp modules
backup.log System Contains messages about backup/restore operations
migration_yyyymmdd.log System Contains migration errors
derby.log System Contains Cloudscape errors
ESSearchApplication.0.log System Contains error messages from ESSearchApplication
CCLSearchServer.<#>.log System Contains errors and warnings from ESSearchServer

a. Another term for component

Table F-2 Dropped documents logs

Name Scope Description
dropped_doc_pd_yyyymmdd.log Collection Contains documents dropped by parser
dropped_doc_in_yyyymmdd.log Collection Contains documents dropped by indexer
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Audit logs

Table F-3 lists the names of the various system level audit logs, while Table F-4
on page 565 lists the names of the various collection specific audit logs recorded
by OmniFind. The audit logs contain audit information about the sessions from
which they are logging. The information therein typically reflects the state of the
session, as well as the events that occur through the lifetime of the session.

Attention: Audit log messages are written at the discretion of the developer;
therefore, there are no strict guidelines about the information that is logged.
These logs are most useful for OmniFind developers in IBM to reconstruct the
State of the session in case of a problem.

Note: The audit logs are always created in the directory
$ES_NODE_ROOT/logs/audit on the local server (crawler, indexer, and
search) where the session is running

Table F-3 System level audit logs

Name

parserservice_audit_yyyymmdd.log

resource.<node id>_audit_yyyymmdd.log

scheduler_audit_yyyymmdd.log

searchmanager.<node id>_audit_yyyymmdd.log

TraceDaemon_audit_yyyymmdd.log

utilities.<node id>_audit_yyyymmdd.log

monitor_audit_yyyymmdd.log

discovery_audit_yyyymmdd.log

datalistener_audit_yyyymmdd.log

WC_yyyymmdd.log

customcommunication_audit_yyyymmdd.log

configmanager_audit_yyyymmdd.log

controller_audit_yyyymmdd.log

cmdline_audit_yyyymmdd.log
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Name

CCLServer_audit_yyyymmdd.log

ESSearchServer_audit_yyyymmdd.log

Table F-4 Collection specific audit logs

Name

<collection id>.indexcopy.<node id>_audit_yyyymmdd.log

<collection id>.indexer_audit_yyyymmdd.log

<collection id>.indexer.delta_audit_yyyymmdd.log

<collection id>_OmniFindQueryLog_yyyymmdd.log

<collection id>.parserdriver_audit_yyyymmdd.log

<collection id>.runtime.<node id>_audit_yyyymmdd.log

<collection id>.stellent_audit_yyyymmdd.log

<collection id>.<crawler id>_audit_yyyymmdd.log

Configuration files

OmniFind has a large number of configuration files (system level and collection
specific) that drive the operation of the various OmniFind components. These
files reside on the appropriate server where the components are. Each of these
configuration files has a number of parameters, not all of which are documented.

» The system level configuration files are set during installation.

» The collection level configuration files are only created when a collection is
created, and can be set during collection creation. Some properties can be
modified later from the administration console GUI.

These configuration files may also be edited directly using a text editor, such as
Notepad.

Note: The es.cfg configuration file is one of special significance that is located
in the $ES_NODE_ROOT/nodeinfo directory. It contains critical configuration
information for accessing the OmniFInd system, such as the install enterprise
search administrator user ID and encrypted password with no global security
enabled, and the authentication information when WebSphere Application
Server global security is enabled.
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Attention: You are strongly advised to consult with IBM support personnel
before making changes to undocumented parameters in these configuration

files.

Table F-5 lists some of the key system level configuration files, with a brief
description of their function, while Table F-6 on page 567 lists some of the key
collection specific configuration files.

Note: All configuration files are located in the Indexer server under the
$ES_NODE_ROQOT/master_config directory and its sub-directories.

» System level configuration files are located directly under the
$ES_NODE_ROOT/master_config directory.

» Collection specific configuration files are located in the
$ES_NODE_ROQOT/master_config/<collection id>.<session_type>.[<node

id>]2/ directory.

a. The square brackets indicate that the node ID is optional

Table F-5 Key system level configuration files

Name Description

nodes.ini Information about all the nodes in the system
Services.ini System session configuration information
collections.ini Collections information

<collection id>_config.ini

Session configuration information for a collection

uima.xml

Uploaded UIMA annotators and collection
associations

SynonymConfiguration.xml

Uploaded synonym dictionaries and collection
associations

StopWordDictionaryConfiguration
xml

Uploaded stop word dictionaries and collection
associations

BoostingWordDictionary
Configuration.xml

Uploaded boost word dictionaries and collection
associations
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Table F-6 Key collection specific configuration files

Name

Description

<collection id>.<crawler_id>

Crawler configuration

<collection id>.parserdriver

Parser configuration

<collection id>.runtime.nodeN

Runtime/search configuration

<collection id>.indexer

Main index build configuration

<collection id>.indexer.delta

Delta index build configuration

<collection id>.stellent

Stellent file parser configuration

<collection id>.casprocessor

Optional custom analysis text annotator
configuration

ccl.properties

CCL settings

collection.properties

Collection settings

runtime_generic.properties

Search runtime settings

sso.properties

Single sign-on settings

appids.properties

Search applications defined

parserTypes.cfg

Defines rules for mapping file extensions or
MIME types to parser types.

Commands

Table F-7 lists some of the key commands available with a brief description of
their function and examples where appropriate. As mentioned earlier, the
cmdline_yyyymmdd.log files in the $ES_NODE_ROQT/logs directory has
information about the commands executed in the OmniFind environment.

Table F-7 Troubleshooting commands

Name

Description

esadmin check

Lists all the active processes, as shown in
Figure F-1 on page 569.

esadmin rds

Reads RDS information. Use esadmin rds help for
details on this command, as shown in Figure F-2 on
page 569
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Name

Description

esadmin report ....

There are many options on this command, including
sessions, nodes, collections, and interfaces. Use
esadmin report help for details on this command,
as shown in Figure F-3 on page 570.

esadmin session discovery
discover -api <apiname>
<options>

There are many options to this command, as shown
in Example F-1 on page 570.

dumpstore

Prints the contents of the RDS and Trevistore.
Figure F-4 on page 573 shows the output of
dumpstore help.

It does not print the contents of the index.

Example F-2 on page 573 shows the output of RDS
where the crawled data includes Notes Domino
(native ACLs), DB2 Content Manager (native ACLSs),
and DB2 (no security). The key elements are
SecurityACLs and NativeACLs. You will note that
SecurityACLs is PUBLIC="NO” and NativeACLs has
the appropriate access control list information for
Notes Domino and DB2 Content Manager. For DB2
however, SecurityACLs is PUBLIC="YES” and there
is no NativeACLs information because security is
not enabled for DB2.

Example F-3 on page 576 shows the output of
trevistore for the corresponding RDS in

Example F-2 on page 573. It shows the Security
information for Notes Domino and DB2 Content
Manager, but is blank for DB2.

Example F-4 on page 577 shows the output of RDS
where the crawled data using the JDBC crawler is
DB2 with security tokens. You will note that
SecurityACLs is PUBLIC="NO”with the token
PERSONAL.

Example F-5 on page 577 shows the output of
trevistore for the corresponding RDS in

Example F-4 on page 577. It shows the security
token (PERSONAL) in the field esfield.security_acl.
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et O WINDOWS', system32' cmd.exe

C:xDocuments and Settings-Administrator’esadmin check II
Session ID Node ID PID State
col_34@35.JDBC_57431 nodel - -
col_34835.JDBC_57431 .cravlerplugin nodel - -
col_34@35.QUICKFLACE_835%978 nodel - -

col_ 34035 QUICKPLACE_835%98.crawlerplugin nodel N -
col_34A35.WIN_29308 nodel = -

col 34@35.WIN_29388.crauvlerplugin nodel = -
col_34@A35.WIN_89898 nodel - -
col_34035.WIN_89898 .crawlerplugin nodel - -

col_ 34835.indexcopy.nodel nodel - -
col_34035.indexer nodel - -
col_34035.indexer.delta nodel - -
col_34835.parserdriver nodel b =
col_34035.stellent nodel = -

conf igmanager nodel 336A Started
controller nodel 3196 Started
customcommunication nodel 6468 Started
datalistener nodel 7148 Started
dizcovery nodel 7624 Started
monitor nodel 2004 Started
parserservice nodel 4876 Started
resource .nodel nodel 288 =
scheduler nodel hddd Started
zearchmanager .nodel nodel 7276 Started
utilities.nodel nodel 4788 Started
FFQC53241 ——————— End of Report. Total: 24 ———————

Figure F-1 esadmin check output

on CA\WINDOWS', system32' cmd.exe

C:“Documents and Settings“Administratoresadmin rds help
FFQUA318Y This tool ‘esadmin rds’ provides diagnostic information that can help
IBH Software Support troubleshoot prohlems=. It is strongly recommended that wyou
use this tool only under the guidance of IBM Software Support.
FFQC5%3921 Usage: esadmin »rds read —cid collectionID [-options]
These commandsz must be »un on the index server.
The 'rds’ command reads the raw data source for a collection. The raw data sourc
e contains all the documents that were crawled by the crawlers for this collecti
on. The collection parser reads from the raw data source. tokenizing and applyin
g linguistic analysis on each document.
Opt ions =
—if—url string: dump only documents whose URL contains the given string
—if-httpcode code: dump only those documents whose HTTP code contains the give
n code
—if—flags flags: dump only documents whose flags contains the given integer va
lue
—file string: seqd the output to a file

—info: print details about the raw data source storage
—url: print the URL of each document

—httpcode = print the HITFP code for each document

—flags: print the flags for each document

—metadata: print the metadata string for each document
—metadatalen: print the metadata length for each document
—content: print the content for each document

—contentlen: print the content length for each document

C:sDocuments and Settings-Administrator>

Figure F-2 esadmin rds help output
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e CRWINDOWS  system32 cmd.exe

C:»Documents and Settings“Administrator>esadmin report help
FFQC53181 Usage:

esadmin report sessions [-sid session_idl [-cid collection_idl [-nid nod
e_id] [-type seszion_typel [-pidl

esadmin report nodes [-nid node_id]l

esadmin report collections [-cid collection_idl

When *-pid® is not specified, the configuration report does not use CCL; it repo
rts the local configuration.

When *-pid® is specified, the configuration report uses CCL to retrieve the PID
and state of each session.

By default. a simple output is displayed. Use ‘—format full’ option to see the f
ull vreport.

Example 1: To view a simple report of all sessions
ezadmin report sessions
Example 2: To view a full report of all sessions
esadmin report sessions —format full
Example 3: To view a simple veport of all szessions including their PID and state

esadmin report sessions —pid
Example 4: To view a simple veport of a specified session including the PID and
state
esadmin report sessions —sid configmanager —pid
Example 5: To view a simple report of zessions of a specific type including the
PID and state
esadmin report sessions —type crawler —pid
Example 6: To view a simple veport of all sessionz on a specific server
esadmin report sessions —nid nodel
Example ?: To view a simple report of all sessions in a specific collection
ezadmin report sessions —cid coll
Example 8: To view a report of all servers
esadmin report nodes
Example 9: To view a report of a specific server
esadmin report nodes —nid nodel
Example 18: To view a report of all collections
ezadmin »eport collections

Figure F-3 esadmin report help output

Example: F-1 esadmin session discovery discover -api command options

esadmin session discovery discover -api <apiname> <options>

-- where apiname can be any of the following, and options can be any one associated with each apiname
-- For example,

-- esadmin session discovery discover -api getJDBCDriverClasspath -driver

-- List of APIs and their corresponding options

é;tDBZDatabases -system -database -host -port

validateDB2User -url -user -password -driver

getDB2TargetData -url -user -password -schema -table -driver

getDB2Fields -url -user -password -schema -table -driver -qRepSchema -publishingQMap
getDB2PublishingQMaps -url -user -password -driver -schemaX -tableX

getDB2PublishingCondition -url -user -password -schema -table -driver -qRepSchema -publishingQMap
validateMQConnection -queueManager -queue -host -port -channel

getSupportedDatabases

validateDatabaseUser -url -user -password -driver -driverpath

getDatabaseTargetData -url -user -password -schema -table -driver -driverpath

getJDBCDriverClasspath -driver
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getDatabaseFields -url -user -password -schema -table -driver -driverpath
getNotesDatabases -server -protocol -id -password -database -flags @DIIOP

-- @DIIOP options are -iormethod -iorparam -usediiops -tcpath

getNotesViewsAndFolders -server -protocol -database -id -password -view -folder -flags -showhiddenviews @DIIOP
validateNotesIDFile -server -protocol <O:nrpc, l:diiop> -id -password -filter_id -flags @DIIOP
validateNotesFields -server -database -id -password -field @DIIOP

validateNotesDatabases -server -protocol -id -password -databaseX @DIIOP
getNotesDatabaseDirectories -server -protocol -id -password -directory -flags @DIIOP
getNotesDomainName -server -protocol -id -password @DIIOP

getNotesUserInformation -server -protocol -id -password -validateuser @DIIOP
getNotesUserInformation -server -protocol -id -password -Ttpatoken @DIIOP

validateNotesUser -server -protocol -id -password -validateuser -validatepassword @DIIOP
validateNotesUser -server -protocol -id -password -1tpatoken @DIIOP

getCMServers -server

getCMItemTypes -server -user -password -itemtype

getCMAttributes -server -user -password -itemtype

validateCMUserID -server -user -password

getCMUserInformation -server -user -password -validateuser

getDirectoryList -rootpath -Tevel

getWinDirectoryList -rootpath -level -user -password

validateWinDomain -domain

getWinDomainName -rootpath

validatePublicFolder -url -user -password -trustpath -truthpassword

getPublicFolderList -url -user -password -trustpath -truthpassword -folder -level
getVBRRepositories -repository -jndi_factory -jndi_provider

getVBRRepositoriesDirect -repository

validateVBRUserID -jndi_factory -jndi_provider -repository -user -password -optional
validateVBRUserIDDirect -repository -user -password -optional

validateVBRUserID -jndi_factory -jndi_provider -repository -ltpatoken

validateVBRUserIDDirect -repository -Ttpatoken

getVBRItemClasses -jndi_factory -jndi_provider -repository -user -password -optional -itemclass
getVBRItemClassesDirect -repository -itemclass

getVBRProperties -jndi_factory -jndi_provider -repository -user -password -optional -itemclass
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getVBRPropertiesDirect -repository -user -password -optional -itemclass

validateVBRFolders -jndi_factory -jndi_provider -repository -user -password -optional -folder AAAA|BBBB|CCCC
validateVBRFoldersDirect -repository -user -password -optional -folder AAAA|BBBB|CCCC

getVBRDataMaps -jndi_factory -jndi_provider -repository -user -password -optional

getVBRDataMapsDirect -repository -user -password -optional

getVBRUserInformation -jndi_factory -jndi_provider -repository -user -password -optional -validateuser
getVBRUserInformationDirect -repository -user -password -optional -validateuser

getDominoDocLibraries -server -protocol -id -password -library -flags @DIIOP

getDominoDocCabinets -server -protocol -id -password -cabinet -flags @DIIOP

validateDominoDocDatabases -server -protocol -id -password -database

getDominoDocDomainName -server -id -protocol -password @DIIOP

getDominoDocUserInformation -server -id -protocol -password -validateuser @DIIOP
getDominoDocUserInformation -server -id -protocol -password -1tpatoken @DIIOP

validateDominoDocUser -server -id -protocol -password -validateuser -validatepassword @DIIOP
validateDominoDocUser -server -id -protocol -password -1tpatoken @DIIOP

getQuickPlacePlaces -server -protocol -id -password -place -flags @DIIOP

getQuickPlacePlaceAndRooms -server -protocol -id -password -placedirectory -room -flags @DIIOP
validateQuickPlaceDatabases -server -protocol -id -password -databaseX @DIIOP

validatelLdapServer -server -port -baseDn -directoryUser -directoryPassword -trustpath -trustpassword @DIIOP
getQuickPlaceUserInformation -server -protocol -id -password -validateuser -port -baseDn -trustpath -trustpassword @DIIOP
validateQuickPlaceUser -server -protocol -id -password -validateuser -validatepassword @DIIOP
validateQuickPlaceUser -server -protocol -id -password -Itpatoken @DIIOP

validateNNTPServer -host -user -password

validateNNTPGroups -host -user -password -newsgroups

validateWPUser -url -user -password -auth_type -auth_user -auth_password -auth_startUrl -auth_formName -formKeyX
-formValueX -proxy_server -proxy_port -proxy_user -proxy_password -trustpath -trustpassword

getJDBCTargetData -url -user -password -schema -table -driver

getJDBCFields -url -user -password -schema -table -driver
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en COWINDDWS  system3 2 cnd.exe

C:“Documents and Settings“Administrator>dumpztore help

Usage: dumpstore —store <dir> [ options

NOTE?? —if—url, ——if-urlhash. ——if-locator do fast lookup in locatorhash,. disp
lay and exit wr/o scanning the store. ——raw diszplaysz all found. else latest
Options:

——paw: process the raw store and dump all docs

——max <{num*: process at most <num’* documents

——urlhash: print wrl hash of each document

——url: print the url of each document

——locator: print the locator of each document

—title: print the title of each document

——gcopes: print the scopes field of each document

——sitevalue: print the zitevalue field of each document
——security: print the security field of each document

——counts: print token counts

—details: print data fields of tokens (attvibute, depth, .._>

——hrief: print only original tokens

—tokens: print the tokens of each document,. including generated tokens.

with locations and token types
—inverted print the contents of the inverted document
——origtokens print the original tokens that accompany the inverted doc

——newlines: print a newline after every token

—kwcount print the C(unigue? keyword count for each document
——anchors : print the anchors for each document

——language: print the language for each document

—order: print out of order tokens. if any

——zhingle: print the shingle for each document

——predirect: print the redirect information for each document
—doctype print the document typefs> for each document
——crawler: print the crawler ID for each document

——httpcode: print the HTTP code for each document

——paramnetric print the parametric tokens for each document

——categories print the categories for each document

——usep: print the user-defined fields for each document

——engine: print the engine—-defined fields for each document

——if-urllength: dump only documents with a discrepancy bhetween the stored
url length and the strlen of the url

Figure F-4 dumpstore help

Example: F-2 Dumpstore RDS with Domino, DB2 Content Manager, and DB2 (no security) data

esadmin rds read -cid IBMCIF -metadata -url

URL: domino://kazan.itsosj.sanjose.ibm.com/8825724500710701/Training0fferings.nsf//11C275F9B62B87408825724500710984
Metadata: <?xml version='1.0' encoding='UTF-8'?>
<Metadata Language="en">
<CommonMetadata Datasource="Notes" StaticScoreRef="0" CrawlerId="IBMCIF.NOTES_46149" DatasourceName="IBM Offerings"
Date="1166231707">
<HasSeparateContent Language="en" Truncated="N0">NO</HasSeparateContent>
<SecurityACLs Public="NO0"></SecurityACLs>
<NativeACLs> <Impersonate>YES</Impersonate>
<Protoco1>DIIOP</Protocol>
<Domain>ITSOQP!!kazan.itsosj.sanjose.ibm.com! !NOTES</Domain>
<Levell>
<Allow>
<Entry>-Default-</Entry>
</A11ow>
</Levell>
<Level2>
<Allow>
<Entry>CN=Administrator/0=IBM</Entry>
<Entry>LocalDomainServers</Entry>
<Entry>-Default-</Entry>
</Al1ow>
</Level2>
</NativeACLs>
</CommonMetadata>
<DatasourceSpecificMetadata>
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<Field FieldName="ServerName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">kazan.itsosj.sanjose.ibm.com</Field>

<Field FieldName="DatabaseName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Training0fferings.nsf</Field>

<Field FieldName="DatabaseTitle" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">Training Offerings</Field>

<Field FieldName="CreatedDate" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166214880000</Field>

<Field FieldName="ModifiedDate" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166231707000</Field>

<Field FieldName="Status" Searchable="YES" FieldSearchable="N0O" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1.0</Field>

<Field FieldName="Creator" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">CN=Administrator/0=IBM</Field>

<Field FieldName="NotifyAfter" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">0</Field>

<Field FieldName="Resubmit" Searchable="YES" FieldSearchable="N0O" Metadata="N0O" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">0</Field>

<Field FieldName="SubmitNow" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">0</Field>

<Field FieldName="Body" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="N0"></Field>

<Field FieldName="CurrentEditor" Searchable="YES" FieldSearchable="N0" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0"></Field>

<Field FieldName="ReviewWindow" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">0</Field>

<Field FieldName="AltFrom" Searchable="YES" FieldSearchable="NO" Metadata="N0" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">CN=Administrator/0=IBM</Field>

<Field FieldName="CurrentUser" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">CN=Administrator/0=IBM</Field>

<Field FieldName="Categories" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">Service &gt; Training &gt; Software
&gt;</Field>

<Field FieldName="Form" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Document</Field>

<Field FieldName="_UpdatedBy" Searchable="YES" FieldSearchable="N0O" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">CN=Administrator/0=IBM</Field>

<Field FieldName="Title" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">IBM WebSphere Portal Training</Field>

<Field FieldName="_Revisions" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Fri, 15 Dec 2006 14:36:02 CST</Field>

<Field FieldName="_Revisions" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Fri, 15 Dec 2006 14:39:41 CST</Field>

<Field FieldName="readers" Searchable="YES" FieldSearchable="NO" Metadata="N0O" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0"></Field>

<Field FieldName="ReviewType" Searchable="YES" FieldSearchable="NO" Metadata="NO" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1</Field>

<Field FieldName="Protocol" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">DIIOP</Field>

<Field FieldName="DocumentUNID" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">11C275F9B62B87408825724500710984</Field>

<Field FieldName="View" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0"></Field>

<Field FieldName="NoteID" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">8F6</Field>

<Field FieldName="IsUseSSL" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">false</Field>

<Field FieldName="Date" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166231707000</Field>

</DatasourceSpecificMetadata>

</Metadata>

URL: cm://icmn1sdb/Support_TS/85+3+ICM8+icmnlsdb7+ICMBASE58+26+A1001001A06L15B35837E3216618+A06L15B35837E321661+13+300
Metadata: <?xml version='1.0"' encoding='UTF-8'?>
<Metadata Language="en">
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<CommonMetadata Datasource="CM" StaticScoreRef="0" CrawlerId="IBMCIF.CM_89816" DatasourceName="IBM Support"
Date="1166219917">
<HasSeparateContent ContentType="application/msword" Language="en" Truncated="NO"
Filename="E:&#x5C; SW&#x5C;Docs_and_Categorization&#x5C;DataStores&#x5C;Nile_CM&#x5C;Support_Troubleshooting (TS)&#x5C;IBM -
Support - Premium Service.doc">YES</HasSeparateContent>
<SecurityACLs Public="N0"></SecurityACLs>

<NativeACLs> <Impersonate>YES</Impersonate>
<Domain>icmnlsdb</Domain>
<Levell>
<ATTow>

<Entry>ICMADMIN</Entry>
<Entry>UNDERWRITER1</Entry>
<Entry>ADJUSTER1</Entry>
<Entry>ESADMIN</Entry>
<Entry>ADJUSTER2</Entry>
<Entry>UNDERWRITER2</Entry>
</A11ow>
</Levell>
</NativeACLs>
</CommonMetadata>
<DatasourceSpecificMetadata>
<Field FieldName="ServerName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">icmnlsdb</Field>
<Field FieldName="ItemTypeName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Support TS</Field>
<Field FieldName="ObjectType" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">ICMBASE</Field>
<Field FieldName="SemanticType" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">Base</Field>
<Field FieldName="CreatedDate" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166219917515</Field>
<Field FieldName="ModifiedDate" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166219917515</Field>
<Field FieldName="VersionID" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1</Field>
<Field FieldName="sup_status" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO">published</Field>
<Field FieldName="Category" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO">Support &gt; Troubleshooting &gt;
</Field>
<Field FieldName="Mimetype" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">application/msword</Field>
<Field FieldName="OrgFileName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO"
Sortable="N0">E:&#x5C; SW&#x5C;Docs_and_Categorization&#x5C;DataStores&#x5C;Nile_CM&#x5C;Support_Troubleshooting(TS)&#x5C;1
BM - Support - Premium Service.doc</Field>
<Field FieldName="PartNumber" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">1</Field>
<Field FieldName="Date" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166219917515</Field>
</DatasourceSpecificMetadata>
</Metadata>

URL: db2://SAMPLE/ADMINISTRATOR.DEPARTMENT/DEPTNO/IBM
Metadata: <?xml version='1.0"' encoding='UTF-8'?>
<Metadata Language="en">
<CommonMetadata Datasource="DB2" StaticScoreRef="0" CrawlerId="IBMCIF.DB2_99868" DatasourceName="Support Locations"
Date="1166233134">
<HasSeparateContent Language="en" Truncated="N0">NO</HasSeparateContent>
<SecurityACLs Public="YES"/>
</CommonMetadata>
<DatasourceSpecificMetadata>
<Field FieldName="DatabaseName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">SAMPLE</Field>
<Field FieldName="TableName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">ADMINISTRATOR.DEPARTMENT</Field>
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<Field FieldName="Category" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO">Support &gt; Location &gt;</Field>

<Field FieldName="Name" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO">IBM ITSO</Field>

<Field FieldName="Number" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">IBM</Field>

<Field FieldName="Location" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="N0">San Jose </Field>

<Field FieldName="Telephone" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="N0">408-000-0000</Field>

<Field FieldName="Date" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1166233134308</Field>

</DatasourceSpecificMetadata>

</Metadata>

Example: F-3 Dumpstore trevistore with Domino, DB2 Content Manager, and DB2 (no security) data

DumpStore --store /var/es/data/IBMCIF/indexbuild/0/trevistore --security --url

URL: domino://kazan.itsosj.sanjose.ibm.com/8825724500710701/Training0fferings.nsf//11C275F9B62B87408825724500710984
Security: protocol=DIIOP domainname=ITSOQP!!kazan.itsosj.sanjose.ibm.com!!NOTES impersonation=true
URL:
domino://kazan.itsosj.sanjose.ibm.com/8825724500710701/Training0fferings.nsf//11C275F9B62B874088257245007109847AttNo=08&Att

URL: cm://icmn1sdb/Support_Pubs/85+3+ICM8+icmn1sdb7+ICMBASE58+26+A1001001A06L15B35700H8169718+A06L15B35700H816971+13+300
Security: domainname=icmnlsdb impersonation=true

URL: db2://SAMPLE/ADMINISTRATOR.DEPARTMENT/DEPTNO/CO1
Security:
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Example: F-4 Dumpstore RDS with DB2 (security tokens) data

URL: jdbc://jdbc%3Adb2%3A%2F%2Fnile.itsosj.sanjose.ibm.com%3A50000%2FNWINSUR/ADMINISTRATOR. CUST_VIEW/CUSTOMERID/1002
Metadata: <?xml version='1.0' encoding='UTF-8'?>
<Metadata Language="en">
<CommonMetadata Datasource="Database" StaticScoreRef="0" CrawlerId="col_34035.JDBC_57431" DatasourceName="DB2_JDBC"
Date="1168297627">
<HasSeparateContent Language="en" Truncated="N0">NO</HasSeparateContent>
<SecurityACLs Public="NO">PERSONAL</SecurityACLs>
</CommonMetadata>
<DatasourceSpecificMetadata>
<Field FieldName="DatabaseName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="N0"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="N0"
Sortable="N0">jdbc:db2://nile.itsosj.sanjose.ibm.com:50000/NWINSUR</Field>
<Field FieldName="TableName" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="NO">ADMINISTRATOR.CUST_VIEW</Field>
<Field FieldName="CUSTOMERID" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1002</Field>
<Field FieldName="FIRSTNAME" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="N0">Chandler</Field>
<Field FieldName="LASTNAME" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO0">Youk</Field>
<Field FieldName="POLICYID" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">234</Field>
<Field FieldName="ENDDATE" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1202112000000</Field>
<Field FieldName="TYPENAME" Searchable="YES" FieldSearchable="YES" Metadata="YES" ParametricSearch="NO"
ResolveConflict="MetadataPreferred" IsContent="YES" ExactMatch="NO" Sortable="NO">PERSONAL</Field>
<Field FieldName="Date" Searchable="NO" FieldSearchable="YES" Metadata="YES" ParametricSearch="YES"
ResolveConflict="MetadataPreferred" IsContent="NO" ExactMatch="NO" Sortable="N0">1168297627625</Field>
</DatasourceSpecificMetadata>
</Metadata>

Inverted Document: Inverted Vector [PLAIN]:
234: @59
1002: @58
youk: @103
ibm:url: @30
1202112000000: @60
nile:databasename: @49
chandler: @82
sanjose:databasename: @51
chandler\01: @82
com%3a50000%2 fnwinsur:url: @31
com\0l:databasename: @53
cust_view:tablename: @57
cust:url: @33
itsosj.sanjose.ibm.com%3a50000%2fnwinsur:site: @44
chandler:firstname: @82
234:policyid: @59
com%3a50000%2fnwinsur:site: @41
personal:typename: @124
nwinsur:databasename: @55
view:url: @34
com:databasename: @53
administrator\Ol:tablename: @56
jdbc:databasename: @47
ibm.com%3a50000%2fnwinsur:site: @42
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database:esfield.datasource: @1
itsosj:databasename: @50
db2\01:databasename: @48
1168297627:esfield.data: @2
1168297627625:date: @61
youk:Tastname: @103
jdbc%3adb2%3a%2f%2fnile.itsosj.sanjose.ibm.com%3a50000%2fnwinsur:site: @45
personal\01l:typename: @124
ibm\01:databasename: @52
db2:databasename: @48
en:esfield.language: @5

personal\01: @124

1002:customerid: @58
ibm:databasename: 52
col_34035.jdbc_57431:esfield.crawler_id: @0
sanjose:url: @29

customerid:url: @35
administrator:url: @32
db2_jdbc:esfield.datasource_name: @46
chandler\01:firstname: @82
jdbc%3adb2%3a%2f%2fnile:url: 027
en:language: @4

itsosj:url: @28

50000:databasename: @54
text/plain:doctype: @6
sanjose.ibm.com%3a50000%2fnwinsur:site: @43
1002:url: @36
PERSONAL:esfield.security_acl: @3
personal: @124
administrator:tablename: @56
1202112000000:enddate: @60
nile\Ol:databasename: @49

Miscellaneous

This section includes some miscellaneous troubleshooting information, such as
the content location of Cloudscape data, collection data, the build level of the
OmniFind installation, and the administration console GUI monitoring facility.

Cloudscape data

The Cloudscape database for crawlers, data listener, and IMC user credentials
are stored on the Crawler server in the $ES_NODE_ROOT/data/cloudscape
directory and sub-directories as follows:

» Crawled document metadata is stored in
$ES_NODE_ROOT/data/cloudscape/OmniFind_crawlers/<collection
id>.<crawler id>.

» Add/remove URIs collection data is stored in
$ES_NODE_ROOQT/data/cloudscape/OmniFind_datalistener/.

» IMC credentials user profile data is stored in
$ES_NODE_ROQT/data/cloudscape/OmniFind_imc/.
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Collection data

All collection related data, such as index, raw data store, and synonym
dictionaries, is stored in the $ES_NODE_ROOT/data directory and
sub-directories as follows:

>

Main and delta index data is stored in the Indexer and Search servers in the
$ES_NODE_ROOT/data/<collection id>/indexbuild/0l1/ directory.
build_info.ini specifies which directory is the current active index.

Crawled documents raw data store is stored in the Indexer server in the
$ES_NODE_ROOT/data/<collection id>/rds directory.

Internal stellent session data is stored in the Indexer server in the
$ES_NODE_ROQT/data/<collection id>/stellent directory.

Web crawler cookie data is stored in the Crawler server in the
$ES_NODE_ROOQT/data/<collection id>.<crawler id> directory.

Uploaded synonym, boost word, and stop word dictionaries are stored in the
Indexer and Search servers in the $ES_NODE_ROOT/data/<collection
id>/custom_dictionary directory.

Build level of OmniFind

The bldinfo.txt file in the $ES_NODE_ROQT/nodeinfo directory contains
information about the level of an existing OmniFind installation, as shown in
Example F-6.

Example: F-6 bidinfo.txt file contents

Release: esrchr4

Level: 846

VRCF: 8.4.0.100

Time: Sat Nov 11 10:52:04 PST 2006
b1d mode: x86 nt 5 msvc/

Host: wp31

0S: Windows 2000

bld type: oe

The Level parameter should be interpreted as follows:

vVVvyYvYyVvYYvYYyvYyYyYy

OmniFind V8.2 GA is build #300.

OmniFind V8.2.1 (Fix Pack 1) is build #352.
OmniFind V8.2.2 (Fix Pack 2) is build #266.
OmniFind V8.3 GA is build #547.

OmniFind V8.3 Fix Pack 1 (hotfix 13) is build #561.
OmniFind V8.3 Fix Pack 2 (hotfix 18) is build #569.
OmniFind V8.4 is Release esrchr4 and build #846.
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Administration console GUI monitoring facility

Some of the information recorded in the various logs produced during crawling,
parsing, indexing, and searching can be viewed from the administration console

GUI, as shown in Figure F-5 through Figure F-6 on page 581.

From the Collections view in Monitor mode for the NWINSURANCE collection
under the Log tab, select the log to view in the Log file box, the Filters of interest,

and click View log, as shown in Figure F-5.

Figure F-6 on page 581 shows the summary messages. Click Details to view
further information about an individual message, as shown in Figure F-7 on
page 582.

File Edit ‘Wew Favorites Tools  Help l
QBack ~ &) - [ [2] |/ search 7 Favorites 40 | (A= s =

3 Enterprise Search Administration - Microsoft Internet Explorer i B[] 3

Address I@ http:/inile itsosj.sanjose.ibm.com/ESAdmin/collectionGeneral do

WebSphere. Information Integrator g
OmniFind Edition E —RENE

[l Collections | | < External Sources BSUstem éSecuritt,I

=|5earch Customizer {}ELog Qut Help | = =About

Collections b NWINSURANCE : Lo

Help for this page [7]

Gollection name: INWINSURANCE vD Last refreshed:  Friday, January 12, 2007 3:22:12 PM PST | Refresh

Crawl Parse Index Search| | # Lod General

Select the lag file that vou want to wiew, You can specify filters to view specific types of messages ar messzages that were issued by specific seszions,
After you make vour selections, click Wiew log,

Log file:
" Filtars — View log
' \
col_34035_20061214.lag Severity

I rity levels

p Errar

|7 Warning

~ Infarmatianal

Session:

T All sessions

Mumber of log entries per page: ¢ bBz_JDBC

o

~ DBZ_JIDBC-crawlerplugin

¥ MNW_INSU_QP

Figure F-5 View logs through the administration console GUI 1/3
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ternet Explorer

File Edit Wiew Favorites Tools  Help

QBack - £3 -~ ¢ & | ) Search <7 Favarites 4! | 2~ & B

Address @ http: finile. itsosj. sanjose.ibm . com/ESadmin collectionLog. do

VTN Information Integrator

OmniFind Edition

| | & Euternal Sources | ﬂ Systern | 12 Security

OHeIg | = mabout

Search Customizerl (FLog Cut

Collections b NWINSURANCE : Log P Wiewlog

n FFQMO203I Contents of log file col_34035_20061227.log with the selected filters,

Contents of Log File

Help for thizs page [7]
To view detailed information about a specific message, click the Details icon for that message,

M page 1 of 11" Jump to page: Il

Message number Timestamp Severity Session

Details Message

1 12/27/06 2:02 AM Error  Parser Driver - Collection

FFGO0123E The last sacket operation failed becausze the rermote host
col_34035 (nodel)

forcibly closed the connection. Server Mame: 9.42.86.76, Port Mumber:
2820,
2 12/27/06 2:02 &AM Error Runtime - Collection IE—I

FFGO01232E The last sacket operation failed because the rerote host
cal_34035 (nodel)

forcibly clozed the connection, Server Mame: 9.43.86.76, Port Mumber:
2744,

Figure F-6 View logs through the administration console GUI 2/3
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Enterprise Search Administration - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

QBack g T Iﬂ E‘] :‘ | /':'Search <7 Favorites €4| (A~ e =

1N Information Integrator
OmniFind Edition

[l Collections | | #:Enternal Sources BSvstem éSecurit‘,I

Collections F NWINSURAMCE : Log P Y¥iewlog b Details

Log Message Details

Help for this page 7]

After viewing details about where and when this message occurred, you can click the Previous and Meut arrows to browse other messzages in the log file,

Meszsage number: 1

Timestamp: Wednesday, December 27, 2006 §:03: 20 AM PST

Severity: Errar

Component: 0ss

Session: Parser Driver - Collection cal_34035 (nodel)

Maszage: FFQO0183E The last socket aperation failed becauze the remote host farcibly closed the connection, Server Mame: 9.43.86.76, Port
Mumber: 2890,

Line number 203

Function name: ozzsiiSocketiiread

File name: srcitrevitozshsrchSocket.opp

Process ID: 6056

Thread It 6036

Server name: MILE

Figure F-7 View logs through the administration console GUI 3/3
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Additional material

This book refers to additional material that can be downloaded from the Internet
as described below.

Locating the Web material

The Web material associated with this book is available in softcopy on the
Internet from the IBM Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG247394

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the Redbooks form number, SG247394.
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Using the Web material

The additional Web material that accompanies this book includes the following

files:
File name Description
S$G247394.zip Zipped code samples

System requirements for downloading the Web material

The following system configuration is recommended:

Hard disk space: 2 MB
Operating System: Windows

How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zip file into this folder.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get IBM
Redbooks” on page 586. Note that some of the documents referenced here may
be available in softcopy only.

>

WebSphere Information Integrator OmniFind Edition: Fast Track
Implementation, SG24-6697

Other publications

These publications are also relevant as further information sources:

»

IBM OmniFind Enterprise Edition Version 8.4 Administering Enterprise
Search, SC18-9283

IBM OmniFind Enterprise Edition Version 8.4 Installation Guide for Enterprise
Search, SC18-9282

IBM OmniFind Enterprise Edition Version 8.4 Programming Guide and API
Reference for Enterprise Search, SC18-9284

IBM OmniFind Enterprise Edition Version 8.4 Text Analysis Integration,
SC18-9674

IBM OmniFind Enterprise Edition Version 8.4 Troubleshooting Guide and
Messages References, GC18-9673

IBM OmniFind Enterprise Edition Version 8.4 Plug-in for Google Desktop
Search, SC19-1003

Technote on “OmniFind Enterprise Edition returns error FFQEO108E on the
My Profile panel when using single sign-on through LTPA with WebSphere
Portal Document Manager”, found at:

http://www-1.ibm.com/support/docview.wss?rs=0&q1=1252053&uid=swg2125
2053&1oc=en_US&cs=utf-8&cc=us&lang=en
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Online resources

These Web sites are also relevant as further information sources:
» IBM OmniFind Enterprise Edition home page

http://www.ibm.com/software/data/enterprise-search/omnifind-enterpri
se/

» Introduction to WebSphere Information Integrator OmniFind Edition tutorial

http://www.ibm.com/developerworks/edu/dm-dw-dm-0503buehler-i.html

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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