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Preface

This IBM® Redbooks publication provides specific setup information for various cases of
Internet security scenario. This book does not focus on theories and conceptual parts of
related topics. We assume you have such knowledge, but if you need further discussion, see
the following resources:

» For general discussion of i5/OS® security and network security, see the i5/0S V5R4
Information Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp

» For general i5/0S security discussion, see IBM System i Security Guide for IBM i5/0S
V5R4, SG24-6668-01.

» For a discussion of OpenSSH utilities, see Securing Communications with OpenSSH on
IBM i5/0S, REDP-4163-00.

This book is useful for i5/0S network security administrators who need to set up any of the

following scenarios:

» i5/0S Internet Protocol (IP) packet filtering

» Building a demilitarized zone (DMZ) with i5/0S

» Virtual Private Networking (VPN) connection with User Datagram Protocol (UDP)
encapsulation

» VPN tunnel between Linux® and i5/0S

» VPN connection with Windows® XP clients

» Password elimination using Windows 2003 Kerberos Distribution (KDC)
» Securing Telnet for iSeries® access using Secure Sockets Layer (SSL)
» Securing File Transfer Protocol (FTP) using SSL

» Setting up and running the sshd daemon

» Establishing a Secure Shell (SSH) session

» File transfer and public key authentication with OpenSSH

» Protecting traffic with SSH tunnels

» Using SSH to control your Hardware Management Console (HMC)

© Copyright IBM Corp. 2007. All rights reserved. ix
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i5/0S IP packet filtering

This chapter describes a scenario of a single i5/0S system implemented as a secure shell
(SSH) server with limited telnet access. Two network interfaces are utilized. One is connected
to a trusted network, the other to a non-trusted network.

Note: This scenario assumes you are using OpenSSH to enable ssh daemon on a i5/0S
server. For information about OpenSSH, see Chapter 9, “Introduction to OpenSSH for
i5/0S” on page 281.

Internet Protocol (IP) packet filtering is the core component of any security server, such as a
firewall, routers, and hosts. Packet filtering is implemented with IPv4. i5/0S V5R4 does not
support packet filtering for IPv6. For security reasons, it is important to disable features that
are not utilized. This creates a “smaller” attack surface for exposure to possible intrusion
attempts.

Note how IP packet filtering relates to other security components available with i5/0S. i5/0S

provides a set of components that protects your computing resources and provides value for
your network.

© Copyright IBM Corp. 2007. All rights reserved. 1



1.1 i5/0S IP packet filtering with secure shell

The i5/0S IP packet filtering scenario uses a single System i with two network interfaces. One
network connection is attached to a trusted network, the other to a non-trusted network. Note
how IP packet filtering can protect resources above the network interface (Figure 1-1).

L HTTP & HTTP SSL
Applications | Telnet & Telnet SSL
LDAP & LDAP SSL

TCP/UDP

(Transport)
IDS
| Qos

P IPSEC (AH, ESP)
(Internetwork) Packet filtering
Network Interface
L2TP

(Data Link)

Figure 1-1 IP packet filtering implementation layers

1.1.1 Scenario characteristics

This scenario presents a single System i for a business. The i5/0S implementation provides
the untrusted business network a SSH server with limited telnet access. i5/0S only provides
SSH services when the SSH server is enabled and for a specific static IPv4 address.

This scenario has the following characteristics:

>

One System i with two physical network interfaces. One network interface is connected to
a trusted network, the other to an untrusted network.

There is no firewall equipment in addition to the system i.
Our scenario is using IPv4. IPv6 is disabled.

We are only going to provide SSH access from a dynamic IP address (our technical
support user) on the untrusted network (when enabled on i5/0S).

SSH support is provided on an “as needed” basis.

1.1.2 Scenario objectives

2

The objectives are:

>

»

»

>

Provide a secure environment on i5/0S and the trusted network behind it.
Improve security by deploying a SSH server on i5/0S.
Provide a logging of attempted intrusions when the SSH server is not enabled.

Allow a technical support user to access i5/0S and the trusted network on an “as needed”
basis.

i5/0S Network Security Scenarios



1.1.3 Security policy

Before creating a network security policy, you must have an IT security policy for the entire
organization. Otherwise, you do not know what guidelines to follow.

General security policies are:

>

The default policy is to deny. Use high caution anytime a less trusted resource accesses a
more trusted resource. Allow only what is needed. In our scenario, the only (untrusted)
access is SSH when it is enabled.

Hide thelP addressing with private IP addressing.

Harden systems by disabling and removing unrequired resources.

Push data to less trusted systems.

Limit what data resides on less trusted systems.

Encrypt data on systems.

Log access and intrusion attempts. Intrusion detection system (IDS) is available for i5/0OS.

For systems accessed by untrusted sources, assume the system is fully compromised to
help in your security design planning.

Implement exit point programs when possible.
Use i5/0S object security.

1.1.4 i5/0S security functions

The following i5/0S security functions are used in this scenario:

v

vYvyy

Packet filtering

ILogging

Intrusion detection

SSH services (encryption and tunneling)

1.2 IP packet filtering step-by-step set up

This section describes the steps to configure the i5/0S for this scenario:

YyVVYVYVYVYYVYY

“Creating the untrusted Ethernet line” on page 3.
“Creating the IP interface for untrusted network” on page 4
“Creating and starting IP filtering” on page 4

“Configuring the sshd IP address” on page 12

“Starting and stopping sshd” on page 12

“Configuring IPv6 to not auto start during IPL” on page 13
“Configuring IDS scan directives” on page 13

Creating the untrusted Ethernet line
To create the Ethernet line description, find the resource name using the following command:

WRKHDWRSC *CMN

Search for the resource name of communication resource type Ethernet port. In Figure 1-2 on
page 4, the port we are configuring is CMN15. Create the Ethernet line description on our
untrusted Ethernet network.

Chapter 1. i5/0S IP packet filtering 3
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wWork with Communication Resources

System:
Type options, press Enter.

S5=work with configuration descriptions 7=Display resource detail

Opt Resource Type 5tatus Text
LIN14 5707 oOperational LAN Adapter
CMNL5 5707 Operational Ethernet Port
CMN1G 5707 oOperational Ethernet Port

Figure 1-2  WRKHDWRSC *cmn on i5/0S

CRTLINETH LIND(ETHLINE) RSRCNAME(CMN15) LINESPEED(*AUTO) DUPLEX(*AUTO)

Creating the IP interface for untrusted network
Now create the TCP interface for the production interface of the Ethernet:

ADDTCPIFC INTNETADR(€10.10.10.12°) LIND(ETHLINE) SUBNETMASK(‘255.255.255.0°)

Creating and starting IP filtering
1. In the iSeries Navigator, select <yourserver> — Network — IP Policies (Figure 1-3).

F

@

P@®

16 minutes old

| Enviranment: My Connections | Prod: PacketRules

Tﬁ My Connections A | | Name Description
= Prod

+- 3 Basic Operations

+- B Work Management

¥ g Configuration and Service

= Metwork
¥ % TCP/IP Configuration
+ Remote Access Services
+ @ Servers
ab

+ 1@: Virtual Private Networking
 Quality of Service
+ % Enterprise Identity Mapping
Internet
¥ Integrated Server Administration
!
b

Security b2
¥

AT R |
Il Add a connection i[ﬁi Edit IP Packet Rules ' Configure Quality of Service

@ Install additional components ﬁ‘ Configure Virtual Private Networking 4 ? Help for related tasks
"5 Order Virtual Private Network Connections

A olvincin

Figure 1-3 iSeries Navigator packet rules

2. Right-click Packet Rules, and select Rules Editor.
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3. From the Welcome Packet Rules Configuration dialog, select Create a new packet rules
file, and click OK (Figure 1-4).

Welcome to the Packet Rules editor, What do you want to do?

(+ Creste s new packet rules file

" Open an existing packet rules file
" Open the provided sample 13F file
" Openthe provided sample XML file

[¥ Show this window again

Figure 1-4 Welcome - packet rules configuration

4. On the Getting Started dialog (Figure 1-5), click OK.

Staternents can be added to the file by:
- typing and using copy and paste
- using the Insert and Wizard menus

Context menus are availahle by right-clicking:
- on statements in the file
- on the background of the file
- on the message area at the bottorn of the editor

I+ Show this window again

oK |

Figure 1-5 Packet filter - getting started

5. From the Insert menu, select Comment. Enter a description and click OK (Figure 1-6).

New Comment - Prod

General

Cescription:

Allow only inbound ssh cunnectiuns|

Ok | Cancel | Help |7I

Figure 1-6 Packet filter - adding a comment
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6. From the Insert menu, select Filter. Select set name of ssh_limit, action of PERMIT,
direction of INBOUND, source address name of *, destination address name of * and click
the Services tab (Figure 1-7). Use these entries to allow any IPv4 address to start an
inbound connection to the SSH server on our production system from the ethline

(untrusted) interface.

New Filter - Prod

General l Services | Additional Parameters |
Set name: |ssh_limit ~|
Action: ’m
Direction: ’W]
Source address name: ]: LJ J*| :J
Destination address name; = =l F =l
Journaling: OFF >

| i

lTl Cancel | Help |7|

Figure 1-7 Packet filter - allow inbound ssh from untrusted (1 of 2)

7. Select the Service radio button. Select protocol of TCP/STARTING, source port of >
1023, destination port of = 22 (SSH server), and click OK (Figure 1-8).

=

New Filter - Prod

E

General Semices IAdditinnaI Parameters |
" Bemvice narme: | =
¥ Service:

Frotacol: I'I'CPIS'I'ARW

Source port: [T'E] 1023 -

Destination port: = =l -
O ICWP semvice:

ITI Cancel | Help |?

Figure 1-8 Packet filter - allow inbound ssh from untrusted interface (2 of 2)
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From the Insert menu, select Filter. Select the set name of ssh_limit, action of PERMIT,
direction of INBOUND, source address name of 10.10.10.12 (the sshd server address),
destination address name of *, and click the Services tab (Figure 1-9). Use these entries
to allow only IPv4 address telnet access from the sshd server on the production system.

New Filter - Prod

&

General l Ser\ricesl Additional Parameters]
Setname:

Action:

Direction:

Source address name:

Destination address name:

Journaling;

lssh_limit
PERMIT -

IMBOUND o

= = hoaodoaz

- = A

OFF =

[ ok | concel | _bew [z

L] 14

Figure 1-9 Packet filter - adding ssh telnet permit (1 of 2)

9. Select the Service radio button. Select protocol of TCP/STARTING, source port of = *,
destination port of = 23 (telnet server), and click OK (Figure 1-10). The asterisk denotes

all available port numbers.

New Filter - Prod

X

General Semices | Additional Parameters |

(" Benice name: [

' Service:
Protocal: TCPISTARTING  ~|
Source port FEHF A
Destination port: j: _ 23 E
" ICMP service:
Al
Fd

ok | cancel | Hep |7

Figure 1-10 Packet filter - adding ssh telnet permit (2 of 2)
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10.From the Insert menu, select Filter. Select set name of ssh_limit, action of PERMIT,
direction of INBOUND, source address name of *, destination address name of *, and click
the Services tab (Figure 1-11). Use these entries to allow any IPv4 address originating

from the production system to the untrusted network.

New Filter - Prod
|] Services] Additional Parameters]
Set name: |ssh_limit ] ‘
Action: PERMIT = |
Direction: W
Source address name: |= LJ ]* q
Destination address name: =l F ]
Journaling: OFF -
| =l
W . I Cancel | Help |7|

Figure 1-11 Packet filter - adding new ssh inbound filter (1 of 2)

11.Select the Service radio button. Select protocol of TCP, source port of > 1023, destination

port of = 22, and click OK (Figure 1-12).

' New Filter - Prod
General delitional Parameters |
 Service name; [ k2
{+ Service:
Pratocal: P s
Source port: |>—v 1023—L|
Destination port: ié 4 |2ﬁ|
~ ICMP gervice:
2
]

ok | cancel | e |7

Figure 1-12 Packet filter - adding new ssh inbound filter (2 of 2)

12.From the Insert menu, select Filter. Select set name of ssh_limit, action of PERMIT,
direction of OUTBOUND, source address name of *, destination address name of *, and
click the Services tab (Figure 1-13 on page 9). Use these entries to allow any IPv4
address originating from the production system to the untrusted network.
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New Filter - Prod

Set name;

Action:

Direction:

Source address name:
Destination address name:

Journaling:

General l Senrices] Additional Parameters]

Issh_limit R
PerUT <]
louTeouND -]
- = |
= E H
OFF o
| I
’TI Cancel Help |?|

Figure 1-13 Packet filter - adding new ssh outbound filter (1 of 2)

13.Select the Service radio button. Select protocol of TCP, source port of = 22, destination
port of > 1023, and click OK (Figure 1-14).

e

New Filter - Prod

(" Bemice name:

f+ Senice:
Frotocol:
Source port;
Destination port:

(" ICMP service:

General Senices | Additional Parameters |

[ i

Iﬁ b4

e e

=l

QK | Cancel‘ Help H

Figure 1-14 Packet filter - adding new ssh outbound filter (2 of 2)

14.From the Insert menu, select Filter Interface. Select the line name of ETHLINE. Click the
Filter Sets tab (Figure 1-15 on page 10). Use this entry to assign IPv4 IP filtering to the
virtual Ethernet interface that connects to the untrusted network.
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‘Mew Filter Interface - Prod

Filter Setsl Additional Parametersl

— Specification
& Line name: |ETHLINE =l
P address: | =l
" Point-to-point profile name: | L!

Ok | Cancel | Help |‘?]

Figure 1-15 Packet filter - adding new ssh filter interface (1 of 2)

15.Select the filter set of ssh_limit and click Add. Click OK (Figure 1-16).

=

Mew Filter Interface - Prod

General Filter Sets | Agditional Parameters |

Filter =at:

Filter zets:

ssh_limit

Remove

Wove Up

i ||

Move Down

All ather traffic will he denied.

Ok I Cancel | Help |‘?|

Figure 1-16 Packet filter - adding new ssh filter interface (2 of 2)
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16.The complete rule set appears as shown in Figure 1-17.

#A1low only inbound ssh connections

FILTER SET ssh_Timit ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR
PROTOCOL = TCP/STARTING DSTPORT = 22 SRCPORT = JRN = OFF

FILTER SET ssh_1imit  ACTION = PERMIT  DIRECTION = INBOUND  SRCADDR = *  DSTADDR
PROTOCOL = TCP DSTPORT = 22 SRCPORT = 1023 JRN = OFF

FILTER SET ssh_Timit ACTION = PERMIT DIRECTION = OUTBOUND SRCADDR = * DSTADDR
PROTOCOL = TCP DSTPORT = 1023 SRCPORT = 22 JRN = OFF

%
I

#Allow only telnet from ssh connection
FILTER SET ssh_limit  ACTION = PERMIT  DIRECTION = INBOUND  SRCADDR = 10.10.10.12
DSTADDR = *  PROTOCOL = TCP/STARTING DSTPORT = 23 SRCPORT = *  JRN = OFF

#ATlow all other TCP outbound client connections

FILTER SET ssh_limit ACTION = PERMIT DIRECTION = INBOUND SRCADDR = * DSTADDR =
PROTOCOL = TCP  DSTPORT > 1023  SRCPORT <= 1023  1RN = OFF

FILTER SET ssh_limit  ACTION = PERMIT DIRECTION = OUTBOUND  SRCADDR = *  DSTADDR
PROTOCOL = TCP DSTPORT <= 1023 SRCPORT = 1023 JEN = OFF

#Dpefine the network interface for the filter
FILTER_INTERFACE LINE = ethline SET = ssh_1limit

k-

k-

—

k-

- %

Figure 1-17 Packet filter - review ssh_limit rule set

Notes:
— When you enter the Filter Interface, all other traffic is explicitly denied.
— Ensure our rules are applied to the ETHLINE line description (untrusted)

Note that other IPv4 protocols, such as UDP, ESP, AH, IPSEC IPCOMP, and RSVP are
denied.

17.From the File menu, select Save. Assign the name SSH_LIMIT.I3P to our rules file.

18.From the File menu, select Activate Rules (Figure 1-18).

Activate Packet Rules - Prod

Facket rules files

" Activate only the VP generated rules
{+ Activate only the selected file
" Activate both the VPN generated rules and selected file

File name:
iIQIEIMIUserDataIO84DDITCPIPIF'acketRuIesIlimit_ssh.lSF'

Interface

+ Activate these rules on the following interface

Interface:; |ETHLIME x|

I =

" Activate these rules on all interfaces and all point-to-point filter identifiers

ITI Cancel J Help I?‘

Figure 1-18 Activate packet filtering

Chapter 1. i5/0S IP packet filtering
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19.To ensure IP filters are active, open the iSeries Navigator and select Network — IP
Policies — Packet Rules. The right-hand pane displays the status of active packet rules
loaded by the network interface name (Figure 1-19).

‘ @ iSeries Navigator Q@@

Fie 'Edt View Help

2 . 0 minutes old
|Envir0nment: My Connections |Prud: Packet Rules
+ G Management Central (Prod) A Hame Description
e | fﬁi&f Cpﬂndnechﬂns | || BEmne Facket rules loaded for ETHLINE
E ra

+ % Basic Operations

¥ @ Work Management

+ % Configuration and Service
Network

+ % TCR/IP Configuration

+ Remote Access Services
+ @ Servers
= ﬂﬂ IP Policies
+-afts Packet Rules
+ Virtual Private Networking
' Quality of Service
+ % Enterprise Identity Mapping
Internet

+- 7] Integrated Server Administration
+ 3B security

+ @™ Users and Groups

¥ % Databases

a2 File Systems

+ Backup v
<] 2
¥4, Tasks -Prod D JliEie poiices tasks
il Add & connection E[ﬁz Edit IP Packet Rules o Configure Quality of Service
@ Instal additional companents | 7 Configure Virtugl Private Networking b ? Help for relatzd tasks

| E Order Virtual Private Netwark Connections

1- 1of 1 objects
Figure 1-19 Packet filtering status

Note: IP filtering is not supported for IPv6 with i5/0S V5R4. If you do not uselPv6, ensure
that it is disabled. To confirm that it is disabled, run the following command: ping €::1°. If
the ping command receives replies, then disable IPv6. To disable it, run wrktcpsts, option
4, work with the IPv6 interface status, and enter 10=End by all Internet Addresses.

Configuring the sshd IP address

If you have multiple IP addresses on your i5/0S, limit what IP address the ssh server will
listen on. This simplifies our IP packet filtering rules when permitting telnet access from the
10.10.10.12 address (which is used by the ssh tunnel). Edit the sshd_config file by adding the
following entry:

ListenAddress 10.10.10.12

Starting and stopping sshd
Run the CALL QP2TERM command, then go to the /QOpenSys/usr/sbin directory and run

./sshd to start sshd. To end sshd, find the active sshd job and run the ENDJOB command
against it.
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Note: For a detailed discussion about starting and stopping sshd daemon, see
Chapter 10, “Setting up and running the sshd daemon” on page 287.

Configuring IPv6 to not auto start during IPL
By default, the i5/0S V5R4 IPL auto starts IP v4 and v6. The STRTCP command parameter

default strip6 is *yes (start IPv6). To change this command parameter default, run the
following command:

CHGCMDDFT CMD(STRTCP) NEWDFT(¢STRIP6(*NO) )

Configuring IDS scan directives

Edit the file /gibm/userdata/os400/qos/etc/IDSPOLICY.CONFto include the following
directives shown in Figure 1-20.

#FEFESCAN events on sshd #EFFFEEFEF4F4EFEF S HSFEF S FEFEF SRS E8E
ibm-idsConditionauxclass idscondl
ibm-idsConditionType SCAN_EVENT
ibm-idsLocalrortrange 22

ibm-idsRemotePortRange 1-65535
ibm-idsLocalHostIPAddress 2-10.10.10.12-32
ibm-idsRemoteHostIPAddress 3-0.0.0.1-255.255.255.254
ibm-policyIdsactionName idsactl
ibm-idsActionauxclass idsactl

1bm-idsactionType SCAN_EVENT
ibm-idsFsInterval 1

ibm-idsFsThreshold 1

ibm-idsssInterval 1

ibm-idsssThreshold 1

ibm-idsMaxEventMessage 1024

Figure 1-20 IDS scan rules for sshd attempts when inactive

Note: The IDS directives will only log the entries when the sshd server is inactive.

1.3 Verifying the IP packet filtering implementation

To verify our limited ssh connection, do the following steps:

Use a SSH client to access our public IP address of 10.10.10.12.

Note the previous step will fail if the SSH server is inactive.

Use a tunnelled telnet connection to connect to the telnet server (port 23).

If there are other active servers, check if all other tunneled connections have failed.
Verify that IDS logging is active when the sshd server is inactive.

A S

1.4 Tips and techniques
You must verify that your security policy is supported continually. Keep in mind that many
network hosts might have IPv6 enabled by default. Therefore, ensure that you have security in
place at each network host for IPv6.

In addition to using IP filtering, implement the Intrusion Detection System (IDS) for i5/0S to
provide additional network security auditing.

Chapter 1. i5/0S IP packet filtering 13
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If your IP filtering rules disable access to the iSeries Navigator or other important network
access, enter the command RMVTCPTBL (Remove TCP/IP Table). Use caution because this
command disables all IP packet filtering.

To assist in troubleshooting the IPv4 filtering rules, use the journaling functionality that is
available. The QIPFILTER journal logs entries when an IPv4 datagram matches a definition of
a defined filter rule.
To help mine the audit journal for intrusion monitoring, use the following commands:
CPYAUDJRNE IM
This copies the im entries, if any, to gtemp/qauditim.
RUNQRY *NONE QAUDITIM
This queries the im entries from gtemp/gauditim.

For information about IDS and IP packet filtering, see the iSeries Information Center at:
http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp

For information about SSH, see IBM Portable Ultilities for i5/0S in the Porting Central Web
site at:

http://www.ibm.com/servers/enable/site/porting/tools/openssh.html

i5/0S Network Security Scenarios
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Building a DMZ with i5/0S

This scenario describes a single System i with two i5/0S logical partitions (LPAR) with one
partition in a demilitarized zone (DMZ) for Web application serving, and the other for
production. This configuration provides a solution for businesses that require Web application
serving to the Internet. Both the public and employees of the business can use Web
application serving. This configuration is viewed as more secure because it separates the
public servers from all internal systems. All public servers are placed in a network segment
called a DMZ. In addition to security, availability is improved because the production partition
is dedicated for batch processing or backup while the application server is still available.

© Copyright IBM Corp. 2007. All rights reserved. 15



2.1

i5/0S LPAR in DMZ

You can implement the i5/0S LPAR in DMZ architecture discussed in this scenario by using a
single System i with two logical partitions. One partition is for production and the other is for
Web application serving (Figure 2-1).

System i
Untrusted Network
Production LPAR DMZ LPAR

'\\ /’"‘ router

Internal Network | | Virtual Ethemet | DMZ \

|

|

|
Firewall

Figure 2-1 Basic DMZ scenario

2.1.1 Scenario characteristics

16

This scenario has the following characteristics:

>

One System i with two logical partitions. One partition is for production and the other is for
Web application serving.

Four distinct networks - internal (trusted), virtual local area network (VLAN) (untrusted),
DMZ (untrusted), and Internet (untrusted). The four are separated by a firewall and IP
filtering on the virtual LAN.

The router is connected to the Internet with a dedicated line.

If intruders take control of the Web application server, they will only get a limited set of
data (not the complete set of business data).They are not allowed to access any resource
in the internal (trusted) network.

The firewall provides packet filtering to the Web application server logical partition.

The Web application server environment is limited from impacting the internal system
resources.

Each i5/0S partition has one physical network interface and a shared virtual Ethernet LAN
interface.

i5/0S Network Security Scenarios



2.1.2 Scenario objectives

The scenario objectives are:

>

>

Provide a secure environment for i5/0S Web application services.

Improve i5/0S Web application availability when dedicated batch processing and backups
are being processed on production.

Improve security because the public is not permitted to access any internal system direy.
Only a portion of business data is available on the Web application server.

Protect computer resources because the Web application server is separated from
production resources.

If the Web application server is compromised, prevent internal systems from intrusion.

2.1.3 Security policy

Before you create your network security policy, you must have an IT security policy for your
entire organization. Otherwise, you do not know what guidelines you must follow.

General security policies are:

»

The default policy is to deny. Use high caution anytime a less trusted resource accesses a
more trusted resource. You allow only what is need. In our scenario, the only public
(untrusted) access is to http and https.

Hide IP addressing with private IP addressing.

Harden systems by disabling and removing unrequired resources.

Push data to less trusted systems.

Limit what data resides on less trusted systems.

Encrypt data in systems.

Log access and intrusion attempts. Intrusion detection system (IDS) is available for i5/0OS.

For systems accessed by untrusted sources, assume the system is fully compromised to
help in your security design planning.

Limit IP traffic from Internet to DMZ systems.

Eliminate inbound access completely for IP traffic from DMZ to internal systems. Minimize
internal to DMZ system communication.

2.1.4 Firewall security functions

The following functions (shipped with your firewall) are required to implement the network
security in this scenario:

vVvyyvyy

Packet filtering

Port address translation (PAT) to DMZ partition
Logging

Optional: Intrusion detection and prevention

2.1.5 Web application server LPAR security functions

The following functions for the Web application server LPAR are required to implement the
network security in this scenario:

>
>

HTTP powered by Apache
Virtual local area network (VLAN)

Chapter 2. Building a DMZ with i5/0S 17



2.1.6 Production LPAR security functions

The following functions for the production LPAR are required to implement the network
security in this scenario:

» IP packet filtering
» Virtual local area network (VLAN)
» Optional: Intrusion detection system (IDS)

2.2 Planning for implementation

18

The firewall is implemented using a three port security device. The public Web application
server is an i5/0S logical partition located in the DMZ and runs an HTTP server. This Web
application server might be running the Apache HTTP server, ASF Tomcat, WebSphere
Application Server, CGl (RPG, COBOL, and so on), or PHP. The production i5/0OS logical
partition is located in the internal trusted network and holds the complete set of business
data. The Web application server receives its data updates when the production partition
pushes updates to it. For security and availability reasons, the Web application server only
contains a subset of the business data. One key reason to have a separate logical partition for
Web application serving is to provide data availability when the production system is
unavailable because of dedicated processing and data backups.

The four networks require IP addressing assignments. This scenario uses the following
addressing assignments:

Internal network 10.1.1.0/24

DMZ network 10.9.9.0/24

Virtual Ethernet 192.168.9.0/24

Public subnet 10.10.10.0/28

Firewall outside 10.10.10.50, DMZ 10.9.9.1, and internal 10.1.1.1
Web application server LPAR DMZ 10.9.9.2 and VLAN 192.168.9.2
Production LPAR internal 10.1.1.7 and VLAN 192.168.9.120

vVVvyYVYyVvYyYYvYYyvYYyYyY
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Figure 2-2 illustrates this scenario with the required IP addresses.

; System i :
Untrusted Network

Production LPAR DMZ LPAR
Internal 10.1.1.7 DMZ 10.9.9.7
Virtual 192.168.9.120) Virtual 192.168.9.2

\

. /
\ v | V. router

"

Firewall

Internal 10.1.1.1
DMZ 10.9.91
Public 10.10.10.50

Figure 2-2 Basic DMZ scenario with IP addressing

2.3 LPAR DMZ step-by-step set up

This scenario involves two main tasks:

» “Configuring the production i5/0OS LPAR partition” on page 19:

— “Creating the virtual Ethernet line” on page 19

— “Creating the IP interface” on page 20

— “Creating and starting IP filtering” on page 20

— “Configuring IPv6 to not auto start during IPL” on page 28
» “Configuring the DMZ logical partition network” on page 28:

— “Creating the virtual Ethernet line” on page 29

— “Creating the IP interface” on page 29

— Configure and start the packet filters

2.3.1 Configuring the production i5/0S LPAR partition

This section describes the steps we performed to configure the i5/0S logical partitions for this
scenario.

Creating the virtual Ethernet line

1. To create the Ethernet line description, find the resource name. Run the following
command:

WRKHDWRSC *CMN
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2. Search for the communication resource type of 268C. Note the Ethernet port resource

name. In Figure 2-3, the Ethernet port we are configuring is CMNO9.

Opt Resource Tupe Status Text
CHEBA1 2844 COperational Combined function IOQP
LIN11 2793 Operational Comm Adapter
CHMN11 2793 Operational Comm Port
CHH12 2723 Operational Comm Port
CHEBA3 268C Operational Combined function I[QP
LING1 6BA3 Operational Comm Adaptemr
CHHE1 6BA3 Operational Comm Port
LING2 6BA3 Operational Comm Adapter
CHH@2 6BA3 Operational Comm Port
LINGY 268C Operational LAN Adapter
L CHHNA%? = 26BC Operational = Etherpnet Port |

Figure 2-3 wrkhdwrsc *cmn on production LPAR

3. Create the virtual Ethernet line description on our virtual Ethernet network:
CRTLINETH LIND(VETHO) RSRCNAME(CMN09) LINESPEED(*AUTO) DUPLEX(*AUTO)

Creating the IP interface
Now create the TCP interface for the production interface of the virtual Ethernet:

ADDTCPIFC INTNETADR(€192.168.9.120°) LIND(VETHO) SUBNETMASK(‘255.255.255.0°)

Creating and starti

1. In the iSeries Navigator, select <yourserver> — Network — IP Policies (Figure 2-4).

ng IP filtering

‘@

P@®

16 minutes old

| Environment: My Connections

| Prod: PacketRules

Tﬁ My Connections
= Prod
+- 8 Basic Operations
- Ef Work Management
¥ % Configuration and Service
MNetwork
+ 7'? TCP{IP Corfiguration
+- =1 Remate Access Services

+-{[7] servers

-7 e Poli

¥
+ virtual Private Networking
' Quality of Service
+ % Enterprise Identity Mapping
Internet
£ Integrated Server Administration
+ Security

Iy Tasks - Prod
il Addaconnection
@ Install additional components

0 objects

A | | Name Description

Edit IP Packet Rules
ﬁ‘ Configure Virtugl Private Networking
"5 Order Virtual Private Network Connections

' Configure Quality of Service
b D Help for related tasks

Figure 2-4 iSeries Naviga
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2. Right-click Packet Rules, and select Rules Editor (Figure 2-5).

Welcome ta the Packet Rules editar, What do you wantto da?

+ Create a new packet rules file

" Open an existing packet rules file
" Open the provided sample 13P file
" Open the provided sample <ML file

I+ Show this window again

Figure 2-5 Welcome - Packet Rules Configuration window

3. From the Welcome Packet Rules Configuration dialog, select Create a new packet rules
file, and click OK to receive the Getting Started dialog (Figure 2-6). Click OK.

Statements can be added to the file by
- typing and using copy and paste
- using the Insert and Wizard menus

Context menus are available by right-clicking:
- on statements in the file
- on the hackground ofthe file
- on the message area at the bottorn of the editor

v Show this window again

o]

Figure 2-6 Packet filter - Getting Started

4. From the Insert menu, select Comment. Enter a description and click OK (Figure 2-7).

New Comment - Prod

General

Description:

Prevent all inhound connections from the YLAN DMZ subnet interface,

ok | cancel | Hew |2

Figure 2-7 Packet filter - adding a comment
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From the Insert menu, select Address. Enter an address name, defined address of
Subnet, the subnet address, the subnet mask, and click OK (Figure 2-8). This helps
describe the DMZ subnet addresses.

Mew Address - Prod

General | additional Parameters]

Address name: |VLAN_DMZ

Address specification

Defined address: |Subnet j

Subnet address: |192.168.9.D

Subnet mask: |255.255.255.Dl

ok | cancel | Hew |7

Figure 2-8 Packet filter - adding an address

5. From the Insert menu, select Filter. Select set name of VLAN_DMZ, action of DENY,
direction of INBOUND, source address name of *, destination address name of *, and click
the Services tab (Figure 2-9). Use these entries to prevent any IPv4 address from
starting an inbound connection to the production LPAR from the DMZ subnet.

MNew Filter - Prod ﬁ
General l Ser\ricesl Additional Parameters]
Set narme; fVLAN_DMZ |
Action: IDm
Direction; [INBOUND -
Source address narme: |= LJ ]* _'J
Destination address name: |= LJ H ﬂ
Journaling: OFF it
| I
ok | cancal | Hep |7

Figure 2-9 Packet filter - denying inbound from VLAN DMZ (1 of 2)
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6. Select the Service radio button. Select protocol of TCP/STARTING, source port of = *,

destination port of = *, and click OK (Figure 2-10). The asterisk denotes all available port

numbers.

—

New Filter - Prod

B

(" Service name:

{* Service:
Pratacal:
Source port:
Destination port:

" ICMP service:

General Senices | Additional Parameters |

| ]

CPISTARTING -
= * 5 -
= * 3 -

S [
S [

ok | cancal | e |7

Figure 2-10 Packet filter - denying inbound from VLAN DMZ (2 of 2)

7. From the Insert menu, select Filter. Select set name of VLAN_DMZ, action of PERMIT,
direction of INBOUND, source address name of = *, destination address name of = *, and
click the Services tab (Figure 2-11). Use these entries to allow any IPv4 address
originating from the production LPAR to the DMZ subnet.

New Filter - Prod

Setnamea:

Action:

Direction:

Source address name:
Destination address name:

Journaling:

General | Services | Additional Parameters |

IWLAN_DMZ |
PERNT ]
weouro -]
= = |
= = =
OFF v
| I
o |_cwn | _ven |1

Figure 2-11 Packet filter - adding new inbound filter (1 of 2)
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8. Select the Service radio button. Select protocol of TCP, source port of <= 1023,
destination port of > 1023, and click OK (Figure 2-12).

New Filter - Prod

" Benice name:

[+ Service:
Protocol:
Source port;
Destination port;

" ICMP service:

General Senvices | Additional Parameters |

| i

CP -
= ¥| [1023 =
27| 023 =

AT
oAl

ok | cancel | Hep |7

Figure 2-12 Packet filter - Adding new inbound filter (2 of 2)

9. From the Insert menu, select Filter Interface. Select the line name of VETHO. Click Filter
Sets tab. Use this entry to assign IPv4 IP filtering to the virtual Ethernet interface that
connects to the DMZ subnet.

10.From the Insert menu, select Filter. Select set name of VLAN_DMZ, action of PERMIT,
direction of OUTBOUND, source address name of = *, destination address name of = *,
and click the Services tab (Figure 2-13). Use this entry to allow any IPv4 address
originating from the production LPAR to the DMZ subnet.

New Filter - Prod w
General Ser\-'ices] Additional Parameters]
Set name: IWLAN_DMZ =l
Actian: [PERMIT =]
Direction: ’W
Source address name: = =l F =]
Destination address harme: |= =l F =]
Jdournaling: OFF -
| =l
’Tl Cancel Help |?|

Figure 2-13 Packet filter - Adding new outbound filter (1 of 2)
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11.Select the Service radio button. Select protocol of TCP, source port of > 1023, destination
port of <= 1023, and click OK (Figure 2-14).

Mew Filter - Prod

X

I Bemwice name:

{* Semice:
Protocol:
Source port:
Ciestination port:

" ICMP semvice:

General Services | Additional Parameters |

CP &

= x| (1023 =
== x| JHES |-

0K I Cancel | Help |?

Figure 2-14 Packet filter - Adding new outbound filter (2 of 2)

12.From the Insert menu, select Filter Interface. Select the line name of VETHO and click the
Filter Sets tab (Figure 2-15). Use this entry to assign IPv4 IP filtering to the virtual
Ethernet interface that connects to the DMZ subnet.

New Filter Interface - Prod

&

Specification
+ Line narne:

" IP address:

General | Filter Sets| Additional Parameters |

[vETHOD

" Pointto-paint profile name: |

L L L

0] | Cancel |

Help |2

Figure 2-15 Packet filter - adding new filter interface (1 of 2)
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13.Select the filter set of VLAN_DMZ and press Add. Click OK (Figure 2-16).

MNew Filter Interface - Prod

General Filter Sets | Additional Parameters |

Filter et

| =

Filter sets:
LAN_DMZ

Remaove

Mowe Lip

Mave Dawn

-

All ather traffic will be denied.

Ok | Cancel | Help

Figure 2-16 Packet filter - adding new filter interface (2 of 2)

? |

14.0ur complete rule set appears as shown in Figure 2-17.

#Prevent all inbound connections from the VLAN DMZ subnet interface.

#pefine the address of the VLAN_DMZ - just for a reference
ADDRESS VLAN_DMZ  IP = 1092,168.9.0 MASK = 255.255.255.0

#Deny any inbound starting connection from the DMZ_SUBNET interface
FILTER SET VLAN_DMZ  ACTION = DENY DIRECTION = INBOUND  SRCADDR = *  DSTADDR = *
PROTOCOL = TCP/STARTING  DSTPORT = *  SRCPORT = ®*  IRN = QFF

# note: protocols UDP, ESP, IPSEC, IPCOMP & RSVP are denied by default
#1ow cﬁ]ient to server TCP only connections outhound to DMZ
FILTER SET VLAN_DMZ  ACTION = PERMIT DIRECTION = INBOUND  SRCADDR = *  DSTADDR = *
PROTOCOL = TCP DSTPORT > 1023 SRCPORT <= 1023 IRN = OFF
FILTER SET VLAN_DMZ  ACTION = PERMIT  DIRECTION = OUTBOUND  SRCADDR = *  DSTADDR = *
PROTOCOL = TCP  DSTPORT <= 1023  SRCPORT > 1023  IRN = OFF

#Define the network interface for the filter
FILTER_INTERFACE LINE = VETHO SET = VLAN_DMZ

Figure 2-17 Packet filter - review rule set

Notes:

» When you enter the Filter Interface, all other traffic is explicitly denied.
» Ensure our rules are applied to the VETHO line description.
» Other IP v4 protocols are denied, such as UDP, ESP, AH, IPSEC IPCOMP, and RSVP.
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15.From the File menu, select Save. Assign the name VLAN_DMZ.I3P to the rules file.

16.From the File menu, select Activate Rules (Figure 2-18).

Activate Packet Rules - Prod E

Packet rules files

" fctivate only the VPN generated ruleg

+ Activate only the selected file
" Activate bhoth the ¥PMN generated rules and selected file

File name:
|JIBMIU5ErDataIOS4EIDITCF'IPIPacketRulesNLAN_DME.IEP

Interface
+ Activate these rules on the following interface

Interface; [VETHO =]

| —

(" Activate these rules on all interfaces and all pointto-point filter identifiers

o< | |
Ok Cancel Help m

Figure 2-18 Activate packet filtering
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17.To ensure that IP filters are active, open the iSeries Navigator — Network — IP Policies
and select Packet Rules. The right-hand pane displays the status of the active packet
rules loaded by the network interface name (Figure 2-19).

@

D © fﬁ \99 1 minutes old

| Environment: My Connections | Prod: Packet Rules

+ @ Management Central (Prod) | | Name
- My Connections B @VEI‘HU
2| Prod
+-Y5 Basic Operations
+ @ Work Management
+ g Configuration and Service
Metwork

+ % TCP/IP Configuration

Description
Packet rules loaded for VETHD

+ Remote Access Services
+ ﬁ Servers
=-[] 1P Policies
= > s
+ Vi ate Networking
o Quality of Service
+ % Enterprise Identity Mapping
Internet ]
+ !3] Integrated Server Administration|™ |
<] B B
P e pos — @
i 2dda connection Edit IF Packet Rules "o Configure Quality of Service

@ Install additional compaonents -FF Configure Virtual Private Net P ) Help for related tasks
L]
"o Order Virtual Private Network

1-1of 1chjects
Figure 2-19 Packet filtering status

Note: IP filtering is not supported for IPv6 with i5/0S V5R4. If you do not use IPv6, disable
it. To confirm that it is disabled, run the following command: ping “::1°. If the ping
command receives replies, then disable IPv6. To disable it, run wrktcpsts, option 4, work
with the IPv6 interface status, and enter 10=End by all Internet addresses.

Configuring IPv6 to not auto start during IPL

By default, the i5/0S V5R4 IPL auto starts IP v4 and v6. The STRTCP command parameter
default strip6 is *“yes (start IPv6). To change this command parameter default, run:

CHGCMDDFT CMD(STRTCP) NEWDFT(°STRIP6(*NO)*)

2.3.2 Configuring the DMZ logical partition network

28

This section provides steps required for the DMZ logical partition’s Ethernet configuration.
Configure this only after IP filtering is enabled and IPv6 is disabled on the production

partition. These configuration steps allow the production partition to access TCP services
running on the DMZ logical partition.
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Creating the virtual Ethernet line
1. To create the Ethernet line description, find the resource name:

WRKHDWRSC *CMN

2. Search for the communication resource type of 268C. Note the Ethernet port resource

name. In Figure 2-20, the Ethernet port we are configuring is CMNO09.

Opt Resource Type Status Text
CHBA1L 2844 Operational Combhined function IOQP
LINii 2793 Operational Comm Adapter
CHHi1 2773 Operational Comm Port
CHH12 2793 Operational Comm Port
CHBA3 268C Operational Combined function IOQP
LINB1 6BA3 Operational Comm Adapter
CHHB1 6BA3 Operational Comm Port
LINBZ 6BA3 Operational Comm Adapter
CHHBZ2 6BA3 Operational Comm Port
LINBT 268C Operational LAM Adapter
CHNA? 268C Ouverational Ethernet Port

Figure 2-20 wrkhdwrsc *cmn on DMZ LPAR

3. Create the virtual Ethernet line description on our virtual Ethernet network:
CRTLINETH LIND(VETHO) RSRCNAME(CMN0O9) LINESPEED(*AUTO) DUPLEX(*AUTO)

Creating the IP interface
Nowcreate the TCP interface for the production interface of the virtual Ethernet:

ADDTCPIFC INTNETADR(€192.168.9.2°) LIND(VETHO) SUBNETMASK(°255.255.255.0”)

Note: IP filtering is not supported for IPv6. If you do not use IPv6, disable it. To confirm that
it is disabled, run the following command: ping “::1°. If the ping command receives
replies, then disable IPv6. To disable it, run wrktcpsts, option 4, work with the IPv6
interface status, and enter 10=End by all Internet Addresses.

2.4 Verifying the DMZ implementation

Verify the following implementation:

DMZ LPAR partition to production LPAR partition attempt to connect using TCP - failure.
DMZ LPAR partition to production LPAR partition attempt to connect using UDP - failure.
Production LPAR partition to DMZ LPAR partition attempt to connect using TCP - success.
Production LPAR partition to DMZ LPAR partition attempt to connect using UDP - failure.
DMZ LPAR partition to production LPAR partition attempt to ping using IPv6 - failure.

IPv6 is disabled at the DMZ LPAR partition.

IPv6 is disabled at production LPAR partition.

vVVvVyYVYyVvYyYYVvYYyvYyYyYy

2.5 Tips and techniques

Keep in mind that for security reasons, more trusted to less trusted is preferred. Try to avoid
less trusted to more trusted. It is important to verify that your security policy is continually
supported. Keep in mind that many network hosts might have IPv6 enabled by default.
Therefore, ensure that you have security in place at each network host for IPv6.

In addition to the use of IP filtering, implementing the Intrusion Detection System (IDS) for
i5/0S might provide additional network security auditing.
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If your IP filtering rules disable access to the iSeries Navigator or other important network
access, enter the command RMVTCPTBL (remove TCP/IP Table). Use caution because this
now opens up the DMZ virtual LAN to your inbound secure network.

To assist in troubleshooting IPv4 filtering rules, use the journaling functionality that is
available. The QIPFILTER journal logs entries when an IPv4 datagram matches a definition of

a defined filter rule.
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VPN connection with UDP
encapsulation

Virtual Private Networking (VPN) uses several important TCP/IP protocols to provide major
security features, such as authentication and data privacy. A few examples of these protocols
are Internet Protocol (IP) Security (IPSec), Network Address Translation (NAT), and IP
filtering.

Security enhancements are achieved by combining different protocols, but this can create
conflicts. For example, conventional NAT implementation does not allow the traffic of VPN
IPSec packets. In this case, you can still use a VPN connection with NAT if you implement
User Datagram Protocol (UDP) encapsulation.

This chapter describes how to implement a VPN connection that supports NAT with UDP
encapsulation.
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3.1 Scenario description

In this scenario, a company wants to establish a VPN connection between its manufacturing
plant located in Buffalo, New York (Gateway A) and its corporate office in Dallas, Texas (Host
D). Both networks are behind a firewall and use NAT to hide their unregistered private IP
addresses behind a registered IP address.

Figure 3-1shows the network characteristics for this scenario.

Subnet 1

(a0s

Internet

VPN tunnel %ij

E Host D

s ® — \M/J
Firewall B Firewall C

Masquerade NAT Static NAT

Figure 3-1 UDP encapsulation-based VPN: Both VPN hosts behind NAT firewalls

3.1.1 Scenario objectives

The objectives of this scenario are:

>

>

>

The VPN tunnel must protect all data traffic between Gateway A and Host D.
Connection is always initiated by Gateway A.

When the VPN connection is established, authorized users in Gateway A subnet are
allowed to access applications residing in Host D.

3.1.2 Scenario characteristics

This section describes the setting on both ends.

Buffalo network (VPN client):

>

»

>

Gateway A runs on i5/0S V5R4.
The internal network IP address is 192.168.100.0/24.

Each system connected to Gateway A is the source and destination for data that flows
across the VPN connection; therefore, they are the data end points of the VPN tunnel.

Only Gateway A can initiate the connection with Host D; that is, Gateway A plays the role
of VPN initiator.

The private IP address for Gateway A is 10.2.1.1.
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» Firewall B has a Masquerade NAT rule that hides the private IP addresses of Gateway A
by using a pubic address; therefore, from the server network perspective, the IP address
of Gateway A is the public address of Firewall B.

» The external IP address of Firewall B is 10.3.1.2 (this is not a real public address, we are
using it for example purposes).

Dallas network (VPN server):

» Host D runs on i5/0S V5R4.

» Host D is the VPN responder in this scenario.

» The private IP address for Host D is 10.1.1.1.

» Firewall C has a static NAT rule that maps its public IP address to the private IP address of
Host D; therefore, from the client network perspective, the IP address of Host D is the
public address of Firewall C.

» The external IP address of Firewall C is 10.3.1.1 (this is not a real public address, we are
using it for example purposes).

Figure 3-2 shows the network configuration used in this scenario.

RCH1
13 114
192.168.100.0/24
100
RCHASEO RCHAS55
10.2.1.1 E 10.3.1.2 10.3.1.1 - 10.1.1.1
Firewall B Firewall C
Gateway A Masquerade NAT Static NAT Host D
i VPN tunnel ™y
VPN initiator VPN responder

Figure 3-2 Network configuration for UDP encapsulation-based VPN scenario

3.1.3 Software prerequisites

This section describes the software prerequisites for this scenario.

In both i5/0S systems:

i5/0S V5R4 (5722-SS1)

Digital Certificate Manager V5R4 (5722-SS1 option 34)
TCP/IP Connectivity Utilities for i5/0S V5R4 (5722-TC1)
HTTP Server for i5/0S V5R4 (5722-DG1)

iSeries Access for Windows V5R4 (5722-XE1)

vyvyvyyvyy
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» iSeries Navigator

3.2 Planning for implementation

Table 3-1, Table 3-2, and Table 3-3 on page 35 provide planning checklists that you need
before you begin configuring VPN.

Table 3-1 System requirements (both i5/0S systems)

Prerequisite checklist All answers need
to be YES

Is your operating system i5/0OS V5R4 (5722-SS1)? Yes

Is the Digital Certificate Manager option (5722-SS1 Option 34) installed? Yes

Is iSeries Access for Windows (5722-XE1) installed? Yes

Is iSeries Navigator installed? Yes

Is the Network subcomponent of iSeries Navigator installed? Yes

Is TCP/IP Connectivity Utilities for i5/0S (5722-TC1) installed? Yes

Have you applied the latest program temporary fixes (PTFs)? Yes

Did you set the retain server security data (QRETSVRSEC *SEC) system Yes

value to 1?

Is TCP/IP configured on your i5/0S system (including IP interfaces, routes, Yes

local host name, and local domain name)?

Is normal TCP/IP communications established between the required Yes

endpoints?

If the VPN tunnel traverses firewalls or routers that implement IP packet Yes

filtering, do the firewall or router filter rules support AH and ESP protocols?

Are the firewalls or routers configured to permit traffic over port 4500 for key Yes
negotiations? Typically, VPN partners perform IKE negotiations over UDP port
500. When Internet Key Exchange (IKE) detects NAT, packets are sent over
port 4500.

Are the firewalls configured to enable IP forwarding? Yes

Do you have the proper authorities to administer packet rules on your i5/0S Yes
system?

If you plan to use certificates to authenticate the key servers, do you have Yes
certificates configured on your system?

Table 3-2 VPN configuration on the Gateway A system

VPN configuration checklist Answers

What type of connection would you like to create? gateway-to-host

What name will you assign to the dynamic-key group (individual VPN data VPNUDPencap
connection between pair of endpoints)?

What IKE policy do you want to use to protect your keys? balanced security
and performance
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Are you using certificates to authenticate the connection? If no, what is the
preshared key?

No certificates;
preshared key is

UDPSECRETKEY
What is the identifier (IP type and IP address) of the local key server? IP version 4
10.2.1.1
What is the identifier (IP type and IP address) of the local connection IP version 4
endpoint? 10.2.1.1

What is the identifier (IP type and IP address) of the local data endpoint?

IP version 4 subnet
192.168.100.0/24

What is the identifier (IP type and IP address) of the remote key server? IP version 4
10.3.1.1
What is the identifier (IP type and IP address) of the remote connection IP version 4
endpoint? 10.3.1.1
What is the identifier (IP type and IP address) of the remote data endpoint? IP version 4
10.1.1.1
What are the ports and protocols of the data that this connection will protect? | Any

What data policy do you want to use to protect the data?

Balanced security
and performance

To which interfaces on the local system does this connection apply? ETHLIN2
Table 3-3 VPN configuration on the Host D system
VPN configuration checklist Answers

What type of connection would you like to create?

host-to-gateway

What name will you assign to the dynamic-key group (individual VPN data
connection between pair of endpoints)?

VPNUDPencap

What IKE policy do you want to use to protect your keys?

Balanced security
and performance

Are you using certificates to authenticate the connection? If no, what is the
preshared key?

No certificates;
preshared key is

UDPSECRETKEY
What is the identifier (IP type and IP address) of the local key server? IP version 4

10.1.1.1
What is the identifier (IP type and IP address) of the local connection IP version 4
endpoint? 10.1.1.1
What is the identifier (IP type and IP address) of the local data endpoint? IP version 4

10.1.1.1
What is the identifier (IP type and IP address) of the remote key server? IP version 4
Note: In this scenario, if the identifier of the remote key server (Firewall B) is | 10.3.1.2
unknown, you can use *ANYIP as the identifier for the remote key server.
What is the identifier (IP type and IP address) of the remote connection IP version 4
endpoint? 10.3.1.2

What is the identifier (IP type and IP address) of the remote data endpoint?
Note: In this scenario, these values are the same as those specified for local
data endpoint in the remote system

IP version 4 subnet
192.168.100.0/24
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What are the ports and protocols of the data that this connection will protect? | Any

What data policy do you want to use to protect the data? Balanced security
and performance

To which interfaces on the local system does this connection apply? ETHLINA

3.2.1 Implementation task summary

This scenario describes the following tasks:

» “Configuring VPN on Gateway A (initiator)” on page 36
» “Configuring VPN on Host D (responder)” on page 46
» “Starting the VPN connection” on page 57

3.3 Step-by-step set up guide

The following sections describe detailed steps on how to configure and activate the VPN
connection for this scenario.

3.3.1 Configuring VPN on Gateway A (initiator)

This section shows you how to use the iSeries Navigator functions to create and configure the
VPN connection on the Gateway A system.

The VPN connection is created and configured by using the New Connections wizard of the
iSeries Navigator.

To perform this task, use the information from your VPN planning checklist (Table 3-2 on
page 34) and follow these steps:

1. Start an iSeries Navigator session: Start — Programs — IBM iSeries Access for
Windows — iSeries Navigator.

2. In the iSeries Navigator window, select the i5/0S system that you will use as the VPN
initiator by clicking its corresponding icon. In this example, we are using system
RCHASG60.

Note: If a connection to that system has not been defined for iSeries Navigator, you can
define it by right-clicking My Connections, and then clicking Connection to
Servers — Add connection.

3. If the Sign-on to iSeries prompt appears, enter your user ID and password and then click
OK to complete the sign-on.
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4. On the navigation pane of iSeries Navigator, click the plus sign (+) boxes to expand the
path My Connections — <Gateway A system> — Network — IP Policies. The
expanded window is similar to Figure 3-3.

(@) iSeries Navigator

=JoEs

File Edit Wiew Help

| Environment: My Connections

[ Rehass0: Metwork

Ef Work Management

+ ﬁ Servers

-1/ 1P Policies

Configuration and Service

+ % TCP/IP Configuration
m

Remote Access Services

+- g Packet Rules
+ 1@ Virtual Private Networking
o Quality of Service
+ ﬁ) Enterprise Identity Mapping

[

= ﬁ My Connections [A] Marme Description
+-f| Rchasos TP TCPIP Configuration
- I Rchasss ﬁ?g'!,,,vFlen'u:d:ta Access Services Manage Remote Access Services.,
- [l Rehasso ﬁServers Manage and configure network ser
+- 5 Basic Operations [ policies

ﬁ)Enterprise Identity Mapping

ﬁlnternet

<l

(2]

Figure 3-3 Expanded window of IP Policies tasks

5. In the expanded navigation pane, right-click Virtual Private Networking.

6. In the context menu for Virtual Private Networking, click New Connection (Figure 3-4).

) iSeries Navigator

File Edit Wiew Help

| Environment: My Connections
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+ Configuration and

+ TCP/IF Config
+ Remote Acces
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BEX]
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Customize this View » |
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Start :@‘"TCP;IF‘ Cnnﬁguratlu:ur.u
Remote Access Services
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ﬁServers
Diagnostic Tools 4 [E IF Policies
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Defaults
Properties

+ 1?_ Virtual Privace e s g
o Quality of Service
+ g; Enterprise Identity Mapping

s
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Figure 3-4 Context menu for Virtual Private Networking - New Connection
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7. The welcome window of the New Connection Wizard displays as shown in Figure 3-5.

@ New Connection Wizard

Welcame ta the vifual private netwarking New Connection wizard! Lise the wizard to configure a Virtual
Private Metwork connection definition.

When you are finished, the wizard creates the following ¥PN configuration objects for you. You can view
these objects, modify them, or create new ohjects from the Yirual Private Metworking interface in iSeries
MNavigatar.

IP Security Policies
@n Internet Key Exchange (IKE) Palicy

Defines authentication and encryption algarithmms for protecting the keys generated during IKE Phase 1
negotiations

% Data Policy
Defines authentication and encryption algorithms for protecting data during IKE Phase 2 negotiations.
Secure Connections

% Cwnamic-kKey Group
Defines commaon characteristics used by one or more data connections.
% Dynamic-Key Connection (exists within the dvnamic-key group)
Defines characteristics of individual data connections between pairs of endpoints.
Packet Rules
9% Palicy Filter
Automatically generated filter rules associated with the new Dynamic-kKey Group.

Help |? T Medt =l Cancel

Figure 3-5 New Connection Wizard - Welcome window

8. Review the Welcome window of the wizard for information about the objects that the
wizard will create. Click Next to begin the wizard.

9. When the Connection Name window appears (Figure 3-6), take the following actions:

a. Inthe Name field, enter VPNUDPencap.
b. Optionally, specify a description for this connection group.
c. Click Next to continue.

@ Connection Name
What would you like to name this connection group?
Marme: [VPHNUDPencap
Haowe weauld you like to describe this connection group?
Description: F/PN connection with UDP encapsulation

1] | ﬂ
Help 7 = Back | Mext = | ‘ cancel |

Figure 3-6 New Connection Wizard - Connection Name window
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10.When the Connection Scenario window appears (Figure 3-7), select Connect your
gateway to another host and click Next to continue.

= =
() Connection Scenario

This wizard allows you to create connection groups so that your system can communicate se
ar gatewways. What type of connection group wadld you like to create?

" Connectyour gateway to another gateway

" Connectyour hostto another gateway

" Connectyour hostto another host

1] | ﬂ
Help 7 = Back [t = | Cancel

Figure 3-7 New Connection Wizard - Connection Scenario window

11.In the Internet Key Exchange Policy window (Figure 3-8):

a. Select Create a new policy.
b. Select Balance security and performance.
c. Click Next to continue.

Note: If you get an error message stating “The certificate request could not be
processed”, ignore it because you are not using certificates for the key exchange in the
VPN.

(@ Internet Key Exchange Palicy
What Internet Key Exchange policy do you want to use to protect your keys?

T Paolicy: =l

(+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

| | i
Help 7 = Back | M = | | Cancel ‘

Figure 3-8 New Connection Wizard - Internet Key Exchange Policy window

12.Optional step: If you have certificates installed on your i5/0S system, you see the
Certificate for Local Connection Endpoint window (Figure 3-9 on page 40). If this
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windowdisplays, select No to indicate that you will not be using certificates to authenticate
the VPN connection and click Next.

(@ Certificate For Local Connection Endpoint

Areyou using cedificates?

| | EE
| 3
Help 7 = Back | M = | | Cancel ‘

Figure 3-9 New Connection Wizard - Certificate For Local Connection Endpoint window

13.When the Local Key Server window appears (Figure 3-10):

a. In the Identifier type field, select IP version 4 address.
b. Inthe IP address, select 10.2.1.1.

c. Click Next.
=
@ Local Key Server
. Enter the identifier to represent the lacal key sener for this cannection.
Identifier type: |IP varsion 4 address =l
IF address: 10.2.1.1 -

|

Help 7 = Back | M = | Cancel ‘

Figure 3-10 New Connection Wizard - Local Key Server window
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14.In the Remote Key Server window (Figure 3-11):

a. In the Identifier type field, select IP version 4 address.
b. In the Identifier field, enter 10.3.1.1.

Note: This value is the public IP address that the remote system uses to access the
Internet (or other public network) for VPN connections. Here, we are using 10.3.1.1 t
for example purposes, but in reality this value is not allowed as a public IP address.

In this scenario, Gateway A initiates a VPN connection to a remote Static NAT

network. Because of that, a single IP address needs to be specified here. However,
this is only possible when the VPN defaults for key management are set to use IKE
main mode negotiation. If the VPN defaults in your system are set to IKE aggressive
mode, you must enter a non-IPv4 type of remote identifier for the remote key server.

c. Inthe pre-shared key field, enter UDPSECRETKEY .
d. Click Next to continue.

[= ~y
(@ Remote Key Server
What is the identifier of the key server that you want to connect to?

ldentifier type: IP version 4 address =l
Identifier: [10.3.1.1
FPre-shared key: |UDPSECRETKEY1

< | 10

|
Help 7 = Back | Mext = | ‘ Cancel |

Figure 3-11 New Connection Wizard - Remote Key Server window
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15.In the Local Data Endpoint window (Figure 3-12):

a. In the Identifier type field, select IP version 4 subnet.
b. In the Identifier field, enter 192.168.100.0.

c. Inthe Subnet mask field, enter 255.255.255.0.

d. Click Next to continue.

(@ Local Data Endpoint
What are the local endpoints of the data that this connection will protect? Mote, ifthe local sy
acting as a host, and the endpointis a dvnamically assigned address, select Pointto-paint
the identifier type, and select the profile that is u=ed to obtain the address.

ldentifier type: |IP version 4 subnet =
Identifier: [192.168.100.0 =l
Subnetmask:  |285 285 2850
1] | ﬂ
Help 7 = Back | Mext = | ‘ cancel |

Figure 3-12 New Connection Wizard - Local Data Endpoint window

16.The Data Services window displays (Figure 3-13). Accept the default values by clicking
Next.

Note: Accepting these defaults (any port, any protocol) allow you to protect all data
traffic flowing across the VPN connection.

k@ Data Services
L : What are the ports and protocols of the data that this connection will protect?

Lacal port: |Amf por] j

Remate port: |Amf port j

Protocal: Ly protacol =

| i
Help 7 = Back | M = | Cancel ‘

Figure 3-13 New Connection Wizard - Data Services window

17.The Data Policy window displays (Figure 3-14 on page 43). Select Create a new policy,
select Balance security and performance, and click Next.
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@ Data Policy
Withat data palicy will he used to campress the data’y

™ Policy name: | =l

+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

| 2
Help 7 = Back | Mext = | Cancel |

Figure 3-14 New Connection Wizard - Data Policy window

18.The Applicable Interfaces window displays (Figure 3-15). From the list of lines and
interfaces, select ETHLIN2 by clicking its corresponding check mark box. In our example,
the actual name of the line description, ETHLIN2, is hidden because the window is
scrolled to the right. We know that line is selected by the interface address of 10.2.1.1.

&) Applicable Interfaces 1
Selectthe lines on the lacal system that this connection will be applied ta. =]
Apply Connection
(3.5.9295 192168, [
(10.2.1.1) v
ﬂ 3
Point-to-Point Frofile Apply Connection
CWFEMOTIEM1 u
OWPMOTIEM2 I
1] 3
Foint-to-Foint Filter [dentifier Apply Connection =

Help 7 = Back | et = | | Cancel ‘

Figure 3-15 New Connection Wizard - Applicable Interfaces window
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19.At this point, you specified all the parameters needed by the wizard and they are displayed
on the New Connection Summary window (Figure 3-16). Review them to ensure they are
correct. If you need to change something, click Back to go to previous windows and make
the corrections. When all the attributes are correct, click Finish to complete the
configuration.

(@ New Connection Summary

Here is a summary of the connection you just defined. After reviewing the parameters, click
create the connection. fyou wish to make any changes, use the Back button to return to the
appropriate page.

Summary
Scenario: Local gateway to remaote host
Crynamic-key Group name: YPRUDPencap
description: VPN connection with UDP encapsulation
Llse a new Internet Key Exchange palicy. Balance security and petfarmance
Local key server: 10.2.1.1
Remaote key semver; 10.3.1.1
Local data endpoints: 19216881000 : 255255 258450
Remaote data endpaints: 10.3.1.1
Local data port: Any port
Remaote data port, Any paort
Data protocol: Any protocol
Lse a new data policy: Balance security and performance
Require policy filter: Yes
Associate with the following intarfaces:
ETHLINZ {(10.21.1)

The following objects will be created..
Internet key Exchange policy: 10.3.1.1

Data policy: WFHIUDPencap

Crynamic-key graup: WPRHUDFPencap
Cynamic-key connection: YPRUDPencap:L1

1] | ﬂ
Help ? = Back | Finish | Cancel |

Figure 3-16 New Connection Wizard - New Connection Summary window
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20.When the Activate Policy Filters dialog box appears (Figure 3-17), select Yes, activate the

generated policy filters, select Permit all other traffic, and click OK.

=

(@ Activate Policy Filters

Do you want the generated policy filters activated on the
interfaces yau just selected? Mote that if any ofthese
interfaces already have other packet rules active on them,
they will he replaced with the rules that have been
generated for Virual Private Metworking. If you answer no,
then you must activate rules for these interfaces in Packet
Rules in order for this connection to wark.

" Mo, packet rules will be activated at a latertime

Withat should happen with traffic that does not match any
generated policy filter? Ifitis denied, and your iSeries
Access connection to this server uses the same physical
interface as this new connectian, then your connection to
the server will he cut off,

&+ Parmit all ather traffic

" Deny all other traffic

[o]34 Help 7
o< | H

Figure 3-17 New Connection Wizard - Activate Policy Filters dialog box

Note: If the policy filters for VPN are already active, you see an error message at this

step when the policy filters activation is attempted. This can happen if other VPN

connections have been established in this system. In this case, you must activate the

policy filters again to include the additional rules defined by the New Connection wizard.
You might also need to stop the VPN server before reactivating the filters.

To reactivate the policy filters and restart the VPN server jobs, use the iSeries

Navigator:

a. Expand to My Connections —> <Gateway A system>—> Network — Servers.

b. Click TCP/IP.

c. From the list of TCP/IP servers displayed on the right pane, verify the status of
Virtual Private Networking.

d. If the status of the VPN server is Started, right-click Virtual Private Networking
and then click Stop to end the VPN server.

e. Expand to My Connections —> <Gateway A system> — Network — IP
Policies — Packet Rules.

f.  Right-click the line used for VPN connections (in this example, ETHLIN1).

g. Click Deactivate Rules.

h. Click OK.

i. Right-click Packet Rules.

j- Click Activate Rules.

k. Select Activate only the VPN generated rules.

|. Select Activate these rules on the following interface.

m. Select the line used for VPN connections (in this example, ETHLINI).

n. Click OK.

You have now completed the task of configuring VPN on Gateway A (initiator).
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3.3.2 Configuring VPN on Host D (responder)

This section shows you how to use the iSeries Navigator functions to create and configure the
VPN connection on the responder system (Host D).

46

To perform this task, use the information from your VPN planning checklist (Table 3-3 on

page 35. The steps are:

1. Start an iSeries Navigator session: Start - Programs — IBM iSeries Access for

Windows — iSeries Navigator.

2. In the iSeries Navigator window, select the i5/0S system that you will use as the VPN
responder by clicking its corresponding icon. In this example, we are using system

RCHASS55.

3. If the Sign-on to iSeries prompt appears, enter your user ID and password and then click

OK to complete the sign-on.

4. On the navigation pane of the iSeries Navigator, do the expansion for My Connections —
<Host D system> — Network — IP Policies. The expanded window is similar to

Figure 3-18.

=
(@ iSeries Navigator

BEX

File Edit WView Help

| Environment: My Connections

| Rchass0: Network

+ %‘j Basic Operations
+-Ef Work Management
+ g Configuration and Service
Metwark
+ TCP/TP Configuration

+-“@= Remote Access Services
+ Servers
-1 1P Policies
+|- g Packet Rules
+ @ Virtual Private Networking
o Quality of Service
+ ﬁ) Enterprise Identity Mapping

e

- H My Connections | | Name Description
+ | Rehasos ?TCP;IP Configuration
—- || Rchasss

%Remﬂte Acress Services
ﬁServers

[ 17 Policies

6}Enterprise Identity Mapping

e*Internet

<

Manage Remote Access Services,
Manage and configure network ser

Figure 3-18 Expanded window of IP Policies tasks

5. In the expanded navigation pane, right-click Virtual Private Networking.
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6. In the context menu for Virtual Private Networking (Figure 3-19), click New Connection.

(@ iSeries Navigator E]@
File Edit WView Help Explore
| Environment: My Connection| — COpen | Rchassl: Metwork
- Create Shortcut
= ﬁ My Connections . . | | Mame Description
i Rchas0s Customize this View * j— .
* TP TCR/IP Configuration
- i RchasE.E ) MNew Connection Remote Access Services Manage Remote Access Services,
+) K5 Basic Operati [servers Manage and configure netwark ser
+-E Work Manage|  Start [ 1P Policies
Confi ti Stop . |
* E NZ:NgIrlea on @Enterprise Identity Mapping
B TCP/IP Cd Di_agnostic :-DDIS] 4 ‘*Internet
3 Remots A Migrate Policy Filters
+ ﬁ Servers Connection Order
=[] Frolides  pefauits
+ 5> Packe Properties
+ 1ﬁﬂi Virtua rvaes e ooy
o Quality of Service
+ @ Enterprise Identity Mapping ] _{ }

Figure 3-19 Context menu for Virtual Private Networking - New Connection

7. The welcome window of the New Connection Wizard displays as shown in Figure 3-20.

@ New Connection Wizard

Welcome to the virtual private netwarking Mew Connection wizard! Use the wizard to configure a Virtual
Private Metwork connection definition.

When you are finished, the wizard creates the following WPR configuration ohjects foryou. You can view

these ohjects, madify therm, or create new objects from the Virtual Private Metwarking interface in iSeries
M avigator.

IP Security Policies
@:. Internet Key Exchange (JKE) Policy

Defines authentication and encryption algorithms far protecting the keys generated during IKE Phase 1
negotiations

[ pata Palicy

Defines authentication and encryption algorithms for protecting data during IKE Phase 2 negotiations.
Secure Connections

% Dynarmic-key Group
Defines commuon characteristics used by one or more data connections.
i Dynarnic-Key Connection (exists within the dynamic-key group)
Cefines characteristics of individual data connections hetween pairs of endpoints.
Packet Rules

% Palicy Filter

Automatically generated filter rules associated with the new Dynamic-Key Group.

Help B

Figure 3-20 New Connection Wizard - Welcome window

Cancel

8. Review the Welcome window of the wizard for information about the objects that the
wizard will create. Click Next to begin the wizard.
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9. When the Connection Name window appears (Figure 3-21), take the following actions:

a. Inthe Name field, enter VPNUDPencap.
b. Optionally, specify a description for this connection group.
c. Click Next to continue.

Note: The connection group name is the same in both systems (in this example, it is
Host D and Gateway A).

S

(& Connection Name
Withat wauld yau like to name this connection graup’y
Marme: [vPNUDPencap
Haow weauld wou like to describe this connection group?
Description: FJF’N connection with UDP encapsulation A |
| | i
Help 7 = Back | [ext = | ‘ Cancel |

Figure 3-21 New Connection Wizard - Connection Name window

10.When the Connection Scenario window appears (Figure 3-22), select Connect your host
to another gateway and click Next to continue.

(@ Connection Scenario

Thiz wizard allows you to create connection groups sathatyour system can communicate =g
with other hosts or gateways. What type of connection group would you like to create?

" Connectyour gateseay to another gateway

[ Connectyour gateway to another host

" Connectyour hostto another host

‘I

| *
Help 7 = Back | Mext = | ‘ cancel |

Figure 3-22 New Connection Wizard - Connection Scenario window
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11.In the Internet Key Exchange Policy window (Figure 3-23):

a. Select Create a new policy.
b. Select Balance security and performance.
c. Click Next to continue.

Note: If you get an error message stating “The certificate request could not be

processed”, ignore it because you are not using certificates for the key exchange in the
VPN.

=]

=
(@ Internet Key Exchange Policy

Withat Internet Key Exchange palicy do you wwant to use to protect yaur keys??

" Policy: =l

+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

| | i
Help 7 = Back | Mt = | | Cancel ‘

Figure 3-23 New Connection Wizard - Internet Key Exchange Policy window

12.Optional step: If you have certificates installed on your i5/0S system, you see the
Certificate for Local Connection Endpoint window (Figure 3-24). If this window displays,
select No to indicate that you will not be using certificates to authenticate the VPN
connection and then click Next.

(@ Certificate For Local Connection Endpoint

Arevou using cedificates? —

: | | EE
] | 3
Help 7 = Back | M = | | Cancel ‘

Figure 3-24 New Connection Wizard - Certificate For Local Connection Endpoint window
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13.When the Local Key Server window appears (Figure 3-25):

a. In the Identifier type field, select IP version 4 address.
b. Inthe IP address, select 10.1.1.1.
c. Click Next.

(@ Local Key Server

Enter the identifier to represent the local key server for this connection.

Identifier type: |IP version 4 address

IF address: [10.1.1.1

7

Help 7 = Back | Mext = |

r

Cancel |

Figure 3-25 New Connection Wizard - Local Key Server window
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14.In the Remote Key Server window (Figure 3-26):

a. In the Identifier type field, select IP version 4 address.
b. In the Identifier field, enter 10.3.1.2.

Note: This value is the public IP address that the remote system uses to access the
Internet (or other public network) for VPN connections. Here, we are using 10.3.1.2,

which is not a real public IP address. We are using it for example purposes.

If the IP address of the remote system is unknown, you can select Any IP address

as the identifier type for the remote key server.

c. Inthe pre-shared key field, enter UDPSECRETKEY.

Note: The preshared key must be the same in both systems (in this example, it is

Host D and Gateway A).

d. Click Next to continue.

&) Remote Key Server

What is the identifier of the key server that you want io connect to?

Help ? = Back | M = |

ldentifier type: |IF version 4 address =l
Identifier: [10.3.12
|

|

|
Fre-shared key: |UDPSECRETKEY

* |
| Cancel

Figure 3-26 New Connection Wizard - Remote Key Server window
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15.In the Remote Data Endpoint window(Figure 3-27):

a. In the Identifier type field, select IP version 4 subnet.
b. In the Identifier field, enter 192.168.100.0.

c. Inthe Subnet mask field, enter 255.255.255.0.

d. Click Next to continue.

(@ Remote Data Endpoint

What are the remote endpoints of the data that this connection will protect?

ldentifier type: |IP version 4 subnet =l
Identifier: 192.168.100.0
Subnetmask:  |255255.254.0]

7

Help 7 = Back | Mt = |

o

Cancel ‘

Figure 3-27 New Connection Wizard - Remote Data Endpoint window

Note: For host-to-gateway connections, these values are the same as those specified

in the Local Data Endpoint window of the remote gateway system.
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16.The Data Services window displays (Figure 3-28). Accept the default values by clicking
Next.

Note: Accepting these defaults (any port, any protocol) allow you to protect all data
traffic flowing across the VPN connection.

=
() Data Services
Withat are the ports and protacals ofthe data that this connection will protect?

Local port: |Amr por j

Remote port: lany port =l

Protocal: Ly protacol =
J| | -+
Help ? = Back Mext = | Cancel ‘

Figure 3-28 New Connection Wizard - Data Services window

17.The Data Policy window displays (Figure 3-29). Select Create a new policy, select
Balance security and performance, and click Next.

=
@ Data Policy
What data policy will be used to compress the data?

" Paolicy narme: | =l

+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

J | 1
Help 7 = Back | Mext = | cancel |

Figure 3-29 New Connection Wizard - Data Policy window
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18.The Applicable Interfaces window appears (Figure 3-30). From the list of lines and
interfaces, select ETHLIN1 by clicking its corresponding check mark box.

&) Applicable Interfaces

Selectthe lines on the local system that this connection will be applied to. =

Line |App|\,r Cannection
ETHLIME (9.5.89290, 182168 [
ETHLIMEZ (1921681001585 [
ETHLIMNT (10.1.1.1,10.851.1,... v

Faint-to-Paint Profile |App|\,r Cannection
QYPROTIEMI r
LTZPLMED1 I
QYPROTIBM2 r

Faint-to-Paint Filter Identifier Apply Cannectian

1] | _I"
Help 7 = Back | [t = | | Cancel ‘

Figure 3-30 New Connection Wizard - Applicable Interfaces window
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19.At this point, you specified all the parameters needed by the wizard and they are displayed
in the New Connection Summary window (Figure 3-31). Review them to ensure they are
correct. If you need to change something, click Back to go to previous windows and make
the corrections. When all the attributes are correct, click Finish to complete the
configuration.

&) New Connection Summary

Here is a summary of the cannection you just defined. After reviewing the parameters, click F
create the connection. Ifyou wish to make any changes, use the Back hutton to return to the
page.
Summary
Scenario; Local host to remote gateway
Cwnamic-kKey Group name: YPRUDPencap
description: WPH connection with UDF encapsulation
lse a new Internet Key Exchange palicy: Balance security and performance
Local key server: 10.1.1.1
Remaote key server: 10.3.1.2
Local data endpoints: 10.1.1.1
Remote data endpaints: 192 168.100.0; 255.255.255.0
Local data port: Any port
Remote data port Ay port
Data protocaol: Any protocol
Use a new data palicy: Balance security and perfarmance
Require policy filter: es
Associate with the following interfaces:
ETHLIMNT {10.1.1.1,10.551.1,10.55.2.1)

The following ohjects will he created..
Internet kKey Exchange palicy: 10.3.1.2

Data policy: WwPHUDPencap

Cynamic-key group: YPRNUDPencap
Dynarmic-key connection: YFNUDPencap:L1

1] | ﬂ
Help ? = Back | Finish | Cancel ‘

Figure 3-31 New Connection Wizard - New Connection Summary window
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20.In the Activate Policy Filters dialog box (Figure 3-32), select Yes, activate the generated
policy filters, select Permit all other traffic, and click OK.

=
(@ Activate Policy Filters

Do you want the generated policy filters activated on the
interfaces yau just selected? Mote that if any ofthese
interfaces already have other packet rules active on them,
they will he replaced with the rules that have been
generated for Virual Private Metworking. If you answer no,
then you must activate rules for these interfaces in Packet
Rules in order for this connection to wark.

" Mo, packet rules will be activated at a latertime

Withat should happen with traffic that does not match any
generated policy filter? Ifitis denied, and your iSeries
Access connection to this server uses the same physical
interface as this new connectian, then your connection to
the server will he cut off,

&+ Parmit all ather traffic

" Deny all other traffic

[o]34 Help 7
[ | H

Figure 3-32 New Connection Wizard - Activate Policy Filters dialog box

Note: If the policy filters for VPN are already active, you see an error message at this
step when the policy filters activation is attempted. This can happen if other VPN
connections have been established in this system. In this case, you must activate the
policy filters again to include the additional rules defined by the New Connection wizard.
You might also need to stop the VPN server before reactivating the filters.

To reactivate the policy filters, use the iSeries Navigator:

a. Expand to My Connections — <Host D system> — Network — Servers.
b. Click TCP/IP.
c. From the list of TCP/IP servers displayed on the right pane, verify the status of
the Virtual Private Networking.
d. If the status of VPN server is Started, right-click Virtual Private Networking and
then click Stop to end the VPN server.
e. Expand to My Connections —» <Host D system> —> Network — IP Policies —
Packet Rules.
Right-click the line used for VPN connections (in this example, ETHLIN1).
Click Deactivate Rules.
Click OK.
Right-click Packet Rules.
Click Activate Rules.
Select Activate only the VPN generated rules.
Select Activate these rules on the following interface.
. Select the line used for VPN connections (in this example, ETHLIN1).
Click OK.

S3—FTTSQ ™

You have now completed the task of configuring VPN on Host D (responder).
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3.3.3 Starting the VPN connection

When you have configured the new VPN connection on both systems, you can start it. This
section explains how to do that.

Starting VPN on the host system
Follow these steps to start VPN for the connection you configured on Host D:

1. In the iSeries Navigator, expand My Connections — <Host D system> —> Network and
click IP Policies to display the status of VPN on the right pane (Figure 3-33).

(@) iSeries Navigator E]@

File Edit view Help

| Environment: My Connections | Rehas55: IP Polides
= I Rchas55 || | Name Status Description
+ Y5 Basic Operations E[':&>P.En:kn2t Rules IP packet security filter rules
+-Eg work Management [ virtual Private Networking  Stopped Secure connections and polides
* g Configuration and Service %Qualit’y of Service Stopped Polides for controlling network tral
= Metwork
+ % TCP{IP Configuration
+ Remote Access Services
+ ﬁ Servers
* !
+ ﬁ) Enterprise Identity Mapping  [w] | £ | }:

Figure 3-33 Virtual Private Networking status on Host D

2. If the status of VPN is Started, right-click Virtual Private Networking and click Stop to
end the VPN server.

3. Before starting the VPN server, check the general attributes of VPN to make sure that they
are configured properly for this scenario. To verify this, right-click Virtual Private
Networking and then click Properties.

4. On the VPN Properties window (Figure 3-34), verify that Allow IPsec thru NAT is
selected. If needed, click the check box to select it.

-
(@ Virtual Private Networking Properties - Reh...

General

I Startthe serverwhen TCRIP starts

¢ Start appropriate connections when the server starts

| LUse Cerificate Revacation Lists (CRL)

Ellow [Psec thru MAT:

A A - o
Keep-alive interval: | B seconds

I Use Bxended Sequence Mumber (ESN)

Ok | Cancel ‘ Help “?|

Figure 3-34 Virtual Private Networking Properties window

Note: You can select this attribute even if your VPN connection does not pass through a
NAT device. For this scenario, this setting is required, but it is transparent to other
non-NAT scenarios.
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5. To start the VPN server on this system, on the right pane of the IP Policies window,
right-click Virtual Private Networking and then click Start (Figure 3-35).

) iSeries Navigator

=%

File Edit Wiew Help

| Environment: My Connections

| Rehas55: IP Polides

-l Rchasss

+ % Basic Operations

+-E8 Work Management

+ g Configuration and Service
Metwark
+ % TCP{IP Configuration

¥

+ ﬁ Servers

+- [ I Policies

Internet

Remote Access Services

+ 2 Enterprise Identity Mapping

+- [ Integrated Server Administration V

Description
IF packet security filter rules

Secure connections and policies

Name Status
E[ibPadcet Rules
1 m Ewrmrl e b Wil o vl iy ‘-""‘"Jped
%Quali Explore bped
Open

Create Shortout
Customize this View #

Mew Connection

Start
Stop

<]

Polides for controlling network tra

Figure 3-35 Starting the VPN server on Host D (responder)

6. The status of VPN changes to Started.

In the iSeries Navigator, expand My Connections —» Host D — Network — IP
Policies — Virtual Private Networking — Secure Connections and then click All

Connections.

8. The new connection, VPNUDPencap, is listed on the right pane (Figure 3-36). Verify that
the status field is Idle or On-Demand. This status indicates that Host D is ready to respond
when this connection is initiated by Gateway A.

(@) iSeries Navigator

M=%

File Edit Wew Help

| Environment: My Connections

[ Rehasss: Al Connections

+ ?ﬁ' TCPR/IP Configuration

+ Servers
-1/ 1P Policies
+-qf Packet Rules

+ 'ﬁ By Group
G Quality of Service

< 1l

+-*%; Remote Access Services

- IE Virtual Private Networking
+ @ IP Security Policies
-T2 Secure Connections

e

=1

< | fm

+-f Rchas0s # | | Mame | status | Description
= f| Rchasss i QUPNOLEM 1L 1 Idie
+ %5 Basic Operations _ | |5 qvPNoLIEMZ:L Idle
+ BB work Management 1 i QUPNOLIEM1:L2 Idle
+ % Configuration and Service / % VPNCOZ:L1 Idle WPM connection - 5t
Q Network % YPMIUDPencap:L1 Idle WPM connection with

Figure 3-36 Status of VPN connection VPNUDPencap on Host D
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Starting VPN and initiating the connection on the gateway system
Follow these steps to start VPN and initiate the VPNUDPencap connection from Gateway A:

1. In the iSeries Navigator, expand My Connections — <Gateway A system> — Network
and then click IP Policies to display the status of VPN on the right pane (Figure 3-37).

(@ iSeries Navigator E]@

File Edit WView Help

| Environment: My Connections | Rchased: IP Policies
= i Rchasa0 | | Name Status Description
+-¥ Basic Operations 98> Packet Rules IP packet security filter rules
+ £ wiork rﬂan.f_lgement ) [ virtual Private Networking ~ Stopped Secure connections and polides
* g Configuration and Service %Qualit’y of Service Stopped Polides for controlling network tral
= Metwork
+ % TCP{IP Configuration
+ Remote Access Services
+ ﬁ Servers
+-{f) 1P .
+ @ Enterprise Identity Mapping v | £ ' 1>

Figure 3-37 Virtual Private Networking status on Gateway A

2. If the status of VPN is Started, right-click Virtual Private Networking and click Stop to
end the VPN server.

3. Before starting the VPN server, check the general attributes of VPN to make sure that they
are configured properly for this scenario. To verify this, right-click Virtual Private
Networking and then click Properties.

4. On the VPN Properties window (Figure 3-38), verify that Allow IPsec thru NAT is
selected. If needed, click the check box to select it.

(@ Virtual Private Networking Properties - Rch...

General ]

I Startthe serverwhen TCPIP starts
|+ Start appropriate connections when the serer starts

I Use Cedificate Revocation Lists (CRL)

I &llow IPsec thru MAT:

Keep-alive interval: g secaonds
 Use Extended Sequence Murnber (ESK)

—_—

Ok Cancel ‘ Help “?|

Figure 3-38 Virtual Private Networking Properties window

Note: You can select this attribute even if your VPN connection does not pass through a
NAT device. For this scenario, this setting is required, but it is transparent to other
non-NAT scenarios.
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5. To start the VPN server on this system, on the right pane of the IP Policies window,
right-click Virtual Private Networking and then click Start (Figure 3-39).

(&) iSeries Navigator

B

File Edit View Help

| Enwironment: My Connections

| Rchass0: IP Policies

=l Rchasan

[A] Name Status Description

+- %% Basic Operations E[ftbF‘adcet Rules IP packet security filter rules
+- B Work Management T o e —— Secure connections and polidies
+ a Configuration and Service *Ha Quality of Servi Explore Policies for controling network tral
- Network

+ % TCP/IP Configuration Create Shortout

+ Remote Access Services L Customize this View  F

+ ﬁ Servers i

5 [E 1P Policies Mew Connection

+ % Enterprise Identity Mapping Start

Internet Vl < Stop (2]

Figure 3-39 Starting the VPN server on Gateway A (initiator)

6. The status of VPN changes to Started.

Expand My Connections — Gateway A — Network — IP Policies — Virtual Private
Networking — Secure Connections and click All Connections.

8. The new connection, VPNUDPencap, is listed on the right pane (Figure 3-40). Verify that
the status field is Id1e or On-Demand. This status indicates that Gateway A is ready to

initiate this VPN connection.

(@) iSeries Navigator

BEx

File Edit WView Help

| Environment: My Connections

| Rchased: All Connections

=l Rchasan
+-%% Basic Operations
+ @ Work Management
+ % Configuration and Service
Metwork
+ % TCP/IP Configuration
+ Remote Access Services
+ ﬁ Servers
=1 [[¥] 1P Policies
+ E[f) Packet Rules
- E] Virtual Private Metworking
+-[{ff 17 Security Policies

L !
'Ff'ﬁ Quality of Service

[

[

£ VPHUDPencap:L 1

< | 1

Name | Status Description
£ QUPNDIIEM 131 Idle
£ QuPNO 1IBM2:L1 Idle

On-Demand VPN connection with LDI

[

Figure 3-40 Status of VPN connection VPNUDPencap on Gateway A
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9. Right-click VPNUDPencap and click Start (Figure 3-41).

(@) iSeries Navigator

BEX

File Edit WView Help

| Environment: My Connections

| Rechased: All Connections

=l Rchasan
+- %% Basic Operations
+ @ Work Management
+ g Configuration and Service
Metwark:
+ % TCP/IP Configuration
+ Remote Access Services
+ ﬁ Servers
=1-[[¥] 1P Policies
+ E[f) Packet Rules
- IE Virtual Private Metworking
+-[{f8 17 Security Policies
- Secure Connections
Ty All Connections
+- T By Group
:ﬁﬁ Quality of Service

[

[

Name | Status Description
¥ QVPNOLIEM 1oL 1 Tdle
£ QUPND 1IBM2:L 1 Idle

FVPNUDPencap:L1

<

Min-Nemand  WPR crnnecting
MNew Dynamic-Key Connection

New Based On

Start
Stop

[

Figure 3-41 Starting the VPN connection on Gateway A (initiator)

10.From the View menu, select Refresh. If the connection starts successfully, the status field
of connection VPNUDPencap changes from On-Demand or Starting to Enabled. The
connection might take a short time to start, so do a refresh periodically until the status

changes to Enabled (Figure 3-42).

@ iSeries Navigator E]@
Fle Edit View Help :
| Environment: My Connections | Rchasal: Al Connections
= I Rchasa0 [A] Name | Status Description
+- 45 Basic Operations i QUPND1IBM 1:L 1 Idle
+- B Work Management £ QuPNO1IBMZ:L L Idle
Z g En:ﬁgukratnn and Service 5 VPNUDPencap:L 1 Enabled VPM connection with UDI
= ETWOrK
+ TCP/IF Configuration
+ Remote Access Services
+ ﬁ Servers
=1 [[¥] 1P Policies
+ E[f) Packet Rules 3
- [ﬂ virtual Private Metworking | =~
+-[{ff 17 Security Policies \
=2} Secure Connections
g All Connections
+- Ty By Group
“F5 Quality of Service [V] < | | (2]
Figure 3-42 VPN connection VPNUDPencap successfully started (in Enabled status)
Note: At this point, the VPN connection is established. The status field of connection
VPNUDPnNcap on Host A (responder) changed to Enabled.
You have now completed the task of starting the VPN connection.
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3.4 Verifying the implementation
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When the VPN connection is successfully started, you can test it to ensure that both systems
can use that connection to communicate with each other. The steps needed for this
verification are:

1. Find a system in the internal network secured by Gateway A (for example, system PC1,
which in this scenario is connected to subnet 192.168.100.0/24).

2. On that system, open a Telnet session, specifying the public IP address of Host D (in this
scenario: telnet 10.3.1.1).

3. If you can see the login window of the telnet target system (RCHASS55 in this scenario),
then the VPN connection is working.

4. Optional step: To confirm that the telnet traffic is flowing through VPN, you can end the
VPN connection from iSeries Navigator by expanding My Connections — <Gateway A
system> — Network — IP Policies, right-clicking Virtual Private Networking, and
selecting Stop. After that, attempt telnet 10.3.1.1 from system PC1 again. This time, the
telnet fails because PC1 can only reach Host D when the VPN connection is active.

5. Optional step: You can also verify that the telnet traffic is flowing through VPN. Do the
following steps:

a. In the iSeries Navigator, expand My Connections — <Gateway A system> —
Network — IP Policies — Virtual Private Networking —> Secure Connections.

b. Click All Connections.

c. From the list of connections on the right pane, right-click VPNUDPencap and then click
Security Associations.

d. The Filter Security Associations window displays (Figure 3-43). Here, you can verify
that the IP addresses for the VPN connection are correct (for example, private address
of the local system, public address of the remote system).

(@ Filter Security Associations - Rchas60
Connection name | Destination P ... | Security Param... | Compre... | Direction | Protocol =
WPMUDPencapL1 10311 2462683359 0 Outhound  Encapsulation Security Payload =
YRRUDPencap: L1 10211 2037841860 i] Inbound  Encapsulation Security Payload —

Figure 3-43 Filter Security Associations window - Left section

e. Scroll the Filter Security Associations window to the right (Figure 3-44). Here you see
the number of outbound and inbound datagrams exchanged because of the telnet
request. You also see the total bytes of counters for those datagrams.

() Filter Security Associations - Rchas60
| Frocess Bytes | Soft Byte Exp.. | Catagrams | Errar Datagra... | Mo Availakle P Datagrams | =l

Recurity Payload 4316 0 To 0 0 -

security Payload 11637 i] a0 i] i] —

Figure 3-44  Filter Security Associations window - Right section
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You have now completed the task of verifying the implementation of the VPN connection.

3.5 Tips and techniques

You can use iSeries Navigator to do additional customization for your VPN connection to
better meet the needs of your environment. For example, you can review and change the
attributes of an existing VPN connection by expanding to My Connections — servername —
Network — IP Policies — Virtual Private Networking — Secure Connections — By
Group, right-clicking your VPN connection to see its properties, and changing them as
needed. You can use the online help for each property to get additional details about its
purpose and allowed values.

For example, one of the most important properties is the anti-replay protection policy. This
policy increases the security of VPN because it enables several mechanisms to protect the
VPN connections against replay attacks.

If your environment requires multiple TCP/IP interfaces configured on the same subnet, you
can configure the VPN connectivity in combination with the Schowler routes. For additional
information about the Schowler routes, see the following URL at:

http://www-912.ibm.com/s_dir/s1kbase.NSF/7250f3676396d2f86256a4f007973d5/eb95209430bbch748
6256d170047484a?0penDocument

If you experience problems when implementing or using your VPN connections, use the
troubleshoot mechanisms described in the V5R4 Information Center at (Networking —
TCP/IP Applications, protocols and Services — Virtual Private Networking (VPN) —
Troubleshoot VPN):

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp.
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VPN tunnel between Linux and
i5/0S

This scenario describes a single i5/0S V5R4 system implemented as a VPN server
(responder). The VPN initiator is a SUSE Linux Enterprise Server 10 (SLES10).

We will use IPSec with L2TP to protect information between the SLES10 host and i5/0S
V5R4. This scenario is an example of a host-to-host configuration using preshared keys

(PSK). Windows IPSec initiators are concurrently supported with the Linux IPSec initiators.

i5/0S is the IPSec responder.

© Copyright IBM Corp. 2007. All rights reserved.
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4.1 i5/0S IPSec VPN responder with Linux VPN initiator

Figure 4-1 illustrates the configuration for the scenario. The SLES10 Linux host is an IPSec
initiator. It uses L2TP/PPP.

network

'-F:{Z-Z:‘“'—[ { YEN tunne|

i5/05
10.55.1.1 SLES 10
192.168.100.55 10.1.1.21

L2TP address pool
192.168.100.200 — 204

Figure 4-1 15/0S IPSec VPN responder, SLES10 Linux VPN initiator with L2TP/PPP

4.1.1 Scenario characteristics

This scenario has the following characteristics:

»

»

>

One system with i5/0S V5R4 is configured as a responder with IPSec and L2TP.
One SLES10 system is configured as an initiator with IPSec and L2TP.

Network address translation is not being used.

IPSec host-to-host connection.

IP addressing for this scenario is for example purposes only.

Our scenario is using IPv4 and preshared keys (PSK).

We are going to provide the Linux host with an encrypted connection to communicate with
i5/0S.

4.1.2 Scenario objectives

This scenario’s objectives are:

>

>

Provide a secure connection between i5/0S and Linux SLES10.

Reuse the same configured i5/0S VPN to support the Windows XP and Windows 2003
VPN clients.
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4.1.3 Security policy

Before creating a network security policy, you must have an IT security policy for the entire
organization. Otherwise, you do not know what guidelines to follow.

General security policies are:

>

The default policy is to deny. Use high caution anytime a less trusted resource accesses a
more trusted resource. Allow only what is needed. In our scenario, it is important to protect
the preshared keys.

Harden systems by disabling and removing unrequired resources.

Encrypt data on systems.

Log access and intrusion attempts. Intrusion detection system (IDS) is available for i5/OS.
Implement exit point programs.

Use i5/0S object security.

4.1.4 i5/0S security functions

The security functions are:

>

>
>
>
>

Packet filtering
Logging

Intrusion detection
VPN

IPSec

4.2 Planning Linux SLES10 VPN configuration

This scenario presents a System i for a business. The i5/0S implementation provides
services and data resources for the Linux server to use. i5/0S only provides the VPN
responder role for a specific static IPv4 address.

4.2.1 Implementation task summary

This section describes how to configure the i5/0S production server (detailed previously for
Windows XP preshared key VPN example). The tasks are:

vVVYyVYyVYVYVYVYYVYY

“Installing the required software on SLES10” on page 68
“Configuring IPSec on Linux” on page 70

“Starting the Linux IPSec initiator” on page 71

“Verifying IPSec IKE modes” on page 72

“Configuring L2TP/PPP on Linux” on page 74

“Starting the Linux L2TP connection” on page 76
“Verifying the L2TP connection” on page 77

“Stopping the Linux L2TP connection” on page 78
“Stopping the Linux IPSec connection” on page 78
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4.3 Linux VPN with IPSec/L2TP step-by-step set up

This section describes the steps to configure the Linux SLES10 for this scenario. The
overview includes references to the configuration files for better clarity. The configuration files
include comments that explain the configuration. Read the comments in the example files
because they are part of our scenario documentation.

4.3.1 Overview of Linux IPSec/L2TP configuration

This section provides an overview of the Linux VPN configuration for using IPSec as an
initiator and L2TP.

4.3.2 Installing the required software on SLES10

In addition to the base SLES10 install, the following packages are required. Here are the
package versions available at the time of configuring our scenario:

» ipsec-tools-0.6.5.-10.2 (included on SLES10 media)
» openswan-2.4.4-18.2 (included on SLES10 media)
» [2tpd-0.69-10jdl (downloaded from the Internet)
1. To install the packages use yast2 or the command line interface (CLI). Here is a command
line interface install example:
rpm -i 12tpd-0.69-10jd1
2. From the SLES10 desktop, select Computer — YaST (Figure 4-2).
Show: [ Fawvorite Appllca-m:-ns = System
[ 1 @ rew
| Frefox | ¥aST [
6 Web Browser m_,. Admi{:?vmnr Settings ._'_ Control Center
Gnome Teminal 79 Home Folder Q e
=9 Command Line Terminal | 5 Sile Browser @ AR
Log Out ...
Status
o . |
| Maore Applications...
Hard Dwive
- 0b Free f 0b Total
Metwork: Wired
Lksing ethemet ...
[ [H] Computer l

Figure 4-2 Starting YaST from the SLES10 desktop
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3. Select Software Management (Figure 4-3).

YaST Control Center i@ sles10

File [Edil Help

1 Software T-
= @ Cnline Update
. Hardware

r 1 ey
5.5 Sysiem "Q Add-on Product q‘ Installation Source

. 4

Software Managemeni

.Ql Metwork Devices I‘

-
Installation into Direciory % | Media Check

* t" P 4

ﬁ Metwork Services

Ly Mowell Cusiomer Cente
R | ovell Lushmer Lenisr T }J Online Update Seup
’ Movell AppArmor ¥ Configurafion
4
{®

] - -
ik SecurivEndili=ars ;f;‘?j | Pakh CD Update T E Sysiem Updaie

/' Miscellaneous

Figure 4-3 Selecting Software Management

4. Enter ipsec into the Search field and click Search. The ipsec-tools and openswan

packages appear. Select both packages (ensure a check mark appears by both) and click
Accept (Figure 4-4).

YaST2i@slas10

Eile Package Ewxras Help

Filier: [Sear\:h |v] | | Package | Summary | Size | Avail. Ver. | Insi. Vier. | Sourt]
W ipsec-iools  1Psec Uilities 7BK 065102
Searl:h: E} openswan  |Psac Implementafion which Allows Building of VPNs

= -

Search in
@ Name
@ Summary

D Description

[] RPM "Provies"

[ "] RPM "Reguires"

Search Mode:
[ConEins |v] [TI

D Case Sensilive

Diescripdion l Technical Data Cependenciss Versions File List Change Log l

openswan - |[Psec Implementation which Allows Building of WPNs

OpenSAWAM is the successor of FreeSAWAN.

DpenS/WAM is an IPsec implementation which allows building Virual Privake Metworks (WPMNs). A typical
WPM satup consists of two frusied networks connected over an insscure network, typically the Inerned.
| Name | Disk Usage | | Used | Free | Total |

CpenSWAMN allows you to creatke an encrypled funnel through the insecure area. Unlike CIPE, ilis
! 4% 16GE 342GBE 358GE inkroperable with other operating sysiems or even rouker |Pssc implementations

[ Check ]Dﬁ@xha:k

Cancel Accepl

Figure 4-4 Selecting ipsec tools and openswan for install
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5. A prompt to ready the SLES10 install media (CD 4) appears (Figure 4-5). Ready CD 4 in
the YaST assigned install media. Click OK when ready. The install process will then
complete. When prompted to install or remove more packages, click No. Close YaST when
you are finished.

i |

" ] YaST2@sles10 -0 X
Pleass wail while packages D Package Installation
are insialled.
Media | Size Packages | Time Remaining:
4.38 MB

cD4 432 ME 2

Inzarl A G
'SUUSE Linux Enterprise Server 1020 4

[ Show detils

Abort Skip Eject

] 0%

Figure 4-5 Continue installing from the SLES10 install media

4.3.3 Configuring IPSec on Linux

To configure an IPSec initiator, update the following two files to support our scenario:

1. The first file to update is /etc/ipsec.secrets with the initiator IP address followed by the
responder IP address and the actual value of our preshared key (Figure 4-6).

10.1.1.21 10.55.1.1 : PSK "vpnclientkey"

Figure 4-6 /etc/ipsec.secrets
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2. The second file to update is /etc/ipsec.conf. The lines with # are comment lines

(Figure 4-7).

# /etc/ipsec.conf - Openswan IPSec configuration file
version2.0# conforms to second version of ipsec.conf specification

# basic configuration

config setup
interfaces=%defaultroute
nat_traversal=no

# default settings for connections
conn %default

keyingtries=0

compress=no

authby=secret

pfs=no

#Disable Opportunistic Encryption
include /etc/ipsec.d/examples/no_oe.conf

conn  ipsec2ibos
left=10.1.1.21
leftnexthop=%defaultroute
right=10.55.1.1
rightnexthop=%defaultroute
leftprotoport=17/1701
rightprotoport=17/1701
auto=start
type=transport

Figure 4-7 /etc/ipsec.conf

4.3.4 Starting the Linux IPSec initiator

To start IPSec initiator on Linux:
1. Type:
slesl0:/ # ipsec setup --start
The response is:
ipsec_setup: Starting Openswan IPSec 2.4.4...

ipsec_setup:
ipsec_setup:
ipsec_setup:

insmod /1ib/modules/2.6.16.21-0.8-default/kernel/net/key/af_key.ko
insmod /1i/modules/2.6.16.21-0.8-default/kernel/net/ipv4/xfrmd_tunnel.ko
insmod /1ib/modules/2.6.16.21-0.8-default/kernel/net/xfrm/xfrm user.ko

Because the /etc/ipsec.conf file contained the ipsec2i50s connection with the auto=start,

you do not need to type:

slesl0:/ # ipsec auto --up ipsec2ibos

If the ipsec2i50s connection had the value auto=add, then you need to separately type the
above command.
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4.3.5 Verifying IPSec IKE modes
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The steps are:

1. To verify that our VPN connection is established on i5/0S, use the iSeries Navigator

(Figure 4-8).

@ iSeries Navigator

BEX

File  Edit View Help

4 @ & 5

1 minutes old

| Environment: My Connections

| Prod: vpn

= I Prod
+ 85 Basic Operations
+ @ Work Management
+] a Configuration and Service
MNetwork
+] % TCP/TP Configuration
Remote Access Services
%7 Originator Connection Profiles
+- " Receiver Connection Profiles
Modems
+ ﬁ Servers
=1 [ 1P Policies
+-gf> Packet Rules
= IE Virtual Private Networking
+-[{, 1P security Policies
= Secure Connections
Ta; All Connections
= ﬁ By Group

% vpn
:ﬁﬁ Quality of Service
+ 2 Enterprise Identity Mapping
Internet

T# Manual Connections

[A Name

Status | Description

WEvpn:R.G

Enabled

ve] (}

@ Install additional components

1-1of 1objects

¥y Tasks -Prod | | IiEhEP Policies
il Add a connection 06> Edit IP Packet Rules

%i Configure Virtual Private Networking
*Ha Order Virtual Private Netwark Connections

T
Il [
1L

4]

ﬁ"E Configure Quality of Service
¥ Y Help for related tasks

Figure 4-8 verify VPN connection using iSeries Navigator

2. To verify that our VPN connection is established on SLES10 view the system messages,
type:
slesl0:/ # tail -n 50 /var/log/messages

The parameter -n 50 tells the tail command to show the last 50 lines from the messages

file.
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To ensure the VPN is established, look for entry #1: STATE_MAIN_I4: ISAKMP SA
established. This indicates the main mode (phase 1) IKE policy security association (SA)
has completed successfully. Also look for an entry #2: STATE_QUICK I2: sent QI2, IPSec
SA established. This indicates the quick mode (phase 2) IKE policy security association
(SA) has completed successfully. We have removed the date, time stamp, and server
name from the system messages to improve readability. Note the two “SA established” for
the modes in Figure 4-9.

ipsec_setup:
ipsec_setup:

...Openswan IPsec started
Starting Openswan IPsec 2.4.4...

ipsec_setup:
ipsec_setup:
ipsec_setup:
pluto[4753]:
pluto[4753]:
pluto[4753]:
pluto[4753]:
pluto[4753]:
pluto[4753]:
pluto[4753]:

ipsec__plutorun: ...could not start conn "ipsec2i5os"

pluto[4753]: "ipsec2ibos" #1: transition from state STATE_MAIN I1 to state STATE_MAIN I2
pluto[4753]: "ipsec2ibos" #1: STATE MAIN I2: sent MI2, expecting MR2

pluto[4753]: "ipsec2i5o0s" #1: I did not send a certificate because I do not have one.
pluto[4753]: "ipsec2ibos" #1: transition from state STATE_MAIN_I2 to state STATE_MAIN_I3
pluto[4753]: "ipsec2i50s" #1: STATE_MAIN I3: sent MI3, expecting MR3

pluto[4753]: "ipsec2i5o0s" #1: Main mode peer ID is ID_IPV4 ADDR: '10.55.1.1'
pluto[4753]: "ipsec2i50s" #1: transition from state STATE_MAIN I3 to state STATE_MAIN I4
pluto[4753]: "ipsec2i50s" #1: STATE_MAIN_I4: ISAKMP SA established

insmod /1ib/modules/2.6.16.21-0.8-default/kernel/net/key/af key.ko
insmod /1ib/modules/2.6.16.21-0.8-default/kernel/net/ipv4/xfrm4_tunnel.ko
insmod /1ib/modules/2.6.16.21-0.8-default/kernel/net/xfrm/xfrm_user.ko

added connection description "ipsec2i5os"
listening for IKE messages

adding interface eth0/eth0 10.1.1.21:500
adding interface 1o/1o 127.0.0.1:500

adding interface 1o/To

::1:500

loading secrets from "/etc/ipsec.secrets"”
"ipsec2ibos" #1: initiating Main Mode
ipsec__plutorun: 104 "ipsec2i5os" #1: STATE_MAIN_Il: initiate

{auth=0AKLEY_PRESHARED KEY cipher=oakley 3des cbc_192 prf=oakley_sha

pluto[4753]: "ipsec2ibos" #2: initiating Quick Mode PSK+ENCRYPT+UP {using isakmp#1}
pluto[4753]: "ipsec2i5os" #2: IKE message has the Commit Flag set but Pluto doesn't

implement this feature; ignoring flag
pluto[4753]: "ipsec2i5os" #2: ignoring informational payload, type
IPSEC_RESPONDER_LIFETIME

pluto[4753]: "ipsec2i5o0s" #2: transition from state STATE_QUICK I1 to state

STATE_QUICK_I2

pluto[4753]: "ipsec2i5o0s" #2: STATE_QUICK I2: sent QI2, IPsec SA established
{ESP=>0xb712c76e <0x09c71bel xfrm=3DES_0-HMAC_SHA1 NATD=none DPD=none}
pluto[4753]: "ipsec2i50s" #2: IKE message has the Commit Flag set but Pluto doesn't

implement this feature; ignoring flag

pluto[4753]: "ipsec2i5os" #2: message ignored because it contains an unexpected payload

type (ISAKMP_NEXT HASH)

pluto[4753]: "ipsec2ibos" #2: sending encrypted notification INVALID PAYLOAD TYPE to

10.55.1.1:500

group=modp1024}

Figure 4-9 SA established
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4.3.6 Configuring L2TP/PPP on Linux

The following files and configurations for each file are shown in the following figures. They are
used to configure L2TP/PPP for our scenario:

/etc/ppp/chap-secrets (Figure 4-10)
/etc/ppp/options.2tpd (Figure 4-11)
/etc/ppp/options.|2tpd.client (Figure 4-12 on page 75)
/etc/12tpd/I2tpd.conf (Figure 4-13 on page 76)

vyvyyy

# Secrets for authentication using CHAP

# client server secret IP addresses
user * "password" 192.168.100.0/24
* user "password" 192.168.100.0/24

Figure 4-10 /etc/ppp/chap-secrets

# /etc/ppp/options.l12tpd
Tinkname vpnTunnel
noipdefault

debug

kdebug 1

user user
default-asynchmap
nopcomp

ipcp-accept-local
ipcp-accept-remote
ms-dns 10.55.1.1
noccp

auth

crtscts

idle 1800

mtu 1400

mru 1400
nodefaultroute
debug

lock

connect-delay 5000

Figure 4-11 /etc/ppp/options.I2tpd
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# /etc/ppp/options.12tpd.client

# Tink name to identify the connection
linkname vpnTunnel

# do not add a default route
nodefaultroute

# server will assign us an IP address
noipdefault

# output debug info
debug

# include kerne debuging info
kdebug 1

# username to connect as
user user

# accept the IP address client is given
ipcp-accept-local
ipcp-accept-remote

# escape all control charaters to prevent L2TP from getting confused
default-asyncmap

refuse-eap

# disable different compression in case our peer does not understand
# (increases compatability with other L2TP packages)

novj

novjccomp

nopcomp

noaccomp

noccp

noauth

crtscts

# set inactivity to 30 minutes
idTe 1800

# set a more compatible MRU setting
mtu 1410
mru 1410

lock
proxyarp
connect-delay 10000

Figure 4-12  /etc/ppp/options.[2tpd.client

The lines beginning with a semi-colon are comment lines.
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; /etc/12tpd/12tpd.conf
; This is a minimal sample 12tpd configuration file for use
; with L2TP over IPSec.

; The idea is to provide an L2TP daemon to which remote Windows L2TP/IPSec
; clients connect. In this example, the internal (protected) network

; is 192.168.1.0/24. A special IP range within this network is reserved

; for the remote clients: 192.168.1.128/25

; (i.e. 192.168.1.128 ... 192.168.1.254)

; The Tisten-addr parameter can be used if you want to bind the L2TP daemon

; to a specific IP address instead of to all interfaces. For instance,

; you could bind it to the interface of the internal LAN (e.g. 192.168.1.98

; in the example below). Yet another IP address (local ip, e.g. 192.168.1.99)
; will be used by 12tpd as its address on pppX interfaces.

[global]

port = 1701

access control = no

auth file = /etc/12tp/12tp-secrets

[Tns default]

ip range = 10.1.1.200-10.1.1.220
local ip = 10.1.1.21

require chap = yes

refuse pap = yes

require authentication = yes

name = LinuxVPNserver

ppp debug = yes

pppoptfile = /etc/ppp/options.12tpd
length bit = yes

; Connect as client to a server 10.55.1.1

[Tac i50s]

Ins = 10.55.1.1

require chap = yes

refuse pap = yes

redial=yes

require authentication = yes

; Name should be the username in the PPP authentication
name = user

ppp debug = yes

pppoptfile = /etc/ppp/options.12tpd.client
length bit = yes

Figure 4-13 /etc/I2tpd/I2tpd.conf

4.3.7 Starting the Linux L2TP connection

To start the program 12tpd in the background:
1. Type:
slesl0:/ # 12tpd

If you receive the message “This binary does not support kernel L2TP”, ignore it. This is
an informational message only.
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2. To run 12tpd interactively, type:
slesl0:/ # 12tpd -D
3. To initiate the L2TP connection definitions, type:
sles10:/ # echo “c i50s™ > /var/run/12tp-control
This tells the 12tpd daemon to connect the connection named i50s.

4. At this point, obtain an IP address for the new ppp0 interface. To begin routing remote
traffic over IPSec using the new ppp0 interface, type:

slesl0:/ # route add -net 0.0.0.0 dev ppp0

4.3.8 Verifying the L2TP connection

To see if the L2TP/PPP connection via IPSec is successful:
1. Type:
slesl0:/ # ifconfig

If L2ZTP/PPP is successful, you see an interface named ppp0 in the list of interfaces
available.

2. To verify the L2TP/PPP traffic is protected by ESP start tcpdump, watch the traffic from/to
the i5/0S VPN server address 10.55.1.1.

slesl0:/ # tcpdump host 10.55.1.1

3. Now start traffic via our related ppp0 address (this time we were issued 192.168.100.202).
To test ICMP traffic with ESP, type:

slesl0:/ # ping 192.168.100.55

The tcpdump shows the following entries (Figure 4-14) when traffic is protected by
encapsulated security protocol (ESP).

hh:mm:ss.ssssss IP slesl0.itso.com > i50s.itso.com: ESP(spi=0x485d7113,
seqg=ox14e), length nnn

hh:mm:ss.ssssss IP i50s.itso.com > slesl0.itso.com: ESP(spi=0x8b22a8hd,
seq=0x152), length nnn

Figure 4-14 tcpdump view of ESP protected network traffic

Notice that there are two different security parameter index (SPI) IDs in use. One is for
inbound traffic and the other is for outbound traffic. The SPI tells the kernel which
encryption rule and algorithm to use on the traffic tagged with SPI.

4. Now test a TCP/IP application.
slesl0:/ # telnet 192.168.100.55

You see similar ESP packets again going back and forth between Linux and i5/0S
(Figure 4-14).
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4.3.9 Stopping the Linux L2TP connection

To stop our I2TP connection:
1. Type:
slesl0:/ # echo “d i50s” > /var/run/12tp-control

This disconnects the i5/0S L2TP/PPP connection, removed the default route assigned to
the ppp0 interface, and removes the ppp0 interface.

2. To end I12tpd when running interactively, press Ctrl+c.
3. To end I12tpd when running in the background, type:
slesl0:/ # killall 12tpd.

4.3.10 Stopping the Linux IPSec connection

To stop the ipsec2i50s connection:

1. Type:
slesl0:/ # ipsec auto --down ipsec2i5

2. To stop the IPSec Openswan subsystem, type:
slesl0:/ # ipsec setup --stop

4.4 Tips and techniques
It is important to verify that your security policy is continually maintained.

For information about security, see the Networking security topic in the V5R4 Information
Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp?topic=/rzahg/rzahgicinet2.h
tm
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VPN connection with Windows
XP clients

This chapter describes how to implement secure connections for travelling employees
and virtual office employees that need access to the corporate office. The remote users
(clients) access the corporate office i5/0S system (server) using a PC with Microsoft®
Windows XP.

Windows XP does not support VPN/IPSec host-to-gateway connections; therefore, to achieve
the gateway functionality, this scenario requires using the Layer 2 Tunneling Protocol (L2TP)
in addition to IPSec. For that same reason, the VPN connection in the i5/0S system is
configured as a host-to-host connection.

L2TP allows remote clients to get an IP address from a pool of addresses defined at the
gateway system and therefore, to communicate with all hosts (IP addresses) that are
configured in the L2TP profile. This extends the capabilities of the VPN connection from
host-to-host to host-to-gateway.

You can use a combination of VPN connections and L2TP profiles to define which networks
are accessed by the remote user.

Note: The scenario described in this chapter refers to a VPN connection between a
Windows XP client and an i5/0S gateway system. However, this particular configuration is
also applicable to VPN connections started from Windows Server® 2003 systems, when
they play the role of VPN initiator (client) and the i5/0S acts as the VPN responder
(server).
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5.1 Scenario description

This scenario describes two alternatives for connecting the client to the Internet:

» Connection over a dedicated link, for example, a dedicated high speed link (DSL) or
cable modem. This is a good option for small offices or virtual offices where
employees telecommute from their home.

» Connection over a dial-up PPP link. This option is suitable for travelling employees that
dial to the Internet service provider (ISP) over a telephone line to establish the
connection.

Note: In both cases, the ISP assigns the client a dynamic (random) IP address.

Figure 5-1 provides an overview of the scenario described in this chapter.

@ Internet Travelling employee

[ ) VPN tunnel

(
[_ \ VPN tunnel

Trusted
Network

Corporate office

Employee’s
home office

Figure 5-1 Virtual office and travelling employees connected to corporate office over a VPN tunnel

5.1.1 Scenario objectives

The objectives of this scenario are:

» [IPSec must protect all traffic between the remote Windows XP clients and the corporate
gateway i5/0S system.

» The company’s private address space must assign remote clients an internal IP address.
The company’s policies control access to the company’s resources for internal hosts.

» The i5/0S VPN gateway at the corporate office uses proxy ARP to route traffic between
the remote clients and the internal network.

5.1.2 Scenario characteristics

The characteristics of this scenario are:

» Traveling employees access the corporate office by dialing an ISP Point of Presence
(PoP).

» Telecommuters and small remote offices access the corporate office by a DSL or cable
modem connection to the ISP.

» The ISP assigns dynamic IP addresses to the remote clients. In this scenario, we are
assuming that the ISP has assigned an IP address of 10.1.1.4 to the client. This is not a
real public address. We are using it for example purposes.
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» The corporate office gateway runs on i5/0S V5R4.
» The internal corporate network IP address is 192.168.100.0/24.
» The private IP address for the corporate gateway system is 192.168.100.10.

» The corporate gateway system accesses the Internet using IP address 10.55.1.1. This is
not a real public address. We are using it for example purposes).

» The VPN connections is only started from the remote Windows XP systems, playing the
VPN initiator role.

» When the VPN connection is established, the corporate gateway system assigns a private
IP address to the remote client from the pool of addresses defined in the L2TP profile.

Note: To simplify this scenario’s configuration, a security gateway between the i5/0S
system at the corporate office and the Internet is not shown, but it is assumed.

Figure 5-2 shows the network configuration used in this scenario.

Corporate Network
192.168.100.0/24

RCHAS55 ISP
10.55.1.1
Internet
ISP
H 192.168.100.xxx
< IPSec >
: VPN responder VPN initiators
1 VPN tunnel }
< L2TP >

Figure 5-2 Network configuration for VPN connection between i5/0S and Windows clients
5.1.3 Software prerequisites

The following software requirements are used for the VPN connection described in this
scenario.
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i5/0S system

Th requirements are:

i5/0S V5R4 (5722-SS1)

Digital Certificate Manager V5R4 (5722-SS1 option 34)
TCP/IP Connectivity Utilities for i5/0S V5R4 (5722-TC1)
iSeries Access for Windows V5R4 (5722-XE1)

iSeries Navigator

vyvyyvyyvyy

Windows XP system
The requirements are:

» Microsoft Windows XP Professional Version 2002 SP2
» Microsoft Management Console 2.0 Version 5.1 SP2
— Snap-in for IPSecurity Monitor

5.2 Planning for implementation

The following planning checklists illustrate the type of information you need before you begin
configuring VPN. All answers on the prerequisite checklist must be “Yes” before you proceed
with the VPN setup.

Table 5-1 System requirements (i5/0S system)

Prerequisite checklist (i5/0S system) Answers
Is your operating system i5/0S V5R4 (5722-SS1)? Yes

Is iSeries Access for Windows (5722-XE1) installed? Yes

Is iSeries Navigator installed? Yes

Is the Network subcomponent of iSeries Navigator installed? Yes

Is TCP/IP Connectivity Utilities for i5/0S (5722-TC1) installed? Yes
Have you applied the latest program temporary fixes (PTFs)? Yes

Did you set the retain server security data (QRETSVRSEC *SEC) system Yes
value to 1?

Is TCP/IP configured on your i5/0S system (including IP interfaces, routes, Yes

local host name, and local domain name)?

Is normal TCP/IP communications established between the required Yes
endpoints?
If the VPN tunnel traverses firewalls or routers that implement IP packet Yes

filtering, do the firewall or router filter rules support AH and ESP protocols?

Are the firewalls configured to enable IP forwarding? Yes

Do you have the proper authorities to administer packet rules on your i5/0S Yes
system?

Table 5-2 VPN configuration on the i5/0S system

VPN configuration checklist (i5/0S system) Answers

What type of VPN connection would you like to create? host-to-host

82 i5/0S Network Security Scenarios



VPN configuration checklist (i5/0S system)

Answers

What name will you assign to the dynamic-key group (individual VPN data
connection between pair of endpoints)?

VPNCO1

What Internet Key Exchange (IKE) policy do you want to use to protect your
keys?

Balanced security
and performance

Are you using certificates to authenticate the connection? If no, what is the
preshared key?
Note: All clients must use the same preshared key.

No certificates;
preshared key is
VPNCLIENTKEY

What is the identifier (IP type and IP address) of the local key server? IP version 4

10.55.1.1
What is the identifier (IP type and IP address) of the local connection IP version 4
endpoint? 10.55.1.1
What is the identifier (IP type and IP address) of the remote key server? IP version 4

Any address
What is the identifier (IP type and IP address) of the remote connection IP version 4
endpoint? Any address
What are the ports and protocols of the data that this connection will protect? | Any

What data policy do you want to use to protect the data?

Balanced security
and performance

What characteristics are used for IKE Phase 1 policy (key protection)?
a. Authentication method
b. Encryption algorithm
c. Hash algorithm
d. Diffie-Hellman group
e. Keys lifetime
f. IKE negotiation mode

a). Preshared key
b). DES and 3DES
c). MD5 and SHA
d). Group 1

e). 1 day

f). Main mode

What characteristics are used for IKE Phase 2 policy (data protection)?

a. Protocol a). ESP
b. Encapsulation mode b). Transport
c. Keys lifetime c). 1 hour
d. Keys life size limit d). No size limit
e. Diffie-Hellman perfect secrecy used? e). No

To which interfaces on the local system does this connection apply? ETHLIN1

Table 5-3 L2TP configuration on the i5/0S system
L2TP configuration checklist (i5/0S system) Answers
What is the name of the L2TP profile? L2TPLNSO1

What is the mode type of the L2TP profile

L2TP terminator

What is the local tunnel endpoint IP address? 10.55.1.1
What is the name of the virtual L2TP line description? L2TPLNSO1
Will the system be using tunnel keep alive messages? Yes

What is the local host name? RCHAS55
What is the maximum number of sessions for this L2TP profile? 5

What is the inactivity time-out for remote access users? No time-out

Chapter 5. VPN connection with Windows XP clients

83



L2TP configuration checklist (i5/0S system) Answers

What is the local IP address of the i5/0S system on the local network? 192.168.100.10

What is the IP address pool for remote access users? 192.168.100.200 -
192.168.100.204

What protocol is used to authenticate remote access users? CHAP-MD5
What is the name of the validation list used to authenticate remote access L2TPVLOO1
users?

What user names and passwords will be added to this validation list? craig/itsasecret

Note: User names and passwords are used for CHAP authentication. Make
them unique for each client.

Will the system allow remote users to access other networks (IP forwarding)? | Yes

Table 5-4 VPN configuration on the Windows XP system

VPN configuration checklist (Windows XP system) Answers

What name will you assign to the new VPN connection? rchas55

What is the IP address of the VPN server? 10.55.1.1

What is the type of this connection? L2TP IPSec VPN

What are the IPSec settings for this connection (for example, authentication Preshared key:
method for IKE Phase 1)? VPNCLIENTKEY
Note: The preshared key must be the same as on the i5/0S system.

Does the VPN connection require dialing another connection first? No

What user name and password will be used to start this connection? craig/itsasecret
Note: User names and passwords used for CHAP authentication. Make them
unique for each client.

Is this connection available to all users or only for a specific user? All users

5.2.1 Implementation task summary

This scenario describes the following tasks:

“Configuring the VPN connection on the i5/0S system” on page 84

“Verifying the system-wide VPN responding policy on the i5/0S system” on page 92
“Configuring the L2TP profile on the i5/0S system” on page 94

“Configuring the VPN connection on the Windows XP system” on page 105
“Starting the VPN server on the i5/0S system (responder)” on page 113

“Starting the VPN connection on the Windows XP system (initiator)” on page 117

YyVYyVYVYYVYY

5.3 Step-by-step set up guide

The following sections describe steps you need to configure and activate the VPN connection
for this scenario.

5.3.1 Configuring the VPN connection on the i5/0S system

This section shows how to use the iSeries Navigator functions to create and configure the
VPN connection on the i5/0S system (VPN responder).
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You create and configure the VPN connection by using the New Connections wizard of the
iSeries Navigator. To perform this task, use the information from your VPN planning checklist

(Table 5-2 on page 82). The steps are:

1. Start an iSeries Navigator session: Start — Programs — IBM iSeries Access for

Windows — iSeries Navigator.

2. In the iSeries Navigator window, select the i5/0S system that you will use as the VPN
initiator by clicking its corresponding icon. In this example, we are using system

RCHASS55.

3. If the Sign-on to iSeries prompt appears, enter your user ID and password and then click

OK to complete the sign-on.

4. In the navigation pane of the iSeries Navigator, expand My Connections —
servername — Network — IP Policies. The expanded window is similar to Figure 5-3.

=
(@ iSeries Navigator

l=JoEd

+ %‘j Basic Operations

+-E8 Work Management

+ g Configuration and Service
Metwork

+ % TCP{IP Configuration
m

Remote Access Services
+ ﬁ Servers
-1/ 1P Policies
+- g Packet Rules
+ 1@ Virtual Private Networking
o Quality of Service

File Edit Wiew Help

| Environment: My Connections | Rchasal: Metwork

= ﬁ My Connections || | Name Description
+ | Rehasos ?TCP_-'IP Configuration
- Rchasss

%REMDTE Acress Services
ﬁServers

[ 1P Policies

@Ent‘erprise Identity Mapping

%Internet

+ ﬁ) Enterprise Identity Mapping ~

2

Manage Remote Access Services,
Manage and configure network ser

Figure 5-3 Expanded window of IP Policies tasks

5. In the expanded navigation pane, right-click Virtual Private Networking.
6. In the context menu for Virtual Private Networking, click New Connection (Figure 5-4).

=
(@ iSeries Navigator E]@
File Edit WView Help Explore
| Environment: My Connection Open | Rchassl: Metwork
- Create Shortcut
= ﬁ My Connections . . | | Mame Description
E Richas0d Customize this View j— .
* = TP TCR/IP Configuration
- RchasSIS | Mew Connection E1Remate Access Services Manage Remote Access Services.
+)- 5 Basic Operati [servers Manage and configure netwark ser
+-E Work Manage|  Start [ 1P Policies
Confi ti Stop 1
* E NZ:NgIrJI:a on @Enterprise Identity Mapping
B TCP/IP Cd Di_agnostic :-DDIS] ‘*Internet
3 Remots A Migrate Policy Filters
+ ﬁ Servers Connection Order
=[] Frolides  pefauits
* E[jb Packs Properties
+ 1ﬁﬂi Virtua rvaes e ooy
o Quality of Service
+ @ Enterprise Identity Mapping hall _{ | }

Figure 5-4 Context menu for Virtual Private Networking - New Connection
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7. The welcome window of the New Connection wizard displays (Figure 5-5).

@ New Connection Wizard

Welcame ta the vifual private netwarking New Connection wizard! Lise the wizard to configure a Virtual
Private Metwork connection definition.

When you are finished, the wizard creates the following ¥PN configuration objects for you. You can view
these objects, modify them, or create new ohjects from the Yirual Private Metworking interface in iSeries
MNavigatar.

IP Security Policies

@n Internet Key Exchange (IKE) Palicy

Defines authentication and encryption algarithmms for protecting the keys generated during IKE Phase 1
negotiations

% Data Policy
Defines authentication and encryption algorithms for protecting data during IKE Phase 2 negotiations.
Secure Connections

% Cwnamic-kKey Group
Defines commaon characteristics used by one or more data connections.
% Dynamic-Key Connection (exists within the dvnamic-key group)
Defines characteristics of individual data connections between pairs of endpoints.
Packet Rules
% Palicy Filter

Automatically generated filter rules associated with the new Dynamic-kKey Group.

Help |? T Medt =l Cancel

Figure 5-5 New Connection Wizard - Welcome window

8. Review the Welcome window of the wizard for information about the objects that the
wizard will create and click Next to begin the wizard.

9. When the Connection Name window appears, take the following actions:

a. Inthe Name field, enter VPNCO1.
b. Optionally, specify a description for this connection group.
c. After you have enter this information, click Next to continue (Figure 5-6).

(& Connection Name
Wiihat wauld you like to name this connection graup’y =l
Mame: [WPRCO
Howy weould you like to describe this connection group?
Description: F/PN Connection 01 - For ¥P cliend

Help 7 = Back | et = | | Cancel ‘

Figure 5-6 New Connection Wizard - Connection Name window
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10.When the Connection Scenario window appears, select Connect your host to another
host and click Next to continue (Figure 5-7).

() Connection Scenario

This wizard allows you to create connection groups so that your system can communicate se
other hasts or gateways. What type of connection group wauld you like to create?

" Connectyour gateway to another gateway
" Connectyour gateway to another host

" Connectyour hostto another gateway

« T a
Help 7 = Back M = —l J Cancel ‘

Figure 5-7 New Connection Wizard - Connection Scenario window

11.When the Internet Key Exchange Policy window displays in that window (Figure 5-8):

a. Select Create a new policy.
b. Select Balance security and performance.
c. Click Next to continue.

Note: If you get an error message stating “The certificate request could not be
processed”, ignore it because in this scenario you are not using certificates for the key
exchange in the VPN.

=
(@ Internet Key Exchange Palicy

What Internet Key Exchange policy do you want to use to protect your keys?

T Paolicy: =l

(+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

| | i
Help 7 = Back | M = | | Cancel ‘

Figure 5-8 New Connection Wizard - Internet Key Exchange Policy window
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12.Optional step: If you have certificates installed on your i5/0S system, you see the
Certificate for Local Connection Endpoint window (Figure 5-9). If this window displays,

select No to indicate that you will not use certificates to authenticate the VPN connection
and click Next.

=
(@ Certificate For Local Connection Endpoint

Areyou using cedificates?

: | | EE
] | 3
Help 7 = Back | [t = | | Cancel ‘

Figure 5-9 New Connection Wizard - Certificate For Local Connection Endpoint window

13.When the Local Key Server window appears (Figure 5-10):

a. In the Identifier type field, select IP version 4 address.
b. Inthe IP address, select 10.55.1.1.
c. After these selections, click Next.

(@ Local Key Server
Enter the identifier to represent the local key server for this connection.
llentifier type: |IP version 4 address =l
IF address: |10.55.1.1 x|
« | a
Help 7 = Back | M = | | Cancel ‘

Figure 5-10 New Connection Wizard - Local Key Server window
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14.When the Remote Key Server window appears (Figure 5-11):

a. In the Identifier type field, select Any IP address.
b. In the Pre-shared key field, enter VPNCLIENTKEY.
c. After you have entered this information, click Next to continue.

(@ Remote Key Server
What i= the identifier of the key server that you want to connect to?
ldentifier type: |y IP address =l
i -
Pre-shared key: NF‘NCLIENTKE‘J
J | >
Help 7 = Back |_ Mext = | J Cancel

Figure 5-11 New Connection Wizard - Remote Key Server window

15.When the Data Services window displays (Figure 5-12):

a. In Local port field, enter 1701.
b. In Remote port field, enter 1701.
c. In Protocol field, select UDP.

You need to specify these values because LT2P uses UDP port 1701. This setting ensures
that only L2TP traffic is allowed and protected by this VPN connection. As mentioned at
the beginning of this chapter, the gateway functionality in this scenario is accomplished by
using an L2TP tunnel protected by an IPSec VPN connection.

d. Click Next to continue.

(& Data Services
Withat are the ports and protacals ofthe data that this connection will protect?
Local port: |1m1 ﬂ
Remote port: |1m1 ﬂ
Protocal: \UDP| =
| | i
Help 7 = Back | M = | | Cancel ‘

Figure 5-12 New Connection Wizard - Data Services window

Chapter 5. VPN connection with Windows XP clients 89



90

16.The Data Policy window displays (Figure 5-13). Select Create a new policy, select
Balance security and performance, and click Next.

.
@ Data Policy

What data policy will be used to compress the data?
" Paolicy narme: | =l

+ Create a new policy

" Highest security, lowest performance

" Minimurm security, highest performance

| I
Help 7 = Back m cancel |
Figure 5-13 New Connection Wizard - Data Policy window
17.The Applicable Interfaces window appears (Figure 5-14). From the list of lines and
interfaces, select ETHLIN1 by clicking its corresponding check mark box.
(@ Applicable Interfaces

Selectthe lines onthe local system that this connectian will be applied to. =

Line |App|\,r Cannection
ETHLIME (9.5.82.90,192.168... [
ETHLINEZ (192168.100.159) [
ETHLINT (10.1.1.1,10.551.1,.. ¥

Faint-to-Faint Profile |App|\,r Cannection
QYPROTIEMI r
LTZPLMEDT I
QYPROTIBMZ r

Faint-to-Faint Filter ldentifier Apply Cannection

1] | _I"
Help 7 = Back | et = | | Cancel ‘

Figure 5-14 New Connection Wizard - Applicable Interfaces window
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18.At this point, you have specified all the parameters needed by the wizard and they are
displayed on the New Connection Summary window (Figure 5-15). Review them to ensure
they are correct.

If you need to change something, click Back to go to the previous windows and make the
corrections. When all the attributes are correct, click Finish to complete the configuration.

& New Connection Summary

Here is a summary of the connection you just defined. After reviesving the parameters, click F
Ifyau wish to make any changes, use the Back button to return to the appropriate page.

Summary
Scenario: Local hastto remote host
Dynamic-key Group name: WPRCZO1
description: WPM Connection 01 - Far XP client
Usze a new Internet Key Exchange policy: Balance security and performance
Laocal key server: 10.59.1.1
Remote key server. Any IP address
Laocal data endpoints: 10,5511
Remote data endpoints: Any IP address
Laocal data part, 1701
Remote data port: 1701
Diata protocol LIDP
Usze a new data policy: Balance security and performance
Require palicy filter: Yes
Aszsociate with the following interfaces:
ETHLIMNT {10111, 10.85.1.13

The following ahjects will be created...
Internet Key Exchange policy: Any IP address
Diata palicy: WPRCOT

Crynamic-key group: YPRCOT

« | i
Help ? = Back | Finish | Cancel ‘

Figure 5-15 New Connection Wizard - New Connection Summary window
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19.When the Activate Policy Filters dialog box appears (Figure 5-16), select No, packet rules
will be activated at a later time and click OK.

(@ Activate Policy Filters

Do you want the generated policy filters activated on the
interfaces yau just selected? Mote that if any ofthese
interfaces already have other packet rules active on them,
they will he replaced with the rules that have been
generated for Virual Private Metworking. If you answer no,
then you must activate rules for these interfaces in Packet
Rules in order for this connection to wark.

+ Mo, packet rules will be activated at a later time

[o]34 Help 7
[ | H

Figure 5-16 New Connection Wizard - Activate Policy Filters dialog box

You have now completed the task of configuring VPN on the i5/0S system.

5.3.2 Verifying the system-wide VPN responding policy on the i5/0S system

The i5/0S VPN Key Manager function uses a single system-wide responding Internet Key
Exchange (IKE) policy, which defines the algorithms that the system will use when
responding to incoming IKE requests, specifically, when performing IKE Phase 1 negotiation.

In this scenario, the i5/0S is acting as the VPN responder for connections started by the
Windows XP systems (VPN initiators). Therefore, the system-wide policy is used for all
connections.

The following steps guide you through the configuration of the VPN responding policy:

1. In the iSeries Navigator, expand My Connections — servername — Network — IP
Policies — Virtual Private Networking — IP Security Policies and right-click Internet
Key Exchange Policies.
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2. From the Internet Key Exchange Policies context menu (Figure 5-17), click Responding

Policy.

(@) iSeries Navigator

M=%

File Edit WView Help

| Environment: My Connections R

Explore
- L@ Network Open Status
+ % TCP/TP Configuratid Create Shortout
+ Remote Access Ser Customize this Yiew » ing Started
+ ﬁ E?ervers Stopped

Mew Internet Key Exchange Policy
+ E[f) Packet Rules

=[] virtual Private n
—=-[{@ 17 Security

Interne cray cac
*n; Data Palices

+|-<= Address Translatior
+ Secure Connections
B :ﬁﬁ Quality of Service v
(<] 1l (> < | I

Responding Policy

Description

1P packet security filter rules
Secure connections and policies
Policies for controlling network trai

Figure 5-17 Selecting the Responding Policy option from the Internet Key Exchange window

3. On the General tab (Figure 5-18), review the options and select or deselect them as

needed to fit your needs.

(@) Responding Internet Key Exchange Policy - Rchas55 @

General | algorithrms |
This policy is used when responding to any remote key server.
Acceptable authentication methods

[+ RSA sighature

ldentity protection
[+ IKE main mode negotiation (provides identity protection)

|+ IKE aggressive mode negotiation (no identity protection)

Acceptable Diffie-Hellman groups
I+ Group 1 (default 768 bit MODF)

¥ Group 2 (default 1024 hit MODF)

Expire IKE keys after: |

o ]

Figure 5-18 Responding Internet Key Exchange Policy - General tab

14 |minutes j

Cancel ‘ Help ‘7|
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4. Click the Algorithm tab (Figure 5-19) and review the hash and encryption algorithms.

(@ Responding Internet Key Exchange Policy - Rchas55

Acceptable encryption algorithms
[+ DES-CBC
[+ 3DES-CBC

oK | cancel | Help ‘7|

Figure 5-19 Responding Internet Key Exchange Policy - Algorithms tab

5. When you have selected the options for your environment, click OK to complete the
verification and customization of the VPN system-wide responding policy.

It is important to understand that the IKE policies generated by the New VPN Connection
wizard (associated to specific IP addresses or groups of addresses) are only used for VPN
connections initiated by the local i5/0S system and have no effect when the connection is
started by a remote system, such as the scenario mentioned here.

The system-wide responding policy is the only policy that specifies what incoming IKE
requests the i5/0S system accepts.

5.3.3 Configuring the L2TP profile on the i5/0S system

The gateway functionality for this scenario is accomplished by using an L2TP tunnel,
protected by the VPN/IPSec connection. This section explains how to configure the L2TP
Network Server (LNS) end of the L2TP tunnel.
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To perform this task, use the information from your VPN planning checklist (Table 5-3 on
page 83) and follow these steps:

1. In the navigation pane of the iSeries Navigator (Figure 5-20), expand My Connections —
servername — Network — Remote Access Services, right-click Receiver Connection
Profiles, and select New Profile from the context menu.

(@) iSeries Navigator E]@

File Edit WView Help
| Environment: My Connections | Rchasss: Remote Access Services
= i Rchas5s ~ | Name Description
+ kg Basic Operatio Explore 'Originater Connection Profiles  Originator Connection Profiles
+) Eg Work Manager Open !Receiver Connection Profiles Receiver Connection Profiles
* ﬁ Configuration - - Shorteut JModems Modems
- B etwork Customize this View »
H Mew Profile
& Origing
+ % Receiver Connecuon Fromie
Modems
+ ﬁ Servers
=7 1P Policies W
< > < >

Figure 5-20 Selecting New Profile from the context menu of receiver Connection Profiles

2. When the New Point-to-Point Connection Profile Setup window displays (Figure 5-21):

a. Select PPP.

b. Select L2TP (virtual line).

c. Inthe Operating mode field, select Terminator (network server).
d. Inthe Type of line service field, select Single line.

New Point-to-Point Connection Profile Setup - Rchas55

New point4o-point connection profile properties setup information:
Protocal type:
{+ PPP
" SLIP
Mode selections
Connection type:
" Switched line
" Leased line
+ L2TP (vitual line)

Cperating mode: |Terrninat0r inetworlc server) j

Link configuration

Type of line service: |Sing|e line j

QK | Cancel | Help |

Figure 5-21 New Point-to-Point Connection Profile Setup window

3. Click OK to continue.
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4. When Once the New Point-to-Point Profile Properties window appears (Figure 5-22), take
the following actions on the General tab:

a. Inthe Name field, enter VL2TPLNsO1.
b. Optionally, specify a description for this L2TP profile.

New Point-to-Point Profile Properties - Rchas55 @ﬁ

General ]Connedinn] ;'-‘u.rthenticatinn] TCPAP Seﬂings] Cther ]

Name: |L2TPLNSOT

Description: |LNS profile on the i5/05 Server - far VPN XP
Protocol type: PPF

Mode type: LZTP (virtual ling) - terminatar (network server)

¥ Start profile with TCP ’

0K Cancel Help

Figure 5-22 New Point-to-Point Profile Properties window - General tab

5. Click the Connection tab.
6. In the Connection tab of the New Point-to-Point Profile Properties window:

a. In the Maximum number of connections field, specify the desired value (5 in this

scenario).
b. In the Local tunnel endpoint IP address field, select 10.55.1.1.
c. Inthe Virtual line name field, select L2ZTPLNSO1.
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After you select the virtual name, the New L2TP Line Properties window (Figure 5-23)
appears automatically. If not, click Open to display the line properties.

New Point-to-Point Profile Properties - Rchash5

General Connection | Authertication | TCP/IP Settings | Other |

Local tuninel endpoint IP address: |1|}.55.1.1 ( Ethemet ) LI

r— Link: configuration
Type of line service: Single line - (LZTP virtual line) ’
Virtual line name: |ZTPLNSO1 ~|  Open I
Maximum number of connections: 5 ;I

r— Muttilink: corfiguration
[~ Enable muttilink protocal ‘

I Erimum connections per bundle (1 -16]; I _|:|

[ Eequire bandwidth allacation protocal

. — |

Line inactivity timeout (1 - 1052): IND manimurm vl minutes

[ Bllow L2TP multihop connection

[~ Bllow outgoing call establishment: [rial erties I
QK I Cancel Help

Figure 5-23 New Point-to-Point Profile Properties window - Connection tab
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7. You are now working with the properties of the new LT2P virtual line associated with the
L2TP profile you are creating. In the General tab of the line properties window
(Figure 5-24), enter meaningful text in the description for this line.

New L2TP Line Properties - Rchas55

General ll_ink | Limits | Authertication |

Name: |
Description: |L2TP LMS profile for VPNCD|
Mode type: LZTP {virtual ling) - terminatar (network server)

QK | Cancel Help

Figure 5-24 New L2TP Line Properties window - General tab

8. Click the Link tab.
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9. In the Link tab of the line properties window (Figure 5-25), select Activate tunnel keep
alive.

Important: Do not skip this step. Make sure that the Activate tunnel keep alive check box
is selected to ensure that the i5/0S ends the L2TP tunnel when a remote connection ends.
If the Activate tunnel keep alive option is not selected and the connection terminates
abnormally (for example, if the user shuts down Windows XP without first ending the VPN
connection), the connection on the i5/0S system remains active and other clients cannot
use the connection.

New L2TP Line Properties - Rchas55
General Link ]IJmits ] Mherrtication]
Bandwidth reservation (9600 - 2048000): 115200 | hits/second ‘

Maxdmum frame size (1000 - 4096): 1500 bytes I

[ Enable packet sequence numbering

v Activate tunnel keep alive

O I Cancel Help

Figure 5-25 New L2TP Line Properties window - Link tab

10.Click the Authentication tab.
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11.In the Authentication tab of the line properties window (Figure 5-26), enter the local host
name of the i5/0S system (in this scenario, we are using RCHAS55 as the host name).

Note: L2TP tunnel authentication is not needed when the L2TP tunnel is being
protected by IPSec.

New L2TP Line Properties - Rchash5 ﬁ

Geneml] Lirk: ] Limits ~ Authentication l

Local host name: |RCHA555

Remote system LZTP tunnel authentication
I Require this iSeries server to verfy the identity of the remote L2TP initigtor system

| =
[ ]

QK | Cancel Help

Figure 5-26 New L2TP Line Properties window - Authentication tab
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12.Click OK to save the virtual line settings and return to the L2TP Profile Properties window

(Figure 5-27).

New Point-to-Point Profile Properties - Rchash5

)&

General Connection Pu.rlherrtication] TCP/IP Settings ] Cther ]

Local tuninel endpoint IP address: |1|}.55.1.1 ( Ethemet ) ﬂ

Link corfiguration
Type of line service: Single line - (LZTP virtual line)

Maximum number of connections: 5 4;

Muttilink corfiguration
™ Enable muttilink protocol

(=l

-

Line inactivity timeout (1 - 1052): Mo madmum | minutes

[ Allow L2TP mutti-hop connection

I Allow outgoing call establishment:

Virtual line name: LZTPLNSDN j Open

QK | Cancel

Help

Figure 5-27 New Point-to-Point Profile Properties window - Connection tab

13.In the L2TP profile properties window, click the Authentication tab.
14.In the Remote system authentication section (Figure 5-28 on page 102):
a. Select Require this iSeries server to verify the identity of the remote system.

. Select Authenticate locally using a validation list.

b
c. Verify that Allow encrypted password (CHAP-MD5) is selected.
d

. Enter a value for the Validation list name (in this scenario, we are using L2TPVL001)

and click New to create and configure this validation list.
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New Point-to-Point Profile Properties - Rchas55 =

General | Connection Authentication | TCP/IP Settings | Gther |

— Remote system authentication
¥ Require this iSeries server to verify the identity of the remote system
1 Authenticate remotely uzing a F&DIUS server
& Authenticate locally using a validation list
Validation list name: |L2TPVLOOT

Select the order of the authentication protocols to allow:
[T Allow encrypted password (E&F]
v Allow encrypted password (CHAP-MDS)
[ Allow unencrypted password (PAP)

[T Uze B&DIUS for connection auditing and aceounting

— Local system identification
™ Bllow the remote system to verify the identity of this iSeries server.

Local Systen (1 |

oK | Cancel ] Help

Figure 5-28 New Point-to-Point Profile Properties window - Authentication tab

15.When the New Validation List window (Figure 5-29) appears, click Add.

New Validation List - Rchashh

User Mame | Require Encrypted Fass... | Group Policy Name

Femove

[pen |

B[]
| Add |
it

QK I Cancel Help

Figure 5-29 New Validation List window
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16.To add a new user to the validation list, select Require encrypted password (EAP or

CHAP-MD5) and then enter the user name and a password (Figure 5-30). This user is not
related to i5/0S user profiles. It is the user and password that the remote Windows XP

client uses to establish the VPN connection with the i5/0S gateway.

Add L2TPVLOO1 user - Rchas55 BX|

-

| []

Select the authentication protocol for which the user name is defined:
{+ Require encrypted password (EAP or CHAP-MD5)
" Require unencrypted password (PAP)

User name: |cvaig

|
Password: |""*""*"1

I~ Apply a group policy to the user
| El
0K | Cancel | Help |

Figure 5-30 Add a user to the new validation list

17.Click OK.

18.Enter the password for the new user again on the password confirmation prompt

(Figure 5-31).

Password confirmation

Please corfirm the new passwaord:

|

QK | Cancel Help

Figure 5-31 Password confirmation prompt
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19.Click OK to save the new user into the validation list. The updated validation list displays
(Figure 5-32). If you need to add another user, click Add.

New Validation List - Rchas55 BX|
User Mame Require Encrypted Pass... | Group Policy Name
craig Yes

Lk

QK Cancel Help

Figure 5-32 New Validation List window after a user has been added

20.After you finish adding users, click OK to return to the New Point to Point Profile Properties
window.

21.Click the TCP/IP Settings tab.
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22.0n the TCP/IP Settings tab (Figure 5-33):

a. In the Assign fixed IP address field, select 192.198.100.10 (IP address of the i5/0S
system on the local network).

b. Inthe IP address assignment method field, select Address pool.

c. Inthe starting IP address field, enter 192.168.100.200 (in this scenario, our pool of IP
addresses for remote VPN access users goes from 192.168.199.200 to 192.168.204).

d. In the Number of addresses, enter 5.

e. Select Allow remote system to access other networks (IP forwarding).

New Point-to-Point Profile Properties - Rchas55

General ] Connection ] Authertication  TCP/IP Settings lOther ]

Local IP address ‘
Assign fied |P address: |15'2.'| 6210055 (Ethemet ) j

Remate |P address ‘
IP address assignment method: |;'-‘\ddress poal j

Starting P address: 152.168.100.200

Number of addresses: 5

I Define addtional IP addresses based on remote system'’s user 1D

I Allow remote system to assign its own |P address

¥ Allow remote system to access other networks ( IP forwarding )

Advanced

QK I Cancel Help |

Figure 5-33 New Point-to-Point Profile Properties window - TCP/IP Settings tab
23.Click OK to complete. The new L2TP profile is now created and configured.

You have now completed the task of configuring the L2TP profile on the i5/0S system.

5.3.4 Configuring the VPN connection on the Windows XP system

This section shows how to create and configure the VPN connection on the Windows XP
system (VPN initiator). The VPN connection is created and configured by using the New
Connection Wizard of Windows XP.

To perform this task, use the information from your VPN planning checklist (Table 5-4 on
page 84). The steps are:

1. On the Microsoft Windows XP task bar, click Start —» Programs — Accessories —
Communications — New Connection Wizard.
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2. The New Connection Wizard welcome window appears (Figure 5-34). Click Next to
continue.

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect ta the Intemet. ’

* Connect to & private netwark, such as your workplace
network.

* Set up a home or small office networl. ‘

To continue, click Next.

| Mesd = | [ Cancel ]

Figure 5-34 New Connection Wizard - Welcome window

3. Select Connect to the network at my workplace (Figure 5-35) and click Next.

-

New Connection Wizard
Network Connection Type
What do you want to do?

") Connect te the Intemet
Caonnect to the Intemet so you can browse the Web and read email.

(+) Connect to the network at my workplace
Connect to a business network (using dial-up or VPN) so you can wark from home,
a field office, or another location.

) Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

) Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it

” [ < Back ” Next = I[ Cancel

Figure 5-35 New Connection Wizard - Connection type window

106 i5/0S Network Security Scenarios



4. Select Virtual Private Network connection (Figure 5-36) and click Next.

MNew Connection Wizard

Metwork Connection
How do you want to connect to the networl at your worgplace?

Create the following connection:

) Dialup connection
Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork (ISDMN) phore line.

(%) Wirtual Private Network connection

Connect to the networlk using a virtual private networc (VPN) connection over the
Imtemet.

[ < Back ” Mest = |[ Cancel ]

Figure 5-36 New Connection Wizard - Workplace™ connection type window

5. Inthe Company Name field (Figure 5-37), enter the name of the i5/0S gateway system (in
this scenario, we are using RCHAS55 as the gateway name), click Next.

-

New Connection Wizard
Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Mame

rchashs

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ < Back “ Next > I[ Cancel

Figure 5-37 New Connection Wizard - Connection name window
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6. Optional step: If you see the window shown in Figure 5-38, select Do not dial the initial
connection and click Next. This option specifies whether the Windows XP workstation is
connected through a LAN or dial-up interface to the Internet. If you do not have a cable or
DSL connection to the Internet, select the PPP configuration for dialing into the ISP.

New Connection Wizard

Public Network
Windoves can make sure the public network, iz connected first,

Windows can automatically dial the initial connection to the [nternet or other public
network, before establishing the virtual connection,

(%) Da not dial the initial connection.

() Automatically dial this initial connection:

[ < Back ” Mext » I| Cancel

Figure 5-38 New Connection Wizard - Public Network window

7. In the VPN Server Selection window (Figure 5-39), enter the IP address of the i5/0S
gateway system (in this scenario, we are using 10.55.1.1 as the gateway’s IP address) and
click Next.

+

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IF) address of the computer to which you are
connecting.

Host name or IP address for example, microsoft.com or 157.54.0.1 )

10.55.1.1

[ < Back ” Next > I[ Cancel

Figure 5-39 New Connection Wizard - VPN Server Selection window
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8. When you have completed the previous steps, the wizard is ready to create the connection
(Figure 5-40). If you want to have a shortcut for this connection on your desktop, select
Add a shortcut to my desktop. Click Finish to create the VPN connection and close the
wizard.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

rchashs
* Share with all users of this computer

The connection will be saved in the MNetwork
Connections folder.

[] Add a shorteut to this connection to my desktop

To create the connection and close this wizard, click Finish.

[ < Back “ Finish Il Cancel

Figure 5-40 New Connection Wizard - Completion window

9. The Connect window (Figure 5-41) automatically appears after finishing the wizard.

At this point, you have configured the VPN connection and the LT2P tunnel on the
Windows XP system. However, before trying to establish a connection, you need to
change connection properties that did not appear during the wizard configuration. To do
these changes, click Properties on the Connect window.

‘Connect RCHAS55 B3|

Uzer name:

Password:

[] Save this user name and password for the following users:

[ Connect H Cancel H Froperties H Help

Figure 5-41 Connect window
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10.The VPN Connection Properties window appears (Figure 5-42).

* RCHAS55 Properties

General | Options || Securty || Networking | Advanced |

Host name or IP address of destination (such as microsoft.com or
157.54.0.1):

10.55.1.1|

First connect

Windows can first connect the public network, such as the
Intemet, before trying to establish this virtual connection.

[] Dial another connection first:

Show icon in notification area when connected

[ ok || cancel |

Figure 5-42 VPN Connection Properties - General tab

11.Click the Security tab (Figure 5-43) and deselect the Require data encryption
(disconnect if none) check box.

RCHAS55 Properties

General | Options | Securty |Ne¢woﬁcjng Advanced

Securty options
(%) Typical (recommended settings)
Validate my identity as follows:

Iﬂaquire secured password vl

[] Automatically use my Windows logon name and
password (and domain if any)

[ Require data encryption (disconnect if none)

() Advanced (custom settings)

Uzing thes 0z reguires a knowledae
of zecurity protocols.

IPSec Settings..

[ ok || cancel |

Figure 5-43 VPN Connection Properties - Security tab
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12.Click IPSec Settings.

13.In the IPSec Settings window (Figure 5-44), select the Use pre-shared key for

authentication check box and enter the preshared key (in this scenario, the key is
VPNCLIENTKEY).

Note: The preshared key must be the same as the one on the i5/0S system.

|PSec Settings

Uze pre-shared key for authentication

Key: VPNCLIENTKEY]

[ oK ] [ Cancel

Figure 5-44 IPSec Settings window
14.Click OK to return to the VPN Connection Properties window.
15.Click the Networking tab.

16.In the Type of VPN field (Figure 5-45), change the value from Automatic to L2TP IPSec
VPN and click Settings to change the PPP properties.

RCHASS55 Properties B
General | Options || Security | Networking | Advanced

Type of VPN:

LZTP IPSec VPN ~

| Settings

This connection uses the following tems:
= Intemet Protocal (TCP/IP)

J% File and Printer Sharing for Microsoft Metwaorks
128 Cliert for Microsoft Networks

Description

Transmizsion Control Protocol/Intemet Protocol. The default
wide area networlk protocol that provides communication
across diverse interconnected netwoarks.

[ ok ][ canca |

Figure 5-45 VPN Connection Properties - Networking tab
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17.In the PPP Settings window (Figure 5-46), deselect both Enable software compression
and Negotiate multi-link for single-link connections.

PPP Settings (2JEd

Enable LCP extensions

[] Enable software compression
[] Negotiate muttiink for single link connections

[ ok | [ Ccancel

Figure 5-46 PPP Settings

18.Click OK to return to the VPN Connection Properties window (Figure 5-47).

RCHASS55 Properties
General | Options | Security | Networking | Advanced

Type of VPN:

L2TP IPSec VPN v

This connection uses the following tems:
3 Intemet Protocol (TCP/IF)

g File and Printer Sharing for Microsoft Metwarks
128 Cliert for Microsoft Networks

Description

Transmizssion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[ ok ][ cance |

Figure 5-47 VPN Connection Properties - Networking tab
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19.Click OK to return to the Connect window (Figure 5-48).

Connect RCHAS55

2JEs

Uzer namea: [

Password:

[] Save this user name and password for the following users:

[ Connect H Cancel

l [ Froperies ] l

Heb |

Figure 5-48 Connect window

20.Click Cancel to close the Connect window without establishing the VPN connection. The
steps needed to start the connection are described in the next sections.

You have now completed the task of configuring the VPN connection on the Windows XP

system.

5.3.5 Starting the VPN server on the i5/0S system (responder)

When you have configured the new VPN connection and the L2TP profile on the i5/0S
systems, you need to activate the resources needed to establish the secured VPN
connections initiated by the remote Windows XP systems.

Follow these steps to activate the resources needed by your new VPN connection:

1. In the iSeries Navigator (Figure 5-49), expand My Connections — servername —
Network and then click IP Policies to display the status of Virtual Private Networking on

the right pane.

(@) iSeries Navigator

M=%

File Edit Wew Help

| Environment: My Connections

| Rehas55: TP Paolices

= || Rchasss

b] MName | Status | Description

+ Y5 Basic Operations E[ibPadcet Rules IP packet security filter rules
+-Eg work Management [ virtual Private Networking ~ Stopped Secure connections and polides
2 g Configuration and Service B %Quality of Service Stopped Polides for controlling network tral
= Metwark

+ % TCP{IP Configuration

+ Remote Access Services

+ ﬁ Servers

+{N7

+ ﬁ) Enterprise Identity Mapping M <I I [l]

Figure 5-49 Virtual Private Networking status
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2. If the status of Virtual Private Networking is Stopped on the right pane of IP Policies,
right-click Virtual Private Networking and click Start (Figure 5-50).

(@) iSeries Navigator

BE X

File Edit WView Help

| Environment: My Connections

| Rchasss: IP Policies

+

+
+

+

Rchas55 ~

W Basic Operations

@ Work Management

g Configuration and Service
Metwark:

+ % TCP/IP Configuration

+ Remote Access Services

+ ﬁ Servers

+-[[¥] 1P Policies

+ % Enterprise Identity Mapping
Internet

ﬁ] Integrated Server Administration V |

Name Status Description
E[bean:ket Rules 1P packet security filter rules
| [ﬂ Wirtup! Rt Mobuocdion Sheoped Secure connections and policies
:ﬁEQuali Explore nped Policies for controlling network trai
Open
Create Shaortout
Customize this View »
Mew Connection
Start
e Stop ~

Figure 5-50 Starting VPN on the i5/0S system (responder)

3. The status of Virtual Private Networking changes to Started.

4. Expand My Connections — servername — Network — Remote Access Services and
click Receiver Connection Profiles (Figure 5-51) to display the status of the receiver
connection profiles on the right pane.

(@) iSeries Navigator

File Edit

View Help

M=%

| Environment: My Connections

| Rchas55: Receiver Connection Profiles

+
+

|

@ Work Management
g Configuration and Service
Network
+ T!;ﬁ' TCP/IP Configuration
= L'-'f.._ Remote Access Services
-_'_.__” Originator Connection Profiles
+ % Heceiver Connection Profiles!

2]

[AJ Profile

H NgL2tpins01 PRP

[s

Protocol
[I}éGrnup Access ...

il

< 1l

Status

Inactive

Connection type

LZTP {virtual ling) - term...

[

Figure 5-51 Receiver Connection Profiles
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5. If the status of the L2ZTPLNSO1 profile is Inactive, right-click LZTPLNSO01 and click Start
on the profile’s context menu (Figure 5-52).

(&) iSeries Navigator E]@

File Edit View Help

| Enwvironment: My Connections | Rchas55: Receiver Connection Profiles
+ @ Work Management | | Profile Protocol Status Connection type
+ E Configuration and Service @Grnup Access ...
=4 Network 1 | Lotpins01 Bo e LZTP (virtual ine) - term...
3 TCR/P Configuration | ||| S — Start
= Remote Access Services Start Options  #

gf Originator Connection Profiles
+ % Receiver Connection Profiles

Modems
+ ﬁ Servers
+-[[#7] 17 Policies y | Delete
+ @ Enterprise Identity Mapping ]
< > <] Properties »

Figure 5-52 Starting the L2TP profile

The status of the L2ZTPLNSO1 profile changes to Waiting for connection requests.
Expand My Connections — servername — Network — IP Policies.

8. In the navigation pane (Figure 5-53), right-click Packet Rules and on the context menu,
click Activate Rules.

@ iSeries Navigator E]@
File Edit Wiew Help
| Environment: My Connections Explore Rchas55: Facket Rules
=l Rchasss Open Mame Description
+ % Basic Operatio ~ Create Shortcut
+-Ef Work Managen|  Customize this View  »
+ Configuration g -
- Network Achva.he Rules. ..
= % TCR/IP Cor Deactivate Rules...
Y Remate Al gy jles Editor
+ ﬁ Servers
=+ 1P Policies |
+ Virtual Private Networking [v] r ] 1l [ }]

Figure 5-53 Activating Packet Rules (IP filtering)
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9. When the Activate Packet Rules window appears (Figure 5-54):

a. Select Activate only the VPN generated packet rules.
b. Select Activate these rules on the following interface.
c. Inthe Interface field, select ETHLIN1.

Facket rules files

(+ #ctivate only the YPMN generated rules

" Activate only the selected file

" Activate hoth the WPR generated rules and selected file

T |

Interface

+ Activate these rules on the following interface

Interface: |ETHLIN R

| []

" Activate these rules on all interfaces and all point-to-point filter identifiers

Ok | Cancel | Help

E

Activate Packet Rules - Rchas35

Figure 5-54 Activate Packet Rules window

10.Click OK to activate the VPN generated rules.

11.The IP packet filtering rules for your VPN are now active. The appear in the right pane

(Figure 5-55).

(@) iSeries Navigator

M=%

File Edit Wiew Help

Configuration and Service
- Metwork

+ % TCP/IP Configuration

+ Remote Access Services

+ ﬁ Servers

=1-[[¥] 1P Policies

+ JE_ Virtual Private Networking [ | [ € | 1t

| Environment: My Connections | Rchas55: Packet Rules
= ﬁ Rchas5s [#| | Mame Description
+- 5 Basic Operations B =15 R Packet rules loaded for ETHLIN
+ @ Waork Management
+

Figure 5-55 VPN packet rules activated

You have now completed the task of starting the VPN server on the i5/0S system

(responder).
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5.3.6 Starting the VPN connection on the Windows XP system (initiator)

To establish the VPN connection on the Windows XP system:

1. On the Microsoft Windows XP task bar, click Start — Programs — Administrative
Tools — Services.

2. Verify that the status for IPSEC Services is Started (Figure 5-56). If not, start this service
because it is a prerequisite for establishing VPN connections on the Windows XP system.

&% Services E]@

File  Acton View Help

s W ERB 2 > - ™

% Services (Local) MName | Description Status Startup Type Log On As | [Al
%IBM Trace Fadlity Enables tracing for IB... Started Automatic Local System
%IMAPI CD-Burning C... Manages CD recordin. .. Manual Local System =
%Indexing Service Indexes contents and... Manual Local System
‘-‘%;}IPSEE Services Manages IF security ...  Started Automatic Local System
%IEAM SMT Service Automatic Local System
%iSEries Access for ... Manual Local System
%1551 EZUpdate Started Automatic Local System [vl

:‘Extended 4. Standard

Figure 5-56 Services window

3. On the Microsoft Windows XP task bar, click Start — Programs — Accessories —
Communications — Network Connections.

4. On the right pane, right-click RCHAS55 (the VPN connection created for this scenario)
and then click Connect on the context menu (Figure 5-57).

‘B Metwork Connections
File Edit Wiew Fawortes Tools Advanced Help
Address |& Metwork Connections Copnest
| Mame | ) Tvpe Status
LaMa  Set as Default Connection
= Mlocs  Create Copy . L&M or High-Spesd Inter...  Disabled
'iHChtat_nge Windows Firewall <lotd  Create Shartcut LAN or High-Speed Inter...  Connected
setkings
: : Delete
& Skart this conneckion J
= Virtui  pname
@Rename this conneckion - )
':,:JDeIete i monned i IBM-  Properties Wirkual Private Metwork Disconnected
; ) rchasss™ Wirtual Private Mebwork Disconnected
#|Change settings of this
conneckion
v [< | i

Figure 5-57 Network Connections window
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5. The Connect window appears (Figure 5-58). Enter the user name and password required
for this VPN connection and click Connect to start the connection.

Note: The user name and password are case-sensitive. They were created in 5.3.3,
“Configuring the L2TP profile on the i5/0S system” on page 94.

Connect RCHAS55 K<

User name: craig

Password: sensnns

[] Save this user name and password for the following users:

[ Connect H Cancel ][ Properties ][ Help ]

Figure 5-58 Connect window

The VPN connection is successfully established using the L2TP tunnel and protected by
IPSec.

To confirm that this connection has the expected host-to-gateway functionality, you can start a
telnet session to a system in the corporate network (for example, to the system with IP
address 192.168.100.9).

You have now completed the task of starting the VPN connection on the Windows XP system
(initiator).

5.4 Verifying the implementation

This section describes the functions that are available to verify the VPN connection created
for this scenario.

5.4.1 Verifying connectivity on the Windows XP system
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There are several ways to verify the VPN connection on the Windows XP system (initiator).

ipconfig command
You can use the ipconfig command to verify the IP address that is assigned to your
workstation. The steps are:

1. Click Start — Programs — Accessories —> Command Prompt.

2. On the Command prompt window, enter ipconfig and press Enter. The information
returned by the ipconfig command is similar to Example 5-1 on page 119.
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Example 5-1 ipconfig output

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix . :

IP Address............:10.1.14
SubnetMask . ..........:255.255.255.0
Default Gateway . ........:10.1.1.1

PPP adapter rchas55:
Connection-specific DNS Suffix . :
IP Address. ...........:192.168.100.200

Subnet Mask . . .........:255.255255.255
Default Gateway . . ....... :

The IP address of the PPP adapter represents the address assigned from the L2TP
Network Server (LNS) on the i5/0S system.

IP Security Monitor

Another way to check whether a secured connection is established and what type of
protection is using the Microsoft Management Console, in combination with the IP Security
Monitor snap-in. The steps are:

1. On the Microsoft Windows XP task bar, click Start — Run. The Run window appears
(Figure 5-59).

2. Enter mmc and click OK.

Run E)/V?'

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: TAmC w

| Ok I| Cancel Jl Browse... ]

Figure 5-59 Starting the Microsoft Management Console
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3. The Console window appears (Figure 5-60).

File  Acton Wiew Favorites Window Help

- |[m B 2

There are no items to show in this view.

Figure 5-60 Microsoft Management Console window

4. On the console menu (Figure 5-61), click File and then click Add/Remove Snap-in.

Action  View Favorites  Window  Help

MNew Ctrl-+M
Open... Ctrl+0
Save Cirlas W
Save AS. . e — |
MName |
- There are no items to show in this view,
Options...

1 C:YWINDOWSY, .. \devmgmt.msc
2 C:\WINDOWS\,... \compmamt.msc
3 C\WINDOWS,. . \eventvwr.msc
4 C:\WINDOWS\.. . \services.msc

Exit

Figure 5-61 Adding a new snap-in to the console
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5. When the Add/Remove Snap-in window (Figure 5-62) displays, click Add.

rAddﬂ?le||1|n::m‘e Snap-in

Standalone | Extensions |

Use this page to add or remove a standalone Snap-n from the consale.

Snap4ns added to: |a Console Roat M

Description

[ ok [ cancel |

Figure 5-62 Add/Remove Snap-in window

6. The Add Standalone Snap-in window appears (Figure 5-63). Scroll down the list of
available standalone snap-ins and click IP Security Monitor to select this snap-in. Click
Add to add it to the console.

Add Standalone Snap-in @
Available Standalone Snap-ns:
Snapdin Vendor Iﬂ
EDisk Defragmenter Microsoft Corp, Executi...
$ Disk Management Microsoft and VERITAS...
Evert Viewer Microsoft Corporation
[CAFolder Microsoft Corporation
Group Policy Microsoft Corporation
’ B8 Indexing Service Microsoft Corporation, 1.
5 IF Securty Monitor Microsoft Corporation
@ IP Security Policy Management Microsoft Corporation
@ Link to Web Address Microsoft Corporation
| E Local Users and Groups Microsoft Corporation M
Description

The IP Securty monitor snap4n is used to monitor the [P Security status.

I Add l [ Close

Figure 5-63 Add Standalone Snap-in window
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7. Click Close to return to the Add/Remove Snap-in window (Figure 5-64).

8. On the Add/Remove Snap-in window, click OK to complete the add snap-in process.

Add/Remove Snap-in

x|

Standalone | Edensions |

Use this page to add or remove a standalone Snap-n from the consale.

Snap-ins added to: |a Console oot

[]

@ IP Securty Monitor

Description

[ oK

” Cancel ]

Figure 5-64 Add/Remove Snap-in window adding IP Security Monitor snap-in

9. The Console window (Figure 5-65) now shows the IP Security Monitor snap-in.

% Console1

BEX¥]

File  Acton Wiew Favorites Window Help

& = [ E%

ﬁ] Console Root I'—IM
1 Console Root MName |

&) IP Security Monitor &, 1P security Monitor

Figure 5-65 Microsoft Management Console window, after adding IP Security Monitor snap-in

10.Expand the console tree to IP Security Monitor — workstation — Main Mode and click

Security Associations.
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The security associations for main mode displays on the details pane as shown in
Figure 5-66. These are the IPSec values negotiated when the VPN connection was
established at IKE Phase 1 (for example, the authentication method, the hash, and
encryption algorithms that are providing key protection).

‘["% Console1 - [Consale RootUP Security Monitor\PC1\Main Mode\Security Assoclations] = =
By Sle Achon  Vew Favgrites Window  Help == x|
= BmE BE @

(5] Conscle Root [de Prasr Authenticalion Encryplion | Integrity | Diffie-Hsllr
= & '%5'3“"‘*\' Morsor £ 10,114 10,8511 Preshared Key  20CS SHAL Meckum (2]
= [ FCl
= (2 Main Mode
2 Gereric Fiters
2 spedfic Fiters
3 I¥E Policies
(S Security Assecatons
= [E2] GQuick Made
21 Gereric Fiters
21 speific Fiters
'_I Megaliaton Palices
o] Securily Assecabions
,‘_g, [ Seounity Pobdes on Locsl Compute

Figure 5-66 Security Associations for IKE Phase 1 (main mode)

11.In the navigation pane of the Console window, expand IP Security Monitor —
workstation — Quick Mode and click Security Associations.

The security associations for quick mode display on the details pane as shown in
Figure 5-67. These are the IPSec values negotiated at IKE Phase 2 (for example, the
mechanism that is providing data protection).

Note: L2TP uses UDP port 1701. Seeing this port displayed in the security
associations for quick mode confirms that all the traffic across the L2TP tunnel is
protected by IPSec.

% Console - [Console Root\UP Security Monitor\PC1\0uick Mode\Security Associations] =Jolgd
K He Ackn Wew Favoriies Window Heb 3 =1 %
== BE nE @

=] Canscle oot [ Source address Destination Address Protoced | Seurce Port | DestinationPort | Megotisti

- B, '%5'3’-‘"'-'-' Morsior £ 10114 10.55.1.1 [ 171 1701 L2Te Opl
= FCl
= [E2 Main Made

J. 5 Gerweric Filters
3 spedfic Fiters
] IVE Policies
2] Security Assooations
—- 1] Quisck Made
J_ -_I Gereric Fltere
| [ specilic Filters
] _| Megaliaton Palices
] _4 Security Assedations

M !, [P Security Polides on Local Compute

Figure 5-67 Security Associations for IKE Phase 2 (quick mode)

Network Connections interface
Another mechanism to verify the VPN connection is described in the following steps:

1. On the Microsoft Windows XP task bar, click Start - Programs — Accessories —>
Communications — Network Connections.
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2. On the right pane, right-click RCHAS55 (the VPN connection created for this scenario)
and click Status on the context menu (Figure 5-68).

@_: Metwork Connections

Fil= Edit View Favortes Tools Advanced  Heln
DISCDnnECt -
Status

Tvpe Status
Set as Default Connection

Create Coy
sl LAM or High-Speed Inker...  Disabled

g@Change Windows Firewall Jloc  Create Shorteut L&M or High-Speed Inter...  Connected
sekkings Delete

& Disconnect this — WirthL  pename
conneckion

mfjrename this connection 1B Properties Wirtual Private Metwork Disconnected

) View status of this rchasss wirtual Private Metwork Connected
conneckion

"2JDelete this connection

Change settings of this
conneckion

Vl( | 111

Figure 5-68 Network Connections window

3. The Connection Status window (Figure 5-69) displays, showing statistics about the

connection.
rchashh Status E]@
General | Details
Connection
Status: Connected
Duration: 00: 3256
Activity
Sent - . L‘ Received
L
Butes: 12188 1.032
Compression: (114 0%
Errars: 1] I}
[ Properties |[ Disconnect I
Cloze

Figure 5-69 Connection Status window - General tab

4. Click the Details tab.

The Details tab (Figure 5-70 on page 125) information shows what kind of IPSec protocol
is used to protect the data traffic. In this case, the data is protected by the Encapsulated
Security Payload (ESP) protocol, which also encrypts the encryption key length, thus
providing additional security. The DES encryption algorithm with a key length of 56 bits is
used to encrypt the data traffic.
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rchas55 Status

General Dietails

Property Walue

‘wAN Miniport [L2TP)
WP

Server type PPP
Transports TCPAP
Authentication MD5 CHAP
IPSEC Encryption IPSec, ESP 3DES
Compression [mone]
FPPPF multilink framing o
Server [P address 192.168.100.55
Client P address 192.168.100.200

Cloze

Figure 5-70 Connection Status window - Details tab

5. Click Close to close the Connection Status window.

5.4.2 Verifying connectivity on the i5/0S system

To verify the VPN connection on the i5/0S system, use the iSeries Navigator.

Verifying IPSec attributes
To verify the IPSec attributes of your VPN connection:

1. From the Navigation pane of the iSeries Navigator, expand My Connections —

servername — Network — IP Policies — Virtual Private Networking — Secure
Connections.
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2. Click All Connections.

The list of current connections will be displayed on the right pane as shown in Figure 5-71.
The characters after the name of each connection identify the initiator (“:L” meaning local,
“R” meaning remote). For example, the connection established in this scenario appears
as VPNCO01:R4. The R means that the connection has been established from a remote
system (the Windows XP workstation). The number after the R (4 in this example)
represents a number for the connection and changes each time a connection is

established. A restart of the VPN server resets the numbering.

) iSeries Navigator

File Edit View Help

M=%

Environment: My Connections

| Rehasss: Al Connections

+ % Basic Operations || |_Name | Status Description
+1- €8 work Management |5 quenouEmM Lt Idie
+ ﬁ Configuration and Service = QUENDIIBM2:L 1 Idle
=L Network _ = QUPNDLBM1:L2 Idle
* % e/ Cnnﬁguratnlj | | % VPNUDPencap:L 1 On-Demand VPN connection with UC
+ Remote Access Services £ VPNCO LR Enabled
+ ﬁ Servers
= [[{ 1P Policies
+-gi Packet Rules
- IE Virtual Private Metworking
+- [ 1P Security Polices
- Secure Connections
+ aﬁ By Group N Y |
Ha Quality of Service hatll K3 Ea

Figure 5-71 Virtual Private Networking - All Connections

3. On the right pane (Figure 5-72), right-click VPNCO01:R4 and click Properties to display the

IPSec/IKE attributes of your VPN connection.

() iSeries Navigator

File Edit View Help

| Enwvironment: My Connections

|Rcha555: 4

+ %i Basic Operations
+ EB Work Management
+ % Configuration and Service
MNetwork
+-- L# TCPJIP Configuration
+ 5{; Remote Access Services
+ ﬁ Servers
=[] 1P Policies
+-gf Packet Rules
- m Virtual Private Networking
+-[{8) 1P Security Polides
g} Secure Connections
g All Connections
+ aﬁ By Group
oG Quality of Service

b

MName

= Qupno1
= qupnod

= Qupno1

Stop

Security Associations

Group Properties

Properties

=/2/ed

Description

mand VPN connection with LT
Enabled

2
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4. The IKE attributes of your VPN connection display (Figure 5-73).

(Z)VPNC01:R4 Properties - Rchas55

Aftribute

IE Palicy

Key Authentication Method
key Hash Algarithm

Key Encryption Algarithm

key Diffie-Hellman Group
Local Key Server

Remaote Key Server

Local Key Server IP Address
Remaote Key Server IP Address
Maximum Data Key Lifetime
Current Data key Lifetime
Remaining Data Key Lifetime
Filter Local Address

Filter Remote Address

Filter Lacal Port

Filter Remote Port

Filter Protacal

Maximum Connection Lifetime

Respanding Palicy
Preshared key
SHA

3DES-CBC

Group 2

10.85.11

10.1.1.4

10.85.11

10.1.1.4

1 hours

17 minutes

43 minutes
10.85.11

10.1.1.0: 255 2552550
1701

1701

UDP

Mever expires

Walue |
Status Enabled
Diescription
Cumulative Security Associations 1
Active Security Associations 1
Failed Security Associations 1]

[ |

o |

Cancel ‘

Help ‘7|

Figure 5-73 VPN Properties - Current attributes of the VPN/IPSec connection

5. Click OK to close the Connection Properties window.

6. From the Navigation pane of the iSeries Navigator, expand My Connections —
servername — Network — TCP/IP Configuration — IPv4.

7. Click Interfaces.

The list of TCP/IP interfaces defined in your system displays on the right pane as shown in

Figure 5-74.

() iSeries Navigator

l=Joed

(File Edit view Help
| Environment: My Connections | Rchas5s: Interfaces
= ﬁ My Connections |#| | IP Address | SubnetM... | Line Mame | Status | Interface... | Assoc]
+ | Rehasos " 9.592.90 255255... ETHLINE Active Broadcas... Maone
= | Rehasss _ 0111 255.255.. ETHUNI  Active Broadcss... MNone
= % Bﬁas'io':'eram”s 10,5511 255.255... ETHLINI  Active Broadcas... Monme
* ::mrﬁ Ma”;'gemezts ) *F127.0.0.1 255.0.0.0 Loopback  Active Mon-broa... Mone
-
> g s EHn SRS SR i 192.168... 255.255... ETHLINE  Active Broadeas... None
) :ﬁt 192.168... 255.255.... ETHLINEZ2 Inactve Broadcas... MNone
- :@' TCP/IP Configuration
- T PPy 192,168, 255.255... L2114C4.. Active Monbroa... 192.1
.l_. Routes |
i=y Connections el ( )
Figure 5-74 TCP/IP Configuration - Interfaces
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8. On the right pane (Figure 5-75), right-click 10.55.1.1 (the public IP address of your i5/0S
gateway system) and click Active Packet Rules to display the IP packet filtering attributes
of your VPN connection.

() iSeries Navigator g@

File Edit View Help
Enwvironment: My Connections | Rchass5: Interfaces
- i Rchas55 | | IP Address | Subnet M... | Line Mame | Status | Interface... | Ass0d)
+ k5 Basic Operations ~— |’ 9.5.92.90 255.255.... ETHLINE Active Broadcas... Mone
+-Eg Work Management 10111 255.255.. ETHUNL  Active Broadcas... Mone
x % Configuration and Service = |i0,55.1.1 955,255, ETHLIND T Active Broadcas...  None
T %t‘ig:kﬂp Confi . P 127.0.0.1 Active Mon-broa... Mone
- onfiguration
= P4 g T 192.15... Stop Active Broadcas...  Mone
4 :'ﬁ: 192.16... Inactive Broadcas... Mone
FF Interfaces =t N
T Routes 192, 16... Active Mon-broa... 192.1f
=y Connections A
. TE PvE Line Statistics
Lines Artive Packet Rules
+- 1, Remote Access Services Associated Routes
+ @ Servers -
+-[[¥] IP Policies [ Proper ¥

Figure 5-75 TCP/IP Configuration - Interfaces

9. The Active Packet Rules window (Figure 5-76) displays, showing the IP packet filtering
rules applied on the interface used by your VPN connection. Both inbound and outbound
packet rules are listed.

@ ETHLIN1 Active Packet Rules - Rchas55
Filters |
Inbound: el
Action | Snurce| Cestination | Source F... | Destination Pu:urt| Frotocol | Qrigin |Jc Properties ‘
Permit = - * K * Manual
Ceny  * N * * * Auta.. M

| | I

Cuthound:

Action | Source | Destinat... | Source... | Destinatio... | Frat... | Connection M Properies ‘

IPSec 10111 Mask{19. * * * YPMNLUIDPencar ~ i o

IPSec 105511 10114 1701 1701 UDP  YPNCOD1.R4 SIS S S TEEEne ‘

IFSec 108511 Mask{10. 1701 1701 UJDFP  WPMCOT:LO fr

IPSec 10.1.11 Mask {19, * - - VF'NUDF'encaF;‘ j
Cancel |

Figure 5-76 Active Packet Rules
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10.From the list in the Outbound section (Figure 5-77), select the VPNCO01:R4 entry (the
entry associated to your remote VPN connection) and click Security Associations.

=
@ ETHLIN1 Active Packet Rules - Rchas55
Fiters |
Inbound: =1
Action | Snurcel Destination | Source P... | Destination F'DI‘T| Frotocol | Qrigin |JE Properies ‘
Permit * * * * * Manual O
Deny ¥ - - - - Auto... O
< | []
Outhound:
il | Source | Destinat... | Saurce... | Destinatio.. | Prot... | Connection Mame Properties ‘
¢ 10111 Mask{19.. * * * YPNUDFencapiLl =) 7 e :
¢ 108511 10114 1701 1701 UDP  VPNCO1:R4 | BecuriAssaciafions |
c 105511 Mask{10.. 1701 1701 UDP  WPNCO1:LO T
c 101141 Mask{19.. * * * YWRMUDPencap L0 ;‘ ﬂ
Cancel

Figure 5-77 Active Packet Rules

11.The Filter Security Associations window (Figure 5-78) displays. You can see that a single
VPN connection between two systems uses an inbound and an outbound security
association (SA). The security parameter index (SPI) in conjunction with the IP address is
used in IPsec-protected IP packets to find the corresponding SA on the VPN connection
endpoint.

You can also notice that both SAs (inbound and outbound) are using the Encapsulation
Security Payload (ESP) protocol to protect the traffic across the VPN connection.

(Z) Filter Security Associations - Rchas55 E
Connection name | Destination IP ... | Security Param... | Compre... | Direction | Protocol |

CVPMCOTR4 10114 2828524212 a Quthound  Encapsulation Security Payload  + |
WPRCO1:R4 108511 4013770128 1] Inbound Encapsulation Security Payload

-
1] b

Properties | Close

Figure 5-78 Filter Security Associations
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12.Select the Outbound entry and click Properties to see additional IPSec details
(Figure 5-79).

~

(Z) Filter Security Associations - Rchas55
Connection name | Destination IP ... | Security Param... | Compre... | Direction | Protocol |

CVPNCOTR4 10114 29285243212 a Quthound  Encapsulation Security Payload = |
WPRCO1:R4 108511 4013770128 1] Inbound Encapsulation Security Payload

-
| »

Froperies | Claze |

Figure 5-79 Filter Security Associations

13.The additional IPSec attributes of your VPN connection display similar to those in
Figure 5-80.

P
] Security Associations Properties - Rchas55 E
Attribute Value |
zeneral; =
Connection name: YREMCOT R4
Destination IP address: 10.1.1.4
Security parameter index: 2928524212
Direction: Outbaund
IP=sec protocol: Encapsulation Security Payload
Cannection made: Transport
Local connection role: Host
Anti-replay check: o]y]
Total current bytes processed: 15820 -
Soft expiration tbyte count: 217500
Hard expiration byte count: 250000

Byte expiration status:

Authentication and compression:

EESF algorithm: 30ES

ESP key length: 24

EESF authentication algorithim: 1

ESPF authentication key length: 16

ESP RCA rounds: a

AH algarithm: 1] ﬂ

Close

Figure 5-80 Security Association Properties

14.Click Close to return to the Filter Security Associations window.

15.0n the Filter Security Associations window, click Close to return to the Active Packet
Rules window.

16.0n the Active Packet Rules window, click Cancel to return to the iSeries Navigator.
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Verifying L2TP attributes

To verify the L2TP attributes of the connection:

1.

servername — Network — Remote Access Services.

From the Navigation pane of the iSeries Navigator, expand My Connections —

2. Click Receiver Connection Profiles to see the list of L2TP profiles in your system
(Figure 5-81). Your L2TP profile has a status of Active Connections.

) iSeries Navigator

M=%

File Edit View Help

| Environment: My Connections

| Rchas55: Receiver Connection Profiles

+ % Basic Operations
+ @ Work Management

+ ﬁ Configuration and Service
= Network
+ % TCP/IP Configuration
Remote Access Services
%7 Originator Connection Profiles
+ ﬁ Receiver Connection Profiles!
Modems
+ ﬁ Servers
+- [ 1P Policies .
< | 1l [

[*

b

Profile

) @Grnup Access ...
N L 2tpins01

Protocol Status

PRP

. (<] I

Active connections.

Connection type

LZTP {virtual line) - t

Figure 5-81 Receiver Connection Profiles - Status of L2TP profiles

3. On the right pane (Figure 5-82), right-click L2tplns01 and click Connections to display
information about the connections using this L2TP profile.

(&) iSeries Navigator

BE X

File Edit view Help

| Enwvironment: My Connections

| Rchas55: Receiver Connection Profiles

+ %‘j Basic Operations
+-Ef Work Management
+ % Configuration and Service
- Metwork L
+ % TCP/IP Configuration
Remote Access Services

&7 Originator Connection Profiles

+- B Receiver Connection Profiles

+ Servers
+- [/ 1P Policies

< (£

™

1 @Group Access ..,

[

Profile Protocol Status

Connection type

A=Hus connections.

LZTP (virtual line) - 1

Stop

Connections

< | 1) Properties

>

Figure 5-82 Displaying information about L2TP connections
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4. The L2TP Connections window displays (Figure 5-83) showing details of your L2TP
connection, such as the status and the IP addresses for both sides of the L2TP tunnel.

L2TPLNSO1 Connections - Rchas55
Conn... | Primary Status Secondary Status | Local [P Remote IF Line
1."NCP  Active Cperational. 15216810055  152.168.100.200
1.7LCP  Active L2114C4E03

2."NCP  Ended -inform. ..
2."LCP  Ended -inform...  Link teminated

ek b

< I | (]

Refresh
QK | Cancel | Help

Figure 5-83 L2TP Connections - Details

5. Click OK to close the L2TP Connections window and return to the iSeries Navigator.

5.5 Tips and techniques

You can use most of the tools and functions described in 5.4, “Verifying the implementation”
on page 118 for VPN troubleshooting.

If you experience problems when implementing or using your VPN connections, see
Troubleshooting VPN in the V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/topic/rzaja/rzajatroubleshootvpn.htm
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Password elimination using
Windows 2003 KDC

Single Sign-on (SSO) represents different things and in different implementations. In this
book, we use the term in the perspective of password elimination. In a network of multiple
systems, or servers, each has its own way of authentication that involves a password. This
existence of ‘multiple passwords for ‘the same user or server” causes headaches for both
users and network and security administrators and great security hazards.

By “password elimination SSO - SSO realized through password elimination”, we suggest a
scenario where this problem is fixed by eliminating multiple passwords for a single user or
server. We use the Network Authentication Services (NAS) and the Enterprise Identity
Mapping (EIM) to realize this concept. This chapter starts with a brief explanation of a
password elimination SSO implementation.

You can also find a practical basic scenario updated for V5R4 on how to implement the SSO
on iSeries Access (5250 telnet and its related host servers) and on iSeries NetServer™.

Finally, we cover how to back up your EIM domain to ensure high availability of your SSO
solution.

For explanations related to the Kerberos and EIM, see Windows-based Single Sign-on and
the EIM Framework on the IBM eserver iSeries Server, SG24-6975.
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6.1 What is SSO?
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In a typical environment today, most employees have multiple user profiles and passwords to
remember. Each time they access a system, they must supply their ID and password to
access the resources on that system. Single sign-on (SSO) allows a computer user to sign on
when at the start of the day with no prompting for additional sign-on requests or challenges
for additional passwords for the rest of the day. We have not reached that perfect status: not
all applications support this solution. However, we are close to making the implementation of
SSO worthwhile. 6.6, “Single sign-on tips” on page 234 provides a list of i5/0S applications
that are SSO-enabled.

Starting with OS/400 V5R2, several services were enabled to function in a SSO environment.
iSeries Access and NetServer, for example, are enabled for SSO. However, that
implementation was weak because those services utilize SSO if the Microsoft Windows user
ID matches the i5/0S user profile name and the passwords between the systems match.

This SSO is different from the older concept of SSO. It is not a password cache or a user and
password synchronization. Here, the same user can run on his workstation on any number of
applications already enabled for SSO that can access without being prompted for a user ID or
password - even if his user ID in those applications is entirely different from his Windows user
ID. One of the unique characteristics for this i5/0S SSO solution is that you can eliminate the
password (for example, by setting it to “NONE). This provides the greatest value and
potentially a less risky security exposure.

In this type of SSO, both the client and server make use of a network-authentication authority
to control access to network resources. i5/0S service takes advantage of the Network
Authentication Services (NAS). All the applications can use the Enterprise Identity Mapping
(EIM) to find the corresponding user ID starting from the Windows one.

Another characteristic of this password elimination SSO is that you do not have to switch
everyone over simultaneously. You combine with other SSO solutions for other systems or
applications.

Password elimination SSO solution does not rely on user ID and password synchronization or
caching. EIM works if a person has a different user ID on every system or application
accessed that is enabled for SSO. The EIM architecture allows you to define relationships
between individuals and entities in the enterprise. It is an enabling technology infrastructure
and not a solution by itself. Put simply, EIM is a look-up table where each user’s various
identities in user registries (different platforms and applications) are mapped to a single
identifier. EIM-enabled applications can use this table to associate the identity certified by
Kerberos with the identity in its own user registry and allow the user to proceed without further
challenges.

The reasons to implement password elimination are to reduce the number of calls to the Help
Desk about password management and the potential cost to manage it over time. However,
implementing password elimination SSO solution enforces security letting you manage
stronger passwords because users only have to create and remember one, making them less
likely to write the passwords down. The downside is that if users do not lock their workstations
when they walk away, anyone can use and access the workstation enabled for SSO. If you are
concerned about this, consider that it is also an issue in the absence of SSO. If a user walks
away from a workstation after signing into three systems, you still have risks.
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6.2 Scenario description

Figure 6-1 shows a customer network schema.

@

| Central System: RchasOg.itso.com

+- (8 Management Central (Rchas08.itso.com)
- My Connections
=B Rchas0B.itso.com
+-H5 Basic Operations
+ B Work Management
+ B Configuration and Service
=L Metwork
+ TF TCP/IP Configuration
+- %3 Remote Access Services
+- [ Servers
+-{[ IP Policies
+- & Enterprise Identity Mapping
g Internet
+- )7 Integrated Server Administration
38 Security
+if® Users and GroLps
+ iy Databases
+-o3 File Systems
+ (& Backup
+-@& Applcation Development
=58 AFP Manager

Add a connection

Host Domain Infarmatian | Quality of Senice | Port Restictions | Servers to Start| S0CKS |

Host name: | rchas0s
Domain name: im0, COM
TCR/F status: Started

Up to three domain name servers:
10,111 add
10,1.1.221 J— Q

e

Search order:
(" Search host table first
(® Search name server first

Domain suffix search order:

Add J

Adwvanced

Figure 6-1 SSO scenario

In this scenario, we implement a password elimination Single Sign-on solution to let users

authenticate themselves only at the Windows domain and to use iSeries applications without
other challenges.

We take advantage of the Windows Active Directory® users domain authentication that is
already set up and working in the customer network on the user's Windows 2003 servers. We
enroll two i5/0S systems (one used for production and the other one for testing) in the Active
Directory to participate in the Kerberos authentication. Microsoft Active Directory is the most
common component that provides Kerberos support so we will use it in our scenatrio.

Unknown to many users and administrators, Kerberos is implemented in Microsoft Windows
2000 and 2003 Servers and Windows 2000 and XP clients. When you install and set up the
Active Directory server on your Microsoft Windows 2000 or 2003 server, you are also
configuring the Kerberos server. Kerberos on a Windows server platform uses the Active
Directory and the Microsoft implementation of the Lightweight Directory Access Protocol
(LDAP) to store all information about principals on the Kerberos realm. You must enroll the
Active Directory in the Windows client workstation to be part of the Windows domain.
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Password elimination single sign-on solution is not an “all or none” solution. One of its
strengths is the granularity of its implementation. We suggest to set up and test it with a few
client workstations and then spread the solution for those users and applications where it can
make a difference. In our scenario, we test the password elimination SSO implementation
with one user and for the iSeries Access (both telnet 5250 and iSeries Access) and NetServer
applications.

6.3 Planning for implementation

Before starting the configuration, there are considerations and checks to do. This scenario
assumes that:

» There is a Windows domain already configured and that each user has his own user ID
enrolled in the Active Directory server.

» There is a DNS server correctly populated with all hosts on the customer network and that
all the hosts refer to it.

These are the most common implementations that you can find in the real world.

We configure only one i5/0OS and one user to show the configuration steps required and to
test the Kerberos implementation. For your network, configure the Kerberos only for a few
client workstations at the beginning to test it and propagate the configuration later on the
other ones because the password elimination SSO solution is not an “all or none”
implementation.

6.3.1 Products prerequisites

This section discusses the requirements.

i5/0S prerequisites
This scenario is based on the V5R4 i5/0S level and the following are the licensed program
options you must install:

5722-SS1 Option 12 - Host Servers

5722-SS1 Option 30 - QShell Interpreter
5722-XE1 iSeries Access for Windows

5722-TC1 TCP/IP Connectivity Utilities for iSeries

v

vvyy

In V5R4, license program products 5722-ACS3, Cryptographic Access Provider and
5722-CE3, and SSL Client Encryption at 128-bit are no longer required. The function of the
first one is now integrated into the operating system, while the function of the second one is
integrated into 5722-XE1, iSeries Access for Windows.

Note: In this scenario, we use a Windows 2003 Server as a Kerberos key distribution
center (KDC) server. Starting with V5R3, you can use i5/0S as a Kerberos server, which
means 5722-SS1 Option 33 i5/0S - PASE is required.

In V5R4, the Kerberos network authentication server is shipped as a separate product,
5722-NAE Network Authetication Enablement.

For more information, see Setting up a Kerberos server in i5/0S PASE in the V5R4
Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzakh/rzakh
scenpase.htm
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To verify that the required products are installed on i5/0S, from an iSeries Navigator session,
expand your system connection — Configuration and Service — Software — Installed
products.

Windows server prerequisites

In this scenario, we use a Windows 2003 server, but even with the Windows 2000 server,
these considerations are valid. We assume that on those servers, the Active Directory has
already been installed and configured with a Windows domain.

In addition, the Windows Kerberos support tools need to be explicitly installed.

Follow these steps to install the necessary Windows 2003 Server Kerberos support tools. The
steps for installing these Kerberos support tools on other Windows operating systems are
similar. Place the Windows 2003 Server CD into the CD-ROM drive on the server. Navigate to
the CDROM\Support\Tools directory. The window you see looks similar to Figure 6-2.

& E:\ENGLISH',WINZ003_R2\32BIT}STANDARD', DISC1%SUPPORT, TODLS

File Edit ‘ew Favorites Tools  Help [
QBack » 3 - (¥ | ) Search Folders | & X ) | =

Address |.,j EAENGLISHIWINZO03_R2\32BIT|STANDARDADISC 1Y SUPPORTATOOLS j ﬂ Go
MName = | Size | Type | Date Modified | Attributes |

UDEPLOY.CF\B 1,806 KB  Cabinet File 3f22{2006 7:00 AM R

G%GBUNICNV.EXE 26 KB Annliratinn Atz 2006 7100 am R

gMSRDPCLI.EXE 3,584 KB i"; Windows Supporkt Tools Setup Wizard
EineTseTurR EXE 324 KB

sue_pro.cas T79KB Welcome to the Windows

Bstp_sry.cas 933 KB Support Tools Setup Wizard
USUPPORT.CAB 3,513 KB

ﬁlSUPTOOLS.MSI 220 KB This wizard helps you ta reinstall or remove the Windows

Support Tools.

“waming: This setup cannot reinstall shared files if they are in
uze. Before proceeding. we recomnmend that wou cloze any
programs you may be running.

Click Cancel to quit this zetup wizard and then cloge any
programs you have nning. Click Mext to continue with this
reinstallation.

LCancel

#'5tart| [ & J & MetMeeting - 1 Connection | () EX\ENGLISHUWINZOO3_R.. ”j@ ¥indows Support Too...

Figure 6-2 Windows 2003 Server support tools directory

Double-click the setup.exe file. In this scenario, the file is netsetup.exe. Follow the default
installation instructions until the support tools are installed.

We recommend that you verify that the specific support tools have been installed. There are
several useful commands to debug Kerberos problems, but the most important one is ktpass,
which is a prerequisite requirement to modify the Active Directory account that creates an
associated Kerberos principal. To verify that the kipass command has been installed, follow
these steps:

1. Click Start in the lower-left corner of the window.
2. Select Search and then Files and Folders.
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3. In the Search for files or folders named field, enter ktpass.

4. Make sure that the Look in field holds the value of the drive where the operating system is
is installed.

5. Click Search Now.

The search results returns a reference to the ktpass command stored in
C\ProgramFlles\Support Tools, as shown in Figure 6-3.

File Edit ‘Yew Favorites Tools Help | #'
o Back = £F - T | 2 Search | Folders | 2 [ X E) | -
Address | ] Search Results L' I:"l oo

Search Companion X || Mame ] In Folder ]
Ektpass.exe Ci\Program Files|Support Tools
Ektpass.exe Cih\Drivers!Support CABVIUPPO.. .

Search by any or all of «
the criteria below. —

all or part of the File
name:

I ktpass

& word or phrase in the
file:

Look in:
I-inﬂ al Hard Drives {C:]l:]

-
Whan miae ik [ %

Figure 6-3 Search result for the ktpass command

Verify that the support tools directory is in the Windows operating system’s path environment
variable. Follow these steps:

1. Right-click My Computer and click Properties.

2. Click the Advanced tab at the top of the window.

3. Click Environmental Variables.

4. In the System Variables, scroll to the Path variable and click Edit.
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The value is C:\Program Files\Support Tools\ as shown in Figure 6-4.

General | Computer Manme I Hardware I
] ]

Advanced 2 =—so o =
I Environment ¥ariables

'ou must be logged or

—ser variables for Administratar

— Performance
izual effects, proces Wariable | Walue I
TEMP Yol USERPROFILE % Local Settings Temp
TMP % USERPROFILE % Local Settings) Temp
— Usger Profiles
Dezktop zettings relat l
=] J Edit _I Delete |
[ Swstem variables —
— Startup and R ecoven, YWariable | Walue | il
System startup, spster MUMBER_OF_P... 1
03 '-.-'-.-'in-:lu:uws T
CHiPragran Files! Suppork Tools!:C
FATHE=T COM ExE;.BAT; . CMD; WES; WEE; JS
o PROCESSOR_A... w86 ;|
[ AT Edit Delete |
(a]'4 Cancel

Figure 6-4 Path environment variable showing Support Tools

Windows clients prerequisites

The Windows clients must authenticate to a Windows domain, such as Windows XP
Professional or Windows 2000.

Windows 98 clients cannot do true SSO. However, you can load the Massachusetts Institute
of Technology (MIT) Kerberos for Windows code to implement ticket caching and handle
authenticating to Kerberos. It requires two sign-ons. All the applications that you have decided
to use with the Kerberos authentication will open the connection without having to sign-on
again.

Note: Windows 95 does not support Kerberos.
6.3.2 Before starting

Before starting with the configuration of SSO on iSeries, verify the host name resolution and
synchronize the system’s time in the network.

Chapter 6. Password elimination using Windows 2003 KDC 139



140

Host name resolution
For Kerberos (and EIM) to properly work on your network, you must have a reliable IP
address/host name resolution process.

Note that:

» You must have DNS names in lowercase and the real name (Windows domain) in
uppercase. This is important because the Kerberos is case-sensitive and the DNS
process is not.

» The reserve name resolution is required. The host name is solved with the IP address and
vice-versa.

Using DNS gives you a single point to manage your name resolution, rather than having to
make host entries in the host file on each of the workstations or systems in your network.
Either verification technique works, but the DNS server method provides a more reliable,
easier to manage solution for your name resolution. You can implement a DNS server on a
variety of platforms, including i5/0OS. For more information, see i5/0S IP Networks: Dynamic,
SG24-6718.

1. To determine how your iSeries host name resolves, check your iSeries system’s host
domain properties as shown in Figure 6-5.

2. From the iSeries Navigator, expand your system connection — Network — TCP/IP
Configuration and click to select Properties.

@

| Central System: Rchas0g.itso.com
+-(l; Management Central (Rchas08.itso.com)

Host Domain Infarmation OualityofService|PonRestridions Servers to Start | SOCKS

: rchascs
=0 My Connections Host name: |
=l Rchasog.itso.com :
i : it50.COM
+ %5 Basic Operations Domain name: |
+-E§ Work Management
TCRIF status: Started

+ B2 Configuration and Service

-1 Metwork )
+ T TCPAP Corfiguration Up to three domain name servers:
+ =3, Remote Access Services Fl- il 1L Add
+ [ Servers 10,1.1.221
i) IP Policies
=@ Enterprise Identity Mapping
8@ Internet Search order:
+ Integrated Server Administration ¢ Search host table first
i St (® Search name server first
| + @ |sers and Grolps
| + iy Databases Domain suffix search order:
| +-a3 File Systems
+-[&] Backup Add

+-@ Application Development
I +- 8, AFP Manager

|

< >
fe—————————————————————————

Figure 6-5 Host Domain Information window

Note that if you want modify the host and domain name shown, put the new value between
single quotes (‘) so that i5/0S keeps the lowercase characters specified. Also notice that
there is an ordered list of IP addresses for DNS servers. Having more than one DNS
server in the network is useful for a better and reliable environment.
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Now verify how this system’s i5/0S name is being resolved in the network so that
Kerberos-based transmissions are successful.

. To determine how the DNS server is resolving the host name, run a Name Server Lookup
(nslookup) command. Open a command prompt on the your PC, click Start — Run, and
then type cmd when prompted. This opens the command window. T

. Type nslookup, and press the Enter key. Type the fully qualified domain name of the
iSeries that is used as the EIM domain controller and press the Enter key. This returns the
TCP/IP address that the DNS is using for the iSeries, including the case of each of the
characters (uppercase or lowercase). If the host name that has been used is an exact
match with what you saw in Figure 6-5 on page 140, your resolution satisfies the Network
Authentication Service and Kerberos requirements. If not, you can change either your
iSeries host name and domain name to the value returned by the nslookup function, or
change your DNS server to resolve to the name listed in the Host Domain Information
window.

. To verify that the DNS record is complete, from the same nslookup prompt that you used,
type the command set type=ptr and press the Enter key.

. Type the TCP/IP address that was returned from the iSeries fully qualified domain name. If
the IP address returned is different than the one you used in the first nslookup, or there is

not a resolution, contact the administrator of the DNS to correct the record.
See Figure 6-6 for an example of the nslookup verification.

= =R

Microsoft Windows XP [Uersion 5.1.2600] -
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator>nslookup
Default Server: ibm-8obcuxrz8lw.itso.com
Address: 10.1.1.1

> rchas08.1itso.com
Server: ibm-8obcuxrz8lu.itso.com
Inddress: 19.1.1.1

Name : rchasfg.itso.com
Address: 10.1.1.11

> set type=ptr

>10e.1.1.11

Server: ibm-8obcuxrz8iw.itso.com
Address: 108.1.1.1

11.1.1.10.in-addr.arpa name = rchas@8.itso.com
>

Figure 6-6 nslookup command output

Note: Not all DNS servers have the pointer (PTR) record for the reverse resolution. Single
sign-on requires both A and PTR records in DNS before it works. If either is missing,
contact the DNS server administrator and correct the issue.
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Synchronizing system times

When using Kerberos for network authentication in your network, setting the time and time
zone values on all your servers is an absolute requirement. Kerberos protocol uses time
stamps and time skew values (difference in time values) as part of its security
implementation. The maximum time skew allowed by default in Kerberos is 300 seconds (five
minutes). If your server is outside this maximum skew, then Kerberos authentication fails.

On all servers, the time value, time zone, and time skew values are configurable. You can
raise the time skew to a maximum of 900 seconds in the iSeries Network Authentication
Service configuration, which we describe in 6.4.1, “Configuring NAS” on page 145.

On i5/08S, check and synchronize the following time and time zone system values with the
rest of your network:

» QDATETIME or QTIME
» QUTCOFFSET: The Coordinated Universal Time Offset from the Greenwich mean time

Before synchronizing service times in the network (corresponds to i5/0S QDATETIME or
QTIME system values), check that the i5/0S QUTCOFFSET system value is set according to
your time zone. This system values keeps track of how many hours you are away from
Greenwich mean time or, as it is officially called, Coordinated Universal Time Offset. This is
used by servers to change the time stamp to match your time. Prior to V5R3, the coordinated
universal time offset was controlled by the QUTCOFFSET system value. Now, this system
value is displayed only and you cannot change it. Instead of it, modify the QTIMZON system
value. This system value specifies the time zone information used to calculate local system
time. All current settings contain either the Standard Time or Daylight Saving Time values,
depending on whether or not Daylight Saving Time is in effect. In addition, starting in V5R3,
i5/0S automatically adjusts the QTIME on the Daylight Saving Time change.

You can synchronize the system times on servers within the Kerberos realm by changing the
KDC time using the Windows operating system date and time interface and the QTIME
system value to change the iSeries system time.

However, to keep system times in a network synchronized more easily, we recommend that
you set up a Simple Network Time Protocol (SNTP) server in your network. SNTP allows
multiple systems to base their time on a single time server.
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On a Windows system, you can use NET HELP TIME from a DOS command window to
access the SNTP setup:

1. To set up the iSeries to retrieve its time from an SNTP server, from an iSeries Navigator
session, expand your system connection — Network — Servers — TCP. All the TCP
servers are displayed in the right pane. Right-click the SNTP client server, select
Properties, and select the Client folder (Figure 6-7).

@

& 2B

20 minutes old

| Environment: My Connections

[Rchasos itso.com: TCRAP

-0 My Connections
=B RchasoB.itso.com
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Server Nar~

“TaBootP [
“TaBootP

Cheh e

il Add a connection
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+ BB work Management.
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=L Metwiork,
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=% Remote Access Services
=[50 Servers
T TCR/IP
B8 iseries Access
FDNs
A User-Defined
=-[[) IP Policies
=@ Enterprise Identity Mapping
g Internet
+ Integrated Server Administratio
=38 Security
+ @ Users and GroLps
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o3 Fle Systems
+- (&) Backup

@ Instal additional components
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“TaDDM
“TaDHCP
“TaRoLtel
TaRPC
TTFTP
TaNFS
“Taiseries I

General Client ] Server |

Time servers (Up o
3
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7—4|_Adu
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=]

Remove
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Minimurm adjustment {0 - 200000}: |20 milliseconds
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“TaMarage
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“Ta Triggere Mone
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f
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Figure 6-7 SNTP Properties window

2. Enter the fully qualified name of a SNTP server in your network in the Time servers field.
This might be an external SNTP server. There are many public time servers in the
Internet. You can search for them with a query, such as “NTP server”. Starting in V5R3,
i5/0S can be both an SNTP client and an SNTP server. The default Poll interval is 60
minutes, which is satisfactory for most implementations.

3. Select the General folder and select Client in the SNTP services to start when the TCP/IP
is started. Click OK to continue.

When you are changing the SNTP properties, we recommend that you stop (if active) and
start the iSeries SNTP server job:

1. From an iSeries Navigator session, expand your system connection — Network —
Servers — TCP. Right-click the SNTP client server, select Stop, and then Start.

2. Using our iSeries Navigator properties example, the iSeries SNTP client server now polls
the SNTP server every 60 minutes and adjusts its software and hardware clock.
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Gathering information

Collect the information shown in Table 6-1before starting the configuration of necessary
services to activate password elimination single sign-on solution on your iSeries.

Table 6-1 Information to collect before starting the configuration

Item Information to collect Example values

A What is the name of the Kerberos default realimto | ITSO.COM
which the iSeries will belong?

(The default is the domain name converted to
uppercase.)

B What is the KDC Kerberos for this default realm? Win2003Server1

C What is the KDC fully qualified host name? Win2003Server1.itso.com

D What is the port on which the KDC listens? 88 (default value)

E What is the password server for this KDC? Win2003Server1

F What is the port of your password server? 464 (default value)

G What is your iSeries host name? rchas08

H What is the iSeries fully qualified host name? rchas08.itso.com

| What services do you want to kerberized? » 5250 Telnet and iSeries
Navigator

» iSeries NetServer

We will use the values in the right column for our scenario.

Before users can input to EIM first, they must be identified. Users will have their user names
on many systems that need to be collected. EIM provides a matching of all the principal user
names in a master record. These user names are called associations and the master record
is called the EIM identifier. Depending on the different types of systems involved, there are
various ways of collecting lists of user IDs. This poses a problem for the systems
administrator.

Because SSO is a scalable solution, we suggest you start with a few users to test the
environment and spread the solution over the entries using the steps in the next section.

In this scenario, we want to test SSO with user May Smith.

6.4 Step-by-step setup guide
Enable the single sign-on on i5/0S on an application. Avoiding password authentication is the
target of this scenario. To reach this goal, you need to configure:

» iSeries Network Authentication Service (NAS) to set up an iSeries server to accept
Kerberos authenticated tickets.

» Enterprise Identity Mapping (EIM) that allows the same user to have different user IDs on
various servers in the network.

Both service configurations are done through an iSeries Navigator interface.
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6.4.1 Configuring NAS

This section provides information about how to configure NAS.

Setting up on i5/0S

To start the iSeries Navigator Network Authentication Service wizard on your client
workstation, you must have the iSeries Navigator Security component installed on the client
workstation. The iSeries Navigator Security component is not required on a workstation that
initiates an iSeries Navigator session using Kerberos authentication.

Note: On the iSeries Navigator session that you use to set up the Network Authetication
Service, ensure that the name of your system connection is your iSeries host’s fully
qualified name that is known and published by your DNS servers.

Perform the following steps:

1. In aniSeries Navigator session, expand your system connection — Security. Right-click
Network Authentication Service and select Configure.

If you see the Reconfigure option instead of Configure, it indicates that the Network
Authentication Service has already been configured. You can either reconfigure it (the
reconfiguration proceeds in a similar way to configuration), or you can right-click Network
Authentication Service and select Properties to verify that the current configuration is
appropriate for your network.

2. The Network Authentication Service configuration wizard welcome window opens. Read
the information and click Next.
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3. In the Specify Realm Information window, as shown in Figure 6-8, enter the name of the

realm that serves as your default Kerberos realm, parameter A. In this scenario, it is
ITSO.COM. Select Microsoft Active Directory is used for Kerberos authentication
because it reflects the implementation in this scenario. Click Next.

Note: The Windows 2000 KDC is case-sensitive and the name of the realm is always in
uppercase. Under standard conventions, the name of the realm is the domain name, which

is converted to uppercase.

‘?ﬂ Network Authentication Service Configuration - Specify Realm Inf... E@

Tousze Kerheros, a system must be configured to he part of at least one Kerheros realm. This
realm i known as the default realm for the systerm.

What is the default Kerberos realm for this system?
Default realm: [ITS0.COM

= Back | Mext = | CZancel

Figure 6-8 NAS wizard configuration - Specify realm information
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4. In the Specify KDC Information window, shown in Figure 6-9, enter the fully qualified host
and domain name of your Active Directory server that acts also as the Kerberos Key
Distribution Center (KDC), parameter C. Win2003Server1.itso.com is the domain name in
our scenario. Enter the port number, parameter D. The default port for Kerberos is 88.
Unless your KDC has been configured to listen on a port other than the default, you do not
need to change this parameter. Click Next.

Akerberas Key Distribution Center (KDC) has twa functions. It suthenticates principals inthe
realtn and provides service tickets which clients use to authenticate to Kerberos enabled
SENICES.

Whatis the name ofyour KDC for the default realm?
KDC: |winz003Server itso.cam

Fart: a8

= Back | Mext = | Cancel

Figure 6-9 NAS configuration wizard - Specify KDC information
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5. The next window, shown as Figure 6-10, gives you the option to allow principals to change
the Kerberos passwords remotely. If you want to allow clients to change passwords, select
Yes in the Specify Password Server Information window.

The window fields appear already filled in with the default values and with Yes already
selected. The configuration wizard also keeps valid the KDC server name for the
password server and leaves 464 as the default port.

Check the information collected in the table“Gathering information” on page 144,
parameters E and F, if password server name or port is different than the ones proposed.
Modify the necessary fields. Click Next.

@

Akerberas password server allows clients to chanage their passwaord on the KDC rermotely.
The passwiord server typically runs on the same machine as the KDC.

Do youwsant to canfigure this system to use a passward server for the default realm™?

+ Yes
Password server: Win20035erer! itso.com
Part: | T

" Mo

= Back | Mext = | Cancel

Figure 6-10 NAS configuration wizard - Specify password server information

6. The Select Keytab Entry window lets you select which services on your i5/0S the wizard
enables for Kerberos authentication, parameter F. A keytab file is populated with the name
of the principals selected and their passwords are required in the next window. Read this
wizard window text for the keytab file definition.
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In our scenario, we only enable the iSeries Kerberos Authentication and the iSeries
NetServer as shown in Figure 6-11.

Also, LDAP and HTTP servers that are powered by Apache can use Kerberos tickets to
authenticate. If your current plans are to enable those services for Kerberos
authentication, it might save you time to check the boxes in this step.

We do not follow that path for these two “additional services” in this chapter. However, if
you checked LDAP and HTTP server powered by Apache, you see two additional windows
that prompt you for the passwords for those two principals.

For the principals that you want to select, ensure that you document those passwords
because you need to supply them in the KDC configurations.

In our example, select only the iSeries Kerberos Authentication and the iSeries
NetServer check boxes, then click Next.

Kerberos enahbled services require a keytab file to authenticate client identities. A kevtab file is
used to securaly stare an encrypted version afthe service principal's long term key.

Forwhich of the following services would you like to add or update the kevtab entryy

I+ 805 Kerheros Authentication

| LDAP
I HTTP Server powered by Apache

v iSeries NetServer

Click the Details button to see which keytab entties already exist on the server and which are
missing.

[
Cetails...

= Back | et = | Cancel

Figure 6-11 NAS configuration wizard - Select keytab entries
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7. Inthe Create iSeries Keytab Entry window, shown in Figure 6-12, specify the password for
the corresponding Kerberos principal displayed. That is, its shared secret.

Note that the Keytab field in the Create iSeries Keytab Entry window shows the path to the
keytab file that the wizard will generate.

Enter the password twice for verification because it is not displayed. Click Next.

Single signon enabled functions, including iSeries Access for Windows, make extensive ugse of
the following Kerberos service principals to authenticate clients. These keytah entries are used

for kKerberos authentication so that an EIM assaociation can be used to map a Kerberos principal
to an i5/0E user profile.

What password will he used for the service principals® The password used when creating the

keytab entries and defining the principal an the KDC must be the same.

Keytab: |IQIBMIUserDataIOS4DDIN etworkAuthenticationikeytabikrb o keytab

i8S Principals
krbsvrd00/rehas08.itso.com@I T30 COM

Password: [+xxraress

Confirm password; |Frrsssras

= Back |_ Mext = | ‘ Zancel |

Figure 6-12 NAS configuration wizard - Create i5/0S keytab entry
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8. A similar window asks you to enter the password for the iSeries NetServer principal, as
you can see in Figure 6-13. Notice that the wizard automatically adds the i5/0S name,
fully qualified name, and IP address, both for host and Common Integrated File System
(CIFS) entries. This is because both Windows 2000 and Windows XP support Kerberos
V5, but they require different user names to be defined for the principals to create.
Windows 2000 systems look for a service principal that the user name portion of the
principal has defined as the host. Clients running the XP operating system look for user
names with CIFS.

Enter the password twice for verification and click Next.

MetServer may use Kerheros to authenticate clients in a single signon environment,

What password will be used forthe service principals? The password used when creating the
kevtab entries and defining the principal an the KDC must be the same.

Kevtah: |IQIEIMIUserDataIOS4DDJ'N etworkauthentication/keytabikrb 5 keytab

iSeries NetServer Principals _[
HOST/rchas0e.itso.com@ TSO0.COmM

cifsfrchasie.itso. com@l T30.C oM

HOSTirchas08@ITS0.COomM

cifsirchas0g@ITS0.C O

HOSTigrehas08@ITEC COM

cifsigrehas08@ITS0.C O

HOSTI95.92 32@TS0.CONM

Cifsf9.5.92 32@ITS0.COoM

Password: FREEETEEE

Confirm password: [# e

1| Y | O
= Back | Mext = | ‘ cancel |

Figure 6-13 NAS configuration wizard - Create NetServer keytab entry
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9. The default is shown in the next window in Figure 6-14, with the Yes option selected. The
NAS configuration wizard allows you to create a batch file. If you execute that file on the
Windows KDC server, it adds the iSeries applications as Active Directory accounts. It
creates the associated Kerberos principal entries.

The default batch file is C:\Documents and Settings\All Users\Documents\IBM\Client
Access\NASConfig_Rchas08.bat, but you can modify the path or the name file. Include
password in the batch file is also checked as the default. Notice that the passwords are
in clear text in the batch file. Thus, we recommend to delete the batch file from the
Kerberos server and your PC right after you use it. If you do not include the password in
the batch file, a prompt for inserting the password appears when you run the batch file on
the Kerberos server.

You can select No and do it manually, but it requires configuration on the Active Directory
and manual operations to add i5/0OS service principals to the Kerberos server.

Several of the configuration tasks for NAS can be automated by creating a batch file of commands for
you to run on the Windows Active Directory server. Would you like to create this batch file?

[+ Yes

Batch file: |II UsersiDocumentsiBhClient AccessiMNAS Config_Rcehas08.bat Browse. ..

v Include passward in the batch file

Warning: Ifyau include the passwoard itwill be in clear tesd and will be viewable to amyone
with read access to the hatch file. Delete this file immediately after using! Ifyou do not
include the password, you will be prompted for the password when the batch file is run.

= Back | Ment = | Cancel

Figure 6-14 NAS configuration wizard - Create batch file

10.Click Next.
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11.The final step is to verify the entries in the Configuration Summary window (Figure 6-15).
Review the setting values. Use Back if you need to go back and make changes. When
satisfied with all the setting values, click Finish.

@E} Network Authentication Service Configuration - Summary g@

You have completed all the steps necessany to configure Kerheras an your system.

Click Finish to configure Kerberos with the following settings:

Setting Walue

Default realm: CITE0.COM

KD, Win20035erer! . itso.com:88

Password semver Win2003Server! itso.com:464

Setisf0s keytah entry: Yes

Set LDAP kevtah entry: Ma

Set HTTPR keytah entny; Ma

Set MetServer keytab entries: Yes

Batch file: CADocuments and Settingsiall Usersi\Documents)BMC lient A
Include password in the batch file  Yes

Mote: The configuration file can be viewed at fAIEMIUserDatar0 34000 etwiarkAuthenticationfkrb . conf

upaon completion.
= Back | | Finish | Cancel

Figure 6-15 NAS configuration wizard - Summary window

12.The messages shown in Figure 6-16 remind you of activities to be performed on the
Windows Kerberos server to complete the Kerberos setup. Click OK and the NAS
configuration wizard is completed.

\;{i} Kerberos Configuraticn - Additional Information

[fyou are using Windows Active Directory ag yvour KDC, you must map the service principals to a
userin Active Directary. The Microsoft ktpass command is used far this purpose. For more
infarmation, consult the Microsoft documentation.

kerberos configuration far the semner is now complete, but most applications will still need to he
configured to use Kerberos authentication. Referto the iSeries Information Center at
hitp:tnannne ib . comiesererfiseries.

Figure 6-16 NAS configuration wizard message
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To verify the ITSO.COM realm settings you just created, expand your system connection —
Security. Right-click Network Authentication Service and click Realms and the ITSO.COM
realm appears in the right pane. By right-clicking on it and selecting Properties, you can
review the values input in the configuration wizard as shown in Figure 6-17.

— "

x &
[Ermranment: My Cornections [Rehasogitso.com: Realms
= (@ Management Central (RehasOBitso.com) | Realms
= B My Connections EITS0.COM

=B RchasoB.itso.com
+-%5 Basic Operations
+-E8 Work Management
+-B# Configuration and Service
=1L Metwork,
+ TP TCPAP Configuration -
+ ¥ Remote Access Services B
+- [ servers
<[ 1P Policies Genetal 1 Password Sewers} Trusted Realms
+ @b Enterprise Identity Mapping Koe: |
B Internet Port: a6
Integrated Server Administration
= Security Key Distribution Centers (KDC) for this realm:
Authorization Lists Moo o
Policies |Win2003Semer! itsocom B8
= ) Metwork Authenfication Service
&8 pealms
+ @i Users and Groups
+- 1§y Databases
+-03 Flle Systems

4
+ (&) Backup ‘ =
= @ Application Development oK Cancel Help |2

&3 AFP Manager

4 minutes old

=

ML i

< >

Display realm properties

Figure 6-17 Realm properties

All these settings are stored in the Integrated File System in the file
/QIBM/UserData/OS400/NetworkAuthentication/krb5.conf.

Enrolling the i5/0S services on the KDC

To complete the enroliment of the i5/0S services to the Windows domain and to take
advantage of the ticket authentication of the Kerberos server, there are two methods. You can
manually add the service principals, or as this scenario illustrates, you can launch the batch
file of the windows KDC server as mentioned in Step 9 on page 152.

In this scenario the batch file is C:\Documents and Settings\All Users\Documents\IBM\Client
Access\NASConfig_Rchas08.bat. In Example 6-1, you can see the details of the file.

Notice that the passwords of the service principals are in plain text.

Example 6-1 NASConfig_Rchas08.bat file

@ECHO OFF

ECHO 1IBM grants you a nonexclusive copyright Ticense to use all

ECHO programming code examples from which you can generate similar
ECHO function tailored to your own specific needs.

ECHO.

ECHO Al11 sample code is provided by IBM for illustrative purposes
ECHO only. These examples have not been thoroughly tested under all
ECHO conditions. IBM, therefore, cannot guarantee or imply

ECHO reliability, serviceability, or function of these programs.
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ECHO.

ECHO Al171 programs contained herein are provided to you "AS IS"

ECHO without any warranties of any kind. The implied warranties

ECHO of non-infringement, merchantability and fitness for a

ECHO particular purpose are expressly disclaimed.

ECHO.

ECHO.

ECHO NOTE: 1If any of the commands fail, such as KTPASS or SETSPN,
ECHO make sure that the directories that contain these commands
ECHO are included in the user's PATH statement on the KDC server.
ECHO.

ECHO.

ECHO.

@ECHO ON

setlocal

set WINVER=2003

ver | find "2000" >nul

if not errorlevel 1 set WINVER=2000
if %WINVER%==2000 (

NET USER rchas08 1 krbsvr400 navigator /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08_1 krbsvr400 -PRINC krbsvr400/rchas08.itso.com@ITSO.COM -PASS
navigator -mapop set

NET USER rchas08_2_HOST netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08 2 HOST -PRINC HOST/rchas08.itso.com@ITSO.COM -PASS netserver -mapop
set

NET USER rchas08 3 cifs netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08_3 cifs -PRINC cifs/rchas08.itso.com@ITSO.COM -PASS netserver -mapop
set

NET USER rchas08 4 HOST netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08 4 HOST -PRINC HOST/rchas08@ITSO.COM -PASS netserver -mapop set

NET USER rchas08 5 cifs netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08 5 _cifs -PRINC cifs/rchas08@ITS0.COM -PASS netserver -mapop set

NET USER rchas08 6 HOST netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08_6_HOST -PRINC HOST/qrchas08@ITS0.COM -PASS netserver -mapop set

NET USER rchas08 7 cifs netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08_7_cifs -PRINC cifs/qrchas08@ITS0.COM -PASS netserver -mapop set

NET USER rchas08 8 HOST netserver /ADD /workstations:none /DOMAIN
KTPASS -MAPUSER rchas08 8 HOST -PRINC HOST/9.5.92.32@ITS0.COM -PASS netserver -mapop set

NET USER rchas08 9 cifs netserver /ADD /workstations:none /DOMAIN

KTPASS -MAPUSER rchas08 9 cifs -PRINC cifs/9.5.92.32@ITS0.COM -PASS netserver -mapop set
) else (

DSADD user cn=rchas08_1_krbsvr400,cn=users,dc=I1TS0,dc=COM -pwd navigator -display
rchas08_1_krbsvr400

KTPASS -MAPUSER rchas08 1 krbsvr400 -PRINC krbsvr400/rchas08.itso.com@ITSO.COM -PASS
navigator -mapop set
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DSADD user cn=rchas08_2_HOST,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08_2_HOST
KTPASS -MAPUSER rchas08_2_HOST -PRINC HOST/rchas08.itso.com@ITSO.COM -PASS netserver -mapop
set

DSADD user cn=rchas08_3 cifs,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08 3 cifs
KTPASS -MAPUSER rchas08_3 cifs -PRINC cifs/rchas08.itso.com@ITSO.COM -PASS netserver -mapop
set

DSADD user cn=rchas08_4_HOST,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08_4 HOST
KTPASS -MAPUSER rchas08 4 HOST -PRINC HOST/rchas08@ITS0.COM -PASS netserver -mapop set

DSADD user cn=rchas08_5_cifs,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08_5_cifs
KTPASS -MAPUSER rchas08 5 _cifs -PRINC cifs/rchas08@ITS0.COM -PASS netserver -mapop set

DSADD user cn=rchas08_6_HOST,cn=users,dc=1TS0,dc=COM -pwd netserver -display rchas08_6_HOST
KTPASS -MAPUSER rchas08 6 HOST -PRINC HOST/qrchas08@ITS0.COM -PASS netserver -mapop set

DSADD user cn=rchas08_7 cifs,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08 7 cifs
KTPASS -MAPUSER rchas08_7_cifs -PRINC cifs/qrchas08@ITS0.COM -PASS netserver -mapop set

DSADD user cn=rchas08_8_HOST,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08_8 HOST
KTPASS -MAPUSER rchas08 8 HOST -PRINC HOST/9.5.92.32@ITS0.COM -PASS netserver -mapop set

DSADD user cn=rchas08_9_cifs,cn=users,dc=ITS0,dc=COM -pwd netserver -display rchas08_9 cifs
KTPASS -MAPUSER rchas08 9 cifs -PRINC cifs/9.5.92.32@ITS0.COM -PASS netserver -mapop set

)

endlocal

@ECHO OFF
ECHO.
ECHO.

ECHO kkkkkkhkhkhkhkkkhhkhkhhhhhhhkhkx WARNING EE R R R *khkkkkkkkkhxk **

ECHO This batch files contains passwords! Make sure to delete this
ECHO file from both the Windows KDC server AND from your PC!!!

ECHO khhkkkhkkkkhkhkhhkkhhkhhhkhkkhhhkkhhhkhhhdhhhdhrhhhkhhhdhhdhhhhhhhdhrkddhdxhdxkx
ECHO.

@ECHO ON

@ECHO OFF

ECHO.

ECHO -----mmmmmmmmmmm oo
ECHO Batch file completed.
ECHO ====mmmmmmmmmmm e
ECHO.

PAUSE

@ECHO ON

To use this file, copy the file to the Kerberos server and run it. You can share the directory of
your PC workstation where the file is located, or you can use File Transfer Protocol (FTP) to
move it, as we have done in this scenario.
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Follow these steps to use the batch file to add the principal names to the Kerberos server:

1.

Use FTP batch files created by the wizard:

a. On the Windows workstation that the administrator used to configure network
authentication service, in the Windows bottom bar, select Start —» Run. Enter cmd in
the Run pop-up window to bring up a DOS command prompt.

b. In the DOS window, type the following command: ftp MSKerberosServer. In this
scenario, the server is Win2003Server1.itso.com. This starts an FTP session on your
PC. You are prompted for the administrator’s user name and password.

c. Onthe FTP prompt, type 1cd C:\Documents and Settings\All
Users\Documents\IBM\Client Access. Press the Enter key. This changes the working
local directory on your PC.

d. On the FTP prompt, type cd \mydirectory, where mydirectory is a directory located
on the Kerberos server where you want to store the batch file.

e. On the FTP prompt, type put NASConfig_yoursystem.bat. In our case, the file is
NasConfig_Rochas08.bat.

f. Type quit to exit the FTP session.

The file is transferred from the PC workstation to the Microsoft Kerberos server as you can
see in Figure 6-18.

B8 Command Prompt - ftp Win2003Server1.itso.com - |D|ﬂ

C:\Documents and Settings\Administrator>ftp Win2003Serverl.itso.com B
Connected to ibm-8obcuxrz8iw.itso.com.

220 Microsoft FTP Service

User (ibm-8obcuxrz8lw.itso.com:(hone)): Adiinistrator

331 Password required for Administrator.

Password:

230 User Administrator logged in.

ftp> led “c:\Documents and Settings\All Users\Documents\IBM\Client Access”

Local directory now C:\Documents and Settings\All Users\Documents\IBM\Client Acc
ess .

ftp> cd temp

250 CWD command successful. _J
ftp> put NasConfig_rchas08.bat

200 PORT command successful.

150 Opening ASCII mode data connection for NASConfig_RchasB8.bat.
226 Transfer complete.

ftp: 4753 bytes sent in 0,005econds 4753000,00Kbytes/sec.

ftp>

Figure 6-18 FTP session to transfer the batch file to the MS Kerberos server

2.

Run both batch files on kdc1.myco.com:
a. On your Windows 2003 server, open the directory where you transferred the batch file.

b. Find the NASConfig_yoursystem.bat file and double-click the file to run it. In this
scenario, the file is NASConfig_Rochas08.bat.
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c. After execution, verify that the i5/0OS principals have been added to the Kerberos
server by checking the log as shown in Figure 6-19.

WINDOWS  system32 cmd.exe

Uzing legacy password setting method -
Successfully mapped HOST~ grchas®8 to rchasB8_6_HOST.

MARNING: pType and account type do not match. This might cause prohlems.
Key created.

dsadd succeeded:cn=rchas@B8_7_cifs,.cn=users, dc=ITE0.dc=COM

Targeting domain controller: ibm—8ohcuxrzBlw.itso.com

Uzing legacy password setting method

Successfully mapped cifssgrchas@A8 to rchas@8_7_cifs.

WARNING: pType and account type deo not match. This might cause problems.
Key created.

dzadd succeeded:cn=rchazA8_8_HOST.cn=users dc=ITS0, dc=COH

Targeting domain controller: ibm—Bobcuxrz8liu.itso.com

Uzing legacy password setting method

Successfully mapped HOST,9.5.92.32 to rchas@8_8_HOST.

ARNING: pType and account type de not match. This might cause problems.
Key created.

dsadd succeeded:cn=rchas@8_?_cifs.cn=users,.dc=ITE0.dc=COM

Targeting domain controller: ibm—Bobcuxrz8iw.itso.com

Uzing legacy password setting method

Successfully mapped cifs~?.5.92.32 to rchas®BB_9_cifs.

WARMING: pType and account type do not match. This might cause prohlems.
Key created.

C-~temprendlocal

WARNING
This hatch files contains passwords?! Make sure to delete this
file from both the Windows KDC server AND from your PCTTY

Batch file completed.

Preszs any key to continue . . . ;I

Figure 6-19 Log of the NasConfig_Rchas08.bat execution
3. On your Windows 2003 server, expand Administrative Tools — Active Directory Users
and Computers — Users.

4. Verify the iSeries has a user account by selecting the appropriate Windows 2003 domain.
Notice that this Windows 2003 domain is the same as the default realm name that you
specified in the network authentication service configuration.

5. Inthe list of users that is displayed, find yoursystem_1_krbsvr400. This is the user account
generated for the i5/0S principal name. In our scenario, it is rchas08_1_krbsvr400.
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6. Access the properties on your Active Directory users as shown in Figure 6-20. From the
Account tab, in the account options window, scroll down and select Account is trusted
for delegation. Note: This optional step enables your system to delegate, or forward, a
user’s credentials to other systems. As a result, the i5/0S service principal can access
services on multiple systems on behalf of the user. Verify that Use DES encryption types
for this account is also selected. Click OK.

{«; Active Directory Users and Computers '
@ File  Action YWiew window Help | o =] |
= = | | & IR | x [ | £ 3'@ i:ﬁ firchasos_1_krbsvr400 Properties |
@ Ackive Directory. Users and Computer | Users 32 objects termber OF I Dialin I Enviranment 1 Seszions B
D :_-'tuaved Queies Narme Remate control | Teminal Services Profile ] COM+ ]
50;0{: EDomain Controllers General | Address  Acocount | Profile | Telephones ] Organization
B Litn ﬂDomain Guests
(0 computers €7 Domain Users User lagan name:
! in Contrall -
oman Lonlrolers nkerprise &dmins tbavrd004rchas 08, itso. com itz0.com =
= Enterprise Adrmi krbswr400/rchas 08 it il
D ForeignsecurityPrincipals !3 i do hurtad
ernando hurtado .
L2 Users . User logon name [pre-wfindows 2000);
ﬂGroup Policy Creatar Cw
oy Guest |ITso [rchas0E_1_krbswrd00
75 _wra
USR_IEM-B0BCURRZEL Logon Hours... LogOnTo.. J
T'WaAM_IEM-8CBCUSRZS .
£ - [T b i locke
{3 May Smith
QRAS and IAS Servers Accaunt gptions:
rehas0s_1_krbsvrdoo [~ Smart card is required for interactive logon LI
2 rchasDS_2_HOST V' Account is tusted for delegation
rc:asgz_i_lc—::ST Aecount iz zenzitive and cannot be delegated J
rchas . .
- IUze DES encryption twpes for this account
& rchas0é_S_cifs b 5 LI
€3 rchasia_6_HOST Account expires——
ﬁ rchas0g_7 _cifs & Never
7 rchasds_g_HOST ~E ; : o I o
b -
& rchaslB_o_cifs End of: I ednezday, November 22,
!ﬁSchema Adrnins
ﬁ vessang johng Cl
4 3
—I—I J oK I Cancel | Apply | =

Figure 6-20 i5/0S Kerberos Account property

You have now completed the Windows portion of the setup.

Kerberos verification

You have completed the necessary steps to implement Network Authentication Service
authentication of users on your iSeries system:

» Network Authentication Service is now set up on the i5/0S.
» Kerberos principal is created for your iSeries system in the KDC of your Windows 2003
server.

Now check that these two components cooperate. The steps described here are not required
for the Network Authentication Service to work. However, by performing these steps, you
confirm that the Kerberos environment is working correctly.

To verify the configuration, you need to create a home directory on the i5/0S with user
profiles who will do a Kerberos verification as listed below. On the iSeries command line,
issue the following command:

crtdir '/home/krbsvr400'

This directory is used to store the Kerberos credentials after the kinit command is complete.
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Note: A home directory for i5/0S user profiles is necessary for those users that manually
request a Kerberos ticket by the kinit command. However, if you intend to only access the
iSeries using PC5250, you do not need to create an iSeries user profile home directory.

Other services might require a home directory for i5/0S user profile. For example, the
Distributed Data Management (DDM) service will most likely request it.

1. Start the Qshell interpreter in an 5250 session for your i5/0S by entering the following
command:

QSH
2. Use the following Qshell command to list the current keys in the Kerberos key table:
keytab 1ist

An example of the output is shown in Figure 6-21.

If the wizard completed correctly and made contact with the KDC, the key table contains three
entries for the krbsvr400 principal (at different encryption levels) and similarly for the iSeries
NetServer principal.

QSH Command Entry
$
> keytab Tist
Key table: /QIBM/UserData/0S400/NetworkAuthentication/keytab/krb5.keytab

Principal: krbsvr400/rchas08.itso.com@ITSO.COM
Key version: 1
Key type: 56-bit DES
Entry timestamp: 2006/10/18-17:10:58

Principal: krbsvr400/rchas08.itso.com@ITSO.COM
Key version: 1
Key type: 56-bit DES using key derivation
Entry timestamp: 2006/10/18-17:10:58

Principal: krbsvr400/rchas08.itso.com@ITSO.COM
Key version: 1

Key type: 168-bit DES using key derivation

===>

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 6-21 Keytab list output

3. When the key table is verified, the next step is to request a ticket granting ticket (TGT) from
the KDC. Use the kinit command from a Qshell command line as shown in Figure 6-22 on
page 161.

Enter all components of the principal name in the correct case. If possible, you can copy
and paste to avoid typos in the i5/0S principal name.

The kinit command completes without any messages and the command prompt appears.
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4. List the TGT using the klist command from Qshell as shown in the lower part of
Figure 6-22.

QSH Command Entry

Key type: 56-bit DES using key derivation
Entry timestamp: 2006/10/18-17:10:59

Principal: cifs/9.5.92.32@ITS0.COM
Key version: 1
Key type: 168-bit DES using key derivation
Entry timestamp: 2006/10/18-17:10:59
$
>kinit -k krbsvr400/rchas08.itso.com@ITSO.COM
$
> klist
Ticketcache: FILE:/QIBM/USERDATA/0S400/NETWORKAUTHENTICATION/ creds/krbcred_53e96b10
Default principal: krbsvr400/rchas08.itso.com@ITSO.COM

Server: krbtgt/ITSO.COM@ITSO.COM
Valid 2006/10/24-17:41:38 to 2006/10/25-03:41:38
$

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 6-22 TGT request

This completes the verification of the Network Authentication Service setup.

6.4.2 Enabling EIM

The following steps enable Enterprise Identity Mapping (EIM):
» Configure EIM domain and EIM domain controller using the EIM configuration wizard.

» Use iSeries navigator to add a few users to the domain and associate them with their
identities in user registries.

EIM domains are maintained in a LDAP directory, specifically IBM’s implementation called the
IBM Directory Server. You can host it on various platforms. On i5/0S, AIX and z/OS® are
already included in the operating system, but they are available free of charge on other
operating systems, such as Windows, Unix, and Linux. To be an EIM controller, you must
support and implement EIM APIs or Pluggable Authentication Module (PAM) on those
platforms.

The iSeries Navigator offers a wizard to configure the EIM domain, but it works only if the IBM
Directory Server is on i5/0S, or if it is implemented on an IBM Tivoli® Directory Server.

Configuring EIM domain with the wizard

1. In an iSeries Navigator session, expand your system connection — Network —
Enterprise Identity Mapping. Right-click Configuration and select Configure.
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If you see the Reconfigure option instead of Configure, it indicates that the Enterprise
Identity Mapping has already been configured. You can either reconfigure it (the
reconfiguration proceeds in a similar way to configuration), or you can right-click
Configuration and select Properties to verify that the current configuration is appropriate
for your network and to eventually check that the EIM domain is already configured.

2. The Enterprise Identity Mapping configuration wizard welcome window opens as shown in

Figure 6-23. Select Create and join a new domain and click Next.

Welcome to the Enterprize ldentity Mapping (EIM) Configuration Wizard. This wizard wiill
help you to configure your system to padicipate in an EIM domain. You can configure yaur
W =ystem tojoin an existing domain oryou can create and configure a new EIM domain.

W..-) Haowe do you want to configure EIM an your system?

" Join an existing domain

* Create and join 2 new domain

Click Cancel at any time to cancel the wizard.

Help |2 | Mext> | Cancel

Figure 6-23 EIM configuration wizard - Welcome window

i5/0S Network Security Scenarios



3. In the window shown in Figure 6-24, specify the location of the directory server that acts
as the EIM domain controller for the new EIM domain. When you create a new EIM
domain, you configure a directory server to act as the EIM domain controller for the new
EIM domain. You can specify if the directory server is located locally on this system, or
remotely on another one.

@ Enterprise Identity Mapping Configuration Wizard - Specify EIM. .. g@

This wizard will create and configure an ElM domain on a Directory server in the network.
Thiz Directory server will become the domain controller far yaur new EIM domain. You

M can configure the Directory server on the local system, or specify a refmote Directany
server to be the domain contraller far the domain.

Where do you want to configure your EIM domain?

(™ On a rernote Directory server

Help |2 = Back | ﬂeﬂb—l Cancel

Figure 6-24 EIM configuration wizard - Specify EIM domain location
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4. The wizard (Figure 6-25) gives you the option to configure NAS in case it is not currently
configured on your system, or when you need to perform additional NAS configuration.
You are not required to configure NAS to configure EIM. We prefer to keep the two
configurations tasks separated for clarity.

Because this scenario has already gone through the NAS configuration, select No and
click Next.

Eﬁ ElM Configuration Wizard - Configure Network Authentication... g@

MHetwark Authentication Service (Kerheros) is either currently not configured on the system
or needs additional configuration to set up a single signon environment.

Help ? = Back l Mext = | cancel

Figure 6-25 EIM configuration wizard - Configure NAS

5. If your LDAP server is running while you are using the wizard, a warning window appears
to inform you that the wizard needs to stop and restart the LDAP server. Click Yes and
skip to Step 6 on page 148.
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Otherwise, you see the window shown in Figure 6-26. The EIM wizard detects that the
TCP/IP Directory Server is not currently configured on this system. In Step 2 on page 145,
we choose to use the a local Directory Server to store the EIM Domain controller and
table, so now you must configure it before proceeding with the EIM configuration. To
create the Directory Server, the wizard asks to set up a port where the server will listen to,
an administrator distinguish name, and a relative password.

The default values, 389 for the port and dn=Administrator for the administrator user, are
proposed. You can change or keep them and set the password value for the Directory
Server administrator user.

Click Next to continue.

The Directory server is not currently configured on thizs system. You must configure the
Directory server in order to create and configure a new EIM domain.

i “hat port number and administrator distinguizhed name (DR do you wantto use?
Port: |38
Administrator

Distinguished name: |cr=adrministrator
Password: EREEETEE

Confirm passward:  |[Fasrsrrs

Help 7 = Back | Mext = | cancel

Figure 6-26 EIM configuration wizard - Configure the Directory server
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6. The wizard now asks you to choose a name for the EIM domain name you are creating, as
shown in Figure 6-27. Fill in the Domain and Description fields, or leave the default EIM
value for the Domain and click Next. In this scenario, we name it ITSO.COM EIM.

Eﬁ ElM Configuration Wizard - Specify Domain g@

The EIM domain consists of a domain controller and padicipating user registries in the
netanrk.

b What is the hame of the damain you want to create?

Domain:  |EIM TS0 08

Description: |Created by wizard.

Help |7 = Batk | IMext = | Cancel

Figure 6-27 EIM configuration wizard - Specify domain name

7. Specify the parent DN the wizard to use for the location of the EIM domain. This is the DN
that represents the entry immediately above your domain name entry in the directory
information tree hierarchy.

When you create a domain on a local directory server, a parent DN is optional. If you do
not specify a parent DN and you are configuring a domain on a local directory server, the
wizard creates a directory location with a suffix it derives from the EIM domain name to
store the EIM directory data.

166 i5/0S Network Security Scenarios



In you do not have specific request regarding this directory location, leave the default
value No as shown in Figure 6-28 and click Next.

& X

The parent distinguished narme (DK} for the EIM damain further defines the location of the
ElM data in the directory.

b Would you like to specify a parent DM far the EIM domain?

™ Yes

+ Mo

Help ? = Back | Mext= | Cancel

Figure 6-28 EIM configuration wizard - Specify parent DN for domain
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8. In the Registry Information window (Figure 6-29), you can request two user registries to
automatically add them to your domain. Only user identities (IDs) from user registries that
are participating in an EIM domain can have associations defined for them. To have a user
registry participate in an EIM domain, you must create an EIM registry definition for it and
add it to the domain.

Check for both of them on:

— Local i5/0OS registry for your iSeries system, hosting the EIM domain controller
— Kerberos registry - in our case, located on the Windows 2000 server

Click Next to proceed.

Tip: You can simplify your configuration, and consequently any potential debugging, if
you de-select the Kerberos user identities are case-sensitive check box.

Llser registries are a collection of user definitions for a particular operating system ar
application. Onlythose user registries that have heen added to the EIM domain can

N paticipate in EIM. The following registries may be used by the system when performing
___,) ElM functions on bhehalf of operating systerm functions.

Which user registries will be used by the local systern’? Any registries that do not exist
will be added to the domain.

[+ Local ig/f0s

RCHASOSITSO.COM

[+ Kerberog

(TS0 .o

Kerberos user identities are case sensitive

Help |2 = Batk | Mext = | Cancel

Figure 6-29 EIM configuration wizard - Registry information
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9. In Figure 6-30, specify the EIM System User whose account is used to connect to the EIM
domain controller by various operating system functions.

Specify a user that is currently defined in the Directory server that is hosting the EIM
domain controller.

As default, the wizard proposes the administrator distinguish name and password we
specified in Step 5 on page 148. Modify those values if required, or click Next.

Various operating system functions use Elk. The operating =ystem connects to the
daomain controller as this userwhen performing these various functions. What user do

N you weant the operating systermn to use for performing EIM functions? Mote: This user also
N‘_) has autharity to EIM identifiers and to the local EIM registry.

User type: |Distinguished hame and password

ser

Distinguished name: |cr=administrator

Password: P -
Confirm password:  [ssssesss

el | 7] = Back Mext = | cancel

Figure 6-30 EIM configuration wizard - specify EIM system user
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10.The Summary window shown in Figure 6-31 recaps the settings you have specified. Verify
that they are accurate and click Finish.

€D EIM Configuration Wizard - Summary g@

You have completed the steps necessarny to create and configure a new EIM domain.
Click Finish to configure EIM and to join the EIM domain.

Setting Walle

Wizard user for configuration; " chn=administrator
Domain: EIM TS 03

Domain description: Created by wizard.
Local isf085 registry; RCHASOS.ITSO.COM
Kerberos registry: TS0, COM

A0S EIM systern user: cn=administrator

Help i = Back | Finish | Cancel

Figure 6-31 Eim configuration wizard - Summary

Now the EIM configuration wizard is proceeding with the configuration. The window shown in
Figure 6-32 shows all the steps the wizard has to go through. It can take a few minutes.

ﬁ El# Configuration Wizard - Configuration ...

L } Elhd configuration in progress.

‘ v Canfiguring daomain contraller...

Starting domain caontraller...

Creating domain ITSO.COM EIM...
Configuring EIM registries...

Configuring rechas0g EIM systerm user...
Updating systerm rchas08 EIM configuratian...

Cancel

Figure 6-32 EIM configuration in progress

170 i5/0S Network Security Scenarios



When the wizard has finished the configuration, expand your system connection —

Network — Enterprise Identity Mapping, click Configuration in the left pane. In the right
pane, you can see what was created as shown in Figure 6-33.

The ITSO.COM EIM Domain configuration is stored in the local Directory Server structure.
You see the Domain Controller has started if the TCP/IP Directory Server is activate. With a
right-click our Domain Controller, you can stop or start it, but be careful because that
operation directly impacts the whole system Directory Server.

@ iSeries Navigator Q@
Eile Edit Vew Hep

) @ B 0 minutes old
Errvironment: My Cornections [Rehas08.itso.com: Confiauration

= (@ Management Cenfral (Rchas0.itso.com) | Domain Controller | Local | Statls Comain Parent O

= B My Connections @rchas0B.itso, COM Yes Started EIM ITSC 08

+ [l RchasOlitso.com
=l RchasoB.itso.com
#- B Basic Operations
+- 68 Work Management
=B Configuration and Service
= I Network
- # TCP/IP Configuration
# ¥1 Remote Access Services
= [ servers
= [ IP Policies
= @ Enterprise Identity Mapping
4 Configlraticn)
= 8 Domain Management
g Internet
- B Integrated Server Administation
=38 Security
@ Users and Groups
«- iy Databases
#-a, File Systems
&3 Backup
=@ Application Development
i AFP Manager

1-10of1 obiects

Figure 6-33 EIM Domain Controller status

What you see in the right pane, you can see on all the iSeries Navigator by clicking
Configuration. Instead, the ITSO.COM EIM and its entries below that you see by expanding

Domain Management on the left pane, are shown in your iSeries Navigator because you had
run the EIM configuration wizard on it.

Attention: The domain management information is stored locally on the client. If you use
iSeries Navigator on another PC, you need to add the domain for management again.
When the domain is added for the particular client, it appears in its domain management.
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To add an EIM domain for management on another PC, in the iSeries Navigator session,
expand your system connection — Network — Enterprise Identity Mapping. Right-click
Domain Management and click Add Domain in the local menu. As shown in Figure 6-34, in
the Add Domain window, all the fields might already be filled in. If not, click Browse and a list
of configured domains are presented. Select your EIM domain and click OK. You obtain the
same situation shown in Figure 6-33 on page 171.

() Add Domain - Rchas08.itso.com

Domain information

Dormain: |Elru1 T=o0a

Farent DM Mone

Domain controller: |rchas08.itso, COM

Connection
[ Use secure connection (S50 or TLS)
Fort: |2849

\arify Cnnnectinu

8]18 l Zancel | Help |‘?|

Figure 6-34 Add the EIM Domain under the Domain Management on your PC

The options Add domain and Remove domain, available from the Domain Management local
menu, act only locally on the client. You can run them any time without having any effect on
the operation of the EIM domain or domain controller.

On the other hand, the option Delete available from the local menu of the particular domain
deletes the domain from the domain controller.

Populating the EIM table with identifiers and associations

Prior to testing your EIM configuration, you need to create at least one user in your EIM
domain. You can use the iSeries Navigator to manage a small number of users in EIM.
However, in iSeries Navigator you cannot browse the user profiles or accounts in the user
registries, you have to key in all the user IDs.

Perform the following three steps to add a user (an EIM ID) to the EIM domain:

1. In the iSeries Navigator, expand your system connection — Network — Enterprise
Identity Mapping. If you have not connected to the EIM domain controller previously, you
are prompted to enter the distinguished name and its password set in Step 9 on page 152.
Expand your EIM Domain.

2. Right-click User Registries and you see two user registries that the wizard has added in
Step 8 on page 151. You can optionally right-click at the registries in the panel on the right
and select Properties in the local menu. In the Properties window, you can change the
description set by the wizard.

3. Right-click Identifiers in the left panel of the iSeries navigator and select New Identifier in
the local menu.
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4. The New EIM Identifier window appears as shown in Figure 6-35. Enter the EIM Identifier
of the new user you are going to add to the EIM domain. The EIM identifier needs to be
unique within the EIM domain. iSeries Navigator issues an error message that indicates
an identifier by this name already exists when you try to create a duplicate ID. You can
choose to select the Generate Unique Identifier box. If you add a duplicate EIM ID, the
system appends a number to the end of the ID. Click OK.

ﬁQﬁ New EIM Identifier - EIM ITSO 08 L‘@

Diomain: EIM TSSO 08

Identifier:  |May Smith

[+ Generate unigue identifier

Description: |ITSO Useri

Aliases

Alias: |

Alias

[ )8 Cancel | Help |7|

Figure 6-35 Creating a new EIM Identifier

You have added the EIM Identifier of the user in the EIM domain. Now you have to
associate this identifier with the user it represents in the various user registries.

5. In the left pane under your EIM domain, click Identifiers. A list of identifiers come up in the
right pane of the iSeries Navigator. Right-click the user you added and select Properties
from the menu.

6. The Properties window of the selected EIM ID appears. Select the Associations tab and
click Add.

7. The details of the identifier selected comes up. Click the Associations tab to add the
association to the Kerberos registry. In the Add Association window, shown in Figure 6-36
on page 174, click Browse for a list of the available registries.
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@

XE @ E

20 minutes old

<

4 Identifiers

g Internet
3 Integrated Server Administre
= @8 Security
= @® Users and GroLps
+ @y Databases
=2 File Systems
+ [ Backup
+ @ Application Development.
+ B AFP Manager

[ Erwvironment: My Connections [RehasoBitso.com: Identfiers  Include: Al
= (8 Management Central (RehasOB.itso.com) | Identifier Description
=B My Conmections GMay Smith TS0 Liser
=l RchasoBitso.com
-8 Basic Operations
= £ Work Management
B Configuration and Service pm— Asswamns]
= {5 Network. X
5 P TEP{P Configuration Associations far EIM identifier: May Smith
+- ¥ Remote Access Services Registry | Registry Type | User Assaciation Type
[ Servers Add
<[] IP Policies [
=@ Enterprise Identity Mappi EIMidentifier:  [May Srmith
3 Conﬁgurauon Reugistry [Ts0.com Browse... 4
=8 Domain Management m | G358 |
5 B [T50.C0M EIM (Rel User [maySrmith Browse
% User Registries el couce . H]

0K Cancel

Help ?‘

ok | _cancl Help |2

Displays the properties of the selected items,

Figure 6-36 Adding a source EIM association
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8. The Browse EIM registries window (Figure 6-37) shows the two user registry definitions
that are added to the EIM domain by the EIM wizard in Step 8 on page 151 of section
Configuring EIM domain with the wizard.

— The local i5/0S registry for your iSeries system, hosting the EIM domain controller, is
represented here by its fully qualified host name, RCHAS08.ITSO.COM, in our
example.

— The Kerberos registry on the Windows 2003 server, represented here by the Kerberos
realm, is ITSO.IBM.COM in our example.

Select the Kerberos registry and click OK.

(2 Browse EIM Registries - ITSO.COM EIM
Select one of the following EIM registries:

Registry |T\,rpe | Description

TSSO | Kerberos Created by wizard.

RCHASOBITSO.COM i8/08 {(or O8r400) Created by wizard.

Figure 6-37 Select EIM Registries window
9. Clicking OK takes you back to the Add Association window. Complete it as shown in
Figure 6-36 on page 174:

a. Fill'in the User field with the user ID that the user used to sign on to the Windows
domain. MaySmith is our example.

b. Select Source in the Association type combo box. Click OK.
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10.Add the i5/0S registry:
a. Click Add again.
b. In the Add Association window, shown in Figure 6-38, click Browse.

c. Inthe Browse EIM registries window, select the i5/0OS registry, as shown in Figure 6-37
on page 175. We use RCHAS08.ITSO.COM.

d. Back in the Add Association window, fill in the User field with the name of the user
profile of the user in i5/0S. smithm is our example.

e. Select Target in the Association type combo box. Click OK in to Add this second

association.
x @ 3 22 minutes old
[Environment: My Connections [RehasoB.itso.com: Identifiers  Include: Al
= (@ Management Central (RehasOa.itso.com) | Identifer Description
= B My Conmections ciay Smith TS0 User

=l RchasoB.itso.com
+-%5 Basic Operations
=8 Work Management
+-Bf Configuration and Service

= G Network General Assucwatmns}
" ? TCP/P Configuration Associations for EIM identifier: May Smith
@ 3 Remote Access Services [ Registry | Registry Type User Assnciation Type
# [ Sarvers e&;ITSO.COM Kerheros MaySmith Source Add
[ IP Policies
= @ Enterprize Identty Mappi M
D Configuration . Details...
= B8 Domain Management w
=Bl [T50.COM EIM (Re ElMidentifier.  [May Smith

& User Regisiries Reglsty: RCHASOBITS0.COM Browse...
U Identfiers

@ Internet User. smithm Browse...

+ Integrated Server Administr. Association type: | Target =l
i SecLrity Advanced
= @ Users and Groups

+-i§y Databases
-2 File Systems oK Cancel Help |7
& Backup

+-@ Application Development
+-B, AFP Manager

= oK cancal | Hep |7

Displays the properties of the selected items.

Figure 6-38 Adding a target EIM association

11.In the Properties window for the selected EIM ID (Figure 6-39 on page 177), you can see
both associations:

— The i5/0OS registry with the Target association. RCHAS08.ITSO.COM is our example.

— The Windows 2003 Kerberos registry with the Source association. ITSO.COM is our
example.
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@

X @ 3 24 rinutes old
[Environment: My Cornections [rehastgitso.com: Identifiers  Include: Al
+-(8; Management Ceniral (Rchas0a.iso.com) | Idenftifier Description
=B My Connections ciMay Smith ITS0 User

=B Rchasos.itso.com
+ % Basic Operations
= B Work Management
= B Configuration and Service

= ﬁ Metwork General Assuclatluﬂal
63 ? TCP/P Configuration Assaociations for EIM identifier: May Smith
#- %} Remote Access Services [ Raglstry ‘ Renistry Tyne | User Association Type |
[ Servers &% ITS0.COoM Kerheros MaySmith Source Add
[0 P Policies o5 RCHASDS.ITS0.C... 15708 (or 0Si400) smithm Target

=@ Enterprise Identity Mappi Remove
& Configuration .

= &8 Domain Management
= B TTS0.COM EIM (Ro
oy User Registries
&D Identifiers
g Internet
& Integrated Server Administ.
=8 Security
=@ Users and Groups
+ @y Databases
5 &3 Fle Systems
= &) Backup
= @ application Development
= AFP Manager == ===

= ok | cance Help |2

Displays the properties of the selected items.

Figure 6-39 Identify associations list

12.Verify the associations are correct and click OK.

This completes adding the user and the user’s associations in the EIM domain. Repeat the
steps for additional users.

The association that you added is basic and simple. However, you can always verify the
associations, which is helpful in a complex implementation. Right-click your EIM Domain and
click Test a Mapping. The toolbox appears as shown in Figure 6-40.

@

et |
b% @ E & minutes old
[Environment: My Connectons [Rehastgitso.com: MSQ.C0MEM (Rehastaitso.com)
+- (8 Management Central (Rehas0g.itso.com) | Name | Description
-8 My Connections faiser Registries Manage Enterprise Identity Mapping user registries
=i Rchasogitso.com Gpldentifiers Manage Enterprise Identity Mapping identifiers
+ % Basic Operations
+ E§ Work Management
@

+ B Configuration and Service

= [ Metwork Source registry: |irso.com Browrse.

b
i 'f Ugs o aton Source user [marvsmITH Browse
+ 53 Remote Access Services

+ (7] Servers Target registry: |RCHASD2.TS0.COM Browse.

i % 1P Policies Loakup information: |
=& Enterprise Idendty Mapping
& Configuration
=8 Domain Managament Mapping found
- B ITS0.COM EIM (Rehas0s, Target user: [SmITHM
o User Registries
ih Identifiers Source group registry used: |
ﬁ Internet Target group registry used \
# ] Integrated Server Administration
@B SecLrity
n Qrigin: ] 2
= @8 Users and Groups [il EIM identifier: [May Srrith
i % Diatabases Cerficate filter policy association
# &2 File Systems Registry policy association
w [ Backup Damain policy association

= @ Application Development

+ B AFP Manager Close Help |7

< >

Werify EIM mapping configurations for the domain.

Figure 6-40 EIM domain - Testing a mapping
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6.4.3 SSO

You can perform a mapping lookup operation test that uses the source registry, source user,
target registry, and any lookup information (we do not have any of those in our example).
When the lookup operation completes, the results display under the mapping found.

Now that you have completed the setup of the components needed for the single sign-on,
verify the setup by enabling two widely-used IBM client applications to access the iSeries
server:

» 5250 Telnet and iSeries Navigator
» iSeries NetServer

Before enabling these two applications, first ensure that to enable the 5250 emulation for
single sign-on, the system value QRMTSIGN is set to *“VERIFY (recommended) or
*SAMEPREF (less secure environment). To check or change the QRMTSIGN system value:

1. Sign on to i5/0S as a user with *ALLOBJ and *SECADM authorities.
2. Enter the Display System Value (DSPSYSVAL) i5/0S command:
DSPSYSVAL SYSVAL(QRMTSIGN)

3. If the value shown is *FRCSIGNON or *REJECT, use the Change System Value
(CHGSYSVAL) i5/0S command to change the setting:

CHGSYSVAL SYSVAL(QRMTSIGN) VALUE(*VERIFY)
Change the i5/0S profile of the test user to PASSWORD(*NONE) to demonstrate the full
strength of this single sign-on solution:
1. Sign on to i5/0S as a user with *ALLOBJ and *SECADM authorities.
2. Enter the Change User Profile (CHGUSRPRF) i5/0S command, for example:
CHGUSRPRF USRPRF (SMITHM) PASSWORD (*NONE)

Enabling 5250 Telnet and iSeries Navigator for the single sign-on
Perform the following steps to enable single sign-on for the iSeries Navigator:

1. In iSeries Navigator, right-click your iSeries server. In the local menu, select Properties.

If you have not been connected to the iSeries server, the connection is attempted and one
of the Sign-on to iSeries windows might appear. Cancel the connection attempt by clicking
Cancel or No.

2. In the iSeries server Properties window shown in Figure 6-41 on page 179, select the
Connection tab. In the Sign-on information section, select the option Use Kerberos
principal name, no prompting and click OK.

Single sign-on for the iSeries Navigator is now enabled.
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Rchas08.itso.com Properties 1

Administration System ] Directory Services l Service ] Flug-ins
General Connection l Secure Sockets ] Licenses ] Restart

Signon information
i Use Windows user name and passwiord, no prompting

[To24247

(" Use defaLlt user ID, prompt as needed

e

(" Prompt every ime

(@ 1se Kerberos principal name, no prompting:

Time-oUt for signon:

30 ~ | seconds (1-3800)
Performance
IP address lookup freguency: IF address:

|Always = |7

Where to lookup remote port:

|Server hd

Mote; These valles are used as defaults by other applications connecting from this PC to
this serwver.

l
l

OK. | Cancel Help

Figure 6-41 iSeries Navigator Connection properties

To verify the settings, in the left panel of the iSeries Navigator window, expand your system
connection if the list of selections appears. The connections started. Note that the sign-on

does not appear.

To find which user ID is used by the connection, click the environment in the left panel (its

default name is My Connections) and press the F5 key to refresh the window content. The
user ID now appears next to the connection name in the Signed On User column, as shown in

Figure 6-42 on page 180.
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B iSeries Navigator

File Edit Wiew Help
ﬂ|¥:ﬂ|><|@a 0 minutes old

| Enwironment: My Connections | My Connections

@ Management Central (Rchas0s,ikso,cam) Mame | Signed ©On User | Release Description
I Rchas0l.itso.com wSramo Manage this server.
I Rchas0s.itso.com  Smithm wSrdmi Manage this server.

@ ‘Work Management
Configuration and Service
[H-§_g Metwork

k|
-fif® Users and Groups
Iy Databases
-2 File Systems
B[ Backup
@ Application Development
AFP Manager

4 _ |

fa -
1_ i Erirorment: &
Add a connection Il Add a connection (& Install plug-ins

I Change all of your server passwards Ef' Cpen iSeries Mavigatar service toals windo
(& Install additional components k ? Help for related tasks

=
|1 - 2 of Z objects | 4

Figure 6-42 iseries Navigator connection - Signed on user

To enable and then verify single sign-on for the iSeries Access 5250 emulation:

3. Open the iSeries Access 5250 emulation session for your iSeries server. If the session is
connected to the server, disconnect it by selecting Communication — Disconnect in the

menu.
4. Select Communication — Configure in the session menu.
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5. In the Configure PC5250 window, as shown in Figure 6-43, click Properties.

ISession A -[24 x 80 Configure PC5250 EE

File Edit Yiew Comni

— System name: IHchasUB.itso.com j Properties I
% EIE “vlarkstation ID Connection K E

" Use Computer name

. r— User ID sighon information
 Use Windows user name &

" Specity workstation D defaulk

IDGD-I e |0 I

Truncate;

" Beginning characters [l

— Security

~ Type of emulation Current security: Mot zecured

' Displa e
AR Size: & Use Operations M avigatar default

B
Prirter 5| € Mot secured

. " Use Secured Sockets Layer [S51)
[~ Bypass signon

[~ Auto-reconnect .
b zerhific & LI

Hast code-page: I
i 1E (] b cerhific 1en cannecting
23

Fart number:
& sz Ll

h

“Disconnected.

ok I Cancel | Help | i

Figure 6-43 PC5250 connection properties

6. When the Connection window displays, go to the combo box in the section labeled User ID
signon information. Scroll the combo box to the bottom and select the option Use
Kerberos principal name, no prompting. Alternatively, you can select the option Use
Operation navigator default as you see in Figure 6-43. This option allows you to control
all connections to a particular iSeries server from one place. Click OK.

7. To save the session set-up, select File — Save from the 5250 session window menu.
Single sign-on for the iSeries Access 5250 emulation is now enabled.

To verify that single sign-on works for the iSeries Access 5250 emulation:

1. Select Communication — Connect from the menu of the 5250 session window.

2. The session connects to the iSeries server and you are signed on. Note that the sign-on
does not appear.
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3. To obtain which user profile the session is using, issue the i5/0S command Display
Workstation User (DSPWSUSR). No parameters are required. The results look similar to

Figure 6-44.
Display Work Station User RCHAS08
10/24/06 17:49:48
User . & v v v i e e e e e e e e e e e e SMITHM
Text .« . o o 0 e e e May Smith, ITSO
Work station . . . . . . . . . .. .. . . PCO1
Text « . . . e e e e e e e e e e e Device created for RCHASO08.
Number of interactive jobs in session . . : 1
Interactive job currently active . . . . . : A
Interactive job A . . . . . . .. .. .: 289878/SMITHM/PCO1
Interactive job B . . . . . . . . . . . *NONE
Press Enter to continue.
F3=Exit  F12=Cancel
(C) COPYRIGHT IBM CORP. 1980, 2005.

Figure 6-44 DSPWSUSR results

You have completed the verification of the iSeries Access 5250 emulation single sign-on.

Enabling NetServer for single sign-on

The goal is to smoothly transition NetServer to SSO in your production environment. Like any
change to a network function, it is best to implement a test environment first. If no test server
is available, you might need to test on your production server. While you might smoothly roll
out SSO for the terminal emulation and iSeries Navigator functions on your production
environment without first configuring a test environment, attempting the same with NetServer
is disastrous. You might lose the ability for any client to connect to NetServer. A possible
solution is to only enable SSO for NetServer names that are not currently in use on your
network. The setup for this scenario is simple:

» Ensure that the ktpass command is not used to create a service principal for the names
that will continue to use passwords.

» Enable NetServer to accept both passwords and tickets.

If you do not have an unused name, you can use a DNS alias to point to your iSeries family
server's TCP/IP address. You must then create your own keytab entries on the System i
system through Qshell and use the ktpass command to map the service principal name over
a new Active Directory user. After you create the principal and enable Encrypted
passwords/Kerberos v5 authentication for NetServer, you can use Kerberos to access
NetServer using the DNS alias with your test profile. Your users will continue to use encrypted
passwords to connect to the other server names.

1. IniSeries Navigator session, expand your system connection — Network — Servers —
TCP/IP.

2. From the list of all the TCP/IP Severs available, right-click iSeries NetServer and select
Properties.
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3. Click the Security tab and click Next Start. The Properties window appears as shown in

Figure 6-45,
& @ ] 121 minutes old
[Erironment: My Connections [rehasogitso.com: TORAP
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+-@D Enterprise Identity Mapping ﬁi ystem
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® Integrated Server Administration G2 virtual P IBM iSeries Support for Windows Network Meighborhood
w @B SecLirity 2 CIMOM Guestuser ID
+ @™ Users and Groups EECC Authentication method: |PasswordsiMetvork authemicm
| ;‘E ;tht;ziz;s ﬂ;‘?’ﬁg’rgrzrrgw I~ Allow authentication with LAN Manager password hash
5
w EE: Backup HoFTE Require clients o sign requests: [No -
= @ Application Development TaLFD Resetto Current
& B AFP Manager TEPoP —
‘TaRamate oK Cancel Help ‘7‘
“T5 SMTP —
“To TELWET
THTTP Ac
“TEIBM Dire:
= 5 OK Cancel | Help |
Ciisplays the properties of the selected items.

Figure 6-45 NetServer Properties

4.

»

On the Security Next Start dialog box, select one of the following authentication methods:

If you select Passwords/Network authentication, clients that do not support Kerberos, or

clients that do support Kerberos but are not currently participating in a Kerberos realm,
use encrypted passwords to authenticate.

If you select Network authentication, all clients must use Kerberos to authenticate with

the server. Therefore, only clients that support Kerberos v5 can connect to iSeries
NetServer when this support is enabled.

The following Windows clients do not support Kerberos v5:

Windows 95
Windows 98
Windows NT®
Windows Me

Click OK.

Changes to NetServer require a server restart to be activated. If you are ready to proceed:

a.

In right panel of the iSeries Navigator, right-click iSeries NetServer and select Stop.

b. Verify that the server has stopped by refreshing the window with the F5 key.
c. Right-click iSeries NetServer again and select Start.

The NetServer is ready to accept the Kerberos tickets authentication instead of the password.
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To verify that you have connected to the Netserver and your user has been mapped to an
i5/0OS profile, follow these steps on your Windows XP client:

7. Sign on to the Windows domain as the test user. In our scenario, it is MaySmith.
8. Start Windows Explorer and in its menu, select Tools — Map Network Drive.
9. In the Map Network Drive window (Figure 6-46), fill in the folder name:

— Server: Specify a fully qualified name of your iSeries server - \rchas08.itso.com in our
example.

— Share: Specify the name of a share, accessible for your test user as defined in the
NetServer file shares - \qibm in our example.

10.Click Finish.

B scarch Results !EB
Fil= Edit “iew Favorites Tools  Help | -
address Id Search Results j ﬂ & |

Search Companion X | _Mame | In Folder Size |
To start vour search, Follow the instructions in the left pane.

What do you want to

search for? Map Network Drive

Pictures, music, or video

Documents (word
processing, spreadsheet,
ekc.)

Al files and Folders

Printers, computers, or
people

wWindows can help wou connect to a shared network Folder
and assign a drive letter to khe connection so that you can
access the Folder using My Computer,

Specify the drive letter For the connection and the folder
that wou want bo connect ta:

Drive: IZ: j
Folder: I'l,'l,rchasDB.itso.com'l,qibm j Browse... |

Example: Y\serverishare

) Information in Help and
Suppaott Center

‘fou may also want to..,

W Reconnect at lagan
Q Search the Internet

Conneck using a different user name.

Change preferences

Sign up for online storage of conmect bo a
nekwark server,

< Back. I Finish I Cancel

Figure 6-46 Map Network drive

11.Note that you are not challenged for a sign-on and a window opens with the contents of
the mapped drive.

12.To verify which user ID was used to connect:

a. Inthe iSeries Navigator session, open your system connection with QSECOFR
authorities.

b. Expand Network — Servers — TCP/IP.
c. Double-click iSeries NetServer.
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d. In the left panel of the iSeries NetServer window, expand Sessions. You see the
sessions in right panel, as shown in Figure 6-47.

T iSeries NetServer - Rchas08.itso.com

File VWiew Help

Tt B @ Bl

|BM iSeries Support for Windows Network Neighborhood iSerez NetServer: Rchasz08.itso.com  Sessions

E---’ﬁﬁ iSeries MetServer Mame | Uszer | Logon Type | Session
-5y Shared Objects Bo114 MaSmith  User Bl
E|---

| 4
Figure 6-47 NetServer sessions

13.Select the session in the left panel. You see the shares used in this session in right panel,
as shown in Figure 6-48.

e iSeries NetServer - Rchas08.ikso.com

File Wiew Help

fellea| »|®| 8| F

IBM iSeries Support for wWindomwe Nebwork, Neighborhood iSenies MetServer: RchasD8.iteo.com  Session: 10.1.7.4 [E1]

E-Hg i5eres NetServer Share | Share Type |
&y Shared Objects 10BN File
E-18 Sessions
3 107.1.4(51)

[ 4
Figure 6-48 Shares for a session

14.You can repeat the verification for the other two Kerberos principals.
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15.Notice in Figure 6-47 on page 185 that the user name is MaySmith, which is May’s
Windows user ID. To verify which user profile that job is running under on the iSeries, go to
the iSeries Navigator and expand your system connection — Network — Servers —
TCP/IP. In the right panel, right-click iSeries NetServer and select Server Jobs.

E{- iSeries NetServer Server Jobs - Rchas08.itso.com
File Edit Wew Help
|E.Q|X|@GQ & minutes old
| Status: Active jobs
| Fun Thread
Job Mame Current User | Detailed Status Server Friciity Count
& Qzlsfile Quser ‘Waiting For request iSeries MetServer 20 1
@ Qzlsfile Quser ‘aiting For request iSeries MetServer z0 1
& Qzlsserver Qpanar ‘Waiting For event iSeries MetServer 20 3
@ Qzlsfilat Quser ‘Waiting For time interwal iSeries MetServer z0 45
& Qzlsfile Quser ‘Waiting For request iSeries MetServer 20 1
@ Qzlsfile Completed - Job log pending iSeries MetServer 0 u]
& Qzlsfile Quser ‘Waiting For request iSeries MetServer 20 1
@ Qzlsfile Quser ‘Waiting For request iSeties MetServer 20 1
& Qzlsserver Completed - Job log pending iSeries MetServer i} u]
& Qzlsfilet & 789149/Quser/Qzlsfile Job Log - Rchas08.itso.com
& Qulsfile File Edit Wiew Help
@ Qzlsfile ~ ~
@& Gzlsfile | & F | @ ) 3 minutes old
@ Qalsfile | Job: Gzlsfile  User: Quser MNumber: 289149
Message ID | Message ] Sent | Tywpe
CPIAD1Z Servicing user profile SMITHM from client 10.1.1.4. 10f24/06 12:30:19 PM Diagnostic
CPF1124 Job 289149/QIUSER [ QZLSFILE started on 10/24/06 at 12:00...  10§24/06 12:00:41 PM  Information
1] | i
l_ IT? of 2 objects B v
Shows the job log For the selected jobs. v

Figure 6-49 Mapped NetServer job

16.To complete the verification, double-click one of the Qzlsfile jobs to obtain which job is
taking care of the May’s request. When you find it, in its job logs, you can see a window
similar to Figure 6-49. In the window, you see that the client IP address, the same as the
address listed in the session in Figure 6-47 on page 185, such as 10.1.1.4 in our scenario,
and that the served user profile is SMITHM.

This completes enabling the NetServer for single sign-on.

6.5 EIM high availability

186

When implemented, the Network Authentication Service (NAS) and Enterprise Identity
Mapping (EIM) configurations need a backup and recovery plan. You can save and restore
them on the same i5/0S, or on the one that takes over the role of the original one. In that
case, see Appendix A of Windows-based Single Signon and EIM Framework on the IBM
@server iSeries Server, SG24-6975, where you can find the objects that you need to back up
to avoid losing your configurations and data.

However, many applications can use single sign-on solution that do not necessarily belong to
the i5/0S, where the EIM has been implemented. Consider how you can assure high
availability of the EIM data. You do not want to compromise those applications that use a SSO
solution in case problems affect the Directory Server that hosts the EIM domain controller. In
addition to the save/restore of your EIM domain data method, you can configure and use a
replica of the directory server. In that case, all changes to EIM domain data are automatically
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forwarded to the replica directory server so that if the directory server that hosts the domain
controller fails or loses EIM data, you can retrieve the data from the replica server. The
Directory Server replication provides redundancy of information and replicas back up the
content of their supplier servers.

How you configure and use a replica directory server vary depending on the type of
replication model that you choose to use. For information about all the possible replications
and how to configure the directory server in various replication scenarios, see the iSeries
V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzahy/rzahyrep
lication-c.htm

Referring to our scenario in 6.2, “Scenario description” on page 135, we want to create a
Directory Server replication master-master between the two i5/0S.

Here are a few definitions before we start the implementation:

» The master server contains the master directory information from where updates are
propagated to the replicas. All changes are made and occur on the master server, and the
master is responsible for propagating these changes to the replicas.

» The replica is an additional server that contains a copy of directory information. The
replicas are copies of the master (or the subtree that it is a replica). The replica provides a
backup of the replicated subtree.

» Master-replica replication is when the master is responsible to propagate the updates to
the replica servers. The replica can only publish the subtree, but not update it.

» Master-master replication is when there are several servers acting as masters for directory
information, with each master responsible for updating other master servers and replica
servers.

In our case, having a master- to-master replication means that both i5/0S Directory Servers
refer to the same subtree. Both of them can update it and the update is a propagate to the
other peer.

We have configured the production system to participate in the Kerberbos realm. We have set
on its directory server the EIM domain to assure an SSO implementation, even if user IDs on
the different platforms are not the same. Now, we configure the directory server of both
production and fest systems to implement a master-master replication. We also configure the
EIM on the test system to join to an existing EIM domain to update the EIM data itself and to
take full advantage of the directory server replication set up.

6.5.1 Creating a master-master configuration

In our scenario, rchas08 is the production system where we have configured the EIM. For
simplicity, we refer to it as a master server. Rchas01 is the test system we want to use as an
EIM domain control backup and to distinguish it from the other one. We refer to it as a replica
server. Even if the final goal is to implement a master-master replication, it is also a master.

Note that the directory servers have to be running during these tasks.

We assume that the Directory Server Web Administration Tool is already set up on one of the
system. In our case, it is the production one, Rchas08. Otherwise, see the Web administration
topic in the iSeries V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzahy/rzahyweb
admin.htm
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1. Start the Directory Server Web administration by doing one of the following steps:

a. From the iSeries Navigator, select your system connection — Network —
Servers — TCP/IP, right click IBM Directory Server, and click Server
Administration.

b. From the i5/0S Tasks page (http://your system:2001), click IBM Directory Server for
i5/0S.

2. The page shown in Figure 6-50 appears. To administer a directory server, enroll it in the

directory servers list managed by this Web Administration Tool. First, access the console
settings to modify them.

Leave Console Admin in LDAP Hostname field, than insert superadmin as the Username
and secret as the Password, unless you have changed the defaults. Click Login.

€]
i

OBack i) .ﬂ E] ; - search :\7‘ Favorites %) A = b () 8 @
Address (€] htp:/frehasts itso.com: 200 1IDSWebApp/DSispLogin jsp v | B o ks 7
Google [C- Cerca o &0 & ~ | ¥ Segnalibriv B 206 bloccati % Controllo ~ [ Invia a~ ) Impostazioni=

Tivoli. Directory Server Web Administration Tool

Login page
Enter username and password
LDAP Hostname:  Console Admin [
Username: superadmin
Password: rereee

Figure 6-50 Web Administration Tool - Login in Console Administrator
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3. As shown in Figure 6-51, expand Console Administration in the left pane and click
Manage console servers. In the right pane, click Add.

Q@?

@ Tivoli Directory Server Web Administration Tool - Micresoft Internet Explorer

Fle Edit WYiew Favorites Tools Help

OBack - i] lg] , ) search ‘jn'\':’Favor\tes %) T 8 - (]} @
»

~|[Bco :links

) Impostazioni+

Address |€] http:Hfrehas0a.itse.com : 200 LADSWebApp/IDSisp/ADSConsoleFramework jsp
Google |G+

Cercav @ B ~ €% Segnalbriv B 206 bloccati | %7 Controllo « [« Invia a~

Directory Server Web Administration Tool

[ Introduction Console administrator

~ @ censole administratien Manage console servers

[ Chanoe console administrat
[3 change console administrat; Add...

[3 Manage console servers .
E} Manaze console éﬁemes —- Select Action --- | v| Go
SSL enabled

[ Logout Select | Hosthame Port Administration port

Close

Tivoli

<

< > @ N

ﬂj http: firchas0B.itso.com: 200 1ADSWebApp ADSAUATask Ptask-name=conscleservers
Figure 6-51 Console administrator - Manage console server

<

8 Intermet
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4. As shown in Figure 6-52, fill in the Hostname field with the i5/0S name or address of one
of the two systems you are going to manage from the Directory Server Administration
Tool. Leave the values as defaults unless you have changed them during the directory
server configuration. Click OK.

ﬂz] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer Q@ﬁ
: Hle Edit View Favorites Took Help F.'
@Back K > |ﬂ \ELI ;‘ /'- ) Search ‘s:‘:(‘ Favorites 441 T i ” QJ (1] @

 Addlress |@ http: firchas0B itso.com: 2001,IDSWebAppADSisp/IDSConsoleFramework. jsp A ‘ Go o Liks ”
i Google |[G- Cerca o @ E§ ~ €% Segnalbriv B 206 bloccati % Conirollo = s Invia a~ () Impostazioni

Tivoli. Directory Server Web Administration Tool

Console administrator

v & Console administration Add server

[3 Intreduction

Logfiles Help

[B) Change console administrats
[E Chanoe consale administraty *Ijostname fort

[3 Manane console servers rchas08.itso.corm| 389
[ Manace consaole propetties

[ Logout Administration port

3538
[OEnable SSL encryption

cancel
R

Figure 6-52 Console administrator - Add server

5. The message shown in Figure 6-53 appears if the operation was done correctly. Click OK.

Console administrator 9 |

Logfiles Help

The directory server rchas08.itso.com that listens on 389 was successfully added to the
L| Web Administration Tool. The directory server is now available to be logged into from the
Web Administration Tool login screen.

oK.

Figure 6-53 Console administrator - Confirmation message for adding a server
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6. Repeat Steps 4 and 5 for the other system. At the end, you see the Manage console
servers page updated as shown in Figure 6-54. Click Close to end this task and then
Logout in the left pane to exit from the Console administrator page.

ﬂ:] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer E_JDJW
: He Edt View Favorites Toolks Help i

Qe - O - A6 ) search 57 Favarites € W . <! e
: Addlress |€1 http://rchasa.itso.com : 200 1/IDSWebApp/IDSjsp/IDSConsoleFramework jsp ~ aGO Links
i Google |G~ Cerca o 6 B »  ¥¢ Segnalbriv B 206 bloccati % Controllo ~ | Invia ax () Impostazioni+

»

Tivoli. Directory Server Web Administration Tool

Console administrator

[3 Intreduction

~ SConsole administration | Nanage console servers Logfiles Help
[E1 Chanoe console administrat
[& Change consale administrat Add... ‘ Edit... ‘ Delete |
[E1 Manaoe console servers -
2 Manage consale properties T - SEIECt ACtlDrI - V_ Go
[ Logout Select | Hostname Port Administration p...| SSL enabled
@ rchas01.itso.com 389 3538 No
@  rchas08.itso.com 389 3538 No
Close
< >

Figure 6-54 Console administrator - Manage console servers page updated with list of servers

7. Each time that you log out from a Web Administrator page, the tool shows you the page
that you see in Figure 6-55. Notice the opportunity to reload the initial page for a new
login.

Now that you have added the two directory servers to manage, proceed with the
configuration of the replication. Click here.

Logout successful

You have successfully been logged off the server. This action has occurred because you hit the logout button. Please
note that this browser window and any other browser windows opened while you were working on the server have now
expired. No further interaction can occur with the server by clicking in these windows.

You can re-login by clicking here.

Figure 6-55 Logout message
8. Start with the configuration of the directory server that hosts the EIM domain control as a

master to synchronize the EIM subtree data with the Directory server of the other i5/0S
that will become one of its replica.
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In the Web Administrator Tool Login page, as shown in Figure 6-56, select the directory
server that you want to administer in the LDAP Hostname field, rchas08.itso.com:389.
Enter the administrator login DN that you use to bind to the directory server and
cn=Administrator in the Username field. Enter the administrator password in the
Password field. Click Login.

@ IBM Tivoli Directory Server Web Administration - Microsoft Internet Explorer Q@
.'f

Fle Edit Wiew Favorites Tools Help

O Back -~ & i] lg] . - search J\ Favorites 4 T S - o/ @
Address &1 http:/frchas0.itso.com: 200 1IDSWebApp/ADSispLogin.jsp V: Blco ks
Google |G+ Cerca« 5 B ~ | €% Segnalbriv B 206 bloccati | %7 Controllo « [ e Invia a~ () Impostazioni+

»

Tivoli. Directory Server Web Administration Tool

Login page

Enter username and password
LDAP Hostname: |rchas0s itso.com:389 «

Username: cn=administrator

Password: csescene

Log\E

Figure 6-56 Web Administration Tool - Login in Master Directory Server

9. In this step, create a master server and define which of its subtrees to replicate. In the
Directory Server Web Administration Tool page for the selected server, expand
Replication management in the left pane and click Manage topology as shown in
Figure 6-57. To specify the subtree that we want to replicate, click Add subtree.

@ Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer Q@
Ble Edit Wiew Favorites Tools Help o
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I:H
3 Manage sthedules Select | Subtree Role Status
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Note: Replication requires all servers in the topology to be configured properly.
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[E Legout ‘
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~
< > @ v
@“l http: firchas0B.itso.com: 2001ADSWebapp ADSRUATask Ptask-name=managetopology  Intermet

Figure 6-57 Directory Server Web Administration - Manage topology
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10.In the Figure 6-58, you can directly enter the DN of the root entry of the EIM subtree that
you want to replicate. If you are not familiar with the LDAP syntax, browse to the list of
available ones. Click Browse to expand the entries.

a:] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer g@
'II:
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Figure 6-58 Directory Server Web Administration - Add replica subtree

11.A list of subtrees is shown in Figure 6-59. Select the EIM entry, in our case it is
ibm-eimdomainname=eim itso 08. This is the root of the subtree to replicate. Click
Select.
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Figure 6-59 Directory Server Web Administration - Browse subtree entries
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12.The Subtree DN field, as shown in Figure 6-60, is filled in with the root of the EIM subtree
you want to replicate. The Master server referal LDAP URL is optional, but the default is

the name of t

he local Directory Server. Click OK.
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Figure 6-60 Directory Server Web Administration - Add replicated subtree page filled in

The root of the EIM subtree is now in the list of subtrees to be replicated, as shown in
Figure 6-61. Notice the directory server you are connected to acts as a master role.
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Figure 6-61 Directory Server Web Administration - Replicated subtree list
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13.You can select the EIM subtree and click Show topology to see its topology. As you can
see in Figure 6-62, at this step of the configuration, there is only the directory server that
acts as a master. At this point of the configuration, this step is done only to get familiar with
the subtree topology. Click Close to complete this task and in the left pane, click Manage
credentials.
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T Note: Replication requires all servers in the topology to be configured properly.
» EaDirectory management Replicated subtrees
i EReglication management ‘ 2 Z
e Show topology Add subtree... Quiesce / Unquiesce
Bkl = | |— Select Action -— | +| Go|
[3) Manane repliation propeties -
[ Manage schedules Select  Subtree Role Status
(3 Manaue queues ®  IBM-EIMDOMAINNAME=EIM ITSO 08 Master Normal
» EARealms and templates
» Eusers and groups Topology for selected subtree : IBM-EIMDOMAINNAME=EIM ITSO 08
[5Logout o #&Replication topology Add master... ‘
Erchas08.itso.cpm: 389
& Add replica... |
Manage gateway servers... |
Edit agreement... ‘
View schedule... \ -
< >

Figure 6-62 Directory Server Web Administration - EIM subtree topology

14.Now create the credential to be used by the master to send changes of the replicated
subtree to another server. The credentials identify the method and required information
that the supplier uses in binding to the consumer. The supplier is the server that sends
changes to another server, the consumer. The credentials are stored in an entry of the
DN, which is specified in the replication agreement.

As you can see in Figure 6-63 on page 196, the Web Administration Tool allows you to
define credentials in various locations. We are not explaining the replica theory in this
scenario. For more information, see the iSeries V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzahy/rzahy
replication-c.htm

If you select to store the credential in the cn=replication and cn=Ilocalhost subtree, the
directory servers keep the credentials only on the current server. This is more secure, but
it presents limitations in certain situations. Because of that, we suggest that you store the
credentials within the replicated subtree, in which case the credentials are replicated with
the rest of the subtree. In our scenario, the replicated subtree is ibm-eimdomaniname=
eim itso 08. Select it and click Add to add the credentials within it.
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Figure 6-63 Directory Server Web Administration - Manage credentials

15.As you can see in Figure 6-64, enter the name for the credentials you are creating. In our
scenario, cn=credentials and the Authentication method. The default is Simple bind, which
includes the DN and password authentication. Click Next.
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Figure 6-64 Directory Server Web Administration - Add credential name and method

16.Because we have selected the Simple bind as the authentication method, as shown in
Figure 6-65 on page 197, specify the bind DN name and password. To supply the
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replicated subtree changes to the master, do not use the cn=Administrator DN to bind to
the other server. Therefore, create a DN and password ad hoc for the replication.

Enter the DN that the server uses to bind to the replica, enter the same password in the
Bind password and Confirmation password field, and a brief description if you want. In our
scenario, we specify cn=master as the Bind DN. Click Finish to confirm the data input or
click Back if you want to modify previous settings.
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Figure 6-65 Directory Server Web Administration - Add credential simple bind information
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When you select Finish, you see the window shown in Figure 6-66. For our selected
subtree, credentials is shown in the Credentials field. Click Close to end this task.
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Figure 6-66 Directory Server Web Administration - credentials for selected subtree
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17.Select Manage topology again in the left pane. Select the IBM-EIMDOMAINNAME=EIM
ITSO 08 subtree and click Show topology as in Step 13 on page 195. As shown in
Figure 6-67, select the master server and click Add replica.
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Figure 6-67 Directory Server Web Administration - Manage topology
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18.You have already selected the subtree to replicate and the directory server master for that
replication. Now identify which server is the replica in this scenario, the Supplier field in
Figure 6-68.

Enter the name or the IP address of the replica server in the Hostname field and the port
number. In our scenario, the replica server is rchas01.itso.com and port 389 is the default.
Click Get replica ID and the master retrieves this information automatically from the
replica host name to establish a connection.

When identifying the replica server, complete this task by setting an agreement to decide
how the master opens a connection to the server to replicate the changes of the replicated
subtree. For that reason, select a Credential object by clicking Select next to this field.
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Figure 6-68 Directory Server Web Administration, Add replica
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19.1n the window shown in Figure 6-69, select the location where the credentials are stored.
In our scenario, it is IBM-EIMDOMAINNAME=EIM ITSO 08 and click Show credentials.
The credentials you created in Step on page 198 appear in the Select credential window.
Highlight those credentials and click OK.
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Figure 6-69 Directory Server Web Administration - Select credentials to replicate updates
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20.As you can see in Figure 6-70, the Add replica form is completed. Click OK at the bottom
of the page.
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Figure 6-70 Directory Server Web Administration - Add replica completed

21.As you can see in Figure 6-71, a message confirms that the replica server has been
successfully added and that you must synchronize the data to start the replication. Click
OK to complete the add replica task.

O O C rchas08.i om:389 hd [)

Logfiles Help
Server rchas01.itso.com:389 has been added to the replication topology. However, data

[ must be synchronized in order to fully initialize the new server. Refer to the configuration
guide for instructions on how to do this.

oK.

Figure 6-71 Directory Server Web Administration - Add replica message completed
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22.As shown in Figure 6-72, the subtree topology has been updated. If you expand the
master server, now in one step below, you can see the replica server. Click Close to
complete the manage topology task.
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Figure 6-72 Directory Server Web Administration - Manage topology updated
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23.To see if the replication is still not active, select Manage queues in the left pane.

Figure 6-73 shows the status of the queue that sends data to the replica as Suspended.

Click Close to complete the task and Logout on the left pane to exit from the Web
Administration tool.
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Figure 6-73 Directory Server Web Administration- Manage queues

24 .When the replication is configured and enabled, all the updates done on the replicated

subtree are sent from the master to the other servers. However, at the first time, to

initialize the replication, you manually copy the data to the replica server exporting the
topology from the master.
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To export the topology data on the master server, create an LDAP Data Interchange

Format (LDIF) file:

a. Open an iSeries Navigator session, expand your master system connection —
Network — Servers — TCP/IP, right-click IBM Directory Server, select Tools, and

then select Export file. The wizard appears as shown in Figure 6-74.

b. Enter the fully qualified path (starting with the root) and the name of the LDIF file.

c. Select Export selected subtree.

d. Ensure that Include lower-level replication context and Export operational

attributes are selected and click Browse next to this field.

"o Export Directory to LDIF File - RchasO08.itso.com LJL_@

|.f“tmp1master.ldif
Select portion of directory to export:
(™ Export entire directory
I
I

* Export selected subtree

Mame of LOAF Data Interchange Format (LOIFY file to export directory to:

Browse...

[+ Include lower-level replication contexts

[+ Export operational attributes

Warning: This operation may take a long time.

(] Cancel

Help |‘?|

Figure 6-74 iSeries Navigation - Export an LDIF file
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25.To retrieve the subtree information about your Directory Server, you need to connect and
authenticate, as you can see in Figure 6-75. Select Use distinguished name and
password and enter cn=Administrator as the DN and its relative password. Click OK.

o Connect to Directory Server m

Directory server: Rchas08.itso.com
Signon infarmation

& Use distinguished name and password

Distinguished name: |cn:AdministratDr
Fassward
+ Pagsword: EEEEEEELr
~

" Use signed on user, no prompting

Connection

-

?
(0] 24 | Cancel Help | ? |

Figure 6-75 iSeries Navigator - Connect to master Directory server

26.From the tree, shown in Figure 6-76, select the IBM-EIMDOMAINNAME=EIM ITSO 08
subtree that you want to export in the LDIF file and click Select.

-

(<) Browse Directory

Select one ofthese DMs:

Rechas0g.itso.com
cn=localhost
+— de=rchas08, de=itsa,dc=C 0w
- ibrr-eimDomaintame=EIM TS0 08

Cancel

Figure 6-76 iSeries Navigator - Select a subtree to export

206 i5/0S Network Security Scenarios



27.Because the Export Directory to LDIF file wizard is completed, click OK and the window
with a completion bar appears. When the operation is completed without errors, as shown
in Figure 6-77, you can click Done to close the wizard.

a

Mame of LDAFP Data Interchange Format (LDIF) file to export directory to:

|Itmpfmaster.ldif Browse...

L.

Select portion of dipe -t-mts =

" Export entire dir 10
r LOIF Cperation completed without errors.

Wiewy Jab Lo
- Q

+ Expott selected
; ; ; Cane -
ibrm-eimDormai  —— Browse. ..

| Bt

[v Include |owe

[v Export operstional attributes

Warning: Thiz operation may take a long tirme.

7
L Ik | Zancel | Help ||

Figure 6-77 iSeries Navigator - LDIF Export completed

28.The LDIF file is now in /timp/master.Idif in the Integrated File System of the master server.
Copy this file on the replica server to import the subtree data exported. To do this
operation, you can use an FTP session, for example. Here, we document this step using
the iSeries Navigator session that we are already using.
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As shown in Figure 6-78, expand your master system connection — File Systems —
Integrated File Systems — Root, click tmp, then in the right pane, right-click master.ldif
and select Copy. The LDIF file is copied in the clipboard.

208
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Copies the selected items onto the clipboard. Use paste to put them in the new location.

Figure 6-78 iSeries Navigator - Copy the LDIF file on the master system
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29.Now pass the file to the replica. In the iSeries Navigator Session, expand your replica
system connection — File Systems — Integrated File Systems — Root, right-click
tmp, and select Paste to detach the LDIF file from the clipboard to the replica /tmp
directory (Figure 6-79).

Do not import the LDIF file now because you need to stop the directory server. You still
have changes to the replica directory server settings that require a restart of the server.
You will import the LDIF file later.
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Inserts the items you have copled or cut into the selected location.

Figure 6-79 iSeries Navigator - Paste the LDIF file on the replica system

30.The directory server that will be the replica of a particular subtree needs the same
structure as the replicated subtree. Thus, before you import the LDIF file, add the root of

the replicated subtree in the suffix list known by the directory server.

To do this, in your iSeries Navigator session, expand your replica system connection —
Network — Servers — TCP/IP, right-click IBM Directory Server, and select Properties.
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As shown in Figure 6-80, go to the Database/Suffixes tag. Enter the name of the EIM
replicated subtree. In our scenario, it is ibm-eimdomainname= eim itso 08. Click Add.
Make sure that Allow directory updates is checked and click OK.

-
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Replicatian ] Miataenrl ] Ferfarmannea ] Anditing kerberos ] lare
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[+ Allow systern object updates

oK cancel | Help |?]

Figure 6-80 iSeries Navigator - Add a new suffix in IBM Directory Server properties

31.In the window, as shown in Figure 6-81, select Restart the Server later and click OK. You
still have another change to do in the replica server before you stop and start the Directory
Server.

(1) Directory Server Propert...

m:lu have changed one or more properies that
reguire the server to he restarted before the
change takes effect.

" Restart the server now,

Qe

Figure 6-81 [Series Navigator - Pop-up window

32.Back in the Directory Server Web Administration Tool, log on to the replica Directory
Server to add the master supplier information. To perform this task, you need to logon with
a i5/0S system user that must have *ALLOBJ and *IOSYSCFG special authorities to
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change the settings in the replication properties panels. In our scenario, as shown in
Figure 6-82, select rchas01.itso.com:389 as the LDAP Hostname, enter
0s400-profile=smithm as the Username, and her relative password in the Password field.
Click Login.
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Login page

Enter username and password
LDAP Hostname: rchas01.itso.com:388 | v

Username: as-profile=Smithiv

Password: seene

Login

Figure 6-82 Directory Server Web Administration - Login to replica Directory Server

33.As shown in Figure 6-83, expand the Replication Management in the left pane and click
Manage replication properties. Then in the right pane, select Default credentials and
referral in the Supplier information list and click Add.
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Figure 6-83 Directory Server Web Administration - Manage replication properties

34.The values that you input as replication connection settings (Figure 6-84 on page 212) are
valid for all subtrees replicated using the default credentials and referral. You also use
Replication bind DN of cn=master and enter the same password in the Replication bind
password and Confirmation password fields as in Step 16 on page 196. Click OK. The
window shown in Figure 6-83 appears again, click OK to close the task, and click Logout
in the left pane to close the Web Administration Tool session.
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Figure 6-84 Directory Server Web Administration - Replication connection settings

35.Now you can finally stop the replica Directory Server to take effect with the next start of the
updates you have completed and to import the LDIF file.

In the iSeries Navigation Session, expand your replica system connection —

Network — Servers — TCP/IP, right-click IBM Directory Server, and select Stop. When
the directory server is stopped, right-click again IBM Directory Server, expand Tools, and
then select Import File. In the window shown in Figure 6-85, enter the fully qualified path
and name of the LDIF file. In our scenario, enter /tmp/master.1dif and click OK.

o Import LDIF File - Rchas01.itso.com g@ﬁ

FHame ofthe LDAR Data Interchande Format (LDIF) file to import into the directory:

Utrapdrmiastar dif

v Replicate imported data

il Cancel | Help |‘?|

Figure 6-85 iSeries Navigator - Import LDIF file

When the confirmation message indicates that the import operation is completed, click
Done. You can restart the replica Directory Server. Right-click IBM Directory Server and
select Start.

212 i5/0S Network Security Scenarios



36.The replica Directory Server is synchronized with the subtree data replicated on the
master server, and both servers are using the same credentials. You have completed the
setup of the master-replica topology. In the Directory Server Web Administration Tool, log
on to the master Directory Server to release the replica queue. This time, as shown in
Figure 6-86, log on with cn=Aministrator. Select rchas08.itso.com:389 as the LDAP
Hostname, enter cn=Administrator as the Username, and its relative password in the
Password field. Click Login.
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Figure 6-86 Directory Server Web Administration - Login to master Directory Server

37.As shown in Figure 6-87, when logged in, expand Replication management in the left
pane and click Managed queues. In the right pane, you see that the replica state is
Suspended. Select the replica server rchas01.itso.com:389 and click Suspend/resume.
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Figure 6-87 Directory Server Web Administration - Manage queues
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38.As Figure 6-88 shows, the replica state in now Active. Notice the message at the bottom
of the right pane that tells you the replication is being resumed. Click Refresh.
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Figure 6-88 Directory Server Web Administration - Replica queue state is now active

39.Notice the state of replica queue is now Ready (Figure 6-89). This is the correct state
when a queue is active without any pending updates, shown as 0 in the Queue column.
Click Close to complete the task and Logout in the left pane. You have now completed the
master-replica settings and activated the replication successfully.
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Figure 6-89 Directory Server Web Administration - Replica queue state is ready
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To verify that the subtree data is synchronized on both master and replica servers, you can
logon in the replica Directory Server using Web Administration Tool with cn=Administrator
and its relative password. Then expand Directory management as shown in Figure 6-90
and click Manage entries. Select the EIM subtree replicated. In our scenario, it is
ibm-eimdomainname=eim itso 08 and click Expand.
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Figure 6-90 Directory Server Web Administration - Manage entries on replica server
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As shown in Figure 6-91, you can see the subtree data that you have populated with the
EIM configuration wizard on the master system. You can see details of the other subtree
entries by selecting them and clicking Expand again.
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Figure 6-91 Directory Server Web Administration - Manage entries on replica server for replicated data

40.All the changes done on the replicated subtree in the master server are sent automatically
to the replica server. With this replication topology, the replica cannot update the replicated
subtree, the replica can only publish it. To reach complete high availability of the EIM
structure, you must also enable the replica server to update the replicated subtree. In this
case, you have a master-master replication topology.
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In the Directory Server Web Administration Tool login page, log on in the master Directory
Server to modify the replication properties. Notice that to perform this task, you need to log on
with a i5/0S system user that must have *ALLOBJ and *IOSYSCFG special authorities to
change settings in the replication properties panels, as shown in Figure 6-92. Select
rchas08.itso.com:389 as the LDAP Hostname. Enter 0s400-profile=smithmin the
Username field and the relative password in the Password field. Click Login.
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Figure 6-92 Directory Server Web Administration - Login on master server

41.As you did on the replica server, set the master server to accept updates from other
servers. As shown in Figure 6-93, expand Replication Management in the left pane and
click Manage replication properties. In the right pane, select Default credentials and
referral in the Supplier information list and click Add.
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Figure 6-93 Directory Server Web Administration - Manage replication properties
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42.The values for the Replication connection settings (Figure 6-94) are valid for all the
subtrees replicated using the Default credentials and referral. You are also using

ch=master as the Replication bind DN and entering the same password in the Replication
bind password and Confirmation password fields as in Step 16 on page 196. Click OK.
The window shown in Figure 6-93 on page 217 appears again. Click OK to close the task

and Logout in the left pane to close the Web Administration Tool session.
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Figure 6-94 Directory Server Web Administration - Replication connection settings

43.Stop and start the master Directory Server to let that the changes take effect with the next
start. In the iSeries Navigation Session, expand your master system connection —
Network — Servers — TCP/IP, right-click IBM Directory Server, and select Stop. When

the status is stopped, right-click IBM Directory Server and select Start.

44.Back to Directory Server Web Administration Tool login page, log on in the master
Directory Server to modify the replication topology, which is needed for the

ch=administrator. As shown in Figure 6-95, select rchas08.itso.com:389 as the LDAP
Hostname, enter cn=administrator in the Username field, and its relative password in the

Password field. Click Login.
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Figure 6-95 Directory Server Web Administration - Login into master Directory Server
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45.Expand Replication management in the left pane and click Manage topology. As shown
in Figure 6-96, select the replicated subtree. In this scenario, it is
IBM-EIMDOMAINNAME=EIM ITSO 08 and click Show topology.
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Note: Replication requires all servers in the topology to be configured properly.

Figure 6-96 Directory Server Web Administration - Manage topology

46.1In the replication topology tree, expand the master server entry. In our scenario, it is
rchas08.itso.com:389. Select its replica server. In our scenario, it is rchas01.itso.com:389,
as shown in Figure 6-97, and click Move.

iﬁz] Tivoli Directery Server Web Administration Tool - Microsoft Internet Explorer g@
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 Address |1 http 1 /frchas0l.itso.com: 200 1IDSWebApp/IDSispADSConsolkFramework. jsp v|Bco ilrks
i Google |G~ Cercao 5 B »  ¥% Segnalbrie 206 bloccati | % Controlo (e Invia a~ () Impostazioni=

Tivoli. Directory Server Web Administration Tool

[3 Intreduction

» Gauser properties Topology for selected subtree : IBM-EIMDOMAINNAME=EIM ITSO 08 7

» EaServer administration & -
I A e Replication topolo Add master... ‘

Ry o Erchas08.itso.com:389 -
TN Grchas01.itso.com:389 Add replica... |
~ S Replication management
[A Manage cradentials Manage gateway servers... |
[ Manace topoigey
[3 Manage replication properties Edit agreement... ‘
[3 Manaoe schedules
[2 Manage gueues View schedule... ‘
¢ (Z1Realms and templates -
» [ Users and groups View server... ‘

isse T

Delete ‘

Close v

< >

Figure 6-97 Directory Server Web Administration - Replication topology
47.You want that replica server to become a master server too in the replication subtree

IBM-EIMDOMANNAME=EIM ITSO 08 topology. To do that, select Replication topology
and click Move as shown in Figure 6-98 on page 220.
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ﬂi] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer
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MNote: Moving a server may require changes to the server's configuration.
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< >

Figure 6-98 Directory Server Web Administration - Move server

48.The Web Administration Tool guides you through the steps to set up the necessary

agreement in th
As you can see

is new replication topology.
in the Figure 6-99, the original master server is the consumer of the

information supplied by the new master. In this scenario, it is cn=rchas01.itso.com:389.
Select the entry and click Continue.
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- EReplication management
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[ Manage replication properties
[3) Manade schedules
[ Manage queues

» (ZARealms and templates

» EUsers and groups

[3 Logout
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ministration Tool

Create additional supplier agreements

Logfiles Help

Agreements will be created for this server to act as a supplier to the other master servers.
Uncheck any agreements that you do not want to be created.

Agreements
7| | |-—- Select Action --- |~ | Go
Select | Consumer Supplier

cn=rchas08.itso.com:389 cn=rchas01.itso.com:389

Continue ‘ Cancel

Figure 6-99 Directory Server Web Administration - Create additional supplier agreement.

49.The message that you see in Figure 6-100 on page 221 indicates that the Web
Administration Tool is retrieving the information required to establish an agreement from

the new master

server. In our scenario, it is rchas01.itso.com:389. Click OK.
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00T rchas08.itso.com:389 (7]

Logfiles Help

The manage topology function will now collect information for agreements from the other
a master servers to replicate to this replica.

oK

Figure 6-100 Directory Server Web Administration - Message

50.Because you created the credentials in Step 14 on page 195, store them in the replicated
subtree IBM-EIMDOMAINNAME=EIM ITSO 08. They are available also on the replica
server, which is becoming a supplier (another master) in the same replication topology.

Thus, select the replicated subtree IBM-EIMDOMAINNAME=EIM ITSO 08 and click
Show credentials. As shown in Figure 6-101 in the navigation menu, select credentials
and click OK at the bottom of the page.
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Manane tonology = =
%M::: e ei] Location for credentials |
[o] 1] Prop B

[A Manage schedules

Supplier server
rchas01.itso.com:389
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[CJAdd credential information on consumer
Consumer admin DN

Figure 6-101 Directory Server Web Administration - Select credential

51.You have completed the configuration of the master-master replication.
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As you can see in Figure 6-102, in the IBM-EIMDOMAINNAME=EIM ITSO 08 replication
topology, rchas08.itso.com:389 is a master server of rchas01.itso.com:389, which is the
replica. Note that because rchas01.itso.com:389 is also a master server,
rchas08.itso.com:389 is its replica.

Click Close at the bottom of the page to close the manage topology task and then click
Logout in the left pane.
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Figure 6-102 Directory Server Web Administration - Manage topology updated

52.The master-master topology is now set up. Start the replication as in Step 37 on page 213
to resume the replica queue on the new master.
In the Directory Server Web Administration Tool, as shown in Figure 6-103, log on with

cn=Aministrator. Select rchas01.itso.com:389 as the LDAP Hostname, enter
cn=Administrator as the Username, and its relative password in the Password field. Click

Login.

€ | IBM Tivoli Directory Server Web Administration - Microsoft Internet Explorer L:“]@
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Tivoli. Directory Server Web Administration Tool

Login page

Enter username and password
LDAP Hostname: rchas01.itso com 389 v

Username: cn=administrator

Password: sssssess

Login

Figure 6-103 Directory Server Web Administration - Login on rchas01.itso.com:389 server
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53.As shown in Figure 6-104, when you log in, expand Replication management in the left
pane and click Managed queues. In the right pane, you can see that the replica state is
Suspended. Select the replica server rchas08.itso.com:389 and click Suspend/resume.
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Figure 6-104 Directory Server Web Administration - Manage queues
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54.The state of the replica queue is now Ready (Figure 6-105). Click Close to complete the
task and Logout in the left pane. You have now successfully completed the master-master
settings and activated the replication.
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Figure 6-105 Directory Server Web Administration, Resumed replica queue

55.Back to the goal of our scenario, we wanted to set up the master-master replica to assure
high availability of the EIM domain server. At this point, the replication subtree
IBM-EIMDOMAINNAME=EIM ITSO 08 is replicated on both the production and test
system directory servers. However, the EIM on the test system is not configured yet to
update the existing EIM domain with the iSeries Navigator EIM wizard. We refer to the
production system as rchas08 and the test system as rchasO1.

To do that, in an iSeries Navigator session, expand your test system connection —
Network — Enterprise Identity Mapping. Right-click Configuration and select
Configure.

If you see the Reconfigure option instead of Configure, it indicates that the EIM has
already been configured. You can either reconfigure it (the reconfiguration proceeds in a
similar way to the configuration), or you can right-click Configuration and select
Properties to verify that the current configuration is appropriate for your network. You also
need to check if the EIM domain is already configured.
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56.The Enterprise Identity Mapping configuration wizard welcome window opens as shown in
Figure 6-106. Select Join an existing domain and click Next.

@ Enterprise Identity Mapping Configuration Wizard - Welcome g@

Welcome to the Enterprise ldentity Mapping (EIM) Configuration Wizard. This wizard will

help you to configure your system to paticipate in an EIM domain. You can configure your

N systemn tojoin an existing domain aryou can create and configure a nesw EIM domain.
How do you want to configure EIM an your system?

™ Create and join a new domain

Click Cancel at any time to cancel the wizard.

| Cancel
Figure 6-106 [Series Navigator - EIM Configuration Wizard

57.We assume that the Network Authentication Service is already configured on this system.

If not, you can configure it later using the instructions in 6.4.1, “Configuring NAS” on
page 145. As shown in Figure 6-107, select No and click Next.

Eﬁ Elt Configuration Wizard - Configure Network Authentication... g@

Metwark Authentication Service (Kerberos) is either currently not configured on the system
or needs additional configuration to set up a single signon enviranment.

Help T = Back | Mext = |

cancel

Figure 6-107 EIM Configuration Wizard - Configure NAS
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58.Enter the IP address or the name of the test system, and the port number. As you can see
in Figure 6-108, the test system accesses the replicated EIM domain on the local directory
server. In our scenario, rchas01.itso.com is the domain controller name and 389 is the
port. Click Next.

E{i ElM Configuration Wizard - Specify Domain Controller g@

The ElM domain controller controls access to all of the EIM data in the domain.

What is the name ofthe domain cantroller for the EIM domain you want yvour system to
Y join?

Damain controller name: |rchasl:|1.itsn.cnm

Connection

| Use secure connection (SSL or TLS)

Port: |359

Werify Connection

Help 7 = Back | Mext = | Cancel

Figure 6-108 EIM Configuration Wizard, Specify Domain Controller
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59.As shown in Figure 6-109, enter the DN and password to access the domain controller
specified. Enter cn=administrator as the DN and its relative password in the Password
and Confirmation password fields. Click Verify Connection if you want to verify the
connection with the directory server before proceeding with the rest of the EIM
configuration and to see if the DN and password specified are correct. Otherwise, when

your are done with the verification, click Next.

@ ElM Configuration Wizard - Specify User For Connection

=/ TS

N Mizard o use?

8 User type: |Distinguished hame and password
User

|

In arder for the wizard to complete EIM configuration, the wizard must connectto the
domain cantraller with an authorized user. What user do vou want the EIM Configuration

Distinguished name: |cr=administrator

Password: IW

Confirm password: |[FwawaEs

Yerify Connection |

Help |7 = Back | Next= |

cancel

Figure 6-109 EIM Configuration Wizard - Specify User for Connection
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60.The EIM Configuration wizard retrieves the available EIM domain present on the test
system’s directory server. As you can see in Figure 6-110, the EIM ITSO 08 domain is
shown. Select it and click Next.

& ElM Configuration Wizard - Specify Domain g@ﬁ

The EIM domain consists ofthe domain controller and a set of padicipating user
registries. Once this systermn has joined the domain, an administratar can use EIM o
8 create mappings from users on this systerm to identities in the EIM darmain.

& ‘“hat domain do you want this system to join?

Domains:

Diarmain FParent DM
EIM TS0 08 |

Help 7 = Back | Mext = | Cancel

Figure 6-110 EIM Configuration Wizard - Specify Domain
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61.In the Registry Information window (Figure 6-111), check Local i5/0S to automatically
add it to the EIM domain. Because we are joining the existing domain, the Kerberos realm

is already known. Click Next to proceed.

U=zer registries are a callection of user definitions for a particular operating system ar
application. Only those user registties that have been added to the EIM domain can

M paricipate in EIM. The following registries may he used by the system when performing
_‘/ EIM functions on behalf of operating system functions.

Which user registries will be used by the local systerm? Any reqistries that do not exist
will be added to the domain.

[+ Local is/08

|RCHASD1 ATSO.COM
[ Kerberos

-

|
Help 7 = Back Mext = Cancel
nl = i A | =

Figure 6-111 EIM Configuration Wizard - Registry Information
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62.Specify the DN and password that the iSeries Navigator EIM wizard will use to access the
domain controller to perform various EIM functions. As shown in Figure 6-112, enter
cn=administrator in the Distinguished name field and its relative password in the
Password and Confirmation password fields. Click Verify Connection if you want to verify
the connection with the directory Server before proceeding with the rest of EIM
configuration and to see if the DN and password specified are correct. Otherwise, when
you are done with the verification, click Next.

Various operating system functions use EIM. The operating systern connects to the
domain controller as this user when perfarming these various functions. What user do

W wou weant the operating system to use for performing EIM functions? kote: This user also
_‘,) has authority to EIM identifiers and to the lacal EIM registry.

User type: |Distinguished name and passwored |

Lser

Distinguished name: |ch=administratar

Password: EEEEEEESE A |
Confirm password:  [srseeses

Werify Connection ’

Help S = Back l Mext = | ancel

Figure 6-112 EIM Configuration Wizard - Specify EIM System User
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63.The Summary window (Figure 6-113) recaps the settings you have specified. Verify that
they are accurate and click Finish.

The EIM configuration wizard proceeds with the configuration, it can take a few minutes. A
window informs you on the status for each configuration step.

B
X!

You have campleted all the steps necessary to configure your system to paricipate in an
EI domain an yaur network.

":} Click Finizh to join the EIM darmain.

Setting Yalue

Damain controller name: rchas0l.itso.com
lze secure connection (SSLarT... Mo

FPart: 84

Wizard user for canfiguration: cn=administrator
Damain: EIM TS0 08

Local iS5 registry: RCHASOT.ITSO.COM
iAo s EIM system user; ch=administrator

Help ¥ = Back | Finizh | Cancel

Figure 6-113 EIM Configuration Wizard - Summary window
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When the wizard has finished, verify that the new updates and the previous data are
present. Expand your test system connection — Network — Enterprise Identity
Mapping — Domain Management — your eim domain and right-click User Registries.

As shown in Figure 6-114, the user registries list shows both i5/0S systems and the
Kerberos realm.

@ iSeries Navigator g@

Fle Edit View Help

b2 @ 5 0 minuites old
[ Environment: My Connections [Rchas0Litso.com: User Redistries
= (8 Management Central (Rchas0B.itso.cc 4 | | Registry ‘ Type Parent Registry Description
= B My Connections B ITSO.COM kerberos Created by wizard,
=l Rchasolitso.com aBRCHASO LITSO.COM i5/05 {or O5/4007) Created by wizard,
&R Basic Operations WBR.CHASOS.ITSO.COM I5/0S {or O5/400) Created by wizard,
+-E8 Work Management
- BE Configuration and Service [%
= U Metwork

= TP TCP/IP Configuration
# %, Remote Access Services
= servers
g TCP/IP
B8 ieries Access
A DNS
& User-Defined
= [ IP Policies
= @ Enterprise Identity Mapping
& Configuration
=88 Domain Management

& Ideifiers

98 nternet.
E3 Integrated Server Administrato
-8 Security
= @ Users and Groups
- @y Databases
#-a3 File Systems
= [&] Backup
+-@ Application Development:
[ AFP Manager v

1- 3 of 3 objects

Figure 6-114 [Series Navigator - User registries list on test system
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Similarly, you can see the same result on the production system, as shown in Figure 6-115.

@ iSeries Navigator g@
Fle Edit View Help
% @ 3 20 minutes old

Environment: My Connections [Rchas0g.itso.com: User Redistries

= (@ Management Central (Rehas0B.itso.cd » | | Registry \ Type Parent Registry Description

= B My Connections afITs0.coM Kerberos Created by wizard.
+-f| Rchasol.itso.com ABRCHASO L ITSO.COM i5/05 (or O5/400) Created by wizard.
=il Rchasos.itsa.com BRCHASOR ITSO.C0M I5/05 (or O5/400) Created by wizard.

+%% Basic Operations
= E8 Work Management
= B Configuration and Service
=L Metwork %
& TCP/IP Configuration
=¥ Remote Access Services
= [ Servers
i TCP/P
iSeries Access
G ons
4 User-Defined
=[] IP Policies
= @ Enterprise Identity Mapping
£ Configuration
= & Domain Management
=8 EIM ITS0 08 (Rehasot
P e
%@ [nternet
+- B Integrated Server Administrato
= @ Security
+ @if® Users and Groups
+- iy Databases
+-03 File Systems
+-&l Backup
= @ Application Development ~
< > < >

1- 3 of 3 objects

Figure 6-115 ISeries Navigator - User registries list on production system

The EIM domain is now backed up. If there is a problem with the directory server on the
production system, the directory server on the test one can completely take over of its role in
the EIM domain. So far, we have walked through all the necessary steps to set up the replica.
However, high availability is a complex topic that you need to consider for all the system
applications and services. Thus, the EIM fail-over plan needs to follow the company fail-over
policies. This chapter does not cover such a complex topic, but here are a few examples of
how to implement it:

» You can use a network dispatcher in your network that routes the LDAP client requests to
the preferred and available directory server. The dispatcher can route the new LDAP
connections to the highest priority active server based on the rules that give different
priorities, and on the advisor monitor’s setting that provides the status connection
feedback. You can also use this implementation for faster searches. LDAP requests can
spread among several different servers, all having the same content, instead of a single
server. This improves the response time for the request completion.

» You can use virtual IP address takeover. You can bind directory servers to the same
virtual IP address on each system with “proxy Address Resolution Protocol (ARP)”
enabled, but only the virtual IP on the preferred directory server system is active. Then,
creating a heartbeat program, you can monitor the directory server, or the virtual IP to
check its availability. When it goes down, the program starts the virtual IP on the backup
system and the proxy ARP routes the new LDAP connections to it.

As mentioned, the goal is to provide an opportunity to include the EIM domain in your high
availability policy. The examples above are two of several ways for a failure takeover plan. The
main goals are awareness of possible problems related to the unavailability of data in your
business and how to reduce or avoid those problems.
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6.6 Single sign-on tips
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The following applications can take advantage of the password elimination single sign-on
solution on i5/0S:

» i5/0S V5R2 and later

» PC5250 and Telnet

» iSeries Access for Windows and i5/0S Host Servers

» IBM WebSphere Host On-Demand V8.0.2 (IP22808) and later
» iSeries NetServer

» Structured Query Language (SQL)/Distributed Relational Database Architecture™
(DRDA®)

» Distributed Data Management (DDM)

» QFileSvr.400

» Apache Web server, available at r520 with additional PTFs

» LDAP

» iSeries Access for Web

» WebFacing

» WebSphere Development Studio Client Web tools

When users implement password elimination SSO, they can access i5/0S with an expired
password because Kerberos tickets, and not passwords, are used for authentication.
However, this does not work if their corresponding user profiles are disabled.
Domino has multiple SSO options that include:

» SSO for Lotus® Notes® client
» Lotus Instant Messaging and Web Conferencing (Sametime®) SSO
» Web-based SSO

For more detail, see Security Considerations in Lotus Notes and Domino 7: Making Great
Security Easier to Implement, SG24-7256.

Let us a look at other platforms rather than the i5/0S-enabled for password elimination SSO
solution:

» Windows 2000 and 2003 server
» Windows 2000 and XP Professional client
» AIX

» Linux (You can download for free native on Red Hat Linux while on SuSE and most other
non-USA Linux that implement the Heimdal version.)

» z/0OS

By implementing password elimination SSO, users will have less downtime organizing and
managing passwords. Ongoing administration costs are reduced because the overhead of
password related Help Desk calls and the number of user registries decrease. An additional
benefit is added security on your network. From a business view, you have a more secure
network that costs less to maintain. Implementing password elimination reduces the risk to
lose or compromise passwords to only one.

i5/0S Network Security Scenarios



Users need to remember one password only. This might avoid a security hazard, such as
writing down several passwords on papetr.

The network administrator can also improve desktop security by implementing the Windows
group policy. Group policies are powerful. The administrator can enable the group policy at
the domain level and control these settings so that users cannot change them. The
administrator can control the desktop screen saver settings on the users’ computers by using
the wait time before the screen saver starts and on the “On resume, password protect” check
box.
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Securing Telnet for iSeries
access using SSL

The Transport Layer Security (TLS) and its predecessor Secure Socket Layer (SSL) are
widely known and used protocols that assure an end-to-end encrypted communication
session based on the certificates exchange. For simplicity, we refer to them as SSL. By
activating an SSL session, you also achieve data integrity and authentication of the server
and, optionally, of the client.

This chapter provides a practical scenario on how to protect your iSeries access connections
over the network, and eventually how to control accesses into the i5/0S server with the SSL
client authentication.

Here, you can find the list of ports that iSeries access requires. This list might be necessary to
open if your i5/0S server is protected by a firewall or any other mechanism.

For information about the theory of SSL protocol, see TCP/IP Tutorial and Technical
Overview, SG24-7287.
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7.1 Scenario description
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Here we have a company that produces DVDs and deals with the shops rather than direy
selling to the consumers. Figure 7-1 shows their network layout.

Apache
server

Company private network

DMZ

Firewall

Sales representatives

Production system

Figure 7-1 Company network layout

The shops can always consult, via the browser, the online catalog on a Web site hosted on an
i5/0S server. However, there are sales representatives who visit the point of sales to collect
their orders. The sales representatives travel all day long, many are far from their
headquarter. Therefore, they input the orders and check for product availability with the i5/0S
server using iSeries access connected via Internet.

The production system i5/0S server and all the PCs network in the headquarter are
connected to Internet via a secure gateway. A firewall protects the company private network.

The other i5/0S server with the Apache server that serves the products catalog in a graphical
frame is in a DMZ. See Chapter 2, “Building a DMZ with i5/0S” on page 15 for details and
implications related to security aspects of the DMZ.

The name of that server is well-known and published in the public DNS. On the other hand,
the production i5/0OS server has a private IP address, The firewall masquerades it with a
public one, which is not solved by the public DNS server.

Tip: Not publishing the i5/0S server’s IP address in the public DNS server does not mean
that the i5/0S server in the private network is safe. You can always scan it to see the open
ports, but at least it is not under the reflectors.
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The data transmitted by or to the sales representatives are sensitive. Therefore, the company
decided to protect those transmissions via SSL and to authenticate the clients before
accepting the Telnet requests.

Notice that, according to this company’s security policy, it is not enough to activate only the
basic SSL. Basic SSL provides only the data encryption, the data integrity, and the server
authentication, but not on the client side. Without the client authentication function enabled,
the System i server accepts all the Telnet requests coming from the 992 port. In that case, the
safety of the system is demanded only to the sign-on window with user and password
authentication. This is good protection, but you need to consider multiple windows to protect
the core of the business data. To ensure that only their sales representatives can access the
database to order or query the stock information, they decide to activate the SSL client
authentication option. The i5/0S server validates and eventually accepts the client requests
before serving the sign-on window (only if they are trusted).

On the local network, users can still work with the non-secure iSeries access connection.
However, on the firewall, the only required SSL ports are open. See 7.2.2, “SSL port required
for iSeries access” on page 239 for the list of ports for applications. This way, privacy is
guaranteed for the transmitted data and validation is guaranteed for incoming requests.

Tip: It is a good security policy to control which ports are open on the i5/0S server itself,
not just on the firewall, for listen status.

7.2 SSL implementation and iSeries access configuration

If you want to enable SSL on your iSeries access connections, see iSeries Access for
Windows V5R2 Hot Topics: Tailored Images, Application Administration, SSL, and Kerberos,
SG24-6939. This book implemented the scenario at V5R2. All the considerations and the
windows involved are valid for V5R4, except for the prerequisites.

7.2.1 SSL prerequisites

Licensed products are now included in the base code at V5R4. For this version, the
prerequisites are:

» IBM Digital Certificate Manager (DCM), option 34 of i5/0S (5722-SS1)
TCP/IP Connectivity Utilities for iSeries (5722-TC1)

IBM HTTP Server for iSeries (5722-DG1)

IBM Developer Kit for Java™ (5722-JV1)

IBM eServer iSeries Access for Windows, 5722-XE1

vyvyyy

Note: At V5R4, license program products 5722AC3, Cryptographic Access Provider
and 5722-CES, and SSL Client Encryption at 128 bit are no longer required. The
function of the first one is now integrated into the operating system, while the function of
the second one is now integrated into the 5722-XE1, iSeries Access for Windows.

7.2.2 SSL port required for iSeries access

Table 7-1 on page 240 lists servers and ports used by iSeries access and their corresponding
SSL ports.
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Table 7-1 Client Access Express servers and port numbers

Server Port SSL port Description

Port Mapper 449 N/A Returns the port number for the requested server.
as-svrmap

Central 8470 9470 Used when a client access license is required, and
as-central also for downloading translation tables.
as-central-s

Database 8471 9471 Used for accessing the AS/400 database.
as-database

as-database-s

Data Queue 8472 9472 Allows access to the AS/400 data queues, used for
as-dtaq passing data between applications.

as-dtag-s

File Server 8473 9473 Used for accessing any part of the AS/400 file
as-file system.

as-file-s

Print 8474 9474 Used to access printers known to the AS/400 system.
as-netprt

as-netprt-s

Remote 8475 9475 Used to send commands from a PC to an AS/400
Command system and for program calls.

as-rmtcmd

as-rmtcmd-s

Sign-on 8476 9476 Used for every Client Access connection to
as-signon authenticate users and to change passwords.
as-signon-s

Web Admin 2001 2010 Used to access Web applications served by the
as-admin-http AS/400 system.

as-admin-http-s

MAPI 5110 Used by the Mail APIs.

as-pop3

DDM 446 448 Used to access data via Distributed Relational
ddm Database Architect (DRDA) and for record level
ddm-ssl| access.

Telnet 23 992 Used to access 5250 emulation.

Telnet

Telnet-SSL

USF 8480 N/A Used for multimedia data.

as-usf

as-usf-s

LDAP 389 636 Provides network directory services.

Mgmt Central 5555 5566 Used to manage multiple AS/400 systems in a
as-mgtctrl 5577 network.

as-mgtctrl-ss
as-mgtctrl-cs
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Server Port SSL port Description

NetServer 137, N/A Allows access to the AS/400 file system from
138, Windows PCs.
139,
84741

The print server on port 8474 is used internally only. Therefore, you do not need to set it in your
IP packet filtering rules. However, you must start the print server for NetServer to work properly.

Chapter 7. Securing Telnet for iSeries access using SSL
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Securing FTP using SSL

The File Transfer Protocol (FTP) is used mainly to send and receive files in the network. You
can also use FTP to rename or delete files and to launch programs or commands on the
remote system.

Note that FTP does not encrypt the logon information, thus the user profiles and the
passwords exchanged are in plain text in the network.

You might need to protect the data that you want to move because it contains sensitive
information. Even if the transmitted data is not sensitive, you need to protect the connection,
or at least the login phase. Otherwise, hackers can sniff the data and use it to penetrate a
secure network.

This chapter provides a step-by-step configuration for activating a secure FTP either on the
client or server side and gives you tips to protect the logging phase only.

For information about FTP, such as the anonymous FTP or the control of operations that a
specific user can operate, see the File Transfer Protocol topic in the iSeries V5R4 Information
Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/topic/rzaiq/rzaiqrzairqgetstart
.htm
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8.1 Scenario description

Here we have the same company that was mentioned in Chapter 7, “Securing Telnet for
iSeries access using SSL” on page 237. Now, they need to transfer data to their i5/0S server
in a secure way from their software house, which periodically updates their programs.

Figure 8-1 illustrates this scenario.

Firewall

Software house’s
private network

Firewall

| Scenario company’s
| private network

LB

=

1:}1,

Figure 8-1 The company and the software house using Internet accesses to transfer data

The goal is to protect data confidentially during the transmission between the company and
their software house. They know each other, so they do not need a public or well-known
Certificate Authority (CA). This is a central administrative entity that can issue digital
certificates to users and servers, such as VeriSign, to validate their authenticity. For this
reason, they decide to use self-signed certificates.

The firewall configurations need to be set up to permit the FTP connection from the software
house’s i5/0S server to the company’s i5/0S server. You can find considerations about the
necessary ports in Section 8.6, “Tips and techniques” on page 278.

8.2 Planning for a secure FTP implementation
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We do not describe in details the Digital Certificate Manager (DCM) parameters. For such
information, see iSeries Security 0S5/400 DCM and Cryptografic Enhancements, SG24-6168.

In this scenario, we assume that both the company’s and software house’s i5/0S servers are
running V5R4 i5/0S and that they have never configured the systems to use the certificates.
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8.2.1 Prerequisites

The SSL prerequisites are valid for both the client and server sides.

Before you configure FTP to use SSL, you must have installed the following prerequisite
programs:

» IBM Digital Certificate Manager (DCM), option 34 of i5/0S (5722-SS1)

TCP/IP Connectivity Utilities for iSeries (5722-TC1)

IBM HTTP Server for iSeries (5722-DG1)

IBM Developer Kit for Java (5722—-JV1)

On an i5/0S command line, type the following command to start the server instance:

- vVVvy

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. Ensure that the ADMIN server instance is up and running under the QHTTPSVR
subsystem. Use the following command to verify that port 2001 is in listen status:

NETSTAT *CNN

For good security, activate the ADMIN instance for maintenance purposes only.

8.3 Step-by-step set up guide for FTP server
To enable the SSL on the FTP server, go through the Digital Certificate Manager (DCM)
tasks. In this chapter, we use Microsoft Internet Explorer® v6.0 to run our processes.
1. Start a Web browser. Enter the following URL:
http://servername:2001

The URL value servername represents the host name or IP address of the company’s
i5/0S server, which is the FTP server.
2. Sign on to the i5/0S Tasks pop-up using your user profile and password.

Note: To have a fully operational DCM, sign on with a user profile with *ALLOBJ and
*SECADM special authorities.

3. Click Digital Certificate Manager.
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Figure 8-2 shows the page that appears when you select the Digital Certificate Manager
from the i5/0S Tasks page in a brand new environment.

Fle Edit Wew Favorites Tools Help

Qeack - ) |ﬂ @ ;j /':"Search “glf;‘{Favorites %, [,?{V :._; N @
 Address |@ Http: ffrchass0.rehland.ibm.com ; 200 1/QIBM IS5 ert/Admin/gycucm L.indm /maind
. Google [Cl- Cacao @ B~ 9 Segnalbrie B 179 bloccati . % Controllo = (s Invia ar

Digital Certificate Manager

[ zelect a Certificate &

| Expand All_ || Collapse 5760-NC1, 5769-NCE, 5760-S51, 5722-551 (C) Copyright IBM Gorpora
All rights reserved.
S Government Users Restricted Rights -
Use, duplication or disclosure restricted by GSA ADP Schedule Contract

P anage User

Certificates , -
Licensed Materials — Property of [BM
" Create Mew Certificate cE_H U N _E ) )
Store m Contains software from RSA Data Securit

Figure 8-2 Digital Certificate Manager main page

4. Click Create a Certificate Authority (CA) in the left navigation.
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The page shown in Figure 8-3 appears. You see parameters requested and values used in

this scenario to create the Certificate Authority certificate.

Digital Certificate Manager @
Create a Certificate Authority (CA)
Certificate type: Certificate Authority (CA)
Certificate store: Local Certificate Authority (CA)
The system will create a certificate with a private key and store the certificate in the Local
Certificate Authority (CA) certificate store.
Key size: 1024 |+ | (bits)
Certificate store password. eee (required)
Confirm password: ere (required)
Certificate Information
S:Sjcate Authority (GA) oo hority (required)
Organization unit: iSeries department
Organization name: IEM (required)
Locality or city: Rochester
Figure 8-3 Create a Certificate Authority page
Table 8-1 shows all the parameters requested to create a Certificate Authority and the
values used in this scenario.
Table 8-1 Parameters required to create a Certificate Authority
Parameter Value
Key size 1024
Certificate Store password Password
Confirmation password Same password as above
Certificate Authority name ITSO Certificate Authority
Organization Unit iSeries department
Organization name IBM
Locality or city Rochester
Stare or province Minnesota
Country us
Validity period of Certificate Authority 1095
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5. Fillin all the requested fields in the Create A Certificate Authority (CA) page and click
Continue.

The Digital Certificate Manager process the form and creates the certificate for the
Certificate Authority as shown in Figure 8-4.

[nl

B

b

Digital Certificate Manager
Install Local CA Certificate *

Certificate type: Certificate Authority (CAJ
Certificate store: Local Certificate Authority (CA)

A certificate for vour Certificate Authority (CA) was created and stored in the local
Certificate Authority (CA) certificate store

You must install the Certificate Authority (CA) certificate in your browser so the
browser can verify certificates that vour CA issues. Click the following link to install the
certificate in your browser, Your web browser will display several windows to help vou
complete the installation of the certificate.

Install certificate

After installing the certificate, select Continue so you can provide the policy data that
will be used for signing and issuing certificates with this Certificate Authority (CA)

[ Continue ” Cancel I

Figure 8-4 Certificate Authority created
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You can also choose to install the CA certificate created in your browser, but if you do not
want to do it now or if you do not need the CA certificate on the PC where you are
performing the configuration, the Digital Certification manager lets you do it later.

6. Click Continue.
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You can change the Certificate Authority policy data as you see in Figure 8-5. The policy
data determines whether the CA can issue and sign user certificates or not, and how long
the certificates are valid.

Because this scenario uses the secure FTP client as an i5/0S server that does not
support the Client Authentication, you do not have to select Yes in the Allow creation of
user certificates field. The Digital Certificate Manager lets you modify the Certificate
Authority policy data later when it is required.

Notice the Validity period of certificates issued value is also valid for the Server Certificate
that will be applied on the FTP server application. By leaving the value as 365 days, you
can renew it in a year.

Digital Certificate Manager 0
Certificate Authority (CA) Policy Data

Your Certificate Authority (CA) was created with the default policy data shown below
Change the data if yvou want and then select Continue.

e} |
(A

Allow creation of user certificates: OYes ® Mo

Validity period of certificates that are issued 165 | (davs)
by this Certificate Authority (CA) (1-2000): S

|

Days until Certificate Authority (CA) expires; 1095

[ Continue H Cancel l

Figure 8-5 Certificate Authority Policy Data page

7. Click Continue.

A confirmation message appears showing that the policy data was accepted, as shown in
Figure 8-6.

Digital Certificate Manager 0
\ Policy Data Accepted

The policy data for the Certificate Authority (CA) was accepted.

icate § | Select Continue to create the default server certificate store *SYSTEM) and a server

certificate signed by vour Certificate Authority (CA) This will allow server
T authentication by users that use this system as a server.

l Continue ” Cancel ]

=t

Figure 8-6 Policy Data Accepted page
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8. Click Continue.

The next step is to create a server certificate that secure server and client applications can
use during the SSL handshake.

The page shown in Figure 8-7 appears. You see parameters requested and values used in
this scenario to create a server or client certificate.

Digital Certificate Manager 7

Create a Server or Client Certificate

Certificate type: Server or client
e ¢ | Certificate store: #*5YSTEM

e | | The system will create a certificate with a private key and store the certificate in the
— = | default server certificate store (#SYSTEM)

Key size: 1024 |+ | (bits)

ke Certificate label: ITSP Server Certificate (required)

N Cer‘tiﬁcat_e store vee Coatired)

= password: 4

L Confirm password:. eee (required)

prn | Certificate Information

t Common name: rchasB0.rchland.ibm.com (required)
Organization unit: iSeries ITS0

LV

Figure 8-7 Create a Server or Client Certificate

Table 8-2 shows all the parameters requested to create a server or client certificate and
the values used in this scenario.

Table 8-2 Parameters required to create a server or client certificate

Parameter Value

Key size 1024

Certificate label ITSO Server Certificate
Certificate store password Password

Confirmation password Same password as above
Common name rchas60.rchland.ibm.com
Organization unit iSeries ITSO
Organization name IBM

Locality or city Rochester

State or province Minnesota
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Parameter Value

Country us

Subject Alternative Name fields blank

9. Fillin all the requested fields on the Create A Server or Client Certificate page and click
Continue.

A confirmation message shows that the Server Certificate was created. Select
applications that will use the server certificate you created, as shown in Figure 8-8.

Digital Certificate Manager 0
protocol, do not assign a certimcate to the client application
| selectall || Glear Al |
pate ¢ Application Type |Assigned certificate
[ Central Server Server (None assigned)
- [ Database Server Server (None assigned)
[ Data QueLe Server Server (None assigned)
0 |Network Print Server Server (None assigned)
= [ Remote Command Server Server (None assigned)
hte [ Signon Server Server | (Mone assigned)
O i5/08 TCP/IP Telnet Server Server (None assigned)
ﬁ 1 i5/08 DOM/DRDA Server — TCR/IP |Server (None assigned)
Lot O |Cluster Security Server (None assigned)
[0 |Host Servers Server (None assigned)
= . Y10 |File Server Server (None assigned)
................................................................................................ antemet

Figure 8-8 Select Application page

10.Select the i5/0S TCP/IP FTP Server application and click Continue at the bottom of the
window.
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A confirmation message confirms that the certificate was correctly applied to the
application (Figure 8-9).

11.Because Object Signing is not covered in this scenario, click Continue to end this task.

Digital Certificate Manager
Application Status

The applications vou selected will use this certificate.
ate =
=elect Continue to create the default object signing certificate store
- (FOBJECTSIGMNING) and an object signing certificate signed by vour Cert
Authority (CA) You can then use your system to sign objects.
l Continue ” Cancel ]
ate

Figure 8-9 Confirmation message for the application status
The main Digital Certificate Manager Task page, as shown in Figure 8-2 on page 246,
appears.

To complete the setup of the secure FTP server, modify the FTP server application and
apply the Server Certificate on it.

12.Click Select a Certificate Store in the navigation pane on the left.

The Digital Certificate Manager lists all the certificate stores that you can select, as shown
in Figure 8-10.

Digital Certificate Manager €
Select a Certificate Store

=elect the certificate store that yvou want to open.

© Local Certificate Authority (CA)
® *SYSTEM
O Other System Certificate Store

| Continues H Cancel l

Figure 8-10 List of selectable certificate stores

13.Select *SYSTEM and click Continue.
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The page shown i

n Figure 8-11 appears. To log into the *SYSTEM Certificate Store, provide

the same password input in the Certificate store password field in the form shown in

Figure 8-3 on pag

e 247.

Certificate

and filename:

password:

Enter the certificate store password.

Certificate type: Server or client
Certificate store: #5Y S TEM
Certificate store path

Certificate store

Digital Certificate Manager ¢

Store and Password

SOIBMA/USERDATA/ICSS /CERT /SERVER/DEFALIL

[ Continue l [

Feset Password l [ Cancel

Figure 8-11 Certificate Store and Password page

14.Enter the password and click Continue.
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15.1n the left navigation, expand the Fast Path task as shown in Figure 8-12. Select Work
with server applications and click Continue.

Digital Certificate Manager 0
Fast Path

Select the type of action that you want to perform.

O Work with server and client certificates

You can add, delete, export, view or renew a server or client certificate in the certificate sto
addition, you can import a certificate into the certificate store, create a new certificate or s
certificate as the default certificate for the certificate store

O Work with CA certificates

You can view, delete or export a Certificate Authority (CA) certificate [n addition, vou can
import a G4 certificate into this certificate store and enable or disable a CA certificate in thi
certificate store

© Work with user certificates
You can create, delete, view or assign a user certificate.
© Work with certificate requests
You can view or delete certificate requests for the certificate store.

® Work with server applications

You can add, remove, view or update a server application. In addition, yvou can update the
certificate assignment for the application and define the CA trust list for the application
© Work with client applications

(| (B 1 N L 1 L T | l 1 i)

Figure 8-12 Fast Path page
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16.A list of server applications appears as shown in Figure 8-13. Select the i5/0S TCP/IP
FTP Server application and click Work with Application at the bottom of the page.

Work with Server Applications

Digital Certificate Manager

Application type: Server

You can add an application or select an application to work with from the list,

Applications registered to use certificates:

|

Add Application ]

®

O|0|(C|O|O

©

Application
Central Server
Database Server
Data Queus Server
MNetwork Print Server
Rermote Command Server
Sighon Server
10,/05 TCP/IP Telnet Server

Certificate Assigned
None assigned

None assigned

None assion

Norne assioned
None assiened
None assioned

one assioned

Figure 8-13 Work with Application page
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Details of the FTP Server application appear (Figure 8-15). If Yes is selected in the Define
the CA trust list and CA Certificates are not listed in the Certificate Authority (CA)
certificates in the application trust list (as in this case), then define a CA Trust list.
Otherwise, you can verify the configuration by clicking Validate and the message, shown

in Figure 8-14, appears.

The application has been successfully validated. }

Figure 8-14 Confirmation message of a correct Application validation

The validation of an application certificate is not a required operation, but it is useful to see
if all was done correctly.

Digital Certificate Manager

Application type: Server
Application 1D: QIBM OTMF FTP SERVER
Application description: i5/05 TCR/IF FTF Server

[ iew Application Definition ] [ Femowve Application ] | ‘Yalidate
Client authentication required: O Yes ® No
Define the CA trust list: ® Yes O Mo

Certificate Revocation List (CRL) checking |© Yes @ MNo

Certiticate Assigned: [TS0 Server Certificate

[ iew Certificate l [ Update Certificate Assignment ]

Certificate Authority (CA) certificates in the application trust list:

Figure 8-15 FTP Server Application information

17.Select Yes for Define CA Trust List.
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A list of all the CA Certificate known by the system appears as shown in Figure 8-16.

Digital Certificate Manager
Define CA Trust List

Application type: Server

Application 1D: QIBEM OTMF FTP SERVER
Application description: i5/05 TCRP/IF FTF Server
[ Trust All ] [ Trust Mone l

Note:The Certificate Authorities (CAs) defined in the CA trust list for the applica

you wish to change the trust list, click on the check box and select OK.

Trusted Certificate Authority (CA)
LOCAL CERTIFICATE AUTHORITY(1)

GeoTrust Global CA
GeoTrust True Credentials CA 2

O

E

[l Equifax Secure Certificate Authority
E] Equitax Secure eBusiness CA-1

[l Equifax Secure eBusiness CA-2

E] Equitax Secure Global eBusiness CA—1

O Microsoft Root Authority

Vie

£]E]

Yie

Vie

Yie

Vie

Yie

HI5IH

Vie

Yie

Figure 8-16 Define Trust List page

18.Select the LOCAL_CERTIFICATE_AUTHORITY(1), the CA certificate that was created.

Click OK at the bottom of the page.

The message shown in Figure 8-17 appears at the top the Define CA Trust List page.

Certificate Authority (CA) changes applied.

Figure 8-17 Define Trust List confirmation message
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19.Select Cancel to return to the FTP Server Application information page shown in
Figure 8-15 on page 256.

Notice that the CA certificates in the application trust list was updated with the Local
Certificate Authority entry (Figure 8-18).

Digital Certificate Manager
Application description: i5/05 TCRP/IF FTF Server

[ Yiew Application Definition ] [ Remove Application | I YYalidate l
Client authentication required: O Yes ® No
Define the CA trust list: ® Yes O MNo

Certificate Revocation List (CRL) checking | © Yes ® Mo

Certificate Assigned: [TS0 Server Certificate

[ View Certificate l [ Update Certificate Assignment J

Certificate Authority (CA) certificates in the application trust list:

LOCAL CERTIFICATE_AUTHORITY(1)

[ o Define CA Trust List ]

Figure 8-18 Updated information in CA certificates in the application trust list

Now you can verify the DCM configuration for this application.
20.Click Validate and the message shown in Figure 8-14 on page 256 appears.

21.Close this task. Click Cancel until you reach the main Digital Certificate Manager tasks
page, as shown in Figure 8-2 on page 246.

As the last action in the DCM tasks, obtain the CA certificate on your PC to send it to the
system that will be the secure FTP client.

22.Select Install Local CA Certificate on Your PC in the left navigation page.
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In the window shown in Figure 8-19, click Install certificate to install the CA certificate in
your PC browser, or click Copy and paste Certificate to save the CA certificate into a file.
Because you need to send the CA certificate to the remote i5/0S server and you do not
have to use it on your browser, choose the second option.

Digital Certificate Manager
Install Local CA Certificate on Your PC

To install {receive) the certificate on your browser:

Click the following link to install the certificate in yvour browser, Your web browse
windows to help you complete the installation of the certificate.

Install certificate

To copy and paste the certificate to a file on your PC:

If yvou need the Certificate Authority (CA) certificate for a non—browser applicati
Access Express or [BM Personal Communications, choose the Copy and paste o
the online help provided here and in the appropriate application for information a
yvour certificate file. Click the following link to copy and paste the certificate into
Copy and paste certificate

Figure 8-19 Install Local CA Certificate on your PC page

23.Click Copy and paste certificate.
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Follow the instructions mentioned in Figure 8-20 to copy the CA certificate.

24.Select the area starting from ----- BEGIN CERTIFICATE----- until the ----- END

CERTIFICATE-----, including all the dashes.

25.Copy and paste it into a Notepad and save it as rchas60CA. txt in a working directory.

26.Send this file as an attachment in a mail to someone who belongs in the remote

enterprise.

Digital Certificate Manager
Copy and Paste CA Certificate

Copy and paste the Certificate Authority (CA) certificate into a file on yvour PO
Basebd—encoded ASCI data format.

----- BEGIM CERTIFICATE-----
MIICmOCCA=Gehw]BAs IERS2UD 1 ANEgkahk | GAWOBANQOFADCBRTELMAKGATUEERMC
YWM<E j AQBeNYBATCU T phmf | c290Y TESMBAGATUEB <M. UnS j aGY zdGY wMOwwCeYD
YOOKEWMNJOKD xGzAZBeNYEASTEM [ TZXJpZ M2 ZGYwi R JOBWY UdDE i MCEGATUE A xMa
SWRTTvBDZ®J0aWZlp Y 2F0Z5BEdRRob 3 JpdHk wHReNMOY < MOE MO T 1z & Wb MMDk
MOExMOT Mz &5 Wi CBRTELMAKGATUEERMCY YMXE i AQBeNYELTCUT phmb [ c290YTES
MEAGATUEBxM.IUmD j aGYzdGYwMOwwC ey DYOUKEWNJ Ak D« Gz AZBeNYBASTEm | TZX e
ZEMeZGYwY R JORIY UdDE i MCEGATUEAxMaSyYRTTvBDZXJ0alZe Y 2F0ZSBBdRRob3Jp
dHkweg Z8w00Y Kol ThycNADEBBOAD YOAM I GJACGBALFIGE [rE1 LdAHLY J3JNZ00Be
b0t 3dImog¥3dkzMunl slpskal+6 rmHI33 ) ¥uhd reN9ymT3MOYzTBE x T s THSS
w2 SN cdbeyvFsodYY09 2wV et xexlind 123 1df i JsjK23ef sh) j SONYDeNGI+2V3t 2
eF 2K 4+AMYLEZOPSY S d3A2MBAAGI EzARMASGATUJEWER/ wOFMAMBAT SwDOY JKoZ ]
hrvcMAQEEBOAD2YEAD | 30t Y69l el zBAuGnoFzLYYY¥ 90 1 nJYRQ¥eH7 tPFz+j 1% zu
wzC37Job | 4E44Hacullz3f DV+ELURP A rOM3YW3 nHY +p ImEE | OcR7LT f ecelpemnOl)
Bz8kudOLCreh94p2 /KeSvHKYE I WTaGadsFEOCPEsZ ] Fhed/shaaF aEvOX0kO=
----- EMD CERTIFICATE-----

Figure 8-20 Public CA certificate

27.At the end of the operation, click OK to end the task.

Now, you have completed all the DCM tasks. To use SSL to secure your FTP server, verify
and modify the FTP server attribute.

Perform the following steps to enable the secure FTP server:

1.

In the iSeries Navigator, expand servername — Network — Servers — TCP/IP, where
servername is the name of the connection.
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Select the General tab.

Right-click FTP and select Properties. Figure 8-21 shows the FTP properties.

Choose one of these options in the SSL to be started with the server section:

Secure only: Allow only SSL sessions.
Both secure and non-secure: Allow both secure and non-secure sessions.

Click OK to save the changes and complete the task.

@

@ g @B

| Ervironment: My Connections

[ Rehasso.rehlar

= || Rchasan.rehland.ibm.com
+- % Basic Operations
+-B3 Work Management
+-B* Configuration and Service
- L Metworlk
+- T TCR/IP Configuration
+- 51, Remote Access Services
- Servers
s TCP/IP
B iSeries Access
LA DNs
b User-Defined
+- [ IP Policies
+-§& Enterprise Identity Mapping
g Internet
+ Integrated Server Administratio
{38 Security
+-@§® Users and Groups
+- iy Databaszes
+-a3 File Systems
+-[E] Backup
+- @ Applcation Development
-8, AFP Manager

I Add a connection
@ Install additional components

Server Mame

TTFTP
TahFS
HaiSeries NetSe
TRINETD
HEECRSGL
HaSMTP
HaQos
HERADIUS MAS
HawebFacing
HaSystem Deb
HaManagemen
HaOLFM
“Tovirtual Privat
o CIMOM

MoelC
‘o ASFTomcat

HaRemote Exe
HaSMTP

TG TELMET
HGHT TP Adrmin
AT IBM Director

General | Mappinos | Initial Formats

|+ Startwhen TCPIIP is started

Initial number of servers to start (1 - 200

Inactivity timeout:

Subsystem:

* Use default { QEVSIQEYEWRK )

Subsystemn description:

Sockets layer support to he started with server:

" Secure only

Mon-secure only

+ Both secure and non-secure

@ configure system as DHCP server

P Help forr

Figure 8-21 FTP server attributes via iSeries Navigator

Now, restart the FTP server to apply all the changes you have done, assigning the
certificate and modifying the FTP attributes.

6. To verify that the Secure FTP server in listening status, use the following command to
verify that both the ports 21 and 990 are in Listen status:

NETSTAT *CNN

As mentioned in the Admin instance, it is a good security policy to activate the FTP server
when necessary and to keep it stopped when not necessary.
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8.4 Step-by-step set up guide for FTP client
The CA certificate in Step 26 on page 260 needs to be delivered to the receiver.

Follow these steps to configure an SSL or to secure an FTP client:

1. Detach the CA certificate to your PC in a working directory. As mentioned in “Step-by-step
set up guide for FTP server” on page 245 in Step 25 on page 260, the file name is
rchas60CA.txt. For example, in this scenario, the file is detached into the directory
C:\temp.

2. In the Windows bottom bar, select Start — Run. Specify cmd in the Run pop-up window to
bring up a DOS command prompt.

3. Inthe DOS window, type the following command:

ftp servernamel

Servername1 is the name of your iSeries, acting as a secure FTP client.
4. Sign on with your user profile and password.

5. Atthe FTP prompt, run the quote site namefmt 1 subcommand to set the path name
format.

Enter cd / to change the current working directory on the i5/0S server side.
Enter bin to turn the transfer type to a binary image.
Enter the subcommand put c:\temp\rchas60CA.txt.

© ©o N o

Enter quit to close the FTP session.
The file is transferred from the PC to the i5/0S server as shown in Figure 8-22.

B C\WINDOWS\system32icmd. exe -0

C:\temp>ftp rchasS55.rchland. ibm.com

Connected to RchasS5.rchland.ibm.com.

220-QTCP at RCHASSS.RCHLAND.IBM.COHM.

220 Connection will close if idle more than 5 minutes.
User (RchasS5.rchland.ibim.com:(none)): barbara
331 Enter password.

FPassword:

230 BARBRRA logged on.

ftp> quote site namefmt 1

250 MNow using naming format 1"

ftp> cd /

250 "/" is current directory.

ftp> bin

200 Representation type is binary IMAGE.

Ftp> put c:\temp\rchas6oCA. txt

200 PORT subcommand request successful.

150 Sending file to /rchasBOCA.txt

226 File transfer completed successfully.

ftp: 974 bytes sent in 0,80%econds 974000,080Kbytes/sec.
ftp> quit

221 QUIT subcommand received.

Figure 8-22 FTP session to transfer the CA certificate from the PC to the iSeries
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The CA certificate file is in the i5/0S server Integrated File System, but to enable the SSL on
the FTP Client, you have to go through the Digital Certificate Manager (DCM) tasks to
configure the trusted certificate authorities list for the FTP client application. You must add

any certificate authorities that were used to create certificates assigned to the servers that
you want to connect.

We use Microsoft Internet Explorer 6.0 to run our processes.
1. Start a Web browser. Enter the URL:
http://servernamel:2001

Servername1 represents the host name or IP address of iSeries. In this case, it is the SSL
FTP client i5/0S server system.

2. Sign on to the i5/0S Tasks pop-up, using your user profile and password.

Note: To have a fully operational DCM, sign on with a user profile with *ALLOBJ and
*SECADM special authorities.

3. Click Digital Certificate Manager.

Figure 8-23 shows the page that appears when you select the Digital Certificate
Manager from the i5/0S Tasks page in a brand new environment.

| Certificate Manager - Microsoft Internet Explorer

dt Wiew Favorites Tools Help

ko R Iﬂ IEL| , f-- ! Search j\a Favorites 5] b = - v ] @
&) bt firchasSE.rehland.ibm .com: 200 1/QIBMICSSert/Admin/gycucm 1.ndm fmaind
Gl Cerca o5 B% = | €% Segnalbrie B 180 bloccatl | 5 Controllo ~ [ Invia a=

Digital Certificate Manager

AT LN T AT T Y

elect a Certificate $

d All H Collaps: 5769-NC1, 5769-NCE, 5769-881, 5722-831 (C) Copyright IBM Corporatic
All rights reserved,
User Certificat T3 Governument UTsers Restricted Rights -
2 ogd el TUse, duplication or disclosure restricted by GE4 ADP Schedule Contract wi
Wew Certificate Licensed Materials - Property of IER
Contains software from RSA Data Security,
a Certificate ENCRYFTION ENGINE
ity (CAY
e CEL Locations Get Started

a TTAD T mcatisn
Figure 8-23 Main Digital Certificate Manager task page
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You do not need to create a Local Certificate Authority in this scenario. In the SSL
handshake, it is the server that provides proof that confirms its identity. This proof is the
CA certificate signature that validates the Server Certificate. The client recognizes the
Certification Authority and trusts it to verify and eventually accepts the server identity.

For these reasons, create a container to save the remote CA certificate.
4. Click Create New Certificate Store in the left navigation.

Figure 8-24 shows all the possible Certificate Stores that are not created yet.

Digital Certificate Manager

Create New Certificate Store

Select a certificate store.

@ *SYSTEM

© *OBJECTSIGNING

O *SIGNATUREVERIFICATION
© Other System Certiticate Store

Continue H Cancel l

Figure 8-24 Create New Certificate Store page

5. Select *SYSTEM and then click Continue.

The Digital Certificate Manager allows you to create a server or client certificate, as
Figure 8-25 shows, but this is not required for our scenario.

Digital Certificate Manager

Create a Certificate in New Certificate Store
Certificate store: *SYSTEM

The new certificate store will contain the default list of Certificate Authority {CA) cer
want to create a certificate in the certificate store?

Yes - Create a certificate in the certificate store.
@ No - Do not create a certificate in the certificate store.

Continue ” Cancel ]

Figure 8-25 Choose to create or not a Certificate in a New Certificate Store
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6. Select No and click Continue.
As shown in Figure 8-26, set a password that protects the *SYSTEM Certificate Store.

Digital Certificate Manager

Certificate Store Name and Password

Certificate store: *SYSTEM

You must enter a password for the new certificate store and enter the password again

Certificate store password: see (required)
Confirm password: soe (required)
Continue ] l Cancel ]

Figure 8-26 Set the password for the New Certificate Store

7. Insert a password in the Certificate store password field, confirm it in the Confirm
password field, and click Continue.

The message shown in Figure 8-27 tells you that the *SYSTEM Certificate Store was
created correctly.

8. Click OK to complete the task.

Digital Certificate Manager
Certificate Store Created

The certificate store has been created.

File name: /QIBM/USERDATA/ICSS/CERT/SERVER/DEFAULT.KDB

Note: You must click on the Select a Certificate Store button in the left frame to refre
Certificate Manager (DCM) to work with this new certificate store.

[ox]

Figure 8-27 Certificate Store Created confirmation message

The window shown in Figure 8-24 on page 264 appears again. Because you are not
creating other certificate stores in this scenario, click Cancel to go back to the main Digital
Certificate Manager task page.
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9. Click Select a Certificate Store in the left navigation. Figure 8-28 shows the Certificate
Store available to open.

Digital Certificate Manager
Select a Certificate Store

Select the certificate store that you want to open.

® *SYSTEM
O Other System Certificate Store

Continue ” Cancel ]

Figure 8-28 Select a Certificate Store page

10.Select *SYSTEM and click Continue.

To open the *SYSTEM Certificate Store, as shown in Figure 8-29, provide the same
password that you had set in Step 7 on page 265.

Digital Certificate Manager

Certificate Store and Password

Enter the certificate store password.

Certificate type: Server or client
Certificate store: *SYSTEM
Certificate store path and filename: /QIBM/USERDATA/ICSS/CERT/SERVER/D

Certificate store password: e

Continue H Reset Password ]l Cancel ]

Figure 8-29 Certificate Store and Password page

11.Enter the correct password in the Certificate store password field and click Continue.
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12.In the left navigation, expand Fast Path as shown in Figure 8-30. Select Work with CA
certificates and click Continue.

Digital Certificate Manager
Fast Path

Select the type of action that you want to perform.

O Work with server and client certificates

You can add, delete, export, view or renew a server or client certificate in the cer
addition, you can import a certificate into the certificate store, create a new certitfi
certificate as the default certificate for the certificate store.

® Work with CA certificates

You can view, delete or export a Certificate Authority (CA) certificate. In additiof
CA certificate into this certificate store and enable or disable a CA certificate in

© Work with user certificates

You can create, delete, view or asgign a user certificate.
O Work with certificate requests

You can view or delete certificate requests for the certificate store.
© Work with server applications

You can add, remove, view or update a server application. In addition, you can up
assignment for the application and define the CA trust list for the application.

O Work with client applications
You can add, remove, view or update a client application. In addition, you can up

Figure 8-30 Fast Path page
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The list of all current certificate authorities known by the system is shown in Figure 8-31.
13.Click Import at the bottom of the page.

Digital Certificate Manager

© Thawte Personal Premium CA Enabled
O Thawte Personal Freemail CA Enabled
© Thawte Personal Basic CA Enabled
© Thawte Premium Server CA Enabled
O Thawte Server CA Enabled
O RSA Secure Server Certification Authority Enabled
O VeriSign Class 1 CA Individual Subscriber-Persona Not Validated Enabled
O VeriSign Class 3 CA Individual Subscriber-Persona Not Validated Enabled
O Verigign Class 1 Public Primary Certification Authority Enabled
O Verigign Class 2 Public Primary Certification Authority Enabled
O Verigign Class 3 Public Primary Certification Authority Enabled

[View” Enable ” Disable H Validate ” Delete H Export J

[ Update CRL Location Assignment j

[ Import ” Cancel ‘

Figure 8-31 Work with Certificate Authority page
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In the page shown in Figure 8-32, specify the full path of the file that you transferred via
FTP into the i5/0S Integrated File System in Step 8 on page 250.

Digital Certificate Manager
Import Certificate Authority (CA) Certificate

Certificate type: Certificate Authority (CA)
Certificate store: *SYSTEM

Specify the fully qualified path and file name of the certificate that you want to import

Example path and file name: /MYDIRECTORY/MYFILE.EXT
Import file: /rchas60CA. bt

Continue H Cancel l

Figure 8-32 Specify the CA Certifier file path

14.Enter the fully qualified path of the certificate file. In this scenario, it is c:/rchas60CA.txt
and click Continue.

As shown in Figure 8-33, insert a unique CA certificate label.

Digital Certilicate Manager
Import Certificate Authority (CA) Certificate

Certificate type: Certificate Authority (CA)
Certificate store: *SYSTEM

Specify a label for the certificate.

CA certificate label: rchas60 Certificate Authority

Continue H Cancel l

Figure 8-33 Insert the CA certificate label

15.Enter rchas60 Certificate Authority as the CA certificate label and click Continue,
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As shown in Figure 8-34, a confirmation message informs you that the CA certificate was
imported correctly.

Digital Certificate Manager
Work with CA Certificates

The certificate has been imported.

Use the Manage Applications task if you want to specify that applications tr
Authority {(CA).

Certificate type: Certificate Authority (CA)
Certificate store: *SYSTEM

Select a certificate, then select a button to perform an action on the certificate.

If you want to include a CA in the CA trust list for an application, select a CA from th
click the Enable button. A list of applications will display and you can select the appl

include this CA in the application's CA trust list.

Certificate Authority (CA) Status

rchas60 Certificate Authority Enabled

®

Enabled

O |GeoTrust Global CA

Figure 8-34 CA certificate successfully imported

16.Click Cancel to complete the task and go back to the main Digital Certificate Store task
page in the *SYSTEM Certificate Store.
Next, set the SSL FTP client to trust the Certificate Authority that you imported.
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17.Expand again Fast Path in the left navigation, but this time select Work with client
applications, as shown in Figure 8-35, and click Continue.

Digital Certificate Manager
Fast Path

Select the type of action that you want to perform.

O Work with server and client certificates

You can add, delete, export, view or renew a server or client certificate in the cer
addition, you can import a certificate into the certificate store, create a new certifi
certificate as the default certificate for the certificate store.

O Work with CA certificates

You can view, delete or export a Certificate Authority (CA) certificate. In additiol
CA certificate into this certificate store and enable or dizable a CA certificate in tl

O Work with user certificates

You can create, delete, view or assign a user certificate.
O Work with certificate requests

You can view or delete certificate requests for the certificate store.
O Work with server applications

You can add, remove, view or update a server application. In addition, you can up
assignment for the application and define the CA trust list for the application.

@ Work with client applications
You can add, remove, view or update a client application. In addition, you can up

Figure 8-35 In Fast path page - Select Work with client applications
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Figure 8-36 shows the list of SSL Client applications available on the system.
18.Select i5/0S TCP/IP FTP Client and click Work with Application.

Digital Certificate Manager
Work with Client Applications

Application type: Client
You can add an application or select an application to work with from the list.

Applications registered to use certificates:

Add Application

Application Certificate Assigned
© IBM Directory Server publishing | MNone assig
© IBM Directory Server client Nowne assignea
© Enterprise Identity Mapping (EIM} /ore assigned
® [15/08 TCP/TP FTP Client Norne assigned

Figure 8-36 Work with Client Application
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Figure 8-37 shows that the FTP client application does not trust any CA certificate. It
implements this type of checking because there is a Yes in the Define the CA trust list
option.

19.Click Define CA Trust list.

Digital Certificate Manager

[ View Application Definition ] [ Remove Application ] l Validate

Define the CA trust list: @ Yes O No
Certificate Revocation List {(CRL) checking: | © Yes & No

Certificate Assigned: ("one assigned)

[ Update Certificate Assignment ]

Certificate Authority (CA) certificates in the application trust list:

(Mo Certificate Authorities (CAs) are trusted by this application.)

|  Define CA Trust List |

Figure 8-37 FTP Client Application details
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Figure 8-38 shows all the certificate authorities known by the system.
20.Select rchas60 Certificate Authority and click OK.

Digital Certificate Manager
Define CA Trust List

Application type: Client

Application ID: QIBM QTMFE FTP CLIENT

Application description: i5/08 TCP/IP FTP Client
Trust All ] [ Trust None l

Note:The Certificate Authorities (CAs) defined in the CA trust list for the application
wigh to change the trust list, click on the check box and select OK.

Trusted Certificate Authority (CA)
rchas60 Certificate Authority
O  |GeoTrust Global CA
[0  |GeoTrust True Credentials CA 2
O  |Equifax Secure Certificate Authority
[0  |Equitax Secure eBusiness CA-1 w

Figure 8-38 Select the Certificate Authority you want to trust

The message shown in Figure 8-39 confirms you that the changes made on the Certificate
Authority were applied.

r Certificate Authority (CA) changes applied. ‘

Figure 8-39 Confirmation message
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21.In Figure 8-38 on page 274, click Cancel to complete the task.

Figure 8-40 shows that the SSL FTP client can now trust the rchas60CA Certificate
Authority.

Digital Certificate Manager

[ View Application Definition ] [ Eemove Application ] [ Validate

Define the CA trust list: ® Yes © No
Certificate Revocation List {CRL) checking: © Yes @ No

Certificate Assigned: (\one assigned)

[ Update Certificate Assignment ]

Certificate Authority (CA) certificates in the application trust list:

rchaz60 Certificate Authority

|  Define CA Trust List |

Figure 8-40 FTP Client Application information updated

The configuration is completed and the FTP client is enabled to use the SSL. Eventually, you
can validate the application to check if the steps are correct.

8.5 Verifying the Secure FTP

You have enabled SSL on the FTP client and server sides to establish a secure FTP

connection. Even if both parts are configured to use SSL, the request to open an SSL FTP
session starts always from the client side.
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Figure 8-41 shows an example of this request.

Start TCP/IP File Transfer (FTP)
Type choices, press Enter.
Remote system . . . . . . . .. > RCHAS60.RCHLAND.IBM.COM
Coded character set identifier *DFT 1-65533, *DFT
Port . . . . .o o0 sl *DFT 1-65535, *DFT, *SECURE
Secure connection . . . . . .. > *SSL *DFT, *NONE, *SSL, *IMPLICIT
Data protection . . . . . . .. > *DFT *DFT, *CLEAR, *PRIVATE

Bottom

F3=Exit  F4=Prompt F5=Refresh  F10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys

Figure 8-41 FTP command prompt

Specifying *SSL in the Secure connection (SECCNN) parameter, the FTP client starts the
negotiation for a secure connection in the control session opened on port 21(Figure 8-42).
Later on, all the data transmitted between those systems are encrypted.

File Transfer Protocol

Previous FTP subcommands and messages:
Connectingtohost rchas60.rchland.ibm.comat address9.5.92.95usingport 21.
220-QTCP at RCHAS60.RCHLAND.IBM.COM.
220 Connectionwill close if idle more than 5 minutes.
234 Security mechanismaccepted; start negotiation.
Connection is secure.
> barbara
331 Enter password.
230 BARBARA Togged on.
0S/400 is the remote operating system. The TCP/IP versionis "V5R4M0".
250 Now using naming format "0".
257 "QGPL" is current library.
200 PBSZ accepted.
200 PROT accepted.
Data protection Tevel set to P.

Enter an FTP subcommand.

===>

F3=Exit  F6=Print F9=Retrieve
F17=Top F18=Bottom F21=CL command line

Figure 8-42 Sample FTP session
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The following three parameters are involved in the Secure FTP connection opening. Different
combinations of these parameters have different results.

» Secure connection (SECCNN):

This specifies the security mechanism to use for protecting information transferred on the
FTP control connection (which includes the password used to authenticate the session
with the FTP server). The values are:

— *DFT: If the PORT parameter specifies *“SECURE or 990, *IMPLICIT is used.
Otherwise, *"NONE is used.

— *IMPLICIT: The FTP client immediately attempts to use TLS/SSL when connecting to
the specified FTP server (without sending an AUTH subcommand to the server). If the
server does not support implicit TLS/SSL on the specified port, or the TLS/SSL
negotiation fails for any reason, the connection is closed.

— *8SL: After connecting to the specified FTP server, the FTP client sends an AUTH
(authorization) subcommand requesting a TLS/SSL protected session. If the server
supports TLS/SSL, a TLS/SSL negotiation is performed. If the server does not support
TLS/SSL or the TLS/SSL negotiation fails, the connection closes.

— *NONE: The FTP client does not use encryption when connecting to the specified FTP
server.

» Port (PORT):

This specifies the port number to use for connecting to the FTP server. Normally, the
“well-known” port value of 21 is used to connect to the FTP server. The values are:

— *DFT: The value 00021 is used.

— *SECURE: The value 00990 is used. Port 990 is reserved for secure FTP servers that
immediately use Transport Layer Security (TLS) or SSL protocols to encrypt data.

— 1-65535: The requested port value is used. This value is validated to ensure it is in the
proper range.

Note: If you specify 990, the FTP client performs the same functions as *SECURE.
» Data protection (DTAPROT):

This specifies the type of data protection to use for information transferred on the FTP
data connection. Use this connection to transfer file data and directory listings. The FTP
protocol does not allow protection of the data connection if the control connection is not
protected. The values are:

— *DFT: If the SECCNN parameter specifies a protected control connection, *PRIVATE is
used. Otherwise, *CLEAR is used.

— *PRIVATE: Information sent on the FTP data connection is encrypted.

Note: If the SECCNN parameter specifies that the FTP control connection is not
encrypted, then you cannot specify *PRIVATE.

— *CLEAR: Information sent on the FTP data connection is not encrypted.
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Table 8-3 shows a schema of the possible combinations of SECCNN and PORT values.

Table 8-3 Possible combination and relatives results of SECCNN and PORT parameters

SECCNN value PORT value Control connection result

*DFT or *IMPLICIT *SECURE or 990 It works. Control session crypted and
opened directly on secure port.

*IMPLICIT *DFT or 21 It does not work.

*SSL *SECURE or 990 It does not work.

*SSL *DFT or 21 It works. Control session opened on

non-secure port and then switched on
the secure one to be crypted.

*DFT *DFT It works. Control session opened on
non secure port.

Note that as soon as a secure FTP connection is established, the data protection (DTAPROT)
parameter is either *CLEAR and *PRIVATE. When *CLEAR is specified, only the information
exchanged in the control session is crypted. The user profile and the password have this
information. When *PRIVATE is specified, all the data exchanged is protected by the SSL.

Encryption can have a significant performance cost and can be bypassed on the data
connection. This allows you to transfer non-sensitive files without decreasing performance
and still protect the system’s security by not exporting the password. However, if the SSL
traffic is considerable, then you can order and install a 2058 Cryptographic Accelerator; that
is, a Peripheral Component Interconnect (PCI) card. This card is specially designed to
accelerate the computer intensive processing required when establishing a SSL/TLS session.
For details about its configuration, see the 2058 Cryptographic Accelerator topic in the iSeries
V4R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzajc/rzajcacc
e12058.htm

When the session is established, there are many subcommands that can enable a SSL
session or disable it and change the results of the initial FTP client requests. Those
subcommands include SECOPEN, SECData, PROT, and CCC. For more information, see the
File Transfer Protocol topic in the iSeries V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzaiq/rzaiqrza
irggetstart.htm

8.6 Tips and techniques

278

A good security policy is in layers; one level is not enough to consider it as a safe solution.
Keep in mind that “Security is only as strong as the weakest link in the chain”.

Network security is implemented to protect two objects: the data that is transmitted on the
network and the computers that are connected to the network. Network security cannot
replace physical site security, host security on the connected systems, application security,
and user security education. It can only act as a first layer of defense.

SSL is not the only solution that you can implement to secure your i5/0S server FTP Server
system. If you choose this solution, then enable the client authentication function.
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http://publib.boulder.ibm.com/infocenter/systems/scope/i5os/index.jsp?topic=/rzajc/rzajcaccel2058.htm
http://publib.boulder.ibm.com/infocenter/systems/scope/i5os/index.jsp?topic=/rzaiq/rzaiqrzairqgetstart.htm

Other actions that you can take to protect your FTP server are:
» Control FTP access: If you are using FTP, control users to protect your data and network.

» Manage access using FTP exit programs: Use FTP exit points or the Application
Administration in iSeries Navigator to protect the iSeries.

» Monitor incoming FTP users: Monitor who is logging in to your FTP server.

Those are some examples that you can implement. There is no solution that fits all situations,
it always depends on what you want to protect, which effort is required to protect your goals,
and your enterprise security policies.

If there is a firewall installed and when possible, open only the port 990 used by the secure
FTP control session and not port 21. If the client authentication function is enabled on the
SSL FTP server application, then this provides good protection. To open a Secure FTP
control session directly to port 990, check Table 8-3 on page 278 for the option to specify to
input the FTP client request. There are no specific considerations related to the SSL FTP
data connections. The same rules apply for non-secure FTP data connections.

For more information about FTP and security, see System i Security Guide for IBM i5/0S
Version 5 Release 4, SG24-6668. For implementation details, see the File Transfer Protocol
topic in the iSeries V5R4 Information Center at:

http://publib.boulder.ibm.com/infocenter/systems/scope/i50s/index.jsp?topic=/rzaiq/rzaiqrza
irggetstart.htm

OpenSSH and Open SSL

Note: Since V5R3, the free-of-charge Licensed Product Offering (LPO) IBM Portable
Utilities, 5733-SC1, has been available. The 5733-SC1 LPO contains the OpenSSH,
OpenSSL and zlib open source packages ported to i5/0S using the i5/0S PASE runtime
environment, and i5/0S Option 33 (i5/0S PASE - Portable Solutions Application
Environment).

The SSH protocol suite is a software solution that provides secure alternatives for Telnet and
FTP. SSH verifies the authenticity of both the client and server, and all of the data (including
user IDs and passwords) encrypted as it travels in the network. This encryption is done
transparently to the user.

Because it is a UNIX® standard, SSH presents limitations in the i5/0S environment. It does
not support character conversion. Only binary transfer mode is supported, which operates
only with the Integrated File System (namefmt 1), even if it can reach the library system
through the use of a path.

See Chapter 12, “Using file transfer and public key authentication with OpenSSH” on
page 301 on how to install, configure, and use SSH with i5/0S.
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Introduction to OpenSSH for
i5/0S

The Secure Shell (SSH) was originally designed to provide mainly a secure remote login to
and a file transfer utility between remote computers. The communication protocol is an SSH
protocol that runs on top of Transmission Control Protocol (TCP). Currently, two protocols are
supported, SSH1 and SSH2. These two protocols are entirely different. and therefore, are not
compatible. Today, a company named SSH Communications Security, the original developer
of SSH, maintains these protocols. The SSH transport layer protocol is described in draft
form on the Web at:

http://www.ietf.org/html.charters/secsh-charter.html

This chapter explains the tools and files that are provided with OpenSSH, the implementation
of OpenSSH on i5/0S, and the installation of the IBM Portable Utilities for i5/0S licensed
program. It also presents an overview of the environment used in this book.
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OpenSSH is the open source version of SSH and provides a set of tools that allows secure
communications between two communication partners using the SSH protocol. The following
tools and files are provided with OpenSSH:

» ssh client utility (basic rlogin or rsh-type client program):

The ssh client utility is a program for logging into a remote system and for performing
commands on a remote system. It is intended to replace the rsh and rlogin utilities, which
do not provide a secure connection. It also provides secure encrypted communications
between two systems over an untrusted network. You can also forward X11 connections
and arbitrary TCP/IP ports over the secure channel.

In the UNIX and Linux world, ssh is a common utility to securely communicate to a remote
system. You also use it as a client to establish an SSH connection to the Hardware
Management Console (HMC) with the IBM POWER5™ technology-based IBM System
i5™ and System p5™ platforms. The SSH connection with the HMC provides
administrators with a command line interface.

ssh connects and logs into the specified host name (with optional user name). The user
must prove their identity to the remote system using one of several authentication
methods, depending on the protocol version that is used.

A popular graphical ssh client is the PuTTY client. You can download it freely from the
Internet at:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

That site takes you to the same page of the PUuTTY programmer. This ssh client is
published under the MIT license, which is compatible with the GNU GPL license. It allows
both individuals and companies to use the client without restriction.

» sshd daemon (permits you to login):

The ssh daemon (sshd) is the daemon (server) program for ssh. Together, these programs
replace rlogin and rsh and provide a secure encrypted communications link between two
untrusted hosts over a non-secure connection.

The sshd daemon listens by default on port 22 for connections from clients. It is normally
started at IPL time. It spawns a new daemon process for each incoming connection. This
implementation of the sshd daemon supports both SSH protocol versions 1 and 2,
simultaneously.

» ssh_config client configuration file:

This is the system wide configuration file for ssh client settings. These settings are used
for every ssh, sftp, and scp client request. The system-wide configuration file, with the
name ssh_config, is stored in the
/QOpenSys/QIBM/UserData/SC1/0OpenSSH/openssh-3.5p1/

etc directory.

» sshd_config daemon configuration file:

Customizing the sshd configuration file is optional. It is required only when the default
values meet your requirements. The configuration file is in the integrated file system
directory /QOpenSys/QIBM/UserData/SC1/OpenSSH/openssh-3.5p1/etc. The
configuration file name is sshd_config. By default, it has all configuration directives as
comments listed. The values shown represent the default settings.

Important: Use care when selecting the sshd_config file. There are two files, one for
the server named sshd_config and one for the client named ssh_config.
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» ssh-agent authentication agent (stores private keys):

ssh-agent is an authentication agent that can store private keys for use with public key
authentication. This agent allows a user to load their private key into memory to avoid
retyping the pass phrase each time an SSH connection is started. It is typically started at
the beginning of one session, and subsequent program calls are started as clients to the
ssh-agent process.

» ssh-add (adds keys to the ssh-agent):

ssh-add tries to load private keys from private key files in a user’'s ~/.ssh directory. The file
names that ssh-add is looking for are defined in the ssh_config file.

» sftp (FTP-like program that works over the SSH1 and SSH2 protocol):

sftp is a secure FTP replacement. As with all implementations of sftp on other platforms,
sftp can only transfer data in binary format. sftp does not provide the enhanced functions
that are available in the i5/0S FTP utility when transferring files in the QSYS.LIB file
system. It does not provide the CCSID data conversion options available in the i5/0S FTP
utility.

» scp file copy program:

scp is a secure file copy program and an alternative to sftp for copying a single file in the
integrated file system. It is the OpenSSH version of rcp.

» ssh-keygen key generation tool:

ssh-keygen is a public and private key generation and management tool. ssh allows users
to authenticate using these public and private keys as an alternative to using their
operating system sign-on password. As the key names suggest, you can freely distribute
public keys, but also protect private keys.

— Client side:

You can distribute the public key to the server, where the client connects. The
corresponding private key stays on the client and is typically stored encrypted via a
pass-phrase key. When the client user wants to use the private key for authentication,
the user must enter the pass phrase to unlock the key.

— Server side:

You can distribute the public key to any client that connects to this server. The private
key is stored in a file on the server. Protect this file via object authorities. Usually,
private key files on the server side are not encrypted using a pass phrase. If this is the
case, the user must enter the pass phrase every time the server daemon starts.

Under i5/0S, the keys are stored in files in the integrated file system and private key
files provide no public access.

In addition to these utilities, such as ssh, sftp, and so forth, OpenSSH provides the following
functions:

» X11 forwarding: Provides encryption of remote X Window System network traffic.

» Port forwarding: Allows forwarding of TCP/IP connections to a remote system over an
encrypted channel. This function is useful for applications that do not support SSL
encryption, such as Post Office Protocol (POP) or Simple Network Management Protocol
(SNMP).

» Data compression: OpenSSH compresses data before it encrypts data using zlib for
compression, which can improve the overall performance.

» Kerberos and AFS® Ticket Passing: Passes on tickets for Kerberos and AFS to the remote
system. A user can access all Kerberos and AFS services without entering a password
again.
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» Cryptographic functions: Uses the OpenSSL cryptographic library.

9.2 i5/0S implementation
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IBM Portable Utilities for i5/0S, License Program Option (LPO) 5733-SC1, is available since
February 2005 for V5R3, and now also V5R4. This LPO contains the OpenSSH, OpenSSL,
and zlib open source packages ported to i5/0S using the i5/0S PASE (Portable Solutions
Application Environment) runtime environment. The LPO requires a minimum of i5/0S V5R3
and requires that i5/0S Option 33 (i5/0S PASE) is installed.

Only a single English build is available. However, this single build includes the following
translations of the OpenSSH messages, which are based on the LANG and NLSPATH
environment variable settings:

CA_ES and ca_ES (Catalan)

CS_CZ and cs_CZ (Czech)

DE_DE and de_DE (German)

EN_US and en_US (English)

ES_ES and es_ES (Spanish)

FR_FR and fr_FR (French)

HU_HU and hu_HU (Hungarian)

IT_IT and it_IT (ltalian)

JA_JP and ja_JP and Ja_JP (Japanese)

KO_KR and ko_KR (Korean)

PL_PL and pl_PL (Polish)

PT_BR and pt_BR (Portuguese)

RU_RU and ru_RU (Russian)

SK_SK and sk_SK (Slovak)

ZH_CN and Zh_CN and zh_CN (Simplified Chinese)
ZH_TW and Zh_TW and zh_TW (Traditional Chinese)

YVVYVYYVYYVYYYVYVYVYVYVYVYYVYYY

The versions and installation directories for the products are:

» The OpenSSH version is 3.5p1 and located in the
/QOpenSys/QIBM/ProdData/SC1/OpenSSH/openssh-3.5p1/ directory.

» The OpenSSL version is 0.9.7d and located in the
/QOpenSys/QIBM/ProdData/SC1/OpenSSL/openssl-0.9.7d/ directory.

» The zlib version is 1.1.4 and located in the
/QO0penSys/QIBM/ProdData/SC1/zlib/zlib-1.1.4/ directory.

System-wide configuration settings

The sshd daemon (sshd_config file) and ssh client (ssh_config file) system-wide settings are
stored in the integrated file system in directory /QOpenSys/QIBM/UserData/SC1/
OpenSSH/openssh-3.5p1/etc.
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User-specific configuration settings

You can override or define certain ssh client settings defined by the individual user. Each user
who uses SSH must have a home directory, such as /home/barlen. Under this home directory,
there is a hidden directory with the name .ssh, for example, /home/barlen/.ssh. This directory
can contain a user’s public/private key pairs, a config file, a known_hosts file, and an
authorized_keys file.

9.3 Installing the IBM Portable Utilities for i5/0S license

program

IBM Portable Utilities for i5/0S contains the OpenSSH, OpenSSL, and zlib open source
products. The license program option number for Portable Utilities for i5/0S is 5733-SC1.
Because the license program option is available in U.S. English only, you must restore the
product as shown in the following two commands:

RSTLICPGM LICPGM(5733SC1) DEV(OPTxx) OPTION(*BASE) RSTOBJ(*ALL) LNG(2924)
RSTLICPGM LICPGM(5733SC1) DEV(OPTxx) OPTION(1) RSTOBJ(*PGM)

Note: Option 1 only contains program objects. In addition to product 5733-SC1, you must
install i5/0S PASE, which is shipped as i5/0S option 33.

9.4 Example environment

Throughout the chapters of this book, the examples shown are based on the following
scenario characteristics:

» The SSHD daemon is running on two i5/0S partitions with host names of i5OSP4 and
i5OSP2.

» SSH connections are established between the previously mentioned partitions.
» SSH connections are also established from i5/0S to an HMC.

» The user profiles are BARLEN2 for the i5OSP2 system and BARLEN4 for the i5OSP4
system.

» Both i5/0S operating systems are at software level Version 5 Release 3 Modification 0.
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Figure 9-1 illustrates our environment.

i5OSP2 i5OSP4

User: BARLEN2 User: BARLEN4

Workstation
Figure 9-1 Example environment

9.5 Additional information

You can find additional information about SSH and Portable Utilities for i5/0S at the following
Web addresses:
» OpenSSH:
http://www.openssh.org/
» IBM Portable Utilities for i5/0S:

http://www.ibm.com/servers/enable/site/porting/tools/openssh.html
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10

Setting up and running the sshd
daemon

This chapter explains how you set up the Secure Shell (SSH) server (sshd daemon). You
must perform these same steps on every system that runs an sshd daemon.

For a client to establish an SSH connection to a server, such as the IBM eServer iSeries
server, the sshd daemon must run on the server side. Before you can start the sshd daemon,
you must perform the following initial setup tasks:

v

Set up public and private keys for SSH protocol 1 (rsal key).

Set up public and private keys for SSH protocol 2 (rsa and dsa keys).
If changes are required, modify the sshd configuration file.

Start sshd or schedule autostart of sshd.

vYyy

Prior to performing the setup explained in this chapter, you must install:

» The license program option IBM Portable Utilities for i5/0OS (5733-SC1)
» i5/0S Portable Solutions Application Environment (PASE) option 33
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10.1 Setting up the sshd daemon

Public key authentication is used when establishing an SSH session. At least the sshd
daemon requires one or more public key pairs to support public key authentication. Different
key types are used for the SSH1 and SSH2 protocols. Perform the following steps to generate
the required key pairs for both SSH protocol types:

1. Sign on to your System i platform with a user profile that has *ALLOBJ special authority.

2. From the command line, enter the following command to start an i5/0S PASE shell
session:

CALL QP2TERM
3. In the i5/0S PASE shell session, run the following commands in the order shown:

cd /QOpenSys/QIBM/UserData/SC1/0penSSH/openssh-3.5pl/etc
ssh-keygen -t rsal -b 2048 -f ssh_host_key -N ''
ssh-keygen -t dsa -b 2048 -f ssh_host_dsa_key -N ''
ssh-keygen -t rsa -b 2048 -f ssh_host_rsa_key -N "'

These commands generate public and private key pairs for the SSH1 and SSH2 protocols.
They are stored in the /QOpenSys/QIBM/UserData/SC1/0OpenSSH/openssh-3.5p1/etc
directory. The -N parameter specifies the passphrase that is used to protect the private
keys. The passphrase is used as a password to unlock the keys.

For a server, we recommend that you do not specify a passphrase, because the server
usually starts in unattended mode. If a passphrase is specified, the server prompts the
user to enter the passphrase. Therefore, an empty passphrase is specified.

Note: For our scenario, we set up the sshd daemon environment on both the i5OSP4 and
i5OSP2 systems.

10.1.1 Modifying the sshd daemon system configuration

The /QOpenSys/QIBM/UserData/SC1/0OpenSSH/openssh-3.5p1/etc directory also contains a
configuration file for the server (sshd_config) and the client (ssh_config). Customizing the
sshd configuration file is optional. It is only required when the default values do not meet your
requirements. As shown in Figure 10-1, the provided sshd_config file contains all possible
configuration directives. By default, these directives are commented out with the number

sign (#).

#Port 22

#Protocol 2,1
#ListenAddress 0.0.0.0
#ListenAddress ::

# HostKey for protocol version 1

#HostKey /QOpenSys/QIBM/ProdData/SC1/0penSSH/openssh-3.5pl/etc/ssh_host_key

# HostKeys for protocol version 2

#HostKey /QOpenSys/QIBM/ProdData/SC1/0penSSH/openssh-3.5pl/etc/ssh_host_rsa_key
#HostKey /QOpenSys/QIBM/ProdData/SC1/0penSSH/openssh-3.5pl/etc/ssh_host dsa_key

# Lifetime and size of ephemeral version 1 server key
#KeyRegenerationInterval 3600
#ServerKeyBits 768

Figure 10-1 The sshd_config file
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The values behind the keywords are the default values that the sshd daemon uses when the
configuration file is not changed. You can edit the configuration file with this command:

EDTF */QOpenSys/QIBM/UserData/SC1/0penSSH/openssh-3.5pl/etc/sshd_config’

For more information about the configuration file and its directives, see the OpenSSH Web
site at:

http://www.openssh.org

10.2 Starting the sshd daemon with Submit Job (SBMJOB)

Eventually, you must start the sshd daemon with the sshd shell command. You can also
submit the job as a batch job as shown in the following example:

SBMJOB CMD(CALL PGM(QP2SHELL) PARM('/QOpenSys/usr/sbin/sshd'))

After you finish the configuration, you can start the sshd daemon. You can either start the
daemon manually, or put it into the startup program to start the daemon automatically when
the system starts. The user, under which the sshd daemon runs, must have *ALLOBJ special
authority to login users via ssh. We recommend that you create a separate user for running
the sshd daemon. The user profile name is eight characters or less.

10.3 Startintgj the sshd daemon in a dedicated subsystem
environmen

To better control the environment and resources that are used by SSH jobs, we recommend
that you run SSH jobs in a dedicated subsystem. This becomes more obvious when we
discuss how the sshd environment works. When you start the sshd daemon in i5/0S, a single
job for the daemon is started. When a client establishes an SSH session to the daemon, the
daemon spawns a new job for this particular client. When a user is authenticated for this client
session, another job is spawned. In addition, if the user runs a command or job, another job is
started, which means, that you might end up with ¢Aree jobs for a single client user. Therefore,
we recommend that you run all SSH jobs in a separate subsystem.

To set up the required subsystem environment, you must have at least the following i5/0S
objects:

» Subsystem description (SBSD) with routing and memory entries and an autostart job
entry

» Job queue (JOBQ)

» Job description (JOBD)

» User profile (USRPRF). This object is recommended to run sshd under a dedicated user
profile.

The following steps show an example of starting the sshd daemon in a simple subsystem

environment:

1. Create a subsystem description using the following CL command:
CRTSBSD SBSD(SSHLIB/SSHSBS) POOLS((1 *BASE)) TEXT('SSH jobs subsystem')

This command creates a subsystem description SSHSBS in the SSHLIB library and a
single memory pool is assigned. You might want to create a dedicated memory pool in
your environment instead of using the system’s base pool.

Chapter 10. Setting up and running the sshd daemon 289


http://www.openssh.org

290

. Create a job queue for submitting the job to the subsystem:

CRTJOBQ JOBQ(SSHLIB/SSHJOBQ) TEXT('SSH job queue')

. Create a user profile for the daemon job:

CRTUSRPRF USRPRF(SSHDUSR) PASSWORD (*NONE) INLMNU(*SIGNOFF) LMTCPB(*YES) SPCAUT(*ALLOBJ)
TEXT('SSHD Daemon user profile')

This user profile runs the sshd daemon, and therefore, so do not use it to sign on to the
system. To ensure this, create the profile without a password and specify *SIGNOFF for
the initial menu. In addition, set limited capabilities for the user profile to *YES.

. Create a job description for the subsystem autostart job entry:

CRTJOBD JOBD(SSHLIB/SSHJOBD) JOBQ(SSHLIB/SSHJOBQ)
TEXT('Job description for SSHD autostart') USER(SSHDUSR)
RQSDTA('CALL PGM(QP2SHELL) PARM(''/QOpenSys/usr/sbhin/sshd'')")

. Create a class for the subsystem. The class defines the run priority of the ssh jobs and

other resource related parameters.
CRTCLS CLS(SSHLIB/SSHCLS) TEXT('SSH job class')

. Add a routing entry to the subsystem:

ADDRTGE SBSD(SSHLIB/SSHSBS) SEQNBR(1) CMPVAL(*ANY) PGM(QCMD) CLS(SSHLIB/SSHCLS)

For the autostart job entry to start the sshd daemon job, a routing entry is required in the
job in the subsystem.

. Add the job queue that you previously created to the subsystem description:

ADDJOBQE SBSD(SSHLIB/SSHSBS) JOBQ(SSHLIB/SSHJOBQ) MAXACT (*NOMAX) SEQNBR(10)

. Add the autostart job entry to the subsystem description:

ADDAJE SBSD(SSHLIB/SSHSBS) JOB(SSHD) JOBD(SSHLIB/SSHJOBD)

When the subsystem is started, the job, as specified in the autostart job entry through the
job description, is started. It runs with the priority defined in the SSHCLS class. It also runs
under the SSHDUSR user profile.
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To fully automate the startup of the sshd daemon at IPL time, change your startup program to
include the STRSBS SSHLIB/SSHSBS command. When the subsystem is started with the
previously created subsystem environment and no SSH connection is established, you see
one job running as shown in Figure 10-2.

Work with Active Jobs 150SP4
04/05/06 17:37:28
CPU %: 1.0 Elapsed time: 00:00:02 Active jobs: 187

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with  6=Release 7=Display message
8=Work with spooled files  13=Disconnect ...

Opt Subsystem/Job User Type CPU % Function Status
SSHSBS IND SBS .0 DEQW
SSHD SSHDUSR BCI .0 PGM-sshd SELW

Bottom
Parameters or command
===>
F3=Exit  F5=Refresh F7=Find F10=Restart statistics
F11=Display elapsed data Fl2=Cancel F23=More options F24=More keys

Figure 10-2 SSH subsystem job

For more information about subsystems and work management, see the iSeries V5R4
Information Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp
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11

Establishing an SSH session

This chapters explains how to set up a user environment on i5/0S and how to establish a
Secure Shell (SSH) session between two i5/0S partitions or systems.
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11.1 Preparing the user environment

You must perform certain one-time setup tasks for every user who uses SSH, regardless of
whether the user establishes a session to i5/0S or initiates a session from an i5/0S Portable
Solutions Application Environment (PASE) session. The major prerequisites for each user
who uses SSH are summarized as follows:

» The user profile name is a maximum of eight characters long. Therefore, you cannot use
the i5/0S supported maximum length of ten characters for a user who uses SSH.

» Each user needs a home directory in the integrated file system.

» Set certain authorities for the home directory.

11.1.1 Creating the home directory

Each user profile that authenticates to the sshd daemon when establishing a session to i5/0S
or initiating a session from within i5/0S to another system’s sshd daemon, must have a home
directory in the integrated file system. By default, when you create a user profile in i5/0S, the
home directory /home/usrprf is set in the user profile. However, because it is not
automatically created, create the directory manually as shown in the following example,
where usrprf is the user profile name:

MKDIR */home/usrprf’

In the scenario described in 9.4, “Example environment” on page 285, the user profile on the
i5OSP4 system is BARLEN4. Therefore, the command to create the home directory is:

MKDIR ’/home/barlend’

We also create the home directory for user BARLENZ2 on the i50SP2 system.

11.1.2 Setting the home directory permissions
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It is a good practice to limit access permissions to any object in i5/0S to what a user or the
public really needs. In a default environment, as shipped with i5/0S, the integrated file system
root directory and the /home directory have *RWX public authorities. This means when you
create a home directory without specifying the public authority settings, every user's home
directory also has a public *RWX (equivalent to *ALL) authority. Change this for SSH,
especially when using public key authentication.

CHGAUT 0BJ('/home/barlend”) USER(*PUBLIC) DTAAUT(*EXCLUDE) OBJAUT (*NONE)

You also need to change the authority settings for the primary group. This also applies when
you do not have a primary group assigned yet. The reason is that integrated file system keeps
the default primary group authorities in the background.You can display them in the Qshell or
i5/0S PASE shell with the command 1s -Ta /home/barlen4. In this case, run the following CL
command to set the permissions correctly:

CHGPGP 0BJ('/home/barlend') NEWPGP(*NONE) DTAAUT (*RX)

Note: The equivalent shell (Qshell or i5/0S PASE shell) command to set the public (other)
and group authorities is:

chmod 750 /home/barlend

We also set the permissions for the home directory for user BARLEN2 on the i5OSP2
system.
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11.2 Using SSH between i5/0S environments

As mentioned in 9.1, “OpenSSH tools and files” on page 282, the ssh utility is a client utility
that provides access to a remote system’s UNIX-type shell. In the case of an i5/0S
environment, an SSH session is established to the i5/0S PASE shell environment. i5/0S
PASE is the AIX runtime environment on i5/0S. There are special considerations when
initiating an SSH session from the i5/0S PASE shell. In this section, you learn how to
establish an SSH session between the i50SP4 (client) system and the i50SP2 (sshd)
system.

The special program switches that you use in the following steps only apply when you initiate
an SSH session from the i5/0S PASE shell environment. If you establish a session from Linux
or Windows to the i5/0S PASE environment, the special parameter is not required.

Perform the following steps to establish an SSH session from the i5OSP4 system to the
i5OSP2 system:

1. Start an i5/0S PASE shell session by entering the following command:
CALL QP2TERM

Tip: Familiarize yourself with the ssh shell command and its various parameters. There
is a significant number of parameters to choose from. You can override most of the
system-wide settings for the ssh client environment, such as the protocol version. Use
the following command to see all parameter options for the ssh program:

ssh -?

2. Establish an SSH session to the i5OSP2 system by entering the following command:
ssh -T barlen2@i50SP2

This command establishes an SSH session and tries to sign on with user BARLENZ to the
i5OSP2 system. The -T switch is important when you initiate a session from the i5/0S
PASE shell. It causes the ssh program to not allocate a TTY device. This is special to the
i5/0S PASE environment. Without specifying the switch (parameter), you receive an error
message that the system call received a parameter that is not valid and the connection is
closed. The reason is that an i5/0S terminal session does not represent a true TTY
terminal as all UNIX-type terminals do.

Note: You do not have to specify a user profile name with the ssh command. If omitted,
the ssh command tries to log in with the user profile name that is used on the source
system.
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Important: If you set up the sshd (server) environment and establish an SSH session

with your user profile for the first time, you see the following message indicating that the
host key verification failed. The remote system’s public key is not known on the source
system.

ssh i50SP2
The authenticity of host 'i50sp2 (172.17.17.29)' can't be established.
. key fingerprint is RSA.
Are you sure you want to continue connecting (yes/no)?
no
Host key verification failed.

$

When you answer “yes”, the remote systems public key is permanently added to your
known_hosts file on the source system in the .ssh directory of the user's home
directory. When the remote system’s public key is in your known_hosts file, subsequent
ssh requests from the same source user to the same target system no longer issue the
message.

When asked whether you want to continue connecting, answer “Yes” to add the remote
host’s public key to the known_hosts file.

3. When prompted to enter your password, enter the password of user BARLEN2 on the
i5OSP2 system. You authenticate successfully and end up in the i5/0S PASE shell of the
i5OSP2 system. Like in any other UNIX-type environment, you do not see any messages
when a command completes successfully, but only when an error occurs.

You can now issue any shell command. This command runs on the i5OSP2 system. In
Figure 11-1, the pwd (display the current directory) and hostname (display the IP host
name) commands are issued after they are successfully authenticated.

$
> ssh -T barlen2@i50SP2
The authenticity of host 'i5osp2 (172.17.17.29)' can't be established.
. key fingerprint is RSA.
Are you sure you want to continue connecting (yes/no)?
> yes
Warning: Permanently added 'i50sp2,172.17.17.29' (RSA) to the list of known hosts.
barlen2@ib5osp2's password:
> pwd
/home/barlen2
> hostname
i50sp2.stgt.spc.ihost.com

Figure 11-1 Running the pwd and hostname commands on the i50SP2 system

4. Enter the exit command to return to your source system (i50SP4) and close the SSH
connection.

5. As mentioned previously, the sshd daemon’s public key of the target system is stored in
the known_hosts file on the source system. This allows the client to verify the public key of
the target server the next time the client establishes the connection. The known_hosts file
is stored in the client’s user home directory in the subdirectory .ssh. The .ssh directory is,
by default, a hidden directory. When using the Work with Object Links (WRKLNK) CL
command to display the contents of the user's home directory, it appears to be empty, but
that is not true.
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You can enter the following CL command to display the hidden files and directories in a
5250 session:

WRKLNK OBJ('/home/barlen4/*') DSPOPT(*ALL)
As shown in Figure 11-2, DSPOPT *ALL also shows the hidden .ssh directory.

Work with Object Links
Directory . . . . : /home/barlend
Type options, press Enter.

2=Edit  3=Copy 4=Remove 5=Display 7=Rename 8=Display attributes
11=Change current directory ...

Opt  Object link Type Attribute Text
DIR
.. DIR
.sh_history STMF
.ssh DIR

Bottom
Parameters or command
===>
F3=Exit  F4=Prompt F5=Refresh  F9=Retrieve F12=Cancel F17=Position to
F22=Display entire field F23=More options

Figure 11-2 WRKLNK command output with the DSPOPT set to *ALL

When using option 5 to go into the .ssh subdirectory, you see the known_hosts file.

Tip: In a perfect world, every function that you perform on a system runs without any
problems and always completes successfully. Unfortunately, this is not always the case.
Therefore, it is important to know where a problem might come from. The ssh program
includes a switch to provide extensive logging, which you can specify when starting an
SSH session. Enter the following command to enable debug logging for ssh.

ssh -Tv barlen2@i5osp2

The -v switch enables logging. You can specify up to three v characters to increase
verbosity.

11.2.1 Using the ssh utility to run commands remotely

The ssh utility has several switches and parameters that allow you to run a shell command
remotely, without first entering the remote shell. The following examples show different ways
to use this function:

» The following command establishes an SSH session under the user profile BARLEN2 to
the i5O0SP2 system and submits a backup job in i5/0S:

ssh -T barlen2@i50sp2 'system "SBMJOB CMD(CALL PGM(TOOLS/BACKUPLIBS) PARM(*ALL))
JOB(BACKUP) "

As a result of this command, the shell displays the following i5/0S message that was
issued on the remote system:

CPC1221: Job 015242/BARLEN2/BACKUP submitted to job queue QBATCH in Tlibrary QGPL.
The system command is used in the i5/0S PASE shell to run i5/0S commands.
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» In this example, the Display Message (DSPMSG) command for displaying the QSYSOPR
message queue is run:

ssh -T barlen2@i5osp2 'system "DSPMSG QSYSOPR" '

As opposed to the first example where you received the message about the submission of
the job, the DSPMSG command returns the output to the source systems’s i5/0S PASE
shell.

CPC9802: Printer output created.

5722SS1 V5R3MO0 040528 Messages in queue - QSYSOPR

Page 0001

MSGID  SEV MSG TYPE

CPI1E23 00 COMPLETION Cleanup has started.
QSYSSCD QPGMR 012895 QEZEVTHL 0000 01/05/06 23:00:21.246696 QPGMR

CPI1E88 00 INFO Cleanup of OfficeVision/400 calendar items started.
QCLNCALITM QPGMR 014930 QEZCLOFC 0000 01/05/06 23:00:21.273736 QPGMR

Note: These two examples always require you to enter a password when connecting to the
remote system. In many cases, this is not desirable because certain commands need to
run in unattended or batch mode. You can achieve automatic sign-on with ssh by using
public key authentication as described in 12.2.1, “Running the scp command in batch
mode” on page 307.

11.3 Using SSH from other platforms to i5/0S

Because OpenSSH is available for different system platforms, you can establish an ssh, scp,
or sftp session between other systems and i5/0S. In Linux, AlX, or other UNIX-type platform,
the standard commands (ssh, scp, sftp) are available. On a Windows platform, you can use a
free ssh utility called PuTTY, which you can download from the Internet at:

http://www.putty.nl/download.html

In the following section, you establish a basic SSH connection from a PuUTTY ssh client to the
i5/0OS sshd daemon.

11.3.1 Using PuTTY to establish an SSH connection to i5/0S

298

The PuTTY program is an ssh client with a graphical user interface (GUI) that is used often in
a Windows environment. In addition to the PuTTY ssh client program, other utilities are used
together with PuTTY (for example, pageant and puttygen), or use the SSH protocol for file
transfer with PSCP or PSFTP.

The following steps show you how to establish an SSH session with PUTTY to the i5/0OS
SSHD daemon. These steps presume that you have installed PuTTY on your workstation.

Note: Remember to set up the i5/0S user environment as described in 11.1, “Preparing
the user environment” on page 294, before you continue with the following steps.

1. Start the PUTTY client. When you start it without parameters, the GUI starts.
2. Enter the following connection information:

a. For Host Name (or IP address), type i50SP4.
b. For Port, type 22.
c. For Protocol, select SSH.

These are the only parameters that you need to connect via ssh to an sshd daemon.
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3. In the Category pane, click Connection — SSH. Familiarize yourself with the connection
options for the SSH protocol. In the SSH properties section, define the SSH protocol that
you want the client to use and the encryption algorithms. You can also select whether to

use zlib compression.

4. In the Category pane, click Session to return to the session definition section.

5. To reuse the connection information for later use, you can save the settings under profile.
In the Saved Sessions field, enter the profile description SSH to i50SP4 (Figure 11-3).
Click Save to save your session connection details.

Categony:
=) Session Basic options for your PuTTY session
T I_.Dglging Specify your connection by host name or [P address
T ET:;;:DE o Host Mame {or IP address) Port
Bell iEOSI:I-Iﬂ- 22
Features Protocol: . .
=) Window () Raw (O Telnet ) Rlogin @ %) 55H
gppea!ance Load, save or delete a stored session
ehawviour
Translation Saved Sessions
Selection S5Htn OSP4
Colours .
Default Settings |
= Connection AA_RCHASMZT |E
Proogy AlX 520 Boeblingen =
Telnet Consolelni_iSospd —l E
) HMC 520 Boeblingen
- Rlogin HMC Uni
= 35H Liniee 520 Boehlingen V]
Auth
ez Close window on et
Bugs i Mways (O Mever (%) Only on clean exit
Abowt [ Open ] [ Cancel

Figure 11-3 PuTTY session details

6. Leave the PUTTY client open.

i505P4
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Establishing an SSH session
Now test the SSH connection. Since ssh is a Secure Shell that originated from the UNIX
environment, an SSH session to i5/0S takes you into an i5/0S PASE shell.

1. In the open PUTTY client, click Open. The ssh client connects to the sshd server.

2. When you connect the first time to the sshd server, a warning message is displayed as
shown in Figure 11-4.

RIS e oty Al ent mﬁ

The server's host key is not cached in the registry. You
I } have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rea 2048 clied:49: 7e:f2:47:5a: 01 21:95:d 3:48:bc: Fhib 5:83

If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the

connection.

[ Yes ][ Mo ][ Cancel ]

Figure 11-4 The ssh client warning message

ssh uses public key authentication during session establishment. Initially, only server
authentication is performed. That is, the client authenticates the server. This involves the
server sending its public key to the client. If you connect the first time, the client does not
know anything about the server’s public key. Therefore, it displays a message indicating
that the client is not aware of this server. You choose to trust the presented key and
continue without (select No) storing the key for future sessions, or select Yes to store the
key on the client. When you select Yes and establish in the future another session to the
server, the client already has the key and trusts the server connection and no longer
displays any message.

Note: When you change the server’s public and private key pair for sshd, you see the
warning message again.

Select Yes to store the server’s public key the client. With PuTTY, the key is stored in the
Windows registry.

3. At the login prompt, log in with your i5/0S user credentials. In this example, we login as
barlen4 (Figure 11-5). You are prompted for your i5/0OS user profile password. You are
then connected to the i5/0S PASE shell on the i50SP4 system.

login as: barlend
barlen4@i5osp4's password:

$

Figure 11-5 The ssh shell session

4. In the SSH session, enter the pwd command to check your current directory settings. You
are now in your /home/barlen4 directory.

5. To perform another test, you might want to run a command, such as system dspneta, pwd,

to display the i5/0S network attributes in your shell session.
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Using file transfer and public key
authentication with OpenSSH

In addition to an interactive ssh shell session, there are two programs for transferring files.
The first one is the scp program, which allows you transfer a single file from the command line
to another system. The second program is called sftp, which is similar to regular File Transfer
Protocol (FTP). It starts a shell where you can enter FTP subcommands.

You can use the scp and sftp programs from any system that supports Secure Shell (SSH).
However, when you use these programs from the i5/0S (Portable Solutions Application
Environment (PASE) shell, you run into the same problem as with ssh, namely that the i5/0S
PASE shell session does not represent a true TTY terminal.

The major difference between ssh and scp and sftp is that the scp and sftp programs do not
support the -T switch (do not allocate a TTY terminal). The only way to use scp and sftp from
an i5/0S PASE shell session is by using public key authentication instead of password
authentication. This has a significant advantage. In many System i accounts, batch FTP is
used to transfer files from one System i platform to another one in unattended mode. This
requires that the FTP commands are provided in a source file, which includes the password in
clear text. Now, with scp and public key authentication, you can transfer files without
potentially exposing passwords.
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An alternative to password authentication is public key authentication. This type of
authentication involves the use of a private and public key pair. You can distribute the public
key freely, but the private key is always protected by the owner of the key.

The setup for public key authentication requires the following steps:

1. Create a private and public key pair on the source system for your user profile.

2. Transfer the public key to the destination system. This is the system to which you want to
establish an scp or sftp connection. If you establish ssh (including scp and sftp) sessions
to multiple systems, transfer the key to every destination system to which you want to
connect.

3. Append the public key to the authorized_keys file on the destination system or systems.
The authorized_keys file resides in the /home/~user/.ssh directory on the destination
system. Only source users whose public key is stored in the authorized_keys file on the
destination system can use public key authentication. The public key must correspond to
the appropriate private key.

Note: You can store a source user’s public key in multiple authorized_keys files on the
target system for different target user profiles. This allows a source user to establish a
session to a target system by using several different user profiles on the target system.

In this scenario, you set up the following environment:
» You create a public and private key pair for user BARLEN4 on the source system i5OSP4.

» You transfer the public key file of user BARLEN4 from the i50SP4 system to the i5OSP2
system and append the public key in the BARLEN2 user profile’s authorized_keys file.

» You enable source user BARLEN4 to establish an scp session from the i5OSP4 system to
the i5OSP2 system by using user profile BARLEN2 on the target system.

Perform the steps in the following sections to set up public key authentication for the scenario
environment.

Generating the key pair
To generate the key pair, follow these steps:

1. If you have not already done so, sign on to the i5SOSP4 system with the user BARLEN4.
2. Enter the i5/0S PASE shell with the command:
CALL QP2TERM

3. The user who wants to create the key pair must be in the user’s home directory. You can
check this by entering the pwd command:
> pwd
/home/BARLEN4
$
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4. In the i5/0S PASE shell, enter the following command to create a private and public key
pair for the SSH1 protocol.

ssh-keygen -t rsa

As shown in the command output (Figure 12-1), when prompted to enter a file name for
the key, press Enter to accept the default location. The command generates the key pair
and then asks for a passphrase to protect the key. Enter a passphrase and press Enter.
The private key is stored in the id_rsa file. To use this key at a later time, provide the
passphrase to decrypt the key file.

> ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file inwhich to save the key (/home/BARLEN4/.ssh/id_rsa):
>
Enter passphrase (empty for no passphrase): Enter same passphrase again:
Youridentificationhasbeensavedin/home/BARLEN4/.ssh/id rsa.
Your public key has been saved in /home/BARLEN4/.ssh/id_rsa.pub.
The key fingerprint is:
£9:76:31:f4:e7:22:24:31:¢c2:b8:8f:13:58:5a:9d:afbarlend4@ibosp4.stgt.spc.ihost.com
$

Figure 12-1 The ssh-keygen command output

The command creates two files in the .ssh directory:

— id_rsa: This file contains the private key.
— id_rsa.pub: This file contains the corresponding public key.

Note: If you want to use ssh, scp, or sftp in unattended mode, for example in a batch
job, we recommend that you do not use a passphrase, especially when running that job
in the night when nobody is available to enter the passphrase. In this case, press Enter
without typing a passphrase. Without a passphrase, the only protection of the private
key is the object level permission to the file itself. By default, the private key file is
created with an object level permission of *EXCLUDE for group and public authorities.

5. Press F3 to exit the i5/0S PASE shell session.

Transferring the public key
Now that the key pair is created, in the next steps, you transfer the public key file to the remote
system where you want to connect to via ssh, scp, or sftp.

1. Send the id_rsa.pub file to the remote i50SP2 system using your user credentials on
i5OSP2 (BARLEN2). Enter the following FTP command to start a sub-shell FTP window:

FTP RMTSYS(i50SP2)
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2.

Use the FTP session commands as shown in Figure 12-2. After the transfer is completed
successfully, exit the FTP session by entering the quit command.

Previous FTP subcommands and messages:

Connecting to host I50SP2 at address 172.17.17.29 using port 21.
220-QTCP at ibosp2.stgt.spc.ihost.com.
220 Connection will close if idle more than 5 minutes.
barlen2
331 Enter password.
230 BARLEN2 Tlogged on.
0S/400 is the remote operating system. The TCP/IP version is "V5R3M0".
250 Now using naming format "0".
257 "QGPL" is current library.
bin
200 Representation type is binary IMAGE.
nam 1
250 Now using naming format "1".
Server NAMEFMT is 1.
Client NAMEFMT is 1.
put /home/barlend/.ssh/id_rsa.pub /home/barlen2/id_rsa.pub
227 Entering Passive Mode (172,17,17,29,44,152).
150 Sending file to /home/barlen2/id_rsa.pub
250 File transfer completed successfully.
243 bytes transferred in 0.019 seconds. Transfer rate 13.096 KB/sec.

> quit

Figure 12-2 FTP subcommands to transfer id_rsa.pub from i50SP4 to i5O0SP2

3.

Keep the 5250 session on i50SP4 open.

Adding the public key to the authorized_keys file

As mentioned in the introduction of this chapter, the authorized_keys file resides in the user’s
.ssh directory under the user’s home directory. By default, the .ssh directory does not exist
until you create it manually or start an SSH session from the i5/0S PASE shell to another
system. In this scenario, you create the directory structure and set the necessary permissions
manually. This time, all the steps are performed with i5/0S PASE shell commands instead of
i5/0S CL commands.

1.

Using a 5250 session, sign on to i5OSP2 (your target system) with the user profile
BARLEN2.

Enter the i5/0S PASE shell with the following command:
CALL QP2TERM

Enter the following command to create the .ssh subdirectory. The home directory, along
with the required authorities, was created previously.

mkdir /home/barlen2/.ssh
Set the required authorities for the .ssh directory:
chmod 700 /home/barlen2/.ssh

The numbers that follow the chmod command represent the authority bits in a UNIX-type
file system. In this example, the value 700 indicates:

— The owner of the directory has Read, Write, and Execute permissions.
— The primary group of the directory has no access permissions.
— Other users have no access permissions for this directory.
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Note: It is not required to remove the read (R) and execute (X) permission for Other and
Group. The only requirement is to remove the write (W) authority. However, it is always
good to restrict access to security-sensitive information.

Enter the following shell command to verify the existence of the .ssh directory and the
authority settings:

1s -al /home/barlen2

Figure 12-3 shows the output of the command.

1s -al /home/barlen2

total 80

drwxr-s--- 3 barlen2 0 8192 May 05 15:38 .
drwxrwsrwx 3 gsys 0 8192 May 05 10:01 ..
“PWem—m——-— 1 barlen2 0 132 May 05 15:49 .sh_history
drwx--S--- 2 barlen2 0 8192 May 05 15:38 .ssh
-rwxr-x--- 1 barlen2 0 243 May 05 15:29 id_rsa.pub
$

Figure 12-3 The output of the Is -la command

6. In the i5/0S PASE shell, change the current directory to the .ssh directory with the
following command:
cd /home/barlen2/.ssh

7. Append the public key file that you transferred to the i5SOSP2 system to the
authorized_keys file. Enter the following command to append the public key file:
cat /home/barlen2/id rsa.pub >> authorized keys
This command outputs the contents of the id_rsa.pub file and appends them to the
existing authorized_keys file, or creates a new authorized_keys file if it does not exist. Do
not attempt to use the Edit File (EDTF) command or another editor to do this. The key in
the file is long, and control characters or typos render the authorized_keys file useless.

8. Enter the command 1s -1 again to display the permissions of the authorized_keys file
(Figure 12-4).

-rw-rw-rw- 1 barlen2 0 243 May 05 15:53 authorized_keys

Figure 12-4 The authorized_keys file permissions after creation

The authorized_keys file must also have the write authorities removed. Otherwise, public
key authentication fails.

The authorized_keys file is a sensitive file. You do not want anyone to add their own keys
to your file. Even better, you do not want anyone to see which keys you have in there.
Therefore, set permissions accordingly with the following command:

chmod go-rwx authorized_keys

The command removes the read, write, and execute permissions from the group and other
users. Figure 12-5 shows the result.

“IWmmm——-- 1 barlen2 0 243 May 05 15:53 authorized_keys

Figure 12-5 The authorized_keys file permissions after permission change
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10.You can display the contents of the authorized_keys file with the following command:
cat authorized_keys

Figure 12-6 shows the output.

> cat authorized_keys

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEATOssSVAT7WUt5wNTRgS06xW9Z79jrq46rQ8kgYXr139LCkSns1HLhGACAGGmX
ZjUHVIMKbDNNUD99Chzq/qa9TnYCShx/u

RW56MpOcFJvnFPDNLZW/6vYyzGXAfrn85hR56HZ0RZt fhDZWbiypA21f34SbjS6YtBfX8EHPjBmp2M=
barlend@i5osp4.stgt.spc.ihost.com

$

Figure 12-6 The authorized_keys file after import of public key

For every source user who wants to authenticate with public key authentication using this
target system’s user profile, import (append) the corresponding public key.

Note: Permissions for your home directory, the .ssh directory, and the authorized_keys
files are not group writable.

12.2 Using public key authentication with scp to transfer files

306

Now that you have created your key pair for key authentication, test to see if you did
everything correctly. If you want to use the same i5/0S PASE shell session for transferring
multiple files with scp, you can store the private key in memory before using scp. To place the
private key in memory, you must run the ssh-agent and ssh-add programs. The ssh-agent
program allows you to have private keys stored in memory. The ssh-add utility is the actual
tool that adds the keys to the agent.

First, let us work with the ssh-agent and ssh-add utilities.

1. In this scenario environment, as described in 9.4, “Example environment” on page 285,
the 5250 session on i50SP4 is still open with the user BARLEN4 signed on.

2. Start an i5/0S PASE shell session with the following CL command:
CALL QP2TERM

3. Enter the following command to start the ssh-agent program:
ssh-agent $SHELL

The parameter $SHELL refers to an environment variable that contains the path and name
of the current shell (/QOpenSys/usr/bin/sh). The agent then runs in a new shell. Note that
the $SHELL value is case-sensitive. If the start of the agent is successful, you do not see
any messages and no command prompt character is displayed.

4. Enter the following command to add your private key to the agent’s memory:
ssh-add
The ssh-add command tries to read all private key files from the user’s .ssh directory.
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Note: The default file names that ssh-add is looking for are defined in the system-wide
ssh client configuration file /QOpenSys/QIBM/UserData/SC1/OpenSSH/
openssh-3.5p1/etc/ssh_config. This file contains the following directives:

# IdentityFile ~/.ssh/identity
# IdentityFile ~/.ssh/id_rsa
# IdentityFile ~/.ssh/id_dsa

The number sign (#) means that the directives show the default values that the system
uses unless otherwise specified. If you want to override the values with your own
values, remove the # sign.

The ssh-add program asks you for the passphrase that you used to protect the private key
file. This is the passphrase that you entered when you created the key pair in Step 4 on
page 303. Enter the passphrase. You see a result similar to the one in Figure 12-7.

$
> ssh-agent $SHELL
> ssh-add
Enter passphrase for /home/BARLEN4/.ssh/id_rsa:
Identityadded: /home/BARLEN4/.ssh/id_rsa (/home/BARLEN4/.ssh/id_rsa)

Figure 12-7 The ssh-add command

You are ready to use scp with public key authentication.

5. Let us assume that you want to transfer the ssh_config file from the /home/sshdusr
directory on the iI50SP4 system to the home directory of user BARLENZ2 on the i5OSP2
system.

scp /home/sshdusr/ssh_config barlen2@i50SP2:/home/barlen2/ssh_config

Notice the syntax of the scp command. The first parameter identifies the source file
followed by a remote user at a specific system followed by the remote file name. In the
case of a successful completion, the scp command, as all other commands, does not
return any success messages. Only error messages are shown if an error occurs. If you
omit the target user name, scp tries to use the same user profile as on the source system.

12.2.1 Running the scp command in batch mode

The steps in the previous section work fine in an interactive session mode. A user can enter
several scp commands after loading the private key into the user environment with the
ssh-agent and ssh-add utilities. However, this process does not work well in a batch
environment. Suppose you start a CL program in batch that transfers three files during the
night. The program must submit an i5/0S PASE shell batch job with the program QP2SHELL.
However, in a batch environment, a user who enters the passphrase cannot use the private
key.

The answer to this problem might be to use an i5/0S PASE shell script that is started from a
CL batch job or a CL program that calls the scp utility. The following section shows how to set
up an environment to transfer files with public key authentication in batch mode. The
characteristics of the scenario are:

» The user BARLEN4 is signed on to the source system i5OSP4.
» The user BARLEN2 is signed on to the target system i5OSP2.
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» A file test1 is transferred via scp from the source to the target system. The file is stored in
the /home/barlen4 directory on the source system and is transferred to the /home/barlen2
directory on the target system.

» Public key authentication is used for the file transfer.
» The transfer starts in CL batch job on the source system.

The following steps guide you through the process of creating the previously described
environment.

Setting up the public and private keys

The public and private key pair that was created in Section 12.1, “Setting up public key
authentication” on page 302 uses a passphrase to protect the private key file. When a user or
job wants to use public key authentication and accesses the private key file, someone must
enter the passphrase to unlock the key. This is not usable in a batch environment where no
one is available to enter a passphrase.

You can solve this problem by creating the private key without a passphrase. That way, the
private key is stored in cleartext in the key file and used by any user or program that has
access to the private key file. Therefore, it is important to properly secure your private key file.
In the batch file transfer scenario, only the user profile, under which the batch job runs, has
read access to the key file. Public authority is set to *EXCLUDE.

Tip: Using public key authentication with scp in a batch environment has a significant
advantage over traditional batch FTP in i5/0S. You do not need to hardcode passwords in
cleartext in programs or files.

To create the key pair for the batch environment:
1. On the source system i50SP4, sign on via a 5250 session under user BARLENA4.
2. Start an i5/0S PASE shell session with the CL command:

CALL QP2TERM

3. The user who wants to create the key pair needs to be in the user’'s home directory. Check
by entering the pwd command.
> pwd
/home/BARLEN4
$
4. Change to the directory .ssh:
cd .ssh

5. In the i5/0OS PASE shell, enter the following command to create a private and public key
pair for the SSH1 protocol. This time, the file name (-f) and passphrase (-N) parameters
are specified as parameters on the ssh-keygen command. Also, an RSA key is used for
protocol SSH2.

ssh-keygen -t rsa -f id_rsa -N ''
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The private key is stored in the id_rsa file without passphrase protection. If a key already
exists, you are prompted to override the existing key. In our scenario, the private key file
already existed from the previous setup as shown in Figure 12-8.

> ssh-keygen -t rsal -f id_rsa -N "'
Generating public/private rsal key pair.
id_rsa already exists.
Overwrite (yes/no)?
> yes
Your identification has been saved in id_rsa.
Your public key has been saved in id_rsa.pub.
The key fingerprint is:
d5:5e:06:c0:4c:db:2f:d3:f5:37:d2:e5:8c:34:77:46 barlend@i5osp4.stgt.spc.ihost.com
$

Figure 12-8 Key generation without passphrase protection

6. Transfer the id_rsa.pub public key file to the target system as described in “Transferring the
public key” on page 303. You must also add this file to the target user’s authorized keys file
as explained in “Adding the public key to the authorized_keys file” on page 304.

Creating the CL batch program

You can run the scp file transfer from a CL program. The CL source shown in Figure 12-9
calls the i5/0S PASE shell batch environment and copies the /home/barlen4/test1 file, on the
i5OSP4 system, to the /home/barlen2/test1 file on the i5SOSP2 system.

/* Khhkkhkkkhkhkhkhhhkhhhdhhhhhhhhhhdhhhhrdhhdhhdrhdrhhhhhhdrhdhxsk *khkkkkhkkhkhk k% *kkkk*k */
/* XFER - CL program to transfer file testl from one system to another */
/* system using the OpenSSH utility scp. */
/* */
/* Written by: Thomas Barlen, IBM Germany, May 2006 */
/* Khhkkhkkhhhkhhhhhhhhhhhhhhhdhhhdhrhhhhhhdhhdrhdhrhhrhhhdrhdhrsk *kkkkkkk ok k% *kkkkhk */

PGM

CALL PGM(QP2SHELL) +

PARM( ' /QOpenSys/QIBM/ProdData/SC1/0penSSH/ o+

penssh-3.5p1/bin/scp' '-B' +

'-i /home/barlend/.ssh/id_rsa' +

'/home/barlend/testl' +

"barlen2@i50sp2:/home/barlen2/testl")
ENDPGM

Figure 12-9 CL source for calling scp from CL

You can also pass the parameters for scp as variables to the CL program. In the example
shown in Figure 12-9, the scp utility is called through the QP2SHELL program from the
integrated file system directory /QOpenSys/QIBM/ProdData/SC1/OpenSSH/
openssh-3.5p1/bin. The -B parameter tells scp not to prompt for any user input. The name of
the private key file to be used for authentication is defined on the -i parameter. The two
parameters that follow define the source file and the target file preceded with the target
system’s user and system name.

You can then submit this program to batch by using the Submit Job (SBMJOB) CL command.
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Creating the i5/0S PASE shell script

Submitting several i5/0S PASE shell commands in a CL program will run each shell
command in a different shell environment. To run several shell commands in one i5/0S PASE
shell environment, use a shell script. In this example, a shell script with the name xfer is
created in the user’'s home directory of /home/barlen4.

1. Sign on with user BARLEN4 on the i50SP4 system.

2. Enter the following command to edit the file xfer in the user’s home directory:
edtf '/home/barlend/xfer'

3. In the editor window, press F15 to open the Editor Options Screen.

4. Inthe EDTF Options Screen (Figure 12-10), select option 3 and specify an ASCII code
page, such as 850, for the CCSID of the file and press Enter. Then enter option 5 and
specify *LF as the end of line (EOL) option. Finally, press F12 to return to the editor

window.
EDTF Options Screen

Selection . . . . . . . ... .. 3

1. Copy from stream file . . . . /home/barlend/xfer

2. Copy from database file . . . Name
Library . . . . . . . . . .. Name, *LIBL, *CURL
Member . . . . . . . . . .. Name, *FIRST

3. Change CCSID of file . . . . . 00850 Job CCSID: 00037

4. Change CCSID of Tine . . . . . *NONE

5. Stream file EOL option . . . . *LF *CR, *LF, *CRLF, *LFCR, *USRDFN
User defined. . . . . . . . . Hexadecimal value

Figure 12-10 EDTF Options Screen

5. Create a shell script, starting with the shell script header as shown in Figure 12-11:

#!/bin/ksh

# Written by: Thomas Barlen, IBM Germany, May 2006

#

# ABSTRACT: Transfer files via scp using public key authentication
#

# Export the path where the OpenSSH utilities are stored:

export PATH=$PATH:/QOpenSys/QIBM/ProdData/SC1/0penSSH/openssh-3.5p1/bin

# Run the scp commands:

scp -B -i /home/barlend/.ssh/id_rsa /home/barlend/testl
barlen2@i50sp2:/home/barlen2/testl

scp -B -i /home/barlend/.ssh/id_rsa /home/barlend/test2
barlen2@i5osp2:/home/barlen2/test2

scp -B -i /home/barlen4/.ssh/id_rsa /home/barlend/test3
barlen2@i5osp2:/home/barlen2/test3

Figure 12-11 Creating a shell script
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These shell script commands copy three files via scp from the source to the target system.
All three commands run in the same shell session.

6. Set the authorities to the shell script to only allow authorized users to execute it. Enter the
following commands in the order shown:

CHGAUT O0BJ('/home/barlend/xfer') USER(*PUBLIC) DTAAUT(*EXCLUDE) OBJAUT (*NONE)
CHGPGP 0BJ('/home/barlend/xfer') NEWPGP(*NONE) DTAAUT(*EXCLUDE) OBJAUT (*NONE)

7. Make sure that the Execute bit is set for the shell script. You can set it for user BARLEN4
with the following command:

CHGAUT 0BJ('/home/barlen4/xfer') USER(BARLEN4) DTAAUT (*RWX)
8. You can call this shell script from a CL program by using the following CL command:
CALL PGM(QP2SHELL) PARM('/home/barlen4/xfer')

You can also pass the file names and other values as parameters or environment variables to
the shell script.

12.3 Exploiting public key authentication with ssh

You can sue public key authentication with more than just scp or sftp. You can also use them
with ssh. It allows you, for example, to submit remote commands through ssh. You can use
the ssh-agent and ssh-add utilities and specify the private key file with the -i parameter on the
ssh command to use public key authentication with ssh.
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13

Protecting traffic with SSH
tunnels

A powerful function with ssh is tunneling or forwarding Internet Protocol (IP) traffic in a secure
tunnel. This is useful for applications that do not support Secure Sockets Layer (SSL) or
Transport Layer Security (TLS). An example of using a Secure Shell (SSH) tunnel is a user
wants to use Telnet from one i5/0S to another i5/0S. Although the Telnet server in i5/0S
supports SSL, the client does not. As an alternative to using virtual private network (VPN),
you can establish an SSH tunnel between the two systems and then tunnel the Telnet traffic
through the secure connection. Tunnels are established on a per port basis. That means, if
you want to securely tunnel Post Office Protocol (POP) and Simple Mail Transfer Protocol
(SMTP) traffic, you need two tunnels: one for port 110 and one for port 25.

In this chapter, you set up SSH tunnels between two i5/0S environments and between a PC
workstation and an i5/0S environment.
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13.1 Setting up an SSH tunnel between i5/0S environments

In this section, you use public key authentication to establish a secure SSH tunnel between
i50SP4 and i50SP2. The tunnel is used to establish secure 5250 Telnet sessions.
Figure 13-1 illustrates the environment.

Telnet client —» ssh client Port Forwarding to port | |
=+ Telnet
Dst addr: localhost | |Port 11100 23 s;C:r
Dst port: 11100 t '50‘3 o 1h g
oot 23 Secure SSH channel _";Zrt 0y | Server
Client i5OSP4 | | i5OSP2

Figure 13-1 i5/0S SSH tunnel environment

A tunnel is set up on the client system. The tunnel is a server process that listens on a port. In
this scenario, you use a port that is not being used by another job. We choose port number
11100 on the client side of the tunnel. The tunnel listens on the local host address and ends
at the remote systems sshd daemon. The daemon routes the traffic to port 23 on the remote
system. This allows you to tunnel an otherwise unprotected 5250 session securely through an
SSH tunnel. The only change that is required from a client user perspective is that the user
needs to specify as the remote address on the Telnet command the localhost address and the
remote port 11100.

The scenario consists of the following subtasks:

1. Start an i5/0S Portable Solutions Application Environment (PASE) shell session on the
client side (i50SP4) and prepare the session for public key authentication using the
ssh-agent and ssh-add programs.

2. Establish an SSH tunnel between the iI50SP4 and i5OSP2 systems.

3. Start a Telnet session from the i5OSP4 system to the iI5OSP2 system using the SSH
tunnel.

Perform the following steps to establish and use the SSH tunnel:

1. If you have not already done so, establish a 5250 session from your workstation to the
i5OSP4 system and sign on, in our scenario, with user BARLEN4.

2. Enter the i5/0S PASE shell with the command:
CALL QPZTERM

3. Enter the following command to start the ssh-agent program:
ssh-agent $SHELL

Tip: You do not receive any messages if the agent starts successfully.
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4. Add your private key to the agent’s memory by using the following command (Figure 13-2):
ssh-add

The ssh-add command tries to read all private key files from the user’s .ssh directory. For
passphrase protected key files, the ssh-add program asks you for the passphrase that you
used to protect the private key file. In this case, use the private key file that was created in
“Setting up the public and private keys” on page 308.

$

> ssh-agent $SHELL

> ssh-add

Identity added: /home/BARLEN4/.ssh/id_rsa (/home/BARLEN4/.ssh/id rsa)

Figure 13-2 Output of running the ssh-add command

5. Start the SSH tunnel by using the following command:
ssh —T —L 11100:Tocalhost:23 barlen2@i50SP2

This command starts an SSH tunnel from port 11100 on the local host address. The
tunnel ends on port 23 on the iI50SP2 system and is authenticated as user BARLENZ2.

6. From another 5250 session to the i5OSP4 system, enter the following command:
netstat *cnn

Find the job that is listening on port 11100. This is the local tunnel end on the i5SOSP4
system.

7. Test the tunnel. Start a Telnet session using the following command:
TELNET RMTSYS(LOCALHOST) PORT(11100)

Notice that the sign-on display is the one for the remote system, even though you did a
Telnet to the localhost. This is proof that the connection uses your SSH tunnel.
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Important: When using the previous command from an i5/0S PASE shell session, keep
the shell session with the SSH tunnel active at all times to allow any user on system
i5OSP4 to establish a Telnet session via the tunnel. Although the previous approach does
everything we want, it is cumbersome to have somebody start a tunnel after each initial
program load (IPL) and then keep the session with the tunnel up all the time. The following
method allows you to automatically start SSH tunnels and keep them active at all times:

SBMJOB CMD(CALL PGM(QP2SHELL) PARM('/QOpenSys/usr/bin/ssh' '-T' '-N'
'-L 11100:1ocalhost:23" 'i50SP2')) JOB(SSHTUN23) JOBQ(SSHJOBQ)

In this case, the SSH tunnel session is established via a batch job. You can then submit
this job in the system startup program or a subsystem autostart job. It is a complex call
than entering the ssh command in an interactive shell. Use a separate job queue as shown
in the previous command to separate ssh-related work from other batch jobs. For this, use
the environment as documented in Section 10.3, “Starting the sshd daemon in a dedicated
subsystem environment” on page 289.

You must separately specify each parameter to the ssh command in the program call. The
—N parameter causes the program to not submit any command to the sshd. It only
establishes a forwarding tunnel that runs in the background.

The user that submits the job or the user that is specified for the USER parameter of the
Submit Job (SBMJOB) command must use public key authentication. Password
authentication does not work because in a batch job, there is no one who can enter the
password. You must generate the keys with an empty passphrase, so that the ssh client
can automatically open the private key file without prompting for a passphrase. As with
other key files too, protect the private key file for the tunnel user. That means there is no
public authority to the key files at all.

13.2 Setting up an SSH tunnel between a workstation and i5/0S
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You can also use an SSH tunnel from a PC workstation to i5/0S. In this section, you establish
an SSH tunnel for port 23 (Telnet). Authentication is performed through public keys to avoid
user ID and password prompting when the tunnel is established. PuTTY is used as the ssh
client. At the end, you establish a 5250 session across the tunnel.

Prerequisites
You must install utilities to use public key authentication with PUuTTY. You can download these
utilities from the Internet at:

http://www.putty.nl/download.html

The following utilities provide the equivalent support that you get in i5/0S with the ssh,
ssh-keygen, ssh-agent, and ssh-add utilities:

» PuTTY: The equivalent of the ssh utility.
» PuTTYgen: Corresponds to the ssh-keygen utility.
» Pageant: Provides the functions of ssh-agent and ssh-add.

Important: In the steps in the following sections, we presume that you have installed the
previously mentioned utilities in the c:\ssh directory on your workstation.

i5/0S Network Security Scenarios


http://www.putty.nl/download.html

Setting up the tunnel with PuTTY
To set up the tunnel with PuTTY:

These are the only parameters that you must specify to connect via ssh to an sshd

1. From your Windows workstation, start the PuTTY client.
2. Enter the following connection information:

— Host Name (or IP address): 150SP4

— Port: 22

— Protocol: SSH

daemon.
3.

In the Saved sessions parameter, enter a name for this connection (for example, SSH
Telnet Tunnel), and click Save.

4. Under Category, select Connection — SSH — Tunnels.

5. In the Options controlling SSH tunneling panel (Figure 13-3), enter the following tunnel

configuration information:

a. For Source port, type 11100.
b. For Destination, type i50SP4:23.
c. Select Local.

This tunnel has the same characteristics as the one created in 13.1, “Setting up an
SSH tunnel between i5/0S environments” on page 314. The tunnel listens on your PC
on port 11100, but ends on system i50SP4 on port 23.

d. Click Add to add the tunnel configuration to the profile.

R |
Cateaqony:
= Session Options controling S5H tunnelling
Logging #11 forwarding
= Terminal i :
Keyboard [ ] Enable 11 forwarding
Bell ¥ display location
. Features Remate X171 authentication pr_cdocol
= Window (®) MIT-MagicCookie-1 () XDM-Authorization-1
Appearance 2 :
Behaviour Fart forwarding
Translation [] Local ports accept connections from other hosts
Selection [ ] Remote ports do the same (SSH v2 only)
Colours Forwarded ports:
= Connection
Prooy L1110 iBospd:23
Telnet
Rlogin
=I- 55H Add new forwarded port:
Auth
Source port Add
e
Bugs Destination
(%) Local () Remoate ) Dynamic
e

Figure 13-3 PuTTY tunnel settings
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Attention: Use care with the PUTTY tunnel option, Local ports accept connections from
other hosts. This option enables your workstation to be a gateway for other computers.
The local port, in our scenario port 11100, accepts Telnet connections from other
systems and tunnels the connections to your tunnel. This is a potential security risk.
This option corresponds to the ssh option -g.

6. You must tunnel additional ports when using the IBM iSeries Access for Windows PC5250
emulation. This emulation uses iSeries Access sign-on services, the port mapping
service, and the remote command service when establishing a session.

a. Enter the following additional port to the configuration.

i. For Source port, type 449.
ii. For Destination, type 150SP4:449.

b. Select Local.
c. Click Add.
d. Enter the following port:

i. For Source port, type 8470.
ii. For Destination, type i50SP4:8470.

e. Select Local.
f. Click Add.
g. Enter the following port:

i. For Source port, type 8475.
ii. For Destination, type 150SP4:8475.

h. Select Local.
i. Click Add.
j- Enter the following port:

i. For Source port, type 8476.
ii. For Destination, type 150SP4:8476.

k. Select Local.
[. Click Add.
7. Keep the PUTTY window open.

In the next steps, prepare the client to perform public key authentication. Use the private key
that you created in “Setting up the public and private keys” on page 308.

Preparing the environment to use the keys

As previously mentioned, use the private and public key pair that you already used with public
key authentication between two i5/0S environments. To use these keys with PuTTY, prepare
the environment:

1. Establish a 5250 session from your Windows desktop to the i5OSP4 system and sign on.
In this scenario, we signed on with user BARLEN4. This was the user that already created
a key pair in its .ssh directory.

2. Enter the i5/0S PASE shell with the following command:
CALL QP2TERM

3. Change to your user’s .ssh directory:
cd /home/barlen4/.ssh

318 i5/0S Network Security Scenarios



4. Forthe PUTTY client to authenticate under the BARLEN4 user profile with public key
authentication, place the public key into the authorized_keys file. Remember that you
performed this step on the iI50SP2 system when setting up public key authentication
between i50SP4 and i5OSP2, but not on the i5OSP4 system. To do this, enter the
following command in your i5/0S PASE shell:

cat id_rsa.pub > authorized_keys
This command creates the authorized_keys file and stores the public key in there.
5. Change the file and directory permissions as follows:

chmod go-w authorized_keys
chmod g-w /home/barlend
chmod g-w /home/barlen4/.ssh

This command removes the w(rite) permissions from the primary group and from other
users. The settings of the home and .ssh directory might have already shown the proper
authority bit settings from the steps performed in 11.1, “Preparing the user environment”
on page 294.

6. Press F3 to exit the i5/0S PASE shell session.

You have completed the server side setup for public key authentication. In the remaining
steps, you install the private key on your workstation. Remember that you use the same keys
for authentication between i5/0S environments and from your workstation to i5/0S, because
you are working under one user only. You can also generate another key pair on the client and
then import its public key into the authorized_keys file on the server. That way, you manage
two different key pairs.

1. Open a command prompt on your Windows workstation.
2. Change to the ssh directory.
cd c:\ssh

3. Transfer your private key file from system i50SP4 to the ssh directory using the FTP
commands as shown in Figure 13-4.

C:\ssh>ftp i50sp4

Connected to i50sp4.stgt.spc.ihost.com.

220-QTCP at ibosp4.stgt.spc.ihost.com.

220 Connection will close if idle more than 5 minutes.
User (i5osp4.stgt.spc.ihost.com:(none)): barlend

331 Enter password.

Password:

230 BARLEN4 Tlogged on.

ftp> ascii

200 Representation type is ASCII nonprint.

ftp> quote site nam 1

250 Now using naming format "1".

ftp> get /home/barlend/.ssh/id_rsa id_rsa

200 PORT subcommand request successful.

150 Retrieving file /home/barlend/.ssh/id_rsa

250 File transfer completed successfully.

ftp: 883 bytes received in 0.05Seconds 17.66Kbytes/sec.
ftp> quit

221 QUIT subcommand received.

Figure 13-4 FTP session

4. While in the ssh directory, enter the puttygen command to start the key management tool
for PUTTY. This tool generates key pairs and imports keys that were generated on another
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platform, such as the key that you just transferred to the workstation. The window changes
as shown in Figure 13-5.

5. Inthe PuTTY Key Generator window (Figure 13-5), click Load to import your existing key
and select the private key file c:\ssh\id_rsa.

Keep in mind that you must select the All Files (*.*) file type to select the file. Click Open
to select the file.

SEUIgNYERey Generatorn X
Eile]ﬂey Conversions Help

Key

Mo key.

Actions

Generate a public/private key pair Generate

Load an existing private key file

Save the generated key

Parameters

Type of key to generate: ;

() SSH1 (RSA) (*) SSH2 RSA () 55H2 DSA
Mumber of bits in a generated key: 1024

Figure 13-5 PuTTY Key Generator window

Note: Because the private key file was created without passphrase protection, the
puttygen utility imported the key without prompting for a passphrase. If you created the
private key file with passphrase protection, you see a prompt to enter the passphrase
first, before puttygen can successfully import the key.

6. A confirmation message displays as shown in Figure 13-6. Click OK to close the message
window.

-, Successfully imported foreign key

1 (OpenssH S5H2 private key).

To use this key with PUTTY, you need to
use the "Save private key” command to
save it in PUTTY"'s own format.

-y

Figure 13-6 Key import confirmation message
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7. The PuTTY Key Generator changes as shown in Figure 13-7. Click Save private key to

save the key to the \ssh directory.

=
_Eild

Key
Public key for pasting into OpenS5H authorized_keys file:

ssh-rz3

AAAAB3NzaClycZEAAAABIWAAAIEABL Xsa0ThEVKults SOgcld+nt RiFEXkMbOa 1ug
YEERITUBYaKF2/PFVoRMGMSKZ foLidvid /R TFEXAW+P AKDzva0 21WGiax L« FRroc T
aWBM3gdNHGJgy TEDeZMRgM4nWuZSfe Admo LSEE Sjkg ZWFUgrDWE YRk SUchga3
B252JM8= imported-opensshtey

Key fingerprint: sshsa 1024 12:7a:2100:74:cafd 40:74:35:b5:04:33:45ac:17
Key comment: imported-openssheey
Key passphrase:

Corfirm passphrase:

Actions

(Generate a public/private key pair Generate
Load an existing private key file Load |

Save the generated key Save public key ] [ Save private key |
Parameters

Type of key to generate:

() 55H1 (RSA) (¥) 55H2 BSA () SSHZ DSA

MNumber of bits in 3 generated key: 1024

Figure 13-7 PuTTY Key Generator: Import complete

8.

9.

Save the key into a new file because PuTTY uses its own key file format. The utility warns
you when you try to save the key without passphrase protection. Click Yes to the message

to continue.

Enter the file name barlendkey.ppk and make sure the store path is still \ssh.

10.Close the PUTTY Key Generator window.
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Defining the PuTTY public key authentication settings
Now modify the PUTTY settings to allow public key authentication.

1. Maximize the PuTTY window again and under Category, click Connection - SSH —
Auth.

2. In the Options for controlling SSH configuration panel on the right (Figure 13-8), enter the
path and file name of the private key file that you created in the Private key file for
authentication field. In this example, enter C:\ssh\barlendkey.ppk.

R
Category:
= Session Dptions controlling 55H authentication
I_IDgglng Authentication methods
Te”"é;;'joa 4 [fttempt TIS or CiyptoCard auth (SSH1)
Bell Attempt "keyboard-rteractive” auth (SSHZ)
Features Authentication parameters
= Window :
Appearance [] Allow agert forwarding
Behaviour [ Mllow attempted changes of usemame in S5H2
Translation Private key file for authentication:
Selection Chsshibardendkey ppk
Colours
=J- Connection
Proxy
Telnst
Rlogin
=I- 55H
Auth
Tunnels
Bugs
About [ Open | | Cancel

Figure 13-8 PuTTY authentication settings
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3. Under Category, click Session.

4. To automate as much as possible, especially when establishing a tunnel, specify the user

ID that belongs to the private key file. In the Basic options for your PuTTY session panel
(Figure 13-9), enter the following information:

— Host name (or IP address): bar1en4@i50SP4
— Saved Sessions: SSH Tunnel to i50SP4

Cateqony:
= Session Basic options for your PuTTY session
I..ogging Specify your connection by host name or [P address
= Terminal .
Keyboard Host Name (or IP address) Port
Bell barend@ifospd s
Features Protocol:
= Window ORaw  OTeinet ORogn @ 5SH
ﬁppea@nce Load, save or delete 3 stored session
Behaviour
Translation Saved Sessions
Selection 55H Tunnel to i505P4
Cologrs Default Settings Load
= Connection AM_RCHASMZ7 a
Promy Al 520 Boeblingen 3
Telnet Console Uni_ibospd E
Rlogin :mg E.'anl} Boeblingen Delete |
= 55H Linee 520 Boeblingen
Auth
Tunnels Close window on exit:
Bugs (O BMways (O Mever (3 Only on clean ext
About [ QOpen ] [ Cancel ]

Figure 13-9 PuTTY session page

When using these settings, the PuTTY client tries to automatically authenticate the SSH
session under the user name barlen4 on system i50SP4.

5. Click Save to save the profile.

Establishing the tunnel

In the PUTTY client, click Open to start the connection. As shown in Figure 13-10, you see
that the client automatically tries to authenticate with barlen4. It also opens the private key file

that you configured in the session profile. When passphrase protection is active, you are
prompted to enter the passphrase.

Using username "barlen4".

Authenticating with public key "imported-openssh-key"
$

Figure 13-10 PuTTY login prompt

You have now established the tunnel and can use it for Telnet traffic.
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Starting a secure 5250 Telnet session
Now test your secure tunnel:

1. Right-click the Windows desktop and select New — iSeries Desktop Icon.
Select PC5250 Emulator as the application and click Next.

For the iSeries system, enter Tocalhost and click Next.

For the icon text, enter Tunnel to i50SP4, click Next, and then click Finish.

On the Windows desktop, double-click the Tunnel to i50SP4 (ﬂ) icon. The PC5250
properties page opens.

o > 0N

6. Verify that the following connection settings are specified as shown in Figure 13-11:

a. For System name, select localhost.

b. For Port number, type 11100. The connection is established to the local host (your PC
workstation) to port 11100 (the beginning of the tunnel).

c. Click OK to start the session.

Syztem narne: localkost ﬂ Properties |
Workgtation |D

" |Uze Computer narme I~ Add prefix to indicate printer or display

" Use Windows user name ™ Avoid duplicate names on this work station

+ Specify workstation 1D [ Awoid duplicate names with other work stations

N

Tupe of emulation

&+ Display Size: 2732 - Printer Azsociation

" Printer |

™ Bypass signon

[ Autoreconnect

Host code-page: 1140 United States Eura ~|
Faort number: 11100

QK | Cancel Help

Figure 13-11 PC5250 connection settings

7. You can sign on to i5/0S and use the NETSTAT *CNN command to check the ports and
addresses that are used for your connection. Notice that the remote IP address is the
address of the iSeries system rather than the remote PC workstation.

8. Sign off and close your 5250 session.

9. In the open PUTTY window, enter Exit to end the session.
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13.3 Automating the tunnel session start

As you have seen in the previous task, you open the PUTTY graphical interface, load the
profile, and start it. When passphrase protection is active for the private key file, you are also
prompted to enter the passphrase that protects the private key file. The next steps show
another way to establish the tunnel through the command line interface.

Perform the following steps to meet the previously stated goals:
1. Using the Windows command prompt, change to the \ssh directory:
cd c:\ssh

2. From the command prompt in the \ssh directory, enter the following command to start the
tunnel:

putty -load "SSH Tunnel to i50SP4"

This command loads the configuration profile that you created in the PuTTY graphical
interface. It opens the ssh command prompt. When passphrase protection is defined for
the private key file, you can use the pageant utility to preload private keys into memory
before establishing the tunnel as described in “Automatic setup of tunnels with private key
file passphrase protection” on page 325.

Using username "barlend".
Authenticating with public key "imported-openssh-key" from agent
$

Figure 13-12 SSH tunnel start messages

3. Inthe PuTTY command window, right-click the upper left corner of the window and select
Event Log to display the ports that are tunneled with this connection.

4. Close the Event Log window.

5. Inthe PUTTY command prompt, enter the exit command to stop the tunnel and exit the
SSH session.

Automatic setup of tunnels with private key file passphrase protection

For better security, we recommend that you protect your private key file with a passphrase.
This is especially recommended when using a Windows operating system and no proper
resource protection for the private key file is defined. In this case, you can load the private key
into memory before starting the tunnel by using the pageant utility. The following steps show
how to use the pageant tool to load a private key that is passphrase-protected.

1. Using the Windows command prompt, change to the \ssh directory:
cd c:\ssh

2. Enter the pageant command to start the PuTTY key agent. The program starts in the
background and places an icon in the active program tasks bar.
3. Right-click the pageant icon (& ) and select Add Key from the menu.

4. Select the \ssh\barlen4key.ppk private key file and click Open.

You can also load keys from the command line when starting the pageant tool. To load
your private key file with the command line options, enter the following command string:

\ssh\pageant \ssh\barlendkey.ppk
Remember that the key file in this scenario is not passphrase-protected.
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5. When prompted to enter the passphrase, enter the passphrase that is used to protect the
private key.

6. Double-click the pageant icon and verify that the key was added (Figure 13-13).

ssh=a 1024 aa:60.08:4ab7:31b6b4d:3b:40f7.27:11.36:57.56 imported-opensshdey

Add Key Remove Key

Cloze

Figure 13-13 The pageant key list

7. From the command prompt in the \ssh directory, enter the following command to start the
tunnel:

putty -Toad "SSH Tunnel to i50SP4"

This command loads the configuration profile that you created in the PuTTY graphical
interface. It opens the ssh command prompt. As you can see in Figure 13-14, the
authentication takes place without entering a passphrase when PuTTY starts.

Using username "barlend".
Authenticating with public key "imported-openssh-key" from agent

$

Figure 13-14 SSH tunnel start messages

8. Inthe PUTTY command prompt, enter the exit command to stop the tunnel and exit the
SSH session.
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Using SSH to control your HMC

The Hardware Management Console (HMC) tool manages logical partitions (LPAR) in an IBM
System i5 environment. Traditionally, the HMC is operated through a graphical interface. The
graphical interface provides the following options:

» Define and manage partitions

Define and manage partition profiles

Operate managed systems

Perform dynamic LPAR operations, such as moving processor and memory resources

vYvyy

You can perform these functions that are available through the graphical interface through
commands. These commands are entered via an SSH session. This support opens a wide
range of possibilities for automating system tasks, such as initiating the move of memory from
one partition to another partition through a command sent from i5/0S via ssh to the HMC.
Another example is to move a tape controller from one partition to another partition to make
the tape available to all partitions for backup operations.

This chapter covers the following topics:

» “Setting up SSH on the HMC” on page 328
» “Setting up public key authentication” on page 330
» “Moving resources between partitions using SSH in i5/0S” on page 332
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14.1 Setting up SSH on the HMC

328

To allow SSH connections and remote command execution on a HMC, you must perform
initial setup steps on the HMC itself. These steps are also explained in the IBM Systems
Hardware Information Center at the following Web address:

http://publib.boulder.ibm.com/infocenter/eserver/vir3s/index.jsp?topic=/iphai/
settingupsecurescriptexecutionshetweensshclientsandthehmc.htm

Perform the steps in the following sections to enable the HMC to allow remote command
execution through SSH.

Enabling SSH on the HMC
To enable SSH on the HMC:

1. At the HMC or through the WebSM interface, sign on to the HMC with a profile that has the
authority to manage the HMC configuration.

2. In the Navigation area, expand HMC Management and click HMC Configuration.
In the Contents area on the right, click Enable or Disable Remote Command Execution.

4. When the Remote Execution Options window opens, select the Enable remote
command execution using the ssh facility check box as shown in Figure 14-1.

5. Click OK to save the settings.

w

&4 (=)
Console HMC Configuration  Selecier Wiew  Window  Help o“C¥ =
G mp ® O

HNavigation Area : HMC Management: HMC Configuration

= @ Management Environment
= E hmeuni.stgt zpe.ihost.com
= [ Server and Partition HMC Configuration
E Frame Management
I Serer Management
\:5 Infarmation Center and Setup YWizard
=[] Licensed Internal Code Maintenance
= 7] HMC Management
(5 HMC Users
ﬁ HWMC Canfiguration
® ] Service Applications

Mare Infarmation
# E lacalthost localdomain

Enable the following option to pravide remate command
execution through ssh.

[vl Enable remote command execution using the ssh facility

Ok | | Cancel

Figure 14-1 Enabling remote command execution on the HMC
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Creating a user account on the HMC
Create an HMC user with one of the following roles:

» Super administrator

» Service representative

Follow these steps:

1. In the navigation area, under HMC Management, click HMC Users.

2. In the HMC Users content pane, click Manage HMC Users and Access.

3. Inthe User Profiles window, select User — Add to add a new user account (Figure 14-2).

s =] 3

Console HMC Users Management Sclecied Miew Window  Help (o el £
| @ D

Havigation Area

1

HMC Management: HMC Users

= g Management Environment

= E hmeuni.stgt.spe.ihostecom :

= 7] Server and Partition HMC Users
E Frame Management :

I Server Management :

@ Information Center and Setup Wizg

# [ Licensed Internal Code Maintenan Mare Information

= ] HMC Managerment :

E{}E HMC Ugers
B HMC Configuration

[ ] Service Applications
£ E lacalhostlocaldomain

Add... |0 below and click "User to manage the console users.

Copy... Description
Remave Hme User
odify... Thomas Barlen
Exit S =

[ | [» 1
& Reaty | e U T R DD ey

Figure 14-2 User Profiles window
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4. In the Add User window (Figure 14-3), for the new user account, specify the information
using the following parameters. The values provided for each option are ones that we used
in this book. You might want to use different names.

a. For User ID, type HMCSSH. Note that user ID names are case-sensitive.
For Description, type HMC User for SSH.

For Password, enter a password that you can remember.

For Managed Resource Roles, select AllISystemResources.

® 2 0o T

For Task Roles, select hmecsuperadmin. You can also use a service representative,
but this user might not perform all the functions that you want to run via SSH.

f. Click OK to create the new user account.

Rl

=
User D HMZS5H Description: HMZ userfar S
Password: i Confirm password: [T

[_] Enforce strict passward rules

Managed Resaurce Raoles
AllSystemBResaurces

Task Roles |
hrncviewer =
hmeaperatar

hrcpe @
hmesuperadmin b

oK || Cancel || Help ||7|

Figure 14-3 Add User window

5. In the User Profiles window, select User — EXxit to close the window.

14.2 Setting up public key authentication

330

To submit an HMC command via SSH in unattended mode, you must set up public key
authentication between the ssh client, in this case the i5/0S environment, and the HMC.
Perform the following steps to set up public key authentication for the i5/0S user BARLEN4
on the i50SP4 system to the HMC, with the host name HMCUNI and the user profile
HMCSSH. After the setup is complete, user BARLEN4 on system i50SP4 can run HMC
commands under user HMCSSH on the HMC.

1. User BARLEN4 on the i50SP4 system needs a public key pair. Perform the steps
described in “Setting up the public and private keys” on page 308 to create a public key
pair for user BARLEN4 without private key passphrase protection.

2. Using an i5/OS Portable Solutions Application Environment (PASE) shell session on
system i50SP4, set the correct integrated file system permissions as follows:

chmod 700 /home/barlen4
chmod 700 /home/barlen4/.ssh
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3. If you are not already in the .ssh directory, change to it via the shell command:
cd /home/barlend/.ssh

4. Display the public key file by using the following command:
cat id_rsa.pub

The public key displays as shown in Figure 14-4.

$
> cat id_rsa.pub
ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEA8LXsa0Th5VKuOtsSOgcJd+ntRiFEXkMbOalu8Y6E8ITU6YaKf2/P
FVORMGMSKZ70LIdvk1/RTFEX4W+PAKOzvao21W6iaxLxj7RnxTaWBMIgdNHGIgy TEDeZMRGMAnWuZS feAdmoL
9EESjkqZVFUqrDW6YfkkSUchqa3B292JM8= barlen4@i5osp4.stgt.spc.ihost.com
$

Figure 14-4 Public key

5. Add the public key to the authorized_keys2 file on the HMC:

ssh  HMCSSH@hmcuni "mkauthkeys --add

'ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEA8LXsa0Th5VKuOtsSOgcJd+ntRiFEXkMbO
alu8Y6E8ITU6YaKf2/PFVORMGMSKZ70LIdvk1/RTFEX4W+PAKOzvao21W6iaxLxj7RnxTa
WBMIgdNHGJIgyTEDeZMRqMAnWuZS feAJmoL9EES jkqZVFUqrDW6YfkkSUchqa3B292J

M8= barlen4@i5osp4.stgt.spc.ihost.com""

Note: You must enter the public key exactly as it was displayed with the cat id_rsa.pub
command. This includes spaces and in one string. The previous command establishes
an SSH session to the HMC and signs on as user HMCSSH (case-sensitive). This was
the user that was created previously in “Creating a user account on the HMC” on

page 329. On the HMC, the mkauthkeys command is run with the -add parameter. This
causes the key that is specified to be added to the authorized_keys2 file on the HMC.
Adding the key is required for public authentication.

Figure 14-5 shows the command processing output.

$
> ssh  HMCSSH@hmcuni "mkauthkeys --add
'ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEA8LXsa0Th5VKuOtsSOgcJd+ntRiFEXkMbO
aluBY6E8ITUGYaKf2/PFVoRMGMSKZ70LIdvk1/RTFEX4W+PAKOzvao21W6iaxLxj7RnxTa
WBMIgdNHGJIgy TEDeZMRqM4nWuZSfeAJmoL9EESjkqZVFUqrDW6Y fkkSUchqa3B292J
M8= barlend@ib5osp4.stgt.spc.ihost.com'"
The authenticity of host 'hmcuni (172.17.17.5)' can't be established.
. key fingerprint is RSA.
Are you sure you want to continue connecting (yes/no)?
> yes
Warning: Permanently added 'hmcuni,172.17.17.5"' (RSA) to the Tist of known hosts.
HMCSSH@hmcuni's password: $

Figure 14-5 Command output for adding a public key

Note: When you establish an SSH session to the HMC for the first time, you are
prompted to accept the host key from the HMC. When you answer “Yes” to the question,
the host key is added to the known_hosts file of user BARLEN4 on the i5OSP4 system.

6. When prompted, enter the password of user HMCSSH.
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The public key authentication setup is now complete, and you can continue running HMC
commands.

14.3 Moving resources between partitions using SSH in i5/0S

Let us look closer at how you can use the ssh utility to move hardware resources in a dynamic
logical partitioning (DLPAR) environment. The intent of this chapter is not to show you the
HMC commands that are available and how to use all of them. Instead, it is to demonstrate
how to use HMC commands in an i5/0S or any other environment that supports the SSH
client. For more information about LPAR and HMC commands, see Logical Partitions on
System i5: A Guide to Planning and Configuring LPAR with HMC on System i, SG24-8000.

The commands shown in this chapter are based on the LPAR environment shown in

Figure 14-6.
System i5
Partition 2 Partition 4
i50sp2 ibosp4

Proc: 0.5 Proc: 1.0

Mem: 2.3GB Mem: 3.0GB

Unit: HMC
U0595.001.6500001

c|C

olo Managed system name:

6|7 | i550 server
Tape C06 = 2844 |OP
Drive C07 = 5703 SCSI

Figure 14-6 LPAR environment

Moving processor units between partitions
In the first example, the 0.3 processing units are moved via DLPAR from partition 4 (i5OSP4)
to partition 2 (i5OSP2). The move is initiated from i5/0S.

1. Sign on to system i5OSP4 with user BARLEN4. This is the user profile that is set up for
public key authentication with the HMC.

2. Start an i5/0S PASE shell session by entering the CL command:
CALL QP2TERM
3. Move the processing units from partition 4 to partition 2:

ssh HMCSSH@hmcuni “chhwres -r proc -m ’i550 server’ -o m -p I50SP4 -t I50SP2
--procunits 0.3”
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You can use the chhwres command to add, move, or remove resources, such as
input/output resources, virtual resources, processor, and memory. The meaning of the
specified parameters is as follows:

-r  Specifies the type of resource to be processed. In this example, processor resources
are moved.

-m Defines the name of the managed system.

Tip: The HMC command to determine the name of the managed system or
systems is:

1ssyscfg -r sys -F name

-0 The action to be performed for the resource. In this case it is m (move).
-p The name of the partition a resource is moved from.

Tip: You can use the following command to list all partition names for a managed
system:

1ssyscfg -r Ipar -m *i550 server’ -F name

-t The target partition name.

--procunits The number of processing units to be processed.

The HMC commands are similar to other kinds of Linux or UNIX-type commands. They do not
issue any success messages when they complete successfully. Therefore, we recommend
that you verify the result of the HMC command after its completion. For example, if you want
to verify that the processing units were moved successfully to a partition, you can use the
following command:

ssh HMCSSH@hmcuni “Ishwres -m ’i550 server’ -r proc --level lpar --filter Tpar_names=150SP2
-F curr_proc_units”

Figure 14-7 shows the complete command output.

$
> ssh HMCSSH@hmcuni "lshwres -m 'i550 server' -r proc --level lpar --filter
1par_names=I50SP2 -F curr_proc_units"
0.8
$

Figure 14-7 Command output

Moving adapter resources

You can submit HMC commands from an i5/0OS environment to move resources, such as a
SCSI adapter from one partition to another partition. That way, you can have one tape drive
installed on your system and use it from multiple partitions. You can organize a backup
process as follows:

1. Partition 4 has a tape drive allocated and varied on. A backup batch job runs.

2. At the end of the backup job in partition A, the job varies off the tape drive and sends via
the ssh utility a command to the HMC to move the tape adapter and controller to
partition 2. When the move has completed successfully, the job starts a backup job in
partition 2 by issuing the corresponding command through the Run Remote Command
(RUNRMTCMD) CL command.
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3. The backup job in partition 2 starts and varies on the tape drive. Afterwards it performs the
backup operation. When finished, it varies off the tape drive and, via an ssh command,
moves the controlling adapter back to partition 4.

You can imagine all different kinds of uses for moving resources based on events that are
occurring in a partition. Based on the LPAR environment described in Figure 14-6 on

page 332, the following example shows you how to move the adapter resource in slot CO7 in
unit U0595.001.6500001 from partition i5SOSP4 to partition i5OSP2:

1. Sign on to partition iI5OSP4 with user BARLEN4.
2. Start an i5/0S PASE shell session.

3. Enter the following command to move the adapter. Remember to vary off resources before
trying to move resources through DLPAR.

ssh HMCSSH@hmcuni “chhwres -r io --rsubtype slot -m 'i550 server' -om
-p I50SP4 -t I50SP2 -1 2102000A*

This command moves the resource in slot C0O7 from partition i5OSP4 to partition i5OSP2.
As you can see, there is no parameter to specify a slot number. I/O slots are addressed by
a DRC index number. Before you see how to determine the DRC index nhumber, review the
following explanation of the parameters:

-r Specifies the type of resource to be processed. In this example, /O
resources are moved.

--rsubtype When io is specified for the resource type parameter -r, provide more
specific information about the type of I/O resource to be processed. In this
case, the rsubtype is an adapter slot.

-m Defines the name of the managed system.

-0 The action to be performed for the resource. In this case it is m (move).
-p The name of the partition from which a resource is moved.

-t The target partition name of the partition to which a resource is moved.

-| Specifies the DRC index number. Each resource has a unique DRC index
number. This is important, because you might have several /O expansion
units, such as a 0595, installed, and in each unit, you have an adapter in
slot CO7. One way to address the correct resource is by unit name and slot
number, but the current implementation performs the addressing by a DRC
index number.

Determining the DRC index humber

To find a DRC index number for a resource, you must know the unit (system or expansion
units) where the resource is located. There are always several ways to reach the same result.
The following method is one example to determine the DRC index number for the adapter in
slot CO7 in unit U595.001.6500001.

Enter the following HMC command to list all physical resources including the DRC index
number in unit U595.001.6500001:

ssh HMCSSH@hmcuni “Ishwres -r io --rsubtype slot -m 'i550 server'
-F phys_loc,drc_index --header --filter units=U0595.001.6500001

This command displays only the physical location (phys_loc) and DRC index (drc_index)
attributes as specified in the -F parameter. It lists all physical I/O resources of type slot that
are installed in unit U0595.001.6500001 as defined in the filter parameter. The output also
includes a header.
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Figure 14-8 shows an example of the command output.

> sssh HMCSSH@hmcuni “Tshwres -r io --rsubtype slot -m 'i550 server
-F phys_loc,drc_index --header --filter units=U0595.001.6500001

phys loc,drc_index

C06,2101000A

€07,2102000A

C08,2103000A

€01,2101000B

€02,2102000B

€03,2103000B

C04,2104000B

$

Figure 14-8 HMC command output

In this case, the resource in slot C07 has the DRC index number of 2102000A.

Tip: If you do not know the slot number and unit for the installed adapter, you can always
use the Work with Hardware Resources (WRKHDWRSC) CL command in the partition
where the adapter is installed to display the resource details.

In the previous example, the SCSI adapter with the attached tape drive was moved from
partition i5OSP4 to partition i5SOSP2. To use the tape drive in partition i5OSP2, you must also
move the controlling input/output processor (IOP) in position CO6.
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Related publications

The publications listed in this section are particularly suitable for a more detailed discussion of
the topics covered in this book.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM Redbooks
publications” on page 339. Note that some of the documents referenced here might be
available in softcopy only.

>

>

»

IBM AS/400 Printing V, SG24-2160
Linux on the IBM @server iSeries Server: An Implementation Guide, SG24-6232

Logical Partitions on IBM PowerPC: A Guide to Working with LFAR on POWERS for IBM
@server i5 Servers, SG24-8000

V5 TCP/IP Applications on the IBM @server iSeries Server, SG24-6321
Virtual Partition Manager A Guide to Planning and Implementation, REDP-4013

Windows-based Single Signon and the EIM Framework on the IBM IBM @server iSeries
Server, SG24-6975

Other publications

The following publication is also relevant as an information source:

»

Backup and Recovery V5R3, SC41-5304

Online resources

These Web sites and URLSs are also relevant as information sources:

>

The Book of Webmin Or: How | Learned to Stop Worrying and Love UNIX:
http://www.swelltech.com/support/pdfs/webminguide.pdf
Downloading and installing Webmin:
http://www.webmin.com/download.html

General discussion of Webmin:

http://www.webmin.com

Gentoo Linux home page:

http://www.gentoo.org

Gentoo Linux Projects: Gentoo Linux PPC64 Development:
http://ppcb4.gentoo.org

Heimdal Kerberos 5:

http://www.pdc.kth.se/heimdal
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http://www.webmin.com/download.html
http://www.swelltech.com/support/pdfs/webminguide.pdf
http://www.pdc.kth.se/heimdal

» IBM @server Hardware Information Center:
http://publib.boulder.ibm.com/infocenter/iseries/vir2s/en_US/index.htm

» IBM @server i5 and iSeries System Handbook for i5/0S V5R3:
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/gal95486.htm1?0pen

» IBM @server iSeries ODBC Driver for Linux: Connection String Keywords and Values:
http://www.ibm.com/servers/eserver/iseries/1Tinux/odbc/guide/odbhcproperties.html

» IBM Resource Link:
http://www.ibm.com/servers/resourcelink

» IBM Systems Information Centers:
http://publib.boulder.ibm.com/iseries/

» iSeries Access for Linux:
http://www.ibm.com/servers/eserver/iseries/access/1inux

» iSeries ODBC Driver for Linux: PHP examples:
http://www-1.ibm.com/servers/eserver/iseries/linux/odbc/qguide/demoindex.html

» Kerberos: The Network Authentication Protocol:
http://web.mit.edu/kerberos/www

» The Linux Documentation Project:
http://www.tldp.org

» The Linux Home Page at Linux Online:
http://www.linux.org

» LPAR Overview:

http://www.iseries.ibm.com/1par
http://www-1.ibm.com/servers/eserver/iseries/1par

» Novell: SUSE Linux:
http://www.suse.com

» Novell: SUSE Linux Enterprise Server 9:
http://www.suse.com/sles/documentation/samba

» Novell: Why Choose Novell for Linux?:
http://www.novell.com/Tinux

» OpenOffice.org:
http://www.openoffice.org

> OpenPKG: OpenPGP Key Server:
http://pgp.openpkg.org

» PuUTTY: A Free Telnet/SSH Client:
http://www.chiark.greenend.org.uk/™sgtatham/putty

» RealVNC:
http://www.realvnc.com

» Red Hat Linux home page:
http://www.redhat.com

» Service and productivity tools for Linux on POWER:

http://techsupport.services.ibm.com/server/Topdiags
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» Standalone Diagnostics CD-ROM:
http://techsupport.services.ibm.com/server/mdownload/diags

» Third-party modules for Webmin:
http://webadminmodules.sourceforge.net

» The unixODBC Project home page:
http://www.unixodbc.org

» V5R3 Information Center:
http://publib.boulder.ibm.com/infocenter/iseries/v5r3/ic2924/index.htm

» Various Linux related information about i5 is available at:
http://www.ibm.com/servers/eserver/iseries/Tinux

» WinSCP: Freeware SFTP and SCP client for Windows:
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