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Preface

You have installed and performed the basic customization of IBM® TotalStorage®
Productivity Center. You have successfully completed performance data collection and have
generated reports. But how do you best use the TotalStorage Productivity Center to manage
your storage infrastructure?

This IBM Redbooks® publication shows how to best set up TotalStorage Productivity Center
based on the storage environment infrastructure, and then manage that storage infrastructure
with TotalStorage Productivity Center. It includes experiences from client accounts and our
own internal experiences. This book includes the following topics:

» TotalStorage Productivity Center installation considerations:

— Number of servers

— Database placement
— Firewall considerations
— Agent deployment

» CIMOM management
How many are required and how to customize them
» Performance monitoring:

— Setting up thresholds and alerts
— Gathering data
— Which reports to use

» Custom report creation with TPCTOOL
» TotalStorage Productivity Center maintenance:

— Data retention
— Database backup
— Debugging tools

This Redbooks publication is intended for use by storage administrators, who are responsible
for the performance and growth of the IT storage infrastructure.

The team that wrote this IBM Redbooks publication

This IBM Redbooks publication was produced by a team of specialists from around the world
working at the International Technical Support Organization, San Jose Center (see Figure 1
on page Xx).
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devices to read channel Product Engineering on 3380s, to software development in
DFSMS™ and storage resource management, to his position today as a senior member of
the Tivoli Storage SWAT team. Doug assists clients with problems related to storage
environments and uses IBM solutions to help those clients understand and control their
storage environments.

Daniel Frueh is an Advisory IT Specialist in IBM Switzerland Strategic Outsourcing. He has
four years of experience in the Open Storage field. He holds a degree in Computer Science
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Adelson Lovatto is an IT Architect, with 19 years of experience in Information Technology,
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Framework (TOGAF), and also for some IT products, including TPC. As a member of the
Brazil Technology Leadership Council (TLC), an affiliation of the IBM Academy of Technology
(AoT), and as an IBM Ambassador through the program IBM Academic Initiatives, he has
written papers and delivered presentations to help in the dissemination of IBM technologies in
the market and at universities.

Amit Vallabh is an IT Storage Specialist for IBM Global Technology Services, South Africa.
He has six years of experience implementing, designing, and supporting IT Solutions in
storage and Open Systems. He is a Certified IBM Tivoli Storage Manager Specialist. His
expertise includes SAN Storage Area Network, IBM Tivoli Storage Manager, IBM
TotalStorage Productivity Center, and Information Life Cycle Management (Data
Classification). Prior to returning to IBM in November 2005, he was a senior Tivoli Storage
Manager administrator at a large insurance company and supported Disaster Recovery,
Business Continuity, and the backup environment. He holds a three year National Diploma in
Computer Systems Engineering from Technikon Witwatersrand (Johannesburg), South
Africa.
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Component overview

In this chapter, we describe the components of IBM TotalStorage Productivity Center and the
functions that they provide, including the functions provided by the combination of the
components. We then describe the types of agents and the information that is provided by

each type.
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1.1 TotalStorage Productivity Center overview

IBM TotalStorage Productivity Center (TPC) has evolved from a suite of products that
provides end-to-end storage infrastructure management from the host application to the
target storage device in a heterogeneous platform environment. TPC provides a set of
policy-driven automated tools for managing storage capacity, availability, events,
performance, and assets in the IT environment. TPC also provides disk and tape subsystem
configuration and management, performance management, SAN fabric management and
configuration, and usage reporting and monitoring from the perspective of the database
application as well as from the perspective of the filesystem (see Figure 1-1).

IBM TotalStorage Productivity Center

i Device Server
Managad Digk Manager
Hest & Fabric Manager

{Agants) o
Data Server
Data Manager - Databasze

Agent Manager

-
—
i

|

| CIM Agent |
. | & |
Enterprise | ™ P §
Staraga B li
Server . i
CIM Agent
- &

Figure 1-1 TotalStorage Productivity Center component interaction

1.1.1 TPC components

2

In this section, we review the key components of TPC that provide storage area networks
(SAN) infrastructure management.

Data manager

The Data manager is the component that is responsible for understanding the behavior of the
user data that originated from the filesystems and databases. The Data manager includes
enterprise-wide reporting and monitoring, policy-based management, and automated
capacity provisioning for Direct-Attached Storage (DAS), Network-Attached Storage (NAS),
and SAN environments.

The purpose of this component is to discover the usage patterns and capacity utilization of
the storage from an application’s point of view. The Data manager is also responsible for
gathering application usage demographics, reporting on storage from the application’s
perspective, and performing and automating actions that provision application storage either
by itself or invoking other components to do so. The Data manager is additionally responsible
for collecting and analyzing performance information from the filesystems and the databases
that are used by applications.
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More details about this component are provided in 1.2, “TotalStorage Productivity Center for
Data” on page 4.

Disk manager

The Disk manager is the component that is responsible for discovering and monitoring
storage subsystems and performing and automating actions that provision disk resources.
The Disk manager is additionally responsible for collecting and analyzing performance
information from storage subsystems and helping in the management of SANs and
heterogeneous storage devices from a single console.

More details about this component are provided in 1.3, “TotalStorage Productivity Center for
Disk” on page 6.

Fabric manager

The Fabric manager is the component that is responsible for discovering, monitoring, and
controlling the SAN topology, primarily concentrating on the switched SAN fabric and on the
hosts and storage systems that are zoned for access. The Fabric manager is a
comprehensive management solution for multi-vendor SANs. The Fabric manager is
responsible also for collecting and analyzing performance information from SAN fabrics.

More details about this component are provided in 1.4, “TotalStorage Productivity Center for
Fabric” on page 8.

TotalStorage Productivity Center database

The TotalStorage Productivity Center database is a single DB2 database instance that serves
as a repository for all TPC components. Detailed information about the TPC database is
provided in Chapter 3, “IBM Total Productivity Center database considerations” on page 61.

Device server

The Device server discovers storage subsystems and SAN fabrics, and then it gathers
information about storage subsystems and SAN fabrics and analyzes their performance. The
Device server controls the communication with agents and the data collection from agents
that scan SAN fabrics. It is also responsible for the creation and monitoring of replication
relationships between storage devices.

Data server

The Data server hosts the control points for product scheduling functions, configuration,
event information, reporting, and graphical user interface support. It coordinates the
communication with agents and the data collection from agents that scan filesystems and
databases to gather storage demographics and populate the TPC database with results.
Automated actions can be defined to drive functions, such as filesystem extension, data
deletion, TSM backup or archiving, or event reporting when defined thresholds are
encountered. The Data server is the primary contact point for all user interface functions.
It also includes functions that schedule data collection and discovery for the Device server.

Agent Manager

The Agent Manager gathers host, application, and SAN fabric information and sends it to the
Data server and the Device server. The TPC agents are based on Tivoli Common Agent
Services (CAS). The Common Agent Services provides a way to deploy agent code across
multiple user machines or application servers throughout the enterprise. The deployed agent
code collects data from and performs operations on managed resources on behalf of TPC.

Chapter 1. Component overview 3



Agents

TPC needs a combination of agents to gather data about the devices that will be monitored
and managed. Different combinations of these agents are required to effectively enable the
functions of the Data Manager, Fabric Manager, Disk Manager, and Tape Manager. The
agents are required to enable the function of the Topology Viewer that reflects the entities in
the management scope of TPC.

More information about these agents is in 1.5, “Agents” on page 9.

Other components

The Graphic User Interface (GUI) provides an integrated user interface (Ul) for all TPC
interactions. TPC provides two methods for running the user interface: as a downloadable
Java applet or as an application. The benefit of running the user interface as a Java applet is
that it is not necessary to install the GUI component on every workstation. Users can simply
access the TPC applet from any Web-enabled workstation and the appropriate applets will be
automatically downloaded for them on an as-needed basis.

The Command Line Interface (CLI) provides scriptable access to major TPC functions.
Generic commands are available regardless of which TPC components have been licensed
and configured. The only requirements are an active Device server and a valid login.
However, in many cases, these commands do provide richer function depending on the
components that have been enabled. For example, disk commands are available when disk
components have been installed and fabric commands are available when fabric components
have been installed.

Provisioning function is provided by the Tivoli Provisioning Manager and by the Tivoli
Intelligent Orchestrator. These Tivoli products interface with TPC and can provide automated
provisioning of storage through workflows.

1.2 TotalStorage Productivity Center for Data

4

The Data Manager component is also known as TotalStorage Productivity Center for Data
(TPC for Data). The Data Manager can be installed separately from the other components of
TPC. For historic reasons, TPC for Data is also the way that many professionals used to
name the component Data Manager.

When you install only the TPC for Data component, the Navigation Tree on the main TPC
GUI window in the left pane shows the functions Administrative Services and IBM
TotalStorage Productivity Center. Administrative Services and IBM TotalStorage Productivity
Center are common for all TPC components, as well as Data Manager, Data Manager for
Databases, and Data Manager for Chargeback (see Figure 1-2 on page 5).
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Figure 1-2 Navigation tree for Data component

TPC for Data can help improve storage utilization, plan for future capacity, and ensure
availability by providing storage on demand for filesystems. TPC for Data performs the
following functions:

>

>

Discover and monitor disks, partitions, shared directories, and servers

Monitor and report on capacity and utilization across platforms, helping to identify trends
and prevent problems

Provides a wide variety of standardized reports about filesystems and storage
infrastructure to track usage and availability

Provide file analysis across platforms, helping to identify and reclaim space used by
nonessential files

Provide policy-based management and automated capacity provisioning for filesystems
when user-defined thresholds are reached

When only TPC for Data is installed and not the entire suite of products, only the following
data management functions are available:

>

Host-centric:

— Discovery
— Monitoring
— File System extension

Application-centric:

Monitor DB2, Oracle, SQL Server, and Sybase
Discovery

Monitoring

Chargeback

Chapter 1. Component overview

5



The following functions are not available:
» For Storage subsystems (disk management):

Discovery

Monitoring

Configuration (for example, creating volumes)
Performance management

» For fabrics (fabric management):

Discovery

Monitoring

Configuration (for example, zoning)
Performance management

» For tape (tape management):

— Discovery
— Monitoring

Note: When installing only the TPC for Data, you do not need to install CIMOM agents,
because only data management functions are available.

1.3 TotalStorage Productivity Center for Disk

The Disk Manager component is known also as TotalStorage Productivity Center for Disk
(TPC for Disk). When installing only the TPC for Disk component, the Navigation Tree on the
main TPC GUI window in the left pane shows the functions Administrative Services and IBM
TotalStorage Productivity Center. Administrative Services and IBM TotalStorage Productivity
Center are common for all TPC components, as well as Disk Manager and Tape Manager
(see Figure 1-3 on page 7).
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Figure 1-3 Navigation Tree for Disk component

TPC for Disk helps in the management of SANs and heterogeneous storage from a single
console, because the components support the SMI-S standards. Device discovery is
performed by using the Service Location Protocol (SLP), as specified by SMI-S.
Configuration of the discovered devices is possible in conjunction with CIM agents associated
with those devices, using the standard mechanisms defined in SMI-S. TPC for Disk also
gathers events and can launch an element manager specific to each device. It performs the
following functions:

» Collects and stores performance data and provides alerts

» Provides graphical performance reports

» Helps to optimize storage allocation

» Provides volume contention analysis

When only TPC for Disk is installed and not the entire suite of products, the following
functions are available:

» For Storage subsystems (disk management):

|

Discovery

Monitoring

Configuration (for example, creating volumes)
Performance management

» For tape (tape management):

— Discovery
— Monitoring
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The following functions are not available:
» For fabric management:

Discovery

Monitoring

Configuration (for example, zoning)
Performance management

» For data management:
— Host-centric:

¢ Discovery
* Monitoring
* Filesystem extension

— Application-centric:

¢ Monitor DB2, Oracle, SQL Server, and Sybase
e Discovery

¢ Monitoring

e Chargeback

1.4 TotalStorage Productivity Center for Fabric

The Fabric Manager component is known also as TotalStorage Productivity Center for Fabric
(TPC for Fabric). When installing only the TotalStorage Productivity Center for Fabric
component, the Navigation Tree found on the main TPC GUI window in the left pane shows
the functions Administrative Services and IBM TotalStorage Productivity Center that are
common for all TPC components, as well as the Fabric Manager as shown in Figure 1-4.
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|=|=|m| @] x| o
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[-Fabric Manager Filesystem Used Space 754 GB
Fabrics . Filesystem Free Space 2.44 GE
~—Monitoring Disk Capacity 10.00 GB
F-Groups Disk Unallocated Space  10.00 GB
Jul:!s B Monitored Servers 1
Sfmh:h Performance Monitors Unmonitored Servers  NA
lerting
abric Alerts “?B's e
wiu;h Alerts Ll !
ndpoint Device Alerts Fllesystems U
- Reporting Directories A,
+-Switeh Performance Files i
Tape Manager

Metwork-wide

BlAFree Space [l Used Space

Monitored Server Summany
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Capacity Capacity

Windows HT o M7A, M7A,
Windows 1 999 GE 10.00 GB

MS Virtual Server o /A /A

Solaris o /A /A

Linux o M7A, M7A,

o User Statistics Wer%Gathered HP-UX 0 A A

AlX o M7A, M7A,

HetWare o M7A, M7A,

Hetwork Appliance [ [

Other HAS o M7A, M7A,

IBM SAH File System 0 M7A, M7A,

Unknown o /A /A

Figure 1-4 Navigation Tree for Fabric Manager
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TPC for Fabric helps in the management of SAN fabrics that connect the host systems and
applications to the storage devices. TPC for Fabric is a comprehensive management solution
for multi-vendor SANs and includes automatic resource and topology discovery, monitoring
and alerts, and zone control. TPC for Fabric helps:

» Simplify the task of SAN management and configuration
» Ensure SAN availability

» Improve SAN return on investment

If you install only TPC for Fabric, the following functions are available:
» For fabric management:

Discovery

Monitoring

Configuration (for example, zoning)
Performance management

The following functions are not available:
» For storage subsystems (disk management):

— Discovery
— Monitoring
— Configuration (for example, creating volumes)
— Performance management
» For tape (tape management):

— Discovery
— Monitoring

» For data management:
— Host-centric:

* Discovery
¢ Monitoring
* Filesystem extension

— Application-centric:

Monitor DB2, Oracle, SQL Server, and Sybase
Discovery

Monitoring

Chargeback

1.5 Agents

TPC uses four types of agents to gather data about the storage subsystems and servers that
will be monitored and managed:

» CIMOM agent
» SNMP agent
» Data agent

» Fabric agent

Figure 1-5 on page 10 shows agent interaction in a TPC environment.
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Figure 1-5 Agent interaction

1.5.1 CIMOM agent

The Common Information Model Object Manager (CIMOM) provides the means by which a
device can be managed by common building blocks rather than proprietary software. If a
device is CIM-compliant, TPC can manage it, because TPC is also CIM-compliant. Actually,
the CIM agent is an interpreter between TPC and the device. There is an SNIA SMI-S
interface using an XML transport for data and command interchange from TPC to the
CIMOM. From the CIMOM to the device layer, there are proprietary interfaces provided by
the device vendor to convert those commands and answers from the SNIA XML language to
a language that the device can understand:

» For storage, the CIM agents are needed for storage asset information, provisioning,
alerting, and performance monitoring.

» For fabric switches, the CIM agents are only used for performance monitoring.
» For tape libraries, the CIM agents are used for asset and inventory information.

The CIM agents can be referred to by a variety of names, including CIMOM agent and SMI-S
Provider. The CIM agent can be a separate agent installation or can be imbedded in the
device itself, which is the case with Cisco fabric switches. In this case, there is no proxy agent
to install and TPC is configured to point to the managed device.

After you install and configure the CIM agent, you can configure TPC to communicate with it.

1.5.2 SNMP agent

Actually, the correct name is Out-of-Band Fabric (OOBF) agent, and SNMP is in fact the
protocol that is used by it to collect topology information from fabric switches through queries
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using the IP network. However, to simplify the classification of the types of agents that TPC
uses, SNMP agent is used to identify it because SNMP is the standard.

The Out-of-Band Fabric agents are used by the Fabric Manager to collect topology
information from the fabric switches through the IP network using SNMP queries to the
switches.

In order to manage the SAN fabric effectively, it is fundamental to have an OOBF agent
pointing to each switch in the SAN fabrics that you are monitoring. The use of OOBF agents
is required to collect VSAN information for Cisco switches and zoning information for Brocade
switches where the admin user ID and password are needed.

1.5.3 Data agent

The Data agents collect information from the machine or host on which they are installed. The
agents collect asset information, file and filesystem attributes, and any other information
needed from the computer system. Data agents can also gather information on database
managers installed on the server, Novell NDS tree information, and NAS device information.
You create ping, probe, and scan jobs to run against the servers that have Data agents
installed.

The Data agents are installed on all of the computer systems that you want TPC to manage.

1.5.4 Fabric agent

Fabric agents use scanners to collect information. The Fabric agents are installed on
computer systems that have fiber optic connectivity (through HBAS) into the SAN fabrics that
you want to manage and monitor.

The scanners are written in operating system code and communicate through the HBA to
collect fabric topology information, port state information, and zoning information. The Fabric
agents can also identify other SAN-attached devices (if they are in the same zone). Using
operating system calls, the agents collect information about the machine on which they are
installed.

1.6 Licensing structure

TPC is packaged in two marketing package distributions:
» TotalStorage Productivity Center Standard Edition
» TotalStorage Productivity Center Limited Edition

There are package distributions for individual components:

» TotalStorage Productivity Center for Data (discussed in “TotalStorage Productivity Center
for Data” on page 4)

» TotalStorage Productivity Center for Disk (discussed in “TotalStorage Productivity Center
for Disk” on page 6)

» TotalStorage Productivity Center for Fabric (discussed in “TotalStorage Productivity Center
for Fabric” on page 8)
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1.6.1 IBM TotalStorage Productivity Center Standard Edition

The TotalStorage Productivity Center Standard Edition can be considered the full version of
TotalStorage Productivity Center. It is a packaged offering consisting of IBM TotalStorage
Productivity Center for Data, Disk, and Fabric. The TotalStorage Productivity Center Standard
Edition provides the following functions:

» Data Management:
— Host-centric:
¢ Discovery
* Monitoring
* File System extension
— Application-centric:
¢ Monitor DB2, Oracle, SQL Server, and Sybase
e Discovery
* Monitoring
¢ Chargeback
» Disk Management:
— For Storage subsystems:
e Discovery
* Monitoring
» Configuration (for example, creating volumes)
* Performance management
» Fabric Management:
— For fabrics:
e Discovery
e Monitoring
* Configuration (for example, zoning)
e Performance management
» Tape Management:
— Discovery
— Monitoring

1.6.2 IBM TotalStorage Productivity Center Limited Edition

The TotalStorage Productivity Center Limited Edition is a special edition of IBM TotalStorage
Productivity Center for clients of DS4000, DS6000, DS8000, SAN Volume Controller storage
systems, and selected IBM tape libraries.

You can obtain technical support for either The TotalStorage Productivity Center Limited
Edition or the TotalStorage Productivity Center Standard Edition on the appropriate IBM
TotalStorage Productivity Center component page, which you get to from:

http://www-03.ibm.com/servers/storage/support/software/tpc
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Data management techniques

In this chapter, we look at examples of how you can use TotalStorage Productivity Center for
Data (TPC for Data) to actively manage and control data in an environment. This discussion
includes how to create scripts that TPC can call to perform custom-designed tasks.

We look at how TPC for Data, which is a component of TPC, can integrate with other tools,
such as Tivoli Storage Manager, to create backup and archive policies. In this chapter, we
describe:

>

How TPC for Data can spot files that are missed by your backup software on Windows
machines

How to improve the way that TPC for Data spots duplicate files
How to define scripted actions (automatic housekeeping and data pruning)
How TPC can spot and alert you about sudden, unusual data growth in targeted areas

How to create automatic data archiving tasks
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2.1 How to spot files that are not backed up on Windows

It is not uncommon for an organization that manages a large number of servers to make an
occasional mistake when making changes to their storage infrastructure.

Experience shows one common mishap is when one group of administrators adds a new
storage volume to a server but forgets to inform the group that manages the backups. This
condition can go unnoticed for months, or sometimes years. The backup administrators do
not see any errors, because the existing jobs continue to complete without errors and simply
miss the new volume altogether.

Usually the first time that anyone notices this mistake is when someone requests a restore,
only to find that there is no data available for the new volume. Incidents, such as this one, are
often very costly to an organization, and in some cases, these incidents can lead to legal
action if the organization is required to retain copies of data for compliance reasons.

TPC for Data can help you to safeguard against this type of incident by watching for files that
are not backed up regularly and then alerting you about this situation.

Note: This function is primarily available on Windows, because the Windows OS uses the
concept of an “archive attribute” on a file. When you modify a file on a Windows machine,
the archive flag is set against the file by the operating system. This function has existed
since MS-DOS®. This function provides a way to indicate to the backup software that a file
has changed and requires backup. The backup software then resets the archive attribute
when it backs up the file, and so the cycle continues.

The ability to spot files works with any vendor’s backup software that resets the archive flag
after copying a file. We show this function working with Tivoli Storage Manager.

In addition to the ability to spot these files, TPC has direct integration with Tivoli Storage
Manager that you can use to trigger a backup of potentially unprotected data. TPC can work
in a similar manner with other vendor’s backup products. The ability to call user-defined
scripts allows TPC to pass a list of files to another program that backs up the files.

2.1.1 Set up a custom constraint and define data files and types to ignore

14

To make a “modified but not backed up” alert or report meaningful, we need to filter out all of
the files that are intentionally excluded from a backup process. These files can be temporary
files, or they can be directories or files with a given extension. If you have specified for your
backup software to exclude this type of data, then you need to specify for TPC to ignore this
type of data as well. Otherwise, meaningless alerts will trigger every day, and then when a
real problem occurs, you will likely miss or ignore the alert.

You can achieve this by setting up a custom-defined constraint within TPC for Data that
defines the exact criteria for the alerts that we want.

Tip: You will need the details of data that has been specifically EXCLUDED from backup
cycles. Your backup administrator has these details. Often, organizations have a standard
set of EXCLUDES that apply across many machines. If there are several distinct sets of
excludes that are applied across your organization, you need to set up a separate
constraint in TPC for each exclude and apply it to the appropriate machines.
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Define a constraint in TPC

Define a new constraint in TPC Data Manager. TPC Data Manager is built into TPC. A
constraint is a file, filesystem, or something that we do not want in our environment. An
example of a constraint is “We do not want files that have not been backed up, but ignore
those files that we know are excluded.” If the constraint is breached, then TPC has found data
that is not backed up and will then do something about it based on what you have defined.

Note: This section assumes a working knowledge of TPC for Data and is not a highly
detailed step-by-step guide. We explain all key information; however, you need to be
familiar with the panels.

The steps are:

1. Select Data Manager — Policy Management — Constraints. Right-click Constraints to
create a new constraint as seen in Figure 2-1.

File “iew Connection Preferences Window Help

Je»|m|a[xjo]
Avination Tree Cycle Panels

Administrative Services
BM TotalStorage Productivity Center

-I-Data Manager Filesystem Capacity
onitoring Filesystem Used Space
. |E_l't"'lg Filesystem Free Space
-HPolicy Management Disk Capacity

Quotas ) Disk Unallocated Space
etwurk_ Appliance Quotas Monitored Servers

onstraj~t= -

TPCL Create Constraint U e T S E S

TPCU Refresh zf":s

) isks
TPCU : it
Pririt Branch -
clmir: = Jg hacked F!Iesys‘h_ems

ilesystem Extension Directories

Scheduled Actions Files
ArchiveBackup
[+-Reporting

Nata Manager for Databases
Data Manager for Chargeback
ik Manager

abric Manager

Tape Manager

Figure 2-1 Create constraint

2. Next, select the filesystem in your environment to which this constraint will apply. This
might be all filesystems or a subset if you plan to create more constraints with varying file
exclude values.

Important: By selecting all filesystems as in Figure 2-2, TPC automatically starts checking
newly added filesystems that it finds on a host with an installed TPC agent. It does not
matter if UNIX hosts are included, because they get filtered out by the condition logic.
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Crestar: administratar

FEdit Constraint administrator.Spot files not being backed up

Mame:  Spot files not being backed up

Description: IFind modified but not backed up files

Filesystems IFiIe Types | Users | options | Alert |
Available:

llesystem Groups
ilesystems
winwareld] yrmaare.com
omputer Groups

omputers

[~

Current Selections:

[ERFilesystems
All Filesystems %

Figure 2-2 Select all filesystems

3. After you make your selection, move to the Options tab to continue the constraint

definition as seen in Figure 2-3.

Edit Constraint administrator.Spot filez not being backed up

Creator: adminiztrator Mame:  Spot files not being backed up
Description: IFind rodified but not backed up files

Filegystems ] Hle Typ lzers
[l File Limits

Alert |

Mz number of violsting file names to be saved per agent: (200

rhlert on Files

[~ futmket af ihce ast access or

[~ hicger than l_ tes VI

[ =et-UD root

[

r ched up Andoyys

atid number of days since last modificstion grester than I

File Filter Text:

(LL5T MODIFIED earlier than 0 days 00:00 ago AND ATTRIEUTES include all of [(ARCHIVE) AND TYPE <> DIRECTORY AND NAME ;
matches none of ('?:htemphsh*', '2:3TPC_database_ backups'%%4*'] AND ATTRIBEUTES do not include all of [(SY3TEM))

Ediit Fitter ...

Figure 2-3 Define constraint filter
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4. You see in Figure 2-3 on page 16 that the constraint is already defined.

Configure the following:

a. Give your constraint a name. In our case, the name is “Find modified but not backed up
files”

b. Set the “Max number of violating file names to be saved per agent” as shown in our
scenario.

Tip: When TPC finds files that meet this constraint on a machine, TPC records the
violating file names in the TPC repository database. This amount of names saved in
TPC to your specified maximum number of violating file names limits the number of file
names that TPC saves. This limit also keeps the size of the TPC repository database
under control, while at the same time, alerting you that these violating files exist.

For example, TPC might come across a newly added filesystem that has not been
backed up but has 200,000 new files in it. It is not necessary to know all of the file
names in this filesystem, because the alerting limit of 200 in our scenario signals the
administrators to see what is happening.

With this in mind, set this max number of violating file names value to a figure that you
think is appropriate in your environment.

c. Create a filter to spot files that are not backed up. To create this filter, click Edit Filter
as in Figure 2-3 on page 16.

The criteria that we used in our definition of “modified but not backed up files” in this
example are:

¢ File last modified more than seven days ago
* File attribute = ARCHIVE
e Type is not a directory

¢ File names are not in “temp” or “TPC_database_backup” directories in any
filesystem. These file name patterns need to match the file name patterns of the
files excluded in your backup software.

e Attribute is not SYSTEM
Figure 2-4 on page 18 shows how these criteria are fully expressed in TPC.
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[SlEdit Filter |

ATTRIBUTES include all of (ARCHIVE)

TYPE == DIRECTORY
MAME matches none of ("7 templ3® "?ATPC _database_backupsie®)

ATTRIBUTES do not include all of (SYSTEM)

(LAST MODIFIED earlier than 7 days 00:00 ago AND ATTRIEUTES
include all of [(ARCHIVE) AND TYPE <> DIRECTORY AND NAME matches

mone of ['#iVvtemphiyF', '2i\TPC_database_backupsi%y*') AND

WWTTEIEUTES do not include all of (SYSTEM))

OK ! Cancel |

Figure 2-4 Constraint file filter definition

5. Start adding conditions by right-clicking on an empty filter panel as in Figure 2-5 and start
by creating a new group.

8l Edit Filter A B
ol

Meswe Condition... Chrl+h

Meroe !

Eciit
Delete
Fl+
IR Cirl+C
ste Chrl+

(A1l files selected)

OK | Cancel |

Figure 2-5 Add new filter group

6. Select All of in the list box for grouping-type. In other words, a logical AND for all
conditions as seen in Figure 2-6.

x

Choose a grouping-type:

Cancel | Help |

Figure 2-6 Create an All of group
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7. Now, start to create the various filter conditions by right-clicking and selecting New
Condition as shown in Figure 2-7.

[SlEdit Filter |
= —
ey Group...
Meroe
Ediit...
Delete Delete
Cut Cirl+x
Copy Crl+C
Paste Chrl+
(411 files selected)
OK | Cancel |

Figure 2-7 Create new condition

8. When you add the files and directories that you know are excluded from the backup within
your backup software, use standard TPC pattern matching wild cards.

The example in Figure 2-8 shows:
— ?7\temp\%\*
This excludes all files in \temp directories and below in any filesystem.
— ?7\TPC_database_backups\%\*
This excludes all files in \TPC_database_backups and below in any filesystem.

x
]NAME :I Imatches nane nfﬂ
i |
Match: F in any directary

_\ﬂ append to scanned directary

4] fully-cualitied path

P tEmpieit
PATPC_databaze_backupsisent

Ok &! Cancel | Help |

Figure 2-8 Adding files to exclude

9. Move to the Alert panel (shown in Figure 2-9 on page 20) and set the Violating Files
Consume More Than condition to 1 Kilobytes. You can also enter an e-mail address to
alert a person that files are not getting backed up.
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This means that if TPC finds more than 1 Kilobyte of files, which meet the conditions that
you specified in the file filter, the constraint is triggered, and an e-mail is sent to the
addresses shown in Figure 2-9.

Note: For TPC to send e-mail alerts, you must already have configured an SMTP server to
TPC in the configuration panels located in the TPC menus under Administrative
Services — Configuration — Alert Disposition.

Edit Constraint administrator.Spot files not being backed up

Crestor: addminiztrator Mame:  Spot files not being backed up
Description: IFind modified but not backed up files

Filesystems | | | Options  Alert

r Triggering-Condition

Concition: “alue: “alue Units:

Yiolsting Files Consume More Than |1 ]Kilob\y’tes

l4

r Triggered-Actions
[~ ShMP Trap

[~ TEC Event

[ Login Matification Lo ceira 10 |

[ Windows Event Log  Evert Type IWarning vl

[~ Run Scrigt DEfine.
[~ Archive f Backup Define ]
[+ Ernail
Ernail Recipierts | | [ | [ Enail to Constraint Wiolatar

service_desk@oompany.com

s

Eclit &-mail |

Figure 2-9 Define alerting and violating condition

10.Now, save the constraint by clicking Ctrl+S. A Save As panel appears. Enter a name for
this constraint as seen in Figure 2-10. Click OK.

saveds x|

{ ) Specify File ArchiveBackup Action narme
Y Ibackup rrry files|

Cancel |

Figure 2-10 Save constraint

Set up backup software
Now that you have defined the constraint, TPC looks for files that meet the constraint
conditions every time that a scan is performed against the applicable host or filesystem.
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Assuming that your backup software has reset the archive flag correctly on your files and that
you have set the file and directory exclusion correctly, a constraint will be triggered only if
there are files that the backup process misses.

Note: By default, Tivoli Storage Manager does not reset the archive flag on a file when it
backs it up. You need to configure an option file setting on the Tivoli Storage Manager
Windows clients and then run one normal backup process (incremental or full). This allows
Tivoli Storage Manager to set the archive flag on files to be consistent with what Tivoli
Storage Manager has previously stored.

If you use another vendor’s backup software, check how it handles the archive flag.
Configuration might be necessary.

Configure Tivoli Storage Manager to reset the archive flag

To activate archive flag handling on Tivoli Storage Manager Windows clients, set the
following option setting in the client option file dsm.opt. This option can also be set in a client
option set. If you do not know how to do this, consult your Tivoli Storage Manager
administrator.

dsm.opt setting
RESETARCHIVEATTRIBUTE YES

Figure 2-11 shows the Tivoli Storage Manager client GUI preferences panel. Check Reset
archive attribute, then click Apply, and close/restart the client for it to take effect.

S zl

Authorization | ‘wieb Client I Command Line ] [liagnostics i Image-Snapshot I Communication I
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N%‘uber of retries if fil iz in use m

Threshold for non-ournal incremental backup lg__ﬁ_:l
[romain for Backup —
Backup Type Incremental _VJ

[V Back up all lncal file spstems
Dromain List

Adaptive sub-file backup
[ Use adaptive sub-filz backup

Lache Path Browse |

ache Size (ME] 10 =

QK I Cancel | Apply | Help |

Figure 2-11 Set the archive flag on the Tivoli Storage Manager preference panel

After you configure Tivoli Storage Manager, Tivoli Storage Manager must go through one
normal backup cycle for it to set the archive flag.
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Considerations:

>

There are other applications, such as Ntbackup.exe, which also manipulate or examine
the Windows archive attribute. You should understand the ramifications of using this
option in conjunction with these products.

This option does not apply to archive, image, or server-free operations.

This option does not apply to backing up Windows 2000 Server or Windows XP system
objects, nor to backing up Windows Server® 2003 System State or System Services.

This option only applies to files; it does not apply to directories.

The use of this option during incremental backup applies only to those operations that
require the examination of the stored client attributes on the server. Therefore, this
option does not apply to Journal Based Backup or incremental by date processing.
Also, this option does not apply to files that are excluded from backup and therefore not
examined during an incremental backup operation.

The client does not guarantee the accuracy of the current Windows archive attribute
setting. For example, this option is selected, and a file examined by a reporting product
indicates that the Windows archive attribute is OFF. This does not necessarily equate
to having a valid, active backup version of a file on the server. This situation might
occur due to several factors, including the following:

— The third-party product is manipulating the Windows archive attribute.

— The file space was deleted from the server.

— The backup tape was lost or destroyed.

This option can be set on the server by using the server client-options set feature.
This option does not affect restore processing.

Running a constraint report

The constraint condition will be checked each time that any scan runs against the machines
and a filesystem is specified in the constraint.

If you have specified an e-mail address in the constraint alerting panel, you will receive one
e-mail for each filesystem containing files that are not backed up.

To get a report of the files that meet the defined constraint, run a constraint violation report as
in Figure 2-12 on page 23. Click Generate Report.
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Figure 2-12 Run a constraint report

To show the violating files that are not being backed up, right-click the constraint name and
select Show Violating Files as in Figure 2-13.
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Figure 2-13 Show violating files

Figure 2-14 on page 24 shows a report of the files that violate this constraint and therefore

are not getting backed up

by your backup software.
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Figure 2-14 Report of files not being backed up

Use this information to take remedial steps to ensure that these files are backed up in the
future or excluded (by editing the constraint filter) from the report if you are satisfied that
these files should be excluded.

2.2 Enhance duplicate file searching

This section looks at how TPC searches for and reports on duplicate files in an environment
and what configuration changes you can make to customize its focus when necessary.

2.2.1 How does TPC identify a duplicate file

24

There have been a number of misconceptions about how TPC identifies duplicate files in the
past. By default, TPC does not find every instance of a duplicate file across your environment.

TPC performs duplicate file processing on the file names that are stored in its repository only.
By default, these file names are collected by the following profiles:

TPCUser.Largest Files
TPCUser.Largest Orphans
TPCUser.Most at Risk
TPCUser.Most Obsolete

vvyyy

These profiles collect 20 file names by default per client for the largest files or the largest
orphan files. Therefore, when TPC looks for duplicate files, it only looks at a small number of
file names per machine.

Any duplicates that TPC finds are by definition in the top 20 largest, largest orphans, or most
at risk files. In many, if not most situations, this limited level of duplicate spotting is too small

IBM TotalStorage Productivity Center Advanced Topics



to be of any great use. This level will not find the true extent of a duplicate file problem in this
default configuration.

Conversely, if TPC attempts to perform duplicate file matching for all of the files in your
environment and there are ten million (not an unrealistic figure these days) files through
which TPC looks, clearly, the TPC repository becomes huge, even if only only one percent of
your files are duplicate files.

What you need is a balanced approach. Configure TPC to look for more file names but target
its focus at specific filesystems and file types where you suspect there is a problem or where
the problem most likely exists.

For example, collecting all of the file names on the C: drives for all of your Windows machines
only tells you what you already know in that the same file names exist on all of them. Storing
all these file names in TPC for this reason represents poor reporting value for the effort
involved in collecting, storing, and managing the file name data.

There is greater value in perhaps collecting file names of all the Microsoft® Office file types
(*.doc, *.xls, *.ppt) and media files (*.mp3 or *.avi) in users’ file and print directories. Reporting
at this level can spot spreadsheets that were created by one person but then e-mailed to
many people and then detached multiple times. Also, TPC can spot video files or jokes from
external sources that employees have shared with others through e-mail and detaching.

Note: TPC matches duplicates by file name and file size only. TPC does not open or
examine the content of any files or perform any kind of checksum processing.

Create a profile to target file names for duplicate processing

With an understanding of how TPC looks for duplicate files, you can create targeted profiles
that can collect large amounts of file names but are targeted at specific servers (perhaps file
and print) and also focus on specific file types.

From the left panel in Figure 2-15 on page 26, follow the path Data Manager — Monitoring
and right-click Profiles to create a new profile. In the right panel, enter a profile Description
and check the boxes shown, and then enter a number of files.

This example specifies 1,000 files for each type. This means that for each server targeted by
this profile, TPC will gather up to 4,000 file names overall for the largest, the most obsolete,
the most at risk, and the largest orphan files.

Adjust these numbers as appropriate to your environment. You might decide to look for the
4,000 largest files and not bother with the other types.
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Figure 2-15 Create a profile to collect file names for duplicate matching

Tip: To understand the impact that this type of profile has on the size of the TPC database,
refer to Chapter 3, “IBM Total Productivity Center database considerations” on page 61.

Now, move to the File Filters tab and create a filter to target this profile at the types of files in
which you are interested.

If you are interested in all file types, leave the file filters blank.

Click New Condition to the right of the panel in Figure 2-16 on page 27 to build the file filter.
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Figure 2-16 Create a file filter

Figure 2-17 shows the Create Condition dialog box and you can see that we have added a
number of file extension names that are of interest to us. You can add more conditions that

target file owners, file age, or other criteria as necessary.

ﬂ append to scanned directory

£ fully-gualified path

[§lcreate condition I
ramE 7| |matches any ot~
pad |
Match: Bl ¥

*.doc
= e
* ppt
= avi
* mp3
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Figure 2-17 Add file types to filter

When you have completed your profile configuration, click OK. Then click Ctrl+S to save the

profile and give it a unique name as in Figure 2-18 on page 28. Click OK.
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Figure 2-18 Save profile

2.2.2 Create a targeted scan job

28

After you define the new profile, add it to a scan job so that it can start to collect data. It is
likely that the existing scan jobs in your environment are general and wide ranging. In other
words, if you add this new profile to your existing scan jobs, the new profile is applied to all
servers and all filesystems in the environment. This gathers a lot of data and enlarges the
amount of TPC data unnecessarily.

To target this new profile at the servers and filesystems that are of most interest for duplicate
file reporting, create a new scan job with a limited scope of servers and a limited scope of
filesystems.

Right-click Scans to create a new scan job. Then, select the computers and filesystems at
which you want to target this profile for duplicate file spotting. Figure 2-19 shows that we
selected only computer tivoli30.

IR 1T ES ]
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Figure 2-19 Create a new scan job

Move to the Profiles panel by selecting the Profiles tab as in Figure 2-20 on page 29 and
select the new profile for inclusion in the scan job.
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Figure 2-20 Add new profile to scan job

Select the When to Run tab. On the panel, define how often you want to run this scan or a
start time. In this case, we want to run the job immediately, so we click Run Now as opposed
to scheduling a time to run this job. Note that Enabled in the upper right corner is checked.

Help
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Figure 2-21 Define when to scan
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Save the new scan job by clicking Ctrl+S and give it a unique name as in Figure 2-22. Click
OK.

Specify Scan name
IM\,:' zcan for duplicate
core |

Figure 2-22 Save new scan job

If the scan job is set to Run Now, a panel as in Figure 2-23 appears.

@ Job Scan submitted.

Figure 2-23 Job Scan submitted

The time that is necessary to complete this scan depends on many factors in your
environment.

2.2.3 Running duplicate reports

30

Duplicate file reports differ from other reporting types in that you do not specify a profile for
the report to use in order to select data. Instead, duplicate matching looks through all stored
file names in the TPC repository.

The example profile that we have previously created in “Create a profile to target file names
for duplicate processing” on page 25 will have collected many new file names for the specified
pattern match, in this case, *.doc, *.xls, *.ppt, and *.avi. To create a duplicate file report that is
targeted at them, you need to build a filter into the report.

To generate a targeted duplicate file report, start by launching the report panel as in
Figure 2-24 on page 31.

IBM TotalStorage Productivity Center Advanced Topics



File ‘“iew Connection Preferences ‘Window Help

|«|=»| @] 8] x| o

Mavigation Tree Selection I
Administrative Services _*| | -Report Filter Specificati
BM TotalStorage Productivity Center

—}-Data Manager Generate Report | Selection... Filter ...
Return maxdimum of I rovws

Available Columns

Included Columns

Filename
Path
Filesystem
(Cormputer
Cr
g: hccess Load o\gﬂz; Group
—I-Files
] Logical Size
argest Files Physical Size
ost Obsolete Files Aocess Time
—HDuplicate Fil
uplic: D;e:::fw hodification Tirme
Create Ti
Directory Group T

Filesystem Group
Cluster
Computer
Computer Group
Domain

Figure 2-24 Running a a duplicate file report

: [
Filesystem __' j

Click Filter in the upper right corner of the panel to build a custom filter. Figure 2-25 shows
the filter prepared for *.doc, *.xls, *.ppt, *.avi, and *.mp3 file types. Click OK when you finish.

When you generate the report, it will only contain duplicate files of the types that are specified
in the Value 1 field.

[SlEdit Filter [ =]
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Aclel Delete &l ’
ki & Al conditions

............................................................................... " &t least one condition

| v

Column Operator Value 1 Value 2 Edit
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Figure 2-25 Custom filter

Figure 2-26 on page 32 shows the filtered report. In this example, you can see a number of
duplicate copies of what seem to be music albums.
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Figure 2-26 Filtered duplicate file name report

2.3 Defining scripted actions

32

TPC can call external programs and scripts that are based on the results of quotas and
constraints. This capability allows you to create custom functions that take action when
predefined conditions arise.

Here are several examples, but you are not limited to these examples:

» Alert to a third-party monitoring tool: TPC can send outbound alerts in a number of
ways using SNMP, Tivoli Enterprise™ Console (TEC), Windows event log, and e-mail.

You might choose to send alerts to pagers or other third-party tools. You can use scripts to
pass information to these tools in a custom-written format.

» Delete and clean up unwanted files: Set a constraint that looks for and deletes files that
are known to contain viruses or prohibited content. You can set a constraint that looks for
files that contain copyrighted material that is not permitted in your organization. You can
use this function to prevent users from storing media files, such as MP3 and video, in their
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home directories. You can use this capability as a proactive space control mechanism to
stop users from storing personal files that consume too much storage.

You can set TPC up to identify the violating files and invoke a script to delete the files.

» Archive old files: Set up a constraint to identify old files that have not been accessed for
an extended period of time and to archive these files into a third-party product.

While there is direct integration between TPC and Tivoli Storage Manager, you might use
another vendor’s backup or archive product. By using scripting functions, you can
conceivably integrate TPC with any other vendor tools that support your planned activities.

» Avoid full filesystems: You can set a space trigger at 95% filesystem usage. Breaching
this threshold can invoke a script that performs client-defined cleanup actions, such as
cleaning up old “tmp” files or other data that can be deleted.

2.3.1 Scripting example of deleting unwanted *.tmp files

This example demonstrates how you can use scripting to delete files that unnecessarily
consume storage and lead to “filesystem full” conditions if they are left unchecked.

By using these scripts, TPC can be proactive with these tasks and avoid potentially
expensive unplanned downtime. In certain environments today, storage administrators might
get an alert about a filesystem that is almost full. Storage administrators have two options:
they can either increase the size of the filesystem or reduce the amount of data stored within
the filesystem.

The filesystem might be full for a genuine business reason, perhaps temporary work files of
application logs have been left to grow unchecked for too long. Administrators can often find
themselves trying to resolve an emergency situation, which is inconvenient, stressful, and
often unnecessary if you define certain simple automated processes to keep known culprits
under control.

Example description: This example constraint deletes *.tmp files from the directory
named temp in the Document and Settings areas of Windows users. If an application ends
in an uncontrolled manner, *.tmp files can build up over time, because these files never get
deleted.

The constraint looks for *.tmp files that have not been accessed for three days. This
typically indicates that the application that created them is unlikely to ever clean them up.

Create script to delete files
By default, user-written TPC scripts reside in:

» Windows: C:\Program Files\IBM\TPC\ca\subagents\data\scripts
» UNIX : <install_dir>/ep/subagents/TPC/Data/scripts

Each machine on which you want this script to execute needs a copy of it in its script
directory.

Create a script as in Figure 2-27 on page 34 and place it on the machines on which you want
it to run in the path that we just specified by operating system.
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File Edit Format Yiew Help

Es delete_files.bat - Notepad " ;lglll

echo off =]
REM This sample script delete files passed to it from TRC
REM By _Jason Bamford
REM Filename = delete_files.bhat
REM The first section echo's out the paramerters passed by TPC for your information
Becho script that has run: %0
Becho.
@echo parameters:
@echo  $1 = %1
@echo 2 = %2
@acho 3 = %3
Becho 4 = 34
@acho  $5 = %5
@acho  $6 = %6
@acho  $7 = %7
@echo  $8 = %8
@echo  $9 = %0
REM This section shifts so that 0OS can access parameters 10 and 11
REM This is not necessary in a Unix script
shift
shift
shift
shift
shift
shift
shift
shift
shift
REM This will echo the temporary filenames containing the Tist of files and owners
REM %1 = file containing 1ist of files to deleta
REM %2 = file containing 1ist of users awning files that will be deleted
type &l
REM when you are happy that the Tist of file generateed by your constraint are suitable
REM for being deleted uncomment the following Tine and the script will action the Tist
REM and delete them.
REM for A "tokens=*" %%E in (%1 do Cdel "%%B")
-
4] !

Figure 2-27 delete_files.bat sample script

By default, this script only lists the files that it will delete, it does not delete them. After your
constraint runs a few times and you are satisfied that the files selected for deletion are the
correct files, remove the REM from the last line of the script. The next time that a scan runs, the

constraint is triggered, and this script executes and deletes the files.

Create constraint to identify old tmp files

Create a constraint that specifies the type of files that you want TPC to clean out on a regular

basis. To create the constraint:

1. Follow the path Administrative Services — Data Manager — Policy Management —

Constraints.

2. Start by naming your constraint and selecting the filesystems against which you want your
constraint to run. The example in Figure 2-28 on page 35 shows all filesystems have been
selected. If you have a multi-platform environment, select only the Windows machines,

because this example is specific to Windows only.
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Administrative Services
BM TotalStorage Productivity Center
—HData Manager

Creator: administrator Mare:  Clean up old tmp files
Description: ICIean up old trap files

Filesystems IFiIe Types | Users | Optionsl Alertl

olicy Management Available: Current Selections:
8 esystem Groups ilesystems

ser ilesystems Al Filesystems

05 User Group

omputer Groups
etwork Appliance Quotas omputers

Refresh
ArchiveB  print Branch

Data Manager for Databases
Data Manager for Chargeback

£ |
Disk Manager

abric Manager
Tape Manager

Figure 2-28 Create constraint for tmp files

3. Next, create a filter to identify the files that you want TPC to delete. Click Edit Filter on the

upper right of the panel in Figure 2-29. An Edit Filter dialog box appears as in Figure 2-30
on page 36.

ovy  Help

Edit Constraint inistrator.Clean up old tmp files

Creator: administrator Marne:  Clean up old tmp files
Description: ICIean up old trap files

Filesystems] File Types | Us Options I menl
iolating File Limits

Mz number of violsting file names to be saved per agent: (200

rAlert on Files

- ber of days since | cess grester than l_
o [ fostes =]
r e
[ ot backed g [ aflyland number of, days since last modificstion grester than l_

Eclit Fitter ... |
File Filter Text:

(HNAME matches any of ('C:%Documents and Settingsh%\Local Settings’temp’*.tmp') AND LAST ACCESSED earlier than 3 days
O0: 00 ago)

Figure 2-29 Create a file filter
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4. This example filter has two conditions:

— File names are *.tmp and exist in C:\Documents and Settings\<any dir>\Local
Settings\temp.

— File has not been accessed for at least three days.

Note: Using the percent symbol (%) wildcard in a path statement means ANY. Therefore,
the example in Figure 2-30 will search all of the Local Settings\temp in all users profile
directories.

[SlEdit Filter |

MAME matches any of ('CDocuments and Seftings1%\Local Seftingstermpl® tmp")
LAST ACCESSED earlier than 3 days 00:00 ago

(NAME matches any of ('C:\Documents and Settings'%Local
Settings)\temp’*.tmp') AND LAST ACCES3ED earlier than 3 days 00:00 ago)

OK [: ! Cancel |

Figure 2-30 Edit Filter

5. Next, move to the Alert panel by selecting the Alert tab as in Figure 2-31 on page 37. Set
the Condition: to Violation Files Consume More Than 1 Kilobytes. Then, check Run
Script and click Define. If you want TPC to e-mail an administrator when the constraint is
triggered, check Email and enter a list of the addresses to which to send alerts.
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ove  Help

rEdit Constraint inistrator.Clean up old tmp files

Creator: administrator Mare:  Clean up old tmp files
Description: ICIean up old trap files

Filesystems | File Types | Users | options  Alert
r Triggering-Condition

Condition: Walue: Walue Units:

IVioIating Files Consurme Mare Than LI |1 IKiIoby’tes LI
rTriggered-Acti

[~ SHMP Trap

[~ TEC Event

[ Login Motification Lt 10 I

[ Windows Evert Log  Evert Type: IWarning VI

I it Define...
[ Archive / Backup Defite. .. |
[~ Ermail
Etnail Recipients kel | el | I~ |Emailto Canstraint “iolatar

t etz |

Figure 2-31 Set alert preferences

6. In the Specify Script dialog box in Figure 2-32, enter the name of the script, which is
delete files.bat in this example. Then, ensure that Where to Run is set to (triggering
computer).

ESpeciﬁr Script x|
Script Hame: |delete_files bat|

Where to Run: I(triggering cormputer’) ﬂ

Script Parameters:
¥1 = =computer=
§2 = =mount-point=
¥3 = =uzage==size-designator=
¥4 = sthreshold==thr-designator=
$3 = =percent-of-capacity="%
§6 = =violating-file-count=
7 = “Lzers
Fi5 = =uzer-count=
9 = <uzer-size=

* @=domain= of @=computer= may be appended

@ Cancel Hel

Figure 2-32 Define script name

7. When you have defined the script name, click OK. Then click Ctrl+S to save the constraint
and give it a unique name as in Figure 2-33 on page 38. Click OK.
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Specify Canstraint name

2)

ICIean up tmp files

Cancel |
%

Figure 2-33 Specify Constraint name and save constraint

Running the constraint
TPC processes the newly created constraint at the next scheduled scan of the machines to

which the constraint applies. When the scan job finishes, each agent sends a new package of
analysis data to the TPC server. The TPC server analyzes this data and if it identifies any files
that meet the filter conditions, the TPC server calls the delete_files.bat script on the triggering

machine and passes a list of files to the triggering machine for processing.

If you want to perform an immediate scan to test the constraint, you can instruct a scan job to

run now as in Figure 2-34.

EIBM TotalStorage Productivity Center: ymware0l.ymware.com

File ‘“iew Connection Preferences ‘Window Help

=10l x|

|e|=»|m| 8] x| o

Mavigation Tree

Data Manager

Policy Manageme
Reporting

Data Manager for Dat

Data Manager for Chi

Disk Manager

abric Manager

Tape Manager

Administrative Services
BM TotalStorage Productivity Center
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Refresh Job List
Update Job Status
Hiztory

Print Branch E!

Cyele Panelsl

Enterprise-wide Summary as of 03/10/06 03:29

Refresh

Enterprise-wide Summany

Filesystem Used Space

Filesystem Capacity 6.95 GB

Filesystem Used Space 461 GB

Filesystem Free Space 237 GB

Disk Capacity 7.00 GB

Digk Unallocated Space Rt

LUN Capacity 70.00 GB

Usable LUH Capacity 70.00 GB

Monitored Servers 1

Unmonitored Servers A

Storage Subsystems 2

Users s

Disks 23

LUHs 9

Filesystems 2

Directories 2,702 S RvorRTe i

Files 27,300

EFree Space [Used Space
Users Consurming the Most Space AT SEET Sy
o 55.59 KE 11719 KB 17575KE | OS Type iy (it W
Capacity  Capacity

Windows HT a (R (R
Windows 1 6.95 GB 7.00GE
M5 Virtual Server o i i
Solaris o i i
Linux a (R (R
HP-UX a (R (R
AlX a (R (R
HetWare a (R (R
Hetwork Appliance 0 [rA, [rA,
Other HAS a (R (R
IBM SAH File System 0 (R (R
Unknown o i i

BNETWIORK SERWICE @ NT AUTHORITY
BLoCAL SERVICE @ MT AUTHORITY

Figure 2-34 Run scan now
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Viewing the results of the constraint
When this example constraint finds *.tmp files that meet the conditions for deleting, TPC runs
the specified script and creates an alert in the Alert Log. You can view the results of the
actions taken in Figure 2-35.

Click the magnifying glass to the left of the alert to drill down into the detailed log information.

-lBM TotalStorage Productivity Center:
File ‘Wiew Connection Preferences  Window  Help

ymwarell.ymware.com -- Alert History — All Alerts _H

|el»|m| s8] x| o

avigation Tree
Administrative Services Rl OS Alerts j'
=BM TotalStorage Productivity Center
Reporte cear | oeee | cewar | pemteal | Refresh |
TD;‘:;??:. Computer Obj. Type |Object |Alert Type First Triggered Last Triggered #Times |H
L Alerting 9 1B [ Jvmwaredl vmware.com Fllesystem | C/ | constraint ‘iolation [13-0ct-2008 15.41.44 13-0ct-2006 15.45.34 2 Ji
lert Log
a
—Alerts Directed to administ
(—a@ Storage Subsystem
—Computer
—Disk
(—Filesystem
—Directory
—User
(—0S User Group
—Fabric
—Switch
—Endpoint Device
—External
" Tape Library
—Data Manager
lonitoring
Alerting
Policy Management
Reporting
Figure 2-35 Viewing the Alert Log
Figure 2-36 shows the detailed log information for the constraint. To view the log that was
generated by the script, click View Script Log.
0w Help
Detail for Alert
Computer winenearell viware com
Filesystem [
Alert Type Constraint Wiolation
State Active
First Triggered 13-0ct-2006 15:41:44
Last Triggered 13-0ct-2006 154534
Consecutive Triggers 2
Space Used 1.65 MB
Trigger Alert When =1.00KE
Alert Creator administrator
Alert Hame Clean up old tmp files
Script deletefiles bat
Ran on vivare0l vmware com
View Script L
Alert Text ALROODLEW: File system C:/ on host vmware0l.vwmware.com has wiolated a file system constraint. 26 file(s) consuming 1.65MH

file system capacity are in wiolation of the conditions defined in this constraint. The constraint threshold is 1KB.

User All Users has 26 files consuning l.&65ME of storage.

<text unavailahle>

Figure 2-36 Constraint information

The script log looks similar to Figure 2-37 on page 40.
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Note: By default, the sample script lists the file names that were passed to it by TPC, but it
does not delete them. This allows you to test the process to ensure that you are satisfied
with the results before the sample script deletes the files or does anything destructive.

When you are satisfied with the results, then remove the comment from the last line of the
script. This last line contains the delete routine.

Data Manager for Databases
Data Manager for Chargeback
Disk Manager

abric Manager

Tape Manager

1

2

-IBM TotalStorage Productivity Center: ¥ymwareDl.¥ymware.com —- Job log file: administrator.Cle -0l x|
File “iew Connection Preferences Window Help
|=|=|m] 8] x| of
avigation Tree Search for: ~ | - I Top ] Eiottom
Administrative Services Job log file: acministratar. Clean up oid tmp fies.0334_alert 0000054 Jog
ZHBM TotalStorage Productivity Center | .. e 15 4254 570133 Running Command: B
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--------------------- [ o) =1 P —
CProgram FilesUBMITPCcalsubagent s\ TPC \Datatscripts=echo off
E-Alert Log =ctipt that haz run: SCRIG935 bat
—af
|_Alerts Directed to administ | 22Nt
F1 = vimwvarel wimware com
—d Storage Subsystem §2=Cf
—Computer §3 = 1.65MB
—Disk §4 = 1B
—Filesystem §5 =003%
|—Directory $6=26
| User :; f 2.2" Uszers'
0% User Group 39 :1 GEME
—Fah_ric ChDocuments and Settings\AdministratorLocal Settingsi\Tempt3 375630 tmp
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ChDocuments and Settings\AdminiztratorLocal Settingsi\Tempid 3575585 tmp
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ChDocuments and Settings\AdministratorLocal Settings\Temph2 701802 tmp
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13006 154554 AGTO 31 Exit Statuz =0

Kl F

Figure 2-37 Viewing the script log

2.4 Spotting unusual data growth incidents

TPC can help you to be proactive in spotting storage-related events that can lead to

unexpected storage shortages. Learning from previous events can reduce support diagnosis

time for recurring events.
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2.4.1 Sample data growth scenario

The incident

A user calls the service desk because the user has trouble logging on to the Windows
desktop this morning. The process appears to be taking much longer than usual. This
Windows user has a roaming profile that is stored on a file server at a remote location over a
wide area link.

Level one support find no problems with the profile server and other users have logged on
successfully from the same location. They pass the call to level two support.

Level two support spends some time looking at the issue and then discovers that yesterday
this user installed some CD ripping software on their workstation and extracted about 4GB of
music. The user saved this music in a folder on the user’s desktop. Because this is a roaming
profile, all of the data was stored remotely on the profile server. When the user attempted to
log in the next day, the user experienced a long delay because the very large profile had to be
downloaded over a slow wide area network.

User A was unaware that this type of action can cause a problem.

The outcome

In this case, level two support told the user not to store personal MP3 files on company
equipment and level two support deleted the data.

After the event, the administrators looked at TPC and saw a sudden increase in MP3 data on
the previous day.

Lesson learned

Being able to see what happened after the event adds little value in terms of stopping another
user from making a similar mistake a week later. Moreover, the service desk personnel must
go through the same support cycle to diagnose and correct the problem again.

Using TPC, this organization expressed in a policy what happened that day, so that TPC in
the future spots the sudden growth in a user’s profile. TPC can then alert support staff that
there is a potential problem and take proactive rather the reactive steps to correct the
problem.

Having an alert also shortens the time that it takes to diagnose a problem by giving support
staff a heads-up on an issue.

Over time, as these storage related events occur, you can express each event as a policy in
TPC. Therefore, TPC becomes a knowledge base of known storage issues and can help
storage support become far more proactive in handling problems.

2.4.2 Spot data growth policy setup

Using the example scenario in 2.4.1, “Sample data growth scenario” on page 41, this section
details how to express this situation in TPC so that TPC can generate an alert if this event
recurs.

There are several ways to handle this situation:

» Set a trigger if a user’s profile directory reaches a defined size limit (directory alert).

» Look for an increase in a single day in newly created files of any type in a profile directory.
» Look for an increase in a single day of new MP3 files in a profile directory.
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This example describes how to look for growth of more than 4 MB of MP3 files in a single day
in the user profile directories. The steps are:

1. Start by creating a new constraint as in Figure 2-38.

File ‘“iew Connection Preferences Window Help

|e|»|m|a] x| @

Mavigation Tree

Cycle PaneISI

Enterprise-wide Summary as of 16/10/06 14:32
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Filesystem Free Space 1.70 GB
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Monitored Servers 1
Unmonitored Servers  RiA
Storage Subsystems 1
Sers T
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Files 27 858 Metwork-wvide
EFree Space [llUsed Space
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M5 Virtual Server 0 P72, I,
Solaris o DA, (UFE
Linux 1] A, (U
HP-UX 1] i, LT
AlX 1] A, [{ES
Hetiare 1] i, [T
Hetwork Appliance 0 [edide, (U
Other HAS 1] i, A
Wit IBM SA&H File System 0 [T i,
Wjason Unknown 0 i, i,
M iovatto

CINETWORK SERYICE @ NT AUTHORITY
CJLocaL SERVICE @ NT AUTHORITY

[dtaniel

Figure 2-38 Create a constraint

2. On the first constraint panel, select the filesystems that contain the profile directories of
the users to monitor. Then, give the constraint a meaningful name as in Figure 2-39 on

page 43.
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'_ rCreate Constraint

Creator: administrator

Mame:  unnamed

Description: IMon'rtor profiles for sudden growth

Filesystems | File Types | Users | Options | alert |
Available:

ilesystem Groups

-Filesystems

Al Filesystems
= wimavarell vimvware .com
(3 c

Current Selections:

[FHFilesystems

Warem T RPE COmM
= %

omputer Groups
omputers

[
[

Figure 2-39 Select filesystems for this constraint

3. Click the Options tab and click Edit Filter as in Figure 2-40.

clowy  Help

rCreate Congtraint

Creator: ackministrstor hame:  unramed

Drescription: IMDn'rlUr profiles for sudden growth

Filesystems | File Types | Users |
iolating File Limits

lert |

Mz nuriber of violzting file natmes to be saved per agent: IQDD
rAlert on Files

[ number of days since last access greater than I

[ higger than I—Ib\ftes

I set-UID roct

I not backed up (Aindows only) and number of days since last modification greater than I

File Filter Text:

(&ll files selected)

Excit Filter |

Figure 2-40 Edit Filter

4. Figure 2-41 on page 44 shows a filter that has the following characteristics

— The file names end in mp3 and are in any directory below E:\Profiles, which is the top

level directory for the user profiles on this system.

Matching files were created within the last day.
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Note: If you only scan the filesystem in question one time each week, adjust the filter to
look for mp3 files created in the last seven days rather than in the last day.

Build your filter in a similar manner to this filter to suit your environment. You might want to
change the filter to report on all files that were created in the last seven days in profile
directories and not just mp3 files. Adjust the file names and file types that match the filter
criteria as required.

X

All of
MAME matches any of ('E\Profilest®\* mp3"
CREATED |ater than 1 days 00:00 ago

(&l1 files selected)

O "J& Cancel

Figure 2-41 Edit Filter

5. Click the Alert tab seen in Figure 2-42 on page 45 and add an Email recipient to receive
the alerts.

Then, set a value for the trigger condition. In this example, we set the condition to trigger if
there are more than 4 MB of newly created files found each day. Adjust this value as
appropriate for your environment.
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o Help

rCreate Constraint

Creatar: administratar Mame:  unnamed
Description: IMonitor profiles for sudden growth

Filesystems | File Types | Users | options  Alert
r Triggering-Conditi

Concition: Walle: Walue Units:

“iolsting Files Consume Mare Than |4 IMegab\ftes LI
rTriggered

[ ShMP Trap

[ TEC Evert

[ Login Motification Lot [0 I
[ windowes Event Log  Evert Type: IWaming Vl

[ Run Script DEfife... |
[~ Archive / Backup Define... |

v Email

Email Recipients ] | Dl | [~ Email to Constraint Yiolator

Storage_admin@@mycompatty Com [}s

Edlit &-mail

Figure 2-42 Define constraint trigger and alerting

6. Save the new constraint by clicking Ctrl+S and give the new constraint a meaningful name
as in Figure 2-43. Click OK.

savess x|
Specify Constraint natme
IM-:un'rtor profile: groveth|
Cancel |

Figure 2-43 Save Constraint name

2.4.3 Activating the constraint

TPC acts on the newly created data constraint at the next scan of the appropriate filesystems.
If you want to test the constraint operation manually, run a scan job against the computer and
the filesystem.

When the scan job completes and sends the results to the TPC server, the TPC server
triggers an alert if necessary.

2.4.4 Constraint reporting

This section describes how to report on the constraint that we set up in the previous section
for spotting sudden data growth in the profile directories of the users.
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E-mail alerts

If you configured the constraint to send e-mail alerts to an administrator, this is a sample of
the output you can expect. If there are multiple users who violate the constraint on the same
day, the TPC server generates multiple e-mail alerts (one for each user).

Example 2-1 Sample constraint e-mail alert

Alert administrator.Monitor profile growth has been triggered.

File system E:/ on host vmwareOl.vmware.com has violated a file system constraint. 11 file(s) consuming
48.24MB or 2.37% of the file system capacity are in violation of the conditions defined in this con-
straint. The constraint threshold is 4MB.

User jason has 4 files consuming 17.54MB of storage.

Your largest violating files are:

E:\Profiles\Jason\My Music\track4.mp3
E:\Profiles\Jason\My Music\track3.mp3
E:\Profiles\Jason\My Music\track2.mp3
E:\Profiles\Jason\My Music\Trackl.mp3

Constraint reports
To see the constraint report through the TPC GUI, follow these steps:

1. Choose the constraint report type and click Generate Report as in Figure 2-44.

File “iew Connection Preferences ‘Window Help

|«|=|m|a] x| o
W Selection I
Administrative Services Report Filter Specificati

—HBM TotalStorage Productivity Center
Generate Report Selection.. |
Return maximum of rovys per constraint

[Z-Data Manager Available Columns Included Columns
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: mI:I'—I“:"nQ (Constraint Creator
! a (Conatraint Mame
Policy Management Space Uzed
EHReporti
porting % of uzed space
% of capacity
File Count
Threshald
First Wiolated
Last Wiolated
’ —Hlsage Violations T:'nes I\?im:ted

—-Constraint Violations e |
By Filesystem
Filesystem Group e
Computer _I
Computer Group
Domain
Quota Violations
+-Backup
Data Manager for Databases
Data Manager for Chargeback
Disk Manager
abric Manager
Tape Manager

Figure 2-44 Choose constraint report
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2. This produces a report for all constraint types unless you choose to filter it. Figure 2-45
shows that the Monitor profile growth constraint has been triggered and that there are
48.24 MB of files that are MP3 files that were created in the last day. Right-click the
constraint and you can choose either Show Violating Files or Show Violating Owners.

Help

Selection 'Constraints

Constraint Yiolstions: By Constraint

gl Mumber of Rows: 2

Congstraint Creator Constraint Hame Space Used % of uged space % of capacity File Count Threshold First Vi
[y [T | acminiztrator Manitar profile growth 48 24 ME %, Ao | 44 4O ks 1R Pt
[y [T | acminiztrator Clean up old tmp files 1 S ME 0%, 2 EEpECTy U selected ct-
1I a Usage and capach selected »
L0]] Izage of threshold for e

Chart: % capacity used for all
Chart: Uzage and capacity for all
Chart: Usage of threshaold for sl

Showe Wialating COweners k

Figure 2-45 Constraint reports

Figure 2-46 show the files that violate the constraint definition.
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Figure 2-46 Show violating files

Figure 2-47 on page 48 shows the violating users.
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Help

Selec‘tionl Constraints I administrator.Monitor profile growth administrator.Monitor profile growth
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Figure 2-47 Violating users

2.5 Tivoli Storage Manager automatic archiving and integration

48

This section looks at how TPC in combination with Tivoli Storage Manager provides a policy
driven file archive function.

Tivoli Storage Manager already contains functions and policies for the controlled retention of
data for a defined or indefinite period. TPC can act as an intelligent front-end processor for
this capability by using powerful TPC policies to accurately define what gets archived and
when it gets archived.

Do not confuse this function with space management tools that leave behind a file stub. The
purpose of archiving in this section is to identify data that has business value but no longer
justifies the cost of being kept on a server’s disk storage.

Here are examples of situations where you might implement file archive:
» Example one

Organizations that provide their users with a networked home share drive find that users
use and abuse this space frequently. Laptop users might treat this area as a backup for
data that they keep on their laptop computers.

Perhaps users create a .zip file of versions of data from their laptop on the network share
drive, never use the compressed data, and over time, create more .zip files.

These .zip files can be large but still contain some valid data for a user. One way to
manage the amount of .zip files that are kept on disk storage is to have TPC monitor the
home directories for the users and look specifically for .zip files that have not been
accessed for a long time, perhaps nine to 12 months.

When TPC finds .zip files that meet this threshold, it instructs Tivoli Storage Manager to
archive and delete the .zip files, thus freeing the disk space.

With proper configuration, TPC can then e-mail the owner of the files to tell them that their
old files have been archived and that the owners can retrieve the old files if they ever need
them by placing a server desk request.

You can set up the Tivoli Storage Manager policy to have a fixed retention of two years,
for example. After which, the files expire from Tivoli Storage Manager and are deleted.
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» Example two

Similar to example one, TPC might monitor folder areas that contain many document files
for correspondence with clients and suppliers.

These documents might have a short life in terms of their access but require long term
retention as reference material to record transactions with clients and suppliers.

From the time that a user creates a document, the user often frequently accesses and
updates the document for one or two weeks before sending out the final version. After
that, the document remains static with perhaps infrequent read access over the next two
to three months. After that, the document is not accessed for extended periods, unless an
issue arises.

TPC can monitor these folder areas for doc files that have not been accessed for four
months and then archive these files to Tivoli Storage Manager as a group perhaps once a
month.

Not only does this recover the storage space, but it is a method of preventing someone
from altering the file at a later date.

2.5.1 Defining an archive policy

This section describes how to build a policy in TPC that identifies the data that you want to
archive.

For this example, we look for .zip files in users’ directories that have not been accessed for
six months.

Understanding the impact of the archive policy

Before implementing a policy that archives and deletes files, you need to understand the
impact of the policy before you proceed. If the policy only recovers a few megabytes of
storage, the policy is not worth the effort of implementing the process.

To understand how much storage .zip files consume in users home directories, create a
profile to collect the specific information for reporting.
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Figure 2-48 Create profile

This example collects history for the 20 largest and most obsolete .zip files.
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Figure 2-49 Create profile

On the File Filter panel, create a filter similar to the filter in Figure 2-50. The filter is targeted at
.zip files in the users home directories that have not been accessed for 168 days.
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Figure 2-50 Create file filter

Save the profile and give it a name as in Figure 2-51 on page 52. Click OK.

Chapter 2. Data management techniques 51



saveas x|
Specify Profile narme
fold 7P files|
Cancel |

Figure 2-51 Save profile

Next, either add the profile to an existing scan job or create a new scan job. Figure 2-52
shows the Profiles page of the existing default scan. Select the profile from the left panel and
add it to the Profiles to apply to Filesystems panel on the right. Save the profile by clicking
Ctrl+S.
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Figure 2-52 Add profile to an existing scan job

Tip: If the type of data for which you scan only exists in a small number of file and print
servers, consider creating a scan job that only runs against the specific file and print
servers. That way, you only apply the profile against machines on which the profile will find
this data.

Keeping the number of profiles to a minimum within a scan job improves scan
performance.

The next time that the scan job runs, the scan job collects specific information about old .zip
files in the targeted directory.
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Running a targeted report

Reporting data is available after the scan job that was configured in “Understanding the
impact of the archive policy” on page 49 has run against the appropriate servers.

Figure 2-53 shows an Access Time report. Notice that the profile has been set to Old ZIP
files. This means that the statistic you are given only counts those files that are .zip files and

older than 168 days.
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Figure 2-53 Running a report on

old .zip files

Figure 2-54 shows the results. The analysis of the data on our test machine shows 12 files
totalling 71.96 MB. Therefore, if we implement a policy to archive these files, this is the
maximum space that you can recover. Based on the results in your environment, you can
make a decision about the viability of implementing an automatic archiving process for this

set of data.

Help

Selection Computers

Access Time: By Complter

Last Total Count Total Size

Gi Mumber of Rows: 1
Computer Last Accessed Last Accessed Last
3 ths - 6 th 6 ths - 9 th 9 ths - 1 year
Count Total Size Count Total Size | Count | Total Size
-~ & o o o o R

Average Age
=1 year

Total Size

a u]

Count

12 7196 MB Secaonds:

Figure 2-54 Access Time by Computer report
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2.5.2 Configuring automatic archiving to Tivoli Storage Manager

54

This section describes the steps that are required to configure TPC to archive files to Tivoli

Storage Manager based on a policy.

We assume the following configuration:

» We have already installed and configured a Tivoli Storage Manager Backup/Archive client

on the machines that contain the files

to archive.

» The Tivoli Storage Manager client does not need to enter a password to send files. If a
password is required in your environment, you need to enter an exira command line

option into TPC.

» We have configured a suitable archive management class in Tivoli Storage Manager to

receive the files.

Work with the Tivoli Storage Manager administrator in your environment to establish this

configuration.

To create the constraint that selects old .zip files and archives them to Tivoli Storage

Manager, use the following steps:

1. Right-click Constraint to create a new constraint as in Figure 2-55.
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Figure 2-55 Create a constraint

2. Select the specific machines and filesystems to which this constraint applies. In
Figure 2-56 on page 55, we selected only the E: drive, because this drive is where the
user profile directories exist. You can select multiple machines and filesystems on this

panel.
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Figure 2-56 Select the filesystems

3. Select the Options tab as in Figure 2-57. Create a filter that specifies the path, the file
type, and the access time requirements. In our example, we want to include both:

— All .zip files in any directory below E:\Profiles.
— All .zip files that have not been accessed in 168 days.
4. Click Edit Filter to build the filter as in Figure 2-58 on page 56.

v Help

rCreate Constraint

Creator. administrator hame:  unnamed
Description: IArchive old ZIP files in user directories

Filesystems | File Tvpes | Users  Options ] alert |
Violating File Limit
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I i I T |

I zet )t
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File Filter Text:

(MAME matches any of ('E:%Profiles'%V*.zip'] AND LAST ACCESSED earlier than 168 days 00:00 ago)

Figure 2-57 Edit constraint filter

5. Build a file filter to your requirements.
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MAME matches amy of ('E'Profiles\3¢ zip")
LAST ACCESSED earlier than 163 days 00:00 ago

(1] files selected)

K | Cancel |

Figure 2-58 Edit Filter

6. Select the Alert tab to configure Tivoli Storage Manager archiving and e-mail alerting as in
Figure 2-59. Set the Triggering Condition to Violating Files Consume More Than 1
Kilobytes so that all files that meet the filter get archived.
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[ rCreate Constraint
Crestar: adminiztrator Namme:  unnamed

Deszcription: IArchive old 7IP files in uzer directories
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[ Ernail
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l
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Figure 2-59 Configure Tivoli Storage Manager and e-mail alerting

7. Check Archive / Backup and click Define to configure the Tivoli Storage Manager
archiving.
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8. In Figure 2-60, click Archive and also Delete After Successful Archive. This way, Tivoli
Storage Manager deletes the files from storage when Tivoli Storage Manager is sure that

it has a good copy of the files. Click OK.

Enrchive,.-"Backup Options:
rArchive/Backup Options:

f* Archive

[ Delete After Successtul Archivat

" Selective Backup

™ Incremental Backup

TEM Command Options: I

QK Cancel
]

Figure 2-60 Tivoli Storage Manager configuration panel

Note: If you need to specify extra parameters for Tivoli Storage Manager client passwords

or non-default archive management classes in Tivoli Storage Manager, enter these

command options on this panel.

9. In Figure 2-59 on page 56, add an e-mail recipient. This recipient is a storage

administrator or monitored account. To send an e-mail to each user that details the user’s

files that got archived, check Email to Constraint Violator. Next, click Edit e-mail to
create a meaningful e-mail to send to the users who have violated the constraint.
Figure 2-61 shows the default system-generated e-mail, which is too generic and

unsuitable for informing users about what has happened to their files.

10.Change the text of the Subject and Text to something more informative, such as

Figure 2-62 on page 58.

EEdit Text of the e-mail Message _ ll

File  Help

Subject: IFiIe system constraint violation

Text:

File system [File system Name] on host [Computer] has wviolated a file system constraint.
[Count] file(s) consuming [Awmeount] or [Percentage] of the file system capacity are in
wiolation of the conditions defined in this constraint. The constraint threshold is
[Threshold].

Iser [User] has [User Count] files consuming [User Size] of storage.

[List of Files]

Click on & parameter to add it st the cursor location:
[Computer]
[File system Mame]
[Threshaold]
[Amourt]
[Percentace]
[Court]

[U=er]

[U=er Court]
[U=er Size]
[List of Files]

Figure 2-61 Default system-generated e-mail
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11.Figure 2-62 shows a more informative e-mail for the user. It addresses the user with the
[User] name, tells the user what happened, why, and how to get the user’s files back in the
future. This e-mail message also gives a list of the files that were affected by this action.

EEdit Text of the e-mail Message =

File  Help

Subject: IAutomatic: notification - Cld ZIP have been archived
Text:
Dear [User]

TotalStorage Productivity Center has recently archived a number of ZIP file that you own and
have not accessed in 6 months.

These files no longer exist on disk storage.

If you require these files again in the future please call the serwvice desk who will be able
to retriewve them for you.

Eelow iz a list of file archiwed

[List of Files]

Click on & parameter to add it at the cursor location:
[Computer]
[File system Mame]
[Threshaold]
[Amourt]
[Percentace]
[Court]

[U=er]

[U=er Court]
[U=er Size]
[List of Files]

Figure 2-62 Customized user e-mail

12.Save the new constraint with Ctrl+S and give it a name as in Figure 2-63. Click OK.

save as (P x|
Specify Constraint natme
|Archive old ZIP files for users
Cancel |

Figure 2-63 Save archive constraint

2.5.3 Viewing the results of an archive event

TPC processes the constraint each time that a scan runs against the machines to which the
constraint applies. If TPC finds files that meet the constraint, the scan process automatically
calls Tivoli Storage Manager and archives the files.

The administrator and users receive an e-mail as in Example 2-2 on page 59 if files are
archived.
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Example 2-2 Sample e-mail sent to a user

Dear amit

TotalStorage Productivity Center has recently archived a number of .zip files that you own
and have not accessed in 6 months.

These files no Tonger exist on disk storage.

If you require these files again in the future, please call the service desk, which will be
able to retrieve them for you.

Below is a Tist of files archived.
Your largest violating files are:
E:\Profiles\Amit\my zips.zip

E:\Profiles\Amit\backup_my Taptop.zip
E:\Profiles\Amit\A_Toadoffiles.zip

To see in detail what the scan did and to see any messages from Tivoli Storage Manager,
view the scan log for each machine as in Figure 2-64 on page 60. This shows you the
standard Tivoli Storage Manager output for the archive process.
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Total number of objects rebound: u]
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K| ¥

Figure 2-64 Detailed scan log showing Tivoli Storage Manager messages
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IBM Total Productivity Center
database considerations

This chapter explains how to plan for backing up and restoring the TotalStorage Productivity
Center (TPC) databases that reside on the TPC server in DB2® databases. The chapter
covers both offline backup (cold backup) and online backup (hot backup) of the databases
along with the merits of each type.
The topics include:
» Repository database backup and recovery
» Repository size planning for:

— Disk subsystem performance collection

— SAN Fabric performance collection

— Statistical data: TPC for Data
» History aggregation
» Simple database tuning tips
The TPC product does not provide any extra backup and recovery tools over and above
those tools already provided with the DB2 product. This chapter is not intended to be a
comprehensive guide to all functions of backup and recovery built into DB2. Refer to the

manual IBM DB2 Universal Database Data Recovery and High Availability Guide and
Reference, SC09-4831, for detailed information about this subject.

This chapter also discusses TPC database repository growth and how you consolidate and
eventually prune the amount of history stored in the TPC database repository. This chapter
also covers basic tips for improving DB2 performance, which will be beneficial for those
organizations that are planning large scale deployments of TPC.
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3.1 Scripts provided

This book provides the Windows scripts listed in Table 3-1 as-is for your convenience. They
are simple scripts to give you an understanding of how the process of backup works for
filesystem type backups and Tivoli Storage Manager backups. Use these scripts as a basis
for your own processes, and modify them as necessary.

All examples given in the chapter are based on a Windows platform TPC server.

Table 3-1 Example scripts provided

Script name

Function

TPC_start.bat

Starts all the TPC services

TPC_stop.bat

Stops all the TPC services

TPC_backup_offline_file.bat

Backs up the TPC databases offline to a
filesystem

TPC_backup_offline_tsm.bat

Backs up the TPC databases offline to Tivoli
Storage Manager

TPC_backup_online_file.bat

Backs up the TPC databases online to a
filesystem

TPC_backup_online_tsm.bat

Backs up the TPC databases online to Tivoli
Storage Manager

database_list_offline_file.txt

Lists the databases to back up for an offline
filesystem

database_list_offline_tsm.txt

Lists the databases to back up for offline to Tivoli
Storage Manager

database_list_online_file.txt

Lists the databases to back up for online
filesystem

database_list_online_tsm.txt

Lists the databases to back up for online to Tivoli
Storage Manager

3.2 Database backup

62

This section describes the high level points that you need to understand about DB2 UDB
before you can plan a backup strategy for securing TotalStorage Productivity Center (TPC)

Version 3.

Backup Types

There are two primary methods of backing up DB2 databases:

» Offline backup (sometimes known as cold backup) is when all database access is
terminated, and the database is closed. The backup then runs standalone before the
database is restarted and access-enabled. This is the simplest type of backup to set up,

configure, and maintain.

» Online backup (sometimes known as hot backup) is when all user and application
database access continues to run while the backup process takes place. This type of
backup provides for continuous availability of the database and the applications that
require it. This is a more complex type of backup to set up, configure, and maintain.
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Backup output destination
You can direct database backup output to a number of destinations from within DB2:

>

Filesystem: Direct output to normal filesystem structure flat files. Then, you can copy
these files to removable tape for added security or back them up with products, such as
Tivoli Storage Manager or other widely available similar tools.

Tape: Send output directly to tape as long as the tape device is directly attached to the
server hardware.

Tivoli Storage Manager: Sends output directly to Tivoli Storage Manager through direct
integration between the two products. If a Tivoli Storage Manager environment exists
within your organization, you can back up directly to it by installing the Tivoli Storage
Manager Backup/Archive client and client APl on the same machine that hosts the TPC
DB2 databases.

XBSA: Directs output to an X/Open Backup Services Application (X/BSA) compliant
application, such as Legato NetWorker.

Vendor DLL: Directs output to a third-party vendor written interface API.

Note: This chapter focuses on the filesystem and Tivoli Storage Manager backup
destinations.

Database logging

DB2 UDB uses log files to keep a sequential record of all database changes. The log files are
specific to DB2 UDB activity. The logs record the database activity in transactions. If there is
a crash, you use logs to play back or redo committed transactions during recovery.

There are two types of logging:

>

>

Circular logging (default): This is the simplest method and the default logging type that
TPC uses.

Archive logging: This type of logging enables online backup as well as roll-forward
recovery of a database to a point-in-time. It is, however, more complex to manage.

3.3 Database backup method considerations

This section considers the merits of offline backup methods compared to online backup
methods for the TPC databases. The default method of backup for TPC is to use offline
backup.

3.3.1 Offline backup advantages and disadvantages

The advantages and disadvantages of offline backup are:

» Advantages:

— Simple: You can perform offline backup with DB2 logging set to the default circular
method.

— DB2 skills: Offline backup requires a minimum amount of DB2 skills DB2 to perform,
because it is the simplest method of backup.

— Logging: Circular logs are the simplest to manage and maintain.
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» Disadvantages:

— Stopped TPC server services: The offline method entails stopping all of the TPC
server services on a regular basis (typically daily) to perform the backup. This regular
outage might not be acceptable to all organizations that want to use TPC.

— Missed performance data collection: If you have set up TPC to continuously collect
disk subsystem and SAN fabric performance statistics, you lose data points for the
duration that TPC is down each day for backup. You can minimize the impact of this
loss by scheduling the backup at a time when the monitored equipment statistics are of
little importance from a reporting perspective. This loss of data points might not be
acceptable to all organizations wanting to use TPC.

— Missed events: TPC monitors the infrastructure and alerts you about events, such as
failures within a SAN fabric. You run the risk that you can miss critical events if the
events occur when you stop the TPC server services for the backup process.

Online backup advantages and disadvantages
The advantages and disadvantages of online backup are:

» Advantages:

— Greater availability: You do not need to stop and start the The TPC server services
on a daily basis for the backup operation. Online backups do not interrupt user access
to the database while the backup operation is in progress.

— No missed events: TPC monitors the infrastructure and alerts you about events, such
as failures within a SAN fabric. Using online backup ensures that TPC is able to
respond quickly to critical events at any time of the day.

— Uninterrupted performance collection: You experience no interruption or missing
data points in the collection of performance data from disk subsystems and SAN
fabrics.

» Disadvantages:

— More DB2 skills required: Archive logging is a more advanced method of DB2
operation, and administering archive logging requires more skills.

— TPC software update process can fail: Our testing found that TPC software updates
that alert the database layout can fail. You need to revert to circular logging to perform
updates. Then, switch back to archive logging.

3.4 Common backup setup steps

This section describes the first setup steps that you need to perform for both filesystem and
Tivoli Storage Manager backups:

1. Configure the DB2 history file to retain the number of backup versions that you want to
retain. Your organization might already have a policy for how many versions you need to
keep.

You need to change the DB2 parameter num_db_backups and set the value to the
number of backup versions that you require. You also need to set the rec_his_retentn
parameter to a value of -1. By setting this value to -1, rec_his_retentn follows the value
set in num_db_backups.

Important: Changing this value requires a stop and a start of Agent Manager and TPC
services to take effect. This restart does not necessarily need to happen directly after you
change the parameter.
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2. Start a DB2 command line processor window as shown in Figure 3-1.

Administrator

g Manage Your Server
{3

AL { Windows Explorer
m Command Prompt

B Motepad &2 Windows Catalog
4 windows Update

E Productivity Cel @ Accessaries

g’ My Computer

-
g My Network Places

E? Control Panel

% Administrative Tools

»
@ Administrative Tools 3
Command Line f [ |G {d €3 cCommand Editor
@ Startup 3 @ Development Tools
é Internet Explan 5 Internet Explarer @ General Administration Toals  » Command Window
@ Outlook Express @ Infaormation 3
B WordPad .. Remote Assistance @ IMonitaring Taols 3
@ IBM TotalStorage Productivity Center  # @ Set-up Tools 3

All Erograms @ Jasc Software

Log Off @ Shut Down
i start J @ 5 q J 3 c | P Coritral Center
Figure 3-1 Launch the DB2 command line processor

| 4 Jasc Paint Shop Pro

3. A command line processor window appears as in Figure 3-2.

& DB2 CLP - db2setcp.bat DB2SETEP.BAT DB2.EXE A I o =[]

{c> Copyright IBM Corporation 1993.2882 ﬂ

Command Line Processor for DB2 SDK 8.2.8

You can issue database manager commands and 50QL statements from the command
prompt. For example:

db2 => connect to sample

db2 => bind sample.bnd

For general help. type: 7.

For command help. type: ? command. where command can be

the first few keywords of a database manager command. For example:
? CATALOG DATABASE for help on the CATALOG DATABASE command

? CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode, type QUIT at the command prompt Qutside
interactive mode, all commands must he prefixed with ‘db2’

To list the current command option settings. type LIST COHHHND OPTIONS .
For more detailed help. refer to the Online Reference Manual.

dh2 =»> _

Figure 3-2 DB2 command line processor

4. Example 3-1 on page 66 shows how to set the num_db_backups value to 4 versions

and rec_his_retentn to -1 for both the Agent Manager and the TPC databases.

5. Issue the following commands at the db2 => prompt in the command line processor

window.
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Example 3-1 DB2 commands to configure how many backup versions to keep

connect to TPCDB

update db cfg using num db_backup 4
update db cfg using rec_his_retentn -1
disconnect TPCDB

connect to IBMCDB

update db cfg using num db_backup 4
update db cfg using rec_his_retentn -1
disconnect IBMCDB

exit

Important: When you set new values for num_db_backups and rec_his_retentn, the
new values are not effective until you stop all of the database connections.

6. Restart TPC and Agent Manager to make the changes effective. You can either reboot the
server, or alternatively stop and start the services.

You can either stop and start the services through the Windows Services interface or open
a command prompt window and issue the commands in Example 3-2. This process
applies to Windows servers only.

Example 3-2 Windows commands to stop and start TPC services

net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
net stop “IBM WebSphere Application Server V5 - Tivoli AGENT MANAGER”

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM WebSphere Application Server V5 - Device Server”
net start “IBM TotalStorage Productivity Center - Data Server”

3.5 Offline backup to filesystem setup steps

This section describes how to set up offline backup for the TPC server databases to flat files
in a filesystem. Because the offline backup method is the default method for TPC, there is
little DB2 configuration needed before you can perform a backup.

Note: Ensure that you perform the steps in 3.4, “Common backup setup steps” on page 64
as well as these steps.

The steps are:

1. Choose a location to use for the DB2 backup output. Choose a directory that has enough
free space to hold the number of backups that you plan to retain. We advise that you use
a separate filesystem rather than the filesystem that contains the DB2 database.

You can choose to use a location that is a remotely mounted CIFS or NFS filesystem, so
that the backup data is secured to another server, perhaps at another location in your
organization.

This example uses E:\TPC_database_backups
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Important: DB2 does not create this directory for you. Create this directory before you
attempt a backup.

2. Create a batch script to control the backup process.
We based our example on a TPC installation on Windows.
There are two files. The script, which is shown in Example 3-3, to run the backup is:
C:\scripts\TPC_backup_offline_file.bat

Example 3-3 File C:\scripts\TPC_backup_offline_file.bat

@echo on

@REM This is a sample backup script
@REM To backup TPC offline
GREM To disk filesystems

@REM Stopping TotalStorage Productivity Center services
[ L

net stop "IBM TotalStorage Productivity Center - Data Server"
net stop "IBM WebSphere Application Server V5 - Device Server"
net stop "IBM WebSphere Application Server V5 - Tivoli Agent Manager"

OREM Starting backup of the DB2 databases
BREM — o m oo o e

C:\PROGRA™~I\IBM\SQLLIB\BIN\db2cmd.exe /c /w /i db2 -tvf C:\scripts\database_list_offline_file.txt

GREM Restarting TotalStorage Productivity Center services
OREM === mm e e e e e e e e e o

net start "IBM WebSphere Application Server V5 - Tivoli Agent Manager"
net start "IBM TotalStorage Productivity Center - Data Server"
net start "IBM WebSphere Application Server V5 - Device Server"

@REM Offline backup process complete
BREM = m - m oo e e

3. The DB2 scripted list of databases ( shown in Example 3-4) to back up is:
C:\scripts\database_list_offline_file.txt

Example 3-4 File C:\scripts\database_list_offline_file.txt

backup database IBMCDB to “E:\TPC database backups® without prompting;
backup database TPCDB to “E:\TPC_database backups” without prompting;

See 3.9.1, “Performing an offline backup to a filesystem” on page 81 to run an offline backup.

3.6 Offline backup to Tivoli Storage Manager setup steps

This section describes the steps necessary to set up an offline backup of the TPC server
databases to a Tivoli Storage Manager server. The backup to Tivoli Storage Manager is a
little more complex to set up but does not require you to set aside large amounts of local disk
space for backup versions on the TPC server.
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This section assumes:

»

»

You have a basic working knowledge of Tivoli Storage Manager.

An operational Tivoli Storage Manager server already exists to which you can send
backup data.

Your Tivoli Storage Manager administrator has defined storage, which will receive the
backups, to the policies.

You have already installed a Tivoli Storage Manager Backup/Archive client on the TPC
server, and you have configured it to do standard file backups.

You have installed the Tivoli Storage Manager API Client on the TPC server.
You used default installation paths for Tivoli Storage Manager.

Note: You need to stop TPC and DB2 as part of this configuration process. We
recommend that you reboot the TPC server to complete the configuration process,
because this process also adds operating system environment variables. Plan this
exercise at a time when you can reboot the TPC server.

Follow these steps to configure DB2 to Tivoli Storage Manager integration.

3.6.1 Add new variables to Windows

68

Table 3-2 shows a list of Tivoli Storage Manager API environment variables to add to
Windows. The values shown assume a default installation of Tivoli Storage Manager on the

TPC server.

Table 3-2 System environment variables
Environment variable name Value
DSMI_DIR C:\Program Files\Tivol\TSM\baclient
DSMI_CONFIG C:\Program Files\Tivol\TSM\baclient\dsm.opt
DSMI_LOG C:\tsm

The steps to add new variables to Windows are:

1.

Figure 3-3 on page 69 shows the Windows System Properties panel. Click Environment
Variables to proceed to the next step.
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System Properties ﬂﬂ

General | Computer Hame | Hardware
Advanced | Autornatic Updates I Remote

You must be logged on az an Administrator to make most of theze changes.

r— Performance
Vizual effects, proceszor scheduling, memomn ugage, and wirtual memary

Settings |

r— User Profiles
Desktop settings related to wour logan

Settings |

—Startup and Recovery
System startup, system failure, and debugging information

Settingzs |

"E nironmest ariables Error Reporting |
&3

QK | Cancel ] Lpply I

Figure 3-3 Windows System Properties

2. Select New from the Environment Variables panel as in Figure 3-4.

Environment Yariables N\ - d |
—User variables For Adminiskrator —— — —|
Yarigble _

QFILE emp
TP %USERPROFILE %% iLocal Settings! Temp
W= J Edit | Delete |
|'§ystem vatiables —
‘ariable | walue | -
CLASSPATH CHPROGRA~1|EM| SQLLIBYjavaldbZj,. |
ClusterLog C e TMDOMW S Cluster cluster lag
’ ComSpec M IMDOWShsystem32tcmd, exe
DEZINSTAMCE DE2
DEZTEMPDIR C:\PROGR A~ 1 IBMISQLLIE, |
= Edit | Delete |
|
oK I Cancel |

Figure 3-4 Windows Environment Variables

3. Add all three new system variables that are listed in Table 3-2 on page 68. Repeat the add
process as seen in Figure 3-5 on page 70 for each variable.
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3.6.2 Configure Tivoli Storage Manager option file and password

70

Variable name:

Wariable value:

MNew System Yariable 2=

| DSMI_DIR

I Ci\Program Files) Tivoliy TSMiybaclient

oK I Zancel

Figure 3-5 Adding a new System Variable

This section describes the steps necessary to configure the Tivoli Storage Manager option file
dsm.opt and then set the Tivoli Storage Manager password so that the DB2 backup process

can communicate with the Tivoli Storage Manager API. The steps are:

1. Edit the dsm.opt, which is located in C:\Program Files\Tivoli\TSM\baclient by default.
2. Set the client option PASSWORDACCESS GENERATE as shown in Figure 3-6 and save

the file.
=10l x|
File Edit Wiew Insert Format Help

NEEET RS

1=

PAZIWORDACCESS GENEERALTE I

DOMATN (C 8

DOMATN E:

DOMATN SYSTEMIERVICES

DOMATN SYSITEMZETATE

DOMATN ALL-LOCAL

DOMATN ALL-LOCAL

DOMATI LLL-LOC AL

TCPSERVERADDRESS = T

EXCLUDE.BACKUF "+:‘microsoft usm volwmeh... 4 "

EXCLUDE.BACKUF "*:‘microsoft usm volwoneh...4W%. %"

EXCLUDE.BACKUP "%:% ... EL DATL. ZF"

EZCLULDE.BACKOP "#:% IEMEIO. COM™

EZCLULDE.BACKOP "*:% IEMDOS. COM™

EZCLUDE.BACEUP "#:% IO, 373"

EXCLUDE.BACEUFP "+*:%...\3ystem32hconfigh ... .hWv*="

EXCLUDE.BACKUP "+:%...%system3z\Perflib*.dat"

EXCLUDE.BACKIE "+#:%,..\systemizidheph ...y *" b

INCLUDE.BACEUF "=:%,..%system3zhdhepibackupt ... W*"

EXCLUDE.EBACEUFR "+:%...\system32hdns'y ...V *"

INCLUDE.BACEUFR "+:%,..%system3Zhdnstbackupy ...\ "

EXCLUDE.ARCHIVE "+:‘microsoft wsm wolumeh...y*"

EXCLUDE.ARCHIVE "*:‘microsoft wsm wolumeh...\%, %"

EXCLUDE.ARCHIVE ™%:%...YEL DATA. ZF"

EZCLUDE. ARCHIVE ™+*:% IBMEIO.COM™

EZCLUDE. ARCHIWVE ™+*:% IBMDOS . COM™

EZCLUDE. ARCHIWVE "*:%I0.37V3" LI
For Help, press FL l_l_ v

Figure 3-6 Example of the dsm.opt
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3. Now, set the Tivoli Storage Manager password so that DB2 can authenticate with the
Tivoli Storage Manager server when DB2 performs a backup or restore operation:

a. Open a Windows Command prompt window.

b. Change to C:\Program Files\IBM\SQLLIB\adsm

a. Run the dsmapipw command as shown in Figure 3-7.
b

. Enter the current and new Tivoli Storage Manager password. You can reuse the
existing Tivoli Storage Manager password.

Important: You must run the dsmapipw command even if you do not intend to change the
Tivoli Storage Manager password. Running this command registers it with the Tivoli
Storage Manager API. Registering this password in the setup phase means that a DB2
operator can perform backup and restore operations without needing to know the Tivoli
Storage Manager client password. If a Tivoli Storage Manager administrator changes or
resets the Tivoli Storage Manager password, you need to run the dsmapipw command
again.

o COWINDOWS  system32h cnd.exe

C:sFProgram Files“\IBM“SQLLIBvadsm>dsmapipw I

k%

#* Tivoli Storage Manager
#* API Uersion = 5.3.4

Enter your current password:generate

Enter wyour new password:jasonbamford

Enter your new password again:jasonbamford

Your new password has heen accepted and updated.

C:~Program Files~IBM“\SQLLIB“adsmX>

Figure 3-7 Running the dsmapipw command

Important: The dsmapipw command displays both the old and new passwords on the
window in plain text. Ensure that you perform this task in a secure area to prevent
password exposure.

3.6.3 Reboot the TPC server

Now that you have completed the configuration steps, reboot the TPC server to ensure that
the environment variables are picked up by DB2.
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3.6.4 Create an offline backup to Tivoli Storage Manager script
We based the script in Example 3-5 on a TPC installation on Windows.
Create two files. The first is the script that you run:
C:\scripts\TPC_backup_offline_tsm.bat

Example 3-5 File C:\scripts\TPC_backup_offline_tsm.bat

echo on

REM This is a sample backup script
REM To backup TPC offline
REM To Tivoli Storage Manager

REM Stopping TotalStorage Productivity Center services
REM == o m e o e e e e

net stop "IBM TotalStorage Productivity Center - Data Server"
net stop "IBM WebSphere Application Server V5 - Device Server"
net stop "IBM WebSphere Application Server V5 - Tivoli Agent Manager"

REM Starting backup of the DB2 databases
REM == == mmmm e e e e e

C:\PROGRA™1\IBM\SQLLIB\BIN\db2cmd.exe /c /w /i db2 -tvf C:\scripts\database_list_offline_tsm.txt

REM Restarting TotalStorage Productivity Center services
REM = mm e e e o e e e e e e e

net start "IBM WebSphere Application Server V5 - Tivoli Agent Manager"
net start "IBM TotalStorage Productivity Center - Data Server"
net start "IBM WebSphere Application Server V5 - Device Server"

REM Offline backup process complete
1

The second file is the DB2 scripted list of databases to backup:
C:\scripts\database_list_offline_tsm.txt

Example 3-6 File C:\scripts\database_list_offline_tsm.txt

backup database IBMCDB use tsm without prompting;
backup database TPCDB use tsm without prompting;

3.7 Online backup to Tivoli Storage Manager setup steps

This section describes the steps that are necessary to configure the TPC databases to
enable for online backup to Tivoli Storage Manager. The significant difference between online
and offline backup is the need to enable archive logging on the databases. As we discussed
in 3.3, “Database backup method considerations” on page 63, operating in this mode
provides many backup and recovery benefits at the expense of increased complexity in the
database operation.

Take time to consider the advantages and disadvantages of archive logging before
continuing with this setup. For full details of DB2 logging methods, refer to the DB2 product
manuals. See IBM DB2 Universal Database Data Recovery and High Availability Guide and
Reference, SC09-4831, for detailed information about this subject.
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Note: You need to stop the TPC and Agent Manager to perform these tasks.

DB2 requires a full backup of each database before you can start the TPC and Agent
Manager databases again after these reconfiguration steps. We include the instructions to
perform a full backup of each database. Allow time in your outage planning for the backups
to complete.

Also, complete the steps in 3.4, “Common backup setup steps” on page 64 to set the
number of backup versions that you want to retain in the history file.

Important: If you set up DB2 for online backup to Tivoli Storage Manager, you cannot
easily change to an online backup to filesystem. You need to choose between these
methods, because you are setting the destination for the archive logging process. If you
decide in the future to change to the online filesystem method, you will need to reconfigure
DB2 to send the archive logs to filesystem. This reconfiguration requires a TPC restart to
complete the task.

It is possible to perform an online backup to filesystem and have the archive logs going to
Tivoli Storage Manager. However, we do not recommend that you do this because the
difficulty of managing and tracking information makes this a poor practice.

Set up and test DB2 to Tivoli Storage Manager integration before you attempt this section.
Use 3.6, “Offline backup to Tivoli Storage Manager setup steps” on page 67. When you are
satisfied that DB2 is communicating with Tivoli Storage Manager and you have performed at
least one successful offline backup, return to this section.

3.7.1 DB2 parameter changes for archive logging to Tivoli Storage Manager

To set up archive logging to Tivoli Storage Manager, complete the following tasks:

1. You need to make a number of parameter choices for the configuration of archive logging
as seen in Table 3-3 on page 74. These parameters determine where DB2 keeps its log
files, the number of log files, and the size of the log files.
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Table 3-3 DB2 parameters

DB2 parameter

Example value

Comment

Primary log path

C:\DB2_active_logs

This is the location where DB2 keeps the
current logs for the database. For best
performance, place these logs on a
separate volume than the volume that
holds the data.

Failed log path

E:\DB2_failed_log

This is the location where DB2 put log files
if the archive process fails. This can
happen if Tivoli Storage Manager is down
or unreachable when DB2 tries to send a
log file to Tivoli Storage Manager.

Number of primary logs

This is the number of primary log files that
DB2 creates in the primary log path. This
example uses a low value. If your TPC
installation will manage many agents and
disk subsystems, you need to increase this
number significantly.

Number of secondary logs

16

This is the number of log files that DB2 can
use if it runs out of primary log space. This
can happen if there are very long running
transactions in the database.

Log file size

2500

This is the size of each primary and
secondary log file. The value is in 4 K
blocks. This example is, therefore, 10 MB
log files.

2. Stop TPC and Agent Manager services using the commands in Example 3-7. You can
also perform this task through the Windows Services interface.

Example 3-7 Windows commands to stop TPC

net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
net stop “IBM WebSphere Application Server V5 - Tivoli Agent Manager”

3. Launch a DB2 command line processor as in Figure 3-8 on page 75 and issue the
commands as in Example 3-8 on page 76.
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Administrator

g’ My Computer

-
g My Network Places

E? Control Panel 3
@ Administrative Tools 3

B Motepad &2 Windows Catalog
4 windows Update

E Productivity Cel @ Accessaries

3
_ @ Administrative Tools 3
Command Line F & 16 ) »

@ Startup
é Internet Explan 5 Internet Explarer
@ Outlook Express @ Information
B WordPad . Remote Assistance @ Monitaring Tools
@ IBM TotalStorage Productivity Center  # @ Set-up Tools
Al Programs @ e Sl »
Log Off @ Shut Down
I&fstart J @ 5 q J 3 c | ‘-, Conitral Center
Figure 3-8 Launch a DB2 command line processor

[ & cCommand Editor

| q Jasc Paint Shop Pro

A command line processor appears as in Figure 3-9.

&+ DB2 CLP - db2setcp.bat DB2SETCP.BAT DB2IEXE A -|o] x|
{c> Copyright IBM Corporation 1993,20082 -
Command Line Processor for DB2 SDK 8.2.8

You can issue database manager commands and SQL statements from the command
prompt . For example:

db2 =» connect to sample

db2 => bind sample.bnd

For general help. type: 7.

For command help, type: ? command. where command can he

the first few keywords of a database manager command. For example:
? CATALOG DATABASE for help on the CATALOG DATABASE command

7 CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode. type GQUIT at the command prompt. Qutside
interactive mode, all commands must be prefixed with ‘db2’.

To list the current command option settings,. type LIST COMMAND OPTIONS.
For more detailed help, refer to the Online Reference Manual.

dh2 =>

Figure 3-9 DB2 command line processor

4. Issue the commands from Example 3-8 on page 76 in the command line processor

window. Substitute your chosen values for the parameters that form part of the UPDATE
DB CFG command. See Table 3-3 on page 74. Note that the final two commands perform

an offline backup of both databases.

Important: The database backups are required after this reconfiguration, and the DB2

databases will not open again until the database backups are completed.
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Example 3-8 DB2 command to configure archive logging to Tivoli Storage Manager

CONNECT TO TPCDB

QUIESCE DATABASE IMMEDIATE FORCE CONNECTIONS
UNQUIESCE DATABASE

CONNECT RESET

UPDATE DB CFG FOR TPCDB USING Togarchmethl TSM failarchpath "E:\DB2_failed_logs" Togprimary
8 Togsecond 16 logfilsiz 2500 newlogpath C:\DB2_active_logs\TPCD

DISCONNECT TPCDC

CONNECT TO IBMCDB

QUIESCE DATABASE IMMEDIATE FORCE CONNECTIONS
UNQUIESCE DATABASE

CONNECT RESET

UPDATE DB CFG FOR IBMCDB USING logarchmethl TSM failarchpath "E:\DB2_failed_logs"
Togprimary 8 logsecond 16 Togfilsiz 2500 newlogpath C:\DB2_active_logs\IBMCDB

DISCONNECT IBMCDB
BACKUP DATABASE TPCDB USE TSM

BACKUP IBMCDB USE TSM

5. When both of the database backups are complete, you can restart Agent Manager and
TPC. Either use the Windows Services interface or issue the commands shown in
Example 3-9 in a command prompt window.

Example 3-9 Start Agent Manager and TPC

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM TotalStorage Productivity Center - Data Server”
net start “IBM WebSphere Application Server V5 - Device Server”

3.7.2 Create online backup script for Tivoli Storage Manager
We based this example on a TPC installation on Windows.

Create two files. The first file is the script (Example 3-10 on page 77) that you run to start the
backup:

C:\scripts\TPC_backup_online_tsm.bat
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Example 3-10 File C:\scripts\TPC_backup_online_tsm.bat

echo on

REM This is a sample backup script
REM To backup TPC online

REM To Tivoli Storage Manager

REM Starting backup of the DB2 databases
REM = e mmm e e e e e e

C:\PROGRA™~I1\IBM\SQLLIB\BIN\db2cmd.exe /c /w /i db2 -tvf C:\scripts\database Tist_online_tsm.txt

REM Offline backup process complete
1

The second file (Example 3-11) is the DB2 scripted list of databases to back up:
C:\scripts\database_list_online_file.txt

Example 3-11 File C:\scripts\database_list_online_tsm.txt

backup database IBMCDB online use tsm without prompting;
backup database TPCDB online use tsm without prompting;

3.8 Online backup to a filesystem setup steps

Performing online backups to a filesystem requires you to set up archive logging to a
filesystem also. When operating with this method, DB2 does not clean up old and no longer
necessary archive log files. Therefore, you need to put processes in place to clean up old log
files after a specific amount of time to prevent the system from filling up. You also need to
plan for this amount of space. The log space required for a TPC database can become many
times larger than the database over a number of weeks.

To be able to restore an online DB2 database taken two weeks ago, for example, you need to
have log files going back to that same date that you can restore. An online DB2 database
backup is not standalone, because you cannot restore the online DB2 database backup
without at least some logs for it to roll forward to a consistent state.

Important: Although it is straightforward to switch between a backup destination of online
to a filesystem and online to Tivoli Storage Manager, it is not so easy to switch the logging
path. To switch the logging from Tivoli Storage Manager to a filesystem requires a stop
and a start of the database and, therefore, a stop and a start of TPC.

We recommend that you choose either Tivoli Storage Manager backup or a filesystem
backup and stay with that specific method.

3.8.1 Set up DB2 archive logging to a filesystem

Set up DB2 archive logging to a filesystem using these steps:

1. You need to make a number of parameter choices to configure archive logging. See
Table 3-4 on page 78. These parameters determine where DB2 will keep its log files, how
many log files to keep, and the size of the log files.
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Table 3-4 DB2 parameters for archive logging to a filesystem

DB2 parameter Example value Comment

Primary log path C:\DB2_active_logs The location where DB2 will keep the
current logs for the database. For best
performance, place the logs on a
separate volume than the data.

Archive log path C:\DB2_archive_logs\TPCD The location where DB2 will archive log
and files for both the TPCD and IBMCDB
C:\DB2_archive_logs\IBMCDB | databases.

Failed log path E:\DB2_failed_log This is alocation where DB2 will put log
files if the archive process fails, which
can happen if the filesystem for the
primary logs fills up. Choose a location
that is NOT on the same filesystem as
the archive logs.

Number of primary logs | 8 This is the number of primary log files
DB2 will create in the primary log path.
This example uses a low value. If your
TPC installation will manage many
agents and disk subsystems, you will
need to increase this number

significantly.
Number of secondary 16 This is the number of logs that DB2 can
logs use if it runs out of primary log space.

This can happen if there are very long
running transactions in the database.

Log file size 2500 This is the size of each primary and
secondary log file. The value is in 4 k
blocks. This example is, therefore, 10
MB log files.

2. Choose a filesystem path to store the DB2 database backups.

Table 3-5 Filesystem location for database backups

Database backup path

E\TPC_database_backups

3. Stop TPC and Agent Manager services by using the commands in Example 3-12. You can
also perform this task through the Windows Services interface.

Example 3-12 Windows commands to stop TPC

net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
net stop “IBM WebSphere Application Server V5 - Tivoli Agent Manager”

4. Launch a DB2 command line processor as shown in Figure 3-10 on page 79 and issue the
commands in the command line processor.
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Figure 3-10 Launch a DB2 command line processor

Command Editor
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5. A DB2 command line processor appears as in Figure 3-11.

= DBZ CLP - db2setcp.bat DB2SETCP.BAT DB2.EXE A B - ol x|
{c> Copyright IBM Corporation 1993.2882 ﬂ

Command Line Processor for DB2 SDK 8.2.8

You can issue database manager commands and 5QL statements from the command
prompt. For example:

db2 => connect to sample

db2 => bhind sample.bnd

For general help. type: 7.

For command help. type: ? command. where command can be

the first few keywords of a database manager command. For example:
7 CATALOG DATABASE for help on the CATALOG DATABASE command

? CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode, type QUIT at the command prompt Qutside
interactive mode., all commands must he prefixed with ‘db2’

To list the current command option settings. type LIST COHHHND OPTIONS .
For more detailed help. refer to the Online Reference Manual.

dh2 =» _

Figure 3-11  DB2 command line processor

6. Issue the commands from Example 3-13 on page 80 in the command line processor

window. Substitute your chosen values for the parameters that form part of the UPDATE
DB CFG command. See Table 3-4 on page 78. Note that the final two commands perform

an offline backup of both databases.

Important: The offline backup of both databases is required after the reconfiguration;

the DB2 databases will not open until the backups are complete.
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Example 3-13 DB2 command to configure archive logging to a filesystem

CONNECT TO TPCDB

QUIESCE DATABASE IMMEDIATE FORCE CONNECTIONS

UNQUIESCE DATABASE

CONNECT RESET

UPDATE DB CFG FOR TPCDB USING Togarchmethl “DISK:C:\DB2_archive_logs” failarchpath
"E:\DB2_failed_logs" Togprimary 8 logsecond 16 Togfilsiz 2500 newlogpath
C:\DB2_active_logs\TPCD

DISCONNECT TPCDC

CONNECT TO IBMCDB

QUIESCE DATABASE IMMEDIATE FORCE CONNECTIONS

UNQUIESCE DATABASE

CONNECT RESET

UPDATE DB CFG FOR IBMCDB USING Togarchmethl “DISK:C:\DB”_archive_logs® failarchpath
"E:\DB2_failed_logs" logprimary 8 Togsecond 16 Togfilsiz 2500 newlogpath
C:\DB2_active_logs\IBMCDB

DISCONNECT IBMCDB

BACKUP DATABASE TPCDB TO “E:\TPC_database_backups”
BACKUP IBMCDB IBMCDB TO “E:\TPC_database_backups

7. When both of the database backups complete, you can restart Agent Manager and TPC.
Either use the Windows Services interface or issue the commands shown in
Example 3-14 in a command prompt window.

Example 3-14 Start Agent Manager and TPC

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM TotalStorage Productivity Center - Data Server”
net start “IBM WebSphere Application Server V5 - Device Server”

3.8.2 Create online backup script to filesystem

80

Create these files to control the backup process for online backup to filesystem output. We
based this example on a TPC installation on Windows.

Create two files. The first file is the script that you run to start the backup.

C:\scripts\TPC_backup_online_file.bat
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Example 3-15 File C:\scripts\TPC_backup_online_file.bat

echo on

REM This is a sample backup script
REM To backup TPC online

REM To filesystem

REM Starting backup of the DB2 databases
REM = e mmm e e e e e e

C:\PROGRA™~I1\IBM\SQLLIB\BIN\db2cmd.exe /c /w /i db2 -tvf C:\scripts\database Tist_online_file.txt

REM Offline backup process complete
1

The second file is the DB2 scripted list of databases to backup.
C:\scripts\database_list_online_file.txt - The DB2 scripted list of databases to backup.

Example 3-16 File C:\scripts\database_list_online_file.txt

backup database IBMCDB online to “E:\TPC_database backups®” without prompting;
backup database TPCDB online to “E:\TPC_database backups” without prompting;

3.9 Performing offline database backups

This section describes how to perform the offline backup of the TPC databases.

Running an offline DB2 database backup takes TPC out of service for the period of the
backup. This impacts data collections from CIMOMs, and you might miss other infrastructure
events.

Make sure that you understand the impact of stopping TPC in your environment before
proceeding. If your environment cannot tolerate regular stoppages of TPC for a backup
operation, consider configuring and using online backup.

3.9.1 Performing an offline backup to a filesystem

Important: You must complete the initial steps as detailed in 3.4, “Common backup setup
steps” on page 64 before you can start to perform offline backups.

To perform an offline backup to a filesystem, run the TPC_backup_offline_file.bat script
in a command window as seen in Figure 3-12 on page 82. This script stops the TPC and
Agent Manager processes, performs a backup of the two DB2 databases to the location
specified in the scripts, and then restarts the services.
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e CHWINDOWS' system 324 cmd.exe - TPC_bac

C:snscripts »TPC_bhackup_offline_file.hat .
C:scriptsrecho on

C:sscripts»*REM This is a sample backup script

C:sscripts>REM To backup TPC offline

C:sscripts>REM To disk filesystems

C:sscripts *REM Stopping TotalStorage Productivity Center services

C:~scripts *REM

C:sscriptsinet stop "IBM TotalStorage Productivity Center — Data Server'

The IBM TotalStorage Productivity Center — Data Server service is stopping.

The IBM TotalStorage Productivity Center — Data Server service was stopped succe
sefully.

C:sscripts>net stop "IBM WehSphere Application Sewrver US — Device Server'

Figure 3-12 Running an offline backup to a filesystem

3.9.2 Performing an offline backup to Tivoli Storage Manager

To perform an offline backup to Tivoli Storage Manager, run the
TPC_backup_offline_tsm.bat script in a command window as seen in Figure 3-13.

Note: You must complete the initial setup steps that we detail in 3.6, “Offline backup to
Tivoli Storage Manager setup steps” on page 67 before you can start to perform offline
backups.

Running an offline DB2 database backup takes TPC out of service for the period of the
backup. Make sure it is acceptable to take TPC out of service before you proceed.

WINDDWS' system32 . cmd.exe I ]

ssnscripts>REM This is a sample backup script
:snscripts>REM To backup TPC offline

LD

:sngcpripts>HREM To Tivolii Storage Manager
:snscripts >REM Stopping TotalStorage Productivity Center sevvices
ssnecripts *REM

isnscripts?net stop "IBM TotalStorage Productivity Center — Data Server”

he IBH TotalStorage Productivity Center — Data Server service is stopping.

he IBM TotalStorage Productivity Center — Data Server service was stopped succe
sfully.

C:sscriptsrnet stop "IBM UehSphere Application Server US — Device Server"
The IBM WehSphere Application Server US — Device Server service was stopped succ

ezsfully.

C:scripts>net stop "IBM UehSphere Application Server US — Tivoli Agent Manager'

[ |

Figure 3-13 Running an offline backup to Tivoli Storage Manager
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3.10 Performing online database backup

This section describes how to run online backups of the TPC databases. By running the
backups online (or kot), it is not necessary to stop the TPC services, which means that the
backup process does not interrupt processes, such as performance data collection.

Note: Before you can perform online DB2 backup, you must configure Tivoli Storage
Manager to DB2 communication and DB2 archive logging to Tivoli Storage Manager or
DB2 to filesystem logging.

If you plan to use online backup to Tivoli Storage Manager, perform the setup steps in 3.6,
“Offline backup to Tivoli Storage Manager setup steps” on page 67 and 3.7, “Online
backup to Tivoli Storage Manager setup steps” on page 72.

3.10.1 Performing an online database backup to Tivoli Storage Manager

This section describes how to run an online backup of the TPC databases to Tivoli Storage
Manager and assumes that you have run the appropriate setup steps.

To perform the backup, run the C:\scripts\TPC_backup_online_TSM.bat scriptin a command
window as seen in Figure 3-14.

o L WINDDWSh system32h cnd.exe ‘ ‘ 10| =l

backup databaze IBMCDB online use tsm without prompting ﬂ

Backup successful. The timestamp for thiz backup image iz : 208618121685624

backup databaze TPCDE online use tszm without prompting

Figure 3-14 Running an online backup to Tivoli Storage Manager

3.10.2 Performing an online backup to a filesystem

This section describes how to run an online backup of the TPC databases to filesystem
output files. It assumes that you have already completed the necessary setup steps detailed
in 3.8, “Online backup to a filesystem setup steps” on page 77.

To perform the backup, run the C:\scripts\TPC_backup_online_file.bat scriptin a
command window as seen in Figure 3-15 on page 84.
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o CHWINDOWS  system 32 crnd.exe = |EI|5|
backup databasze IBMCDB to "E:“\TPC_database_backups'" without prompting :fj

Backup successzful. The timestamp for thiz backup image iz : 20861811188224

bhackup databaze TPCDB online to "E:“~TPC_databasze_backups" without prompting

Figure 3-15 Performing an online backup to filesystem output

3.11 Other backup considerations

Apart from the DB2 databases, there are a number of important files and directories to back
up to preserve the state of a TPC server installation.

We recommend that you back up all files under the TPC and Agent Manager install
directories. Additionally, the Tivoli GUID is stored in the Registry on Windows. Ensure that
you also preserve this Tivoli GUID.

Important Agent Manager files to secure are:

» Agent_Manager_install_dir>/o0s.guid

» Agent_Manager_install_dir>/certs/CARootKeyRing.jks

» Agent_Manager_install_dir>/certs/CARootKey.pwd

» Agent_Manager_install_dir>/agentManagerKeys.jks

» Agent_Manager_install_dir>/agentManagerTrust.jks

Important TPC server directories to secure are:

» TPC_Server_install_dir/config/

» TPC_Server_install_dir/data/config/

» TPC_Server_install_dir/device/conf/

These directories contain the various configuration files for your installation. It is important to

save these directories, because they might be customized configurations and not the defaults
configurations.

3.12 Managing database backup versions

In this section, we intend to give you an overview of the maintenance processes for which you
need to plan. You need to maintain the desired number of TPC database backup versions on
a filesystem or Tivoli Storage Manager. DB2 does not prune older versions automatically.
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3.12.1 Managing backup versions for a filesystem

This section describes what you need to know to manage DB2 backups that were performed
to disk. DB2 does not automatically manage the deletion of the unwanted database backups
or archive logs from the filesystem. You need to create a maintenance plan to delete the old

backups. If you plan to use online backup to a filesystem, you need to create a plan to delete
the old archive logs.

How does DB2 organize backups on a filesystem

When you perform a backup to a filesystem, you supply the backup script with a path to use.
DB2 creates a path structure under this directory to organize the backup data. Figure 3-16
shows a backup of the TPCDB database.

The example in Figure 3-16 shows a backup that was taken on September 2nd 2006 at 15:30
and 29 seconds. DB2 timestamps all backups in this way. If multiple database backups were
performed on the same day, there are multiple files in the same date directory, for example,

the 20061002 directory in this case. A similar structure is created for the IBMCDB database.

Tomorrow, when a backup is made, another directory under CATNOOOO is created that is
made up of the date in YYYYMMDD format (20061003) and so on.

Plan to delete old backup directories and contents to suit the requirements of your backup
and recovery policy.

Note: If you plan to use another tool to copy this disk backup to tape, you can delete the
entire directory from TPCDB.0 downwards each day when the tape backup is complete.
DB2 will recreate it again at the next backup cycle. Be sure to restore the database backup
files to the same path that they came from before you attempt a DB2 restore.

= % My Computer
A4 31 Floppy (A2
o Local Disk (C:)
s D Drive (D)

0m#

12 temp

(= i Y o= 4

=]

8 E:\TPC_database_backups),TPCDB.0\DB2 NODEODOD'CATNODOD} 200610020, =0l
File Edit Miew Favorites Tools Help | !':'
P Back ~ ) - ¥ | ' Bearch ¢ Folders @ X ) | [
Address |_) E:\TPC_database_backups| TPCDE, 0\DB2\MODENNONCATNONON, 20061002 =
Folders N X—l Mame  ~ ] Size | Type | Date Modified I Attributes [
(2} Desktop | @733029.001 73,745 KB 001 File 02/10/2006 15:31 &
+ ) My Documents

% Backup drive (E:
|2) DBZ_failed_logs

= I TPC_database_backups
B [C3) TPCDE.D

= ) NODEODOD
) CATNOOOD
20061002 -

)

|1 ohjects (Disk free space: 1.

32 GE 72,0 MB |4 My Computer 4

Figure 3-16 DB2 backup filesystem structure

3.12.2 Managing archive log files on a filesystem

It is necessary to configure DB2 to use archive logging if you plan to perform online backups.
If you plan to perform online backups to disk, you also need to maintain the archive logs
directory on a regular basis.
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Figure 3-17 shows the directory structure for logging on to the TPCDB database. Over time,
this directory will fill up with logs. If your recovery policy is to keep backup versions for five
days, you must keep logs in this directory for at least the same period of time, because you
cannot restore an online backup without logs from the same date and time in order to make
the recovery valid.

Notice that the directory that holds the logs is named C0000000. This is the log cycle number.
If you restore the database, the cycle number increments by one and starts in C0000001 and
so on. Ensure that any automated deletion process that you implement can handle this
numbering.

@ C:\DB2_archive_logs',DB2, TPCDB}NODEODDO',CO000000 f o[]S

File Edit Miew Favorites Tools Help | -

QBak - &3 - (¥ | ! Search | [ Folders | & o X ) | -
Address I_} CDEZ_archive_logs\DE2Y TPCDENODEQDOD,CO000000 L] a Go

Folders x | Size | Twpe i [ate Modified | Attributes
@ Desktop - 260 KE  Text Document 02/ 10/2006 17:56 A
'D My Documents 10,008 KB Text Document 03f10/2006 03:39 &
= j My Computer
& 314 Floppy (A
= S Local Disk ()
5 DBz
|2 DBZ_active_logs
= |[Z) DEZ_archive_logs
Sl
|2 TOOLSDE
B [C5) TPCDE
= |2 NODEDDDD
() 0000000
|2 DBZ_archive_logs_sec
|2 DB2_backups
|2 Documents and Settings
|20 Program Files b
|2) screenshoots
|20 scripts
120 tsm
120 tsm_images
12 WINDOWS

12 wmpub -
«| | »

|2 ohjects {Disk free space: 1,10 GE) |10.D ME | :} My Computer 4

2 s0000001 Lo

Figure 3-17 Cleaning out unwanted DBZ2 archive logs from the filesystem

3.12.3 Managing backup versions that you store in Tivoli Storage Manager

This section describes how to maintain, view, and delete backup data and archive logs that
you have sent to Tivoli Storage Manager. DB2 does not automatically prune backup versions

and log files from Tivoli Storage Manager. You need to use the db2adut1 tool to perform these
housekeeping functions.

Note: This section is not intended to be a comprehensive guide to the db2adut1 tool. The
intent here is to detail the commands that you likely need to maintain the data that is held
in Tivoli Storage Manager on a regular basis.

What is the db2adutl command
The command line tool, db2adut1, communicates with Tivoli Storage Manager through its API
interface. Use this tool to interrogate the backup and archive log data that is stored in Tivoli

Storage Manager at any one time, verify that you no longer require old backups, and delete
unnecessary old backups.
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Why do | need to use db2adutl

When DB2 stores a backup session in Tivoli Storage Manager, DB2 always stores the
backup session with a unique file name, which is the timestamp when the backup was made.
This means that these backup versions never get superseded by a new version with the
same file name. The backup files remain “active” versions in Tivoli Storage Manager, and,
therefore, Tivoli Storage Manager never deletes the backup versions. Use the command,
db2adut1, to select unwanted backup versions and tell Tivoli Storage Manager to flag them as
“‘inactive.” This way, Tivoli Storage Manager then deletes them over time based on the
standard policy rules that the Tivoli Storage Manager administrator set.

You handle DB2 archive logs differently. They are stored in Tivoli Storage Manager as
“archive” data, which means Tivoli Storage Manager retains them for a set period of time
based on its policies. You can use db2adut1 to explicitly remove DB2 archive logs, but if Tivoli
Storage Manager archive retention policy is set appropriately, this is not necessary.

Important: Make sure that the Tivoli Storage Manager archive retention policy that you
use to store the DB2 logs is set for a sufficient period of time to allow recovery of your
oldest database backup. However, you also want to make sure that the policy for the
retention period is not so long that it wastes storage space in Tivoli Storage Manager.

How to query backups held in Tivoli Storage Manager
Next, we discuss how to query backups that are held in Tivoli Storage Manager.

Note: Database names are case sensitive in these commands. Make sure that they are
uppercase. You invoke db2adut1 from a standard Windows CMD window. You have
already set the path information for this command by the DB2 installation process. This
might not be true for UNIX platforms. This command is normally in the SQLLIB\bin
directory of DB2.

The versions of db2adut1 to query database backup versions are:

» This command lists all the database versions and the logs that are held for all databases
stored in Tivoli Storage Manager, TPCDB, and IBMCDB, in this case.

db2adutl query

» This command lists all database versions and logs for the TPCDB database. Note that the
database name is case sensitive and is in capital letters.

db2adut1 query database TPCDB

Figure 3-18 on page 88 shows the sample output from this command. The output shows
that two database backups are stored in Tivoli Storage Manager as well as six archive
logs.

» This command has a shorter output. It lists only the database backup versions and the
archive logs.

db2adutl query full
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@

A DB2 CLP

G:wrdb2adut]l guery database TPCDB
Query for database TPCDB

Retrieving FULL DATABASE BACKUP information.

Time: 208689251@5323 0ldest log: SAPAAAAG _LOG DB Partition Humber: @
Sessions: 1
o 2 Time: 20868922170822 Oldest log: S00000G5.LOG DB Partition Number: @
ESS10Ns

Retrieving INCREMENTAL DATABASE BACKUP information.
Ho IHCREMENTAL DATABASE BACKUP images found for TPCDB

JRetrieving DELTA DATABASE BACKUP information.
No DELTA DATABASE BACKUFP images found for TPCDB

|Retrieving TABLESPACE BACKUP information.
Mo TABLESPACE BACKUP images found for TPCDB

JRetrieving INCREMENTAL TABLESPACE BACKUP information.
No INCREMENTAL TABLESPACE BACKUP images found for TPCDB

JRetrieving DELTA TABLESPACE BACKUFP information.
Mo DELTA TABLESPACE BACKUP imagez found for TPCDB X

JRetrieving LOAD COPY information.
Mo LOAD COPY images found for TPCDE

Retrieving LOG ARCHIVE information.

Log file: 5A@AAAR5.LOG. Chain Mum:
B7-22-19 .18 .86

Log file: SA@AAAA6 .LOG, Chain Num:
@7-25-14.11 .81

Log file: S88080807.L0OG. Chain Num:
A7-25-17_24 .13

Log file: S5AAAAAAS.LOG. Chain Hum:
@7-25-18.16.22

Log file: SBA@AABHEE .LOG, Chain Num:
@7-25-18_28 41

Log file: 5A@AAAAY?.LOG. Chain Mum:
@7-25-18.48.13

» DB Partition Humber: B, Taken at: 2ZBB6—
» Taken at: 2086
» Taken at: 2886
» Taken at: 2886

- Taken at: 28686

» DB Partition Number:
» DB Partition Humber:
» DB Partition Number:
. DB Partition Humber:
- DB Partition Humber: B, Taken at: 2ZBB6—

HERY

Figure 3-18 Sample output from a db2adutl query database TPCDB command

Deleting backup versions held in Tivoli Storage Manager
The following commands and examples show how to delete database backup versions that
are held in Tivoli Storage Manager:

» This command deletes backup versions from Tivoli Storage Manager that are older than
three days. This type of command is useful, because you can easily script it to run each
day to remove the next oldest backup.

db2adutl1 delete full older than 3 days

Or specify a database name:

db2adutl delete full older than 3 days database IBMCDB

Figure 3-19 on page 89 gives you an example of running this command.

» This command deletes all backup versions from Tivoli Storage Manager, except for the
last three versions. Again, this command is useful when scripting an automatic process.

db2adut1 delete full keep 3
O specify a database name:
db2adutl delete full keep 3 database IBMCDB
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7]

» DBZ CLP

C:“Program Files~IBM~\SQLLIB~BIN>dh2adutl delete full older than 3 days
Query for database TPCDB I

Retrieving FULL DATABASE BACKUP information.
Taken at: 288608%721134314 DB Partition Mumber: 8 Sesszions: 1
Taken at: Z28068720123786 DB Partition Mumber: 8 Sessions: 1
Do you want to delete these backup images (Y/N>7 y
Are you sure (Y NIT y

The current delete transaction failed. You do not have
sufficient authorization. Attempting to deactivate
backup image(s?> instead...

Success.

Retrieving INCREMENTAL DATABASE BACKUP information.
Mo INCREMENTAL DATABASE BACKUP images found for TPCDB

Retrieving DELTA DATABASE BACKUP information.
Mo DELTA DATABASE BACKUP images found for TPCDB

C:~Program Files“IBM~SQLLIB~BIN>

Figure 3-19 Example of a db2adutl delete full older than 3 days command

Managing DB2 archive log files in Tivoli Storage Manager
The following commands are an example of how to delete database archive logs from Tivoli
Storage Manager.

You invoke the db2adut1 command from a standard Windows CMD window.

Important: Be careful when you delete archive log files. If you delete logs that are still
needed for some of your backup versions, you render those backups useless.

Archive logs only exist in Tivoli Storage Manager if you have configured archive logging so
that online backup is possible.

Ask the Tivoli Storage Manager administrator to configure Tivoli Storage Manager to
delete the archive logs on a regular basis by configuring the Tivoli Storage Manager
“archive copy group” that DB2 uses. Set a retention period that suits your needs. If you use
a general purpose archive copy group, Tivoli Storage Manager might keep all archive logs
for several years causing unnecessary usage of the storage in your Tivoli Storage
Manager environment.

» To delete archive logs, first query the Tivoli Storage Manager server to establish which
logs you want to delete. Figure 3-18 on page 88 shows example output.

To query the Tivoli Storage Manager server for the TPCDB database, issue the command:
db2adut1 query database TPCDB

Look at the “oldest log” number against the oldest backup version. In the case shown in
Figure 3-18 on page 88, it is S0000005.1og.

Then, look at the list of log files from the same output to see if there are any earlier logs. If
there are earlier logs and you do not want to wait for Tivoli Storage Manager to expire
them, use the follow command to delete them. See Figure 3-20 on page 90.

db2adutl delete logs between S0000001 and S0000004 database TPCDB
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Tip: When specifying log numbers, you need to add the “S” at the start of the number but
not the “.LOG” at the end.

Use the same process for deleting archive logs from the IBMCDB database by changing
the database name in the db2adut1 commands.

v DB2 CLP

C:~Program Files“~IBM“\SQLLIB“BIMN*db2adutl delete logs hetween sHABBAAL and s EEEEEI
A4

Query for database TPCDB

Retrieving LOG ARCHIVE information.
Log file: 580@80A1 .LOG, Chain Mum: A, DB Partition Mumber: B, Taken at: 2066
189-22-17.38 .44
Do youw want to delete this log image (¥/N)? vu
Are you sure (Y /NIT? y
Log file: 58088002 .LOG, Chain Mum: A, DB Partition Mumber: B, Taken at: 2086
189-22-17.42 .33
Do youw want to delete this log image (¥/N)?7 u
Are you sure (Y /NIT? y
Log file: 588880A3 .LOG, Chain Mum: A, DB Partition Mumber: B, Taken at: 2H@A6H—|
189 -22-17_47.27
Do youw want to delete this log image (¥/N>)? y
Are you sure (Y /NIT? y
Log file: 58088084 ._.L0G, Chain Mum: A, DB Partition Mumber: B, Taken at: 2086
|89-22-18_48.25
Do you want to delete this log image (¥/N>)7 u
Are you sure (Y /NIT y

C:~Program Files“\IBM\SQLLIB~BINX>

bid
Figure 3-20 Example command to delete DB2 archive logs

3.13 Restoring the TPC databases
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This section describes the steps necessary to restore the DB2 repository databases for TPC.
As with the backup process, restoring from an online backup is more complex than restoring
from an offline backup.

Restoring from an offline backup is a simple point-in-time exercise. Because the database
was stopped at the time of the offline backup, it is logically consistent and you can restore the
data “as is.” However, circular logging does not offer the ability to roll forward through
database changes using the logs to recover to an exact point-in-time. Therefore, if you take a
database backup on a 24 hour cycle, you lose updates to the TPC repository that were made
between these points.

When you configure archive logging, you have the ability to restore a backup and then roll
forward through the logs to any point-in-time to minimize data loss. This gives you an
enhanced level of protection to the TPC repository data at the expense of more complexity in
the process. You cannot simply restore a backup taken online as is, because an online
backup is not logically consistent in its own right. Following an online restore, some roll
forward is necessary to bring the restored database to a consistent and usable state.

Finally, we do not intend for this section to be a comprehensive guide to the DB2 restore
commands. We intend to give you the basic restore functions that you need to recover a
database from both filesystem and Tivoli Storage Manager backups. See IBM DB2 Universal
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Database™ Data Recovery and High Availability Guide and Reference, SC09-4831, for
detailed information about this subject.

3.13.1 Restoring from offline backups

Restoring from an offline backup is the most simple type of restore. It brings the database
back to the specific point-in-time that the backup was taken. You can then restart TPC.

Restoring an offline backup from a filesystem or Tivoli Storage Manager
This is the basic set of steps to perform a restore from an offline backup:

1. Stop the TPC services if they are still running.
Choose the backup image from which to restore.
Restore both the TPCDB and IBMCDB databases.
Restart the TPC services.

o > 0N

Resolve potential agent issues after you restore. For more information, see “Potential
agent issues after the restore” on page 100.

Stop the TPC services
Stop the TPC services on Windows using the commands in Example 3-17.

Example 3-17 Windows commands to stop TPC

net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
net stop “IBM WebSphere Application Server V5 - Tivoli Agent Manager”

Choose the backup image to restore from filesystem
If the backup image that you require is stored in Tivoli Storage Manager, skip to the next step.

Use either Windows Explorer to look at the filesystem where you stored the backups and
choose a backup image from which to restore, or use the DB2 command 1ist history
backup all for TPCDB (in a DB2 command window) to see a list of the backup versions that
are available.

Figure 3-21 on page 92 shows that a backup image for the TPCDB database from the date
directory 20061002 with a backup time of 153029 has been selected. This translates to 2
October 2006 at 15:30:29.

Repeat this exercise for the IBMCDB database.
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@ E:, TPC_database_backups', TPCDB.04DE2NDDEODDD',CATND OO0 20061002 ] [
File Edit ‘Wiew Favorites Tools Help | 1','
Q Back - J - ? | - Search ﬁ: Folders | 3# IE X K’ | '
Address |:| E:\TPC_database_backups|TPCDE, 0\DEZ4NODEOODOLCATNOONO,2006 1002 j Go
Folders X || Mame =~ | Sizel Type | Date Modified |
@ peskion | B N 73,743KB  001Fie 02/10/2006 15:31
() My Documents 175614.001 83,036 KB 001 Fie 02{10/2008 17:56
= j Iy Computer
5, 31 Floppy (A2
“e® Local Disk (1)
i CD Drive (D1}
=] % Backup drive (E:)
|2) DBZ_failed_logs
) temp
= |2 TPC_database_backups
B [C3) TPCOE.O
B ) DBz
= I[Z) MODEQOOO o
= [Z) CATMOOO0
(2 20061002
|2) 20061003
“* Removable Disk (F:) -
<| = " (oom
[Type: 001 File Dats Modified: 02/10/2006 15:31 Size: 72.0 MB 72,0 MB [ My Computer 4

Figure 3-21 Viewing backup versions available for restore

You will have two backup image timestamps. For example:
» TPCDB database - 20061002153029
» |IBMCDB database - 20061002152837

You need these timestamp numbers for the next step, “Restore TPCDB and IBMCDB
databases (offline)” on page 93.

Note: The timestamps from the two databases are not the same, because they are backed
up sequentially.

Choose a backup image to restore from Tivoli Storage Manager

If you have chosen a backup image from the filesystem, skip this step and move on to
“Restore TPCDB and IBMCDB databases (offline)” on page 93.

To search for a backup image in Tivoli Storage Manager, use the db2adut1 command:
» For the TPCDB database, issue db2adutl query full database TPCDB
» For the IBMCDB database, issue db2adut1 query full database IBMCDB

Figure 3-22 on page 93 shows example output from the db2adut1 command for the TPCDB
database.
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\WINDDOWS' system32'cmd.exe =] oS

C:“Documents and Settings“Administrator>dbZadutl guery full database TPCDB
Query for database TPCDB

Hetrieving FULL DATABASE BACKUFP information.
A 1 Timei 20060925105323 O0ldest log: 588AABA6 .LOG DB Partition Mumber: @
eszions:

2 Time: 20060922170822 O0ldest log: £0080A0A5.LOG DB Partition Number: 8
Bessions: 1

Retrieving IMCREMENMTAL DATABASE BACKUFP information.
No TMCREMENTAL DATABASE BACKUP images found for TPCDB

Hetrieving DELTA DATABASE BACKUFP information.
No DELTA DATABASE BACKUP images found for TPCDB

C:~Documents and Settings“Administrator>_

-

Figure 3-22 Command db2adutl example to query backup versions available

You end up with two backup image timestamps. For example:
» TPCDB database - 20060925105323
» IBMCDB database - 20060925105100

You need these timestamp numbers for the next step.

Restore TPCDB and IBMCDB databases (offline)
To restore the databases, launch a DB2 command line processor window.

Adminisirator

@ Manage Your Server

s
AL { Windows Explorer

ﬂ Command Prompk
o

Iﬂ Motepad B2 Windows Catalog »
) 4 windows Update

g’ My Computer

-
‘g My Network Places

Ba Control Panel 3

% Administrative Tools 3

Productivity Cel @ ArEEEEEe
@ Administrative Tools

Command Line F [N

@ Startup
g Internet Explan 5 Internet Explarer
- @ Outlook Express @ Information
j WordPad .. Remote Assistance @ Monitaring Tools
@ IBM TotalStorage Productivity Center  # @ Set-up Tools
AllBrograms @ e Sl »
Log Off @ Shut Down
Iﬂfstart J @ 5 q J 3 c | P Coritral Center
Figure 3-23 Launch a DB2 command line processor

| q Jasc Paint Shop Pro

A command line processor appears as in Figure 3-24 on page 94.
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¢ DB2 CLP - dbZsetcp.bat DBZSETCP.BAT DBZ.EXE = II:IIiI
(c> Copyright IBM Corporation 1993.28082 ﬂ

Command Line Processor for DB2 S5DK 8.2.8

You can issue database manager commands and SQL statements from the command
prompt. For example:

db2 => connect to sample
db2 => bind sample.bnd

For general help, type: 7.

For command help, type: 7 command. where command can he

the first few keywords of a database manager command. Fopr example:
7 CATALOG DATABASE for help on the CATALOG DATABASE command

7 CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode,. type GQUIT at the command prompt. Outside
interactive mode, all commands must he prefixed with ‘dbh2'.

To list the current command option settings, type LIST COMMAND OPTIONS.
For more detailed help, refer to the Online Reference Manual.

db2 =>

Figure 3-24 DB2 command line processor

To restore from filesystem backups, issue the commands in Example 3-18 in the DB2
command line processor using the timestamps that you have selected.

Example 3-18 Restore command from filesystem backups

restore database TPCDB from “E:\TPC database backups® taken at 20061002153029
restore database IBMCDB from “E:\TPC_database backups® taken at 20061002152837

If you restore from Tivoli Storage Manager, use the commands that are shown in
Example 3-19.

Example 3-19 Restore command from Tivoli Storage Manager backups

restore database TPCDB use TSM taken at 20060925105323
restore database IBMCDB use TSM taken at 20060925105100

Figure 3-25 on page 95 shows an example of the restore process dialog for the TPCDB
database restore process from a filesystem.
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o DBZ CLP - dbZsetcp.bat DBEZSETCP.BAT DBZ.EXE = IDIiI
ommand Line Processor for DBZ SDK B.2.8

ou can issue database manager commands and SQL statements from the command
rompt. For example:

db2 => connect to sample

db2 => bind sample.bnd

or general help, type: 7.

or command help, type: 7 command. where command can he

he first few keywords of a database manager command. For example:
7 CATALOG DATABASE for help on the CATALOG DATABASE command

7 CATALOG for help on all of the CATALOG commands.

o exit db2 interactive mode,. type QUIT at the command prompt. Outszide
interactive mode, all commands must he prefixed with ‘dbh2'.
o list the current command option settings, type LIST COMMAND OPTIONS.

or more detailed help,., refer to the Online Reference Manual.

b2 =» vestore database TPCDB from "E:“\TPC_database_backups” taken at 2BH6180215
aze

QL2539W UWarning?! Restoring to an existing databasze that is the same as the bha
kup image database. The database files will he deleted.

o you want to continue 7 {(ys/n> y

B2WAAAI The RESTORE DATABASE command completed successfully.

h2 =>

Figure 3-25 Example of offline restore of TPCDB from a filesystem

Restart the TPC services

When you have restored the TPC and IBMCDB databases, restart the TPC services to bring
the server back online. To do this on a Windows TPC server, issue the commands, which are
shown in Example 3-17 on page 91, in a command window.

Example 3-20 Example 3-17 on page 91 Windows commands to start TPC

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM TotalStorage Productivity Center - Data Server”
net start “IBM WebSphere Application Server V5 - Device Server”

3.13.2 Restoring from online backups

Restoring from an online backup can be more complex than restoring from an offline backup,
because there are more choices about what to do after you restore the backup image.

You might restore to a backup image from a week ago, because you actually want your TPC
environment put back to that point. You might want to restore from the last known good
backup and roll forward through the archive logs to get your TPC databases as close as
possible to the point before the problem occurred that triggered the need to restore.

Restoring an online backup from a filesystem or Tivoli Storage Manager
This is the basic set of steps to perform a restore from an online backup:

Stop the TPC services if they are not already stopped.
Choose the backup image from which to restore.
Restore the TPCDB and IBMCDB databases.

Roll forward the database.

Restart the TPC services.

I

Resolve any new agent issues after you restore.
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Stop the TPC services

Stop the TPC services on Windows using the commands in Example 3-21. The services
might already be stopped if something is broken.

Example 3-21 Windows commands to stop TPC

net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
net stop “IBM WebSphere Application Server V5 - Tivoli Agent Manager”

Choose the backup image from which to restore

Choose a backup image from which to restore using the same process as you use for offline
backups.

See “Choose the backup image to restore from filesystem” on page 91 or “Choose a backup
image to restore from Tivoli Storage Manager” on page 92.

Restore the TPCDB and IBMCDB databases (online)

The initial process of restoring a database that was taken online is the same as the offline
process. However, when you complete the restore, you are not ready to use the database.
After you restore the backup, the database status is “Roll-Forward Pending.” The next section
explains how to proceed from this point.

To restore the databases, launch a DB2 command line processor window as seen in
Figure 3-26.

Adminisiralor

g Manage Your Server

o
'/ windows Explorer
=

m Command Prompt

@ Motepad A2 Windows Catalog
5“ ‘Windows Update

oductivity Cel @ WrEEEEES
@ Administrative Tools

g’ My Computer

-
g My Network Places

E? Control Panel 3

5&3 Administrative Taols 3

Command Line F [=aENEeRa=e)
2o .@ Startup
g Internet Explan & Inkernet Explarer
@ Cutlook Express @ Information
2 WordPad .. Remote Assistance 7 Monitoring Tools

@ IBM TotalStorage Productivity Center  # @ Set-up Tools

All Erograms I Jasc Software 3
togoff  [8] shut Down
[@#istare | @ & & | o | & control center
Figure 3-26 Launch a DB2 command line processor

| q Jasc Paint Shop Pro

A command line processor appears as in Figure 3-27 on page 97.
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¢« DB2 CLP - db2setcp.bat DB2SETCP.BAT DB2.EXE o =]

{c> Copyright IBM Corporation 1993.2882 -
Command Line Processor for DB2 SDK 8.2.8

You can issue database manager commands and 5QL statements from the command
prompt. For example:

db2 => connect to sample

db2 => bind sample.bnd

For general help. type: 7.

For command help. type: ? command. where command can be

the first few keywords of a database manager command. For example:
? CATALOG DATABASE for help on the CATALOG DATABASE command

? CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode, type QUIT at the command prompt. Outside
interactive mode., all commands must he prefixed with ‘db2’.

To list the current command option settings. type LIST COMMAND OPTIONS.
For more detailed help. refer to the Online Reference Manual.

dh2 =»> _

Figure 3-27 DB2 command line processor

To restore the databases from filesystem backups, issue the commands in Example 3-22 in
the DB2 command line processor using the timestamps that you have selected.
Example 3-22 Restore command from filesystem backups

restore database TPCDB from “E:\TPC database backups® taken at 20061002153029
restore database IBMCDB from “E:\TPC_database backups® taken at 20061002152837

If you restore from Tivoli Storage Manager, use different commands as in Example 3-23.

Example 3-23 Restore command from Tivoli Storage Manager backups

restore database TPCDB use TSM taken at 20060925105323
restore database IBMCDB use TSM taken at 20060925105100

Figure 3-28 on page 98 shows an example of the restore process dialog for the TPCDB
database restore from a filesystem. Repeat this process for the IBMCDB database after the
TPCDB database restore process completes.
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o< DB2 CLP - db2setcp.bat DB2SETCP.BAT DB2.EXE =]

ommand Line Processor for DBZ SDK B.2.8 :J
ou can issue database manager commands and SQL statements from the command
rompt. For example:

db2 => connect to sample
db2 => bind sample.bnd

or general help, type: 7.

or command help, type: 7 command. where command can he

he first few keywords of a database manager command. For example:
7 CATALOG DATABASE for help on the CATALOG DATABASE command

7 CATALOG for help on all of the CATALOG commands.

o exit db2 interactive mode,. type QUIT at the command prompt. Outszide
interactive mode, all commands must he prefixed with ‘dbh2'.
o list the current command option settings, type LIST COMMAND OPTIONS.

or more detailed help,., refer to the Online Reference Manual.

b2 =» vestore database TPCDB from "E:“\TPC_database_backups” taken at 2BH6180215
aze

QL2539W UWarning?! Restoring to an existing databasze that is the same as the bha
kup image database. The database files will he deleted.

o you want to continue 7 {(ys/n> y

B2WAAAI The RESTORE DATABASE command completed successfully.

h2 =>

Figure 3-28 Example of offline restore of TPCDB from a filesystem

Perform the restore operation for the IBMCDB using the same method.

Roll forward the databases

After the database restore processes complete, you can start the roll forward. You cannot
start TPC at this point, because the databases will not open until you perform some type of
roll forward.

Roll forward options in DB2 can be complex. We do not intend to provide a complete guide to
DB2 roll forward recovery.

We describe how to roll forward in two ways:

» Roll forward to the end of the logs

This rolls forward from the restore point through all available log files to the most recent
consistent point-in-time. If you are using an old backup and there are many logs through
which to roll, this method can take some time.

» Roll forward to a point-in-time

With a point-in-time roll forward, you can specify a specific point-in-time for the roll forward
process to stop, complete, and allow the database to open.

Roll databases forward to the end of the logs

To roll the database forward to the end of all of the logs after a restore, type the following
commands in the DB2 command line processor as seen in Figure 3-29 on page 99. When
each command completes, it returns an audit of the process.

Note: The last committed transaction time is displayed in a UTC-0 time format even if your
local time zone is, for example, PDT (UTC-8). Perform this command for both databases.
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Commands:
— rollforward database TPC to end of logs and complete

— rollforward database IBMCDB to end of logs and complete

&+ DBZ CLP - db2setcp.bat DE2SETCP.BAT DB2.EXE o [=] S

=>
hZ =» rollforward database TPCDB to end of logs and complete
Rollforwvard Status

Input database alias IPCDB

Number of nodes have returned status

Node number

Rollforwvard status

Mext log file to be read
Log files processed

Last committed transaction

a
not pending

S$88680600A.LOG - SARAAAA2 . LOG
28086-160-84-21 .63 .02 . AORBHA J

Egﬂﬂ?ﬂ[ The ROLLFORUARD command completed successfully.

Figure 3-29 Roll forward TPCDB to the end of the logs and complete

When complete, proceed to “Restart the TPC services” on page 100.

Roll forward databases to a point-in-time

Here are the commands to roll the databases forward to a given point-in-time after the
restore.

Note: By default, DB2 uses UTC-0 time for the point-in-time roll forward. Add the use local
time flag to the command if you want to specify a time in your local time zone.

Follow these steps:

1. Use the DB2 command line processor as seen in Figure 3-30 on page 100 to enter the
rollforward command. In this example, we rolled the TPCDB database forward to a few
minutes after the restore time. We entered the time using the use local time option.

2. Enter the point-in-time as YYYY-MM-DD-HH.MM.SS.
The command for the TPCDB database is:
rollforward database TPCDB to 2006-10-04-13.36 using local time and complete
The command for the IBMCDB:
rollforward database IBMCDB to 2006-10-04-13.36 using local time and complete
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& DB2 CLP - db2 101 =l
h2 => -
h2 => 'J
h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

h2 =>

b2 =» rollforward database TPCDB to 2086-18-84-13_36 uwsing local time and compl

Rollforwvard Status

Input databhase alias = TPCDE
Number of nodes have returned status =1
Node number a

not pending
5$AAPAERA . LOG — S88AP6A1 . LOG

Rollforwvard status
Mext log file to be read
Log files processed

Last committed transaction 2086-160—-84-13 .34 .38 . 10000A
E%BB?EI The ROLLFORUARD command completed successfully.

Figure 3-30 Roll forward the TPCDB to poini-in-time and complete

Notice that the actual last committed transaction time is slightly different than the time that is
requested in the roll forward. This is the closest that DB2 can get to the requested time and
still keep the database in a consistent state.

Restart the TPC services

After you complete the restore operation and the roll forward for the TPC and IBMCDB
databases, restart the TPC services to bring the server back online. To do this on a Windows
TPC server, issue the commands shown in Example 3-24 in a command window.

Example 3-24 Windows commands to start TPC

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM TotalStorage Productivity Center - Data Server”
net start “IBM WebSphere Application Server V5 - Device Server”

3.13.3 Potential agent issues after the restore

100

Following the restore of the TPC databases to a previous state, there is always a possibility
that new agents were deployed to machines after the time of the restore. If this happens,
there are agents, which are not registered in the TPC server and which are now running with
a older version of the database, out in the environment. To correct this problem, you need to
instruct the orphaned agents to re-register themselves with the TPC server.

The steps for this process are:

1. Create a PROBE_ME file in the TPC for Data top level directory of the agent.

2. Restart the agent.

3. If successful, the agent deletes the PROBE_ME file to acknowledge the action.

Create a PROBE_ME file
Locate the root level directory for the TPC for Data agent on the affected machines.
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For example:

» C:\Profile Files\IBM\TPC\ca\subagents\TPC\Data - On Windows

» /usr/tivoli/ep/subagents/TPC/Data - On AIX

» /opt/tivoli/ep/subagents/TPC/Data - Linux® or UNIX

The actual location depends on your choice of installation directory, but the final part of the

path will end in \subagents\TPC\Data. Locate this directory on your machine and create an
empty file named PROBE_ME that is upper case with no other file extension.

Restart the agent
With the PROBE_ME file in place, stop the agent that is on the agent machine.

» For Windows, restart the service by locating the “IBM Tivoli Common Agent” service and
restarting it.

» For AIX and UNIX:
— cd <agent_install_dir> /ustr/tivoli/ep, for example

— ./endpoint.sh restart

Check PROBE_ME file

If the restart is successful, the agent removes the PROBE_ME file when the agent restarts.
This process can take up to 30 seconds to complete.

The agent is now registered with TPC and you can add the agent to scan and probe jobs.

3.14 TPC repository database sizing

This section is a guide to estimating the storage requirements for the TPC repository
database. This section is not designed to be an exact tool; instead, it focuses on the primary
data types that consume the majority of space within the TPC repository database.
You can break down the sizing information into three sections:
» Storage subsystem performance collection data:

— IBM DSxxxx, ESS, and non-IBM subsystems

— IBM SAN Volume Controller (SVC) systems
» SAN Fabric performance collection data
» TPC for Data analysis collection records
TPC collects performance data from each device at timed intervals. For instance, you might
decide to collect performance information from your production DS8000™ at 5-minute

intervals. This consumes much more repository storage than if you choose to sample your
production DS8000 at 30-minute intervals.

Not all devices support the same level of performance monitoring granularity. For instance,
the SVC has a minimum sample rate of 15-minute intervals.
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Important: If you plan to collect performance data from a large number of devices at small
time intervals, the infrastructure that you put in place needs to be able to support it. The
CIMOMs that collect the data will need to work harder, and the TPC repository database
will need to support a higher number of transactions to keep pace.

You might be required to perform additional tuning of the DB2 database as monitored
devices increase or if you plan to use a high sample rate.

As performance data arrives at TPC, it is stored in the TPC repository database. Over time,
TPC creates hourly and daily averages of this data. The averaged data requires less storage
space in the repository over a longer period of time. It also makes reporting over a longer time
period more meaningful and easier to display.

For this scenario, you plot the performance of a subsystem for the last 30 days. If you did so
using 15-minute samples, there are 2,800 plot points, making the graph both jagged and
difficult to plot.

Because TPC averages the 15-minute samples into both hourly and daily samples, known as
aggregates, you can choose to plot the same 30-day period with only 30 or 720 points on the
graph, making it much less jagged and more legible.

The process of collecting the individual samples into hourly and daily samples is called
History Aggregation, and TPC has a configuration panel that controls how much history you
keep over time.

Important: The history aggregation process is a global setting, which means that the
values set for history retention are applied to a/l performance data from all devices. You
cannot set history retention on an individual device basis.

Figure 3-31 on page 103 shows the TPC panel for setting the history retention for
performance monitors as well as other types of collected statistics.
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Figure 3-31 Setting the history retention for performance monitors

The Performance Monitors values in Figure 3-31are:

» Per performance monitoring task

The value that you set here defines the number of days that TPC keeps individual data

samples for all of the devices that send performance data. The example shows 14 days.
When per sample data reaches this age, TPC permanently deletes it from the database.

Increasing this value allows you to look back at device performance at the most granular
level at the expense of consuming more storage space in the TPC repository database.

Data held at this level is good for plotting performance over a small time period but not for
plotting data over many days or weeks because of the number of data points. Consider
keeping more data in the hourly and daily sections for longer time period reports.

Checking this field determines whether history retention is on or off. If you remove the
check, TPC does not keep any history for “per sample data.”

Hourly

This value defines the number of days that TPC holds performance data that has been
grouped into hourly averages. Hourly average data potentially consumes less space in the
database. For example, if you collect performance data from an SVC at 15-minute
intervals, retaining the hourly averages requires four times less space in the database.

The check box determines whether history retention is on or of f. If you remove the check,
TPC does not keep any history for hourly data.

Daily

This value defines the number of days that TPC holds performance data that has been
grouped into daily averages. After the defined number of days, TPC permanently deletes
records of the daily history from the repository.
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Daily averaged data requires 24 times less space in the data for storage compared to
hourly data. This is at the expense of granularity; however, plotting performance over a
longer period (perhaps weeks or months) becomes more meaningful.

The check box determines whether history retention is on or of f. If you remove the check,
TPC does not keep any history for daily data.

3.14.1 Storage subsystem performance data sizing

There is a significant difference in the sizing calculation between the SVC and other
subsystems, both IBM and non-IBM. For this reason, the sizing tables are separated.

Sizing the repository for ESS, DSxxxx, and non-IBM subsystems

You can use the example worksheet in Table 3-6 to get an understanding of the likely storage
requirements that are needed for the repository to hold a given amount of data.

Table 3-6 shows working examples for four storage subsystems in an environment and the
amount of storage space that performance collection uses for each example. The total figure
represents the amount of storage needed for the “per sample” data. Continue through this
section to calculate the complete amount of storage needed for hourly and daily history types.

Calculation method example for ESS_Production:
60/5 x 24 = 288 samples per day x 1,500 volumes x 200 bytes per sample = 86,400,000

bytes
Table 3-6 Per sample repository database sizing for ESS, DSxxxx, and non-IBM subsystems
(a) Subsystem (b) Number of (c) Performance | (d) Performance | (e) Daily amount
name volumes (LUNs) | collection data record size | of data collected
sampled interval
(minutes) (60/(c) x 24) x (b)
x(d) =(e)
ESS_Production 1,500 5 200 bytes 86,400,000
DS8100_Live 1,500 15 200 bytes 28,800,000
DS4700_Jason 500 30 200 bytes 4,800,000
EMC_remote 1,000 30 200 bytes 9,600,000
(f) Total required per day 129,600,000
(g) Number of days to retain per
sample = 14 days 2,658 MB
(f) x (9)/1,024,000 + 50%

Note: Notice that the final figure includes an additional 50%. This amount provides for DB2
table indexes and other database overhead.
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You can see that the amount of space that is required increases dramatically as the sample
rate increases. Remember this when you plan the appropriate sample rate for your

environment.

Next, use Table 3-7 to calculate the amount of storage that is needed to hold the performance
data for the hourly and daily history averages. When complete, add together the totals from
Table 3-6 on page 104 and Table 3-7 to give you the total repository requirement for these
types of storage subsystems as seen in Table 3-8.

Calculation method example for ESS_Production:

1,500 volumes x 200 bytes per sample x 24 = 7,200,000 bytes for hourly history average

Table 3-7 Hourly and daily repository database sizing for ESS, DSxxxx, and non-IBM storage

(a) Subsystem

(b) Number of

(c) Performance

(d) Hourly

(e) Daily

name volumes data record size | requirement requirement
sampled (LUNs) (bytes)
(b) x (c) x 24 (b) x (c)

ESS_Production 1,500 200 7,200,000 300,000
DS8100_Live 1,500 200 7,200,000 300,000
DS4700_Jason 500 200 2,400,000 100,000
EMC_remote 1,000 200 4,800,000 200,000

Daily totals 21,600,000 900,000

Hourly days x 30 | (f) 648,000,000

Daily days = 90 (g) 81,000,000

Total MB

(f) + (9
1,024,000 + 50%

1,068 MB

Table 3-8 shows the total TPC repository space required for ESS, DSxxxx, and non-IBM
storage subsystems. The total TPC repository space is the sum of the totals of both Table 3-6
on page 104 and Table 3-7.

Table 3-8 Total TPC repository space required for ESS, DSxxxx, and non-IBM subsystems

Total space required MB

2,658

1,068

3,726 MB

Sizing the repository for SVC (TPC Version 3.1.3 and above)

Use this section to size the repository when you use TPC Version 3.1.3 and above. Starting
with this version, TPC collects a larger number of performance metrics from SVC devices in
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order to take advantage of SVC V4.1 software, which can now report on a larger number of
performance metrics.

The repository database tables have increased in size significantly to enable TPC to store
these additional performance metrics. If you run at TPC Version 3.1.2 or earlier, the next
section gives you the details for sizing at that version.

Important: Upgrading from TPC 3.1.2 to TPC 3.1.3 or later causes the database schema
to change for SVC performance data. The tables in this section help you plan for this
increase in size.

Complete Table 3-9 for the each SVC that you will monitor in the environment. The table
assumes a fixed sample rate is chosen for all SVCs. If you plan to monitor some SVCs at
15-minute intervals and other SVCs at 30-minute intervals, you need to fill out this table twice:
one table for each chosen sample rate, and then, add the two tables together to give you an

overall total.

Table 3-9 Repository sizing for SVC and TPC Version 3.1.3 and above
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Subsystem | Number of | Number of | I/O groups | MDisk groups Cluster pairs
VDisks MDisks
TEC_SVC 900 500 1 4 1
SVC_Jason 3,000 1,500 2 6 2
Totals 3,900 2,000 3 10 3
Record size 198 78 500 128 492
(bytes)
Byte totals 772,200 156,000 1,500 1,280 1,476
(a) Sample rate (bytes) 932,456
(b) Hourly amount @ 15-minute 3,729,824
sample rate
(60/15) x (a)
(c) Daily amount 89,515,776
(b) x 24
(d) 14-day retention of samples 1,258,220,864
(b) x 24 x 14
(e) 30-day retention of hourly 671,368,320
24 x (a) x 30
(f) 90-day retention of daily 83,921,040
(a) x90
(g) Overall total required (MB) 2,942 MB
(d) + (e) + (f)/1,024,000 + 50%
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Important: Notice that the overall figure in (g) adds 50% to the amounts calculated
through the table. The majority of this overhead takes the DB2 table indexes for this data
plus database page overhead into account.

Sizing the repository for SVC - TPC Version 3.1.2 and below

TPC Version 3.1.2 and below were enabled to work with SVC V3 software. SVC V3 reported
a smaller number of performance metrics through the Storage Management Initiative
Specification (SMI-S) interface. For this reason, the performance tables in the TPC repository
database are much smaller than those of TPC V3.1.3 and above. TPC V3.1.3 and above
have been engineered to work with SVC V4 software that reports much more performance
information through the SMI-S interface.

Complete Table 3-10 for each SVC that you want to monitor in the environment. The table
assumes a fixed sample rate is chosen for all SVCs. If you plan to monitor some SVCs at
15-minute intervals and other SVCs at 30-minute intervals, you need to fill out this table twice:
one time for each chosen sample rate, and then, add the two tables together to give you an
overall total.

Table 3-10 Repository sizing for SVC and TPC Version 3.1.2 and below

Subsystem | Number of | Number of | I/O groups MDisk groups
VDisks MDisks
TEC_SVC 900 500 1 4
SVC_Jason 3,000 1,500 2 6
Totals 3,900 2,000 3 10
Record size 44 76 46 112
(bytes)
Byte totals 171,600 152,000 138 1,120
(a) Sample rate (bytes) 324,858
(b) 15-minute sample rate 1,299,432
(60/15) x (a)
(c) Daily amount 31,186,368
(b) x 24
(d) 14-day retention of samples 436,609,152
(b)x24 x 14
(e) 30-day retention of hourly 233,897,760
24 x (a) x 30
(f) 90-day retention of daily 29,237,220
(a) x 90
(g) Overall total required (MB) 1,025 MB

(d) + (e) + (/1,024,000 + 50%
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Important: Notice that the overall figure in (g) adds 50% to the amounts calculated
through the table. The majority of this overhead takes the DB2 table indexes for this data
plus database page overhead into account. TPC 3.1.2 and below used approximately a
third of the repository space of TPC 3.1.3 and above.

Sizing the repository for SAN fabric performance data

This section describes sizing for SAN fabric performance collection. Fabric port record sizes
per data sample are relatively large. We also observed that the indexing requirements for this
data also tend to be high.

We based the byte sizing that we provide here on real world observations of actual database
utilization over a period of time.

Note: Table 3-11 shows all of the switches sampled at 5-minute intervals. If you plan to
monitor some switches at one rate and other switches at another rate, create a separate
table for each rate.

The final figure includes a 50% uplift for indexing and DB2 storage overhead.

Table 3-11 SAN switch performance repository data sizing

Switch name (a) Number of | (b) Size (c) Sample rate (d) Hourly
ports (bytes) (minutes) amount (bytes)
(60/(c)) x (a) x (b)
TEC_Switch_1 32 400 5) 153,600
TEC_Switch_2 32 400 5 153,600
Remote_Switch_1 64 400 5 307,200
Remote_switch_2 64 400 5 307,200
Totals (e) 192 (f) Total sample rate per hour 921,600
(g) 14 days retain sample rate 309,657,600
(fHx24x 14
(h) 30 days retain hourly rate 55,296,000
(e) x (b) x 24 x 30
(i) 90 days retain daily rate 6,912,000
(e) x (b) x 90
Overall Total MB 544.72 MB
(9) + (h) + (i)/1,024,000 + 50%
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Sizing the repository for TPC for Data requirements

Repository sizing for TPC for Data is more difficult to accurately model due to the dynamic
nature of the collected data. Performance data collection sizing is simple in that it collects a
set amount of data at regular intervals.

However with TPC for Data, a policy or profile collects a variable amount of data from each
monitored server based on what and how much data of a matching type is found on each
machine.

Key factors in sizing TPC for Data:

» Total number of operating system registered users storing files

» Total number of filesystems monitored

» Total number of different file types (that is, *.txt, *.exe, *.doc, *.mp3, and so forth)

» Number of machines with data agents deployed and collecting data

» Total number of file names collected and stored for reporting

Key largest repository tables:

» T_STAT_USER_HIST - User history file
» T_STAT_FTYPE_HIST - File type history
» T_STAT_FILE - Stored file names

Figure 3-12, Table 3-13 on page 110, and Table 3-14 on page 111 help to estimate the worst
case sizing for these key tables.

Table 3-12 Estimating the user history repository requirement

Statistic Number of Number of Days to Number of | Number of
name filesystems users keep scan | weeks of months of scan
covered covered history scan history
history
Custom_stat 300 800 30 52 24
UNIX_stat 250 1500 30 52 24
Windows_stat 500 2000 30 52 24
Totals (a) 1050 (b) 4300 (c) 90 (d) 156 | (e) 72
Worst case total 64,609,650,000
requirement (bytes)
axbx(c+d+e)x45bytes
Realistic expectation 6,460,965,000
reduce to 10% of worst
Divide 1,024,000 = MB 6,310 MB
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Note: Unlike the performance tables, we must estimate much more here. For example,
there might be 500 filesystems covered by the Windows_stat and 2,000 users with data
across the 500 filesystems, but not all of the 500 filesystems have files owned by the 2,000
users. There is likely only a subset of filesystems with data for all 2,000 users. This is why
the realistic figure is reduced to only 10% of the worst case figure. You might want to
change the 10% factor to your specific requirements.

Use Table 3-13 to calculate the repository space required to store file type history information.

Estimating the file type history buildup is more accurate than estimating the user table history,
because the data entering this table is more constant for a given profile.

Table 3-13 Estimating the file type repository requirement

Statistic Number of file | Number of Days to Numberof | Number of
profile name types TPC agents keep scan | weeks of months of scan
covered history scan history
history
Win_types 50 200 30 52 24
UNIX_servers 50 150 60 52 24
Media files 30 50 60 52 24
Totals (a) 130 (b) 400 () 150 (dy 156 (e) 72
Total - bytes 1,081,080,000
axbx(c+d+e)x55bytes
Total MB - total/1,024,000 1,056 MB

The third TPC for Data repository table of significant size is the T_STAT_FILE table. This
table holds a record of the file names, which have been collected by profiles for largest, most
obsolete, orphan files, and so forth.

Note: If you plan to use TPC for Data for duplicate file spotting or to archive specific files
for you, it is likely that you will increase the number of file names that each agent will
collect. See 2.2.1, “How does TPC identify a duplicate file” on page 24 to learn how to
configure TPC for improved duplicate file reporting, which will impact the size of this table.

When completing Table 3-14 on page 111, the “Total file names per agent” will be the total of
all types as seen in Figure 3-32 on page 111. In this example, it will be 1,800 file names per
agent.
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Figure 3-32 Adding up all file names

Table 3-14 Estimating the file name repository requirement

Statistic profile name

(a) Total file names

(b) Number of agents

Total files per

collected per agent to which this profile | statistic
applies axb
Duplicate file spot 2,000 500 1,000,000
Control audio files 200 150 30,000
Archive old data 200 50 10,000
Total files in table 1,040,000
Size (bytes) = 420,000,000
Total x 250 bytes
Size/1,024,000 = MB 410 MB

The final step for sizing the TPC for Data repository is to total the three tables and add an
overhead for the default statistics. The average overhead for the default statistic types is
provided at 1.5 MB per TPC agent. Therefore:

Default TPC for Data overhead = Total agents x 1.5 MB

Example:

1,000 x 1.5 = 1,500 MB

Enter this figure in Table 3-15.

Table 3-15 TPC for Data repository total

Source Amountin MB
User history 6,310
File type history 1,056
File names 410
Default statistics overhead 1,500
Total requirement (MB) 9,276
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3.15 Simple repository database tuning

By default, the TPC databases and their DB2 active logs are stored on the same filesystem.
You can achieve performance improvements by placing the logs on a separate filesystem or
a separate disk drive to balance the 1/0 requirements of both tasks.

Of the two databases, the TPCDB is the most heavily used and, therefore, the prime
candidate for you to move its logs. The IBMCDB database is used by the Agent Manager and
is a much less demanding database from an I/O perspective.

To move the logs for the TPCDB database to a new location, use the following steps:

1. Choose a new log path location. For this example, E:\DB2_active_logs\TPCDB

2. Start a DB2 command line processor (Figure 3-33).

¢ DB2 CLP - dbZsetcp.bat DBZSETCP.BAT DBZ.EXE = ll
(c> Copyright IBM Corporation 1993.28082 i‘

Command Line Processor for DB2 S5DK 8.2.8

You can issue database manager commands and SQL statements from the command
prompt. For example:

db2 => connect to sample
db2 => bind sample.bnd

For general help, type: 7.

For command help, type: 7 command. where command can he

the first few keywords of a database manager command. For example:
7 CATALOG DATABASE for help on the CATALOG DATABASE command

7 CATALOG for help on all of the CATALOG commands.

To exit db2 interactive mode,. type GQUIT at the command prompt. Outside
interactive mode, all commands must he prefixed with ‘dbh2'.

To list the current command option settings, type LIST COMMAND OPTIONS.
For more detailed help,. refer to the Online Reference Hanual.

db2 => _

Figure 3-33 DB2 command line processor

3. lIssue the following commands in the window:
update db cfg for TPCDB using newlogpath E:\DB2_active_logs\TPCDB
quit
exit
The new log path goes into effect the next time that the database closes and opens. Stop

TPC and restart it to use the new log path. Another method to use the new log path is to
reboot the TPC server.

Stop TPC services
Stop the TPC server by issuing the commands that are shown in Example 3-25 in a
command window on Windows.

Example 3-25 Windows commands to start TPC

net stop “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net stop “IBM TotalStorage Productivity Center - Data Server”
net stop “IBM WebSphere Application Server V5 - Device Server”
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Start the TPC Services

Start the TPC server by issuing the commands that are shown in Example 3-26 in a
command window on Windows.

Example 3-26 Windows commands to start TPC

net start “IBM WebSphere Application Server V5 - Tivoli Agent Manager”
net start “IBM TotalStorage Productivity Center - Data Server”
net start “IBM WebSphere Application Server V5 - Device Server”

3.16 Repository calculation templates

This section has blank versions of the worksheets used in 3.14, “TPC repository database
sizing” on page 101 to calculate the DB2 repository space requirements for a given
environment. Use these worksheets to help you size your individual requirements.
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Worksheet - Sizing SVC performance collection for TPC 3.1.3 and above

Refer to “Worksheet - Sizing SVC performance collection for TPC 3.1.3 and above” on
page 114 to see a working example.

Table 3-16 Repository sizing for SVC and TPC Version 3.1.3 and above

Subsystem | Numberof | Number of | /0O groups | MDisk groups Cluster pairs
VDisks MDisks

Totals

Record size 198 78 500 128 492

(bytes)

Byte totals
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(a) Sample rate (bytes)

(b) 15-minute sample rate
(60/15) x (a)

(c) Daily amount
(b) x 24

(d) 14-day retention of samples
(b) x24 x 14

(e) 30-day retention of hourly
24 x (a) x 30

(f) 90 days of daily retention
(a) x 90

(g) Overall total required (MB)
(d) + (e) + (f)/1,024,000 + 50%

IBM TotalStorage Productivity Center Advanced Topics




Worksheet - Sizing SVC performance collection for TPC 3.1.2 and below

Refer to “Sizing the repository for SVC - TPC Version 3.1.2 and below” on page 107 for a

working example.

Table 3-17 Repository sizing for SVC and TPC Version 3.1.2 and below

Subsystem Number of | Number of | I/O groups MDisk groups
VDisks MDisks

Totals

Record size 44 76 46 112

(bytes)

Byte totals
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(a) Sample rate (bytes)

(b) 15-minute sample rate
(60/15) x (a)

(c) Daily amount

(b) x 24

(d) 14-day retention of samples
(b) x24 x 14

(e) 30-day retention of hourly
24 x (a) x 30

(f) 90 days of daily retention

(a) x 90

(9) Overall total required (MB)
(d) + (e) + (f)/1,024,000 + 50%
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Worksheet - Sizing performance collection for ESS, DSxxxx, and non-IBM

Refer to “Sizing the repository for ESS, DSxxxx, and non-IBM subsystems” on page 104 for a
working example of this table.

Table 3-18 is the first of two worksheets necessary to calculate the repository space that is
required for these types of subsystems.

Table 3-18 Per sample repository database sizing for ESS, DSxxxx, and non-IBM subsystems

(a) Subsystem
name

(b) Number of
volumes (LUNSs)
sampled

(c) Performance
collection
interval
(minutes)

(d) Performance
data record size

(e) Daily amount
of data collected

(60/(c) x 24) x (b)
x (d) = (e)

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

(f) Total required per day

(9) Number of days to retain per

sample = 14 days

(f) x (9)/1,024,000 + 50%
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Table 3-19 is the second table needed to calculate repository space required for these types

of subsystems.

Table 3-19 Hourly and daily repository database sizing for ESS, DSxxxx, and non-IBM storage

(a) Subsystem
name

(b) Number of
volumes
sampled (LUNs)

(c) Performance
data record size
(bytes)

(d) Hourly
requirement

(b) x (c) x 24

(e) Daily
requirement

(b) x (c)

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

Daily totals

Hourly days x 30

Daily days = 90

Total MB

(f) +
(9)/1,024,000 +
50%
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Worksheet - Sizing SAN switch performance collection

Refer to “Sizing the repository for SAN fabric performance data” on page 108 for a working
example of how to calculate the amount for storage that is required to hold SAN switch
performance data.

If you will monitor SAN switches at different time intervals, use a separate worksheet for each
sample rate chosen.

Table 3-20 SAN switch performance repository data sizing

Switch name (a) Number of | (b) Size (c) Sample rate (d) Hourly
ports (bytes) (minutes) amount (bytes)
(60/(c)) x (a) x (b)

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

Totals (e) (f) Total sample rate per hour

(g) 14 days retain sample rate
(fhx24x14

(h) 30 days retain hourly rate
(e) x (b) x 24 x 30

(i) 90 days retain daily rate
(e) x (b) x 90

Overall Total MB
(9) + (h) + (i)/1,024,000 + 50%
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Worksheet - Sizing TPC for Data repository
Refer to 3.14, “TPC repository database sizing” on page 101 to see working examples of

these tables.

Table 3-21 Estimating the user history repository requirement

Statistic Number of Number of Days to Number of | Number of
name filesystems users keep scan | weeks of months of scan
covered covered history scan history
history
Totals (a) (b) (c) (d) (e)

Worst case total
requirement (bytes)
axbx(c+d+e)x45 bytes

Realistic expectation -
reduce to 10% of worst

Divide 1,024,000 = MB

Table 3-22 Estimating the file type repository requirement
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axbx(c+d+e)x55bytes

Statistic Number of file | Number of Days to Number of | Number of
profile name types TPC agents keep scan | weeks of months of scan
covered history scan history
history
Totals (a) (b) () (d) (e)
Total - bytes

Total MB - total/1,024,000
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Table 3-23 Estimating the file name repository requirement

Statistic profile name

(a) Total file names
collected per agent

(b) Number of agents
to which this profile
applies

Total files per
statistic
axb

Total files in table

Size (bytes) =
Total x 250 bytes

Size/1,024,000 = MB

The default overhead for the default statistic types is 1.5 MB per TPC for Data agent.

Therefore:

Default TPC for Data overhead = Total agents x 1.5 MB

Example:

1,000 x 1.5 = 1,500 MB

Enter this figure in Table 3-15 on page 111.

Table 3-24 TPC for Data repository total

Source

Amountin MB

User history

File type history

File names

Default statistics overhead

Total requirement MB
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Reporting and monitoring basics

In an existing environment, you have monitoring, alerting, and reporting mechanisms that are
already implemented with several tools. Storage devices have Call Home features and can
send SNMP traps. You can manage SAN switches with tools that are provided by vendors,
such as EFC Manager by McData or Fabric Manager by Brocade, and also can send SNMP
traps. Servers might have Tivoli endpoint monitors, and databases have their own monitoring
tools.

IBM TotalStorage Productivity Center (TPC) provides central managing, monitoring, and
reporting functions for storage-related tasks. TPC uses the Storage Management Initiative
Specification (SMI-S) standard. Therefore, TPC can handle vendor comprehensive products.

TPC does not replace the need for other monitoring and alerting tools. It can only replace
storage-related monitoring, managing, and reporting tasks, or run as an additional
enhancement to the existing environment.

In this chapter, we highlight the basic monitoring, alerting, and reporting steps with TPC.
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4.1 Monitoring and alerting

The chapter is a brief overview about how to set up the monitoring and alerting for IBM TPC
after its installation with its agents.

We first want to clarify the differences between alerting and monitoring within TPC.
Monitoring runs the data collection and stores the samples in the TPC database repository.
The Alerting mechanism in TPC is related to alerting management.

TPC provides a set of default configurations that provides a quick start after the installation
without much configuration effort.

4.1.1 How alerting works

122

The user-defined monitoring (data collecting) tasks within TPC are: Discovery, Probes,
Scans, Pings, and Performance monitoring.

You can classify the source of the alerts into the following structure:
» Discovery

» Ping, scan, quota, and constraints (TPC for Data)

» Probes

» Performance data (TPC for Disk and Fabric)

» Monitoring job triggering condition (monitor failed)

» Jobs

» SNMP traps from the SAN switches

» Indications from the fabric (common fabric agent)

» Indications from the storage subsystem (CIMOM)

Figure 4-1 on page 123 shows an overview of the alerting flow within TPC.
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-Performance
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-eMail
-Script

- TEC event
- SNMP

Figure 4-1 Alerting flow overview

You use the alerting mechanism in TPC to notify predefined receivers about specific storage
condition violations in the environment. Many conditions produce alerts. The following
summary shows the types of alerts that can be produced during different types of monitoring

processes.

Probe identifies the following alerts:

Computer alerts

Storage subsystem alerts

Fabric alerts and SAN switch alerts
Endpoint device alerts

Instance alerts
Database-tablespace alerts

vVvvyVvYyYyy

Scans produce the following alerts:

Filesystem alerts
Directory alerts
Table alerts
Constraint alerts

vyvyyvyy

Quota job run produces the following alert:
» User and user group consumption alerts

Pings produce the following alert:
» Computer unreachable
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Performance monitoring produces the following :

» Performance alerts disk subsystem
» Performance alerts fabric switches

The monitoring process defined in a TPC environment is normally run on a defined interval.
Alerts are only generated at the process run time. Often that time interval is too long. For
example, a Subsystem Probe runs every 24 hours. To avoid this delay in generating alerts,
TPC supports SNMP traps from SAN switches and CIM indications from the CIM Agent.

You configure the alerts in each TPC section (Data, Disk, Fabric), and the alerts show in the
Alerting node in the IBM TotalStorage Productivity Center — Alerting — Alert Log path.

Discovery is the primary process to gather information about the connections between TPC
and the monitored systems. It includes finding new locations of monitored resources that
were moved.

In a typical environment today, the number of CIM Agents is clearly defined. Therefore, in
most cases, it is acceptable to disable SLP discovery when the available CIM Agents are
properly configured in TPC. This configuration reduces the duration of a CIMOM discovery,
because TPC does not have to wait for the SLP broadcast responses. To disable SLP
discovery, in the TPC tree structure, go to Administrative Services — Discovery — CIMOM
and remove the check in Scan local subnet. See Figure 4-2.

puigation Tree | -Edit CIMOM
Administrative Services i
&= Services || Creator: TPCUser Mame: CIMOM Discovery
D Agents tioh:
& CIMOM . Description: | CIMOM Discovery Schedule
- Data 3 -
@= Inband Fabric r When to Run |/ Alert |/ Options |
&= Out of Band Fabric | rManually-Entered SLP Directory Agents
@ Discovery n
9 Enter the IP addresses or host names for the SLP directory agents to be used during CIMOM discovery

@ 26 - 30.09.2006 13:56:00
@ 27 -01.10.2006 18:56:00
@ 25 - 02102006 18:56.00
@ 29-03.10.2006 13:56:00
@ 30-0410.2006 13:56:00
©= Out of Band Fabric
@ Netware Filer
& windows Domain, HAS, and 5AH F5
@ Configuration
IBM TotalStorage Productivity Center
Reports i
? Ng s,;em Reports | [[] Scan local subnet
@= tpecadmin's Reports H

&~ Batch Reports

Figure 4-2 CIMOM discovery options

4.1.2 Setting up monitoring and alerting for TPC for Data
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IBM TotalStorage Productivity Center for Data (TPC for Data) uses the Common Data Agent
on each server (Computer) to collect data. TPC runs different jobs, such as discovery, pings,
scans, and probes periodically.

You use the information that is gathered by these jobs for:
» Alerts, if thresholds are violated
» Reports

Table 4-1 on page 125 lists the predefined default groups for TPC for Data, a description of
the group, and where to find the information in the TPC tree structure.
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Table 4-1 Predefined default groups for TPC for Data

Where to find Group name Description

Monitoring — Groups — TPCUser.Default Computer Every newly discovered

Computer Group computer is assigned to this
group.

Monitoring — Groups — TPCUser.Default FS Group Every newly discovered

Filesystem filesystem is assigned to this
group.

Monitoring — Groups — User | TPCUser.Default User Group Every newly discovered
computer user is assigned to
this group.

Monitoring — Groups — OS TPCUser.Default OSGroup OS user groups are the

User Group Group operating system groups that
TPC finds that own files and
directories in the environment.

It is helpful to use named groups for computers, storage subsystems, filesystems, directories,
users, and OS user groups for use within monitoring jobs, such as pings, probes, scans, and
alerting. Afterwards, you can easily assign groups to a monitoring job and if a new device
needs to be monitored by TPC, include the device in the existing groups. Define groups by
selecting Data Manager — Monitoring — Groups.

Agents

Monitoring the agents that report to the TPC for Data server is important for several reasons.
You want to identify failing or troubled agents. A large number of failed agents negatively
impact the startup time of TPC, because TPC attempts to contact each agent during the
startup phase. Failed agents also impact the information available for reports and alerts.

As a part of agent maintenance, we recommend that you check agent status periodically. You
can check agent status in various ways:

» Check agent status by using the path Administrative Services — Agents — Data in the
tree structure. Agent status needs to show as green. The repeated red status of an agent
might signal that there is a problem with the agent, that the agent has been removed (from
the environment) improperly, or that there is a connectivity issue.

» Generate the following report: Data Manager — Reporting — Asset —» System-wide —
Computers — By Probe Time. Data in this report can indicate which agents are not
being probed, which might signal that there is a problem with the agent, that the agent has
been removed (from the environment) improperly, or that there is a connectivity issue.

Pings

TPC uses a simple network ping to check the network connectivity to each computer. Pings
collect the information about the availability of the computers in your enterprise. See pings in
the availability reporting by selecting Data Manager — Reporting — Availability — Ping in
the tree structure.

After the installation of TPC for Data, the ping job in Table 4-2 on page 126 is predefined. The
default ping monitor pings your computers every 30 minutes. Disable this if your computers
are behind a firewall, and you do not want use computer availability for alerting or reporting.

If you intend to use computer alerts, such as “Computer unreachable,” you might decrease
the ping frequency for those computers.
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Table 4-2 Predefined default values for TPC for Data

Where to find Variable Description

Monitoring — Pings TPCUser.Default Ping The group TPCUser.Default
Computer Group is assigned to
this monitor. Thus, by default,
all computers are pinged in a
30-minute frequency.

Probe

Probes collect the structure information about the computer in your enterprise, such as hard
disks, clusters, filesystems, directories, and information, such as OS level, serial number,
RAM, swap space, and CPU.

After the installation of TPC for Data, the probe job listed in Table 4-3 is predefined. It probes
your computers once a day. You can see the collected information in the asset, capacity, and
storage subsystem reporting.

Table 4-3 Predefined default values for probes

Where to find Variable Description

Monitoring — Probes TPCUser.Default Probe Probes TPCUser.Default
Computer Group once a day.

If you intend to use computer alerts, you might decrease the probe rate for those computers.

Scan

Unlike the TPC components for Disk and Fabric, TPC for Data has a scan function. Use
scans to collect statistics about the usage and trending of storage consumption. Scan data is
stored in the TPC repository, and you can use scan data for several types of reports and alert
conditions.

The TPC server schedules and manages the scan job. The Common Agent on the Server
performs the scan job. Agent scans can consume significant resources, such as CPU and
memory, during execution and might run for a long time, depending on the number of files
and filesystems. Therefore, run a scan at non-peak time.

You can see the collected information in the usage, usage violation, and backup reporting.

TPC for Data runs a scan once a day by default using the TPCUser.Default FS Group. This
group includes all filesystems by default.

You use profiles to specify what information is gathered during a scan. Profiles are
associated with scan jobs. TPC for Data has several predefined profiles, which meet most
requirements. Table 4-4 on page 127 lists the default profiles.
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Table 4-4 Default profiles within TPC for Data

Where to find

Condition

Description

Assigned to default
scan

Monitoring —
Profiles

Most at risk

This default profile gathers
statistics about the n files
that have been modified the
longest per drive and have
not been backed up since
they were modified. Default
amount is 20 files and the
files in
?:\WINNT\system*\% are
excluded. (Windows only)

Yes

Monitoring —
Profiles

By access

This default profile gathers
statistics by the length of
time since the last access of
the files. By default, every
scan result is kept for seven
days. The weekly scan
result is kept for four weeks,
and the monthly scan result
is kept for three months.

Yes

Monitoring —
Profiles

By creation

This default profile gathers
storage statistics by the
length of time since the
creation of the files. This
profile applies to scans run
against Windows machines
only. Scan jobs with this
profile do not gather any
creation time data from
non-Windows machines.
By default, every scan result
is kept for seven days. The
weekly scan result is kept
for four weeks, and the
monthly scan result is kept
for three months.

Yes

Monitoring —
Profiles

By modification not
backed up

This default profile gathers
statistics by the length of
time since the last
modification (only for files
not backed up since
modification). By default,
every scan result is kept for
seven days. The weekly
scan result is kept for four
weeks, and the monthly
scan result is kept for three
months. (Windows only)

Yes
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Where to find

Condition

Description

Assigned to default
scan

Monitoring —
Profiles

By modification

This default profile gathers
statistics by the length of
time since the last
modification of files. By
default, every scan result is
kept for seven days. The
weekly scan result is kept
for four weeks, and the
monthly scan result is kept
for three months.

Yes

Monitoring —>
Profiles

File size distribution

This default profile gathers
information about the size
distribution of files.

Yes

Monitoring —
Profiles

Largest directories

This default profile gathers
statistics about the nlargest
directories. (The default
amount is 20.)

Yes

Monitoring —
Profiles

Largest files

This default profile gathers

statistics about the nlargest
files. (The default amount is
20.)

Yes

Monitoring —
Profiles

Largest orphans

This default profile gathers
statistics about the nlargest
orphaned files. (The default
amount is 20.)

Yes

Monitoring —
Profiles

Most obsolete files

This default profile gathers
statistics about the n “most
obsolete” files (files that
have not been accessed or
modified for the longest
period of time). (The default
amount is 20.) Files in
?:\WINNT\system*\%,
/usr/bin/%, /sbin/%,
/usr/sbin/%,/etc/% are
excluded.

Yes

Monitoring —
Profiles

Oldest orphans

This default profile gathers
statistics about the n oldest
orphaned files. (The default
amount is 20.)

Yes

Monitoring —>
Profiles

Summary by file type

This default profile
summarizes space usage
by file types (for example,
.exe, .dll, .doc, .mp3, and so
forth). The default is the 100
file types using the most
space. By default, every
scan result is kept for seven
days. The weekly scan
result is kept for four weeks,
and the monthly scan result
is kept for three months.

Yes
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Where to find

Condition

Description

Assigned to default
scan

Monitoring —
Profiles

Summary by
filesystem/directory

This default profile
summarizes space usage
by filesystem or directory.
By default, every scan result
is kept for seven days. The
weekly scan result is kept
for four weeks, and the
monthly scan result is kept
for three months.

Yes

Monitoring —>
Profiles

Summary by group

This default profile
summarizes space usage
by OS group. By default,
every scan result is kept for
seven days. The weekly
scan result is kept for four
weeks, and the monthly
scan result is kept for three
months.

No

Monitoring —>
Profiles

Summary by owner

This default profile
summarizes space usage
by owner. By default, every
scan result is kept for seven
days. The weekly scan
result is kept for four weeks,
and the monthly scan result
is kept for three months.

Yes

Monitoring —>
Profiles

Temporary files

This default profile gathers
statistics about the non-OS
files not accessed in the last
year and orphan files. By
default, every scan result is
kept for seven days. The
weekly scan result is kept
for four weeks, and the
monthly scan result is kept
for three months. By
default, files with extensions
*.tmp, *.temp, and *.bak are
included.

No

Monitoring —>
Profiles

Wasted space

This default profile gathers
statistics about the non-OS
files not accessed in the last
year and orphaned files. By
default, every scan result is
kept for seven days. The
weekly scan result is kept
for four weeks, and the
monthly scan result is kept
for three months.

Yes

Alerting

Within TPC for Data, you can use an alert for computers, filesystems, and directories. TPC for
Data detects alert condition violations during ping, discovery, probe, scan, and constraint
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jobs. If a condition exists, Data Manager sends a notification as defined in the alert that
contained the condition.

After an TPC for Data installation, there are no alert conditions that are defined by default.
Table 4-5 shows an extract of the computer alerts. We classify the alerts as:

» Configuration change alerts, such as RAM Increased or New Filesystem Detected. You
might use configuration change alerts for historical purposes.

» Operational alerts, such as New Disk Defect Detected, Disk failure Predicted, or
Computer unreachable. These alerts relate to operations and can negatively affect the
service.

Refer to 4.9, “Alerting mechanism (event)” on page 179 if you want use an alert mechanism to
notify receivers.

The requirements for every enterprise are extremely different. If you want use alerts, a good
starting point is to define at least the operational alerts and adjust the alerts continuously. The
alerts that are listed in Table 4-5 through Table 4-7 on page 131 are examples for an alerting
configuration for a computer, a filesystem, and a directory.

Table 4-5 Extract of computer alerts

Where to find

Condition

Explanation

Alerting —» Computer Alerts

New disk detected

A new disk is discovered on a
managed computer.

Alerting —» Computer Alerts

Disk not found

A disk is removed from a
managed computer.

Alerting —» Computer Alerts

New disk defect found

A new disk defect is detected
on a managed disk.

Alerting —» Computer Alerts

Grown disk defects exceed n
value

The grown disk defect
threshold is exceeded.

Alerting —» Computer Alerts

Disk failure predicted

A managed disk predicts that a
disk failure is imminent.

Alerting —» Computer Alerts

Virtual server removed

A virtual server is removed.

Alerting — Computer Alerts

Virtual server moved

A new virtual server is moved.

Alerting —» Computer Alerts

Computer unreachable

A managed computer cannot
be reached.

Alerting —» Computer Alerts

Computer discovered

A new non-managed computer
is discovered.

Alerting —» Computer Alerts

Computer status change offline

A managed computer goes
offline.

Alerting —» Computer Alerts

Computer status change online

A computer comes online.
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Table 4-6 Extract of filesystem alerts

Where to find

Condition

Explanation

Alerting — Filesystem Alerts

Filesystem not found

A filesystem is removed or
unmounted from a managed
computer.

Alerting — Filesystem Alerts

Filesystem free space less than
X

A filesystem has less than a
value of Percent or MB of free
space.

Table 4-7 Extract of directory alerts

Where to find

Condition

Explanation

Alerting — Directory Alerts

Directory not found

A directory cannot be found.

Alerting — Directory Alerts

Directory consumes more than
X

A user or directory storage
quota consumes more than a
value of Percent or MB.

4.1.3 Policy management

You can use policy management for the fine adjustment of alerts. Policy management
identifies quotas, constraints, and filesystem extensions. You can use policy management to
schedule script or archive and backup actions. You can find it at Data Manager — Policy
Management. Table 4-8 on page 132 lists the various policy definitions.
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Table 4-8 Policies

Policy

Description

Quotas

Define limits on the amount of storage that a user
or a group of users can consume. Quotas allow
you to specify limits at three different levels for a
user or group of users: at the filesystem level, at
the computer level, and at the level of the whole
network. You can work with Network Appliance™
quotas, specifically, import quotas from NetApp®
filers, view the definition for each imported quota,
and determine how you will be alerted when the
hard limit defined with a NetApp quota is close to
being violated. Define the run time of the quota
check job and define alerts for each violated
quota.

Constraints

Define the acceptable and unacceptable file
types, file sizes, and file owners for a computer or
a set of computers in your environment.
Constraints enable you to restrict users from
putting certain files (such as MP3 files) on
monitored computers. Request a Tivoli Storage
Manager archive and backup of the largest
violating files identified by a constraint. Tivoli
Storage Manager protects your organization’s
data from hardware failures and other errors by
storing backup and archive copies of data on
offline storage.

Filesystem extensions

Create additional space in the filesystems of
managed hosts. The filesystem extension policy
enables you to extend filesystems manually or
automatically. For managed hosts that have
access to an Enterprise Storage Server®, you
can also allocate additional LUNSs.

Scheduled actions

Schedule actions to execute scripts against your
storage-related resources.

Archive and backup

View and edit archive and backup jobs that were
created based on files that were selected from a
Reporting — Usage — Files report (select and
right-click).

Quotas

There are no default quotas defined. Quotas can meet the condition User/User Group
Consumes More Than .... A quota run uses the TPC repository. Therefore, schedule the quota
run after the scan job to ensure that you have the latest information. For every alert, you can
define the alert mechanism. For example, you can automatically inform the owner of files or a
directory about a threshold violation, or you can trigger a script to run. Refer to “Setting up
quota and constraint e-mail” on page 134 for e-mail notification details. Define quotas at Data

Manager — Policy Management — Quotas.

Constraints

Constraints are a powerful way to analyze your filesystems. You can trigger alerts and use
constraints for reporting. You assign constraint definitions to a filesystem. After each scan
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(Data Manager — Monitoring — Scans) of a desired filesystem, the results are compared
with the associated constraints. Figure 4-3 illustrates the composition of a constraint.

Filesystems |+ | File Types |+ Users +| Options |+ Alert

i i ; Max. alerted files Violations
Filesytems Allow/Disallow Allow/Disallow | —| default 200 Files
consumes
| | File Properties: more than ..
- Access times
- Size
- UID root ] Alert
- Backup (Wind.) mechansm:
- SNMP
-TEC
. - Login Notif.
— e -Wind. ev. log
- Run script
- Arch./Back.
- eMail

Figure 4-3 Constraint composition

Define constraints at Data Manager — Policy Management — Constraints.

During the installation of TPC for Data, the following default constraints are defined but are
not associated with any filesystems.

Table 4-9 Default constraints

Constraints Description

TPCUser.At Risk File Constraint This constraint finds files (directories and some
system file names are excluded) with LAST
MODIFIED < 7 days 00:00 and Not Backed up
(Windows).

The result hastobe > 1 KB to trigger an alert. The
result count of file names is limited to 200 entries.
See the violation alertin the ALERT LOG and see
the result at IBM TotalStorage Productivity
Center — Data Manager — Reporting —
Usage Violations — Constraint Violations.

TPCUser.Obsolete File Constraint This constraint finds all files (some system file
names are excluded) with LAST ACCESSED < 365
days 06:00.

The result has to be > 1 KB to trigger an alert. The
result count of file names is limited to 200 entries.
See the violation alertin the Alert Log and see the
result at Data Manager — Reporting — Usage
Violations — Constraint Violations.

TPCUser.Orphaned File Constraint This constraint finds all ORPHANED. Orphaned files
are files for which the owner does not exist any
longer. The result has to be > 1 KB to trigger an
alert. The result count of file names is limited to
200 entries. See the violation alert in the Alert Log
and see the result at Data Manager —
Reporting — Usage Violations — Constraint
Violations.
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Quotas and constraints offer an advanced e-mail notification mechanism. Therefore, you are
able to send violation e-mails directly to the owner or the owner group. To use that alerting
mechanism, the receiver’s e-mail address must have similarities with the login account, such
as user name, first name, or last name.

Setting up quota and constraint e-mail
The steps are:

1. Define your mail server settings and especially the Default Domain. Set the e-mail
configuration at Administrative Services — Configuration — Alert Disposition. The
destination e-mail address always has the extension @ <your defined domain>. TPC uses
only this e-mail domain.

rSHMP

ShiP Destination 1

Comrmumnity: Ipublic

Send traps to
Host: [Srmp
Port: [162 [if left blank, use standard port 162)

ShihdP Destination 2

Comrmumnity: I

Send traps to

Host:
Port: [if left blank, use standard port 162)

rTEC
Send TEC event to

Server: |host.com
Port: 5529 (if left blank, use standard port 5529)

~Email e ——————

hdai Wer mailhost
5l Port: 25 [if left blank, use standard port 25)

Default Damain: iy COMPSnY COrm
Return to: |root@mailhost

Iy to: |root@mailhost
Data it rator:]

—
p—

rAlert Log Disposition
Delete Alert Log Records older than (S0 days

Figure 4-4 Administrative Services — Configuration — Alert Disposition

2. Set the quota and constraint e-mail address rules at Administrative Services —
Configuration — Quota and Constraint e-mail Address Rules. Here you can define the
e-mail receiver address composition. Only one rule is possible. You can use the
username, firstname, lastname, just a substring of them, or a text phrase. By default, TPC
uses the LASTNAME and adds the first letter of the FIRSTNAME. The user with
Lastname=Mueller and Firstname=Peter has the e-mail address
muellerp@mycompany.com.

Use the functions Add After, Add Before, Edit, and Delete to order and edit the
variables. To edit a variable, mark it by selecting it and click the desired function.
Figure 4-6 on page 135 shows the panel that you use to define a substring.
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operating system).

These are the rules for generating e-mail addresses of quota and constraint wiolators from their login, first name,

andfor last name (a3 registered in the

Add After |

Add Before

| Delete

LASTNAME + SUBSTRING(FIRSTNAME, 0, 1)

Figure 4-5 Administrative Services — Configuration — Quota and Constraint e-mail Address Rules

Use the variable type from the drop-down menu and choose the character positions that

you want to use as shown in Figure 4-6.

HDefine Substring

Substring of. [l

Highlight the Range with your Mouse:
Z234567589012345678901 23456759

SUBSTRIMG(FIRSTMAME, 0, 1)

QK I Cancel

Figure 4-6 Define substring

3. Select Email to Quota Violator for each triggering condition where you want to notify the

violator. You can select it on the Alert tab of the quota or constraint definitions. With Edit
e-mail, you can define the structure and content for the e-mail.

Edit Quota tpcadmin.User 3Gb Quota

Creatar:

tpcadmin Mame:  User 3Gh Guota

Description: IUser 3Gh guata

Usersl Computers | Whento Run Alert |

rTriggering-Condition

Candition:

Yalue: Yalue Units:

]User Consumes Mare Than

fz [Gigatytes

-Triggered-Actions
[ SKMP Trap
[~ TEC Evert

[~ Login Motification ~~ Login 00 |

[ Windows Event Log E Tiypes IWarning vl
I Run Script DEfite. .. |

[+ Errail

Email Recipients Aol | e | [ Email to Guata Yidlator

Eclit e-trizil |

Figure 4-7 IBM TotalStorage Productivity Center — Data Manager — Policy Management — Quotas

4. Now, the settings are ready for sending an e-mail notification to the violator. TPC sends an

e-mail to each violator at the next quota job run.
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Filesystem extension (using Data Manager — Policy Management — Filesystem
Extension) allows you to create additional space in the local filesystems of managed hosts.
You can extend filesystems manually or set up a policy to extend filesystems automatically.
You can configure a policy to extend filesystems at a specified time, or when utilization
reaches a specified threshold. For managed hosts that have access to an ESS, you can also
allocate additional LUNs when there is insufficient space to extend filesystems in the local
volume group.

TPC supports filesystem extension for JFS filesystems running on AIX 5.1 and VxFS
filesystems running on Sun Solaris™ 2.8. It provides automatic policy-based extension of a
filesystem. For the latest support matrix, refer to the TPC Web site.

You can define the triggering condition as:

» Extend filesystem regardless of remaining free space

» Extend filesystem when free space is less than <numbers> <GB/MB/%>

You can also choose to have no extension performed when the policy is applied. Instead, any
policy actions that have been performed are written to a log file. You can use this feature,

called LOG ONLY mode, to preview the results of a policy before extending any filesystems
(see Figure 4-8).

rCreate Filesystem Extension Rules

Creator: tpcadmin Mame: unnamed
Description:  |Add 5% freespace iffreespace iz =10% inthe FS (LOG ONLY)

Filesyst Extension | Provisioni When to Run | Alert |

Establish a palicy for how your selected filesystems will be automatically extended.

A t to Extend
®Add: 5 3% 0w

i Make Freespace:

Limit Maximum Filesystem Capacity?
[v| Filesystem Maxzimum Capacity: |20 5| GB ¥
Condition for Filesystem Extensi

) Extend filesystems regardless of remaining freespace

@ Extend Filesystems when Freespace is less than: |10 (%

se LOG ONLY Mode
v| Do not extend filesystems -- Log Onl

Figure 4-8 Data Manager — Policy Management — Filesystem Extension

Note: For simplification, we recommend that you use Tivoli Provision Manager (TPM) for
profile-based filesystem extensions instead of TPC.

Scheduled actions

Use scheduled actions (Data Manager — Policy Management — Scheduled Actions) for
the scheduler to run scripts on clients. You can only run scripts on clients if the Common
Agent configuration allows it. You set this option during Common Agent installation.
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A scheduled action is a composition of:

v

vyy

Computer or Computer Group

Script name (a local file in \< TPC_installation_directory>\data\scripts)
Scheduler

Alert

The only triggering condition for using an alert is Script Failed.

Note: The scripts that appear in the Script Name drop-down list are stored on the machine
where the Data server component exists. If you want to run a script that is stored on a data
agent, you must type the name of that script in the script name field. If TPC finds the script
name on the agent and locally, it uses the agent script. Therefore, you can adjust the script
on the agents to satisfy special requirements if needed.

The operating system under which an agent runs determines the scripts that can be run by
that agent:

»

UNIX and Linux - An agent running under a UNIX or Linux operating system does not run
or receive (from the server) scripts that have an extension. Agents running under UNIX or
Linux accept and run script files that do not contain an extension within their name. The
first line in a script file determines what interpreter is needed to run the script.

» Windows - An agent running under a Windows operating system runs or receives (from

the server) scripts that have an extension. The extension of a script file determines what
interpreter is needed to run the script.

Figure 4-9 shows an example from a simple hello_world.bat script located on the Common

Data Agent server. TPC only controls the submission of the scheduled scripts and batch

processes. It does not handle OS-related return codes.

The output log contains the path to the script showing that the script was run at the Common

Agent server.

Jab log file; tpcadmin.hello world 0002 _script. 00037334.1og

TU2FI06 3:25:468 Al AGTO1 331 Running Command:
hello_world.bat

————————————————————— BEGIMN OUTPUT -------memmemmeeee-

script that has run: hello_wuorld hat

"Hella Warld"

---------------------- EMD OUTPUT =--mmmmmmmmmmmeeeeee

1062706 3:25:46 AWM AGTO1 311 Exit Status =0

Figure 4-9 Script without error

Figure 4-10 shows a script with an unsuccessful exit code.

Joh log file: tpcadmin.hello world.0001_script.00037331.log

102706 3158482 AM AGTO1331 Running Command:
hello_warld.hat

--------------------- BEGIN OUTPUT ---mmmmmmmmmmeeeneee

scriptthat has run: hello_warld bat

"Hello World"

CAProgram Files\BEMITPCicalsubagents TP CiDatavscripts=That is no 05 command
That'is not recognized as aninternal ar external carmmand,

operable program or batch file.

---------------------- EMD OUTPUT ----memmmmmme

10027106 3:15:52 AM AGTO1311; Exit Status =1

Figure 4-10 Script with error

Chapter 4. Reporting and monitoring basics 137



Archive and backup

TPC can use the Tivoli Storage Manager Client on the Common Agent Computer to archive
or back up files. You can create file lists with reports. The Archive/Backup log (Data
Manager — Policy Management — Archive/Backup) shows the details about the job with
all its warnings and errors. Remember that only failed jobs trigger an alert; therefore, you
need to check your job logs regularly. Figure 4-11 shows an example of a successful selective
backup of a file. Figure 4-12 shows the same job; however in this case, it failed because the
Tivoli Storage Manager node was locked on the Tivoli Storage Manager Server. Refer to 2.5,
“Tivoli Storage Manager automatic archiving and integration” on page 48 for detailed
information about integration of Tivoli Storage Manager in TPC.

11.10.06 21:32:22 AGT0145I: Retrieving job definition from server
11.10.06 21:32:22 AGT0152I: Job definition retrieved
11.10.06 21:32:22 5TA0412T: The following files will be backed up:
11.10.06 21:32:22 STAD415I: Files on Tocalhost:
C:/Documents and Settings/Fabric Manager,1o?/20040612.10g

11.10.06 21:32:22 STAD405I: UsinE T5M Backu? Client from C:“ADSM“baclient
11.10.06 21:32:22 S5TA0422I: Invoking TSM selective command. ..
IBM Tivoli StoraEe Manager
Command Line Backup/archive Client Interface

Client Version 5, Release 2, Level 2.0

Client date/time: 10,/11,/2006 21:32:24
(c) Copyright by IBM Corporation and other(s) 1990, 2005. All Rights Reserved.

Node Name: MyNode_NT
Session established with server TSMServer(l: AIX-RS/6000
Server Version 5, Release 3, Level 3.3
Server date/time: 10/11/2006 21:32:23 Last access: 10,/11,/2006 11:53:41

Total number of objects inspected: 1

Total number of objects backed up: 1

Total number of objects updated: 0

Totaq numger 0; GEJects ae?uung: 0

Total number of objects deleted: 0

Total number of objects expired: 0

Total number of objects failed: 0

Total number of subfile cbjects: 0

Total numbgr of bytes transferred: 2.03 MB
Data transfer time: 0.20 sec
Network data transfer rate: 10,262.81 KB/ sec
Aggregate data trgngfer rate: 1,041.65 KE/secC
Objects compresse g %
subfile objgcts reduzed by: 0%
Elapsed processing time: 00:00:02

11.10.06 21:32:27 STAQ4231: TsM selective command completed successfully.
11.10.06 21:32:27 5TA04251: Backup completed successfully.|

Figure 4-11 Successful selective backup of a file

If the Tivoli Storage Manager node is locked, it generates an alert because the backup job
failed.

11.10.06 21:37:50 AGTO145I: Retriewing job definition from serwver
11.10.06 21:37:50 AGTO152I: Job definition retrieved
11.10.06 21:37:50 5TA04121: The following files will be backed up:
11.10.06 21:37:50 STAD415I: Files on localhost:
C:/Documents and settings/Fabric Manager/Wo?/20040612.109

11.10.06 21:37:50 STAQ405I: UsinE TsM Backu? client from C:‘apsMibacTient
11.10.06 21:37:50 STAQ422I: Invoking TsM selective command. ..
IBM Tivoli Storage Manager
command Line Backup/archive Client Interface

Client version 3, Release 3, Level 2.0

Client date/time: 10/11/2006 21:37:51
(c) copyright by IBM Corporation and other(s) 1990, 2005. A1l Rights Reserved.

Node Name: MyNode NT . .
ANSL361E Session Rejected: The specified node name is currently locked

11.10.06 21:37:52 STAQ424E: TsM selective command completed with errors. Return Code: 12
11.10.06 21:37:52 5TAQ426I: Backup completed with errors.|

Figure 4-12 Failed selective backup that triggers an alert
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The failed job appears in the alert log, which is shown in Figure 4-13. Select IBM
TotalStorage Productivity Center — Alerting — Alert Log — All. You can define a
triggering action on this event, such as running scripts, e-mails, or TEC, for example.

View: 0S Alerts -
| clear | [ petete | [ ciearan | [ petetean | | Refresh |

Computer Obj. Type Object Alert Type First Triggered Last Triggered #Times  Filesystem  Alert Creator  Alert
@ | BRG] File Archive/Backup [tpeadmin.Backup File Job Failed 11.10.2006 21:37:52 11.10.2006 21:37:52 1 (MR tncadmin Back]

Figure 4-13 Failed job is reported in the Alert Log

4.2 Data Manager for databases

Database probes and scans are the primary mechanisms for collecting information about the
RDBMS storage assets within an enterprise environment. This collected information helps
identify, evaluate, control, and predict relational database needs.

Databases are usually critical for an enterprise. Identifying potential problem areas, such as
running out of space, are important to identify and address in order to keep operations
running smoothly. This section briefly discusses how to set up database probes and scans to
collect this information.

4.2.1 RDBMS login

Before database monitoring can occur, you need to create a RDBMS login for the databases
that you want to monitor. To create a RDBMS login for a database, perform the following
steps:

1. Launch the IBM TotalStorage Productivity Center GUI.

2. Expand the Administrative Services node and navigate to the License Keys node
under Configuration.

Select the License Key node.

On the right side pane, double-click IBM TPC for Data - Databases.
Select the RDBMS Logins tab.

Select Add New.

Complete the database information in the RDBMS Login Editor dialog. When completed,
select Save. After selecting Save, the RDBMS Login Editor verifies the database before it
creates a new RDBMS login entry.

N o o Mo

The User ID that you enter in the User field must have database privileges as specified in

Table 4-10.
Table 4-10 RDBMS information
Database User ID required privileges
Oracle® CREATE SESSION
SELECT ANY DIRECTORY
ANALYZE ANY
Microsoft SQL Server Must have Permit access
DS2 and Sybase DBA privileges for the specified instance
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4.2.2 TPC for Databases default groups

Table 4-11 Predefined default groups for TPC for Databases

After the installation of TPC for Data, you get the default groups in Table 4-11.

Where to find

Variable

Description

Monitoring — Groups —
Computer

TPCUser.Default Computer
Group

Every newly discovered
computer is assigned to this

group. The group is equal to
Data Manager —
Monitoring — Groups —
Computer —
TPCUser.Default Group
(synchronous).

Monitoring — Groups — TPCUser.Default Tablespace
Databases-Tablespaces Group

Every newly discovered
tablespace is assigned to this

group.

Monitoring — Groups — User | TPCUser.Default User Group Every newly discovered
computer user is assigned to
this group. The group is equal
to IBM TotalStorage
Productivity Center — Data
Manager — Monitoring —
Groups — User —
TPCUser.Default User Group

(synchronous).

4.2.3 Probes

Run database probes to itemize and create inventory of the files, instances, logs, and objects
that make up your enterprise’s monitored RDBMSs. The results of the probe jobs are stored
in the repository, and the results are used to supply the data that is necessary for viewing
information about RDBMS storage.

Schedule database probe and scan jobs during times when user operations are at a
minimum. Although it is possible to run many operations concurrently, the performance of any
one operation decreases if there are other operations running at the same time. Schedule
your database probe and scan jobs to avoid overlap.

Table 4-12 Predefined default probes for TPC for Databases

Where to find Variable Description

TPCUser.Default Db Probe Probes TPCUser.Default

Computer Group once a day

Monitoring — Probes

4.2.4 Scans

140

Run database scan jobs to collect statistics about the usage and trending of your actual
storage consumption within an RDMBS. Scan jobs perform the majority of the work for the
Data Manager for Databases by providing all of the data for usage reporting, as well as for
quota analysis. The results of scans are stored in the repository, and the results used to
supply the data that is necessary for capacity, usage, and usage violation reports.
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Table 4-13 Predefined default scans for TPC for Databases

Where to find

Variable

Description

Monitoring — Scans

TPCUser.Default Db Scan

The group TPCUser.Default
Tablespace Group is assigned
to it. Thus by default, all
tablespaces are scanned once
a day. All default profiles are
assigned to this scan.

Every scan has one or more profiles associated with it that define the data to filter and store in
the TPC repository. You can view the collected information at IBM TotalStorage
Productivity Center — Data Manager for Databases — Reporting. TPC for Databases
has predefined profiles that meet most requirements. Table 4-14 lists the default profiles.

Table 4-14 Predefined default profiles for TPC for Databases

Where to find

Variable

Description

Monitoring — Profiles

TPCUser.Db User Space

This default profile summarizes
space usage by DB User
(owner). By default, every scan
result is kept for seven days.
The weekly scan result is kept
for four weeks, and the monthly
scan result is kept for three
months.

Monitoring — Profiles

TPCUser.Largest Tables

This default profile gathers
statistics about the n largest
tables. (The default amount is
20.)

Monitoring — Profiles

TPCUser.Segment Most
Extents

This default profile gathers
statistics about the n segments
with the most extents. (The
default amount is 20, Oracle
only.)

Monitoring — Profiles

TPCUser.Segment Most
Unused Space

This default profile gathers
statistics about the n segments
with the most unused space.
(The default amount is 20,
Oracle only.)

Monitoring — Profiles

TPCUser.Summary

This default profile summarizes
space usage by
database-tablespace. By
default, every scan result is
kept for seven days. The
weekly scan result is kept for
four weeks, and the monthly
scan result is kept for three
months.

4.2.5 Alerts

TPC for Databases provides several alerts. The alerts differ from each database type. You
can create alert conditions for one or all database types. Selecting All Rdbms provides the
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most limited choice of alert conditions. Each type of RDBMS has its own alert condition set.
Figure 4-14 shows the Create Alert panel for instance alerts.

rCreate Alert

Creator: tpcadmin Hame: unnamed
Description: |

Alert | Instance |

rTriggering-Condition
Rdbms Type:

All Rdbms

Condition:
| New Database-Tablespace Discovered hd

rTriggered-Actions
[C] SNMP Trap
[C] TEC Event

[_] Login Notification
[] Windows Event Log
[Z] Run Script

[_] Ermail

Figure 4-14 Create an Instance Alert

The TPC Data Manager for Databases provides three level of alerts:

» Instance alerts
» Database-Tablespace alerts
» Table alerts

There are no default predefined alerts. You define alerts before or at the same time that you
define probes and scans. You must define alerts before the probe and scan jobs run,
because alerts are triggered based on the storage data that is collected by these monitoring
jobs.

Unlike most TPC components, the Data Manager for Databases has its own Alert Log node
as seen in Figure 4-15 on page 143.
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File View Connection Preferences Window Help

[=]=] m] [@] [x] [®

Navigation Tree
@ Administrative Services
@ IBM TotalStorage Productivity Center
@ My Reports
@ Topology
@ Monitoring
@ plerting
@ Data Manager
@ Data Manager for Databases
@ My Reports
@ Monitoring
@ Alerting
Instance Alerts
Database-Tablespace Alerts
Table Alerts
$ Alert Log
$ All DBMSs
All

Database-Tablespace
Table
User

@ Oracle
All
Instance
Tablespace
Table
User

@ SQL/Server

&= Sybase

© UDB
All
Instance
Tablespace
Table
User

Alerts Directed to tpcadmin
@ Policy Management
@ Reporting

Figure 4-15 Alert Log for Databases

The selection of alerts differs from environment to environment. You can read a description of
the alerts for each supported database in Appendix B of the manual, IBM TotalStorage
Productivity Center: User’s Guide.

Policy management

Data Manager for Databases provides a quota management (Data Manager for
Databases — Policy Management). It triggers the user and user group space usage within
the databases. The User and User Groups consumption triggers or usage triggers can be
defined at the following levels:

» Network (storage usage over several computers)
» Instance (storage usage within a database)
» Database - Tablespace (storage usage within a tablespace)

A quota is checked by aggregating the storage usage statistics that are stored in the
repository. The quota checker job runs on the Data server and does not gather new statistics
from any of the agent machines; the statistics that are used have already been gathered by
separately scheduled scan jobs. For best results, schedule the quota checker to run after
your scan jobs complete, which ensures that your quotas are checked against the most
recent storage usage data.
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4.3 Setting up monitoring and alerting for TPC for Disk

The first step in performance monitoring and alerting is to collect data in the TPC database
repository.

4.3.1 Collecting data

144

TPC for Disk uses the CIM Agent as an interface to the disk subsystem. TPC uses the CIM
Agent for discovery, probes, and performance monitoring. TPC also gets CIM indications
from the CIM Agent. TCP creates an alert if the alert condition is violated.

TPC supports several storage subsystems, such as DS8000, ESS, and San Volume
Controller (SVC). Table 4-15 shows naming relationships between TPC and storage devices.
TPC uses synonyms, such as subsystem, storage pools, disk, or volume. For example, a
storage pool is called an MDisk Group for an SVC; however, a storage pool is called a Rank
for an ESS.

Table 4-15 Naming relationships

Subsystem Storage pool Disk Volume (LUN)
DS8000/DS6000™ Extent pool DDM Volume

ESS Rank DDM LUN
DS4000™ Volume group Disk Volume (LUN)
SVC MDisk group MDisk VDisk

Use groups (Disk Manager — Monitoring — Groups — Storage Subsystem) to simplify
adding new devices to the TPC monitors. Assign probes and especially alerts to groups. If
you have groups and you need to add a new device, add the new device to the groups, and
therefore, all alerts and probes are automatically assigned. TPC provides a default group
(Table 4-16). You cannot use groups within performance monitors; within performance
monitors, you have to assign each subsystem to one performance monitor.

In addition to discovering storage subsystems, the discovery job also tests the availability of
the CIM Agents and queries the health information for the top-level devices. Because the
discovery does not take very long, we recommend that you run the CIMOM discovery multiple
times a day (for example, every four hours).

Table 4-16 Default storage subsystem group

Where to find Variable Description

Monitoring — Groups — TPCUser.Default Storage Every newly discovered

Storage Subsystems Subsystem Group subsystem is assigned to this
group.
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Note: TPC supports indications to keep its repository up to date without any additional
configuration effort. The currently available CIM Agents typically do not implement all
needed indications, but they improve with every new CIM Agent. Therefore, not all events
on devices are immediately reflected in TPC but might require a probe to complete. The
Call Home functionality included in the subsystems might be sufficient for your
environment. To avoid this situation, run the probe more frequently (perhaps every 12
hours) or configure the storage subsystem to directly send SNMP traps to a SNMP
receiver, such as TEC.

Probes

Probes examine the disk subsystem intensively. TPC is notified at the next probe of every
change in the subsystem, for example, a new volume is created. Remember that a
performance monitor can only report on probed entities. Therefore, run a probe frequently.

Probes collect a large amount of information. Therefore, do not run a probe more often than
needed. If you use a concurrent alerting structure, which is immediately informing someone
about problems, implement SNMP traps from the subsystem to a SNMP receiver, such as
TEC. If the information delay is 12 hours, then set the probe interval to 12 hours and use the
probe to catch the alerts that are missed by the indication from the subsystem. The default
probe interval is 24 hours.

Because the probe process is intensive, shift the time that the probe is scheduled to run
against each CIMOM, so that the probes do not run at the same time. A probe might take up
to 20 minutes for each subsystem depending of the size of the subsystem, hardware
configurations, and the current usage.

For small environments, use the following structure for an overview. For each subsystem,
create a unique probe, similar to <cimom_server_name>_<subsystem_name>. In Table 4-16
on page 144, you can see that server CIMOMServer0l manages Subsystem DS8_01, DS8_02,
and DS8_03. The list is sorted alphabetically. You can run every probe on this CIM Agent with
one hour between them.

Na'uligat_inn Tree
& Administrative Services
@ IBM TotalStorage Productivity Center
2 My Reports
@ System Reports
@= tpcadmin's Reports
@- Batch Reports
2 Topology
Computers
Fabrics
Switches
Storage
Other
2 Monitoring
LaFrobes |
tpcadmin. CIMOMServerol _DSS_01
@ tpeadmin CIMOMServer01 _DSS_02
@ tpcadmin CIMOMServer01 _DS5_03

Figure 4-16 Disk subsystem probes overview

For large environments, it is more efficient to group the probes and subsystems. You might
use the following convention to structure the group and probe names. The columns in
Table 4-17 on page 146 show which DS8000 is registered to which CIMOM server. Two
CIMOM servers are listed in the example. The last column shows the groupnames of the
rows. Thus, the Group DS8 GRPO01 includes DS8 01 and DS8 05. The group DS8 GRP_02
includes DS8_02 and DS8 06, and so on.
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Table 4-17 Subsystem group definitions for probes

CIMOMServer01 CIMOMServer02 CIMOMServer.. Groupname
DS8_01 DS8_05 DS8_.. DS8_GRPO1
DS8_02 DS8_06 DS8_.. DS8_GRP02
DS8_03 DS8_07 DS8_.. DS8_GRP03
DS8_04 DS8_08 DS8_.. DS8_GRP04

Now, we can create the probe jobs. Every probe run is fixed to a unique time and in a fixed
interval. Thus, you can use the following structure:

TYPE_GROUPNAME_DAY_TIME_INTERVAL

The probename gives information about the assigned storage subsystem group, which day
the probe runs (ANY=Everyday), the start time, and the repeat time (12H=repeat probe every
12 hours).

In our example, the names of the probes are shown in Table 4-17.

Navigation Tree
@ Administrative Services
@ IBM TotalStorage Productivity Center
@ My Reports
&= System Reports
@ tpcadmin's Reports
@ Batch Reports
@ Topology
Computers
Fabrics
Switches
Storage
Other
@ Monitoring

= tpcadiiin DSE_GRPOT_AMY_0100_12H
© tpcadmin DSE_GRPOZ_AMY_0200_12H
@ tpcadmin DSE_GRPO3_AMY_0300_12H
= tpeadiiin DSE_GRPO4_ANY_0400_12H

Figure 4-17 Disk subsystem probes

If you need to probe a new DS8000, add the subsystem to Table 4-17 and, therefore, into a
subsystem group.

Performance monitors

You can define performance monitors by selecting in the Navigation Tree
Disk Manager — Monitoring — Subsystem Performance Monitor.

You can run performance monitors at intervals from five minutes to indefinitely. You can
define the interval from five minutes to 60 minutes. The interval length depends on your
requirements. To get the most information out of a performance monitor, use the lowest time
interval. Otherwise, the subsystem performance monitoring loses peak loads. For DS8000,
DS6000, DS4000, and ESS, you can use the interval cycle of five minutes; therefore, the
performance data is based on a five minute average load. For SVC prior to Version 4.1, the
minimum time interval is 15 minutes, because TPC uses the SVC internal performance
monitor and this is the limit for this monitor. However, the minimum interval is five minutes if
you use SVC Version 4.1 and TPC Version 3.1.3. You can assign each subsystem to exactly
one performance monitor.
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You can run a performance monitor indefinitely or for a defined period. A performance
monitor that runs indefinitely displays less information in the job log during the run. Therefore,
it is still a good practice to restart the performance monitor periodically. The following
performance monitor example in Figure 4-18 starts the performance monitor every Sunday at
12:00 and runs until Sunday at 11:00. In that example, we lose one hour of performance
samples every Sunday from 11:00 until 12:00.

You also can restart the performance monitor daily or monthly if required, but you always lose
one hour of performance samples.

(Slurage Ay r ing and ing rmer( |

Interval length:
Gathered performance data will represent averages aver this interval.

Gather data every |5 v | minutes Advanced...
Duration:
® Continue gathering data for 167 Hours -

i} Continue indefinitely

! Begin immediatehy
Data Collection will begin as soon as you save this monitoring profile.

(@ Schedule to begin later
Specify exactly when data collection should start.

[22 = |.[oktoner  ~|.[2006 v | [ 12):[ oq

[¥] This is a recurring task
Recurrence interval:

Weekly +

[Z] Include only certain days of the week

Figure 4-18 Performance Monitor weekly restart

To be sure that the performance monitor collects performance data on all of your volumes,
you can periodically check the time of your performance data collection. Use the report Disk
Manager — Reporting — Storage Subsystem Performance — By Volume to verify the
time of the last performance samples. If you have a lot of volumes, you can define a filter to
show only the volumes with performance samples older than, for example, two days.The
Filter function is on the same panel as the Generate Report function. Figure 4-19 on

page 148 shows this filter. If you find volumes with old samples (older than the last probe),
check your performance monitor log file. You might stop the performance monitor, run a
probe, and restart the performance monitor.
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[&JEdit Filter K
Records must meet

M e Gt & All conditions

[v] Case-sensitive string comparisons | () At least one condition

Column Operator Value 1 Value 2 Edit
X| | Time > = > | 1410060722 Edit...
N | | | |
ETiITIE
Specify as
@ Timestamp

[18 =] [ost <] oo o7 22 |

I Length of time hefore report generation

Figure 4-19 Filter volumes with a time value

Within default settings, the performance monitor collects the performance data regardless of
whether the samples are used for alerting or statistics. TPC provides the Advanced function
(Figure 4-20) beside the interval definition (Disk Manager — Monitoring — Subsystem
Performance Monitor — Sampling and Scheduling). This setting gives you the capability
to store less performance sample data (for example, only every 15 minutes) than if you
compare the performance data with the performance thresholds (for example, every five

minutes).
ESampling and Scheduling - Advanced... E
Frequency:

The frequency may be set greater than or egual to the interval length. 1f the
freguency is larger than the interval length, not every sample gathered will
be zaved inthe TRC database, saving disk space. Howewer, every sarmple
that cortaing & constraint violstion will be ssved regardless.

Sample data will he saved every E minutes

QK I Cancel

Figure 4-20 Sampling and Scheduling - Advanced

You can only assign a storage subsystem to a performance monitor and not a group.
Therefore, you might use following naming convention for a small environment:

<CIMOM_SERVER_NAME>_<SUBSYSTEM_NAME>
For a large environment, use a naming convention such as this one:

<TYPE> <DAY> <TIME>_<INTERVAL>
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In our example, the performance monitor is named to DS8_ANY_0112_05M. DS8 describes the
Type DS8000, ANY means that the performance monitor runs every day during the week, 0112
is the start time of the performance monitor, and 05M is the collection interval of five minutes.

Alerting

You can define alerts by selecting Disk Manager — Alerting — Storage Subsystem Alerts.

TPC for Disk divides alerts in three categories:

» State changes alert for a device element, for example, a disk changes the status from 0K

to ERROR

» Configuration change alerts for a configuration of a subsystem that has changed, for

example, Cache Increased

» Performance alerts for performance threshold violations

Table 4-18 and Table 4-19 on page 150 show the predefined alerts or monitoring groups for

TPC for Disk.

Table 4-18 Predefined default monitoring values for Disk Manager

Where to find

Condition

Description

Monitoring — Groups —
Storage Subsystem

TPCUser.Default Storage
Subsystem Group

Every newly discovered
storage subsystem is assigned
to this group.

Alerting — Storage
Subsystem Alerts

TPCUser.Default Disk Array
Discovery

If a new storage subsystem is
discovered, it creates an alert.

Table 4-19 on page 150 shows an extract of possible alert conditions. This is not a complete
list and can differ between environments. This table gives you an idea or a starting point for
defining alert conditions. You can get a complete list in Appendix B of the manual /IBM

TotalStorage Productivity Center User’s Guide, GC32-1775.
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Table 4-19 Status change alerts TPC for Disk

Where to find

Condition

Description

Alerting — Storage
Subsystem Alerts

New disk detected

A new disk is detected. For
SVC, this is an MDisk.

Alerting — Storage
Subsystem Alerts

Disk not found

A disk is not found. For SVC,
this is an MDisk.

Alerting — Storage
Subsystem Alerts

Storage subsystem not found

A previously detected storage
subsystem is not found.

Alerting — Storage
Subsystem Alerts

Subsystem status change
offline

A subsystem goes offline.

Alerting — Storage
Subsystem Alerts

Subsystem status change
online

A subsystem comes online.

Alerting — Storage
Subsystem Alerts

Subsystem version change

A subsystem version changes.

Alerting — Storage
Subsystem Alerts

Back-end controller status
change offline

A back-end controller goes
offline (SVC).

Alerting — Storage
Subsystem Alerts

Back-end controller status
change online

A back-end controller comes
online (SVC).

Alerting — Storage
Subsystem Alerts

Volume status change offline

A volume goes offline. For SVC,
this is a VDisk.

Alerting — Storage
Subsystem Alerts

Pool status change

A pool is missing or
rediscovered. For SVC, the
pool is an MDisk Group.

Alerting — Storage
Subsystem Alerts

Pool discovered

A pool is discovered. For SVC,
the pool is an MDisk Group.

Alerting — Storage
Subsystem Alerts

Pool status change offline

A pool goes offline. For SVC,
the pool is an MDisk Group.

Alerting — Storage
Subsystem Alerts

Pool status change online

A pool comes online. For SVC,
the pool is an MDisk Group.

Alerting — Storage
Subsystem Alerts

Node status change offline

A node goes offline (SVC).

Alerting — Storage
Subsystem Alerts

Node status change online

A node comes online (SVC).

Alerting — Storage
Subsystem Alerts

Node state change

An node is missing or
rediscovered (SVC).

We recommend that you use reporting for performance analyzing and capacity planning. You
can use performance alerts for identifying a performance problem within your environment. In
this case, we recommend that you use high alert thresholds (see Figure 4-21 on page 151);
otherwise, you might be overwhelmed with alerts. A good strategy is to start with a high
performance alerting threshold, solve performance bottlenecks, and lower the thresholds
over time to an accurate value. Keep in mind that the storage subsystem-attached hosts and
the associated applications determine a valid subsystem performance.
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r Triggering-Conditii
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Total 1i0 Rate Threshold | |40000 | [20000 | | | Operations per Seconds
Suppress alerts when Sequential 0 exceeds %

Figure 4-21 Performance threshold definitions

We need to address a few points in order for you to understand threshold settings for a
performance alert:

» There are two types of boundaries for each threshold: the upper boundary (stress) and the
lower boundary (idle). When a metric’s value exceeds the upper boundary or falls below
the lower boundary, it triggers alerts.

» There are two levels of alerts: warning and critical. The combination of boundary type
and level type generates four threshold settings: critical stress, warning stress, warning
idle, and critical idle. Most threshold values are in descending order (critical stress has the
highest value that indicates high stress on the device, and critical idle has the lowest
value). Cache Holding Time is the only threshold in ascending order.

» If you are only interested in receiving alerts for certain boundaries, leave the other
boundaries blank. The collection engine only checks boundary conditions with input
values; therefore, no alerts are sent for conditions that are blank.

Figure 4-22 illustrates those boundaries with a performance graph. Each quadrant represents
a performance sample and can create an alert if the sample violates a threshold.

."

S}

warning idle

Figure 4-22 Performance boundaries

Every performance threshold violation is indicated as a constraint violation and is stored in
the table T_PMM_EXCEPTION. Display these constraint violations in the report you display
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by selecting IBM Total Storage Productivity Center — Disk Manager — Reporting —
Constraint Violation. The reports give you support to analyze the constraint violation. Refer
to 4.10.5, “Disk Manager reports” on page 191 for an example.

The following constraints exist:

Overall port response time threshold
Total port data rate threshold

Total port I/O rate threshold

Cache holding time threshold

NVS full percentage threshold

Total data rate threshold

Total I/O rate threshold

Overall back-end response time threshold
Total back-end data rate threshold
Total back-end I/O rate threshold
Disk utilization percentage threshold

VVYVYYYYVYVYVYYVYY

Table 4-20 shows the available performance threshold alert conditions. You can expand the
available alerts with future TPC versions. For some conditions, default thresholds exist.

Table 4-20 Performance threshold alerts for storage subsystems

Where to find Condition Subsystem Component Explanation Threshold
Alerting — Disk utilization ESS, DS6000, Array Threshold onthe | Default
Storage percentage and DS8000 arraysin a thresholds are
Subsystem subsystem. The 80%, 50%, -1,
Alerts average percent | and-1. For
of time that the DS6000 and
disks associated | DS8000
with the array subsystems, this
were busy. thresholdapplies
only to those
ranks which are
the only ranks in
their associated
extent pool.
Alerting — NVS full ESS, DS6000, Controller Thresholdonthe | Default
Storage and DS8000 percentage of thresholds are
Subsystem time that NVS 10%, 3%, -1, and
Alerts space -1.
constraints
caused I/O
operations to be
delayed for the
subsystem
controllers
(clusters)
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Where to find Condition Subsystem Component Explanation Threshold
Alerting — Cache holding ESS, DS6000, Controller Thresholdonthe | Default
Storage time and DS8000 average cache thresholds are
Subsystem holding time in 30 seconds, 60
Alerts seconds. Shorter | seconds, -1,and
time periods -1.
indicate adverse
performance.
The cache
holding time
metric for each
controller is
checked against
the threshold
boundaries of
each collecting
interval.
Alerting — Overallback-end | SVC, DS8000, MDisk (SVC), Average number | No default
Storage response time DS6000, and MDisk Group of milliseconds
Subsystem ESS (SVC), that it took to
Alerts subsystem, service each I/0O
controller, and operation (read
array and write) for a
particular
component over
a time interval.
For SVC, this is
the external
response time of
the MDisks.
Alerting > Total back-end SVC, DS8000, MDisk (SVC), Average number | No default
Storage data rate DS6000, and MDisk Group of megabytes
Subsystem threshold ESS (SVC), (2720 bytes) per
Alerts subsystem, secondthatwere
controller, and transferred for
array read and write
operations.
Alerting — Total back-end SVC, DS8000, MDisk (SVC), Average number | No default
Storage I/O rate DS6000, and MDisk Group of 1/0 operations
Subsystem threshold ESS (SVC), per second for
Alerts subsystem, read and write
controller, and operations.
array
Alerting — Total data rate SVC, DS8000, VDisk (SVC), I/O | Average number | No default
Storage threshold DS6000, and Group (SVC), of megabytes
Subsystem ESS MDisk Group (2720 bytes) per
Alerts (SVC), second that were
subsystem, transferred for
controller, array, read and write
and volume operations.
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operations for a
particular port
over a time
interval.

Where to find Condition Subsystem Component Explanation Threshold
Alerting — Total I/O rate SVC, DS8000, VDisk (SVC), I/O | Average number | No default
Storage threshold DS6000, and Group (SVOC), of 1/0 operations
Subsystem (overall) ESS MDisk Group per second for
Alerts (SVC), both sequential
subsystem, and
controller, array, nonsequential
or volume read and write
operations.
Alerting — Overall port DS8000, Port Average number | No default
Storage response time DS6000, and of milliseconds
Subsystem threshold ESS that it took to
Alerts service each
operation (send
and receive) for
a particular port
over a time
interval.
Alerting — Total port data DS8000, Port Average number | No default
Storage rate threshold DS6000, and of megabytes
Subsystem ESS (2720 bytes) per
Alerts second that
were transferred
for send and
receive
operations for a
particular port
over a time
interval.
Alerting — Total port I/O DS8000, Port Average number | No default
Storage rate threshold DS6000, and of I/O operations
Subsystem ESS per second for
Alerts send and receive

Many things influence how you set accurate performance thresholds. Analyzing the

performance reports from your environment can help you. Also, check the vendor manuals

and this Web site for useful information:

http://www.storageperformance.org

4.4 Setting up monitoring and alerting for TPC for Fabric

In this section, we discuss the basics for monitoring and setting up alerts for IBM
TotalStorage Productivity Center for Fabric (TPC for Fabric).

154 IBM TotalStorage Productivity Center Advanced Topics



http://www.storageperformance.org

4.4.1 Data collection

TPC for Fabric uses multiple methods to collect data from the SAN. The methods of data
collection and the protocols used are:

» In-band Fabric agent - Fibre Channel Generic Services 3 standard (FC GS-3)

» Out-of-band Fabric agent - SNMP, except for Brocade switches, which use the Brocade

API

» CIM Agent - Storage Management Initiative Specification (SMI-S)

Due to varying support provided by different protocols and vendors, you need to rely on a
combination of various agents to fully support all of the functions of TPC for Fabric. Table 4-21
is a description of the information that each type of agent provides.

Table 4-21 SAN agents

In-band Fabric agent

Out-of-band Fabric agent

CIM Agent

Topology and identification
information (some switch
attributes can only be gathered

Information about the fabric by
querying the switch for topology
information

Switch and port diagnostic and
performance information

by out-of-band Fabric agents)

Host level information for the
local system

Zoning information and zone N/A
control (only Brocade)

Host Bus Adapter (HBA) Virtual SAN information (only N/A

information from the local Cisco)

system (vendor, model, and

driver version)

Zoning information and zone N/A N/A
control (except Brocade)

Events detected by the HBAon | N/A N/A

the local system

4.4.2 SNMP trap notification

Another aspect of the SNMP configuration includes trap notification. The switch generates
SNMP traps and directs them to the TPC Device server as an indication that something in the
fabric has changed. The default configuration for handling switch traps is to send them from
the switch to port 162 on the TPC Device server.

SNMP traps are synonymous to the events that are received by the in-band Fabric agent. For
redundancy and if possible in your environment, we recommend as the best practice to use
SNMP traps and in-band Fabric agents to receive events. After the event is received from the
SAN, the device server issues queries to the agents pertaining to the event and updates the
Fabric Manager data contained in the database. If any changes are detected and if alerts are
configured for the change detected, an alert is issued.

4.4.3 Probes

You can define probes for Fabric at IBM TotalStorage Productivity Center — Monitoring —
Probes.

TPC is configured to provide real-time monitoring of the SAN after you have successfully
configured discovery and have in-band Fabric agents, or configured the switches to send
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SNMP traps, or both. However, there are some changes within a SAN that might not generate
an in-band event or SNMP trap, such as an attribute for a device changing. In order to collect
those events and maintain updated fabric information, we recommend that you probe your
fabric on a regular basis.

Depending on the size of your environment, the number of fabrics, and the number of devices
within each fabric, you might want to have more than one probe defined to collect the fabric
data. This helps you to load balance the amount of work that the Device server and the SAN
perform at a given time. You can view the job status for a probe to determine how long the
probe takes to complete by subtracting the Start Time from the Finish Time.

Probes examine the Fabric and switches intensively. Therefore, do not use probes more
often than needed. A probe runs using in-band Fabric and out-of-band Fabric agents. Every
change in the fabric, for example, a new port blade, is reported to TPC.

A probe interval might be 24 hours or less. You can define a probe run to one fabric or to a
fabric group. We recommend that you schedule fabric probes at alternating intervals, not at
the same time.

Performance monitors

You can define the performance monitor for a SAN switch at Fabric Manager —
Monitoring — Switch Performance Monitors.

For SAN switches, you can use an interval cycle from five minutes to 60 minutes. Use the
lowest time interval to get the most precise performance monitor; otherwise, the switch
performance monitoring loses peak loads. In addition to performance samples, the
performance monitor collects error counters, such as Link Failure Rate Threshold and Error
Frame Rate Threshold.

You can set up a performance monitor naming convention for a small environment in this
way:

CIMAgentServername_SWITCHNAME_INTERVAL
In our example, the performance monitor is named CIMAgentServer0l SWITCHOL O5M.
For large environments, you can set up a performance naming convention this way:

<TYPE>_<DAY>_<TIME>_<INTERVAL>

Note: For Brocade SAN switches, the CIM Agent needs at least one proxy switch per
Fabric. Over those proxy switches, the CIM Agent collects performance samples.
Therefore, TPC is able to run performance monitors, although the Brocade switches in the
Fabric are not registered at the Brocade CIM Agent.

4.4.4 Alerting
Define alerts for TPC for Fabric at Fabric Manager — Alerting.

TPC for Fabric divides alerts into three categories:

» Fabric alerts
» Switch alerts
» Endpoint device alerts
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Table 4-22 shows the predefined alerts or monitoring groups for TPC for Fabric. Because
normally, new fabrics and switches are not often discovered, you can leave these settings. For
large fabrics, you can remove the Endpoint Device Alert Discovery to avoid getting too many

alerts.

Table 4-22 Predefined default monitoring values for Fabric Manager

Where to find

Variable

Description

Monitoring — Groups —
Fabric

TPCUser.Default Fabric Group

Every newly discovered Fabric
is assigned to this group.

Alerting — Fabric Alerts

TPCUser.SNMP Discovery

If a new fabric is discovered, it
creates an alert.

Alerting — Switch Alerts

TPCUser.SNMP Discovery

If a new switch is discovered, it
creates an alert.

Alerting — Endpoint Device
Alerts

TPCUser.SNMP Discovery

If a new endpoint is discovered,
it creates an alert.

Table 4-23, Table 4-24 on page 158, and Table 4-25 on page 158 show an extract of possible
state change alert conditions for fabric, switches, and endpoints. This is not a complete list
and might differ between environments. This list gives you an idea or a starting point for
defining alert conditions. For example, zoning alerts, such as Zone to Zone Alias Change or
Zone Set to Zone Change, might be useless for your environment but might be useful if you
want trace the changes in your SAN zonings.

Table 4-23 State change alerts for Fabric

Where to find

Condition

Description

Alerting — Fabric Alerts

Fabric state change

A fabric is missing or
rediscovered.

Alerting — Fabric Alerts

Fabric goes offline

A fabric goes offline.

Alerting — Fabric Alerts

Fabric goes online

A fabric comes online.

Alerting — Fabric Alerts

Fabric connection state change

A connection is missing or
rediscovered.

Alerting — Fabric Alerts

Fabric to switch change

A switch to fabric association is
discovered, rediscovered, or
missing.
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Table 4-24 State change alerts for switches

Where to find

Condition

Description

Alerting — Switch Alerts

Switch state change

A switch is missing or
rediscovered.

Alerting — Switch Alerts

Switch property changes

A switch port is discovered,
missing, or rediscovered.

Alerting — Switch Alerts

Switch status change offline

A switch goes offline.

Alerting — Switch Alerts

Switch status change online

A switch comes online.

Alerting — Switch Alerts

Switch blade change

A switch blade is discovered,
missing, or rediscovered.

Alerting — Switch Alerts

Switch blade change offline

A switch blade goes offline.

Alerting — Switch Alerts

Switch blade change online

A switch blade comes online.

Table 4-25 State Change alerts for endpoints

Where to find

Condition

Description

Alerting — Endpoint Alerts

Endpoint state change

An endpoint is missing or is
rediscovered.

Performance alert threshold settings
There are a few points that we need to address in order for you to understand threshold
settings for a performance alert. See Figure 4-23.

[ alert [ Switches |

Triggering-Conditi
Condition:

Error Frame Rate

__ Critical Stress
~| |5 [0

Warning Stress

Warning ldle Critical ldle

| counts per Secands

Figure 4-23 Threshold switch performance monitor

Points to consider:

» There are two types of boundaries for each threshold: the upper boundary (stress) and
lower boundary (idle). When a metric’s value exceeds the upper boundary or falls below
the lower boundary, it triggers alerts.

» There are two levels of alerts: warning and critical. The combination of boundary type and
level type generates four threshold settings: critical stress, warning stress, warning idle,
and critical idle. Most threshold values are in descending order (critical stress has the
highest value that indicates high stress on the device, and critical idle has the lowest
value). Cache Holding Time is the only threshold in ascending order.

» If you want to receive alerts for certain boundaries, leave the other boundaries blank. The

collection engine only checks boundary conditions with input values; therefore, there are
no alerts sent for blank conditions.

Figure 4-24 on page 159 illustrates those boundaries with a performance graph. Each gray
quadrant represents a performance sample and can create an alert if the sample violates a
threshold.
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warning idle

Figure 4-24 Performance boundaries

Table 4-26 on page 160 shows an extract of possible performance threshold alert conditions.
This is not a complete list and might differ between environments. We recommend that you
configure the Link Failure Rate Threshold and the Error Frame Rate Threshold alerts,
because they provide predictive analysis for your SAN. These errors are indications of
potential link failures in the SAN. An accurate threshold setting can vary from environment to
environment. We do not have a good recommendation on the threshold settings. We
recommend that you use trial and error with those thresholds in your environment to
determine a proper setting.
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Table 4-26 Performance thresholds for SAN devices

Where to find

Condition

Explanation

Threshold

Alerting — Switch
Alerts

Total port data rate
threshold

A total port data rate
threshold is reached.

You can only set total
data rate (read and
write) thresholds. This
threshold can give you
anideawhich ports are
most utilized.
Therefore, a 2 GBps
switch settings can be
300, 200, -1, or -1.

Alerting — Switch
Alerts

Link failure rate
threshold

A link failure rate
threshold is reached.

We do not have an
accurate threshold
recommendation.
Create a report of Link
Failures. If no failure is
recognized, start with
these settings: 0, 0,
-1,and -1.

Alerting — Switch
Alerts

Error frame rate
threshold

An error frame rate
threshold is reached.

Use the same
procedure as
mentioned at Link
failure rate threshold.

Alerting — Switch
Alerts

Total port packet rate
threshold

A total port packet rate
threshold is reached.

You can only set total
packet rate (read and
write) threshold.

4.5 Setting up monitoring and alerting for TPC for Tape

160

There are a few monitoring tasks available at the current version of TPC Version 3.1.2. TPC
reports on the following tape library information as shown in Table 4-27:

Table 4-27 Tape reporting

Component

What is reported

Library

Status, number of drives, number of changers, number
of cartridges, number of slots, number of I/O ports,
model, vendor, description, owner, contact, firmware
version, element manager, lock present, locked state,
security breach state, manually entered name, and
three properties that you can define.

Drive

Status, needs cleaning, number of mounts, WWNN,
firmware version, and location.

Changer

Status, media-flip supported, WWNN, and firmware
version. Note for 3584, these really are the logical
partitions, not the physical accessors.

1/0 port

Extended state (whether accessible by an operator),
description, and location.

Cartridge

Label, capacity, type, whether cleaner media, whether
dual-sided, location, and media description.
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4.5.1 Alerting

We currently do not define TPC alerts for tape events. We only support alerts that are
delivered to TPC through the SMI-S indication mechanism. Specifically, these are all SNMP
tape alerts that are described in the IBM TotalStorage UltraScalable Tape Library 3584
Planning and Operator Guide, GA32-0408.

4.6 How long to retain monitoring and alerting data

During monitoring jobs, TPC collects a large amount of data. The performance monitor job
especially collects a large amount of data. Consequently, the TPC data repository (database)
increases in size with time. Therefore, TPC provides a simple Data Lifecycle Management
configuration.

For Data Retention, TPC categorizes its data into:

» Job log files
» Alerts
» Statistical data (including performance data)

4.6.1 Job log files

Every task, such as performance monitors, probes, discovery, pings, scans, and history
aggregator, creates a log file for each run. You configure the log file retention at
Administrative Services — Configuration — Log-File Retention. Figure 4-25 shows the
default configuration. The last five job run log-files are kept for a maximum of 90 days. You
might only use the maximum of 90 days if you rerun a job, such as a continuously running
performance monitor. Changes on the configuration go into effect at the next run of the
history aggregator.

Log-File Retention

Maximum number of runs to keep of each schedule: a
Maximum number of days® worth of log-files to keep (regardless of schedule): |30

Figure 4-25 Log-File Retention

4.6.2 Alerts

Every threshold violation, external indication, or job error saves an alert to the TPC
repository.

In the Alert Log Disposition panel (Administrative Services — Configuration — Alert
Disposition), you define how long to keep the alert logs as shown in Figure 4-26 on

page 162. This value affects all alert logs, independently of whether a log has been cleared
(acknowledged) or not. You can read the alert logs at IBM TotalStorage Productivity
Center — Alerting. The default configuration is to keep alert logs for 90 days. Large
environments with many alerts might decide to keep the alert log for fewer than 90 days, or
just delete unwanted alerts manually.
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rSHMP

SMMP Destination 1

Cormraurity: Ipublic
Send traps to

Host: |ShMP
Part: [162 [if left blank, use standard part 162

SMMP Destination 2

Cormraurity: I

Send traps to

Host:
Part: [if left blank, use standard part 162

rTEC
Send TEC event to

Server: |host.com
Part: 2529 [if left blank, use standard part 5529)

rEmail
hdail Server: mailhost
il Port: 25 [if left blank, use standard port 25)
Default Dornain: COMP&Eny o
Return to: rootig@mailhost
Reply to: rootig@mailhost

Data Adinistrator: |

o~ |

days

Alert Log Disposition

lete Alert Log Records older than (90

Figure 4-26 Alert Log Disposition

4.6.3 Statistical data

Statistical data is most likely the largest and most varied amount of data in the TPC
repository, and therefore, influences the size and performance of the repository database.

The resource history retention that you can see in Figure 4-27 on page 163 controls how long
to keep the statistical information. By specifying a number for the days, the weeks, or the
months for each element on this window, you can control the amount of data that is retained
and available for historical analysis and charting. The longer you keep the data, the more
informative your analysis is over time.

When these settings are too high, they can have a negative effect on the amount of time that
it takes to generate reports. If report generation starts to slow down to an unacceptable level,
this might be due to high resource history retention settings.

Note: If you do not select a Performance Monitor check box, the data is never discarded
and generates a great amount of data in the database. The same result occurs if you
select a Performance Monitor check box and specify “0” for the number of days to keep.
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Figure 4-27 shows the default configuration. Adjust those values according to your specific
environment. Refer to Chapter 3, “IBM Total Productivity Center database considerations” on
page 61 to calculate the effect to the TPC database.

Sample data is the data that is collected at the specified interval length of the monitor, for
example, you can collect performance data every five minutes. The default retention period
for sample data is 14 days, which means that by default, TPC keeps the individual five minute
samples for 14 days before TPC purges the samples. TPC summarizes the Individual
samples into hourly and daily data. For example, TPC saves the sum of 12 of the five minute
samples as an hourly performance data record, and TPC saves the sum of 288 of these
samples as a daily performance data record. The default retention periods for hourly and
daily data are 30 days and 90 days, respectively.

Retain History for: Mo History Use Defaults
Directories Filesystems
[v] per scan Number of days to keep: D [¥] per scan Number of days to keep: ﬁi
[¥] weekly Number of weeks to keep: D [¥] weekly Number of weeks to keep: E
[¥] monthly Mumber of months to keep: D [¥] monthly Number of months to keep: i
Pings Computer Uptime
[¥] per ping Number of daystokeep: |2 | V| per probe Humber of daysto keep: |7 |
[v] weekly Humber of weeks ta keep: ’E v/ weekly  Number of weeks to keep: ’E
¥ monthty Number of manths to keep: (12| [¥| manthly  Number of manths to keep:[12__ |

Disks
[¥] per prabe Number of days to keep: M
[v] weekly  Number of weeks to keep: ,E
[v] monthly  Number of months to keep: ’E

Performance Monitors
[¥] per performance manitoringtask Number of days to keep: |12

[l hourty Number of days to keep: |24 ]
[v] daily Humber of days to keep: &

Figure 4-27 Resource history retention

TPC for Databases has its own resource history retention configuration. You can see the
configuration pane at Administrative Services — Configuration — Resource History
Retention for Databases. Figure 4-28 shows the default settings.

Retain History for: | Moistory | [ Use Defauts
Databases-Tablespaces Tables
[¥] per probe Number of days to keep: '@ [v] per scan Number of days to keep: D
[v] weekly  Number of weeks to keep: |6 7\ [l weekly Humber of weeks ta keep: D
[¥] monthly  Number of months to keep: |8 [vi monthly Number of months to keep: D

Figure 4-28 Resource history retention for databases

TPC for Data has an additional resource history retention configuration. You can see this
setting in each profile (Data Manager — Monitoring — Profiles). Profiles are assigned to
scans. Figure 4-29 on page 164 shows an example. You can set the retention period per
sample, week, and month.
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Edit Profile TPCUser.By Creation

Creator: TPCUser Mame: By Creation

Description: |Gathers statistics by creation-time

[ Statistics | File Filters_ |

Gather statistics by length of time since:

Summarize space usage Accumulate histony:
[¥] per scan Number of days to Keep:

17

[¥] weekly Humber of weeks to keep: |4_
[v] monthly Humber of months to keep: |2

Gather information on the:

Figure 4-29 Profile defined for statistical data history

4.6.4 Removed resource retention

Removed Resource Retention controls how long an entity resides with its status missing in the
TPC repository, and removed resource retention is displayed at the viewer.

For example, if a volume has been deleted, after the next probe, the storage subsystem
health indicates a warning, because a volume is missing. This health status remains until you
remove the missing entity manually or the Remove Resource Retention time has passed.
You can only remove missing entities from the TPC repository, except that you can also
remove the storage subsystem from the TPC repository. Select Disk Manager — Storage
Subsystems, click the subsystem that you want to remove, and select Remove.

Select Administrative Services — Configuration - Removed Resource Retention to

reach the control panel. Figure 4-30 displays the default settings.

Retain Removed
v| Directories
[¥| Filesystems
[v] Disks
[v] Filers
[v] Subsystems
[v] Fabric
[v] Tape

Humber of days to keep:
Humber of days to keep:
Humber of days to keep:
Humber of days to keep:
Humber of days to keep:
Humber of days to keep:
Humber of days to keep:

Figure 4-30 Removed resource retention
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TPC for Databases has its own resource history retention configuration. Select
Administrative Services — Configuration — Removed Resource Retention for
Databases to access the configuration panel. Figure 4-31 shows the default settings.

Retain Removed
[v] Databases-Tablespaces Number of days to keep: |7
[¥] Tables Humber of days to keep: |7

Figure 4-31 Removed resource retention for Databases

4.6.5 History Aggregator

The History Aggregator enables jobs to sum data in an enterprise environment for historical
reporting purposes, such as summary statistics and user space usage statistics, and is
extremely important. Check the state of the History Aggregator regularly. Improper
maintenance in this area can negatively impact historical data trending. Run the History
Aggregator daily, which is the default. Configure the History Aggregator at Administrative
Services — Configuration — History Aggregator. Figure 4-32 shows the configuration
pane. The History Aggregator is used within TPC for Data but also removes old Alert Log
records. You do not use the History Aggregator to create hourly and daily performance

samples.
rEdit History Aggregator
Creator: TPCUser Hame: Aggregator

Description: mmwﬁxggm_gatnrs::hedule

|

[ whentoRun [ Alert |
rHow often to run

Run At:
3 aqf
On These Days:
[v¥] Monday [v] Tuesday [v] Wednesday [v] Thursday |v| Friday [v] Saturday [v] Sunday

rHow to handle time zones

Specify which time zone to use:
& Use the time zone that the server runs in

() Use this time zone:

Figure 4-32 History Aggregator

4.7 What logs to review

Use the alert log to view and operate upon alerts (performance, state changes, and other
alerts). The Alert Log node allows an administrator to view enterprise-wide alerts that are
categorized by different criteria, which makes alert management easier. See the alert log at
IBM TotalStorage Productivity Center — Alerting — Alert Log. Figure 4-33 on page 166
shows the structure of the Alerting node.

The Alert Log viewer is easy to use. If you have many alert logs, it might take some effort to
handle them all.
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The only way to export alerts (for example, you want to notify your colleagues and assign
alerts to them, or for just reporting open alerts) from the Alert Viewer is the printing function
with output in a *.csv file. You can only export all of the alerts in a section (node). Therefore,
use a spreadsheet application, such as Excel® to modify the list (*.csv file) afterwards. The
alert details are not exported (printed).

Refresh the Alerting overview at File — Refresh Alerts.

@ Alerting
@ @ Alert Log

@ Al
Alerts Directed to tpcadmin
@ Storage Subsystem
Computer
Disk
@ Filesystem
Directory
User
05 User Group
Fabric
@ Switch
@ Endpoint Device
@ External
Tape Library

Figure 4-33 Alerting

Every alert node is marked with either a red bullet, a green square, or no indication. A green
square means that there are new log entries but no errors, such as “new device discovered”
(neutral alert). A red bullet means that there are a minimum of one error alert (negative alert).
Blank means, there are no new alerts. Table 4-28 describes the nodes in the Alert Log.

Table 4-28 Alert Log nodes

Section (node) Description

All All alerts are listed here, including failed jobs
such as discovery and probes, or failed monitor
alerts such as performance monitor. You can
only review detailed logs about failed jobs at the
specific monitor node (for example, Disk
Manager — Monitoring — Subsystem
Performance Monitoring).

Alerts directed to <username> All alerts with triggered actions, Login
Notification, to a specific user. This section is
only visible to the currently logged in user
<username>. You cannot see alerts directed to
another user.

Storage subsystems All storage subsystem-related events, for
example, disk utilization percentage threshold is
violated or subsystem allocated capacity change.

Computer All computer-related alerts, for example, disk not
found.

Disk All disk-related alerts, for example, a disk is not
found. (filter view for OS-related or subsystem
alerts)

Filesystem All filesystem-related alerts, for example,

filesystem low on free space, constraint
violations, and more.

Directory All directory-related alerts, for example, directory
too big.
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Section (node) Description

User All user-related alerts, for example, a user quota
violation.
OS user group All OS user group alerts, for example, a user

group quota violation.

Fabric All fabric-related alerts, for example, connection
state change (missing/rediscovered).

Switch All switch-related alerts, for example, total port
data rate threshold violation or switch status
change (offline/online).

Endpoint device All endpoint device-related alerts, for example,
endpoint device discovered.

External An external event can be a CIM indication from a
CIMOM or an SNMP trap from a SAN switch. The
alert contains a timestamp and alert text. The
source is the IP from the CIMOM or SNMP trap
sender. Those events are only informational
events and can be used to verify that TPC
receives alerts from external sources.

Tape library All tape library-related alerts

By selecting a section in the Navigation Tree, the following structure shown in Figure 4-34
appears. Every alert uses one row.

e | eete

Clear &1 | Delete Al l Retresh |

Computer Obi. Type | Object Alert Type First Triggered Last Triggered #Times  Filesystem | Alert Creator | Alert Hame Seript
gallumitsos] sanjose jom.com Node testt Endpoint state change | Oct 4, 2006 11:40:48 AM Oct 4, 2005 11:40:48 AM (HIA) tpcadmin endpoint device state change |(Ni)
galium 1303] sanjose b com | Swich IEM_2005_BG2 | Switch property change [Oct 4, 2006 11:40:43 A Oct 4, 2006 11:40:43 AM (Mi) tcadhin swich property change (i)
Endpoirt state change | Oct 4, 2008 11:40:43 &M Cct , 2008 11:40:43 AM (HIA)
propertpchange Oct 4, 2006 11:40:43 AN ict 4, 2005 11:40:43 AM
External nofification | Oct 4, 2006 11:40:36 AM Cct 4, 2008 11:40:36 AM

[y

tpcadmin

9 |galium itsos] sanjose jbm.com Node
Bl - galiumnits: S
[@l] 9 |gallumitsos] sanjose lbm com | External

tpcadiin
) TPCUser

1
1
1
1
1

Figure 4-34 Example Alerting — All

By clicking the magnifying glass icon [g] (drill down) at the first column or double-clicking the
row, details about the alert appear as shown in Figure 4-35.

Detail for Alert

Computer gallium tsos] sanjose bm.com

Switch ITSC_2005_B32

Alert Type Switch property change

State Acknowledged

Timestamp Oct 4 2006 11:40:43 Ak

Alert Creator tpcadinin

Alert Hame switch property change

Alert Text ALR4019I: switch IT30 2005 B32 port 2Z00700051E35D514 has gone online.

Figure 4-35 Detail for Alert

After you investigate the alert (for example, use the element managers to analyze device
alerts), you can clear or delete the alert by using “Cleared” or “Deleted” to acknowledge the
alert. Just select the alert row and click [ cear |or [ peeie |. Multiple selections are also
possible. If you want keep the alert, use Clear. If you want to permanently remove the alert,
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use Delete. After clearing the alert, the second column shows a picture of a hand making a
check mark instead of a red exclamation mark [¥_]. The Alert State in the detailed
view changes from Active to Acknowledged. See Figure 4-34 on page 167. There is not an
indication about who cleared (Acknowledged) the alert. Table 4-29 describes the columns

available in the alert tables. Every section has its own set of information.

Table 4-29 Alerting structure

Column label

Description

Available for node

Storage subsystem

Identifier for the subsystem

Storage Subsystem

endpoint label, and more, or it
also can be a job name.

Computer The computer that reported the | All
alert to TPC. This can be, for Storage Subsystem
example, the TPC server, a Computer
CIM Agent, or something else. | Filesystem
User
OS User Group
Fabric
Switch
Endpoint Device
External Your TPC server host name. External
User Identifies the user, for example, | User
on a quota violation. Username
is presented in the format
username@ hostname.
Filesystem Identifies the filesystem, for Filesystem
example, a constraint violation User
on the filesystem C:\.
Enclosure Type Enclosure type of reporting Disk
alert, for example, computer or
storage subsystem.
Enclosure Enclosure label name of Disk
reporting alert, for example, a
computer name.
Disk Identifies the disk of the Storage Subsystem
reporting alert, for example, Disk
Western Digital
WT400BB-23DEAQ.”
Object Type Identifies the object type, such | All
as disk, fabric, fabric zone, Computer
fabric alias, switch, node Fabric
(endpoint), port, external, Switch
filesystem, directory, discovery, | Endpoint Device
and more. External
Object Identifies the object, such as All
disk serial numbers, Computer
filesystems, directories, fabric Fabric
label, switch label, zone label, Switch

Endpoint Device
External
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Column label Description Available for node
Alert Type Defined alert condition of the All
alert, such as Computer Quota | Storage Subsystem
Violation, Total Port Data Rate Computer
Threshold, External Disk
notification, and more. Filesystem
User
Fabric
Switch
Endpoint Device
External
First Triggered First triggered date and time of | All
the alert. Storage Subsystem
Computer
Filesystem
User
Fabric
Switch
Endpoint Device
External
Last Triggered Last triggering date and time. All
This is used if the event Storage Subsystem
happened more than one time, | Computer
for example, the filesystem free | Filesystem
space threshold was violated User
10 times. Fabric
Switch
Endpoint Device
External
# Times Number of times an alert All
occurred. This happens if a Storage Subsystem
constraint violation occurred Computer
several times. Filesystem
User
Fabric
Switch
Endpoint Device
External
Alert Creator What TPC user created the All
alert condition (owner), for Storage Subsystem
example, TPCUser for default Computer
alerts. Filesystem
User
Fabric
Switch
Endpoint Device
External
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Column label Description Available for node

Alert Name User-defined label of the alert. All

Storage Subsystem
Computer
Filesystem

User

Fabric

Switch

Endpoint Device
External

Script The script name of the All

executed script. Storage Subsystem
Computer
Filesystem

User

Fabric

Switch

Endpoint Device
External

If there are dependent alerts in a section, such as for Disk (disk subsystem and OS alerts),
you can filter the alerts by using the View.

View:  |OS Alerts =l

Storage Subsystem Slerts I J & Al | Refresh

Figure 4-36 View filter

If you want to display alerts from a specific asset (only for computer and storage
subsystems), open Data Manager — Reporting — Asset. Select an asset, for example, a
Storage Subsystem with a right-click, and choose View Alerts. Only alerts related to this
asset display in the right pane.

You can see monitoring job-related alerts (for example, probe job failed) within IBM
TotalStorage Productivity Center — Alerting — Alert Log — All or at the specific job
node.

You can see detailed logs about those jobs (probes and performance monitor jobs) on each
job node for troubleshooting. Figure 4-37 shows job logs within the monitor node.

§ TPCUzer Default Probe
& 32-2010 114400
& 33 -21.10.2008 01:44:00

& 34 - 22102008 01:44:00

Figure 4-37 Job logs within the monitor node

By selecting the failed probe, the job log displays as shown in Figure 4-38 on page 171.
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24 10.06 01:45:00 AGTO1 441 Retrieving job definition fram sernver

24 10.06 01:45:00 AGTO1521 Joh definition retrieved

24.10.06 01:45:00 STAD11 31 Prohe started

2410.06 01:45:00 STADD45L Retrieving all mode pages

240008 374500 STAMQLT W, Cannct send SCST commmahnd to W PRsica/Oved

24.10.06 01:45:00 GENG013E: OS Error 1117: The request could not he performed because of an 10 device error.
24 10.06 01:45:00 STADD44l: Retrieving all made pages

24 7008 07 45:00 STAMLT W, Cannot send SCET command to W PHysicailrive |

24.10.06 01:45:00 GENGO13E: OS5 Error 1117: The request could not he performed because of an 110 device error.
2410.06 01:45:01 STADZ481 Sending results to semver

24.10.06 01:45:02 STADZ501: Server saved results

2410.06 01:45:02 STAD1101 Probe completed with warnings

1

Figure 4-38 Detailed job log

For large log files, use the double arrows at the right side of the window to scroll through the
file and use Top and Bottom (in the upper right corner) to navigate to the beginning or to the
end of the log file as shown in Figure 4-39. Alternatively, you can search up and down the log
file for strings.

Searchfnr:| J| - || - | Tap || BnttumJ

Joh log file: eX\Program FilesIBMITPC devicelog'msn.3910534.2.2105.16252.1og

TO/25/06 4:10:20 AM HWHPM21 231 Performance data was collected and processed successiully.
1029706 4:149:16 Ab HWHPWM21 231 Performance data was collected and processed successiully,
T0/25/06 4:20:09 AM HWHRHPM21 231 Performance data was collected and processed successiully.
1029706 4:25:12 Ab HWHPWM21 231 Performance data was collected and processed successfully,
TO/25/06 4:30:11 A HWHRPM21 231 Performance data was collected and processed successiully.
1029706 4:35:11 Ak HWHPWM21 231 Performance data was collected and processed successfully,
T0/25/06 4:40:10 AM HWHPM21 231 Performance data was collected and processed successfully.
1029706 4:45:11 Ak HWRPRW21 231 Perfarmance data was collected and pracessed successfully,
T0/25/06 4:50:12 A HWHRHPM21 23] Performance data was collected and processed successiully.
1029706 4:99:12 Ab HWHPWM21 23] Performance data was collected and processed successfully,
T0/25/06 5:00:11 AM HWHRPM21 231 Performance data was collected and processed successiully.
1029706 5:08:13 Akl HWRPRW21 231 Performance data was collected and processed successfully,
TO/25/06 5:10:12 A HWHRPM21 231 Performance data was collected and processed successiully.
1029706 5:148:12 Ak HWHPWM21 231 Perfarmance data was collected and processed successfully,
TO/25/06 5:20:12 A HWHRHPM21 231 Performance data was collected and processed successiully.
1029706 5:26:10 Ak HWHPWM21 231 Performance data was collected and processed successfully,
TOP25/06 5:30:11 A HWHRPM21 231 Performance data was collected and processed successiully.
TO29/06 5:35:12 Akl HWHPWM21 231 Perfarmance data was collected and processed successfully,
TO/25/06 5:40:14 AM HWHPM21231 Performance data was collected and processed successiully.
1029706 5:45:13 Ak HWRPRW21 231 Perfarmance data was collected and processed successfully,
TO/25/06 5:50:10 AM HWHRHPM21 23] Performance data was collected and processed successiully.
1029706 5:95:1 2 Ak HWHPWM21 231 Performance data was collected and processed successfully,
T0/25/06 &:00:12 A HWHRHPM21231 Performance data was collected and processed successiully.
1029706 6:08:10 Akl HWHPWM21 231 Perfarmance data was collected and processed successfully,
TOS25/06 A:10:13 AM HWHPM21231 Performance data was collected and processed successiully.
1029706 6:19:11 Ak HWRPWM21 231 Performance data was collected and processed successfully,
TOS25/06 &:20:12 A HWHRHPM21 231 Performance data was collected and processed successiully.
129706 6:29:11 Akl HWHPW21 231 Performance data was collected and processed successfully,
T0/25/06 6:30:08 Av HWHPM21231 Performance data was collected and processed successiully.
1029706 6:39:12 Ak HWHPWM21 231 Performance data was collected and processed successfully,
TOS25/06 &:40:10 AM HWHRHPM21 231 Performance data was collected and processed successiully.
1029706 6:45:12 Ak HWHPWM21 231 Performance data was collected and processed successfully,
TOS25/06 6:50:12 AM HWHPM21 231 Performance data was collected and processed successfully.
129706 6:99:12 Ak HWHPWM21 231 Performance data was collected and processed successfully,
T0/258/06 7:00:10 AM HWHRHPM21 231 Performance data was collected and processed successfully.
1029706 7:09:10 Ak HWHPWM21 231 Performance data was collected and processed successfully,
TO/25/06 7:10:13 AM HWHPM21 231 Performance data was collected and processed successiully.
1029706 714912 Ak HWHPWM21 231 Performance data was collected and processed successfully,

B [

Figure 4-39 TPC log navigation

Chapter 4. Reporting and monitoring basics 171



Another easy way to look at the log files from a job (monitor) is to right-click the node and

choose History (Figure 4-40).

Navigation Tree

@ Administrative Services
@ IBM TotalStorage Productivity Center
$ My Reports
@ System Reports
@ tpcadmin's Reports
&= Batch Reports
@ Topology
Computers
Fabrics
Switches
Storage
Other
@ Monitoring
&= Probes
@ Alerting
@ @ Alert Log
@ Data Manager
@~ Data Manager for Databases
@~ Data Manager for Chargeback
@ Digk Manager
@ Fabric Manager
Fabrics
@ Monitoring
@ Groups
@= Jobs
@ Switch Performance Monitors
Lo

Delete
Rename

@ tpcadmin S|
@ tpcadmin S|
@- tpcadmin S| pefresh Joh List
@ tpcadmin S|
@ Alerting Update Job Status
@ Reporting History
©- Switch Perfor| o o jow

@ Tape M:
Print Branch

Figure 4-40 Job history

Figure 4-41 shows the job history.

Fun | Start Time Status  Finish Time #Jobhs  #Tailed
@ 22.09.2006 05:24:26 Success [30.09.2006 21:51:04 1 ]
@, 2122.09.2006 05:24:40 Failed 22.09.2006 05:24:41 1 1
[=] 3/03.10.2006 10:03:36 Running 1 0

Figure 4-41 Job history detail

There are different logs, such as alert logs and monitoring logs (for example, probe and
performance). Check the status of those logs regularly. If a monitor job status is green, all is
good. If the status is yellow, you can check out the warning messages. If the status is red, the

monitor is stopped.

Note: Warnings in job logs do not appear in the Alerting node and do not trigger an alert. A
job only creates an alert if the job fails.

4.7.1 Messages

172

You can read the detailed explanations of the messages that are logged in log files in IBM
TotalStorage Productivity Center Messages, GC32-7194. The messages are grouped in
different sections. Use these sections to navigate the Messages manual. Table 4-30 on
page 173 provides a brief overview of the TPC messages.
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Table 4-30 TPC message overview

Identifier

Number

Type

Messages start with a
nonnumeric code. This code
identifies which component of
IBM TPC generated the
message. When you look in the
Messages manual, remember
that descriptions are
categorized by these
designations first.

Messages contain a number

following the code designation.

Use this number to find the
message description.

There are three types, and they
are classified:

E = Error
W = Warning
| = Information

4.7.2 TPC Web sites

This Web site is a helpful link to get a description of the error message. Insert the error code

into the search text field:

http://publib.boulder.ibm.com/infocenter/tivihelp/v4rl/index.jsp

On the IBM Web site, you might find helpful information about APARSs, software updates, and
known issues (see Figure 4-42 on page 174):

http://www-03.ibm.com/servers/storage/support/software/tpc/

Often checking the compatibility matrix for your devices is useful.

Disk:

http://www-03.ibm.com/servers/storage/support/software/tpcdisk/installing.html

Fabric:

http://www-03.1ibm.com/servers/storage/support/software/tpcfabric/installing.html

Data:

http://www-03.ibm.com/servers/storage/support/software/tpcdata/installing.html

And, you can use Google for an information repository:

http://www.google.com

Chapter 4. Reporting and monitoring basics 173


http://publib.boulder.ibm.com/infocenter/tivihelp/v4r1/index.jsp
http://publib.boulder.ibm.com/infocenter/tivihelp/v4r1/index.jsp
http://publib.boulder.ibm.com/infocenter/tivihelp/v4r1/index.jsp
http://www-03.ibm.com/servers/storage/support/software/tpc/
http://www-03.ibm.com/servers/storage/support/software/tpcdisk/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcdisk/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcdisk/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcfabric/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcfabric/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcfabric/installing.html
http://www-03.ibm.com/servers/storage/support/software/tpcdata/installing.html
http://www.google.com
http://www.google.com

£11BM System Storage support: TotalStorage Productivity Center - Microsoft Internet Explorer

° Fle Edit View Favorites Tools Help

OBack - O - ﬂ ﬂ :\ - search ‘E?'\E"Favorihes Q-" = E @

: Address @htb:u:,.".."v\"d\"N-D3.ibm.com;"serversfshorage;"support{sofﬁd\'are,{mcf

Disk systems
Tape systems
Media
Storage ares network
Network sttached storage
Software
Optical systems
Praducks A-Z
Solutions
Virtualization
Support
+ Support s=arch
+ Remgistar
+ Fr=dback
Liberature
News and events

Contact us

Services & industry solutions

€es
VEGD

Country/region [s=lct] Terms of use

Support & downloads My sceount

Support for TotalStorage
Productivity Center

The IBM TotalStorage Productivity Center is an open storage infrastructure

selution desi d to help reduce the effort of managing complex storage
infrastructures, to help improve storage capacity utilization, and to help improve
administrative efficiency,

ect another product

Note: IEM TotzlSterage Productivity Center for Devices W2.2 is a special edition of IBM
TotalStorage Productivity Center for Disk for custemers of DS4000, DS6000, DSS000
and SAN Velume Controller storage systems, Technical support can be found on the
IBM TotalStorage Productivity Center for Disk support website.

Note: IEM TotalSterage Productivity Center Limited Edition W3 iz 2 spacial edition of
IBM TotalSterage Preductivity Center for customers of DS4000, DS&000, DSS000,
SAN Volume Controller storage systems and selected 1BM tape librarizs, IBM
TotalStorage Productivity Center Standard Edition W3 is 2 package offering consisting of
IBM TotalStorage Productivity Center for Diata, Disk and Fabric, Technical support for
either Limited Edition or Standard Editicn can be found on the appropriatz IBM
TotalStorage Productivity Center component page.

The IBM TotalStarage Productivity Center is comprised of the fallowing components

‘ Links @] 18M Busine

Related links e IBM Tot

the fellowing additicnal compenent(s):

About IBM Privacy Contact

The 1BM TotalStorage Productivity Center with Advanced Provisioning Solution requires

&

0 Internet

Figure 4-42 TPC Web site

4.8 Alerts and Topology Viewer

The Topology Viewer uses the TPC database as the central repository for all of the data that
it displays. The Topology Viewer actually reads the data in user-defined intervals from the
database and updates, if necessary, the displayed information automatically.

The overall goal of the Topology Viewer is to provide a central location to view a storage
environment, quickly monitor and troubleshoot problems, and gain access to additional tasks

and functions within the TPC User Interface.

The Topology Viewer represents the current state of an entity or entity group. It presents the
actual health state and performance state. By default, the performance presentation layer is
disabled. To enable it, right-click the Topology Viewer panel — Global Settings —
Performance, and check Performance (see Figure 4-43 on page 175).
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Settings

Active Cverlays:
[¥] Health
[¥] Performance

Filtering:
[_] Hide normal entities

Connection Drawing:
[¥] Show connections

ZOones:
[l Show zone tab

| OK || Cancel

Figure 4-43 Enable the performance layer in the Topology Viewer

To set the refresh interval, right-click the Topology Viewer panel — Refresh Settings — and
select a New refresh rate. The default is 5 minutes, which works well for most requirements.
The refresh can take a while and consume CPU cycles if you have multiple Topology Viewer
views open at the same time. If you do not need a current reflection of the state of your
environment, increase the refresh rate to 60 minutes in the Topology Viewer and refresh the
Topology Viewer manually as needed. To refresh the Topology Viewer, right-click the
Topology Viewer pane and select Refresh View or Refresh All Views as shown in

Figure 4-44.

Refresh Rate Setting E3

Current refresh rate: 5 minutes
New refreshrate: | « | minutes

| 0K || Cancel |

Figure 4-44 Refresh Rate Setting

The Topology Viewer provides colored and iconic overlays of information, such as:

» Health status of entities or group of entities
» Performance overlays
» Policy compliance and violations

An entity shows the health (upper square) and the performance overlay (lower bar chart
under the health indicator) in the graphical view of the Topology Viewer as shown in

Figure 4-45. The icons’ status (Health Status and Performance Status) are also shown in the
tabular view in the columns Health and Performance.

]

ES5_1

Figure 4-45 Performance and health status

You can hover the mouse over the Performance icon to get metrics from the last collected
performance sample as shown in Figure 4-46 on page 176.
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Topology Viewer

E;  Overview

. LD:Storage

1 L2:Subsystem-SVCPL2..

o GyDevice %
256 Disks
33Pools

286 Volumes
12 Managed Disks
0 LUNs

4l

Performance: Yiarning

Read IO Rate {overall):

Wirite IO Rate (overall):

Read Data Rate:

Wirite Data Rate:

Read Response Time:

‘Write Respanse Time:

Read Cache Hits Percentage {overall):

Write Cache Hits Percentage (overall):

Action: | Expand A

MNWS Full Percentage:

83.67
692.01
1.8
16.34
213
223
81.62
100.0

0 L2:Subsyst.. o

1118.0

B Cache Holding Time T " U

2| Switch | Subsy 1 % . . . ort | Ci i Zone |

g ‘ | Health | Petformance Group |V lOperatmnal | Wendor ‘ Madel | Type | |AanatedC Awailable G |Backend0 | |Cache ize | |
A Maormal - EWarning nia D... ok IEM 922 Dsg000 .. [25688.0 13200 iz

.. [2.5169824E7|14)

Figure 4-46 Topology Viewer L2 showing performance hovering

The performance status displays predefined internal threshold violations. The Topology
Viewer scans the PMM_Exception table for existing constraint violations. The performance
status is aggregated up to the highest level entity, such as the switch or a subsystem.
Generate the report Disk Manager — Reporting — Storage Subsystem Performance —
Constraint Violation to get more information about your performance threshold violations.

Topology Viewer shows the performance status of an entity as either:
» Normal: Entity is operating at expected performance.

» Warning: There is at least one part of the entity that is not operating at expected
performance.

» Critical Entity: The entity is operating below expected performance.
» Unavailable: This status is used if the entity is not available in certain situations.

The health status is also shown on connections between entities. Connections can show a
normal state (green) or a critical state (red). If several connections are aggregated to show as
one (thicker) line, this line might also show a warning state (yellow) according to the normal
aggregation rules. Special connection types, such as trunks, are not explicitly displayed.

The Health Status icon in the Topology Viewer also represents the consolidated status of the
device. The consolidated status of the device is not merely the status of the top-level device
but also takes into consideration the status of the subordinate elements, such as pools,
volumes, Fibre Channel (FC) ports, and more. You can use the drill-down feature of TPC to
navigate to the next level of detail (that is, down to L1:Storage and L2:Storage). In these
views, the entity groups have health indicators as well, so that you can easily navigate to the
element in trouble, for example, a disk with an error.
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If a group contains missing elements, then the overall group status is warning to indicate the
missing element. You can configure the Removed Resource Retention to automatically
delete those missing entities from the TPC repository after a specific time or delete them
manually by right-clicking the entity and selecting Remove from Database.

The group status (aggregate) for health and performance state has these rules:

» RED (Critical): If at least one entity is critical and at least one entity is missing.
» YELLOW (Warning): If at least one entry is in a missing, warning, or critical state.
» GREEN (Normal): If all entities are in a normal or undefined state.

If all entities are in the same state, the aggregated state reflects this state.

The table in Figure 4-47 gives you an overview of the actual states and their graphical
representation within the Topology Viewer.

OverlayType Overlay Status

Health Norma =
Health Warning

Health Critical =
Health Missing ®
Health Unknown °
Performance Normal |
Performance Wamning

Performance Cnitical -
Performance Unavailable -

Figure 4-47 Health state

The health state of the entity, such as computers, storage subsystems, SAN switches, and so
forth can have the following status shown in Table 4-31.

Table 4-31 Health status

Health state Description
Normal Entity is operating normally.
Warning There is at least some part of the entity that is not

operating or has serious problems.

Critical Entity is either not operating or has serious
operational problems.

Missing Entity was discovered and recognized by TPC
but is no longer discovered as of the latest refresh
cycle.

Unknown Entity was discovered but not recognized by
TPC.

Note that the user-defined alerts, seen in the Alert Log node, are not propagated to the health
status in the Topology Viewer within the current TPC version 3.1.3.
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The tabular view of a device provides its health state and the operational state. The
information in the Health column and in the Operational Status column is not the same. The
Operational Status, which is only seen in the tabular view, shows more detailed information
provided by the vendor device. In the example shown in Figure 4-48, the health of both SAN
switches is marked Warning. The Operational Status gives more detailed information. In this
example, the Operational Status was reported by the Brocade CIM Agent. As you can read in
the Brocade document, Brocade SMI Agent Developer’s Guide, it translates the status
SWITCH_STATUS_WARNING to Stressed and SWITCH_STATUS_FAULTY to Error.

[ Switch |
.“|“¢ Health GEraup ~ Lahel Cperational Status
@ Missing ® Missing
2 Warning = Warning
5 WWarning Warning SANFPLZS1 stressed
5 WWarning Warning SANTEES1 Brror
a Marmal = Normal

Figure 4-48 Tabular view of two SAN switches with Operational Status stressed and error

The Brocade SAN switch shows the following status by using the command
switchStatusShow. Figure 4-49 shows the detailed information for the switch with operational
status equal to stressed, and Figure 4-50 shows the detailed information for the switch with
operational status equal to error. There are marginal ports that violate the Switch Status
Policy (switchStatusPolicyShow).

Port 030 is MARGINAL
SANPL251:admin> [

SwitchState: MARGINAT.
Duration: 053:18

Power supplies monitor HERLTHY
Temperatures monitor HEALTHY
Fans monitor HEALTHY
WWH servers monitor HEALTHY
Standby CP monitor HEALTHY
Blades monitor HEALTHY
Flash monitor HEATLTHY
Marginal port=s monitor MARGTHAL
Faulty ports monitor HEALTHY
Missing SFP= monitor HEALTHY

Figure 4-49 Switch status marginal

SwitchState: DOWN

Duration: 00:00

Power supplie=s monitor HEALTHY
Temperatures monitor HEALTHY
Fans monitor HEALTHY
WWH servers monitor HEALTHY
Standby CP monitor HEALTHY
Blades monitor HEALTHY
Flash monitor HEATLTHY
Marginal ports monitor DOWN
Faulty ports monitor HEALTHY
Miz=zing SFP= monitor HEALTHY
Port 026 iz MARGINAL
SANTS551:admin> ]

Figure 4-50 Switch status down
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In this example, the solution is to fix the marginal ports on the SAN switch. Possibly, the
attached device is not properly running (a new installation) or there has been a change to the
Switch Status Policy.

We adjust the Switch Status Policy with the command SwitchStatusPolicySet, because the
switch has many ports and there are many new server installations at the moment. After
adjusting the policy, the Switch Status changes to Healthy (Figure 4-51).

SwitchState: HEAT.THY
Duration: 00:00

Power =supplies monitor HEALTHY

Temperatures monitor HEALTHY
Fans monitor HEAT.THY
WWN servers monitor HEATLTHY
Standby CP monitor HEALTHY
Blades monitor HEATLTHY
Flash monitor HEAT.THY
Marginal port=s monitor HEALTHY
Faulty portcs monitor HEALTHY
Mi==ing S5FP= monitor HEALTHY

Port 030 is MARGINAL
SAMPL251:admin> [

Figure 4-51 Switch status healthy

Finally, after a CIMOM discovery, TPC shows that the switch is in an 0K operational status
and in normal health (Figure 4-52).

Action: | 0Open Detail View - |

Computer rSwitch rSuhsystem rTape Library rOthenUnknuwn rFCPurt rCunnectiun rZiJne |

|||| Group | 57 Lahel |Operati0na|..| WA | Domain |
20 nfa SAMPL251 ok 1000006069806C84 51

Figure 4-52 Tabular view of OK operational status

4.9 Alerting mechanism (event)

TPC uses events to notify subscribers about alerts. The type of alert mechanism that is used
differs from environment to environment. The notification mechanisms in Table 4-32 on
page 180 are possible.
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Table 4-32 Events

Alert mechanism

Enables you to

SNMP trap

Generate an SNMP trap message to any network
management station (NMS), console, or terminal
to indicate the occurrence of an alert. System
administrators must set up their SNMP trap ringer
with the provided management information base
(MIB) files in order to receive SNMP traps from
IBM TPC.

TEC event

Send an alert to the Tivoli Enterprise Console®
(TEC). The TEC administrator can write
correlation and automation rules to analyze IBM
TPC events according to the event definitions
specified in the tivoliSRM.baroc and fabric.baroc
files. It also performs responses, such as sending
further notification, creating or updating trouble
tickets, running programs, and so forth.

Login notification

Indicate that alerts should appear to a specified
user upon accessing the Alerting — Alert Log.
Specify the user to receive the alerts in the Login
ID field. Use the Preferences — Edit General
option on the IBM TPC menu bar to control which
alerts a user views upon logging in to the product.

Windows event log or
UNIX Syslog

Write out alert messages to the OS log. If you
already have an administrator monitoring OS
logs, this is an easy way to have all of your priority
messages centralized for quick notification and
viewing.

Event Type (Windows Event Log only) - Indicate
the type of event that will be recorded to the
Windows Event Log.

Facility (UNIX Syslog only) - Select where the
UNIX Syslog will be sent. You can select User or
Local.

Level (UNIX Syslog only) - Select the level of
UNIX Syslog event. You can select
Informational, Notice, Warning, Error,
Critical, or Alert.

Run script

Run a script in response to an alert. This
“triggered action facility" enables you to run
scripts that execute any third-party tools for
actions, such as archiving, backup and recovery,
or provisioning.

Archive/Backup
(Constraints only)

Define an IBM Tivoli Storage Manager backup or
archive job that will run in response to an alert
associated with a constraint.

E-mail

Receive an e-mail when a specific type of alert is
triggered. IBM TPC can send this type of
notification to you, the storage administrator, or
the user.
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To use these alert mechanisms to define the event disposition, click Administrative
Services — Configuration — Alert Disposition. See Figure 4-53.

rSHMP

ShiP Destination 1

Comrmumnity: Ipublic

Send traps to
Host: [Srmp
Port: [162 [if left blank, use standard port 162)

ShihdP Destination 2

Comrmumnity: l—
Send traps to
Host:
Part: (if left blank, use standard part 162)

rTEC
Send TEC event to

Server: [tect.com
Port: 5529 [if left blank, use standard port 5529)

rEmail

hdail Server: mailhost

Mail Port: 5 (it left blank, use standard port 25)
Default Damain: COMPanY Com

Return to: roctig@mailhost

Reply to: roctig@mailhost

Data Administrator:

rAlert Log Disposition
Delete Alert Log Records older than (S0 days

Figure 4-53 Event notification configuration

You also set up the Alert Log Disposition on this window. This option controls how long to
keep records in the alert log. The defaultis 90 days. For most environments, 90 days is
sufficient.

Note: Most Web-based e-mail servers, for example, Yahoo! and Gmail, require
authentication, commonly Secure Sockets Layer (SSL) and a username and password
combination. This authentication methodology is currently unsupported. For best results,
use an available internal Simple Mail Transfer Protocol (SMTP) mail server.

Alert examples

One example is using e-mail notification for all failed monitoring jobs. If a job fails, the alert
sends an e-mail to the storage management team mailbox. The responsible person can fix
the problem and clean it from the log view in the TPC GUI. If several users work with TPC,
you can assign the alert to a specific person by selecting the Alert tab — Login Notification.

Set up important storage hardware failures, such as San Volume Controller (SVC) Node
Offline, to create a TEC event and perhaps create a ticket. Therefore, the responsible person
can be notified immediately. Additionally, the ticket can be seen by a large community and is
great for reporting and auditing tasks.

For performance threshold violations, use e-mail. But set the thresholds high; otherwise, you
might get overwhelmed with e-mails. It is better to use high thresholds for notification and use
reporting for performance analysis.
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With TPC Version 3.1.2 and Version 3.1.3, you cannot use variable information, such as
device name in the alert e-mail subject. You set a fixed subject text per alert.

For quota and constraint violations, you might send an automatic e-mail to the owner or to the
system administrator. Refer to “Setting up quota and constraint e-mail” on page 134 for an
example.

Figure 4-54, Figure 4-55, and Figure 4-56 show examples of alert notifications.

Alert tpcadmin.Disk Util Percent Threshold has been triggered.

Disk urilization on array 2105.111131-dgl, storage dewvice E55 01 (2105.11111), was
890.07 which exceeds or falls below threshold wvalue 20.

Figure 4-54 Example e-mail of a threshold alert

Alert tpcadmin.DSE 01 has been triggered.

Bun number 2 of Probe tpcadmin.DSE& 01 has failed on 1 of 1
computer (s) .

Figure 4-55 Example e-mail of a failed monitor job

1~12809118~65537~1159253503(5ep 26 08:51:43 20068)
### EVENT ###

perf_threshold; messageID=ALR0067wW; thresholdsoundary="warning stress";thresholdname="Total Port Data Rate Threshold"

msg="Frontend data rate on port 200600051B347D27, device SANSWITCH_ 01 (100000051B274D27), was 11.63 which exceeds or faT1s

below threshold value 10.";thresholdTime=" sep 26 2006 08:45:20 CesT';threshold="10";resourceName="200600051B274D27"
deviceName="SANSWITCH_01 (1000000518274D27)"; adapter_host=serveroQl;

alertName="tpcadmin.Total Port Data Rate Threshold" ;currentvalue=" 11.63" ithreshDescription="Threshold Total Port Data Rate Threshold for devi
SANSWITCH 01 (100000051B274D27) is exceeded for component 200600051B274D27 at device server's time Tue Sep 26 0B8:45:20 CEST 2006 and

the current threshold value is 11.83";END

Figure 4-56 TEC event example

4.10 Reporting

TPC provides reporting of its collected data in the TPC repository. Certain reports are
predefined and you can modify them. You can define your own reports based on the standard
definitions. Reports display in tables, graphs, and charts. Use these reports for:

» Asset reporting

Availability reporting
Capacity reporting

Usage reporting

Usage violation reporting
Backup reporting
Performance reporting
Performance alert reporting

vVVyVvYyVvYyYVvYYyYyYYyYy

You can display the generated reports or you can export them to a printer or file, such as
CSV, HTML, PDF, or text-formatted. In addition, you can schedule reports to run at certain
times.

For a detailed description of reporting, see Building and Scaling SAP Business Information

Warehouse on DB2 UDB ESE, SG24-7094. We provide a brief overview and several
examples.
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4.10.1 System reports

To see predefined system reports, select IBM TotalStorage Productivity Center — My

Reports — System Reports. The report categories are Data, Disk, and Fabric. See

Figure 4-57.

File View Connection Preferences Window

5~ B @] [x] [0

Help

Navigation Tree

@ Administrative Services
@ IBM TotalStorage Productivity Center
$ My Reports
@ System Reports
§ Data
Access Time Summary
Disk Capacity Summary
Access File Summary
Storage Mccess Times
Disk Defects
Storage Modification Times
Mozt at Risk Files
Mozt Obzolete Files
Cldest Orphaned Files
User Guots Yiolations
Storage Availabilty
Storage Capacity
Tatal Freespace
User Space Usage
Wasted Space
@ Disk
Array Performance
Cortroller Cache Performance
Cortroller Performance
I Group Perfornance
Managed Dizk Group Performance
Port Perfortance
Subsystem Performance
Top Yolumes Cache Hit Performance
Top Yolumes Data Rate Perfortriance
Top Valumes Disk Perfortmance
Top Yolumes 112 Rete Performance
Top Yolumes Response Performance
§ Fabric
Port Connections
SAN Assets (ALL)
SAN Aszets (Connected Devices)
SAN Aszets (Switches)
Switch Perfortance
Sweitch Port Errors
Top Sweitch Ports Data Rate Performance
Top Switch Ports Packet Rate Performance
@ tpcadmin’s Reports
@~ Batch Reports

Figure 4-57 System Reports list

Note that performance reports rely on the newest performance samples (most recently

collected). For example, the Top Volumes Data Rate Performance report represents only the
newest performance samples and not historical samples.

4.10.2 Reports by user name

Select reports by user name or <username> reports by clicking IBM TotalStorage
Productivity Center —» My Reports — <username> Reports. This node includes the saved

reports.

For example, you can create a simple SAN asset list with switch label, IP, model, fabric label,

and serial number. Select the predefined SAN Asset (Switches) report by clicking IBM

TotalStorage Productivity Center —» My Reports — System Reports — Fabric —» SAN

Assets (Switches) and adjust the Selection tab in the right pane. See Figure 4-58 on

page 184.
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HIBM TotalStorage Productivity Center: colorado.itsosj.sanjose.ibm.com -- TPCFabricUser.SAN Assets {Switches)
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|=|=|B| a8
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Report Filter Specificati
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Management 10 Fabric IO

Management Address e |
Domain i
Contact - |

AT

Location L]
Physical Switch Wit

Reset |

Figure 4-58 Column selection

Select the column identifier that you want and click the arrow at the right side to change the
order. Click Generate Report and review the result. See Figure 4-59.

Selection SAH Assets (Swi |

Fabric: SAN Assets (Switches)
Mumber of Rows: 2

Label IP Address Serial Humber Model Fabric ID
IIBM_2DDS_BS2 9.43.86.21 1071127 l3z20 |1 00000051 E34E595
|ITSO_2DDS_BS2 9.43.86.22 |1 072467 320 |1 00000051 E350514

Figure 4-59 Report

Click File — Save As or use the Save icon to save the report with a new report name. You
can now run the saved report at <username>’s Report.

4.10.3 Batch reports

The batch reporting feature enables you to run any report on a regularly scheduled basis.
This enables you to conveniently run reports and gather data on a set schedule. The batch
reporting feature provides a convenient and powerful way for you to save report definitions
and schedule when to run reports. You can use automatic reports for report distribution,
publishing on a Web server, or as input for another application, such as a Data Warehouse.
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To create a batch report:

1. Select IBM TotalStorage Productivity Center — My Reports — Batch Reports.
Right-click Create Batch Report.

Select one of the existing reports.

Choose the columns to include.

o~ 0N

Set options, such as where to run and store the batch report, the output file type, and
whether to run a script after completing the report generation. The script can copy the
report to another location or send it through e-mail to certain recipients.

o

Set the run time and frequency.
7. Set the triggering action (alert notification) if the report fails.

8. After a batch report runs, you can check the status and the log at the batch reports node.
The system saves the batch reports at:

For Windows:
<installation path>\IBM\TPC\ca\subagents\TPC\Data\log\<computername>\reports

For UNIX:
<installation path>/IBM/TPC/ca/subagents/TPC/Data/log/<computername>/reports

Note: With the TPC Version 3.1.2, you cannot run predefined reports from My Reports
(System Reports —> <username>’s report) as a batch report.

4.10.4 Data Manager reports
Data Manager (Data Manager — Reporting) within TPC provides several reports.

Figure 4-60 on page 186 shows the report category overview.
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@ Administrative Services
@~ |IBM TotalStorage Productivity Center
@ Data Manager
@ Monitoring
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@ Reporting
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@ Computer
@ Filesystem
@ Asset
@ By Cluster
@ By Computer
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@ Computer Uptime
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@ Disk Capacity
@ Filesystem Capacity
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@ 05 User Groups
@ Usage Violations
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@= Quota Violations
@ Backup
@= Most at Risk Files
@~ Modified Files not Backed up
@ Backup Storage Requirements

Figure 4-60 Reporting category within Data Manager reporting

Here are descriptions with several report examples for the reporting nodes.

Groups
Within groups, you can define computer or file system groups.

Asset

In the asset section, there are computers, clusters, storage subsystems, and more. You can
drill down several levels. By selecting a node, you get the details in the right pane. Figure 4-61
on page 187 shows an example of a computer asset. We selected File System E:\. The

properties display in the right pane and give you information about file system type, last scan,
used space, free space, and more.
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File View Connection Preferences Window Help

== [m [8][x] @
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= Monitoring File System Type NTFS5
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@ Policy Management Mount Paint =1
@ Reporting Physical Size 60.00 GB
@ Groups Capacity 60.00 GB
@ Asset
©- By Cluster Probe Last Run 18.10.2006 D6:19:09
By Computer Scan Last Run 18.10.2006 03:14:48
@ @CIS“VCII“W Discovered Time 16.09.2006 23:06:23
ontrollers: Removed Time
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oo
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E:/Copy of Temp/A2k3_32_1607-1_DB03104385
E:/Copy of TempiA/2K3_32_1607-1_060310fsst
E/RECYCLER
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E:fest!
E:fivoli
E:Tetnp
EMINKT |

Figure 4-61 Data Manager — Reporting — Asset — By Computer

Figure 4-62 on page 188 is an example of a storage subsystem. At the right pane, you see
the details of the selected extent pool. The details provide information, such as raid type or
storage pool free space.
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Figure 4-62 Data Manager — Reporting — Asset — By Storage Subsystem

Figure 4-63 shows an agent report, which is under the system-wide node. Figure 4-63 gives
you information about the status, version, and connection errors of your Common Agents.
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Figure 4-63 Agent report
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Figure 4-64 is a computer overview report.
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Figure 4-64 Computer By Boot Time

Figure 4-65 gives you an overview of your storage subsystems and provides you information
about capacities, serial numbers, firmware versions, cache, and more.
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Figure 4-65 Report By Storage Subsystem

Availability

Within the Availability node, you can create availability reports for computers based on pings
and uptime information.

Capacity
At this node, there are capacity-related reports for storage subsystems and computers, which

might be useful to display storage trends over time. Figure 4-66 on page 190 shows the
current capacity overview of two storage subsystems.
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Figure 4-66 Storage Capacity By Storage Subsystem

For historical data, select one or more subsystems (rows) and click [® and choose, for
example, History Chart: Free Space for selected. Figure 4-67 shows the free space over

time and the future trend, which is the dotted line.
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Figure 4-67 Free Space on a Subsystem

Usage

Usage reports are available for filesystems, directories, and users and present information,
such as a file’s access time, modification time, or creation time. You can display reports about
the largest files in your filesystems, duplicate files, file types, orphan files, and much more.

The report example in Figure 4-68 on page 191 shows the file access distribution of
filesystems (Data Manager — Reporting — Usage — Access Load — Access Time — By

Filesystem).
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Figure 4-68 Usage access files report

Click @ to get a pie chart as shown in Figure 4-69.
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Figure 4-69 Pie chart report

You might use this report to decide about using hierarchical storage management (HSM) or
to move rarely accessed files, directories, or filesystems to slower storage.

Look at additional useful detailed examples of the reports within Data Manager in Chapter 2,
“Data management techniques” on page 13.

4.10.5 Disk Manager reports

The node Disk Manager provides two types of disk reports. Click Disk Manager —
Reporting and then choose between Storage Subsystems and Storage Subsystems

Performance. See Figure 4-70 on page 192.
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Figure 4-70 Disk Manager reports

Storage subsystems

Within this category, you can choose reports about disk relationships between subsystems
and computers.

Note: Reports within Disk Manager — Reporting - Computer Views and Disk

Manager — Reporting — Storage Subsystem Views are only available for computers
with a Common Agent.

The following report example displays which disk subsystem and disk (volume) is related to a
computer filesystem. Select Disk Manager — Reporting — Storage Subsystems —
Computer Views — By Filesystem/Logical Volume as shown in Figure 4-71 on page 193.
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Figure 4-71 Disk Manager — Reporting — Storage Subsystems — Computer Views — By Filesystem

In the right pane, choose the relationship to Volumes in the Relate Filesystems/Logical
Volumes To: drop-down menu. If you choose Storage Subsystem, the report shows the
relationship between a filesystem and a storage subsystem. To shorten the report, you can
use Selection to choose a set of filesystems that you want for the report. With Filter, you can
specify more restrictions. In this example, we only want to report the relationship between a

filesystem and an SVC volume (VDisk). Therefore, we select the columns Storage

Subsystem and SVC, because the subsystem name starts with SVC and click OK (see

Figure 4-72).
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Figure 4-72 Edit Filter

Finally, we generate the report by clicking Generate Report. The report in Figure 4-73 on
page 194 shows the computer name, each filesystem, the internal disk name, the subsystem
name, and finally, on which volume (VDisk) the filesystem resides.
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Figure 4-73 Disk Manager — Reporting — Storage Subsystems — Computer Views — By Filesystem

From this report, you can display graphical reports about the filesystems. Select a filesystem
and click @ for historical data about filesystem capacity, or click for a filesystem free
space history.

Storage Subsystem reports

The node Volume to HBA Assignment contains storage subsystem-related reports. A very
popular report is Disk Manager — Reporting — Storage Subsystems — Volume to HBA
Assignment — By Storage Subsystem. The report displays storage subsystem, volume
name, volume capacity, and the host assignment. For host assignment, TPC uses the SMIS
Host Alias. This is the host name defined in the Storage Subsystem. In Figure 4-74, we
select the column for the report and run Generate Report.
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Figure 4-74 Disk Manager — Reporting — Volume to HBA Assignment — By Storage Subsystem
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Figure 4-75 displays the report. Note that for every LUN masking, there is one row. Therefore,
there is one row for each computer HBA.

Flle Visw Connection FPreferences Widow Hel

| el=|m| 8] x]| o

iavigafjon Tree

Selection |Storage Subsystems |

#-Administrative Services

+-Data Manager
= Data Manager for Databases
£-Data Manager for Chargeback
=-Disk Manager
[Storage Subsystems
{—Volume Performance Advisor
£ Monitoring
£-Alerting
£-Policy Management
=-Reporting

(5-Storage Subsystems

omputer Views

Capacity.
With Ho Data Agent

= Fabric Manager
£-Tape Manager

£-IBM TotalStorage Productiuity Center

‘Storage Subsystem Views
[-Volume to HBA Assignment
Storage Subsystem

With Data Agent But Hot Visible
Volume to Backend Yolume Assignme
Storage Subsystem Performance

Volane HEA ASSITolume HBA Assignment: By Storage Subsystem

Murnber of Rowrs: 77

Storage Subsystem

| ¥olume Hame:

| volume wwn

|HBAPortWWH | SMIS Host Ali.. | Volume Capacity | Probe Last Run

[forec = ]

12718

[ | DS4400-1TS 0D S4400-600 A TERNONOCED ADN00O0000440F SEAS-LSI |KE_4400_46_TESTYOL 500 ADBAIG0OCECETON 21 DODEDEE 5FFaA | TONGA_A

[ |DS4400-TS 0D S4400-600A0B30000CED ADDDDD0000440F 3EAS-LS |KE_4400_9G_TESTYOL |500AOBEO0000CECE7O00 21 0000EDEE ED45F | TONGA B

4.00 5B [Oct 16, 2006 6:26:45 Al a |

4.00 OB |Oct 18, 2006 6:26:45 At

[l | D54400-T50DS4H00-600AGBAO000CED ADOCODNO004OF 5 A5-LS1 |KE _2400_45_TESTVOLZ |50 ADBB000OCBCE7000, 21 DD00EDE | 5F oA TONGA_A
@ DS4400-TS0DS4400-60040B880000CE0AD00000000440F 3B A5-LSI |KE_4400_4G_TESTYOL2 |600A0BS0000CBCEV000, 21 000DEDBB18D46F | TONGA_B

4.00 GB [Oct 16, 2006 6:26:45 A

4.00 5B [Oct 16, 2006 B:26:45 A1

804 | ATLANTIC_FCS0

4,00 GB [Oct 18, 2005 6:26:45 A1

DS 4400 TS0DSH400. 5004 0B30000CED ADBDIOBDDHOFSBAS L) [KE_+400_4G_TESTVOLS |
@ DS4400-TSODS4400-60040880000CED ADDOO00O00440F 3B 45-L S ‘KE,MDDJGJESYVOL |
[ | DS4400-TSODS4400-60040ES0000CED ADO0000000440F 3B45-LS| 4

KE_4400_4G_TESTYOL4 |[600ADEB0000CECET 000

10000000C9324804 |ATLANTIC_FCSD

54CBC1C | ATLANTIC FEST

4.00 5B [Oct 16, 2006 6:26:45 At

4.00 OB |Oct 18, 2006 6:26:45 At

[ [D54400.750D54400-6004.0EB0000CEDADDOODUD0#40F 3545 L1
@ DS4400-TSCDS4400-60040880000CED AD 0000000044 0F3BAS-LS!

KE_3400_46_TESTVOL4
Colorado_{OMeter

600ADBB0000CECET 000

21 D000EBBOBCS0E | Calorada_HBA1

i S4CHCIC [ATLANTIC_Fest

11458 5B Oct 1

400 GB | Oct 16, 2006 5:26:45 At
[Got 16, 2006 6:26:45 A1

[ [D54400.750D54400-6004.0EB0000CEDADDOODUD0#40F 3545 L1
@ DS4500-TSCDS4500_A-E0040850001744310000000041EF FS38-LSI
|_A-B00A0BE30001744310000000041EFFS38-LS!

ITSGSYC_ME_LUND
ITSOSVC_WC_LUND

D440 TS0DS#400. 50040B30000CED ADBDIO0BDDHOFSBA5 L) (18 LUN_1 [ SENEGAL A ©.00 65 [0ct 15, 2008 5 26,45 41
@ D54400-TS0D54400-60040830000CED ADOOOONA00440F 38 A5-LS] | _LUN_1 | SENEGAL_B 600 GB Oct 15, 2006 6:26:45 A
[ | DS4400-TS0DS4400- 60040E80000CED ADOO000000440F 3BAS-LS| | _LUN_2 50020850000CE0A 000G, 21 0000E0SE5989C0 | SENEGAL_A 800 GB Oct 18, 2006 B:26:45 A

i SENEGAL_B 50058 [0ct 15, 2005 5,265 A1

(600ADBB0001 742330004
600A0EB0001 742330005,

21 D000EQBE1 A5956 |TSOSVC_MC_PT
210100E08B545996 | TSOSVC_MC_P2

50,00 GB [Cot 16, 2006 6:27:34 A1
5000 G 96t 18, 2006 62734 A1

[ {05450 7500 54500_A 6004 0BB00G174431 00000000 EFF536-L51
@ DS4500-TSCDS4500_A-E0040850001744310000000041EF FS38-LSI

TSOSVC_WCLUNZ |
ITSCSYC_ME_LUNZ

(600ADBB0001 742330004

£5356 | TSOSVC_MC_P1
21D1D0E0BB3A5956 | TSOSVC_MC_P2

0,00 G |Oct 16, 2006 6:27:34 A
50.00 G5 Oct 16, 2008 6:27:34 A1

DS4500-TSODS4500_A 00ADBB0001 744310000000 041 EFF538.L5)

ITSOSVC_WC_ LU |

A5998 | TEOSVC_MC_P1

50,00 GB Oct 18, 2005 6:27:34 AF—

TSOSVC_ME LN |
Calarado_IOM4

600A0B30001 742330005,

ITSOSVE_MC_P2

50.00 6B [Oct 16, 2006 6:27:34 At

210000EQBB0ECS0B | Colorado_HBAT

10.00 GB [Oct 18, 2006 6:27:34 A1

[l psas0 mso0ses00
@ DS4500-TSC0S4500_¢

ITs05
155

ITECSVC_WC_LUN3

\
600ADBE0001
00 20BB0001 74431 0004

5995 [[T505VC_MC_PT

0.0 GB [Oct 16, 2006 6:27:34 At

210100E0BE3A5966 |TSOSVC_MC_F2

50.00 5B [Oct 16, 2006 6:27:34 A1

210000E08E1 45096 |[TSOSVC_MC_P1

ITSOSVC_WE_LUNG
ITSOSYC_WC_LUNS

ITSOSVE_MC_F2

600A0B30001 744310004

210000E08B1 £5956 |TSOSVC_MC_P1

ITSOSVC_pC_LUNS

@l
[ {05450 7500 54500_A 6004 0BB00G174431 00000000 EFF536-L51
@ DS4500-TSCDS4500_A-E0040850001744310000000041EF FS38-LSI

DS4500-TSODS4500_A 00ADBB0001 744310000000 041 EFF538.L5)

[5]|D34500-TS 0D S4500_A-600A0BB000174431 000000004 EFFS38-LS1

Colorado_|OMeter
Colarsdo_{OM2
Colorado_IOh3

600/A0B30001 74431 000§

21 D000EBE0GCS0E | Colorada_HBAT

50,00 B [Oct 18, 2008 62734 A1
50.00 6B [Oct 16, 2006 6:27:34 At
3370 6B Oct 18, 2006 6:27:34 A1
3370 GB [Oct 16, 2006 6:27:34 At
36 31 GB |Cot 16, 2006 6:27:34 Al

Colarado_HEAT

10,00 GB | Oct 18, 2008 6:27.:34 A}

Colorado_HEA1

10.00 5B Ot 16, 2006 6:27:34 At

[@l|sve-2resmsosycatem TEWPS |unknown [10000000C5324 504 | ATLANTIC-1 0000005 500 6B |Oct 18, 2006 2:42:22 Ph
[G[5vC 2145TS05 ot 1EM TEwP3 "~ Dnknown ~[10000000CS4CACTC | ATLANTIC1000000E, 500 08 |Oct 16, 2006 24222 Ph
[ |5ve-2145-TS05Y COT-1BM TEMPS [nknaven 210000E0GB0528EE | POLONII-2100005) 500 5B [Oct 16, 2006 2:42.22 Ph
SVC-2145-TS05Y COT-IBM Loct Unknown 10000000CS3247F8 |KANGA-10000000C 15,00 GB [Oct 15, 2008 24222 PR
[@)|5ve-2145-T505w COf-IBM Loc2 Unknown 4 0000000CS324 504 |ATLANTIC-1 0000005 15,00 GB Ot 16, 2006 242:22 Ph
[@l[sve-2resmsosveni e Loz Unknown 0000000C94CEC1 C [ATLANTIC-1 0000005 1500 GB [Oct 18, 2006 2:42:22 Ph
@l [sve-ziassosvn e Loo2 |Unknown [10000000C332A 77 |ANGA 10000000, 1500 GE |Oct 15, 2006 24222
| o Al S——-— m—

Figure 4-75 Disk Manager — Reporting — Volume to HBA Assignment — By Storage Subsystem

After you generate a report, you can save it (File —» Save As) or export the report (File —
Export Data) to a delimited text or HTML file. Or, you can use the print function (File — Print)
as shown in Figure 4-76. The output destination can be a printer, HTML file, CSV file, or a

text-formatted file. You have these choices with every report.

Send output to:
3 Printer

(@ HTML file
) CS\fFile
) Formatted File

| Continue || Cancel |

Figure 4-76 File — Print

Selecting Disk Manager — Reporting — Storage Subsystems — Volume to Backend
Volume Assignment — By Volume gives you a report with information about the

relationship between a VDisk (SVC) to MDisk Group (SVC) and MDisk (SVC) as shown in
Figure 4-77 on page 196.
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Figure 4-77 Disk Manager — Reporting — Volume to Backend Volume Assignment

Refine your report by clicking Filter (see Figure 4-78) and clicking OK.

S Edit Filter

[¥ Case-sensitive string comparisons
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@ All conditions
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Value 2 Edit

E | Storage Subsystem
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Edit...
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Edit...
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Figure 4-78 Edit Filter

Generate the report. Figure 4-79 shows the report. The capacity of vdisk0 in the storage
subsystem SVCTS502 Test is 30 GB. The VDisk is spread over mdisk0 and mdiskl. Both

MDisks have a capacity of 98.68 GB; mdisk0 has 67.98 GB of free space and mdiskl has
67.48 GB of free space.
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H=Emax e
Volumes: By Volume
Number of Rows: 2

Storage Subsystem | Storage Subsystem Type | User-I | jame _|Volume Capacity | StoragePool [Disk | Disk Capacity |Disk Unallocated Space | Backend I
jSVCTSSUZ Test SC veliskn 30.00 68 [MDSKGRPOOD | mdiskl 9708 GB 67.48 GB NIA Wi

SVCTE502 Test sVC diskD 0 30.00 6B [MDSKGRPOOD | mdiskd 97.08 GB 67.08 GB [NIA ik
<

Subsystem Type

D]

Figure 4-79 Report: Storage Subsystems — Volume to Backend Volume Assignment
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Storage subsystem performance

Within the node Disk Manager — Reporting — Storage Subsystem Performance, you can
create reports about subsystem performance on several levels. Figure 4-80 shows the
performance reporting levels. With TPC 3.1.3, you additionally have the node By Node.

Navigation Tree
@ Administrative Services
@ IBM TotalStorage Productivity Center
$ My Reports
@ System Reports
@ tpcadmin's Reports
&= Batch Reports
@ Topology
Computers
Fabrics
Switches
Storage
Other
@ Monitoring
&= Probes
@ Alerting
@ @ Alert Log
@ Data Manager
@~ Data Manager for Databases

@~ Data Manager for Chargeback
@ Disk Manager
Storage Subsystems
Volume Performance Advisor
@ Monitoring
@ plerting
@ Policy Management
@ Reporting
@ Storage Subsystems
?
By Storage Subsystem
By Controller
By 1iQ Group
By Array
By Managed Disk Group
By Volume
By Managed Disk
By Port
Constraint Violations
@ Fabric Manager
@ Tape Manager

Figure 4-80 Storage Subsystem reporting overview

The nodes By I/O Group, By Node, By Managed Disk Group, and By Managed Disk
belong to SVC.

The following example report, By 1/0 Group (SVC), shows the read performance from an

SVC I/0O Group. Select Disk Manager — Reporting — Storage Subsystem
Performance — By I/0 Group.
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Figure 4-81 Disk Manager — Reporting — Storage Subsystem Performance — By I/O Group

Click Generate Report and select the first row. The performance data that you see in the
table in Figure 4-82 is based on the newest collected performance sample. The sample time
is shown in the column Time. The column Interval shows the collecting interval time. In this
case, the samples are collected in a 15 minute interval (900 seconds), which also means that
the performance samples are based on a average value over 15 minutes.
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Figure 4-82 Disk Manager — Reporting — Storage Subsystem Performance — By I/O Group

In this example, we want to see the read data rate over the time. To generate a historical
performance report, select the desired 1/0 Group and click EI . Select Read Data Rate and

click OK (see Figure 4-83 on page 199).
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Figure 4-83 Performance report: select metric Read Data Rate

Figure 4-84 shows the performance report Read Data Rate for an 1/0O Group. Every collected

sample is marked with a blue quad. The time range is limited from 16 October 2006 to 19
October 2006. The grid line is the calculated trend projected in the future. Select the
drop-down menu to change the resolution from By Sample to Hourly and click Generate

Chart to refresh the graph.
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Figure 4-84 Performance graph with sample resolution

Figure 4-85 on page 200 shows the graph with Hourly performance values, which means that

every blue quad in the graph is an average of data read performance over an hour. By

hovering over a quad with your mouse, you get the performance value and time.
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Figure 4-85 Performance graph with hourly resolution

The largest resolution is the Daily performance data (average read performance over a day),
which you might use for long term monitoring. Therefore, we disabled the time limitation. See
Figure 4-86.
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Figure 4-86 Performance graph with daily resolution
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To export the report, you can use File — Export Data. The export file is a comma-delimited
file or comma-separated value text file (CSV) with optional headers. Or, you can export the
report with File — Print. You can choose between graphical export, such as PDF or HTML, or

text export, such as CSV or plain text (see Figure 4-87).

Send output to:
® Printer

I PDF file

1 HTML file

1 CS\fFile

) Formatted File

| Continue || Cancel |

Figure 4-87 Choose output device

Violation Performance Report
Another example is a Violation Performance Report. To see this report, select Disk

Manager — Reporting — Storage Subsystem Performance — Constraint Violations.

This report is based on performance threshold violations. You can define the thresholds
(alerts) at Disk Manager — Alerting — Storage Subsystem Alerts. Every violation of a

performance alert triggers a constraint violation. You can define the following performance

alerts (TPC Version 3.1.2):

Overall Port Response Time Threshold
Total Port Data Rate Threshold

Total Port I/0 Rate Threshold

Cache Holding Time Threshold

NVS Full Percentage Threshold

Total Data Rate Threshold

Total I/O Rate Threshold

Overall Backend Response Time Threshold
Total Backend Data Rate Threshold
Total Backend 1/0O Rate Threshold
Disk Utilization Percentage Threshold

v

YVVYVYVYVYVYVYVYYVYY

To generate the report, select Disk Manager — Reporting — Storage Subsystem
Performance — Constraint Violations.
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Figure 4-88 Performance report: Constraint Violations

Click Generate Report. Figure 4-89 shows a summary of constraint violations. The first
column shows the storage subsystem, which is to the left of the fields shown in Figure 4-89.
Every row belongs to one subsystem. Every column represents a performance alert
threshold. The numbers in the cells are the counts of performance samples that violated the
constraint. For example, the collected performance samples for the subsystem in the first row
violated the Overall Backend Response Time Threshold 24 times.
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Figure 4-89 Constraint violations overview

By clicking @ , you can display a graphical overview (chart) of constraint violations for the
selected subsystem as shown in Figure 4-90 on page 203.
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Storage Subsystem Performance: Constraint Violations

M overall Port Response Time Threshald
M Total Port Data Rate Threshaold

W Total Port 10 Rate Threshold

Ocache Holding Time Threshold

CIMWS Full Percentage Threshold
[Total Data Rate Threshold

[rotal 110 Rate Threshold

[Clowerall Backend Response Time Threshold
[Total Backend Data Rate Threshold
[ITotal Backend LO Rate Threshaold
Cpisk Utilization Percentage Threshaold

Figure 4-90 Graphical overview of constraint violations of a selected subsystem

Click the magnifying glass icon @
constraint violations for the selecte

on the Constraint Violations tab to get a list of all
subsystem. Figure 4-91 displays a detailed list with

timestamps and components. For example in the first row, we see that the mdisk_098 (SVC)
at 08.10.2006 14:15:56 took an Overall Backend Response Time of 35.5 ms. If the response
time is longer than 35 ms, it creates an alert and a constraint violation.

Metric

COverall Backend Respanse Time
Overall Backend Respanse Time
COverall Backend Respanse Time
COverall Backend Respanse Time
COverall Backend Respanse Time
COverall Backend Respanse Time
COverall Backend Respanse Time
COverall Backend Respanse Time
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COverall Backend Respanse Time
Overall Backend Respanse Time
COverall Backend Respanse Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time
Owerall Backend Response Time

Storage Subsystem Performance: Constraint Violation Details
Humber of Rows: 24

Time Ci
08102006 14:15:56 mdisk_093
08.10.2006 18:47:01 mdisk_107
09.10.2006 00:32:58 mdiskas
09.10.2006 00:32:58 mdiskab
09.10.2006 00:32:58 mdiskan
09.10.2006 00:32:58 mdiskad
09.10.2006 00:32:58 mdiska7
09.10.2006 00:32:58 mdiska3
09.10.2006 00:32:58 mdiska2
09.10.2006 00:32:58 mdiskas
09.10.2006 00:32:58 mdiskal
09.10.2006 00:32:58 mdiskad
09.10.2006 00:32:58 mdiskb2
09.10.2006 00:32:58 mdisk22
08.10.2006 00:32:58 mdisk27
09102006 00:32:58 mdiskb3
18102006 03:54:40 mdiskb3
18102006 03:54:40 mdiskb2
18102006 03:54:40 mdiskas
18102006 04:44:35 mdisk_111
16102006 07:00:02 mdisk_075
05102006 12:12:10 mdiskal
06.10.2006 06:02:02 mdisk_075
06.10.2006 06:17:04 mdisk_076

Measured Value Type
34.5 | Critical Stress
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34 |Warning Stress
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34.9 (Warming Stress
40.6 | Critical Stress
40.7 | Critical Stress
33.2|Warning Stress
37.7 | Critical Stress
34.5 | Critical Stress
32.5|Warning Stress
38.2 | Critical Stress
34.2 |Warning Stress
46.3 | Critical Stress
34.4 Warning Stress
§1.4|Critical Stress
31.3|Warning Stress
33.5 |VWarning Stress
33.4 |¥Warning Stress

Critical Stress

Warning Stre... Critical Idle ‘Warning Id...
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
35 30
i) 30

Figure 4-91 Report of all constraint violations for a subsystem

Certain metrics, such as NVS Full Percentage Threshold and Disk Utilization Percentage
Threshold, have an additional report. Figure 4-92 on page 204 is an example of a Constraint
Violation Details report for an ESS.
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Storage Subsystem Performance: Constraint Violation Details
Humber of Rows: 2640
Time + Co.. Metric Measured Value | Type Critical Stress Critical ldle | Warning Id...

[ |13.10 2006 21:45:00 Clusteg|WVE Full Percentage 0 Warning Stress 10 3
[@]]13.10.2006 21:30:00 Clusteg| NS Full Percentage 0 |Critical Stress 10 3
=] |1 3.10.2006 21:30:00 21047 Disk Utilization Percg. 0 Warning Stress a0 a0
[/ 1310 2006 21:25:00 Clusteg|WVE Full Percentage 0 Warning Stress 10 3
[3])13.10.2006 21:15:00 Clusteg| NS Full Percentage 0 Warning Stress 10 3
[T |13.10.2006 21:10:00 Clusteg|NVS Full Percentage 0 Warning Stress 10 3
[/ 1310 2006 20:60:00 Clusteg|WVE Full Percentage 0| Critical Biress 10 3
[3])13.10.2006 20:40:00 Clusteg| NS Full Percentage 0 |Critical Stress 10 3
[T |13.10.2006 20:145:00 Clusteg|NVS Full Percentage 0 Warning Stress 10 3
[/ 1310 2006 20:10:00 Clusteg|WVE Full Percentage 0| Critical Biress 10 3
[3])13.10.2006 19:55:00 Clusteg| NS Full Percentage 0 |Critical Stress 10 &
[T |13.10.2006 19:55:00 210487 Disk Utilization Percg 0 Warning Stress a0 a0
[/ 1310 2006 15:45:00 2105 1| Disk Utilization Percg, 0 Warning Stress an a0
[3])13.10.2006 19:40:00 Clusteg| NS Full Percentage 0 |Critical Stress 10 3
[T |13.10.2006 19:30:00 Clusteg|NVS Full Percentage 0 Warning Stress 10 3
[@|13.10 2006 17:15:00 2105 1| Disk Utilization Percg, 0 Warning Stress an a0

Figure 4-92 Report of all constraint violations for a subsystem

There is a magnifying glass icon to the left of the threshold violations. By clicking the
icon, you get the following pane. From this pane (Figure 4-93), you can now generate a report
on the specific component (specific rank).

Generate Report

Subsystem ESSFL210 Shared NMative

Component (2105 -dg20’
Metric Disk Utilization Percentage

Timestamp Fri Oct 13 21:30:00 CEST 2006

() Show all volumes with target and

(% Show only the most active volumes with target and as by the target metric

Maximum number of volumes to show |25

Py

Z Da not show any performance data

(® Show historic performance data for volumes

Available Columns Included Columns:

Read /0 Rate (normal)
Read I/0 Rate (sequentialy

Read 10 Rate (overally

Write 110 Rate (normal)

Write 10 Rate (sequential)

Wirite 1/0 Rate (overally

Total IO Rate (normal)

Tatal IO Rate (sequential)

Total 1O Rate {overall)

Read Cache Hit Percentage (normal)
Read Cache Hits Percentage (sequential)
Read Cache Hits Percentage {(overall)
Write Cache Hits Percentage (normal)
Write Cache Hits Percentage (sequential)
Write Cache Hits Percentage (overally
Total Cache Hits Percentage (normaly
Total Cache Hits Percentage (sequential)
Total Cache Hits Percentage (overall)
Read Data Rate

(Write Data Rate

Figure 4-93 Ad(ditional report based on the constraint violation

The resulting report (Figure 4-94 on page 205) shows the most active volumes (a maximum
of 25 in this example) on this rank.
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Storage Subsystem Performance: By Volume

Su.. |Volume (A |[Time & Interval |Read /0 Rate (normal) _|Read O Rate (sequential) | Read Li0 Rate (overall) | Write IO Rate (norm... | Write i0 Rate (sequenti.. | Write 1O
ESSFL]1209 AIX_S)[13.10.2008 21:30:00 300 0 opsisec 0 opsises 0 opsiser 62.51 opsfsec 9.66 opsisec
ESSPL, 1 20F AIX_S)[13.10.2006 21:30:00 300 0 opsisec 0 opsiser 0 opsiser 0 opsfsec 0 opsiser

ES5PL. 1201 AlF_LL 13.10.2006 21:30:00 300 2.04 opsisec 0 opsisec 2.04 opsisec 0.04 opsisec 0 opsisec

R 5 e e

Figure 4-94 Affected volumes on the specific rank

Click @ to get the historical performance data of those volumes. The Disk Utilization

Threshold was violated at 13. October at 21:30. Therefore, we adjusted the reporting time

around this window of time. In Figure 4-94, we can see that at the time of the threshold

violation, many more writes than reads exist. Therefore, we suspect that the number of writes
makes the rank busy. The following graph (Figure 4-95) shows the Cache to Disk Transfer

Rate. We can see a peak at 21:30. The volume 1209 produces the most I/Os at this time.

History Chart:Cache to Disk Transfer Rate

BySample  ~]
¥l Limit days From: |13 ¥ |-|Oktober  ~ |.|2006

<L

Oktober v |. 2006 v H

Ta: i~

Generate Chart Show Trends

260 opsisec
247.02 ops/sec_13.10.2006 21:30:00]
240 opsisec
220 opsisec
200 opsisec
180 opsisec
160 opsisec
140 opsisec
120 opsisec
100 opsisec

80 opsisec

60 opsisec

40 opsisec

20 opsisec

‘% .51503006 20:26 13.10.2006 20:43 13.10.2006 21:00 13.10.2006 21:16 13.10.2006 21:33 13.10.2006 21:50

1201
#1200
120F

Figure 4-95 Cache to Disk Transfer Rate

NVS Full Percentage report
Another useful report is the NVS Full Percentage report.
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History Chart:NVS Full Percentage

By Sample ~

¥ Limit days From: |13 |- |Oktober v |.|2006 v | | 20/:| =]
To: 13 v |.[Oktober w|. (2006 | | 22[:] 31|

| Generate chart || show Trends

64 % 13.10.2006 21:30:00

M 1201
* 1200
120F

0%+ f i B B 5 u vod o i o el i n ] —_
13.10.2006 20:26 13.10.2006 20:43 13.10.2006 21:00 13.10.2006 21:16 13.10.2006 21:33 13.10.2006 21:50

Figure 4-96 NVS Full Percentage

We know now that, in this example, the volumes 1209, 120F, and 1201 were affected at 13.
October 21:30 with a increased rank (disk) utilization and the volume 1209 was the most
active volume. Furthermore, we can analyze many more performance metrics. But ultimately,
the storage subsystem clients decide what is sufficient performance.

Performance analysis is a challenging topic because of the influence of many diverse factors.
TPC provides reports to support your analysis of performance issues.

4.10.6 Fabric Manager reports

206

The node Fabric Manager — Reporting — Switch Performance provides two types of
reporting. You can generate performance reports, including error statistics, that are based on
the SAN switch port performance samples, or you can generate a report of constraint
violations. Every time that a performance threshold on a switchport is violated, a constraint
violation is created (see Figure 4-97 on page 207).
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File View Connection Preferences Window Help

[e]=][m] (@] [x] (@

Navigation Tree

@ Administrative Services
@~ |IBM TotalStorage Productivity Center
@ Data Manager
@~ Data Manager for Databases
@~ Data Manager for Chargeback
@ Digk Manager
@ Fabric Manager
Fabrics
@ Monitoring
@ plerting
@ Reporting
?
By Port
Constraint Violations
@ Tape Manager

Figure 4-97 Switch Performance reporting

Figure 4-98 is an example of a Switch Performance report (Fabric Manager — Reporting —

Switch Performance — By Port).

File View Connection Preferences Window Help

=B (&8 [x] (@

Navigation Tree | Selection |/ Ports |
& Administrative Services T

©- IBM TotalStorage Productivity Center

© Data Manager
©- Data Manager for Databases Generate Report

©- Data Manager for Chargeback

@ Fabric Manager

@ Disk Manager Return maximum of | 2500 rows

Fabrics

@ Monitoring Available Columns

@ Alerting
@ Reporting
@ Switch Performance
Constraint Violations
@ Tape Manager

Included Columns

Time

Interval

Port Send Packet Rate

Port Receive Packet Rate
Total Port Packet Rate

Port Send Data Rate

Port Receive Data Rate

Total Port Data Rate

Port Peak Send Data Rate
Port Peak Receive Data Rate
Port Send Packet Size

Port Receive Packet Size
Overall Port Packet Size
Error Frame Rate

Dumped Frame Rate

Link Failure Rate

Loss of Sync Rate

Loss of Signal Rate

CRC Error Rate

Short Frame Rate

Long Frame Rate

Encoding Disparity Error Rate
Discarded Class3 Frame Rate
F-BSY Frame Rate

F-RJT Frame Rate

Reset

Figure 4-98 Performance Monitor By Port

The right pane (see Figure 4-99 on page 208) displays the available performance metrics for

switch ports. Click Generate Report to create the report. This report is a tabular view

containing the last performance samples at the specific time that you see in the column Time.
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Fle View Comnection Preferences Window Help

| =|=] m] &] x]| o]

evigeton Tree Soloction Ports
S-Administrative Services
#-{BM TotalStorage Produstivity Cent

Switch Performance: By Port

!} Data Manager ] rumber ot Rows: 64
5-Data Manager for Databases
[ ata Manager for Chargeback Switch «__|Port | Time Interval | Port Send Packet Rate | Port Receive Packet Rate | Total Port Packet Rate | Port Send Data Rate | Port Receive Data Rate | Total Port Data
'} Disk Manager fEM 2005 63z Jo Oct 19, 2006 641:37 il EX 64437 phisls 1,253.01 phisis 1,867 38 phtsis 0.45 Bl 145 MBis, 1A
'} Fabric Managor 1EM_2005 532 1 Oct 18, 2006 6.41:37 Pl 301 43839 plisle 443,05 piisis 881 44 phisrs 0.03 Bl 0.05 Ml 0
IEM 2005 532 |10 0ot 19, 2008 6:41:37 P 301 Opisis Opksis O phisfs 0Bl [
-Monitoring _IIEM72DEI575]2 i Oct 19, 2006 £ 41:37 PM 201 0.8 phtsis 0.8 phtsts 159 phtsis O MBis 0 MEsS
f-Alerti IEM 2005 B32 (12 |Oct13, 2008 6:41:37 P 301 31913 pksle 324.28 piisis 643,41 phisis .03 MEls 0.04 M. 0
EFReporting IEM_2005_E32 |13 |Oct19, 2006 6:41:37 M a0 007 phisis 0.03 ptsis 01 pitsis 0MEis O MBS
e Ev_io0s B2 (14 [oct 19, 2005 54137 i En 037 prers 013 pass o pess avee [
e o Vioiations IEM 2005 532 (15 0ot 19, 2008 6:41:37 PH 301 027 piisls 0.27 pidsls 053 phtsrs 0Bl [
' Tape Manager <[ |__[iem 2005 E32 |16 Oclt 19,2008 E:41:37 Pio EX u|1 e 0.07 pitsts 0.2 pksls UMl UMErs - |
« > < »

Figure 4-99 SAN Switch Performance By Port report

Select the port of interest and click @ to generate the historical data of one or more ports.
In this example, we display the historical Port Send Data Rate for all ports (see
Figure 4-100).

| Select Charting Option E
~Chart Type————

= Chart
{+ Histary Chart

rUse rows
" Selected
@ al

Select Metric

Ck | Cancel

Figure 4-100 Select Charting Option

Click OK. Figure 4-101 on page 209 shows performance graphs (Port Send Data Rate) for 10
ports. Every square is a performance sample (measuring point). Longer parts of the graph
without a square mean that there are no performance samples available at this time.
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Flle View Conrection Preferences Window Help

|=l=|m]a] x| o]

Selection | Ports | History Chart History Chart |

History Chart:Port Send Data Rate

Preyv 10
Generate Chart Showy Trencs

¥ Lt days From: [october =] fis[=]

To october =] 19

0.5 ME#s

/\/\V\/\/\'\_/\

0.4 MBS

0.3 MBis Mo (EM_2005 B32)
0(T30_2005 B32)
1 (EM_2005_B32)
1 (ITSO_2005_B32)
10 (1BM_2005_B32)
10 (ITS0_2005_B32)
11 (IBM_2005_B32)
11 (TS _2005_E32)
W2IES 12 (BM_2005_B32)
120TS0_2005_E32)

0.4 MBis
0 MEfs-——= = I R . s T e S ——
Oct 19, 2006 420 P Oct 19, 2006 4:53 PM Cct 19, 2006 5:26 PM ©ct 19, 2006 6:00 Ph Oct 19, 2006 6:33 P Oct 19, 2006 7:06 P

Figure 4-101 Performance Graph of Port Send Data Rate

The other type of performance reporting is Fabric Manager — Reporting — Switch
Performance — Constraint Violations. Every performance alert threshold violation causes
a constraint violation. Included Columns on the right lists the potential constraints

(Figure 4-102).

File View Connection Preferences Window Help

=] 8] & [x] [®
=3 ndmini:tr::iue Services : ! |

“| rReport Filter

@ IBM TotalStorage Productivity Center
g g::: m:::gz: for Databases Generate Report Selection... Filter...
©- Data Manager for Chargeback B
@ Disk Manager : [Z] Limit To This Time Range:
Storage Subsystems B
Volume Performance Advisor B From:
@= Monitoring
@ Alerting A T
@ Policy Management E
@ Reporting i
@ Storage Subsystems B Available Columns Included Columns

©- Storage Subsystem Performance
Fabric Manager :
7 Fabrics ’ g Total Port Data Rate Threshold

©- Monitoring g Link Failure Rate Threshold
©= Alerting : Error Frame Rate Threshold
§ Reporting Total Port Packet Rate Threshold
§ Switch Performance ¢
By Port E
: T
@ Tape Manager :
4
Reset

Figure 4-102 Constraint Violations report
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Click Generate Report to get the Constraint Violation overview. Each row represents one
SAN switch (Figure 4-103).

ile View Connection Preferences Window Help

== [m[al[x] (@
Navigation Tree r
@ Administrative Services

@~ IBM TotalStorage Productivity Center

| Constraint violations

Switch Performance: Constraint Violations

©- Data Manager Humber of Rows: 5
©- Data Manager for Databases |j
©- Data Manager for Chargeback S.. |TotalPort Data Rate Threshold  |Link Failure Rate Threshold  Error Frame Rate Threshold | Total Port Packet Rate Threshold
@ Disk Manager
Storage Subsystems = EE 48 0 0
& Volume Performance Advisor @ SANGE 54 0 0
Monitoring
" SAMGE 48 0 0
@ Alerting =
@ Policy Management [G]| SANGE 144 0 0
© Reporting FIENER 135 0 0

©- Storage Subsystems

©- Storage Subsystem Performance
@ Fabric Manager
Fabrics
@ Monitoring
@ Alerting
@ Reporting
@ Switch Performance
By Port

©- Tape Manager

Figure 4-103 Report: Constraint Violation summary

Click @ to get a chart of one or more SAN switches. The chart represents the disposition of
all four types of constraint violation for one switch. In Figure 4-104, the constraint Total Port
Data Rate Threshold was violated most frequently.

Switch Performance: Constraint Violations

160

140 144

120

100

M Total Port Data Rate Threshold
BLink Failure Rate Threshold
MError Frame Rate Threshold
[1otal Port Packet Rate Threshold

80

60

40

20

—

1]
Figure 4-104 Constraint Violation chart for a switch

Click the magnifying glass icon to get a complete table of all constraint violations for the
selected row (a specific SAN switch) as shown in Figure 4-105.

210

Switch Performance: Canstraint Violation Details
Number of Rows: 235
Time » Component Metric Measured Value Type Critical Stress Warning Stre... Critical Idle Warning Id...
22.09.200613:25:19 201EB006069906630 |Total Port Data Rate 202.4 Warning Stress |
28092006 13:1517 201B00B0EY906ESN | Total Port Data Rate 208.84 Warning Stress 250 200 E
22.09.200613:10:13 201B006069906630 |Total Port Data Rate 214.88 Warning Stress 250 200 ]
28092006 13:0518 201BO0B0EY806ESN | Total Port Data Rate 205.21 |Warning Stress 250 200
27.08.200617:00:17 201D006069906690 | Total Port Data Rate 209.16 Warning Stress 250 200
27082006 16:5518 201D00G0RY0GEA0 | Total Port Data Rate 205,77 Warning Stress 250 200
27.08.2006 16:50:18 201D006069906690 | Total Port Data Rate 204.26 Warning Stress 250 200
27032006 16:4518 201D00G0RY0GEA0 | Total Port Data Rate 207.79 Warning Stress 240 200
27092006 16:40:17 201D00G0RY0GEA0 | Total Port Data Rate 208.75 Warning Stress 250 200
27.09.2006 16:35:16 201D006069906690 | Total Port Data Rate 227 & Warning Stress 250 200
27.09.2006 16:30:18 201D00G0RY0GEA0 | Total Port Data Rate 218.28 Warning Stress 250 200
27.09.200616:25:19 201D006069906690 | Total Port Data Rate 215.03 Warning Stress 250 200
27.09.2006 16:2018 201D00G0RY0GEA0 | Total Port Data Rate 219.1 Warning Stress 250 200
27.09.200616:15:18 201D006069906690 | Total Port Data Rate 217 87 Warning Stress 250 200
27.09.2006 16:10:20 201D00G0RY0GEA0 | Total Port Data Rate 218.72 | Warning Stress 250 200 =

Figure 4-105 List of all constraint violations for a specific SAN switch
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The Time column shows the time of the sample. The Component column identifies the
switchport. With accurate performance thresholds (constraints), you can export and publish
this report. It shows in a five minute interval, which depends on the sample interval, if the SAN
switch has a constraint violation (a performance alert) over the time period.
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Security considerations

Firewalls, passwords, and user IDs follow IT security policies. This chapter documents
security considerations and how to work with them.
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5.1 Data and access considerations

IBM Total Productivity Center (TPC) stores several types of information about storage
subsystems, SAN switches, computers, clusters, filesystems, and more. TPC stores only
structural and informational data and never touches client data. The most sensitive data that
is stored is:

» |P addresses

Host names

Usernames and passwords of your CIM Agent and out-of-band agents
File Names

Directory names

User account names

vVvyyvyVvyy

The access to TPC is restricted with role-based user management and uses the multi-client
management capability from the operating system. You can assign an operation system
group to each role. Table 5-1 lists the TPC roles.

Table 5-1 Roles within IBM TPC

Role Authorization level
Superuser This role has full access to all TPC functions.
Productivity center administrator The role has full access to operations in the

administration section of the GUI.

Disk administrator This role has full access to TPC disk functions.

Disk operator This role has access to reports only for TPC disk
functions, which includes reports on tape
devices.

Fabric administrator This role has full access to IBM TotalStorage
Productivity Center for Fabric (TPC for Fabric)
functions.

Fabric operator This role has access to reports only for TPC for
Fabric functions.

Data administrator This role has full access to IBM TotalStorage
Productivity Center for Data (TPC for Data)
functions.

Data operator The data operator has access to reports only for

data functions.

5.2 Common data agent

214

When using TPC for Data, you must install the common data agent on each server client. By
default, the agents can run scripts from the TPC server. If you do not need this feature or it is
not permitted in your enterprise, you can deactivate it during the installation process.

During the installation, select Data agent options (Figure 5-1 on page 215) and remove the
check to the left of Agent may run scripts sent by server (Figure 5-2 on page 215).

IBM TotalStorage Productivity Center Advanced Topics



Z@ZIBM TotalStorage Productivity Center - Installer
Data server, Device server, Data agent, and Agent Infarmation

Enter the server name and port that the Data agent and Fahric agent, and GUIwill use
to communicate with the server.

| Data servername Idataservername Data server port |954g
Dewice server name Ideviceservernamel Dewice server port Igssg

Enter an 05 user group whose members will be TPC administratars in the
§ administrators group.

TP superuser IAdministrators Secutity roles..

Enter a passwaord that the Fabric agents will use to cammunicate with the Device
SErvEr.
Host authentication passwoard

Enter a passwaord that will be used to create the Data Server Account.

Drata Server Account Password I

WAS admin 1D I Fassword I
ety e
( Data agent options... )

= Back | e Cancel |

Figure 5-1 Installation of the Common Agent

Z@ZIBM TotalStorage Productivity Center - Installer

Data agent options

Uncheck this option ifthe agent should not perfarm an initial scan of your
storage when installed. This scan gathers default statistics.

W Agent should perform a scan when first installed

Uncheck this option ifthe agent may naot run seripts sent by the server in addition
to local scripts.

™ #oent may run scripts sent by served

ak I Cancel

Figure 5-2 Disable agent to run script sent by TPC server

5.2.1 Disable running scripts

You also can disable this setting after the installation by editing the Common Agent
configuration file on your computer.
1. Open the file:

..\IBM\TPC\config\InstallVariable.properties

2. Look for the entry varDataAgtScripts=true.

3. Change this entry to varDataAgtScripts=false and restart the TPC server process.
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5.3 Default security certificates

During TPC installation, we strongly recommend that you generate your own key pairs
instead of using the default keys from the installation CD (Figure 5-3).

Sacurity Cortficates

Dowouwani o create cerificales that are specific to this insizllation of the

ANENTmana manstration cerificatzs?
@ Create cortficates for this installation
T Usze ates

Demonstraton cerificales are publicly available and do nat provide the [evel
of securitr required by & typical T environmeni. They sre provided for festing
or demonstration environments onby

nstallZhield -

= Back Cancel

Figure 5-3 Creating security certificates

Using the default keys bypasses security. Changing the certificates after the installation takes
time and is a more complex task. Therefore, we recommend that you never use the default
certificates.

5.4 How to change passwords

We reference various documents that contain instructions for you to change passwords for
certain TPC components. Be careful about changing passwords because changing
passwords might require that you change passwords on other components. Therefore, it is
always a good practice to back up before you change a password.

5.4.1 DB2 password

The following documents provide information about how to change the TPC DB2 repository
password.

» 1C49190 Need procedures for changes to IBM TotalStorage Productivity Center: DB2
password changes; uninstallation of Data agents; uninstallation of Tivoli Common Agent

You can locate this document at:

http://www-1.ibm.com/support/docview.wss?rs=1133&context=SS8JB5&context=SSWQP2&
dc=DB500&ql=password&uid=swg21236490&1oc=en_US&cs=utf-8&lang=en

» IBM TotalStorage Productivity Center for Data V3 - Best Practices:
Chapter: Changing the DB2 password for the Data Server
Chapter: Changing the DB2 password for the Device Server
Chapter: Changing the host authentication password for the Device Server
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You can locate this document at:
http://www-1.ibm.com/support/docview.wss?rs=597&context=STCRLM4&context=SSMMUP&

dc=DA4A10&uid=ssg1S7001491&1oc=en_US&cs=utf-8&Iang=en

5.4.2 TCP/IP ports

Table 5-2 lists the TCP/IP ports that are used by the Agent Manager component. You can
change any of the port numbers except for port 80, which is used by the agent recovery

service.

If there is a firewall between the Agent Manager and the agents and resource managers in
your deployment, you must open the Agent Manager ports for inbound TCP/IP traffic to the

Agent Manager.

Table 5-2 TCP/IP ports used by the Agent Manager

Port

Usage

Connection security

9511

Register agents.
Register resource manager.

Secure SSL.

9512

Provide configuration updates.
Renew and revoke
certificates.

Query the registry for agent
information.

Requesting ID resets.

Secure SSL with client
authentication.

9513

Requesting updates to the
certificate revocation list.
Requesting Agent Manager
information.

Downloading the trust store file.

This is the alternate port for the
agent recovery service.

This is a public port and is
insecure.

80

Recovery service (optional).

Insecure.

Table 5-3 on page 218 lists the ports for the TPC components.
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Table 5-3 TCP/IP ports used by TPC

Component Session Inbound/ Firewall port | Inbound/ Session
initiator outbound outbound initiator
(server (server (agent (agent
perspective) | perspective) perspective) | perspective)
Data server N/A Both 9549 N/A N/A
Device server | N/A Both 9550 N/A N/A
Common Yes Outbound 9510 Inbound No
Agent
Agent No Inbound 9511 Outbound Yes
Manager
Agent Yes Both 9512 Both Yes
Manager
Agent No Inbound 9513 Outbound Yes
Manager
Common N/A N/A 9514 Local to N/A
Agent (no server
access
needed)
Common N/A N/A 9515 Local to N/A
Agent (no server
access
needed)
Agent No Inbound 80 Outbound Yes
Manager
Recovery
Service
PUSH UNIX Yes Outbound SSH (22) Both No
PUSH Yes Outbound NetBIOS N/A N/A
WINDOWS sessions
service 139
PUSH UNIX Yes Outbound RSH (514) Both No
PUSH UNIX Yes Outbound REXEC (512) | Both No
PUSH UNIX Yes Inbound 601 N/A N/A
PUSH UNIX Yes Inbound High ports Both No
3000+
PUSH ALL Yes Inbound TPCD Server | N/A N/A
2078
SLP N/A Both 427 N/A N/A
SNMP N/A Inbound 162 N/A N/A
Listener Port

5.4.3 Agent Manager

The Agent Manager is a network service that provides authentication and authorization using
X.509 certificates and the Secure Sockets Layer (SSL) protocol. It also processes queries
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about its registry of configuration information about the agents and management applications
(which are also called resource managers). A resource manager is the server component of a
management application product that manages the agents. Examples of resource managers
are IBM TPC for Fabric (server component) and IBM TPC for Data (server component).

Resource managers and agents must register with the Agent Manager before they can use
its services to communicate with each other. Registration is password-protected, with
separate passwords for the registration of agents and resource managers.

To control the access from the Resource Manager to the Common Agent, you use certificates
to make sure that only an authorized Resource Manager can install and run code on a
computer system. This certificate is stored in the agentTrust.jks and locked with the agent
registration password.

You use certificates to validate if a requester is allowed to establish a communication.

You can use the ikeyman utility in the java\jre subdirectory to verify your password. Figure 5-4
shows you an overview of the Agent Manager.

Data Device
Server Server
Resource Resource
Manager Manager
Agent Manager
Registration
— Y Service
IBMCDB Ports:
) 9511 - registration
Holds the Recovery Services 9512 - authentication
registration 9513 - updates

of all Agents and

Resource Managers
Ports:

80 - recovery
9513 - altemate
for recovery

SubAgent SubAgent
Data Fabric

Application Server
Common Agent with Agent

Figure 5-4 Diagram of Agent Manager and its services

The Agent Manager also provides an agent recovery service, which is a network service for
error logging for agents that cannot communicate with other Agent Manager services. Agents
use an unsecured HTTP connection to communicate with the agent recovery service.
Because the connection is unsecured, an agent can always communicate with the agent
recovery service, even if the agent is incorrectly configured or has expired or revoked
certificates. The agent recovery service is a WebSphere® servlet container that runs on the
Agent Manager server.
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Agents locate the agent recovery service using the unqualified host name
TivoliAgentRecovery. Your Domain Name System (DNS) server must map the host name
TivoliAgentRecovery to the computer system where you installed the Agent Manager. The
normal DNS lookup mechanism iterates through the domain search list for the agent,
appends each domain in the list to the unqualified host name, and then performs a DNS
lookup to attempt to resolve the name.

The agent recovery service listens for recovery requests on two ports: port 80 and a
configurable port (by default, 9513). Using port 80 makes the request more likely to pass
through a firewall between the agent and the agent recovery service. However, if the Agent
Manager is on the same system as the HTTP server, port 80 is unavailable. The configurable
second port provides an alternate communication port, in case you need to disable the use of
port 80 by the agent recovery service.
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IBM Total Productivity Center
tools

This chapter is a guide that is designed to help IBM TotalStorage Productivity Center (TPC)
administrators and Storage Area Network (SAN) administrators debug, manage, and
troubleshoot their TPC environments with the tools that are provided by TPC. We discuss
these tools:

» Service tools to help you gather required information and logs necessary for analysis
» HealthCheck tools to verify your installation
» Tools to help you manage your environment by using a command line interface (CLI)

Using these tools requires that storage administrators understand their environment and have
basic knowledge of TPC and SAN functionality.

This chapter also provides you with recommendations and best practices for managing your
TPC environment.
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6.1 Service tool

Serviceability is also known as supportability. It refers to the ability of technical support
personnel to debug or perform root cause analysis in pursuit of solving a problem with a
product.

If you have problems running TPC, the service tool helps collect information for all installed
TPC components (for example, Data server, Device server, agents, and GUI) from a
centralized location. This tool detects the configuration of the system on which it runs and
collects the appropriate information. The tools places the information in a .zip file.

This tool installs when you install the TPC server. IBM support personnel will ask you to run
the service tool when they need you to send them a PMR.

You do not need to specify what type of logs to collect, because TPC collects all of the logs
that are required for analysis.

Note: The service tool does not collection information from the repository database, see
repocopy.

6.1.1 Location of the service tool

The service tool is located in the following directories after the code is installed:
» For Windows:

C:\Program Files\IBM\TPC\service\
» For UNIX or Linux:

lopt/IBM/TPC/service/

6.1.2 Output of the service tool
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This tool collects the following information:

» Host name of the TPC server

» IP address of the TPC server

» Operating system name, version, and architecture

» Java™ home, version, and classpath

» JVM™ implementation name and version

» Full IP configuration information

» Protocol statistics and current TCP/IP network connections (including listening ports)
» Diagnostic information regarding the system and its services

» Listing of all library files (for example, server and library, agent and library, GUI library)

» Installation logs (these logs include the agent deployment log and the endpoint log status,
agent logs, TPC server logs, all probes, all discoveries, and so forth)

» Required logs including the subdirectories (these logs are the system logs, trace logs,
audit logs, and message logs)

» The required configuration files (the agent configuration files, data, and device
configuration files)
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» TPC version and build information
» Output from the ipconfig /all command (for Windows)

» Output from the ipconfig -a command (for UNIX or Linux)

6.1.3 How to run the service tool
To run the service tool for the Data server and Device server (to collect all information about

the TPC environment), follow these steps:

1. Log on to the system. You must have administrator authority on Windows or root authority
on UNIX or Linux.

2. If you used the default directory, go to the following directory (see Figure 6-1):
— For Windows:

C:\Program Files\IBM\TPC\service\
— For UNIX or Linux:

/opt/IBM/TPC/service/
& C:".Program Files",IBM" TPChservice
File Edit Wew Favorites Tools Help | :;'
@ Back » ) ~ b i | ' Search Folders | -
Address Iﬂ C:\Pragram Files\IBM\ TPC service j &
Size | Type I Date Modified I Attributes I
File and Folder Tasks S 3 10KE  Windows Batch File 7/15/2006 11:04 &AM A
g his Fil I-ﬂservlce.sh 9KE SHFil= 7i18/2006 11:04 AM A
=] Rename this fie ] sRmMservice. jar 18KE Executable JarFlle  7/16/2006 1244 PM A

[y Mene this file

[ Copy this file

&8 Publish this file to the tteb
) E-mail this file

iy Print this file

Figure 6-1 Service Tool default directory

3. Run the following program:

— service.bat (for Windows)
— service.sh (for UNIX or Linux)

In Figure 6-2 on page 224, notice that a command window runs in the foreground when

you execute the service tool. The command window verifies the information collected by
the tool.
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e | W WINDOWS' system 32 crnd.exe _ 0]

Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping
Eipping

Collecting

up
up
up
up
up
up
up
up
up
up
up
up
up
up

Start TPC 3.1 Data Server Service Program .

IBMH TotalStorage Productivity Center Service Program
TPC U3.1 Build TPC_3.1.2.360 20068719

service information for IBM TPC products Please wait...

~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program
“~Program

Eiiiini ui \Pruiram Files\lBH\TPﬂ\data\lui\ﬂimum_ﬂﬂﬂﬂiﬂ.lu

Files~IBM~TPCxdatasconfig“Cimom.config
Files~IBM~TPCxdatasconfig ep_manager.conf ig
Files~IBM~TPCxdatasconfig“namespace .config
Files~IBM~TPCxdatasconfig“nas.config
Files~IBM~TPCxdatasconfig~nas_config.bak
Files~IBM~TPCxdatasconfig-nativelog.config
Files~IBM~TPCxdatasconfig-repozitory.config
Files~IBM~TPCxdatasconfig“Scheduler . config
Files~IBM~TPCxdatasconfig-server_bakl
Files~IBM~TPCxdatasconfig“server_config
Files~IBM~TPCxdatasconf ig-ServerTracelog.config
Files~IBM~TPCxdatasconf ig“TPCD _conf ig
Files~IBM~TPCxdataslog“AuditTrace. log
Files~IBM~TPCxdataslog . Cimom_BHAEAY? . log

Figure 6-2 Run the service.bat command

4. One or more .zip files are created in the directory where you ran the service tool. If you
have a Data agent or Fabric agent installed on the same computer as the Data server or
Device server, that information is collected when you run the tool for the Data server or
Device server. The files should be sent to the IBM support center.

The following .zip files are created:

TPCDATAservice.zip (for the Data server)
TPCDEVservice.zip (for the Device server)
TPCDATACAservice.zip (for the Data agent)
TPCDEVCAservice.zip (for the Fabric agent)

6.1.4 Data agent and Fabric agent service tool
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Running the service tool only for the Data agent and Fabric agent only collects information
about the agents that you have deployed in your environment. Follow these steps:

1. Log on to the system. You must have administrator authority on Windows or root authority
on UNIX or Linux.

2. If you used the default directory, go to the following directory (see Figure 6-3 on

page 225):

— Windows:
C:\Program Files\IBM\TPC\ca\subagents\TPC\service
— UNIX or Linux:
/opt/IBM/TPC/ca/subagents/TPC/service
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" Program Files' IBMY TPC ca subagents' TPC' service

File Edit View Favorites Tools Help | o
Back - &3 - (¥ | - search Folders | [l
Address I]j C\Program Files) IBMY TPC calsubagents) TPC service j G0
Mame = Size | Type
File and Folder Tasks S [F service. bat 10KE  ‘Windows Batch File
service,sh 3KE SHFile

Em Rename this File

[y Move this file

D Copy this file

&% Publish this file to the Web
<) E-mail this file

¢ Delete this file

TSRM3Service. jar 18KE Executable Jar File

Other Places &

Figure 6-3 Data agent and Fabric agent service tool default directory

Note: The service tool collects information in a different place for deployed agents
compared to the whole TPC environment.

3. Run the following program:

— service.bat (for Windows)
— service.sh (for UNIX or Linux)

Figure 6-4 shows the command prompt for the Windows environment.

e | CW WINDDWS', system 32 cmd.exe [_ (O]
Start TPC 3.1 Data Agent Service Program =

IEM TotalStorage Productivity Center Service Program
TPC U3.1 Build TPC_3.1.2_30 20868719

Collecting service information for IBM TPC products Please wait...

Zipping up “Program Files“IBM“TPCscassubagentssTPChservices..“Data“config-a
config

Zipping up “Program Files“IBM~TPCuca“subagents~TPCuservice*..“Data~config-A
racelog.config

Zipping up “Program Files“IBM“TPChcasubagents~TPChservice™..“Data~config-n
log.config

Zipping up “Program Files“IBM~TPCuca“subagentssTPCusewrvice*..“Data“~log~msln
T

Zipping up “Program Files:IBM~TPCscasubagents~TPChservice™..“Data~log~TPCS
elnfo.html

Zipping up “Program Files“IBM~TPC:ca“subagentssTPChzewrvice*._“Data“version.
Zipping up “Program Files“IBM“TPCsca“confighendpoint.properties

Zipping up “Program Files“IBM~TPChca“~configslastError.properties

Zipp%ng up “Program Files~IBM:“TPC:ca“config“logging.properties

%iilni ui \Pruiram Files\lBH\TPC\ca\cnnfii\natiuelni.cunfii

Figure 6-4 Run the service.bat command for Data agents and Fabric agents

4. A .zipfile is created in the directory where you ran the service tool. Send the files to the
IBM support center.
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The following .zip files are created:

— TPCDATACAservice.zip (for the Data agent)
— TPCDEVCAservice.zip (for the Fabric agent)

6.2 Agent Manager tools

Many Tivoli management solutions require you to deploy client or agent code in the IT
infrastructure across multiple user machines or application servers. The deployed agent code
collects data from and performs operations on managed resources on behalf of a TPC
instance. The machines on which this code is deployed are referred to as agents. Common
Agent Services (CAS), comprised of Common Agent and Agent Manager, provides a
manageable and extensible infrastructure for TPC agents.

The human effort required to install, configure, maintain, and monitor the various agent
implementations becomes a management task when the environment consists of hundreds of
machines.

Common Agent Services (CAS) was created in response to client concerns about having to
install and care for multiple TPC agents on every machine. CAS reduces the effort required
for developing and delivering management solutions that involve deployed agent technology.
IBM has developed tools to ensure that your Agent Manager server is installed successfully,
and if problems arise, these tools assist with debugging these problems.

The Agent Manager provides a toolkit of “as-is” administration tools. The toolkit is located in
the AM_installdir/toolkit directory.

6.2.1 HealthCheck
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HealthCheck is a command to verify the state of the basic functions of the Agent Manager.
This command indicates if the Agent Manager is operational or not. You must run this
command from the machine on which the Agent Manager is installed. HealthCheck contacts
the Agent Manager through Web services and queries the Agent Manager property settings.

The HealthCheck readme file has instructions about running the commands and the
parameters that are required for these commands. It also lists known issues and limitations.

You might run the HealthCheck command when you are having problems deploying agents
or agents cannot register with Agent Manager.
HealthCheck is installed as part of the Agent Manager toolkit. The files are:
» For Windows:
toolkit\bin\HealthCheck.bat
» For Linux and UNIX:
toolkit/bin/HealthCheck.sh

How to run Healthcheck
On Windows:

1. Start a command window (CMD).

2. Make sure that your PATH environment variable points to the directory containing the
Java command.
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3. From the AgentManager\Toolkit\bin directory, type HealthCheck
See the readme file for more options.

For UNIX and Linux:
1. Start a terminal session.

2. Make sure that your PATH environment variable points to the directory containing the
Java command.

3. From the AgentManager/Toolkit/bin directory, type HealthCheck.sh

Command line options

The following options are required only if the Agent Manager is configured for other than the
installation defaults:

» -RegistrationPW <Agent registration password>

Specify the agent registration password. This option is required if you are not using the
default password. The default password is changeMe and is case sensitive.

» Port <Registration port>
The agent registration port. By default, this is port 9511.
» -TrustStoreName <Name of trust store>
The name of the trust store from which to import trusted certificates.
» -TrustStorePW <Password for trust store>
The password for the imported trust store.
» -RegistrationURL <Registration URL>
The Agent Manager context root. The value must end with a forward slash (/). By
default, the RegistrationURL is /AgentMgr/Registration.

An example of the HealthCheck command is to verify that the Common Agent password that
you use is still valid and to verify the health of your Agent Manager server (see Figure 6-5 on
page 228). The default agent registration password is changeMe, which is created when you
install the Agent Manager code.
The syntax of the HealthCheck command is:
» For Windows:

healthcheck -registrationPw changeMe
» For UNIX:

/healthcheck.sh -registrationPw changeMe
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e |Selectk Command Prompt

C:~Program Files~IBM“AgentManagerstoolkitsbhin*healthcheck —RegistrationPW changeMe

1A suhdirectory or file cert already exists.
.S scertshagentManagerKeys o jks
..o JscertshagentManagerTrust . jks
... LscertssagentTrust . jks B
.o smwcertsNCARootKey. pud
..o sncertsSNCARootKeyRing. jks
.o cscertssCertificateRevocationList
.o JscertsSREGKe v, pud

7 file<s) copied.
C:“Program Files“~IBM“AgentManager~toolkitshin“config“endpoint.properties
Agent Manager Mame: ibm—cdm:///CDM-ManagementSoftwareSystemsTivoliGUID=CAYEB2APBA1G6
411 DABF?BABAZS5C6BIEE, InstallPath=Ff ilex3Ax2Fx2Fx2FCx3A%2FProgram~2AFilesx2FI BMx2FA
gentManager . Feature =CTGEM
CA.keyRing.name

certs/CARootKeyRing. jks

CA.Certificate.Root.Alias rootcert

CA.Key.Root.Alias rootkey

CA.CRL.TimeToLive 24

CA.CRL.filename certs/CertificateRevocationList
Registration.Agent .Reregistration.Policy Any
Registration.Agent.Certificate.Duration 365
Registration.Manager.Certificate . .Duration 36680

CA.Certificate.graceTl ime 1388

Config.Server.Host gallium.itsosj.sanjose.ibm.com
Config.Server.Port 2512

Config.URI
CertManagement .Host

AgentMgrConf igurationlpdate
gallium.itsosj.sanjose.ibm.com

CertManagement . Renewal.Port 92512

CertManagement . Renewal.URI sAgentMgr CertificateRenewal
CertManagement .CRL.Port 2513

CertManagement . CRL.URI sAgentMgr-CRLRequest
CertManagement . Revoke . Port 2512

CertManagement . Revoke .URI sAgentMgr CertificateRevocation

AgentQuery.Host gallium.itsosj.sanjose.ibm.com
AgentQuery.Port 9512

AgentQuery.URI sAgentMgr AgentQuery

AgentConf iguration.Host gallium.itsosj.sanjose.ibm.com
AgentConf iguration.Port 2512

AgentConf iguration.URI
AgentManagerQuery.Host
AgentManagerQuery.FPort
AgentManagerQuery. URI
Registration.Host
Registration.Port
Registration.URI
Status.timeToLive

AgentMgr AgentConf iguration
gallium.itsosj.sanjose.ibm.com
9511

sAgentMgr AgentManagerQuery
gallium.itsosj.sanjose.ibm.com
9511

sAgentMgr-Registration

5]

ARS .directory GC:/Program Files-/IBM/AgentManager
ARS . port . hasze 2511

ARS . port.secure 2512

ARS . port.pubhlic 2513

ARS .URI .root SAgentMgr

ARS .security.enahled true
Registration.domain itsosj.sanjose.ibm.com
Status .Authorization.Required true
Access.restriction.revocation true

Access . .restriction.Configuration true

Query.Agent -.Max.Return -1

Query.Database.Type dh2

ARS .verzion 1.2.2.8

Registration.Listeners.Manager.[ssue
reMewCertificate
Registration.Listeners.Manager.Request = com.tivoli.agentmgr.registration.Aut
horizationlUalidator, com.tivoli.agentmgr.registration.AuthorizationTestOnly, com.
tivoli.agentmgr.registration.AgentReregistrationTest

com.-tivoli.agentmyr.registration.Sto

Registration.Listeners.Agent.Ilssue = com.tivoli.agentmgr.registration.Sto
reMewCertificate

Registration.Listeners.Agent.Request = com.tivoli.agentmgr.registration.Sim
plePURequestUalidator, com.tivoli.agentmgr.registration.AuthorizationTestOnly, com|
.tivoli.agentmgr.registration.AgentReregistrationTest

Config.Listener.Manager = com.tivoli.agentmgr.status.StoreMana
gerStatus

Config.Listener.Agent = com.tivoli.agentmgr.status.Storefgen
tStatus
Health Check passed.

Figure 6-5 HealthCheck with registration password changeMe

The current system is healthy based on the message, “Health Check passed.” Now, let us
look at a system where the agent registration password is not the default password changeMe,
as shown in Figure 6-6 on page 229. The syntax used is:

» For Windows: healthcheck
» For UNIX: /healthcheck.sh
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e |Command Prompt =]

C:\Program Files“IBM-AgentManager~toolkit“hin>healthcheck
n subdirectory or file cert already exists.
. e cscertssagentManagerKeys . jhks
.o JscertssagentManagerTrust . jks
oM cscertshagentTrust . jks
o cscertsSCARootKe y . pud
..o oscertsSCARcotKeyRing . jks
oo oscertssCertificateRevocationList
e o ncertsSNREGKey. pud
7 file(s? copied.

C:“Program Files“IBM“AgentManager~toolkit“hin“config“endpoint.properties
HealthCheck wasz unable to verify the AgentManager installation.

The specific exception was: com.tivoli.agentmgr.resources.figentManagerExcept
ion: Heystore was tampered with, or password was incorrect

The full stack trace can be found in HealthCheck.out

Probabhle causez are keystore has been tampered uwith.

or that the password iz missing or incorrect.

Use the —RegistrationPW parameter with Healthcheck to specify the password.

C:“Program Files“IBM“~AgentManager~toolkit“hinX_

Figure 6-6 HealthCheck with a registration password that is not the default

The HealthCheck utility displays a message that your request was unsuccessful and that it
cannot verify your Agent Manager installation. Health Check also recommends that, in this
scenario, you use the -RegistrationPW. Now, use the correct registration password
(-RegistrationPW) to verify the health of the Agent Manager system as shown in Figure 6-7
on page 230.

The syntax that we used is:

» For Windows: healthcheck -RegistrationPw tpcadmin
» For UNIX: /healthcheck.sh -RegistrationPw tpcadmin
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C:=“\Program Files:IBM:AgentManager-toolkitshin>healthcheck —RegistrationPll tpcadmin

A subhdirectory or file cert already exists.

. NesscertshagentManagerKeys o jks

. oNesscertshagentManagerTrust . jks

aNesscertshagentTrust . jks

s oseertssCARootKey . pud

.- scertssCARootKeyRing . jks

... oncertsnCertificateRevocationList

. onesscertssREGKe y. pud
? file<s» copied.

C:=“Program Files:IBM“~AgentManagerstoolkitshinsconfig endpoint.properties

Agent Manager MName: ibm—cdm://~CDM—ManagementSoftwareSystemsTivoliGUID=5847FE815331

11DB81AZAPAZ55ACE6C3 . InstallPath=Ff ilex3A%2Fx2F»2FCx3A%2FFrogramx2BFilesx2FIBMx2FAge

ntManager . Feature=CIGEN

CA.keyRing .nane

certs/CARootKeyRing. jks

CA.Certificate.Root.Alias rootcert

CA.Key.Root.Alias rootkey

CA.CRL.TimeToLive 24

CA.CRL.filename certssCertificateRevocationList
Registration.Agent.Reregistration.Policy Any

Hegistration.Agent . Certificate . Duration 3es

Hegistration.Manager. Certificate . Duration E15)

CA.Certificate.graceTime 1388

Config.Server.Host colorado.itsosj.sanjose-ibm.com
Config.Server.Port 9512

Config.URI
CertManagement.Host
CertManagement.Renewal.Port
CertManagement .Renewal . URI
CertManagement .CRL.Fort
CertManagement .CRL._URI
CertManagement .Revoke .Port
CertManagement . Revoke .URI
AgentQuery.Host

sAgentMgr/Configurationlpdate
colorado.itsosj.sanjose-ibm.com
9512
sAgentMgr-CertificateRenewal
2513

sAgentMgr-CRLRequest
9512

sAgentMgr CertificateRevocation
colorado.itsosj.sanjose-ibm.com

AgentQuery.Port 9512

AgentQuery URI AgentMgr AgentQuery

AgentConf iguration.Host colorado.itzozj.sanjose.ibm.com
AgentConf iguration.FPort 9512

AgentMgr/AgentConf iguration
colorado.itsosj.sanjose-.ibm.com
2511
sAgentMgr/AgentManagerQuery
colorado.itsosj.sanjose.ibm.com
2511

aﬂgentﬁgrfﬂegistratiun

AgentConf iguration.URI
AgentManagerduery.Host
AgentManagerguery.Port
AgentManagerQuery . URI
Registration.Host
Hegistration.Port
Hegistration.URI
Status.timeToLive

ARS .directory C:/Program Files-/IBM-sAgentManager

ARS .port.hase 2511

ARS .port.secure 9512

ARS .port.pubhlic 9513

ARS .URI .1ro0t #AgentMgr
ARE _security.enahled true
Registration.domain itsosj.zanjose.ibm.com
Status . Authorization.Required true
Access . restriction.revocation true
Access.restriction.Configuration true
Query.Agent .Max.Return -1
Query.Database.Type dh2

ARS .version 1.2.2.8

RHegistration.Listeners .Manager.Iszue com.tivoli.agentmgr.registration.Stor
eMewCertificate

Registration.Listeners.Manager.Request = com.tivoli.agentmgr.registration.fAuth
orizationValidator, com.tivoli.agentmgr.registration.AuthorizationTestOnly, com.ti
voli.agentmgy.registration.AgentReregistrationTest
Registration.Listeners.Agent.Issue = com.tivoli.agentmgr.registration.Ston
eMewCertificate

Registration.Listeners . Agent .Request = com.tivoli.agentmgr_registration.Simp
lePlWRequestlUalidator, com.tiveli.agentngr.registration.AuthorizationTestOnly. com.t
ivoli_agentmngr.registration.AgentReregistrationTest

Config.Listener.Manager = com.tivoli.agentmgr.status.StoreManag
erStatus
Config.Listener.Agent
Status

Health Check passed.

= com.tivoli.agentmgr.status.Storefgent

Figure 6-7 HealthCheck with the registration password stipulated

6.2.2 Verifying the installation

If the Agent Manager is operational, the HeathCheck command displays the Agent Manager
configuration, followed by a “Passed” message as shown in Figure 6-8 on page 231.
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|EE:\WINDDWS\srstemSZ\cmd.eue =] E

ARS _URI . root = sAgentMgr 4
ARS . security_enahled = true

Registration.domain = itsosj.sanjose.ibm.com

Status .Authorization.Required = true

Access.restriction.revocation = true

Access .restriction.Configuration = true

Query.fAgent.Max.Return = -1

Query_ Databaze _Type = dh2

ARS .version =1.2.2.8

Registration.Listeners.Manager.Issue com.tivoli.agentmgr.registration.S
toreMewCertificate

Registration._.Liszsteners.Manager.Hequest = com.tiveoli.agentmgr.registration.A
uthorizationValidator. conm.tivoli.agentmgr.registration.AuthorizationTestOnly,

com.tivoli_agentmgr.registration.fAgentReregistrationTest

Registration_Listeners. Agent.lszue = com.tiveli.agentngr.registration.5
toreNewCertificate
Registration.Listeners. figent.Request = com.tivoli.agentmgr.registration.S

implePWHegquestUalidator, com.tivoli_agentngr.registration_AuthorizationTestOnly,
com.tivoli.agentmgr.registration.AgentReregistrationTest

Config.Listener.Manager = com.tivoli.agentmgr.status . StoreMa
nagerStatus

Config.Listener.Agent = com.tivoli.agentmgr.status.S5toreflyg
entStatus

Health Check passed.
Figure 6-8 Health Check passed

If the Agent Manager is not operational, the HealthCheck command displays a summary of
Java exceptions, suggests a probable cause and error, and gives the name of a file
containing additional information as shown in Figure 6-9. Review this file. If you cannot
resolve the problems, contact the IBM Support Center.

e | L WINDOWS' system32\ cmd.exe [_ O]

In subdirectory or file cert already exists.
.o cscertssagentManagerKeys _ jks
.o scertssagentManagerTrust o jks
.M scertshagentTrust o jks
.o scertssCARootKey . pud
.o cscertsSCARootKeyRing . gks
. oeoscertssCertificateRevocationList
e o oncerts REGEe v . pud
7 File<=s) copied.

C-“Program Files“IBHM“-AgentManagerstoolkit“hin“config“endpoint.properties
JHealthCheck was unabhle to verify the AgentManager installation.

The specific exception was: com.tivoli.agentmgr.resources.fAgentManagerExcept
ion: Connection refused: connect

The full stack trace can be found in HealthCheck.out

Probahle causzes are Websphere server not started.

or a miz—matched registration port for AM.

Use the —Port parameter with Healthcheck to specify the port.
Press any key to continue . . . _

Figure 6-9 Example of an Agent Manager problem

6.2.3 Log Collector

Log Collector gathers logs and other information that are needed to debug the Agent
Manager. After running the HealthCheck command and there is a failure exception error, run
the LogCollector command to gather the logs.

Log Collector creates the LogCollector.zip file, which is located in the root directory of where
the Agent Manager is installed. You must run this command from the machine on which the
Agent Manager is installed. The Log Collector readme file has instructions about running the
commands, and it also lists known issues and limitations.

Chapter 6. IBM Total Productivity Center tools 231



232

LogCollector is installed as part of the Agent Manager toolkit.

The files are:

>

>

For Windows:
toolkit/bin/LogCollector.bat
For Linux and UNIX:
toolkit/bin/LogCollector.sh

Output of the LogCollector tool
The output is:

»

LogCollector opens the <Agent Manager>/logs/aminstall.log file to look for needed install
values.

LogCollector opens a Java ZipFileStream for collecting its log files.

System environment variables, ipConfig output “df —k” output and directory structure are
written to LogCollector_notes.txt.

Agent Manager /logs files are added to the .zip file.
Agent Manager /logs/jacl files are added to the .zip file.
WebSphere/LWI log files are added to the .zip file.

WebSphere server1 log files are added to the .zip file (for Agent Manager running on
WebSphere Application Server).

If Agent Manager was added into another application server, those WebSphere log files
are added to the .zip file.

Agent Manager Database log files are added to the .zip file.

LogCollector reads the <Agent Manager>/logs/aminstall.log file to determine the
WebSphere/LWI location, WebSphere node, WebSphere instance, database type, and
database location.

How to run LogCollector
On Windows:

1.
2.

Start a command prompt window (CMD).

Make sure that your PATH environment variable points to the directory containing the
Java command.

From the AgentManager\Toolkit\bin directory, type LogCollector as shown in Figure 6-10
on page 233.
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I & | Command Prompk

Microsoft Windows [Version 5.2.37981
(C» Copyright 1985-2803 Hicrosoft Corp.

C:~Documents and Settingsstpcadminicd>
C:x>od CosProgram FilessI1BM“AgentManagerstoolkit-hin
C:“Program Files“IBM“AgentManager:toolkit“bin>logcollector_

Figure 6-10 Run LogCollector.bat

Note: Failure to retrieve all of the values from the aminstall.log causes LogCollector to exit.

On UNIX and Linux:
1. Start a terminal session.

2. Make sure that your PATH environment variable points to the directory containing the java
command.

3. From the AgentManager/toolkit/bin directory, type /LogCollector.sh

You can send this file to the IBM support center to help you resolve problems on Agent
Manager. The .zip file is located under C:\Program Files\IBM\AgentManagen\ (for Windows)
and /opt/IBM/AgentManager (for UNIX or Linux).

You can send this file to the IBM support center to help you resolve problems.

6.2.4 Deregistration tools

The Agent Manager handles the registration of resource managers and agents, such as
issuing certificates and keys and performing authentication. One Agent Manager instance
can manage multiple resource managers and agents. The Agent Manager can be on the
same machine as the TPC server or on a separate machine.

Agents are not automatically removed from the registry when they become inactive or are
uninstalled. To identify and remove obsolete agents from the registry, use the agent
registration tools that are available in the toolkit subdirectory of the Agent Manager
installation directory (\AgentManagen\toolkit).

The registry is a database named IBMCDB that contains the current configuration of all
known agents and resource managers. The registry contains the identity, certificates, and
communication information for each resource manager.
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And, the registry contains the following information about agents:
» Identification of every known agent and its computer system
» The certificate issued to each agent

» Basic configuration information about each agent, including information about the type
and version of the hardware and operating system

» The configuration and errors of each agent (updated by the agent at a configurable
interval)

» Current communication parameters for the agent, including the IP address, the port or
ports for which the agent is configured, and the supported protocol

» The installation directory of each agent

The information in the registry is updated by asynchronous events, such as the registration of
agents, and by updates from the agent. The agent provides a configuration update when it
starts, when a bundle is installed or uninstalled, and at a configurable interval (by default,
daily).

In order to manage your TPC agent environment, you need to maintain the Agent Manager
Database (IBMCDB). Deregister is a collection of Java utilities and scripts that assist in the
deregistration of agents.

Note: You must run the Deregister commands from the machine on which the Agent
Manager is installed.

The Deregistration toolkit consists of three commands, which are RetrieveAgents,
LogicallyDeleteAgents, and PurgeAgents. You need to issue these commands with
parameters, which you can save into a configuration file to simplify the command issued. You
can store configuration settings for any of your Agent Manager servers in a simple text file
(db_info.cfg).

In this command db_info.cfg / -dbconfig, the -dbconfig parameter specifies a file that
contains the database connection information. You use the parameter only if you do not want
to type the password information on the command line.

Note: Instead of saving the database password in normal text that anyone can read, you
have access to the server in the db_info.cfg file. You can use the -dbPassword parameter
to specify the password on the command line when you run this script.

Before using the -dbconfig parameter, you must update the dbconfig file with the database
connection information. The db_info.cfg file is located in the AgentManager\toolkit\bin
directory, which can be modified to suit your environment. Example 6-1 shows the contents of
the db_info.cfg file.

Example 6-1 db_info.cfg file contents

dbType=[db2|cloudscape|oracle]

dbName=[database name, fully qualified path if cloudscape]
dbUsername=[database user name]

dbPassword=[database password, or provide -dbPassword on invocation]
dbHostname=[host name of target database machine]

dbPort=[port on which target database is Tistening]
dbDriver=[type2|type4]
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After you enter the database variable information, you can use this file as shown in

Example 6-2.

Example 6-2 File db_info.cfg with variables entered

dbType=db2

dbName=1BMCDB

dbUsername= db2tpc

dbPassword= db2tpc

dbHostname= gallium.itsosj.sanjose.ibm.com
dbPort=50000

dbDriver=type2

6.2.5 How to run RetrieveAgents, LogicallyDeleteAgents, and PurgeAgents

Note: The default dbport (50000) is created at installation of DB2. To verify the dbDriver
type, view the <install-\IBM\AgentManageninstalNAMInstall.properties file.

On Windows:

1

. Start a command window (CMD).

2. Make sure that your path points to the <instalk\AgentManagenToolkit\bin directory, type:
RetrieveAgents, LogicallyDeleteAgents, or PurgeAgents (see readme for more options)

On UNIX and Linux:

1

. Start a terminal session.

2. Make sure that your path points to the <installb\AgentManager\Toolkit\bin directory, type:
RetrieveAgents, LogicallyDeleteAgents, or PurgeAgents (see readme for more options)

RetrieveAgents
This script lists the agents in the system. The agents displayed are the list of Common Agents

that are known to Agent Manager. Review the readme file in the toolkit directory for

arguments and parameters.

The commands provide the following attributes for each agent:

YyVYyVYVYVYYVYY

Agent name

Host name

IP address

Port

Agent installation directory
Managed element ID
Operating system ID

The file for each platform is:

>

Table 6-1 on page 236 shows the basic parameters.

Windows:
toolkit\bin\RetrieveAgents.bat
Linux and UNIX:
toolkit\bin\RetrieveAgents.sh
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Table 6-1 RetrieveAgents command parameter or arguments

Parameter Function and variables

-dbpassword Enter the database password or use the db_info.cfg config file.

-dbpassword tpcadmin

-dir Lists all the agents that the Common Agent has installed in a particular directory.

Specify the directory in Web site form, for example:
file:///C:/Program Files/IBM/TPC/ca

-0S List all the agents by a specific operating system ID.

Specify the operating system ID:
-0s 62eec52116b011d8bb860006293337a5

-port List all agents by the listening port.

-port 9510 (default port 9510)

-exp Lists the expiration status:

-exp y = only expired agents
-exp n = only non-expired agents
-exp a = All agents (default)

-out Redirects the agent list to a specified file.

-out c:\AgentList.ixt

Issue the RetrieveAgents command with many parameters to narrow the search and the
results.

Example 6-11 on page 263 is an example of viewing all of the agents registered to this Agent
Manager server. We currently have two agents managed by Agent Manager.

Syntax
The syntax for this command is retrieveagents -dbpassword db2tpc
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IEEnmmand Prompt =] E3

2 Agent(s)> found.
Agent A:
Agent Mame: null
Hoztname : KLCHU4Z_ almaden.ibm.com
IP: 9.43.86.189
Port: 9518
Install Directory: file: //C:/Program Files-IBM-/TPC-ca
Managed Element ID: 3Jc45d18d672h36f%ala??dbf621f97fd
Operating System ID: 62eec52116hA11d8bh86AAAGZ223337a5

C:“Program Files~IBM“AgentManagerstoolkitshin retrieveagents —dbhpassword db2tpc i

fAgent 1:

Agent Mame: null

Hostname: gallium.itsosj.sanjose.ibm.com

IP: 9.43.85.143

Port: 9518

Install Directory: file:///C:/Program Files-IBM-/TPC-ca
Managed Element ID: 94a762cfh5f339h?8aaZeal4cBab5169
Operating System ID: ca?8b2@ARal6o411dabf?hAAB255chhl8ee

C:“Program Files~IBM“AgentManagerstoolkitshin»_

Figure 6-11 RetrieveAgents command output
Similarly, you can issue this command by using the db_info.cfg file as shown in Figure 6-12.

Syntax
The syntax is retrieveagents -dbconfig db_info.cfg

/e | Command Prompt _ O] x|

C:“Program Files“IBM“AgentManager~toolkit*biniretrieveagents —dbconfig dh_infu.cfgi

2 Agent<{z> found.

JAgent A:

Agent Hame: null

Hostname: KLCHU4Z.almaden.ibm.com

IP: 9.43.86.189

Port: 7518

Install Directory: file:  ~C:/Program Files~-IBM-TPC-ca
Managed Element ID: 3Jc45d18d67?b36f%ala?7?dbf621f97fd
Operating System ID: 62eech2116bA11dBhhl6BAAL293337a5

qﬂgent 1:
Agent Hame: null

Hostname: gallium.itsosj.sanjose.ibm.com

IP: 9.43.85.143

Port: 9510

Install Directory: file:  ~C:i/Program Files~/IBM/TPFGrca

Hanaged Element ID: 94a762cfh5f337h?8aaZeal4cBabh16?

Operating System ID: ca?8hZBBalodiidabf?hBBB255c6hiee

C:sProgram Filez~IBM“AgentManagerstoolkit:\hinX_

Figure 6-12 RetrieveAgents command using db_info.cfg

Issue the RetrieveAgents command by using multiple parameters as shown in Figure 6-13 on
page 238.
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Syntax

The sample syntax is retrieveagents -dbconfig db_info.cfg -port 9510 -exp n -os
ca78b200a16411dabf9b000255c6h8ee

I e+ |Command Prompt _ O]

C:~Program Files“IBM“AgentManager~toolkitshin>retrieveagents —dhconfig dh_infu.cl-‘gl

—port 7518 -exp n —os ca?8b2BBalc41idabf ?7hBBB2L5cohiee

1 Agent{s? found.

Agent B:
Agent Name: null
Hostname: gallium.itsosj.sanjose.ibm.com
IP: 2.43.85.143
Port: 9518
Install Directory: fFile: //C:/Program Files-/IBM/TPC-ca
Managed Element ID: ?4a762cfh5f337b78aalZealdc8ab5167?
Operating System ID: ca?8hiZBBal6dlldabf?bhBBA255c6hice

C:“Program Files-IBM“AgentManager>toolkit~bin>_

Figure 6—137 Retr;eveAger;s: corgmandL;e;/ng multiple parameters

6.2.6 LogicallyDeleteAgents

This script sets the delete timestamp to the current timestamp, which logically deletes the
agent or agents. Although you have deleted the agent, you can still recover the records for
that particular agent, because it has not been removed from the Agent Manager database.
Review the readme file in the toolkit directory for arguments and parameters.
The files are:
» For Windows:

toolkit\bin\LogicallyDeleteAgents.bat
» For Linux and UNIX:

toolkit/bin/LogicallyDeleteAgents.sh

Table 6-2 on page 239 shows the basic parameters.
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Table 6-2 LogicallyDeleteAgents parameters or arguments

Parameters Functions and variables

-dbpassword Enter the database password or use the db_info.cfg config file.

-dbpassword tpcadmin

-me Expires agents specified by the managed element ID. Specify one or more IDs
in a comma-separated list.

-me 94a762cfb5f339b98aa2ea14c8a55169

-0s Expires agents specified by operating system ID. All agents with this OS ID will
be expired.

-0s 62eec52116b011d8bb860006293337a5

Example 6-14 on page 273 is an example of expiring an agent with a specific managed
element ID.

Syntax
The syntax is:

LogicallyDeleteAgents -dbpassword db2tpc -me3c45d18d679b36f9ala77dbf621f97fd

o |Command Prompt =]

Z2tpc —me Fc45diBde79b36fFalaV?dbfR21F97fd

1 Agent{(s?> successfully expired.

Oct 168, 2086 11:43:12 AM com.tivoli.agentmgr.toolkit.deregister.Expirefgents expip|
eManagedElements

INFO: 1 Agent¢s? successfully expired.

C-“Program Filez“I1BM“AgentManager~toolkit“bin>LogicallyDeletefAgents —dbpassword dhi

C=“Program Filez“I1BM~AgentManager~toolkit-hin>_

Figure 6-14 LogicallyDeleteAgents command with specific managed element

If you list all active agents using the RetrieveAgents command, you notice that one agent has
been expired as shown in Figure 6-15 on page 240.

Syntax
The syntax is retrieveagents -dbpassword db2tpc -exp n
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e+ |Command Prompt M= E3

C:“Program Files“IBM“AgentManager>toolkit~biniretrieveagents —dbpassword db2tpc —ei

xp n
1 Agent{s> found.

JAgent @A:

Agent Mame: null

Hoztname: gallium.itsosj.sanjose.ibm.com

IP: 2.43.85.143

Port: 9518

Install Directory: file:  /C: Program Files-IBM-TPC-ca
Managed Element ID: 94a762cfh5f339b%8aaZealdcBabb16?
Operating System ID: ca?8hZABal6diidabf?hARAZ55c6hiee

C:“Program Files“IBM“AgentManager~toolkit binX_

Figure 6-15 RetrieveAgents command with one non-expired agent

If you list all the Agents using the RetrieveAgents command, you notice that we can still view
both agents but one agent is expired. When you delete the agent logically, the certificate for
that particular agent is revoked, which means that the certificate is added to the Certification
Revocation List (CRL). After the certificate is added to the CRL, this certificate is no longer
valid.

Note: -me and -os are mutually exclusive; you cannot use them cumulatively.

6.2.7 PurgeAgents

Use the PurgeAgents command to systematically and permanently remove old and unneeded
data. The term purge is stronger than delete. You often can restore deleted objects by
undeleting them, but purged objects are gone forever.

When the system database gets too large, it can slow resources, corrupt databases, and use
up necessary disk space. It is good to purge the system of all call records when they are no
longer necessary. This script deletes agents from the database tables. Review the readme
file in the toolkit directory for arguments and parameters.
The files are:
> Windows:

toolkit\bin\PurgeAgents.bat
» Linux and UNIX:

toolkit/bin/PurgeAgents.sh

Table 6-3 on page 241 shows the basic parameters.
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Table 6-3 PurgeAgent parameters or arguments

Parameters Functions and variables

-dbpassword Enter the database password or use the db_info.cfg config file.

-dbpassword tpcadmin

-me Delete agents specified by the managed element ID. Specify one or
more IDs in a comma-separated list.

-me 94a762cfb5f339b98aa2ea14c8a55169

-0s Delete agents specified by operating system ID. All agents with this OS
ID will be expired.

-0s 62eec52116b011d8bb860006293337a5

Figure 6-16 is an example of deleting an agent with a specific managed element ID.

e | Command Prompt =]

C:wProgram Files~IBM“AgentManagerstoolkitsbin’purgeagents —dbhpassword db2tpc —me 3
c45d18d677h36fTalaY?dbio21£77Fd

1 Agent{z> successfully removed.

Oct 18, 2886 12:45:35 PM com.tivoli.agentmgr_toolkit.deregister.RemovefAgents remou
eManagedElements

INFO: 1 Agent<s?» successzfully removed.

C=“Program Files“IBM“AgentManager“toolkits~hinX_

Figure 6-16 PurgeAgents command using Managed Element ID

If you list all agents using the RetrieveAgents command, you notice that there is only one
agent managed by Agent Manager (see Figure 6-17 on page 242).
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&+ |Command Prompt =]

C:“Program Filez“IBM“AgentManager~toolkit:hin>retrieveagents —dbpassword db2tpc I’
1 Agent(z> found.
Agent B:

Agent Hame: null

Hostname: gallium.itsosj.sanjose.ibm.com

IP: 92.43.85.143

Port: 9518

Inztall Directory: file://-C: Program Files~-IBH-TPC-ca

Managed Element ID: 94a762cfh5f337h?8aa2eal 4cBabhih?

Operating System ID: ca78h2BBalb4ildabf?hBBAZ55chhBee

C:=~Program Files“IBM“~AgentManager~toolkitshinX_

Figure 6-17 RetrieveAgents command verifying all agents managed

Restriction: You cannot purge an agent if it is not expired (LogicallyDeleted). The
parameters -me and -os are mutually exclusive; you cannot use them cumulatively.

6.2.8 Reactivate agents

242

TPC allows you to reactivate the agents that you have purged in your Agent Manager
database. You can only reactivate the agent when the Agent has been successfully “Purged”
and not “LogicallyDeleted.”

The process of reactivating the agent requires you to delete the certificate files and restart
your IBM Tivoli Common Agent services, so the certificates can be downloaded from Agent
Manager again and can be reinstated with normal operation. You do not need to reinstall the
agents. These certificates are instrumental in maintaining the connection between the TPC
server and the agents.

These steps guide you through the process reactivate a purged agent:

1. Figure 6-18 on page 243 shows that we have two non-expired agents that are currently
reported by the TPC server. We used the command:

retrieveagents -dbpassword db2tpc -exp n
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IcT_\]Enmmand Prompt =]

C:sProgram Files“~IBM“AgentManagerstoolkit“hin>retrieveagents —dbpassword dbiZtpc E
—exp n
2 Agentf{z> found.

Agent @:
figent Mame: null
Hostname: KLCHU4Z.almaden.ibm.com
IP: 9.43.86.189
Port: 95108
Install Directory: file: ~sC:/Program Files~IBM-TPC-ca
Managed Element ID: 3c45d18d679h36f%a1a??dbf621F97fd
Operating System ID: 62eec52116bA11d8bhE6AAAGZT3337Ya5
JAgent 1:

figent Mame: null

Hoztname: gallium.itsosj.sanjose-.ibm.com

IP: 9.43.85.143

Port: 95108

Install Directory: file: ~sC:/Program Files~-IBM-TPC-ca
Managed Element ID: 94a762cfh5f339h%8aaZeald4cBabhin?
Operating System ID: ca78bZPARal64lidabf ?hAAAZ55chbhiee

C:~Program Files~IBM“AgentManager~toolkits\bin>_

Figure 6-18 List of non-expired agents

2. We now “LogicallyDeleteAgents” and then “PurgeAgent,” so Agent0
(KLCHV4Z.almaden.ibm.com) will be expired and purged from the Agent Manager
Database as shown in Figure 6-19.

[ev]Command Prompk M=l

C:=“Program Files“IBM“AgentManager~toolkitshin>logicallydeleteagents —dhpassword
dbZ2tpc —me 3c45diBd67?bh36f%ala??dbfe21£97fd

1 Agent<¢s) successfully expired.

Oct 18, 2086 11:15:36 AM com.tivoli.agentmgr.toolkit.deregister.Expirefigents exp
ireManagedElements

INFO: 1 Agent(s>» succeszfully expired.

C:sProgram Files~IBH“AgentManager~toolkit:\bin>purgeagents —dhbpassword dbZ2tpc —me
Jc45d18d672h36fFala?Pdbi621£97Fd

1 Agent¢z? successfully removed.

Oct 18, 20806 11:16:16 AM com.tivoli.agentmgr_toolkit._.deregister_RemoveAgents rem

ouveManagedElements

INFO: 1 Agent{(s)> successfully removed.

C-“Program Files“IBM“AgentManager“toolkitshin>retrieveagents —dbpassword dbZtpc
—exp y
I8 Agent{s>» found.

C:=“Program Files“IBM-AgentManager~toolkitshin>retrieveagents —dbpassword dbZtpc
—exp n
1 Agent<s?> found.
Agent BA:
Agent Hame: null
Hosztname: gallium.itsosj.sanjose.ibm.com
IP: 9.43.85.143
Port: 9518
Install Directory: file:  sC:- Program Files~sIBM-TPCrca
Managed Element ID: 94a762cfb5f337h%8aaZealdcBabbl6y
Operating System ID: ca?8bZ2BBal6411dabf?hBAB255c0hiee

C:=“Program Files“IBM“AgentManager~toolkitxhinX_
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3. We will need to remotely log on to the agent KLCHV4Z.almaden.ibm.com server to delete
the contents of the cert directory. The cert directory is located in the directory shown in

Figure 6-20:
<install dir> \Program Files\IBM\TPC\ca

Do not delete the cert directory, only the contents.

CE——— =101 x|
File  Edit Wiew Fawvorites Tools  Help ﬁ
FBack * = - | Qysearch [Folders (4 | e Oz = o | Ed~
Address I[:I :\Program Filest IBMTPCca j ﬁGD

1 i | Mame | size | Tvpe J Modified T -

ﬁ | - | _uninsk File: Folder 10/16/2006 3:30 PM

- Ccert File: Folder 10/1712006 &;:10 PM
ca [ config File Folder 10/16/2006 6:10 PH
installableBundies File: Folder 10/16/2006 3:30 PM
Select an item to view its description, ClinstalledBundles File: Folder 10/16/2006 &;:10 PM
e also: [ jre File: Folder 10/16/2006 3:30 PM
My DocUments D libs File: Folder 10/16/2006 3:30 PM
My Nebwork Places | logs File Folder 101672006 3;30 PM
My Computer Cnls File: Folder 10/16/2006 3:30 PH
[ Jsubagents File: Folder 10/ 16/2006 328 PM
[F]agentci.bat ZKE M5-DOS Batch File 6/11/2006 2:38 PM
[%] BTcInizoz sys LKB Syster file 6/11/2006 2138 PM
m endpoint.bat 2KE  MS-DOS Batch File 6112006 2138 PM b
ﬁ imperative_ig5.css 12 KB Cascading Style Sh...  6f11/2006 2:38 PM
imperative_netscaped... SKE Cascading Style Sh...  6/11j2006 2:38 PM
imperative_subset,css ZKE Cascading Style Sh.,.  &/11/2006 2:38 FM
EInstaIlUtil.exe S6 KB Application 6/11/2006 2:38 PM
(21 urnfind Inn 2 KR Tewk Macormenk 1N AFNNA 228 DM LI
[23 abjects) S [ vy Computer 4

Figure 6-20 Cert directory

Tip: Ensure that you make a backup of the cert directory prior to deleting the contents of

the d

irectory.

4. After you delete the contents of the cert directory that contains these files, you need to
restart the IBM Tivoli Common Agent services (see Figure 6-21 on page 245):

agentKeys.jks
agentTrust.jks

CertificateRevocationList

pwd
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=10) x|
“ Action  Yisw |J<::- - |[&m| e 2 |@|J b om Il om |
Tree I Mame £ | Description | Status | Startup Type | Log I:I
g Computer Management (Local) %CIM Object Manager - DS Open APT Controls th...  Started Autariatic Loca
Eﬁ Swetem Tanls %CIipBook Supports C., Manual Loca
2| Provides a...  Started Manual Loca
Maintains ...  Started Automatic Loca
Windows is attempting to stop the following service on Local Computer... Allows appl... Manual Adb:
|BM Tivali Common Agsnt - ‘C:\Pragram Files\BMATPChca' Collects st... Manual Adb:
Pravides 1... Manual Laca
Monitars O, Marual Loca
Supports .., tManual b
Authentica. ., Marual Loca
Supports o, Manual b
Skarted Aukamnatic Loca
e kllemovable btlora-l;e %DHCP Client Manages n...  Skarked Aukamatic Loca
EI--& Services and Applications % o . . . . .
: % WM Contral Distributed Link Tracking Client Sends notif...  Starked Autarnatic Loca
% Services %Distributed Transaction Coordinator Coordinate, .. Manual Loca
= Indexing Service %DNS Client Resolves 2., Starked Aukarnatic Loca
m\_‘u System %Event Log Logs evenk,., Started Automatic Loca
%Fax Service Helps vou ... Manual Loca
%IBM Tivoli Common Agent - 'CH\Progra... Started Autariatic ik
%Indexing Service Indexes co... Disabled Loca
%Internet Connection Shating wides M., Manual Loca
%IPSEC Policy Agent Manages 1., Started Automatic Loca
8 [SAM SMT Service Disabled Loca _
T FieoLiod
kil il

Figure 6-21 Restart IBM Tivoli Common Agent

5. The files deleted in the cert directory will be recreated after the restart of the IBM Tivoli

Common Agent Service (see Figure 6-22).

- . . -la/x|

File Edit ‘Visw Favorites Tools  Help

= Back - = - [£] | Qisearch [YFolders 4 | B O X w | Ed-

Seleck anikem o view its description,

See also:

My Docurents

My Metwork Places
[y Compuker

a I

Address |1 C:\Program Files\IBM|TPChcalcert j @G
1 [ Mame ¢ | size | Type | Madifi
ﬁ I—i il agentkeys. jks 4KE K5 File 10718,
e ﬁl agentTrust,jks 1KE JKSFile 10/18,
cert CertificateRevacationlisk 1KE File 10/15,
B |#] prod 1KE File 1018,

|4 ohject(s] 4,22 KB |@. My Compuker

1A

Figure 6-22 Contents of the cert directory recreated
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6. The Agent will now reactivate itself with the Agent Manager Database and normal
operations will resume. If we list the Agents again using the RetrieveAgents command,
we notice the agent has been reactivated as shown in Figure 6-23.

Syntax
The syntax is retrieveagents -dbpassword db2tpc

I & |Select Command Prompt !E

C:“Program FilessIBM“AgentManager~toolkit“bin>?retrieveagents —dbpassword thtpci

2 Agent<s) found.
fAgent @:
Agent Mame: null
Hostname : KLCHU4Z almaden.ibm.com
IP: 9.43_86.18%9
Port: 9518
Install Directory: file:- - -C:/Program Filesz-IBM-TFC-ca
Managed Element ID: 3c4%d18d679b36f%ala??dbf621£97Fd
Operating System ID: 62eec52116hH11d8hhE86BUB6Z293337a5

fAgent 1:

Agent Hame: null

Hostname: gallium.itsoszj-zanjose.ibm.com

IP: 9.43.85.143

Port: 9518

Install Directory: file:tr s GC: Program Files~-IBH-TFCrca
Managed Element ID: ?4aY6Z2cfh5f339h7?8aa2eald4c8ab5167
Operating System ID: ca?8bhbZ2ABalbedlldabf?hBERZ55chhiee

C:“Frogram Files“IBM“AgentManager~toolkitxbinX_

Figure 6-23 Agent reactivated

Toolkit example

This a good example of when these tools are very important. The Common Agent is running
on a workstation. The workstation is stolen from your server room, and an unauthorized
person might use the certificates to connect to your TPC server. In this situation, delete the
agent as fast as possible to revoke the stolen certificates. These tools are designed to
manage your Agent Manager database to help you to achieve the optimal performance from
your application.

6.3 Collectlogs tool

The Collectlogs tool allows you to collect all information required for analysis by IBM support.
The tool only collects information that is currently being monitored by the CIMOM server. The
tool does not collect any configuration information of the TPC server and the underlying
infrastructure, for example, LUN, array, MDisk, or I/O group information.

6.3.1 DS Open API CIM Agent

246

If you have problems with DS Open API CIM Agent, the collectlogs tool helps collect
information for all installed IBM DS subsystems from a centralized location. This tool detects
the configuration of the system on which it is running and collects the appropriate information.
The information will be placed in a .zip file. This tool is installed upon installation of the DS
Open API CIM Agent code. Support will request the tool when it needs to be run for analysis.
The script generates a collectedLogs_YYYY-MM-DD_HH-MM-SS.zip file.
YYYY-MM-DD_HH-MM-SS represents the timestamp where the logs were collected.
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Output of the DS Open API Collectlogs tool
The output of this tool is:

» Java home, version, and classpath

» JVM implementation name and version

» CIMOM installation and uninstallation logs

» All config files

» Diagnostic information regarding the system and its services
» Internal service logs

» Trace logs

» Provider logs

» CIMOM properties and configuration files

The files are:

» For Windows:

C:\Program Files\IBM\CIMAgent\

Run the following command: run collectLogs.bat
» For Linux or UNIX:

/opt/IBM/cimagent/

Run the following command: run collectLogs.sh

How to run
The steps are:

1. Navigate to the directory where the collectlog.bat file is located:

C:\Program Files\IBM\CIMAgent\
2. Run Collectlogs.bat (see Figure 6-24).

CEETETYA. . =101 x|
File Edit Wiew Favorites Tools  Help ﬁ
EBack * = v [1] | @Search [ Folders &4 3 02 % | Ef~
Address |_| C:YProgram FilesyIEM)cimagent j @GD

'y -! Mame ¢ | Size | Type | [Modified :l
L cimom. log. bak 4 KB EAK File 10/4)2006 2125 F
@ cimom. properties 4 kKB PROPERTIES File &/9/2006 7:17 PP
cimagent =] cimaoml.lag 1,043 KB Text Dacument 4/18/2006 11:40
|;)| cimomz. log 1,043 KE Text Document 31812006 12:39

collectLogs.bat cimom3.log 1,043 KE Text Document 3/1/2006 5:03 Al
M5-D05 Batch File cimonn.lag 1,043KE  Text Document 220§2006 12:47
Modffied: £/9/2006 7:17 PM cimoms.log 1,043 KE Text Document ZHEI2006 12:06
cimomé. log 1,040 KE Text Document 211512006 7:46 &
Size; 1,06 KB cimam? log 1,043 KB Text Document 2/9/2006 10:57 ¢

Attributes: {normal) Fcimomsrv.exe 201 KB Application 6/9/2006 7:17 P
8] collectedLogs_2006-10-09_17-02-53.2ip 4,237 KB PEZIP File 10/9/2006 5:03 F
il c gs.bat ZKE  M5-DOS Batch File 6/9/2006 7:17 P
& compilemof bat 1KE  MS-DOS Batch File 6/9/2006 7:17 FI
compilestaticrrl:@ bat 1 KB MS-DOS Batch File 6/9/2006 7:17 PP
[Ferecexit.bat Type: M5-DOS Batch File 1 KE M3-DOS Batch File 6/9/2006 7:17 PP
[Flexecpause.bal size: 711 bytes 1KE MS5-DOS Batch File £/9/2006 7:17 P
% ihrnirA. iAr R4 KR Fyerubahle lar File ﬁfo?ﬂrI!ﬁ 717 PLT
4 »

[Type: M5-DOS Batch File Size: 1,08 KB 1.08 KB [\ vy Computer 4

Figure 6-24 DS Open API CollectLogs.bat
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3. A command window runs in the foreground verifying that the information that has been
collected for analysis and saves it in the collectedLogs_YYYY-MM-DD_HH-MM-SS.zip file
(see Figure 6-25).

“ | Command Prompt - collectlogs.bak

G~ Proggam Flles\IBH\c1magent)collectlogs hat

Adding fY¥le: *C:sProgram Files“~IBM:cimagent“cimom.properties’
Adding file:
Adding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:
fAdding file:

:NProgram Files“IBM\cimagent>cimoml.log"’
:SNProgram Files“\IBM:cimagent>cimon2.log"’
:\Program Files“\IBMcimagent>cimon3.log"’
:\Program Files“\IBMcimagent>cimon4.log"’
NProgram Files“\IBM:cimagent>cimon5.log"’
:NProgram Files“\IBM\cimagent>cimoméb .log"’
:SNProgram Files“\IBM:cimagent>cimon?.log"’
:S\Program Files“\IBM:\cimagent:indication.log’
:\Program Files“IBM:\cimagent:indicationl.log”
\Program Files“IBM:cimagent:indication2.log”
:\Program Files“IBM:cimagent:internalService.log’
:S\Program Files“\IBM:cimagent:internalServicel.log’
:S\Program Files“IBM:\cimagent:internalService2.log’
SNProgram Flles\lBH\c1magent\1aga\an1\bau)1=Jaaﬂ“ﬂ“°“*1ﬂﬂ‘
:S\Program Files“IBM:\cimagent*niClientLogging.properties’
:S\Program Files“IBM:cimagent:\provider—cfg.xml’
:S\Program Files“IBM:cimagent:providerTrace.log”’
:S\Program Files“IBM:cimagent:\providerTracel.log”’
:\Program Files“IBM\cimagent“prodidiGhdaceld. log’
NProgram Files“IBM:cimagent:\providerTracell.log’
S\Program Files“IBM:cimagent:\providerTracel?.log’
:S\Program Files“IBM:cimagent:\providerTracell.log’
:SNProgram Files“IBM:cimagent:\providerTraceld.log’
:S\Program Files“IBM:cimagent:\providerTracelS.log’
:S\Program Files“IBM:cimagent:\providerTracelb.log’
:SNProgram Files“IBM:cimagent:\providerTracel?.log’
SNProgram Files“IBM:cimagent:\providerTracel8.log’
SNProgram Files“IBM:cimagent:\providerTracel?.log’
:\Program Files“]IBM:\cimagent:providerTraceZ.log”’
:SNProgram Files“]IBM:cimagent providerTraceZB.log"’
:S\Program Files“IBM:cimagent providerTraceZl.log’
SNProgram Files“IBM:cimagent providerTraceZ2.log’
:NProgram Files“\IBM:cimagent:providerTrace23.log’
SNProgram Files“IBM:cimagent:\providerTrace24.log’
:SNProgram Files“IBM:cimagent:\providerTrace25.log"’
:NProgram Files“\IBM:cimagent providerTrace2b.log”’
:SProgram Files“IBM:cimagent providerTrace2?.log"’
:SProgram Files“IBM:cimagent providerTrace28 . log"’
Program Files“IBMcimagent:\providerTrace2?.log"’
NProgram Files“IBMcimagent:\providerTrace3.log”’
NProgram Files“\IBM:cimagent:providerTrace3B.log’

OO OOOOOOOOOOOnOOnOOnOOOOOO0OOO0OO0O0OO0O0OO0O00O0

Figure 6-25 DS Open API command window verifying the information collected

4. The collected information is placed in a collectedLogs_YYYY-MM-DD_HH-MM-SS.zip file
in the directory C:\Program Files\IBM\CIMAgent\.

You can send these files to the IBM support center to help you resolve problems on DS Open
API CIM Agent.

6.3.2 SAN Volume Controlier

Similarly, if you are having problems collecting performance information with SVC CIM Agent,
you can run the similar script to collect log and configuration information. This tool is run on
the SVC Hardware Management Console (HMC). The CIM Agent is an integrated part of the
HMC software.

Output of the SAN Volume Controller (SVC) Collectlogs tool
This tool collects the following information:

» Server exception logs

» Provider logs where the performance information from the SVC is captured
» CIMOM logs where the TPC server and the CIM Agent communicate

» Installation logs of the SAN Volume Controller (SVC) Master Console

» SVC service log

» The required configuration files
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The file is in Windows: C:\Program Files\IBM\svcconsole\support\

How to run
The steps are:

1. Navigate to the directory where the collectlogs.bat file is located:
C:\Program Files\IBM\svcconsole\support\

2. Run Collectlogs.bat (see Figure 6-26).

CA\Program Files\IBM\svcconsole\support M=l 3

Fle Edit ‘“ew Favorites Tools Help l?

3 Back - . - ¥ | /) Search Folders | & & x &) | -

Address I_} C:\Program Files\IBM:svcconsole'support j Ed 6o
Name = | Size | Type | Date Modified | Attrib... |

E1CollectLogs.bat 2KB Windows Batc... 6/26/2006 10:03...

collectLogs.jar 9 KB Executable Jar... 6/26/2006 10:03...

|#] raspd.properties 2KB PROPERTIES F... ¥/4/2006 11:08... A

Figure 6-26 SVC CollectLogs.bat

3. A command window runs in the foreground verifying the information that has been
collected for analysis as shown in Figure 6-27 on page 250.
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6.4 TPCTOOL
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|&%] C:AWIND OWS\system32\cmd.exe

0] ]

Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding
Adding

file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:

G~ PROGRA™I ST BMS~SUCCON™1 “c imomsproviderTrace78. loyg
G~ PROGRA™1IBM~SUCCON"1c imom~providerTrace6? . log
G~ PROGRA™1 I BM-~SUCCON"1~cimom~providerTraceb6d _ log
C=\PROGRA™1~I BH~SUCCON™1c imom~providerTracet?. loyg
C:sPROGRA™ISIBMS~SUCCON™1 ~c imomsproviderTracebb . log
G:~PROGRA™1 ST BM~SUCCON™1 “c imomsproviderTracess . log
G~ PROGRA™1 I BM~SUCCON"1~cimom~providerTracebd . log
G~ PROGRA™1S I BH-~SUCCON"1~cimom~providerTracetd . log
C=\PROGRA™1~I BH~SUCCON™1c imom*providerTracet2 . loyg
G :~PROGRA™1 ST BM~SUCCON™1 “c imomsproviderTrace6l - loyg
G~ PROGRA™1S I BMSSUCCON™1c imonsproviderTracebB . log
G :SPROGRAT1IS I BMSSUCCON™1 VOS5t PphroviderTraced? . log
C=~PROGRA™1~I BH~SUCCON™1~c imom~providerTrace58. loyg
G~ PROGRA™1 ST BM-~SUCCON™1 “c imomsproviderTrace5? . loyg
G~ PROGRA™1IBM~SUCCON"1c imomn~providerTraceSt _ log
G~ PROGRA™1 I BM-~SUCCON"1~cimom~providerTraceSS . log
G~ PROGRA™1 I BH~SUCCON"™1~cimomn~providerTraceS4. loyg
G PROGRA™ISTBMS~SUCCON™1 “c imomsproviderTrace53 . log
G:~PROGRA™1 ST BM~SUCCON™1 “c imomsproviderTrace52 . loyg
G~ PROGRA™1S I BMS~SUCCON™1c imonsproviderTraceSl _ log
G~ PROGRA™1S I BH-~SUCCON"™1~cimom~providerTraceSB._log
C=\PROGRA™1~I BH~SUCCON™1c imom*providerTraced?.loyg
G~ PROGRA™1SIBMS~SUCCON™1 c imomsproviderTracedd . loyg
G~ PROGRA™1SIBHSSUCCON™1c imonsproviderTraced? . log

Figure 6-27 Command window verifying the collected information

4. The information collected is placed in a collectedLogs.zip file in the following directory:
C:\Program Files\IBM\svcconsole\support\

You can send these files to the IBM support center to help you resolve problems with the SAN
Volume Controller CIM Agent.

Many TPC users want the ability to produce performance reports from the TPC database with
the ability to produce multiple metric graphs as provided by other IBM Storage products. IBM
TPC developed TPCTOOL.

TPCTOOL is command line interface (CLI) program, which interacts with the TPC Device
server. Commands are entered as lines of text, that is, sequences of types of characters,
from a keyboard and output can be received as text.

IBM TotalStorage Productivity Center Advanced Topics




Characteristics of TPCTOOL are:

»

»

>

The tool provides queries, management, and reporting capabilities.
You cannot initiate discoveries, probes, and performance collection from the tool.

With the release of TPC V3.1, Storage Resource Management Command Processor
(SCRMCP), perfcli (Performance Management), and AgentCLI have been integrated into
the TPCTOOL.

You can install TPCTOOL anywhere. The CLI code can be deployed on your personal
computer that has access to the network where the TPC server is located.

The tool connects through TCP/HTTP/SOAP to the Web Services API.
You can use the tool for storage provisioning and management.
Standalone Java Client.

Authentication:

— User authentication, which requires a user ID and password authenticated in the
Device server’s authentication domain. Role-based authorization is enforced on a per
command basis.

— Super user or host-based authentication is for the user ID tpc_superuser. The
password for this user ID bypasses role-based authorization. This is the required
authentication method for AlX-based and UNIX-based Device servers.

You install the tpctool in the following default directories:

| 2

Windows:

C:\Program Files\IBM\TPC\cli
UNIX or Linux:

/<usr or opt>/IBM/TPC/cli

You must set your path or CHDIR to <instalf/cli (see Figure 6-28).

e |Command Prompt =] E

C=~red GC:sProgram FilesNIBM~TPChncli
C:“Program Files“IBMN\TPCwcliX_

Figure 6-28 Set path to tpctool
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6.4.1 Basic syntax

This section provides an example of how to display syntax for a TPCTOOL command.

The TPCTOOL command is the basis of the TotalStorage Productivity Center CLI. Consider a
CLI as consisting of syntax and semantics. The semantic defines the type of operations that
are possible, and on what sort of data these operations can be performed. The CLI displays a
prompt, the user enters a command and terminates the command. The command is executed
and the result is text output. The command either can be issued on its own, which starts an
interactive session, or it must be the first element in a command.

Tip: To display keywords and arguments for a command, enter a question mark (?) or type
help at the configuration prompt or after entering part of a command followed by a space.

The basic syntax for TPCTOOL is:
tpctool <command> -url <host:port> -user <uid> -pwd <pwd> <parms>

The variables are:

» <command> cli command such as Isdev, encrypt, Isvol, and so forth

» <host:port> is a Device server host: port, for example, Tocalhost:9550

» <uid> is either a user known to the Device server node or the ‘tpc_superuser’
» <pwd> is the password for the user (uid)

» <parms> are any parameters, options, or arguments to the command

TPCTOOL has a help function to assist you:
-help | h | -? Lists help for the command.

6.4.2 Command modes

252

Because the CLlI is divided into many modes, the commands available to you at any given
time depend on the mode that you are in at that moment. Entering a question mark (?) or help
at the CLI prompt allows you to obtain a list of commands available for each command mode.

Single-shot mode

Use the TPCTOOL CLI single-shot command mode if you want to issue a single occasional
command.

You must supply the login information and issue the command that you want to process at the
same time. Perform the following steps to use the single-shot mode:
1. Start a command window (CMD).
2. You must set your path or CHDIR to <install>/cli.
3. From the <install>/cli directory, type your command at the shell prompt:
shel1> tpctool 1sdev -user tpcadmin -pwd tpcadmin -url 9.43.85.143:9550

Interactive mode

Use the TPCTOOL CLI interactive command mode when you have multiple transactions to
process that cannot be incorporated into a script. The interactive command mode provides a
history function that makes repeating or checking prior command usage easy to do.
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You can enter the interactive mode by entering the tpctool command with no command line
options. Perform the following steps to use the interactive mode:

1. Start a command window (CMD).
2. You must set your path or CHDIR to <install>/cli.

3. From the <instalf>/cli directory, type tpctool at the shell prompt, and you are now within
the interactive session.

4. At the prompt, you can enter any valid TPCTOOL CLI command.
shell> tpctool
tpctool> 1sdev -user tpcadmin -pwd tpcadmin -url 9.43.85.143:9550

Multiple/Script command mode

You can create a file that contains multiple TPCTOOL CLI commands. Login commands can
be included in the command file.

Use the TPCTOOL CLI Multiple/Script command mode if you want to issue a sequence of CLI
commands. Administrators can use this mode to create automated processes, for example,
establishing volume performance reports for SVC.

Consider the following when using the TPCTOOL CLI Multiple/Script command mode:

» The TPCTOOL CLI script can contain only TPCTOOL CLI commands. Use of shell
commands results in a process failure. The syntax is:

shell> tpctool -script

— You can add comments to the scripts. Comments must be prefixed by the number sign
(#), for example, # This script contains a list of metrics available for DS8000
subsystem volume performance.

6.4.3 Output syntax to a file

For programs that display a lot of text, such as TPCTOOL, consider redirecting text, which is
usually displayed, to a file. Displaying a lot of text slows down execution; scrolling text in a
terminal window on a workstation can cause an I/O bottleneck and use more CPU time. The
contents of the syntax can be redirected to a file for later use.

The command in Example 6-3 shows how to run the tool more efficiently by redirecting output
to a file and then displaying the program output.

Example 6-3 Redirecting TPCTOOL output

tpctool Tsdev -user ***** _pyd ***** _yprl Jocalhost:9550
> C:\reports\Output.txt

You can import the file into a spreadsheet to create custom reports.

6.4.4 Return codes

CLI and any scheduler usually exit with return codes that accurately reflect the success or
failure of the operation.

Table 6-4 on page 254 contains the codes returned by TPCTOOL.
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Table 6-4 Return codes used by TPCTOOL

Code

Description

0

The command completed successfully.

1

The command was unknown to tpctool and was not resolved as an alias.

A required option was not provided.

An option was unknown to tpctool or was not applicable to the command.

An option was missing a required parameter.

An option contained a parameter that was of an invalid format.

An argument was in an invalid format.

An extraneous argument or argument list was provided.

The tpctool client could not connect to the Device server.

2
3
4
5
6
7
8
9

The tpctool client could not log in to the Device server using the specified credentials.

10

The specified credentials are not authorized to perform the requested action.

11

A required component, for example, Disk Manager or Fabric Manager, is not installed
and enabled.

12

The command might have started but the connection with the Device server was lost.
The command might not be completed successfully.

13

Some operations were completed partially before the Device server returned a failure.

14

The command failed.

6.4.5 How to remotely install the TPCTOOL CLI

The TPCTOOL CLI can be installed on any workstation that has direct access to the TPC
server. By remotely running commands by using CLI, you do not need to log on directly to the
TPC server. Scripts can be scheduled to be run when required from the remote CLI

254

installation.

Restriction: The TPCTOOL CLI must have direct access to the server; there must be no
firewall constraints between them.

How to deploy the TPCTOOL CLI
You need to have the TPC server code available to install the TPCTOOL CLI.

The steps are:

1. Browse to the software and run setup.exe as shown in Figure 6-29 on page 255, or use
Disk 1 of the TPC code to install the CLI software.
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20 C:XTPC 31 2disk1

:© File Edit 2087 favorites  Toold Help
O Back - () ir 7/ ) Search

| Address |3 C:\TPC312\disk1

Marne Size

[hcert

Il

) Commaondgent

Idata

|[Chdevice

Ilicense

[ireadme

|[Chservice

| Ztool

[l

[was

[Flautorun.bat 1KE
:'_-}autorun.inf 1KB
BTS5E03_01.5Y¥5 1KE
[Z] dbtrace.log 0KE
|§j ibrchanges. kxt OFKE
E@ibmchanlges.zh:; OKEB
g!setup.exe 315 KB
m setup.iss 13 KB
B setup.jar 52,441 KB
sekup.sp 1KE
m setup_agents.iss & KB
m uninskall iss KB
uninskall.sp 1KE
@ version. bxk 1KE

Folders .:H} .j} x n Elv

Tvpe

File Folder

File Folder

File Folder

File Folder

File Folder

File Folder

File Falder

File Folder

File Folder

File Folder

File Folder
M3-DCS Batch File
Setup Information
Sysken file
Text Docurment
Text Docurment
WinZip File
Application

155 File
WinRA&R. archive
SP File

135 File

1535 File

SPFile

Text Docurment

Date Modified
2006/10/03 05:35 PM
20061003 05:35 PM
2006/10/03 05:35 PM
2006/10/03 05:36 PM
2006/10/03 05:36 PM
2006/10/03 05:36 PM
20061003 05:36 PM
2006/10/03 05:36 PM
20061003 05:36 PM
2006/10/03 05:36 PM
2006/10/03 05:36 PM
200607106 05:49 PM
200607106 05:43 PM
20060128 07118 PM
Z006/07119 07:24 PM
200607106 05:45 PM
20060706 05:45 PM
200607106 05:54 PM
200807106 05:45 PM
200607106 05:47 PM
200607106 05:45 PM
Z006/07 106 05:48 PM
200607106 05:45 PM
20060706 05:45 PM
200607106 05:45 PM

BEIX

v. aGo

Figure 6-29 Browse to software and select setup.exe

2. Select the language to be used during the install.

3. Accept the license agreement (see Figure 6-30 on page 256) and click Next to continue.
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I
[l
X

IBM TotalStarage Productivity Center v3.1.2.29 ]

International Program License Agreement l

FPart1 - General Terms

By DOWWRLOADIMNG, INSTALLIMG, COPYING, ACCESSING, OR USING THE
PROGRAM ¥OLU AGREE TO THE TERMS OF THIS AGREEMEMT. IF YO ARE
ACCERTING THESE TERMS OM BEHALF OF AMOTHER PERSOMN OR A
COMPANY OR OTHER LEGAL ENTITY, ¥OU REPRESEMT AND WARRANMT
THAT Y¥OU HAVE FULL AUTHORITY TO BIND THAT PERSOMN, COMPANY, OR
LEGAL EMTITY TQ THESE TERMS. IF YOU DO MOT AGREE TO THESE TERMS,

- DO MNOT DOWRLOAD, INSTALL, COPY, ACCEES, OR LISE THE PROGRAM,
AND L

(%) | acceptthe terms ofthe license agreement.
) 1 do not accept the terms ofthe license agreemeant,

[ [ext = l [ Cancel

Figure 6-30 Accept the license agreement

4. Select custom installation (see Figure 6-31 on page 257). A typical installation installs the
TPC server code with the agents and the CLI. The default location of the installation code
appears in the TPC Installation Location. If you want to change the installation path, enter
the preferred location. Click Next to continue.
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@ -Jo
Select the type of installation you want to run

() Typical installation

This will install the Data semver and Device server, Data agent and Fahric agent, GLUI
and CLIL A new database will be created, and the schema will be created on the
database during installation. The database and schema will be reused for upgrade.

Servers Agents Clients
& Custom installation

This will install the Data semver and Device server, Data agent and Fahric agent, GLUI
and CLI, and database an this computer. Remaote agents are installed on ather
computers. You can choose any server, agent, ar client to be installed on this
computer. You will have a chaoice to create the database and schema on this
computer.

Installation licenses
This will install product licenses on this computer.

CAProgram FilesIBMITPC [ TP Installation Location ]

[ = Back l [ et = ] [ Cancel ]

Figure 6-31 Select custom installation

5. Select CLI (see Figure 6-32), ensure that all the other options are unchecked. Click Next
to continue.

@ ==

Select one or more components to install on the local or remote computer.

-
—'y This program will install or upgrade various components displayed below, Faor

| example, ifversion numhber 3.1.0.39 is displayed in parentheses, this means, that the
wersion of the component i already installed on this computer. In this installation, all
installed components will he upgraded to the current version of software. You can
choose to install additional components which are not installed.

[ Create database schema

[] Data Server ] Device Server
[Jaw Ll
[] Data Agent ] Fabric Agent
Remote Data Agent Remaote Fahric Agent
= Back ] I Mext = ] [ Cancel

Figure 6-32 Select CLI to install
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6. Enter the Device server (TPC server), DNS name, or IP address, and the port with which
the Device server communicates. The default communication port is 9550. You also need
to enter the host authentication password, which was created upon installation of Agent
Manager. The default password is changeMe (see Figure 6-33). Click Next to continue.

@ (= 3<

Data server, Device server, Data agent, and Agent Information

~ | Enterthe server name and port that the Data agent and Fabric agent, and GUIwill use
to communicate with the server.

Diata server name Data server port
Device server name 94385143 Device server port 9550

B Criteran OS user group whose members will he TPC administrators int
| administrators aroup.
TPZ superuser

Enter a password that the Fahric agents will use to communicate with the Device

SErvEr.
Host authentication password ik

Enter a passwaord that will he used to create the Server Account

Drata Senver Account Passward

WiAS admin IC Passwiot

-I [ = Back ] [ Mext = ] [ Cancel ]

Figure 6-33 Enter Device server name, port address, and host authentication password

7. TPC now gives you a summary of the information that you have entered in the previous
windows as well as the size of the installation (see Figure 6-34 on page 259). Click Install
to proceed.
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@ IBM TotalStorage Productivity Center - Installer = ||O|E3
Please read the summary information below:.
IBM TotalStorage Productivity Center will be installed in the following location:
CAProgram FilestIBMITRC
wiith the following features:
CL
for a total size:
g4 MB
[ = Back ] [ Install ] [ Cancel ]
Figure 6-34 Summary of installation
8. The installation installs Java and the required components. A status bar indicates the
progress of the installation (see Figure 6-35).
|—@) IBM TotalStorage Productivity Center - Installer g =
Creating uninstaller...
100%
Cancel
Figure 6-35 Installer status
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9. After the installation has completed successfully, a summary displays as shown in
Figure 6-36. Click Finish.

M|
X

@ -

Please read the summary information below.

The InstallShield Wizard has successfully installed IEmM TotalStorage Productivity
Center. Choose Finizh to exit the wizard.

[ Finish

Figure 6-36 Installation summary

10.You have successfully installed the TPCTOOL CLI on your workstation. You can now use
the TOOL to access your TPC installation.

6.4.6 TPCTOOL configuration file

You use configuration files to configure the initial settings for computer operations. TPCTOOL
allows you to utilize a configuration file to enter your settings to access your TPC Device
server and to execute syntax:

» Command is a textual substitution of the command string with a defined alias.
» Parameters can be provided with default values that can be substituted.

» Command and Parameter can be aliased and stored in a configuration file on the client
machine or server.

» The aliased commands are saved in the command configuration file.

The TPCCLI.CONF file is a method to define alias commands that can be executed either in
a script or through the interactive CLI interface.

Note: The TPCCLI.CONF file is not provided by default.

Create the file and save it in the following directories:
» Windows:
C:\Program Files\IBM\TPC\cli\libs

260 IBM TotalStorage Productivity Center Advanced Topics



» UNIX or Linux:
I<usr or opt>/IBM/TPC/cli/libs

The aliased commands are written in ASCII and are line-oriented. The lines are terminated by
a new line. The TPC administrator or SAN administrator needs to create the configuration file.
This configuration file needs to be maintained on a regular basis, depending on the changing
environment and the function that is required.

Build the configuration file
The steps to build the configuration file are:

1. You first need to define your basic syntax, which includes your connection options (the
user ID, password, and url) to connect to your TPC Device server as shown in
Example 6-4.

Tip: We recommend that the password is defined in interactive mode so that it is encryted
in the configuration file. See encrypt under 6.4.7, “General commands” on page 263.

Example 6-4 Example of a configuration file 1

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 17 11:00am

user=amit

password=#@$sheetal143

url=Tlocalhost:9550

2. After entering your connection options, you need to define the devices that you will
manage and from which you will collect performance information (see Example 6-5).
These are the devices that you monitor with TPC. You can obtain a list of devices by using
the 1sdev command.

Example 6-5 Example of a configuration file with device listed

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 17 11:05am

user=amit

password=#@$sheetall43

url=155.237.5.67:9550
SVC1=10.5.3.56:0000020060c8990+0
Subsys1:=10.5.3.88:000000200656c9990+0

3. You can use the configuration file to script the entire command. By merely executing the
alias that we defined, we can gather the information from the TPC database (see
Example 6-6).

Example 6-6 Example of a config with a command and its parameters

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 17 11:15am
Lsperfl=Tsdev -user amit -pwd #@$sheetalld3 -url 155.237.5.67:9550 -perf

4. This configuration file can be edited to suit your environment. You can add commands into
the configuration file, and therefore, run the defined alias. Using the generic, disk, fabric,
and reporting commands available, you can generate performance reports. In
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Example 6-7, we aliased a command to generate a volume performance graph for the
SVC. This data will be extracted from the TPC database.

Example 6-7 Example of a configuration file and the get report (getrpt) command

#TPC CLi configuration property file DO NOT EDIT
#Sun Sept 17 11:05am

url=155.237.5.67.77:9550
SVC1=10.5.3.56:0000020060c8990+0
SV(C2=10.5.3.57:0000020065e8290+0
user=amit

password=#@$sheetal143

asvclvdisk=getrpt -url url -user user -pwd password -ctype 12
-columns 803,806,809,812,815,818,819,820,821,825,826,827,830,831,832,833 -Tevel
sample -subsys SVC1 -fs ;

asvc2vdisk=getrpt -url url -user user -pwd password -ctype 12
-columns 803,806,809,812,815,818,819,820,821,825,826,827,830,831,832,833 -Tevel
sample -subsys SVC2 -fs;

5.

To utilize the alias defined in the TPCCLI.CONF file, you can execute the alias, which is
named asvclvdisk in Example 6-8, from the command line through script mode.

Example 6-8 Executing the alias command through a script from the command line

Cd:C:\Program File\IBM\TPC\c1i
tpctool asvclvdisk

6.

This command returns an output similar to Example 6-9.

Example 6-9 Output of the executed script

Timestamp;Device;Component;803;806;809;812;815;818;819;820;821;825;826;827;830;
831;832;833

2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x977vd163262.3137;0.0000;262.3137;-3-3-;0
.5123;0.0000;0.5123;2.0000;0.000052.0000;-3-5-3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x916vd18;0.0011;0.0067;0.0078;-3-;-3;0.000
0;0.0000;0.0000;4.0000;4.0000;4.00005-3-5-3-
2006.07.31:16:13:55;SVC-2145-SVC1-1BM;x982vd4;0.1375;0.0887;0.2262;-;-3-;0.0003
;0.0002;0.0004;1.9758;2.0000;1.9853;-3-3-;3-

Example 6-10 specifies a -start variable and a -duration variable to provide a defined
period of collected data.

Example 6-10 Output of the executed script with a timestamp

tpctool asvclvdisk -start 2006:08:01:08:00:00 -duration 27000

The asvclvdisk is the script that we created in the TPCCIL.CONF file.
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The command in Example 6-10 on page 262 returns an output similar to Example 6-11.

Example 6-11 Output of the executed script with data and a timestamp

Timestamp;Device;Component;803;806;809;812;815;818;819;820;821;825;826;827;830;
831,832,833

2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x977vd163262.3137;0.0000;262.3137;-3-3-;0
.5123;0.0000;0.5123;2.0000;0.0000;2.0000;-3-5-3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x916vd18;0.0011;0.0067;0.0078;-3-;-3;0.000
0;0.0000;0.0000;4.0000;4.0000;4.00005-3-5-3-
2006.07.31:16:13:55;SVC-2145-SVC1-1BM;x982vd4;0.1375;0.0887;0.2262;-;-3-;0.0003
;0.0002;0.0004;1.9758;2.0000;1.9853;-3-3-;3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x982vd8;0.1685;0.0011;0.1696;-;-3-;0.0004
;0.0000;0.0004;2.4408;2.0000;2.4379;-3-3-3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x977vd15;351.1807;0.0000;351.1807;-;-35-;0
.6859;0.0000;0.6859;2.0000;0.0000;2.0000;-3-5-3-
2006.07.31:16:13:55;SVC-2145-SVC1-1BM;x982vd2;0.0222;0.0089;0.0310;-;-35-;0.0000
;0.0000;0.0001;1.8500;2.0000;1.8929;-3-3-;-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x916vd4;0.0000;0.3814;0.3814;-;-;-;0.0000
;0.0016;0.0016;0.0000;4.3605;4.3605;-3-3-3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;MCS_XPvd10;1.5421;12.9035;14.4457;-;-5-;0
.0253;0.1626;0.1879;16.7850312.9024;13.3169;-3-3-3-
2006.07.31:16:13:55;SVC-2145-SVC1-IBM;x9e9vd1;0.0000;3.2683;3.2683;-;-3-;0.0000
;0.0131;0.0131;0.0000;4.1072;4.1072;-5-3-3-

The difference between Example 6-10 on page 262 and Example 6-11 is that in

Example 6-10 on page 262, where the start and duration values are not provided, the output
only returns the last data collected, compared to in Example 6-11, where the start and
duration values were defined, all of the data for the time period was provided by the output.

6.4.7 General commands

In this section, we describe a few general commands that you can execute by using
TPCTOOL.

-help

The following command lists all the commands that you can execute with TPCTOOL.
-help | h | -?

Entering a question mark (?) or help or h at the CLI prompt displays a list of commands
available for each command mode. You can also get a list of keywords and arguments
associated with any command by using the context-sensitive help feature.

=ver
To list the version of TPC, use the -ver command as shown in Figure 6-37 on page 264.
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e | ICommand Prompt

C:~Program Files“~IBM~TPCscliXtpctool —ver

C:~Program Files“IBM~TPCsclix_

Figure 6-37 tpctool ver command output

-Isdev

The 1sdev command lists information about the storage subsystem, fabrics, and switches that
are defined in TPC. You must be a disk administrator (TPC role-based administration) to
issue this command. Role-based administration allows a single user sign-on.

The command is:
1sdev -user myuser -pwd mypass -url myurl

Figure 6-38 shows the command.

IEEummand Prompt - tpctool |_ O]
C:“Program Files“IBM~TPCxcli*tpctool Il
tpctool? lszdev —uszer tpcadmin —puwd tpcadmin —url 9.43.85_.143:9558 .

GUID

ARBRERRRARARABAA
100B0BRS 1 EAZ4EFE
180APBBUS 1 EJ4ER?5

1AARER6 6751841 B

9.43 _86.27:700AA2AAGBEA31 A6 +A
9 .43 _86.46: 000002 AA6A4046 9 E+8
9.43 _86.29:000002006180311C+8
9 .43 _86.27:860000BRAABAEOA0 +8
tpctooll> _

Figure 6-38 tpctool Isdev command output

-encrypt

Use the encrypt command to generate an encrypted password for use in the configuration
file. This command takes text from standard input and generates a 7-bit ASCIl-equivalent
character. Use encryption to ensure secrecy, particularly to verify the integrity and
authenticity of the TPC environment. Figure 6-39 on page 265 shows the command.
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The command is:

tpctool encrypt passwordfortpcserver

e+ |Select Command Prompt =

C:~Program Files“I1BM~TPCscli*tpctool encrypt passwordfortpcserver
avPgbDBjBf ZgJeLk++C4ot j3IdFEEZ1+K

C:“Program Files“IBM~TPGCxclix_

Figure 6-39 Ipctool encrypt command output

Restriction: You can only use the encrypt function with the TPCTOOL in IBM
TotalStorage Productivity Center Version 3.3.

For more information about TPCTOOL, refer to IBM Totalstorage Productivity Center
Command-Line Interface Reference, GC32-1777.

6.4.8 Disk commands

In this section, we describe a few Disk commands that you can execute by using the
TPCTOOL. You must be a disk administrator (TPC role-based authority) to issue these
commands.

-Isvol

You use the 1svol command to list all the volumes on a subsystem, a specific volume or
volumes, or volumes on a specific array. You must use the device GUID variable to output a
list of volumes.

The command is:
1svol -user myuser -pwd mypass -url myurl -dev 600A0B80000CBDAD00000000440F3BA5+15

Figure 6-40 on page 266 shows the command.
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[wt| Command Prompt - tpctool

[0 %]

C:~Program Files“IBM~TPCcliX*tpctool

44@F3BAS +15
1D

-ABABEEABAACECE?BBNBRBRAA44DAS4E? +2 +6 ABABES BIBACEDA DAVABREBA44AF3BAS +15
6LABABEEABAACECE?BBNBRBA14256AEYD+2 +6 ABABES BABACEDA DRVRBRERA44AF3BAS +15
LABABBEAAAACBCE?AARAAAAL 44D2A7F1 +2 +6ARAABE AABACEDADABRBBARA44AF3IBAS +15
(ABABBEARAACBCE?HARARAA444D?ChE1 +2 +6 ARAAEE ARAACEDADABRBREAA44AF3BAS +15
-ABABEEABAACEBCE?BARNBRBAS 44D C7AD +2 +6 ABABES BIBACEDA DRBRBRBRE14AF3BAS +15
6LABABEEABAACECE?BBNBRBAG443A71 Bl +2 +6 ABABES BABACEDA DRVABRBBA44AFIBAS +15
6ABABEERBAACECE?BBNBRBAT 44307211 +2 +6A0ABES BABACEDADABRBRABA448F 3 BAS +15
LABABBEARAACBCE?HARARBAD44F7?FE11 +2 +6 ARAAES ARAACEDADANRBRARA44AFIBAS +15
-ABABEEARAACECE?BARARA1544F83401 +2 +6A0AAES BABACEDADABRBRABA44AF3BAS +15
6ABABEEABAACEDADBBBBRNBABR4254F6 ES +2 +6 ABABES BABACEDA DRBRBRBRA44AF3BAS +15
6LABABEEABAACEDADBBRBRBA1 42360672 +2 +6ABABES BIBACEDA DRVRBRARA44AF3BAS +15
LABABBEARAACEBDADAARARAA1 425A44FA+2 +6ARAAEBE ARBACEDADAARBRARA44AF3IBAS +15
(AAAABEARAACEDADAARARAA1 44DE6A3A +2 +6 ARAAES ARAACEDADARRARABA44AF3BAS +15
6ABABEEABAACEDA DBBBBRBAZ2 4236 C74C+2 +6 ABABES BIBACEDA DABRBRBBA14AF3BAS +15
6LABABEEABAACEDA DBBBBRBAZ 42504506 +2 +6 ABABES BABACEDA DRVRBRBRE14AF3IBAS +15
LABABBEARAACEBDADAARARAAZ244DE6A6E +2 +6ARAABE ARBACEDADANPARARA44AF3IBAS +15
(ABABEEARAACBDADPARARBAA3425A4534+2 +6ABAAEE ARBACEDADANANAARA44AF3BAS +15
tpctooll

tpctool? lszvol —uzer myuser —-pud mypass —url myurl —dev 6EBHBBBEBEBCBDHDBBEBEBEB.

Figure 6-40 tpctool Isvol command output

Tip: Use the 1sdev command to determine a list of devices.
-lsarray
You use the 1sarray command to list information on an array per device.
The command is:

1sarray -user myuser -pwd mypass -url myurl -dev
600A0B80000CBDAD00000000440F3BA5+15

Figure 6-41 shows the command.

lev|Command Prompt - tpctool

I[=] E3

C:~FProgram Files“IBM~TPC:cli*tpctool

BA44AFIBAS +15
Array

-ABABBEARBACEDA DABRBABEA44AFIBAS _1 +6APABEEABRBCEDA DBBRBABAA44AF3BAS +15
-ABABBEARBACEDA DAIBRBABAA4468F3IBAS _2 +6ABABEEABRBCEDA DBBRBABAB44AFIBAS +15
tpctool> _

tpctool lsarray —user myuser —pwd mypass —url myarl —dev EEEHEBBEEBBCBDHDBEEBEE.

Figure 6-41 tpctool Isarray command output
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Tip: Use the Isarray command to determine information about the arrays on specific
subsystems.

-mkvol
You use the mkvol command to create volumes. It is currently not supported on the SVC.

The command is:

mkvol -user myuser -pwd mypass -url myurl -array
600A0B80001744310000000041EFF538_11+600A0B80001744310000000041EFF538+15 -size 1
-count 1

Figure 6-42 shows the command.

C:“Program Files“~IBM~TPC>cd cli

C:“Program Files~IBM~TPCwcli*tpctool
Epctnul> lzarray —user myuser —pwd mypass —url myurl —dev Fast450A@
rray

6HAAEEE U011 74431 ABBARHWAB41 EFF538_1 +6A0APWEBEEA01 74431 00000A0041 EFF5 38 +15%
6HANEEE ABA1 74431 ABAREWAA41 EFF538_11 +6A0ABBEAAE1 74431 HHAERA0A11 EFF538 +15
6HANEEE BUA1 74431 ARHAREWAR41 EFF538_2 +6 00N WEEHEA1 74431 A0000AEA41 EFF5 38 +15
6BOABEE BBA1 74431 ABABABAA41 EFF538_3 +6B0A0EBEAAA1 74431 0000BE0E41 EFF5 38 +15
6BOABEE BBA1 74431 ABABABAA41 EFF5 38 _4+6B0A0EEAAA1 74431 00000ARE41 EFF5 38 +15
6BOABEE BIBA1 74431 ABABABAA41 EFF538_5 +6BOABEBE 0174431 00000BAB41 EFF5 38 +15
6BOABEE BBA1 74431 ABABABAA41 EFF5 38 _8 +6 ABABBEBEO1 74431 0000AAAB41 EFFS 38 +15
6PAPABBE AA1 74431 ABAAABAA41 EFF538_? +6 BBAPBEARA1 74431 0000AAAA41 EFF5 38 +15
tpctool? mkvol —user myuser —pwd mypass —url nyarl —array (GBAEAABE AAA1 74431 ARBAAE
BB41EFF538_11+BEBHEB83831?44313883383341EFF538+15 —zize 1 —count 1

Uolumeld Foolld

EBBHBB838817443183583821451REF54+2+EBBHBB88351744318885838841EFF538+15 6B0ABESBA
A174431 8ABEAEB41 EFF538_11 +AAPABBEBAA1 74431 80000ABA41 EFF538+15 SUCCESS
tpctool> _

Figure 6-42 tpctool mkvol command output

-rmvol
You use the rmvol command to remove volumes. It is currently not supported on the SVC.

The command is:

rmvol -user myuser -pwd mypass -url myurl
600A0B800017443100000021451AEF54+2+600A0B80001744310000000041EFF538+15

Figure 6-43 on page 268 shows the command.
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le | Command Prompt - tpctool =]

C:~Program Files“IBM~TPCsclixtpctool u
tpctool? rmuol —user myuser —puwd mypassz —url myurl EBEHEBB3331?4431883838214519.
EF54+2+GBBHBB83831744318383838341EFF538+15

[AAJAR1AAAI JAre vyou sure you want to remove the volumedz) (ABAABEAEA1 74431000084
21451 AEF54+2 +6ABABEE BBA1 74431 00000BAB41 EFF538+15 7 [ysnl:-y

Volumeld PoollId 5t
atus

-Eééﬁéns B001744318000AA21 451 AEFS4+2 +6 BUAWBE BHA1 74431 10HBABAGB41 EFFS 38 +15 — suU
CCESS

tpctool> _

Figure 6-43 tpctool rmvol command output

Tip: Do not use the -f parameter, because you disable the confirmation command before
the volumes are deleted.

6.4.9 Fabric commands

268

In this section, we discuss a few Fabric commands that you can execute by using TPCTOOL.
You must be a Fabric administrator (TPC role-based authority) to issue these commands.

-start
Use the start command to start a transaction. You must run certain commands with the start
command to enable you access to the fabric.

Sample syntax is:

start -user myuser -pwd mypass -url myurl -fabric 100000051E34E895

-Iszs
You use the 1szs command to list information about a zone set.

Sample syntax is:
1szs -user myuser -pwd mypass -url myurl -fabric myfabric

Figure 6-44 on page 269 shows the command.
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e | Command Prompt - tpctool _ [0

C:~Program Files“~IBM~TPCscli*tpctool u
tpctool? lszs —user myuser —pud mypass —url myurl —fabric myfabric .
|Hame

B32CFG_A

tpoctool>

Figure 6-44 tpctool Iszs command output

Tip: Use the -active parameter to display only the active zones. The default is to display
both active and inactive zone sets.

-Iszone

You use the 1szone command to list all the zones in a zone set.

The sample syntax is:

1szone -user myuser -pwd mypass -url myurl -fabric myfabric B32CFG_0

Figure 6-45 shows the command.

e |Command Prompt - tpctool =]
C:“Program Files“IBM~TPC~cli*tpctool !
tpctool? .
tpctool> lszone —user myuser —pwd mypass —url myurl —fabric myfabric B3I2CFG_A

Amit_Gallium_SUC
COLORADO_HBA_ITSOSUCAZ
COLORADO_HBA1 _ZONE
COPYSERUICES

Figure 6-45 pctool Iszone command output
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-ckzone

You use the ckzone command to verify that the fabric contains a zone. Figure 6-46 shows the
command.

The sample syntax is:

ckzone -user myuser -pwd mypass -url myurl -fabric myfabric ITSOSVC_MC_HBA1l _DS4500

e+ |Select Commmand Promipt - tpctool |_ O]

C-“Program Files“IBM~TPCxcli*tpctool

tpctool> ckzone —user nmyuser —pwd mypass —url myurl —fabric myfabric ITSOSUC_MC
[HBA1_DS4588

[HHJBBZ{?BSI]ZDne ITSOSUC_MC_HBA1_DS4588 found in fabric 10000BAS1E34ER?5.
tpctoo -

Figure 6-46 tpctool ckzone command output

6.4.10 Reporting commands

270

In this section, we describe all of the reporting commands that you can execute by using
TPCTOOL. Sometimes, you only need to report the output for one or more data expressions.
To produce a simple report, you can use the getrpt command. This command automatically
loops over the dimensions of the data and formats the output in a default layout.

-Istype

You use the 1stype command to list the component types that are available on a fabric and a
storage subsystem. Note the association between the Name and Type fields. This
association is used in TPCTOOL reports.

Sample syntax is:

tpctool 1stype

Figure 6-47 on page 271 shows the command.
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&+ |Command Prompt M=l

C-“Program Files“IBM~TPCcli*tpctool lstype

Mame Type Dezcription
zubsystem 1 Subsystem
subsys_port 2 HBA port
controller 3 Controller
stor_pool 4 Storage Pool
suc_iogrp 4 SUC 1.0 Group
ds_rio 6 RIO Loop
suc_mdgrp 7 SUC Managed Disk Group
da 8 Device Adapter
ds_rank 9 Rank

array 18 Array

svc_mdisk 11 SUC Managed Disk
vol 12 Uolume

switch 13 Switch

switch_port 14 Switch Port
C-“Program Files“IBM~TPCcliXx_

Figure 6-47 tpctool Istype command output

When using the available metrics for each 1stype, you can use the name or the type, for
example, you can use subsystemor 1 as a ctype variable. Example 6-12 shows a ctype using
the metric name subsystem. Example 6-13 uses the type number 1 as a metric.

Example 6-12 Using the Istype name as a ctype metric

tpctool Tsmetrics -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype
subsystem -level sample

Example 6-13 Using the Istype type as a ctype metric

tpctool lTsmetrics -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype 1
-level sample

Using either option is entirely up to the TPC administrator. The results will be the same, which
are shown in Figure 6-48 on page 272.
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e+ |Cornmand Prompt =]

C:=“\Program Files“\IBM“\TPCuwcliX*tpctool lsmetrics —user myuser —pwd mypass —url myu
1 —subsys fast458@ —ctype subsystem —level sample

Metric Value
Read 1.0 Rate (overall> 8@3
lrite 1.0 Hate (overall’ 806
Total 1.0 Hate C(overall? 887

Read Cache Hits Percentage (overall> 812
llrite Cache Hits Percentage <overall)> 815
Total Cache Hits Percentage (overall)> 818

Head Data Hate 819
Write Data Rate 820
Total Data Rate 821
Head Tranzfer Size 825
fWrite Tranzfer Size 826
Overall Transfer Size 827

C:=“\Program Files“IBM~\TPCscli*tpctool lsmetrics —user myuser —puwd mypass —url myu
1 —subsys fast450@ —ctype 1 —level sample

Metric Ualue
Read I-0 Rate <overall) 8a3
lrite 1.0 Hate (overall’ 806
Total 10 Hate Coverall? 889

Read Cache Hits Percentage (overall> 812
lrite Cache Hits Percentage (overall> 815
Total Cache Hits Percentage (overall)> 818

Read Data Hate 819
rite Data Rate 828
Total Data Rate 821
Head Tranzfer Size 825
Write Transfer Size 826
Overall Transfer Bize 827

C=“Program Files“IBM~TPCclilX_

Figure 6-48 tpctool Ismetrics using -cytpe subsystem or 1 results

-Ismetrics

You use the 1smetrics command to display a list of reports and metrics for devices and
components. You must have disk and fabric operator authority to use this command.

Sample syntax is:

tpctool 1smetrics -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype
subsystem -level sample

Figure 6-49 on page 273 shows the command.
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IESelect Command Prompt =]

C:~Program Files“IBM~\TPC:\cliltpctool lsmetrics —user myuser —puwd mypass —url myy
r1l —subsys fast4588 —ctype subsys_port —level sample I

Metric Ualue
Total Port 1.0 Rate 854 B
Total Port Data Rate 860

Total PFort Transfer Size B68

C:“Program Files“IBM~TPCxcli*tpctool lzmetrics —user myuser —pwd mypass —url myu
r1l —subsys fast458@ —ctype subsystem —level sample

Metric Ualue
Read 1,0 Rate (overall) 803
lrite [0 Rate (overall) 8@6
Total [0 Rate <overalld 8097

Read Cache Hits Percentage <Coverall> 812
llite Cache Hitsz Percentage <Coverall) 815
Total Cache Hits Percentage <Coverall) B18

Read Data Rate 819
llrite Data Rate 828
Total Data Rate 821
Read Transfer Size 825
llrite Transfer Size 826
Overall Transfer Size 827

C:“Program Files“IBM~TPCcli>_

Figure 6-49 tpctool Ismetrics command output

You use these metrics in your getrpt command to interpret your request and determine what
data to extract from your TPC database (see Example 6-14). In this example, you only extract
the Read I/O (803), Write I/O (806), and Total I/O Rates (809) from an IBM subsystem.

Example 6-14 tpctool getrpt command with specific metrics for subsystem (ctype)

getrpt -user myuser -pwd mypass -url myurl -subsys fast4500 -level sample
-ctype subsystem -columns 803,806,809

Tip: Use the 1stype command for a list of ctype variables.

Note: Metrics might differ between device type and version level, for example, SVC 2.1
and SVC 4.1.

-Istime

You use the 1stime command to display a list of time ranges for which performance data is
available. You must have disk and fabric operator authority to use this command as shown in
Figure 6-50 on page 274.

Sample syntax is:

1stime -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype subsystem -level
sample
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‘e |Command Prompt - tpctool =1

C:~Program Files~IBM~TPCxcli>tpctool Il
tpctoolr lstime —user myuser —pud mypass —url myurl —subsys fast4588 —ctype suhbs
ystem —level sample

Start Duration Option

2806 .87 .19:16:21:80 78511 client

tpctool? Ilstime —user myuser —puwd mypass —url myurl —subsys fast44@8 —ctype suhs
ystem —level sample

Start Duration Option

2006 .02 .19:16:21:80 78511 client
tpctooll _

Figure 6-50 tpctool Istime command output

-lscomp

You use the 1scomp command to list all of the components for which performance data has
been collected by TPCTOOL in the TPC database. Figure 6-51 shows the command.

Sample syntax is:

1scomp -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype subsystem -level
sample -start 2006.09.19:16:00:00 -duration 80000

e+ |Command Prompt - tpctool =]

C-~Program Files“I1BM~TPCxcli*tpctool
tpctool? lscomp —user myuser —pwd mypass —url myurl —-subsys fast4588 —ctype subs
ystem —level sample —start 2006 .09.19:16:80:88 —duration 80060
Component

|°8B8AAEEAAN1744310000000041 EFF538 +15
tpctool> _

Figure 6-51 tpctool Iscomp command output
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-Iscounter

Use the 1scounter command to print a list of reports and metrics for the associated devices
and components. You must have disk and fabric operator authority (TPC role-based
authority) to use this command. Figure 6-52 shows the output of the command.

Sample syntax is:

1scounters -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype vol -level
sample

e |Command Prompt - tpctool M=]

C:“Program Files“IBM~TPCcli>tpctool
tpctool? lszscounters —user myuser —pud mypass —url myurl —suhsys fast4500 —ctype
wol —level sample

Counter Ualue
Read I-0 Count <overall) 3
Write [0 Count <owveralll 6
Total [0 Count <owveralll 9

Read Cache Hit Count <overall) 12
lrite Cache Hit Count <overalll 15

Read KB Gount 19
Write KB Count 28
Total KB Count 21
tpctool> _

Figure 6-52 tpctool Iscounters command output

These values can also be determined from measurements taken from an existing system. For
example, the basic metrics for I/O performance are throughput and response time.

-getrpt

You use the getrpt command to display a performance metrics report. You must have disk
and fabric operator authority (TPC role-based authority) to use this command. Figure 6-53 on
page 276 shows the command.

Sample syntax is:

getrpt -user myuser -pwd mypass -url myurl -subsys fast4400 -level sample -ctype
subsystem -columns 803,806 -start 2006.09.19:16:21:00 -duration 80000 -fs ;
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[ | Command Prompt - tpctool M=

C:=~Program Files“IBM~TPCscli*tpctool II
tpctool? getrpt —user myuser —puwd mypass —url myurl —suwbsys Fast45080 —level samp
1? —?tyﬂe ﬁuhsystem —columns 8@3.806 —start 2006 .09.19:16:21:80 —duration BBODA
—f=s | —header
2006.09_.19:16:21:80iD54588-1TS0DE4508_A—-600ARES APA1 74431 00000B0B41 EFF538-LS1 D54
LAB-1TS0DS4588_A—6PBARBEBARL 744131 90000ABA41 EFF538—-LE1 10. 8066 18 . 8465

2006 .09 .19:16:31:82 | DS458A-1TS0DE4508_A—-600AREEA0A1 74431 0ABBAEBB41 EFF538-LS1 D54
LAA-1TS0DS4588_A—-6PBABBEBAAL 744131 0000ARA41 EFF538—-LE1 16. 7320100498

2006 .09 .19:16:41:85 {DS458A-1TS0DE4508_A—-600ARESA0A1 7443100000800 41 EFF538-LS1 DS54
LAA-1TS0DS4588_A—-6BBABBEBAA1L 744131 90000ABA41 EFF538-LE1 1. 7276 100833

2006 .09 .19:16:51:87DS458A-1TS0DE4500_A—-600ARESAPA1 74431 00BBAB0A41 EFF538-LS1 D54
LAA-1TS0DS4588_A—-6PBARBEBAA1 74431 9000BARA41 EFF538—-LE1 108066 10 . B465

2006 .09 .19:17:81:82 i DS458A-1T50DS4500_A—-60ARES ARA1 74431 AABBAABN41 EFF538-LS1 D54
LAA-1TS0DS45A8_A—HAAAABEAAA1 74431 AARARAAA41 EFF538—-L81 iA. 7342 10 B498

2006 .09 .19:17:11:11 iD5S4588-1TS0DS4500_A—-60ARES ARA1 74431 AAABAAAN41 EFF538-LS1 D54
LAA-1ITS0DS45A0_A—6HARAABEAAA1 74431 AARAAAAA41 EFF538-L81 iA. 7276 1A8.AA33

2006 .09 .19:17:21:13iD5458A-1T50D54500_A—-6AAAAES ARA1 74431 00A0AAAA41 EFF538-LS1 D54
LAA-1IT50D545A0_A—-HARAABEAAA1 74431 ARARAAA41 EFF538—-1L51 iA.A066 1A . A464

2006 .09 .19:17:31:16 iD5458A-1T50D54500_A—-6AAAAES ARA1 74431 AAAEAAAA41 EFF538-1L51 D54
LAA-1ITS0DS45A0_A—-HABAABEAAA1 74431 AAPAAAAA41 EFF538-1L.81 iA. 7330108498

2006 .09 .19:17:41:12iD5458A-1T50D54500_A—-6AAAAEEARA1 74431 AABEBAAAA41 EFF538-LS1 D54
LAA-ITS0DS45A8_A—-6HARAABEARAL 74431 AAAAAABA41 EFFS538-1LS1 I1A. 7276 10.AA33

2006 .09 .19:17:51:21 iD5458A-1TS0DS45A0_A—-6AAAABE ARA1 74431 ARAAAAAA41 EFF538-LS1 D54
LAB-1TS0DE4588_A—-6ABAABEBAA1 74431 900B0ABA41 EFFS538—-LE1 1B. 6066 18,6464
2006.09.19:18:01:241D54588-1TS0DE45608_A—-660MAREEA0A1 74431 8AB0AEHAA41 EFF538-LS1 D24
LAB-1TS0DS4588_A—-6PBABBEBAAL 74431 90000ABA41 EFF538-L81 10.7342 10,8478

2006 .09.19:18:11:26iD54588-1TS0DE4508_A—-600AAEEB001 ?4431 00B0AABB41 EFFS38-LS1 D54
LAB-1TS0DS4588_A—6PBAABEBAAL 74431 90000ABA41 EFF538-LE1 16. 7252 1086833
2006.09_.19:18:21:301D5450A-1TS0DE4508_A—-6000NHEEARE1 74431 00B00ABB41 EFF538-LS1 D54
LAB-1TS0DS4588_A—-6BBAABEHEA1 74431 0000ABA41 EFFS538—-LE1 16,8866 10 . 8465

2006 .09 _.19:18:31:32 D54588-1TS0DE4508_A—-600ABES ABA1 74431 0000ABB41 EFF538-LS1 D54
LAB-1TS0DS4588_A—-6PBARBEBARL 74431 80000ABA41 EFF538-L81 i6.7330 108478

2006 .09 .19:18:41:35{DS458A-1TS0DE4560_A-65BPAREE BEO1 74431 0000AAB041 EFF538-LS1 D54
LAA-1TS0DS4588_A—-6BBABBEAAAL 744131 8000BEAA41 EFF538-LE1 1. 7264 100833

2006 .09 _.19:18:51:38 iDS458A-1TS0DE4508_A—-600NPESAEH1 74431 0ABBBO0041 EFF538-LS1 D54
LAB-1TS0DE45688_A—6BBABBEBAAL 744131 90P0BABA41 EFF538—-LE1 108066 10 . 8464

2006 .09 _.19:19:81:41 {DE450A-1TS0DE45 66 _A—-600ABES APA1 74431 0ABBABBR41 EFF538-LS1 D54
LAA-1TS0DS4588_A—-6BBARBEHAA1 74431 9A0B0AAA41 EFF538-L8] iA. 7330100498

2006 .99 .19:19:11:44{DS4508-1TS0DS4506_A—-6rARARESABRA1 74431 AAABAAAA41 EFF538-LS1 D54
LAA-1TS0DS45A8_A—HPAARBE BAA1 74431 AARARAAA41 EFF538—-LS1 iA. 7264 10.8033

2006 .09 .19:19:21:47iD54588-1TS0DE45080_A—-6PAPARES ARA1 74431 00AAAAAA41 EFF538-LS1 D54
LAA-1ITS0DS45A0_A—6BAAABEAAA1 74431 AAPAAAAA41 EFF538—-L51 iA.AAG6 1A . A464
2006.0%.19:192:31:58iD545AA-1TS0DS4500_A—-6ABAAESARA1 74431 AAAAAAAA41 FFF538-LS1 D54
LAA-ITS0DS45AA_A—-HABABEBEAAA1 74431 A0ANAAA41 EFF538—-1L81 iA. 73301008498

2006 .09 .19:19:41:53 iD5450A-1T50DS4506_A—-6rAAAAES ARA1 74431 AAAAAAAA41 EFF538-LS1 D54
LAA-ITS0DS4580_A—HABAABEAAA1 74431 AARARAAA41 EFF538-L81 iA. 7264 10.08033

2006 .09 .19:19:51:56iD5458A-1TS0DS4508_A—6APARES ARA1 74431 AAAAAAAA41 EFF538-LS1 D54
LAA-ITSODS45A8_A—-6HARAABEAAAL 74431 AARAAAAA41 EFF538-1LS1 |A.AAGG 1A . A464
2006.A9_.19:2A:81:52 {D5458A-1TS0DS45AA_A—6ABAABEARA1 74431 AABAAAAA41 EFF538-LS1 D54
LAB-1TS0DS4588_A-6PABABBEBAAAL 74431 9APBPABA41 EFFS538-LE1 18.7342 108478
20086.09.19:20:12:81 iDS458A-1TS0DE4508_A-660PARESBPA1 74431 00B0BABA41 EFF538-LS1 D54
LAB-1ITE0DS4588_NA—-6PABABBEAAE1 74431 80000ABA41 EFF538-LE1 16.7264 10,0833

Preszs Enter To Continue...

Figure 6-53 tpctool getrpt command output

In Figure 6-53, we extract subsystem performance data for the FAStT 4400 device for
columns 803 (Read I/O Rate) and 806 (Write 1/0 Rate).

Tips:

Take advantage of these tips:
» Use 1smetrics or 1scounters to obtain a list of columns that will appear in the report.
» You can use the -fs command with a character that separates the fields in the output.

» You can use the -header command to suppress (remove) the column headings. By
default, the reports include the column headings.

By combining these various types of syntax in a command, you can create custom reports
with special formatting. For example, you can create a report with a different variable in each
column or with a different variable in each row.
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6.4.11 Custom reports

To create a customized report, you combine the reporting commands, functions, and options.
Although you use a combination of various syntax in commands, you can experiment with
most of the syntax individually.

Here are examples of how you can benefit from the customization of reports:

>

>

>

The facility allows you to produce reports whenever you need them.
You choose the plans and dates on the report for which you want data displayed.

You have access to many preformatted reports with the ability to create your own custom
reports.

You can save a template of your report for future use.

You can sort and display the report any way that you see fit.
You can schedule reports to run automatically.

You receive an e-mail when your reports are ready.

6.4.12 TPCTOOL improvements

CLI changes in TPC V3.1.2

In this section, we describe the changes that have been made to the CLI from TPC V3.1.1 to
TPC V3.1.2:

>

The 1sdev command was modified to add the Label column. The user is able to display
the user-provided name.

The 1sarray command was modified to add the Label column. The user will be able to
display the name of the storage pool.

The 1svol command was modified to add a Label column and a Format column to
identify the volume and the size in GBs.

The 1stype command was modified to add a Description column to display the name and
the format of the storage volume.

The unassignvol was modified to show the worldwide port name (WWPN).
The tpctool return code when using cygwin was fixed.

The getrpt command was modified in order to use the continuation token and to retrieve
all the data chunks and to identify components.

The 1stime command was modified to display the Duration column and the Options
column.

The ver command was modified to return the client version instead of help.
A subsystem ID was added in the report commands.
The CLI reports work correctly in distinct time zones.
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CLI changes in TPC Version 3.1.3
In this section, we discuss the changes that have been made to the CLI from TPC V3.1.2 to
TPC V3.1.3:

» The ability to display SVC node performance information has been added. This is
accomplished by using the new component type svc_node.

» The strings that contain the separator character are quoted in order to correctly generate a
comma delimited output format.

» If you do not specify the quotation mark character ('), these strings are enclosed by double
quotation marks (“”).

» The -grouping option has been added for the 1sarray, 1svol, and getrpt commands.
The digit grouping is enabled (for example, numeric values such as 12000 are displayed
as 12,000). The grouping character (for example, a comma for US numbers) is
determined by the location currently in effect. By default, the digit grouping is disabled.

» The -colname option has been added for the getrpt command to display a column name
instead of a number.

6.4.13 Producing custom performance reports with TPCTOOL
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In this section, we use these CLI commands to generate custom performance reports that
you can use in a client environment.

The TPC Graphical User Interface (GUI) only allows you to present a report with a single
performance metric (for example, Read I1/0, Read Transfer Rate, or Read Cache Hit).In
order to utilize the data gathered by TPC to its full potential and to fully understand the
performance of the device, all of the grouped metrics need to be plotted on a graph from the
host to the device (for example, Read I1/0, Write I/0, and Total I/0) and not a single
metric, which is the case with the TPC GUL.

The CLI/TPCTOOL method has the capability to present multiple metrics. In this method, you
use the interactive user interface and scripted files to extract the data from the DB2 database
across multiple metrics. This method requires customization in terms of importing data into
EXCEL or a similar spreadsheet and plotting graphs against this extracted data. You can
save the customized scripts and graphs as templates for later use to avoid the efforts of
recreating the graphs and scripts.

Subsystem performance report
We will produce a paradigm for performance analysis of an IBM FAStT Storage Subsystem.

The paradigm will represent a method to analyze the data collected by TPC for a client’s

environment. We need to utilize the tpccli.conf file to script the commands and parameters.

The steps are:

1. First, set the basic connection options within the tpccli.conf file, such as user name,
passwords, and URLs, as shown in Example 6-15.

Example 6-15 tpccli.conf with connection options

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 21 11:05am

myuser=amit

mypass=#0§sheetal143

myur1=9.43.85.143:9550
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2. Then, you need to add the subsystems for which you want to extract TPC data.
Remember to use the 1sdev command to verify which devices are available as shown in
Example 6-16.

Example 6-16 tpctool listing all available devices by using command Isdev

1sdev -user myuser -pwd mypass -url myurl

100000051E34E895
9.43.86.40:000002006040469E+0
9.43.86.29:000002006180311C+0
600A0B80001744310000000041EFF538+15
600A0B80000CBDAD00000000440F3BA5+15

3. Copy the entire device string, as displayed in the output in Example 6-16, into the
tpccli.conf file. It will now look like Example 6-17.

Example 6-17 tpccli.conf with devices

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 21 11:05am

myuser=amit

mypass=#@$sheetall43

myur1=9.43.85.143:9550
fast4400=600A0B80000CBDADO0000000440F3BA5+15
fast4500=600A0B80001744310000000041EFF538+15

4. From now on, you will need to view the list of components that are recognized by TPC.
Use the 1stype command to verify this as shown in Example 6-18.

Example 6-18 tpctool listing all available reports by using the Istype command

tpctool Tstype

Qutput

Name Type Description
subsystem 1 Subsystem

subsys port 2 HBA port
controller 3 Controller

stor _pool 4 Storage Pool
svc_iogrp 5 SVC I/0 Group
ds_rio 6 RIO Loop
svc_mdgrp 7 SVC Managed Disk Group
da 8 Device Adapter
ds_rank 9 Rank

array 10 Array

svc_mdisk 11  SVC Managed Disk
vol 12 Volume

switch 13 Switch

switch _port 14  Switch Port
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5. The output will look like Figure 6-54.

[ev]Command Prompt M=l
C-“Program Files“IBM~TPCcli*tpctool lstype

Mame Type Deszcription

subsystem Subsystem

zuhsys_port HBA port

controller Controller

i
2
3
stor_pool 4 Storage Pool
svc_iogrp g SUC I-0 Group
7
8

ds_rio RIO Loop

suc_mdgrp UG Managed Disk Group
da Device Adapter
ds_rank 9 Rank

array i@ Array

suc_mdizk 11 SUC Managed Disk

vol 12 Uolume

switch 13 Switch

switch_port 14 Switch Port
C:“Program Files“IBM~TPC~cliXx_

Figure 6-54 tpctool Istype command output list

6. From the list, you can decide the type of component on which you want to report. For
example, we use ctype subsystem (1), because we are reporting on an IBM subsystem
(FAStT). We now need to determine the metrics. Use the 1smetrics command to display a
list of subsystem metrics as shown in Example 6-19.

Example 6-19 ipctool listing all available metrics for ctype subsystem (1) by using Ismetrics

tpctool Tsmetrics -user myuser -pwd mypass -url myurl -subsys fast4500 -ctype
subsystem -level sample

7. The output looks like Figure 6-55.

/e |Command Prompt =]

1l —subsys fast458@ —ctype suhsystem —level sample
Metric Ualue

C:~Program Files“IBM~TPCscli*tpctool lsmetrics —user myuser —puwd mypass —-url myu.

Read I.,0 Rate C(overalld 803
Hrite I-0 Rate Coverall)> 806
Total I1-0 Rate Coveralld> 809

Read Cache Hitsz Percentage Coverall> 812
Write Cache Hits Percentage <overall) 815
Total Cache Hits Percentage Coverall) 818

Read Data Rate 819
Write Data Rate 8208
Total Data Rate 821
Read Transfer Size 825
Mrite Transfer Size 826
Overall Transfer Size 827

C:=“\Program Files“\IBMA\TPCxcliX_

Figure 6-55 pctool Ismetrics subsystem command output
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8. After gathering the components and the metrics, we need to script a getrpt command to
extract the metrics from the TPC database as shown in Example 6-20. In this example, we
use all the metrics that are currently supported by component type subsystem.

Example 6-20 getrpt command using all the subsystem metrics

getrpt -user myuser -pwd mypass -url myurl -subsys fast4500 -level sample
-ctype subsystem -columns 803,806,809,812,815,818,819,820,821,825,826,827-fs

9. As we have described, if we do not stipulate a date and timestamp with a duration, this
command will only return the last data collected. Example 6-21 shows the command with
a start time.

Example 6-21 getrpt command using all the subsystem metrics with timestamp and duration

getrpt -user myuser -pwd mypass -url myurl -subsys fast4500 -level sample
-ctype subsystem -columns 803,806,809,812,815,818,819,820,821,825,826,827
-start 2006.09.19:16:21:00 -duration 80000 -fs

10.This getrpt command can now be added into our tpccli.conf file (see Example 6-22).

Example 6-22 tpccli.conf with getrpt command

#TPC C1i configuration property file DO NOT EDIT
# Sun Sept 21 09:05pm

myuser=amit

mypass=#0§sheetal143

myur1=9.43.85.143:9550

fast4400=600A0B80000CBDAD00000000440F3BA5+15
fast4500=600A0B80001744310000000041EFF538+15

rptfast4400=getrpt -user myuser -pwd mypass -url myurl -subsys fast4400 -Tevel
sample -ctype subsystem -columns
803,806,809,812,815,818,819,820,821,825,826,827 -start 2006.09.19:16:21:00
-duration 80000 -fs ;

rptfast4500=getrpt -user myuser -pwd mypass -url myurl -subsys fast4500 -Tevel
sample -ctype subsystem -columns
803,806,809,812,815,818,819,820,821,825,826,827 -start 2006.09.19:16:21:00
-duration 80000 -fs ;

11.We run the script rptfast4500 (the alias given to the getrpt command), which was
created in Example 6-22. The output is similar to Example 6-23.

Example 6-23 ipctool getrpt output

Timestamp;Device;Component;803;806;809;812;815;818;819;820;821;825;826;827

2006.09.20:14:26:49;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.0066;0.0464;0.0531;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.92863;0.8750
2006.09.19:16:21:00;D5S4500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.0066;0.0465;0.0532;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.92863;0.8750
2006.09.19:16:31:02;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7330;0.0498;0.7828;10,
000;0;9,364;0.1415;0.0000;0.1416;197.7036;0.8667;185.1928
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2006.09.19:16:41:05;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7276;0.0033;0.7309;10,
000;0;9,954;0.1418;0.0000;0.1418;199.5046;1.0000;198.6023
2006.09.19:16:51:07;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LSI;0.0066;0.0465;0.0532;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.92863;0.8750
2006.09.19:17:01:09;D5S4500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7342;0.0498;0.7841;10,
000;0;9,364;0.1418;0.0000;0.1418;197.7036;0.8667;185.1928
2006.09.19:17:11:11;DS4500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7276;0.0033;0.7309;10,
000;0;9,954;0.1418;0.0000;0.1418;199.5046;1.0000;198.6023
2006.09.19:17:21:13;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LSI1;0.0066;0.0464;0.0531;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.9286;0.8750
2006.09.19:17:31:16;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7330;0.0498;0.7828;10,
000;0;9,364;0.1415;0.0000;0.1416;197.7036;0.8667;185.1928
2006.09.19:17:41:19;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LST;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-1S1;0.7276;0.0033;0.7309;10,
000;0;9,954;0.1418;0.0000;0.1418;199.5046;1.0000;198.6023
2006.09.19:17:51:21;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LSI;0.0066;0.0464;0.0531;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.92863;0.8750
2006.09.19:18:01:24;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-1S1;0.7342;0.0498;0.7841;10,
000;0;9,364;0.1418;0.0000;0.1418;197.7036;0.8667;185.1928
2006.09.19:18:11:26;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS13;0.7252;0.0033;0.7285;10,
000;0;9,954;0.1413;0.0000;0.1413;199.5046;1.0000;198.6023
2006.09.19:18:21:30;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.0066;0.0465;0.0532;10,
000;0;1,250;0.0000;0.0000;0.0000;0.5000;0.92863;0.8750
2006.09.19:18:31:32;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7330;0.0498;0.7828;10,
000;03;9,364;0.1415;0.0000;0.1416;197.7036;0.8667;185.1928
2006.09.19:18:41:35;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS
4500-1TSODS4500_A-600A0B80001744310000000041EFF538-LS1;0.7264;0.0033;0.7297;10,
000;0;9,954;0.1415;0.0000;0.1415;199.5046;1.0000;198.6023
2006.09.19:18:51:38;D54500-1TS0DS4500_A-600A0B80001744310000000041EFF538-LSI;DS

12.The extracted data that was returned can be redirected to a file and imported into a
spreadsheet using the command in Example 6-24.

Example 6-24 tpctool getrpt command redirected data to an output file

tpctool rptfastd500 > c:\performace\rptfast4500.out

Importing data into Excel

We will show you in this section how to import the output data from the getrpt (rptfast4500)
script that we executed for the subsystem performance report into Excel or a similar
spreadsheet and create a template for later use. This imported data will now be in an easier
to read format for analysis and creating graphs (reports).
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You might need to export or import data regularly. In this case, the data has be exported to
the rptfast4500.out file and then read by the application (Microsoft Excel). Alternatively, you
can copy data on an as needed basis.

We built this example using Microsoft Excel Office 2000. The first task is to import the data
into Excel:

1. Open a new Excel document as shown in Figure 6-56.

i3 @ ¥ g2 .

File Edit Wew Insert Format  Tools Data  Window  Help - g
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4 4 » W] Sheetl / Sheat2 / Sheet3 / [«] | 3

Ready

Figure 6-56 A new Excel document

2. Select Data — Import External Data — Import Data as shown in Figure 6-57 on
page 284.
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Microsoft Excel - Book1 g@a
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Ready

Figure 6-57 Select Data — Import External Data — Import Data

3. Locate the data file in the directory where you store the TPC CLI output file
(rptfast4500.out). After you select the data file, click Open to start the import process as
shown in Figure 6-58 on page 285.
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Figure 6-58 Select the data source to begin the import process

4. This starts the text import wizard. See Figure 6-59 on page 286. Select Delimited
(default). Click Next to continue.
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Text Import Wizard - Step 1 of 3 E]

The Text Wizard has determined that wour data is Delimited,

If this is correct, choose Mext, or choose the data type that best describes wour data.
Criginal data bype
Choose the file type that best describes wour data:

fa di - Characters such as commas or kabs separate each Field.

£ ‘|-="|:-:ed ﬂidth - Fields are aligned in columns with spaces bekween each Field,
Start impark ak Fowe 1 3: File arigin: | 437 1 OEM United Skates j

Preview of File C:\Documents and Settingst administratorDeskkopiRe. , \rptFask4400, ouk,

|l Timestanp ;Device ; Conponent ;203 806,809 ;817 815818 ;2819820821 ;

|2 E00s. 09 15:1e:Z21:00;DE34400-ITS0D34400-c00A0BS0000CEDATOCOOOOO0L
|4 FO0G._09_19:16:31:0Z;D54400-ITS0054400-c00A0EBE0000CEBDADOOOOOOO0 L
jLZDDE_DS_19:lE:41:DE;DS440D—ITSDD544DD—EDDEDBBDDDDEBDADDDDDDDDD4_:J

| 1
Zancel | J Mewxt = I Einish |

I~

e

Figure 6-59 Select Delimited (default) and click Next

5. Select Tab (default) and enter the delimiter you select in your script. For our example, we
selected the semicolon character (;) by checking the box to the left of Semicolon. See
Example 6-25 and Figure 6-60 on page 287.

Example 6-25 The delimiter chosen in our script -fs

getrpt -user myuser -pwd mypass -url myurl -subsys fast4500 -level sample
-ctype subsystem -columns 803,806,809,812,815,818,819,820,821,825,826,827
-start 2006.09.19:16:21:00 -duration 80000 -fs ;
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e

Text Import Wizard - Step 2 of 3

This screen lets wou sek the delimiters wour data caontains, You can see
how wour text is affected in the preview below,

[ Treat consecutive delimiters as one

Delimiters
v Tab i [ Comma
[ Space | Other: Text qualifier: i
Data preview
Time =t aup JlL|
FODE. 0% _19:1&:Z1:-00 =
FO0E_ 09 _19:16:31:0Z
FO0E_ 09 19:16:41:-05 j
2l

4

Zancel l < Back | Mexk = I Einish

Figure 6-60 Select delimiter Semicolon

6. After you select the delimiter, you click Next and then click Finish (see Figure 6-61 on
page 288).
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Text Import Wizard - Step 3 of 3

This screen lets wou select each column and set
the Daka Farmak.

‘General' converts numeric walues to numbers, date
walues ko dakes, and all remaining wvalues ko kext,

advanced. .. |

Data preview

Zolumn data Format
{+ General

O Text
i gate: YD 7

" Do not impart colurnn (skip)

_ancel

Figure 6-61 Select Finish to complete the wizard

7. See Figure 6-62. Click OK to complete the task.

Import Data

" Mew warksheet

Properties. ..

Where do you wank ko puk the daka?
(* Existing worksheet:
Cancel

Figure 6-62 Press OK to complete the task

8. Figure 6-63 on page 289 shows the output.
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3 @ | g .
@ Ele Edt wew Insert Format Tools Data  window Help o8 x
Arial .10 - B 7 U G e D A
DEEHE SRY $BEB-C o-o- & =-2 5 Mo -3,
Al hd fe
A B c D E F G H | J [ L M M 0] 1
1 | Timestarnp Device Compornent 803 806 809 812 815 B818| 819 820 821 625 826 827
2
3 2006.09.20:14:26:43 DS4500-TE0054500_A-600ADBS00017 DS4500-ITS0054500_A-600 0.0066 0.046 0.0531 10000 01,250 0 0 0 05 0928 0.675
4 2006.09.19:16:21:00 DS4500-ITE0054500_A-600ADBS00017 DS4500-ITS0054500_A-600 0.0066 0.047 00532 10000 0 1,250 0 0 0 05 0928 0.675
5 2006.09.19:16:31:02 DS4500-ITE0054500_A-B00ADBE00017 DS4500-TS0054500_AB00 0733 0.05 07828 10000 0 9364 0.142 0 0.142) 198 0867 185.1928
B 2006.09.19:16:41:05 DS4500-ITE0054500_A-600ADBE00017 DS4500-ITS0054500_AB00 0.7276  0.003 07309 10000 0 9954 0.142 0 0.142) 200 1 198.6023
7 2006.09.19:16:51:07 DS4500-TE0054500_A-600ADB800017 DS4500-ITS0054500_A-600 0.0066 0.047 00532 10000 01,250 0 0 0 05 0928 0.875 —
8 2006.09.19:17:01:08 DS4500-ITE0054500_A-B00ADBE00017 DS4500-ITS0054500_A600 0.7342  0.05 07841 10000 09364 0.142 0 0.142| 198 0867 185.1928
9 2006.08.19:17:11:11 DS4500-ITE0054500_A-600ADBE00017 DS4500-ITS0054500_A600 0.7276  0.003 07309 10000 09954 0.142 0 0.142) 200 1 198.6023
10 2006.09.19:17:21:13 DS4500-TE0054500_A-600ADB800017 DS4500-ITS0054500_A-600 0.0066 0.046 00531 10000 0 1250 0 0 0 05 0928 0.675
11 2006.09.19:17:31:16 DS4500-ITE0054500_A-B00ADBE00017 DS4500-ITS0054500_A600 0733 0.05 07825 10000 0 9364 0.142 0 0.142| 198 0867 185.1928
12 2006.09.19:17:41:19 DS4500-ITE0054500_A-600ADBE00017 DS4500-ITS0054500_A600 07276 0.003 07309 10000 0 9354 0.142 0 0.142| 200 1 198.6023
13 2006.09.19:17:51:21 DS4500-ITS0054500_A-600A0B800017 DS4500-ITS0054500_A-600 0.0066 0.046 00531 10000 0 1,250 o 1] 0 05 0928 0.875
14 2006.09.19:18:01:24 DS4500-TS0054500_A-600A0B800017 DS4500-ITS0054500_A600 0.7342  0.05 0784110000 0 9364 0.142 0 0.142 198 0867 185.1928
15 2006.09.19:18:11:26 DS4500-ITS0054500_A-600A0B800017 DS4500-TS0054500_AB00 0.7262 0.003 0728510000 0 9354 0147 0 0,141 200 1 198.6023
16 2006.09.19:18:21:30 DS4500-TS0054500_A-600A0B800017 0S4500-TS0054500_A-600 0.0066 0.047 00532 10000 0 1,250 o o 0 05 0929 0.875
17 | 2006.09.19:18:31:32 DS4500-ITS0054500_A-B00A0B300017 DS4500-TSO0S4500_AB00 0733 0.05 07828 10000 0 9364 0.142 0 0.142| 198 0867 1851928
18 2006.09.19:18:41:35 DS4500-ITS0054500_A-B00A0B300017 DS4500-TSO0S4500_AB00 0.7264 0.003 07297 10000 09554 0.142 0 0.142) 200 1 198.6023
19 2006.09.19:18:51:38 DS4500-TS00S4500_A-B00A0B800017 DS4500-TS0054500_A-B00 0.0066 0.045 00531 10000 01,250 o o 0 05 0928 0.875
20 2006.09.19:19:01:41 DS4500-ITS0054500_A-B00A0B300017 DS4500-TSO0S4500_AB00 0733 0.05 07828 10000 09364 0.142 0 0.142| 198 0867 1851928
21 2006.09.19:19:11:44 DS4500-ITS0054500_A-B00A0B300017 DS4500-TSO0S4500_AB00 0.7264 0.003 07297 10000 09954 0.142 0 0.142) 200 1/198.6023
22 2006.09.19:19:21:47 DS4500-ITS00D54500_A-G00A0B300017 DS4500-TS0O0S4500_A-600 0.0086 0.045 00531 10000 0 1,250 1] o 0 05 0928 0.875
23 2006.09.19:19:31:50 DS4500-ITS0054500_A-G00A0B300017 DS4500-TSO0S4500_AB00 0733  0.05 073825 10000 0 9364 0.142 0 0.142) 198 0867 1851928
24 2006.09.19:19:41:53 DS4500-ITS0054500_A-G00A0B300017 DS4500-ITSO0S4500_AB00 0.7264 0.003 07297 10000 0 9554 0.142 0 0.142) 200 1 198.6023
25 2006.09.19:19:51:56 DS4500-ITS0054500_A-G00A0B300017 DS4500-TS0O0S4500_A-600 0.0086 0.045 00531 10000 0 1,250 1] 1] 0 05 0928 0.875
26 2006.09.19:20:01:59 DS4500-ITS0054500_A-600A0B300017 DS4500-ITSO0S4500_AB00 0.7342  0.05 07341 10000 0 9364 0.142 0 0.142) 198 0857 185.1928
27 2006.09.19:20:12:01 DS4500-ITS0054500_A-G00A0B300017 DS4500-TSO0S4500_AB00 0.7264 0.003 07297 10000 09954 0.142 0 0.142) 200 1 198.6023
28 2006.09.19:20:22:04 DS4500-ITS00DS54500_A-G00ADB300017 DS4500-ITS0O0S4500_A-B00 0.0086 0.047 00532 10,000 01,250 1] 1] 0 05 0928 0.875
29 2006.09.19:20:32:06 DS4500-ITS0054500_A-G00ADB300017 DS4500-TSO0S4500_AB00 0733  0.05 07325 10000 09364 0.142 0 0.142| 198 0867 185.1923
=0 2NNE NS 15:-90-42-08 LSAEONITSNNSASAN ASONANRSONO1 7 S E00ITSONSASNN &RO0 N 7276 Q003 07309 10 000 NGagdl N147 non142 N 1 188 RNR T
W 4 » nhSheetl  Sheetz £ Sheetz / | | ﬂ [
Ready
Figure 6-63 Excel spreadsheet with unformatted columns
9. The Excel document needs to be formatted to allow a template to be created. First, you

need to delete row number 2 and then rename the metrics to more familiar headings.
These metrics headings can be obtained by using the 1smetrics command. The Excel
spreadsheet result is similar to Figure 6-64.

| Ta ¥ @ .
Ele Edit Wew Insert Format  Tools Data  Window Help - - 8 X
arial -0 - B I U E=E= 9 oo, 0% LB A
DFEHB SEY dRER-T - @ =48 e -0,
D11 - A 07276
A B ([ D E F G H | J K L i N o =
Read Write Total Read Write Total Read Write Overall
Read Write Total Cache Cach Cach Data Data Data Transfer Transfer Transfer
1 |Timestamp Device Component 1’0 1’0 1’0 Hit e Hit e Hit Rate Rate Rate Rate Rate Rate
2 |2006.09.20:14:26:4{ D34600-IT300 345600 _ DS4500- TS0O0E4500 0.0066 0.0464 0.0531 10,000 01250 0 1] 1] 05 08286 06875
3 |2006.09.19:16:21:0( DS4500-ITS0D54500_, DS4500- TSODS4500 0.0066 0.0465 0.0532 10,000 01250 0 1] 1] 05 0592865 0875
4 |2006.09.19:16:31:0. D54500-ITS00 54500, DS4500-TSODS4501 0,733 0.0458 0.7828 10,000 09364 0.1415 0 01416 197 7036 08BR7 1851593 |
5 | 2006.09.19:16:41:0{ D34500-IT30034600_, DS4500- TSODS4500 07276 0.0033) 0.7309 10,000 09554 0.1418 0 0.1418 192.5046 1 188.602
B |2006.09.19:16:51:0'D54500-ITS0D54500_, DS4500- TSODS4500 0.0066 0.0465 0.0532 10,000 01250 0 1] 1] 05 0592865 0875
7 |2006.09.19:17:01:0{ DS4500- TS 0054500, DS4500-TSODS4501 07342 0.0458 0.7841 10,000 09364 0.1418 0 01418 1977036  0.6667 185153
8 |2006.09.19:17:11:1' D34600-IT30054600_, DS4500- TSODS4500 0.7276 0.0033) 0.7309 10,000 09554 0.1418 0 0.1418 192.5046 1 188.602
9 2006.09.19:17:21:17 DS4500-ITS0D54500_, DS4500- TSODS4500 0.0066 0.0464 0.0531 10,000 01250 0 1] 1] 05 0592865 0875
10 2006.09.19:17:31:1f DS4500-ITS0054500_. DS4500-TSODS4A00 0.733 0.0488 0.7628 10,000 09364 0.1415 0 01416 1977036  0.6667 185153
11 |2006.09.19:17:41:1{ DS4500-IT300D 34500 _, DS4500- TSO0S4500 0.7276 0.0033) 0.7303 10,000 09554 0.1418 0 0.1418 192.5046 1 188.602
12 |2006.09.19:17:51:2/ DS4500-ITS0D 54500_, DS4500- TSODS4500 0.0066 0.0454 ) 0.0531 10,000 01250 0 1] 1] 05 0592865 0875
13 |2006.09.19:18:01:2. DS4500-ITS0054500_. DS4500-TSODSA500 0.7342 0.0458 0.76841 10,000 09364 0.1418 0 01418 1977036  0.6667 185153
14 |2006.09.19:18:11:2( D34600-IT300 34500 _, DS4500- TSO0S4500 0.7252 0.0033) 0.7285 10,000 09554 0.1413 0 0.1413 1592.5046 1 188.602
15 |2006.09.19:18:21:3( DS4500-ITS0D 54500 _, DS4500- TSODS4500 0.0066 0.0485 0.0532 10,000 01250 0 1] 1] 05 0592865 0875
16 2006.09.19:18:31:3] DS4500-ITS0054500_. DS4500-TSODS4A00 0.733 0.0488 0.7628 10,000 09364 0.1415 0 01416 1977036  0.6667 185153
17 |2006.09.19:18:41:3{ D34600-IT300 34500 _, DS4500- TSO0S4500 0.7264 0.0033) 0.7297 10,000 095954 0.1415 0/ 0.1415 1592.5046 1 188.602
18 |2006.09.19:18:51:3{ DS4500-ITS0D 54500 _, DS4500- TSODS450 0.0066 0.0454 ) 0.0531 10,000 01250 0 1] 1] 05 0592865 0875
19 |2006.09.19:19:01:4' DS4500-ITS0054500_. DS4500-TSODSAA00 0.733 0.0488 0.7628 10,000 09364 0.1415 0 01416 1977036  0.6667 185153
20 |2006.09.19:1 14/ D34500-ITS0054500_ DS4500-TSO0S4500 0.7264 0.0033) 0.7297 10,000 095954 0.1415 0/ 0.1415 1592.5046 1 188.602
21 |2006.09.19:19:21:4' DS4500-ITS0ODS4500_, DS4500-TSODS4500 0.0066 0.0454 0.0531 10,000 01250 0 1] 1] 05 0592865 0875
22 |2006.09.19:19:31:6( DS4500-ITS00 54500, DS4500-TSODS4501 0.733 0.0458 0.7828 10,000 09364 0.1415 0 01416 1977036  0.6667 185153
23 |2006.09.19:19:41:5] D345600-ITS0D34500_ DS4500-T300S4500 0.7264 0.0033 0.7297 10,000 095954 0.1415 0/ 0.1415 1592.5046 1 188.602
24 |2006.09.19:19:51:5( DS4500-ITS0ODS4500_, DS4500-TSODS4500 0.0066 0.0484 0.0531 10,000 01250 0 1] 1] 05 0592865 0875
25 |2006.09.19:20:01:5{ DS4500-ITS00 54500, DS4500-TSODS4501 07342 0.0458  0.7841 10,000 09364 0.1418 0 01418 1977036  0.6667 185153
26 |2006.09.19:20:12:01 D34500-ITS0D34500_ DS4500- 30034500 0.7264 0.0033 0.7297 10,000 095954 0.1415 0/ 0.1415 1592.5046 1 188.602
27 |2006.09.19:20:22:0. DS4500-ITS0DS4500_, DS4500-TSODS4500 0.0066 0.0485 0.0532 10,000 01250 0 1] 1] 05 05286 0875
W 4+ w[\Sheetl f Shest2 / Sheets / |4 | ol
Select destination and press ENTER or choose Paste
Figure 6-64 Excel spreadsheet with renamed columns
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10.From now on, you need to copy row 1 (the headings row) and paste it into a new book.
The reason you do this is that if you attempt to delete the data below row 1 within Excel
and save it as a template, when you reuse Excel, Excel will prompt you to refresh the data
from the original source file. Thus, we need to copy row 1, the headings row, into a new
book.

11.After you have copied the headings row into a new book, you can save this spreadsheet
as a template.

Timestamp

This extension inserts the current date and time into a message or an input field in the
browser. A timestamp can refer to a time code or to a digitally signed timestamp. Timestamps
are very useful for logging events.

Date, time, and their variants differ more than any other data types when you compare
formats between DATETIME and DATE (see Example 6-26).

Example 6-26 timestamp variants

2005-05-08 10:45
Sat June 29 23:16:57 2005
2005.08.03:10:45

The international standard date notation is YYYY-MM-DD where YYYY is the year, MM

is the month of the year between 01 (January) and 12 (December), and DD is the day of the
month between 01 and 31. For example, the third day of August in the year 1980 is written in
the standard notation as 1980-08-03.

The international standard notation for the time of day is hh:mm:ss, where hhis the number of
complete hours that have passed since midnight (00-24), mm is the number of complete
minutes that have passed since the start of the hour (00-59), and ss is the number of
complete seconds since the start of the minute (00-60). If the hour value is 24, then the
minute and second values must be zero.

For example, if time is 23:59:59, this represents the time one second before midnight.

All of the time comparison procedures require the time objects to be of the same type. Itis an
error to use these procedures on time objects of different types. For the timestamp
measurements, we need to convert the timestamp to meet international standard regardless
of the format used by each country. We have developed a Visual Basic® Script (vbs) to collect
the format that is used by your workstation and convert the timestamp to an international
format (see Example 6-27).

Example 6-27 Visual Basic script to convert timestamp to international format

' Get Date and Time Separator String

DS = Application.International(x1DateSeparator)
TS = Application.International(x1TimeSeparator)
If Application.International(x124HourClock) Then
AMPM = "
Else
AMPM = " AM/PM"
End If

' This Toop runs until there is nothing in the next column
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Dim TimeStamp As String

Do
If Application.International(x1DateOrder) = 0 Then
ActiveCell.NumberFormat = "mm" + DS + "dd" + DS + "yyyy hh" + TS +
"mm" + TS + "ss" + AMPM

ElseIf Application.International(x1DateOrder) = 1 Then
ActiveCell.NumberFormat = "dd" + DS + "mm" + DS + "yyyy hh" + TS +
"mm" + TS + "ss" + AMPM

ElseIf Application.International(x1DateOrder) = 2 Then
ActiveCell.NumberFormat = "yyyy" + DS + "mm" + DS + "dd hh" + TS +
"mm" + TS + "ss" + AMPM

End If
TimeStamp = Replace(ActiveCell.Value, ":", " ", 1, 1, vbTextCompare)
TimeStamp = Replace(TimeStamp, ".", DS, 1, 2, vbTextCompare)

TimeStamp = Replace(TimeStamp, ":", TS, 1, 2, vbTextCompare)
ActiveCell.Value = TimeStamp
ActiveCell.0ffset(1, 0).Select

Loop Until IsEmpty(ActiveCell)
ENDE:

Application.ScreenUpdating = True
Application.EnableEvents = True

You will need to copy this Visual Basic code into your Excel worksheet and save it as a
macro. A macro automates a complex task. Excel macros can perform a complicated series
of actions or simply record commonly used commands. Using the code Example 6-27 on
page 290, we can fully automate the timestamp conversion.

These are the steps to create a macro:

1. Open the Tools menu, select Macro, and then select Macros (see Figure 6-65 on
page 292).
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Figure 6-65 Select Macro

2. Complete the macro name in the box provided and click Create. Give the macro a
descriptive name. In this case, we use TimeStamp. The macro can be available from only
one worksheet or from any worksheet (see Figure 6-66).

-
Macro
Macro name:
|TimeStamp| E |

J Cancel
Macros in: all Open Workbooks j
Descripkion

Figure 6-66 Macro name

3. Copy the code in Example 6-27 on page 290 into the Microsoft Visual Basic editor
between the Sub line and the End Sub line (see Figure 6-67 on page 293).
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% Fle Edt Yiew Insert Format Debug Run  Tools  Add-Ins  Window Help -
1@' B#a - yon om bl M EE [2) | tn4n, ol .
( ‘(General) j |Timestamp j
| Sub TimeStamp () =1
| =
‘ ! Get Date and Time Separator String
DS = hpplication.International (x1DateSeparator
‘ TS = hpplication.International (x1TimeSeparator
If Application.International (x124HourClock) Then
AMPE = nn
Else
AMPM = " AM/PH"
End If
! This loop runs until there is nothing in the next eolumm
Dim TimeStamp As String
Do
If Application.International (x1DateOrder) = 0 Then
AetivecCell.NunberFormat = "rm" + DS + "dd" + D3 + "yyyy hh" + T3 + "mm" + T3 + "s3" + LAMEM
ElseIf Application.International (x1DateOrder) = 1 Then
AetivecCell.NunberFormat = "dd” + DS + "mm" + D3 + "yyyy hh" + T3 + "mm" + T3 + "s3" + LMPEM
ElseIf Application.International (x1DateOrder) = 2 Then
I AetivecCell.NunberFormat = "yyyy" + DS + "mm™ + D3 + "dd hh" + TS + "mm” + T3 + "s3" + AMPN
; End If
| TimeStamp = Replace (AetiveCell.Value, ":", " ", 1, 1, vhTextCompare
| TimeStamp = Replace (TimeStamp, ".", DS, 1, 2, vhTextCompare
i TimeStamp = Replace (TimeStamp, ":", TS, 1, 2, vhTextCompare
‘ AetivecCell.Value = TimeStamp
AetiveCell.Offset (1, D).Select
Loop Until IsEmpty(ketiveCell
ENDE:
Application.ScreenUpdating = True
Application.EnableEvents = Trus
End Sub
== )JAJ
== |

Figure 6-67 Copy Macro code in Visual Basic Editor

4.

After you copy the code into the editor, close the editor window, which brings you back
into the Excel worksheet. The macro is saved automatically.

Now, you have successfully created a macro to convert the timestamp into an
international standard.

How to run the macro

After you have imported the data into your worksheet and you want to convert the timestamp
into international standard and use it as a true value, you can run the macro. The macro is
very simple to run.

1.

Select Tools — Macro — Macros (Alt + F8) as shown in Figure 6-68 on page 294.
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EMicrusuﬂ Excel - Test Template Macro.xls
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Figure 6-68 Browse to run the macro

2. Select the macro that you want to run. In this case, we select Timestamp and then click
Run (see Figure 6-69).

=

Ready

T
a3 = & B g s
Ele Edit Wew Insert Format  Tools Data  MWindow  Help - _ 8 X
B S %, W% S A -
DEEH SRV 4B i 2 E T P R L 7
B20 - #x
A =] c D E F G H | J K L M
Read Write Total Read Write Total Read —
Read Write Total Cache Cache Cache Data Data |Data Transfe
1 |Timestamp Device Cnmnanent ki 1N Hit Hit Hit Rate Rate |Rate Rate
2 2006.09.25:14:28:56  D34500-ITZ00E4500 0 8615 0.0709 0.0001 0.0709 195.06%
3 2006.09.25:14:38:57  D34500-TS00E4500 0 9504 0.142 0 0.142 188.151
4 |2006.09.25:14:48:58 | DS4500-ITSO0S450C Macra name: 0 9,384 0.0703 0 0.0703 187.701
5 2006.09.2514:53:00  DS4500-MSODS4E00 [Timestamp E7 | Bun | 0 9295 0.0945 0 0.0945 1597.480
B 2005.09.25:15:59:14  DS4500-ITSODS450C [Timesk: 0 8849 0.0709 0 0.0705 195532
7 mestame J Cancel
3
g Step Into
10
11 e |
12
13 Q
i -
16 Macros in: All Open Workbooks j Cptions. ..
17 Description
18
i
20
21
22
23
24
25 hd
I« » nhSheetl /Sheetz / sheets / [« i

Figure 6-69 Select the macro to run

3. This formats the timestamp column as shown in Figure 6-70 on page 295.
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Microsoft Excel - Test Template Macro.xls

2 @ ke
File Edit Wew Insert Format Tools Data ‘Window Help
Arial

10 - B I U

H T %, 9.9 =&

%
W 4 v ]\ Sheetl {Shestz / Sheeta / |
Ready

DezEH AV 4 & o - % = -4 El 4 o - 2]
Ad h 2]
A =] © =i
1 |Timestamp Device Component
2 | 2006/09/28 07:30:49 Akt DS4500-TSODS4500_A-60040850001744310000000041EFF538-LS1  DS4500-TSODS4500_A-600408800017 44310000000041 EFF538-
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4 | 2006/09/28 07:50:55 Akt DS4500-TSODS4500_A-60040850001744310000000041EFF538-LS1  DS4500-TSODS4500_A-60040850001744310000000041 EFF538-
5 | 2006/09/28 08:00:58 Akt DS4500-TSODS4500_A-600A0850001744310000000041EFFS38-LS1  DS4500-TSODS4500_A-600A0B8800017 44310000000041 EF F538-
6 | 2006/09/28 08:11:01 Akt DS4500-TSO0S4500_A-600A0850001744310000000041EFFS38-LS1  DS4500-TSODS4500_A-600A0B800017 4310000000041 EF F538-
7 | 2006/09/.28 08:21:03 Akt DS4500-TSO0S4500_A-600A0850001744310000000041EFFS38-LS1  DS4500-TSODS4500_A-600A0B800017 44310000000041 EF F538-
8 | 2006/09/28 08:31:06 At DS4500-TSO0S4500_A-600A0850001744310000000041EFFS38-LS1  DS4500-TSODS4500_A-600A408800017 44310000000041 EF F538-
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Figure 6-70 Timestamp column formatted

4. You can save this as a complete template, which includes the performance report

headings and the timestamp convertor.

Creating a template

Using the Excel spreadsheet in Figure 6-70, we need create a template for later use either
with or without the macro. This is dependent on the type of graphs that you want to create
(see Figure 6-71 on page 296). Provide a descriptive name for the template.
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Figure 6-71 Save the book as a template for reuse

Important: Select Template (*.xIt) from the Save Type As drop-down box.

After you have saved this template, you can import extracted performance data into this
spreadsheet.

Restriction: Only the same data criteria can be imported into the same template, for
example, DS4000 subsystem metrics.

We have created a template into which to import your extracted data. You can modify these
template headings to compensate for other metrics and reports; however, we have created
the macro and the layout for you. The instructions to download the template are in
Appendix A, “Additional material” on page 319.

Importing into a saved template

Use the same methodology that we just described to import the extracted performance data
into the saved template:

1. Open the saved template.
2. Select the source file.

3. Start the import wizard.

4

. On the panel in Figure 6-72 on page 297, Text Import Wizard - Step 1 of 3, select Start
import at row and choose row 3. This will remove the header from the source file and the
additional separation line.
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Text Import Wizard - Step 1 of 3

The Text Wizard has determined that wour data is Delimited,
If this is correck, choose Mext, ar choose the data bype that best describes yaur data.
Crriginal data type
_hoose the file bype that best describes wour daka:
{¢" Delimited - Characters such as commas or kabs separate each field,
" Fixed width - Fields are aligned in colurghs with spaces between each Field,

DEM United States

Skart impork SE row; m

Preview of file C:\Documents and Settings'AdministratoriCeskiopiRe. . \rptfast4500,o0t,

FO0G_ 09 Z0:14:26:459;D54500-ITS0D54500 A-c00AOESOOO01 744310000000
FOOS_ 09 19:16:21:00;D54500-ITS0D34500 A-600AOES0001744310000000
EO0s_09.13:16:31:0=z;D34500-ITS0D24500 A-sO0AOESOO0L 744210000000
EO0s_ 05 15:16:41:05;D84500-IT20DE4500 A-s00AOESO00L 744310000000
EO0e_ 05 15:-16:51:07;D84500-IT20DE4500 A-s00AOESOO0L 744310000000

- |--J |-T. |r.n |.n- ||;.J

2

|
Zancel J| Mexk = | Finish |

[~

N

=

[

Figure 6-72 Change the start import row number in Excel

5. Choose the delimiter to use when extracting the data in step 2 of 3.
6. Select Finish, which returns an output similar to Figure 6-73 on page 298.
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3 = 4 B & s
@ Fle Edit Vew Insert Format Tools Data  Window Help -8 X
avial -0 - B I U 8B EEIE B AL
Dedg gy iR o- @ = -2l e - D),
B1 - A Device
A B c D E F G H | J K L i} N 8} =
Read Write Total Read Write Total Read Write  Overall | |
Read Write Total Cache Cache Cach Data Data Data Transfer Transfer Transfer
1 |Timestamp Device Component 1’0 1’0 1’0 Hit Hit e Hit Rate Rate Rate Rate Rate Rate
2 |2006.09.20:14:26:43 DS4500-ITS00 34500 DS4500-T30034500, 0.0066| 0.0464 0.0531 10,000 01,250 0 0 0.5 09206 0.675
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=]

2008.09.12:17:21:13 | DS4500-ITS00 54500 DS4500-TS00S4500 0.0086 0.04564 0.0531 10,000 01,250 0
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13 |2006.09.159:18:01:24 DS4500-ITS0DS4500 DS4500-ITS0054500) 0.7342 0.0498 0.7841 10,000 09364 0142
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15 |2008.02.18:18:21:30 DE4500-ITS0ODS4500 DS4500-ITS0DS4500) 0.0066 0.0465 0.0532 10,000 01,250 0
16 |2006.09.159:18:31:32 DS4500-ITS0DS4500 DS4500-ITS0054500) 0733 0.0498 0.7823 10,000 09364 0142
17 |2006.02.19:18:41:35 DE4500-ITE0D 34500 D34600-T300545600) 0.7264 0.0033 0.7297 10,000 09954 0142
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25 |2008.09.19:20:01:59 DS4500-TS0054500 DS4500-TSO0S4500 0.7342 ) 0.0498 0.7841 10,000 09364 0142
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M 4 » Wl\Sheetl Shest2 f Sheet3 / [ 4 | miim|

Ready

Figure 6-73 Final output of importing data to a template

The data extracted from TPC is now available for analysis. Futhermore, you can use this data
to create graphs.

Depending on the request and the analysis that is required, you can convert the timestamp
into the international standard or you can use it as a string.

Creating graphs

We can now create readable graphs by using the data that has been extracted from TPC and
imported into the Excel template. Use graphs to determine relationships by plotting large
numbers of data points and observing the grouping or clustering of the data points. The
template helps you create a macro to copy data from an Excel spreadsheet to any
application. You can record Excel macros so that you can reuse these templates for creating
graphs in the future for reproducing graphs of the same type, such as in our example,
subsystem reports for DS4500.

After creating your template and importing the data extracted from TPC by using the
TPCTOOL, we need to understand what type of report you want to generate. In this example,
we show you how to create a performance report using the timestamp, Read I/0, Write 1/0,
and Total 1/0.

Note: For this example, we have used the macro to convert the timestamp into
international standard, and we use the timestamp as a data value and not as a string.

To create our graph:

1. Select the columns that you want to plot onto the graph, for example, Timestamp, Read
I/0, Write I/0, and Total I/0.In Figure 6-74 on page 299, we only select a few line
entries of data.
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Figure 6-74 Select columns to create a graph

2. You need to utilize the chart wizard to plot the values onto the graph. Select Insert —
Chart Wizard as shown in Figure 6-75.
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Figure 6-75 Begin Chart Wizard

3. Select the Chart type that you want to use to create the graph.
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Graphs (line graphs and scatter plots)

Line graphs provide an excellent way to map independent variables and dependent variables
that are both quantitative. When both variables are quantitative, the line segment that
connects two points on the graph expresses a slope, which can be interpreted visually
relative to the slope of other lines or expressed as a precise mathematical formula. Scatter
plots are similar to line graphs in that they start with mapping quantitative data points. The
difference is that with a scatter plot, the individual points are not connected directly with a line
but instead, the points express a trend. You can see this trend directly through the distribution
of points or with the addition of a regression line. You use a statistical tool to mathematically
express a trend in the data.

Tip: Using the XY scatter graph provides you with the most realistic graph, because both

axes, X and Y, are true value plot points on the graph, instead of points. However, you can
produce the graphs in any type for analysis. The graph types that you produce depend on
the analysis that you will perform.

We use the XY scatter graph to analyze and produce the graph (Step 1 of 4) as shown in
Figure 6-76.
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Figure 6-76 Selecting XY Scatter graph

4. Select Next after you choose the graph type. The next window confirms the data range
(step 2 of 4). Click Next as shown in Figure 6-77 on page 301.
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Figure 6-77 Step 3 of 4 - Chart Options

5. You need to enter the chart title, the X value axis title, and the Y value axis title. Use
descriptive titles for each graph as shown in Figure 6-78.
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Figure 6-78 Input chart titles

6. The next panel (step 4 of 4) allows you to create the graph in the same sheet or in a new
sheet. This is entirely up to you. If you produce multiple graphs from the same template,
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then we recommend that you place each graph in a new sheet. In this example, we use
the same sheet. The graph is now generated as shown in Figure 6-79.
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Figure 6-79 Performance graph for a subsystem

Looking at the performance graph in Figure 6-79, we notice a consistent I/O rate throughout
the time frame. For an I/O graph such as this one, we look for spikes and then drill deeper into
the subsystem to determine the causes of these spikes.

It is quite easy to use Excel to produce performance graphs. You can produce performance
graphs for other subsystems, switches, and SVCs.

6.5 Repocopy

Repocopy enables you to make a copy of your TPC database repository.

Note: Do not use repocopy as a backup mechanism or backup tool. It is merely for
troubleshooting and analysis.

Repocopy allows you to export all of the tables of the database repository. It also allows you to
import the tables for another database. Repocopy is also a very useful tool when development
needs to review your database tables for programming bugs and error conditions.

Never import repocopy into an existing production TPC database, because this will cause
database corruption.

Note: All tables are exported into a text file format.
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6.5.1 How to run repocopy

The steps are:
1. You need to run the tool from the following directory:
— For Windows:
C:\Program Files\IBM\TPC\data\servenr\tools\
— For UNIX or Linux:
/opt/IBM/TPC/data/server/tools
2. Run repocopy.bat (Windows) or repocopy.sh (UNIX or Linux) as shown in Figure 6-80.

Import,.-"E:-:port Repository Utility — O] x|
File
What would you like to do?
—

(]} Import data into repository tables
() Export data from repository tables

L ious || Hext || Cancel

Figure 6-80 Run Repocopy and select the function you want

3. Select which function you want, either Import Data or Export Data. Click Next.

Exporting the data repository
To export the data repository:

1. To export the data from the repository table, run the repocopy command.
2. Select Export data from repository tables (See Figure 6-81 on page 304).
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'_ﬁ] Import/Export Repository Utility
File

'__ﬁ] What would you like to do?

i@ Export data from repository tables

) Import data into repository tables

previons | Next | | cancel

Figure 6-81 Select the Export data from repository tables function

3. Click Next (see Figure 6-82).

File _ N
jl]ptions for. Import/Expork
rDirecturyfur Export: |b:1templ || Browse
Delimiter: |,
|Quate: [
Previous " Next || Cancel

Figure 6-82 Options for Import/Export

4. Enter the information requested for the following fields:
— Directory for Export: Enter the directory where you want to export the repository.

Note: Always enter the location of the file to which you want to export or browse to a
level of the folder that is one level higher than the export location.

— Delimiter: Enter a delimiter character (the default is a comma).

— Quote: Enter the symbol that will contain the string data (double quotation marks are
the default).

5. Click Next. The Connection Properties panel displays. See Figure 6-83 on page 305.
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6. In this step, the utility reads the information that is detected in the server.config file. You
can locate this server configuration file under the \tpc\data\config directory (see
Figure 6-83).

Import,.-"Export Repository Utility

File

Connection Properties

Database Types |IBM DB2 =
User Name [dh2tpe

Passwaord |*"‘*“*

Driver Class |com.ibm.dbz.jcc.DBQDri\ter

Driver URL |jdbc:db?:f.flocalhost:SDDDDJ’TPCDB

Database |[TFCDE

DE Creator [TPC

Classpath |C:1PROGRA~1‘tIEIMiSQLLIEl‘tjava‘tdb?jcc_license_cu.jal

| Previous " Finish || Cancel |

Figure 6-83 Enter the database connection properties information

Note: You can export data from another database. You merely edit the fields in the
Connection Properties window.

7. Click Finish. The database information displays (see Figure 6-84).

Import,.-"Export Repository Utility
File

ImportiExport. Connected to; UDE

ImportiExport. URL: jdbeidb2:flocalhost 50000 TPCDE
ImportiExport Class: com.bm.db2 jec.DE2Driver
ImportiExpaort:  Database: TPCDE

ImportiExpart:  User: dh2tpe

ImportExport: Options:

ImportExport:  Directory: CHDEExpart

ImpartExport.  Delimiter:

ImpartExport:  Guate:

{]

[4]

| Run || Reconfigure

Figure 6-84 Database information displays

8. Click Run. TPC provides you with the option to reconfigure your selection. A progress bar
displays, and then, a list of tables that are being exported displays (see Figure 6-85 on
page 306).
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306

.Import,.-"Export Repository
File:

ImportExport: Exporting table T_RES_LUN_VWWN into file CADEExportT_RES_LUN_W\WMN.bd

ImportExport: Exporting table T_RES_MASKING_INFO into file CADEEMportT_RES_MASKING_IMNF O bd

ImportiExpart: Exparting table T_RES_MODEL into file CADBExportiT_RES_MODEL Bt

ImportExport: Exparting table T_RES_MODEL_SMAPSHOT into file C\DBExpotT_RES_MODEL_SMNAPSHOT b

ImportExport: Exporting table T_RES_NAMES_SUBSYSTEM into file CADBExportT_RES_MAMES_SUESYSTEM .bd

Import/Export: Exporting table T_RES_MODE into file CADBExportiT_RES_MWODE bt

ImportExport: Expoarting table T_RES_MNODE_ATTRIBUTE_SHAPSHOT into file CADBExportT_RES_MODE_ATTRIBUTE_SHAPS
ImportExport: Expoarting table T_RES_MODE_SMAPSHOT into file CADBExportT_RES_MNODE_SMHAPSHOT bd

ImportExport: Exporting tahle T_RES_KMODEZHBA into file CADBExpotT_RES_WODEZHBA bt >

<] [+
Cancel

D

Figure 6-85 The export utility progress bar

9. The display window displays a message when the export completes (see Figure 6-86).

.Import,.-"E:-:port Repository Utility
File

Import/Export: Exporting table T_STAT_LISER into file CADEExportT_STAT_LSER d
ImportExport: Exporting tahle T_STAT_IJSER_HIST inta file CADEBExpotT_STAT_USER_HIST td

ImportExport: Exporting tahle T_STORM_SETTIMGS into file CADBExportT_STORM_SETTINGS bd

ImportExport: Exporting tahle T_URPGRADE_LOG into file CADEBExportT_UPGRADE_LOG bt

ImportExport: Exporting table T_USER_PREFERENCES into file C\DEExportiT_UISER_PREFERENCES bt

ImportExport: Exporting table T_VIEW_MODEZCOMPUTER_ATTRIBUTE_SMAFSHOT into file CADEExporiT_VIEVWW_MODEZCOM
ImportExport: Exporting table T_VIEW_PORTZPARENT_ATTRIEUTE_SMAPEHOT into file CADBExpotT_WIEW_PORTZPARENT |
ImportExport: Exporting table T_WIEW_PORT2ZPORTZFABRIC_ATTRIBUTE_SMAPSHOT into file CIADEExporiT_WIEW_PORT2POE
ImpotExport: Expart Completed!

| »

1

[+]

|_Run—J Reconfigure |

Figure 6-86 Display window message indicating that the export has completed

Importing the data repository
To import the data repository:

1. To import the data from the repository table, run the repocopy command.
2. Select Import data into repository tables (see Figure 6-87 on page 307).
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Import,.-"EHport Repository Utility

File

What would you like to do?

) Export data from repositony tables

® Import data into repository tables

| Hext || Cancel

Figure 6-87 Select Import data from repository tables

3. Click Next to continue.
4. Enter the Options for Import fields (see Figure 6-88 on page 308):

Directory for Import: Enter the directory where the saved repository tables are stored.

Note: Always type the location of the file that you want to import or browse to one
level of the folder higher than the import location.

— Delimiter: Enter a delimiter character that has been used in the export utility (the
default is a comma).

— Quote: Enter the symbol that will contain the string data that used in the export utility
(double quotation marks are the default).

— Delete before Inserting: Check this option if you want to delete any existing data.

Tip: Always check the Delete before Inserting option, because this provides you with a
clean database into which to import the exported data.
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Dptinns for Import/Export

Directory for Import; |k3:1temp1 || Browse

Delimiter: |
Quote: |
[] Delete Before Inserting

Previous || NeﬁJ| Cancel

Figure 6-88 Enter the Import fields

5. Click Next. The Connection Properties panel displays (see Figure 6-89).
Enter the following fields:

— Database Types
— User Name

— Password

— Driver Class

— Driver URL

— Database

— DB Creator

— Classpath

Note: All of these fields are populated by default from DB2 configuration files. Only modify
these fields if required.

G T i
File

8 Connection Properties x|

Database Types | IBM DB2 =

User Name [dh2admin

Password [~

Driver Class [com.ibm.db2,jcc.DE2Driver

Driver URL [jdhc:db2:ilocalhostS0000TPCDE

Database [TPCDE

DB Creator [TFC

Classpath |C:1F‘ROGRA~1‘tIElMISQLLIEIIja\raIdbchc_Iicense_cu.ja

| Previous | Finish | | Cancel

Figure 6-89 Enter the Connection Properties for importing the repository
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Important: Always enter the database information for the new database that you created
and not the information of the exported data.

6. Click Finish. The Import/Export Repository Utility displays the information entered in the
previous panel (see Figure 6-90).

ﬂImport,.-"Export Repository Utility =[Ol x|
File

Import/Export: Class: com.ibm.db2 jcc.DE2Driver
ImportExport.  Database: TPCDE

ImportExport. User. db2admin

ImportExport:  Options:

ImportExport:  Directory: C

ImportExport:  Delimiter: ,

Import/Export: Guote:"

ImportExport: Delete hefore inseding: true
ImportExport:  Delete hefore inseding: true

| »

| Run || Reconfigure

Figure 6-90 Display of the information that was entered in the previous panel

7. Click Run to start the import. A window displays with a progress bar of the import. After
the import is complete, the window displays that the import has completed (see
Figure 6-91).

otory R

File

Import/Export: Importing file CADEExpotT_STAT_USER bt into tahle T_STAT_USER

Import/Export: Imporing file CADBExpotT_STAT_USER_HIST bt into tahle T_STAT_USER_HIST

ImpartExport: Importing file CADBExportiT_STORM_SETTINGS bd into table T_STORM_SETTIMNGS

ImpartExport: Importing file CADBExportiT_LUPGRADE_LOG b into table T_UPGRADE_LOG

ImportExport Importing file CADBExportiT_USER_FREFERENCES &t into table T_USER_PREFEREMCES

ImportExport: Importing file CADEExportiT_WIEW_NODE2ZCOMPUTER_ATTRIBUTE_SMAPSHOT .t into table T_YIEW_MODEZC
ImporfExport Importing file CADEEXporiT_VIEW_PORTZPARENT_ATTRIEUTE_SMAPSHOT bt into table T_VIEW_PORTZPAREN |
ImportExport Importing file CADEBExportiT_YIEW_PORT2ZPORTZFABRIC_ATTRIBUTE_SNAPSHOT Bt into table T_WIEW_PORTZ2IE
ImporExport: Impart Campleted! > |
1 : | [

| »

| Run || Reconfigure

Figure 6-91 The utility verifies the progress and the success of the task

8. The repocopy utility also has a DOS window running in the background to verify the steps
of the import (see Figure 6-92 on page 310).
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o L WINDOWSS system32 cmd.exe
Import Export: Importing file C:»\DBExport~T_STAT_TABLE.txt into table T_STHT_THB!
LE

Import/Export: Importing file C:“\DBExport“T_STAT_TIME_DIST.txt into tabhle T_STAT
_TIME_DIST

Import /Export: Importing file C:“\DBExport“T_STAT_TIME_HIST.txt into table T_STAT
_TIME_HIST

Import/Export: Importing file C:N\DBExport T_STAT_TOTALS.txt into tabhle T_STAT_TO
TALS

Import Export: Importing file C:»DBExport“~T_STAT_USER_txt into table T_STAT_USER

IHEEE%]IE:-S?DPt: Importing file C:N\DBExport~T_STAT_USER_HIST.txt into tahle T_STAT
Tmport/ExpuPt: Importing file G:sDBExport~T_STORM_SETTINGS .txt into tahle T_STOR
IM_SETTINGS

I_Eg:::t;rt/Expurt: Importing file C:NDBExportsT_UPGRADE_LOG.txt into tabhle T_UPGRADE

Import/Export: Importing file C:xDBExportsT_USER_PREFEREHCES.txt into tahle T_US
ER_PREFERENCES

Import Export: Importing file C:\DBExport:T_UIEW_NODEZCOMPUTER_ATTRIBUTE SHAPSHO
T.txt dinto table T UIENJ\IODEZCOHPUTER_FITTRIBIJTE SHAPSHOT

Import Export: Importing file C:xDBExportsT_UIEW_FORTZPARENT _ATTRIBUTE_SHAFPSHOT.
txt into tabhle T_UIEW_PORTZPARENT _ATTRIBUTE_SHAPEHOT

Import Export: Importing file G:\DBExport:T UIEW _PORTZPORTZFABRIC_ATTRIBUTE_SHAP
SHOT .txt into table T UIEH_PORT2PORT2FFIBRIC_HTTRIBUTE SHAPSHOT

Freszs any key to continue . . . ﬂ

Figure 6-92 DOS window running in the background

6.6 Brocade SMI-S agent management

The Brocade Storage Management Initiative Specification (SMI-S) agent provides access to
the management facilities in Brocade fabrics.

In the ever changing SAN environment, clients constantly increase the number of SAN
switches and fabrics in their environment, therefore, these switches and fabrics need to be
monitored and managed from a central reporting and management tool. TPC provides you
with this functionality.

The most commonly asked questions are:

» How do you add additional switches for the TPC server to monitor and manage after you
have already installed your Brocade SMI-S agent?

» Which Brocade SMI-S agent logs do you need to collect if you are encountering
problems?

» How do you manage the security authentication between the CIMOM and the TPC
server?

The Brocade SMI-S agent has a built-in utility to assist in these tasks. The utility is called the
Configuration Tool.

Note: These features are only available on Brocade SMI-S agent Version 110.4.0. For
more information, go to:

http://www.brocade.com/support/SMIAGENT. jsp

To locate the Configuration tool, go to:

» For Windows:
<SMIAgent>\agent\server\jserver\bin\

» For Linux and UNIX:
<SMIAgent>/agent/server/jserver/bin
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http://www.brocade.com/support/SMIAGENT.jsp

How to run ProviderUtil
On Windows:

1. Open a command window.
2. Set your system to the path C:\SMIAgent\agent\server\jserver\bin
3. Run the Configurationtool.bat file.

On UNIX:
1. Open a command window.
2. Set your system to the path opt/SMIAgent/agent/server/jserver/bin

3. Run the Configurationtool.sh file.

This opens the Brocade SMI Agent Configuration Tool as shown in Figure 6-93.

ﬁﬁgent Configuration & |[This panel can be used for adding, removing and modifying the proxy entries in
", Wy =F the configuration file. For this configuration to take effect, server should be
L D Praxi re-started ifitis already running.
roxies
(55 Agent Security Proxy IP | Usermarme | Login Scherme | RPC Handles |

D Mutu@%ﬁcatinn(cnenb
D Mutual Authenticationiindicatio
D HTTP Access
D User Authentication
Agent as a Service
L D Configure i Remove
Fort Configuration
i_ Dy Gemer
[} ARR & Eventing
FM Database Server
L D Connection Parameters
Firmmare Download
L D Saoftware Locations

oot ol coioting

SR | v

li Stop Server Exit

EETET]

B2

‘ Add H Remove || Madify |

Figure 6-93 Brocade SMI Agent Configuration Tool

6.6.1 Add additional switches to SMI Agent

In previous versions to Version 110.4.0, you needed to update the provider.xml file to add an
additional switch. Brocade has built this function into the configuration tool along with other
functions.

How to run
To run the Configuration Tool:

1. Launch the Configuration Tool.

2. The Brocade SMI Agent Configuration Tool window opens. Select Proxies if you have
already added other switches, they display in the right panel (see Figure 6-94 on
page 312).
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312

[

iﬁAgentCnnﬂguratiun

Fabric Connections
L D Proxies

AgentSecurih,r

D HTTF Access

D User Authentication
Agent as a Senvice

L D Configure [ Remove

Fort Configuration

D Server

[} ARR & Eventing
Fi Database Server

Firmweare Download
L D Software Locations

D tutual Authentication(Client)
D futual Authenticationgndicatio

L D Connection Parametars

S

i v

b |

I Start Server Stop Server I

[This panel can be used for adding, removing and moadifying the proxy entries in
the configuration file. For this configuration 1o take effect, server should be
re-started ifitis already running.
Proxy [P | Jser Mame | Login Scheme | RFC Handles
0.43.86.21 |admin Standard |8
| Add H Remove || Modify |

Lo [l oo | oa ]

Figure 6-94 Brocade SMI Agent with added proxies

3. To add additional switches (proxies), click Add. A new window with the proxy configuration
connections appears. Here, you enter the following information (see Figure 6-95):

— Proxy (switch) IP

— User name (of the switch)

— Password (of the switch)

— Login-Scheme: Standard (default)
— No.of RPC Handles: 5 (default)

Pro=yIP :

User name :

Password :

Login-scheme ;

Ho. of RPC Handles :

3.43.86.22 | |

|

| Standard

OK |

| Cancel |

Figure 6-95 Add switch details

» Click OK.
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» Click Apply. This adds the switch to the configuration. For the configuration changes to
take effect, we stop and start the Brocade SMI Agent service. You can use the Stop and
Start Server options available on the lower left of the tool panel, but we recommend that
you exit the tool, which reminds you if you need to restart the Agent. Select No and restart
the service manually (see Figure 6-96).

N Brocade SMI Agent Configuration

Applied configuration changes require restarting

of the SMiAgent to take effect.

Click "fes' to close this window and restart the server
using "Stop” and "Start’ buttons.

Click "Ho' to exit the application.

Yes No

Note: By using the Configuration Tool, the provider.xml file gets updated automatically. All
switch passwords are encrypted.

6.6.2 Collect logs for analysis

The Configuration Tool provides you with the functionality of gathering logs and other
information that you need to debug the Brocade SMI Agent.

The tool collects the following information about the Agent:

» Provider.xml

» Jserver.properties

» CIMOM and provider log files

» SMIAgentconfig.xml

» cimom.properties

» Operating system name, version, and agent information (systeminfo.txt)

All of the logs that are created are stored in an SMISupportFiles.zip file. The location of the

.zip file is defined by the users prior to running this process. You must run this command from
the machine on which the Brocade SMI Agent is installed.

How to run
The steps to gathering the logs are:

1. Launch the Configuration Tool.

2. The Brocade SMI Agent Configuration Tool window opens. Select Agent Support
Show — Collect Information (see Figure 6-97 on page 314).
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Figure 6-97 Brocade SMI Agent Collect Information

3. In the right pane, you can select the folder where you want to put the output to be saved.
Select the location.

4. Click Apply to generate the .zip file.

Note: The tool also allows you to generate an XML dump of the leaf classes.

6.6.3 How to enable Brocade SMI-S authentication

314

One benefit of enhanced security is that exclusive individuals control to access to the SMI-S
agent. Security settings for the security areas are supported and set by the Security
Configuration tool.

The security level that we set only allows local users that have an account (domain or local)
access to the SMI-S agent. A local user is an account that can be granted permissions and
rights from your computer. We need to ensure that this user account is created on the
computer. Figure 6-98 on page 315 shows that we have created the local user BrocadeCIM to
use in this example.
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Figure 6-98 List of local users

How to run
To run user authentication:

1. Launch the Configuration Tool.

2. The Brocade SMI Agent Configuration Tool window opens. Select Agent Security —
User Authentication (see Figure 6-99 on page 316).
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Domain Name

Figure 6-99 Brocade SMI Agent User Authentication

By default, Disable User Authentication is set to allow anyone access to the SMI-S

Agent. You need to change in order to enable user authentication. Select Enable User
Authentication, and click Apply. A message appears indicating that you have enabled
user authentication, and you need to supply the user name and password as shown in
Figure 6-100. Click OK to continue.
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each reguestto SMI Agent should pass the domain user infarmation. For this
configuration to take effect, server should be re-started if it is already running.

User Authentication is enahled.
Please provide the Username and Password

©®

Domain Name

| Apphy || Cancel || Exit |

Figure 6-100 Enable User Authentication
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4. A User Authentication window prompts you for a user name and password. Enter the user

name and password. Click OK.

Note: Although you cannot see to verify the user name and password that you enter, be

very careful to enter them correctly.

5. You need to restart the Brocade SMI Agent service, exit the tool, and restart the service

manually for the changes to take effect:

a. This now allows you to add the Brocade CIMOM to your TPC server with user
authentication now enabled (see Figure 6-101).

Service URL

Display Hame
De=scription

Usernane

Password

Password Confirm
Interoperability Hamespace
Truststore Location

Hi Hame

Software Level
Protocol Wersion
Authentication Yersion
Alias

Service 1D

Protocol

SLP Attributes
Connection Status

Status Timestamp

Test CIMOM connectivity before updating

hittp: #1943 .86 .32 3953

Erocade CIMOM

rocacde ClkiCh

ErucadeClM

F*****
F*****

oot Arocads

39303
Fittga

SUCCESS
October 13, 2006 61438 P PDT

¥

Figure 6-101 Brocade CIMOM with user authentication

Tip: If you have a Brocade CIMOM already configured on your TPC server, you need to
delete the CIMOM entry and recreate it with the correct user name and password to enable

user authentication.
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Additional material

This IBM Redbooks publication refers to additional material that you can download from the
Internet as we describe here.

Locating the Web material

The Web material associated with this IBM Redbooks publication is available in softcopy on
the Internet from the IBM Redbooks publications Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG247348

Alternatively, you can go to the IBM Redbooks publications Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with this IBM
Redbooks form number, SG247348.

Using the Web material

The additional Web material that accompanies this IBM Redbooks publication includes the
following files:

File name Description
SG247348.zip TPCTOOL macros

System requirements for downloading the Web material

The following system configuration is recommended:
Hard disk space: 30 MB minimum
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How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the Web
material .zip file into this folder.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this IBM Redbooks publication.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM Redbooks
publications” on page 322. Note that some of the documents referenced here might be
available in softcopy only.

» IBM TotalStorage Productivity Center V3.1: The Next Generation, SG24-7194

Other publications

These publications are also relevant as further information sources:

» IBM DB2 Universal Database Data Recovery and High Availability Guide and Reference,
SC09-4831

» IBM TotalStorage Productivity Center Command-Line Interface Reference, GC32-1777

» |BM TotalStorage UltraScalable Tape Library 3584 Planning and Operator Guide,
GA32-0408

» IBM TotalStorage Productivity Center Messages, GC32-7194

» 1C49190 Need procedures for changes to IBM TotalStorage Productivity Center: DB2
password changes; uninstallation of Data agents; uninstallation of Tivoli Common Agent

You can locate this document at:

http://www-1.ibm.com/support/docview.wss?rs=1133&context=5S8JB5&context=SSWQP2&
dc=DB500&ql=password&uid=swg21236490&1oc=en_US&cs=utf-8&lang=en

» IBM TotalStorage Productivity Center for Data V3 - Best Practices:
Chapter: Changing the DB2 password for the Data Server
Chapter: Changing the DB2 password for the Device Server
Chapter: Changing the host authentication password for the Device Server

You can locate this document at:

http://www-1.ibm.com/support/docview.wss?rs=597&context=STCRLM4&context=SSMMUP&
dc=DA4A10&uid=ssg1S7001491&Toc=en_US&cs=utf-8&Tang=en

Online resources

These Web sites are also relevant as further information sources:

» Messages link
http://publib.boulder.ibm.com/infocenter/tivihelp/v4rl/index.jsp

» TPC Web site
http://www-03.1ibm.com/servers/storage/support/software/tpc
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» Brocade SMI-S Agent Web site
http://www.brocade.com/support/SMIAGENT.jsp

How to get IBM Redbooks publications

You can search for, view, or download IBM Redbooks publications, Redpapers, Hints, and
Tips, draft publications, and Additional materials, as well as order hardcopy IBM Redbooks
publications or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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