Understandin
OA Security

Design and Implementation

Introducing an SOA security reference
architecture

~ . .
Implementing scenarios based
on the IBM SOA Foundation

“ Deploying SOA using IBM
Tivoli security solutions

Axel Buecker
Paul Ashley
Martin Borrett

Ming Lu

Sridhar Muppidi

Neil Readshaw

ibm.com/redbooks Red hOOks


http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/




International Technical Support Organization

Understanding SOA Security Design and
Implementation

November 2007

SG24-7310-01



Note: Before using this information and the product it supports, read the information in
“Notices” on page xi.

Second Edition (November 2007)

This edition applies to Version 6.0 of IBM Tivoli Access Manager for e-business, Version 6.1.1 of
IBM Tivoli Federated Identity Manager, and Version 6.0 of IBM Tivoli Directory Server. We are
also discussing several other IBM software products in the context of hands-on scenarios.

© Copyright International Business Machines Corporation 2007. All rights reserved.
Note to U.S. Government Users Restricted Rights -- Use, duplication or disclosure restricted by GSA ADP
Schedule Contract with IBM Corp.



Contents

Notices . ... ... Xi
Trademarks . . ... ... Xii
Preface .. ... . .. Xiii
The team that wrote this IBM Redbook .. ......... ... ... ... ... .... xiii
Become a publishedauthor . . ......... ... ... ... . . ... ... Xvi
Comments WelCome. . . .. ...t XVi
Summaryofchanges. ... ... ... ... ... . . ... Xvii
November 2007, Second Edition . .. ........ ... ... .. ... . . ... ... ... XVii
Part 1. Business contextand foundation .. ........ ... .. ... .. ... ... ... ... . ... 1
Chapter 1. Businesscontext . .......... ... . ... ... ... ... ......... 3
1.1 BUSINESS SCENANIOS . . .. . . oo e 4
1.1.1 Service creation at an insurance company ... .................. 4
1.1.2 Service connectivity at a government department ............... 5
1.1.3 Interaction and collaboration at a telecommunications company . ... 5
1.2 Service orientation in SOA . .. ... . . . e 6
1.2.1 More than componentization. ... ......... .. ... .. ... .. ... .... 7
1.2.2 AfOCUS ONTBUSE . . . oot e e 9
1.3 Security considerationsfor SOA . ... ... ... . e 9
1.8.1 User and service identities and their propagation. . ............. 10
1.3.2 Connect to other organizations on a real-time, transactional basis . 11
1.3.3 Composite applications. . . ........... i 12
1.3.4 Managing security across diverse environments ............... 12
1.3.5 Protectingdata ... ...... ... . . e 13
1.3.6 Compliance with a growing set of regulations. .. ............... 13
1.4 Security in the service-oriented lifecycle ......................... 14
1.4.1 Security encompasses all aspects of the lifecycle. . ............ 14
1.5 SUMMaArY . . .o 16
Chapter 2. Architecture and technology foundation . ................ 17
2.1 SOA security logical architecture .......... ... ... ... . ... ... ..... 18
2.1.1 Foundation sCeENarios . .. ...... ...ttt 18
2.1.2 Logical deployment architecture . ............. ... .. ... . ..., 22
2.1.3 SOA security logical architecture ........................... 33
2.2 Capabilities for a security reference model . ... . ................... 35
2.2.1 Business Security Services. . . ... . e 35

© Copyright IBM Corp. 2007. All rights reserved. iii



2.2.2 Information Technology (IT) Security Services. . ............... 41

2.2.3 Security Enablers . ... .. 47
2.2.4 Policy Management. .. ... ... . . . 49
2.2.5 Governance and Risk Management . . ....................... 56
2.3 IBM SOA Security Reference Model. ............................ 56
2.4 Architecture decisionguide . .. ........ .. .. 59
2.5 IBM products and SErviCes . . ...t 62
2.8 SUMMAIY . . oo 63
Part 2. IBM SOA Foundation scenarios ............ ... ... . ... .. ... . ... io... 65
Chapter 3. IBM SOA Foundation Service Creation scenario........... 67
3.1 SCeNario OVEIVIEW . . . . ..ot 68
3.1.1 Direct exposure architectural pattern . ....................... 68
3.1.2 Indirect exposure architectural pattern .. .. ................... 70
3.1.3 Security requirements. .. ... ... 70
3.2 Applying the IBM SOA Security Reference Model .................. 72
3.2.1 Business Security Services. .. ... . 72
3.2.2 IT Security Services . . ... 74
3.2.3 SecurityEnablers . ........ .. ... 84
3.2.4 Security Policy Management. . . ........ .. ... ... . . . ... 84
3.2.5 Governance and Risk Management . . ....................... 86
3.2.6 SUMMANY. . ..o 86
Chapter 4. IBM SOA Foundation Service Connectivity scenario .. ..... 87
4.1 SCENAMO OVEIVIEW . . .\ vt et e et e e et e et et 88
4.1.1 Security requirements. . . ... e 90
4.2 Applying the IBM SOA Security Reference Model .................. 91
4.2.1 Business Security Services. . .......... . i 91
4.2.2 IT Security SErvices . ...t 92
4.2.3 Security Enablers . ... .. 98
4.2.4 Security Policy Management. .. ....... ... ... ... ... .. 99
4.2.5 Governance and Risk Management . . ....................... 99
4.3 SUMMANY . . o ot e e et e e e e e e e 99
Chapter 5. IBM SOA Foundation Interaction and Collaboration Services
SCENAMO . . . ... e 101
5.1 SCENANO OVEIVIEW. . .. ittt e e e e 102
5.1.1 Overview of the Interaction and Collaboration Services scenario. . 102
5.1.2 Web single sign-on perspective .............. .. ... ... .... 103
5.1.3 Web services perspective. .. ...... .. ... .. i, 105
5.1.4 Security requirements. . . ... .. 106
5.2 Applying the IBM SOA Security Reference Model ................. 107
5.2.1 Business Security Services. . ........ .. . i 107

iv Understanding SOA Security Design and Implementation



5.2.2 IT Security Services . ... 111

5.2.3 Security Enablers . ....... ... 123
5.2.4 Security Policy Management. .. ....... ... ... ... . ... ... ... 123
5.2.5 Governance and Risk Management .. ...................... 124
5.8 SUMMaAIY . . .o e 124
Chapter 6. IBM SOA Foundation Business Process Management
SCENAMO . . . ... e 125
6.1 SCeNAario OVEIVIEW. . . . . oot e 126
6.1.1 Business Process Management architectural pattern. . ......... 128
6.1.2 Service Component Architecture (SCA) . .................... 129
6.1.3 Security requirements. . . ... ... ... 130
6.2 Applying the IBM SOA Security Reference Model . ................ 132
6.2.1 Business Security Services. . . ......... ... o e 132
6.2.2 IT Security Services . ... 133
6.2.3 Security Enablers . ....... ... .. ... .. 142
6.2.4 Security Policy Management. . ............. ... ... . ... ... 143
6.2.5 Governance and Risk Management . ....................... 143
B.3 SUMMaAIY . . .ottt e e 144
Part 3. Securing the Service Creationscenario................................. 145
Chapter 7. Businessscenario . ................. ...t 147
7.1 Businessmodel. ... ... 148
741 OVeIVIEW . . o oo e 148
7.1.2 Initial context - ITSOTelco. . . ... ... i 149
7.1.3 Initial context - ITSOBank . . . ... ... i 149
7.1.4 Preliminary SOAengagement. . .......... ...t 150
7.1.5 BuSiNess 10giC. . . ... 151
7.1.6 Authentication and authorization. .. ........................ 152
7.2 Businessrequirements . . ... ... 153
7.3 Security requIrements . . .. ... . e 153
7.4 SUMMAIY . o ottt et e e e e e e e e 155
Chapter 8. Solutiondesign............ ... ... ... ... . ... ... ..... 157
8.1 Solutionoverview . ........ ... e 158
8.2 Business Security Services. ... ... .. 159
8.2.1 Compliance and Reporting . . .. ...t 160
8.2.2 Data Protection, Privacy, and Disclosure Control . . . ........... 160
8.2.3 Non-repudiation Services .. .......... ... i 160
8.2.4 Identity and ACCESS. . . . . ..t 160
8.2.5 TrustManagement .. ... ... ... .. .. . i 160
8.2.6 Secure Systemsand Networks. ......... .. .. ... .. ... . .... 161
8.3 IT Security Services . ......... i i e e 162

Contents v



Vi

8.3.1 Identity Services . . ... . 162

8.3.2 Authentication Services. . ......... ... 165
8.3.3 Authorization Services . ......... ... .. 168
8.3.4 Confidentiality Services. . ......... ... . . 170
8.3.5 Integrity Services. . .. ... .. 171
8.3.6 AuditServices . .. ... 173
8.4 Security Enablers . ... ... .. 175
8.5 Security policy management. ....... ... ... . ... 176
8.5.1 Policy administration. ... ............. ... ... ... .. ... . . ... 176
8.5.2 Policy distribution and transformation....................... 177
8.5.3 Policy decision and enforcement .......................... 177
8.5.4 Monitoringand reporting. .. ...t 178
8.6 Governance and Risk Management . ............ ... ... ... ...... 179
8.7 SUMMANY . . . o 179
Chapter 9. Technical implementation ............................ 181
9.1 Implementation sCope . . .. ... . e 182
9.2 KeY StOreS . . ..t e 182
9.2, KBYS .o 182
9.2.2 KeY StOreS . . ..ttt e 183
9.3 Add Web services security to the ITSOTelco Portal application. . . .. .. 184
9.3.1 Configure requestgenerator. .. ....... ... ... .. 185
9.3.2 Configure response CONSUMET . . .. .o v ittt i 193
9.4 Deploy ITSOTelco Portal application . ............ ... .. ........ 200
9.4.1 Infrastructure configuration . .. ......... .. ... ... L. 201
9.4.2 Install ITSOTelco Portal application . ....................... 201
9.4.3 Configure ITSOTelco Portal application .. ................... 202
9.5 Configure Federated Identity Manager for ITSOTelco .............. 203
9.6 Configure XML firewall . ..... ... ... . . . .. 210
9.6.1 Infrastructure configuration .. ......... ... ... ... ... ... ... 210
9.6.2 Add XML firewall . . . . ... . e 210
9.7 Add Web services security to the ITSOBanker2007 application. . ... .. 237
9.7.1 Configure requestconsumer. . ..., 238
9.7.2 Configure response generator . ........ ... 247
9.8 Deploy ITSOBanker2007 application . ............ ... .. ... . .... 253
9.8.1 Infrastructure configuration . .. ......... .. ... ... .. . ... 254
9.8.2 Installing the CICS ECl resource adapter. . .................. 254
9.8.3 Configuring the CICS Connection Factory ................... 256
9.8.4 Configurea JAAS loginmodule ........................... 260
9.8.5 Install the ITSOBanker2007 application ..................... 263
9.9 Configure Federated Identity Manager for ITSOBank. .............. 265
9.9.1 Identity mediation for XML firewall ......................... 266
9.9.2 Identity mediation for ITSOBanker2007 application ............ 272

Understanding SOA Security Design and Implementation



9.9.3 Deploy LDAP mappingmodule. . ............... ... ........ 278

9.9.4 Create LDAP mapping module instance. . ................... 280
9.9.5 Create RACF passticket module instance ................... 281
9.9.6 Create Username token module instance. ................... 283
9.9.7 Identity mediation for CICS connectivity . ... ................. 284
9.9.8 Restart WebSphere Application Server . .................... 288
9.10 Testingthesolution. .. ... .. ... .. ... . 288
9.10.1 Createthetestuser.... ... .. ... ... .. 289
9.10.2 Accessthe application . ............... ... .. ... ... ... ... 290
9.10.3 Message traces. . . . .. ..ot e 291
9.10.4 Interaction with the Federated Identity Manager STS. . ........ 296
Q.11 SUMMANY . . ot e 303
Part 4. Securing the Service Connectivity scenario ............................. 305
Chapter 10. Businessscenario ................................. 307
10.1 Businesscontext. ........... . 308
10.1.1 Businessproblem ... ... ... . 308
10.1.2 Projectcharter. .. ... ... . . 308
10.2 [T context. . ... e 309
10.2.1 LargeCo . ..ot e 309
10.2.2 SmMallCo. . . ..o e 310
10.3 SUMMANY . . .o e 311
Chapter 11. Solutiondesign. ... ..... ... ... .. ... ... .. ... ..... 313
11.1 Solutionoverview . ... . 314
11.2 Business Security Services. . . ... 315
11.2.1 Complianceand Reporting .. ....... ... .. ... 315
11.2.2 Data Protection, Privacy, and Disclosure Control . . ........... 316
11.2.3 Non-repudiation Services .. ........ .. ... ... 316
11.2.4 Identity and ACCESS. . .. ..ot 316
11.2.5 TrustManagement . ....... .. .. .. i 317
11.2.6 Secure SystemsandNetworks. . ......... ... ... ... ... .... 317
11.3 IT Security Services .. ... e 318
11.3.1 Identity Services . .. ... . 318
11.3.2 Authentication Services. . . ............. ... . . 321
11.3.3 Authorization Services .. ......... .. 324
11.3.4 Confidentiality Services. ... .......... ... ... ... .. ... 325
11.3.5 Integrity Services. .. ... ... 326
11.3.6 Audit Services. . . ... 326
11.4 Security Enablers . ... ... ... . 328
11.5 Security Policy Management. . ........... ... . . i, 329
11.5.1 Policy Administration. .. ........... ... .. .. .. 329
11.5.2 Policy Distribution and Transformation . .................... 330

Contents  vii



11.5.3 Policy Decision and Enforcement ... ...................... 330

11.5.4 Monitoringand Reporting . . ......... ... .. 331
11.6 Governance and Risk Management . ............ ... ... ... ..... 331
11,7 SUMMAIY . . .o e e 331
Chapter 12. Technical implementation ........................... 333
12.1 Implementation scope. . ... 334
12.2 Adding the token exchange mediation primitive using WebSphere

Integration Developer. . ... ... 334

12.2.1 Adding the token exchange mediation primitive . .. ........... 335

12.2.2 Deploying the new mediation .. ........... ... .. ... ....... 346
12.3 Configuring identity propagation by modifying the LargeCo and SmallCo

applications. . .. ... 346

12.3.1 Configuring request generator in LargeCo portlet. . ........... 347

12.3.2 Configuring the request consumer in SmalliCo Web service. . . . . 352
12.4 Deploying the LargeCo and SmallCo applications . ............... 360

12.4.1 Infrastructure configuration . . .. ......... .. ... .. ... .. .. ... 360

12.4.2 Deploy LargeWESBPortlet .. ......... ... ... ... ... .. .... 360

12.4.3 Deploy SmallWSTooWeb application. ..................... 362
12.5 Configure Federated Identity Manager trustchains ... ............ 362

12.5.1 Identity mediation for LargeCo portlet. .. ................... 363

12.5.2 Identity mediation for LargeCoESB ... .................... 369
12.6 Testingthe solution. .. ... ... ... . i 374

12.6.1 Creatingtestaccounts ......... ... ... .. .. . . ... 375

12.6.2 Accessing the serviceviatheportal .................... ... 376

12.6.3 Federated Identity Manager Security Token Service interaction . 377

12.6.4 Examine WebSphere ESB message logs. .. ................ 386
12,7 QUMM . . oo e e e 392
Appendix A. Introduction to service-oriented architecture. .. ..... ... 393
Service-oriented architecture overview . ........ .. ... .. .. ... 394

Definition of a service-oriented architecture . .. .................... 394
IBM SOA Reference Model: Challenges and drivers for SOA . ........... 396

Why SOA NOW. . ..t e e e 400

SOA approach for buildingasolution . ... ........................ 403
Getting started with SOA . . . . ... 405

SOA adoption . . ..o e 405

IBM SOA entry points . . . ... i i e 406

IBM SOA Foundation .......... ... . 408
Web services and SOA . .. ... 408

Web services technologies . . ... ... . 408

Web services and SOA. . . ... 413
Appendix B. IBM SOA Foundation. . ............................. 415

Understanding SOA Security Design and Implementation



SOA Foundation overview . . ...t 416

SOA Foundation lifecycle .. .......... i 416
Model . ... 417
Assemble . ... .. 418
DeEploy . . .o 418
Manage . . ... 419
GOVEIANCE. . . . ot e 419

SOA Foundation Reference Architecture. ... ........ .. ... ... . .... 420

SOA Foundation scenarios . ............co it 424
Service Creation scenario. . ........ ..o 426
Service Connectivity scenario. .. ......... ... i 429
Interaction and Collaboration Services scenario. ... ................ 436
Business Process Managementscenario. . ....................... 436
Information as a Service scenario. . ........... ... i 437

Appendix C. Security terminology, standards, and technology . . .. ... 439

Security inan SOA environment . .......... .. .. e 440
SECUrity OVEIVIEW . . . . o e 441

Web services security specifications .. ........... .. ... ... ... . ..., 444
WS-SeCUrity . ..o 446
WS-POlICY . . e e 448
WS-TrUSE . .« .ot e 449
WS-Federation .. ... ... . . e e 449
WS-SecureConversation. . .. ... ... i e 450
WS-SecurityPolicy. . .. ... 451
WS-Provisioning . . . ..o 451
More information. . ... ... . . 452

Security Assertion Markup Language . ......... .. .. ... 452

eXtensible Access Control Markup Language . ... .......... .. ..., 453

Java Authorization Contract for Containers .. .. ...................... 453

Service Provisioning Markup Language. . .. .......... ... ... 454

Z/OS SECUIMLY . . . vttt e e 456
System Authorization Facility .. ......... ... ... . ... . . 456
RACE . e e e 457

Appendix D. Additional material ............... ... ... ... ... ... 461

Locating the Web material . . ... ... ... . ... . . . . 461

Usingthe Web material .. ....... ... . . i 461
Example 1-CICS . .. ... 462
Example 2 - WebSphere ESB. . . ... ... ... . i 464

Related publications ............. .. ... ... . . . . . 465

IBM Redbooks publications . . .......... .. . 465

Other publications .. ....... ... 466

Contents  ix



ONliNE rBSOUICES . . . i it ettt e e e e e e e e e 466

How to get IBM Redbooks publications . ............... ... ... ..... 466
Helpfrom IBM . ... .. 466
INdeX . .. 467

X Understanding SOA Security Design and Implementation



Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not give you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS 1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer
of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on
the capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the
sample programs are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.

© Copyright IBM Corp. 2007. All rights reserved. Xi



Trademarks

The following terms are trademarks of the International Business Machines Corporation in the United States,
other countries, or both:

Redbooks (logo) \@ ® Everyplace® Redbooks®
developerWorks® IBM® RACF®

z/OS® IMS™ RUP®

Component Business Model™ OMEGAMON® SecureWay®

CICS Connection® 0OS/390® System z™

CICS® Passport Advantage® Tivoli®

DataPower device® Proventia® WebSphere®
DataPower® Rational Unified Process® Workplace™

DB2® Rational® Workplace Forms™

The following terms are trademarks of other companies:

SAP R/3, SAP, and SAP logos are trademarks or registered trademarks of SAP AG in Germany and in
several other countries.

Oracle, JD Edwards, PeopleSoft, Siebel, and TopLink are registered trademarks of Oracle Corporation
and/or its affiliates.

IT Infrastructure Library, IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government Commerce.

ITIL is a registered trademark, and a registered community trademark of the Office of Government
Commerce, and is registered in the U.S. Patent and Trademark Office.

DataStage, are trademarks or registered trademarks of Ascential Software Corporation in the United States,
other countries, or both.

EJB, Java, JRE, J2EE, Sun, and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

Active Directory, Internet Explorer, Microsoft, Visio, Windows, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.

Xii Understanding SOA Security Design and Implementation



Preface

Securing access to information is important to any business. Security becomes
even more critical for implementations structured according to service-oriented
architecture (SOA) principles, due to loose coupling of services and applications,
and their possible operations across trust boundaries. To enable a business so
that its processes and applications are flexible, you must start by expecting
changes to both process and application logic, as well as to the policies
associated with them. Merely securing the perimeter is not sufficient for a flexible
on demand business.

In this IBM® Redbooks® publication, security is factored into the SOA life cycle
reflecting the fact that security is a business requirement, and not just a
technology attribute. We discuss an SOA security model that captures the
essence of security services and securing services. These approaches to SOA
security are discussed in the context of scenarios and observed patterns. We
also discuss a reference model to address the requirements, patterns of
deployment and usage, and an approach to an integrated security management
for SOA.

This IBM Redbooks publication is a valuable resource to senior security officers,
architects, and security administrators.

The team that wrote this IBM Redbook

This IBM Redbooks publication was produced by a team of specialists from
around the world working at the International Technical Support Organization,
Austin Center.

Axel Buecker is a Certified Consulting Software IT Specialist at the International
Technical Support Organization, Austin Center. He writes extensively and
teaches IBM classes worldwide on areas of Software Security Architecture and
Network Computing Technologies. He holds a degree in computer science from
the University of Bremen, Germany. He has 21 years of experience in a variety of
areas related to Workstation and Systems Management, Network Computing,
and e-business Solutions. Before joining the ITSO in March 2000, Axel worked
for IBM in Germany as a Senior IT Specialist in Software Security Architecture.

Paul Ashley is a Senior Certified IT Specialist and Lead Architect for the SOA
Advanced Technologies A/NZ team, part of the IBM Software Group. The team
specializes in new SOA engagements and technology. Paul has worked in the IT
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industry for 17 years, and holds degrees in Electronics Engineering and
Computer Science, and a Ph.D. in Information Security. Before joining the SOA
Advanced Technologies team, Paul worked as a Security Specialist for Tivoli®
Security in both the USA and Australia. He is based at the Australian
Development Labs on the Gold Coast.

Martin Borrett is a senior security architect supporting IBM Tivoli Security brand
across Europe. Martin has worked in the IT industry for 14 years, the last 12 of
which have been with IBM. Martin is based at IBM Hursley in the UK and spends
most of his time travelling across Europe advising clients about the business,
technical, and architectural issues associated with security and assisting them in
exploiting IBM Tivoli Security products. Over the last two years, Martin has
worked increasingly with clients and IBM teams on SOA, in particular the security
and management aspects and the technology that Tivoli can provide to help
clients in this area. Martin is a Consulting IT Specialist, a certified member of the
BCS and a chartered engineer (CEng) of the IET.

Ming Lu is a Senior Managing Consultant in the IBM Software Services for Tivoli
(ISST) security practice team. He works on security architecture and solution
design for projects based on the IBM Tivoli security product portfolio. Ming has
over 12 years of experience in the field of information security, software
engineering, and system integration. Before joining ISST in 2006, he worked in
the IBM Tivoli Austin lab for seven years as a Senior Security Architect. He holds
a Ph.D. degree in Computer Science from Tsinghua University, China.

Sridhar Muppidi is a Senior Technical Staff Member in IBM Software Group. He
is responsible for SOA Security Architecture and SOA security solutions. He is a
product architect for the SOA Security Policy Management solution. As a part of
worldwide security architecture and solutions design group, his responsibilities
also include providing secure and manageable e-business solutions to
enterprises, which includes architecting solutions for clients, working on new
product development, and standards work. He holds a Ph.D. in Computer
Science and has published extensively.

Neil Readshaw is a Senior Certified IT Specialist in Tivoli’'s Worldwide Customer
Solutions (SWAT) team. He is based in the Gold Coast, Australia. He has 15
years of experience in software development, network management, information
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Summary of changes

This section describes the technical changes made in this edition of the book.
This edition might also include minor corrections and editorial changes that are
not identified.

Summary of Changes

for SG24-7310-01

for Understanding SOA Security Design and Implementation
as created or updated on May 29, 2008.

November 2007, Second Edition

This revision reflects the addition, deletion, or modification of new and changed
information described below.

New information
New in this edition:

» In Part 2, “IBM SOA Foundation scenarios” on page 65 we added a new IBM
SOA Foundation scenario chapter. In Chapter 6, “IBM SOA Foundation
Business Process Management scenario” on page 125, we describe the
application of the IBM SOA Security Reference Model to the SOA
Foundation Business Process Management scenario.

» In Part 4, “Securing the Service Connectivity scenario” on page 305 we
added an end-to-end working example of securing the IBM SOA Foundation
Service Connectivity scenario. The WebSphere® Enterprise Service Bus is
used in the solution as a mediation point between a WebSphere Portal
application and a Web service implemented in WebSphere Application
Server.

Changed information
Changed in this edition:

» We moved some of the discussion around standards into Appendix C,
“Security terminology, standards, and technology” on page 439.

» We reorganized Chapter 1, “Business context” on page 3 and added more
high level content.
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» In Chapter 2, “Architecture and technology foundation” on page 17 some
details around the IBM SOA Security Reference Model have been updated
and augmented.

» Part 2, “IBM SOA Foundation scenarios” on page 65 has been reorganized
for better reading and understanding.

» Our technical implementation scenario in Part 3, “Securing the Service
Creation scenario” on page 145 has been augmented with more details
around the DataPower® XS40 implementation.
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Part 1

Business
context and
foundation

In this part, we discuss the business context behind service-oriented architecture
(SOA) security and why executives need to be concerned about every aspect of
it.

In order to consistently produce security solutions for SOA environments, we
introduce and discuss the IBM SOA Security Reference Model.
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Business context

Today’s business environment is undergoing dramatic change. Competitive
pressure from traditional and non-traditional sources, the rapid emergence and
growth of new channels, increasing pressure to outsource selected business
processes, and demands for compliance with a plethora of new regulatory and
legal requirements are all contributing to an ever growing demand for change.

Traditionally, many organizations have struggled to manage change. In order to
survive and prosper in the coming years, these organizations will need to
develop a capability to sustain a state of change and evolution. The ability of an
organization’s IT systems to cope with this level of change will be a significant
factor in the organization’s success in adapting to this increasingly dynamic
business environment. Organizations are addressing this by adopting
service-oriented architecture (SOA) principles.

We begin by introducing three real business examples of organizations that have
adopted an SOA approach and why security is a key business consideration for
them. Next, we look at what service orientation means and how it can change
the way applications are developed. We finish the chapter by discussing the
security considerations in SOA and look at how security fits into the SOA
development life cycle.
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1.1 Business scenarios

In this section, we introduce three examples of organizations that are embarking
on programs to make them more adaptable to change. These three examples
were chosen because they map well to the first three SOA foundation scenarios
that are described in more detail in later chapters. This also highlights the need
for security to act as a business enabler. The real business names have not been
included.

1.1.1 Service creation at an insurance company

The insurance company’s primary business is general insurance distributed
through partners, such as brokers, financial institutions, and other channels.

To cater for the growing demand for new insurance products in the marketplace,
the company’s aim is to leverage existing assets of the organization and
introduce new products faster than they can currently achieve. To enable more
rapid development of new applications, the insurance company creates services
from their existing system. This is a common situation where existing business
logic (likely in the form of an application) can be enabled as a service, or new
services can be deployed. For example, access to business logic from an
enterprise information system, such as CICS®, can fall into this category.

Service-enabling the existing system allows the insurance company to
modernize and provide a consistent look and feel to their existing insurance
application. This can enable an immediate reduction in training of new staff and
provide an improved interface for their partners.

In general, security of the environment is of critical concern to the company and
specifically an important consideration in the above case. Service enabling the
existing application must not reduce the level of security in the environment. It is
not only important to protect the data in transit but to identify who is invoking the
services and audit this for accountability. It is also important to provide a
seamless user experience such that the intermediate service veneer is
transparent to the user and that it remains compliant/auditable.

Rules for underwriters and partners writing new insurance policies must still be
enforced. Security of insurance claims is particularly important, including
separation of duty between claims staff and underwriters. Protection of client
insurance policy information must be maintained so that only authorized staff can
access the information. With increased focus on compliance to financial
regulations, each transaction must be properly audited. Downtime during
business hours cannot be tolerated, because this can directly affect revenue
during that period.
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1.1.2 Service connectivity at a government department

The government department deals with millions of transactions spread across a
large number of back-end systems that have evolved over a period of more than
twenty years.

These systems are being accessed and used in multiple ways with different
protocols, data formats, and other infrastructure constraints that lead to a
number of inconsistencies.

Based on stringent laws and cost cutting measures, the department wants to
streamline their business and provide consistent, business driven, secure access
to systems and data. The department wants to introduce a set of core services
that are available to a variety of internal and external consumers. The flexibility to
make changes to their service implementations with minimal to no impact to
service consumers is desired. Consumer systems can also use different
protocols compared to what the services provide. In such cases, an enterprise
service bus (ESB) can provide the necessary decoupling of service consumers
and service providers.

It is important to protect business information, sensitive user data, and establish
business trust relationships with other departments. Propagation of identity
across domains is a key consideration. Providing end-to-end message security
is also a key requirement, because messages can be traversing different
transport mechanisms and trust zones. In addition, access must be provided to
information (and systems) based on business drivers. Because the ESB acts as
a mediation hub, various aspects of security need to be enforced at the ESB to
ensure valid and secure access to systems and data. Finally, the department
needs to consider the appropriate governance, risk, and compliance measures to
address a variety of legal and regulatory aspects.

1.1.3 Interaction and collaboration at a telecommunications company

The telecommunications company has many thousands of employees and
handles millions of customers each year. The company is facing a number of
challenges. The telecommunication laws concerning the company are changing
rapidly and the company is currently struggling to keep pace with them. The
company needs to modernize their customer user interfaces. These new
interfaces can be provided for both internal staff and customers accessing via the
Internet. The company also wants to facilitate access to existing applications.

The customers can use the aggregation of disparate services from an integrated
consumer portal. These services can be either Web-based or Web
services-based. Users can access the portal through a variety of interfaces
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including browsers, PDA, kiosks, and so on. These services can also be reused
from elsewhere within the enterprise or externally at a service provider company.

1.2 Service orientation in SOA

6

This section gives a brief introduction to SOA. Further details can be found in
Appendix A, “Introduction to service-oriented architecture” on page 393.

Service orientation (and SOA in general) is increasingly being viewed as a
means to better align business and IT objectives and to better support the levels
of flexibility and change required by the business. Existing business processes
are decomposed into discrete units of business function termed services. These
services are then recombined into business processes in a more flexible manner.
Such decomposition has led to the emergence of collaborative eco-systems1,
where the reconstructed processes often integrate services from partners,
outsourced providers, and even customers.

Figure 1-1 illustrates the traditional approach for implementing business
processes and associated IT applications with each organizational unit acting in
isolation. Each business process has its own proprietary implementation of the
business activities, which are often re-implemented in slightly different ways in
other business processes and organizational units.

Division “A” Division “B” Division “C” Division “D” Division “E’
0
. b
® & o &
|

-

Figure 1-1 Traditional approach to business process design

T M. Lansiti and R. Levien, “The Keystone Strategy”, HBS Press, Boston, MA (2004), “Daimler's New
Way to Make Cars: Let Someone Else Do It”, Forbes (August 16, 2004)
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Figure 1-2 shows the goal of service orientation: common business logic is
available in reusable services that can be performed where it is most appropriate,
regardless of organizational boundaries.

Customer —>‘—
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Figure 1-2 Service-oriented approach to business process design

1.2.1 More than componentization

SOA is more than merely decomposing business processes into components of
business function. It also identifies that the focus in application development
needs to be on implementing business logic, not on how components will
interconnect. This allows services to be connected together to implement the
desired business processes. Moreover, services can be replaced with equivalent
services as required; for example, a particular business function might be
outsourced.

Consider the example shown in Figure 1-3 on page 8, where each service needs
to know how to connect to each other service to which it might need to connect.
Given our goal of flexible connectivity, determining the scope of potential
connectivity can be quite difficult to predict. This tight coupling between services
makes the resulting business process fragile and difficult to change to meet the
evolving needs of the business.
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Figure 1-3 Directly connected services

As described in 1.1.2, “Service connectivity at a government department” on
page 5, by moving functionality, such as flow control, translation of data formats
and protocols, and identity propagation between services out of the application
logic and into the services infrastructure, we gain greatly improved flexibility as to
how services can be interconnected, because each service only needs to know
how to connect to the service infrastructure, as shown in Figure 1-4.
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Figure 1-4 Connectivity using a service-oriented infrastructure
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1.2.2 A focus on reuse

An important differentiation between service orientation and earlier distributed
application development approaches is a much stronger focus on reusing
existing IT assets. This emphasis on the value of reuse has made a transition to
SOA more attractive and affordable for enterprises with large investments in
existing IT systems, some dating back over 30 years.

Reusing existing systems does come at a price. Resulting systems comprise a
heterogeneous mix of new and old technologies, which presents systems
management, compliance, and security management challenges.

As shown in Figure 1-5, one example of a set of functionality that can be
externalized and reused is security. In this way, security (for example, identity
processing) is decoupled from the services and processed externally.

Pricing Customers
Security Security
Vb \ ESB Inventory
Security : S——
Shipments Sales Y
Security Soecmuritsy
g <4

Service

Infrastructure

Figure 1-5 SOA requires security (and identity) abstraction

1.3 Security considerations for SOA

Securing access to information is fundamental for any business. Security
becomes even more critical for implementations structured according to SOA
principles, due to the loose coupling of services and applications, and their
operation across organizational boundaries. Such an environment often exposes
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the brittleness and limitations of existing security implementations. Based on
observed patterns from a set of scenarios, and use cases, we can articulate the
required capabilities and create a reference model to address these capabilities.

A secure business needs a flexible, customizable infrastructure, so it can adapt
to new requirements and regulations. Merely securing the perimeter with
firewalls or routers is not sufficient, because a business needs to have dynamic
trust relationships over time with its partners, customers, and employees. To
provide such flexibility, a business needs to leverage a security services
infrastructure. Businesses must not hard wire policies into the services, but
implement the requirements of the security model through a policy driven
infrastructure. In order to achieve the vision of meeting business goals through IT
in an auditable manner, security policies must be factored in as part of the
application life cycle.

Examining the security management challenges, there are a number of
considerations in a service-oriented environment that enterprise architects care
about:

» The need for identity to be decoupled from the services. All entities in SOA
have identities - users, services, and so on, that need to be properly identified
so that appropriate security controls can be applied.

» The need to seamlessly connect to other organizations on a real-time,
transactional basis

» The need to ensure that, for composite applications, proper security controls
are enacted for each service and when services are used in combination

» The need to manage identity and security across a range of systems and
services that are implemented in a diverse mix of new and old technologies

» Protection of business data in transit and at rest

» The need for demonstrable compliance with a growing set of corporate,
industry, and regulatory standards

1.3.1 User and service identities and their propagation

An SOA aims to provide services that can be interconnected and reused as
appropriate to fulfill a particular business process. Moreover, these services must
be connected and implemented in a secure and auditable manner, according to a
defined security policy. Identity therefore plays a key role in delivering on the
promise of service orientation. Figure 1-6 on page 11 shows the identity
challenges in SOA.

10 Understanding SOA Security Design and Implementation



4 o

Online Account
Bank .

/ " Desktop
Account | HRID | |p

401K i
Corporate * Health

Travel ID Provider ID
Notes " ;

ID MS AD . Financial .
Network ID - Services and complexity
Account
Supply Each ID adds
Chain ID~ . R
i [ Siebel VlF’N business risk to
D D compliance /

Each application
brings its own ID

Each ID does not
work with other IDs

Each ID adds cost

Greater number of diverse users

Each application/service brings its own IDs
and credentials

Need to decouple identities from the
applications

Business flexibility demands
Multiple, heterogeneous endpoints

No more application logic coding — expensive
to maintain and support

Compliance concerns

Maintain clean user directories in mainframe

and lines of businesses

Flow auditable application identities from
point-of-entry to resources

Figure 1-6 Identity challenges in SOA

Identities exist for both users and services, and both must be subject to the same
controls.

The identities might need to be propagated throughout the SOA environment. In
many cases, service implementations can restrict the options and formats
available for propagating a user’s identity to/from the service. Identity Services
are therefore required in the infrastructure to deal with these identity mediation
issues, so that services can be easily interconnected without worrying about how
to map and propagate user identity from one service to the next. This approach
can greatly reduce the amount of code written and hence improve the speed and
ease of developing new services.

1.3.2 Connect to other organizations on a real-time, transactional
basis

There are several forms of inter-organization interaction that can occur in a
service-oriented deployment. A first step toward service orientation might involve
integrating service user interfaces from different domains or organizations into a
single portal interface. Another example might involve a service provided by a
partner organization being directly invoked from a business process.
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Regardless of the form of the interaction, it is imperative that security, identity,
and access policies are defined and enforced for all transactions. These policies
need to be enforced for both incoming and outgoing requests.

Boundary security services are an obvious starting point. These boundary
security services must be able to provide coarsely grained verification that
requests are coming from or going to trusted parties.

Establishing the trust relationship between the organizations is a key step in
allowing inter-organization cooperation. This involves establishing rules around
interaction, such as defining identity information that must be propagated
between organizations, as well as establishing the cryptographic keys used for
securing the messages.

It is very unlikely that user identities will be the same in all of the service
components in a business process flow that spans different organizations.
Identity Services will therefore be required to validate the identity of the
requesting user, confirm that they are authorized to perform the requested
operation, and map their identity to one that the target service can understand
and use to identify the user or service making the request.

1.3.3 Composite applications

The security policy for the services includes the rules established for allowing
services to be accessed. A user or service might require specific privileges to
allow them to access a service.

When services are combined, such as when they are choreographed into a
higher level business process, the combination of these services might require
another examination of the security policy. For example, a user might be allowed
to access Service A and Service B independently. However, when these two
services are choreographed together, perhaps with other service invocations,
then the user is no longer allowed to access these services.

The complexity in an SOA environment is that the security policy for the
choreographed services needs to take into account the mixing and matching of
services in different combinations as required to reflect changes in business
processes. Each new choreography might require examination of the security
policy to ensure it remains valid for this new combination.

1.3.4 Managing security across diverse environments

A typical SOA will have many points at which security policy is enforced and
implemented. These policy enforcement points will be located both at the service
connectivity level, as well as within the implementations of the services
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themselves. Management of a policy across these various heterogeneous
enforcement points requires an administrator to use a diverse set of resource
centric management interfaces, and their associated security policy terminology
and semantics. This sometimes is called swivel chair management.

For SOA to achieve its goal of business flexibility within an environment of
governance and regulatory compliance, definition and management of security
policy need to be simplified. There must be consistent management terminology
and semantics across the various enforcement points. This defined policy can
then either be directly enforced by the enforcement points or automatically
translated into something that the endpoints can understand and enforce.

1.3.5 Protecting data

Protection of data from unauthorized modification and disclosure is a key
requirement within SOA. Data needs to be protected because it is business or
privacy sensitive or both. A policy must therefore be in place to ensure that data
is protected in both transit and at rest, with consistent security measures applied.

Data protection is especially important when data moves outside the
organizational boundary, which can happen without the knowledge of the
consumer. For example, an internal service might be replaced with an
outsourced service, with data now flowing to the external organization. If the data
is business or privacy sensitive, then the service provider might need to ensure
appropriate protection is in place to satisfy the policy requirements of the calling
organization.

1.3.6 Compliance with a growing set of regulations

Auditing of transactions is required to provide the data needed for assessing
compliance, which measures the performance of the IT environment relative to
measures established by the business policies. This might include verifying the
working system against a set of internally created policies and also against
external regulatory acts.

Complexity is increased in SOA where different applications from different
sources or vendors are targeted for different levels of compliance. This is
especially true when accessing services provided by an external organization,
where the regulatory and compliance regime is different from the requesting
organization.

If possible, the audit data produced by the various policy enforcement points
must be integrated into a single repository, or federated into a single logical view
of the data. This will facilitate the production of the required audit reports,

Chapter 1. Business context 13



verification of compliance against policy, and investigation of security-related
events.

1.4 Security in the service-oriented life cycle

An important facet of service orientation is an emphasis on the entire life cycle of
IT systems—from conception to ongoing operation and management. Service
orientation aims to better align business and IT goals and to provide a greatly
improved capability to deal with change. Refer to Appendix B, “IBM SOA
Foundation” on page 415 for more information about the SOA life cycle model.

1.4.1 Security encompasses all aspects of the life cycle

As shown in Figure 1-7, certain roles in an organization contribute toward the
creation, definition, refinement, monitoring, verification, and management of
security policies during the execution of the service-oriented life cycle.

~
Declare application security policies; Configure infrastructure
Build and test secure applications J for application security;

Integrate people, process
Security architects and information
Application architects
Application programmer

Application administrator
Security administrator
Security developer

Define business _—
. T

and corporate security TR

policies. Model security

requirements and application
security

Security policy officer
Security auditor
Business analyst

Manage application security
Manage identities
Monitor for compliance

IT administrator
Security administrator
Operator

Figure 1-7 Service-oriented life cycle from a security perspective
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Model
In this role:

» Corporate security officers and equivalent executives define corporate
security policies and outline regulations with which the business must comply.

» Business analysts work with security policy officers to translate corporate
security policies into terms of a business vocabulary and process.

Assemble
In this role:

» Application and security architects model the security policies, based on
choices provided by the business analyst.

» Application programmers and administrators factor in these security policies
by declaring the requirements for the infrastructure to enforce. When the
infrastructure support is not sufficient, the security policy can be implemented
in the applications.

Deploy
In this role:
» Application administrators install the applications and work with security

developers and security administrators to configure the applications and
associated security policies.

Manage
In this role:
» IT and security administrators manage the security policies across a set of

applications and infrastructure to meet the requirements, which can continue
to change over time.

» Operators monitor the system behavior for compliance and detect situations
that are potential security threats and feed them back to administrators to
make changes as required.

» Business analysts view business dashboards to assess the impact to the
business due to certain system security events.

» Security auditors assess the system’s compliance with regulatory and
corporate policies.

It is significant to observe that security policies are specified and refined
throughout the life cycle, undergoing transformation from one phase to the next.
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1.5 Summary

The overall security principles that apply in any environment, whether SOA or
not, are the same: identity, authentication, authorization, confidentiality, integrity,
audit and compliance, policy management, and availabilityz. What changes in
SOA is how they are applied.

Security management permeates all aspects of the service-oriented life cycle
and is a key enabler for achieving the connectivity and flexibility goals of service
orientation.

Examination of high level requirements for security management in SOA
highlights the following aspects:

» Security is a business requirement, not just technology.

» Enterprise architects care about SOA identity and security challenges,
because they have visibility of the big picture.

» SOA environments start to emphasize some key security challenges:

The need for user and service identities and propagation of these
identities across the organization.

The need to seamlessly connect to other organizations on a real-time,
transactional basis.

The need to ensure for composite applications that proper security
controls are enacted for each service and when used in combination.

The need to manage identity and security across a range of systems and
services that are implemented in a diverse mix of new and old
technologies.

Protection of data in transit and at rest.

The need for demonstrable compliance with a growing set of corporate,
industry, and regulatory standards.

» SOA security needs to encompass the full life cycle of development through
model, assemble, deployment, and management of SOA applications.

2 Refer to Appendix C, “Security terminology, standards, and technology” on page 439 for information
about these principles.
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Architecture and technology
foundation

In this chapter, we describe how security can be applied to a service-oriented
architecture (SOA). SOA applications are built from composable services across
a distributed environment. Securing this environment is both critical and
challenging.

We begin by introducing three IBM SOA Foundation Scenarios and discussing
the security aspects of these scenarios. Next, we describe a typical deployment
architecture for these scenarios and identify key security deployment
considerations. From these discussions, we derive the requirements for the IBM
SOA Security Reference Model and then describe this model. We finish by
outlining an architecture decision guide and show IBM product mappings for the
IBM SOA Security Reference Model.
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2.1 SOA security logical architecture

In this section, we discuss the technical aspects of business scenarios
introduced in Chapter 1, “Business context” on page 3. These are typical SOA
scenarios/use cases where various aspects of security need to be considered.
We use these scenarios to derive a logical deployment architecture.

Note: In our following discussions and in many current publications, the terms
service requestor and service consumer are used interchangeably.

2.1.1 Foundation scenarios

IBM SOA Foundation Scenarios are a set of reusable assets that can help speed
up the process of adopting SOA. This section briefly describes three of the IBM
SOA Foundation Scenarios and several of the security issues involved. More
details are included in the following chapters.

Service Creation scenario

This scenario depicts the situation described in 1.1.1, “Service creation at an
insurance company” on page 4 where existing business logic is to be enabled as
a service, or a new service is to be deployed. For example, access to business
logic from an enterprise information system, such as CICS, falls into this
category. In these cases, a service veneer can be built to allow access to an
existing business application. For example, you might build a Web service
implementation using a J2EE™ application to provide this veneer. In these
cases, an application server that provides an SOA runtime environment can host
this new service that publishes the capabilities through a service interface.
Security is an important consideration in this case; it is not only important to
protect the message but to identify who is invoking the service and to be able to
audit that action. It is also important to provide a seamless user experience so
that the intermediate veneer is transparent to the user.
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Figure 2-1 IBM SOA Foundation Scenarios: Service Creation

Securing access to a service can be handled using declarative security so that
the application does not handle security, but lets the runtime hosting the service
(application server container) provide the necessary security enforcement.

For more information, see Chapter 3, “IBM SOA Foundation Service Creation
scenario” on page 67, which focuses on applying the IBM SOA Security
Reference Model to the Service Creation scenario.

Service Connectivity scenario

There are situations similar to the scenario in 1.1.2, “Service connectivity at a
government department” on page 5 where an organization has a set of core
services or systems that are to be made available as services to a variety of
internal and external systems and users. The flexibility to make changes to these
services and service implementations with minimal to no impact to service
consumers is desirable. In these cases, an Enterprise Service Bus (ESB) can
provide the necessary decoupling of service consumers from service providers.
As shown in Figure 2-2 on page 20, consumer’s systems can also use different
protocol bindings compared to what the services provide.

In these cases, it is important to protect business information and establish
business trust relationships for identity, data, and so on. Because the requests
might come from the external entities, security domains are likely to be crossed.
Consequently, the propagation of identity across domains is also a key
consideration. In addition, the organization needs to consider the appropriate
governance and compliance measures to address a variety of legal and
regulatory aspects.
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Figure 2-2 IBM SOA Foundation Scenarios: Service Connectivity

The ESB can leverage the security services responsible for message level
security, confidentiality and integrity, identity and authentication, authorization
and privacy, propagation of identities between external consumer and provider
environments, and manage the trust relationship between the external consumer
and service provider. The ESB can call on the same services for requests from
internal consumers as well. You can use the same set of requirements for the
establishment of trust relationships between internal consumers and providers

that is used in different business units of the organization.

Chapter 4, “IBM SOA Foundation Service Connectivity scenario” on page 87
focuses on applying the IBM SOA Security Reference Model to the Service

Connectivity scenario.

Interaction and Collaboration Services scenario

This is a scenario described in 1.1.3, “Interaction and collaboration at a
telecommunications company” on page 5 that discusses the aggregation of
disparate services on an integrated consumer portal or employee workspace. Its
intention is to enhance the user experience and increase productivity through
role-based employee and customer portals. Figure 2-3 on page 21 shows the

scenario.
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Figure 2-3 IBM SOA Foundation Scenarios: Interaction and Collaboration

Improved user experience from single sign-on to all of the applications, self-care,
and profile management are very important in this scenario. A user only needs to
be identified/authenticated once, and then the user is able to access all of the
applications for which they are authorized. The portal provides access to internal
service provider applications. A service that has already been exposed can be
reused in this scenario. Securing the connection from the portal to the internal
service providers, providing the security tokens, and utilizing identity mapping
might all be required.

In the case where the portal accesses external service providers, the use of
identity propagation techniques for security token and identity mapping are also
relevant. The organization’s portal can make requests to the external portals as
well. For example, the Web Services for Remote Portlets (WSRP) standard can
be used. The same security requirements exist that are used for the external
service provider case.

There is also the case where we need federated single sign-on to enable the
users to access the external portal from their browser without the need to sign in
again. Protocols, such as Security Assertion Markup Language (SAML) or
WS-Federation, can be used in this case and again require the identity federation
services. Because a number of application domains are being traversed, it is
imperative to provide accountability for a user’s identity that is propagated to all
applications and service providers.
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Chapter 5, “IBM SOA Foundation Interaction and Collaboration Services
scenario” on page 101 focuses on applying the IBM SOA Security Reference
Model to the Interaction and Collaboration Services scenario.

2.1.2 Logical deployment architecture

Based on the scenarios in the previous section, Figure 2-4 shows a typical
logical deployment architecture.

In most situations, there is a proxy (HTTP or Web services gateway) deployed in
the demilitarized zone (DMZ) in front of either a Web application or portal server.
The Web application/portal server leverages existing applications/services either
directly or through an ESB. Clients can be users or service consumers, both
internal or external. Similarly, existing applications/services can be either internal
or external.

In this type of a deployment, security is enforced at various points within the
architecture. The proxy can enforce confidentiality and integrity, identity
validation, authentication, and auditing. The identity derived at the proxy might
need to be propagated to the application server where the propagated identity
needs to be accepted and additional security checks, such as authorization, can
be enforced, as well as auditing this activity. Further security enforcement can be
performed by the other components within the architecture as well.
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Figure 2-4 Typical logical deployment architecture for an SOA application
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Two main observations that can be derived from this environment are:

» Security infrastructure integration challenge: Because each component is
enforcing an aspect of security, there can be multiple identity and
authentication systems, multiple authorization engines, and multiple audit
logs. In a typical environment, these security systems are not well integrated
and therefore can be considered a challenge in an SOA environment.

» Security management challenge: From a management perspective, there are
multiple islands of administration specific to products and usually prone to
error, inconsistency, and lack of coordination. Management can be
resource-centric, and policy management is isolated to a business unit,
application, or product. This makes for a challenge in an SOA environment
where consistent policies need to be enforced across multiple components of
the architecture.

These observations need to be factored in (and addressed) when developing the
IBM SOA Security Reference Model. So let us have a closer look at them in the
following order:

“Identity propagation, mapping, and provisioning” on page 23
“Authorization” on page 27

“Audit” on page 28

“Data Protection” on page 31

vyvyyy

Identity propagation, mapping, and provisioning
In this sub-section, we look into the challenges around identity and the elements
of a proposed solution.

Challenges

Figure 2-5 on page 24 illustrates one of the challenges faced in SOA
environments, that of identity propagation and mapping.

In this example, user John Doe is authenticated at the proxy as jdoe. The proxy
determines if the user is authorized to access the Web application server/portal
server. If so, the request and identity are propagated to the Web application
server/portal server. This identity, commonly termed an authenticated identity, is
then used by the Web application server/portal server for its own authorization
and auditing.
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Figure 2-5 Identity propagation and mapping example
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The Web application server/portal server then generates requests to either an
Enterprise Information Server (EIS), an ESB, or an existing application:

» Enterprise Information Server (EIS): This is a back-end system (for example,

CICS or IMS™) receiving requests directly from the Web application
server/portal server. An identity mapping is required to transform jdoe into an
identity suitable for the EIS (z42). There are two choices of identity mapping:

— Map jdoe into John Doe’s identity on the EIS. This requires a one-to-one
mapping of user identities. This case is suitable when the EIS needs to
perform authorization or auditing using John Doe’s identity.

— Map jdoe into an administrative or system identity on the EIS. This case is
suitable when the EIS only requires a common administrative identity
(perhaps the user’s role) for authorization and auditing. The EIS does not
need to know who the user is.

Both cases introduce their own identity management concerns and might not
adhere to some of the compliance requirements. Other than identity mapping,
there is also an issue of identity token format. For example, jdoe might be
represented as a Kerberos ticket whereas the z42 identity token might include
a RACF® passticket. Hence, there are two challenges: identity mapping and
identity token translation.

Enterprise Service Bus (ESB): The ESB receives service requests. These
requests propagate John Doe’s identity jdoe so no mapping is required at the
creation of these requests. However, at the ESB, three identity
mappings/identity format translations are required:

— EIS: Same mapping as described above.

— Data server/services: This is a back-end data system (for example, DB2®
Database) receiving requests from the ESB. An identity mapping is
required to map jdoe to the data server’s identity, in this case d_admin. In
a similar way to the EIS, this server requires either a user’s identity or an
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administrative identity. It also requires the identity format to be altered into
the correct representation.

— Partner application: It is very likely that this application is situated within
another organization. The request from the ESB needs to propagate the
identity expected at the business partner, in this case, ibm_empl. In a
similar way to the EIS and data server cases, this server requires either a
user’s identity or an administrative identity.

» Existing Application: This application requires the same jdoe identity to be
propagated and no identity mapping is required.

Figure 2-6 illustrates the related challenges faced in the SOA environments,
those of identity provisioning. There are typically many user registries that exist in
the environment. An organization might use RACF for the EIS, a database for the
data services, Microsoft® Active Directory®, Tivoli Directory Server, and
potentially a number of other LDAP compatible user registries as well. User
identities created on these systems must be in accordance with policy and be
up-to-date with changing user circumstances.
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Figure 2-6 Identity provisioning example

Elements of a solution

To address the requirements of identity propagation, mapping, and provisioning,
an ideal solution needs to include both business and technical aspects.

From a business view, we need:

» Trust Management: Trust is fundamental to managing risk and security.
Managing trust relationships between systems/businesses and reflecting the
relationship in business transactions, system deployments, and service
policies is important.

» Identity and Access Management: Business aspects to deal with the

management of identities both within an enterprise, as well as across
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enterprises. This also includes management of access policies to resources
based on identity information and resource information.

From a technical view, we need:

>

Identity and Authentication Services: A standards-based service to handle
which user identity is passed, and how is it passed. For example, WS-Trust
defines a mechanism for security token exchange to validate and issue
credentials within different trust domains.

Similarly, we need a standards-based framework for provisioning identities in
a consistent way based on business policies. For example, WS-Provisioning
and Service Provisioning Markup Language (SPML) provide a framework for
managing the provisioning and allocation of identity information and system
resources within and between organizations.

Policy Management: A mechanism to create policies based on business
drivers and influencing factors (such as trust and identity) and to distribute
them in a consistent manner to all the relevant components within a logical
deployment architecture. A policy infrastructure is important to keep track of
policy life cycle management, adhere to governance and compliance
requirements, and ensure the enforcement of correct policies.

This solution can be delivered as shown in Figure 2-7 on page 26.
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Figure 2-7 Addressing the requirements around identity propagation and mapping
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Authorization

In this sub-section, we look into the challenges around authorization and the
elements of a proposed solution.

Challenges

Figure 2-8 on page 27 illustrates another of the challenges faced in the SOA
environment, that of providing consistent authorization across the environment.

Authorization is required from every component in turn, from very coarse-grained
(application level) to very fine-grained (data level). For example, a Web service in
a financial institution:

» The proxy can implement service level authorization, for example, access to a
Web service for insurance quoting.

» The application server can implement operation level authorization, for
example, access to an operation that retrieves an individual’s insurance
history.

» The ESB can implement authorization to the data server, for example, access
to a data server specific to the geography of the individual.

» The data server can provide authorization based on specific data, for
example, access to sensitive personal information of the particular individual.

This highlights the policy complexity in authorization, as the authorization gets
more fine-grained, so does the complexity in consistent policy management.
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Figure 2-8 Authorization example

Elements of a solution

To address the requirements of authorization, an ideal solution needs to include
both business and technical aspects. From a business view, we need:
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» Identity and Access Management: Business aspects to deal with the
management of identities both within an organization, as well as across
organizations. This also includes management of access policies to
resources based on identity information and resource information.

From a technical point of view, we need a standards-based approach to handle
the authorization issues end-to-end. For example, eXtensible Access Control
Markup Language (XACML) is a standard for access control systems. It
describes both a common language for expressing access control policies to
describe general access control requirements and a request/response language
that describes how to form a query to determine if a given action is allowed or not
and how to interpret the result.

The solution can be delivered as shown on Figure 2-9 on page 28.
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Figure 2-9 Addressing the requirements around authorization

Again a mechanism is needed to create policies based on business drivers and
influencing factors and distribute them in a consistent manner to all the relevant
components within a logical deployment architecture. A policy infrastructure is
important to keep track of policy life cycle management, adhere to governance
and compliance requirements, and ensure the enforcement of correct policies.

Audit

In this sub-section, we look into the challenges around auditing and the elements
of a proposed solution.
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Challenges

Figure 2-10 on page 30 illustrates another one of the challenges faced in the
SOA environment, that of providing access to consistent audit information across
the environment.

Audit information is required to be gathered from every component along the
transaction path. That is, important events need to be logged and available for
real-time or later forensic review. These events can be security specific, for
example, authentication, authorization, identity mapping, identity provisioning,
and policy management-related, or they can be of a more general nature, such
as data or application access.

There are a number of challenges in implementing audit:

» Audit information is often physically located on the server that generates the
event. For example, for all the different components, such as proxy, Web
application server/portal server, and the ESB, a back-end database might
write events to each component’s log file. This distribution of audit log
information makes it difficult to later trace the events of a transaction
end-to-end, because each log needs to be accessed. Additionally, different
tools might be required to access this log information.

» Audit log format is often different on every component that generates an
event. This is especially true when there is a heterogeneous mixture of
middleware and applications. Real-time or forensic inspection of these logs
becomes a difficult process of trying to understand the different log formats
and collate related events.

» Compliance to internal or regulatory policy is very difficult to check. There is
no automated way of knowing if the security events that are being generated
by the individual components are indicating compliance with policy or not.

These three factors make it challenging to generate the correct log information
and then verify compliance of the end-to-end system with internal and regulatory

policy.
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Figure 2-10 Audit example
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Elements of a solution

To address the requirements of audit, an ideal solution needs to include both
business and technical aspects. From a business view, we need:

» Compliance and Reporting: Measures the performance of the business/IT
system relative to the measures established by the business controls and
policies. These can be realized based on reporting on system behavior using
audit log information and comparing that behavior to defined policies.

From a technical point of view, we need a way to generate audit events
end-to-end for transactions, collate these into a common format, and allow

real-time and post processing of events for reporting. We also need ways to
verify if these events are compliant with policy.

The solution can be delivered as shown on Figure 2-11.
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Figure 2-11 Addressing the requirements around audit

A mechanism is needed to create audit policies based on business drivers and
influencing factors and distribute them in a consistent manner to all the relevant
components. A policy infrastructure is important to keep track of policy life cycle
management, adhere to governance and compliance requirements, and ensure
the enforcement of correct policies.

Data Protection

In this sub-section, we look into the challenges around data protection and
elements of a proposed solution.

Challenges
Figure 2-12 on page 32 illustrates another of the challenges faced in the SOA

environment, that of providing consistent data protection in the environment.

Starting at the left of the figure, examples of both message protection and
transport level protection are shown between many of the components. The data
protection policy dictates what type of protection is required.

Additionally, the figure shows data encryption used on the data server. This

might be implemented by the native database encryption available, for example
on a DB2 database. Which data is protected is dictated by the policy in place.
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Figure 2-12 Data Protection example

Elements of a solution

To address the requirements of data protection, an ideal solution needs to
include both business and technical aspects.

From a business view, we need:

» Data Protection, Privacy, and Disclosure Control: For managing the policies
around how data needs to be protected in transit and at rest. This also
includes interpretation of any privacy specific policies.

From a technical point of view, we need:

» Confidentiality and Integrity Services: A standards-based service to handle
the data protection issues end-to-end. For example, Secure Sockets Layer
(SSL) is the most common example of a secure transport level scheme. With
SSL, the whole data stream is protected at a protocol level below the

application layer. SSL is normally the protocol used to protect traffic between
a Web browser and Web server.

The WS-Security specification provides message-level security. The
advantage of using WS-Security instead of SSL is that it can provide
end-to-end message level security. This means that the messages are
protected even if the message traverses through multiple services, or
intermediaries. Additionally, WS-Security is independent of the transport layer
protocol. It can be used for any SOAP binding, not just for SOAP over HTTP.

The solution can be delivered as shown on Figure 2-13.
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Figure 2-13 Addressing the requirements around data protection

Similar to the previous cases, we need a mechanism to create policies based on
business drivers and influencing factors (message protection, privacy rules) and
distribute them in a consistent manner to all the relevant components within a
logical deployment architecture. A policy infrastructure is important to keep track
of policy life cycle management and adhere to governance and compliance
requirements and ensure the enforcement of correct policies.

2.1.3 SOA security logical architecture

We can extend the solution aspects from the previous examples to derive a

general view of the SOA security logical architecture as shown in Figure 2-14 on
page 34.

In this architecture, we can clearly define three tiers:

> Business Security Services. These are the security aspects of the business
that need to be defined for successful and secure operation of an enterprise.
These are based on a number of influencing factors specific to the industry,
such as governing laws, competition, and so on. Business Security Services
drive policies within an enterprise that need to be enforced at all relevant

points within the infrastructure. Business Security Services hence address
the what to accomplish.
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» [T Security Services are the building blocks to provide security functions as
services. IT Security Services hence address the ow to accomplish the
definitions put forward by the Business Security Services.

» Security Policy Management. As a part of the overall policy management,
security policies need to be derived from Business Security Services and
consistently enforced within an infrastructure. Security Policy Management
not only provides security policy life cycle management but also policy
distribution and transformation. Security Policy Management provides the
bridge between the Business and IT Security Services.
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Figure 2-14 SOA Security logical architecture

As we have seen before, there are multiple security enforcement points within an
SOA environment. These enforcement points derive consistent, coordinated,
business driven policies from the Security Policy Management. These policies
are based on metadata that can be derived from service registries when
available. Because the applications are shared/reused, the applicable policies to
address changing needs, heterogeneous application platforms, and protocols
(across organizations and vendors) are easily accommodated.

Policies are distributed not only to different enforcement points but also to IT
Security Services. These IT Security Services can be either available locally
(within a browser) or can be leveraged by centralized services (the proxy taking
advantage of external enterprise identity and authentication services).
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2.2 Capabilities for a security reference model

This section expands on the capabilities described in 2.1.2, “Logical deployment
architecture” on page 22 and 2.1.3, “SOA security logical architecture” on
page 33.

2.2.1 Business Security Services

These services involve managing the needs and requirements of the business,
such as identity and access management, data protection, governance, risk, and
compliance. Business Security Services can be classified into six solution
categories as depicted in Figure 2-15.
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. Privacy and Disclosure .
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Control
Identity and Trust Management Secure Systems and
Access Networks

Figure 2-15 Business Security Services
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Compliance and Reporting

Compliance management measures the performance of the business/IT system
relative to the measures established by the business controls and policies.
These can be realized based on reporting on system behavior using audit
information (about all events, and not limited to security events), and comparing
that behavior to configured policies in systems. When these are viewed in the
context of business-defined policies, they provide a overarching view of where a
business stands in implementation and enforcement of intended policies.

This might include verifying the working system against a set of internally created
policies, and also against external laws or regulatory acts. Some examples of

regulations are Basel n Sarbanes-Oxley Act? (SOX), Gramm-Leach-Bliley Act®
(GLBA), ISO/IEC 27002* (formerly ISO/IEC 17799), Federal Information Security

! For more information about Basel Il, go to http://www.bis.org/publ/bcbsca.htm

2 For more information about the Sarbanes-Oxley Act, go to http://www.sox1aw.com/

3 For more information about the Gramm-Leach-Bliley Act, go to
http://www.ftc.gov/privacy/glbact/glbsubl.htm

4 For more information about ISO/IEC 27002, goto
http://www.is027001security.com/htm1/27002.html
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Management Act® (FISMA), Health Insurance Portability and Accountability Act®
(HIPAA), Australian Privacy Act’, and UK Data Protection Act®.

Audit records form the basis of the raw data required for compliance
assessments. The compliance function can be a manual process, or an
automated tool can be used to reconcile the business compliance requirements
with the raw data extracted from the Audit Services.

Managing the audit data involves assessing the implementation of the security
elements of the SOA solution against the solution design. It might also help you
attempt to identify inconsistencies among the configurations of multiple instances
of a solution component that need to share an identical security configuration. A
third aspect is the verification of the configuration of the security services
themselves. Periodic auditing of the components and overall SOA solution are
recommended.

Data Protection, Privacy, and Disclosure Control

Information and content protection capability provide the ability to safeguard
information, such as customer and employee information, financial information,
and so on. This is done through policy-based access enforcement, data
encryption, data and application isolation support provided in hardware,
operating systems, and middleware. A privacy control capability helps reduce
privacy compliance costs by automating manual procedures, builds trust by
managing user consent to privacy policies, externalizes data handling rules from
applications’ IT systems, and gets detailed reports on access to sensitive
information to facilitate audit requirements.

Data protection management deals with protecting business information and
provides the capabilities for data protection in transit and at rest. It includes
policies for which data is to be protected and to what extent it can be specified
and implemented. Externalizing data handling rules from applications and IT
systems can help to simplify the management of data protection.

Business policies are needed to define data protection policies for use in transit
and at rest. Processes are needed in the event of misuse and inappropriate use
of data. Business policies are also needed to define the sensitivity of data and to
apply the appropriate message protection and privacy policies.

5 For more information about the Federal Information Security Management Act, go to
http://csrc.nist.gov/groups/SMA/fisma/index.html

8 For more information about the Health Insurance Portability and Accountability Act, go to
http://www.hhs.gov/ocr/hipaa/

7 For more information about the Australian Privacy Act, go to http://www.privacy.gov.au/

8 For more information about the UK Data Protection Act, go to
http://www.opsi.gov.uk/acts/acts1998/19980029.htm
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In the context of information and business information privacy, the disclosure
control capability helps reduce privacy compliance costs by automating manual
procedures. The system builds trust by:

» Publishing a privacy policy for users to view and understand.
» Managing user consent to privacy policies.

» Capturing user preferences (such as opt-in to release personally identifiable
information (PIl) for certain purposes).

» Getting detailed reports on access to sensitive information.

Non-repudiation Services

Non-repudiation Services allow for protection of the requestor and the provider
from false denials that data has been sent or received. Non-repudiation Services
provide proof of data origin and delivery. They aim to prevent parties in a
communication from falsely denying having taken part in that communication; for
example, a non-repudiation service for digitally certified mail ensures that the
sender cannot deny having sent the message and the receiver cannot deny
having received it.

Non-repudiation is a business service, likely to be implemented in terms of IT
Security Services, such as audit, confidentiality, and integrity. The
Non-repudiation Services implemented by cryptographic mechanisms provide
the following functions:

» Proof of origin of data
Proof of submission of data
Proof of transport of data
Proof of delivery of data

vYvyy

The Non-repudiation Service is different from the Confidentiality and Integrity
Services (per the ISO 7498-2 guideline). Non-repudiation is critical for Electronic
Data Interchange (EDI) security and thus is a strategic element of the model.
Today, the digital signature mechanism is commonly the principal
implementation of a non-repudiation service.

Identity and Access

Processes for managing identity can include provisioning and de-provisioning
identities and self-care/self-registration for optimal user interaction. Identity and
Access can also include processes and policies for approval of access to IT
resources and business resources. In addition, policies for password
management and identity management are also applicable.

Chapter 2. Architecture and technology foundation 37



Identity and Access also deals with identities both within an enterprise, as well as
across enterprises. It also includes management of access policies to resources
based on identity information and resource information.

Identity life cycle management is important. Identities need to be created,
modified over time, and eventually deleted. Important aspects of Identity and
Access are:

» Identity feed: Often the authoritative source of identity information for internal
users is the human resources (HR) system. An identity feed from the HR
system can indicate, to the identity management system, that changes to the
user population have occurred, and provisioning workflows need to be
initiated.

» Approvals: Before accounts on end systems are created or modified,
approvals from the appropriate management might be required. This can be
automated.

» Re-validation: Access to systems might need to be approved at regular
intervals. The system collects the appropriate revalidation approvals.

» User self-care: Users of the system must be able to perform certain tasks
without input from an administrator. For example, they might want to
self-enroll to the system, reset or change their passwords, and so on.

» Delegated administration: For approving requests for accounts and other
administrative functions, delegating the action to another user or users is an
important function.

Trust Management

Trust Management addresses trusted relationships between entities, such as
organizations, enterprises, identities, security domains, and systems. These
relationships can be system-to-system, business-to-business, and so on.

Trust Management deals with two aspects, namely business and technology.
The business aspect deals with two entities agreeing upon a set of rules to
conduct business. These rules include relationship management, liability
management, and other legal and contractual aspects.

Business processes and policies are required for establishing trusted
relationships. These processes can include which legal process to follow and the
process used for evaluating liability. This can also include the policies specific to
resource access.

The technology aspect deals with managing the infrastructure that supports the
capability for establishing trust by cryptographic methods. These include key
management (strength, key validation, and so on) protocols, attributes, and other
technical considerations for establishing trust.
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There are multiple ways of establishing trust relationships. In Figure 2-16, the

trust can be explicit and simple, where consumer and provider are within a single

trust domain, and thus have the same trust source.
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Figure 2-16 Tightly coupled trust relationship
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In Figure 2-17, we illustrate another approach where a consumer and a target
service might have separate trust zones and trusted relationship, or a trusted
third-party security token service.
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Figure 2-17 Loosely coupled trust relationship

Secure Systems and Networks

Business policies are required for intrusion detection and event management for
ensuring Secure Systems and Networks. Processes must be in place for handling
alerts, for engaging the Computer Emergency Response Team (CERT), and for
normal housekeeping of scheduled maintenance, patch management, and
servicing.

This is a category of technologies and embedded systems that help protect
infrastructure servers, systems, and networking resources from security threats.
The desire is to protect the systems from external and internal threats, such as
malicious hackers and malware.

Firewalls are used whenever there is a need to control the traffic between two
networks. For example, a firewall is used at the connection of the perimeter of an
organization and the Internet and can provide simple protocol and port filtering,
or more complex protocol inspection. Newer types of firewalls, such as XML
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firewalls, inspect XML and SOAP traffic and can provide protection against
higher-level protocol specific attacks.

Operating system security involves the hardening of commercial operating
systems so that they can provide greater security controls. For example, one
issue with UNIX operating systems is that the administrative user (root) has full
control, including the ability to delete all security audit logs. In this case,
operating system security software can control and securely log the access of
root to applications and data, providing improved security, accountability, and
separation of duties.

Intrusion detection (host and network) is concerned with identifying malicious
attacks on hosts and the network itself. These types of tools can prevent
attackers from taking advantage of unpatched systems and mis-configured
networks. These types of tools can also enforce policies at much more granular
levels to ensure the threat surface area is at a minimum. This might be used, for
example, to detect external or internal intrusions to these systems.
Network-based anomaly detection systems (ADS) are concerned with
discovering unusual network traffic and network behavior. For example, an ADS
system can alert staff to a system that has a network worm propagating in the
network without a traditional signature or to an insider who was accessing a
restricted server.

Malware detection is used to detect and delete any malware. This can be
implemented at the border of the organization and the Internet, and also on
individual host operating systems.

Patch management involves applying service patches to operating systems,
application middleware, and databases and applications within the environment.
These patches can contain security patches that remove vulnerabilities.

Vulnerability assessment through automated and regular scanning of networked
systems and network infrastructure is also critical to ensure what resources are
available in the network. In addition, regular scanning can alert staff to unsecured
systems and systems that are mis-configured.

2.2.2 Information Technology (IT) Security Services

Consistent IT Security Services that can be used by different components of an
SOA runtime are required. For example, service consumers and providers,
gateways, proxy servers, application servers, data servers, and operating
systems all require access to the IT Security Services. This set of security
services must be flexible and allow for different mechanisms to plug in, such as
user registries or authorization engines.
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The use of common IT Security Services enables a consistent security
implementation. It also minimizes development and deployment costs for these
security services and for the SOA environment on which these security services
are reused. Figure 2-18 shows the IT Security Services that are discussed in
more detail.

/ IT Security Services \
Iden_tity Authentication Services Authori.zation
Services Services

[ Integrity Services ] ( )

Figure 2-18 IT Security Services
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Services
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/

Identity Services

The Identity Services are an abstraction layer and framework that provide for
managing, sharing, federating, and accessing identity information from a variety
of authoritative identity sources. These services also manage relationships
between identities and provision identity information to multiple identity systems.
The components within the Identity Service include:

» Identity Foundation: This component provides the uniform abstraction layer
and administration facility needed to manage, store, and use the information
about organizational entities (users, groups, roles) and to provide secure
access to such information. It manages relationships between identities.

Identities are stored in user registries. There can be a number of these in an
organization, including a central user registry and separate user registries
associated with individual systems. Synchronization of identity information
across these user registries can also be required.

» Identity Provisioning: This component provisions and deprovisions identity
information across multiple user repositories. Identity provisioning systems
can implement provisioning policies to ensure that identity information across
a wide range of user registries is consistent with that policy. Alternatively,
request-based provisioning can be used to suit different business models. A
combination of policy-based and request-based provisioning can also be
used.

When these systems cross trust domains, such as organizational boundaries,
federated provisioning provides the capabilities to provision attributes and
other identity information across these boundaries. Standards-based
federated provisioning protocols, such as SPML, are then the desired choice.
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» Identity Propagation: This component can manage identity relationships and
mapping to help propagate and transform identities across trust domains.
This is necessary for service requests to traverse security domains and be
able to flow identity context as part of an end-to-end transactional flow.

Authentication Services

Authentication Services provide capabilities to authenticate an identity. These
services can support multiple authentication mechanisms, such as user
name/password, hardware token-based, or biometric-based. They can also
support protocols, such as Kerberos.

Authentication Services also provide support for identity tokens and security
tokens carried in messages, for example, Web services messages. The terms
identity token and security token are explained in detail in “Security overview” on
page 441, which is part of Appendix C, “Security terminology, standards, and
technology” on page 439.

Examples of these tokens are SAML assertions and user name tokens. The
Authentication Services might call on a Security Token Service (STS) for
validation of authentication credentials within security tokens or issue new
security tokens with authentication credentials.

Authentication can be required at both the service consumer and service
provider. Entities can be requested to present authentication credentials at the
service consumer to verify their identity to the environment. In this case, a
security token might then be sent as part of the transaction flow from the service
consumer to the service provider. The service provider authenticates the user
based on this security token.

Alternatively, if an entity has been authenticated at the service consumer, then
an authenticated identity might be presumed where the service provider trusts
that authentication has already taken place. The service provider then accepts
the authenticated identity carried in the identity token without requiring another
authentication. The binding of a SAML-based identity token to a request is one
means of asserting an already authenticated identity.

Note: Federated single sign-on can leverage both Identity Services and
Authentication Services and allow a user to authenticate once to the
federation and by asserting security claims using security tokens can be
provided access to other trusted domains.

Authorization Services

Authorization follows authentication. That is, once a user or system has been
authenticated, it is then possible to perform authorization. Authorization means

Chapter 2. Architecture and technology foundation 43



44

making a decision about whether an authenticated, or even an unauthenticated
identity is allowed to access a resource. An authorization decision depends on
two key inputs:

» An authorization policy that describes the required security attributes of a
user or system that will allow them to access a resource.

» An authenticated user or system and their list of security attributes.

To make an authorization decision, policies need to be in place. These policies
are enforced by a Policy Enforcement Point (PEP) that relies on the decision
made by a Policy Decision Point (PDP). An example of a PEP is the enterprise
service bus, which allows access to services based on the authorization
decisions received from the relevant PDP.

Note: The definition of decision and enforcement points is described in the
International Organization for Standardization’s standard 10181-3 Access
Control Framework at:

http://www.iso.ch

Access control is the ability to permit or deny (enforcement) the use of a
resource by an entity. The authorization process is used to decide (decision) if
an entity is allowed to have access to a resource.

Privacy authorization is used to indicate the runtime function of authorizing
access to Personally Identifiable Information (Pll) based on a privacy policy.
Hence for privacy, the granularity of authorization (for example, to PIl in medical
records) can vary, and management of these policies likely involves users, as
well as administrators.

Note: A policy on the level of authentication required and Zow to achieve it is
called an authentication policy. Deciding whether a given authentication level
is sufficient for access is an authorization policy.

Confidentiality Services

Confidentiality is the security service for ensuring non-disclosure of sensitive
information travelling through untrusted communication networks or at rest, such
as in data stores, volatile memory, and so on.

Information at rest includes security, user, and application information. For
example, the protection of cryptographic keys, passwords, and PII are all
important. Beyond cryptography, additional confidentiality enablers include data
and application isolation support provided in hardware, operating systems, and
middleware.
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Confidentiality Services commonly rely on cryptographic techniques, such as
encryption.

Integrity Services

Integrity is the security service for detecting unauthorized modification of data
due to errors or malicious attacks.

Organizations must allow for the use of data by authorized users and
applications, as well as the transmission of data for remote processing. Data
integrity facilities can indicate whether information has been altered.

Integrity Services commonly rely on cryptographic techniques, such as message
integrity codes, message authentication codes, digital signatures, and nonces.

Audit Services

Audit Services include maintaining detailed, secure logs of critical activities in a
business environment. These critical activities can be related to security, content
management, business transactions, and so on. Examples of security-related
critical activities that can be audited are: login failures or successes,
unauthorized or authorized access to protected resources, modification of
security policy, non-compliance with a specified security policy, health of security
servers, and so on.

An audit logging service provides mechanisms to submit, collect, persistently
store, and report on audit data submitted as events. The events can be in a
common format, such as Common Base Event (CBE9).

Which events are audited and stored is defined in an audit policy. This policy
needs to define which events are important, how long to keep the data, and
whether to keep the audit data in a tamper resistant form. Audit data must be
collected for all of the security services.

Using the IT Security Services

In this section, we introduce a programming model and standards for using the IT
Security Services.

Programming model

From a security perspective, the programming model includes decisions to be
made about which components are responsible for enforcing security policies.
One of the key implementation decisions is whether the business needs will best
be met by enabling the infrastructure to implement the security model or by
coding security enforcement into each application.

9 More information about CBEs can be found here:
http://www.ibm.com/developerworks/library/specification/ws-cbe/
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There are two common approaches to how security decisions are made:

» Programmatic: Decisions are made by application developers invoking APIs
to make policy decisions. Application developers typically require deeper
knowledge of the security system (or have to implement their own) when
using this approach.

» Declarative: Decisions are made by the application server or a subordinate
without the application developer needing to write any code. Security policy is
written in a meta-language and accompanies the application, such as in a
J2EE deployment descriptor.

In modern application development, the trend is toward increasing the use of
declarative security to provide separation of duties between application
developers and security administration, allowing each to focus on their areas of
expertise. There are also three broad approaches to where security decisions
can be made:

» The application: Application developers implement security logic alongside
business logic.

» The application server: The application server uses its native policy
configuration and evaluation constructs to evaluate policy decisions.

» An external security provider: In this case, the application server itself (for
declarative security) or the application (programmatic security) invokes a third
party to evaluate policy decisions.

We normally recommend that developers focus on business logic and defer
securing the service access and the messages to the infrastructure (the runtime
container hosting the application or external security providers invoked from the
runtime container). In this infrastructure-managed approach, security policies
attached to design artifacts are transformed into platform-specific policies (for
example, requirements expressed via a Unified Modeling Language (UML) '©
model are transformed into J2EE deployment descriptors).

Use of external security providers rather than application or application server
capabilities delivers the advantage of greater reuse of policies and provides the
mechanisms for consistent security policy management and evaluation.

Standards

Table 2-1 on page 47 lists the security services that we have discussed and
shows standards and technologies applicable to them. These standards will be
used throughout this IBM Redbooks deliverable.

10 The Unified Modeling Language (UML) is a specification language that is standardized for object
modeling. It includes a graphical notation that is used to create an abstract model of a system.
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Table 2-1 Security services standards

Security service Standards

Identity Services SPML, WS-Provisioning, SAML,
WS-Federation, and Liberty

Authentication Services WS-Trust, Kerberos, SAML, and Public
Key Infrastructure (PKI)

Authorization Services XACML, JACC, and WS-Federation
(authorization)

Audit Services CBE, CEl, WEF, and WS-BaseNotification

Confidentiality and Integrity Services WS-Security, WS-SecureConversation,

PKI, XKMS, WS-SecurityPolicy, SSL/TLS,
JSSE/JCE, XML Signature, and XML
Encryption

For more information about security standards, see Appendix C, “Security
terminology, standards, and technology” on page 439.

2.2.3 Security Enablers

Security Enablers are utilized by the IT Security Services to perform their task.
Examples include technologies, such as:

» Cryptography: Providing symmetric-key cryptography, public-key
cryptography, one way functions. Implementations of high level functions,
such as XML Encryption, XML Signature, SSL, TLS, and so on.

» Registries and Repositories: Are used to store various user and system
information:

— Directory: An application that stores and organizes information about
user, application, and network resources.

— Service Registry: Service registry is a core repository and system of record
for service definitions and policy.

— Configuration management database (CMDB): A configuration
management database is a repository of information related to all the
configuration items (ClIs) of an information system. A CMDB helps an
organization understand the relationships between these components and
track their configuration.

» Key management: This includes the generation, exchange, storage,
safeguarding, and replacement of cryptographic keys.
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» Hardware key storage: Related to key management, hardware key storage is
used in conjunction with public key cryptography. Key stores can generate
and hold private cryptographic keys.

» Cryptographic hardware: These are used to implement cryptographic
algorithms in hardware modules, usually for performance reasons. The
hardware can also provide key storage function (previously described).

» Malware protection: Malware is software designed to damage or infiltrate a
computer system. Examples are worms, trojan horses, spyware, viruses, and
adware. Malware protection is used in a network to protect against these
threats.

» Isolation: Isolation provides the protection from processes interfering with
other processes’ address space. For example, operating systems protect the
address space of their processes, and virtualized environments provide
isolation between different operating system environments.

» Firewalls: This is a hardware or software device that is configured to permit
or deny traffic between two computer network zones. There are many
different types of firewalls including packet filters, stateful filters, and
application inspection. They can also perform functions, such as network
address translation (NAT).

» Intrusion detection: This is a hardware or software device that is used to
monitor the flow of network traffic or access to operating systems.

» Intrusion prevention: Related to intrusion detection, these hardware or
software devices react to events that occur. For example, a firewall port can
be closed during a denial-of-service attack.

» Component hardening: IT components that run business critical tasks or
manage business critical data can be protected from unauthorized access. In
addition, you can also monitor for various conditions and audit those
conditions.

» Time: Time is an important component when making access decisions.
Security and identity tokens need to be checked for freshness (they are still
within their valid lifetimes), and users with multiple incorrect password
attempts need to be locked out for some specified time. Time synchronization
is important across a distributed environment, including between partner
organizations. For example, security tokens exchange, auditing, and
forensics all require time synchronization between systems.

» Security event and incident management: Related to intrusion detection and
prevention, this involves processing incoming events from various sources to
detect security penetration attempts.
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2.2.4 Policy Management

A policy driven approach is fundamental to the success of SOA. The goals
established and driven by the business need to be implemented and enforced by
the infrastructure. To achieve this, a complete policy management framework
must be in place. There are three aspects to policy, namely: the abstraction level
of policies, life cycle management for policies, and the domains to which policies
can be applied:

» Policy abstraction level: Policy encompasses all aspects of the solution life
cycle, hence there are different levels of abstraction:

Business policies: These are usually defined by the business analyst,
policy officer, chief security officer, and so on, and they deal with business
aspects. For example, platinum customers get top-of-the-line service.

Architectural policies: These are usually created by application owners,
architects, programmers, and so on, and they describe how the
application is architected/designed. For example, a role AccountOwner
can access/invoke all operations on the BankAccount Web service.

Operation policies: These pertain to application administrators, IT
administrators, operators, and so on, and they deal with policies around
operational aspects of the infrastructure. For example, response time must
not exceed one second when a SAML token is required to identify external
partner access.

» Policy management life cycle: The policy management life cycle helps guide
the deployment of a policy-based information management system in an
organization. Figure 2-19 on page 50 shows the stages of a closed loop
methodology. Policies are authored based on a number of drivers: both
business and technical. These policies are then published and transformed
into a form that can be enforced. The enforcement is monitored and
compared to the policies so that policies can be modified to better reflect
business and technical drivers.
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Figure 2-19 Policy life cycle stages

» Policy domains: Policy can be applied to multiple domains within an
organization. Some of the domains include:

Business: Policies applied to the business aspects, for example, platinum
customers get top-of-the-line service.

Process: Policies applied to process aspects, for example, process must
be documented and audited or credit process must be completed in 10
minutes.

Service: Policies applied to providing service, for example, AccountOwner
can perform all operations on BankAccount.

Information: Policies applied to the information processed, for example,
personal data must adhere to privacy requirements.

Non-functional: Policies applied to non-functional aspects of a transaction,
such as security, performance, monitoring, availability, and so on. For
example, SAML tokens are required to identify an external partner
request. These non-functional and people policies can be applied to
business, process, service, and information.

These three aspects discussed can be combined in the form of a reference
model for Policy as shown in Figure 2-20 on page 51.
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Security is an important part of the overall policy management and is discussed
in the next section.

Security Policy Management

Effective management of security policies requires a holistic approach that
manages security policies throughout the life cycle of applications. Policies in the
context of SOA are the means by which processes and services express the
conditions for their use, and manage the behavior of the underlying infrastructure
in order to secure access to information, provide availability and retention,
enable audit, and so on.

Security policy management begins with authoring business policies that are
refined to service specific policies, such as security, performance indicators,
metrics, trust policies, and so on. As shown in Figure 2-21 on page 52, policies in
turn get enforced by the infrastructure when they are configured as requirements
that the infrastructure must meet.

Policies are defined and managed centrally. When there is a Service Registry
and Repository (SRR) in the environment, then Security Policy Management will
obtain service definitions and metadata from an SRR and define policies based
on that information.

After the effective policy is obtained, the policy is distributed to the PEPs.

Policies are distributed in a common format from the Security Policy
Management to the enforcement points. Common formats include WS-Policy
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and XACML (see Appendix C, “Security terminology, standards, and technology”
on page 439).
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Figure 2-21 Security Policy Management: Definition and enforcement

Figure 2-22 highlights the Security Policy Management within the IBM SOA
Security Reference Model.

Security Policy Management

Policy Policy Distribution Policy Decision Monitoring and
Administration and Transformation and Enforcement Reporting

Figure 2-22 Components of Security Policy Management

Policy administration

Policy administration addresses policy life cycle management including
creation, maintenance, change, and deletion. This allows business policies to be
refined into service specific policies, such as security, performance indicators,

Understanding SOA Security Design and Implementation



metrics, and trust policies. In turn, they are enforced by the infrastructure when
configured as requirements that the infrastructure must meet.

After an application is deployed, application-related policies are administered to
reflect changes that occur during the lifetime of the application. Changes to
security policies include authorization policy changes (for example, adding new
roles that can access the resources), user management changes (for example,
users assigned to additional user groups), changes to audit requirements, or
constraints, such as integrity or confidentiality.

Underlying the policy management infrastructure is the ability to articulate
policies in terms of metadata of the services. Policy metadata may include
information about services, identities or other contextual information like strength
of encryption.

Policy distribution and transformation

Certain requirements or constraints on the access to the service itself (including
authentication, integrity, and confidentiality requirements) must be made known
to a requesting client runtime. An organization can be capable of providing a
range of options to serve a wide variety of client runtimes (for example, browser
clients, non-browser clients, and PDA thin clients). In this case, policies can be
published that declare the requirement for a requestor runtime to ensure
message confidentiality and provide some evidence of the identity of the
requesting user.

The security policies that are created need to be distributed to the enforcement
and decision points within the infrastructure with the appropriate information
(Figure 2-23 on page 54). The policies can be defined centrally and then
distributed to the enforcement points in a canonical format, for example, XACML,
WS-Policy, or WS-SecurityPolicy. The binding information to enforce the policies
is also distributed appropriately. These policies are then transformed at the
enforcement point to a local representation so that they can be enforced.
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Standards, such as WS-Policy and WS-SecurityPolicy, provide descriptions of
how service consumers and providers can specify their requirements and
capabilities in a Web services world. Policy assertions can be defined for use
within SOAP messages. Assertions can cover the authentication schemes (the
required security tokens and the encryption algorithms), the transport protocol
selection, and the privacy policy, as well as information related to the quality of
service.

The Organization for the Advancement of Structured Information Standards
(OASIS) eXtensible Access Control Markup Language (XACML) provides a
markup language to specify access control policies. It can be used as a generic
format to store policies, although it also provides a request/response model
(based on XML format) for enforcement and decision points.
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Note: More detailed information about the standards is available in
Appendix C, “Security terminology, standards, and technology” on page 439.

There can also be a policy that controls the transformation and distribution of the
policies.

Policy decision and enforcement

Access to a resource is controlled by an appropriate resource manager, which is
the logical policy enforcement point (PEP) corresponding to that resource.
Administrators will update security policies through the resource managers or
administer policies through appropriate policy decision points (PDPs). In a typical
deployment, you can find several enforcement points. Each of these
enforcement points can have its own mechanisms to enforce security for the
incoming requests.

The enforcements points rely on PDPs to make decisions. These PDPs contain
the security policies defined in the infrastructure. The requirements and thus the
policies are different, depending on the security domains and the application
platforms.

One challenge of having multiple PEPs and PDPs in the infrastructure is that
they are often administered by different entities. Providing integrated and
centralized decision capabilities reduces the administrative tasks related to
policy management.

Monitoring and reporting

Closely linked to the decision and enforcement of these policies is the
infrastructure to help monitor the behavior of system elements throughout the life
cycle of the business. When managing security policies, it is necessary to adhere
to changing corporate business security policies, as well as industry and
government regulations, and compliance requirements. In addition to these
reasons to change, another input factor is the discovery of vulnerabilities and
new risks that might be identified through solution monitoring activities.

It is necessary to keep track of current policies, historic policies, and the
assessment of compliance of lower level policies against corporate policies.
Traceability of policies from high level business policies to enforced
configurations and runtime requirements is necessary to verify on what the
runtime behavior is based. This helps identify policy changes that occur and can
help manage accountability of policy changes. Security policies need to be
developed and deployed throughout the stages of the life cycle of an application.
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Changes to security policies must be tightly controlled, access to them must be
traced, and audit trails must be supplied so that the processes can be adequately
monitored.

2.2.5 Governance and Risk Management

Governance of SOA Security is a subset of the overall SOA Governance
function. Governance is very important for the security services, because
managing the security policy and implementation is vital to the integrity of the
environment.

A framework for the effective governance structure and decision making
authority is needed in order to run the business. Tools and technologies can help
facilitate governance initiatives and compliance evaluations. An effective security
governance framework involves establishing chains of responsibility, authority,
and communication to empower people to effectively control the system.

Because SOA extends interactions beyond the enterprise boundary, the
governance of SOA Security must interact with similar groups in other
organizations to achieve a common set of standards for communication across
the enterprise boundary.

Risk management deals with the process of evaluating and assessing risk in the
SOA environment and developing strategies to manage those risks. Risk
management balances risks with the cost of managing those risks. The risk
management process determines how to manage risk based on factors, such as
probability and impact. While software tools can help implement a risk
management process, people and processes are the main components.

Business processes and policies are needed for defining organizational roles
and responsibilities for process and authority. Risk management processes and
policies are needed to evaluate strategies for managing risk. Compliance can
include assessment processes and reporting policies, for example, what type of
assessment is used, how often it is executed, and who must be informed.

2.3 IBM SOA Security Reference Model

The IBM SOA Security Reference Model ' (Figure 2-24 on page 57) is derived
from the list of capabilities previously discussed. A reference model can help to
address requirements and lead to a logical architecture, then to a physical

1 Based on feedback from a number of sources, this is the second release of the reference model
devised by the Software Group Architecture Workgroup on SOA Security.

56 Understanding SOA Security Design and Implementation



architecture, with products and technologies mapped to solve the current

problem.

SOA security is applicable to all layers of an SOA model: across infrastructure,
application, business services, and development services. It is applicable in
serving the needs of a service consumer. Based on the capabilities discussed in
the previous sections, the reference model can be viewed in terms of three

layers of abstraction: Business Security Services, IT Security Services, and
Security Policy Management. There are also Security Enablers for providing

security functions to the IT Security Services.
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Figure 2-24 IBM SOA Security Reference Model

At a very high level, we can define the following main areas in the model:

» Business Security Services involve managing the needs and requirements of
the business, such as trust, identity and access management, data
protection, compliance and reporting, non-repudiation, and secure systems
and networks. They build on the common policy infrastructure to effectively
manage the relevant policies applicable to meet the business needs.

» [T Security Services describe the foundation blocks for an SOA infrastructure,
providing the ability to secure the services and meet the needs of applications
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and infrastructure by rendering security functionality as services themselves.
These services include identity, authentication and authorization, as well as
confidentiality, integrity, and Audit Services.

» Security Enablers include technologies, such as cryptography, directories,
and key stores that are utilized by the IT Security Services to perform their
tasks.

» Security Policy Management is a part of the overall Policy Management and
entails articulating, managing, enforcing, and monitoring security policies.
This includes the ability to define policies to authenticate and authorize
requesters to access services, propagate security context across service
requests based on an underlying trust model, audit events of significance,
and protect information. All of these are done based on a policy-based
infrastructure. Thus, Security Policy Management functionality is a core part
of providing security capability in SOA.

» Governance and Risk Management provide the mechanism to implement and
enforce security policies within the larger SOA environment. Governance
helps clients manage SOA across the organization. Risk management deals
with the process of evaluating and assessing risk in the SOA environment
and developing strategies to manage those risks.

Within the broader context of the IBM SOA Reference Model, the IBM SOA
Security Reference Model is a sub-component of the IT Service Management
pillar as depicted in Figure 2-25 on page 59. More details about the bigger IBM
SOA Reference Model can be found in Appendix B, “IBM SOA Foundation” on
page 415, especially in Figure B-3 on page 421 Figure B-3 on page 421.
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2.4 Architecture decision guide

Having decided on a model, the next step is to derive an architecture and design
with real products. Design is more context specific and dependent than
architecture. While there is no substitute for an experienced practitioner, a set of
questions have been formulated to help identify the correct capabilities, design,
and technology/product selection:

> Are there applications or business services that need to be secured (do they
provide access to confidential information)?
Emphasizing SOA principles, plan to externalize security enforcement out of
application logic whenever possible and let it be handled by the infrastructure

(which provides the common security services). Infrastructure that handles
security can be a combination of middleware and intermediaries.
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Authentication, authorization, message, and transport security functionality
can be provided by the middleware application environment when
appropriate, but when security policies are enforced through intermediaries,
such as Web services gateways and Web proxies, it is possible to create
reusable security assets to achieve the enterprise’s overall SOA goals.

Centrally managing security policies is a good practice across applications,
middleware and intermediaries.

> Are these services accessible from outside the enterprise environment? Are
there different security requirements for different access paths?

Use a defense in-depth approach by enforcing security policies at
intermediaries, middleware, and applications consistently throughout the
organization to ensure messages are appropriately protected for integrity and
confidentiality.

Intermediaries can be deployed at a perimeter, such as the organizational
perimeter or enterprise perimeter. For example:

— Use Web services gateways at the perimeter to handle XML security (to
enforce perimeter level security for authentication, authorization, or XML
screening)

— Use Web proxies at the perimeter to handle HTTP/S security (to enforce
authentication, authorization, or HTTP content)

— Use middleware, including application servers, transaction servers, and
enterprise service buses, to enforce security controls

» Do service requests cross security domains of the enterprise? Do policies
need to be managed across security domains?

Use a combination of Web services gateways for XML messages and Web
proxies for Web applications at any security domain boundary to provide
identity and authorization transforms of message content/headers. Trust
policies relevant to each domain and organizational boundary transitions can
then be enforced consistently.

These enforcement points can also be used in combination with identity
propagation services to specifically manage identity trust policies and
credential transformations.

> Is the aim to achieve single sign-on for your users accessing services,
including from .NET client desktops?

Based on the method by which services are accessed, an appropriate single
sign-on (SSO) approach applies:

— Web SSO: For SSO for Web application requests over HTTP protocol, use
a Web proxy deployed in front of a variety of Web application servers and
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application platforms. This includes support for .NET client desktops using
SPNEGO technology protocol.

— Federated SSO: For requests crossing enterprise and security boundaries
across heterogeneous platforms, and trust domains, use intermediaries,
such as Web services gateways to act as the point of contact for SOAP
requests and Web proxy capability for HTTP requests. Use a federated
identity management solution to manage the federation policies, identity
mapping, and trust policies.

— Backend SSO: In order to map identities and credentials and connect to
backend systems from your business logic, use a security token service.
Have a portal or application server call the security token service. If the
backend access can be routed through an intermediary, use a Web
services gateway to handle the enforcement.

— FEnd client SSO: There are applications that are accessed using a variety
of clients and protocols where SSO has to be done closer to the user (than
at the enterprise boundary). In these cases, use a client application single
sign-on implementation where client credential store is used to store the
user’s credentials (user ID and password) and to automatically let the user
log on to applications.

> Are business partners allowed to access services from business partners
using identities defined in their organization?

Federated identity management allows the management of trust policies and
federated identities across the enterprise boundaries. Web services gateways
can act as the intermediary to enforce the federation. Identity information can
include identifiers and attributes, such as roles and groups.

> Are there composite services where a service can access other services for
completing its task?

When there is a chain of service invocations, it might be necessary to
encapsulate messages and their headers to provide a chain of identity so that
the Web services gateway or enterprise service bus can provide some
message augmentation to include headers indicating what other entities have
touched a message on its route to the end application.

Define and manage service and subscriber identities, and manage them
using an identity management capability as part of the business and IT
processes.

> [s the auditing of access to services required for meeting compliance goals?

For compliance reasons, it might be required to create audit records from a
number of points within an infrastructure. This includes archiving, analysis,
and reporting. These records can be from a variety of middleware and

appliances that enforce security for service requests and for other business

Chapter 2. Architecture and technology foundation 61



events that can occur in services. It is possible to address compliance goals
in every part of the application life cycle using relevant tools, such as
requirements capture and development tools to define application level
declarative security policies.

> Are there services accessing applications hosted on z/OS® platforms?

Web services gateways can be placed in front of mainframe applications
hosting Web services to secure message exchanges. You can connect from
a Web application server using Java™ connectors.

In either of these connection modes, you can use identity propagation
capabilities to manage trust relationships and identity mappings and help
transform identities from a distributed environment to the z/OS platforms.

> Are services part of a business process? Is subscription management to

services required?

Use the identity management capability to provision identities for users and
services, and manage entitlements of those users to services as part of the
enterprise identity management policies and workflows.

» s there a requirement to efficiently enable partners and vendors to federate

access to services?

Use federated identity management capabilities in the enterprise. Partners
can use business gateway federation capabilities to rapidly federate into the
environment.

2.5 IBM products and services

62

To complete this chapter, this section outlines the IBM products that map onto
the IBM SOA Security Reference Model (see Figure 2-26 on page 63). Based on
the decisions in the previous section, it is possible to select one or more of the
IBM products to meet the security requirements identified. More information is
provided in the rest of this IBM Redbooks deliverable.
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Figure 2-26 IBM SOA Security Reference Model: IBM Product Mappings

2.6 Summary

By examining a number of SOA security use cases and analyzing some of the
challenges and their solutions, the IBM SOA Security Reference Model has been
derived. The main features of the model are:

» Business Security Services, which describe security from a business point of
view.

» |IT Security Services, which provide a common set of services for use by
different components in the environment.

» Security Policy Management, outlining the important aspects around the life
cycle and implementation of security policy.

» Security Enablers, providing the supporting security technology and function
for use by the IT Security Services.

The chapter closes with architectural decisions to help an IT architect derive a
logical/physical architecture from the IBM SOA Security Reference Model. We
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conclude with a mapping from the IBM SOA Security Reference Model to IBM
products and services, showing how the model can be addressed for client
environments.
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Part 2

IBM SOA
Foundation
sceharios

IBM SOA Foundation scenarios are a group of reusable assets that can help
speed the process of developing SOA-based applications. This part describes
four of the IBM SOA Foundation scenarios and the security issues involved.

The scenarios need to be read in the order they are presented. The security
described for each scenario builds on that described for the previous scenario.
That is, begin reading at the Service Creation scenario, read the Service
Connectivity scenario next, then the Interaction and Collaboration Services
scenario, and finally read the Business Process Management scenario.
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IBM SOA Foundation
Service Creation scenario

In this chapter, we describe the application of the IBM SOA Security Reference
Model, as defined in Chapter 2, “Architecture and technology foundation” on
page 17, to the Service Creation scenario.

This scenario is the first of the IBM SOA Foundation scenarios (see Appendix B,
“IBM SOA Foundation” on page 415) and highlights the creation of services from
an existing application. This is a very common SOA scenario with businesses
aiming to leverage their existing applications and data more effectively, providing
access to new service consumers.

In this chapter, we examine the Service Creation scenario in some detail by
showing the security implications of exposing the existing application in this way.
There are many new security issues to deal with, because the existing
application is exposed to new service consumers.
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3.1 Scenario overview

This section contains a brief description of the SOA Foundation Service Creation
scenario.

The Service Creation scenario describes how to expose existing application
functionality and new business logic as services. These services can then be
consumed by other services or client applications within an enterprise and
between enterprises.

An example of the Service Creation scenario is given in Section 1.1.1, “Service
creation at an insurance company” on page 4. In this example, the insurance
company wants to expose its existing insurance application as a service to
enable the faster creation of new insurance products and access through new
channels.

By exposing the application functionality as a service, client applications, which
are internal and external to the enterprise, can consume these services. This
SOA approach simplifies the integration challenges and leverages the business
value of existing systems.

3.1.1 Direct exposure architectural pattern

68

There are two main architectural patterns to illustrate the Service Creation
scenario. Figure 3-1 on page 69 shows one pattern where the existing Enterprise
Information System (EIS) applications are directly exposed as services. In this
architectural pattern, the service interface is defined largely by the existing
application. An example of an EIS is CICS Transaction Services (TS) 3.1, which
has the capability to expose its applications directly as Web services.
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Figure 3-1 Directly exposing existing applications as services

As shown in Figure 3-1, multiple service consumers can invoke the services
exposed from the existing application. The benefits of this approach include a
shorter deployment cycle through the reuse of the existing assets.

There can be multiple types of service consumers:

» User access via a portal: The user interacts with the portal from a browser.
The portal generates service requests to the EIS on behalf of the user. An
example of a portal is WebSphere Portal.

» Internal service consumer: An application generates service requests to the
EIS. This might be from a user with a rich client application or from another
application within the environment that is not directly user driven. One
example is an application hosted on WebSphere Application Server.

» External service consumer: The difference from the internal case is that these
service requests are from outside of the domain of the EIS. For example, the
requests are from another organization or another business unit of the same
organization. The dashed line indicates the requests are coming from a
foreign domain. One example is a rich application hosted on a Microsoft
ASP.NET application server accessing from a partner organization.
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3.1.2 Indirect exposure architectural pattern

The indirect exposure pattern is shown in Figure 3-2. This illustrates how to
indirectly expose the existing EIS applications using service components. In this
architectural pattern, a middle tier is used to create services from the EIS
application. A middle tier might be required when additional business logic is
needed to bridge the interface between consumers and the set of directly
exposed services. This middle tier is also known as an intermediary.

WebSphere Portal Enterprgssltr;frzrmatlon
_\
B CICs
et C Webs'ph'ere Transaction
Application | Application|
i ﬁO Server Gateway

Internal Consumer /

Microsoft NET |/
Application

External Consumer

Figure 3-2 Indirectly exposing existing applications via service components

An example of an EIS is CICS Transaction Server (TS) 2.2 whose services are
exposed using WebSphere Application Server and the CICS Transaction
Gateway (CTG). An example of a portal is WebSphere Portal, with its portlets
generating service requests. Examples of internal and external service
consumer applications are WebSphere Application Server-hosted and Microsoft
.NET-hosted applications respectively.

3.1.3 Security requirements
The existing application was developed with assumptions and constraints in
mind. Now, additional requirements emerge due to the architecture patterns

described in the previous section.

For example, EIS systems are accessed directly by the user via a terminal or
similar application. As shown in Figure 3-3 on page 71, a CICS application is
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typically accessed via a 3270 terminal program. The user has a direct connection
from their terminal application to the EIS and authenticates with user name and
password. The communication can be protected by Secure Sockets Layer (SSL).

Enterprise Information

System
Terminal CICs
Application ssL TS 2.2

username/password

Figure 3-3 Accessing the EIS directly

When an existing application is re-purposed, the original assumptions might no
longer be true. Hence, additional measures need to be taken to safeguard the
information and protect the application:

» The application might have been developed for internal use only, but with
exposure as a Web service and access from multiple channels, there are no
longer tight controls about where and how this information is being used.
There might be a requirement to provide adequate measures to protect the
information both in transit and at rest. Depending upon how and where this
information is being accessed, either message level or transport level security
can be applied.

» The security system protecting the original application is often different from
the techniques used to protect intermediaries. For example, the EIS system
can be protected by RACF while the intermediary, such as WebSphere
Application Server, can use a Lightweight Directory Access Protocol (LDAP)
directory. In these cases, there needs to be a mapping of security context and
secure propagation of that context so that appropriate security controls are
applied.

We might also need to manage the same user identity between multiple
identity stores (RACF, LDAP, Microsoft Active Directory, and so on). This is
required for the life cycle of the user. An identity provisioning solution is
required.

» In the original architecture, auditing might have taken place only on the EIS.
Every action taken by the user has been audited using the user’s identity. The
new architecture might have the requirement to audit information at multiple
places for compliance reasons and drive the need for additional reports. For
example, auditing along the entire request chain rather than just at the EIS
might be required.

» There is a requirement for multiple authorization checks, because the existing
application might not know the context under which the information will be
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used. It is necessary to provide additional authorization capabilities at the
services intermediary.

» |tis necessary to provide the user with a seamless experience even when
introducing intermediaries. For example, the user does not need to input
authentication details for the EIS if they are already authenticated at the
service consumer. This requires that trust relationships are established along
the request chain so that identity can be propagated.

3.2 Applying the IBM SOA Security Reference Model

This section discusses how to apply the IBM SOA Security Reference Model to
the Service Creation scenario. The decision about which components should be
applied for a particular implementation of the Service Creation scenario depends
on the relevant business requirements. For example, in some cases the services
have high security requirements, such as in the banking or insurance industries.
In other cases, the services have lower security requirements, such as public
information sources. An IT architect must therefore decide which of the IBM SOA
Security Reference Model components should be applied for their particular
implementation based on the business requirements.

3.2.1 Business Security Services

The following Business Security Services define what the business requires
when opening up their application functionality through the Service Creation
scenario.

Compliance and Reporting

Because the original assumption of a closed environment no longer holds, the
business needs to be sure that they are still compliant with regulation and
business policy.

For example, the organization might need to implement a process to gather audit
events from various points along the request path. These events are then
available for compliance reporting.

The business has to provide new reports to meet compliance requirements, such
as the Sarbanes-Oxley Act (SOX) or Payment Card Industry Data Security
Standard (PCI).
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Data Protection, Privacy, and Disclosure Control

The business needs to provide the classification of data being exposed in the
Service Creation scenario. For example, parts of the data might be very sensitive
for privacy or other business reasons and must be protected.

It can therefore become a business requirement to protect data in transit from
unauthorized disclosure. Data then passes through the service intermediary and
over untrusted networks. The business might need to have the data protected
throughout the entire request path.

Non-repudiation Services

The business requirements around non-repudiation must be defined. The
business should list which transactions fall into this category. For example, the
business might require all transactions of a particular type to have
non-repudiation protection. The business might be satisfied with log file entries of
events to be used as non-repudiation evidence. Alternatively, the business might
require stronger mechanisms, such as digital signatures.

Identity and Access

The business needs to define the requirements around user life cycle
management. For example, the business might prefer a policy-based approach
to controlling user identity and access, especially since the business is no longer
working under a closed access model.

The definition of the authorization policy is the key input from the business. For
example, the business can define that only certain partners can get access to
information and possibly only under specific conditions.

Trust Management

When exposing the existing application, the business must define which external
parties are to be partners. For example, a set of partners for an insurance
company might be able to access services for new insurance applications. The
business needs to define the specifics of the relationship, such as information
that has to be exchanged in order to establish trust, and define the length and
extent of the relationship.

Secure Systems and Networks

The business defines the requirements around secure networks. If the data is
sensitive, the business can mandate that strong secure network technology is in
place before the existing application can be opened up for access. For example,
the business can mandate end-to-end protection of messages and a secure
Internet-facing network infrastructure, such as an IPsec virtual private network
(VPN).
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3.2.2 IT Security Services

IT Security Services can be used by different components in an SOA
environment, such as gateways, proxy servers, application servers, data servers,
and operating systems. The use of common IT Security Services enables a
consistent security implementation. It also minimizes development and
deployment costs for implementing these services.

Identity Services

In SOA, the most fundamental security issue to deal with is often related to the
identity services. Figure 3-4 shows the direct access by the user (Joe Smith) to
the EIS before service creation. Users accessing the EIS are defined in the EIS’
user repository. There can be other user repositories in the enterprise but the
important point demonstrated in the figure is that Joe Smith logs in to the EIS
RACF with his own user name and password, and actions are authorized and
audited under that identity.

~
RACF
Terminal | Cics
Application SSL TS 2.2
Username joey1234 Enterprise Information
Password ###H#H#HHH System

Figure 3-4 Direct access by Joe Smith to the EIS

In the Service Creation scenario, there are multiple new user repositories
introduced into the transaction path. This creates complexity around managing,
propagating, and mapping the identities.

Identity Foundation

As shown in Figure 3-5 on page 75, there are different user repositories storing
Joe Smith’s identity information in the Service Creation scenario. In each
repository, he is known with a different identifier: EIS (joey1234), portal (joe),
internal consumer (jsmith), and external consumer (homejoe). Another identity
for the user is stored in an enterprise user repository storing common identity
information for the enterprise (joesmith). In Figure 3-5 on page 75, Tivoli
Directory Server is being used for the portal user repository and RACF for the
EIS user repository.
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Figure 3-5 Identity foundation for the Service Creation scenario

Each of these repositories has different identity and attributes for Joe Smith.
Some of these attributes will be common between the repositories, and a change
in one repository must be updated in the others. For example, the user might
update their address in the portal user repository, and this change needs to be
propagated to the EIS user repository.

User repository synchronization technology is often used to do this. When a
change in one repository is detected, other user repositories that need to be
synchronized are updated. This is shown in Figure 3-5 with a synchronization
connection between the EIS RACF and portal user repositories using Tivoli
Directory Integrator to perform the synchronization.

Identity provisioning

In order to manage the identities and attributes in each user repository
effectively, an identity provisioning solution is required, as shown in Figure 3-6 on
page 77. Although identity provisioning technology might have already been
deployed before service creation, the Service Creation scenario with the
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additional user repositories along the transaction path increases the requirement
for automated provisioning of identity data.

There is an additional requirement in that the user might not be aware of their
EIS account any longer under the Service Creation scenario. In the direct access
case, the user knew their RACF user name and password and updated their
password when required (for example, 30 days is common). However, it is more
than likely that the users no longer interact directly with the EIS and RACF.
Instead, an automated provisioning solution needs to manage the user accounts,
including their password.

The identity provisioning solution can create, modify, and delete individual
account information across all of the user repositories. The advantage of this
approach is that a policy-based provisioning solution allows only the correct
identity and attribute information in each of the repositories. This policy can be
configured centrally, and changes are driven from this central location. In
Figure 3-6 on page 77, Tivoli Identity Manager is used for the automated
provisioning, and this technology ensures that the user’s identity information is
kept current throughout the user’s life cycle.
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Figure 3-6 Identity provisioning for the Service Creation scenario

One special case of provisioning in the Service Creation scenario is how to
provision the external consumer user repository with user identity somejoe. This
approach is termed federated provisioning, because provisioning is occurring to
another administrative domain. In this case, federated provisioning standards,
such as SPML and WS-Provisioning, can be used to enable interoperability
between different technologies (see Appendix C, “Security terminology,
standards, and technology” on page 439).

An identity provisioning solution can also provide user self-service and password
synchronization capabilities. For example, the provisioning solution might allow a
user to self-enroll with a service through a portal and update their own
information and password, all without requiring intervention from an IT
administrator.
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Identity propagation

As part of the transaction flow in the Service Creation scenario, trusted identity
information is required to flow through the environment, as shown in Figure 3-7.
Identity information might need to be received and interpreted within a different
domain of trust:

» The format of the identity might need to be transformed. For example, a Java
Subject in WebSphere Portal is transformed into a RACF user ID and
passticket for the EIS.

» A different identity representing the user might be required. This is the case
when the user account used to log on to the portal user repository (Tivoli
Directory Server) is different than the user account on the EIS (RACF).
Hence, mapping of identities is required.

One way to solve this is to use a security token service as shown in Figure 3-7 to
bridge the identity between two domains. The role of the security token service is
to perform the identity format translation and the identity mapping.

Tivoli Federated Security Token
Identity Manager Service

User=jsmith

1 User=joey1234

|
Inbound 1 otbound
request | request
(security || (security
token)

token)

|
|
I

¥

WebSphere J2EE | - -

D ere b--
o Application
jsmith

Figure 3-7 Identity propagation in the Service Creation scenario

In Figure 3-7, the request from WebSphere Application Server is required to
carry a RACF user ID and passticket. Before sending the request to CICS, the
authenticated identity from WebSphere Application Server needs to be mapped
and transformed. This can be achieved with a security token service that maps
the incoming user name of jsmith to a RACF user ID of joeyl234. The security
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token service also generates a RACF passticket for the user. In Figure 3-7 on
page 78, the Tivoli Federated Identity Manager Security Token Service is used
for this purpose.

Important: In this example, the security token service is providing a
one-to-one mapping between service consumer identity and service provider
identity. In some cases, the back-end system does not require the user’s real
identity for authorization and audit purposes. Instead, the identity can be
translated to a system identity (for example, the billing application) or an
identity representing a role (for example, managers from western region or
all IBM employees).

Authentication Services

Figure 3-8 shows an example of CICS where a service is exposed using the
direct exposure pattern. Incoming messages contain authentication credentials
in a suitable form for direct passing to the authentication service. In this example,
RACF is the authentication service, and it is able to validate user ID/password
and user ID/passticket credentials. The System Authorization Facility (SAF) is
the interface that CICS uses to access the authentication service. More
information about the System Authorization Facility can be found in “System
Authorization Facility” on page 456.

(

RACF

\_ W,

o — O cics Authentication

: TS 3.1 Service

Figure 3-8 Authentication example when using the direct exposure pattern

In the indirect exposure case, an Authentication Service is required at the
intermediary to authenticate the credentials supplied by the service consumer
(Figure 3-9 on page 80). In addition, these credentials can be in a different
format from the credentials that the back end expects and contain
representations of identity from a different administrative domain. This can be
resolved by the Tivoli Federated Identity Manager (TFIM) Security Token
Service.
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Figure 3-9 Authentication example when using the indirect exposure pattern.

For example, Web services requests containing WS-Security headers can be
processed at WebSphere Application Server. Different security tokens can be
validated in different ways. For example, Federated Identity Manager provides a
plug-in for the Web services security processing in WebSphere Application
Server so that security tokens can be validated and exchanged using the
Federated Identity Manager STS. Use of the external authentication service
provided by the Federated Identity Manager STS provides flexibility in catering to
a variety of token types and centralizes the logic around security token
processing in a single service.

Authentication Services together with identity propagation described in the
previous section provide solution components that enable end-to-end identity
flow, one of the most significant security challenges in SOA.

Authorization Services

Figure 3-10 on page 81 shows the application of the Authorization Services for
the Service Creation scenario. In the case of direct access to the EIS,
authorization was only a concern for the EIS, and this can be implemented by
RACF. In the Service Creation scenario, authorization is required along the
request chain. Authorization is shown at four points in Figure 3-10 on page 81:

» Service consumer: For the portal and J2EE (internal) consumers,
authorization can be implemented to control what the user can see and do.
The authorization might be exposed to the Authorization Service for these
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consumers or might be implemented internally within the consumers. For
example, WebSphere Portal provides its own authorization model that can be
used without any external authorization provider.

For the portal and J2EE application, authorization can be role-based. In the
J2EE security model, the authorization decision is based on which roles can
access the resource and can the user invoke any of these roles. It is common
to externalize the authorization decision to an authorization service. In the
example, the J2EE application authorization is externalized to Tivoli Access
Manager for e-business, and for the portal authorization, the WebSphere
Portal authorization model is used.

Service provider: The authorization at the service provider is coarse-grained
and is concerned with service level authorization. That is, can the user access
the operation on the service they are trying to access? The service level
authorization can be externalized to the Authorization Service or can be
internal to the service provider interface. In the example, the Authorization
Service is implemented using Tivoli Access Manager for e-business.

» Application: This was required for direct access to the EIS. There can be

authorization at the application level controlling what the user is able to do.
The authorization can be externalized or internal to the application. For
example, in a CICS-based application, authorization rules can be set up
against an external authorization service, such as RACF.

» Data: This was already required for direct access to the EIS. There can be

further authorization required at the data level, but in most cases, it is
configured at the database level. In the example, RACF authorization is used.
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Figure 3-10 Authorization Services for the Service Creation scenario
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The emerging standard that can be leveraged to consolidate authorization
management and enforcement is eXtensible Access Control Markup Language
(XACML).

Confidentiality Services

When directly connecting to the EIS, the user’s terminal program can create an
SSL connection to provide the confidentiality of the data that is sent over the
connection. The Service Creation scenario adds many more network links
between the user and EIS and these network links need to be protected.

Figure 3-11 shows the application of the Confidentiality Services for the indirect
architectural pattern of the Service Creation scenario.

Protecting message content from being disclosed is the primary concern of this
service. This is usually achieved by encrypting the message body, header, or
any combination of these parts. In the diagram, both SSL and WS-Security are
used to protect data in transit. The decision whether to use SSL, WS-Security, or
both depends on the business drivers and the information that is being protected.
The implementation is through WebSphere Application Server, Microsoft
ASP.NET Application Server, and CICS TG.

In Figure 3-11, CICS application data is protected using DB2 encryption
capabilities. Data protection in reality will be required wherever there is sensitive
data, including passwords, cryptographic keys, configuration files, and so on.
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Figure 3-11 Confidentiality Services for the Service Creation scenario
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Integrity Services

Protecting message content from being modified without detection, being sure of
its origin, and protection against message replays are the primary concerns of
this service. This is usually achieved by digitally signing the message body;,
header elements, such as a security token, or any combination of these parts in a
WS-Security message.

Many security tokens defined in WS-Security have the ability to include a data
element, such as a nonce to prevent reuse of a security token, to protect against
exploits that reuse a security token.

Audit Services

The Audit Services are in place to understand the operation of the security
environment by collecting audit information and reporting on this information.

When the user is directly connecting to the EIS, then all information is collected
at the EIS. For example, RACF and application specific logs might be created.

In the case of the Service Creation scenario as shown in Figure 3-12 on page 84,
audit logs are collected along the request path, at all points that are necessary.
These can be processed and stored in a format ready for reporting. In the figure,
Tivoli Compliance Insight Manager is used to collate, process, and report on the
audit data.
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Figure 3-12 Auditing Services for Service Creation scenario

3.2.3 Security Enablers

Typical Security Enablers in the Service Creation scenario include:

» Cryptography: Signing and encrypting libraries, such as XML Signature and
XML Encryption, enable higher-level message protection services as found in
a WS-Security runtime.

» [Intrusion protection: An ISS Proventia® Server can be deployed on the
WebSphere Application Server to protect the server from malware and
intrusion.

» Directory: As discussed, Tivoli Directory Server is used as the directory for
the intermediary that exposes the service.

» Firewalls: Firewalls provide network isolation of the EIS and limit the traffic
(origins and protocols) that are permitted to access the EIS. Firewalls can
also be used around the intermediary that exposes the service itself.

3.2.4 Security Policy Management

Security Policy Management bridges business and IT Security Services by
providing infrastructure for creating business policies and distributing them to IT
Security Services.
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Before this scenario, the EIS was managed with a set of security policies
sufficient for it being accessed directly. When the application is exposed as a
service, security policies are also required at the intermediary. Security policies,
such as authentication, authorization, message protection, and audit need to be
consistent between the intermediary and the EIS to ensure that the new routes to
the application are as secure as the original access method.

Before an application is exposed as a service, the application might or might not
already be managed by a central security policy system. In the case that the
application is already being managed by a central policy management system,
the new intermediary needs to be created as a new target whose security policy
is to be managed. Then, existing security policies defined at the business level
will be distributed to the intermediary and transformed into a resource-specific
security policy that can be enforced.

One example is to create the policies to enforce message level security from the
consumer to the intermediary and rely on transport level security from the
intermediary to the existing application (EIS). In this scenario, appropriate
message protection policies need to be created/authored along with the binding
information for which cryptographic key to use, and so on. One way of creating
these policies in a canonical form is using WS-Policy. These policies along with
the binding metadata then need to be published so that the requestor, the
intermediary, and the service provider (EIS) are made aware of this. One
example of publishing these policies is through a service registry, such as
WebSphere Service Registry and Repository (WSRR), as shown in Figure 3-13
on page 86.

Based on this, the consumer gets an enhanced description of the Web service
with WS-Policy data embedded in it, which articulates that WS-Security is
required to invoke the Web services provider. Similarly, the intermediary will
leverage the policies to validate WS-Security from the requestor and establish
SSL with the service provider. Other types of security policies, such as
authentication and authorization policies, also need to be authored and
published to be enforced by different intermediaries.
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Figure 3-13 Security Policy Management using a service registry

3.2.5 Governance and Risk Management

The SOA governance board is responsible for defining the procedures and
policies around change management in the SOA environment in order to
manage risk. This includes change control around security policy and the IT
Security Service infrastructure.

3.2.6 Summary

The application of the IBM SOA Security Reference Model to the SOA
Foundation Service Creation scenario has been described in this chapter. There
are many security issues with which to contend, and these issues must be
applied across the components of the scenario. This chapter is useful as a
checklist in determining where security can be applied in a real environment.
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IBM SOA Foundation
Service Connectivity
scenario

In this chapter, we describe the application of the IBM SOA Security Reference
Model, as defined in Chapter 2, “Architecture and technology foundation” on
page 17, to the Service Connectivity scenario.

This scenario is the second of the IBM SOA Foundation scenarios (see
Appendix B, “IBM SOA Foundation” on page 415), and we highlight the
connectivity of service consumers to a variety of applications and service
providers of different types. This provides an organization with new ways to
leverage and better exploit their applications and data, minimizing the need for
multiple point-to-point solutions.

In this chapter, we examine the Service Connectivity scenario in some detail and
show the security implications of providing connectivity in this way.
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4.1 Scenario overview

In the scenario described in Chapter 3, “IBM SOA Foundation Service Creation
scenario” on page 67, there is a direct connection between the service consumer
and service provider. In that scenario, service consumer and provider can be
considered to be tightly coupled. The service consumer needs to know the
location of the service provider and needs to conform to the exact service
specification of the provider. The communication protocols used to invoke
services and the data formats used to exchange input and output data have to be
agreed upon in advance and followed. Changes in the provider’s service
specification result in a change required at the service consumer.

The decoupling of service consumer and provider gives us a number of benefits.
It enables the substitution of one service provider with another. For example, a
new provider might offer the same service at a lower cost or with a higher quality
of service. The service provider can be changed without the consumer being
aware of this change and without the need to alter the architecture to support the
substitution.

In this scenario, we introduce a new logical component called the Enterprise
Service Bus (ESB). The ESB is an enabler for SOA and represents a broad range
of capabilities. The introduction of the ESB as part of this scenario is illustrated in
Figure 4-1 on page 89. The following headings describe various characteristics
of an ESB':

» Communication: An ESB must supply a communication layer to support
service interactions. It must support communication through a variety of
protocols. It needs to provide underlying support for message and
event-oriented middleware and integrate with existing HTTP infrastructure
and other enterprise application integration.

» Service interaction: An ESB must support SOA concepts for the use of
interfaces and support declaration service operations, as well as
quality-of-service requirements. An ESB must be capable of transmitting the
required interaction context, such as security, transaction, or message
correlation information.

> Integration: An ESB must support linking to a variety of systems that do not
directly support service-style interactions so that a variety of services can be
offered in a heterogeneous environment.

» Management: As with any other infrastructure component, an ESB must
have administration capabilities to enable it to be managed and monitored in
order to provide a point of control over service addressing and naming.

! This is described in much more detail in Patterns: SOA Design Using WebSphere Message Broker
and WebSphere ESB, SG24-7369.
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» Quality of service: An ESB might be required to support service interactions
that require different qualities of service to protect the integrity of data
mediated through those interactions.

» Security: An ESB must ensure that the integrity and confidentiality of the
services that it carries are maintained. The services must integrate with the
existing security infrastructures to address the essential security functions
such as: identification and authentication, access control, confidentiality, data
integrity, security management, and administration. The ESB can provide
security either directly or by integrating with other security components, such
as Authentication Services and Authorization Services.

» Service level: An ESB must mediate interactions between systems
supporting specific performance, availability, and other requirements. An ESB
must provide support that enables technical and business service level
agreements to be monitored and enforced.

» Message processing: An ESB must be capable of integrating message,
object, and data models between the application components of an SOA. It
must also be able to make decisions, such as routing based on the content of
service messages. An ESB must have a mediation model that enables
message processing to be customized. Mediations can also be chained.

» Modeling: An ESB must support the increasing array of cross-industry and
vertical standards in both the XML and Web services spaces. It must support
custom message and data models.

» Infrastructure intelligence: An ESB must allow business rules and policies
to affect ESB function.
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Figure 4-1 Service Connectivity scenario
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The ESB is a concept with a number of capabilities, many of which we have just
described. There are multiple products that can provide implementations of the
logical functionality of an ESB. In terms of IBM technology, the three main
products in this ESB category are:

» WebSphere ESB (WESB)
» WebSphere Message Broker (WMB)
» WebSphere DataPower

The decision as to which product implementation to use as your ESB depends
very much upon your environment and business requirements. In this chapter,
we provide examples of each of these products and how security applies to
them.

4.1.1 Security requirements

One of the main differences between this second scenario and the first one
(described in Chapter 3, “IBM SOA Foundation Service Creation scenario” on
page 67) is that multiple service consumers can now connect to multiple service
providers. The mediation between these connections, which is more flexible and
dynamic, is implemented by the ESB. The ESB needs to provide the specific
processing of messages that include security capabilities.

Let us take a look at the requirements to provide security mediation:

» There is a need to make the ESB identity aware so that an identity can be
propagated from the consumer to the provider in a seamless but secure
fashion. This might require both identity mediation and token transformation
along the ESB processing path.

» Authorization might need to be enforced in the ESB especially where the
authorization policy might depend on the composition of a series of services.
In other words, while it might be authorized for a user to access service A or
service B, it might not be permitted for that user to access service A and
service B together. This can be due to a need for separation of duty.

» Confidentiality and integrity of the transaction need to be maintained through
the ESB.

» The protocol/transport used by the ESB introduces additional security
considerations. In particular, the way these are used in new combinations as
the request is mediated by the ESB.

» Because the ESB is a concentration point for service requests, it might need
to be hardened to protect it from attack. This includes hardening the
underlying operating system and network.

» Itis important that ESB audit events are logged and available for compliance,
reporting, and the overall governance of the solution.
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4.2 Applying the IBM SOA Security Reference Model

This section discusses how to apply the IBM SOA Security Reference Model to
the Service Connectivity scenario. The specific considerations for this particular
scenario are addressed. This is intended to build upon the material in the
preceding chapter that describes applying the reference model to the Service
Creation scenario rather than repeating common considerations here.

4.2.1 Business Security Services

The following Business Security Services define the business requirements
when exposing application functionality through the Service Connectivity
scenario.

Compliance and Reporting

Business information about combinations of services that can constitute a
compliance risk is required. In general, there is a need to be more diligent about
the mediation of services that might not have been the case in a more direct
pattern. Business guidelines need to be in place to ensure that composite
services are not inadvertently created that allow greater access than was
intended for particular consumer channels and groups of users.

Data Protection, Privacy, and Disclosure Control

Procedures must be in place in this pattern, because the ESB is effectively a hub
through which all service requests pass, and therefore, it connects a variety of
service consumers and providers that can be both internal and external. These
parties will have a variety of business requirements as they relate to data
protection, privacy, and disclosure. It is important to ensure that when service
requests are mediated that those requirements are respected.

For example, sensitive consumer data, which has been encrypted at the
message level, must not inadvertently be sent to an external provider over an
insecure channel after it has been decrypted at the ESB for processing.

Non-repudiation Services

A combination of multiple non-repudiation records might be required to associate
an incoming request with the events that occurred on a set of service providers.

From the point of view of the service consumer in this scenario, the important
evidence to record is that the ESB has responded to the request. Unlike in the
Service Creation scenario, access to the service providers is not direct, so
evidence for the non-repudiation record is likely to be based upon the secure
channel between the consumer and the ESB.
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One example of a non-repudiation record can be created at the service
consumer by calling on the audit service to record the signed data response with
a time stamp to indicate when the response was received.

Identity and Access

While traversing the ESB, it is important to maintain the user context. We need to
be able to pass the identity of a user for a particular service request from the
service consumer through the ESB and to the relevant service provider. The
identity might need to be mapped and the token representing the user identity
transformed as part of the request. A business decision also needs to be made
as to whether such an identity mapping should be made on a one-to-one or
many-to-one basis. This decision depends on the level of authorization and
accountability that is required for the service request.

The definition of authorization policy is particularly important in this scenario in
order to adequately control how services are orchestrated together. The
organization needs to prevent services accidentally being combined and
repurposed in a way not intended or permitted for business reasons.

Trust Management

Multiple trust relationships exist in this scenario. We have to consider
relationships between the service consumers and the ESB, as well as the ESB
and the service providers. There have to be procedures in place to
accommodate these multiple trust relationships so that an ESB can maintain
them. For example, the trust relationship with one provider can be very different
from that of another provider.

Secure Systems and Networks

There are multiple protocols and transport mechanisms to consider, as well as
the fact that requests can traverse multiple network security zones and access
different back-end systems that can be internal or external, for example,
outsourced to a less trusted source. Procedures need to be in place to contend
with and protect against malware and viruses being introduced at this
concentration point in the architecture.

4.2.2 IT Security Services

The use of common IT Security Services enables a consistent security
implementation. Let us discuss this in the context of the Service Connectivity
scenario.
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Identity Services

Let us look at the three particular Identity Services: identity foundation, identity
provisioning, and identity propagation as they apply to the Service Connectivity
scenario.

Identity foundation

It is typical that in most environments there are a number of user repositories as
we have previously discussed. This number is likely to increase through the
introduction of the ESB as services are combined. There will be an enterprise
user repository containing identity information that is common to many
applications and then a number of individual user repositories, typically one for
each of the applications. The identity example of Joe Smith is spread across
these repositories with his identity represented in many forms in each of them.
For example, the identity can be homejoe at the service consumer, jsmith at the
service provider, joesmith in the enterprise repository, and joey1234 in CICS.

Solutions need to cater to the need for some user repository synchronization.
This is necessary when identity information needs to be kept up-to-date between
these user repositories. For example, an update of a user home address at one
service provider might need to be updated in other service provider repositories
as well.

Identity provisioning

To enable a policy-based approach to managing the identities across user
repositories, an identity provisioning solution can be implemented. A central
provisioning service creates, modifies, and deletes identity information across
the user repositories. The advantage of an identity provisioning approach is that
it allows the central definition of provisioning policies and a consistent
implementation. In the federated provisioning case, where the provisioning
needs to span administrative domains, open standards-based provisioning
technologies, such as WS-Provisioning and SPML, can be used.

Identity propagation

This is an important aspect of this scenario, because as part of the request flow
from service consumer to provider through the ESB, the user context needs to be
maintained and the security of the identity information ensured. For example,
consider a use case where a request is coming from an internal service
consumer using an ESB to invoke a service provider as shown in Figure 4-2 on
page 94. The request arrives carrying a username token that carries identity
information for the user homejoe. The ESB calls the Security Token Service
(STS) provided by Tivoli Federated Identity Manager to exchange the security
token format to one supported by the service provider. In this example, the
username token is exchanged for a Security Assertion Markup Language
(SAML) token. In addition to changing token type, the Federated Identity
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Manager STS can map the incoming identity information to an identity suitable
for the service provider, for example, the homejoe identity is mapped to the
service provider identity of joesmith.

Tivoli Federated
Identity Manager J Security Token
i Service

User=homejoe User=joesmith

———

e Outbound
(username .‘
token) ! (SAML token)

! joesmith

[ WS-Trust
WebSphere - Client .
Application Server o Enterprise Service Bus

'WebSphere ESB
WebSphere Message Broker
WebSphere DataPower

- W 4

homejoe

Figure 4-2 Identity propagation at the ESB

There are multiple available ESB solutions, and the mechanism to invoke the
Federated Identity Manager STS differs based on which ESB is used. For
example:

» In WebSphere ESB, we can use the identity mediation primitive to invoke the
Federated Identity Manager STS using WS-Trust.

» In WebSphere Message Broker, we can use a custom security node to invoke
the Federated Identity Manager STS again using WS-Trust.

» DataPower has built-in capability for WS-Trust to invoke the Federated
Identity Manager STS.

Authentication Services

There are several cases for authentication. First, it is true that authentication
often occurs at the boundary especially for externally facing services. In general,
the ESB is an intranet component and relies on a proxy or gateway to perform
the main authentication step and to receive a trusted form of the identity from it.
However, there are cases where there can be a need for re-authentication or to
provide authentication for requests originated from within the intranet.

The ESB might need to use the authentication service to authenticate the
credentials supplied by the service consumer (one example of this is shown in
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Figure 4-3) before passing the service request on to the service provider. It is
also likely that these credentials are in a different form to that which the back end
expects, again this can be resolved by the Federated Identity Manager STS.
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Figure 4-3 Example of an authentication service for the Service Connectivity scenario

Authorization Services

The first application of the Authorization Services is shown in Figure 4-4 on
page 96. Requests that come in from the external service consumer must be
authorized before being granted access to the service provider. The ESB calls
out to the Authorization Services provided by Tivoli Access Manager for
e-business to ensure these incoming requests are authorized. Any requests that
are not authorized will be rejected.
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Figure 4-4 Authorization service at the ESB in this scenario

There are four authorization service aspects within the scenario. These are
depicted in Figure 4-5 on page 97:

» Service consumer: For the portal and WebSphere Application Server internal
service consumers, authorization can be implemented to control what the
user can see and do. This authorization can be externalized to the security
service or alternatively implemented internally.

» Enterprise Service Bus: The authorization mediation of the ESB can call out
to the authorization service to implement service level authorization. This
level of authorization controls who can call into a service operation.

» Service application: In most cases, there will be finer grained authorization at
the application level controlling what the user is allowed to do. Similar to the
Service Creation scenario, the authorization can be externalized or
implemented within the application. For example, a CICS-based application
provides authorization by using RACF.

» Service data: There can be further authorization at the data level, most
commonly implemented at the database level.
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Figure 4-5 Authorization service for the Service Connectivity scenario

Confidentiality Services

Data from both service consumers and providers that are mediated through the
ESB needs to be protected from disclosure. This can be achieved by leveraging
Confidentiality Services and choosing message level security using WS-Security

and transport level security with SSL/TLS. Decisions about which method is
appropriate depend upon the nature of the service being orchestrated and the

business requirements.

For example, if the ESB is expecting signed and encrypted messages from a

service provider, then the service provider must be aware of this so that

outbound messages are correctly prepared before sending. If the ESB then

requires communication with one or more service providers to provide a

response to the service consumer, it needs to be aware of message protection

policies for interacting with those service providers.
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Integrity Services

Integrity needs to be guaranteed over a series of transactions/mediations.
Because we are composing new services, information needs to be gathered from
a variety of sources in order to build a complete picture of the integrity of a new
offering.

The ESB can leverage Integrity Services to safeguard the data from both service
consumers and providers that are mediated through the ESB. Decisions about
which method is appropriate depends upon the nature of the service being
orchestrated and the business requirements.

Audit Services

In this scenario, we need to consider a wider picture. Service requests are being

mediated through the ESB. This provides an opportunity to implement a

comprehensive audit trail of all requests and activities that pass through the ESB.

We might need to audit at the ESB because:

» Service providers might have weak or no audit facilities.

» Service consumers might need this audit information.

» We might need to prove that there have been no abuses of separation of duty
concerns.

Because requests in this scenario traverse through the ESB, it provides an ideal
audit point in the infrastructure.

4.2.3 Security Enablers
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Typical Security Enablers in this scenario include:

» Cryptography: Signing and encryption libraries, such as XML Signature and
XML Encryption, enable higher-level message protection services as found in
a WS-Security runtime.

» Key Management: This includes the generation, exchange, storage,
safeguarding, and replacement of cryptographic keys.

> Malware protection: An ISS Proventia Server can be deployed on the
WebSphere Application Server to protect the server from malware.

» Service Registry: WebSphere Service Registry and Repository (WSRR) can
serve as a service registry and provide a core repository and system of record
for service definitions and policy. Deploying this type of registry can improve
management and governance of your services.
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4.2.4 Security Policy Management

Before the introduction of this scenario, the various service providers were
responsible for managing their own policy, and their application policies were
isolated and much more binary in their nature. That view of policy management
needs to change in this scenario, because the services are composite in nature
but can change in a much more dynamic fashion depending on business
requirements.

There is a need to respect the service interface requirements of these new
services. Message protection policies specify the mechanisms, rules, and
constraints about how a service consumer will use a service provider. The ESB
is an intermediary, and service consumers and service providers interact with the
ESB and not each other, so the message protection policies need to describe the
interactions between:

» Service consumer and ESB
» ESB and service provider

The policy management must deal with both of these interactions.

4.2.5 Governance and Risk Management

Additional governance procedures need to be put in place compared to the other
scenarios. In particular, there is the need to govern the multiple trust
relationships introduced in this scenario. When external or third-party service
providers are involved, a greater understanding of the risks involved is required.

It is also worth mentioning that there can be multiple governance bodies. This
can be the result of growth through mergers and acquisitions. This can be
temporary during a transition period, or it can be a permanent choice. Multiple
enterprise governance bodies can (and often do) result in multiple ESBs. It is
often politically easier to implement multiple ESBs that align with the multiple
governance bodies than to design and implement a common solution. Each
governance body defines the boundary of its ESB.

4.3 Summary

The application of the IBM SOA Security Reference Model to the SOA
Foundation Service Connectivity scenario has been described in this chapter.
There are some new security issues with which to contend. These result largely
due to the integration nature of the ESB and the way it is able to flexibly and
dynamically link service consumers and providers. This chapter is useful as a
checklist in determining where security can be applied to a real environment.
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IBM SOA Foundation
Interaction and
Collaboration Services
scenario

In this chapter, we discuss the application of the IBM SOA Security Reference
Model defined in Chapter 2, “Architecture and technology foundation” on page 17
to the IBM SOA Foundation Interaction and Collaboration Services scenario.

We provide an overview of the Interaction and Collaboration Services scenario
and highlight the components involved. We guide you on how to apply the IBM
SOA Security Reference Model to the scenario by covering the following areas:

Business Security Services

IT Security Services

Security Enablers

Security Policy Management
Governance and Risk Management

vyvyvyVvyy
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5.1 Scenario overview

In this section, we provide an introduction to the scenario, its actors, and
components. We then describe the scenario from different perspectives to

simplify the understanding of the security requirements.

5.1.1 Overview of the Interaction and Collaboration Services scenario

102

The goal of this scenario is to provide access to a set of services for a user
through a common interface. The business value for this scenario is to reuse
existing information and data through a common entry point to improve user
productivity. The services aggregated by the portal can be within the same
organization or they can be provided by an external partner. Users accessing the
portal can be from the organization that hosts the portal or they can be external

customers, suppliers, or other partners.

Figure 5-1 provides an overview for this scenario.
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Figure 5-1 Interaction and Collaboration Services scenario overview
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The following actors and components are identified for this scenario:

» User: The user can be an internal employee or an external user accessing a
set of services through the company portal. This user can access the
company portal, as well as external portals using different channels: a Web
browser, a rich client interface, or a mobile device.

» Company portal: The company portal provides interaction and collaboration
services to users through a common interface. This includes access to
internal services, as well as external services provided by other companies.
The company portal can also aggregate some content of external partners
also provided through a corporate portal.

» Internal service provider.: A service provided by internal components.
» External portal: A portal provided by a third party.

» External service provider: A service provided by the third party. The service
can be accessed through the external portal and directly from the company
portal itself.

This scenario can be considered from several perspectives to detail the security
requirements that apply:

» The Web single sign-on perspective focuses on the user-based interactions
with the different portals involved in this scenario.

» The Web services perspective concentrates on the integration of the different
services and the interactions between these services.

» The provisioning perspective brings out the flows and the required
synchronization events for the different accounts used by the user in the
scenario.

The Web single sign-on and the Web services perspectives are described next.
The provisioning perspective is highlighted in “Identity Services” on page 111.

5.1.2 Web single sign-on perspective

This section focuses on the single sign-on capabilities provided to the user in the
scenario. Using a Web browser, the user accesses internal applications. Some
of these applications are accessed through the company portal while others are
not. Single sign-on (SSO) has to be provided to the user for these applications.

The user also accesses some applications provided by a third party and needs to
have single sign-on to these applications as well. In this case, federated single
sign-on (FSSO) is used.

Figure 5-2 on page 104 details the interactions for the Web single sign-on
perspective of the scenario.
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Figure 5-2 Web single sign-on perspective for the Interaction and Collaboration Services
scenario

For this perspective, the following components are introduced:

» Point of contact: This component provides an entry point to the system for
Web-based interactions and single sign-on capabilities to the internal
applications. This includes the company portal, as well as any other internal
Web applications that are not aggregated through the portal.

A reverse proxy or a plug-in for Web servers is used as the point of contact.

» Federated SSO Service: This component provides the core capabilities to
support federated single sign-on for users between a company and its
partners.

This includes the support for the different federation protocols and the ability
to generate, validate, or exchange the appropriate security tokens used
between the federation partners.

These components are also required for the partner infrastructure. The
remainder of this section focuses on the company infrastructure as the
federation protocols ensure interoperability across different vendor
implementations.
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Note: More information about these services and the architecture of
Federated Identity Management solutions can be found in the IBM
Redbooks publications Enterprise Security Architecture Using IBM Tivoli
Security Solutions, SG24-6014, and Federated Identity Management and
Web Services Security with IBM Tivoli Security Solutions, SG24-6394.

» Web application: The Web applications accessed by the user. This includes
applications aggregated through the portal, as well as others that are not
accessed through the portal.

Note: In order to simplify the understanding and to stay focused on the
core requirements of the scenario, the point of contact will be assumed to
be embedded in the company portal, unless indicated otherwise.

5.1.3 Web services perspective

Figure 5-3 depicts portals accessing internal and external services in order to
provide aggregated content to their users.
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Figure 5-3 Web Services perspective for the Interaction and Collaboration Services
scenario

The services accessed can run on different platforms. For example, J2EE Web
and Microsoft .NET Web services are shown in the figure. Existing secure
services, such as those described in Chapter 3, “IBM SOA Foundation Service
Creation scenario” on page 67, can be reused in this scenario.
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Finally, the portal can access services or functions already aggregated in an
external portal. This can be achieved using a standard technique, such as Web
Services for Remote Portlets (WSRP), which defines a way to access portal
content via Web services.

Note: The complete specification for the Web Services for Remote Portlets
standard is available at http://www.o0asis-open.org.

5.1.4 Security requirements

106

In this section, we describe the new security requirements that arise when a
portal is introduced:

>

Identities need to be provisioning to the user registry used by the point of
contact and the portal. Those identities might require attributes needed for
personalization.

Methods for user authentication must cater for access from multiple channels,
such as Web browser and smart mobile devices.

Methods for user authentication must cater for a variety of authentication
mechanisms, such as user name/password, time-based token, and
biometrics.

Federated SSO might be required across portals to provide users with a
seamless experience when interacting with services provided by company
and external portals.

Within an enterprise, SSO is required across the portal and non-aggregated
Web applications.

Identity propagation from a portal to the services it accesses is required so
that a user’s identity is available to back-end services for authentication,
authorization, and audit within those services.

Access control within the portal must be able to limit which pages, views, and
portlets are available to different groups of users.

Audit of authentication and authorization events from the portal is required,
because the portal might be the only place that a user explicitly authenticates
in the environment.

A level of data protection is required for data in transit between the users and
the portal, and from the portal to the services it aggregates.

Being a concentration point for application access by users, the portal needs
to be protected from malicious and unauthorized access in ways such as:

— Securing the operating system on which the portal is deployed
— Securing the networks connecting to the portal
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» When the portal aggregates content from an external Web service provider,
the two organizations must agree on a trust model within which to operate.

5.2 Applying the IBM SOA Security Reference Model

In this section, we provide guidance on how this reference model can be applied
to the scenario. We address the specific considerations for this scenario and we
intend to build upon the material in the preceding chapters where we described

how to apply the reference model to other scenarios. We provide some examples
of common use cases for the scenario, but different business requirements than
the ones detailed below can lead to alternative architectures.

5.2.1 Business Security Services

The following Business Security Services define the business requirements
when exposing application functionality through the Interaction and Collaboration
Services scenario.

Compliance and Reporting

As a result of the risk management process, examples of the resultant
compliance objectives in this scenario might include:

» Revalidation of the users’ accounts from the managers and the system
administrators after a certain period of time.

For example, managers might be required to revalidate all their employees’
accounts every quarter. This helps in detecting accounts that are not
required, because a user has changed roles or has left the organization.

A system administrator (for example, from RACF) might be notified every
week of all the accounts that have been created on the system. The
administrator can then block the accounts if they do not comply with the
company identifier policies.

» Generation of the appropriate reports to comply with the various government
regulations that the company must meet. Examples include the Payment
Card Industry Data Security Standard (PCI) and the Sarbanes-Oxley Act
(SOX).
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Data Protection, Privacy, and Disclosure Control

Data protection management identifies the resources needing protection and the
controls required on those resources. For example:

» In this scenario, a Public Key Infrastructure (PKI) can be used to authenticate
the users accessing the portal from the external network. The cryptographic
key stores might have to be stored on tamper resistant hardware.

» The trust infrastructure also uses cryptographic key stores to store its own
certificates, as well as partner certificates. The keys from these certificates
are then used to digitally sign and encrypt the security tokens and some
content of the messages. In this case, the file system hosting these key
stores has to be protected from external access and needs to be encrypted.

» An operating system hardening solution can be used to protect the point of
contact and portal machines in this scenario. For each machine, the files and
directories must have the appropriate permissions set to prevent
unauthorized access.

The company can set a privacy policy to require user consent before federating
their accounts with one or more partners. The consent can be fine-grained and
control which identity attributes they are willing to share with the federation
partners.

Non-repudiation Services

In this scenario, the portal first receives the user request and then accesses
other service providers in order to fulfill those requests. In this case, the portal
can be required to support service providers by being able to demonstrate that
users are authenticated in a secure way. A combination of audit records can be
required to associate a user’s request with the irrefutable events that occurred on
a set of service providers.

From the perspective of the service consumer in this scenario, the important
evidence to record is that the portal has responded to the request, because
access to the services is not direct. Evidence for non-repudiation is likely to be
based upon the secure channel between the user and portal.

Identity and Access
[dentity and Access management policies must be defined as part of the solution
deployment.

Identity management
Identities need to be managed through their overall life cycle in this scenario.

Identity creation can be initiated from an authoritative source, such as a Human
Resources (HR) system. Synchronization policies then propagate any update to
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this identity data to different repositories identified in “ldentity foundation” on
page 111.

The use of an enterprise provisioning solution provides a single entry point to
manage the identities and the life cycle of those identities within the company in
a policy-based way. In this scenario, the use of this type of a solution can help in
applying provisioning policies across different repositories. It can significantly
improve the user experience, because this provisioning ensures a new employee
has access to the company portal and the services aggregated in this scenario
within a short period of time.

Approval processes can be defined so that a manager is required to approve the
creation of new user accounts.

Identifier policies are defined so the accounts are created based on the policies
of the company. For example, the Windows® account identifiers might be formed
with the first letter of the first name and the complete family name.

Password policies can be defined to enforce security. Setting complexity and
expiration dates to force password changes are common examples of password
policies.

Another important aspect of security is revalidation of the accounts. A system
administrator can be required to validate all the accounts every month as part of
the company meeting its compliance objectives.

Self-service capabilities can be provided to the user through a Web interface,
allowing users to update personal information and to reset passwords.

Access management

Access control policies are required at the point of contact and portal.
Coarse-grained access policies are typically employed at the point of contact,
such as restricting which groups of users are allowed access to the portal as a
whole, or individual Web applications not incorporated into the portal. The portal
requires fine-grained access control policies to control access to pages, views,
and portlets within the portal. These policies are typically role-based or
group-based.

Trust Management

In this scenario, users of the portal need to be made aware of the terms and
conditions of use, privacy policy, and so on. This can be done at the overall
organizational level for users of the portal, or on an individual user level. This is
one of the business aspects of Trust Management.
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At the technology level, Trust Management can define:

» Standards for the strength of cryptographic ciphers to be used when
accessing the portal via HTTPS.

» Standards for authentication mechanisms and associated metadata, such as
password strength policies.

» Key management for X.509 certificates for the portal and service
components.

Secure Systems and Networks

Figure 5-4 shows a logical architecture that can be used for this scenario.
Firewalls can be used to filter the access from one zone to another.

Demilitarized
Outside Zone | Zone | Production Zone | Internal Network
—\ | |
Service Point of Company Service Enterpri_se
Consumer Contact Portal Providers Information
System
Enterprise
4 )\ Information
System
Directory Authorization
Service Service Enterprise
Information
System
Security dentity
Telhen Semites Provisioning
Service
—_ | \ ) |
| Management Zone |

Figure 5-4 Logical network diagram for the Interaction and Collaboration Services
scenario

The service consumer can be any external application calling services exposed
through the company portal. Several service providers are defined in the
production zone and each of them can access a different enterprise information
system.

A dedicated hardware Secure Sockets Layer (SSL) accelerator solution can also
be used in front of the demilitarized zone as part of the solution to encrypt data in
transit from the outside zone.
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5.2.2 IT Security Services

In this scenario, the IT Security Services provide a set of common services for
the components involved in the architecture.

Identity Services

These services provide the core infrastructure for managing user accounts
between the systems aggregated in the scenario. Identity Services include
identity foundation, identity provisioning, and identity propagation.

Identity foundation

Different user repositories are identified in this scenario. Figure 5-5 provides an
overview of these repositories and the account identifiers used for the same
company employee, Joey Smith, both for internal accounts, as well as external
accounts. For example, Tivoli Directory Server can be used as the user registry
for the portal.

For each account, an identity is defined and identity information is attached to the
person. Synchronization between these accounts is a key requirement, because
a user needs to have the appropriate permissions defined in the identity
repositories to access the various services. Tivoli Directory Integrator can be
used to synchronize data between a variety of identity sources.
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Figure 5-5 Identity foundation for the Interaction and Collaboration Services scenario
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Identity provisioning

Using a provisioning solution in this scenario can manage the identities both
inside and beyond the company boundaries. This solution is responsible for
creating, managing, and deleting the accounts in the appropriate repositories.

This type of a solution reduces administrative complexity related to identity
management and enforces security as it leverages the company security policies
(as defined in 5.2.4, “Security Policy Management” on page 123). It can rely on a
role-based model, meaning the identities are provisioned based on roles defined
for the enterprise.

For example, a banker has an account created for a mainframe application and
is added to a specific group of users within the mainframe identity repository (for
example, RACF) so that the banker has access to the mainframe application
with the appropriate permissions.

Moreover, if the employee changes from one role to another or leaves the
company, the provisioning solution ensures that the employee’s accounts are
updated or removed from the systems automatically.

Figure 5-6 on page 113 introduces the identity provisioning solution to the
scenario.
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Figure 5-6 Identity provisioning for the Interaction and Collaboration Services scenario

As shown in Figure 5-6, the identity provisioning solution can be extended to
cross the company boundaries. Federated identity provisioning allows the
provisioning of user accounts outside the company.

The accounts can be provisioned for federated single sign-on between the
company and the outsourced provider for the users. In this example of federation
relationship, the company acts as an identity provider and the outsourced
provider as a service provider. The use case is detailed in “Identity propagation”
on page 113.

Identity propagation
Several use cases illustrate the need for identity propagation in this scenario.

The first use case is single sign-on between the point of contact and the internal
Web applications, such as the company portal. This use case applies if these
components are separated, as detailed in 5.1.2, “Web single sign-on
perspective” on page 103. In this case, the point of contact and the portal (or any
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other internal Web application) have their own identity token format, and there is
a need to securely propagate the identity from the point of contact to the portal.

Note: This use case has already been designed and detailed in IBM
Redbooks publications, such as Develop and Deploy a Secure Portal
Solution, SG24-6325, or Enterprise Business Portals Il with IBM Tivoli Access
Manager, SG24-6885. The integration for this scenario can rely on the
architecture and techniques described in these references and is not further
described in this section.

Another common use case is access to a service provided within the company.
This case has been detailed in Chapter 3, “IBM SOA Foundation Service
Creation scenario” on page 67 where existing functions are exposed, either
directly or through service components.
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A Security Token Service is used to exchange the currently authenticated
identity for a new security token suitable for the service provider. The
architecture for this case is shown in Figure 5-7.
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Figure 5-7 Identity propagation for the Interaction and Collaboration Services scenario:
Access to an internal Web service
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In this scenario, the user authenticates to the company portal using a user
identifier (for example, jsmith) and a password. In order to access the exposed
Web service (for example, a CICS application), the portal needs to exchange the
identity into a valid representation for the receiving system (for example, a RACF
passticket with the user identifier joey1234). This exchange is done using a
security token service.

Another use case is access to an external service provided by a partner through
the company portal. Figure 5-8 on page 116 shows the use case.
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Figure 5-8 Identity propagation for the Interaction and Collaboration Services scenario:
Access to an external Web service

In this case, the security token service is used to map the user’s identity in
WebSphere Portal for a valid representation for the external service provider. In
this example, the security token might be a Username token or a Security
Assertion Markup Language (SAML) assertion, which contains the user name
Jjsmith@company.com.

In both of these cases, Tivoli Federated Identity Manager provides a plug-in for
the Web services security processing in WebSphere Application Server that can
use the security token service to generate a security token for the outbound Web
service request. This plug-in can then be used by portlets in WebSphere Portal
that use the same Web services components of WebSphere Application Server.
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Another use case introduces the ability to provide federated single sign-on to the
external portal. Figure 5-9 details this scenario.
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Figure 5-9 Identity propagation for Interaction and Collaboration Services scenario:
Access to an external service with federated single sign-on

In this scenario, the user accesses their company portal. The security token
service generates a security token for the partner based on the user identity and
the information required for the partner. For example, this might be a SAML 2.0
assertion containing the user’s e-mail address as their subject name and an
issuer attribute indicating the organization that issued this assertion. This token
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generation is generally provided by a federated single sign-on service as
identified in 5.1.2, “Web single sign-on perspective” on page 103.

The partner receives this token and can invoke its security token service to
validate the token and map it to a local identity. Depending on the business
requirements, the local identity can uniquely identify the user (for example,
joe-companyA) or represent their role (purchaser-companyA).

Authentication Services

In this scenario, Authentication Services are required to integrate with different
domains, different platforms, and different services. As a consequence, there are
several points where Authentication Services are provided.

The first authentication challenge takes place when the user accesses the
company portal. This authentication is generally achieved with a user identifier
and password, but strong authentication methods, such as multi-factor or
biometrics, can be combined to provide additional security. The user identifier
and password are checked against the repository used by the point of contact.
Figure 5-10 depicts this use case.
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Figure 5-10 Authentication Services for Interaction and Collaboration Services scenario:
Company portal authentication

This authentication service can be provided with a point of contact in front of the
company portal as defined in 5.1.2, “Web single sign-on perspective” on
page 103 and shown in Figure 5-10.
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The use of a dedicated component in front of the company portal is useful to
externalize the authentication service from the portal itself and to provide a
dedicated Policy Enforcement Point for the authentication policies.

The point of contact can provide these services to other Web applications as
well. It enforces security providing a first level of defense within the infrastructure
and can enforce the password policies for the environment. For example, a user
account can be locked after three unsuccessful login attempts within a short
period of time.

Session management services are also provided. Finally, the point of contact
can provide flexible authentication, as well as support for strong authentication
methods and re-authentication based on the company policies.

In case the point of contact is used in the infrastructure, a trust relationship is
established with the company portal. The SSO point of contact authenticates the
user and provides identity information to the portal. It is common that both
components use the same user repository.

Tivoli Access Manager's WebSEAL component provides a reverse-proxy that
acts as an FSSO point of contact for WebSphere Portal and other Web
applications. It provides SSO to Web applications, including passing additional
attributes for tighter integration with Web applications.

Note: More information about the federated single sign-on protocols and
specifications are provided in Appendix C, “Security terminology, standards,
and technology” on page 439.
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Authorization Services

Authorization is enforced at different levels in the scenario as shown in
Figure 5-11.
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Figure 5-11 Authorization Services for Interaction and Collaboration Services scenario

The following components provide the authorization enforcement in this
scenario:

» Point of contact: The point of contact provides a first level of defense for the
company portal and the other internal Web applications.

For example, WebSEAL can enforce coarse-grained authorization to prevent
access from an untrusted network or to restrict access to the business hours,
for example. Additional authorization rules can also be defined to allow
groups of users to access the portal or some of its features, based on the
URL.

» Company portal: The company portal can provide finer-grained Authorization
Services for the users. This can include role-based permission to allow the
users to access personalized content.

For example, a user can be allowed general access to internal services based
on their profile although they are not authorized to perform certain operations
on these services. Declarative security must be used to separate the
authorization policies from the application itself. Access Manager
Authorization Services can also be used as the policy decision point (PDP) for
these authorization decisions.

» Applications: The various service providers involved in the scenario might
have their own mechanisms and authorization repositories to make
authorization decisions.

An existing system, such as CICS, might use RACF to store authorization
rules, while another service might use a proprietary repository or a database
to store these rules. The services implements authorization controls based on
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the application policies. Externalizing these authorization decisions can be
more difficult.

» Data: Rules to authorize access to data itself can include access control lists
in an LDAP server or the permissions within a database, such as DB2’s
label-based access control.

These authorization rules are generally provided by the component itself, and
they are difficult to externalize.

Confidentiality Services

Figure 5-12 provides an example of messages requiring transport level
confidentiality (using SSL) and those requiring message level confidentiality
(using WS-Security).
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Figure 5-12 Message protection services for Interaction and Collaboration Services
scenario
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In this scenario, Confidentiality Services can apply as follows:

» Transport Level Security (TLS) or confidentiality is achieved using SSL and
can be used for the following flows:

— HTTP-based communications from the user to the WebSEAL servers that
protect the company and external portals

— HTTP-based communications from the WebSEAL servers to the portal or
other Web servers protected by the WebSEAL server

» Message level confidentiality can be used in addition to transport level
security to provide additional security for the following messages:

— Access to a service from WebSphere Portal. Depending on the
requirements of the service, a security token can be provided (a user
name token using a RACF passticket for a CICS transaction, for example)
and the security token or the message body can be encrypted using
WS-Security.

Integrity Services

Integrity Services can be used to sign parts of a WS-Security message. For
example, Web service requests from WebSphere Portal can sign the security
token and message body using the WS-Security standard.

Integrity Services for data at rest on the WebSphere Portal servers can also be
used to verify that important portal configuration and operating system files have
not been modified. An operating system security solution, such as Tivoli Access
Manager for Operating Systems, can be used to monitor the integrity of file
system objects.

Audit Services

Audit Services need to be able to integrate with the portal and the security
infrastructure that supports it. For example, the WebSEAL servers can be
enabled to audit authentication and authorization events and generate audit
records that are written to a local file. Those audit records can be centralized
across a cluster of WebSEAL servers using IBM Tivoli Compliance Insight
Manager. Similarly, the Compliance Insight Manager environment can be used to
collect audit records from other systems, such as Tivoli Identity Manager and
Tivoli Federated Identity Manager. As an aggregated source of information,
Compliance Insight Manager provides a way for an organization to report on
compliance as already described in “Compliance and Reporting” on page 107.
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5.2.3 Security Enablers

SSL/TLS capability is required for a WebSEAL server acting as a point of contact
to ensure secure communications between users and the portal over an
untrusted network. Key management is required as part of this.

Portals and the accompanying point of contact require a user repository to
support identity and access services. For example, Tivoli Directory Server can be
used as a shared user registry by Tivoli Access Manager and WebSphere Portal.

Firewalls need to be employed to limit the type of network communications
permitted with the portal and the point of contact.

As an aggregation point, the portal becomes an attractive target for malware. We
recommend intrusion management using ISS Proventia Server solutions. Key
solutions include ISS Proventia Network-based IPS, ISS Proventia anomaly
detection systems, and ISS Proventia host-based protection, and we recommend
regular scans using ISS Proventia Enterprise scanner.

5.2.4 Security Policy Management

Introducing a portal in an SOA environment introduces new security policies that
need to be managed. Examples include:

» Authentication policies:

— One type of authentication policy controls how users are authenticated
when they access the portal, such as the use of user name/password or
stronger mechanisms. These can be configured directly in the WebSEAL
servers that protect the portal.

— Single sign-on policies specify how identity is asserted from the WebSEAL
point of contact servers to the Web applications they protect. These
policies include how identity is asserted (such as a user name or a richer
token, such as Lightweight Third Party Authentication (LTPA)) and how
the identity assertion is to be trusted (such as through data protection on
the communications channel or server-server authentication between
WebSEAL and the Web application).

— Federated single sign-on policies specify how representations of identity
are exchanged between loosely coupled partners. These policies are
configured as part of the configuration in a module chain in Tivoli
Federated Identity Manager.

» Password policies

Password policies control the strength and life cycle of passwords that may
be authored in Tivoli Access Manager. These policies are distributed to
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WebSEAL servers as the enforcement points. If Tivoli Identity Manager is
used to provision user accounts in the SOA environment then it would be the
central point for password management.

» Authorization policies:

— Tivoli Access Manager provides the first level of authorization policy
enforcement at the WebSEAL servers. Authorization policies are authored
centrally in Tivoli Access Manager and distributed to WebSEAL servers for
enforcement.

— Authorization policies in WebSphere Portal control access to resources,
such as pages and portlets. Administration of these policies is performed
directly in WebSphere Portal. These policies can be enforced with
WebSphere Portal or externalized to Tivoli Access Manager.

» Data protection policies

Message protection policies for access between users and the WebSEAL
servers protecting WebSphere Portal are configured directly in the WebSEAL
servers. For example, use of SSL and specific cryptographic ciphers can be
configured in the WebSEAL server configuration file.

5.2.5 Governance and Risk Management

As part of the governance activities in this scenario, the organization needs to
agree with its external partners on the services and on the information
exchanged. This can include the type of protocol and security token format used
to federate the user accounts, as well as the role played within the federation by
each company. For example, a manufacturer and its supplier might decide on an
identity federation for sharing the manufacturer’s production schedules. The
supplier can play the role of identity provider for its employees and the
manufacturer is a service provider. SAML 2.0 profiles, protocols, and bindings
can be chosen.

5.3 Summary

In this chapter, we discussed how to apply the IBM SOA Security Reference
Model to the Interaction and Collaboration Services scenario.
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IBM SOA Foundation
Business Process
Management scenario

In this chapter, we describe the application of the IBM SOA Security Reference
Model as defined in Chapter 2, “Architecture and technology foundation” on
page 17 to the SOA Foundation Business Process Management scenario.

This scenario is the fourth of the IBM SOA Foundation scenarios. Business
Process Management allows for an organization to be flexible and responsive to
the ever-changing on demand business through the optimization and automation
of the business processes.

In this chapter, we highlight how each component of the IBM SOA Security
Reference Model can be applied to the scenario.
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6.1 Scenario overview

126

In this first section we describe the IBM SOA Foundation Business Process
Management scenario.

Business Process Management combines business processes, information, and
IT resources, aligning an organization’s core assets—people, information,
technology, and processes—to create a single integrated view, with real-time
intelligence, of both its business measurements and IT system performance.

Business Process Management allows an organization to be flexible and
responsive to the ever-changing on demand business through the optimization
and automation of the business processes to:

» Identify and eliminate redundancies and bottienecks.
» Decouple business integration logic from its underlying implementation code.

» Increase portability and decrease maintenance costs by being based on
industry standards.

» Automate process implementation and eliminate manual deployment tasks.
» Immediately execute new business rules and processes.

» Visualize actual process performance against key performance indicators.

» Pinpoint future process improvements.

Figure 6-1 on page 127 shows the Business Process Management scenario and

its mapping to the SOA Foundation life cycle. More information about the life
cycle can be found in “SOA Foundation life cycle” on page 416.
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Figure 6-1 SOA Foundation Scenario: Business Process Management

The core IBM products for Business Process Management are used as follows:
» Model

WebSphere Business Modeler is an Eclipse-based toolset to model business
processes. It is designed for business analysts to model, simulate, and
optimize business processes before they hand over the model to IT for
implementation refinements.

» Assemble

WebSphere Integration Developer is an Eclipse-based integration toolset for
assembly of composite applications. This tooling is designed for IT
developers and IT architects. It links directly with WebSphere Business
Modeler for seamless interaction between different roles and organizations.

» Run

WebSphere Process Server is a runtime environment for flexible deployment
of business processes. It makes plug-and-play of components a reality.
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WebSphere Process Server offers the secure, robust, and scalable
environment needed to deploy mission-critical business processes.

» Manage

WebSphere Business Monitor offers real-time visibility into process
performance, enabling process intervention and continuous improvement. It
allows for visualization of key performance indicators, so that the health of the
business can be monitored and arising problems can be pinpointed, allowing
for immediate resolution. It includes support for monitoring processes running
in WebSphere Process Server.

6.1.1 Business Process Management architectural pattern

128

To illustrate the security issues in the Business Process Management scenario,
the architectural pattern shown in Figure 6-2 will be used throughout the rest of

this chapter.
[ )
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N Information System
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Portal
WebSphere
Process
WebSphere J2EE “ / Server
Application ’
R4 WebSphere
Internal Consumer 7 4 Information Services
> Director (WISD)
Microsoft NET |~ .
| Information
Application Service

External Consumer

Figure 6-2 Business Process Management architectural pattern

The key points from Figure 6-2 are:

» Service requests to WebSphere Process Server are made by a service
consumer. Examples include WebSphere Portal, WebSphere Application
Server, and Microsoft ASP.NET Application Server.
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» These requests initiate execution of business processes. For example, a
process can be executed in Business Process Execution Language (BPEL).

» During the business process, certain steps require human intervention. These
are indicated by the person implementing human tasks.

» The process server initiates requests to the service providers, an existing
Enterprise Information Systems (CICS TS 3.1) and an Information Service
(WebSphere Information Services Director).

6.1.2 Service Component Architecture (SCA)

To discuss security in the following sections, it is first necessary to understand
the nature of WebSphere Process Server. WebSphere Process Server provides
a runtime environment for SCA service components, as shown in Figure 6-3.

SCA presents all elements of business transactions—access to Web services,
EIS service assets, business rules, workflow, databases, and so on—as service
components. SCA separates business logic from implementation, so that you
can focus on assembling an integrated application without knowing the
implementation details. Service components can be assembled graphically in
WebSphere Integration Developer, and the implementation can be added later.

Interface: Reference:
how to call this what this
component component calls
J Component 1 & J
ava o/' ava
Reference R
T Interface \ WSDL
Port Type Implementation J Port Type
Process State Business Human
N BPEL Machine Rule Task Selector
-@eeecccccccccneee. Implementation Types resseeeecececccacacccans >

Figure 6-3 Service component architecture
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An SCA component needs to specify its interface and implementation, as well as
references as shown in Figure 6-3 on page 129:

» SCA interface

By definition, an interface is the place at which independent and often
unrelated systems meet and communicate with each other. An interface can
be defined by any programming/interface definition language. WebSphere
Process Server currently supports a Java interface definition and an XML
definition (WSDL port type). Arguments described in an XML schema are
exposed to programmers as SDO data objects. The WebSphere Integration
Developer tooling primarily generates interfaces using the WSDL
representation.

» SCA implementation

The SCA implementation specifies the implementation type of the
component’s interface. Developers can implement business services in their
language of choice (for example, Java, BPEL, or state machine). Current
implementation types include business process, human task, interface map,
selector, business rules, business state machine, and Java.

» SCA references

An SCA reference specifies other SCA services that a component uses.

6.1.3 Security requirements

When processes are automated using Business Process Management, there are
a number of new security concerns that need to be addressed:

» Processes must only be initiated by authorized persons. That is, requests
received by the WebSphere Process Server are authenticated and authorized
before the process is initiated.

For example, a bank employee can fill out a loan approval application on
behalf of a client they are talking with over the phone. The bank employee
uses the portal-based application to complete the loan application form. The
portal in turn will issue a service request to initiate the business process on
the WebSphere Process Server.

The WebSphere Process Server must be sure:
— The request came from a trusted source, such as WebSphere Portal.

— The user has been authenticated, for example, the WebSphere Process
Server must trust the WebSphere Portal to have performed the
authentication.
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— The user is performing a role that allowed them to initiate the process. The
SCA security model defines a role-based model for SCA component
authorization.

» Messages to and from the WebSphere Process Server can be protected for
confidentiality and integrity.

Using the same example, the request from WebSphere Portal can be
protected using WS-Security or SSL, or a combination of both. This way, the
WebSphere Process Server receives requests that are protected.

Similarly, WebSphere Process Server makes requests to the back-end CICS
TS 3.1 and WebSphere Information Services Director. These requests can be
protected using similar mechanisms.

Note also the WebSphere Process Server executes SCA components. It
might also be necessary to ensure that communication between these
components is secured.

» Only suitably authorized staff can act on human tasks within the process.
Human tasks are those steps in the process where the process stops for
human intervention. Not all users should be able to act on these human tasks,
only those users who are authorized.

Human task users will therefore need to be authenticated and authorized
when working on human tasks. This is particularly important for approvals
within the process. Only authorized users should be able to grant approvals.

Human task users are defined in a user repository and their roles are set
there. These roles are checked during execution of the human task.

» The identity of the requesting user can be propagated from the service
consumer through the process execution and be available to back-end
systems. This might require identity mappings along the path.

For example, in 6.2, “Applying the IBM SOA Security Reference Model” on
page 132, the WebSphere Process Server sends requests to back-end CICS
and WebSphere Information Services Director services. It is important that
these service requests provide the right identity information for the back-end
systems. This might require identity mediation to occur.

» It is important that WebSphere Process Server audit events are logged and
available for Compliance and Reporting.

There can be a number of security events that occur during the execution of a
process, including:

— Authentication of the initial service request

— Authorization of the initial service request

— Human task approvals

— Authorization of SCA components accessing other SCA components
— Mediation of identity as part of connecting to a back end
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It is important that an end-to-end view of process execution can be tracked.

6.2 Applying the IBM SOA Security Reference Model

In this section, we discuss how to apply the IBM SOA Security Reference Model
to the Business Process Management scenario. We address specific
considerations for this scenario and intend to build upon the material in the
preceding chapters that describes how to apply the reference model to other
scenarios.

6.2.1 Business Security Services

132

This section discusses the Business Security Services of the IBM SOA Security
Reference Model.

Compliance and Reporting

The Business Process Management scenario adds human tasks to SOA. The
actions of the users who interact with the SOA environment via human tasks can
be subject to compliance requirements.

For example, reports from Tivoli Compliance Insight Manager can be used to
verify that the interaction between the users and the operation of the application
is compliant with the Sarbanes-Oxley (SOX) regulation.

Data Protection, Privacy, and Disclosure Control

Classification of the data being accessed via the business process determines
the data protection requirements. Data classification for business information
must be defined so that appropriate data protection techniques can be applied
and enforced. Depending on the classification, for example, internal use only
or confidential use, the strength of the data protection techniques can vary.

For example, confidential data might be required to be encrypted when in transit
and at rest in a database. Public data might not require this protection.

In cases where the business processes in WebSphere Process Server reveal
data about customers to employees of an organization, there can be a need for
disclosure controls to protect the privacy of customers and prevent misuse of
their personal information.
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Non-repudiation Services

The nature of the business process can generate non-repudiation requirements.
You need to define the type of business information that requires
Non-repudiation Services.

For example, a fulfillment process in a supply chain management application
might have non-repudiation requirements to protect the service consumer and
provider from false denial from the other party.

Identity and Access

Identity management policies are required to specify how users obtain, use, and
revalidate the accounts necessary for interacting with the business process via
human tasks. Access control policies need to be specified in order to describe
the people, groups, or roles that can fulfill different functions in the business
process. You need to define the type of business information around which
identity and access policies need to be enforced.

For example, a bank manager might be required to approve a loan application,
while bank tellers can submit loan applications on behalf of customers.

Trust Management

Trust Management might be required if the consumers of the business process
are from another administrative domain, for example, a business partner. In that
case, an agreement has to be put in place to specify the information requirement
in order to allow the service provider to accept identity information from the
consuming organizations. This information can be an agreement on identity
formats and how any assertion of identity is formed and validated.

Secure Systems and Networks

WebSphere Process Server needs to be deployed in an environment with
physical and logical security appropriate for the business processes being
hosted. Stronger host security might be required to create a detailed audit trail of
activities performed by system administrators on the machine. Network intrusion
management can be recommended for sensitive applications accessed by
external parties.

6.2.2 IT Security Services

This section discusses IT Security Services from the IBM SOA Security
Reference Model.
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Identity Services

In an SOA environment, the most fundamental security issue to deal with is often
related to the Identity Services. Figure 6-4 on page 135 shows the Business
Process Management architectural pattern showing a typical identity
environment.

Identity foundation

As shown in Figure 6-4 on page 135, WebSphere Process Server requires
access to a user repository. This are two main reasons for this:

» Service requests coming from the service consumers need to be
authenticated. This can be in the form of a WS-Security security token.
Typical examples are Username and Lightweight Third Party Authentication
(LTPA) identity tokens. To authenticate this request, WebSphere Process
Server uses its local user repository, which in this case is Tivoli Directory
Server. In the case shown in Figure 6-4 on page 135, the user repository is
shared with WebSphere Portal. Also shown on the figure, user Joe is available
for both WebSphere Portal and WebSphere Process Server.

» Users implementing human tasks in the process need to be authenticated
and authorized to perform the task. This involves defining these users and
their roles in the WebSphere Process Server user repository. For example,
users can be placed in different Tivoli Directory Server groups. In the
example, a new user Paul is defined, who has authority to perform some of
the human tasks.
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Figure 6-4 Identity foundation for the Business Process Management scenario

One additional user identity that we have not previously discussed is that used
for the Information Service. In this case, WebSphere Information Services
Director is providing service enablement for DB2. The DB2 user repository is the
local operating system, and it contains an Application ID that allows access to
DB2. This is one example of access using an Application ID rather than the user
ID.

Identity provisioning

Figure 6-5 on page 136 shows the additional identity provisioning required in the
Business Process Management scenario. The identity of the service consumer
user Joe and the identity of the human task user Paul need to be provisioned to
the Tivoli Directory Server. It is important in both cases that their roles are
correctly defined, because the SCA security model dictates a role-based
authorization policy.
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Figure 6-5 Identity Provisioning for the Business Process Management scenario

136

Additionally, Figure 6-5 shows provisioning to both WebSphere Information
Services Director and the Operating System. This is to define the Application 1D
that is used by the WebSphere Information Services Director to access DB2.

Identity propagation

As part of the transaction flow, secured identity information is required to flow
through the environment, as shown in Figure 6-6 on page 137. An important
component used by the identity service is the Security Token Service (STS). This
performs validation of security tokens, transformation of format, and mapping of
identity.
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Figure 6-6 Identity propagation using WebSphere ESB for the Business Process Management scenario

In Figure 6-6, the request from the internal consumer carries an identity that is
used by the WebSphere Process Server. When WebSphere Process Server
needs to make service requests to the CICS TS 3.1 system, an identity mapping
is required. This is translating the user’s Tivoli Directory Server identity into one
suitable for RACF.

The correct architectural pattern to achieve identity mediation with WebSphere
Process Server is to leverage the WebSphere ESB mediation from Chapter 4,
“IBM SOA Foundation Service Connectivity scenario” on page 87. The
WebSphere ESB connects to the Security Token Service, which performs the
identity mapping and token transformation.

Identity propagation is also required on the input to WebSphere Process Server,
depicted in Figure 6-7 on page 138. Again this is reusing the Service
Connectivity scenario in conjunction with the Business Process Management
scenario.
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Figure 6-7 Identity propagation using DataPower XS-40 for the Business Process Management scenario

In this case, the partner sends a request carrying a user identified as Partner A.
This is intercepted by the DataPower XS-40 that sends a request to the Security
Token Service to transform and map the identity. In this case, the external X.509
token is transformed to a user name token carrying an identity of Agent. This
identity identifies to WebSphere Process Server that an insurance agent is
making a request with this user who is defined in the Tivoli Directory Server.

Authentication Services

In the Business Process Management scenario as shown in Figure 6-8 on
page 139, two types of authentication occur:

» Authentication of incoming service requests
» Authentication of users for the human task interface

The implementation of the authentication is performed by the underlying
WebSphere Application Server level, rather than being specific to WebSphere
Process Server.

For example, the incoming request might contain a WS-Security secured Web
service message containing a Username token. The username and password
from this token can be verified against the configured user repository, which in
this case is Tivoli Directory Server.

It is a similar story for the users being authenticated for the human tasks.
WebSphere Application Server authenticates these users to Tivoli Directory
Server.
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Figure 6-8 Authentication of incoming requests and human task users in the Business
Process Management scenario

Authorization Services

The important authorization decisions in the Business Process Management
scenario are related to invoking SCA components that make up the business
process. For example, when WebSphere Process Server receives a service
request from a service consumer, it needs to authorize the request before
executing the SCA component. To do this, the request first needs to be
authenticated as described in the previous section.

As discussed in 6.2.4, “Security Policy Management” on page 143, WebSphere
Process Server is a runtime environment for SCA components. The SCA
Security Model defines a role-based authorization model for SCA components.
That is, for an SCA component, the roles that can invoke the component are
defined.

To define the authorization policy for WebSphere Process Server, WebSphere
Integration Developer is used. It provides tooling to define the prerequisite roles
that can invoke an SCA component.
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As shown in Figure 6-9, WebSphere Integration Developer is used to define
Quality of Service (QOS) qualifiers for the Interface of the SCA component. The
qualifier of interest is Security permission, which defines the roles required to

invoke the component. These roles are defined in the user repository, which in
this case is Tivoli Directory Server.
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Note: The SCA Security Model is covered in the SCA Assembly Model
Specification, which can be found at:

http://www.osoa.org/display/Main/The+Assembly+Mode]l

The SCA Policy Framework defines two main types of security policies:

» Interaction Policies govern the communications between clients and
service providers and typically applies to Services and References. The
interaction policy is concerned with client and service provider
authentication and message protection.

» Implementation Policies govern the security constraints on service
implementations and typically apply to components. This includes access
control and identity delegation.

Confidentiality and Integrity Services

In the Business Process Management scenario as shown in Figure 6-10 on
page 142, the confidentiality and integrity of messages to and from WebSphere
Process Server are important. This includes incoming and outgoing service
requests, and all interaction with human tasks. As shown on the diagram, this
can be implemented with WS-Security or SSL and is implemented at the
WebSphere Application Server level.
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Figure 6-10 Confidentiality and integrity of incoming and outgoing requests and human task requests in the
Business Process Management scenario

Audit Services

WebSphere Process Server provides integration with Common Event
Infrastructure (CEI). Events in Common Base Event (CBE) format can be
generated for different activities in WebSphere Process Server.

In addition, other IT Security Services called by WebSphere Process Server can
generate their own audit data. Examples include Tivoli Federated Identity
Manager for identity mediation (via ESB integration) or Tivoli Directory Server.
Audit data from these sources can be centralized by Tivoli Compliance Insight
Manager for later reporting and analysis.

6.2.3 Security Enablers
A directory, such as Tivoli Directory Server, is required by WebSphere Process

Server as a repository for users that invoke business processes and interact with
business processes via human tasks.
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Cryptographic functions are required to meet any confidentiality and integrity
requirements for message protection in WebSphere Process Server.

Intrusion prevention solutions from the IBM ISS portfolio can be used to secure
the network between WebSphere Process Server and the consumers of its
services.

6.2.4 Security Policy Management

Security Policy Management for this scenario involves security policies for
securing WebSphere Process Server, as well as security policies for applications
hosted in WebSphere Process Server.

Security policies for securing WebSphere Process Server include:

» Authentication and audit policies of the operating system on which
WebSphere Process Server runs

» Firewall policies that control network access to the WebSphere Process
Server machine/cluster

» Information in the underlying WebSphere Application Server’'s Global Security
configuration

» Policies in the configuration of the LDAP staff plug-in

At the application level, security policies are usually authored in WebSphere
Integration Developer at the same time as the application. Those policies are
stored in deployment descriptors that are deployed with the application.
Examples of these security policies include:

» Data protection policies that dictate whether SSL is used for transport-level
security or WS-Security for message-level protection

» Authorization policies, specifying role-based security permissions on SCA
components

6.2.5 Governance and Risk Management

Incorporating business process management into an SOA solution makes it even
more crucial that business and IT are aligned, because the business processes
are explicitly represented in the IT infrastructure. The SOA governance board will
coordinate the involvement across different aspects of the business to ensure
that the specification and planned implementation of the business processes are
aligned with the overall enterprise goals. The SOA governance board will be
responsible for assuring stakeholders that the SOA-based implementation of the
business processes does not reduce the overall security around providing this
business function.
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6.3 Summary

The application of the IBM SOA Security Reference Model to the SOA
Foundation Service Creation scenario has been described in this chapter. There
are many different security issues with which to contend, and these must be
applied across the different components of the scenario. This chapter is
therefore usable as a checklist in determining where security can be applied to a
real client environment.

144 Understanding SOA Security Design and Implementation



Part 3

Securing the
Service Creation
scehario

Part 3 provides an end-to-end working example representing the direct exposure
of existing CICS applications as services and securing the exposed service
realization example for the IBM SOA Foundation Service Creation scenario.
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Business scenario

In this chapter, we describe the business context and the requirements for our
sample implementation, a scenario that involves two hypothetical corporations -
ITSOTelco and ITSOBank. The scenario introduced in this chapter and the
solution design and implementation in the chapters that follow are considered
from the perspective of both organizations.
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7.1 Business model

Descriptions of the initial context of the ITSOBank and ITSOTelco organizations
are provided here, along with insight on the key business drivers and IT
challenges the organizations are facing.

7.1.1 Overview

The overview explains the background of the example scenario and gives a short
description of the companies involved.

The corporations involved in the scenario are:
» [TSOTelco

A large telecommunications company servicing both individuals (retail
customers) and corporate customers, ITSOTelco believes in providing its
corporate customers with a rich, integrated user experience. Their goal is to
deliver seamless interactions for its customers using browsers and mobile
devices.

» ITSOBank

A progressive retail banking corporation looking for new ways to serve its
customers, ITSOBank is looking for new ways to reuse existing application
assets to improve the service that IT delivers to the business.

ITSOBank has partnered with ITSOTelco to provide a new service to users who
are both ITSOBank employees and ITSOTelco corporate customers. ITSOBank
employees will be able to access their own account information at ITSOBank
from ITSOTelco’s customer portal. Employees will be able to check their account
information at ITSOTelco without having to access an ITSOBank application or
log in a second time. Figure 7-1 illustrates the business vision for the intended
capability.
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Figure 7-1 Business vision
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7.1.2 Initial context - ITSOTelco

ITSOTelco has developed a portal to offer services to corporate customers.
ITSOBank is one of their corporate customers, and its employees are therefore
users of the ITSOTelco Portal.

The first service that ITSOTelco wants to offer its users is the ability to retrieve
the current balance of their bank accounts in the portal. Later, other services are
planned to be consumed by the portal to provide more integration for the
ITSOBank employees.

7.1.3 Initial context - ITSOBank

Figure 7-2 depicts the initial IT context for ITSOBank. The IT infrastructure shown
in the figure outlines the way to access the banking application via a CICS client,
for example, a 3270 terminal. The underlying security for the CICS application is
provided by RACF. Services and components that are not vital to understand the
scenario have been omitted from the figure for clarity.
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Figure 7-2 ITSOBank initial IT context

Chapter 7. Business scenario 149



7.1.4 Preliminary SOA engagement

ITSOBank has performed a series of workshops with the executive management
team and major stakeholders to gain a better understanding of the company’s
business objectives and IT challenges. ITSOBank views SOA as a strategic
initiative that they want to pursue for both integration and application
development at the enterprise level. ITSOBank desires a transition to SOA that
can leverage existing applications and infrastructure.

To facilitate the adoption of SOA, the company wants to establish early proof
points in phases:
» Phase 1: Expose the getBalance functionality via a service component.

In Phase 1, a specific function, getBalance, of the banking application hosted
by the CICS Transaction Server will be exposed indirectly by creating a
middle-tier Web service to access CICS. This is shown in Figure 7-3.
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Figure 7-3 Using the CICS Transaction Gateway to access CICS from WebSphere
Application Server

» Phase 2: Secure the Web service by applying the IBM SOA Security
Reference Model.
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The model will be applied to both the ITSOTelco and ITSOBank aspects of
the solution.

7.1.5 Business logic

The business logic for retrieving the current balance of an account is
implemented in a CICS application. Because the service will be indirectly
exposed, the middle-tier will only be used to expose the services from the CICS
application and will contain no business logic.

In order to accomplish Phase 1 of the project, ITSOBank has developed a simple
online banking application that runs on WebSphere Application Server. The
solution is currently in its first release and is only available internally within the
bank for access by developers. As such, the application presently has limited
functionality and limited security. It provides a single Web service to query the
balance of an account by calling the corresponding function in the CICS

application.

Figure 7-4 shows the architecture after the deployment of the Web application.
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Figure 7-4 ITSOBank application
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7.1.6 Authentication and authorization

Under z/OS, the concept of pluggable security is important; it means that any
security product or component can be plugged into the z/OS operating system.
This is possible through the System Authorization Facility (SAF) available under
z/OS.

As shown in Figure 7-5, at ITSOBank, security in the CICS environment is
handled by RACF. As a consequence, every employee of ITSOBank has a RACF
account that allows them to work with the CICS application.

z/0S

CICS | applicati

SAF

on1

Database |

Figure 7-5 Using RACF with CICS

For Phase 1 of this SOA project, authentication and authorization are handled
entirely within the CICS environment.

An explanation of the basic concepts of how security is handled in the CICS
environment using SAF and RACF can be found in “z/OS security” on page 456.
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7.2 Business requirements

This section describes the business requirements (BRs) for Phase 2 of the SOA
project: securing the ITSOBank scenario. These requirements have been
received from the principal sponsors of the project and focus on security:

» BR1: Reuse existing application functionality.

The purpose of this initiative is not to implement new applications, but rather
to reuse existing applications in new ways.

» BR2: Make the services easy to consume.

The goal is to drive rapid adoption of the services being offered to business
partners, so the effort to consume these services should be low.

» BRS3: Security must not be compromised when exposing application capability
in new ways.

Secure access to information, especially beyond the corporate boundary, is
critical. The security of the environment must not be reduced when access is
enabled from ITSOTelco.

» BR4: Auditing must meet regulatory requirements.

Linked with BR3, audit trails must be able to identify the individual user that
was performing a transaction at every point in the transaction.

» BR5: Account data must be protected.

Whether in transit or at rest, users’ account data must be protected from
unauthorized disclosure.

7.3 Security requirements

This set of technical security requirements (SRs) primarily support business
requirements BR3 and BR4. As is usually the case, the technical requirements
draw out many more facets than the business requirements:

» SR1: Authentication to the Web service

Whether the route to the Web service originates within the ITSOBank
organization or from a business partner location, users accessing the service
must be positively and uniquely identified. No reliance must be placed on
system or application identities. For example, it must be known that it is user
Joe accessing the Web service, not the portal application at ITSOTelco.

Chapter 7. Business scenario 153



» SR2: Authentication to CICS Transaction Gateway

Users must authenticate to RACF using their own user identity and not a
shared service/application login. The user's RACF password must only be
stored in RACF itself and not in any intermediate identity stores.

» SRS3: Identity mapping

The user’s external user ID and their RACF user ID might not always be the
same, but a one-to-one mapping between them has to be possible to support
the requirement for positive and unique user identification.

» SR4: Authorization

Access to the services is only granted to service consumers who have been
granted authority to use them.

» SR5: Centralized policy management

All security policies must be stored in a centralized policy store for ease of
management and audit.

» SR6: Transport level security (TLS)

The communication channel from service consumers beyond ITSOBank must
be encrypted using transport level security, such as Secure Sockets Layer
(SSL)/TLS.

» SR7: Message integrity

In order to assure the end-to-end integrity of service requests and responses,
the content of these messages must be signed.

» SR8: Demilitarized zone (DMZ) termination of inbound requests from partners

For Web service requests originating outside of ITSOBank, a termination
point is required in the DMZ before requests are proxied to the network where
the Web service is deployed. At a minimum, the DMZ termination point must
perform content validation, authentication, coarse-grained authorization, and
audit.

» SR9: Auditing

Each component of the solution has to be enabled for auditing. A mechanism
has to be available to submit, persistently store, and report on audit data.

» SR10: Use of standards

The solution should employ applicable open standards for security
management in SOA environments. This assures maximum interoperability
with minimal customization.

» SR11: Account recertification
The accounts of every employee have to be recertified every three months.
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» SR12: Security token standards

The SOA Governance board has provided a guideline for use of signed
Security Assertion Markup Language (SAML) 2.0 assertions for identity
assertions from external service consumers. They have also provided a
guideline to use unsigned SAML 1.1 security tokens for identity assertions
within the enterprise.

7.4 Summary

The business and technical aspects of the goals of this scenario have been
presented, along with more detailed requirements. The next chapter presents
a solution that can meet these requirements.
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Solution design

In this chapter, the solution design is presented for the ITSOBank and
ITSOTelco example. The following aspects are covered:

»

vVvyyvyvyy

Solution overview

Business Security Services

IT Security Services

Security Enablers

Security policy management
Governance and Risk Management

© Copyright IBM Corp. 2007. All rights reserved.
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8.1 Solution overview

The IBM SOA Security Reference Model will be applied to the existing
architecture that indirectly exposes the existing CICS application. According to
the IBM SOA Security Reference Model, the solution architecture will contain
these high-level facets:

» Business Security Services

IT Security Services

Security Enablers

Security Policy Management
Governance and Risk Management

vvyyy

Figure 8-1 shows the Indirect Exposure Architectural Pattern of the SOA Service
Creation scenario.

Note: Refer to 3.1.2, “Indirect exposure architectural pattern” on page 70 for a
more detailed description of the Indirect Exposure Architectural Pattern.

Portal Service

Consumer
. . Enterprise
Internal Service /b Service Pri
o Information
Consumer Components
System
//
7/
//
//
External /
. /7
Service ®
Consumer

Figure 8-1 The indirect exposure architectural pattern

In the next sections, we show the use of the security services shown in

Figure 8-2 on page 159. The requirements of this project are addressed by the
different aspects of the IBM SOA Security Reference Model. By adding the
different components step-by-step to the architecture shown in the initial context
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described in Figure 7-2 on page 149, the diagram will evolve to the security
solution architecture in Figure 8-14 on page 180.

Note: A detailed discussion about applying the IBM SOA Security Reference
Model can be found in Chapter 3, “IBM SOA Foundation Service Creation
scenario” on page 67.

Figure 8-2 shows a logical architecture to meet the requirements laid out in
Chapter 7, “Business scenario” on page 147 and how the IBM SOA Security
Reference Model is applied to the architecture. In this example, the ITSOTelco
Portal originates the service request. A DataPower XS40 appliance is serving the
purpose of both an XML firewall and a Web services gateway. It acts as a proxy
and provides the first layer for the defense in-depth strategy for the complete
solution. WebSphere Application Server hosts the service that accesses CICS.

Business Security Services

Security Policy Management
: ' :
I I

|
|
v

\ \ 4
WebSphere = —
Application g DataPower g WebSphere
° p @ Application » CICs
Server/ 2 Applicance 2
Portal i [ Server

{——————————— ————

|

IT Security Services

| .

Figure 8-2 Applying the IBM SOA Security Reference Model

Security Enablers

8.2 Business Security Services

In this section, the Business Security Services are specified at the business
level. Requirements from 7.2, “Business requirements” on page 153 will be
addressed in this section.
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8.2.1 Compliance and Reporting

Audit and reporting produce data required for verifying and demonstrating
compliance. Reports from Tivoli Compliance Insight Manager. which are based
on the audit records generated by Tivoli Identity Manager, will verify that BR4
(Auditing to regulatory requirements) and SR11 (Account recertification) are
being achieved.

8.2.2 Data Protection, Privacy, and Disclosure Control

Policies for protection of data in transit and at rest need to be developed to meet
requirement BR5 (Protecting account data). These policies include access to
account databases (at rest) and message protection policies for data in transit.
Requirements for this are described in SR6 (Transport level security) and SR7
(Message integrity). For more technical detail, see 8.3.4, “Confidentiality
Services” on page 170 and 8.3.5, “Integrity Services” on page 171.

There are no privacy or disclosure control requirements in this example.

8.2.3 Non-repudiation Services

The ITSOBanker2007 application provides read-only access to ITSOBank data.
There are no requirements for Non-repudiation Services. It is anticipated that
non-repudiation requirements might be added as the scope of the SOA adds
services that can modify ITSOBank data.

8.2.4 Identity and Access

ITSOBank is managing user life cycles by connecting the Human Resources
(HR) system to the identity management system. The HR system is considered
the authoritative resource to feed identities to the repositories and to provide
necessary identity information, such as job roles in specific systems.

The policies listed in 8.5.1, “Policy administration” on page 176 ensure that each
employee owns the correct accounts, is a member of the correct groups, and has
access to systems required for their job role. Providing self-care capabilities is a
function of the ldentity Services as is account recertification, which is a
requirement from ITSOBank.

8.2.5 Trust Management

The business aspects of trust management, such as relationship and liability
management, are assumed to be established prior to the development of this
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technical solution design. Without them, there is no basis to build the
cross-enterprise solution from ITSOTelco to ITSOBank.

A loosely coupled trust relationship model will be used as introduced in
Figure 2-17 on page 40.

On the technology aspect of trust management, ITSOBank agrees to trust
Security Assertion Markup Language (SAML) 2.0 security tokens signed with a
private key issued by ITSOTelco’s certificate authority.

8.2.6 Secure Systems and Networks

This section describes how ITSOBank secures its systems and networks. It is
important to know that the concepts mentioned here are best practices and
standards and not necessarily specific to SOA security:

Note: For further information, we recommend Appendix A, “Method for
Architecting Secure Solutions” in Enterprise Security Architecture Using IBM
Tivoli Security Solutions, SG24-6014.

» Secure networks

The network is designed to address several levels of protection and control
and consists of several zones. Between each zone, a firewall is installed
(Figure 8-2 on page 159). Firewall rules need to achieve the following
objectives:

Traffic from the Outside zone to the demilitarized zone (DMZ) must be
restricted to only permit connection to the HTTPS port on the DataPower
appliance.

Traffic from the DMZ to the Production zone should be restricted to only
permit connections from the DataPower appliance to the HTTP port on the
WebSphere Application Server instance running the ITSOBanker2007
application.

Traffic to the Management zone should only be permitted from the DMZ
and Production zones.

Connections to the TFIM Security Token Service should only be permitted
from the DataPower appliance and the WebSphere Application Server
instance running the ITSOBanker2007 application.

Access to the CICS transaction gateway in the internal network should be
restricted to only originate from the WebSphere Application Server
instance running the ITSOBanker2007 application.
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» Secured systems:

— ITSOBank uses Tivoli Access Manager for Operating Systems for system
hardening. This includes implementing account login policies, removing
access to network services not required for the solution, and controlling
access to files and other resources on production servers.

» XML firewall

The XML firewall (DataPower XS40 appliance) secures incoming XML and
SOAP traffic. It is a first level of defense that will provide these security
functions:

XML schema validation

Message authentication

Secure Sockets Layer (SSL) termination
SSL acceleration

8.3 IT Security Services

In this section, we summarize the IT Security Services from the IBM SOA
Security Reference Model and how they will be applied in this design.

8.3.1 Identity Services

The Identity Services described in “Identity Services” on page 74 are composed
of the following components:

» Identity foundation
» Identity provisioning
» |dentity propagation

Identity foundation

There are two user repositories that are used in the solution: a directory server
used by the middle-tier WebSphere Application Server and the RACF database
that contains the identities of registered users of the CICS banking application.
The directory server needs to be deployed; the RACF database is already
implemented.

Figure 8-3 on page 163 shows that a Lightweight Directory Access Protocol or
LDAP user registry is added to the solution architecture. It stores common
identity information for the enterprise. In this scenario, IBM Tivoli Directory
Server (TDS) is deployed. The RACF identity database is also shown, because it
is part of the z/OS System.
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Figure 8-3 Identity foundation

Identity provisioning
In order to add, delete, or modify individual account information, an identity
provisioning solution needs to be implemented. IBM Tivoli Identity Manager
provides a secure, automated, and policy-based user life cycle management
solution. It guarantees that only the entitled identities with the correct attributes
are provisioned to the LDAP directory and the RACF database.

Identity Manager ensures that the RACF user ID of each employee in ITSOBank
is synchronized with the uniqueldentifier attribute of the user object in the LDAP
directory. This attribute is used when identity mapping is required from the

identity in the Web service call to the RACF identity.

Figure 8-4 on page 164 shows the architecture including Tivoli Identity Manager
(TIM in the picture) with adapters for:

» IBM Tivoli
» RACF

Directory Server
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» IBM Tivoli Access Manager for e-business (introduced in 8.3.2,
“Authentication Services” on page 165)

In order to perform authentication and authorization in WebSphere Application
Server, global security is activated and the Tivoli Directory Server instance is
configured as the user repository.

Tip: For more information about how to configure security in WebSphere
Application Server, the IBM Redbooks publication IBM WebSphere V6.0
Security Handbook, SG24-6316, is recommended.
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Figure 8-4 Identity provisioning

Identity propagation

In this solution, identity propagation deals with token mediation and identity
mapping, which can transform the format and content of identities in the solution.
This capability is provided by a standard component of Tivoli Federated Identity
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Manager called Security Token Service (STS). STS is an implementation of the
WS-Trust specification and has the capabilities to validate an inbound token,
transform the identity representation, perform other functions such as
authorization, and then issue a new token based on policies (Figure 8-5).

WebSphere Application Server
(inbound/outbound SOAP, JCA, JDBC)

WebSphere Enterprise Service Bus

WebSphere Message Broker

DataPower SOA Appliances (XS40,X150)

RST :Issuer, AppliesTo, <Token>

< WS- Trust >

RSTR : StatusCode, <NewToken>

Figure 8-5 Federated Identity Manager Security Token Service

8.3.2 Authentication Services

Authentication of Web service requests in this scenario is handled by calling the
Security Token Service (STS) of IBM Tivoli Federated Identity Manager. The
STS manages the handling of security tokens that are used to authenticate the
Web service requests. To transmit the relevant information from the point of
contact to the STS, the request is structured according to the WS-Trust
specification that defines a standardized format for security token requests. To
determine how to process the request, the STS uses defined attributes, such as
AppliesTo, Issuer, and Token Type. To process the tokens, the STS uses
modules, module instances, and trust service chains.

For each type of token, the STS has a security token module that handles the
trust relationship. These modules are responsible for creating tokens, validating
tokens, and exchanging token types. Trust modules perform specific functions
based on the mode in which they operate. In order to execute the complete and
correct sequence of necessary functions, the STS configures trust module
instances into trust service chains. Trust service chains are groups of module
instances that are configured to be used together.
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The STS is used to transform security tokens and map identities to ensure that a
valid representation of the user’s identity is propagated throughout the
application.

Figure 8-6 shows the ITSOTelco Portal invoking the ITSOBank Web service from
outside the ITSOBank intranet. The DataPower appliance, used as a first line of
defense, has to authenticate these requests.
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Figure 8-6 Access to the service via the DataPower appliance

This leads to the following system boundaries where security tokens are
exchanged and trust service chains have to be configured (Figure 8-7 on
page 167).
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Figure 8-7 Identity token exchange

» ITSOTelco Portal to DataPower appliance

When calling the ITSOBank service, a signed SAML 2.0 security token is
included in the Web service request by the ITSOTelco Portal, using the
Federated Identity Manager WSSM Token Generator. The ITSOTelco Portal
generates this security token based on the authenticated identity for the user
session in the portal. The DataPower appliance validates the SAML 2.0
security token by validating the assertion’s signature. If signature validation is
successful, the DataPower appliance extracts this token and sends the SAML
2.0 token to the TFIM STS in a WS-Trust message. If the token is
authenticated and access to the Web service is authorized, the STS issues a
new SAML 1.1 security token and returns it to the DataPower appliance.

Figure 8-8 shows the sequence of the trust chain and which modules are
configured into the trust chain.

Validate incoming in!gﬁﬁn Authorize
SAML 2.0 token user idg request

Figure 8-8 Trust chain - authenticating and authorizing external requests to DataPower
X540

Issue
SAML 1.1
token

» DataPower appliance to WebSphere Application Server

The SAML 1.1 token issued by the STS is sent to the WebSphere Application
Server, which authenticates the request by using the Federated Identity
Manager WSSM Token Consumer and the STS.
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The trust chain depicted in Figure 8-9 shows the appropriate sequence. This
trust chain requires a SAML token or a user name token as the inbound
security token. After authenticating and authorizing the request, a SAML
token is issued.

Issue
SAML 2.0
token

Validate incoming incl\cll);}:i)n Authorize
SAML 1.1 token e dg request

Figure 8-9 Trust chain - authentication and authorization to WebSphere Application
Server

» WebSphere Application Server to CICS Transaction Gateway

To connect to the CICS Transaction Gateway, map the authenticated user
identity within WebSphere Application Server to the RACF user ID. Because
Tivoli Identity Manager is configured to store the RACF ID of each employee
as an attribute in the Tivoli Directory Server, the mapping mechanism uses
this attribute to obtain the RACF ID and generate a passticket.

The following trust chain in Figure 8-10 shows the configured modules and
the sequence.

Issue
Passticket

Map incoming user id
to RACF user id

Validate incoming
Username Token

Figure 8-10 Trust chain - authenticating to CICS Transaction Gateway

8.3.3 Authorization Services

168

Here we need to look at the service authorization, as well as authorizing access
to J2EE resources on WebSphere Application Server.

Service authorization

Service authorization is performed as part of the trust chain processing in the
Federated Identity Manager STS. An authorization module instance is added to
the trust chain so that authorization can be performed based on the Web service
operation being invoked. The authorization decisions are made by Access
Manager for e-business.
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Following successful authentication of the user making the request, the
authorization decision is based on all of these:

» The user attempting to access the service
» The Web service being accessed
» The operation being invoked within the Web service

Authorizing access to J2EE resources

The ITSOBank banking application implements the J2EE role-based
authorization model to perform authorization checks within the application. To
request authorization decisions when a J2EE resource is accessed, WebSphere
Application Server can use any third-party authorization provider implementing
the JACC provider. The Java Authorization Contract for Containers (JACC)
defines a contract between Java 2 Platform, Enterprise Edition (J2EE) containers
and authorization providers. Using the JACC provider of Access Manager for
e-business, the authorization decisions within the application are delegated to
Access Manager for e-business (Figure 8-11 on page 170).

Using the JACC provider of Access Manager for e-business also offers the
functionality to centrally store and manage the policies because the JACC
provider communicates with the Access Manager Policy Server to persist the
J2EE security configuration data. It also allows you to integrate with the audit
subsystem used by Access Manager to audit the authorization decisions made
by Access Manager for e-business.
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Figure 8-11 Components - JACC Provider

8.3.4 Confidentiality Services

170 Understa

In this section, the solution for meeting requirement “SR6: Transport level
security (TLS)” on page 154 is explained.

Transport level security is applied to the following communication channels:

» Communication between the ITSOTelco Portal and the DataPower appliance

To secure the communication channel for the service request, HTTPS (using
SSL) between the components is implemented. The DataPower appliance
terminates the HTTPS session of the service request.

Communication between WebSphere Application Server and the Federated
Identity Manager STS

The Federated Identity Manager WSSM token consumer and the WS-Trust
client used to obtain RACF credentials on behalf of the user are exchanging
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WS-Trust messages with the Federated Identity Manager STS. Because
there are no intermediaries between these components, SOAP over HTTPS
is considered the appropriate mechanism to secure these channels. Again,
a mutually authenticated connection is recommended.

» Communication to the IBM Tivoli Directory Server

The Tivoli Directory Server is the enterprise user registry containing user
identities and confidential information, such as passwords and the RACF ID.
To secure the communication between any component and the directory, the
services have to be configured to use secure LDAP (LDAPS) to encrypt
information from and to the directory server.

» Communication between the Access Manager components

Access Manager uses SSL for the communication to the Access Manager
components by default. There is no additional configuration needed. Only
setting up the secure communication to the directory server needs additional
configuration.

» Communication between Identity Manager and the adapters for Access
Manager for e-business, RACF, and Tivoli Directory Server

Identity Manager uses specific adapters for the target system to provision
user identities. The communication between the adapters and the Identity
Manager runtime is secured using SSL.

» Communication between WebSphere Application Server and the CICS
Transaction Gateway

The communication between WebSphere Application Server and the CICS
Transaction Gateway is secured using SSL.

8.3.5 Integrity Services

In the ITSOBank scenario, data protection is required to protect the
cryptographic keys stored in the keystores, security configuration files, and the
data stored in the database used by the CICS application and the audit data
submitted by individual components among others.

IBM Tivoli Access Manager for Operating Systems is used to protect the file
systems that contain cryptographic keys and configuration files. Files can be
protected from unauthorized access and modification, using finer-grained
constructs than are available with native operating system security. The system
process from which files are accessed can be relevant, for example, a
configuration file might be able to be accessed by the process that uses it but not
by a text editor.
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Message protection protects the data in transit from being:

» Modified without detection (message integrity)
» Sent from a masquerading party (message origin authentication)

This is achieved by digitally signing a combination of the message body (or its
parts) and header (or its parts).

A SOAP message travels from the ITSOTelco Portal to the ITOSOBanker2007
application, passing through the DataPower XS40 along the way. Secure
protocols, such as SSL/TLS, ensure the confidentiality and integrity of the
message during transmission, but because the messages can be received and
forwarded by intermediaries, secure end-to-end communication cannot be
guaranteed because transport level security is point-to-point. After the message
is received and decrypted at the transport level, message level security is needed
to protect the message.

The body of messages from the ITSOTelco Portal will be digitally signed. The
signature will be verified by the ITSOBanker2007 application upon receipt of the
message. This is an example of end-to-end message protection.

Note: For further details about message confidentiality and integrity, refer to
the Web Services Security, SOAP Message Security (WS-Security 2004) at:

http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spe
c-0s-SOAPMessageSecurity.pdf

To verify the message signatures, a security management process needs to be
in place to manage and exchange the certificates. Figure 8-12 on page 173
illustrates which certificates are needed at the ITSOTelco Portal and the
ITSOBanker2007 application for signing requests and responses.
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Figure 8-12 Message signature and encryption

WebSphere Application Server's WS-Security processing validates the content
of incoming requests to ensure that the message signature is valid.

8.3.6 Audit Services

To meet the regulatory requirements, auditing needs to be able to identify the
individual user who was performing a transaction at every point in the transaction
(see “BR4: Auditing must meet regulatory requirements.” on page 153). The
security requirement SR8 requires that every component has to be enabled for
auditing and that an infrastructure has to be in place to submit, persistently store,
and report on audit data submitted as events.

Tivoli Compliance Insight Manager (TCIM) will be used to centralize and
aggregate audit records from the various components in the solution.
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Figure 8-13 Audit services
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Because every authentication and authorization decision has to generate an

audit event, the following components are identified to be enabled for auditing:

vVVvyVvyVvYyYvYyYVvyy

The main components for authentication and authorization are Access Manager

DataPower appliance
Federated Identity Manager STS
Access Manager for e-business
Identity Manager
WebSphere Application Server
ITSOBanker2007 application
CICS application

for e-business and Federated ldentity Manager. Because the DataPower
appliance is configured to call the Federated Identity Manager STS, the audit
events are generated during the processing of the trust service chain.
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Authorization for J2EE resources uses the JACC provider of Access Manager for
e-business, so these events are generated by Access Manager for e-business.

Identity Manager and the CICS application have their own audit services. Identity
Manager stores audit events in its relational database and the CICS application
keeps its existing audit infrastructure.

One of the benefits of using Compliance Insight Manager in this solution is that it
is able to collect and process audit data from a variety of sources and normalize
the data so that meaningful analysis and reporting can be performed centrally.

8.4 Security Enablers

Security Enablers are underlying technologies that are invoked by IT Security
Services. In this solution, the following Security Enablers are used:

» Cryptographic services are used when signing security tokens and messages
(XML Signature) and for transport-level encryption (SSL) between the
ITSOTelco Portal and the ITSOBank XML Firewall.

» Tivoli Directory Server is an LDAP V.3 compliant directory. It is used as the
user repository for the non-mainframe solution components at ITSOBank.

» Key Management services are used to generate the X.509 keys used in
conjunction with the cryptographic services. These keys are crucial to this
solution:

ITSOBank Message Signing Key

This key is used to sign Web services response messages from
ITSOBank to ITSOTelco (and potentially other partners). The
distinguished name of this key is CN=signer,O=itsobank,C=US.

ITSOBank SSL Key

External communications with the DataPower XS40 device are required to
use transport level security, that is, HTTP over SSL. The distinguished
name of this key is CN=https,O=itsobank,C=US.

ITSOTelco Message Signing Key

This key is used to sign Web services request messages from ITSOTelco
to ITSOBank (and potentially other partners). The distinguished name of
this key is CN=signer,O=itsotelco,C=US.

» Firewalls are used between the network zones in the solution to limit the
traffic that is able to flow between zones to specific combinations of IP
addresses, ports, and protocols.
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» ISS Proventia Network IPS is used to provide intrusion prevention
management for the network. This technology provides the ability to protect
transactions at the application layer or the network. This enables the security
administrator to reduce exposure to threats and misuse of network resources.

» ISS Proventia ADS is used to ensure there is no misuse of network resources
and systems. By looking for anomalous behavior in the network,
administrators are alerted immediately to problems that might arise.

» ISS Proventia Host-based products are deployed on the servers and desktops
to protect systems from local intrusions and ensure system integrity.

» ISS Proventia Enterprise scanner is used to ensure that systems stay in
compliance and have the latest patches and system configurations.

» IBM Tivoli Security Operations Manager is used for security event
management. By collecting event data from multiple sources in the solution
(for example, firewalls, ISS Proventia security products, operating systems,
and application servers), Security Operations Manager is able to detect
anomalies based on configured policies and generate alerts for system
administrator intervention.

» Network Time Protocol (NTP) provides time synchronization across the
environment. Authoritative sources of time are used by both ITSOTelco and
ITSOBank to keep their understanding of time consistent. This is required so
that the lifetime of security tokens can be enforced without resorting to larger
(weaker) security token lifetimes.

8.5 Security policy management

In this section, the facets of Security Policy Management are designed.

8.5.1 Policy administration

Policy administration covers creation, modification, import, and export of security
policies using available security management tools. Security policies described
here are derived from the ITSOBank scenario business and security
requirements listed in 7.2, “Business requirements” on page 153 and 7.3,
“Security requirements” on page 153:

» Message protection policies:

— The HTTPS protocol must be used for communication from external
service consumers to the DataPower XS40 appliance.

— A signed SAML 2.0 security token is required to invoke the Web service
from the ITSOTelco Portal.
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— The Web service messages must be signed.
— The signature method algorithm is RSA-SHA1.
» Provider policies:
— The user accessing the service has to be authenticated.
— The users accessing the service have to be authorized to use the service.

— Authentication to RACF must use the RACF user ID of the service
consumer.

— Each component of the solution has to be enabled for auditing and the
audit trails have to be able to identify the individual user who was
performing a transaction at every point in that transaction.

8.5.2 Policy distribution and transformation

Authorization policies, defined centrally in Access Manager for e-business, are
distributed to the Access Manager runtime environments where enforcement will
occur. In this solution, the authorization policy is distributed to:

» Federated Identity Manager runtime

Service-level authorization is performed as part of the Federated Identity
Manager trust chain processing.

» WebSphere Application Server

JACC-based authorization of EJB™ components of the ITSOBanker2007
application is performed within the WebSphere Application Server instance
running the application.

8.5.3 Policy decision and enforcement

The Policy Enforcement Points (PEPSs) rely on decisions made by the Policy
Decision Points (PDPs). The PDPs contain the security policies defined in the
infrastructure. This section outlines the PDPs and PEPs described in the
ITSOBank solution architecture. Solution components are described here,
detailing their roles with respect to policy decision and enforcement:

» DataPower appliance

The DataPower appliance enforces transport level protection. Because it
analyzes incoming requests, it is also the Policy Decision Point.

» Federated Identity Manager

Token validation and token exchange, as well as authorizing incoming
requests, are done by Federated Identity Manager. Depending on the
incoming token type, Federated Identity Manager plays different roles:
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— Username token

Username tokens, which contain a password, are typically validated by
authentication with Tivoli Access Manager. In this solution, the Username
token received by Federated Identity Manager will only contain a user
name. Tivoli Access Manager is used to validate that the user exists in the
user registry.

— SAML assertions

During the validation process of SAML security tokens, Federated Identity
Manager is the decision and enforcement point for authenticating the Web
service request by validating the SAML security tokens.

Federated Identity Manager enforces authorization before the service
consumer is granted to invoke the Web service. It relies on the authorization
decision made by Access Manager for e-business.

» WebSphere Application Server

WebSphere Application Server is the policy enforcement and policy decision
point to enforce message level security.

» Access Manager for e-business

Access Manager for e-business is the decision point for authorizing access to
requested resources, such as J2EE resources or Web services. It is also the
policy decision point for authenticating incoming Web service requests
carrying a user name token.

» Identity Manager
Identity Manager is the PDP and PEP for provisioning policies.
» RACF

RACEF is the policy decision and policy enforcement point for the CICS
application and the CICS Transaction Gateway.

8.5.4 Monitoring and reporting

The policy replication subsystem in Tivoli Access Manager ensures that
subscribers to its policy information are notified when changes to the policy have
occurred, so that they can retrieve the latest version of the policy from the Tivoli
Access Manager Policy Server.

Reporting is available from Tivoli Identity Manager to show users and the
systems and resources to which they have access.
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8.6 Governance and Risk Management

Early in the SOA initiative at ITSOBank, an SOA Governance Board was formed.
From the security perspective, the SOA Governance Board is responsible for
defining security standards for interaction with services, establishing roles and
responsibilities for policy administration, and how the services of ITSOBank are
made available to partners, such as ITSOTelco.

The risk management exercise performed by delegates of the SOA Governance
Board resulted in the security requirements specified in Chapter 7, “Business
scenario” on page 147.

8.7 Summary

This concludes the security solution design for accessing ITSOBank’s CICS
services from the ITSOTelco. The overall solution design is shown in Figure 8-14
on page 180.
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Figure 8-14 Complete solution design

Next, the step-by-step process of implementing this solution is shown in
Chapter 9, “Technical implementation” on page 181.
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Technical implementation

This chapter contains configuration instructions for implementing the solution
architecture described in the preceding chapter. However, this chapter is not a
complete, step-by-step guide for implementing all of the solution design.
Installation steps and basic product configuration are not described. In sections,
existing knowledge and certain skills are assumed in order to focus on the
aspects of constructing the solution that are specific to service-oriented
architecture (SOA) Security. This chapter assumes that you have some working
knowledge of the products being used.

In this chapter, we cover the following aspects of the technical implementation:

Implementation scope

Key stores

Adding security to the applications using Rational® Application Developer
Deploying the application components in WebSphere Application Server
Configuring the XML Firewall

Configuring Tivoli Federated Identity Manager

Testing the solution

VVyVYyVYyVvYYyYvYy
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9.1 Implementation scope

In terms of the SOA life cycle implementation, this chapter describes the
following steps:

» Assembile:

— Add Web services security to ITSO Portal application
— Add Web services security to ITSOBanker2007 application

» Deploy:

Deploy ITSOTelco Portal application
Configure ITSOTelco trust infrastructure
Configure DataPower XS40 XML Firewall
Deploy ITSOBanker2007 application
Configure ITSOBank trust infrastructure

» Manage:

— Examine DataPower XS40 message runtime trace
— Examine Tivoli Federated Identity Manager runtime trace

Note: Not all aspects of the design are implemented in this chapter. The
following design items are not implemented:

» Service-level authorization at the ITSOTelco Portal, ITSOBank XML
Firewall, and ITSOBanker2007 application
» User provisioning

» Intrusion prevention

9.2 Key stores

Public Key Infrastructure (PKI) is used throughout this solution to enable
message and transport level data protection. The different keys and key stores
that have been created are described here and then referenced in subsequent
sections. These key stores are also available for download with this IBM
Redbooks publication (see Appendix D, “Additional material” on page 461).

9.2.1 Keys

Each of the keys in this section was generated as a self-signed key using the
iKeyMan tool from the IBM Global Security Kit (GSKit). GSKit is a component
included with many IBM software products, including Tivoli Access Manager and
WebSphere Application Server.
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ITSOBank Message Signing Key

This key is used to sign Web services response messages from ITSOBank to
ITSOTelco (and potentially other partners). The distinguished name of this key is
CN=signer,O=itsobank,C=US.

ITSOBank SSL Key

External communications with the DataPower XS40 device are required to use
transport level security, for example, HTTP over Secure Sockets Layer (SSL).
The distinguished name of this key is CN=https,O=itsobank,C=US.

ITSOTelco Message Signing Key

This key is used to sign Web services request messages from ITSOTelco to
ITSOBank (and potentially other partners). The distinguished name of this key is
CNs=signer,O=itsotelco,C=US.

9.2.2 Key stores

Subsets of the private keys (keys) and public keys (certificates) from section
9.2.1, “Keys” on page 182 have been composed into different key stores to be
used throughout the solution. All key stores use the Java Keystore (JKS) format,
and the key store passwords are all itso. The contents of the key stores are
described in this section.

itsobank.jks
Usage: Keys and certificates required for Web services security by the

ITSOBanker2007 application.
Contains:

— ITSOBank Message Signing Key
— ITSOTelco Message Signing Certificate

itsobank-ssl.jks
Usage: Key required for the SSL listener on the DataPower XS40 appliance.

Contains:

— ITSOBank SSL Key

itsotelco.jks

Usage: Keys and certificates required for Web services security by the
ITSOTelco Portal application.
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Contains:

— ITSOTelco Message Signing Key
— ITSOBank Message Signing Certificate

itsotelco-ssl-truststore.jks
Usage: Trusted signer certificates when making SSL connections from the

ITSOTelco Portal application.
Contains:
— ITSOBank SSL Certificate

9.3 Add Web services security to the ITSOTelco Portal
application

The ITSOTelco Portal application needs to be modified to enable message
protection and integration with Tivoli Federated Identity Manager for identity
mediation. These steps are performed using IBM Rational Application Developer
7.0 by editing the deployment descriptor for the ITSOTelcoPortalWeb project
(Figure 9-1 on page 185).
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Figure 9-1 [TSOTelcoPortalWeb deployment descriptor

The applications supplied with this IBM Redbooks deliverable have already had
the security settings added, although the sub-sections that follow describe how
to perform these same steps.

9.3.1 Configure request generator

The request generator needs to be modified to sign the message body and then
call Federated Identity Manager to generate a Security Assertion Markup

Language (SAML) 2.0 security token to include with the outbound requests. The
steps are:

1. Navigate to the WS Extension tab and select service/AccountJCAService.
Then, select the AccountJCA port-qualified name binding.
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2. Expand Request Generator Configuration and click Integrity. Add a new
integrity requirement to indicate that the body of the message must be signed
(Figure 9-2).

Integrity name: | body ‘
Order: | 1 J
Message Parts:

Parts Didlect Parts Keyword
it/ S brmn.corm fwebsphers fwebsenvices fwssecurity fdislect-was body i

.

Add Rermaove

Monce:

Cialzct Keyword

Add Rermove

Timestamp:

Dislect Kesyward Expiry

|~
b

Add Rermaowve

L Ok } I Cancel

Figure 9-2 Integrity requirement for message body

3. Expand Security Token and add an entry to specify that a SAML 2.0 security
token is to be added to the outgoing messages (Figure 9-3).

Narme: | SAML20 |
Token type: T v |
URI: \ |

Local name: ‘ urmioasis names:tc.SAML . 2. 0iassertion #Assertion |

{ OK l [ Cancel ]

Figure 9-3 SAML 2.0 security token

4. Navigate to the WS Binding tab.
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5. Expand the Security Request Generator Binding Configuration tab, and
click Token Generator.

Add a new entry for how the SAML 2.0 security token will be generated
(Figure 9-4 on page 188). Table 9-1 shows the full value for some of the
important parameters.

Table 9-1 Values for SAML 2.0 security token

Parameter Value

Token com.tivoli.am.fim.wssm.tokengenerators. WSSMTokenGenerator
generator class

name

Callback com.tivoli.am.fim.wssm.callbackhandlers.WSSMTokenGenerator
Handler CallbackHandler

The two properties required for the Callback Handler are shown in Table 9-2.

Table 9-2 Callback handler required properties

Property Value

token.callback.handler.cla com.tivoli.am.fim.wssm.callbackhandlers.SAMLACallba
ss.name ckHandler

xml.callback.handler.class | com.tivoli.am.fim.wssm.callbackhandlers.JAASSubject
.name CallbackHandler

At the bottom of the window, enter one final required property so that the
Federated Identity Manager Security Token Service is called by the WSSM
Token Generator. When finished, click OK.

Table 9-3 Property to call Federated Identity Manager Security Token Service

Property Value

trust.service.call true
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# Token Generator

Token generator narme: | SAMLZ0

Token generator class: |com.tivoli.am.ﬁm.wssm.tokengenerators.WSSMTokenGenerator

Security token: | SAML20

Use valle type
Valle type:

| <€

Local name: . oasis:names:tc:SAML.: 2.0:assertion #Assertion

URI: |

Calback hander: | com.tvol.am. fim wssm.calbackhandlers WSSMTokenGeneratorCalb. »
User 1D:

Password;

OUse key store

Password:
Path:
Type:

Key:

Alias: Key password: Key narme:

Add Remoye

Calback Handler Property

Marne: Valle: s
token.calback hander .class.name corn.tdvol.am fimwssm.calbackhanders. 5., —
vl ralback hander class name o tivoliam firn wesm callhackhandlers 1 bt

>

Add Remove

Property:

‘ MName: Value:
rust.service.call e

Add Rermo

[NUse certificate path settings

Certificate store reference: | |

[ K ] [ Cancel

Figure 9-4 SAML 2.0 token generator
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6. A token generator is also required for the token that signs the body of the

message. Create this entry using Figure 9-5 as a guide. When finished, click
OK.

Teoken generator name: | signing-tokean
Token generator dass: | comibm wsspi wssecurity token x509T ckenGenarator ~
Security token: =
Use value type
Value type: X509 certificats token >
Local name: htto: /fdocs oasis-open.org fwss, 200401 foasis- 200401 -wss-x509-token-profile- 1.0 #x509
LRI
Calback handler: com.ibm.wsspiwesecLrity auth.calback, X509 albackHandler >
User 1D ]
Password: - ]
Use key store N \ Vv
Paszword: itso o - ]
Path: itsotelco. ks —_
Type: x5 A -
Key:
Aligs: Key password: Key narme:
itsotelco-signer itso Ch=signer, O=itsotelco,C=1US
Add Rermawe

Calback Hander Property:

Marme: Value:
Add Rermaowve
Property:
’7\15 e Value:
Add Remaowve

[Uze certificate path settings

alte e referen } |

[ [el'S ] [ Cancel I

Figure 9-5 Signing token configuration
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7. A Key Locator is required to identify the correct signing key. Create a key
locator as shown in Figure 9-6. When finished, click OK.

#® Key Locator 3]
Key locator name: | itsotelco-sig-keyloc |
Key locator class: | dbrmn.wsspl wssecurity keyinfo KeyStorekeylocator v |
Use key store
Password: | itso ]
Path: | itsotelco. jks |
Type: | s EI
ke
Alias: Key password: | Key name:
itsotelco-signer  itso CN=signer,O=itsotelco,C=US | J
Add Remove
Property:
-1
MNarme: Valle:
Add Remc
Ok ] [ Cancel ]

Figure 9-6 Key locator for signing key
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8. Key Information, as shown in Figure 9-7, also needs to be added. The key
information links the key locator and security token definitions. When finished,
click OK.

5

#® Key Information X

Key information name: | ‘teotelco-sig-keyinfo |

Key information type: | STRREF v|

Key information class: | corm.ibm ws webservices wssecurity keyinfo STRReferenceContentGenerator |
Use key locator

Key locator: | itzotelco-sigkeylos v

Key name: | CMN=signer,O=itsotelco,C=1US j
Use token

Token: | sigring-token v

Property:

MNarme: Value:

Add Remaove

[ QK ] [ Cancel ]

Figure 9-7 Key information
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9. Expand Signing Information and add a new entry as depicted in Figure 9-8.
When finished, click OK.

# Signing Information ]

Sigring Information Marme: | ‘tsateloa-sign-nfo |

Canonicalization method algorithm: |http: Lo w3 org/ 2001710/ xml-exc-c 14n# j

[5how only FIPS compliant algerithms
Signature method algorithm, |http:waw.w3.org,f2000;’09;’><m\dsig#rsa—sha1 v

Key information name: | itsotelco-sig-keyinfo-name j
|

Key information element: |\tsote|co—sig—keyinfo

[Use key information signature
Type: keyinfo

Key information signature property:

MNarne: Walle:

Add Remove
Property:
MNarme: Value:
Add R

Ok

’ Cancel

Figure 9-8 Signing information
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10.With the new signing information entry selected, add a new Part Reference
entry (Figure 9-9). When finished, click OK.

5

X

#® part Reference

Part reference name: | | |
Integrity part: |body —\:|

[ Show orly FIPS complant algorithms
Digest method algorithim: |http: £ o W3 .0rg /2000409 midsig#shal o

[ K. ] l Carcel

Figure 9-9 Part reference

11.With the new part reference selected, add a new Transform entry
(Figure 9-10). When finished, click OK.

# Transform X

MNarme: ';)ody—transfﬂm
Algorithm: http:,-’,-’www.W3forgf200lflofxml—exc—clﬁln# V|
Transform property:
Marme: Value: |
Add Rermawe
K, 4] l Cancel

Figure 9-10 Transform

After you finish this last step, the request configuration is complete.

9.3.2 Configure response consumer

Responses from ITSOBank need to have their signatures verified. In this section,

we explain the configuration steps to achieve this signature verification setup:

1.
Then select the AccountJCA port-qualified name binding.
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2. Expand Response Consumer Configuration, then expand Required
Integrity. Add a new integrity requirement to indicate that the body of the
message must be signed (Figure 9-11). When finished, click OK.

# Reguired Integrity

)

5]

Required integrity name: | body

Uzage type: | Required

Message Parts:

¥

Parts Dialect
http: ffwew brm.com/websphere fwebservices fwssecurity fdislect-was - body

Add Remove

MNonce:

Diglect Kespword

Add Remaove

Timestarmp:

Dialect Keyword Expiry

Parts Keyword

|

Add Remove

o I

Cancel

l

Figure 9-11 Specifying message integrity requirement for the response body
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3. Navigate to the WS Binding tab. Expand Security Response Consumer

Binding Configuration.

Expand Trust Anchor and add a new entry so that the signing certificate
from the ITSOBank can be trusted (Figure 9-12). When finished, click OK.

# Trust Anchor

x|

Trust anchor name: | itsotelco-trust-anchor

Password: | itso |
Path: | itsotelco, ks |
Type: | k= "|

Lok |

Cancel ]

Figure 9-12 Trust anchor
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4. Expand Token Consumer and add a new entry for the public key that will
verify the message body’s signature (Figure 9-13). This token appears as a
BinarySecurityToken in the message response. When finished, click OK.

@ Token Consumer |Z|
Token consumer name: | ‘sobark-sig-consumer ‘
Token consumer class: | corn.ibrm.wsspl wssecurity  token X509T okenConsurmer = ‘
SecLrity toker: | ~|
Use value type

Yalue type: | X509 certificate token ]

Local name: | hittp: ffdocs oasis-open.orgfwss/2004/01 foasis- 20040 1—wss—><509—token—proﬁlem‘

URI; | |
Usze jaas.conflg

jaas.config name: | system . wssecurity X509B5T J

jaas.config property:

Narne: Value: ) —‘

Add Rermove

OUse trusted ID evaluator

Trusted 1D evaluator class: o

Trusted 1D evaluator property:

Narne: Value:

Add Rermove

[MUse trusted 10 evaluator reference

Trusted 1D ey or reference:

Property:

Narne: Value:

Add Remaove

Use certificate path settings

@ Certficate path reference:

Trust anchor reference: | isotelco-rust-anchor ~|

Certificate store reference: ~|

O Trust any certificate

[ 98 J [ Carcel ]

Figure 9-13 Token consumer for certificate used to validate the message certificate
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5. Add a Key Locator (Figure 9-14). Note that a key store does not need to be

specified, because the key used to verify the signature is in the message

itself. When finished, click OK.

#® Key Locator 3]

Key locator name: | itsobark-sig-keyio: |

Key locator class: |bm.Wsspi.wssecurity.keyinfo.XSOQTOkeHKeyLocator v

O Use key store

Password: | |

Path: | J

Type:

ke

Alias: Key password: Key name: ]

Addd Remove

Property:

MName: Value:

Add Remove

[ Ok _” Cancel ]

Figure 9-14 Key locator
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6. A Key Information entry is required to link the key locator and signing token

definitions (Figure 9-15). When finished, click OK.

& Key Information

X

Key information name: | itsobark-sig-keyinfo

Key information type: | STRREF

e |

Key information class: | com.ibrm.ws webservices wssecurity keyinfo STRReferenceContentConsurmer |

Use key locator

Key locator: | itsobank-sig-keyloc v

Key name: | | v|
Use token

Token: | itsobark-sig-consurner v|
Property:

Marme: Value:

Add Remove

J

Cancel

)

Figure 9-15 Key information
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7. A Signing Information entry is required (Figure 9-16). When finished, click
OK.

& Signing Information

Signing Information Marme: | ‘teobark-sigr-info |

Canonicalization method algorithm: |http: [ w3, org/ 200110 xmlexc-c 14n# V|

CIshow only FIPS complant algorithms
Signatire method algorithm: |http: vy w2 0rg/ 200009 xmidsig#raa-shal v

Signing key information:

Key inforrmation name: Key information element:
itzobank-sig-keyinfo-name itsobark-sig-keyinfo

Add Remove

CUse key information signature
Type: ke

Key information signature property:

MName: Valle:

Add = ITIOWE:

Property:

Marme: Value:

Add Remove

K ] l Cancel

Figure 9-16 Signing information
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8. With the new signing information selected, add a new Part Reference
(Figure 9-17). When finished, click OK.

5

# Part Reference X
Part reference name: | | |
Required integrity part: |body v

[ Show orly FIPS complant algorithms
Digest method algorithim: |http: £ o W3 .0rg /2000409 midsig#shal o

[ K. ] l Carcel

Figure 9-17 Part reference

9. With the new part reference selected, add a new Transform (Figure 9-18).
When finished, click OK.

#® Transform X

MName: body—transfﬂm
Algerithm;: (bt ;‘r,-"WWWE .orgf2_00 140 xmbexc-cldng v |

Transform property:

MName: alle:

Add Remaove

[ 6] 4] l Cancel ]

Figure 9-18 Transform

The response configuration is now complete.

9.4 Deploy ITSOTelco Portal application

Before we can deploy the application, we need to configure the infrastructure.
And after we have installed ITSOTelco Portal, we need to configure the

application as well.
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9.4.1 Infrastructure configuration

The WebSphere Application Server profile in which the ITSOTelco Portal will be
deployed has the following configuration already completed:

» Administrative and application security has been configured. In the ITSO lab
environment, a Tivoli Directory Server instance was shared with Access
Manager for e-business and Federated Identity Manager for this purpose.

» Prerequisite steps for using the Web Services Security Management
component of Tivoli Federated Identity Manager have been completed,
following the instructions in the IBM Tivoli Federated Identity Manager Web
Services Security Management Guide Version 6.1.1, GC32-0169-01, in the
Tivoli Federated Identity Manager product documentation set:

— The ITFIM WSSM variable was created.
— The ITFIM WSSM shared library definition was created.

— The class loader for the WebSphere Application Server instance to be
used by the ITSOTelco Portal has been configured to use the
ITFIM WSSM shared library definition.

» The itsotelco.jks key store has been uploaded to the application server
instance’s home directory, for example,
/opt/IBM/WebSphere/AppServer/profiles/itsotelco.

» The itsotelco-ssi-truststore.jks key store has been uploaded to the application
server instance’s home directory, for example,
/opt/IBM/WebSphere/AppServer/profiles/itsotelco.

» A new key store using itsotelco-ssl-truststore.jks has been defined in the
WebSphere Integrated Solutions Console from the Security — SSL
certificate and key management — Key stores and certificates menu.

» The SSL settings for the repertoire name NodeDefaultSSLSettings have been
updated to point to the key store created in the preceding step from the
Security — SSL certificate and key management — SSL configurations
menu.

9.4.2 Install ITSOTelco Portal application

Install the ITSOTelco Portal enterprise application (ITSOTelcoPortal.ear) using
the WebSphere Integrated Solutions Console. Accept all defaults when
deploying the application.

Save the master configuration after the application is installed.
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9.4.3 Configure ITSOTelco Portal application

The ITSOTelco Portal application has a security constraint to force users to
authenticate. After deploying the application, the role reference in the application
needs to be mapped to identities in the directory used by WebSphere Application
Server. The steps to do this are:

1. Navigate to the Applications — Enterprise Applications menu in the
WebSphere Integrated Solutions Console. Click the application name
ITSOTelcoPortal. A configuration window will be displayed (Figure 9-19).

Enterprise Applications W h. N vi=

Enterprise Applications > IT50TelcoPortal

Use this page to configure an enterprise application. Click the links to access pages for further configuring of the
application or its rmodules,

Canfiguration

General Properties

Modules
*ame I Maodul
Ianage Modules

[fTsoTelcoportal | anage Modules

Application reference validation Web Module Properties

I i -
I EEue wamnes Session rmanagernent
Detail Propertias Context Root For Web Modules

JSP reload options for web modules

Wirtual hosts

Target specific application status
Startup behavior

Application binaries

Clazs loading and update detection
Rernote request dizpatcher properties

Security rale to user/group mapping

Wiew Deployment Descriptor

Last participant support extension

References

Application scoped resources

Shared library references

Apply | QK|  Reset Cancel

Figure 9-19 ITSOTelco Portal application configuration
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2. Click Security role to user/group mapping to edit the mapping between
application roles and users and groups in the directory (Figure 9-20).

Enterprise Applications > IT50TelcoPortal > Security role to user/group mapping

Security role to user/group rmapping
Each role that is defined in the application or module rust map to a user or group from the domain user registry,

Look up users Look up groups

Select| Rale Everyone? All authenticated? Mapped users Mapped groups
Il ITSOBankers I I~
QK Cancel

Figure 9-20 Mapping application roles to users and groups

3. Select the All authenticated? check box next to the ITSOBankers role, and
click OK.

4. Save these changes to the master configuration.

9.5 Configure Federated Iidentity Manager for ITSOTelco

Now we need to configure the identity mediation for the ITSOTelco Portal
application.

In the ITSOTelco Portal, the Federated Identity Manager WSSM Token
Generator is used to inject a signed SAML 2.0 assertion into outbound Web
service requests to ITSOBank. The configuration of the corresponding trust chain
in the Federated Identity Manager instance at ITSOTelco is described in this
section.

Note: The trust chain is created directly in the Federated Identity Manager
Management Console, and tools, such as wsd12tfim, are not used. This is to
give you a stronger appreciation for what is happening in Federated Identity
Manager.

The steps to configure the identity mediation for the ITSOTelco Portal application
are:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.
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2. Navigate to the Configure Trust Service — Trust Service Chains menu.
3. Create a new trust service chain with the properties in Table 9-4.

Table 9-4 Trust service chain properties

Property Value

Name outbound-to-itsobank

Request Type Validate

Applies To REGEXP:(.*/routerProject/services/AccountJ
CA.%)

Issuer urn:itfim:wssm:tokengenerator
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This trust service chain is shown in Figure 9-21. Note that the values for the
Applies To and Issuer addresses will match the values automatically used by
Federated Identity Manager's WSSM Token Generator that was configured

into the ITSOTelco Portal application in 9.3, “Add Web services security to the
ITSOTelco Portal application” on page 184.

Trust Service Chain Properties

Chain Identification

#Chain Mame
|outbeund-to-itsobank

Deszcription

Request Type

Request Type Fequest Type LRI

IVaIidate -I |http:.l".-"schernas.xrnlsoap.org.-"ws.l"2DIZIE.I"DZI"trust-"VaIidate
Lookup Type

¥ Uze Traditional WS-Trust Elernents (AppliesTo, Issusr, and TokenType)
' Use xPath to Define Custom Lockup Rule

AppliesTo

Addraszs
|REGEXF‘:(.*,u"routerF‘rojectu"serl.lices,u"ﬁccount‘lCA.*)

Service Mame

FPort Type
| |

Issuer

Address

|um:itFirn:wssm:tokengenerator

Service Marme

Port Type
| |

Token Type

Token Type

ﬂ Apply Cancel

Figure 9-21 Trust chain properties
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4. Add trust service module instances to the trust service chain as shown in
Figure 9-22. Be sure to match the module instance types and the modes with
those shown in the figure.

Chain Identification

Chain Harme

|0utb0und-t0-itsobank

Description

Chain Structure

Module Instance

I Select Module Instance...

Mode

I Select Mode... = I

=

Add Selected Module Instance to Chain

Trust Service Chain

ﬂ Apply Cancel

Module Instance Mame

Default SAML 1.1 Token

Default Map Token

Delete| Propetties... | Rearder
Select Order
@ 1
@ 2
@ 3

Default SAML 2.0 Token

Total: @ Selected: 0

Madule Instance Type
SAML115TSModule

#5LTransformationModule

SAMLZOSTSModule

Mode

validate
map

issue

Figure 9-22 Module chain

5. When configuring the trust chain properties for the SAML 1.1 module, ensure
that the Enable Signature Validation check box is unchecked (Figure 9-23),
because the Federated Identity Manager WSSM Token Generator does not
sign the SAML 1.1 assertion that it sends to Federated Identity Manager.

[Madule chain Tt=m Praperties

Securty Asserbon Mark:up Language (SAML) Module Configuration

Select Validation Key

ﬂ Cancel

Enter the required values to configure the SAML Module

¥ Enable one-tirne assertion use enforcarmant

[ Enable Signature Validation

Figure 9-23 SAML 1.1 module properties
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6. The mapping rule for this trust chain can be found in the file
saml11-saml20.xsl in the downloadable files that accompany this IBM
Redbooks publication (see Appendix D, “Additional material” on page 461).
Its contents are shown in Example 9-1.

Example 9-1 Mapping rule to convert from SAML 1.1 to SAML 2.0

<xsl:stylesheet xmins:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmins:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser" version="1.0">

<xsl:strip-space elements="*" />
<xs1:output method="xml" version="1.0" encoding="utf-8" indent="yes" />

<l--
Initially we start with a copy of the document.

-

<xsl:template match="@* | node()">
<xs1:copy>

<xsl:apply-templates select="@* | node()" />

</xs1:copy>

</xsl:template>

<xsl:template match="//stsuuser:Principal">
<stsuuser:Principal>
<stsuuser:Attribute name="name" type="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">
<stsuuser:Value>
<xsl:value-of
select="//stsuuser:Principal/stsuuser:Attribute[@name="'name']/stsuuser:Value" />
</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
</xs1:template>

<xsl:template match="//stsuuser:AttributeList">
<stsuuser:Attributelist>
<!-- The authentcation method attribute -->
<stsuuser:Attribute name="AuthenticationMethod" type="urn:oasis:names:tc:SAML:2.0:assertion">
<stsuuser:Value>urn:oasis:names:tc:SAML:2.0:am:password</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributelList>
</xs1:template>

</xsl:stylesheet>

The principal name is taken directly from the SAML 1.1 assertion data, with
just the XML namespace of the attribute updated in its SAML 2.0
representation.

An AuthenticationMethod attribute is also added to the SAML 2.0 assertion,
with the literal value “urn:oasis:names:tc:SAML:2.0:am:password™.

When loaded into the trust chain, the mapping rule will resemble what is
shown in Figure 9-24 on page 208.
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Identity Mapping Rule for module chain outbound -to-itsobank

<xzlistylesheet wmilns: xsl="http ffwww w3 orgf/ 1999/ K51/ Transfarm" «milns stzunzer="urn:ibrminar &

<xszliztrip-space elermnents="*" />
<xslioutput method="xml" version="1,0" encoding="utf-8" indent="yes" />

= l--

Initially we start with 2 copy of the docurnent,

-

<xzliternplate match="@* | node()"=
<uslicopy>

<usliapply-templates selec="@* | node( )" /=

= xslicopy>

<fwshiternplate>

<wzliternplate rmatch="//stzuuseriPrincipal'>
<stzuuser:Principal>
<stsuuser:Attribute name="name" type="urn:oazisinames:tc: SAML: 2, D nameid-format:unspe
=stzuuseriValue= b
<uslivalue-of
select="//stsuuser Principal/ stzuuseriAttribute[@narme="narme' ] stsuuserValua" /=
</ stzunzerivalue>
<fstsuuseriAttribute>
<fstzuuszeriPrincipal>

<fxsliternplate>
-
! I L|_I

| Madify Rule... | | Delete Rule... [Done—l

Figure 9-24 Map module properties
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7. When configuring the trust chain properties for the SAML 2.0 module (see
Figure 9-25 for an example), follow these settings:

— Use ITS0Telco as the name of the organization issuing these SAML
assertions.

— Sign the SAML assertions with a key. The key must be loaded into the
Federated Identity Manager Key Service prior to creating the trust module
chain.

— Encrypting assertion elements is not required.

Module Chain Itern Properties

Security Assertion Marup Language (SAML) Module Configuration

Enter the required values to configure the SAML Module

The narne of the organization issuing the azsertions
[1TsoTelo

#*armount of tirme before the issue date that an assertion is considered valid (secands)
300

*Aarmount of tirme the assertion iz valid after being issued (secondsz)
300
Include the following attribute types (a "*" means incude all types)

-

=
¥ sign SaML Assertions

#*Select Key for Signing Assertions
DefaultkeyStore_testhey

Select the key for encrypting assertion elements for this partner

o Encrypt assertions [an Encryption key is required)
- Encrypt assertion Attribute elements (an Encryption key is required)

- Encrypt Marmell elerents in assertions (an Encryption key is required)

Elock Encryption Algorithm
| http o/ f www, w3, org/ 2001/ 04/ xmlenc#tripledes-cbe = |

ﬂ Cancel

Figure 9-25 SAML 2.0 module properties

8. After saving the trust module chain, the WebSphere Application Server
instance running the Federated Identity Manager runtime needs to be
restarted.
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9.6 Configure XML firewall

In the ITSO lab environment, a DataPower XS40 appliance was used. You can
also implement the solution presented here with a DataPower XI150.

9.6.1 Infrastructure configuration
We assume that the following steps have been successfully completed on the
DataPower SOA appliance:

» Basic configuration has been performed on the device so that it is available in
the network.

» An administrative domain has been created.

» Administrator credentials have been created for the administrative domain in
the preceding step.

9.6.2 Add XML firewall

The configuration paradigm with the DataPower appliances allows dependent
objects, such as files, policy, SSL configuration, and Federated Identity Manager
configuration, to be added dynamically during the configuration of the XML
Firewall. This is quite convenient and does not require interrupting a
configuration process if a dependency was forgotten or not recognized before
commencing a particular configuration exercise.

The steps to add the XML firewall are:

1. Log on to the administrative domain using administrator credentials. The
Control Panel is displayed (Figure 9-26 on page 211).
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7) DATAPOWER _7Zj-ir)

A Cor'ltl‘o| Panel

Control Panel Troubleshooting Enabled (The performance of the device may be impacted!)

Py Services

4 @ ’
Fi Rew: X540.36.0.8
irmuware Rev Web Service Multi-Protocol
Build: 140575 Proxy Gateway

[EM WebSphere DataPower Home
csupport@us.ibm.com
Copyright 1999-2006 DataPower  Monitoring and Troubleshooting

a

XML Firewall

Web Application
Firewall

7Y

XSL Accelerator

Technolagy, Inc.
E i g

Files and Administration

]

¥iew Logs Troubleshooting Web Services

Monitor

T
‘.."‘-_
=|ETS

¥iew Status

£

14

File Management System Control

Config

Import
Configuration

Config

Export
Configuration

Ea o |
Zaﬁ

Keys & Certs
Management

Figure 9-26 DataPower XS40 Control Panel

2. Click the XML Firewall icon. The list of existing XML Firewall configurations is

displayed.

Then click the Add Wizard button to add a new XML Firewall configuration.
The set of firewall types is displayed (Figure 9-27 on page 212).

Chapter 9. Technical implementation

211



Troubleshooting Enabled (The performance of the device may be impacted!)

[=] Firewall Wizard

welcome to the Firewall Wizard, Please select one of the choices below and click next...

" pass Thru (testing anly)
' Schemna-validate / Filter
" wML # Crypto

% Access Contral (Aan)
 Impart from WSDL

T Irport from Unicenter
. Irnpaort from WebSphere
 Service Virtualization

" Advanced

' Mon-®ML (not scherma validated)

Cancel | Next]

Figure 9-27 Selecting the Firewall Wizard type

3. Choose Access Control (AAA) and click Next. The XML Firewall Service
Name window is displayed (Figure 9-28).

=] Create an AAA Firewall Service Help

XML Firewall Service Name

To begin using this wizard, enter the name of the new XML Firewall in the firewall name dialog box and click
Mext.

Firewall Name

Jitsobank-aaa #

Cancel | Nextl

Figure 9-28 Choosing a firewall name
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4. Type a name for the firewall, and click Next. The window to select the firewall
service type is shown (Figure 9-29).

Create an AAA Firewall Service

Select Service Type

Mext, specify the firewall type by selecting either static-backend or loopback -proxy from the firewall type values-
list.

A static firewall supports a single web or application server.

A loopback firew all offers no server support, rather the firewall itself responds to incoming client requests.

Firewall Type

I static-backend = l #*

Backl Cancel | Nextl

Figure 9-29 Selecting the firewall service type

5. In some cases, the XS40 can run the Web service implementation itself (this
is called loopback mode). In this case, the Web service runs in WebSphere
Application Server, so accept the default value of static-backend
(Figure 9-29) and click Next.
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The window to identify the location of the Web service (back end) is displayed
(Figure 9-30).

] Create an AAA Firewall Service Help

Back End {Server) Information

Mext, provide information about the supported server,
Enter the server IP address or domain name in the server address dialog box.
Enter the server port number in the server port dialog box,

If server transactions require a secure (SSL-supported) connection, click the on radio button and then use the
S5L client crypto profile values-list to select the SSL profile that specifies S5L and cryptographic resources
available to the connection, Click Next to go to the next screen.

If server transactions do not require a secure connection, click Next to go to the next screen.

Server Address
|a.3.5.66 *

Server Port
IQDBD #*

Do you want to use SS5L?

 on & off *

Backl Cancel I NextI

Figure 9-30 Specifying the location of the Web service implementation

6. Enter the IP address and port of the WebSphere Application Server instance
that runs the ITSOBanker2007 application. If DNS or static host entries are
configured on the XS40, then the host name can be used instead of an IP
address.
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Click Next. The window to enter front-end information is displayed
(Figure 9-31).

[s]| Create an AAA Firewall Service Help

Front End {Client) Information

Mow provide information about the “client-facing” device interfaces.

The device address dialog box identifies the local interface, or interfaces, monitored by this XML Firewall for
incoming client-requests, Retain the default value (0.0.0.0) to enable the firewall on all active interfaces. To
restrict the firewall to a single interface, enter a specific local IP address.

The device port dialog box identifies the specific port monitored by this firewall. Enter the port number,

If client transactions require a secure (S5L-supported) connection, click the on radio button and then use the
SSL server crypto profile values-list to select the S50 profile that specifies 551 and cryptographic resources
available to the connection. Click Mext to go to the next screen.

If client transactions do not require a secure connection, click Mext to go to the next screen.

Device Address

|2.3.5.68 Select Alias | "

Device Port
|3443 *

Do you want to use SSL?
& an O off *

SSL Server Crypto Profile

EEEm—-] +| |

Backl Cancel I Next1

Figure 9-31 Specifying front-end (client) configuration

7. This window allows the administrator to specify the IP address and port on
the XS40 that listens for incoming Web service requests from clients. The
values for this implementation are shown in Figure 9-31.

This window also provides the option to enable SSL on this listener. In this
implementation, SSL is to be enabled between clients and the XS40, so

select on. The window is updated to show the SSL Server Crypto Profile
entry field. SSL configuration data has not been provided yet, but it can be
done now. Click the + button to add the new SSL configuration at this time.
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A new window (or tab) is displayed in the browser (Figure 9-32).

Configure Server Side SSL Help

@ General Advanced

Lpply I Cancel| I

Profile Name | #*

Server Credentials The server certificate presented to clients making SSL connections to DataPower appliznce,

Server Private Key |cer‘t: = |(none) =] Upload... Fetch.., |
Private Key Password I Confirm Password I

Use Password Alias = on = off

Server Certificate |,:e,-t; ;I |(nnne) ;I Details... ‘ Upload... ] Fetch...

Server Certificate Password I Confirrn Password I

Use Password Alias " on % off

Trusted Clients Trusted certificate(s) presented by clients to the DataPower appliance when using two-way SSL (mutual authentication),

Authenticatef Yalidate

*
Certificates " on & off

Trusted Certificatesf ’ Delate

Certificate Authorites

[cert: =l [tnone) =] Add 1 Details... | Upload... | Fetch..
Password I Confirm Password I

Certificate Yalidation Mode IMatch exact certificate or immediate issuer v |

Send CA List To Client  on (= off

SS5L Options S2L handshake behaviour options.

[ OpenSSL default settings
[ Disabled S5L version 2
Options [~ Disabled SSL version 3

[T Disabled TLS version 1
e

Figure 9-32 Configuring SSL settings

8. The first step in SSL configuration is to upload the private key. In Figure 9-32,
under the Server Credentials section, select Upload to the right of Server
Private Key.

216  Understanding SOA Security Design and Implementation



9. A new window in the browser displays the File Management window
(Figure 9-33). Click the radio button to the left of Java Key Store, because
the key pair for the SSL listener is in JKS format (see 9.2.2, “Key stores” on
page 183). A new window in the browser is displayed and shows the Java
console. Accept any warnings from the browser if they appear’.

File Management
g

Upload File to Directory cert:

Source: " File % Java Key Store (Regquires Sun JRE 1.4.2 or better]

Java key store:

IC:'\,download'\itsobank—ssl.jks Browse. .

Key store type: Key store provider (if any):

ks |

Key store password;

Key to upload:

I(nune) ;1 * Refresh |

Key password:

| *

Save as!

| *

[T overwrite Existing File

Upload | Cancel |

Figure 9-33 File management window for uploading keys and certificates

10.After this Java console window has been displayed, enter the location of the
Java key store containing the key pair for the XS40’s SSL listener in the File
Management window (Figure 9-33). In this implementation, that is the
itsobank-ss1.jks file.

Enter the Key store password, itso in this example, and click Refresh. This
attempts to open the key store and enumerate the keys and certificates within
the key store (Figure 9-34 on page 218).

1 Microsoft Internet Explorer® is required for this operation, using Sun™ JRE™ 1.4.2 or higher.
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File Management
g

Upload File to Directory cert:

Source: = File *' Java Key Store (Requires Sun JRE 1.4.2 ar better)

Java key store:

IC:\downluad\itsnbank-ssl.jks Browsze... !

Key stare type: Key store pravider {if any);

Jiks |

Key store password;

Key to upload:

|itsobank—https {key) j #  Refresh |

Key password:

I.o.o K
Zave as:
|itsabank-htt|:|s.|:|em #

[ overwrite Existing File

Uploadl Cancel |

Figure 9-34 Selecting the private key

11.0n Figure 9-34, from the Key to upload drop-down list, select the key
itsobank-https (key). Enter the password to access this key from the key
store, which is also itso in this implementation. The Save as name is
automatically generated. Accept the default and click Upload to extract the
key from the key store and load onto the XS40. A confirmation window is
displayed. Click Continue to close this window. The File Management
window also closes.

Navigate back to the Configure Server Side SSL window (Figure 9-32 on
page 216). The private key location is populated.

Now, click the Upload button for the Server Certificate. The File Management
window appears again (Figure 9-35 on page 219).
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File Management
g

Upload File to Directory cert:

Source! " File ¥ Java Key Store [Requires Sun JRE 1.4.2 or better)

Java key store:

|C:\dnwnload\itsnbank—ssl.jks Browse. . l

Key stare type: Key store provider {if any):

ks |

Key stare password:

I....
Key to upload:
|itsahank-htt|:|s {certificate 0) CHM=https, O=itsobank, C=US_-_J #  Refresh |

Key password:

I.ooo *
Save as:
|itsobank-https-cer‘t-0.pem| #*

™ overwrite Existing File

Upload I Cancel |

Figure 9-35 Selecting the certificate for the SSL listener

12.Repeat the process above to upload the corresponding certificate for the
private key. Use the same key store and passwords, but this time upload the
key with the label itsobank-https (certificate) CN=https, O=itsobank,
C=UsS.

Click Upload to extract the certificate from the key store and load onto the
XS40. A confirmation window is displayed. Click Continue to close this
window. The File Management window also closes.
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Navigate back to the Configure Server Side SSL window (Figure 9-36). The
certificate location is now populated.

@ General

Apply | Cancel |

Advanced

Profile Name

Server Credentials

Server Private Key

Private Key Password

Use Password Alias

Server Certificate

Server Certificate Password

Use Password Alias

Trusted Clients

Authenticatef Yalidate
Certificates

Trusted Certificates f
Certificate Authorites

Certificate Yalidation Mode

Send CA List To Client

SSL Options

Dptions

Configure Server Side SSL

|itsobank-c\ient-ss| #*

The server certificate presented to clients making SSL connections to DataPower appliance,

;I Uplaad... | Fetch... |
quuu Confirm Password |sessssss

Icert: ;I Iitsobank—https‘parn

" on & off

| cert: _=| |itsobank-https-cert-0.pemn = | D3t6i|5~-J Upload. .. 1 Fetch...
ITCnnﬁrm Password |sesssess

7 on & off

Trusted certificate(s) presented by clients to the DataPower appliance when using twa-way SSL {mutual authentication).

 on & off ¥

|

[cert: =] [tnane) =1 Addl Details..J Upload... | Fetch...
Password Confirm Password

]Match exact certificate or immediate issuer;l

¢ on = off

5S5L handshake behaviour options.

W CpenssL default settings
[T Disabled SSL version 2
[ Disabled S5L version 3

[ Disabled TLS wersion 1
*

Figure 9-36 Completed SSL settings

13.Protect the private key and certificate by choosing passwords and entering
them in the Private Key Password and Server Certificate Password fields,
and their corresponding Confirm Password fields.

Enter a Profile Name for this configuration. For example, itsobank-client-ssl
is shown in Figure 9-36.
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14.Click Apply to save these settings and return to the Front End (Client)
configuration window (Figure 9-37).

Device Address

|9.3.5.68 Select Alias *

Device Port

|B443 *

Do you want to use S5L7
* an & off *

SSL Server Crypto Profile

E-au:kl Cancel | Nextl

Figure 9-37 SSL settings populated on Front End (Client) window

15.The SSL Server Crypto Profile is now populated. Click Next to proceed to
the Create an AAA Firewall Service window (Figure 9-38).

Create an AAA Firewall Service Help

AAA Information

Use the Asd policy values-list (a list of available &84 policies) to select the A8 policy that defines authentication
and authorization procedures enforced by this firewall.

AAA Policy

I(none) vll]_' #
Backl Cancel I Nextl

Figure 9-38 AAA Information

16.An existing AAA policy can be chosen at this time if one exists. In our case, a
new policy is created by clicking the + button in Figure 9-38.
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17.A window pops up to begin the AAA policy configuration. First, a prompt is
displayed to solicit the name of the new policy (Figure 9-39).

) DATAPOWER J7=2\0)
Configure an Access Control Policy

Create a new AAA Policy Dbject

AAA Policy Name Iitsobank-account-policy #*

Create | Cancel |
Figure 9-39 Specifying the AAA policy name

Enter a name for the AAA policy. In this example, itsobank-account-policy
is chosen. Click Create.
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The identity extraction window is displayed (Figure 9-40).

=] Configure an Access Control Policy

AdA Policy Mame: | itsobank-account-policy

Define how to extract a user's identity from an incoming request.

[T HTTP's Authentication Header

[~ Password-carrying UsernameToken Element from WS-Security Header
[~ Derived-key UsernameToken Elernent from WS-Security Header

[T BinarySecurityToken Element from WS-Security Header

[T ws-SecureConversation Identifier

[T ws-Trust Base or Supporting Token

[~ Kerberos AP-REQ from WS-Security Header

[~ Kerberos AP-REQ from SPNEGO Token

[~ Subject DM of the S5L Certificate from the Connection Peer
Identification Methods ¥ Marme from SAML Attribute Assertion

¥ Marme from SAML Authentication &ssertion

[ SAML Artifact

[T Client IP Address

[T Subject DM from Certificate in the Message's signature
[ Token Extracted from the Message

[~ Token Extracted as Coaokie Value

[~ LTPA Token

[~ Processing Metadata

[~ Customn Ternplate
*

Back I Next1 Cancel

Figure 9-40 Identity extraction policy settings

18.Select the check boxes for Name from SAML Attribute Assertion and
Name from SAML Authentication Assertion and click Next.
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A new window is displayed where the authentication method is specified
(Figure 9-41).

Configure an Access Control Policy

AAA Palicy Name: |itsobank-account-po|icy

Define how to authenticate the user.

" Use DataPower 844 Infa File
Bind to Specified LDAP Server
Contact Tivoli Access Manager
Contact Metegrity SiteMinder
Contact Oblix server
Contact ClearTrust Server
Use specified RADIUS Server
Walidate the 5L Certificate from the Connection Peer

Walidate the Signer Certificate for a Digitally Signed Message,

r
r
~
o
~
r
~
r
Method | ¢ Accept a SAML Assertion with a Yalid Signature
" Retrieve SAML Assertions Corresponding to a SAML Browser Artifact
{7 Contact a SAML Server for a SAML Authentication Staternent
~ Contact a WS-Trust Server for a WS-Trust Token
" Use an Established W3-SecureConversation Security Context
™ Pass Identity Token to the &uthorize Step
¢ walidate a Kerberos AP-REQ for the Correct Server Principal
" Accept an LTPA token
7 Use certificate from BinarySecurityToken
~

Custarn Template

Moy =] [+ o]

 an & off

SAML Signature ¥Yalidation Credentials

Retrieve Remote WS-Sec Token

Define how to map credentials.

Method

Inone = o=

Bac:kl NextI Advanced | Cancel |

Figure 9-41 Authentication method

Recall that the ITSOTelco Portal sends a signed SAML 2.0 assertion in the
WS-Security headers with the request. This assertion is used to authenticate the
user and extract their identity by the XML firewall, prior to Federated Identity
Manager being invoked to transform the identity in a post-processing step.

19.In Figure 9-41, select Accept a SAML Assertion with a Valid Signature.
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Note: SAML Signature Validation Credentials do not need to be provided,
because the certificate used to validate the signature is presented as a
BinarySecurityToken in the incoming message.

Click Next. The resource extraction window of the Configure an Access
Control Policy task is displayed (Figure 9-42).

[=] Configure an Access Control Policy

aas Policy Name: |itsu:u|:uank-au:c:u:uunt-pu:u|ic:1,r

Define how to extract the resources.

[+ URL Sent to Back End

[T URL Sent by Client

Resource Identification Methods 1aggaca/ (@ of ReQRESt Element
[T HTTP Qperation (GET/POST)
[ ®Path Expression

[T Processing Metadata
*

Define how to map resources.

[T URI of Toplevel Elernent in the Message

Method Inu:une vI e
E-au:kl Nextl Cancel I

Figure 9-42 Resource extraction settings

20.Select URL Sent to Back End and click Next.
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The request authorization window is displayed (Figure 9-43).

[=] Configure an Access Control Policy

aan Policy Mame: | itsobank-account-policy

Define how to authorize a request.

)

Allow Any Authenticated Client
Always Allow

Contact Tivaoli Access Manager
Contact Metegrity SiteMinder
Contact Oblix Server

Contact ClearTrust Server
Method Custormn Termplate

Check for Membership in an LDAP Group
Generate a SAML Authorization Query
Generate a SAML Attribute Query

Use SAML Attributes from Authentication

se MACML Authaorization Decision

TS TS TS TS TS TS TS TS e IS TS |

Use DataPower &a8 Info File

Back 1 Next)l Advanced Cancel

Figure 9-43 Request authorization settings

21.The XS40’s native authorization options are not used in this solution. At this
time, choose Allow Any Authenticated Client and click Next.
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The post processing settings are displayed (Figure 9-44). This is where the
integration with Federated Identity Manager is configured.

] Configure an Access Control Policy

AfA Palicy Name: |itsobank—account-po|icy

Monitors

Authorized Counter I(ngne) .i +| |
Rejected Counter I(none) ,I +| Reject Counter Tool

Logging

Enable Logging of Allowed Access Attempts | & on & off *

Log Level for Allowed Access Attempts Iinfo 'I *

Enable Logging of Rejected Access Attempts | & on (& off *
Log Level for Rejected Access Attempts | | warning |

Choose any post processing.

Post Processing Enabled | ¢ an & off #*

Generate a SAML Assertion| & on & off

Include a WS-Security Kerberos AP-REQ token | ( on & off
Generate Requested W5-Trust Security Token| & on & off
Add WS-Security UsernameToken | (& on &+ off

Generate an LTPA Token | & an (& off

Generate a Kerberos SPNEGO token | ¢ on &+ off

Request TFIM Token Mapping | & on & off

ActorfRole Identifier

|
I CallTFIM = l

I — e

all -

TFIM Retrieval Method

TFIM Configuration

Replacement Method

Bac:kl Commit I Cancel |

Figure 9-44 Post processing settings

22.Select the on radio button next to Request TFIM Token Mapping. Additional
Federated Identity Manager configuration options are displayed.
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Select the preserve option from the Replacement Method drop-down list.
This is important; otherwise, the BinarySecurityToken containing the
certificate for the message signature is stripped from the WS-Security
headers. A later XSL transform in the firewall policy strips the original,
incoming SAML 2.0 assertion from the outbound message.

No Federated Identity Manager configuration settings exist yet, but they can
be added at this point by clicking the + button next to TFIM Configuration.

The configuration settings window for Tivoli Federated Identity Manager is
displayed (Figure 9-45).

ﬁ Configure IBM Tivoli Federated Identity Manager
Main
IBM Tivali Federated Identity Manager : itsobank-tfim [ue]
spply | Cancel | Delete |Un_do| Expor‘ﬂ View Log | View Status
Admin State @ enabled ¢ disabled
Server Address [ sts itsobank.com *
Part [ 9080 *
Compatibility Made wh 1l x| *
Reguest Token Format m #*
Applies-To Address |https:/'/fw.itsobank.com:EUUU/'rou *
Issuer |urn:dp:\tfim *
Port Type |AccuunUCA #*
Cperation [getBalance *
SSL proxy profile m ﬂ_l
Schemna Walidate Response " on & off *

Figure 9-45 Federated Identity Manager configuration settings

23.Specify the location of the Federated Identity Manager Security Token
Service by entering values for the Server Address and Port.

Enter values for the Applies-To Address, Issuer, Port Type, and Operation
as shown in Figure 9-45. These settings are used to match a trust chain in the
Federated Identity Manager Security Token Service. The full value of the
Applies-To Address parameter is:

https://fw.itsobank.com:8000/routerProject/services/AccountJCA

Click Apply to close the Federated Identity Manager configuration settings
window and return to the post processing settings.
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24.Click Commit to save the completed AAA policy. A confirmation window
similar to Figure 9-46 is displayed.

[=]

Configure an Access Control Policy

You have successiully created Access Control Policy itsobank-account-palicy.

View Object Status ] Cone I

Figure 9-46 Successful AAA policy creation

25.Click Done to return to the AAA Information window. The newly created
AAA policy is now created (Figure 9-47).

AAA Information

AAA Policy

|itsobank-account-policy;l _"'JJ #*
Backl Cancel 1 Nextl

Create an AAA Firawall Service Help

Use the Ass policy values-list {a list of available Ads policies) to select the Afs policy that defines authentication
and authorization procedures enforced by this firewall.

Figure 9-47 AAA policy in place
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26.Click Next to proceed to the final confirmation window for creating the XML
firewall (Figure 9-48).

=] Create an AAA Firewall Service

Confirm Your Changes and Commit

Firewall Name: itsobank-aaa
Firewall Type: static-backend
Server Address: 9.3.5.66

Server Port: 080

S5L Server Crypto Profile: itsabank-clignt-ss|
Cevice Address: 9.3.5.68

Device Port: 8443

35L Client Crypto Praofile:

Las Paolicy: itsobank-account-policy
Max. Message Size: ]
Override XML Manager parser limits: off
Enable MMXDoS Protection: off
Enable Message Tampering Protection: off
Enable SQL Injection Protection: off
Enable ®-Yirus Scanning: off
Enable Dictionary Attack Protection: off
Back | Cancel | ZML Threat Protection Cammit

Figure 9-48 Confirmation window

27.Review the selections and then click Commit. Confirmation of successful
creation is displayed as shown in Figure 9-49.

5] Create an AAA Firewall Service

L=
vou have successfllly created the A44 XML Firewall itsabani-aaa.

View Object Status | View Policy | Cone |

Figure 9-49 Successful creation of XML firewall

Click Done. The Configure XML Firewall window is displayed (Figure 9-50 on
page 231).
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Configure XML Firewall

[=]
®

General Advanced Stylesheet Params

Apply | Cancel | Delete I Expart View Log

Headers Monitors #ML Threat Protection

View Status Clone Show Probe

®ML Firewall Service status: [up]

General Configuration

Firewall Name

|itsobank—aaa *

Summary
|

Firewall Type

Istatic—backend vl #*

Server Address
|9.3.5.66 *

Server Port

IQDBU B

55L Client Crypto Profile

5

(none)

Response Type
ISOAP vI

Response Attachments
Istrip -

Export i View Log |

Apply | Cancel | Delete I

XML Manager

[aefeu =l ] e lrupy
Firewall Policy
- L'J[up] "y

|itsobank-aaa

URL Rewrite Policy

Mo =l ] -]

= REQUEST REQUEST
= ouT [
e bﬂ
[ L (LR S L
RESPONSE LU RESPONSE X e
=N n ouT s
= 4
ORIGIN DATAFOWER X540 CLIEMT
SERVER
Back End Front End

Device Address

Select Alias | #

[9.3.5.68

Device Port

|8443 *

55L Server Crypto Profile

Iitsobank-client-ssl 'lﬂ "'|[up]

Request Type
‘SOP.P vI

Request Attachments
I strip - l

View Status I Clone | Show Probe

Figure 9-50 XML Firewall configuration window

As described earlier in this section, the preserve mode was used for the
Federated Identity Manager identity mediation, so that the X.509 message
signing token is not inadvertently removed. A side effect of this is that the SAML
2.0 assertion from the incoming message remains in the message, which is not
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desirable. An additional Transform action needs to be added to the firewall policy
to remove the SAML 2.0 assertion before the message is sent to the back end.

28.Click the ellipsis “...” next to the itsobank-aaa firewall policy to edit the policy.
The firewall policy configuration window pops up (Figure 9-51).

Configure XML FireWall Policy

Select a Policy Name:

itsobank-aaa 'I Newl Delete Wiew Log View Object Status | Close 1

Rule Mame:

itsobank-aaa_reguest

Create rule: Click New, drag action icons onto line.  Edit rule: Click on rule, double-click on action

Entry v O A Fvi 0 @ Y \(\’ u ‘, NI

Rule #1 Filter Sign WVerify WValidate Encrypt Decrypt Transform Route A&84 Results Advanced

Delete
: J = o
ORIGIN CLIENT
SERVER
" gerver to Client © Both Directions ® Client to Server { Error | Rule Actions: | Delete I NEWl Reset I
Configured Rules
Reorder |Priority Rule Mame Match MName Direction Actions
N 1 itsobank-aaa_req t |itsobank-aaa Req t Rule e E u
S Z itsobank-aaa_response  |itsobank-aaa Response Rule e u

Figure 9-51 Firewall policy configuration window

29.With the Request Rule selected at the bottom of this window, drag a
transform action onto the processing line between the AAA policy and Results
actions. As the transform is initially not configured, it is highlighted
(Figure 9-52 on page 233).
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Configure XML FireWall Policy

Select a Policy Name:

Iitsobank-aaa 'I Newl Delete Wiew Log WView Object Status I Close I

Rule Name:

||tsobank-aaa_request

Create rule: Click New, drag action icons onto line.  Edit rule: Click on rule, double-click on action

vFCA & 6 0 2 oHS>pBp o o v

I Rule # 1 Filter Sign Werify Walidate Encrypt Decrypt Transforrn Route AAA  Results Advanced

Delete
= @ 2
ORISIN CLIENT
SERVER
" Server to Client { Both Directions ' Client to Server © Error ‘ Rule Actions:  APRlY | Celete | Mew | Reset

Configured Rules

Reorder |Priority Rule Mame Match Name Direction Actions
i 1 itsobank-aaa_request [itsobank-aaa Request Rule e E u
W 2 itsobank-aaa_response  [tsobank-aaa Response Rule e u

Figure 9-52 Adding a transform action

30.Double-click the new transform action to configure it. The configuration dialog
pops up in a new window (Figure 9-53 on page 234).
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Configure Transform Action

@ Basic Advanced

Input

Input |(auto) |(auto) =l

Options

A
2 Transform

(¢ Use ®SLT specified in this action

Use Document Processing Instructions " Use ®SLT specified in XML document processing

instructions, if available

Processing Control File

Jlocal: | |tnone) x| Upload... Feteh...
URL Rewrite Policy | [ inone) ~ j_‘
Output
Output | [{auto) |(aut0) =
Delete ] Done | Cancel

Figure 9-53 Configuring the transform action

Transforms are represented in XSL. The XSL to remove the SAML 2.0
assertion from the message has been created in a file named
remove-saml20.xsl. Its content is shown in Example 9-2.

Example 9-2 remove-saml20.xsl

<?xml version="1.0" encoding="UTF-8"?>

<xsl:stylesheet xmins:xs1="http://www.w3.0rg/1999/XSL/Transform"
version="1.0"
xmlins:xalan="http://xml.apache.org/xs1t"
xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">

<xsl:template match="@* | node()">
<xs1:copy>
<xsl:apply-templates select="@* | node()" />
</xs1:copy>
</xs1:template>

<xsl:template match="saml:Assertion" />

</xsl:stylesheet>
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The transform takes a copy of the incoming XML document (the request after
post-processing with Federated Identity Manager) with the first template in
the file and then removes the SAML 2.0 assertion with the second template.

Click Upload on Figure 9-53 on page 234. The File Management window
pops up (Figure 9-54).

Fila Management
9

Upload File to Directory local:

Source: [0 " Java key Store (Requires Sun JRE 1.4.2 or
File better)
File to upload:
IC:\download\remove-saleD.xsl Browse.. |#
Save as:
#

|rem0ve—sam|20.xs|

[ Overwrite Existing File

Upload | Cancel

Figure 9-54 Locating the XSL transform file

31.Click Browse and locate the remove-saml20.xsl file. Click Upload to upload
this file to the XS40 device.
A message confirmation about the successful upload is displayed
(Figure 9-55).

E\ File Management

The file:
- localiremove-samlZ0.xsl has been uploaded successfully,

Continue

Figure 9-55 Successful file upload

32.Click Continue to close this window and return to the window for configuring
the XSL transform in the firewall policy. The Processing Control File is now

populated (Figure 9-56 on page 236).
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Configure Transform Action

@ Basic Advanced

Iwut

Input |(aut0) |(aut0);|

Elption_s

A
Y Transform

(¥ Use XSLT specified in this action

Use Document Processing Instructions ' Use ®SLT specified in XML docurnent processing

instructions, if available

|local:/#/remave-saml20.xs|
Processing Control File

|I0c:a|: = |rem0ve-sam|20.xs|;| Upload...

Fetch...

URL Rewrite Policy

[eorer =l ] o]

Output
Output |(aut0) |(aut0) =
Delete | Donel Cancel |

Figure 9-56 Processing control file populated

33.Click Done to return to the XML Firewall Policy configuration window
(Figure 9-57 on page 237).
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Configure XML FireWall Policy

Select a Policy Name:

itsobank-aaa 'I Newl Delete Wiew Log WView Object Status | Close |

Rule Name:

Iitsobankfaaa_request

Create rule: Click New, drag action icons onto line.  Edit rule: Click on rule, double-click on action

Entry ¥F A & O O 2 OB U o ]

I Rule # 1 Filter Sign Werify WValidate Encrypt Decrypt Transformn Route 484 Results Advanced

Delete
| s @ 2
S
oRiEN CLIENT
SERVER
" server ta Client © Both Directions  Client to Server © Error | Rule Actions: _Apply | Delete | few | Reset
Configured Rules
Reorder |Priority Rule Mame Match Name Direction Actions
—
i 1 itsobank-aaa_request |itsobank-aaa Request Rule e E u
v 2 itsobank-aaa_response  |tsobank-aaa Response Rule o u

Figure 9-57 XML Firewall Policy configuration window

34.Click Apply to save these changes, then click Close to return to the XML
Firewall Configuration window (Figure 9-50 on page 231).

35.Click Apply on Figure 9-50 on page 231 to save the overall firewall
configuration.

36.Click Save Config to ensure that the configuration changes are saved to the
X840 device’s startup configuration. This concludes the configuration of the
XML Firewall in the DataPower XS40 device.

9.7 Add Web services security to the ITSOBanker2007
application

The ITSOBanker2007 application needs to be modified to enable message
protection and integration with Tivoli Federated Identity Manager for identity
mediation. You perform these steps using IBM Rational Application Developer
7.0 by editing the deployment description for the AccountJCAService Web
service, located under the JSR-109 Web Services then Services container in
the Project Explorer (Figure 9-58 on page 238).
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@ J2EE - Web Services Editor, - Rational Software Architect

File Edit MNavigate Search Project Data Run  Window Help
£ - B-0-8-Q- iBw iGis @I &S i@ @ -
= % 7 = OJ[AWeb Services Editor %
-2 IR-109 Web Services
& Clients
=3 Ser

Web Services Security Extensions (J2EE version: 1.4)

Editor for Web Services security extensions (bm-webservices-ext.xrmi)
Web Service Extension

! AccountElB

& AccountE BHHpRoUter
&4 cicseciCornector

& ITSOBanker 2007

& ITSOTelcoPortal

2 1TSOTelcoPortaleb

Web Service Description Extension

Web service description extensions.

22 fccountICAService

Port Component Binding

Port component bindings of the selected Web service description extension.

& AccountICA

Server Service Configuration

Web Services | Port Compenents | Handlers | Extensions | Bindings | Binding Configurations

{20 Problems £ . Tasks Properties | Servers | Database Explorer | Srippets | Conzole
0 errors, 35 warrings, 0 infos
Description
= & Warnings (35 items)
& The field AccountICABean.balance is never read localy
b The field Account]CABean. managed is never read locally
& The field Cal. SEND_TYPE_ATTR is deprecated
& The field WebServicesEngine PROP_DOMULTIREFS is deprecated
& The local variable compOName is never read

<

2 1 itemns selected

Request Consumer Service Configuration Details

Response Generator Service Configuration Details

Resource

AccountICABean java
AccountICABean java
AccountICASoapBindingStb java
AccountICASoapBindingStb java
AccountICASoapBindinaStub. iava . &

Figure 9-58 Deployment descriptor for AccountJCA Web service

9.7.1 Configure request consumer

The request consumer needs to be configured to validate the signature on the
body of incoming messages and to use the Federated Identity Manager WSSM

Token Consumer to validate the incoming SAML 1.1 security token and convert it
to a SAML 2.0 token for the login to WebSphere Application Server. The steps to

configure the request consumer are:

1. Navigate to the Extension tab of the deployment descriptor. Expand the

Request Consumer Service Configuration Details section.

Add a new requirement for message integrity on the body of the message
(Figure 9-59 on page 239).
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& Required| Integrity:

Fequired integrity name: ‘ body

Usage type: \ Fequired

]

Message Parts:

Parts Dislect Parts Keywaord
htp: [fwww ibrn.comfwebsphere/webservices/wssecurity /dialect-was - body

Add Remaove

Monce:

Add Remowve

Timestamp:

Diglect Keyword Expiry

Add Remowve

Dialect Keyword —‘

L Ok ] [ Cancel

|

Figure 9-59 Requirement for integrity of the message body

2. Add a new Security Token (Figure 9-60). The SAML 1.1
specified here, because this is the token type expected
message. Click OK.

C Required|Security Token X
MNarme: saMLl |
Taken type: ’7 V|
URT: urmioasis:names teSAML: 1.0 assertion |

Local name: | Assertion |

Usage type:

[ K J [ Cancel ]

Figure 9-60 Required SAML 1.1 security token

security token is
in the incoming
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3. Add a new Caller part (Figure 9-61). Notice that the caller part is for SAML
2.0, which is the token type returned by the Federated Identity Manager
Security Token Service. The properties at the bottom of this window
reference a SAML 1.1 token type, which indicates what token type is
consumed in order to produce the token type specified in the caller part.

— )

& Caller part: X]
MName: [ samML20 |
Integrity or confidentiality part: | v |
Token type: | : —_\_'l
LRI | urn:oasis:names:tc:SAML . 2.0 assertion —|
Local narme: | Aszertion
Ose [DAssartion

Trust method name: [Mone —_ tl
Integrity or confidentiality part: | ¥ __ —J
LRI [ W N 4 . wN
Local name: __ o - j
Trust method property:
Marne: Yalue: —‘
Add Remo
Property:
Marne: Value: o
icom.ibm.wsspi wssecurity .caler tokenConsumerNS  urnioasis names:tc SAML: 1.0:assertion | —
rom ihm wesni wesen rity caler tokenCons imer B fscartinn s
Add Rermave
0K l ’ Cancel

Figure 9-61 SAML 2.0 caller part

4. Navigate to the Binding Configurations tab and open the Request
Consumer Binding Configuration Details section.

Create a new Trust Anchor (Figure 9-62 on page 241). Click OK.
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& Trust Anchor X

Trust anchor name: | ‘tsobank-trust-anchor

|
Password: | its0 |
Path: | itsobank ks |
Type: | xKs V|

[ Ok ] [ Cancel ]

Figure 9-62 Trust anchor
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5. Add a token consumer for the SAML 1.1 security token expected in the
requests (Figure 9-63).

# Token Consumer X

Token consumer name: | SAMLLL |
Token consumer class: | com tvoli.am.fim.wssm. tokenconsumers . WSSMT okenConsumer i |
Security token: | SAML11 v |
Use value type

Value type: [saML11 A |

Local narne: | Asszertion i

LRI: | urnioasis names o SAML 1.0 assertion |

Use jaas.config

jaas config name: | system.itfim.wssm.samla

jaas config property:

MNarne: Value: _—‘

Add Rermove

[Use trusted ID evaluator

Trusted ID evaluator class:

Trusted 1D evaluator property:

MName: Value:

Add Re

[Use trusted 1D evaluator reference
Trusted 1D evaluator reference:

Property:

’T\Ja me: Valle:

Add Rermove

[Use certificate path settings

tificate | reference:

Trust anchor reference: | |

Certificate store reference: | |

ust any certificate

[ Ck. ] [ Caricel ]

Figure 9-63 SAML 1.1 token consumer

242 Understanding SOA Security Design and Implementation



6. Add a roken consumer entry for the Binary Security Token included in the
message for validating the signature on the message body (Figure 9-64).

@ Token Consumer |Z|
Token consumer name: | itsotelco-sig-consumer ‘
Token consumer class: | corn.ibrm.wsspl wssecurity  token X509T okenConsurmer = ‘
SecLrity toker: | ~|
Use value type

Yalue type: | X509 certificate token ] \
Local name: | hittp: ffdocs oasiz-open.orgfwssf2004,/01 foasis- 20040 1-wss-x509-token-profile- 1. 0#X509

URI; |

Usze jaas.conflg

jaas.config name: | system . wssecurity X509B5T ‘

jaas.config property:

Narne: Value:

Add Rermove

OUse trusted ID evaluator
Trusted 1D evaluator class: |—

Trusted 1D evaluator property:

Narne: Valle:

Add Rermove

[MUse trusted 10 evaluator reference

Trusted 1D eval ference: |

Property:

Eame: Value:

Add Rermove

Use certificate path settings
® Cerftificate path reference:

Trust anchor reference: | itsobark-trust-amchor ~|

Certificate store refersmce: | ~|

O Trust ary certificats

[ 98 J [ Carcel ]

Figure 9-64 Signing token consumer
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7. Add a Key Locator to specify the public key used to verify message
signatures (Figure 9-65).

#® Key Locator, X

Key locator name:; | itsotelco-sig-keyloc |

Key locator class: | Jbm . waspl wessecUrity kevinfo KeyStoreKeylocator  » |
Use key store

Password: | itso |
Path: | itsobark . jks |
Type: | Ks V|
Key:

Alias: Key password: | Key name: ‘
itsotelco-signer-cert  itso Ch=signer, O=itsotelco,C=1US

Add Remove

Property:

MNarne: Valle:

Add Fermaowe

[ Ok ] [ Cancel

Figure 9-65 Key locator for signing key
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8. Add a Key Information entry to associate the key location and signing
security token definitions (Figure 9-66).

@ Key Information X

Key information narme: | itzotelco-sig-keyinfo |

Key information type: | STRREF v|

Key information class: | com.ibm.ws . webservices wssecurity keyinfo. STRReferenceContentConsurmer |
Use key locator

Key locator: | itsotelco-sig-keylos

N |
Key name: | CMN=signer,O=itsotelco,C=US v
B

Use token

Token: | itsotelco-sig-consurmer
Property:
MNarne: Value:
Add Remove

[ Ok l [ Cancel

Figure 9-66 Key information for signing key
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9. Add a Signing Information entry (Figure 9-67) that uses the new key
information configuration.

8 Signing Information

Sigring Information Narme: | ‘tsotelco-sigrinfo |

Canonicalizaton method algoritim: |http: [ fveww w3 ,0rg 2001/ 10 < ml-exc-c 14n# V|

[ show anly FIPS complant algorithms
Signature method algorithm: |http: ferviw w3, 0rgf 200009 xrmidsig #rea-shal |

Signing key information:

Key information name: Key information element:
itsotelco-sig-keyinfo-name itsotelco-sig-keyinfo

Add Remove

[Use key information signature
Type: keyir

Key information signature property:

Mame: Value:

Add 2ITIOVE

Property:

Mame: Value:

Add Remove

Ok l [ Cancel

Figure 9-67 Signing information
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10.With the new signing information selected, add a new Part Reference
(Figure 9-68).

#® Part Reference X

Part reference narme: ‘ | |

Fequired integrity part: ‘body v

[T show only FIPS compliant algorithms
Digest method algorithm; |http: {fweew w3 0rg /200009 midsig#shal V‘

I OK l [ Cancel ]

Figure 9-68 Part Reference

11.With the new part reference selected, add a new Transform (Figure 9-69).

— — — — =

# Transform

S 4
Algorithim: ’hitp : ;’;’Vﬂw Krres ._org,f200 1/10fml-exc-cldn#

Transform property:

Marme: \_body—transform

MName: Value:

Add SMove

K \ [ Cancel

Figure 9-69 Transform
The request consumer configuration is complete.

9.7.2 Configure response generator

This section explains the configuration steps to sign the responses from the Web
service:

1. Navigate to the Extensions tab in the deployment descriptor.
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Expand the Response Generator Service Configuration Details then click
Integrity.

2. Add an Integrity requirement (Figure 9-70).

r Integrity X
Integrity narme: | body |
Crder: 1 v|

Message Parts:

Parts Diglect Parts Keyword
e wwew b comfwebsphere fwebservices fwssecurity /didlect-was  body

Add Remove

Monce:

Diglect Keyword

Acdd Remove

Timestamp:

Dislect Keyword Expiry

| M
|

A Remove

Ok, ] l Cancel

Figure 9-70 Message body integrity requirement

3. Navigate to the Binding Configurations tab.

Expand the Response Generator Binding Configuration Details then click
Token Generator.
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4. Add a Token Generator for the response signing token (Figure 9-71).

# Token Generator X

Token gererator name: | ‘tsobark-signing-token
Token generator dazs: | comuibm wsspi wssecurity token x509T ckenGenarator
Security token:
Use value type
Value type: X509 certificats token >
Local name: http: /fdocs oasis-open.org fwss, 2004,/01 foasis- 200401 -wss-x509-token-profile- 1.0 #x509
LRI ]
Calback handler: com.ibm.wsspiwesecLrity auth.calback, X509 albackHandler >
User 1D
Password:
Use key store
Paszword: itso
Path: itsobank ks
Type: x5 -

(ES](ES

Key:

Aligs: Key password: Key name:
itsobank-signer itso Ch=signer, O =itsobank,C=1JS

Add Rermaowve

Calback Hander Property:

Marme: Value:

Add Pe

Property:

Marme: Value:

Add Rermaowve

[Uze certificate path settings

rtificate store reference: ‘ |

[ [el'S ] [ Cancel I

Figure 9-71 Token generator for signing token
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5. Add a Key Locator to specify the location of the signing key to be used by the
token generator (Figure 9-72).

# Key Locator X

Key locator name: | itsobark-sig-keyloc |
Key locator class: | Jbrm wsspi wssecurity keyinfo KeyStoreKeylLocator v |
Use key store
Passward: | its0 ]
Path: | itsobark ks —_
Type: | ks v
Key:
Alias: Key password: | Key name: ]
itsobark-signer itso CMN=signer O=itsobank, =S J
Add Rermoye
Property:
MName: Valle:
Add Rermo
K, ] [ Cancel ]

Figure 9-72 Key locator for message signing key
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6. Create a Key Information entry to associate the signing token and key locator
definitions (Figure 9-73).

% Key Information X

Key information name: | tzobark-sig-kevinfo |

Key information type: | STRREF v|

Key information class: | corn.bm.ws.webservices wssecurity keyinfo STRReferenceContentGenerator |
Use key locator

Key locator: | itsobank-sig-keyloc v

Key name: | CMN=signer,O=itsobank,C=U5% v|
Use token
Token: | itzobark-signing-token v
Property:
MNarrie: Vale:

Add Remove

[ QK ] [ Cancel

Figure 9-73 Key information for message signing key
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7. Create the Signing Information (Figure 9-74).

& Signing Information

Signing Information MName: | ‘t=obark-signinfo |

Canonicalization method algorithm: |http:,-’;"www.w3.orgf2001f 105 ml-exc-c 14n# V|

CIshow only FIPS complant algorithms
SignatLre method algorithm: |http:;’,-’WWW.WB.orgf2000f09,-’><mldsig#rsa—sha1 v

Key information name: | itsobank-sig-keyinfo-name |

I |

Key information elerment: |itsobank—sig—keyinfo

[ Use key information signature
Type: kevinfo

Key information signature property:

MName: Value: —‘

Add Remove
Property:
MName: Value:
Add mowe

Ok l ’ Cancel

Figure 9-74  Signing information

8. With the new signing information selected, add a Part Reference (Figure 9-75
on page 253).
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@ Part Reference X

Part reference name: | | |
]

Integrity part: |body

[show only FIPS compliant algorithrms
Digest method algorithm: |http: {fwevew w3.0rg 200009 fxmidsig#shal

L3

[ K l [ Carcel

Figure 9-75 Part reference

9. With the new part reference selected, add a new Transform (Figure 9-76).

& Transform
MNarne: | sody-transform

Algorithirn: |http: {fweeew w3 ,0rg /200110 xmlexc-c14ng v

Transform property:

MNarne: Value: J

Add Rermove

L Ok _l [ Cancel ]

Figure 9-76 Transform

Configuration of the response generation is complete.

9.8 Deploy ITSOBanker2007 application

In order to deploy the ITSOBanker2007 application, we first need to configure
some infrastructure components. Then, we install the CICS ECI resource
adapter and configure the CICS Connection® Factory on the EIS system. Next,
we have to configure a JAAS login module and then we can install the

ITSOBanker2007 application.
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9.8.1 Infrastructure configuration

The WebSphere Application Server profile in which the ITSOTelco Portal is
deployed has the following configuration already completed:

» Administrative and application security bas been configured. In the ITSO lab
environment, a Tivoli Directory Server instance was shared with Access
Manager for e-business and Federated Identity Manager for this purpose.

» Prerequisite steps for using the Web Services Security Management
component of Tivoli Federated Identity Manager have been completed,
following the instructions in the IBM Tivoli Federated Identity Manager Web
Services Security Management Guide Version 6.1.1, GC32-0169-01, in the
Tivoli Federated Identity Manager product documentation set:

The ITFIM WSSM variable was created.
The ITFIM WSSM shared library definition was created.

The class loader for the WebSphere Application Server instance to be
used by the ITSOTelco Portal has been configured to use the
ITFIM WSSM shared library definition.

A JAAS system login module, itfim.wssm.samla, is configured.

» The itsobank.jks key store has been uploaded to the application server
instance’s home directory, for example,
/opt/IBM/WebSphere/AppServer/profiles/itsobank.

9.8.2 Installing the CICS ECI resource adapter

The ITSOBanker2007 application requires a connection to a CICS Transaction
Gateway using a Java Connector Architecture (JCA) resource adapter.
Resource adapters are installed into application servers by adding the contents
of a Resource Adapter Module (represented by a file with an extension of .rar) to
the application server. A RAR file contains a collection of JAR files and a
deployment descriptor (ra.xml) that describes the deployment properties of the
resource adapter.

This section assumes that the CICS Transaction Gateway is already installed on
a z/OS machine and that the CICS resource adapter (cicseci.rar) shipped with
the CICS Transaction Gateway for z/OS is available.
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The steps to install the CICS ECI resource adapter are:

1. Log on to the WebSphere Application Server Administrative Console.
Navigate to Resources and then Resource Adapters. Keeping the scope at
the node level, click Install RAR. The Install RAR File window is displayed
(Figure 9-77).

Install RAR File h N RIE

Use this page to install a RAR file in one of two ways. You can either upload a RAR file from the local file systern, or

specify an existing RAR file on a server, The RAR file must be installed at the node level, and you can select the node
below,

Path
® Local path:

Specify path
[civdownloadycicsecianz rar [ Browse...

 server path:

Cancel

Figure 9-77 Specifying the rar file location

2. Click Browse to navigate to the location of the cicseci602.rar file and select it.
Click Next.

The RAR file is uploaded to WebSphere Application Server, and then the
properties window is displayed (Figure 9-78 on page 256).
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Resource adapters wE

Resource adapters > Resource adapters

Use thizs page to manage resource adapters, which provide the fundamental interface for connecting applications to an
Enterprise Information Systerm [EIS). The WebSphere(R) Relational Resource Adapter is embedded within the product to
provide access to relational databases, To access another type of EIS, use this page to install a standalone resource
adapter archive [RAR] file, You can configure multiple resource adapters for 2ach installed RAR file,

Configuration

General Properties
# Scope
|ce||s:idpce||:nodes:idpnode

Mame
|ECIResourceAdapter

Ceszcription
CICS J2EE ECI Resource Adapter ||

&

Archive path
[${CONNECTOR_INSTALL_ROGTY

Clazs path

Mative path

I ] O 5 B

ﬂ Reset Cancel

Figure 9-78 Resource Adapter general properties

3. Leave all of the General Properties fields with their default values and click
OK.

4. When prompted, save the configuration to finalize the installation of the
resource adapter.

9.8.3 Configuring the CICS Connection Factory

After installing a resource adapter, it is necessary to define a Connection Factory
so that an enterprise application can use the resource adapter. In this section, a
CICS Connection Factory is defined. It is used by the EJB within the
ITSOBanker2007 application to connect to CICS.
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The following CICS Transaction Gateway configuration information is required:

» ConnectionURL
» ServerName

» PortNumber

» TPNName

To configure the CICS Connection Factory:

1. In the Resource adapters view in the WebSphere Administration Console,
click the ECIResourceAdapter created in 9.8.2, “Installing the CICS ECI
resource adapter” on page 254. The general properties of the resource
adapter are displayed (Figure 9-79).

Resource adapters A W A S

Resource adapters > ECIResource Adapter

Use this page to manage resource adapters, which provide the fundamental interface for connecting applications to an
Enterprise Information Systerm (EIS). The webSphere(R) Relational Resource Adapter iz ernbedded within the product to
provide access to relational databases, To access another type of EIS, use thiz page to install a standalone resource
adapter archive [RAR] file, "ou can configure multiple resource adapters for each installed RAR file,

Configuration

General Properties
* Scope
|ce||s:idpce||:nodes:idpnode |

Additional Properties

J2C connection factories

Custorn properties
# Marmne

|ECIResourceAdapter Wiew Deployrment Descriptor

Description
CIGS J2EE ECI Resource Adapter ||

=

# Archive path
[{CONNECTOR_INSTALL_ROOTH cicsedien2 rar

Class path

${CONNECTOR_INSTALL_ROOTHc|_|
iczecif02, rar

=
<]

Mative path

&

Thread pool alias
|Defau|t

Apply | [s1:4 Resat Cancel

Figure 9-79 Resource adapter general properties
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2. Under the Additional Properties section, click J2C connection factories.

The (currently empty) list of J2C connection factories is displayed
(Figure 9-80).

Resource adapters VE

Resource adapters = ECIResource Adapter > 12C connection factories

Use this page to create a connection factory for use with the resource adapter, The connection factory is a collection of
configuration values that define a WebSphere(R) Application Server connedtion to your Enterprize Information System
[EIS). The connection pool manager uses these properties as directions for allocating connections during runtirne, You can
configure multiple connection factories for each resource adapter,

Preferances

Mew Delete | Manage state...
| [+
eoles
Select| Name & INDI narne o3 | Scope o Provider 2% | Description o | Connection factory interface 0 | Category O
Mone
Total 0

Figure 9-80 J2C connection factories

3. Click New. The configuration window for a new J2C connection factory is

displayed (Figure 9-81 on page 259).
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Configuration

General Properties The additional properties will not be

available until the general propertias
# Scope for this itemn are applied or saved,
|ce||s:idpce||:nodes:idpnode |

Additional Properties
# Provider

|ECIResourceAdapter |

# Mame

JNDTI name

Cescription

Related Items

&
]

# Connection factory interface

Ijal.lax. resource, coh, ConnechionFactory I

Category

Comp t- ged authentication alias

Component-managed authentication alias
I(none) vI

Container-managed authentication

Container-managed authentication alias (deprecated in W6.0, use
resource reference authentication settings instead)
(none) =

Authentication preference (deprecated in W6.0, use resaurce
reference autherntication settings instead)
Morne -

Mapping-configuration alias (deprecated in VE.0, use resource
reference authentication settings instead)

DefaultPrincipalMapping IR

Apply I K| | Reset Cancel

Figure 9-81 Creating a new CICS connection factory

4. Complete the Name and JNDI name fields by using the values provided in
Table 9-5.

Table 9-5 CICS connection factory properties

Parameter Value
Name CICS Connection Factory
JNDI name eis/cicsConnectionFactory
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5. Click Apply to save these values. Under Additional Properties, click the
Custom Properties link. The Custom Properties configuration window is
displayed (Figure 9-82).

Resource adapters > ECIResource Adapter > J2C connection factories > CICS Connection Factory > Custom properties

Use this page to specify customn properties that vour enterprizse information system (EIS) requires for the resource providers
and resource factories that you configure, For example, most database vendors require additional custorn properties for
data sources that access the databaze,

Preferences

Value 2 Description Fequired

Tracelewvel i Tracelevel falze
TPHMarme DPLE TPHMarne false
Password Passwaord false
UserMame UserMarne false
TranMarne DPLE TranMarme falze
ConnectionURL top i whes58.itso.ibrn. com ConnectionURL false
ServerMarme SCESCPAZE ServerMame falze
ClientSecurity Clientsecurity false
PortMurnber 2006 PortHumber false
KevRingPasswaord KeyRingPassword falze
KevRingClass KeyRingClass false
ServerSecurity ServerSecurity false

Total 12

Figure 9-82 Custom properties for CICS connection factory

6. At this point, specify the values for the CICS environment being used. In the
ITSOBank environment, those custom properties are shown in Figure 9-82.

In this scenario, UserName and Password do not need to be specified,
because that information is obtained from the Federated Identity Manager
Security Token Service by a JAAS login module.

7. Click Save when finished to save these configuration changes to the master
configuration.

9.8.4 Configure a JAAS login module

In this section, we describe how to configure a JAAS login module to get a RACF
Passticket from the Tivoli Federated Identity Manager Security Token Service.
This login module is invoked from the resource adapter described in the previous
section.

The downloadable files accompanying this IBM Redbooks publication contain a
JAAS login module in a collection of JAR files. These JAR files need to be copied
into the <WAS_HOME>/lib directory so that they can be used by WebSphere
Application Server.
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The commands used in the ITSOBank environment are shown in Example 9-3.

Example 9-3 Installing the JAAS login module

cp soa-jaas-login-061017a.jar /opt/IBM/WebSphere/AppServer/1ib

cp soa-wstrust-client-imp1-061017a.jar /opt/IBM/WebSphere/AppServer/1ib
cp soa-wstrust-client-intf-061017a.jar /opt/IBM/WebSphere/AppServer/1ib
cp soa-common-061017a.jar /opt/IBM/WebSphere/AppServer/1ib

chmod 644 /opt/IBM/WebSphere/AppServer/1ib/*061017a.jar

FH I I I FH

Important: Restart the WebSphere Application Server instance so that the
new jar file is available.

To configure a JAAS login module:

1. Log on to the WebSphere Application Server Administrative Console, and
navigate to Security, then click Secure administration, applications, and
infrastructure. In the Authentication section, expand Java Authentication
and Authorization Service. Click Application logins to display the current
configuration. Click New to add a new configuration.

2. Provide a meaningful name for the alias, such as FIMforJCA, and click Apply
in the dialog displayed in Figure 9-83.

General Properties

Additional Properties

* Alias
[FImforica

JAAS login modules

;l.ppl',r| ﬂ Resetl Cancel |

Figure 9-83 JAAS Application login configuration

3. Under Additional Properties, click JAAS login modules.

4. Click New to create a new JAAS login module (Figure 9-84 on page 262).
Use the values in Table 9-6 on page 262.
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Table 9-6 JAAS login module configuration

Parameter Value
Module class name com.tivoli.am.fim.jaas.login.loginmodules.FIMPrincipalM
apper

Use login module proxy | selected

Authentication strategy | REQUIRED

5. The JAAS login properties page should look like Figure 9-84. Click Apply to
save this new configuration, and remain on this window.

General Properties Additional Properties

# Module class name

— —_ - Custom properties
|:Dm.tlvoll.am.F|m.Jaas.Ingln.l Y R

¥ use legin medule proxy

Authentication strategy
I REQUIRED = I

Appl',r| ﬂ Rezetl Cancel |

Figure 9-84 JAAS login module properties

6. Under Additional Properties, click Custom properties and create the
properties listed in Table 9-7. Modify the value of the stsendpoint parameter to
be consistent with the Federated Identity Manager environment used.

Table 9-7 Custom properties for the JAAS login module

Name Value

delegate com.tivoli.am.fim.jaas.login.loginmodules.FIMPrincipalMa
pper

appliesto ITSOBanker2007

cache_cleanup_interval 30

cache_expiration_interval | 60

issuer urn:itfim:jaas

stsendpoint http://sts.itsobank.com:9080/TrustServer/SecurityT
okenService
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7. Click Save to complete the configuration of the JAAS login module.

9.8.5 Install the ITSOBanker2007 application

Install the ITSOBanker enterprise application (ITSOBanker2007.ear) using the
WebSphere Integrated Solutions Console. Accept all defaults when deploying
the application.

During the installation, the Map resource references to resources window is
shown (Figure 9-85).

Map resource references to resources

Each resource reference that is defined in your application rust be mapped to a resource,

To modify Resource Authentication method [if Authorization type is 'container'):

1. Select one or more checkboxes in the table
2. Select either 'none', 'default’, or 'custom login configuration'
m if'none' is selected:
a, Selectone or mare checkbores in the table
m if 'default’ is selected:
a, select an authentication data entry from the dropdown menu
b, Click Apply
m if 'custom login configuration' is selected:
a,  select a custom login configuration from the dropdown renu
b, Click apply
¢, Toeditthe properties of the custam login configuration, click Mapping Properties in the table

Specify authentication method:
. Mone

{7 Use default method [many-to-one mapping)

Autherntication data entry
Select... =

' Use customn lagin configuration

Application login configuration
ISeIect... vi
Apply

Login
Select| Module EJE URI Resource Reference | Target Resource JNDI Marne ; .
configuration
Fesource
authorization:
. Container
r AccountEIR | Account]CA .ACCOLI.I"I:E.JB._]E[’,lMET.A cicsConnectionFactary Browse, .,
INF/&jb-jar.xm Authentication
rmethod:
Mone

Figure 9-85 Before resource references are mapped
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The references to the CICS JCA adapter in the application need to be mapped to
the CICS JCA adapter configured in 9.8.3, “Configuring the CICS Connection
Factory” on page 256.

To install the ITSOBanker enterprise application:

1. In the Specify authentication method section, select Use custom login
configuration. Then, select the FIMfordCA application login configuration
from the drop-down menu.

2. Enter the Target Resource JNDI Name. The value must be
eis/cicsConnectionFactory to match the value chosen in 9.8.3, “Configuring
the CICS Connection Factory” on page 256.

3. Select the check box next to the AccountEJB module at the bottom of the
window. Click Apply beneath where the FIMfordCA application login
configuration was chosen.

Successful completion of these steps is shown in Figure 9-86 on page 265.
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Map resource references to resources

Each resource reference that is defined in vyour application rust be rmapped to 2 resource.

To meodify Resource Authentication method (if Authorization type is 'container'):

1. Select one or more checkboxes in the table
2, Select either 'mone’, 'default’, or 'custorn login configuration'

m if'none’ is selected:
a Select one or more checkboses in the table

m if 'default’ is selected:
a, select an authentication data entry from the dropdown menu

b.  Click Apply

m if'customn login configuration' is selected:
a,  select a custom login configuration from the dropdown menu

b, Click apply
c,  Toeditthe properties of the custom login configuration, click Mapping Properties in the table

Specify authentication method:
& Mone

' Use default method [many-to-one mapping)

Authentication data entry
Select.. =

¥ Use custom lagin configuratian

Application lagin configuration
IFIMFOFJCA vi
Apply

Select Module EJB URI Fezource Reference | Target Resource JMNDI Marne Login configuration
Reszource authorization:
Container
O AccountElR | AccountlCa Accou.ntE.JB.Jar_.META- cicsConnectionFactory | |eisfcicsConnectionFactor| Browse... Authentication method:
INFfejb-jar.=ml FIMForICA

Mapping Properties

Figure 9-86 After resource references are mapped

4. Complete the installation of the application by accepting defaults.
5. Save the master configuration after the application is installed.

9.9 Configure Federated Identity Manager for ITSOBank

Our final task before we can test the solution is to configure Federated Identity
Manager.

Chapter 9. Technical implementation 265



9.9.1 Identity mediation for XML firewall

In the DataPower XS40 appliance at ITSOBank, the integration with Federated
Identity Manager is used to map the incoming SAML 2.0 assertion (ITSOBank’s
standard for working with partners) to a SAML 1.1 assertion (ITSOBank’s
standard for internal use). The configuration of the corresponding trust chain in
the Federated Identity Manager instance at ITSOBank is described in this
section.

Note: The trust chain is created directly in the Federated Identity Manager
Management Console, and tools, such as wsd12tfim, are not used. This is to
give you a stronger appreciation for what is happening in Federated Identity
Manager.

To configure the trust chain in the Federated Identity Manager instance at
ITSOBank:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.

2. Navigate to the Configure Trust Service then click Trust Service Chains
menu. Create a new trust service chain with the properties in Table 9-8.

Table 9-8 Properties for the new trust service chain

Property Value

Name inbound-to-dp

Request Type Validate

Applies To REGEXP:(.*/routerProject/services/AccountJCA.*)
Issuer urn:dp:itfim

This trust service chain is shown in Figure 9-87 on page 267. Note that the
values for the Applies To and Issuer addresses match the values chosen
when configuring the DataPower/Federated Identity Manager integration in
9.6, “Configure XML firewall” on page 210.

266 Understanding SOA Security Design and Implementation



ain Pro

Chain Identification

#Chain Marme
Iinbound-to-dp

Drescription

Request Type

Regquest Type F.equest Type URI

IVaIidate 'I |ht|:p:.l".l"schemas.xmlsoap.org.l"ws.l"2EIEIS.I"Dthrustl’Validatel
Lookup Type

% Use Traditional W&-Trust Elements [AppliasTo, Issuer, and TokenType)
{7 Use ¥Path to Define Custam Lookup Rule

AppliesTo

Address
|REGEXP:(.*.l’routerprojectfseruices;’AccounUCﬂ\.*j J

Service Mame

Fort Type

Issuer

Address
|ur|ﬂp:itﬁm |

Service Mame

Fort Type

Token Type

Token Type

Cancel

Figure 9-87 Trust service chain properties
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3. Add trust service module instances to the trust service chain as shown in
Figure 9-88. Be sure to match the module instance types and the modes with
those shown in the figure.

Chain Identification

Chain Name

|inb0und-t0-dp

Cescription

Chain Stucture

Module Instance

ISeIect Module Instanca...

Mode

ISeIect Mode... vl

Add Selected Module Instance to Chain

Trust Service Chain

Module Instance Marme

Default SAML 2.0 Token

Default Map Token

Celete | Properties,., | Rearder
Select Order
C 1
C 2
C g

Default SAML 1.1 Token

Module Instance Type Maode
SAMLZOSTSModule validate
¥SLTransfarmationMaodule map
SAML115TSModule iszue

Total: 2 Selected: O

ﬂ Apply Cancel

Figure 9-88 Module chain
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4. When configuring the trust chain properties for the SAML 2.0 module, ensure
that the Enable Signature Validation check box is checked (Figure 9-89).

Current Dormain

Currently managing dormain:
idpDomain Change Domain...

Maodule Chain Itern Properties

Security Assertion Markup Language (5AML)Y Module Configuration
Enter the required values to configure the SAML Module

¥ Enable one-time assertion use enforcerment

V¥ Ensble Signature Validation

*Salact Walidation Key
IDefauItKegSto re_testkey

Select & Dacryption key

|
ﬂ Cancel

Figure 9-89 SAML 2.0 module properties

The mapping rule for this trust chain can be found in the file
saml20-sami11.xsl in the downloadable files that accompany this book. Its
content is shown in Example 9-4.

Example 9-4 Mapping rule to convert from SAML 2.0 to SAML 1.1

<xsl:stylesheet xmins:xsl="http://www.w3.0rg/1999/XSL/Transform"
xmins:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser" version="1.0">

<xsl:strip-space elements="*" />
<xs1:output method="xml" version="1.0" encoding="utf-8" indent="yes" />

<l--
Initially we start with a copy of the document.

-_—

<xsl:template match="@* | node()">
<xs1:copy>

<xsl:apply-templates select="@* | node()" />

</xs1:copy>

</xsl:template>

<xsl:template match="//stsuuser:Principal">
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<stsuuser:Principal>
<stsuuser:Attribute name="name" type="urn:oasis:names:tc:SAML:1.0:nameid-format:unspecified">
<stsuuser:Value>
<xsl:value-of
select="//stsuuser:Principal/stsuuser:Attribute[@name="name']/stsuuser:Value" />
</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
</xsl:template>

<xsl:template match="//stsuuser:AttributeList">
<stsuuser:Attributelist>
<l-- The authentcation method attribute -->
<stsuuser:Attribute name="AuthenticationMethod" type="urn:oasis:names:tc:SAML:1.0:assertion">
<stsuuser:Value>urn:oasis:names:tc:SAML:1.0:am:password</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributelList>
</xsl:template>

</xs1:stylesheet>

The principal name is taken directly from the SAML 2.0 assertion data with
just the XML namespace of the attribute updated in its SAML 1.1
representation.

An AuthenticationMethod attribute is also added to the SAML 1.1 assertion
with the literal value “urn:oasis:names:tc:SAML:1.0:am:password™.
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When loaded into the trust chain, the mapping rule resembles what is shown
in Figure 9-90.

ping Rule

Identity Mapping Rule for module chain inbound-to-dp

<xshistylesheet xmins:xsl="htp:/fwww w3 orgf1999/ K5 Transform"” =mlns:stsuuzer="urn:ibminar =

<wzlistrip-zpace elerments="+" /=
=wshioutput methad="=ml" version="1.0" encoding="utf-8" indent="yaz" />

Bfeo

Initially we start with a copy of the document.

-

<xsliternplate match="@* | node(1"=
<xzlicopy>

<wsliapply-tarnplates selec="@* | noda()" />

“fmslicopy®

=ixsliternplate>

“xsliternplate match="//stsuuseriPrincipal">
<stzuuser:Principal>
<stsuuser:Attribute name="narme" type="urn:oaziz:names:toSAML: L. 0:nameid-format:unspe
<stzuuszeriValue= fran
<wzlivalue-of
seleck="//stzunzer:Principal/ stzuuzerAttribute[@name="narmea']/ stzuuserivalue" /=
<fstzuuserivalues
=f stsuuseriAttribute>
=fstsuuser:Principal>
<f=sliternplate=

=
1| | »

Modify Rule..._| [ Delete Rule... | Done

Figure 9-90 Map module properties
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5. When configuring the trust chain properties for the SAML 1.1 module (see
Figure 9-91 for an example):

— Use ITSOBank as the name of the organization issuing the SAML
assertions.

— Signing the SAML assertion is not required.

Module Chain Itern Properties

Security Assertion Marup Language (SAML) Module Configuration

Enter the required values to configure the SAML Module

The narne of the organization issuing the azsertions
[TsoRank

*armount of tirme before the issue date that an assertion is considered valid (secands)
&0

*Aarmount of tirme the assertion iz valid after being issued (seconds)
&0

[ zign SAML Assertions

Select Key for Signing Assertions

Include the following attribute types (a "*" means incude all types)

ﬂ Cancel

Figure 9-91 SAML 1.1 module properties

9.9.2 Identity mediation for ITSOBanker2007 application

In the ITSOBanker2007 application, the Federated Identity Manager WSSM
Token Consumer is used to authenticate the incoming SAML 1.1 assertion and
use the Federated Identity Manager STS to map it to a SAML 2.0 assertion,
which is used to set the user’s identity in WebSphere Application Server. The
configuration of the corresponding trust chain in the Federated Identity Manager
instance at ITSOBank is described in this section.

Note: The trust chain is created directly in the Federated Identity Manager
Management Console, and tools, such as wsd12tfim, are not used. This is to
give you a stronger appreciation for what is happening in Federated Identity
Manager.
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To configure the corresponding trust chain in the Federated Identity Manager
instance at ITSOBank:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.

2. Navigate to the Configure Trust Service and then click Trust Service
Chains menu.

3. Create a new trust service chain with the properties in Table 9-9.

Table 9-9 Properties for new trust service chain

Property Value

Name inbound-to-was

Request Type Validate

Applies To REGEXP:(.*/routerProject/services/AccountJ
CA)

Issuer urn:itfim:wssm:tokenconsumer

This trust service chain is shown in Figure 9-92 on page 274. Note that the
values for the Applies To and Issuer addresses match the values
automatically used by Federated Identity Manager's WSSM Token Consumer
that was configured into the ITSOBanker2007 application in 9.7, “Add Web
services security to the ITSOBanker2007 application” on page 237.
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hain Pr

Chain Identification

#Chain Mame
Iinbound-to-was

Description

Request Type

Fequest Type Request Type LRI
I‘Jalidate 'I |http:.-’.-’schernas.xmlsoap.org.-’ws.n"2DDS.n"EI2.-’trust.-’Va|idate

Lookup Type

¥ Use Traditional Ws-Trust Elernents (AppliasTo, Issuer, and TokenType)
(" Use %Path to Define Custom Lookup Rule

AppliesTo

Address
|REGEXF‘:(.*.l"routerPrDjeCtl’ser-.'ices.l"AccounUCA) J

Service Mame

L

Port Type

Issuer

Address
|l.|rn:itFim:wssm:tokenconsumer |

Service Marme

Fort Type

Token Type

Token Type

| cancel |

Figure 9-92 Trust chain properties
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4. Add trust service module instances to the trust service chain as shown in
Figure 9-93. Be sure to match the module instance types and the modes with

those shown in the figure.

Chain

Chain Identification

Chain Marne

|inb0und-t0-was

Crescription

Chain Structure

Module Instance
ISeIect Module Instance... ;I

Made

ISeIect Mode... vl

Add Selected Module Inztance to Chain

Trust Service Chain

Delete | Properties... | Reorder
Select order Module Instance Mame
C 1 Default SAML 1.1 Token
(@ 2 Default Map Token
C 3 Default SAML 2.0 Token

Total: 3 Seleced: 0

ﬂ Apply Cancel

Module Instance Type
SAML115TSModule

#5LTransformationMadule

SAMLZO0STSModule

Mode

validate
rmap

izsue

Figure 9-93 Module chain

5. When configuring the trust chain properties for the SAML 1.1 module, ensure
that the Enable Signature Validation check box is unchecked (Figure 9-94),
because the SAML 1.1 assertion received from the DataPower X540 is not

signed.

M -:-Ite m Pr ies

Security Assertion Markup Language (5AML) Module Configuration
Enter the required values to configure the SAML Module

¥ Enable one-time assertion use enforcernent

[ Enable Signature Walidation

Select Validation Key

ﬂ Cancel

Figure 9-94 SAML 1.1 module properties
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The mapping rule for this trust chain can be found in the file
saml11-saml20.xsl in the downloadable files that accompany this IBM
Redbook. Its content is shown in Example 9-5.

Example 9-5 Mapping rule to convert from SAML 1.1 to SAML 2.0

<xsl:stylesheet xmins:xs1="http://www.w3.0rg/1999/XSL/Transform"
xmins:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser" version="1.0">

<xsl:strip-space elements="*" />
<xs1:output method="xml" version="1.0" encoding="utf-8" indent="yes" />

<l--
Initially we start with a copy of the document.

-

<xsl:template match="@* | node()">
<xs1:copy>

<xsl:apply-templates select="@* | node()" />

</xs1:copy>

</xsl:template>

<xsl:template match="//stsuuser:Principal">
<stsuuser:Principal>
<stsuuser:Attribute name="name" type="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">
<stsuuser:Value>
<xsl:value-of
select="//stsuuser:Principal/stsuuser:Attribute[@name="name']/stsuuser:Value" />
</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
</xs1:template>

<xsl:template match="//stsuuser:AttributeList">
<stsuuser:Attributelist>
<!-- The authentcation method attribute -->
<stsuuser:Attribute name="AuthenticationMethod" type="urn:oasis:names:tc:SAML:2.0:assertion">
<stsuuser:Value>urn:oasis:names:tc:SAML:2.0:am:password</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributeList>
</xs1:template>

</xsl:stylesheet>

The principal name is taken directly from the SAML 1.1 assertion data with
just the XML namespace of the attribute updated in its SAML 2.0
representation.

An AuthenticationMethod attribute is also added to the SAML 2.0 assertion
with the literal value “urn:oasis:names:tc:SAML:2.0:am:password™.
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When loaded into the trust chain, the mapping rule resembles what is shown
in Figure 9-95.

Identity Mapping Rule

Identity Mapping Rule for module chain AccountICA W55M Token Consumer

<xslistylesheet xmlnzixsl="http i/ www w3 orgf/ 1999/ WS Transform” xminsistzuuzer="urn:ibminar =

<uslistrip-space elermnents="*" /=
<uslioutput method="x=ml" version="1.0" encoding="utf-8" indent="yaz" /=

<l--

Initially we start with a copy of the docurnent.

--=

<usliternplate match="@% | nod=()"=
“<mslicopy>

<xzliapply-ternplates select="@% | noda()" /=

<fmslicopy>

<fxzliternplate=

<xzlitermnplate match="¢/stsuuseriPrincipal"=
<stzuuser:Principal=
<stzuuseriattribute name="name" type="urn:cazis;names:tc: SAML: 2. 0:nameid-formatiunspe
<stsuuserValue= b
<wuslivalue-of
select="//stsuuser:Princpal/stsuusertAttribute[@name="name']fstsuuseriValue" /=
=f stsuuseriValue>
=f stsuuserAttribute>
=i/stsuuser:Principal=
=ixshiternplate=

-
1| | »

Maodify Rule... I Celete Rule... | Cone |

Figure 9-95 Map module properties

6. When configuring the trust chain properties for the SAML 2.0 module (see
Figure 9-96 on page 278 for an example):

— Use ITSOBank as the name of the organization issuing the SAML
assertions.

— Signing the assertion is not required.
— Encrypting assertion elements is not required.
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Module Chain Itemn Prop

Security Assertion Markup Language (SAML) Module Configuration
Enter the required values to configure the SAML Module

The narme of the organization issuing the asserions
[Tsopank

#Arnount of tirme before the issue date that an aszertion is considered valid (secondsz)
&0

#Amount of time the assertion iz valid after being issued (seconds)
&0
Include the follawing attribute types (& "*" rmeans incdude all typas)

-

=
[ sign SAML Assertions

Select Key for Signing Assertions

Select the key for encrypting assertion elernents for this partner

- Encrypt assertions (an Encryption key is required)

- Encrypt assertion Attribute elaments (an Encryption key is required)

- Encrypt MamelIDl elerments in assertions [an Encryption key is required)

Block Encryption Algorithm
Ihttp:,l",l"www.w3.0rg,-"2l301,-"04,|"><mlenc#tripledes-cbc;‘

ﬂ Cancel
Figure 9-96 SAML 2.0 module properties

9.9.3 Deploy LDAP mapping module

In this section, we deploy the Lightweight Directory Access Protocol (LDAP)
mapping module. This module is used to retrieve a user's RACF user ID from an
attribute in their LDAP user entry.

A Federated Identity Manager trust service module is provided in form of a JAR
file. That JAR file contains runtime code (JAR), a module descriptor (XML), and a
resource bundle used for the creation of the new configuration panel into the
Federated Identity Manager console (JAR).

The steps to deploy the LDAP mapping module are:

7. From the <FIM_HOME>/plugins directory, unzip the LDAP module,
ldap-sts-plugin-module-061017a.jar. This should create a new subdirectory
named com.tivoli.am.fim.ldap.plugin _1.0.
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8.

Important: On a non-Windows machine, ensure that the new subdirectory
has file permissions 770 and the files have permissions 660. The
subdirectory and the files should be owned by the user under which the
WebSphere Application Server instance for the Federated Identity
Manager Management Console executes.

Copy the resource bundle soa-ldap-map-il8n.jar to the location of the
installed Federated Identity Manager Management Console, for example:

/opt/IBM/WebSphere/AppServer/systemApps/isclite.ear/itfim-fimconsole
-e.war/WEB-INF/11ib

Important: On a non-Windows machine, ensure that the file has
permissions of 644.

The addition of a new plug-in equates to a new version of the Federated
Identity Manager runtime application. In order to redeploy the runtime through
the Federated Identity Manager console, it is necessary to manually
increment the serialld property in <FIM_HOME>/pkg/software.properties.

Increment the existing value for com.tivoli.am.fim.rte.software.serialld and
optionally update the com.tivoli.am.fim.rte.software.displayName.

In the ITSO environment, the values were changed, as shown in
Example 9-6.

Example 9-6 Increment the software serialld

From:
com.tivoli.am.fim.rte.software.serialld=1184897266670
com.tivoli.am.fim.rte.software.displayName=6.1.1.1 [070406a]

To:

com.tivoli.am.fim.rte.software.serialld= 1184897266671
com.tivoli.am.fim.rte.software.displayName=6.1.1.1 [070406a-LDAP-STS]

10.Close any browser windows using the Federated Identity Manager console

11

and restart the WebSphere Application Server instance so that the change
can take effect.

.Log on to the Federated ldentity Manager console and browse to Domain

Management and then click Runtime Node Management. The Management
Console will have detected that a newer version of the Federated Identity
Manager runtime is available (Figure 9-97 on page 280).
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Rurtirne Node Management

FBTCON1361
ﬁ Tivoli Federated Identity Manager Runtime version 6.1,1,1 [070406a-LDAP-5TS] is available, ¢lick eploy Runtime
to deploy the new varsion.

Cloze Meszsge

Runtime Management

Runtirne Information

Current deplayed version £.1.1,1 [070406a]

Update varsion €.1.1,1 [070406a-LDAP-STS]

Use the buttons below to deplay or rermave the Runtime from the domain

Ceploy Runtime || Rermave Runtime |

Runtime Nodes

Configure
| (4
w2 8 e
Select ~ | webSphere Cell & | webSphere Mode ~ | webSphere Server | Runtime Version # | Status < | Configured
| idpcall idprada idp 0704063 v N

-

Page 1 of 1 Total: 1 Filtered: 1 Displayed: 1 Sslectad: 0

Runtirme Custorn Properties...

Figure 9-97 Runtime deployment

12.Click Deploy Runtime to propagate the new version of the Federated Identity
Manager runtime.

13.Restart WebSphere Application Server after deploying the new version of the
Federated Identity Manager runtime.

9.9.4 Create LDAP mapping module instance

An instance of the Federated Identity Manager STS module for identity mapping
using LDAP is required for 9.9.7, “Identity mediation for CICS connectivity” on
page 284.

To create the LDAP mapping module instance:

1. Use the Federated Identity Manager Management Console and navigate to
the Configure Trust Service and then click Module Instances. Click Create
to create a new trust chain module instance.

280  Understanding SOA Security Design and Implementation



The Token Type selection window is displayed (Figure 9-98).

Token Type

Select a token type for the new token instance

g2owP F 2 |- select adion - =

Selact -~ | Marme =

[ DynarnicchainSelectionModule
UszernameTokenSTSModule
®5LTransformationMadule
IVicredMadule
SAML11STSMadule
SAML1IOSTSModule
SAMLZOSTSMadule
LibertyllsTSModule
Libertyl25TSMadule
AuthorizationSTSModule
®S5095TSMadule
KerberosSTEMadule
Pasz:zTicketSTSMadule
DelegatorSTSMaodule
StatuszModule

JAASSTEMadule

OO0 000000 0000

DSigSTSMadule

il

LOAPSTSModule

Page 1 of 1 Total: 18 Filtered: 18 Displayed: 18 Selected: 1

Figure 9-98 Selecting the LDAPSTSModule type

2. Select the LDAPSTSModule from the list and click Next.
3. On the next window, enter the name LDAP Map for the Module Instance Name

and click Finish.
9.9.5 Create RACF passticket module instance

An instance of the Federated Identity Manager STS module for RACF passticket
generation is required for 9.9.7, “Identity mediation for CICS connectivity” on
page 284.
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To create the RACF passticket module instance:

1. Use the Federated Identity Manager Management Console and navigate to
Configure Trust Service and then click Module Instances. Click Create to
create a new trust chain module instance. The Token Type selection window
is displayed (Figure 9-99).

Token Type

Salect a token type for the new token instance

e F @20 |- selact Action - x|

Select ~ | Mame e
[ DynamicChainSelectionModule
UsernameTokenSTSMaodule
#5LTransformationMadule
IvVCredMaodule
SAML115TSMadule
SAML10STSMadule
SAMLZOSTSMaodule
LibertylisTSMadule
Libertyl25TSMadule
Authorization5TEModule
HS0F5TEModule

KerberozSTSModule

OO0 OO0 000 00

PassTicketSTSMaodule
DelegatorSTSModula

StatusMadule

| N | |

JAASSTSMadule

DSigsTSMaodule

Page 1 of 1 Total: 17  Filtered: 17 Displayed: 17 Selected: 1

Figure 9-99 Selecting the PassTicketSTSModule type

2. Select the PassTicketSTSModule from the list and click Next.

3. On the next window, enter the name Passticket Token for the Module
Instance Name and click Finish.
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9.9.6 Create Username token module instance

An instance of the Federated Identity Manager STS module for Username token

is required

for 9.9.7, “Identity mediation for CICS connectivity” on page 284.

To create the Username token module instance:

1.

Use the Federated Identity Manager Management Console and navigate to

Configure Trust Service and then click Module Instances. Click Create to
create a new trust chain module instance. The Token Type selection window
is displayed (Figure 9-100).

Token Type

Selec 3 token type for the new token instance

fuoe.d
¥

Seledt -~
&

"

a|ola (o alofaio|olo|ololalo

Page 1 of 1

PF) 2

Marme

[--- selact Action - =]

DynarnicChainSelecionMadule
UsernarmeTokensTEMadule
®ELTransformationModule
IwicredMadule
SAML115TSMaodule
SAML10STSMadule
SAMLZOSTEMadule
Libertyl15TSMaodule
Libertyl2STSMadule
AuthorizationSTSModule
®S095TSModule
Kerberos5TSMadule
PassTicketsTSModule
DelegatarsTSMadule
StatusModule
JaagsTSModule
DSigSTSMadule
LDAPSTSMadule

Total: 18 Filtered: 18 Displayed: 18 Selected: 1

Figure 9-100 Selecting the UsernameTokenSTSModule type

2. Select the UsernameTokenSTSModule from the list and click Next.
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3. On the next window, enter the name Username Token for the Module Instance
Name and click Finish.

9.9.7 Identity mediation for CICS connectivity

In the ITSOBanker2007 application, a JAAS login module is used to take the
currently authenticated identity in WebSphere Application Server and use the
Federated Identity Manager STS to retrieve the user’s corresponding RACF user
ID and passticket. The current identity from WebSphere Application Server is
sent to the Federated Identity Manager STS in a Username token with no
password. The configuration of the corresponding trust chain in the Federated
Identity Manager instance at ITSOBank is described in this section.

To configure the corresponding trust chain in the Federated Identity Manager
instance at ITSOBank:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.

2. Navigate to the Configure Trust Service and then click Trust Service
Chains menu.

3. Create a new trust service chain with the properties in Table 9-10.

Table 9-10 New trust service chain properties

Property Value

Name racf-for-jca
Request Type Validate

Applies To ITSOBanker2007
Issuer urn:itfim:jaas

This trust service chain is shown in Figure 9-101 on page 285. Note that the
values for the Applies To and Issuer addresses match the values configured in
9.8.4, “Configure a JAAS login module” on page 260.
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Request Type

Fequest Type Fequest Type URI
I‘Jalidate vl |http:.|".|"schernas.xmlsoap.Drg.l"ws.l"ZEIEIS.I"DZ.I"trustl"Validate

Loockup Type

% Use Traditionsl Ws5-Trust Elernents (AppliesTo, Issuer, and TokenTypel
7 Use ®Path to Define Customn Lookup Rule

AppliesTo

Address
[1TsoBankerzon7

Service Mame
Port Type

Issuer

Addrezs
|urn:itFim:jaas

Sarvice Marme

Paort Type

Token Type

Token Type

Figure 9-101 Trust chain properties
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4. Add trust service module instances to the trust service chain as shown in
Figure 9-102. Be sure to match the module instance types and the modes
with those shown in the figure.

Chain Assembly

Construct a chain by selecting an instance and a mode and use the Add button to add the instance to the chain table.
Continue until the chain table contains all required instances and then click Mext,

Module Instance

IPassticket Token =
Mode
issue -

Add Selected Module Instance to Chain

Trust Service Chain

Delate Rearder
Select Order Module Instance Narne Madule Instance Type Mads
(i 1 Uszernarne token UzernameTokenSTSMadule validate
@ 2 LDAR Map LDAPETEModule rmap
C 3 Fassticket Token PaszTicket3TSModule issue

Total: 3 Selected: 0

Figure 9-102 Module chain

5. When configuring the trust chain properties for the Username token module,
check the Skip password validation check box (Figure 9-103), because only
a username is sent by the JAAS login module to the Federated Identity
Manager STS.

Username Token Module Configuration

Enter the raquired values to configure the Usernarne Token Madule

I Skip password walidation

7 Use 184S for authentication

#1845 Login Module Alias

Walogin

#*armount of tirme the token is valid after being issued (zecands)
300

Figure 9-103 Username token module properties

The LDAP mapping module works by locating a directory entry where the
username from the trust chain matches a specified attribute of the directory
entry. It then extracts the data from the mapping attribute from the same
directory entry and uses that in further trust chain processing.

6. When configuring the LDAP mapping module (Figure 9-104 on page 287), the
location of the LDAP server (host name and port), credentials for an
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administrative user (bind user and password) and its data (base DN, search
attribute, and mapping attribute) need to be specified. The bind credentials
need to be able to read attributes for directory entries beneath the base DN.

LD AP Atbibute Mapping Module
Mapsz a given user id to an LDAP attribute

#LDAP Host
ldap.itzobank.com

#LDAP Port
389

*LDAP Bind User
cn=rook

*LDAP Bind Password

*LDAP Base DN

c=us

*LDAP Search Attribute
uid

#*LDAP Mapping Attribute
uniqueidentifier

Figure 9-104 LDAP mapping module properties
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7. When configuring the RACF passticket module (Figure 9-105), the
Application Name and Passticket Key need to be specified. The values for
these entries have to be obtained from the RACF system administrator who
enabled passtickets for the CICS application.

RACF PassTicket Module Configuration

Enter the required values to configure the RACF PassTicket module,

¥ 1nclude nonce in token

¥ Include token creation time in token
*The application narme uzed for PazsTicket generation and validation
CMWEARPPL

PazsTicket key (16 hexadecirnal digitz, not used on /05 rmachines)

[ Enable the signing of RACF PassTicket tokens
Select Key for Signing Tokens

kevstore
I DefaultkeyStore ;'

Keystare Password

List Keys
w2 F & |- select Action - x| Go
Select M plias ~ | Key Type » | Days until e... ~ | Subject DN "

Total: 0 Filtered: 0 Dizplayed: 0 Selectad: 0

Figure 9-105 Passticket module properties

9.9.8 Restart WebSphere Application Server

After successfully completing all configuration steps in 9.9, “Configure Federated
Identity Manager for ITSOBank” on page 265, the WebSphere Application Server
instance running the Federated Identity Manager Runtime must be restarted.

9.10 Testing the solution

Now it is time to test the implementation.
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9.10.1 Create the test user

To create the test user, follow these steps:

1. A user needs to be created in the ITSOTelco and ITSOBank systems. In this
case, both organizations use Access Manager for e-business, so an Access
Manager user can be created (Example 9-7) in both environments.

Example 9-7 Creating the itsoman user in Tivoli Access Manager (TAM)

pdadmin sec_master> user show itsoman
Login ID: itsoman

LDAP DN: uid=itsoman,c=us

LDAP CN: ITSO Man

LDAP SN: Man

Description:

Is SecUser: Yes

Is GSO user: No

Account valid: Yes

Password valid: Yes

2. On the ITSOBank side, the RACF user identity is stored in LDAP. The
decision was made to use the uniqueldentifier attribute, which is a member of
the ePerson objectclass. Because the user was originally created through
Access Manager, only the inetorgperson objectclass was used. The
1dapmodify command can be used to add the ePerson objectclass to the
user’s entry (Example 9-8).

Example 9-8 Adding the eperson objectclass

# idsldapmodify -D cn=root -w <password>
dn: uid=itsoman,c=us

changetype: modify

replace: objectclass

objectclass: inetorgperson

objectclass: eperson

modifying entry uid=itsoman,c=us

3. Now, the uniqueldentifier attribute can be added (Example 9-9). Its value
should be the user's RACF identity.

Example 9-9 Adding the uniqueldentifier attribute

Tocal:/opt/IBM/WebSphere/AppServer/profiles/idp/logs/idp #
idsTdapmodify -D cn=root -w passwOrd

dn: uid=itsoman,c=us

changetype: modify
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add: uniqueldentifier
uniqueldentifier: ITSOMAN1

modifying entry uid=itsoman,c=us

9.10.2 Access the application

Open a browser and access the ITSOTelco Portal application. The URL
resembles:
http://portal.itsotelco.com/ITSOTelcoPortalWeb/index.jsp

Authenticate with the valid user, such as itsoman created in 9.10.1, “Create the
test user” on page 289.

ITSOTelco Portal

This portal is a test of using secure web services between [T OTelco and ITSOBank for ITTSOBank emplovees.

Account Number: [000012345

Web Service URL 1httpS:;",J‘f\nv.itSDbank.CDm:BDDDIrDuterPrDjecﬂsewiceszccountJCA

Result:
=
E

Figure 9-106 Logging on to the ITSOTelco Portal

Check the value of the Web Service URL parameter, and then click Get
Balance. After successful execution of the application, the result should
resemble Figure 9-107 on page 291.
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http://portal.itsotelco.com/ITSOTelcoPortalWeb/index.jsp

ITSOTelco Portal

This portal is a test of using secure web services between ITSOTelco and ITSOBank for ITSOBank employees.

Account Number: |DDDD1 2345

Web Service TRL: |httpS:M\N.itsobank.com:8DDD,’routerPrDject#sewices!AccountJCA

Get Balance |

Result:

Balance: 113.25 =]
RACF User ID: ITSOMAN1
RACF Passticket: DI4JZF3T

Figure 9-107 Successful retrieval of the balance from ITSOBank’s CICS system

9.10.3 Message traces

Let us examine some traces more closely.

Request from ITSOTelco Portal to DataPower XS40

The initial request, shown in Example 9-10, carries a signed SAML 2.0 security
token.

Example 9-10 Request from ITSOTelco Portal to DataPower XS40

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlIns:wsa="http://www.w3.0rg/2005/08/addressing"
xmins:env="http://schemas.xmlsoap.org/soap/envelope/" xmlins:dp="http://www.datapower.com/schemas/management">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1"

xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">

<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509" wsu:Id="x509bst 1"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">MIIB2zCCAUSgAWIBAGIERrCOLDA
NBgkqhkiGOwOBAQQFADAYMQsWCQYDVQQGEWJVUZESMBAGALUEChMIaXRzb3R1bGNVMQ8WDQYDVQQDEWZzaWduZX IwHhcNMDCwODAXMTYyNj IwhcNMTAWNDI3M
TYyNJIwWjAyMQswCQYDVQQGEwJVUzESMBAGA1UEChMJaXRzb3R1bGNvMQ8wDQYDVQQDEWZzaWduZXIwgZ8wDQYJKoZIhvcNAQEBBQADGYOAMIGJAOGBAJLEGiW
EZcT1q7PTmfI0adWMwsMYdebsb25gs1IWeliqEK21z1Z4AYEEXcab6DovjPSIhYb1cTfDarMwhWpr68657Zthk3Tajj3pWtSotg2GNLaNSXpzjR1biAvV1J5ps
rkdP1J1 FHFNC3v5t3CVKjsVY7MVCOYDCPFEVhAXMS ] VAGMBAAEWDQYJKoZ I hvcNAQEEBQADGY EAadwSkMW+vQrkR314pw+1n3InRekFQi0ihu8QyPG2RAK1 B45
tZ1/yLrTfVOpjoSEs3PSwdtwxjYhpmzVqlhzyUOUWGVrJd79vw7K7P1a/D/JDDuIH4F67zZRwnunIEMOgWOGbEXsBi+ulnr1vHVnXCbEi1IyN6wnbvpgcqriweld
3E=</wsse:BinarySecurityToken>

Chapter 9. Technical implementation 291



<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xml1dsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsse ds "
xmins:ec="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#wssecurity_signature_id_0">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsu p728 "
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Fe22vwFWPo8PxziCGY4WgIBGQyo=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>BIPkkWrt7pOWM//jOqRYhwVsmzeZeOn1ShYfsBIR2jCX1ieYGOihv1lyFjLpPpwdx60gXH12QeC6fnbtAjg/kevOyTqEAb/IpdMmTW2d
Z3YwJFXINNKIKOWDUu5T4hgN40wCQx3xaFXrwutjsdQ/TBc7XoG1W6HXF5QmOr55pMzE=</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#x509bst_1"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
<saml:Assertion ID="Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0" Issuelnstant="2007-08-09T22:18:37Z"
Version="2.0" xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">ITSOTelco</saml:Issuer>
<ds:Signature Id="uuid4cb538fe-0114-17bf-9cas-a2d10441h2a0">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<xcl4n:InclusiveNamespaces PrefixList="ds saml" xmlns:xcl4n="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>1m+7Q3VXjgP7D00jQlob+CP8QyI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>IGjL9uF0ZSfdWnraVsQDP7/2EkQ0Jkm5zCC2jXgUQEOXMwItrMLItyRGItpKtyEFVDjaC3HVHMIF80quCRhEIVTTFk3h7wGGXD50qCH
UnaW8o4+p3Hk/1k2hqLEGYRLMBSWK40vgRgi6enrboDeq6K7yn3c1SAeS8CIBUTiHDLQ=</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate>MIICBzCCAXCgAwIBAgIEQH26vjANBgkghkiGIwOBAQQFADBIMQswCQYDVQQGEWJIVUZEPMAOGAIUEChMGYGT2b2xpMQ4wDAYDVQQLEW
VUQU11QJEYMBYGALUEAXMPZm1tZGVtby5pYmOuY29tMB4XDTAOMDQXNDIyMjcxMFoXDTE3MTIyMjIyMjcxMFowSDELMAKGATUEBhMCVVMxDzANBgNVBAOTB1Rp
dm9saTEOMAWGA1UECXMFVEFNZUIXxGDAWBgNVBAMTD2ZpbWR1bW8uaWJtLmNvbTCBnzANBgkghkiGIwOBAQEFAAOBjQAWgYkCgYEATZOD1X61rk8+ZWNBTVZt7C8
5m421a8A52Ks jwa0t+jNvbLYDp/W66AMMYD7 rB5qgniZ5K1p9W8ivMIWbPxc2u/60tFPg0e/Q/r/ fxegWlKlumnay+5MaUvN3p4XUCRrfg790vurvXQ7GZal/w
Op5vBIdXzg6i9CVAqL29JGi6GYUCAWEAATANBgkghkiGIwOBAQQFAAOBGQBXiAhxm91I4m+g3YX+dyGc352TSKO8HVAIBKHHFFwIkzhNg0+zLhxg5UMk0g12X9
ucW71ez11B0Z6+IXBrXIWmU3UPum+Qxm1aEQ0GIzhp9LEfzsES+ff+7XpSOwpJdk1Y6c+cqHj4aTGfOhSE6U7BLAI26cZNdzxdhikBMZPgdyQ==</ds:X509Cer
tificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml :Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">itsoman</saml:NameID>
</saml:Subject>
<saml:Conditions NotBefore="2007-08-09T22:13:37Z" NotOnOrAfter="2007-08-09722:23:37Z">
<saml :AudienceRestriction>
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<saml:Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml :Audience>
</saml :AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2007-08-09T22:18:37Z">
<saml :AuthnContext>
<saml :AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
</saml :Assertion>
</wsse:Security>
<wsa:To>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</wsa:To>
<wsa:Action>getBalance</wsa:Action>
<wsa:MessageID>uuid:4CB51209-0114-4000-E000-68CD09030545</wsa:MessageID>
</soapenv:Header>
<soapenv:Body wsu:Id="wssecurity_signature_id_0"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<p728:getBalance xmins:p728="http://ejbs">
<acctNumber>12345</acctNumber>
<connType>1</connType>
</p728:getBalance>
</soapenv:Body>
</soapenv:Envelope>

Request from DataPower XS40 to ITSOBanker2007

After AAA processing in the DataPower XS40, the request carries a SAML 1.1
security token. Notice that the end-to-end message protection (digital signature)
is still present, shown in Example 9-11.

Example 9-11 Request from DataPower XS40 to ITSOBanker2007

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmIns:wsa="http://www.w3.0rg/2005/08/addressing"
xmins:env="http://schemas.xmlsoap.org/soap/envelope/" xmins:dp="http://www.datapower.com/schemas/management">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<saml:Assertion AssertionID="Assertion-uuid4ch57976-0114-1bff-bde4-82ed36d4bb2b" IssueInstant="2007-08-09T22:18:54Z"
Issuer="ITSOBank" MajorVersion="1" MinorVersion="1"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:Conditions NotBefore="2007-08-09T22:17:54Z" NotOnOrAfter="2007-08-09722:19:547">
<saml :AudienceRestrictionCondition>
<saml:Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml :Audience>
</saml:AudienceRestrictionCondition>
</saml:Conditions>
<saml:AuthenticationStatement AuthenticationInstant="2007-08-09T722:18:54Z"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">
<saml:Subject>
<saml:NameIdentifier
Format="urn:oasis:names:tc:SAML:1.0:nameid-format:unspecified">itsoman</saml:Nameldentifier>
</saml:Subject>
</saml:AuthenticationStatement>
</saml :Assertion>
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509" wsu:Id="x509bst_1"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">MIIB2zCCAUSgAWIBAgIERrCOLDA
NBgkghkiG9wOBAQQFADAYMQswCQYDVQQGEwJVUzESMBAGAIUEChMJaXRzb3R1bGNvMQ8wDQYDVQQDEWZzaWduZX IwHhcNMDcwODAXMTYyNj IwWhcNMTAWNDI3M
TYyNj IwkjAyMQswCQYDVQQGEWJIVUZESMBAGALUEChMIaXRzb3R1bGNvMQ8WDQYDVQQDEWZzaWduzZX IwgZ8wDQYJKoZ IThvcNAQEBBQADGYOAMIGJAOGBAJLEGT W
EZcT1q7PTmfI0adWMwsMYdebsb25gs1IWeliqEK21z1Z4AYEExcab6DovjPSIhYb1lcTfDarMwWpr68657Zthk3Tajj3pWtSotg2GNLaNSXpzjR1biAvV1J5ps
rkJP1JifHFnC3v5t3CVKjsVY7MVCOYDCPFEVhAxm5jVAgMBAAEWDQYJKoZ IhvcNAQEEBQADGY EAadwSkMW+vQrkR314pw+1n3InRekFQi0ihu8QyPG2RAK1B45
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tZ1/yLrTfVOpjoSEs3PSwdtwxjYhpmzVqlhzyUOUWGVrJd79vw7K7P1a/D/JDDuIH4F67zRwnunIEMOgWOGbEXsBi+ulnr1vHVnXCbEi1IyN6wnbvpgcqriweld
3E=</wsse:BinarySecurityToken>
<ds:Signature xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:IncTusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsse ds "
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#wssecurity signature_id_0">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsu p728 "
xmins:ec="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Fe22vwFWPo8PxziCGY4WgIBGQyo=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>BIPkkWrt7pOWM//jOqRYhwVsmzeZeOn1SbYfsBIR2jCX1ieYGOihv1lyFjLpPpwdx60gXH12QeC6fnbtAjg/kevOyTqEAD/ IpdMmTW2d
Z3YwJFXINNKIKOWDUu5T4hgN40wCQx3xaFXrwutjsdQ/TBc7XoG1W6HXF5QmOr55pMzE=</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#x509bst_1"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509" />
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<wsa:To>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</wsa:To>
<wsa:Action>getBalance</wsa:Action>
<wsa:MessageID>uuid:4CB51209-0114-4000-E000-68CD09030545</wsa:MessageID>
</soapenv:Header>
<soapenv:Body wsu:Id="wssecurity_signature_id_0"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<p728:getBalance xmins:p728="http://ejbs">
<acctNumber>12345</acctNumber>
<connType>1</connType>
</p728:getBalance>
</soapenv:Body>
</soapenv:Envelope>

Response from ITSOBanker2007 to DataPower XS40

The signed response from the ITSOBanker2007 application is shown in
Example 9-12.

Example 9-12 Response from ITSOBanker2007 to DataPower XS40

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlIns:wsa="http://www.w3.0rg/2005/08/addressing"
xmins:env="http://schemas.xmlsoap.org/soap/envelope/" xmins:dp="http://www.datapower.com/schemas/management">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509" wsu:Id="x509bst_2"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">MIIB2DCCAUGGJAWIBAGIERrCzpzA
NBgkghkiG9wOBAQQFADAXMQswCQYDVQQGEwJVUzERMA8GALUEChMIaXRzb2JhbmsxDzANBgNVBAMTBNNpZ251cjAeFwOwNzA4MDEXNj IOMDdaFwOXxMDAOMjcxN
JIOMDdaMDExCzAJBgNVBAYTATVTMREWDwYDVQQKEwhpdHNvYmFuazEPMAOGA1UEAXMGC21nbmVyMIGeMAOGCSqGSIh3DQEBAQUAA4GMADCB1AKBgFtZ0d23i70
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m1SufBO68TFtGufmzZ34q33YPxkuypalf5nBMfUVmog+XXyeKOEyAJeHNhAgdhx6c8dorJdRbi4YnsEqbCViVFBsuby+wMERTBNBPvcwInFCg02FU2be7 c+4s5M8
0BKNG51QV2QkDxuiCd4rU+iERz1BVEsJpuOod4rAgMBAAEWDQYJKoZIhvcNAQEEBQADGYEAIZjAzCgXWtXmhexSXseCJPysC+DHPI7Tnfdk2fyqFROnpWL3YHJ
MJeG3mZwz331DUKHGwk/VdvwBQnCHfDgV/1td68PLCrGo2u8LQDSIEZshXAHASZ/EPTSudFVaHSMJ/ f1PIVBOtATQQQQp1bMrPxIRGGY3Pht/yUGCqpbMGtI=<
/wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsse ds "
xmlins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#wssecurity_signature_id_1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsu p728 "
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>UYJjOGf2TajkxudWlJID+zcmGlsk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>Pti/PMYc3f+uSQSDgalpby3Jhnfsu6YaNu7UQjt0dwzQF7SHeMTYGAAGYg4bUCKLTUaxcPb2c3HKUDiU6LO72EaP04WM253sy1Gedx3
JjSVyzCPMJ8hyDMKE5Qs5sxBAk2BiUCAdBAXn3epE+kyujJqUrpesS09aW5XLHa/AXzGU=</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#x509bst_2"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<wsa:To>http://www.w3.0rg/2005/08/addressing/anonymous</wsa:To>
<wsa:Action>http://ejbs/AccountJCA/getBalanceResponse</wsa:Action>
<wsa:MessagelD>uuid:4CB5D4FE-0114-4000-E000-75B009030542</wsa:MessageID>
<wsa:RelatesTo>uuid:4CB51209-0114-4000-E000-68CD09030545</wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body wsu:Id="wssecurity signature_id_1"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<p728:getBalanceResponse xmins:p728="http://ejbs">
<getBalanceReturn>
<balance>0.0</balance>
<password xsi:nil="true"/>
<userid xsi:nil="true"/>
</getBalanceReturn>
</p728:getBalanceResponse>
</soapenv:Body>
</soapenv:Envelope>

Response from DataPower XS40 to ITSOTelco Portal

This is the final response to the ITSOTelco Portal. Notice that the end-to-end
message protection (digital signature) is still present, shown in Example 9-13.

Example 9-13 Response from DataPower XS40 to ITSOTelco Portal

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmins:wsa="http://www.w3.0rg/2005/08/addressing"
xmins:env="http://schemas.xmlsoap.org/soap/envelope/" xmins:dp="http://www.datapower.com/schemas/management">
<soapenv:Header>
<wsse:Security soapenv:mustUnderstand="1"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
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<wsse:BinarySecurityToken
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509" wsu:Id="x509bst_2"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">MIIB2DCCAUGGAWIBAgGIERrCzpzA
NBgkghkiG9wOBAQQFADAXMQswCQYDVQQGEwJVUZzERMABGAIUEChMIaXRzb2JhbmsxDzANBgNVBAMTBNNpZ251cjAeFwOwNzA4MDEXNj IOMDdaFwOXMDAOMj cxN
JjIOMDdaMDExCzAJBgNVBAYTATVTMREWDwYDVQQKEwhpdHNvYmFuazEPMAOGA1UEAXMGC21nbmVyMIGeMAOGCSqGSIh3DQEBAQUAA4GMADCB1AKBgFtZ0d23170
m1SufBO68TFtGufmzZ34q33YPxkuypalf5nBMfUVmog+XXyeKOEyAJeHNhAgdhx6c8dorJdRbi4YnsEqbCViVFBsuby+wMERTBNBPvcwInFCg02FU2be7 c+4s5M8
0BKNG51QV2QkDxuiCd4rU+iERz1BVEsJpuOod4rAgMBAAEWDQYJKoZ IhvcNAQEEBQADGYEAIZjAzCgXWtXmhexSXseCJPysC+DHPI7Tnfdk2fyqFROnpWL3YHJ
MJeG3mZwz331DUKHGwk/VdvwBQnCHfDgV/1td68PLCrGo2u8LQDSIEZshXAHASZ/EPTSudFVaHSMJ/ f1PIVBOtATQQQQp1bMrPxIRGGY3Pht/yUGCqpbMGtI=<
/wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsse ds "
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#wssecurity_signature_id_1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#">
<ec:InclusiveNamespaces PrefixList="xsi xsd wsa soapenv soapenc wsu p728 "
xmins:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmidsig#shal"/>
<ds:DigestValue>UYJjOGf2TajkxudWlJID+zcmGlsk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>Pti/PMYc3f+uSQSDgalpby3Jhnfsu6YaNu7UQjt0dwzQF7SHeMTYGAAGYg4bUCKLTUaxcPb2c3HKUDTU6LO72EaP04WM253sy1Gedx3
JjSVyzCPMJ8hyDMKE5Qs5sxBAk2BiUCAdBAXn3epE+kyujJqUrpesS09aW5XLHa/AXzGU=</ds:SignatureValue>
<ds:KeyInfo>
<wsse:SecurityTokenReference>
<wsse:Reference URI="#x509bst 2"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509"/>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
<wsa:To>http://www.w3.0rg/2005/08/addressing/anonymous</wsa:To>
<wsa:Action>http://ejbs/AccountJCA/getBalanceResponse</wsa:Action>
<wsa:MessageID>uuid:4CB5DAFE-0114-4000-E000-75B009030542</wsa:MessagelD>
<wsa:RelatesTo>uuid:4CB51209-0114-4000-E000-68CD09030545</wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body wsu:Id="wssecurity_signature_id_1"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<p728:getBalanceResponse xmlns:p728="http://ejbs">
<getBalanceReturn>
<balance>0.0</balance>
<password xsi:nil="true"/>
<userid xsi:nil="true"/>
</getBalanceReturn>
</p728:getBalanceResponse>
</soapenv:Body>
</soapenv:Envelope>

9.10.4 Interaction with the Federated Identity Manager STS

Trace information in this section illustrates the security token validation requests
sent to the Federated Identity Manager Security Token Service from various
components in the solution. The SOAP envelopes are intentionally omitted for
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clarity; the RequestSecurityToken and RequestSecurityTokenResponse elements

are shown.

Note: Remember that ITSOTelco and ITSOBank have independent
Federated Identity Manager environments.

ITSOTelco WSSM Token Generator

We will look at a request from the ITSOTelco WSSM Token Generator to the

Federated Identity Manager.

Request

This request carries an unsigned SAML 1.1 security token, generated by the

WSSM Token Generator from the currently authenticated subject in WebSphere

Application Server, shown in Example 9-14.

Example 9-14 Request from ITSOTelco WSSM Token Generator to Federated Identity Manager

<wst:RequestSecurityToken xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Validate</wst:RequestType>
<wst:Issuer xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">

<wsa:Address xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">urn:itfim:wssm:tokengenerator</wsa:Address>

</wst:Issuer>
<wsp:AppliesTo xmins:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</wsa:Address>
<wsa:PortType>AccountJCA</wsa:PortType>
<itfim:OperationName xmins:itfim="urn:ibm:names:ITFIM">getBalance</itfim:0perationName>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wst:Base xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<saml:Assertion xmlins:saml="urn:oasis:names:tc:SAML:1.0:assertion"
AssertionID="uuid4cb513fe-0114-e073-ec19-a9ee8e762988" Issuelnstant="2007-08-09T722:18:292"
Issuer="urn:itfim:wssm:callbackhandler:jaas" MajorVersion="1" MinorVersion="1">
<saml:Conditions NotBefore="2007-08-09T21:18:29Z" NotOnOrAfter="2007-08-09723:18:297"/>
<saml:AuthenticationStatement AuthenticationInstant="2007-08-09722:18:297"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:unspecified">
<saml :Subject>
<saml:NameIdentifier>itsoman</saml:Nameldentifier>
</saml:Subject>
</saml :AuthenticationStatement>
<saml:AttributeStatement>
<saml :Subject>
<saml :NameIdentifier>itsoman</saml:Nameldentifier>
</saml:Subject>
<saml:Attribute AttributeName="com.ibm.ws.security.auth.WSCredentialImpl"
AttributeNamespace="urn:itfim:wssm:callbackhandler:jaas:credential:public">
<saml:AttributeValue>com.ibm.ws.security.auth.WSCredentiallImpl@6afa6afa</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute AttributeName="com.ibm.ws.security.auth.WSCredentialImpl"
AttributeNamespace="urn:itfim:wssm:callbackhandler:jaas:credential:private">
<saml:AttributeValue>com.ibm.ws.security.auth.WSCredentialImpl@6afabafa</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</wst:Base>
</wst:RequestSecurityToken>
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Response

This response carries a signed SAML 2.0 security token, as depicted in
Example 9-15.

Example 9-15 Federated Identity Manager response containing signed SAML 2.0 security token

<wst:RequestSecurityTokenResponse xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="uuid4cb53cce-0114-12f4-858c-a2d10441b2a0">
<wst:RequestedSecurityToken>
<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
ID="Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0" Issuelnstant="2007-08-09T22:18:37Z" Version="2.0">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">ITSOTelco</saml:Issuer>
<ds:Signature Id="uuid4ch538fe-0114-17bf-9cad-a2d10441b2a0" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<xcl4n:InclusiveNamespaces xmIns:xcldn="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="ds saml"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>1m+7Q3VXjgP7D00jQIob+CP8QyI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>I1GjL9uF0ZSfdWnraVsQDP7/2EkQ0Jkm5zCC2jXgUQEOXMwItrMLItyRGItpKtyEFVDjaC3HVHMIF80quCRhEIVTTFk3h7wGGXD50qCH
UnaW8o4+p3Hk/1k2hqLEGYRLMBSwK40vgRgi6enrboDeq6K7yn3c1SAeS8CIBUTiHDLQ=</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate>MIICBzCCAXCgAwIBAgIEQH26vjANBgkghkiGIwOBAQQFADBIMQswCQYDVQQGEWJIVUZEPMAOGAIUEChMGVGT2b2xpMQ4wDAYDVQQLEW
VUQU11QjEYMBYGALUEAXMPZm1tZGVtby5pYmOuY29tMB4AXDTAOMDQXNDIyMjcxMFoXDTE3MTIyMjIyMjcxMFowSDELMAKGATUEBhMCVVMxDzANBgNVBAOTB1Rp
dm9saTEOMAWGALUECXMFVEFNZUIxGDAWBgNVBAMTD2ZpbWR1bW8uaWJtLmNvbTCBnzANBgkghkiG9wOBAQEFAAOBjQAwgYkCgYEATZOD1X6rk8+ZwNBTVZt7C8
5m421a8A52Ks jwa0t+jNvbLYDp/W66AMMYD7 rB5qgniZ5K1p9W8ivMIWbPxc2u/60tFPg0e/Q/r/ fxegWlKlumnay+5MaUvN3p4XUCRrfg790vurvXQ7GZal/w
Op5vBIdXzg6i9CVAqL29JGi6GYUCAWEAATANBgkghkiGIwOBAQQFAAOBGQBXiAhxm91I4m+g3YX+dyGc352TSKO8HVAIBKHHFFwIkzhNg0+zLhxg5UMk0g12X9
ucW71ez11B0Z6+IXBrXIWmU3UPum+Qxm1aE00GIzhp9LEfzSES+ff+7XpSOwpJdk1Y6c+cqHj4aTGFOhSE6U7BLAI26cZNdzxdhikBMZPgdyQ==</ds:X509Cer
tificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml:Subject>
<saml:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">itsoman</saml:NameID>
</saml :Subject>
<saml:Conditions NotBefore="2007-08-09T22:13:37Z" NotOnOrAfter="2007-08-09T22:23:372">
<saml :AudienceRestriction>
<saml :Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml :AuthnStatement AuthnInstant="2007-08-09T22:18:372">
<saml:AuthnContext>
<saml :AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml :AuthnStatement>
</saml:Assertion>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:SecurityTokenReference xmins:wssll="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wss1l:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0">
<wss:KeyIdentifier xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID"
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xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">Assertion-uuid4ch533c2-0114-
158f-a641-a2d10441b2a0</wss:KeyIdentifier>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:Status>
<wst:Code>http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>

ITSOBank DataPower XS40
We will look at a request from the ITSOBank DataPower XS40 to the Federated
Identity Manager.

Request

This request, shown in Example 9-16, carries a signed SAML 2.0 assertion,
originally received from the ITSOTelco Portal Web services client.

Example 9-16 Request from ITSOBank DataPower XS40 to Federated Identity Manager

<wst:RequestSecurityToken xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Validate</wst:RequestType>
<wst:Issuer xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>urn:dp:itfim</wsa:Address>
</wst:Issuer>
<wsp:AppliesTo xmins:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</wsa:Address>
<wsa:PortType>AccountJCA</wsa:PortType>
<itfim:OperationName xmins:itfim="urn:ibm:names:ITFIM">getBalance</itfim:0perationName>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wst:Base>
<saml:Assertion ID="Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0" IssueInstant="2007-08-09T22:18:37Z"
Version="2.0" xmlIns:ds="http://www.w3.0rg/2000/09/xmldsig#" xmIns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlIns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmIns:wsa="http://www.w3.0rg/2005/08/addressing">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">ITSOTelco</saml:Issuer>
<ds:Signature Id="uuid4ch538fe-0114-17bf-9cad-a2d10441b2a0">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#Assertion-uuid4cb533c2-0114-158f-a641-a2d10441b2a0">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<xcl4n:InclusiveNamespaces PrefixList="ds saml" xmIns:xcl4n="http://www.w3.0rg/2001/10/xml1-exc-cl4n#"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>1m+7Q3VXjgP7D00jQIob+CP8QyI=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>IGjL9uF0ZSfdWnraVsQDP7/2EkQ0Jkm5zCC2jXgUQEOXMwItrMLItyRGItpKtyEFVDjaC3HVHMIF80quCRhEIVTTFk3h7wGGXD50qCH
UnaW8o4+p3Hk/1k2hqLEGYRLMBSWK40vgRgi6cnrboDeq6K7yn3c1SAeS8CIBUT iHDLQ=</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>

<ds:X509Certificate>MIICBzCCAXCgAwIBAgIEQH26vjANBgkghkiGIwOBAQQFADBIMQswCQYDVQQGEwWJVUZEPMAOGAIUEChMGYGT2b2xpMQAwDAYDVQQLEW
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VUQU1TQJEYMBYGA1UEAXMPZm1tZGVtby5pYmOuY29tMBAXDTAOMDQXNDIyMjcxMFoXDTE3MTIyMj IyMjcxMFowSDELMAKGA1UEBhMCVVMXxDzANBGNVBAOTBTRp
dm9saTEOMAWGA1UECXMFVEFNZUIxGDAWBgGNVBAMTD2ZpbWR1bW8uaWJtLmNvbTCBnzANBgkghkiGIwOBAQEFAAOBjQAWgYkCgYEATZOD1X61rk8+ZwWNBTVZt7C8
5m421a8A52Ks jwa0t+jNvbLYDp/W66AMMYD7 rB5qgniZ5K1p9W8ivMIWbPxc2u/60tFPg0e/Q/r/ fxegWlKlumnay+5MaUvN3p4XUCRrfg790vurvXQ7GZal/w
Op5vBIdXzg6i9CVAqL29JGi6GYUCAWEAATANBgkghkiGIwOBAQQFAAOBGQBXiAhxm91I4m+g3YX+dyGc352TSKO8HVAIBKHHFFwIkzhNg0+zLhxg5UMk0g12X9
ucW71eZ11B0Z6+IXBrXIWmU3UPum+Qxm1aEQ0GIzhp9LEfzSES+ff+7XpSOwpJdk1Y6c+cqHj4aTGFOhSE6U7BLAI26cZNdzxdhikBMZPgdyQ==</ds:X509Cer
tificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml:Subject>
<saml :NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">itsoman</saml:NameID>
</saml:Subject>
<saml:Conditions NotBefore="2007-08-09T22:13:37Z" NotOnOrAfter="2007-08-09T22:23:37Z">
<saml :AudienceRestriction>
<saml :Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2007-08-09T22:18:37Z">
<saml:AuthnContext>
<saml :AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</saml:AuthnContextClassRef>
</saml :AuthnContext>
</saml:AuthnStatement>
</saml:Assertion>
</wst:Base>
<wst:Create>2007-08-09T22:16:02Z</wst:Create>
</wst:RequestSecurityToken>

Response
The response in Example 9-17 carries an unsigned SAML 1.1 security token.

Example 9-17 Federated Identity Manager response containing an unsigned SAML 1.1 security token

<wst:RequestSecurityTokenResponse wsu:Id="uuid4cb57d18-0114-17ae-8f05-82ed36d4bb2b"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wst:RequestedSecurityToken>
<saml:Assertion AssertionID="Assertion-uuid4ch57976-0114-1bff-bde4-82ed36d4bb2b" Issuelnstant="2007-08-09T22:18:54Z"
Issuer="ITSOBank" MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:Conditions NotBefore="2007-08-09T22:17:54Z" NotOnOrAfter="2007-08-09T22:19:54Z">
<saml :AudienceRestrictionCondition>
<saml:Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml:Audience>
</saml :AudienceRestrictionCondition>
</saml:Conditions>
<saml :AuthenticationStatement AuthenticationInstant="2007-08-09T22:18:54Z"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">
<saml:Subject>
<saml :NamelIdentifier
Format="urn:oasis:names:tc:SAML:1.0:nameid-format:unspecified">itsoman</saml:Nameldentifier>
</saml:Subject>
</saml:AuthenticationStatement>
</saml:Assertion>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:SecurityTokenReference wssll:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV1.1"
xmins:wssll="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd">
<wss:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID"
xmins:saml="urn:oasis:names:tc:SAML:1.0:assertion"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">Assertion-uuid4ch57976-0114-
1bff-bde4-82ed36d4bb2b</wss:Keyldentifier>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
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<wst:Status>
<wst:Code>http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>

ITSOBank WSSM Token Consumer
We will look at a request from the ITSOBank WSSM Token Consumer to the
Federated Identity Manager.

Request

This request carries an unsigned SAML 1.1 security token, received in the
message from the DataPower XS40, shown in Example 9-18.

Example 9-18 Request from ITSOBank WSSM Token Consumer to the Federated Identity Manager

<wst:RequestSecurityToken xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Validate</wst:RequestType>
<wst:Issuer xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wsa:Address xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">urn:itfim:wssm:tokenconsumer</wsa:Address>
</wst:Issuer>
<wsp:AppliesTo xmins:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>http://accountservice.itsobank.com:9080/routerProject/services/AccountJCA</wsa:Address>
<wsa:PortType>AccountJCA</wsa:PortType>
<itfim:0perationName xmins:itfim="urn:ibm:names:ITFIM">getBalance</itfim:0perationName>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wst:Base xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<saml:Assertion xmIns:saml="urn:oasis:names:tc:SAML:1.0:assertion"
xmins:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
AssertionID="Assertion-uuid4cb57976-0114-1bff-bde4-82ed36d4bb2b" Issuelnstant="2007-08-09T22:18:54Z" Issuer="ITSOBank"
MajorVersion="1" MinorVersion="1" xmIns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<saml:Conditions NotBefore="2007-08-09T22:17:54Z" NotOnOrAfter="2007-08-09T22:19:54Z">
<saml :AudienceRestrictionCondition>
<saml:Audience>https://fw.itsobank.com:8000/routerProject/services/AccountJCA</saml:Audience>
</saml:AudienceRestrictionCondition>
</saml:Conditions>
<saml:AuthenticationStatement AuthenticationInstant="2007-08-09722:18:54Z"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">
<saml :Subject>
<saml:NameIdentifier
Format="urn:oasis:names:tc:SAML:1.0:nameid-format:unspecified">itsoman</saml:Nameldentifier>
</saml:Subject>
</saml :AuthenticationStatement>
</saml:Assertion>
</wst:Base>
</wst:RequestSecurityToken>

Response
The response in Example 9-19 carries an unsigned SAML 2.0 security token.

Example 9-19 Federated Identity Manager response containing an unsigned SAML 2.0 security token

<wst:RequestSecurityTokenResponse xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="uuid4cb5a98e-0114-1d10-aale-82ed36d4bb2b">

<wst:RequestedSecurityToken>
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<saml:Assertion xmlins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ID="Assertion-uuid4cb5a5eb-0114-1634-9f75-82ed36d4bb2b" Issuelnstant="2007-08-09T722:19:06Z" Version="2.0">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">ITSOBank</saml:Issuer>
<saml:Subject>
<saml :NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:unspecified">itsoman</saml:NameID>
</saml:Subject>
<saml:Conditions NotBefore="2007-08-09T722:18:06Z" NotOnOrAfter="2007-08-09T22:20:06Z">
<saml :AudienceRestriction>
<saml :Audience>http://accountservice.itsobank.com:9080/routerProject/services/AccountJCA</saml:Audience>
</saml :AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2007-08-09T22:19:06Z">
<saml:AuthnContext>
<saml :AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</saml:AuthnContextClassRef>
</saml :AuthnContext>
</saml :AuthnStatement>
</saml:Assertion>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:SecurityTokenReference xmins:wssll="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wss1l:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0">
<wss:KeyIdentifier xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLID"
xmlins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">Assertion-uuid4ch5a5eb-0114-
1634-9f75-82ed36d4bb2b</wss:Keyldentifier>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
</wst:RequestSecurityTokenResponse>

ITSOBank JAAS Login Module

We will look at a request from the ITSOBank JAAS Login Module to the
Federated Identity Manager.

Request

This request, shown in Example 9-20, originates with the JAAS login module
invoked by the CICS resource adapter and carries a Username token, which was
constructed from the Java Subject of the currently authenticated user in
WebSphere Application Server.

Example 9-20 Request from ITSOBank JAAS Login Module to Federated Identity Manager

<wst:RequestSecurityToken xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlIns:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType>http://schemas.xmlsoap.org/ws/2005/02/trust/Validate</wst:RequestType>
<wsp:AppliesTo xmins:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>1TSOBanker2007</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wsa:Issuer xmins:wsa="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wsa:Address xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">urn:itfim:jaas</wsa:Address>
</wsa:Issuer>
<wst:Base>
<wss:UsernameToken xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:Username>itsoman</wss:Username>
<wsu:Created
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">2007-08-09722:19:127</wsu:C
reated>
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</wss:UsernameToken>
</wst:Base>
</wst:RequestSecurityToken>

Response

The response in Example 9-21 carries a username token containing the RACF
user ID and passticket data.

Example 9-21 The Federated Identity Manager response containing RACF user ID and passticket data

<wst:RequestSecurityTokenResponse wsu:Id="uuid4cb5d077-0114-128f-a7e8-82ed36d4bb2b"
xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wst:RequestedSecurityToken>
<wss:UsernameToken wsu:Id="username4cb5d048-0114-16bd-b8al-82ed36d4bb2b"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wss:Username>ITSOMAN1</wss:Username>
<wss:Nonce
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary">YX8v8081LFfu
zPDw1zcOuA==</wss:Nonce>
<wsu:Created>2007-08-09T22:19:127Z</wsu:Created>
<wss:Password
Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd#PasswordText">********</yss:Passwo
rd>
</wss:UsernameToken>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:SecurityTokenReference>
<wss:Reference URI="#username4cb5d048-0114-16bd-b8al-82ed36d4bb2b"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-profile-1.0#UsernameToken"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"/>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:Status>
<wst:Code>http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>

9.11 Summary

This concludes the end-to-end working example representing the indirect
exposure of existing CICS applications as services.
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Part 4

Securing the
Service
Connectivity
scenario

Part 4 provides an end-to-end working example of securing the IBM service
oriented-architecture (SOA) Foundation Service Connectivity scenario. The
WebSphere Enterprise Service Bus is used in the solution as a mediation point
between a WebSphere Portal application and a Web service implemented in
WebSphere Application Server.
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10

Business scenario

In this section, we provide an overview of fictitious organizations named LargeCo
and SmallCo. SmallCo is a recently acquired subsidiary of LargeCo. We discuss
the identity propagation challenge that LargeCo is facing in integrating
applications and services from SmallCo. In subsequent chapters, we define and
demonstrate a solution that can meet these challenges, with consideration for
both the LargeCo and SmallCo perspectives.

The requirements relevant to this scenario are identified as business
requirements (prefixed with BR) or security requirements (prefixed with SR).

This chapter provides sections about:

» Business context
» |T context
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10.1 Business context

LargeCo is a large organization, employing approximately 50,000 employees.
LargeCo has a comprehensive intranet, offering a variety of applications to run
their business and to allow employees to manage their relationship with their
employer, such as employee self-care, payroll, and retirement benefits. Access
to these applications is provided through the Employee Portal.

Recently, LargeCo acquired SmallCo, a company of approximately 200
employees. The acquisition has been relatively smooth so far. SmallCo
employees have been integrated well into LargeCo’s systems. All employees
formerly from SmallCo have a user identity in the LargeCo intranet.

10.1.1 Business problem

To date, LargeCo has not been effective in integrating SmallCo’s applications
and services into the LargeCo employee portal. LargeCo wants to be able to
reuse the business logic in these applications, maximizing reuse (BR1). ltis
hoped that these applications can be reused in other parts of the LargeCo
business, because SmallCo was known for the quality and capability of its IT
systems prior to acquisition.

Reusing and extending the SmallCo services require integration with the existing
employee portal (BR2). From LargeCo’s experience, integrating identity
management end-to-end is critical. Being able to provide the identity of the user
accessing the portal to the downstream services is mandatory (BR3).

10.1.2 Project charter

A project has been initiated to explore the integration required for identity
propagation between the LargeCo employee portal and SmallCo applications.
The trivial service exposed on the SmallCo platform is consistent with the
dominant application platform used by the SmallCo subsidiary. Figure 10-1 on
page 309 illustrates the high-level vision for the project.
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Figure 10-1 Business vision for the solution

10.2 IT context

Figure 10-2 illustrates the initial IT context for LargeCo and its SmallCo

subsidiary.
Tivoli Access WebSphere
Manager Portal
WebSEAL
WebSphere
LargeCo Portlet WebSphere Applicat
1 pplication
employesa ESB Server

Tivoli
Directory
Server

Tivoli Federated
Identity Manager

LargeCo

Tivoli Directory
Server

SmallCo

Figure 10-2 Initial IT context

10.2.1 LargeCo

LargeCo’s internal user repository is the Tivoli Directory Server, a Lightweight
Directory Access Protocol (LDAP) directory. The existing directory is to be
leveraged rather than introducing another directory into the solution (SR1).
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LargeCo uses WebSphere Portal as the platform for its employee portal.
Complementing the built-in security capabilities of the portal is Tivoli Access
Manager for e-Business. The Access Manager WebSEAL component provides
an authentication and authorization solution for HTTP access to the portal.
Single sign-on from WebSEAL to the portal uses the Trust Association
Interceptor interface (TAl++) in WebSphere Application Server. Users
authenticate using a username and a password. The form of the user ID is a
shortname.

LargeCo has embraced SOA as part of their strategy for optimizing the delivery
of applications and services to its employees, and indirectly, its customers and
business partners. Internally, LargeCo has standardized on Web services, using
SOAP bindings with the HTTP protocol (SR2).

To provide flexible connectivity between services and their consumers, LargeCo
chose to use an Enterprise Service Bus. Specifically, WebSphere ESB has been
chosen (SR3).

Where identities need to be transformed into different formats or with different
identities before propagating to services, LargeCo has chosen Tivoli Federated
Identity Manager (SR4). The Security Token Service (STS) in Federated Identity
Manager provides a flexible mechanism for validating and mapping security
tokens that represent user and service identities.

LargeCo has standardized on Security Assertion Markup Language (SAML) 2.0
security tokens in their intranet (SR5). The subject name in the SAML assertion
should be the user’s Internet e-mail address (SR6). WebSphere ESB is
considered the location where further identity mediation should be performed if
necessary (SR7). The design principle is that identity mediation should ideally
occur before the request reaches the service implementation itself, for example,
provide to the service what it is expecting (SR8).

Where SOA communications do not cross a data center boundary, message
confidentiality and integrity are not required (SR9). When SOA communications
cross a data center boundary, message integrity is required (SR10). When SOA
communications cross an external enterprise boundary, message confidentiality
and integrity are both required (SR11).

10.2.2 SmallCo

310

SmallCo applications are deployed in WebSphere Application Server (SR12).
SmallCo also uses Tivoli Directory Server (SR13), although with its own
instance. User IDs take the form of the user’s Internet e-mail address (SR14).
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10.3 Summary

The business and technical aspects of the goals of this scenario have been
presented, along with more detailed requirements. In the next chapter, we
present a solution that can meet these requirements.
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Solution design

In this chapter, we introduce the solution design for this example by covering the
following aspects:

» Solution overview

Business Security Services

IT Security Services

Security Enablers

Security Policy Management
Governance and Risk Management

vVvyyvyvyy
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11.1 Solution overview

The IBM SOA Security Reference Model will be applied to an architecture where
an enterprise service bus (ESB) connects service consumers and service
providers. According to the IBM SOA Security Reference Model, the solution
architecture contains the following high-level facets:

» Business Security Services

IT Security Services

Security Enablers

Security Policy Management
Governance and Risk Management

vvyyy

Figure 11-1 shows the architecture pattern of the SOA Service Connectivity

scenario.
External Internal
Service Service 7
Consumer Consumer .
| R : —

Portal Service
Consumer

Enterprise Service
Bus
gateway

Enterprise Service Bus
routing, transformation, mediations, security

4

Internal
Service

Provider

Figure 11-1 The SOA Service Connectivity Scenario architecture pattern

In the next sections, we design the use of the security services of the IBM SOA
Security Reference Model. By adding the components step-by-step to the
architecture shown in the initial context described in Figure 10-2 on page 309,
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the diagram will evolve into the security solution architecture in Figure 11-10 on
page 332.

Note: A detailed discussion about applying the IBM SOA Security Reference
Model can be found in Chapter 4, “IBM SOA Foundation Service Connectivity
scenario” on page 87.

Figure 11-2 shows a logical architecture to meet the requirements laid out in
Chapter 10, “Business scenario” on page 307 and how the IBM SOA Security
Reference Model is applied to the architecture. In this example, the LargeCo
Portal with its portlets generates Web service requests. WebSphere Enterprise
Service Bus at LargeCo is the ESB. The SmallCo WebSphere Application Server
hosts the service.
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Figure 11-2 Applying the IBM SOA Security Reference Model

11.2 Business Security Services

Let us take a look at the Business Security Services.

11.2.1 Compliance and Reporting

Auditing and Reporting produces data required for verifying and demonstrating
compliance. Reports from Tivoli Compliance Insight Manager based on audit
records from multiple system components, including Tivoli Federated Identity
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Manager, can verify the compliance of the message flow inside and across
enterprise boundaries.

11.2.2 Data Protection, Privacy, and Disclosure Control

Data protection policies cover transport level and message level security. These
policies include access to the LargeCo Portal server outside the data center and
message protection policies for data from the LargeCo Portal to the SmallCo
Web service through ESB inside the data center. Requirements for this are
described in requirements SR9 (message security within the data center), SR10
(message security beyond the data center), and SR11 (enterprise message
security). For more technical detail, see 11.3.4, “Confidentiality Services” on
page 325 and 11.3.5, “Integrity Services” on page 326.

There are no privacy or disclosure control requirements.

11.2.3 Non-repudiation Services

The application in this example only provides a simple service. There are no
requirements for Non-repudiation Services.

11.2.4 Identity and Access

LargeCo is managing the user life cycle by connecting their Human Resources
(HR) system to the identity management system. The HR system is considered
the authoritative resource to feed identities to the user repositories and to provide
necessary identity information, such as job roles in specific systems. The HR
system in LargeCo has completed merging the data from the SmallCo HR
system. The identity management system is responsible to provision to both
LargeCo and SmallCo systems.

In order to incorporate users from SmallCo into the LargeCo identity
management system, e-mail address is chosen as the unique identifier. This
satisfies requirements SR6 (e-mail address as identifier for LargeCo) and SR14
(e-mail address as identifier for SmallCo).

The policies described in 11.3.1, “Identity Services” on page 318 ensure that
each employee owns the correct accounts, is a member of the correct groups,
and has access to systems required for their job roles. User self-care and user
account revalidation are also covered by these business requirements.
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11.2.5 Trust Management

The business aspects of trust management, such as relationship and liability

management, began to be established during the integration of LargeCo and

SmallCo IT systems after the companies merged. For this project, it has been
decided that a loosely coupled trust relationship model is to be employed.

At the technology level in this example, it is assumed that LargeCo’s WebSphere
Portal and ESB and SmallCo’s Web service are inside the same data center. The
LargeCo ESB will receive an unsigned Security Assertion Markup Language
(SAML) 2.0 security token although a time stamp is still required.

11.2.6 Secure Systems and Networks

In this section, we describe how LargeCo secures its systems and networks,
including the SmallCo application servers. It is important to know that the
concepts mentioned here are based on best practices and standards and are not
specific to SOA security:

Note: For further information, we recommend Appendix A, “Method for
Architecting Secure Solutions”, in the IBM Redbooks deliverable Enterprise
Security Architecture Using IBM Tivoli Security Solutions, SG24-6014.

» Secure networks

The network is designed to address several levels of protection and control
and consists of several zones. Between each zone, a firewall is installed.
Firewall rules should achieve the following objectives:

— Traffic from the outside zone to the demilitarized zone (DMZ) should be
restricted to only permit connection to the HTTPS port on the Access
Manager WebSEAL server.

— Traffic from the DMZ to the production zone should be restricted to only
permit connections from the WebSEAL server to the HTTP port on the
LargeCo WebSphere Portal. If there is a need to allow an external Web
services client to access WebSphere ESB via a DataPower appliance,
traffic from the DataPower device® inside the DMZ to WebSphere ESB
should be permitted.

— Traffic to the management zone should only be permitted from the DMZ
and production zones.

— Connections to the Federated Identity Manager Security Token Service
should only be permitted from WebSphere Portal and WebSphere ESB.
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— Access to the SmallCo WebSphere Application Server in the internal
network should be restricted to only originate from the WebSphere ESB in
the production zone.

— Access to the SmallCo directory server in the internal network should be
permitted only from the Tivoli Identity Manager system in the production
zone.

» Secure systems

LargeCo uses Tivoli Access Manager for Operating Systems for system
hardening. This includes implementing account login policies, removing
access to network service not required for the solution, and controlling access
to files and other resources on production servers.

11.3 IT Security Services

This section summarizes the IT Security Services from the IBM SOA Security
Reference Model and how they are applied in this design.

11.3.1 Identity Services

The Identity Services described in “Identity Services” on page 93 are composed
of the following components:

» Identity foundation
» Identity provisioning
» Identity propagation

Identity foundation

There are two user registries that are used in the solution: a directory server
used by the LargeCo WebSphere Portal Server and a Tivoli Directory Server
used by the SmallCo WebSphere Application Server. Both Tivoli Directory
Servers were deployed and implemented before the company merger and are
needed to continue to support existing applications due to different schemas and
attributes required by different applications. This is depicted in Figure 11-3 on
page 319.
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Figure 11-3 Identity foundation

Identity provisioning

In order to manage multiple user registries across the enterprise, an identity
provisioning solution needs to be implemented. IBM Tivoli Identity Manager

(TIM) provides a secure, automated, and policy-based user life cycle
management solution. It guarantees that only the entitled identities with the
correct attributes are provisioned to the two LDAP directories in LargeCo and

SmallCo.

Identity Manager ensures that the user identifier in the SmallCo directory is
synchronized with the mail attribute of the inetorgperson object in the LargeCo

directory.

Figure 11-4 on page 320 shows the architecture including Identity Manager with
two adapters: one adapter for the Tivoli Directory Server and one adapter for the
Access Manager for e-business (Tivoli Access Manager or TAM in the picture).
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Tivoli Directory Server is configured as the user registry for WebSphere Portal
Server to support authentication and authorization service.
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Figure 11-4  Identity provisioning

Identity propagation
Identity information is required to flow securely from WebSphere Portal to
SmallCo’s WebSphere Application Server through WebSphere ESB.

A portlet in WebSphere Portal calls the Federated Identity Manager Security
Token Service (STS) to perform identity mapping and token mediation. A SAML
2.0 security token is generated, containing the user’s e-mail address.

WebSphere ESB calls the Federated Identity Manager STS to convert the SAML
2.0 security token passed from the LargeCo Portal to a Username token.

Federated Identity Manager STS provides the capability to transform the format
and content of identities in the solution. WS-Trust clients for WebSphere
Application Server and WebSphere Enterprise Service Bus are used to initiate
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the WS-Trust service call to Federated Identity Manager STS. In this example,
the Federated Identity Manager WSSM component and the Token Exchange
Mediation Primitive for WebSphere ESB are used.

Note: For more information about Tivoli Federated Identity Manager Security
Token Services component, we recommend section 3.2.3, “Trust Services” in
the IBM Redbooks deliverable Federated Identity Management and Web
Services Security with IBM Tivoli Security Solutions, SG24-6394.

11.3.2 Authentication Services

Authentication of browser-based users is handled by Access Manager
WebSEAL. WebSEAL is a high performance reverse Web proxy that supports a
variety of authentication methods, including password, certificate, and Windows
desktop authentication (SPNEGO). WebSEAL is the secure Web point of contact
in the solution, and LDAP-based user name/password authentication is used in
our scenario.

Once the user is authenticated by WebSEAL, the user credential is passed to the
LargeCo WebSphere Portal instance where it is consumed by a Trust
Association Interceptor (TAl++). A trust relationship must be established
between the WebSEAL server and WebSphere Portal as part of TAl++
configuration.

Note: For more information about WebSEAL and WebSphere Application
Server integration, refer to section 11.4, “Access Manager and WebSphere
integration” in the IBM Redbooks deliverable Enterprise Security Architecture
Using IBM Tivoli Security Solutions, SG24-6014.

When a user submits a service request through a portlet to the WebSphere ESB,
a SAML 2.0 security token is created. The Token Exchange Mediation Primitive
for WebSphere ESB calls the Federated Identity Manager STS to authenticate
the service request.

The SmallCo WebSphere Application Server authenticates the service request
from the WebSphere ESB by examining the Username token inside the request
message. The verification of the Username token can be performed locally and
there is no identity mapping needed, because the SmallCo user registry is
synchronized with the LargeCo user registry.
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Figure 11-5 on page 322 shows the solution design with the Authentication
Services added.

Outside Zone | Demilitarized Zone | Production Zone | Internal Network
— —————————
LargeCo (WESB
‘ SOAP Token
Browser WebSEAL J Handler}ﬁ{ Export }{;:?:gg:”lmpﬂﬂ }-
WSSM
\

. )
4 N

TDS

)

TAM

N~—— | I —
| | Management Zone

Figure 11-5 Authentication
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This leads to the following system boundaries where user credentials and
security tokens are exchanged and trust relationships have to be configured
(Figure 11-6 on page 323).
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WebSphere
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v
DS
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Figure 11-6 Identity flow

LargeCo WebSphere Portal to WebSphere ESB

A SAML 2.0 security token is generated at the LargeCo Portal by using the
Federated Identity Manager WSSM Token Generator. The LargeCo Portal
generates this security token based on the authenticated identity for the user
session in the portal. The trust service chain in Federated ldentity Manager is
configured to use an LDAP mapping module to replace the user name value with
the value of the mail attribute of the user before issuing a new SAML 2.0 token.
The sequence of the trust chain called by LargeCo Portal is shown in

Figure 11-7.

Validate incoming ,ncl\gﬁﬁn
SAML 1.1 token B
L user ld

)
J

Figure 11-7 Trust chain for identity propagation from WebSphere Portal

WebSphere ESB Token Mediation

The Token Exchange Mediation Primitive inside the WebSphere ESB mediation
module extracts the SAML 2.0 security token from the request and sends it to the
Federated Identity Manager STS in a WS-Trust message. If the token is valid,
the STS issues a new Username token containing the same identity and returns
it to the WebSphere ESB. The sequence of the trust chain called by the Token
Exchange Mediation Primitive inside WebSphere ESB is shown in Figure 11-8 on
page 324.
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Figure 11-8 Trust chain for identity mediation in WebSphere ESB

WebSphere ESB to SmallCo WebSphere Application Server

The Username token issued by the STS is sent to the SmallCo WebSphere
Application Server, which authenticates the request using the SmallCo directory.
The Username token contains no password, so the authentication merely verifies
that the user is in the SmallCo directory.

11.3.3 Authorization Services

The use of Authorization Services in this solution are described here.

Service consumer authorization

Access Manager WebSEAL provides authorization of user requests based on
URL (through access control lists (ACLs)). It can also restrict access based on
time-of-week using a protected object policy. More complex authorization can be
implemented using authorization rules.

WebSphere Portal has a role-based authorization model for restricting access to
portlets and pages.

Authorizing access in the ESB

The LargeCo ESB is currently accessible to internal service consumers only.
Service level authorization is not used in this example.

Authorizing access to the SmallCo application

The SmallCo application is a J2EE application running on WebSphere
Application Server. Standard role-based J2EE Authorization Services are used.
In this example, the application is a simple test application; all authenticated
users are granted access to the application.

In more sophisticated J2EE applications, WebSphere Application Server can use
a third-party authorization provider implementing the JACC provider. Tivoli
Access Manager provides a JACC provider that can delegate the authorization
decisions within the application to Access Manager. In this example, JACC
provider is not configured.
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11.3.4 Confidentiality Services

In this section, the solution for transport and message level confidentiality is
explained.

Transport level confidentiality is applied to the following communication
channels:

>

Communication between user browser and WebSEAL

To secure the communication channel between user browser and LargeCo
WebSEAL server, HTTPS (using Secure Sockets Layer (SSL)) is
implemented. WebSEAL terminates the HTTPS session of the user request.

Communication between WebSEAL and LargeCo Portal Server

Often, clients want to use HTTPS (using SSL) to protect the communication
between WebSEAL and LargeCo Portal Server. In this example, the data flow
between the user browser and the SmallCo application does not use HTTPS.

Communication to the Federated Identity Manager STS

The Federated Identity Manager WSSM token generator and the Token
Exchange Mediation Primitive used in WebSphere ESB are exchanging
WS-Trust messages with the Federated Identity Manager STS. Normally,
SOAP over HTTPS is considered an appropriate mechanism to secure these
channels, but in this example, WebSphere Portal, WebSphere ESB, and
Federated Identity Manager STS are all within the LargeCo data center.
SOAP over HTTP is implemented for simplicity.

Communication to the Tivoli Directory Server

The Tivoli Directory Server is the enterprise user registry containing user
identities including confidential information, such as passwords. Because
WebSEAL is located inside the DMZ, the communication channel between
the WebSEAL and LargeCo Tivoli Directory Server has to be configured to
use secure LDAP (LDAPS) to protect the information. Regular LDAP
transport is implemented for communication between Tivoli Directory Server
and LargeCo Portal. Communication between SmallCo WebSphere
Application Server and SmallCo Tivoli Directory Server also uses an
unencrypted LDAP connection.

Communication between the Access Manager components

Access Manager uses SSL for communication between its components by
default. There is no additional configuration needed.
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» Communication between Identity Manager and the adapters for Access
Manager and LDAP

Identity Manager uses specific adapters for the target system to provision
user identities. The communication between the adapters and the Identity
Manager runtime is secured using SSL.

11.3.5 Integrity Services

Integrity Services protect data from unauthorized modification. Examples of data
at rest that are protected in this design are:

» Cryptographic keys stored in the keystores for WebSEAL

» Security policy database and configuration files for Access Manager
components

» Security audit records from all components

Tivoli Access Manager for Operating Systems is used to protect the file systems
that contain this important data. Access Manager for Operating Systems
supports fine-grained access control, which is not available on native operating
system security. For example, Access Manager for Operating Systems can
prevent unauthorized modification to file system objects by anyone other than
authorized users executing authorized processes.

Message integrity protects the messages in transit from:

» Modification without detection (message integrity)
» Being sent from a masquerading party (message origin authentication)
» Exposure of the message content (message confidentiality)

In this example, the Web service messages travel from the LargeCo Portal to the
SmallCo application via WebSphere ESB. All components are within the
LargeCo internal network. In this example, no message level security is actually
implemented (SR9 and SR10).

11.3.6 Audit Services

To meet the regulatory requirements and understand the operations of the
security environment, auditing must be able to identify the individual user who
was performing a transaction at every point in the transaction. Solution
components in this example need to be enabled for auditing, and an audit
infrastructure has to be in place. The auditing infrastructure provides
mechanisms to submit, collect, persistently store, and report on audit data
submitted as events.
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Tivoli Compliance Insight Manager (TCIM) is used to centralize and aggregate
audit records from different components in the solution (Figure 11-9).
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Figure 11-9 Adding auditing services

The following components are identified to be enabled for auditing:
» LargeCo:

— Access Manager (including WebSEAL)
— Federated Identity Manager STS

— ldentity Manager

— WebSphere ESB

— WebSphere Portal

» SmallCo:
WebSphere Application Server
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One of the benefits of using Compliance Insight Manager in this solution is that it
is able to collect and process audit data from a variety of sources and normalize
the data so that meaningful analysis and reporting can be performed centrally.

11.4 Security Enablers

Security Enablers are underlying technologies that are invoked by IT Security
Services. In this solution, the following Security Enablers are used:

>

Cryptographic services are used for the transport level encryption (SSL)
between the user browser and the LargeCo WebSEAL server.

Tivoli Directory Server is an LDAP V3 compliant directory. There are two
logical Tivoli Directory Server instances in this solution: one instance used as
the user registry for LargeCo and the other instance used as the user registry
for SmallCo applications.

Key Management Services are used to generate the X.509 key and certificate
used in conjunction with the cryptographic services. The key and certificate
are deployed at WebSEAL to provide SSL communication between the user
browser and WebSEAL.

Firewalls are used between the network zones in the solution to limit the
traffic that is able to flow between zones to specific combinations of IP
addresses, ports, and protocols.

1SS Proventia Network IPS is used to provide intrusion prevention
management for the network. This technology provides the ability to protect
transactions at the application layer or the network. This enables the security
administrator to reduce exposure to threats and misuse of network resources.

1SS Proventia ADS is used to ensure there is no misuse of network resources
and systems. By looking for anomalous behavior in the network,
administrators are alerted immediately to problems that might arise.

1SS Proventia Host-based products are deployed on the servers and desktops
to protect systems from local intrusions and ensure system integrity.

1SS Proventia Enterprise scanner is used to ensure that systems stay in
compliance and have the latest patches and system configurations.

Tivoli Security Operations Manager (TSOM) is used for security event
management. By collecting runtime event data from multiple sources in the
solution (for example, firewalls, ISS Proventia security products, operating
systems, and application servers), Security Operations Manager is able to
detect anomalies based on configured policies and generate alerts for system
administrator intervention.
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» Network Time Protocol (NTP) provides time synchronization across the
environment. This is required so that the lifetime of security tokens can be
enforced without resorting to larger security token lifetimes.

11.5 Security Policy Management

In this section, the different aspects of Security Policy Management are
designed.

11.5.1 Policy Administration

Policy Administration covers creation, modification, import, and export of security
policies using the available security management tools. Security policies are
described here that were derived from the LargeCo scenario business and
security requirements listed in 10.1, “Business context” on page 308 and 10.2,
“IT context” on page 309.

»

Message protection policies:

The HTTPS protocol is used for communication from external users to the
LargeCo WebSEAL server.

A SAML 2.0 security token is required to invoke the WebSphere ESB
mediation from WebSphere Portal. The subject name in the SAML
assertion should be the user’s Internet e-mail address. The SAML security
token will be digitally signed.

Where SOA communications do not cross a data center boundary,
message confidentiality and integrity are not required (SR9).

When SOA communications cross a data center boundary, message
integrity is required (SR10).

When SOA communications cross an external enterprise boundary,
message confidentiality and integrity are both required (SR11).

The signature method algorithm is RSA-SHA1.

Provider policies:

The user accessing the service has to be authenticated.
The users accessing the service have to be authorized to use the service.

Identity mediation must be done before the service request reaches the
service providers.
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Each component of the solution has to be enabled for auditing and the audit trails
have to be able to identify the individual user who was performing a transaction
at every point in that transaction.

11.5.2 Policy Distribution and Transformation

Authorization policies defined centrally in Access Manager for e-business are
distributed to the Access Manager runtime environments where enforcement
occurs. In this solution, the authorization policy is distributed to:

» WebSEAL
WebSEAL requires security policies for URL level access control.
» Federated Identity Manager Runtime

Service level authorization is performed as part of Federated Identity
Manager trust chain processing.

11.5.3 Policy Decision and Enforcement

The policy enforcement points (PEPs) rely on decisions made by the policy
decision points (PDPs). The PDPs contain the security policies defined in the
infrastructure. This section outlines the PDPs and PEPs described in the
LargeCo solution architecture. Solution components are described in the list,
detailing their roles with respect to policy decision and enforcement:

» WebSEAL
The WebSEAL is the PEP for incoming Web traffic.
» Federated Identity Manager

Token validation and token exchange are performed by Federated Identity
Manager. In this example, the incoming token type is a SAML assertion.
During the validation process of SAML security tokens, Federated Identity
Manager is the PDP and PEP for authenticating the Web service request by
validating the SAML security tokens.

» WebSphere Application Server

WebSphere Application Server is the policy enforcement and policy decision
point to enforce message level security.

» WebSphere Portal
WebSphere Portal is the PDP and PEP to enforce portal resources.
» Access Manager for e-business

Access Manager for e-business is the PDP for authorizing access to
requested WebSphere Portal resources.

330  Understanding SOA Security Design and Implementation



» Identity Manager
Identity Manager is the PDP and PEP for provisioning policies.

11.5.4 Monitoring and Reporting

The policy replication subsystem in Tivoli Access Manager ensures that
subscribers to its policy information are notified when changes to the policy have
occurred, so that they can retrieve the latest version of the policy from the Tivoli
Access Manager Policy Server.

Reporting is available from Tivoli Identity Manager to show users and the
systems and resources for which they have access.

11.6 Governance and Risk Management

Early in the SOA initiative at LargeCo, an SOA Governance Board was formed.
From the security perspective, the SOA Governance Board is responsible for
defining security standards for interaction with services, establishing roles and
responsibilities for policy administration, and how the services of SmallCo are
integrated into LargeCo.

The risk management exercise performed by delegates of the SOA Governance
Board resulted in the security requirements specified in Chapter 10, “Business
scenario” on page 307.

11.7 Summary

This concludes the security solution design for accessing the SmallCo Web
services application from the LargeCo Portal through an ESB. The complete
solution design is shown in Figure 11-10 on page 332.
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Figure 11-10 Complete solution design

In Chapter 12, “Technical implementation” on page 333 we go into more details
covering the step-by-step process of implementing this solution.
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12

Technical implementation

This chapter contains configuration instructions for implementing the solution
architecture described in the preceding chapter. Installation steps and basic
product configuration are not described. In some of the sections, existing
knowledge and skills are assumed in order to focus on the aspects of
constructing the solution that are more specific to service-oriented architecture
(SOA) Security. In this chapter, we assume that you have some working
knowledge of the products being used.

In this chapter, we cover the following aspects of the technical implementation:

>
>

v

Implementation scope

Adding the token exchange mediation primitive using WebSphere Integration
Developer

Configuring identity propagation by modifying the LargeCo and SmallCo
applications

Deploying the LargeCo and SmallCo applications

Configure Federated Identity Manager trust chains

Testing the solution
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12.1 Implementation scope

In terms of the SOA life cycle, this chapter describes:
» Assemble:

— Add token exchange mediation primitive to LargeCo mediation module
— Add identity token generation to LargeCo portlet
— Add identity token consumption to SmallCo WhoAml application

» Deploy:

— Deploy LargeCo portlet

— Deploy SmallCo WhoAml application
— Deploy LargeCo mediation

— Configure LargeCo trust infrastructure

» Manage:

— Examine Tivoli Federated Identity Manager runtime trace
— Examine WebSphere Enterprise Service Bus message log

Note: Not all aspects of the design are implemented in this chapter. The
following design items are not implemented in this chapter:

» In this environment, a test instance of WebSphere ESB running within the
WebSphere Integration Developer tool is being used.

» User provision by Identity Manager.
» Auditing reports by Compliance Insight Manager.
» Intrusion detection and system protection by ISS Proventia Solutions.

12.2 Adding the token exchange mediation primitive
using WebSphere Integration Developer

334

In order to transform security tokens from one format to another inside a
mediation module, a token exchange mediation primitive is used. The token
primitive extracts a security token from the incoming request and uses the
Federated Identity Manager Security Token Service (STS) to transform this
token to another. The new security token is included in the outgoing request from
the enterprise service bus (ESB) to other services.

The components of the token exchange mediation primitive are:

» A WebSphere Integration Developer plug-in that provides a visual
representation of the primitive within WebSphere Integration Developer

Understanding SOA Security Design and Implementation



» The runtime component, which implements the logic required to perform a
security token exchange in WebSphere ESB

The WebSphere Integration Developer/WebSphere ESB integration is available
from the Tivoli Federated Identity Manager section of the IBM support Web site.
The integration package contains an integration guide, plug-in files, and runtime
components. Use the instructions in the integration guide to configure the
WebSphere Integration Developer and WebSphere ESB environments to use
the token mediation primitive.

The WebSphere ESB mediation module supplied with this book has already
added the token exchange mediation primitive. The sub-sections that follow
describe how to perform these same steps with WebSphere Integration
Developer.

12.2.1 Adding the token exchange mediation primitive

WebSphere Integration Developer workbench is used to create and modify
WebSphere ESB mediations. To add the token exchange mediation primitive:

1. Using the examples supplied with this book, open the business integration
project SmallWSToo_MedModule from the Business Integration pane on
the left side. Expand the SmallWSToo_MedModule entry and double-click
the Assembly Diagram entry. A predefined mediation module shows up in a
new assembly diagram window as shown in Figure 12-1 on page 336.

T Go to the IBM support Web site at the following URL:
http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliFederatedldentityManager.html
Search for the following document: Tivoli Federated Identity Manager integration with WebSphere
Developer Workbench. You will need to provide credentials to access this document, for example,
IBM Passport Advantage® customers receive an IBM customer number that identifies their support
contract (entitlement), and IBM employees use their intranet ID and password to gain entitlement.
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Figure 12-1 SmallWSToo_MedModule Assembly Diagram

Figure 12-1 shows a simple service component architecture assembly diagram.

It contains:

» An export component SmallWSLTPA that exposes a service to consumers of

this mediation flow.

» A mediation flow component SmallWSToo MedFlow.

» An import component importl that invokes the SmallWSToo service.

The mediation flow component provides a visual composition model that allows

easy orchestration of mediation functions. In this example,

SmallWSToo MedFlow needs to be modified to add a token exchange mediation

primitive.

2. Select the SmallWSToo_MedFlow component and right-click. Select Open
from the pop-up menu to open a new mediation flow editor window (See

Figure 12-2 on page 337).
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?&Assembly Diagram: SmallWsToo_MedModule ﬂa Mediation Flow Editor: SmallW5Too_MedFlow X B8

~Operation connections & 5 &

Select a source operation, connect itto one or more target operations, and define the mediation flow.

(T) SmallWsToo [ smallWsTooPartner

%‘g whodml %‘g whoAml

Mediation flow

Select a source operation to define the mediation flow.

Figure 12-2 Medlation flow editor

Figure 12-2 shows a simple connection between the method WhoAml of
SmallWSToo and the SmallWSTooPartner. There can be multiple mediation
flows between the source operations and target operations.

3. A mediation flow must be selected before it can be modified in the mediation
flow pane. Click the arrow line between the whoAml method of SmallWSToo
and SmallWSTooPartner inside the Operation connections pane. This shows
the mediation flow in the Mediation flow pane.

A mediation flow has two directions: request and response. Only the request
flow needs to be changed in this example. Click the Request:whoAml tab
below the mediation flow window. A simple mediation flow consists of only a

message logger primitive between the Input and Callout (Figure 12-3 on
page 338).
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Figure 12-3 Simple mediation flow with MessageLogger only

The mediation flow shown in Figure 12-3 does nothing but log messages before
calling the referenced service. In order to add a token exchange function, the
token exchange mediation primitive needs to be added into the flow. Additional
message logger primitives need to be added to log the message before and after
it passes the token exchange mediation primitive to illustrate how the identity is

being transformed. A separate message logger and error stop are added for
improved error handling.

4. If the token exchange mediation primitive plug-in is deployed successfully, an
icon for the token exchange mediation primitive (see the palette icon at the
mouse cursor in Figure 12-4 on page 339) should show up on the left side of
the mediation flow pane. Click that icon, and then click on a blank area inside

the mediation flow pane to add a new token exchange mediation primitive to
the flow diagram.
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Figure 12-4 Mediation flow highlighting the token mediation exchange primitive

5. After the token exchange mediation primitive has been added, click the
message logger primitive in the palette and add two more message loggers

into the mediation flow.
The next step is to delete the existing links between the MessagelLogger1 and

6.
WhoAml:SmallWSTooPartner callout. The mediation flow should resemble

Figure 12-5 on page 340.

Chapter 12. Technical implementation 339



75 Assembly Diagram: SmallWSToo MedModule
~Operation connections @ ﬂ
Select a source operation, connect it to one or more target operations, and define the mediation flow
‘.i__\ SmallWsToo SmallWSTooPartner
4 whoam| - 3o 3 whoam!
([ input whoAml : SmallWsTooPar...
=
£= hoAml ;5 1IWSTe 7l Messageloggerl S
i LA B ] L) &5 Callout | 2z,
g by
EM
e
whoAm| - SmallWsToo
. | Input Response | ([
) TokenExchangeMediationl
[ Messagelogger2 7| Messagelogger3
]
2
EL, Request: whoAml | ¢FIResponse: whoAml

Figure 12-5 Mediation flow with all new primitives added

For each Message Logger primitive, there are two output terminals:

» out
» fail

For the token exchange mediation primitive, there are four output terminals:

output

invalid message failure
trust client failure

fail

N vYVvVVvy

Connect both out terminals of MessageLogger1 to the in terminal of the
TokenExchangeMediation1.

8. Connect the output terminal of the TokenExchangeMediation1 to the in
terminal of MessageLogger2.

9. Connect all other three failure condition output terminals of the
TokenExchangeMediation1 to the in terminal of MessagelLogger3.

10.Connect both output terminals of MessageLogger2 to the input of callout
WhoAml:SmallWSTooPartner.

The mediation flow should now resemble Figure 12-6 on page 341.
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Figure 12-6 Mediation Flow with the TokenExchangeMediation primitive

11.1n order to handle the error situations from the TokenExchangeMediation1,
a stop needs to be added after MessagelLogger3. Both out and fail

terminals from MessageLogger3 need to be linked to the stop as shown in
Figure 12-7 on page 342.
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Figure 12-7 Connected mediation flow

12.1n order to make the flow easier to understand, rename the primitives as

follows:

— Messagelogger1 is renamed to LogBefore
— Messagelogger2 is renamed to LogAfter
— Messagelogger3 is renamed to LogError

— Stop1 is renamed to TFIMErrorStop

The updated mediation is shown in Figure 12-8 on page 343.
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Figure 12-8 Mediation flow with renamed primitives

The properties of the new mediation primitives now need to be set.

13.For each message logger primitive, click the Details tab in the Properties.
Set the value of the root property to / (forward slash character), as shown in
Figure 12-9 on page 344. This causes the entire message (headers and

body) to be written to the trace file. Be sure to set the root attribute for all three

message loggers: LogBefore, LogAfter, and LogError.
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Figure 12-9 Details in Message Logger Properties

14.Select the TokenExchangeMediation1 object and enter the following values
for the attributes in the Details section. Table 12-1 shows the attribute names
and values used in the example.

Table 12-1 Attributes and values for TokenExchangeMediation1

Attribute

Value

Trust Service URL

http://www.large.com:9082/TrustServer/SecurityTokenService

Applies to Address

http://www.small.com/SmallWSTooWeb/services/Smal1WSLTPA

Issuer Address

urn:large:wp:LargeWESBPortlet

Base Path /headers/SOAPHeader[“Security”]/value
Token Type SAML Assertion
These attributes are needed by the token exchange mediation primitive to
perform token exchange function:
» Trust Service URL points to the Federated Identity Manager STS endpoint.
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» Applies to Address specifies the URL of the Web service being invoked.

» Issuer Address describes the component or entity that is issuing the
requests to the trust service. Together with the Applies to Address, these

parameters guide the Federated Identity Manager STS to which trust chain to
send this request.

» Base Path tells which part of the incoming message to look at to find the
security token.

» Token Type indicates the type of the token expected inside the message.

Figure 12-10 shows how to set these values for the token exchange mediation
primitive in WebSphere Integration Developer.

25 Assembly Diagram: SmallWSToo_MedModule | g *Mediation Flow Editor: SmallWSToo_MedFlow §3 [}
~Operation connections @ Q
Select @ source operation, connect it to one or more target operations, and define the media 1
() SmallWsToo [E] smallwsToaPartner
42 whnaml — M2 whadml =
0> | input whoAml : SmallW5TooPar...
= whoAml : SmallWSToo 7 LogBefore Callout | 3
:.?;, L) LooAfter
E whoAml : SmallWsToo
§§ Input Response |1
[¥ TokenExchangeMediation1
] -
-] LagError
) =
S| [ 2]
[y Request: whoAml | o“/Response: whoAm|
&3, Problems Servers Console » =0
Description it Token Exchange Mediation : TokenExchangeMediationl
Terminal
Details Trust Service URL: * |hitp:/fwew.large.com:9082/TrustServer/Security TokenService ‘
Promk&d Properties
Applies to Address: ‘htt\] [fwowrwi sall.com/SmallWSTooWeb/services/SmallWSLTPA ‘
Issuer Address: ‘um-larga wp:LargeWESBFartlet ‘
Base Path ‘JI‘\EaderSISOAPHeader[”SEcuth“]ivalus w | Custom XPath
Token Type: *‘SAML Assertion -

Figure 12-10 Attributes and values for the token exchange mediation primitive

15.Select File — Save All to save the mediation module. This triggers
WebSphere Integration Developer to rebuild the workspace. Monitor the
status bar in the bottom right corner of the window and wait for the message

Building workspace (##%) to show 100% completion and disappear before
proceeding.
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If there are any problems that prevent WebSphere Integration Developer from
rebuilding the workspace successfully, the error messages are displayed in the
Problems tab. These errors must be rectified before proceeding.

12.2.2 Deploying the new mediation

In this example, a WebSphere ESB Server V6.0 has been set up on
www.large.com, and it is already defined in the WebSphere Integration
Developer workspace. The project SmallWSToo_MedModule has been added
to the server, which makes modification and redeployment of the mediation
module simple and straightforward:

1. Click the Servers tab in WebSphere Integration Developer and select server
WebSphere ESB Server v6.0 @ www.large.com. Click the mouse right
button and select Publish from the pull-down menu to update the mediation
module in the WebSphere ESB server on www.large.com (Figure 12-11).

Properties | Problems | &7, O
o

Senver

21 & Stop
i
Monitoring ! +

F\':,Add and remove projects...

Figure 12-11 Publish the mediation module to WebSphere ESB

2. After the Publishing was successful message appears, click OK to close
the pop-up window.

The mediation module is now deployed in the WebSphere ESB instance at
LargeCo.

12.3 Configuring identity propagation by modifying the
LargeCo and SmaliCo applications

A portlet in the LargeCo Portal needs to be modified to generate the security
token passed to the WebSphere ESB. The SmallCo Web service needs to be
modified to consume the security token passed from the WebSphere ESB.
These steps are performed using IBM Rational Application Developer 7.0 by
editing the deployment descriptors for the LargeWESBPortlet and
SmallWSTooWeb projects (Figure 12-12 on page 347).
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Figure 12-12 IBM Rational Application Developer project view

The applications supplied for download with this IBM Redbooks deliverable have
already been configured for the identity propagation. The sub-sections that follow
describe how to perform these same steps using Rational Application Developer.

12.3.1 Configuring request generator in LargeCo portlet

The request generator in the LargeWESBPortlet needs to be modified to call the
Federated Identity Manager to generate a Security Assertion Markup Language
(SAML) 2.0 security token to include with the outbound request:

1. Launch Rational Application Developer and navigate to the
LargeWESBPortlet project. Double-click web.xml to open the deployment

descriptor (Figure 12-13 on page 348).
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Figure 12-13 LargeWESBPortlet project

2. Click the WS Extension tab, expand the Request Generator
Configuration — Details. Enter urn:small:Smal1WSToo in the Actor URI
field. This is the SOAP actor that indicates the recipient of a header element
(Figure 12-14 on page 349).
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: Web Deployment Descriptor X

Web Service Client Security Extensions

Editor for Web Service client security extensions.

+ Component Scoped References + Request Generator Configuration

The following is the request generator configuration for the
selected port qualified name binding.

~ Service References

Service References

|

« Details

Enterthe actor URlin absolute format for the client service
configuration of the selected port qualified name binding.

Do not use relative URI format. The relative URI format is not
Add | Edit | Remaove | supported.

- Port Qualified Name Bindings
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service reference. %
+ Integrity
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Add Timestamp
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+ Client Sarvice Configuration Details
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Figure 12-14 Details of request generator configuration

3. Expand the Security Token section and add an entry to specify that a SAML
2.0 security token is to be added to the outgoing messages (Figure 12-15).
Click OK.

V@ Security Token

Name: ISAMLZU
Token type: ICustom Token v|
URI; |

Local name: Iurn:oasi5:names:tc:SAML:2.0#A55er‘tion

cocr|
X

Figure 12-15 SAML 2.0 security token
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4. Navigate to the WS Binding tab.

5. Expand the Security Request Generator Binding Configuration tab, and
the Token Generator section within.

6. Add a new entry for how the SAML 2.0 security token will be generated
(Figure 12-16 on page 351). Table 12-2 shows the correct values for the
configuration parameters.

Table 12-2 Configuration parameters for the SAML 2.0 security token generator

Parameter Value

Token generator class | com.tivoli.am.fim.wssm.tokengenerators. WSSMTokenGenerator
name

Security Token SAML20

Use Value Type <checked>

Local name urn:oasis:names:tc:SAML:2.0:assertion#Assertion

Callback handler com.tivoli.am.fim.callbackhandlers. WSSMTokenGeneratorCallbackHandler

7. The two properties required for the Callback Handler are shown in Table 12-3.

Table 12-3 Callback handler properties

Property Value

token.callback.handler.class.name com.tivoli.am.fim.wssm.callbackhandlers.SAMLACallbackHandler

xml.callback.handler.class.name com.tivoli.am.fim.wssm.callbackhandlers.JAASSubjectCallbackH
andler
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© Token Generator

Token generator name: ISAML20

Token generator class: |com.tivoiI.am.fim.ws5m.tokengenerators.WSSMTokenGenerator VI

Security token: |5AML20 vI

[¥ Usevalue type

Value type:

Local name: Iurn:oasis:names:tc:SAML:2.0#A55ertion
URI: |

Callback handler: |.am.fim.ws5m.caIIbackhandIers.WSSMTokenGeneratorCallbackHandler vI

User |D:

Password:

[T Use key store

Key:

Alias: |Key password: Key name:

| ([ e

Callback Handler Property:

Name: Value
token.callback. handler.class.name com.tivali.am.fim.wssm.callbackhandlers.5A | ¥

[« [

Add Remove

Property:
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|

Add |

I'_ Use certificate path settings
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Figure 12-16 SAML 2.0 token generator
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Message level security is not enabled in this example, so no further token
generator configuration is needed.

8. Export the project LargeWESBPortlet to a WAR file. The WAR file is deployed
into WebSphere Portal in a later section.

12.3.2 Configuring the request consumer in SmallCo Web service
The Web service request consumer in the SmallWSTooWeb application needs to
be configured to consume a Username token:

1. Launch Rational Application Developer and navigate to SmallWSTooWeb
project. Double-click webservices.xml to open the deployment descriptor
(Figure 12-17).
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Figure 12-17 Project SmallWSTooWeb
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2. Navigate to the Extensions tab, expand Request Consumer Service
Configuration Details —» Required Security Token. It is initially empty

(Figure 12-18).

& ¥Web Services Editor X

Web Services Security Extensions (J2EE version: 1.4)

Editor for Web Services security extensions (ibm-webservices-ext.xmi)
R tC Service € Details

Web Service Extension
Request Consumer service of the selected server service

Web Service Dascription Extension
configurations.
Web service description extensions.
s e
Required Confidentiality
Required Security Token

Add Remove

Port Component Binding
Port component bindings of the selected Web service description

extension.
. YN
] ]
Caller Part
Add Timestamp
Proparty
Add | Edit | Remove
Server Service Configuration p Service C a Details

Web Services | Port Compth' Handlers Extensioni] Bindmgs‘ Binding Configurations
Figure 12-18 Add required security token
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3. Click Add to add a new security token requirement. In the Required Security
Token pop-up window (Figure 12-19):

— Enter UT as the name for this entry.
— Select Username Token from the Token type pull-down list.

Leave all other entries unchanged. Click OK to complete this action.

Name: |UT
Token type: |Username Token -

URL: |

Local name: “‘uttp:Hdocs.0asis-open.org,n’ws5f2004;’01;'oasi5-20U401-w‘ss-username-toker

Usage type: |Required -

OKr_\ | Cancel |

Figure 12-19 Required security token
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4. Expand the Server Service Configuration section and enter
urn:small:Smal1WSToo in the Actor URI field (Figure 12-20). This must match

the value chosen when configuring the Web service client (Figure 12-14 on
page 349).

& Web Services Editor X =04
Web Services Security Extensions (J2EE version: 1.4) =
Editor for Web Services security extensions (ibm-websenvices-extmi).
Web Service Extension Request Consumer Service Configuration Details
Web Service Description Extension Sarvice C i ion Details
Web service description extensions.
Add Remove
Port Component Binding
Port component bindings of the selected Web service description
extension
Add | Edit ‘ Remove
Server Sarvice Configuration
Enter the actor URI in absolute format for the server service
configuration of the selected port cnmpnne%binding
Do not use relative URI format. The relative URI format is not
supported.
Actor URI: | urn:small:5mallWsToo) |
=]
Web Services  Port Components  Handlers | Extensions | Bindings | Binding Configurations

Figure 12-20 Adding the actor URI in the service configuration

5. Expand the Caller part section within the same Request Consumer Service
Configuration Details section and click Add.

Inside the Caller part pop-up window, enter UT in the Name field and select
Username Token from the Token Type pull-down list.
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6. Check the Use IDAssertion check box, and leave the Trust method name as

None (Figure 12-21). This tells WebSphere Application Server to trust the
data in the Username token and not validate it. Click OK.

)—Qm

Mame: |UT

Integrity or confidentiality part: j
Token type: Usemarme Token ~|
URI: |

Local name:

|http:,n';'doc5.u:ua5i5-0pen.orgfwss,n'zond,.'tll,-'oasis-ZO0401--
[« UselDAssertion

Trust method name: Maone -
Integrity or confidentiality part: -

URI: |

Local name: |

Trust method property:

Mame: |Va|ue:
Add ‘ |
Property:
MName: Value:
Add ‘ |

D% | Cancel

Figure 12-21 Caller part
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7. In order to specify the actual classes that implement the token consumption, a
binding configuration needs to be defined. Navigate to the Binding

Configuration tab, expand Request Consumer Binding Configuration

Details — Token consumer. There should be no token consumer defined

initially (Figure 12-22).

# *Web Services Editor X =0
Web Services Binding Configurations {J2EE version: 1.4}
Editor for Web Services binding configurations (ibm-websenvices-bnd.xmi).
Port Component Binding binding. [+]
Port component bindings of the selected Web service description Trust Anchor
binding.
Certificate Store List
Web service description binding: | SmallWsToo j| Tokan CopzumsT
Token consumer.
Add | Edit ‘ Remave ‘ ‘
Kay Locators
Kay Information
Signing Information
Encryption Information
Property
Response Generator Binding Configuration Details
Parameters —
il
Web Services Port Components | Handlers | Extensions | Bindings | Binding Configurations
Figure 12-22 Token consumer configuration
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8. Click Add. Select or enter the following field values in Table 12-4 in the Token
Consumer pop-up window. Do not change any other fields (Figure 12-23 on
page 359). Click OK.

Table 12-4 Configuration data for token consumer

Name Value

Token consumer name uT

Token consumer class com.ibm.wsspi.wssecurity.token.IDAssertionUsername TokenConsumer
Security token uT

Use value type <checked>

Value type Username Token

Use jaas config <checked>

jaas.config name system.wssecurity.IDAssertionUsernameToken
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© Token Consumer
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Figure 12-23 Token consumer configuration
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9. Save the SmallWSTooWeb project and export the application as an EAR file
to complete the configuration changes.

12.4 Deploying the LargeCo and SmallCo applications

Now it is time to prepare the infrastructure and deploy the LargeWESBPortlet
and the SmallWSTooWeb application.

12.4.1 Infrastructure configuration

In LargeCo, we assume that the following configuration for WebSphere
Application Server, which hosts WebSphere Portal, has already been completed:

» Administrative and application security has been configured. In the ITSO lab
environment, a Tivoli Directory Server instance is shared with Access
Manager for e-business and Federated Identity Manager for this purpose.

» Prerequisite steps for using the Web Services Security Management
component of Federated Identity Manager have been completed, following
the instructions in the Web Services Security Management Guide in the
Federated Identity Manager product documentation set:

— The ITFIM WSSM variable was created.
— The ITFIM WSSM shared library definition was created.

» The class loader for the WebSphere Application Server instance to be used
by the LargeCo Portal has been configured to use the ITFIM WSSM shared
library definition.

» Sample user accounts have been created in both Access Manager for
e-business and Tivoli Directory Server, including the mail attribute, which is
required.

In SmallCo, the WebSphere Application Server, which hosts the
SmallWSTooWeb application, does not have any integration with Access
Manager for e-business, Federated Identity Manager, and Tivoli Directory Server
configured. It is a stand-alone Web services application.

12.4.2 Deploy LargeWESBPortlet

To deploy LargeWESBPortlet:

1. Log on to LargeCo’s WebSphere Portal as a portal administrator and
navigate to the Administration menu (Figure 12-24 on page 361).
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Figure 12-24 WebSphere Portal administration

2. Navigate to Portlet Management and click Web Modules, from the Manage
Web Modules menu. Install or update the LargeWESBPortlet.war with the file
saved at the end of 12.3.1, “Configuring request generator in LargeCo portlet”
on page 347 (Figure 12-25 on page 362).
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Figure 12-25 Install/update LargeWESBPortlet

12.4.3 Deploy SmallWSTooWeb application
Deploy the SmallWSTooWeb application to WebSphere Application Server.

In this example, there are no other security constraints defined for SmallCo.
During deployment, accept all of the default values.

12.5 Configure Federated Identity Manager trust chains

In this section, two Federated Identity Manager trust chains need to be set up:
» Identity mediation in the LargeCo portlet
» |dentity mediation in the Enterprise Service Bus

The Federated Identity Manager console is used to define both trust chains.
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12.5.1 Identity mediation for LargeCo portlet

In the LargeCo Portal, the Federated Identity Manager WSSM Token Generator
is used to inject a signed SAML 2.0 assertion into outbound Web service
requests to LargeCo WebSphere ESB. A Lightweight Directory Access Protocol
(LDAP) mapping module is also used to map the SAML 1.1 user name to its
corresponding e-mail address, and this e-mail address is used as the user name
in the resultant SAML 2.0 assertion. The configuration of the corresponding trust
chain in the Federated Identity Manager instance at LargeCo Portal is described
in this section.

Note: The LDAP mapping module used in this example is not part of the
current Federated Identity Manager 6.1.1 distribution; it has been supplied
with this IBM Redbooks deliverable. For details about how to deploy the
Default LDAP attribute mapping module into Federated Identity Manager,
refer to 9.9.3, “Deploy LDAP mapping module” on page 278.

The steps to configure the LargeWESBPortletoutbound trust chain in the
Federated Identity Manager instance at LargeCo Portal are:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.

2. Navigate to the Configure Trust Service — Trust Service Chains menu.

3. Create a new trust service chain with the following properties in Table 12-5.

Table 12-5 Properties for trust chain LargeWESBPortletoutbound

Property Value
Chain name LargeWESBPortletoutbound
AppliesTo Address REGEXP:(.*/SmallWSToo_MedModuleWeb/sca/SmallWSLTPA)

Issuer Address

urn:itfim:wssm:tokengenerator

Request Type

Validate
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This trust chain is shown in Figure 12-26. The value for the AppliesTo
Address is a regular expression representing the URL of the mediation on the
WebSphere ESB. The Issuer Address indicates that this request to the trust
service is generated by the Federated Identity Manager WSSM token
generator.
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Summary
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Service Name

Port Type

Issuer
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Figure 12-26 Trust chain properties
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4. Three trust service modules are used in this trust chain to perform validation,
mapping, and SAML assertion issuance.

Be sure to match the module instance types and the modes with those shown
in Figure 12-27.

Chain Assembly

Module Instance

Construck a chain by selecting an instance and a rode and use the Add button to add the instance to the chain table, Continue
until the chain table containz all required instances and then click Mext

Mode

|Default SAML 1.1 Token

Iua\idate vl

| Add Selected Module Instance to Chain |

Trust Service Chain

=l

| Delete || Reorder |
Select | order | Module Instance Name Madule Instance Type | Mode
@ Default SAML 1.1 Token SAML115T5Module validate
Default LDAP Attribute Mapping Module LDAPSTSMadule rmap
O Default SAML 2.0 Taken SAMLZOSTSMadule issue

| Total: 3 Selected: O

< oec I o ) conc]

Figure 12-27 Module chain

Chapter 12. Technical implementation

365



5. When configuring the trust chain properties for the Default SAML 1.1 Token
module, ensure that both the Enable one-time assertion use enforcement
and the Enable Signature Validation check boxes are unchecked
(Figure 12-28), because the Federated Identity Manager WSSM Token
Generator does not sign the SAML 1.1 assertion that it sends to Federated
Identity Manager.

Trust Service Chain ¥

Security Assertion Markup Language (5 AML) Module Configuration

Enter the required values to configure the SAML Module

™ Enable one-time assertion use enforcament
™ Enable Signature Validation
Select Yalidation Key

Keystare
IIargeKeystore vl

Keystore Passward

List keys
el F | @ | Selact Action --- 2] |an
Select “JA\ias B [ A] Days until &, ~ | Subject DN ~
Total: 0 Filkered: 0 Displayed: 0 Selected: 0
< Back W Finish | cancel

Figure 12-28 SAML 1.1 validation configuration

6. When configuring the trust chain properties for the Default LDAP attribute
mapping module, the following parameters in Table 12-6 on page 367 need
to be supplied.
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Table 12-6 LDAP attribute mapping module parameters

Parameter Value

LDAP Host www.large.com
LDAP Port 389

LDAP Bind User cn=root

LDAP Bind Password

*kkkkkkk

(use your cn=root password)

LDAP Base DN

dc=ibm,dc=com

LDAP Search Attribute

uid

LDAP Mapping Attribute

mail

This module is configured to search the LDAP tree under the Base Distinguished
Name (DN) to find an entry with attribute uid that matches the user name from

the SAML 1.1 assertion. The mail attribute from the LDAP entry is then used to
build the SAML 2.0 assertion in the next module.
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7. When configuring the trust chain properties for the SAML 2.0 token module
(Figure 12-29), follow these steps:

a. Use urn:large:wp:tokengenerator as The name of the organization
issuing these SAML assertions.

b. Enter * in the Include the following attribute types (an asterisk
character (*) means include all types).

c. Uncheck the Sign SAML Assertions check box.

Security Assertion Markup Language (5AML) Module Configuration
Enter the required values to configure the SAML Madule

The name of the organization issuing the assertions

[urn:large wp tokengeneratar |

#Amount of time befare the izsue date that an assertion is considered valid (seconds)
|eo

#Arnount of tirne the assertion is valid after being issued (s2conds)
leo

Include the fallowing attribute types (3 " means indude all typas)
* -

=

™ sign SAML Assertions
Select Key for Signing Assertions

Keystore
IIargeKeystore vl
Keystore Password

List Keys [%

pr—
Figure 12-29 SAML 2.0 token module
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8. After verifying the summary of the trust module chain (Figure 12-30), save it.
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Itern 1 Chain Lookup

gure Module Chain

Request Type

Request Type: http://schemas.xmlsoap.org/ws/2005/02/trust/Validate
urmnmary

AppliesTo

Address: REGEXP:(.*/SmallW5Too_MedModuleWeb/sca/SmallWSLTRA)
Service Name: :
Port Type: : %

Issuer

Address: urn:itfim:wssm:tokengenerator
Service Name: :
Port Type: :

Token Type

Token Type

Chain Structure

Order JMcduIeInstance Name JModuIeInstanceType JMcde
1 Default SAML 1.1 Token SAML115TSModule validate
2 Default LDAP Attribute Mapping Module LDAPSTSModule map
3 Default SAML 2.0 Token SAMLZOSTSModule issue

‘ Total: 3

< Back mns?| Cancel |

Figure 12-30 Trust chain summary

Do not restart WebSphere Application Server at this time.

12.5.2 Identity mediation for LargeCo ESB

The token exchange mediation primitive inside the mediation module

SmallWSMed_Module passes a SAML 2.0 assertion to the Federated Identity
Manager STS and expects to receive a Username token. The configuration of
the corresponding trust chain in the Federated Identity Manager instance at

LargeCo Portal is described in this section.
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The steps to configure the WebSphere ESB - LargeWESBPortlet to
SmallWSToo trust chain are:

1. Log on to the Integrated Solutions Console, which hosts the Federated
Identity Manager Console.

2. Navigate to the Configure Trust Service — Trust Service Chains menu.
3. Create a new trust service chain with the properties shown in Table 12-7.

Table 12-7 Properties for trust chain WebSphere ESB-LargeWESBPortlet to SmallWWSToo

Property Value

Chain name WebSphere ESB - LargeWESBPortlet to SmallWSToo

Request Type Validate

AppliesTo Address http://www.small.com/SmallWSTooWeb/services/SmallWSLTPA
Issuer Address urn:large:wp:LargeWESBPortlet

Note that the Issuer address urn:Tlarge:wp:largeWESBPortlet matches the
issuer address defined in the Token Exchange Mediation Primitive attributes in
Table 12-1 on page 344. This is how Federated Identity Manager finds the
correct trust chain to process these WS-Trust requests. The trust chain
configuration is shown in Figure 12-31 on page 371.
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Figure 12-31 Trust chain LargeWESBPortlet to SmallWSToo

There are two modules in this trust chain for validation and issuance

(Figure 12-32 on page 372). No mapping is required. The user name passed
inside the SAML 2.0 assertion is the user e-mail address, which is assumed to

be unique across LargeCo and SmallCo. This trust chain passes the e-mail

address as user name in the Username Token to the SmallWSToo application.
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Chain Assembly

Construct 3 chain by selecting an instance and a2 mode and use the Add button to add the instance to the chain table,
Continue until the chain table contains all required instances and then click Mext

FETCONZ33W
1 The module chain you have assembled does not meet the recommended Trust Service
_* . module chain structure, It is recornmended that either one of the following 2 conditions be
met: 1. The chain consists of only one module and the mode on that module is either
Issue or Yalidate, 2. The chain cansists of rodules matching the fallowing rmode
sequence: Validate-Map-...-MapN-Iszue

Module Instance
IDeFauIt Usernarme Token |

Mode

I issue -

| Add Selected Module Instance to Chain

Trust Service Chain

/l Delete || Reorder |

select | order | Madule Instance Name Module Instance Type Mode
C Default SAML 2.0 Token SAMLZOSTSModule validate
= Default Username Taken UzernameTokenSTSModule iszue
| | Total: 2 Selected: 0
< Back || Next > || Finish || ¢ancel |

Figure 12-32 Trust module chain

4. Note that a warning about not having an identity mapping module in the trust
chain will be displayed. Acknowledge the warning at this time and continue.
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5. When configuring the Default SAML 2.0 Token module, uncheck the Enable
Signature Validation check box (Figure 12-33).

Security Assertion Markup Language (§AML) Module Configuration

Enter the required values to configure the SAML Maodule

[V Enable one-time assertion use enforcernent

I_ nable Signature Validation
selurt Validation Ke

Keystore

IIargeKeystore vl

Keystore Password

List Keys

AR NN = | [~ select Action - = N
Select '\J Alias '\] Key Type A I Days until e... "J Subject DN -~

| | Total: 0 Filtered: 0 Displayed: 0 Selected: O

Select a Decryption Key

Keystore
IIargeKeystore vl

Kaystore Password

—— -
el 2 g @ | [select Action - v 6o

Select '\J Alias '\] Key Type | Days until e, "J Subject DN '\J

| Total: O Filtered: 0 Displayed: 0 Selected: 0

= Back H Mext = || Finish || Cancel

Figure 12-33 Default SAML 2.0 Token module

Accept default values for all other fields.
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Figure 12-34 shows a summary of the trust chain defined in this section.

Summary

Chain Identification

Chain Marme: WESE - LargeWESBPaortlet to SmallWwsToo
Description: WS Trust Chain - LargeWESEPortlet to SmallWsToo

Chain Lookup

Request Type

Request Type: http:/fschemas. xmlsoap. orgfws/ 2005/ 02/ trusti\alidste

AppliesTo

Address: httpiffwew.small.comy/Smallw STooWeb/ services/SmallwSLTPA
Service Mame:
Port Type: :

Issuar

Address: urnilarge:wpiLargeWESBRartlet
Service Marme:
Port Type: @

Token Type

Token Typa:

Chain $tucture

order | Module Instance Marme | Module Instance Type Made |
1 Default SAML 2.0 Token SAMLZOSTSModule validate
2 Default Usernarme Token UsermnameTokenSTSMadule issus

| Total: 2

| <Back || Mawt> |W| cancal |

Figure 12-34 Summary of Trust Chain

6. After saving the trust module chain, the WebSphere Application Server
instance running the Federated Identity Manager Runtime must be restarted
for these changes to take effect.

This concludes the necessary configuration and we can run our tests.

12.6 Testing the solution

After creating some test accounts, we will access the new service via the portal.
After we have accessed the new service via the portal, we examine several
request details and traces of the various involved systems.
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12.6.1 Creating test accounts

Some test accounts need to be created in LargeCo systems. Because LargeCo
uses Access Manager WebSEAL to protect its portal, Access Manager user
accounts can be created for testing purposes (Example 12-1).

Example 12-1 Creating a test user

pdadmin sec_master> user show ned

Login ID: ned

LDAP DN: uid=ned,cn=users,dc=ibm,dc=com
LDAP CN: Ned Kelly

LDAP SN: Kelly

Description:

Is SecUser: Yes

Is GSO user: No

Account valid: Yes

Password valid: Yes

The LDAP attribute mapping module is used to map a user ID to an e-mail
address. The test accounts must have the mail attribute defined in the LDAP
directory. This can be done by using LDAP tool 1dapmodify (Example 12-2).

Example 12-2 Add LDAP attribute mail to user entry uid=ned

# idsldapmodify -D cn=root -w ?
Enter password ==> ******

dn: uid=ned,cn=users,dc=ibm,dc=com
changetype: modify

add: mail

mail: ned@nkg.com

modifying entry uid=ned,cn=users,dc=ibm,dc=com

The resulting user entry in the LDAP directory is shown in Example 12-3.

Example 12-3 LDAP user entry for uid=ned

uid=ned,cn=users,dc=1ibm,dc=com
objectclass=organizationalPerson
objectclass=person
objectclass=top
objectclass=inetOrgPerson
uid=ned

userpassword=passwlrd
employeeNumber=11-11-1880
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mail=ned@nkg.com
sn=Kelly
givenName=Ned
telexNumber=ZNED
cn=Ned Kelly

Other LDAP administration tools, such as the Tivoli Directory Server Web Admin
Tool, or any other LDAP editor can be used to modify LDAP user entries as well.

12.6.2 Accessing the service via the portal

Open a Web browser and access the LargeCo Portal server. The URL in the
ITSO environment is:

https://www.large.com/wps/myportal

Authenticate as the user ned, created in the previous section. Navigate to Lab
Home or the portal page where LargeWESBPortlet is deployed. Click the URL
link representing the portlet. After a while, a message from the SmallCo
application is displayed (Figure 12-35).

mome = Lab Horne > Web Services (via WESB) = &+ ? LogCut =
Welcome | Getting Started d Lab Home

Web Services (Direct)

- LargeWESEPortlet
Web Services (via VWWhB)

Database Access (using JOBC) Sma“ Co_
ElS Access (using JCA)

User ned@nkg.com running a Web Service
(accessed via WESB) @ apps.small.com

fat Home (?'Administration Documents [ Messaging () Site Map

Figure 12-35 LargeWESBPortlet test result

The user’s e-mail address instead of the short user name appears in the result
window. More detail about what is happening in the background can be learned
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by examining the Federated Identity Manager logs and WebSphere ESB
message logs. This is described in the next two sections.

12.6.3 Federated Identity Manager Security Token Service interaction

Let us take a closer look at the the different Federated Identity Manager
interaction messages.

Enable Federated Identity Manager trace

Log on to the WebSphere Application Server administration console. Expand the
Troubleshooting section and choose the server instance that hosts the
Federated Identity Manager runtime (server1 in this example). Expand Logging
and Tracing (Figure 12-36).

Logging and Tracing 44 B WE

Logging and Tracing = serverl

Use thiz page to select a systern log to configure, or to zpecify a log detail
lewel for cormponents and groups of components, Use log levels to control
which events are processed by Java logging.

General Propertes

Ciagnostic %ace
WM Logs

Process Logs

IBM Service Logs

Change Log Detail Levels

Figure 12-36 Federated Identity Manager trace

Select Diagnostic Trace and change the log detail levels for runtime traces to
turn on all messages and traces for com.tivoli.am.fim sub-tree (Figure 12-37 on
page 378).
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Change Log Detail Levels

Components

*=info: com tivoliam fim*=all

Groups

d- com.ibm.WebSphereSecuritylmpl® 3
A~ com.ibm.cars*
- com.ibm.debug*
4~ com.ibm.ejs*
A~ com.ibm.etools *
4~ com.ibm.events.*
A~ com.ibm.io®*
A~ com.bmi.isclite*
A com.ibm.iscportal *
4~ com.ibm.portal *
A com.ibm.sec#
A~ com.ibm.uddi*
A~ com.ibm.websphere *
A~ comiibrmowkplc *
A com.ibrnws*
- com.ibm.wsspi*
A comuibrnoml*
El 4~ comtivoliam*
2% com.tivoliam.fim*
4l javax.management®
4~ javax.managementremote *
4 org.apache.commons * —
A~ org.apache.struts*
A sun.rmi*

’Tpply] @ | Resa I_Cancerl

1

Figure 12-37 Enable Federated Identity Manager trace

Now, rerun the test and look for the trace file under the log directory for server1
on the WebSphere Application Server. One sample trace file,
trace.07.08.16.10g, that was captured during the test is supplied with this IBM
Redbooks deliverable (see Appendix D, “Additional material’ on page 461).

Request from LargeCo WSSM Token Generator

The request from the LargeWESBPortlet to Federated Identity Manager carries
an unsigned SAML 1.1 security token, generated by the WSSM Token Generator
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from the currently authenticated subject in WebSphere Application Server. In this
trace, shown in Example 12-4, user ned was used to log in.

Example 12-4 WS-Trust request from WSSM Token Generator to STS

<wst:RequestSecurityToken
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
http://schemas.xmlsoap.org/ws/2005/02/trust/Validate
</wst:RequestType>
<wst:Issuer
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wsa:Address
xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
urn:itfim:wssm:tokengenerator
</wsa:Address>
</wst:Issuer>
<wsp:AppliesTo
xmins:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference
xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>
http://www.small.com:9084/Smal1WSToo MedModuleWeb/sca/SmalTWSLTPA
</wsa:Address>
<wsa:PortType>SmallWSToo</wsa:PortType>
<itfim:0OperationName
xmins:itfim="urn:ibm:names:ITFIM">whoAmI
</itfim:0perationName>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wst:Base
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<saml:Assertion
AssertionID="uuid6fa02792-0114-ed0d-70ba-c322fdc23676"
Issuelnstant="2007-08-16T17:02:20Z"
Issuer="urn:itfim:wssm:callbackhandler:jaas"
MajorVersion="1" MinorVersion="1"
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:Conditions NotBefore="2007-08-16T16:02:20Z"
NotOnOrAfter="2007-08-16T18:02:202" />
<saml:AuthenticationStatement AuthenticationInstant="2007-08-16T17:02:20Z2"
AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:unspecified">
<saml :Subject>
<saml :NameIdentifier>ned</saml:NameIdentifier>
</saml:Subject>
</saml:AuthenticationStatement>
<saml:AttributeStatement>
<saml : Subject>
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<saml :NameIdentifier>ned</saml:NameIdentifier>
</saml:Subject>
<saml:Attribute
AttributeName="com.ibm.ws.security.auth.WSCredentialImpl"
AttributeNamespace="urn:itfim:wssm:callbackhandler:jaas:credential:public">
<saml:AttributeValue>
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallImp
1@3102125d]
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute
AttributeName="com.ibm.ws.security.auth.WSCredentialImpl"
AttributeNamespace="urn:itfim:wssm:callbackhandler:jaas:credential:private">
<saml:AttributeValue>
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallmp
1@3102125d]
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</wst:Base>
</wst:RequestSecurityToken>

The LDAP mapping module writes a log message to describe the mapping it has
performed (Example 12-5).

Example 12-5 Mapping information

[8/16/07 11:02:26:174 MDT] 0000003e ESMIdMapModul 3
com.tivoli.am.fim.trustserver.modules.mapping.ESMIdMapModule
doMapping (STSRequest, STSResponse) Mapping ned to ned@nkg.com

Response to LargeCo Portal

The response from Federated Identity Manager carries a signed SAML 2.0
security token with the e-mail address as user name, which is shown in
Example 12-6.

Example 12-6 Response from STS to WSSM Token Generator

<wst:RequestSecurityTokenResponse wsu:Id="uuid6fa046da-0114-10b8-blcc-e8f383b02e8a"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-util

ity-1.0.xsd">
<wst:RequestedSecurityToken>

380  Understanding SOA Security Design and Implementation



<saml :Assertion ID="Assertion-uuid6fa0416a-0114-1827-b226-e8f383b02e8a"
Issuelnstant="2007-08-16T17:02:27Z" Version="2.0"
xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">
<saml:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
urn:large:wp:tokengenerator
</saml:Issuer>
<saml:Subject>
<saml :NameID
Format="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
ned@nkg.com
</saml :NameID>
</saml:Subject>
<saml:Conditions NotBefore="2007-08-16T17:01:27Z"
NotOnOrAfter="2007-08-16T17:03:272">
<saml :AudienceRestriction>
<saml :Audience>
http://www.small.com:9084/Smal1WSToo_MedModuleWeb/sca/SmalTWSLTPA
</saml :Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml :AuthnStatement AuthnInstant="2007-08-16T17:02:272">
<saml :AuthnContext>
<saml :AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:Password
</saml:AuthnContextClassRef>
</saml:AuthnContext>
</saml:AuthnStatement>
<saml :AttributeStatement>
<saml:Attribute Name="com.ibm.ws.security.auth.WSCredentialImpl"
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:private">
<saml:AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallmp
103102125d]
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="MinorVersion"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
1
</saml:AttributeValue>
</saml:Attribute>
<saml :Attribute Name="MajorVersion"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"

Chapter 12. Technical implementation 381



xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
1
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="AssertionID"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
uuid6fa02792-0114-ed0d-70ba-c322fdc23676
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="com.ibm.ws.security.auth.WSCredentialImpl"
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:public">
<saml:AttributeValue xsi:type="xs:string"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallmp
1@3102125d]
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="AuthenticationInstant"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml :AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
2007-08-16T17:02:20Z
</saml:AttributeValue>
</saml:Attribute>
<saml:Attribute Name="Issuer"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml:AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
urn:itfim:wssm:callbackhandler:jaas
</saml:AttributeValue>
</saml :Attribute>
<saml:Attribute Name="IssueInstant"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<saml :AttributeValue xsi:type="xs:string"
xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
2007-08-16T17:02:20Z
</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
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xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wss:SecurityTokenReference>
<wss:KeyIdentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
Assertion-uuid6fa0416a-0114-1827-b226-e8f383b02e8a
</wss:KeyIdentifier>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:Status>
<wst:Code>
http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid
</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>

Request from the Token Exchange Mediation Primitive
The request from the Token Exchange Mediation Primitive to the STS contains a
SAML 2.0 assertion (Example 12-7).

Example 12-7 WS-Trust request to STS from token exchange mediation primitive

<wst:RequestSecurityToken xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wst:RequestType>
http://schemas.xmlsoap.org/ws/2005/02/trust/Validate
</wst:RequestType>
<wsp:AppliesTo xmIns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy">
<wsa:EndpointReference
xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
<wsa:Address>
http://www.small.com/SmallWSToolWeb/services/Smal1WSLTPA
</wsa:Address>
</wsa:EndpointReference>
</wsp:AppliesTo>
<wsa:Issuer xmins:wsa="http://schemas.xmlsoap.org/ws/2005/02/trust">
<wsa:Address xmins:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing">
urn:large:wp:LargeWESBPortlet
</wsa:Address>
</wsa:Issuer>
<wst:Base>
<assertion:Assertion ID="Assertion-uuid6fa0416a-0114-1827-b226-e8f383b02e8a"
Issuelnstant="2007-08-16T17:02:27.0Z" Version="2.0"
xmlns:assertion="urn:oasis:names:tc:SAML:2.0:assertion">
<assertion:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">
urn:large:wp:tokengenerator
</assertion:Issuer>
<assertion:Subject>
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<assertion:NamelD
Format="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
ned@nkg.com
</assertion:NameID>
</assertion:Subject>
<assertion:Conditions NotBefore="2007-08-16T17:01:27.0Z"
NotOnOrAfter="2007-08-16T17:03:27.02">
<assertion:AudienceRestriction>
<assertion:Audience>
http://www.small.com:9084/Smal1WSToo MedModuleWeb/sca/SmalTWSLTPA
</assertion:Audience>
</assertion:AudienceRestriction>
</assertion:Conditions>
<assertion:AuthnStatement AuthnInstant="2007-08-16T17:02:27.0Z">
<assertion:AuthnContext>
<assertion:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes:Password
</assertion:AuthnContextClassRef>
</assertion:AuthnContext>
</assertion:AuthnStatement>
<assertion:AttributeStatement>
<assertion:Attribute Name="com.ibm.ws.security.auth.WSCredentialImpl"
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:private">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallmp
1@3102125d]
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="MinorVersion"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
1
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="MajorVersion"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
1
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="AssertionID"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
uuid6fa02792-0114-ed0d-70ba-c322fdc23676
</assertion:AttributeValue>
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</assertion:Attribute>
<assertion:Attribute Name="com.ibm.ws.security.auth.WSCredentialImpl"
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:public">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.auth.distWSCredentiallmp
1@3102125d]
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="AuthenticationInstant"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
2007-08-16T17:02:20Z
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="Issuer"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
urn:itfim:wssm:callbackhandler:jaas
</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="IssueInstant"
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion">
<assertion:AttributeValue xsi:type="xsd:string"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
2007-08-16T17:02:20Z
</assertion:AttributeValue>
</assertion:Attribute>
</assertion:AttributeStatement>
</assertion:Assertion>
</wst:Base>
</wst:RequestSecurityToken>

Response to the Token Exchange Mediation Primitive

The response to the Token Exchange Mediation Primitive from the STS contains
a Username token with the user’s e-mail address as user name, which is shown
in Example 12-8.

Example 12-8 WS-Trust response to token mediation primitive from STS

<wst:RequestSecurityTokenResponse wsu:Id="uuid6fa0ac76-0114-12f3-a9ef-e8f383b02e8a"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:wst="http://schemas.xmlsoap.org/ws/2005/02/trust"
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xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-util
ity-1.0.xsd">
<wst:RequestedSecurityToken>
<wss:UsernameToken wsu:Id="username6falac59-0114-1816-a358-e8f383b02e8a"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurit
y-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurit
y-utility-1.0.xsd">
<wss:Username>ned@nkg.com</wss:Username>
<wss:Nonce
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0
#Base64Binary">
FFFQ1RKUpMV9ECCcmzm/oPQ==
</wss:Nonce>
<wsu:Created>2007-08-16T17:02:54Z</wsu:Created>
</wss:UsernameToken>
</wst:RequestedSecurityToken>
<wst:RequestedAttachedReference
xmlns:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-s
ecext-1.0.xsd">
<wss:SecurityTokenReference>
<wss:Reference URI="#username6falac59-0114-1816-a358-e8f383b02e8a"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-profile-1.0#U
sernameToken"
xmins:wss="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
/>
</wss:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:Status>
<wst:Code>http://schemas.xmlsoap.org/ws/2005/02/trust/status/valid</wst:Code>
</wst:Status>
</wst:RequestSecurityTokenResponse>

In this example, the SAML assertions are not signed, so there is no signature
information inside the security tokens.

12.6.4 Examine WebSphere ESB message logs

Other than the Federated Identity Manager trace log, the WebSphere ESB
mediation message logger can also provide insight into the messages before
and after being processed by the Token Exchange Mediation Primitive.
Remember that three message logger primitives were defined inside the
mediation module in the example:

» LogBefore
» LogAfter
» LogError
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WebSphere ESB logs are written into the Cloudspace database that is shipped
with WebSphere Application Server. To view the logs, first stop the WebSphere
ESB server to avoid corrupting the Cloudspace database. Use the cview utility to
view the logs inside the database. The database is located at:
${WESB_Install_Dir}/databases/EsbLogMedDB.

Open cview, which is located at:
${WESB_Install_Dir}/cloudscape/bin/embedded/cview.sh and check the data of
the table MSGLOG (Figure 12-38).

l—"'"A""’"—HH*
File Edit Yiew Help
5] system 1 = x
@ ?E]IDptleMIWBBIDI’DfHESIWE Action New
@ |:|Tables 5
&[] MsGLOG [(Table | Properties ['SOL | Data |
e [, views Hhwd + _Q
G*@Stored Statements
& [ Triggers 4 TIMESTAMP | [Tem Editor] |MEDIATION[% MODULENAME | MESSAGE YERSION | =
&@Jar Filas | 17 [08-15 13:24:37|6AFCOBAB-0114,LogAfter SmallWsToo_Medt <?xml wersion="1& =
@ % Aliases | 18 | 08-15% 13:26:46 6AFEOZF9-0114-LogBefore SmallwsToo_Medh <?xml wersion="1&
| 19 [08-15 13:26:46|GAFEOZF9-0114- Logafter SmallwsToo_Medt <?xml wersion="1&
| 20 [08-15 13:34:10/6B04C3E1-0114|LogEefore SmallwsToo_Medt <?xml wersion="1&
| 21 (08-15 13:34:10/6B04CEE1-0114]LogAfter SmallWsToo_Medt <7xml wersion="1&
| 22 [08-15 13:36:12|6B06A7E1-0114 LogBefore SmallWsToo_Medt <?xml wersion="1&
| 22 [08-15 13:36:12 6BOGATE1-0114 LogAfter SmallWsToo_Medt <?xml wersion="1&
| 24 [08-15 12:37:38 6BO7F216-0114/LogBefore SmallWsToo_Medt <?xml wersion="1&
| 25 [08-15 13:37:29/6B07F216-0114]LogAfter SmallWsToo_Medt <?xml wersion="1&
26 [08-15 13:38:49 6BO20D56-0114 LogBefore SmallwsToo_Medt <?xml wersion="1&
Z 08-15 12:28:45 6BOS0DS6-0114 LogAfter SrnallwsToo_Medh <7xml version="1&
| 28 08-15 18:29:37|6eC1C7059-0114 LogBefore SmallwsToo_Medh <?xml wversion="1&
|29 S0E-15 18:29:44|6C1C7059-0114 Logafier SmallwsToo_Medh <?xml wversion="1&
ﬂ-OS—lS 19:06:32|6C351229-0114 LogBefore SmallwsToo_MedH on="
3308—15 19:06:22 |6C3512259-0114 LogaAfter SmallwsToo_Medh <?xml wversion="1&
L 4] e
ok ok || cancel || Hep |
[31 rowes lnaded.

Figure 12-38

Message logger data view

Select a message and click the Text Editor icon to view the message content

with a text editor. Figure 12-39 on page 388 is an example of a LogBefore

message shown in an editor window.
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< 7xml wersion="1.0" encoding="UTF-8"7> -
<ServiceM essageObject: smao xmins: xsi="http: f fwewve w2 orgf 2001 M5 chema-instance” xmins:ServiceMessageObject ="http: f fwawe ibm. com fue
<contextf s
<headers:
<5MOHeader >
<MessagelUID>6C351229-0114-4000-E000-2 158C0AS00CE < /MessageUUID =
<Wersion >

<Wersion> &< Version >
<Felease> (< fRelease>
<Muodification > 2 < /Modification >
< version >
<MessageType »Request< fMessageType >
< faMOHeader >
<504APHeader
<namespace>http: ffdocs. oasis-open. org fwss 200401 foasis-2 0040 L-wss-wssacurity-sacext-1.0 xsd < fnameSpace >
<hname>Security< fname >
<value xsitype="_0:SecuritHeaderType" envelope: actor="urn:small:5malWSToo" envelope:mustUnderstand ="true" >
<assertion Assertion ID="Assertion-ulidec34ee97-0114-1084-9f69-dbd3c3 14830 |ssuelnstant="2007-08-16T0L:06: 2 1. 02" Versioh=
<assertion:lssuer Format="urn:oasis:names:tc5ap L2 0 nameid-format:entitn® > urn:largeswp tokengenerator < fassertion:|ssuer >
<assertionsubject>
<assertion:MamelD Format="http://docs.oasis-open.orgfwss [2004 /01 /0asis-20040 1-wss-wssecurity-secext- 1.0 xsd" > ned@nkg. com <
< fassertion:Subject >
<assertion:Conditions MotBefore="2007-08-16T0L1:05:21. 02" NotOnOrafter="2007-08-16TOL.07:2 1. 02"
<assertion: AudienceRestriction
<assertion:Audience =http: f fwonee smmall. com: 2084 /SmallwSToo _MedModuleWeb fsca/SmallWSLT PA< fassertion: Audience >
< fassertion AudienceRestriction >
< fassertion: Conditions >
<assertion Authnatatement Authninstant="2007-08-16T01:06:21.02"=
<assertion: AuthnContext >
<assertion AuthnContextClassRef »urnoasis:names:tosaM L 2 Orac:classes Password < fassertion: AuthnCantextClassRef =
< fassertionAuthnContext >
< fassertion Authnstatement =
<assertion Aftributestatement >
<assertion: Artribute Mame="com.ibm.ws . security. auth. WECredentiallmpl” MameFormat="urn:itfim:wssm:callbackhandler:jaas: credential: pri
<assertion Artributey alue xsiitype="xsd:string" > com.ibm.ws. security. auth. WSCredentiallmpl@2 £55 3149 com.ibim. ws. security. auth. disting|
< fassertion; Artribute >
<assertion: Attribute Mame="Minorversion" MameFormat ="urn:oasis:names:tcsarl 1. 0assertion” >
<assertion: AttributeV alue xsitvpe="xsd:string"> 1 < fassertion: Attributeyalue >
< fassertion: Attribute >
<assertion: Attribute Mame="Majorersion" MameFormat="urn:oasis:names:tc:SAML 1. 0:assertion” >
<assertion Artributey alue xsiitype="xsd:string" > 1< fassertion Attributeyalue =
< fassertion: Attribute >
<asserion Attribute Name="Assertion|D" MameFormat="urn:oasis:names:tc:sAML 1.0 assertion” >
<assertion Artributey alue xsiitype="xsd:string" > ulidéc24eal8-0114-ff¥0-3219-chalefs 11899 < fassertion:Attributevalue >
< fassertion: Attribute
<assertion: Attribute Mame ="com.ibm.ws. security. auth. WSCredentiallmpl" MameFarmat="urn:itfim:wssm:callbackhandler: jaas. credential: pui
<assertion Attributey alue xsitvpe="xsd:string" > com.ibm.ws. security. auth. WsCredentiallmpl@2 655 2f49[com.ibm. ws. security. auth. distis|
< fassertion: Attribute >
<asserion: Aftribute Name="Authenticationinstant” MameFarmat ="urn:oasis:names:tc:5AML: 1.0 assartion” s
<assertion Attributey alue xsitype="xsd:string" > 2007 -08-16T01:06:2 1Z < fassertion: atributevalue >
< fassertion; Artribute >
<assertion: Attribute Mame="lssuer’ MameFormat="urn:oasis:names:1cSAML 1. Orassertion” >
<assertion: Attributey alue xsitvpe="xsd:string" > urn:itfim:wssm:callbackhandler: jaas < fassertion: Artributeyalue >
< fassertion: Attribute >
<assertion: Attribute Mame="lssuelnstant" NameFormat="urn:oasis:names:tc:5aML 1. Orassertion” >
<assertion Attributey alue xsittype="wsd:string" > 2007 -08-16T01:06:2 1Z < jassertion. Attributevalue >
< fassertion: Attribute >
< fassertion; AttributeStatement >
< fassertion: Assertion >
< fvalue >
< JSOAPHeader> |

4]

Figure 12-39 LogBefore message log

Example 12-9 on page 389 shows LogBefore message log content and
Example 12-10 on page 391 shows LogAfter message log content.
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Example 12-9 LogBefore message log

<?xml version="1.0" encoding="UTF-8"?>
<ServiceMessageObject:smo xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:ServiceMessageObject="http://www.ibm.com/websphere/sibx/smo/v6.0.1”
xmins: 0="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd”
xmlns:assertion="urn:oasis:names:tc:SAML:2.0:assertion”
xmlins:envelope="http://schemas.xmlsoap.org/soap/envelope/”
xmlns:too="https://apps.small.com/Smal1WSToo/” xmins:xsd="http://www.w3.0rg/2001/XMLSchema™>
<context/>
<headers>
<SMOHeader>
<MessageUUID>6FA086D3-0114-4000-E000-1D7AC0A800C8</MessageUUID>
<Version>
<Version>6</Version>
<Release>0</Release>
<Modification>2</Modification>
</Version>
<MessageType>Request</MessageType>
</SMOHeader>
<SOAPHeader>

<nameSpace>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd</n
ameSpace>
<name>Security</name>
<value xsi:type="_0:SecurityHeaderType” envelope:actor="urn:small:SmallWSToo”
envelope:mustUnderstand="true”>
<assertion:Assertion ID="Assertion-uuid6fa0416a-0114-1827-b226-e8f383b02e8a
Issuelnstant="2007-08-16T17:02:27.0Z> Version="2.0">
<assertion:Issuer
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity”>urn:large:wp:tokengenerator</assertio
n:Issuer>
<assertion:Subject>
<assertion:NamelD
Format="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd”>ned@
nkg.com</assertion:NameID>
</assertion:Subject>
<assertion:Conditions NotBefore="2007-08-16T17:01:27.0Z”
NotOnOrAfter=2007-08-16T17:03:27.0Z”>
<assertion:AudienceRestriction>

<assertion:Audience>http://www.small.com:9084/Smal1WSToo MedModuleWeb/sca/Smal1WSLTPA</assertio
n:Audience>
</assertion:AudienceRestriction>
</assertion:Conditions>
<assertion:AuthnStatement AuthnInstant="2007-08-16T17:02:27.0Z>>
<assertion:AuthnContext>
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<assertion:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</assertion:Auth
nContextClassRef>
</assertion:AuthnContext>
</assertion:AuthnStatement>
<assertion:AttributeStatement>
<assertion:Attribute Name="com.ibm.ws.security.auth.WSCredentialImp1”
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:private”>
<assertion:AttributeValue
xsi:type="xsd:string”>com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.au
th.distWSCredentialImp1@3102125d]</assertion:Attributevalue>
</assertion:Attribute>
<assertion:Attribute Name="MinorVersion®
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue xsi:type="xsd:string”>1</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="MajorVersion”
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue xsi:type="xsd:string”>1</assertion:AttributevValue>
</assertion:Attribute>
<assertion:Attribute Name="AssertionID”
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue
xsi:type="xsd:string”>uuid6fa02792-0114-ed0d-70ba-c322fdc23676</assertion:Attributevalue>
</assertion:Attribute>
<assertion:Attribute Name="com.ibm.ws.security.auth.WSCredentialImpl®
NameFormat="urn:itfim:wssm:callbackhandler:jaas:credential:public”>
<assertion:AttributeValue
xsi:type="xsd:string”>com.ibm.ws.security.auth.WSCredentialImp1@310d925d[com.ibm.ws.security.au
th.distWSCredentialImp1@3102125d]</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name=>AuthenticationInstant®
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue
xsi:type=xsd:string”>2007-08-16T17:02:20Z</assertion:Attributevalue>
</assertion:Attribute>
<assertion:Attribute Name="Issuer”
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue
xsi:type=xsd:string”>urn:itfim:wssm:callbackhandler:jaas</assertion:AttributeValue>
</assertion:Attribute>
<assertion:Attribute Name="Issuelnstant®
NameFormat="urn:oasis:names:tc:SAML:1.0:assertion”>
<assertion:AttributeValue
xsi:type=xsd:string”>2007-08-16T17:02:20Z</assertion:AttributeValue>
</assertion:Attribute>
</assertion:AttributeStatement>
</assertion:Assertion>
</value>
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</SOAPHeader>
</headers>
<body xsi:type="too:whoAmIRequest™>
<whoAmI/>
</body>
</ServiceMessageObject:smo>

Example 12-10 LogAfter message log

<?xml version="1.0" encoding="UTF-8"?>
<ServiceMessageObject:smo xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:ServiceMessageObject="http://www.ibm.com/websphere/sibx/smo/v6.0.1”
xmins: 0="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd”
xmins: 0 _1="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd”
xmins:envelope="http://schemas.xmlsoap.org/soap/envelope/”
xmins:too="https://apps.small.com/Smal1WSToo/>>
<context/>
<headers>
<SMOHeader>
<MessageUUID>6FA086D3-0114-4000-E000-1D7AC0A800C8</MessageUUID>
<Version>
<Version>6</Version>
<Release>0</Release>
<Modification>2</Modification>
</Version>
<MessageType>Request</MessageType>
</SMOHeader>
<SOAPHeader>

<nameSpace>http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd</n
ameSpace>
<name>Security</name>
<value xsi:type="_0:SecurityHeaderType” envelope:actor="urn:small:SmallWSToo”
envelope:mustUnderstand="true”>
< 0:UsernameToken 0 1:Id="username6falac59-0114-1816-a358-e8f383b02e8a”>
< 0:Username>ned@nkg.com</_0:Username>
< _0:Nonce
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0
#Base64Binary”>FFFQ1RkUpMVIECcmzm/0PQ==</_0:Nonce>
< 0_1:Created>2007-08-16T17:02:54Z</_0_1:Created>
</_0:UsernameToken>
</value>
</SOAPHeader>
</headers>
<body xsi:type="too:whoAmIRequest™>
<whoAmI/>
</body>
</ServiceMessageObject:smo>
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12.7 Summary

This concludes the implementation of accessing the SmallCo Web services
application from the LargeCo Portal through an ESB.
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Introduction to
service-oriented
architecture

This appendix introduces service-oriented architecture (SOA) from a business
and architecture perspective.

The appendix is organized into the following sections:

» “Service-oriented architecture overview” on page 394

“IBM SOA Reference Model: Challenges and drivers for SOA” on page 396
“Getting started with SOA” on page 405

“Web services and SOA” on page 408
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Service-oriented architecture overview

This section includes an overview for a service-oriented architecture (SOA).

Definition of a service-oriented architecture

Figure A-1 highlights the key terms used to describe a service-oriented
architecture.

... a service? ... service orientation?

A way of integrating your
business as linked
services and the
outcomes that they bring.

A repeatable business
task. For example,
check customer credit or
open a new account.

... a composition

... Service-oriented A
application?

architecture (SOA)?

A set of related and
integrated services that
support a business
process built on an SOA.

An IT architectural
style that supports
service orientation.

Figure A-1 Definition of key terms for a service-oriented architecture

A service is representative of a repeatable business task. Services are used to
encapsulate the functional units of an application by providing an interface that is
well defined and implementation independent. Services can be invoked
(consumed) by other services or client applications.

Service orientation defines a method of integrating business applications and
processes as linked services.

Service-oriented architecture (SOA) can mean different things to different people
depending on the person’s role and context (business, architecture,
implementation, and operational). From a business perspective, SOA defines a
set of business services composed to capture the business design that the
enterprise wants to expose internally, as well as its customers and partners.
From an architectural perspective, SOA is an architectural style that supports
service orientation. At an implementation level, SOA is fulfilled using a
standards-based infrastructure, programming model, and technologies, such as
Web services. From an operational perspective, SOA includes a set of
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agreements between service consumers and providers that specify the quality of
service, as well as report on the key business and IT metrics.

A composite application is a set of related and integrated services that support a
business process built on an SOA.

Basic components of an SOA
At the most basic level, an SOA consists of the following three components:

» Service provider
» Service consumer
» Service registry

Each component can also act as one of the two other components. For example,
if a service provider needs additional information that it can only acquire from
another service, it acts as a service consumer. Figure A-2 shows the operations
each component can perform.

- Flight Reservation
- Car Hire

- Hotel Booking

- Mortgage Lending
- Office Supplies

Service
Registry

Service
Consumer

Service
Provider

Request/Response

Application-A Application-B

- Travel Agent - Airline/Car Rental/Hotel Chain

- Retail Bank - Mortgage Specialist/Investment Banks
- Publishing House - Office Supplies Company

Figure A-2 SOA components and operations

The service provider creates a service and in some cases publishes its interface
and access information to a service registry.

Each provider must decide which services to expose, evaluate trade-offs
between security and easy availability, and determine how to price the services
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or determine how to exploit the value of the services if they are free. The provider
also has to decide in which category the service should be listed and what sort of
trading partner agreements are required to use the service.

The service registry is responsible for making the service interface and
implementation access information available to service consumers.

The implementers of a service registry must consider the scope with which the
registry will be implemented. For example, there are public service registries
available over the Internet to an unrestricted audience, as well as private service
registries that are only accessible to users within a company-wide intranet.

The service consumer locates (discovers) entries in the service registry and then
binds to the service provider in order to invoke the defined service.

!SBOIVIASOA Reference Model: Challenges and drivers for

In March 2006, IBM commissioned a Global CEO survey and found that 78% of
CEOs surveyed believe that integrating business and technology is fundamental
for innovation. Another key finding from this survey was that only one in ten
CEOs believes his or her organization has the ability to be very responsive to
changing market conditions.

As noted from the survey, businesses need the ability to integrate business and
technology rapidly to achieve their business objectives. Businesses also have a
strong desire to leverage the investment of existing business applications and
systems without a complete and costly rewrite. There are many schemes that
exist today to integrate systems within and between enterprises. In most cases
these solutions are proprietary, not easily adaptable, and not responsive to rapid
changes needed by the business.

There is a growing demand for an architecture and technologies that support the
connection or sharing of resources and data in a very flexible and industry-
standard manner. There is a need to further structure large applications into
building blocks that can be reused and composed into business processes.

A shift toward a service-oriented approach standardizes the interaction with
applications and business processes and allows for more flexibility in the
process. By adopting an SOA approach, existing application functionality can be
turned into reusable services that can be consumed by a new set of client
applications and users. SOA brings the flexibility that is vital to realizing
innovation and desired outcomes of business.

396  Understanding SOA Security Design and Implementation



Tip: The alignment of IT with business goals can be summarized as
collaborative business and IT decision-making that ensures that:

» [T investments are made based on business objectives.

» IT service delivery provides a business result.

» Business priorities are assessed with IT capabilities and limitations in

mind.

Business requirements and drivers for SOA
Figure A-3 highlights the common elements of a business that require flexible

integration.
. Manufac- Distri- | - Govern-
Slgft:ils;:'lys Finance Hiring bBution Retail Telecom e
AN 1 L |
’ = /.,' . . // - \
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Figure A-3 Business requirements

Here, we summarize the common business drivers that require rapid and flexible

integration of IT systems:
» Support an agile business model.

The marketplace can be very dynamic and competitive. There is a great need
to have a business model and IT architecture that can rapidly change to

support the business model and its objectives.
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» Reduce cycle time and costs.

Eliminate duplicate systems by reusing existing applications. This has the
effect of reducing the time required to integrate systems. It also reduces cost
and simplifies the skill set required to implement the solution.

When applying these concepts to external business processes, enterprises
can move from costly manual transactions to automated transactions with
suppliers.

» Simplify integration across the enterprise.

Many existing IT systems can be inhibitors to change. They are too complex
and, as a result, inflexible. Also, existing integration includes multiple
technologies and point-to-point integration, which is often inflexible. The need
to simplify integration is essential, especially considering the challenges
raised from events such as business mergers and acquisitions.

» Achieve better IT use and return on investment.

Return on investment (ROI) is a comparison of profit earned or lost for the
investment with the amount invested. The investment in IT should facilitate
the business objective and help the business achieve the targeted ROI.

Greater need for a flexible architecture

There are many possible reasons that a flexible business model is needed, such
as business transformation, business process outsourcing, mergers, and
acquisitions. SOA provides a flexible IT infrastructure and on demand operating
environment to support the initiatives of a flexible business model.

For the purposes of comparison with SOA, we highlight the integration
deficiencies of monolithic (silos) and component-based architectures. Next, we
describe the flexibility gained by using an SOA approach.

Historically, business applications were built with a monolithic purpose (silos).
While this kind of architecture can be effective, it is often very difficult to change
and integrate with other applications within the enterprise and between
enterprises (custom-coded connections are required).

For example, a monolithic business application must periodically synchronize
inventory information, as you can see in Figure A-4 on page 399. In this
approach, pricing information for each Web order is inserted differently based on
the application structure. Lastly, there is no common customer or inventory
database to be shared across the enterprise or flexibility in the business
processes.
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Sales Orders
& Supply
Chain

Figure A-4 Monolithic business application (silos)

Although component-based application architecture does define services as
units of business logic, there are some inherent problems with this approach.
The flow of control is bound into the service logic. The transformation of data
formats is also bound to the service logic. There is tight coupling between the
services, as seen in Figure A-5, thus making this application integration
architecture fragile, giving it a spaghetti-like appearance.

Web Orders

Inventory

Shipments
Orders

Figure A-56 Component-based application
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When using an SOA approach (see Figure A-6), the services are defined as units
of business logic separated from the flow of control and routing, and the data
transformation and protocol transformation. This approach provides loose
coupling, thus making this approach much more flexible for integration.

- Customers
Pricing

Web Orders
Inventory

Shipments

Figure A-6 SOA-based application

Why SOA now

In the previous section, we explained how a service-oriented architecture
provides the flexibility to align your IT with your business goals. In this section,
we explain why SOA is the right choice now. When there is a shift in architecture,
it is important to understand why a shift is needed and evaluate the maturity level
of the architecture that supports adoption.

We highlight the following key reasons why SOA is the right choice now:

» Business driving a shift in IT

Enables flexibility of both IT and business
Open standards and platforms

Best practices

Software for SOA

vVvyVvyy

Business driving a shift in IT

Table A-1 on page 401 provides a summary of business needs that are driving a
shift in IT from function-oriented to process- and service-oriented to achieve
flexibility.
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Table A-1 Shiftin IT driven by business

From function-oriented To process and service-oriented

Build for permanence Build to change

One long development cycle Incremental development cycle
Application silos Orchestrated solutions that work together
Tightly coupled Loosely coupled

Structure applications using components | Structure applications using services
and objects

Known implementation Implementation abstraction

Enables flexibility of both IT and business

SOA enables flexibility of both IT and business through flexible connectivity of
business services:

» Represents applications or data as a service with a standardized interface

» Enables applications as services to exchange structured information
(messages, documents, and other business objects)

» Mediates the message exchange through an Enterprise Service Bus (ESB)

» Provides on-ramps to the bus for existing applications and systems
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Open standards and platforms

Another key reason that SOA is the right choice for your enterprise is that it is
based on open standards and platforms, as summarized in Figure A-7. These
open standards are widely adopted across the industry.

Web Services

J2EE and Apache

Choice Includes Linux

Figure A-7 Summary of SOA open standards and platforms

IBM continues to be a leader in SOA-based technologies, products, and
solutions. IBM is a key partner in helping define the specifications and
technologies used to implement an SOA, such as Web Services, Service
Component Architecture (SCA), and Service Data Objects (SDOs).

Best practices

Best practices are used to deliver a particular outcome by leveraging the
knowledge learned from experience. Best practices include methodologies,
techniques, guidelines, and patterns. By leveraging the knowledge captured in
best practices listed here, your project can be run with fewer problems and be
deployed more rapidly.

Here is a list of best practices in use today:

» SOA Adoption

The SOA adoption process provides guidelines that assist in developing a
roadmap toward a successful migration to an SOA.

» SOA Governance

SOA Governance helps clients extend the planned SOA across the enterprise
in a controlled manner.
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» Methodology

A well-established set of methodologies can help to break down complex
problems into smaller and more manageable pieces that are easier to
analyze and, therefore, make it easier to develop solutions to address the
problems. Example methodologies include the Component Business Model™
(CBM), IBM Service Integration Maturity Model (SIMM), Rational Unified
Process® (RUP®), and Service-Oriented Modeling and Architecture (SOMA).

» Process modeling

Process modeling is used to define business processes. A process flow is a
sequence of tasks and decision elements with multiple branches, linked by
connectors.

» Model-driven development

Model-driven development is a style of software development where the
primary software artifacts are models from which code and other artifacts are
generated. A model is a description of a system from a particular perspective,
omitting irrelevant detail so that the characteristics of interest are clearer.

» Reference architecture

A reference architecture provides the underlying architecture components
used to overcome the initial problems of finding an architecture with which to
begin. The most notable reference architecture for SOA is the IBM SOA
Foundation.

» Patterns

As a general principle, starting from the beginning each time should be
avoided. The use of patterns is one specific form of capturing and reusing
recurring design elements. For example, the Patterns for e-business include
reusable architecture and implementation assets used to accelerate the
creation of a solution design and implementation.

Software for SOA

The marketplace offers many software choices for SOA. IBM is the market leader
in providing mature software and solutions for SOA.

SOA approach for building a solution

This section includes an example SOA approach for building a solution. In this
example, the company wants to implement a new business process to support
customers who are placing orders from an Internet Web site.
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The company has existing retail, warehouse, and billing systems, as seen in
Figure A-8. The company wants to build new business processes by reusing the
functionality provided by the existing systems rather than having to write new
applications or new proprietary interfaces to the existing systems.

Business Receive Fulfil Res®_> Bill
Process Order Order Customer
—

i Receive Fulffill | Customer
Defined Order Order Fszsz: | Billing
Services Service Service Service

—— A |
| R
v v
1

IT Web Retail Warehouse l CRM

Systems Application l System System

Figure A-8 Service-oriented approach to building systems

If the company has already adopted an SOA approach, it will have defined the
interfaces to its existing systems in terms of the functions or services that they
offer in support of building business processes. The defined interfaces make
building the new system Web front end very simple. The company simply needs
to develop an application that invokes (consumes) services to complete the new
business process.

By using an SOA approach, companies are able to build horizontal business
processes that integrate systems, people, and processes from across the
enterprise quickly and easily in response to changing business needs.
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Getting started with SOA

In this section, we explore the question of how to get started with SOA from both
a business and an architectural perspective.

SOA adoption

SOA adoption provides an iterative and incremental process and guidelines that
assist in developing a road map toward a successful migration to SOA. As seen

in Figure A-9, the SOA adoption process begins by defining the scope of possible
projects that fit the criteria for being a good fit for a service-oriented architecture.

1. Select {(next)
project scope

2. Select a project

|

5. Review result

3. Assess and address

4. Execute capability gaps

Figure A-9 SOA adoption process

There are two primary perspectives, including strategic vision and project plan.
The strategic vision perspective describes the business and IT statement of
direction, which can be used as a guideline for decision making, organizational
buy-in, and standards adoption. The project plan perspective (or tactical
perspective) refers to implementation projects to meet immediate needs of the
current business drivers.

Defining the strategic vision starts with assessing the business current maturity
across multiple dimensions including business, methodology, and technical. The
IBM Service Integration Maturity Model (SIMM) can be used to help in this
assessment. If you are more comfortable with starting with a self-assessment,
you can use the IBM online SOA Assessment Tool at:

http://www.ibm.com/software/solutions/soa/soaassessment/index.html
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After the assessment has been performed, the business must establish targets
for where they want to be. This includes documenting important goals and
metrics for transition across the maturity dimensions. In addition, it is important to
have regular checkpoints to reassess the vision.

IBM SOA entry points

As seen in Figure A-10, SOA connects people, processes, and information. To
help clients get started with SOA, IBM has defined three core business-centric
starting points (people, processes, and information) and two IT-centric starting
points (connectivity and reuse). These are known as the SOA entry points.

= \Wired and wireless devices

" Global 24x7 access
and real-time collaboration needs

® Unconsolidated and untailored

information
&
I Reuse &
CW ®= Development and
Informatio integration of application

assets

= Distributed

data environments = Application silos

(existing and packaged
applications)

0cess

= Heterogeneous data
types and sources -

Heterogeneous
= Untransformed internal and external
and inconsistent data systems

Figure A-10 SOA connects people, processes, and information
Through business-centric SOA, companies can tie IT projects to their business
needs directly by addressing their company’s immediate pain points:
» People: Productivity through collaboration

Improve people productivity by aggregating views that deliver information and
interaction in the context of a business process. This enables human and
process interaction with consistent levels of service.
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Start by building a view of a key business process by aggregating information
to help people make better decisions. The next steps are tighter management
of performance with alert-driven dashboards that link to more processes.

» Process: Business process management for continuous innovation

Deploy innovative business models quickly with reusable and optimized
processes to adapt the enterprise to changing opportunities and threats.

Start by modeling an under-performing process, remove bottlenecks, and
then simulate and deploy the optimized process. Next, create flexible linkages
between multiple processes across the enterprise and outside the firewall to
suppliers and partners. Then, monitor the process to measure and track
performance.

» Information: Delivering information as a service

Improve business insight and reduce risk with trusted information services
delivered in-line and in context.

Start by discovering and understanding information sources, relationships,
and the business context. The next steps are to expand the volume and
scope of the information delivered as a service across internal and external
processes.

The IT-centric entry points to help the enterprise integrate the business-centric
SOA entry points are as follows:

» Connectivity: Underlying connectivity to enable business-centric SOA

Connectivity has always been a key requirement. SOA brings new levels of
flexibility. As well as acting as a building block for additional SOA initiatives,
connectivity provided through SOA has distinct, stand-alone value.

» Reuse: Create flexible, service-based business applications

Cut costs, reduce cycle times, and expand access to core applications
through reuse. Analysts estimate it is up to five times less expensive to reuse
existing applications than to write new applications.

Use portfolio management to consider which assets you need to run your
company. Identify high-value existing IT assets and service-enable them for
reuse. Satisfy remaining business needs by creating new services. Finally,
create a service registry and repository to provide centralized access and
control of these reusable services.
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IBM SOA Foundation

The IBM SOA Foundation is an integrated, open standards-based set of IBM
software, best practices, and patterns to provide you with the architecture
knowledge to get started with SOA. The key elements of the IBM SOA
Foundation are the SOA life cycle (model, assemble, deploy, and manage),
reference architecture, programming model, and SOA scenarios.

The SOA Foundation scenarios (or simply SOA scenarios) are representative of
common scenarios of use of IBM products and solutions for SOA engagements.
The SOA scenarios quickly communicate the business value, architecture, and
IBM open standards-based software used within the SOA scenario. The concept
of realizations is used to provide more specific solution patterns and IBM product
mappings within the SOA scenarios.

The SOA scenarios can be used as a reference architecture implementation
(starting point) to accelerate the SOA architecture and implementation of your
scenario. The SOA scenarios can be implemented using an incremental SOA
adoption approach, whereby a client can incrementally add elements of other
SOA scenarios to the environment to achieve their business objectives.

Web services and SOA

This section describes the core technologies of Web services, as well as how
Web services are used to implement an SOA.

Note: For more detailed information about Web services, we recommend that
you read WebSphere Version 6 Web Services Handbook Development and
Deployment, SG24-6461.

Web services technologies

Web services technology is a collection of standards (or emerging standards) that
can be used to implement an SOA. Web services technology is vendor- and
platform-neutral, interoperable, and supported by many vendors today.

Web services are self-contained, modular applications, that can be described,
published, located, and invoked over networks. Web services encapsulate
business functions, ranging from a simple request-reply to full business process
interactions. The services can be new or wrapped around existing applications.
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Core elements
The following are the core technologies used for Web services:

» Extensible Markup Language (XML)

XML is the markup language that underlies most of the specifications used for
Web services. XML is a generic language that can be used to describe the
content in a structured way, separated from its presentation to a specific
device.

» Simple Object Access Protocol (SOAP)

SOAP is a specification for the exchange of structured XML-based messages
between the service provider, service consumer, and service registry,
consisting of three parts:

— The format of a SOAP message is an envelope containing zero or more
headers and exactly one body. The envelope is the top element of the
XML document, providing a container for control information, the
addressee of a message, and the message itself. Headers contain control
information, such as quality-of-service attributes. The body contains the
message identification and its parameters.

— Encoding rules are used for expressing instances of application-defined
data types. SOAP defines a programming language independent data
type schema based on an XML Schema Descriptor (XSD), plus encoding
rules for all data types defined to this model.

— RPC representation is the convention for representing remote procedure
calls (RPC) and responses.

SOARP, in principle, is a protocol-independent transport. Consequently, it can
potentially be used in combination with a variety of protocols, such as HTTP,
JMS, SMTP, or FTP. Currently, the most common way of exchanging SOAP
messages is through HTTP, which is also the only protocol supported by
WS-| Basic Profile 1.0.

» Web Services Description Language (WSDL)

WSDL is an XML-based interface and implementation description language.
A WSDL document contains the following main elements:

— TDypes is the container for data type definitions using a type system, such
as an XML Schema.

— An abstract, typed definition of the data being communicated, a message
can have one or more typed parts.

— A port type is an abstract set of one or more operations supported by one
or more ports.
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— An operation is an abstract description of an action supported by the
service that defines the input and output message and optional fault
message.

— The binding is a concrete protocol and data format specification for a
particular port type. The binding information contains the protocol name,
the invocation style, a service ID, and the encoding for each operation.

— The service is a collection of related ports.

— The portis a single endpoint, an aggregation of a binding and a network
address.

» Universal Description, Discovery, and Integration (UDDI)

UDDI is both a client-side APl and a SOAP-based server implementation that
can be used to store and retrieve information about service providers and
Web services.

Standards

Figure A-11 on page 411 displays a stacked view of Web services technologies.
Most of the technologies displayed have been standardized. Because
interoperability is a key goal of Web services, an open industry organization
known as the Web services Interoperability Organization (WS-1) has been
created to allow interested parties, such as IBM and Microsoft, to work together
to maximize interoperability between Web services implementations. For more
information about WS-I, visit their Web site:

http://ws-i.org
Note: Web services standards are evolving at a rapid pace. For current

information, we recommend that you reference the Web services standards
information online at sites, such as IBM developerWorks:

http://www.ibm.com/developerworks/webservices/standards/
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Figure A-11 Stack view of Web services technology

Web services for J2EE

Web services for J2EE V1.1 (WSEE) support is included in the J2EE V1.4
specification, which is used by WebSphere Application Server V6. The Java API
for XML-based RPC (JAX-RPC) provides the programming model for
SOAP-based applications by abstracting the runtime details and providing
mapping services between Java and WSDL.

Exposing Web services

The port component is a fundamental part of a Web service that used to define
the programming model artifacts that make the Web service portable. The
programming model includes:

» A WSDL definition provides the description of a Web service.

» The service endpoint interface (SEI) defines the operations of the Web
service.

» A service implementation bean implements the SEI methods to provide the
business logic of the Web service.

» The security role references provide instance-level security checks across
different modules.
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From a server programming model perspective, there are primarily two types of
J2EE application artifacts exposed as Web services (service provider):

» Stateless session EJB (EJB container)

» JAX-RPC servlet-based service that invokes a JavaBean, known as a service
endpoint (Web container)

There are three principal approaches to generating a Web service, depending on
the elements that are used to start the creation of the service:

» An existing application is used to generate the Web service, which includes a
service wrapper used to expose application functionality. This is known as the
bottom-up approach.

» An existing service definition WSDL is used to generate a new application for
a specific programming language and model. This is known as the top-down
approach.

» An existing group of already generated Web services provides a new
combination of functionality (multiple services). Composing a new Web
service in this way might include the use of workflow technologies.

Invoking Web services

The J2EE client container provides the WSEE runtime used by a Web services
client application to access and invoke Web service methods. The J2EE client
container is responsible for the JNDI name to service implementation mapping.

From a client application programming perspective, there are three mechanisms
used to invoke a Web service (service consumer) from the Web service client
application:

» A static stub is created before being deployed to the runtime environment.
This requires complete knowledge of the WSDL.

» A dynamic proxy class is created during runtime. Only a partial WSDL
definition is required (port type and bindings).

» A dynamic invocation interface does not require WSDL knowledge. The
signature or service name is unknown until runtime.

The task to build or generate a Web service client (service consumer) depends
on the methods of how the client is binding to a Web service server. The client
uses a local service stub or proxy to access the remote server and service. The
WSDL document is used to generate or set up the particular stub or proxy. The
stub or proxy knows at request time how to invoke the Web service based on the
binding information.

412 Understanding SOA Security Design and Implementation



Web services and SOA

Web services technology is a collection of standards (or emerging standards)
that can be used to implement a service-oriented architecture (SOA). That is not
to say that Web services and SOA are intrinsically linked, because they can be
implemented separately.

In fact, many significant SOAs are proprietary or customized implementations
that are based on reliable messaging and Enterprise Application Integration
middleware. For example, IBM WebSphere MQ and IBM WebSphere Message
Broker do not use Web services technologies. Also, most existing Web services
implementations consist of point-to-point integrations that address a limited set of
business functions between a defined set of cooperating partners.

The logical links between Web services and SOA are:

» Web services provide an open-standard model for creating explicit,
implementation-independent descriptions of service interfaces.

» Web services provide communication mechanisms that are
location-transparent and interoperable.

» Web services are evolving through Business Process Execution Language
for Web Services (WS-BPEL), document-style SOAP, and Web services
Definition Language (WSDL) to support the implementation of well-designed
services that encapsulate and model reusable function in a flexible manner.
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IBM SOA Foundation

If you are unfamiliar with the concepts of service-oriented architecture (SOA),
read Appendix A, “Introduction to service-oriented architecture” on page 393
before reading this appendix.

This chapter discusses the IBM SOA Foundation, an integrated, open
standards-based set of IBM software, best practices, and patterns designed to
provide what you need to get started with SOA from an architectural perspective.

The key elements that we discuss in this chapter are:

» SOA life cycle (model, assemble, deploy, and manage)
» Reference architecture
» SOA scenario overviews for the rest of this book

© Copyright IBM Corp. 2007. All rights reserved. 415



SOA Foundation overview

The SOA Foundation scenarios (or simply SOA scenarios) are representative of
common scenarios of use of IBM products and solutions for SOA engagements.
The SOA scenarios communicate the business value, architecture, and IBM
open standards-based software used within the SOA scenario.

The SOA scenarios can be used as a reference architecture (starting point) to
accelerate the SOA architecture and implementation of your customer scenario.
The SOA scenarios can be implemented using an incremental SOA adoption
approach, whereby a client can incrementally add elements of other SOA
scenarios to the environment to achieve their business objectives.

To gain a a better understanding of the IBM SOA Foundation, we explore the
following defining elements:

» SOA Foundation life cycle
» SOA Foundation Reference Architecture
» SOA Foundation scenarios

Note: For a more detailed explanation of the SOA Foundation, refer to IBM
SOA Foundation, An Architectural Introduction and Overview V1.0, found at:

http://download.boulder.ibm.com/ibmd1/pub/software/dw/webservices/ws
-soa-whitepaper.pdf

SOA Foundation life cycle

IBM clients have indicated that they think of SOA in terms of a life cycle. As seen
in Figure B-1 on page 417, the IBM SOA Foundation includes the following life
cycle phases:

» Model

» Assemble
» Deploy

» Manage

There are a couple of key points to consider about the SOA life cycle.

First, the SOA life cycle phases apply to all SOA projects. Second, the activities
in any part of the SOA life cycle can vary in scale and the level of tooling used
depending on the stage of adoption.
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Figure B-1 IBM SOA Foundation life cycle

Model

Modeling is the process of capturing the business design from an understanding
of business requirements and objectives. The business requirements are
translated into a specification of business processes, goals, and assumptions for
creating a model of the business. Many businesses do not go through a formal
modeling exercise. In some case, businesses that do perform modeling use
primitive techniques, such as drawing the design in Visio® or using text
documents.

Capturing the business design using a sophisticated approach that includes the
use of specialized tooling lets you perform what-if scenarios with various
parameters that the business might experience. The process can then be
simulated using those parameters to predict the effect that process will have on
the business and IT systems. If the achieved results do not match the business
objectives, then the process definition can be refined.

The model also captures key performance indicators that are important
measurements of your business, such as business metrics. For example, these
measurements can include a measure of the new accounts that you have
opened in a given month. These key performance indicators are built into the
assembly of the application. In addition, you can monitor the indicators in
production, capturing critical data to measure if the objectives are being met.
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Assemble

The business design is used to communicate the business objectives to the IT
organization that will assemble the information system to implement the design.
The enterprise architect works closely with the business analyst to convert the
business design into a set of business process definitions, as well as activities
used to derive the required services from the activity definitions. The enterprise
architect and business analyst work with the software architect to fully develop
the design of the services.

While you are resolving the design and implementation of the modeled business
processes and services, you should perform a search of existing artifacts and
applications to find components that meet the design requirements. Some
applications will fit perfectly. Some applications will have to be refactored, and
some applications will have to be augmented to meet the design requirements.

These existing assets should be rendered as services for assembly into
composite applications. Any new services required by the business design must
be created. Software developers should use the SOA programming model to
create these new services.

And finally, the assemble phase includes applying a set of policies and
conditions to control how your applications operate in the production runtime
environment. For example, these policies and conditions include business and
government regulations. In addition, the assemble phase includes critical
operational characteristics, such as packaging deployment artifacts, localization
constraints, resource dependency, integrity control, and access protection.

Deploy

The deploy phase of the life cycle includes a combination of creating the hosting
environment for the applications and the deployment tasks of those applications.
This includes resolving the application’s resource dependencies, operational
conditions, capacity requirements, and integrity and access constraints.

A number of concerns are relevant to construction of the hosting environment,
including the presence of the already existing hosting infrastructure supporting
applications and pre-existing services. Beyond that, you must consider
appropriate platform offerings for hosting the user interaction logic, business
process flows, business services, access services, and information logic.
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Manage

The manage phase includes the tasks, technology, and software used to manage
and monitor the services and business processes that are deployed to the
production runtime environment.

Monitoring is a critical part of ensuring the underlying IT systems and
applications are up and running to maintain service availability requirements.
Monitoring includes these activities:

» Monitoring performance of service requests and timeliness of service
responses

» Maintaining problem logs to detect failures in various services and system
components, as well as localizing failures and restoring the operational state
of the system

Managing the system also involves performing routine maintenance,
administering and securing applications, resources, and users, and predicting
future capacity growth to ensure that resources are available when the demands
of the business warrant using them. The security domain includes topics, such as
authentication, single sign-on, authorization, federated identity management, and
user provisioning.

The manage phase also includes managing the business model, tuning the
operational environment to meet the business objectives expressed in the
business design, and measuring success or failure to meet those objectives.
SOA is distinguished from other styles of enterprise architecture by its correlation
between the business design and the software that implements that design, and
it is distinguished by its use of policy to express the operational requirements of
the business services and processes that codify the business design. The
manage phase of the life cycle is directly responsible for ensuring those policies
are being enforced and for relating issues with that enforcement back to the
business design.

Governance

SOA Governance is critical to the success of any SOA project. Governance
helps clients extend the planned SOA across the enterprise in a controlled
manner. SOA Governance has four core objectives or challenges:

» Establish decision rights.

» Define high value business services.
» Manage the life cycle of your assets.
» Measure effectiveness.
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SOA Foundation Reference Architecture

This section describes the SOA Foundation Reference Architecture, which
includes the components and middleware services used by applications in the
runtime environment.

Figure B-2 depicts the SOA Foundation Reference Architecture solution view
used to decompose an SOA design. SOA puts a premium on the role of the
Enterprise Architect, who is responsible for spanning between the business
design and the information system that codifies that design.

Channel
Consumers

Business Process
Composition; choreography;
business state machines

aoueUIaN0D

o
=
@
=
o
]
[
=l
=
ot
Q
]
3
5]
®

2 (e3ep-E}OW) BIN3P8NYDIY BleQ

[o]e]
Application

) Atomic Service - Composite Service Registry

Figure B-2 SOA Foundation Reference Architecture: Solution view

While this flow describes a top-down approach, flow variations include a
bottom-up approach and the more common meet-in-the-middle approach. When
taking a top-down approach, the enterprise architect starts by identifying the
business processes and business services used by the business users. The
business users are consumers of the processes and services. Business
processes should be treated as compositions of other business processes and
services, and therefore, business processes should be separated into their
subordinate subprocesses and services.
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Services and business processes are then detailed into service components.
Service components include a detailed set of definition metadata used to
describe the service to the information system. Services can be aggregated into
module assemblies. The module assemblies are used to establish related design
concerns and to begin the planning to determine what teams will collaborate to
implement the related services to be deployed as a single unit.

The resulting set of business process definitions, services, and schemas make
up the logical architecture of the application. The enterprise architect then needs
to map that logical architecture to a physical architecture.

We have included a summary description for each of the services found in the
logical architecture displayed in Figure B-3. The services found in the center
(Interaction, Process, Information, Partner, Business Application, and Access)
are the core set of services used by the application within the runtime
environment when deployed. The other outer services displayed are used in
support of the core services.
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Figure B-3 SOA Foundation Reference Architecture: Middleware Services view
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Core components of the logical architecture

This section includes a brief description of the following core components of the
logical architecture:

Interaction services

Process services

Business application services
Information services

Access services

Partner services
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Interaction services

Interaction services provide the capabilities required to deliver IT functions and
data to users, meeting their specific preferences.

Process services

Process services provide the control capabilities required to manage the flow
and interactions of multiple services in ways that implement business processes.

Business application services

Business application services are called by service consumers. Service
consumers include other components in the logical architecture, such as a portal
or a business process.

Information services

Information services provide the capabilities necessary to federate, replicate,
and transform disparate data sources.

Access services

Access services provide bridging capabilities between core applications,
prepackaged applications, enterprise data stores, and the ESB to incorporate
services that are delivered through existing applications into an SOA.

Partner services

Partner services provide the document, protocol, and partner management
capabilities for business processes that involve interactions with outside partners
and suppliers.
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Supporting components of the logical architecture

This section includes a brief description of the supporting components of the
SOA Foundation logical architecture used in support of the core components:

Enterprise Service Bus

Business innovation and optimization services
Development services

IT service management

Infrastructure services

vyvyyvyyvyy

Enterprise Service Bus

The Enterprise Service Bus (ESB), or simply bus, provides an infrastructure that
removes the direct connection dependency between service consumers and
providers. Consumers connect to the bus and not the provider that actually
implements the service. This type of connection further decouples the consumer
from the provider. A bus also implements further value add capabilities, such as
security and delivery assurance. It is preferable to implement these capabilities
centrally within the bus at an infrastructure level rather than within the
application. The primary driver for an ESB, however, is that it increases
decoupling between service consumers and providers.

Although it is relatively straightforward to build a direct link between a consumer
and a provider, these links can lead to an interaction pattern that consists of
building multiple point-to-point links that perform specific interactions. With a
large number of interfaces, this quickly leads to the buildup of a complex
spaghetti of links with multiple security and transaction models. When routing
control is distributed throughout the infrastructure, there is typically no consistent
approach to logging, monitoring, or systems management. This type of
environment is difficult to manage or maintain and inhibits change.

Note: An ESB can be thought of as an architectural pattern, with an
implementation to match the deployment needs. There are three IBM ESB
products:

» |IBM WebSphere Enterprise Service Bus
» |IBM WebSphere Message Broker
» |IBM WebSphere DataPower XI.50

Business innovation and optimization services

Business innovation and optimization services are primarily used to represent
the tools and the metadata structures for encoding the business design,
including the business policies and objectives.

Business innovation and optimization services exist in the architecture to help
capture, encode, analyze, and iteratively refine the business design. The
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services also include tools to help simulate the business design. The results are
used to predict the effect of the design, including the changes the design will
have on the business.

Development services

Development services encompass the entire suite of architecture tools,
development tools, visual composition tools, assembly tools, methodologies,
debugging aids, instrumentation tools, asset repositories, discovery agents, and
publishing mechanisms needed to construct an SOA-based application.

IT service management

After the application has been deployed to the runtime environment, it must be
managed along with the IT infrastructure on which it is hosted. IT service
management represents the set of management tools used to monitor your
service flows, the health of the underlying system, the utilization of resources, the
identification of outages and bottlenecks, the attainment of service goals, the
enforcement of administrative policies, and the recovery from failures.

Infrastructure services

Infrastructure services form the core of the information technology runtime
environment used for hosting SOA applications. These services provide the
ability to optimize throughput, availability, performance, and management.

SOA Foundation scenarios

The SOA Foundation scenarios (simply SOA scenarios) are representative of
common scenarios of IBM products and solutions for SOA engagements. The
SOA scenarios quickly communicate the business value, architecture, and IBM
open standards-based software used within the SOA scenario. The SOA
scenarios can be implemented as part of an incremental adoption of SOA
growing from one scenario to using elements of multiple scenarios together. The
concept of realizations is used to provide more specific solution patterns and IBM
product mappings within the SOA scenarios.

The SOA scenarios can be used as a reference architecture implementation
(starting point) to accelerate the SOA architecture and implementation of your
client scenario.

Figure B-4 on page 425 displays the SOA scenarios (Service Creation, Service
Connectivity, Interaction and Collaboration Services, Business Process
Management, and Information as a Service), and the relationship between the
scenarios.
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Figure B-4 SOA scenarios and entry points

We have included examples of how the scenarios can be used together and
adopted incrementally. For example, it is common that the other scenarios will
include service creation and often want connectivity. In addition, the scenarios
can be used together, such as a portal accessing a business process or a portal
accessing an information service through an ESB from a service consumer.

SOA Design, SOA Governance, SOA Security, and SOA Management are used
in each of the SOA scenarios based on client requirements.

SOA Design is focused on service modeling and service design. The service
model is an abstraction of the IT services implemented within an enterprise and
supporting the development of one or more service-oriented solutions. It is used
to conceive and document the design of the software services. It is a
comprehensive, composite work product encompassing all services, providers,
specifications, messages, collaborations, and relationships among them.

The service design model extends the standard Rational Unified Process (RUP)
design model by adding the service components. The RUP for SOA service
design includes service identification and modeling techniques derived from IBM
Service-Oriented Modeling and Architecture (SOMA). The service components
artifact is intended for use in describing the realization of a service specification.
A service component can provide the realization for one or more services by the
realization of multiple service specifications. The set of model elements on the
inside of the component represent the concrete realization of the structural,
behavioral, and policy contract described by these service specifications.
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SOA Governance is critical to the success of any SOA project. Governance helps
clients extend the planned SOA across the enterprise in a controlled manner.
SOA Governance has four core objectives or challenges:

» Establish decision rights

» Define high value business services
» Manage the life cycle of assets

» Measure effectiveness

Every SOA implementation encompasses the need of a security architecture that
enables secure business transactions across and within enterprises. For detailed
information about the IBM SOA Security Reference model, refer to Chapter 2,
“Architecture and technology foundation” on page 17.

SOA-based composite applications span the architectural layers of the SOA
Foundation Reference Architecture Solution View (see Figure B-2 on page 420).
SOA composite applications require a mind shift from a silo-based,
application-management approach for two key reasons:

» There is a need for a management approach and tooling that covers the
end-to-end view of transactional performance and availability of the
composite application.

» Second, it is important to understand the relationship of service consumers
and providers for composite applications. The importance of monitoring the
availability and performance of common services increases when reused by
service consumers that depend on this functionality.

SOA Management provides best practices and software for managing and
monitoring composite applications and supporting infrastructure across the
architectural layers. This includes managing and monitoring the services layer
(providers and consumers), transactional performance, middleware, and
operational systems with specific metrics to ensure that Service Level
Agreements (SLAs) meet the defined business objectives.

We have provided a summary for each of the following SOA scenarios:

» Service Creation scenario

Service Connectivity scenario

Interaction and Collaboration Services scenario
Business Process Management scenario
Information as a Service scenario
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Service Creation scenario

The Service Creation scenario (service provider and service consumer) is used
to demonstrate exposing application functionality of an existing application or
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new business logic as a service. The services can then be consumed by other
services or client applications within and between enterprises. The key driver for
this scenario is the reuse of existing or new application functions as services.

Note: A more detailed description of the Service Creation scenario can be
found in Patterns: SOA Foundation Service Creation Scenario, SG24-7240.

There are many possible examples to illustrate the Service Creation scenario.
We have included a summary of the following four common realizations of the
Service Creation scenario:

Directly expose existing applications as services

Indirectly expose existing applications with service components
Create an EJB Web service from WSDL

Consume services from third-party service providers

vyvyyy

One of the goals of enterprise transformation is to enable access to Enterprise
Information System (EIS) applications as services, with the objective of
leveraging the investment of existing business applications and systems. By
adopting an SOA approach, the EIS application functionality can be turned into
reusable services that can be consumed by a new set of client applications and
users.

The Service Creation scenario includes two methods of exposing EIS
applications as services, known as direct and indirect exposure. We use CICS as
an example of an existing EIS application for both the direct and indirect
exposure realization examples.

Directly expose existing applications as services

In this realization, we expose existing applications directly as services. The
existing application can be a wide range of application types, such as an EIS (for
example, CICS or IMS), J2EE application, SAP®, and so forth. A key distinction
for this realization is that the service interface to be exposed is defined by the
existing application. This approach to creating a service is known as bottom-up.

We use CICS as an example of an existing EIS application. In this realization
example, we access applications hosted by CICS Transaction Server directly as
Web services.

The core IBM products used for this example realization are:

» Assemble: WebSphere Developer for IBM System z™ V6.0.1
» Deploy:

— CICS Transaction Server V3.1

— WebSphere MQ V6
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Additionally, the following IBM products can be considered, depending on
specific client requirements:

» Manage: Tivoli OMEGAMON® XE for CICS V3.10
» Governance: WebSphere Service Registry and Repository V6

Indirectly expose existing applications with service
components

For this realization, we expose existing application functionality indirectly with
service components. In this realization, business alignment is achieved by
defining the service interface (WSDL) independently of existing assets. This
approach to creating a service is known as top-down. In practice, the
implementation of the service might be more accurately described as a
combination of top-down and meet-in-the-middle.

We use CICS as an example of an existing EIS. In this realization example, we
expose existing COMMAREA applications hosted by CICS Transaction Server
indirectly by creating middle-tier Web services to access CICS. The middle-tier
Web service wraps a session EJB that uses the CICS ECI resource adapter to
communicate with the CICS Transaction Gateway (CTG) to access CICS
Transaction Server. The CICS ECI resource adapter is a JCA adapter for
WebSphere Application Server packaged with the CTG.

The core IBM products used for this example realization are:
» Assemble: Rational Application Developer V6.0.1
» Deploy:
— WebSphere Application Server V6 (IBM System z V6 or distributed
platform depending on the selected runtime topology)

— CICS Transaction Gateway (TG) V6.1
(CICS ECI resource adapter for WebSphere is included with the CICS
TG.)

- CICSVv2.x
Additionally, the following IBM products might be considered, depending on
specific client requirements:

» Model: Rational Software Architect V6
» Manage: Tivoli OMEGAMON-XE for CICS V3.1
» Governance: WebSphere Service Registry and Repository

Create an EJB Web service from WSDL

In this realization, we create a new session EJB Web service from an existing
service WSDL. This realization is also known as create from scratch. This
realization uses a top-down approach to creating a Web Service.
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The core IBM products used for this realization are:

» Assemble: Rational Application Developer V6
» Deploy: WebSphere Application Server Network Deployment V6
» Manage: Tivoli Composite Application Manager for SOA V6

Additionally, the following IBM products might be considered, depending on
specific client requirements:

Model: Rational Software Architect V6

Deploy: WebSphere Service Registry and Repository

Manage: Tivoli Composite Application Manager for WebSphere V6
Governance: WebSphere Service Registry and Repository
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Consume services from third-party service providers

In this realization, client applications consume services from third-party service
providers. This realization represents the view of a consumer that is using one or
more third-party services. The service consumer only sees the service
interfaces. The endpoints and any security or transport constraints are imposed
by the service provider.

For example, a Web services client application can invoke an address
verification Web service from a third-party service provider.

This realization assumes that the WSDL is WS-I compliant and JAX-RPC
compatible. The service provider is outside the enterprise firewall, and security is
implemented between the consumer and provider using mutual Secure Sockets
Layer (SSL) authentication.

The core IBM products used for this realization are:

» Assemble: Rational Application Developer V6

» Deploy: WebSphere Application Server V6

Additionally, the following IBM products might be considered, depending on
specific client requirements:

» Manage:

— Tivoli Composite Application Manager for SOA V6

— Tivoli Composite Application Manager for WebSphere V6
» Governance: WebSphere Service Registry and Repository

Service Connectivity scenario

The Service Connectivity scenario is used to demonstrate the integration of
service providers and consumers, allowing for the reuse of existing and new
services across multiple channels. This scenario is appropriate for an enterprise
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that has a set of core services or systems that are to be made available as
services to internal and external clients. Flexibility to make changes to service
providers and service clients independently from each other is a requirement.

The focus of this scenario is on the underlying connectivity used to support
business-centric SOA. An enterprise service bus provides decoupling between
clients and providers, providing the flexibility to implement applications more
quickly. In circumstances where services are provided to or consumed from a
third party, an ESB gateway can be used in conjunction with the ESB to add
security measures. An ESB gateway alone can be sufficient if all of your service
interactions are with third parties and you have the basic requirements to
mediate between service consumers and providers.

Note: A more detailed description of the Service Connectivity scenario can be
found in Patterns: SOA Foundation Service Connectivity Scenario,
SG24-7228.

Implementations of this scenario have the following features:
» Enables changes to the implementation of a service without affecting clients.
» Registers services to a service registry.

» Uses an enterprise service bus as the integration point between service
providers and service consumers.

» Enables clients to access a service with a different interface and protocol than
what the service consumer supports.

» Uses an ESB gateway to isolate and protect services.

» Enables management and monitoring of services to insure Service Level
Agreements.

» Provides security and credential mapping (where needed) to ensure proper
use of the services.

Specific connectivity and integration requirements for an enterprise will ultimately
drive product selection of the ESB and supporting products. The choice of
runtime products can include one or more of these products:

» WebSphere Message Broker
» WebSphere Enterprise Service Bus
» IBM DataPower SOA Appliances

» Web Services Gateway (WebSphere Application Server Network Deployment
V6)

» WebSphere Adapters
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» WebSphere Service Registry and Repository

The choice of SOA life cycle products will depend largely on the runtime products
selected. The following products can be used to support the runtime
environment:

» WebSphere Message Broker Toolkit

» Rational Application Developer

» WebSphere Integration Developer

» IBM Tivoli Composite Application Manager for SOA (ITCAM for SOA)

» IBM Tivoli Composite Application Manager for WebSphere (ITCAM for
WebSphere)

» IBM Tivoli Composite Application Manager for RTT V6.0 (TCAM for RTT)
» OMEGAMON for Messaging

» Tivoli Access Manager

» Tivoli Federated Identity Manager

Realizations have been developed that will help you understand how the
scenario can be used and how products are selected. A realization is an
example business case that describes a customer situation and the solution. We
have included a summary of the following common realizations of the Service
Connectivity scenario:

» Gateway: For use when interactions with third parties are present and
mediation requirements are basic.

» Local integration: For use with standards-based interactions that require
routing capabilities.

» Web services access to Enterprise Information Systems: For use when
requiring access to EIS systems.

» Expose existing systems to heterogeneous clients: For use in a diverse,
nonstandards-based environment.

Gateway

An ESB gateway can be used alone or in conjunction with an ESB to provide
controlled and secure service interaction between internal or external domain
boundaries. In this realization, its primary function is to provide secure access to
resources when interacting with third parties. An ESB gateway can also provide
basic functionality, such as protocol switching and message switching, to enable
interaction between service consumers and service providers.
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This realization assumes the client has adopted standards-based technology,
has an existing infrastructure, and has the following business requirements:

» Standards-based consumers/providers will use SOAP/HTTP for transport.
» Dynamically add new providers and consumers at runtime.
» Support a defined, high response time with a moderate load.

» SOA security for interaction with consumers and providers. Security might
need to be adapted between the consumers and providers.

» Requests and responses must be logged to a file.

The following technical requirements have been identified:

» Many services deployed will require the same mediation flow. An ESB
gateway will minimize administration and streamline the process for making
new services available.

» Services must be monitored for performance and usage.

» Monitoring for all components must be integrated into existing management
infrastructure.

The IBM products used for this realization are:

» Deploy: IBM DataPower XML Security Gateway XS40

The client chooses the DataPower XS40 model for the runtime. The XS40 is
designed specifically to provide XML acceleration and SOA security and can
provide the basic mediation functions required. Because the requirements for
mediating the interaction between consumers and providers is met, the XS40
as an ESB gateway is sufficient and no ESB product is required.

» Assemble: DataPower Toolkit
» Manage: IBM Tivoli Composite Application Manager for SOA

ITCAM for SOA will be used to monitor Web services flowing through the
DataPower appliance.

» Manage: Tivoli Access Manager

The XS40 can be integrated with Tivoli Access Manager to secure
applications.

Local integration

A local integration solution provides multi-channel access for clients to an
existing service with a range of connectivity options for standards-based clients
and services, message routing with or without the use of external data, message
transformation and augmentation, protocol switching, and security.
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With this type of connectivity, a client can request a secure service without
knowledge of its location. Transparent to the client, requests can be routed to the
service that can best handle the request. Also, the message format and transport
protocol required to access the provider are transparent to the client. The
response can be immediate or delayed.

This realization assumes the client has adopted standards-based technology,
has an existing WebSphere Application Server infrastructure, and has the
following business requirements:

» Provide integration of multiple client channels to service providers.
» Provide routing of client requests to the appropriate service provider.

» Use an intranet environment that does not require WS-Security or other
complex security considerations.

» Support moderate volume of requests.

The following technical requirements have been identified:

» Message data from clients must be examined in order to determine the
service provider to whom to route the request.

» Clients and service providers will use JMS, SOAP/JMS, or SOAP/HTTP.
» Data transformation will be required. This should be done with XSLT.

The core IBM products used for this realization are:
» Deploy: WebSphere Enterprise Service Bus

WebSphere ESB provides the transport flexibility to support the transports
required by the client. WebSphere ESB also has the mediation capabilities
required to perform the message routing and transformation required.

» Assemble: WebSphere Integration Developer

WebSphere Integration Developer is the development and assembly tool for
building WebSphere ESB mediations.

» Manage: IBM Tivoli Composite Application Manager for SOA

ITCAM for SOA will be used to monitor Web services requests as they arrive
at WebSphere ESB.

Web services access to Enterprise Information Systems

An ESB can be used to provide access to EIS systems through the use of
adapters. Mediations in the ESB are used to adapt the client request to a form
understood by the adapter, and then to adapt the response to the client’s format.
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This realization assumes the client has adopted standards-based technology,
has an existing WebSphere Application Server infrastructure, and has the
following business requirements:

» Provide Web service access to functionality in an Enterprise Information
System, such as SAP R/3®, PeopleSoft®, or Oracle® Financials.

» Use an intranet environment that does not require WS-Security or other
complex security considerations.

» Base the integration on message exchange/data replication scenarios; there
is no business process or data synchronization between clients and EIS
systems.

» Support a moderate volume of requests.

The following technical requirements have been identified:

» The targeted integration is point-to-point, although multiple EISs can be
exposed as Web services at the same time.

» Data transformation will be required. This should be done with XSLT.

» Log the messages as they flow through the hub, that is, log asynchronously to
a file.

The IBM products used for this realization are:
» Deploy: WebSphere Enterprise Service Bus and WebSphere Adapters

WebSphere ESB supports the SOAP/HTTP transport required by the client.
WebSphere Adapters provide the required EIS adapters. WebSphere ESB
also provides the required mediation capability to perform XSLT
transformation on the data and includes a logging function to log messages
as they flow through the mediation.

» Assemble: WebSphere Integration Developer

WebSphere Integration Developer is the development and assembly tool for
building WebSphere ESB mediations. It includes the needed enterprise
discovery capabilities to incorporate the WebSphere Adapters into the
mediation applications.

» Manage: IBM Tivoli Composite Application Manager for SOA

ITCAM for SOA will be used to monitor Web services requests as they arrive
at WebSphere ESB.

Expose existing systems to heterogeneous clients

An integration solution that includes a range of diverse business applications
must provide connectivity for a wide range of service consumers and service
providers, as well as advanced options for message mediation, including
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message augmentation, message routing, and the ability to decompose
messages into multiple requests and to recompose the responses.

This type of connectivity provides the most advanced options for integrating
dissimilar and wide-spread service consumers and service providers. Clients can
request a secure service that can be provided by one or more service providers
with the service composition occurring within the ESB. Services and clients also
have a wide range of connectivity options. Connectivity to existing applications,
as well as standards-based applications, are managed by the ESB.

This realization assumes the client has extensive existing systems as well as
some newer Web services-based systems and has the following business
requirements:

» Providers use a variety of heterogeneous protocols.

» Any provider must be accessible through basic Web services that will be used
by a variety of clients.

» The solution must support a moderate volume of requests.

» An intranet environment does not require SOA security or other complex
security considerations.

» Global transactions across multiple heterogeneous transaction managers for
some providers.

The following technical requirements have been identified:

» The ESB must support communication protocol conversion.

» The ESB must support flexible data model conversion with acceptable
performance and adequate tooling.

» Enterprise class persistent messaging backbone.

» Global transactions management.

» The ESB must adapt the service definitions between the consumers and
providers.

The IBM products used for this realization are:

» Deploy: WebSphere Message Broker, WebSphere MQ, and WebSphere
Adapters

WebSphere Message Broker is selected to provide the ESB capabilities,
including mediation support. WebSphere MQ will be used to provide an
enterprise class persistent messaging backbone. This combination will
support the wide variety of transport protocols and conversions required for
the integration solution. WebSphere Adapters provide connectivity to existing
systems.
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» Assemble: Message Brokers Toolkit

The Message Brokers Toolkit is the development tool for building mediation
message flows in WebSphere Message Broker and provides the runtime
configuration and management tools.

Interaction and Collaboration Services scenario

The Interaction and Collaboration Services scenario features single sign-on and
a role-based portal used to consolidate access to information and applications
within the enterprise and between enterprises.

The key drivers for this scenario are to improve people productivity and
consumability of applications and content. The content can be personalized in
the aggregated portal page based on the user role.

The core IBM products used for the Interaction and Collaboration Services
scenario are:

» Assemble:
— Rational Application Developer V6
— Bowstreet Portlet Factory
» Deploy: WebSphere Portal V5.1
» Manage: Tivoli Composite Application Manager for SOA V6

Additionally, the following IBM products might be considered by a client
depending on specific requirements:

» Assemble: WebSphere Integration Developer
» Deploy:

— WebSphere Process Server

— WebSphere Everyplace® Deployment Server
» Manage:

— Tivoli Access Manager

— Tivoli Federated Identity Manager

Business Process Management scenario

Business Process Management leads to business innovation and optimization by
implementing business strategy through modeling, developing, deploying, and
managing business processes throughout the entire life cycle. Business Process
Management acts as an enabler for businesses in defining and implementing
strategic business goals and then measuring and managing a company’s
financial and operational performance against these goals.
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Note: A more detailed description of the Business Process Management
scenario can be found in Patterns: SOA Foundation - Business Process
Management Scenario, SG24-7234.

Business Process Management combines business processes, information, and
IT resources, aligning the organization’s core assets, people, information,
technology, and processes to create a single integrated view, with real-time
intelligence, of both its business measurements and IT system performance.

The IBM process integration portfolio provides capabilities required for the
delivery of the comprehensive enterprise-wide Business Process Management
strategies and solution. It offers a holistic approach to transform and manage a
business by aligning strategic and operational objectives with business activities
and supporting IT services. The IBM Business Process Management solution
includes development tools used to implement custom artifacts, which leverage
the infrastructure capabilities, and business performance management tools,
which are used to monitor and manage the runtime implementations at both the
IT and business process levels.

The core IBM products used for the Business Process Management scenario
are:

Model: WebSphere Business Modeler V6

Assemble: WebSphere Integration Developer V6
Deploy: WebSphere Process Server V6

Manage:

— WebSphere Business Monitor V6

— Tivoli Composite Application Manager for SOA V6

vvyyy

The additional IBM products used for this scenario, depending on client
requirements, are:

» Model: Rational Software Architect V6
» Deploy:
— WebSphere Portal
— WebSphere Adapters
» Manage:
— Tivoli Access Manager
— Tivoli Federated Identity Manager
» Governance: WebSphere Service Registry and Repository

Information as a Service scenario

The Information as a Service scenario is used to demonstrate unified and trusted
information available as services from multiple data sources. This scenario
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includes content management, e-forms, security, business intelligence,
information integration through just-in-time integration, and ETL (extract,
transform, and load).

The key drivers for this scenario are to facilitate better decision making and
better information sharing among business operations.

The core IBM products used in the Information as a Service scenario are:

» Model:

— WebSphere Business Modeler

— Rational Data Architect
» Assemble:

— WebSphere Integration Developer

— WebSphere DataStage™ Designer
» Deploy:

— WebSphere Information Server

— WebSphere DataStage Integration Suite
» Manage:

— WebSphere Business Monitor

— Tivoli CAM for SOA

Additionally, the following IBM products can be considered by a client, depending
on specific requirements:

» Deploy:

— WebSphere Portal

— WebSphere Adapters

— Workplace™ Forms View/Server
» Manage:

— Tivoli Access Manager

— Tivoli Federated Identity Manager

438  Understanding SOA Security Design and Implementation



Security terminology,
standards, and technology

This appendix provides background security terminology information and
references for the important standards and technology relevant to security in a
service-oriented architecture (SOA).
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Security in an SOA environment

Security areas that have to be addressed in an SOA environment do not change
from the ones already addressed when architecting other IT systems. One key
difference though, is that because the IT systems are more tightly aligned with
business processes in the SOA environment, security practices have to be
adapted to be aligned to the business processes as well. Security policies have
to face new challenges due to this alignment. Another key difference is due to
loose coupling of services and applications and their possible operations across
trust boundaries.

One view of applying security is shown in Figure C-1.
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Figure C-1 SOA security encompasses many aspects of security and should be applied from service
consumer to service provider
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Beginning on the left side of the figure, service consumers at the top of the
diagram make requests to services. They can call these services directly, or
alternatively, they start a business process that calls services. A service’s
definition describes the service. A service can be an atomic service or made up
of a composite set of services, where these composed services can in turn be
atomic or composite services. Service components are used as intermediaries
to expose existing application functions for those applications that cannot be
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directly exposed. Whether directly or indirectly exposed, the application function
itself is the target of the service consumer’s request.

Now, examining the right side of Figure C-1 on page 440, SOA security
requirements should be included through all of the SOA implementation layers.
Beginning at the service consumers, through the business processes, service
definitions, service components, and finally service implementation, security
needs to be considered.

Security overview

To begin the discussion on applying security in an SOA, this section defines
some security terms.
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Figure C-2 Defining security terminology

Let us define the terms in Figure C-2:
> Identity

Generally, an identity is a property of an object that allows it to be
distinguished from other objects. In our context, the object in question is a
user or a consumer. The identity of these consumers is typically represented
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>

with a unique value, or identifier, such as a user name or a UUID. Within our
SOA environment, there are many types of consumers, including suppliers,
partners, internal staff, and applications. Each of these consumers needs to
be correctly identified at all stages of an SOA environment.

The most obvious way for users (including suppliers, partners, and internal
staff) to identify themselves is by an explicit interaction, presenting an
identifier to a user interface, such as a Web portal. This information is then
used to create an identity token, a unique representation of the identity and
attributes of the consumer in a standardized format. When requests are
issued by an application on behalf of a user, identity information is typically
carried with the request in an identity token. The binding of an identity token
to a request allows an identity to be carried with a request so that the service
provider and intermediaries can identify the originator of the request.

As a consumer might not have the same identity at different points in a
request flow, we need to be able to map identities contained within identity
tokens. For example, a consumer might assert a user name (and password)
to a portal. The consumer’s identity token will represent this claimed identity.
As part of fulfilling this request, invocation of a CICS-based resource might be
required; this implies that the identity token needs to provide enough
information to support the identification of this consumer in a RACF ACEE
format. Identity mapping techniques are employed to handle this type of
identity mapping.

While many types of identity token are possible, common token types include
Username Tokens, X.509 certificate-based tokens, and tokens based on the
Security Assertion Markup Language (SAML) assertion from the Organization
for the Advancement of Structured Information Standards (OASIS) Security
Service Technical Committee, which is at:

http://www.oasis-open.org
Authentication

Assertion of an identity is often insufficient to allow us to trust that the
consumer really has the identity that they are claiming. The process of
authentication is used to prove this claim. Authentication is the process of
proving that the consumer legitimately has their claimed identity by evaluating
additional information (authentication credentials) that is bound to this identity
and can only be provided by a consumer with that identity. A typical example
of this type of additional information is a password. This additional information
can take the form of something that the consumer knows (for example, a
password associated with a user name), something the user possesses (for
example, a physical token capable of generating a one-time-use password or
a certificate), or something that the user has (for example, biometric
information, such as a fingerprint). The authentication process involves
collecting the consumer’s identity and authentication credentials and
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evaluating that the credentials presented by the consumer correspond to
credentials that are expected to be presented by the user.

Not all forms of authentication require an interaction with a consumer.
Authentication information might be bound to a request and carried with the
request in the form of a security token. A security token differs from an identity
token in that it includes additional information that allows it to be used as part
of the authentication process. For example, a security token can contain a
user name and password that can be evaluated using the same process by
which a user-presented user name and password are evaluated. These
authentication credentials can be used to perform authentication of the
consumer at components along a transaction path if required.

As a refinement of the security token, an identity token claims an identity
without the additional authentication credentials. For example, consider a
consumer who has already authenticated by direct interaction, by presenting
a user name and password to a portal. Instead of including a security token
(containing a user name and password), requests from the portal on behalf of
the consumer might include an identity token only. Downstream components
are expected to trust that the appropriate authentication has already taken
place and do not require an additional authentication of the consumer.

Authorization and Privacy

Authorization is the process of evaluating if an authenticated identity is
allowed to have its request fulfilled. Authorization decisions can differ
depending on the kind of user performing the access request. For example,
the same service might be accessed by internal staff of the organization, but
not by partners from different organizations. The internal staff member is
allowed to access the service (they are authorized), while the partner is not
allowed (they are not authorized). Authorization might need to be
implemented at multiple points in the transaction path, as well as at different
access layers such as gateways, application servers, applications, and
databases.

Privacy is a special case of the authorization, where access to Personally
Identifiable Information (Pll) is controlled. This type of authorization is
usually based on the data being retrieved. For example, it might be
acceptable to access a customer’s home address, but not their home phone
number.

Confidentiality and Integrity

Protection of data at rest, in transit, and in process are important
considerations.

Confidentiality protection usually means encrypting the data so that it cannot
be read by unauthorized persons. Only someone in possession of the
decryption key can read the data. Integrity means protecting against data
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modifications that are undetected. This is usually achieved using digital
signatures or message authentication codes. Note that signing of data in the
form of a request or message provides a form of authentication, namely
message authentication. The originator of the request will sign the message,
both proving that they understand the contents of the request (based on their
encrypting the message with their unique private signing key) and providing
protection against modifications to the request (based on the inability to
validate a signature against a modified message).

For example, the standard WS-Security, as discussed in later in this
appendix, can be used to protect Web services messages. It provides
message confidentiality, integrity, and authentication.

Security data, such as passwords, encryption keys, configuration files, and
application data stored in databases or similar places, can also be protected
with confidentiality and integrity mechanisms.

> Availability

Availability of a service or resource implies that it is able to provide a
response to a request in a timely manner. Ensuring that services are available
when required is key in many SOA environments. Architecting for high
availability includes application clustering, database clusters, and similar
techniques.

> Auditing and Compliance

Ensuring that security-related events are recorded, then analyzed and
reported on is the domain of auditing. Often auditing is implemented in
individual existing systems, so bringing that data together can be a key
requirement. Checking that the security-related events comply with the
internal business policy is the domain of compliance. Compliance might also
mean ensuring that the system follows legislative requirements.

» Administration and Policy Management

Rules about authentication, authorization, data protection, auditing, and so on
are described in the security policies. Because security policies can evolve to
keep up with changing business policies, administration and policy
management have to be flexible and easily configurable. Adding partners or a
new set of services, applying dedicated and configurable security policies,
and deploying them easily, securely, and efficiently must be made easier
without having to reconsider the entire architecture.

Web services security specifications

The Web services security model introduces a set of individual interrelated
specifications to form a layered approach to security. A motivation for using
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these specifications and an overview of these specifications can be found in a
joint security whitepaper from IBM Corporation and Microsoft Corporation on the
IBM developerWorks Web site:

ftp://www.software.ibm.com/software/developer/library/ws-secmap.pdf

Figure C-3 illustrates these specifications and the layered approach taken in
developing these standards.

e WS-Federation WS-Authorization
SecureConversation
WS-Policy WS-Trust WS-Privacy
WS-Security

SOAP Foundation

Figure C-3 Web service security specifications

These specifications provide the following capabilities:
» WS-Security

WS-Security provides message-level security which is used when building
secure Web services. Message content protection (integrity, confidentiality,
and authentication) and security token propagation are features of this
specification.

» WS-Policy

WS-Policy describes the capabilities and constraints of the security (and
other business) policies on intermediaries and endpoints (for example,
required security tokens, supported encryption algorithms, and privacy rules).
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» WS-Trust

WS-Trust describes a framework for trust models that enables Web services
to interoperate securely. This specification is responsible for managing trusts
and establishing trust relationships.

» WS-Privacy

WS-Privacy describes a model for how Web services and consumers state
privacy preferences and organizational privacy practice statements.

» WS-Federation

WS-Federation describes how to manage and broker the trust relationships in
a heterogeneous federated environment, including support for federated
identities.

» WS-SecureConversation

WS-SecureConversation describes security context exchange and
establishing and deriving session keys.

WS-Security
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The WS-Security specification provides message-level security. The advantage
of using WS-Security instead of Secure Sockets Layer (SSL) is that it can
provide end-to-end message level security. This means that the messages are
protected even if the message goes through multiple services, or intermediaries.
Additionally, WS-Security is independent of the transport layer protocol. It can be
used for any SOAP binding, not just for SOAP over HTTP.
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As an overview, Figure C-4 shows the Web service security elements that can be
added to the SOAP header.

SOAP Envelope Security Token
SOAP Header
Timestamp
Misc. Headers /
Signature

Security Header Encrypted Key

SOAP Body Encrypted Data

Figure C-4 SOAP message security with WS-Security

* Depending on the applied security, the data is
clear text or encrypted.

The WS-Security specification Version 1.1 was ratified by the OASIS WSS
Technical Committee in February 2006. This specification proposes a standard
set of SOAP extensions. This specification is flexible and is designed to be used
as the basis for securing Web services within a wide variety of security models
including Public Key Infrastructure (PKI), Kerberos, and SSL. It provides support
for multiple security token formats, multiple trust domains, multiple signature
formats, and multiple encryption technologies to provide integrity or
confidentiality.

The WS-Security specification defines the usage of XML Signature and XML
Encryption:

» Message integrity is provided by XML Signature in conjunction with security
tokens to ensure that modifications to messages are detected. See:

http://www.w3c.org/Signature

Appendix C. Security terminology, standards, and technology =~ 447


http://www.w3c.org/Signature

WS-Policy

» Message confidentiality leverages XML Encryption in conjunction with
security tokens to keep portions of a SOAP message confidential. See:

http://www.w3c.org/Encryption

The specification includes security token propagation, message integrity, and
message confidentiality. However, these mechanisms by themselves do not
address all the aspects of complete security solution. Therefore, WS-Security
represents only one of the layers in a complex secure Web services solution
design.

More information about the OASIS Web services Security specifications is
available from:

http://www.oasis-open.org/committees/tc_home.php?wg abbrev=wss

WS-Policy provides a flexible and extensible grammar for expressing the
capabilities, requirements, and general characteristics of entities in an XML Web
services-based system. WS-Policy defines a framework and a model for the
expression of these properties as policies. Policy expressions allow for both
simple declarative assertions as well as more sophisticated conditional
assertions.

WS-Policy defines a policy to be a collection of one or more policy assertions.
Some assertions specify traditional requirements and capabilities that will
ultimately manifest on the wire (for example, authentication scheme and
transport protocol selection). Some assertions specify requirements and
capabilities that have no wire manifestation yet are critical to proper service
selection and usage (for example, privacy policy and QoS characteristics).
WS-Policy provides a single policy grammar to allow both kinds of assertions to
be reasoned about in a consistent manner.

WS-Policy stops short of specifying how policies are discovered or attached to a
Web service. Other specifications are free to define technology-specific
mechanisms for associating policy with various entities and resources.
Subsequent specifications will provide profiles on WS-Policy usage within other
common Web services technologies.

The specification that makes up WS-Policy is available for download from IBM
developerWorks at:

http://www.ibm.com/developerworks/library/specification/ws-polfram/

This is an excerpt from the IBM developerWorks definition of WS-Policy.

448  Understanding SOA Security Design and Implementation


http://www.w3c.org/Encryption
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss
http://www.ibm.com/developerworks/library/specification/ws-polfram/
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss

WS-Trust

The Web Services Trust Language (WS-Trust) uses the secure messaging
mechanisms of WS-Security to define additional primitives and extensions for the
issuance, exchange, and validation of security tokens. WS-Trust also enables
the issuance and dissemination of credentials within different trust domains.

In order to secure a communication between two parties, the two parties must
exchange security credentials (either directly or indirectly). However, each party
needs to determine if they can trust the asserted credentials of the other party.
This specification defines extensions to WS-Security for issuing and exchanging
security tokens and ways to establish and access the presence of trust
relationships.

The specification that makes up WS-Trust is available for download from IBM
developerWorks at:
http://www.ibm.com/developerworks/webservices/Tibrary/specification/ws-
trust/

This is an excerpt from the IBM developerWorks definition of WS-Trust.

WS-Federation

WS-Federation describes how to use the existing Web services security building
blocks to provide federation functionality, including trust, single sign-on (and
single sign-off), and attribute management across a federation. WS-Federation
is really a family of three specifications: WS-Federation, WS-Federation Passive
Client, and WS-Federation Active Client.

WS-Federation itself describes how to implement a federation in a Web services
world. In particular, WS-Federation focuses on the relationships between parties
and the high-level architecture that supports these relationships. The two
individual documents, WS-Federation Active and WS-Federation Passive,
describe how to implement individual federation solutions.

WS-Federation Active describes how to implement federation functionality in the
active client environment. Active clients are those that are Web services-enabled,
that is, able to issue Web services requests and react to a Web services
response. Leveraging the Web services security stack, WS-Federation Active
describes how to implement the advantages of a federation relationship,
including single sign-on, in an active client environment.

WS-Federation Passive describes how to implement federation functionality in a
passive client environment. A passive client is one that is not Web
services-enabled. The most commonly encountered example of a passive client
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is a vanilla HTTP browser. WS-Federation Passive describes how to leverage
the advantages of a federation relationship such as single sign-on in a passive
client environment. Because this solution leverages the WS-Security foundation
of the infrastructure support, the same components used to provide a passive
client solution can be leveraged for an active client solution.

The three specifications that make up WS-Federation are available for download
from IBM developerWorks at:

» WS-FED:
http://www.ibm.com/developerworks/webservices/Tibrary/ws-fed/

» WS-FEDACT:
http://www.ibm.com/developerworks/webservices/Tibrary/ws-fedact/

» WS-FEDPASS:

http://www.ibm.com/developerworks/webservices/Tibrary/ws-fedpass/

The logical architecture described in WS-Federation, together with the
functionality described in the Web services security stack, supports both the
active and passive client scenarios. The complete family of WS-Security
specifications provides companies with a standards-based interoperable secure
digital identity and a trust platform for Web services-based architecture.
Furthermore, these specifications promote reusability of existing IT security
investments, enabling companies to work with multiple security token types and
multiple scenarios, including vanilla browsers, enhanced browsers, active clients,
and application-to-application connectivity.

WS-SecureConversation

The Web Services Secure Conversation Language (WS-SecureConversation) is
built on top of the WS-Security and WS-Policy models to provide secure
communication between services. WS-Security focuses on the message
authentication model, but not a security context, and thus is subject to several
forms of security attacks. This specification defines mechanisms for establishing
and sharing security contexts, and deriving keys from security contexts, to
enable a secure conversation.

By using the SOAP extensibility model, modular SOAP-based specifications are
designed to be composed with each other to provide a rich messaging
environment. Therefore, WS-SecureConversation by itself does not provide a
complete security solution. WS-SecureConversation is a building block that is
used in conjunction with other Web service and application-specific protocols (for
example, WS-Security) to accommodate a wide variety of security models and
technologies.
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The specification that makes up WS-SecureConversation is available for
download from IBM developerWorks at:

http://www.ibm.com/developerworks/webservices/Tibrary/specification/ws-
secon/

This is an excerpt from the IBM developerWorks definition of
WS-SecureConversation.

WS-SecurityPolicy

The Web Services Security Policy Language (WS-SecurityPolicy) specification
defines a set of security policy assertions that apply to Web Services Security:
SOAP Message Security, WS-Trust, and WS-SecureConversation. This
specification takes the approach of defining a base set of assertions that
describe how messages are to be secured. Flexibility with respect to token types,
cryptographic algorithms, and mechanisms used, including using transport-level
security, is part of the design and allows for evolution over time. The intent is to
provide enough information for compatibility and interoperability to be
determined by Web services participants, along with all information necessary to
actually enable a participant to engage in a secure exchange of messages.

The specification that makes up WS-SecurityPolicy is available for download
from IBM developerWorks at:

http://www.ibm.com/developerworks/webservices/Tibrary/specification/ws-
secpol/

This is an excerpt from the IBM developerWorks definition of WS-SecurityPolicy.

WS-Provisioning

WS-Provisioning describes the APIs and schema necessary to facilitate
interoperability between provisioning systems and to allow software vendors to
provide provisioning facilities in a consistent way. The specification addresses
many of the problems faced by provisioning vendors in their use of existing
protocols, commonly based on directory concepts, and confronts the challenges
involved in provisioning Web services described using WSDL and XML Schema.

The WS-Provisioning interface is an open standard that is available to other
companies that want to develop interoperable provisioning scenarios and
systems. The specification is publicly available on the IBM developerWorks Web
site:

http://www.ibm.com/developerworks/webservices/Tibrary/ws-provis/
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WS-Provisioning has been submitted to the Organization for the Advancement of
Structured Information Standards (OASIS) Provisioning Service Technical
Committee.

More information

Because Web services security is a quickly evolving field, it is essential for
developers and designers to regularly check for recent updates. In this section,
we provide some of the most important entry points for your exploration:

» The XML Signature Workgroup home page can be found at:
http://www.w3.org/Signature/

» The XML Encryption Workgroup home page can be found at:
http://www.w3.org/Encryption/

» The WS-Security specification 1.0 can be found at:
http://www.ibm.com/developerworks/library/ws-secure/

» The whitepaper of the Web services security roadmap can be found at:
http://www.ibm.com/developerworks/webservices/Tibrary/ws-secmap/

» The OASIS WS-Security 1.0 and token profiles can be found at:

http://www.oasis-open.org/committees/tc_home.php?wg abbrev=wss

Security Assertion Markup Language

Security Assertion Markup Language (SAML) is a specification designed to
provide cross-vendor single sign-on interoperability. SAML was developed by a
consortium of vendors (including IBM) under the auspices of OASIS, through the
OASIS Security Services Technical Council (SSTC). SAML has two major
components: It describes SAML assertions used to transfer information within a
single sign-on protocol and SAML bindings and profiles for a single sign-on
protocol.

A SAML assertion is an XML-formatted token that is used to transfer user identity
(and attribute) information from a user’s identity provider to trusted service
providers as part of the completion of a single sign-on request. A SAML assertion
provides a vendor-neutral means of transferring information between federation
business partners. Therefore, SAML assertions have a lot of traction in the
overall federation space.
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As a protocol, SAML has three versions: SAML 1.0, 1.1, and SAML 2.0. SAML
1.0 and SAML 1.1 (collectively, SAML 1.x) focus on single sign-on functionality.
SAML 2.0 represents a major functional improvement over SAML 1.x.

As the most recent release, SAML 2.0 uses as input both the Shibboleth work
and Liberty ID-FF 1.2. SAML 2.0 takes into account more of the identity life cycle
functionality than previous versions. Likewise, based on the Shibboleth input,
SAML 2.0 has functionality that addresses some of the privacy concerns
associated with a federated environment.

More information about the SAML specification is available from:

http://www.oasis-open.org/committees/tc_home.php?wg abbrev=security

eXtensible Access Control Markup Language

eXtensible Access Control Markup Language (XACML) is an initiative to develop
a standard for access control and authorization systems. It describes both a
common language for expressing access control policies to describe general
access control requirements and a request/response language that describes
how to form a query to determine if a given action is allowed or not and how to
interpret the result.

XACML addresses several use cases:

Define a policy.

Gather required data for policy evaluation.
Evaluate policy.

Enforce policy.

vyvyyy

More information about XACML can be found at the OASIS Web site:

http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml

Java Authorization Contract for Containers

Java Authorization Contract for Containers (JACC) was introduced in the J2EE
1.4 specification to address some problems and limitation of earlier definitions:

» All access decisions were made by the application server, unless proprietary
interfaces were used for third-party plug-ins.

» There were no standards for integration of application servers with
authorization service providers. There was no standard representation of
application security policy (roles, resources, and resource-to-role mappings)
and no standard interface for access decision (declarative or programmatic).
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JACC allows third-party authorization service providers to plug into application
servers, such as WebSphere, using standard interfaces for policy configuration
and access decisions. JACC defines new Permission classes to handle both the
EJB and the Web permissions required by “security constraints” in J2EE
deployment descriptors. A J2EE role is a named collection of these permissions.

Note: JACC does not specify a standard interface for principals (users and
groups) to roles mapping.

JACC defines a standard contract (interfaces and rules) that allows authorization
framework providers to plug into J2EE application containers to provide
authorization policy management and access decision services. Figure C-5
shows these relationships.

J2EE Container

( Access Enforcement F

Application || Application Management
Administrator (deploy, undeploy)

roles, mappings.
. ’ A | ?
roles, mappings ccess allowed

‘ Policy Configuration H Access Decision ‘
\ JACC Provider

e —
Provider Repository

Figure C-5 Java Authorization Contract for Containers (JACC)

More information about JACC can be found at:

http://java.sun.com/j2ee/javaacc/index.htm]

Service Provisioning Markup Language

Service Provisioning Markup Language (SPML) provides an XML framework for
managing the provisioning and allocation of identity information and system
resources within and between organizations. SPML V2.0 was ratified as an
OASIS standard in April 2006.
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SPML defines four main conceptual elements:
» Requesting Authority

A Requesting Authority (RA) constructs and issues well-formed SPML
requests and sends them to a Provisioning Service Provider (PSP). An RA
can be a portal or other user-facing application or can be an Human
Resources (HR) system considered the originating identity repository in an
enterprise.

» Provisioning Service Provider

A Provisioning Service Provider (PSP) is a software system that receives
SPML requests and processes them with its internal knowledge of systems
that it manages. A single SPML request can generate multiple provisioning
operations within the PSP. An example of a PSP might be a commercial
identity provisioning product, such as IBM Tivoli Identity Manager.

» Provisioning Service Target

A Provisioning Service Target (PST) represents an endpoint that the PSP
manages. An example of a PST might be the Tivoli Identity Manager adapter
for Active Directory.

» Provisioning Service Object

A Provisioning Service Object (PSO) is an object on a PST. An example of a
PSO might be an account in RACF. The SPML specification does not restrict
itself to only managing user accounts.

The high-level interaction between these components is shown in Figure C-6.

RA PSP

PST

PSO (=

Figure C-6 Conceptual elements in the SPML domain model
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Despite the second version of SPML already being ratified as a standard,
additional work is required to cater for comprehensive implementations.
Examples include:

» There is no concept of ownership of PSOs.

» Workflow interactions, such as request approval, cannot be represented in
SPML.

» Protocol bindings to transports are not well-defined at this time. Integration
with development tools is limited, and achieving interoperability is then based
on interaction contracts beyond the SPML standard.

» Securing SPML messages is not well-defined.

For more information about SPML and its progress as an evolving standard,
consult the OASIS Provisioning Services Technical Committee site:

http://www.oasis-open.org/committees/tc_home.php?wg abbrev=provision

z/OS security

z/0OS security can be grouped into two major base components:

» The System Authorization Facility (SAF)
» RACF

System Authorization Facility

The System Authorization Facility is part of the z/OS operating system and
provides the interfaces to the callable services provided to perform
authentication, authorization, and audit logging.

SAF does not require any other product as a prerequisite, but overall system
security functions are greatly enhanced and complemented if it is used
concurrently with RACF. The key element in SAF is the SAF router. This router is
always present, even when RACF is not present.

The SAF router provides a common focal point for all products providing
resource control. This focal point encourages the use of common control
functions shared across products and across systems. The resource managing
components and subsystems call the SAF router as part of the decision-making
functions in their processing, such as access-control checking and
authorization-related checking. These functions are called control points.
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RACF

The system authorization facility (SAF) conditionally directs control to RACF (if
RACEF is present) or to a user-supplied processing routine, or both, when
receiving a request from a resource manager.

Figure C-7 shows the basic functionality of SAF.

RACROUTE
=
- Exit

SAF callable services check

_> s _
Database A
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A\ VWV 4 '

RACF

N check
(vesivo ] ' S
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Figure C-7 System Authorization facility

Resource Access Control Facility (RACF) is an add-on software product that
provides security for a mainframe system.

RACF protects resources by granting access only to authorized users of the
protected resources. RACF retains information about users, resources, and
access authorities in special structures called profiles in its database, and it
refers to these profiles when deciding which users should be permitted access to
protected system resources.

To accomplish its goals, RACF gives you the ability to:

» Identify and authenticate users

» Authorize users to access protected resources

» Log and report various attempts of unauthorized access to protected
resources

» Control the means of access to resources
» Allow applications to use the RACF macros
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RACF uses a user ID and a system-encrypted password to perform its user
identification and verification. The user ID identifies the person to the system as
a RACF user. The password verifies the user’s identity. Often exits are used to
enforce a password policy, such as a minimum length, lack of repeating
characters, or adjacent keyboard letters, and also the use of numerics as well as
letters.

To get an cursory understanding of how authorization works and to explain the
communications involved, an authorization check is performed the following way
(see Figure C-7 on page 457):

1. A user requests access to a resource using a resource manager.

2. The resource manager issues a RACROUTE request to see if the user can
access the resource.

3. RACEF refers to the RACF database or in-storage data.
4. RACEF retrieves data for the profile.

5. Based on the information in the profile, RACF passes the resulting status
code for the request to the resource manager.

6. The resource manager grants or denies the request.
RACF does not decide whether the request is granted or not. It returns a status

code to the resource manager, and the resource manager makes the decision.
RACF will return one of four status codes meaning:

» The user has the access right.

» The user does not have access.

» It is unknown whether the user has the access right or not.
» RACF is not working.

The resource manager uses this return code to make a decision.

An alternative to the RACF password provided by the RACF secured sign-on
function is the Passticket. The RACF Passticket is a one-time-only password that
is generated by a requesting product or function. It is an alternative to the RACF
password that removes the need to send RACF passwords across the network in
clear text. It makes it possible to move the authentication of a mainframe
application user ID from RACF to another authorized function executing on the
host system or to the work station local area network (LAN) environment.
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Tip: To learn more about SAF and how it works with RACF, you can look in:

» 0OS/390® SecureWay® Security Server RACROUTE Macro Reference
http://publibz.boulder.ibm.com/epubs/pdf/ichlc610.pdf

» 0S/390 SecureWay Security Server RACF Callable Services
http://publibz.boulder.ibm.com/epubs/pdf/ichld121.pdf

To learn more about Passticket, refer to Chapter 11, “The RACF Secured
Signon PassTicket”, in zZOS V1R4.0 Security Server RACF Macros and
Interfaces, SA22-7682, found at:

http://publibz.boulder.ibm.com/epubs/pdf/ichza330.pdf
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Additional material

This IBM Redbooks publication refers to additional material that can be
downloaded from the Internet as described below.

Locating the Web material

The Web material associated with this IBM Redbooks publication is available in
softcopy on the Internet from the IBM Redbooks Web server. Point your Web
browser to:

ftp://www.redbooks.ibm.com/redbooks/SG247310

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select Additional materials and open the directory that corresponds with the
IBM Redbooks publication form number, SG247310.

Using the Web material

The additional Web material that accompanies this IBM Redbooks publication
includes the following files:

File name Description
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ftp://www.redbooks.ibm.com/redbooks/SG247310
ftp://www.redbooks.ibm.com/redbooks/SG247310
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http://www.redbooks.ibm.com/

$G247310.zip See details below

The zip file contains files for the two scenarios presented in this book. Create a
subdirectory (folder) on your workstation and unzip the contents of the Web
material zip file into this subdirectory (folder).

Example 1 - CICS

Chapter 9, “Technical implementation” on page 181 provides detailed
instructions about how to use these files:

certs/ Directory containing key stores for ITSOTelco and
ITSOBank components used in the example.

jaas-module/ Directory containing the JAAS login module that calls the
Tivoli Federated Identity Manager Security Token
Service.

Idap-sts-module/ Trust service module for identity mapping using LDAP.

mapping-rules/ Directory containing mapping rules for TFIM trust service
and transforms used in configuring the XML firewall in the
solution.

bank2005.zip This file contains the CICS portion of the scenario. See

more information in the next section.
ITSOBanker2007.ear Bank Web service with security added.

ITSOTelcoPortal2007.ear
Bank Web service client with no security.

Installing the CICS portion of the ITSOBank scenario
Perform the following tasks:

1. Unzip the supplied bank2005.zip to a temporary directory.

2. On the z/OS side, create a partitioned dataset library with the FB80 format for
the source files.

3. Upload all the files from the bank2005.zip as members to this dataset. You
can ignore the extensions. The members would be:

DPLCSHOW Assembler source for 3270 transaction
DPLCMAP CICS map source

DPLC Main C program source

ACCTBNTB SPUFI source for account table
EMPLOYEE SPUFI source for employee data
CSDUP CICS resource definition source
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4. Compile the program and map the source into a load library that is
concatenated to the CICS’s DFHRPL:

— DPLCMAP can be compiled using the procedure DFHMAPS or
DFHMAPT.

— DPLCSHOW can be assembled and link-edited using the procedure
DFHEITAL.

— DPLC must be compiled through the DB2 pre-processor and the CICS
translator. You can use the supplied DB2 sample DSNHC procedure and
invoke the CICS procedure DFHYITDL.

5. Create DB2 tables. You might need to work with a DB2 administrator to
perform this task. The sample SPUFI files will create the tables on the public
database DSNDBO04 using the default storage group. Run SPUFI using the
EMPLOYEE source and then the ACCTBNTB. All return codes should be
0000.

6. Create a CICS resource definition using the source CSDUP. This creates a
group called BANK2005. You should include this group into the startup list for
the CICS initialization to be automatically installed when you start CICS. You
can interactively install the group using the CEDA INSTALL
GROUP(BANK2005) command from a CICS session.

7. Test the transaction by invoking DPLS. You should receive miscellaneous
data as shown in Figure D-1.

DPLC
Return Data from Program DPLC
Field 1: 0000
Field 2: .00
Field 3: Date: 08/
Field 4: 02/2007 Time:1
Field 5: 0:12:50 Applid:S
Field 6: CSCPA2B Sys
Field 7: id:PA2B Userid:C

Field 8: ICSUSER Start

Field 9: code:D Tran: DPL

Figure D-1 CICS DPLC output
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8. To prepare the connection from the CICS Transaction Gateway, you must
define the necessary resources for the CICS Transaction Gateway to access
this CICS. Additional definitions must include CONNECTION and SESSION
resources.

Example 2 - WebSphere ESB

Chapter 12, “Technical implementation” on page 333 provides detailed
instructions about how to use these files.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this IBM Redbooks publication.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM
Redbooks publications” on page 466. Note that some of the documents
referenced here may be available in softcopy only.

>

Develop and Deploy a Secure Portal Solution Using WebSphere Portal V5
and Tivoli Access Manager V5.1, SG24-6325

Enterprise Business Portals Il with IBM Tivoli Access Manager, SG24-6885

Enterprise Security Architecture Using IBM Tivoli Security Solutions,
SG24-6014

Federated Identity Management and Web Services Security with IBM Tivoli
Security Solutions, SG24-6394

IBM Tivoli Composite Application Manager V6.0 Family: Installation,
Configuration, and Basic Usage, SG24-7151

IBM WebSphere Application Server V6.1 Security Handbook, SG24-6316

Patterns: SOA Foundation - Business Process Management Scenario,
SG24-7234

Patterns: SOA Foundation Service Connectivity Scenario, SG24-7228
Web Services Handbook for WebSphere Application Server 6.1, SG24-7257

WebSphere Version 6 Web Services Handbook Development and
Deployment, SG24-6461
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Other publications

These publications are also relevant as further information sources:

» Lansiti, et al., The Keystone Advantage: What the New Dynamics of Business
Ecosystems Mean for Strategy, Innovation, and Sustainability, Harvard
Business School Publishing, Press, 2004, ISBN 1591393078

» “Daimler's New Way to Make Cars: Let Someone Else Do It”, in Forbes,
August 16, 2004

» IBM Tivoli Federated Identity Manager Web Services Security Management
Guide Version 6.1.1, GC32-0169-01

Online resources

These Web sites are also relevant as further information sources:

» The Web services security model introduces a set of individual interrelated
specifications to form a layered approach to security. An overview of these
specifications can be found on the IBM developerWorks site:

ftp://www.software.ibm.com/software/developer/1ibrary/ws-secmap.pdf

» Many open standards in the areas of security, SOA, Web Services, and
similar topics are documented at the Organization for the Advancement of
Structured Information Standards (OASIS):

http://www.oasis-open.org

How to get IBM Redbooks publications

You can search for, view, or download IBM Redbooks publications, IBM
Redpapers, Hints and Tips, draft publications and Additional materials, as well as
order hardcopy IBM Redbooks publications or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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