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Part 1

Introduction to the
IBM System
Storage N series

In this part we introduce the basics of the IBM System Storage N series product line and its
basic features and capabilities as well as its connectivity capabilities.
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Using IBM System Storage N
series and databases

In this chapter we introduce the IBM System Storage IBM N series and the benefits and
features in the database environment.

One of the primary benefits of using an IBM System Storage N series in your database
environment is that the IBM System Storage N series is a Multiproctocol storage system
providing network access protocols such as NFS, CIFS, HTTP, and iSCSI as well as Storage
Area technologies such as Fibre Channel (see Figure 1-1).

NES

» Industry-leading data reliability:
RAID-DP™

Disk-based
Backup

Regulatory |=| %

CompBance B

Data Migration 4‘

and Archiving q

il AR [ £ e i oot

Figure 1-1 Multiprotocol
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Most databases used today consist of critical and irreplaceable data. The N series product
uses built-in RAID technologies as well as protection with options to add additional protection
through mirroring, replication, snapshots, and backup.

With shrinking staff and additional duties that the Database administrator (DBA) has today,
the administration of storage is made easier with the N series product administrative
interfaces of FilerView®, Operations Manager, and its command line interface. These simple
management interfaces make installing, administrating, and troubleshooting uncomplicated
and straightforward.

Though the IBM System Storage N series is suited for many environments, including the
database environment, the advantages of using it with your database applications are as
follows:

» The ability to tune the storage environment to your database application while maintaining
flexibility to increase, decrease, or change access methods with a minimum of disruption.

» The capability to react easily and quickly to changing storage requirements. If additional
storage is required, being able to expand it quickly and non-disruptively is needed. When
existing storage exists but is deployed incorrectly, the capability to reallocate available
storage from one application to another quickly and simply cannot be done.

» The ability to maintain availability and productivity during upgrades. Keeping required
outages to the shortest time possible.

» Create effortless backup/recovery solutions that operate commonly across all data access
methods.

» File and block level services in a single system, helping to simply your infrastructure.

1.1 The IBM System Storage N series models
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» IBM System Storage N3700 storage system
» |IBM System Storage N5000 storage system
» IBM System Storage N7000 storage system
» IBM System Storage N5000 Gateway
» IBM System Storage N7000 Gateway
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Use Model Capacity
Entry Level N3700 16TB
A10&A20
Midrange N5200 84TB
A10 &A20
Midrange N5300 126TB
A10 &A20
Midrange N5500 168TB
A10&A20
Midrange N5600 . - | 210TB A10
A108A20 | ‘- B | 252TB A20
Enterprise class N7600 .| 420TB
"
Enterprise class N7800 .. | 504TB
Figure 1-2 IBM System Storage N series
Use Model Capacity
Midrange N5200 50TB
G10 &G20
Midrange N5300 - 126TB
G10 & G20
Midrange N5500 80TB
G10&G20
Midrange N5600 252TB
G10&G20
Enterprise class N7600 420TB
Enterprise class N7800 504TB

Figure 1-3 IBM System Storage N series gateways

1.1.1 Comparison of the IBM System Storage N series Gateway with the IBM

System Storage N series

>

Identical core NAS feature/functionality™

Identical iSCSI feature/functionality

Identical FCP feature/functionality

Filer SAN host support matrix applies

Chapter 1. Using IBM System Storage N series and databases
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» Identical behavior for Write Anywhere File Layout (WAFL®) file system
» ldentical data availability characteristics*

» Identical data integrity characteristics*

» Identical data management characteristics*

» lIdentical serviceability characteristics™

» Supports same version of Data ONTAP®

» Differences exist in system initialization and storage expansion

» A N5000 and N 7000 series Gateway physical attributes are the similar to the N5000 and
N7000 models A10 and A20 storage systems.

» The N series Gateway does not use the following features of Data ONTAP.
— SnapLock Compliance
— Disk sanitization and disk scrubbing
— SnaplLock
— Compliance
— LockVault Compliance
— Nearline™ Feature
— RAID-DP™
— RAID4

» N5000 and N7000 storage systems use disk storage provided by IBM only. The Gateway
models support heterogeneous storage.

» Data ONTAP is enhanced to enable the Gateway Series solution.
» A RAID array provides LUNs to the Gateway:
— Each LUN is equivalent to an IBM disk

— LUNSs are assembled into aggregates/volumes and then formatted with WAFL file
system, just like the IBM System Storage N series.

1.1.2 IBM System Storage N series A models hardware quick reference

Table 1-1 A models hardware quick reference

Function N3700 N5200 N5300 N5500 N5600 N7600 N7800

Maximum 16 84 126 168 210 336 336
Raw
Capacity in
TB A10
models

Maximum 16 84 126 168 252 420 504
Raw
Capacity in
TB A20
models

Fibre 144 GB 10K RPM, 144 GB 15K RPM, 300 GB 10K RPM - EXN2000
Channel 144GB 15K, 300GN 10K - EXN4000
Disk drives
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Function N3700 N5200 N5300 N5500 N5600 N7600 N7800
SATA Disk 250 GB 7.2 K RPM., 320 GB 7.2 K RPM., 500 GB 7.2 K RPM
Drives
Maximum 56 168 252 336 420(A10) 672(A10) 672 (A10)
number of 504(A20) 840(A20) 1008 (A20)
disks
Maximum Capacity | 42 .00@ 63@250 84.00@ 105@250GB(A10) 168@250GB( | 168@250GB(A10)
Raw limited 250GB GB 250GB 126 @250GB(A20) A10) 252 @250GB(A20)
Capacity in N/A 53.76 @ 126@500 | 107.52@ 134@320GB(A10) 210@250GB( | 215@320GB(A10)
TB based on 320GB GB 320GB 161@320GB(A20) A20) 322@320GB(A20)
SATA Drive 84 .00@ 168.00@ 210@500GB(A10) 215@320GB( | 336 @500GB(A10)
type 500GB 500GB 252@500GB(A20) A10) 504 @500GB(A20)
268@320GB(
A20)
336 @500GB(
A10)
420@500GB(
A20)
Expansion EXN1000 (SATA), EXN2000 (FC), EXN4000 (FC)
units
supported

1.1.3 IBM System Storage N series G Models hardware quick reference

Table 1-2 IBM System Storage N series G models quick reference

Function

N5200

N5300

N5500

N5600

N7600

N7800

Maximum Raw
Capacity in TB
G10 models

50

126

84

252

336

336

Maximum Raw
Capacity in TB
G20 models

50

126

84

252

420

504

Max. number of —
Logical Units
(LUNSs) on
back-end disk
storage

array

168

252

336

420for A10
and 504 for
A20

840

1008

Max LUN size in
GB

500

500

500

500

500

500

Maximum
Volume size in
B

16

16

16

16

16

16

Note: A stand-alone gateway must own at least one LUN. A cluster configuration must
own at least two LUNSs.

Chapter 1. Using IBM System Storage N series and databases
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1.1.4 N series product A& G models hardware quick reference

Table 1-3 Storage System Reference

Function

N3700

N5200 N5300 N5500 N5600 N7600 N7800

Network Protocol

support

NFS V2/V3/V4 over UDP or TCP,PCNFSD V1/V2 for (PC) NFS client authentication, Microsoft
CIFS, iSCSI, FCP, VLD, HTTP 1.0, HTTP1.1 Virtual Host

Other Protocol

SNMP, NDMP, LDAP, NIS, DNS

Support
Onboard I/0O 2 X GbE 4 X GbE 4 X GbE 4 X GbE 4 X GbE 6 X GbE 6 X GbE
ports per node 2 X Optical | 4 XFC 4 XFC 4XFC 4 XFC 8 XFC 8 XFC
FC 1 XLVD 1 XLVD 1 XLVD (4Gbps)
SCSI SCSI SCSI
PCI expansion N/A 3 X PCI-X 6xPCle 3 X PCI-X 3 X PCI-E 5 X PCI-E, 5XPCI-E,
slots per node 3 X PCI-X 3 X PCI-X
NVRAM in MB 128 512 512 512 512 512 2048
per node
Memory in GB 1 2 4 4 8 16 32
per node
Redundancy/ CompactFlash, dual-redundant hot-plug integrated cooling fans, hot-swappable autoranging power
High Availability supplies, clustered storage controllers, hot-swappable disk bays™**
Required rack 3U 3U per 3U per 3U per 3U per 6U per 6U per
space node node node node node node
Processors (A10) | Two one 2.8 two 1.8 two 2.8 2 AMD two 2.6 four 2.6
Broadcom GHz GHz AMD GHz Xeon 1.8GHz GHz AMD GHz AMD
MIPS-base | Xeon® Opteron Opteron
d
Processors (A20) | Four two 2.8 four 1.8 four 2.8 4 AMD four 2.6 eight 2.6
Broadcom GHz Xeon GHz AMD GHz Xeon 1.8GHz GHz AMD GHz AMD
MIPS-base Opteron Opteron
d

1.2 Standard software features
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The following features come standard with the N series product. The ones highlighted in bold
represent the features that compliment Database applications.

Table 1-4 Standard software features

Data ONTAP Operating system software that optimizes data serving and allows multiple
protocol data access.

FTP File Transfer Protocol (FTP), a standard Internet protocol is a simple way to
exchange files between computers on the Internet.

Telnet The TELNET Protocol provides a general, bi-directional, eight-bit byte oriented

communications facility. It provides user-oriented command line login sessions
between hosts.
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Snapshot™

Enables online backups, providing near instantaneous access to previous
versions of data without requiring complete, separate copies.

FlexVol™

FlexVol creates multiple flexible volumes on a large pool of disks. Dynamic,
nondisruptive (thin) storage provisioning, space, and time-efficiency.

These flexible volumes can span multiple physical volumes with no regard to
size.

FlexShare

FlexShare gives administrators the ability to leverage existing infrastructure and
increase processing utilization without sacrificing the performance of critical
business needs. With the use of FlexShare, administrators can confidently
consolidate different applications and data sets on a single storage system.
FlexShare gives administrators the control to prioritize applications based on
how critical they are to the business.

FlexCache

FlexCache has the ability to distribute files to remote locations without the need
for continuous hands-on management. Storage systems deployed in remote
offices automatically replicate, store, and serve the files or file portions that are
requested by remote users without the need for any replication software or
scripts.

Disk Sanitization

Disk sanitization is the process of physically obliterating data by overwriting
disks with specified byte patterns or random data in a manner that prevents
recovery of current data by any known recovery methods. This feature enables
you to carry out disk sanitization by using three successive byte overwrite
patterns per cycle. By default six cycles are performed.

FilerView A Web-based administration tool that allows IT administrators to fully manage
N3700 systems from remote locations. Simple and intuitive Web-based
single-appliance administration.

SnapMover® Migrates data among N3700 clusters with no impact on data availability and no
disruption to users.

AutoSupport AutoSupport is a sophisticated, event-driven logging agent featured in the Data

ONTAP operating software and inside each IBM System Storage N series,
which continuously monitors the health of your system and issues alerts if a
problem is detected. These alerts can also be in the form of E-mail.

SecureAdmin™

SecureAdmin is a Data ONTAP module that enables authenticated,
command-based administrative sessions between an administrative user and
Data ONTAP over an intranet or the Internet.

DNS

The N series product supports using a host naming file or a specified DNS
server and domain.

Cluster Failover

Ensures high data availability for business-critical requirements by eliminating a
single point of failure.

-Must be ordered for A20 clustered configurations or upgrades from A10 to A20.

-Active-active pairing delivers even more “nines to right of the decimal point”.

NIS The N series product does provide NIS client support and can participate in NIS
domain authentication.

Integrated The IBM System Storage N series and Data ONTAP provide integrated RAID

automatic RAID management with RAID-Double Parity (default) and RAID 4.

manager

iSCSI Host A Host Support Kit includes support software and documentation for connecting

Attach Kit for a supported host to an iISCSI network. The support software includes programs

AIX®, Windows, that display information about storage and programs to collect information

Linux needed by customer support to diagnose problems.

Chapter 1. Using IBM System Storage N series and databases
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1.3 Optional software

10

Table 1-5 Optional Software

CIFS

Provides File System access for Microsoft Windows environments.

NFS

Provides File System access for Unix and Linux environments.

HTTP

Hypertext Transfer Protocol allows a user to transfer displayable Web pages and
related files.

FlexClone

Designed to provide instant replication of data volumes/sets without requiring
additional storage space at the time of creation.

Multistore

Permits an enterprise to consolidate a large number of Windows, Linux, or UNIX
file servers onto a single storage system. Many “virtual filers” on one physical
appliance ease migration and multi-domain failover scenarios.

SnaplLock

Provides non-erasable and non-rewritable data protection that helps enable
compliance with government and industry records retention regulations.

LockVault

Designed to provide non-erasable and non-rewritable copies of Snapshot data
to help meet regulatory compliance needs for maintaining backup copies of
unstructured data.

SnapMirror®

Remote mirroring software that provides automatic block-level incremental file
system replication between sites. Available in synchronous, asynchronous, and
semi-synchronous modes of operation.

SnapRestore®

Allows rapid restoration of the file system to an earlier point-in-time, typically in
only a few seconds.

SnapVault®

Provide disk-based backup for N3700 systems by periodically backing up a
Snapshot copy to another system.

SnapDrive®

SnapDrive enables Windows and Unix applications to access storage resources
on IBM System Storage N series, which are presented to the Windows 2000 or
later operation system as locally attached disks. For Unix it allows you to create
storage on a storage system in the form of LUNSs, file systems, logical volumes,
or disk groups.

SnapManager®

Host software for managing Exchange and SQL Server™ backup and restore.
SnapManager software simplifies Exchange data protection by automating
processes to provide hands-off, worry-free data management.

SnapValidator®

For Oracle deployments, SnapValidator provides an additional layer of integrity,
checking between the application and IBM System Storage N series.
SnapValidator allows Oracle to create checksums on data transmitted to IBM
System Storage N series for writes to disk and include the checksum as part of
the transmission.

SyncMirror®

SyncMirror is a synchronous mirror of a volume. It maintains a strict physical
separation between the two copies of your mirrored data. In case of an error in
one copy, the data is still accessible without any manual intervention.
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Single Mailbox SMBR is a software option from SnapManager that is designed to take

Recovery for near-instantaneous online backups of Exchange databases, verify that the

Exchange backups are consistent, and rapidly recover Exchange within levels: storage
group, database, folder, single mailbox, or single message. The potential results
are improved service to internal clients, reduced infrastructure expenses, and
significant time savings for Exchange administrators.

Operations Operations Manager provides remote, centralized management of the N series

Manager product’s data storage infrastructure, including global enterprise, storage

network, and so forth.

MetroCluster

MetroCluster software provides an enterprise solution for high availability over
wide area networks.

NearStore®
option

A disk-based, secondary storage device for enterprise applications.

Advanced Single
Instance Storage

Designed to significantly improve physical storage efficiency and network
efficiency by enabling the sharing of duplicate data blocks.

1.4 Software quick reference

This quick reference will indicate what software features are available with respect to N series
models.

Table 1-6 Software quick reference

Product/feature/ | Included/ N3700 N5X00 A10 & | N5x00 G10 & N7x00 A10 & | N7x00 G10
function optional A10 & A20 | A20 G20 A20 & G20
Data ONTAP Included X X X X X
iSCSI protocol Included X X X X X

FTP protocol Included X X X X X
NDMP protocol Included X X X X X
FlexVol Included X X X X X
Snapshot Included X X X X X
SecureAdmin Included X X X X X
iSCSI Host Included X X X X X
Attach Kit for AlX,

Windows, Linux

FlexShare Included X X
SnapMover Included X X X X X
CIFS protocol Optional X X X X X
NFS protocol Optional X X X X X
HTTP protocol Optional X X X X X
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Product/feature/ | Included/ N3700 N5X00 A10 & | N5x00 G10 & N7x00 A10 & | N7x00 G10

function optional A10 & A20 | A20 G20 A20 & G20

FCP protocol Optional X X X X X

FlexClone Optional X X X X X

Clustered Optional X(A20) X X X X

Failover

Multistore Optional X X X X X

SnapMirror Optional X X requires X requires
special HBA special HBA
card card

SnapRestore Optional X X X X X

Open Systems Optional X X X X X

SnapVault

(OSSV)

SnapVault Optional X X X X X

SnapDrive for Optional X X X X X

Windows &

UNIX: AIX,

Solaris™,

HP-UX, Linux

SnapValidator Optional X X X X X

SyncMirror Optional X X X X

SnapManagerfor | Optional X X X X X

SQL Server

SnapManagerfor | Optional X X X X X

Exchange

Single Mailbox Optional X X X X X

Recovery for

Exchange

(SMBR)

Operations Optional X X X X X

Manager Core,

BC & SRM

License

SnapLock Optional X X X X X

Enterprise

LockVault Optional X X X X X

Enterprise

MetroCluster A20 | Optional X X X X

Models only

Disk Sanitization Included X X X

SnapLock Optional X X X

Compliance
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Product/feature/ | Included/ N3700 N5X00 A10 & | N5x00 G10 & N7x00 A10 & | N7x00 G10
function optional A10 & A20 | A20 G20 A20 & G20
LockVault Optional X X X

Compliance

NearStore Optional X X X

Bundle

RAID4, RAID-DP | Included X X X

Advanced Single | Optional X X X X

Instance Storage

1.5 IBM System Storage N series A models

The A models of the IBM System Storage N series offer multiprotocol connectivity using

internal storage or storage provided by expansion units (see Figure 1-4 on page 14). The IBM
System Storage N series systems are designed to provide integrated block and file-level data
access, allowing concurrent operation in IP SAN (iSCSI), FC SAN, NFS, and CIFS
environments. Other storage vendors may require the operation of multiple systems to
provide this functionality. IBM System Storage N series are designed to avoid costly
downtime, both planned and unplanned, and to improve your access to mission-critical data,
thereby helping you gain a competitive advantage.

» FC drive options

— Used for high performance, mission critical production data

» SATA options can be used for the following:

— Disk backup options (Nearline storage)

— Archive storage WORM protection data

Chapter 1. Using IBM System Storage N series and databases
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Figure 1-4 IBM System Storage N series A models

1.5.1 IBM System Storage N3700 A10 and A20 introduction

The N3700 storage system is a 3U solution designed to provide NAS and iSCSI functionality
for entry to mid-range environments. The basic N3700 offering is a single-node model A10,
which is upgradeable to the dual-node model A20 and requires no additional rack space. The
dual-node, clustered A20, is designed to support fail over and failback functions to maximize
reliability. The N3700 filer can support 14 internal hot-plug disk drives with scalability being
provided through attachment to up to three expansion units, each with a maximum of 14
drives.The N3700 can also connect to a Fibre Channel switch for or tape for backup.
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Figure 1-5 N3700

The single node A10 uses a single control unit with dual node clustered A20 using two control
units (Figure 1-6).

Figure 1-6 N3700 A20

The N3700 is based around a MIPS dual core processor. It has 1GB of system memory of
which 128MB is defined as non-volatile due to having a battery back up.

Note: The NVRAM is a battery backed up portion of the main system memory.

N3700 Hardware Features
» 3U integrated storage system

» 3U optional storage expansion shelf - up to three
» Redundant hot plug power supplies

» Redundant Cooling

» Integrated 10/100/1000 full duplex Ethernet

» 2 Integrated Fibre Channel adapters

» Compact Flash

» Diagnostic LEDs/OPS
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Though ESH2 modules in the EXN2000 support up to 84 drives per loop or one N3700 and
five expansion shelves, only 56 drives and three expansion shelves and one N3700 are
supported. This is a firmware limitation for backward compatibility by the manufacturer for the
previous shelf module, the Loop Redundant Circuit (LRC). This module is not available in the
N series product.

Optional Hardware
» Second CPU tray supporting Cluster Failover

Table 1-7 Additional N3700 specifications

Storage System N3700 A10 N3700 A20
Specifications

Clustered No (Requires Yes
Failover-Capable upgrade to
A20)

Max Number of 3 3
Expansion Units
EXN1000/SATA disk
drives or EXN2000/FC
disk drives

1.5.2 N5200, N5300, N5500 & 5600 Models A10 and A20 storage systems
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The N5200, N5300, N5500, and N5600 are suitable for environments that demand data in
high availability, high capacity, and highly secure data storage solutions. The IBM System
Storage N5000 series offers additional choice to organizations for enterprise data
management. The IBM System Storage N5000 series is designed to deliver high-end
enterprise storage and data management value with midrange affordability. Built-in enterprise
serviceability and manageability features help support your efforts to increase reliability,
simplify and unify storage infrastructure and maintenance, and deliver exceptional economy.

» The IBM N5000 A series comes in two Models A10 and A20:
N5200

e 2864-A10 Single Filer
e 2864-A20 Clustered

N5300

e 2869-A10 Single Filer
e 2869-A20 Clustered

N5500

* 2865-A10 Single Filer
* 2865-A20 Clustered

N5600

* 2868 -A10
* 2868 -A20

» FC or SATA (both may be used behind a single controller but not in the same drawer)

|

The N5000 A10 models come in a compact 3U rack mountable units that can coexist in the
same rack as an EXN1000, EXN2000, and EXN4000 storage expansion unit (see Figure 1-7
on page 17 and Figure 1-8 on page 17). The A20 models require 6U of space.
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There are no visible external differences between the N5200 and the N5500. The differences
are in maximum storage capacity and CPU processing power as illustrated in Table 1-2 on
page 7. From the front the N5600 and the N5300 also look very similar to the N5200 and the
N5500. Some of the differences are seen from the rear (Figure 1-9 on page 18), especially
the absence of a LVD iSCSI connector. The N5600 and N5300 also use a BIOS prompt upon
boot rather than a Common Firmware Environment (CFE) prompt.

Figure 1-7  N5000 A model

Consolepmt  FC GhE ZNGhE 2FC Power suppiies
Oa0b Oa 00 Och 0l Ocid LA 1]

Figure 1-8 N5200 and N5500 series A20 rearview
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NVRAMS 3 x Open PCI Express slois

2 x 4Gb 2 x 4Gb
FC ports FC ports

Differences between N5200/N5500 and N5600 shown in Larger font

Figure 1-9 N5600 and N5300 rearview

There are no visible differences between the N5200 and N5500. The differences are in
maximum storage capacity and CPU processing power as illustrated in Table 1-3 on page 8.

1.5.3 IBM System Storage N series 7000 models A10 and A20

The IBM System Storage N7000 series offers additional choices to organizations facing the
challenges of enterprise data management. The IBM System Storage N7000 series is
designed to deliver high-end enterprise storage and data management value with midrange
affordability. Built-in enterprise serviceability and manageability features help support your
efforts to increase reliability, simplify and unify storage infrastructure and maintenance, and
deliver exceptional economy.

» The IBM N7000 A series comes in two Models, A10 and A20:
— N7600
e 2866-A10 Single Node
e 2866-A20 Clustered
— N7800
e 2867-A10 Single Node
* 2867-A20 Clustered
» FC or SATA (both may be used behind a single controller but not in the same drawer)

Like its N5000 predecessor, the N7000 series front of the unit has the LCD display and the
standard 3 LEDs indicating system activity, status, and power. Externally the N7600 and

18 Using the IBM System Storage N Series with Databases



N7800 appear the same. The differences lay internally with increased CPU, memory, and
NVRAM capability of the N7800 as compared to the N7600.

Figure 1-10 N7000 series front view

From the rear of the N7000 you can see the redundant power supplies, the NVRAM card, the
Gigabit Ethernet interfaces, as well as the Fibre Channel interfaces. The console port and
RLM port are also located on the rear (see Figure 1-11 on page 20).
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4xFC  4xFC Consde Pt

Figure 1-11 N 7000 rear view

Each N7000 node requires 6U of rack space. Each expansion unit requires 3U of rack space.
Each N7000 node requires at least one expansion unit (see Figure 1-12).

Figure 1-12 N7000 rack space
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A dual-node N7600 supports a maximum of 60 storage expansion units (EXN1000 and
EXN2000 or EXN4000). A dual-node N7800 supports a maximum of 72 storage expansion
units (EXN1000 and EXN2000 or EXN4000). See Figure 1-13. Each rack holds a maximum
of twelve EXN1000s, EXN2000s, and EXN4000s. The N7000 products are IBM Customer
Engineer installed, not Customer Setup.

Figure 1-13 Clustered N7000 with multiple expansion units

1.6 IBM System Storage N series gateways

The IBM System Storage N series Gateways, an evolution of the N5000 series product line,
are a network-based virtualization solution that virtualizes tiered, heterogeneous storage
arrays, allowing customers to leverage the dynamic virtualization capabilities available in
Data ONTAP across multiple tiers of IBM and 3rd party storage (see Figure 1-14 on page 22).
Like all IBM System Storage N series, the IBM N series Gateway family is based on the
industry-hardened Data ONTAP microkernel operating system, which unifies block and file
storage networking paradigms under a common architecture and brings a complete suite of
IBM System Storage N series advanced data management capabilities for consolidating,
protecting, and recovering mission-critical data for enterprise applications and users.

The industry's most comprehensive virtualization solution, the N series Gateways, provide
proven and innovative data management capabilities for sharing, consolidating, protecting,
and recovering mission-critical data for enterprise applications and users and seamlessly
integrates into mission-critical enterprise-class SAN infrastructures. These innovative data
management capabilities, when deployed with disparate storage systems, simplify
heterogeneous storage management.

The N series Gateway will present shares, exports, or LUNs that are built on flexible volumes
that reside on aggregates. The N series Gateway is also a host on the storage array SAN.
Disks are not shipped with the N series Gateway. N series Gateways take storage array
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LUNSs (which are treated as disks) and virtualizes them through Data ONTAP, presenting a
unified management interface.

The IBM N series Gateway offers customers new levels of performance, scalability, and a
robust portfolio of proven data management software for sharing, consolidating, protecting,
and recovering mission critical data. IBM System Storage N series seamlessly integrate into
mission-critical SAN environments and provide a simple, elegant data management solution,
decreasing management complexity, improving asset utilization, and streamlining operations
to increase business agility and reduce total cost of ownership. These prospects are looking
for ways to increase utilization, simplify management, improve consolidation, enhance data
protection, enable rapid recovery, increase business agility, deploy heterogeneous storage
services and broaden centralized storage usage by provisioning SAN capacity for business
solutions requiring NAS, SAN, or IP SAN data access (see Figure 1-15 on page 23).

These prospects have the following:

» Significant investments or a desire to invest in a SAN architecture

» Excess capacity and an attractive storage cost for SAN capacity expansion

» Increasing requirements for both block (FCP, iSCSI) and file (NFS, CIFS) access

» Increasing local and remote shared file services and file access workloads

They are seeking solutions to cost effectively increase utilization, consolidate distributed

storage, Direct Access Storage and file services to SAN storage, simplify storage
management, and improve storage management business practices.

LUK Inams aggre gate mustbs:
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Figure 1-14 Heterogeneous storage
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Figure 1-15 Gateway Topology

Two halves to set up

An IBM N series Gateway implementation can be thought of as a front-end implementation
and a back-end implementation. The front-end setup includes configuring the N series
Gateway for all protocols (NAS or FCP), implementing any snap features (Snapshot,
SnapMirror, SnapVault, and so on), and setting up backup including NDMP dumps to tapes.
The back-end implementation includes all tasks required to set up the IBM N series
Gateways’ system up to the point where it is ready for Data ONTAP installation. These
include array LUN formatting, port assignment, cabling, switch zoning, assigning LUNSs to the
V-Series system, creating aggregates, and loading Data ONTAP.

IBM N series Gateway highlights

IBM System Storage N series Gateway provides a number of key features that enhance the
value and reduce the management costs of utilizing a Storage Area Network (SAN). An IBM
N series Gateway does the following:

» Simplifies storage provisioning and management.

» Lowers storage management and operating costs.

> Increases storage utilization.

» Provides comprehensive simple-to-use data protection solutions.
» Improves business practices and operational efficiency.

» Transforms conventional storage systems into a better managed storage pool. See
Figure 1-16 on page 24.
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Figure 1-16 Tiered Heterogeneous Storage

Gateway RAID

Gateways use RAIDO on top of RAID1, RAID5, or RAID10 on RAID storage subsystems (see
Figure 1-17). Physical disk operations such as scrubbing are disabled.

Gateway

A -

RalDq through

RalDs and I
RalD0
Storage
Subsystem

Figure 1-17 RAID Configuration
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RAIDO is used to write data. See Example 1-1 for an example of volume status with the
Gateway. It looks very similar to what you see on an IBM System Storage N series model
except for the raid status.

Example 1-1 Vol status with gateway volumes

itsotuc2*> vol status -v vol3

Volume State Status Options
vol3 online raid0, flex nosnap=on, nosnapdir=off,
minra=off,

no_atime_update=off,
nvfail=off,
snapmirrored=off,
create_ucode=on,
convert_ucode=on,
maxdirsize=31457,
fs_size fixed=off,
guarantee=volume,
svo_enable=off,
svo_checksum=off,
svo_allow_rman=off,
svo_reject_errors=off,
fractional reserve=100,
Containing aggregate: 'aggrQ'

Plex /aggr0/plex0: online, normal, active
RAID group /aggr0/plex0/rg0: normal

1.6.1 IBM N5200, N5300, N5500, and N5600 Gateway models

The N5000 Gateway models are a good value for those wanting to extend the reach of their

SANs. The N5000 Gateway incorporates a variety of reliability and availability features
designed to support high demand operations. It houses hot, swappable, redundant power

supplies and fans, supports multipath failover protection, and hosts dual pathing between the

unit and its SAN-attached storage device. In addition, the clustering feature between two

storage systems is designed to help reduce system downtime. From a hardware perspective

the G10 and G20 models are identical to the A10 and A20 models of the N5200 N5300
N5500 and N5600. The differences lie in the spectrum of Data ONTAP features supported
and enabled.

» N5200

— 2864-G10
— 2864-G20 Clustered model

» N5300

— 2869-G10
— 2869-G20 Clustered model

» N5500

— 2865-G10
— 2865-G20 Clustered model
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» N5600

— 2868-G10
— 2868-G20 Clustered model

Table 1-8 Gateway capacity

Model Maximum capacity
2864-G10 50TB

2864-G20 50TB per node
2869-G10 126TB

2869-G20 126TB

2865-G10 80TB

2865-G20 80 TB per node
2868 252TB

2868 252TB

Important: If you are going to enable the cf.takeover.on_panic option, ensure that a spare
LUN is available for core dumps. If the cf.takeover.on_panic option is enabled and no
spare LUN is available, no core dump file is produced on failure. (The cf.takeover.on_panic
option controls whether a cluster partner immediately takes over for a panicked partner.)

Model Maximum number of LUNs Minimum
number of
LUNs
N5200 2864- 168 A stand-alone
G10 (non cluster model) gateway must
own at least
N5200 2864-G20 (cluster model) | For each node, single node N5200 2864-G10 | sne LUN. A
values apply. cluster
N5300 2869 - G10 052 configuration
must
N5300 2869 - G20 For each node, single node N5300 2869-G10 | own at least
values apply. two LUNs.

N5500 2865-G10 (non cluster 336
model)

N5500 2865-G20 (clustermodel) | Foreach node, single node N5500 2865-G10
values apply.

N5600 2868-G10 (non cluster 504 A stand-alone
model) gateway must
own at least
one LUN.

N5600 2868-G20 (clustermodel) | Foreach node, single node N5600 2868-G10 | A cluster
values apply. configuration
must

own at least
two LUNs
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1.6.2 IBM Gateway models N7600 and N7800

The IBM System Storage N7000 series gateway models offer additional choice to
organizations facing the challenges of enterprise data management. The IBM System
Storage N7000 series is designed to deliver high-end enterprise storage and data
management value with midrange affordability. Built-in enterprise serviceability and
manageability features help support your efforts to increase reliability, simplify and unify
storage infrastructure and maintenance, and deliver exceptional economy. The IBM N series
Gateway models N7600 and N7800 deliver all the feature function that the N5000 series does
but with increased processing, memory, NVRAM, and total storage capacity. The N7600 and
N78000 are designed with the high end of the enterprise environments. The N7000 series
Gateway hardware is identical to the A10 and A20 models. The differences in the two are the
enabled features and disk attachment by Data ONTAP.

» The IBM N7000 A series comes in two Models, G10 and G20:
— N7600
e 2866-G10 Single Node
e 2866-G20 Clustered
— N7800
e 2867-G10 Single Node
e 2867-A20 Clustered
e 2865-G20 Clustered model

1.7 LUN sizing for Gateways

The maximum and minimum sizes supported: Gateway support for LUN sizes is as follows:
— Maximum LUN size: 500 GB
— Minimum LUN size: 1 GB

Note: The Data ONTAP definition of a GB is as follows, one GB is equal to 1000 x 1024 x
1024 bytes. Therefore, the maximum LUN size that Data ONTAP supports means 500 *
1000 * 1024 * 1024 = 524,288,000,000 bytes.

1.8 Interoperability between Gateway G and A models

» Replication between SnapMirror on G model SnapMirror on A model. See Figure 1-18 on
page 28.

— Includes async, semisync, and synchronous
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Figure 1-18 SnapMirror Interoperability

» Disk-to-disk backup from SnapVault primary on G model to SnapVault secondary on A
model.

Primary G10 to Secondary A10

Primary A10 to Secondary G10

Figure 1-19 SnapVault interoperability
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— Disk-to-disk backup from SnapVault primary on A model SnapVault secondary on G
model
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Introduction to Data ONTAP

IBM System Storage N series are driven by a robust, tightly-coupled, multi-tasking, real-time
micro-kernel called Data ONTAP. This chapter describes some of the features and
functionality the Data ONTAP operating system provides.

2.1 What is Data ONTAP

Data ONTAP is a robust, tightly-coupled, multi-tasking, real-time micro-kernel that minimizes
complexity and improves storage system reliability. Data ONTAP has a look and feel similar
to UNIX, but it is a proprietary kernel that is produced by Network Appliance Corporation.

Data ONTAP is compact—the software is less than 2% of the total size of most general
purpose operating systems—thereby reducing the complexity of applying upgrades or
performing routine maintenance. Following are some additional benefits of the kernel:

» No third-party application software is allowed to be installed on Data ONTAP, thereby
reducing resource contention and application management overhead.

» No third-party scripts or executables are allowed to execute against the kernel, which
secures the kernel from malicious viruses or poor programming effects. In fact, all external
operations are performed via the access services interface of Data ONTAP.

» IBM System Storage N series side software (both standard and optionally enabled) is built
directly into the Kernel.

At the lowest level, the Data ONTAP kernel is comprised of the following three basic elements

(Figure 2-1 on page 32):

» A network interface driver

» A RAID manager

» The Write Anywhere File Layout (WAFL) file system
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Figure 2-1 Data ONTAP

2.1.1 The network interface driver

A network interface driver within Data ONTAP is responsible for receiving all incoming NFS,
CIFS, FCP, iSCSI, HTTP, and FTP requests. As each request is received, it is logged in
non-volatile RAM (NVRAM), an acknowledgement is immediately sent back to the requestor,
and any processing needed to satisfy the request is initiated. After initiated, this processing
runs uninterrupted (and continuously), as long as possible. This approach differs from that of
traditional file servers, which employ separate processes for handling the network protocol
stack, the remote file system semantics, the local file system, and the disk subsystem.

2.1.2 The RAID manager

32

The Redundant Array of Inexpensive Disks (RAID) technology is designed to protect against
loss of data in the event that disk failure occurs. Although RAID technology can be
implemented in five different levels (each of which have their own advantages and
disadvantages), levels 1, 3, and 5 are the most common forms used. In order to understand
how the IBM System Storage N series implements RAID 4 technology, it helps to understand
what levels of RAID are available and how RAID actually works.

RAID levels

RAID level 1 is simply disk mirroring. When RAID 1 is used, all data is duplicated on two
separate disks. RAID 1 is very safe, but its usage doubles the amount of disk space normally
required.
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RAID 3 uses a single parity disk and one or more data disks. Data is written to the data disks
in stripes, but the stripe size used is so small that each individual read or write operation
performed must access all the disks in the RAID array. For instance, the first byte in a block of
data might be on the first disk, the second byte on the second disk, and so on. RAID 3
(Figure 2-2) is a good fit for applications that require very high data rates for single large files,
such as super computing and graphics processing. However, it performs poorly when used
with multi-user applications that require many unrelated disk operations to be performed in
parallel because every operation performed causes traffic to be generated on each disk in the
array.

Similar to RAID 3, RAID 4 uses a single parity disk and one or more data disks. However,
with RAID 4, data is written to the data disks in much larger stripes. As a result, each data
disk in a RAID 4 array can usually satisfy a separate user request, allowing more requests to
be processed simultaneously.

Figure 2-2 RAID3

RAID 5 is similar to RAID 4, but instead of keeping parity blocks on a separate parity disk, it
cycles parity blocks among all of the disks in the RAID array (parity for the first stripe is stored
on the first disk, parity for the second stripe is stored on the second disk, and so on). The
primary advantage of RAID 5 is that it eliminates the need for a single parity drive, which can
become a bottleneck if large amounts of data are written to the RAID group in parallel. The
major disadvantage with RAID 5 is that it is not practical to add a single disk to a disk array
after the array is created. Instead, if the size of an existing RAID 5 array needs to be
increased, the number of disks to be added must match the current size of the array. For
example, if a RAID 5 implementation uses seven disks in each array, then disks must be
added to the array seven at a time.

IBM System Storage N series RAID implementation

The IBM System Storage N series uses RAID 4 technology; however, unlike most RAID 4
and RAID 5 implementations, which are architected without thought to file system structure or
activity, the IBM N series' RAID 4 implementation is heavily optimized to work in tandem with
the WAFL file system. By optimizing the file system and the RAID layer together, the IBM N
series RAID design provides all the benefits of RAID 4 protection, without incurring the
performance disadvantages that are often associated with general-purpose RAID 4 solutions.
And because IBM N series' RAID 4 design does not interleave parity information like generic
implementations of RAID 5, the overall system can be expanded quickly and easily, even
though RAID protection is present. The disk layout for the IBM N series’ RAID 4 technology is
illustrated in Figure 2-3 on page 34.
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How the parity disk is used

With RAID 3 and RAID 4, if one block on a disk goes bad, the parity disk within that disk's
RAID group is used to recreate the data in that block, and the block is mapped to a new
location on disk. A similar approach is used if an entire data disk fails. After the failed disk is
replaced, the parity disk is used in conjunction with the remaining data disks to recalculate its
contents, thereby preventing data from being lost.

A single IBM System Storage N series RAID 4 array is comprised of one disk that is used for
parity and up to 27 disks that are used for storing data. Each disk in the array (referred to as a
RAID group) is made up of 4 KB blocks; therefore, each stripe consists of one block from
each data disk and one block from the parity disk. The parity block in each stripe allows data
to be recalculated if any one block (on a data disk) in the stripe is lost.

DATA DIsKs PARITY
(up to total of 27 disks) Disk

| || |

ONE 4 KB
STRIPE

S N L_/ o

Figure 2-3 IBM N series RAID 4 disk layout

To understand how the parity disk works, it helps to think of each 4 KB block on a disk as
though it were a really big integer (32,768 bits long), and that RAID 4 is responsible for
performing simple math operations using these integers. With this in mind, the parity block
can be thought of as being the big integer that is the sum of all blocks in the stripe. A simple
example is in Figure 2-4 on page 35.
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Figure 2-4 Example of how the parity disk is used

In the example in Figure 2-4, if one of the data disks in the RAID group fails, for instance
“Data 27, the data stored on that disk can be reconstructed again by performing a simple
arithmetic operation similar to the following:

Data 2 = Parity - Data 1 - Data 3
=12-3-2
=7

In reality, the RAID system uses EXCLUSIVE-OR instead of addition and subtraction, and the
numbers used are much larger, but the end result is the same. Using addition and subtraction
on small numbers makes the process easier to understand.

Lost data is recalculated on the fly, so the IBM System Storage N series will continue to run,
even if one of the data disks in a RAID group fails—The entire contents of a failed disk are
recalculated and written to a new disk immediately after the failed disk is replaced—On the
other hand, if the parity disk itself fails, it must be replaced (after which parity values are
recalculated and written to it), but no data stored on data disks within the RAID group are lost.

Eliminating the parity disk bottleneck

Most RAID storage system vendors avoid using RAID 4 technology because with
general-purpose file systems the parity disk can become a bottleneck. To better understand
how the parity disk can become a bottleneck, it helps to examine how most general-purpose
RAID 4 file systems work. The Berkeley Fast File System (FFS) is a RAID 4 file system that
was designed to optimize write operations for individual files. Because of its design, FFS
typically writes blocks for different files to widely separated locations on disk. The illustration
shown in Figure 2-5 on page 36 shows how FFS might allocate blocks for three unrelated files
in a RAID 4 array. While each data disk used might receive only two write operations, the
parity disk will receive six (three times as many). More importantly, the parity disk writes are
widely spread, causing time consuming seek operations to be performed. And because the
FFS file system is not aware of the underlying RAID 4 disk layout, when read operations are
performed, FFS tends to generate requests for data that are scattered throughout the data
disks, which causes the parity disk to seek excessively.
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Figure 2-5 Example of FFS disk write patterns

In contrast, Data ONTAP’s WAFL file system writes blocks in a pattern that is designed to
minimize seek operations on the parity disk. The illustration shown in Figure 2-6 shows how
WAFL would allocate the same blocks to make RAID 4 operate efficiently. Here, WAFL only
used three stripes, so only three parity blocks were updated, and they are all located near
each other. WAFL always writes blocks to stripes that are in close proximity of each other,
eliminating the need for long seeks on the parity disk. WAFL also writes multiple blocks to the
same stripe whenever possible, further reducing operations on the parity disk.

RAID reconstruction

Whenever a disk drive in the disk subsystem of an IBM System Storage N series fails, the
system is placed in what is referred to as degraded mode, and requests for data from the
failed disk are served by reconstructing the data “on the fly” with no interruption in file service.
A new disk drive can be substituted for the failed one at any time, and the data stored on the
failed disk is automatically rebuilt on the replacement disk (using information stored on the
parity disk) without any interruption in file service.

DATA DATA DATA
Disk Disk Disk PSE;Y
1 2 3

WeiTE WHITE
WaITE WRITE WRITE
WhITE WEITE WrITE WRITE

), S S e Sy

Figure 2-6 Example of WAFL disk write patterns
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An IBM System Storage N series can be configured such that one or more “hot spare” disk
drives are available. When that is the case, a hot spare is immediately substituted for a failed
disk whenever the N series product is in degraded mode. The availability of multiple hot
spares allows for the automatic replacement of subsequent failed disks.

The reconstruction process can be assigned a low priority (and take a long time to complete)
if incoming service requests need to be handled quickly as a disk is being rebuilt. Or it can be
assigned a high priority (and be completed quickly) if sluggish service request performance
for a brief period of time is acceptable.

RAID scrubbing

See Figure 2-7 for an example. Far more likely than the possibility of a disk drive failing in a
RAID group, is the possibility that there may be an unknown bad block (media error) on an
otherwise intact disk. If there are no failed disks within a RAID group, the storage system
compensates for bad blocks by using parity information to recompute the bad block's original
contents, which is then remapped to a “spare” block elsewhere on the disk when data in that
block is accessed. However, if a bad block is encountered while the IBM N series is in
degraded mode (after a disk failure but before reconstruction has completed), then that
block's data can be irrecoverably lost.

Figure 2-7 Disk Scrubbing

To protect against this scenario, IBM System Storage N series routinely verify all data stored
in the system using a process known as RAID scrubbing. By default, this process is
performed once per week, early on Sunday morning, although it can be rescheduled or
suppressed altogether. During the RAID scrubbing process, all data blocks are read from
RAID groups that contain no failed drives and if a media error is encountered, the bad block’s
data value is recomputed and the data value itself is rewritten to a spare block. Otherwise,
parity is recomputed and verified and if the computed parity value does not match the
corresponding parity value stored on disk, the parity value on disk is rewritten. It is important
to note that all non-degraded RAID groups are scrubbed in parallel.

IBM System Storage N series RAID-DP

Modern disk architecture continues to evolve, and as a result disk drives are orders of
magnitude larger than they were when RAID was first introduced. Unfortunately, as disk
drives have gotten larger, reliability has not improved. More importantly, the likelihood that an
uncorrectable bit error will occur is now much higher, since bit error rates have stayed the
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same. These three factors, larger disks, unimproved reliability, and increased bit errors with
larger media, all have serious consequences for the ability of single-parity RAID to protect
data.

In response to these issues, Data ONTAP uses a new type of RAID protection called
RAID-DP. RAID-DP stands for RAID Double Parity, and it significantly increases the fault
tolerance from failed disk drives over traditional RAID implementations. In fact, when all
relevant numbers are plugged into the standard mean time to data loss (MTTDL) formula for
RAID-DP versus single-parity RAID, RAID-DP is on the order of 10,000 times more reliable
on the same underlying disk drive array. At the lowest level, RAID-DP offers protection
against the following:

» Double disk failure within the same RAID group
» Single disk failure, followed by a bad block/bit error during reconstruction.

How RAID-DP works

At the most basic level, RAID-DP adds a second parity disk to each RAID 4 disk array used.
A traditional RAID 4 array is comprised of some number of data disks and one parity disk. A
RAID-DP array consists of some number of data disks and two parity disks. Furthermore,
where the parity disk in a RAID 4 disk array contains row parity values that are calculated
horizontally across all disks in the array, the second parity disk in a RAID-DP array contains
parity values that are calculated diagonally. Figure 2-8 shows how diagonal parity values are
calculated.

DoOUBLE
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Figure 2-8 Diagonal parity used with RAID-DP

In reality, both horizontal and diagonal parity values are generated using EXCLUSIVE-OR
operations instead of addition and subtraction, and the numbers used are much larger. But
the end result is the same. One of the most important items to note is that the diagonal parity
stripe includes an element from the row parity disk as part of its diagonal parity sum.
RAID-DP treats all disks in the original RAID 4 construct (data and row parity disks) the same.

Figure 2-9 on page 39 shows a RAID-DP scenario with data for each block provided, along
with corresponding row and diagonal parity stripes.
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Figure 2-9 A RAID-DP scenario with data and parity values

One condition that is apparent from the example shown in Figure 2-9 is that the diagonal
stripes wrap at the edges of the row parity construct. Two important conditions for RAID-DP's
ability to recover from double disk failures may not be readily apparent in this example. The
first is that each diagonal parity stripe misses one and only one disk, and each diagonal
misses a different disk. This results in the second condition—that there is one diagonal stripe
that does not get parity data generated for it—nor is a corresponding parity value stored on
the second diagonal parity disk. In this example the omitted diagonal stripe is the white
non-patterned blocks.

Proving that RAID-DP really does recover all data in the event of a double disk failure can be
done in two manners. One is using mathematical theorems and proofs, and the other is to
simply go through a double disk failure and subsequent recovery process.

It is important to note that the same RAID-DP diagonal parity conditions covered in this
example hold true in real storage deployments that involve dozens of disks in a RAID group
and millions of rows of data written horizontally across the RAID 4 group. And, while it is
easier to illustrate RAID-DP with the smaller example in Figure 2-9, recovery of larger sized
RAID groups work exactly the same regardless of the number of disks in the RAID group.

It is important to note that if a double disk failure occurs, RAID-DP automatically raises the
priority of the reconstruction process so that the recovery completes faster. As a result, the
time to reconstruct data from two failed disks is slightly less than the time to reconstruct data
from a single disk failure. A second key feature of RAID-DP with double disk failure is that it is
highly likely one disk failed some time before the second, and at least some information was
already recreated with traditional row parity. RAID-DP automatically adjusts for this
occurrence by starting recovery where two elements are missing from the second disk failure.

2.1.3 The Write Anywhere File Layout (WAFL) file system

WAFL is a UNIX compatible file system that is optimized for network file access. In many
ways, WAFL is similar to other UNIX file systems, such as the Berkeley Fast File System
(FFS) and the TransArc Episode file system:

» WAFL is block based (4 KB blocks, no fragments)
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» WAFL uses inodes to describe its files
» WAFL treats directories as specially formatted files

Like FFS, each WAFL inode contains pointers to indicate which blocks belong to a file. Unlike
FFS, all the block pointers in a WAFL inode refer to blocks at the same level. Thus, inodes for
small files use the block pointers within the inode to point to data blocks. Inodes for larger files
point to indirect blocks that point to actual file data. Inodes for larger files point to doubly
indirect blocks and so forth. For very small files, data is stored directly in the inode itself in
place of block pointers. By storing data and blocks this way, filesystem 1/O can be reduced
since the access of the inode brings in the first layer of block pointers and in some cases,
actual file content.

Another unique feature of WAFL is in its ability to store sufficient meta-data, allowing it to
function with any of the current mainstream operating systems (Unix, Linux, and Windows),
using a number of communications protocols (NFS, CIFS, HTTP, and so forth.), as well as
inter operate with block-level protocols like FCP and iSCSI. It also contains unique
optimizations that effectively increase its ability to move data between disk blocks and
network interfaces.

Meta-data lives in files

Like the TransArc Episode file system, WAFL uses a set of special-purpose files to store
meta-data. WAFL's three most important meta-data files are as follows:

» Inode file, which contains all inodes for the file system
» Free block-map file, which identifies all free blocks available
» Free inode-map file, which identifies all free inodes available.

The terms block-map and inode-map are used instead of bit-map and inode-map because
these files require more than one bit for each entry. Figure 2-10 shows the layout of these
three meta-data files.

RooT INODE =—>

INODE FILE

o

BLOCK MaPp INODE Map
FILE FILE OTHER FILES
IN THE FILE SYSTEM

Figure 2-10 Layout used by the WAFL file system

Because WAFL meta-data lives in actual files (albeit completely hidden files) this information
is treated as any other data, for example, its files receive the same protections and
accelerations provided for user data files.
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By keeping meta-data in files, meta-data blocks can be written anywhere on disk in fact, that
is where the name WAFL, which stands for Write Anywhere File Layout, came from. WAFL
has complete flexibility in its write allocation policies because no blocks are permanently
assigned to fixed disk locations (as they are in FFS). This write-anywhere design allows
WAFL to operate efficiently with the RAID disk subsystem by scheduling multiple writes to the
same RAID stripe whenever possible to avoid the 4-to-1 write penalty that RAID traditionally
incurs when just one block in a stripe is updated.

Keeping meta-data in files also makes it easy to increase the size of the file system on the fly.
When a new disk is added, the IBM System Storage N series automatically increases the
sizes of the meta-data files. The system administrator can increase the number of inodes in
the file system manually as well if the default is too small but this is generally unnecessary.
Finally, the write-anywhere design enables the copy-on-write technique that is used by
Snapshots. In order for Snapshots to work, WAFL must be able to write all new data,
including meta-data, to new locations on disk; instead, of overwriting existing data with new
data values. If WAFL stored meta-data at fixed locations on disk, this would not be possible.

A tree of blocks

A WAFL file system is essentially a tree of blocks. At the root of the tree is the root inode, as
shown in Figure 2-10 on page 40. The root inode is a special inode that describes the inode
file. The branches of the tree consists of the inodes that describe the rest of the files in the file
system, including the block-map and inode-map files. The leaves of the tree are the actual
data blocks of all the files stored in the system. Figure 2-11 shows a detailed view of this tree
of blocks.
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Figure 2-11 A detailed view of WAFL's tree of blocks

As you can see in Figure 2-11, files are made up of individual blocks and large files have
additional layers of indirection between the inode and the blocks that contain the actual file
data. In order for WAFL to boot, it must be able to find the root of this tree, so the one
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exception to WAFL's write-anywhere rule is that the block containing the root inode must live
at a fixed location on disk where WAFL can find it.

A word about write allocation

Write performance is especially important for network file servers. Observations show that as
read caches get larger at both the client and server, writes begin to dominate the I/O
subsystem. This effect is especially pronounced with NFS, which allows very little client-side
write caching. The result is that the disks on an NFS server may have five times as many
write operations as reads.

The WAFL design was motivated largely by a desire to maximize the flexibility of its write
allocation policies. This flexibility takes the following three forms:

1. WAFL can write any file system block (except the one containing the root inode) to any
location on disk. In FFS, meta-data, such as inodes and bit maps, is kept in fixed locations
on disk. This prevents FFS from optimizing writes by, for example, storing both the data
for a newly updated file and its corresponding inode in close proximity to each other on
disk. Since WAFL can write meta-data anywhere on disk, it can optimize writes more
creatively.

2. WAFL can write blocks to disk in any order. FFS writes blocks to disk in a carefully
determined order so that fsck (a UNIX file system repair utility) can restore file system
consistency after an unclean shutdown occurs. WAFL can write blocks in any order
because the on-disk image of the file system changes only when WAFL writes a
consistency point. The one constraint is that WAFL must write all the blocks in a new
consistency point before it writes the root inode for the consistency point.

3. WAFL can allocate disk space for many NFS operations at once in a single write episode.
FFS allocates disk space as it processes each NFS request. WAFL gathers up hundreds
of NFS requests before scheduling a consistency point, at which time it allocates blocks
for all requests in the consistency point at once. Deferring write allocation improves the
latency of NFS operations by removing disk allocation from the processing path of the
reply, and it avoids wasting time allocating space for blocks that are removed before they
reach disk.

Together, these three features give WAFL extraordinary flexibility in its write allocation
policies. The ability to schedule writes for many requests at once enables more intelligent
allocation policies, and the fact that blocks can be written to any location and in any order
allows a wide variety of strategies. In short, the following applies:

» WAFL improves RAID performance by writing multiple stripes to disk using the same
number of I/O operations that other RAID implementations use to write a single stripe
(Figure 2-12 on page 43).

» WAFL reduces seek time by writing blocks to locations that are near each other on disk.

» WAFL reduces head-contention when reading large files by placing sequential blocks for a
file on a single disk in the RAID array (rather than across multiple disks) whenever
possible.
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Figure 2-12 WAFL data placement

2.1.4 File system consistency and Non-Volatile RAM

In most storage systems, RAID management and file services can put a heavy strain on write
performance. RAID uses a time-consuming read-modify-write sequence to maintain parity,
while file services tries to ensure that data is safely stored before replying to network
requests. WAFL reduces the impact of RAID management by writing to disk locations that
minimize RAID's write performance penalty.

Non-volatile RAM or NVRAM is special memory that is equipped with battery-backup that
allows it to store data for days, even when system power is off. NVRAM reduces response
time by caching data and preventing NFS/CIFS requests from being dropped because of
delays in receiving “packet received” acknowledgements.

During normal operation, WAFL automatically creates a special copy of the root inode (copies
of the root inode are known as Snapshots) every 10 seconds, thereby creating a consistency
point within an IBM N series system. (Consistency points are created more frequently if the
I/O load is heavy.) WAFL then uses NVRAM to keep a running log of NFS update requests it
processed since the last consistency point was taken. WAFL actually divides the NVRAM into
two separate log areas of equal size!. When one log area gets full, WAFL switches to the
other log area, establishes a new consistency point, and writes the changes stored in the first
log area to disk. WAFL attempts to create a consistency point every 10 seconds, even if the
log is not full, to prevent the on-disk image of the file system from getting too far out of date.

1 |f the N-series is clustered, the NVRAM is actually divided in half where one half is used by the local node and the
second half is a mirror of the NVRAM on the partner. Each of these halves are divided again in half to create the two
halves used for consistency point processing by WAFL.
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During a normal system shutdown, the N series product turns off file and block services,
flushes all cached operations to disk, writes one last consistency point, and turns off NVRAM
to increase battery life. Thus, on a clean shutdown the NVRAM does not contain any
unprocessed I/O requests. When an unexpected shutdown occurs, the NVRAM may contain
unprocessed I/O requests so it remains on (and running from battery power if the shutdown
was caused by a loss of power). Later, when the IBM N series is restarted, it reverts to the
last consistency point established, looks in NVRAM for any uncompleted requests, and
replays all requests found that are not yet externalized to disk. This allows the N System to
reboot in a short amount of time regardless of how much storage was attached and active at
the time the outage occurred—when an IBM N series system boots, there is no need to
perform time consuming file system checks.

Logging only I/O requests that will modify the filesystem has several advantages over the
traditional technique of using NVRAM (Figure 2-13) to cache writes at the disk driver layer. In
particular, it is a much more efficient use of space—it is very common for a simple 1/O request
to necessitate the updating of many blocks on disk. Modified data blocks in turn require the
update of parity information. Logging in this manner also prevents the N series product from
being locked into performing I/0O on specific disk blocks. It actually provides the opportunity to
combine a number of update requests into a single string of disk operations (referred to as
coalescing).
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Figure 2-13 NVRAM

High performance processing

Processing an NFS or CIFS request and caching the resulting disk writes generally takes
much more NVRAM than simply logging the information required to replay the request. For
example, to move a file from one directory to another using NFS, the file system must update
the contents and inodes of both the source and target directories. WAFL uses about 150
bytes to log the information needed to replay a rename operation. Rename, with its factor of a
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200 difference in NVRAM usage, is an extreme case, but even for a simple 8 KB write,
caching disk blocks will consume 8 KB for the data, 8 KB for the inode update, and for large
files another 8 KB for the indirect block. WAFL logs just the 8 KB of data along with about 120
bytes of header information. With a typical mix of NFS operations, WAFL can store more than
1000 operations per megabyte of NVRAM.

Using NVRAM as a cache of unwritten disk blocks turns it into an integral part of the disk
subsystem. A failure in traditional NVRAM can corrupt the file system in ways that fsck (a
UNIX file system repair utility) cannot detect or repair. If something goes wrong with WAFL's
NVRAM, WAFL may lose a few I/O requests, but the on-disk image of the file system remains
intact. This is important because NVRAM is reliable, but not as reliable as a RAID disk array.

A final advantage of logging NAS requests is that it improves response times. To reply to a
request, a file system without any NVRAM must update its in-memory data structures,
allocate disk space for new data, and wait for all modified data to reach disk. A file system
with an NVRAM write cache follows the same steps with one exception, it copies modified
data into NVRAM instead of waiting for the data to reach disk. WAFL can reply to an NFS
request much more quickly because it need only update its in-memory data structures and
log the request. It does not allocate disk space for new data or copy modified data to NVRAM.

2.2 Snapshots and SnapRestore

Snapshots and SnapRestore are two of the main benefits of the IBM System Storage N
series. The following sections discusses both features.

2.2.1 IBM System Storage N series Snapshots

One of the benefits the WAFL file system provides is the ability to make read-only copies of
the way its entire file system looks at any given point in time, as well as to make those copies
available to system administrators via “special” subdirectories that appear in the current
(active) file system. Each read-only copy of the file system is called a Snapshot, and an IBM
System Storage N series can keep up to 255 Snapshots online at once to provide quick and
easy access to old versions of files.

Understanding that the WAFL file system is a tree of blocks whose beginning is the root inode
is the key to understanding Snapshots. Data ONTAP creates a new Snapshot by making a
duplicate copy of the root inode. This duplicate copy then becomes the root of a tree of blocks
that represents the state of the file system at the point-in-time the Snapshot was taken, just
as the root inode represents the active file system. When a Snapshot inode is created, it
points to the exact same disk blocks as the root inode. Thus, a new Snapshot consumes just
enough disk space to store the root inode copy. Figure 2-14 on page 46 illustrates how Data
ONTAP creates a new Snapshot by making a duplicate copy of the root inode.
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Figure 2-14 A Data ONTAP Snapshot

By duplicating just the root inode, Data ONTAP can create Snapshots in just a few seconds
and each new Snapshot requires only a minimal amount of additional disk storage space
(and generates very little disk 1/0O). Snapshot performance is important because Data ONTAP
creates a Snapshot every few seconds to allow for quick recovery of an IBM System Storage
N series after an unexpected system shutdown occurs.

Data ONTAP avoids changing blocks a Snapshot refers to by writing modified data to new
locations on disk. Additionally, WAFL uses a “copy-on-write” technique to avoid duplicating
disk blocks that are the same in both the active file system and any existing Snapshot. Only
when blocks in the active file system are modified or removed do Snapshots referring to those
blocks begin to consume disk space. Figure 2-15 on page 47 shows how an IBM System
Storage N series looks when data is changed after a Snapshot is taken.

Using the IBM System Storage N Series with Databases




ROOT INODE

POINTERS TO
BLOCKS IN
LUNS or FILES

A
B1

> A
-+ B
»C

SNAPSHOT

ACTUAL
BLOCKS
oN DISK

(Cory OF ROOT INODE)

Figure 2-15 IBM System Storage N series when data is changed after a Snapshot is taken

In Figure 2-15, when a user modifies data block B, WAFL writes the new data to block B' on
disk and changes the root inode for the active file system to point to the new block. The
Snapshot still references the original block B, which remains unaltered on disk. Because disk

block B is participating in a Snapshot, it is marked by Data ONTAP as being “in use” and is
not returned to the available disk block pool. If another Snapshot is taken at this time, the

meta-data that the new Snapshot describes is for disk blocks A,B',C, and D. Figure 2-16 on
page 48 shows how an IBM System Storage N series looks if a Snapshot is taken each time a

block on disk is modified.
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Figure 2-16 How multiple Snapshots on an IBM System Storage N series look

Over time, as files in the active file system are modified or deleted, a Snapshot can reference
more and more blocks that are no longer used by the active file system. The rate at which
files change determines how long Snapshots can be kept on line before they consume an
unacceptable amount of disk space.

2.2.2 Other storage system’s Snapshots

Other storage systems use a BASE + OFFSET architectural paradigm, where volumes are
defined by a BASE, and blocks are accessed at an OFFSET from the BASE. As a result, any
data block that become part of a Snapshot must be physically copied from its original offset
location to a new offset location before the original block can be altered.

Other storage system’s begin creating a new Snapshot by making a duplicate copy of the
pointers that refer to blocks on disk. Then, a special storage area known as a copy out region
is created on disk, and a pointer to this location is stored in the Snapshot along with the block
pointers. Thus, each new Snapshot consumes disk space to store active file system block
pointers and to hold a copy out region. Figure 2-17 on page 49 illustrates how other storage
systems create a new Snapshot.

Before other storage systems can change a block a Snapshot refers to, they must first read
the contents of the original block in the active file system, create a new block in the copy out
region, and write the original block’s contents to a new block. Then, they must update the
block pointer in the Snapshot so that it references the block just created in the copy out
region. Finally, when both of these operations are completed, the modified data is written to
its original offset location on disk. Figure 2-18 on page 49 shows how other storage systems
will look when data is changed after a Snapshot is taken.
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Figure 2-18 Other storage systems when data is changed after a Snapshot is taken
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That means that after a Snapshot is taken, each update operation performed generates three
I/0O requests (1 read - old data, 1 write - old data, and 1 write - new data). However, the mount
of I/O required, along with the amount of additional storage space needed is magnified each
time a new Snapshot is taken. When multiple Snapshots exist and the block a Snapshot
refers to is changed, the storage system must read the contents of the original block in the
active file system, create a new block in each copy out region that exists, write the original
block’s contents to every new block created, and then update the block pointer in every
Snapshot so that it references the block just created in that Snapshot’s copy out region.
Finally, when all of these operations are complete, the modified data is written to its original
offset location on disk. Figure 2-19 shows how other storage systems look if two blocks are
modified after two different Snapshots are taken.
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Figure 2-19 How multiple Snapshots on other storage systems look

It is also important to note that other storage systems make an educated guess when it
comes to deciding on how much storage space to allocate for a Snapshot’s copy out region.
The wrong guess can result in inefficiencies in the way storage space is managed: if the copy
out region created is too small, it can fill up and cause the Snapshot to become invalid (in
which case it may need to be recreated). If the copy out region is too large, the volume can fill
up with data leaving a large portion of disk space unused, yet unavailable to the active file
system.

2.2.3 SnapRestore

50

SnapRestore leverages the Snapshot feature of Data ONTAP to perform near-instantaneous
data restoration. It can be used to recover a damaged or deleted file or to recover a corrupted
database, application, or damaged file system. Using SnapRestore, a system administrator
can return a file, a LUN, an entire file system, or a volume to an earlier preserved state.
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The way SnapRestore works is simple: after you select an existing Snapshot that you want to
use for reversion, Data ONTAP replaces the root inode that represents the active file system
with the inode copy that was created when the Snapshot was taken, if reverting at the volume
level. (If reverting at a lower level, pointers within the inode file are replaced). This causes a
volume or file to be returned to the state it was in at the time the Snapshot was created. As a
result, any changes made to the volume or file (new data added, existing data altered or
deleted) after the Snapshot was taken is lost. Figure 2-20 illustrates what happens when
SnapRestore is used to revert a volume from an existing Snapshot.
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Figure 2-20 Reverting a volume with SnapRestore

Important: You cannot undo a SnapRestore operation. After volume or file reversion is
performed, the volume or file cannot be returned to the state it was in before the reversion
took place.

It is important to note that SnapRestore only reverts file contents and attributes. It does not
revert volume attributes such as the volume option settings, RAID group size, and maximum
number of files per volume. The one exception to this rule is if the root volume is
reverted—Data ONTAP option settings are stored in a registry in the /etc directory on the root
volume; thus, if the root volume is reverted, the registry is reverted.

Important: When you revert a volume using a specific Snapshot, you lose all Snapshots
that are more recent than the Snapshot that was used for the volume reversion.

If you look closely at Figure 2-20, you will notice that when the volume was reverted using
Snapshot 2, Snapshot 3 was lost along with the block C' on disk. That is because at the time
Snapshot 2 was created, Snapshot 3 did not exist.
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2.3 Continuous Availability and disaster recovery

The IBM N series offers a cost effective means to Continuous Availability and disaster
recovery. The following sections will detail the options to protect your data.

2.3.1 SnapMirror

52

SnapMirror is a software product that allows a data set to be replicated between IBM N
series, over a network, for backup or disaster recovery purposes. After an initial baseline
transfer of the entire data set, subsequent updates only transfer new and changed data
blocks from the source to the destination, which makes SnapMirror highly efficient in terms of
network bandwidth utilization. At the end of each replication event, the mirror target volume
becomes an identical copy of the mirror source volume. The destination file system is
available for read-only access, or the mirror can be “broken” to enable writes to occur at the
destination. After the mirror is broken, it can be reestablished by replicating the changes
made at the destination back onto the source file system.

A SnapMirror environment is established by adding a second IBM N series to the network and
configuring it as a mirror destination. Figure 2-21 illustrates the initial asynchronous
synchronization of a simple SnapMirror environment. In this example, a Snapshot is created
at the start of the synchronization process and copied to the mirror destination. Then, all
corresponding data blocks are copied to the destination in the background while data
continues to change at the source.

ACTUAL

BLOCKS LOCK

POINTERS TO onN sk onN sk POINTERS TO
BLoCKS 1§ BLOCKS IN

1
1
1
1
1
1
LUNs or FiLES P : T Ty LUNs or FILES
1
1
]
1
]
1
_!

e 1
A —> A A <+ A
RoOT INODE B’ B B i B RooT INODE

[ \ C S C +— G

- e e

\ ¢ WAN |

S
> A i > A
> B e - ! . > B
>C E = C

SnaPSHOT | ,:, SmapsHOT 1

Figure 2-21 Initial asynchronous synchronization of a simple SnapMirror environment

Figure 2-22 on page 583 illustrates a subsequent asynchronous synchronization of the
SnapMirror environment shown in Figure 2-21. During the subsequent synchronization
process, another Snapshot is taken and copied to the destination. Then, only the data blocks
that were added or changed since the last synchronization are copied to the destination IBM
N series. This has no effect on the blocks and Snapshot transferred during the previous
synchronization process.

In the traditional asynchronous mode of operation, updates of new and changed data from
the source to the destination occur on a schedule that is defined by the storage administrator.
These updates could be as frequent as once per minute or as infrequent as once per month,
depending on user needs. In synchronous mode (which is also available), updates are sent
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from the source to the destination as they occur, rather than on a predefined schedule. When
configured correctly, this mode of operation can guarantee that data written on the source
system is protected on the destination even if the entire source system fails due to natural or
human disaster. A semi-synchronous mode is also provided, which can minimize loss of data
in a disaster while also minimizing the performance impact of performing replication at the
source system. In order to maintain consistency and provide ease of use, the asynchronous
and synchronous interfaces are identical with the exception of a few additional parameters in
the configuration file.
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Figure 2-22 Subsequent asynchronous synchronization of a simple SnapMirror environment

Architecturally, SnapMirror software is a logical extension of the WAFL file system and in
particular, the Snapshot feature. Using Snapshots, you can create a read-only copy of an
entire filer volume. Two sequential Snapshots can then be compared and the differences
identified. Because this comparison takes place at the block level, only the changed blocks
need be sent to the mirror target. By implementing the update transfers asynchronously, data
latency issues inherent with remote synchronous mirroring techniques are eliminated. The
elegance of these two design features becomes particularly apparent when running mirror
pairs over WAN topologies.

2.3.2 SnapVault

SnapVault is a low overhead, disk-based online backup of heterogeneous storage systems
for fast and simple restores.

SnapVault is a separately licensed feature in Data ONTAP that provides disk-based data
protection for IBM System Storage N series. SnapVault replicates selected Snapshots from
multiple client IBM System Storage N series to a common Snapshot on the SnapVault server,
which can store many Snapshots. These Snapshots on the server have the same function as
regular tape backups. Periodically, data from the SnapVault server can be dumped to tape for
extra security.

SnapVault software protects data residing on a SnapVault primary by maintaining online
backup copies (Snapshots) on a SnapVault secondary system. A SnapVault primary system
corresponds to a backup client in a traditional tape backup architecture. The SnapVault
secondary is always an IBM System Storage N series running Data ONTAP.
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One of the unique benefits of SnapVault is that users do not require special software or
privileges to perform a restore of their own data. Any user who wants to perform a restore of
his own data may do so without the intervention of a system administrator, saving end-user
time and money, as well as freeing up valuable administrator time. If required by policies,
data recovery can be restricted to authorized individuals as well.

Recovering a file from a SnapVault backup is simple. Just as the original file was accessed
via an NFS mount or CIFS share, the SnapVault secondary may be configured with NFS
exports and CIFS shares. As long as the destination gtrees are accessible to the users,
restoring data from the SnapVault secondary is as simple as copying from a local Snapshot
image. Recovery of an entire data set can be performed the same way if the user has
appropriate access rights.

SnapVault and SnapMirror often work hand in hand (Figure 2-23). However, when using
SnapMirror in combination with SnapVault, it is important to keep in mind that because
SnapMirror and SnapVault both use the same Snapshot copies, they cannot run
simultaneously. Therefore, they must be ran independently of each other if both are used in
the same environment.
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Figure 2-23 SnapVault and SnapMirror

2.4 Managing storage
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There are multiple areas and means to manage the IBM System Storage N series’ storage.
The following sections detail how to accomplish efficient management of your N series
storage.
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2.4.1 Aggregates and RAID Groups

An aggregate is simply a pool of disks (Figure 2-24 on page 56) that are comprised of one or
more RAID groups. A RAID group is a collection of one or more data disks, along with a
parity disk, and a double-parity disk if RAID-DP is used. The minimum number of disks
allowed in a single RAID group on an IBM N series is two if a RAID 4 configuration is used
and three if a RAID-DP configuration is used. The maximum number of disks allowed for a
RAID-DP configuration is 28 (26 data disks and two parity disks). The maximum number
allowed for a RAID 4 configuration is 14 (13 data disks and one parity disk). The default RAID
group type used for an aggregate is RAID-DP but can be changed to RAID 4. Figure 2-24 on
page 56 shows two aggregrates and their underlying RAID groups. In this example, the first
aggregate (Aggregate A) consists of three RAID groups that are using RAID-DP. The second
aggregate (Aggregate B) consists of one RAID group that is using RAID 4. Aggregate A has a
total of 12 data disks available for storage. Aggregate B has a total of three data disks.

If necessary, additional disks can be added to an aggregate after it is created. However, disks
must be added such that the RAID group specification for the aggregate remains intact. For
example, in order to add disks to the first aggregate (Aggregate A) shown in Figure 2-24 on
page 56, a minimum of three disks are required—one data, one parity, and one double-parity.
These three disks are placed in a fourth RAID group.

Larger versus smaller RAID groups

Configuring an optimum RAID group size for an aggregate often requires a trade-off. You
must decide which factor, speed of recovery, assurance against data loss, or maximizing data
storage space, is most important for the aggregate that you are creating.

Advantages of large RAID groups
Large RAID group configurations offer the following advantages:

» More data drives available. A volume configured into a few large RAID groups requires
fewer drives reserved for parity than that same volume configured into many small RAID
groups.

» Better system performance. Read/write operations are usually faster over large RAID
groups than over smaller RAID groups.

Advantages of small RAID groups
Small RAID group configurations offer the following advantages:

» Shorter disk reconstruction times. In case of disk failure within a small RAID group, data
reconstruction time is usually shorter than within a large RAID group.

» Decreased risk of data loss due to multiple disk failures. The probability of data loss
through double disk failure within a RAID 4 group or triple disk failure within a RAID-DP
group is lower within a small RAID group than in a large RAID group.
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Figure 2-24 Aggregates and RAID groups

2.4.2 Introducing FlexVols
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From a system administrator’s point-of-view, volumes—not aggregates or RAID groups—are
the primary unit of data management. A FlexVol volume is simply a “pool” of storage that can
be sized according to how much data is to be stored in it, rather than on the physical size of
the disk drives used. FlexVol volumes are logical data containers; therefore, they can be
sized, resized, managed, and moved independently of their underlying physical storage.
FlexVol volumes are not bound by the limitations of the disks on which they reside.

Each volume depends on its containing aggregate for all its physical storage, that is, for all
storage in the aggregate's disks and RAID groups. Because the FlexVol is managed
separately from the aggregate, you can create small FlexVol volumes (20 MB or larger), and
you can increase or decrease the size of FlexVol volumes in increments as small as 4 KB.

A system administrator can reconfigure relevant FlexVol volumes at any time. The
reallocation of storage resources does not require any downtime and is transparent to users
regardless of whether a file system is used by the FlexVol or a LUN mapped to a host in a
block environment. Furthermore, reallocation of storage resources is non disruptive to all
clients connected to the FlexVol being resized.
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Improved performance

FlexVol volumes (Figure 2-25) have all the data spindles in an aggregate available to them at
all times. Furthermore, a FlexVol volume can share its containing aggregate with other
FlexVol volumes. Thus, a single aggregate can be the shared source of all the storage used
by all the FlexVol volumes contained by that aggregate. The unused space is managed by
the aggregate so that unallocated space in one FlexVol does not impact the space used in
another FlexVol within the same aggregate. Thus, for I/O-bound applications, FlexVol
volumes can run much faster than equivalent-sized traditional volumes.

Pooled physiéal storage
(aggregates)

Figure 2-25 FlexVols

Improved disk utilization

With FlexVol there is no preallocation required, for example no special scripts, provisioning,
or formatting of physical or logical drives. Free space is aggregated and shared to reduce
space waste. This in turn increases utilization and reduces total free space available.

When additional physical storage space is required, the system administrator can increase
the size of the aggregate by assigning additional disks to it. As soon as new disks become
part of an aggregate, their capacity and I/0 bandwidth are available to all of the flexible
volumes in that aggregate.

Overall FlexVol capacity can also be over allocated where the set capacity of all the flexible
volumes on an aggregate exceeds the total physical space available. Increasing the capacity
of one FlexVol volume does not require changing the capacity of another FlexVol in the
aggregate or changing the capacity of the aggregate itself.
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Capacity guarantees in FlexVol

Along with FlexVol volumes, Data ONTAP introduces the storage management concept of
guarantees. A guarantee differs from the previous management concept of space
reservations, which is familiar to customers using the iSCSI or Fibre Channel facilities of Data
ONTAP. Guarantees extend the control by allowing administrators to set policies that
determine how much storage is actually pre allocated when volumes or files are created. This
allows administrators to effectively implement the concept of thin provisioning. This concept
of thin provisioning enables the administrator to, in effect, oversubscribe their storage safely.
Provision your storage space once, then grow as needed in the aggregate.

Guarantees, set at the volume level, determine how the aggregate pre allocates space to a
flexible volume. When you create a FlexVol volume within an aggregate, you specify the
capacity and, optionally, the type of guarantee.

There are three types of guarantees:

1. Volume: A guarantee type of volume ensures that the amount of space required by the
flexible volume is always available from its aggregate. This is the default setting for flexible
volumes.

2. File: With the file guarantee type, the aggregate guarantees that space is always available
for writes to space-reserved LUNSs or other files.

3. None: A flexible volume with a guarantee type of none reserves no space, regardless of
the space reservation settings for LUNs in that volume. Write operations to
space-reserved LUNSs in that volume might fail if the containing aggregate does not have
enough available space.

2.4.3 Cloning FlexVols with FlexClone

58

A FlexClone volume is a writable point-in-time image of a FlexVol volume or another
FlexClone volume. FlexClone volumes add a new level of agility and efficiency to storage
operations. They take only a few seconds to create and can be created without interrupting
access to their parent FlexVol volume. Furthermore, FlexClone volumes have the same high
performance as their parent volumes.

FlexClone volumes have all the capabilities of a FlexVol volume, including the ability to grow
or shrink, to be the source of a Snapshot copy, or to be the source of another FlexClone
volume. The technology that makes this all possible is integral to how Data ONTAP manages
storage. As we saw earlier, the IBM Storage System N series uses a Write Anywhere File
Layout (WAFL) file system to manage disk storage. New data that gets written to a volume
does not have to go on a specific spot on the disk; instead, it can be written anywhere. WAFL
then updates the metadata to integrate the newly written data into the right place in the file
system. If the new data is meant to replace older data, and the older data is not part of a
Snapshot copy, WAFL marks the blocks containing the old data as “reusable”. This can
happen asynchronously and does not affect performance. Snapshots work by making a copy
of the metadata associated with a volume. Data ONTAP preserves pointers to all the disk
blocks currently in use at the time a Snapshot copy is created. When a file is changed, the
Snapshot copy still points to the disk blocks where the file existed before it was modified, and
changes are written to new disk blocks. As data is changed in the parent FlexVol volume, the
original data blocks stay associated with the Snapshot copy rather than getting marked for
reuse. All the metadata updates are just pointer changes, and the filer takes advantage of
locality of reference, NVRAM, and RAID technology to keep everything fast and reliable.

You can think of a FlexClone volume as a transparent writable layer in front of a Snapshot
copy. A FlexClone volume is writable, so it needs some physical space to store the data that
is written to the clone. It uses the same mechanism used by Snapshot copies to get available
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blocks from the containing aggregate. Whereas a Snapshot copy simply links to existing data
that was overwritten in the parent, a FlexClone volume stores the data written to it on disk
(using WAFL) and then links to the new data as well. The disk space associated with the
Snapshot copy and FlexClone is accounted for separately from the data in the parent FlexVol
volume. When a FlexClone volume is first created, it needs to know the parent FlexVol
volume and a Snapshot copy of the parent to use as its base. The Snapshot copy can already
exist, or it can get created automatically as part of the cloning process. The FlexClone volume
gets a copy of the Snapshot copy metadata and then updates its metadata as the clone
volume is created. Figure 2-26 shows how a FlexClone volume looks when it is first created.
Creating a FlexClone volume takes just a few moments because the metadata copied is very
small compared to the actual data.

RooT INODE
(FLEXVoL 1)

SnapsHoT Copy
(FLExVoL 1) > g
FLEXCLONE CoPY

(FLEXVOL 2) ? | |

Figure 2-26 A FlexClone volume after creation

—_—

After a FlexClone is created, the parent FlexVol volume can change independently of the
FlexClone volume because the Snapshot copy is there to keep track of the changes and
prevent the original parent’s blocks from being reused while the Snapshot copy exists. The
same Snapshot copy is read-only and can be efficiently reused as the base for multiple
FlexClone volumes. Space is used very efficiently, since the only new disk space used is
either associated with the small amounts of metadata or updates and additions to either the
parent FlexVol volume or the FlexClone volume. (FlexClone volumes leverage the Data
ONTAP WAFL file system to only store changed blocks.) Initially, a clone and its parent share
the same storage. More storage space is consumed only when one volume or the other is
changed.

FlexClone volumes appear to the storage administrator just like any FlexVol volume, which is
to say that they look like a regular volume and have all of the same properties and
capabilities. In fact, FlexClone volumes are treated just like a FlexVol volume for most
operations. Using the CLI, FilerView or Operations Manager, one can manage volumes,
Snapshot copies, and FlexClone volumes including getting their status and seeing the
relationships between the parent, Snapshot copy, and clone. The main limitation is that Data
ONTAP forbids operations that would destroy the parent FlexVol volume or base Snapshot
copy while dependent FlexClone volumes exist. Other caveats are that management
information in external files associated with the parent FlexVol volume is not copied, quotas
for the clone volume get reset rather than added to the parent FlexVol volume, and LUNs in
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the cloned volume are automatically marked offline until they are uniquely mapped to a host
system.
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Figure 2-27 How changes to parent FlexVol volumes and FlexClone volumes are stored

Lastly, a FlexClone volume can be split from the parent volume to create a fully independent
volume. However, splitting a clone requires adequate free space in the aggregate to copy the
shared blocks. Splitting the clone to create a fully independent volume also uses resources.
While the split is occurring, free blocks in the aggregate are used to copy blocks shared
between the parent and the clone. This incurs disk 1/O operations and can potentially
compete with other disk operations in the aggregate. The copy operation also uses some
CPU and memory resources, which may impact the performance of a fully loaded filer. Data
ONTAP addresses these potential issues by completing the split operation in the background
and sets priorities in a way that does not significantly impact foreground operations. It is also
possible to manually stop and restart the split operation if some critical job requires the full
resources of the filer.

Practical applications of FlexClone technology

Conceptually, FlexClone volumes are great for any situation where testing or development
occurs, any situation where progress is made by locking in incremental improvements, and
any situation where there is a desire to distribute data in changeable form without
endangering the integrity of the original.

For example, imagine a situation where a database administrator needs to apply a database
product fix pack to a production database. The cost and risk of a mistake are too high to apply
the fix pack to the production database without verifying that the fix pack does not adversely
affect the database. Ideally, there is an instant writable copy of the production database
available at minimal cost in terms of storage and service interruptions. By using FlexClone
volumes, the DBA gets just that, an instant point-in-time copy of the production data that is
created transparently and uses only enough space to hold the desired changes. They can
then test the fix pack using the FlexClone volume. If the fix pack does not adversely affect the
database clone, it can be applied to the production database, and the clone can be
destroyed. On the other hand, if the fix pack creates a problem, the DBA can just destroy the
working clone and report the problem to the database vendor. When everything is finally
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working just the way it should, the DBA can either split off the clone to replace their current
production volumes or document their steps and apply them to the production system during
the next maintenance window. The results are less risk, less stress, and higher levels of
service for the database customers.

Chapter 2. Introduction to Data ONTAP 61



62 Using the IBM System Storage N Series with Databases



Part 2

Introduction to
enterprise
databases

In part 2 we provide a summary introduction to the databases we discuss in this Redbooks
publication. We intend for this introduction section to familiarize the Storage Administrator or
N series Administrator with the concepts of the databases discussed in this book.
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Introduction to IBM DB2
Universal Database

DB2 Universal Database Version 8 (DB2 UDB or simply, DB2) is a relational database
management system (RDBMS) developed by IBM. It is available on Linux, AIX, HP-UX,
Solaris, and Windows (commonly referred to as Linux, Unix, and Windows, or LUW for short
that refers to all three) operating environments. It is also available in various editions, ranging
from a standalone version that supports a single user to a fully scalable version that allows
your database to span over multiple servers running the same operating system. This
scalability allows DB2 to grow along with the exponential growth of data that enterprises
contend with today. This exponential growth of data drives the need for flexible storage
systems like the IBM N series.

This chapter is geared towards the storage administrator and contains information regarding
DB2, which has relevance in an NAS or SAN environment.
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3.1 DB2 Universal Database editions

DB2 UDB Version 8 for LUW environments is available in the following editions:

DB2 UDB Personal Edition (PE) is a complete RDBMS for a single user. It does not support
remote client connections. This version is available only on Windows and Linux operating
systems. This edition might be better suited to the N3700 models using CIFS or NFS.

DB2 UDB Personal Developer's Edition (PDE) enables a developer to design and build single
user desktop applications. This version is available only on Windows and Linux operating
systems and includes DB2 Personal Edition as well as the DB2 Extenders™. This edition
also might be better suited for N3700 models using CIFS or NFS.

DB2 UDB Express Edition is a low cost RDBMS with self-tuning and self-configuring
autonomic capabilities. This is ideal for businesses that require a database with minimal
administration and management. It includes the same functionality as DB2 Workgroup Server
Edition and also features on-click installation and other ease-of-use features. It is available for
Windows and Linux operating systems and supports up to two processors. This edition could
utilize the N3700 and N5000 series and protocols, such as CIFS, NFS, SAN, or iSCSI.

DB2 UDB Workgroup Server Edition (WSE) is designed for deployment in a small-to-medium
sized business environment. It is available on LUW servers running on, at most, four
processors. This product can be licensed by user or by processor (known as DB2 UDB
Workgroup Server Unlimited Edition). This edition can store its database files and logs on the
N3700, N 5000, and N 7000 series using CIFS, NFS, SAN, or iSCSI.

DB2 UDB Enterprise Server Edition (ESE) is the most flexible and powerful of all of the
editions. It is geared towards mid-to-large size businesses and is available on LUW servers of
any size with any number of processors. It is also fully scalable, accessible, and extensible.
This version includes the Data Partitioning Feature (DPF), which allows partitioning of data
over one or more servers running the same operating system. This edition benefits from the
capabilities of the N5000 or N7000 series using CIFS, NFS, SAN or iSCSI.

DB2 UDB Universal Developer's Edition is a low cost package for a single application
developer to design, build, and test applications before deployment in a production
environment. This product includes all the functionality of DB2 Enterprise Server Edition, but
also includes the DB2 Extenders, Warehouse Manager, and Intelligent Miner™. This edition
could be used on the N3700, N5000, and N7000 series using CIFS, NFS, SAN, or iSCSI.

The edition used for the writing of this book is DB2 UDB Version 8.2 Enterprise Server Edition
for AIX 5.2 maintenance level 7.

3.2 The universal database

DB2 UDB is truly the universal database supporting a wide variety of platforms and
applications. By hosting DB2 UDB on the IBM N series you can combine both the features of
dynamic growth and high performance.

3.2.1 Universal access

DB2 UDB provides universal access to all forms of electronic data. This includes traditional
relational data as well as structured and unstructured binary information, documents, and text
in many languages, graphics, images, multimedia (audio and video), and information specific
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to operations such as engineering drawings, maps, insurance claim forms, numerical control
streams, or any type of electronic information.

Access to a wide variety of data sources can be accomplished with the use of DB2 UDB and
its complimentary products: WebSphere® Information Integrator and DB2 Connect™.
Examples of datasources that can be accessed include: DB2 UDB for z/OS®, DB2 UDB for
0S/400®, Oracle, MS SQL Server, Sybase, NCR Teradata, and IBM Informix® databases.

3.2.2 Universal application

DB2 UDB supports a wide variety of application types. It can be configured to perform well for
both online transaction processing (OLTP) as well as for decision support systems (DSS). It
can also be used as the underlying database for an online analytical processing (OLAP)
system.

DB2 UDB is also accessible from or can be integrated into a wide variety of application
development environments. In addition to being able to embed SQL statements within source
code files written in standard programming languages such as C, C++, and Visual Basic®,
DB2 UDB fully supports Java™ technology and is accessible from Java applets, servlets, and
applications. DB2 UDB also participates in Microsoft's OLE DB as both a provider and a
consumer.

3.2.3 Universal extensibility

Data is stored in most relational databases according to its data type and DB2 UDB is no
exception. In order to support a wide variety of data types and formats, DB2 UDB contains a
rich set of built-in data types, along with a set of functions that are designed to manipulate
each of these data types. DB2 UDB also provides a way to create user-defined data types
(UDTs) and supporting user-defined functions (UDFs); consequently, the base data types
provided can be extended to provide data types that are specific to your business needs.

Using UDTs and UDFs, IBM went one step farther and created several different sets of
user-defined data types and functions to manage particular kinds of data that have begun to
emerge over the last few years. Collectively, these sets of data types and functions are
referred to as extenders. Combined with the current set of extenders available, DB2 can store
and manipulate image, audio, video, text, XML, and spatial data, just to name a few.

3.2.4 Universal scalability

Scalability—the capability of a system to increase total throughput under an increased load
when resources are added—is crucial to a business when dealing with the ever-growing
amount of data available today.

The superior scalability of DB2 UDB is made possible through a combination of features that
are built into the base product. These include intra-partition parallelism as well as
inter-partition parallelism. With intra-partition parallelism, database operations are subdivided
into multiple parts, which are then executed in parallel within a single database partition. With
inter-partition parallelism, database operations are subdivided into multiple parts, which are
then executed in parallel across one or more partitions of a multi-partition database. In
addition, the DB2 UDB database engine is designed to take advantage of I/O parallelism (the
process of reading or writing to two or more 1/O devices at the same time) whenever possible,
and it is capable of interacting with disk I/O subsystems that were designed with RAID
technology in mind. The N series product mirrors the scalability capability of DB2 with its
many benefits and features.
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3.2.5 Universal reliability

DB2 UDB runs reliably across multiple hardware and operating systems. DB2 UDB uses
write-ahead transaction logging as a preventative measure, and as a result, it can usually
resolve database problems that are caused by power interruptions and application failures
without any additional intervention. By using DB2 UDB on the N series product, further
protection is provided with RAID 4 or RAID-DP.

An additional protection is provided with backup (and recovery) programs. And to help
establish such a program, DB2 UDB provides a set of utilities that can be used to accomplish
the following:

» Create a backup image of a database.

» Return a database to the state it was in when a backup image was made (by restoring it
from a backup image).

» Reapply (or roll-forward) some or all changes made to a database since the last backup
image was made after the database is returned to the state it was in when the backup
image was made.

Backups can be scheduled to run automatically, and both full and incremental backup images
can be made. Backups can also be tailored for a single tablespace or for an entire database,
and backup images can be taken while a database is online or offline. An additional copy of
these database images may be kept with little cost using IBM System Storage N series
Snapshot.

3.2.6 Universal management
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DB2 supplies a comprehensive list of tools to help the database administrator (DBA) manage
their DB2 environment. Following are some of the more commonly used GUI tools available
to the DBA:

Control Center Primary administration tool for DB2 that includes the capability to
create, modify, and delete database objects and change registry,
database, and database manager parameters.

Command Editor A GUI interface for running SQL, database, or operating system
commands.

Task Center Allows for the creation, scheduling, and execution of various types of
tasks, including DB2 scripts and OS scripts.

Journal Provides a GUI interface to view historical information about tasks,
database operations, messages, and notifications.

Visual Explain Provides a graphical view of optimization-associated cost information
and visual drill-down views of a query’s access plan.

Health Center Allows the analysis of the general health of DB2. An example of this is
checking on sufficient resources and ensuring tasks are completed
within acceptable periods of time.

Activity Monitor A tool to help monitor application performance.

All of the information presented in the Control Center can also be accessed via a command
line interface known as the Command Line Processor (CLP).
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3.3 The DB2 query optimizer

The query optimizer is the key component in the performance of any Enterprise Database
Server. IBM has made more than a 25-year investment in enhancements to the DB2
cost-based, rule-driven optimizer with the goal of keeping it the best in the industry. A major
component of this effort is the implementation of the Starburst extensible optimizer in DB2
UDB. This allows IBM to add new intelligence to the optimizer without having to modify the
entire query-compilation process.

As DB2 UDB is enhanced with new features and functionality, the optimizer performance
improves. An example is extending the optimizer to understand OLAP SQL extensions and
multiple levels of parallel query processing. The latter is particularly important in clusters
where each node is an SMP. IBM has also built into the optimizer knowledge about how to
work with underlying disk sub-systems.

The optimizer takes advantage of its knowledge of the characteristics of the hardware
environment: CPU speed, I/O speed, network bandwidth (for federated queries), and buffer
pool allocations. In addition it knows the characteristics of the data itself, for example, the size
of the table being queried, the partitioning scheme used (if any), the uniqueness of the data,
the existence of indexes, and the existence of automatic summary tables. All of these are
taken in account when choosing an optimal execution strategy for a given SQL statement.
Such evaluations become more important as the size of a database increases.

The query optimizer can also perform query re-write operations automatically, if necessary.
This feature allows DB2 UDB to generate query data access plans, which were optimized for
performance, without changing the intent of the original queries or the result sets produced.
This capability is especially important for environments where the SQL is being generated by
a tool—which is the case for many decision support applications.

3.4 DB2 utilities

In addition to providing a rich object-relational database management system, each edition of
DB2 UDB contains a comprehensive set of utilities that enable you to work with objects and
data stored in DB2 UDB databases. These utilities are designed to support a wide range of
traditional database configurations, as well as small OLAP and OLTP database
environments. They incorporate a highly scalable software architecture that allows them to
execute on a wide variety of hardware platforms.

This book does not attempt to provide a complete list of the DB2 utilities. Instead, we focus on
those utilities that are most likely to be used with network attached storage (NAS) or storage
area networks (SAN). For more information about DB2 UDB uitilities, please refer the DB2
Information Center at the following Web site:

http://publib.boulder.ibm.com/infocenter/db2Tuw/v8/index.jsp

3.4.1 Data movement utilities

Although a database is normally thought of as a single self-contained entity, there are times
when it becomes necessary for a database to exchange data with the outside world. For this
reason, several of the utilities provided with DB2 UDB are used to move data between
databases and external files.
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Export

The Export utility extracts specific portions of data from a database and externalizes it to
non-delimited ASCII (ASC), delimited ASCII (DEL), Worksheet (WSF), or PC Integrated
Exchange Format (PC/IXF or IXF) formatted files. These files can then be used to populate
tables in a variety of databases (including the database the data was extracted from) or to
provide input to software applications such as spreadsheets and word processors.

Import

The Import utility provides a way to read data directly from ASC, DEL, WSF, or PC/IXF
formatted files and stores the data in a specific database table. When the Export utility is used
to externalize data in a table to a PC/IXF formatted file, the table structure and definitions of
all of the table’s associated indexes are written to the file along with the data. Because of this,
the Import utility can create or re-create a table and its indexes as well as populate the table if
data is being imported from a PC/IXF formatted file. When any other file format is used, if the
table or updateable view receiving the data already contains data values, the data being
imported can either replace or be appended to the existing data, provided the base table
receiving the data does not contain a primary key that is referenced by a foreign key of
another table. In some situations, data being imported can also be used to update existing
rows in a base table.

Load

Like the Import utility, the Load utility reads data directly from ASC, DEL, or PC/IXF formatted
files or the new CURSOR file type (new in Version 8), and stores the data in a specific
database table. The CURSOR file type allows you to load the results of a SQL query into a
table without having to first export the data to a file. However, unlike when the Import utility is
used, the table that the data is stored in must already exist in the database before the load
operation is initiated. The Load utility ignores the table structure and index definition
information stored in PC/IXF formatted files. Likewise, the Load utility does not create new
indexes for a table, it only rebuilds indexes that were already defined for the table being
loaded.

The most important difference between the Import utility and the Load utility relates to
performance. Because the Import utility inserts data into a table one row at a time, each row
inserted must be checked for constraint compliance (such as foreign key constraints and
table check constraints) and all activity performed must be recorded in the database’s
transaction log files. The Load utility, on the other hand, inserts data into a table much faster
than the Import utility because instead of inserting data into a table one row of data at a time,
it builds data pages using several individual rows of data and then writes those pages directly
to the tablespace container that the table’s structure and any preexisting data were stored in.
Existing primary/unique indexes are then rebuilt after all data pages constructed are written to
the container and duplicate rows that violate primary or unique key constraints are deleted
(and copied to an exception table, if appropriate).

Autoloader

In a partitioned database environment, the Autoloader utility performs the necessary steps
needed to balance data being loaded from single or multiple flat files into the partitions that
comprise a partitioned table. The Autoloader utility splits all data being loaded using the
partition map for the table, pipes the split data to the appropriate partition, and concurrently
loads each portion of the data into each partition of the partitioned table.

DB2MOVE

The DB2MOVE utility facilitates the movement of a large number of tables between DB2
databases. This utility queries the system catalog tables for a particular database and

Using the IBM System Storage N Series with Databases



compiles a list of all user tables found. It then exports the contents and table structure of each
table found to a PC/IXF formatted file. The set of files produced can then be imported or
loaded to another DB2 database on the same system, or they can be transferred to another
workstation platform and imported or loaded to a DB2 database that resides on that platform.
(This is the best method to use when copying or moving an existing database from one
platform to another.)

The DB2MOVE utility can be run in one of three modes: EXPORT, IMPORT, or LOAD. When
run in EXPORT mode, the DB2MOVE uitility invokes the Export utility to extract data from one
or more tables and externalize it to PC/IXF formatted files. It also creates a file named
db2move.Ist that contains the names of all tables processed, along with the names of the files
to which that the table’s data was written. When run in IMPORT mode, the DB2MOVE utility
invokes the Import utility to re-create a table and its indexes from data stored in PC/IXF
formatted files. In this mode, the file db2move.Ist establishes a link between the PC/IXF
formatted files needed and the tables into which data will be imported. When run in LOAD
mode, the DB2MOVE utility invokes the Load utility to populate tables that are already
created with data stored in PC/IXF formatted files. Again, the file db2move.lst is used to
establish a link between the PC/IXF formatted files needed and the tables into which data will
be imported.

DB2LOOK

The DB2LOOK utility is a special utility that generates the DDL SQL statements needed to
re-create existing objects in a given database. In addition to generating DDL statements,
DB2LOOK can also collect statistical information that was generated for objects in a database
from the system catalog tables and save it (in readable format) in an external file. In fact, by
using DB2LOOK, it is possible to create a clone of an existing database that contains both its
data objects and current statistical information about each of those objects.

3.4.2 Data maintenance utilities

The way data stored in tables is physically distributed across tablespace containers can have
a significant impact on the performance of applications that access the data. How data is
stored in a table is affected by insert, update, and delete operations that are performed on the
table. For example, a delete operation may leave empty pages that for some reason never
get reused. Or update operations performed on variable-length columns may result in larger
column values that cause an entire row to be moved to a different page because they no
longer fit on the original page. In both scenarios, internal gaps are created in the underlying
tablespace containers. As a consequence, the DB2 Database Manager may have to read
more physical pages into memory in order to retrieve the data needed to satisfy a query.

Because situations such as these are almost unavoidable, DB2 UDB provides a set of data
maintenance utilities that optimize the physical distribution of all data stored in a table.

Reorganize table (REORG)

The Reorganize Table utility removes gaps in tablespace containers by rewriting the data
associated with a table to contiguous pages in storage (similar to the way a disk defragmenter
works). With the help of an index, the Reorganize Table utility can also place the data rows of
a table in a specific physical sequence, thereby increasing the cluster ratio of the selected
index. This approach also has an attractive side effect if the DB2 Database Manager finds the
data needed to satisfy a query stored in contiguous space and in the desired sort order. The
overall performance of the query is improved because the seek time needed to read the data
is shorter and a sort operation may no longer be necessary. The Reorg operation is a write
intensive process. The N series product reduces the write overhead associated with writing to
disk with NVRAM.
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Run statistics (RUNSTATS)

Although the system catalog tables contain information such as the number of rows in a
particular table, the way storage space is utilized by tables and indexes, and the number of
different values found in a column, this information is not automatically kept up-to-date.
Instead, it has to be generated periodically by running the Run Statistics utility. The
information that is collected by the Run Statistics utility is used in the following two ways: to
provide information about the physical organization of the data in a table and to provide
information that the DB2 Optimizer can use when selecting the best path to use to access
data that will satisfy the requirements of a query.

Redistribute data (REDISTRIBUTE)

The Redistribute Data utility is designed to physically move data between partitions when
data is stored in a partitioned database environment. This utility is typically used to move data
between partitions when a new logical data partition is added to or removed from a database
partition group. It can also be used to redistribute data if the way data is distributed across
existing database partitions is not uniform.

3.4.3 Other utilities
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db2inidb

The db2inidb utility is used primarily to initialize a split mirror copy of a database. A mirrored
copy of a DB2 database can be initialized in one of three ways:

» AS SNAPSHOT: The split mirror copy is initialized as a clone of the original database.

» AS MIRROR: The split mirror copy is initialized as a backup image of the original database
and placed in roll-forward pending state.

» AS STANDBY: The split mirror copy is initialized as a standby database and placed in
roll-forward pending state so it can be continuously synchronized with the original
database. The standby copy of the database can then be used in place of the original
database if, for some reason, the original database goes down.

The db2inidb utility is discussed in further detail in a later chapter.

db2rfpen

The db2rfpen utility places a database that was restored from an offline backup into
roll-forward pending state. When a database is restored from an online backup, this happens
automatically and the db2rfpen utility is not needed. (After a database is restored from a
backup image, it must be placed in the roll-forward pending sate before a roll-forward
recovery operation can be performed against it.)

The db2rfpen utility is discussed in further detail in a later chapter.

db2relocatedb

The db2relocatedb utility allows a DBA to change the location of one or more tablespace
containers or an entire database without having to perform a backup and a redirected restore
operation. It also provides a way to rename a database and change the instance that a
database belongs to per specifications stored in a configuration file that is provided by the
user.

The db2relocatedb utility is discussed in further detail in a later chapter.
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3.5 DB2 terminology and concepts

This section provides a basic overview of DB2 terminology and concepts you should
understand when working with DB2 and the IBM System Storage N Series (also known
simply as “N series”).

3.5.1 Installing DB2

When installing DB2 for Windows, you can choose where you want DB2 to be installed. By
default, it is installed in C:\Program Files\IBM\SQLLIB. On UNIX and Linux environments, the
DB2 product is installed one of the following directories:

AIX /usr/opt/db2_08_01
HP-UX, Linux, Solaris /opt/IBM/db2/V8.1

Restriction: DB2 UDB does not support installation of the DB2 product on an NFS mount
(for example, NFS mounting /usr/opt/db2_08_01 7 or /opt/IBM/db2/V8.1).

3.5.2 Instances

DB2 UDB sees the world as a hierarchy of several different types of objects. Workstations on
which any edition of DB2 UDB is installed are known as system objects, and they occupy the
highest level of this hierarchy.

When any edition of DB2 Universal Database is installed on a particular workstation (or
system), program files for the DB2 Database Manager are physically copied to a specific
location on that workstation. Within this system, one or more instances of the DB2 Database
Manager can be created. Instances comprise the next level in the object hierarchy. Each
instance references the DB2 Database Manager program files that were stored on that
workstation during the installation process. Thus, each instance behaves like a separate
installation of DB2 Universal Database, even though all instances within a particular system
share the same binary code. Although all instances share the same physical code, each can
be run concurrently. The important thing to note is that each instance has its own
environment and settings separate from other instances. This allows for one system to have
multiple database environments. For example, on a single system one instance can be used
as a development environment, while a second instance can be used as a testing
environment. This allows testing to be performed without affecting the development
environment.

N series accommodates the instance design by providing the ability to assign aggregates and
FlexVols without regards to standard sizes. This enables you to increase storage utilization
(Figure 3-1 on page 74).
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Figure 3-1 FlexVol utilization

3.5.3 Databases
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In its simplest form, a DB2 Universal Database database is a set of related database objects.
When you create a DB2 database, you are establishing an administrative relational database
entity that provides an underlying structure for an eventual collection of database objects
(such as tables, views, indexes, and so on). This underlying structure consists of a set of
system catalog tables (along with a set of corresponding views), a set of table spaces in
which both the system catalog tables and the eventual collection of database objects will
reside, and a set of files that handle database recovery and other bookkeeping details.

DB2 UDB allows multiple databases to be defined within a single database instance. Each
database has its own configuration file, which allows characteristics of the database, such as
memory usage and logging, to be fine tuned for optimum performance.

In Figure 3-2 on page 75, we can see the relationship between a database server, instances,
and databases. Two instances (DB2_DEV and DB2_PROD) exist on one server
(DB_SERVER), and two databases (PAYABLE and RECEIVABLE) exist within each
instance. Both instances share the same binary code; however, each has its own
configuration file. Likewise, each database within each instance has its own configuration file.
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Figure 3-2 The relationship between database servers, instances, and databases.

3.5.4 Buffer pools

A buffer pool is an area of main memory allocated to the DB2 Database Manager for the
purpose of caching table and index data pages as they are read from disk or modified. Using
a set of heuristic algorithms, the DB2 Manager Database prefetches pages of data that it
thinks a user is about to need into one or more buffer pools, and it moves pages of data that it
thinks are no longer needed back to disk. This approach improves overall system
performance because data can be accessed much faster from memory than from disk,
especially if SATA (Serial Advanced Technology Attachment) disks are used. The less often
the DB2 Database Manager needs to perform disk I/O, the better the performance.

Each time a new database is created, one default buffer pool, named IBMDEFAULTBP, is
also created as part of the database initialization process. The size of this default buffer pool
is dependent on the platform and the page size specified at the time of database creation.

Prefetchers and page cleaners

DB2 employs the use of physical processes or threads, called agents, to handle the reading
and writing of data between disk and buffer pools.
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Prefetcher agents transfer data from disk into the buffer pool, anticipating their need by an
application. Prefetching helps improve performance by reducing the time spent waiting for
disk 1/0O to complete.

To prevent a buffer pool from becoming full, page cleaner agents are used to write modified
pages (known as "dirty" pages) to disk at a predetermined interval (by default, when the
buffer pool is 60 percent full) to guarantee the availability of buffer pool pages for future read
operations.

3.5.5 Table spaces

When setting up a new database, one of the first tasks that must be performed is to map the
logical database design to physical storage on a system. This is where table spaces come
into play. Table spaces control where data in a database is physically stored on a system and
provide a layer of indirection between the database and the container objects in which the
actual data resides.

When a database is first created, the following three table spaces are also created and
associated with the default buffer pool IBMDEFAULTBP as part of the database initialization
process:

SYSCATSPACE Stores the system catalog tables and views associated with the
database.

USERSPACE1 Stores all user-defined objects (such as tables, indexes, and so on)
along with user data.

TEMPSPACE1 Stores temporary tables that might be created in order to resolve a
query.

Additional table spaces can be created as needed. Table spaces are managed in two
different ways: system managed and database managed.

With system managed space (SMS) table spaces, the operating system’s file manager is
responsible for allocating and managing the storage space used by the tablespace. SMS
table spaces consist of one or more directories containing individual files (representing data
objects such as tables and indexes) that are stored in the file system.

With database managed space (DMS) table spaces, the tablespace creator (and in some
cases, the DB2 Database Manager) is responsible for allocating the storage space used and
the DB2 Database Manager is responsible for managing it. Essentially, a DMS tablespace is
an implementation of a special-purpose file system that was designed specifically to meet the
needs of the DB2 Database Manager.

Regardless of how they are managed, three types of table spaces exist: regular, temporary,
and large. You can use regular table spaces for any type of data except temporary tables. To
store long or large object (LOB) data such as images, audio, video, or long text fields, you use
a large tablespace. Large table spaces must be a DMS tablespace. Temporary table spaces
store declared global temporary tables.

3.5.6 Containers
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A container is an allocation of physical storage to which the DB2 Database Manager is given
exclusive access. Containers essentially provide a way of defining what location on a specific
storage device is made available for storing database objects. Each tablespace must contain
at least one container.
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Containers may be assigned from file systems by specifying a directory (known as path
containers), file (known as file containers), or raw devices (known as device containers). A
single tablespace can span many containers, but each container can only belong to one
tablespace. Figure 3-3 illustrates the relationship between buffer pools, table spaces, and
containers.
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Figure 3-3 The relationship between bufferpools, tablespaces, and containers.

It is important to note that SMS table spaces can reference file, device, and path containers;
whereas, DMS table spaces can only reference file and device containers.

Furthermore, in DB2 and N series product environments configured to use NFS (network file
system) and CIFS (common internet file system), only file and path containers are supported.
In DB2 and N series product environments configured to use iSCSI (internet small computer
system interface) or FCP (fibre-channel protocol), all three types of containers are supported.

3.5.7 Characteristics that affect tablespace performance

In addition to how a tablespace is managed, the following three other tablespace
characteristics must be taken into consideration in order to design a database for optimum
performance:

» Page size
» Extent size

» Prefetch size

Page size

With DB2 UDB, data is transferred between tablespace containers and buffer pools in
discrete blocks that are called pages. (The memory reserved to buffer a page transfer is
called an 1/O buffer.) The actual page size used by a particular tablespace is determined by
the page size of the buffer pool that the tablespace is associated with. Four different page
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sizes are available: 4K, 8K, 16K, and 32K. By default, all table spaces that are created as part
of the database creation process are assigned a 4K page size.

Extent size

When a tablespace spans multiple containers, data is stored on all of its respective
containers in a round-robin fashion. The extent size of a tablespace represents the number of
pages of table data that are to be written to one container before moving to the next container
in the list. This helps balance data across all containers that belong to a given tablespace
(assuming all extent sizes specified are equal). Figure 3-4 illustrates how extents are used to
balance data across multiple containers.
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Figure 3-4 lllustration of how extents are used to balance data across multiple containers

Prefetch size

The prefetch size of a tablespace identifies the number of pages of table data that are to be
read in advance of the pages currently being referenced by a query. This is in anticipation
that they will be needed to resolve the query. The overall objective of prefetching is to reduce
the time waiting for disk I/O to complete.

The recommended value for the prefetch size is a multiple of all three of the following:

» The number of tablespace containers.

» The number of physical disks under each container (if a RAID device is used). N series
uses RAID 4 and RAID-DP so it is the number of physical disks per volume or aggregate.

» The extent size for the tablespace

For example, if the extent size is 16 pages and the tablespace has two containers, you could
set the prefetch size to 32 pages. If there are five physical disks per container, then you might
set the prefetch size to 160. The proper setting of this parameter promotes the use of parallel
I/0, which we discuss later on in this chapter.
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3.5.8 Registry and performance-related environment variables

In addition to DB2 Database Manager and database configuration parameters, DB2 utilizes
several registry and environment variables to configure the system where it is installed.
Because changes made to registry and environment variables impact the entire system,
changes should be carefully considered before they are made. After setting any registry
variable, the DB2 Database Manager must be stopped (db2stop), and then restarted
(db2start) for the changes to take effect.

Set the following registry variable when working with N series:
» DB2_PARALLEL_IO

We discuss this variable in further detail in Chapter 13, “DB2 and N series performance
considerations” on page 273.

3.5.9 Backup and recovery using N series

One of the traditional tools used to prevent catastrophic data losses when media failures
occur is a backup image. A backup image is essentially a copy of an entire database or of
one or more of the table spaces that make up a database. After created, a backup image can
be used at any time to return a database to the state it was in at the time the image was
made. Using the traditional backup method generates a significant load on both the database
server and the storage system and can take hours to complete. During this time, system
availability and performance are decreased. In such environments, backups are scheduled
during off-peak hours and frequent backups are not feasible.

However, when using N series to store your database, backups can be created within a few
seconds and have virtually no impact on the database server or the storage system. Also,
restoring a database from a Snapshot backup of your data and logs is much faster than
restoring from conventional backups. This is possible through the use of Snapshot and
SnapRestore Technology available on the N series product. (Figure 3-5 on page 80).
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Figure 3-5 Database backup

3.5.10 Recovery logs
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Recovery logs are files that keep track of changes that are made to a database. Each time a
new record is inserted into a base table, that record is first created directly in the buffer pool
associated with the tablespace that identifies where the table's data will be stored. Each time
a record is updated or deleted, the page containing the record is retrieved from storage and
copied to the appropriate buffer pool, where it is then modified by the update and delete
operation being performed. After this modification is made, a record reflecting the action is
written to the log buffer, which is another designated storage area in memory. (The actual
amount of memory reserved for the log buffer is controlled by the logbufsiz database
configuration parameter.)

» If an insert operation was performed, a record containing the new row's data values is
written.

» If a delete operation is performed, a record containing the row's original values is written.

» If an update operation is performed, a record containing the row's original values
combined with the row's new values is written. (In most cases, the log record for an update
operation is produced by performing an EXCLUSIVE OR operation on the row's original
values with the row's updated values.)

Eventually, when the transaction that performed the insert, update, or delete operation is
terminated, a corresponding COMMIT or ROLLBACK record is written to the log buffer as
well.

Whenever buffer pool I/0 page cleaners are activated, the log buffer itself becomes full, or if a
transaction is committed or rolled back, all records stored in the log buffer are immediately
written to one or more transaction log files stored on disk. This constant flushing of the log
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buffer minimizes the number of log records that can be lost if a system failure occurs. As soon
as all log records associated with a particular transaction (including a corresponding
COMMIT or ROLLBACK record) are successfully externalized to one or more log files, the
effects of the transaction itself are copied to appropriate tablespace containers for permanent
storage. (The modified data pages themselves remain in memory, where they can be quickly
accessed if necessary. Eventually they are overwritten.) This process, called write-ahead
logging, guarantees that changes made to data are always externalized to log files before
they are recorded in the database. The transaction logging process just described is outlined
in Figure 3-6.
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Figure 3-6 How Transaction Logging Works

Because multiple transactions may be working with a database at any point, a single log file
may contain log records that belong to several different transactions. In order to keep track of
which log records belong to which transaction, every log record is assigned a special
transaction identifier that ties it to the transaction that created it. By using transaction IDs, log
records associated with a particular transaction can be written to one or more log files at any
time without impacting data consistency. Eventually the COMMIT or ROLLBACK record for
the operation that terminated the transaction is logged as well.

When a database is first created, three log files (known as primary log files) are allocated.
However, the number of primary log files used and the amount of data each log file is capable
of storing is controlled by the values assigned to the logprimary and logfilsiz parameters in
the database's configuration file. Furthermore, the way in which primary log files are created
and used for a particular database is determined by the logging strategy chosen for that
database. Two very different strategies are available: circular and archival logging.
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Circular logging

With circular logging, a group of log files are defined and used to provide transaction logging
support. Records are written to the log files in a round-robin fashion as transactions are
processed and records are removed from a log file when the associated transactions are
either committed and externalized to disk or rolled back.

When using circular logging, only full, offline backup images of the database are taken and
roll-forward recovery cannot be performed. When a database is placed in an inconsistent
state, it can be returned to a consistent state by utilizing the records stored in the active log to
resolve any in-doubt or in-flight transactions. However, if a database becomes damaged or
destroyed, it can only be salvaged by using the RESTORE DATABASE command in
conjunction with a full, offline backup image that was taken earlier. Any changes made to the
database after the backup image was taken are lost.

Archival logging

Archive logging is used specifically for rollforward recovery. Following is how archive logging
works: DB2 starts out with an active log where transaction log records are stored. After the
active log file becomes full, a new active log file is created in the database's log directory, and
the current active log file becomes an archive log file. These logs can then be stored in a safe
place in the event that rollforward recovery is required.

The advantage of choosing archive logging is that rollforward recovery can use both archived
logs and active logs to rebuild a database either to the end of the logs or to a specific point in
time. The archived log files can be used to recover changes made after the backup was
taken. This is different from circular logging where you can only recover to the time of the
backup, and all changes made after that are lost.

Taking online backups is only supported if the database is configured for archive logging.
During an online backup operation, all activities against the database continue to be logged.
When an online backup image is restored, the logs must be rolled forward at least to the point
in time at which the backup operation completed. For this to happen, the logs must be
archived and made available to DB2 when the database is restored.

After an online backup is complete, DB2 forces the currently active log to be closed, and as a
result, it is archived. This ensures that your online backup has a complete set of archived logs
available for recovery. Obviously, the more archive log files you have online, the faster the
recovery process will be. Because every change to a row includes the before-and-after image
of the row, online archive log files can potentially become quite large. Thus, a N series
product is an excellent location for these objects, as well as for the database itself because of
its dynamic ability to increase volume sizes.

3.5.11 The recovery history file
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The recovery history file contains certain historical information about major actions that were
performed against a database. Information recorded in the recovery history file is used to
assist with the recovery of the database in the event of a failure. The following is a list of the
actions that generate an entry in the recovery history file:

» Backing up the database or a tablespace

» Restoring the database or a tablespace from a backup image

» Performing a roll-forward recovery operation on the database or a tablespace
» Loading a table

» Altering a tablespace’s definition
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» Quiescing a tablespace

» Reorganizing a table (REORG)

» Updating statistics for a table (RUNSTATS)

» Dropping a table

The recovery history file can be queried to obtain information such as when a database was

last backed up and when a database was last restored. Taking a N series product Snapshot
of this file is a low cost guarantee that this file will be available when needed.
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Introduction to the Oracle
Database

This chapter describes the following:

» The different physical and logical structures for Oracle

» The processes used to access and manipulate the databases
» Integration of Oracle with the IBM System Storage N series

The intended audience for this chapter is storage administrators and others who
are unfamiliar with the Oracle database.

4.1 Oracle Database architecture

An Oracle server is a database management system that provides an open,
comprehensive, integrated approach to information management. It consists of
an Oracle instance and an Oracle Database. An Oracle instance is the
combination of all of the memory structures and background processes that are
allocated when an Oracle Database is started. Oracle users frequently confuse
an Oracle instance with an Oracle Database.

An Oracle Database has both physical structures (data files) and logical
structures (table, index). Oracle separates the physical from the logical structure
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so that the physical storage of data can be manipulated without affecting user
access to the logical structures. The physical structure of an Oracle Database is
determined by the files created at the operating system level by the Oracle
instance during database creation (controlfile, logfile) or by the DBA during
normal operation (create table space, create control file). In later chapters we
focus on the physical structure of Oracle on the IBM System Storage N series.

Oracle also uses several memory and process structures to access and manage
the database. The memory structures hold executing program code and
information shared and communicated among Oracle processes as well as the
actual data from the underlying physical storage structures. The various Oracle
processes perform such tasks as interfacing with user application programs and
monitoring the database for availability and performance.

4.1.1 Memory structures
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Oracle utilizes several different types of memory structures for storing and
retrieving data in the system. These include the System Global Area (SGA) and
Program Global Areas (PGA). Figure 4-1 depicts these memory structures and
the relationship between them.
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The Oracle SGA is a shared memory region that holds data and internal control
structures of the database. This shared memory region’s details can be
displayed in Linux with the ipcs -ma command. The Oracle SGA and its
associated background processes, described in section 4.1.4, “Processes” on
page 92, are known as an Oracle instance. The instance identity is called by the
short name SID. This short name is used in all Oracle processes connected to
this instance. To connect to a particular instance, set the shell variable
SORACLE_SID to the SID or specify it in the connect command at SQLPIlus. The
SGA memory region is allocated upon instance startup and de-allocated when
the instance is shut down and is unique to each database instance. SGA is
dynamically managed by Oracle, while the instance is up. The information
contained in the SGA is logically separated into three-to-five different areas: The
database buffer cache, the redo log buffer, the shared pool, the Java pool
(optional) and the large pool.

The database buffer cache consists of Oracle Database data blocks or buffers
that are read from disk and placed into memory. These buffers are classified as
either free, dirty, or pinned and are organized in two lists: the write list and the
LRU list. Free buffers are those that have not yet been modified and are
available for use. Dirty buffers contain data that was modified but has not yet
been written to disk and are held in the write list. Lastly, pinned buffers are
buffers that are currently being accessed. We will discuss in later chapters how
IBM System Storage N series works with these buffers.

Oracle uses a Least Recently Used (LRU) algorithm to age the dirty data blocks
from memory to disk. An LRU list to keeps track of all available buffers and their
state (dirty, free, or pinned). Infrequently accessed data is moved to the end of
the LRU list where it is eventually written to disk by the Oracle DBWn process
(see section 4.1.4, “Processes” on page 92) should an additional free buffer be
requested but not available.

The size of the database buffer cache is determined by a combination of some
Oracle initialization parameters. It is possible to set different block sizes for a
database by specifying different cache sizes for each of these nonstandard block
sizes. The DB_BLOCK_SIZE parameter specifies the default or standard block
size and the DB_CACHE_SIZE parameter sets the size of the cache using the
blocks of DB_BLOCK_SIZE. To specify different block sizes, use the initialization
parameter DB_NK_CACHE_SIZE, where NK ranges from 2 KB to 32 KB. Also,
the DBA can change these parameters while the instance is up and running,
except for the DB_BLOCK_SIZE parameter, which requires the database to be
recreated.

The Java pool holds Java execution code and classes information if the Java
option is turned on to a specific Oracle instance.

Chapter 4. Introduction to the Oracle Database 87



88

The redo log buffer stores information about changes made to data in the
database. This information can be used to reapply or redo the changes made to
the database should a database recovery become necessary. The entries in the
redo log buffer are written to the online redo logs by the LGWR process (see
section 4.1.4, “Processes” on page 92). The size of the redo log buffer is
determined by the LOG_BUFFER parameter in the Oracle initialization file.

The shared pool area stores memory structures, such as the shared SQL areas,
private SQL areas, and the data dictionary cache, and, if large pool is not turned
on, the buffers for parallel execution messages. Shared SQL areas contain the
parse tree and execution plan for SQL statements. Identical SQL statements
share execution plans. One memory region can be shared for multiple identical
Data Manipulation Language (DML) statements, thus saving memory. DML
statements are SQL statements that are used to query and manipulate data
stored in the database, such as SELECT, UPDATE, INSERT, and DELETE.

Private SQL areas contain Oracle bind information and run-time buffers. The
bind information contains the actual data values of user variables contained in
the SQL query.

The data dictionary cache holds information pertaining to the Oracle data
dictionary. The Oracle data dictionary serves as a roadmap to the structure and
layout of the database. The information contained in the data dictionary is used
during Oracle’s parsing of SQL statements.

The buffers for parallel execution hold information needed to synchronize all the
parallel operations in the database. This is allocated from SGA, if the large pool
is not configured.

The large pool area is an optional memory that can be used to address shared
memory contention. It holds information such as the Oracle XA interface (the
interface that Oracle uses to enable distributed transactions), I/O server
processes, backup and restore operations, and, if the initialization parameter
PARALLEL_AUTOMATIC_TUNING is set to TRUE, the buffer for parallel
execution. Large pool is enabled by setting the LARGE_POOL_SIZE to a
number greater than 0.

Starting with Oracle 9i, a new feature called Dynamic SGA allows optimized
memory usage by instance. Also, it allows increasing or decreasing of Oracle’s
use of physical memory, with no downtime, because the database administrator
may issue ALTER SYSTEM commands to change the SGA size, while the
instance is running.

The Oracle PGA is a nonshared memory region that contains data and control
information for a server process. This memory area is allocated by Oracle every
time a server process is started, and access is allowed only to Oracle code



working on it. In general, PGA contains a private SQL area (storing bind
information and run-time structures that are associated with a shared SQL area)
and a session memory that holds session specific variables, such as logon
information. If Oracle is using shared servers, this memory area is shared.

The run-time area of PGA can also be used as a work area for complex queries
making use of memory-intensive operators like the following ones:

» Sort operations, like ORDER BY, GROUP BY, ROLLUP, and WINDOW
» HASH JOINS

» BITMAP MERGE

» BITMAP CREATE

If the session connects to a dedicated Oracle server, PGA is automatically
managed. The database administrator just needs to set the
PGA_AGGREGATE_TARGET initialization parameter to the maximum amount
of memory he wants Oracle to use for client processes. Oracle ensures that the
total PGA allocated to all processes never exceeds this value.

4.1.2 Logical storage structures

An Oracle Database is made up of several logical storage structures, including
data blocks, extents and segments, tablespaces, and schema objects.

The actual physical storage space in the datafiles is logically allocated and
deallocated in the form of Oracle data blocks. Data blocks are the smallest unit of
I/0 in an Oracle Database. Oracle reserves a portion of each block for
maintaining information, such as the address of all the rows contained in the
block and the type of information stored in the block. This overhead is normally in
the range of 84 to 107 bytes.

An extent is a collection of contiguous data blocks. A table is comprised of one or
more extents. The very first extent of a table is known as the initial extent. When
the data blocks of the initial extent become full, Oracle allocates an incremental
extent. The incremental extent does not have to be the same size (in bytes) as
the initial extent.

A segment is the collection of extents that contain all of the data for a particular
logical storage structure in a tablespace, such as a table or index. There are four
different types of segments, each corresponding to a specific logical storage
structure type:

» Data segments
» Index segments
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» Rollback segments
» Temporary segments

Data segments store all the data contained in a table, partition, or cluster.
Likewise, index segments store all the data contained in an index. For backward
compatibility, rollback segments hold the previous contents of an Oracle data
block prior to any change made by a particular transaction. If any part of the
transaction should not complete successfully, the information contained in the
rollback segments is used to restore the data to its previous state. From Oracle9i
onwards, this is achieved by using automatic undo and undo tablespaces, which
allow better control and use of the server resources.

Rollback segments are also used to provide read-consistency. There are two
different types of read-consistency: statement-level and transaction-level.
Statement-level read consistency ensures that all of the data returned by an
individual query comes from a specific point in time: the point at which the query
started. This guarantees that the query does not see changes to the data made
by other transactions that have committed since the query began. This is the
default level of read-consistency provided by Oracle.

In addition, Oracle offers the option of enforcing transaction-level read
consistency. Transaction-level read consistency ensures that all queries made
within the same transaction do not see changes made by queries outside of that
transaction but can see changes made within the transaction itself. These are
known as serializable transactions.

Temporary segments are used as temporary workspaces during intermediate
stages of a query’s execution. They are typically used for sort operations that
cannot be performed in memory. The following types of queries may require a
temporary segment:

» SELECT....ORDER BY
» SELECT.....GROUP BY
» SELECT.....UNION

» SELECT.....INTERSECT
» SELECT....MINUS

» SELECT DISTINCT.....
» CREATE INDEX....



Tablespaces group related logical entities or objects together in order to simplify
physical management of the database. Tablespaces are the primary means of
allocating and distributing database data at the physical disk level. Tablespaces
are used to do the following:

» Control the physical disk space allocation for the database
» Control the availability of the data by taking the tablespaces online or off-line

» Distribute database objects across different physical storage devices to
improve performance

» Regulate space for individual database users

Every Oracle Database contains at least one tablespace named SYSTEM. The
SYSTEM tablespace contains the data dictionary tables for the database used to
describe its structure.

Schema objects are the logical structures used to refer to the database’s data. A
few examples of schema objects are tables, indexes, views, and stored
procedures. Schema objects, and the relationships between them, constitute the
relational design of a database.

4.1.3 Physical storage structures

An Oracle Database is made up of three different types of physical database
files: datafiles, redo logs, and control files.

An Oracle Database must have one or more datafiles in order to operate.
Datafiles contain the actual database data logically represented in the form of
tables or indexes. At the operating system level, datafiles can be implemented as
either JFS files or raw devices. These JFS files or raw devices may be provided
by the IBM System Storage N series. The data contained in the datafiles is read
from disk into the memory regions, as described in section 4.1.1, “Memory
structures” on page 86.

An Oracle tablespace is comprised of one or more datafiles. A datafile cannot be
associated with more than one tablespace, nor can it be used by more than one
database. At creation time, the physical disk space associated with a datafile is
pre-formatted but does not contain any user data. As data is loaded into the
system, Oracle reserves space for data or indexes in the datafile in the form of
extents.

Redo logs are used by Oracle to record all changes made to the database. Every
Oracle Database must have at least two redo logs in order to function. The redo
log files are written to in a circular fashion. When the current online log fills up,
Oracle begins writing to the next available online redo log. In the event of a
failure, changes to the Oracle Database can be reconstructed using the
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information contained in the redo logs. Due to their importance, Oracle provides
a facility for mirroring or multiplexing the redo logs so that two (or more) copies
of the log are available on disk.

Note: If you are performing a full, offline backup, SnapManager backs up the
redo logs. SnapManager always backs up the archive logs and the control
files.

The control file describes the physical structure of the database. It contains
information, such as the database name, date, and time the database was
created, as well as the names and locations of all the database data files and
redo logs. Like the redo logs, Oracle can have multiple copies of the control file
to protect against logical or physical corruption. In a later chapter we discuss the
optimal configuration and layout of these files on an IBM System Storage N
series. Snapshot can also be used to make copies of the control files.

4.1.4 Processes

92

A process is defined as a thread of control used in an operating system to
execute a particular task or series of tasks. Oracle utilizes the following three
different types of processes to accomplish these tasks:

» User or client processes
» Server processes
» Background processes

User processes are created to execute the code of a client application program.
The user process is responsible for managing the communication with the Oracle
server process using a session. A session is a specific connection of a user
application program to an Oracle instance. The session lasts from the time that
the user or application connects to the database until the time the user
disconnects from the database.

Figure 4-2 on page 93 shows the various pieces and relationships of the Oracle
process architecture.
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Figure 4-2 Oracle process architecture

Server processes are created by Oracle to service requests from connected user
processes. They are responsible for interfacing with the database to carry out the
requests of user processes. The number of user processes per server process is
dependent on the configuration of Oracle. In a dedicated server configuration,
one server process is spawned for each connected user process. In a
multi-threaded server configuration, user processes are distributed among a
predefined number of server processes.

Oracle background processes are created upon database startup or initialization.
Some background processes are necessary for normal operation of the system,
while others are only used to perform certain database maintenance or recovery
related functions. The Oracle background processes includes the following:

» Database Writer (DBWn)

The database writer process writes modified or dirty database buffers from
the database buffer cache to disk. It uses a least recently used (LRU)
algorithm to ensure that the user processes always finds free buffers in the
database buffer cache. Dirty buffers are written to disk using a single
multi-block write. Additional database writer processes can be configured to
improve write performance if necessary. On Linux, enabling asynchronous
I/O should yield better performance. Refer to the following Web site for more
information:

http://www.redhat.com/magazine/013nov05/features/oracle

Refer to 16.3, “Deploying databases with IBM System Storage N series and
NFS” on page 321 for parameter setting examples. If higher write
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performance is required, Fibre Channel drives should be used instead of
SATA drives on the N series product.

Note: Multiple database writer processes provide no performance benefit
on uniprocessor based systems.

Log Writer (LGWR)

The log writer process writes modified entries from the redo log buffer to the
online redo log files on disk. This occurs when one of the following conditions
is met:

Three seconds have elapsed since the last buffer write to disk.

The redo log buffer is one-third full.

The DBWn process has written modified buffers to disk.

A transaction commits.

A commit record is placed in the redo log buffer when a user issues a
COMMIT statement, at which point the buffer is immediately written to disk.
The commit record serves as a reminder to the LGWR process that the redo
entries associated with this particular transaction were already written to disk.
The actual modified database data blocks are written to disk at a later time,
which is a technique known as fast commit. The committed transaction is
assigned a system change number (SCN), which is recorded in the redo log in
order to uniquely identify the changes made within the transaction.

Checkpoint Process (CKPT)

The checkpoint process notifies the DBWn process that the modified
database blocks in the SGA need to be written to the physical datafiles. It is
also responsible for updating the headers of all Oracle datafiles and control
files to record the occurrence of the most recent checkpoint.

Archiver (ARCn)

The archiver process copies the online redo log files to an alternate physical
storage location after they become full. The ARCH process exists only when
the database is configured for ARCHIVELOG mode and automatic archiving
is enabled.

System Monitor (SMON)

The system monitor process recovers the Oracle instance upon startup. It is
also responsible for performing various other administrative functions, such
as cleaning up temporary segments that are no longer in use and coalescing
free extents in dictionary managed tablespaces.



» Process Monitor (PMON)

The process monitor cleans up after failed user processes. This includes
such tasks as removing entries from the process list, releasing locks, and
freeing up used blocks in the database buffer cache associated with the failed
process. It also starts dispatcher or server processes that unexpectedly
finished.

» Recover (RECO)

The recover process is responsible for recovering all in-doubt transactions
that were initiated in a distributed database environment. RECO contacts all
other databases involved in the transaction to remove any references
associated with that particular transaction from the pending transaction table.
The RECO process is not present at instance startup unless the
DISTRIBUTED_TRANSACTIONS parameter is set to a value greater than
zero and distributed transactions are allowed.

» Dispatcher (Dnnn)

Dispatcher processes are only present in a multi-threaded server
configuration. They allow multiple user processes to share one or more
server processes. A client connection request is received by a network
listener process, which, in turn, passes the request to an available dispatcher
process, who then routes the request to an available server process. If no
dispatcher processes are available, the listener process starts a new
dedicated server process and connects the user process directly to it.

» LOCK (LCKn)

The lock process is used in Oracle Parallel Server configurations to ensure
inter-instance resource management. As of Oracle 8, up to ten lock
processes can be started. In Oracle9i Real Application Cluster, the Lock
Process is called Lock Manager Server (LMS) and there is only one.

» Job coordinator (CJQn)

The job coordinator process is the scheduler in a Oracle instance. It starts
jobs processes that execute batch processing. These jobs are PL/SQL
statements or procedures in the instance. When a job has executed, CJQn
will spawn a job queue slave process named J00O0 to J999. Thus, the slave
process then proceeds to execute job processing. If the
JOB_QUEUE_PROCESSES is set to 0, the job coordinator will not start.

4.1.5 Administration tools

Oracle provides several unique tools for managing various aspects of the
database. These include tools for exporting and importing data, performance and
availability monitoring, and centralized database administration. These tools
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include Datapump, Export and Import,SQLLoader, Oracle Enterprise Manager
(OEM), and Oracle Tuning Pack.

CONNECT INTERNAL and Server Manager are no longer supported; therefore,
use CONNECT / AS SYSDBA or CONNECT username/password AS SYSDBA
instead of CONNECT INTERNAL.

Use SQL*Plus to startup and to shutdown Oracle from the command line instead
of using Server Manager.administration tasks such as startup and shutdown of
the database, backup and recovery, and running dynamic SQL statements.
There are both command-line and GUI versions of the tool available.

Export and Import utilities

Oracle provides utilities for the exporting and importing of data contained in the
database. The primary tools for exporting and importing are the exp and imp
commands. The exp command extracts the object definitions and table data from
an Oracle Database and stores them in an Oracle proprietary binary format on
disk or tape. Likewise, the imp command reads the object definitions and table
data from the exported data file and inserts them into an Oracle Database.

While the imp command addresses the need for importing data that was exported
from an existing Oracle Database, it does not provide a facility for importing user
defined data. The Oracle utility SQL*Loader loads data from external data
sources into an Oracle Database. SQL*Loader can be used to do the following:

» Load data from multiple input files of different file types
» Load data from disk, tape, or named pipes

» Load data directly into Oracle datafiles, thereby bypassing the Oracle buffers
and increasing the speed of data import operations

» Load fixed format, delimited format, or variable length records
» Selectively filter data based on predefined filtering rules
» Load xml data into the database

Oracle Data Pump

Oracle Data Pump is a new feature of Oracle Database 10g that enables very
fast bulk data and metadata movement between Oracle Databases. Oracle Data
Pump provides new high-speed, parallel Export and Import utilities (expdp and
impdp) as well as a Web-based Oracle Enterprise Manager interface.

» Data Pump Export and Import utilities are typically much faster than the
original Export and Import Utilities. A single thread of Data Pump Export is
about twice as fast as original Export, while Data Pump Import is 15-45 times
faster than original Import.



» Data Pump jobs can be restarted without loss of data, whether or not the
stoppage was voluntary or involuntary.

» Data Pump jobs support fine-grained object selection. Virtually any type of
object can be included or excluded in a Data Pump job.

» Data Pump supports the ability to load one instance directly from another
(network import) and unload a remote instance (network export).

SQL*Loader

SQL*Loader is a high-speed data loading utility that loads data from external files
into tables in an Oracle Database. SQL*Loader accepts input data in a variety of
formats, performs filtering, and loads data into multiple Oracle Database tables
during the same load session.

SQL*Loader provides three methods for loading data: Conventional Path Load,
Direct Path Load, and External Table Load.

Oracle Enterprise Manager (OEM)

Oracle Enterprise Manager (OEM) is an integrated system management tool for
managing Oracle Databases. It includes a graphical console, intelligent system
agents, and access to common database management tools. OEM is invoked
using the oemapp <application>command.

The graphical console serves as a central management point for the database
allowing the database administrator to complete the following tasks:

» Administer and tune multiple databases

» Distribute software to both client and servers

» Schedule jobs to run on different databases at different times

» Monitor and respond to predefined database events

Figure 4-3 on page 98 shows the Oracle Enterprise Manager console.
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Oracle Tuning Pack
Oracle Tuning Pack is a set of tools that detect performance bottlenecks and

tune an Oracle instance.
With these tools, database administrators can perform the following tasks:
» Identify and resolve performance problems

» Identify the cause of a reported problem, and get advice on the best way to fix
it

» Maintain existing performance
» Avoid performance problems by practicing proper maintenance operations
» Identify potential tuning problems before they occur

» Provide tools and methodologies to establish and maintain database
performance



Following is a list of some of the tools in the Oracle Tuning Pack:

»

Oracle Expert

This tool is useful to see if the database configuration is optimal for
performance based on its current workload. Based on this analysis, Oracle
Expert will create some scripts that help to implement the tuning
recommendations.

Index Tuning Wizard

The Index Tuning is a must use tool for all developers and DBAs working on
tuning SQL statements and logical database design. It helps them see if the
chosen index strategy is the right one.

SQL Analyzer

The SQL Analyzer allows a developer or DBA to check if the SQL statement
that is sent to the Oracle instance is written for performance. If not, the tool
provides some hints on how to improve it. This tool also helps the DBA to
identify poorly written SQL and the most resource consuming SQL.

Tablespace Map

Oracle Tablespace Map helps the database administrator improve 1/0
performance by mapping the used and free space as well as the location of
the objects inside the tablespace. It also helps to determine if the tablespace
needs to be reorganized.

Reorganize Wizard

When storage problems are detected using Tablespace Map, reorganization
may be a way to solve it. Unfortunately, reorganization is not an easy task.
DBAs often get into trouble when they walk through all the necessary steps to
reorganize Oracle Databases. They usually write shell scripts that run SQL
scripts to make this reorg. These scripts may contain errors, which can leave
the database in an inconsistent status. For example, the index generation
script may contain a comma instead of a semicolon, and it will not work.
Oracle knows about this problem and provides DBAs with this unique tool
designed to help them to reorganize the database or just a schema object
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Introduction to Microsoft SQL
Server

This chapter provides a brief overview of Microsoft SQL (MS SQL) Server for the storage
administrator or person unfamiliar with MS SQL. Microsoft SQL Server is a relational
database management and analysis system for e-commerce, line-of-business, and
data-warehouse solutions.

5.1 Database Architecture

Microsoft SQL Server data is stored in databases. The data in a database is organized into
the logical components visible to users. A database is also physically implemented as two or
more files on disk.

When using a database, you work primarily with the logical components such as tables,
views, procedures, and users. The physical implementation of files is largely transparent.
Typically, only the database administrator needs to work with the physical implementation.
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Figure 5-1 Database architecture

Each instance of SQL Server has four system databases (master, model, tempdb, and msdb)
and one or more user databases. Some organizations have only one user database that
contains all the data for their organization. Some organizations have different databases for
each group in their organization and sometimes a database used by a single application. For
example, an organization could have one database for sales, one database for payroll, one
database for a document management application, and so on. Sometimes an application
uses only one database; alternately, other applications may access several databases.

It is not necessary to run multiple copies of the SQL Server database engine to allow multiple
users to access the databases on a server. An instance of the SQL Server Standard or
Enterprise Edition can handle thousands of users working in multiple databases at the same
time. Each instance of SQL Server makes all databases in the instance available to all users
that connect to the instance—subiject to the defined security permissions.

5.1.1 Logical database components

102

The data in a Microsoft SQL Server database is organized into several different objects.
These objects are what a user can see when they connect to the database. In SQL Server,
these components are defined as the following objects: Constraints, Tables, Defaults,
Triggers, Indexes, User-defined data types, Keys, User-defined functions, Stored procedures,
and Views.

System databases and data
Microsoft SQL Server systems have the following four system databases:

» master
» tempdb
» model
» msdb

Using the IBM System Storage N Series with Databases




master

The master database records all of the system level information for a SQL Server system. It
records all login accounts and all system configuration settings. Master is the database that
records the existence of all other databases, including the location of the database files.
Master records the initialization information for SQL Server.

tempdb

The tempdb holds all temporary tables and temporary stored procedures. It also fills any
other temporary storage needs such as work tables generated by SQL Server. Tempdb is a
global resource. The temporary tables and stored procedures for all users connected to the
system are stored there. Tempdb is re-created every time SQL Server is started, so the
system starts with a clean copy of the database. Because temporary tables and stored
procedures are dropped automatically on disconnect, and no connections are active when
the system is shut down, there is never anything in tempdb to be saved from one session of
SQL Server to another.

By default, tempdb autogrows as needed while SQL Server is running. Unlike other
databases, however, it is reset to its initial size each time the database engine is started. If
the size defined for tempdb is small, part of your system processing load may be taken up
with autogrowing tempdb to the size needed to support your workload each time you restart
SQL Server. You can avoid this overhead by using ALTER DATABASE to increase the size
of tempdb.

model

The model database is used as the template for all databases created on a system. When a
CREATE DATABASE statement is issued, the first part of the database is created by copying
in the contents of the model database, and then the remainder of the new database is filled
with empty pages. Because tempdb is created every time SQL Server is started, the model
database must always exist on a SQL Server system.

msdb

The msdb database is used by SQL Server Agent for scheduling alerts, jobs, and recording
operators.

SAL Server
Spztem databases Uszer databases
master tempdb msdb  model db1 db2

Figure 5-2 Database architecture
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5.1.2 Physical database architecture

The topics in this section describe the way Microsoft SQL Server files and databases are
organized.

» Pages and Extents

The fundamental unit of data storage in Microsoft SQL Server is the page. In SQL Server, the
page size is 8 KB. This means SQL Server databases have 128 pages per megabyte. The
start of each page is a 96-byte header used to store system information, such as the type of
page, the amount of free space on the page, and the object ID of the object owning the page.

Table 5-1 shows eight types of pages in the data files of a SQL Server database:

Table 5-1 Page types

Page type Contents

Data Data rows with all data except text, ntext, and image
data.

Index Index entries.

Text/Image Text, ntext, and image data.

Global Allocation Map, Secondary Global | Information about allocated extents.
Allocation Map

Page Free Space Information about free space available on pages.
Index Allocation Map Information about free space available on pages.
Bulk Changed Map Information about extents modified by bulk operations

since the last BACKUP LOG statement.

Differential Changed Map Information about extents that changed since the last
BACKUP DATABASE statement.

There is an entry for each row on the page, and each entry records how far the first byte of
the row is from the start of the page. The entries in the row offset table are in reverse
sequence from the sequence of the rows on the page.

Rows cannot span pages in SQL Server. In SQL Server, the maximum amount of data
contained in a single row is 8060 bytes, not including text, ntext, and image data.

Extents are the basic unit in which space is allocated to tables and indexes. An extent is eight
contiguous pages, or 64 KB. This means SQL Server databases have 16 extents per
megabyte.

To make its space allocation efficient, SQL Server does not allocate entire extents to tables
with small amounts of data. SQL Server has the following two types of extents:

» Uniform extents are owned by a single object. All eight pages in the extent can only be
used by the owning object.

» Mixed extents are shared by up to eight objects.
A new table or index is usually allocated pages from mixed extents. When the table or index
grows to the point that it has eight pages, it is switched to uniform extents. If you create an

index on an existing table that has enough rows to generate eight pages in the index, all
allocations to the index are in uniform extents.
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Physical database files and filegroups

Microsoft SQL Server maps a database over a set of operating-system files. Data and log
information are never mixed on the same file, and individual files are used only by one
database.

SQL Server databases have the following three types of files:

>

Primary data files

The primary data file is the starting point of the database and points to the other files in the
database. Every database has one primary data file. The recommended file name
extension for primary data files is .mdf.

Secondary data files

Secondary data files comprise all of the data files other than the primary data file. Some
databases may not have any secondary data files, while others have multiple secondary
data files. The recommended file name extension for secondary data files is .ndf.

Log files

Log files hold all of the log information used to recover the database. There must be at
least one log file for each database, although there can be more than one. The
recommended file name extension for log files is .Idf.

Following are examples of the logical file names and physical file names of a database
created on a default instance of SQL Server.

Example database XYZ:

>

MyDB_primary

Primary data file => D:\Data\MyData1.mdf
MyDB_secondary1

Secondary data file => D:\Data\MyData2.ndf
MyDB_secondary2

Secondary data file => D:\Data\MyData3.ndf

MyDB_log1
Log file => E:\Data\Mylog1.Idf
MyDB_log2
Log file => E:\Data\Mylog2.Idf
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Part 3

Using N series
and MSSQL

In this part we discuss topics relevant to the IBM System Storage N series and MSSQL
solution.
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Preparing IBM System Storage N
series for MS Windows & MSSQL

This chapter discusses setting up SnapDrive and CIFS shares for use with MSSQL or other
databases in Windows environment.

6.1 Joining Active Directory

In this section we discuss the basics to joining a Windows Domain.

Data ONTAP

Data ONTAP is a proprietary operating system. It is not based on the Windows OS.
Consequently, the current Data ONTAP operating system requires additional rights assigned
to the user or to the pre created device object when an administrator or administrator
equivalent account is not used. After the computer object successfully joins the Active
Directory® domain, the user account credentials are no longer used and are not stored in any
way in the OS. They are used only to allow the N series product to become an active member
of Active Directory and to write standard properties to the object during the join process. The
properties that are written are listed in the next section.

Machines need accounts too

Every computer running a Windows workstation (Windows NT® 4.0 or higher), Windows
server operating system, or IBM System Storage N series has a computer account

(Figure 6-1 on page 110). As for users who require a valid account before being allowed to
access a networked resource, it is also requisite that workstations, servers, and other devices
participating in an Active Directory domain have an account that provides a means for
authenticating and auditing computer access to the network and access control, security, and
management to domain resources.
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Figure 6-1 Using Microsoft Windows computer management on IBM System Storage N series

6.1.1 Preparing for CIFS shares

1. First determine the host name of the IBM System Storage N series. You can do this on the
command line by issuing the hosthame command.

Data ONTAP (itsotuc?2)

login: root

Password:

itsotuc2> Sat Jan 3 14:34:40 MST [telnet_0O:info]: root logged in from host:
192

.168.3.242

itsotuc2*> hostname
itsotuc?
itsotuc2*>

Figure 6-2 hostname command

2. Next determine the IP address of the IBM System Storage N series. This can be done with
the ifconfig -a command.
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ela: flags=848043<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.3.252 netmask Oxffffff00 broadcast 192.168.3.255
ether 00:a0:98:01:ff:c2 (auto-100tx-fd-up) flowcontrol full
e0b: flags=848043<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.3.251 netmask Oxffffff00 broadcast 192.168.3.255
ether 00:a0:98:01:ff:c3 (auto-100tx-fd-up) flowcontrol full
lo: flags=1948049<UP,LO0PBACK,RUNNING,MULTICAST,TCPCKSUM> mtu 8160
inet 127.0.0.1 netmask 0xff000000 broadcast 127.0.0.1
ether 28:bb:cf:37:04:00 (VIA Provider)
itsotuc2*>

Figure 6-3 ifconfig -a command

3. Make sure the IBM System Storage N series is licensed for CIFS.

3 http://192.168.3.254 - itsotucl: Filer¥iew - Microsoft Internet Explorer

¥ hey
o

=

Sturagé’”

FilerView®

| v

B itsotuct 17 Manage Licenses @
® Filer (7 Filer — Manage Licenses
Show Status -

Manage Licenses

Report CIFS || @

Syslog Messages Enter the CIFS license. (site license, expires 01 Apr 1570)

Use Command Line Cluster I @

Configure Syslog 1 Enter the Cluster license. (site license, expires 01 Apr 1970)

Canfigure File System Cluster Remote I @

Configure Autosupport Enter the Cluster Remote license.

Test Autosupport DAFS I @

St DeiiaiTiie Enter the DAFS license.

Set Tima Zane Disk Sanitization l— @

Canfigure Miscellaneous Enter the Disk Sanitization license.

Shut Down and Reboot FCP I @
Enter the FCP license. (site license, expires installation date is in the

Show Systern Status T

¢ Volumes = (7

: FlexCache |— @
* Aggregates [ (% T Entor the Flovarhe liranca fsits liranca avniras (1 fnr 1670 il
@ l_l_l_l_l_le Trusted sites v

Figure 6-4 Licensing
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6.1.2 Select a user account

Create or select a user account for use to pre create the IBM System Storage N series
computer object (see Figure 6-5). Make sure the IBM System Storage N series acquires

minimum rights.

@ File Action Wew ‘Window Help

[+ Cert Publishers

=4 DnsAdmins

[ DnsUpdatePr oy
477 Domain Admins

-- Domain Computers
[#-#§7 Damain Contralers
-- Domain Guests

[#-#37 Damain Users

Enterprise Admins

[ Exchange Domain Servers
-- Exchange Enkerprise Servers
-- Group Policy Creator Owners
-- Guest
-- HelpServicesaroup
-4 115 WG

ﬂ itsatuc

-4 1USR_NaMGMT2
-7 TWAM_NAMGMTZ
-6y kebtat

ﬂ Lamant Hartigan
g RAS and IAS Servers

B-

Schema Adrmins

-- SUPPORT_385945a0
B

; TelnetClients

e~ | Bm LB XTRRE R EELGTEE

[

-

Mseties O objects

Mare [ Type

] Description

There are no items to show in this view,

1 |

Figure 6-5 User to be used with creation of IBM System Storage N series computer object
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1. Select View from the top of the panel, and make sure Advanced View is selected. See
Figure 6-6.

ctive Directory Users and Computers

@ File  Action ew  Window  Help

| Diescription

Figure 6-6 Advanced users
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@ Active Direckor Large Icons
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-] Builtin @ Detail L,
f#-( Compu )
48] Domair ¥ Users, Groups, and Computers as containers ptionial ..
- (] Forsigr ¥ Adyanced Features Er
(] Lostan  Filter Option... fthZU- -
. G
8 ngngSr: Custamize. ., liotaCa...
-] System [Program Data  Container
D Users [(dsystem Corkainer
DUsers Conkainer

Default container for upgr...
Diefaulk container for dom...
Default container for secu..,

Defaulk container far orph...
Quota specifications cont, ..
Default location for storag, ..

Builtin system settings

Default container for upgr...
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2. Right-click and select the security tab. See Figure 6-7.

ITSOTUC1 Propetties HE

General I Operating System | Member OF | Location
tanaged By I Dhject Security | Diakin

Group or user names:

12

ﬁ Mzeries [Meenesi@itso. tucson]
m Pre-windows 2000 Compatible Access (ITS0Pre-windows 20...
m Prirt Operators [ITSOWPrint Operators]

7 cELF J
=

€7 SvSTEM
i Bemove |

Permizsions for Mzeres Allow Deny

Full Contral

Read

Write

Create 4ll Child Objects
Delete All Child Objects

OooooEO
oooooo

Allowed to Authenticate ;J
For special permizzions ar for advanced settings., Al |
click Advanced. =

] l Cancel | Apply ]

Figure 6-7 Permissions
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3. On the Security tab in the permissions area, scroll down and select allow Change

Password or Reset Password. See Figure 6-8.

ITSOTUC1 Propetties

General I Dperating System | tember OF | Lacation
Managed By I Object Security | Diakin

(EIaup ar Lser names:
ﬁ Meenies [Neenes@itzo. uczon) ﬂ

!ﬂ Prewfindows 2000 Compatible Access (ITS0WPe\Windows 20,
ﬁi Print Operators [ITSO4Print Dperators)

[ J
[
|

€7 SYSTEM

-, PR ~ ATemLe P

Add... | Bemave

Permizzians for Maeries Allow Deny

For special permissionz or for advanced seftings, Advanced
click Advanced. =
0K ] Cancel J Apply J

Figure 6-8 Password permissions

Allowed to Authenticate

Change Paszward

Receive Az

Reset Password

Send As

Y alidated write ta DMS host name

OoOooooo
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4. On the same Security tab in the permissions area, scroll down and select Write Public
Information. See Figure 6-9.

ITSOTUC1 Properties HE
General I Dperating System | fember Of | Location
Managed By | Object Securty | Diakitn

(Group or user names:

ﬂ Mzeriex (M senes@itso.tuzzon) ﬂ
!ﬂ Pre-Windows 2000 Compatible Access [ITSONPrewindows 20...
ﬁ Print Operators [ITS0%Print Dperators]

¢F ceLF J
€7 SSTEM
Add... | Remove |
Permizzions for Meeries Allow Deny
Read DMNS Host Mame Attributes O ﬂ
Wirite DMS Host Mame Attributes O a
Read Personal Information O
rite Perzgonal Infarmation O O
Fead Public Information O J
it Public Information O _'J

For zpecial permizsions or for advanced settings, Advanced
click Advanced. -
Ok I Cancel J Apply J

Figure 6-9 Write Public Information permission

6.2 Active Directory

This section covers subjects related to the IBM System Storage N series joining the Microsoft
Windows Active directory.

6.2.1 Should Active Directory be in mixed or native Mode?

The terms mixed mode and native mode refer to functional levels in a Windows 2000 server.
In a Windows 2003 server, the terms mixed and native have been superseded by Raise
Function Level.

Domain Function Levels (mixed and native)
There are now four domain levels in which a Windows 2003 server can operate.

» Windows 2003 server. All Windows 2003 servers. No other domain controllers. However,
even in this level, the whole range of clients (including the N series product) and member
servers can still join the domain.

» Windows 2003 server interim. Windows NT 4.0 servers and Window 2003 servers (no
Windows 2000). This level arises when you upgrade a Windows NT 4.0 PDC to a
Windows 2003 server. Interim mode is important when you have Windows NT 4.0 groups
with more than 5,000 members. Windows 2000 does not allow you to create groups with
more than 5,000 members.
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» Windows 2000 native. Allows Windows 2000 and Windows 2003 servers (no Windows NT
4.0).

» Windows 2000 mixed. Allows Windows NT 4.0 BDCs and Windows 2000. Naturally
Windows 2000 mixed is the default function level, because it supports all types of domain
controllers.

6.2.2 IBM System Storage N series

An IBM System Storage N series may be joined to Active Directory whether in mixed, native,
interim, or pure Windows 2003 server mode.

6.2.3 Precreating a computer object

Many Active Directory administrators employ a set of best practices that place strict controls
over who can create computer objects. If the join is performed in the following manner,
security risks are minimized because the need for Active Directory administrator rights at the
device during the setup process is eliminated.

First pre create the computer object using an account with the required privileges, and later
use an account with fewer privileges to log on to the computer and issue the appropriate
command to complete the join process. Precreating a computer object is the recommended
method of joining a the N series product to Active Directory.

6.2.4 Creating the computer object

In order for the N series product to join the Active Directory a computer object referencing it
must be created.

1. Open the Active Directory MMC, select computer objects in your domain. Right-click and
create a new computer object (See Figure 6-10 on page 118).

2. Add a new computer object referencing your IBM System Storage N series (See
Figure 6-11 on page 118, and Figure 6-14 on page 120 and Figure 6-15 on page 120.)
using the preselected account in section “Select a user account” on page 112.
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-.‘? Active Directory Users and Computers

@ File  Action Yiew Window Help | - |5|1|
5 b 3, - P
«» | amE B XTRB 2 eRETYEE
@ Ackive Directory Users and Computer | Computers 1 objects
D ?GVEd Queries Hame | Tvpe | Description |
= G itso.tucson | = rrsoTuct Computer I6M Filer
-1 Builtin
Delegate Contral,.,
Find. ..
Compukter
Al Tasks b Contact
Wigw 4 e
ﬁ T InetCrgPerson
i Ay e S MM Queve Alias
Refresh Prinkter
Export List... Lser
Shared Folder
Propetties
Help
K I 2

Figure 6-10 Creating a computer in Active Directory

Mew Object - Compukter E3 |

Create in:  itzotuczondComputers
=]

Computer nanme:
Iitsn:utun:ﬂ

Cormputer name [pre-windows 2000]:
pTSDTucz

The following uzer or group can join thiz computer to a domair.
zer or group:

IDefault: D omain Admins Change. .. |

[T Asgzign this computer account a: a prewindows 2000 computer

| Aszign thiz computer account a: a backup damain contraller

< Back MHest = Cancel

Figure 6-11 Adding a new computer object
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Belect User or Group

Select thiz object pe:

Uzer, Group, or Built-in securty principal

From thiz location;

itso.bucsan

Enter the object name to select [examples]:

Nseries [Mseriest@itzo luzson]

H E3

Object Types...

Locations. ..

Check Mames

Advanced...

ak.

Cancel 1

4

Figure 6-12 Selecting a user for the N series product computer object

ew Object - Computer

Create in  itzo tuczon/Computers
=]

Computer name;

Iitsotuc2

Caormputer name [pre-windows 2000]:
|ITSEITUI:2

The following uzer or group can join this computer to a domain.

Uzer or group:

Iitsn. tuczondUsers/Mseries

[~ Assign this computer account a3 a prewindows 2000 computer

[ Assign this computer account as a backup domain controller

< Hack Heut »

Cahicel

Figure 6-13 Results of specifying a user
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Managed E3
Create in: itzo. tuczon/Computers
=]

|f pou are creating a computer account for a managed computer, select the
check box below, and then type the computer's complete GUID. The GUID
may be found in the zpstem BIOS or posted on the computer caze.

[ This iz a managed cormputes

Computer's unigue |00 (G E G

< Back I Meut » I Cancel

Figure 6-14 Creating a computer object

Mew Object - Computer

Createin itzo.tuczon/Computers
=

Wwhen pou click Finish, the following object will be created:

Full name:; itsotuc2 ﬂ

I

<Back i Finish Cancel |

Figure 6-15 Last step in creating the computer object

3. You should see the computer objected created for N series in the computer object
container of your Active Directory.

120 Using the IBM System Storage N Series with Databases



-.‘."J Active Directory Users and Computers

@ File Action Wiew Window Help |_|- _IE il
¢= OmsexXFIB R CBETYED

@ Active Direckory Users and Computer | Computers 2 objects

-1 Saved Queries Harne | Tvpe | Description |

£+ itso.tucson (EImsoTuct  Computer IEM Filer
=0 B|||n =) tsatuce Camputer

ek cmpUters
(€3] Domain Controllers
[:l ForeignSecurityPrincipals

Il — 2

Figure 6-16 Verification of computer object creation

At the completion of the Active Directory join process, a number of properties are written to
the computer account, including the following:

» DNS host name

» Several service principal names

» Object classes

» Operating system name and version

» A randomly generated password is set for this account via KPASSWD

Note: This is the only instance in which N series’ join process differs from the Microsoft join
process. Microsoft uses proprietary RPC calls to change the password, whereas N series
uses the published KPASSWD APIs to accomplish this task.
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6.2.5 Running CIFS setup with the N series product

In our example we used the CIFS setup wizard from the command line.

1. Answer yes to continue.

itsotuc2> cifs setup
This process will enable CIFS access to the filer from a Windows(R) system.
Use "?" for help at any prompt and Ctrl1-C to exit without committing changes.

This filer is currently a member of the Windows-style workgroup
'"WORKGROUP"' .
Do you want to continue and change the current filer account information? [n]:

Figure 6-17 CIFS setup

2. Take the default no in answer to WINS. See Figure 6-18.

Do you want to continue and change the current filer account information? [n]:
y
Your filer does not have WINS configured and is visible only to
clients on the same subnet.
Do you want to make the system visible via WINS? [n]:

Figure 6-18 Filer account

3. Take the default to the NTFS question as you will want multiprotocol access.

Do you want to make the system visible via WINS? [n]:
This filer is currently configured as a multiprotocol filer.
Would you Tike to reconfigure this filer to be an NTFS-only filer? [n]:

Figure 6-19 WINs setup

4. Keep the name assigned to IBM System Storage N series. During initial N series product
set up take the default n. See Figure 6-20.

Would you Tike to reconfigure this filer to be an NTFS-only filer? [n]:
The default name for this CIFS server is 'ITSOTUC2'.
Would you Tike to change this name? [n]:

Figure 6-20 Protocol setup

5. In our example we joined the Active Directory so we selected 1. See Figure Figure 6-22 on
page 1283.
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Would you like to change this name? [n]:
Data ONTAP CIFS services support four styles of user authentication.
Choose the one from the Tist below that best suits your situation.

(1) Active Directory domain authentication (Active Directory domains only)

(2) Windows NT 4 domain authentication (Windows NT or Active Directory domains)
(3) Windows Workgroup authentication using the filer's local user accounts

(4) /etc/passwd and/or NIS/LDAP authentication

Selection (1-4)? [1]:

Figure 6-21 Name designation

Selection (1-4)7 [1]: 1
What is the name of the Active Directory domain? []:

Figure 6-22 Active directory selection

6. Specify the Active Directory Domain.

Selection (1-4)7? [1]: 1
What is the name of the Active Directory domain? []:itso.tucson

Figure 6-23 Active Directory Domain

7. Next specify the previously designated account in “Select a user account” on page 112.

In order to create an Active Directory machine account for the filer,
you must supply the name and password of a Windows account with
sufficient privileges to add computers to the ITSO.TUCSON domain.

Enter the name of the Windows user []: Nseries
Password for Nseries:

Figure 6-24 Enter the Previously selected user

8. Enter the password for the designate user.

Password for Nseries:

CIFS - Logged in as Nseries@ITSO.TUCSON.
An account that matches the name 'ITSOTUC2' already exists in Active
Directory: 'cn=itsotuc2,cn=computers,dc=itso,dc=tucson'. This is
normal if you are re-running CIFS Setup. You may continue by using
this account or changing the name of this CIFS server.

Do you want to re-use this machine account? [y]:

Figure 6-25 Password entry

9. Because we pre configured the computer object, the set up process will recognize this and
ask if you want to reuse this object, answer yes. See Figure 6-25.
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CIFS - Starting SMB protocol...
Currently the user "ITSOTUC2\administrator" and members of the group
"ITSO\Domain Admins" have permission to administer CIFS on this filer.
You may specify an additional user or group to be added to the filer's
"BUILTIN\Administrators" group, thus giving them administrative
privleges as well.

Would you like to specify a user or group that can administer CIFS? [n]:

Figure 6-26 account reuse

10.The SMB protocol will start and you are offered the chance to specify other users to
administer N series. In our example we took the default no, after answering no you will see
confirmation of joining the Active directory.

Welcome to the ITSO.TUCSON (ITSO) Active Directory(R) domain.

CIFS Tocal server is running.

itsotuc2>

Figure 6-27 CIFS setup completion

11.To verify and get more info about the domain you just joined execute the CIFS
DOMAININFO command. See Figure 6-28 on page 125.
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IBM Storage System N3700

NetBios Domain:
Windows 2000 Domain Name:
Type:

itsotucl*> cifs domaininfo

I1TSO
itso.tucson
Windows 2000

Filer AD Site: none

Current Connected DCs: \\CHRISANTHY

Total DC addresses found: 4

Preferred Addresses:
None

Favored Addresses:
None

Other Addresses:
192.168.3.242  CHRISANTHY PDC
192.168.88.1 PDC
9.11.218.250 PDC
192.168.110.1 PDC

Not currently connected to any AD LDAP server
Preferred Addresses:

None
Favored Addresses:

None
Other Addresses:

None

itsotucl*>

Figure 6-28 cifs domaininfo

6.3 Why is it necessary to join an IBM System Storage N series
to Active Directory

In order for resources on a network to be locatable, a mechanism must exist whereby the
resources can easily be found. A directory service, in this case Active Directory, keeps track
of all known resources and responds to requests with a list of currently available devices and
services. But before you can be trusted to query for resources, you must be granted
membership in the Active Directory domain.

Active Directory works on a container basis. A container can be a domain, organization unit
(OU), or computer.
Following are the key benefits for IBM System Storage N series to join Active Directory:

» Controlled security and management through group management, for example, group
policy objects (GPOs) and access control lists (ACLs) placed on objects and organization
units (OUs).

» Single-sign-on and pass-through authentication for users.

» Interoperability by extending control beyond the native Windows environment through the
Microsoft management interface by providing a read-only computer management view of:

— Shared folders, shares, sessions, and open files
— Local users and groups to the IBM System Storage N series
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6.4 Troubleshooting the domain-joining process

This section covers the more common problems related to the N series product joining the
Windows Microsoft Domain.

6.4.1 DNS

In order to determine whether N series’ device is joining a Windows NT 4.0 domain or Active
Directory and to locate domain controllers, a key distribution center (KDC used for Kerberos),
and other necessary services, CIFS, rely on DNS. If DNS is not enabled or is configured

incorrectly, the domain-joining phase will either fail, or if a Microsoft Windows Internet-naming
server (WINS) is running, assume that the domain being joined is a Windows NT 4.0 domain.

6.4.2 Time synchronization

If time synchronization is not enabled, and the IBM System Storage N series’ time drifts by
more than five minutes from the domain's time, client authentication attempts to the IBM
System Storage N series will fail until corrected.

6.4.3 Active Directory replication

Based on the size of the Active Directory domain, to propagate a change for a small
organization with one site, the replication will usually take less than 15 minutes. For a global
company with many sites, the replication may take up to several hours to complete.

6.5 Device Discovery

The IBM System Storage N series performs an intelligent discovery process to locate the
most appropriate domain controller (DC) in the network with which to communicate. For its
first connection, Data ONTAP attempts to use servers that appear in the CIFS prefdc list (in
list order), if configured (see Figure 6-29 and Figure 6-30). If none of these preferred servers
are available or configured, all server addresses are discovered at once and then
categorized, prioritized, and cached.

itsotuc2> cifs prefdc print
No preferred Domain Controllers configured.
DCs will be automatically discovered.

Figure 6-29 prefdc list with nothing configured

itsotuc2> cifs prefdc print
Preferred DC ordering per domain:

ITSO:
1. 192.168.3.242

Figure 6-30 cifs prefdc print with prefdc configured
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Preferred addresses are ordered as specified using the cifs prefdc command. "Favored" and
"other" categories are sorted according to the fastest response. Data ONTAP simultaneously
pings all addresses listed in both categories and waits one second for responses.

The cifs prefdc command allows control over the order in which Data ONTAP attempts to
contact a server. The list is consulted for all Windows service connections, not just domain

controllers.

Note: When configuring CIFS on an N series device in a Windows 2000/2003 domain, an
LDAP query to Active Directory checks to ensure that a computer object with the same
name does not already exist. If the name does exist, the set up process makes sure it is
not a domain controller. These are precautionary measures used to guarantee that no
computer object names are duplicated in error.

6.6 SnapDrive set up

This section covers setting up SnapDrive with MSSQL.

6.6.1 Creating disk with iSCSI management

Use the following steps to create a disk with iISCSI management.
1. Open MMC Computer Management.

2. Select SnapDrive.

3. Right-click Disks, and then click in Create Disk.

Q Eile  Action  Wiew window  Help | - ||5’|£|
i B B2 S

@J Computer Management (Local} = || hame Descripkion

5 i, 5ystem Tooks e |

2 ] Event: Viewier @iSCSI Management SnapDrive ISCSI management:

[#-g-] Shared Folders
[+-#&7 Local Users and Groups

-4 Performance Logs and &l
g Device Manager
—|-5 Storage

.ﬂ@ Snaplrive

Disks b
L iS55I Management

-3 Removable Storage
LB izl ﬁnFr.:unmn:-nl'nIr _ILI
]

1| | 0

Figure 6-31 Create a disk using the sequence
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4. Click Next. As shown in Figure 6-32.

Create Disk

Welcome to the Create Disk
Wizard

Thiz wizard guides vou through creating a wirtkwal disk,
on a |BEM® filer.

To continue, click Mesxt,

Cancel |

Figure 6-32 Welcome to Create Disk Wizard

5. Enter a virtual disk UNC path to file volume or gtree. In our example we used IBM System
Storage N series itsotuc2 and FlexVol sgldata.

6. Enter a name for new virtual disk. In the example we used sqgldata_2. As shown in
Figure 6-33 on page 129.
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Create Disk

Provide a Path and Name
Enter a UMC path to the filer netvaark, share and a name for the new wirtual disk. W

Provide a UMC path to the filer netwark share for the virtual disk pou want (o create, The
zhare must be at the root of the filer volume or gtree.

Enter a wirtual dizk LIMC path to filer walume or gree;

hWitzotuc2hagldata

Erowse... |

Enter a name for the new virtual disk;

Isqldata_Z‘l

< Back I Het = | Cancel

Figure 6-33 Informations volume

7. Select a virtual type disk, as shown in Figure 6-34.

Create Disk Ed |

Select a Yirtual Disk Type —
Select whether to create a dedicated disk or a shared dizsk. W

The wirtual disk can be created az a dedicated dizk or a shared disk. A dedicated dizk iz
accezzible from only one syztem. & shared disk is uzed only with Microzoft® Cluster
Services.

Select "Shared" if you are uzing thiz dizsk as a Microsaoft Cluster Services physical disk
rezource. Othemwize, zelect "Dedicated".

Specify Virtual Dizk Type

{~ Shared [Microsoft Cluster Services anly)

¢ Back I MHext » I Cancel

Figure 6-34 Specify Virtual Disk Type
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8. Select the Drive Letter and the size of the virtual disk to create. As shown in Figure 6-35.

Create Disk

Select Yirtual Disk Properties
Provide the drive letter and the zize of the virtwal disk to create.

X

— Pravide a Drive Letter or Yalume Maunt Paint

¥ Azsign a Drive Letter: Im vI

£ Usge Yolume Mount Paint; I

= es * Mo

— Do yow want ba lirit the maxinmum dizk size to accommodate at least one snapzhat on the vn:nlume?—|

Enter a wirtual disk zize that iz equal to or lezs than the maximum zize, but areater than or
equal ko the minimum size.

b airnurm Yirtual Disk Size: 2604 kB
Minimurn Sirtual Digk, Size: 32 MEB
Enter or Select Wirtual Disk Size: 100 ﬁ IMB LI

< Back | Mest » I

Cancel

Figure 6-35 Select drive letter and virtual disk size

9. On the Select Initiators panel, select the appropriate initiator from the Available Initiator

section. As shown in Figure 6-36.

10.Use the left-pointing arrow to move the selected initiator to the Selected Initiator section.

Create Disk

Select Initiators —
Select initiatars bo connect o this virtual disk. W

Specify the initiator(z] for the new wirtual disk by selecting the initiator name from the list
of available initiatorz for this host and then clicking the right arrows:

Aevailable [nitiatons): Selected Initiator(s):

< Back, I et > Cancel

Figure 6-36 Select Initiators
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Create Disk E |

Select Initiators —

Select initiators to connect to this virtual dizk. W

Specify the initiator[z] for the new wirual dizk by gelecting the initiator name from the list
of available initiators for this hozt and then clicking the nght armowe:

Available [nitiatar(z): Selected Initiator(z):

ign. 1337 -05. com. microzoft namamt 2. itzo. tuc

)
-

Cancel |

Figure 6-37 Select Initiator

11.Click Finish.

Create Disk |

Completing the Create Disk
Wizard

'ou succeszsfully completed the Create Disk “Wwizard
with the fallowing settings:

Digk UMC Path: Mhitzotuc2haegldatahegldata_2 un
Dizk Size (MB): 100
Digk Protocal Type: LUK
Digk. Tupe: Dedicated
YVolume Mount: M

Ahility to Create
Snapshot[z): MO

To cloge thiz wizard and begin creating the dizk, click
Firizh.

< Back I Finizh I Cancel

Figure 6-38 Completing the Create Disk Wizard
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12.You can check in Explorer to make sure that the disk was created.

Local Disk {N:) Properties EHE3 |

SecLrty I Shadow Copies I [Juota I
General | Toalz I Hardware I Sharing
) ||
Type: Local Digh

File spsterm:  MTFS

. Ilzed zpace: 20573824 butes 245 MB
. Free space: 104 322 048 butes 93.4 MB
Capacity: 106,895 872 bytes 107 KB

Dirive M Dizk. Cleanup

i

[” Compress drive to save dizsk space

v allow Indesing Service to index this disk for fast file searching

k. I Cancel Spply

Figure 6-39 Disk created

6.7 Conclusion

To locate resources on a network, a mechanism must exist where the resources can easily
be found. A directory service in this case, Active Directory, keeps track of all known resources
and responds to requests with a list of currently available devices and services. But before
you can be trusted to query for resources, you must be granted membership in the domain.
Joining a domain accomplishes two tasks. First, for an IBM System Storage N series, it grants
the required rights to query Active Directory should it need to find other resources. Second, it
provides a single management interface through MMC for administration of security and
users' access levels to the IBM System Storage N series.
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Managing Microsoft SQL Server
with IBM System Storage N
series

7.1 Managing MSSQL with the N series product

For management of SQL Server environments, we recommend that you use the following
comprehensive set of solutions:

»

| 2

>

Windows 2000 Server/Advanced Server SP2

Windows 2003 Server Standard Edition/Enterprise Edition

Microsoft SQL Server 2000 Standard Edition/Enterprise Edition SP2
Microsoft SQL Server 2005 Standard Edition/Enterprise Edition
Fibre Channel or iSCSI

SnapManager for SQL Server 2.0

SnapDrive 3.1 or higher

SnapMirror

FlexClone

7.2 SnapManager

SnapManager for Microsoft SQL Server 2000 (SMSQL) relies on services by SQL Server
2000 and depends on SnapDrive servicing I/O-related requests to the N series product’s
storage devices. SMSQL easily and rapidly backs up multiple databases in a short time and is
an excellent tool for migrating databases to virtual disks using the N series product.
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Lightening fast backup and restore with SMSQL 2.0

SnapManager for Microsoft SQL Server 2.0 is an integral part of the complete N series
product’s data management solution that integrates Microsoft SQL Server with renowned
features intrinsic to the N series product’s storage technology.

SMSQL benefits

» Near instantaneous backup and fast restore of entire SQL Server databases and full text
indexes (SQL Server 2005) using Snapshot technology.

» Easy migration wizards to move databases to SAN and IP SAN environments.

» Integration with SnapMirror for wide area data replication.

SnapManager for SQL Server 2.0 enhancements
» Full support and integration with Microsoft SQL Server 2005

» Backup and recovery of Microsoft SQL Server 2005 full text indexes

» Ability to restore clustered databases without taking the virtual server offline (SnapDrive
3.2 and above only)

New options:
» Option to skip transaction log backup prior to a database restore operation

» Option to limit AutoSupport notifications to SnapManager failure events
» Option to run “UPDATE STATISTICS” on tables before detaching the databases

For a complete overview of SnapManager for Microsoft SQL Server 2.0, see the
SnapManager for SQL Server (SMSQL) Installation and Administration Guide located on the
following IBM Web support site.

http://www-304.ibm.com/jct01004c/systems/support/supportsite.wss/supportresources?
brandind=5000029&familyind=5329815&taskind=1

7.3 SnapDrive

SnapDrive software provides storage virtualization of filer volumes via the iSCSI or Fibre
Channel file access protocol. The software allows administrators to define virtual disks that
are presented to the Windows Server® 2003 or Windows Server 2000 operating system as
basic logical disks.

After created, the virtual disks can be completely managed by the SnapDrive MMC plug-in
and the Microsoft Windows Disk Administrator MMC plug-in.

In the event of a low disk space situation, SnapDrive provides the ability to expand virtual
disks on demand and instantly presents the new disk space to Windows. This capability
assists in storage planning by allowing the administrators to add storage as needed without
negatively affecting the Exchange services.

Finally, SnapDrive integrates with Microsoft Cluster Services to provide highly available
storage solutions in clustered Microsoft Windows environments. Virtual disks stored on an
IBM System Storage N Series can host the quorum drive in a Microsoft cluster as well as
other cluster resources.
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7.4 SMSQL, SnapDrive, and SQL Server 2000

SMSAQL is dependent on services provided by SnapDrive and SQL Server. SMSQL executes
user requests that have to be coordinated with SnapDrive and SQL Server 2000. See figure
12-1.

1. Full back-up and truncation of transaction logs are synchronized between SMSQL and
SQL Server. SQL Server will quiesce database(s) and dump metadata to Snaplnfo when
a Snapshot copy is created. Backup and truncation of transaction logs are requested by
SMSQL but performed by SQL Server, and are dumped to Snapinfo by SQL Server.
Database(s) are verified by SQL Server after the virtual disk containing the database(s) is
restored as a writable Snapshot file by SnapDrive.

2. SMSQL requests that SnapDrive create a Snapshot backup when a full backup of a
database(s) is done. A copy of backed up transaction logs is created if that option is
turned on. SMSQL dumps metadata describing backup sets into the Snaplinfo directory.

3. If a volume is mirrored, SnapDrive updates the mirror every time a Snapshot copy is
created. SnapDrive will restore virtual disks in Snapshot backups as required by database
restore operations, or it will restore a virtual disk as a writable copy for database
verification.

SnapManager SAL

C?/ Server 2000
‘ SnapDrive I
Qi\‘_

Figure 7-1 SMSQL overview

SOL Server 2000
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7.5 Accelerated test and development with rapid cloning

A Snapshot copy of a database in a FlexVol volume can easily be cloned for testing or
development purposes (Figure 7-2).

Testing
FlexClone1
- =
{hangeable
HexVolure Copy FlexClone 2
Development
FlexClone 3

Figure 7-2 Testing with FlexClone
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High Availability with MSSQL
and N series

In this chapter we introduce basic information about high availability with MSSQL Server and
IBM System Storage N series.

Organizations today depend on digital data to function, and any event that suspends the flow
of information can effectively halt business operations. Minutes of downtime are costly, and
hours of downtime can be catastrophic.

N series enables disaster recovery plan with simple, yet powerful, highly-dependable
solutions that deliver data security, high availability, and, in case of disruption, rapid and
complete data recovery.

High availability design

The IBM System Storage N series is uniquely scalable and highly available with the ability to
scale from 2TB all the way up to 100TB. The N series product offers a rich set of features with
inherent redundancy of robust hardware components. Clustered IBM System Storage N
series is available for even higher levels of availability. Innovations like RAID Double Parity
(RAID-DP) enhance availability by protecting against secondary drive failures that may occur
during RAID reconstructs. For more information about RAID-DP, please refer to Redbooks
publication IBM System Storage N series, SG24-7129. The SnapDrive family of products
offers Mutli-Path I/O (MPIO) solutions for both iSCSI and Fibre Channel protocols, providing
redundant paths from hosts to the N series product. For more information about MPIO,
please see the Redpapers publication IBM System Storage N series MPIO Support
Frequently Asked Questions, Redp4213.

8.1 Backup and restore databases

Backup is an important safeguard for protecting critical data stored in SQL Server databases.
Backing up and restoring databases is useful for other purposes, such as copying a database
from one server to another. By backing up a database from one computer and restoring the
database to another, a copy of a database can be made quickly and easily.
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8.1.1 Backup databases
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The methodology used to back up databases is indirectly decided when the databases'
physical layouts are designed and implemented. Full backup of user-defined databases
through SMSQL is implemented using volume-level Snapshot copies, which means that all
databases utilizing virtual disks located in the same volume are backed up together.
Databases sharing a virtual disk are backed up together with all other databases sharing the
same volume, except if the virtual disk contains a system database. In this case, full backup
is streaming-based and is done per database, independent of other databases using the
virtual disk or volume. This is not recommended since streaming-based full backup is slower
than Snapshot technology-based. Full backup and streaming based backup take much more
space in the related Snaplnfo directory.

Backup can be done with the help of the backup wizard or the SnapManager Backup tab. The
crucial panel is the same with both tools and is shown in Figure 9-1 on page 158. This panel
has the following interesting points:

» Only databases located on virtual disks can be backed up by SMSQL.

» Databases using virtual disks located in the same filer volume can only be backed up
together (pubs, Northwind, and test in Figure 9-1 on page 158). If you check or uncheck
one of the databases, the action affects all databases utilizing the same volume.

» A transaction log is logically truncated when it is backed up and not when a full backup is
created.

» Full backup can be followed by a backup of the transaction log.

» Full backups use Snapshot and are quick.

» Transaction log backup is streaming-based and is done by SQL Server.

» Backup of system databases is streaming-based. See Figure 9-2 on page 159.

» Streaming-based backup is used when a used database is sharing a virtual disk with a
system database.

» Backups can be automatically scheduled (set up through the Schedule button). The SQL
Server Agent has to be running if it is scheduling backup jobs.

All backup sets take space in their Snapinfo directory for metadata, backed up transaction

logs, and streaming based backed up databases:

» Metadata per backup set is only a few kB.

» The size of a backed up transaction log depends mostly on the number of new
transactions since the last transaction log backup.

» The size of a streaming-based full backup is roughly the same size as the online
database.
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Figure 8-1 Main backup panel

Correct backups are critical for recover of a corrupt database; therefore, it is strongly
recommended to daily check new backup reports for possible errors. An example of a report
is shown in Figure 9-2 on page 159.
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Figure 8-2 Report of System Database backup

8.1.2 Restore databases

It is critical to be able to restore a corrupt database quickly and efficiently when needed. It is
never possible to plan when a disaster will occur; therefore, we strongly recommend that you
test the implemented backup and restore processes occasionally. The process is indirectly
decided when the database's physical layout is implemented. Databases that are not sharing
any virtual disks with another database can be restored without any effect on any other
database. This part discusses strategies for restoring a single database stored in a virtual
disk and how to restore all databases stored in a virtual disk.

The SnapManager Restore Wizard or SnapManager Restore tab can be used for restoring
databases. Both tools use the same central panel, as shown in Figure 9-3 on page 159.
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Figure 8-3 Main Restore panel

The structure of Snaplnfo is recognizable in Figure 8-3. The top level is either a SQL Server
instance or a virtual disk:

» SQL Server instance: DEL-SVL3 with a number of backed up databases

» SQL Server instance: SQL Server_2 with no backed up databases

» A virtual disk: VDISK_I

Expanding VDISK_| (Figure 8-4 on page 141) shows an overview of databases that can be

restored. Restoring all databases in a virtual disk is straightforward and is probably quicker in
many cases than restoring a single database.
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Figure 8-4 Main Restore panel

Restoring a single database in a virtual disk requires some manual steps. The process begins

with the same screens as shown in Figure 8-3 on page 140:
1. Select the virtual disk with the database to be restored.

2. Select the option Restore to Alternative Location using Writable Snapshot.

3. Click StartRestore. The panel in Figure 8-5 on page 142 makes it possible to select only

the database to restore.
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database operational, or nonoperational but able to restore additional
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DB 3 DELL-5YL3

N

k. | Cancel J Help

Figure 8-5 Restoring multiple databases

4. Click OK.
5. Start restore.
6. Wait for Restore Complete message.

The result of the restore is as follows:

» The Snapshot is restored and mounted on an unused drive letter.

» The selected database is online but renamed DB 1__Mount.
» The deselected databases are in loading state.

The following four additional steps have to be executed before the restored database is ready

for use:
1. Start Enterprise Manager, and browse to the database(s).
2. Delete databases that are not to be restored:

DB 2__Mount and DB 3 __Mount (Figure 8-6 on page 143).
3. Close Enterprise Manager.
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Figure 8-6 Enterprise Manager

4. Start Query Analyzer and rename the database. See Figure 8-7 on page 144.
5. Close Query Analyzer.
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Figure 8-7 Rename database
6. Migrate the restored database back to the original location with SMSQL. See Figure 8-8

on page 145.
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Where to move databases

SnapManager Configuration Wizard

Select a database bo move boa LUM.

Select a databaze in the left pane, and a LUM in the Disk. List, then click the <=3 button to

azsociate them.

Database |
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Disk: | -
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41550 rrzckar

D atabaze |location results:

+ﬁﬁ_— <=

[

Database | From | 1o |« EecnnfigureJ

- [P MAMGMTS LA
+gd OBl LUME, F | | ___J
T ﬁﬁ bB2 LUME, F - Dretail... |

Help |

Figure 8-8 Migrate restored database

7. Open Computer Manager, and disconnect the writable Snapshot copy. See Figure 8-9.

The writable Snapshot copy was mounted on X in this case.
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Figure 8-9 Disconnect Writable Snapshot Backup
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8.1.3 Backup and restore best practices
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In this section, we reiterate specific areas that have to be well understood.

SMSQL will back up

» Snapshot copies are created of all volumes used by the databases being backed up.
» System databases are backed up using conventional streaming-based backup.

» User databases placed in a LUN that also contain system databases are backed up using
streaming-based backup.

» Backup of transaction logs are always use streaming-based backup to provide
point-in-time restores.

SMSAQL will restore database(s)
SMSAQL restores databases by doing the following:

» SnapDrive will request a Single_File_SnapRestore to restore all LUNs used by the
database(s).

» Restoring selected databases out of many sharing one or two LUNSs.
» Requesting SQL Server to restore the databases.

» Requesting SQL Server to apply selected backed-up transaction logs. This is configurable
and can conduct either point-in-time or up-to-the-minute restores.

» The most efficient configuration is one user database per LUN.

Backup recommendations

The SMSQL full backup using Snapshot is quick and does not adversely influence database
performance, compared to traditional backup with SQL Server BACKUP statements.
Transaction log backup is functionally the same using SMSQL as the transaction log backup
done using BACKUP Log statements and is streamed out to the Snaplinfo directory for
safekeeping. The length of time required to back up a transaction log depends mainly on the
active section of the transaction log that has to be extracted and copied to the dump directory.
When planning the backup and restore process, the methodology or considerations are
different from considerations when backup is done by Enterprise Manager or SQL Server
Management Studio. Following are the two main considerations:

1. Recovery point objective (RPO) - To what point in time does the data need to be
recovered?

2. Recovery time objective (RTO) - How long will it take to the get database back online and
rolled forward or backward to the RPO?

Consider the following hypothetical customer scenario:
» Customer: ZYX Electronics

» Database: CommerceDB

» Failure Type: Database corruption or deletion

» RTO: It cannot take longer than 30 minutes to complete a restore

» RPO: Data should be brought back to a time no later than 15 minutes of failure

ZYX Electronics’s IT group has shown that a full backup every 30 minutes, with a transaction
log backup every 15 minutes, on the hour makes it possible to restore the database in 20

minutes (without the verification process) to the minimum recovery point objective of 15
minutes. Backup every 30 minutes during a 24-hour time frame will create 48 Snapshot

Using the IBM System Storage N Series with Databases



copies and as many as 98 transaction log archives in the volume containing Snapinfo. An
IBM System Storage N series volume can host up to a maximum of 255 Snapshot copies, so
the proposed configuration could retain over five days of online Snapshot data.

Thus, it is generally a good idea to categorize all your organization’s systems that use SQL
Server in terms of RTO and RPO requirements. After these requirements are established,
SMSAQL can be tailored to deliver the appropriate level of protection. Proper testing before
deployment can also help take the guesswork out of what can be realistically achieved in
production environments.

In situations where business requirements are not entirely clear, refer to the recommended
default database backup frequency below.

Minimum backup frequency

All backup and recovery processes should be created according to each environment's
unique requirements, but when in doubt, the general recommendation is to back up the
database every hour and the transaction log every 30 minutes during production time and
possibly less often during off-peak hours.

Always archive or mirror Snapshot copies

We strongly recommend archiving or mirroring backup sets as soon as possible. Disasters do
occur, and if the storage device containing the databases and backup Snapshot images is
adversely affected, it will not be possible to restore the databases from the primary storage
system. Archive media can be tape, another IBM System Storage N series, or even local
SATA drives available on N series. The archive process is described in further detail in the
SMSAQL Installation and Administration Guide.

8.2 Mirroring

Many organizations have requirements for mirroring SQL Server databases to geographically
dispersed locations for data protection and business continuance purposes. Like Snapshot,
SnapMirror works at the volume level, so proper grouping of databases by the
high-availability index can be particularly useful. Locating one database per FlexVol volume
provides the most granular control over SnapMirror frequency, as well as the most efficient
use of bandwidth between SnapMirror source and destination. This is because each
database is sent as an independent unit without the additional baggage of other files such as
tempdb or databases that may not share the same requirements. While sharing of LUNs and
volumes across databases is sometimes required because of drive letter limitations, every
effort should be made to group databases of like requirements when specific mirroring and
backup policies are implemented.

Using IBM System Storage N series SnapMirror Technology with MSSQL

The SnapMirror technology provides advantages for the SQL Server DBA seeking to support
disaster recovery of a mission-critical.

Network Prerequisites

A network connection is required between the SQL Server machine and the storage system.
100BaseT, FDDI, and Gigabit Ethernet are all viable options. The faster the network, the
better the performance. A robust network connection between the source filer and the target
filer is required. It must have sufficient bandwidth to accommodate the anticipated data
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change rate and SnapMirror software overhead. The network connection type should be
based on the following parameters:

»

| 2

>

Data transmission costs between the source and target filers.
The source volume size.
The data change rate.

The SnapMirror software update schedule in addition to the data change block transfers.
Each replication event requires an updated WAFL block map defined as 0.1% of the
source volume size. The block map file is transferred for each mirror iteration regardless
of the number of changed blocks. For example, a 250 GB volume mirror will transfer a
250MB block map file plus all changed data blocks since the last Snapshot.

Setting Up a SnapMirror Process for SQL Server 2000 Data File Storage
We will use Figure 8-10 in the following discussions about setup and modifications.

p—
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Itsotuc mkig5
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Easaseegg| Shared Network
= witc
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Source Volume
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|
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mktgb
Back Up SQL Server
Ivolivol2
Target Volume

Figure 8-10 Configuration example

Mirrors are as simple to set up and manage as filer volumes. After all pre-requisites are met,
the following must be done to initiate the process.

1.

(Implemented on the Source storage system): Add the host name of the destination filer to
the /etc/snapmirror.allow file on the source storage system. For example, itsosj is the
name of the destination storage system, so the /etc/snapmirror.allow file on the source
system (itsotuc1) appears as follows (this file can be viewed by mapping a drive to the root
volume of the filer and looking in the /etc directory):

Note: The storage system is not shipped with a default /etc/snapmirror.allow file.
Rather, it must be created using a text editor.
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2. (Implemented on the Destination storage system itsosj): Specify the following in the
/etc/snapmirror.conf file on the destination filer:

The source storage system and volume

The target filer and volume

The maximum network bandwidth usage throttle

A list of incremental update times in minutes, hours, days, and months

For example, the /etc/snapmirror.conf file on the destination storage system itsosj appears
similar to the following example.

Example 8-1 snapmirror.conf file

itsotuc:vol2 Ig:vol2 kbs=5000 * * * *

See step one for how to view this file.

The text in Example 8-1 sets up the following SnapMirror software parameters:
» The vol2 volume on bg will be replicated onto the vol2 volume on itsosj.
» A 5,000 KB per second maximum throttle is set on the mirror.

» The SnapMirror interval is set to occur every minute of every hour of every day of every
week of every month.

» Note: The filer is not shipped with a default /etc/snapmirror.conf file. Rather, it must be
created using a text editor.

3. (Implemented on Both the Source and Destination storage systems): At the command line
of both the source and destination filers, enter the following command:

vol snapmirror on

It is important to note that the vol snapmirror on command does not persist across storage
system reboots. Rather, the command must also be put in the /etc/rc files of both source
and destination filers.

Note: This command can be placed anywhere after the network interfaces are defined.

If placing the vol snapmirror on command in the /etc/rc file, Example 8-2 shows how this
file may appear (see Step One for how to view this file):

Example 8-2 /etc/rc file

#Regenerated by registry Wed Apr 21 10:10:28 PDT 1999
#Auto-generated by setup Mon Apr 19 18:22:22 GMT 1999
hostname itsotuc

ifconfig e0 "hostname™-e0 mediatype auto netmask 255.255.252.0
route add default 10.153.4.1 1

routed on

options dns.domainname 2700-1.ibm.com

options dns.enable on
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vol snapmirror on

With SnapMirror turned on, the destination filer will read the /etc/snapmirror.conf file and,
at the next scheduled mirror update, establish a connection with the source filer. If a
baseline version of the mirror does not exist, the filer takes a Snapshot of the source
volume and transfers all the data in the Snapshot from the source volume to the mirror. If a
vol status command is issued at this point, the following result will appear (noting that, in
this example, vol2 is our mirror volume):

Example 8-3 vol status

itsotuc>vol status

Volume State Status Options

vol0  online normal root, nosnap=on
vol1 online normal

vol2  online snapmirrored

8.2.1 SnapMirror software operation
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SnapMirror has two distinct phases: initialization and incremental update. The initialization
phase consists of a level 0 replication event in which a Snapshot is created on the source
volume and then sent in its entirety to the target volume. The amount of time required to
replicate the entire source volume over to the target volume depends on many factors,
including the network connection. For example, a 250 GB mirror initialization that would take
approximately 7.5 hours to complete across a 100 BaseT full-duplex link may take 1.5 hours
across a gigabit link. The level 0 event serves to initialize or "seed" the mirror volume since it
contains every block in the source volume as of the time the Snapshot was created.

After mirror initialization is complete, the target filer(s) examines its /etc/snapmirror.conf file
every minute to see if there are any scheduled updates. This allows for modification of the
mirror's configuration without disrupting the mirror. When an incremental update schedule
time is due, a new Snapshot is taken and compared to the previous Snapshot. The different
blocks and block map file are sent to the mirror target. In contrast to the level 0 initialization,
the data mirrored is typically much smaller. Note that at all times the mirror target file system
is in a consistent state.

Several special cases should be noted

» If aninitialization (level 0) replication event is interrupted for more than nine minutes (for
example, a network outage), it will abort. Partial level 0 events are not recoverable, so the
process must be restarted.

» The KB per second maximum throttle parameter in /etc/snapmirror.conf can be changed at
any time, and the edited values take effect within two minutes. The exception to this is
mirror initialization where a bandwidth throttle is already in effect. In this case, the
bandwidth throttle cannot be modified until the initialization phase is complete or the
process is interrupted.

» Incremental updates do not start until the level 0 initialization is complete.

» Any incremental updates that are missed are simply skipped. Subsequent incremental
updates transmit any skipped data, so no data is lost.
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» Incremental updates in progress run to completion according to the configuration settings
and available network bandwidth. If a new incremental update is scheduled to start while
an existing update is in progress, it is considered a schedule miss and this is skipped.

» The SnapMirror process can be stopped and restarted at any time by issuing the
command sequence in Example 8-4 on either storage system.

Example 8-4 snapmirror commands

vol snapmirror off
[arbitrary time interval]
vol snapmirror on

As long as the target volume remains read-only during the time between turning the
SnapMirror process off and on, the mirror remains intact.

» To break the mirror, SnapMirror must be turned off, at which time the target volume is
placed into read/write mode. In order to turn SnapMirror off, the command in Example 8-5
should be executed on the destination storage system.

Example 8-5 Turning SnapMirror off

vol options vol_name snapmirrored off

8.2.2 Disaster recovery breaking the mirror

After creating a SnapMirror relationship between two storage systems we implemented the
following test:

1. The following table was created on the database test_db. The database's data and log
files were located in the mssql directory on vol2 on itsotuc:

Example 8-6 Table creation

DROP TABLE hammer_tab;
CREATE TABLE hammer_tab
( value INT NOT NULL );

2. We then created the following stored procedure in the table hammer_tab:

Example 8-7 Creating stored procedure

USE test_db

GO;

CREATE PROCEDURE add_data

AS

DECLARE @counter INT

SELECT @counter =

WHILE ( @counter < 100000000000 )
BEGIN

INSERT INTO hammer_tab

( value )

VALUES

( @counter );

PRINT 'Value is: ' + convert ( varchar(6), @counterl ) SELECT @counter = @counter + 1
END
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3. We then executed add_data from the SQL Server's Query Analyzer. With the procedure
running, we allowed several SnapMirror events to occur.

4. Toward the end of the ten-minute procedure run, we changed the SnapMirror interval in
the /etc/snapmirror.conf file to a less frequent mirror. We did this because we were about
ready to simulate a filer/SQL Server failure followed by a recovery of both servers. We did
not want a SnapMirror event to initiate once the filer recovery completed. If an event was
triggered, we would not be able to break the mirror.

5. Next we simulated the above-mentioned disaster with a goal of mimicking a complete loss
of service of both the filer and the database server. We did this in the following manner:

— Failed the source filer (bg) by powering it down
— Failed the SQL Server by turning off the MSSQLServer service while the query was still
running

The failure of both the storage and the SQL Server resulted in the following activity
(Example 8-8) from within the Query Analyzer (note that the last row inserted has a key value
of 150942):

Example 8-8 Query Analyzer activity

(1 row(s) affected)
Value is: 1 (1 row(s) affected)
Value is: 2 (1 row(s) affected)
Value is: 3 (1 row(s) affected)
Value is: 4
. Many more Tike this ..
(1 row(s) affected)
Value is: 150939
(1 row(s) affected)
Value is: 150940
(1 row(s) affected)
Value is: 150941
(1 row(s) affected)
Value is: 150942
[Microsoft] [ODBC SQL Server Driver] [Named Pipes] ConnectionRead
(GetOverLappedResult()).
[Microsoft] [ODBC SQL Server Driver] [Named Pipes] Connection broken.
Connection Broken

6. After changing the mirror interval, the mirror on vol2 was broken (making itsosj's vol2
read/write) by issuing the command in Example 8-1 on page 1490n itsos;j:

Example 8-9 vol options command

vol options vol2 snapmirrored off

7. We then created a CIFS share (sqldb) pointing to the directory (mssql) on the SnapMirror
volume (vol2 on bg) in which the data resides.

8. After creating the share, we created a new SQL Server database (test_db_new) that
pointed to the data and log files that were on itsosj's now read/write volume vol2. We did
this by executing the following statement from an ISQL prompt:

Example 8-10 Creating SQL database

dbcc traceon ( 1807 )

go
sp_attach _db 'test db new', '\\1g\sqldb\test db data.mdf', '\\bg\sqldb\test db Tog.ldf"
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go
dbcc traceoff ( 1807 )

9. Then hammer_tab table in both test_db and test_db_new was queried to ascertain if the
data in the table on each database matched. Following are the query scripts and their
respective result sets:

Query on test_db:

Example 8-11 Query on test db

USE test_db
SELECT * FROM hammer_tab

Result set from query on test_db:

Example 8-12 Query results

value time
1

2

3

4

...Many more rows incremented by one .
150939

150940

150941

150942
(150942 row(s) affected)

Query on test_db_new:

Example 8-13 Test db command

USE test_db_new
SELECT * FROM hammer_tab

Result set from query on test_db_new:

Example 8-14 Query results

value time
1

2

3

4

...Many more rows incremented by one .
130941

130942

130943

130944
(13944 row(s) affected)

Note that the key value for the source database matches precisely to that which was reported
to the client. When an IBM System Storage N series experiences a dirty shutdown, no
transactions are lost, although the SQL Server may apply a recovery to the database on the
source filer (itsotuc). However, the target database did lose approximately 20,000 rows over
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the ten minutes that the test was run. This is to be expected. The mirror interval was set to 60
seconds, and the mirror relies on consistency points. Thus, the mirror can be as much as two
minutes out-of-date with the interval set in this way. (A longer interval would result in more lost
transactions, but also lower overhead.) In our example, a total 150,942 rows were processed
on the source database table. This is a rate of 15,094.2 rows per minute. Given that the mirror
can be out-of-date by minutes, the number of rows that did not mirror over to the target
database table could have been as high as 30,188.4 (20% of the table). The bottom line is
that the target database can be created as a mirror of the source database, with a loss of only
a few very recent transactions.

8.2.3 Resyncing the Mirror

At the time of this publication the ability to restart a broken mirror is not available. Presently,
the method for reestablishing a mirror is to reinitialize the mirror. If the target volume was
brought online and then written to, this may need to be done twice.

— Once to replicate the data back to the source volume. (In this case the mirror
relationship between the two storage systems is reversed.)

— Once to reinitialize with the mirror relationship back to normal.
An alternative is to back up the target volume's data to tape, and then restore that data on to

the source storage system. This avoids the need to reinitialize the mirror twice; however, you
currently cannot "seed" a mirror from tape.

8.2.4 Conclusions

The N series’s SnapMirror technology provides compelling advantages for the SQL Server
DBA seeking to support disaster recovery of a mission-critical SQL Server database.
Specifically the following:

— The network traffic generated by the mirror process can be throttled to allow support for
WAN connections.

— The mirror interval is user-configurable and can be changed on-the-fly.

— In the event of a disaster on the source side of the mirror, the target side can be easily
brought online, and the SQL Server database can return to normal use after a brief
recovery process.

The near real-time nature of SnapMirror software means that the source storage system will
still operate normally when the network link to the target filer is broken. This is not true of
synchronous mirroring, where the mirror link is essential to continued operation of the source
machine.

Using SnapMirror technology, the DBA can assure the customer that the only transactions
that will be lost are those that occur between the mirror events.

8.3 About Snapshots and SQL Server
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Snapshot technology is a patented space-efficient, high performance method of creating
point-in-time replicas of data on disk. They provide a means of creating a backup image of
data at a particular point-in-time. Snapshot backups occur in a matter of seconds and
typically each copy consumes only the amount of data that changed since the last copy was
created. Thus Snapshots consume minimal disk space while providing up to 255 online
point-in-time images. A related capability, SnapRestore, can recover a previous point-in-time
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image almost instantaneously.These features, together with two host-side software plug-ins
can dramatically simplify and automate the backup and recovery of SQL Server databases.
Figure 8-10 on page 148 illustrates a typical configuration.

SqQL Server Environment

| —3 ¥ 2 r N
= N~ .
o e .
'E‘IW‘?I_ !If_'_.;'_"' =im";

SnapDrive
SnapManager for
SQL Server

Snapshats tmm

Time to Backup: Seconds

Figure 8-11 Simplifying and automating SQL Server backup and recovery

Best practices

Because SnapManager leverages volume-level Snapshot copies, all user databases residing
in a given volume are backed up by the Snapshot copy. This becomes apparent in the
SMSQL GUI when attempting to back up a single database sharing a volume with other
databases. All databases residing in the volume get selected for backup regardless of unique
backup requirements and cannot be overridden. The only exception to this is the system
databases, which are handled by streaming backup, but even they are included in the
Snapshot backup when sharing a volume with user databases.

Transaction log backup settings are also specific to the entire volume, so if you just want to
dump the log, for say one or two databases in a volume hosting numerous databases, you
will be forced to back up all transaction logs for all databases. Please review the following
best practice guidelines.

Use FlexVol volumes when more granular control is required

When backup requirements are unique to each database, there are two possible paths that
can help optimize snapshots and transaction log backups:

» Most Granular Control: Create separate FlexVol volumes for each database for more
granular control of backup schedules and policies. The only drawback to this approach is
a noticeable increase in administration and set up.

» Second Most Granular: Try to group databases with similar backup and recovery
requirements on the same FlexVol volume. This can often provide similar benefits with
less administration overhead.
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Avoid sharing volumes between hosts

With exception to MSCS members, we do not recommend letting more than a single
Windows server create and manage LUNs on the same volume. The main reason is that
Snapshot copies are based at the volume level and issues can arise with Snapshot
consistency between servers. Sharing volumes also increases chances for busy Snapshot
copies.
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Microsoft SQL Server
diagnostics and monitoring with
IBM System Storage N series

In this chapter we introduce basic information about diagnostics and monitoring in
environments MS SQL Server with N series.

The goal of database diagnostics and monitoring is to identify problems in your server’s
resources improving the availability.

At times, it may become necessary to analyze the performance of such a database system in
order to locate and resolve one or more problem areas that are having an adverse affect.

Unfortunately, there is no single tool that can be used to help locate and diagnose problems
across all components used in such a system. However, there are tools available for
monitoring each individual component of the system. We discuss some of these tools and
show you how and when they can or should be used.

9.1 Determining whether you have a problem

In this section, we explain how to determine if a problem really exist.

Questions to ask yourself
To clarify the problem, you must ask yourself the following questions:

» How do you know that there is a problem?
» Where is the problem occurring?
» Did you ever have a good working situation?
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How do you know that there is a problem?

This question is very basic, yet vital. Identifying how you know whether there is a problem
determines the steps to take to analyze the problem.

Where is the problem occurring?

Another important step in analyzing an environment is to identify where the problem is
occurring.

Did you ever have a good working situation?

A good working situation is when the system or an application is running without any
problems. Knowing if you had a good working situation involves understanding the history of
an application or the system. Some problems are caused by the following:

» The introduction of a new application

» The application of new program temporary fixes (PTFs)
» An upgrade to a newer release

» Changes to system values

9.2 Checklist of services that must be active

Following is a list of the services that must be active:
» MSSQLServer

» SnapDriver

» Microsoft iISCSI Initiator service

4 Services
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%Shell Hardware Det... Providesn...  Started Aukarnatic I
%S art Card Manages a... I
apDrive Aukamakic
%SNMP Service Enables Si..,  Starked Aukornakic I
%SNMP Trap Service Receives tr,,, Starked Manual |
i%Special Adrnimistrati,., Allows adm.., Manual I

Maral
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% SQLSERYERAGEMNT Starked Manual
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Figure 9-1 Service SnapDrive
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Figure 9-2 Service MSSQLSERVER

9.2.1 MSSQLServer error log

View the Microsoft SQL Server error log to ensure that processes have completed

successfully (for example, backup and restore operations, batch commands, or other scripts

and processes). This can be helpful to detect any current or potential problem areas,

including automatic recovery messages (particularly if an instance of SQL Server has been
stopped and restarted), kernel messages, and so on.

View the SQL Server error log by using SQL Server Enterprise Manager or any text editor. By
default, the error log is located at Program Files\Microsoft SQL Server\Mssql\Log\Errorlog.

':{ﬁ S0L Server Enterprise Manager - [Console Root ' Microsoft SOL Servy...
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= SOL Server Logs
L-f ot Current - 06/16/2006
: £t Archive #1 - 06/15/20
----- I Archive #2 - 06/15/20
i archive #3 - D6/15/20
it archive #4 - 061420
----- LeE ot Archive #5 - 061420
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£l 5
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3

Figure 9-3 SQL Server Logs
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9.2.2 SnapManager

View the SnapManager Reports by using SnapManager for SQL Server:
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Figure 9-4 SnapManager Report

9.2.3 Event Viewer

View the Event ViewerReports by using Administrative Tools.

H Event ¥iewer _ [O]
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Figure 9-5 Event Viewer
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9.3 MSSQLServer Monitoring Server Performance and Activity'

Microsoft SQL Server provides a variety of tools that can be used to monitor the performance
of an instance of SQL Server and the user activity that occurs in databases. Monitoring allows
you to determine whether your database application is working efficiently and as expected,
even as your application, database, and environment change. For example, as more
concurrent users use a database application, the load on SQL Server can increase. By
monitoring, you can determine whether the current instance of SQL Server or system
configuration must be changed to handle the increased workload or whether the increased
load is having no significant effect on performance.

Following are some tips to remember to monitor an application, an instance of SQL Server, or
the operating system environment (hardware and software):

» Determine your monitoring goals.
» Choose the appropriate tool for the type of monitoring you will perform.

» Use the tool to monitor SQL Server or the system environment and analyze the captured
data.

» Identify the events to monitor.

The events determine which activities are monitored and captured. Your selection of events
to monitor will depend on what is being monitored and why. For example, when monitoring
disk activity, it is not necessary to monitor SQL Server locks.

Determine the event data to capture

The event data describes each instance of an event as it occurs. For example, when
monitoring lock events, you can capture data describing the tables, users, and connections
affected by the lock event. The following explains the process involved in capturing event
data and putting it to use.

Apply filters to limit the event data collected

Limiting the event data allows the system to focus on the events pertinent to the monitoring
scenario. For example, if you want to monitor slow queries, you can use a filter to monitor
only those queries issued by the application that take more than 30 seconds to execute
against a particular database.

Monitor (capture) events

After enabled, active monitoring captures data from the specified application, instance of SQL
Server, or operating system. For example, when disk activity is monitored using
Performance, monitoring captures event data such as disk reads and writes and displays it to
the panel.

Save captured event data

Saving captured data allows you to analyze it at a later time or even replay it using SQL
Profiler. Captured event data is saved to a file that can be loaded back into the tool that
originally created the file for analysis. SQL Profiler allows event data to be saved to a SQL
Server table. Saving captured event data is vital when creating a performance baseline. The
performance baseline data is saved and used when comparing recently captured event data
to determine whether performance is optimal.

' From MSSQLServer Books Online

Chapter 9. Microsoft SQL Server diagnostics and monitoring with IBM System Storage N series 161



Create definition files containing settings specified to capture events
Definition files include specifications about the events themselves, event data, and filters that
are used to capture data. These files can be used to monitor a specific set of events at a later
time without redefining the events, event data, and filters.

9.3.1 Choosing a Monitoring Tool

Microsoft SQL Server provides some tools for monitoring events in SQL Server. Your choice
of tool depends on the type of monitoring and the events to be monitored.

System Monitor

System Monitor enables you to monitor server performance and activity using predefined
objects and counters or user-defined counters to monitor events. Performance collects
counts rather than data about the events (for example, Average Disk Queue Length, memory
usage, or CPU activity, Figure 9-6). You can set thresholds on specific counters to generate
alerts that notify operators. System Monitor primarily tracks resource usage, such as the
number of buffer manager page requests in use.

@ Performance g@

@ File Acton View Favorites Window  Help _ & x|
om @
o 0 Q%0 BeE +tXs 2BE O @
+ ﬁ Performance Logs and Alerts 100
Q0
80
70
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x Ay MPN\I\
EUE

2

0

Last 95.862 Average 166.639  Minimum 0.000
Taximum 1375.010 Duration 1:40
| Color | Scale | Counter Instance | Parent | Object | Computer | |
1,000  Pagesfsec — — Memory  \\OUASIMU. .. ]
100.... Ava. Disk Queue Length _Total - Physic... \\QUASIMU..,
1.000 % Processor Time _Total --- Proces.., \\QUASIMU...
1.000 % Committed Bytes In Use - -— Memory  \\QUASIMU. ..

Figure 9-6 Performance monitor

System Monitor can monitor (remotely or locally) an instance of SQL Server.

SQL Server Enterprise Manager - Current activity window

SQL Server Enterprise monitor graphically displays information about processes running
currently on an instance of SQL Server, blocked processes, locks, and user activity. This is
useful for ad hoc views of current activity.

Error logs
Error logs contain additional information about events in SQL Server that are available

elsewhere. You can use the information in the error log to troubleshoot SQL Server-related
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problems. The Windows application event log provides an overall picture of events occurring
on the Windows system as a whole, as well as events in SQL Server, SQL Server Agent, and
full-text search.

9.4 IBM System Storage N series Management Tools

The IBM System Storage N series has several Management Tools available. In this section
we cover those that pertain to MSSQL.

Performance Monitoring and Tuning—Set of Basic Counters

Performance monitoring is something every administrator has to do and should do; likewise,
performance tuning is something everybody has to do periodically and is a central
requirement for implementing capacity planning guidelines correctly. Capacity planning
includes recommended counters to collect.

In this section we introduce and provide information about the tools for monitoring.

Snapshot Reserve Usage Monitoring

The task of monitoring the Snapshot reserve is automatically configured at the time of LUN
creation. Simply monitor the application event log for warning events generated in the
SnapDrive source and Snapshot Monitor event categories. Figure 9-7 demonstrates that due
to Snapshot consumption, the reserve must be expanded to 63%, and there is not enough
disk space to do so. In order to rectify this situation, either add more disks to the volume or
remove some of the older SnapManager for Microsoft SQL Server 2000 Snapshot copies.

Event Properties
Event
Diate: VATENNE  Sounce:  Mirtualized Local Disk 4+ |
Tirne: 10:00:18 M Category:  Snapshot monitor event ;
Type: Wiarning Ewvent |D: 16 +
Lzer Mt

&

Computer. QUASIMUNDO

Descrption:

Snapshots for the Vinualized Local Disk at Witsotuc3idataidata vid
Zannot be taken at this time due to space limitations as the snap
Feserve cannot be increased to 64 on the Filer{tsotuc3) Yolume
fdatal). Ifthis error does not recover soon yau may need to add
mlare disks to the filer Volume. For more information refer to product
Documentation.

| ok || cancel |

Figure 9-7 LUN error due to space limitations.
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Disk Space Usage Monitoring

The amount of disk space used by each database managed by SQL Server 2000 should be
monitored to ensure that the logical drives (LUNs) do not run out of space. SQL Server 2000
will autoextend its preallocated file space when there is not enough free file space to extend a
table (if the table has been defined with autoextend on). SQL Server stops processing
transactions when it cannot extend its file space. Monitoring free space has to be done in two
levels. The first level is to free preallocated space. This space is available for table extents. If
Perfmon or a similar monitoring tool is already used for monitoring the system performance,
then it is easy to add counters to monitor database space. If the database size is only
increasing slowly, then it is maybe enough for the DBA to check a database's available space
once a quarter. A database's properties will show a database's current size and how much
space is free. Figure 9-8 is an example with master properties. It shows a database size of
12.19 MB with 1.27 MB available for new table extends. When free space gets below or close
to 64 kB, then the preallocated file space is extended. The second level to monitor is free
LUN space, which can be done with Windows Explore. See Figure 9-9.
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Figure 9-8 Database's available space
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Figure 9-9 Available LUN space
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Filer Event Monitoring

Monitor the filer event logs to ensure proper operation of the filer. Issues may be discovered
in the event logs that require administrative action. One such action may be to replace a disk
in a volume if spare disks are not available. This task can be completed by using the
FilerView utility built into Data ONTAP.

This utility can be started by using the following steps:
1. Type the following address into your Web browser

http://filername/na_admin

2. Click the FilerView link. FilerView will start and will ask for the credentials of a filer
administrator.

3. After you are logged on to FilerView, click the Filer menu option on the left side of the
panel.

4. Choose the Syslog Messages menu option.

5. Review the log on the right side of the panel for any issues that may require administrative
action.

IBM Sy eries

FilerView®

& itsotuc? 7 Syslog Messages
Bl = (fetc/messages) @
Show Status Filer =+ Syslog Messages
fanage Licenses s
Feport
Syslog Messages Wiew File Imessages j Rl |
Use Command Line
Configure Syslog Sun Jun 11 00:00:00 M3T [kern.log.rot

Sun Jun 11 01:00:00 M3T [kern.uptime.
Jun Jun 11 01:00:01 M3T [raid.rg.=scru

Configure File System

Configure Autosupport Sun Jun 11 01:55:00 MST [raid.rg.scru
Tegtgumguppnn Sun Jun 11 01:55:09 M3T [raid.rg.scruT
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Figure 9-10 Syslog messages in FilerView

Terminal Server or Remote Desktop

Microsoft Terminal Server is not recommended as a way of administrating SnapDrive or
SnapManager for SQL Server. Creating LUNs from a terminal server session, the drives can
appear as though they were not created or were disconnected when in fact they are operating
without errors. The only way to fully resolve problems when using Terminal Server with
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SnapDrive is to log out of the session (do not disconnect). We recommend avoiding Terminal
Server for server management when possible. SMSQL will, at times, temporarily connect to
LUNs in a Snapshot copy when backed-up database(s) have to be verified; however, this
operation will fail if the action was activated through Terminal Server!

Use alternative means for remote management

We recommend avoiding Terminal Server for server management when possible. When
using Terminal Server with Windows 2003 (not Windows 2000), you may use a remote
desktop to connect if you use a command line parameter/console, as shown below:

%SystemRoot%\System32\mstsc.exe /console

When using Windows 2000, we advise you to use remote control software that makes it
appear as though you are directly in front of the system console.
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Part 4

Using the N series
with IBM DB2

In part four we introduce the basics of the IBM System Storage N series product line and its
basic features and capabilities.
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10

Design considerations and set
up with DB2 and IBM System
Storage N series

Now that you have an understanding of DB2 and the IBM System Storage N series
technology and concepts, we will examine how a DB2 UDB database system can be
configured to take advantage of an IBM System Storage N series. In this chapter we first
discuss some design considerations to think about prior to setting up. After this, we discuss
the steps needed to create a test environment using DB2 UDB Enterprise Server Edition
Version 8.2 for AIX 5.2 maintenance level 7 and an IBM System Storage N series N3700.

Note: This Redbooks publication does not discuss the steps needed to install the network
or the steps needed to add an IBM System Storage N series to the network. It should be
noted, however, that we recommend using a dedicated Gigabit Ethernet network or SAN
fabric, enabling flow control, and using full-duplex on both the database server and the IBM

System Storage N series.
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10.1 DB2 and the N series product design considerations

This section discusses DB2 design considerations when integrating the IBM System Storage
N series.

10.1.1 Designing a database with recovery in mind

When designing a new database, it is important to think about recovery needs from the start.
As part of the database design process, you should identify any relationships that exist
between the various database objects. These relationships can be at an application level,
where transactions can work with one or more tables, as well as at a database level, where
referential integrity constraints can exist between tables, or where events against one table
can activate triggers that affect other tables. With these relationships in mind, you can group
related database objects together on the same logical IBM System Storage N series volume
or group of volumes. Placing database objects with similar backup requirements or functions
on the same logical volume(s) will simplify the use of Snapshot copies and typically make
recovery that much easier. In addition, it goes without saying that the archive logs should be
stored on a separate volume from that on which the data is stored. A documented model of
your database design can be a tremendous benefit when making these kinds of decisions.

10.1.2 Tablespace management
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As you may know by now, a DB2 tablespace can be either an system managed storage
(SMS) tablespace or a database managed storage (DMS) tablespace. SMS table spaces are
managed by the file system and DMS table spaces are managed by DB2.

SMS table spaces typically consist of a number of individual files—representing data objects
such as tables and indexes—that are stored on a file system. SMS table spaces have the
benefit of being able to grow and shrink on demand. DMS table spaces also have the
capability to automatically grow on demand. However, this capability is not turned on by
default. The default behavior of a DMS tablespace is to require pre-allocation of storage when
the tablespace is created, and the DBA is required to manually resize the DMS tablespace
when it gets full.

As you can imagine, this is more work for the DBA. As of DB2 UDB Version 8.2 Fixpak 2 (or
Version 8.1 Fixpak 9), DB2 introduced the capability to automatically resize a DMS
tablespace with a tablespace option called AUTORESIZE. When a DMS tablespace is
defined with AUTORESIZE set to YES, DB2 will attempt to increase the size of the
corresponding containers when they fill up. This new capability gives you the performance
benefits of DMS table spaces—which generally perform better than SMS table spaces—as
well as the same ease of management that was once exclusive to SMS table spaces.

Specifying the AUTORESIZE option for new DMS table spaces

To specify the AUTORESIZE option when creating a DMS new tablespace, use the following
command:

db2 “create tablespace tsp_name managed by database using (FILE ‘filename’ size)
autoresize yes”

where tsp_name is the name you want to give the tablespace, filename is a fully qualified
(filename and full path) filename for the FILE container, and size is the size of the container.
Note the specification of autoresize yes in the command. For example, to create a DMS
tablespace called myspace with one FILE container called /mnt/db2data/myspacefile thatis
100 MB in size, issue the following command:
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db2 “create tablespace myspace managed by database using (FILE
‘/mnt/db2data/myspacefile’ 100 M) autoresize yes”

To verify your work, check the directory where you specified your FILE container and look for
it. Example 10-1 shows the output of a 1s -1 against the /mnt/db2data directory.

Example 10-1 Output of 1s -1 against /mnt/db2data

$ 1s -1 /mnt/db2data
total 204816

drwxrwxr-x 3 db2inst2 db2adm 512 Jun 19 17:23 db2instl
drwxrwx--- 2 db2inst2 db2adm 512 Jun. 19 17:15 lost+found
-rw------- 1 db2inst2 db2adm 104857600 Jun 19 18:19 myspacefile
$

You can verify that the tablespace was created by performing the following steps:
1. Connect to the sample database.

2. Issue the db2 1ist tablespaces command to verify that your tablespace was created. The
output of this command will also show you the corresponding tablespace ID.

3. Issue the db2 1ist tablespace containers for ID where ID is the corresponding
tablespace ID.

Example 10-2 shows the output of these commands. You can see from the output of the db2
list tablespaces command, that the myspace tablespace is a DMS (Database managed
space) tablespace, and that the corresponding tablespace ID is 3. From the db2 1ist
tablespace containers for 3 command, we can see that there is one container of type
FILE, and it is located in /mnt/db2data/myspacefile.

Example 10-2 Output of steps to verify tablespace creation

$ db2 connect to sample

Database Connection Information

DB2/6000 8.2.5
DB2INST1
SAMPLE

Database server
SQL authorization ID
Local database alias

$ db2 Tist tablespaces

Tablespaces for Current Database

Tablespace ID =0
Name = SYSCATSPACE
Type = System managed space
Contents = Any data
State = 0x0000

Detailed explanation:

Normal

Tablespace ID =1
Name = TEMPSPACE1
Type = System managed space
Contents = System Temporary data
State = 0x0000
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Detailed explanation:

Normal
Tablespace ID =2
Name = USERSPACE1
Type = System managed space
Contents = Any data
State = 0x0000
Detailed explanation:
Normal
TabTespace ID =3
Name = MYSPACE
Type = Database managed space
Contents = Any data
State = 0x0000
Detailed explanation:
Normal

$ db2 Tist tablespace containers for 3

Tablespace Containers for Tablespace 3

Container ID =0
Name = /mnt/db2data/myspacefile
Type = File

$

Enabling the AUTORESIZE option on existing DMS table spaces

To enable the AUTORESIZE option for an existing DMS tablespace, issue the following
command:

db2 “alter tablespace tsp_name autoresize yes”

where tsp_name is the name of the existing tablespace. For example, to modify an existing
DMS tablespace myspace to enable AUTORESIZE, issue the following command:

db2 “alter tablespace myspace autoresize yes”

10.2 Creating a sample database on the N series product in an
NAS environment
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In this section, we create a sample database where the data and logs reside on IBM System
Storage N series FlexVol volumes in an NAS environment. First, we set up the N series
product with the aggregates and volumes needed to store the data and logs for the sample
database. Next, we set up the database server to access the volumes we created on the N
series product. Lastly, we create the sample database such that the data and logs reside on
the storage system’s volumes on the N series product for NFS access.

Using the IBM System Storage N Series with Databases



10.2.1 Configuring the IBM System Storage N series

Use the following steps to configure the IBM System Storage N series:
1. Activate the appropriate license keys.

On the IBM System Storage N series, the file access protocols FCP, iSCSI, NFS, and
CIFS are licensed services. You need to enable the appropriate service by activating
license keys for the protocol you intend to use. The license keys can be activated by
executing the following command from the IBM System Storage N series:

license add <Tlicense code>

For example, to activate the license code for NFS, you would execute the following
command on the IBM System Storage N series:

license add 123XYZABCD
You can verify your action by issuing the 1icense command, as shown in Figure 10-1.

itsotuc2> license
cifs
cluster
cluster_remote
disk_sanitization
fcp
flex cache
flex_clone
gateway
gateway_hitachi
http
iscsi
multistore
nfs
rapid restore
smdomino
smsql
snaplock
snaplock enterprise
snapmanagerexchange
snapmirror
snapmirror_sync
snapmover
snaprestore
snapvalidator
sv_linux_pri
sv_ontap_pri
sv_ontap_sec
sv_unix_pri
sv_windows_ofm_pri
sv_windows_pri
syncmirror_local
vid

site TNXZHUO
not licensed
not licensed
not licensed
site RGZOV1L
not licensed
site IPMK2CN
not licensed
not licensed
not licensed
site RGF3RGF
site DF4XLWH
site R5IEGMK
not licensed
not licensed
site 6BAEGMK
not licensed
site FITZKF7
site NGQKA8SN
site TTOX9WH
site NYJABTI
not licensed
site XJBGCKE
site ZCUZHUB
not licensed
not licensed
site DSQMWZG
not licensed
not licensed
not licensed
not licensed
site DTWKACE

Figure 10-1 License command
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2. Update the /etc/host file on the IBM System Storage N series used.

The IBM System Storage N series must be able to communicate with the database server
and vice versa. The IBM System Storage N series can communicate to the database
server if there is an entry in its /etc/hosts file for the database server, or alternatively if it
uses some other host name resolution techniques, such as NIS or DNS. By default, the
/etc/hosts file is checked first for host name resolution. The easiest way to update the
/etc/hosts file on the storage system is by using FilerView (see Figure 10-2). Entries made
in the /etc/hosts file should look similar to the following:

<db server IP address> <host name>

€7 http://9.11.218.48 - itsotuc?: FilerVi Microsoft Int

t Explorer

IBM System Storage™ N series

FilerView®
+ Aggregates (7 L Nlanage Hosts File @

. Stnrage-?‘ MNetwork = Manage Hosts File

« DFM (2

+ SnapMirror (7

* CIFS (7

* NFS @

* HTTP )

* LUNs = (2

* MultiStore (2) el Host Name  Aliases

[Sear | s

* Network (7) $Ruto-generated by setup Wed Jul 26 13:43:00 MST 2006
Report 127.0.0.1 localhos
152 162.3.252 itsotue?
Configure 3.11.218.48 itsotucZ-elb
Manage Interfaces
Add Virwal Interface

Manage Hosts File

itsotueZ-ela

Manage Met Groups

Manage DNS and NIS
Name Senvice

* Security (7 'Mé_ | J_
* Secure Admin (7)

* NDMP ()

o SNMP (7)

* Real Time Status (7)

* Wizards ()

w

&] Applet fuapplet started D Intermet

Figure 10-2 FilerView

For example, to add an entry for a database server named db2srv1 that has an IP address
of 172.17.32.112, you would add the following line to the /etc/hosts file on the IBM System
Storage N series:

172.17.32.112 db2srvrl
3. Enable rsh access for the database server.

In order to use the rsh (remote shell) command from the database server, you need to
perform two steps.

a. First, enable the rsh option on the IBM N series storage system by executing the
following command:

options rsh.enable on

b. Then, add the database host and user name entry to the /etc/hosts.equiv file found on
the IBM System Storage N series. The entry to this file looks somewhat similar to the
following one:

< hostname > < username >
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For example, to allow rsh command execution from a database server named db2srv1 by
a user named db2inst1, you would add the following line to the /etc/hosts.equiv file on the
IBM System Storage N series:

db2srvrl db2isntl
4. Export the volumes if NFS is used (Skip this step if FCP or iSCSI is used).

To access the volumes on an IBM System Storage N series using the NFS protocol, you
must export them. A volume can be exported by adding an entry to the /etc/exports file
found on the IBM System Storage N series and giving the database server appropriate
access to it. You can use FilerView (see Figure 10-3) or the exportfs command for this
purpose. NFS exports are managed using the following command:

exportfs -p rw=<hostname>,root=<hostname> <pathname>

3 http:/79.11.218.48 - itsotuc2: FilerView - Microsoft Internet Explorer

IBM System Storage™ N series

FilerView® Aoout
et lime Zone ~
Configure Miscellaneous Manage NFS EXpDI’tS [©)
Shut Down and Reboot NFS — Wanage Exporis
Show System Status
* Volumes =~ (7
+ Aggregates (7 Add Export Export All
= Storage (7)
. DFM‘?‘ Path Options
= SnapMirror (7) O ot
» CIFS (@
« NFS @
Add Export [° [F ot
Report
Configure []  ivordbZdata
Manage Exports . .
* HTTP () [1  fuoliyHomeDir W m
o LUNs (%) Security (sys)
= MultiStore (7) O ol
= Network ()
* Security &) O holvoi T m
* Secure Admin (7 Security (svs)
ULy [1  ivoldb2iogs ;
® SNMP (7
* Real Time Status (7) Read Write Access (Al Hosts)
= : [1  ivoldb2datants Root Access (192.168.3.246)
* Wizards Securt (svs) SR i
&) @ Internet

Figure 10-3 FilerView

For example, to create an export entry for a volume named db2data and allow root access
to it from a database server named db2srv1, you would execute the following command
on the IBM System Storage N series:

exportfs -p rw=db2srvl,root=db2srvl /vol/db2data

Repeat this step and create an export entry for all the volumes to be used for the
database.

10.2.2 Configuration and Management

The IBM System Storage N series provides two methods for configuration and management:
a Web-based GUI interface and a command line interface. In this section, we use the
command line interface.

1. To get to the storage system’s command line interface, telnet or remote shell (rsh) to the
storage system’s hostname or IP address.
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2. Create space to store data and transaction log files.

In order to create a database on the IBM System Storage N series, you need to create
aggregates, flexible volumes, and in some cases LUNs. An aggregate is a physical pool of
storage at a RAID level (Figure 10-4) and is created using the following command:

aggr create <aggrname> -r <raidsize> <ndisks@disksize> -t <raidtype>

Pooled physical storage
(aggregates)

Figure 10-4 Aggregates

For example, to create an aggregate named db2aggr1 that has eight 72 GB disks in it and
that uses RAID-DP, execute the following command on the IBM System Storage N series:

aggr create db2aggrl -r 8 80729 -t raid _dp

A FlexVol volume is a logical storage container inside an aggregate. A FlexVol volume
can be as small as a few megabytes and as large as the aggregate itself. A FlexVol
volume can be created using the following command:

vol create <vol-name>
{ [-1 <language-code>] [-s {none | file | volume}]
<hosting-aggr-name> <size>[k|m|g|t]
[-S remotehost:remotevolume] }
For example, to create a flexible volume named db2data that is 100 GB in size and that

resides in the aggregate named db2agg1, execute the following command on the IBM
System Storage N series:

vol create db2data db2aggl 100GB

We create one aggregate to store the volumes for both the data and logs for our sample
database. To create an aggregate named db2aggrl that has four 72GB disks in it and
uses RAID-DP, issue the following command within a telnet session to the storage
system:

aggr create db2aggrl -t raid_dp -r 4 4072
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You can issue aggr status to ensure that your aggregate was created. The output of this
command on our test environment is shown in Example 10-3.

Example 10-3 Output of aggr status

itsotuc2> aggr status

Aggr State Status Options
db2aggrl online raid _dp, aggr root
itsotuc2>
3. Now that we have our aggregate, we can create one volume for data and another one for

logs. To create a volume named db2data that is 50 GB in size within the db2aggrl
aggregate, issue the following command:

vol create db2data db2aggrl 50g

To create a volume named db210gs that is 30GB in size within the db2aggrl aggregate,
issue the following command:

vol create db21ogs db2aggrl 30g

To verify the creation of both volumes, issue vol status to see the status of all volumes.
The output is similar to Example 10-4.

Example 10-4 Output of the vol status command

tsotuc2> vol status

Volume State Status Options
vol0 online raid_dp, flex root
db2data online raid_dp, flex
db2Togs online raid_dp, flex
voll online raid_dp, flex

tsotuc2>

4.

Because our database server is AlX, we need to ensure that the volumes we use for DB2
support either the Unix or mixed security style. To set the db2data and db210gs volumes to
use the Unix security style, issue the following commands:

qtree security /vol/db2data unix
qtree security /vol/db2logs unix

To verify that the security was set properly, issue qtree status. The results of this
command are shown in Example 10-5. As you can see, the db2data and db21ogs volumes
are shown to be using the Unix security style now.

Example 10-5 Output showing security styles of volumes

itsotuc2> qtree status
Volume Tree Style Oplocks Status

vol0 ntfs enabled normal
voll ntfs enabled normal
db2data unix enabled normal
db2Togs unix enabled normal
itsotuc2>
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5. Normally, a database is backed up on a set schedule. Therefore, we recommend that you
disable the automatic Snapshot feature for any volume used by DB2. We discuss
manually taking snapshots during database backup in a later chapter. To turn off the
automatic Snapshot feature for the db2data and db2logs volumes, issue the following
commands:

vol options db2data nosnap on
vol options db2logs nosnap on

To verify that this option is set, issue vol status to see the status and options for each
volume. You can see the output from this command, in Example 10-6, which is that the
db2data and db21ogs volumes now show the nosnap=on option.

Example 10-6 Output of the vol status command

tsotuc2> vol status

Volume State Status Options
vol0 online raid_dp, flex root

db2data online raid_dp, flex nosnap=on

db21logs online raid_dp, flex nosnap=on
voll online raid_dp, flex

tsotuc2>

6. In order for the AIX server to be able to mount these two volumes we created, we export
them using the NFS protocol. To export the db2data and db2logs volumes and allow
read/write and root access from database server aixdb2, issue the following command:

exportfs -p rw=aixdb2,root=aixdb2 /vol/db2data
exportfs -p rw=aixdb2,root=aixdb2 /vol/db21ogs

Ensure that the parameters for rw and roof point to either the hostname or IP address of
the AIX server. To verify your work, issue exportfs on its own. It should look similar to
Example 10-7.

Example 10-7 Output of exportfs

itsotuc2> exportfs

/vol/db2data -sec=sys,rw=aixdb2,root=aixdb2
/vol/db21ogs -sec=sys,rw=aixdb2,root=aixdb2
itsotuc?2>

Now, we are ready to configure the database server to access these volumes.

10.2.3 Accessing the volumes on the database server
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The next step is to mount the db2data and db210gs volumes on the AIX database server. The
following commands must be executed as the root user on the AlX server.

1. Log onto the AlX server as root.
2. Create mount points to mount the volumes you created earlier:
mkdir -p mount_directory

where mount_directory is the directory where you want to mount the device or file system.
In our test environment, we issue the following commands:

mkdir -p /mnt/db2data
mkdir -p /mnt/db21ogs
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3. Modify the /etc/filesystems to give AIX the filesystem information it needs to properly

mount the volumes. In our example, we add the lines in Example 10-8 to our
/etc/filesystems file on AIX:

Example 10-8 /etc/filesystems file

/mnt/db2data:
dev = /vol/db2data
mount = /true
vfs = nfs
nodename = 192.168.3.251
options = bg,nointr,rw
type = nfs_mount

account = false

/mnt/db27ogs:
dev = /vol/db21ogs
mount = /true
vfs = nfs
nodename = 192.168.3.251
options = bg,nointr,rw
type = nfs_mount

account = false

The entry mount = true makes the specified volume persistent across system reboots.
The nodename entry specifies the hostame or IP address of the IBM System Storage N
series, which in our case is 192.168.3.251. Set the nodename entry accordingly.

Mount the volumes to the mount points:
mount /mnt/db2data
mount /mnt/db21ogs

In our environment, we already created a DB2 instance called db2instl. Every DB2
instance on Unix and Linux environments has an associated user ID with the same name
known as the instance owner. In our case, that user ID is db2instl. The instance owner
requires ownership of the file systems we mounted. To change the ownership of the
db2data and db210gs mounts to the instance owner db2inst1—whose primary group is
db2adm—issue the following commands:

chown -R db2instl:db2adm /mnt/db2data
chown -R db2instl:db2adm /mnt/db210gs

10.2.4 Creating the sample database on the mounts

DB2 has a tool called db2sampl that creates a small sample database with sample tables and
data for the purposes of testing and verification. We use this tool to create the sample
database in our test environment.

1.

Log onto the AIX server as the instance owner. In our test environment, we log on as
db2instl.

We create the sample database using the db2samp1 tool. The syntax for this tool is as
follows:

db2samp1 path

This command creates a database named sample and path is the directory where this
database is created. In our test environment, we want the sample database to be created
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within the db2data volume. The mount point for this volume is /mnt/db2data. Issue the
following command:

db2sampl /mnt/db2data

Alternative: As stated earlier, the sample database contains sample tables and data. If
you want to create a brand new database instead, use the following DB2 CREATE DATABASE
command:

db2 “create database database on path”

Please see DB2 UDB documentation for a complete list of options.

3. By default, when the sample database is created, circular logging is used, and log files are
created in a subdirectory within the path where the database was created. Because we
want our logs to reside in the db210gs volume, we need to tell DB2 to put the logs within
the /mnt/db210gs mount point instead. To accomplish this, we update the configuration
parameter NEWLOGPATH for the sample database. The syntax for updating a database
configuration parameter is as follows:

db2 “update db cfg for database using parameter value”

where database is the database alias, parameter is the parameter you want to change,
and value is the new value for the parameter. In our test environment, issue the following
command:

db2 “update db cfg for sample using NEWLOGPATH /mnt/db21ogs”

4. To verify that the database was created correctly in the volume we intended, issue the
following command:

db2 “list db directory”
You should see an output similar to Example 10-9.

Example 10-9 Listing of the database directory

$ db2 “list db directory”
System Database Directory
Number of entries in the directory =1

Database 1 entry:

Database alias = SAMPLE
Database name = SAMPLE

Local database directory = /mnt/db2data
Database release level = a.00

Comment =

Directory entry type = Indirect
Catalog database partition number =0

Alternate server hostname =
Alternate server port number =
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5. Finally, we verify that the tablespace containers for the sample database reside on the

db2data volume.

a. Connect to the sample database using the following command:

db2 “connect to sample”

b. List all the table spaces for the database we are currently connected to using the

following command:
db2 “list tablespaces”

You should see an output similar to Example 10-10.

Example 10-10 Listing of table spaces

$ db2 "list tablespaces"

Tablespaces for Current Database

Tablespace ID
Name
Type
Contents
State
Detailed
Normal

explanation:

Tablespace ID
Name
Type
Contents
State
Detailed
Normal

explanation:

Tablespace ID
Name
Type
Contents
State
Detailed
Normal

explanation:

0

SYSCATSPACE

System managed space
Any data

0x0000

1

TEMPSPACEL

System managed space
System Temporary data
0x0000

2

USERSPACE1

System managed space
Any data

0x0000

c. For each of the tablespace IDs listed, issue the following command:

db2 “list tablespace containers for ID show detail”

where ID corresponds to a tablespace ID listed in the previous step. In Example 10-11,
we see the output of this command issued against the USERSPACE1 tablespace
(tablespace ID 2). The output shows that there is one container for this tablespace,

with ID 0. This container resides in

/mnt/db2data/db2inst1/NODE0000/SQLO0001/SQLT0002.0. This verifies that the
container is in the correct mount; hence, the correct volume on N series.

Example 10-11 Listing of tablespace containers for the USERSPACE] tablespace

$ db2 "Tist tablespace containers for 2 show detail"
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Tablespace Containers for Tablespace 2

Container ID =0

Name = /mnt/db2data/db2inst1/NODE0000/SQL00001/
SQLT0002.0

Type = Path

Total pages = 407

Useable pages = 407

Accessible = Yes

10.3 Creating a sample database on N series in a SAN
environment

In a SAN environment, Unix servers are called initiators, and the IBM System Storage N
series are called fargets. On the target, we create logical storage units called LUNs (logical
units) that the initiators will access through the SAN. From the AIX server’s perspective, each
LUN is seen as a physical hard disk.

10.3.1 Configuring AIX Host for FCP

1. Install N series’ host Attach Kit.

We recommend that you download and install the IBM System Storage N series provided
SAN (FCP) Host Attach Kit for AlX on the database server. It is located at the following
Web site:

http://www-1.ibm.com/support/docview.wss?rs=1149&context=STCG93G&dc=DA400&uid=s
sg1S7001639&Toc=en_US&cs=utf-8&lang=en

This product simplifies the configuration and management of the AIX host in an IBM
System Storage N series SAN environment. In order to install this product, you need to
complete the following basic steps:

a. IBM System Storage N series FCP AIX Host Attach Kit 4.0 binaries are provided to
licensed customers only and can be obtained by contacting IBM support.

b. Obtain and copy the downloaded software tar file to a work directory (/tmp/nseries) on
the database server and uncompress the file using the following command:

uncompress /tmp/nseries/ntap_aix_fcp_4.0.tar.Z
c. Extract the file by executing the following command on the database server:
tar -xvf <file name>

For example, you would execute the following command on the database server to
extract a file named ntap_aix_fcp_4.0.tar:

tar -xvf /tmp/nseries/ntap_aix_fcp 4.0.tar

The above command extracts the attach kit software in to the ntap_aix_fcp_1.2
directory.

d. Change the directory to ntap_aix_fcp_4.0, where you have extracted the attach kit
software, and execute the following command on the database server:

./install
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Answer the prompt and complete the installation.

e. Add the following lines to the .profile file found on the database server in the user's
home directory:

export PATH=$PATH:/opt/Ontap/santools/bin
export MANPATH=/usr/share/man:/opt/Ontap/santools/man

f. After installation is complete, reboot the system using the following command:

shutdown -F -r now

For detailed installation steps, please refer to the N series FCP AlX Host Attach Kit 4.0
product documentation on the IBM Support for FCP Host Attach Kits site.

2. Install the HBA and driver.

Before you install HBA on the database server, you need to check the product’s
compatibility at the following IBM support Web site:
http://www-03.1ibm.com/servers/storage/support/nas/index.html.

The compatibility matrix is available on the IBM System Storage N series and
TotalStorage® NAS interoperability matrixes. After confirming compatibility, install the
HBA and driver on the database server. For more information about the HBA and driver
installation, please refer to the product's Installation and configuration guide.

3. Obtain the WWPN for the HBA.

Each FC HBA attached to the database server is uniquely identified by a WWPN. To
create an igroup on the IBM System Storage N series, the WWPN for the HBA is required.
To obtain the WWPN, complete the following steps:

a. After installing the IBM host Attach kit for AIX, HBA, and the drivers on the database
server, you can find the WWPN by executing the following command:

sanlun fcp show adapter -c

10.3.2 Setting up LUNs on N series

We start off by creating volumes for storing our data and logs. However, rather than exporting
the volumes as NFS mounts, we create LUNs that the AIX server can detect from its Fibre
Channel ports (fcp) as hard disk devices. As in the previous section, we will continue to use
the command line interface.

1. To get to the storage system’s command line interface, telnet or remote shell (rsh) to the
storage system’s hostname or IP address.

2. An aggregate is a physical pool of storage for volumes to reside. We create one aggregate
to store the volumes for both the data and logs for our sample database. To create an
aggregate named db2aggrl that has four 72 GB disks in it and uses RAID-DP, issue within
a telnet session to the storage system the following command:

aggr create db2aggrl -t raid_dp -r 4 4072
You can issue aggr status to ensure that your aggregate was created. The output of this
command on our test environment is shown in Example 10-12.

Example 10-12 Output of aggr status

itsotuc2> aggr status
Aggr State Status Options
db2aggrl online raid _dp, aggr root
itsotuc2>
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3. Now that we have our aggregate, we can create one volume for data and another one for
logs. To create a volume named db2data that is 50 GB in size within the db2aggrl
aggregate, issue the following command:

vol create db2data db2aggrl 50g

To create a volume named db210gs that is 30 GB in size within the db2aggrl aggregate,
issue the following command:

vol create db21logs db2aggrl 30g
To verify the creation of both volumes, issue vol status to see the status of all volumes.
The output is similar to Example 10-13.

Example 10-13 Output of the vol status command

tsotuc2> vol status
Volume State Status Options
vol0 online raid dp, flex root
db2data online raid dp, flex
db21logs online raid dp, flex
voll online raid_dp, flex
tsotuc2>

4. Since our database server is AlX, we need to ensure that the volumes we use for DB2
support either the Unix or mixed security style. To set the db2data and db21ogs volumes to
use the Unix security style, issue the following command:

qtree security /vol/db2data unix
qtree security /vol/db2logs unix

To verify that the security was set properly, issue qtree status. The results of this
command are shown in Example 10-14. As you can see, the db2data and db21ogs
volumes are shown to be using the Unix security style now.

Example 10-14 Output showing security styles of volumes

itsotuc2> qtree status

Volume Tree Style Oplocks Status
vol0 ntfs enabled normal
voll ntfs enabled normal
db2data unix enabled normal
db2Togs unix enabled normal
itsotuc2>

5. Normally, a database is backed up on a set schedule. Therefore, we recommend that you
disable the automatic Snapshot feature for any volume used by DB2. We discuss
manually taking snapshots during database backup in a later chapter. To turn off the
automatic Snapshot feature for the db2data and db2logs volumes, issue the following
commands:

vol options db2data nosnap on
vol options db2logs nosnap on

To verify that this option is set, issue vol status to see the status and options for each
volume. You can see the output from this command—in Example 10-15 on
page 185—that the db2data and db210gs volumes now show the nosnap=on option.
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Example 10-15 Output of the vol status command

tsotuc2> vol status

Volume State Status Options
vol0 online raid dp, flex root
db2data online raid dp, flex nosnap=on
db2Togs online raid dp, flex nosnap=on
voll online raid_dp, flex
tsotuc2z>
6. Now that the volumes are properly set up, create two LUNs within these volumes: one for

data and the other for logs. When creating LUNSs, you need to specify a size. In our
example, we attempt to size the LUNSs to fill up the entire volume. We call the LUNs
/vol/db2data/lun and /vol/db210gs/1un, respectively. Issue the following command:

lun create -s 50g -t aix /vol/db2data/lun
lun create -s 30g -t aix /vol/db2logs/Tun

You will likely get an error complaining that there is no space left on the device. Due to
overhead data that is written into the volumes, you cannot specify the LUN size equal to
its respective volume. However, along with the error message, you will be shown the
maximum LUN size allowed for the volume. In Example 10-17, we attempt to create a

50 GB LUN within the db2data volume. The command fails but informs us that the
maximum size allowed is 40873 MB. To verify that the LUNs were created properly, issue
the Tun show command. The output of this command can be seen in Example 10-16.

Example 10-16 Output of the Tun show command

itsotuc2> Tun show

/vol/db2data/Tun 39.9g (42858446848) (r/w, online)
/vol/db21ogs/Tun 23.9g (25715277824) (r/w, online)
itsotuc2>

Example 10-17 Output of the lun create command

itsotuc2*> lun create -s 50g -t aix /vol/db2data/lun
Tun create: No space Teft on device

lun create: max size: 40873m (42858446848)

itsotuc2*> lun create -s 40873m -t aix /vol/db2data/Tun
itsotuc2*>

7.

Next, we create an igroup (initiator group) that tells the storage system which initiator(s)
can access a LUN. Before you create an igroup, you first need the WWPN (world wide
port name) for the fibre-channel host bus adapter (HBA) on your AIX server that is
connected to the SAN. The WWPN is a unique identifier for each fibre-channel HBA. To
obtain the WWPNSs, do the following:

a. Log onto the AIX server as the root user.
b. Issue the following command on the AIX server as the root user:

sanlun fcp show adapter -c

Tip: The sanlun utility is included in the IBM FCP AIX Host Attach Kit. For more
information about this utility, please refer to the FCP AlX Host Attach Kit Installation and
Setup Guide, available at the following Web site:

http://www-1.ibm.com/support/docview.wss?uid=ssg1S7001347&aid=5
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Example 10-18 shows the output of this command. The -c option of the sanlun utility
generates an igroup create command that can be issued on the storage system’s
command line interface to create an igroup. From the example, you can see that there are
two WWPNs, 10000000¢c933158e and 10000000c93316f8, meaning that we have two
HBAs on our test AlX server.

Example 10-18 Output showing the WWPNs of the host bus adapters

# sanlun fcp show adapter -c

Enter this filer command to create an initiator group for this system:
igroup create -f -t aix "aixdb2" 10000000c933158e 10000000c93316f8
#

On the storage system, issue the igroup create command:
igroup create -f -t aix "aixdb2" 10000000c933158e 10000000c93316f8

The name of the resulting igroup is aixdb2. To verify that the igroup was created, issue the
igroup show command. The output of this command is shown in Example 10-19. As you
can see from the example, there are two WWPNSs listed in the igroup aixdb2, but only one
is logged on, meaning that only one of the HBAs are connected to the SAN.

Example 10-19 Output of the igroup show command

itsotuc2> igroup show
aixdb2 (FCP) (ostype: aix):
10:00:00:00:¢9:33:15:8e (Togged in on: Oc, vtic)
10:00:00:00:¢9:33:16:f8 (not logged in)
itsotuc2>

8. Now that the LUNs and igroup are created, map the LUNSs to the igroup. This mapping
allows the WWPNSs in the igroup to access the LUNSs. To create the mappings, issue the
following command:

Tun map /vol/db2data/Tun aixdb2
Tun map /vol/db21ogs/Tun aixdb2
The output of these commands is shown in Example 10-20.

Example 10-20 Output of the Tun map commands

itsotuc2> Tun map /vol/db2data/Tun aixdb2
Tun map: auto-assigned aixdb2=0

itsotuc2> Tun map /vol/db2logs/Tun aixdb2
Tun map: auto-assigned aixdb2=1

itsotuc2>

You can also show the lun mappings using the Tun show -m command, as shown in
Example 10-21.

Example 10-21 Display of the LUN mappings

itsotuc2> lun show -m

LUN path Mapped to LUN ID Protocol
/vol/db2data/Tun aixdb2 0 FCP
/vol/db2Togs/Tun aixdb2 1 FCP
itsotuc2>
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Setup is complete on the IBM System Storage N series. Now, we will move onto the database
server.

10.3.3 Accessing the LUNs on the database server

Now that the LUNs are created, the AlX server should be able to detect them as physical
devices. As such, we will create volume groups and file systems on these devices. This
means that, when using the storage system through a SAN, the file system management is
handled by AIX. When setting up the storage system using NFS, however, the IBM System
Storage N series handles the file system.

1. First, log onto the AlX server as the root user.
2. Ensure that your fibre-channel driver is loaded by issuing the following command:
cfgmgr -1 device

where device is the name of the device corresponding to your fibre-channel adapter. You
can determine which device corresponds to your fibre-channel adapter by issuing the
1sdev command. In our environment, we determined that the fcs0 device corresponds to
our fibre-channel adapter, so we issue the following command:

cfgmgr -1 fcs0

3. List all disk devices known to AIX using the following command:
1sdev -C -c disk
You should see an output similar to Example 10-22.

Example 10-22 Output listing of disk devices known to AlX

# 1sdev -C -c disk

hdiskO Available 1S-08-00-8,0 16 Bit LVD SCSI Disk Drive
hdiskl Available 1S-08-00-9,0 16 Bit LVD SCSI Disk Drive
hdisk2 Available 1n-08-01 NetApp LUN

hdisk3 Available 1n-08-01 NetApp LUN

hdisk4 Available 1n-08-01 NetApp LUN

hdisk5 Available 1n-08-01 NetApp LUN

#

4. Upon execution, the sanlun Tun show command shows the devices along with the
assigned names (see Example 10-23).

Example 10-23 sanlun Tun show command

# sanlun lun show

filer: Tun-pathname device filename adapter
protocol Tun size Tun state
itsotuc2: /vol/db2data/Tun hdisk3 fecsl
FCP 39.99 (42858446848) GOOD
itsotuc2: /vol/db2Togs/Tun hdisk4 fecsl
FCP 23.9g (25715277824) GOOD
itsotuc2: /vol/db2datanfs/Tun hdisk5 fecsl
FCP 8.0g (8571060224) GOOD
itsotuc2: /vol/db2logsnfs/Tun hdisk6 fecsl
FCP 8.0g (8571060224) GOOD
jtsotuc2:  /vol/db21logscl/Tun hdisk7 fecsl
FCP 23.9g (25715277824) GOOD
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itsotuc2:  /vol/db2datacl/Tun hdisk8 fcsl
FCP 39.99 (42858446848) GOOD

itsotuc2: /vol/vol5/testl hdisk9 fecsl
FCP 15m (15728640) GOOD

#

5. We make one volume group for the data LUN and another volume group for the logs LUN.
We issue the following commands:

mkvg -f -y db2datavg hdisk2
mkvg -f -y db2logsvg hdisk3
Issue Isvg to verify that the volume groups were created (Example 10-24).

Example 10-24 Output showing the volume groups created

# Tsvg
rootvg
db2datavg
db2Togsvg
#

6. Now we want to determine the amount of free space on the disks. To do this, issue the
following commands:

1spv hdisk2
1spv hdisk3

Example 10-25 shows the output of these commands on our test environment. The
portion of the output that is important to us is the FREE PPs, which display the number of
free physical partitions (as well as corresponding free space in MBs). You can see that
hdisk2 has 637 free physical partitions (40768MB) and hdisk3 has 765 free physical
partitions (24480MB). We will need the number of free MBs for step 8 on page 189.

Example 10-25 Listing of disk information showing the amount of free physical partitions

# 1spv hdisk2

188

PHYSICAL VOLUME: hdisk2 VOLUME GROUP: db2datavg

PV IDENTIFIER: 0007041ab599cf0e VG IDENTIFIER 0007041a00004c000000010bb
5b5be28

PV STATE: active

STALE PARTITIONS: 0 ALLOCATABLE: yes

PP SIZE: 64 megabyte(s) LOGICAL VOLUMES: 1

TOTAL PPs: 638 (40832 megabytes) VG DESCRIPTORS: 2

FREE PPs: 637 (40768 megabytes) HOT SPARE: no

USED PPs: 1 (64 megabytes)

FREE DISTRIBUTION:
USED DISTRIBUTION:

# 1spv hdisk3
PHYSICAL VOLUME:
PV IDENTIFIER:

128..127..127..127..128
00..01..00..00..00

hdisk3 VOLUME GROUP: db21ogsvg
0007041ab5e344e7 VG IDENTIFIER 0007041a00004c000000010bb

5f3d9d3

PV STATE: active

STALE PARTITIONS: 0 ALLOCATABLE: yes
PP SIZE: 32 megabyte(s) LOGICAL VOLUMES: 1
TOTAL PPs: 766 (24512 megabytes) VG DESCRIPTORS: 2
FREE PPs: 765 (24480 megabytes) HOT SPARE: no
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USED PPs: 1 (32 megabytes)
FREE DISTRIBUTION: 154..152..153..153..153
USED DISTRIBUTION: 00..01..00..00..00

#

7. Create the mount points for the disks using the following command:

mkdir -p mount_directory

where mount _directory is the directory where you want to mount the device or file system.
In our test environment, we issue the following commands:

mkdir -p /mnt/db2datalun
mkdir -p /mnt/db21ogslun

We now create the file systems on the disks using the crfs (create filesystem) command.
However, we need to supply it with some extra options. The commands to enter are as
follows:

crfs -v jfs -g db2datavg -m /mnt/db2datalun -a size=fs_size -a nbpi=4096 -a
ag=64 -a bf=true -p ‘rw’

crfs -v jfs -g db2logsvg -m /mnt/db2logslun -a size=fs size -a nbpi=4096 -a
ag=64 -a bf=true -p ‘rw’

The explanation of the options specified are available in Table 10-1.

Table 10-1 Explanation of options specified in the crfs commands

Option Definition

-v jfs Specifies that we want a journaled file system.

-g volume _group Specifies that we want to create a filesystem on a
volume group named volume_group.

-m mount_point We associate the file system with mount point
mount_point.

-a size=fs_size We specify the size of this file system to be
fs_size.

-a nbpi=4096 Specifies the number of bytes per i-node (nbpi).

The nbpi value is inversely proportional to the
number of i-nodes on the file system.

-a ag=64 Specifies the allocation group size in MBs. An
allocation group is a grouping of i-nodes and disk
blocks.

-a bf=true Specifies that we want a large file enabled file
system.

rw Sets the permissions for the file system to

read-write (rw).

In our test environment, we determined the amount of free space of the db2datavg and
db2logsvg to be 40768MB and 24480MB, respectively. So, we issue the following
commands:

crfs -v jfs -g db2datavg -m /mnt/db2datalun -a size=40768M -a nbpi=4096 -a ag=64
-a bf=true -p 'rw'
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crfs -v jfs -g db2logsvg -m /mnt/db2logslun -a size=24480M -a nbpi=4096 -a ag=64
-a bf=true -p 'rw'

The output of these commands are shown in Example 10-26.

Example 10-26 Output of the crfs commands.

# crfs -v jfs -g db2datavg -m /mnt/db2datalun -a size=40768M -a nbpi=4096 -a ag=64
-a bf=true -p 'rw'

Based on the parameters chosen, the new /mnt/db2datalun JFS file system is Timited
to a maximum size of 134217728 (512 byte blocks)

New File System size is 83492864

# crfs -v jfs -g db2logsvg -m /mnt/db21logslun -a size=24480M -a nbpi=4096 -a ag=64
-a bf=true -p 'rw'

Based on the parameters chosen, the new /mnt/db2logslun JFS file systemis Timited
to a maximum size of 134217728 (512 byte blocks)

New File System size is 50135040

#

9. Mount the filesystems to the mount points using the following commands:
mount /mnt/db2datalun
mount /mnt/db21ogslun

10.To make the mount points persistent across reboots, look for the mount points in
/etc/filesystems, and add mount = true, as in Example 10-27.

Example 10-27 A snippet of the /etc/filesystems file

/mnt/db2datalun:
dev = /dev/1v00
vfs = jfs
log = /dev/1og1v00
options = rw
account = false
mount = true
/mnt/db2Togslun:
dev = /dev/1v01
vfs = jfs
log = /dev/Tog1v0l
options = rw
account = false
mount = true

11.In our environment, we already created a DB2 instance called db2instl. Every DB2
instance on Unix and Linux environments has an associated user ID with the same name
known as the instance owner. In our case, that user ID is db2instl. The instance owner
requires ownership of the file systems we mounted. To change the ownership of the
db2datalun and db21ogsTun mounts to the instance owner db2inst1—whose primary
group is db2adm—issue the following commands:

chown -R db2instl:db2adm /mnt/db2datalun
chown -R db2instl:db2adm /mnt/db21ogslun
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10.3.4 Creating the sample database on the LUNs

This section consists of the same steps as in the section, 10.2.4, “Creating the sample
database on the mounts” on page 179. The only differences are that the mount name for the
data is /mnt/db2datalun instead of /mnt/db2data and the mount name for the logs is
/mnt/db2logslun instead of /mnt/db2logs.
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11

DB2 Continuous Availability with
IBM System Storage N series

This chapter provides information about how we can achieve Continuous Availability for DB2
database systems using the IBM System Storage N series storage solution. Database
Continuous Availability is a state of functionality that virtually guarantees database system
operational continuity in any downtime event. Continuous Availability concerns itself with the
following:

» Recovering applications, data, and data transactions committed up to the moment of
system loss.

» Seamless, 24x7 system availability that offsets any planned or unplanned downtime
event.

High availability is generally achieved by making different system components redundant.
The more components you make redundant, the higher the level of availability you can
achieve.

The ways one can achieve high availability with a database system and especially with a DB2
database system is with the following:

» Disk redundancy

» Backup and recovery

» Failover support during server failure

11.1 Disk redundancy
Disk redundancy is achieved in today’s environment with several technologies. In this section
we focus on the redundancy technology of N series.
» RAID DP
» Spares
» Cluster Failover - two N series Nodes
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1. One level of redundancy for High Availability is disk redundancy. This means that within

the disk storage system you have a way to automatically reconstruct a failed or corrupted
disk. This becomes possible with RAID, which is available in N Series. Another additional
redundancy feature in N Series is RAID Double Parity, which further strengthens the High
Availability of the disk by introducing an additional level or redundancy for maximum
security and data availability in storage. More information about this topic can be found in
Chapter 2, “Introduction to Data ONTAP” on page 31 of this book and in the Redpaper
publication titled /BM System Storage N Series Implementation of RAID Double Parity for
Data Protection, REDP-4169-00.

http://www.redbooks.ibm.com/abstracts/redp4169.htm1?0pen

. Another level of high or Continuous Availability, is the existence of spare drives in the IBM

System Storage N series. The spare drives provide the capability to reconstruct the data
of a failed drive in a spare drive.

— Disk failure with a hot spare disk

The storage system replaces the disk with a spare and reconstructs data. If a disk fails,
the storage system does the following:

¢ Replaces the failed disk with a hot spare disk—if RAID DP is enabled and double
disk failure occurs in the RAID group, the filer replaces each failed disk with a
separate spare disk. Data ONTAP first attempts to use a hot spare disk of the same
size as the failed disk. If no disk of the same size is available, Data ONTAP
replaces the failed disk with a spare disk or the next available size up.

* Reconstructs, in the background, the missing data onto the hot spare disk or disks.
* Logs the activity in the /etc/messages file on the root volume.

Note: With RAID DP, the above processes can be carried out even in the event
of simultaneous failure on two disks in a RAID group.

Attention: During reconstruction, file service can slow down.

After the filer is finished reconstructing data, replace the failed disk or disks with new hot
spare disks as soon as possible so that hot spare disks are always available in the system.

3. The IBM System Storage N series can cluster using two nodes, sharing control of all the

disks. This means that if one node fails, the other takes over all the disks of the failed
node. This provides extra security in the case of a failure. Our test storage server, the
N3700, has two nodes for high availability purposes. The basics of an IBM System
Storage N series cluster consists of two nodes that can takeover/failover their resources
or services to the associated counterpart nodes. This functionality assumes that all
resources can be accessed by each node. That means both nodes must have access to
all disks physically (cabling) and logically (see cluster software Figure 11-1 on page 195).
The N3700 Model A20 combines both cluster nodes in one shelf; therefore, it does not
require interconnect cables.
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Figure 11-1 Cluster config

11.2 Backup and recovery

Backup and recovery is an important part of high availability and Continuous Availability
because it allows the database to be recovered in case failure or corruption occurs and the
database is not accessible. The way backup and recovery is implemented is extremely
important for the Continuous Availability and the performance of the database system. We
usually aim to use the smallest possible maintenance window for taking a backup so that the
system can be online and un-disrupted for as long as possible.

Together with the traditional backup and recovery utilities available in DB2, N Series provides
an additional feature for much faster and more frequent backups, and thus for smaller
maintenance windows and higher availability. This feature is the snapshot.

11.2.1 How Snapshots work with DB2

The IBM System Storage N series Snapshot and SnapRestore technologies offer unique
features to address the challenges presented by traditional backup and recovery methods.

The N series’ Snapshots are a feature of the Write Anywhere File Layout (WAFL) storage
virtualization technology that is a part of Data ONTAP, which is the microkernel that ships
with every IBM System Storage N series. A Snapshot copy is a locally retained point-in-time
“frozen” image of a WAFL volume that provides easy access to old versions of files, directory
hierarchies, and logical unit numbers (LUNs). The high performance of the N series’
Snapshot copies makes them highly scalable. A Snapshot copy takes only a few seconds to
create (typically less than 1 second), regardless of the size of the volume or the level of
activity on the IBM System Storage N series. After a Snapshot copy is created, changes to
data objects are reflected in updates to the current version of the objects, as though the
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Snapshot copy did not exist. Meanwhile, the Snapshot versions of the data remain completely
stable. Therefore, Snapshot copies incur no performance overhead. Users can comfortably
store up to 255 Snapshot copies per WAFL volume, all of which can be accessible as
read-only, online versions of the data.

IBM System Storage N series’ Snapshot can be used to create an online or offline database
backup in seconds. The time needed to create a Snapshot copy is independent of the size of
the database because Snapshot does not move data blocks. Snapshot copies vastly improve
the frequency and reliability of backups because they incur virtually no performance overhead
and can be safely created while a database is up and running. Customers running an IBM
DB2 UDB database on an IBM System Storage N series typically take several Snapshot
copies throughout the day.

An N Series Snapshot copy also provides key advantages for the database recovery
operation. The SnapRestore feature of Data ONTAP provides a way to restore the entire
database or parts of the database to the state it was in at the point in time when any available
Snapshot copy was taken. Because no copying of data is involved, an incredible amount of
time is saved as the file system is returned to its earlier state. The restore process can be
done in a few minutes, independently of the size of the database. In addition, when
low-impact Snapshot backups are created frequently throughout the day, fewer transaction
logs need to be reapplied as part of the recovery process, resulting in a dramatic reduction in
recovery time. In other words, the mean time to recover (MTTR), which consists of the time
needed for restore and recovery, is reduced dramatically to several minutes, compared to
several hours with conventional backup methods (Figure 11-2).

e Database Recovery Scenario - An Example

e 300 GB database and the entire database requires recovery
e Tape recovery time is 60 GB/hour
e Normal recovery time is 5 hours + log replay time

e SnapRestore reverts volume to same state as when backup was
taken. Duration - 10 Secs

e Total recovery time: 10 Secs + log replay time
DB2 Database

S

DB2 Database Instance DB2 Logs

Gigabit

Figure 11-2 Database Recovery
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Snapshot backups are stored on the same storage system as the database. Therefore, we
recommend using Snapshot backups as a supplement, not a replacement, for backups to a
second location, whether backing up to disk or to tape. Although backups to a second
location are still necessary, there is only a slight probability that these backups are needed for
a restore and recovery. Most restore and recovery actions can be handled by using
SnapRestore. Restores from a second location (disk or tape) are necessary only in situations
where the primary storage system holding the Snapshot copies is damaged or there is a need
to restore a database from a backup that is no longer available in the form of a Snapshot
copy—for instance, a two-month-old backup.

Note: Automatic snapshots should be turned off when using the Snapshot technology
because we want to ensure data integrity in the storage server.

Key Advantages

The core of this approach to database backup and recovery is the use of Snapshot
technology, which offers various features including stability, high performance, and storage
efficiency. Following are the key advantages of the N series Snapshot technology in terms of
backup and recovery:

» Fast backup: To meet the challenge posed by shrinking backup windows, the Snapshot
feature of Data ONTAP is extremely useful. A Snapshot copy of a database can be
created in a matter of seconds, regardless of the size of the database or the level of
activity on the IBM System Storage N series. This dramatically reduces the database
backup window from hours to seconds and helps DBAs to schedule frequent low-impact
database backups.

» Quick Recovery: Using the Data ONTAP SnapRestore command, an entire database can
be restored in a matter of seconds from a Snapshot backup. Because only changed data
is restored, an incredible amount of time is saved when a database is returned to the state
it was in at the time the Snapshot copy was created. Additionally, because Snapshot
copies can be taken quickly and a large number of Snapshot copies can be retained, the
amount of time needed to perform a roll-forward recovery operation against a database
can be greatly reduced.

» High availability: The need for 24x7availability is fast becoming a reality for organizations
of all sizes. Companies cannot tolerate scheduled downtime, nor can they afford extended
periods of slow system response that is often caused by traditional database backup
methods. Snapshot copies, on the other hand, can be taken in a matter of seconds without
any impact on system response time. This ensures high availability and uninterrupted
system response.

» High reliability: The RAID architecture used for IBM System Storage N series is unique
and provides greater reliability than direct-attached storage. If a RAID member disk fails, it
is automatically reconstructed (using parity disk data) without any user intervention. IBM
System Storage N series supports single parity as well as Double Parity RAID. Double
Parity RAID, known as RAID-DP, is considered approximately 10,000 times more reliable
than traditional RAID. For more details on RAID-DP, refer to the IMB Redbooks
publication IBM System Storage N Series, SG24-7129.

» Uninterrupted System Response: Because a Snapshot copy is just a “frozen” image of the
file system at a specific point-in-time, the process of creating a database backup with a
Snapshot copy does not require the actual copying of data; therefore, it has virtually no
impact on system response time.

» Minimum Storage Requirement: Two Snapshot copies taken in sequence differ from one
another by the blocks added or changed in the time interval between the two. This
block-incremental behavior minimizes the amount of storage space consumed.
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11.3 Setting up Snapshots with DB2

In this section we detail the procedure to implement Snapshots with IBM DB2.

11.3.1 System names and assumptions

Our environment was set up as follows:

» The name of the DB2 administrator account is db2inst1.

» The database server IP address is 192.168.3.239.

» The name of the IBM DB2 UDB ESE v8.2 instance is db2inst1.
The name of the database is sample.

v

The name of the IBM System Storage N series server is itsotuc2.

v Vv

The name of the aggregate on the IBM System Storage N series is aggrO.

v

The database’s table data is stored on a FlexVol volume named db2datalun.

v

The database’s transaction logs are stored on a FlexVol volume named db2logslun.

» The database server is using the mount points named /mnt/db2data/lun and
/mnt/db2logs/lun.

The steps and scripts outlined in this document may require significant modifications to run
under your database/host UNIX environment.

11.3.2 Separate data from transaction logs files on N series

The N series Snapshot technology works at the volume level; therefore, when planning your
database’s physical layout, if Snapshot, SnapMirror, or SnapRestore technology will be
incorporated into your backup and recovery strategy, you need to ensure that the database’s
data and transaction logs files are stored on separate FlexVols on the IBM System Storage N
series. If a database recovery operation becomes necessary, maintaining separate FlexVols
for data and logs will enable you to easily restore the database files from the appropriate
Snapshot copy and roll-forward using the database’s transaction logs. If your logs are not on
separate volumes, then when you restore your database from a previous snapshot, you will
over-write the new logs with the old logs and you will no longer be able to roll-forward and
apply the latest changes to the database.

11.3.3 Overview of DB2 UDB components for backup and recovery

198

The main purpose of creating a database backup is to have a copy of mission-critical
application data available in case the original data becomes corrupted or unavailable. Using a
backup copy, application data can be returned to the state it was in at the point-in-time when
the backup image was created. Before looking at how Snapshot copies can be used to create
database backup images, it helps to be familiar with the components that DB2 UDB uses for
backup and recovery.

Transaction log files

IBM DB2 keeps track of all changes made to a database’s data and its objects. The changes
are recorded in the transaction log files. Thus, transaction log files can be used to recover a
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database. Depending upon how it is configured, a DB2 database can use two types of
transaction log files:

Active/online log files: Log files with contents that were not yet applied to the database’s data
files are called active or online log files. The online log files are created in the active database
log directory and are required to perform crash as well as roll-forward recovery.

Archive/offline log files: Log files with contents that were applied to the database’s data files
are called archive log files. They are not required for crash recovery, but they are crucial for
roll-forward recovery. An active log file becomes a candidate for archiving as soon as its
contents are written to the data files and may be moved automatically from the active log
directory to an archive location.

Logging modes
IBM DB2 supports the following two different techniques for managing log files:

Circular logging: Only online logs are retained, and log files are used in round-robin fashion.
The online logs are used only for crash recovery. The primary means of database recovery is
version recovery from a full database backup copy. For circular logging, the logarchmeth1
and logarchmeth2 database configuration parameters are set to the value OFF.

Archive logging: Both the online and the archive logs are retained. Online logs are used for
crash recovery. Both online and archive logs are used for roll-forward recovery. Upon commit,
log files are closed and become available for offline archiving. Archival logging can be
enabled by setting the logarchmeth1 and logarchmeth2 database configuration parameters to
a value other than the value OFF.

Recovery history file

IBM DB2 UDB uses a special type of log file, called the recovery history file, as a repository
for tracking various database activities such as backup, restore, roll-forward, alter, rename,
quiesce tablespace, load, drop, reorganization of table, and update of table statistics. Entries
in this file can be seen by executing the LIST HISTORY command.

Recovery methods
IBM DB2 supports following database recovery methods.

Crash recovery: Database transactions (or units of work) can be interrupted unexpectedly. If
a failure occurs before all of the changes that are part of the unit of work are completed and
committed, the database is left in an inconsistent and unusable state. Crash recovery is the
process by which the database is returned to a consistent and usable state. This is done by
rolling back incomplete transactions and completing committed transactions that were still in
memory when the crash occurred. (Transaction records and corresponding commit records
stored in transaction log files are used to return the database to a consistent state.) The order
in which statements are rolled back is the reverse of the order in which they were originally
executed.

Version recovery: This type of recovery allows for the restoration of a previous version of a
database using a backup copy of the database that was created by the DB2 backup utility.
This method of recovery is normally used for restoring a non-recoverable database. You can
also use this method to restore a recoverable database if the DB2 restore utility is invoked
with the WITHOUT ROLLING FORWARD option specified. A version recovery reconstructs
an entire database using a backup copy created earlier.

Roll-forward recovery: Roll-forward recovery extends version recovery by using full database
backups in conjunction with archive and active log files. When a roll-forward recovery
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operation is performed, the database must first be restored from a backup copy, and then
transaction records stored in log files are applied to the restored database. This procedure
returns a database or a tablespace to the state it was in, at a particular point-in-time. The
roll-forward recovery requires archival logging to be enabled.

Non-recoverable databases

An IBM DB2 UDB database is considered to be non-recoverable if it is using circular logging.
For circular logging, only active logs required for crash recovery are retained. Version
recovery is the primary method used to restore a damaged database. Roll-forward recovery is
not possible, and such a database can be restored only to the state it was in at the time the
backup image being used for recovery was created.

Recoverable databases

An IBM DB2 UDB database is considered to be recoverable if it has archive logging enabled
and the logarchmeth1 and logarchmeth2 configuration parameters are set to a value other
than the value OFF. The active logs as well as archive logs are available for recovery. Active
logs are used for crash recovery, and archive logs make roll-forward recovery possible. If a
database is recoverable, tablespace level backup and recovery are possible as well.

Temporarily suspending database 1/O

To obtain a consistent backup for an online recoverable database using the N series
product’s Snapshot copy, all write operations must be suspended before invoking the
Snapshot command. IBM DB2 UDB 7.1 (FixPak 2) and later provides support for temporarily
suspending writes made by a DB2 UDB database. This support is provided by using the SET
WRITE SUSPEND and SET WRITE RESUME commands. When the SET WRITE
SUSPEND command is executed, all writes to a database and its corresponding transaction
log files are suspended. Read-only transactions can continue executing; however, some
transactions may wait if they require disk 1/O (for example, flushing dirty pages from the buffer
pool or flushing records from the log buffer). These transactions proceed normally after the
write operations on the database are resumed.

To suspend write activity for a DB2 UDB database, you execute the following command on
the database server:

db2 set write suspend for database

To resume write activity for a DB2 UDB database for which I/O was suspended, you execute
the following command on the database server:

db2 set write resume for database

The db2inidb utility

The db2inidb utility was introduced in DB2 UDB EE FixPak 2 for version 7.1. Its purpose is to
initialize a split mirror database. The syntax for the db2inidb command is as follows:

db2inidb <database alias> as <snapshot|standby|mirror> relocate using
<config_file>

Note: Never run db2inidb on the primary database. You can run it only on the Snapshot
database image.
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The db2rfpen utility

The db2rfpen utility places a database that was restored from an offline backup into
roll-forward pending state. After a database is restored from a backup image, it must be
placed in the roll-forward pending sate before a roll-forward recovery operation can be
performed. The syntax for this command is as follows:

db2rfpen on <database alias>

For example, to put a database named myproddb in roll-forward pending state, you would
execute the following command on the database server:

db2rfpen on sample

11.3.4 Backing up a DB2 UDB database using Snapshot technology

A conventional database backup to tape generates a significant load on both the database
server and the storage system and takes several hours to complete. The system availability
and performance are decreased while the backup is being performed.

On the other hand, a Snapshot-based backup copy can be created in a few seconds, and it
has virtually no impact on the database server or the IBM System Storage N series. This low
impact on the system enables DBAs to take Snapshot-based backups much more frequently,
for example, every hour. The actual backup time is in seconds; therefore, frequent backups
are possible.

Depending upon the retention policy used, there will always be a certain number of Snapshot
copies available that can be used to restore the database. A higher frequency of backups
provide a more flexible restore strategy and a shorter database restore time. The shorter the
time frame between backups, the smaller the number of transaction logs that need to be
applied during a roll-forward recovery operation.

An online as well as an offline backup of an IBM DB2 UDB database can be created by using
a Snapshot copy. If the database remains online, it must be placed in write-suspend mode
before the Snapshot copies of the FlexVol volumes are created. For offline backup, all
application connections to the database need to be terminated and the database should be
inactive. Write-suspend mode is not applicable for offline backup.

The steps required to create an offline and an online database backup for both recoverable
and non-recoverable DB2 UDB databases are described in the following sections.

11.3.5 Accessing N series from the database server

You can use the rsh command to access the storage server. To do this, you need to grant
access to the user ID of the database server which is going to send commands to the storage
server. The rsh is only used within the scripts that automate the backup and restore
procedure.

We need to first grant access to the db2inst1 user ID of the database server from which we
are going to issue commands remotely to the storage server.

To grant access to the db2inst1, we need to update the /etc/hosts file of the IBM System
Storage N series. This ensures that we add a line that gives permission to another server and
user ID to access the storage server remotely via rsh. In order to update the /etc/hosts file we
need to export the file to the database server and edit it in order to add the user ID and host
name of the server who is going to access it.
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You can do this via the GUI interface of N series as follows:

1. Open an Internet browser, and go to the following IP address of the storage server:
http://192.168.3.251/na_admin/

2. Click FilerView. The following panel appears:

92.168.3.251 - itsotuc: File - Mozilla Firefox: IBM Edition

.IB‘M Syslem Storage™ N series

FilerView® Ahg
B itsotuc2 () System Status @
s Filer = (7 Filer — Show Status
» VYolumes ' (7)
+ Aggregates - (7) Filer itsotuc? itso fucson
* Storage (7) Model MAT00
* DFM (%) System ID 0084187691
= SnapMirror (7) Version T AH2
« CIFS (2 Volumes 2 Volumes
* NFS'?'_ Aggregates 1 Aggregates
s HTTP (7 ;
o LUNs - 7) glicks (15 sggrg,lsokfsaned)
* MultiStore (7) /b ivolidbZdata is full (using or reserving 100% of space and 0% of inodes, using
» Network (7) Status 100% of reserve). fvol/db2logs is full (using or reserving 100% of space and 0% of
 Security (7) inodes, using 100% of reserve).
» Secure Admin (7
« NDMP (7)
s SNMP (7)
» Real Time Status (7)
* Wizards (7)
| Done

Figure 11-3 System Status panel

3. Click Security.
4. Next click Manage Rsh Access. Figure 11-4 on page 203 appears:
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http://192.168.3.251/na_admin/

192.168.3.251 - itsotucZ: Filer¥iew - Mozilla Firefox: IBM Edition

iBM Syslem Storage

™

N series
FilerView® I Ahg
B tsotucz 7 (3 =Manage Rsh Access @
« Eiler (=5 Security &+ Manage Rsh Access

Volumes (7

Aggregates (7

Storage (7
DFM (%)
SnapMirror (7
CIFS (7

NES (7 Host fIP Uszer (on host) Comment

HTTP ol #huto-generated by setup Thu Jan 1 17:33:49 MET 1370
- 192.168.3.242 root

7 . e S root
LUNs (7 13z 168.3.182

MultiStore (71
Metwork (7!
Security (7)

Configure

Change Password
Manage Rsh Access
Secure Admin (7) Reset| apply | Insert| wosit
NDMP (7)

SNMP (%)

Real Time Status (7)

Wizarde (7) =l
| Applet Fvapplet started

Figure 11-4 Remote Access Administration

5. At this point you want to add one more line to the list above, which will contain the user id
db2inst1 and the host 192.168.3.239, which is the host name of the database server.

6. Click Insert. Figure 11-5 appears.

reate a Mew fetc/hosts.equiv Line

Host name ar IP: ||

User (on remote hosty, | root

Caomrment:

ﬁl Cancel | Re\tenl

|Java Applet Window

Figure 11-5 hosts.equiv editing

7. Type the following into the fields, as seen in Figure 11-6 on page 204:
Host IP : 192.168.3.239
User : db2inst1

8. Press Ok.

Chapter 11. DB2 Continuous Availability with IBM System Storage N series 203



reate a New fetc/hosts.equiv Line

Host narme ar IP:

192.168.3.238

User (on remote hosty: | db2instt]
Comment:
(0]78 | Cancel | Revert |
|Java Applet Window

Figure 11-6 modifying hosts.equiv

9. After pressing the OK button you should be able to see your additional user ID
authentication for Rsh access to the storage server (Figure 11-7).

N

=

iBM System Sturagh ™ N series

FilerView®
Manage Rsh Access @

Security — Manage Rsh Access

T [sean ]

| v

& itsotuc2 [ (%)
e Filer (= (3)

* Yolumes (7,

Aggregates | (7)

* Storage (7)

* DFM (%)

* SnapMirror (7)

* CIFS (7)

« NFS (7) Host fIP User {(on host) Comment
o d by setup Thu Jan 1 17:33:4% MST 1970

* HTTP (7
i dbZinstl

o LUNs = (7 132 168.3.242 root

« MultiStore (7) 192.168.3. 182 root

» Hetwork (7

* Security (7)

Configure

Change Password
Manage Rsh Access

Secure Admin (7 Resetl Applyl Insenl Modifyl Deletel

= NDMP (©

* SNMP (7) L
* Real Time Status 7

& Wiizarde (7 LI

| Applet Fvapplet started

Figure 11-7 Results of modification

You can also give rsh access to a user using the command line and issuing the following
commands:

On the N series, export the /etc directory:
export /vol/vol0/etc
assign 192.168.3.239 root access

mount
192.168.3.251:/vol/vol0/etc on /itsotuc2 type nfs (rw,addr=192.168.3.251)
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exportfs
/vol/vol0/etc  -sec=sys,rw,root=192.168.3.239

Now that you have access via rsh, you can issue commands to your storage server from your
database server. This is very useful when you automate the commands in the following
sections via scripts.

Creating an offline database backup image with a Snapshot copy

A database is considered offline when all connections to it are terminated, and the database

is no longer active. To take an offline backup of a DB2 UDB database, complete the following

steps:

1. Terminate all the connections to the database by executing the following commands on
the database server:

db2 force applications all

2. Create a database backup by creating a Snapshot copy for each IBM System Storage N
series volume that is used by the database. A Snapshot copy of a FlexVol volume can be
created by executing the following command on the N series product:

snap create <volume name> <snapshot name>
In our case we will take a snapshot of the data volume and the log volume. Note that we
recommend that you take a snapshot of both the log and the data volumes. See

Example 11-1. Although in an offiline snapshot you cannot roll-forward, it is a good practice to
keep the logs for a possible use of a log forward in case of accidental deletion of current logs:

Example 11-1 Snap create

snap create db2data db2data_snp.l

snap create db2logs db2logs snp.1

It is important to note that you can also create a Snapshot copy for a FlexVol volume by
executing an rsh command from the database server.

With these two easy steps, you are finished with database backup. Now you can start using
the database.

Automating the creation of the snapshot

To automate the creation of a cold snapshot, use the script in Example 11-2, which allows you
to run snapshots often and to name them appropriately based on the time stamp.

Example 11-2 Snapshot script

# User-Defined Constants
FILERI="itsotuc2’

FILER1_VOLUME1l='db2data'
FILER1_VOLUME2="'db2Togs'

# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Create The Date And Time String That Will Be Used To Name The Snapshots
SNAPTIME="date '+%m%d_%H%M%S'"
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# Take A Snapshot Of Each Filer Volume Used
echo "Taking Snapshots ...\n"
rsh ${FILER1} -1 db2instl snap create ${FILER1 VOLUME1} ${SNAPTIME} 2>&1 >

/dev/null
if [ $72 =0]
then
echo "A Snapshot for volume '${FILER1 VOLUME1}' has been created"
i
rsh ${FILER1} -1 db2instl snap create ${FILER1 VOLUME2} ${SNAPTIME} 2>&1 >
/dev/null
if [ $§2=0]
then

echo "A Snapshot for volume '${FILER1 VOLUME2}' has been created"
i

# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots now exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap 1ist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap list ${FILER1 VOLUME2}

echo

# Restart The DB2 Database Manager
echo "\nRestarting the DB2 Database Manager"
db2start

# Display A Message Saying The Operation Has Completed
echo "\nDone!\n"

Creating an online database backup image with a Snapshot copy

A database is considered active when one or more connections are established to it. To take
an online backup of a DB2 UDB database, complete the following steps:

Temporarily suspend all write activity for the database by executing the commands in
Example 11-3 on the database server:

Example 11-3 db2 commands

db2 connect to sample user db2instl using db2instl

db2 set write suspend for database

It is important to note that while a DB2 database is in write suspended state, only write
activities for the database are suspended; indeed, read operations still continue
uninterrupted. The write activities will hold on as though a commit is not yet issued. If the
autocommit option is set to OFF, then the application will continue its activity, but the write
transactions are not committed until the write 1/O is resumed.
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When using a SAN or IP-SAN (FCP or iSCSI) configuration, the host system has control of
the file system on the IBM System Storage N series. Because of this, file system integrity
needs to be ensured before a Snapshot copy is created. Such integrity is ensured by
executing the sync system command on the server. When executed, the sync command
flushes all previously unwritten system buffers, including modified super blocks, modified
inodes, and delayed block 1/O to the disk.

For example, to flush all previously unwritten system buffers to disk before taking a Snapshot
copy, open a telnet session to the database server, log-in as the root user, and execute the
command in Example 11-4.

Example 11-4 sync command

sync

Create a database backup by creating a Snapshot copy for each IBM System Storage N
series volume that holds the database’s data. A Snapshot copy of a FlexVol volume can be
created by executing the command in Example 11-5 on the IBM System Storage N series:

Example 11-5 snap create syntax

snap create <volume name> <snapshot name>

For example, to create a Snapshot copy for a FlexVol volume named db2data, execute the
command in Example 11-6 on the IBM System Storage N series:

Example 11-6 snap create

snap create db2data db2data_snp.1l

Now that one or more Snapshot copies are taken, resume writes to the database by
executing the command in Example 11-7on the database server:

Example 11-7 db2 set write resume syntax

db2 set write resume for database

In our case, we execute the command in Example 11-8.

Example 11-8 db2set for database sample

db2set write resume for sample

To automate this process, an example of a script, which can be used with the previously
mentioned commands, is shown in Example 11-9.

Example 11-9 Sample script

# User-Defined Constants
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DB_ALIAS='SAMPLE'
FILER1="itsotuc2’
FILER1_VOLUMEl='db2data'
FILER1_VOLUME2='db21ogs’

# Connect To The Appropriate DB2 Database

echo "\nConnecting to database ${DB_ALIAS} ... \c"
db2 "connect to ${DB_ALIAS}" 2>&1 > error.log
if [$2 1=0]
then
echo "\n ERROR - Unable to connect to ${DB_ALIAS}. Refer to the file
\c"
echo "'error.log' for more information.\n"
exit 1
else
rm error.log
echo "Done!\n"
fi

# Suspend A11 I/0 To The Database (SET WRITE SUSPEND)
echo "Suspending I/0 to database ${DB_ALIAS} (SET WRITE SUSPEND) ... \c"
db2 "set write suspend for database" 2>&l1 > error.log
if [$2 1=0]
then
echo "\n ERROR - Unable to suspend writing to ${DB_ALIAS}. Refer to \c"
echo "the file 'error.log' for more information.\n"
exit 1
else
rm error.log
echo "Done!\n"
fi

#Use the sync command to flash memory to disk for system integrity
sync

# Create The Date And Time String That Will Be Used To Name The Snapshots
SNAPTIME="date '+%m%d_ %H%M%S'"~

# Take A Snapshot Of Each Filer Volume Used
echo "Taking Snapshots ...\n"
rsh ${FILER1} -1 db2instl snap create ${FILER1_VOLUME1} ${SNAPTIME} 2>&1 >
/dev/null
if [$?2 =01
then
echo "A Snapshot for volume '${FILER1 VOLUME1}' has been created"
fi

rsh ${FILER1} -1 db2instl snap create ${FILER1 VOLUME2} ${SNAPTIME} 2>&1 >
/dev/null
if [ $§2 =01
then
echo "A Snapshot for volume '${FILER1 VOLUME2}' has been created"
i
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# Resume I/0 To The Database (SET WRITE RESUME)
echo "\nResuming I/0 to database ${DB_ALIAS} (SET WRITE RESUME) ...\c"
db2 "set write resume for database" 2>&1 > error.log
if [$2 1=0]
then
echo "\n ERROR - Unable to resume writing to ${DB_ALIAS}. Refer to \c"
echo "the file 'error.log' for more information.\n"
exit 1
else
rm error.log
echo "Done!\n"
fi

# Disconnect From The Appropriate DB2 Database

echo "Disconnecting from database ${DB_ALIAS} ... \c"
db2 "disconnect ${DB_ALIAS}" 2>&1 > /dev/null

echo "Done!\n"

# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots now exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap T1ist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap 1ist ${FILER1 VOLUME2}

# Display A Message Saying The Operation Has Completed
echo "\nDone!\n"

Restoring a DB2 UDB database using SnapRestore technology

As stated in an earlier section of this document, you can easily integrate the N series
product’s SnapRestore technology into your existing DB2 UDB database backup and
recovery strategy. Maintaining separate volumes on the IBM System Storage N series to hold
the database’s data and transaction log files provides more flexibility for the database restore
operation. We recommend creating a snapshot of the log volumes, even if your database is
not recoverable and you cannot roll-forward the logs. It is possible that these logs may be
used for a recovery process, and it is a good practice to keep them in snapshots.

The recovery process using IBM System Storage N series’ SnapRestore technology is similar
to that of recovery with a database Snapshot option; however, it is much faster because the
IBM System Storage N series has merely to change a pointer on the file system rather than
physically copying the files from the backup copy.

Restoring a non-recoverable database from an offline backup Snapshot

The IBM System Storage N series Data ONTAP SnapRestore feature allows database
recovery from Snapshot copies. You can restore a non-recoverable and a recoverable DB2
database by using Snapshot copies of the FlexVol volumes that were created when the
database was offline. This type of recovery is called version recovery. Complete the following
basic steps to perform the version recovery of a database:

1. Disconnect all the applications, and stop the database by executing the commands in
Example 11-10 on page 210.
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Example 11-10 Disconnecting applications

db2 force applications all

db2stop

2. Remove all DB2 interprocess communication (IPC) resources by executing the command
in Example 11-11 on the database server:

Example 11-11 Removing all DB2 IPC resources

~/sq11ib/bin/db2_kill

~/sql1lib/bin/ipclean db2instl

3. Unmount the IBM System Storage N series volumes that are used for the database and
mounted on the database server by executing the command in Example 11-12.

Example 11-12 un mount command syntax

umount <mount pointl, mountpoint2,..>

For example, to un mount IBM System Storage N series volumes mounted on mount
points named /mnt/db2datalun and /mnt/db2logslun, you execute the command in
Example 11-13 on the database server:

Example 11-13 un mount command

umount /mnt/db2datalun /mnt/dblogslun

4. Recover the database by restoring the volumes that are used for the database’s data and
transaction logs using the Snapshot copies that you created in section 7.1, “Managing
MSSQL with the N series product” on page 133. You can safely restore a database using
Snapshot copies by executing the command in Example 11-14 on the IBM System
Storage N series:

Example 11-14 Snap Restore syntax

snap restore —s <Snapshot name> <flexvol name>

For example, to restore a volume named dbdata from a Snapshot copy named
dbdata_snp.1, execute the command in Example 11-15 on the IBM System Storage N
series:

Example 11-15 Snap Restore command

snap restore -s db2data_snap.l db2data

5. On execution, the snap restore command reverts the FlexVol volume to the state it was in
when the Snapshot copy was created.

Skip this step if your system configuration uses NFS.
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6. After FlexVol volumes are restored, check the LUN mappings and status by executing the
commands in Example 11-16 on the IBM System Storage N series:

Example 11-16 LUN commands

Tun show

Tun show —m

The LUNSs should be online and have the same mapping as they had at the time the
Snapshot copy was taken.

7. Refresh the Fibre Channel driver on the database server. For example, to refresh it on the
AIX host, execute the command in Example 11-17.

Example 11-17 configuration manager execution

cfgmgr -1 fcsO

For any other operating system (OS) and drivers please refer to the OS reference manual.

8. After the restore process, you need to mount the FlexVol volumes (or LUNs in the case of
the FC/iISCSI) on the database server by executing the command in Example 11-18.

Example 11-18 mount syntax

mount <mount point name>

For example, to mount a FlexVol volume that has mount details specified in /etc/fstab of
the Linux database host to a mount point named /mnt/dbdata, execute the command in
Example 11-19.

Example 11-19 mount command

mount /mnt/db2data

After completing these steps, your database recovery is complete and you can connect to the
database and continue your work.

To automate the work above, you can use the example script shown in Example 11-20.

Example 11-20 Script example

# User-Defined Constants
FILER1="itsotuc2'

FILER1_VOLUME1l='db2data'
FILER1_VOLUME2="db2Togs'

# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME1}

echo
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rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME2}

# Ask The User To Provide A Snapshot Name

echo "\n\nWhat is the name of the Snapshot you would like to restore the
database from: \c"

read SNAPNAME

# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Remove all DB2 inter-process communication resources from memory :
echo "\nCleaning processes from memory"
/home/db2inst1/sq11ib/bin/db2_kill

/home/db2instl/sql1ib/bin/ipclean db2instl

echo

# Unmount The File Systems Used

echo "Unmount all file systems that exist on the filer volumes being
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers

#used \c"
#echo "by the database!"
#echo "Press the Enter key when ready to continue ... \c"

#read READY
unmount /mnt/db2datalun
unmount /mnt/db2logslun

# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUMEl} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME1}
2>&1 > error.log

if [ $2 1=0]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUMEl}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

# Restore The Filer Volume Using The Snapshot Specified
echo "\nRestoring volume ${FILER1 VOLUME2} using Snapshot ${SNAPNAME}"
rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME2}
2>&1 > error.log
if [§2 '=01]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUME2}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
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else
rm -f error.log 2>&1 > /dev/null
fi

#Refresh the device driver for the fiber channel. Skip this step if you use

NFS.

echo "Refresh the Fiber Channel device driver"
cfgmgr -1 fcsO

echo

# Remount The File Systems Used

echo "\nMount all file systems that exist on the filer volumes that were

restored."

#echo "NOTE: This operation must be performed by the root user on all
servers #used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

mount /mnt/db2datalun

mount /mnt/db2logsTun

echo

#Place the database in rollforward mode

echo "Start the database and resume write I/0"
db2start;

#db2 restart db sample write resume

echo

# Display A Message Saying The Operation Has Completed

echo "\nThe database has been restored. Run db2dart to verify the database

is usable.\n"

Restoring a non-recoverable database from an online backup Snapshot copy
Version recovery for a non-recoverable database can be performed using online Snapshot

copies of the database’s data and transaction logs volumes that were created when the

database was active. Complete the following steps to perform the database recovery:

1. Disconnect all the applications, and stop the database by executing the commands shown

in Example 11-210on the database server:

Example 11-21 Disconnecting applications

db2 force applications all

db2stop

2. Remove all DB2 inter-process communications (IPC) resources by executing the
command in Example 11-22 on page 214.
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Example 11-22 Remove DB2 IPC resources

~/sq11ib/bin/db2_kill

~/sqllib/bin/ipclean db2instl

3. On the database server, become the root user and execute the command in
Example 11-23 to unmount the IBM System Storage N series volumes mounted on the
database server:

Example 11-23 un mount syntax

umount <mount pointl, mountpoint2,..>

For example, to unmount the N Series product volumes mounted on mount points named
/mnt/db2data and /mnt/db2logs on an AIX host, execute the command in Example 11-24
on the database server:

Example 11-24 un mount command

umount /mnt/db2datalun /mnt/db2logslun

4. Recover the database by restoring the volumes that are used for the database using the
Snapshot copies that are created, as described in section 7.2, “SnapManager” on
page 133. A database volume can be restored by executing the command in
Example 11-25 on the IBM System Storage N series:

Example 11-25 snap restore syntax

snap restore —s <snapshot name> <flexvol name>

For example, to restore a volume named db2data from a Snapshot copy named
db2data_snp.1, execute the command in Example 11-26 on the IBM System Storage N
series.

Example 11-26 snap restore command

snap restore -s db2data_snap.l db2data

5. On execution, the snap restore command reverts the FlexVol volume to the state it was in
when the Snapshot copy was created.

Skip this step if your system configuration uses NFS.
6. After FlexVol volumes are restored, check the LUN mappings and status by executing the
commands in Example 11-27 on the IBM System Storage N series:

Example 11-27 LUN Mappings verification

Tun show

Tun show —-m
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The LUNSs should be online and have same mapping as they had at the time the Snapshot
copy was created.

7. Refresh the Fiber Channel driver on the database server. See Example 11-28.

Example 11-28 running configuration manager

cfgmgr -1 fcsO

For other Operating Systems and drivers, refer to the OS reference manual.

8. After the restore process, you need to mount the FlexVol volumes (or LUNs in case of the
FC/iSCSI) on the database server by executing the command in Example 11-29.

Example 11-29 mount syntax

mount <mount point name>

For example, to mount a FlexVol volume that has mount details specified in /etc/fstab of
the Linux database host to a mount point named /mnt/db2datalun, execute the command
in Example 11-30.

Example 11-30 mount command

mount /mnt/db2datalun

9. Now the restored database is ready, but the database Snapshot copies were created after
the database 1/0O was suspended by executing the set write suspend command. Therefore
the restored database is in write suspend mode. In order to access the database, you
need to resume writes to the database by executing the command in Example 11-31.

Example 11-31 Resuming the database syntax

db2start;

db2 restart db <database alias> write resume

For example, execute the command in Example 11-32 on the database server to resume
write operation for a database named sample:

Example 11-32 resume write operation

db2start;

db2 restart db sample write resume

After completing the steps described above, the database is restored and ready to use. Now
you can run some data verification scripts to check your data see Example 11-33.

Example 11-33 verification script

# User-Defined Constants
FILERI="itsotuc2'

FILER1 VOLUMEl='db2data'
FILER1 VOLUME2='db2Togs'
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# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap T1ist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME2}

# Ask The User To Provide A Snapshot Name

echo "\n\nWhat is the name of the Snapshot you would like to restore the
database from: \c"

read SNAPNAME

# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Remove all DB2 inter-process communication resources from memory :
echo "\nCleaning processes from memory"
/home/db2inst1/sql1ib/bin/db2 kill

/home/db2instl/sql1ib/bin/ipclean db2instl

echo

# Unmount The File Systems Used

echo "Unmount all file systems that exist on the filer volumes being
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers

#used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

unmount /mnt/db2datalun

unmount /mnt/db21ogslun

# Restore The Filer Volume Using The Snapshot Specified
echo "\nRestoring volume ${FILER1 VOLUMEl} using Snapshot ${SNAPNAME}"
rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME1}
2>&1 > error.log
if [ $2 1=0 ]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUMEl}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUME2} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME2}
2>%1 > error.log
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if [§2 =01
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUME2}. Refer to the

\c"
echo "file 'error.log' for more information.\n"
exit 1

else
rm -f error.log 2>&1 > /dev/null

fi

#Refresh the device driver for the fiber channel. Skip this step if you use
NFS.

echo "Refresh the Fiber Channel device driver"

cfgmgr -1 fcsO

echo

# Remount The File Systems Used

echo "\nMount all file systems that exist on the filer volumes that were
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers #used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

mount /mnt/db2datalun

mount /mnt/db2logsTun

echo

#Place the database in rollforward mode

echo "Start the database and resume write I/0"
db2start;

#db2 restart db sample write resume

echo

# Display A Message Saying The Operation Has Completed
echo "\nThe database has been restored. Run db2dart to verify the database
is usable.\n"

Restoring a non-recoverable database from an online backup Snapshot copy

Version recovery for a non-recoverable database can be performed using online Snapshot
copies of the database’s data and transaction logs volumes that were created when the
database was active. Complete the following steps to perform the database recovery:

1. Disconnect all the applications, and stop the database by executing the commands in
Example 11-34 on the database server:

Example 11-34 Disconnecting applications

db2 force applications all

db2stop
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2. Remove all DB2 inter-process communications (IPC) resources by executing the
command in Example 11-35.

Example 11-35 Remove IPC resources

~/sq11ib/bin/db2_kill

~/sq11lib/bin/ipclean db2instl

3. On the database server, become the root user, and execute the command in
Example 11-36 to unmount the IBM System Storage N series volumes mounted on the
database server:

Example 11-36 unmount syntax

umount <mount pointl, mountpoint2,..>

For example, to un mount IBM System Storage N series volumes mounted on mount
points named /mnt/db2datalun and /mnt/db2logslun on an AIX host, you would execute
the command in Example 11-37 on the database server:

Example 11-37 un mount command

umount /mnt/db2datalun /mnt/db21ogslun

4. Recover the database by restoring the volumes that are used for the database using the
Snapshot copies that are created, as described in section 7.2, “SnapManager” on
page 133. A database volume can be restored by executing the command in
Example 11-38 on the IBM System Storage N series:

Example 11-38 snap restore syntax

snap restore —s <snapshot name> <flexvol name>

For example, to restore a volume named db2data from a Snapshot copy named
db2data_snp.1, you would execute the command in Example 11-39 on the IBM System
Storage N series:

Example 11-39 snap restore command

snap restore -s db2data_snap.l db2data

5. On execution, the snap restore command reverts the FlexVol volume to the state it was in
when the Snapshot copy was created.

Skip this step if your system configuration uses NFS.

6. After FlexVol volumes are restored, check the LUN mappings and status by executing the
commands in Example 11-40 on page 219 on the IBM System Storage N series.
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Example 11-40 LUN commands

Tun show

Tun show -m

The LUNSs should be online and have same mapping as they had at the time the Snapshot
copy was created.

7. Refresh the Fiber Channel driver on the database server. See Example 11-41.

Example 11-41 Configuration manager

cfgmgr -1 fcsO

For other Operating Systems and drivers, refer to the OS reference manual.

8. After the restore process, you need to mount the FlexVol volumes (or LUNSs in case of the
FC/iSCSI) on the database server by executing the command in Example 11-42.

Example 11-42 mount syntax

mount <mount point name>

For example, to mount a FlexVol volume that has mount details specified in /etc/fstab of
the AlIX database host to a mount point named /mnt/db2datalun, you would execute the
command in Example 11-43.

Example 11-43 mount command

mount /mnt/db2datalun

9. Now the restored database is ready, but the database Snapshot copies were created after
the database 1/0O was suspended by executing the set write suspend command. Therefore
the restored database is in write suspend mode. In order to access the database, you
need to resume writes to the database by executing the command in Example 11-44.

Example 11-44 resuming writes syntax

db2start;

db2 restart db <database alias> write resume

For example, you would execute the command in Example 11-45 on the database server
to resume write operation for a database named sample:

Example 11-45 resume write command

db2start;

db2 restart db sample write resume
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In this case we can also use the command in Example 11-46. This command should
provide the same results as the “db2 restart db sample write resume.”

Example 11-46 db2inidb command

db2inidb sample as snapshot

After completing the steps described above, the database is restored and ready to use. Now
you can run some data verification scripts to check your data.

To automate the steps above, you could use the script in Example 11-47.

Example 11-47 Sample script

# User-Defined Constants
FILER1="itsotuc2'

FILER1_VOLUME1l='db2data'
FILER1_VOLUME2="db2Togs'

# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap list ${FILER1 VOLUME2}

# Ask The User To Provide A Snapshot Name

echo "\n\nWhat is the name of the Snapshot you would like to restore the
database from: \c"

read SNAPNAME

# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Remove all DB2 inter-process communication resources from memory :
echo "\nCleaning processes from memory"
/home/db2inst1/sq11ib/bin/db2_kill

/home/db2inst1l/sql1ib/bin/ipclean db2instl

echo

# Unmount The File Systems Used
echo "Unmount all file systems that exist on the filer volumes being

restored."

#echo "NOTE: This operation must be performed by the root user on all
servers

#used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY
unmount /mnt/db2datalun
unmount /mnt/db2logslun
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# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUMEl} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME1}
2>%1 > error.log

if [$2 1=0]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUMEl}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUME2} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME2}
2>%1 > error.log

if [$2 1=0]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUME2}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

#Refresh the device driver for the fiber channel. Skip this step if you use
NFS.

echo "Refresh the Fiber Channel device driver"

cfgmgr -1 fcsO

echo

# Remount The File Systems Used

echo "\nMount all file systems that exist on the filer volumes that were
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers #used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

mount /mnt/db2datalun

mount /mnt/db2logsTun

echo

#Place the database in rollforward mode

echo "Start the database and resume write I/0"
db2start;

db2 restart db sample write resume

echo

# Display A Message Saying The Operation Has Completed
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echo "\nThe database has been restored. Run db2dart to verify the database
is usable.\n"

Restoring a recoverable database from an offline backup Snapshot copy

If roll-forward recovery is needed for a recoverable database from an offline backup copy,
then the recovery steps vary slightly. You need to bring the database to roll-forward pending
state by explicitly using the db2rfpen utility after the database is restored. In order to perform
database recovery using SnapRestore, Snapshots copies for the volumes that hold the
database’s data and that are created as described in the section for offline Snapshot creation,
are required. Make sure that you restore only the database’s data volumes and not the
database s logs volumes. Complete the following steps to recover the database:

1. Disconnect all the applications, and stop the database by executing the commands in
Example 11-48.

Example 11-48 Disconnecting applications

db2 force applications all

db2stop

2. Remove all DB2 inter-process communication (IPC) resources by executing the
commands in Example 11-49 on the database server.

Example 11-49 Removing DB2 IPC resources

~/sq11ib/bin/db2_kill

~/sq11ib/bin/ipclean db2instl

3. Unmount the IBM System Storage N series’ volumes that hold the database’s data and
that are mounted on the database server by executing the command in Example 11-50.

Example 11-50 unmount syntax

umount <<mount Pointl> <mount point2> ..>

In our case we only unmount the data volume. See Example 11-51.

Example 11-51 unmount command

unmount /mnt/db2datalun

4. As the first step in the roll-forward recovery, restore the volumes that are used for the
database’s data from the Snapshot copies created as described in section 7.1, “Managing
MSSQL with the N series product” on page 133. A volume can be restored by executing
the command in Example 11-52 on page 223 on the IBM System Storage N series.
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Example 11-52 snap restore syntax

snap restore —s <snapshot name> <flexvol name>

For example, to restore a volume named dbdata from a Snapshot copy named
dbdata_snp.1, you would execute the command in Example 11-53 on the IBM System
Storage N series.

Example 11-53 snap restore

shap restore -s db2data_snap.1 db2data

On execution, the snap restore command reverts the FlexVol volume to the state it was in
when the Snapshot copy was created.

It is important to note that for roll-forward recovery, only volumes that hold the database’s
data are restored. Volumes that hold the database’s transaction and archive logs are not
restored.

Skip this step if your system configuration uses NFS.
5. After FlexVol volumes are restored, check the LUN mappings and status by executing the
commands in Example 11-54 on the IBM System Storage N series.

Example 11-54 Checking LUN mappings

Tun show

Tun show —-m

The LUNSs should be online and have the same mapping they had at the time the
Snapshot copy was created.

6. Refresh the Fiber channel driver on the database server. See Example 11-55.

Example 11-55 Configuration manager

cfgmgr -1 fcsO

7. After restoring the database’s data volumes, mount them on the database server by
executing the mount command. See Example 11-56.

Example 11-56 mount syntax

mount <mount point name>

For example, to mount a volume (or LUN device) that holds the database’s data to a mount
point named /mnt/db2datalun on the AlX host, you would execute the command in
Example 11-57.

Example 11-57 mount command

mount /mnt/db2datalun
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This command assumes that you specified mount details, including mount options for the
volume (or LUN) in the /etc/fstab file on the database server.

8. Now the database is restored to the state it was in at the time that backup Snapshots
copies were created, but recovery is not complete yet. To recover the database without
any data loss, you need to perform roll-forward recovery. The database at this state is not
in roll-forward pending state; therefore, you need to explicitly bring the database to
roll-forward pending state by executing the following command on the database server.

Example 11-58 Roll-forward syntax

db2rfpen on <database alias>

For example, to put a database named myproddb in roll-forward pending state, you would
execute the command in Example 11-59 on the database server.

Example 11-59 Roll-forward command

db2rfpen on sample

9. After the database is in roll-forward pending state, reapply the logs and perform
roll-forward recovery by executing the commands in Example 11-60 on the database
server.

Example 11-60 Roll-forward recovery

db2start
db2 “rollforward database sample to end of logs and complete”

db2 connect to sample

After completing these steps, the database is restored and ready to use. Now you can run
some verification scripts to check your data. The script in Example 11-61 automates this
process:

Example 11-61 Sample script

# User-Defined Constants
FILERI="itsotuc2'

FILER1 VOLUME1l='db2data'
FILER1 VOLUME2='db2Togs'

# List A1l Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILERL})\n"

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME2}

# Ask The User To Provide A Snapshot Name

echo "\n\nWhat is the name of the Snapshot you would like to restore the
database from: \c"

read SNAPNAME
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# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Remove all DB2 inter-process communication resources from memory :
echo "\nCleaning processes from memory"
/home/db2inst1/sq11ib/bin/db2_kill

/home/db2inst1/sql1ib/bin/ipclean db2instl

echo

# Unmount The File Systems Used

echo "Unmount all file systems that exist on the filer volumes being
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers

#used \c"
#echo "by the database!"
#echo "Press the Enter key when ready to continue ... \c"

#read READY
unmount /mnt/db2datalun

# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUMEl1} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME1}
2>%1 > error.log

if [$2 1=0]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUMEl}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

#Refresh the device driver for the fiber channel. Skip this step if you use
NFS.

echo "Refresh the Fiber Channel device driver"

cfgmgr -1 fcsO

echo

# Remount The File Systems Used

echo "\nMount all file systems that exist on the filer volumes that were
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers #used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

mount /mnt/db2datalun

echo
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#Place the database in rollforward mode

echo "Using the db2rfpen command to put the database in roll forward mode"
db2rfpen on sample

echo

#Rol1forward to the end of logs

echo "Rollforwarding to the end of Togs"

db2start;

db2 "rollforward database sample to end of logs and complete"

# Restart The DB2 Database Manager
echo "\nRestarting the DB2 Database Manager"
db2start

# Display A Message Saying The Operation Has Completed
echo "\nThe database has been restored. Run db2dart to verify the database
is usable.\n"

Restoring a recoverable database from an online backup Snapshot copy
Roll-forward recovery for a recoverable database is a two-step process. In the first step, the
database is restored from a full database backup, and in the second step, transaction logs
are reapplied. For roll-forward recovery, it is necessary that the database is running in archive
mode and that active as well as archived logs are available. A database is running in archive
mode when the LOGRETAIN parameter in the database configuration is set to RECOVERY,
or when the USEREXIT is set to a destination where a program will archive the logs or
LOGRETAIN and USEREXIT are set. To get the database configuration, issue the command
in Example 11-62.

Example 11-62 Getting database configuration

db2 connect to sample;

db2 get db cfg

Next, check that the LOGRETAIN or the USEREXIT parameters or both are set to a proper
value other than OFF.

In order to recover such a database using the SnapRestore feature, Snapshot copies for the
volumes that hold the database’s data and that are created as described in section 7.2,
“SnapManager” on page 133 are required. Complete the following steps to recover the
database:

1. Disconnect all the applications, and stop the database by executing the commands in
Example 11-63.

Example 11-63 Disconnecting applications

db2 force applications all

db2stop
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2. Remove all DB2 inter-process communication (IPC) resources by executing the
commands in Example 11-64 on the database server.

Example 11-64 Removing DB2 IPC resources

~/sq11ib/bin/db2_kill

~/sq11lib/bin/ipclean db2instl

3. Unmount the IBM System Storage N series’ volumes that hold database data by executing
the command in Example 11-65 on the database server. In our test system we were able
to mount and unmount our volumes from within the database user ID, and we did not have
to switch to root for the mounting and unmounting. Nevertheless, it may be the case in
some systems that you have to be root to be able to mount or unmount the storage system
volumes. In this case please change the script in Example 11-65 accordingly.

Example 11-65 unmount syntax

umount <<mount Pointl> <mount point2> .. >

For example, to un mount an IBM System Storage N series volume mounted on a mount
point named /mnt/db2datalun on the AlX host, execute the command in Example 11-66 on
the database server.

Example 11-66 unmount command

umount /mnt/db2datalun

4. As the first step in the roll-forward recovery, restore the volumes that are used for the
database data from the Snapshot copies that are created as described in section 7.2,
“SnapManager” on page 133. A volume can be restored by executing the command in
Example 11-67 on the IBM System Storage N series.

Example 11-67 snap restore syntax

snap restore —s <snapshot name> <flexvol name>

For example, to restore a volume named db2data from a Snapshot copy named
db2data_snp.1, you would execute the command in Example 11-68 on the IBM System
Storage N series.

Example 11-68 snap restore command

snap restore -s dbZ2data_snap.l db2data

On execution, the snap restore command reverts the FlexVol volume to the state it was in
when the Snapshot copy was created.

It is important to note that for roll-forward recovery, only volumes that hold the database’s
data are restored. Volumes that hold the database’s transaction and archive logs are not
restored.

Skip this step if your system configuration uses NFS.
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5. After FlexVol volumes are restored, check the LUN mappings and status by executing the
commands in Example 11-69 on the IBM System Storage N series.

Example 11-69 LUN status

Tun show

Tun show —m

The LUNSs should be on line and have the same mapping they had at the time that the
Snapshot copy was taken.

6. Refresh the Fiber Channel driver. See Example 11-70.

Example 11-70 Configuration manager

cfgmgr -1 fcsO

For other operating systems and drivers, please refer to the OS reference manual.

7. After restoring the database’s data volumes, you need to mount them on the database
server by executing the command in Example 11-71.

Example 11-71 mount syntax

mount <mount point name>

In our example, to mount a volume (or LUN device) that holds the database’s data to a
mount point named /mnt/db2datalun on the AIX host, you would execute the command in
Example 11-72. This command assumes that you specified mount details, including
mount options for the volume (or LUN) in the /etc/fstab file on the database server.

Example 11-72 mount command

mount /mnt/db2datalun

8. Now the database is restored to the state it was at the time the backup Snapshots copies
were created, but to recover the database without any data loss, you need to perform
roll-forward recovery by reapplying the archive and active logs. Before you perform
roll-forward recovery, you need to place the database in roll-forward pending state by
executing the command in Example 11-73 on the database server after you start the
database server.

Example 11-73 Roll-forward command syntax

db2start ;

db2inidb <database alias> as mirror

For example, to put our database named sample in roll-forward pending state, you would
execute the command in Example 11-74 on page 229 on the database server.
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Example 11-74 Roll-forward command

db2inidb sample as mirror

9. After the database is in roll-forward pending state, reapply the archive and active logs, and
perform roll-forward recovery by executing the command in Example 11-75 on the
database server.

Example 11-75 Roll-forward syntax

db2 “rollforward database <database alias> to end of Togs and complete”

In our example, to perform roll-forward recover for a database named sample, you would
execute the command in Example 11-76 on the database server.

Example 11-76 Roll-forward command

db2 “rollforward database sample to end of logs and complete”

After completing the steps described above, the database is restored and ready to use. Now
you can run some verification scripts to check your data. You can use the script in
Example 11-77, which automates these tasks.

Example 11-77 Script example

# User-Defined Constants
FILERI="itsotuc2'

FILER1 VOLUMEl='db2data'
FILER1 VOLUME2="db2Togs'

# List A11 Snapshots That Exist On The Database Filer Volumes Used

echo "\nThe following Snapshots exist on the filer volumes specified:\n"
echo "Filer 1 - (${FILER1})\n"

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME1}

echo

rsh ${FILER1} -1 db2instl snap Tist ${FILER1 VOLUME2}

# Ask The User To Provide A Snapshot Name

echo "\n\nWhat is the name of the Snapshot you would like to restore the
database from: \c"

read SNAPNAME

# Stop The DB2 Database Manager

echo "\nStopping the DB2 Database Manager"
db2stop force

echo

# Remove all DB2 inter-process communication resources from memory :
echo "\nCleaning processes from memory"
/home/db2inst1/sql1ib/bin/db2_kill

/home/db2inst1/sql1ib/bin/ipclean db2instl

echo
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# Unmount The File Systems Used

echo "Unmount all data file systems that exist on the filer volumes being
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers

#used \c"
#echo "by the database!"
#echo "Press the Enter key when ready to continue ... \c"

#read READY
unmount /mnt/db2datalun

# Restore The Filer Volume Using The Snapshot Specified

echo "\nRestoring volume ${FILER1 VOLUMEl} using Snapshot ${SNAPNAME}"

rsh ${FILER1} -1 db2instl snap restore -f -s ${SNAPNAME} ${FILER1 VOLUME1}
2>%1 > error.log

if [$2 1=0]
then
echo " ERROR - Unable to restore volume ${FILER1 VOLUMEl}. Refer to the
\c"
echo "file 'error.log' for more information.\n"
exit 1
else
rm -f error.log 2>&1 > /dev/null
fi

#Refresh the device driver for the fiber channel. Skip this step if you use
NFS.

echo "Refresh the Fiber Channel device driver"

cfgmgr -1 fcsO

echo

# Remount The File Systems Used

echo "\nMount all file systems that exist on the filer volumes that were
restored."

#echo "NOTE: This operation must be performed by the root user on all
servers #used \c"

#echo "by the database!"

#echo "Press the Enter key when ready to continue ... \c"

#read READY

mount /mnt/db2datalun

echo

#Place the database in rollforward mode

echo "Using the db2inidb command to put the database in roll forward mode"
db2start;

db2inidb sample as mirror

echo

#Rol1forward to the end of logs
echo "Rollforwarding to the end of Togs"
db2 "rollforward database sample to end of logs and complete"
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# Display A Message Saying The Operation Has Completed
echo "\nThe database has been restored. Run db2dart to verify the database
is usable.\n"

Failover support during server failure

A very important part of high availability, is the ability of a database system to be active in a
very fast time after a primary server failure. There are many ways in the database and
hardware technology to achieve this, and one way is disk replication. This scenario is
possible in a few variations, but the basic idea behind this is that the data can be replicated
very fast from one storage server to the other. The servers can be continuously synchronized
and replicated over time, so that when a failure on the primary server or storage server
occurs, the secondary server or storage takes over. This technique can be very fast and very
reliable, but also very expensive with traditional storage systems. N series has the advantage
of providing this technology at a lower cost.

The other advantage of this technology, in general, is that all data can be replicated to the
other storage server, in contrast with data replication or log replication, which only replicates
log-based transactions. This means that if the DBA is making changes to the DDL or to the
database parameters, these changes are not replicated automatically with data or log
replication. Storage replication, on the contrary, provides this automation because data is
replicated at the physical level and not at the database level.

11.4 Conclusion

The IBM System Storage N series offers DBAs a compelling advantage in terms of database
backup and recovery. By taking Snapshot copies frequently and keeping an appropriate
number of Snapshot copies online, the DBA can restore a database without incurring the
overhead normally associated with recovery from tape. Additionally, backup and recovery
performance is dramatically improved—the process of creating or restoring from a Snapshot
copy can be done in a fraction of the time needed when conventional methods are used.

Chapter 11. DB2 Continuous Availability with IBM System Storage N series 231



232 Using the IBM System Storage N Series with Databases



12

Cloning a DB2 UDB
database in the IBM System
Storage N series
environment

This chapter provides instructions for cloning a DB2 UDB database in the IBM
System Storage N series environment.
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12.1 Selecting a database server to access the cloned
database

You need to select a database server that will be used to access the cloned
database.

12.1.1 Selecting the production database server and database

Select the database server that accesses the production (parent) database. In
this case, you can use an existing DB2 instance or create a new one using the
same DB2 UDB V8 code as the production instance.

To a create new DB2 instance you need to complete the following steps:

1. Switch the authority to the user root and create a user named db2instc on the
database server by executing the following command:

useradd -c "DB2 clone db instance owner" -u 710 -g db2adm -G db2adm
db2instc -p db2instc

The new user will own the DB2 instance used to access the cloned database.

2. Next create a new DB2 instance using the same DB2 code as the production
database instance by executing the following command on the database
server:

[DB2InstallationPath]/instance/db2icrt -u [FencedUser]
[InstanceName]

where,

— DB2InstallationPath identifies the directory where the DB2 UDB V8 code
was installed.

— FencedUser identifies the ID of the user under which fenced user-defined
functions and fenced stored procedures will run.

— InstanceName identifies the name that is to be assigned to the new
instance

For example, if the DB2 UDB V8 were installed in /opt/IBM/db2/V8.1
directory, you would execute the following command on the database server
to create a DB2 instance named db2instc:

/opt/IBM/db2/V8.FP11/instance/db2icrt -u db2instc db2instc

3. Check the list of instances and DB2 UDB code used by executing the
following command on the database server:

/opt/IBM/db2/V8.FP11/instance/db2ilist -a
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The output from the above command should look similar to Example 12-1.

Example 12-1 db2list output

db2instl 32  /opt/IBM/db2/V8.1
db2instc 32  /opt/IBM/db2/V8.1

12.1.2 Select a database server with a different DB2 UDB version

Select a database server other than the production database server, which has a
version of DB2 UDB installed that is different from the production DB2 UDB
Version. In this case, you need to install the same DB2 UDB V8 code as the
production database on the database server, and create a database instance as
described in the previous section, “12.1.1, “Selecting the production database
server and database” on page 234”. The new instance name can be the same as
the production DB2 instance provided there is no other instance with the same
name on this server.

12.1.3 Select a non production server without DB2 UDB installed

Install a database server other than the production database server that does not
have DB2 UDB installed.

In this case, you need to install the same DB2 UDB V8 code as the production
database on the database server and create a database instance as described in
the 12.1.1, “Selecting the production database server and database” on

page 234 section. The new instance name can be the same as the production
DB2 instance.

12.2 Clone an offline database on the same storage
system

Use the steps in the following sections to clone a database that is offline.

12.2.1 Bring the source database offline

To bring the database offline, terminate all the application connections to the
database that are to be cloned by executing the following command on the
database server:

db2 force applications all
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For example, to terminate all application connections, you would execute the
following command on the database server:

db2 force applications all

12.2.2 Create Snapshot copies of the database FlexVol volumes
Next, create a Snapshot copy of each FlexVol volume that is used for the
production database by executing the following command on the storage system:

snap create [VolName] [SnapName]

where

» VolName identifies the name assigned to the FlexClone volume that is to be
created.

» SnapName identifies the name that is assigned to the Snapshot copy.
For example, to create a Snapshot copy named dbdata_snap01 for a FlexVol

volume named dbdata, you would execute the following command on the
storage system:

snap create dbdata dbdata_cl1_snp0l
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We recommend that you develop a naming convention, and assign a meaningful
name to the Snapshot copies that are created for cloning purpose.

12.2.3 Start the source database

After the Snapshot copies of the FlexVol volumes of the source database are
created, you can connect to the source database and start using it.

12.2.4 Clone the FlexVol volumes

1.

Next, create a clone of each FlexVol volume using the Snapshot copies
created in section 12.2.2, “Create Snapshot copies of the database FlexVol
volumes” on page 236. A clone volume can be created by executing the
following command on the storage system:

vol clone create [CloneVol] -s volume -b [ParentVol] <ParentSnap>
where

— CloneVol identifies the name of the FlexClone volume that is being
created.

— ParentVol identifies the name of the FlexVol volume that is source for the
clone volume.

— ParentSnap identifies the name of the parent FlexVol volume snapshot
that is used as source for the clone volume.

For example, to create a clone volume of a FlexVol volume named dblogs
using the Snapshot copy named dbdata_cl_snp.01, you would execute the
following command on the IBM System Storage N series:

vol clone create dbdata_cl1 -s volume -b dbdata dbdata_cl1_snp.01
Verify the clone you just created with the following command:
vol status dbdata_cl

The output is seen in Example 12-2 on page 238.

itsotuc2> vol status dbdata_cl
Volume State Status Options
dbdata_c1 online raid_dp, flex create_ucode=on,
convert_ucode=on
Clone, backed by volume 'dbdata', snapshot
‘dbdata_c1_snp.01'
Containing aggregate: 'aggrQ'
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Example 12-2 vol status example

The Snapshot copy that is used as the base for the clone volume cannot be
deleted as long as the clone volume exists.

Note: A Snapshot copy is not required to create a clone of a FlexVol
volume—if you do not explicitly create a Snapshot copy and specify it when
executing the vol clone command, a Snapshot copy will be implicitly created
and used for the clone volume. A Snapshot copy created implicitly will have a
system assigned name. We recommend explicitly creating a Snapshot and
assigning it a meaningful name before creating a clone FlexVol volume.

The Snapshot copy that is used as the base for the clone volume cannot be
deleted as long as the clone volume exists.

12.2.5 Create an export entry for the clone volume

To mount a clone volume to the database server, you need to create an export
entry for it in the /etc/exports file that resides on the IBM System Storage N
series. The export entry can be created by executing the following command on
the IBM System Storage N series:

exportfs -p rw=[HostName],root=[HostName] [PathName]

where,

» HostName identifies the name assigned to the database server.

» PathName identifies the name assigned to the flexible volume.

For example, to create an export entry for a clone volume named dbdata_cl and

allow root access from the database server named hostdst for it, you would
execute the following command on the storage system:

exportfs -p rw=hostdst,root=hostdst /vol/dbdata_cl

Repeat this step to create an export entry for each clone volume that is used for
the clone database.

You can verify your exports with FilerView. See Figure 12-2 on page 239.
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12.2.6 Mount the clone volumes

The clone database can be accessed from the same database server that is
used to access the source database or from a completely different server. The
scenarios described in this book were produced using a second database sever
to access the clone database.

In order to access the clone database, you need to mount the clone volumes to a
database server. First, you need to create a mount point for each clone volume,

and append a mount entry to the /etc/fstab file. The mount entry should specify

the mount options, and it should look similar to the following:

[StorageSystemName] : [FlexVolName] [MountPoint] nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
where,

» StorageSystemName identifies the name assigned to the storage system that
is used for the database storage.

» FlexVoIName identifies the name assigned to the clone volume.
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» MountPoint identifies the name assigned to the mount location that is used to
mount the flexible volume on the database server.

For example, for a clone volume named dbdata_cl that resides on a storage
system named srcstore, you would append the following entry to the /etc/fstab
file on the database sever:

srcstore:dbdata_c1 /mnt/dbdata_c1 nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
After appending the mount entry, you can mount the clone volume by executing
the following command on the database server:
mount [MountPoint]

where, MountPoint identifies the name assigned to the mount location that is
used to mount the flexible volume on the database server.

For example, to mount a clone volume that has mount entry specified in the
/etc/fstab file, you would execute the following command on the second
database server named hostdst:

mount /mnt/dbdata_cl
The database servers we used had a Linux operating system.

In order to operate DB2 successfully, the DB2 instance owner should have
ownership of the file systems on the clone volume that is mounted on the
database server. Ownership can be changed by executing the following
command on the database server:

chown -R [InstanceOwner]:[InstanceOwnerGroup] [FileSystem]

where,

» InstanceOwner identifies the name assigned to the user who owns the
database instance.

» InstanceOwnerGroup identifies the name assigned to the user's group that
owns the database instance.

» FileSystem identifies the name of the files system whose ownership is
changed.

For example, to change ownership of the file system mounted on the mount point
named /mnt/dbdata_cl, you would execute the following command on the second
database server:

chown -R db2instl:db2adm /mnt/dbdata_cl
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12.2.7 Configuring the cloned database

The clone volumes created in section 12.2.4, “Clone the FlexVol volumes” on
page 237 and mounted in section 12.2.6, “Mount the clone volumes” on
page 239 are going to be used as the storage containers for the cloned
database. You can skip the parts (1) and (2) of this step if the following two
conditions are true for you environment:

» The name of the DB2 instance used for the clone database is the same as the
production or source database instance name.

» The mount points that are used to mount the clone volumes have the same
name as the mount points that are used to mount volumes of the production
database.

1. By default when the database is created, the tablespaces containers for the
default tablespaces (SYSCATSPACE, TEMPSPACE1, and USERSPACET1)
reside in the following directory:

[DBDir]/[InstanceName]/NODEOOON

where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» InstanceName identifies the name assigned to the DB2 instance the
database belongs to.

For example, if the DB2 instance name is db2inst1 and the database was
created on the directory named /mnt/dbdata, the default tablespace containers
will reside in the following directory.

/mnt/dbdata/db2inst1/NODEOQ00O

For a database server, the DB2 instance name has to be unique. Therefore, you
have to create a DB2 instance with a new name if an existing DB2 instance
name is the same as the production DB2 instance name. In order to access the
clone database from a different instance name you need to change the default
tablespace container's path name by executing the following command on the
database server:

mv [DBDir]/[01dInstanceName]/NODEOOOn
[DBDir]/[NewInstanceName]/NODEOOON
where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

Chapter 12. Cloning a DB2 UDB database in the IBM System Storage N series environment 241



» OldinstanceName identifies the name assigned to the DB2 instance the
production database belongs to.

» NewlnstanceName identifies the name assigned to the DB2 instance the
clone database belongs to.

For example, to access the clone database from the instance named db2instc,
you would execute the following command on the database server to change the
path:

mv /mnt/dbdata_c1/db2instl /mnt/dbdata_c1/db2instc

2. Change the database name and tablespace container’s header information
using the db2inidb command. To do this, you need to create a configuration
file that identifies the source database information and specifies the new
clone database information. A sample configuration file for this scenario
should look similar to Example 12-3:

Example 12-3 Sample configuration file

DB_NAME=mydb,mydbc1
DB_PATH=/mnt/dbdata,/mnt/dbdata_ci
INSTANCE=db2instl,db2instc

NODENUM=0

LOG_DIR=/mnt/dblogs/NODEO00O, /mnt/dblogs_c1/NODEO0OO

CONT_PATH=/mnt/dbdata/*,/mnt/dbdata_c1/*

In this configuration file, the source database name is mydb, and it has its logs
on /mnt/dblogs and its data on /mnt/dbdata. The clone database is to be
renamed to mydbcl. It has its data on /mnt/dbdata_cl and logs on /mnt/dblogs_cl.
The source database instance name is db2inst1 and clone the database
instance name is db2instc.

Save the configuration file as /home/db2inst1/dbrelocate.cfg, and execute the
following command on the database server:
db2relocatedb -f /home/db2instl/dbrelocate.cfg

3. Start the database manager instance you created for the migration test
environment by executing the following command on the database server:

db2start
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If the production database was offline during the Snapshot copy process, the
clone database becomes available after executing db2start.

The production database was offline during the Snapshot creation process.
Therefore, you can connect to the clone database and start using it.

12.2.8 Catalog the source database if necessary

If the cloned database is accessed from the same DB2 instance as the
production database on the production database server, then on execution the
db2relocatedb command uncatalogs the source database. Therefore, you need
to catalog the source database by executing the following command on the
database server:

db2 "catalog database [DatabaseName] as [DatabaseAlias] on [FileSystem]"

where,

» DatabaseName identifies the name assigned to the database that is being
cataloged.

» DatabaseAlias identifies the alias name assigned to the database that is
being cataloged.

» FileSystem specifies the path on which the database being cataloged resides.
For example, to recatalog a source database named mydb that resides on file

system named /mnt/dbdata, you would execute the following command on the
database server:

db2 "catalog database mydb as mydb on /mnt/dbdata"

12.2.9 Verify the database

After performing the above steps, you need to check the entire clone database
for architectural correctness. You can do so by executing the following command
on the database server:

db2dart [DatabaseName] /db

where, DatabaseName identifies the name of the clone database used for the
test environment.

For example, to test the cloned database named mydbcl, you would execute the
following command on the database server:

db2dart mydbcl /db
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The db2dart utility inspects the entire database for architectural correctness and
generates a detailed report. The report is generated in the
<$HOME>/sqllib/db2dump/DARTO0000/ directory. The report has a summary at
the end of the report. You can read the summary and obtain the errors, if any.

12.3 Clone an online database on the same storage
system

After reading section 12.2, “Clone an offline database on the same storage
system” on page 235 you should have a fair understanding of cloning an offline
DB2 database. In this section, you learn how to clone an online DB2 database.

12.3.1 Bring the database into a consistent state—suspend writes

In this scenario, the source database is online. Therefore, to prevent partial page
writes while database cloning is in progress, the database write operations need
to be temporarily suspended by executing the following command on the
database server:

db2 set write suspend for database
The SET WRITE SUSPEND FOR DATABASE command causes the DB2
database manager to suspend all write operations to tablespace containers and
log files that are associated with the current database. Read-only transactions
continue uninterrupted, provided that they do not request a resource that is being
held by the suspended I/O process. The FlexVol volume clone process is

completed very quickly, so the database does not need to stay in write suspend
mode for more than a few seconds.

12.3.2 Create Snapshot copies of the database FlexVol volumes

Next, create a Snapshot copy of each FlexVol volume that is used for the
production database.

A Snapshot copy of a FlexVol volume can be created by executing the following
command on the storage system:

snap create [VolName] [SnapName]

where,

» VolName identifies the name assigned to the FlexClone volume that is to be
created.

» SnapName identifies the name that is assigned to the Snapshot copy.
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For example, to create a Snapshot copy named dbdata_snap.1 for a FlexVol
volume named dbdata, you would execute the following command on the
storage system:

snap create dbdata dbdata_cl1_snp.1

We recommend that you develop a naming convention, and assign a meaningful
name to the Snapshot copies that are created for cloning purpose.

12.3.3 Resume normal database operations—resume writes
After Snapshot copies are created, you need to resume write operations to the
database by executing the following command on the database server:

set write resume for database

12.3.4 Clone the FlexVol volumes

Next, create a clone of each FlexVol volume using the Snapshot copies created
in section 12.3.2, “Create Snapshot copies of the database FlexVol volumes” on
page 244. A clone volume can be created by executing the following command
on the storage system:

vol clone create [CloneVol] -s volume -b [ParentVol] <ParentSnap>

where,
» CloneVol identifies the name of the FlexClone volume that is being created.

» ParentVol identifies the name of the FlexVol volume that is source for the
clone volume.

» ParentSnap identifies the name of the parent FlexVol volume snapshot that is
used as a source for the clone volume.

For example, to create a clone volume of a FlexVol volume named dblogs using
the Snapshot copy named dbdata_cl_snp.01, you would execute the following
command on the IBM System Storage N series:

vol clone create dbdata_c1 -s volume -b dbdata dbdata_cl1_snp.01

The Snapshot copy that is used as the base for the clone volume cannot be
deleted as long as the clone volume exists.
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Note: A Snapshot copy is not required to create a clone of a FlexVol
volume—if you do not explicitly create a Snapshot copy and specify it when
executing the vol clone command, a Snapshot copy will be implicitly created
and used for the clone volume. A Snapshot copy created implicitly will have a
system assigned name. We recommend explicitly creating a Snapshot and
assigning it a meaningful name before creating a clone FlexVol volume.

12.3.5 Create NFS export entries for the cloned volumes

In order to mount a clone volume to the database server, you need to create an
export entry for it in the /etc/exports file that resides on the storage system. The
export entry can be created by executing the following command on the storage
system:

exportfs -p rw=[HostName],root=[HostName] [PathName]

where,

» HostName identifies the database server name that will use these clone
volumes as storage.

» PathName identifies the clone volume path.
For example, to create an export entry for a clone volume named dbdata_cl and

allow root access to it from a database server named dbhost1, you would
execute the following command on the storage system:

exportfs -p rw=dbhostl,root=dbhostl /vol/dbdata_cl

Repeat this step to create an export entry for each clone volume that is to be
used for the database in the test environment.

12.3.6 Mount the cloned volumes

To access the clone database, you need to mount the clone volume to a
database server. First, you create a mount point for each clone volume, and
append a mount entry to the /etc/fstab file. The mount entry should specify the
mount options, and it should look similar to Example 12-4:

Example 12-4 /etc/fstab

[StorageSystemName] : [F1exVolName] [MountPoint] nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
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where,

» StorageSystemName identifies the name assigned to the storage system that
is used for the database storage.

» FlexVoIName identifies the name assigned to the clone volume.
» MountPoint identifies the name assigned to the mount location that is used to
mount the flexible volume on the database server.

For example, for a clone volume named dbdata_cl that resides on a storage
system named srcstore, you would append the following entry to the /etc/fstab
file on the database sever:

srcstore:dbdata_c1 /mnt/dbdata_cl nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
After appending the mount entry, you can mount the clone volume by executing
the following command on the database server:
mount [MountPoint]

where, MountPoint identifies the name assigned to the mount location that is
used to mount the flexible volume on the database server.

For example, to mount a clone volume that has mount entry specified in the
/etc/fstab file, you would execute the following command on the second
database server, named hostdst:

mount /mnt/dbdata_cl
The database servers we used had Linux operating systems.

To operate DB2 successfully, the DB2 instance owner should have ownership of
the file systems on the clone volume that is mounted on the database server.
Ownership can be changed by executing the following command on the
database server:

chown -R [InstanceOwner]:[InstanceOwnerGroup] [FileSystem]

where,

» InstanceOwner identifies the name assigned to the user who owns the
database instance.

» InstanceOwnerGroup identifies the name assigned to the user's group that
owns the database instance.

» FileSystem identifies the name of the files system whose ownership is
changed.
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For example, to change ownership of the file system mounted on the mount point
named /mnt/dbdata_cl, you would execute the following command on the second
database server:

chown -R db2instl:db2adm /mnt/dbdata_cl

12.3.7 Configuring the cloned database

The clone volumes created in section 12.3.4, “Clone the FlexVol volumes” on
page 245 and mount in section 12.3.6, “Mount the cloned volumes” on page 246
of this section are going to be used as the storage containers for the cloned
database. You can skip the parts (1) and (2) of this step if the following two
conditions are true for you environment:

» The name of the DB2 instance used for the clone database is the same as the
production or source database instance name.

» The mount points that are used to mount the clone volumes have the same
name as the mount points that are used to mount volumes of the production
database.

1. By default when the database is created, the tablespaces containers for the
default tablespaces (SYSCATSPACE, TEMPSPACE1, and USERSPACE1)
reside in the following directory:

[DBDir]/[InstanceName]/NODEOOONn

where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» InstanceName identifies the name assigned to the DB2 instance the
database belongs to.

For example, if the DB2 instance name is db2inst1 and the database was
created on the directory named /mnt/dbdata, the default tablespace containers
will reside in the following directory.

/mnt/dbdata/db2inst1/NODEO0000

For a database server the DB2 instance name has to be unique. Therefore, you
have to create a DB2 instance with a new name if an existing DB2 instance
name is the same as the production DB2 instance name. In order to access the
clone database from a different instance name, you need to change the default
tablespace container's path name by executing the following command on the
database server:

mv [DBDir]/[01dInstanceName]/NODEOOOn
[DBDir]/[NewInstanceName]/NODEOOON
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where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» OldIinstanceName identifies the name assigned to the DB2 instance the
production database belongs to.

» NewlnstanceName identifies the name assigned to the DB2 instance the
clone database belongs to.

For example, to access the clone database from the instance named db2instc,
you would execute the following command on the database server to change the
path:

mv /mnt/dbdata_c1/db2instl /mnt/dbdata_c1/db2instc

2. Now you need to change the database name and tablespace container’s
header information using the db2inidb command. To do this, create a
configuration file that identifies the source database information and specifies
the new clone database information. A sample configuration file for this
scenario should look something to Example 12-5:

Example 12-5 configuration file

DB_NAME=mydb,mydbc1
DB_PATH=/mnt/dbdata,/mnt/dbdata_c]
INSTANCE=db2inst1,db2instc

NODENUM=0
LOG_DIR=/mnt/db1ogs/NODEO00OO,/mnt/dblogs_c1/NODE000OO
CONT_PATH=/mnt/dbdata/*,/mnt/dbdata_c1/*

In this configuration file, the source database name is mydb, and it has its logs
on /mnt/dblogs and data on /mnt/dbdata. The clone database is to be renamed to
mydbcl. It has its data on /mnt/dbdata_cl and logs on /mnt/dblogs_cl. The source
database instance name is db2inst1, and the clone database instance name is
db2instc.

Save the configuration file as /home/db2inst1/dbrelocate.cfg, and execute the
following command on the database server:
db2relocatedb -f /home/db2instl/dbrelocate.cfg

3. Start the database manager instance you created for the migration test
environment by executing the following command on the database server:

db2start
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If the production database was offline during the Snapshot copy process, the
clone database becomes available after executing db2start.

The production database was online during the Snapshot creation process, you
will need to use the db2inidb utility to initialize the clone database as a snapshot.
You can do this by executing the following command on the database server:

db2inidb database [DatabaseName] as snapshot

where, DatabaseName identifies the name of the clone database that is going to
be used for the test environment.

For example, to initialize a clone database named mydbcl, you would execute
the following command on the database server:

db2inidb mydbcl as snapshot

12.3.8 Verify the database

After performing the steps in the previous section, check the entire database for
architectural correctness, by executing the following command on the database
server:

db2dart [DatabaseName] /db

where, DatabaseName identifies the name of the clone database used for the
test environment.

12.4 Cloning an offline database to a remote storage
system

The FlexClone feature combined with SnapMirror (Figure 12-3 on page 251)
makes it possible to clone a DB2 database on a remote IBM System Storage N
series over the network or on another aggregate of the same IBM System
Storage N series. This section describes the steps necessary to clone a
database on the second storage system at a remote location.
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Figure 12-3 SnapMirror utilization

12.4.1 Configuring SnapMirror

To configure SnapMirror, complete the following steps on the SnapMirror source
and the SnapMirror destination IBM System Storage N series:

1.

Add licenses for SnapMirror and SnapMirror sync on the source and
destination IBM System Storage N series by executing the following
command:

license add [licenseCode]

where, licenseCode identifies the license key for the product or feature that is
provided to you by the IBM sales representative.

For example, to enable a SnapMirror license key, you would execute the
following command on the storage system:

License add 1234ABCDE

Verify the license through FilerView. See Figure 12-4 on page 252.
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Figure 12-4 License manager

2. Enable the SnapMirror feature by executing the following command on the
SnapMirror source and destination storage systems:

snapmirror on

or

options snapmirror.enable on

Verify options with the following command:

options snapmirror
The output will look similar Example 12-6.

Example 12-6 options snapmirror

itsotuc2> options snapmirror
snapmirror.access host=192.168.2.2
snapmirror.checkip.enable off
snapmirror.delayed acks.enable on
snapmirror.enable on
snapmirror.log.enable on
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3. On the SnapMirror source storage system, create a snapmirror.allow file that
resides in the /vol/volO/etc directory, and append an entry for the SnapMirror
destination storage system. The entries in the snapmirror.allow file should
look similar to the following:

[DestinationStorageSystemName]

where, DestinationStorageSystemName identifies the name assigned to the
SnapMirror destination storage system.

For example, to append an entry for the storage system named dststore, you
would add the following entry to the snapmirror.allow file on the SnapMirror
source storage system:

dststore

4. Create a configuration file named snapmirror.conf that resides in the
/volvolO/etc directory on the destination storage system. The configuration file
identifies the source storage system, source volume, destination volume, and
SnapMirror schedule. A snippet from a snapmirror.conf file looks similar to
Example 12-7.

Example 12-7 snapmirror.conf

#
# file name: snapmirror.conf

# Description: This file resides on a destination storage system and

# consists of SnapMirror configuration details. Entry format is as follows:

# src_filer:[vol | gtreepath] dest_filer:[vol | gtreepath] argument schedule

#
T

srcstore:dbdata dststore:dbdata - 0 * * 1-5
srcstore:dblogs dststore:dblogs - 0 * * 1-5

# srcstore:dblog1 dststore:dblog1 - sync -- synchronous SnapMirror

If the word sync is specified in the snapmirror.conf file instead of a definitive
schedule, that implies synchronous Snapmirror configuration for that particular
volume.
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12.4.2 Initializing SnapMirror

As noted earlier, the initialization process transfers data, including all Snapshot
copies, from the source volume to the destination volume for the first time;
thereafter, only changed blocks are transferred. To initialize the SnapMirror
relationship, you need to restrict the destination volume by executing the
following command on the destination storage system:

vol restrict [VolumeName]

where, VolumeName identifies the name assigned to the volume that is being
used as the SnapMirror destination.

For example, to restrict a SnapMirror destination volume named dbdata, you
would execute the following command on the destination storage system:

vol restrict dbdata

Verify the execution of the command with the following command:
vol status dbdata

Example 12-8 is the output from the command.

Example 12-8 vol status example

vol status dbdata
Volume State Status Options
dbdata restricted raid_dp, flex
Volume has clones: dbdata c]
Containing aggregate: 'aggr0'

After restricting the destination FlexVol volumes, you need to initialize the
SnapMirror relationship for each volume that is used for the database by
executing the following command on the destination storage system:
snapmirror initialize -S
[SourceStorageSystem] : [VolumeName] [DestinationStorageSystem] : [Volume
Name]

where,

» SourceStorageSystem identifies the name assigned to the SnapMirror source
storage system.

» VolumeName identifies the name assigned to the volume that is the
SnapMirror source/destination.

» DestinationStorageSystem identifies the name assigned to the SnapMirror
destination storage system.
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For example, to initialize the SnapMirror relationship that is specified in the
configuration file for the volume named dbdata, you would execute the following
command on the destination storage system:

snapmirror initialize -S srcstore:dbdata dststore:dbdata

You can accomplish the same thing through FilerView, as shown in Figure 12-5.
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Figure 12-5 SnapMirror creation

The SnapMirror initialize command creates a Snapshot copy of the source
volume and transfers data from the source to the destination volume. After
baseline data transfer is finished, the destination volume data is available in
read-only mode.

The progress of SnapMirror can be checked by executing the following
command on the storage system:

snapmirror status

The output from this command should look similar to Example 12-9 on page 256
or Figure 12-6 on page 256.
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Example 12-9 Snapmirror status

shapmirror status

snapmirror is on.

Source Destination  State Lag Status
srcstore:dbdata dststore:dbdata SnapMirrored 00:07:33 Idle

srcstore:dblogs dststore:dblogs Uninitialized - Transferring(116 MB done)
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Figure 12-6 SnapMirror Status

12.4.3 Create clones of the FlexVol volumes

Create clones of the FlexVol volumes on the remote storage system. In the
SnapMirror relationship, the destination volumes are read-only; therefore, to
create a clone database on a remote IBM System Storage N series, you need to
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create Snapshot copies of the FlexVol volumes on the SnapMirror source
storage system and update the SnapMirror relationship manually. The
SnapMirror update operation replicates data, including Snapshot copies, to the
SnapMirror destination storage system, and the replicated Snapshot copy can be
used to create the clone volume. Following are the detailed steps:

1. Bring the database offline by terminating all the application connections to the
database by executing the following command on the database server:

db2 force applications all

2. Create a Snapshot copy for each volume that is used for the database by
executing the following command on the SnapMirror source storage system:

snap create [VolumeName] [SnapName]

where,

» VolumeName identifies the name assigned to the FlexVol volume on the
SnapMirror storage system that is used for the database.

» SnapName identifies the name assigned to the Snapshot copy of the FlexVol
volume that is used as the source for the clone volume.

For example, to create a Snapshot copy named dbdata_cl_snap.1 of a volume
named dbdata, you would execute the following command on the SnapMirror
source storage system:

snap create dbdata dbdata_cl1_snap.1
You should name the Snapshot copy in a way that describes its intended use.

Naming the Snapshot copy appropriately helps to avoid unintended deletion of it
from the source storage system.

3. After Snapshot copies of the FlexVol volumes of the source database are
created, you can connect to the database and start using it.

4. Replicate the Snapshot copy created in step 2 to the SnapMirror destination
volume. To do this, you need to update the SnapMirror relationship manually
by executing the following command on the destination storage system:

snapmirror <-S [SourceStorageSystem]:[VolumeName]> update
[DestinationStorageSystem] : [VolumeName]
where,

» SourceStorageSystem identifies the name assigned to the SnapMirror source
storage system.

» DestinationStorageSystem identifies the name assigned to the SnapMirror
destination storage system.
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» VolumeName identifies the name assigned to the source/destination volume
in the SnapMirror relationship.

For example, to update SnapMirror for a volume named dbdata, you would
execute the following command on the SnapMirror destination storage system
named dststore:

snapmirror -S srcstore:dbdata update dststore:dbdata

When the update command is executed for asynchronous SnapMirror, an update
is immediately started from the source to the destination to update the
destination volume with the contents of the source volume, including Snapshot
copies.

For synchronous SnapMirror, the Snapshot copy created on the source volume
becomes visible on the destination volume immediately; therefore, manual
update is not required.

Important: Snapshot copies are also created automatically for SnapMirror
update purposes. We recommend that you not use these automatically
created Snapshot copies to create a clone volume.

After the SnapMirror update, each destination volume has a Snapshot copy that
was created on the source storage system and replicated to the destination. A
clone volume can be created from the Snapshot copy by executing the following
command on the destination storage system:

vol clone create [CloneVol] -s volume -b [ParentVol] <ParentSnap>

where,
» CloneVol identifies the name of the FlexClone volume that is being created.

» ParentVol identifies the name of the FlexVol volume that is the source for the
clone volume.

» ParentSnap identifies the name of the parent FlexVol volume Snapshot copy
that is used as the source for the clone volume.

For example, to create a clone volume named dbdata_cl from the Snapshot copy
named dbdata_cl_snp.1 of the volume named dbdata, you would execute the
following command on the destination storage system:

vol clone create dbdata_cl -s volume -b dbdata dbdata_cl_snp.1

Important: The Snapshot copy on the SnapMirror source storage system
should not be deleted; otherwise, the SnapMirror relationship will fail.
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12.4.4 Creating NFS export entries for the cloned volumes.

To mount a clone volume to the database server, you need to create an export
entry for it in the /etc/exports file that resides on the NetApp® FAS or the IBM
System Storage N series. The export entry can be created by executing the
following command on the IBM System Storage N series:

exportfs -p rw=[HostName],root=[HostName] [PathName]

where,

» HostName identifies the name assigned to the database server.

» PathName identifies the name assigned to the flexible volume.

For example, to create an export entry for a clone volume named dbdata_cl and

allow root access from the database server named hostdst for it, you would
execute the following command on the storage system:

exportfs -p rw=hostdst,root=hostdst /vol/dhdata_cl

Repeat this step to create an export entry for each clone volume that is used for
the clone database.

12.4.5 Mounting the clone volumes

To access the clone database, you need to mount it to a database server. First,
you create a mount point for each clone volume, and append a mount entry to
the /etc/fstab file. The mount entry should specify the mount options, and it
should look similar to the following:

[StorageSystemName] : [FlexVolName] [MountPoint] nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
where,

» StorageSystemName identifies the name assigned to the storage system that
is used for the database storage.

» FlexVolName identifies the name assigned to the clone volume.
» MountPoint identifies the name assigned to the mount location that is used to
mount the flexible volume on the database server.

For example, for a clone volume named dbdata_cl that resides on the storage
system named srcstore, you would append the following entry to the /etc/fstab
file on the database sever:

srcstore:dbdata_c1 /mnt/dbdata_c1 nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
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After appending the mount entry, you can mount the clone volume by executing
the following command on the database server:

mount [MountPoint]

where, MountPoint identifies the name assigned to the mount location that is
used to mount the flexible volume on the database server.

For example, to mount a clone volume that has mount entry specified in the
/etc/fstab file, you would execute the following command on the second
database server named hostdst:

mount /mnt/dbdata_cl
The database servers we used had Linux operating systems.

To operate DB2 successfully, the DB2 instance owner should have ownership of
the file systems on the clone volumes that are mounted on the database server.
Ownership can be changed by executing the following command on the
database server:

chown -R [InstanceOwner]:[InstanceOwnerGroup] [FileSystem]

where,

» InstanceOwner identifies the name assigned to the user who owns the
database instance.

» InstanceOwnerGroup identifies the name assigned to the user's group that
owns the database instance.

» FileSystem identifies the name of the file system whose ownership is to be
changed.

For example, to change ownership of the file system mounted on the mount point
named /mnt/dbdata_cl, you would execute the following command on the
database server named hostdst:

chown -R db2instl:db2adm /mnt/dbdata_cl

12.4.6 Configuring the cloned database

The clone volumes created in 12.4.3, “Create clones of the FlexVol volumes” on
page 256 and mount in the 12.4.5, “Mounting the clone volumes” on page 259 of
this section are going to be used as the storage containers for the cloned
database. You can skip parts (1) and (2) of this step if the following two
conditions are true for you environment:

» The name of the DB2 instance used for the clone database is the same as the
production or source database instance name.
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» The mount points that are used to mount the clone volumes have the same
name as the mount points that are used to mount volumes of the production
database.

1. By default when the database is created, the tablespace containers for the
default tablespaces (SYSCATSPACE, TEMPSPACE1, and USERSPACE1)
reside in the following directory:

[DBDir]/[InstanceName]/NODEOQO0ON

where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» InstanceName identifies the name assigned to the DB2 instance the
database belongs to.

For example, if the DB2 instance name is db2inst1 and the database was
created on the directory named /mnt/dbdata, the default tablespace containers
will reside in the following directory.

/mnt/dbdata/db2inst1/NODEO0000

For a database server the DB2 instance name has to be unique. Therefore, you
have to create a DB2 instance with a new name if an existing DB2 instance
name is the same as the production DB2 instance name. To access the clone
database from a different instance name, change the default tablespace
container's path name by executing the following command on the database
server:

mv [DBDir]/[01dInstanceName]/NODEOOOn
[DBDir]/[NewInstanceName]/NODEOOOn
where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» OldIinstanceName identifies the name assigned to the DB2 instance the
production database belongs to.

» NewlnstanceName identifies the name assigned to the DB2 instance the
clone database belongs to.

For example, to access the clone database from the instance named db2instc,
you would execute the following command on the database server to change the
path:

mv /mnt/dbdata_c1/db2instl /mnt/dbdata_cl1/db2instc
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2. Now you need to change the database name and tablespace container’s
header information using the db2inidb command. To do this, create a
configuration file that identifies the source database information and specifies
the new clone database information. A sample configuration file for this
scenario should look similar to Example 12-10.

Example 12-10 Configuration file

DB_NAME=mydb,mydbc1

DB_PATH=/mnt/dbdata, /mnt/dbdata_c]
INSTANCE=db2inst1,db2instc

NODENUM=0
LOG_DIR=/mnt/db10gs/NODE000O,/mnt/dblogs_c1/NODE00OO
CONT_PATH=/mnt/dbdata/*,/mnt/dbdata_c1/*

In this configuration file, the source database name is mydb, and it has its logs
on /mnt/dblogs and data on /mnt/dbdata. The clone database is to be renamed to
mydbcl. It has its data on /mnt/dbdata_cl and logs on /mnt/dblogs_cl. The source
database instance name is db2inst1, and the clone database instance name is
db2instc.

Save the configuration file as /home/db2inst1/dbrelocate.cfg and execute the
following command on the database server:
db2relocatedb -f /home/db2instl/dbrelocate.cfg

3. Start the database manager instance you created for the migration test
environment by executing the following command on the database server:

db2start

If the production database was offline while the Snapshot copies were created,
the clone database becomes available after executing db2start.

The production database was offline during the Snapshot creation process.
Therefore, you can connect to the clone database and start using it.

4. Catalog the source database.

If the cloned database is accessed from the same DB2 instance as the
production database on the production database server, then on execution the
db2relocatedb command uncatalogs the source database. Therefore, you need
to catalog the source database by executing the following command on the
database server:

db2 "catalog database [DatabaseName] as [DatabaseAlias] on
[FileSystem]"
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where,

» DatabaseName identifies the name assigned to the database that is being
cataloged.

» DatabaseAlias identifies the alias name assigned to the database that is
being cataloged.

» FileSystem specifies the path on which the database being cataloged resides.
For example, to recatalog a source database named mydb that resides on the

file system named /mnt/dbdata, you would execute the following command on
the database server:

db2 "catalog database mydb as mydb on /mnt/dbdata"

12.4.7 Cataloging the source database

If the cloned database is accessed from the same DB2 instance as the
production database on the production database server, then on execution the
db2relocatedb command uncatalogs the source database. Therefore, you need
to catalog the source database by executing the following command on the
database server:

db2 "catalog database [DatabaseName] as [DatabaseAlias] on [FileSystem]"

where,

» DatabaseName identifies the name assigned to the database that is being
cataloged.

» DatabaseAlias identifies the alias name assigned to the database that is
being cataloged.

» FileSystem specifies the path on which the database being cataloged resides.
For example, to recatalog a source database named mydb that resides on the

file system named /mnt/dbdata, you would execute the following command on
the database server:

db2 "catalog database mydb as mydb on /mnt/dbdata"

12.4.8 Verifying the cloned database

After performing the steps in the previous section, check the entire database for
architectural correctness by executing the following command on the database
server:

db2dart [DatabaseName] /db
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where, DatabaseName identifies the name of the clone database used for the
test environment.

For example, to test the database named mydbcl you would execute the
following command on the database server:

db2dart mydbcl /db

The db2dart utility inspects the entire database for architectural correctness and
generates a detailed report. The report is generated in the
<$HOME>/sqllib/db2dump/DARTO0000/ directory. The report has a summary at
the end of the report. You can read the summary and obtain the errors, if any.

12.5 Cloning an online database to a remote storage
system

In this section, you learn how to create a clone database on a remote storage
system when the source database is online. The step-by-step cloning process is
described in the following subsections.

12.5.1 Configuring and initialize SnapMirror

The steps necessary to configure and initialize a SnapMirror relationship are
described in section 12.4.1, “Configuring SnapMirror’ on page 251 and section
12.4.2, “Initializing SnapMirror” on page 254 respectively. After completing these
steps, you should have working SnapMirror relationships for the volumes that are
used for the database to be cloned.

12.5.2 Bring the source database into a consistent state—suspend
writes

The source database is online. Therefore, in order to prevent partial page writes
while database cloning is in progress, you must temporarily suspend the write
operations to the database by executing the following command on the database
server:

db2 set write suspend for database

The SET WRITE SUSPEND FOR DATABASE command causes the DB2
database manager to suspend all write operations to tablespace containers and
log files that are associated with the current database. Read-only transactions
continue uninterrupted, provided that they do not request a resource that is being
held by the suspended I/O process. The cloning process is completed very
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quickly, so the database does not need to stay in write suspend mode for more
than a few seconds.

12.5.3 Creating Snapshot copies of the FlexVol volumes

Create a Snapshot copy of each FlexVol volume that is used for the source
database by executing the following command on the source storage system:

snap create [VolName] [SnapName]

where,

» VolName identifies the name assigned to the FlexClone volume that is to be
created.

» SnapName identifies the name that is assigned to the Snapshot copy.
For example, to create a Snapshot copy named dbdata_cl_snapO1for a FlexVol

volume named dbdata, you would execute the following command on the
storage system:

snap create dbdata dbdata_cl_snp.1

We recommend that you develop a naming convention, and assign a meaningful
name to the Snapshot copies that are created for cloning purposes.

Important: The Snapshot copies are created on the SnapMirror source
storage system.

12.5.4 Resuming normal database operations—resume writes

After the Snapshot copies are created, you need to resume write operations to
the database by executing the following command on the database server:

db2 set write resume for database

12.5.5 Updating the SnapMirror destination
Now update the SnapMirror destination volumes manually by executing the
following command on the destination storage system:
snapmirror < -S [SourceStorageSystem] : [VolumeName]> update
[DestinationStorageSystem] : [VolumeName]
where,

» SourceStorageSystem identifies the name assigned to the SnapMirror source
storage system.
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» VolumeName identifies the name assigned to the volume that is being used
as the SnapMirror destination.

» DestinationStorageSystem identifies the name assigned to the SnapMirror
destination storage system.

For example, to update SnapMirror for a volume named dbdata, you would
execute the following command on the SnapMirror destination storage system
named dststore:

snapmirror -S srcstore:dbdata update dststore:dbdata

Update the SnapMirror relationship for each volume that is used for the
database.

When the update command is executed for an asynchronous SnapMirror, an
update is immediately started from the source to the destination to update the
destination volume with the contents of the source volume, including Snapshot
copies

For synchronous SnapMirror, the Snapshot copy created on the source volume
becomes available on the destination volume immediately; therefore, manual
update is not required.

Important: Snapshot copies are also created automatically for SnapMirror
update purposes. We recommend that you not use these automatically
created Snapshot copies to create a clone volume.

12.5.6 Creating clone volumes using Snapshot copies
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After the SnapMirror update, each destination volume has a Snapshot copy that
was created on the source storage system and replicated to the destination. A
clone volume can be created from the Snapshot copy by executing the following
command on the destination storage system:

vol clone create [CloneVol] -s volume -b [ParentVol] <ParentSnap>

where,
» CloneVol identifies the name of the FlexClone volume that is being created.

» ParentVol identifies the name of the FlexVol volume that is the source for the
clone volume.

» ParentSnap identifies the name of the parent FlexVol volume Snapshot copy
that is used as the source for the clone volume.
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For example, to create a clone volume named dbdata_cl from the Snapshot copy
named dbdata_cl_snp.1 of the volume named dbdata, you would execute the
following command on the destination storage system:

vol clone create dbdata_c1 -s volume -b dbdata dbdata_cl_snp.1

Important: The Snapshot copy on the SnapMirror source storage system
should not be deleted; otherwise, the SnapMirror relationship will fail.

12.5.7 Creating NFS export entries for the cloned volumes

To mount a clone volume to the database server, you need to create an export
entry for it in the /etc/exports file that resides on the NetApp FAS or IBM System
Storage N series. The export entry can be created by executing the following
command on the IBM System Storage N series:

exportfs -p rw=[HostName],root=[HostName] [PathName]

where,

» HostName identifies the name assigned to the database server.

» PathName identifies the name assigned to the flexible volume.

For example, to create an export entry for a clone volume named dbdata_cl and

allow root access from the database server named hostdst for it, you would
execute the following command on the storage system:

exportfs -p rw=hostdst,root=hostdst /vol/dbdata_cl

Repeat this step to create an export entry for each clone volume that is used for
the clone database.

12.5.8 Mounting the cloned volumes

To access the clone database, mount the clone volumes to a database server.
First, you create a mount point for each clone volume, and append a mount entry
to the /etc/fstab file. The mount entry should specify the mount options, and it
should look similar to the following:

[StorageSystemName]:[FlexVolName] [MountPoint] nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
where,

» StorageSystemName identifies the name assigned to the storage system that
is used for the database storage.

» FlexVoIName identifies the name assigned to the clone volume.
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» MountPoint identifies the name assigned to the mount location that is used to
mount the flexible volume on the database server.

For example, for a clone volume named dbdata_cl that resides on a storage
system named srcstore, you would append the following entry to the /etc/fstab
file on the database sever:

srcstore:dbdata_c1 /mnt/dbdata_c1 nfs
hard,rw,nointr,rsize=32768,wsize=32768,bg,vers=3,tcp 0 0
After appending the mount entry, you can mount the clone volume by executing
the following command on the database server:
mount [MountPoint]

where, MountPoint identifies the name assigned to the mount location that is
used to mount the flexible volume on the database server.

For example, to mount a clone volume that has a mount entry specified in the
/etc/fstab file, you would execute the following command on the second
database server named hostdst:

mount /mnt/dbdata_cl
The database servers we used had a Linux operating system.

To operate DB2 successfully, the DB2 instance owner should have ownership of
the file systems on the clone volume that is mounted on the database server.
Ownership can be changed by executing the following command on the
database server:

chown -R [InstanceOwner]:[InstanceOwnerGroup] [FileSystem]

where,

» InstanceOwner identifies the name assigned to the user who owns the
database instance.

» InstanceOwnerGroup identifies the name assigned to the user's group that
owns the database instance.

» FileSystem identifies the name of the files system whose ownership is
changed.

For example, to change ownership of the file system mounted on the mount point
named /mnt/dbdata_cl, you would execute the following command on the
database server named hostdst:

chown -R db2instl:db2adm /mnt/dbdata_cl
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12.5.9 Configuring the cloned database

The clone volumes created in section 12.5.6, “Creating clone volumes using
Snapshot copies” on page 266 and mount in section 12.5.8, “Mounting the
cloned volumes” on page 267 of this section are going to be used as the storage
containers for the cloned database. You can skip steps (1) and (2) of this
procedure if the following two conditions are true for your environment:

1. The name of the DB2 instance used for the clone database is the same as the
production or source database instance name.

2. The mount points that are used to mount the clone volumes have the same
name as the mount points that are used to mount volumes of the production
database.

1. By default when the database is created, the tablespaces containers for the
default tablespaces (SYSCATSPACE, TEMPSPACE1, and USERSPACET1)
reside in the following directory:

[DBDir]/[InstanceName]/NODEOOON

where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» InstanceName identifies the name assigned to the DB2 instance the
database belongs to.

For example, if the DB2 instance name is db2inst1 and the database was
created on the directory named /mnt/dbdata, the default tablespace containers
will reside in the following directory.

/mnt/dbdata/db2inst1/NODEOQ00O

For a database server the DB2 instance name has to be unique. Therefore, you
have to create a DB2 instance with a new name if an existing DB2 instance
name is the same as the production DB2 instance name. In order to access the
clone database from a different instance name, change the default tablespace
container's path name by executing following command on the database server:

mv [DBDir]/[01dInstanceName]/NODEOOOn
[DBDir]/[NewInstanceName]/NODEOOON
where,

» DBDir identifies the name assigned to the directory/device the database is
created on.

» OldinstanceName identifies the name assigned to the DB2 instance the
production database belongs to.
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» NewlnstanceName identifies the name assigned to the DB2 instance the
clone database belongs to.

For example, to access the clone database from the instance named db2instc,
you would execute the following command on the database server to change the
path:

mv /mnt/dbdata_c1/db2instl /mnt/dbdata_c1/db2instc

2. Change the database name and tablespace containers header information
using the db2inidb command. To do this, you need to create a configuration
file that identifies the source database information and specifies the new
clone database information. A sample configuration file for this scenario
should look similar to Example 12-11:

Example 12-11 Configuration file

DB_NAME=mydb,mydbc1
DB_PATH=/mnt/dbdata,/mnt/dbdata_cl
INSTANCE=db2instl,db2instc

NODENUM=0

LOG_DIR=/mnt/dblogs/NODEO00O, /mnt/dblogs_c1/NODE000O
CONT_PATH=/mnt/dbdata/*,/mnt/dbdata_c1/*

In this configuration file, the source database name is mydb and it has its logs on
/mnt/dblogs and data on /mnt/dbdata. The clone database is to be renamed to
mydbcl. It has its data on /mnt/dbdata_cl and logs on /mnt/dblogs_cl. The source
database instance name is db2inst1, and the clone database instance name is
db2instc.

Save the configuration file as /home/db2inst1/dbrelocate.cfg, and execute the
following command on the database server:
db2relocatedb -f /home/db2instl/dbrelocate.cfg

3. Start the database manager instance you created for the migration test
environment by executing the following command on the database server:

db2start

If the production database was offline during the Snapshot copy process, the
clone database becomes available after executing db2start.
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The production database was online when the Snapshot copies were created.
Therefore, you need to use the db2inidb utility to initialize the clone database as
a snapshot. You can do this by executing the following command on the
database server:

db2inidb database [DatabaseName] as snapshot

where, DatabaseName identifies the name of the clone database that is going to
be used for the test environment.

For example, to initialize a clone database named mydbcl, you would execute
the following commands on the database server:
db2inidb mydbcl as snapshot

12.5.10 Verifying the cloned database

After performing the steps in the previous section, check the entire database for
architectural correctness. You can do so by executing the following command on
the database server:

db2dart [DatabaseName] /db

where, DatabaseName identifies the name of the clone database used for the
test environment.

For example, to test the database named mydbcl you would execute the
following command on the database server:

db2dart mydbcl /db

The db2dart utility inspects the entire database for architectural correctness and
generates a detailed report. The report is generated in the
<$HOME>/sqllib/db2dump/DARTO0000/ directory. The report has a summary at
the end of the report. You can read the summary and obtain the errors, if any.
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13

DB2 and N series performance
considerations

This chapter discusses the performance considerations of DB2 and IBM System Storage N
series.
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13.1 General performance guidelines
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DB2 UDB Enterprise Server Edition, Version 8, can exist in environments ranging from simple
stand-alone systems to complex combinations of servers and clients running on a wide
variety of platforms. Regardless of which environment is used, one of the most important
aspects, from a user’s point-of-view, is how well (or how poorly) the database applications
work on a day-to-day basis perform. But just what is performance? How do you know if it is
bad, and if it is bad, what can be done to improve it? In its simplest terms, performance is the
way a computer system behaves while it is executing a given task. Performance is typically
measured in terms of system response time, throughput, and availability and each of these
metrics can be affected by several factors, including the type of hardware being used, the
system (and, in our case, the database) configuration used, the type of and number of users
working concurrently, and the workload performed by each user’s application. After you
decide a system is performing poorly, there are usually several things you can do to tune it.
However, because a wide variety of tuning options are available, tuning should always be
done in an organized, concise manner with a specific goal in mind. And to be successful, the
goal should be realistic, quantitative, and measurable; otherwise, performance tuning
becomes a hit-or-miss exercise. The following performance-tuning guidelines—that apply to
both DB2 and the IBM System Storage N series—should help you get started:

1. Check for known hardware and software problems.

Some performance problems can be corrected simply by applying service packs to your
software, by upgrading your hardware, or both. Why spend the time and effort monitoring
and tuning other parts of your system when a simple service may resolve the problem?
With that said, make sure you understand the problem before you upgrade hardware. If
you decide to add another network interface card (NIC) only to discover the system needs
more memory, you just made a costly mistake that did nothing to improve performance.

2. Consider the entire system.

Usually, you cannot tune one aspect of a system without affecting at least one other part
of that system. So before you make changes, consider how those changes will affect the
system as a whole.

3. Measure and reconfigure by levels.

Never tune more than one level of your system at a time—even if you are sure all the
changes you plan to make will be beneficial. You will have no way to evaluate how much
each change contributed to any performance improvements seen. On the other hand, if
you are wrong and performance goes down instead of up, you have no way of knowing
which change had the negative impact. In a database server environment, the following
list of levels within a system can be used as a guide:

— Hardware of both the database server and the IBM System Storage N series
— Operating system
— Communications software
— Database
— SAQL statements
— Applications
4. Change one thing at a time.

For the same reasons that you should tune only one system level at a time, you should
change only one thing at a time as you tune each system level.
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5. Put tracking and fallback procedures in place before you start.

Unfortunately, performance tuning is not an exact science and some changes you make
will result in a negative, rather than a positive, impact on performance. When such a
situation occurs, you can avoid spending time trying to get the system back to an earlier
state if you have a way to back out of every change made. Likewise, if you are forced to
back out of several changes, be prepared to reapply every change made, if necessary.

Tip: When using IBM System Storage N series to accommodate your DB2 storage, an
excellent way to back out of changes is to take a Snapshot copy of the FlexVol volume
that the database is stored on before each change is made, and then restore the
volume with SnapRestore if the change turns out to be detrimental to performance. You
can also make a FlexClone of the database volumes.

6. Do not tune just for the sake of tuning.

Tuning should be performed to resolve an identified problem. If you tune resources that
are not directly related to the primary cause of the problem you are trying to solve, there
will be little or no noticeable effect until the primary problem itself is resolved. And in some
cases, such actions can actually make subsequent tuning work more difficult.

7. Remember the law of diminishing returns.

Keep in mind that the greatest performance tuning gains usually come from your initial
efforts. Subsequent tuning usually results in progressively smaller gains and requires
progressively greater amounts of effort.

As you can see, tuning a system can be quite involved and volumes could be written (and
often have been) on tuning each system level. Because the subject is quite complex, no
single chapter can really teach you everything you need to know in order to tune a system for
optimum performance. With that in mind, this chapter aims to provide you with basic
information that you can use to tune the database level of a system when DB2 UDB is the
database being used on an IBM System Storage N series.

13.2 IBM System Storage N series and DB2 tuning

The IBM System Storage N series server is highly efficient at automatically managing the
data residing on it using the Write Anywhere File Layout (WAFL). The DB2 database adds
optimization and file-handling characteristics that can be adjusted to exploit the underlying file
system characteristics. By understanding the storage server's WAFL characteristics, more
intelligent DB2 container parameters can be selected.

WAFL writes a group of 4K blocks to a data disk at a time. This increment is called a chunk.
After a data disk has had the requisite number of blocks written to the chunk, WAFL goes to
the next data disk in the RAID group to write the next group of blocks (chunk) or fraction
thereof. The storage server will read data from the disks to the read-ahead buffer in thirty-two
4k block chunks. Additionally, the storage server read-ahead buffer size is up to 288k, so
many storage server disks can be used to maximize throughput. WAFL also looks to write to
the least-used disk in the RAID group. This causes a leveling of data among the disks in the
RAID group over time. The RAID4 implementation that WAFL uses provides for enhanced
availability and recoverability.

Armed with these basic facts, some reasonable numbers for tablespace prefetch sizes can be
estimated. Table 13-1 on page 276 calculates reasonable prefetch sizes for a container,
based on the DB2 tablespace page size and the number of data disks in the respective
FlexVol volume RAID group. Optimally, we want to prefetch across an entire RAID stripe at a
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time. With that in mind, the prefetch number should be equal to or a multiple of storage server
chunks multiplied by the number of data disks. While a configuration based on this table may
be valid when the database is first loaded, over time data fragmentation will occur. It is still a
good idea to monitor query performance and perform REORGs when necessary.

Note: Although the table contains entries for 27 data disks for a RAID group, there is a
diminishing return for performance if the number of data disks in a group is too large.
Conversely, too few data disks in a group does not fill the storage server read-ahead buffer
efficiently, and performance may be diminished. The default RAID group size is a good
starting number for calculating the number of disks. Your mileage may vary! Use this table
as a tool to help you calculate your initial configuration, not as a replacement for your
normal performance testing and monitoring.

Table 13-1 Recommended prefetch size based on number of disks in RAID group and DB2 page size

Number of disks | DB2 prefetch DB2 prefetch DB2 prefetch DB2 prefetch
in RAID group size with 4k size with 8k size with 16k size with 32k
pages pages pages pages

1 32 16 8 4

2 64 32 16 8

3 96 48 24 12

4 128 64 32 16

5 160 80 40 20

6 192 96 48 24

7 224 112 56 28

8 256 128 64 32

9 288 144 72 36

10 320 160 80 40

11 352 176 88 44

12 384 192 96 48

13 416 208 104 52

14 448 224 112 56

15 480 240 120 60

16 512 256 128 64

17 544 272 136 68

18 576 288 144 72

19 608 304 152 76

20 640 320 160 80

21 672 336 168 84

22 704 352 176 88

23 736 368 184 92
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Number of disks | DB2 prefetch DB2 prefetch DB2 prefetch DB2 prefetch

in RAID group size with 4k size with 8k size with 16k size with 32k
pages pages pages pages

24 768 384 192 96

25 800 400 200 100

26 832 416 208 104

27 864 432 216 108

For the DB2 extent size, we generally want one extent per storage server chunk. To maintain
one DB2 extent per storage server chunk, use Table 13-2 to calculate the number of pages
per extent.

Table 13-2 Recommended extent size based DB2 page size

DB2 page size Extent size (in pages)
4k 32

8k 16

16k 8

32k 4

13.3 db2_parallel_io

When reading data from, or writing data to tablespace containers, DB2 may use parallel I/O if
the number of containers in the database is greater than one. However, there are situations
when it is beneficial to have parallel I/0O enabled for single container table spaces. For
example, if the container is created on a RAID device that is composed of more than one
physical disk, performance may be improved if read and write calls are issued in parallel to all
disks. This parallel I/O capability should be augmented with multiple physical paths to N
series and further enhanced by the FlexVol and aggregate layout of N series.

To force DB2 UDB to use parallel I/O for a tablespace that only has one container, use the
DB2_PARALLEL_IO registry variable. This variable can be set to asterisk (*), meaning every
tablespace is to use parallel I/O. Alternately it can be set to a list of tablespace IDs that are
separated by commas. For example, this command turns parallel I/O on for all table spaces:

db2set DB2 PARALLEL I0=*
However, the following command only turns parallel I/O on for table spaces 1, 2, 4, and 8:
db2set DB2_PARALLEL_I0-1,2,4,8

The DB2_PARALLEL_IO registry variable also affects tablespaces with more than one
container defined. If this registry variable is not set, the amount of I/O parallelism used is
equal to the number of containers in the tablespace. However, if this registry variable is set,
the I/O parallelism used is equal to the result of (prefetch size / extent size). For example, if a
tablespace has two containers and the prefetch size is four times the extent size, and if the
DB2_PARALLEL_IO registry variable is not set, a prefetch request for this tablespace is
broken into two requests (each request will be for two extents). Provided that the prefetchers
are available to do work, two prefetchers can be working on these requests in parallel. In the
case where the DB2_PARALLEL _IO registry variable is set, a prefetch request for this
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tablespace is broken into four requests (one extent per request) with a possibility of four
prefetchers servicing the requests in parallel.

In this example, if each of the two containers had a single disk dedicated to it, setting the
DB2_PARALLEL_IO registry variable might result in contention on those disks since two
prefetchers are accessing each of the two disks at once. However, if each of the two
containers was striped across multiple disks (a RAID disk), setting the DB2_PARALLEL_IO
registry variable would potentially allow access to four different disks at the same time.

13.4 A word about db2empfa

Since SMS tablespaces are managed by the file system, rather than the DB2 Database
Manager, a size for each container used does not have to be specified. That is because the
system’s file system is responsible for allocating additional storage space as it is needed. In
the case of N series, this allocation is facilitated online by FlexVol. By default, SMS
tablespaces are expanded one single page at a time. However, in certain work loads (for
example, when doing a bulk insert) it might be desirable to have storage space allocated in
extents rather than pages.

To force DB2 UDB to expand SMS tablespaces one extent at a a time, rather than one page
at a time, use the DB2EMPFA utility. The db2empfa tool is located in the bin subdirectory of
the sqllib directory in which the DB2 UDB product is installed. Running it causes the
multipage_alloc database configuration parameter (which is a read-only configuration
parameter) to be set to YES.

13.5 Quick-start tips for general DB2 performance tuning
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When you start a new instance of DB2, consider the following suggestions for a basic
configuration:

» Use the Configuration Advisor in the Control Center to get advice about reasonable
beginning defaults for your system. The defaults shipped with DB2 should be tuned for
your unique hardware environment.

Gather information about the hardware at your site so you can answer the wizard
questions. You can apply the suggested configuration parameter settings immediately, or
let the wizard create a script based on your answers and run the script later.

This script also provides a list of the most commonly tuned parameters for later reference.

» Use other wizards in the Control Center and Client Configuration Assistant for
performance-related administration tasks. These tasks are usually those in which you can
achieve significant performance improvements by expending a little time and effort.

Other wizards can help you improve performance of individual tables and general data
access. These wizards include the Create Database, Create Table, Index, and Configure
Multisite Update wizards. The Health Center provides a set of monitoring and tuning tools.

» Use the Design Advisor tool from the Control Center or use the db2advis command to find

out what indexes, materialized query tables, multi-dimensional clustering tables, and
database partitions will improve query performance.

» Use the ACTIVATE DATABASE command to start databases. In a partitioned database,

this command activates the database on all partitions and avoids the startup time required
to initialize the database when the first application connects.
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Note: If you use the ACTIVATE DATABASE command, you must shut down the database
with the DEACTIVATE DATABASE command. The last application that disconnects from
the database does not shut it down.

» Consult the summary tables that list and briefly describe each configuration parameter
available for the database manager and each database.

These summary tables contain a column that indicates whether tuning the parameter
results in high, medium, low, or no performance, changes, either for better or for worse.
Use this table to find the parameters that you might tune for the largest performance
improvements.
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14

DB2 and AIX diagnostics and
performance monitoring

In Chapter 3, “Introduction to IBM DB2 Universal Database” on page 65, we described the
major components that make up a large database system that takes advantage of network
attached storage. At times, it may become necessary to analyze the performance of such a
database system in order to locate and resolve one or more problem areas that are having an

adverse affect.

Fortunately, there are numerous tools at our disposal for monitoring each individual
component of the system. In this chapter, we discuss some of these tools and show you how

they can be used.
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14.1 The DB2 Database System Monitor

A powerful tool provided with DB2 Universal Database, known as the Database System
Monitor, can acquire information about the current state of a database system or about the
state of a database system over a specified period of time. After collected, this information
can be used to do the following:

Monitor database activity.

Assist in problem determination.

Analyze database system performance.

Aid in configuring and tuning the database system.

vyvyyy

Although the Database System Monitor is often referred to as a single monitor, in reality it
consists of several individual monitors that have distinct but related purposes. One of these
individual monitors is known as the snapshot monitor (not to be confused with IBM System
Storage N series Snapshots). The rest are known as event monitors. Both types of monitors
can be controlled using graphical user interfaces provided with the Control Center,
administrative application programming interface (API) functions, or DB2 commands.

14.1.1 The snapshot monitor

282

The snapshot monitor is designed to provide information about the state of a DB2 UDB
instance, the data the instance controls, and to call attention to situations that appear to be
abnormal. This information is provided in the form of a series of snapshots, each of which
represents what the system looks like at a specific point-in-time.

The information collected by the snapshot monitor is maintained as a count value, a high
water mark, or a time stamp value that identifies the last time a specific activity was
performed. Snapshot monitor information can be collected for the following items:

» The DB2 Database Manager

» Databases (local, remote, or DCS)

» Applications (local, remote, or DCS)

» The Fast Communications Manager (for communications between partitions in a
partitioned environment)

» Buffer pools

» Tablespaces

» Tables

» Locks

» Dynamic SQL statements

Snapshot monitor switches

In some cases, obtaining data collected by the snapshot monitor requires additional
processing overhead. For example, in order to calculate the execution time of a SQL
statement, the DB2 Database Manager must make a call to the operating system to obtain
timestamps before and after the statement is executed.

Such system calls are generally expensive. Because of this, the snapshot monitor provides
you with a great deal of flexibility in choosing what information you want to collect when a
snapshot is taken. The type and amount of information returned (and the amount of overhead
required) in a snapshot is determined by the use of special snapshot monitor switches. These
switches specify what data is to be collected in a snapshot and are turned on or off as
needed.
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Table 14-1 shows the snapshot monitor switches available, along with a description of the
type of information that is collected when each one is set.

Table 14-1 Snapshot monitor switches.

Snapshot monitor DBM CFG parameter | Group Information

switch provided

SORT DFT_MON_SORT Sorts Number of heaps
used, overflows, sorts
performance

LOCK DFT_MON_LOCK Locks Number of locks held,
number of deadlocks

TABLE DFT_MON_TABLE Tables Measure activity (rows
read, rows written)

BUFFERPOOL DFT_MON_BUFPOOL | Buffer pools Number of reads and
writes, time taken

uow DFT_MON_UOW Unit of work Start times, end times,
completion status

STATEMENT DFT_MON_STMT SQL statements Start time, stop time,
statement
identification

As you can see from the information provided in Table 14-1, each snapshot monitor switch
available has a corresponding database manager configuration (DBM CFG) parameter value
in the DB2 Database Manager configuration file. By setting a snapshot monitor switch using a
DB2 Database Manager configuration parameter, snapshot monitor information can be
collected at the instance level as opposed to the application level. Snapshot monitor switches
are set at the application level using the UPDATE MONITOR SWITCHES command. Snapshot
monitor switches are set at the instance level using the UPDATE DBM CFG command.

Before setting an application level snapshot monitor switch (for example, by issuing the
UPDATE MONITOR SWITCHES command from the Command Line Processor), an instance or
database connection is required. After the instance or database connection is made and
snapshot monitor switches set, all data collected for the selected switches is made available
to the application/user until the connection is terminated. The data collected is specific to the
switch settings set by the application. Other applications will have their own set of switch
settings that they can turn on or off independently. In order to make snapshot information
available and consistent for all connections for a particular instance, the default instance level
monitor switches should be used by setting the appropriate DB2 database manager
configuration (DBM CFG) parameters.

Note: Typically, when you change the value of a DB2 database manager configuration
parameter, you need to restart the corresponding DB2 instance before those changes will
take effect. However, changes made to parameters that correspond to the snapshot
monitor switches are effective immediately and do not require a restart of the DB2
instance. Instead, all you need to do is terminate and re-establish any active connections
for the changes to take effect.
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Examining the current state of the snapshot monitor switches

Before setting any particular snapshot monitor switches, it is a good idea to examine the
current state of all the snapshot monitor switches available. The easiest way to examine the
current state of the snapshot monitor switches available is by executing the get monitor
switches command that is issued from the db2 prompt. There is also a DB2 API called
db2MonitorSwitches (), which can be issued from a client application. For more information
about that, see the DB2 UDB Information Center.

Example 14-1 illustrates the output from the get monitor switches command (the time
stamp values shown correspond to the date and time a particular snapshot monitor switch
was reset or turned on).

Example 14-1 The get monitor switches output

$ db2 get monitor switches
Monitor Recording Switches

Switch Tist for db partition number 0
Buffer Pool Activity Information (BUFFERPOOL) = OFF

Lock Information (LOCK) = OFF
Sorting Information (SORT) = OFF
SQL Statement Information (STATEMENT) = OFF
Table Activity Information (TABLE) = OFF
Take Timestamp Information (TIMESTAMP) = ON 06/19/2006 16:53:38.462888
Unit of Work Information (uow) = OFF

The easiest way to examine the current state of the DB2 instance level snapshot monitor
switches available is by executing the get dbm monitor switches command. Example 14-2
illustrates the output from this command. Again, the time stamp values shown correspond to
the date and time a particular snapshot monitor switch was reset or turned on.

Example 14-2 The get dbm monitor switches output

$ db2 get dbm monitor switches
DBM System Monitor Information Collected

Switch Tist for db partition number 0
Buffer Pool Activity Information (BUFFERPOOL) = OFF

Lock Information (LOCK) = OFF

Sorting Information (SORT) = OFF

SQL Statement Information (STATEMENT) = OFF

Table Activity Information (TABLE) = OFF

Take Timestamp Information (TIMESTAMP) = ON 06/19/2006 16:53:38.462888
Unit of Work Information (UOW) = OFF

$
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Capturing snapshot monitor information
After a snapshot monitor switch is turned on, the snapshot monitor collects appropriate
monitor data until the switch is turned off. To capture and view this data at a specific
point-in-time, take a snapshot. Snapshots can be taken by executing the get snapshot
command from the Command Line Processor (CLP). You can also embed the
db2GetSnapshot () API in a client application.

There are numerous options for the get snapshot command to control what snapshot
information you want to see. Table 14-2 shows some of the more useful commands to use in

an NAS or SAN environment.

Table 14-2 Some useful CLP get snapshot commands

Monitor level

CLP command

Information returned

Database

get snapshot for database on
db_name

Database level information and
counters for a database.
Information is returned only if
there is at least one application
connected to the database.

Database

get snapshot for all
databases

Database level information and
counters for each active
database on the partition.
Information is only returned if
there is at least one application
connected to the database.

Application

get snapshot for
applications on db_name

Application level information for
each application connected to
database db_name. This
includes cumulative counters,
status information, and most
recent SQL executed (if
statement switch is set).

Application

get snapshot for all
applications

Application level information for
each active application on the
partition. This includes
cumulative counters, status
information, and most recent
SQL executed (if statement
switch is set).

Table

get snapshot for tables on
db_name

Table activity information at the
database and application level
for each application connected
to database db_name. Table
activity information at the table
level for each table that was
accessed by an application
connected to the database.
Requires the table switch.

tablespace

get snapshot for tablespaces
on db_name

Information about tablespace
activity for database db_name.
Requires buffer pool switch.
Also includes information about
containers, quiescers, and
ranges.
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Monitor level CLP command Information returned

Buffer pool get snapshot for bufferpools | Buffer pool activity counters for
on db_name database db_name. Requires
buffer pool switch.

Buffer pool get snapshot for all Buffer pool activity counters for
bufferpools all active buffer pools on the
partition. Requires the buffer
pool switch.

Example 14-3 shows an example of a tablespace snapshot taken using the get snapshot for
tablespaces on db_name command. The full output is very long, so only the output for the first
tablespace, SYSCATSPACE, is displayed. From this output, you can see the respective
containers for this tablespace as well as the number of usable pages in the container. Further
down, you can see the number of disk read and write operations performed for this
tablespace.

If you encounter any problems between DB2 and N series, a good starting point is analysis of
the Direct reads and writes, Direct read and write requests, and Direct read and write elapsed
times fields in the output. These fields pertain to the direct reading from and writing to the IBM
System Storage N series. For example, if you encounter poor query performance during peak
hours, you may want to take several snapshots during peak hours and during off hours to
compare. If you notice that the ratio between direct reads to direct read requests during peak
hours is significantly different from off hours, that is an indication that further investigation
may be needed on the storage system.

Reminder: To use the get snapshot for tablespaces on db_name command, remember
to turn on the buffer pool switch.

Example 14-3 Sample output of the get snapshot for tablespaces on db_name command

$ db2 get snapshot for tablespaces on sample
Tablespace Snapshot

First database connect timestamp = 06/20/2006 16:57:14.813509
Last reset timestamp =
Snapshot timestamp = 06/20/2006 16:57:43.941947
Database name = SAMPLE
Database path = /mnt2/db2data/db2inst2/NODE0000/SQL
00001/
Input database alias = SAMPLE
Number of accessed tablespaces =5
TabTespace name = SYSCATSPACE
Tablespace ID =0
Tablespace Type = System managed space
Tablespace Content Type = Any data
Tablespace Page size (bytes) = 4096
Tablespace Extent size (pages) = 32
Automatic Prefetch size enabled = Yes
Buffer pool ID currently in use =1
Buffer pool ID next startup =1
Using automatic storage = No
File system caching = Yes
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Tablespace State

Detailed explanation:

Normal

Tablespace Prefetch size (pages)
Total number of pages

Number of usable pages

Number of used pages
Minimum Recovery Time

Number of quiescers

Number of containers

Container Name

00001/SQLT0000.0

<--

Container ID

Container Type

Total Pages in Container
Usable Pages in Container
Stripe Set

Container is accessible

Buffer pool data logical reads
Buffer pool data physical reads

Buffer pool temporary data logical reads
Buffer pool temporary data physical reads

Asynchronous pool data page reads
Buffer pool data writes
Asynchronous pool data page writes
Buffer pool index logical reads
Buffer pool index physical reads

Buffer pool temporary index logical reads

Buffer pool temporary index physical reads

Asynchronous pool index page reads
Buffer pool index writes

Asynchronous pool index page writes
Total buffer pool read time (millisec)

Total buffer pool write time (millisec)

Total elapsed asynchronous read time
Total elapsed asynchronous write time
Asynchronous data read requests
Asynchronous index read requests

No victim buffers available

Direct reads

Direct writes

Direct read requests

Direct write requests

Direct reads elapsed time (ms)

Direct write elapsed time (ms)

Number of files closed

Data pages copied to extended storage
Index pages copied to extended storage

Data pages copied from extended storage
Index pages copied from extended storage

. portion removed ...>

0x'00000000"

192

5802
5802
5802

1
/mnt2/db2data/db2inst2/NODE0000/SQL

0
Path
5802
5802
0
Yes

45
14
=0
0

N H N O O O 1
FNEIN

OOOOOOOO-&OSOOOOOO!—IOOO 1]
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Example 14-4 shows a snapshot output of the get snapshot for tables on db_name
command. This command returns information about table activity, such as number of rows
read and written, which is useful in determining which tables get read from or written to more
often. From the sample output in Example 14-4, you can see that the EMPLOYEE table had
730429 rows read.

Reminder: To use the get snapshot for tables on db_name command, remember to turn
on the table switch.

Example 14-4 Sample output of the get snapshot for tables on db_name command

$ db2 get snapshot for tables on sample

Table Snapshot

First database connect timestamp 06/20/2006 16:57:14.813509
Last reset timestamp =

Snapshot timestamp

06/20/2006 17:11:26.036703

Database name = SAMPLE
Database path = /mnt2/db2data/db2inst2/NODE0000/SQLO0001/
Input database alias = SAMPLE

Number of accessed tables 1

Table List
Table Schema = DB2INST1
Table Name = EMPLOYEE
Table Type = User
Data Object Pages = 184227
Rows Read = 730429
Rows Written =0
Overflows =0
Page Reorgs =0
$

Resetting snapshot monitor counters

As you can see from the examples provided, the output produced by a snapshot
contains—among other things—cumulative information about how often a particular activity
was performed within a particular time frame. Such cumulative information is collected and
stored in a wide variety of counters whose current values are retrieved each time a snapshot
is taken. So when does the counting start exactly? Counting begins as follows:

» When a snapshot monitor switch is turned on, or when the DB2 Database Manager is
restarted after one or more of its configuration parameters that correspond to a snapshot
monitor switch have been turned on.

» Each time the counters are manually reset.

To use the snapshot monitor effectively, it is usually desirable to obtain snapshot information
after a specific period of time elapses. To control the window of time that is monitored, the
appropriate counters are usually set to zero when monitoring is to begin, and then a snapshot
is taken after the desired period of time elapses. To reset all snapshot monitor counters to
zero for a particular database, execute the reset monitor for database db_name command.
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To reset all snapshot monitor switches for all databases within an instance to zero, use the
reset monitor all command.

Resetting snapshot monitor switches to zero effectively restarts all counting, and future
snapshots will contain new counter values.

14.1.2 Event monitors

Some database activities cannot be monitored easily with the snapshot monitor. For instance,
snapshots cannot effectively monitor when a deadlock cycle occurs. If the deadlock detector
“awakens” and discovers that a deadlock exists in the database locking system, it randomly
selects, rolls back, and terminates one of the transactions involved in the deadlock cycle.
Information about this series of events cannot be easily captured by the snapshot monitor
because it is difficult, if not impossible, to anticipate when a deadlock is going to occur.

The event monitor, on the other hand, could be used to capture such information. Unlike the
snapshot monitor, which is used to record the state of database activity at a specific
point-in-time, an event monitor records database activity as soon as a specific event or
transition occurs. And although event monitors return information that is very similar to the
information returned by the snapshot monitor, the event itself is what triggers data collection,
not the user or application.

Specifically, event monitors can capture and write system monitor data to a file or a named
pipe whenever any of the following events occur:

A transaction is terminated

A SQL statement is executed

A deadlock cycle is detected

A connection to a database is established

A connection to a database is terminated

A database is activated

A database is deactivated

A SQL statement’s subsection completes processing in a partitioned environment
The flush event monitor statement is executed

VVYyVYyVYVYVYVYYVYY

Unlike the snapshot monitor, which resides in the background and is controlled by the settings
of the snapshot monitor switches (at the application or instance level), event monitors are
created using Data Definition Language (DDL) statements. Because of this, event monitors
only gather information for the database in which they are defined. Thus, event monitors
cannot be used to collect information at the instance level.

When an event monitor is created, the event types that will be monitored must be included as
part of the event monitor’s definition. An event monitor can monitor any of the following types
of events:

» DATABASE: Records an event record when the database is deactivated.

» TABLES: Records an event record for each active table. An active table is a table that has
changed since the first connection to the database was established. Records when the
database is deactivated.

» DEADLOCKS: Records an event record for each deadlock event. Records when the
deadlock is detected.

» TABLESPACES: Records an event record for each active tablespace when the database
is deactivated.

» BUFFERPOOLS: Records an event record for each buffer pool when the database is
deactivated.
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» CONNECTIONS: Records an event record for each database connection event. Records
when the connection ends.

» STATEMENTS: Records an event record for each time a SQL statement is issued by an
application. Records when the SQL statement completes, or for partitioned databases,
when the subsection completes.

» TRANSACTIONS: Records an event record each time a transaction completes. Records
when the unit of work (UOW) ends.

Event monitors are created by executing the create event monitor SQL statement.
SYSADM or DBADM authority is required to create an event monitor.

Starting and stopping event monitors

After you create an event monitor, it needs to be turned on before event monitor data is
collected. Event monitors can be turned on or off by executing the set event monitor state
SQL statement. Optionally, an event monitor can be specified to turned on automatically each
time the database is started if the autostart option was specified when the event monitor
was created.

After an event monitor is activated, it sits quietly in the background and waits for one of the
events it is associated with to occur. When such an event takes place, the event monitor
collects information that is appropriate for the event that triggered it and writes that
information to the event monitor’s target location. If the target location is a named pipe, a
stream of data is written directly to the named pipe. If the target location is a directory, the
stream of data is written directly to one or more files. These files are sequentially numbered
and have the extension .evt (such as 00000000.evt, 00000001.evt, and so on).

Forcing an event monitor to provide data before it is activated

It is sometimes desirable to have an event monitor to write its current monitor values to its
target location before the monitor triggering event occurs. In such situations, a system
administrator can force an event monitor to write all information collected so far to the
appropriate output location by executing the flush event monitor SQL statement.

The event records that are generated by this command are recorded in the Event Monitor log
with a partial record identifier. Be aware that flushing out an event monitor does not cause the
event monitor values to be reset.

Viewing event monitor data

Data files that are produced by an event monitor are written in binary format, so their contents
cannot be viewed directly with a text editor. DB2 provides two utilities for the purpose of
viewing this data:

» Event Analyzer: A GUI tool that reads the information stored in an event monitor data file
and produces a graphical report

» db2evmon: A text-based tool that reads the information stored in an event monitor data
file and generates a report

The Event Analyzer is activated by entering the command db2eva at the system command
prompt. The db2emvon tool is activated by entering the command db2evmon at the system
command prompt. By default, the report produced by the db2evmon utility is always displayed
on the panel. However, if the report is quite long, you may want to redirect the output to a file,
which can then be opened with a scrollable text editor or printed.
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14.2 Operating system monitoring tools

Tools used for monitoring activity at the operating system level can vary from platform to
platform. In our test environment we used the AIX 5.2 maintenance level 7 operating system.
Therefore, in this section, we briefly cover three common AIX system monitoring tools
available: topas, vmstat, and iostat.

14.2.1 topas

AlX is a multiuser, multitasking operating system. Therefore, at any given time more than one
program (otherwise known as a process) can be running on an AlX system. While AIX makes
it appear as though all processes are executing simultaneously, the reality is that only one
process can execute on each available CPU at a time. To give the illusion that multiple
processes are running simultaneously, each process is given a time slice—a very short
period of time where it has exclusive access to the CPU. After a process uses up its time
slice, it must give up access to the CPU so that the next process can use it. A useful tool for
monitoring processes that are either using a CPU or are waiting to use a CPU is the topas
command.

The topas command displays statistics about activity on the system during an interval (you
can specify the interval of your choosing). If executed without any options, the topas
command displays an output similar to Example 14-5. It continues to run, updating the
statistics after every interval until you press q to quit. This output was taken during a long
running query consisting of a select of approximately eight million rows. The data was stored
on the IBM System Storage N series connected through a SAN. For this output, an interval of
15 seconds was specified.

Note: The topas command requires the bos.perf.tools and perfagent.tools filesets to be
installed on the AIX system and can only be run as root.

Example 14-5 Sample topas output

Topas Monitor for host: aixdb2 EVENTS/QUEUES FILE/TTY
Wed Jun 21 12:37:32 2006 Interval: 15 Cswitch 35455 Readch 1735.3
Syscall 74571 Writech 2469.2K
Kernel — 17.3  |####4 | Reads 68 Rawin 0
User 50.9  |###t#E#EEHERAS | Writes 18061 Ttyout 0
Wait 1.5 | | Forks 0 Igets 0
Idle 30.2  |#######E | Execs 0 Namei 117
Runqueue 1.9 Dirblk 0
Network KBPS  I-Pack 0-Pack KB-In KB-Out Waitqueue 0.0
en2 0.0 0.8 0.0 0.0 0.0
et2 0.0 0.0 0.0 0.0 0.0 PAGING MEMORY
Faults 266 Real,MB 4095
Disk Busy% KBPS TPS KB-Read KB-Writ Steals 0 % Comp 18.9
hdiské 7.1 1570.6 61.3 1569.9 0.7 Pgspln 0 % Noncomp 81.9
hdisk0 3.5 39.0 7.4 0.0 39.0 PgspOut 0 % Client 0.
Pageln 392
WLM-Class CPU% Mem% Disk-1/0% PageOut 10 PAGING SPACE
Sios 70 Size,MB 51
% Used 1.5
Name PID CPU% PgSp Owner NFS (calls/sec) % Free 98.4
db2bp 700502 44.7 1.7 db2inst2 ServerV2
db2 573506 16.1 1.6 db2inst2 Clientv2 Press:
dtterm 643282 0.2 1.3 root ServerV3 "h" for help
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dtterm 655544 0.1 1.4 root ClientV3 0 "qg" to quit

The display is organized into a number of sections. We discuss some of these sections,
which are pertinent to diagnosing problems relating to the N series product.

CPU utilization section

On the upper left of Example 14-5 on page 291, we can see a section consisting of the
parameters Kernel, User, Wait, and Idle. This section shows general CPU utilization. From the
output, we can see the following:

» Kernel mode processes used up 17.3% of the CPU during the interval
» User mode processes used up 50.9% of the CPU during the interval
» 1.5% of CPU time was spent waiting on I/O during the interval

» The CPU was idle for 30.2% of the time during the interval

There is also a corresponding bar chart representation of this data.

Tip: If you see the CPU spending a significant portion of its time waiting on I/O, it could be
an indication that your system is disk bound, meaning that there is a disk I/O bottleneck.
Further investigation on disk access would be needed.

Network interfaces section

Beneath the CPU utilization section in Example 14-5 on page 291 is the network interfaces
section. We can see two network interfaces, en2 and et2. This list only shows the interfaces
with the highest amount of activity and is not a complete list of network interfaces. The
following statistics are collected for these interfaces:

Network Name of the network interface.

KBPS  Total throughput (sent and received), in KB per second, during the interval.
I-Pack  Number of packets received (input) per second during the interval.

O-Pack Number of packets sent (output) per second during the interval.

KB-In  Number of KB received per second during the interval.

KB-Out Number of KB sent per second during the interval.

As you can see, there was not much activity occurring through the network during this

interval. This is because our data was going through the SAN, via fibre-channel, which is not
a network interface.

Tip: The network interfaces section can be useful in determining performance related
problems when your storage is set up through the LAN via NFS mounts. For example, if a
long running query is running unusually slow and we see the throughput of the
corresponding network interface is close to its limit, then we have good evidence that the
bottleneck is in the network.

Physical disks section

In Example 14-5 on page 291, beneath the network interfaces section is the physical disks
section. This is not a complete list of disks. It only shows the disks with the highest amount of
activity. The following statistics are collected for these disks:

Disk The name of the disk.
Busy% Percentage of time the disk was active during the interval.
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KBPS General throughput (read and write) of the disk in KB per second during the
interval.

TPS Number of transfers (I/O request to the disk) per second during the interval.
KB-Read Number of KB read per second during the interval.
KB-Writ  Number of KB written per second during the interval.

As you can see from the output, there is a significant amount of reads done on hdisk6, which
corresponds to one of our LUNs on the IBM System Storage N series. This is expected as the
topas output was taken during a long running query.

Tip: The physical disks section can be useful in determining performance related problems
when your storage is set up through a SAN. A throughput (KBPS) that is close to the limits
of the fibre-channel interface is a good indication that the SAN is the bottleneck.

Processes section

The final section we will discuss from Example 14-5 on page 291 is the processes section,
located at the bottom left-corner. This section displays a list of hot processes—processes that
consume the most CPU cycles. The following statistics are shown:

Name Name of the executable program executing in the process.
PID Process ID of the process.

CPU% Average CPU utilization of the process during the interval.
PgSp  Size of the paging space allocated to this process.

Owner User ID of the user who owns the process.

This information is helpful in determining the root cause of performance issues. For instance,
this information tells you if an application’s associated processes are taking up a lot of CPU
cycles, which is an indication to focus diagnosis on the application instead of the network or
the storage system. You can also run topas with the -P option, which shows a more detailed
version of the processes section. Example 14-6 shows a sample output of this command.
From this output, you can see that the db2bp process (the db2 CLP backend process) is
taking up around 93.7% of the CPU. In this case, the CLP is working close to maximum
capacity, so increasing throughput from the storage system would not likely add any benefit.

Example 14-6 Sample output of the topas -P command

Topas Monitor for host: aixdb2 Interval: 10 Wed Jun 21 16:09:26 2006
DATA TEXT PAGE PGFAULTS

USER PID PPID PRI NI ~ RES RES SPACE TIME CPU% I/0 OTH COMMAND

db2ins 544912 1 9120 439 99 439 0:50 93.7 0 0 db2bp

db2ins 311320 700478 75 20 433 6 433 0:16 31.7 0 0 db2

db2ins 565268 389150 62 20 1018 13 1359 0:05 5.8 0 0 db2sysc

root 643282 696454 61 20 356 9 356 0:00 3.2 0 0 dtterm

db2ins 712864 446684 60 20 106 13 308 0:00 1.1 247 360 db2sysc

root 237694 196620 60 20 642 319 642 0:16 0.2 0 0 X

db2ins 479310 610364 60 20 97 13 292 0:00 0.1 0 0 db2sysc

root 163920 0 36 41 14 0 14 0:02 0.0 0 0 netm

root 168018 0 37 41 31 0 31 0:20 0.0 0 0 gil

root 172116 0 16 41 17 0 17 0:00 0.0 0 0 wimsched

root 180436 1 6020 159 1 159 2:18 0.0 0 0 syncd

root 184440 241790 60 20 503 33 503 0:00 0.0 0 0 dtsession

root 188576 295104 60 20 292 28 298 0:00 0.0 0 0 erviceRMd
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root 196620 1 60 20 45 39 102 0:00 0.0 0 0 dtlogin
root 200934 1 60 20 48 0 48 0:22 0.0 0 0 rpc.lockd
root 204922 0 50 41 14 0 14 0:00 0.0 0 0 jfsz

root 217208 0 60 20 14 0 14 0:00 0.0 0 0 Tvmbb
root 221296 0 60 20 20 0 20 0:00 0.0 0 0 dog

root 225456 1 60 20 71 13 233 0:00 0.0 0 0 db2sysc
root 229496 1 60 20 227 21 227 0:00 0.0 0 0 errdemon

14.2.2 vmstat

Another useful tool for obtaining information about processes is a program called vmstat.
Specifically, the vmstat command shows an overall picture of CPU, paging, and memory
usage. If the vmstat command is used without any of the options that are available, or with
the interval option, then the first line of numbers returned is an average of all activity since
system reboot.

Example 14-7 shows a sample output of data that was collected by the vmstat program. In
this example, we issued the command vmstat 30 20 to specify that we want 20 lines of data
at 30 second intervals. During the gathering of this data, we ran a long running query against
data residing on the IBM System Storage N series through a SAN. You can see evidence of a
spike in CPU utilization and memory usage in the output which corresponds to the time that
the query was run.

Example 14-7 Sample vmstat output

# vmstat 30 20
System Configuration: Tcpu=2 mem=4096MB
kthr memory page faults cpu
avm fre r
189719 8351
196489 1571
196492 1568
196492 1568
196492 1568
199478 860
199478 860
199478 886
199478 886
199478 846
199478 846
199480 870
199480 879
199480 879
199480 879
199524 862
192784 7610
192778 7616
192778 7616
192833 7603

cy in sy cs us sy id wa
0 254 1763 399 1 198
306 62148 30084 44 14 40
306 73075 35604 51 16 31
306 73085 35631 52 16 31
305 72853 35702 51 17 31
315 78350 34447 51 17 29
305 72995 35631 52 16 31
306 72964 35608 51 17 31
305 72963 35643 51 17 31
309 73289 35583 51 16 31
72945 35677 52 16 31
306 75392 35484 51 15 32
305 72768 35633 51 17 31
306 73060 35562 51 16 31
305 72980 35666 51 16 31
311 73667 35640 52 16 31
289 50231 24335 35 11 53
256 3092 160 0 1 99
254 692 143 0 1
256 812 143 0 0 99

HF O R MNMNFEFFRFNFEFNDNNNFRE R PR RPN RE RN
oo rRrooRrRrRRPRPFRPORFRFRFRPRRPRORPFPROOOORDT
[eNeNeNeNeNeNeNeNoNeNe No oo Ne No NoNe Ne Ne N0l
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O O O O OO OO OO OO ODODOCDOOOO o oo
OO OO HOODODODODODODODOWMO OO O -
O O O OO O OO OO OO OCDODOOCOoOo o o

w

o

[Sa]
OO O R RFRPRRFP KPP RFRPRFERPRFRFNRFRFRFRRFRPNRFRRFRRFRLRDNO
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The output of vmstat is arranged into the following main headings:

kthr Shows the number of kernel threads in various queues. r shows the average
number of runable kernel threads. b shows the average number of kernel threads
in the VMM wait queue.

memory Shows general memory usage. avm is the amount of active virtual memory. fre is
the amount of free real memory.

page Shows paging activity. re is currently not used. pi shows the number of paged in
pages. po shows the number of paged out pages. fr shows the number of freed
pages. sr shows the number of pages examined by the page-replacement
algorithm. cy shows the number of cycles per second of the clock algorithm.

faults Shows process control, such as traps and interrupt rate. in shows the number of
device interrupts. sy shows the number of system calls. ¢s shows the number of
context switches.

cpu Shows the percentage breakdown of CPU time usage during the interval. us
shows the percentage of CPU time spent in user mode. sy shows the percentage
of CPU time in system mode. id shows the percentage of CPU idle time. wa
shows the percentage of CPU time spent waiting for disk 1/O.

vmstat also displays disk performance. You can do this by specifying the name of the disk
within the vmstat command. For instance, the command vmstat hdiské 2 10 would
additionally output disk transfer statistics for hdisk6 at two second intervals, for 10 intervals.
You can specify up to four disks by this method. However, there is another tool we can use
that shows much more information about disk usage. It is iostat.

14.2.3 iostat

The iostat command shows information about disk utilization. You can specify the size of
intervals in which this data is collected. The output shows information about all disks on the
system and includes information such as throughput and amount of reads and writes.
Example 14-8 shows a sample output of this command.

Note: This tool is mainly used for storage created in a SAN environment. In a LAN
environment, network storage is accessed through NFS mounts (or CIFS on Windows
environments), which are not displayed with this command.

Example 14-8 Sample iostat output
# iostat 2 10

System configuration: lcpu=2 disk=11

<... portion removed...>

tty: tin tout avg-cpu: % user % Sys % idle % iowait
0.0 117.1 50.6 16.6 32.4 0.4
Disks: % tm_act Kbps tps Kb_read Kb_wrtn
hdiskl 0.0 0.0 0.0 0 0
hdisk0 0.0 0.0 0.0 0 0
hdisk2 0.0 0.0 0.0 0 0
hdisk5 0.0 0.0 0.0 0 0
hdisk3 0.0 0.0 0.0 0 0
hdisk4 0.0 0.0 0.0 0 0
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cd0 0.0 0.0 0.0 0 0
hdisk9 0.0 0.0 0.0 0 0
hdisk8 0.0 0.0 0.0 0 0
hdiské 7.1 1390.7 43.5 3136 0
hdisk7 0.0 0.0 0.0 0 0
#

There are the following three reports in this output:

TTY report Displays TTY information for all TTY devices. tin shows the amount of TTY
input. tout shows TTY output.

CPU report  Displays CPU statistics. This information is also available from the topas and
vmstat commands. % user, % sys, % idle, and % iowait correspond to % of
CPU spent on user processes, % of CPU spent on system processes, % of
CPU idle time, and % of CPU waiting for I/O, respectively.

Disks report Displays disk statistics. Disks shows the names of the physical volumes.
%tm_act shows the percentage of time that the disk was active. kbps shows
the throughput (read and write) of the disk in KB per second. tps shows the
number of transfers (I/O request) per second. Kb_read shows the number of
KB read per second. Kb_wrtn shows the number of KB written per second.

The report we are most interested in here is the Disks report. Taken alone, there is no
unacceptable value for any of the above fields because statistics are too closely related to
application characteristics, system configuration, and type of physical disk drives and
adapters. Therefore, when you are evaluating data, look for patterns and relationships. The
most common relationship is between disk utilization (%tm_act) and data transfer rate (tps).

To draw any valid conclusions from this data, you have to understand the application's disk
data access patterns such as sequential, random, or combination, as well as the type of
physical disk drives and adapters on the system. For example, if an application reads/writes
sequentially, you should expect a high disk transfer rate (Kbps) when you have a high disk
busy rate (%tm_act). Columns Kb_read and Kb_wrtn can confirm an understanding of an
application's read/write behavior. However, these columns provide no information about the
data access patterns.

Generally you do not need to be concerned about a high disk busy rate (%tm_act) as long as
the disk transfer rate (Kbps) is also high. However, if you get a high disk busy rate and a low
disk transfer rate, you may have a fragmented logical volume, file system, or individual file.

Discussions of disk, logical volume and file system performance sometimes lead to the
conclusion that the more drives you have on your system, the better the disk I/O performance.
This is not always true because there is a limit to the amount of data that can be handled by a
host bus adapter (HBA). The HBA can also become a bottleneck. If, on the storage system,
you have an aggregate that spans many disks and only one HBA on the AlX server, you might
benefit from using multiple HBAs.

To see if a particular HBA is saturated, use the iostat command and add up all the Kbps
amounts for the LUNs attached to the HBA. For maximum aggregate performance, the total of
the transfer rates (Kbps) must be below the HBA throughput rating. In most cases, use 70%
of the throughput rate. In operating system versions later than 4.3.3, the -a or -A option will
display this information.

14.3 IBM System Storage N series monitoring tools
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This section discusses the tools that are available for IBM System Storage N series.
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14.4 Performance factors

Performance monitoring is a collection of data from several factors to create a conclusion and
a subsequent action plan. Following are the performance influencers with the N series
product:

>

VyVVyVYVYVYYVYY

CPU utilization

— Single

— Multiple

Fibre channel Throughput
Disk write performance
Cache Hit rate

Network efficiency
Network design
Workload Characteristics
Client OS

— Client Hardware

14.5 The Performance toolchest

In the analysis of performance, the following tools and approaches are available:

»

»

Configuration analysis—make sure the hardware is configured properly for the highest
performance.

— Multipathing is enabled
— Multiple NICS are available
— Proper Zoning
— Number of network hops
— Network settings
e Speed
¢ Negociation
e Frames
- Memory
e Client
* IBM System Storage N series
— Persistent bindings for FCP
— Persistent mounts for NFS
— Domain Controllers for CIFS
¢ Make sure the Domain Controller is not overloaded
— Application software configuration

Performance monitoring and tools

Later in this chapter, we discuss the performance monitoring and tools in detail. The
usage and application of these tools will help determine performance bottlenecks.

Fragmentation

More discussion later in this chapter will occur. Volume fragmentation is one of the factors
that can reduce IBM System Storage N series performance.

A review of volume and RAID group sizing to ensure the best configuration is used.

14.5.1 Performance and monitoring

This section covers some of the tools available with the IBM System Storage N series.
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Sysstat

Sysstat reports aggregated filer performance statistics such as the current CPU utilization,
the amount of network I/O, the amount of disk I/0, and the amount of tape I/0. When invoked
with no arguments sysstat prints a new line of statistics every 15 seconds. Use control-C or
set the interval count (-c count) to stop sysstat.

Example 14-9 Sysstat

CPU NFS  CIFS  HTTP Net kB/s Disk kB/s Tape kB/s Cache
in  out read write read write age

2% 0 0 0 1 0 108 97 0 0 >60
1% 0 0 0 1 0 3 11 0 0 >60
2% 0 0 0 1 0 100 90 0 0 >60
1% 0 0 0 1 0 3 11 0 0 >60
2% 0 0 0 1 0 119 100 0 0 >60
1% 0 0 0 1 0 2 6 0 0 >60
2% 0 0 0 1 0 103 97 0 0 >60
1% 0 0 0 1 0 3 11 0 0 >60

» CPU - cpu utilization

» NFS - NFS operations

» CIFS - CIFS operations

» HTTP - HTTP operations

» Net kB/s in - incoming network traffic

» Net kB/s - outgoing network traffic

» Disk kB/s read - read data transfer amount

» Disk KB/s write - write data transfer amount

» Tape kB/s read - amount of data read from tape

» Tape KB/s write - amount of data written to tape

» Cache Age - age of data in cache in seconds

Qtree Stats

The gtree stats command shows the number of NFS or CIFS operations, as a result of user
accesses into gtrees.

Example 14-10 qtree command results

Volume Tree NFS ops CIFS ops
vollbkup unix_gtree 148 546
vollbkup ntfs_gtree 20 253
vollbkup mixed_gtree 11 127

N series maintains counters for each gtree in each of the N series volumes. The values
displayed correspond to the operations on gtrees, since the volume (in which the gtrees exist)
was created, or since it was made online on the IBM System Storage N series, or since the
counters were last reset, which ever occurred most recently.

The "-z" flag can be used to reset the counters. The “i” flag can be used to show internal
operations on gtrees when priv set is Advanced (Example 14-11).

Example 14-11 priv set -i

Volume Tree NFS ops CIFS ops Internal ops
vollbkup unix_qtree 0 0 0
vollbkup ntfs_qgtree 0 0 0
vollbkup mixed_qtree 0 0 0
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Windows Perfmon

You can capture IBM System Storage N series performance data using Microsoft Windows
Perfmon. You first have to add the desired counters to Perfmon (Figure 14-1).

.11.218.250 - Remote Desktop.

- 2%] System Monitor
& Performance Logs and &

Window  Help

% Select counters from computer:

Add Counters [ 7] x]

 Use loeal computer counters

[war1218237

Performance obisct
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Sogiegae <] ~

o 2| Allinstances

cachesject % Selact instances from list:
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cifsdomain

diske

ext_cache 0.000

fep 1:40

ifnet

ldap
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lun WCHRISAN. .

nfsvd Close VCHRISAN., .
_|nfsva
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Figure 14-1 Performance counters

In the Figure 14-2, NVRAM statistics were selected.

@ File  Acktion View Favorites  Window  Help | _|ﬁ'|5|
e = @
[ Console Root g
2% System Manibor
F#-@8] Performance Logs and Alerts 100
a0
=11
40
“ Aﬁw‘
D iy -
Last O Average | 0,081 Minimur | 0.000
Maxinurm | 1.010 Duration | 1:40
Color | Scale | Counker Instance | Parent | Object | Computer

1.000 ; BC VICHRISAMN. .,
100.... Awg. Disk Qu... _Total - Physic... VCHRISAM...
1.000 % Processor.,, _Total - Proces... V\CHRISAM..,
1.000  dma_wait_la... nvram - reram Wa.11.218....
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1,000 total_nwlog_... nvram - reram Wa11.218....
1.000  write_data reeram - rreram W19.11.218....

Figure 14-2 NVRAM counters
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Stats command

The stats command is a way to collect or view statistical data on an N series product
(Example 14-12).

Example 14-12 Stats syntax

itsotuc3*> stats

The following commands are available; for more information

type "stats help <command>"

explain list start stop
help show

stats help - Display command help.

stats 1ist - List available objects, instances or counters in system.
stats explain - Explain available objects or counters in system.
stats show - Show all or selected statistics with formatting.

stats start - Start background statistic collection.

stats stop - Stop all background operations and discard results.

» stats show—current counter values are displayed as a snapshot

» stats show -i—repeating, in which counter values are displayed multiple times at a fixed
interval. Example 14-13 shows repeating counters every five seconds.

Example 14-13 stats example

stats show -i 5

Use the —p option to use a specific XML file that was configured to show certain statistics in a
certain format.

Using the —I option, you can use a specific identifier for your statistics collection. If you do not
use the —I option, a unique identifier is automatically created.

You can use the —r or —c options to show the output of your statistics in rows (Example 14-14)
or columns.

Example 14-14 Row format

stats show -r system
system:system:nfs ops:0/s
system:system:cifs_ops:1/s
system:system:http_ops:0/s
system:system:dafs_ops:0/s
system:system:fcp_ops:0/s
system:system:iscsi_ops:0/s
system:system:net_data recv:1KB/s
system:system:net_data_sent:0KB/s
system:system:disk_data_read:32KB/s
system:system:disk_data_written:0KB/s
system:system:cpu_busy:3%
system:system:avg_processor_busy:1%
system:system:total_processor_busy:5%
system:system:num_processors:4
system:system:time:1170200293s
system:system:uptime:1910405s

You can fine the object you are interested in by using the stats 1ist command
(Example 14-15 on page 301).
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Example 14-15 stats list

stats list objects
Objects:
prisched
priorityqueue
vfiler
gtree
aggregate
iscsi
fcp
cifs
volume
Tun
target
nfsv3
ifnet
processor
disk
system

Conversely if you want to see available counters you can use the stats 1ist counters
command (Example 14-16) stats.

Example 14-16 stats list counters

stats list counters

Counters for object name: prisched
queued
queued_max

Counters for object name: priorityqueue
weight
usr_weight
usr_sched_total
usr_pending
avg_usr_pending_ms
usr_queued total
sys_sched_total
sys_pending
avg_sys_pending_ms
sys_queued total
usr_read_Timit
max_user_reads
sys_read_Timit
max_sys_reads
usr_read_limit_hit
sys_read_limit_hit
nvlog_limit
nvlog_used_max
nvliog_Timit_full

Counters for object name: vfiler
vfiler_cpu_busy
vfiler_net_data_recv
vfiler_net_data_sent
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vfiler_read_ops
vfiler_write_ops
vfiler_misc_ops
vfiler_read_bytes
vfiler_write_bytes

Counters for object name: qgtree

nfs_ops
cifs_ops

Counters for object name:

total_transfers
user_reads
user_writes
cp_reads
user_read_blocks

user_write_blocks

cp_read_blocks

Counters for object name:

iscsi_ops
iscsi_write_data
iscsi_read_data

Counters for object name:

fcp_ops
fcp_write_data
fcp_read_data

Counters for object name:

cifs_ops
cifs_Tlatency

Counters for object name:

avg_latency
total_ops
read_data
read_Tatency
read_ops
write_data
write_Tatency
write_ops
other latency
other_ops

Counters for object name:

read_ops
write_ops
other_ops
read_data
write_data
queue_full
avg_latency
total_ops

aggregate

iscsi

fcp

cifs

volume

Tun

Using the IBM System Storage N Series with Databases



Counters for object name: target

read_ops
write_ops
other_ops
read_data
write_data
queue_full

Counters for object name: nfsv3

nfsv3_ops
nfsv3_read_latency
nfsv3_read_ops
nfsv3_write_latency
nfsv3_write_ops

Counters for object name: ifnet

recv_packets
recv_errors
send_packets
send_errors
collisions
recv_data
send_data
recv_mcasts

send mcasts
recv_drop_packets

Counters for object name: processor

processor_busy

Counters for object name: disk

total_transfers
user_read_chain
user_reads
user_write_chain
user_writes
cp_read_chain

cp_reads
guarenteed_read_chain
guaranteed_reads
guarenteed write_chain
guaranteed_writes
user_read_latency
user_read_blocks
user_write_Tlatency
user_write_blocks
cp_read_latency
cp_read_blocks
guarenteed_read_latency
guarenteed_read_blocks
guarenteed_write_Tatency
guarenteed_write_blocks
disk_busy

Counters for object name: system
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nfs_ops

cifs_ops

http_ops

dafs_ops

fcp_ops

iscsi_ops
net_data_recv
net_data_sent
disk_data_read
disk_data_written
cpu_busy
avg_processor_busy
total_processor_busy
num_processors
time

uptime

If you want to send the output of your statistics to a file, use the —o option.
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Backup, restore, and disaster
recovery of Oracle using N series

This chapter discusses backup, restore, and disaster recovery of Oracle using the IBM
System Storage N series.
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15.1 How to back up data from N series

308

Data that is stored on an IBM System Storage N series can be backed up to online storage,
nearline storage, or tape. The protocol used to access data while a backup is occurring must
always be considered. When NFS and CIFS are used to access data, Snapshot and
SnapMirror can be used and will always result in consistent copies of the file system. They
must coordinate with the state of the Oracle Database to ensure database consistency.

With Fibre Channel or iSCSI protocols, Snapshot copies and SnapMirror commands must
always be coordinated with the server. The file system on the server must be blocked and all
data flushed to the N series product before invoking the Snapshot command.

Data can be backed up within the same N series to another N series or to a tape storage
device. See Figure 15-1. Tape storage devices can be directly attached to an IBM System
Storage N series, or they can be attached to an Ethernet or Fibre Channel network, and the
IBM System Storage N series can be backed up over the network to the tape device.

NAS File Server 1

Tape Library

Tivoli Storage Manager
Server

W

Legend:
Drive access

Drives HEE]

Figure 15-1 Backup to Tape Library

Possible methods for backing up data on IBM System Storage N series include the following:
» Use SnapManager for Oracle to create your online or offline backups
» Use automated Snapshot copies to create online backups

» Use scripts on the server that rsh to the IBM System Storage N series to invoke Snapshot
copies to create online backups

» Use SnapMirror to mirror data to another IBM System Storage N series
» Use SnapVault to vault data to another IBM System Storage N series
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» Use server operating system—level commands to copy data to create backups
» Use NDMP commands to back up data to an N series product
» Use NDMP commands to back up data to a tape storage device

» Use third-party backup tools to back up the IBM System Storage N series to tape or to
other storage devices

15.1.1 Creating online backups using Snapshot copies

The IBM System Storage N series Snapshot technology makes extremely efficient use of
storage by storing only block-level changes between creating each successive Snapshot
copy. Since the Snapshot process is virtually instantaneous, backups are fast and simple.
Snapshot copies can be automatically scheduled. They can be called from a script running on
a server, or they can be created via SnapDrive or SnapManager.

Data ONTAP includes a scheduler to automate Snapshot backups. Use automatic Snapshot
copies to back up non application data, such as home directories.

Database and other application data should be backed up when the application is in its
backup mode. For Oracle Databases this means placing the database tablespaces into hot
backup mode prior to creating a Snapshot copy.

Note: IBM System Storage N series recommends using Snapshot copies for performing
cold or hot backup of Oracle Databases. No performance penalty is incurred for creating a
Snapshot copy. We recommend that you turn off the automatic Snapshot scheduler and
coordinate the Snapshot copies with the state of the Oracle Database.

15.1.2 Recovering individual files from a Snapshot copy

Individual files and directories can be recovered from a Snapshot copy by using native
commands on the server, such as the UNIX cp command or dragging and dropping in
Microsoft Windows. Data can also be recovered using the single-file SnapRestore command.
Use the method that works most quickly.

15.1.3 Recovering data using SnapRestore

SnapRestore quickly restores a file system to an earlier state preserved by a Snapshot copy.
SnapRestore can be used to recover an entire volume of data or individual files within that
volume.

When using SnapRestore to restore a volume of data, the data on that volume should belong
to a single application. Otherwise operation of other applications may be adversely affected.

The single-file option of SnapRestore allows individual files to be selected for restore without
restoring all of the data on a volume. Be aware that the file being restored using SnapRestore
cannot exist anywhere in the active file system. If it does, the appliance will silently turn the
single-file SnapRestore into a copy operation. This may result in the single-file SnapRestore
taking much longer than expected (normally the command executes in a fraction of a second)
and also requires that sufficient free space exist in the active file system.
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Note: IBM System Storage N series recommends using SnapRestore to instantaneously
restore an Oracle Database. SnapRestore can restore the entire volume to a point-in-time
in the past or can restore a single file. It is advantageous to use SnapRestore on a volume
level, as the entire volume can be restored in minutes, and this reduces downtime while
performing Oracle Database recovery. If using SnapRestore on a volume level, we
recommend storing the Oracle log files, archive log files, and copies of control files on a
separate volume from the main data file volume, and use SnapRestore only on the volume
containing the Oracle data files.

15.1.4 Backup and recovery best practices

310

This section combines the IBM System Storage N series data protection technologies and
products previously described into a set of best practices for performing Oracle hot backups
(online backups) for backup, recovery, and archival purposes using primary storage (IBM
System Storage N series with high-performance Fibre Channel disk drives) and nearline
storage (IBM System Storage N series with low-cost, high-capacity ATA and SATA disk
drives). This combination of primary storage for production databases and nearline
disk-based storage for backups of the active data set improves performance and lowers the
cost of operations. Periodically moving data from primary to nearline storage increases free
space and improves performance, while generating considerable cost savings.

SnapVault and database backups

Oracle Databases can be backed up while they continue to run and provide service, but must
first be put into a special hot backup mode.

Certain actions must be taken before and after a Snapshot copy is created on a database
volume. Since these are the same steps taken for any other backup method, many database
administrators probably already have scripts that perform these functions.

While SnapVault Snapshot schedules can be coordinated with appropriate database actions
by synchronizing clocks on the N series product and database server, it is easier to detect
potential problems if the database backup script creates the Snapshot copies using the
SnapVault snap create command.

In this example, a consistent image of the database is created every hour, keeping the most
recent five hours of Snapshot copies (the last five copies). One Snapshot version is retained
per day for a week, and one weekly version is retained at the end of each week. On the
SnapVault secondary software, a similar number of SnapVault Snapshot copies is retained.

Process for performing Oracle hot backups with SnapVault
Following is the high-level process for performing Oracle hot backups with SnapVault. The
steps are further detailed into specific steps later in the section.

1. Set up the target IBM System Storage N series (itsotuc2) system to talk to the primary IBM
System Storage N series (itsotuc1).

2. Set up the schedule for the number of Snapshot copies to retain on each of the storage
devices using the script-enabled SnapVault schedule on both the primary and target N
series.

3. Start the SnapVault process between the primary and target N series products.
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4. Create shell scripts to drive Snapshot copies through SnapVault on both the primary and
target N series product to perform Oracle hot backups.

5. Create a cron-based schedule script on the host to drive hot backup scripts for Snapshot
copies driven by SnapVault, as previously described.

Step 1: Set up the target IBM System Storage N series (itsotuc2) to talk to the primary
IBM System Storage N series (itsotuci).

The example in this subsection assumes that the primary N series for database storage is
named “itsotuc1”, and the N series for database archival is named “itsotuc2.”
The following steps occur on the primary N series, “itsotuc1”:
a. License SnapVault, and enable it on N series, “itsotuc1”. See Example 15-1 and
Figure 15-2.
Example 15-1 License ad d and option enablement

itsotucl> license add ABCDEFG
itsotucl> options snapvault.enable on
itsotucl> options snapvault.access host=itsotuc2

ox Telnet 192,168.3.254 = B3

Data OMTAP (itsotucl.itso.tucsond

login: oot

Passwoml

itsotucl? Thu Jun 22 41 :22:36 HET [telnet_B:infol: root logged in Fron host: 192
G 3249

itsotucl? options snapvault.enable on

itsotucl) options snapuault.access host=itsotuc?

itsotucly _

Figure 15-2 Options enable on primary N series

b. License SnapVault, and enable it on the target N series, “itsotuc2”. See Example 15-2
and Figure 15-2 on page 311.

Example 15-2 Licensing

itsotuc2> license add ABCDEFG
itsotuc2> options snapvault.enable on
itsotuc2> options snapvault.access host=itsotucl
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| Telnet 192.168.3.252 I [=]

A sv_ontap_pri 90 day site license haz been inztalled.
Sraptlault OMTAP Prinavy enabled.
itzotuc?> Thu Jun 22 11:46:51 HST [itzotucfs rcinoticel: sv_ontap_pri licensed

itzotuc?> opt ionz znapvault.enable on
itzotuce> options snapwault.access host=itzotucl
itzotuc?s o

Figure 15-3 Options enable on target N series

c. Create a volume for use as a SnapVault destination in the target N series, “itsotuc2”.
See Example 15-3 and Figure 15-4.

Example 15-3 creating a volume

itsotuc2> vol create vault -r 10 10
itsotuc2> snap reserve vault 0

| Telnet 192.168.3.252 M [=]

ctory pathe: attenpt to re-integrate any CIFS hone divectory paths that rezide on enabled '-.qu
lune.

itzotucie:

itaotuc?#:

itzotucie:

itaotuc?#s

itzotucte

itzotucs®:

itgotuc?:

itzotucte:

itaatuc?

itazotuci:

itzotuct®s znap reserve wault 0
itzotucts u

Figure 15-4 snap reserve

Step 2: Set up schedules (disable automatic Snapshot copies) on both primary and
target N series.

a. Disable the normal Snapshot schedule on the primary and secondary IBM System
Storage N series, which will be replaced by SnapVault Snapshot schedules. See
Example 15-4, Figure 15-5 on page 313, Example 15-5 on page 313, and Figure 15-6
on page 313.

Example 15-4 Snapshot schedule

itsotucl> snap sched oradata 0 0 0
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% Telnet 192.168.3.254 [ O] =]

hata OHTAP {itsotucl.itso.tucsond

login: oot

Password:

iLEEtEEE:I}TIm Jun 22 14:51:44 HET [telnet_B:infol: eoot logged in Freon host: 192
i T .

itzotucl? znap sched oradata B B B

itsotusll _

Figure 15-5 snap sched on primary

Example 15-5 snap schedule disable

itsotuc2> snap sched vault 0 0 0

ot Telnet 192.168.3.254 - [O] =]

Data OMTAP (itzotuel.itso.bucsond
login: poot

itsotuci® Thu Jun 22 14:51:44 HST [telnet_B:infol: oot logged in Fron host: 192
LA68.3.249

itsotucly snap sched opadata B A @
itsotucly _

Figure 15-6 snap sched on target

b. Set up a SnapVault Snapshot schedule to be script driven on N series, itsotuct, for the
“oradata” volume. See Figure 15-6. This command disables the schedule and also
specifies how many of the named Snapshot copies to retain.

This schedule creates a Snapshot copy called sv_hourly and retains the most recent five
copies, but it does not specify when to create the Snapshot copies specified by a cron
script, described later in this procedure. See Example 15-6.

Example 15-6 Snapshot schedule

itsotucl> snapvault snap sched oradata sv_hourly 5@-

Similarly, this schedule creates a Snapshot copy called sv_daily and retains only the most
recent copy. It does not specify when to create the Snapshot copy. See Example 15-7.

Example 15-7 SnapVault sc

itsotucl> snapvault snap sched oracle sv_daily 1€@-

This schedule creates a Snapshot copy called sv_weekly and retains only the most
recent copy. It does not specify when to create the Snapshot copy.
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Example 15-8 Weekly schedule

itsotucl> snapvault snap sched oracle sv_weekly 1@-

c. Set up the SnapVault Snapshot schedule to be script driven on the target N series,
itsotuc2, for the SnapVault destination volume, “vault” This schedule also specifies
how many of the named Snapshot copies to retain.

This schedule creates a Snapshot copy called sv_hourly and retains the most recent five
copies, but does not specify when to create the Snapshot copies. That is done by a cron
script, described later in this procedure see Example 15-9.

Example 15-9 Hourly schedule

itsotuc2> snapvault snap sched vault sv_hourly 5@-

Similarly, this schedule creates a Snapshot copy called sv_daily (Example 15-10) and
retains only the most recent copy. It does not specify when to create the Snapshot copy.

Example 15-10 Daily schedule

itsotuc2> snapvault snap sched vault sv_daily 1€-

This schedule creates a Snapshot copy called sv_weekly (Example 15-11) and retains
only the most recent copy. It does not specify when to create the Snapshot copy.

Example 15-11 Weekly schedule

itsotuc2> snapvault snap sched vault sv_weekly 16@-

Step 3: Start the SnapVault process between primary and target N series products.

At this point, the schedules are configured on both the primary and secondary systems, and
SnapVault is enabled and running. However, SnapVault does not know which volumes or
gtrees to back up or where to store them on the secondary. Snapshot copies are created on
the primary, but no data is transferred to the secondary.

To provide SnapVault with this information, use the SnapVault start command on the
secondary, as shown in Figure 15-7:

&+ |Telnet 192.168.3.252 H=]
itgotuc?> snapwault start -5 192.168.3.754: /v lfovadatar- Suolfvanltforadata u

Snapvault conf iguration for the gitres haz been set.

Tranzfer started.

Honitor progress uith "snapwault status’ or the snapniveor log.
itsotucey

Figure 15-7 snapvault start
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Step 4: Create Oracle hot backup script enabled by SnapVaulit.

Example 15-12 shows the sample script defined in
“/home/oracle/snapvault/sv-dohot-daily.sh” .

Example 15-12 Sample script

#1/bin/csh -f

# Place all of the critical tablespaces in hot backup mode.
$ORACLE_HOME/bin/sqlplus system/oracle @begin.sql

# Create a new SnapVault Snapshot copy of the database volume on the primary
IBM N series

rsh -1 root itsotucl snapvault snap create oracle sv_daily

# Simultaneously 'push' the primary IBM N series Snapshot copy to the secondary
IBM N series system

rsh -1 root itsotuc2 snapvault snap create vault sv_daily

# Remove all affected tablespaces from hot backup mode.
$ORACLE_HOME/bin/sqlplus system/oracle @end.sql

Note: The “@begin.sql” and “@end.sqgl” scripts contain sql commands to put the
database’s tablespaces into hot backup mode (begin.sql) and then to take them out of
hot backup mode (end.sql).

Step 5: Use cron script to drive Oracle hot backup script enabled by SnapVault from
step 4.

A scheduling application such as cron on UNIX systems or the Windows task scheduler
program on Windows systems is used to create an sv_hourly Snapshot copy each day at
every hour, except 11:00 p.m., and a single sv_daily Snapshot copy each day at 11:00 p.m.,
except on Saturday evenings when an sv_weekly Snapshot copy is created instead.

Sample cron script for automation is in Example 15-13

Example 15-13 cron script

# sample cron script with multiple entries for Oracle hot backup

# using SnapVault, IBM N series (itsotucl), and IBM N series(itsotuc2)

# Hourly Snapshot copy/SnapVault at the top of each hour 0 * * * *:
/home/oracle/snapvault/sv-dohot-hourly.sh

# Daily Snapshot copy/SnapVault at 2:00 a.m. every day except on Saturdays 0 2 * *
0-5:

/home/oracle/snapvault/sv-dohot-daily.sh

# Weekly Snapshot copy/SnapVault at 2:00 a.m. every Saturday 0 2 * * 6:
/home/oracle/snapvault/sv-dohot-weekly.sh;

In step 4 above, there is a sample script for daily backups, “sv-dohot-daily.sh.” The hourly and
weekly scripts are identical to the script used for daily backups, except the Snapshot copy
name is different (sv_hourly and sv_weekly, respectively).

15.1.5 SnapManager for Oracle—Backup and recovery best practices

SnapManager for Oracle is a host and client-based product recently released for IBM System
Storage IBM N series that integrates with Oracle9/ R2 and Oracle Database 10g R2. It allows
the DBA or Storage Administrator to manage your database backup, restore, recovery, and
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cloning while maximizing your storage utilization. SnapManager for Oracle utilizes the N
series product’s Snapshot, SnapRestore, and FlexClone technologies while integrating with
the latest Oracle releases. SnapManager automates and simplifies complex and manual time
consuming processes typically done by Oracle DBAs that improve aggressive backup and
recovery service level agreements (SLASs).

SnapManager for Oracle is protocol agnostic and thus works seamlessly when used with
NFS and iSCSI protocols. It also integrates with native Oracle technologies, such as RAC,
ASM and RMAN.

In order to utilize the SnapManager for Oracle product you need to have the following
databases, applications, and licenses enabled:

» SnapManager for Oracle

» Red Hat Enterprise Linux

» SnapDrive for UNIX V2.1 or later

» IBM N series Data ONTAP 7.1 or later

» Oracle 9/R2 or Oracle 10g R2 using NFS or iSCSI LUNs
» IBM N series Host Agent 2.2.1 or later

» FlexClone license

» NFS oriSCSI license

» SnapRestore license

Note: IBM recommends that you use SnapManager for Oracle if you are using Redhat
Enterprise Linux 3.0 Update 4 (RHEL 3.0 Update 4) and greater and you wish to solve
mission-critical enterprise issues as they relate to Oracle backup, recovery, and cloning.

15.1.6 SnapManager for Oracle—Automatic Storage Management-based
backup and restore

316

SnapManager for Oracle (Figure 15-8 on page 317) provides capabilities that enable
seamless backups of Oracle ASM based-databases, while deployed on IBM System Storage
N series. This allows customers that are running Oracle 10gR2 while using the Automatic
Storage Management (ASM)-based databases on an iISCSI LUN to leverage the use of IBM
System Storage N series’ Snapshot and SnapRestore technology through the SnapManager
for Oracle software. This is accomplished while maintaining the same flexibility and
simplification that an Oracle ASM database was designed to achieve.
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Figure 15-8 SnapManager for Oracle

Note: IBM requires that the ASMIib driver is used on Red Hat Linux Enterprise 3 when
used with ASM and SnapManager for Oracle. The ASMIib driver is a dependency for
SnapManager for Oracle and will not function without it.

15.1.7 SnapManager for Oracle—RMAN based backup and restore

SnapManager for Oracle provides integration with the Oracle RMAN architecture by allowing
the functionality to register SnapManager based backups with the RMAN catalog. This allows
the DBA to utilize the IBM System Storage N series’ Snapshot and SnapRestore technology
for database backups and recovery through the use of SnapManager, while still having
access to the RMAN capabilities your DBA may have grown accustomed to using. Thus by
allowing RMAN integration with the IBM System Storage N series’ SnapManager product, the
ability to do block level recovery using RMAN is not sacrificed.

Note: IBM requires that all datafiles, logdfiles, and archive log files from the database to be
backed up are stored on the IBM System Storage N series in a flexible volume for any
backup or recovery to be completed.
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15.1.8 SnapManager for Oracle—cloning
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SnapManager for Oracle allows database cloning of existing Oracle 9/R2 and Oracle
Database 10gR2. Database cloning is available when used with IBM System Storage N
series’ FlexClone technology, while running the SnapManager product (Figure 15-9). The
database clone process is executed by providing both the old and new database SID name as
well as a map file that allows the DBA or Storage Administrator to specify the new location of
the files along with the new file names.

Using SnapManager for Oracle — Clone

Clone
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Figure 15-9 SnapManager for Oracle Clone

Note: IBM System Storage N series requires that a database clone is completed against a
database backup that was taken when the database was in offline mode. Hot database
cloning will be available in a future release of SnapManager for Oracle.
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NFS performance tuning for N
series and Oracle Database

This chapter discusses the operation of Relational Databases with IBM System Storage N
series. Management implications and performance expectations for databases using IBM
System Storage N series are presented in detail.
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16.1 Introduction

Modern relational databases are growing at explosive rates. This database growth is
accompanied by an increase in storage subsystem size and complexity, resulting in
increased management challenges. These challenges can be effectively addressed using
storage virtualization. The most common virtualization technique uses IBM System Storage N
series and the Network File System (NFS). NFS is becoming a common and critical
component in successful enterprise database deployments. NFS provides extremely effective
storage virtualization, while utilizing existing infrastructure and management facilities.

This chapter provides a roadmap to successfully deploy a relational database management
system (RDBMS) with NFS, based on the deployment of Red Hat Linux servers and IBM
System Storage N series. Specific guidelines are provided for deploying Oracle on NFS along
with tips and techniques for analyzing performance.

16.2 Focus on OLTP Workloads

320

Relational database workloads fall into two main categories: Online Transaction Processing
(OLTP) and Decision Support Systems (DSS). OLTP environments consist of transactional
workloads, for example order entry environments, and are critical for the day-to-day activities
of many modern enterprises. DSS, also referred to as Data Mining or Data Warehouse
systems, is typically used in an analytical context to execute what-if scenarios, perform trend
analysis, and derive statistical information from transactional data. Commercial workloads
typically consist of a mixture of OLTP and DSS workloads. A common scenario is one where
OLTP is the dominant activity during business hours and DSS workloads prevail during
non-business hours.

This chapter focuses on OLTP as a first step in migrating traditional database environments
to IBM System Storage N series. OLTP workloads are typically more prevalent; thus,
reducing the cost and complexity provides a more significant win. Although many of the
concepts and recommendations discussed are also applicable to DSS environments.
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16.3 Deploying databases with IBM System Storage N series
and NFS

This section provides background on the technologies and concepts central to deploying
databases on NAS and NFS including a discussion of the tradeoffs between NAS and SAN,
the benefits of NFS in traditional applications, and the differences between database 1/0
versus that seen in traditional applications.

16.3.1 Network Attached Storage versus Storage Area Networks

There are two main storage connection paradigms: NAS and SAN. Network Attached
Storage (NAS) is data storage that is connected to traditional networks such as Ethernet
networks and accessible to clients on those networks via standard protocols. Such networks
typically rely on data transmission protocols, such as TCP/IP, which have been widely used
for many years. The most common NAS solutions use the Network File System (NFS). NFS
provides network clients with a file-level interface to the data store.

Storage Area Networks (SANSs) also provide network access to data storage, but with a
notably different interconnect paradigm. Where NAS uses traditional networks, SANs relies
on a set of storage-specific transport protocols: Small Computer System Interface (SCSI) and
Fibre Channel Protocol (FCP). SANs provides a block-level interface to stored data.

The first and most obvious difference between the two storage paradigms is the interconnect
used. SAN uses Fibre Channel and NAS uses Ethernet. This is an important distinction since,
as shown in Figure 2-1 on page 32, Ethernet bandwidth is eclipsing Fibre Channel. In
addition, most companies also have significant in-house expertise with Ethernet, simplifying
NAS deployment and ongoing network management.

A second and more subtle difference between SAN and NAS (as typified by NFS) is that
while the actual data storage is contained in a storage array in both paradigms, there is a
significant difference in the software that runs on the host system. With NFS the only software
component is the network transport stack, since the file system and volume management
layers are run on the back end storage system. NFS provides file access to applications
without the burden of additional system software.

With SAN, the entire file system code stack must run on the host. In addition, a Volume
Manager is often needed to help manage the vast amount of storage. This software plus
required data management tasks (backup, recovery, and so on) put an additional burden on
the host system. Viewed as a whole, therefore, NAS offers significant advantages over SAN
for database deployment.
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Figure 16-1 Comparison of a Local File System versus a Network File System

16.3.2 NAS Protocols

In addition to NFS, there are a number of other protocols that fall into the NAS category.
Internet SCSI (iISCSI) and the Common Internet File System (CIFS) are the most common or
widely talked about. The common denominator among these protocols is the use of Ethernet
as the data transport layer. CIFS, which is predominantly used in Microsoft Windows
environments, is not commonly found in database environments because CIFS lacks the
appropriate file locking semantics required by databases. Internet SCSI offers a
block-oriented protocol for Ethernet that is in some ways similar to FCP but with substantial
cost advantages.This section focuses on NFS, and these alternative protocols are not
discussed further.

16.3.3 Why NFS

322

A successful solution for database storage has several important properties:

» Storage virtualization: Storage configuration, management, and access must be handled
almost completely by the storage system.

» Complexity and cost reduction: Controlling the cost and complexity of deploying and
managing a storage solution is a primary concern in most IT environments.

» Rapid application deployment: Rapid deployment and simplified support for a wide variety
of applications are essential.

» Grid support: There is a clear trend toward grid-aware applications that can take
advantage of emerging server blade environments, such as Oracle10g RAC. A successful
storage solution must accommodate current and future grid deployments.
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NFS fulfills these requirements and provides a number of additional benefits over traditional
storage access models. NFS not only simplifies data transport but also reduces the
management complexity of large storage installations. NFS also offloads the physical /0
processing from the host system to NAS. This can be a real benefit over systems that require
the host system to consume CPU cycles to handle all I/O functionality. This offloading can
translate into more efficient resource usage.

16.3.4 Database |/O Patterns

Database I/O patterns differ from those seen in traditional NFS environments. Databases
stress different aspects of both the NFS client and the NFS server. The principal differences
lie in the following areas:

— Data Caching Mechanisms
— Data Integrity Model

— Asynchronous I/O (AlO)

— 1/O pattern

Non-database applications rely on the underlying file system to cache I/O to increase
performance. The file system caches data used by the application and re-uses the data on
subsequent 1/O requests to reduce the number of disk transactions. Databases, however,
have their own internal caching mechanisms. This often leads to double caching (caching of
the same data by both the file system and the application cache) and potentially negative
interactions between the two caches, resulting in sub-optimal performance if not corrected.

Another significant difference between databases and other classes of applications is the
data integrity model for I/O write operations. Non-database applications often allow the file
system to defer writing data to disk until a later point-in-time determined by the operating
system. This is often referred to as asynchronous write-back, or just write-back. Write-back
reduces the number of disk transactions and thus increases 1/O efficiency and performance.
However, databases require that an I/O request be immediately written to disk to ensure data
integrity. This increases the number of I/0Os required and creates a serialized latency that
non-database applications typically do not experience.

Asynchronous I/O (AIO) is a framework supplied by the operating system that allows the
calling application to continue with other data processing while an I/O request is serviced in
the background. Databases make extensive use of AlO to pipeline I/O requests to reduce
CPU consumption and to provide maximum performance. AlO is especially useful for
applications that control I/O read-ahead (pre-fetching of data that will be processed later) and
write-back characteristics. Databases have an intimate knowledge of their internal 1/0
architecture and can effectively control data read-ahead and write-back behavior. Other
applications typically do not use AlO due to the added complexity required to create an
appropriate 1/0O architecture within the application. Non-database applications leave the
read-ahead and write-back functionality to the file system layer.

The final major distinction between database environments and other application
environments relates to the 1/0 access pattern. OLTP environments generate an I/O pattern
of small, highly parallel, randomly distributed requests. Concurrent I/O (often to the same file)
is vital to successful OLTP database operation.

The asymmetry between database 1/O patterns and that of the other classes of NFS
applications means NFS performance improvement efforts in the past have mostly neglected
database issues. With NFS playing an increasing role in database deployments, there is a
compelling need to better characterize I/O performance for these environments.
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16.4 Tuning a Linux, N series product, Oracle environment

Configuring a complete NAS environment for a relational database is a reasonably
straightforward undertaking. This section provides guidelines for configuring and tuning
Oracle10g, Red Hat Linux, the N series product, and Gigabit Ethernet networks for best
results. These specific guidelines can also apply in a general way to other similar solutions.

16.4.1 Oracle tuning
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This section provides specific tuning considerations and configuration recommendations that
affect Oracle/NFS performance. The recommendations deal specifically with Oracle10g;
however, the principles apply to any RDBMS.

There are three main areas to consider:

— Software architecture: 64-bit versus 32-bit
— Direct I/O versus Cached I/0O
— Asynchronous 1/0O

Each of these areas is discussed in detail.

Software architecture: 64-bit versus 32-bit Oracle

Oracle comes in two basic architectures: 64-bit and 32-bit. The number of address bits
determines the maximum size of the virtual address space:

32-bits = 232 = 4 GB maximum
64-bits = 264 = 16777216 TB maximum

Database performance is highly dependent on available memory. In general, more memory
increases caching, which reduces physical I/O to the disks. Hence, the 32-bit versus 64-bit
decision is very important. For instance, Oracle’s Shared Global Area (SGA) is a memory
region in the application that caches database tables and other data for processing. With
32-bit software the SGA is limited to 4 GB.

Many customer databases are quite large, on the order of hundreds of gigabytes or even
multiple terabytes. As a result, the database working set size is much larger than the 32-bit
limit. As the ratio of working set size to SGA size grows, the probability of finding a data block
in memory decreases, causing more I/O demand on the system and decreasing
performance.

With 64-bit databases, the SGA can be sized to fit the majority of the physical memory
available in the system. This decreases the ratio of working set size to SGA size and
therefore improves performance. Larger SGAs minimize physical I/O and maximize
transaction rates. Additionally, databases can manage the SGA more effectively than the OS
manages the file system cache. In general, a 64-bit database should be given the majority of
physical memory.

Unfortunately, many database applications still require 32-bit database software primarily due
to application qualification and support. In this case, the system contains more physical
memory than the SGA can utilize. In this situation the file system cache can be used in
addition to the SGA, a technique known as super-caching. With super-caching, database
blocks are cached not only in the SGA, but additional database blocks that do not fit inside
SGA are cached in the file system buffer cache. This allows the database to fully utilize the
system memory for database processing rather than leaving large portions of memory
unused.
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Super-caching in general helps 32-bit database environments but at some cost to optimal
performance as the file system is now consuming additional CPU cycles for processing. For
64-bit environments, super-caching is not advised as the file system cache will typically
prevent the system from achieving the optimal transaction rate.

For database consolidation environments in which multiple databases execute on the same
system, the SGA size per database instance must be limited since the database instances
share system memory. Super-caching can help in such a scenario.

Direct I/0 versus OS Cached I/O

DirectlO is a mechanism available in modern file systems that delivers data directly to an
application without caching the data in the file system buffer cache. This provides raw
device-like non-caching behavior while preserving all other file system semantics. Avoiding
the file system cache can provide a reduction in kernel code path execution lengths, which
reduces CPU cycles per I/O. DirectlO also allows 1/Os of arbitrary size rather than limiting
each I/O to a page size multiple. Enabling DirectlO on NFS translates to an over-the-wire
NFS operation for every 1/O request. Additionally, I/O requests are passed directly to the
network stack, bypassing some code layers. This behavior can be very beneficial for Oracle
Log Writer performance, both in terms of throughput and latency. Typically the database
application is responsible for enabling DirectlO. See Figure 16-2.

Direct 10

Oracle
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Figure 16-2 Direct IO

Enabling Direct I/O
Use the following procedure to enable uncached I/O:

1. Become root.
2. Edit /etc/modules.conf.
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3. Add the following line anywhere:
options nfs nfs_uncached_io=1

4. § Set the filesystem io_options parameter in the oracle initialization parameter file to
DIRECTIO (filesystemio_options = DIRECTIO).§ If the asynchronous 1/O option is in use,
then parameter filesystemio_options in the initialization parameter file should be set to
SETALL.

Uncached I/O will take effect after you reboot your client. Only mount points that use the
“noac” mount option will be effected by this change.

Note: Direct I/O support is not available and is not supported on Red Hat Enterprise Linux
2.1 and United Linux. It is available and is supported on Red Hat Enterprise Linux 3 and
higher also over NFS, if the driver being used on the system supports varyio XE "varyio" .

Asynchronous I/0

With synchronous 1/O, a process issues an I/0O request and waits for it to complete before
proceeding. Asynchronous I/0 (AIO) however is less intuitive. With AIO a process issues an
I/O request and, without waiting for it to complete, continues execution. At some point in the
future (and through an alternative mechanism) the process is notified of the 1/O completion.
The AlO model fits well with databases. A list of I/Os can be submitted to the file system while
the database proceeds with other useful work. When the database is ready to verify that its
I/Os have completed, the appropriate mechanism is invoked.

The Oracle Log Writer and other Database Writer processes all use AlO. The database
issues a large list of /0 requests (both random and sequential) rather than accessing one
block at a time

Enabling Asynchronous I/0
Use the following steps to enable AIO

1. Verify that libaio and libaio-devel are installed in your Linux system.

Example 16-1 Verifying installation of libaio and libaio-devel on Linux

libaio-0.3.96-5.i386.rpm
libaio-devel-0.3.96-5.i386.rpm

2. By default, asynchronous 1/O (AIQ) is disabled in Oracle. To use AlO with Oracle
Databases, the Oracle binary must be relinked with AlO enabled, using the following
commands:

cd $ORACLE_HOME/rdbms/1ib
make PL_ORALIBS=-laio —f ins_rdbms.mk async_on

These commands must be executed while logged in as the Oracle user with the instance
shut down.

3. Set the following Oracle parameters in the Oracle initialization parameter file and start the
instance and database:

disk_asynch_io=true
filesystemio_options=asynch
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16.5 Linux NFS client performance

If you use Linux NFS clients and the N series product together on an unrouted network,
consider using jumbo frames to improve the performance of your application. Be sure to
consult your switch’s command reference to make sure it is capable of handling jumbo
frames in your environment. If you experience unexpected performance slow downs when
using jumbo frames, try reducing the MTU to, say, 8,960 bytes.

When using jumbo frames on more complex networks, ensure that every link in the network
between your client and server support them and have the support enabled. If NFS over TCP
is working with jumbo frames, but NFS over UDP is not, that may be a sign that some part of
your network does not support jumbo frames.

16.5.1 Identifying Kernel Releases

IBM System Storage N series recommends that its Linux customers always use the latest
actively maintained distributions available.

To obtain which kernel your clients run, you can issue the following command:

[)

% Uname -r

16.5.2 Choosing a Network Transport Protocol

We strongly recommend that you use TCP as the transport of choice for NFS on modern
Linux distributions. To avoid IP fragmentation issues on both the client and the N series
product, consider disabling NFS over UDP entirely on the N series product and explicitly
specifying “tcp” on all your NFS mounts. In addition, we strongly recommend the explicit use
of the “timeo=600" mount option on Linux to work around bugs in the mount command, which
shorten the retransmit time out. If you must use UDP for NFS, ensure that you have properly
sized the transport socket buffers, and explicitly set a large number of retransmissions with
the “retrans=" mount option.

16.5.3 Linux—Kernel Patches

The uncached I/0O patch was introduced in Red Hat Advanced Server 2.1, update 3, with
kernel errata €35 and up. It is mandatory to use uncached I/O when running Oracle9i RAC
with the N series product in an NAS environment. Uncached I/O does not cache data in the
Linux file system buffer cache during read/write operations for volumes mounted with the
noac mount option.

To enable uncached I/O, add the following entry to the /etc/modules.conf file, and reboot the
cluster nodes:

options nfs nfs_uncached_io=1

The volumes used for storing Oracle Database files should still be mounted with the noac
mount option for Oracle9i RAC databases. The uncached I/O patch was developed by Red
Hat and tested by Oracle, IBM System Storage N series, and Red Hat.

16.5.4 Enlarging a client's Transport Socket Buffers

Enlarging the transport socket buffers that Linux uses for NFS traffic helps reduce resource
contention on the client, reduces performance variance and improves maximum data and
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operation throughput. In future releases of the client, the following procedure will not be
necessary, as the client will automatically choose an optimal socket buffer size.

Become root on the client

cd into /proc/sys/net/core

echo 262143 > rmem_max

echo 262143 > wmem_max

echo 262143 > rmem_default

echo 262143 > wmem_default

Remount the NFS file systems on the client

This is especially useful for NFS over UDP and when using Gigabit Ethernet. Consider
adding this to a system startup script that runs before the system mounts NFS file systems.
The recommended size (262,143 bytes) is the largest safe socket buffer size tested on
Data ONTAP. On clients with 16 MB of memory or less, leave the default socket buffer size
setting to conserve memory.

Red Hat distributions after 7.2 contain a file called /etc/sysctl.conf where changes such as
this can be added so they will be executed after every system reboot. Add the following lines
to the /etc/sysctl.conf file on these Red Hat systems:

net.core.rmem_max = 262143
net.core.wmem_max = 262143
net.core.rmem_default = 262143
net.core.wmem_default = 262143

16.5.5 Other TCP enhancements

The following settings can help reduce the amount of work that clients and IBM System
Storage N series do when running NFS over TCP:

echo 0 > /proc/sys/net/ipv4/tcp_sack
echo 0 > /proc/sys/net/ipv4/tcp_timestamps

These operations disable optional features of TCP to save a little processing time and
network bandwidth. When building kernels, be sure that CONFIG_SYNCOOKIES is disabled.
SYN cookies slow down TCP connections by adding extra processing on both ends of the
socket. Some Linux distributors provide kernels with SYN cookies enabled.

Linux 2.2 and 2.4 kernels support large TCP windows (RFC 1323) by default. No modification
is required to enable large TCP windows.

16.5.6 Linux networking—Gigabit Ethernet Network Adapters
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If Linux servers are using high-performance networking (gigabit or faster), provide enough
CPU and memory bandwidth to handle the interrupt and data rate. The NFS client software
and the gigabit driver reduce the resources available to the application, so make sure
resources are adequate. Most gigabit cards that support 64-bit PCI or better should provide
good performance.

Note: Any database using N series should utilize Gigabit Ethernet on both the N series
and database server to achieve optimal performance.
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16.5.7 Linux networking—jumbo frames with GbE

Using jumbo frames can improve performance in environments where Linux NFS clients and
IBM System Storage N series are together on an unrouted network. Be sure to consult the
command reference for each switch to make sure it is capable of handling jumbo frames.

16.5.8 Special mount options

Consider using the bg option if your client system needs to be available even if it cannot
mount some servers. This option causes mount requests to put themselves in the
background automatically if a mount cannot complete immediately. When a client starts up
and a server is not available, the client waits for the server to become available by default.
The default behavior, which you can adjust with the retry mount option, results in waiting for
almost a week before giving up.

The fg option is useful when you need to serialize your mount requests during system
initialization. For example, you probably want the system to wait for /usr to become available
before proceeding with multiuser boot. If you mount /usr or other critical file systems from an
NFS server, you should consider using fg for these mounts. The retry mount option has no
effect on foreground mounts. A foreground mount request will fail immediately without any
retransmission if any problem occurs.

For security, you can also use the nosuid mount option. This causes the client to disable the
special bits on files and directories. The Linux main page for the mount command
recommends disabling or removing the suidperl command when using this option. Note that
the IBM System Storage N series also has a nesuid export option, which does roughly the
same thing for all clients accessing an export. Interestingly, the IBM System Storage N series’
nosuid export option also disables the creation of special devices. If you notice programs that
use special sockets and devices (such as “panel”) behaving strangely, check for the nosuid
export option on your N series product.

To enable Kerberos authentication on your NFS mounts, you can specify the sec=krb mount
option. In addition to Kerberos authentication, you can also choose to enable authentication

with request integrity checking (sec=krb5i), or authentication with privacy (sec=krb5p). Note

that most Linux distributions do not yet support krb5p or other advanced security flavors such
as SPKMS or lipkey as of the current writing.

For some servers or applications, it is necessary to prevent the Linux NFS client from sending
Network Lock Manager requests. You can use the nelock mount option to prevent the Linux
NFS client from notifying the server’'s lock manager when an application locks a file. Note,
however, that the client still flushes its data cache and uses more restrictive write back
semantics when a file lock is in effect. The client always flushes all pending writes whenever
an application locks or unlocks a file.

Chapter 16. NFS performance tuning for N series and Oracle Database = 329



Oracle and 05 version NFS mount options

Oratle 9 non-RAC Solaris i bg hard,intr r5i2e=32T6B, wsize=32T768 [forcedirectio of llock]lcp.vers=3
Qracle 100 non- RAC - Salaris re b hard,intr,rsize=32768, wsize=32768 [forcedirectio or llock] lcp vers=3
Oracle 9i non-RAC RHAS 2.1 v b, hard, noinlrrsize=32768, wsize=32TEB lcp vars=3, limao=600,
Oracle 10g non-RAC - RHAS 2.1 rew by, hard, nointr,rsize=32768, wsize=32TAB tcp vers=3, imeo=600,
Dracle 104 non-RAC - RHEL 3.0 v big, hard, nointr,reize=32768, wsize=32TH8 lcp vers=13, iimag=600

Oracle parameter filesystemio_options=directio

Oracle 109 non-RAC - RHEL 4.0
2 rw by hard, nointr rsize=32768, wsize=32768 lcpvers=3, imeo=600

Oracle 9i non-RAC - SLES 819 rw b hard nointr,rsize=3276R, wsize=32TER tcp vars=3, imao=600

Oracle 10 non-RAC - SLES 8/9 rw, by hard, nointr,rsize=32766, wsize=32T68 tcpvers=3, imeo=600

Figure 16-3 Special mount options

16.5.9 IBM System Storage N series tuning

This section focuses on general database/file layout and specific N series product
configurations. The general layout recommendations are intended as guidelines that may
vary depending on the deployment environment. The specific N series product settings are
recommended to ensure optimal performance from the storage subsystem.

There are several areas of consideration for organizing the database storage on the IBM N
series:

Volume layout

Placement of Oracle home directory
Placement of Oracle data files
Placement of Oracle log files

16.5.10 Volume layout
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A volume is a virtual unit of storage in an IBM System Storage N series. A volume consists of
one or more raid groups, which in turn consist of multiple physical disk drives. See

Figure 16-4 on page 331. In terms of Oracle Database deployment, a volume has two
important properties:

» Disk performance load distribution: All disks in a volume share equally in the 1/O load.
Volumes with more disks will have greater I/O performance capacity than volumes with a
smaller number of disks. All files in a volume benefit from each disk’s throughput
capability, providing automatic load balancing and maximum throughput across the disks.
In a database deployment where certain data sets are more frequently used than others,
but the active data set changes over time, this load balancing property ensures good
performance. For this reason, the recommendation is to use fewer volumes with more
disks per volume when feasible.

» Snapshot and SnapRestore: In a database deployment, Snapshot copies are typically
created on a per volume basis. For these reasons, database logs needed for failure
recovery are typically stored on a volume separate from database files. With this
arrangement, database corruption can be resolved by first doing a snaprestore” on the
database volume, and then applying the rollback logs. A database can typically be
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returned to operation in a matter of minutes using this technique, versus the hours or days
typically needed to restore from tape.

gtree file systems that can exist as a
- - . special subdirectory of the root directory

Volumes: not tied to physical storage

Disks Disks Disks

Pooled Physical Storage

Figure 16-4 IBM System Storage N series volumes

16.5.11 Placement of Oracle home directory

The Oracle home directory (typically /export/home/oracle) can be located either on the N
series product or on storage attached locally to the database server. The recommendation is
to store Oracle Home on the IBM System Storage N series. However, several issues must be
considered and managed with such a configuration.

Placing Oracle Home on an IBM System Storage N series has the following advantages:

>

>

Easy to configure a manual fail-over server.

Easy to set up multiple versions of Oracle on the same server, and then switch between
them. This is ideal in a lab environment, where multiple versions of Oracle must be tested.

The ability to create a Snapshot copy of Oracle Home before installing patches or
upgrades ensures a safe, quick recovery if the procedure fails or has to be backed out.

Placing Oracle Home on an IBM System Storage N series creates the following issues:

>

Creates an additional point of failure for the Oracle installation. However, since Oracle
Database files are stored on the IBM System Storage N series, this is not significant since
loss of the N series product would temporarily bring down the database anyway.

In the event of an IBM System Storage N series outage, the error logs that Oracle
normally keeps in the "${ORACLE_HOME}/rdbms/logs" directory will not be accessible.
Thus, there is a chance that information required to diagnose a problem might not be
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available. For this reason, these files should be relocated onto local storage or onto a
separate N series products.

Note: Oracle binaries cannot be currently executed via a forcedirectio mount point. A
separate mount point is required. Future revisions of the Solaris OS will remove this
restriction.

16.5.12 Placement of Oracle data and log Files

There are many advantages to storing Oracle data files on an IBM System Storage N series:
» Data availability is improved. For example, the loss of a disk has no impact to the host.

» Management of the storage space is simplified through the ability to create Snapshot
copies, easy capacity expansion, and effective backup strategies.

» Performance demands are automatically balanced across all the disks in a volume.

» The shared file system paradigm enables access to the data files from more than one
host.

If Archive Logging is enabled as part of the operation of the Oracle Database, it is a good idea
to place the log data files in a separate file system. Separation of archive logs from data files
provides better protection in case of database corruption. If the volumes containing the data

files are damaged or corrupted, the most recent backup can be restored and a point-in-time

recovery using the Archive Logs can be performed.

Having the Redo Logs in a separate volume offers an additional level of protection. Placing
Redo Logs in a separate volume also simplifies management of these files for backup and
recovery purposes. Because the Redo Logs contain a continuous stream of update records,
they will often grow at a faster pace than the rest of the data files. As a result, a more frequent
backup schedule may be required to ensure adequate data retention and subsequent
cleanup of the oldest archive log files. By placing the logs in a separate volume, creating
Snapshot copies or integration with backup tools is simplified.

Finally, if the log volume fills to capacity, there is a chance that the database will stop
processing. By placing the logs in a separate volume, monitoring disk space usage is
simplified because the total space is allocated to a single purpose. Procedures can be
created for emergency handling of near full situations. These procedures can be automated
by integrating with a host-based backup tool.

16.5.13 NFS settings
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There are only a few IBM System Storage N series specific NFS variables. Verify that the
following IBM System Storage N series settings by typing options nfs.tcp on the IBM System
Storage N series console.

nfs.tcp.enable on
nfs.tcp.recvwindowsize 65536
nfs.tcp.xfersize 65536

The first option verifies that the N series product will accept TCP connections. The next two
options set the “receive window size” and “NFS transfer size” to the maximum values.
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16.5.14 Volume options

There are several per volume options that affect database performance. These include the
use of Snapshot copies, pre-fetching, and NFS file attribute updates.

Automatic Snapshot copies should be turned off on an N series product used to store an
Oracle Database. To do this, issue the following command for each volume on which Oracle
data is stored:

vol options <volname> nosnap on

To make the .snapshot directory invisible to the client, issue the following command for each
volume on which Oracle data is stored:

vol options <volname> nosnapdir on

In order for Snapshot copies to be effectively used with Oracle, they must be coordinated with
the Oracle backup process. A complete description of backup and restore options can be
found in Chapter 15, “Backup, restore, and disaster recovery of Oracle using N series” on
page 307.

The option minra controls data pre-fetch or read ahead properties on a per volume basis.
Minra is short for “minimize read ahead”. So setting minra=on indicates that minimal read
ahead should be performed on the volume. OLTP database workloads are mostly random
access, so pre-fetching is ineffective and can waste critical system resources. By default
minra is off. To turn minra on, do the following:

vol options <volname> minra on

Additional IBM System Storage N series performance can be gained by disabling the update
of access times on inodes. Consider turning this option on if your environment has heavy
read traffic AND can tolerate “last access times” on files being incorrect. This is the case with
databases that maintain their own internal file data and time information.

vol options <volname> no_atime_update on
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17

IBM Storage System N series
best practice guidelines for
Oracle

This chapter describes best practices guidelines for running Oracle Databases on IBM
System Storage N series with system platforms such as Solaris, HP/UX, AlX, Linux, and
Windows. Treat this chapter as a starting reference point. It contains the bare minimum
requirements for deployment of Oracle on the N series product. This guide assumes a basic
understanding of the technology and operation of the N series products and presents options
and recommendations for planning, deployment, and operation of IBM System Storage N
series products to maximize their effective use. Detailed instructions for deployment of Oracle
on N series can be found in respective product manuals.
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17.1 IBM System Storage N series system configuration

This section covers network settings with regards to N series and databases.

17.1.1 IBM System Storage N series settings

When configuring network interfaces for new systems, it is best to run the set up command to
automatically bring up the interfaces and to update the /etc/rc file and /etc/hosts file. The set
up command requires a reboot to take effect. However, if a system is in production and
cannot be rebooted, network interfaces can be configured with the ifconfig command. If a NIC
is currently online and needs to be reconfigured, it must first be brought down. To minimize
downtime on that interface, a series of commands can be entered on a single command line
separated by the semicolon (;) symbol.

Example 17-1 ifconfig

nseries>ifconfig e0 down;ifconfig e0 'hostname'-e0 mediatype auto netmask
255.255.255.0 partner e0

Note: When configuring or reconfiguring NICs or VIFs in a cluster, it is imperative to
include the appropriate partner <interface> name or VIF name in the configuration of the
cluster partner’s NIC or VIF to ensure fault tolerance in the event of cluster takeover.
Please consult your IBM System Storage N series support representative for assistance. A
NIC or VIF being used by a database should not be reconfigured while the database is
active. Doing so can result in a database crash.

17.1.2 Ethernet—Gigabit Ethernet, auto negotiation, and Full Duplex
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Any database using IBM System Storage N series should utilize Gigabit Ethernet on both the
N series product and the database server.

IBM System Storage N series Gigabit Il, I, and IV cards are designed to auto negotiate
interface configurations and can intelligently self-configure themselves if the auto negotiation
process fails.

Note: IBM System Storage N series recommends that Gigabit Ethernet links on clients,
switches, and IBM System Storage N series systems be left in their default auto
negotiation state unless no link is established, performance is poor, or other conditions
arise that might warrant further troubleshooting.

By default, flow control should be set to “full” on the IBM System Storage N series in its /etc/rc
file. You can do this by including the entry in Example 17-2 (assuming the Ethernet interface
is eb):

Example 17-2 Flow control

ifconfig e5 flowcontrol full

If the output of the ifstat —a command does not show full flow control, then the switch port
will also have to be configured to support it. (The ifconfig command on the N series product
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will always show the requested setting. ifstat shows what flow control was actually
negotiated with the switch.)

17.2 Volume, aggregate setup and options

In this section we cover set up parameters and options for volume and aggregates as they
relate to databases.

17.2.1 Databases

There is currently no empirical data to suggest that splitting a database into multiple physical
volumes enhances or degrades performance. Therefore, the decision on how to structure the
volumes used to store a database should be driven by backup, restore, and mirroring
requirements. A single database instance should not be hosted on multiple unclustered IBM
System Storage N series because a database with sections on multiple N series products
makes maintenance that requires IBM System Storage N series downtime even for short
periods hard to schedule and increases the impact of downtime. If a single database instance
must be spread across several separate N series for performance, care should be taken
during planning so that the impact of IBM System Storage N series maintenance or backup
can be minimized. Segmenting the database so the portions on a specific N series can
periodically be taken offline is recommended whenever feasible.

17.2.2 Aggregates and FlexVol volumes or traditional volumes

IBM System Storage N series supports pooling of a large number of disks into an aggregate,
and then building virtual volumes (FlexVol volumes) on top of those disks.

For Oracle Databases we recommend that you pool all your disks into a single large
aggregate (see Figure 17-1), and use FlexVol volumes for your database datafiles and
logfiles. This provides the benefit of much simpler administration, particularly for growing and
reducing volume sizes without affecting performance.

Note: In the following few sections, when we refer to volume size, it can be either
traditional volumes or Flex™ Volumes.

Flexible volumes with their loosely-coupled containing aggregats
I zeries
Aqaregate [ aggrs)
Plex (plexd) A
L = L i
fe——
— ; =
flex_ vl A clone —E%%.@
fl 1z
S WO .

Figure 17-1 Aggregate with volumes
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17.2.3 Volume Size

While the maximum supported volume size on an IBM System Storage N series system is
16TB, the N series product discourages customers from configuring individual volumes larger
than 3TB.

IBM System Storage N series recommends that the size of a volume be limited to 3TB or
smaller for the following reasons:

» Reduced per volume backup time

» Individual grouping of Snapshot copies, gtrees, and so on.

» Improved security and manageability through data separation.

» Reduced risk from administrative mistakes, hardware failures, and so on.

17.2.4 Recommended volumes for Oracle Database files and logfiles

Based on testing, we found the layouts in Table 17-1 adequate for most scenarios. The
general recommendation is to have a single aggregate containing all the flexible volumes
containing database components.

Table 17-1 Volume recommendations

Database binaries Dedicated FlexVol volume
Database config files E Dedicated Flexvol volume Multiplex with transaction logs
Transaction bog files | Dedicated Flexvol volume Wit pl-f}!_'-.‘."ﬁ config files
Archive logs Dedicated FlexVol volume Use Snaphdirrar
. Data files Dedicated Flex\ol valume
Temporary datafiles E Dedicated Flexol volume Do not make Snapshot copies of this volume

Cluster refated Ties : Dedicated FlexViol volume |

17.2.5 Oracle Optimal Flexible Architecture (OFA) on the N series product
Distribute files on multiple volumes on physically separate disks to achieve I/O load
balancing:

» Separate high 1/O Oracle files from system files for better response times.

» Ease backup and recovery for Oracle data and log files by putting them in separate logical
volumes.

» Ensure fast recovery from a crash to minimize downtime.

» Maintain logical separation of Oracle components to ease maintenance and
administration.

» OFA architecture works well with a multiple Oracle home (MOH) layout (Figure 17-2 on
page 339).
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For more information about Oracle OFA for RAC or Non-RAC and Oracle9i versus.
Oracle10g, visit the following links:

» OFA for Non-RAC:
http://download-west.oracle.com/docs/htm1/B14399 01/app_ofa.htm#1633126
For RAC, OFA for ORACLE_HOME changes:
http://download-west.oracle.com/docs/cd/B19306 01/install.102/b14203/apa.htm#CH

DCDGFE
ORACLE_BASE
— BASE ]
ORACLE_HOME ORACLE_HOME

(home1) (home2)

IDBS /IDBS

ILOG ILOG
[Admin {Admin

Figure 17-2 MOH layout

17.2.6 Oracle home location

OFA structure is flexible enough where ORACLE_HOME can reside either on the local file
system, on an NFS mounted volume, or in a SAN environment (Figure 17-3 on page 340).
For Oracle 10g, ORACLE_HOME can be shared for a specific RAC configuration where a
single set of Oracle binaries and libraries are shared by multiple instances of the same
database. Some details about shared ORACLE_HOME are discussed in the next sections.
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Type of Files Description OFA Compliant Mount point Location
ORACLE_HOME Oracle fuli/appioracie/product’d. 2.0/ Local
libraries and - filesystem or
binaries storage
fuli/appioracle’product/10.1_0/db_unigque_name system
Database files Oracle fudZ/oracata MNFS mount
database fles on storage
subsystem
Log Files Cracle redo fuldoradata NFS mount
archive logs on storage
subsystem
CRS_HOME Oracle CRS ful/appioracie/product/10.1.0/crs_1 NFS mount
HOME on storage
F A )
(For 10.1.%.x RAC subsystem
CRS_HOME Oracle CRS fuldierssproduct’ 102 vapp/ MFES mount
HOME on storage
{For 10.2.x.x RAC) {Oracle 10g™ R2) i
subsystem

Figure 17-3 Database locations

What is a shared ORACLE_HOME

»

A shared ORACLE_HOME is an ORACLE_HOME directory that is shared by two or more
hosts. This is a software install directory and typically includes the oracle binaries,
libraries, network files (listener, thsnames, and so on), oralnventory, dbs, and so forth.

A shared ORACLE_HOME is a term used to describe an Oracle software directory that is
mounted from a NFS server and access is provided to two or more hosts from the same
directory path.

An ORACLE_HOME directory looks similar to the following
(/u01/app/oracle/product/10.2.0/db_1) according to the OFA.

What does Oracle support on Oracle 10g

>

>

Single Instance (Oracle 10g) support using an NFS mounted ORACLE_HOME to a single
host.

Oracle RAC Instance (Oracle 10g) support using an NFS mounted ORACLE_HOME to
one or more hosts.

What are the advantages of sharing the ORACLE_HOME in Oracle 10g

>

Redundant copies are no longer needed for multiple hosts. This is extremely efficient in a
testing type of environment where quick access to the Oracle binaries from a similar host
system is necessary.

Disk space savings.

Patch application for multiple systems can be completed more rapidly. For example, if
testing ten systems that you want to all run on the exact same Oracle DB versions, this is
beneficial.

It is easier to add nodes.

What are disadvantages of sharing the ORACLE_HOME in Oracle 10g

>

By patching one ORACLE_HOME directory, all databases using the same home need to
be bounced as well.
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>

In a high availability environment, having a shared ORACLE_HOME could cause
downtime to a greater number of servers if impacted.

What does the N series product support regarding sharing the
ORACLE_HOME

»

>

We DO support a shared ORACLE_HOME in a RAC environment.

We DO support a shared ORACLE_HOME for single instance Oracle when mounted to a
single host system.

We DO NOT support using a shared ORACLE_HOME in a production environment that
requires high availability for a single instance Oracle set up. In other words, multiple
databases should not share a single NFS mounted ORACLE_HOME while any of the
database are running in production mode.

17.2.7 Best Practices for control and log files on N series

In this section we discuss recommended practices for Oracle on IBM System Storage N
series.

Online redo log files
Multiplex your log files, using the following recommendations:

1.
2.

Create a minimum of two online redo log groups, each with three members.

Put the first online redo log group on one volume and the next on another database
volume (Figure 17-4). The LGWR instance process (Log Writer) flushes the REDO Log
Buffer, which contains both committed and uncommitted transactions to all members of
the current online redo log group, and when the group is full it performs a log switch to the
next group, and LGWR writes to all members of that group until the group fills up, and so
on. Checkpoints do not cause log switches, in fact many checkpoints can occur while a log
group is being filled. A checkpoint occurs when a log switch occurs.

Use the following suggested layout:
Redo Grp 1: $ORACLE_HOME/Redo_Grp1 (on IBM N series volume /vol/oralog)
Redo Grp 2: $ORACLE_HOME/Redo_Grp2 (on IBM N series volume /vol/oralog)

N series FlexVol

~

$ORACLE_HOME/Redo_Grp1

$ORACLE_HOME/Redo_Grp2

Figure 17-4 Redo logs on IBM System Storage N series volume
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Archived log files

Set your init parameter, ARCHIVE_LOG_DEST, to a directory in the log volume such as
$ORACLE_HOME/log/ArchiveLog (on the N series product volume /vol/oralog).

Control files

Multiplex your control files by setting your init parameter, CONTROL_FILE_DEST, to point to
destinations on at least two different N series product volumes:

Dest 1: $ORACLE_HOME/Control_File1 (on local filesystem or on the N series product
volume /vol/oralog)

Dest 2: $ORACLE_HOME/log/Control_File2 (on the N series product volume /vol/oradata)
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17.3 RAID Group Size

When the reconstruction rate (the time required to rebuild a disk after a failure) is an
important factor, use smaller RAID groups.

17.3.1 RAID-DP

With RAID-DP, each RAID group is allocated an additional parity disk. Given this additional
protection, the likelihood of data loss due to a double disk failure is nearly eliminated;
therefore, larger RAID group sizes can be supported (Figure 17-5).

Note: RAID group sizes up to 16 disks can be safely configured using RAID-DP. However
we recommend the default RAID group size of 16 for RAID-DP.

Address the challenge with Double Parity RAID: RAID-DP™

Single-parity RAID protects against any = Survives any 2-disk-failure scenario
single disk failure
D D D D P Compared to single-parity RAID,
RAID-DP has:
3 1 2 3 E Better protection (>4,000 MTTDL)

Equal, often better performance
Same capacity overhead
(typically 1 parity per 6 data drives
= Outperforms any other “double-parity”
offering

RAID-DP protects against any two-disk failure Routinely on during benchmarks

= Combined with SyncMirror* (RAID1),
the nSeries is designed to survive
failure of any 4 disks in one disk
protection group

*Not supported on the N3700

Figure 17-5 RAID-DP

17.4 Snapshot and SnapRestore

IBM System Storage N series strongly recommends using Snapshot and SnapRestore for
Oracle Database backup and restore operations. Snapshot provides a point-in-time copy of
the entire database in seconds without incurring any performance penalty, while
SnapRestore can instantly restore an entire database to a point-in-time in the past.

In order for Snapshot copies to be effectively used with Oracle Databases, they must be
coordinated with the Oracle hot backup facility. For this reason, IBM System Storage N series
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recommends that automatic Snapshot copies be turned off on volumes that are storing data
files for an Oracle Database.
To turn off automatic Snapshot copies on a volume, issue the following command:

vol options <volname> nosnap on
If you want to make the “.snapshot” directory invisible to clients, issue the following
command:

vol options <volname> nosnapdir on

Figure 17-5 on page 343 and Figure 17-6 are examples of the before and after execution of
the command.

&+ |Select Telnet 192.168.3.254 =]
itzotucls df u
Filesysten kbutes uzed avail capacity Hounted on
Funliwallf L119523 22e0 49849648 1% fualdueld?

12529980 12172 Solialls . znapshot
z T - - v

Il
19000

4104304 15435

3010396 foradata
4039463 4 fwolioralogs

olioralogs . znapzhot 1048570 13464 975112 T walioralogs. znapshot
Folioradatals 22708 " 30804 1864 g fuolforadatals

e Jarn E{ fwolforadat ald . snapshot
9% Molszgldatads
0363 48 fuolizqldatads.snapzhot
156 0% rwolfSOLDatas
0% SoliS0L0atal . snapshot
3365444 152 33LEa2 0% rwolsSOLDatals

Figure 17-6 Output of df before nosnapdir on

e+ |select Telnet 192.168.3.254 M=l
itzotucl> wol optionz oradata nosnapdiv on u
itzotucls df

Filesyzten kbytes uzad avail capacity Hounted on

oL 107 50119923 20280 49849648 1% rfualivollf

Sanliwo 1) snapshot 12520030 1210 0% Fwolivollf . znapshot
fualior 7 7340032 ARG ‘ 1% fualforadatal
145728 134832 funlioradatal..

Fanlforalogld 4194304 154336 4039468 fanlforalogd
o lioralogs . zhapzhot 1048570 1347 975100 M folioralogd. znapshot
30904 1864 ¥ fualfovadatals
e Jarn L folforadat ald . snapshot

Log 9% fuolszqldatads
o lizqldatads. snapshot e i 48 funlizqldat a3f . snapshot
FonlfA0LDat &l B 156 33G6ead 0% Aeolf30L0atas
FanlrS0L0at af . znapshot a3aaa0 L2 838334 0% Swoli30L0atas . zhapshot

Figure 17-7 Output of df after nosnapdir on

Note: With automatic Snapshot copies disabled, regular Snapshot copies are created as
part of the Oracle backup process when the database is in a consistent state.
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17.5 Snap Reserve

Setting the snap reserve on a volume sets aside part of the volume for the exclusive use of
Snapshot copies.

Note: Snapshot copies may consume more space than allocated with snap reserve, but
user files may not consume their reserved space.

To see the snap reserve size on a volume, issue the following command:

snap reserve

An example is provided in Figure 17-8.

&+ |Telnet 192.168.3.254 =]
itzotucl> znap rezerve u

Yolume woll: current snapshot veserve iz 20% or 12520980 k-bytes.
Molune oradata: current zhapshot reserwe iz 208 or 2097152 k-butes.
Yolure oralogs curvent snapshot reserve iz 20¥ or 1043576 k-bytes.
Molune oradata?: current snapshot vesevwe iz 208 or 209717 k-butes.
WYolune oradatal: current snapzhot reserwe iz 208 or 8192 k-bytes.
Molune zqldatad: current snapshot vesevwe Lz 208 or 10240 k-butes.
WYolune SOLData: current snapshot reserwe iz 20¥ or 833800 k-buytes.
Molune S0L0atal: current snapshot vesevwe iz 208 or 838860 k-butes.
Wolune SQOLData: current snapzhot reserwe iz 208 or 838860 k-bytes.
Ualone zqlloas current shapshot vesevve iz 208 or 833860 k-butes.
Molune z=qllog?: current zhapshot reserve iz 20¥ or 838860 k-butes.
itzotucl»

itzotucl»

itzotucl»

itzotucl»

Figure 17-8 Snap reserve output

To set the volume snap reserve size (the default is 20%), issue the following command:

snap reserve <volume> <percentage>

An example is provided in Figure 17-9.

&t |Select Telnet 192.168.3.254 I [=]

itzotucls
itzotucl»
itzotucl> gnap reserve oradata 30

itzotucl> ghap rezerve
: hot rezerve iz 204 or 12520060 k-butes.
hio o iz A0 or 345728 k-butes.
H current zhapzhot reserve iz 20% or 1048576 k-butes.
oradatal: current shapshot reserwe iz 20¥ o 209712 k-buytes.
oradatal: curvent smapshot reserwe iz P08 or 8192 k-hytes.
zqldatad: curvent smapshot reserve iz 20¢ or 10240 k-bytes.
A0L0ata: current snapshot veserve iz PO or 838860 k-butes.
A0L0atal: current smapshot reserss iz 208 or 838800 k-bytes.
S0L0ata?: curvent zmapzhot reserwe iz 206 or 838360 k-bytes.
zqllogs current snapzhot veserwe iz 20¥ or 333800 k-bytes.
zqllog?: current snapshot veserve iz 208 or 838860 k-butes.
itzotucly

Figure 17-9 Output of snap reserve percentage

Do not use a percent sign (%) when specifying the percentage.
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Adjust the snap reserve to reserve slightly more space than the Snapshot copies of a volume
consume at their peak. The peak Snapshot copy size can be determined by monitoring a
system over a period of a few days when activity is high.

The snap reserve may be changed at any time. Do not raise the snap reserve to a level that
exceeds free space on the volume; otherwise, client machines may abruptly run out of
storage space.

For IBM System Storage N series, we recommend that you observe the amount of snap
reserve being consumed by Snapshot copies frequently. Do not allow the amount of space
consumed to exceed the snap reserve. If the snap reserve is exceeded, consider increasing
the percentage of the snap reserve or delete Snapshot copies until the amount of space
consumed is less than 100%. The N series’ Operations Manager can aid in this monitoring.
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17.6 The N series storage system options

This section discusses the options on N series that need to be addressed for database
operations.

17.6.1 The minra option

When the minra option is enabled, it minimizes the number of blocks that are prefetched for
each read operation. By default, minra is turned off, and the system performs aggressive read
ahead on each volume. The effect of read ahead on performance is dependent on the I/O
characteristics of the application. If data is being accessed sequentially, as when a database
performs full table and index scans, read ahead increases 1/O performance. If data access is
completely random, read ahead should be disabled, since it may decrease performance by
prefetching disk blocks that are never used, thereby wasting system resources.

The following command is used to enable minra on a volume and to turn read ahead off:

vol options <volname> minra on

You can check the status of the volume with the vol status command. See Figure 17-10.

x| Select Telnet 192.168.3.254 P [=]
itzotucls N

itzotucl> wol optionz oradata ninra on
itzotucls wol status
Yolune State Status (pt iong
w1l online raidd, trad oot
pradata online vaid dp, flex H ifT3=00

aralog online vaid_dp, flex
oradata? online raid_dp, fles
oradatal online raid_dp, flex

zqldatad online raid_dp, flex
S0L0ata online raid_dp, flax
S0L0atal online raid_dp, flex
AL0ataZ online raid_dp, flex
zqllog online raid_dp, flex

zqllog? online raid_dp, flax
itzotucl» n

Figure 17-10 Output of vol status

Generally, the read ahead operation is beneficial to databases, and the minra option should
be left alone. However for N series, we recommend that you experiment with the minra option
to observe the performance impact, since it is not always possible to determine how much of
an application’s activity is sequential versus random. This option is transparent to client
access and can be changed at will without disrupting client I/O. Be sure to allow two-to-three
minutes for the cache on the appliance to adjust to the new minra setting before looking for a
change in performance.

17.6.2 File access time update

Another option that can improve access time is file access time update. If an application does
not require or depend upon maintaining accurate access times for files, this option can be
disabled. Use this option only if the application generates heavy read I/O traffic. The following
command disables file access time updates:

vol options <volname> no_atime_update on

You can check the status of this option with the vol status command. See Figure 17-11.
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+|Select Telnet 192.168.3.254 =

itzotucd> wol options oradata no_at ine_update on
itzotucl> wol status

Yolune State Statuz (Ipt ionz
wolll anline raidd, trad root
oradata online raid_dp, Hinra=ar,
no_at ine update=on
aralog online raid_dp, flex
oradata? online raid_dp, flex
oradatal online raid_dp, flex

zqldatad online raid_dp, flex
S0L0ata onlire raid_dp, flex
A0L0atal online raid_dp, flex
S0L0ata? onlime raid_dp, flex
zqllog online raid_dp, flex

#1102 anline raid_dp, flex
itzotucls

Figure 17-11 Output of vol status

17.6.3 NFS settings

IBM System Storage N series recommends the use of TCP as the data transport mechanism
with the current NFS V3.0 client software on the host. If it is not possible to use NFS V3.0 on
the client, then it may be necessary to use UDP as the data transport mechanism. When UDP
is configured as the data transport mechanism, the following NFS option should be
configured on the IBM System Storage N series:

options nfs.udp.xfersize 32768

Verify your settings with the options nfs.udp command shown in Example 17-3.

Example 17-3 Checking nfs options

itsotuc2> options nfs.udp
nfs.udp.enable on
nfs.udp.xfersize 32768

This sets the NFS transfer size to the maximum. There is no penalty for setting this value to
the maximum of 32,768. However, if xfersize is set to a small value and an 1/O request
exceeds that value, the 1/O request is broken up into smaller chunks, resulting in degraded
performance.

17.7 Operating systems

This section covers recommended options for the OS and the DB environment.

17.7.1 Linux recommended versions

The various Linux operating systems are based on the underlying kernel. With all the
distributions available, it is important to focus on the kernel to understand features and
compatibility.
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Kernel 2.4

The NFS client in this kernel has many improvements over the 2.2 client, most of which
address performance and stability problems. The NFS client in kernels later than 2.4.16 has
significant changes to help improve performance and stability.

There have been recent controversial changes in the 2.4 branch that prevented distributors
from adopting late releases of the branch. Although there were significant improvements to
the NFS client in 2.4.15, Torvalds also replaced parts of the VM subsystem, making the
2.4.15,2.4.16, and 2.4.17 kernels unstable for heavy workloads. Many recent releases from
Red Hat and SUSE include the 2.4.18 kernel.

The use of 2.4 kernels on hardware with more than 896 MB should include a special kernel
compile option known as CONFIG_HIGHMEM, which is required to access and use memory
above 896 MB. The Linux NFS client has a known problem in these configurations in which
an application or the whole client system can hang at random. This issue was addressed in
the 2.4.20 kernel, but still haunts kernels contained in distributions from Red Hat and SUSE
that are based on earlier kernels.

Linux Kernel recommendation

IBM System Storage N series tested many kernel distributions, and those based on 2.6 are
currently recommended. Recommended distributions include Red Hat Enterprise Linux
Advanced Server 3.0 and 4.0 as well as Suse Enterprise Linux 9.0 (SLES9). See Table 17-2.

Table 17-2 Current recommended levels

Manufacturer Version Tested Recommended
Red Hat Advanced Server 2.1 Yes Mo

Red Hat Advanced Server 3.0 Yes Yes

Red Hat Advanced Server 4.0 Yes | ves

SUSE 7.2 Yes | Mo

SUSE SLES 8 Yes . Mo

SUSE SLES 9 Yes '. Yes

Linux Kernel patches

In all circumstances, the kernel patches recommended by Oracle for the particular database
product being run should be applied first. In general, those recommendations will not conflict
with the ones here, but if a conflict does arise, check with Oracle or IBM System Storage N
series customer support for a resolution before proceeding. The uncached I/O patch was
introduced in Red Hat Advanced Server 2.1, update 3, with kernel errata €35 and up. It is
mandatory to use uncached I/O when running Oracle9/ RAC with the N series product in a
NAS environment. Uncached I/O does not cache data in the Linux file system buffer cache
during read/write operations for volumes mounted with the "noac" mount option. To enable
uncached 1/O, add the following entry to the /etc/modules.conf file, and reboot the cluster
nodes:

options nfs nfs_uncached_io=1

The volumes used for storing Oracle Database files should still be mounted with the "noac"
mount option for Oracle9/ RAC databases.

The uncached I/O patch was developed by Red Hat and tested by Oracle, IBM System
Storage N series, and Red Hat.
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17.7.2 Linux OS settings

350

This section covers those options specific to the Linux OS.

Enlarging a client's transport socket buffers

Enlarging the transport socket buffers that Linux uses for NFS traffic helps reduce resource
contention on the client, reduces performance variance, and improves maximum data and
operation throughput. In future releases of the client, the following procedure will not be
necessary, as the client will automatically choose an optimal socket buffer size.

su to root on the client

cd into /proc/sys/net/core
echo 262143 > rmem_max
echo 262143 > wmem_max
echo 262143 > rmem_default
echo 262143 > wmem_default

Remount the NFS file systems on the client.

This is especially useful for NFS over UDP and when using Gigabit Ethernet. Consider
adding this to a system startup script that runs before the system mounts NFS file systems.
The recommended size (262,143 bytes) is the largest safe socket buffer size that has
been tested at the time of this publication. On clients with 16 MB of memory or less, leave
the default socket buffer size setting to conserve memory.

Red Hat distributions after 7.2 contain a file called /etc/sysctl.conf where changes such as
this can be added so they are executed after every system reboot. Add these lines to the
/etc/sysctl.conf file on these Red Hat systems.

net.core.rmem_max = 262143
net.core.wmem_max = 262143
net.core.rmem_default = 262143
net.core.wmem_default = 262143

Figure 17-12 is an example of the lines added to the sysctl.conf file.

&+ |Select Telnet 192.168.3.246 M [=]

karnel, zenopn = 100
kernel.core_uses pid = 1
keornal. shonas = 2147483643
kernel.shonni = 4096
kernal.shnall = 2097152
hiet.cove. rhen_def ault=262144
not.cora.unen_def ault=202144
hiat . cote. THER_Rax=22144

net . core.unen_nag=chiddd
fz.filo-nam = AEG36

het. ipyd. ip_local _port _vange = 1024 65000
kernal.zenopn = 100

lﬁm‘nel.sen=25ﬂ 32000 100 123
Jetcdsysct Looont " 371, 9920

Figure 17-12 Example of /etc/sysctl.conf file in Linux
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Other TCP enhancements

The following settings can help reduce the amount of work clients and IBM System Storage N
series do when running NFS over TCP:

echo 0 > /proc/sys/net/ipv4/tcp_sack
echo 0 > /proc/sys/net/ipv4/tcp_timestamps

These operations disable optional features of TCP to save a little processing time and
network bandwidth. When building kernels, be sure that CONFIG_SYNCOOKIES is disabled.
SYN cookies slow down TCP connections by adding extra processing on both ends of the
socket. Some Linux distributors provide kernels with SYN cookies enabled.

Linux 2.2 and 2.4 kernels support large TCP windows (RFC 1323) by default. No modification
is required to enable large TCP windows.

Linux Networking—full duplex and auto negotiation

Most network interface cards use auto negotiation to obtain the fastest settings allowed by
the card and the switch port to which it attaches. Sometimes, chipset incompatibilities may
result in constant renegotiation or negotiating half duplex or a slow speed. When diagnosing
a network problem, be sure the Ethernet settings are as expected before looking for other
problems. Avoid hard coding the settings to solve auto negotiation problems, because it only
masks a deeper problem. Switch and card vendors should be able to help resolve these
problems.

Linux Networking—Gigabit Ethernet network adapters

If Linux servers are using high-performance networking (gigabit or faster), provide enough
CPU and memory bandwidth to handle the interrupt and data rate. The NFS client software
and the gigabit driver reduce the resources available to the application, so make sure
resources are adequate. Most gigabit cards that support 64-bit PCI or better should provide
good performance.

Note: Any database using IBM System Storage N series should utilize Gigabit Ethernet on
both the N series product and database server to achieve optimal performance.

Linux networking—jumbo frames with Gigabit Ethernet

All of the cards described above support the jumbo frames option of Gigabit Ethernet. Using
jumbo frames can improve performance in environments where Linux NFS clients and IBM
System Storage N series systems are together on an unrouted network. Be sure to consult
the command reference for each switch to make sure it can handle jumbo frames. There are
some known problems in Linux drivers and the networking layer when using the maximum
frame size (9000 bytes). If unexpected performance slow downs occur when using jumbo
frames, try reducing the MTU to 8960 bytes.

Linux NFS protocol—mount options

Table 17-3 on page 352 summarizes the list of recommended NFS client side mount options
for various Oracle versions and OS platform permutations.
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Table 17-3 mount options

Oracle and 05 version NFS mount options
Qracle 9i non-RAC Solaris rev by hard,intrrsize=32768, wsize=32768 [forcedirectio or llock] lcp vers=3
Dracle 10g non- RAC - Salaris rod g hard inlr rsize=32TEE, waize=32T68 [forcediractio or llock] lep vers=3
Qracle 9i non-RAC RHAS 2.1 roy by, hard, nointr,rsize=32768, wsize=32708 lcp vers=3, imeo=600,
Oracle 10g non-RAC - RHAS 2.1 rev big hard, nointrreize=32768, wsize=32TE8 tep vers=3, imao=600,
Qracle 10g non-RAC - RHEL 3.0 riv by, hard, nointr,rsize=32768, wsize=32TH8 lcp vers=3, imeo=600

Oracle parameter file systemio_options=directio

Oracle 10g non-RAC - RHEL 4.0
! rod B hard nointr rsize=32768, wsize=32T68 tcpvars=3, imeo=600

Qracle 9i non-RAC - SLES 819 re bg hard nointr rsize=32768, wsize=32TER [cp vers=3, imeo=600

Qracle 109 non-RAC - SLES 89 rw b hard, nointr rsize=32768, wsize=32TER tcp vars=3, imeo=600

iSCSI initiators for Linux

iISCSI support for Linux is just now becoming available in a number of different forms. Both
hardware and software initiators are starting to appear but have not reached a level of
adoption to merit a great deal of attention. Testing is insufficient to recommend any best
practices at this time. This section will be revisited in the future for any recommendations or
best practices for running Oracle Databases on Linux with iSCSI initiators.

FCP SAN initiators for Linux

The N series product supports Fibre Channel storage access for Oracle Databases running
on a Linux host. Connections to IBM System Storage N series can be made through a Fibre
Channel switch (SAN) or direct-attached. The N series product currently supports Red Hat
Enterprise Linux 2.1 and 3.0 and SUSE Enterprise Server 8 on a Linux host with N series.

IBM System Storage N series recommends using Fibre Channel SANs for Oracle Databases
on Linux, where there is an existing investment in Fibre Channel infrastructure or the
sustained throughput requirement for the database server is greater than 1GB per second
(~110MB per second).

17.8 Oracle Database settings

This section describes settings that are made to the Oracle Database application, usually
through settings contained in the “init.ora” file. We assume that you have an existing
knowledge of how to correctly set these settings and an idea of their effect. The settings
described here are the ones most frequently tuned when using IBM System Storage N series
with Oracle Databases.

17.8.1 DISK_ASYNCH_IO

352

Enables or disables Oracle asynchronous I/O. Asynchronous I/O allows processes to
proceed with the next operation without having to wait for an issued write operation to
complete, therefore, improving system performance by minimizing idle time. This setting may
improve performance depending on the database environment. If the DISK_ASYNCH_IO
parameter is set to TRUE, then DB_WRITER_PROCESSES and
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DB_BLOCK_LRU_LATCHES (Oracle versions prior to 9i) or DBWR_IO_SLAVES must also
be used, as described below. The calculation looks as follows:

DB_WRITER_PROCESSES = 2 * number of CPUs

Oracle Database 10g does not install asyncio by default. To enable asyncio, you need to
relink oracle. After the installation process successfully completes, execute the following
procedure to enable asyncio.

Linux20:~> cd SORACLE_HOME/rdbms/lib
Linux20:~/oradbf/O10g/rdbms/lib> make -f ins_rdbms.mk async_on
Linux20:~/oradbf/O10g/rdbms/lib> make -f ins_rdbms.mk ioracle

Attention: Use make -f ins_rdbms.mk async_off to switch back, in case of problems.

After we completed the previously mentioned steps, we made changes to the init.ora. We
included the following two parameters in our init.ora to enable asyncio and Direct I/O

DISK_ASYNCH_IO=TRUE
FILESYSTEMIO_OPTIONS=SETALL

There is a combination of parameters to use, depending on what you want to do.
» DISK_ASYNC_IO=TRUE is all that is needed for asyncio for raw devices.
» FILESYSTEMIO_OPTIONS=ASYNC is required for asyncio only for file systems.

17.8.2 DB_FILE_MULTIBLOCK_READ_COUNT

Determine the maximum number of database blocks read in one I/O operation during a full
table scan. The number of database bytes read is calculated by multiplying
DB_BLOCK_SIZE * DB_FILE_MULTIBLOCK_READ_COUNT. The setting of this parameter
can reduce the number of I/O calls required for a full table scan, thus improving performance.
Increasing this value may improve performance for databases that perform many full table
scans but degrade performance for OLTP databases where full table scans are seldom (if
ever) performed.

Setting this number to a multiple of the NFS READ/WRITE size specified in the mount will
limit the amount of fragmentation that occurs in the I/O subsystem. Be aware that this
parameter is specified in “DB Blocks,” and the NFS setting is in “bytes,” so adjust as required.
As an example, specifying a DB_FILE_MULTIBLOCK_READ_COUNT of 4 multiplied by a
DB_BLOCK_SIZE of 8 kB will result in a read buffer size of 32 kB.

Note: It is recommended that DB_FILE_MULTIBLOCK_READ_COUNT should be set
from 1 to 4 for an OLTP database and from 16 to 32 for DSS.
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17.8.3 DB_BLOCK_SIZE

For best database performance, DB_BLOCK_SIZE should be a multiple of the OS block size.
For example, if the Solaris page size is 4096:

DB_BLOCK_SIZE = 4096 * n

The NFS rsize and wsize options specified when the file system is mounted should also be a
multiple of this value. Under no circumstances should it be smaller. For example, if the Oracle
DB_BLOCK_SIZE is set to 16 kB, the NFS read and write size parameters (rsize and wsize)
should be set to either 16 kB or 32 kB, never to 8 kB or 4 kB

17.8.4 DBWR_IO_SLAVES and DB_WRITER_PROCESSES

DB_WRITER_PROCESSES is useful for systems that modify data heavily. It specifies the
initial number of database writer processes for an instance. If DBWR_IO_SLAVES is used,
only one database writer process is allowed, regardless of the setting for
DB_WRITER_PROCESSES. Multiple DBWRs and DBWR IO slaves cannot coexist. We
recommend that one or the other be used to compensate for the performance loss resulting
from disabling DISK_ASYNCH_IO. Metalink note 97291.1 provides guidelines on usage.

The first rule of thumb is to always enable DISK_ASYNCH_IO if it is supported on that OS
platform. Next, check to see if it is supported for NFS or only for block access (FC/iSCSI). If
supported for NFS, then consider enabling async I/O at the Oracle level and at the OS level
and measure the performance gain. If performance is acceptable, then use async I/O for
NFS. If async I/O is not supported for NFS or if the performance is not acceptable, then
consider enabling multiple DBWRs and DBWR 10 slaves as described next. Multiple DBWRs
and DBWR |0 slaves cannot coexist. We recommend that one or the other be used to
compensate for the performance loss resulting from disabling DISK_ASYNCH_IO. Metalink
note 97291.1 provides guidelines on usage. The recommendation is that
DBWR_IO_SLAVES be used for single CPU systems and that DB_WRITER_PROCESSES
be used with systems having multiple CPUs.

Note: We recommend that DBWR_IO_SLAVES be used for single-CPU systems and that
DB_WRITER_PROCESSES be used with systems having multiple CPUs.

17.8.5 DB_BLOCK_LRU_LATCHES
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The number of DBWRs cannot exceed the value of the DB_BLOCK_LRU_LATCHES
parameter:

DB_BLOCK_LRU_LATCHES = DB_WRITER_PROCESSES

Starting with Oracle9/, DB_BLOCK_LRU_LATCHES is obsolete and need not be set.
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The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this Redbooks publication.

IBM Redbooks publications

For information about ordering these publications, see “How to get IBM Redbooks
publications” on page 356. Note that some of the documents referenced here may be
available in softcopy only.

>

>

IBM System Storage N series File System Design for an NFS File Server, REDP-4086

IBM System Storage N Series Implementation of RAID Double Parity for Data Protection,
REDP-4169

N Series SnapManager with Microsoft SQL, REDP-4174
Muiltiprotocol Data Access with IBM System Storage N series, REDP-4176

Other publications

These publications are also relevant as further information sources:

>

IBM System Storage N series Data ONTAP 7.1 Upgrade and Reinstallation Guide,
GC26-7791-00

IBM System Storage N series Block Access Management Guide for FCP and iSCSI,
GA32-0528-01

IBM System Storage N series Data ONTAP 7.2 Data Protection Online Backup and
Recovery Guide, GC26-7967-00

Online resources

The following Web sites are also relevant as further information sources:

>

Support for IBM System Storage and TotalStorage products

http://www-304.ibm.com/jct01004c/systems/support/supportsite.wss/storageselectproduct?br
andind=5000029&familyind=0&oTdfamily=0

Support for Data ONTAP

http://www-304.1ibm.com/jct01004c/systems/support/supportsite.wss/supportresources?brandi
nd=5000029&familyind=5329797&taskind=1

IBM System Storage N series and TotalStorage NAS interoperability matrixes

http://www-03.ibm.com/systems/storage/nas/interophome.html
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ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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