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Preface

The IBM® SOA Foundation is an integrated, open standards based set of
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you need to get started with SOA. A set of SOA scenarios is being developed by
IBM that describe key architectural scenarios for SOA solutions and bridge the
gap between SOA and IBM products that can be used to implement these
architectures.

This IBM Redbook focuses on the Service Connectivity scenario, which
describes architectural solutions using an ESB. The focus of this scenario is the
integration of service consumers and service providers across multiple channels.

You can find more information about the IBM SOA Foundation and the SOA
scenarios in the following IBM Redbooks™:

» Patterns: SOA Foundation Service Creation Scenario, SG24-7240

» Patterns: SOA Foundation - Business Process Management Scenario,
SG24-7234
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IBM SOA Foundation

The IBM SOA Foundation is an integrated, open standards based set of IBM
software, best practices, and patterns designed to provide what you need to get
started with SOA from an architecture perspective. The key elements of the IBM
SOA Foundation are the SOA life cycle (model, assemble, deploy, manage),
reference architecture, and SOA scenarios.

The SOA Foundation scenarios (or simply SOA scenarios) are representative of
common scenarios of use of IBM products and solutions for SOA engagements.
The SOA scenarios communicate the business value, architecture, and IBM
open standards-based software used within the SOA scenario. The SOA
scenarios can be used as a reference architecture (starting point) to accelerate
the SOA architecture and implementation of your customer scenario. The SOA
scenarios can be implemented using an incremental SOA adoption approach,
whereby a customer can incrementally add elements of other SOA scenarios to
the environment to achieve their business objectives.

In this chapter we explore the following defining elements:

v

SOA Foundation life cycle

SOA Foundation Reference Architecture
SOA Foundation scenarios

Service Connectivity scenario

vvyy
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1.1 SOA Foundation life cycle

IBM customers have indicated that they think of SOA in terms of a life cycle. As
seen in Figure 1-1, the IBM SOA Foundation includes the following life-cycle
phases:

» Model

» Assemble
» Deploy

» Manage

There are a couple of key points to consider about the SOA life cycle. First, the
SOA life cycle phases apply to all SOA projects. Second, the activities in any part
of the SOA life cycle can vary in scale and the level of tooling used depending on
the stage of adoption.

= Discover = Integrate people
= Construct & Test = Integrate processes
= Compose =Manage and integrate

information

= Gather requirements
= Model & Simulate
= Design

= Financial transparency = Manage applications & services
= Business/IT alignment = Manage identity & compliance
= Process control = Monitor business metrics

Figure 1-1 IBM SOA Foundation life cycle

Model

Modeling is the process of capturing the business design from an understanding
of business requirements and objectives. The business requirements are
translated into a specification of business processes, goals, and assumptions for
creating a model of the business. Many businesses do not go through a formal
modeling exercise. In some cases, businesses that do perform modeling use
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primitive techniques such as drawing the design in Visio® or using text
documents.

Capturing the business design using a sophisticated approach that includes the
use of specialized tooling lets you perform what-if scenarios with various
parameters the business may experience. The process can then be simulated
using those parameters to predict the effect that process will have on the
business and IT systems. If the achieved results do not match the business
objectives, then the process definition can be refined.

The model will also capture key performance indicators, such as business
metrics, that are important measurements of your business. For example, this
could include a measure of the new accounts that you have opened in a given
month. These key performance indicators are input to the assembly of the
application. In addition, the indicators can be monitored in production to capture
the critical data to measure whether the objectives are being met.

Assemble

The business design is used to communicate the business objectives to the IT
organization that will assemble the information system artifacts that implement
the design. The enterprise architect works closely with the business analyst to
convert the business design into a set of business process definitions, as well as
activities used to derive the required services from the activity definitions. The
enterprise architect and business analyst work with the software architect to flesh
out the design of the services.

During the process of resolving the design and implementation of the modeled
business processes and services, a search should be performed of existing
artifacts and applications in an effort to find components that meet the needs of
the design. Some applications will fit perfectly, some will have to be re-factored,
and some will have to be augmented to meet the requirements of the design.

These existing assets should be rendered as services for assembly into
composite applications. Any new services required by the business design will
need to be created. Software developers should use the SOA programming
model to create these new services.

Lastly, the assemble phase includes applying a set of policies and conditions to
control how your applications operate in the production runtime environment. For
example, these policies and conditions include business and government
regulations. In addition, the assemble phase includes critical operational
characteristics such as packaging deployment artifacts, localization constraints,
resource dependency, integrity control, and access protection.
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Deploy

The deploy phase of the life cycle includes a combination of creating the hosting
environment for the applications and the deployment tasks of those applications.
This includes resolving the application’s resource dependencies, operational
conditions, capacity requirements, and integrity and access constraints.

A number of concerns are relevant to the construction of the hosting environment
including the presence of the already existing hosting infrastructure supporting
applications and pre-existing services. Beyond that, you must consider
appropriate platform offerings for hosting the user interaction logic, business
process flows, business services, Access Services, and information logic.

Manage

The manage phase includes the tasks, technology, and software used to
manage and monitor the application assets such as services and business
processes that are deployed to the production runtime environment.

Monitoring is a critical element of ensuring that the underlying IT systems and
application are up and running to maintain the service availability requirements of
the business. Monitoring also includes monitoring performance of service
requests and timeliness of service responses. In addition, monitoring includes
maintaining problem logs to detect failures in various services and system
components, as well as localizing failures and restoring the operational state of
the system.

Managing the system also involves performing routine maintenance;
administering and securing applications, resources, and users; and predicting
future capacity growth to ensure that resources are available when the demands
of the business call for it. The security domain includes such topics as
authentication, single sign-on, authorization, federated identity management,
and user provisioning.

The manage phase also includes managing the business model, tuning the
operational environment to meet the business objectives expressed in the
business design, and measuring the success or failure of meeting those
objectives. SOA is distinguished from other styles of enterprise architecture by its
correlation between the business design and the software that implements that
design, and its use of policy to express the operational requirements of the
business services and processes that codify the business design. The manage
phase of the life cycle is directly responsible for ensuring that those policies are
being enforced, and for relating issues with that enforcement back to the
business design.
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Governance and processes

Governance and processes are critical to the success of any SOA project.
Governance helps clients extend the planned SOA across the enterprise in a
controlled manner. This new SOA governance capability helps customers set a
baseline for measuring improvements, tracking SOA projects, building a pool of
skilled resources, and establishing the structure for making decisions about SOA
initiatives. Additionally, this services capability helps keep all SOA initiatives,
architectures, and investments aligned to with business goals.

A key aspect of governance is that it defines rules, processes, metrics, and
organizational constructs for support planning, decision making, steering, and
control of IT and the SOA to achieve business objectives.

1.2 SOA Foundation Reference Architecture

This section describes the SOA Foundation Reference Architecture, which
includes the components and middleware services used by applications in the
runtime environment.

Channel
Consumers

Business Process
Composition; choreography;
business state machines

9JUBUIBA0D

o
g
g
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S
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) Atomic Service - Composite Service Registry

Figure 1-2 SOA Foundation Reference Architecture: solution view
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Figure 1-2 on page 5 depicts the SOA Foundation Reference Architecture
solution view used to decompose an SOA design. SOA puts a premium on the
role of the enterprise architect, who is responsible for spanning between the
business design and the information system that codifies that design.

When taking a top-down approach1, the enterprise architect starts by identifying
the business processes and business services used by the business users. The
business users are consumers of the processes and services. Business
processes should be treated as compositions of other business processes and
services, and therefore should be decomposed into their subordinate
sub-processes and services.

Services and business processes are then detailed into service components.
Service components include a detailed set of definition metadata used to
describe the service to the information system. Services can be aggregated into
module assemblies. The module assemblies are used to establish related design
concerns and begin the planning to determine what teams will collaborate to
implement the related services to be deployed as a single unit.

The resulting set of business process definitions, services, and schemas make
up the logical architecture of the application. The enterprise architect must then
map that logical architecture to a physical architecture.

" Business Innovation & Optimization Services

3 Facilitates better decision-making

e with real-time business information -

< QG

%] o g

5 Interaction Services Process Services Information Services § %

E_ Enables collaboration Orchestrate and Manages diverse -5

o between people, automate business data and content in a - =

% processes & information processes unified manner

o
Integrated l - Facilitates communication ESB_between services Manage

environment and secure
for design services,
and creation Partner Services Business App Services Access Services applications
of solution Connect with trading Build on a robust, Facilitates interactions &
assets partners scaleable, and secure with existing information resources
services environment and application assets
Infrastructure Services
Optimizes throughput,
availability and performance
J

Figure 1-3 SOA Foundation Reference Architecture: middleware services view

1 This flow describes a top-down approach. Other variations include a bottom-up approach and
the more common meet-in-the-middle approach.
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We include a summary description for each of the services found in the logical
architecture displayed in Figure 1-3 on page 6. The services found in the center
of Figure 1-3 on page 6 (Interaction, Process, Information, Partner, Business
Application, Access) are the core set of services used by the application within
the runtime environment when deployed. The other services displayed in the
Figure 1-3 on page 6 (outer services) are used in support of the core services.

Core components of the logical architecture

This section includes a brief description of the following core components of the
logical architecture:

» Interaction Services

Process Services

Business Application Services
Information Services

Access Services

Partner Services

vVvyyvyyvyy

Interaction Services

Interaction Services provide the capabilities required to deliver IT functions and
data to users, meeting their specific preferences.

Process Services

Process Services provide the control capabilities required to manage the flow
and interactions of multiple services in ways that implement business processes.

Business Application Services

Business Application Services are called by service consumers. Service
consumers include other components in the logical architecture such as portal or
business processes.

Information Services

Information Services provide the capabilities necessary to federate, replicate,
and transform disparate data sources.

Access Services

Access Services provide bridging capabilities between core applications,
prepackaged applications, enterprise data stores, and the ESB to incorporate
services that are delivered through existing applications into an SOA.

Partner Services

Partner Services provide the document, protocol, and partner management
capabilities for business processes that involve interactions with outside partners
and suppliers.
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Supporting components of the logical architecture

This section includes a brief description of the supporting components of the
SOA Foundation logical architecture used in support of the core components:

Enterprise Service Bus

Business Innovation and Optimization Services
Development Services

IT Service Management

Infrastructure Services

vyvyyvyyvyy

Enterprise Service Bus

The Enterprise Service Bus (ESB), or simply bus, provides an infrastructure that
removes the direct connection dependency between service consumers and
providers. Consumers connect to the bus and not the provider that actually
implements the service. This type of connection further decouples the consumer
from the provider. A bus also implements further value-add capabilities such as
security and delivery assurance. We prefer that you implement these capabilities
centrally within the bus at an infrastructure level rather than within the
application. The primary driver for an ESB, however, is that it increases
decoupling between service consumers and providers.

Although building a direct link between a consumer and provider is relatively
straightforward, these links can lead to an Interaction pattern that consists of
building multiple point-to-point links that perform specific interactions. With a
large number of interfaces this quickly leads to the buildup of a complex mass of
links with multiple security and transaction models. When routing control is
distributed throughout the infrastructure, there is typically no consistent approach
to logging, monitoring, or systems management. This type of environment is
difficult to manage or maintain and inhibits change.

Note: An ESB can be thought of as an architectural pattern, with an
implementation to match the deployment needs. There are two IBM ESB
products:

» |IBM WebSphere Enterprise Service Bus
» |IBM WebSphere Message Broker

In addition, there are a number of products that extend the capabilities of
these ESBs, including DataPower® XML Security Gateway XS40.

Business Innovation and Optimization Services

Business innovation and optimization services are primarily used to represent
the tools and the metadata structures for encoding the business design,
including the business policies and objectives.
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Business innovation and optimization services exist in the architecture to help
capture, encode, analyze, and iteratively refine the business design. The
services also include tools to help simulate the business design. The results are
used to predict the effect of the design, including the changes the design will
have on the business.

Development Services

Development services encompass the entire suite of architecture tools,
development tools, visual composition tools, assembly tools, methodologies,
debugging aids, instrumentation tools, asset repositories, discovery agents, and
publishing mechanisms needed to construct an SOA-based application.

IT Service Management

Once the application has been deployed to the runtime environment it needs to
be managed along with the IT infrastructure on which it is hosted. IT service
management represents the set of management tools used to monitor your
service flows, the health of the underlying system, the utilization of resources, the
identification of outages and bottlenecks, the attainment of service goals, the
enforcement of administrative policies, and recovery from failures.

Infrastructure Services

Infrastructure services form the core of the information technology runtime
environment used for hosting SOA applications. These services provide the
ability to optimize throughput, availability, performance, and management.

1.3 SOA Foundation scenarios

The SOA Foundation scenarios (or simply SOA scenarios) are representative of
common scenarios of use of IBM products and solutions for SOA engagements.
The SOA scenarios quickly communicate the business value, architecture, and
IBM open standards-based software used within the SOA scenario. The SOA
scenarios can be implemented as part of an incremental adoption of SOA
growing from one scenario to using elements of multiple scenarios together. The
concept of realizations are used to provide more specific solution patterns and
IBM product mappings within the SOA scenarios.

The SOA scenarios can be used as a reference architecture implementation
(starting point) to accelerate the SOA architecture and implementation of your
customer scenario.
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Figure 1-4 SOA scenarios and entry points

Figure 1-4 displays the SOA scenarios and the relationships between them:
» Service Creation

More details about this scenario can be seen in Patterns: SOA Foundation
Service Creation Scenario, SG24-7240.

» Service Connectivity

This book focuses on the Service Connectivity scenario.
» Interaction and Collaboration Services
» Business Process Management

More details about this scenario can be seen in Patterns: Business Process
Management with the SOA Foundation, SG24-7234.

» Information as a Service

The scenarios can be used together and adopted incrementally. For example,
the other scenarios commonly include service creation and often want
connectivity. In addition, the scenarios can be used together, such as a portal
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accessing a business process or a portal accessing an information service
through an ESB from a service consumer.

SOA Design, Governance, Security, and Management can be used in each of
the SOA scenarios based on customer requirements.

SOA Governance can be used to adopt SOA across the enterprise in a
controlled manner with the objective of aligning the SOA initiative with the
business objectives. Governance includes setting a baseline for measuring
improvements, tracking SOA projects, building a pool of skilled resources, and
establishing the structure for making decisions about SOA initiatives.

Companies that adopt an SOA need a solution for managing and monitoring
services. In addition, they need of a security model that enables secure business
transactions across enterprises and the Internet. The security domain includes
topics such as authentication, single sign-on, authorization, federated identity
management, and user provisioning.

1.4 Service Connectivity scenario

The Service Connectivity scenario is used to demonstrate the integration of
service providers and consumers, allowing for the reuse of existing and new
services across multiple channels. This scenario is appropriate for an enterprise
that has a set of core services or systems that are to be made available as
services to a variety of internal and external clients. Flexibility to make changes
to service providers and make changes to service clients independent from each
other is a requirement.

The focus of this scenario is on the underlying connectivity used to support
business-centric SOA. An enterprise service bus provides decoupling between
clients and providers, providing the flexibility to implement applications more
quickly. In circumstances where services are provided to or consumed from a
third party, an ESB gateway can be used in conjunction with the ESB to add
security measures. An ESB gateway alone may be sufficient if all of your service
interactions are with third parties and you have basic requirements to mediate
between service consumers and providers.

Implementations of this scenario have the following features:
» Enables changes to the implementation of a service without affecting clients

» Registers services to a service registry

» Uses an enterprise service bus as the integration point between service
providers and service consumers

Chapter 1. IBM SOA Foundation 11



Enables clients to access a service with a different interface and protocol than
what the service consumer supports

Uses an ESB gateway to isolate and protect services

Enables management and monitoring of services to insure service level
agreements

Provides security and credential mapping (where needed) to insure proper
use of the services

Specific connectivity and integration requirements for an enterprise ultimately
drive product selection of the ESB and supporting products. The choice of
runtime products may include one or more of the following:

>

»

»

>

>

>

WebSphere Message Broker
WebSphere Enterprise Service Bus
IBM DataPower SOA Appliances

Web Services Gateway (WebSphere Application server Network
Deployment V6)

WebSphere Adapters
WebSphere Service Registry and Repository (available 2H06)

The choice of SOA life cycle products depends largely on the runtime products
selected. The following products can be used to support the runtime
environment:

»

>

>

WebSphere Message Broker Toolkit

Rational® Application Developer

WebSphere Integration Developer

IBM Tivoli® Composite Application Manager for SOA (ITCAM for SOA)

IBM Tivoli Composite Application Manager for WebSphere (ITCAM for
WebSphere)

IBM Tivoli Composite Application Manager for RTT V6.0 (TCAM for RTT)
OMEGAMON® for Messaging

Tivoli Access Manager

Tivoli Federated Identity Manager
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Realizations have been developed that will help you understand how the
scenario can be used and how products are selected. A realization is an example
business case that describes a customer situation and the solution. We have
included a summary of the following common realizations of the Service
Connectivity scenario:

» Secure connections to third parties and trading partners: For use when
interactions with third parties are present and mediation requirements are
basic

» Internal connectivity based on open standards: For use with standards-based
interactions that require routing capabilities

» Adapt from third-party systems to Web services: For use when requiring
access to Els systems

» Deliver an existing process through new business channels: For use in a
diverse, non-standards based environment

1.4.1 Secure connections to third parties and trading partners

An ESB gateway can be used alone or in conjunction with an ESB to provide
controlled and secure service interaction between internal or external domain
boundaries. In this realization, its primary function is to provide secure access to
resources when interacting with third parties. An ESB gateway can also provide
basic functionality such as protocol switching and message switching to enable
interaction between service consumers and service providers.

This realization assumes that the customer has adopted standards-based
technology, has an existing infrastructure, and has the following business
requirements:

» Standards-based requestors/providers use SOAP/HTTP for transport.
» Dynamically add new providers and requestors at runtime.
» Support a defined, high response time with a moderate load.

» SOA security for interaction with requestors and providers. Security may need
to be adapted between the requestors and providers.

» Requests and responses must be logged to a file.

The following technical requirements have been identified:

» Many services deployed require the same mediation flow. An ESB gateway
minimizes administration and streamlines the process for making new
services available.

» Services must be monitored for performance and usage.
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» Monitoring for all components must be integrated into the existing

management infrastructure.

The IBM products used for this realization are as follows:
» Deploy: IBM DataPower XML Security Gateway XS40

The customer chooses the DataPower XS40 model for the runtime. The
XS40 is designed specifically to provide XML acceleration and SOA security
and can provide the basic mediation functions required. Because the
requirements for mediating the interaction between consumers and providers
is met, the XS40 as an ESB gateway is sufficient and no ESB product is
required.

Assemble: DataPower Toolkit
Manage: IBM Tivoli Composite Application Manager for SOA

ITCAM for SOA is used to monitor Web services flowing through the
DataPower appliance.

Manage: Tivoli Access Manager

The XS40 can be integrated with Tivoli Access Manager to secure
applications.
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Figure 1-5 shows an overview of the runtime topology.
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Figure 1-5 Gateway runtime topology

1.4.2 Internal

connectivity based on open standards

This solution provides multi-channel access for clients to an existing service with
a range of connectivity options for standards-based clients and services. With
this type of connectivity, a client can request a secure service without knowledge
of its location. Transparent to the client, requests can be routed to the service
that can best handle the request. Also transparent to the client is the message
format and transport protocol required to access the provider. The response
could be immediate or delayed.

This realization assumes that the customer has adopted standards-based
technology, has an existing WebSphere Application Server infrastructure, and
has the following business requirements:

>

>

>

Provide integration of multiple client channels to service providers.
Provide routing of client requests to the appropriate service provider.

Intranet environment that does not require WS-Security or other complex
security considerations.

Support moderate volume of requests.
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The following technical requirements have been identified:
» Message data from clients must be examined in order to determine the

service provider to route the request to.

» Clients and service providers use JMS, SOAP/JMS, or SOAP/HTTP.
» Data transformation is required. This should be done with XSLT.

The core IBM products used for this realization are as follows:
» Deploy: WebSphere Enterprise Service Bus

WebSphere ESB provides the transport flexibility to support the transports
required by the customer. WebSphere ESB also has the mediation
capabilities required to perform the message routing and transformation
required.

Assemble: WebSphere Integration Developer

WebSphere Integration Developer is the development and assembly tool for
building WebSphere ESB mediations.

Manage: IBM Tivoli Composite Application Manager for SOA

ITCAM for SOA will be used to monitor and manage message traffic between
Web services.

Governance: WebSphere Service Registry and Repository

WebSphere Service Registry and Repository is used to register business
services for endpoint lookup.
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Figure 1-6 shows an overview of the runtime topology.
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Figure 1-6 Local integration runtime

1.4.3 Adapt from third-party systems to Web services

An ESB can be used to provide access to EIS systems through the use of
adapters. Mediations in the ESB are used to adapt the client request to a form
understood by the adapter, and then to adapt the response to the client’s format.

This realization assumes that the customer has adopted standards-based
technology, has an existing WebSphere Application Server infrastructure, and
has the following business requirements:

» Provide Web service access to functionality in an enterprise information
system such as SAP R/3, PeopleSoft, or Oracle Financials.

» The intranet environment does not require WS-Security or other complex
security considerations.

» The integration is based on message exchange/data replication scenarios —
there is no business process or data synchronization between clients and EIS
systems.

» It supports a moderate volume of requests.

The following technical requirements have been identified:

» The targeted integration is point-to-point, although multiple EISs can be
exposed as Web services at the same time.
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»

Data transformation is required. This should be done with XSLT.

Log the messages as they flow through the hub — we want to log
asynchronously to a file.

The IBM products used for this realization are as follows:

>

Deploy: WebSphere Enterprise Service Bus and WebSphere Adapters

WebSphere ESB supports the SOAP/HTTP transport required by the
customer. WebSphere Adapters provide the EIS adapters required.
WebSphere ESB also provides the mediation capability required to do XSLT
transformation on the data and includes a logging function to log messages
as they flow through the mediation.

Assemble: WebSphere Integration Developer

WebSphere Integration Developer is the development and assembly tool for
building WebSphere ESB mediations. It includes the enterprise discovery
capabilities needed to incorporate the WebSphere Adapters into the
mediation applications.

Manage: IBM Tivoli Composite Application Manager for SOA and IBM Tivoli
Federated Identity Manager

ITCAM for SOA will be used to monitor and manage message traffic between
Web services. Tivoli Federated Identity Manager is used to manage identity
and access to resources that span companies or security domains.

Figure 1-7 shows an overview of the runtime topology.
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Figure 1-7 Adapt from third-party systems to Web services - runtime
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1.4.4 Deliver an existing process through new business channels

An integration solution that includes a range of diverse business applications
must provide connectivity for a wide range of service consumers and service
providers as well as advanced options for message mediation, including
message augmentation, message routing, and the ability to decompose
messages into multiple requests and to recompose the responses.

This type of connectivity would provide the most advanced options for integrating
dissimilar and wide-spread service consumers and service providers. Clients can

request a secure service that may be provided by one or more service provide

rs

with the service composition occurring within the ESB. Services and clients also
have a wide range of connectivity options. Connectivity to heritage applications

as well as standards-based applications are managed by the ESB.

This realization assumes that the customer has extensive heritage systems as
well as newer Web services based systems and has the following business
requirements:

» Providers use a variety of heterogeneous protocols.

» Any provider must be accessible via basic Web services that will be used by
variety of clients.

» They must support moderate volume of requests.

» The intranet environment does not require SOA security or other complex
security considerations.

a

» Gilobal transactions across multiple heterogeneous transaction managers for

some providers.

The following technical requirements have been identified:
» The ESB must support communication protocol conversion.

» The ESB must support flexible data model conversion, with acceptable
performance and adequate tooling.

» There must be an enterprise class persistent messaging backbone.

» There must be global transactions management.

» The ESB must adapt the service definitions between the requestors and
providers.

The IBM products used for this realization are as follows:

» Deploy: WebSphere Message Broker, WebSphere MQ, and WebSphere
Adapters

WebSphere Message Broker is selected to provide the ESB capabilities,
including mediation support. WebSphere MQ will be used to provide an
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enterprise class persistent messaging backbone. This combination supports
the wide variety of transport protocols and conversions required for the
integration solution. WebSphere Adapters provide connectivity to traditional

systems.

Assemble: Message Brokers Toolkit

The Message Brokers Toolkit is the development tool for building mediation
message flows in WebSphere Message Broker and provides the runtime
configuration and management tools.

Manage: IBM Tivoli Federated Identity Manager, IBM Tivoli Access Manager

Tivoli Access Manager provides a centralized, flexible, and scalable access
control solution that enables you to control user access to protected
information and resources. Tivoli Federated Identity Manager is used to
manage identity and access resources that span companies or security

domains.

Manage: IBM Tivoli OMEGAMON XE for Messaging

Tivoli OMEGAMON XE for Messaging is used to monitor and manage the
WebSphere MQ and WebSphere Message Broker environments.

Figure 1-8 shows an overview of the runtime topology for this realization.
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Figure 1-8 Expose existing systems to heterogeneous clients - runtime
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Process for applying SOA
scenarios

A process for selecting SOA scenarios and related reusable patterns assets has
been designed and documented in Patterns: SOA Foundation Service Creation
Scenario, SG24-7240. This process can be use by specialists in pre-sales and
post-sales roles, and by architects in a customer/consulting engagement.

Within this process, generic use cases have been designed to be representative
of SOA capabilities possible with the software used in the SOA scenarios. The
process includes a selection table that maps the generic use cases to the
appropriate SOA scenario. Once the SOA scenario is identified, the user can
then reference the related reusable patterns assets to help accelerate the
solution design.

This chapter gives a brief overview of the SOA scenario selection process and
discusses the generic use cases that lead to the Service Connectivity scenario. It
then gives a brief introduction to Patterns for e-business.

This chapter contains the following topics:

» Process for using SOA scenarios and patterns
» Reuse patterns assets to accelerate the solution architecture

© Copyright IBM Corp. 2006. All rights reserved. 21



2.1 Process for using SOA scenarios and patterns

22

This section gives a brief overview of the process for using SOA scenarios and
patterns. This process is discussed in detail in Patterns: SOA Foundation
Service Creation Scenario, SG24-7240.

Figure 2-1 depicts the high-level process for applying the SOA scenarios and
related patterns.

Capture Customer
Requirements

\ 4
Fit-Gap Analysis
of Generic

Use Cases
A

A 4

Select SOA
scenario

\ 4
Reuse patterns
assets to accelerate
solution architecture

A 4

Implementation
Guides

Figure 2-1 Process for using SOA scenarios and patterns

Below is a brief description of each phase of the high-level process depicted
Figure 2-1:

1. Capture the Customer Requirements.

The collection of the customer requirements is a standard activity for
development methodologies (for example, RUP® or IBM Method). This
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includes an initial context, a vision of where the customer wants to be, and
use cases representing the refined customer requirements.

2. Fit-gap analysis of generic use cases.

The business analyst or architect evaluates which of the generic use cases
are representative of the defined customer requirements (use cases).

Note: The upward pointing arrow in Figure 2-1 on page 22 between Select
the SOA scenario and Fit-Gap Analysis is a special case where the user
already owns the software representative of an SOA scenario, and wants
to know how to leverage the SOA capabilities of the software. As is the
case in this book, the user knows the SOA scenario and will look at what
generic use cases are possible in the SOA scenario selection table (see
Table 2-1 on page 24).

3. Select the SOA scenario.

The business analyst or architect can use the SOA scenario selection table
(see Table 2-1 on page 24), which lists the generic uses cases and the SOA
scenario that enables the use case.

Once you have selected the SOA scenario, you have two options of where to
go next:

— Reuse patterns assets to accelerate the solution architecture.

This option is appropriate if you are interested in reusable assets for the
architecture and design of the solution. This option also leads to the
implementation guides.

or
— Select the implementation guide (model, assemble, deploy, manage).

This option is appropriate if you are interested in a working example that
demonstrates how to implement the scenario (model, assemble, deploy,
manage).

4. Reuse patterns assets to accelerate the solution architecture.

We have mapped the reusable assets found in the Patterns for e-business for
each of the SOA scenarios. The reusable assets are used to accelerate the
solution architecture.

If you select this option, you will first learn about Patterns for e-business in
2.2, “Reuse patterns assets to accelerate the solution architecture” on
page 26, and then proceed to Chapter 3, “Patterns for e-business and
Service Connectivity” on page 31.

5. Select the implementation guide (model, assemble, deploy, manage).
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Once you have identified the SOA scenario, and optionally the corresponding
patterns, you can go to the corresponding implementation guide. The
implementation guides provide detailed examples demonstrating how to
implement selected use cases for the SOA offering. This includes
implementation details for each phase of the life cycle using the solution
offering software (model, assemble, deploy, manage).

This book is the implementation guide for the Service Connectivity scenario.
Details about designing and implementing the ITSOMart solution can be seen
starting with Chapter 4, “Planning for connectivity” on page 67.

Other works of interest are:

— Getting Started with WebSphere Enterprise Service Bus V6, SG24-7212
— Patterns: Implementing Self-Service in an SOA Environment, SG24-6680
— Enabling SOA Using WebSphere Messaging, SG24-7163

2.1.1 SOA scenario selection table

A set of generic use cases has been developed to be used as selection criteria to
determine the appropriate SOA scenario. Table 2-1 lists the generic use cases
and corresponding SOA scenarios that fulfill the use case requirement.

Table 2-1 SOA scenario selection criteria
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U1: Reuse existing or create new application logic as a service within | X

the enterprise.

U2: Reuse existing or create new application logic as a service beyond | X

the enterprise.

U3: Point-to-point integration of enterprise applications using services. | X

U4: Point-to-point integration of intra-enterprise applications using X
services.
U5: Allow users to invoke services simply. X
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U6: Enable loose coupling of service consumers and providers using X
static routing.
U7: Enable loose coupling of service consumers and providers using X
dynamic routing based on standards-based protocols.
U8: Enable loose coupling of service consumers and providers using X
advanced dynamic routing and diverse protocols.
U9: Improve an existing business process flow through business X
process and policy modeling and simulation.
U10: Implement a new business process flow. X
U11: Analyze existing business process flow using monitoring. X
U12: Allow single-sign-on access to different services. X
U13: Personalize information based on user profile. X
U14: Allow users to create and manage content. X
U15: Allow users to Access Services through client devices. X X
U16: Allow users to perform information inquiries. X
U17: Populate information. X
U18: Allow users seamless access to diverse data sources. X

Because this book focuses on the Service Connectivity scenario, we next look
specifically at the use cases that lead you to this scenario. If these use cases do
not apply to your situation, consider going back to Patterns: SOA Foundation
Service Creation Scenario, SG24-7240, to explore the remaining use cases.
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Generic use cases for the Service Connectivity scenario

The following generic use cases have been identified as leading to the Service
Connectivity scenario:

» UB6: Enable loose coupling of service consumers and providers using static
routing.

A customer wishes to decouple the point-to-point connections between
service consumers and service providers. A middle tier is added to provide
routing between the consumer and provider. The middle tier provides static
routing, where a request for a particular service from a consumer is always
routed to the same service provider. The middle tier provides connection
security and basic protocol and message transformation between consumers
and providers.

» U7: Enable loose coupling of service consumers and providers using dynamic
routing and standards-based protocols.

A customer wishes to decouple the point-to-point connections between
service consumers and service providers. A middle tier is added to provide
routing between the consumer and provider. Dynamic routing determines the
service provider to use based on routing rules applied to the request received
from the service consumer. The middle tier provides connection security. It
also provides basic protocol and message transformation between
standards-based consumers and providers.

» U8: Enable loose coupling of service consumers and providers using
advanced dynamic routing and diverse protocols.

A customer wishes to extend the loose coupling between service consumers
and service providers to include conversion of the message format or protocol
used by the service consumer to a suitable message format and protocol
understood by the service provider. This requires a middle tier between the
service consumer and provider to perform the conversion. The middle tier
provides an advanced degree of routing logic, allowing the invocation of
multiple services providers from a single service consumer request, in which
case the middle tier must disaggregate and aggregate requests and
responses from the service providers. The middle tier provides connection
security. It also provides advanced protocol and message transformation
between a diverse set of consumers and providers.

2.2 Reuse patterns assets to accelerate the solution
architecture

The target audience of this section is IT architects interested in leveraging the
knowledge captured in the Patterns for e-business, with the objective of
accelerating the solution architecture.
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2.2.1 Introduction to the Patterns for e-business

The role of the IT architect is to evaluate business problems and build solutions
to solve them. The architect begins by gathering input about the problem,
developing an outline of the desired solution, and considering any special
requirements that need to be factored into that solution. The architect then takes
this input and designs the solution, which can include one or more computer
applications that address the business problems by supplying the necessary
business functions.

To improve the process over time, we need to capture and reuse the experience
of the IT architects in such a way that future engagements can be made simpler
and faster. We do this by capturing knowledge gained from each engagement
and using it to build a repository of assets. IT architects can then build future
solutions based on these proven assets. Reusing proven assets saves time,
money, and effort and helps ensure delivery of a solid, properly architected
solution.

IBM Patterns for e-business (P4eb) facilitate this reuse of assets. Their purpose
is to capture and publish e-business artifacts that have been used, tested, and
proven to be successful. The information captured by them is assumed to fit the
majority, or 80/20, situation.

Patterns for e-business layered asset model

The Patterns for e-business approach enables architects to implement
successful e-business solutions through the reuse of components and solution
elements from proven successful experiences. The Patterns approach is based
on a set of layered assets that can be exploited by any existing development
methodology. These layered assets are structured in a way that each level of
detail builds on the last and include:

» Customer requirements, which ultimately define the selected solution. We
have developed a series of generic use cases that are representative of
common SOA scenarios. The customer requirements are analyzed and when
appropriate mapped to the generic use cases. The generic use cases are
used as selection criteria to identify the appropriate SOA scenario and
reusable patterns assets.

> Business patterns, which identify the interaction between users, businesses,
and data.

» [ntegration patterns, which tie multiple Business patterns together when a
solution cannot be provided based on a single Business pattern.

» Composite patterns, which represent commonly occurring combinations of
Business patterns and Integration patterns.
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» Application patterns, which provide a conceptual layout that describes how
the application components and data within a Business pattern or Integration
pattern interact.

» Runtime patterns, which define the logical middleware structure that supports
and Application pattern. Runtime patterns depict the major middleware
nodes, their roles, and the interfaces between these nodes.

» Product mappings, which identify proven and tested software
implementations for each Runtime pattern.

» Best-practice guidelines, which discuss design, development, deployment,
and management of e-business applications.

Figure 2-2 shows these assets and their relationships to each other.

Customer
requirements

Composite
patterns

Business
patterns

Integration
patterns

Application
patterns

Runtime
patterns Best-Practice Guidelines
o Application Design

o Systems Management

® Performance

o Application Development

o Technology Choices

Product
mappings

Figure 2-2 The Patterns for e-business layered asset model
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Summary description of Business patterns
Table 2-2 provides a brief description of the Business, Integration, and
Composite patterns.

Table 2-2 Summary description for the Business, Integration, and Composite patterns

Business, Integration, Description
Composite Pattern

Self-Service The Self-Service business pattern captures the essence of direct
interactions between interested parties and a business. Interested parties
include customers, business partners, stakeholders, employees, and all
other individuals with whom the business intends to interact.

Collaboration The Collaboration business pattern enables interaction and collaboration
between users. This pattern can be observed in solutions that support
small or extended teams that need to work together in order to achieve a
joint goal.

Extended Enterprise The Extended Enterprise business pattern covers interactions between
applications from different enterprises. This pattern can be observed in
solutions that implement programmatic interfaces to connect
inter-enterprise applications.

Information Aggregation The Information Aggregation business pattern exists in e-business
solutions that allow users to access and manipulate data that is
aggregated from multiple sources. This Business pattern captures the
process of taking large volumes of data, text, images, video, and so on,
and using various user-controlled tools to extract useful information from

them.

Application Integration The Application Integration pattern serves to integrate multiple Business
patterns or to integrate applications and data within an individual Business
pattern.

Access Integration The Access Integration pattern gives users a single, consistent, and

seamless access mechanism to various applications that would otherwise
require the use of several different access mechanisms.

Portal Composite The Portal Composite pattern leverages various mechanisms (for
example, content management, user interface formatting and display, data
aggregation) to bring together the appropriate information and existing
systems to serve the goals of the business.

Patterns for e-business Web site

The layers of patterns, along with their associated links and guidelines, allow the
architect to start with a problem and a vision for the solution and then find a
pattern that fits that vision. In order to navigate from top down from one level to
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another, a decision matrix will be provided to assist the architect in making the
right decision.

Then, by drilling down using the patterns process, the architect can further define
the additional functional pieces that the application needs to succeed. Finally, the
architect can build the application using coding techniques that are outlined in
the associated guidelines.

The Patterns Web site provides an easy way of navigating through the layered
Patterns assets to determine the most appropriate assets for a particular
engagement.

For easy reference, see the Patterns for e-business Web site at:

http://www.ibm.com/developerWorks/patterns/

2.2.2 Patterns for the SOA scenarios

Once we know which SOA scenario meets our customer requirements, the next
step is to identify reusable assets found in the Patterns for e-business that we
can leverage to accelerate the creation of our solution architecture.

This book is the primary reference for the Service Connectivity scenario.

For a description of patterns that apply to the Service Connectivity scenario, see
Chapter 3, “Patterns for e-business and Service Connectivity” on page 31.
Other works of interest are:
» Self-Service business pattern
— The Self-Service business pattern found at:
http://www.ibm.com/developerworks/patterns/u2b/index.html
— Patterns: Implementing Self-Service in an SOA Environment, SG24-6680
> Application Integration pattern
— The Application Integration pattern found at:
http://www.ibm.com/developerworks/patterns/application/index.html

— Patterns: SOA with an Enterprise Service Bus in WebSphere Application
Server V6, SG24-6494

» Extended Enterprise business pattern
— The Extended Enterprise business pattern found at:

http://www.ibm.com/developerworks/patterns/b2bi/index.html
— Patterns: Extended Enterprise SOA and Web Services, SG24-7135
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Patterns for e-business and
Service Connectivity

A process for selecting SOA scenarios and related reusable patterns assets was
outlined in Chapter 2, “Process for applying SOA scenarios” on page 21. Within
this process, you were given the option to reuse patterns assets to accelerate
solution architecture. That option leads you to this chapter, which gives a brief
overview of the patterns relevant to the Service Connectivity scenario.

In Chapter 4, “Planning for connectivity” on page 67, you will see an example of
using the process to select a SOA scenario and the appropriate Business and
Application pattern.

This chapter contains the following topics:

The role of an enterprise service bus

Business pattern and Application pattern selection
Runtime pattern selection

Self-Service business pattern

Application Integration pattern

Extended Enterprise business pattern

YyVyVYVYYVYY
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3.1 The enterprise service bus

One of the first questions we often encounter is “What is an enterprise service
bus?” The favorite answer is “It depends.” This is due to the overloading of the
term. You must understand the context of the question before the answer is
apparent. The enterprise service bus is a physical component of the IBM SOA
Foundation and a design pattern that is widely accepted throughout the industry.

An ESB runtime pattern has been identified and detailed in Patterns: SOA with
an Enterprise Service Bus in WebSphere Application Server V6, SG24-6494.

Figure 3-1 illustrates the IBM Patterns for e-business ESB Pattern.
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Figure 3-1 ESB Pattern

There are a few key differences between this design pattern and previous design
patterns (for example, hub-and-spoke). The ESB design pattern has specific
components that are not a part of previous integration design patterns. For
example, most EAIl design patterns did not show a namespace directory. The
concept of a namespace comes from XML and allows two elements to have the
same name so long as their name spaces are different. It is also important to
note that an ESB is under the control of a single administrative services
infrastructure.
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Tip: For more information about IBM Patterns for e-business go to:

http://www.ibm.com/developerworks/patterns

In Figure 3-2 the ESB is depicted as a logical component in a service-oriented
architecture. It acts as the mediator between the service consumers and service
providers. The service providers and service consumers never interact directly.
They always use the ESB as a mediator. The ESB provides services to resolve
differences in protocol and format, and decouples the service consumer from the

service provider.

External Internal Business
Service Service ¢ Service
Requesters Requesters i Choreography
,,,,,,,,,, I I

' | ESB Gateway

Enterprise Service Bus

Routing, transformation,
mediations, security, and so forth

External K Internal
Service / Service !
Providers / Providers i

Infrastructure components
for service-oriented
architecture

Figure 3-2 ESB and SOA
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The ESB is a software package. IBM currently offers two ESB products that
serve two different markets. WebSphere ESB is built on proven messaging and
Web services technologies, and it provides standards-based Web services
connectivity and XML data transformation. WebSphere Message Broker is an
advanced ESB product that provides universal connectivity (including Web
services) and any-to-any data transformation. See Figure 3-3.
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...then all you may require is an ESB ...then you may require a more advanced ESB
focused on standards-based service focused on the integration of services with
integration. existing non-services assets.

Figure 3-3 IBM ESB products

Tip: More information about IBM ESB can be found here:

http://www-306.1bm.com/software/info/middleware/applications/index.jsp

As you can see, the ESB is a powerful addition to an enterprise integration
architecture. It enables faster, simpler, and more flexible integration, which
allows your integration to respond at the speed of the business. It also shrinks
the number of interfaces and improves the reusability of interface components to
cut cycle time from design to deployment.

Tip: Additional reading material on ESB patterns, products, and how they fit
into a service-oriented architecture can be found at:

http://www-128.1ibm.com/developerworks/architecture/application.html
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3.1.1 The role of an enterprise service bus

The use cases that lead you to the Service Connectivity scenario consistently
refer to a middle tier that provides the functionality that allows the decoupling of
the service consumer and the service provider. This middle tier can be a simple
gateway that provides basic security and static routing features. More likely, it will
be an enterprise service bus that provides advanced features to facilitate
intelligent message handling and advanced connectivity options.

An ESB introduces features that can improve responsiveness, customer service,
transaction time, and partner interactions. An ESB provides capabilities that
enhance both direct connection between applications and routing requests
among applications.

An ESB supports the concepts of SOA implementation by:

» Decoupling the consumer’s view of a service from the implementation of a
service

» Decoupling technical aspects of service interactions

» Integrating and managing services in the enterprise

Decoupling the consumer’s view of a service from the actual implementation
greatly increases the flexibility of the architecture. It allows the substitution of one
service provider for another (for example, because another provider offers the
same services for lower cost or with higher standards) without the consumer
being aware of the change or without the need to alter the architecture to support
the substitution.

This decoupling is better achieved by having the consumers and providers
interact through an intermediary. Intermediaries publish services to consumers.
The consumer binds to the intermediary to access the service, with no direct
coupling to the actual provider of the service. The intermediary maps the request
to the location of the real service implementation.

In an SOA, services are described as being loosely coupled. However, at
implementation time, there is no way to loosely couple a service or any other
interaction between systems. The systems must have some common
understanding to conduct an interaction. Instead, to achieve the benefits of loose
coupling, consideration should be given to how to couple or decouple various
aspects of service interactions, such as the platform and language in which
services are implemented, the communication protocols used to invoke services,
and the data formats used to exchange input and output data between service
consumers and providers.
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Further decoupling can be achieved by handling some of the technical aspects of
transactions outside of applications. This could apply aspects of interactions
such as:

»

»

How service interactions are secured

How the integrity of business transactions and data are maintained (for
example, through reliable messaging, the use of transaction monitors, or
compensation techniques)

How the invocation of alternative service providers is handled in the event
that the default provider is unavailable

The role of the ESB is to fulfill these needs by providing functions such as:

>

»

»

Map service requests from one protocol and address to another.
Transform data formats.

Support a variety of security and transactional models between service
consumers and service providers and recognize that consumers and
providers might support or require different models.

Aggregate or disaggregate service requests and responses.

Support communication protocols between multiple platforms with
appropriate qualities of service.

Provide messaging capabilities such as message correlation and
publish/subscribe to support different messaging models such as events and
asynchronous request/response.

3.2 Business pattern and Application pattern selection

The benefits of an ESB can be seen in the following client-to-application and
application-to-application interaction types:

»

Direct connectivity

Direct connectivity implies a one-to-one topology between the client or source
application and the target application. A direct connection is appropriate for
applications with a small number of interfaces that are not likely to be reused
by other applications. Communication can be a one-way request or follow a
request/reply pattern.

Although communication is direct, the connection can benefit from the
decoupling of the source and target and from advanced capabilities such as
protocol or data transformation, message augmentation, or security that an
ESB can provide.
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» Router connectivity

Router connectivity is based on one-to-one connections where an interaction
is between a client or source application and, at most, one of multiple
possible target applications. Between the source and the target is a Router
tier that intercepts the request and makes a determination as to which target
to send the request to. The Router tier should provide the same capabilities
that you find in a direct connection and must be able to inspect the incoming
message for information that helps determine to which target to send the
request.

Routing features are common to ESB implementation products.
» Broker connectivity

Broker connectivity is based on one-to-N connections. An interaction from a
single client or source application is distributed to multiple target applications
concurrently. Between the source and target is a Broker tier that intercepts
the request and determines which targets to send the request to.

The Broker tier should provide the same capabilities that you find in the
Router tier. In addition, the capability of decomposing a request into multiple
requests for distribution to target applications and then recomposing the
responses for the reply to the client or source application is required. This
requirement is more advanced and may be a differentiator in the ESB product
selected.
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These connectivity types can be seen in the Application patterns found in

Table 3-1. This table shows Business and Integration patterns with their relevant
Application patterns that fulfill the generic use cases for the Service Connectivity
scenario.

Table 3-1 Summary of patterns for the Service Connectivity scenario

Generic use cases

U7: Enable loose coupling of service
consumers and providers using dynamic
routing and standards-based protocols
U8: Enable loose coupling of service
consumers and providers using advanced
dynamic routing and diverse protocols

X | U6: Enable loose coupling of service
consumers and providers using

(=)
=
5
e
Business and ©
Integration pattern | Application pattern 3§
(]
Self-Service Directly Integrated Single Channel
Router X
Decomposition X
Application Direct Connection X
Integration
Router variation of the Broker X
Broker X
Extended Enterprise | Exposed Direct Connect X
Exposed Router variation of the Broker X
Exposed Broker X

Each of these Application patterns has one or more corresponding Runtime
patterns that have a defined SOA profile. These Runtime patterns are particularly
well-suited for implementation using the Service Connectivity scenario.
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3.3 Runtime pattern selection

Runtime patterns are used to define the logical middleware structure supporting
the Application patterns. In other words, Runtime patterns describe the logical
architecture required to implement an Application pattern. Runtime patterns
depict the major middleware nodes, their roles, and the interfaces between these
nodes.

When a Runtime pattern is depicted in a diagram, the corresponding Application
pattern is overlaid, illustrating the logical placement of the Application pattern
tiers within the Runtime pattern.

3.3.1 SOA profiles of the Runtime patterns

Each Runtime pattern discussed in this book has both a generic and an SOA
profile. The generic profile describes the basic implementation of each Runtime
pattern in the context of the Business pattern. The generic profile specifies an
infrastructure that can be used by all applications, including services in an SOA.

The SOA profile describes an infrastructure tailored specifically for services in an
SOA. When moving to an SOA, existing applications must first be exposed as
services.

The distinction between SOA solutions designed using the generic profile and
the SOA profile is that the SOA profile introduces and exploits more specific SOA
concepts such as an ESB. In this book we specifically focus on the use of an
ESB and only look at the SOA profiles of the Runtime patterns.

3.3.2 Runtime nodes

A Runtime pattern consists of nodes representing specific functions. Most
Runtime patterns consist of a core set of common nodes, with the addition of one
or more nodes unique to that pattern. To understand the Runtime patterns you
must review the following node definitions.

User node

The user node is most frequently a personal computing device (PC) supporting a
commercial browser, for example, Netscape Navigator or Internet Explorer. The
browser is expected to support SSL and some level of DHTML. Increasingly,
designers must also consider that this node might be a pervasive computing
device, such as a personal digital assistant (PDA).

Chapter 3. Patterns for e-business and Service Connectivity =~ 39



Domain Name Server (DNS) node

The DNS node assists in determining the physical network address associated
with the symbolic address (URL) of the requested information. The Domain
Name Server node provides the technology platform to provide host-to-IP
address mapping, allowing for the translation of names (URLSs) into IP addresses
and vice versa.

Public Key Infrastructure (PKI)

PKl is a system for verifying the authenticity of each party involved in an Internet
transaction, protecting against fraud or sabotage, and for nonrepudiation
purposes to help consumers and retailers protect themselves against denial of
transactions. Trusted third-party organizations called certificate authorities issue
digital certificates, which are attachments to electronic messages that specify
key components of the user's identity.

During an Internet transaction using signed, encrypted messages, the parties
can verify that the other’s certificate is signed by a trusted certificate authority
before proceeding with the transaction. PKI can be embedded in software
applications or offered as a service or a product. e-business leaders agree that
PKI is critical for transaction security and integrity, and the software industry is
moving to adopt open standards for their use.

Web server redirector node

The Web server redirector node includes the function of an HTTP server (also
known as a Web server) and a redirector that can forward, or redirect, requests
to an application server. The Web server serves HTTP pages and the redirector
forwards servlet and JSP™ requests to the application servers. The advantage
of using a redirector is that you can move the application server behind the
domain firewall into the secure network, where it is more protected than within
the DMZ.

Application server node

The application server node provides the infrastructure for application logic. It is
capable of running both presentation and business logic, but generally does not
serve HTTP requests. When used with a Web server redirector, the application

server node can run both presentation and business logic. In other situations, it
can be used for business logic only.

Directory and security services node

The directory and security services node supplies information about the location,
capabilities, and attributes (including user ID and password pairs and
certificates) of resources and users known to this Web application system. This
node can supply information for various security services (authentication and
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authorization) and can also perform the actual security processing (for example,
verifying certificates). The authentication in most current designs validates the
access to the Web application server part of the Web server, but this node also
authenticates for access to the database server.

Firewall nodes

A firewall is a hardware and software or just software system that manages the
flow of information between the Internet and an organization's private network.
Firewalls can prevent unauthorized Internet users from accessing private
networks connected to the Internet, especially intranets, and can block some
virus attacks coming from the Internet. A firewall can separate two or more parts
of a local network to control data exchange between departments. Components
of firewalls include filters or screens, each of which controls the transmission of
certain classes of traffic. Firewalls provide the first line of defense for protecting
private information, but comprehensive security systems combine firewalls with
encryption and other complementary services, such as content filtering and
intrusion detection.

Firewalls control access from a less trusted network to a more trusted network.
Traditional implementations of firewall services include:

» Screening Routers (the protocol firewall), typically implemented as an IP
Router.

» Application gateways (the domain firewall), typically implemented as a
dedicated server node

A pair of firewall nodes provides increasing levels of protection at the expense of
increasing computing resource requirements.

Existing applications and data node

Existing applications are run and maintained on nodes, which are installed in the
internal network. These applications provide for business logic that uses data
maintained in the internal network. The number and topology of these existing
application and data nodes is dependent on the particular configuration used by
these existing systems.

Business service directory

The role of the business service directory is to provide details of services that are
available to perform business functions identified within a taxonomy. The
business service directory can be implemented as an open-standard UDDI
registry. Catalogs, such as a UDDI registry, can achieve one of the primary goals
of a business service directory: to publish the availability of services and
encourage their reuse across the development activity of an enterprise. The
vision of Web services defines an open-standard UDDI registry that enables the
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dynamic discovery and invocation of business services. However, although
technologies mature toward that vision, more basic solutions are likely to be
implemented in the near future.

ESB node

The ESB is a key enabler for a SOA, as it provides the capability to route and
transport service requests from the service requester to the correct service
provider. The true value of the ESB concept, however, is to enable the
infrastructure for SOA in a way that reflects the needs of today’s enterprise: to
provide suitable service levels and manageability and to operate and integrate in
a heterogeneous environment. Furthermore, the ESB needs to be centrally
managed and administered and have the ability to be physically distributed.

App server/services node

These nodes represent applications that request a service from the ESB or
provide a service to the ESB. These applications can be implemented in any
technology as long as they are able to interact using one of the protocols and
messaging models that is supported by the ESB.

Services can be implemented in a variety of technologies and can be
custom-developed enterprise applications, such as those typically implemented
in CICS® Transaction Server, IMS™ Transaction Manager, and software
packages.

Network infrastructure

Inter-enterprise network infrastructure includes the network infrastructure
allowing connectivity between enterprises. Network infrastructure has
unspecified internal characteristics. Only the means with which to interact with it
is specified.

Connector

This node, which is deployed in the demilitarized zone (DMZ) between two
firewalls, provides a communication link over the Internet for incoming requests
from external applications as well as outgoing requests to external services. It
provides connectivity from the enterprise secure zone to the interenterprise zone.
[t might be a low-level component (for example, a TCP/IP infrastructure) that is
omitted from the runtime pattern diagrams, or it might have more advanced
capabilities such as caching of reusable content (for example, a Web server).
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Depending on the required level of detail, a connector can be:

» A primitive (or unmodeled) connector, represented by a simple line between
components

» A component (or modeled) connector, represented by a rectangle on a line
between components

A connector can be an adapter connector, a path connector, or both.

Adapter connectors are concerned with enabling logical connectivity by bridging
the gap between the context schema and protocols used by the source and
target components. An adapter connector is one that supports the transformation
of data and protocols.

Path connectors are concerned with providing physical connectivity between
components. A path connector can be very complex (for example, the Internet)
or very simple (an area of shared storage).

Exposed ESB Gateway

An Exposed ESB Gateway makes the services of one organization available to
others, and vice versa, in a controlled and secure manner. Although this might
require capabilities such as partner provisioning and management, which are
distinct from ESB capabilities, the intent of this component is different from the
intent of the ESB, which is to provide a service infrastructure within an
organization. For both of these reasons, the Exposed ESB Gateway is likely to
be integrated with, but not be a part of, the ESB.

The Exposed ESB Gateway provides a single point of access between:

» External service consumers and service providers in the enterprise secure
zone

» Service consumers in the enterprise secure zone and external service
providers

The Exposed ESB Gateway provides hamespace mapping.

Rules directory

This node holds the read-only process execution rules that support the process
flow execution. These rules control the sequencing of activities and, therefore,
support flow control within the context of an end-to-end process flow. The
implementation of this node involves persistent data technologies, such as a flat
file or a DBMS.
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3.4 Self-Service business pattern

The Self-Service business pattern captures the essence of direct interactions
between interested parties and a business. Interested parties include customers,
business partners, stakeholders, employees, and all other individuals with whom
the business intends to interact. For simplicity, these interested parties are
referred to as users. In this definition business represents various types of
organizations including large enterprises, small and medium businesses,
government agencies, and so on.

The Self-Service business pattern covers a wide range of uses. Applications of
this pattern can range from the very simple function of allowing users to view
data built explicitly for one purpose, to taking requests from users, decomposing
them into multiple requests to be sent to multiple, disparate data sources,
personalizing the information, and recomposing it into a response for the user.

For this reason, there are currently seven defined Application patterns that fit this
range of functions. Three of these have been identified in Table 3-1 on page 38
as candidates for the Service Connectivity scenario. They are:

» Directly Integrated Single Channel application pattern
» Router application pattern
» Decomposition application pattern

Product mappings: Once a Runtime pattern has been selected, the next step
is to select the appropriate products for implementation. Product mappings
show possible product selection combinations for a specific Runtime pattern.
This book will use an example to illustrate the design and implementation of a
Service Connectivity scenario.

The example is based on the Self-Service business pattern and we will extend
our discussion of the Runtime patterns to include a sample product mapping.

3.4.1 Directly Integrated Single Channel application pattern

44

The Directly Integrated Single Channel application pattern provides point-to-point
connectivity between the user and the existing back-end applications. It assumes
that one delivery channel and the user interface is handled by the presentation
tier. The business logic can reside in the Web application tier and in the back-end
application.

The Web application tier has access to local data that exists primarily as a result
of this application, for example, customer profile information or cached data. It is
also responsible for accessing one or more back-end applications. The back-end
applications contain business logic and are responsible for accessing the
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existing back-end data. The communication between the presentation tier and
Web application tier is synchronous. The communication between the Web

application tier and the back-end can be either synchronous or asynchronous,
depending on the characteristics and capabilities of the back-end application.

Runtime pattern: SOA profile

The Runtime pattern shown in Figure 3-4 represents a solution for the Directly
Integrated Single Channel application pattern that takes advantage of the
functionality provided by an ESB. Note that the Directly Integrated Single
Channel application pattern is shown in the box at the bottom.
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(DMZ) Internal Network
AP ) Directory and -
i Public Key Security Busm.ess
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{ user 0T |E Q |<service consumer> <service provider>

Directly Integrated Single Channel application pattern

Application

Presentation —— Application

=

Figure 3-4 Directly Integrated Single Channel application pattern::Runtime pattern: SOA profile

This Runtime pattern uses a Web server redirector node in the DMZ to serve
static HTML pages to the client. Requests for dynamic data are forwarded to the
application server in the internal network. Together, these two nodes provide the
presentation tier, capable of handling multiple, diverse, presentation styles.
Using a redirector allows you to place the bulk of the business logic behind the
protection of both the protocol and the domain firewalls.

In addition to presentation logic, primarily in the form of JavaServer™ Pages™
(JSPs), the application server contains some business logic. This is primarily in
the form of the controlling servlets required to access the back-end applications.
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The application server builds a request based on user input and invokes services
that can fulfill the request.

The application server node becomes the service consumer with the back-end
applications acting as service providers. The connection between service
consumer and service provider is implemented with a simple enterprise service
bus.

Direct connections can benefit from the majority of the functions provided by the
ESB node (see “ESB node” on page 42). The obvious exception to this for direct
connections is routing capability.

The ESB approach:

» Minimizes the number of adapters required to link service consumers to
service providers

» Improves reuse

» Addresses any technical and information model discrepancies amongst
services

» Provides a single configuration point for distributed deployment
» Decouples service requesters from providers
» Provides a common access point for service requesters

» Provides centralized security for services

Note: Implementing the SOA profile with an ESB adds extra capabilities to the
runtime pattern, for example, routing and decomposition capability. Because
of this, the SOA profile for the Directly Integrated Single Channel runtime
pattern can be applicable to multiple Self-Service application patterns. This
highlights the fact that using SOA facilitates the future expansion of solution
functionality without requiring major changes to the middleware structure.
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Product mapping

Figure 3-5 shows a Product mapping for the SOA profile of the Runtime pattern.
This product mapping shows a Web services provider, but any type of service
provider supported by the ESB could be substituted.
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Figure 3-5 Directly Integrated Single Channel application pattern:: Product mapping

3.4.2 Router application pattern

The Router application pattern provides intelligent routing from multiple channels
to multiple back-end applications using a hub-and-spoke architecture. The
interaction between the user and the back-end application is a one-to-one
relation, meaning the user interacts with applications one at a time. The Router
maintains the connections to the back-end applications and pools connections
when appropriate, but there is no true integration of the applications themselves.
The Router can use a read-only database, most probably to look up routing

information. The primary business logic still resides in the back-end application
tier.

This pattern assumes that the users are accessing the applications from a variety
of client types such as Web browsers, voice response units (VRUSs), or kiosks.
The Router application pattern provides a common interface for accessing
multiple back-end applications and acts as an intermediary between them and
the delivery channels. In doing this, the Router application pattern can use
elements of the Integration patterns.

Chapter 3. Patterns for e-business and Service Connectivity =~ 47




Runtime pattern: SOA profile for Router

The Runtime pattern shown in Figure 3-6 represents a solution for the Router
application pattern that takes advantage of the functionality provided by an ESB.
You can see the Router application pattern overlayed on the Runtime pattern at
the bottom of the figure.
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Figure 3-6 Router application pattern::Runtime pattern: SOA profile

This Runtime pattern is very similar to the SOA profile for the Directly Integrated
Single Channel. The difference lies in the interaction pattern between the service
consumer and service provider and the ESB capabilities required to provide the
connection.

Because a single request from the service consumer can be destined for any one
of multiple service providers, routing capability must be present in the ESB.
When a request from a service consumer is sent to the ESB node, the ESB must
examine the request, determine the appropriate destination, and forward it to the
chosen back-end application where the primary business logic resides. This may
involve activities such as message transformation, protocol conversion, security
management, and session concentration.
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Product mapping
Figure 3-7 shows a Product mapping for the SOA profile of the Runtime pattern.
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Figure 3-7 Router application pattern::Product mapping

WebSphere ESB provides the ESB functionality in the mapping. It provides basic
content-based routing and other services for standards-based consumers and

providers. In addition to standard Web services support, this mapping shows
additional connectivity options.

WebSphere Adapters provide EIS connectivity from the ESB. WebSphere
Adapters are compliant with J2EE Connector Architecture (JCA 1.5).

JMS connectivity can be managed through the WebSphere ESB service
integration bus or in conjunction with a WebSphere MQ network.

3.4.3 Decomposition application pattern

The Decomposition application pattern expands on the Router application
pattern, providing all the features and functions of that pattern and adding
recomposition and decomposition capability. It provides the ability to take a user
request and decompose it into multiple requests to be routed to multiple
back-end applications. The responses are recomposed into a single response for
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the user. This moves some of the business logic into the decomposition tier, but
the primary business logic still resides in the back-end application tier.

From a service-oriented architecture (SOA) perspective, the decomposition tier
of this application pattern facilitates the invocation of business services hosted
by a number of back-end applications. In doing so, the Decomposition
application pattern fully leverages the integration capabilities described by the
Application Integration::Broker pattern.

If an interaction initiated by a user requires the execution of an end-to-end
business process or workflow where process and workflow rules are better
externalized, the Decomposition application pattern would leverage the
integration capabilities of more advanced process integration alternatives such
as the Application Integration::Serial Process or Serial Workflow and the
Application Integration::Parallel Process or Parallel Workflow. Since the end
result is the decomposition/recomposition capability discussed above, these
variations are not documented as Decomposition application pattern variations,
but rather may be captured as different runtime patterns where applicable.

Patterns: SOA Foundation Service Connectivity Scenario



Runtime pattern: SOA profile for Decomposition
The Runtime pattern shown in Figure 3-8 represents a solution for the

Decomposition application pattern that takes advantage of the functionality
provided by an ESB.
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Figure 3-8 Decomposition application pattern::Runtime pattern: SOA profile

Similar to the SOA profile for the Router, this Runtime pattern provides the next
level of complexity. Where the interaction in the Router is between one service
consumer and any one of a number of service providers, the Decomposition

pattern takes a single request from a consumer and decomposes it into multiple
requests to be sent to multiple service providers.

The ESB node can take a single complex message from a service consumer,
decompose it into multiple messages, and route those messages to the
appropriate service providers. It is also capable of managing these messages
such that it can wait for responses and recompose them into a single response to
be sent back to the service consumer. This effectively takes multiple, diverse
back-end applications and unifies them into one interface for the user.
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Product mapping

The requirement for decomposition leads us to WebSphere Message Broker as
the ESB of choice. See Figure 3-9.
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Figure 3-9 Decomposition application pattern:: Product mapping

WebSphere Message Broker provides a wide range of connectivity options to
non standards-based consumers and providers. This product mapping shows
Web services and JMS connectivity.

3.5 Application Integration pattern

The Application Integration (also known as Enterprise Application Integration or
EAI) pattern serves to integrate multiple Business patterns or to integrate
applications and data within an individual Business pattern. The requirements
that gave rise to this pattern call for the seamless execution of multiple
applications and access to their respective data in order to automate a complex,
new business function. Reliable integration of applications — be they traditional
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stovepipe applications, packaged software applications, or custom applications
— requires the use of proven replicable patterns. At its highest level, application
integration can be divided into two essentially different approaches:

» Process Integration - The integration of the functional flow of processing
between the applications

» Data Integration - The integration of the information used by applications

Neither approach is necessarily better than the other. Rather, specific integration
requirements dictate which approach best solves a given business problem. For
example, the integration of an e-commerce application with an Enterprise
Resource Planning (ERP) system for a newly created sales order would most
definitely be a Process integration activity. However, in the same solution, the
master data synchronization of the product catalog between the ERP system and
the e-commerce system would be a data integration activity.

The following Process Integration Application patterns were identified in
Table 3-1 on page 38 as potential solutions for the Service Connectivity scenario:

» Direct Connection application pattern

— Message Connection variation
— Call Connection variation

» Broker application pattern

— Router variation

Note: This section gives you a brief look at these Application patterns and the
SOA profile of at least one Runtime pattern for each. Much work has been
done in this area. If you are planning on using the Application Integration
pattern, please consult the Application Integration section of the IBM Patterns
for e-business Web site at:

http://www-128.1ibm.com/developerworks/patterns/application/index.htm]

3.5.1 Direct Connection application pattern

The Direct Connection application pattern represents the simplest interaction
type and is based on a 1-to-1 topology. It allows a pair of applications within the
organization to directly communicate with each other. Interactions between a
source and a target application can be arbitrarily complex. Generally, complexity
can be addressed by breaking down interactions into more elementary
interactions.

More complex point-to-point connections will have modeled connection rules
such as business rules associated with them, as shown above. Connection rules
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are generally used to control the mode of operation of a connector depending on
external factors. Examples of connection rules are:

v

Business data mapping rules (for adapter connectors)
Autonomic rules (such as priority in a shared environment)
Security rules

Capacity and availability rules

vYvyy

The Direct Connection application pattern has two variations:
» Message Connection variation

This variation applies to solutions where the business process does not
require a response from the target application within the scope of the
interaction.

» Call Connection variation

The Call Connection variation applies to solutions where the business
process depends on the target application to process a request and return a
response within the scope of the interaction.

All applications of the Direct Connection application pattern will be one variation
or the other. The variation required depends on whether the initiating source
application needs an immediate response from the target application in order to
continue with execution.

Both variations may be used either with synchronous or asynchronous
communication protocols. However, there are preferences for a specific protocol
type depending on the variation. For example, the Call Connection variation has
a more natural fit with synchronous protocols while the Message Connection
variation favors asynchronous protocols.
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Runtime pattern: SOA profile

The variations of the Direct Connection application pattern share the same
Runtime pattern. Figure 3-10 shows the SOA profile of a Runtime pattern for the
Direct Connection application pattern.
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Application Application Application

Server/ Server/ Server/
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<Service Bus>

Direct Connection application pattern

Source Target
Application Application 2
I
Direct Connection
Source Target
Application Application 1
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Figure 3-10 Direct Connection runtime pattern: SOA profile

The source and target applications both rely on services provided by their
respective hosting servers. These are modeled using the App Server/Services
node.

Figure 3-10 shows a service consumer connected to two other service providers
via a simple service bus. The application pattern overlays in the figure above
show that multiple Direct Connection application patterns can be deployed using
the service bus. The service consumer (or Source Application) can use the
service bus to initiate direct connections to two service providers — one to target
application 1 and the other to target application 2.
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The service bus approach:

» Minimizes the number of adapters required for each point-to-point connection
to link service consumers to service providers

» Improves reuse in multiple point-to-point scenarios

» Addresses any technical and information model discrepancies among
services

3.5.2 Broker application pattern

56

The Broker application pattern is based on a 1-to-N topology that separates
distribution rules from the applications. It allows a single interaction from the
source application to be distributed to multiple target applications concurrently.
This application pattern reduces the proliferation of point-to-point connections.

The Broker application pattern applies to solutions where the source application
starts an interaction that is distributed to multiple target applications that are
within the organization. It separates the application logic from the distribution
logic based on Broker rules. The decomposition/recomposition of the interaction
is managed by the Broker rules tier.

The Broker pattern reuses the Direct Connection pattern to provide connectivity
between the tiers. The Broker rules may support Message variation or Call
variation (or both variations) of the Direct Connection pattern.

Runtime pattern: SOA profile

The Broker tier in the Application pattern is implemented in this Runtime pattern
with an ESB. The ESB is responsible for the routing and distribution of incoming
messages to the target applications. It has the ability to decompose and
recompose messages.
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The App Server/Services nodes execute the logic of the target and source
applications.
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Figure 3-11 Broker runtime pattern: SOA profile

The use of an ESB offers the following benefits:

» The ESB is a bus with a single configuration and distributed deployment.
Managing communications through the bus provides many advantages,
including decoupling of service requesters and providers, and centralized
control of a service namespace.

» Protocol conversion occurs inside the ESB (for example, SOAP/HTTP to
SOAP/JMS). Requesters using one protocol can invoke services that are
exposed using a different protocol.

» The ESB can provide logging and transformation of service requests and
service responses.
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» The ESB can provide centralized security for Web services invocations. It
can, for example, authenticate all service requesters centrally.

» The ESB provides a common access point for service requesters that need
access to services providers. The ESB intercepts and routes requests to the
relevant service provider. A change in the location of the service provider only
affects the ESB routing. The service provider location remains transparent to
the service requester.

3.5.3 Router variation of the Broker application pattern

The Router variation of the Broker application pattern applies to solutions where
the source application initiates an interaction that is forwarded to at most one of
multiple target applications.

Where the Broker application pattern enables 1:N connectivity, the Router
application pattern enables 1:1 connectivity, where the Router Rules tier selects
the target.

Runtime pattern: SOA profile

The Router tier in the Application pattern is implemented in this Runtime pattern
with an ESB. The ESB is responsible for the routing and distribution of incoming
messages to the target applications.
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The Application Server/Services nodes execute the logic of the target and source
applications.
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Figure 3-12 Router variation runtime pattern: SOA profile
The use of an ESB offers the same benefits seen in the Broker. Specifically, we
use the ESB in the Router variation to provide:

» Service routing of requests from service requesters to the relevant service
provider based on a routing table

» Protocol transformation to allow the decoupling of the protocol that is used
between the service requesters and service providers
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3.6 Extended Enterprise business pattern

The Extended Enterprise business pattern addresses the interactions and
collaborations between business processes in separate enterprises. This pattern
can be observed in solutions that implement programmatic interfaces to connect
inter-enterprise applications. In other words, it does not cover applications that
are directly invoked using a user interface by business partners across
organizational boundaries.

For this reason, there are currently six defined Application patterns that fit this
range of functions. Three of these are shown Table 3-1 on page 38 as candidates
for the Service Connectivity scenario. They are:

» Exposed Direct Connection application pattern
» Exposed Broker application pattern
» Exposed Router variation of Exposed Broker application pattern

Note: This section gives you a brief look at these Application patterns and the
SOA profile of at least one Runtime pattern for each. Much work has been
done in this area. If you are planning on using the Application Integration
pattern, please consult the Extended Enterprise section of the IBM Patterns
for e-business Web site at:

http://www-128.1ibm.com/developerworks/patterns/b2bi/index.html

3.6.1 Exposed Direct Connection application pattern

The Exposed Direct Connection application pattern represents the simplest
interaction type based on a 1-to-1 topology. It allows a pair of applications to
directly communicate with each other across organization boundaries.
Interactions between a source and a target application can be arbitrarily
complex. Generally, complexity can be addressed by breaking down interactions
into more elementary interactions.

More complex point-to-point connections will have modeled connection rules
such as business rules associated with them. Connection rules are generally
used to control the mode of operation of a connector depending on external
factors. Examples of connection rules are:

» Business data mapping rules (for adapter connectors)

» Autonomic rules (such as priority in a shared environment)
» Security rules

» Capacity and availability rules
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The Exposed Direct Connection application pattern has two variations:
» Message Connection variation

The Message Connection variation applies to solutions where the business
process does not require a response from the exposed target application
within the scope of the interaction.

» Call Connection variation

The Call Connection variation applies to solutions where the business
process depends on the exposed target application to process a request and
return an response within the scope of the interaction.

All applications of the Direct Connection application pattern will be one variation
or the other. The variation required depends on whether the initiating source
application needs an immediate response from the target application in order to
proceed with execution. Both variations may be used either with synchronous or
asynchronous communication protocols. However, there are preferences for a
specific protocol type depending on the variation. For example, the Call
Connection variation has a more natural fit with synchronous protocols, while the
Message Connection variation favors asynchronous protocols.
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Runtime pattern: SOA profile for Exposed Direct Connection
The Runtime pattern for the Exposed Direct Connection application pattern,
shown in Figure 3-13, allows two different organizations to talk to each other with
a mutually agreed-upon message format and protocol. Each partner can use its

own internal messaging format, then use a connector adapter to convert from the
internal format to the external format.

Exposed Direct Connection

Connection Source
Rules Application

Inter-enterprise Enterprise
Partner Zone Zone Demilitarized Zone Enterprise Secure Zone
) ) | Directory | ,/—\
Aty <Service Provider>
— 4 Services ESB
[ © [ App Server/
; 5 = d Services
I Network i c i xgg;e
Infrastructure| | © BT £ <Service Consumer>
z © Gateway
s g App Server/
£ a Services
T 1

=

The ESB node provides the connectivity between two partner enterprises. It
gives support for the SOA infrastructure by providing for service location
transparency and interoperability, encapsulated reusable business function, and
explicit implementation-independent interfaces within the enterprise.

Figure 3-13 Exposed Direct Connection runtime pattern: SOA profile

If needed, the ESB node uses a persistent data technology to hold the read-only
execution rules that support these processes. These rules control the

sequencing of activities, and therefore support flow control within the context of
an end-to-end process flow.

We do not have separate Runtime patterns for the message and Call variations
of the Exposed Direct Connection application pattern. It is still important to
identify that your business scenario requires a message or call application

pattern because you can use this knowledge as a consideration when selecting a
Product mapping.
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3.6.2 Exposed Broker application pattern

The Exposed Broker application pattern is based on a 1-to-N topology that
separates distribution rules from the applications. It allows a single interaction
from an enterprise's source application to be distributed to multiple target partner
applications concurrently.

The Exposed Broker application pattern applies to solutions where the source
application starts an interaction that is distributed to multiple target applications
across organization boundaries. It separates the application logic from the
distribution logic based on Broker rules. The decomposition/recomposition of the
interaction is managed by the Broker rules tier.

The Exposed Broker pattern reuses the Exposed Direct Connection pattern to
provide connectivity between the tiers. The Broker rules tier may support
Message variation or Call variation (or both variations) of the Exposed Direct
Connection pattern.
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Runtime pattern: SOA profile for Exposed Broker

The Runtime pattern shown in Figure 3-14 represents a solution for the Exposed
Broker application pattern that takes advantage of the functionality provided by

an ESB.
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Figure 3-14 Exposed Broker runtime pattern: SOA profile

This Runtime pattern is similar to the SOA profile for the Exposed Direct
Connection. The difference lies in the ESB functions required for the
connections.

In this pattern, the ESB node fulfills the requirements of a Broker, allowing
distribution, decomposition, and recomposition of messages so a single
interaction from a source component can be switched, split, and joined to
multiple target components concurrently. The ESB separates the application
logic from the distribution logic based on Broker rules and manages the
decomposition and recomposition of the interaction using these rules.

The Exposed ESB Gateway node exposes external processes to the Broker
functions within the ESB node. A variation of this would be to use the Exposed
ESB Gateway Node to expose internal processes to external partners.
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The ESB node also provides the Rules Directory node functionality. It also gives
support for the SOA infrastructure by providing for service location transparency
and interoperability, encapsulated reusable business function, and explicit
implementation-independent interfaces within the enterprise.

3.6.3 Ex tosed Router variation of Exposed Broker application
pattern

The Exposed Router variation of the Exposed Broker application pattern applies
to solutions where the enterprise's source application initiates an interaction that
is forwarded to, at most, one of multiple target applications. The selection of the
target application is controlled by the distribution rules that govern functioning of
the connector component.

Runtime pattern: SOA profile for Exposed Router

The Runtime pattern shown in Figure 3-15 represents a solution for the Exposed
Router application pattern that takes advantage of the functionality provided by

an ESB.
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Figure 3-15 Exposed Router runtime pattern: SOA profile
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In this pattern, the ESB node fulfills the requirements of a Router, allowing a
single interaction from a source component to be switched and adapted to only
one of multiple target components. It separates the application logic from the
distribution logic based on Router rules. In addition, the ESB node provides the
functionality of a Rules Directory node.

The Exposed ESB Gateway exposes external processes to the Router functions
in the ESB node. A variation of this would be to use the Exposed ESB Gateway
to expose internal processes to external partners.

3.7 For more information

For more information see the following:

» Patterns: SOA Foundation Service Creation Scenario, SG24-7240

» IBM Patterns for e-business
http://www-128.1ibm.com/developerworks/patterns/

» Patterns: Extended Enterprise SOA and Web Services, SG24-7135

66 Patterns: SOA Foundation Service Connectivity Scenario


http://www-128.ibm.com/developerworks/patterns/

Planning for connectivity

This chapter is an introduction to connectivity solution planning. It discusses
planning for integration in general and product selection and describes how a
fictional company, ITSOMart, applied these principles to plan for a customer
registration solution.

This chapter includes the following topics:

The ITSOMart scenario

Considering SOA as a solution for ITSOMart
Elements of an SOA solution

Selecting the SOA scenario and pattern
Enterprise service bus product selection
ITSOMart product selection

Installation considerations

Security considerations

Scalability and performance considerations
System management and monitoring
Where to find the implementation details

VVYVYVYVYVVYVYVYVYYVYY
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4.1 The ITSOMart scenario

ITSOMart is a fictional business scenario designed to illustrate some of the key
concepts of the Service Connectivity scenario. The primary business objective of
ITSOMart is to provide customers with the capability of placing online orders and
then having those orders delivered to their home or place of business. As the
project will almost certainly change in scope over time and as each phase is
brought into production, the application must be flexible enough to quickly
respond to new business opportunities as they arise.

4.1.1 ITSOMart overview

ITSOMart is a well-established grocery chain that has been operating for the past
40 years. The target customers are in the high income group. ITSOMart focuses
on higher margin, luxury, and speciality products. It has 1,000 stores
nation-wide. The business is currently geared toward business and residential
customers. In the future, ITSOMart would like to have additional lines of
business, starting with institutional service.

Product types, quantities, marketing strategy, and delivery services differ
depending on the customer type. Although there is one common warehouse, the
company has created two divisions to handle these customer types. Each
division has its own account database with information specific to the customer.

4.1.2 Business objectives

68

Market research has shown that there is a growing demand in the high-income
group for full-service, online home shopping. ITSOMart wants to capitalize on
this demand by taking their store services and delivery online. ITSOMart wants to
put the customer management and order systems online and make them
accessible over the Web. In the process, the company wants to use, rather than
replace, their significant investment in the existing customer relationship
management (CRM) application. Also, ITSOMart would prefer to use a
third-party Credit Rating Service rather than implementing one from scratch. The
solution delivery is expected over several phases, beginning with online
customer self-registration.
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4.1.3 Customer registration business requirements

The basic features of customer self-registration include:

Automated customer credit checking

Additional processing steps if a customer has insufficient credit
CRM application update

Shipping address update

Auditing

vyvyyvyyvyy

Credit checking

The credit checking function is a third-party credit checking application that
determines a customer’s credit rating. The credit rating system accepts the
customer’s first and last name as well as a billing address. From this information
the credit rater returns a numerical credit rating score for the customer. ITSOMart
plans to segment customers based on credit in order to reduce risk as well as
offer premium services to high-value customers in the future. One other
requirement of this credit checking function is that the underlying credit check
must easily be transferable to a different third-party for credit checking. ITSOMart
wishes to maintain the ability to leverage lower-priced vendors for similar
services should the current vendor raise the price charged for the credit
checking.

Insufficient credit processing

While the third-party credit checking returns a numerical score, the company
wishes to segment customers into one of three separate customers based on
their credit rating: gold, silver, or bronze. The company plans to offer premium
services and target specific marketing campaigns at gold customers, while silver
customers will receive standard service. Customers with a gold credit rating are
registered immediately. Customers with a silver credit rating are considered
potential credit risks and the business has decided that such customers must
submit to additional credit validation per current business rules before the
company is willing to accept their orders. Customers with a bronze status are
denied the opportunity to register.

CRM application update

In order to more effectively gather information about customers, every customer
that self-registers will automatically be added to the CRM system. ITSOMart has
a significant investment in the current CRM implementation and does not wish to
adopt a new system.
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Shipping address update

ITSOMart will allow up to two shipping addresses to be entered. This allows a
customer to enter a home and a business shipping address. As ITSOMart
expands it is possible that multiple shipping providers will be used.

Audit

ITSOMart wants to keep track of all incoming customer registration attempts,
whether successful or not. The company invested in an audit system some time
ago. However, the old system is slow and has many problems. To resolve these
problems, the IT department has decided to implement a new auditing system.
That system is expected to launch in approximately 18 months. ITSOMart would
like to make the customer self-registration functionality available sooner and
would like to continue to use the system while the replacement system is being
developed. However, once the new auditing system has been launched, the
company wishes to avoid additional development costs in order to integrate with
the new system.

4.1.4 Business context diagram for ITSOMart

Figure 4-1 illustrates the proposed high-level business context for the ITSOMart
example scenario.

ITSOMart Grocery

- |
_> . o
hu Internet e Customer Registration Process

<service¢oonsumer>

Potential Customer ——

ITSOMart internal services / applications
» CRM update
» Shipping Address update
» Audit control
<service provider>
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External services / applications
» Credit check

<service provider>

Figure 4-1 High-level business context for the ITSOMart example scenario
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4.1.5 Functional requirements for ITSOMart

This section highlights the functional requirements for the ITSOMart working
example. We have outlined the key functional requirements:

>

FR1: Expose a new business function to customers.

Expose a new business function, the ITSOMart customer registration, to
external customers. The user interface is to be a Web application that will
invoke the process as a Web service.

FR2: Create a Web services client application to consume services.
Create an application that performs the tasks required to register a customer.
FR3: Expose internal applications as Web services.

Expose internal applications as services that can be called during the
customer registration process.

FR4: Integrate applications so that they can function together to perform a
business task.

Allow the service consumer (customer registration process) to call the
required services with little to no knowledge of their location, message format,
or transport requirements.

FR5: Incorporate simple routing logic to allow dynamic decisions based on
customer input and responses from invoked services.

Use routing logic to determine the appropriate flow through the process, in
particular, to determine how a customer request is processed based on the
results of a credit check.

FR6: Incorporate flexibility to easily change or add services.

Allow service providers to be changed without affecting the service
consumers.

4.2 Considering SOA as a solution for ITSOMart

Service-oriented architecture (SOA) is an approach to transforming the way
business and IT operate. An organization's SOA transformation is a gradual
process of continuous improvement, made possible by the business and IT
agility gained through service orientation. There are many different stages to the
adoption of SOA. These include:

» Services-based implementation in which new applications are built around

services (perhaps Web Services) and inherited applications are wrapped by
services so that they may participate in a services-based environment.
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» Service Connectivity where applications are composed of many loosely

»

coupled services. As business needs change, IT can quickly create new
applications through a combination of building new services and combining
them with existing services.

Enterprise Level IT Transformation in which SOA is the unifying theme in all
IT applications. Creation of new applications primarily involves assembly of
existing services rather than development of new functionality. Applications
are rarely rewritten due to technology constraints.

On Demand Business Transformation is a fundamental shift in the way
business and IT collaborate. SOA pervades the entire line of business (LOB)
application development process. Businesses are able to rapidly deploy new
business processes and transform existing processes to accommodate
market needs.

ITSOMart has a number of challenges in satisfying the business needs of
customer self-registration. The application must be able to deal with the
introduction of new applications as the online shopping system evolves, as well
as the ever-changing needs of both IT and business.

In order to evaluate service connectivity as a solution for the ITSOMart
implementation, the enterprise architect must consider the following:

»

»

Is delivery of the solution going to be incremental or all at once?

Are there ongoing costs of integration that could be reduced by adopting a
more flexible integration architecture?

Are business/IT needs expected to change?

How soon does the effort need to demonstrably have a return on investment?
Will the solution meet corporate security guidelines?

How difficult will solution management be over so many disparate systems?
Is the IT organization ready for service connectivity?

4.2.1 Incremental solution delivery
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ITSOMart does not expect to produce a complete online shopping solution all at
once. Initially, customers should be able to self-register and communicate
information such as delivery location. As new solution components are deployed,
the solution must integrate with these components with minimal cost of change.
A solution based on SOA would allow new components to easily be added to the
current environment without rewriting existing functionality to support the new
system.
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4.2.2 Integration cost reduction

Point-to-point application integration solutions are often expensive to maintain
because all of the integration logic lies within the application. A solution based on
SOA has distinct advantages due to reduced maintenance costs. All integration
logic resides in an enterprise service bus. By using an assembly technique to
build integration solutions, such logic may easily be changed without high
development costs. While ITSOMart does not have an existing integration
framework, the lower cost of maintaining an SOA solution makes it a more
attractive solution approach.

4.2.3 Changing business/IT needs

ITSOMart is a dynamic application whose needs are expected to change over
time. IT wishes to replace older systems with updated ones, and the business
may decide to switch to different service vendors. An SOA solution gives both
business and IT the ability to make these changes quickly and efficiently without
the costly and error-prone process of application re-engineering. The
loose-coupling and encapsulation properties of SOA allow components to
change independently. Centralized deployment leads to lower cost of integration.
Finally, the Service Connectivity scenario is a great step towards a more
enterprise-wide transformation towards a full SOA environment.

4.2.4 Value delivery

The business stakeholders of the ITSOMart solution need to realize a return on
their investment as soon as possible. Building the solution around SOA allows
immediate return on investment from the reduced costs of maintenance as well
as the indirect gains from increased business/IT agility. One of the keys to
lowering effort comes from the loosely coupled way in which developers build
SOA solutions. By encapsulating integration logic in a single layer of the
architecture, the integration logic can be easily understood and widely known,
making changes to business processes less cumbersome. The increased
visibility of integration logic and the ease of modifying that logic combined with
increased business flexibility helps an SOA deliver value as soon as the first
project moves into production. For ITSOMart, this is an important factor because
the company is unwilling to invest a large amount of development time and
money into any projects that cannot quickly show business value.

4.2.5 Security

The prevalence of heterogeneous environments within the enterprise IT
environment makes implementing and enforcing security increasingly difficult.
ITSOMart requires all applications to comply with relevant regulatory rules and
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internal corporate standards. An ESB helps reduce some of the complexity
involved in enforcing security through enforcing the use of a centralized security
policy. Security is enforced at the bus, making enforcement less complex.

4.2.6 Management/monitoring

As IT applications become increasingly complex, management and monitoring of
those applications becomes more difficult. Applications consisting of many tiers
on disparate hardware must be monitored as an end-to-end application rather
than a collection of components. Solutions built using a distributed architecture,
like an SOA, are more difficult to monitor than monolithic applications. However,
the componentized approach of SOA also means that, unlike monolithic
applications, individual parts of the system can be easily monitored. Also, service
levels many be centralized in the enterprise service bus, which reduces the
management overhead.

4.2.7 Readiness

ITSOMart does not wish to engage in an enterprise-wide business and IT
transformation. However, the company still wishes to leverage some of the
advantages of using service orientation when creating applications. Service
connectivity gives the company the ability to adopt SOA in phases. ITSOMart
has already begun experimenting with Web services, although there are some
traditional queue-based applications using Java Messaging Service (JMS) as
well. Service connectivity allows all such systems to function as parts of the new
composite application without rewriting heritage applications. Existing heritage
applications can participate in an SOA environment using service wrappers.
Service creation uses many of the same tools that already exist within most IT
development organizations. Finally, since SOA is protocol and technology
neutral, it allows IT to focus on solving business problems using familiar tools
and technologies rather than learning a new set of technologies. These factors
make service connectivity easy to introduce into most IT organizations and can
provide a great entry into SOA.
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4.3 Elements of an SOA solution

A service-oriented architecture solution includes the a number of characteristics
of SOA. These include:

» An architectural style consisting of service providers, requestors, and service
descriptors

» A set of design principles including loose-coupling, encapsulation, and ease
of composition

» A set of standards-based tools and technology to support the SOA
programming model

The ITSOMart self-registration business scenario provides opportunities to
embody each of these characteristics in the final solution. During the solution
planning stage, enterprise architects should carefully consider the consequences
that architectural decisions have on design, implementation, deployment, and
governance. The following sections highlight those decisions and provide a
suggested approach to planning an SOA solution.

4.3.1 Using the SOA Foundation Reference Model

The SOA Foundation Reference Model defines the comprehensive IT services
required to support your SOA at each stage in the SOA life cycle. The Reference
Model includes development environment, services management, application
integration, and runtime Process Services. The capabilities of the architecture
can be implemented on a build-as-you-go basis as hew requirements are
addressed over time.

The reference architecture provides all of the architecture elements needed to
support the ITSOMart solution. According to the reference architecture, the SOA
system is divided into a number of service types, each with different concerns
and functionality. The ITSOMart solution focuses primarily on the integration
aspects of these services and leaves some elements as heritage components.
However, because the solution design segments these heritage components into
individual service areas, the solution may evolve and replace heritage
components with those built using SOA principles.

Chapter 4. Planning for connectivity =~ 75



As ITSOMart began the process of solution design, they considered each
element of the architecture and how, and if, it applied to their situation. Figure 4-2
shows the elements of the SOA Foundation Reference Model that apply to the
ITSOMart solution (in bold).
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Figure 4-2 Elements of ITSOMart within the SOA Foundation Reference Architecture

Development Services provide IT architects, service developers, and integration
developers with the tools and methodologies needed to design and create an
open standards-based solution. These services support a variety of activities that
occur during the course of the SOA life cycle.

The ITSOMart solution illustrates the use of each of these types of services:

» Design includes creating both high and detailed designs of the overall
system, as well as interactions between the assembled components. The
solution design also includes the mediations necessary to support the
interactions between service providers and requestors.

» Service Implementation involves the creation of new services or wrapping
existing applications with service facades in order for those applications to
participate in the solution.

» [ntegration Assembly consists of assembling services together in order to
achieve the desired business functionality. Integration developers may
frequently recompose applications as the IT and business requirements
evolve.
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Runtime Services provide the deployment, monitoring, and governance functions
necessary to implement the solution.

» [Interaction Services are the points of contact between end users and the
system. Ideally, application developers should also be able to create
composite applications using various Interaction Services. A portal is an
example of the Interaction Services layer that supports composition. The
ITSOMart solution uses a traditional Web application in place of a portal. The
solution design allows this layer to easily be replaced when the need arises.

» Process Services provide the composition logic that binds various services.
Typically, Process Services refer to either business process flow execution or
a business state machine (a finite state machine that orchestrates the service
interaction).

Because the primary purpose of the ITSOMart solution is to demonstrate
integration patterns, the solution currently uses a single fixed service to
provide business process flow control. As business needs evolve over time,
this process flow component could be replaced by a business process flow
controlled by BPEL or a business state machine.

» Business Application Services represent fundamental business logic and
represent the building blocks for composition. Typically, a business process
orchestration service combines multiple Business Application Services to
produce a flexible, coarse-grained service that can then be consumed by
other service requestors.

ITSOMart contains a number of such Business Application Services. These
are:

— Credit check

In reality, a credit check process would most likely itself be a composite
service orchestrated by a business process flow. However, because this
service component is entirely opaque to the ITSOMart solution, the design
treats this service as an atomic building block that cannot be further
decomposed.

— CRM update
— Shipping address registration
— Audit log

» Access Services augment heritage applications, often with a simple service
wrapper so that such applications may participate in the SOA ecosystem
without modification. Previous architectures treat Access Services as
adapters. In the reference architecture, these adapters are explicitly treated
as services so that they may be used in the same way as other services.

ITSOMart will require adapters to access the CRM system and functions that
require flat file access.
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» Infrastructure Services refer to services provided by the integration runtime.
The primary purpose of these services is to abstract the underlying execution
platform so that service implementors and integration developers are
concerned only with their specific responsibilities. In addition, infrastructure
services may consist of boundary services whose purpose allows service
creators to focus on core functionality rather than meeting the needs of an
entire enterprise. For example, a service that is only available via SOAP over
HTTP should not be restricted from participating in environments requiring
SOAP over JMS or SOAP over HTTPS — these are not the concerns of the
service creator. Rather, a boundary service can seamlessly perform protocol
transformation to extend the reach of the service beyond the original intended
scope.

» ESB provides the connectivity for intercommunication between various
services. For example, a traditional point-to-point integration style would use
a mesh-style connectivity model. A messaging hub style integration, on the
other hand, would use a hub and spoke connectivity model. In an SOA
architecture, the preferred connectivity model is an enterprise service bus.

ITSOMart currently has no ESB implementation, but plans to add this
capability as part of the new solution.

» [T Service Management involves monitoring and managing the operational
aspects of services. This includes service uptime, performance, and resource
utilization. Management also includes preventing invalid or erroneous
requests from reaching the service and filtering these earlier in the sequence
of service processing steps. Service management is essential to maintaining
a healthy SOA environment so that problems may be dealt with proactively
rather than in a reactive fashion.

ITSOMart will require that the systems be monitored for use and
performance.

The SOA Foundation Reference Architecture provides a complete enterprise
architecture for delivering SOA solutions. By considering the ITSOMart solution
as an entire integration ecosystem rather than a single application, the solution
architecture may easily be broken down into a core set of services that can be
delivered by developers focused on service implementation and assembled by
integration developers. The flexibility to compose and recompose applications
allows for the re-use of existing services as well as greater IT agility to meet the
evolving needs of business.
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4.4 Selecting the SOA scenario and pattern

This section demonstrates how to use the process defined in Chapter 2,
“Process for applying SOA scenarios” on page 21, to accelerate the design of the
solution architecture for the ITSOMart working example scenario.

4.4.1 Fit gap analysis

In 4.1.5, “Functional requirements for ITSOMart” on page 71, we identified the
functional requirements for the ITSOMart solution. As part of the defined
process, we now perform a fit-gap analysis of the ITSOMart functional
requirements with the generic use cases.

Table 4-1 provides a summary of the ITSOMart functional requirements that map
to the generic use cases. There may be functional requirements that are not
mapped to a generic use case specific to your business scenario. There may
also be functional requirements that map to generic use cases for multiple SOA

scenarios.

Table 4-1 ITSOMart - fit gap analysis

ITSO car rental example
functional requirements

Generic use cases

»

FR1: Expose a new business function to
customers.

FR3: Expose internal applications as Web
services.

» U1: Reuse existing or create new application logic

as a service within the enterprise.

FR2: Create a Web services client
application to consume services.

» U3: Point-to-point integration of enterprise
applications.
» US5: Allow users to invoke services simply.

FR4: Integrate internal applications so they
can function together to perform a
business task.

FR5: Incorporate simple routing logic to
allow dynamic decisions based on
customer input and responses from
invoked services.

FR6: Incorporate flexibility to easily
change or add services.

» U7: Enable loose coupling of service consumers
and providers using dynamic routing based on
standards-based protocols.
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4.4.2 Select the SOA scenario

At this stage in the process we have identified the generic use cases that apply to
the ITSOMart example. Now we use the generic use cases as criteria to select
the appropriate SOA scenario containing software capable of fulfilling the
requirements. This task is accomplished by using the SOA scenario selection
table.

Table 4-2 shows a subset of the generic use cases found in Table 2-1 on page 24
that fulfill the functional requirements of the ITSOMart example scenario (Service
Connectivity).

Table 4-2 SOA scenario selection criteria identifying the Service Connectivity scenario
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U1: Reuse existing or create new application logic as a service within X
the enterprise.
U3: Point-to-point integration of enterprise applications. X
U5: Allow users to invoke services simply.
U7: Enable loose coupling of service consumers and providers using X
dynamic routing based on standards-based protocols.

Because the solution requires routing capability, the Service Connectivity
scenario is the most appropriate. The Service Connectivity scenario, with the
appropriate product selection, can also provide the function required by the use
cases identified for Service Creation.

4.4.3 Reuse patterns assets to accelerate solution architecture

This section demonstrates how to apply the reusable assets found in the
Patterns for e-business to accelerate the design of the solution architecture.
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Select the Business pattern

Looking at the overall business context diagram, we can identify three potential
Business or Integration patterns that might come into play (Figure 4-3).

u > R Customer Registration Process

Potential Customer
I Application Integration

ITSOMart interal services / applications
» CRM update
» Shipping Address update
» Audit control

N e e e e e e e e e = = -

External services / applications Extended Enterprise
» Credit check

Figure 4-3 Potential Business pattern choices

The patterns are:
» Self-Service business pattern

Because the intent of the ITSOMart solution allows consumer access to
internal resources, the Self-Service business pattern is clearly the pattern that
defines the overall functionality of the solution. This is the pattern that the
ITSOMart solution designers will use as their guide.

For details refer to 3.4, “Self-Service business pattern” on page 44.
» Application Integration pattern

The interaction between the Customer Registration Process and the
ITSOMart internal services and applications is indicative of an Application
Integration pattern. As the ITSOMart solution is designed, guidelines defined
for this pattern will be consulted for best practices information.

For details refer to 3.5, “Application Integration pattern” on page 52.
» Extended Enterprise business pattern

The invocation of external services brings the Extended Enterprise business
pattern into play. The concerns addressed by this pattern focus on the unique
requirements exposed by the integration of applications in separate

Chapter 4. Planning for connectivity =~ 81



enterprises, for example, security concerns. Enterprises must address these
concerns up front when designing a solution, although, for simplicity, the
ITSOMart example will not address these in this book.

For details refer to 3.6, “Extended Enterprise business pattern” on page 60.

Select the Application pattern

Now that we know the focus is on the Self-Service business pattern, we can
select an Application pattern. Application patterns are used to provide a
conceptual layout of how the application components and data within a Business
pattern or Integration pattern interact.

Table 3-1 on page 38 provides a summary of the Business and Integration
patterns and corresponding Application patterns that map to the generic use
cases representative of the Service Connectivity scenario. As you can see from
this table, there is one Application pattern for Self-Service that is most suitable to
fulfill the use cases that describe the ITSOMart requirements. In particular, the
routing requirement of use case U7 drives this selection, the Router application
pattern. For details refer to 3.4.2, “Router application pattern” on page 47.

Runtime patterns

In the previous section we identified the Application patterns that apply to the
Service Connectivity scenario. Each of the Application patterns has a
corresponding Runtime pattern, which is used to define the logical middleware
structure and interaction between nodes to support the Application pattern.

The Runtime pattern selected is shown in “Runtime pattern: SOA profile for
Router” on page 48. The Directory and Security Services, and Business Service
Directory nodes are optional for the scenario. We did not implement the
functionality of these nodes for the ITSOMart example. In a production
environment, they typically would be implemented.

Product mapping

The Product mapping used for the ITSOMart example is shown in “Product
mapping” on page 49. The product mapping was a result of the selection of the
ESB implementation and the services required for the customer registration
process. We discuss the options for ESB implementation and the choices made
by ITSOMart in the next sections.

4.5 Enterprise service bus product selection

What makes the ESB so important in a Service Connectivity scenario is that it
allows a higher level of abstraction for service integration. The ESB hides the
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details of service locations and transport so that service implementations only
need to deal with invoking the service via the ESB.

ESBs also exist to resolve differences between service requestors and service
providers, a common problem in loosely coupled systems. For example, the
target service may not implement the same service interface or message
structure as the client. The bus must provide a mechanism to resolve the
differences between the service requestor and provider so that these details are
hidden from the actual service implementation.

Another common issue is that many services may provide the same fundamental
business function but with subtle differences (for example, performance). The
enterprise service bus performs service request routing based on predefined
rules that stipulate which of the available service providers receives the request.
For example, in a credit-checking scenario, one provider may return faster
results but charge more per transaction versus a slower but cheaper provider.
The service bus could route credit check requests to the more optimal provider
based on factors such as the urgency of the request.

All of the functions of the service bus (routing, logging, and message
transformation) are hosted within the bus in the components called mediations.
The mediation logic may often consist of a set of predefined basic logic functions
such as message logging, message augmentation, or transformation. A
mediation development environment such as WebSphere Integration Developer
could leverage these patterns to allow consistent mediation development.
However, there are instances when the demands on the mediation exceed the
basic mediation logic, in which case the ESB should be capable of hosting more
complex, custom mediation logic.

When considering which ESB implementation is suitable for your solution, you
should consider the product capabilities with regard to the following:
» Transport protocol support and conversion capability

» Interactions supported (one-way, synchronous request/response,
asynchronous request/response, pub/sub, aggregation, and so on)

» Routing capabilities

» Dynamic configuration capabilities

» Mediation capabilities

» Ease of development and administration

» Quality of Service capabilities

» Existing conditions in the enterprise and customer skill set
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The following sections will describe two products from IBM that may be used to
implement an enterprise service bus, WebSphere Message Broker, and
WebSphere Enterprise Service Bus. In addition, we give a brief description of the
IBM DataPower SOA appliances that can fulfill the requirement of an ESB
gateway. The products are from different backgrounds and have varying levels of
capabilities, but each can be used separately, or together, to achieve the
functionality of an enterprise service bus.

The ESB product selected will drive the choice of products for the other life-cycle
phases. Table 4-3 shows suggested combinations of products.

Table 4-3 Possible product selections for implementing SOA connectivity

Deploy Model/assemble Manage
DataPower XS40 DataPower Tooling Tivoli Access Manager
(included with DP)
WebSphere ESB 6.0.1 WebSphere Integration Tivoli Composite
Developer 6.0.1 Application Monitor for
SOA

Tivoli Composite
Application Monitor for
RTT

WebSphere Message WebSphere Message OMEGAMON
Broker V6 Brokers Toolkit

Rational Application
Developer

4.5.1 WebSphere Enterprise Service Bus

WebSphere ESB is an ESB runtime that allows rapid implementation of the ESB
pattern.
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Connectivity

WebSphere ESB is built on top of WebSphere Application Server and provides
all of the same connectivity capabilities. The service bus can seamlessly perform
message transport and protocol transformation for any of the supported
protocols, which include:

» Java Messaging Service (JMS)
» SOAP over HTTP
» SOAP over JMS

WebSphere ESB supports all of the common messaging models including:

» Request/response
» Publish/subscribe
» One-way message distribution

Adapters

WebSphere ESB supports connectivity for WebSphere Adapters, both
JCA-based WebSphere Adapters and the WebSphere Business Integration
(WBI) Adapters.

The WBI Adapters provide a wide range of connectivity that support interaction
with suppliers, trading partners, and customers. WBI Adapters attach packaged,
traditional, custom, mainframe, and Web applications to the ESB.

WebSphere Adapters are compliant with J2EE Connector Architecture

(JCA 1.5). JCA is the J2EE standard for EIS connectivity. EIS Import and EIS
Export provide SCA components with the uniform view of the services external to
the module. This allows components to communicate with the variety of external
EIS systems using the consistent SCA programming model. WebSphere
Adapters are assembled in WebSphere Integration Developer from imported
RAR files and then exported within an Enterprise Application Archive (EAR) file
and deployed on WebSphere ESB.

WebSphere Adapters include the following:

» IBM WebSphere Adapter For Flat Files, Version 6.0

IBM WebSphere Adapter for JDBC™, Version 6.0

IBM WebSphere Adapter for PeopleSoft Enterprise, Version 6.0

IBM WebSphere Adapter for Siebel Business Applications, Version 6.0
IBM WebSphere Adapter for SAP Applications, Version 6.0

vVvyyy

For information about adapters see:
http://www-306.1ibm.com/software/integration/wbiadapters/
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Mediation modules

At its core, WebSphere ESB is a runtime environment capable of hosting

message mediations. Mediations are deployed to the runtime as a type of SCA
module called a mediation module. Mediation modules contain imports, exports,
and SCA components that typically include a mediation flow component and
optionally, Java SCA components. Mediation flow components contain mediation
flows that operate on the message requests and responses. Figure 4-4 illustrates

a mediation module.
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Figure 4-4 Mediation module
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Mediation modules may use other mediation modules to perform a complete
message mediation. This allows more flexible service assembly, and developers
may reuse mediation modules across several mediations. Figure 4-5 illustrates
how multiple modules may be used together to produce a complete message
mediation.

Web Service SCA
Export Export
Service
Consumer Mediation Mediation Service
Module A Module B
Service
Imports

Figure 4-5 Multiple mediation modules

In the example, the service consumer sends a request to module A, which uses
an SCA import from module B to invoke the mediation flow within module B,
which eventually calls the service.

Mediation flow

A mediation module can contain one mediation flow component that contains
mediation flows. Mediation flows within WebSphere ESB support a number of
basic mediation patterns:

Message protocol transformation
Content-based message routing
Message format transformation
Message augmentation

vyvyyvyy
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Message protocol transformation

Message protocol transformation allows service requestors to use one particular
protocol while the service provider uses a different protocol. This functionality is
useful because otherwise service providers would need to support every
potential service request protocol. Figure 4-6 shows an example of protocol

transformation.

HTTPS HTTP

Service

Consumer Service

Mediation
Module

Figure 4-6 Protocol translation

In this example the service request travels over a secure SOAP-over-HTTPS
channel. The mediation module makes a request to the service that operates
using SOAP over HTTP. However, this service could have been SOAP over
JMS, or even JMS over an MQ queue.

Content-based message routing

Sometimes a service request may be fulfilled by more than one service provider.
During service invocation, the service requestor may not and should not know
about the details of the service provider that is ultimately servicing the request.
Content-based request routing allows WebSphere ESB to dynamically decide
how to route messages using filtering rules.

Servi
Request er:ce
Service
Consumer Mediation
Module Service
B

Figure 4-7 Content-based routing

Figure 4-7 shows a service request that then can be handled either by service A
or service B. The mediation module decides based on the message attributes
(content, sender, and so on) which of the services will be used to handle the
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request. A typical use case for this type of functionality is quality of service. For
example, with a stock quote service, premium clients can receive real-time
quotes while regular clients receive delayed quotes.

Message format transformation

Service requestors and service providers may use different syntax for requests.

WebSphere ESB is able to rewrite requests and responses as they flow through
the bus so that the service request and response are in the correct syntax for the
requestor and provider.

<request>

<request>
<name>Bob Asker</name>

<firstname>Bob</firstname>

<birthyear>1976</year>
<birthmonth>04</birthmonth>
<birthday>08</birthday>

</request>

<lastname>Asker</lastname>
<dob>08-April-76</dob>

</request>

Service
Consumer

e Service
Mediation

Module

Figure 4-8 Message format transformation

Figure 4-8 shows a service whose specification uses schema2.xsd. However, the
service consumer creates requests according to schema1.xsd. In this case, the
mediation module can translate requests using the consumer schema into
requests using the provider schema, as well as translate the response
messages. This allows the consumer and provider to communicate even though
they use different syntax.
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Message augmentation

In addition to message format transformation, WebSphere ESB is also able to
perform additional message augmentation. For example, suppose that the
service requester provides a first and last name but no account number. The
mediation can perform a database lookup to find the account number for the user
and add it to the message before sending it on to the service provider.

< >
<request> request:

<firstname>Rob</firstname> <firsthame>Rob</firsthame>

< > < >
<lastname>Asker</lastname> lastname>Asker</lastname

<accountNo></accountNo> <accountNo>122575</accountNo>

</request>

Service
Consumer

</request>

LacountNo =122575 j

e Service
Mediation

Module

Name = Rob Asker

Accounts DB

Figure 4-9 Database lookup message augmentation

Figure 4-9 shows a request message augmentation that uses a database to look
up user account numbers. The service consumer provides a first name and a last
name. The mediation module uses an accounts database to look up the user’s

account number and sends the request to the service using this account number.

Messaging clients
WebSphere ESB provides Message Service Clients that extend the connectivity
of the enterprise service bus.

» Message Service Clients for C/C++ and .NET enable non-Java applications
to connect to WebSphere ESB.

Message Service Clients for C/C++ and .NET provide an API called XMS that
provides a set of interfaces similar to the Java Message Service (JMS) API.
Message Service Client for C/C++ contains two implementations of XMS, one
for use by C applications and another for use by C++ applications. Message
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Service Client for .NET contains a fully managed implementation of XMS,
which can be used by any .NET compliant language.

» Web Services Client for C++ provides a set of libraries and Java tools that
enable you to build ANSI C++ Web service client applications from existing
Web Service Description Language (WSDL) files.

The ANSI C++ Web service client applications that you build from existing
WSDL files, using the Web Services Client for C++ libraries and Java tools,
are able to communicate with applications over HTTP using TCP/IP with
SOAP protocols.

You can also install and use the Application Client for WebSphere Application
Server to provide J2EE client support. This includes the Web services Client,
EJB™ Client, and JMS Client.

4.5.2 WebSphere Message Broker

WebSphere Message Broker may also be used for implementing an ESB.

Unlike WebSphere ESB, WebSphere Message Broker is not based on
WebSphere Application Server but is built around a traditional message-based
integration approach, leveraging WebSphere MQ, and provides a robust and
flexible messaging hub for mediation. However, the product can be implemented
and deployed as an enterprise service bus pattern. Other features include the
ability to extend the reach of the enterprise service bus to non-SOAP messages
such as AL3, HL7, Switft, HIPAA, EDI, and so on. The product also includes
support for creating complex message transformations without the need for
complex programming.

Like WebSphere ESB, WebSphere Message Broker provides the following
capabilities:

» Message protocol transformation
Content-based message routing
Message format transformation
Message augmentation

vvyy

In WebSphere Message Broker terminology, the mediation hosted by an ESB
implemented using WebSphere Message Broker consists of two key
components: message models and message flows.

Message models

WebSphere Message Broker includes parsers capable of parsing and emitting a
broad range of message formats. Some formats such as XML are
self-describing, that is, these formats include the message metadata as well as
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message data, enabling generic parsers to understand the message. Other
formats such as COBOL and C binary messages contain no such metadata.
Thus, WebSphere Message Broker requires message models to describe the
format of messages so that the parser can correctly interpret the incoming
message. Message models also improve message flow development, as the
development tool is capable of importing the message model to document the
message format. WebSphere Message Broker includes a number of parsers that
operate on different types of message formats. The use of a particular parser is
defined by the message domain. The following message domains are available:

»

MRM handles a wide variety of message types including binary, formatted
text, as well as XML.

XML handles XML message formats.

JMS handles messages produced by JMS providers, such as
WebSphere MQ.

IDOC handles messages produced in the SAP IDoc format.
MIME handles multi-part MIME messages such as SOAP attachments.
Custom for a user-defined parser.
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Although XML messages do not need a message model, implementing one is

helpful for WebSphere Message Broker to properly interpret attribute data types
(otherwise everything is treated as a text string), as well as aiding the message
flow development process.
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Figure 4-10 WebSphere Message Broker message model
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Message flows

Like WebSphere ESB, message flows within WebSphere Message Broker define
the set of processing steps to execute when a message is flowing through the
system. Message flows consist of a set of nodes that define a particular action to
take against the message. All message flows must include an input node that
specifies the message source. In addition, the following nodes are available for
building message flows:

» Built-in nodes are nodes that are shipped with WebSphere Message Broker
(includes input, output, decision, and error handling nodes).

» User-defined nodes are extensions to standard WebSphere Message Broker
built-in nodes. User-defined nodes must use the standard C or Java APls
provided by WebSphere Message Broker.

» Subflow nodes consist of additional message flows that are part of a larger
message flow. Subflows allow sharing of commonly used message flows.

Applying the graph paradigm to message flows, with nodes being vertices in the
graph, connections are the edges. Connections link the output terminal of one
message node to the input terminal of a subsequent message node.
Connections represent the flow of data through the message flow.
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Figure 4-11 WebSphere Message Broker message flow

ESQL

WebSphere Message Broker includes a built-in message manipulation language
called Extended Structured Query Language (ESQL). Based on Structured
Query Language (SQL), ESQL allows message flow nodes to perform
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computations based on the message content as well as database content. For
example, an ESQL compute node might augment the message content using
data from a relational database. Example 4-1 shows a sample ESQL that
performs different actions based on the type of credit the user is submitting.

Example 4-1 Sample ESQL

IF InputBody.Order.Payment.CreditCardType="VISA®> THEN

DO;
-- SOME ACTION
END IF;
IF InputBody.Order.Payment.CreditCartType="MASTERCARD’ THEN
DO;
-- SOME OTHER ACTION
END IF;

Developing for WebSphere Message Broker

Integration developers create message models and message flows using a
development tool called the Message Brokers Toolkit. Like the WebSphere
Integration Developer, the Message Brokers Toolkit is an Eclipse
framework-based application. The primary component of the Message Brokers
Toolkit is called the workbench. The workbench consists of a collection of Eclipse
perspectives and views that provide the development functions. The workbench
also includes a flow debugger that can aid in testing message flows. The flow
debugger can attach to running flow engines and observe and manipulate
in-flight messages as they pass through the nodes in the message flow. Finally,
the workbench is capable of deploying message flow applications to the runtime
environment, both for testing and production.

Runtime

The WebSphere Message Broker runtime consists of a various runtime
components, including Broker domains, configuration managers, Brokers, and
execution groups. Broker domains are a a group of Brokers along with a shared
configuration manager that controls all of the Brokers. The configuration
manager is responsible for communicating between the workbench and the
Brokers. The configuration manager controls the Broker domains’ runtime
configuration, manages deployment of message flows, and communicates with
the other components of the Broker runtime. A Broker hosts execution groups
that are a set of message flows grouped together. The Broker isolates the
message flows within its execution groups from each other and allows separate
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runtime configuration (each execution group receives its own thread pool).
Figure 4-12 illustrates the components of the WebSphere Message Broker

runtime.
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Figure 4-12 WebSphere Message Broker runtime

4.5.3 WebSphere DataPower SOA Appliance

Extensible Markup Language (XML) has proven to be a great force in the
software industry. XMLs flexible, self-describing, language-independent format
makes decoupling partner systems much easier. However, the heavy reliance on
XML for data transfer between services also presents some problems. For
example, XML can result in lengthy message payloads and large amounts of
overhead for schema validation and parsing. The processing overhead of dealing
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with XML can tax application servers and middleware infrastructure, drastically
decreasing performance.

The evolution of network infrastructure has seen an increasing trend toward
replacing general purpose software systems with dedicated hardware for
increased performance. As shown in Figure 4-13, there has been a move from
network Routers based on UNIX® towards dedicated hardware Routers, from
software Web servers towards load-balancing infrastructures, content switches,
and SSL accelerators.

‘ Application Servers

Web Servers *

Cost Unix BSD “\‘

& Routing .
Inefficiency . * XML Accelerators

=N XML Security
........... XML Management

SSL Accelerators,
Load Balancers,

Routers

-

Performance & Time
Figure 4-13 Evolution towards hardware-based network devices

In this same way, there is an evolution towards using dedicated hardware for
performing repetitive XML tasks such as parsing, schema validation, and XML
Stylesheet Language (XSL) translation.

Service protocols based on XML also lack any inherent built-in security
mechanisms. SOAP over HTTP passes potentially sensitive data in plaintext
over the network. While there have been emerging standards such as
WS-Security to help deal with security concerns, implementing these standards
further drains computing resources on critical servers.

The IBM line of DataPower SOA appliances helps address the performance and
security needs of enterprise-level SOA architectures by off-loading the XML
processing onto dedicated hardware, freeing the CPU resources of application
servers and middleware platforms to provide higher service throughput.
DataPower SOA appliances provide a range of features including:

» XML/SOAP firewall, filtering based on message content, headers, or other
network variables
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» Incoming/outgoing data validation
» Schema validation
» XML security, access control, authentication, and authorization

» Integration with various security and monitoring products such as IBM Tivoli
Enterprise™ Monitoring, Tivoli Access Manager, Netegrity SiteMinder, and so
on

The performance advantage of DataPower appliances are often close to seventy
times higher than when using general purpose systems alone. Figure 4-14
shows the relative performance costs of various infrastructure-type XML tasks.
As shown, when digital signature checking and message encryption/decryption
take place, there is a great deal of overhead in processing messages. The XML
appliance can off-load this processing from application servers onto dedicated
hardware capable of performing these tasks in a fraction of the time.

Approved, decrypted and
validated S0APXML
Transaction

Encrypted & Signed
S0APXML Transaction

Slg'lat.re =

Figure 4-14 Performance costs for XML processing tasks

For more information about DataPower SOA Appliances see:

http://www-306.1bm.com/software/integration/datapower/index.html

DataPower in a WebSphere ESB environment

DataPower and WebSphere ESB are very complementary products in that
organizations will typically build message mediations and transformations inside
of the service bus using WebSphere Integration Developer. The DataPower
appliance can then be deployed to the edges of the network to perform message
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security, authentication, and authorization. Figure 4-15 illustrates a federated
extranet involving XML security appliances that filter inbound and outbound
traffic while allowing valid messages to be mediated through the service bus.
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Figure 4-15 A federated extranet with XML security appliances protecting traffic

DataPower appliances can also be used to extend the reach of WebSphere ESB
by translating messages consisting of non-XML formats for use by the service
bus. DataPower’s built-in translation engine allows powerful message
transformations between XML and non-XML or binary formats, making it possible
for heritage systems to participate in the SOA environment. The appliances can
also route requests based on message content to different branch installations of
WebSphere ESB. In this way, the appliance acts as a central message
concentrator that routes message traffic as appropriate.

4.5.4 Enterprise service bus implementations compared

In summary, IBM offers two ESB products to help build your SOA solution:

» IBM WebSphere Enterprise Service Bus
» IBM WebSphere Message Broker (an advanced ESB)

In addition, there are a number of products that work in concert with these ESBs
including IBM WebSphere DataPower SOA Appliances. This section is designed
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to help solution planners decide which of these products is the most appropriate
for their situation.

IBM WebSphere Enterprise Service Bus (WebSphere ESB), a core component
of the WebSphere software platform, is built on WebSphere Application Server.
WebSphere ESB targets a predominantly Web services based environment.
WebSphere ESB adds a mediation layer based on the SCA programming model
on top of WebSphere Application Server foundation to provide intelligent
connectivity using the native WebSphere Application Server transports.

Building an ESB that is based entirely on WebSphere ESB is an option when
Web services support is critical and the service provider and consumer interact
via open standards. WebSphere ESB is most suitable for environments that are
based on Web services standards and provides facilities to integrate services
that are offered via other sources. However, if interaction with non-Web service
standards-based services with fast throughput is a major requirement, then
WebSphere Message Broker may be better suited for those projects.

IBM WebSphere Message Broker delivers an advanced enterprise service bus
providing connectivity and universal data transformation for both standard and
non-standards-based applications and services to power your service-oriented
architecture. Message Broker intelligently routes and transforms messages and
data in real-time from multiple device types, business units, and locations to
virtually all systems and applications throughout your enterprise — and beyond.
Message Broker offers transactional processing, near universal connectivity over
multiple transports including WebSphere MQ, JMS, and HTTP, and reliability and
performance unmatched by others in the market.

WebSphere Message Broker is an option when quality-of-service requirements
demand the use of mature middleware and deployment requirements go beyond
Web services integration. WebSphere Message Broker can support all the ESB
capabilities that WebSphere Enterprise Service Bus does, offer broader
transformation and mediation features, and support integration assets that may
or may not be Web services enabled.

The extensive use of XML and Web services brings new challenges and
requirements to your IT environment. WebSphere DataPower simplifies SOA
infrastructure with specialized software/hardware devices, expedites SOA XML
processing, and enhances SOA security management with XML-level protection.
WebSphere DataPower can be used on its own as an ESB Gateway or in
conjunction with either WebSphere ESB or WebSphere Message Broker.
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4.6 ITSOMart product selection

One of the principal goals of SOA is technology agnosticism. This allows IT to
freely choose best-of-breed tools to fulfill their needs in each area, without
requiring that services be built using a particular tool, language, or protocol.
However, the importance of product selection cannot be ignored and should be
considered when planning a solution. IBM offers a broad set of standards-based
tools that encompass the SOA life cycle.

This section discusses the set of products selected to design and implement the
ITSOMart solution. We have mapped these products to the SOA Foundation
Reference Architecture in Figure 4-16.
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Figure 4-16 ITSOMart product selection

4.6.1 Deployment

Services deployment/runtime support requires containers that can manage
runtime concerns such as service invocation, life cycle, and access to underlying
resources such as databases. The runtime environment should also be able to
support management/monitoring functions or allow plug-ins that enable such
functions. The runtime products chosen are driven by the technology choice
made for service creation. For example, services created as Web services in
Java might run in a J2EE container product, while services created using
Microsoft®.NET would run in a .NET application server. Ultimately the
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deployment environment is largely based on the technologies chosen during
service development.

Server infrastructure

WebSphere Application Server is the base deployment component within IBM
services enablement offerings. Developers can create basic Business
Application Services using Enterprise Java Beans (EJBs) and Plain Old Java
Objects (POJOs) and expose these services via standard Web services
methods. In addition to the J2EE 1.4 standards, WebSphere Application Server
supports a variety of Web services standards including:

Enterprise Web Services (JSR 109)

Java API for XML-based RPC (JAX-RPC)
WS-Interoperability Basic Profile (WS-I)
Web Services Security (WS-Security)
Web Services Transactions (WS-TX)

v

vvyyy

WebSphere Application Server is available in several versions that support
various uses. The most basic flavor is the Community Edition, which is based on
Apache Geronimo, while the most robust version, WebSphere Application Server
Network Deployment, includes enterprise-class features such as high availability,
workload balancing, and dynamic failover.

In addition to the basic service hosting role, WebSphere Application Server also
provides the underlying layer for both WebSphere Process Server and
WebSphere ESB. The tight integration between all these products provides a
number of benefits including the possibility of a single point of administration in a
mixed product cell. This approach allows deployment processes and procedures
to share common elements for all such platforms. The runtime deployment uses
the same approach for installation, configuration, clustering, and administration.

Enterprise service bus

ITSOMart has chosen to use WebSphere ESB to implement their solution. They
have evaluated their needs, including the connectivity issues of connecting to
existing services they plan to use and feel that WebSphere ESB provides all the
functionality they require. They anticipate that in the future, though their solution
may grow, their connectivity issues will remain fairly simple.

WebSphere ESB provides the ability to abstract transport protocols between two
services. WebSphere ESB also includes service bus mediations that can resolve
message syntax differences between the service provider and requestor. The
product also includes support for content-based routing and message logging for
audit purposes.
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4.6.2 Modeling and design

ITSOMart has decided to use Rational Software Architect for their application
design activities and for the limited J2EE development their solution will require.

Rational Software Architect targets software architects to help modeling
application software components and the relationships between components.
Rational Software Architect uses the standards-based Unified Modeling
Language (UML) for use case analysis, class diagrams, state diagrams, and
sequence diagrams.

Rational Software Architect also supports software patterns to encourage
software re-use. There is a set of prepopulated patterns, and users may create
their own custom patterns as well.

Rational Software Architect also includes structural analysis tools that help
software architects navigate and visualize the complex code base of modern
applications. The structural analysis also compares the existing code against
known software patterns to allow architects to more quickly understand the code.

In addition to the modeling capabilities, Rational Software Architect provides a
comprehensive set of tools for developers to create, test, and deploy Java
applications, including EJBs, Web, XML, and database applications. These are
the same tools found in Rational Application Developer, the Rational product that
targets application developers.

For full details on Rational Software Architect see the product page:

http://www.ibm.com/software/awdtools/architect/swarchitect/index.html

4.6.3 Development and assembly

Developing a solution consists of two distinct tasks: development and assembily.

» Development refers to the actual creation of services for the solution. This
may involve building Web services to implement core Business Application
Services or perhaps creating service wrappers around inherited applications.
In most cases these tasks involve using an integrated development
environment to create and test basic services.

» Assembly involves composing services together in order to deliver the needed
functionality. Assembly may involve message mediation between two
different systems or protocol transformation between systems or perhaps
using application adapters to reach backend systems.

The major difference between development and assembly is that development
focuses on creating core business functionality without worrying about who will
access that functionality and what methods will be used to access the services.
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Assembly focuses only on creating the connections between various services.
Service implementations are considered opaque, and application assembly
generally does not require detailed knowledge about the specifics of how a
particular service has been implemented. By creating this separation between
service creation and application assembly, development teams are free to focus
on building the needed functionality without being distracted by issues related to
integration. This creates a much more efficient programming model when
compared to traditional application development where brittle interdependencies
between various application components meant that changes in one system
propagated throughout the entire system.

Development

ITSOMart will have some limited J2EE development required to implement their
solution. Since they have chosen to use Rational Software Architect for their
modeling activities, they will also use the extensive J2EE development
capabilities to create the elements of their solution that require J2EE or Web
services development.

Assembly

Service assembly involves orchestrating the flow of messages between services.
Services are created as standalone components that may participate with any
other components in a composite application. Service assembly often involves
creating message mediation flows that transform message data between
systems with different message formats or routing service requests based on the
request content.

WebSphere Integration Developer is the integration tool that creates assemblies
for both WebSphere ESB and WebSphere Process Server. WebSphere
Integration Developer supports a variety of integration standards including
Business Process Execution Language (BPEL) and BPEL extensions that allow
human tasks, and SCA. Also included are unit test environments that allow
integration developers to test the integration flow without involving the actual
services being integrated.

ITSOMart has chosen to use WebSphere ESB as the ESB in their solution,
making WebSphere Integration Developer the natural choice. Many of the J2EE
and Web services features available in Rational Software Architect are also
available in WebSphere Integration Developer.

Development and assembly tool coexistence

Rational Software Architect and WebSphere Integration Developer are built on a
common foundation. This means that they contain common features and have
the same look and feel. It also means that they can coexist in the same
installation. WebSphere Integration Developer may be installed into an existing
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Rational Application Developer or Rational Software Architect installation. This
allows features from both IDEs to be available from a single, integrated
development environment.

4.6.4 Monitoring and management

The highly distributed nature of SOA solutions can present difficulties for
monitoring and management. Diagnosing application performance issues across
a range of distributed systems is difficult without end-to-end monitoring tools.
The IBM offering in this space includes the Tivoli Enterprise Monitoring package
as well as IBM Tivoli Composite Application Manager. In particular, for
Web-services based solutions, IBM Tivoli Composite Application Manager for
SOA provides a detailed view of Web services performance within the Tivoli
Enterprise Portal and allows basic message filtering and alerts based on
performance thresholds.

For more information about IBM Tivoli Composite Application Manager for SOA
see Chapter 12, “Service monitoring and management with IBM Tivoli
Composite Application Manager SOA” on page 555.

4.7 Installation considerations

Physical topology is an important issue to consider when planning the solution.
There must be an adequate number of environments and resources to support
on-going development as well as product systems.

The examples in this section illustrate a single line of development for the
ITSOMart application. More environments and resources would be needed if
other applications were being developed. The physical topology also assumes
that the development and deployment environment is based on WebSphere
Integration Developer and WebSphere ESB. Physical topology and resources
needs would be different for another service bus approach.

Differences between development and production must also be considered when
planning the environments. Typically, the mediation modules for WebSphere
ESB are created in a workstation development environment and deployed to a
server environment. Differences in operating systems, physical resources, and
system tuning may yield very different performance results between
development and production environments.
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Figure 4-17 illustrates a typical WebSphere ESB deployment environment,
including development environment, application servers, back-end servers, the
service bus runtime, management and monitoring, and client applications.
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Figure 4-17 WebSphere ESB deployment architecture

In this environment, the development of applications, services, and integration
processes occurs independently. Unit testing is performed with the local unit test
environment. End user applications are deployed either to client workstations or
to application servers in the case of Web applications. These applications then
connect to back-end services or inherited applications via a clustered
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WebSphere ESB managed by WebSphere Application Server Network
Deployment. All service traffic is monitored by IBM Tivoli Monitoring Server,
which stores the information in a data warehouse. The IBM Tivoli Enterprise
Portal Server then makes this information available to system administrators for
system health monitoring, fault detection, and service level monitoring.

A copy of this production environment would be used for testing so that changes
can be validated in a production-like environment without affecting the running
production environment.

4.7.1 Rational Software Architect, WebSphere Integration Developer

WebSphere Integration Developer is based on the Rational Software
Development Platform, which is shared by several IBM products. Note that the
Rational Software Development Platform is installed only once when the first
product is installed. Subsequent products use the common user interface and
add product-specific functionality that is provided by the plug-ins. WebSphere
Integration Developer is available for Windows® and Linux® operating systems.

If your current environment has any existing Rational Software Development
Platform products installed, the installation of WebSphere Integration Developer
will integrate into the existing Rational Software Development Platform.

WebSphere Integration Developer V6.0.1 is based on Rational Software
Development Platform V6.0.1 and is only compatible with other products that are
based on this level. If you have a product that uses an earlier version of Rational
Software Development Platform, you will be required to upgrade that product or
uninstall it so that WebSphere Integration Developer V6.0.1 can be installed.

WebSphere Integration Developer can coexist with WebSphere Studio
Application Developer Integration Edition V5.1.1 and previous releases.
WebSphere Integration Developer V6.0.1 cannot coexist with WebSphere
Integration Developer V6.0.

System requirements

WebSphere Integration Developer, Rational Software Architect, and Rational
Application Developer are all capable of running on Linux or Microsoft Windows.

Chapter 4. Planning for connectivity =~ 107



For information regarding the hardware and software requirements for each

product see:

» Rational Software Architect system requirements:
http://www.ibm.com/software/awdtools/architect/swarchitect/sysreq/index.html

» Rational Application Developer system requirements:
http://www-306.1ibm.com/software/awdtools/developer/application/index.html

» WebSphere Integration Developer system requirements:

http://www-306.1bm.com/software/integration/wid/

Installation steps
Below is the recommended order in which to install Rational Software Architect
and WebSphere Integration Developer.

Tip: The test server environment uses profiles created under the WebSphere
Integration Developer installation directories. If you tend to use long names for
mediation modules, you can run into a problem with the 256 URI length
limitation in Windows when you deploy to the test environment. One way to
avoid this is to choose a short path name for the installation. Another is to
create new profiles in a different, shorter directory for use by the test
environment (see “Creating a new server in the test environment” on

page 640).

The order is:
1. Install Rational Software Architect 6.0.1.
2. Install the Rational Software Architect fixpack 6.0.1.1.

Installation instructions for all Rational Software Architect updates can be
found at:
http://www3.software.ibm.com/ibmd1/pub/software/rationalsdp/rsa/60/install_
instruction/

3. Install WebSphere Integration Developer 6.0.1. Install into the same directory

to which you installed Rational Software Architect so that the WebSphere
Integration Developer tools will be available in the same Eclipse workbench.

The steps taken to install WebSphere Integration Developer on a Windows
system in our test environment can be seen in “Installing WebSphere
Integration Developer” on page 658.
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Note: Since the development of the sample in this book, WebSphere
Integration Developer 6.0.1.1 became available. The instructions above
reflect the product levels used to illustrate and test the samples in this
book.

Always check to ensure that the current version of WebSphere Integration
Developer is compatible with the installation of the Rational Software
Development Platform. You will find a compatibility matrix at:

http://publib.boulder.ibm.com/infocenter/dmndhelp/v6rxmx/index.jsp?topic=
/com.ibm.wbit.help.install.doc/topics/cinsdp.htm]

4. Install the WebSphere Integration Developer interim fixes. Installation
instructions for all WebSphere Integration Developer updates can be found
at:

http://www3.software.ibm.com/ibmd1/pub/software/websphere/studiotools/wid/
install_instructions/

The following interim fixes were available during the development of the
ITSOMart sample:

— 6.0.1 interim fix 001
— 6.0.1 interim fix 002
— 6.0.1 interim fix 003

We found that we could also install the WebSphere MQ Explorer as a plug-in to
the Rational Software Architect shell. This worked for us. However, you should
note that this is an unsupported configuration. For more information see
“Installing WebSphere MQ Explorer as a plug-in” on page 654.

4.7.2 WebSphere ESB

WebSphere ESB should be installed separately from the development
environment on different physical servers. This separates development from
testing and production so that changes in one environment do not affect another.
In addition, server tuning may differ between a development environment (for
example, hot-deploying code changes) and a testing or production environment.

A WebSphere ESB installation may coexist with any version of WebSphere
Application Server, WebSphere Process Server, or WBI Server Foundation
Version 5.1.
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WebSphere ESB supports a variety of operating systems and hardware
architectures. For information regarding supported hardware/software please
see WebSphere ESB system requirements at:

http://www-306.1ibm.com/software/integration/wsesh/sysreqs/

During installation planning, consider the following:

» Installing WebSphere ESB to a physical disk separate from the disk used by
the operating system can help prevent disk contention during mediation
execution.

» WebSphere ESB should not be installed to a directory containing spaces in
the directory name. This occasionally causes unexpected behavior.

» On Microsoft Windows operating systems, ensure that the WebSphere ESB
profile is created using a shallow directory structure (that is, C:\PFAESB
instead of C:\IBM\WebSphere\EnterpriseServiceBus\profiles\ESB). Long
directory structures can cause you to encounter the Windows limit on path
names longer than 256 characters during deployment and mediation
execution.

Installation options

A WebSphere ESB server is an application server that has been augmented to
run mediation modules. It is built on WebSphere Application Server Network
Deployment V6.0.2.3. An installation consists of installing Network Deployment,
installing WebSphere ESB in the same directories, and then creating one or
more profiles that define the application server environment. The profiles can be
done as part of the installation or manually afterward.

When you install WebSphere ESB there are two possibilities for the installation:

» If you have an existing WebSphere Application Server Network Deployment
installation, you can choose to extend this installation with WebSphere ESB
(updating Network Deployment to V6.0.2.3 in the process) or you can create
a new, separate set of install libraries.

If you choose to extend an existing environment, you can create a new
application server as part of the install, create no server during the install, or
you can choose to augment an existing application server for WebSphere
ESB.

» If there is no existing WebSphere ESB or Network Deployment environment,
the installation process will install Network Deployment first, then WebSphere
ESB.
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You can choose to create a stand-alone WebSphere ESB server as part of
the install, or you can elect to create the application server environment after
the install. The following are the options you will see during install:

— Complete install

A complete install includes all the optional features (samples and
Javadocs). A stand-alone application server is created using the default
values, and the First Steps wizard is launched at the end of the installation
process.

— Custom install

No application server is created and the installation of the optional
features can be disabled. The Profile creation wizard is launched at the
end of the installation to allow you to create the runtime environment.

You can install using the installation wizard or you can perform a silent
installation. Sample response files for silent installation are contained on the
installation CD.

Topologies for a standalone server

A stand-alone server profile has its own administrative console and all of the
sample applications (if you installed the sample applications gallery feature). You
can have multiple stand-alone servers on a single machine, each managed
independently.

The following are possibilities for installing and configuring stand-alone servers
on a single machine:

» Single-machine installation with one stand-alone server

The simplest scenario is to install WebSphere ESB on a single machine with
a stand-alone server profile. Each stand-alone application server profile
includes an application server called serveri. You can do this by choosing the
Compilete option during installation.

» Single-machine installation with multiple stand-alone servers

After installing the WebSphere ESB system files once on a machine, you can
use the Profile Creation wizard to create additional stand-alone server profiles
on the same machine. This topology lets each profile have unique modules
and applications, configuration settings, data, and log files, while sharing the
same set of system files. There is no high availability or load balancing
among machines. Each server would have its own set of applications and
serve its own purpose.
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» Single-machine, with multiple installations

Multiple installations of WebSphere ESB on one system are also possible,
each with its own set of core files and profiles. This might come in handy when
testing new services.

Installing WebSphere ESB creates the set of system files. The Profile Creation
wizard is then used, either as part of the installation or started later manually, to
create the runtime environment.

Topologies for clustering

WebSphere Application Server Network Deployment includes the ability to
cluster application servers for load balancing, failover, and central management.
Because WebSphere ESB is built on Network Deployment, the issues for setting
up a clustered environment are essentially the same.

Designing a system for workload management and failover can be complex. If
you plan to do this, we recommend that you use the following documents to
thoroughly understand how clustering works and how to design a clustered
environment that includes the service integration bus:

» WebSphere Application Server Network Deployment V6: High Availability
Solutions, SG24-6688

» WebSphere Application Server V6 Scalability and Performance Handbook,
SG24-6392

For examples of clustering topologies specifically geared toward load balancing
and failover for mediation modules, see 11.12, “Network Deployment and
clustering topologies” on page 531.

4.7.3 WebSphere Application Server

112

Services used by WebSphere ESB can run in many different environments.
These include WebSphere Application Server, other J2EE application servers,
.NET servers, mainframe systems, and any number of other systems capable of
using the communications protocols understood by WebSphere ESB. Because
the mediation hosting layer utilizes WebSphere Application Server, services may
be deployed to the same application server that is hosting the mediation
modules. We do not recommend this for production, as these two runtimes
generally require different tuning parameters, but may be useful in test
environments.
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4.7.4 ITCAM for SOA

The monitoring and management tools of choice for composite applications is
IBM Tivoli Enterprise Monitoring and IBM Tivoli Composite Application Manager.
These tools allow system administrators to observe the flow of information
through an entire composite application end-to-end instead of observing
performance at a single application tier at a time. In particular, ITCAM for SOA is
suited for a SOA solution. ITCAM for SOA is a participant in the Tivoli Enterprise
Monitoring framework and, as such, requires several supporting components to
be installed and configured (see 12.2, “IBM Tivoli Enterprise Monitoring
framework” on page 560).

In particular, you will need to install and configure the following:

IBM DB2®

Tivoli Enterprise Monitoring Server
Tivoli Enterprise Portal Server
Tivoli Enterprise Portal

ITCAM for SOA application support
ITCAM for SOA monitoring agents

vyvyvyvYyYyvyy

Installation planning

It is important to have a good understanding of the managed environment and
the capability of the product. You will also need to design a topology for the
installation, including which servers will be used to host each function
(monitoring server, portal server, and so on).

In a production environment, the IBM Tivoli Enterprise Monitoring Server should
be installed on a set of servers dedicated for application monitoring and
management. The minimum recommended production system consists of three
separate servers: a monitoring service, a database server for storing the
monitoring data, and an enterprise portal server for viewing and analyzing the
collected data. If there is a requirement to install both the monitoring node and
the application server node on the same host (such as for demonstration or
proof-of-concept purposes), extra consideration must be taken during the install
process. Refer to the installation instructions in the online documentation for
ITCAM for SOA at:

http://publib.boulder.ibm.com/infocenter/tivihelp/v3rl/index.jsp?toc=/ com.ibm.
itcamsoa.doc/toc.xml

Monitoring agents for different application domains such as operating system,
application server, Web services, and so on must be installed and configured to
report data from the instrumented layers. The presence of these monitoring
agents must be included during server planning, and appropriate network access
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must be granted in order for the monitoring agents to communicate with the
enterprise monitoring server.

In addition to reviewing the product documentation, we recommend that you
review the IBM Redbook IBM Tivoli Composite Application Manager V6.0 Family:
Installation, Configuration, and Basic Usage, SG24-7151.

Installation overview
This is the overall implementation procedure for ITCAM for SOA:

1. IBM Tivoli Enterprise Monitoring Server requires a database to support the
historical data warehousing functions. The default database is IBM DB2 UDB
V8.2 Fixpack 10. DB2 installation requires various system users depending
on the operating system. IBM DB2 needs to be installed on the monitoring
server node prior to installing the IBM Tivoli Monitoring Server.

2. Installation of IBM Tivoli Monitoring V6.1 on the node that will act as the
monitoring server must be performed before any other ITCAM for SOA
component.

The following components will be installed on the server:

— Tivoli Enterprise Monitoring Server (TEMS)
— Tivoli Enterprise Portal Server (TEPS)
— Tivoli Enterprise Portal (TEP)

In a fully distributed production environment, these components would most
likely reside on separate nodes.

Tivoli Monitoring installation information can be found in the IBM Tivoli
Monitoring Installation and Setup Guide, GC32-9407.

3. Install the application support component for ITCAM for SOA on your Tivoli
Enterprise Monitoring Server, Tivoli Enterprise Portal Server, and Tivoli
Enterprise Portal systems.

Application support augments the enterprise monitoring server with additional
capabilities necessary to receive monitoring data from the ITCAM for SOA
Monitoring Agent. The application support installation will enable the Web
services monitor and management functions in the Tivoli Enterprise Portal.

4. Install and configure the monitoring agents of ITCAM for SOA on the server
nodes that you will monitor, for example, on the WebSphere ESB server. If
there were other servers hosting Web services, the monitoring agent would
need to be installed on those servers as well.

5. Metrics collected by the ITCAM for SOA data collector (DC) can be stored in
the Tivoli Data Warehouse. The Data Warehouse Proxy must be configured
on the Tivoli Enterprise Monitoring Server in order to enable historical data
collection for ITCAM for SOA.
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6. The Web Services Navigator allows offline analysis of services flows and
patterns. You can install Web Services Navigator into an existing Eclipse
environment or into a new environment.

The steps taken to install the ITCAM environment for the ITSOMart solution are

shown in Table 4-4.

Table 4-4 ITCAM installation steps for ITSOMart

Step

References

Install IBM DB2 UDB on the monitoring
server node.

“IBM DB2 Universal Database installation”
on page 672

Install IBM Tivoli Monitoring, including:

» Tivoli Enterprise Monitoring Agent
Framework

» Tivoli Enterprise Monitoring Server

» Tivoli Enterprise Portal Server

» Tivoli Enterprise Portal Desktop Client

“IBM Tivoli Monitoring installation” on
page 678

Install IBM Tivoli Composite Application

Manager for SOA installation, including:

» [ITCAM for SOA Application Support
installation

» ITCAM for SOA Monitoring Agent
installation and configuration

“ITCAM for SOA Application Support
installation” on page 687

“ITCAM for SOA Monitoring Agent
installation and configuration” on
page 691

Web services navigator.

“Web Services Navigator installation” on
page 698

Test and verify the installation.

“Verify the installation” on page 699

For information about ITCAM for SOA see:
» IBM Tivoli Composite Application Manager for SOA home page:

http://www-306.1ibm.com/software/tivoli/products/composite-application-mgr-soa/

» Information about system requirements and support can be found in the data

sheet at:

ftp://ftp.software.ibm.com/software/tivoli/datasheets/ds-tcam-for-soa.pdf

For a brief look at monitoring and management with IBM Tivoli Composite
Application Manager for SOA see Chapter 12, “Service monitoring and
management with IBM Tivoli Composite Application Manager SOA” on page 555.
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4.7.5 Environments for testing and production

Discussions about general testing methodology and approach are beyond the
scope of this book. However, as a general rule, there should be at least one
testing environment that is roughly equivalent to the production system for the
purposes of test. This not only helps ensure that the services and mediations will
operate in the prescribed manner during production, this approach also helps
validate that the production system will be capable of tolerating a product-sized
workload. Although development systems include a built-in unit test environment,
the integrated test environment should consist of complete deployments of
WebSphere ESB, preferably with clustering if clusters are going to be used in
production. Finally, care should be taken to properly isolate the testing system
from production (using separate, isolated subnets for example) to avoid conflicts
and confusion due to the existence of both environments. For example, care
should be taken when moving a release from testing to production to ensure that
the production mediations do not inadvertently refer to services provided by test
systems.

4.8 Security considerations

Enterprise service buses simplify security management by centralizing the point
of access for service requests. ESBs can also perform security functions such as
digital signatures, message encryption/decryption, and authentication and
authorization.

Complex business applications have diverse security requirements that must all
be obeyed. Implementing a service bus in the integration environment makes
security governance easier by providing a central point of administration. By
distributing security policies through the service bus, system administrators can
ensure that security standards and procedures are being observed throughout
the enterprise without individually securing each application.

4.8.1 Securing communication using WebSphere ESB
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WebSphere ESB provides a rich set of security functions because the foundation
of WebSphere ESB is the WebSphere Application Server. All of the security
mechanisms available in the WebSphere Application Server such as digital
signatures and encryption are also available in WebSphere ESB. The service
bus can also use authentication features such as Lightweight Third Party
Authentication (LTPA) and use Lightweight Directory Access Protocol (LDAP) as
its user registry. Also, all of the security products designed to work in conjunction
with WebSphere Application Server such as Tivoli Access Manager will also
work with WebSphere ESB. By leveraging the WebSphere Application Server
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platform, the service bus provides a broad set of standard security features and
integrates with a wide array of complementary security products.

4.8.2 Messaging security

Securing WebSphere ESB consists of a complex set of authentication and
authorization checks to ensure that protected resources are being accessed by
clients with proper credentials. The integrity of communications through the
service bus are protected by four separate factors:

» Authentication and authorization of clients (users or mediations) that initiate
connections to the service bus or try to utilize bus resources

» Ensuring the security and integrity of message transports between the client
and the bus and between messaging engines used by the bus.

» Authentication of messaging engines that are joining the bus
» Authentication of users who are trying to access the message store

The messaging security model in WebSphere ESB provides client authentication
and authorization as well as ensuring message privacy and integrity. When the
service bus has security enabled, clients that wish to connect to the bus must
supply a user name and a password. These credentials are then checked
against the user registry (as configured for the underlying WebSphere
Application Server) for authentication.

If the authentication check is successful, then authorization checks are
performed to ensure that the client has sufficient access to the bus, as well as
any specific resources such as destinations on the bus or foreign buses. A user
could be authorized to access the bus (in which case the connection would
succeed) but not authorized to access the destination, in which case the
operation would fail.

Message bus topics may also be secured in addition to destinations that contain
the topic. This is known as topic access checking. When topic access checking is
enabled, a further authorization check against the topic is performed once the
destination authorization check is complete and, if unsuccessful, the connection
is denied.

4.8.3 Transport security using HTTPS

In addition to securing access to protected service bus resources, WebSphere
ESB leverages the transport security features within WebSphere Application
Server to protect the confidentiality and integrity of in-flight messages.
Administrators may configure messaging engines to accept or require SSL when
connecting to them by disabling the non-SSL transports. By selectively enabling
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and disabling security on the various transports, messages can be protected
while en-route over non-trusted paths.

The protocol translation features of WebSphere ESB also extend to security
protocols. For example, external services may be offered with security enabled,
while internal services operating on secure networks are provided without
security. By creating secure versions of internal services and using messaging
security, internal services may be externalized without significant
re-implementation. As a best practice, however, a security review is always
advisable before providing a new internal service to potentially untrusted clients.

4.9 Scalability and performance considerations
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WebSphere ESB supports all of the application server clustering features
available in WebSphere Application Server Network Deployment. Clustering can
provide both workload management and high-availability options.

Clustering WebSphere ESB allows system administrators to distribute the
workload of mediations across the cluster, providing better overall throughput.

High availability features help eliminate single points of failure by allowing
requests to be processed by multiple servers. WebSphere ESB allows in-flight
message processing to fail over to alternate servers if a server stops functioning
during message mediation. The messaging engines used by the service bus may
also be clustered so that alternate servers in a cluster may process messages if
the preferred server ceases to function.

In practical terms, due to the importance of the enterprise service bus to the
applications that depend on the services it provides, WebSphere ESB should
always be deployed in a clustered configuration to provide workload balancing
and fault tolerance. Depending on an organization’s down time and data
protection needs, automatic failover may or may not be a requirement. If an
organization needs very high availability for the service bus, the hosted services,
and other non-WebSphere resources, the components of WebSphere ESB may
be integrated into other high-availability frameworks such as HACMP. Also,
architects may need to consider the need for disaster recovery scenarios that
involve alternate geographic sites, standby servers, and network connections.

Examples of clustering for WebSphere ESB can be seen in 11.12, “Network
Deployment and clustering topologies” on page 531.
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For more information about scalability and high availability for WebSphere
Application Server Network Deployment see:

» WebSphere Application Server V6 Scalability and Performance Handbook,
SG24-6392

» WebSphere Application Server Network Deployment V6: High Availability
Solutions, SG24-6688

4.10 System management and monitoring

The diverse set of environments that comprise a modern, services-oriented
integration solution present a great deal of difficulty in terms of management and
monitoring. The elevated importance of such applications leads to greater
demands on application availability and make resolving performance problems
even more critical. However, when such a system is performing poorly,
determining the problem area or resource can be very difficult. Is the network
behaving properly? Is the services layer responding in adequate time? Is the
enterprise service bus performing mediations quickly enough? These are all
questions that administrators must answer quickly when faced with performance
issues in production. Traditional monitoring tools may not be sufficient to take on
this challenge, as they are typically focused on observing individual tiers of the
application rather than viewing transactions from end-to-end. They also provide
little to no ability to correlate events in one tier with events in another tier, which
makes diagnosing issues more difficult.

4.10.1 IBM Tivoli Management Framework

The challenges presented by modern composite applications require a new
approach to monitoring such applications. The IBM Tivoli Management
Framework provides an approach so that system administrators can gain a
complete view of the enterprise from physical server and operating system
health to high-level application performance and health.

IBM Tivoli Composite Application Manager integrates into the Tivoli Management
Framework to bring increased awareness to application monitoring and
management. Tivoli Composite Application Manager works as a series of
monitoring agents that report application status to IBM Tivoli Enterprise
Monitoring Server. The monitoring server stores performance and event data in a
data warehouse, which is then used by the Tivoli Enterprise Portal Server to
provide analysis. This approach makes it possible to monitor composite
applications end-to-end as a complete environment rather than a collection of
disjoint components.
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4.10.2 IBM Tivoli Composite Application Manager for SOA

IBM Tivoli Composite Application Manager for SOA is the component of the IBM
Tivoli Composite Application Manager family that provides monitoring and
management of Web services. IBM Tivoli Composite Application Manager for
SOA can:

Perform automated service mediation.

Proactively recognize and quickly isolate Web service performance problems.
Verify that Web services are available and performing to specification.

Alert you when Web service performance is degraded.

Report results against committed service levels.

Visualize entire Web service flows, end-to-end, as they cross the enterprise.
Pinpoint the source of service bottlenecks.

YyVVyVYyVYVYYVYY

Also included is a tool called Web Services Navigator, an Eclipse
framework-based tool that allows analysis of Web services usage and gives
insight into service flows and invocation patterns.

Web services has become the de facto standard for implementing
service-oriented solutions. As organizations adopt an increasingly
services-oriented approach to service integration, IBM Tivoli Composite
Application Manager for SOA can help manage the growth of Web services. Web
services support includes a number of different platforms including WebSphere,
Microsoft .NET, and BEA WebLogic.

WebSphere ESB is a fully supported environment that may be monitored and
managed by IBM Tivoli Composite Application Manager for SOA. System
administrators can view individual service performance as well as mediation
performance through the Tivoli Enterprise Portal client. The client can also allow
the definition of filters that mediate service requests and responses, discarding
or modifying in-flight messages based on established rules.
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4.11 Where to find the implementation details

This section highlights where to go next to find the implementation details for the
ITSOMart working example, which is an instance of the Service Connectivity
scenario. The ITSOMart example implementation chapters illustrate how to
model, assemble, deploy, and manage.

» Model:
— Chapter 5, “Model with Rational Software Architect” on page 125
» Assemble:

— Chapter 6, “Assemble with WebSphere Integration Developer” on
page 211

— Chapter 7, “Building the Credit Rating and Credit Score mediations” on
page 263

— Chapter 8, “Building the CRM mediation” on page 347
— Chapter 9, “Building the Register Shipping mediation” on page 417
— Chapter 10, “Building Log Registration mediation” on page 449
» Deploy:
— Chapter 11., “Deploy with WebSphere ESB” on page 479
» Manage:

— Chapter 12, “Service monitoring and management with IBM Tivoli
Composite Application Manager SOA” on page 555

4.12 Summary

The Service Connectivity scenario is an important stage in the SOA adoption
road map. It allows IT organizations to experiment with SOA without requiring
enterprise-wide organization changes necessary to support the efforts of a new
IT strategy. Incremental adoption of SOA also delivers value quickly by reducing
application construction costs and delivering more agile line of business
applications. Finally, SOA benefits from application assembly tools that can
make the job of creating new applications and modifying existing applications
much less complicated.

When planning an SOA solution, there a many elements to consider. The overall
application architecture must meet the current demands of business while
remaining flexible and able to respond to changing business needs over time.
The product selection for both development and runtime services must deliver on
the promise of simpler application creation. Finally, there must be sufficient
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management and monitoring tools that can assist system administrators in
proactively preventing application downtime and removing performance
bottlenecks.

The IBM Soa Foundation Reference Architecture provides a detailed
architectural map for developing SOA applications. The entire application
integration environment is divided into separate service types, each responsible
for a specific functional area. By applying the Soa Foundation Reference
Architecture to an SOA solution, architects can build on a robust and flexible
architecture capable of meeting current application demands as well as being
agile enough to meet future business needs through IT services.

IBM offers a broad range of products serving the needs of SOA design,
development, deployment, and management. Development products such as
Rational Application Developer, Rational Software Architect, and WebSphere
Business Modeler help developers and architects design and develop services
and application components. WebSphere Integration Developer allows
integration developers to quickly and easily assemble software assets using the
Service Component Architecture to create composite applications. WebSphere
ESB and WebSphere Message Broker provide a robust runtime environment for
mediating service requests across the enterprise, and DataPower SOA
appliances can extend the reach of services and can be used to build
high-performance, secure service transport infrastructures. Finally, IBM Tivoli
Composite Application Manager and IBM Tivoli Enterprise Monitoring give
administrators the ability to monitor and diagnose performance problems and
monitor message flows and service invocation patterns end-to-end across the
entire enterprise application infrastructure.

By combining best-of-breed products with proven architectural patterns,
organizations can gain many of the benefits of a service-oriented architecture
while still maintaining organizational structure and gradually changing the
enterprise IT environment. The Service Connectivity scenario provides an ideal
way to enter into SOA while preserving technology investments. The following
chapters illustrate the steps to implement a Service Connectivity scenario using
the ITSOMart scenario.
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4.13 For more information

For information regarding the Enterprise Service Bus pattern see the following:
» What Is an ESB, and Do You Really Need One?

http://www.computerworld.com/developmenttopics/development/webservices/
story/0,10801,108478,00.htm1

» Simplify integration architectures with an Enterprise Service Bus
http://www-128.ibm.com/developerworks/webservices/Tibrary/ws-eshia/index.html

» Web services programming tips and tricks: Learn simple, practical Web
services design patterns, Part 4

http://www-128.1ibm.com/developerworks/webservices/Tibrary/ws-tip-altdesign4

» SOA programming model for implementing Web services, Part 4: An
introduction to the IBM Enterprise Service Bus

http://www-128.1ibm.com/developerworks/library/ws-soa-progmodel4/
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Model with Rational
Software Architect

Modeling business processes helps to accurately capture business requirements
and establish a closer alignment of IT delivery with business goals by using a
common language. The product of choice for modeling J2EE applications and
mediations is Rational Software Architect. This chapter discusses the features of
Rational Software Architect and models the sample ITSOMart solution to
illustrate the process of modeling a business solution.

This chapter includes the following topics:

Introduction to Rational Software Architect

Modeling the ITSOMart sample

Tools used to model the application

Solution requirements

Domain analysis

Architectural design

Modeling business objects: Transform UML to XSD
Modeling messaging resources: Transform UML to JACL

VVYyVYVYVYVYYVYY
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5.1 Introduction to Rational Software Architect

Rational Software Architect contains the features found in Rational Application
Developer, in addition to features that appeal to software architects. Rational
Software Architect is a design and development tool that leverages model-driven
development with the Unified Modeling Language (UML) for creating
well-architected applications and services.

5.1.1 Rational Unified Process guidance

You can access process guidance content and features directly in the Rational

Software Development Platform to guide you and other team members in your

software development project. A configuration of the Rational Unified Process®
(RUP) platform is provided with topics on software development best practices,
tool mentors, and other process-related information.

5.1.2 Model-driven development

Model-driven development (MDD) is the concept of using models as the basis of
application development. One approach to model-driven development, called
Model Driven Architecture (MDA), is in the process of being defined by the
Object Management Group (OMG). MDA defines development using UML
models at different levels of abstraction. Transformations are used to take a
model at one level and transform it to a model at a different level. You can see
the MDA standards at:

http://www.omg.org/mda

Rational Software Architect provides full support for MDD with UML 2 modeling,
transformations, code generation from models, and patterns. As a part of the
model-driven development support, Rational Software Architect also supports
the current principles of MDA.

Unified Modeling Language 2.0 editor
Rational Software Architect includes a Modeling perspective (and editors that
support the major UML 2.0 diagrams).

UML profile support

UML profiles allow you to customize the language for a particular domain or
method. UML profiles introduce a set of stereotypes that extend existing
elements of UML for use in a particular context. This technique is used in MDD to
allow designers to model using application domain concepts.
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Rational Software Architect ships with a set of UML profiles and also supports
the creation of new profiles. One of the sample profiles is the Rational Unified
Process Analysis profile that provides stereotypes for producing analysis models
using the RUP approach.

Transformations

A transformation converts elements of a source model to elements of a target
model. For example, the source and target model can be text files, code models,
or UML models. When the source and target models are both UML models, the
transformation usually converts the elements from one level of abstraction to
another. You can apply a transformation to an entire model or a subset of model
elements in a model to generate output such as code.

Rational Software Architect comes with the following set of transformations:
» Business tier transformations

— UML — EJB Business Tier
» Integration tier transformations

— UML — EJB Integration Tier
- UML —» EJB UML

» Presentation tier transformations
— UML — IBM Portlet (JSF)
» RSA transformations

— EMF Deployment — UML2
— UML — EMF Deployment
- UML — C++

- UML — EJB

- UML — Java

— UML — XSD

Additional transformations may be available on the Web.

Patterns

Rational design patterns capture frequently used or complex structures and
processes for reuse. They are used to integrate repeatable software design
solutions into UML 2.0 models. Rational patterns are a type of transform.

Rational Software Architect provides the tools needed to create design patterns.
When developers recognize repeatable structures or processes they can create
patterns from them, allowing others to use these designs.
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Patterns are stored in an RAS repository as a unique type of reusable asset in
the form of a plug-in. Users can browse the repository for useful patterns as they
model systems. The pattern user relies on the pattern documentation for
information about selecting and applying a pattern. Depending on the pattern
design, the pattern applier has the flexibility to apply all or only part of a pattern,
as needed.

A set of sample patterns is supplied with Rational Software Architect and can be
seen in the RAS perspective. Another set of patterns is included with the product
and can be installed as an example.

5.1.3 Modeling
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UML modeling provides a way of architecting systems in such a way they can be
communicated to the stakeholders. UML models show a specific perspective of a
system. Models are visual representations and as such are easily verified and
communicated. Models start at the conceptual levels and can be refined down to
detailed levels. Rational Software Architect supports UML Version 2 (UML 2).

Rational Software Architect supports modeling through all phases of software
development:

1. Capturing system requirements

The first step in any system design is to determine the requirements for the
solution. The IBM Rational RequisitePro® solution is a requirements and use
case management tool. This tool can be integrated with Rational Software
Architect, allowing you to map existing requirements to existing UML model
elements. You can also create requirements from existing model elements, or
create model elements from existing requirements definitions. The result of
this development phase is one or more use case diagrams that describe how
the system will be used.

2. Domain analysis

The next step is to build on the use case model by describing the high-level
structure of the system based on the system domain requirements. An
analysis model is used to capture this information. The analysis model
consists of class diagrams that model the static structure of the system and of
sequence diagrams that model the interactions between participants. The
analysis model describes the logical structure of the system but does not
define how it will be implemented.

3. Architectural design

The next step is to create a design model to define the architecture and
implementation choices for the application. The design model builds on the
analysis model by adding details about the system structure and how
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implementation will occur. Classes that were identified in the analysis model
are refined to include the implementation constructs.

You can use a variety of diagrams for this purpose, including sequence, state
machine, component, and deployment diagrams. It is during this stage that
you can apply proven design patterns and automated model-to-model
transformations.

4. Implementation

Developers transition from design to implementation by using automated
transformations to convert the model to code (such as Java, EJB, or C++)
and by continuing to develop and deploy the application by using software
and Web development, debugging, testing, and deployment capabilities.

The Modeling perspective is the primary workbench interface for working with
models.

5.1.4 Asset-based development

As business needs are increasingly solved using more and more complex
software solutions, it has become apparent that many of these solutions are
created using the same integral key components structured in a similar manner.
The idea that the same actions can be performed over and over in a variety of
ways to create a solution has given rise to many of the fundamental concepts
used in software development today, namely the use of patterns to structure
solutions, and the reuse of assets within a context to build the key components of
a solution.

Asset-based development embodies the idea of developing solutions by reusing
defined and documented assets. These assets are made up of software artifacts
that detail the requirements, design elements, development and testing process,
and deployment requirements. Reusing these assets streamlines the
development process and leverages previous investments.

The success of asset-based development within a department, organization, or
on a more widespread basis, the community, lies in the ability to identify potential
assets for reuse. Once a potential asset is identified, often through repeated
experiences during development and deployment processes, it must be defined
and made available for reuse by storing it in a central repository.

Potential consumers browse the repository for assets they can use.
Documentation, an integral part of each asset, is key to the successful use
effectiveness of an asset. The documentation details not only how the asset is to
be used, but should give enough information that a potential consumer knows if
the asset is appropriate for their use.
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As a final step, feedback to the managers of the asset will help in tracking the
effectiveness and value of the asset.

Candidate Asset
Asset - ASSGt

Production Identification

A

I Feedback

Feedback
Asset | ----------- Asset

Consumption Management

Asset /

Asset

Artifact Artifact

Figure 5-1 Asset-based development cycle

The following platforms deliver asset-based development:

» Rational Unified Process (RUP) has defined processes for producing and
consuming assets.

» The IBM Software Development platform has incorporated asset-based
development capabilities into its products. Rational Software Architect and
Rational Software Modeler both contain tools for producing, consuming, and
managing assets.

The Reusable Asset Specification (RAS) defines a standard way to package
assets and describe their contents. Rational Software Architect provides a
reusable asset (RAS) perspective for working with reusable assets.

5.2 Modeling the ITSOMart sample

This section describes how we modeled the ITSOMart sample application
throughout the software development phases.
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While comprehensive instruction on using Rational Software Architect for
software analysis and design is out of the scope of this book, we use the
modeling tools Rational Software Architect provides to clearly define the
application domain and use case scenario we implement throughout the book,
and focus primarily on the areas of the solution design that involve the following:

» Identifying and describing services
» Identifying and describing mediations for services

» Using reusable assets provided by Rational Software Architect to tran