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Preface

The number of System i™ customers running one or more Web applications is growing
quickly. By integrating WebSphere Application Server - Express to i5/0S®, IBM® opens a
door to a world of Web applications for all System i customers. Establishing solid knowledge
and best practices in installing, administering, and maintaining WebSphere Application
Server becomes one of the most important tasks for the System i administrators and support
personnel.

In this IBM Redbooks® publication, we explore the latest WebSphere Application Server
version to date, Version 6.1. We include instructions for performing numerous tasks around
WebSphere Application Server for i5/0OS: installing the product, working with the server and
applications, tuning the performance, setting up security, and more. We strongly recommend
this book for any technical professional who works with WebSphere Application Server. We
designed this publication to help system architects, WebSphere® administrators, and
software developers.

The team that wrote this book

A team of specialists from around the world working at the International Technical Support
Organization, Rochester Center produced this IBM Redbooks publication.

Aleksandr V. Nartovich is a Senior I/T Specialist in the ITSO, Rochester Center. He joined
the ITSO in January 2001 after working as a Developer in the IBM WebSphere Business
Components organization. During the first part of his career, Aleksandr was a Developer in
AS/400® communications. Later, he shifted his focus to business components development
on WebSphere. Aleksandr has a degree in computer science from the University of
Missouri-Kansas City and a degree in electrical engineering from Minsk Radio Engineering
Institute.

Juan Manuel Alcudia is an IBM Certified IT Specialist on iSeries®. He worked for
TRENTISA, an IBM Business Partner, in Madrid, Spain. In June 2007, Juan joined Software
Services at IBM Spain. His responsibilities include designing and implementing System i and
WebSphere solutions. Juan Manuel has a degree in Computer Science from Polytechnic
University of Madrid.

Norman Bels is a senior Technical Consultant in the IBM Innovation Centre for Business
Partners in Sydney, Australia. Norman works with business partners, assisting them to port
and test their applications to IBM hardware and software platforms. Currently Norman
specializes in the areas of WebSphere and System i and has certifications in Rational®
Application Developer and DB2®. In his 27 years with IBM, Norman has worked as an
instructor and also in areas of hardware support, software support, marketing support,
network support and now developer support.

Michael Fiebig is an Advisory IT Specialist and member of the IBM EMEA WebSphere
Support Organization, which is based in Switzerland. He has over 22 years of experience in
working with S/34, S/36, S/38, and the System i platform. His areas of expertise include
i5/0S, ERP solutions, and WebSphere products.
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expertise include OS/400®, i5/0S, Java™ 2 Platform, Enterprise Edition (J2EE™), C and
C++, WebSphere Application Server, and MQSeries®. Rafal has a master degree in
electrical engineering from AGH University of Science and Technology in Krakow.

Heather R. Jones is a Staff Software Engineer working at the IBM Rochester, Minnesota
location. She earned a BS in Scientific and Technical Communications from Michigan
Technological University. She has iSeries system operator certification from Alexandria
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Technologies area, covering multiple i5/0OS documentation projects, which includes
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System i platform and
WebSphere Application Server

In this chapter, we provide an overview of how you can implement WebSphere Application
Server on the i5/0S operating system. Whether you are new to WebSphere Application
Server or you are migrating from a previous version, you can find useful information about the
WebSphere Application Server Version 6.1 for i5/0S product, enhancements to the Version
6.1 for i5/0S product, and differences between Version 6.1 for i5/0OS and Version 6.1 on other
platforms (distributed platforms and z/OS®).
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1.1 Overview of WebSphere Application Server Version 6.1 for

i5/0S

WebSphere Application Server consists of the following components:

» Runtime environment, which is installed on i5/0S.
» Administration tools, which run on i5/0S or a workstation, such as Windows®.
» Development tools, which run on a workstation, such as Windows.

We explore each component in more details in the following sections.

1.1.1 Runtime environment

All editions of WebSphere Application Server Version 6.1 provide a J2EE-compliant
environment that allows you to manage server-side Java components. These Java
components can add complex business logic and dynamic functions to static HTML Web
pages and to standalone Java application clients. Table 1-1 contains the Version 6.1

supported J2EE specifications.

Table 1-1 WebSphere Application Server V 6.1 for i5/0S supported specification levels

Specification

Specification level

J2EE 1.4
JDK™ Java Developer Kit V5.0 (5722-JV1 option 7) and
IBM J2SE™ 32-bit V5 (5722-JV1 option 8)

Java Servlet 24

JavaServer™ Pages™ (JSP™) 2.0

Enterprise JavaBeans™ (EJB™) 21

EJB to CORBA Mapping 1.1

Web Services for J2EE 1.1

SOAP with Attachments API for Java 1.2

JDBC™ 3.0

Java Connector Architecture (JCA) 15

Java Message Service (JMS) 1.1

JavaMail™ API 1.3

Java Authorization Contract for Containers 1.0

Java Naming and Directory Interface™ (JNDI) 1.2.1

Java Transaction API 1.0.1

Java Transaction Service 1.1

JavaBeans Activation Framework 1.0.2

1.1.2 Hardware and software requirements

In this section, we provide an overview of the minimum hardware and software that is
required to install WebSphere Application Server Version 6.1 for i5/0S.
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For detailed information about WebSphere Application Server Version 6.1 for i5/0S
prerequisites, installation planning, and installation procedures, see Chapter 2, “Planning for
WebSphere Application Server installation” on page 17 and Chapter 3, “Installing WebSphere
Application Server” on page 31.

Hardware requirements

Table 1-2 contains the minimum hardware requirements for WebSphere Application Server
Version 6.1 for i5/0S. You might require more hardware resources if you are running
concurrent profiles, have multiple users or installations, or require enhanced response times.

Table 1-2 Minimum hardware requirements to run WebSphere Application Server Version 6.1 for i5/0S

Resource Minimum level Additional information
Disk space 1240 MB Required for installation
Minimum For servlet or JavaServer Pages (JSP)

server models applications:

» iSeries Model 270 with processor
feature 2250

» iSeries Model 820 with processor
feature 2395

For enterprise bean applications:

» AS/400e™ server 170 with processor
feature 2385 or

» AS/400e server 720 with processor
feature 2062 or

» iSeries Model 270 with processor
feature 2250 or

» iSeries Model 820 with processor
feature 2395

Processor For servlet or JSP applications:
CPW » 300
For enterprise Java bean applications:
» 450
Memory 750 MB This memory requirement is in

addition to memory that is required
for any other applications that are
running on your i5/0S system.

Software requirements

Table 1-3 shows the software that is required to run WebSphere Application Server Version
6.1 for i5/0OS.

Table 1-3 Required software for WebSphere Application Server Version 6.1 for i5/0S

Required software Additional information
» i5/08S Version 5 Release 3 (V5R3), or The i5/0S must be in an unrestricted state, and
» i5/0S Version 5 Release 4 (V5R4) your user profile must have *ALLOBJ and

*SECADM special authorities.

» |IBM Developer Kit for Java Version 1.5 Required to use WebSphere Application Server.
(5722-JV1 option 7), or
» |IBM J2SE 32-bit V5 (5722-JV1 option 8)
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Required software

Additional information

i5/0S Qshell (5722-SS1 option 30)

Required to run installation scripts and to use
other scripts in WebSphere Application Server.

i5/0S Host Servers (5722-SS1 option 12)

Required for installation.

option 3)

Extended Base Directory Support (5722-SS1

Required by the application server runtime if you
run i5/0S V5R4.

(5722-AC3)

Cryptographic Access Provider 128-bit foriSeries

Required by the application server runtime if you
run i5/0S V5R3.

All necessary fixes

For a list of current fixes, see
http://www.ibm.com/eserver/iseries/softwar
e/websphere/wsappserver/ and click PTFs.

Table 1-4 shows software that is optional to run WebSphere Application Server Version 6.1 for

i5/0S.

Table 1-4 Optional software for WebSphere Application Server Version 6.1 for i5/0S

Optional software

Additional information

HTTP server

Not required for installation, but recommended for production
environments that use servlets and JSP files. If you plan to
deploy only enterprise beans, you do not need an HTTP
server instance. WebSphere Application Server supports
these HTTP server products:

» |IBM HTTP Server (powered by Apache) (5722-DG1)

» Lotus Domino for iSeries 6.5 (5733-L65)

» Lotus Domino for iSeries 7 (5733-LD7)

i5/0S Digital Certificate Manager
(5722-SS1 option 34)

Not required for installation, but required if you plan to use
Secure Sockets Layer (SSL) protocol.

DB2 Query Manager and SQL
Development Kit for iSeries
(56722-ST1)

Can be helpful in developing client applications.

1.1.3 Administration tools

4

WebSphere Application Server Version 6.1 for i5/0OS provides several administrative clients
for deploying and administering your applications and application serving environment. The
administrative clients that are most commonly used on i5/0S are the:

» Administrative console
» Qshell environment

» IBM Web Administration for i5/OS.

In addition to the mentioned administration tools, note that there are other advanced methods
to perform administrative tasks in WebSphere Application Server.

WebSphere Application Server administrative console

The administrative console is a browser-based graphical administrative interface for
configuring and managing WebSphere Application Server resources. You can use the
administrative console to display and change your WebSphere Application Server
configurations and to manage your WebSphere Application Server resources.
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The Version 6.1 administrative console has simplified administration with simpler panels and
more wizards. It was integrated into the Integrated Solutions Console, which provides a
different look and feel. The updated Version 6.1 administrative console has new features that
allow you to customize your layout. You can create a “My Tasks” page that allows you to
create and edit a list of the user-selected tasks to view in the console navigation.

For more information about updates and customizing the Version 6.1 administrative console,
see the following topic in the WebSphere Application Server Version 6.1 for i5/0OS Information
Center:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/com.ibm.web
sphere.nd.iseries.doc/info/iseriesnd/ae/tcon_console.html

For more information about typical daily tasks that you can perform using the administrative
console, see Chapter 4, “Day-to-day operations” on page 85.

The Qshell environment
Qshell is a UNIX®-like environment that is available on i5/0OS.

WebSphere Application Server provides several scripts that you can use to administer
application servers, profiles, nodes, and cells. All of the WebSphere Application Server
scripts are located in the bin directory of your installed product. By default, these locations are
as follows:

» WebSphere Application Server - Express:
/QIBM/ProdData/WebSphere/AppServer/V61/Express/bin

» WebSphere Application Server - Base:
/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

» WebSphere Application Server Network Deployment:
/QIBM/ProdData/WebSphere/AppServer/V61/ND/bin

In addition, there is a proxy version of each script that resides in your profile’s bin directory. If

you invoke a script from the bin directory of your profile, you do not need to specify the
-profileName parameter.

There are several ways to run QShell commands to ensure that you use (from the correct
directory) the correct version. The WebSphere Application Server Base edition is used for
these examples.

» Invoke the fully qualified path name of the script, where script_name is the name of the
script and parameters represents the parameters that are passed to the script:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin/script_name parameters

» Invoke the script from the CL command line or from an i5/0S CL program, where
script_name is the name of the script, and parameters represents the parameters that are
passed to the script. To use this method, run the STRQSH command, and specify the fully
qualified path name of the script:

STRQSH CMD('/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin/script_name
parameters')
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» Use the cd command to change to the bin directory:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

Then run the script:

script_name parameters

In the script:

— script_name is the name of the script.
— parameters represents the parameters that are passed to the script.

» You can also update the PATH environment variable to automatically locate the script
when you run it. After you update the PATH variable, you can run these scripts from any
directory. To update the PATH environment variable, follow these steps:

a

C.

. Edit the .profile file in the /home/user_profile_name directory, where
user_profile_name is the name of your i5/OS user profile.

Note: If the .profile file does not exist, create it in this directory. You can use the
EDTF command from the CL command line or use any editor from a workstation. Also
note that .profile is the full name of the file. When you start Qshell, it searches for the
.profile file, and runs the commands listed in it. You can use the .profile file to set
persistent environment variables for your Qshell session.

Add a line similar to the following one for the Base edition to the .profile file:
export PATH=/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin:$PATH
Make sure you point to the correct directory for your installation.

Save the file.

For more information about Qshell, including how to perform daily operational tasks, see
Chapter 4, “Day-to-day operations” on page 85.

IBM Web Administration for i5/0S

The

IBM Web Administration for i5/0S interface combines forms, tools, and wizards to create

a simplified environment to set up and manage your application server that runs on your
i5/0S.

IBM

Web Administration for i5/0S is rich in function, examples, error-checking, and

ease-of-use. Administration is made significantly easier through the use of forms, wizards,
tasks, and tools, instead of using multiple Qshell scripts or the WebSphere Application Server

adm

IBM

inistrative console.

Web Administration for i5/0S has forms and wizards for managing WebSphere

Application Server and WebSphere Portal servers that are currently configured on your
i5/0S. You can also view server properties forms, the WebSphere Application Server

adm

inistrative console, and problem determination logs through this interface.

Note: Be aware that there are some limitations to managing your application server
environment using IBM Web Administration for i5/0OS that include managing profiles with
administrative security enabled, managing deployment managers, or managing federated
nodes.

For more information about how to use IBM Web Administration for i5/0S with WebSphere
Application Server, including how to start the interface and perform daily operational tasks,
see Chapter 4, “Day-to-day operations” on page 85.
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For detailed information about IBM Web Administration for i5/0OS, visit the following Web site,
which is in the i5/0S V5R4 Information Center:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp?topic=/rzaie/rzaie
conadmin.htm

1.1.4 Development tools

There are three main development tools that you can use with WebSphere Application Server
Version 6.1 for i5/0S:

» Rational Application Developer (RAD)
» WebSphere Development Studio Client for iSeries
» The WebSphere Application Server Toolkit.

Rational Application Developer

Rational Application Developer helps you to design, develop, analyze, test, profile, and
deploy Web, Service-oriented Architecture (SOA), Java, J2EE and portal applications. You
can launch the Rational Web Developer installation from the Launch Pad application.

RAD includes full support for the J2EE programming model, integrated portal development
features, Unified Modeling Language (UML) visual editing capabilities, code analysis
functions, and automated test and deployment tools. RAD is optimized for IBM WebSphere
software and provides capabilities for deploying to other runtime platforms as well.

For more information about the functionality of Rational Application Developer with
WebSphere Application Server, see:

http://www-306.1bm.com/software/awdtools/developer/application/index.html

WebSphere Development Studio Client for iSeries

WebSphere Development Studio Client for iSeries V7.0 inherits and extends the robust,
easy-to-use Rational Software Delivery Platform (RSDP) and a subset of Rational Application
Developer for WebSphere Software V7.0, to deliver an integrated development environment
(IDE). It also has tools for developing Web, Web services, client/server, and i5/0S server
applications using programming languages, such as RPG, COBOL, CL, and Java.

WebSphere Development Studio Client Advanced Edition for iSeries V7.0 contains all of the

development tools that are included in WebSphere Development Studio Client, plus it inherits
and builds on additional premium Web, Enterprise Java Bean (EJB), and J2EE development
capabilities from IBM Rational Application Developer V7.0. It also provides specific advanced
System i tools, which includes Navigation support, Rational ClearCase® integration, and an

Eclipse-based Screen designer technology preview.

For more information about WebSphere Development Studio Client for iSeries, see the
Information Center at:

http://publib.boulder.ibm.com/infocenter/iadthelp/v7r0/index.jsp

WebSphere Application Server Toolkit

The WebSphere Application Server Toolkit (AST) helps you to create, test and deploy
applications using WebSphere Application Server Version 6.1 for i5/0OS. All of the tools are
integrated into a workbench to simplify the development process, but you can also use
command-line tools. Wizards for creating Java, J2EE, enterprise bean, and portlet
applications help you to get started by creating projects with a basic set of files. Editors
provide code assist and validation. Integrating with WebSphere Application Server enables
you to test and deploy applications from the workbench.
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Compared to the previous releases of AST, the toolkit has a full application development
environment. For more information about what is new with AST in Version 6.1, visit the
following Web address in the WebSphere Application Server Version 6.1 Information Center:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/com.ibm.wel
come.ast.doc/topics/astnew.html

1.1.5 Platform differences

WebSphere Application Server Version 6.1 for i5/0OS has several features that differentiate it
from other platforms.

Packaging differences

» WebSphere Application Server - Express is shipped free of charge with i5/0S V5R3 and
V5R4.

» No Java Development Kit (JDK) is shipped with WebSphere Application Server Version
6.1 for i5/0S. To install WebSphere Application Server, you must use the IBM Developer
Kit for Java Version 1.5, which is shipped with i5/0OS.

Restriction: You cannot use IBM Technology for Java VM (5722-JV1, opt.8) to install the
WebSphere Application Server 6.1 product. However, the update installer, which installs
fix packs, uses the IBM Technology for Java VM, if it is installed.

» After you install WebSphere Application Server Version 6.1, both the IBM Developer Kit
for Java Version 1.5 and IBM J2SE 32-bit V5 are supported for running WebSphere
Application Server Version 6.1. See 9.1.6, “Choosing a JVM to use for best performance”
on page 293 for more information about both options.

Installation differences

» Multiple installations of Version 6.1 on the same system or partition are allowed, which is a
change from previous releases of WebSphere Application Server.

» All Version 6.1 products can coexist with previous releases.
» By default, the samples gallery is not installed.

» During installation of WebSphere Application Server Network Deployment, a cell profile is
created by default that consists of two profiles: dmgr and default. The dmgr profile is
created during installation. The default profile is already federated to the cell that is
managed by the dmgr profile. The default profile consists of a single application server
(server1), which has the default application and the sample applications installed (if you
selected to install the samples gallery during installation).

» There is no automatic port resolution during installation.

Administration differences

» All scripts that are shipped with WebSphere Application Server are run in the Qshell
environment.

» There are several i5/0S-only scripts:

— checkprereqs

— chgwassvr

— configureOS400WebServerDefinition
— dspwasinst

— enbprfwas
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— grtwasaut

— rvkwasaut

— removeOS400WebServerDefinition
— servicetools

— portconflict

— updwashost

— iptest

— queryWASInstalls

Application development environment differences

»

>

The supported Web servers on i5/0S are:

— IBM HTTP Server, powered by Apache (2.0.49) for iSeries
— Lotus Domino for iSeries (Versions 6.5 and 7)
— any supported Web server on other platforms

IBM HTTP Server is shipped with i5/0S.

An i5/0S-specific tool called JSP Pretouch controls JavaServer Pages (JSP) compilation
and classloading. The tool allows you to chose to compile JSPs at application server
startup as opposed to the first time it is accessed in an application server environment.

1.2 WebSphere Application Server Version 6.1 for i5/0S
enhancements

WebSphere Application Server Version 6.1 for i5/0S offers several marked improvements
over previous releases:

>

Product co-existence

The majority of WebSphere Application Server versions and editions can coexist on the
same i5/0S, as long as the product is supported on that version of i5/0S, which allows for
easier migration and upgrade between versions and editions.

J2EE-compliance of Express

Starting at Version 6, WebSphere Application Server - Express edition is fully
J2EE-compliant.

Installation enhancements

There are several improvements and enhancements to the installation process that we
want to make you aware of. See 1.2.1, “Installation enhancements” on page 10 for details
about specific areas of improvement.

In WebSphere Application Server V6.1, you can now change the installation root at install
time. See 1.2.2, “Default installation root changes” on page 12 for more information.

New subsystem for WebSphere Application Server processes

All editions of WebSphere Application Server V6.1 for i5/0S use the QWAS61 subsystem.
The subsystem description for QWAS61 is located in the product library, QWAS61. By
default, the application server, node agent, and deployment manager processes run in
this subsystem.

Administration enhancements: see 1.2.3, “Administration enhancements” on page 13 for
details.

Application development enhancements: see 1.2.4, “Application development
enhancements” on page 13 for details.
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Application Server Toolkit (AST) enhancements: see 1.2.5, “Application Server Toolkit
(AST) enhancements” on page 14 for details.

Performance and tuning enhancements: see 1.2.6, “Performance and tuning
enhancements” on page 14 for details.

Security enhancements: see 1.2.7, “Security enhancements” on page 15 for details.
Deprecated and removed features

The crtwasinst, 1stwasinst, d1twasinst and wasprofile Qshell scripts were deprecated
at V6 or V6.1. Instead, use the manageProfiles script.

For a complete list of all features deprecated or removed in V6.1 and prior releases, see:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/com.ibm.
websphere.base.iseries.doc/info/iseries/ae/rmig deprecationlist.html

1.2.1 Installation enhancements

10

There are several changes in the installation process that we want to highlight.

»

You can now install WebSphere Application Server Version 6.1 for i5/0S using CD or
DVD media.

Security is now enabled by default at installation time. For a silent or graphical installation
to succeed, you must either provide a user ID and password or disable security.

A launchpad is now available when you install remotely onto an i5/0S from a Windows
workstation. The launchpad does not run locally on an i5/0S.

Installation routines exist for the following components: WebSphere Application Server
Version 6.1 products, Web server plug-ins, and application clients. Separate installation
procedures let you install only what you need on a particular partition. The Web server
plug-ins are still included with the application server product. If you are running your
application server and Web server on the same i5/0S, you do not need to separately
install the Web server plug-ins.

A new tool, the Installation Factory, creates a customized, distributable installation image
that is tailored to your specific needs. Now, while in connected mode, you can create the
installation packages on one system and clone them to another systems.

The standard InstallShield MutliPlatform (ISMP) option format (-W option=value and —P
option=value) is replaced with an -OPT option that takes sub-options whose names are
simpler, more meaningful, and less subject to change, from one release to another. The
same options are used in the command line invocation of the wizard and in the silent
installation parameters in the response files.

Removing and reinstalling application server environments is simplified. Uninstalling an
application server profile does not change the shared system files of the product. Now you
can leave profile directories installed when you uninstall the product and its core product
files.
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» WebSphere Application Server Version 6.1 no longer uses MQ Series to support the
embedded JMS function contained in the application server. You can use either a
separate WebSphere MQ license or the new service integration bus architecture for
messaging services. If you set up the integrated JMS that was previously under Version 5
or Version 5.1, you can continue to use any JMS servers on nodes that have not yet
migrated to Version 6.1.

» Multiple Installations to the same partition are now possible

The main difference between WebSphere Application Server V6.1 installation and past
releases is that you can install more than one complete product installation in the same
machine partition.

This new feature enables you to have multiple WebSphere Application Server
environments in a single partition and also permits coexistence between the Base and
Express editions (not possible in version 6.0 because they share the same directory
structure).

Tip: Now you can install one WebSphere Application Server fix pack in your server in a
test environment without any risk for your production applications. For more information
see 3.6.2, “Installing the Update Installer’” on page 54.

You can now choose to install WebSphere Application Server binaries and profiles in a
different location other than the default location. The default install locations are (Product
data / Profiles location):

— For WebSphere Application Server Express installations:

/QIBM/ProdData/WebSphere/AppServer/V61/Express
/QIBM/UserData/WebSphere/AppServer/V61/Express/profiles

— For WebSphere Application Server (Base) installations:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/
/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/

— For WebSphere Application Server Network Deployment installations:

/QIBM/ProdData/WebSphere/AppServer/V61/ND/
/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/

See 3.4.1, “Remote GUI installation” on page 38 for more information about installation
directories.

Important: You must specify one unique install location (ProdData) and profile location
(UserData) for each installation.

» Multiple Installations Libraries
WebSphere Application Server installation creates two libraries:
— The first one is shared by all WAS installations, which is the Shared Product Library:
QWAS61

This Shared product library contains the following native i5/0S objects, which all
installations share:

¢ Product definition

¢ Product loads for installed products (for example, WebSphere Application Server
Network Deployment 5733W61 option 3)

¢ Subsystem description QWAS61
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¢ Job description QWASJOBD
¢ Job queue: QWASJOBQ

e Job Class: QWASCLS

* Message file: QWAS61MSGF

— The second library is your specific installation library, which is the Install Product
Library. The system determines the name of the Install Library using this convention:

QWAS61x

In QWASG61, x is substitued for ‘A’, ‘B’, ‘C’ and so on. If you have more than 26
installations, then the installer starts using a two-letter suffix.

The install product library is needed to maintain different fix pack levels between the
different installations because each fix pack can modify some *SRVPGM and other
i5/0S objects.

» Where to find information about multiple installations

The product.properties file provides information about the install product library and
default profile location for each installation. It is located under:

<install_root>/properties/product.properties

To get a list of all your installed environments, including default profile location and install
library, you can use the following script:

/QIBM/WAS/bin/querywasinstalls
The information used by querywasinstalls is stored in this xml file:
/QIBM/WASY/.ibm/.nif/.nifregistry

Attention: Although you can install more than one WebSphere Application Server
environment on the same partition, you can only create one installation at a time.
Starting a second installation while one is still running results in the second install
failing. For that reason, install and configure each WebSphere Application Server
environment sequentially.

Administrative security can be enabled at install time

Another difference from the previous version is that you can now turn on Administrative
Security at install time. The GUI installation presents a window where you can choose to
activate Administrative Security or not, as shown in Figure 3-11 on page 44.

In silent installations, the response file has new options for Administrative Security
activation. See 3.4.2, “Silent installation” on page 48 for more information.

For detailed information about WebSphere Application Server Version 6.1 for i5/0OS
prerequisites, installation planning, and installation procedures, see Chapter 2, “Planning
for WebSphere Application Server installation” on page 17 and Chapter 3, “Installing
WebSphere Application Server” on page 31.

1.2.2 Default installation root changes

12

Previous versions of WebSphere Application Server for i5/0S did not allow you to select the
default installation or user data root during the installation process. The default installation
root was in the /QIBM/ProdData/ directory path, and the default user data root was in the
/QIBM/UserData/ directory path.
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In Version 6.1, profiles are still created under the ProdData and UserData root directory path
by default, but you can now specify a different path when you install WebSphere Application
Server Version 6.1 for i5/0OS.

We recommend that you still use the default ProdData and UserData directory paths during
installation, unless it does not make sense for your environment.

There are several scripts you can run to display information about the WebSphere Application
Server products that are installed on your system. The querywasinstalls Qshell script and
the installRegistryUtils Qshell script are located in the /QIBM/WAS/bin directory. These
two scripts can assist you in locating your install root and user data root if you do not select
the default directory paths during installation.

For detailed information about WebSphere Application Server Version 6.1 for i5/0S
prerequisites, installation planning, and installation procedures, see Chapter 2, “Planning for
WebSphere Application Server installation” on page 17 and Chapter 3, “Installing WebSphere
Application Server” on page 31.

1.2.3 Administration enhancements

There are many changes in the administration of WebSphere Application Server V6.1. In this
section, we provide some of the ones that are highlighted for the release. For detailed
information about all of the new administration changes for the release, visit the following
Web site, which is in the WebSphere Application Server Version 6.1 for i5/0OS Information
Center:

http://publib.boulder.ibm.com/InfoCenter/wasinfo/v6rl/topic/com.ibm.websphere.base
.iseries.doc/info/iseries/ae/welc_newadministrator.html

WebSphere Application Server, Version 6.1 highlights include:

» Console command assistant.

Using command assistance, you can view wsadmin scripting commands in the Jython
language for the last action run in the administrative console.

» Integrated development environment for scripted administration in Application Server
Toolkit.

Command assistance in the administrative console maps your administrative activities to
wsadmin scripting commands, so that you can capture your console knowledge and apply
it to wsadmin. Using command assistance, you can view wsadmin scripting commands in
the Jython language for the last action run in the administrative console. For more
information see Chapter 7, “Using WebSphere administrative (wsadmin) scripting” on
page 217.

» Debugging enhancements in IBM Java 5 SDK.

» IBM Support Assistant bundled for self-help (see Appendix C, “IBM Support Assistant” on
page 421).

» Simplified administration with simpler panels and more wizards.

» Stand-alone thin administrative client that comes with WebSphere Application Client.

1.2.4 Application development enhancements

New in Version 6.1 is support for the JSR 168 Portlet programming model, the JSR 116
Session Initiation Protocol (SIP) Servlets specification, and the JavaServer Faces (JSF)
Widget Library, supported through JSF 1.1.
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The Portlet programming model is supported through wizards to create portlet projects and
portlets, an editor to manage the portlet deployment descriptor (portlet.xml), and the ability to
import a portlet .war file.

WebSphere Application Server Version 6.1 for i5/0S includes JSR 116 SIP Servlets that are
built in a converged servlet container. Servlets can share a single application session across
protocols. HTTP Servlets and Portlets can create SIP messages and tie state together with a
single application. SIP tooling is also included.

The JSF Widget Library is a set of functions that are pre-built for reuse within JSFs. It
integrates widgets from a number of sources. It includes the JSF components from Rational
Web Developer (RWD), with the exception of the base JSF components, which are already
included in the Application Server runtime.

1.2.5 Application Server Toolkit (AST) enhancements

In previous versions of WebSphere Application Server, you deployed an application and set
up its required configuration in two separate steps. In Version 6.1, the WebSphere
Application Server Toolkit (AST) enables you to define the required configuration (such as a
data source) as a part of the application. At deployment, you can choose to process the
embedded configuration data, which automatically sets up the required configuration for the
application.

In Version 6, AST used the Eclipse Update Manager to retrieve and apply maintenance. In
Version 6.1, it uses the Rational Product Updater (RPU), which is built on top of the Update
Manager. RPU can update the JRE™ that is bundled with AST, whereas Update Manager
only updated Eclipse plug-ins. RPU runs as a separate process from the code it updates,
whereas Update Manager runs within AST itself.

1.2.6 Performance and tuning enhancements
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There are several enhancements to WebSphere Application Server performance and tuning
that we want to highlight:

» Improved performance is achieved with IBM Developer Kit for Java Version 1.5 because
of new JVM™ enhancements, new memory allocation and garbage collection schemes,
and reduced lock contention for improved ORB scalability.

» Improved performance is achieved through various improvements in the Web Container,
Enterprise JavaBeans (EJB), Dynamic Fragment Cache, and Web services areas.

» In-process messaging has code path improvements, along with a switch to use file system
as a message store along with the relational database.

» Startup time and the memory footprint improved with IBM Developer Kit for Java Version
1.5 because classes are shared across JVMs, and the class cache is in shared memory
for faster startup time.

» Performance Monitoring Infrastructure (PMI) is enabled during installation.

For more information about performance and tuning with WebSphere Application Server
Version 6.1 for i5/0S, see Chapter 9, “Performance monitoring and tuning” on page 289.
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1.2.7 Security enhancements

There are several enhancements to WebSphere Application Server security that we want to
highlight:

»

By default, you can enable administrative security during installation. You can also enable
administrative security when you create a profile with the manageProfiles Qshell script.

Server IDs are automatically generated.
WebSphere key and certificate management was simplified.
You can now federate various repositories, so that you can manage them as one entity.

The Simple and Protected GSS-API Negotiation Mechanism (SPNEGO) protocol is now
supported, which allows flowing Kerberos tokens from Web browsers, such as FireFox,
Mozilla, or Internet Explorer®.

The WS-I Basic Security Profile 1.0 is now supported to improve interoperability with other
vendors.

You can now perform Web authentication with or without Web authorization. A Web
client’s authenticated identity is available whether or not Web authorization is required.
There is enhanced control over Web authentication behavior.

Portlets are now treated similar to servlets, and you can enable direct access to portlet
URLs (just like servlets).

More administrative roles are defined to provide degrees of authority that are needed to
perform certain administrative functions.

You can grant administrative access to each user per resource instance.

There is now hardware cryptographic device support for Web services security, which you
can use to accelerate the cryptographic operations. Cryptographic keys can be stored on
the hardware cryptographic device and never leave the device.

For more information about security in Version 6.1, see Chapter 8, “Turning on security” on
page 241.
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Planning for WebSphere
Application Server installation

In this chapter, we describe different scenarios for a WebSphere Application Server
implementation. Before you install WebSphere Application Server, you have to choose the
WebSphere edition and allocate adequate hardware resources.

In this planning section, we provide practical information about how to prepare your

environment, which includes server sizing, for a successful WebSphere Application Server
installation.

© Copyright IBM Corp. 2008. All rights reserved.
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2.1 Choosing a WebSphere Application Server edition

The WebSphere Application Server V6.1 for i5/0S product family consists of multiple
editions, each with different levels of functionality and complexity. Therefore, prior to installing
the product, you must determine and decide which WebSphere Application Server
functionality is required by your company’s applications.

There are three editions available for WebSphere Application Server V6.1 for i5/OS: Express,
Base, and Network Deployment.

Starting from V6.0, the functionality that is available in the Express and Base editions are the
same. The advantage of using Express is that it is shipped as a licensed program product
(LPP) with i5/0S V5R3MO0, V5R3M5, and V5R4MO at no additional charge.

The Express Edition is a good starting point to introduce yourself to WebSphere Application
Server. It is the perfect environment for running WebFaced and non-critical applications.

If you are looking for high availability and scalability, then you need WebSphere Application
Server Network Deployment. This edition adds high availability features, load balancing,
advanced Web services support and extended management capabilities.

2.2 System i model recommendations

In this section, we give you some guidelines to help you choose a suitable System i server for
your WebSphere Application Server environment.

Note: The configurations that we recommend in this section are based on the experience
of the team that wrote this book. See Chapter 3, “Installing WebSphere Application Server’
on page 31 for the official IBM minimum configuration for WebSphere Application Server
V6.1

2.2.1 Processor recommendations

Your System i platform can run a lot of different workloads. Remember that WebSphere
software is not going to be the only software running in your system.

WebSphere workloads are quite different from traditional loads because they are more
resource-intensive. Choose faster processors up front instead of adding more of them, if you
plan to run a WebSphere Application Server environment. On the System i platform, we
usually talk about commercial processing workload (CPW) as the primary measure of
processing capability; however, for Java-based loads, such as WebSphere Application
Server, you must also consider the clock speed rating of the processor, which is measured in
GHz. Generally the higher the clock speed, the more capable the processor.

To choose faster processors, we recommend that you choose the latest family of System i
servers available. Also, choose processors with a Level 2 (L2) cache because they further
improve performance.

2.2.2 Memory recommendations

Sufficient memory is very important for running WebSphere Application Server. Java and
WebSphere workloads have significantly larger memory requirements than traditional
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applications. Allocating enough memory is one of the most important steps in getting a good
performance for your WebSphere applications. See Chapter 9, “Performance monitoring and
tuning” on page 289 for instructions on calculating the amount of memory you need for the
WebSphere workload.

We recommend that you use Collection Services, as we show in Figure 2-1, to obtain your
current memory use without WebSphere Application Server installed. For a single server
scenario, add 2 GB to your current machine memory requirements, which is a good starting
point.

You can find more information about the Performance Data Collector (PDC) tool in the
Information Center:
» For V5R3MO:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp?topic=/rzaha/pdc.h
tm

» For V5R4MO:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp?topic=/rzaha/pdc.h
tm
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Figure 2-1 Use Collection Tools to determine existing resource usage before installing WebSphere
Application Server

2.2.3 Storage requirements

There are now a lot of possibilities for configuring the storage for your system, both internal
and external. External storage gives you scope to configure advanced features, for example,
site replication for failover and disaster recovery purposes.

We recommend that you ensure that enough arms are present for sharing load between all of
the installed hard drives. Also, consider the cache size of the disk controller because a bigger
cache improves disk 1/O performance.
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2.2.4 Communications requirements

The communications hardware of your System i server is also important. Use Fiber or Copper
Gb Ethernet cards instead of 10/100 Mb hardware.

Remember that it is not enough to change your Ethernet cards without also considering the
rest of your network infrastructure. If you attach a Gigabit Ethernet card to a 10/100Mb switch,
the connection speed is limited by your switch (less than 100 Mb).

2.3 Sizing your system with IBM Workload Estimator
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To properly size your server for WebSphere Application Server, you can make use of the IBM
Systems Workload Estimator (also referred to as the Estimator or WLE). The IBM Systems
Workload Estimator is a Web-based sizing tool for System i, System p™, and System x™.
You can use this tool to size a new system, to size an upgrade to an existing system, or to
size a consolidation of several systems. The Estimator allows measurement input (from PMI
data) to best reflect your current workload and provides a variety of built-in workloads to
reflect your emerging application requirements. The Estimator provides current and growth
recommendations for processor, memory, and disk that satisfy your overall performance
requirements.

The Estimator recommends the system model, including processor, memory, and DASD
requirements that are necessary to handle the overall workload with reasonable performance
expectations. In the case of System i, the Estimator may also recommend the 5250 OLTP
feature or the Accelerator feature. To use the Estimator, you select one or more workloads
and answer a few questions about each workload. Based on the answers, the Estimator
generates a recommendation and shows the predicted CPU utilization of the recommended
system in graphical format. You can view, print, or generate the results in Portable Document
Format (PDF).

You can access the IBM Systems Workload Estimator at the following Web site:
http://www-912.ibm.com/wle/EstimatorServiet

Alternately, you can download the offline version from the following location and install it on
your workstation:

ftp://ftp.software.ibm.com/as400/marketing/estimator/estimator.zip

When sizing for i5/0S V5R4, WLE lets you choose the Java Virtual Machine for WebSphere
Application Server V6.1, as shown in Figure 2-2 on page 21. The resulting estimates show
somewhat lower CPW requirements for IBM Technology for Java VM and a significant
reduction in the memory requirements. However, WebSphere Application Server V6.1
running on IBM Technology for Java VM has a maximum heap size of about 2.5 GB (due to
IBM Technology for Java VM being a 32-bit application). WLE falls back to recommending the
Classic JVM if it thinks the workload requires more than 3 GB of memory, and WLE
generates a warning if it looks close.
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Figure 2-2 shows how you can choose the JVM for WebSphere Application Server V6.1.
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Figure 2-2 New features in Workload Estimator

The complexity of the applications you plan to run on WebSphere Application Server V6.1 is
an important consideration when you choose a System i server. Sometimes it is not easy to
accurately complete all of the information the Workload Estimator asks for. If possible, ask
the development team members about previous experience in running the applications you
are planning to install, and do not hesitate to ask them about the values you are supplying to
Workload Estimator.

Attention: Remember to add all workloads that the system will run, not just the
WebSphere Application Server workloads. You can add the existing workload of your
system by adding an existing workload to Workload Estimator parameters or by importing
data from Performance Monitor.

2.4 Topologies for WebSphere Application Server

There are several common configurations for WebSphere Application Server called topology.
You can define a WebSphere Application Server topology as the set of components in your
WebSphere Application Server environment and the relationship between them.

If you are interested in more advanced discussions about topologies, read the IBM Redbooks
publication, WebSphere Application Server V6.1: Planning and Design, SG24-7305.

The main components of a WebSphere Application Server topology are:
» Application Server
Your WebSphere Application Server. The platform where your J2EE applications run.
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» Database Server

Where the data resides. In almost all i5/0S scenarios, the data is stored in DB2 Universal
Database™ for i5/0S, but you can also use Cloudscape® or mySQL with i5/0S, or an
external database server.

» Web server

Although you can connect directly to your WebSphere Application Server instance’s
internal Web server from your browser, we recommend that you use an external Web
server in your production environment. The Web server services requests for static data
(for example, HTML pages and image files) and through the HTTP Plug-in serves the
dynamic content of your application. The Web server is the front end of your topology.

» HTTP server plug-in

This component is used to connect your Web server to your application server. See
Chapter 5, “Working with HTTP servers in WebSphere Application Server environment”
on page 163 for information about the HTTP server plug-in.

2.4.1 Basic standalone topology

The most basic WebSphere Application Server implementation is where all components of
the topology are placed in the same system or partition, as shown in Figure 2-3. This topology
fits intranet environments well, where there is no need for a high level of security because the
network is private.

Stand alone configuration

Client HTTP
reqess | | HTTP

Figure 2-3 Stand alone configuration

When the application server and the Web server are placed in the same partition, there is no
need to do additional HTTP Server Plug-in installation because the binaries are included in
the WebSphere Application Server installation.

2.4.2 Remote Web server topology

If your application is accessed from an extranet or the Internet, you need to add some kind of
protection to your environment. The first step is to isolate your production application server
from the outside networks, which you can do by installing one or more Web servers in
another partition(s) or machine(s), as shown in Figure 2-4 on page 23.
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Note: The machine can run any supported Web server. You just need to install the HTTP
server plug-in on this machine.

In this way, only the Web server is accessed from the outside network. To add another level
of security, use firewalls as shown in Figure 2-4.

It is common to use multiple Web servers. There might be a Web server for internal access
and another Web server for external access. Using multiple Web servers can also increase
resiliency in the event of a failure. Figure 2-4 illustrates a topology where an external Web
server is placed in the demilitarized zone (DMZ). Only ports needed for communication
between the Web server and WebSphere Application Server are opened in the firewall.

Firewall Firewall
1 1 .
| Machine B N Machine A Data tier
i |
1 1
. 1 Web server h

Web client [ ] Application |

(browser) : 0 server
|| IR
1 1
: : Application data

<«—— Internet ' ' Intranet —»

Figure 2-4 Using a remote Web server for Internet users

You can also use Secure Sockets Layer (SSL) to add more security to your topology. SSL
allows you to encrypt all the communications between your Web server and the browsers
connected to it. You can also configure SSL between the Web server and application server.
If you do not use SSL, user IDs and passwords for the application will travel through the
Internet in plain text, which is a potential security risk.

See Chapter 8, “Turning on security” on page 241 for more information about security.

2.4.3 Three-tier topology

The next logical step in improving the WebSphere topology is to isolate your database from
the application server. In this configuration, WebSphere Application Server is installed on a
different partition from the database. This configuration is common in large organizations
where the data is shared between multiple types of applications.

In Figure 2-5, the database server is behind a second firewall. Only WebSphere Application
Server can access the data.

Firewall Firewall Firewall
1 1 1
' MachineB |  Machine A | Data tier
i ' i
1 1 1
- Web server

Web client i i Application :
] - < T >
1 >
i . i
1 1 1 . .
! ! ! Application data

<+—Internet ' Intranet ——

Figure 2-5 Three tier topology
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2.4.4 High availability topology

With WebSphere Application Server Network Deployment, you can add additional high
availability (HA) features to your WebSphere Application Server environment. We
recommend a high availability topology for business-critical applications that are running on
WebSphere Application Server. Remember that the System i server hardware has a lot of
features to support high availability, such as:

v

Redundant Power supplies

Redundant Ethernet controllers

Redundant disk controllers

Cross-site mirroring for database replication

vYvyy

You can also increase the availability of your database and communications infrastructure by
creating a cluster between two or more systems, as shown in Figure 2-6.
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Figure 2-6 High availability topology
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In Figure 2-6, we show six machines for overall WebSphere topology, but it is up to you to
decide what number of systems you deploy to support a high availability solution.

For a detailed discussion of advanced topologies, such as the one in Figure 2-6, see the IBM
Redbooks publication WebSphere Application Server V6.1: Planning and Design,
SG24-7305.
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2.5 Additional pre-installation considerations

We recommend that you review this section before you begin the WebSphere Application
Server installation process. The additional pre-installation considerations are:

»

Installation duration

WebSphere Application Server installation is Java-based and requires significant
resources, which can sometimes result in long installation times in the order of several
hours.

Consider installing WebSphere Application Server when there is no other workload in your
i5/0S so that the installation process does not compete with other applications, for
example, on the weekend. See the Information Center for estimated installation durations

at:

http://publib.boulder.ibm.com/InfoCenter/wasinfo/vérl/index.jsp?topic=/com.ibm.
websphere.base.iseries.doc/info/iseries/ae/rins_is_time.html

System availability

During the install process, the system may be restarted one or more times depending on
your current level of Program Temporary Fixes (PTFs). Schedule installation to minimize
the impact of system restarts.

Review your system status

We recommend that you review your system status before you start the install. Verify that
no hardware or software problems exist in the system:

a. Start a 5250 emulator session and sign on.

b. On the i5/0S command line, type wrkmsg gsysopr, and press Enter. You may see
some error messages, such as those shown in Figure 2-7 on page 26.
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Display Messages
System:  RCHASO7

Queue . . . . . : QSYSOPR Program . . . . :  *DSPMSG
Library . . . : QSYS Library . . . :
Severity . . . : 99 Delivery . . . : *HOLD

Type reply (if required), press Enter.

Message CPA58EE reply ignored.

Line PRIVATE failed. Automatic recovery started.
* Unable to establish a network Tink on Ethernet 1line PRIVATE
* Unable to establish a network Tink on Ethernet 1line PRIVATE
* Unable to establish a network Tink on Ethernet 1line PRIVATE

Message CPA58EE reply ignored.

Line PRIVATE varied on successfully.

Controller PRIVANET contacted on Tine PRIVATE.

User ALEKN started IP interface 192.168.9.2 on PRIVATE.

Interface 192.168.9.2 is active.

SNMP coldStart trap generated.

SNMP TinkUp trap generated.

Job 002283/DHQB/ANZDFTPWD2 submitted for job schedule entry ANZDFTPWD2

More...

F3=Exit F11=Remove a message F12=Cancel
F13=Remove all F16=Remove all except unanswered F24=More keys
* - Work with problem allowed for message.

Figure 2-7 Display operator Messages

c. To verify that no hardware or software problems exist in the system:
i. Inani5/OS command line, type wrkprb, and press Enter.

ii. Check the Hardware and Software problems display. Figure 2-8 on page 27 shows
you an example of a hardware error in the system.
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Work with Problems

System:  RCHASO7
Position to . . . . . . . Problem ID
Type options, press Enter.
2=Change  4=Delete 5=Display details 6=Print details
8=Work with problem 9=Work with alerts 12=Enter text
Opt Problem ID Status ProbTem Description
0622033517 READY Unable to establish a network Tink on Ethernet
0622033512 READY Unable to establish a network Tink on Ethernet
0622033507 READY Unable to establish a network Tink on Ethernet
0621656531 READY Unable to establish a network Tink on Ethernet
0621656526 READY Unable to establish a network Tink on Ethernet
0621656522 READY Unable to establish a network Tink on Ethernet
0621632400 PREPARED Fix request
5 0621563217 READY *Attention* Contact your hardware service pro
0621562323 READY *Attention* Contact your hardware service pro
0621548338 READY *Attention* Resource LINO1 failed.
More...
F3=Exit F5=Refresh  F6=Print Tist F11=Display dates and times
F12=Cancel F16=Report prepared problems F24=More keys

Figure 2-8 Work with Problems

iii. Type 5, and press Enter in the error line you want to review, to see the details of the

error. See Figure 2-9 on page 28 for an example.
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Display Problem Details
System:  RCHASO7

Problem ID . . . . . . . : 0621563217
Current status . . . . . : READY
Problem . . . . . . . . : “*Attention* Contact your hardware service

provider now.

Problem message ID . . . . . . . : CPPEAl2
Problem type . . . . . . . . . . : Machine detected
Problem category . . . . . . . . : *CRITICAL
Date and time detected . . . . . : 08/03/06 18:24:48
System reference code . . . . . . : SRC27638008
Reporting device type . . . . . . : 2763

Model . . . . . . . . . . . . .: 001

Feature . . . . . . . . . . . .

Serial number . . . . . . . . . : 10-2189062

EC Tevel . . . . . . . . . .

More...
Press Enter to continue.

F3=Exit  F5=Display possible causes F6=Display problem history
F12=Cancel

Figure 2-9 Display Problem Details

iv. Press F5 to display possible causes for the problem, as shown in Figure 2-10.

Select Possible Cause Information
System:  RCHASO7

Problem ID . . . . . . . : 0621563217

Current status . . . . . : READY

Problem . . . . . . . . : *Attention* Contact your hardware service
provide
r now.

Select one of the following:

1. Problem analysis list

Selection

F3=Exit  Fl2=Cancel

Figure 2-10 Select Possible Cause Information

WebSphere Application Server for i5/0S Handbook: Version 6.1



v. Type 1, and press Enter to see the problem analysis list. “Display Problem Analysis
Results” on page 29shows that the cause of the problem is a cache battery that
needs to be replaced, which is a common error that considerably increases the time
of any type of installation in i5/0S.

Display Problem Analysis Results
System: RCHASO07
List type . . . . . . . ¢ Isolation

Type options, press Enter.
5=Display detail

Opt Probability Possible Cause
Cache battery pack
I/0 adapter card

Bottom
F3=Exit Fl2=Cancel F17=Top  F18=Bottom

Figure 2-11 Display Problem Analysis Results
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Installing WebSphere
Application Server

In this chapter, we describe how to install WebSphere Application Server V6.1 on i5/0S. We
also discuss the hardware and software prerequisites for installing this product on System i
platform.

At the end of the chapter, we explain how to simplify the installation of a new environment,
including profile creation and application deployment using IBM Installation Factory for
WebSphere Application Server V6.1.
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3.1 Installation checklist

Use this section as a checklist of steps for installing WebSphere Application Server products
on i5/0S:

1. Prepare for the installation:

a.

a.

Review the Quick Start Guide CD, which shipped with your WebSphere Application
Server installation CDs.

Read the product Release Notes for the WebSphere Application Server product. See

http://publib.boulder.ibm.com/InfoCenter/wasinfo/v6rl/index.jsp?topic=/com.i
bm.websphere.base.iseries.doc/info/iseries/ae/vérn.html

Verify that your system meets all hardware and software prerequisites, and install
prerequisite software if necessary:

¢ For hardware requirements, see 3.2.1, “System i hardware requirements” on
page 33

¢ For software requirements, see 3.2.2, “System i and i5/0S software requirements”
on page 33

Obtain and install the correct i5/0S cumulative PTF package. See 3.3.1, “Install
prerequisite program temporary fixes” on page 35.

Check TCP/IP configuration. See 3.3.2, “Checking TCP/IP configuration” on page 37.

Check user profile authorization. See 3.3.3, “Checking your user profile authorization”
on page 38.

Obtain the WebSphere Application Server product and current fixes.

2. Install WebSphere Application Server:

a.

Install WebSphere Application Server on your System i server. See 3.4, “Performing
WebSphere Application Server installation” on page 38.

Install the WebSphere Application Server group PTF. See “Installing the latest
recommended WebSphere Application Server fixes” on page 53.

3. Configure WebSphere Application Server:

a.

Configure the software license information. See 3.7.1, “Entering license information” on
page 56.

Check the TCP/IP configuration for WAS install. See 3.7.2, “Verifying TCP/IP
configuration” on page 57.

c. Configure the SQL Server® Jobs. See 3.7.4, “Configuring SQL jobs” on page 58.
d. Configure an HTTP Server to use with WAS. See Chapter 5, “Working with HTTP

servers in WebSphere Application Server environment” on page 163.

4. Verify the installation:

a.

Verify the installation. See “Verifying WebSphere Application Server installation” on
page 60.

3.2 Prerequisites for WebSphere Application Server on i5/0S

To install WebSphere Application Server on i5/0S, verify that your hardware and software
meets the minimum requirements.
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Important: Check the following Web site for the latest information available about
prerequisites:

http://www-1.1ibm.com/support/docview.wss?rs=180&uid=swg27007677

3.2.1 System i hardware requirements

This section contains the minimum hardware requirements for a WebSphere Application
Server installation. Systems not meeting the recommended requirements might be used in
non-production environments where response times are not critical.

The minimum configuration we propose is based on the type of the applications you plan to
deploy to WAS:

»

If your applications contain enterprise beans:

— IBM AS/400e model 170 with processor feature 2385 -AS/400e model 720 with
processor feature 2062 -System i (iSeries) model 270 with processor feature 2250

— System i model 820 with processor feature 2395

— Minimum 750MB of physical memory in addition to the memory that is required for any
other applications that are running on your System i server

If your applications consist solely of servlets and JSP files:
— System i model 270 with processor feature 2250
— System i model 820 with processor feature 2395

— Minimum 750MB of physical memory in addition to the memory that is required for any
other applications that are running on your System i server

Disk space requirements:

WebSphere Application Server: 900MB
WebSphere Application Server samples: 80MB
Application client: 160MB

Web server plug-ins: 100MB

Important: These values are the minimum configuration. We recommend at least 1 GB of
additional memory for each profile that is running on the system.

3.2.2 System i and i5/0S software requirements

The software required to install and run WebSphere Application Server is as follows:

>

i5/0S

WebSphere Application Server V6.1 is supported on i5/0S Version 5 Release 3 (V5R3) or
Version 5 Release 4 (V5R4). The server must be in an unrestricted state, and your user
profile must have *ALLOBJ and *SECADM special authorities.

IBM Developer Kit for Java, Version 5 (5722-JV1 option 7)
Required for installation.
i5/0S Qshell (5722-SS1 option 30)

Required to run installation scripts and to use other scripts in WebSphere Application
Server.
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i5/0S Host Servers (5722-SS1 option 12)

Required for installation.

i5/0S Extended Base Directory Support (5722-SS1 option 3)

Required for installation.

i5/08 Portable Application Solutions Environment (5722-SS1 option 33)
Required by the application server runtime and Tivoli® Performance Viewer.
All necessary fixes

For a list of current fixes, see the following Web site, and click the link under the PTF
heading for the installed version of i5/0S:

http://www-03.ibm.com/servers/eserver/iseries/software/websphere/wsappserver/in
dexb6l.html

3.2.3 i5/0S optional software

The optional software is as follows:

34

>

HTTP Server

An HTTP Server is not required for installation, but we recommend it for production
environments that use servlets and JSP files.

WebSphere Application Server supports the following HTTP server products on i5/0S:

— IBM HTTP Server (powered by Apache) (5722-DG1)
— Lotus Domino for iSeries 6.5 (5733-L65)
— Lotus Domino for iSeries 7.0 (5733-LD7)

IBM HTTP Server for iSeries (5722-DG1) can help you to perform some administrative
tasks related to your WAS environment.

Note: WebSphere Application Server supports the HTTP servers running on other
platforms. For a complete list of supported HTTP server, read the following Web page:

http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg27007677

IBM HTTP Server for System i group PTF (for managing application servers)

— V5R3MO0 / V5R3MS5: level 10 or higher
— V5R4MO: level 4 or higher

i5/0S Digital Certificate Manager (5722-SS1 option 34)

The i5/0S Digital Certificate Manager is not required for installation, but it is required if you
plan to configure WebSphere Application Server to use Secure Sockets Layer (SSL)
protocol.

DB2 Query Manager and SQL Development Kit for iSeries (5722-ST1)

The DB2 Query Manager and SQL Development Kit for iSeries helps you to develop client
applications.

IBM Technology for JVM (5722-JV1 option 8)

Required if you want to use the new 32-bit JVM in V5R4 to run WebSphere Application
Server, rather than the default Classic 64-bit JVM. See Chapter 11, “Running WebSphere
Application Server with IBM Technology for Java VM” on page 379.
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3.3 Preparing i5/0S for installation

Before installing WebSphere Application Server be sure that your system is configured
properly by following the guidance we provide in this section.

3.3.1 Install prerequisite program temporary fixes

Program temporary fixes (PTFs) resolve known issues in i5/0S and related products, and
some add new functionality to your software.

Table 3-1 contains the minimum PTF levels that are required for installing WebSphere
Application Server v6.1.

Table 3-1 Minimum PTF levels required for WebSphere Application Server v6.1 on i5/0S

i5/0S version Cumulative level Java group level
V5R3MO0 / V5R3M5 C6101530 or later 11 or higher
V5R4MO0 C6066540 or later 3 or higher

We recommend that you implement the latest available group PTFs before you install your
WebSphere Application Server V6.1 Software, which includes:

i5/0S Cumulative PTF package
Hiper

DB2 Universal Database for iSeries
Java

IBM HTTP Server

\{

vyvyyy

Important: You must always ensure that you install the product before you install the
related group PTF package, for example, ensure that you install the IBM Developer Kit for
Java 1.5 (5722-JV1, Option 7) before you install the Java group PTF package.

Note: For our installation, we used a system with V5R4MO0 and CUM level C6192540. Also

we installed Java Group PTF level 3 before we performed the installation.

Use the following steps to determine the current i5/0S Cumulative and Java Group PTF
levels on your system:

1. Enter the Display PTF Status (DSPPTF) command in a command line. The Display PTF

Status window is displayed. The window lists all of the PTFs that were applied to your
server. To view the PTFs for all products, press the Enter key repeatedly.

Figure 3-1 on page 36 shows an example of the Display PTF status window for the

5722581 product. The first Temporarily applied PTF is the latest Cumulative PTF marker,

in this case TC06192.
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Display PTF Status
System:  RCHASO7

Product ID . . . . . . . . . ... . 5722881
IPL source . . . . . . . .« .« ... ##MACH#B
Release of base option . . . . . . . : V5R4MO LOO

Type options, press Enter.
5=Display PTF details 6=Print cover letter 8=Display cover letter

PTF IPL
Opt ID Status Action
TC06192 Temporarily applied None
TC06115 Superseded None
TC06066 Superseded None
TC06024 Superseded None
TC05354 Superseded None
TC05326 Superseded None
TCP0040 Temporarily applied None
TCPO039 Superseded None
TCP0038 Superseded None

More...
F3=Exit Fll=Display alternate view F17=Position to F12=Cancel

Figure 3-1 Check current i5/0S Cumulative PTF level

2. Check your current Java Group PTF level by running the WRKGRPPTF command.
Figure 3-2 shows the different PTF level for each PTF group.

Work with PTF Groups
System:  RCHASO7
Type options, press Enter.
4=Delete  5=Display 6=Print 8=Display special handling PTFs
9=Display related PTF groups

Opt PTF Group Level Status
SF99540 6192 Installed
SF99539 19 Installed
SF99315 2 Installed
SF99291 3 Installed
SF99186 7 Installed
SF99173 3 Installed
SF99114 4 Installed

Bottom

F3=Exit  F6=Print F11=Display descriptions Fl2=Cancel
F22=Display entire field

Figure 3-2 Check current Java Group PTF level

3. Press F11 to see the Group PTF names, as shown in Figure 3-3 on page 37.
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Work with PTF Groups
System:  RCHASO7
Type options, press Enter.
4=Delete 5=Display 6=Print 8=Display special handling PTFs
9=Display related PTF groups

Opt PTF Group Text
SF99540 CUMULATIVE PTF PACKAGE C6192540
SF99539 GROUP HIPER
SF99315 TCP/IP GROUP PTF
SF99291 JAVA
SF99186 BACKUP RECOVERY SOLUTIONS
SF99173 IBM BUSINESS SOLUTIONS
SF99114 IBM HTTP SERVER FOR I5/0S
Bottom

F3=Exit F6=Print F11=Display status F12=Cancel
F22=Display entire field

Figure 3-3 Pressing F11 in Work with PTF Groups shows the names

Attention: Later, when you start the installation process, the installation wizard checks the
system for any missing PTFs that are required for successful installation. See 3.4,
“Performing WebSphere Application Server installation” on page 38 for more information.

You can view and download the latest available Group PTFs at the Fix Central Web site:
http://www.ibm.com/eserver/support/fixes/fixcentral/main/iseries

If you require any cumulative PTF packages or individual PTFs in preparation for installing
WebSphere Application Server V6.1, you can also download these items directly to your
system through Fix Central. For more detailed information about how to order and download

PTFs from Fix Central, refer to Appendix A, “Downloading PTFs using Fix Central” on
page 399.

3.3.2 Checking TCP/IP configuration

To install WebSphere Application Server v6.1 on i5/0S, TCP/IP must be configured properly
and must be started before you start installation.

You must check the following TCP/IP parameters:

» Host name and domain name are correctly defined.

» Your TCP/IP interfaces are defined and started.

» Verify that you can access the system using its host name because you must define the
host name in hosts table entries or include it in your DNS Server table.

» The Host servers must be started for installation purposes. However you do not need to
start them in order to run WebSphere Application Server. For security reasons, you can
stop them after installation is complete.
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Visit the Information Center Web pages for more information about configuring TCP/IP in your
i5/0S:

» For V5R3MO:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp?topic=/rzai2/rzai2
kickoff.htm

» For V5R4MO:

http://publib.boulder.ibm.com/infocenter/iseries/v5r4/index.jsp?topic=/rzai2/rzai2
kickoff.htm

3.3.3 Checking your user profile authorization

To start the installation of WebSphere Application Server v6.1, make sure that your user
profile has *ALLOBJ and *SECADM special authorities. The installation will fail if the user
profile has insufficient privileges.

3.4 Performing WebSphere Application Server installation

In this section, we describe three ways to install WebSphere Application Server V6.1 on
i5/0S:

» Remote GUI install from a Windows workstation
» Remote silent install from a Windows workstation
» Local silent install from i5/0S QShell command line

In the following sections, we describe the procedures for the different methods of installing
WebSphere Application Server.

3.4.1 Remote GUI installation

38

The GUI installation method is the easiest way to install your WebSphere Application Server.

Tip: We recommend that you use this method if you are going to install a simple
environment. Do not use it, however, if you have a slow network connection between your
server and workstation or if there is a firewall that does not permit access to the hosts
servers’ ports.

To install WebSphere Application Server V6.1 from a workstation using the graphical
installation method, use the following procedure:

1. Start a 5250 emulator session and sign on.

2. Start hosts servers. From a i5/0S command line type STRHOSTSVR SERVER(*ALL),
and press Enter.

3. Locate your WebSphere Application Server V6.1 for i5/0OS CD, and insert it into a CD or
DVD drive on your Windows workstation. If your workstation has autostart configured, the
launchpad starts. If the autostart program is not executed, locate the Taunchpad. exe file on
the CD, and execute it.

Attention: Do not accidentally use any of the multi platform CDs that are shipped with
your software. Ensure that you are using the WebSphere Application Server V6.1 for
i5/0S CD.
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4. Press the Launch the installation wizard for WebSphere Application Server link

(Figure 3-4), and the WebSphere Application Server installer starts.

Welcome

Installation Diagrams

WebSphere Application
Server Installation

Web Server plug-ins
Installation

Application Clients
Installation

Application Server Toolkit
Installation

1BM Update Installer for
WebSphere Software
Installation

IBM Installation Factory for
WebSphere Application
Server

Exit

Welcome to WebSphere Application Server

IBM WebSphere Application Server, Version 6.1 is an integrated platform that contains an Application Server, Web
development tools, 3 Web server, and additional supporting software and documentation. This launchpad may serve as
a single point of reference for installing your Application Server environment.

We recommend viewing the installation diagrams for illustrations of common application server environments. For full
documentation visit the on-line WebSphere Information Center.

To begin, select an entry from the list below to initialize a product installation wizard. Alternatively, select a product on
the navigation list to left to read descriptions of the products, and browse help documentation and support links before
starting an installation wizard.
+ WebSphere Application Server
'&'Launch the installation wizapd for WebSphere Application Server.

< Web Server plug-ins
N Launch the installation wizard for Web Server plug-ins.

— Application Clients
N’ | aunch the installation wizard for Application Clients.

=+ Application Server Toolkit
& Launch the installation wizard for the Application Server Toolkit.

+ IBM Update Installer for WebSphere Software
=* Launch the installation wizard for IBM Update Installer for WebSphere Software.

(C) Copyright IBM Corporation 2006. IBM, the IBM logo, and WebSphere are trademarks of International Business
Machines Corporation ir d States, other countries or both. Rational is a registered trademark of Rational
Software Corporation ar yrporation in the United States, other countries or both. Other company, product
and service names may be trademarks or service marks of others.

Figure 3-4 WebSphere Application Server launchpad

5. On the Login Information panel (Figure 3-5), type your i5/0S host name or IP Address,
User ID, and Password. Click OK.

IBM Common Install Engine for WebSphere Softwarz, Version 6.1.0.0 for i5/05

—

Before beginning the install, please specify the login information
for the destination iSeties server.

Mame or IP address: RCHAS09
User name: ialcudia
Pazsword: wEEEES
[ oK P l l CANCEL l

Figure 3-5 Entering i5/0S login information
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6. If your host name, user ID, and password are correct, and there is a connection between

your workstation and the i5/0S server, the Welcome panel (Figure 3-6) will display. Click
Next.

& 1BM WebSphere Application Server V6.1.0.0

=%

Welcome to the IBM WebSphere Application Server install wizard.

Thiz wizard installs IBM WehSphere Application Server. Additional information

can be found atthe [nfarmation Centers and Support sites farWehSphere and
related products homepage.

Click Next to continue.,

InstallShiald

|_[>\§Ne)d> I [ Cancel

Figure 3-6 The WebSphere Application Server installation Welcome window

Note: The Welcome window has a link to the installation section of the Information
Center.

7. In the Software License window (Figure 3-7 on page 41), you must accept the

International Program License Agreement to continue with the install. Click | accept both
the IBM and the non-IBM terms, and click Next.
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() IBM WebSphere Application Server V6.1.0.0 M=

Software License Agreement
Please read the following license agreement carefully.
International Program License Agreement A

Fart 1 - General Terms

B DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR LISING THE
FROGRAM YOL AGREE TO THE TERMS OF THIS AGREEMENT. IF YOL ARE
ACCEPTING THESE TERMS OM BEHALF OF ANOTHER PERSOM COR A
COMPANY OR OTHER LEGAL ENTITY, YOL REFRESEMT AND WWARRAMNT THAT
YOUHAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OF LEGAL
EMTITY TO THESE TERMS. IF YOU DO MNOT AGREE TO THESE TERMS,

l Read non-1BM terms

l (%31 accept both the IBM and the non-1IEM terms

I (0 | da not acceptthe terms in the license agreement
1

InstallShiald

< Back “ et = L\\\J [ Cancel

Figure 3-7 You must accept the terms of the Software License Agreement to proceed

8. The installer now checks if the system meets the prerequisites. If all prerequisites are met,

the System prerequisites check window, Figure 3-8, appears. Click Next.
If some prerequisites are missing, the installation wizard reports an error. See 3.9,

“Troubleshooting the WebSphere Application Server 6.1 installation” on page 77 for more

information.

(@ IBM WebSphere Application Server V6.1.0.0 Jo&d

System prerequisites check ]

Passed: vour operating system campleted the prerequisites check successfully.

The installation wizard checks your systern to determine whether a supported
operating systern is installed and whether the operating systern has the
apprapriate sendce packs and patches.

The installation wizard also checks for existing installations of WwebSphere
Application Server, To have mare than ane installation of WwebSphere Application
Semer running an the same maching, unigue partvalues must be assigned to
each installation. Ctherwize, only one installation ofWehSphere Application
Server can run.

# [nstallations ofWehSphere Application Semer prior to Yersion 6.0 may
nat ke found reliahly,

# [nstallations ofwWehSphere Application Semver that are not registerad
with the aperating system may not be faund reliakly.

InstallEhizll

= Back ” Mext = %J [ Cancel

Figure 3-8 Prerequisites OK
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9. Next, decide if you want to install the Sample Applications or not. The DefaultApplication
(containing the snoop, hello, and hitcount samples) is always installed. If you decide not to
install the application samples, you can always install them at a later time simply by
running the install wizard again and choosing to update the existing installation.

Select the check box next to Install the sample applications (Figure 3-9), and click Next.

i
(3 IBM WebSphere Application Server V6.1.0.0 = otd

Install Sample Applications

Select IBEM WehSphere Application Server - Base features to install. See the

InstallGuide_en.html file in the docs directary for descriptions of the sample
LCLENE N software applications.

[]Install the sample applications.

The samples include hoth source code files and integrated enterprise
applications that demonstrate some of the latest Java (Th) 2 Platform,
Enterprise Edition (J2EE) and Web3Sphere technologies. The Samples are
recarmmended far installation to learning and demonstration emvironments,
such as development environments. However, they are not recommended for
installation to production Application serer environments,

InstallEhizll

= Back “ Mext = %J [ Cancel

Figure 3-9 Choose if you wish to install sample applications

10.Figure 3-10 on page 43 shows one of the most important screens in the installation.
Because WebSphere Application Server V6.1 supports multiple product installations, you
can specify where to install your application server binaries and profiles. If you do not plan
to install WebSphere Application Server several times, we recommend that you do not
change the default product install values, which makes it easier for IBM Support to assist
you, if you need assistance in the future.

There are several scenarios that influence your choice of installation location:

— If there is an existing installation in the default location, the install wizard presents an
alternative location created by adding a number to the path, for example:

/QIBM/ProdData/WebSphere/AppServer/V61/Basel

Note: The install location must be empty or nonexistent to proceed.

— If WebSphere Application Server Express is already installed on the system, and you
choose to install Base, the installer prompts you to upgrade the Express install to
Base. You can choose to install a new copy of WebSphere Application Server instead
of upgrading.

The product library for the install is determined by the system.
Click Next.
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2 1BM WebSphere Application Server V6.1.0.0 M=

Installation directory

IEM WiehSphere Application Server, Version 6.1 will he installed to the specified
directary.

Specify a different directory or click Browse to select a different install location.

Product install lacation:
RIEMIFradDatafidiehSphereffippSener®E1/Base

Browse.

Cefault profile install location:
RIEMiUserDatafiehSphere/dppSemertGliBase

Browse

Praduct Library:
CWYASET A

InstallShizld

[ = Back “ Mext = g [ Cancel ]

Figure 3-10 WebSphere Installation directory

11.You can now enable administrative security during installation (Figure 3-11 on page 44).
The user name does not need to be a local user ID or an LDAP user. The user ID and
password you enter are stored in a repository that is created automatically while
administrative security is enabled.

Note: Enabling administrative security only applies to the default profile created at
installation. It does not affect any subsequent profiles you create.

Choose one of two options:

— Type user name and password, if enabling administrative security.
— Clear the check box, if you do not want to enable administrative security at install time.

Click Next.
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() IBM WebSphere Application Server V6.1.0.0 =Joed

Enable Administrative Security

Choose whether to enahle adminstrative security. To enahle security, specify a
user name and password to login to the administrative tools. The administrative
useris created in a repository within the Application Server. After installation
finishes, you can add rmore users, groups, or external repositories.

Enahle administrative security.
=ser name:

itzn
Passward:

A

Confirm password:

See the [nformation Center for mare infarrmation abhout administrative security.

InstallShizll —

[ = Back ]L Mext = RJ[ Cancel ]

Figure 3-11 Enabling Administrative Security at install time

12.The Installation Summary window (Figure 3-12) shows the parameters you chose for the
installation. You can change any parameter that is incorrect by pressing the Back button. If
everything is correct, click Next to start the installation.

(3 IBM WebSphere Application Server V6.1.0.0 M=)}
o Fy
Installation Summary
Review the summary for correctness. Click Back to change values an
previous panels. Click Next to begin the installatian.
The following product will be installed:
# IBM YWwehSphere Application Server - Base L
Froduct instaliation Jocation: i
IQIEMProdDatafebSphereifppServerti1/Base
Lefauit Profile Location:
IQIBMIUserDataiWebSphereifppServer™E1/Base
FProduct Librans OWASETA
with the following features: L
# Core Product Files
Total size:
& 1047 MB
[x]
Install S hislil
= Back ” Mewt = V\FI [ Cancel ]
L

Figure 3-12 Installation Summary window

44  WebSphere Application Server for i5/0S Handbook: Version 6.1



The installation starts, and you can see the progress window, Figure 3-13, which we show
several different captures of:

— The uninstaller is created.

— Product files are laid down component by component.

— The installer runs the install configuration actions.

(3 IBM WebSphere Application Server V6.1.0.0 M=

( Creating the uninstaller... )

( Inttializing component: prereq.jzee )

@ IBM WebSphere Application Server V6.1.0.0

IWebSpherB_ software

( Installing component: migratiun)

InstallShizll — ]

W

Figure 3-13 The WebSphere installation pfocess

13.At the end of the process, the Installation Results panel (Figure 3-14 on page 46) is

displayed, which shows if the installation was successful or not. It also shows the type of
profile created.

Click Finish to exit the wizard.

Chapter 3. Installing WebSphere Application Server 45



46

& 1BM WebSphere Application Server V6.1.0.0

Installation Results

Success: The following product was installed successfully.

# [BM YWehSphere Application Server - Base -
IQIBMProdDatafebSphereifppServerti1/Base

InstallShizll

Application server environment:

#* Application server

Important configuration information is in the AboufThisProfile td log.
IQIBMIUserDataiebSphereifppSernver™E1/Base/profilesidefaultlogs/AboutT
hisProfile tt

The next step is to start the application server. ou can start and stop the
application server from the command line or the First steps console. The First
steps console also has links to an installation verification task and other
information and features that relate to the application server.

Figure 3-14 The Installation Results panel showing a successful installation
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14.1f the installation is successful, the system shows you the Firsts steps window
(Figure 3-15). Press Installation verification to confirm that the WebSphere Application
Server installation was successful.

WebSphere Application Server - First steps g

WebSphere | Application Server

First steps

Installation verification

Confirm that your server is allarl anrl that it ran start nronerly
Confirm that vour server is installed and that it can start pmpen¥.

Startthe server
Start the server and its applications.

Administrative console
Install and administer applications.

Information center for WehS phere Application Ser
Learn more about WebSphere Application Server.
Exit
1] — Il BOE

Figure 3-15 Firsts Step console

Installation verification starts the server for you and runs some simple verification tests.
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Figure 3-16 shows the result of the installation verification procedure.

First steps output - Installation verification g@

-

Server port number is: 8080

IVTLOOZ01: The Installation Verification Taool cannot cannect to WebSphere Application Server, waiting for the server to start.

IVTLOO1 01 Connecting to the WebSphere Application Server RCHAZ 07 RCHLAMD IBM.COM on port: 9080

IVTLOOZ01: The Installation Verification Toal cannot connect to WehSphere Application Server; waiting far the server to start.

Start running the following commandJiQIEMUserDataiwebSphereidppServenvalijalcudiaiprofilesidefaultbin/startServer server! -profileName default
=CPC1221: Joh 0027 01/QEJBSVRISERVER submitted to job queue QWASJOBD in

=library GWASET.

=CWWNATYOOL Application server server! in profile default has started and is ready to accept connections on admin port 8060

=

IVTLO01 51 WehSphere Application Server RCHASOT RCHLARND IBM.COM is running on port: 9080 for profile default

Testing server using the fallowing URL:hitp fRCHASOT RCHLAND IEM.COM: 908 0Mvtivtserer? parm2=ivtse et

IVTLOOSOI: Serviet engine verification status: Passed

Testing server using the following URL:hitp fIRCHASO? RCHLAMD IBM. COM: 30800t ivtserver? parm2=ivtAddition jsp

IVTLOOSS!: JavaServer Pages files verification status: Passed

Testing server using the following URL:hitp MRCHAS07 RCHLAMD IBM.COM 80800t ivtserver? parm2=ivtejh

IVTLOOBOI: Enterprise bean verification status: Passed

IVTLOO 351 The Installation Yerification Toal is scanning the file fQIBM/UserDatateb SpherefdppSenerVa1 fjalcudiafprofiles/defaultilogsisener! ISystermQut o
[8/8/06 16:48:00:839 UTC] 00000005 WiakeyStore W CVWPKIOD41YW: One ar more key stares are using the default passward. ]
[B/8M06 16:51:35:923 UTC] 00000004 ThreadPoolMar Wy WEVROG2EYW: The ThreadPoal setting on the OhjectRequestBroker service is deprecated.

IWVTLOD40I: 2 errarsiwarnings are detectad in the file iQIBM/UserDatadebSpherefdppSenern/B1ijalcudiaiprofilesidefaultiog siserver! iSystemOut. lag
(UTLOO70I; The Installation Verification Tool verification succeeded.

[ TLOOBOI: The installation verification is complete.

4] i [
Figure 3-16 Installation Verification results

15.Click the Start the server link to start the server if you created a profile during the install.
You can also open the administration console and the Information Center pages from the
First steps console.

Restriction: Unlike WebSphere Application Server for Multiplatforms, the installer does
not copy the First Steps Console to a directory on the server. So you can only execute it at
install time from the CD on your workstation.

3.4.2 Silent installation

Instead of using an interactive GUI-based installation, you can choose to install the product
using a silent installation. Silent installation reads the required parameters from a response
file that you populate beforehand. You can run the silent installation remotely (from a
Windows workstation) or locally on the i5/0S server.

The silent installation can be useful when you need to perform installation on multiple
systems by saving you time and effort interacting with the GUI. Use the local silent installation
when there is a poor or no network connection between your Windows workstation and your
System i server.

Both the local and remote silent installations use a response file. A sample response file is
located under the WAS directory on the CD for your convenience. The file name is
responsefile.<edition>.txt, for example the sample response file for WebSphere
Application Server Base is responsefile.base.txt.

Remote silent install
To perform the remote silent install from your Windows workstation, follow these steps:

1. Start a 5250 emulator session and sign on.
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. Start hosts servers. On an i5/0S command line, type STRHOSTSVR SERVER(*ALL), and
press Enter.

3. Verify that your user profile has the *ALLOBJ and *SECADM special authorities.

4. Place the WebSphere Application Server for i5/0S CD in the disc drive of your Windows
workstation. When the autorun feature brings up the GUI, click Cancel to exit the GUI.

Important: Do not use the WebSphere Application Server, Version 6.1 for Windows CD or
any other operating system CD, other than the CD for i5/0S.

. On your Windows workstation open Windows Explorer, and access the license
information location in <disk_drive>:\WAS\DOCS\lafiles. Make sure you agree with the
license conditions.

Note: If you install from a DVD, the installation files on this DVD are grouped based on
the targeted operating system; therefore, you need to switch to the directory that is
specific to your operating system, in our example - i5/0S.

6. Open a command prompt on your Windows workstation.

7. Copy the response file from the disc directory to a directory on your Windows workstation,
such as the C:\temp directory, for example:

copy <disk_drive>:\WAS\responsefile.base.txt C:\temp\RESPONSEFILE
. Open the copied file with your favorite text editor, for example:
notepad C:\temp\RESPONSEFILE

. Change the response file as required for your installation. We describe most of the
parameters in this step. Modify only those parameters that you need:

— Change the following parameter to true in order to accept the license:
-0OPT silentInstallLicenseAcceptance="false”
If you do not accept the license, the installation will fail.
-OPT PROF_adminUserName=

— If you want to enable security for the created WebSphere profile, type your user name
for administrative security. It can be any name, not necessarily an operating system or
LDAP user ID.

-OPT PROF_adminPassword=
Specify password for adminUserName.

Attention: Do not forget the user name and password because you need them to logon to
your Administrative Console.

— Change the following parameter to false if you do not want to enable administrative
security. You do not need to set the PROF_adminUserName or PROF_adminPassword in
this case.

-OPT PROF_enableAdminSecurity="true”.

— Remove the “#” to uncomment the line if you do not want to create a profile during
installation, which saves a lot of time during the install.

#-0OPT profileType="none”.
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— Change the following parameter to “Samples” if you want to install Sample
Applications. The DefaultApplication (containing snoop, hello, and hitcount samples) is
always installed:

-0OPT feature="onFeature”

— You can override the check for correct PTF levels if you uncomment this line. We
recommend not to override if you are unsure whether the product will work correctly
without the prerequisites:

#-0PT disableOSPrereqChecking="true”

— If you install the product multiple times or do not wish to install the product in the
default location, change the following value to a desired path in IFS

-OPT installlLocation="defaultInstalllocation™
Example: /QIBM/ProdData/WebSphere/AppServer/V61/Base AVN

— You can change the following value, which is the install location for the user files
(profile data):

-OPT defaultProfilelLocation="defaultProfilelocation™

— The following value allows you to install the product to an existent, non-empty location.
This situation is possible if your previous installation failed and you try to reuse the
same directory.

-OPT allowOverrideProfilelLocation=*true”
— Change the value to “upgrade”to upgrade an Express install to a Base install.

Change the value to “addFeature” if you want to add features to an existing install
(remember that only the Samples feature can be added for WebSphere Application
Server and you must change the -OPT feature to “samplesSelected”)

For both cases ensure that installLocation and defaultProfileLocation specify the
values for the original install.

-0PT installType=
10.Save your changes.

11.Change the directory to the WAS subdirectory of the CD, for example, if your CD drive
letter is “D:”, run the following two commands:

D:
CD D:\WEBSPHERE\WAS

12.Run install.exe, and point to your response file, for example:
install.exe <hostnameOrIP> userid password -options C:\temp\RESPONSEFILE
In the command above:

— hostnameOrlp: your System i platform host name or IP address
— userid: your i5/OS profile (with *ALLOBJ and *SECADM authority)
— password: your i5/0S user ID password

Note: Parameters are order dependent. If you do not specify all of the parameters, the
GUI installation is invoked.

13.Periodically, check the <install_root>/Togs/install/log.txt log file in IFS to verify
whether installation is complete.
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Local silent installation
To start the local silent installation:

1.
2.

8.
9.

Sign on to your server.

Start Hosts servers. On an i5/0S command line type STRHOSTSVR SERVER(*ALL), and
press Enter.

Verify that your user profile has the *ALLOBJ and *SECADM special authorities.
Place the WebSphere Application Server for i5/0S CD in the disc drive of your System i
server.

Important: Do not use the WebSphere Application Server, Version 6.1 for Windows
CD, or any other operating system CD, other than the CD for i5/OS.

Use the Copy (CPY) command to create a copy of the responsefile.<edition>.txt file
from the disk, for example:

CPY OBJ('/QOPT/WEBSPHERE/WAS/responsefile.base.txt') TODIR('/tmp")

Note: There is an additional prefix for the location of the installation files on DVD. It
specifies the operating system.

In the example, QOPT is the disk mount point and WEBSPHERE is the disk volume label.

If you have not already done so, read the IBM International Program License Agreement,
which is located in the /QOPT/WEBSPHERE/WAS/lafiles directory.

Edit the /tmp/responsefile.base.txt file using the EDTF command, for example:
EDTF STMF('/tmp/responsefile.base.txt"')

See step 9 on page 49 for options descriptions.

Save the file by pressing F3 twice.

Open a Qshell session. On an i5/0S command line, type STRQSH.

10.Change the directory to the WAS subdirectory on the CD, for example:

CD /OPT/WEBSPHERE/WAS

11.Invoke the install script, and point to your response file, for example:

install -options /tmp/responsefile.base.txt
If your system has little or no interactive features, use the following command:

SBMJOB CMD(STRQSH CMD(¢/QOPT/WEBSPHERE/WAS/install -options
/tmp/responsefile.base.txt’)) JOB(INSTWAS) JOBQ(QSYSNOMAX) ALWMLTTHD(*YES)
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12.After you invoke the installation script, messages are displayed that indicate the progress
of the installation. When the setup program completes, check the last window. The last
two messages should indicate the status of the installation: success, partial success, or
failure, for example:

Process, com.ibm.ws.install.ni.ismp.actions.SetExitCodeAction, msgl,
CWUPIO000I: EXIT-CODE=0

Process, com.ibm.ws.install.ni.ismp.actions.ISMPLogSuccessMessageAction, msgl,
INSTCONFSUCCESS

An exit code of 0 means successful installation.
13.You should also check the log file at:

<install_root>/logs/install/log.txt

3.5 Optional software components associated with WebSphere
Application Server
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There are additional software components that are supplied in the WebSphere Application
Server package. These are some of the more important components:

» WebSphere plug-ins

Only required if you install your Web server on a different machine or partition from a
WebSphere Application Server location. See 5.3, “Configuring a remote Web server with
WebSphere Application Server” on page 171 for more information about installing the
plug-in.

» Application Clients.

Tools that provide a stand alone client run-time environment to enable client applications
to communicate with WebSphere Application Server.

» Application Server Toolkit

A development tool for creating and testing Web applications. It is supported on Windows
or Linux®.

» |BM Update Installer

Installs updates to your WebSphere Application Server environment. See 3.6.2, “Installing
the Update Installer” on page 54.

» |IBM Installation Factory

This is a new tool to package WebSphere Application Server fixes, applications, and other
components in a single installable pack. See 3.8, “IBM Installation Factory” on page 61.

» IBM Support Assistant
This tool centralizes access to help, support, and other tools in one interactive application.
See Appendix C, “IBM Support Assistant” on page 421.
Installation of the additional software is out of the scope of this book. See the Information
Center for more information:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp
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3.6 Installing the latest recommended WebSphere Application
Server fixes

After you install WebSphere Application Server V6.1 from CD or DVD media, we recommend
that you apply the latest available WebSphere Application Server fixes before you start
WebSphere Application Server for the first time.

Fixes for WebSphere Application Server V6.1 for i5/0S are delivered through a fix pack that is
included in the WebSphere Application Server for i5/0S group PTF. The group PTF numbers
for all WebSphere Application Server V6.1 products for i5/0S releases V5R3M0/V5R3M5 and
V5R4MO are, SF99322 and SF99323 respectively.

In WebSphere Application Server V5.0 and earlier versions, the WebSphere Application
Server fix packs were installed during the installation of the WebSphere Application Server
group PTF without user intervention. However starting with V6, applying WebSphere
Application Server fix packs is now a two-stage process:

1. Install the WebSphere Group PTF using the standard group PTF installation procedures.

2. Use the Update Installer software to apply the WebSphere Application Server fix pack.
See 3.6.2, “Installing the Update Installer” on page 54 for information about Update
Installer.

During the WebSphere group PTF installation in step 1, the WebSphere Application Server fix
pack is automatically placed under the V6.1 Update Installer directory. You must then run the
update script to actually install the fix pack, as described in 3.6.3, “Applying WebSphere
Application Server fixes” on page 54.

3.6.1 Installing the WebSphere Group PTF
The WebSphere Application Server V6.1 group PTF includes the following group PTFs:

v

WebSphere Application Server V6.1
DB2 UDB for iSeries

Java

IBM HTTP Server for i5/0S

vYvyy

The WAS Group PTF numbers are as follows:

» SF99322 for VSR3MO0 / V5R3M5

» SF99323 for V5R4MO

For details about the latest WebSphere Application Server group PTF level, check the Web
site at:
http://www-912.1ibm.com/s_dir/s1ine003.nsf/GroupPTFs?0penView&view=GroupPTFs

Use the instructions that are shipped with your package to install the WebSphere Application
Server group PTF.

For information about the release as well as descriptions of known problems and
workarounds, see the WebSphere Application Server support Web site at:

http://www-1.ibm.com/support/search.wss?rs=180&tc=SSEQTP&atrn=SWPlatform&atrv=15/0
S&qg=V61RNotes
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3.6.2 Installing the Update Installer

The Update Installer is the tool that applies the WebSphere Application Server fixes. It is
installed during Group PTF installation. However, you can download and install this tool
separately from the following Web site, which also includes installation instructions:

http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24012718

Note: Only one Update Installer installation is allowed in i5/0S. All WebSphere Application
Server installations share the same Update Installer binaries. You must uninstall Update
Installer before you install a new one.

Update Installer is by default installed under the following directory:
/QIBM/ProdData/WebSphere/Updatelnstaller/V61/UPDI

You can change the default path during the installation process.

3.6.3 Applying WebSphere Application Server fixes
Starting from WebSphere Application Server V6.0, the WebSphere fixes are usually installed
and applied in a two-step process:
» Install a WebSphere group PTF using i5/0OS native PTF process.
» Apply WebSphere fixes using the Update Installer.

In addition to applying fixes that come in a WebSphere group PTF, you can search,
download, and install individual fixes without waiting for the group PTF. See “Installing
individual fixes” on page 414 for more information.

Perform the following instructions to apply WebSphere Application Server fixes:

1. Sign on to your System i server with a user ID that has *ALLOBJ authority.

2. Stop all Java processes that use the WebSphere Application Server product you are
updating. These processes include all application server processes, the node agent
process, the deployment manager process, and any WebSphere Application Server client
applications.

3. Start hosts servers. On an i5/0S command line, type STRHOSTSVR SERVER(*ALL), and
press Enter.

4. Open a QShell session by typing STRQSH.
5. Go to your Update Installer directory, for example:
cd /QIBM/ProdData/WebSphere/Updatelnstaller/V61/UPDI

After you install the Group PTF, the latest fixes are copied into the maintenance directory
of your Update Installer folder. The default directory for the maintenance packages is:

/QIBM/ProdData/WebSphere/UpdateInstaller/V61/UPDI/maintenance
The fixes are packed as the .pak files.

Attention: Installing the Group PTF only updates the Update Installer folder. It does not
apply the WAS fixes.
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6. Execute the update script:
update -W product.location=<WAS install root>
Example:
update -W product.location=/QIBM/ProdData/WebSphere/AppServer/V61/Base/

The update script checks the maintenance folder and applies all new fixes that it finds in
that folder. If you want to install a very specific fix, use an additional command line
argument, for example (one line command):

update
-W product.location=/QIBM/ProdData/WebSphere/AppServer/V61/Base/
-W maintenance.package="maintenance/6.1.0-WS-WAS-i50sPPC-FP0000007.pak"

Important: If you have multiple installations, you have to run the update script for each
installation by replacing <instal1Root> with each installation’s root directory.

7. Do not exit your QShell session until the update process ends. At the end of the script
execution (Figure 3-17 on page 56) the following messages are displayed:

com.ibm.ws.install.ni.ismp.actions.ISMPLogSuccessMessageAction, msgl,
INSTCONFSUCCESS

Wizard.getExitCode(): called after WizardServices is shutdown.
Wizard.getExitCode(): called after WizardServices is shutdown.

Figure 3-17 on page 56 is an example of the update script.

Attention: WebSphere Application Server fix pack installation is a long procedure. It
can take several hours on small systems or partitions.
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QSH Command Entry

Currentinstall/uninstallprocessissuccessful.Processtypeis:maintenance

(Aug 11, 2006 3:17:19 PM), Install,com.ibm.ws.install.ni.ismp.actions.Settle

NIFRegistryAction, msgl, Current install/uninstall process is successful.
Process type is: maintenance

I CWUPIO000I: EXITCODE=0

(Aug 11, 2006 3:17:19 PM), Install,
com.ibm.ws.install.ni.ismp.actions.SetExi

tCodeAction, msgl, CWUPIO000I: EXITCODE=0

I INSTCONFSUCCESS

(Aug 11, 2006 3:17:19 PM), Install,
com.ibm.ws.install.ni.ismp.actions.ISMPLo

gSuccessMessageAction, msgl, INSTCONFSUCCESS

Wizard.getExitCode(): called after WizardServices is shutdown.

Wizard.getExitCode(): called after WizardServices is shutdown.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-17 Fixpack installation

8.

You can also check the log file under one of the directories under the update folder, for
example:

<WAS_install_root>/1logs/update/6.1.0-WS-WAS-i50sPPC-FP0000007.install/

The name of the directory correlates with the name of the WebSphere Application Server
fix pack that is being applied.

3.7 Performing post installation tasks

The following tasks must be completed before you start your WebSphere Application Server
for the first time.

Tip: Before you perform the post-installation tasks that we describe in this section, we
recommend that you first install the latest WebSphere Application Server V6.1 fix pack.
See 3.6, “Installing the latest recommended WebSphere Application Server fixes” on
page 53 for more information.

3.7.1 Entering license information

This procedure only applies to Base and Network Deployment installations. You do not need
to configure the license for the Express product:

1

2.

56  WebSphere

. Start a 5250 emulator session and sign on.
In a command line, type WRKLICINF.
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3. Press F11 to see the usage limit.
4. Enter option 2 next to your product entry:

— WebSphere Application Server Base 5722W61 option 5102
— WebSphere Application Server Network Deployment option 5103

5. Enter the appropriate value for the number of processors that are licensed according to
your proof of entitlement.

6. Press F9 for additional parameters.

7. Specify *USGLMT for the Threshold parameter. This must not be 0. If you skip this step,
warning messages appear in the job log of the server.

8. Press Enter.

3.7.2 Verifying TCP/IP configuration

You can verify your TCP/IP configuration running the iptest script:

1. Start a 5250 emulator session and sign on.

2. Open a QShell session.
STRQSH

3. Switch to the bin directory of the WebSphere installation root, for example:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

4. Run the script iptest. Make sure that the script returns a valid IP address and host name.
Figure 3-18 shows sample output.

QSH Command Entry

$
> cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
$
> iptest
Local Address: 192.168.9.2
Local Name: RCHASO7.JALCUDIA.COM
A1l addresses for RCHASO7.JALCUDIA.COM:
192.168.9.2

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-18 Iptest output

3.7.3 Verifying the installation directories

In WebSphere Application Server V6.1, you can perform multiple installations of the product.
To view information about these installation, WebSphere Application Server V6.1 provides
several QShell scripts that are located in the /QIBM/WAS/bin/ directory.
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To get information about all of the installations on the system, run the following script from a
QShell command line:

/QIBM/WAS/bin/querywasinstalls

In Figure 3-19, you can see an example of the command output. As you can see, this script
displays information about different versions of WebSphere Application Server that are
installed on the system. The script shows information about product and profiles installation
directories, as well as the fix level of the installed product, for example:

Version: 6.1.0.7

This is one of the ways to check your WebSphere fix level.

QSH Command Entry

$

> /qibm/was/bin/querywasinstalls
Offering ID: Base
Version: 5.0

Installation Location: /QIBM/ProdData/WebAS5/Base

Installation Library: QEJBAS5S

Default Profile Location:/QIBM/UserData/WebAS5/Base

Offering ID: BASE

Version: 6.1.0.7

Installation Location: /QIBM/ProdData/WebSphere/AppServer/V61/Base
Installation Library: QWAS61B

Default Profile Location:/QIBM/UserData/WebSphere/AppServer/V61/Base

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-19 querywasintalls output

3.7.4 Configuring SQL jobs

58

Perform this configuration task after you install and start your production applications. If you
are using a JDBC driver to access the i5/0S database from your applications, you might need
to change the initial and maximum number of prestart jobs. Each JDBC connection object

requires one SQL server job.
There are two main JDBC drivers supported for DB2 UDB for i5/0S:

» A JDBC driver in the IBM Developer Kit for Java, which is also known as the “native”
driver. This driver uses the QSQSRVR SQL job to access the database.

» A JDBC driver in the IBM Toolbox for Java. This driver uses the QZDASOINIT SQL job to
access the database.
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Use the following steps to properly set the number of prestart jobs. The process is almost
identical for both SQL jobs. We demonstrate how to do it for the QSQSRVR job:

1. Start a 5250 emulator session and sign on.

2. During a period of peak load on the server, display the current active prestart jobs in your
system with the Display Active Prestart Jobs (DSPACTPJ) command:

DSPACTPJ SBS(QSYSWRK) PGM(QSQSRVR)
Figure 3-20 shows the output of the DSPACTPJ command.

Display Active Prestart Jobs RCHASO7
08/15/07 09:32:48
Subsystem . . . . . : QSYSWRK Reset date . . . . . : 08/04/07
Program . . . . . . : QSQSRVR Reset time . . . . . : 16:28:53
Library . . . . . : QSYS Elapsed time . . . . : 0257:03:55
Prestart jobs:
Current number . . . . . . . . . . . . ... L 11
Average number . . . . . . . . . . .. . ... 11.0
Peak number . . . . . . . . . . ..o 11
Prestart jobs in use:
Current number . . . . . . . . . . . ... .9
Average number . . . . . . . . .. ... ... 9.0
Peak number . . . . . . . . . . ..o ... o9
More...
Press Enter to continue.
F3=Exit  F5=Refresh  F12=Cancel F13=Reset statistics

Figure 3-20 Display Active Prestart Jobs

3. Calculate the recommended initial number of jobs. Add to the Average number 15% more
jobs (must be an integer number). In this case:

9 * 1,15 = 10,35.
We round up to 11.

4. If appropriate, set the maximum number of prestarted jobs to *NOMAX. Otherwise, set it to
the number considerably above the number that you calculated in the previous step.

Use the Change Prestart Job Entry (CHGPJE) command to change the prestart job entry
for the SQL server jobs.

CHGPJE SBSD(QSYSWRK) PGM(QSQSRVR) INLJOBS(11) MAXJOBS (*NOMAX)
5. After you run the command, the following message is displayed:

Program QSQSRVR found in Tibrary QSYS.
Active subsystem description QSYSWRK in QSYS changed.
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3.7.5 Verifying WebSphere Application Server installation

It is now time to start the server and verify that it works correctly. Execute the ivt script to
verify your installation. The ivt script is placed under your <install directory> /bin directory, for
example:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

To run the script, perform the following steps:
1. Start a 5250 emulator session and sign on.
2. Start QShell with the following command:
STRQSH
3. Go to the bin directory of your installation, for example:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
4. Execute the ivt script:
ivt <server> <profile>
Example: ivt serverl default

Figure 3-21 shows the output you should see. If it returns any error, investigate the
problem. See 3.9, “Troubleshooting the WebSphere Application Server 6.1 installation” on
page 77 for more information.

QSH Command Entry

t/ivtserver?parm2=ivtejb

IVTLO060I: Enterprise bean verification status: Passed

IVTLO035I: The Installation Verification Tool is scanning the file/QIBM/User
Data/WebSphere/AppServer/V61/jalcudia/profiles/default/logs/serverl/SystemOut

.1og for errors and warnings.

[8/8/06 16:48:00:839 UTC] 0000000a WSKeyStore W CWPKIOO41W: One or more

key stores are using the default password.

[8/8/06 16:51:35:923 UTC] 0000000a ThreadPoolMgr W  WSVR0626W: The
ThreadPoo

1 setting on the ObjectRequestBroker service is deprecated.

IVTLO040I: 2 errors/warnings are detected in the file
/QIBM/UserData/WebSpher

e/AppServer/V6l/jalcudia/profiles/default/logs/serverl/SystemOut.log

IVTLOO70I: The Installation Verification Tool verification succeeded.

IVTLOO80I: The installation verification is complete.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-21 Output of the ivt script
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3.8 IBM Installation Factory

IBM Installation Factory enables you to create your own WebSphere Application Server
installation image that can include one or more maintenance packages, a configuration
archive from a stand-alone application server profile, one or more enterprise archive files
(EAR) and scripts, and other files that help customize the resulting installation. The result of
this operation is a Customized Installation Package (CIP).

You can also use the IBM Installation Factory to upgrade an existing installation of
WebSphere Application Server. In the example in Figure 3-22, a CIP contains WebSphere
Application Server V6.1, the V6.1.x.z maintenance package, an upgrade for the Java SDK,
and two interim fixes ‘A’ and ‘B’. When this custom install package is installed on the various
systems shown on the right, they are upgraded to the same maintenance level as the custom
install package. The chart illustrates that the custom installer only installs the missing
software and fixes.

Single package containing
V6.1

vV6.1.x

vV6.1.x.z

vJava SDK 1.5 SR4

System level after CIP installation
v V6.1.x.2

v Java SDK 1.5 SR1

v IFix "A" and "B"

viFix "A" and "B" D
ﬂ V6.1.x.y
Automated, .+" .
customized Install... VE1xXY | IFix A
installation
package V6.1.x
V6.1 +
Java
L V6.1 SDK 1.5
SR4
New [ >
scratch Update existing installations
installation
:] Existing Installations \

[ Jinstatcip

Final system level Updating multiple systems

with the same CIP

Figure 3-22 Using IBM Installation Factory to update existing WAS installations

Restriction: Remote installation from a Windows workstation using a CIP is only
supported when you perform a scratch installation of a CIP with no interim fixes. In all other
cases, you need to apply the CIP locally on the System i server.

3.8.1 Installing IBM Installation Factory

You can install Installation Factory from the Tools CD that shipped with WebSphere
Application Server, or you can download it from the IBM Installation Factory page:

http://www-1.ibm.com/support/docview.wss?rs=180&uid=swg24012817
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To install IBM Installation Factory from a CD:
1. Insert the Tools CD in to your workstation CD drive.

2. From a command prompt, change to the Installation Factory install directory of the CD by
issuing the following two commands (assuming that your CD drive letter is D):
D:
cd D:\InstallationFactory

3. Type the setupif.batg command, and press Enter:

This script copies Installation Factory and the Java Runtime Environment (JRE) from the CD
to the workstation under the C:\InstallationFactory directory.

3.8.2 Using IBM Installation Factory

The first step in creating a CIP is to create a build definition. A build definition is an XML
document that defines the parameters for the custom install you are creating.

1. The easiest way to create a CIP is to execute the ifgui command. You can find this
command in the <install_dir>\InstallationFactory\bin directory. When the window
(Figure 3-23) displays, click Create New Customized Installation Package to create a
new CIP.

3 IBM Installation Factory = =%
File Help - Search Run

@ 1BM Installation Factory

Create a new build definition file, and optionally generate a custom
installation package (CIP). A CIP customizes and optimizes a single
installation package,

Create a new build definition file, and optionally generate an
integrated installation package (IIP). An IIP aggregates one or more
installation packages into a single installation workflow that you
design.

Cpen an existing build definition file, Modify the build definition file,
and optionally generate the corresponding CIP or IIP.

Launch the Installation Factory help documentation.

Figure 3-23 IBM Installation Factory welcome panel
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2. In the next panel (Figure 3-24), choose the product that you want to install using IBM

Installation Factory. Choose IBM WebSphere Application Server 6.1.0.0, WebSphere
Application Server in the Product packages panel, and, for example, Base. Click Finish.

@ Product Selection Wizard E]@

Product, Package and Edition Selection

Select the product, package and edition for the new build definition,

Producks:

IBM WebSphere Application Server 6.1.0.0

Product packages:

IBM WebSphere Application Server Yersion 6.1 Feature Pack For Web Services
WebSphere Application Server

Product editions:

Trial Express

Trial Base

Metwork Deployment
Express

Base

Click Finish to launch the Build Definition wizard

Help Finish Cancel
Figure 3-24 IBM Installation Factory-Product selection

3. When the Mode Selection window (Figure 3-25) appears, choose the Connected Mode
option and i5/0S to create the CIP in your workstation.

Use disconnected mode if you only want to create the build definition file (no binaries
included). In this case, instead of choosing a local directory on your workstation, you
choose the path that corresponds to the target platform. See explanation for the
Disconnected mode in the panel.

Click Next.

€3 Build Definition Wizard

M=%

Mode Selection

Select to work in connec

platform for which to build the customized installation package.

(* Connected mode

Select connected mode to work with a build definition file on this computer, and to optionally create a customized installation
package. Connected mode requires direct access to the product installation image and any optional assets you specified,
which must match the operating system and architecture of this computer,

(™ Disconnected mode

Select disconnected mode to work with a build definition file for use on another computer, The build definition file is saved to

a location that is relative to this computer. Specify all the other directory paths and files names that are relative to the
computer where the processing engine creates the customized installation package.

Platforms
Select the platform for which to build the customized installation package:

Operating System Architecture
IBM i5/05 IEM PowerPCo4
Microsoft Windows Intel IA32

Microsoft Windows AMD Cpteron &4-hit / Intel EM&4T

Figure 3-25 IBM Installation Factory-Mode selection
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4. In the Package Information panel (Figure 3-26), enter a name to identify your CIP and a
version number. The name and version creates a full package identifier that the install
process uses later. The convention when choosing a name is to use a reverse domain
naming schema followed by your company, division, and product name, for example, in
our case it is com.ibm.itso.was61residency. Click Next.

& Build Definition Wizard M=)}

Package Identification

Specify an identifier and version for the customized installation package.

Specify & universally unique identifier for the customized installation package. This identifier will be combined with the version to create
a full package identifier. During installation, the full package identifier is used to create a directory that contains the customization files
for this package.

To create an identifier, use a reverse domain naming scheme. Startwith a topevel domain such as com, arg, or edu. Followed by your
company, division, and product name, all separated by periods, for example: com.mycompany.mydivision.myproduct.

Identifier:

| com.ibm.iteo. wasé iresidencyl
Version:
[1.0.0.0

Full package identifier:

The full package identifier must

- Contain 45 or fewer characters on Windows platforms,

- Start and end with alphabetic characters (-2, a-z) or numbers (0-9) only,

- Contain alphabetic characters (A-Z, a-z), numbers (0-3), periods () and underscores () only,
- Not contain spaces or these characters: ~ " 1@ 5% ~&){I[1 IV, 7" "g=>+7

Help < Back | MHext >‘E | Cancel

Figure 3-26 IBM Installation factory-Package identification

64  WebSphere Application Server for i5/0S Handbook: Version 6.1



5. The Build Information (Figure 3-27) panel allows you to choose the path where the CIP
and the build definition will be stored. Choose your preferred location, and click Next.

€3 Build Definition Wizard =)<

Build Information

Specify the build settings for your customized installation package.

r Build Definition
Build definition directory path and file name:

| c:\InstallationFactory\builddefs\zom.ibm.itso, wasé iresidency _1.0.0.0.xml Browse...

CIP build directory path:

—Customized Installation Package {(CIF)

| c:\MnstallationFactory’ Browse, ..

(There is a limit of 30 characters maximum for the CIP build directory on Windows platforms).

Help < Back Einish Cancel

Figure 3-27 Installation Factory-Build information

Chapter 3. Installing WebSphere Application Server 65



6. In the Product Installation Image panel (Figure 3-28), you must select the source (WAS
directory) of your installation. Usually it will be a directory of your CD drive, by default:

<driver letter>:\WAS

Remember that this must be the WAS directory that corresponds to the same edition that
you selected in the Edition Selection panel, as shown in Figure 3-24 on page 63. Choose
the path, and click Next.

€ Build Definition Wizard M=

Product Installation Image

Provide the location of the installation image for the customized installation package.

Provide the location of the IBM WebSphere Application Server 6. 1.0Base edition installation image to indude in the customized
installation package.
Product installation image directory path:

Browse...

-

Help < Back | Mext = E | Cancel

Figure 3-28 IBM Installation Factory-Product installation image
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7. The Feature Selection panel (Figure 3-29) allows you to select the installation options for
your WebSphere Application Server environment. The only option to select is if you want
to install the samples or not. Make your selection, and click Next.

3 Build Definition Wizard M=%

Feature Selection

Select the features to incude in the customized installation package.

Features:

[A core product files (Required) Select all
O application Server Samples
Clear all

Einish Cancel

Help < Back

Figure 3-29 Installation Factory-Installation options

8. Figure 3-30 on page 68 shows the Maintenance Packages panel, where you perform the
following steps:

a. Point to the location of a .pak file, if needed, for WebSphere Application Server fixes to
be installed.

b. Select the fixes you need for your custom install. You can choose to install fix packs or
individual fixes. See 3.6.3, “Applying WebSphere Application Server fixes” on page 54
for information about the different types of fixes.

c. Press Verify Maintenance Packages to be sure that the fix packs are not corrupt.
When the The verification is successfull message appears at the top of the panel,
press Next.

The SDK fix pack field installs the Java SDK fixes. For i5/0S, you install the Java SDK
fixes by loading and applying the Java group or single PTFs using the native PTF
installation process.
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68

@ Build Definition Wizard

Maintenance Packages

The verification is successfull|

Fix pack directory path and file name (*.pak):

| C:'\Documents and Settings\Administrator My Documents\Fixpack'g. 1.0-WS-WAS-i50sPPC-FPO00000 1. pak
SDK fix pack directory path and file name (*.pak):

Interim fix images directory path and file names (*.pak):

About Maintenance Packages

several minutes depending on how many maintenance packages are spedfied and their sizes, Deeper validation is performed
automatically during the build process before they are merged with the installation image.

Verify Maintenance PackagesJ

Browse..,

Browse..,

dd

Bermove

LB

You can verify whether the specified maintenance packages are valid for this customized installation package. Verification may require

Cancel

Help ‘ < Back I Next = L\\J Einish

Figure 3-30 Installation Factory-Maintenance Packages panel
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9. On the Install and Uninstall panel (Figure 3-31), select the scripts that you want to execute
during the install or uninstall procedures. Press Add Scripts to select a script.

=3 Build Definition Wizard

=%

Install and Uninstall Scripts

Provide information about scripts to run during the installation operation or the uninstall operation.

Install | Uninstall

Add and erder script files in the order they should be performed, which begins after a successful installation.

File Name | Directory Path | Failure Action

Help < Back | MNext = |

Finish

Add Seripts...

i

Cancel

Figure 3-31 Installation factory-Install and uninstall scripts
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10.Use the Add Script panel (Figure 3-32) to locate the file that contains the script. You can
configure the installer to stop if the script execution fails by selecting Stop the operation if
an error occurs while running this script. Press OK.

€ Add Script

Specify the directory path and the file name of the script. Also specify the action to take if the
script fails,

Script file directory path and file name:

Browse...
e

™ Stop the operation if an error occurs while running this script.

oK Cancel

Figure 3-32 Installation Factory-Add script
11.Add more scripts if necessary.

Note: You can add scripts if your application needs further configuration after the
install, for example, a database connection. These scripts only run if you are performing
a new installation. If you use Installation Factory to update an existing installation, these
scripts do not run.

12.Choose the order of your scripts using Move Up and Move Down in the Install and
Uninstall panel (Figure 3-31 on page 69), and press Next.
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13.In Figure 3-33, you see the Profile Customization Panel, where you can add profile
creation scripts, enterprise archives, and configuration archives. In this case, we decide to
add an enterprise archive to install a custom application. Press the Add Enterprise
Archive button.

€3 Build Definition Wizard M=%

Profile Customization

Provide profile creation and profile deletion information such as configuration archive, enterprise archives, and scripts for any or all
profile types.

Profile types:
Stand-alone Application Server

Stand-alone Application Server Customizations — —

Profile Creation | Profile Deletion |

Add scripts, enterprise archives, and a configuration archive to customize application server profiles, Move the actions up or
down to specify the order in which they should be performed.

Action Type | File Name 1 Directory Path | Failure Action Add Scripts... [

Add Enterprise Archives...

Add Configuration Archive...

[odify. ..

Remaove

Mowve Up

Mowe Do

Help < Back Finish Cancel

Figure 3-33 Installation Factory-Profile customization
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14.Figure 3-34 shows the Add an Enterprise Archive (EAR) panel. Locate the EAR file, and
press OK to return to the Profile Customization Panel.

€3 Add an Enterprise Archive (EAR) File

Specify the directary path and the file name of the enterprise archive, Also specify the name aof the
application to display,

Enterprise archive directory path and file name {*.ear):

Ch\kemplMvApp. ear

| Browse. ..

application display name:
My WebSphere Application
Failure action
Specify the action to take if the deployment Fails:
() Continue, proceed with the operation if an error occurs,

{(#) Unrecoverable error, stop the operation if an error occurs.

[ ok | I Zancel

Figure 3-34 Installation Factory-Add an Enterprise Archive (EAR) file

Tip: Modify your Application Deployment Descriptor to configure resources needed, such
as JDBC providers and datasources.
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15.The application you selected is added to the Profile Customization Screen (Figure 3-35).
You can now add more EAR files, scripts to configure your profile, or configuration
archives. Add the files you need, and press Next.

€ Build Definition Wizard =Joed

Profile Customization

Prowide profile creation and profile deletion information such as configuration archive, enterprise archives, and scripks For any or all profile types,

Maoke: Customization of the stand-alone application server profiles is applicable to all editions of WebSphere Application Server. Custonizations of all other
profile bvpes are only applicable when the feature pack is installed inko webSphere Application Server Metwork Deplovment edition,

Profile bvpes:

e o Stand-alone Application Server profiles
and-alone ication Server
EE Specify whether the Profile management tool displays options to use the customizations o
create new profiles or augment existing profiles;

Allow creation of new profiles using the customizations

[ Allows augmentation of existing profiles using the customizations

Stand-alone Application Server Customizations
Profile Creation | Profile Deletion

Add scripks, enterprise archives, and a configuration archive to customize application server profiles, Mowve the actions up or down ko specify the order
in which they should be perfarmed.

Action Type File Mame Directory Path Failure Action [ Add Scripts. .. ]
Enterprise Archive MvApp.ear C:ikempl, Unrecovera. ..

| Add Enterprise Archives, .,

[ #dd Configuration Archive. .. ]
| Madify. ., ]
[ Remaoyve ]

[ Help ][ < Back “ Mezt = RJ [ Finish ][ Cancel

Figure 3-35 Installation Factory-Profile Customization with application selected
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16.Figure 3-36 shows the Additional Files panel. In this panel, you can add additional files to
the CIP, for example, a folder with pictures or an additional help system that you want to
add to your HTTP server directory. Select files or directories as needed, and click Next.

€3 Build Definition Wizard M=)

Additional Files

Add files to the customized installation package.

COptionally spedfy additional files or directories that you want the customized installation package to install. For example, you can
include files for a Help system that gets created when one of your scripts executes, or include a database that an application in your
enterprise archive can access,

File Mame | Directory Path | Add Files...
Add Directories. ..

Help < Back Finish Cancel

Figure 3-36 Installation Factory-Additional files
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17.The last configuration step is to sign your work in the Authorship panel (Figure 3-37). The
resulting panel is displayed when you press About this customized installation in the
installation package. Enter your data, and click Next.

€ Build Definition Wizard =Joed

Authorship

Optionally, provide additional information about the package.

The person wha performs the installation can use the customized installation package to view an About this customized installation panel. Use the Following
fields to provide additional information to the person performing the installation,

Qrganization:
1TSS
Description:

Wweb3phere Application Server 6.1 + Fix Pack 11 + MyApp

o J [ <o ][ teer) ]

Figure 3-37 Installation Factory. Authorship.

18.1n the Customized Installation Package Preview panel (Figure 3-38 on page 76), you can
choose between generating only the definition file or generating the full customized
installation package.

Tip: You can also select Estimate Size and Available Space to ensure that your hard
drive has sufficient space for the package.

Select the option you want, and press Finish.

If you do not want to generate the customized installation package at this time, you can
always execute the ifgui command again, and select Create New Customized
Installation Package, as shown in the Welcome panel in Figure 3-23 on page 62.
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€ Build Definition Wizard =Jlo&d

Customized Installation Package Preview

The Following information describes the contents of the customized installation package.

() Save build definition File only

() Save build definition file and generate customized installation package

Zustomized installation package information:

Egstimate Size and Awailable Space |

Estimated size of the customized installation package: 653 ME
Required free space: 2033 ME
Available free space: 59947 ME

Build definition: C:\Program Files\IEMIEM Installation Factoryibuilddefsicorm.ibr.websphere 6 111 1.0.0.0.:xml ”~
ZIP build location: c:itemp

niversally unique inskallation package identifier: com.ibm.websphere_6_1_11_1.0.0.0

Product image location:
Diidiskdwis

Organization: ITSO
Description: wweb3phere Application Server 6.1 + Fix Pack 11 + Myapp

Required Features:
Care produck Files

Product fix pack location:
CDocuments and Settingstadministratoriky Documents\Cownloads\DownloadDirectorys, 1,0-'S-4i 4 5-S0sPPC-FPOO000L 1, pak,

3Dk, Fix pack location:
0 SD¥ Fix pack locations

Interim Fix locations:
0 inkerim Fix locations

Install scripts:
0 scripk Files w

[ Help l [ < Back [ Einish %J [ Cancel

Figure 3-38 Installation Factory. Customized Installation Package preview.
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Generating the Customized Installation Package (CIP)

If you select to generate the customized installation package, the Installation wizard creates a
directory with all of the components. Installation Factory generates the CIP under the
Installation Factory directory on your workstation, in a directory called ifpackage. The default
path is C:\InstallationFactory\ifpackage.

If the build definition file or the directory exists, you are prompted to change the path.
When Installation Factory ends, the successful build panel appears (Figure 3-39 on page 77).

In this panel, you can see the path for the build definition file and the CIP. Press OK to exit the
wizard.
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@ Successful Build

- The build definition file was saved to
\!‘J) C:\InstallationFactory\builddefs\com.ibm.itso.wasg1_1.0.0.0.xml.
The customized installation package was generated successfully in the
following directory: C:\InstallationFactorylifpackage

Figure 3-39 Installation factory-Successful build

You can now copy the content of the C:\InstallationFactory\ifpackage directory to a CD/DVD
or IFS of your i5/0OS server. You are ready to install your CIP.

Installing a CIP in i5/0S

Installing a CIP is similar to the local silent installation that we described in “Local silent
installation” on page 51. One additional thing that you have to keep in mind is that there are
additional parameters in the response file that you might need to set specifically for the CIP
installation, for example, if you install your CIP on top of the existing WebSphere Application
Server installation, then you have to uncomment or set additional parameters. See comments
for the parameters in the response file.

3.9 Troubleshooting the WebSphere Application Server 6.1
installation

In this section, we describe how to troubleshoot the most common problems you can
encounter during your WebSphere Application Server V6.1 installation and the content of the
install log files.

3.9.1 Connection failed

If the message in Figure 3-40 appears, check that your hosts servers are started.

P

Error

6 Could not establish & connection ta the iSeries server.
Caonhection refused: connect

Le]

Figure 3-40 Connection refused window

If the hosts servers are started, verify that you can ping the System i server from your
workstation. Also, verify that a firewall or antivirus software is not blocking your installation
process.

If you cannot turn off your firewall or your antivirus software, or if you have a slow connection
to the System i server, we recommend that you use the local silent installation instead. See
3.4.2, “Silent installation” on page 48.
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3.9.2 Security issues

Remember that the i5/0S user ID you use for the installation:

» Must have *ALLOBJ and *SECADM special authorities
» Must be enabled
» The password must not have expired

If your installation user does not have the special authorities assigned, the window in
Figure 3-41 is displayed.

(3 IBM WebSphere Application Server V6.1.0.0 -Jotd

Prerequisite checking has failed. Failure messages follow:

Current user profile needs authorities: *ALLOBJ *SECADM

InstallShiald

Figure 3-41 Special authorities not granted window

If the password for the user ID expired, the message in Figure 3-42 is displayed.

Error

@ Could not establizh & connection ta the iSeries server.
Pazsword is expired.

E3

Figure 3-42 Password expired panel

If you specify an incorrect password, the installer shows a window that is similar to
Figure 3-43.

Error

@ Could not establizh & connection ta the iSeries server.

Paszwoard is incorrect.

Lo

Figure 3-43 Password incorrect panel
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3.9.3 Prerequisite check failed

During the installation process, the installer executes the system prerequisites check. In this
part of the installation, PTF levels and required licensed programs are checked. If any
prerequisites are not installed, an error message is displayed as shown in Figure 3-44, which
shows missing PTFs.

& 1BM WebSphere Application Server V6.1.0.0

MEX

System prerequisites check

Failed: Your operating system failed the prerequisites check.

Your aperating system is not atthe recommended level. You can continue
with the installation, but the installation might not succeed. See the
WiiehSphere Application Server detailed systern requirements Web pages for

Ea

72281
72281
72281
7228
72201
7220
72200
72281

ol La LM WL

IrstallEhizll

more information about supported operating systems.

# Detected YSR3MO, but the following operating system patches are
missing:
PTF:
PTF:
PTF:
FIAF
I
PTF:
PTF:
I

('t

3119902
3120105
3120108
3120116
3120122
3120132
3120367
3120706

(RIE T Rata ]

= Back ” [Jet = ’\Q ’ Cancel l
bt

Figure 3-44 Prerequisites failed

Remember that you need IBM Developer Kit for Java Version 5 (5722-JV1 option 7) to install

and run WebSphere Application Server.

In some cases (such a missing PTF), the installer allows you to continue, but this results in a
failed installation.

3.9.4 Silent install problems

Some of the most common problems when installing WebSphere Application Server V6.1

using the silent install mode are due to the following:

>

>

>

The installation script shows you a message that describes any errors. See Figure 3-45 on

You did not accept the license

The system does not have prerequisite PTFs installed

You did not specify user name and password when you chose to enable Administrative

Security

You did not specify the samplesPassword when you chose to install Sample Applications
with Administrative Security enabled

page 80 for an example of a failed silent install.
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QSH Command Entry

(Aug 22, 2006 10:57:44 AM), Process, com.installshield.wizardx.conditions.Pla

tformWizardBeanCondition, dbg.platform, condition platform: name="AIX"
versio n="." arch="." (Aug 22, 2006 10:57:44 AM), Process,
com.ibm.ws.install.ni.ismp.actions.ISMPW

arningDialogAction, wrn, INSTCONFFAILED : LICENSE_NOT_ACCEPTED : Accept the
license agreement in the response file before installing. Correct the
specification to proceed. (Aug 22, 2006 10:57:44 AM), Process,
com.ibm.ws.install.ni.ismp.actions.SetExitCodeAction, msgl, CWUPIOOOOI:
EXITCODE=1 (Aug 22, 2006 10:57:44 AM), Process,
com.ibm.ws.install.ni.ismp.actions.ISMPLogSuccessMessageAction, msgl,
INSTCONFFAILED

Wizard.getExitCode(): called after WizardServices is shutdown.

Wizard.getExitCode(): called after WizardServices is shutdown.

$

===>
F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-45 Silent Install error due to not accepting the product license

3.9.5 Miscellaneous problems

The following list contains some common problems for all types of installations:

» Qshell not properly installed. Missing /usr/bin links to utilities or not in PATH

» Unusual settings in the RSTOBJ command. The installation uses this command to restore

the native code for the product, for example:
OBJTYPE not equal *ALL

3.9.6 Where to find the logs

80

After installation completes, you can find logs in the following directory:
<was_install_root>/logs/install

The installer shows you the path of the logs after an installation failed (see Figure 3-46 on

page 81). In our example, we use the standard path installation for WebSphere Application
Server V6.1 Base.
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() IBM WebSphere Application Server V6.1.0.0 M=

Installation Results

Failed: The following product was not installed.

# [BM YWehSphere Application Server - Base -
IQIBMProdDatanebSphereiAppServerfi1/Base

Far mare infarmation, refer ta the following log file:

(I IQIBMIF‘rodDataJWehSphereIAppSeNeerIBaseIInginnstaIlIlog.@

Click Finigh to exit.

InstallEhizll

Figure 3-46 Installation failed

What is in the logs

There are several install-related log files that are in the <was_install_root>/logs/install/
directory:

log.txt The main installer log, which contains information about the type of
install, the user who is doing the install, the options specified, and the
progress of the install.

trace.txt A more readable form of the log.txt file with less details (see example
in Figure 3-47 on page 82). However, you can adjust the level of
details for a silent installation using the response file.

trace.xml The XML version of trace.txt, which you can view with third-party tools
like Chainsaw.

installconfig.log Contains the executions log of the configuration actions for the
installation.
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trace.txt - WordPad

=%

Pl SR M

File Edit Wiew Insert Format Help

By

2T CcoMm.lom.
at com.ibm.
at com.ibm.

5 more

2006.08
2006.08
2006.08
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at
at
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at
at

Caused by:
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Com.
com.ibm.w=s.install.ni.framework.config.ConfigFailedException:
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1
1
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ni.framework.config.NIFConfigPlugin.executeConfiguration (NIFCor
ni.framework.install.NIFPackageApplicationPlugin.runInstallConi

ni.
.framework.install .NIFPackageApplicationPlugin.execute (NIFPac

ni

ni.
ni.
ni.

Configuration action failed. Review the logs under /(
CWUPIOOQ13E: A configuration action failed. The failing
com.ibm.ws.install.ni.framework.NIFException: CWUPIOQO1:
framework.install.NIFPackagelApplicationPlugin. runInstallConi

framework.satellites.DeploySatellite=sPlugin.configureSatelli
framework.satellites.DeploySatellitesPlugin.execute (DeploySe
ismp.actions.InstallNIFPackage.execute (InstallNIFPackage. jas

installshield.wizard.RunnabhleWizardBeanContext.run (RunnableWNizardBeanContext. ]
CWUPIOO13E: A coni

at com.ibm.ws.install.ni.framework.config.I505LaunchConfigManagerPlugin. execute (I5051

at com.ibm.w=.
at com.ibm.w=.

in=stall.ni.framework.config.NIFConfigPlugin.executeConfiguration (NIFCor
install.ni.framework.install .NIFPackagelApplicationPlugin. runTnstallCont

5 more
2006.08.01 17:18:58.250 BST I Current install/uninstall process failed.
2006.08.01 17:18:58.265 BS5T I CWUPIOOOO0TI: EXITCODE=1
2006.08.01 17:18:58.265 BS5T I INSTCONFFAILED E
v
1 %]
< : 1 - | (*]
For Help, press F1 UM

Figure 3-47 Reviewing the trace.txt with Notepad

3.9.7 Recovering from a failed install

If your installation fails, and you need to reinstall the product, perform the following
procedures:

1. Try to run the uninstall command (see 3.10, “Uninstalling WebSphere Application Server”

on page 82). In almost all situations you should have the uninstaller: the installation
process lays down the uninstaller files first.

2. If the file /imp/Instalishield/cielnstall.lock exists, delete this file; otherwise, subsequent
installs will fail and indicate that an install is already in progress. Remember that only one
installation will run at a given time.

3. Delete the directories that are specified for installLocation and defaultProfileLocation
— rm -R <installLocation>
— rm -R <defaultProfileLocation>

4. Do not delete entries from the vpd.registry file.

3.10 Uninstalling WebSphere Application Server

In this section, we describe how to properly uninstall WebSphere Application Server V6.1

from your i5/0S system. You must use the uninstall script to remove the product from your

system:
1. Start a 5250 emulator session and sign on.
2. Start QShell with the STRQSH command.
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3. Go to the bin directory for your installation:
cd <install_directory>/bin/
Example:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin/
4. Execute the uninstall script. Figure 3-48 shows the result of a successfully uninstall.

QSH Command Entry

11NIFPackage, msgl, Uninstalling component: Tegal, percent complete: 99%

(Aug 15, 2006 10:48:16 AM), Process,
com.ibm.ws.install.ni.ismp.actions.InstalINIFPackage, msgl, Uninstalling
component: nif.componentmap.primary, percent complete: 100% (Aug 15, 2006
10:48:17 AM), Process,
com.ibm.ws.install.ni.ismp.actions.SettleNIFRegistryAction, msgl, Current
install/uninstallprocessissuccessful.Processtypeis:uninstall

(Aug 15, 2006 10:48:17 AM), Process,
com.ibm.ws.install.ni.ismp.actions.SetExitCodeAction, msgl, CWUPIOO000I:
EXITCODE=0

(Aug 15, 2006 10:48:17 AM), Process,com.ibm.ws.install.ni.ismp.actions.ISMPL

ogSuccessMessageAction, msgl, INSTCONFSUCCESS

Wizard.getExitCode(): called after WizardServices is shutdown.

Wizard.getExitCode(): called after WizardServices is shutdown.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 3-48 Uninstall of WebSphere Application Server is complete

5. Unlike multiplatform installations, profiles are not deleted by default. If you want to delete
all profiles, you must specify the removeProfilesOnUninstall parameter when you
uninstall, for example:

uninstall -OPT removeProfilesOnUnistall="true”

Restriction: The i5/0S command DLTLICPGM is no longer supported for WebSphere
Application Server V6.1.

6. Uninstall does not completely delete the product install directory; instead, it leaves the log
files in place. If you want to reuse the same location for a new installation, you must delete
the product directory using the rm -R <install_directory> command, for example:

rm -R /QIBM/ProdData/WebSphere/AppServer/V61/Base/

7. If you do not use the profile removal option, you can use the rm -R
<defaultProfileLocation> command to remove the user data directory after uninstall, for
example:

rm -R /QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/
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Day-to-day operations

In this chapter, we describe typical day-to-day operations that a WebSphere Application
Server administrator may expect to perform. We expand this topic in the following three
chapters where we cover Web server management, application management, and scripting.

The following list contains the day-to-day operations that we cover in this chapter:

4.2.1, “Starting IBM Web Administration for i5/0S” on page 89

4.2.6, “Accessing the WebSphere Administrative Console” on page 121
4.2.2, “Creating an application server profile” on page 92

4.2.7, “Listing the existing WebSphere profiles” on page 126

4.2.8, “Deleting an application server profile” on page 127

4.2.5, “Running QShell scripts from the profile’s home directory” on page 120
4.2.9, “Creating an application server cell” on page 134

4.2.3, “Starting an application server” on page 107

4.2.4, “Stopping an application server” on page 113

4.2.10, “Working with application server log files” on page 143

4.2.11, “Discovering TCP/IP ports assigned to the profile” on page 151
4.2.13, “Auto-starting WebSphere Application Server” on page 159

YVYVYYYVYVYVYVYVYVYYVYY
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4.1 Overview of the WebSphere profiles

A WebSphere profile is a set of files that define the runtime environment. A profile includes
configuration, application, log, and other files that in concert define how an application server
is configured and what applications are available on that server.

Starting from WebSphere Application Server V6.0, the profiles are created based on one of
the predefined templates. A template includes a specific set of configuration options that are
used during profile creation. Based on your goals, you select one of the templates during
profile creation.

Template definitions are located in the <WebSphere_install_root>/profileTemplates directory,
where <WebSphere_install_root> relates to the application server root catalog, specified
during the installation process. Each template is represented with a separate folder that, in its
turn, contains several subfolders. The number of templates depends on the WebSphere
Application Server edition.

You can create a WebSphere profile in i5/0S in several ways: some of them work across all
supported platforms, and some, like using IBM Web Administration for i5/0OS, are unique to
i5/0S. The manageprofiles script is supported on all platforms and is used to create and
manage a WebSphere profile. One of the script parameters, called -templatePath, is a path
to the location of the profile template directory. By changing this parameter, you control the
type of a WebSphere profile that is created. In the following sections, we provide more
information about all supported templates.

4.1.1 Types of profiles

86

In this section, we provide a description for each profile template that is shipped with
WebSphere Application Server. The product includes a variety of pre-configured templates,
although it is possible to create your own.

Attention: Some of the profile templates that we list in this section can only be created in
WebSphere Application Server Network Deployment Edition and are marked as such.

Default profile

A default profile template is shipped with the product. A profile is a set of configuration files
and installed applications that make up your WebSphere Application Server environment.

The default WebSphere Application Server profile template provides the necessary
configuration files for creating and managing a stand-alone application server. This profile
provides the services and resources that are required to deploy and run enterprise
applications on a single application server.

The name of the default WebSphere profile template is default. Specify default for the
-templatePath parameter to create this type of profile.

Tip: If you are new to WebSphere Application Server, we recommend that you start with
the default profile.

HTTP server profile template

The HTTP server profile template does not contain an application server, but rather contains
configuration and log files to configure a remote HTTP server topology. You can use an HTTP
server profile to facilitate the creation of Web server definitions in WebSphere Application
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Server. See 5.3, “Configuring a remote Web server with WebSphere Application Server” on
page 171 for creating a remote HTTP server environment.

Specify http for the -templatePath parameter to create this type of profile.

Deployment manager profile template (WebSphere Application Server
Network Deployment only)

The basic functions of the deployment manager are to manage a collection of the distributed
application servers for high availability, fail-over support, and distributed application
deployment. This profile contains the Network Deployment administrative console application
and the Network Deployment file transfer application. These applications enable the
distributed management of one or more WebSphere Application Server profiles, or nodes.

Specify dmgr for the -templatePath parameter to create this type of profile.

Custom profile template (WebSphere Application Server Network
Deployment only)

The basic function of this profile template, which belongs to a deployment manager cell, is to
act as a deployment manager proxy on every physical system that is part of the cell. A
custom profile does not have its own administrative console; instead, it is there to support
distributed deployment of multiple application servers. As a result, a custom profile does not
run any user application. It just enables the deployment manager to control a set of the
servers (part of the deployment manager cell) that run on that physical system. You may
create more than one custom profile on a system. Unless you have some special
requirements, we recommend that you use one custom profile per machine or partition.

Specify managed for the -templatePath parameter to create this type of profile.

Cell profile template (WebSphere Application Server Network
Deployment only)

The basic function of the cell profile is to create a complete deployment manager cell. As
such, the cell profile requires to perform multiple steps to create the entire cell configuration:
deployment manager, managed node (customer profile template), and application servers.
Later, you can create more application servers and managed nodes and add them to the cell.

4.1.2 Profile directory structure

The directory structure for the product has two major sets of files in the installation root
directory, as shown in Figure 4-1 on page 88.

Chapter 4. Day-to-day operations 87



I3 Z:\QIBM

QBack ML >

[# % Local Disk (C:)

[ ‘_'Gf; DVDCD-RW Drive (D:)
* - D on 'Skaner' (R:)

=# root on 'rchassd’ {T:)

[+

=

© File Edit View Favorites Tools Help

ir /--‘: Search ll Foldersé E\Y

! Address (£ 2:\QIBM

Folders X G\

@' Desktop =) ProdData
-5} My Documents F- T Access
=~ % My Computer B CA400

@

[=-{2) WebSphere
=) AppServer

) ve
/ = vel

-y
=) UserData
- J) Access
-2y CA400
[#-{7) DE2Extenders

- e
=] _’“ﬁ root on 'iSeries' {Z:) TS Llid;}elﬂn::ller = u;l '\"r'Eb-SDhSEI'E
& bin B3 xmitoolkit | . prv:rver
H0 dev [#{2) UserData oy
=) IQIBM =1
-3 include =3

#-2) locales

B was

-5 XML
- QMetWare
Figure 4-1 WebSphere Application Server directory structure-files associated with a profile are under
UserData

The core product files are shared product binary files that do not change unless you install a
refresh pack, a fix pack, or an interim fix. They are located in the ProdData subdirectory. We
use <WebSphere_install_root> to represent this directory. The default installation location for
the WebSphere Application Server Base product files is:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/

The <user_data_root> represents the location of all profiles configuration files. These files are
located under the UserData subtree. The default location for the WebSphere Application
Server Base user files is:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/

4.2 Day-to-day administration

Performing day-to-day WebSphere Application Server administration tasks is the main topic
of this chapter. We use start-to-finish examples that show you exactly how to perform the
most common administration tasks.

Some of the tasks are presented from two different perspectives: by using the IBM Web
Administration for i5/0S tool and also through using Qshell scripts. The method you choose
depends on your level of familiarity with WebSphere Application Server and your confidence
with using command-line tools versus interacting with a GUI. Its also worth pointing out that
most scripts that are used in Qshell are available across all WebSphere Application Server
platforms, whereas IBM Web Administration for i5/0OS is unique to the System i platform.
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4.2.1 Starting IBM Web Administration for i5/0S

IBM Web Administration for i5/OS combines forms, tools, and wizards to create a simplified
environment to set up and manage many different servers and server types on your System
i5™ server. IBM Web Administration for i5/0OS is a Web-based tool that allows you to work
with HTTP server instances, IBM WebSphere Application Server profiles, WebSphere Portal
instances, and so on.

In this section, we describe how to start IBM Web Administration for i5/0S, which by default
does not necessarily have to be started.

You can start IBM Web Administration for i5/OS by using one of the following two methods.
One method uses the i5/0S command line, where you can type the following command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

The other method is to use iSeries Navigator as explained in the following steps:

1. Start iSeries Navigator.

2. In the iSeries Navigator left panel, expand My Connections — <your i5 host> —
Network — Servers, and click TCP/IP.
3. From the list of servers that is displayed in the right panel, right-click HTTP
Administration, and select Start, as we show in Figure 4-2.
(@ iSeries Navigator E]@
File Edit View Help
b &) 2 minutes old
| Environment: My Connections | Rchasa0.rchland.ibm.com: TCR/IP
+ (Ii Management Central {(Rchasa0.rchland.ibm.com) | Server Mame Status Description fad
= w My Connections . ?EiSeries MNetServer Started iSeries Support for Windows Network Neighbo. ..
= I Rchass.ﬂ.rchland..lbm.com ?EINEI‘D Stopped Internet Daemon (INETD) Super Server
o % Bf's'io'jeram”s “TaEDRSQL Stopped Extended Dynamic Remote 5L
+ il Mana.gement . "o SNTP Stopped Simple Metwork Time Protocol Service
+ Configuration and Service =
£ Network fo QoS Stopped QoS Server
e TCR/TP Configuration f?ERADIUS.NHS Mone RADIUS.Network Access Server
e Remote Access Services ?E\MebFacmg Stopped WebFacing Server
= Servers _TESYstem Debug Stopped Graphical Debug Server
’ﬁE TCR/IP "o Management Central Started Management Central
iSeries Access “fnDLFM Stopped Datalink File Manager
DNS *f Virtual Private MNetworking Stopped WPM Connection Manager
ﬁ User-Defined ?ECIMOM Started CIM Object Manager
+ E IP Policies :ﬁEECC Stopped eCC
+ % Enterprise Identity Mapping ?EASFI’Dmcat Stopped ASFTomcat Basic Servlet and 5P Engine for t...
Internet %Triggered Cache Manager Stopped Triggered Cache Manager
+ Integrated Server Administration HaFmre Started FTP
+1 igh) Security “HaLrD Started LPD
+-§if® Users and Groups pop Stopped pOP
o e‘.} D.‘latabases %Remote Execution Stopped RExec
* F'E:’ Y “HTasmme Started SMTP
+1-\l Backup HeTEINET Startad TELMET Seryer
+ @ Application Development Tt e e = :
+ @ AFP Manager P rEE - e ppel Start  p .erver — ;
it Birectory-Server Started M Eirectory-Server-foriSeres{HEARy |
v
Start Instance  » -
Server Configuration tasks stopinstance T
il Add a connection !I Configure subsystems for server jobs onfigure system as Directory server
@ 1nstall additional components Create a new DNS Mame Server Server Jobs idminister directory server
ﬁ Configure system as DHCP server lelp for related tasks

Figure 4-2 Series Navigator - HTTP Administration TCP/IP job
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After HTTP Administration is started, the QHTTPSVR subsystem is active. Figure 4-3 shows
the jobs that are running in this subsystem.

Qhttpsvr - Rchas60.rchland.ibm.com E]@
File Edit View Help
5 0 minutes old

|Type: Al Subsystem: Qhttpsvr  Elapsed time: 00:03:00

Job Name Detailed Status Curmert User Type ‘ CPU % ‘ Fun Priority‘ Thread Count

Ghttpsvr Waiting for dequeue Qsys Subsystem 0.0 1]

& Admin Waiting for signal Qtmhhttp Batch - Server 0.0 25 1
& Admin Waiting for signal Qtmhhttp Batch immediate - Server 0.0 25 1
& Admin Waiting for Java program Qtmhhttp Batch - Server 5.5 25 34
& Admin Waiting for signal Qtmhhttp Batch immediate - Server 0.0 25 24
Q Admin Waiting for time interval Rafja Batch immediate - Server 0.0 25 1

For Help, press F1

Figure 4-3 QHTTPSVR jobs

The next step is to open the IBM Web Administration for i5/0S GUI:
1. Navigate to the following Web address:
http://hostname:2001/

In the Web address, hostname is the host name or IP address of the i5/0S server where
the HTTP server was started. Port 2001 is the default port for accessing IBM Web
Administration for i5/0S. To view what port is assigned to this interface on your system,
use the WRKSRVTBLE command and find the as-admin-http entry in the table.

2. The login window opens as shown in Figure 4-4. Type a valid i5/0OS user profile name and
password, and click OK.

Important: To be authorized to log into IBM Web Administration for i5/OS application,
the i5/0S user profile must have *IOSYSCFG special authority.

Connect to rchas60
i | -
o
HTTF Admin

User name: Lﬁ rafia |
Password: sessnne

Remember my password

[ OK H Cancel ]

Figure 4-4 IBM Web Administration for i5/0S login panel
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3. After a successful login, the i5/0S Tasks page is displayed, as shown in Figure 4-5. To
work with HTTP Server (powered by Apache) and the IBM WebSphere Application Server
profiles, click IBM Web Administration for i5/0S.

@ 15/05 Tasks - Microsoft Internet Explorer Q@
: File Edit Wew Favorites Tools Help 'f
Qﬁack i = ﬂ IE] (o) /7 ) search ‘:\’/ Favorites {‘? * e -
| Address |4E] https/ frchas60:2001/ ~ B
I i5/0S Tasks &
(00 1EM Comorstion 2000 FRCHAS D

-
%, | IBM Web Administration for i5/Q
i '» Configure HTTP servers, application server d deploy applications

’ iSeries Navigator URL Advisor
et Learn how to add 5/05 administration tasks into your web applications

| Digital Certificate Manager
Create, distr buts, and manage Digital Gertificates

~ =+ | IBM Directory Server for /0%
l’ #Adminizter the [BM Directory Server
IBM IPP Server for i5/08
== Configure the IBMIPP Server

g d Cryptegraphic Coprocessor
_’ - Configure the cryptoeraphic coprocessor

( i1/085 Web—Based Help Server
, Bdminizter the Web-based help zerver

Pelated task information @

Help
(Requires JavaScript)

S§] http: ffrchasa0: 200 1/HT TPAdmIn ‘J Local intranet
Figure 4-5 i5/08S Tasks page

Important: We recommend that you install the latest HTTP Server for i5/0S PTFs on
your system, prior to using IBM Web Administration for i5/0S. See the following Web
site for more information:

http://www-03.1bm.com/servers/eserver/iseries/software/http/services/service
.html#PTF

The IBM Web Administration for i5/0S start page displays, as shown in Figure 4-6 on
page 92.

Note: After you use IBM Web Administration for i5/OS for the first time, the state is
retained so you are not necessarily returned to the same window when you next use
IBM Web Administration for i5/0OS.
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Figure 4-6 IBM Web Administration for i5/0S start page

4.2.2 Creating an application server profile

The following example describes the process of creating an application server profile using
both Qshell (through the manageprofiles script) and IBM Web Administration for i5/0OS.

Creating an application server profile using the manageprofiles script

In this example, we describe a way to create an application server profile from a Qshell
environment using the manageprofiles script.

Table 4-1, “The manageprofiles parameters” on page 92 lists the parameters, along with a
brief description, and the values that we used when we invoke the manageprofiles script.

Table 4-1 The manageprofiles parameters

Parameter name | Sample value Description

-profileName WASSvr01 Specifies the name of the profile. Use a unique value
when you create a profile. Each profile that shares the
same set of product binaries must have a unique name.
The value for this parameter must not contain spaces or
characters that are not valid, such as *, ?, 7, <, >, ,, /,\,
[, and so on. The profile name that you choose must not
be in use.
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Parameter name | Sample value Description

-templatePath default Specifies the directory path to the template files. Within
the profileTemplates directory, there are various
directories that correspond to different profile types and
that vary with the type of product that is installed. The
profile directories are the paths that you indicate while
using the -templatePath option. You can specify profile
templates that lie outside of the installation root, if you
happen to have any.

For the predefined templates in i5/0S, you need to
specify the directory name only. You do not need to
specify the entire path. See 4.1.1, “Types of profiles” on
page 86 for more information.

-startingPort 53001 Specifies the starting port number for generating all
ports for the profile. Port values are assigned
sequentially from the -startingPort value.

Complete the following steps to create the application server profile:
1. Start a QShell session with the STRQSH command.
2. Change to the core binary product files location:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

Note: The default location of the core binary product files can change depending on the
application server edition, type, or custom settings. In our examples, we assume
WebSphere Application Server V6.1 Base is installed in the default location.

3. Run the manageprofiles script with the parameters specified in Table 4-1, “The
manageprofiles parameters” on page 92.

manageprofiles -create -profileName WASSvr0l -templatePath default
-startingPort 53001

Note: On i5/0S, you do not need to specify the -templatePath parameter if you are
creating a standalone application server profile, because -templatePath uses the default
profile template if no template is specified.

Example 4-1 shows the manageprofiles output messages.

Example 4-1 Creating of an application server profile

> manageprofiles -create -profileName WASSvrOl -templatePath default -startingPort
53001

INSTCONFSUCCESS: Success: Profile WASSvr0l now exists. Please consult
/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/WASSvr01/1ogs/AboutThisProfil
e.txt for more information about this profile.

$

===>

The command completed successfully and the profile was created based on the parameters
sent to the manageprofiles script. As the output of the manageprofiles script indicates, more
information about a profile can be found in the AboutThisProfile.txt file located in the
<app_server_name>/profiles/profile_name/logs directory.
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Example 4-2 is an example of the AboutThisProfile.txt file.

Example 4-2 AboutThisProfile.txt file content

************Beginning Of data**************

Application server environment to create: Application server
Location: /QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/WASSvr0l
Disk space required: 200 MB

Profile name: WASSvr0l

Make this profile the default: False

Node name: RCHAS60 WASSvro0l

Host name: RCHAS60.ITSO.IBM.COM

Enable administrative security (recommended): False
Administrative console port: 53002

Administrative console secure port: 53004

HTTP transport port: 53001

HTTPS transport port: 53003

Bootstrap port: 53005

SOAP connector port: 53006

Run application server as a service: False

Create a Web server definition: False
************End Of Data********************

After your application server profile is created successfully, it is ready to start and service
user requests.

Creating an application server profile using IBM Web Administration for
i5/0S

In this section, we describe how to create an application server profile using IBM Web
Administration for i5/0S. We recommend this method for users who want to create their
WebSphere Application Server environment quickly and for those who do not feel
comfortable using Qshell commands.

IBM Web Administration for i5/0S uses a wizard to obtain the required settings from you. It is
a good idea to be prepared for the questions in the wizard; therefore, Table 4-2 contains some
of the questions and typical responses you might enter.

Table 4-2 IBM Web Administration for i5/0S - wizard parameters

Parameter name Sample value Description
Application server V6.1 Base Depends on the WebSphere Application Server types and
type and location Default location | version you have installed. You can choose any of them.
HTTP server type A new instance You can:
» Create a new HTTP server instance that is associated
with WAS

» Use any of the existing HTTP servers
» Not define any HTTP server for this WebSphere

profile
Application server WASSvr01 The application server name.
name
HTTP server name HTTPSvrO1 The HTTP server name.
HTTP server port 53000 HTTP server port - in a production environment this is

usually port 80.
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Parameter name

Sample value

Description

Application server 53001 The range of the application server ports used.

ports range

Application to install | Stay with Business application to install that is delivered with the
defaults WebSphere Application Server product.

SSO identity tokens

Do not configure

There is a way to configure an identity token to support
SSL access for the applications that are installed in this
application server.

Complete the following steps to create an application server profile using IBM Web
Administration for i5/OS:

1. Open and login to IBM Web Administration for i5/0S, as described in 4.2.1, “Starting IBM
Web Administration for i5/0S” on page 89.

2. Click the IBM Web Administration for i5/0S link. A window similar to Figure 4-7 is

displayed.

3. Click the Create Application Server link to start the wizard that allows you to create an
application server profile, as shown in Figure 4-7.

& HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer [;]@
: File Edit View Favorites Tools Help f,'
Q- © W @ G| Pswan Joroms @ -5 -
{ address | &) http:frchas6: 200 1/HTTPAmIn N v B
IBM Web Administration for i5/0S
(ETELEN Advanced | Related Links
All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers
@ Running Server:| AppServil/AppServ0l -VE.1 Base b
w Common Tasks and Wizards AppServi1/AppServi] |
- 1, Manage WebSphere Application Server - V6.1.0.0 Base
e aar e e
J Create WebSphere Portal Profile: AppServ01  Server: AppServ01
A Create IBM Workplace \
Product install path: /QIBM/ProdData/WebSphere/A ppServer/\/§1/Base
b WAS Wizards
created by Rafja
¥ Server Properties
f.\ - _|| ] ﬁ oo
b Applications ¥
Create Additional Virtual Host Install New Application Create Data Source
b Resource Configuration The default virtual host "default_host” was  After creating the server and virtual host Then, define the resources the application
created for this application server. you can install your applications. server will use to access data for your
» Web Performance However, you can specify additional applications.
virtual hosts for more control over what
¥ Prablar Doterministion URI's can run which applications.
¥ Tools
Manage Virtual Hosts Manage Installed Applications Manage Data Sources
@ default_host @ DefaultApplication @ DefaultEJBTimerDataSource
th admin_hnat & e i Nafanlt Natasnures L
@;‘I javascript:selectitem("328996441", " /HTTPAdmin/Frame fexpress, taskCreateExp2/Frames”,parent. form, false); & \3 Local intranet

Figure 4-7 IBM Web Administration for i5/0S - Common Tasks and Wizards
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4. Review the welcome panel (Figure 4-8), and click Next.

@] HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer L—_JLQ_]W
: File Edit View Favorites Tools Help '1"
e Back - J |ﬂ @ \h;j j_q search “?:t( Favorites {3 EZ% - h;
&) hitp: frchasa: 200 1/HTTPAdmIn ["_l Go

IBM Web Administration for 15/0S
Setup WIEGELEM Advanced | Related Links

: Address

¢7  WebSphere

All Servers | HTTP Servers  Application Servers — ASF Tomcat Servers
@ Running Server:|AppSeer‘|prpSeer‘l -V6.1Base [V]
* Commeon Tasks and Wizards Create Application Server 2

J Create HTTP Server
J Create Application Server

O Migrate Original to Apache Welcome to the Create Application Server wizard. This wizard creates a new application server to run Web applications with dynamic
) Create WebSphere Portal content, updates vitual host information and Web server plugin configuration for an external HTTP server of your choice, and creates all
1 Create IBM Workplace necessary JOBC providers and datasources required for the Web applications you choose to install.

F WAS Wizards = \Virtual Hosts

Virtual hosts are the mechanism that route the URL regquest from the browser to the applications. Many application servers use one
¥ Server Properties virtual host to control the routing of requests. If you wish for more granular control, you can create more virtual hosts to route a paricular
URL to a specific application. A single virtual host can receive requests from one or more HTTP servers

F Applications

» Install Application

Applications must be installed onto the application server to be accessed by your custormners. The Install Application wizard will take your
» Web Performance Enterprise Archive (EAR) or Web Archive (WAR) file that contains the application and deploy the application on the server.

¥ Resource Configuration

| SR + Data Sources and JDBC Providers
» Tool Most applications need to access databases to retrieve and store data. JDBC providers and data sources are the vehicle to tell the
i server how to access the database, what database to access, and where the database is located.

g‘l http: ffrchas60: 2001 /Next (1] ‘Q Local intranet
Figure 4-8 IBM Web Administration for i5/0OS - Create the Application Server wizard

i5/0S allows for coexistence between different versions and editions of WebSphere
Application Server. The wizard detects all of the versions and editions you have installed
on your machine and shows them in the next page.
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5. Choose the appropriate WebSphere Application Server version, edition, and location, and
click Next (Figure 4-9).

@ HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer L:JLEUW
File Edit WView Favorites Tools Help :,’

Q- © ¥ @ @ P Seraos @ R 5 »
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WebSphere,
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w Common Tasks and Wizards Create App"cation Server
J Create HTTF Server
J Create Application Server
J Migrate Original to Apache

J Create WebSphere Portal Your system has maore than one version of WebSphere Application Server installed.
J Create IBM Workplace

Select WebSphere Application Server Version

Choose the type of application server to create
F WAS Wizards (V&1 Base WebSphere Application Server V6.1 Base, allows you to add a wide range of complex business logic to your Web

o application with a full function J2EE™! compliant application server.
¥ Server Properties V6.1 ND

() V6 1 Base WebSphere Application Server Version V6.1 Base can be installed in multiple locations on this system. Multiple ]

application servers can be created from each installation. The product install path for this instaliation
is /QIBM/ProdDaia/\WebSphere/AppServer/\/61/Base

» Applications O V6.1 Base

¥ Resource Configuration OVED
(O V5.1 Express

¥ Web Performance
¥ Problem Determination
» Tools

o)

g‘l http: ffrchas60: 2001 /Next ] ‘rj Local intranet
Figure 4-9 IBM Web Administration for i5/0S - Choosing a type of application server
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6. Type the name of the application server profile in the Application server name field. You
can also type a description in the Server description field. Click Next, as shown in

Figure 4-10.

&1 HTTP Server Administration on RCHASS0 - Microsoft i e S L;JLD_JW
i\ Ale Edit V¥iew Favorites Tools Help I!'
@Bndt - \_:) Iﬂ iﬁ T;j /(\' Search ‘-51'\?‘ Favorites @ i [:f:';’ :;; _]I
i Address | @] http:/rchase0:2001/HTTP Admin Fal> K

IBM Web Administiation for i5/05 ap WebSphere.

Advanced  Relaled Links

RIl Servers | HTTF Servers  Application Servers ~ ASF TomcatSeners
@ Running Server:| AppServD1/AppServl1-V61 Base [V_E

¥ Corman Tasks and Wizards Create WebSphere Application Server, V6.1 (base)
J Create HTTF Server
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal
J Create IBM Waorkplace

Specify Application Server Name

Specily aunique name for the application server. &

b WAS Wizards Application server name: \WASSvr01
¥ Server Properties Server description: created by Rafja
» Applications

¥ Resaurce Configuration
¥ Web Performance

b Problem Determination
¥ Tools

] http: irchass0: 200 1/Next % Local intranet
Figure 4-10 1IBM Web Administration for i5/0OS - Specifying the application server name

7. Figure 4-11 on page 99 allows you to make a decision about the HTTP Server you want to
associate with the new application server profile. Your choices are to:

— Create a new HTTP server instance
— Select an existing HTTP server instance
— Do not associate an external HTTP server with this application server

Leave the default selection that instructs the wizard to create a dedicated HTTP server
instance, and click Next as shown on Figure 4-11 on page 99.
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@ HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer L:..JL;UW
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IBM Web Administration for i5/0S
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<P WebSphere
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0 Create Application Server Select HTTF Server Type
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j gz:{z ‘Ilgl'e1b|ifﬂrr]lfrleaE:nal The application server may be associated with an external HTTP server. If selected, the wizard will set up the external HTTP server with the
4 P necessary information to route incoming URL requests to this application server.

hoose the HTTP sewertype:e
3 Create a new HTTP server (powered by Apache)
() Select an existing HTTP server (powered by Apache)

) Do not associate an external HTTP server with this application server

socf o |
:’é_‘l http: ffrchas60: 2001 Next \J Local intranet
Figure 4-11 IBM Web Administration for i5/0S - Choosing the HTTP server type

8. Next, specify the HTTP server instance parameters (see Figure 4-12 on page 100). Type
your HTTP server name in the HTTP Server name field. You can also specify a
description. In the bottom part of the window, you are asked to choose the IP address on
which your HTTP server instance will listen on. Consider this parameter, especially if your
i5/0S partition has multiple Ethernet lines or TCP/IP interfaces.

Choose an IP address or keep the default setting that allows the HTTP server instance to
listen on all of the IP addresses that are defined. The next parameter that you have to
provide is the port for the HTTP server instance, which is typically set to port 80 in
production environments.

Click Next, as shown on Figure 4-12 on page 100.
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@ HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer L,_J[_I;I_Jm
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<P WebSphere
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J Create HTTF Server
2 Create Application Server Create a new HTTP server (powered by Apache)

J Migrate Original to Apache

J Create WebSphere Portal ) ) .
2 Create IBM Workplace Anew HTTP server (powered by Apache) will be created and configured to be used by this application server. 9

HTTF server name:
HTTP server description: created by Rafja

Your HTTP server may listen for requests on a specific IP address or on all IP addresses of the system.

Onwhich IP address and TCP port would you like your HTTP server to listen?

IP address: AllIP addresses .
Part: 53000]

Note: Most browsers make requests to port 80 by default.

=i

@ http: ffrchas60: 2001 /Next - i g Local intranet
Figure 4-12 IBM Web Administration for i5/0S - Choosing the HTTP server name and port

9. On Figure 4-13 on page 101, specify the first port in the range that the application server
profile uses. By default, each application server profile requires 17 consecutive ports.
Specify the port value, and click Next.
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2 Create Application Server Specify Infemal Ports Used by the Application Server

J Migrate Original to Apache

J Create WebSphere Portal

21 Create IBM Workplace The application server uses several internal services such as internal HTTP transport service, Simple Object Access Protocol (SOAP)

senvice, name sernvice, and several other senvices to perform its processing. In order for these services to be configured, you must provide a
block of 15 consecutive ports that are currently notin use on your system. Specify the first TCP port number in the range and the wizard will
assign the ports that are to be used by each internal senvice. For example, if 10000 is entered as the first port in the range, then ports 10000
to 10014 will be configured

[First portin range: |53001 9]

==

:’é_‘l http: ffrchas60: 2001 /Next
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Figure 4-13 IBM Web Administration for i5/0S - Choosing application server’s ports range

10.In Figure 4-14 on page 102, choose any of the additional applications that are shipped
with the product that you want installed on your application server profile. By default, the
Query and Default Applications are installed. Stay with the default settings, and click Next.
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You may optionally install business and sample applications into this application server. Choose the applications you want to install and
d Create IBM Workplace the wizard will deploy them for you.

Selectwhich business applications to install:
Mote: Installing an IBM business application automatically installs the IBM Welcome Page application.

iem Telephone Directory - An online phone book, providing powerful search capabilities with an easy to use interface.

Diem Survey Creator - An online survey tool used to create, configure, and manage Web-based surveys

Select which sample applications to install:

v Query - Provides dynamic query service for EJB client applications. This service is accessible only to applications using EJB query langusz
Default Applications - A set of samples, including SnoopSenviet, that may be used to verify your application server is working.

O Sample Applications - A set of WebSphere sample applications, that demonstrate common application tasks.

3 | 2]
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Figure 4-14 IBM Web Administration for i5/0S - Choosing applications to install

11.When the wizard asks you to configure SSO Identity Tokens (Figure 4-15 on page 103),

which allow you to set up a Single Sign-On environment, do not configure SSO Identity
Tokens at this time. Click Next.
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Figure 4-15 IBM Web Administration for i5/0S- Setting up SSO identity tokens

In Figure 4-16 on page 104, the wizard asks you to review all the parameters of the
application server profile and HTTP server instance. The Application Server tab
summarizes the WebSphere Application Server profile parameters.
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12.Click the HTTP Server tab.
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Figure 4-16 IBM Web Administration for i5/0S - Application Server summary

13.The HTTP Server tab in Figure 4-17 on page 105 summarizes the HTTP server instance
parameters. After you confirm that all of the parameters are correct, click Finish.
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Figure 4-17 IBM Web Administration for i5/0S - HTTP Server summary

The process of creating the application server profile can take up to approximately 15
minutes, depending on the current load on your server as well as the configuration of your
hardware. Remember that from the i5/0S perspective the process is very IFS intensive.
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Figure 4-18 shows the stage where the application server profile is still being created.
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virtual hosts for more control over what
URI's can run which applications.

@ ‘jﬁ Local intranet
Figure 4-18 IBM Web Administration for i5/0S - Creating the application server profile

After the application server status is stopped (Figure 4-19 on page 107) it means that the
profile was created.
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Figure 4-19 IBM Web Administration for i5/0S - WebSphere Application Server profile created

In this section, we walked you through the complete process of creating the WebSphere
Application Server profile and creating the HTTP Server instance. Both servers were also
associated by the wizard to allow the HTTP Server to serve static Web content and redirect
dynamic requests to the application server.

4.2.3 Starting an application server
In this section, we describe two ways that you can start a WebSphere Application Server

profile.

Starting an application server using the Qshell environment

In this example, we describe how to start the application server from the Qshell command
line. The startServer command reads the configuration file for the specified application
server and starts the server.

Table 4-3 lists the parameter that is usually required to start the application server.

Table 4-3 The startServer parameters

Parameter name | Sample value Description

-profileName WASSvr01 Specifies the name of the profile to start and defines the
profile of the application server process in a multi-profile
installation.
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Complete the following steps to start the application server:
1. Start a 5250 emulator session and sign on.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 Base is installed in the default location.

4. Run the startServer script with the parameters that we specified in Table 4-3 on
page 107.

startServer -profileName WASSvr01

After the application server is started, you can see output messages in the Qshell session as
shown in Example 4-3.

Example 4-3 Starting the application server

> startServer -profileName WASSvr0l
CPC1221: Job 068195/QEJBSVR/WASSVRO1 submitted to job queue QWASJOBQ in
Tibrary QWAS61.
CWNATVOOI: Application server WASSvrOl in profile WASSvrOl has started and is
ready to accept connections on admin port 53002.

===>

The command finished successfully, and the application server is ready to serve deployed
applications.

The important message in Example 4-3 is the port on which the administration console is
listening. In this case, the administration console is ready to accept connections on port
53002.

Starting an application server using IBM Web Administration for i5/0S
In this section, we describe how to start the application server profile using IBM Web
Administration for i5/0S. We suggest this method for users who do not feel comfortable with
using Qshell commands.

Complete the following steps to start an application server profile using IBM Web
Administration for i5/0S:

1. Open and login to IBM Web Administration for i5/0S as described in 4.2.1, “Starting IBM
Web Administration for i5/0S” on page 89.

2. Click the IBM Web Administration for i5/0S link.
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3. IBM Web Administration for i5/0OS contains a set of tabs that allow you to work with
different subsets of information. Click the Manage tab, as shown in Figure 4-20, to
manage the servers that are running on your system.
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Figure 4-20 IBM Web Administration for i5/0S - Common Tasks and Wizards

4. Click the All Application Servers tab, as shown in Figure 4-21 on page 110.
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Figure 4-21 IBM Web Administration for i5/0S - List of application servers defined

5. Select the profile you want to work with, as shown in Figure 4-22. Click Start to start the
application server profile.
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Figure 4-22 IBM Web Administration for i5/0S - Starting the application server profile

110  WebSphere Application Server for i5/0S Handbook: Version 6.1



6. Before you start the application server profile, the wizard asks if you also want to start the
HTTP server instance associated with this application server profile.

Leave the default selection because the wizard starts both the application server profile
and the HTTP Server instance. Click Start as shown in Figure 4-23.
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Figure 4-23 IBM Web Administration for i5/0S - Choosing profiles to start

7. The amount of time that the application server profile takes to start depends on server
load, configuration, and so on. The current status of the process is visible in the
application server profile entry shown in Figure 4-24 on page 112. Click the Refresh
button periodically to check the current status of the startup process.
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Figure 4-24 IBM Web Administration for i5/0S - application server profile starting up

8. After the status is Running, click the application server‘s name as shown in Figure 4-25.
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Figure 4-25 IBM Web Administration for i5/08S - Application server profile link

112 WebSphere Application Server for i5/0S Handbook: Version 6.1



9. Figure 4-26 shows the WebSphere profile’s home page, which is a unique feature of the
implementation on the i5/0S operating system. Within this interface, you can perform the
most common administrative tasks, such as starting and stopping the profile, installing
applications, working with logs, and so on. We strongly encourage you to start with this
simplified console first.
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Figure 4-26 IBM Web Administration for i5/0S - embedded WebSphere administrative console

4.2.4 Stopping an application server

In this section, we describe two ways that you can stop a WebSphere Application Server
profile.

Stopping an application server using the Qshell environment

Here, we describe how to stop the application server from the Qshell command line. The
stopServer command reads the configuration files for the specified server process and does
not return control to the command line until the server completes the shut down process.

Table 4-4 on page 114 lists the parameter that is used to stop the application server.
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Table 4-4 The stopServer parameters

Parameter name | Sample value Description

-profileName WASSvrO1 Specifies the name of the profile to stop and defines the
profile of the application server process in a multi-profile
installation.

Complete the following steps to stop the application server:
1. Start a 5250 emulator session and sign on.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 Base is installed in the default location.

4. Run the stopServer script with the parameters that we specified in Table 4-4.

stopServer -profileName WASSvr0l

After the application server is stopped, you will see messages similar to those in Example 4-4
in the Qshell session.

Example 4-4 Stopping the application server process

> stopServer WASSvr0l -profileName WASSvrO1l
ADMUO116I: Tool information is being logged in file
/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/WASSvr01/1ogs
/WASSvr01/stopServer.log
ADMU0128I: Starting tool with the WASSvrOl profile
ADMU3100I: Reading configuration for server: WASSvrOl
ADMU3201I: Server stop request issued. Waiting for stop status.
ADMU4000I: Server WASSvrOl stop completed.

==>

The command finished successfully, and the application server process was stopped.

Stopping an application server using IBM Web Administration for i5/0S

In this section, we describe how to stop the application server profile using IBM Web
Administration for i5/0S. We suggest this method for users who do not feel comfortable with
using Qshell commands.

Complete the following steps to stop an application server profile using IBM Web
Administration for i5/0S:

1. Open and login to IBM Web Administration for i5/0S as described in 4.2.1, “Starting IBM
Web Administration for i5/0S” on page 89
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2. Click the IBM Web Administration for i5/0S link. You will see a window as shown in
Figure 4-27.

3. IBM Web Administration for i5/0OS contains a set of tabs that allows you to work with
different subsets of information. Click the Manage tab, as shown in Figure 4-27, to
manage the servers that are running on your system.

& ]HTTP Server Administration on RCHAS60 - Microsoft Internet Explorer L:_JLI;.IJW
: File Edit View Favorites Tools Help ",'

] . 2 = 0 i : i i

e Back - & |ﬂ @ f lj D Search S Favorites e} E,_r:z - -\% _J

 Address 48] http: /frchas0: 200 3/HTTPAdmIn v| [gd Go

IBM Web Administration for i5/0S

Setup Advanced | Related Links

All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

¥ Commeon Tasks and Wizards Manage All Servers [Itl
J Create HTTP Server

J Create Application Server
J Migrate Original to Apache AllHTTP Servers | | All Application Servers  All ASF Tomcat Servers
J Create WebSphere Portal

) S e Data current as of Aug 4, 2006 2:56:13 FM

Server o Version Status Address:Port Associated Application Server De:

> ADMIN Apache/2.052 @ Running *:2001 SYSINST, V6.0 Administration server L

O AJSP Apache/2.052 @ Stopped %8210 None )

() APACHEDFT Apache/2.0.52 @ Stopped %80 Maone IBM supplied sample HTTF

() AVNOIHTTP  Apache/2.052 @ Stopped *:55050 avn01, V6.1 Base

() HEATHERJ Apache/2.0.52 W Stopped 80 None hitp server associated with

() HITFBELS1  Apache/2.0.52 @ Stopped *51000 WASEDBels1, VE.0 HTTP server created bytheM
£ [ —_— | 2]

start|[ Stop |[Restart
Manage Details |Flets Rename

g‘l ‘fﬂ Local intranet

Figure 4-27 IBM Web Administration for i5/0S - Common Tasks and Wizards

4. IBM Web Administration for i5/0S allows you to work with HTTP servers, WebSphere
Application Server, and ASF Tomcat server. Click the All Application Servers tab as
shown in Figure 4-28 on page 116.
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Figure 4-28 IBM Web Administration for i5/0S - List of application servers defined

5. As shown in Figure 4-29 on page 117 the wizard shows all WebSphere profiles on the
system. Select the profile you want to work with. Click Stop to stop the application server
profile.
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Figure 4-29 IBM Web Administration for i5/0S - Stopping the application server profile

Before the application server profile is stopped, the wizard gives you the option of
stopping just the application server and stopping the HTTP server instance that is
associated with the application server profile, if it is running.
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6. Select whether to stop the HTTP server instance as shown in Figure 4-30. Click Stop.
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J Create WebSphere Portal
J Create IBM Workplace Selectthe iterns you wish to stop:
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WASSVr01AVASSYr01

The following HTTP servers on the local system are associated with this application server:

&=

|Issue the stop command for the selected server, |
i

@ http:frchass0: 2001/5top ‘3 Local intranet

Figure 4-30 IBM Web Administration for i5/0S - Choosing items to stop

The time required to stop the application server profile depends on the current server load,
among other factors. The current status of the process is visible in the application server
profile entry as shown in Figure 4-31 on page 119.
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7. Click the Refresh button periodically to get the latest status of the server stop process.
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Figure 4-31 IBM Web Administration for i5/0S - Stopping the application server profile

When the profile stops, you can see its status as Stopped, as shown in Figure 4-32 on
page 120.
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Figure 4-32 IBM Web Administration for i5/0S - Application server profile stopped

4.2.5 Running QShell scripts from the profile’s home directory

In addition to running the QShell scripts from the WebSphere core binary product directory,
you can run the same scripts from a profile’s home directory, for example, if we use the
default location for WebSphere Application Server Base user directory and the application
server called WASSvr01, the home directory for this application server is:

/qibm/userdata/websphere/appserver/v61/base/profiles/wassvr01/

The advantage of running the QShell script from the profile’s home directory is that you do not
need to specify the -profileName parameter. The value for this parameter defaults to the
profile from which home directory you are running a script. As an example, we start the
WASSvr01 profile from its home directory using the following two commands:

cd /qibm/userdata/websphere/appserver/v61l/base/profiles/wassvr0l/bin
startServer

But it is still possible to manage other profiles from this profile home directory. Just use the
-profileName parameter and specify other profile’s name, for example:

cd /qibm/userdata/websphere/appserver/v6l/base/profiles/wassvr01l/bin
startServer -profileName default
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4.2.6 Accessing the WebSphere Administrative Console

The WebSphere Administrative Console is the GUI interface for managing a WebSphere
Application Server. The WebSphere Administrative Console is implemented as a J2EE
application that runs within the server that it manages. Consequently, the server must be
running before you can use the WebSphere Administrative Console. In this section, we
provide instructions for accessing the WebSphere Administrative Console.

Accessing the WebSphere Administrative Console directly
Perform the following steps to access the WebSphere Administrative Console:

1. Open a Web browser.

Important: Enable cookies in the Web browser. We also recommend that you enable
JavaScript™ so that all of the features of the administrative console are available to
you.

2. Enter the administrative console URL.:
http://<your fully qualified server name>:<port number>/ibm/console
In the administrative console URL.:

— <your_fully_qualified_server_name> is the fully qualified host name for the machine
that contains the administrative server.

— <port_number> is the administrative console port number, which relates to the
WC_adminhost_port.

There are ways to determine the administrative console port if you are unsure. See 4.2.11,
“Discovering TCP/IP ports assigned to the profile” on page 151 or “Displaying TCP/IP
ports assigned to the profile using IBM Web Administration for i5/0S” on page 152.

The administrative console login window (Figure 4-33 on page 122) is displayed.
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Note: Aﬂ:r some time of inactivity, the system will log you out automatically and ask you to log in again.

@ Done
Figure 4-33 WebSphere Application Server console - Login window

0 Internet
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3. Log in to the administrative console, and click OK.

Enter your user name or user ID. After successful login, the administrative console is
displayed as shown in Figure 4-34. However, when the WebSphere security is turned off,
you can enter any name in the User ID field. This name is used to recognize changes
made by different users. There is no authentication check.
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| View: |A|I tasks vI Welcome
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Guided Activities

Integrated Soluticns Console, 6.1.0.0

Servers Integrated Solutions Console provides a common R !
administration console for multiple products. The Eu!ld ”‘-'”"be"l; b?620-14
[H Applications table lists the product suites that can be administered Build Date: 5/16/06
through this installation. Select a product suite to view
Resources maore infoermation. LICENSED MATERIALS PROPERTY OF IBM

5724-i63, 5724-H88, 5655-N01 (C)
Security Copyright International Business Machines el

Suite N Vi £ Corp. 2005, 2006
Environment oo ersio

WebSphere Application Server 6.1.0.0

System administration
Users and Groups
Meonitoring and Tuning
[H Troubleshooting
Service integration

uooI

@;‘] 8 Internet
Figure 4-34 WebSphere administrative console - Welcome window

Accessing the WebSphere administrative console using IBM Web
Administration for i5/0S

In this section, we describe how to access the WebSphere Administrative Console from IBM
Web Administration for i5/0OS.

Important: To work with IBM Web Administration for i5/OS, start the application first. See
4.2.1, “Starting IBM Web Administration for i5/OS” on page 89 for details about how to start
this application.

Perform the following steps to access the WebSphere administrative console using IBM Web
Administration for i5/0S:

1. Open and login to IBM Web Administration for i5/0OS as described in 4.2.1, “Starting IBM
Web Administration for i5/OS” on page 89.

2. Click the IBM Web Administration for i5/0S link. A window, Figure 4-35 on page 124, is
displayed.

3. Click the All Application Servers tab.
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Figure 4-35 IBM Web Administration for i5/0S - All HTTP Servers tab

4. Choose the application server profile you want to work with. Click the link, as shown in
Figure 4-36 on page 125.
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Figure 4-36 IBM Web Administration for i5/0S - All Application Servers tab

5. When the application server home page opens, click the Launch Administrative
Console link, as shown in Figure 4-37 on page 126.
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Figure 4-37 IBM Web Administration for i5/0S - Application Server’s details
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A new Web browser window opens, and the WebSphere Administrative Console is loaded
into it.

4.2.7 Listing the existing WebSphere profiles

This example shows you how to list the WebSphere profiles that are defined on the system.
To do this, you can take advantage of one of the most versatile commands - manageprofiles.
Complete the following steps to list the WebSphere profiles on the system:
1. Start a 5250 emulator session and sign on.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 Base is installed in the default location.

4. Run the manageprofiles script with the -1istProfiles parameter:
manageprofiles -TistProfiles

The command lists the existing profiles as shown in Example 4-5 on page 127.
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Example 4-5 The list of WebSphere profiles defined

> manageprofiles -1istProfiles
[default, AppSvr01l]

==>

The manageprofiles script allows you to list all of the WebSphere profiles that are defined
within the installed product’s scope, for instance, if you have several WebSphere Application
Server products installed in different IFS locations, you have to run the script separately for
each installation.

Another way to determine what profiles are defined is to examine the profileregistry.xml file.
This file is located under the UserData directory structure. For the default WebSphere
Application Server V6.1 Base location, profileregistry.xml is located in the
/QIBM/UserData/WebSphere/AppServer/V61/Base/profileRegistry directory.

Figure 4-38 is an example of the contents of the profileregistry.xml file.

<?xml version="1.0" encoding="UTF-8" 7>
- <profiles>

<profile isAReservationTicket="false" isDefault="true" name="default"
path="/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/default"
template="/QIBM/ProdData/WebSphere/AppServer/V61/Base/profileTemplates/default"
/>

<profile isAReservationTicket="false" isDefault="false" name="AppSrv0l"
path="/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/AppSrv0l"
template="/QIBM/ProdData/WebSphere/AppServer/V61/Base/profileTemplates/default"
/>

</profiles>

Figure 4-38 profileregistry.xml file contents

Each application server profile has a separate entry in the profileregistry.xml file. Each entry
consists of the <profile> tag and attributes that tell you various information about the profile,
such as the name of the profile, profile path, template path, and so on.

4.2.8 Deleting an application server profile

In this section, we show two ways that you can delete an application server profile: using
QShell script or IBM Web Administration for i5/OS.

Deleting an application server profile using manageprofiles

Here we describe how to delete an application server profile. The method we describe uses
the manageprofiles script. Deleting a profile does not delete the profile directory. If you plan to
reuse the same name later, you must manually delete the directory.

Table 4-5 contains the parameter that is required to delete an application server profile.

Table 4-5 manageprofiles parameters used when deleting an application server profile

Parameter name | Sample value Description

-profileName WASSvr01 Specifies the name of the profile to be deleted
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Complete the following steps to delete an application server profile:
1. Start a 5250 emulator session and sign on.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 Base is installed in the default location.

4. Stop the application server if it is running (see 4.2.4, “Stopping an application server’ on
page 113).

5. Run the manageprofiles script with the parameters we specified in Table 4-5 on page 127.
manageprofiles -delete -profileName WASSvrOl
Example 4-6 shows the messages that the manageprofiles script sends during the
deletion of an application server profile.

Example 4-6 Deleting of an application server profile

> manageprofiles -delete -profileName WASSvrOl
INSTCONFSUCCESS: Success: The profile no longer exists.

===>

The command finished successfully and the profile is no longer available.
6. Consider if you need to remove the profile’s directory.

Deleting an application server profile using IBM Web Administration for
i5/0S

In this section, we describe how to delete an application server profile using IBM Web
Administration for i5/0S. We suggest this method for users who do not feel comfortable with
using Qshell commands.

Complete the following steps to delete an application server profile using IBM Web
Administration for i5/0S:

1. Open and login to IBM Web Administration for i5/0S as we described in 4.2.1, “Starting
IBM Web Administration for i5/0S” on page 89

2. Click the IBM Web Administration for i5/0S link. A window similar to Figure 4-39 on
page 129 is displayed.
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3. IBM Web Administration for i5/0OS contains a set of tabs that allow you to work with
different subsets of information. Click the Manage tab, as shown in Figure 4-39, to
manage servers running on your system.
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Figure 4-39 1IBM Web Administration for i5/0OS - Manage All Servers tab

4. IBM Web Administration for i5/OS allows you to work with HTTP servers, application
servers, and ASF Tomcat servers. Click the All Application Servers tab as shown in
Figure 4-40 on page 130.
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Figure 4-40 IBM Web Administration for i5/0S - List of the application servers defined

5. The right side of the window shows a list of all of the application servers profiles that are
defined. Select the profile that you want to work with. Click Stop if the selected profile is
still running.
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6. When the profile is in the Stopped status, click Delete as shown in Figure 4-41.
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Figure 4-41 IBM Web Administration for i5/0S - Deleting the application server profile

7. Before you delete the application server profile, the wizard gives you the option of deleting
just the application server profile or also the HTTP server instance that is associated with

the application server profile. Select whether you want to also delete the HTTP server

instance, as shown in Figure 4-42 on page 132, and click Next.
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Figure 4-42 IBM Web Administration for i5/0S - Selecting whether to also delete the HTTP server instance

8. In Figure 4-43 on page 133, the wizard asks you to confirm the selection. Confirm you that

you selected the correct profile(s), and click Delete.
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Figure 4-43 IBM Web Administration for i5/0S - Confirming application server profile to delete

9. The amount of time that is required to delete the application server profile depends on
many factors, such as current server load, available memory in the pool, and so on. The
current status of the process is visible in the application server profile entry as shown in
Figure 4-44 on page 134. You can click Refresh to see the latest status.
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Figure 4-44 IBM Web Administration for i5/0S - Deleting application server profile status

After the application server profile is deleted, it is no longer visible in the list.

4.2.9 Creating an application server cell

Cells are logical groupings of one or more nodes in a WebSphere Application Server
distributed network. A node is a grouping of application servers that are running on one
machine or partition. You can have multiple Application Server Nodes on a single machine
depending on the configuration, as shown in Figure 4-45 on page 135.

A cell is a configuration concept, a way for administrators to logically associate nodes with
one another. Administrators define the nodes that make up a cell, according to the specific
criteria that makes sense in their organizational environments. A cell consists of a
deployment manager profile and one or more WebSphere profiles.
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Figure 4-45 shows multiple Application Server Nodes on a single machine.

Deployment
Manager

Application Application Application Application
Server Server Server Server
Application Server Node Application Server Node
Cell

Figure 4-45 Overview of a Cell

Deployment managers are administrative agents that provide a centralized management
view for all nodes in a cell. They also manage clusters and workload balancing of application
servers across one or more nodes. A deployment manager hosts the administrative console
for a cell. The Deployment Manager manages one or more nodes in a distributed topology
(cell). Each cell contains one deployment manager that communicates with the Node Agent
for configuration and operational management of the application servers within that node.
The Node Agent is purely an administrative agent and is not involved in application serving
functions. A Node Agent is created under the covers when you add (federate) a stand-alone
server to a Cell.

Important: For the creation of a cell, you must have WebSphere Application Server
Network Deployment V6.1 installed. You can create one or more deployment manager
profiles, one or more cell profiles, one or more WebSphere profiles, as well as any HTTP
server profiles that are required. WebSphere Application Server Base and Express
Editions cannot create the deployment manager or cell profiles that are required to create
a cell.

Creating an application server cell using manageprofiles

In this section, we describe the process of creating an application server cell using the Qshell
environment. We do not provide guidance on how to choose a topology for a cell because
there are many possible configurations that are suited to different purposes and
environments. Refer to Chapter 5 of the IBM Redbooks publication WebSphere Application
Server V6.1: Planning and Design, SG24-7305 for information about choosing a topology.

Configuring the deployment manager

When you install WebSphere Application Server Network Deployment V6.1, you have the
option of creating a Cell profile, which consists of a deployment manager profile and
application server profile on a single machine or partition. However it is also possible to
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create the deployment manager after installation or to create additional deployment manager
profiles by using the manageprofiles script.

Table 4-6 lists the parameters that we used to create a WebSphere Application Server
deployment manager profile.

Table 4-6 manageprofiles parameters used to create the Deployment Manager

Parameter name | Sample value Description

-profileName MyDmgr Specifies the name of the profile

-templatePath dmgr Specifies the directory path to the template files
-startingPort 20051 Specifies the starting port number for the profile

Complete the following steps to create the Deployment Manager:
1. Start a 5250 emulator session and sign on.
2. On the i5/0S command line, enter the Start Qshell (STRQSH) command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/ND/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 ND is installed in the default location.

4. Run the manageprofiles script with the parameters that we specified in Table 4-6.

manageprofiles -create -profileName MyDmgr -templatePath dmgr -startingPort
20051

Example 4-7 shows messages that the manageprofiles script sends while it creates the
Deployment Manager profile.

Example 4-7 manageprofiles output while creating a deployment manager profile

>manageprofiles -create -profileNameMyDmgr -templatePathdmgr -startingPort 20051

INSTCONFSUCCESS: Success: Profile MyDmgr now exists. Please consult
/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/MyDmgr/logs/AboutThisProfile.txt for
more information about this profile.

$

===>

The command finished successfully and the deployment manager profile was created.

The next step in setting up your WebSphere Application Server cell is to start the
Deployment Manager.

5. To start the Deployment Manager profile, type the startManager -profileName MyDmgr
command.

After the Deployment Manager is started, messages are displayed that are similar to
Example 4-8 in the Qshell session.

Example 4-8 Starting deployment manager profile

> startManager -profileName MyDmgr
CPC1221: Job 113212/QEJBSVR/MYDMGR submitted to job queue QWASJOBQ in
Tibrary QWAS61.
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CWNATVOOI: Application server MyDmgr in profile MyDmgr has started and is ready to

accept connections on admin port 20051.

$

As a result of using the startManger command, one job in the QWAS61 subsystem is

started. The name of the job is the same as the name of the Deployment Manager profile

(MyDmgr).

Important: The admin port for the WebSphere Application Server profile is shown in
the output for the startManger command. This port is required when you open the

WebSphere Administrative Console. As shown in Example 4-8 on page 136, the admin
port is 20051 in this case.

6. Start the deployment manager console. See “Accessing the WebSphere Administrative

Console directly” on page 121 for details about how to start the console.

Creating WebSphere profiles
To better demonstrate our WebSphere Application Server cell we create two WebSphere

profiles that are federated into the cell. The way the WebSphere profiles are created is similar
to the methods we previously described in 4.2.2, “Creating an application server profile” on

page 92.

Table 4-7 and Table 4-8 list parameters that we use to create each application server profile.

Table 4-7 Parameters used to create first application server profile

Parameter name

Sample value

Description

-profileName MyAppSvr01 Application servers profile name
-startingPort 20101 Starting port number for the profile
-templatePath default Directory path to the template files

Table 4-8 Parameters used to create second application server profile

Parameter name

Sample value

Description

-profileName MyAppSvr02 Application servers profile name
-startingPort 20201 Starting port number for the profile
-templatePath default Directory path to the template files

Complete the following steps to create the WebSphere profiles for the cell:

Note: You can create these and other profiles on the remote (in relation to the deployment

manager) machine or partition. In our example we create both profiles on the same

machine where we run the deployment manager.

1. Start a 5250 emulator session and sign on.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:

cd /QIBM/ProdData/WebSphere/AppServer/V61/ND/bin
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Note: The default location of the core binary product files can change depending on the
application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 ND is installed in the default location.

4. Run the manageprofiles script with the parameters that we listed in Table 4-7 on page 137
in order to create the first application server profile.

manageProfiles -create -profileName MyAppSvr0l -templatePath default
-startingPort 20101

5. Run the manageprofiles script with the parameters listed in Table 4-8 on page 137 in order
to create the second application server profile.

manageProfiles -create -profileName MyAppSvr02 -templatePath default
-startingPort 20201

Example 4-9 shows the manageprofiles script output messages after it created both of the
WebSphere profiles.

Example 4-9 Creating application servers profiles

>manageProfiles-create-profileNameMyAppSvr0l-templatePathdefault-startingPort20101
Attaching Java program to
/QIBM/ProdData/WebSphere/AppServer/V61/ND/profileTemplates/managed/1ib/managedResource. jar.
INSTCONFSUCCESS: Success: Profile MyAppSvr0Ol now exists. Please consult
/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/MyAppS
vr01/Togs/AboutThisProfile.txt formore information about this profile.
$
>manageProfiles-create-profileNameMyAppSvr02-templatePathdefault-startingPort20201
INSTCONFSUCCESS: Success: Profile MyAppSvr02 now exists. Please consult
/QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/MyAppS
vr02/Togs/AboutThisProfile.txt formore information about this profile.

$

===>

The command finished successfully and two new WebSphere profiles were created.

Federating WebSphere profiles into the cell

Federating (adding) application servers into a cell allows you to create a WebSphere cell with
all benefits of the WebSphere Application Server Network Deployment. After federating into a
cell, the servers are centrally administered from the Deployment Manager. Before adding
servers (nodes) to a cell, the Deployment Manager’s host name and SOAP port must be
known.

Before we proceed with federation, we check the Deployment Manager SOAP connector port
that the addNode script uses during federation. Complete the following steps to federate
MyAppSvr0o1 and MyAppSvr02 into the cell:

1. Start a 5250 emulation session to the machine where you run the Deployment Manager.
2. Start a QShell session with the STRQSH command.
3. Change to the core binary product files location:
cd /QIBM/ProdData/WebSphere/AppServer/V61/ND/bin
Note: The default location of the core binary product files can change depending on the

application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 ND is installed in the default location.
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4. Run the dspwasinst script with the Deployment Manager profile name as a parameter.
dspwasinst -profileName MyDmgr

Example 4-10 shows an extract of the dspwasinst output messages. The command in fact
displays more messages, however in this example we are interested only in the SOAP port
displayed in the output.

Example 4-10 Creating application servers profiles

> dspwasinst -profileName MyDmgr
DispTay WAS instance:
Instance name: MyDmgr
Profile path: /QIBM/UserData/WebSphere/AppServer/V61/ND/profiles/MyDmgr
Template path: /QIBM/ProdData/WebSphere/AppServer/V61/ND/profileTemplates/dmgr

Additional ports:
20059  CELL_DISCOVERY_ADDRESS port
20053  BOOTSTRAP_ADDRESS port
20054  SOAP_CONNECTOR_ADDRESS port
20058  ORB_LISTENER_ADDRESS port
20055  SAS_SSL_SERVERAUTH_LISTENER_ADDRESS port
20057  CSIV2_SSL _MUTUALAUTH_LISTENER_ADDRESS port
20056  CSIV2_SSL_SERVERAUTH_ LISTENER_ADDRESS port
20051  WC_adminhost port
20060  DCS_UNICAST_ADDRESS port
20052  WC_adminhost_secure port

§ ===

Look at the SOAP_CONNECTOR_ADDRESS port. In this example, the port value is
20054.

5. Run the addNode script twice to federate both WebSphere profiles to the cell.

addNode Tocalhost 20054 -profileName MyAppSvrl
addNode Tocalhost 20054 -profileName MyAppSvr2

If your application servers are on a remote machine to the dspwasinst machine, run the
addNode command on the machine where you run the application servers.

Attention: The first two parameters of the addNode script specify the host name and the
port number of the dspwasinst profile. In Example 4-11, both application servers and the
Deployment Manager reside on the same partition, which is why we were able to specify
localhost as the host name of the Deployment Manager; otherwise, you would have to
specify the host name of the Deployment Manager machine.

After both commands complete, the MyAppSvr01 node and MyAppSvr02 node are said to
be “federated into the cell”. Example 4-11 shows an extract of the messages logged by the
addNode command.

Example 4-11 AddNode command output messages

Starting tool with the MyAppSvr0l profile
ADMU0001I: Begin federation of node RCHAS60 MyAppSvr0l with Deployment Manager

at localhost:20054.
ADMUO009I: Successfully connected to Deployment Manager Server: localhost:20054
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ADMU20101:
ADMUO300T :
ADMUO3061:
ADMUO3041:

ADMU03071:
ADMUO305T1 :

ADMU99901 :
ADMUOO0O03I:

$

Stopping all server processes for node RCHAS60_MyAppSvro01l

The node RCHAS60 MyAppSvr0l was successfully added to the
MyDmgrNetwork cell.

Note:

Because -includeapps was not specified, applications installed on
the standalone node were not installed on the new cell.

You might want to:

Install applications onto the MyDmgrNetwork cell using wsadmin
$AdminApp or the Administrative Console.

Node RCHAS60_MyAppSvr0l has been successfully federated.

Both application servers’ profiles were successfully federated into the cell. The addNode
command creates and starts the Node Agent on the machine. The Node Agent is an essential
service that allows for communication between the Deployment Manager and each
application server in the cell.

Starting application servers from within the cell

By default both WebSphere profiles that were federated into the cell are stopped. The
process of starting a federated application server profile is different from starting a standalone
one. To start federated WebSphere profiles, instead of the startServer script, we use the
Deployment Manager administrative console.

Perform the following steps to start the federated WebSphere profiles:

1. Open the Deployment Manager Administrative Console.

Tip: See 4.2.6, “Accessing the WebSphere Administrative Console” on page 121 to learn
how to open the Deployment Manager Administrative Console.

2. Click System administration — Cell in the navigation tree on the left of the console, as
shown in Figure 4-46 on page 141. The work area, which occupies most of the console,
shows the cell view.

3. Click Local Topology to retrieve the architecture of the cell. Click the plus (+) icon to see
all of the components of your cell.

There are three nodes with the names similar to MyDmgrManager,

RCHAS60_MyAppSvr01 and RCHAS60_MyAppSvr02. The last two nodes relate to the
WebSphere profiles that serve user requests, which we created in the previous section.
Each of these profiles contains an application server process and Node Agent process.
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Figure 4-46 WebSphere Administrative Console - Welcome page

4. To start both WebSphere profiles, go to the navigation tree and click Servers —
Application servers as shown in Figure 4-47 on page 142.

5. In the work area, you can see the Application servers view. Select both application
servers, and click Start.
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Figure 4-47 WebSphere Administrative Console - Starting application servers

After the application servers are started, a window similar to Figure 4-48 on page 143 is
displayed.
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Figure 4-48 WebSphere Administrative Console - application servers started

We just went through the complete scenario of setting up a WebSphere Application Server
cell environment. To make the WebSphere Application Server cell environment more
functional, next we install applications into the cell. See Chapter 6, “Working with

applications” on page 201 for more information.

To configure your cell for high availability and fail-over support, read the IBM Redbooks
publication WebSphere Application Server for iSeries V6: Building Advanced Configurations,
SG24-6637.

4.2.10 Working with application server log files

WebSphere Application Server can write system messages to several general purpose logs,
including JVM, process, and IBM service logs, which you can examine as part of problem
determination.

The JVM logs are created by redirecting the System.out and System.err streams of the JVM
to independent log files. In addition, applications and other code can write to these streams
using the print() and printin() methods defined by the streams. Typically, the System.out log
monitors the health of the running application server. You can use the System.out log for
problem determination, but we recommend that you use the IBM Service log and the
advanced capabilities of the Log and Trace Analyzer instead. The System.err log contains
exception stack trace information that is useful when performing problem analysis.
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Because each application server is represented by one JVM, there is one set of JVM logs for
each application server and all of its applications. It is located in:
<profile_root>/logs/server_name

Assuming that our WebSphere Application Server V6.1 Base is installed in the default
location and assuming that our profile and server name is AppServ01, the log files are under
the following directory:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/AppServ01/logs/AppServ01/

During your day-to-day activities, most often you will monitor the health of the running
applications. From that perspective, the System.out log is the first place to look.

Examining System.out log file content

In this example, we demonstrate the simplest way to examine System.out log file content
through the WebSphere administrative console. Perform the following steps to view the
System.out log:

1. Open the WebSphere Administrative Console.

Tip: See 4.2.6, “Accessing the WebSphere Administrative Console” on page 121 to learn
how to open the WebSphere administrative console.

2. Click Troubleshooting as shown in Figure 4-49.

Integrated Solutions Console

Welcome rafja

Welcome

| View: |A|I tasks

welcome
Guided Activities
Servers
[H 2pplications
Resources
Security

Environment

Integrated Solutions Console provides a
commen administration conscle for multiple
products. The table lists the product suites that
can be administered through this installation.
Select a product suite to view more information.

Suite Name Version

WebSphere Application Server 6.1.0.0

Help Logout

E =
i

=

About this Integrated Solutions Console

Integrated Solutions Console, 6.1.0.0
Build Number: b0620.14
Build Date: 5/16/06

LICENSED MATERIALS PROPERTY OF IEM
5724-i63, 5724-H88, 5655-N01 (C)
Copyright International Business
Machines Corp. 2005, 2006

System administration

Users and Groups

[ Monitoring 2nd Tunin
I [ Troubleshaotipg l
Troubleshooting

Service integr:

uDDI

] | [¥]

€] Integrated Solutions Console - Microsoft Internet Explorer E]@
: File Edit View Favorites Tools Help :,'
OBack i D) \ﬂ \ELI _._‘J /.-\’ Search ‘s:( Favarites Q“? g~ = o

: Address @:} http: ffrchas60:53102/ibm/consolelogin.do V| Go ! Links i

‘3 Local intranet

@;‘] javascript:expandCollapse(197;

Figure 4-49 WebSphere Administrative Console - Welcome page
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3. Click Logs and Trace as shown in Figure 4-50.

&1 Integrated Solutions Console - Microsoft Internet Explorer
File Edit View Favorites Tools Help

@Bad{ T \9 Ia @ é psaardﬂ \iL\rFavormes @ Bv g}

i Address @ http://rchas60: 53102/ibm/conscle login.do

Integrated Solutions Console Welcome rafija Help | Logout
| View: |;\|I tasks M Welcome

Guided Activities

Servers Integrated Scolutions Console provides a common Integrated Solutions Console, 6.1.0.0
administration console for multiple products. The table lists B“!Id Number: b0620.14

Applications the product suites that can be administered through this Build Date: 5/16/08
installation. Select a product suite to view more information.

Resources LICENSED MATERIALS PROPERTY OF IEM

5724-i63, 5724-HB8, 3653-NO1 (C)
Copyright International Business Machines
Corp. 2005, 2006

Security

Suite Name Version

Environment WebSphere Application Server 6.1.0.0
System administration

Users and Groups

Menitaring and Tuning

E Troubleshooting

Configuratich_froblems
Class Loader Viewer
Configuration Validation

Diagnostic Provider

Runtime Messages

Service integration

uDDI

a http: ffrchas60:53102fibmfconsole jnavigatorCmd. do? forwardiame =Logsandtrace. content. main ‘& Local intranet

Figure 4-50 WebSphere Administrative Console - Log and Trace item
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4. Usually there is only one application server defined within the profile. Click it, as shown in
Figure 4-51. If you defined more than one application server, select the one you want to

work with.
@ Integrated Solutions Console - Microsoft Internet Explorer uL@_}m
File Edit View Favorites Tools Help ﬂ'

@Back = \_) Iﬂ @ \:] ﬁSearﬁ ‘;i‘(Favormes @3 [(;:v :‘\; gl

: Address

@ http: fjrchas60: 53102 /ibm/console login. do

Integrated Solutions Console Welcome rafia Help | Logout |

Cloze page

| View: | All tasks

Welcome
Guided Activities Logging and Tracing Field help
For field help infarmation.
Servers Use this page to specify how the server handles log records. You can select an application select a field label or list
7 server to enable or disable a system log for that server, specify where log data is stored, marker when the help
Applications =nd choose a format for log content. You can also specify a log detsil level for cursor sppears.
components and groups of components.
Resources b hel,
Preferences age help
Security — More infermation sbout
] thizs page
Enviranment
System administration Node 23 Wersion I3 Type 3
Users and Groups AppServDi RCHASG0_AppServ0l | Base 6.1.0.0 s=rvers l
Menitaring and Tuning E
B Troubleshooting
Logs and Trace
Caonfiguration Problems
Class Loader Viewer
Configuration Validation
Diagnostic Provider
Runtime Messages
Service integration
uDDI
@ http: ffrchas60:53102fibmfconsole fcom.ibm. ws. console. probdetermination. forwardCmd. do?forwardiame =Logsandtrace. content. list&conte ‘:J Local intranet

Figure 4-51 WebSphere Administrative Console - Application servers defined within the profile
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5. To work with the standard outputs streams, click JVM Logs as shown in Figure 4-52.

@ Integrated Solutions Console - Microsoft Internet Explorer L.__]ngm
File Edit View Favorites Tools Help %'

@Bad( hd -_J @ @ (h pSeardﬂ \i‘(Favonhes &3 B' :\g J

: Address @ http:/rchas60: 53102/bm/conscle login. do

Integrated Solutions Console Welcome rafia Help | Logout
| View: | All tasks [LI Legging and Tracing Close pags
wacame B O T ——

Guided Activities Logging and Tracing > AppServ01 Field help
For field help information.
Servers Use this page to select a system log to configure, or to specify a log detail level for select a field label or list
X components and groups of components. Use log levels to control which events are marker when the help
Applications processed by Java logging. p—,
e — General Properties
Page help
Security Diagnostic Trace More information sbout
this page
Enviranment VM Logs
oy
- . 3-og
System administration Eroces#woas
IEM Service Logs
Users and Groups
Change Leg Detail Levels
Menitaring and Tuning
B Troubleshooting
Logs and Trace
Configuration Problems
Class Loader Viewer
Configuration Validation
Diagnostic Provider
Runtime Messages
Service integration
uDDI
a http: ffrchas60:53102fibmfconsole fcom. ibm. ws. console. probdetermination. forwardCmd. do?forwardiame =JWMLog. config. view&resourcelri= ‘ﬂ Local intranet

Figure 4-52 WebSphere Administrative Console - JVM Logs item

After clicking JVM Logs, the Configuration tab appears. This tab allows you to customize
some of the log parameters.
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6. Click the Runtime tab (Figure 4-53).

@ Integrated Solutions Console - Microsoft Internet Explorer

File Edit View

@Back o J @ @ \(h pSearch \i‘(Favor\h&s {:‘3 B' C__\ﬁ

Favorites Tools Help
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System.out and System.err logs for 8 managed process. The VM logs are created by
redirecting the System.out and System.err streams of the JVM to independent log files.
The System.out log is used to monitor the health of the running application server. The
System.err log contains exception stack trace information that is used to perform problem
analysis. One set of JVM logs exists for each application server and all of its applications.
JVM logs are also created for the deployment manager and each node manager.
Changes on the Configuration panel apply when the server is restarted. Changes on the

Runtime panel apply immediately.
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System.out

Logs and Trace
# File Name:
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Configuration Validation
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O Time

uDDI
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[x

Cloze page
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More information sbout
thiz page

]

a http: ffrchas60:53102fibm/fconsole fivmLogDetail. do?EditAction =true &perspective =tab.runtime

‘d Local intranet

Figure 4-53 WebSphere Administrative Console - JVM logs configuration page

7. Click the View button, which is located next to the System.out stream as shown in

Figure 4-54 on page 149.
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Figure 4-54 WebSphere Administrative Console - Standard output files

The log file for the standard output stream is displayed in the work area as shown in
Figure 4-55 on page 150.
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Figure 4-55 WebSphere Administrative Console - Standard output log file content

‘J Local intranet

8. By default the administrative console shows you only the beginning of the log file. Each
time you want to retrieve any other range of log lines, you have to specify a range in the
Retrieve Lines input field, and click Refresh as shown in Figure 4-56 on page 151. You
also have to remember that the number of lines that you choose to retrieve impacts the
time required to transfer them from the server to the browser.

150  WebSphere Application Server for i5/0S Handbook: Version 6.1



&) Integrated Solutions Console - Microsoft Internet Explorer

=% ]

I File  Edit View

Qe - ©

Favorites

) . —~ 1 ;
ii] Ig _l\l / ! Search ‘:\:_:(Faunrihes é“? 2

Tools  Help -:,’

=

@:} http:/frchase0: 53102fibm/consolelogin.do

v‘Go

T —
Integrated Solutions Console  Welcome rafia Help | Logout | i:::
) Cloze page
View: | All tasks
Welcome Logging and Tracing h N

Guided Activities
Servers

Applications
Resources

Security

Environment

System administration
Users and Groups
Menitering and Tuning

Bl Traubleshaoting
Logs and Trace
Configuration Problems
Class Loader Viewsr
Cenfiguration Validation
Diagnestic Brovider
Runtime Messages

Service integration

upD1

Logging and Tracing > AppServil > Log File

Display the contents of the given file.

Total: 514, Filtered total: 8

Retneve Lines (=0, 250 600)
[252-260

Refrash ]

Log File

WebSphere Platform 6.1 [BASE 6.1.0.0 bO§20.141
Host Operating System is 05/400, version VSR4MO
Javs version = 1.5.0.03-_1% feb_z00&, Java Compiler = jitc_de, Java VM name = Classic UM

was_install.root = /QIEM/ProdData/WebSphere /AppServer/Vel/Base

user_install_root = /QIBM/UserData/WebSphere/AppServer/Vél/Base/profiles/AppServil

Javs Home = /QIBM/ProdData/Javad0o/jdkls
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Figure 4-56 WebSphere Administrative Console - Specifying lines to retrieve

In this section, we showed you how to work with log files from the administrative console.
There are other ways to work with logs (for example, at the i5/0S IFS level); however,
remember that the administrative console is a central interface for the administrator to deal
with application servers.

4.2.11 Discovering TCP/IP ports assigned to the profile

To perform many administrative tasks, you must know the TCP/IP parameters for your
application server. In this section, we provide instructions for identifying these parameters.

Using the Qshell environment to display TCP/IP ports
In this example, we describe how to determine which TCP/IP ports are assigned to the
particular application server profile. There is a dedicated command that allows you to list

various information about an application server profile. Included in the output is a section
about TCP/IP ports.

Complete the following steps to display the TCP/IP ports assigned to an application server
profile:

1. Start a 5250 emulator session and sign on.

2. Start a QShell session with the STRQSH command.

Change to the core binary product files location:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
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Note: The default location of the core binary product files can change depending on the
application server edition, type, or custom settings. In our examples, we assume that
WebSphere Application Server V6.1 Base is installed in the default location.

4. Run the dspwasinst script with the your profile name as a parameter as shown below

dspwasinst -profileName AppServ0l
Example 4-12 shows sample output from the dspwasinst command.

Example 4-12 Partial dspwasinst output information

> dspwasinst -profileName AppServ0l
Display WAS instance:

Virtual hosts:
default_host

*:53101
153103
:53116
153117

1443
admin_host
*:53102
*:53104

* % %k %

Additional ports:
53105 BOOTSTRAP_ADDRESS port
53106  SOAP_CONNECTOR_ADDRESS port
53107  SAS_SSL_SERVERAUTH_LISTENER_ADDRESS port
53108  CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS port
53109  CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS port
53102 WC_adminhost port
53101 WC_defaulthost port
53111  DCS_UNICAST_ADDRESS port
53104 WC_adminhost secure port
53103 WC defaulthost secure port
53116  SIP_DEFAULTHOST port
53117  SIP_DEFAULTHOST_SECURE port
53112  SIB_ENDPOINT_ADDRESS port
53113  SIB_ENDPOINT_SECURE_ADDRESS port
53114  SIB_MQ_ENDPOINT_ADDRESS port
53115  SIB_MQ_ENDPOINT_SECURE_ADDRESS port
53110  ORB_LISTENER_ADDRESS port

§ ===>

Displaying TCP/IP ports assigned to the profile using IBM Web
Administration for i5/0S

In this section, we describe how to find information about which TCP/IP ports are assigned to
an application server profile. We use the IBM Web Administration for i5/0OS method, which we
suggest for users who do not feel comfortable with using Qshell commands.
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Complete the following steps to view TCP/IP port information using IBM Web Administration
for i5/0S:

1. Open and login to IBM Web Administration for i5/0OS as we described in 4.2.1, “Starting
IBM Web Administration for i5/0S” on page 89.

2. Click the IBM Web Administration for i5/0S link. A window similar to Figure 4-57 is
displayed.

3. IBM Web Administration for i5/0OS contains a set of tabs that allow you to work with
different subsets of information. Click the Manage tab, as shown in Figure 4-57, to
manage the servers that are running on your system.

IBM Web Administration for i5/0S

Setur Advanced | Related Links

P WebSphere

Al Servers  HTTP Servers | Application Servers | ASF Tomcat Servers
w Common Tasks and Wizards Managg All Servers “]
d Create HTTP Senver
J Create Application Server
) Migrate Original to Apache AllHTTP Servers | All Application Servers  All ASF Tomcat Servers |
A Create WebSphere Portal
J Create [BM Workplace
' z Data current as of Aug 4, 2006 2:56:13 PM
Server o Version Status Address:Port Associated Application Server De:
) ADMIN Apache/2.0.52 @ Running *2001 SYSINST, V6.0 Administration server
O AISP Apache/2.0.52 @ Stopped %8210 Naone
() APACHEDFT Apache/2.0.52 @ Stopped *80 MNone IBM supplied sample HTTF
() AVNOIHTTP ~ Apache/2.0.52 @ Stopped *:55050 avn01, V5.1 Base
(O HEATHERJ Apache/2.0.52 W Stopped  *80 MNone hitp server associated with
© HI4EBELS1 Apache/2.0.52 W Stopped ™51000 WASE0Bels1, VB.O HTTP server created D‘ftneM
3 . | 2]
et
o St e
= ]
Manage Details Delete || Rename
@j ‘-:J Local intranet

Figure 4-57 IBM Web Administration for i5/0S - Common Tasks and Wizards

IBM Web Administration for i5/0OS allows you to work with HTTP servers, WebSphere
Application Server, and ASF Tomcat server.

4. Click the All Application Servers tab as shown on Figure 4-58 on page 154.
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IBM Web Administration for i5/0S

<P WebSphere,
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<] w >
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Figure 4-58 IBM Web Administration for i5/0S - Listing application servers defined

5. Figure 4-59 shows the list of all application servers profiles that are defined on the system.
Find the profile you want to work with, and click the profile name.

IBM Web Administration for i5/0S

¢7  WebSphere,
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Figure 4-59 IBM Web Administration for i5/0S - Application server entry
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6. Expand the Server Properties group on the left of the window, and click Server Ports
(Figure 4-60).

IBM Web Administration for i5/0S

Setup Advanced | Related Links

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers
@ Stopped Senver:| WASSv02/WASSw02 - V6.1 Base [~]

w Common Tasks and Wizards 2 WASSVrO2/WASSWr02
d Create HTTP Senver

J Create Application Server A -
21 Migrate Original to Apache Manage WebSphere Appllcatlon Server - V6.1.0.0 Base
2 Create WebSphere Portal FProfile: WASSvr02  Server: WASSvr02

J Create IBM Workplace i
Product install path: /QIBM/ProdData/WebSphere/AppServer/\/61/Base

E N AT aEEEE H R L E

w WAS Wizards
J Create Virtual Host
J Install Mew Application
J Create JDBC Provider — p—
J Create Data Source G R

created by Rafja

J Deploy IBM Teleph Direct
& DZEIEiIBM Si::y%:Zat:f = Create Additional Virtual Host Install New Application Create Data Source
The default vitual host "default_host” was ~ After creating the server and virtual host Then, define the resources the application
: created for this application server. you can install your applications. server will use to access data for your
= Server Properties . - . =
B Properties However, you can specify addmonal_\nrlual applications.
™ : | hosts for more control over what URI's can

run which applications.

ent Configuration  Profile: m erve m

b Applications
Manage Virtual Hosts Manage Installed Applications Manage Data Sources
'E;SUWCE S_i”ﬂ?k‘_'m“f” @ default_host € DefaultApplication @ DefaultEJBTimerDataSource
anage Virtual Hosts ] .
P [v] 9 admin_host (<] query ‘4 Default Datasource
2] .
‘3 Local intranet

@ javascript:selectitem{™-962118 106", "/HT TP Admin /Frame fexpress. propPorts Frames”,parent. form, false);

Figure 4-60 IBM Web Administration for i5/0S - Server properties submenu

Using the Server Ports section, get familiar with the TCP/IP ports that are assigned to the
particular WebSphere profiles. The window presents a table with port numbers and their

corresponding services as shown in Figure 4-61. You can also click the question mark to

get more information about the services that are running on the particular ports.
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Figure 4-61 IBM Web Administration for i5/0S - Server Ports page
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Attention: IBM Web Administration for i5/OS shows a subset of the ports, which are
usually the only ports you need to know about for day-to-day operations.

4.2.12 Working with virtual hosts

156

A virtual host is a configuration that enables a single host machine to resemble multiple host
machines. It consists of a host alias or aliases. Each alias is represented by a host name and
port number. If you specify an asterisk (*) as a host name, all of the host names and IP
addresses that the Web server can receive are mapped to that virtual host.

There are three virtual hosts defined during installation: default_host, admin_host and
proxy_host:

» The default host virtual host is intended for access to user applications, either through the
WebSphere built-in HTTP transport or through a Web server. At installation time, it is
configured as the default virtual host for the application server. It is configured to match
requests to ports 80, 9080, and 9443 for any host name.

» The admin_host virtual host is used to access the WebSphere administrative console. It is
configured to match requests to the secure ports 9090 (built-in HTTP transport) and 9043
(Web server) for any host name.

» The proxy_host virtual host includes default port definitions, ports 80 and 443, which are
typically initialized as part of the proxy server initialization. Use this proxy host as
appropriate with routing rules associated with the proxy server.

When you install an application, you associate a virtual host with each Web module in the
application. By associating a virtual host with a Web module, you create a rule for how this
module is accessed. Only those machines that are listed in the virtual host alias table can
access resources in that Web module. This configuration information is also copied to the
Web server plug-in configuration file, which is how the Web server knows what resources
(JSPs, servlets, and so on) are available in the associated application server. Any request to
a resource that is not listed in the plug-in configuration file returns a “not found” error.

Creating a virtual host

By default, default_host is associated with all user application requests. There are some
cases in which you create multiple virtual hosts, for example:

» Applications having conflicting URIs
» Support for extra ports, such as port 443 for SSL
» Keep clear independence of each virtual host for applications and servers

The configuration of a virtual host is applied to an entire cell. To create a new virtual host:

1. Start the WebSphere administrative console for the deployment manager. Refer to 4.2.6,
“Accessing the WebSphere Administrative Console” on page 121 if you are unsure how to
do this.

The procedure for creating a new virtual host is the same in stand-alone and deployment
manager servers.
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2. Select Environment — Virtual Hosts, and click New, as shown in Figure 4-62.
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Figure 4-62 Selecting to create a new Virtual Host

3. Enter a name for the Virtual Host, and click Apply, as shown in Figure 4-63.
4. Click Host Aliases in the Additional Properties pane, as shown in Figure 4-63.
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Figure 4-63 Entering the Virtual Host name
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5. Click New, and enter values for the Host Name and Port fields, as shown in Figure 4-64.
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6. Click OK, and click Save to store the changes, as shown in Figure 4-64.
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Figure 4-64 Entering the host alias hostname and port

The host aliases are not necessarily the same as the host name and port number of the
WebSphere Application Servers. They are the host names and port numbers that the Web
server plug-in is expecting to receive from the browser. The Web server plug-in sends the
request to the application server using the host name and port number in the transport setting
for that Web server. If the Web server is running on a separate machine from WebSphere,
the host aliases are for Web server machines.

Mapping HTTP requests to host aliases is case-sensitive and the match must be
alphabetically exact. Also, different port numbers are treated as different aliases, for example,
the request http://www.myhost.com/myservliet does not map to any of the following:

http://myhost/myserviet
http://www.myhost.com/MyServlet
http://www.myhost.com:9876/myserviet

If the Web server plug-in receives a request that does not match one of the virtual hosts, then
an HTTP error is returned to you.

You can use simple wild cards on the host aliases. You can use a ** for the host name, the
port, or both, which means that any request will match this rule. However, we do not
recommend that you use a wild card on a production server.
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Important: If you create, delete, or update virtual hosts, you need to regenerate the Web
server plug-in.

4.2.13 Auto-starting WebSphere Application Server

The WebSphere Application Server product runs in its own subsystem, QWAS61, which is
installed with the product. For each WebSphere Application Server profile, the number of jobs
that run in the QWAS61 subsystem depends on which product and which services you are
using.

The auto-start of the application servers can be divided into two actions:

» Automatically start the subsystem
» Modify the subsystem and corresponding objects

In this section, we concentrate on the task of configuring the QWAS61 subsystem in such a
way that after it is started, the application servers are also started.

Important: The default application server does not automatically start when the QWAS61
subsystem is started. When you use the startServer Qshell script to start your server, the
QWASB61 subsystem is started if it is not currently active.

Table 4-9 lists the parameters that we used in this example.

Table 4-9 The manageprofiles parameters

Parameter name Sample value Description

profileName MyAppSvr01 The name of the profile

serverName MyAppSvro1 The name of the server

mywaslib RAFJA The name of the library, where the copy of the job
description object is located

myjobd MyAppSvr01 The name of the job description duplicate object

Note: On i5/0S, by default the application server name is the same as the profile name.

Perform the following steps to configure the application server profile to start automatically
after the QWAS61 subsystem is started:

1. Make sure your user profile has authority to access the QWAS61/QWASJOBD job
description and QWAS61/QWAS61 subsystem description.

2. Create a duplicate of the job description that the WebSphere Application Server profiles
use. Issue the following command on the CL command line, where <mywaslib> is the
library name that contains the job description object, and <myserv> is the name of the job
description duplicate object:

CRTDUPOBJ 0BJ(QWASJOBD) FROMLIB(QWAS61) OBJTYPE(*JOBD) TOLIB(<mywaslib>)
NEWOBJ (<myjobd>)
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3. Use the CHGJOBD command to change the newly-created job description such that the
Request data or command (RQSDTA) field starts the new server, for instance, to start the
MyAppSvr01 profile’s application server (MyAppSvrO1) when the QWAS61 subsystem is
started, set the RQSDTA field by issuing the following command on the CL command line:

CHGJOBD JOBD (RAFJA/MYAPPSVRO1)

After you type this command, press F4. Figure 4-65 shows the results that you see.

Type choices, press Enter.

Job description
Library
Job queue
Library
Job priority (on JOBQ)
Qutput priority (on 0UTQ)
Print device
Qutput queue
Library
Text 'description'
descriptio
n 1

F3=Exit  F4=Prompt F5=Refresh
F13=How to use this display

> MYAPPSVRO1

Change Job Description (CHGJOBD)

Name

RAFJA Name, *LIBL, *CURLIB
QWASJOBQ Name, *SAME
QWAS61 Name, *LIBL, *CURLIB
5 1-9, *SAME
5 1-9, *SAME
*USRPRF Name, *SAME, *USRPRF...
QWASOUTQ Name, *SAME, *USRPRF, *DEV...
QWAS61 Name, *LIBL, *CURLIB

'WebSphere Application Server job

Bottom
F10=Additional parameters Fl12=Cancel

F24=More keys

Figure 4-65 Change Job Description panel

4. To change the Request Data parameter, you have to switch to Additional parameter
mode. Press F10, then PageDown. Figure 4-66 on page 161 is displayed.
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Change Job Description (CHGJOBD)

Type choices, press Enter.

Print text . . . . . . . . . .. *SYSVAL
Routing data . . . . . . . . .. '"QCMDI'!
Request data or command . . . . *NONE
Initial library Tist . . . . . . *SYSVAL Name, *SAME, *SYSVAL, *NONE
+ for more values
Initial ASP group . . . . . . . *NONE Name, *SAME, *NONE
Message logging:
Level . . . . . ... ..., 4 0-4, *SAME
Severity . . . . . . ... .. 00 0-99, *SAME
Text . . . o o o 0oL, *SECLVL *SAME, *MSG, *SECLVL, *NOLIST
Log CL program commands . . . . *NO *SAME, *NO, *YES
Job log output . . . . . . . .. *SYSVAL *SAME, *SYSVAL, *JOBLOGSVR...

More...
F3=Exit  F4=Prompt F5=Refresh  F12=Cancel F13=How to use this display
F24=More keys

Figure 4-66 Change Job Description panel - Additional parameters

Carefully enter the following in the Request data or command input field:

>QSYS/CALL PGM(QWAS61/QWASSTRSVR) PARM(®’-profilePath”’
*>?/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/MyAppSvr0l®® >’ -server?’’
**MyAppSvr01°°)°

5. Press Enter.
6. Add an autostart job entry to the QWAS61/QWAS61 subsystem.
Type the following command from the CL command line:
ADDAJE SBSD(QWAS61/QWAS61) JOB(MyAppSvr0l) JOBD(RAFJA/MyAppSvr01)
Tip: Optionally, configure the system such that the QWAS61 subsystem starts during

system startup. To enable automatic startup of the QWAS61 subsystem, add the following
line to the system startup program:

STRSBS QWAS61/QWAS61
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Working with HTTP servers In
WebSphere Application Server
environment

In this chapter, we focus on the support for Web servers and in particular IBM HTTP Server in
WebSphere Application Server V6.1. We arranged this chapter as a set of self-contained
examples that allow you to understand the configuration of the HTTP servers in different
WebSphere Application Server topologies.

Note: We use the terms “HTTP server” and “Web server” interchangeably.
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5.1 Overview of Web servers in a WebSphere Application
Server environment

164

A Web server can serve requests that do not require any dynamic content, for example,
HTML pages. However, when a request requires dynamic content, such as JavaServer
Pages (JSP) or servlet processing, it must be forwarded to WebSphere Application Server for
handling.

To forward a request, an HTTP server uses a Web server plug-in, which is included with the
WebSphere Application Server products. There is a separate version of a Web server plug-in
for each supported Web server and operating system. The plug-in uses an XML configuration
file to determine whether a request is handled by the Web server or an application server.
The plug-in supports HTTP or HTTPS to transmit the request.

When you configure a Web server with WebSphere Application Server, it is defined to the
WebSphere administration as a Web server node. Web server nodes can be managed or
unmanaged. Managed nodes have an additional agent called a node agent, which is running
on the Web server machine. This agent enables the Deployment Manager to administer the
Web server, for example, you can start or stop the Web server from the Deployment
Manager, generate the Web server plug-in configuration file, and automatically push it to the
Web server.

Unmanaged Web server nodes, as the name implies, are not managed by WebSphere
Application Server. When a Web server is installed on a separate machine from the
WebSphere machine, you must manually copy or FTP Web server plug-in configuration files
to the Web server. However, there is a special case for the IBM HTTP Server product and we
explain it in 5.3, “Configuring a remote Web server with WebSphere Application Server” on
page 171.

We describe a Web server configuration that is based on a chosen WebSphere topology.
Topology refers to what devices and servers are going to be used to set up a Web serving
environment—the physical layout of each server and the relationship between them. When
you select a topology, there are a number of criteria for you to consider; however, such
criteria are outside of the scope of this book. For a discussion on choosing a topology, see
Chapter 5 of the IBM Redbooks publication WebSphere Application Server V6.1: Planning
and Design, SG24-7305.

Although there are various criteria that ultimately influence your choice of topology, one
important consideration is whether the Web server is local or remote to the WebSphere
Application Server node.

Attention: If you are configuring a Web server on the same i5/0S server or logical
partition as your WebSphere Application Server (that is, the Web server is local), you do
not need to install the Web server plug-in.

However, if you are running your Web server on a different i5/0OS system or logical partition
to the application server (that is, the Web server is remote), you must install a Web server
plug-in for your Web server. If you are using a Web server on a non-i5/OS platform, the
plug-in installation and configuration are slightly different and we do not cover it in this
book. Refer to the documentation on installing Web server plug-ins for the platform that
you are using.

If you plan to use a local Web server with WebSphere Application Server, read on; otherwise,
if you want to configure WebSphere Application Server to use a Web server that is installed
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on a separate, remote i5/0OS server, you might want to skip to section 5.3, “Configuring a
remote Web server with WebSphere Application Server’ on page 171.

5.1.1 Local Web server topology (stand-alone server)

There are various architectures or topologies for a WebSphere Application Server
environment. In this section, we concentrate on a scenario where IBM System i platform fits
well. Figure 5-1 outlines the components and relationships in a basic single-server
architecture.

Machine A

Web Client HTTP Web Server

/ :
e

HTTP_ | Application

Application
data

Figure 5-1 Typical Web serving architecture using a local Web server

The topology consists of the following components:

» Web browser: acts as a Web client. In most cases, it is a thin client that sends HTTP
requests to the Web server.

» Web server: in the early ages of the internet, the Web (or HTTP) server was the key and
sometimes the only server in the whole environment. In our architecture, it has two main
tasks to perform:

— The first is to serve traditional static Web content, such as HTML pages, image files,
and so on.

— The second and most important, from our perspective, is to redirect some of the HTTP
requests to the application server.

In Figure 5-1, the Web server is labeled 1.

» Web server plug-in: a Web server serves static content; however, quite often it can also
serve dynamic content through application server plug-ins.To establish a communication
path between the Web server and the application server, you need a special program that
acts as “glue code” between these two components. In Figure 5-1, the plug-in is labeled 2.

» Application server: usually a J2EE-compliant application server, such as WebSphere
Application Server. In general, this component is responsible for serving dynamic content;
however, the capabilities of current application servers are more extensive than this. In
Figure 5-1, the application server is labeled 3.

» Application data: represents a database that the J2EE applications use, which runs inside
the application server. In this book, we use DB2 UDB for i5/0S, which is integrated with
i5/08S.

The main reason for putting the Web server, application server, and database components of
our architecture on the same physical server is the IBM System i ideology of integration.
From the ground up, System i is built for high performance and integrated computing. To that
end, DB2/UDB for i5/0S, WebSphere Application Server Express, and IBM HTTP Server
(based on Apache) are all included on the System i server, which means that all of the
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components that you need to set up a reliable application serving environment are already
included with i5/0S.

To make communication between the Web server and application server possible, both of
these components must be configured properly. In 5.2, “Configuring a local Web server with
WebSphere Application Server’ on page 167, we discuss the configuration that is required for
a stand-alone topology.

5.1.2 Remote Web server topology (stand-alone server)

Figure 5-2 illustrates the alternative location of the Web server, which is on a remote system.
You can isolate the remote Web server from the application server by using a firewall or other

methods.
wall
(optional)
Machine B Machine A
Web Client |, Web Server WebSphere
(browser) B “ .« Application
yd Server
4 ...f“
Plug-in [

Figure 5-2 Remote Web server topology using stand-alone application server node

Security is the primary reason for considering a topology with a remote Web server. Such a
configuration provides separate Web server and WebSphere interfaces to protect the
application servers from unauthorized access. Separation of the Web server from the
application server is often achieved using firewalls to create a secure dematerialized zone
(DMZ) surrounding the Web server. Isolating the Web server in a DMZ protects the
application logic and data by restricting the access from the public Web site to the servers
and databases where this valuable information is stored. However, it is not usually advisable
to run WebSphere Application Server in the DMZ because WebSphere Application Server
usually needs to access a database that is located on a private or isolated portion of the
network. For performance reasons, WebSphere Application Server should be “close” to the
data that the enterprise applications access.

Another possible motive for using a remote Web server is to remove resource contention. By
installing the Web server on a separate machine from WebSphere Application Server, a high
load of static requests (for example, for HTML pages or image files) does not affect the
resources available to WebSphere, such as processor, memory, and disk. Therefore,
WebSphere Application Server’s ability to service dynamic requests is not affected by
fluctuations in the number of static requests fulfilled by the remote Web server. The same
applies when the Web server serves dynamic content using other technologies, such as CGl
and so on.

In this scenario, the Web server plug-in must be installed on the remote Web server as a
separate step from WebSphere Application Server installation. See 5.3, “Configuring a
remote Web server with WebSphere Application Server” on page 171 for more information.
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5.2 Configuring a local Web server with WebSphere
Application Server

In this section, you can find detailed instructions on how to configure IBM HTTP Server for
i5/0S and WebSphere Application Server to work together in a stand-alone topology with a
local Web server, as we described in 5.1.1, “Local Web server topology (stand-alone server)
on page 165.

”

As a starting point, for this example we already created a Web server instance and a
WebSphere Application Server profile.

Before you can proceed, you must identify some of the initial configuration parameters that
the Web server and the application server will use. Table 5-1 lists HTTP Server parameters.
Table 5-2 summarizes the application server profile parameters.

Table 5-1 HTTP Server instance parameters

Parameter name | Sample value Description
Instance name HTTPO1 HTTP server instance name
Port 80 Port number the HTTP server listens on

Table 5-2 WebSphere Application Server profile parameters

Parameter name Sample value Description

Profile name App01 Application server profile name

Template path default Directory path to the template files

Admin port 20001 Starting port of the port block that this profile uses

In the following example, we use IBM Web Administration for i5/0S and the WebSphere
administrative console, which are our main administrative interfaces.

Complete the following steps to configure the local Web server to communicate with
WebSphere Application Server:

1. Open IBM Web Administration for i5/0S, and click the Manage tab and HTTP Servers
subtab.

2. Select the HTTP server instance you want to work with.

Note: See 4.2.1, “Starting IBM Web Administration for i5/0S” on page 89 for information
about how to start this application.

3. Click the WebSphere Application Server link, as shown in Figure 5-3 on page 168.

4. Select the WebSphere Application Server, V6.1 Base option, and choose the
application server profile you want associated with the current HTTP server instance.
There are two more menus present, which allow you to:

— Map all applications that are installed in the selected application server profile to the
current HTTP server instance.

— Choose to start the selected application server profile when ever the current HTTP
server instance is started.

5. Choose All applications to be mapped, leave the second menu set to No, and click OK.
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Figure 5-3 IBM Web Administration for i5/0S - associating application server with HTTP server

6. To verify that the association was performed correctly, click Tools — Display

Configuration File as shown in Figure 5-4 on page 169.

To associate the Web server and the application server, the wizard adds two more lines at
the beginning of the Web server configuration file. These two lines provide the Web server
with the location of the plug-in configuration XML file and the location of the plug-in

executable code.

The plug-in configuration XML file is located under the directory structure of the
application server profile. The plug-in code is a service program located in the WebSphere

Application Server library.
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Figure 5-4 IBM Web Administration for i5/0S - parameters added to HTTP server configuration file

7. Based on the parameters specified in step 6 (Figure 5-3 on page 168) the wizard sets up
the HTTP Server side as well as the application server side. On the application server
side, the wizard creates a Web server definition (Figure 5-5 on page 170) in the
WebSphere Administrative Console.

The Web server definition is an object that represents the Web server in the WebSphere
application server profile. The Web server definition allows for the remote administration
of the Web server from the administrative console.

Open the WebSphere Administrative Console as described in 4.2.6, “Accessing the
WebSphere Administrative Console” on page 121. Click Servers — Web servers, as
shown on Figure 5-5 on page 170. The Web server definition list is displayed. You can see
one entry that represents the Web server that is associated with the application server
profile.
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Figure 5-5 Administrative console - Web server definitions

8. Click the Web server definition entry (Figure 5-5) to work with the object’s configuration
parameters as shown in Figure 5-6 on page 171.

Note: Depending on the Web server instance name, the window can have one or two
tabs. If the Web server instance is in the running state, you will see an additional tab
called Runtime.

There are several configuration parameters displayed, such as:

— Web server name - logical name of the Web server.

— Type - the vendor of the Web server. The default value is IBM HTTP Server.
— Port - The port from which to ping the status of the Web server.

— Configuration file name - Specifies the location of the Web server instance
configuration file.

— Web server Instance name - Specifies the name of the Web server instance

The wizard creates the Web server name based on the HTTP server instance name and
adds the prefix. The prefix change depends on the Web server type. For IBM HTTP
Server, the prefix is IHS_, which combined with an instance name of HTTPO1, creates the
Web server name IHS_HTTPO1.
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Figure 5-6 Administrative console - Web server definition configuration

In this section, we described how to associate the Web server instance with an application
server profile. There are other ways to accomplish this, however IBM Web Administration for
i5/0S includes a wizard that creates such an association in a single step.

5.3 Configuring a remote Web server with WebSphere
Application Server

In this section, we describe the procedure for configuring WebSphere Application Server to
work with a Web server that is installed on a remote i5/0S machine (or logical partition) to
WebSphere Application Server.

Attention: If you are running your remote Web server on a platform other than i5/0S, read
the documentation about installing Web server plug-ins for the platform that you are using.
The steps in this section are applicable only to remote Web servers that are running on
i5/0S.
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Important: In this section, we assume that the WebSphere Application Server profile is a
stand-alone server that is not federated into a cell that is managed by WebSphere
Application Server Network Deployment. If you intend to federate the WebSphere
Application Server profile into a cell, federate the WebSphere Application Server profile
before you configure it to use a remote Web server. Any Web server definition that is
associated with the profile is lost upon federation.

The high-level steps that are required to configure a remote Web server instance to
communicate with WebSphere Application Server are (see Figure 5-7):

1. Install the plug-in on the remote Web server Machine B, which we discuss in 5.3.1,
“Installing the Web server plug-in on the remote Web server” on page 172.

2. Create a Web server instance on the remote Web server Machine B, which we discuss in
see 5.3.2, “Creating an instance of IBM HTTP Server for i5/0S” on page 177.

3. Create a special kind of a WebSphere profile called /zp profile, which we discuss in 5.3.3,
“Creating a non-default HTTP server profile” on page 180. This profile is different from the
WebSphere profile that is created on the application server Machine A.

4. Associate the Web server instance with the http profile, which we discuss in 5.3.4,
“Associating the Web server instance and Web server profile” on page 180.

5. Run a configuration script on the application server machine to update the WebSphere
Application Server repository, which we discuss in 5.3.5, “Creating a Web server definition
in the WebSphere profile” on page 181.

Step 2 can occur any time prior to step 4, although we performed the steps in the given order.
You must perform the other steps in the order listed.

Figure 5-7 illustrates the remote HTTP server configuration.

rewall Firewall

! Machine B ! Machine A Data tier, optional

Web Client Web Server i | |WebSpherel, -
S —1 : Application

(browser) : . :

: Plug-in |« —> Server —

= : Application

: data
<+«—  Internet Intranet —
; rchas61 ; rchas60

Figure 5-7 Remote HTTP server configuration

In the following sections, we assume that the remote Web server is an IBM HTTP Server for
i5/08S.

5.3.1 Installing the Web server plug-in on the remote Web server

172

With a remote Web server, you must install the plug-in on the remote Web server machine as
a separate step from WebSphere Application Server installation on the i5/OS. In our scenario,
WebSphere Application Server is installed on rchas60, but the Web server is on rchas6é1,
which is a second i5/0S V5R4 server. The Web server is an IBM HTTP Server for i5/0S,
which comes pre-installed on i5/0S.
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To install the plug-in on the remote Web server using the plug-in installation wizard, complete
the following steps on the remote Web server system:

1.
2.

Start a 5250 emulator session and sign on.

If TCP/IP is not started or if you do not know if TCP/IP is started, enter the Start TCP/IP
(STRTCP) command on the Control Language (CL) command line.

Verify that the host server jobs are started on your System i server. The host server jobs
allow the installation code to run on System i. On a CL command line, type:

STRHOSTSVR SERVER(*ALL)

4. Verify that your user profile has the *ALLOBJ and *SECADM special authorities by using
DSPUSRPRF <user_profile>.

5. Place the WebSphere Application Server Supplemental CD in the disc drive of your
workstation.

6. Run the launchpad.exe program, which is available in the root directory of the product disc
or the downloaded installation image.

7. Select Launch the installation wizard for Web server plug-ins, as shown in Figure 5-8.

The launch pad opens in the language of the local setting of the machine.

(4] WebSphere Application Server

U CURTLETCE Application Server

=%

TR
00000 '™
9000,

English

Welcome

Welcome to WebSphere Application Server
Installation Diagrams

IBM WebSphere Application Server, Version 6.1 15 an integrated platform that
contains an Application Server, Web development toals, a Web server, and
additional supporting software and documentation. This launchpad may serve as a
single point of reference for installing your Application Server environment.

WebSphere Application
Server Installation

Web Server plug-ins
Installation
We recommend viewing the installation diagrams for illustrations of common

Application Clients
Installation

Application Server Toolkit
Installation

IBM Update Installer for
WebSphere Software
Installation

IBM Installation Factory for
WebSphere Application
Server

Exit

application server environments. For full documentation visit the on-line
WebSphere Information Center.

To beagin, select an entry from the list below to initialize 3 product installation
wizard. Alternatively, select a product on the navigation list to left to read
descriptions of the products, and browse help documentation and support links
before starting an installation wizard.

B Wf_ehSphere Application Server
N Launch the installation wizard for WebSphere Application Server.

'uﬂ{_eb Server plug-ins
N Launch the installation wizard for web Server plug-ins.

d

Agplicatinn Clients
N Launch the installation wizard for Application Clients.

i

Agplication Server Toolkit
N Launch the installation wizard for the Application Server Toolkit.

-~ IBM Update Installer for WebSphere Software
N | sunch the installation wizard for IBM Update Installer for WebSphere el
Figure 5-8 Selecting the Web server plug-in installation wizard from the launch pad
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8. Enter your user profile, password, and the host name or IP address for the system on
which you are installing the plug-in, and then click OK, as shown in Figure 5-9.

IBM Common Install Engine for WebSphere Software, Version 6.1.0.0 for i5/05

Before beginning the install, please specify the login mformation
for the destination iSeries server.

MName or IP address: rchas61
Uzer name: rurnzbya
Password: FEEEE A

Ok, CANCEL

Figure 5-9 Specify the login information for the destination iSeries server

9. The Welcome page for the installer appears, as shown in Figure 5-10. Deselect the
Installation roadmap: overview and installation scenarios option, and click Next.

9 web server plug-ins for IBM WebSphere Application Server V6.1.0.0 g@

Welcome to wweb server plug-ins for IBM YWebhSphere Application Server VE.1. This
wizard installs Web server plug-ins for IEM YWehSphere Application ServerVE.1 on
yvour computer. Select an item from the following list to learn more about the
installation:

[]installation roadmap; Cverview and installation scenarios

[]Plug-ins section afthe Getting Started guide

Installing the plug-ins alsa installs the required level of GEKIt

Click Next to continue.,

InstalliEhizll

[ NEHM ’ Cancel

Figure 5-10 Plug-in install wizard Welcome panel
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10.0n the Software License Agreement panel, select | accept the terms in the license
agreement message, if you agree to the license agreement, and click Next to continue.

The wizard performs a prerequisites check on the remote i5/0S server where the plug-in
is to be installed. After a short time, the success window (Figure 5-11) is displayed.

9 Web server plug-ins for IBM WebSphere Application Server V6.1.0.0 g@

System prerequisites check
Passed: Your operating systern completed the prerequisites check successfully.
The installation wizard checks your system to determine whether a supported

operating system is installed and whether the operating system has the
appropriate service packs and patches.

Click Next to continue the installation.

InsiallShizld

= Back ” et = L\\gj l Cancel

Figure 5-11 Prerequisites check passed

11.If the operating system prerequisite check shows Passed, click Next. If the check shows
Failed, click Cancel. Install any PTFs that are needed for the plug-in, and then try to install
the Web server plug-in again.
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12.Next, you are prompted to select the Web server to configure. Select None, and click
Next, as shown in Figure 5-12.

&) Web server plug-ins for IBM WebSphere Application Server V6.1.0.0 g@

Selectthe Web sererto configure. All plug-in binaries are installed, but anly the
selected Wieh serverwill be configured.

(%) Mane

InstallShizll

= Back ” Next}!%J [ Cancel

Figure 5-12 Choosing the Web server to configure

13.The Installation directory panel (Figure 5-13) appears. Specify the directories to which to
install the plug-in and default profile (or keep the default location as we did). Click Next.

9 web server plug-ins for |IBM WebSphere Application Server V6.1.0.0 g@

Installation directory
Weh server plug-ins for IBM WebSphere Application Server, Wersion 6.1 will be
installed to the specified directory.

Specify a different directory or click Browse to select 3 different install location.

Product install lacation:
ralBwiPradDatariebhSphere/Pluginsivg iwebserver

Browse. .
Diefault profile install location:
BwiserDatateb SpheralPluginsiE 1 ivehsenmer

Browse. .

Fraduct Likirany:
AWASETC

InstallShizll

= Back ” [et = Q ’ Cancel

Figure 5-13 Choose install directory for plug-in and default profile

176 WebSphere Application Server for i5/0S Handbook: Version 6.1



14.0n the Installation Summary panel, verify that the settings are correct, and click Next.

The installation wizard copies the Web server plug-in files to your system and creates a
default Web server profile (called http) as a convenience and to act as the location for
putting key, certificate, or log files. This takes a few minutes to complete.

15.The installation results panel (Figure 5-14) appears indicating success. Click Finish to exit
the wizard.

9 web server plug-ins for IBM WebSphere Application Server V6.1.0.0 g@

Success: The following product was installed successfully.

# Wehb server plug-ins for IBMWehSphere Application Server -
IQIEMIProdDatadvebSphere/Fluginsive 1 iwebsemner

InsiallShizld

b

Figure 5-14 Web server plug-in successfully installed to remote System i server

In this section, you installed the Web server plug-in that is required by the remote Web
server.

5.3.2 Creating an instance of IBM HTTP Server for i5/0S

At this stage, although the IBM HTTP Server for i5/0S product is present on the remote Web
server machine (because it ships with i5/0S), there are no instances created. To create an
instance of IBM HTTP Server for i5/0S, perform the following steps on the remote Web
server machine (Machine B in Figure 5-7 on page 172):

1. Make sure that the “ADMIN HTTP server is up by issuing the following command at a CL
prompt:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN).

2. Connect to IBM Web Administration for i5/OS on the remote Web server system by
pointing a browser at the following URL:

http://<Remote_Web_server_hostname>:2001/HTTPAdmin

Important: Make sure you specify the host name of the remote Web server machine,
not the application server machine.
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3. In the left navigation pane, click Create HTTP Server, as shown in Figure 5-15.

1BM Web Administration for i5/0S

<P WebSphere.

Setup ed | Related Links
All Servers | HTTP Servers | Application Servers | ASF Tomcat Servers
w Common Tasks and VWizards &
(Creste HTTP Serer ) Manage All Servers
TEaE AppICE \'-. et
o Migrate Original - "7 0 "OTTP server, JTTP Servers | | All Application Servers | All ASF Tomcat Servers
J Create YWebSphersrormr
J Creste IBM Workplace
Data current as of May 29, 2007 5:44:38 PM. =
Server a Version Status Address:Port Associated Application Server Des
() ADMIN Apachei2 058 @ Running  *2001 SYSINST, VE.0 Administration server
O AdSP Apachei2.058 @ Stopped  *18210 Mone
{31 APACHEDFT Apachef2.0.58 @ Stopped ™80 Mone 1BM =supplied sample HTTF s
[
[( ] i1l Y
[Manage Details ] [Delete ][ Rename ]
e
i

Figure 5-15 Create an HTTP Server option in the IBM Web Administration for i5/0S

4. In the next window (Figure 5-16), type the name of your new HTTP server,
REMOTEHTTP, and a description. Click Next.

IBM Web Administration for i5/0S

Setup WIAENENEM Advanced | Related Links

P WebSphere.

All Servers  HTTF Servers | Application Servers | ASF Tormcat Senvers

w Common Tasks and Wizards

) Creste HTTP Server Create HTTP Server
J Create Application Server
J Migrate Criginal to &pache Welcome to the Create Mew HTTP Server wizard. This wizard helps vou set up and create a new HTTP server (powered by Apache).

J Creste YWebSphere Portal
J Creste IBM Workplace . .
'ou must name your new server. This name will be used later to manage the server.

What doyou want to name your new server?

Server narme: REMOTEHTTF

Server description: Femote Web serverto use with WAS

Click Next to continue or Cancel to leave at anytime.

Cancel

>

Figure 5-16 Enter the name of the Web server

5. Click Next to accept the default value for the server root.
6. Click Next to accept the default value for the document root.
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7. In the next window (Figure 5-17), choose All IP addresses from the IP Address menu,
and enter the port number for your HTTP server. We chose port 80. Click Next.

1BM Web Administration for i5/0S P WebSphere,

=il Manage & iced | Related Links

All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

w Common Tasks and Wizards

) Create HTTP Server Create HTTP Server
J Creste Application Server
J Migrate Original to Apache Your server may listen for requests on specific IP addresses oron all IP addresses ofthe system.

J Creste WehSphere Portal
J Creste [BM Workplace
Onwhich IP address and TCP portwould you like your new server ta listen?

IF address:

[

Part: a0

Note: Most browsers make requests to port 80 by default.

¥

Figure 5-17 Choose port for the Web server, and select to listen on all IPs for requests

8. Click Next to accept the default value for the access log.
9. Click Next to accept the default value for the time to keep the log file.
10.Figure 5-18 is the summary page. Review the configuration values, and click Finish.

IBM Web Administration for i5/0S

(NENGNCE Advanced | Related Links

P WebSphere.

All Servers | HTTF Servers | Application Servers | ASF Tomcat Servers

w Common Tasks and Wizards
J Create HTTP Server Create HTTP Server
J Creste Applicstion Server
o Migrate Original to Apache Server name: REMOTEHTTP
J Creste WehSphere Portal

1) Creste IBM Workplace Server description: Remote Yeh server to use with WAS

Server root: Twrwnifrermotehttp
Document root: Teenwiiremotehttprhidocs
IP address: AllIP addreszes

Port: a0

Log directory: Tevvewirernotehttpllogs
Access logfile: access_log

Error log file: errar_log

Log maintenance: 7 days

e

|Save all of the pending changes for this task.,

>

Figure 5-18 Summary window for Create HTTP Server
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The IBM HTTP Server for i5/0S instance is created and the Welcome page for the new
server opens.

At this stage we have a Web server instance that is ready to accept requests, but there is
no relationship or link between the Web server instance and the WebSphere profile on the
application server machine (Machine A in Figure 5-7 on page 172).

5.3.3 Creating a non-default HTTP server profile

To properly configure an association between a WebSphere profile and an HTTP Server
instance, you need to create a special type of the WebSphere profile, called http. This profile
does not provide a full set of WebSphere functions, so you cannot run it. The only purpose of
this profile is to support the remote Web server configuration.

Use the manageprofiles script in the <plugin_install_root>/bin directory, on the Web server
system for this purpose. By default this script is located in:
/QIBM/ProdData/WebSphere/Plugins/V61/webserver/bin

The command is manageprofiles -create -profileName <Web_server_instance_name>
-templatePath http.

Choosing the same WebSphere profile name as the HTTP Server instance name makes it
easier to know what WebSphere profile is associated with a specific HTTP Server instance.

In our case, we used the manageprofiles script to create a WebSphere profile called
REMOTEHTTP, which matches the Web server instance name.

5.3.4 Associating the Web server instance and Web server profile

180

We can now create an association between the HTTP server instance and the newly-created
WebSphere profile REMOTEHTTP. If you followed the guidance in 5.3.3, “Creating a
non-default HTTP server profile” on page 180, substitute the name of the WebSphere profile
that you created. To make the association, performing the following steps, which are also
illustrated in Figure 5-19 on page 181:

1. Access IBM Web Administration for i5/0S, and select Manage — HTTP Servers.
2. Select the relevant HTTP server from the Server menu, in our case it is REMOTEHTTP.

3. Click WebSphere Application Server, which is located at the bottom of the navigation
pane.

4. From the pull-down menu, select the Web server profile that you created. In our case, the
Web server profile is REMOTEHTTP.

5. Click OK to save changes and to make the association.
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[ Directory Handling
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Figure 5-19 Associating the HTTP Server instance and profile

5.3.5 Creating a Web server definition in the WebSphere profile

In the previous section, where you associated the remote HTTP server instance with your
WebSphere profile, IBM Web Administration for i5/0S created a script file called “under the
covers”. This script file contains commands for updating the WebSphere Application Server
profile on the application server (Machine A in Figure 5-7 on page 172) and for creating a
Web server definition in the WebSphere Application Server repository.

The next stage is to run the “under the covers” script on the WebSphere Application Server
system. You must copy this file from its current location to the /bin directory of your
WebSphere Application Server profile on the application server before you execute it. Use the
following steps to update the WebSphere Application Server configuration on the application
server system:

1. Map a network drive to the /root share of the remote Web server system. Alternatively,
you can use iSeries Navigator to copy this file.

2. Map a network drive to the /root share of the WebSphere Application Server system.
3. Copy the following file from the Web server system:

/QIBM/UserData/WebSphere/Plugins/V61l/webserver/profiles/<HTTP_profile name>/con
fig/IHS_<HTTP_instance_name>/configurelHS_<HTTP_instance_name>
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Copy the file previously mentioned to the WebSphere Application Server system in the
following location, where:

— <HTTP_profile_name> is the name of the WebSphere profile that you created in 5.3.3,
“Creating a non-default HTTP server profile” on page 180.

— <HTTP_instance_name> is the name of your HTTP Server instance that you created in
5.3.2, “Creating an instance of IBM HTTP Server for i5/0S” on page 177.

— <WAS_profile_name> is the name of the WebSphere profile on the application server
machine (Machine A in Figure 5-7 on page 172).

/QIBM/UserData/WebSphere/AppServer/V6.1/Base/profiles/<WAS profile name>/bin/
4. On the application server system, start a Qshell session with the STRQSH command.
5. Run the following command:

cd
/QIBM/UserData/WebSphere/AppServer/V6.1/Base/profiles/<WAS profile_name>/bin/

6. On the application server, check the status of your profile:
serverStatus -all -profileName <WAS profile name>
If your server status is STOPPED, start your profile:
startServer -profileName <WAS_profile_name>

7. On the application server, run the script:
configurelHS <HTTP_instance name>

8. After the script completes, connect to your application server profile’s administrative
console at:

http://<WAS_hostname>:<admin_port>/ibm/console

9. Expand Servers in the navigation pane, and click Web servers. You should see your
remote Web server instance in the list (see Figure 5-20 on page 183).

5.3.6 Propagating the plug-in configuration file to the Web server
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Your Web server plug-in configuration file is generated by the WebSphere profile. After this
file generates, copy it from the application server machine (Machine A in Figure 5-7 on

page 172) to the Web server machine (Machine B in Figure 5-7 on page 172), which you can
achieve in one of the several ways:

» If your Web server is an unmanaged node that is running IBM HTTP Server, WebSphere
Application Server supports remote administration of that node, similar to how it is done
for the managed node. In this case, you can use the WebSphere Administrative Console
to propagate the plug-in configuration file.

» If your Web server is an unmanaged node, then copy the plug-in configuration file
manually. Put the file in the location that is specified in the HTTP Server instance
configuration (see the first line in the HTTP Server configuration file, similar to Figure 5-4
on page 169). If you followed our instructions, the file should be copied to:

/QIBM/UserData/WebSphere/Plugins/V61/webserver/profiles/<HTTP_profile_name>/con
fig/IHS_<HTTP_instance_name>/

» If your Web server is a managed node, you can use the WebSphere Administrative
Console to propagate the plug-in configuration file.
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To propagate the plug-in configuration file to the remote Web server:
1. Login to the WebSphere Administrative Console on the application server.

2. If you have not previously configured the user ID and password for managing IBM HTTP
Server, do so now by referring to 5.7.1, “Preparing the Web server for remote
management” on page 194. If you have a firewall between the Web server and application
server machines, make sure to open port 2001 (IBM Web Administration for i5/0S port).

3. If your HTTP Server instance listens on a port other than 80, you need to add that port to
the alias table in the virtual host configuration. For the instructions, see 8.3.6, “Creating a
virtual host alias for the remote Web server” on page 256.

Expand Server —> Web servers.

Select the check box next to the name of your Web server (IHS_REMOTEHTTP in our
case), and click Generate Plug-in, as shown in Figure 5-20.

| W -

Web servers

Use thiz page ta view a list of the installed Wweb servers,

Preferences

( Generate Plug-in ) Propagate Plug-in Mew Delete Templates... Start Stop |

select | Marme 2 Web server Type O _ Mode o _ Werzion I _ Status Q
., IHS REMOTEHTTF IEM HTTP Server RCHASO? RCHLAND, IBM, COM-node | Mot applicable =3
Total 1

Figure 5-20 Generating a Web server plug-in configuration file

A plug-in generation success message is displayed in the WebSphere administrative
console, as shown in Figure 5-21.

B Messages

[} pLacooost: Plug-in configuration file =
fQIBM UzarData/WebSphere/AppServen’Vel/Base/profiles/avn0l/ configfcellsfr RCHASED_avnOlfnodes/RCHAS

[ pLgcoosz1: Flug-in configuration file generation is cornplete for the Web server RCHASED _awn0l, RCHASD

Web servers
Use this page to view a list of the installad Web sarvers,

FPreferences

| Mew Templates...
k| [
Flelezle
Select | Mame 2 Web server Type 2 _ Mode
D IHS REMOTEHTTF IEM HTTP Server RCHASOTF RCHLAMD, IB

Total 1

Figure 5-21 Plug-in regeneration complete
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6. Select the check box next to the name of your Web server (IHS_REMOTEHTTP in our
case), and click Propagate Plug-in, as shown in Figure 5-22.

Web servers RE

Web servers
Use this page to view a list of the installed Wweb servers,
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Generate Plug-in |( Propagate Plug-in b New Delate Templates.., Start Stop |

)6
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r

IHS REMOTEHTTF IBEM HTTF Server RCHASOZ ROHLANMD, IBM, COM-node | Mot applicable =+

Total 1

Figure 5-22 Propagating the plug-in configuration file to the Web server

A plug-in propagation success message is displayed in the WebSphere administrative
console, as shown in Figure 5-23.

Web servers - f N A W N |
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[ pLaconszl: The plug-in configuration file is propagated from
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to fQIBM/UserData/WebSphere/AppServer’Wel/ND/ profilesf avn0l/ configd/ IHS_AWMOLHT TR plugin-cfg. xml an
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| Mew Ternplates...
k| [
wllcales
Select  Mame 3 web server Type Mode 3
D IHS REMOTEHTTF IBEM HTTP Server RCHASDT RACHLAMD, IR

Total 1

Figure 5-23 Plug-in propagation to Web server complete

Next, you must restart the Web server instance to pick up the new plug-in configuration
file.

7. Login to IBM Web Administration for i5/0OS on your HTTP server system (Machine B in
Figure 5-7 on page 172.

8. Select Manage — HTTP Servers sub-tab.
9. Select your HTTP server name from the Server list (see Figure 5-24 on page 185).

10.If your HTTP server instance is running, restart it by clicking the Restart button, as shown
in Figure 5-24 on page 185. If it is not running, start it now by clicking the Start button.
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IBM Web Administration for i5/0S
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Figure 5-24 Restart the Web server instance

In addition, you can rely on the WebSphere profile to automatically regenerate and propagate
the Web server plug-in configuration file every time you make any changes in the WebSphere
profile configuration. This feature is applicable for a scenario where you can manage a Web

server from the WebSphere Administrative Console (see information at the beginning of this

section). It is enabled by default in the Plug-in properties panel for your Web server definition
(see Figure 5-25).

Web servers . N NE

Web servers > IHS REMOTEHTTFP > Plug-in properties

Use this page to configure a Web server plug-in. The plug-in passes HTTP requests from a Web server to WebSphere(R]
Application Servers.

Runtime Configuration

Plug-in properties Additional Properties

Eeguest and Response
D Ignore DNS failures during Web server startup Caching
Reguest Routing

# Refresh configuration interval K
Custom Properties

&0 seconds
Repository copy of Web server plug-in files:

# Plug-in configuration file name

plugin-cfg.xml View
Automatically generate the plug-in configuration file
Automatically propagate plug-in configuration file
# Plug-in key store file name
plugin-key.kdb

Manage keys and certificates

Copy to Web server key store directory |

Figure 5-25 Automatic plug-in configuration file management

In this section, we showed you how to configure WebSphere Application Server to use a
remote Web server on an unmanaged node. Such a configuration is typically employed
where the Web server and application server are separated by a firewall. Now, all that
remains is to test the configuration, as described in the next section.
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5.4 Verifying the Web server configuration

Whether the Web server is local or remote to the application server, you can verify that the
configuration is correct by accessing the Snoop servlet. To access the Snoop servlet:\

Type the following URL in a Web browser, assuming that the Web server is configured to
listen on the standard HTTP port of 80:

http://<Web_server_hostname>/snoop

You should see the Snoop servlet displayed as shown in Figure 5-26. If you get an error, there
may be a problem with the Web server configuration. Verify that you followed the configuration

steps correctly. You may also want to consult WebSphere Application Server V6: Web Server

Plug-in Problem Determination, REDP-4045.

Snoop Servlet - Request/Client Information

Requested URL:

http://rchas  rchland thm com/snoop

Servlet Name:

|Snoop Serviet

Request Information:

Request method IGET
Request URI /snoop
[Request protocol HTTP/11
Servlet path /snoop

Figure 5-26 Using the Snoop servlet to verify Web server configuration

5.5 Configuring additional Web server definitions

WebSphere Application Server allows you to configure more than one Web server to work
with an application server profile. This capability is present in WebSphere Application Server
Base and WebSphere Application Server Network Deployment editions. The Express edition
allows you to associate only one Web server instance with each application server profile.

186  WebSphere Application Server for i5/0S Handbook: Version 6.1



Adding additional Web servers to the WebSphere environment is identical to one of two
scenarios, which we described in this chapter:

» For local Web server scenario, see 5.2, “Configuring a local Web server with WebSphere
Application Server” on page 167.

» For remote Web server scenario, see 5.3, “Configuring a remote Web server with
WebSphere Application Server’ on page 171.

At the end, you should have more than one entry in the Web servers panel of the, as shown in
Figure 5-27.

Web servers A 7 -

Web servers
Use this page to view a list of the installed Web servers.

Preferences

Templates... | | | |
k| [
o
Select Name 2 Web server Type 7 _ Node % _ Version [ _ Status Q
[] |lus wrTPOL IBM HTTE Server RCHASE0_App01 Base 6.1.0.1 2
[ [] |ius HrTRIB IBM HTTE Server RCHASE0_AppO1 Base 6.1.0.1 e ]

Total 2

Figure 5-27 WebSphere administrative console - Web server definitions

Additionally, the WebSphere Administrative Console provides a wizard for manually adding a
new Web server definition. You can invoke this wizard by clicking the New button, as shown
in Figure 5-27. However, using IBM Web Administration for i5/0OS to either directly create a
definition or generate a script file is an easier way to add a new Web server definition, and we
recommend using IBM Web Administration for i5/0S.

5.6 Adding a Web server definition to a cell profile

In this section, we focus on the association between Web servers and application servers that
are federated into a cell profile. This next example is based on the cell profile we created in
4.2.9, “Creating an application server cell” on page 134. See that chapter for instructions on
creating the initial environment that we used in this section.

Complete the following steps to configure Web servers:

1. Open the WebSphere Deployment Manager Administrative Console. See “Accessing the
WebSphere Administrative Console directly” on page 121 to learn how to open the
deployment manager administrative console.

2. Select System administration — Cell — Local Topology tab.

Figure 5-28 on page 188 shows the cell topology that represents our example topology
that we created in 4.2.9, “Creating an application server cell” on page 134.

You can see there are two application servers: MyAppSvr01 and MyAppSvr02. Currently
there are no HTTP servers assigned to these application server profiles.

There is also the DefaultApplication application, which is installed on both application
servers in the cell.

Chapter 5. Working with HTTP servers in WebSphere Application Server environment 187



€] Integrated Solutions Console - Microsoft Internet Explorer

© File Edit View Favorites Tools

O= -0 KRG

Help

i Z Z
)| | Search \:'\'( Favarites Q“? v e J

E]@

iy

T}

@:I http:frchass0: 20051ibm/console login.do

W

Go

Integrated Solutions Console

Welcome rafja Help

Logout

| View: |A|I tasks

v||

welcome
Guided Activities
Servers
[H Applications
Resources
Security

Environment

Cell

Use this page to set the discovery protocol for an existing cell. A cell is a
configuration concept, a way for an administrator to logically associate nodes
according to whatever criteria make sense in the administrator's
organizational environment.

Configuration Local Topology

System administration
Cell

B MyDmagrietwork
E (@ nodes

ave Changes to Master Repository

Deployment manager

@ MyDmgrManager (ND 6.1.0.01
= @ RCHASE0 MyAppSwr0l (ND 6.1.0.01

l T }ooo =S

Clese page

Field halp

For field help information,
select = field label or list
marker when the help
cursor appears.

Page help
More information sbout this
cage

Nodes

[ servers ]

MyAppSvrOl
nodesgent

= @ RCHASE0 MyAppSvr02 (ND 6.1.0.01

Mode agents

Mode groups

Caonsole Preferences

servers
Users and Groups =
MyAppSvr02
Manitaring and Tuning nodeagent

E (& =pplications
™ isclits.sar
E [ Defsulttpplicaticn.sar.ear

Troubleshooting

Service integration

uDDI p=fz
] clusters
7 nodegroups
7 coregroups
&) & Local intranet

Figure 5-28 WebSphere administrative console - Local topology

3. Open IBM Web Administration for i5/OS and click the HTTP server instance that you want
to associate. In the example, the HTTP server instance name is HTTPO1, and it is located
on the same machine (partition) as the associated WebSphere profile.

Note: See 4.2.1, “Starting IBM Web Administration for i5/0S” on page 89 for information
about how to start IBM Web Administration for i5/OS.

4. Click the WebSphere Application Server link, as shown in Figure 5-3 on page 168.
Under the General tab of the WebSphere Application Server window, you can see a list of
application server products that are installed.

5. Select WebSphere Application Server, V6.1 ND, and choose the application server profile
that you want associated with the HTTP server instance. In this example, the WebSphere
Application Server profile name is MyAppSvro01.

6. There are two more menus present that allow you to map all applications to the new HTTP
server instance and to start the application server profile together with this HTTP server
instance.

Select All applications to be mapped, leave the next drop-down menu set to No, and
click OK. The wizard configures the Web server configuration files and creates a Web
server definition object in the WebSphere Application Server profile configuration.
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Figure 5-29 IBM Web Administration for i5/0S - WebSphere Application Server

7. Open IBM Web Administration for i5/0OS on the system where you run the second
WebSphere profile (MyAppSvr02 in our example). Click the HTTP server instance you
want to associate with the WebSphere profile. Following the previous steps, associate
HTTP server name HTTP02 with the second application server federated into the cell
MyAppSvr02.

Figure 5-30 on page 190 represents the association between the second HTTP server
and the application server profile.
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Figure 5-30 IBM Web Administration for i5/0S - WebSphere Application Server

As a result of both associations, the WebSphere Deployment Manager configuration was
updated with the new Web server definitions objects (Figure 5-31 on page 191). Each of
these two Web server definition object creates a pairing with an appropriate HTTP server

instance.

The first Web server definition entry with the name IHS_HTTPO1 represents the HTTPO1
Web server instance. The second entry with the name IHS_HTTPO2 represents the

HTTP02 Web server instance.
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8. One of the differences when you make an association between the Web server and the

Deployment Manager profile is that in the Deployment Manager you have to update virtual
host aliases manually.

In our example, the Web server instances listen on ports 90 and 91. Create a virtual host

alias for both of these ports under the default_host virtual host, as shown in Figure 5-32 on
page 192.
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Virtual Hosts > default host > Host Aliases

Use this page to edit, create, or delete a domain name system (DNS) alias by which the virtual host is known.
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Figure 5-32 WebSphere administrative console - Virtual hosts

9. Changes to virtual hosts require you to restart application servers. In the cell architecture,
you can restart servers from the Deployment Manager console. Expand Servers, and
click Application Servers. Select the check boxes next to the server names, and click
Stop. When the servers are stopped, select the check boxes again, and click Start, as
shown in Figure 5-33 on page 193.
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Figure 5-33 WebSphere administrative console - Application servers restart
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Figure 5-34 shows the updated cell topology after HTTP servers were associated with the
application server profiles.
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Figure 5-34 WebSphere administrative console - Local topology

As a final step to ensure that your cell with associated Web servers works fine, you can
request the snoop servlet (http:/<host_name>:<port>/snoop) from each of the Web servers.
In our case, we would request the snoop servlet on ports 90 and 91 to test HTTPO1 and
HTTPO2 respectively.

5.7 Managing IBM HTTP Server from the WebSphere
Administrative Console

The WebSphere Application Server V6.1 Administrative Console enhances functions that are
delivered in version five of the product. From the Web server perspective, there are new
wizards that allow you to automate some of the tasks. You can also administer the Web
server instance from within the WebSphere Administrative Console.

5.7.1 Preparing the Web server for remote management

194

In this topic, we outline how to set up the user name and password that are required for some
of the remote Web server administration tasks. Complete the following steps to configure
remote administration for a Web server:

1. For a stand alone WebSphere profile only, start the HTTP *ADMIN instance on the
machine (partition) where you run a Web server.
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2. Open the WebSphere administrative console, and click the Web server definition object
for the Web server instance you want to work with. Figure 5-5 on page 170 shows how to
navigate to the Web server definition window.

After you click the Web server definition object, you see a window similar to Figure 5-35.
Click Remote Web server management to set up the user name and password.

Web servers h. N ra

Web servers > IHS_HTTPOZ

Use this page to configure a2 Web server that provides HTTP and HTTPS support to application
servers.,
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Figure 5-35 WebSphere Administrative Console - Web server configuration

The Configuration tab allows you to specify a username and password, which are now
required to access the Web server instance resources (Figure 5-36 on page 196).

Note: To remotely manage Web servers in i5/0S, the specified i5/0S user profile must
have *ALLOBJ special authority.

3. Specify the username and password, and click OK.
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Use this page to configure the IBM{R) HTTF Server administration server for a Web server.
These properties are required for a2 Web server that is not installed on the same machine as
the wWebSphere(R) Application server.

Configuration

Remote Web server management

* Port
[2001

# Username
|raF_ia

#* Password

Appl','l % Rezet Cancel

Figure 5-36 WebSphere Administrative Console - Remote Web server management

4. Save the changes to the master configuration, as shown in Figure 5-37.

E Messages

&—Changes have been made to your local configuration. You can:
# Saye directly to the master configuration.

- @ changes before saving or discarding.

M The zerver may need to be restarted for these changes to
take effect.

Figure 5-37 WebSphere Administrative Console - Save configuration changes

After you update the username and password parameters into the master configuration, any
attempted access to the Web server resources is validated against these credentials.

5.7.2 Working with Web server configuration files from the WebSphere
Administrative Console

In the previous sections, we showed you how to work with the Web server configuration file
from IBM Web Administration for i5/OS. In this topic, we outline how to edit the Web server
configuration from the WebSphere Administrative Console:

1. In the WebSphere Administrative Console, click the Web server definition object, which
displays the window that we show in Figure 5-38 on page 197.

2. Click Edit to edit the Web server configuration file.
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Web servers wi=

Web servers > IHS_HTTPOZ

Use this page to configure a2 Web server that provides HTTP and HTTPS support to application
servers.

Configuration

General Properties

Additional Properties

Web server name

[1Hs_HTTPO3 | Log file
Configuration File

T'I"pe . 4

[1BM HTTE Server ~] Elugrin properties

Bemote Web server

Host name manasgement

|[RCHASED.RCHLAND.IEM.COM |

Custom properties
* Port

B |

* Web server installation location
[ vwaeHTTROZ |

* Configuration file name

[ v HTTPOZ/ conf/ httpd.conf | @]

Web server Instance Name

HTTPOZ

Platform Type
[os/400

|App|',r| [EI Rezet Czncel

Figure 5-38 WebSphere Administrative Console - editing the Web server configuration file

Figure 5-39 on page 198 shows sample content of the Web server configuration file. By
default, the file is located under the Web server instance directory.

Attention: Changes to the configuration file require you to restart the Web server instance.
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Web servers e

Web servers > IHS HTTPOZ > fwww/HTTPOZ/conf/httpd.conf

Use this page to view or modify the contents of the Web server configuration file.

Configuration file

WebSpherePluginConfig /QIBEM/UserData/WebSphere/AppServer/VE1/Base/profiles/AppD l:‘
3/config/cells/RCHASE0_App03/nodes/RCHASSD_App03/servers/IHS_HTTPO3/plugin-
cfg.xml
LoadModule was_ap20_module /QSYS.LIB/QWASS1A.LIB/QSVTAFP20.SRVPGM
# Configuration originally created by Create HTTF Server wizard on Mon Aug 21
15:17:45 CDT 2006
Listen *:80
DocumentR oot fwwan http03/htdocs
Options -ExecCGI -FollowSymLinks -SymLinksIfOvnerMatech -Incudes -IncdudesNoExec -
Indexes -MultivViews
LogFormat "%ch %l Sku %6t V'l %e=s Seb V'%e{Referer}il" \"%e{User-Agent}il""
combined
LogFormat "%e{Cookie}n V"%r\" %t" cookie
LogFormat "%e{User-agent}i" agent
LogFormat "Se{Referer}i - %eU" referer
LogFormat "%eh Sel Sou Set Y"%r\" Se>s S%b" common
CustomlLog legs/access_log combined
LogMaint logs/access_log 7 0
LogMaint logs/error_log 7 0
SetEnvIf "User-Agent” "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "IDK/1%.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 44.0" Force-re;ponae-l:l:l
SetEnvIf "User-Agent" "MSIE 44.0b2;" nokeespalive
SetEnvIf "User-Agent" "MSIE 4.0b2;" force-response-1.0
<Directory /=

Order Deny. Allow

Deny From all
</Directory=

Order Allow,Deny
Allow From all
</Directory>

Appl','l ﬂ Resetl Czncel |

Figure 5-39 WebSphere administrative console - Web server configuration file

You could edit the Web server configuration file manually, for instance, to add parameters to
allow the Web server to locate the plug-in module and configuration files. Click Apply or OK
to save any configuration file changes.

5.7.3 Working with Web server log files

198

Working with the Web server log files is a day-to-day administration task. There are various
ways to work with the log files. You can access them directly from the i5/0S command line,
QShell, or IBM Web Administration for i5/0S. In this section, we demonstrate how to work
with the HTTP server instance log files from the WebSphere Administrative Console.
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1. Figure 5-40 shows the Web server definition configuration page. Click Log file.

Web servers v=

Web servers > THS_HTTPO3

Use this page to configure @ Web server that provides HTTP and HTTRPS support to application servers.

Runtime Configuration |

General Properties

Additional Properties

Web server name

[1HS_HTTEOSZ | Log file
Configuration File

Type . .

[ 1BM HTTP Sarver [v] Plug-in properties

Remuote Web sarver management

Host name

[RCHAS60.RCHLAND.IBM.COM | Custom properties
* Port
E

* Web server installation location
[ v HTTROZ

* Cenfiguration file name
[¢ won HTTPO3/ conf/hitpd.canf Edit

Web server Instance Name
HTTPO3

Blatform Type
|os/a00

Apply | OK| | Reset Cancel

Figure 5-40 WebSphere Administrative Console - Web server login management

There are two tabs under the Log file window. On the Configuration tab (Figure 5-41),
you can set up the location of the Web server log file. There are input fields on the window
that correspond to the access log file name and the error log file name.

2. Click Apply or OK to confirm any changes to these parameters.

'Web servers e

Web servers = IHS HTTPOZ > Log file

Use this page to view the Web server log file(s].

l_'Cn::nr'igural:ic:n F{ul'lti.‘nr:—|

General Properties

Access log file name
h’ALL_RDOT}_-"Iogs_-"a::ess_log|

Error log file name
SIWEB_INSTALL_ROOT}logs]

Ihppl',rl IE_-KI | Reset| | Cancel |

Figure 5-41 WebSphere Administrative Console - Web server log files configuration
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3. Figure 5-42 shows the Runtime tab of the Log file window. Click one of the View buttons
to open the access log or the error log file.
Web servers wi=

Web servers » IHS HTTPOZ > Lag file

Use this page to view the Web server log file(s).
Configuration Runtime

General Properties

tccess log file name
| ${WEEB_INSTALL_ROOT}/legs/zccess_log [¥] vi%w

Error log file name
| s£wEB_INSTALL ROOTHlogs/errar_log [w] [ view|

|App|',r| I—Dﬂ | Resetl | Cancel |

Figure 5-42 WebSphere administrative console - Web server log

Figure 5-43 shows an example of the Web server access log file contents.

Web servers = IH5 HTTPO3 > Log file > Log file

Use this page to view the Web server log file(s].

Total: 117, Filteraed total: 117

Retrieve Lines {eg. 250-600])

| | [ mefrazh ]
Lag file
9.10.136.65 - - [22/RAug/200€:07:35:5¢ -0500] “G&EET [ HITEB/S1.1"™ 200 70& "-" "Mpzilla/ /4.0 (compatible; MS5IE
9.185.115.210 - - [22/Aug/200&€:09:05:08 -0500] S HITBS1.1™ 200 706 "-" "Mozillza/ 4.0 {(compatible; MS5]
9.10.132.204 - - [2Z; 200€:11:-37:07 -0500] 4/ HITB/1.1"™ 304 - "-" "Mozillas 4.0 (compstible; MS5IE
59.10.132.38 - - [22 200e:13:06:42 -0500] Ssnoop HITEB/S1.1™ 200 B85& "-" "Mpzill=z /4.0 (compatible
9.10.132.38 - - [22/ 200e:13:06:44 —-0500] fsnoop HITEB/S1.1™ 200 B744 "-" "Mpzill=z/ /4.0 (compatible
9_10.132.38 - - [22 200€:13:06:44 —-0500] Ssnoop HITEB/S1.1™ 200 B744 "-" "Mpzill=/ /4.0 (compatible
5.10.132.38 - - [22Z2 200€:13:05:48 —-0500] fhitecount HITEBSL1.1™ 200 2227 "-" "Mozilla/ /4.0 (compatik
9.10.132.38 - - [22/Rug/200&€:13:0€:54 —-0500] fhitcount?selection=5R"V HITE 1.1" 200 222¢ /
9.10.132.38 - - [22/BAug/200&6:13:0€:58 —-0500] fhitcount?selection=5R"V HITE 1.1" 200 222¢
9.10.132.38 - - [22/Bug/200&6:13:07:00 -0500] fhitcount?selection=5R"V HITE 1.1" 200 222¢

.10.132.38 - - [22/Aug/200€:13:07:07 -0500] fPlantsByWebSphere HITE/1.1"™ 302 - "-" "Mozilla/ /4.0 (cg
9.10.132.38 - - [22/2ug/200€:13:07:07 -0500]1 "GEET [ BPlantsBviebSvhere/ HITES]1 1™ 200 1984 “-" "Mozilles/ 4.

Figure 5-43 WebSphere administrative console - Sample Web server access log file

4. ltis important to note that the size of the log file can grow significantly. In such cases, the
administrative console by default shows you only a subset of the log. Specify the Retrieve
Lines parameter to instruct the console what line range you want to work with.
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Working with applications

In this chapter, we provide a high-level overview of the J2EE application development and
deployment processes. For detailed information about enterprise application deployment and
management, see Part 3 of the IBM Redbooks publication WebSphere Application Server
V6.1: System Management and Configuration, SG24-7304.

We also provide instructions for performing common enterprise application management
tasks in WebSphere Application Server, such as:

Installing and uninstalling enterprise applications
Exporting enterprise applications

Starting and stopping enterprise applications
Preventing applications from automatic startup

Viewing application details in the deployment descriptor
Determining the URL of a Servlet or a JSP

vyVyVYyVvYyYVvYyYy

The examples in this chapter are based on using the WebSphere Application Server
administrative console, which is suitable for the majority of users. Expert users however,
might want to become more familiar with using wsadmin or Ant for application management.
In this case, we recommend the following IBM Redbooks publications:

» WebSphere Application Server V6 Planning and Design WebSphere Handbook Series,
SG24-6446

» WebSphere Application Server V6.1: Planning and Design, SG24-7305
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6.1 Overview of developing and deploying J2EE applications

Figure 6-1 shows a high-level view of the stages of application development and deployment
for J2EE applications using Rational Application Developer and WebSphere Application

Rational Tools

Application

Server.
Business/IT Rational Application Developer
needs WebSphere Application
Configure Server
Integrated Development Environment
(IDE) Runtime Environment
WebSphere Server Test

Environment oo,
{ Application }

o,

Application Server
A\ N

Application

Deploy | Application:}

Application ) A
Remote
debug

Develop

/ Workspace

Figure 6-1 J2EE application develop and deploy stages

6.1.1 Application design

You can use design tools, such as Rational Software Architect, to model the application using
the Unified Modeling Language (UML). The output of the modeling generally consists of
use-case scenarios, class diagrams, and starter code that is generated based on the model.

6.1.2 Application development

202

Application development is performed using Rational Application Developer, WebSphere
Development Studio Client for iSeries (extension of the Rational tools), Application Server
Toolkit, or a comparable IDE to create the enterprise application. You can start by importing
pregenerated code from modeling tools, a sample application, or an existing production
application, or you can start from scratch.

Rational Application Developer provides many tools and aids to get you started quickly. It
also supports team development using Rational ClearCase or CVS, which enables multiple
developers to share a single master source copy of the code.

During the development phase, you can perform component testing using the built-in
WebSphere Application Server test environment. Rational Application Developer provides
server tools that can create and manage servers both in the test environment and on remote
server installations. The application is automatically packaged into an EAR file for
deployment when you run the application on a server using Rational Application Developer.
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6.1.3 Application packaging

J2EE applications are packaged into EAR files to be deployed to one or more application
servers. A J2EE application contains any or all of the modules, as shown in Table 6-1.

Table 6-1 J2EE application modules

Module Filename Contents

Web module <module>.war Servlets, JSP files, and related code artifacts.

EJB module <module> jar Enterprise beans and related code artifacts.

Application client module <module>.jar Application client code.

Resource adapter module <module>.rar Library implementation code that your application uses to connect
to enterprise information systems (EIS).

This packaging is automatically done in Rational Application Developer when you export an
application for deployment. If you are using another IDE, WebSphere Application Server
provides the Application Server Toolkit (AST) for packaging applications. See 7.4,
“WebSphere Application Server Toolkit” on page 224 for more information about the
Application Server Toolkit.

Enhanced EAR files

The enhanced EAR, which was introduced in WebSphere Application Server V6, is a regular
J2EE EAR file with additional configuration information for resources that are usually required
by J2EE applications. Although adding this extra configuration information at packaging time
is not mandatory, it can simplify deployment of J2EE applications to WebSphere Application

Server.

When you deploy an enhanced EAR to a WebSphere Application Server V6.1 server,
WebSphere can configure the resources that are specified in the enhanced EAR
automatically. This automatic configuration reduces the number of steps that are required to
set up the WebSphere environment to host the application.

6.1.4 Application deployment

Applications are installed on WebSphere Application Server primarily using the administrative
console or the wsadmin scripting interface. You can deploy an application to a single server
or a cluster. In the case of a cluster, the application is installed on each application server in
the cluster.

Installing an application involves:

» Binding resource references (created during packaging) to actual resources, for example,
a data source must be bound to a real database.

» Defining JNDI names for EJB home objects.

» Specifying data source entries for entity beans.

» Binding EJB references to the actual EJB JNDI names.
» Mapping Web modules to virtual hosts.

» Specifying listener ports for message-driven beans.

» Mapping application modules to application servers.

» Mapping security roles to users or groups.
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Using an enhanced EAR file simplifies this installation process. After a new application is
deployed, the Web server plug-in configuration file has to be regenerated and copied to the
Web server, unless automatic regeneration is configured. See 5.3.6, “Propagating the plug-in
configuration file to the Web server” on page 182 for information about regenerating the
plug-in configuration file.

WebSphere Rapid Deployment

WebSphere Rapid Deployment is designed to simplify the development and deployment of
WebSphere applications. It is a collection of Eclipse plug-ins that can be integrated within
development tools or run in a headless mode from a user file system. WebSphere Rapid
Deployment is currently integrated into Rational Application Developer and the Application
Server Toolkit. Initially, there are features that are only supported in headless mode.

During development, annotation-based programming is used. The developer adds metadata
tags into the application source code that generate artifacts needed by the code, thus
reducing the number of artifacts the developer has to create.

These applications are packaged into an enhanced EAR file that contains the J2EE EAR file
along with deployment information, application resources, and properties (environment
variables, JAAS authentication entries, shared libraries, classloader settings, and JDBC
resources). During installation, this information is used to create the necessary resources.
Moving an application from one server to another also moves the resources.

WebSphere Rapid Deployment automates installation of applications and modules onto a
running application server by monitoring the workspace for changes and then driving the
deployment process.

6.1.5 The flow of a J2EE application
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Figure 6-2 on page 205 shows the typical application flow for Web browser clients that are
using either JDBC (from a servlet) or EJB to access application databases.
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Figure 6-2 J2EE application flow

The typical application flow is as follows:
1. A Web client requests a URL in the browser (input page).
2. The request is routed to the Web server over the Internet.

3. The Web server immediately passes the request to the Web server plug-in. All requests
go to the Web server plug-in first.

4. The Web server plug-in examines the URL, verifies the list of host name aliases from
which it will accept traffic based on the virtual host information, and chooses a server to
handle the request.

5. A stream is created. A stream is a connection to the Web container. It is possible to
maintain a connection (stream) over a number of requests. The Web container receives
the request and, based on the URL, dispatches it to the proper servlet.

6. If the servlet class is not loaded, the dynamic class loader loads the servlet (servlet init(),
then doGet() or doPost()).

7. JNDI is used for lookup of either datasources or EJBs that the servlet requires.

8. Depending upon whether a datasource is specified or an EJB is requested, the JNDI
directs the servlet to the corresponding:

— Database and gets a connection from its connection pool in the case of a data source.
— EJB container, which then instantiates the EJB when an EJB is requested.

9. If the EJB request involves an SQL transaction, it goes back to the JNDI to look up the
datasource.

10.The SQL statement is executed and the retrieved data is sent back, either to the servlet or
to the EJB.

11.Data beans are created and handed off to JSPs in the case of EJBs.
12.The servlet sends data to JSPs.
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13.The JSP generates the HTML that is sent back through the plug-in to the Web server.
14.The Web server sends the output page (output HTML) to the browser.

6.2 Managing applications in WebSphere Application Server

V6.1

Applications can be managed using the following methods:

» Using wsadmin

Using scripts to manage applications is more complicated than using the other methods
because requires skill in at least one of the supported scripting languages (for example,
Jython) and a complete understanding of the WebSphere Application Server
configuration. However, scripting can offer a greater degree of control and can be quite
useful in situations where you are performing the same administrative tasks multiple
times, or when the tasks are to be done by multiple administrators. We provide an
introduction to wsadmin in Chapter 7, “Using WebSphere administrative (wsadmin)
scripting” on page 217.

Using WebSphere Rapid Deployment

The rapid deployment tools in WebSphere Rapid Deployment provide a shortcut to
installing, uninstalling, and updating applications. You can place full J2EE applications
(EAR files), application modules (WAR files or EJB JAR files), or application artifacts
(Java source files, Java class files, images, JSPs, and so on) into a configurable location
on your file system, referred to as the monitored, or project, directory. The rapid
deployment tools then automatically detect added or changed parts of these J2EE
artifacts and perform the steps that are necessary to produce a running application on an
application server.

For information about using this feature, see Rapid deployment of J2EE applications topic
in the Information Center:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6rl/index.jsp?topic=/com.ibm.
etools.wrd.freeform.doc/topics/cwrdrapid.htm]

Using the WebSphere Administrative Console

Using the WebSphere administrative console is an easy way to install or update an
application. Wizards take you through the process and provide help information at each
step. This is the method discussed in this section at a high level. A detailed discussion can
be found in Chapter 14 of the IBM Redbooks publication WebSphere Application Server
V6.1: System Management and Configuration, SG24-7304.

6.2.1 Using the WebSphere administrative console to manage applications
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To view and manage applications:

1. Access the WebSphere Administrative Console (see 4.2.6, “Accessing the WebSphere

Administrative Console” on page 121), select Applications — Enterprise Applications
in the left navigation menu.

. In the window, you see the list of installed applications and options for performing

application management tasks. Select one or more applications by selecting the check
box to the left of the application name, and then click an action to perform. The exception
to this is the Install option, which installs a new application, and requires no existing
application to be selected. See Figure 6-3 on page 207.
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Figure 6-3 Working with enterprise applications

Note: The PlantsByWebSphere application is a sample Java 2 Platform, Enterprise Edition
(J2EE) application that is supplied with WebSphere Application Server. You do not need to
deploy the PlantsByWebSphere.ear file onto the application server because it is installed
by default when you create the application server profile. The PlantsByWebSphere
application demonstrates several J2EE functions using an online store that specializes in
plant and garden tool sales. We use it to illustrate some points in the remainder of this
chapter.

The following list describes the actions you can choose from this window:

>

Start

Applications normally start when the server to which they are mapped starts. Exceptions
to this include when you initially install the application and when you manually stop the
application.

Stop

You can stop an application manually without affecting the rest of the application server
processes. This is common when you are updating an application or when you want to
make an application unavailable to users.

Install

The install option takes you through the process of installing a new enterprise application
EAR file.

Uninstall

Use the uninstall option to remove an application. This removes it from the application
servers and from the configuration repository.

Update or Rollout Update

You can update applications in several ways. The update options include full application,
single module, single file, and partial application.
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» Remove file

With this option, you can remove a single file from an application.
» Export

Use this option to export an EAR file of the application.
» Export DDL

Use this option to export Data Definition Language (DDL) files that are found in the
application. DDL files typically contain the SQL statements that are necessary to generate
the database table for your Container Managed Persistence (CMP) enterprise beans.

6.2.2 Installing an enterprise application

To install an enterprise application into a WebSphere configuration, you must install its
modules onto one or more application servers. Follow these steps for this task using the
WebSphere Administrative Console:

1. Select Applications — Enterprise Applications — Install, or Applications — Instali
New Application.

2. Specify the location of the EAR file to install, as shown in Figure 6-4.

The EAR file that you are installing can be either on the client machine running the Web
browser or on any of the nodes in the cell. Click Next.

Preparing for the application installation h. U N

Specfy the EAR, WAR, JAR, or SAR module to upload and install,

Path to the new application
* | ocal file sustern

Full path
[c\Myapps\Bankapp.ear| Browss..

' Remote file system

Context root a
Uzed only for standalone Web rmodules ((war filez) 3

SIP rnodules (L sar files)
How do you want to install the application?

’ * prompt me only when additional information is required,

" Show rne all installation options and pararneters.

MNext Cancel

Figure 6-4 Installing an enterprise application

Note: New in V6.1 is the Streamline™ installation process, activated using the Prompt
me only when additional information is required option.

3. The first window has settings that are used during the installation. These settings primarily
determine whether default settings are used or if you will override the default settings
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during the installation. You can choose to view all installation options and parameters or
just prompt when additional information is required. Click Next.

4. The rest of the installation process is done in steps. The steps can vary, depending on the
contents of the EAR file. The following steps are the typical sequence if you choose the
option Show me all installation options and parameters:

a.

-~ 0o a0 T

2 @

-

k.

Provide options to perform the installation, which includes an option to use embedded
configuration values in an Enhanced EAR and the option to pre-compile JSPs.

Map modules to servers.

Provide JSP reloading options for Web modules.
Map shared libraries.

Initialize parameters for servlets.

Provide JNDI names for beans.

Map resource references to resources.

Map virtual hosts for Web modules.

Map context roots for Web modules.

Map security roles to users or groups.
Summary.

5. Click Finish to install the application.
6. Click Save.

6.2.3 Uninstalling an enterprise application

To uninstall an enterprise application that you no longer need:

1. Select Applications — Enterprise Applications.
2. Check the application you want to uninstall, and click Uninstall.

6.2.4 Exporting an enterprise application

If you modified the binding information of an enterprise application, you might want to export
the changed bindings to a new EAR file. To export an enterprise application to an EAR file:

ahrwND~

Select Applications — Enterprise Applications.

Check the application you want to export, and click Export.
Click the link for the file you want to export.

Click Save.

Specify the directory on the local machine, and click Save.

6.2.5 Starting an enterprise application

An application starts automatically when the application server to which it is mapped starts.
You only need to start an application immediately after installing it or if you manually stopped

it.
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Note: The order in which the applications start depends on the weights you assigned to
each of them. The application with the lowest starting weight is started first. Applications
that have the same weight are started in no particular order. Enabling the parallel start
option for the application server means that you want to start applications with the same
weight in parallel.

To view or change the application starting weight, select Applications — Enterprise
Applications. To find the Starting weight field, open the configuration page for the
application by clicking the application name.

To start an application from the WebSphere Administrative Console:

1. From the administrative console, select Applications — Enterprise Applications.
2. Check the application you want, and click Start.

Note: To start an application, the application server that contains the application has to be
started. If not, the application displays in the administrative console as unavailable and you
cannot start it.

6.2.6 Stopping an enterprise application

To stop an application using the WebSphere Administrative Console:

1. From the administrative console, select Applications — Enterprise Applications.
2. Check the application you want to stop, and click Stop.

6.2.7 Preventing an enterprise application from auto-starting

By default, an application starts when the server starts. The only way to prevent this is to
disable the application from running on the server:

From the administrative console, select Applications — Enterprise Applications.
Click the application name to open the configuration.

Select Target specific application status in the Detail Properties table.

Select the server for which you want to disable the application.

Click the Disable Auto Start button.

Save the configuration.

ook wN -~

6.2.8 Viewing application deployment details

The administrative console does not display the deployed servlets, JSPs, or EJBs directly on
the console. However, you can use the console to display XML deployment descriptors for
the enterprise application, Web modules, and EJB modules.

To view the deployment descriptor for an application:

1. From the console navigation tree, select Applications — Enterprise Applications.
2. Click the application that you are interested in.
3. Under the Configuration tab, select Detail Properties — View Deployment Descriptor.
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Figure 6-5 shows the deployment descriptor window for the PlantsByWebSphere
enterprise application. The Configuration tab shows you the structure defined by the
deployment descriptor:

The name and description of the enterprise application

The Web modules or WAR files and their context roots

The EJB modules and their associated JAR files

The security roles associated with the enterprise application

Enterprise Applications h N

Enterprise Applications > Plants By WebSphere = Deployment Descriptor

Expand and collapse the application deployrmant descriptor data to view,

Expand All | Caollapse all |

< application id="dpoffcation 0" version="1.4"
xsiischemalocation="h#o. ava. sun.comzmilins 2
hitp: Aare . sun.comdmildns A2eefappiication I d.xs o

<dizplay-narme> PlantsBy WebSphere </ display-ra =
B =module id="WabModule_1" =

H <web=
“<web-uri= Plants By WebSphere.war-/ wab-uris
<context-roct> /Plants By WebSphere </ conte it
=iweb>

<frmodule=
B <«rodule id="Webkodula_2" =
E <web=
<web-uri= PlantsGallery .war</web-uris
ontext-ro /PlantsBy WebSphere /docs =/ context-root>
<iweb
</rmodule=
B =rodule id="sbModule 1" =
<ejb= PlantsByWebSphereEJB.jar</ b+
“fmodule>

EH <secu id="5ea¢ rRola TISFREZEET2E0" =
E pt Samples Administrator=/description=
-nare> SampAdmin</role-names
<fze ty-rola=
fappli an>

Figure 6-5 Enterprise application deployment descriptor

Viewing EJB modules

To see the EJBs that are part of an enterprise application, do the following in the WebSphere
administrative console:

1. Select Applications — Enterprise Applications.

Click the application that you are interested in. We selected PlantsByWebSphere.
Select Modules ltems — Manage Modules.

Click the EJB module you want to view.

o k> 0N

Click Additional Properties — View Deployment Descriptor to see the EJB deployment
descriptor. See Figure 6-6 on page 212.
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Enterprise Applications 7

Enterprise Applications = PlantsBy WebSphere > Manage Modules =
PlantsBy WebSphereEJB.jar

Specifies a server-module installation binding for an EJB module,

Configuration ’

General Properties Additional Properties
* URI
|C'| artsBywabSpharaEJIR . jar

| Stateful session bean
failover settings

Alternate deployment descriptor Yiew Module Class
Loader
# Starting weight Target specific

application status

View Deplovrment
Cescriptar

[so00

Apply I QK| | Reset Cancel |

Figure 6-6 Viewing an EJB module configuration

Viewing Web modules
To see the servlets and JSPs that are part of an enterprise application:

1. Select Applications — Enterprise Applications.
Click the application that you are interested in.
Select Manage Modules under Modules.

Click the Web module you want to view.

o > 0N

Click View Deployment Descriptor to see the details of the Web module content. See
Figure 6-7 on page 213.
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Enterprise Applications > PlantsBy WebSphere > Manage Modules = PlantsBy WebSphere.war

Use this page to configure an instance of a deployed Web rnodule in the application. This page conta
deployment-specific information for a Web rmodule and session management settings,

Configuration

General Properties

Web Services Properties

* URI
| PlantzByWebSphera,war |

Web services client bindings

View Web services client deployn
descriptor extension

Alternate deployment descriptor

Web Services Security Properties

# Starting weight

I10000 Web services: Client security bin
# Clazs loader arder Additional Properties
ICIdbb!—_‘b loaded willy parenl dass luader TirsL -

Wiew Module Class Loader

Target specific application status
Apply | |OK| | Reset Cancel
View Deplovrent Descriptor

=

View Paortlet Deplovrment Descripd

Session Managerment

Wweb Module Proxy Configuratior

Figure 6-7 View a Web module configuration

6.2.9 Determining the URL of a servlet or JSP

The URL for a servlet or JSP is the path that is used to access it from a browser, for example
http://mysystem.ibm.com/snoop. The URL is partly defined in the deployment descriptor that
is provided in the EAR file and partly defined in the deployment descriptor for the Web
module that contains the servlet or JSP. You must determine what the URL is in order to
access the application.

To find the URL for a servlet or JSP:

1.

o > 0N

Find the context root of the Web module that contains the servlet.
Find the URL for the servlet.

Find the virtual host where the Web module is installed.

Find the aliases by which the virtual host is known.

Combine the virtual host alias, context root, and URL pattern to form the URL request of
the servlet/JSP. The result is what a user enters in the browser to access the enterprise
application.

As an example, use the following steps to determine the URL that is used to access the
Snoop servlet:

1.

Find the context root of the Web module DefaultWebApplication of the DefaultApplication
enterprise application. This Web module contains the Snoop servlet:

a. From the WebSphere Administrative Console navigation tree, select Applications —
Enterprise Applications.

b. Click the application that you are interested in (DefaultApplication in our case).
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c. On the Configuration tab, select Context Root for Web Modules. (Figure 6-8). You
can see:

¢ There is only one Web module in this application, DefaultWebApplication.

¢ The context root for the DefaultWebApplication Web module is “/”. We will use this
information later.

Enterprise Applications h. N ?

Enterprise Applications > DefaultApplication = Context Root For Web Modules
Context Root For Web Modules

Context root defined in the deployment descriptor can be adited.

Web module LRI ContextRoot
Default web DefaultwebApplication. war, WER- <|f. )
Application INF/web, xml

ﬂl Cancel

Figure 6-8 Context root for the Web modules in DefaultApplication

d. Click OK to return to the DefaultApplication configuration.
2. Find the URL for the Snoop servlet:
a. In the DefaultApplication configuration page, select Manage Modules.
b. Click the DefaultWebApplication Web module to see the general properties.

c. Click View Deployment Descriptor, which displays the Web module properties
window, as shown in Figure 4-41 on page 131. Note that the URL pattern for the Snoop
servlet starting from the Web module context root is “/snoop/*”. The Web module
context root (from Figure 6-8) was “/”.
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Enterprise Applications > DefaultApplication > Manage Modules =
DefaultWeb Application.war = Deployment Descriptor

Expand and collapse the application deployment descriptor data to view,

Expand all Collapse All

<web-app 1d="Webdon D" =
<dizplay-name> Default Web Application=/dizplay-name
<dezcription= This is the IBM WebSphere Application Sever Default Web

Application.=/dezcription=
<zervlet id="Serwlat 1" =
<szervlet id="Sanwlat_ 2" =
<serulet id="Serviat_3" >
B <servlet-rapping id="ServletMapping_1" =
<zerelet-name> Snoop Servliet</ =
(—i url-pattern= fsnoop/*</url-pattern 29
<fzervlet-rnapping>
B «servlet-rmapping id="Servistraoping 2" =

o

<zervlet-name> Hello Pervasive Servlet</:=rulat T
<url-pattern> fhello</url-pattern=
ervlet-mapping

Bl =zervlet-mmapping id="SerrletiMapoing 3"
zervlet-name>= Hit Count Servlet</zcrvlct-name
<url-pattern= Jhitcount=/url-p UF
fzervlet-mapping=
<welcame-file-list id="WalcomeaFilalist 1" :
< Errnr- 12 jd= "o

Figure 6-9 DefaultWebApplication Web module deployment descriptor

d. Note that as you navigate through the windows, a navigation path is displayed below
the Messages area. Click DefaultApplication to return to the application configuration
page.

3. Find the virtual host where the DefaultWebApplication Web module is installed:

a. In the DefaultApplication configuration page, select Virtual hosts under Web Module
Properties, which displays all of the Web modules that are contained in the enterprise
application, and the virtual hosts in which they were installed. See Figure 6-10. The
DefaultWebApplication Web module is installed on the default_host virtual host.

Enterprise Applications > DefaultApplication > Wirtual hosts
Virtual hosts
Specify the virtual host where vou want to install the Web modules that are contained in

vour application. You can install Web rmodules on the same vittual host or disperse
them among several hosts,

Apply Multiple Mappings

Select| Wweb rmodule WVirtual host
I Default Web Application default_host;l

Figure 6-10 List of Virtual Hosts
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4. Find the host aliases for the default_host virtual host:

a. From the WebSphere Administrative Console navigation tree, select Environment —
Virtual Hosts.

b. Click default_host.

c. Select Additional Properties — Host Aliases. This shows the list of aliases by which
the default_host virtual host is known, as shown in Figure 6-11.

¥irtual Hosts == default host = Host Aliases
A list of one or more DNHS aliases by which the virtual host iz known,

Preferences

Mew Delete |

i

Select Host Mame & Port
r * 2080
r & 20

* 3
ro|x 9443
Total 3

Figure 6-11 Default_host virtual host aliases

Note: The aliases are composed of a DNS host name and a port number. The host
aliases for the default_host virtual host are *:80, *:9080 and *:9443, with “*” meaning
any host name.

5. Combine the virtual host alias, context root and URL pattern to form the URL request of
the Snoop servlet. Requests for the servlet with any of the following URLs will map to the
default_host virtual host:

http://<hostname>:80/snoop
http://<hostname>:9080/snoop
https://<hostname>:9443/snoop
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Using WebSphere administrative
(wsadmin) scripting

In this chapter, we introduce the WebSphere scripting interface, wsadmin, and describe how
some of the tasks that WebSphere administrators perform can be done using wsadmin.
There are two types of tasks: the operational task and the configurational task. Operational
tasks deal with currently running objects in WebSphere installation, and configurational tasks
deal with the configuration of WebSphere installations.

We also introduce the WebSphere Application Server Toolkit (AST) and tell you how to use it
with content assist to make creating automation scripts easier.

For further information about this subject, refer to the IBM Redbooks publication WebSphere
Application Server V6.1: System Management and Configuration, SG24-7304.
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7.1 Developing automation scripts

218

The WebSphere administrative scripting tool (wsadmin) is a non-graphical command
interpreter environment that enables you to run administrative operations on an application
server in a scripting language. The wsadmin tool is intended for production environments and
unattended operations.

There are five wsadmin objects available when you use wsadmin scripts:
» AdminControl

The AdminControl scripting object is used for operational control. It communicates with
MBeans that represent live objects that are running a WebSphere server process. It
includes commands to query existing running objects and their attributes and invokes
operations on the objects. In addition to the operational commands, the AdminControl
object supports commands to query information about the connected server, convenient
commands for client tracing, reconnecting to a server, and starting and stopping a server.

» AdminConfig

The AdminConfig object manages the configuration information that is stored in the
repository. This object communicates with the WebSphere Application Server
configuration service component to make configuration inquires and changes. You can
use it to query existing configuration objects, create configuration objects, modify existing
objects, and remove configuration objects. In a distributed server environment, the
AdminConfig commands are available only if a scripting client is connected to the
Deployment Manager. When connected to a node agent or a managed application server,
the AdminConfig commands are not available because the configuration for these server
processes are copies of the master configuration that resides in the Deployment Manager.

» AdminApp

The AdminApp object can update application metadata, map virtual hosts to Web
modules, and map servers to modules for applications that are already installed. Perform
changes to an application, such as specifying a library for the application to use or setting
session management configuration properties, using the AdminConfig object.

» AdminTask

The AdminTask object is used to access a set of task-oriented administrative commands
that provide an alternative way to access the configuration commands and the running
object management commands. The administrative commands run simple and complex
commands. The administrative commands are discovered dynamically when the scripting
client is started. The set of available administrative commands depends on the edition of
WebSphere Application Server that you install. You can use the AdminTask object
commands to access these commands. Two run modes are always available for each
administrative command, namely the batch and interactive mode. When you use an
administrative command in interactive mode, you go through a series of steps to collect
your input interactively. This process provides you with a text-based wizard and a similar
user experience to the wizard in the administrative console. You can also use the help
command to obtain help for any of the administrative commands and the AdminTask
object.

» Help

The Help object provides information about the available methods for the four
management objects as well as information about operations and attributes of running
MBeans. For detailed information about using Help refer to 7.3, “Using wsadmin help” on
page 223.
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7.1.1 Execution environment

The AdminConfig, AdminTask, and AdminApp objects all handle configuration functionality.
You can invoke configuration functions with or without being connected to a server. Only the
AdminControl object requires the server to be started because you can only invoke its
commands on running JMX™ MBeans.

If a server is running, we do not recommend that you start the wsadmin scripting client in local
mode because configuration changes made in local mode are not reflected in the running
server configuration. The reverse is also true. In connected mode, the availability of the
AdminConfig commands depend on the type of server to which the scripting client is attached
to. We do not advise that you perform configuration changes to a node agent or managed
application server.

To start the wsadmin client in local mode, you can specify -conntype none, for example, if you
issue the wsadmin -profileName nbsvr0l -conntype none command, wsadmin is started in

interactive mode using the wsadmin.properties file for WebSphere Application Server profile
nbsvr01, but does not connect to the server.

Note: For the purposes of this discussion, we refer to the methods of the AdminControl,
AdminConfig, AdminApp, AdminTask, and Help objects as commands.

The WebSphere Administrative (wsadmin) scripting client supports two scripting languages:
Java Tcl (Jacl) and Java Python (Jython).

The Jython syntax for wsadmin is the strategic direction for WebSphere administrative
automation. With the Version 6.1 release, WebSphere is significantly enhancing
administrative functions and tooling to support product automation in general and the use of
the Jython syntax in particular. The following new Jython scripting related enhancements are
provided in WebSphere Application Server V6.1:

» WebSphere Automation Tools

An Eclipse-based, full function development environment for wsadmin scripts, which
includes Jython editor, color-coded keyword highlighting, statement completion
assistance, script execution, and debugging support. For more information, see 7.4,
“WebSphere Application Server Toolkit” on page 224.

» Administrative Console Command Assist

A feature of the WebSphere Administrative Console that displays the wsadmin command
that is equivalent to the action taken by the user who interacts with the console. The
output from the Command Assist feature is transferred directly to the Jython Editor, which
makes development of Jython scripts based on console actions easy. For more
information, see 7.4.6, “Getting content assistance and tips in the Jython editor” on

page 236.

» IBM Jacl to Jython Conversion Assistant

A program that assists in the conversion of Jacl syntax wsadmin scripts into equivalent
Jython syntax wsadmin scripts. For more information, see 7.4.7, “Migrating administrative
Jacl scripts to Jython” on page 236.

All future enhancements in the area of WebSphere scripting focus on using the Jython
syntax. Jacl remains as a component that is shipped with WebSphere Application Server for
at least two full releases. No new tooling or explicit enhancements will be created for Jacl
syntax.
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7.2 Invoking wsadmin

220

WebSphere Application Server provides a scripting interface that is based on the Bean
Scripting Framework (BSF) called wsadmin. BSF is an open source project to implement an
architecture for incorporating scripting into Java applications and applets. The BSF
architecture works as an interface between Java applications and scripting languages.
Because wsadmin uses BSF, it can make various Java objects available through
language-specific interfaces to scripts.

The wsadmin command file resides in the bin directory of every profile for an application
server, for example, in the default base install, you would find the command in:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

If you execute the wsadmin command from this directory, by default it uses properties as
specified in the wsadmin.properties file in directory:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/properties

Figure 7-1 on page 221 shows part of the wsadmin.properties file. It defines SOAP as the
connection method and uses the default SOAP port number of 8880. It also defines Jacl as
the scripting language.

Important: The wsadmin.properties file, by default, specifies Jacl as the scripting
language. Examples in this book are in Jython because this is the strategic direction for
WebSphere administrative scripting. Edit your profile’s wsadmin.properties file to specify
the language that is used in your script files. By default, the wsadmin.properties file is
located in:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/<profile_name>/properties
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# Properties file for scripting client
# Base App Server version

# The connectionType determines what connector is used.
# It can be SOAP or RMI.
# The default is SOAP.

com.ibm.ws.scripting.connectionType=SOAP
#com.ibm.ws.scripting.connectionType=RMI

# The port property determines what port is used when attempting
# a connection.
# The default SOAP port for a single-server installation is 8880

# The host property determines what host is used when attempting
# a connection.
# The default value is localhost.

# The defaultlLang property determines what scripting language to use.
# Supported values are jacl and jython.
# The default value is jacl.

Figure 7-1 wsadmin.properties

Therefore if you want to connect to a server other than the default server, use the
-profileName parameter when you use the wsadmin tool.

You can, for instance, for server name nbsvr0I do the following:

1. Start a QShell session with the STRQSH command.

2. Change the directory so that you are in the product bin directory. For the default install
location, the command is

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

3. Invoke wsadmin to connect to your running application server. For our WebSphere
Application Server nbsvr01, the command is:

wsadmin -profileName nbsvr0l
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wsadmin reads properties from the wsadmin.properties file of the specified profile, which,
in our case, is located in:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/nbsvr0l/properties

4. After wsadmin is launched in this way, you are in wsadmin interactive mode and
administrative objects and built-in language objects can be invoked, as shown in
Example 7-1. Type the commands shown in bold.

Example 7-1 Interactive command invocation

wsadmin>
> AdminControl.getNode()
RCHAS60 _nbsvrQ1'

Tip: If this command syntax gives a WASX7015E exception, you may still be in Jacl
mode.

5. To end the interactive execution environment, type quit, and press Enter.

This works fine if there are only a few simple commands that you want to execute; however, if
you are involved in more complex or repetitive operations, you should put your commands in
a script file and run the script file.

7.2.1 Running wsadmin script files
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The -f option is used to execute a script file. Example 7-2 shows a two-line Jython script
named myScript.py. The script has a .py extension to reflect the Jython language syntax of
the script. The extension has no significance to wsadmin however.

Example 7-2 Jython script

print "This is an example Jython script”
print ""+AdminControl.getNode()+""

In our case, we created a scripts directory in the root of the system integrated file system, and
put our scripts there.

The following steps outline how we can execute the script in our environment:

1. Start a QShell session with the STRQSH command.

2. Change the directory so that you are in your product bin directory. For our installation, we
used the command:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

3. Invoke wsadmin to connect to your running application server, and run the myScript file.
For our WebSphere Application Server nbsvr01, the command is:

wsadmin -profileName nbsvr0l -f /scripts/myScript.py
Figure 7-2 on page 223 shows the resulting output.
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>wsadmin -profileName nbsvr0l -f /scripts/myScript.py

WASX7209I: Connected to process "nbsvr0l" on node RCHAS60 nbsvr0l using SOAP
connector; The type of process is: UnManagedProcess

This is an example Jython script

RCHAS60_nbsvro0l

$

Figure 7-2 Running a Jython script

7.3 Using wsadmin help

The examples we use in this section are for the Jython scripting language. Confirm that your
wsadmin.properties file for your server profile is set to Jython. Refer to 7.2, “Invoking
wsadmin” on page 220.

To enter wsadmin interactive mode:

1. Start a QShell session with the STRQSH command.

2. Change your directory so that you are in your product bin directory. For our installation, we
use the command:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

3. Invoke wsadmin to connect to your running application server. For our WebSphere
Application Server nbsvr01, the command is:

wsadmin -profileName nbsvr0l

If you get the following message, you are still in Jacl mode.

WASX70291: For help, enter: "$Help help"

If you are in Jython mode you should get a message of the form:

WASX7031I: For help, enter: "print Help.help()"
The command print Help.help() provides general help information for the objects that are
supplied by wsadmin for scripting: Help, AdminApp, AdminConfig and AdminControl. It also

provides information about a variety of commands that are available to get information about
the operations, attributes, and other interface information.

More detailed information about each of these commands is available by using the help
command of Help and supplying the name of the command as an argument, for example, to
get a list of the public methods that are available for the AdminControl object, enter the
command:

wsadmin>print Help.AdminControl()

To get a detailed description of a specific object method and the parameters that it requires,
invoke the help() method of the target object with the method name as a parameter to the
help() method:

wsadmin>print AdminControl.help('completeObjectName')

To list the available object names, use the command:

wsadmin>AdminControl.queryNames(€*”)

This is where the WebSphere Application Server Toolkit can be of great assistance. The
object names are not always obvious, but the WebSphere administration command assists
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along with the content assist and content tip functions of the WebSphere Application Server
Toolkit make it much easier to discover the appropriate syntax to use.

7.4 WebSphere Application Server Toolkit

The WebSphere Application Server Toolkit (AST) helps you create, test, and deploy
applications with WebSphere Application Server Version 6.1. All the tools are integrated into
an Eclipse-based workbench to simplify the development process.

The following list is a typical scenario for developing applications using the WebSphere
Application Server Toolkit:

» A team of Application Developers write code on their personal workstations. WebSphere
Application Server Toolkit supports a variety of technologies, such as J2EE 1.4,
Enterprise JavaBeans 2.1, Web services, XML, and portlets.

» Application Developers check their code into a source control system, which allows them
to manage, share, and synchronize resources. The workbench can be configured to work
with Rational ClearCase, CVS, or other source control systems.

» Application Developers deploy Web applications to a unit test server where they can test
and debug their code.

» A Build Engineer generates scripts for building, packaging, and deploying the application.
They run daily or weekly builds of the application. A Jython editor simplifies the
development and maintenance of wsadmin scripts.

» Test Engineers perform functional testing on the application.
» The Solution Deployer deploys the completed application onto a production server

Attention: In this topic, we concentrate on using the Jython editor in AST and the
development and maintenance of wsadmin scripts using AST.

You can use the WebSphere Administration Command assist tool to generate WebSphere
administrative (wsadmin) commands in the Jython scripting language as you interact with the
WebSphere Administrative Console. When you perform server operations in the WebSphere
Administrative Console, the WebSphere Administration Command assist tool captures and
displays the wsadmin commands that are issued. You can transfer the output from the
WebSphere Administration Command view directly to a text editor, such as the Jython editor,
which enables you to develop Jython scripts based on actual console actions.

7.4.1 Starting the WebSphere Application Server Toolkit (AST)
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The Application Server Toolkit is available on CD-ROM in the WebSphere Application Server
CD-ROM package.

Install WebSphere Application Server Toolkit using the installation guide. The installation
guide for WebSphere Application Server Toolkit is available at the following Web site, where
x is the CD-ROM drive with the WebSphere Application Server Toolkit CD.

x:/readme/readme_install_ast.html

To start the toolkit from your workstation:

1. Click Start —» Programs — IBM WebSphere — Application Server Toolkit V6.1 —
Application Server Toolkit.
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2. In the Workspace Launcher dialog, specify the workspace directory, and click OK to
launch the Integrated Development Environment (IDE).

3. Select the Project Explorer view for your work:

a. Click Window — Show View — Other — Basic — Project Explorer —» OK. The
Project Explorer view is displayed in a panel of the workbench.

7.4.2 Creating a server connection

Although you can use the WebSphere Application Server Toolkit as a standalone
development environment, for features, such as the Administrative Console Command Assist,
you need a connection to your WebSphere Application Server.

To establish this connection:

1. To create a server connection we need to specify the correct port number for the SOAP
connection. To obtain the configured port number for your server profile, use IBM Web
Administration for i5/0S, as shown in Figure 7-3. For our profile nbsvr(1, we are using a
SOAP port number of 51006. Note the port number for later use.

IBM Web Administration for ﬁhs

Setup WAELELEN Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running Server |nbswQ1/nbsvi0l -V6.1.0.1Base  |v]

* Common Tasks and Wizards | nbsvr01/nbsvrdd = Server Parts
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache Server Ports
J Create WebSphere Portal

J Create IBM Warkplace Semices and their associated ports:
Service name  Port
* WAS Wizards
J Create Virtual Hast L HTI—F_' 51001
J Install Mew &pplication = || Admin 51002
J Create JDBC Provider I Secure HTTP 51003

J Create Data Source | :
J Deploy IBM Telephone Director| | Secure Admin 51004
J Deploy IBM Survey Creator Mame service 51005

(SOAF' connector 51005)

w Server Properties
B Properies
[ Server Tracing

[ Server Parts Close

M View H'I‘I'F'{ﬁ.?wers

Figure 7-3 Discovering the SOAP Port Number

2. Start the WebSphere Application Server toolkit.

3. Select the server view for your work, by clicking Window — Show View — Other —
Server — Servers —» OK. The Servers Pane is displayed in a panel of the workbench as
shown in Figure 7-4 on page 226.
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BM WebSphere Applic Toolkit, V6.1
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L Oh, e Reset Pers:ed_jve 25 Navigator & Show View ﬁ
; Close Perspective
|X| .project ! Oz ot
2 myQuery.jad Close All Perspectives o= “utine +-{z= Ant
] [} +]-{=- Basic
“oy myQuery.py | Navigation , |;_\, Problems el
= resource_scripts.ja ] Properties
%y StartPlants.py Web Browser Mo (¥ Cheatsheets
1 . ) Tasks +-[= CVS
EE outine 53 ©  Preferences... — | | #== pata
frt outine < ot avalchl o) Other... +]-{= Debug
outline is not available, -
[ea] WebSphere &, 1 Server @ rdhag| +-{=- Generic Log Adapter
+-{=- Help
+-{= Java
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+|-{z= Profilng and Lagging
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£ 'v'l'e%here Administration Command
[i] 1| | F-= Team
Test2 =] {Z Test
OK I Cancel

Figure 7-4 AST Server View

4. Right-click in the Servers Pane, and select New — Server.

5. In the Define a New Server dialog, enter the host name of your server system (rchas60 in
our case). Click Next. See Figure 7-5 on page 227.
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New Server

Define a New Server -
Choose the type of server to create :

server's host name:( rchasso) j

Select the server type: %

== IBM
WebSphere v5.1 Server

View By: |vendaor -

Description: Runs J2EE projects on the WebSphere v&. 1 Server,

Server runtime: |WEbSphere Application Server v6. 1 j Installed Runtimes. ..

Mext = | Finish | Cancel |

Figure 7-5 AST New Server

6. Inthe WebSphere Server Settings dialog (Figure 7-6 on page 228), you have the option of
using RMI or SOAP protocols. In our example, we use SOAP. Enter the port number noted

in step 1. In our case, the port number was 5/006. If security is enabled for your

WebSphere Application Server profile, you must also enter your User ID and Password.

Enter your WebSphere Application Server profile name in the Server name field. Our

profile name is nbsvr01. Also check the server type. If it is a Network Deployment server,

you must also supply the Network Deployment server name. An example is shown in

Figure 7-6 on page 228.
7. Click Finish.
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Input settings for the new WebSphere server. @

Wwebsphere profile name; I _|
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' SOAP (Designed to be more firewall compatible)
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ser I0: |
Password: |
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* BASE, Express or unmanaged Network Deployment server
" Metwork Deployment server

fdetwork Deployment server name; |
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< Back | Mext > | Finish I Cancel
]

Figure 7-6 AST WebSphere Server settings

7.4.3 Creating a Jython Project

To create a Jython project:
1. From the menu, select File - New — Project. The New Project wizard opens, as shown
in Figure 7-7 on page 229.
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Figure 7-7 Jython Project Wizard

2. Expand the Jython folder, and select Jython Project. Click Next. The New Jython Project

wizard opens.

3. In the Project name, type a name for the new Jython project, as shown in Figure 7-8.

oo D =

Create a Jython project
Create a new Jython project in the workspace.

Project name:(l MIJyﬂﬂonProject )

—Project contents
v Use default
’ Lary |-C:',:-:-:L ments and Settings\Administrator VAST \workspace \My Iyth Browse. .. |

3

< Back [ | Finish I Cancel |

Figure 7-8 Create a Jython project
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4. (Optional) Clear the Use default check box to specify a directory other than the default. In
the Directory field, specify a location on your local file system for the new project.

Tip: In our case, we had a mapped drive from our workstation to the System i server,
so that we could actually specify the target directory directly on the System i, which
allowed us to execute the scripts directly on the System i without having to do the extra
step of exporting the Jython script files.

5. Click Finish.

You can now begin creating or importing content for your Jython project using the New Jython
Script File wizards or the Import wizards available from the File menu.

7.4.4 Creating a Jython script file

After you create a Jython project, you can create a Jython script file as follows:
1. From the menu bar, select File - New — Other. The New wizard (Figure 7-9) opens.

€3 Resource - IBM WebSphere Application Server Toolkit, V6.1 ==
File Edit Mavigate Search Project Run  Window Help
Mew Alt4ShiftHd  * 4 project... B9 | [ Resource
Openfie.. S S s : —
(.5 Falder o
[ File
= Untitled Text File
= [ Example...
5, i
4l [ 7 Other... Cirl-+H
Move... New
Rename... F2 .
Refrech F5 Select a wizard s
Convert Line Delmiters To r Create a Jython script file
: Wizards:
Switch Workspace. ., I8 <
: Tasks | «il |- Java Emitter Templates -~ i
g Import... Server —I-[= Jython
T P Jython Project &
&y Export... ey a
il WD, “ivy Jython Seript File
Propertes Alt+Entar +[= Other %ﬁ
+](=% Plug-in Developmént
1 mySaipt.py [JythonProject] +|- [~ Portal
2myQuery.py [JythonProject] +- == Profiing and Logaging el
ImyQuery.py [Test?] o
4 StopPlants. py [Test2]
Exit <] 5
My JythonProject
| Next = | Cancel

Figure 7-9 Create Jython Script File Wizard

2. Expand the Jython folder, and select Jython Script File. Click Next.
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3. In the Parent folder field (Figure 7-10), specify the path of an existing project folder in the
current workspace where you want to store the new Jython script file, for example, if you
specify the path as /MyJythonProject, the Jython script file is created in the Navigator view
under the project called: MyJythonProject. You must specify a project folder that already
exists in the workspace.

4. In the File name field, type a name for your new Jython script file. The file extension must
be .py or .jy.

i
New Jython Script File

Create a Jython script file

Create a new Jython script file (with a file extension ".py” or
".j¥") in an existing project in the workspace.

Parent folder: | My JythonProject Browse. ..

File name: | MyScript.py

< Back | l Finish | Cancel

Figure 7-10 Create Jython Script file

5. Click Finish to create the Jython script file.

The Jython script file appears in the Navigator view and, by default, automatically opens in
the Jython editor.

7.4.5 Generating WebSphere administrative commands to assist in
developing Jython scripts

Use the WebSphere administration command assist tool to generate WebSphere
administrative (wsadmin) commands for the Jython scripting language as you interact with the
WebSphere Administrative Console. When you perform server operations in the WebSphere
Administrative Console, the WebSphere Administration Command assist tool captures and
displays the wsadmin commands that are issued. You can transfer the output from the
WebSphere administration command view directly to a text editor, such as the Jython editor,
which enables you to develop Jython scripts based on actual console actions.

Restriction: For the following operations, you must start WebSphere Application Server
so that you can interact with the WebSphere Administrative Console.

To generate wsadmin commands as you interact with the WebSphere Administrative
console:

1. Enable the command assistance natification option in the WebSphere Administrative
Console:

a. Open the workbench of the WebSphere Application Server Toolkit. See 7.4.1, “Starting
the WebSphere Application Server Toolkit (AST)” on page 224.

b. Inthe Servers view (see section 7.4.2, “Creating a server connection” on page 225),
right-click the server, and select Run administrative console, as shown in
Figure 7-11 on page 232.
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| B= putline 52 =0

An outline iz not available.
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Stop
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Monitoring
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WebSphere admrinistration command assist
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Impaort server configuration from serve

Run administrative script

Run universal test client
Restart universal test dient
Reconnect debug process

3 ghow Activity Leg...

EL \/eh&phere V6, 1 Server & rchasel [ Started

Figure 7-11 Opening the WebSphere Administrative Console from AST

c. The Administrative Client logon window opens in the Web Browser view. Specify the
user ID. If the server is secured, specify the password to access the administration
console. If the server is not secured, you can specify any text for the user ID because it

is used solely for logging purposes in that scenario. Click the Log in button.

d. On the left-pane, expand and select Applications — Enterprise Applications.

e. Scroll to the right of the Enterprise Application page, and under the Command

Assistance section, click the View administrative scripting command for last action

link, as shown in Figure 7-12 on page 233.
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Figure 7-12 Command Assistance

f.  Administrative Scripting Commands open in a Web Browser window. Expand
Preferences. See Figure 7-13.

g. Select the Enable command assistance notifications option. Click Apply.

T Web Browser TN, (=)<

Administrative Scripting Commands

The wsadmin scripting commands that map to actions on the administrative conscle display in the Jython
language.

B Preferences

Enable command assistance notifications

og command assistance commands

Reset

Administrative Scripting Command

Adminapp.list()

Total 1

Figure 7-13 Command Assistance notifications
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2. In the Servers view of the Workbench, right-click the server, and select WebSphere
administration command assist as shown in Figure 7-14.

Resource - IBM WebSphere Application Server Toolkit, V6.1
File Edit MNavigate Search Project Run  Window Help

L @L-18 49
T Mavigator 3 =0
= iR 7
= = Mew ¥

&= AdamlythonProject COpen
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Delete
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) start
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Restart L4
[ Stop
ElS! Publish
Manitoring 4
Move to Waorkspace

ff_ Add and Remove Projects...

( WebSphere administration command assist IQ

s — - i
EE Outline &3 | ) Run administrative console
|J Create tables and data sources

Export server configuration to server

An outline is not available.

Import server configuration from server
Run administrative script
Run universal test dient
Restart universal test dient
Tasks | 41l Servers &3 Console Reconnect debug process
Server q {? Show Activity Log...
WebSphere v&. 1 Server @ rchass

Figure 7-14 Selecting WebSphere administration command assist in AST

The WebSphere Administration Command view opens in the lower pane below the
Integrated Solutions Console, as shown in Figure 7-15 on page 235.

3. In the Select Server to Monitor pull-down list, specify with a check mark the servers that
you want the tool to monitor as you interact with its Administrative console. The Select
Server to Monitor list is available in the toolbar of the WebSphere Administration
Command view. (See Figure 7-15 on page 235).
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Figure 7-15 Select Server to Monitor

4. Perform your server operations in the administrative console. As you interact with the
administrative console, the WebSphere Administration command view is populated with
wsadmin commands for Jython.

Tip: If you want to see the wsadmin object, method, and the actual values pass into the

parameter when the command is issued, select and hover the command in the WebSphere
Administration Command view. A floating window appears that contains the documentation
for the wsadmin method.

If you want to see additional help documentation on a wsadmin object, right-click the
command in the WebSphere Administration Command view, and select wsadmin
Command Help (or in the toolbar click the View Online Help button). The browser
displays the wsadmin object documentation for the selected command. The documentation
is provided by the WebSphere Information Center.

5. To transfer the wsadmin commands, which are generated in the WebSphere

Administration Command view, to the Jython script:

a. Open the Jython script where you want to insert the generated wsadmin commands.
b.

C.

In the text editor, place the cursor to the position where you want to insert the
generated wsadmin command.

In the WebSphere Administration Command, right-click the command, and select
Insert. You can select multiple commands to transfer by using the SHIFT + Arrow key
combination. (See Figure 7-16 on page 236).
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Figure 7-16 Insert Jython command

7.4.6 Getting content assistance and tips in the Jython editor

In the Jython editor, use content assist and content tips to speed up the creation of

WebSphere Administrative (wsadmin) objects, methods and parameters, and Jython syntax.

You can use content assist to help you finish a line of code in the Jython editor. The

placement of the cursor in your script file provides the context for the content assist to offer a
list of suggested completion.

You can use content tips to see a list of parameter hints in a method argument. If the cursor is
located at the parameter specification for a method reference, this actions shows a floating
window with parameter types information.

To use content assist and tips in the Jython editor:

1. Open a Jython script file in the Jython editor.

2. Place your cursor in a partially-complete line of code in the Jython editor, right-click, select
Content Assist (or press Cirl-Space).

3. If the Jython editor finds valid candidates for this position, a list of possible completions is

shown in a floating window. You can type further to narrow the list.

4. Use the arrow keys or the mouse pointer to navigate through the possible completions.

5. Select an item in the list to complete the code fragment.

6. If you place your cursor in a parameter specification for a method reference and
right-click, you can select Content Tip (or press Ctrl-Shift-Space).

7. If the Jython editor finds valid candidates for this position, a list of parameter hints is
shown in a floating box.

7.4.7 Migrating administrative Jacl scripts to Jython

The IBM Jacl to Jython Conversion Assistant (Jacl2Jython) is a program that assists in

converting wsadmin scripts that are written in Jacl into Jython syntax. In most cases, the
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results of the conversions are syntactically equivalent and usually runtime equivalent.
However, the differences in the Jacl and Jython scripting languages might result in a few lines
of script that are difficult to convert automatically by the Jacl2Jython program. In most of
these cases, these converted lines of script are flagged #?PROBLEM? to mark areas in the
script where you need to manually verify or alter the script to ensure that the intended runtime
results are maintained. Although you need to manually review and verify all the converted
script, the #? PROBLEM? flags help to identify areas in the script that most likely require
further processing.

To run the Jacl2Jython program to convert Jacl to Jython syntax:

1.

From a command prompt on your workstation, change to the <AST install_dir>/bin
directory, where <AST_install_dir> is the installation directory of the workbench. For a
default installation, the directory is:

C:\Program Files\IBM\WebSphere\AST\bin

Enter the command Jac12Jython input_Jacl_script_filename. Where
input_Jacl_script_name is the fully-qualified name of the Jacl script that you want to
convert into a Jython script, for example, C:\scripts\MyScript.jacl.

If the Jacl2Jdython program stops, it is because a parse error was encountered in the input
Jacl script. As a result, a matching Jython script cannot be created. You need to resolve
all the parse errors in the input Jacl script file. Then run the Jacl2Jython program again to
continue with the conversion.

Attention: When the Jacl2Jython program encounters a problem parsing the input Jacl
script file, it stops with a parse error message that contains the following information:

» The fully qualified name of the problematic script.
» The line and column number of where the parse error might be occurring.
» The cause of the parse error.

» The list of expected Jacl syntax that should have followed prior to reaching the
problematic syntax.

If the Jacl2Jython program successfully parses the input Jacl script, then a matching
Jython script file with a file extension .py is produced in the same directory as the input
Jacl script.

Repeat the above steps again to run the Jacl2Jython program again, which ensures that
all user method definitions are processed and recorded in the
Jacl2Jython_UserMethods.ixt file. This step helps resolve any unnecessary unknown
command warnings and ensures that the converted Jython script is as clean as possible.

In a Jython editor or a text editor, open the Jython file that is produced by the Jacl2Jython
program.

Find and fix any lines of script that are marked with a #?PROBLEM? comment flag. The
Jacl2dython program adds a #?PROBLEM? comment flag to the output of the Jython
script when it detects a problem in the conversion.

Complete the line-by-line manual review and verification of the conversion. Manually
convert or modify the script to function as originally intended.
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7.4.8 Exporting Jython scripts

After you write a Jython script using the WebSphere Application Server Toolkit, you need to
export it to the System i server so that you can run the script. For information about how to
run the script file after export, refer to 7.2.1, “Running wsadmin script files” on page 222.

To export the Jython script file:

1. Map a network drive on your development workstation to an IFS share on the server, for

example /root.

Right-click the script file in the Navigator view, as shown in Figure 7-17.

Select the Export option.
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Figure 7-17 Export Jython file

4. Select File system in the Select dialog (Figure 7-18 on page 239). Click Next.
5. Specify a target directory to which to export your Jython script. Click Finish.
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Figure 7-18 Export Jython file directory
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Turning on security

In this chapter, we describe the steps to set up different areas of security in WebSphere
Application Server V6.1 for i5/0S. We discuss:

» Administrative security
» Secure SSL communication between HTTP Server and WebSphere Application Server
» Secure SSL communication between Web Browser and HTTP Server

We do not talk about security strategies or about security methods. We also do not cover
platform independent WebSphere Application Server security aspects.

For information about security fundamentals, refer to WebSphere Security Fundamentals,
REDP-3944 at:

http://www.redbooks.ibm.com/redpapers/pdfs/redp3944.pdf

The IBM Redbooks publication IBM WebSphere Application Server V6.1 Security Handbook,
SG24-6316 is a more comprehensive publication on all aspects of WebSphere Application
Server security.

Most WebSphere Application Server security functionality is platform independent; however,
in this chapter we cover some examples from an i5/0S perspective, such as using the Digital
Certificate Manager (DCM) to enable SSL.

Important: In the example shown in this chapter, we used a “clean” system with no prior
security configuration. If you partially configured Web security on your system, skip the
instructions for configuring those security parameters.
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8.1 Administrative security

In previous releases of WebSphere Application Server, enabling Global Security activated
security for both administration and applications. In WebSphere Application Server V6.1,
Global Security is split into administrative and application security, each of which you can
enable separately. However, for application security to take effect, administrative security
must be enabled.

In WebSphere Application Server V6.1, there is a new feature that lets you enable
administrative security out-of-the-box. The advantage of this is that at installation time,
WebSphere Application Server administrators now have an easy way to restrict unauthorized
access to a production server and administrative tasks. In the past, the WebSphere
Application Server security administrator was required to perform post-installation
configuration steps to secure the system. With the introduction of this feature, however,
administrators can now set up the default security settings without the complexities of
post-installation configuration. Out-of-the-box security is available from the installation wizard
or from the profile management wizard. The following tasks are automatically performed at
installation time if out-of-the-box administrative security is enabled:

» Administrative security is turned on

» Application security is disabled

» LTPA is set as the default authentication mechanism

» A server ID required for inter-process communication is automatically generated

» A built-in file-based user repository is configured and used as the default user repository.
The built-in repository is a new feature made possible through the integration of Virtual
Member Manager (VMM) with WebSphere Application Server. This means you can then
use the user and group management features that are provided by VMM to add additional
users.

For detailed information about Administrative security, see Chapter 3 of the IBM Redbooks
publication IBM WebSphere Application Server V6.1 Security Handbook, SG24-6316.

8.1.1 Enabling administrative security after installation

242

By default, administrative security is enabled as part of the installation process (for details
see 3.4, “Performing WebSphere Application Server installation” on page 38). If you
unchecked the option to enable administrative security during the installation process, we
recommend that you now enable it.

See Chapter 3 of the IBM Redbooks publication IBM WebSphere Application Server V6.1
Security Handbook, SG24-6316, for a detailed description of enabling administrative security.

There are two ways to enable administrative security for WebSphere Application Server
post-installation:

1. From the i5/0S command line:
a. Sign on to the i5/0S with a user ID and password.

Note: The user profile needs to have *ALLOBJ and *SECADM special authorities.

b. Enter STRQSH on the CL command line to start Qshell.
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c. Atthe Qshell prompt, run these command (we use Base edition installed at the default

location):
cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

Start the WebSphere Application Server before you enable the administrative security,
where <profile_name> is the name of your profile that you want to secure:

startserver -profileName <profile_name>
Invoke the wsadmin command to use the wsadmin tool:

wsadmin

In this example, we use the default scripting language - Jacl. For more information
about the wsadmin tool, see 7.2, “Invoking wsadmin” on page 220.

Figure 8-1 shows an example of the output.

wsadmin

WASX7209I: Connected to process "serverl" on node RCHAS60 using SOAP
connector; The type of process is: UnManagedProcess

WASX70291: For help, enter: "$Help help"

wsadmin>

Figure 8-1 wsadmin enable administrative security

f.

Check if the global security is turned on by running the command:
$AdminTask isGlobalSecurityEnabled
If it returns false, you need to enable security.

Run the following command to enable administrative security, where <user> and
<password> are credentials for an i5/0S user profile:

securityon <user> <password>

Figure 8-2 on page 244 shows an example of the output.
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securityon Tclwas 1clpwd

Done with LOCAL OS security turning on process, now you need to restart
serverl to make it affected.

Thenyoucanstartusing theclient with SOAP or RMI connector.

If you are using SOAP Connector to connect to the server, you need to modify
soap.client.propsfileinyour<install root>/propetiesdirectory.

Update as below for SOAP connector:

com.ibm.SOAP.securityEnabled=true

com.ibm.SOAP.ToginUserid=1clwas

com. ibm.SOAP.ToginPassword=1c1pwd

If you are using RMI Connector to connect to the server, you will be prompted
to enter the "userid" and the "password". If you want to by pass the Tlogin
process, you can modify sas.client.props file in your <install root>/properties
directory.

Update as below for RMI connector:
com.ibm.CORBA.1oginSource=properties
com.ibm.CORBA.ToginUserid=Tclwas
com.ibm.CORBA.1oginPassword=1c1pwd

Figure 8-2 Running the securityon command

h. Exit the wsadmin tool by issuing the quit command.

i. Restart WebSphere Application Server to activate the administrative security. See 4.2,
“Day-to-day administration” on page 88 for information about how to restart
WebSphere Application Server.

j-  Access the WebSphere Administrative Console on the server by pointing a Web
browser to:

http://<your_server_hostname>:<port_number>/ibm/console
Example:

http://myServer.ibm.com:9060/ibm/console

This link redirects you to the new address:
https://myServer.ibm.com:9043/ibm/console/logon.jsp

You are presented with a new Welcome window (Figure 8-3) that asks for a User ID
and Password.

Integrated Solutions Console

Welcome, enter your information.
User ID:

Password:

Log in

Figure 8-3 Logging in to WebSphere Administrative Console
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8.1.2 Disabling administrative security

There are two ways to disable administrative security:

1. Using the WebSphere Administrative Console:

The easiest way to disable administrative security is to use the WebSphere Administrative
Console:

a.

® 2 0o T

Logon to the WebSphere Administrative Console.

Click Security — Secure administration, applications and infrastructure.
Uncheck the Enable administrative security box.

Click Apply and Save your change.

Restart your WebSphere Application Server.

To work, this procedure requires that the application server already be running. If, for
some reason, you cannot start the application server, for example, because of an
incorrectly-configured user repository, you can instead disable administrative security
using the command line.

2. If you lost your user ID or password, you can disable administrative security from the
command line:

a. From the command line, sign on to the i5/0S with user ID and password.

Note: The user profile needs to have *ALLOBJ and *SECADM special authorities.

b. Enter STRQSH on the CL command line to start Qshell.
c. Atthe Qshell prompt, change to the product bin directory by issuing the command (we

use Base edition installed at the default location):

cd /QIBM/ProdData/WebSphere/AppServer/V61l/Base/bin
Invoke the wsadmin command to use the wsadmin tool:
wsadmin -profileName <profile_name> -conntype NONE

Figure 8-4 shows an example of the output.

$

wsadmin -profileName default -conntype NONE

WASX73571: By request, this scripting client is not connected to any server
process. Certain configuration and application operations will be available in
local mode.
WASX70291: For help, enter: "$Help help"
wsadmin>

Figure 8-4 Starting wsadmin with -conntype NONE option

e. Atthe wsadmin command prompt, type the securityoff command, and press Enter to

disable administrative security:
Figure 8-5 on page 246 shows an example of the output.
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wsadmin>
> securityoff
LOCAL OS security is off now but you need to restart serverl to make it
affected.
wsadmin>
> quit

Figure 8-5 Using securityoff wsadmin command to disable administrative security

f.  Exit the wsadmin tool by issuing the quit command at the wsadmin command prompt.
Press Enter.

g. Start the WebSphere Application Server instance:
i. Start a QShell session with the STRQSH command.

ii. Change to the core binary product files location. For an installation in the default
location, the command is:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
iii. Run the startServer script, and supply the profile name:
startServer -profileName <profile_name>
Tip: To activate the change you need to start/restart your server. If restarting the
server, you need the user ID and password in order to stop it first. However if you
lose your password the stopServer command will not work; you need a different
way to stop your active server. You can stop the server from WRKACTJOB with

option 4. Give the server sufficient time to stop in a controlled fashion before
restarting.

h. Start the WebSphere Administrative Console by pointing a Web browser at:
http://<your_server_hostname>:9060/ibm/console/Togon.jsp
You will notice the Welcome window (Figure 8-6) now only asks for a User ID.

Integrated Solutions Consale

Welcome, enter your information.

User ID:

Figure 8-6 Logon panel for WebSphere administrative console

8.2 Enabling SSL

The Secure Sockets Layer (SSL) protocol provides transport layer security, which allows for
secure communication between a client and the application server. The SSL configuration
options in WebSphere Application Server offer full end-to-end management, which includes
certificate management, individual endpoint SSL mappings, and scoped association of SSL
configurations and key stores.
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For a detailed description about configuring SSL in WebSphere Application Server, see
Chapter 4 of the IBM Redbooks publication IBM WebSphere Application Server V6.1 Security
Handbook, SG24-6316.

In this chapter, we provide step-by-step instructions for two common tasks that are
associated with SSL:

» Configuring SSL between the HTTP server and WebSphere Application Server.
» Configuring SSL between the Web browser (Client) and the HTTP server.

Figure 8-7 shows how the system is configured to use SSL end-to-end after you perform the
two tasks.

Configuring SSL between the HTTP server and WebSphere Application Server is something
that not everyone deems necessary to perform. You may have chosen a topology that uses
firewalls and other security measures that isolate the traffic between the HTTP server and
WebSphere Application Server sufficiently for your needs, without the additional overhead
that is associated with setting up and maintaining SSL-encrypted communications.

However, configuring SSL between the Web browser and the HTTP server is a task that we
anticipate a significant proportion of you might need to perform to provide a known level of
security and reassurance to users. This need varies by application, but for applications, such
as internet banking and e-commerce, SSL security between the Web browser and the HTTP
server is a must.

SSL between Web SSL between HTTP Server and
Browser and HTTP WebSphere Application Server
Server
WebSphere
PC SSL TE&Zigg?e)r SSL Application Server
Web Browser (RCHAS60)
httpssl
wasssl|

Figure 8-7 System configuration after enabling SSL

8.2.1 Overview of the sample environment

For this example, we used two System i servers to demonstrate how to create a secure
connection between a Web server and WebSphere Application Server. Both systems are
running i5/0S V5R4MO, and there is no firewall established between them. WebSphere
Application Server V6.1 is installed on each system at the default installation path:

/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
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» WebSphere Application Server: System A (RCHAS60)

— WebSphere Application Server profile name: wasssl
— WebSphere Application Server starting port block: 52400

» IBM HTTP Server for i5/0S: System B (RCHAS07)

— HTTP server profile name: httpssl
— HTTP port: 52480

Tip: When you create an SSL connection between two systems or LPARs for the first time,
we recommend that you do it without a firewall for simpler configuration. After you test your
SSL connection successfully, establish the firewall so that it is easier to locate any
problems that may occur.

8.3 Configuring SSL between a Web server and WebSphere
Application Server

248

Secure transport between a remote Web server and an application server is often required.
New support for digital certificate management in WebSphere Application Server V6.1 greatly
simplifies digital certificate management; however, some additional configuration is required
on System i5/0S to enable secure transport.

In this section, we provide step-by-step instructions for creating a secure connection between
a Web server and WebSphere Application Server, as shown in Figure 8-8.

SSL between ) SSL between HTTP Server and
nd HT WebSphere Application Server
Sel
A SSL HTTP Server SSL App\fl\{:;iahg;erver
—_— —>
Web Brows — (Ri;'ASSSf”) (RCHAS60)
P wasssl|

Figure 8-8 Configuring SSL between a Web server and WebSphere Application Server systems
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In our example, we use two System i servers, both have i5/0S V5R4MO installed. For

S
o

implicity, during initial configuration, there is no firewall established between the servers. We
utlined the broad tasks that we perform; consequently, before we provide detailed

instructions for each task:

Note: In the remainder of this chapter, we sometimes refer to the application server system
as the WAS system, and the remote Web server as the HTTP system.

1. Create an application server profile on the WebSphere Application Server system.

2. Create an HTTP WebSphere profile on the remote Web server system.

3. Create an IBM HTTP server instance on the HTTP system and associate this with the

HTTP WebSphere server profile.

4. Create the Web server definition on the WAS system.

5. Add the user profile and password, for administering the HTTP server installation, to the

©® N o

9.

Web server definition.

Create a virtual host alias for the remote Web server.

Regenerate and propagate the Web server plug-in configuration file.
Check messages in http_plugin.log for any errors.

Perform additional configuration required for the Web server plug-in.

10.Enable the secure transport between the Web server and the application server systems.

1

1.Verify that the secure transport is working.

Note: You may have already performed some of these configuration tasks, such as
creating profiles for the application server and Web server and performing the association
between the application server and the Web server. Therefore you can skip to 8.3.8,
“Verifying the configuration” on page 258 and proceed after you verify that you have a
working “non-SSL” configuration.

8.3.1 Creating an application server profile on WebSphere Application Server

system

Perform the following steps to create a stand-alone WebSphere profile:

1.
2.
3.

Sign on to your WebSphere Application Server i5/0S system (RCHASG0 in our example).
Start a QShell session with the STRQSH command.

Change the directory to the WebSphere Application Server V6.1 product bin directory by
issuing the command:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

Create a WebSphere Application Server profile using the manageprofiles script. Refer to
4.2, “Day-to-day administration” on page 88 for more information about the
manageprofiles script. We used the following command for our scenario:

manageprofiles -create -profileName wasssl -startingPort 52400

Figure 8-9 on page 250 shows an example of the output from the above command.
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>cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

$
>manageprofiles -create -profileNamewasss1 -startingPort 52400

INSTCONFSUCCESS: Success: Profile wasssl now exists. Please consult
/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/wasss1/1ogs/AboutThisProfi
le.txt for more information about this profile.

Figure 8-9 Create WebSphere Application Server profile wasssl on system A

8.3.2 Creating an HTTP WebSphere profile on the remote Web server system
Perform the following steps on the HTTP Server system (RCHASO7 in our example):

1. Sign on to your remote Web server i5/0OS system.
2. Start a QShell session with the STRQSH command.

3. Change the directory to the WebSphere Application Server V6.1 product bin directory by
issuing the command:

cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
Tip: You do not need to install a full WebSphere Application Server product; instead,

just install the Web server plug-in on the HTTP Server system. See 5.3, “Configuring a
remote Web server with WebSphere Application Server” on page 171.

4. Create an HTTP server profile using the manageprofiles script. Refer to 4.2, “Day-to-day
administration” on page 88, for more information about the manageprofiles script. We
used the following command for our scenario:

manageprofiles -create -profileName httpssl -templatePath http

Figure 8-10 shows an example of the output from the manageprofiles command.

> cd /QIBM/ProdData/WebSphere/AppServer/V61/Base/bin
$>manageprofiles -create-profileNamehttpss] -templatePathhttp
INSTCONFSUCCESS: Success: Profile httpssl now exists. Please consult

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/httpss]
/Togs/AboutThisProfile.txt for more information about this profile.

Figure 8-10 Create HTTP profile httpssl on system B

8.3.3 Creating an IBM HTTP server instance on the remote Web server and
associating it with the HTTP server profile

Use the following steps to create and configure an HTTP Server instance (on RCHASO7 in
our example):

1. Launch i5/OS tasks by pointing your Web browser at the following URL:
http://<HTTP_system_hostname>:2001

2. Log in using your i5/OS user profile and password, and select IBM Web Administration
for i5/0S.

3. Select the Setup tab.
4, Select Create a New HTTP Server.
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5. Enter the Server name (we used httpssl), and click Next, as shown in Figure 8-11.

Create HTTP Server
Welcome to the Create New HTTP Server wizard. This wizard helps you set up and create a new HTTF server
You must name your new server. This name will be used later to manage the server.

What do you want to name your new senver?

Server name: httpssl

Server description: |HTTP S5L Server

Click Hext to continue or Cancel to leave at anytime.

Figure 8-11 Create HTTP Server httpss|

6. Click Next to accept the default server root.
7. Click Next to accept the default document root.

8. Enter the number of a free Port (we chose 52480), and click Next, as shown in
Figure 8-12.

Create HTTP Server
Your server may listen for requests on specific IP addresses or on all IP addresses of the system.

Onwhich IP address and TCF port would you like vour new server ta listen?

IF address: | All IP addresses V

Port: 52480

Mote: Maost browsers make requests to port 80 by default.

Figure 8-12 Create HTTP Server httpss| port

9. Select No to decline use of an access log, and click Next.
10.Click Next to accept the default log handling behavior.

11. Click Finish to create the HTTP server. Figure 8-13 on page 252 shows an example of
the summary for the Web server instance that we created.
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Create HTTP Server

Server name: HTTPS3L

Server description: HTTF S5L senver
Server root: fwwihttpssl
Document root; fwwiihttpssiftdocs
IP address: AllIF addresses
Port: 52480

Log directory: fwwihttpssiilogs
Access log file: access_log

Error log file: error_log

Log maintenance: 7 days

Figure 8-13 Create HTTP server summary

Associating the Web server instance with the Web server profile
The next step is to link the IBM HTTP Server for i5/0S instance, which we just created, with
the WebSphere profile, httpssl, which we created in the previous step:
. Select the Manage tab in IBM Web Administration for i5/0S on the Web server system
Select the HTTP Servers tab.
Select server HTTPSSL - Apache from the pull-down list.

1
2

3

4. On the left panel, click WebSphere Application Server.

5. Select the WebSphere Application Server V6.1 product that you are using.
6. Select httpssl from the WebSphere profile pull-down list.

7

. Select All applications for the installed applications to map to the Web server, and click
OK. Figure 8-14 shows an example of performing the association.

Server: | HTTPSSL - Apache v Server area: | Global configuration V

HTTPZSEL = WehSphere Application Server

WebSphere Application Server

General

() Disable Senvlets and JSPs (Java Server Pages)

(& WebSphere Application Server, V6.1 Base
Product install path: /QIBM/ProdData/\WebSphere/dppServer/VE 1/Base

WehSphere profile: | httpssl M

Indicate which installed applications should be mapped to
the selected Web server;

All applications v

Figure 8-14 Connect http server to http profile httpss/
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8.3.4 Creating the Web server definition on the application server system

In this section, you are required to copy a script from the Web server system (RCHASO07 in
our example) to the application server system (RCHASG60 in our example). Use the iSeries
Navigator to copy the files between the systems. See Connecting to iSeries: iSeries Navigator
in the Information Center for details:

http://publib.boulder.ibm.com/InfoCenter/iseries/v5r4/index.jsp?topic=/rzahg/rzahg
inav.htm

1.

Copy the configureIHS HTTPSSL script from the Web server system to the application
server system. The script is located in the <httpss1 _profile_root>/config/IHS HTTPSSL
directory. In our environment, the location is:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/httpssl/config/IHS HTTPSSL

Place the file you copied in the previous step, into the <wasss1_profile_root>/bin
directory on the application server system. In our environment, the location is:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/wasss1/bin/

3. On the application server system, start a Qshell session with the STRQSH command.

4. On the application server system, start the WebSphere Application Server profile (wasssl

in our case) using the following two commands:

cd /QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/wasss1/bin
startServer

wait for the message: Application server wasssl in profile wasss] has started and
is ready to accept connections on admin port 52401, as shown in Figure 8-15 on
page 254.

Run the script that you copied in the previous step by issuing the following command at
the Qshell prompt:

./configureIHS HTTPSSL

Figure 8-15 on page 254 shows an example of the output of running this script.

Chapter 8. Turning on security 253


http://publib.boulder.ibm.com/InfoCenter/iseries/v5r4/index.jsp?topic=/rzahg/rzahginav.htm

startServer

CPC1221:Job 174737 /QEJBSVR/WASSSL submittedto job queue QWASJOBQin

Tibrary QWAS61.

CWNATVOOI: Application server wasssl in profile wasss] has started and is
ready to accept connections on admin port 52401.

./configureIHS_HTTPSSL

WASX7209I: Connected to process "wasss1" on node RCHAS60 wasss1 using SOAP
connector; The type of process is: UnManagedProcess

WASX7303I: The following options are passed to the scripting environment and
are available as arguments that are stored in the argv variable: "[IHS HTTPSSL,
IHS, /www/HTTPSSL, /www/HTTPSSL/conf/httpd.conf, 52480, MAP_ALL,
/QIBM/UserData/WebSphere/AppServer/V 61/Base/profiles/httpssl, unmanaged,
RCHAS07.1ITS0.IBM.COM-node, RCHAS07.ITSO.IBM.COM, o0s400, 2001, NULL, NULL,
HTTPSSL]"

Input parameters:

Web server name - THS_HTTPSSL
Web server type - THS
Web server install Tocation - /www/HTTPSSL
Web server config location - /www/HTTPSSL/conf/httpd.conf
Web server port - 52480
Map Applications - MAP_ALL
Plugin install Tlocation -
/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/httpss]

Web server node type - unmanaged
Web server node name - RCHASO07.ITSO.IBM.COM-node
Web server host name - RCHAS07.1ITSO.IBM.COM

Web server operating system - 0s400

IHS Admin port - 2001

IHS Admin user ID - NULL

IHS Admin password - NULL

THS service name - HTTPSSL

Processing the application query.

Get the current target mapping for the application query.
Computed the current target mapping for the application query.
Start updating the target mappings for the application query.
Target mapping is updated for the application query.

Start saving the configuration.

Configuration save is complete.

$

Figure 8-15 Run configurelHS_HTTPSSL script
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8.3.5 Adding the user profile and password for administering the HTTP server
installation to the Web server definition

Configure the remote HTTP server administration using the following instructions:

1.

Use your Web browser to open the WebSphere Administrative Console on the application
server system by requesting the URL:

http://<WAS system_hostname>:port/ibm/console
In our case the URL is:
http://RCHAS60:52401/ibm/console/

2. Login to the WebSphere Administrative Console.

3. Expand Servers — Web servers.

Click the HTTP Server instance that you previously created. In our case, this is
IHS_HTTPSSL. Figure 8-16 shows an example of the configuration settings of the HTTP
Server instance.

Web servers > IHS5_HTTPS5L

Use this page to configure & Web server that provides HTTP and HTTPS support to application
servars.

Configuration

General Properties

Additional Properties

Web server name

[THs_HTTPSSL | =51 -
Configuration File

Type . ) )

IEM HTTP Server v Blug-in properties

Remote Web server

Host name management

RCHAS07.RCHLAND.IBM.CC .
Custom properties
* Port
[52480

* Web server installation location
[ v HTTRSSL

#* Configuration file name
[¢ voeef HTTPSSL/ conf/httpd.conf Edit

Web server Instance Name
HTTPSSL

Platform Typs

los/400

Appl',r| ﬂ Reset| Cancel |

Figure 8-16 Configuration for Web server IHS_HTTPSSL

5.

6.

Click Remote Web server management.

Enter the user ID and password (Figure 8-17 on page 256) that are required to
authenticate with the HTTP Server instance on the Web server system (RCHASOQ7 in our
example). The authorities required by this profile are the same as that required to access
the HTTP administration GUI.

Click OK to save your configuration changes.
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Web servers > IHS HTTPSSL > Plug-in properties > Remote Web server management

Use this page to configure the IBM{R) HTTP Server administration server for & Web
server. These properties are required for @ Web server that is not instzalled on the same
machine as the WebSphera(R) Application server.

Configuration

Remote Web server management

* Port
[2001

* Username

|guiuser

* Password

Apply | ﬂ Reset | Cancel |

Figure 8-17 Remote authentication entry

8.3.6 Creating a virtual host alias for the remote Web server

256

Perform the following steps on the WebSphere Application Server system to create a virtual

host alias for the remote Web server:

1.

o~ 0D

Click default_host.
Click Host Aliases. The settings for the default_host are displayed.
Click New. The General Properties are displayed.

(RCHASOQ7, port 52480 in our case).

Virtual Hosts > default host > Host Aliases > New

Use this page to edit or create 2 domain name system (DNS) alias by which the virtual
host is known. An zalias is the combination of DNS host name and a unigque port number.|
A Web client uses the alias to form the URL request of a Web application resource.
Application resources include servlets, 15P files, or HTML pages. For example, the
default_host alias is the myhost.newyork.com:3080 portion of
http://myhost.newyork.com:9080/servlet/sncop or the myhost.newyork.com:9043
portion of a2 secure http://myhost.newyork.com:9043/servlet/snoop URL.

Configuraticn

General Properties

#* Host Name
[rRcHASOZ

* Port
[52480

Apply | ﬂ Reset | Cancel |

Figure 8-18 Add virtual Host

6.

7. After you create a new Host Alias, you must regenerate the Web server plug-in

Click OK, then click the Save link at the top of the page to save your configuration.

configuration XML file:
a. Click Servers — Web servers.
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Expand Environment — Virtual Hosts in the WebSphere Administrative Console.

Type the information for Host name and Port (Figure 8-18) for the Web server system



b. Select the check box next to your Web server profile (IHS_HTTPSSL in our example).
c. Click Generate Plug-In. Figure 8-19 shows an example of the output.

E Messages

[ pLecooosI: Plug-in configuration file
= /QIBM/UserData/WebSphere/AppServer/VE1/Baze/profiles/wassslfconfig/eells/RCHASED _wasssl/nodes/RCHASOT .RCHLAND.IEM.COM-
node/servers/IHS_HTTPSSL plugin-cfg.=xmil

[l pLecoos21: Plug-in configuration file generation is complete for the Web server RCHASE0 _wasss|.RCHASO7 .RCHLAND.IBM.COM-
node.IHS_HTTPSSL.

Web servers
Use this page to view a list of the installed Web servers.

Preferences

| Generate Plug-in I Propagate Plug-in | ‘Mew| | Delete | Templates... | Start | Stnpl
k| 4
=G
Select Name 2 Web server Type 3 _ Node 5 _ Version 5 _ Status Q
IHS HTTESSL IBM HTTP Server RCHASO7.RCHLAND.IEM.COM-  Not applicable ®
node
Total 1

Figure 8-19 Generate plug-in

8. Click the Log out link in the top right corner of the window.

9. After you configure the virtual host, restart your WebSphere Application Server instance
for the change to take effect.

8.3.7 Regenerating and propagating the plug-in configuration file
Now you need to capture new configuration parameters by regenerating and propagating the
plug-in configuration file:

1. After you restart the WebSphere Application Server profile, logon to the WebSphere
Administrative Console on the application server system. In the WebSphere
Administrative Console, perform the following steps:

2. Expand Servers — Web servers.
3. Select your Web server instance (IHS_HTTPSSL in our example).

Important: If you did not regenerate the plug-in configuration file in the last step, do it
now. Click Generate Plug-In to regenerate the plugin-cfg.xml file.

4. Select the check box next to your Web server profile (IHS_HTTPSSL in our case), and
click Propagate Plug-In to propagate (copy) the updated plugin-cfg.xml file to the Web
server system. Figure 8-20 on page 258 shows an example of the output.
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E Messages

[ pl5coos21: The plug-in configuration file is propagated

From'FQIBM_."UserData,"WebSphere_."AppServer_f\-‘G 1/Base/profiles/wasssl/config/cells/RCHASED_wasssl/nodes/RCHASO? .RCHLAND.IBM.COM-
nodefservers/IHS_HTTPSSL/plugin-cfg.xml

to /QIBM/UserData/WebSphera/AppServer/VE1/Base/ profiles/httpssl/config/IHS_HTTPSSL/plugin-cfg.xml on the Web server computer.

B} pLGCo0481: The propagation of the plug-in configuration file is complete for the Web server
RCHASE0_wasssl.RCHASO7.RCHLAND.IBM.COM-node.IHS_HTTPSSL.

Web servers
Use this page to view a list of the installed Web servers.

Preferances

Generate Plug-in Propagate Plug-in | Neaws Delats Templates... | Start| Stop|
k| [
Clells
Select| Name & Web server Type 3 _ Hode ) _ Version 3 _ Status Q
IHS HTTPSSL IEM HTTP Server RCHASO7.RCHLAND.IEM.COM- | Not applicable ®
node
Total 1

Figure 8-20 Propagate Plug-in

5. Select the check box next to IHS_HTTPSSL, and click Start.

8.3.8 Verifying the configuration

You can use the Snoop servlet, which shipped with WebSphere Application Server, to verify
that the Web server and the application server can communicate properly at this stage. Point
a Web browser to your HTTP server listening port (on RCHASO7 in our example):

http://RCHASO7:52480/snoop
The Snoop Servlet Request page is displayed. You can see from the output that we connect

to the Web server (Server name parameter in the output), which then forwards the request to
the application server (Local host parameter in the output).

8.3.9 Checking messages in http_plugin.log

You can find the log file for the Web server plug-in on the Web server system (on RCHAS07
in our example) at:

<httpssl_profile_root>/10gs/IHS_HTTPSSL/http_plugin.log

In our case the location is:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/httpss1/logs/IHS HTTPSSL/http
_plugin.log.

Check the http_plugin.log on the Web server system (RCHASOQ7) for any error messages,

such as: "ERROR: 1ib_security: TogSSLError: str_security (gsk error 201): Object
containing the password for the certificate store file not found" (Figure 8-21 on

page 259).
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011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR: lib_security: logSSLError:
str_security (gsk error 201): Object containing the password for the certificate store file not
found.

[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR:
lib_security: initializeSecurity: Failed to initialize GSK environment

[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR:
ws_transport: transportlnitializeSecurity: Failed to initialize security

[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR:
ws_server: serverAddTransport: Failed to initialize security

[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR:
ws_server: serverAddTransport: HTTPS Transport is skipped

[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - ERROR:
ws_server: serverAddTransport: Plugin will continue to startup, however, SSL transport
RCHAS60.ITSO.IBM.COM:52402 did not initilize. Secure communication between app server
and plugin will NOT occur. To run with SSL, additional products may need to be installed: 1)
0S/400 Digital Certificate Manager (5722-SS1 or 5769-SS1, option 34) 2) Cryptographic Access

Provider 5769-AC1 (40-bit), 5722-AC2 or 5769-AC2 (56-bit), 5722-AC3 or 5769-AC3 (128-bit)
[Mon Aug 21 16:10:27 2006] 011759/QTMHHTTP/HTTPSSL 00000000 00000037 - PLUGIN:
Plugins loaded.

Figure 8-21 GSK error 201 in the http_plugin.log

Also check this file for "ERROR: 1ib_security: TogSSLError: str_security (gsk error
202): Key database file was not found" (Figure 8-22).

011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR: lib_security: logSSLError:
str_security (gsk error 202): Key database file was not found.

[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR:
lib_security: initializeSecurity: Failed to initialize GSK environment

[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR:
ws_transport: transportlnitializeSecurity: Failed to initialize security

[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR:
ws_server: serverAddTransport: Failed to initialize security

[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR:
ws_server: serverAddTransport: HTTPS Transport is skipped

[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000b39 - ERROR:
ws_server: serverAddTransport: Plugin will continue to startup, however, SSL transport
RCHASG60.ITSO.IBM.COM:52402 did not initilize. Secure communication between app server
and plugin will NOT occur. To run with SSL, additional products may need to be installed: 1)
0S/400 Digital Certificate Manager (5722-SS1 or 5769-SS1, option 34) 2) Cryptographic Access

Provider 5769-AC1 (40-bit), 5722-AC2 or 5769-AC2 (56-bit), 5722-AC3 or 5769-AC3 (128-bit)
[Mon Aug 21 15:36:49 2006] 011651/QTMHHTTP/HTTPSSL 00000000 00000639 - PLUGIN:
Plugins loaded.

Figure 8-22 GSK error 202 in the http_plugin.log
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If

you see either GSK error 201 or GSK error 202 in the http_plugin.log at this stage, you

need to perform additional configuration for your WebSphere Application Server plug-in,
which we describe next. If these errors do not appear in your http_plugin.log, you can skip the
next section.

8.3.10 Additional configuration required for WebSphere Application Server

plug-in
If

»

GSK error 201 appears in the http_plugin.log, you need to:

Manually stash the password for the plugin-key.kdb file. Review the following topic in the
Information Center:

http://publib.boulder.ibm.com/InfoCenter/wasinfo/v6rl/index.jsp?topic=/com.ibm.
websphere.base.iseries.doc/info/iseries/ae/tsec_sslreckeystorepwrec.html

When you review the Information Center topic, note that:

— The default path name of the plugin-key.kdb file is:
<profile_root>/config/<webServerDefinitionName>/plugin-key.kdb
In our example, the default path name of the plugin-key.kdb file is:

/QIBM/UserData/WebSphere/AppServer/V61/Base/profiles/httpss1/config/IHS_HTTP
SSL/plugin-key.kdb

— The default keystore password is WebAS.

If GSK error 202 appears in the http_plugin.log, you need to:

>

Configure the unrestricted Java Cryptography Extension (JCE) jurisdiction policy files for
Software Developer Kit (SDK) Version 1.5.

Copy the plugin-key.kdb file to the plug-in installation directory.

Complete the steps in the Technote, which is located at:
http://www-1.ibm.com/support/docview.wss?rs=180&context=SSEQTP&ql=Additional+co
nfiguration&uid=swg21237873&loc=en_US&cs=utf-8&lang=en

Attention: Do not forget to restart the WebSphere Application Server and the HTTP server
after you make changes.

Note: Step 2d of the above Technote mentions the following:

“Go down to the Web server copy of Web server plug-in files section, and click Copy to
Web server key store directory.”

We found in our case that the Copy to Web server key store directory button was in fact
under the Repository copy of Web server plug-in files section.

8.3.11 Enabling the secure transport between the Web server and the
application server systems

Use the following steps to enable the secure transport between the Web server and the
application server systems:

1

. After you restart WebSphere Application Server, logon to the WebSphere Administrative
Console on the application server system.
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2. In the administrative console, expand Servers — Application servers and click wasssl.

3. Expand Web Container Settings, and click Web Container Transport Chains.
4. Click WCInboundDefault, as shown in Figure 8-23.

Application servers > wasssl| > Web container transport chains

Use this page to view and manage a transport chain. Transport chains represent network protocol stacks
operating within a client or server.

Preferences

Newl Delate

0| [ [

Select| Name & Enabled Host Port S5L Enabled
| WCInboundAdmin Enabled & 52401 Disabled

|:| WCInboundAdminSecure | Enabled £2 52403 Enabled

] WCInboundDefault Enabled & 52400 Disabled
|:| WCInboundDefaultSecure | Enablad £3 52402 Enzbled
Total 4

Figure 8-23 Web container transport chains

5. Deselect Enabled, as shown in Figure 8-24 on page 262, which results in the

WCInboundDefaultSecure transport being used after WebSphere Application Server is

restarted.
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Application servers > wasss| > Web container transport chains > WCInboundDefault

Use this page to view and manage a transport chain. Transport chains represent netwark protocol
stacks operating within = client or server.

Configuration

General Properties

#* Name
|WCInboundDeFau|t

I:l Enabled

Transport Channels
® TCP inbound channel (TCE 27

Host *

Port 52400

Thread pool WebContainer
Maximum open connections 20000
Inactivity timeout 50 seconds

® HTTP inbound channel (HTTP 2

Use persistent (keep-zlive) connections Enabled
Maximum persistent requests per connection 100

Read timeout &0 seconds
Write timeout &0 seconds
Parsistent timeout 30 seconds

® Web container inbound channel (WCC 21

Appl',rl ﬂ Rezetl Czncel |

Figure 8-24 WCInboundDefault transport chain configuration

6. Click OK, and Save your changes.
7. Restart the application server (wasssl).

8. After you restart WebSphere Application Server, logon to the WebSphere Administrative
Console on the application server system, and expand Servers — Web servers. Select
the check box next to your Web server (IHS_HTTPSSL).

9. Click Generate Plug-In to regenerate the plugin-cfg.xml file.

10. Select the IHS_HTTPSSL check box, and click Propagate Plug-In to propagate the
plugin-cfg.xml file to the Web server system.

11. Restart the Web server (IHS_HTTPSSL).

8.3.12 Verifying that the secure transport is working
The final step in SSL configuration between the HTTP server instance and the application
server is to test it:
1. Point a Web browser at the Snoop servlet, and specify the Web server host name:
http://<HTTP_system_hostname>:52480/snoop

You should see the Snoop data returned. Notice how the Local port parameter, in the
Snoop output that the request was forwarded to on the application server, changed
compared to the test that you did in 8.3.8, “Verifying the configuration” on page 258.

We also see (example in Figure 8-25) that the communication is now SSL-enabled.
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Note: You will see no padlock symbol in your Web browser status bar. The secure
communication is only between the Web server and WebSphere Application Server,
not between the Web browser and the Web server.

HTTPS Information:

Cipher Suite SSL_RSA_WITH RC4 128 MD5

Figure 8-25 Snoop Serviet with 128-bit encryption

8.4 Configuring SSL between the Web Browser and the HTTP
Server

So far, we described how to secure communication between the Web server and the
application server systems. In practice, these machines may be relatively isolated from
outside threats. In some applications (for example, internet banking or e-commerce), it is vital
to also secure communication between the Web browser and the Web server to prevent
eavesdropping.

In this section, we discuss how to configure SSL between Web browsers and your Web

server, using the following steps:

1. Create your own SSL certificate.

2. Install the certificate with the IBM HTTP Server (powered by Apache).

3. Change your WebSphere Application Server V6.1 for i5/0OS configuration to accept SSL
requests.

Figure 8-26 shows the part of the topology that we configure in this section.

SSL between Web SSL between HTTP Server and
Browser and HTTP WebSphere Application Server
Server
PO SSL HTTP Server SSL Ap;\{f;isoahgr;ver
— —>
Web Browser (RCHASO7) I (RCHASG60)
httpssl wasss|

Figure 8-26 Configuring SSL between the Web browser and the Web server
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We use the same environment that we used in section 8.2, “Enabling SSL” on page 246,
namely:

» Web server (RCHASQ7)

» HTTP server name: httpssl

» HTTP port: 52480

» WebSphere Application Server V6.1 with the default installation path:
/QIBM/ProdData/WebSphere/AppServer/V61/Base/bin

8.4.1 Creating your own SSL certificate

264

Creating your own SSL certificate is a two-step process:

» First, you create a local Certificate Authority (CA) to allow you to issue SSL certificates.

» Using the CA, you create a Server Certificate to be used by the Web server during the
SSL ‘handshake’ with a Web browser.

In the following section, we cover these tasks.

Note: In our example, we use a system with no prior SSL configuration. When you work on
your own system, you may have parts of the SSL infrastructure already created. In this
case, skip the section in the book that provides instructions about that part which is already
configured on your system.

Creating a local Certificate Authority

A Certificate Authority (CA) is a central administrative entity that can issue digital certificates
to users and servers. The Certificate Authority signs certificates with its private key to validate
their authenticity. A CA can be a publicly available entity, such as VeriSign, or it can be a
privately created entity, such as a private intranet or local CA. Digital Certificate Manager
(DCM) allows you to use both types of CAs to request and install certificates. For our
purposes, we created our own local Certificate Authority. Use the following steps to set up a
local Certificate Authority using the wizard that is built into DCM:

1. Logon to the i5/0S Tasks page by entering the URL that is pointing to the Web server
system:

http://<HTTP_system_hostname>:2001
2. Sign on with your user ID and password:

Note: The user profile needs to have *ALLOBJ and *SECADM special authorities.

3. Click Digital Certificate Manager. Figure 8-27 on page 265 shows the start page for
Digital Certificate Manager (DCM).

4. Click Create a Certificate Authority (CA).
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Digital Certificate Manager o

Select a Certificate Store ]

Expand Al || Collapse All |

3769-NC1, 5769-NCE, 5769-581, 5722-581 [C}Cop}-‘ﬁghtIB}.-R@orporaﬁon 1997, 2003
All rights reserved.

p Manage User Cerfificates US Government Users Restricted Rights -

Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

= Create New Certificate Store Licensed Materials - Property of IEM

m Create a Certificate Authority e, O, ) . )
(CA) m Contains software from RSA Data Securitv, Inc.

ENCRYFTIOHN ENCIRE

p Manaze CRL Locations

M LDAPL i
m Manage ocation Get Started

m Manage PEIX Bequest Location
Betumn to 15/08 Tasks

Secure Connection ]

Figure 8-27 Digital Certificate Manager start page

Note: If the Create a Certificate Authority (CA) option is not visible in the DCM menu, it
means that a CA was created on the server. DCM subsequently removes this option
from the menu. In this case, you can skip to “Creating a Server Certificate” on

page 268.

5. Complete the Create a Certificate Authority (CA) form using the appropriate values for
your organization, as shown in Figure 8-28 on page 266, and click Continue.

Digital Certificate Manager processes the form and creates the following directories and
files:

— /QIBM/UserData/ICSS/Cert/CertAuth directory containing the following objects:

e CA.TXT: Contains the CA certificate in encoded form

* DEFAULT.KDB: Contains the private key and the CA certificate
* DEFAULT.POL: Is the CA policy file

e DEFAULT.RDB: Is the CA’s request database

— /QIBM/UserData/ICSS/Cert/Download/CertAuth directory containing the CA.CACRT
binary form of CA certificate.
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Digital Certificate Manager
Create a Certificate Authority (CA)

Certificate type: Cenificate Authority (CA)
Certificate store: Local Certificate Authority (CA)

Select a Certificate Store |

Expand All | Collapse Al | The system will create a certificate with a private key and store the certificate in the Local Certificate Authority (CA) certificate store.
P Manage User Centificates Key size: 1024 [~ | (bits)
Create New Certificate § . — .
= Create New Cernficate Store Certificate store password: (required)
= Create a Certificate Authority (CA) e
Confirm password: . (required)

» Manaze CRL Locations
m Manage IDAP I ocation

= Manage PKIX Request Location Certificate Authority (CA) name:
Retum to i3/08 Tasks Organization unit: ITSO Rochester i5/0S
Organization name: IBM (required)
@ Localits or city: Rééﬁe.s.[ér”. F
Statelox proviace: Minnesotsl _ (requiredminimum of 3 characters)
Country or region: us | (required)

Validity period of Certificate Authority (CA) (2-7300): 1095 (days)

Figure 8-28 Create a Certificate Authority

Next DCM prompts you need to install the CA certificate to your Web browser as shown in
Figure 8-29.

Digital Certificate Manager %)
Install Local CA Certificate

Certificate type: Certificate Authority (CA)
Certificate store: Local Certificate Authority (CA)

[ Selecta Certificate Store ]

A certificate for vour Certificate Authority (CA) was created and stored in

Expand Al ” Collapse Al l the local Certificate Authority (CA) certificate store. [%
b Manage User Certificates You must install the Certificate Authority (CA) certificate in vour browser so

the browser can verffy certificates that your CA issues. Click the following
link to install the certificate in vour browser. Your web browser will display
several windows to help vou complete the installation of the certificate.

m Create New Certificate Store

u Create a Certificate Authority

(CA)
bolanzze LB _onaton: Install certificate
m Manage LIDAP Location
= Manage PKIX Bequest Location After installing the certificate, select Continue so vou can provide the policy

data that will be used for signing and issuing certificates with this Certificate
Authority (CA).

Eetum to i5/08 Tasks

Secure Connection

[ Continue ] [ Cancel ]
Figure 8-29 Install Local CA Certificate

266  WebSphere Application Server for i5/0S Handbook: Version 6.1



6. Click the Install certificate link. Your browser prompts you with security warnings. Ignore
these warnings, and click Open to begin the installation.

7. Follow the instructions that your browser issues to install the certificate on your PC.

8. Click Continue. The Certificate Authority (CA) Policy Data page (Figure 8-30) appears.

[ Select a Certificate Store

ExpandAll || Collapse All |

p Manage User Certificates

(CA)
p Manaze CRL Locations
u Manaze LDAP Location

Retum to 15/08 Taszks

m Create New Certificate Store

m Create a Certificate Authority

m Managze PETX Request Location

Secure Connection

l

Digital Certificate Manager ©
Certificate Authority (CA) Policy Data

Your Certificate Authority (CA) was created with the default policy data
shown below. Change the data if vou want and then select Continue.

Allow creation of user certificates: ONo

Validity period of certificates that are issned |___

by this Certificate Authority (CA) (1-2000): (days)

Days until Certificate Authority (CA) expires: 1093

Continue H Cancel l

Figure 8-30 Certificate Authority (CA) Policy Data

9. Select Yes to Allow creation of user certificates (Figure 8-30), and click Continue.

10.The next panel shows that the CA was created. You can select the applications that can
include this CA in their trust list. Select the check box next to
QIBM_HTTP_SERVER_HTTPSSL, and click Continue (see Figure 8-31 on page 268).
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Digital Certificate Manager
Select Applications to Trust this Certificate Authority (CA)

‘ \lezzage The policy data for the Certificate Authority (CA) was accepted. ‘

Select a Cerificate Store ]

Expand All [ Cellapse Al | Certificate type: Certificate Authority (CA)

b Manage User Certificates

Certificate store: Local Certificate Authority (CA)

® Create New Certificate Store
® Create a Certificate Authority (CA)

b Managze CRL Locations
= Manage LDAP Location [ Selectall | [ Clearall |
® Manage PKIX Fequest Location

Select the applications that should include this Certificate Authority (CA) in the application Cert|

Retum to i3/08 Tasks ‘

Application Tvpe Assigned certificate
Secure Connection | ' O1|[i5/08 TCP/P Telnet Server Server| ] " None assigned
E Cluster Security Emer_ '_ None assigned
E IBM Directory Server BN Server » None assigned
’E ‘ IBM Directory Server publishing lC]ient [ None assigned
_D IIB’Z\-‘[ Directory Server client E]ient | N None assigned
E[ii.-"OSGN Key?\-‘[anager B Server F None assigned
E i5/08 TCI_’-'IP FTP Server IServer ‘ None assigned
'O [i5/0S TCP/IP FTP Client |Clieat | None assigned
¥l | QIBM_HTTP_SERVER_HTTPSSL [ server |Server certificate for Websphere SSL
| D_‘ QIBM_HTTP_SERVER_AVNOIHTTP |Ser; Server certificate for Websphere SSL
{D QIBM_HTTP_SERVER_ZENDCORE ‘ Server None assigned

Continug,

Figure 8-31 Policy Data Accepted

268

Creating a Server Certificate

11.Click Return to i5/0S Tasks in the Navigation menu (Figure 8-31), and click the Digital
Certificate Manager link.
12.Click the Select a Certificate Store button in the Navigation menu.

13.0n Figure 8-32 on page 269, select *SYSTEM, and click Continue.
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Digital Certificate Manager
Select a Certificate Store

Select the certificate store that you want to open.

© Local Certificate duthority (C4)
® *3VSTEN
[ Bt ” Gl O Other System Certificate Store

[ Select a Certificate

I Cont inue ][ Cancel

»Fast Path

sCreate Certificate

sCreate New Certificate
Store

nIngtall Local CA
Certificate on Your PC

P Manage Certificates
»Manaze fpplications

P Hanage Certificate
Store

» Hanage CEL Locations
= fanage LDAP Location

= Manage PRIE Request
Location

Return to i5/05 Tashs

[ Secure Connection ]

Figure 8-32 Selecting a certificate store

14.0n the next window (Figure 8-33), type a password for the selected certificate store, and
click Continue.

Digital Certificate Manager
Certificate Store and Password

Enter the certificate store password.

T oot o Coriifionte Certificate type: Server or client
Certificate store: *STITEM

boand 411 [ Collepse ¢ COTt1fioate store path and /QIEM/USERDATA/ 1CSS/CERT/SERVER/DEF
ast Path Certificate store passwmord: 20000009
e y—— [ Continue ][ Reget Password ” Cancel
reate New Certificate
tore
metal]l T 1 b

Figure 8-33 Specifying a password

15.In the next panel, click the Create Certificate link in the Navigation pane on the left.
16.In the Create Certificate window, select Server or client certificate, and click Continue.

17.Leave the Local Certificate Authority option selected, and click Continue. The DCM
guides you through a server certificate creation. The secure HTTP server uses this
certificate during the SSL handshake with Web browser clients. You are prompted to
complete information for this certificate that is placed in the *SYSTEM store.
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18.Complete the Create a Server or Client Certificate form using appropriate values for your
organization, as shown in Figure 8-34.

Note: If you typed the Certificate Store password before, you will not see the password
boxes.

Digital Certificate Manager o

Create a Server or Client Certificate

AT _ iy

C%ﬁﬂcate type: Server or client
Certificate store: *SYSTEM

Select a Certificate Store ]

The svstem will create a certificate with a private kev and store the certificate in the default

Expand Al ][ Collapse Al ] server certificate store (*SYSTEM).
p Manage User Certificates Key size: 1024 ' (bits)
= Create New Certificate Store Certificate label:  Server Ceriificate for SSL (required)
m Create a Certificate Authority .
(CA) Certificate store P (required)
p hManaze CRL Locations passwurd:
» Manage IDAP Location Confirm password: ssesss (required)
= Manage PKIX Request Location Certificate Information
Retum to i3/08 Tasks Common name: wasssl (required)

- Organization unit:
Secure Connection

Organization : .
ITSO Rochester i5/05 d
name-: ochester i5, (required)

Locality or city: Rochester

(required-minitmum of 3

State or province: |Minnesota
s characters)

Country or region: |US | (required)

Subject Alternative Name
Note:Certificate cxtensions arc not necessary for Scoure Sockets Layer (SSL), but arc

recommended for Virtual Private Network (VPIN).

IP version 4 address:
Fully gualified domain name:
(host_name domain_name)

E-mail address:
(nser_name(@domain name)

[ Continue ” Cancel l

Figure 8-34 Create a Server or Client Certificate
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19.Click Continue. DCM creates the system certificate in the *SYSTEM certificate store. The
*SYSTEM certificate store consists of the following files in
/QIBM/UserData/ICSS/Cert/Server:

— DEFAULT.KDB: Contains server and client certificates with their private keys
— DEFAULT.RDB: Is the certificate request database

At the top of the window, a confirmation message appears stating that the server
certificate was created.

20.DCM displays the next window, which prompts you to select applications that will trust
certificates issued by your newly-created CA.

For now, select no applications, and click Continue (we perform this step later in this
section). DCM then prompts you to create an Object Signing Certificate Store, as shown in
Figure 8-35.

Digital Certificate Manager @

Application Status

- <
- A
E- AT S A Y] 1 .. . . .
& 2104 d-- SRR The applications yon selected will use this certificate.

Selecta Cerdificate Store |

Select Conlinue Lo creale the defaull objecl signmyg cerbificale slore
(*OBJECTSIGINING) and an object signing certificate signed by
Expand Al ][ Collapse Al ] vour Certificate Authority (CA). You can then use vour system to
sign objects.

m Create New Certificate Store

m Create a Certificate Authority Continue H Cancel ]

(CA)
Figure 8-35 Application Status

Creating an Object Signing store

Use the following steps to create an Object Signing store:

1. To create an Object Signing Certificate, on the Application Status window (Figure 8-35),
click Continue.

Note: An Object Signing Certificate is a certificate that you use to digitally sign an
object to ensure the integrity of both the object itself and the origination or ownership of
the object. Objects include i5/0S programs, save files, and stream files. When you use
an object signing certificate's private key to sign an object, the receiver of the object
must have access to a copy of the corresponding signature verification certificate to
properly authenticate the object signature. You manage these certificates by using an
Object Signing Certificate store. Although the Object Signing Certificate store is not
required for our purposes, it makes sense to configure it at this time while the DCM
wizard is running.

If the *OBJECTSIGNING certificate store was created before, you just need to switch to
that store.

Chapter 8. Turning on security 271



Digital Certificate Manager o

Create an Object Signing Certificate

Certificate tvpe: Object signing
Certificate store: *OBJECTSIGNING

[ Select a Certificate Store ]

The system will create a certificate with a private key and store the certificate in the

ExpandAll || Collapse Al | gefayit object signing certficate store (*OBJECTSIGNING).
p Manage User Certificates Kev size: 1024 |» (bits)
m Create New Certificate Store -
e Certificate : — : -
u Create a Certificate Authority label: Standard system Object Signing Certificate | (required)
(CA) )
_ Certificate store veseee o
b Manaze CRL Locations password: (required)
n Manage LDAP Location Confirm
» Manage PKIX RequestLocation  password: sesses (required)
Retum 10 £9/0S Tasks Certificate Information
_ Common name: |wasss| (required)
Secure Connection
Organization
unit:
Organization . .
ITSO Rochesteri5/0S d
- ochester i5/ (required)

Locality or city: |[Rochester

Slate. or Minnesota (required mintmum of
province: 3 characters)
Country or

S us i
region: (required)

[ Continue ][ Cancel ]

Figure 8-36 Create an Object Signing Certificate

2. Enter the certificate’s subject information (Figure 8-36) as you did previously for the server
certificate, and click Continue. The window contains a confirmation message about the
creation of the Object Signing Certificate. If you used object signing previously on this
system, a list of available object signing applications appears. You can then select the
applications for which you want to use the new certificate. In a new system environment,
there are no applications shown.

3. Click Continue.

4. You now must select all the applications that will trust the newly created Certificate
Authority. The list contains all registered client applications and the server applications
that support client authentication. At this point, your HTTP server is not listed, so click
Continue.
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5. Afinal confirmation message (Figure 8-37) appears. Click OK to complete the setup.

Digital Certificate Manager @

Application Status

The applications you selected wil trust this Certificate
Authority (CA).

[ Select a Certificate Store ]

This completes the process of setting up vour system as a Certificate

ExpandAll || CollapseAll | Auhority (CA).
b Manage User Certificates Users must install the Certificate Authority (CA) certificate in their

_ . - 3 - e T g 5
u Create New Certificate Stors browsers so their browsers can verify certificates that your CA

. . issues.
u Create a Certificate Autheority

CA
p Manaze CRL Locations

Figure 8-37 Application status

Setting a default certificate label

The first time the local CA and *SYSTEM certificate store are created, there is no default
certificate assigned to the certificate store. As long as all SSL applications specify explicitly a
certificate when establishing an SSL session, the default certificate setting is not important.
But there are also applications, mostly user written ones, that may not specify a certificate;
thus, the default certificate is chosen. For this reason, we recommend that you set a default
certificate label for the *SYSTEM certificate store.

To set a default certificate label for the *SYSTEM certificate store:

1. On the Digital Certificate Manager navigation pane, click Select a Certificate Store.
Select the *SYSTEM certificate store, and click Continue.

Enter the certificate store password, and click Continue.

Click Fast Path.

From the Fast Path options, click Work with server and client certificates, as shown in
Figure 8-38 on page 274.

A A

Chapter 8. Turning on security =~ 273



Digital Certificate Manager @ :
Work with Server and Client Certificates
Certificate type: Server or client
Certificate store: *SYSTEM
[ Selecia Corificale Siore ] Default certificate label: No default certificate found in certificate store.
ExpandAll | Collapse All | , ,
Select a certificate, then select a button to perform an action on the
cerlficale.
wEast Path
» Work with server and client
certificates Certificate Common name
n Work with CA certificates
» Work with user certificates ® Server Certificate for SSL wasssl
» Work with certificate requests - -
» Work with server applications [VIEW] [ Delete ” Renew ] [ Export ] [ Set Default ] [ Validate J
» Work with client applications - —
n Work with CRL locations [ Assign to Applications ]
m Create Certificate
n Create New Certificate Store [ Import ] [ Create [ Check Expiration ] [ Cancel J

Figure 8-38 Work with Server and Client Certificates
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6. To assign a default certificate label to the *SYSTEM certificate store, choose the server
certificate that you want to use as the default certificate (Figure 8-38), and click Set
Default.

7. Click Cancel to complete the setup.

Creating a server certificate for the Web server using the local CA

A server certificate is a digital document that validates the identity of the system or server that
owns the certificate. Server certificates are issued by a Certificate Authority and contain
identifying information about the server, such as the server's distinguished name. The
certificate also contains the server certificate's public key. A server must have a digital
certificate to use Secure Sockets Layer (SSL) for secure communications. Most i5/0S
applications, such as the HTTP server, Telnet server, and so on, support SSL and can
examine a server's certificate to verify the identity of the server when the client program
requests a secure connection.

We now create a server certificate using our local Certificate Authority, to use with our HTTP
server instance:

1. On the Digital Certificate Manager start page, click the Select a Certificate Store button,
as shown in Figure 8-27 on page 265.
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Digital Certificate Manager @

Select a Certificate Store

Select the certificate store that you want to open.

) Local Certificate Authority (CA)
& *SYSTEM

& *OBJECTSIGNING

(0 Other System Certificate Store

[ Select a Certificate Store ]

Expand All || Collapse All |

wFast Path [ Continue H Cancel ]

n Work with server and cient

Figure 8-39 Select a Certificate Store

2. Select the *SYSTEM certificate store (Figure 8-39), and click Continue. The System

Certificate Store is the standard store for managing server and client certificates that are

used for secure applications.

3. Enter the certificate store password (Figure 8-40), and click Continue. The Navigation

pane refreshes and all of the general options are available. The System Certificate Store
appears. There are two methods for navigating through the DCM interface. You can use
the individual links and submenus that are located on the Navigation pane, or you can use

the Fast Path option.

Digital Certificate Manager

Certificate Store and Password
Enter the certificate store password.

Certificate type: Server or client

| SsleciaCanicaiaSinig | Certificate store: *SYSTEM
Certificate store path and filename: /QIBM/USERDATA/TCSS/CERT/SERVERDEFAULT KDB
Expand All || Collapse All | i
Certificate store password: seenee
wEast Path ’ Continue ] [ Reset Password ] [ Cancel ]

m Work with server and client

Figure 8-40 Certificate Store and Password

4. On the Navigation pane, click Fast Path.
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5. Under the Fast Path Navigation bar menu, click Work with server and client
certificates, as shown in Figure 8-41.

Using the Fast Path method to perform DCM management tasks allows you to perform all
of the tasks that are related to a category in one place, for example, the Work with Server
and Client Certificates window shows all of the options that you need to perform certificate
management tasks. The certificates for client and server applications are the same.

6. Click Create to create a new certificate, as shown in Figure 8-41.

Digital Certificate Manager 12

Work with Server and Client Certificates

Certificate tvpe: Server or client
Certificate store: *SYSTEM
Solocis Corificals Store ] Default certificate label: Server Certificate for SSL

Expand All || Collapse All | . . =
Select a certificate, then select a button to perform an action on the cerfificate.
wEast Path i

u Work with server and client Certificate Common name
certificates 4 . N

» Work with CA cerfificates ® Server Certificate for SSL wasssl

» Work with user certificates - - -

» Work with certificate requests ’VIE!WJ [ Delete I I Renew ] [ Export ] ’ Set Default ‘ I Validate

n Work with server applications S — .

n Work with client applications [ Assign to Applications J

n Work with CRL locations

= Create Certificate [ Import | | Create |[  Check Expiration || Cancel |

m Create New Certificate Store

Figure 8-41 Work with certificates

The number of certificate authorities displayed depends on the selected configuration
method (Figure 8-42 on page 277):

— Local Certificate Authority (CA): This option is only available when a local certificate
authority was created on the system. When you create the certificate request, the
signing request is automatically signed by the local CA and the signed certificate is
imported into the System Certificate Store. The private key, which is created when you

request a certificate, is stored in the System Certificate Store and does not leave the
store.

— VeriSign or other Internet Certificate Authority (CA): Use this option to create a
certificate signing request (CSR). The private key is generated and then stored in the
System Certificate Store. The CSR is sent to the Internet CA, which signs the
certificate and then sends the signed certificate back. The signed certificate must then
be imported into the System Certificate Store. This option is always available.
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7. Because we are using the local CA that we previously created, select Local Certificate

Authority (CA), and click Continue as shown in Figure 8-42.

Digital Certificate Manager (7
Select a Certificate Authority (CA)

Certificate type: Server or client
Certificate store: *SYSTEM

[ Select a Certificate Store

] Select the tvpe of Certificate Authority (CA) that will sign this certificate.

Expand All || Collapse All |

® Local Certificate Authority (CA)
wEast Path 7o : o
= Werk with serser and client (O VeriSign or other Internet Certificate Authority (CA)
certificates
m Work with CA certificates
u Work with user certificates

m Work with certificate requests ’ Continue H Cancel ]

Figure 8-42 Select a Certificate Authority

8. Complete the form (Figure 8-43 on page 278) with information that is relevant to your
company, and click Continue.
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Digital Certificate Manager 1%

Create Certificate

Certificate type: Server or client
Certificate store: *SYSTEM

Selecta Certificate Store ]

Use this form to create a certificate in the certificate store listed above.

Expand All Collapse All - 1
P ][ B ] Key size: Tu24 _ (bits)
~Fast Path Certificate label: |Server cerlificate for Websphere SSL (required)
u Work with server and client
certificates Certificate Information
» Work with CA certificates
» Work with user certificates
» Work with certificate requests Common name: |Websphere SSL (required)
» Work with server applications Organization
n Work with client applications unit:
n Work with CRL locations T
Organization - .
g ITSO Rochester i5/0S (required)
m Create Certificate name:
m Create New Certificate Store Localit}' or Cil‘}': Rochester
u Install Local CA Certificate on State or - (required-minitmm of 3
Your PC . Minnesota
lourfl province: characters)
p hanage Certificates Countrv or
LT US | (required
b hianage Applications region: (required)
b Manage Certificate Store
) Manage CRL Locations Subject Alternative Name
= Manazc LDAP Location Note:Certificate extensions are not necessary for Secure Sockets Laver (SSL), but are

m hanage PEIX Request Location

recommended for Virtual Private Network (VPIN).

Return to i5/08 Tasks IP version 4 address:
Fully gualified domain name:
Secure Connection (host_name domain_name)
E-mail address:
(user_name(@domain name)
[ Continue H Cancel ]
Figure 8-43 Create Certificate
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9. Do not select any applications at this time (Figure 8-44 on page 279); instead, click
Cancel.
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Digital Certificate Manager 1%
Select Applications

Your certificate was created and placed in the certificate store listed below.
Certificate tvpe: Server or client
| Select a Cerificate Store | Certificate store: *SYSTEM
Certificate label: Server certificate for Websphere SSL

Expand All || Collapse All |
Select which applications will use this certificate:
wFEast Path
" :::_:;fl;;i::;“”er — Warning: When vou assign a certificate to a client application and a server requests client
» Waork with CA certificates authentication, then the server authenticates all users of the application based on
» Work with user certificates that certificate. Consequently, the server does not authenticate users on an

individual basis. To ensure that the server authenticates each user of a client
application indvidually outside the SSL protocol, do not assign a certificate to

u Wortk with certificate requests
n Work with server applications

» Work with client applications the client application.
n Work with CRL locations
m Create Certificate ’ Select All ] ’ Clear All ]

Figure 8-44 Select Applications for certificate

At this stage, we have the basic infrastructure in place for creating and signing the X.509
certificates that are required for SSL, using a common procedure that applies regardless of
the application that will use SSL. We now need to perform additional configuration for our
particular scenario.

8.4.2 Enabling SSL in your HTTP server instance

We now enable SSL for your HTTP server instance, which requires a number of steps
because we need to allocate a new virtual host to handle the SSL connections, create a new
server certificate application, and assign a certificate to that application.

Use the following steps to enable SSL in the Web server instance:

1. Launch your Web browser, and point it to the system where your HTTP Server instance
resides:

http://<HTTP_system_hostname>:2001

2. Sign on using your i5/0S User ID and password, and click IBM Web Administration for
i5/0S.

3. Click the Manage tab, and select your HTTP server instance (httpssl in our case).

4. On the task bar, click General Server Configuration. The General Server Configuration
window appears, as shown in Figure 8-45 on page 280.
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HTTPSSL = General Server Configuration
General Server Configuration

General Settings  Welcome Pages Configuration Includes Advanced

Autostart: Global [/
Associated WAS Instance: hitpssl, V6.1 Base
Product install path: IQIBM/ProdData’ebSpherelAppServerVG1/Base

Start all WebhSphere application server(s) for the
associated WAS instance when this HTTP server is started:

Server root directory. fwwwihttpssl
Configuration file: conf/httpd.conf

Mo ||

Document root: Fewrwlhttpssiihtdocs Browse
Server name:
Fully qualified server host name:

Fort:

Server IP addresses and ports to listen on:
IP address Port FRCA
Example  All IP addresses 80 Disabled
&) * 52480 Disabled

Add

Figure 8-45 General server configuration

5. Click the Add button to add a new port on which to listen for secure connections.

6. Leave the asterisk (*) in the IP address column, and add the SSL port (normally 443 but
we used 52480 in our example) in the Port column, and click Apply.

7. In the task bar, click Virtual Hosts, and then click the IP Based tab (Figure 8-47 on
page 281). Add a new virtual host for your SSL port (443):

a. Click the Add button.
b