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Preface

This redbook provides updated information about DB2 Universal Database™
(UDB) Version 8.2 from IBM® for Windows® environment. This book is organized
as follows.

» Chapter 1 Introduction
In this chapter we introduce the DB2® technology strategy for the DB2 family,
especially DB2 UDB V8.2. We provide a high-level description of the new
features and functions introduced in DB2 UDB V8.2 and how the new
capabilities and features of DB2 UDB V8.2 integrate with Windows Server
2003 and Visual Studio 2003.

» Chapter 2 Installation and migration
In this chapter we describe the basic procedures for installing 32-bit DB2 UDB
V8.2 on Windows Server 2003. We also provide steps for various migration
scenarios.

» Chapter 3 Administration and management
In this chapter we discuss the DB2 UDB V8.2 advancements in administration
and management. The autonomic and management enhancements make the
DBA’s job easier than ever.

» Chapter 4 Security
In this chapter we discuss the new security enhancements of DB2 UDB V8.2
in the Windows environment such as Active Directory domains support, data
encryption, and security plug-ins.

» Chapter 5 Performance and monitoring
In this chaper we provide information about the new performance
enhancements in DB2 UDB V8.2. The monitoring tool Activity Monitor is also
discussed.

» Chapter 6 High availability
This chapter covers the new high availability features in the new release of
DB2 UDB including High Availability Disaster Recovery (HADR) feature,
Automatic Client Reroute, and Index logging.

» Chapter 7 Using DB2 with Java™
In this chapter we discuss various ways to use Java Database Connectivity
(JDBC) to perform operations on the database and Structured Query
Language for Java (SQLJ).

» Chapter 8 Using DB2 with .NET framework
In this chapter we discuss various features that are available for .NET
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application developers. Topics covered are ADO.NET, various Providers, and
application development using DB2 .NET Provider.

» Chapter 9 Consuming DB2 Web Services in .NET
In this chapter we introduce Web Services Object Runtime Framework
(WORF) and show you how to use DB2 as a Web service provider and Web
service consumer.

» Chapter 10 Problem resolution
In this chapter we introduce the enhanced DB2 diagnostic log and new tools
for examining it.
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Introduction

In this chapter we introduce the DB2 technology strategy for the IBM DB2 family,
especially the DB2 Universal Database (UDB) Version 8.2. We provide a
high-level description of the new features and functions introduced in DB2 UDB
V8.2 and how its new capabilities and features integrate with Windows Server
2003 and Visual Studio 2003.

This chapter contains the following sections:
» DB2 UDB overview

— DB2 technology strategy priorities
— DB2 family
— DB2 UDB products for Windows

» DB2 UDB V8.2 technology highlights

— SQL enhancements

— Security enhancements

— Business intelligence enhancements
— Automatic computing enhancements
— High availability enhancements

» DB2 UDB V8.2 integration with Windows

— New features in Windows 2003
— New features in Visual Studio 2003

© Copyright IBM Corp. 2004. All rights reserved. 1



1.1 DB2 UDB overview

In this sectio, we provide an introduction to the DB2 technology strategy and a
description of the IBM DB2 family, especially DB2 UDB for Windows.

1.1.1 DB2 technology strategy priorities

2

The DB2 UDB database is the most advanced self-managing, self-configuring,
self-optimizing database in the world. The IBM DB2 technology strategy for the
next few years will be:

» Optimize for multiple workload environments.

From Palmtop to teraflop, DB2 supports various hardware platforms. DB2
UDB provides different editions that are suited to different business needs
and workload environment. The highly scalable features enable the
information system to grow as the business grows. The configuration, tuning,
and monitoring tools enable system support personnel and DBAs to optimize
the database systems for multiple workload environments.

» Deliver optimized transparent access to all forms of digitized information.

IBM is the only company that supports a customer's complete enterprise
content management requirements, including support for all forms of
information, document and records management, collaboration, Web content,
information integration, digital rights management, and storage. IBM DB2
continuously delivers enterprise content management software that enables
clients to link their business processes and gain a seamless flow of
information across and beyond the enterprise.

» Ease application development.

In each release of DB2 UDB, IBM has brought application development
functionality to a new level. DB2 UDB V8.2 accelerates the application
development life cycle by simplifying and minimizing the development cycles
and costs that are associated with building and deploying on demand
e-business database applications. It provides significant new application
development functionality such as new SQL features, seamless integration
with Java and Microsoft .NET development environment, and the new DB2
Run-Time Client Lite, which makes building and redistributing DB2
applications easier.

» Minimize DBA skill requirements.

DB2 has been incorporating capabilities that have come from the ongoing
IBM autonomic computing initiative for making computers more able to
self-manage. New features such as Configuration Advisor and Design
Advisor, which are provided by each release of DB2 database server

DB2 UDB V8.2 on the Windows Environment



software, automate common administrative tasks and minimize DBA skill
requirements, thereby reducing DB2 total cost of ownership.

» Deliver high-quality database services.

DB2 is the core of a wide variety of data management products and solutions.
With the strong commitment to research and development, IBM Information
Management has delivered high-quality database services in the area of
business intelligence, enterprise content and records management,
federation, and information integration.

» Be the best ISV partner.

IBM provides ISVs with comprehensive technical, marketing, and sales
support to help meet the specific needs of medium-sized businesses. Aligned
with this IBM strategy, DB2 UDB has continuously delivered functions and
features that facilitate ISVs to provide customers with fiexible and secure
information management solutions that span multiple computing platforms,
including Windows.

1.1.2 DB2 family

The IBM DB2 database software family, the worldwide leader in the industry,
marks the next stage in the evolution of the relational database. DB2 is the
industry's first multimedia, Web-ready relational database management system
delivering leading capabilities in reliability, performance, and scalability. DB2 is
the database of choice for customers and partners who develop and deploy
critical solutions. The DB2 family is a consistent set of relational database
management systems (RDBMS) that utilize shared technologies and a common
application programming interface.

These are the specific RDBMS products that make up the DB2 family:

» DB2 Universal Database for zZOS® and OS/390®

The premier IBM enterprise RDBMS for use on the mainframe to run powerful
enterprise applications and make large scale e-commerce a reality.

» DB2 Universal Database for iSeries™

An advanced, 64-bit relational database system that provides leading-edge
performance in e-business and data warehousing environments. (The iSeries
and DB2 UDB for iSeries in combination provide the flexibility and adaptability
to support any type of workload, small or large.)

» DB2 Server for VSE and VM

A full-function RDBMS supporting production and interactive IBM VM and
VSE environment for your company.

Chapter 1. Introduction 3
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DB2 Everyplace®

Mobile relational database and enterprise synchronization architecture for
mobile and embedded devices.

DB2 Universal Database V8.2

The IBM object-relational database solution for the UNIX®, Linux, and
Windows operating environments. It is built on a solid foundation, bringing
together a client/server database product with the IBM leadership in
mission-critical relational database technology. The result is a highly scalable,
highly extensible database that is very easy to use and manage and can be
trusted with your most critical database applications. DB2 UDB is available on
the following platforms:

— Windows NT/2000/XP/Server 2003, Windows 95/98/ME
— Linux (on Intel)

— Linux (on 390)

- AIX

— HP-UX

— Sun Solaris

DB2 UDB capabilities and benefits
The main capabilities and benefits of DB2 Universal Database are:

» Superior scalability

One of the best benefits of DB2 UDB is the scalability. It can run on a laptop
or mobile device supporting a mobile user, or it can run on a massively
parallel machine such as symmetric multiprocessors (SMPs) and clusters of
SMPs to support multiple terabytes of data and thousands of users.

DB2 UDB scalability features can be grouped into three major capabilities:

— Advanced parallel processing
— High-performance computing
— Efficient large database operations

Multimedia extensibility

Another major benefit of DB2 UDB is extensibility, and the key to this
capability is object-relational technology. This is the ability to store and
manage not only traditional relational tables with characters and numbers, but
also multimedia and complex objects such as documents, images, audio,
video, spatial information, and time-series data. This may also include
industry-specific objects such as x-rays, fingerprints, engineering drawings,
and insurance claim forms.

DB2 UDB object-relational capabilities enable you to add your own data types
and business functions to the database, effectively tailoring the database to fit
your specific business or application requirements.
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DB2 UDB extensibility features can be grouped into the following categories:

Universal data
Business rules
Advanced SQL
DB2 Extenders™

Web enablement

Customers must be able to make the data that is stored in their DB2 database
systems accessible to employees of the company, and selectively to their
suppliers and customers through private network (intranet) and public
network (Internet) applications. DB2 UDB is fully integrated with Web
technology so that data can be accessed easily from the Internet or from your
intranet with complete security. The following facilities are included with UDB
so you can Web-enable your database applications right out of the box:

— DB2 Java support
— Net.Data® — A Web server database gateway

Partner solutions

In order to implement a data management solution that meets the changing
needs of your business, you need a robust relational database and carefully
chosen applications to run against it. DB2 UDB provides the rock-solid
foundation that is required to successfully deploy enterprise solutions, and
thousands of independent software vendors (ISVs) offer a diverse range of
sophisticated applications that support DB2.

In close partnership with IBM, leading software developers such as Siebel, 12,
SAP, Baan, Dassault, and PeopleSoft develop enterprise resource planning
(ERP) solutions and CRM solutions as well as B2B solutions and other
applications that deliver the functionality your user base needs. These
premier ISVs recognize that DB2 UDB has the performance, reliability, and
flexibility to meet the demands of today's operational and business
intelligence applications.

For the most up-to-date information on solutions and to look through the
online IBM Solutions Catalog, go to these two sites:

http://www.software.ibm.com/data/partners/
http://www.software.ibm.com/solutions/isv

Business intelligence powerhouse

By business intelligence (Bl), we mean such applications as data
warehousing, data mining, online analytical process (OLAP), and decision
support. Many customers are looking for ways to mine and analyze their
operational data for competitive advantage. These are among the most
important uses of data management technology today because they provide
customers with excellent returns on their investment.

Chapter 1. Introduction 5


http://www.software.ibm.com/data/partners/
http://www.software.ibm.com/solutions/isv

6

Several factors make DB2 UDB an outstanding data store for Bl applications:

— These applications often involve large volumes of data. Typical small to
medium-sized warehouses and datamarts might contain 50 GB to
300 GB. Large installations can contain several terabytes. DB2 UDB
addresses these requirements with its outstanding scalability, including
advanced parallel query and VLDB operations.

— Queries against the database tend to be very complex. DB2 UDB has the
most advanced query optimizer in the industry, providing excellent query
performance with a minimum of DBA time required for tuning.

— DB2 UDB has some features that are designed specifically to assist with
OLAP support.

— DB2 also offers the Data Warehouse Manager feature, an integrated set of
tools for building, managing, and maintaining data warehouses and
datamarts. The Warehouse Manager tool works with the Warehouse
Center, the integrated GUI tool that coordinates and automates the
activities that are needed to extract, clean, and populate the data into your
informational data store.

Advanced optimizer

The DB2 SQL optimizer strengthens the DB2 leadership position in query
optimization for traditional applications and also extends for object-oriented
applications. This new optimization technology provides the function and
performance needed by customers to analyze and exploit the vast amounts of
valuable information stored in their databases, such as decision support
applications.

The optimizer incorporates a very sophisticated query rewrite phase that
automatically transforms a complex query into a simpler query that is easy to
optimize and search for the best query execution plan, as well as employing
more sophisticated techniques of modeling the cost of different ways of
fetching the data from disk. As a result, the end user will realize the best
possible performance regardless of the way a query is structured.

A related technology is the DB2 support of materialized query tables (MQT) or
automated summary tables (AST). Using MQT queries that might take
minutes or hours to complete can be shortened dramatically, often to seconds
or even sub-second response times. This is done by precalculating summary
information into a summary table, then using the power of the optimizer's
query rewriting to change the submitted query so that it retrieves the
information from the summary table, rather than recalculating it. Users do not
have to change their queries to take advantage of this performance
improvement, because it is handled automatically by the DB2 optimizer after
the administrator defines the MQT.
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» OLAP support

Data warehouse and OLAP applications are characterized by the use of a
special design technique, which is called star schema, to model relational data
for multidimensional analysis (MDA). Under this schema it is common for a
large “fact” table to be joined to multiple “dimension” tables in a very complex
SQL join query. Any optimization techniques that can be used to improve the
performance of these joins can significantly improve the performance of the
overall application. DB2 UDB has special optimization techniques to do this:

— Index ANDing using dynamic bit maps

UDB uses dynamic bit-map technology to efficiently combine multiple
indexes. Performance is improved for queries that use columns that are
key columns of different indexes over the same table. This includes the
use of indexes for multiway joins.

— Star joins

The DB2 star join algorithm exploits dynamic bit maps to join a large fact
table with a series of relatively small dimension tables, thus minimizing
data I/O.

» Ease of use

DB2 UDB is one of the easiest databases in the industry to use and manage.
It includes a complete suite of graphical tools to satisfy the needs of:

— Database administrators (DBASs)
— Application programmers

It also includes tools to assist with client setup and ad hoc query and
reporting for end users.

— Administering databases with the DB2 Administration Tools

You can administer local or remote servers using the DB2 Administration
Tools. Use the Control Center to perform administration tasks such as
configuring DB2 instances and databases, backing up and recovering
data, scheduling jobs, and managing media, all from a graphical interface.

— DB2 autonomic computing technology

IBM has put a lot of research and development effort into providing
autonomic computing functionality within DB2 to help make database
administration more manageable, increase efficiencies, and lower the
costs associated with managing an IT infrastructure as data management
systems continue to grow in size and complexity.

» Data access and replication

DB2 UDB is a distributed, fully networked RDBMS. It provides you with the
flexibility of placing data anywhere in your network for optimum service and
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productivity, and provides efficient means for clients to access that data over
the network. DB2 provides the most efficient and seamless integration of data
on mainframe and midrange data servers in the industry, enabling you to
reduce costs and improve cycle times by leveraging your current investments
in data, hardware, software, and skills.

DB2 UDB support for distributed data can be grouped into three categories:

— Client/server data access
— Data replication
— Host data integration through DRDA®

Federated systems

A DB2 federated system is a special type of distributed database
management system (DBMS). A federated system consists of a DB2 instance
that operates as a server, a database that serves as the federated database,
one or more data sources, and clients (users and applications) who access
the database and data sources. With a federated system, you can send
distributed requests to multiple data sources within a single SQL statement.
The power of a DB2 federated system is in its ability to:

— Join data from local tables and remote data sources, as if all the data were
local.

— Take advantage of data source processing strengths by sending
distributed requests to the data sources for processing.

— Compensate for SQL limitations at the data source by processing parts of
a distributed request at the federated server.

— Write capability to perform INSERT, UPDATE, and DELETE actions on
data sources.

— Ability to create remote tables on relational data sources.

Federated database systems provide the middleware functionality for
outstanding information integration. Built into DB2 Enterprise Server Edition is
the ability to federate relational data across the IBM family of databases,
including the DB2 family and Informix® IDS.

Multi-platform support

DB2 UDB is one of the most open database platforms available. It runs on the
most popular UNIX and Intel server platforms including AIX, HP-UX, Solaris,
Linux, and Windows NT/2000/Server 2003/XP. It supports all major industry
standards that are relevant to distributed data so that it can be accessed
using thousands of existing tools and applications, and can be easily
managed within an open network computing environment.
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» Bulletproof reliability

DB2 UDB is setting the standard for quality and reliability in the client/server
database industry. As more mission-critical applications are implemented on
UNIX and Intel® platforms, the IBM ability to bring mainframe-level reliability
to this environment has become a major factor in choosing DB2. Better
reliability and availability can reduce your costs, while scalability both within
and across platforms can reduce the risk of dead-end projects.

1.1.3 DB2 UDB products for Windows

DB2 UDB for Windows consist of several product offerings based on a single
code base that provides you with a great deal of flexibility in licensing, depending
on your requirements. In this section, we provide brief descriptions of the various
DB2 UDB products for Windows.

The following are various DB2 UDB packages available for selection based on
the business requirements:

» DB2 UDB Enterprise Server Edition

DB2 UDB Enterprise Server Edition (ESE) meets the database server needs
of midsize to large businesses. It can be deployed in any environment on any
size server. ESE is the ideal foundation for building data warehouses,
transaction processing, and Web-based solutions as well as a back end for
packaged solutions such as ERP, CRM, and SCM. Additionally, ESE offers
connectivity and integration for other enterprise DB2 and Informix data
sources.

— DB2 Database Partitioning Feature

The DB2 Database Partitioning Feature (DPF) enables DB2 UDB
Enterprise Server Edition customers to partition a database within a single
system or across a cluster of systems. The DPF capability provides the
customer with multiple benefits, including scalability to support very large
databases or complex workloads and increased parallelism for
administration tasks.

» DB2 UDB Workgroup Server Edition

DB2 UDB Workgroup Server Edition (WSE) is the database server designed
for deployment in a departmental or small business environment that involves
a small number of internal users. WSE uses a licensing model that is
designed to provide an attractive price point for smaller installations while still
providing a full-function database server. WSE can be deployed in any
environment on systems with up to four CPUs.
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DB2 UDB Workgroup Server Unlimited Edition

DB2 UDB Workgroup Server Unlimited Edition (WSUE) offers a simplified
per-processor licensing model for deployment in a departmental or small
business environment that has Internet users or a quantity of users that
makes per-processor licensing more attractive than the licensing model for
DB2 UDB Workgroup Server Edition. The WSUE can be deployed in Linux,
UNIX, and Windows environments on systems with up to four CPUs.

DB2 UDB Express Edition

The DB2 UDB Express is a specifically tailored database offering for small
and medium businesses. The key features include simplified deployment,
autonomic management capabilities, and application development support. It
is designed for independent software vendors who need an easily installed
database integrated into their application software solution. It is a multi-user
version that supports local and remote applications in stand-alone and local
area network environments.

DB2 UDB Personal Edition

DB2 UDB Personal Edition (PE) provides a single user database engine ideal
for deployment to PC-based users. PE can be remotely managed, making it
the perfect choice for deployment in occasionally connected situations or
remote office implementations that do not require multi-user capability.

DB2 Universal Developer’s Edition

DB2 UDB Universal Developer’s Edition (UDE) offers a low-cost package for a
single application developer to design, build, or prototype applications for
deployment of any of the DB2 client or server platforms. It includes all client
and server DB2 editions, DB2 Connect™, DB2 Extenders, DB2 Warehouse
Manager, and Intelligent Miner™. The software in this package cannot be
used for production systems.

DB2 Personal Developer’s Edition

DB2 UDB Personal Developer’s Edition (PDE) enables a developer to design
and build single user desktop applications.

In addition, IBM also offers following DB2 clients free of charge:

>

Run-Time Client

Provides the functionality that is required for an application to access DB2
Universal Database servers and DB2 Connect servers. Its functionality
includes communication protocol support and support for application
interfaces such as JDBC, SQLJ, ODBC, CLI, OLE DB, and .NET.
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»

Run-Time Client Lite

This is a new addition in DB2 UDB V8.2. Run-time Client Lite is a smaller-
footprint version of the DB2 Run-Time Client and is available only on
Windows environments. It provides basic functions that enable your
applications to access DB2 UDB server. The DB2 Run-Time Client Lite also
contains support necessary for JDBC, SQLJ, ODBC, CLI, OLE DB, and .NET
similar to the DB2 Run-Time client. With its reduced installation image size,
DB2 Run-Time Client Lite is ideal for mass deployment or for bundling with
your applications.

Administration Client

Provides the ability for any client from a variety of platforms to access and
administer DB2 databases. The DB2 Administration Client has all the features
of the DB2 Run-Time Client and includes all of the DB2 administration tools
and support for thin clients.

Application Development Client

Used to develop DB2 database applications, including stored procedures,
user-defined functions, and client applications, this contains all of the
functionality available in the DB2 Run-Time Client. The Application
Development Client is a collection of graphical and non-graphical tools and
components for developing character-based, multimedia, and object-oriented
applications. Special features include the Development Center and sample
applications for all supported programming languages. The Application
Development Client includes the tools and components that are provided as
part of the DB2 Administration Client product.

1.2 DB2 UDB V8.2 technology highlights

IBM DB2 UDB V8.2 for Linux, UNIX, and Windows, codenamed Stinger, marks
the next stage in the evolution of the relational database. Technology highlights
for Version 8.2 are:

vVvyyvyyvyy

SQL enhancements

Security enhancements

Business intelligences enmeshments
Automatic computing enhancements
High availability enhancements

We introduce the highlights of DB2 UDB V8.2. For more details about the specific
enhancements, see the IBM DB2 Universal Database “Stinger” Web site:

http://www.ibm.com/software/data/db2/udb/v82/
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1.2.1 SQL enhancements

12

The following enhancements have been added:

>

Native PSM

The creation of SQL procedures does not require a C or C++ compiler on the
server; therefore C or C++ compiler setup is not required. When you create a
SQL procedure, its procedural statements are converted to a native
representation called Native PSM (Persistent Storage Module). The new PSM
generates a plan and bytecode that is stored in the catalog. When as SQL
procedure is called, the native representation is loaded from the catalog and
the DB2 engine executes the procedure at execution time.

Support of CALL statement in a trigger body

You can now invoke procedures from triggers or any other dynamic
compound statement, in single partition environments, by executing a CALL
statement that references a procedure within a trigger action.

When a procedure is called by a trigger action, it enables you to encapsulate
complex logic in the trigger, such as operations on other tables in the
database, or operations external to the database (such as sending an e-mail
or writing an audit record to a file in the file system of the database server).

Support for REOPT bind option

The new REOPT option defers the compilation of the SQL statement until run
time when the access plan can be optimized using the actual values for the
input variables: host variables, special registers, and parameter markers. This
new feature can improve the execution performance.

Larger SQL statement

The previous 64 KB limit on statement size limited the total size of statements
(for example, “CREATE PROCEDURE” or “CREATE TRIGGER?”), which
limited the size of the object. Now DB2 UDB V8.2 provides an increased SQL
statement size up to 2 MB. The new 2 MB limit enables you to use large
statements when your application logic is in stored procedures or triggers.

The increase in the statement size also provides more flexibility to migrate a

trigger or stored procedure statement from another RDBMS to DB2 UDB. The
new statement limit enables you to record auditing context records that have

statement text up to 2 MB.

Support SET LOCK WAIT / NO WAIT

Traditional locking approaches can result in applications blocking each other.
This happens when one application must wait for another application to
release its lock. Strategies to deal with the impact of such blocking usually
provide a mechanism to specify the maximum acceptable duration of the

DB2 UDB V8.2 on the Windows Environment



block. That is the amount of time that an application will wait prior to returning
without a lock.

An application or session can now specify a lock wait mode strategy, which is
used when the session requires a lock that it cannot obtain immediately. The
strategy indicates whether the application or session will:

— Return a SQLCODE and SQLSTATE when it cannot obtain a lock.
— Wait indefinitely for a lock.
— Wait a specified amount of time for a lock.

— Use the value of the locktimeout database configuration parameter when
waiting for a lock.

The lock wait mode is specified through the new SET CURRENT LOCK
TIMEOUT statement, which changes the value of the CURRENT LOCK
TIMEOUT special register. The CURRENT LOCK TIMEQOUT special register
specifies the number of seconds to wait for a lock before returning an error
indicating that a lock cannot be obtained.

Changing generated column property

Now we can change generated column properties without having to re-create
the table using the ALTER COLUMN clause in the ALTER TABLE statement
to alter the various ways that a column value can be generated, such as:

— Add the generated expression attribute to an existing non-generated
column.

— Drop the generated expression attribute from an existing generated
expression column.

— Add the identity attribute to an existing non-identity column.
— Drop the identity attribute from an existing identity column.

— Alter a generated column from GENERATED ALWAYS to GENERATED
BY DEFAULT, or from GENERATED BY DEFAULT to GENERATED
ALWAYS.

— Drop the default attribute from a user-defined default column.

Until this enhancement, a generated expression or identity attributes could be
assigned to a column only when created. Although the expression itself could
be changed later, after a generated column was created it could not be
changed to a non-generated column without dropping and then re-creating
the table. Before dropping the table, you had to export the data in the table
and then reload that data into the re-created table with a redefined column.

Toggle generated column property

There are times when the default values of a column in a database table must
be changed. The enhanced ALTER TABLE SQL statement enables you to set
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the default value of a column to a different value. You have new options to
change the generated values for a column. You also can alter identity columns
and generated expression column.

Nested savepoints

DB2 UDB now supports the nesting of savepoints. Multiple levels of
savepoints can be active simultaneously inside an application and can roll
back to any active savepoint as required. A rollback to a particular savepoint
statement also releases any active nested savepoints within the savepoint
being rolled back. Other new abilities of savepoints are:

— The ability to use savepoint-related statements within atomic compound
SQL statements

— The ability to use atomic compound SQL statements within an active
savepoint

— The ability to create a new savepoint level within a stored procedure
invocation

— The automatic creation of a new savepoint level within each call to a
user-defined function (UDF)

1.2.2 Security enhancements

14

In database security area, the following enhancements have been added:
» Data encryption

Two new authentication types are added to improve user data security during
client/server communication over the network:

— SQL_AUTHENTICATION_DATAENC requires connections to use the data
encryption.

— SQL_AUTHENTICATION_DATAENC_CMP allows for a compatibility
mode with down-level products that do not support the new authentication
type. So they will be allowed to connect with SERVER_ENCRYPT and not
encrypt user data.

DB2 security exit

Now you can create your own authentication and group management
mechanisms using a DB2-provided plug-in framework to perform user
authentication. This new feature presents customers with alternatives to the
authentication methods currently provided by DB2. It enables customers to
create their own authentication mechanisms to handle:

— Group membership
— Authentication on the client side
— Authentication on the server side
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1.2.3 Business intelligence enhancements

In this release, several business intelligence enhancements have been added:
» Online import

The Import utility now supports both offline (ALLOW NO ACCESS) and online
(ALLOW WRITE ACCESS) locking modes. The default is the offline mode.
Prior to Version 8.1.4, only offline mode was available. The online mode
provides better availability of the target table and potential increase in the
performance of the import utility.

Online import is especially valuable when range-clustered tables (RCT) are
used. Load into RCTs is not supported, so performing multiple concurrent
imports into a single target table is the most efficient way to populate the
database using supported DB2 utilities.

» Design Advisor

The DB2 Design Advisor wizard can help you significantly improve your
workload performance. The task of selecting which indexes, MQTs, clustering
dimensions, or partitions to create for a complex workload can be quite
daunting. The enhanced DB2 Design Advisor includes the following features:

— Materialized query table advisor

Now you have an advisor to recommend creation (and removal) of
materialized query tables (formerly known as ASTs) based on submitted
SQL workload. The MQT advisor helps you improve your workload
performance.

— Multidimensional clustering advisor

The MDC advisor feature recommends MDC clustering dimensions,
including coarsifications on base columns in order to improve workload
performance. This includes potentially recommending generated columns
that define coarsification of dimensions. The MDC advisor has a goal to
select MDC solutions that result in a moderate table expansion.

— Partitioning advisor

The partitioning advisor is an extension of the db2advis utility. The advisor
takes a workload (consisting of SQL statements) as input and outputs the
best partition (minimizing the cost of the workload) for each table in the
workload. The tool can be used for the following applications:

e Choose partitioning for MQTs recommended by the MQT Advisor.

* Decide initial database partitioning before loading the data into the
database.

* Migrating from a non-partitioned DB2 to partitioned DB2 ESE.
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¢ Migrating to partitioned DB2 ESE applications from Informix or
competing database systems.

¢ Find out the right database partitioning after the environment
(workload, underlying data, number of partition groups) is changed.

You can use these features individually or in combination. The Design Advisor
generates recommendations for

— New indexes

— New materialized query tables

— Indexes on the materialized query tables

— Conversion to multi-dimensional clustering tables

— Repartitioning of tables

— Deletion of objects unused by the specified workload

RUNSTATS enhancements

DB2 query optimizer uses the table statistics to select the best access plan for
any given query. It is important that statistics remain current to accurately
reflect the state of a table at any given time. As the activity against a table
increases, so should the frequency of statistics collection. With the increasing
size of databases, it is becoming more important to find efficient ways to
collect statistics.

Random sampling of table data on which to collect statistics can reduce the
amount of time that it takes to collect statistics. For 1/0-bound or CPU-bound
systems, the performance benefits can be enormous. The smaller the
sample, the faster statistics collection completes.

Now in DB2 UDB V8.2, the RUNSTATS command provides the option to
collect statistics on a sample of the data in the table by using the
TABLESAMPLE option. This feature can increase the efficiency of statistics
collection because sampling uses only a subset of the data. At the same time,
the sampling methods ensure a high level of accuracy.

1.2.4 Autonomic computing enhancements

16

The new Configure Automatic Maintenance wizard function can help DBAs
automate database maintenance activities. The new enhancements include:

» Automated backup

This feature provides users with a solution to help ensure that their database
is backed up both properly and regularly, without either having to worry about
when to back up or having any knowledge of the backup command.

The new functions encapsulated in this feature include:
— Backup automation driven by the specified maintenance objectives.
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— A new algorithm to identify the need for a backup on a particular database.

— A new state-based Backup Health Indicator to surface the “backup
required” state, when the backup cannot be accomplished as the specified
maintenance objectives.

— The addition of a new Database Configuration Parameter that will be a
switch to turn the backup automation on/off (AUTO_DB_BACKUP).

» Self-tuning backup and restore

DB2 backup and restore commands will automatically choose an optimal
value for the number of buffers, the buffer size, and the parallelism settings for
both backup and restore operations. The values chosen are based on the
amount of memory available, the number of processors available, and the
database configuration. The objective is to minimize the amount of time that is
required for backup and restore operations to complete. The BACKUP
DATABASE and RESTORE DATABASE commands automatically choose an
optimal value for the following parameters whenever they are not specified:

— WITH num-buffers BUFFERS
— PARALLELISM n
— BUFFER buffer-size

— For restore-database operations, a multiple of the buffer size used for the
backup operation will always be used.

» Including of log files in online backup images

The architecture of the backup and restore utilities prior to V8.2 required that
the backup image and the required log files be shipped as separate objects.
This introduced the possibility of losing the log files needed for recovery.

When creating an online backup image, you can include the log files
necessary for restoring and recovering a database in the image to a
consistent point in time. This means that if you need to ship backup images to
a disaster recovery site, you do not have to send the log files separately or
package them together yourself. Further, you do not have to decide which log
files are required to guarantee the consistency of an online backup, and you
will not be able to delete the log files that pertain to a particular backup image.

To use this feature, specify the INCLUDE LOGS option of the BACKUP
DATABASE command. When you specify this option, the backup utility will
truncate the currently active log file and copy the necessary set of log extents
into the backup image.
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»

Integrated and automated log file management

DB2 UDB V8.2 introduces an autonomic log management function. The new
log manager enables DB2 to manage the use, archive, retrieval, and eventual
deletion of log files with minimal user interaction. The new history file entries:

— Indicate when and where log files are archived.

— Can determine which database backup and exactly which log files are
required to restore to any given point in time.

Simplified memory configuration

There are several disadvantages to configuring database heap sizes as
maximum hard limits on memory usage:

— Determining the appropriate maximum size for a particular database heap
requires extensive knowledge about how the heap will be used by DB2.

— Setting a limit on the amount of memory that can be allocated to a heap
does not guarantee that memory will be available to that heap when it is
required.

— The maximum size of a heap represents a hard limit that memory
allocation for a heap cannot exceed, even for a short period of time.

To address these issues, V8.2 configures and interprets database shared
memory heaps and instance shared memory heaps differently from the prior
version. With the new simplified configuration of these heaps, you will now be
able to provide a single value for how much memory you want DB2 to use for
each active database. The configuration size for a heap now represents the
guaranteed minimum, or reserved, size for that heap.

Automatic RUNSTATS

DB2 optimizer uses catalog statistics to determine the most efficient access
plan for any given query. Out-of-date or incomplete statistics for a table or an
index could lead the optimizer to select a plan that is not optimal, and as a
result slow down query execution. However, deciding which statistics to
collect is complex, and keeping these statistics up to date is time-consuming.

With automatic statistics collection, you can let DB2 determine which
statistics are required and which should be updated. The new function
includes:

— RUNSTATS automation driven by the specified maintenance objectives.

— New database configuration parameter AUTO_RUNSTATS, used to
control the on and off function.

— A health indicator, used to expose the need for runstats on a table if
auto-runstats is disabled or fails for some reason.
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With automatic statistics collection enabled, DB2 automatically runs the
RUNSTATS utility in the background to ensure that the correct statistics are
collected and maintained. This new feature makes process of statistics
collection and maintenance completely transparent to users.

Automated table reorg

Data defragmentation is a table/index maintenance task to utilize the disk
space more efficiently and improve performance. In this version of DB2, the
automated table reorganization feature is used to manage table and index
reorganization without requiring manual intervention.

The new function includes:

— A state-based collection health indicator in the Health Monitor to surface
any reorganization actions that cannot be handled by the specified
maintenance objectives.

— Notification of the identification of tables requiring manual reorganization.
— Function to control database maintenance automation.

— Knowledge in DB2 to automatically identify the need for reorganization on
a table.

— Knowledge in DB2 to determine the type of reorganization required and
when to run it.

— Scheduling of reorganization actions based on automation specifications.
Schema manipulation — alter table

DB2 UDB V8.2 goes beyond the functionality of the ALTER TABLE statement
by offering the following new features:

— Renaming columns
— Removing columns

— Altering column type and transforming existing data using SQL scalar
functions

— Increasing or decreasing column size

— Changing column default value

— Changing column from NOT NULL to NULLABLE
— Changing precision and scale for decimal

Health Center Recommendation Advisor

The Recommendation Advisor helps you to resolve health alerts on DB2
objects by guiding you to take necessary actions to correct the issue that is
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causing the health alert. The Recommendation Advisor answers the following
questions:

What is the health indicator on which the alert was raised?
What is the alert condition/severity?
Why is this health condition important to me?

What are the possible courses of actions (recommendations) to resolve
this problem?

What is actually going to be done based on the recommendation |
selected? Are there any additional steps | must take?

1.2.5 Usability enhancements

20

New usability enhancements provided in Version 8.2 include:

» Novice Control Center navigation

Now DB2 UDB 8.2 Control Center is available in three different views:

Basic This view provides core DB2 UDB V8.2 functionality, which

includes the essential objects such as databases, tables,
and stored procedures. This feature is designed to benefit
developers from the aspect of providing easier and more
efficient Control Center navigation.

Advanced This view displays all objects and actions available in the

Control Center. This is the view that you should select if you
are working in an enterprise environment and want to
connect to DB2 for z/OS or IMS™.

Custom This view gives you the ability to tailor the object tree and the

object actions to your specific needs.

» Throttle utilities supported by Control Center

The supported throttle utilities include backup, rebalance, reorg, load, and
runstats. This new feature:

Enables DBA to reduce impact of running resource-intensive utilities on
operational workload, such as backup, rebalance, or runstats.

Supports setting and display for execute priority for the supported utilities.
Supports new option to set priority in utility dialogs.
Supports new option to set priority in SHOW COMMAND.

Displays priority of executing utilities, and the current priority set for the
session.
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1.2.6 High availability enhancements

The following enhancements have been added:
» High availability disaster recovery (HADR)

DB2 UDB High Availability Disaster Recovery (HADR) is a data replication
feature that provides a high availability solution for both partial failure
(hardware, network, DB2, or operating system failure) or complete site failure
(fire, earthquake, flood, or any failure that causes the entire site to be
destroyed). HADR protects DB2 against data loss by replicating data changes
from a source database, called the primary, to a target database, called the
standby. Without HADR, the length of time it takes to solve the failure is
unpredictable. It can take several minutes or hours before the failure is solved
and the DBMS is available.

HADR enables failover and fallback between the two systems. The standby
database can take over as the primary database with full DB2 functionality.
After the failed old primary is repaired, it can rejoin the HADR pair as a
standby database if the two copies of the database can be made consistent.
After the original primary database is reintegrated into the HADR pair as the
standby database, a failback operation can be performed so that the original
primary database is once again the primary database.

HADR requires the same hardware, OS, and DB2 software on the two
systems (except for some minor differences during rolling upgrade).

» Client reroute

The automatic client reroute feature enables client applications to recover
from a loss of communication with the server in order to continue working with
minimal interruption. After a loss of communication occurs, the client
application attempts to reconnect to the server, but if this fails, the client is
then rerouted to a different server. So when the connection is re-established,
the application receives an error that informs it of the transaction failure, but
the application can continue with the next transaction.

The main goal of this feature is to enable a DB2 UDB client application to
recover from a loss of communications so that the application can continue its
work with minimal interruption. As the name implies, rerouting is central to the
support of continuous operations. But rerouting is only possible when there is
an alternate location that is identified to the client connection.

Automatic client reroute works in conjunction with HADR to enable a client
application to continue its work with minimal interruption after a failover of the
database being accessed.
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Set up HADR wizard

This wizard facilities the process to set up and configure primary and standby
databases for high availability disaster recovery. It guides the user to perform
the following tasks:

— ldentify the HADR pair.

— Prepare the primary database for log shipping.

— Perform database backup.

— Copy backup image to secondary server.

— Perform restore on the selected standby database.

— Move any database objects not included in the backup image.

— Update service files.

— Update HDR-related configuration parameters on both databases.
— Provide an option to Start HDR.

HADR action windows

Use this tool to configure and to check the status of your HADR system. This
window will notify you if there are any problems with the HADR configuration.
From this window, you can perform the following tasks:

— Refresh the status information.

— Start HADR on one or both of the databases.

— Stop HADR on one or both of the databases.

— Initialize a takeover operation.

— Check or alter database configuration parameters related to HADR.
— Catalog an HADR database (if required).

The GUI enhances the CLP by enabling the current role and state of a
database to be used to determine which commands and options are valid
before submitting the command to the engine.

Q replication architecture

Q replication enables you to replicate committed transactional data from DB2
UDB sources to targets by using two programs: Q Capture and Q Apply. The
Q Capture program runs on the source system; it reads DB2 recovery logs for
changed source data and writes the changes to WebSphere MQ queues.

The Q Apply program runs on the target system. It retrieves captured
changes from queues and writes the changes to targets. Both programs use a
set of DB2 tables to track the information that they require to do their tasks
and to store information that they generate, such as information that you can
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use to find out how well they are performing. You create these tables before
you tell Q replication what your replication sources and targets are.

The features in Q replication architecture are:

— Each message representing a transaction

— XML format option for publishing

— Highly parallel apply process

— Differentiated conflict detection and resolution
— Staged availability of heterogeneous support

1.3 DB2 UDB V8.2 integration with Windows

When providing DB2 on a platform, IBM seeks to offer more than just another
port. Wherever possible, IBM customizes DB2 to exploit the capabilities of a
platform. In this section, we discuss the new capabilities of DB2 UDB V8.2
specific to the Microsoft Windows environment.

IBM DB2 UDB has earned 17 Windows Server 2003 certifications across the
Standard, Enterprise, and Datacenter editions—even more certifications than
SQL Server. DB2 was also the first database to qualify for the Microsoft .NET
Connected logo to certify that DB2-based Web Services can easily integrate with
.NET connected solutions.

1.3.1 System security

DB2 UDB V8.2 introduces the following enhancements to system security on the
Windows platform:

» Windows domain handling and user IDs
Improved Windows Domain handling support includes:
— Support using cached credentials for DB2 authentication and group lookup
— Support nested group semantics
— Support domain local group
— Support implicit trusts between domains
The user ID enhancements include:

— Accepting additional special characters, including &, -, and blank, in user
IDs and security mechanism group names (and consequently in
authorization names and authorization IDs).

— Accepting security mechanism group names longer than eight characters
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— Allowing two-part names on CONNECT and ATTACH that contain a
Windows domain name and the user ID to avoid the network traffic
associated with looking up the user name in the trusted domain forest.

— Enhanced support for Active Directory domains has been enhanced (for
example, support for implicit trusts between domains, domain local
groups, and nested global groups)

» Local System Accounts

Support for Windows local system account (LSA) is provided for both the
various DB2 services, as well as for applications that access them. The DB2
installation process enables DB2 services to run under SYSTEM (local
system account) as an alternative to running under a dedicated user account.
You can also perform the DB2 installation itself from a process that is running
under the context of the LSA.

This feature makes it easier to deploy DB2 by avoiding, where appropriate,
the complexities associated with handling of user IDs and passwords.
Another enhancement is the ability of DB2 applications that are running in the
context of the LSA to access and use the local DB2 server.

1.3.2 Application development

24

By using DB2 UDB V8.2, the large community of Visual Studio .NET developers
will benefit from the advancements all through the context of their natural
development environment. DB2 UDB V8.2 provides tools that take advantage of
the latest features of Microsoft .NET to DB2 users even before SQL Server
customers. Following are enhancements added in DB2 UDB V8.2:

» DB2 development add-in for Visual Studio .NET 2003
Version 8.2 of DB2 UDB has extended DB2 family support on:
— DB2 UDB for Linux, UNIX, and Windows
— DB2 for 0S/390 and z/OS V6, V7, and V8
— DB2 for iSeries V5.2 and V5.3

You can now develop a DB2 stored procedure using Common Language
Runtime (CLR) from existing methods in a .NET-managed language, such as
C# and Visual Basic. You also can perform source-level debugging of SQL
procedures using the DB2 database project. Other new features include:

— Enhanced data connections support

— Enhanced SQL text box control

— Simple SQL parser

— Improved managed provider tooling support
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» DB2 administration add-in for Visual Studio .NET 2003

The DB2 administration add-in provides developers a convenient way to
create DB2 object via Visual Studio .NET 2003. This feature extends the IBM
Explorer in Visual Studio .NET 2003 to include:

— Adding DB2 remote data connections that are not cataloged on the local
client

— Adding a “create new” feature for supported DB2 objects from the data
connection folder directly through the use of existing designers or wizards
as applicable

— Adding a “generate DDL” feature for supported DB2 objects from the data
connection folder into a new script file or through drag and drop onto a
script file opened by the DB2 SQL editor.

» Microsoft .NET CLR stored procedures

DB2 UDB V8.2 now enables you to create stored procedures and UDFs using
any .NET CLR-compatible programming language, including C#, Visual
Basic, managed C++, and all other CLR compatible languages.

You can create CLR routines as other external (non-SQL) routines are
created: by executing a CREATE statement that associates a database
routine signature with a .NET assembly residing on the database server. You
can use the routines to encapsulate commonly used database operations and
logic, to extend the functionality of SQL, and to improve the performance of
client applications.

» DB2 .NET Data Provider additional support

The DB2 .NET Data Provider is an extension of the ADO.NET interface that
enables .NET applications to access a DB2 database through a secure
connection, execute commands, and retrieve results. Version 8.2 features the
following improvements to the DB2 .NET Data Provider:

— Faster performance
— Support for the Microsoft .NET Framework V1.1 and Visual Studio 7.1
— A new ConnectionString keyword to specify the isolation level

— New DB2Connection properties that enable DBAs to attribute workload to
a particular source

— Access for .NET applications to the following database management
systems through the DB2 .NET Data Provider:

e DB2 UDB Version 5, Release 1 (or later) for AS/400® and iSeries,
through DB2 Connect

* DB2 UDB Version 7.3 (or later) for VSE and VM, through DB2 Connect

Chapter 1. Introduction 25



» DB2 Web Services Support

DB2 UDB V8.2 is a release for application developers with significantly better
support for Web services and seamless integration with Microsoft .NET
development environment. The DB2 tools add-ins extend Microsoft Visual
Studio .NET to support WORF (Web Services Object Runtime Framework)
Web services including:

— Add wizard to deploy an embedded WebSphere Application Server Web
Service for DB2 SQL statements and stored procedures.

— Add wizard to generate C# Web methods using ADO.NET for DB2 SQL
statements and stored procedures.
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Installation and migration

In this chapter we describe the basic procedures of installing DB2 UDB V8.2 on
Windows Server 2003. We also provide steps for various migration scenarios.
This chapter contains the following sections:
» DB2 UDB V8.2 installation

— Installation overview for DB2 on Windows

— DB2 UDB V8.2 server installation

— DB2 UDB V8.2 client installation

» Migration

Migrating DB2 between versions of Windows

Migrating between versions of DB2 UDB
Migrating from 32-bit to 64-bit
Migrating everything at once
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2.1 DB2 UDB V8.2 installation

In this section, we discuss what preparation steps are necessary before you
begin the installation of 32-bit DB2 UDB V8.2 on Windows 2003. Before you
install, prepare your computer for installation as follows:

» Verify that your computer meets the necessary installation requirements.
» Ensure that your system has enough memory.

» Ensure that your system has enough disk space.

» Ensure that you have the necessary user accounts and authority for

installation and setup. You require one user account for installation and two
user accounts for setup. The user accounts required for setup can be created
before you install or you can let the DB2 Setup wizard create them for you.
The user that you install DB2 UDB with must either be the administrator on
the local system or domain, or have administrator security access.

2.1.1 Installation overview for DB2 on Windows
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The installation methods that are available for DB2 UDB V8.2 on Windows are:
» DB2 Setup wizard

A GUI installer available on Windows operating systems, it provides an easy
interface for installing DB2 UDB and performing initial setup and configuration
tasks. It also can be used to create instances and response files.

DB2 Setup Wizard has the following parameters:

”? Generates help message

£ Force DB2 services to stop

fi xx Install with preferred language, where xx means the language
N Full path and file name of log file

lu Full path and file name of response file

It Creates a file with install trace information

Response file installation

An ASCII file that contains setup and configuration values. The file is passed
to the DB2 setup program, and the installation is performed according to the
values that have been specified. Make sure that all DB2 processes have been
shut down gracefully, using a DB2 command such as DB2STOP, to prevent
data loss. Response files can contain the following information to do
automatic installation and configuration:

— DB2 installation type
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— DB2 products path

— DB2 accounts information

— Global DB2 registry variables

— Instance variables

— Instance database manager configuration settings

Here is a sample of a DB2 Enterprise Server Edition (ESE) response file
provided with the DB2 ESE Install CD:

*DB2_USE_JDK12 BLANK, YES or NO
*DB2_VI_ENABLE BLANK, ON or OFF
*DB2_VI_DEVICE BLANK or char()
*DB2_VI_VIPL = BLANK or char()

* General information for instance to be created

INSTANCE = DB2
DEFAULT_INSTANCE =
DB2.NAME = DB2

Comments are made by placing either a * or a # at the start of a line, or by
placing ** or ## after the start of a line to comment out the rest of the line.

Do not uncomment selected components (the COMP keywords) unless you
change the INSTALL_TYPE to CUSTOM.

If you specify a default instance (DEFAULT_INSTANCE) in the response file,
the USERNAME and PASSWORD keywords for the instance will be used for
all other USERNAME and PASSWORD values unless they are explicitly
specified. Some of the variables that would be applied are:

— DAS_USERNAME
— DAS_PASSWORD
— MD_DB.USERNAME
— MD_DB.PASSWORD

For descriptions of DB2 registry variables and configuration parameters, see
Administration Guide: Performance, SC09-4821.

For more information about how to work with response files, refer to DB2
Installation and Configuration Supplement, GC09-4837.

Important: Response files should be handled confidentially, because they
contain the user name and password in plain text.
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There are three ways to create a response file:

— Using the response file generator

You can create a response file that replicates an existing installation. For
example, you might install a DB2 client, fully configure the client, then
generate a response file to replicate the installation and configuration of
the client to other computers.

Customizing sample response files

You can manually create response files as a plain text file. DB2 installation
CDs provide a sample of each product installation on server and client
machines that can be used as a base for more elaborate installation
procedures. They are on db2/platforms/samples path, where platform
refers to the platform that you are currently working with. In our case it is
Windows. These response files with default entries are available on the
respective CD:

db2ese.rsp DB2 Enterprise Server Edition
db2wse.rsp DB2 Workgroup Server Edition
db2pe.rsp DB2 Personal Edition
db2conee.rsp DB2 Connect Enterprise Edition
db2conpe.rsp DB2 Connect Personal Edition
db2adcl.rsp DB2 Application Development Client
db2admcl.rsp DB2 Administration Client
db2rtcl.rsp DB2 Run-Time Client

Using the DB2 Setup wizard

You can create a response file for Windows installations. The selections
that you make as you proceed through the DB2 Setup wizard are recorded
in a response file that you can save to a location on your system.

Select the Save your settings in a response file check box as shown in
Figure 2-1 on page 31.
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i DB2 Setup Wizard - DB2 Enterprise Server Edition =lolx

Select the installation action E

The DEZ Setup Wizard can install DBZ Enterprise Server Edition on your computer and create a response
file Far use in a response file installation. You can use a response file to install on this computer or on
other computers at a later time.,

If you are setting up a DBZ Enterprise: Server Edition (ESE) partitioned database environment, you can create
a response file to install DEZ on the other computers that will act as database partition servers,

[ Install DB2 Enterprise Server Edition on this computer:

[¥ Save your settings in a response File

InstallShield

< Back 1 ek = I Cancel | Help

Figure 2-1 Generating a response file through DB2 Setup wizard

Tip: Disabling product installation at the generate response file dialog in the
DB2 Setup wizard is an easy way to generate the script with all options
selected.

» Reverse-engineer a current installation

Use the command db2rspgn to reverse-engineer a specific installation. See
DB2 Installation and Configuration Supplement Version 8, GC009-4837, for
more details.

2.1.2 DB2 UDB V8.2 server installation

The procedure to install DB2 Enterprise Server Edition or Workgroup Server
Edition in a single-partition database environment on Windows using DB2 Setup
wizard and response file is provided in this section.

We used the following hardware and software in our lab to install DB2 using the
wizard:
» IBM xSeries 330 with 3.68 GB RAM memory and 16.9 GB HDD

» Windows 2003 Standard Edition
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Using the DB2 setup wizard

In this section, we discuss the basic DB2 UDB installation procedure using the
DB2 setup wizard. This is a one-step installation to install DB2 UDB V8.2 server,
Administration Client, and Application Development client.

Note: On some dialogs on the DB2 Setup wizard, when user ID and password
are required to be validated, DB2 will search locally for the user. To validate
domain user accounts, add the domain name plus a slash before user name.
Example: On Data Warehouse authentication dialogs, enter UDBRED\db2admi n.

The step-by-step procedure to perform the installation for DB2 Server (ESE or
WSE) is as follows:

1. Place the DB2 Server (ESE or WSE) Install CD in the drive and wait for the
setup initial dialog. If the dialog is not shown, or the install files are on the
network, search and run setup.exe at the directory of db2 installation. On the
IBM DB2 Setup Launchpad dialog, click Install Products, as in Figure 2-2.

@IBM DB2 Setup Launchpad

Universal Database

“ersion 8.2

Setuy

Installation Prerequisites

Presents a list of installable products from which to select.
Release Notes

Install Product

Exit

(€1 Copirght ntsmatonal Bunnain Machinas Corporation, 1955, 2004,
Al Rigivhe Ra arved.

Figure 2-2 DBZ2 Setup Launchpad

2. Make sure that the DB2 UDB Enterprise Server Edition option is selected
and click Next.
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3. On the Welcome to the DB2 Setup wizard dialog, click Next.

4. After you read the license agreement on the License Agreement dialog,
choose | accept the terms of the license agreement option and click Next.

5. The Select the installation type dialog opens, asking for the desired type of
installation. We continue with the Custom selection in order to select the
features we wanted to install and specify configuration options. We want to
install DB2 Development Client at the same time the server is installed. If you
do not plan to install the Development Client on the same machine as the
server, select Typical.

Typical This option installs the visual studio add-ins and the stored
procedure builder, plus the administration tools to navigate
through DB2 servers and objects, and the client features that are
used most often, including all required features, ADO, OLEDB,
ODBC support, Control Center and CCA. Also, it configures with
default values. Select the Data warehousing option if you need
data warehousing tools.

Compact This option installs only the basic development features and
client features to query and connect to DB2 servers.

Custom This option lets you select the required client features.

Note: DB2 requires the English language to work. A Typical installation
includes English plus the language defined locally. If you need support on
another language, choose the Custom installation type.

6. The Select the installation action dialog opens. Make sure that Install DB2
Enterprise Server edition on this computer is selected. If you want to
generate a script with the installation procedure in a response file, select
Save your settings in a response file option. Click Next.

7. In the Select the features you want to install dialog, you can customize the
options to be installed based on your type of environment (production or
development) and your type of application (OLTP, OLAP, Web). The Client
Support, Server Support, and Administration Tools options must be selected.
If you need other options later, rerun the DB2 Setup wizard again. You can
also select the installation folder (drive and directory) where you want DB2 to
reside. By default, the C: drive and the c:\Program Files\IBM\SQLLIB
directory will be used. Click Next to proceed to the next step.

8. The Select languages to install dialog opens. By default English is selected,
but you can add one or more languages to support the user interface and
product messages. (Note that multiple languages increase the disk space
requirements.) If you need support in another language, click the Available
Languages list to select the language and click > to add it to the Selected
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Languages list. This list is sorted alphabetically. You also can select the
installation folder (drive and directory). Proceed by clicking Next.

9. The Specify the location of DB2 Information Center dialog opens. Use the
default On the IBM Web site unless you do not want to install Information
Center or if the Information Center will be installed in different server.

10.The Set user information for DB2 Administration Server dialog is shown. DB2
Setup Wizard now asks for a user account that will start the DB2
administration service (DAS). Enter the domain, user name, and password,
and confirm the previously defined password. The db2admin ID is
recommended. Also, leave the Use the same user and password for the
remaining DB2 services check box selected if you want to do so. Click Next.

11.In the Set up the administration contact list dialog, designate where the
contact list should be placed. In our case, it will be created locally. Select
Local - Create a contact list on this system and proceed by clicking Next.

12.A warning is displayed advising that there is no SMTP server specified to
send notifications. Click OK. We will set it after the installation procedure.

13.The Create a DB2 instance dialog is shown. We chose the default to have the
Setup wizard create the instance for us. You can create a DB2 instance later
by using the db2icrt command.

14.1n the next window, configure the DB2 instance and Control Server instance in
order to set up the communications protocols and start-up options of this
instance. By default only TCP/IP is configured, but you can add more
communications protocols, depending on your environment. Click Next.

15.In the Select the metadata you want to prepare dialog, you can request that
DB2 prepare a tools catalog and warehouse control database metadata. In
order to use certain DB2 tools such as Task Center and Scheduler, you must
create the DB2 tools catalog that contains task metadata. Select Prepare the
DB2 tools catalog and proceed by clicking Next.

16.In the Specify the schemas for your metadata dialog, we use the default tools
schema SYSTOOLS.

17.In the Specify a contact for health monitor notification dialog, we select Defer
the task until after installation is complete and proceed by clicking Next.

18.The Enable operating system security for DB2 objects dialog is shown. Select
Enable operating system security and proceed by clicking Next.

19.The Start copying files dialog opens. Select Install to start the file copy. At the
end of the installation process, click Finish. Depending on the system
configuration, it could be necessary to reboot the machine. If the wizard
detects anything requiring a reboot, it will ask you to do so.

For information about errors encountered during installation, see the db2.log
file, which stores general information and error messages resulting from the
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install and uninstall activities. By default, the db2.log file is located in the
\MyDocuments\DB2LOG directory. The location of the MyDocuments

directory depends on the settings on your computer.

Using the DB2 setup response file

In this section, we provide a step-by-step procedure for response file installation.
As mentioned before, for more information, refer to Quick Beginnings for DB2
Servers Version 8, GC09-4836.

Here are the steps you need to follow to generate a response file script:

1.

Execute steps 1 to 6 of “Using the DB2 setup wizard” on page 32. In step 5 on
page 33, choose carefully between the Typical and Custom options, because
the install profile is generated differently between these options. In our
example, we proceed with the Custom option.

Check Save your settings in response file and uncheck the Install DB2
Enterprise Server Edition on this computer check box. Proceed to the next
step by clicking Next.

Continue executing the steps from 7 to 18. After step 18 on page 34, the DB2
Setup wizard displays a text box where you can enter the path and the file
name of the script. We proceeded by entering c:\db2_prod_ese.rsp and then
clicked Finish.

DB2 Setup wizard generates only the necessary parameters in the response
file. If you need to add more parameters, we recommend using the response
files provided on the DB2 Install CDs and modify them accordingly.

Follow these steps to perform the installation using the response file script:

1.

Place the DB2 ESE Install CD in the drive if DB2 install files are not available
on the network. Open a command prompt session and execute:

start /wait [pathl]\setup.exe /u [path2]\db2 prod_ese.rsp /1
[path2]\db2_prod ese.log /t [path2]\db2 prod_ese.trc.

PATHA1 is the root directory of DB2 installation where setup.exe resides.
PATH2 is the path where the response file is and where the log files will be
placed. When done this way, the shell waits for the process to complete,
enabling you to add this command to a batch file and handle the return code
in an adequate fashion. The default successful return code for DB2 Setup
Wizard is 0.

During the install process, DB2 Setup wizard generates a temporary log file,
db2wi.log. You can verify that DB2 Setup wizard is working if this file grows. If
something fails, open it and go to the last few lines to see what happened.
After the return of the prompt, we recommend that you open it to check for
message codes or warnings. Remove it if you wish.
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2.1.3 DB2 UDB V8.2 client installation
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In this section, we discuss the basic installation procedure for each DB2 UDB
client. The client products for DB2 UDB V8.2 on Windows are:

DB2 UDB Application Development Client
DB2 UDB Administration Client

DB2 UDB Run Time Client

DB2 UDB Run Time Client Lite

vyvyyy

The steps for installing these clients using the DB2 Setup wizard are mostly
identical. DB2 UDB Run-Time Client Lite is the new addition to the DB2 UDB
client product, which has a fewer installation steps. We provide the step-by-step
installation procedure for both Run-Time Client Lite and Application Development
Client. You can use the Application Development Client installation procedure to
install the Administration Client and Run-Time Client.

In our lab, we used the following hardware and software (environment) to install
DB2 UDB client using the Wizard:

» IBM NetVista™ with 1.00 GB RAM memory and 37.2 GB HDD
» Windows Server 2003

Installing Run-Time Lite Client

In this section we provide a step-by-step procedure for installing Run-Time Lite
Client using the DB2 UDB Setup wizard. Follow these steps:

1. Place the DB2 Run-Time Client Install CD (RTCL) in the drive, search for and
run setup.exe at the directory of DB2 installation. On the Choose Setup
Language dialog (Figure 2-3), select the language you need. The default is
English (United States). Click OK.

Choose Setup Language

@ Select the language for thiz installation fram the choices below.
"

|
Qk I Cancel

Figure 2-3 DB2 Run-Time Lite Client: Choose Setup Language

Emaligh [l nited States

2. On the Welcome to the DB2 Setup wizard dialog (Figure 2-4 on page 37),
click Next.
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{®DB2 Setup wizard - DB2 Run-Time Client Lite

Information Management Software

DEBZ, ¥ersion 8.2

welcome to the DB2 Setup wizard

The DBZ Setup wizard will install DEZ Run-Time Client Lits on your
camputer, To continue, click Mext,

(C) Copyright International Business Machines Corporation, 1993,
2004, All Rights Reserved.

Cancel

Figure 2-4 DB2 Run-Time Lite Client Setup Welcome
3. Read the license agreement on the License Agreement dialog, choose |
accept the terms of the license agreement and click Next.

4. The Select the installation type dialog opens, requesting the type of the
installation. There are three types of installations:

Typical This option installs the client features that are used most often,
including all required features, ADO, OLEDB, and ODBC
support. Also, it will configure with default values.

Compact This option installs only required client features and basic
libraries to connect to DB2 servers.

Custom This option lets you select the required client features.

Now we continue the setup using the Custom option. Click Custom and click
Next to proceed to the next step.

If you choose Typical installation, the Start copying files window opens as
described in step 6.

5. The Custom setup dialog is shown. Customize the options to be installed
based on your type of environment (Production or Development) and the type
of application (OLTP, OLAP, Web). But the Client Support option must be
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checked. If you need other options later, rerun the DB2 Setup Wizard. You
can also select the installation folder (drive and directory). By default, the C:
drive and the c:\Program Files\IBM\SQLLIB directory are used. Click Next.

6. The Start copying files window opens. Select Install to start the file copy. At
the end of the installation process, click Finish. Depending on your system
configuration, it could be necessary to reboot the machine. If DB2 Installation
Wizard detects anything requiring a reboot, it will ask you to do so.

The db2.log file stores general information and error messages resulting from the
install and uninstall activities. By default, this file is located in the
\MyDocuments\DB2LOG directory. The location of the Documents directory
depends on the settings on your computer.

Application Development Client installation

In this section, we provide a step-by-step procedure for installing Application
Development Client using the DB2 Setup wizard. The Application Development
Client is composed of the Administration Client and the add-ins for Visual Studio
and the Development Center. This client enables you to explore the benefits of
.NET. For more information, refer to Quick Beginnings for DB2 Clients Version 8,
GC09-4832.

Here are the steps for installing this product:

1. Place the DB2 Application Development Client Install CD (ADCL) in the drive
and wait for the setup initial dialog. If the dialog is not shown, or the install files
are on the network, search for and run setup.exe at the directory of db2
installation. On the IBM DB2 Setup Launchpad dialog (Figure 2-5 on
page 39), click the Install Products tab.
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&l IBM DB2 Setup Launchpad
Application Development Client

Wersion §.2

Setup

Installation Prerequisites

This option displays the hardware and software requirements, the installation
prerequisites, and the installation notes for DB2. Ensure that your system has met all
of the installation prerequisites including operating system patches prior to the
installation of DB2. This action will prevent technical problems that might occur after
the installation and configuration of DB2.

Release Notes

Install Product

Exit

[E£1Copirght ntsmational Buninann Maghines Corporation, 1958, 2004,
Al Rights Reperved.

Figure 2-5 DB2 Development Client Setup Launchpad

2.

In the Select the product you want to install dialog, make sure that the DB2
UDB Application Development Client option is selected and click Next.

3. Click Next.
4. After you read the license agreement, choose | accept the terms of the

license agreement and click Next.
In the Select the installation type dialog, designate the type of installation:

Typical This option installs the Visual Studio add-ins and the stored
procedure builder, plus the administration tools to navigate
through DB2 servers and objects, and the client features that are
used most often (including all required features, ADO, OLEDB,
ODBC support, Control Center, and CCA). Also, it will configure
with default values. Select Data warehousing if you need data
warehousing tools.

Compact This option installs only the basic development features and
client features to query and connect to DB2 servers.

Custom This option lets you select the required client features.

We continue with Custom selection in order to select the features we wanted
to install and specify configuration options.
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6. In the Select the installation action dialog, check Save your settings in a
response file if you want to generate a script with the installation procedure
in a response file. Click Next.

7. In the Select the features you want to install dialog, customize the options to
be installed, If you need other options later, rerun the DB2 Setup wizard. You
also can select the installation folder where you want to install the client. By
default, the installation location is the C: drive and the directory is c:\\Program
Files\IBM\SQLLIB. Click Next.

8. The Select languages to install dialog opens. By default, English is selected,
but you can add one or more languages to support the user interface and
product messages. (Note that multiple languages increase the disk space
requirements.) If you need support in another language, click the Available
Languages list to select the language and click > to add it to the Selected
Languages list. This list is sorted alphabetically. You also can select the
installation folder (drive and directory). Proceed by clicking Next.

9. In the Specify the location of DB2 Information Center dialog, designate a
location from which you will access the DB2 Information Center. We use the
default: On the IBM Web site. Click Next.

10.In the Configure NetBIOS dialog, the wizard now asks if you want to connect
to DB2 server using the NetBIOS protocol. To configure it, select Configure
NetBIOS for connections to DB2 servers and enter the workstation name
and adaptor number. Click Next.

11.The Enable operating system security for DB2 objects dialog opens. Select
Enable operating system security and proceed by clicking Next.

12.In the Start copying files dialog, select Install to start the file copy. At the end
of the installation process, click Finish. Depending on your system
configuration, it could be necessary to reboot the machine. If the DB2
Installation Wizard detects anything requiring a reboot, it will ask you to do so.

The db2.log file, which stores general information and error messages resulting
from install and uninstall activities, is located by default in the
\MyDocuments\DB2LOG directory. The location of this directory depends on the
settings on your computer.

2.2 Migration

40

The migration to Windows Server 2003 can be a complex process because most
likely you are not only moving from Windows 2000 Server to Windows Server
2003 and 32-bit to 64-bit, but also from DB2 UDB V7.2 to DB2 UDB V8.2. The
migration process should be treated as two separate components: Upgrading
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versions of Windows and migrating versions of DB2 UDB. In this section, we
discuss different migration scenarios.

2.2.1 Migrating DB2 between versions of Windows

Windows Server 2003 offers a great deal of new functionality. One of the greatest
selling points for migrating to Windows Server 2003 is its ability to make use of
the 64-bit architecture for a Windows system. This section covers what is
required to migrate DB2 UDB between different releases of Windows.

Migrating DB2 from Windows 2000 to Windows 2003

The migration between different releases of the operating system can be a
complex task because it often involves moving to a new system or cleaning out
the contents of the C: drive. Several options are available, depending on which
version of DB2 UDB you are using. The following options apply only if the DB2
UDB version remains the same. The scenarios in which the version of DB2 UDB
has changed, such as from V7.2 to V8.2, are covered in the next section.

Using DB2 Backup and Restore

This migration is an easy process because the DB2 backup utility enables you to
take a backup on one Windows server and restore to another Windows server.
The backup image is OS-version-independent, so restoring to Windows Server
2003 from Windows 2000 Server, or vice versa, will work without any problems.

To use the DB2 Backup and Restore function to migrate a DB2 database from
Windows 2000 Server to Windows Server 2003:

1. Install the same release of DB2 UDB on the new target Windows system.
2. Take the database offline on the original system.

3. Take a full offline backup of the database. Only offline backups can be used to
restore to a newer version of DB2 UDB, as replaying of downlevel log records
is not supported.

4. Copy the database backup image to the target system.
5. Start DB2 on the target system.

6. Restore the database. If the file systems that will contain the DB2 database
are not identical on both systems, then a redirected restore will be required.

7. Check that the database was restored properly by checking on any restore
error messages and items in the db2diag.log file.

8. Test a connection to the database on the target system.
9. Recatalog the database on your client systems.
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Figure 2-6 illustrates the restrictions on which images can be restored from and
to combinations of Windows, 32-bit and 64-bit, and releases of DB2 UDB.

DB2 UDB V7.2 32-bit, W2K DB2 UDB V8.1 32-bit, W2K3

Automatically
migrated to V8

DB2 UDB V7.2 32-bit, W2K3 DB2 UDB V8.1 64-bit, W2K3

Backup image > Restore image

Figure 2-6 Backup and restore combinations with DB2 UDB V8.1 for Windows

Note: It is possible to take a backup image on DB2 UDB V7 and restore it on a
different version of Windows on DB2 UDB V8.1 or Version 8.2. The new
releases of Windows must be of the same bit level, so you cannot move from
Windows 2000 32-bit to Windows Server 2003 64-bit.

If you try and restore from an unacceptable combination, you will receive the
following message:

SQL2570N A database cannot be restored on a platform that does not match
the platform on which the backup image was created.

Moving disks to a new system

Sometimes the same external set of disks, be it in an array or a disk system, will
be switched over to the new system. There are two distinct sets of steps to take,
depending on whether the disk tables have changed.

» Scenario 1: The disk assignments have not changed.

If the disks will be laid out and labeled the same way on the new system, no
work is needed. After you install DB2 UDB you can catalog the new database
and DB2 will be able to use your old database. This option is sometimes
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referred to as “plug & play.” In order to use the plug & play approach, you must
ensure the following:

The physical disk arrangement, file paths, and drive letters are preserved
when existing disks are plugged into the target system.

If raw disks are used for containers or a database log, they are referenced
either as logical raw partitions (for example, \\.\D: on Windows) or as
physical drives.

Note: On Windows, this method is not supported for raw devices
referenced by globally unique identifiers (GUID) that are unique to each
server.

Instance names are the same on both systems.

The number of database partitions must be the same on both source and
target systems.

Plug & play steps

Follow these steps to use this method:

a.

Install DB2 UDB on the target server with the same version and fix pack as
on the original server.

Stop DB2 UDB on the original server.

Unplug the disks (or disk subsystem) from the source machine in a
manner approved by the operating system. On Windows, you should
disable the disk using the Device Manager utility before unplugging it in
order to prevent system crash or data loss.

Enable the disks (or disk subsystem) on the target machine in an
approved manner. On Windows, you should use the Disk Management
tool to rescan disks.

Verify that all disks are online and drive letters are identical on both
systems.

Make the database available to the database manager on the target
server (for example, by using the db2 catalog command).

Proceed through the normal performance tuning tasks to ensure that DB2
UDB meets the performance expectations on the target server.
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Note: In order to use this approach you must be aware of the following:

» The physical disk arrangement, file paths, and drive letters are
preserved when existing disks are plugged into the target system.

» If raw disks are used for containers or the database log, they are
referenced either as logical raw partitions (for example, \\.\D: on
Windows) or as physical drives. Note that on Windows this method is
not supported for raw devices referenced by globally unique identifiers,
which are unique to each server.

» Instance names are the same on both systems.

» The number of database partitions must be the same on both source
and target systems.

» Scenario 2: The disks assignments have changed.

Sometimes the DBA may not want to back up and restore the database
because all of the database information is stored on a separate disk system,
which can be unplugged from the old OS release system and connected to
the new Windows 2003 server machine. The DB2 command db2relocatedb
enables a DBA to relocate a database based on information in a configuration
file. This command can also be used to inform DB2 if the location of the
database files has changed. Detailed information about the command can be
found in IBM DB2 Universal Database Command Reference, SC09-4828-01.

The command syntax is:
db2relocatedb -f configFileName

The configFileName file contains all of the information describing the
database. The command alters the information for the database concerning
where its files are stored. If the data still resides on a drive but the drive has
been relabeled on the new system, issue the command so that DB2 will
recognize the database and be able to use it after DB2 UDB has been
installed. The format of the configuration file is described below.

The db2relocatedb command configuration file has the following keywords:
— DB_NAME

The name of the database to be relocated.
— DB_PATH

The path where the database is stored. This is the root directory for the
database.

— INSTANCE
The name of the instance that the database belongs to.
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— NODENUM

The node number of the database. This is used only for partitioned
databases.

- LOG_DIR
The directory where the log files are stored.
— CONT_PATH

This is a list of container paths that have to be changed. There must be a
separate entry for each container that is being changed in the database. If
you are moving a large number of database containers, then you should
use a script or editor (such as ‘vi’) to generate a script to make the
db2relocatedb configuration file.

— The parameters are set using this format:
paramater=oldValue,newValue
» Steps for using db2relocatedb
To use the db2relocatedb command to migrate a database:

a. Install DB2 UDB on the target server with the same version and fix pack as
on the original server.

b. Stop DB2 on the original server.

¢. Unplug the disks (or disk subsystem) from the source machine in a
manner approved by the operating system. On Windows, you should
disable the disk using the Device Manager utility before unplugging it, in
order to prevent a system crash or data loss.

d. Enable the disks (or disk subsystem) on the target machine in an
approved manner. On Windows, you should use the Disk Management
tool to rescan disks.

e. Verify that all disks are online and drive letters are properly assigned.

f. Run the db2relocatedb utility to modify the desired configuration on the
target system. (db2relocatedb will automatically catalog the database
indicated in the configuration file.) Proceed through the normal
performance tuning tasks to ensure that DB2 meets the performance
expectations on the target server.

Example of relocation

A database is currently laid out on a Windows 2000 server. The DBA would like
to move the database over to a new Windows 2003 server. The new server,
however, has an additional drive on it, which means that all of the drive letters on
the disk array that was used for the database will have to be changed. The old
server is laid out as in Example 2-1 on page 46.
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Example 2-1 Relocate database: old system configuration

database name = redDB

instance name = redInst

database path = e:

dms container=e:\redbook\data
database log path = f:\db2\redDB\logs

The configuration file for the db2relocatedb command would be as shown in
Example 2-2.

Example 2-2 Relocate database new system configuration

DB_NAME=redDB

DB_PATH=E:,F:

INSTANCE=redInst
LOG_DIR="F:\db2\redDB\10gs>,”G:\db2\redDB\10gs™
CONT_PATH="E:\redbook\data”,”F:\redbook\data”

The information above (Example 2-2) would be placed into a file and then the
following command would be run.

db2relocatedb -f configFile

&% DB2 CLP Pif=] B3
.\redbook\scrlpts)dh2relocatedh —f relocateFile.txt

BTlgBEN The filesdevice '"C:~DBZ“NODEBBOASQLAAAAZ\SQLOGCIL.LFH" could not be o
ened.

ssredhooksscripts>dbh2 terminate
B2000@1I The TERMINATE command completed successfully.

C:“redbook“scripts>db2 ? dbtiBB6n

DBT1AA6H The filesdevice "{file—device—name2>" could not he
opened.

Explanation:

fin error occurred vhile attempting to open the specified
ifilesdevice .

Uzer Response:
Ensure that the filesdevice exists and that its permissions are

correct. Correct the probhlem and resubmit the command.

C-sredbooksscriptz>db2relocatedh —f relocateFile.txt
Files and control structures were changed successfully.
EBTiBBBI The tool completed successfully.

swredbookiscripte>

Figure 2-7 Executing the db2relocatedb command

Before you run the db2relocatedb command, be sure that there are no
connections to the database and that it has not been activated. The use of the
db2relocatedb command is illustrated in Figure 2-7. If any connections remain
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open, you can force them off using the DB2 force command. The command
syntax is:

force application {ALL | ( application-handle [ {,application-handle} ... ] )}
You can also use the quiesce command, which was introduced in V8.1. If you
place a database into quiesce mode, then no further connections are allowed to
the database until the mode is changed. This ensures that other users do not
connect to the database when you force off the connections until you start your

database relocation. The quiesce command has a built-in force option, which
forces all applications off the database.

The command syntax is:
quiesce database {IMMEDIATE | DEFER} [FORCE CONNECTIONS]

Example 2-3 Preparing a database to be relocated

db2 1ist applications
>> Qutput:
DREWKB  db2bp.exe 7 *LOCAL.DB2.00B988234903 NETEDIT 1

db2 quiesce database FORCE

>> DB20000I The QUIESCE DATABASE command completed successfully.

db2 1ist applications

>> SQL1611W No data was returned by Database System Monitor. SQLSTATE=00000
db2 relocatedb....

db2 unquiesce database

2.2.2 Migrating between versions of DB2 UDB

Migrating between versions of DB2 UDB has been simplified with the DB2
system commands that are included with DB2 UDB V8.2. You can migrate your
DB2 UDB from V6 or V7 to V8.2 directly without going through V8.1. The
migration of your databases is required if you want to continue using upgraded
instances from DB2 UDB V6 or V7 with the V8.2 installation. There is a detailed
description of the migration process in the DB2 UDB V8.2 manual Quick
Beginnings for DB2 Servers, SG09-4836-01.

Restrictions
Before you begin your migration, make sure to review the following requirements:

» Migration is supported only from DB2 UDB V6 and V7.

» The migration command can be issued only from a DB2 UDB V8.x client or
server, not from a V6 or V7 client or server machine.
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» You cannot migrate a database between platforms. Only existing Windows
databases can be migrated to Windows Server 2003.

» Migrating a partition database requires that DB2 UDB V8.1 must first be
installed on all the computers with the DB2 partitions on them.

» Windows allows only one version of DB2 UDB on a machine. If you already
have DB2 UDB V6 or V7 on the machine, then the V8.2 install process will
uninstall the previous version.

» User objects cannot have V8.2 reserved schema names as qualifiers. These
qualifiers include SYSCAT, SYSSTAT, and SYSFUN. It is not recommended
that you use DB2INFO, because this schema is used by the DB2 UDB
Version 8.1 and later Cube Views product.

» The database must also be in a stable state. It cannot be in any of the
following states:

Backup pending

Roll forward pending

Table spaces not in a stable state
Transactions inconsistent

The following are the steps for a database migration:
1. Take a backup.

Make sure to take a full offline database backup before you begin the
migration. After a database is migrated to DB2 UDB V8.2, it cannot be
migrated back to the old release. The backup enables you to uninstall V8.2
and reinstall your previous release with the old database.

2. Confirm that you have sufficient space for the migration.
3. Record your database and instance configurations.
4. Check the diagnostic level.

It is recommended that you set the DB2 instance parameter DIAGLEVEL to 4
during the migration to ensure that all error messages are captured. Use this
command to set the DB2 diagnosis level:

db2 update dbm cfg using diaglevel 4
5. Verify that the databases are ready to be migrated.

The command db2ckmig checks whether your database is ready to be
migrated. The command confirms that:

— A database is not in an inconsistent state.
— A database is not in a backup pending state.
— A database is not in a rollforward pending state.
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7.

8

— Table spaces are all in a normal state.
The command syntax is:
db2ckmig databaseAlias -1 logFilelocation
Note: In Windows, the db2ckmig command must be run before DB2 UDB

V8.2 is installed. db2ckmig can be found on the DB2 CD-ROM or install
image under the directory images\DB2\Windows\utilities.

Take the database system offline.

The entire DB2 system will have to be taken offline. This includes stopping
both the instance and the license server.

a. Stop the DB2 license server: db21icd -end

b. Force all applications off the databases: db2 force applications all
c. Stop the instance: db2stop

d. If the stop fails, then you may have to force it: db2stop force

Install DB2 UDB V8.2.

. Migrate the database using the DB2 migrate command.

Migrating the database

The databases from previous versions are migrated using the DB2 command
migrate. The command only migrates a database to the latest version, and does
not migrate databases back to previous releases. If an error occurs during the
use of a command, the DB2 terminate command must be issued before the
command is used again. Additional documentation can be found in the /BM DB2
Universal Database Command Reference Version 8, SC09-4828.

Figure 2-8 shows the command syntax, and Example 2-4 on page 50 shows the
command example.

#>-MIGRATE-—+-DATABASE-+--database-alizs——————-———————————————— >
1 _DB _______ 1
R - R
' -U3ER-—-username——+-——--—————-——————-— +-!

=TS ING——-password-"'

Figure 2-8 DB2 migrate command syntax
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Example 2-4 Migrating a database

db2 migrate database redDB user redTest using passwordTest
>> Files and control structures were changed successfully.
>>DBT1000I The tool completed successfully.

2.2.3 Migrating from 32-bit to 64-bit

With enhancements made in DB2 UDB V8.2, the process to move DB2 UDB V8
or V8.2 from 32-bit Windows Server 2003 OS to 64-bit Windows Server 2003 is
not complicated. As discussed in “Using DB2 Backup and Restore” on page 41,
the backup and restore process is not supported for major releases and bit-ness.
Figure 2-6 on page 42 illustrates which combinations are supported.

If you are moving from V7.2 on Windows 2000 to V8.2 on Windows Server 2003
64-bit, you should refer to the next section.

Note: It is now possible to restore from a V7 backup to V8. This restoration is
only supported for the same bit level of the restore.

2.2.4 Migrating everything at once
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It is definitely not recommended that you try to move both your Windows release
and your DB2 UDB version at the same time. However, it is quite likely that you
may be moving from Windows Server 2000 with DB2 UDB V7.2 to Windows
Server 2003 64-bit to DB2 UDB V8.1 64-bit. Two different methods are given to
illustrate different migration strategies.

Method one
This method isolates the changes to the new target server and leaves your

original server intact and operational. This method works well if you want to be
able to easily fail back to your original server if there are problems with the new
server.

The migration steps are:

1. Install Windows 2003 64-bit on the new target server.

2. Install DB2 UDB V8.2 on the target server.

3. Take an offline backup of the DB2 database on the original server.

4

. Check that the database is ready to be migrated by using the dbckmig
command.

5. Record all of the DB2 instance and database configuration parameters.
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6. Copy the DB2 backup image to the target server from the original.

7. Take the database system offline on the original server.

8. On the target server, change the DB2 instance configuration parameter
diaglevel to 4. This ensures that a full amount of information on the migration
is captured.

9. Restore the database image on the target server. The restored database is
migrated automatically, so the DB2 migrate database command is not
required.

Method two

The second method has the migration performed on the original server. This
reduces the complexity of the data movement and enables Windows Server 2003
to be installed in parallel on the target machine. The method does, however,
make it difficult to fail back to the old configuration because the installation of
V8.2 on the original server causes an uninstall of DB2 UDB V7.

Steps
The method two migration procedure is:

1.
2.

Take an offline backup of DB2 on V7 or V6 on the original server.

While working on the DB2 database backup, you could install Windows
Server 2003 on the new target server.

3. Install DB2 UDB V8.2 on the target server.
4. Check that the database is ready to be migrated by using the dbckmig

© N o O

9.

command.

Record all of the DB2 instance and database configuration parameters.
Install DB2 UDB V8.2 on the original server.

Migrate the database to V8.2 using the DB2 migrate command.

Take an offline backup of the database on the original machine on V8.2.
Copy the backup image to the target server.

10.Restore the backup on the target server.

11.Apply the database and instance configuration parameter from the original

server to the target server.
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Administration and
management

DB2 UDB V8.2 has added great enhancements to its already rich autonomic
database management functions and features. These autonomic functions and
features can reduce time for DBA routine maintenance work and assist DBA in
database design and performance tuning.

This chapter discusses the DB2 UDB V8.2 advancements in administration and
management. The autonomic and management enhancements covered are:

» Automated backup and recovery

» Automated log file management

» Automated table maintenance

» Integrated Design Advisor

> Auto RUNSTATS/REORG
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3.1 Backup, recovery, and logging

DB2 UDB V8.2 provides automated backup, backup compression, and
self-tuning backup and restore advancements. In addition, DB2 provides
automated log file management and backs up the logs along with the database
backup.

3.1.1 Automatic backup

54

Database backup is a routine DBA task. Automatic database backup simplifies
database backup management tasks by ensuring that a recent full backup of the
database is performed properly and regularly, without the DBA having any
knowledge of the backup command. DB2 takes online or offline database
backups automatically, based on the maintenance objectives defined through the
Configure Automatic Maintenance wizard in the Control Center or Health Center.

Use these steps of the Configure Automatic Maintenance wizard to set up the
automatic database backup:

1. Start the Configure Automatic Maintenance wizard in one of three ways:

— In the Control Center, right-click the database and select Configure
Automatic Maintenance (Figure 3-1 on page 55).

— In the Health Center, right-click the database and select Configure
Automatic Maintenance.

— Navigate to Control Center — Tools — Wizards — Configure
Automatic Maintenance.
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Figure 3-1 Starting configure Automatic Maintenance
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2. At the Configure Automatic Maintenance window (Figure 3-2), click Next.

onfigure Automal

—=

- Introduction
Type
Tirnirg
Motification
Activities

SummEry

G @ g @ [

Configure automatic maintenance
The wizard helps you configure automstic database maintenance for the named database. Task overview

Database: POLONIUM - DE2 - SAMPLE
Maintenance: Mot automated
How DB2 automatic maintenance works:

confi & Aut PEI Ty

- Define periods of loww and no activity as maintenance windows for this
database.

- Chooze maintenance activities for DB2 to handle automsatically .

- Chooze people to be notified if automatic maintenance is unsuccessful.

DB2 evaluates the need for maintenance activities
- Using evaluation criteria, DE2 will determine if maintenance is reguired.

- If maintenance iz necessary it will be done in the next available maintenance
svinclose .

Remember! Maintenance activities do not occur &t scheduled times.
Maintenance will onby occur when DB2 determines that it is required and 2
maintenance windovy iz availakle.

Finizh Cancel

Figure 3-2 Configure automatic maintenance: Introduction
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3. At the window shown in Figure 3-3, select the type of automatic maintenance
for your database or disable the automatic database maintenance. To choose
the type, select Change automation setting and click Next.

* e Configure Automatic Maintenance

1. Irtroduction | Select automatic maintenance type

2. Type The following optiohs allow you to select the type of automatic maintenance for your dstabase
3. Tirming

Howy o you want to set up automatic maintenance for your database?
4. Netification ¥ e ¥

5. Activities i
B. SUrmEry This option allows you to customize each automatic mairtenance activity on your datak
" Disakle automation

Thiz option dizables all automatic maintenance activities on your database.

[~ Disakie all mairtenshce notfication

Current automatic maintenance settings
Backup databaze (BACKLUP) Matification only
Defragmert data (REORG) Motification only
Optimize data access (RUMSTATS)  Motification only

Kl | B
4 Back | et b I Finish Cancel

Figure 3-3 Select automatic maintenance type
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4. In the dialog in Figure 3-4, specify the online and off-line maintenance
periods. We want to back up the database online daily from 10:00 PM to
12:00PM, so we click Change.

™y Configure Automatic Maintenance

1. Introduction | Specify when automatic maintenance activities can run

2. Type Specify the maintenance windows during swhich automatic maintenance can be performed. Specify a
W petiod of low activity in the database for the online maintenance window and & period of no activity
2. Timing inthe databaze for the offline maintenance wincdow .
4. Motification
3. Activities Online mairtenance window:
6. Summary Online automatic maintenance can occur during the following wincdow:

Time 00:00 - 23:00 (23 hours)

Days of the week ALL

Day= of the manth ALL

Activities using this window  Mone

Oftling mairtenahce window

An offline maintenance window has not been defined. Change... ’

4 Back J [lext k | Finizh Cancel

Figure 3-4 Specify when automatic maintenance will run
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5. This opens a pop-up window to specify the start time and duration of the
maintenance window and the day the maintenance should take place
(Figure 3-5). Note that there is no default offline maintenance window.

* . Change Maintenance Window Specification - Online Activity

Specify when automatic maintenance can ocour.
(ol During the specified time.

™ Outside the specified time

Specify the start time and the duration of the maintenance window . The start
titne is specified using & 24-hour clock.

Start time 2000 2

Duration 2 ﬁ hours

Specify how often this mairtenance window occurs. & valid maintenance
windowy must meet the conditions specified on both the Days of the Week
tah and the Days of the Morith tab.

Day=s of the month

= Al

= Only on selected days
I~ oy [~ Ericlay:
[~ Tuescday: [~ Saturday.
I~ Wiednesday. [~ Sunday
[ Thurscay.

Preview

O
i

Online autamatic maintenance cah occur during the followving window .

Time 20:00 - 22:00 (2 hours)
Days of the week ALL

Days of the morth ALL

Activities using this windowe Mone

‘ OK | Cancel | Hela !

Figure 3-5 Specify maintenance window
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6. In the health notification contact list, you can select, add, or delete people
who will receive job-status e-mails (Figure 3-6). When you are finished, click

Next.

* e Configure Automatic Maintenance

1. Intraduction
2. Type

3. Tirnirg

4. Matification
5. Activities

B Summary

Manage your Motification List
Select contacts for the health notification contact list.

Acd or remove cortacts from the health notification cortact list for this instance. The list of cortacts available iz located on system
POLONILM. In & partitioned detabase environmert, the first detabase parition server iz used.

Contacts available Health natification cortact list

Marme 2 | E-mail Address = | Type # Maime: = I E-trail Address 2 | Type
= TSSO DEA tzodbag@us ibm.com Cortact
e
KT | 2 IS | 2|

Manage Contacts .. Troubleshoct...

4 Back et b Finish Cancel

Figure 3-6 Manage the notification list

Note: The Configure Automatic Maintenance wizard can be used to configure
automatic backup, RUNSTATS, and REORG. The maintenance windows and
notification list as defined up to this point will be used for backup, RUNSTATS,
and REORG if all three tasks are activated for automatic maintenance.
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7. In this window, you can configure database activities: backup, REORG, and
RUNSTATS (Figure 3-7). We configure database backup by selecting Backup
database (BACKUP) and clicking Configure settings.

ure Automatic M

1. ntroduction | Select a maintenance activity to configure

2. Type Autamatic maintenance includes the following set of activities. Select & maintenance activity to views its current seftings. To enable
3 Timin and disable automstion of the activity and notification, select the Automate and Matify check boxes. To update the settings, select
= 4 the Configure Settings button.
4. Motification
3. Activities Mairtenance activity Mairtenance window used 2
B. Summary c =
Defragmert data (REORG) Offline - v
Cptirnize data access (RUMSTATS) Onling [ I~

Maintenance activity settings

The backup maintenance activity automatically backs up your databasze using the following settings

Criteria Balance database recoverability with performance
Media File system

Location r:\PROGRA~1 UBMEQLLIEDENDEZAUTOBEACKLUIPS

NOTE: Backup images will be automstically pruned from this directory. Please do not put shy non-automatic backup images
in this directary, as they will alzo be pruned.

Configure Zetlings..

Opens a window in which you
chatge the automeatic mainten:
settings for the mairtenance a
that you have selected.

Kl |
4 Back | Mext b I Finish | Cancel |

Figure 3-7 Select maintenance activity to configure
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8. This opens the Configure Settings - Backup Database (BACKUP) window
(Figure 3-8). There are three tabs:

— Backup criteria

The criteria determine how often the database will be backed up. You can
let DB2 decide by selecting the provided options or use Customize to
specify exactly how often to back up your database.

— Backup location

Specify where to locate the database backup. The media types include file
system, tape, TSM, XBSA, and vendor DDL.

— Backup mode
Specify online or offline backup.

We choose Optimize for database recoverability (more frequent
backups) for a daily database backup. We use the file system D:\db2backup
as the backup location, and online for the backup mode. Click OK.

™ Configure Settings - Backup Database (BACKUP)

Backup criteria I Backup Iu:uc:ationl Backup mu:udel

Specify the criteria for determining when & backup is required on this database.
Mote that if the database has never been backed up, backup will be performed at its first opportunity.

{* Drtimize for database recoverability (more frequent backupsE

i Balance datahaze recoverabilty with performance
i Optimize for database performance (less frequent backups)

{~ Customize

Criteria details

Maxitnurn time between backups 1 Day
Maxitnurn [og space used betvweeen backups S MBE

(0104 I Cancel | Help

Figure 3-8 Configure settings: Backup Database (BACKUP)
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9. The Review the automatic maintenance settings dialog is a summary of the
automatic maintenance activity you just configured or changed (Figure 3-9).

™ Configure Automatic Maintenance

Review the automatic maintenance settings

When you click Finish, the wizard updates the sutotnstic maintenance configuration as you have specified. To change ahy of the

Autornation Enabilzd
Matification Enahled

Criteria Cptitrize for database recoverability (more frequent backups)
Mediz File system
Mode: Cnlinge

Defragment data (REORG)
Autornation Disahled
Motification Enahled

Table scope TABSCHEMA NOT LIKE 'SYS%'
Optimize data access for applications (RUNSTATS)

Autormation Dizahled
Motification Enabled

Table scope TABSCHEMA MOT LIKE 'SYS%!

Maintenance window used for all online activities
Onling automatic mairtenance can ocour during the following swinco
Titne 20:00 - 22:00 (2 hours)
ALL

Days of the week

Days of the morith ALL

163

1. Introcuction

2. Type

3. Tirings settings, go back to the appropriate pade in this wizard.
4. Motification | Database: POLOMIM - DEZ - SAMPLE

5. Activities

= Backup datab {BACKUP)

6. Summaty

Activities using this window  Backup database (BACKUP)

Maintenance window used for all offline activities
An offing maintenance window has not been defined. L‘

comos | cocel_|

Figure 3-9 Review the automatic maintenance settings

A new database configuration parameter AUTO_DB_BACKUP is provided as the
switch to turn the backup automation on and off. The parameter can be set by the
following command:

db2 update database configuration for dbname using auto_db_backup on/off

Example 3-1 shows the database configuration after we configured the automatic
database backup feature.

Example 3-1 Database configuration with automatic database backup on

Database Configuration for Database sample

Database
Database
Database
Database
Database
Database

configuration release level

release level
territory

code page

code set
country/region code

0x0a00
0x0a00
us

1252

= IBM-1252
1
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Database collating sequence = UNIQUE
Alternate collating sequence (ALT_COLLATE) =
Automatic maintenance (AUTO_MAINT) = ON
Automatic database backup (AUTO_DB_BACKUP) = ON
Automatic table maintenance (AUTO_TBL_MAINT) = OFF
Automatic runstats (AUTO_RUNSTATS) = OFF
Automatic statistics profiling (AUTO_STATS_PROF) = OFF
Automatic profile updates (AUTO_PROF_UPD) = OFF
Automatic reorganization (AUTO_REORG) = OFF

Note: The automatic table maintenance database parameters have the
hierarchical relationship. AUTO_MAINT is the parent of all the parameters.
Turning a parent parameter OFF stops all children automatic activities but
does not change children settings. Turning the parent parameter back on will
reactivate previously automatic activity.

3.1.2 Self-tuning backup and restore
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To minimize the amount of time that is required to complete backup and restore
operations, DB2 UDB V8.2 automatically chooses the number of buffers, the
buffer size, and the parallelism settings for both backup and restore operations.
The chosen values are based on the amount of available memory, the number of
available processors, the number of table spaces, and the extent size of each
table space.

The BACKUP DATABASE and RESTORE DATABASE commands (Example 3-2)
automatically choose an optimal value for the following parameters whenever
they are not explicitly specified or if they are set to 0 in API:

» WITH num-buffers BUFFERS
» PARALLELISM n
» BUFFER buffer-size

The database manager configuration parameters BACKBUFSZ and
RESTBUFSZ are ignored. If you wish to use the values, you must specify the
value in the backup and restore command.

For a restore database operation, a multiple of the buffer size used for the backup
operation will always be used.

Example 3-2 Backup and restore database command

RESTORE Command:
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' _USER--USErname=--+-=-=mmmmmemmmmaa- o
'-USING--password-"

'_DELTA-'
e o Feu>
1]y s +
| '-XBSA-' '-OPTIONS--+-"options-string"-+-' '-OPEN--num-sessions--SESSIONS-' |
| '-@--file-name----- ' |
| e |
| v | |
[ i R T e T T +
| '—dev-' |
'-LOAD--Tibrary-name--+----------ommm oo B e e e PR +-!
'-OPTIONS--+-"options-string"-+-' '-OPEN--num-sessions--SESSIONS-'
'-@--file-name-----'
D I Fommmmm >
'-WITH--num-buffers--BUFFERS-' '-BUFFER--buffer-size-'
P Fommee . ______ YN ___ >
'-PARALLELISM--n-'
'-COMPRLIB--name--+--------- +-'  '-COMPROPTS--string-
'-EXCLUDE-'
.-EXCLUDE LOGS-.
Dectecmcmcncnen eSS . SRR [ R [ R >
'-UTIL_IMPACT_PRIORITY=--t-==-n=-nu- +-' '-INCLUDE LOGS-'
'-priority-'
>t ———— PO YA, SO, ><

'-WITHOUT PROMPTING-'

RESTORE Command:

>>-RESTORE--+-DATABASE-+--source-database-alias----------=------ >
' DBecmemme |

>--t-| restore-options |-+----mmmmm oo oo ><
+-CONTINUE------------ +
'-ABORT-----==mmmmmm o !

restore-options:

|--+ ------------------------------------- e e e >
'-USER--username--+-=-====mzmmuuzuou +-!

'-USING--password-"'

P Fo>
"+ = TABLESPACE - —+= oo oo oo e S R +-!
| | imymmmmmmmm e | | '-ONLINE-

| | v [0

| '-(----tablespace-name-+--)-' |

+=HISTORY FILE---m oo mmomm oo +

+-COMPRESSION LIBRARY---=--oommmmmmmmmmmmmo o +

= LOGS === mmmm e !

> e S >

" ~INCREMENTAL--+-=-cmmmmmme +-!
+-AUTO------ +
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+-AUTOMATIC-+

'-ABORT----- !

P Fom>
FoUSE==+=TSMo oo oo et m et e e e e Fommmmee +
| '-XBSA-' '-OPTIONS--+-"options-string"-+-' '-OPEN--num-sessions--SESSIONS-' |
| '-@--file-name----- ' |
| O — |
| v | |
+=FROM----+-directory-#=t-m oo oo o oo oo e e e +
| '_device----' |
'-LOAD--shared-Tibrary--+--------ommmm oo B e e L LR +-!

'-OPTIONS--+-"options-string"-+-' '-OPEN--num-sessions--SESSIONS-'
'-@--file-name----- !

> S Fommmmmmmmmen >
'-TAKEN AT--date-time-' '-TO--target-directory-'

> oo Fomo o>
'-INTO--target-database-alias-' '-LOGTARGET--directory-'

S S Fomm>
'-NEWLOGPATH--directory-' '-WITH--num-buffers--BUFFERS-'

D S e W >
'-BUFFER--buffer-size-' '-DLREPORT--filename-'

> S S >
'-REPLACE HISTORY FILE-' '-REPLACE EXISTING-'

>ectommmmmmen Fomtom oo oo Fommmmmmem >
'-REDIRECT-' '-PARALLELISM--n-' '-COMPRLIB--name-'

P o RN, _ _ _ _ _ S _ S >
'-COMPROPTS--string-"' '-WITHOUT ROLLING FORWARD-'

P 4N A o -

'-WITHOUT DATALINK-' '-WITHOUT PROMPTING-'

3.1.3 Backup compression

DB2 backups can now be compressed automatically. This new feature uses the
built-in Lempel-Ziv (LZ) compression or a user-supplied compression library to
compress the database backup. It can significantly reduce backup storage costs.
Heterogeneous restore is supported. For details, refer to 2.2, “Migration” on
page 40.

Use the backup command with the COMPRESS parameter to compress the
backup copy. For example:

DB2 BACKUP DATABASE sample to d:\db2backup COMPRESS
The restore utility recognizes the compressed database and automatically

decompresses the backup copy. No additional parameter is needed. For
example:

DB2 RESTORE DATABASE sample
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If you use a user-provided compression library, the library is stored in the backup
image by default and will be used on restore. The command syntaxes are:

DB2 BACKUP DATBASE sample COMPRESS COMPRLIB libname COMPROPTS options
DB2 RESTORE DATABASE sample COMPRLIB libname COMPROPTS options

In these examples, COMPROPTS is used to pass the options to the compression
library.

Use of the automatic database function could create some CPU costs due to the
compression computation. However, the media I/O time will be decreased
because the image size is smaller. The overall backup/restore performance
impact depends on whether CPU or media I/O is a bottleneck of the system.

3.1.4 Logs in backup images

DB2 transaction log files are essential for restoring and recovering a database or
table space to a consistent point in time using online backup images. Prior to
Version 8.2, the backup and restore utilities required shipping the backup image
and corresponding log files as separate objects to the disaster recovery sites.
This risks losing the log files required for recovery. The new enhancement
enables you to include the logs on the online backup. This way, you can ship the
backup images with the log files to ensure that the backup will be restorable if
archived logs are misplaced. This feature supports all types of online backups
such as database, table space, incremental, and compressed.

If the INCLUDE LOGS option is specified in the backup command, DB2 will
truncate the tail log file and close it after the table space or database is backed
up. All logs that are needed to restore the backup and roll forward to the time
corresponding to the end of the backup are placed in the backup image. DB2
backs up log files in parallel with backing up the table space data. If database
backup compress is specified, the log files will be compressed as well.

By default, the log will not be backed up with the database or table space backup
image. To use this feature, specify the INCLUDE LOGS option in the backup
command, such as:

DB2 BACKUP DB sample ONLINE TO d:\db2backup INCLUDE LOGS
When restoring the database, specify the directory where you want DB2 to place
the log files. For example:

RESTORE DB sample ONLINE FROM d:\db2bckup LOGTARGET d:\db2logs

ROLLFORWARD DB sample TO END OF LOGS AND STOP OVERFLOW LOG PATH d:\db2logs
You also can restore log files only from the integrated backup image:

RESTORE DB sample LOGS FROM d:\db2backup LOGTARGET d:\db2logs
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3.2 Automated log file management

The new integrated and automated log file management system in DB2 UDB
V8.2 provides another time saving feature for DBAs. You no longer need to
customize sample userexit or code your own log management routine to archive
and delete the DB2 logs. V8.2 introduces a new log manager, db2logmgr, which
manges the use, archive, retrieval, and deletion of log files with minimal user
interaction. You can archive the logs to TSM, tape, disks, or third-party vendor
device. You can specify multiple archive targets for extra redundancy or change
the archive targets online.

To set up, simply update the database configuration parameters based on your
needs. The new database parameters used by the new log manager for
controlling archive locations and handling archival problem are:

» Managing log archive location
— LOGARCHMETHT1: to specify the primary log archive. The syntax is:
¢ DISK: <path>
¢ TSM: [management class name
* Vendor: <vendor library>
e USEREXIT
e LOGRETAIN

— LOGARCHMETH2: optional log archival target, same syntax as
LOGARCHMETHA1.

— LOGARCHOPT1: for specifying optional archiving parameters
— LOGARCHOPT2: for specifying optional archiving parameters
For example:

DB2 UPDATE DB CFG FOR sample USING LOGARCHMETH1 DISK:d:/db2logsbk
DB2 UPDATE DB CFG FOR sample USING LOGARCHMETH1 TSM
DB2 UPDATE DB CFG FOR sample USING LOGARCHOPT1 -SERVERNAME=ITSOTSMI

Note: LOGRETAIN and USEREXIT are deprecated.

» Handling log archival problems

— FAILARCHPATH: Specifies the path to be used when any primary targets
cannot be archived. The media for FAILARCHPATH can only be disk. This
parameter can be set dynamically after a problem with a primary target.
Any pending-retry log archival requests are switched to use this path.

— NUMARCHRETRY: The number of retry attempts on primary target(s)
before archiving to FAILARCHPATH. The default value is 5.
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— ARCHRETRYDELAY: The number of seconds between retry attempts.
The default value is 20 seconds.

Note: userexit is still supported as another log management option.

A new option, AND DELETE, is added to the PRUNE HISTORY command to
prune the unnecessary logs.

53 2 PRUNE = = = = = m o e e e e e e e e e e >
>--+-HISTORY--timestamp--+-------------oo-- Fomtom e +-t-><
| '-WITH FORCE OPTION-' '-AND DELETE-' |
'-LOGFILE PRIOR TO--log-file-name----=====-=————~—————c-- '

When the history file entry is removed, the associated log archives will be
physically deleted. This option is especially useful for ensuring that archive
storage space is recovered when log archives are no longer needed.

Note: If you are archiving logs via a user exit program or in-house developed
routine, the logs cannot be deleted using this option.

3.3 RECOVER command

DB2 UDB V8.2 introduces the new RECOVER command, which simplifies the
database recovery process. This command combines RESTORE and
ROLLFORWARD into a single step and uses the information in Recovery history
file to determine automatically which backup images and log files to use. The
Recovery history file now keeps detailed information about log chains, so even
when multiple logs chains exist due to past recoveries to a point in time, the
RECOVER command can be used to restore a database to the point of failure.
With this command, the user can recover a multiple-partition database in a single
command. In the partition database environment, this command can only be
invoked from the catalog partition.

Some examples using the RECOVER command follow. For the complete
RECOVER command syntax, refer to IBM DB2 UDB Command Reference
Version 8.2, SC09-4828-01.

» To recover a database to the end of logs from the best available backup
images:

RECOVER DB sample
» To recover a database to a particular point in time:
RECOVER DB sample TO 2004-05-31-05.30.28
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»

To recover a point in time not represented in the current history:

RECOVER DB sample TO 2004-05-27-10.13.20 USING HISTORY FILE
(d:/db2history/archive/db2rhist.asc)

3.4 Automated table maintenance

REORG and RUNSTATS are two table maintenance tasks the DBA must perform
regularly. Determining the right time to collect statistics and to reorganize a table
is not easy. The automated table maintenance feature in DB2 UDB V8.2 provides
a solution for DBAs.

3.4.1 Automatic statistics collection
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When dealing with table statistics collection, DBA faces the following challenges:

»

>
»
»
»

When to collect statistics

How often to collect statistics

What table to collect statistics on

Which statistics to collect for each table

What parameters to use for RUNSTATUS on each table

The automated statistics maintenance features of DB2 UDB V8.2 provides the
solution to all of these challenges with automatic statistics collection (automatic
runstats) and automatic statistics profiling.

Automatic statistics collection introduces two automatic feedback loops into the
DB2 system:

»

Data-manipulation-driven feedback loop

This feedback loop monitors table activity. Whenever update, delete, insert
(UDI), or load statements against a specified table have changed the data
distribution so that the present statistics for that table are substantially
outdated, it triggers statistics collection (RUNSTATS) on the table in a throttled
background process.

Query-driven feedback loop

This feedback loop monitors query activity on a table. Whenever it detects,
based on query feedback, that the statistics parameters have been configured
improperly, it modifies the RUNSTATS profile. The RUNSTATS profile has the
proper settings for the statics configuration parameters for the table.

Figure 3-10 on page 71 depicts the architecture of the overall system for
automatic statistics collection.
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Figure 3-10 Automatic statistics collection overview

The automatic statistics collection system can be triggered by either data activity
or query activity. The left part of the figure depicts functionality that is
implemented in the DB2 engine, including the query processor with optimizer
and plan execution, data manipulation language (DML) processor, and some
monitors, which have been added to the DB2 engine to facilitate several
automatic capabilities in DB2. The right part of the figure depicts several
analyzers that have been added to the DB2 Health Monitor to realize automated
statistics collection.

In case of data activity through DML or LOAD statements against a table in the
database, the DML processor both modifies the database and employs a change
monitor (CM) that records the number of changes against each table using a UDI
counter. An activity analyzer (AA) uses this information to determine whether
statistics on an active table have changed substantially, in order to justify
statistics collection (RUNSTATS) in the background for this table. This data
manipulation (data-centric) feedback loop provides input to a scheduler that
prioritizes statistics collection based on the degree to which activity on a table
has altered the data distribution.

In case of query activity, the DBMS optimizer determines the best plan with
respect to its cost model, which is then executed by the runtime system. The
optimizer uses statistics gathered by RUNSTATS to derive the best plan.
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RUNSTATS collects the statistics using the statistics configuration of each table,
which are stored and maintained in a RUNSTATS profile. The query-centric
approach adds a feedback loop to statistics configuration. This feedback loop
observes query activity by using a plan monitor, which stores the best plan
together with the cardinalities estimates for each intermediate result as derived
by the optimizer. During plan execution, a run-time monitor observes the
estimated cardinalities. All of this compile-time and run-time information is stored
in a query feedback warehouse. A feedback analyzer periodically analyzes the
information in the warehouse. Based on the discrepancy between actual and
estimated cardinalities, it derives modifications to the RUNSTATS profile for
individual columns, column groups, or tables. The feedback analyzer
communicates its findings about tables with modified RUNSTATS profiles and
tables with outdated statistics to the scheduler, so that the scheduler can
properly prioritize executing RUNSTATS.

Statistics collection, as with any other background maintenance task, must not
have a significant impact on more important business-critical tasks that the
DBMS is used for. In the automatic statistics collection implementation, the
statistics collection is guaranteed to not affect the user workload beyond a
certain threshold. As with the database backup utility, the RUNSTATS utility is
implemented with the DB2 utility throttling. The DBA can set the table
maintenance objectives for RUNSTATS. For example, the DBA can limit the
scope of automated statistics collection to certain tables and specify the
maintenance time window to define time intervals that RUNSTATS should be
executed in.

A new database manager configuration parameter, AUTO_RUNSTATS, is
introduced in Version 8.2 for automatic statistics collection (automatic
RUNSTATS). Details of the parameter are discussed in next section.

The Configure Automatic Maintenance wizard can be used to activate the
automatic statistics collection functions and set the table maintenance objectives.
The table maintenance objectives defined using the wizard are for controlling the
set of tables to be maintained automatically and when (or when not) the
maintenance window collects statistics.

Activating automatic RUNSTATS

To configure the automatic runstats, use the Configure Automatic Maintenance
wizard.

The steps for starting the Configure Automatic Maintenance wizard and defining
maintenance windows and notification lists are the same as steps 1 on page 54
through 6 on page 60 of setting up automatic backup. See 3.1.1, “Automatic
backup” on page 54.
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After completing the first six steps, proceed as follows:

1. Under Select a maintenance activity to configure (Figure 3-11), select
Optimize data access (RUNSTATS) and click Configure Settings for a
pop-up window to identify the tables to be maintained by DB2. Click Next.

™ Configure Automatic Maintenance

o

1.Introduction | Select a maintehance activity to configure

2. Type Automatic maintenance includes the following set of activities. Select a maintenance activity to view its current sefttings. To enable and
3 Tir dizable automation of the activity and natificstion, select the Automate and Motify check boxes. To updste the settings, select the
- Timing Configure Settings button.
4. hatification
5. Activities Iairtenance activity S I Iaintenance window used & I Automate S I Matify $J
6. Summary Eackup database (BACKUP) Otfiine ¥ I
Cefracment data (RECRG) Offling [ ¥
rie— —— g T g
Mairtenance activity settings

The data access optimization maintensnce activity sutomatically analyzes the data in tables to allow for applications to
access the data as quickly a3 possible. This activity will occur using the following settings.

Table scope

Alltshles including system tables

4 Back | hlexd b | Finish | Cancel

Figure 3-11 Automated runstats: Select maintenance activity
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2. Under Configure settings - Optimize Data Access (RUNSTATS), define the
tables that you want to exclude from the automatic statistics collection
process(Figure 3-12). Note that the volatile tables are always excluded. After
the filter is defined, click Refresh Resulting Tables to display all of the tables
to be maintained, and review the list. Click OK when the list is complete.

* e Configure Settings - Dptimize Data Access (RUNSTATS)

Tahle Scope I

Specify which tables in your database to include for automatic statistic collection. To exclude specific tables | uze the Selected tables
option and idertify which tables to exclude using the fiter.

{~ Alltables (where schema not like SYS%)
[~ Include system takles

(+" Selected tables

Iuse the custom fiter _'_l Resulting tables (SCHEMA NAME)

Conditions ADMMISTRATOR CL_SCHED -
ADMIMISTRA TOR DEPARTMENT

ADMINISTRATOR EMP_ACT

ADMINISTRATOR EMP_PHOTO

ADMIMISTRATOR EMP_RESUME

Complete the SGL stat t "SELECT tables FROM SYSCAT TABLES WHERE'
ABZCHEMA NOT LIKE 'SY5%'

ADMIMISTRATOR EMPLOYEE
ADMMIETRATOR IMN_TRAY
SDMINISTRATOR.ORG x|
Refresh Resulting Tables == i
Ok Cancel Help

Figure 3-12 Automated runstats: Configure settings
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3. Under Review the automatic maintenance settings, review the summary of
automatic maintenance settings for the database. In Figure 3-13, you can see
that automated runstats is defined. Click Finish to process.

®a Configure Automatic Maintenance

1. Introduction
2. Type

3. Timing

4. Notification
5. Activities

Review the automatic maintenance settings

Wwhen you click Finish, the wizard updates the automsatic mairtenance configuration as you have specified. To change any of the settings, go

back to the approptiste page in this wizard.

Databasze: POLONIUM - DE2 - SAMPLE

E. Summary

Backup database (BACKUP)
Automation Enabled
hotification  Enabled

Criteria Optimize for database recoverabilty (more fregquent backups)
Media Filz systetn
hioce Cnline

Defragment data (REORG)
Automation Dizahled
hlatification Enabled
Tehle scope  TABSCHEMA MOT LIKE 'SYS%'

Optimize data access for applications (RUNSTATS)
Automation Enabled
Motification Enabled
Tahle scope TABSCHEMA MNOT LIKE 'S¥5%"

Maintenance window used for all online activities
Orline autotmatic maintenahce can accur during the following window

Time: 20:00 - 22:00 (2 hours]

Days of the week ALL

Days of the month ALL

Activities using this windowy  Backup database (BACKUP), Optimize
data access (RUNSTATS)

Maintenance window used for all offline activities

I3

=l

4 Back |

cocn |

Figure 3-13 Automated runstats: summary

The database configuration parameter AUTO_RUNSTATS used for automatic

statistics collection will be set by wizard if the tool is used to set up the automatic
RUNSTATS. This parameter also can be set using the update database
configuration command via command prompt. Note there is a hierarchical
relationship in parameters AUTO_MAINT, AUTO_TBL_MAINT, and
AUTO_RUNSTATS. The parent parameters have to be on before the child
parameter can be set to on. Example 3-3 shows that these two parameters were
turned on.

Example 3-3 Automated runstats database configuration parameters

Database Configuration for Database sample

Database
Database
Database
Database
Database

configuration release level
release level

territory

code page

code set

0x0a00
0x0a00
us

1252
IBM-1252
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Database country/region code 1

Database collating sequence = UNIQUE
Alternate collating sequence (ALT_COLLATE) =
Automatic maintenance (AUTO_MAINT) = ON
Automatic database backup (AUTO_DB_BACKUP) = ON
Automatic table maintenance (AUTO_TBL_MAINT) = ON
Automatic runstats (AUTO_RUNSTATS) = ON
Automatic statistics profiling (AUTO_STATS_PROF) = OFF
Automatic profile updates (AUTO_PROF_UPD) = OFF
Automatic reorganization (AUTO_REORG) = OFF

3.4.2 Automatic statistics profiling
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The RUNSTATS utility provides an option to register and use a statistics profile,
which is a set of options that specify which statistics are to be collected on a
particular table, such as table statistics, index statistics, or distribution statistics.
This feature simplifies statistics collection by enabling you to store the options
that you specify when you issue the RUNSTATS command so that you can
collect the same statistics repeatedly on a table without having to re-type the
command options.

Statistics profiles can also be generated automatically by the DB2 automatic
statistics profiling feature. Automatic statistics profiles are the query-driven
configuration of statistics collection. This feature uses empirical results from
previously executed queries to validate statistics and assumptions, gather
statistics that reflect the workload, and repair costing for the next query
optimization round. Automatic statistics profiling can recommend which statistics
to collect and when to collect them.

Figure 3-14 on page 77 illustrates the architecture of automatic statistics
profiling.
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Figure 3-14 Automatic statistics profiling

The query-centric configuration of statistics collection uses a feedback loop that
monitors query execution to populate a query feedback warehouse with
estimation errors. It analyzes the warehouse to determine:

» Which tables have outdated statistics

» Whether and how frequently the values for columns on a particular table
should be reconfigured

» Which correlation statistics should be created in order to reduce estimation
errors in the future

The query feedback analyzer will produce:

» A prioritized list of tables that require statistics collection and communicate it
to the scheduler.

» Information that indicates which statistics should be collected on a particular
table and stores it in the RUNSTATS profile.

Note: In DB2 UDB V8.2, automated statistics profiling is only available for
DB2 ESE without the database partitioning feature (DPF) enabled.
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Activating automatic statistics profiling
Automatic statistics profiling can be activated using the following steps:

1. Create feedback warehouse tables.

The feedback warehouse consists of three tables in the SYSTOOLS schema
that store information about the predicates encountered during query
execution. The three tables are OPT_FEEDBACK_QUERY,
OPT_FEEDBACK_PREDICATE, and
OPT_FEEDBACK_PREDICATE_COLUMN.

These tables can be created using the SYSINSTALLOBJECTS stored
procedure. This stored procedure is the common stored procedure for
creating and dropping objects in the SYSTOOLS schema. Invoke the
SYSINSTALLOBJECTS stored procedure as follows:

call SYSINSTALLOBJECTS ( toolname, action, tablespacename, schemaname )
In this example:

— toolname specifies the name of the tool whose objects are to be created or
dropped (in our case, ASP or AUTO STATS PROFILING).

— action specifies the action to be taken: C for create, D for drop.

— tablespacename is the name of the table space in which the feedback
warehouse tables will be created. This input parameter is optional. If it is
not specified, the default user space will be used.

— schemaname is the name of the schema with which the objects will be
created or dropped. This parameter is not used.

For example, to create the feedback warehouse using default table space:
F:\SQLLIB\BIN>db2 "call sysproc.sysinstallobjects('ASP','C',"'"','")"

Return Status = 0

. Set database configuration parameters.

The database configuration parameters for automatic statistics profiling are
AUTO_STATS_PROF and AUTO_PROF_UPD. These two parameters have
the following settings:

— AUTO_STATS_PROF:
e OFF: This default value indicates that all features of statistics profiling
are disabled.

* ON: Statistics Profiling is enabled, performing runtime monitoring,
feedback warehouse population, and feedback warehouse mining.

— AUTO_PROF_UPD (this is the child of AUTO_STATS_PROF)

¢ ON: This indicates that the RUNSTATS profile for each table is updated
with the recommendation.
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¢ OFF: In this default value, recommendations are stored in the
SYSTOOLS.OPT_FEEDBACK_RANKING table to be evaluated by the
DBA for manually creating the profile.

The heretical relationship of the related database configuration parameter is:

Automatic maintenance (AUTO_MAINT) = ON
Automatic database backup (AUTO_DB_BACKUP) = ON
Automatic table maintenance (AUTO_TBL_MAINT) = ON

Automatic runstats (AUTO_RUNSTATS) = ON
Automatic statistics profiling (AUTO_STATS_PROF) = OFF

Automatic profile updates (AUTO_PROF_UPD) = OFF
Automatic reorganization (AUTO_REORG) = OFF

The command to turn on automatic statistics profiling are

DB2 UPDATE DB CFG FOR sample USING AUTO_STATS_PROF on
DB2 UPDATE DB CFG FOR sample USING AUTO_PROF_UPD on

Note: AUTO_STATS_PROF and its child AUTO_PROF_UPD can only be
activated in DB2 serial mode and are blocked for queries in federated,
SMP, or MPP. Trying to activate these two parameters in SMP, MPP, or
federated will result in an SQL5126N error.

In Version 8.2, new RUNSTATS options are introduced to improve performance:
» USE PROFILE

This enables RUNSTATS to employ a previously stored statistics profile to
gather statistics for a table. The statistics profile is created using the SET
PROFILE options and is updated using the UPDATE PROFILE options.

» SET PROFILE

Enables RUNSTATS to generate and store a specific statistics profile in the
system catalog tables and executes the RUNSTATS command options to
gather statistics.

» SET PROFILE ONLY

Enables RUNSTATS to generate and store a specific statistics profile in the
system catalog tables without running the RUNSTATS command options.

» SET PROFILE NONE
Specifies that no statistics profile will be set for this RUNSTATS invocation.
» UPDATE PROFILE

Enables RUNSTATS to modify an existing statistics profile in the system
catalog tables, and runs the RUNSTATS command options of the updated
statistics profile to gather statistics.
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» UPDATE PROFILE ONLY

Enables RUNSTATS to modify an existing statistics profile in the system
catalog tables without running the RUNSTATS command options of the
updated statistics profile.

The statistics profile is stored in a visible string format, which represents the
RUNSTATS command, in the STATISTICS_PROFILE column of the
SYSIBM.SYSTABLES system catalog table. This is the RUNSTATS command
with SET PROFILE option:

runstats on table <db2user.tablename tablesample bernoulli (20) set profile

Figure 3-15 shows the stored value in the STATISTICS_PROFILE column of the
SYSIBM.SYSTABLES table resulting from the command:

select statistics_profile
from sysibm.systables where name = 'EMPLOYEE' and creator = '<db2user>'

B Command Editor 1 ‘ =1

Command Editor  Selected  Edit  Tools  Help T

T R W E 2 B E SR e T @

Commands Guery Results | Access F'Ianl

STATISTICS PROFILE éil Auldl Row |

RUNSTATS OM TABLE "FCOSEEYS". "EMPLOYEE" ON ALL COLUMNS TAELESAMPLE BERNOULLI (1.000000) | Delete R
Delete Row |

Cormrmit | Eoll Back | Eetch fore Rows

I~ Autoraatically corr dates

1 row(s) in memary

Figure 3-15 Stored RUNSTATS profile in SYSIBM.SYSTABLES

3.4.3 Automatic reorganization
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Table reorganization is used to reclaim the fragmented spaces of a table and to
ensure optimal I/0 and query performance. The table reorganization process can
consume resources and have an effect on performance. Determining the right
time to reorganize a table is not a easy task for DBAs.

Prior to V8.2, DB2 had in-place reorg for both table and index high-availability
features. The automatic table and indexing de-fragmentation and re-clustering
features introduced in V8.2 enable DBAs to manage table and index reorg
without manual intervention.

The automatic table maintenance objectives define the tables to be evaluated for
the need of reorganization. Periodically, DB2 determines reorg candidates by
evaluating the tables with fresh statistics or tables where an automatic reorg did
not complete previously. Figure 3-16 on page 81 shows when the table or index
reorg will take place after evaluation.
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Y

Tables with fresh stats or tables
where an auto reorg did not
complete previously

For every table

TSIZE=0 and
FPAGE>0
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bounds

F7 out of bounds

F7 out of bounds

Yes

———| Reorganize table & indexes
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Yes — g Reorganize indexes

Reorganize indexes cleanup

—>
Yes only

Reorganize indexes cleanup
only pages

Yes '

Done

Figure 3-16 Automatic reorg evaluation

F1, F2, and F3 are the formulas used on table statistics; F4 to F8 are for index
statistics. For details, refer to the REORGCHK command in IBM DB2 Universal
Database Command Reference, SC09-4828-01.

The automatic table and index reorganization are run in the offline maintenance
time period. It runs to completion even if the job goes beyond the specified time
period. The internal scheduling mechanism learns over time and estimates job
completion times. If the offline time period is too small for a reorganization
activity, the scheduler will not start the job the next time around. A state-based
collection health indicator in the Health Monitor provides notification of any
reorganizing actions that cannot be handled using the defined maintenance
objectives or any tables that require manual reorganization.

The process for setting up the automatic table reorganization using Configure
Automatic Maintenance wizard is same as setting up automated RUNSTATS:

1. Refer to 3.1.1, “Automatic backup” on page 54 for steps 1 on page 54 to 4 on
page 58. Only offline automatic reorg is supported in this release, so you
must specify the offline maintenance window. In step 4 on page 58, click
Change next to the Offline maintenance window to open a pop-up dialog.
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2. In the Change Maintenance Window Specification - Offline Activity window,

we specify that the offline maintenance window is every Sunday beginning at
midnight for five hours (Figure 3-17). Click OK to close the window.

™ Change Maintenance Window Specification - Offline Activity

Specity when automatic maintensnce can occur
+ During the specifizd time.
€ Outsicle the specified titne

Specity the star time and the duration of the maintenance window. The start
time i= =pecified using a 24-hour clock

Start time: o000 <4
Duration 3 ﬂ hours

Specity have often this maintenance window: occurs. A valid maintenance

windovy must meet the conditions specified on hoth the Days of the Week
tak and the Days of the Month tab.

Day=s of the week
= al

Days of the month

= Only on selected days
[~ Manday

I Friday
[~ Tuesday I Saturday
[~ wednesday ¥ Sunday
[ Thursday
Preview

O

@ Offline automatic maintenance can occur during the follovwing swindow.
v

Time 00:00 - 05:00 (5 hours)
Days of the week Sunday

Days of the month ALL

Activities using this window Mot

Ok | Cancel | Help |

Figure 3-17 Automated reorg: Specify offline maintenance window
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3. Under Select a maintenance activity to configure, select Defragment data

(REORG) and click Configure Settings to identify the tables to be
maintained by DB2 (Figure 3-18).

™ Configure Automatic Maintenance

1. Irtroduction | Select a maintenance activity to configure

2. Type Autornatic maintenance includes the following set of activities. Select & mairtenance activity to view ts current settings. To enable and disable
3. Timing automstion of the activity and notificstion, select the Automate and MNotify check boxes. To update the seftings, select the Configure Settings
= huttan.
4. Metification
5. Activities I Mairtenance activity S I Maintenance window used & | Automate = ‘ Fitify = I
§. Summary Backup database (BACKUP) Online 2 ~

D enit clata (R ] v

(Optimize deta access (RUNSTATS) Online v v

Maintenance activity settings
The data defragmentation maintenance activity sutomatically reorganizes the dats in tables in your database to optimize

starage. This activity will occur using the followwing settings.

Table scope

TABSCHEMA, NOT LIKE 'SYS9%'

Configure Settings... |

4 Back | Iext b I Finish Cancel

Figure 3-18 Automated reorg: select activity
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4. This opens the Configure settings - Defragment data (REORG) window
(Figure 3-19).

In this window, define the tables you want to exclude from the automatic data
reorganization process. Note that the volatile tables are always excluded.
When the filter is defined, click Refresh Resulting Tables to display all of the
tables to be maintained. Review the list and, when it is complete, click OK.

™ Configure Settings - Defragment Data (REORG)

Takle Scope

Specify which tables in your database to include for automatic reorganization. To exclude specific tables, use the Selected tables option
and identify which tables to exclude using the fiter.

= Alltakles (where schema not ke SYS%)
[~ Include systen takles

¥ Selected takbles

IUse the custom fitter _'J Resutting tables (SCHEMA MNAME)

canditions ADMNISTRATOR CL_SCHED =
ADMINISTRATOR DEPARTMENT
ADMINISTRATOR EMP_&CT
ADMMISTRATOR EMP_PHOTCH
ADMNISTRATOR EMP_RESLIME

Complete the S0L statement 'SELECT tables FROM SYSCAT TAELES WWHERE'
ABSCHEMA, = "ADMIMISTRATOR!

ADMIMISTRATOR EMPLOYEE
ADMIMISTRATOR IN_TRAY
ADMMISTRATOR ORG LI
Fefresh Resulting Takles == |
Ok Cancel Help

Figure 3-19 Automated reorg: configure setting
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» Under Review the automatic maintenance settings, check the summary of the
settings you have entered for the database. Figure 3-20 shows that reorg
automation is enabled. Click Finish to process.

™u Configure Automatic Maintenance

1. rtroduction | Review the automatic maintenance settings

2 Type When you click Finish, the wizard updates the automatic maintenance configuration as you have specified. To change any of the settings, go
back to the appropriste page in this wizard

3. Timing
4. Motification | Database: POLOMILM - DE2 - SAMPLE
3. Activities
= Backup database (BACKUP} N
[ SURITELRy Automation  Enabled ™
Motification Enabled
Criteria Ctitnize for detabase recoverability (more freguent backups)
Mediz File system
Made Orline
Defragment data (REORG) A
Automation  Enabled f J‘\\B A
Motification Enahled A ]
Tahle scope TABSCHEMA = ADMNISTRATOR! A‘ {E}{;\) f
Optimize data access for applications (RUNSTATS) \ f

Automation Enahled
Motification Enabled
Tahle zcope TABSCHEMA MOT LIKE 'SY5%'

Maintenance window used for all online activities
Onling automatic maintenance can ocour during the following sindow
Time 20000 - 22:00 (2 hours)
Days of the week ALL
Davs of the month ALL
Activities using this window  Backup datebase (BACKUP), Optimize
data access (RUNSTATS)

Maintenance window used for all offiine activities j

4 Back | Cancel |

Figure 3-20 Automated reorg: summary

AUTO_REORG is the new database configuration parameter to enable or disable
reorg automation. Example 3-4 is a snippet of the LIST DATABASE
CONFIGURATION command output. It shows that the automatic table
reorganization parameter AUTO_REORG has been turned on.

Example 3-4 Automated reorg database configuration parameter on

Database Configuration for Database sample

Database configuration release level = 0x0a00
Database release level = 0x0a00
Database territory = US

Database code page = 1252

Database code set = IBM-1252
Database country/region code =1
Database collating sequence = UNIQUE

Alternate collating sequence (ALT_COLLATE)
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Automatic maintenance (AUTO_MAINT) = ON
Automatic database backup (AUTO_DB_BACKUP) = ON
Automatic table maintenance (AUTO_TBL_MAINT) = ON

Automatic runstats (AUTO_RUNSTATS) = ON
Automatic statistics profiling (AUTO_STATS_PROF) = OFF

Automatic profile updates (AUTO_PROF_UPD) = OFF
Automatic reorganization (AUTO_REORG) = ON

3.5 Integrated Design Advisor
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The new integrated Design Advisor can assist DBAs in making optimal and
comprehensive database design decisions. Many DBAs would agree that the
decisions made with respect to the design of a database are some of the most
challenging, time consuming, and critical to make. This self-configuring tool
greatly simplifies the design process by using workload, database, and hardware
information to recommend specific performance acceleration options for routine
design tasks.

The integrated Design Advisor consists of:

Index advisor

Materialized Query Table advisor
Multidimensional Clustering advisor
Partitioning advisor

v

vyvyy

The Design Advisor can help you significantly improve your workload
performance. The common task of selecting which indexes, MQTSs, clustering
dimensions, or partitions to create for a complex workload can be quite daunting.
The Design Advisor identifies all of the objects that are needed to improve the
performance of your workload. Given a set of SQL statements in a workload, the
Design Advisor will generate recommendations for:

New indexes

New materialized query tables (MQTSs)

Conversion to multidimensional clustering (MDC) tables
Repartitioning of tables

Deletion of indexes and MQTs unused by the specified workload

vyvyVvyyvyy

Also, you can order the Design Advisor to implement these recommendations
immediately or schedule some or all of them for a later time.
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The Design Advisor analyzes the characteristics (database and hardware
resource) of your workload to consider the costs and advantages of each feature
when formulating design recommendations. Then it weighs the performance
improvements against the costs associated with implementing the
recommendations.

Note: It is very important for the Design Advisor that you provide a
representative query workload. If the workload that you submit is not
representative of the overall database activity, the recommendations might not
provide performance enhancements for queries not included in the workload.
Also, it is critical that the statistics on any object that is involved in the
workload are up-to-date. Inaccurate statistics might negatively affect the
quality of the Design Advisor recommendations.

Because the Design Advisor performs the cost-benefit analysis for you, all
features are selected by default for consideration. It is recommended that you
leave this default setting and allow the Design Advisor to determine which
features provide the greatest overall performance advantages for the workload
that you specify. If you do not want to implement specific performance
enhancement features, you can choose not to select those features for
evaluation. Eliminating those features will reduce the amount of time that the
Design Advisor spends evaluating different performance enhancement
possibilities for your database.

Using either the Design Advisor GUI or the db2advis command-line tool, the
Design Advisor can help simplify the following tasks:
» Planning for or setting up a new database or partitioning structure

While designing your database or database partitions, use the Design Advisor
to:

— Generate design alternatives in a test environment for partitioning,
indexes, MQTs, and MDC tables.

— Determine initial database partitioning before loading data into a
database.

— Assist in migrating from a non-partitioned DB2 database to a partitioned
DB2 database.

— Assist in migrating to DB2 in a partitioned environment from another
database product.

— Evaluate indexes, MQTs, or partitions that have been generated manually.
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» Workload performance tuning

After your database is set up, you can use the Design Advisor to help you
meet the following tuning goals:

— Improve performance of a particular statement or workload.

— Improve general database performance, using the performance of a
sample workload as a gauge.

— Improve performance of the most frequently executed queries, for
example, as identified by the Activity Monitor.

— Determine how to optimize the performance of a new key query.

— Respond to Health Center recommendations regarding shared memory
utility or sort heap problems in a sort-intensive workload.

— Find objects that are not used in a workload.

Optimizing workload performance with Design Advisor

A workload is a set of SQL statements that the database manager has to process
during a given period of time. For example, during one month your database
manager may have to process 1,000 INSERTSs, 10,000 UPDATEs, 10,000
SELECTSs, and 1,000 DELETEs. The Design Advisor analyzes a specified
workload and considers factors such as the type of workload statements, the
frequency with which a particular statement occurs, and characteristics of your
database to generate recommendations that minimize the total cost to run the
workload.

How to create a workload

For your workload you should have SQL statements that your applications run
against the database that should be considered for optimization. You can paste
these statements into a delimited text file, create a new workload file, or modify a
previously existing file. To collect the SQL statements that run against your
database, you can use several methods to get them from different sources:

Extract them from an Event Monitor table.

Take recently used SQL statements.

Take them from a previously captured DB2 snapshot.

Use the Query Patroller historical data tables.

Get the explained statements from the EXPLAINED_STATEMENT table.

vyvyVvyyvyy
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Showing this window (Figure 3-21) now is a little bit premature but it increases
the pleasant anticipation. It can help you to save work and time to consider the
selection possibilities of the Design Advisor.

™ Import SQL Statements X|

1. Select a source of SAL statements.
2. Click the check box heside the statements that you want to impaort.

3. Click QI

Source of SOL statements

ad File
. ecent SOL Staterments
File name :Explained S0L Staternents
SCL delimiter I_ Event Maonitor Tables Load File |
Import | S0L Staterent |Fre...| Select ‘

Clear £ |
iew Staterne I

0] ‘ Cancel Anply ] Help |

Figure 3-21 Show the different sources to get SQL statements for your workload
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Using DB2 Design Advisor

We can start the GUI-based DB2 Design Advisor by the following ways:

» Start Control Center, right-click a database, then select Design Advisor,

(Figure 3-22).
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Figure 3-22 Selecting the Design Advisor from the DB2 Control Center
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or

» Open Tools — Wizards — Design Advisor from the DB2 Control Center
and select your database (Figure 3-23).
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Figure 3-23 Select the DB2 Design Advisor from the Tools menu
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There are 10 steps in Design Advisor:

1. In the first dialog of the Design Advisor, the Introduction (Figure 3-24), click
the underlined items to see detailed information of the items in the DB2
Information Center.

Click Next or select the Features tab to continue.

[t ntrociuction Introduction
Use the Design advisor to optimize database performance for & workload thet you specity. The Design advisor can evaluste and

2. Festures
recommend the following features:
3. Whiorkload Indexes
4. Statistics Materialized query tables (MOTs
Conversion ta Muttidimensional clustering (MOC) tables
5. Options Repartitioning of tobles
For more information, read the ;Task overview: ;
5. Calculstion SR B it

7 FEEmrETEED Database POLONIUM - TCPEBED1 (DE2) - SAMFPLE

&. Unused Objects
9. Schedule:

10 Surtriary

Mext » I Finish Cancel

Figure 3-24 Introduction to the Design Advisor
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2. Under Select performance features (Figure 3-25), specify the combination of
features—Indexes, Materialized Query Tables (MQT), multidimensional
clustering tables (MDC)—that you want the advisor to consider for workload
optimization and click Next.

e Design Advisor

1. Introduction
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7. Recommendations
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aterialized query table refresh type l%
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" Deferred refrash

¥ Multidimensional clustering (MDC] tables

Ba
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unahble to access the tables.
4 Back | Mext b | Finish Cancel

Figure 3-25 Design Advisor features
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3. For Define a new workload (Figure 3-26), you can designate the workload
that is used to calculate the recommendations. You can create a new
workload or specify an existing one. After you have created and specified your
workload, you can work with its SQL statements. You can add or import more
statements, change the existing statements, or remove statements.

Consider whether you provided a representative query workload. If the
workload that you submit is not representative of the overall database activity,
the recommendations might not provide performance enhancements for
queries not included in the workload.

Click Next.
w e Design Advisor
1. Intraduction Define a new workload
2 Features A workload iz a set of SAL statements and their frequency. To add SOL statements to your new workload, click Import ar Seld.
Recommendstions are based on this workload
3. Warkload e
4. Statistics wiorkload name I| |
5. Optiohs
Schetna to gualify the workload  §=Selects -
B, Caloulation AR I —l
7. Recommendations SGL statements in workload
&, Unused Ohbjects
- SCIL Statement Marne Freguenc Import... |
9. Sehedule I I | A Y Lt
10 Sutritry, Add...
Chamge. . |
Remove |

agack | [y | e Cancel

Figure 3-26 Defining a new workload
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4. The first time you start the Design Advisor, you will be prompted to create a
new workload. You can now import your SQL statements that define your
workload or add all of the statements individually. We discuss the importing
workload feature first. To import the workload, click Import, and the Import
SQL Statements window opens (Figure 3-27). This feature is very powerful
and gives us the opportunity to easily extract the SQL statements from
different sources.

e Import SGQL Stat a n %]
1. Select a source of SQL statements

2. Click the check hox heside the staternents that you want to import.

3. Click OK.

Source of SOL staternents I orkload File -
oai File
Fil Explained SQL Statements
e name Event Monitor Tables
SOL defimiter [, Lozd File
Import | S0L Staternent | Fre | Select All 1
Clear All
T tement

Ok I Cance\J Apply I Help

Figure 3-27 Select the import source for your workload
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Figure 3-28 shows an example of selecting a predefined file with appropriate
SQL statements.

™ Import SQL Statements X|

1. Select a source of SAL statements.
2. Click the check box heside the statements that you want to impaort.

3. Click OK.
Source of SOL statements IWorkload File LI

File name | Drisd-4d12\59247 102%addmatifle. .+« |

5L delimiter [,

Import SAL Staternent Freguency Select All 1
SELECT * FROM DI...
= Clear Al |

SELECT *FROM D...
UFPDATE DIRSERY...

INSERT INTO DIRS... :

SELECT * FROM D... v Sgigrent
DELETE FROM DI...
SELECT A1.DEPA. .
select * from dirserv...
select * from dirserv...
SELECT * FROM ... 1l
SELECT *FROM D... 1J
SELECT *FROM D...

1
SELECT *FROM D... 1
Ol ErT *Chmkd M 1!L|

10

B]%4 J Cancel‘ App ' Help ‘

Figure 3-28 importing a workload file

When you click Load File, the Design Advisor Wizard reads the SQL
statements from your specified file. You now can select all or specific
statements. To adjust the frequency of these statements, press OK after
selection, then Change.
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You can also change the SQL statement (Figure 3-29).
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3. Workload

|

Define a new workload

Aworkload is a set of SOL statements and their frequency. To add S0L staterments to your new warkload,
click Import or Add. Recommendations are based on this workload

. Statistics

4
=

izl

Workload narme IWOR’KLOAD_DIF\'SERW

hange SQL Statement il IDlRSEFJV
SOL Statement
SELECT * FROM DIRSERY ADDRESS | Etaterment Narme | Fraquency

WHERE UPPERLASTMAME like
UPPER(Meyer%) AND COMPANY_ID = 1Bh'

Name IWDrk\oad File

Frequency I

O I Cancel |

Help |

ERE UPPER
RDDRESS A WHERE REFERE...

Work\oad..

5 SET PHONET = "+41 B1/697 ...

Wyorkload. .

RESS { COMPANY_ID, ADDRE...

Wyorkload...

RDDRESS WHERE PHONET lik..

Workload...

DRESS WWHERE COMPAMY |...

Wyorkload. ..

A1 COMPANY _ID, Count(A1.AD...

Wyorkload. .

Impaort...

Add...

Change... |

Rermove

ik

unt where company_id = 1BM' or.

Wyorkload

a where a.address_id = (select b

Wyorkload...

ADDREES WHERE UPPERLA.

Wyorkload. ..

RODRESS WHERE UPPERLAS ..

Wyorkload. ..

RDDRESS WHERE UPPERLAS ..

Wyorkload. .

LDDRESS WHERE UPPERLAS..

Workload...

RDDRESS WHERE UPPERLAS..

Wyorkload...

FODRESS WHERE REFEREMC...

Wyorkload. ..

T

4Back | | texty |

Finist

Cancel

Figure 3-29 Adjust the frequency of your SQL statement
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If you have already created a workload, you will see a different dialog window:
Specify a workload. Your workloads are all stored in DB2 tables and very easy
to retrieve after you have specified them (Figure 3-30).

1. Introduction Specify a workload
2. Features Acworkload is a set of SQL statements and their frequency. Select an existing workload from the drop down
list or create a new workload by clicking the kieate Yorkload push button. Recommendations are based
3. ¥Workload
on this workload
4. Statistics
5. Options Workload to optimize IWORKLOAD_DIRSE.. _I Change Waorkload |
B. Calculation Schema to qualify the warkload Create Warkload |
7. Recommendations
8. Unused Okjects S0L staternents in workload
9. schedul
FERLE S0L Statement Mame 1 Freguency Error |
10% Surmrmary SELECT * FROM DIRSERY ADDRESS WHERE UPPERLAST... Warkload... 2800 S
SELECT * FROM DIRSERY ADDRESS A WHERE REFEREM... “Workload. . | 1500
INSERT INTO DIRSERY.ADDRESS { COMPANY_ID, ADDRES... Workload... | 125
SELECT * FROM DIRSERY.ADDRESS WHERE PHOMET like ... YWorkload... | 450
DELETE FROM DIRSERY. ADDRESS WHERE COMPANY _|D . Warkload 125
SELECT A1.DEPARTMENT, A1.COMPANY |0 Counti&1.ADD... Workload. .. 750
select * from dirserv.depts_count where company_id = 1B ord... Warkload. .. 175
select * from dirserv. address a where a.address_id = (select b.... Workload. . fEris
SELECT * FROM DIRSERY.ADDRESS WHERE UPFERLAST... Waorkload. .. 2500
SELECT * FROM DIRSERY ADDRESS WWHERE UPPERLAST... Wyarkload... 2500
SELECT ™ FROM DIRSERY. ADDRESS YWHERE UPFERLAST... Waorkload. .. 5000
SELECT * FROM DIRSERY. ADDRESS WHERE UPPERLAST. .. Workload 2500
SELECT * FROM DIRSERY. ADDRESS WHERE UPPERLAST... Workload... 1250
SELECT * FROM DIRSERY.ADDRESS WHERE REFEREMCE .. Workload... 3250
|SELECT * FROM DIRSERY. ADDRESS WHERE UPPERLAST... Warkload. . 2500
UFPDATE DIRSERY.ADDRESS SET PHOMNET = +41 61/697 55... Waorkload. .. 500
INSERT IMTO DIRSERY.ADDRESS [ COMPANY ID. ADDRES... Wyorkload... 125 LI

4 Back | Mext b I [Firist | Cancel |

Figure 3-30 The workload dialog if there are already specified workloads available

Clicking Change Workload opens the dialog in Figure 3-31 on page 99.
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In this dialog, you can adjust, add (also by importing new ones from different
sources), or delete the SQL statements.

“hange Workload
To add SQL statements to your workload, click Impart or Add. The Design Advisor uses the statement's

[

frequency as a relative weighting during the calculation. To change a statermnent's frequency ar name
directly in the table, click in the appropriate cell, and type the new values.

Workload name  [WORKLOAD_DIRSERW

Schema to gqualify the warkload IUser D

S0L statements in workload

[
S0L Staterent L\\\ MNarme | Freque... Err0r| Impart... l

SELECT * FROM DIRSERY ADDRESS WHERE L. Warklo... 2500 -

SELECT * FROM DIRSERY ADDRESSE A WHERE ... Warklo... 1500 Add..
[INSERT INTO DIRSERY.ADDRESS { COMPANY ... [Waorkla... 128 H =
SELECT * FROM DIRSERY ADDRESS WHERE Change |
DELETE FROM DIRSE DR HERE klo =Nange.
SELECT A1.DEPARTMENT, A1.COMPANY_ID, Co... Warklo... |

select * fram dirserv.depts_count where company_i.. Warklo.. | 174 Remave
select * fram dirserv.address a where a.address_id .. Warkla.. | 378

SELECT * FROM DIRSERY. ADDRESS WHERE L. Warklo... 2500 |

SELECT * FROM DIRSERY. ADDRESS WHERE L. Warklo... 2500 ]

SELECT * FROM DIRSERY. ADDRESE WHERE L. Warklo... 5000 i

SELECT * FROM DIRSERY. ADDRESS WHERE L. Warklo.... 2500

SELECT * FROM DIRSERY ADDRESS WHERE U... [WWorklo... 1250

SELECT * FROM DIRSERY ADDRESS WHERE R. . !Worklo... 3240 - I

QK | Cancel | Help

Figure 3-31 Change an already existing workload
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We now return to selecting the SQL statements of your workload. Figure 3-32
shows an example of using SQL statements captured by the EXPLAIN
feature of DB2. In the Import SQL Statements window, select Explained SQL
Statement from the Source of SQL statement drop down menu.

™ Import SQL Statements X|

1. Select a source of SAL statements.
2. Click the che&k hox beside the statements that you want to import.

3. Click QI

Source of SOL statements

SELECT * FROM DIR...
SELECT * FROM DIR. ..

iew Staterrent ‘
SELECT * FROM DIR... '
SELECT * FROM DIR 1>

Import S0L Statement Fregue... Select All |
SELECT * FROM DIR...
Cancel ‘ Apply | Help

SELECT * FROMDIR... -
Clear All l
SELECT * FROMDIR...
Figure 3-32 Use Explained SQL Statements for your workload

RIRIRIIRIR (R
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In this way, you can select SQL statements captured by the DB2 Event
Monitor (Figure 3-33).

*w IMport SQL Statement),

1. Select a source of SAL statements.
2. Click the check box heside the statements that you want to impaort.

3. Click OK.
Source of SOL statements  |Event Monitor Tables LI
Event Muonitor Table STATEMENTS

Import S0L Statement Select All 1

UPDATE SYSTOOLS. 5TMG ... 1L|

SELECT MAX[SNAPSHOT TI.. [ 1 Clear Al _|
SELECT snapshot_timestamp,...| 1
SELECT snapshot_timestamp,...| 1
SELECT SQLM_ELM_LAST B..| 1
call SYSPROC.GET DBESIFE.. | 1
SELECT COUNT(™ AS MUM_... | 1
LOCK TABLE SYSTOOLS.5T.. | 1
SELECT MAKSMAPSHOT T1... | 1
SELECT snapshot_timestamp,... 7{
SELECT * FROM DIRSERW. A |

1
SELECT type, substrifilter, 1, .. [ 1
SELECT TABMAME, TAESCH... | 1|™
0K I Cancel ‘ Apply ' Help ‘

Figure 3-33 Using SQL statements for your workload captured by the Event Monitor

ey Staterrent

1

After specifying our workload, much of our preparation work has been done.
The next dialog step recommends using actual statistics for our workload. You
can speed up the process of the RUNSTATS commands by choosing only the
tables and views specified in the workload.
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5. Under Update Catalog Statistics (Figure 3-34), you can specify selected
tables on which to update the table statistics. For the best recommendations
from the advisor, your table statistics should be current. Select the tables that
you want to update the statistics for. The update will occur just prior to the
calculation of the recommendations.

- Design Advisor

1. Introduction
2. Features
3. Workload
1. Statistics

5. Options

B. Calculation

7. Recommendations
8. Unused Ohjects

8. Schedule

100 Surarmary

Update catalog statistics

To obtain the best recommendations, ensure that the table statistics in your database catalog are current. If
you want to update the table statistics, select the tables required by the specified workload. Updating the
tahle statistics will increase the calculation time.

Available , Selected
= I Tahle a | Shows the available tables in the database [7]
+ DIRSERY 1 2> + DIRSERY
LEI_RUNg ADDRESS
CEC_ADDRESS...

W_ADDRESS

ARS_ADDRESS_... DD
ARS_COMPANY
INTERFACE
DFIELDS
EXP_AMS
EXP_CBS
ZCOMPANY
SOURCE
COMPANY
GROUP
ADDRESS_GRO...
ADDRESS_STAGE
IS0_COUNTRY =l

4 Back | hlext b | Finish | Cancel

Figure 3-34 Update the catalog statistics by doing RUNSTATS before the run

Updating table statistics will increase the calculation time of the
recommendations. (The time limit you set on the Selecting when to calculate
the recommendations page does not include the time required for a runstats
update.) Click Next.
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6. Under Specify recommendation options (Figure 3-35), you can specify how
much disk space may be needed for the recommended objects and which
table spaces you can use for your MQTs. Use this page to set a maximum
disk space usage for the creation of the recommended optimization objects
and to specify a table space and schema for creating materialized query
tables in. If disk space is not an issue and you want the best set of
recommendations, do not set a disk space limit. Click Next.

o Design Advisor

1. Introduction

2. Features

3. Workload

4. Statistics

5. Options

B. Calculation

7. Recommendations
8. Unused Chjects
8. Schedule

10, Sumrnary:

Specify recommendation options

fou can choose to set and specify maximum disk space for recommended ohjects. For materialized query
tahles, you can select the table space and schema, and whether to derive statistics by sampling.

¥ Set maximum disk space for the recommended objects 500 kB

Hint: Specifying a disk limit might reduce the number of recommended ohjects
to fit in the given disk space.

Materialized query table options

Table space IAUTOMATIC BelEcT =]

Scherna narme IAUTOMATIC SELECT =] ‘

™ Derive statistics by sampling

Hint: If you select to derive statistics by sampling, the Design
advisor can produce better MQT recommendations, but the
calculations will take longer to complete.

4 Back | Mext b I Finish Cancel

Figure 3-35 Specify the recommendation options
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7. Under Set when to calculate the recommendations (Figure 3-36), specify
when you want DB2 to calculate the optimization recommendations. You can
choose to have the calculations start immediately or schedule the calculation
to start at a later time. You can also decide how long you want the advisor to
calculate the recommendations by setting a maximum calculation time. (The
time limit you set does not include the time required for a runstats update.).

M Design Advis-'t()r

Introduction

- Workload
. Statistics

1
2
3
4
5
B

E calculstion
Recommendations
Unused Objects

9. Schedule

10. Summary

i
8

Set when to calculate the recommendations

‘fou can set the Design advigar to calculate the recommendations now, or you can schedule the calculation
to start at another time. In addition, you can limit the time that the Design advisor spends searching for

recommendations.

When should the calculation start?
& Mo

Click Mow if you expect the calculation to be gquick or if you will wait for it to
complete. The server starts the calculation as soon as you click Mext, and
the Design advisor remains open until the calculation is complete.

! Later

If you select Later, you can specify when to have the server start the
calculation. Wwhen you click Finish at the end of the Design advisar, the
schedule window opens for you to specify when to have the server start the
calculation. when the calculation completes, you can get the results in plain
text from the Job History view of the Journal notebook

[+ Set maximum time to calculate recommendations 0| !Minutes -

If you do not set a time limit, you will get better recommendations because
the advizor will take as long as it needs to calculate the recommended
ohjects.

4 | Ll

4 Back | Next I

Finish | Cancel

Figure 3-36 Adjust the calculation recommendations
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8. Under Select the recommendations (Figure 3-37), review the recommended
actions for performance improvement and select the changes that you want to
have implemented. You can also see the estimated cost of implementing all of
the recommendations in terms of disk space and the projected performance

improvements as a percentage.

= Design Advisor

1. Introduction Select the recommendations
2. Features The Design advisor has completed the calculation and provides the following recomrmended actions. Accepting all
3. Workload recommendations provide the optimal workload performance improvement. However, you can choose to create only a
= subset of the objects. To assign a meaningful name to any ohject, select the cell in the Ohject Name column, and type a
4. Statistics new name
§. Options [ Wvorkload perfarmance impravement based on applying all recommendations
B. Calculation Performance improvernent [12.36 %
7 Recommendations Disk space cost 45,252 hB Show VWorkload Detail I
8. Unused Objects
9. Schedule
10. Summary J
- | - | Feature Details 5 | Accept % | Recommended Actinﬁl Object Marme & ‘
- -
— Show Originall BEL
+ Create MOTs
Immediate MGT I Create MQT4082919335.... Stiow Related
Immediate MQT 3 Create MET40E2919335...
Immediate MQT = Create DEPTS_COUNT
Deferred MQT ~ Create MAT0E2520462. .
Deferred MQT W Create MOT062520462...
= ADDRESS
¥ Index
Index I Keep |D¥405231335050.
Index ~ Create ID¥408232047380.
Index o4 Create ID¥d08232054220., —
Index I Create IDX¥408232046450..
‘ | LI_I
9 of 9 items displayed ‘ % g‘::) d» [}4 [¥ | Default View A‘ \/iew|

Back | [ mextr |

Finish

Cancel

Figure 3-37 Design Advisor recommendations

We can see that selecting a later schedule for the calculations is not possible
in our test case. The reason is that no tools database exists in which the
schedules could be stored. We can create this database on the Schedule

dialog step later. Click Next to proceed.

Figure 3-37 shows the Design Advisor recommendations for our example. By
creating Materialized Query Tables and new indexes that use less than 50 MB
of disk space, we can reach a performance improvement of more than 12% in

our example.

The DB2 Design Advisor recommends that we create Materialized Query

Tables and Indexes to optimize the table access.
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After selecting a feature detail, the Show DDL button will be enabled and you
can easily copy and paste the DDL for a recommendation (Figure 3-38).

how Cogimand il

CONMECT TO DIRSERY, -
CREATE SUMMARY TABLE "DIRSERY "."MQT406252233150000" AS

(SELECT Q4.C0O AS "CO", Q4.C1 AS "C1", Q4.C2 AS "C2" FROM
TABLE(SELECT @3.C1 AZ "C0", Q3.C0 AS "C1", COUNT{™ ) AS "C2" FROM
TABLE(SELECT Q2.C64 AS "CO", Q2.C49 AZ "C1" FROM TABLE(SELECT

Q1. PARKINGZ AZ "CO", Q1.PARKINGT AZ "C1", Q1.PARKSITEZ AS "C2",

Q1. PARKSITET AS "C3", Q1.AUTOZ AS "C4", Q1.AUTO1 AS "C5",

Q1. ACCESSMUT AZ "CB", Q1. ACCESSWST AS "C7", 1. ACCESSEWI AS
"C3", Q1. ACCESEWSH AZ "C8", Q1. ACCESSWRO AS "C10",

Q1. ACCESSWIKL AS "C11", Q1.EXITDATE AS "C12°,

Q1. CONTRACT_COMPANY AS "C13", Q1.PERSGR AS "C14",

Q1.MA_GROUP AS "C15", Q1. PAVIAN_PERSONMEL_MNO AS "C18",
Q1.ARS_CALLER AZ "C17", Q1. PAVIAN_BADGE_QK AS "C18", =
01 PAVIAR ACCESS DERIED AS "C19" Q1 PAVIAK BADGE SAALINTO AS

Cloze I Copy to Command Editor | Save... | Help |

Figure 3-38 DDL statements generated by the Design Advisor

Click Show Workload Details to see the execution costs before and after
implementing the recommendation of Design Advisor (Figure 3-39).

workload Details k » ‘

This tahle shows the execution cost for each statement in tirmerons. The Current Cost column shows the execution cost
for each staternent using your current indexes. The Recommended Cost column shows the execution cost for each

staternent using the recommended indexes.

SOL Statement | Mame 1 Frequencyl Current Cost [ti... | Recommende. .. Errar |
SELECT * FR... [WWarkload ... 2500 147 500 147 500
SELECT * FR... [Warkload ... 1500 295.500] 295500
INSERT INTO ... [Workload ... 125 472 625| 447 625
SELECT * FR... [WWaorkload ... 450 403.200 403.200
DELETE FRO... V! pad ... 125 7. ] 1.961 625
SELECT A1.D... Warkload ... 750 444.000 444.000
select * from d.. [Workload .| 175 2275 19.775
select * frorn d... Waorkload .. 375 35976773193 3.976.773,193
SELECT * FR... Warkload ... 2500 BE.797 591 BE.797 591
SELECT * FR... [WWarkload ... 2500 147 500 147 500
SELECT * FR... [Waorkload ... 5000 490.000 490.000
ISELECT * FR... [Waorkload ... 2500 245.000 245.000
ISELECT * FR... [Waorkload ... 1250 33.402,102 33.402,102
SELECT *FR... Morkload ... | 3250 562.250 562.250

r‘-l—I [l N ol ORI Y ] I Aroe A AT ro; A AT ro;

4

Cloze | Help |

Figure 3-39 Details of the calculation before and after the run of the workload
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If there are errors in SQL statements of a workload, the Design Advisor will
skip such statements and inform you about it after calculating its
recommendations (Figure 3-40).

= DB2 Message X|

An errar occurred while compiling the SQL staterments in the
specified workload.

#

DBEAT354  |Explanation:

The Design advisor encountered a problem while compiling the SQL
staternents in the specified workload. One or mare statements may
contain a SQAL syntax error. These statements are excluded from
the advisor's analysis.

User Response:

Open the Warkload Details Dialog to view the staterments which
contain an error. From the Workload page, make the necessary
corrections by editing the statement in the warkload. Once
corrected, select Recommendation page to start analysis.

Close

Figure 3-40 Errors in a workload’s SQL statements

To see the SQL statements that caused these errors, click Show Workload
Detail. To correct errors, return to the Workload tab (step 3 on page 94).

Chapter 3. Administration and management 107



108

Click Change Workload in the Workload tab and scroll down the list of
workload SQL statements to see which statement caused the error
(Figure 3-41). Click Change, copy the statement and paste it in a DB2
command editor window, correct it, and return it to the workload design
facility.

[

“hange Workload
To add SQL statements to yourtvarkload, click Impart or Add. The Design Advisor uses the statement's

frequency as a relative weighting during the calculation. To change a staterment's frequency ar name
directly in the table, click in the appropriate cell, and type the new values.

Workload name  [WORKLOAD_DIRSERW

Schema to qualify the workload |User 1D

S0L statements in workload

S0L Staterent MNarme | Freque...
SELECT * FROM DIRSERY. ADDRESS ... [Worklo... 28000
SELECT * FROM DIRSERY. ADDRESS ... |Waorklo... 1500
[INSERT INTO DIRSERY ADDRESS [ CO... [Worklo. . 128)

|SELECT * FROM DIRSERY ADDRESS ..
SELECT AT.COMPANY D, A1.DEPART.
select * from di depts_count whers farklo.
select * from dirserv. address a where a.a...
SELECT * FROM DIRSERY.ADDRESS ...

Worklo... 450

SELECT * FROM DIRSERW.ADDRESS ... [Worklo... 25000

SELECT * FROM DIRSERW.ADDRESS ... [Worklo... 5000 N

SELECT * FROM DIRSERW.ADDRESS ... [Worklo... 2500 R
SELECT * FROM DIRSERY. ADDRESS . Wyarkla... 1250 ]
SELECT * FROM DIRSERY ADDRESE ... Wyarkla... 3250 |
SELECT * FROM DIRSERY ADDRESS .. !Worklo... 2500 LI

0K I Cancel | Help

Figure 3-41 The SQL statement which caused the error
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9. Review unused objects (Figure 3-42) shows the database objects that were
identified by the Design Advisor’s calculations as unnecessary in the specified
workload. Unused database objects must be maintained by the database
manager, and they consume CPU and disk space. Remember: An index
slows down write operations on tables when doing Inserts, Updates, and
Delete statements.

Note: Delete unused objects only if you are really sure that they are not
needed by any SQL statements that are not included in your workload.

e Design Advisor x|
|
1. Introduction Review unused objects
2 Features The database ohjects in the following table are not used to execute the specified workload. These objects might be important for SAL statements that
3. Workload are not in the specified workload. You can drop these objects; however, this might degrade database performance for other workloads.
4. Statistice = | = | Feature Details & | Accept e | Recommended Acm Object Name 2 ' Columns e | Partitionir | Show Related |
5. Options <~ ADDRESS =
6 Calculation = Index
2 Recommendarons | NS S N T VT Ve (R O | s
B Unused Objects Index [l Drop |_ADDR_PAVIANZ +COMPANY_D+ —
9 Schedule Index r Drop |_ADDR_PAVIAN... +COMPANY_ID+. =
Index r Drop |_ADDR_U_LFNA  +UPPERLASTNA,
10. Surnmary
Index O Drop |_ADDRESE_LFM... +LASTHAME+FL .
¥ ADDRESS_STAGE
¥ Index
Index r Drop |_AD_STAGE_LF... +LASTMAME+FI
7 CSC_ADDRESS_STAGE
¥ Index
Index r Drop |_CSC_AD_STAGE +ADDRESS_ID+
¥ DFIELDS
“ Index
Iniles r Drop FIELD_PK +D
7 INTERFACE
¥ Index
Index r Drop INTERFACE_PK. +INTERFACE_ID..
~ PAV_ADDR_STAGE
“ Index
Index Ini Drop |_PADDR_PAVIA . +COMPANY D+ -
7 PAV_ADDRESS_STAGE
+ Index =
‘ | o
19 of 1 items displayed | TN | Default View “ View
4 Back | Mext ¥ I Finish | Cancel

Figure 3-42 Review unused database objects

To drop these unused objects, select them to include them in the tuning
process. All of these proposed changes in your database can be run now or
done by the scheduler at a time when the current operations of the databases
and the system will not be disturbed by the additional load of creating indexes
and MQT tables. Click Next.
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10.Under Scheduling tasks execution (Figure 3-43), you can choose to generate
a recommendations report, execute the recommendations immediately, or
create a task in the Task Center. Creating a task enables you to schedule task
execution and to maintain its history.

e Design Advisor

1. Introduction Scheduling task execution...
2, Features You can select whether to execute the commands immediately or create a task in the Task
5 Warkload Center. Creating a task allows you to schedule task execution and maintain its history
4. Statistics
Generate recommendation report Generate | ‘
4. Options
5 Callelin = Run now without saving task history
7. Recommendations

@ Create this as a task in the Task Center

[=1

Unused Objects

5 Scheduls Run Systern [B477 1D =]
10. Summary Scheduler System |264?7|.<WMMD LI AdiErmEi. ”

Task name ICreate Recommended Objects - 30

" Save task only
" Save and run task now

& Schedule task execution

"Detaii —l

Run once, on 01.07.04 at 04:00:00.

Change...

Runtime authorization

User IO Administrator

Password |

4Back | MNext b I Finigh | Cancel |

Figure 3-43 Scheduling to create the Design Advisor recommended objects
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If you have not specified a Tools database where your scheduling can be
stored, the dialog step shown in Figure 3-44 will appear.

yesign Advisor

Introduction
. Features
Workload

. Statistics

. Options

. Calculation

Recommendations

[ o R e A T B P [V [ S oy

8. Unused Ohjects

9. Schedule

10. Sumrmnary

Enabling the DB2 scheduling function...

To enable the scheduling function of DE2, you need to create a database to store task and schedule
information. Creating this database also enable other Task Center features. The Task Center provides

suppart for more complex task scheduling and management.

‘ Generate recormmendation report

© Run now without saving task history

Generate

~Enabling Scheduling Function

click Create Mew.

26477 RO WMD

DB2 is unable to find a Tools Catalog for any of your catalog systems. To
activate the DB2 scheduling function, it is necessary to create a Tools
Catalog on at least one of the cataloged systems. Select a system and

L' Create Mew. . I ‘

4 Back | Mext b I

Finish | Cancel |

Figure 3-44 Create the Tools Catalog database to enable the DB2 Scheduling function

Chapter 3. Administration and management

111



By clicking Create New under Enabling the DB2 scheduling function, you can
specify the details for the new Tools Catalog database (Figure 3-45).

Create Mew Tools Catalog - 2647 il

Instance IDEI2 Ll

Tools Catalog schema ITOOLS

rDatabase option

& Create Tools Catalog in a new datahase

MNew database name ITOOLS

¢ Create Tools Catalog in an existing database

Database [DIRSERY

I~ Use an existing table space ITEI_ADDRESS

[~ Force all applications for instance restart

[¥ Activate Tools Catalog

0K I Cancel ShowCommand| Help |

Figure 3-45 Create the Tools Catalog database
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After creating this database, you can schedule Design Advisor tasks in the
Scheduling task execution dialog (Figure 3-43 on page 110). This window
also gives you the option of creating a recommendation report, which is
stored as a text file (Figure 3-46), by clicking Generate.

UltraEdit-32 crep.txit] (=1
’j Fle Edit Search Project View Format Column Macro Advanced Window Help _|= il
DS HER E 4w HE =8 NP oEO03[ 5|2
db2_AD_recrep bt* | ‘
Fiter I_iefresh 00 10 020, 30 A0 80, B0 70, B0
-— &*—- Design Advisor Recommendation Report
Open Files j 2 -- Database Name :DIRSERV
o Fios 3-- Time :2004-06-30 16:52:43.2
4-- Workload Name :WORKLOAD DIRSERVL
DiiTempidbZ_AD recrep! | s workload Schema :null
6 -- Recommendation Features :IMC
7-- Running Time :-- 0 Minutes
8 -- Update Catalog Statistics :false
9-- Performance Improvement :0.5
10 -- Disk Cost:28.199312
11 -- ADDRESS Index Index  true Creste IDX407010116540000 +REFERENCE
12 -- ADDRESS Index Index  true Reep I_ADDR_ADDRESS_ID +ADDRESS_ID
13 —- Creats MQTs Irnmediate MQT — true Create DEPTS_COUNT
13 —— Creats MQTs Deferred MQT true Create MQT£07010035530000
15 - ADDRESS Index Index true Drop I _ADDR_OFFICE +OFFICE
16 -- ADDRESS Index  Index  true Drop I_ADDR_PAVIANZ +COMPANY_ ID+PERSONN
17 -- ADDRESS Index  Index  true Drop I_ADDR_PAVIANKEY +COMPANY_ID
18 -- CSC_ADDRESS_STAGE Index Index true Drop I_c¢SC AD 9TAGE +ADDRESSY ID
19 -- PAV_ADDR_STAGE Index Index true Drop I_PADDE PAVIANKEY oo
20 -- PAV_ADDRESS STAGE Index Index true Drop I_PAVADD PAVIANKEY +co
21 -- INTERFACE Index Index  true Drop INTERFACE_PK +INTERFACE_ID+INTER
22 CONNECT TO DIRSERV;
23 CREATE TNDEX "DIRSERV "."IDX407010116540000" ON "DIRSERV "."ADDRESS" ("REFERENCE" A3
24 CREATE INDEX "DIRSERV "."IiADDRiADDREssiID" ON "DIRSERV "."ADDRESZ" ("ADDRESSiID" AN
25 ;
26 CREATE SUMMARY TABLE "DIRSERV "."MQT4070100395300007 A8 (SELECT 0Q4.C0 A8 "c0", of.cl
27 CREATE SUMMARY TABLE "DIRSERV "."MQT407010039540000" A8 (SELECT Q4.CO0 AS "CD", Q&.C1
28 CREATE SUMMARY TABLE "DIRSERV "."MQT407010039250000" A8 (SELECT Q3.C0 AS "cD", Q3.C1
29 CREATE SUMMARY TABLE "DIRSERV "."MOT4070100394%0000" A8 (SELECT Q3.CO A3 "cO", Q3.cl
i | el | »
[For Help, press F1 [Lm 1, col. 1, cw [z [Mod: 30,08, 2004 16:52 [Fle Size: 8008 s | 4

Figure 3-46 An excerpt of a DB2 Design Advisor recommendation report
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Click Advanced in the Scheduling task execution dialog (see Figure 3-43 on
page 110) to open the Advanced Scheduling Settings window (Figure 3-47).

Here you can select centralized or local server scheduling, and create a Tools
Catalog database. Make your selections and click OK.

. Advanced Scheduling Settitkss X|

rDefault Scheduling Scheme

¢ Server Scheduling

YWhen possible, the scheduling and storage of tasks will be
handled by the scheduler that is local to the database server.

& Centralized Scheduling

Scheduling and storage of tasks will be handled by a centralized
systemn specified below.

Centralized Scheduler [X26477 KW ﬂ

|

~Defining Tools Catalog

Create a new Tools Catalog for a cataloged systern and enabling
the scheduler for that system.

Create Mew... IJ

0K | Cancel |

Figure 3-47 Advanced Scheduling
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11.The Summary page that appears as last step of the Design Advisor wizard is
dependent on your selections on the Set when to calculate the
recommendations page (Figure 3-36 on page 104). If you chose to run the
task immediately, the Summary page shows a list of objects (materialized
query tables and indexes) that will be created and a list of objects that will be
dropped. You can review the objects, go back to the Design Advisor and make
any necessary changes, and then click Finish to execute the commands.

If you have scheduled the recommended commands you still can review and
change them in the DB2 Task Center. Open it from the DB2 Control Center
with the Tools — Task Center menu (Figure 3-48) and select the Scheduler
system on which the task will run.

~ = Task Center N - o x|
Task Selected Edit Wiew Tools Help T BRSO |
LHBPREDD S BB O <
Scheduler system I264??KWMMD Vl Refresh options IND automatic refresh Ll 3
DE2 - TOOLS - TOOLS I v
- | Name = | Type = | Description % | Run System = | Schedule Enabl...2 | flt
+ Design Advisor Tasks
&% Create Recommended 0. DEZ2 comma... 26477 KWWMMD fes '
1| | i
L 1 of 1 items displayed WoEede 0 IF IF ST ‘ Overview by categaries™ A| ey

Figure 3-48 The created recommendation run task in the DB2 Task Center
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Security

In this chapter, we discuss the new security enhancements of DB2 UDB V8.2 in
the Windows environment. A detailed description of Windows Security
mechanisms in connection with DB2 UDB V8.1 security functions can be found in
the redbook DB2 UDB Exploitation of the Windows Environment, SG24-6893.

This chapter contains the following topics:

>

>

>

More consistent user IDs and group names with the Windows standards
Enhanced support for Active Directory domains

Running Windows Services for DB2 under the local system account (LSA)
Data encryption

New security plug-in mechanisms
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4.1 Windows Domain handling and user IDs

To improve DB2 UDB integration with the Windows Server environment and with
Active Directory support, these limitations have been removed in Version 8.2:

» Limitation of 8-character group names
» Limitation of the allowed character set in user and group names

» Limitation on the support of the NETAPI32 application programming interface
for group lookup that has no token support included

4.1.1 Improved Windows Domain and Active Directory support

118

DB2 UDB Version 8.2 now provides the following services:

Support using cached credentials for DB2 authentication and group lookup
Support for nested group semantics

Support for Domain Local Groups

Support for implicit trusts between Windows Domains

vyvyyy

DB2 UDB V8.2 acquires Windows user’s group information by using an access
token that contains complete information about the security context of a process
and its threads. It is a protected object that is generated by the Windows OS after
a successful logon and contains identity and privileges held by a user account.
After you have been authenticated to the system, all credentials are cached by
the operating system. Among other things, it contains the following information:

User The Security Identifier (SID) for this User account.

Group The list of the SIDs of all groups the user belongs to. This
includes local groups and various domain groups such as
global groups, domain local groups, and universal groups.

Privileges The list of the privileges held by the user and its groups.

Every process that runs on behalf of your user ID will be provided with this
access token. It can be referenced in the systems cache when it is not possible to
get in contact with the domain controller and contains the information of the last
successful logon.

Access token support for group lookup is not the default lookup method. You
must turn this on by setting DB2_GRP_LOOKUP=xxx,yyy, where xxx is the old
lookup mode (LOCAL,DOMAIN or blank) and yyy is the access token lookup
mode (TOKEN_LOCAL, TOKEN_DOMAIN, or TOKEN).
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Note: If your DB2 client uses client authentication on a remote connection,
then group lookup cannot be supported because the access token support is
executed on the system the DB2 server runs. All other authentication types
are supported:

>

>
>
>
>

SERVER
SERVER_ENCRYPT
KRB_SERVER_ENCRYPT
DATA_ENCRYPT
DATA_ENCRYPT_CMP

Note: KERBEROS authentication (KRB_SERVER_ENCRYPT) can also
support access tokens, as long as the system is homogeneously Kerberos
(that is, the client and server are both Windows 2000, Windows Server 2003
and belong to a Windows 2000, Windows Server 2003 domain.

A complete detailed description about the Windows access control mechanism
can be found in the Windows 2000 Server Resource Kit documentation.
Information about the Window 2000 Server Resource Kit can be found at:

http://www.microsoft.com/windows2000/techinfo/reskit/default.asp

How to set up DB2 to use access token support

With the ability to set up access token support in DB2, DB2 administrators can
define the range of groups a user belongs to that the DB2 UDB system will
evaluate. Access Token support looks up groups for the user who is connecting
to DB2. Other users group information cannot be obtained through the access
token support, and DB2 will fall back to use the LANMAN API. For example, in a
complex SQL statement that requires authority checking on multiple AUTHIDs,
only the group information of the currently connected user can be obtained using
Access Token. Other AUTHIDs still rely on the LANMAN API for group
enumerations (because we do not have enough credentials to acquire the
corresponding Access Token).

DB2 access token support must be activated by using of the db2set command to
set the registry variable DB2_GRP_LOOKUP. This variable can have the
following values:

vyVyVvVYyVvYyYYvYyy

not set

LOCAL
DOMAIN
TOKEN
TOKENLOCAL
TOKENDOMAIN
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The last three values were introduced in DB2 UDB V8.2 and have to be
combined with those that were available previously.

» TOKEN: for looking up all groups a user belongs to

This option forces DB2 to enumerate the groups and nested groups of the
domain where the user was created and the local server users where DB2
runs.

This option uses the access token to look up groups the user belongs to by
combining the membership of the local server and at the domain where the
user account is defined if it is a domain account. To set the registry variable:

db2set DB2_GRP_LOOKUP=,TOKEN
» TOKENLOCAL: for looking up local groups on the DB2 UDB server’s system

This option uses Access Token to look up local groups and fall back to use the
LANMAN API to look up local groups. To set the registry variable:

db2set DB2_GRP_LOOKUP=LOCAL,TOKENLOCAL

» TOKENDOMAIN: for looking up all domain groups in the domain a user
belongs to

This option uses the access token to look up domain groups and fall back to
use the LANMAN API to look up domain groups. If the user is a local user
(defined on DB2 SERVER), local groups are enumerated. This is the existing
behavior of LANMAN API and token lookup follows this. To set the registry
variable:

db2set DB2_GRP_LOOKUP=DOMAIN, TOKENDOMAIN

Note: The parameters of DB2_GRP_LOOKUP values are positional and take
the TOKEN parameters as second parameter. Notice the comma in:

DB2_GRP_LOOKUP=,TOKEN

You must restart the DB2 instances after updating the DB2_GRP_LOOKUP
variable.
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Active Directory support examples
The Active Directory (AD) domain db2test.almaden.ibm.com consists of two

Windows 2003 Domain Controllers and one Windows 2003 member server
(Figure 4-1). All three servers have DB2 UDB V8.2 Enterprise Edition installed.

Active Directory Domain

Domain Controller (DC) Domain Controller (DC)

" Master SAM Master SAM

| Database
DB2 UBD
Server

Database

%‘/‘

Local SAM
Database

DB2 UDB
Server

Lochness

Figure 4-1 Topology of the Active Directory domain db2test.almaden.ibm.com
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Nested group lookup example 1

All of the following groups and user IDs have been defined in the Active Directory
domain db2test.almaden.ibm.com.

User Joe F. Miller is a member of the Windows global security group
DB2_GLOBAL_GROUP (Figure 4-2).

Joe F. Miller Properties (2]
Femate cantrol I Terminal Services Profile I COM+
General | Address I Account I Frafile I Telephones | Organization
tdember Of I Dial-in | Errviranment | Sessions

tdember of:
I arme Active Directary Folder
DB2_GLOBAL GROUP Imaden.ibrn. cars
Domain Users dbZtest. almaden. ibm.com/Users
l i
Add... | Bemove |
Frimary group: [omain Users
B There iz no need to change Primary group unless
= yau have Macintozh clients ar POS[X-compliant
applications.

el | oy |

Figure 4-2 A user in a global group that is not directly authorized in DB2 UDB
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This group is a member of the domain local security group
DB2_SAMPLE_READERS (Figure 4-3). If Joe F. Miller logs on to his DB2
application, the group Joe F. Miller's account is in will be retrieved by DB2 UDB.
All security groups that Joe F. Miller is in will be enumerated. DB2 UDB verifies
whether one of the groups Joe F. Miller is in has the required authorizations to
access the SAMPLE database.

DEBZ_GLOBAL_GROUP Properties
Generall Members  Member Of I tanaged Byl

Member of:

Active Directory Folder
AMPLE_READERS db2test. almaden.ibm. com/Users

1 _ il

Add.. | Bemaove

This lizt dizplays only groups fram the current damain and groups maintained
in the Global Catalog, such as universal groups.

ak l Cancel ] Apply |

Figure 4-3 The DB2_SAMPLE_READERS group, which is authorized in DB2 UDB

Joe F. Miller is a member of the group DB2_GLOBAL_GROUP but not directly
defined in the group DB2_SAMPLE_READERS.
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By the nested group support, Joe F. Miller will be recognized as a member of the
group DB2_SAMPLE_READERS, which is authorized to connect to the SAMPLE
database and read its tables (Figure 4-4).

®u Database Authorities - POLONIUM - DB2POLG (DB2) - SAMPPOL X|
POLONIUM - DE2POLO (DE2) - SAMPPOLO (SAMPLE)

CREATETAE |BINDADD | CONNECT | Add Group... |
LE_READERS |& w w iy —— |
‘ Revoke All |

User Graup

l I _ o
Autharities: DEADM CREATETARE BINDADD EXTERMALROUTINE QUIE:
[Ne x| fno x| o =l o =] v
COMMECT MOFENCE IMPLICITSCHEMA  LOAD
IYes LI IND LI IND LI IND LI

0K I Cancel | Apply | Reset | Show SQL | Help |

Figure 4-4 Connect authorizations for the DB2 SAMPLE_READERS group
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Figure 4-5 shows the authorizations needed on the tables for read access.

* e Change Group - DB2_SAMPLE_READERS ll
FOLOMIUNM - DE2POLD (DBE2) - SAMPPOLO (SAMPLE) - DBE2_SAMPLE_READERS

Wiew Table Space | Function Procedure | Method | Package |

Database | Schema : | Index
Tahle SELE... |INSE... [UPLC Add Tahle. |
ADMINISTRATOR. DERPARTMENT 6] )
ADMINISTRATOR. EMP_ACT v S ® Sl |
ADMIMISTRATOR.EMP_PHOTO v (N Q Revoke All ‘
ADMINISTRATOR.EMP_RESUME + ® (N =
ADMINISTRATOR. EMPLOYEE v (N (]
ADMINISTRATOR.IN_TRAY + ® [\
ADMINISTRATOR.ORG + ® (N
ADMINISTRATOR.PROJECT + (N o
ADMINISTRATOR. SALES + ® [\
ADMINISTRATOR.STAFF v (N e
1 | 2]
Privileges:  SELECT INSERT UPDATE DELETE

IYes _VJ 1N0 L‘ ]No _VJ !No L‘

CONTROL ALTER INDEX REFEREMCES
IND L‘ |N0 LI IND :J IND LI

Cancel | Reset | Show S0L | Help

Figure 4-5 DB2 SAMPLE_READERS table authorizations

Nested group lookup example 2

All of the following groups and user IDs are defined in the Active Directory
domain db2test.almaden.ibm.com, but the server DB2 UDB is installed only on
member server LOCHNESS.

DB2_GRP_LOOKUP is set to TOKEN so that a user ID either at the domain or
the local SAM will be searched.

Joe F. Miller’s account is defined on the domain controller. He is a member of the
global security group DB2_GLOBAL_GROUP.

On the LOCHNESS server, which is not a domain controller and has its own

Security Accounts Management, we define the group DB2_SAMPLE_READERS
and put the Group DB2_GLOBAL_GROUP of the domain DB2TEST
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(DB2TEST\DB2_GLOBAL_GROUP) in as a member (Figure 4-6). Every
permission assignment will be done in DB2 to this group.

DBZ_SAMPLE_READERS Properties EHE

General |

@ DB2_SAMPLE_READERS

Description: Read access to the SAMPLE DE|

Members:

€ DE2TESTWDBZ_GLOBAL_GROUFP

Ok I Cancel Apply

Figure 4-6 Local group DB2_SAMPLE_READERS on server LOCHNESS
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As we see in Figure 4-7, DB2 does not list the members of the domain
DB2TEST, but does list its local groups and users.

%, Dotabase uthorites -LOCHVESS D02 SwPLE 3
LOCHMESS - DBZ - SAMPLE
Uzer Gmupl
ADMIMISTRATOR | o

I | | Grant All |

‘ Rewoke Al |

CE2A DN
GUEST
SUPPORT _3&234540

@ ]
Authorities: DEADM [NE GLIESCECONNECT
ves ol A5 | Cancel | Help ‘ =] [res =]
CONNECT
I‘r‘es e o e ]

|:I Carcel I gl | fe: ] shaw SEL | Helpp |

Figure 4-7 User IDs taken from the local SAM of the server LOCHNESS

4.1.2 User ID and group name enhancements

Naming rules now have the following enhancements:

» Additional special characters in user IDs and group names are allowed
(1%&(){}--~~ and space). For example:

Joe F. Miller, Hans-Peter Sonderegger

Figure 4-8 on page 128 shows connecting to a DB2 database with a user ID
that has a special character.
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* Connect - SAMPIAM (SAT X|

JAMAICA - DEZJAM (DBEZ) - SAMPJAM (SAMPLE)

User ID | F. Miller

I

Password

(]34 | Cancel Help

Figure 4-8 Logon with a user name with special characters in DB2 Control Center

Example 4-1 shows connecting to database from DB2 Command Processor
using a user ID with a special character.

Example 4-1 User ID with special character

db2 => connect to sample user "Joe F. Miller"
Enter current password for Joe F. Miller:

Database Connection Information

Database server DB2/NT 8.2.0
SQL authorization ID JOE F. M...
Local database alias = SAMPLE

Attention: Be sure to put the user name between single quotes in a DB2
Command Window. Double quotes work on the DB2 Command Processor
and the DB2 Command Editor, but not on the DB2 Command Window.

» User names can contain up to 30 characters. Figure 4-9 on page 129 shows
the user with long name.

Note: If you complete the name so that it matches the user name in the
Windows Active Directory, you will not be able to connect to DB2 with this
user ID. Leave it as proposed in the DB2 Control Center. Remember this
also for GRANT statements, otherwise they will not have the desired effect.
Truncate the user ID to 20 characters.

For example, this will work:
GRANT DBADM ON DATABASE TO USER “HANS-PETER SONDEREGG’;
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This will not:
GRANT DBADM ON DATABASE TO USER “HANS-PETER SONDEREGGER’;

™. Control Center E ;Igjll

Control Center  Selected Edit View Tools Help

§ =, Database Authorities - JAMAICA - DB21AM (DB2) - SAMP. " x|
¢ JAMAICA - DEZJAM (DBZ) - SAMPJAM (SAMPLE)

|

] Userl Gmupl

User ROl “= Add User _IEPucnsc Add User.. |

Granl All

I"HANS—F'ETER SONDEREGG"
Revoke All | -
"HANS-PETER SOMNDEREGG®
"JOE F. MILLER"
DE2ADMIN
GUEST d
ITSOUSER j
| KRETGT 1
N SUPPORT_38894540 — L |
Authorities: DBADM OUTINE QUIESCECONNECT L
Yes I | Ok | Apply | Cancel l Help | ﬂ [YES LI
CONNECT —_—
ies | ] =g =
| Ok I Cancel l Apply | Reset | Show 0L | Help ‘
T ETETETE T DT
1] ] 2 hiaintenan... Not automat... [f Maintenance

Figure 4-9 Long user names

» Group names can contain up to 30 characters

Security mechanism group names are no longer limited to eight characters
and can contain special characters. This is also valid for SYSADM_GROUP,
SYSCTRL_GROUP, SYSMAINT_GROUP, and SYSMON_GROUP. For

example:

A local or global Windows group can be called “Sales Representatives
Global” or “Scrapping & Waste Disposal” (Figure 4-10 on page 130).

DB2 reads user ID and group memberships from the underlying operating
system, so it does not need its own mechanism to maintain them.
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il

Group il NNECT Add Group...
Grant All
Revoke All
"SALES REPRESENTATMES GLOBAL" :I =
"BSCHEMA ADMINS"
"SERWER OPERATORS"
"SMITH & WESSON" J
| ADMINISTRATORS |
DEZADMNS
Authaorities: DBADM [ =Ta B I==lul=Y LI COUTINE QUIESCECONNECT
Mo I oK | Apply | Cancel | Help | =l IND =]
CONMECT
Yes i o P L i L hd

(0]74 | Cancel | Appli | REsEd | Show SEL | Help

Figure 4-10 Long group names

» Two-part names on CONNECT and ATTACH that contain a Windows domain
name and the user ID are allowed.

Figure 4-11 shows an example of logging on from Control Center with a long

user name.

onnect - SAMPIAM [SAMP

JAMAICA - DEZJAM (DEZ) - SAMPLAM (SAMPLE)

User IO I DE2TESTHans-Peter Sonderegy

Password

_ ok |

I

Cancel

Help

Figure 4-11 Logon with a long user name in DB2 Control Center specifying domain
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» Specifying the Windows domain name avoids network traffic associated with
looking up the user name in the trusted domain forest. This can result in faster

connect time.

For example, Joe F. Miller's account was created in the Windows domain

DB2TEST:

connect to sample user “DB2TEST\Joe F. Miller” using password

Using two-part names also avoids ambiguity as to which account is being
used (for example, two accounts named Bob but in different domains and

belonging to different groups).

Following are some examples of using enhanced user names. The examples

with syntax that works are:
» In the GUI-based DB2 Command Editor and the DB2 Command Line

Processor

connect to
connect to
connect to
connect to

sample
sample
sample
sample

user “Joe F. Miller” using password
user ‘Joe F. Miller® using password
user “DB2TEST\Joe F. Miller” using password
user ‘DB2TEST\Joe F. Miller’ using password

» In the DB2 Command Window

db2 connect to sample user ‘Joe F. Miller® using password
db2 connect to sample user °‘DB2TEST\Joe F. Miller’ using password

Examples that do not have valid syntax are:
» Inthe GUI based DB2 Command Editor and the DB2 Command Line

Processor

connect to sample user Joe F. Miller using password
connect to sample user DB2TEST\Joe F. Miller using password
connect to sample user ‘DB2TEST\Joe F. Miller’ using password

» In the DB2 Command Window

db2 connect to sample user “DB2TEST\Joe F. Miller” using password
db2 connect to sample user DB2TEST\Joe F. Miller using password
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4.2 Running DB2 under the local system account

132

In DB2 UDB Version 8.2, the various DB2 services can now run under the
Windows Local System account (LSA).

Note: Security is very important in any aspect including DB2. Installing DB2
with the default user IDs (for example, db2admin) and providing a weak
password or none can put a Windows domain or your local server at risk
because this account has very high permissions. Be sure to set the proper
password for DB2 accounts.

After a successful DB2 installation on your server, you can see the DB2
processes running via the Windows Task Manager. Be sure to click the Show
processes from all users flag. By clicking the Image Name tab you can sort the
processes alphabetically. See Figure 4-12.

B windows Task Manager [_ O]
File Options Wiew Help

Applications  Processes |PerFormance I Metworking I Lsers ]

Image Mame I PID 1 Lser Mame ‘ CPU I fMem Usage | Threads I il
cmd. exe 3336 Administrator a1} 68 K 1
CSP55, BXE 420 SYSTEM Juli] 472K 10
CSP55, BXE 2780 SYSTEM Juli] 4,196 K 11
ctfmon.exe 96 Administrator i} 2,216 K 1
dbZbp.exe 464 Administrator i} 5,945 K z
dbZbp.exe 3496 Administrator i} 6,020 K z
dbZdasrrm.exe 3744 dbZadmin i} 4,396 K g
dbZdasstm, exe 3360 dbZadmin i} 22,965 K 7
dbZfmp.exe 576 dhZarmin i} 29,260 K, 4
dbZfmp.exe 2848 dhZzadrnin a0 11,445 K 4
dbZfrp. exe 3664 dbZadmin aa 6,608 K z
dbzfrp, exe 4056 dbZadmin aa 6,520 K 7
dbzjds exe 1648  SYSTEM oa 4,372 K 3
dbzlicd.exe 1664 SYSTEM oa 3480 K z
dbZromd. exe 1724 dbZadmin aa 4,572 K 4
db2sec.exe 1680  SYSTEM oa 3,328 K z
dbZsyscs.exe 1620  dbZadmin aa 17,880 K 11
dbZsyscs.exe 3764 dbZadmin aa 36,685 K 29
dbZsystray.exe 3848 Administrator aa 5480 K z
defwatch.exe 1748 SYSTEM oa 1,468 K 3
dfssve,exe 1764 SYSTEM ] 4,836 K 10 LI
[+ Show processes from all users End Process |
||—3rocesses: &5 |CPU Usage: 11%: |Commit Charge: 718M [ 2979M | i

Figure 4-12 DB2 processes in Windows Task Manager

The LocalSystem account is the most-used for running services. It is a built-in
Windows OS-level account that contains all of the required advanced user rights.
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Using the LocalSystem account can be desirable because it does not require any
password maintenance. If your company’s account policy does not allow
functional user accounts with non-expiring passwords, using the LocalSystem
account can avoid circumstances such a policy can cause, such as changing the
password for every DB2 service in the Windows Services administration,
restarting the instance.

Before switching all the affected DB2 services from the dedicated user account
to the LocalSystem account, you should consider that the LocalSystem account
cannot have access to LAN shares, because it cannot be authenticated on
another computer. So you have to ensure that your DB2 system does not have
any of its file resources on another machine.

Changing the DB2 services to the LocalSystem account can be done via the
Windows services MMC Snap-In:

1. Select Start — Control Panel, Administrative Tools — Services to open
the window shown in Figure 4-13.

— (O x
File  Action Yiew Help
e
% Services (Local) Mame # I Description | Status Startup Type | Log On As ;I
%Computer Browser Maintains a...  Started Autarnatic Local System
%Cryptographic Services Provides th... Started Automatic Local System
%DBZ - DE2-0 Allows appl...  Started Automatic DEZTESTYdbZadmin
%DBZ - DE2CTLSY-0 Allows appl...  Started Automatic DEZTESTYdbZadmin
%DBZ GOvVernor Collects st... Manual DEZTESTidbZadmin —
%DBZ JDEC Applet Server Provides J...  Started Automatic Local System
%DBZ License Server Monitars 0., Started Automatic Local System
%DBZ Remote Command Server  Supports .., Started Automatic DEZTESTYdbZadmin
%DBZ Security Server Authentica...  Started Automatic Local System
DEZ Warehouse Logger Provides D...  Started Automatic Local System
%4 DBz Warehouse Server Contrals th,,,  Started Aukomatic Local System
%DBZDAS - DBZDAS00 Supports lo,..  Started Automatic DEZTESTYdbZadmin
%DefWatch Started Aukomatic Local System
%DHCP Client Registers a...  Started Aukomatic Mebwork Service
%DHCP Server Performs T...  Started Aukomatic Local System
%Distributed File System Integrates ... Started Automatic Local System
%Distributed Link Tracking Client  Enables cli... Manual Local System
%Distributed Link, Tracking Ser... Enables th... Disabled Local System
%Distributed Transaction Coor... Coordinate.., Started Aukomatic Mebwork Service
@TDNS Client Resolves a...  Started Aukomatic Mebwork Service _ILI
] o
Extended j, Standard
| | |

Figure 4-13 DB2 Services before changing to the LocalSystem account
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2. Stop every service with a name starting with DB2 (Figure 4-14).

DEZ - DBZ-0 Propetties {Local Computer) HE

General | Log Dnl Hecover_l,ll Dependenciesl

Service name: CLB20

Digplay nare: m

Description: llowss applications ta create, update. cantral, and < |
= manage a single database partition in a partitioned LI

Path to executable:
C:APROGRA™TMEMASOLLIB\Bin\db2syscs.axe

Startup type: Automatic j

Service status:  Started

Start | Stop | Bause Eesume |
“t'ou can specify the start parameters that apply when you start the service
from here.
Start parameters: I

ak ‘ Cancel I Lppl |

Figure 4-14 Stop the DB2 Services
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3. Choose Local System account instead of using the assigned account, as

shown in Figure 4-15.

DEZ - DBZ-0 Properties {Local Computer) H

General  Log On | Hecover_l,ll Dependenciesl

Lag on as:

teract with desktop

" This account; I

Browse,.. |

Eazsword: I

Lonfirm passwarnd: I

“You can enable or disable thiz service for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled

Enable Dizable |

o1

Cancel 1 Apply

|

Figure 4-15 Changing DB2 Services to Local System account

4. Start all affected services and test your installation.
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4.3 Protecting DB2 UDB system files

DB2 UDB V8.2 creates two groups, DB2ADMNS and DB2USERS, in a
successful installation. Only users who are in one of these groups have access to
the DB2 system files, registry keys, network shares, and DB2 services on the
local machine where DB2 runs. See Figure 4-16 and Figure 4-17 on page 137.

X C:4DB2

& Back » = - & | @) search | Folders | 5 O X o | EE-

Address ID C:\DBZ j .(‘> Goj
Folders x J % - ]__

P RICCE NN

%sﬁipmcuments DBZ Properties ﬂ

= Q My Computer

Generall Sharing  Security |W’eb Sharing] Eustomizel
é’ 3% Floppy (A:)

) = Local Disk (C:) Graup of user names:
(3 canfig.Msi €7 Administratars [DE2TES TAAdministratars] o
= &3 pez €7 CREATOR OWNER
(83 nopennnn €7 DE2ADMNS (DB2TESTADB2ADMNS)
(3 pez_oid &k . o
(3 pezcTLSY E - - =
(22 Documents and ¢ 4'7? | »
@ Inetpub
(23 Program Files Add. _i Remave |
(O RecvcLer Permissions for DE2USERS Allaw Deny
(3 saMPLE.O
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Figure 4-16 Protection of the DB2 instance directories
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Figure 4-17 Protected DB2 system files

If you did not enable the new security feature during the installation, you still can
activate this feature by running the db2secv82.exe program, which can be found

in the $DB2PATH\SQLLIB\BIN\ directory.

If these group names do not fit to your company’s group name standards you can

use different names by specifying parameters when using db2secv82:

db2secv82 /u usergroup /a admingroup

The new DB2_EXTSECURITY registry variable prevents unauthorized access to

DB2 by locking the DB2 system files. The registry variable is set to YES by

default.
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4.4 Using DB2 with data encryption
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DB2 UDB V8.2 introduces new authentication methods for your server.
Remember, a user must be authenticated before accessing an instance or a
database. DB2 knows different authentication types. Authentication types for
each instance determine how and where a user will be verified. The
authentication type is stored in the database manager configuration file at the
server. It is set in the instance level and is applied for the instance and all the
databases under it.

This section describes new data encryption features introduced in Version 8.2.
For details and complete authentication types, consult the DB2 Information
Center.

DB2 UDB V8.2 introduces two new authentication types for data encryption.The
following objects will be encrypted when using these new authentication types:
» SQL statement

» SQL program variable data

» Output data from the server processing of an SQL statement including the
description of the data

» The answer data set resulting from a query
» Large object (LOB) data streaming
» SQLDA descriptors

Note: The SERVER_ENCRYPT authentication type only encrypts the user ID
and the password but not any application data.

The following options can be activated for encryption:
» DATA_ENCRYPT

The server accepts SERVER authentication schemes and the encryption of
user data. The authentication works the same way as SERVER_ENCRYPT,
except that the objects listed above are also encrypted.

Note: If a DB2 client has explicitly cataloged a database with the
authentication type DATA_ENCRYPT, connection to DB2 servers prior to
Version 8.2 will fail.

On the DB2 server, you can activate this authentication type by the command:
UPDATE DBM CFG USING AUTHENTICATION DATA_ENCRYPT
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You can also activate it from the DB2 Control Center, as shown in Figure 4-18.
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Figure 4-18 Activation the data encryption functionality on a DB2 server

Note: You have to restart the affected DB2 instance to take the new
authentication type in effect.

On the DB2 client side, when you catalog a database, you can specify the
DATA_ENCRYPT authentication type. You can catalog a database by:

— Using the DB2 command line interface

db2 catalog database SAMPLE at node DB2JAM authentication
DATA_ENCRYPT

To catalog without explicitly specifying DATA_ENCRYPT authentication:
db2 catalog database SAMPLE at node DB2JAM
— Using the GUI-based DB2 Configuration Assistant:

Start — Programs — IBM DB2 — Set-up Tools — Configuration
Assistant — 7. Security Options. See Figure 4-19 on page 140.
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Figure 4-19 Setting security options when cataloging a database

Note: All other authentication types that are different from those described
above will result in an SQL30082N error when DATA_ENCRYPT is
specified on the DB2 server.

» DATA_ENCRYPT_CMP

This authentication type specifies that authentication takes place on the node
containing the target database, and that connections must use data
encryption. This option is provided for compatibility with downlevel products
that do not support data encryption, in which case they will be allowed to
connect with SERVER_ENCRYPT and not encrypt user data. Any product
that does support data encryption will be forced to use it.

For example:

You can connect to a DB2 server with authentication type
DATA_ENCRYPT_CMP using a V8.1 client that catalogues database with the
option SERVER_ENCRYPT.

The DATA_ENCRYPT_CMP authentication type cannot be specified by the
CATALOG DATABASE command.
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Note: Because these options are valid on the instance level, the
authentication type is valid for every database of the affected DB2 instance.
Administrators have to think of it when cataloging clients’ databases. Explicitly
specified authentication types (for example, SERVER in the database catalog
on the DB2 Client’s security options can cause connection attempts to fail
when the server's DBM CFG switched to DATA_ENCRYPT or
DATA_ENCRYPT_CMP.

4.5 The new DB2 security exit

To protect your data and database server resources, DB2 uses a combination of
operation system security facility and DB2-provided security system. To access a
DB2 database server and its database objects, you have to pass security checks.

The first security check is called authentication. During this, you are confirmed to
be who you say you are.

The second step is the proof of your authorization. This mechanism checks
whether you are allowed to execute the commands you want to, and whether you
have the required permissions to access database objects such as tables, view,
procedures, and the operations you want to do with them.

This section discusses the authentication part of DB2.

To explain the new authentication mechanism of DB2, we first take a short look at
authentication in DB2 before Version 8.2.

4.5.1 DB2 authentication before Version 8.2

DB2 does not have its own mechanism to maintain user IDs and passwords and
the group memberships of these users.

» Authentication of a user is managed directly by the underlying OS or an
external security system such as Kerberos (on the Windows platform).

» Group enumeration can be influenced by setting the DB2_GRP_LOOKUP
registry variable to get user IDs and groups from the local server or the
domain. Authentication of domain users is dependent of the availability of a
Windows domain controller.

» Local authorizations and connections use the same authentication method.

» The user or group name to the authorization ID (AUTHID) is performed by
DB2:

— By stripping the blank characters from the name.
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— By using uppercase letters for the Authorization ID.
This modified Authorization ID is verified against the DB2 name rules.

4.5.2 The new DB2 authentication model in Version 8.2

142

The new authentication model of DB2 is based on external security plug-ins. A
security plug-in is a dynamically loadable library that will be loaded if required.
Now, DB2 provides plug-in interfaces for the identification, authentication, group
and authorization mapping tasks. There are three types of DB2 security plug-ins,
which provide the following functionality:

» Group retrieval plug-in: retrieves the group membership information for the
given user

» Client authentication plug-in: manages authentication of a user on a DB2
client

» Server authentication plug-in: manages authentication of a user on a DB2
server

The pre-Version 8.2 functionality of the OS-based authentication support and
Kerberos support are still available but re-implemented as security plug-ins.

As described in 4.1.2, “User ID and group nhame enhancements” on page 127,
the name space DB2 supports was enhanced: for example, Domain\username
(“DB2TEST\Joe F. Miller?).

Advantages of the security plug-in technology
The new security plug-in technology provides the following advantages:

» Improved flexibility and extensibility: Customers can implement security
mechanisms customized for their own security policy.

» Extended authentication mechanism technologies can be used or developed
and connected with the plug-in technology, such as by buying plug-ins from a
third party.

» Multiple different authentication types can be used concurrently; that is, the
server can support multiple GSS-API plug-ins concurrently along with
encrypted userid/password if using GSS_SERVER_ENCRYPT.

» Local authorization and connections can be configured to use different
authentication methods.
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Applications for the security plug-in technology
Examples of what you can realize with the DB2 security plug-ins:

» A user ID remapping function can be implemented in order to remap several
users to another user ID so that the need for the administration of individual
user IDs on the database system or the OS can be reduced significantly.

» You can write your own plug-in to authenticate a user’s intranet
userid/password for your site against the internal LDAP directory for
accessing your company’s DB2 databases.

» Previously unavailable user logon restricting logic can now be easily
implemented:

— You can restrict users to logging on only from particular workstations or
from a particular IP address range.

— You can restrict users to logging on only during business hours so that
they will not interfere with nightly batch jobs and cause locking problems.

» Bypassing the authentication mechanism: Use the connection details to allow
specific users to bypass authentication if connecting locally, or if coming in
from a particular IP address. For example, the DBA does not have to be
authenticated when connecting locally or from the IP address of his or her
personal desktop.

» When you run instance-level operations such as db2start, db2stop, or
db2trc, DB2 performs authorization checking for the operation using
authentication plug-ins.

4.5.3 DB2 security plug-ins

DB2 security plug-ins are realized under Windows as dynamically loadable
libraries (DLLs) and have to be placed and developed as described in the later
sections: 4.5.4, “Developing security plug-ins” on page 152 and 4.5.5, “Deploying
a userid/password plug-in” on page 157.
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The DB2-provided plug-ins are located in the directory
$DB2PATH\SQLLIB\security\plugin\IBM (Figure 4-20).
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Figure 4-20 The IBM directory for DB2 default security plug-ins

Customer-developed security plug-ins must use the following directory
conventions:

$DB2PATH\SQLLIB\security\plugin\<instname>\client
$DB2PATH\SQLLIB\security\plugin\<instname>\server
$DB2PATH\SQLLIB\security\plugin\<instname>\group

These user directories should be created manually. DB2 will search and load the
default plug-ins in the IBM directory first, then look in the instance’s plug-in
directories.

There are two types of mechanism DB2 supports for plug-in:
» Userid / password authentication plug-ins
» GSS-API plug-ins

For userid/password, the customer may use his own for client, server, or both.
For GSS-API, compatible client and server plug-ins are both required.

Userid / password authentication plug-ins

Authentication is done by userid/password authentication. The authentication
types on the database manager configuration parameter AUTHENTICATION
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determine where and how the authentication takes place. The authentication
types implemented to use the userid/password plug-ins are:

» CLIENT
» SERVER

» SERVER_ENCRYPT

» DATA_ENCRYPT

» DATA_ENCRYPT_CMP

GSS-API plug-ins

The GSS-API (Generic Security Service Application Program Interface
Version 2) provides security services in a generic fashion, supportable with a
range of underlying mechanisms and technologies and enabling source-level
portability of applications to different environments.

Detailed information about the Generic Security Service Application
Programming Interface Version 2 (IETF RFC2743) and C-Bindings (IETF
RFC2744) can be found under http://www.ietf.org/rfc/rfc2743.txt and
under http://www.ietf.org/rfc/rfc2744.txt.

The Kerberos authentication facility is also implemented as a GSS-API plug-in.
The authentication types for the DB2 server’s database manager configuration
parameter AUTHENTICATION are:

KERBEROS

GSSPLUGIN
KRB_SERVER_ENCRYPT
GSS_SERVER_ENCRYPT

v

vYvyy

Both KRB_SERVER_ENCRYPT and GSS_SERVER_ENCRYPT authentication
types direct the server to accept both GSS-API/Kerberos authentication and
SERVER_ENCRYPT authentication.

Both the userid/password and the GSS-API plug-ins can exist on a DB2 client
and on a DB2 server.

DB2 does not provide a default GSS-API plug-in.
Client-side plug-ins
On the DB2 client, you can have different types of security plug-ins. Depending

on the authentication type, they may be used independently or in conjunction
with one or more of the other plug-ins.
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For example, you can use your own server plug-in, and for client and group
authentication you use the DB2 default plug-ins. You can have the following
plug-ins on a DB2 client (Figure 4-21 on page 146):

v

Userid/password client plug-in
Group plug-in

GSS-API client plug-in
Kerberos client plug-in

vYyy

DB2 Client

User ID/password
client plug-in

Security layer

- ~ -]

Keberos
client plug-in

Plug-in interface

GSS-API
client plug-in

Group plug-in

Figure 4-21 Security plug-in architecture on the DB2 Client

The client-side or client authentication plug-in manages the authentication on a
client’s side. Whenever an application uses the CONNECT or ATTACH
command, the client plug-in is used. The client plug-in is also used whenever a
user is identified for instance-level local authorization checks (for example,
db2start, db2 update dbm cfg, db2audit). The client plug-in is unloaded upon
termination of the application.

Figure 4-22 on page 147 shows the functionality of client-side security plug-ins. If
the authentication type has not been cataloged, or the authentication type is
CLIENT, SERVER, SERVER_ENCRYPT, or DATA-ENCRYPT, then the default
behavior of DB2 UDB Version 8.2 is to use the built-in userid/password plug-in,
which uses the operating system’s authentication mechanism. DB2 UDB
Version 8.2 also provides the group and the Kerberos plug-in which is enabled by
default on the Windows platform.
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This is the default behavior only if the authentication type has not been cataloged

or the authentication type is client/server/server_encrypt/data_encrypt.

Userid/Password only

*Implicit authentication or
for local authorization

Validate
Password

Client-side Plugin

I.'-. Authentication

Identification

and

CLIENT
PLUGIN

Figure 4-22 Client-side plug-in functionality
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If you browse the file directory structure of the machine where your DB2 software
(client or server) is installed, you will find the client plug-ins under
$DB2PATH\SQLLIB\security\plugin\IBM\client (Figure 4-23).
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Figure 4-23 The IBM client plug-in directory
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Server-side plug-ins

The server-side plug-in is required for authentication during the
CONNECT/ATTACH command. Figure 4-24 shows the security plug-in

architecture on the DB2 server.

DB2 Server

User ID/password
client plug-in

Security layer

Keberos

server plug-in

User ID/password

Keberos

server plug-in

client plug-in Plug-in interface
o -
]
GSS-API
client plug-in Ip

Group plug-in

GSS-API
server plug-in

| /———1

Figure 4-24  Security plug-in architecture on the DB2 Server

On a DB2 server you can have these plug-ins:

Userid/password client plug-in
Userid/password server plug-in
Group plug-in

GSS-API client plug-in
GSS-API server plug-in
Kerberos client plug-in
Kerberos server plug-in

YyVYyVYVYVYYVYY

Figure 4-25 on page 150 shows the functionality of the server-side plug-ins.
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GSS-API Process Generate
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Figure 4-25 Functionality of the Server-side plug-in

At the DB2 server side you can implement multiple authentication plug-ins
concurrently: one group plug-in, one userid/password plug-in, and multiple
GSS-API plug-ins. Only one GSS-API plug-in may be a Kerberos plug-in.

Note: Because instance-level commands such as db2start and db2stop
perform authorization checking, the client authentication plug-ins are also
required on the server.

Group plug-ins

This plug-in can get a list of groups to which a user belongs. It is needed on the
client side to verify the local authorization for client-side commands. The group
plug-in is also used on the server to obtain the secondary AUTHIDs for the
connecting/attaching user.

» Only one group function on each of client and server is allowed.

» Multiple group lookup method implementation is possible. DB2 provides the
authentication plug-in name to the group plug-in if available so that the group
plug-in may determine group membership in a different way, if desired.
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Note: The authentication plug-in name is only known for a
CONNECT/ATTACH command and will not be provided outside these
commands, such as in a GRANT/REVOKE statement.

» Verification of secondary AUTHIDs is done against the naming rules and the
following limits: 30 bytes maximum user/group name length.

CONNECT authentication flow

In a CONNECT authentication, the authentication information is communicated
between the client and server. The simplified authentication flow is as follows.

» First, at the client side, DB2 loads and initializes client plug-in if the plug-in is
not already loaded.

At the server side, all supported plug-ins should have been loaded already, as
they are loaded at db2start time.

» After the plug-ins are loaded, these activities take place at the client side:

Obtain the default user name/credentials (implicit connect).
Remap userid/password (u/p only).

Validate password if necessary (u/p only and for client authentication
only).
Generate service ticket (GSS-API only).

» The authentication process then flows to the server side. These activities are
performed:

Validate client credentials:
e Process connection details

At any time during the validation of the client’s credential, the server
plug-in may choose to inspect the connection details to refuse the
connection.

e Generate mutual authentication token (GSS-API only)

For GSS-API, the mutual authentication token, if required, is generated
in the process of validating the client’s credential.

Perform AUTHID mapping and check against naming rules.
Obtain group list for AUTHID and check against naming rules.

Any group name in the group list that is returned by the plug-in that fails
the DB2 naming restrictions is simply discarded.

Check authority to connect.
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» Optionally, the process then flows back to the client side to perform mutual
authentication (GSS-API only).

» Authentication complete, both server and client side perform cleanup
activities. Server plug-ins are not unloaded until the instance is stopped
(db2stop). The client plug-in is unloaded upon termination of the application.

4.5.4 Developing security plug-ins

152

There is a detailed description about the development of DB2 security plug-ins in
the Application Development Guide: Programming Client Applications,
SC09-4826, which is also included in the DB2 Information Center.

Sample DB2 security plug-ins, which can be easily extended and customized to
your needs, can be found in the $DB2PATH\SQLLIB\samples\security\plugins
directory.

This section explains basic logic for the development of the DB2 security
plug-ins.

Prerequisites
The prerequisites for developing security plug-ins are:

» You must create plug-in directories for the client, server, and group plug-ins:

$DB2PATH\security\plugin\<instance name>\client
$DB2PATH\security\plugin\<instance name>\server
$DB2PATH\security\plugin\<instance name>\group

» C or C++ Compiler: Plug-in libraries can only be implemented in C or C++.
» Header files:

$DB2PATH\include\db2secPlugin.h
$DB2PATH\include\gssapiDB2.h

» Plug-in names have to correspond to the library names.

» Libraries must have the dlI file extension under Windows.

» Libraries must be written re-entrant so that they are thread-safe.
» C-linkage must be used at least for the inif functions.

DB2 Database Manager configuration parameters

Under the plug-in model, in this release we have more parameters available now
for the authentication. The security plug-in related database manager
parameters are:

Client Userid-Password Plugin CLNT_PW_PLUGIN =
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Client Kerberos Plugin

Group Plugin

GSS Plugin for Local Authorization
Server Plugin Mode

Server List of GSS Plugins

Server Userid-Password Plugin
Server Connection Authentication

Database manager authentication

CLNT_KRB_PLUGIN =

GROUP_PLUGIN =

LOCAL_GSSPLUGIN =

SRV_PLUGIN_MODE = UNFENCED
SRVCON_GSSPLUGIN_LIST

SRVCON_PW_PLUGIN

SRVCON_AUTH NOT_SPECIFIED
AUTHENTICATION SERVER_ENCRYPT

The AUTHENTICATION database manager configuration parameter works as
previously described if none of the other parameters are used.

The values GSSPLUGIN and GSSPLUGIN_SERVER_ENCRYPT authentication
types were newly introduced for the AUTHENTICATION parameter. The
database or database manager configuration parameters should be set to the
proper value when you deploy the plug-ins.

Under the DBM configuration wizard, all of these parameters are grouped under

Administration (Figure 4-26).
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Figure 4-26 New authentication plug-in parameters in database configuration manager
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Basic steps
Follow these steps to develop the security plug-ins:

1. Decide whether you want to create userid/password or GSS-API plug-ins.

Note: A good understanding of the GSS-API is strongly recommended
before writing a GSS-API plug-in.

2. Create the appropriate initialization function for the plug-in.
— Server authentication plug-in initialization:

db2secServerAuthPluginInit (
int version,
void *server_fns,
db2secGetConDetails *getConDetails_fn,
char **errorMsg,
int *errorMsglLen )

— Client plug-in initialization function:
db2secClientPluginInit ()
— Group plug-in initialization function:
db2secGroupPluginInit ()
3. Populate the function pointer structure before returning to DB2:
— Structure also indicates plug-in API version used by the plug-in.

— Structure also indicates the plug-in type (userid/password, GSS-API,
Kerberos).

For example:

SQL_API RC SQL_API FN db2secGroupPluginInit(db2int32 version,
void *group_fns,
db2seclLogMessage *msgFunc,
char **errorMessage,
db2int32 *errorMessagelength)

db2secGroupFunction_1 *p;
p = (db2secGroupFunction_1 *)group_fns;

p->version = DB2SEC_API_VERSION;

p->plugintype = DB2SEC_PLUGIN_TYPE_GROUP;
p->db2secGetGroupsForUser = &LookupGroups;
p->db2secDoesGroupExist = &DoesGroupExist;
p->db2secFreeGroupListMemory = &FreeGrouplList;
p->db2secFreeErrormsg = &FreeErrorMessage;
p->db2secPTuginTerm = &PluginTerminate;
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logFunc = msgFunc;

*errorMessage = NULL;

*errorMessagelLength = 0;
return(DB2SEC_PLUGIN_OK);

}

4. Compile the plug-in source and create a shared library.

Compile as 32-bit or 64-bit to correspond with the application/server instance.

5. Place the library in the appropriate directory.

Copy the libraries to the client, server, or group directory under
$DB2PATH\security\plugin\<instance name>.

Client functions

Table 4-1 shows client plug-in API functions. For details, consult the Application
Development Guide: Programming Client Applications, SC09-4826-01.

Table 4-1 client API functions

Userid/password

GSS-API

db2secRemapUserid

db2secGetDefaultLoginContext

db2secGetDefaultLoginContext

db2secGeneratelnitialCred

db2secValidatePassword

db2secProcessServerPrincipalName

db2secFreeToken

db2secFreeToken

db2secFreeErrormsg

db2secFreeErrormsg

db2secClientAuthPluginTerm

db2secFreelnitinfo

db2secClientAuthPluginTerm

gss_init_sec_context

gss_delete_sec_context

gss_display_status

gss_release_buffer

gss_release_cred

gss_release_name
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Server functions

Table 4-2 shows server plug-in API functions. For details, consult the Application
Development Guide: Programming Client Applications, SC09-4826-01.

Table 4-2 Server plug-in API

Userid/password

GSS-API

db2secValidatePassword

db2secGetAuthlDs

db2secGetAuthlDs

db2secDoesAuthIDEXxist

db2secDoesAuthIDEXxist db2secFreeToken
db2secFreeToken db2secFreeErrormsg
db2secFreeErrormsg db2secServerAuthPluginTerm

db2secServerAuthPluginTerm

gss_accept_sec_context

gss_display_name

gss_delete_sec_context

gss_display_status

gss_release_buffer

gss_release_cred

gss_release_name

Group functions

Table 4-3 shows group plug-in API functions. For details, consult the Application
Development Guide: Programming Client Applications, SC09-4826-01.

Table 4-3 Group plug-in API
Userid/password and GSS-API

db2secGetGroupsForUser

db2secDoesGroupExist

db2secFreeGroupListMemory

db2secFreeErrormsg

db2secPluginTerm

156 DB2 UDB V8.2 on the Windows Environment



4.5.5 Deploying a userid/password plug-in

To deploy a user ID/password authentication plug-in, perform the following steps
on the database server and client.

Deploying on the database server
To deploy the server security plug-in:

1. Place the user ID/password authentication plug-in library in the server's
plug-in directory.

2. Update the database manager configuration parameter
SRVCONS_PW_PLUGIN with the name of the server plug-in.

This plug-in is used now by the server when it handles connection
(CONNECT) and attachment (ATTACH) requests.

3. Either:

— Set the database manager configuration parameter SRVCON_AUTH to
the CLIENT, SERVER, SERVER_ENCRYPT, DATA_ENCRYPT, or
DATA_ENCRYPT_CMP authentication type.

Or:

— Set the database manager configuration parameter SRVCON_AUTH to
NOT_SPECIFIED, and set AUTHENTICATION to CLIENT, SERVER,
SERVER_ENCRYPT, DATA_ENCRYPT, or DATA_ENCRYPT_CMP
authentication type.

Note: If SRVCON_PW_PLUGIN is left blank, it will default to the
IBM-provided plug-in IBMOSauthserver.

Deploying the database client
To deploy the client security plug-in:

1. Place the user ID/password authentication plug-in library in the client plug-in
directory on the client.

2. Update the database manager configuration parameter CLNT_PW_PLUGIN
with the name of the client plug-in.

This plug-in is loaded and called regardless of where the authentication is
being done (that is, not only when client authentication is enabled).

Note: If CLNT_PW_PLUGIN is left blank, it will default to the IBM-provided
plug-in IBMOSauthclient.
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Local authorization on a client, server, or a gateway
1. Place the user ID/password authentication plug-in library in the client plug-in
directory on the client, server, or gateway.

2. Update the database manager configuration parameter CLNT_PW_PLUGIN
with the name of the plug-in.

3. Set the authentication database manager configuration parameter to CLIENT,
SERVER, SERVER_ENCRYPT, DATA_ENCRYPT, or DATA_ENCRYPT_CMP.

4.5.6 Deploying a group retrieval plug-in

To deploy a group retrieval plug-in in your database environment, perform the
following steps:

Deploying on the database server
1. Place the group retrieval plug-in library in the server's group plug-in directory.

2. Update the database manager configuration parameter GROUP_PLUGIN
with the name of the plug-in.

Deploying on the database client
1. Place the group retrieval plug-in library in the client's group plug-in directory.

2. Update the database manager configuration parameter GROUP_PLUGIN
with the name of the plug-in.

4.5.7 Deploying a GSS-API plug-in
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For GSS-API or Kerberos plug-ins, you must have matching plug-in types on the
client and the server. The plug-ins on the client and server need not be from the
same vendor, but they must generate and consume compatible GSS-API tokens.
For example, any combination of Kerberos plug-ins deployed on the client and
the server is okay because Kerberos plug-ins are standardized; however,
different implementations of less-standardized GSS-API mechanisms, such as
x.509 certificates, might not be completely compatible.

All GSS-API authentication plug-ins must be placed in either the client plug-in
directory or the server plug-in directory, depending on the intended use of the
plug-ins. If a plug-in is placed in the client plug-in directory, it will be used for local
authorization checking and when a client attempts to connect with the server. If
the plug-in is placed in the server plug-in directory, it will be used for handling
incoming connections to the server and for checking whether an AUTHID exists
and is valid whenever the GRANT statement is issued without specifying either
the keyword USER or GROUP.
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Deploying on the database server

1.

Place the GSS-API authentication plug-in library in the server plug-in
directory on the server. You can copy numerous GSS-API plug-ins into this
directory.

Update the database manager configuration parameter
SRVCON_GSSPLUG_LIST with an ordered, comma-delimited list of the
names of the plug-ins installed in the GSS-API plug-in directory.

Either:

— Set the database manager configuration parameter SRVCON_ATUH to
GSSPLUGIN. Or:

— Set the database manager configuration parameter SRVCON_ATUH to
NOT_SPECIFIED and set authentication to GSSPLUGIN.

Deploying on the database client

1.

Place the GSS-API authentication plug-in library in the client plug-in directory
on the client. You can copy numerous GSS-API plug-ins into this directory.
The client selects the appropriate GSS-API plug-in for authentication during
CONNECT/ATTACH by picking the first GSS-API plug-in contained in the
server's plug-in list on the client.

Optional: Catalog the databases that the client will access, indicating that the
client will only accept a GSS-API authentication plug-in as the authentication
mechanism (Example 4-2).

Example 4-2 Catalog the database for using a GSS-API plug-in

db2 UNCATALOG DATABASE testdb
db2 CATAOLOG DATABASE testdb AT NODE testnode AUTHENTICATION GSSPLUGIN

Local authorization on a client, server, or gateway

il

Place the GSS-API authentication plug-in library in the client plug-in directory
on the client, server, or gateway.

Update the database manager configuration parameter
LOCAL_GSSPLUGIN with the name of the plug-in.

Set the authentication database manager configuration parameter to
GSSPLUGIN, or GSS_SERVER_ENCRYPT.
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4.5.8 Error handling
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For error handling in the plug-in functions, there was a need to introduce the
following new SQL codes with new reason codes:

» New SQL codes introduced for plug-in errors:

SQL1365N Server-side local plug-in error
SQL1366N Client-side local plug-in error
SQL30082 expanded to include plug-in error reason codes.

Reason codes 25 - 40 indicate plug-in specific errors generated by server or
client during CONNECT or ATTACH commands.

The Administration notification log uses the Windows event log.

Administration notification log error codes 13000 - 13006 indicate plug-in
errors. 13001 and 13001 in particular display the plug-in name, error code,
API name, and the plug-in generated error message for the failing GSS-API
or db2sec function.
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Performance and monitoring

This chapter provides information about the new performance enhancements of
the DB2 UDB Version 8.2. The monitoring tool Activity Monitor is also discussed.

For building up a comprehensive understanding of performance and
performance tuning, we recommend that you read the following redbooks,
guides, and DB2 Information Center chapters:

» Redbooks:

— DB2 UDB Performance Expert for Multiplatforms: A Usage Guide,
SG24-6436

— DB2 UDB Exploitation of the Windows Environment, SG24-6893
» DB2 UDB guides:
— Administration Guide: Performance, SC09-4820-01
— System Monitor Guide and Reference, SC09-4847-01
» The DB2 Control Center:
— Monitoring performance using the Windows Performance Monitor
— Developing a performance improvement process

— Database System Monitor
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5.1 SQL query optimization enhancements

This section discusses the SQL query optimization enhancements that have
been added for this release of DB2 UDB.

5.1.1 Native SQL procedures

In Version 8.2 of DB2 Universal Database, a C or C++ compiler is no longer
required for creating SQL procedures; therefore C or C++ compiler setup is not
required. When you create a SQL procedure, its procedural statements are
converted to a native representation that is stored in the database catalogs, as is
done with other SQL statements. When a SQL procedure is called, the native
representation is loaded from the catalogs and the DB2 engine executes the
procedure.

5.1.2 SQL statement size limit increased to 2 MB

To support very complex queries and the enhanced functionality of the DB2 SQL
programming language for creating triggers and procedures, DB2 provides an
increased SQL statement size limit of 2 MB.

This new extended limit is also very useful when you migrate triggers or stored
procedures from another database system.

5.1.3 Data sampling in SQL queries
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The amount of data in databases can grow very large, and this often results in
long-running and complex queries. In some cases, if a user is interested in
finding overall trends or patterns, approximate answers within some margin of
error will suffice.

For the database application developers, it would often be an advantage not to
run the queries against the entire amount of data. The reasons are:

» Often the large amount of data does not allow mobile development and
testing of an application either because it would cross the limits of file space
and processing capacity or it requires the development of time-consuming
export procedures to have an excerpt of the data that corresponds to reality
and gives appropriate results.

» Queries often have to be run several (hundred) times in development and test
until they satisfy our demands. It is better not to sum up the time we wait
behind the computer.

DB2 UDB V8.2 on the Windows Environment



Users of database applications (for which this facility was developed primarily)
often have the same problems and requirements:

» Queries against the whole amount of data in large tables increases the load
of system resources

» Results of the queries that are accurate could be obtained by a subset of
data, but this facility is not known.

One way to speed up such queries is to perform the query on a random sample
of the database. DB2 UDB Version 8.2 now enables you to do efficient sampling
of data in SQL queries, potentially improving performance of large queries by
orders of magnitude while maintaining a high degree of accuracy.

For database end users, the most common application of sampling is for
aggregate queries such as AVG, SUM, and COUNT, where reasonably accurate
answers of the aggregates can be obtained from a sample of the data.

Sampling can also be used to obtain a random subset of the actual rows in a
table for auditing or testing purposes or to speed up data mining and analysis
tasks.

DB2 provides two methods of sampling: row-level Bernoulli sampling and
block-level sampling. You can obtain detailed information about these two
methods in the DB2 Information Center, Data Sampling in SQL queries, and
Administration Guide: Performance, SC09-4821.

The facility of table sampling can be specified in a SQL query by the tablesample
clause after the table name. The following examples work on the DB2 SAMPLE
database. If it is not already installed, you can install it easily by invoking the
db2samp1 command in the DB2 command window or by the GUI-based DB2 First
Steps Launchpad (Start — Programs — IBM DB2 — Set-up Tools — First
Steps).

Example 5-1 computes the total sales revenue in the Manitoba region for each
salesperson using a random 10% SYSTEM sample of the Sales table. The
semantics of SUM are for the sample itself, so to extrapolate the sales to the
entire Sales table, the query must divide that SUM by 2 the sampling rate (0.1).

Example 5-1 Data sampling

SELECT Sales.Sales_Person, SUM( Sales.Sales ) / (0.1)
FROM Sales TABLESAMPLE SYSTEM( 10 )
WHERE Sales.Region = 'Manitoba’
GROUP BY Sales.Sales Person ;

If you run the query several times in a row, you will notice that the results are
different (Figure 5-1 on page 164).
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Figure 5-1 Different results in data sampling

If it is not desirable to have different results from the same example, you can
force DB2 to evaluate the same data by specifying the REPEATABLE option, as
shown in Example 5-2.

Example 5-2 Data sampling with resulting the same output

SELECT Sales.Sales_Person, SUM( Sales.Sales ) / (0.1)
FROM Sales TABLESAMPLE SYSTEM( 10 ) REPEATABLE (12345)
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WHERE Sales.Region = 'Manitoba’
GROUP BY Sales.Sales_Person ;

The value of the REPEATABLE constant enclosed in parentheses is arbitrary.
The query will return different results only when you change this constant.

5.1.4 Dynamic SQL re-optimization

To enable query (re)optimization of static and dynamic SQL statements that
have host variables, special registers, or parameter markers, bind the package
with the REOPT bind option. You can set the bind option REOPT to one of the
following three values:

NONE The access path for a given SQL statement containing host
variables, parameter markers, or special registers will not be
optimized using real values for these variables. The default
estimates for the these variables will be used instead, and this
plan is cached and used subsequently. This is the default
behavior.

ONCE The access path for a given SQL statement will be optimized
using the real values of the host variables, parameter markers, or
special registers when the query is first executed. This plan is
cached and used subsequently.

ALWAYS The access path for a given SQL statement will always be
compiled and reoptimized using the values of the host variables,
parameter markers, or special registers known at each execution
time.

Explicit rebinding can be accomplished using the REBIND command with the
REOPT option. Following are REOPT examples (in a DB2 command window):

db2 bind package <package-filename> reopt once
db2 rebind package <package-name> reopt always

If the bind option REOPT is used, the access path for a SQL statement belonging
to that package and containing host variables, parameter markers, or special
registers will be optimized using the values of these variables rather than default
estimates chosen by the compiler. This optimization takes place at query
execution time when the values are available.

Information about access plans for static SQL is stored in the system catalog
tables. When the package is executed, the database manager will use the
information stored in the system catalog tables to determine how to access the
data and provide results for the query. This information is used by db2exp1n.
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5.1.5 Specifying a lock wait mode strategy

166

An individual session can now specify a lock wait mode strategy, which is used
when the session requires a lock that it cannot obtain immediately. The strategy
indicates whether the session will:

» Return a SQLCODE and SQLSTATE when it cannot obtain a lock.
» Wait indefinitely for a lock.
» Wait a specified amount of time for a lock.

» Use the value of the LOCKTIMEOUT database configuration parameter when
waiting for a lock.

The lock wait mode strategy is specified through the new SET CURRENT LOCK
TIMEOUT statement, which changes the value of the CURRENT LOCK
TIMEOUT special register. The CURRENT LOCK TIMEOUT special register
specifies the number of seconds to wait for a lock before returning an error
indicating that a lock cannot be obtained.

Traditional locking approaches can result in applications blocking each other.
This happens when one application must wait for another application to release
its lock. Strategies to deal with the impact of such blocking usually provide a
mechanism to specify the maximum acceptable duration of the block. That is the
amount of time that an application will wait before returning without a lock. Prior
to V8.2, this was only possible at the database level by changing the value of the
LOCKTIMEOUT database configuration parameter.

Whereas the value of the LOCKTIMEOUT parameter applies to all locks, the lock
types that are affected by this new function include row, table, index key, and
multidimensional clustering (MDC) block locks.

The command SET CURRENT LOCK TIMEOUT -1 advises the database manager to
wait until the lock is released or a deadlock has been detected.

SET CURRENT LOCK TIMEOUT 30 gives the applications the possibility to wait up to
30 seconds until a SQL error is returned, SET CURRENT LOCK TIMEOUT
NULL and SET CURRENT LOCK TIMEOUT use the predefined value in
LOCKTIMEQUT of the database configuration parameter. This parameter can be
obtained by the command GET DATABASE CONFIGURATION FOR <dbname>
or GET DB CFG FOR <dbname>.

More information about the SET CURRENT LOCK TIMEOUT can be obtained in
the SQL Reference, Volume 2, SC09-4845. You can also find this information by
searching in the DB2 Information Center.
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5.1.6 Improved query execution plans

Improved query execution plans were realized by better cardinality estimation
(the number of distinct values) where the optimizer determines the number of
qualifying rows after filtering operations. Accurate data distribution statistics are
needed to produce accurate cardinality estimates. Query execution plans with
accurate cardinality estimates perform much faster.

In DB2 Version 8.2, the optimizer can exploit distribution statistics from
materialized query tables as well as detect correlation from column group
statistics to ensure the most accurate cardinality estimates.

5.1.7 Multipage file allocation on SMS table spaces

Multipage file allocation is enabled by default and allocates disk space in an
extent at a time instead of a page. You can enable multipage file allocation with
the command:

db2empfa <database-name>

This command changes the value of the database configuration parameter
MULTIPAGE_ALLOC to YES.

Note: Multipage file allocation cannot be disabled after it has been enabled. If
multipage file allocation is not desired, the DB2_NO_MPFA_FOR_NEW_DB
DB2 registry variable must be set appropriately before the database is
created.

5.1.8 Automatic setting of table space prefetch size

When the prefetch size is not specified for a table space, DB2 now uses the value
for the DFT_PREFETCH_SZ configuration parameter as the default. This
parameter can now be set to AUTOMATIC, which enables DB2 to calculate an
appropriate prefetch size for a table space based on the extent size, the number
of containers, and the number of physical spindles per container.

For more information about the table space prefetch size monitor element, see
the System Monitor Guide and Reference, SC09-4847, which is also in the DB2
Help Center.

5.2 Multidimension clustering tables

Multidimensional clustering (MDC) provides an elegant method for flexible,
continuous, and automatic clustering of data along multiple dimensions. This
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results in significant improvement in the performance of queries, as well as
significant reduction in the overhead of data maintenance operations, such as
reorganization, and index maintenance operations during insert, update, and
delete operations. Multidimensional clustering is primarily intended for data
warehousing and large database environments, and it can also be used in online
transaction processing (OLTP) environments.

MDC enables a table to be physically clustered on more than one key (or
dimension) simultaneously. Prior to Version 8, DB2 only supported
single-dimensional clustering of data, through clustering indexes. Using a
clustering index, DB2 maintains the physical order of data on pages in the key
order of the index, as records are inserted and updated in the table. Clustering
indexes greatly improves the performance of range queries that have predicates
containing one or more keys of the clustering index. With good clustering, only a
portion of the table must be accessed and, when the pages are sequential, more
efficient prefetching can be performed.

With MDC, these benefits are extended to more than one dimension, or
clustering key. In terms of query performance, range queries involving any
combination of specified dimensions of the table will benefit from clustering. Not
only will these queries access only those pages having records with the correct
dimension values, these qualifying pages will be grouped by extents.
Furthermore, although a table with a clustering index can become unclustered
over time as space fills up in the table, an MDC table is able to maintain its
clustering over all dimensions automatically and continuously, thus eliminating
the need to reorganize the table to restore the physical order of the data.

Regular indexes are row-based (Figure 5-2 on page 169); MDC clustered
indexes are block-based (Figure 5-3 on page 169). They are smaller then
record-based indexes and take up less disk space and are faster to scan.
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MDCs have the following advantages over regular tables:

» Dimension block index lookups can identify the required portions of the table
and quickly scan on the required blocks.

» Because block indexes are smaller than row-based indexes, lookups are
faster.

» Index ANDing and ORing can be performed at the block level and combined
with row-based indexes.

» Data is guaranteed to be clustered on extents, which makes retrieval faster.

Consider the following simple example (Example 5-3) for an MDC table named
SALES with dimensions defined on the region and month columns.

Example 5-3 MDC index

SELECT * FROM SALES
WHERE YEAR=99 AND REGION='South'

For this query, the optimizer can perform a dimension block index lookup to find
blocks in which the year ’99 and the South region occur. Then it can quickly scan
only the resulting blocks of the table to fetch the result set.

A very detailed description of MDC tables, their design, and a comparison of
regular and MDC tables can be found in the Administration Guide: Planning,
SC09-4822.

The new DB2 Design Advisor (formerly known as Index Advisor), either
GUI-based or as the db2advis command, has now a built-in MDC feature.

5.2.1 MDC performance recommendations
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Although the big advantage of MDC tables lies in physically clustering on more
than one key, an MDC table defined with even a single dimension can benefit
from these MDC attributes and can be a viable alternative to a regular table with
a clustering index. Remember: The block-based indexes of an MDC table are
drastically smaller.

The decision should be based on many factors, including the queries that make
up a workload, the columns by which it is searched, and the nature and
distribution of data in the table. Refer to “Considerations when choosing
dimensions” and “MDC Advisor Feature on the DB2 Advisor” in the DB2
Information Center.

DB2 UDB V8.2 on the Windows Environment



Note: The usefulness of block index during query processing depends on the
order of its key parts. The key part order is determined by the order of the
columns encountered by the parser when parsing the dimensions specified in
the ORGANIZE BY clause of the CREATE TABLE statement. Refer to “Block
index considerations for MDC tables” for more information.

Multidimensional clustering (MDC) tables in SMS table spaces
If you plan to store MDC tables in an SMS table space, we strongly recommend
that you use multipage file allocation. See 5.1.7, “Multipage file allocation on
SMS table spaces” on page 167.

The reason for this recommendation is that MDC tables are always extended by
whole extents, and it is important that all pages in these extents are physically
consecutive. Therefore, there is no space advantage to disabling multipage file
allocation; and furthermore, enabling it will significantly increase the chances that
the pages in each extent are physically consecutive.

Note: Multipage file allocation is the default for newly created databases in
Version 8.2 and later.

Improving the performance of the load utility

Increase the UTIL_HEAP_SZ of the database parameter. The load algorithm will
perform significantly better when loading MDC tables because this will reduce
disk I/0O during the clustering of data that is performed during the load phase.
Also choose bigger DATA BUFFER sizes when using this option. Because of
extended logging requirements, you should also increase the LOGBUFSZ
database configuration parameter.

5.3 Improvement of the RUNSTATS utility

The RUNSTATS utility has been improved for performance with a sampling
feature that uses only a subset of its data and with the possibility to throttle its
execution.

5.3.1 Improved RUNSTATS performance through sampling

Table statistics are used by the query optimizer in selecting the best access plan
for any given query, so it is important that statistics remain current to accurately
reflect the state of a table at any given time. As the activity against a table
increases, so should the frequency of statistics collection. With the increasing
size of databases, it is becoming more important to find efficient ways to collect
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statistics. Random sampling of table data on which the statistics are to be
collected can reduce the amount of time that it takes to collect statistics. For
I/O-bound or CPU-bound systems, the performance benefits can be enormous.
The smaller the sample, the faster statistics collection completes.

Starting in Version 8.2, the RUNSTATS command provides the option to collect
statistics on a sample of the data in the table by using the TABLESAMPLE
option. This feature can increase the efficiency of statistics collection because
sampling uses only a subset of the data. At the same time, the sampling methods
ensure a high level of accuracy.

You can specify the table sampling methods Bernoulli or System the same way
you do in SQL queries (5.1.3, “Data sampling in SQL queries” on page 162). The
new parameters are:

» TABLESAMPLE BERNOULLI
» TABLESAMPLE SYSTEM

These two options can be specified by the REPEATABLE parameter if there is a
need for exactly the same results. Example 5-4 shows the RUNTSTATS
command using new options.

Example 5-4 Runstats using the data sampling method with repeatable results

RUNSTATS ON TABLE db2user.employee WITH DISTRIBUTION
TABLESAMPLE BERNOULLI(30) REPEATABLE(4196)

5.3.2 Throttling of the RUNSTATS utility
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Executing resource-intensive utilities like RUNSTATS can negatively impact
overall database performance. However, in order to maintain efficient database
operation, statistics must be collected regularly, leaving database administrators
with the task of identifying periods of time when the impact of utility execution is
most tolerated. In many environments, there are no regular windows of reduced
database activity.

Throttling of the RUNSTATS utility limits the amount of resources consumed by
the utility, based on the current level of database activity. When database activity
is low, the utility runs more aggressively; when database activity increases, the
resources allocated to executing RUNSTATS are reduced.

You can now specify the RUNSTATS command with the priority parameter
UTIL_IMPACT_PRIORITY. You can specify values from 1 to 100. A value of 100
means no throttling of the RUNSTATS command and has the same effect as not
specifying the UTIL_IMPACT_PRIORITY, because the default is not throttling the
command.
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Note: You also have the choice to limit a performance degradation by throttling
utilities with the UTIL_IMPACT _LIM database manager configuration

parameter.

The DBA can then run online utilities during critical production periods and be

guaranteed that the performance impact on production work will be within
acceptable limits.

Automatic statistics profiling of the RUNSTATS utility is another performance
improvement feature. 3.4.2, “Automatic statistics profiling” on page 76 has a
detailed discussion.

5.4 DB2 performance elements in Windows

Windows Task Manager has a Performance tab that enables you to see the
graph of current CPU and memory usage in real time (Figure 5-4).
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Figure 5-4 Performance screen of the Task Manager

Chapter 5. Performance and monitoring

173



174

The only option available is to split CPU times between the Kernel and User
portions by enabling View — Show Kernel times in the main menu.

This monitor does not allow adding any additional performance-related counters
and can be used for a quick glance at CPU and memory utilization.

Windows has another monitor: the System Performance Monitor, which is
available from Start Menu — Control Panel — Administrative Tools —
Performance. This performance monitor enables monitoring of local and remote
machines and allows selection of many performance counters.

DB2 UDB V8.2 is fully integrated with System Performance Monitor. You can
select Database Instance related counters, Active Database related counters, or
Active Database Application related counters. Figure 5-5 shows the Add
Counters window from which you add the database-related counters.

Add Counters EH E3

" ilze local computer counters
" Select counters from computer:

J~\FOLONIUM =
Perfarmance ohject:
IDB2 D atabaze Manager ;l
Al counters O Allinstances
{* Select counters from list: % Select instances from list

Agents Aszigned from Pool ﬂ
Agents created due o emply ag
Cornritted Private bMemary

Current number of connechions |
Haszh Jaoin Threzhald

| aral active databazes -
4 »
Add Explain |

Cloge |

Figure 5-5 Database Manager Instance Performance counters.

Notice that the instance list in the right pane only shows active (started)
instances. Similarly, if you choose DB2 Applications from the Performance
object pull-down list in the left pane, you will see only active applications.

You may also choose DB2 Databases from the Performance object pull-down
list and you will be able to choose from active databases, for which at least one

connection exists or which have been activated with the activate database
command.

DB2 UDB V8.2 on the Windows Environment



The list of performance counters is very detailed; for example, the list of counters
that are available for active instance is quite large, as shown in Figure 5-6.

(&l Performance

W Fle  Ackion

Wiews Favoribes  Window  Help

EEAEEE
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DB2 Database Manager

Agents Assigned from Pool

Agents created due to emply agent pool

Committed Private Memory

Current number of connections for DB2 Connect
Hash Join Threshold

Local active databases

Local connections

Local connections executing in Database Manager
Maximum number of agents registered

Maximum number of agents waiting for a token
Maximum number of coordinating agents

Number of agents registered

Mumber of agents waiting for a token

Number of connections waiting for client to send request
Mumber of connections waiting for host to reply
Number of DRDA connection pool switch connections
Number of idle agents

MNumber of inactive DRDA agents

Mumber of MAX_AGENTS overflows

Number of nodes

Piped sorts accepted

Piped sorts requested

Post threshold sorts

Remote connections

Remote connections executing in Database Manager
Sort heap currently allocated

Stolen Agents

Total number of attempted connections for DBZ Connect

DB2
39399
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105037824
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Figure 5-6 Database Manager instance performance counters

There is a much longer list of performance counters available for active database
and active applications.

If you are not a performance expert, you may find the amount of information
overwhelming for day-to-day use. This is precisely why you will find a new feature
of DB2 UDB V8.2, Activity Monitor, so attractive.

5.5 DB2 Activity Monitor

Activity Monitor is a new tool that helps database administrators in resolving
application performance issues, application tuning, and SQL tuning tasks.
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Activity Monitor can be started as a task from Control Center or from the Start
menu: Programs — IBM DB2 — Monitoring Tools — Activity monitor.

Suppose that a DBA receives calls that simple SQL queries which query
DEPARTMENT table and return department number and manager number of a
given department number sometimes are returning result after a very long time.

We start Activity Monitor to see what is happening, using this simple example.

1. Select a database from the pull-down list, which opens a System, Instance,
and Database selection window (Figure 5-7).

!

TeySet Up Activity Monitor _

1. Introcuction Introduction
2. Monitaring Task Thig wvizard helps you to set up an activity monitor.
. BUmmary The Activity Monitor helps you to improve the efficiency of database performance

ronitaring, problem determination and resolution. By tracking & set of predefined montor
data, the Activity Monitor sllowes you to gquickly locate the cause of the problem. You can
then take direct action to resalve the problem or invoke another tool for further investigation.

The Activity Monitor can help you to monitor applicstion performance, spplication
CORNCUFFEnCY, resource consumption, and S0L statemert usage. The Activity Montor can
azsist you in diagnosing database performance problems such as lock waiting situations,
and in tuning gueries for optimal Ltilization of the database resources.

Task Owerview .

Select a databasze.

Databasze |=Select= vas

I Select Database [ x|

Select a database.

- 2l LOCHNESS
== POLOMILIM
E|Ey Instances
&2 pEz
EI{B' Datahazes
[ soMPLE =

(a8 I Cancel I Help I | |

L | B T Cancel I

Figure 5-7 Activity Monitor Setup Wizard
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Figure 5-8 shows the Introduction dialog with the selected database.

ty Monitor

1. Intraductian
2 Manitoring Taszk
3. Fitker

4. Summary

Introduction

This wizard helps you to set up an activity monitor.

The Activity Monitor helps you to improve the efficiency of databasze perfortmance
monitoring, problem determination and resolution. By tracking a set of predefined
monitar data, the Activity Montor alloves you to quickly locste the cause of the
problem. You can then take direct action to rezolve the problem or invoke ancther
tool for further investigation.

The Activity Monitor can help you to monitor application performance, application
CONCUITEncy, resource consumption, and SOL statement usage. The Activity
lonitor can assist you in diagnosing database performance problems such as lock
seaiting stuations, and in tuning queries for optimal wilization of the databasze
resouUrces.

Task Qwerview,

Select a databaze and pattitions.

Database | POLONILM - DEZ - SAMPLE

Parttions | Al

et b Finizh Cancel

Figure 5-8 Activity Monitor: Introduction
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2. Choose from predefined monitoring tasks or create a new one (Figure 5-9).

When creating a new one, we can use as a base one of the IBM-supplied

predefined tasks. For our example, we use one of existing monitoring tasks,
Resolving the performance degradation of an application, which most
closely resembles our problem. Click Next.

1. Introduction

2. Manitoring Task

3. Fitter

4. Summary

Select or create a monitoring task

Select an existing montoring task or create your own. Click Copy to creste a neswy
monitoring task based on ah existing monitoring task. Click Delete to delste one or more
selected monitoring tazks. You cannot remove any system-defined monitoring tazks.

Monitaring tasks
I Marme Pewy .. l
¥ System-defined Copry |
Reszolving a general database system slowdown [E|ETE |

. ing the perfofimanc ian of ar &

Rezolving an application locking situation

Tuning the dynamic S0L statemert cache

Kl | o

4 Gack | et ¥ I Finizh | Cancel |

-

=

Figure 5-9 Selecting a monitoring task
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3. Specify a filter for applications to be monitored (Figure 5-10). We are not sure
of the reason for application performance degradation or even which
application is causing this, so we leave the filter at the default selection of All
applications and click Next.

1. Intraduction Specify a filter for applications to be monitored

2. Manitaring Task Select the applications that you want to maonitor. You can accept the default setting and
’3’__.“7 monitor sl applications, or you can specify a fiter by selecting applications that meet

. P specific conditions, which enakles you to focus on & particular group of applications.

4. Summary

{~ Applications that meet the follawing conditions

Aftritiute Commpatison el
[#utharization 1D ~1F =
IAppIicatiun Pakne L.l |= J ‘
|pplication Handie (agert D) ~| |- =
Clear |
% heet all conition = eet any Conditions

4 Back | Plext » I Finish Cancel

Figure 5-10 Filter selection screen
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4. We see five applications on the list of top CPU-time-consuming applications

(Figure 5-11). Some are not relevant; for example, javaw.exe is a DB2 Activity
Monitor itself. We see that there are three applications that did not consume
any CPU time; perhaps they are waiting for something? We therefore
concentrate on the CLP application (db2bp.exe) with application handle 173.

ctivity Monitor - Resolving the performance degradation of an application

ctivi‘ty Monitar  Selected  Toolzs  Help _
LEBPDE-@0 FleF B @ <

mMontoring task  Resalving the perfarmance degradation of an application

Datahaze POLONIIM - DEZ - SAMPLE Fartitions IAII s |

Repart ITop CPU time-consuming spplications LI Detailz and Recommendatians |
Filter IAII s
Maitnum humber of applications displayed |1D rer is seconds = ,
Report data
Appiication Handle (agent D) 2 | Authorizetion D 2 | Applicstion 1D & | Tatel cPU Time = | User cPUTI
171 [javaw exe ADMMISTRATOR  [fLOCAL .DBQ.D4D?...| 2843750 ]
173 |dbZbp.axe |ADMIMSTRATOR  PLOCAL DE2.0407.. | 187200
463 |db2cli exe ADMIMSTRATOR  *LOCAL DE2.0407 .. 1}
101 |dbzZcli exe |ADMINISTRATOR HLoCal .DBQ.D4D?...| o
351 |dk2eli exe ADMIMISTRATOR *LOEAL .DB2.D4D?...| 0
< | i
R

Feport data iz refreshed. (70 404 1:33 P )

Figure 5-11 Top CPU-time-consuming applications
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5. Right-click the application with handle 351, which we know is slow, to open its
context menu (Figure 5-12). Select Show Lock Chains. By our theory, other
applications are waiting for something, so we see whether this could be Lock

Waits.

r - Resolving the performance degradation of an appl

Activity Monitor  Selected  Toolz  Help _
CERFEEBEIFRE B0 <

Monitoring task  Resolving the performance degradation of an spplication

Database POLONILM - DEZ - SAMPLE Partitions IAII wee |

- Detailz and Recommendations |

Report ITop CPU tirme-consuming spplications
Filter IAII s
Maxirun number of applications displayed |10 +ee 15 S - | o
Report data
Application Han...2 | Application Marme 2 | suthorization D2 | Tatal CFU Time & | User CPU Time & | Syste
173 |db2bp exe LooumieTonton_lusont HED 04, 187500 125000

DE2.04... [ 0
DE204... ]
DEz204.. | [
DE2.04... | [

453 |db2cl exe Farce
101 |db2cliexe Sheoww Latest Statements

351 jdb2cliexe Showe Latest Transactions
470 jav s Bxe

Kl I
SRy

Feport data is refreshed. ¢ 74404 1:55 PR 1
Figure 5-12 Selecting lock chains for an application

o oo
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6. The answer is that the applications we received complaints about are indeed
in lock wait, waiting for a lock acquired by another application: not the
application with handle 173 but the application with handle 463 (Figure 5-13).
We could come to the same conclusion using Snapshot monitor and getting
snapshots of the database for all applications and for locks on a database, but
Activity Monitor helped us find an answer quickly with the ease of a GUI.

F_'!:Application Lock Chains - 351
Application Lock Chaine  Selected  Wiew Tools  Help

POLOMIM - DE2 - SAMPLE Legend | INo automatic refresh

dbZcli.exe
[ ADMIMISTRATOR )

db2cliexe db2cli.exe
[ ADMIMISTRATOR ) [ ADMIMISTRATOR |
p— T
dbZbp.exe
{ ADMIMISTRATOR )

Lock cﬁains date and time: 7404 213 PM

Figure 5-13 Application lock chains
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7. But why are all applications waiting for locks and why is the application with
handle 463 holding some locks? Examine lock details for this application by
right-clicking the application in the lock chains chart and selecting Show Lock
Details from the context menu(Figure 5-14).

f_'!j Application Lock Chains - 351

Application Lock Chains  Selected  Wiew  Toolz  Help
POLGNILM - DEZ - SAMPLE Leaend | IND automatic refresh LI :
dhZcli.exe “ ‘
{ADMINISTRATOR )
About
= Lo
Showy Latest Statement
Showy Latest Transaction
F
db2cli exe db2eli__—
{ADMINISTRATOR ) [ADMINISTRATOR ) ‘
o ?
dh2bp.exe
[ADMINISTRATOR )
Lock chains date and time: 71 4/04 2:28 P

Figure 5-14 Show Lock Details
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8. We can see that our culprit has an IX (intent exclusive) lock on table and X
(eXclusive) lock on the row (Figure 5-15). It appears that this application is
updating the DEPARTMENT table by inserting or deleting a row and holding
the transaction, which may be not committing often enough or may be waiting
for user input to confirm change.

FOLOMILM - DE2 - SAMPLE

Genetal application infortmation

W pplication handle (agert 100 351 -
W pplication name db2cli exe

\Lthorization 1D ADMIMSTRATOR

Wpplication 1D *LOCAL DE2.040714163514

W pplication status

Partition nurmbet Al

Total numier of commits and rollbacks 1 __'J
Locks

Tahle Space Name 2=

Irterrial Share Lock (5 Grarted

Irterrial Share Lock (5) Grarted
LSERSPACED ADMIMISTRATOR DEPARTHMEMT  Tahle IntemionEclusive Lock ()
-
4] »

Locks waited on

Agent ID Holding Lock & | Application 10 Holding Lock 2 J Lock Wait Start Tirme . | Partition Mumber 2 I Tahle Space of Lo

Kl | 2
- |

Figure 5-15 Application lock details
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9. The Show Latest Statement option shows the exact SQL statement for which
application is running and holds the lock. Right-click the statement and select
Show Statement Text displays the whole SQL statement (Figure 5-16).

Application Statements

Application Statements  Selected  Tools  Help _
Database  POLOMIUM - DE2 - SAMPLE Partitions I.B.II

Report Top CPU titne-cansurming statererts n Detailz and Recommendations |

Filter AGENT_ID=551

Maximum number of SGL statements displayed I‘ID ses I IND automatic refresh = I '~

Report data
: Ert

& Start Time 2 | Stop Time =

O MALLY JO7A 42004 9404, |07 2004 S04,

festatement Te &)

POLOMIUM - DEZ - SAMPLE
nzert into department values ("A01" TS0 MULL A0 MULL) ﬂ

ingert into department val

[
QJE] [}{b [}=- m Help I

Feport data is refreshed. [ 71404 301 P )

Figure 5-16 Show application statement
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10.Now you can use the Force option to force off the application that holds the
lock, or take the opportunity to find whether there is other reason for the
application’s slowdown. For example, application 173 is a simple select
statement. We would like to know whether there is a reason other than lock
wait that makes the query run slowly. In the Application Statements dialog,
right-click the statement and select Explain SQL (Figure 5-17).

Application Statements  Selected  Toolz  Help _

Database POLOMUM - DEZ - SAMPLE Parttions IAII

Repaort ITop CPU titne-consuming SGL staterments LI Detailz and Recommendations |
Fitter I AGEMT_ID=173

Maximum number of SGL statements displayed |10 e !ND automatic refresh ﬂ .
Report data

Optitnize Warkload. ..

S

|
Feport data is refreshed. [ 71404 312 P

Figure 5-17 Explain SELECT SQL statement
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Figure 5-18 shows the Explain SQL setup screen. You also can get a different
query from a file you previously saved. Click OK to proceed.

f_'—jE:H:pIain 50L Statement - SAMPLE
POLOMIUM - DE2 - SAMPLE

SGIL text

zelect depthio, marna from depattment where deptho="A00"

[ x|
Get
Save |

Cuery number |1
ety tag I

Optimization class 5 ::I
i~ Populste all calumns in Explain tables

804 J Cancel Help

Figure 5-18 Explain SQL Statement setup
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11.DB2 displays the query access plan (Figure 5-19). From here you can find
details of the access plan. If you find out that the query ran slowly because
the statistics were not updated, you can invoke the Control Center and run
RUNSTATS on the table. For more about using the DB2 UDB Explain tool,
refer to System Monitor Guide and Reference, SC09-4847, and Guide to GUI
Tools for Administration and Development, SC09-4851.

Statemer‘rt Mode “iew Toaols Help M
R EEEEReE B 2w ®
POLOMILN - DEZ - SAMPLE
Package: MULLID.SY SSH200 Section number, 53
Explain date and time: 071402004 3:27:11 PM Parallelizm: Maone
Data Joiner: Mo
Total costitimerons): 12.94
@,
(RETURNU] 12.94)

Fy
- (TBSC&N(S) 12.94)

&

ADMINISTRATOR DEPARTWEMT

Figure 5-19 Access plan
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High availability

Today's e-business enterprises are facing the challenge of 24 x 7 availability.
These businesses require protection against both localized failures and entire
site disasters. The disaster recovery system should be simple to set up and
administer, with minimal impact on performance. When a system failure occurs,
the failover and fallback between the primary and backup system should be fast
and transparent for applications. DB2 UDB V8.2 offers a High Availability
Disaster Recovery (HADR) feature, which provides a solution that meets all of
the requirements. This chapter provides the detailed setup process of HADR. In
addition, high availability features Automatic Client Reroute and Index Logging
are also discussed.
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6.1 High Available Disaster Recovery

High Availability Disaster Recovery (HADR) is a replication that takes place at the
database level. The HADR requires two active systems: primary and standby. All
database transactions take place at the primary system. The transaction log
entries are continuously shipping to the standby machine via TCP/IP. The
standby system receives and stores log entries from the primary system and
applies the transactions. If the primary failed, the standby can take over the
transactional workload and become the new primary machine. Implementing with
the DB2 client reroute feature, the application will be rerouted to the new primary
machine by DB2. When the failed machine becomes available again, it can be
resynchronized and restored as the primary. Figure 6-1 illustrates the basic
principles of HADR.

|
Primary 5 Client
Connection Reroute

L= PRIMARY SERVER STANDBY SERVER [
gine Engine
e 7

Reader

Reader

(o][.]
Logs

-

Figure 6-1 HADR implementation

Setup
Setting up HADR is simple. DB2 UDB V8.2 provides both GUI and commands to
set up HADR. The setup procedure is as follows

» Prepare the primary stem: Set up the database logging to archive logging.
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» Prepare the standby by cloning the primary:
— Install DB2 UDB V8.2 on standby system, if not already done so.

— Use the DB2 restore facility, flash copy, or split mirror to create the
database in the standby system.

» Start the standby.
» Start the primary.

Our lab environment has the following system:

» Primary: xSeries® named Polonium

» Standby: Netfinity® named Jamaica

All of the disk drives are attached; there is no SAN system. We use the HADR
Setup wizard to perform the configuration:

1. From the primary system, start the Control Center. There are two ways to
invoke the HADR setup wizard:

— Select Tools — Wizards — Set Up High Availability Disaster Recovery
(HADR) Databases (Figure 6-2).

W Wizards

Create Table Space Wizard _ﬂ
Create Table Wizard

Design Advisor

Load \Wizard

Configuration Advisor

Festore Data \Vizard

Configure Database Logging Wizard

Set Up Activity Monitor Wizard

Set UpHigh &vailability Disaster Recovery (HADR) Databases
Configure Automatic Maintenance b

[a]04 ] Cancel J Help |

Figure 6-2 Invoking HADR Setup wizard from Tools bar

— Right-click the database and select High Availability Disaster
Recovery — Set Up (Figure 6-3 on page 192).
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Figure 6-3 Invoking HADR Setup wizard

2. The Database Selection window shows the systems, instances, and
databases that are cataloged on the database server. Select the system,
instance, and database of the primary system (Figure 6-4).

™ Database Selection

System Instance Databaze
JARAICA,
POLSHILIR DE2CTLSY TOOLSDE

Cancel Helg

Figure 6-4 HADR Database Selection
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3. The first HADR setup window introduces the HADR functions, a total of 10
setup steps (Figure 6-5). Click Next.

aster Recovery (| R} Databases

[1. Introcuction

2. Primary Database

3. Standhby Database

4. Backup mage

3. Restare datatase

5. Copy Ohjects

7. TCRAR Parameters

8. Client Reroute

4. Bynchronization a...

0. Summary:

Introduction

This wizard helps you configure the primaty and standby databazes to enable High Availabilty Disaster
Recovery (HADR) for use during partial and complete site failures. vou can start HADR on the
designated databazes when you complete this wizard or at a later time.

Important

The wizard might prompt you to provide data to update the TCPAP
service files onthe primary and standly systems with the HADR
service name and port number. Before you cortinue, ensure that you
hawe access autharity to update these service files. For more
information, read the Task overview .

To continue, click Mext.

2

The instance azsocisted with the selected database is configured with
tederated support. For more information, see HADR in Federated
ervironmerit.

Iext » I Finizt Cancel

Figure 6-5 HADR Introduction
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4. The HADR setup wizard checks whether the primary database has archive
logging configured. Click Next.

™ Set Up High Availability Disaster Recovery {(HADR) Databases

]

4. ntroduction Confirm the primary database selection

2. Frimary Database Enzure that the following detabasze is the one far which you want to set up a standby detabaze.
= If it is not, click Cancel.

3. Standby Databaze

4. Backup mage Primary database POLOMUR - DE2 - SAMPLE

5. Restore detahbase Detabaze state Roll forvward enabled

6. Copy Ohjects

7. TCRAR Parameters Logging type ARCHIVE " Enabled for log shipping

8. Client Reroute Infinite active log space Mo /" Enabled for log =hipping

4. Synchronization Ma...

0. Surrtrary

Test b Eirizh Cancel

Figure 6-6 HADR: Confirm the primary database selection
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5. Under Identify a standby database (Figure 6-7), specify the standby system
and instance and click Add. A pull-down list shows all instances and
databases cataloged in the primary machine. There are three options to
initialize the standby database, and we select the first: Use the backup
image of the primary database to initialize a standby database.

* . Set Up High Availability Disaster Recovery (HADR) Databases

1. Introduction

2. Pritnary Detabaze

[3. Standhy Databaze

4. Backup Image

5. Restore database

6. Copy Objects

7. TCPAP Parameters

8. Cliert Reroute

9. Synchronization Ma...

10. Summary

Identify a standby database
Select the standby system ahd instance. If the standiy system and instance are not currently cataloged, click Add to catalog thewr.

Instance name I.JAMDBz (DE2) - l Add...

Standiy databaze intiaization aptions:

= Usze 3 backup image of the primary database to intialize & stanchy database

Wiou can select from & list of existing backup images or create & new backup image. The folowing pages will help you to
inttialize the standby database using the DE2 UDE hackup and restore utiities.

‘o Use another existing detabase as the standhy detabase
Enter & database alias name to catalog the standby database.

Database name SaMPLE

Datahase alias name I A stabase..

gl Use suspended 10 and anline split mirror to inttialize & standiy database
To creste & spit mirror, consult the storage vendar documentstion applicable far your device. Exit from this wizard to perforr

the split mirror procedure. Once you have crested the mirror databaze, return to this wizard to configure the new database
az the standby database. For more information, see Suspended WD and onling spiit mirror

1| | Bl

4 Back | Mext b I Finizh | Cancel |

Figure 6-7 HADR: Identify a standby database
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6. The next window gives three options for you to specify the database backup
image for initializing the standby database:

— Select a backup image from the list provided: HADR setup wizard lists
all database backup images in the primary system for you to choose.

— Back up the primary database: This option takes you to the database
backup wizard to back up the database.

— Enter the backup image information: Enables you to specify the backup
image source (file system, tape, TSM, XBSM) on either the primary or
standby machine.

We select the first option and choose the offline backup image taken
previously (Figure 6-8).

e 5Set Up High Availability Disaster Recovery {(HADR) Databases

1. Introduction Specify a backup image of the primary database

You have chosen to set up a standby dstabase using the DE2 UDE backup and restore utilties. Use a

2. Primary Databasze -
- recent backup image to restore the standby database.

3. Standby Databasze

4. Backup Image " Select a backup image from the list proviced =

5. Restore database " Back up the primary database

&, Copy Ohiects ™ Enter the backup image information

. TCRAR Parameters
) The following table lizts all of the databasze level backup images recorded in the recowvery history
8. Cliert Reroute the list iz empty, wou can back up the primary database or erter the backup imsge informstion.

4. Eynchranization o,

110, Suntraty: Primary database - POLOMIUM - DB2 - SAMPLE

=) 1 Tirne 2 | Age (Days) 2 ] Eackup Type 2 I hedia Type = I Locatic

_ ull offline Directories or tapes

= 05272004

aBeck | [ mexr | mrisn | cancel |

Figure 6-8 HADR: Specify a backup image of the primary database
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7. You can let HADR setup wizard ships the database image copy to the standby
system to the specified location as shown in Figure 6-9.

y Disaster Recovery (HADR)

1. Introduction Restore database on standby system
2. Primary Database

Standby database - JAMAICA - JAMDEZ (DB2)
3. Standby Database

The follovving values shov the cataloged alias name identical to the primary databaze natmne.
4. Backup Image

& Restore databas_a Database name SAMPLE
6. Copy Ohjects Database alias name  JAMDE
7. TCPAP Parameters

5. Clisrt feroute Copy backup image - Directories or tapes - 05/28/2004 6:47:27 PM

9. Synchronization bo.. Befare you restare the database onthe standby system, you might need to copy the backup image

0. Stianay v Copy the backup image from the primary system ta the standby system

el Do not copy. The backup image location iz slready accessihle onthe standoy system.

Backup image location

Pritnary system - POLOMIUM Standby system - JAMAICA
o hZhackup

Restore standby database

To zet advanced restore options, click the browse push button.

|RESTORE DATABASE SAMPLE FROM "DoghZbackup” TAKEM AT 200405251547 27 REPLACE HISTORY FILE VATHOUT PROMPTIN
| | B

agack | [ metr | Foen | conca |
Figure 6-9 HADR: Restore database on standby system
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8. Obijects that are stored externally (such as stored procedures and UDFs) are
not included in the database backup image. This step enables you to specify
those objects to be copied from the primary system to the standby system
(Figure 6-10). We do not have any external objects, so we click Next.

,Set Up High Availability Disaster Recovery (HADR) Databases

1. Introduction Copy objects to the standby system

2. Frimary Database Ohjects that are stored externally, such as user-defined functions (UDF=) or stored procedures, are
- not included in the backup image and must be moved to the standby system separstely. Inthe

3. Standby Databasze following table, you can select the ohjects that you want to copy and specify a new location for them

4. Backup Image on the standby system. You can also add objects to the list by clicking Add.

5. Restore database Inmportant

6. Copy Ohiects
For more infarmation on managing external abjects that are not included in the backup image, see

L EHHIP (PRI Tazk overviewr. The ohjects you select are copied as hinary files to the standby system. If you do
. Client Feroute not weant to copy any objects at this time, click Mext.

9. Synchronization Mo...
2 wynenronizaton ko [Cl Manually erter the stancby locations.
10 Summary:
I Copy tathe same location &3 the primary onthe standiy system.

Copy = ] Files oty Prirnzty = i Directory o Standiy 2 | Furiction
Add...
Remoye |
4| | 2l

nedb | Frisn | cancel

Figure 6-10 HADR: Copy objects to the standby system
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9. Primary and standby systems communicate through TCP/IP. You can specify
the service name and port number for HDAR in primary and standby systems
(Figure 6-11). Click View Service File to view the service names and port
numbers that are already defined in the service file.

e Set Up High Availability Disaster Recovery (HADR) Databases

1. Intraduction

2. Primary Database

3. Standby Database

4. Backup Image

5. Restore databaze

B. Copy Objects

[t TcPiP Parameters
8. Client Reroute

9. Synchronization Mo...

10, Summary

Specify TCP/IP communication parameters

TCPAP connections are used between the primary and standiy systems, When HADR makes & connectioh between the prifary

and standby databases, it looks wp the TCPAP service name and host

Important

If the HADR: service hame and port nummber pair is not specified in the

natne for each of the database configurations

setvice file, ehsure that you

have necesszary file permizsion before you cortinue. Without permizsion, the service file update

action will fail.

Primaty database - POLOMIUM - DB2 - SAMPLE

Host name

HADR port numkber I 55001

Standby databaze - JAMAICA - JAMDEZ (DEZ) - JAMDE (SAMPLE)

Host natne IJAMAICA “iewy [P Information...
HADE service natme IDBZ_HADR_Q Wiewy Service File...

HADR part humber I 55002

“iewr [P Information...

HADFR =ervice name IDBQ_HADR_1 Wiew Service File. ..

4 Back | Mext b I Finish

Cancel

Figure 6-11 HADR: Specify TCP/IP communication parameters
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10.The next window is an optional configuration that sets the client reroute
information for DB2 to reroute the application after HADR failover has been
manually issued. We select this option (Figure 6-12).

™ Set Up High Availability Disaster Recovery (HADR) Databases

1. Introduction Configure databases for automatic client reroute

2. Primary Database Cliert reroute permits a client application to continue its work with minimal interruption after an HADR failover has been manuslly
- izsued to the datshasze that it is accessing

3. Stanclhy Databaszs

4. Backup Image IV Epecity afiernate server for databases

5. Restore detehase

E. Copy Objects Primaty database - POLOMIUM - DE2 - SAMPLE

I WO PEER Alternate hostname | JAMAICA

5. Cliert Reroute

Alernate pott number I 50000
9. Synchronization Mo...

10. Summary
Stanchy databass - JAMAICA - JAMDEZ (DBZ) - JAMDE (SAMPLE)

Alternate host namme IPOLONILIM

Alternate port nuember I 50000

agock | [ medr | Ensh | concal

Figure 6-12 HADR: Configure databases for automatic client reroute

11.The next window for specifying the synchronization mode for peer state log
writing. The synchronization mode specifies the log write behavior between
primary and standby when they are in peer state. There are three
synchronization modes:

— Synchronous (zero data loss): In this mode, DB2 gives commit
acknowledgement to an application only when the transaction is written to
disk on both primary and standby. Therefore, no transaction will be lost
even if both primary and standby failed.
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— Near synchronous: In this mode, the log write at primary and the send to
the standby are performed in parallel at the primary. A commit succeeds
when the log data is on disk at the primary and it has been receive by the
standby. This is a no transaction loss in single site failure scenario.

— Asynchronous: In this mode, a commit succeeds when the log data is on
disk at the primary and it has been sent to the standby. The log data
transmission is guaranteed by TCP/IP sockets. There is no
acknowledgement of log data transmission between primary and standby.

There is some performance trade-off between modes. You should choose the

synchronization mode based on the business requirement. We use Near

synchronous mode, see Figure 6-13.

®5et Up High Availability Disaster Recovery (HADR) Databases

1. Introcuction

2. Primary Database
3. Standby Database
4. Backup Image

5. Restore databaze
6. Copy Chiects

7. TCPAP Parameters
. Client Reroute

9. Synchronization Ma...

10, Suminary

Specify synchronization mode for peer state log writing

When the prifnary and standiby systems are in the primmary system writes log pages to a local
dizk and sends them to the standby systemn, The synchronization mode specifies the log wiiting bebavior
hetween the primary and standhy systems when they are in peer state. If the systems are in catchup state
log weriting st the primary is not impacted and the synchronization mode does not apply.

Synchronization macle
" Synchronous

Thiz mode gusrantess no loss of data, Failback is supported,

(¥ hear synchronous

Thiz mode guatantess no loss of data for single point-of-failure disasters. If no loss of data has
occurred, failback is supported.

(" Asynchronous
I this mode the primary does not wait for log data to reach the standby . This means thet log data

tright be 1ozt in the event of & failover. If HADR detects a loss of log data, which iz likely to ocour
inthis made, failback iz not supported.

Connection time-out period

Tirme out in seconds 120 ﬁ

4 Back | Iext b I Finizh Cancel

Figure 6-13 HADR: specify synchronization mode
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12.The last window shows a summary of the HADR setup information. You can
specify whether you want to start HADR immediately or later (Figure 6-14).

™ Set Up High Availability Disaster Recovery (HADR) Databases

1. Irtroduction Review the actions that will occur when you click Finish

2. Primary Database ‘When you click Finish, the wizard will verify and save your options in the selected primary and standby databases. This might invols

- walidating the standly dstabase configuration parameters, moving objects to the standby databasze, and updsting the TCPAP service

3. Standhy Database files. HADR databaze configuration parameters wil be updated as specified. The Start HADR options let you choose to start HADR
immedistely or to start it later. Health Monitor might issue slerts when potential problems with HADR are detected.

4. Backup Image —_—

5. Restore database Pritnary database - POLONIUM - DE2 - SAMPLE

6. Copy Objects Host name POLONILNM

HADR zervice name DB2_HaDR_1

7. TCPAP Parameters
n Remate instance name  DBE2

8. Client Reroute

9. Synchronization ha... Standby database - JAMAICA - JAMDEZ (DE2) - JAMDE (SAMPLE)
10, Sutrirnary Host hame JORAICA, N
HADR service name CB2_HADR_2 i \
Remote instance name  DB2 E ‘j'
"

Synchronization mode

Mode: Near synchronous
Time-out petiod (in seconds) 120

Start HADR options:

" Start HADR &t & later time

Showr Command....

4 Back | Cancel |

Figure 6-14 HADR: Summary

Click Show Command to display the entire HADR setup command script,
which is shown in Example 6-1.

Example 6-1 HADR setup script

-- Update configuration parameters on primary database - POLONIUM - DB2 -
SAMPLE

UPDATE DB CFG FOR DB SAMPLE USING LOGINDEXBUILD ON

UPDATE DB CFG FOR DB SAMPLE USING INDEXREC RESTART

-- Copy backup images from primary to standby system.

-- Location on primary system : d:\db2backup

-- Location on standby system : D:\db2backup

-- Restore database on standby system - JAMAICA - JAMDB2 (DB2) - JAMDB
(SAMPLE)

202 DB2 UDB V8.2 on the Windows Environment



RESTORE DATABASE SAMPLE FROM "D:\db2backup" TAKEN AT 20040528164636 REPLACE
HISTORY FILE WITHOUT PROMPTING

-- Configure databases for client reroute - POLONIUM - DB2 - SAMPLE

UPDATE ALTERNATE SERVER FOR DATABASE SAMPLE USING HOSTNAME JAMAICA PORT 50000
-- Configure databases for client reroute - JAMAICA - JAMDB2 (DB2) - JAMDB
(SAMPLE)

UPDATE ALTERNATE SERVER FOR DATABASE SAMPLE USING HOSTNAME POLONIUM PORT 50000

-- Update service file on primary system - POLONIUM
-- Service name : DB2_HADR 1

-- Port number : 55001

-- Service name : DB2_HADR 2

-- Port number : 55002

-- Update service file on standby system - JAMAICA
-- Service name : DB2_HADR 1

-- Port number : 55001

-- Service name : DB2_HADR 2

-- Port number : 55002

-- Update HADR configuration parameters on primary database - POLONIUM - DB2 -
SAMPLE

UPDATE DB CFG FOR SAMPLE USING HADR_LOCAL_HOST POLONIUM
UPDATE DB CFG FOR SAMPLE USING HADR_LOCAL_SVC DB2_HADR_1
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_HOST JAMAICA
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_SVC DB2_HADR_2
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_INST DB2
UPDATE DB CFG FOR SAMPLE USING HADR_SYNCMODE NEARSYNC
UPDATE DB CFG FOR SAMPLE USING HADR_TIMEOUT 120

CONNECT TO SAMPLE

QUIESCE DATABASE IMMEDIATE FORCE CONNECTIONS

UNQUIESCE DATABASE

CONNECT RESET

-- Update HADR configuration parameters on standby database - JAMAICA - JAMDB2
(DB2) - JAMDB (SAMPLE)

UPDATE DB CFG FOR SAMPLE USING HADR_LOCAL_HOST JAMAICA
UPDATE DB CFG FOR SAMPLE USING HADR_LOCAL_SVC DB2_HADR 2
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_HOST POLONIUM
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_SVC DB2_ HADR_1
UPDATE DB CFG FOR SAMPLE USING HADR_REMOTE_INST DB2
UPDATE DB CFG FOR SAMPLE USING HADR_SYNCMODE NEARSYNC
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UPDATE DB CFG FOR SAMPLE USING HADR_TIMEOUT 120

-- Start HADR on standby database - JAMAICA - JAMDB2 (DB2) - JAMDB (SAMPLE)

DEACTIVATE DATABASE SAMPLE
START HADR ON DATABASE SAMPLE AS STANDBY

-- Start HADR on primary database - POLONIUM - DB2 - SAMPLE

DEACTIVATE DATABASE SAMPLE
START HADR ON DATABASE SAMPLE AS PRIMARY

13.Click Finish, and the HADR setup wizard displays a list of setup activities and
starts performing each step. If you chose to start HADR later, you will not see
the last step, shown in Figure 6-15.

® . Set Up High Availability Disaster Recovery (... [_ (O] %

Steps

= Copyihg hackup image files
Restoring standby database
Yalidsting standby database configuration parameters
Checking Heslth Maonitor parameters
Configuring databases for client reroute
Checking federated detabasze system support
Updating service files
Updating HADR database configuration parameters
Starting HADR on databazes

Close |

Figure 6-15 HADR: Perform HADR setup
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An error message will pop up and setup is stopped if HADR encounters
errors. A success message will be displayed at the end when all tasks have
completed successfully (Figure 6-16).

* e DB2 Message

HADR database configuration is completed successiully,

Cloze

Figure 6-16 HADR setup completed successfully

Managing HADR

After the HADR is set up, you can manage it using the DB2-provided GUI tool. To
invoke the HADR manager, start Control Center, right-click the primary database,
select High Availability Disaster Recover, then Manage. Figure 6-17 on

page 206 shows the HADR managing window, which displays the status of the
HADR pair and the log position. The status is updated based on the specified
refresh interval.

The HADR managing window can be used to start and stop HADR, and to
perform a takeover action.
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™ uManage High Availability Disaster Recovery (HADR)

Data refreshed: May 28, 2004 11:49:25 AM Refresh frequency ISD seconds hd I Loy

Status of HADR Pair

- ﬁi :ﬂ . Start HADR... |
& eer

Synhchronization mode:  Mear syhchronous
Connection status: Connected
Connection changed: May 28, 2004 9:47:06 Ahd Takeowver HADR.. |
Log gap (bytes): 4095956

POLOMIIM - DE2 - SAMPLE

Fole: | i PRIMARY Configure... |

Log postion:  S0000008 LOG
Log page: 1]

JAMAICA - NODE (DEZ) - DE2 (SAMPLE)

Rals: !ﬁ STANDEY
Log position:  S0000007 LOG Configure.... |
Log page: 1]

Cloze | Help |

Figure 6-17 HADR: Managing HADR

You can use the DB2 registration parameter DB2_HADR_BUF_SIZE to set the
HADR buffer size. The database configuration file shows the HADR setup

information:

HADR database role = PRIMARY
HADR Tocal host name (HADR_LOCAL_HOST) = POLONIUM
HADR Tocal service name (HADR_LOCAL_SVC) = DB2_HADR_1
HADR remote host name (HADR_REMOTE_HOST) = JAMAICA
HADR remote service name (HADR_REMOTE_SVC) = DB2_HADR_2
HADR instance name of remote server (HADR_REMOTE_INST) = DB2

HADR timeout value (HADR_TIMEOUT) = 120

HADR log write synchronization mode (HADR_SYNCMODE) = NEARSYNC

Note: Setting these parameters neither enables HADR on a database nor
indicates whether a database is primary or standby. This separation allows
users to disable HADR without losing its configuration.

Monitoring

You can use the DB2 snapshot to view the log position of primary and standby
databases. When a snapshot is taken on a HADR node, it includes log positions
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of both primary and standby (Example 6-2). The two machines will exchange
their log positions via messaging.

In case of a broken connection, remote log position and log gap will not be
updated, but the old values will still be reported so that users have some idea of
the state of the system when the connection was lost.

Example 6-2 HADR: monitoring using snapshot

Database Snapshot

Database name = SAMPLE

Database path = C:\DB2\NODE0000\SQL00002\
Input database alias = SAMPLE

Database status = Active

Catalog database partition number =0

Catalog network node name =
Operating system running at database server= NT

Location of the database = Local

First database connect timestamp = 06/01/2004 10:25:13.423638
Last reset timestamp =

Last backup timestamp = 05/28/2004 18:47:27.000000
Snapshot timestamp = 06/01/2004 11:35:44.290858

HADR Status

Role = Primary
State = Peer
Synchronization mode = Nearsync
Connection status = Connected , 06/01/2004 10:25:13.765488
Heartbeats missed =0

Local host = POLONIUM
Local service = DBZ_HADR_1
Remote host = JAMAICA
Remote service = DBZ_HADR_2
Remote instance = DB2
timeout (seconds) =120

50000001.L0G, 0, 0000000000FA0060
50000001.L0G, O, 0000000000FA0060

Primary log position(file, page, LSN)
Standby log position(file, page, LSN)
Log gap running average(bytes) = 0

Failover

HADR enables the standby database to take over as the primary database with
full DB2 functionality. The failover process is ultra fast. With the TAKEOVER
command, you can change the standby into primary in response to a failure of
primary or switch the roles of a healthy primary-standby pair to update software
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on the fly. The TAKEOVER command can be embedded in very simple heartbeat
scripts.

There are two types of TAKEOVER:
» Emergency TAKEOVER (by force)

In an emergency situation such as primary system hardware failure, you can
force the standby system to take over the primary role. By issuing the
TAKEOVER command, the standby sends a notice asking the primary to shut
itself down. The standby does not wait for any acknowledgement from the
primary to confirm that it has received the takeover notification or that it has
shut down. The standby system stops receiving logs from the primary,
finishes replaying the logs it has already received, and becomes a primary.

» Normal TAKEOVER (no force)

The normal TAKEOVER can be used in situations such as software upgrade.
For this type of takeover, the primary and standby switch roles. The following
steps are carried out:

a. Standby tells primary that it is taking over.
b. Primary forces off all client connections and refuses new connections.

c. Primary rolls back any open transactions and ships remaining log, up to
the end of log, to standby.

d. Standby replays received log, up to end of the log.
e. Primary becomes new standby.
f. Standby becomes new primary.

The HADR TAKEOVER command syntax is as follows:

>>-TAKEOVER HADR ON--+-DATABASE-+--database-alias--------------- >
I_DB _______ 1

D e Femtm e Fem——- ><
'-USER--user-name--+-----=---—-—-—-—- +-' '-BY FORCE-'
'-USING--password-"'

In addition to the TAKEOVER command, the HADR takeover action can be
performed via the HADR manager GUI tool. After the HADR manager is invoked,
click Takeover HADR (Figure 6-17 on page 206). The TAKEOVER HADR
window opens (Figure 6-18 on page 209).
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* e Takeover HADR

Takeover HADR using the follovving databasze:
Database Mame  JAMAICA - MODE (DE2) - DB2 (SAMPLE)
State Peer

¥ Switch roles

When this option executes, primary and standby switch roles. Client connections
on the old primary are forced cloged, and open transactions are rolled back.

" Execute failover

When this option executes, the current standhby becomes the new primary, and
there iz a rigk of tranzaction logs. The failover can be executed even if the
currert primary cannot be reached by nebwork, This option is recommendecd
wehen the current primary has failed. If the current pritmary is active, shut it dosven
befare takeowver to prevent two primaries from coexisting.

Ok | Cancel |

Showy Camman

Figure 6-18 HADR: TAKEOVER

This window has two options:

» Switch roles
This action is a normal takeover. It issues the following TAKEOVER
command:
TAKEOVER HADR ON DATABASE DB2 USER db2admin USING *****%¥*,
» Execute failover
This is the emergency takeover situation. It issues the following command:
TAKEOVER HADR ON DATABASE DB2 USER db2admin USING ******** BY FQRCE;
TAKEOVER example

To demonstrate the HADR function, we simulate the system crash situation by
shutting down the primary system while DB2 is up and running. We performed

these activities in our lab with our primary system (Polonium) and standby

system (Jamaica):

1. Create a sample table db2admin.hadrtb1 in the primary system (Polonium)

and insert two records (Figure 6-19 on page 210).
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e\ |DBZ CLP

[DB288AA 1

[DB288AA 1

COL1

C:\DB2Scripts>db2 connect to sample
Database Connection Information
Database server

2QL authorization ID
Local database alias

C:5\DB2Scripts >dh2

The SQL

C:\DB2Scripts >dh2
{2, 'rec2’')

The SQL

C:5\DB2Scripts >dh2

COL2

1 recl
2 rec2

2 record{s} selected.

C:n\DB2Scripts>_

DE2/NT 8.2.8
ADMINIST. ..
SAMPLE

create tabhle db2admin_hadrthl {(coll integer. col2 char (53>
command completed successfully.

insert into db2admin.hadrtbhl {coll, col2> values (1. ‘recl’>.
command completed successfully.

select * from db2admin.hadrthl

Figure 6-19 HADR Example: Create table

2. Shut down the primary system Polonium.

3. Because the primary system crashed, we bring up the standby system as the
primary. In standby system Jamaica, open a DB2 command line window and
issue the takeover command:

db2 takeover hadr database sample force

After the takeover has completed successfully, we connect to the database
and insert one record to the table adb2admin.hadrtb1 (Figure 6-20 on
page 211).

DB2 UDB V8.2 on the Windows Environment



cv|DBZ CLP

“Program Files“\]1BM~S8QLLIB“BIN>dbh2 takeover hadr on databhase sample hy force “
B28BARI The TAKEOUER HADR ON DATABASE command completed successfully.

C:“Program Files“\IBM~SQLLIB-BIN>dh2 connect to sample
Databhase Connection Information
Database server

SQL authorization ID
Local database alias

DB2/NT &.2.8
ADMINIST. ..
SAMPLE

C:“Program Files“IBM~SQLLIB~BIN>db2 "zelect * from dbZadmin.hadethl™
COLA1 COL2

1 recl
2 rec2

2 record{s?> selected.

g:\Program Files“\IBM\SQLLIBS\BIN>dbh2 insert into db2admin.hadrtbl values{3.’recd’
ﬁBZBEBBI The SQL command completed successfully.

:“\Program Files“IBM~SQLLIB-BIN}_

Figure 6-20 HADR example: take over the primary system

» When the old primary Polonium is up, the database comes online as a
primary. You will see two primaries in the HADR Manage wizard bit it will not
complete crash recovery until it is switched as a standby. The DBA must issue
the START HADR AS STANDBY command to initiate the re-integration
process.

At the Polonium system, open a DB2 command line process window. If DB2 is
not already open, start it with the db2start command, then enter the following
commands:

db2 deactivate database sample
db2 start hadr on database sample as standby

Figure 6-21 shows the execution of the commands.

©c+|DBZ CLP

C:“Program Files“IBM~SQLLIB\DBZ>dbZ deactivate database sample
5QL1476W Deactivate database is successful, but the database was not
activated.

C:“Program Files\IBM~SQLLIB-\DB2Z>db2 start hadr on database sample as standhy
DEZAPBAI  The START HADR ON DATABASE command completed successfully.

C:~Program Files“~IBM“SQLLIB~DBZ>_

q | Bl
Figure 6-21 HADR example: Start the old primary as standby

Now, Polonium becomes the standby and transactions will be shipped from
Jamaica to Polonium (Figure 6-22 on page 212).
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™ Manage High Availability Disaster Recovery (HADR)

Data refreshed: Jun 1, 2004 10:25:33 AM Refresh frequency Mo automatic refresh = l T}

Status of HADR Pair

o rfl:ﬂ . Start HAOR.. |
e eer
Synchronization mode:  Mear synchronous Stop HADR... |

Connection status: Connected

Connection changed: Jun 1, 2004 10:25:13 Akt Takeover HADR... |

Log gap (hytes): 97

POLONIUM - DEZ - SAMPLE

Role: :ﬁ STANDEY Configure... l

Log postion:  S0000001 LOG
Log pace: 1]

JAMAICA, - JAMDEZ (DE2) - JAMDE (SAMPLE)

Raole: | i PRIMARY
Log position: SD_DDDDD1LOG Configure... |
Liog pace: o

Help |

Figure 6-22 HADR example: Old primary now is the standby
4. To return the system roles to their pre-crash status, use the HADR switch role
function from the wizard, or use a command.

To use the wizard, in Polonium, open HADR Manage wizard — Takeover
HADR — Switch Roles.

The command is:
TAKEOVER HADR ON DATABASE SAMPLE

The roles are switched and the transactions that took place on Jamaica are
now on Polonium (Figure 6-23 on page 213).
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o\ |DB2 CLP

|»

C:~Program Files“IBM~SQLLIB~DEBZ>dh2 connect to sample
Databasze Connection Information
DB2/NT 8.2.8

ADMINIST ...
SAMFLE

Database server
SqL authorization ID
Local databasze alias

C:~Program Files“IBM~SQLLIB~DEBZ>dh2 select * from db2Zadmin.hadrthl
COL1 COL2

1 recl
2 rec2
3 rec3 -

3 recordds) selected.

C:~Program Files“~IBM~SQLLIB~DBZ>_
< | &l
Figure 6-23 HADR example: Switch the roles back to the original setup

Software upgrades on the fly

In the HADR environment, you can upgrade software without system outage by
utilizing the normal TAKEOVER process. The procedure is as follows:

Make sure that HADR is in peer state.

Suspend the standby by stopping HADR.

Upgrade the standby.

Start the standby again and let it catch up with the primary.

Issue a normal TAKEOVER to switch the role of primary and standby.
Suspend the new standby and upgrade it.

Reactivate the new standby and let it catch up with the primary.

© N o o~ 0w b=

To switch the primary and standby back to their original roles, issue the
TAKEOVER again.

Considerations
In this section, we discuss the performance, backup/restore, and other
considerations of HADR.

Restrictions
The current release of HADR has the following restrictions:

» HADR is supported on DB2 UDB Enterprise Server Edition (ESE) only.
However, DB2 ESE with DPF is not supported.
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» The primary and standby databases must have the same operating system
version and the same version of DB2 UDB, except for a short time during a
rolling upgrade.

» The DB2 UDB release on the primary and standby databases must be the
same bit size (32-bit or 64-bit).

» Backup operations are not supported on the standby database.

» Reads on the standby database are not supported. Clients cannot connect to
the standby database.

» Log archiving can only be performed by the current primary database.
» Load operations with the COPY NO option specified are not supported.
» Only one standby for one primary, multiple-target system is not supported.
» Some operations are not supported:
— Data links
— Log file backups on the standby
— Database or table space restore

— Non-logged operations, such as changes to database configuration
parameters and to the recovery history file, are not replicated to the
standby database.

Performance

Theoretically, the standby can process transactions faster than the primary
because it does not perform locking, manage connections, or generate logs. On
the HADR primary, the commit processing may be slightly delayed if the system
is configured to use a synchronization mode of SYNC or NEARSYNC.

If the connection is lost, a transaction may experience a commit delay of about
the length of the configured HADR_TIMEOUT.

The performance of DB2 functionality immediately after failover may not be
exactly the same as it was just prior to the failover; it depends on how much
catch-up is required. A ramp-up time should be similar to what is experienced for
an application when a DB2 database is first started.

The best way to describe the network requirements is to monitor logging activity
and determine the rate of logging. Whatever the rate of logging is, that would be
the required network transfer rate.

Alter table log index will increase the logging requirements. If the user chooses to
not log index builds, then those indexes will have to be rebuilt on the new HADR
primary after a takeover.
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Backup and restore

Database backup is possible on the primary, but not supported on the standby
database in the current HADR release. However, database-level restores are
allowed against existing HADR primary and HADR standby databases. As part of
the restore operation, however, the database will be changed from its existing
HADR role into a “standard” DB2 database. As a result, after a restore the
database will not automatically reconnect with its HADR partner.

Table-space-level restores on the primary and standby will be disabled. The
redirected restores will not be supported in any form. HADR does not replicate
the recovery history file.

Others
Some points that should be noted regarding HADR:
» The HADR database must not use circular logging.

» Log archiving methods supported by DB2 are: disk, TSM, vendor, userexit,
and logretain. However, log archiving is done only from the primary database.

» The HADR standby does not archive log files; it deletes them when they are
not longer needed. (The primary says when.)

» Log mirroring (MIRRORLOGPATH) works as usual on both the primary and
the standby.

» HADR does not replicate configuration parameters.

» HADR does not replicate the shared libraries or DLLs of the UDFs or the
Stored Procedures.

» The DB2 administrator must copy the executable in the proper directories.

6.2 Automatic client reroute

Uninterrupted service is the goal of high availability. The automatic client reroute
feature enables client applications to recover from a loss of communication with
the server and to continue working with minimal interruption. To enable DB2 to
reroute the client applications, an alternate database location must first be
specified at the server. This information then will be passed to the client at
database connection time. If the communication is lost, the DB2 client will use
the information to route the application to the alternate database. Automatic
client reroute is only supported with TCP/IP protocol.

The automatic client reroute feature could be used within the following configured
environments:

» Enterprise Server Edition (ESE) with the data partitioning feature (DPF)
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» Data Propagator (DPROPR)-style replication
» High availability disaster recovery (HADR)
» Microsoft Cluster Server (MSCS)

The UPDATE ALTERNATE SERVER FOR DATABASE command can be used to
establish the alternate database server. The alternate host name and port
number is given as part of the command. The location is stored in the system
database directory file at the server. You can specify an alternate location
through the command line processor by invoking an application programming
interface (API), or when adding a database using the Control Center or the
advanced view of the Configuration Assistant. For example, we can use the
Automatic Client Reroute feature with the HADR example shown in the previous
section. The alternate server will be the standby server. This is the command:

UPDATE ALTERNATE SERVER FOR DATABASE sample USING jamaica PORT 50000

In the HADR setup example, we utilize the GUI to establish the client reroute for
both servers. See “Setup” on page 190.

In general, if an alternate server is specified, automatic client reroute will be
enabled when a communication error (SQLCODE -30081) or a SQLCODE -1224
is detected. However, in a HADR environment, it will also be enabled if
SQLCODE -1776 is returned from the HADR standby server. If communication
between the client and the server is lost for any reason, the DB2 UDB client code
will attempt to re-establish the connection by using the alternate server
information. The DB2 UDB client will attempt to reconnect with the original server
and the alternate server, alternating the attempts between the two servers. When
a connection is successful, SQLCODE -30108 is returned to indicate that a
database connection has been re-established following the communication
failure. The host name/IP address and service name/port number are returned.
The client code only returns the error for the original communications failure to
the application if the re-establishment of the client communications is not
possible to either the original or alternative server.

Limitations
There are some limitations with use of the automatic client reroute feature:

» Communication protocol

Automatic client reroute is only supported when the communications protocol
used for connecting to the DB2 UDB server, or to the DB2 Connect server, is
TCP/IP. This means that if the connection is using a protocol other than
TCP/IP, the automatic client reroute feature will not be enabled. Even if DB2
UDB is set up for a loopback, TCP/IP communications protocol must be used
in order accommodate the automatic client reroute feature.
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New connections

After the connection to the alternate server location is re-established, any new
connection to the same database alias will be connected to the alternate
server location. If you want any new connection to be established to the
original location in case the problem on the original location is fixed, there are
a couple of options from which to choose:

— Take the alternate server offline and allow the connections to fail back over
to the original server. (This assumes that the original server has been
cataloged using the UPDATE ALTERNATE SERVER command such that it
is set to be the alternate location for the alternate server.)

— Catalog a new database alias to be used by the new connections.
— Uncatalog the database entry and recatalog it again.
OS support

DB2 UDB for Linux, UNIX, and Windows operating systems will support the
automatic client reroute feature in both the client and the server side. Other
DB2 UDB families do not currently support this feature.

DB2 version support

The DB2 UDB server installed in the alternate host server must be the same
version (but could have a higher fix pack) when compared to the DB2 UDB
installed on the original host server.

Alternate server information

Regardless of whether you have authority to update the database directory at
the client machine, the alternate server information is always kept in memory.
In other words, if you did not have authority to update the database directory
(or because it is a read-only database directory), other applications will not be
able to determine and use the alternate server, because the memory is not
shared among applications.

Authentication

The same authentication is applied to all alternate locations. This means that
the client will be unable to re-establish the database connection if the
alternate location has a different authentication type than the original location.

Session resources

When there is a communication failure, all session resources such as global
temporary tables, identity, sequences, cursors, server options (SET SERVER
OPTION) for federated processing and special registers are lost. The
application is responsible to re-establish the session resources in order to
continue processing the work. You do not have to run any of the special
register statements after the connection is re-established, because DB2 UDB
will replay the special register statements that were issued before the
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communication error. However, some of the special registers will not be
replayed. They are:

SET ENCRYPTPW

SET EVENT MONITOR STATE
SET SESSION AUTHORIZATION
SET TRANSFORM GROUP

» z/0S

A datasharing SYSPLEX setup on DB2 UDB for z/OS may return a list of
servers that are available to be connected. However, the list is only kept in
memory, when a communication failure happens. At that time, the DB2 UDB
client will use the list to determine the location of the appropriate alternate
server for connection.

Note:

If the client is using CLI or JCC Type 2 or Type 4 drivers, after the connection is
re-established, then for those SQL statements that have been prepared against
the original server, they are implicitly reprepared with the new server. However,
for embedded SQL routines (for example, SQC or SQX applications), they will
not be reprepared.

An alternate way to do Automatic Client Reroute is to use the DNS entry to
specify an alternate IP address for a DNS entry. The idea is to specify a second
IP address (an alternate server location) in the DNS entry; the client would not
know about an alternate server but at connect time DB2 UDB would alternate
between the IP addresses for the DNS entry.

6.3 Index logging
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The index logging level is controlled by the database configuration parameter
LOGINDEXBUILD and the LOG INDEX BUILD option in CREATE TABLE and
ALTER TABLE commands. DB2 performs different levels of logging when it
creates, re-creates, or reorg index on a table based on the setting of the
parameter and option. LOGINDEXBUILD can be set to ON or OFF. The LOG
INDEX BUILD option has three parameters:

» NULL

Specifies that the value of the LOGINDEXBUILD database configuration
parameter will be used to determine whether index build operations are to be
completely logged. This is the default when the table is created.
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» OFF

Specifies that any index build operations on this table will be logged minimally.
This value overrides the setting of the LOGINDEXBUILD database
configuration parameter.

» ON

Specifies that any index build operations on this table will be logged
completely. This value overrides the setting of the LOGINDEXBUILD
database configuration parameter.

The index logging provides recoverability but can have performance tradeoff. In
the HADR environment, consider the following recommendations when setting
index logging level:

» Using the LOGINDEXBUILD database configuration parameter

For HADR databases, set the LOGINDEXBUILD database configuration
parameter to ON to ensure that complete information is logged for index
creation, re-creation, and reorganization. Although this means that index
builds might take longer on the primary system and that more log space is
required, the indexes will be rebuilt on the standby system during HADR log
replay and will be available when a failover takes place. If index builds on the
primary system are not logged and a failover occurs, any invalid indexes that
remain after the failover is complete will have to be rebuilt before they can be
accessed. While the indexes are being re-created, they cannot be accessed
by any applications.

You might choose to set the LOG INDEX BUILD table attribute to OFF on one
or more tables for either of the following reasons:

— You do not have enough active log space to support logging of the index
builds.

— The index data is very large and the table is not accessed often; therefore,
it is acceptable for the indexes to be re-created at the end of the takeover
operation. In this case, set the INDEXREC configuration parameter to
RESTART. Because the table is not frequently accessed, this setting will
cause the system to re-create the indexes at the end of the takeover
operation instead of waiting for the first time the table is accessed after the
takeover operation.

If the LOG INDEX BUILD table attribute is set to OFF on one or more tables,
any index build operation on those tables might cause the indexes to be
re-created any time a takeover operation occurs. Similarly, if the LOG INDEX
BUILD table attribute is set to its default value of NULL, and the
LOGINDEXBUILD database configuration parameter is set to OFF, any index
build operation on a table might cause the indexes on that table to be
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re-created any time a takeover operation occurs. You can prevent the indexes
from being re-created by taking one of the following actions:

— After all invalid indexes are re-created on the new primary database, take
a backup of the database and apply it to the standby database. As a result
of doing this, the standby database does not have to apply the logs used
for re-creating invalid indexes on the primary database, which would mark
those indexes as “rebuild required” on the standby database.

— Set the LOG INDEX BUILD table attribute to ON, or set the LOG INDEX
BUILD table attribute to NULL and the LOGINDEXBUILD configuration
parameter to ON on the standby database to ensure that the index
re-creation will be logged.

Using the INDEXREC database configuration parameter

Set the INDEXREC database configuration parameter to RESTART (the
default) on both the primary and standby databases. This will cause invalid
indexes to be rebuilt after a takeover operation is complete. If any index builds
have not been logged, this setting enables DB2 to check for invalid indexes
and to rebuild them. This process takes place in the background, and the
database will be accessible after the takeover operation has completed
successfully.

If a transaction accesses a table that has invalid indexes before the indexes
have been rebuilt by the background re-create index process, the invalid
indexes will be rebuilt by the first transaction that accesses it.
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Using DB2 with Java

IBM DB2 UDB V8.2 has strong support to Java, the world's most popular Web
application development language. DB2 UDB V8.2 provides driver support for
client applications and applets that are written in Java using Java Database
Connectivity (JDBC) and Structured Query Language Java (SQLJ). The DB2
UDB V8.2 has improved the JDBC driver, including distributed transaction
support and JDBC 3.0 compliance. Other new features increase the flexibility of
iterativor use in SQLJ and enhance interactivity with host and iSeries databases.
In this chapter, we discuss various ways to use JDBC to perform operations on
database and SQLJ.

DB2 UDB V8.2 supports Java on various platforms. In order to use Java and DB2
on Windows, you must have:

» IBM Developer Kit and Runtime Environment for Window, Java 2 Technology
Edition, Version 1.3.1. This product gets installed with DB2 if you use DB2
Setup.

» DB2 Java Enablement, provided on DB2 UDB Version 8.2 for Windows clients
and servers.

or

» Java Development Kit (JDK) 1.3.1 for Win32 from Sun Microsystems. (Version
8.2 supports JDK 1.4.)
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7.1 Java Database Connectivity (JDBC)

JDBC is a bridge between application and database that provides a standard
way to communicate with Java code. DB2 has support to JDBC. Note that an
application written using JDBC supports static as well as dynamic SQL.

7.1.1 Types of JDBC driver:
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The JDBC drivers are classified mainly into the following types:
» JDBC Type 1

The JDBC-ODBC Bridge driver is an example of this type of driver. Type 1
generally is dependent on a native library, which limits its portability.

» JDBC Type 2

This type of driver is suitable for a Java console or a desktop application that
resides on a user machine. To use JDBC connectivity, the DB2 client must be
installed on the user machine. This type of driver is not suitable for creating
Java applets.

» JDBC Type 3

This type of driver is especially used for creating database-enabled Java
applets. This type of driver does not have to be installed on a user's machine.
The applet automatically downloads the Java class files and the DB2 JDBC
driver that is required for communicating with the database.

Note: The JDBC type 3 driver is deprecated for Version 8.

» JDBC Type 4

The JDBC type 4 driver was introduced in Version 8 and can be used to
create both Java applications and applets. This type of driver does not require
the DB2 client to be installed on the user's machine; instead the application or
applet based on this type of driver requires only a db2jcc.jar file.

DB2 Universal JDBC Driver (Type 2 and Type 4)
The DB2 Universal JDBC Driver is a single driver that includes JDBC Type 2 and
JDBC Type 4 behaviors, as well as SQLJ support. When an application loads this
driver, a single driver instance is loaded for Type 2 and Type 4 implementations,
and the application can make connections (concurrently, if needed) for both types
using this single driver instance. DB2 Universal JDBC Driver Type 2 driver
behavior is referred to as DB2 Universal JDBC Driver Type 2 connectivity. DB2
Universal JDBC Driver Type 4 driver behavior is referred to as DB2 Universal
JDBC Driver Type 4 connectivity.
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This is an entirely new driver, rather than a follow-on to any other DB2 JDBC
drivers. Therefore, you can expect some differences in behavior between this
driver and other drivers.

7.1.2 Writing a JDBC application

In order to use JDBC, you must install proper drivers on your machine. For
example, to use a JDBC type 4 driver, your system must have db2jcc.jar and
sqlj.zip files and specify them in the system’s CLASSPATH. The DB2 UDB
Version 8.x for Windows automatically does this when you install it on your
machine. The basic steps that are required to connect to the database using
JDBC are:

Import necessary packages that contain JDBC methods.
Connect to database.

Execute SQL statements.

Perform operation on result after executing the SQL statement.
Disconnect from the database.

arwnd~

Each of these steps is discussed briefly in following sections.

Importing necessary packages that contain JDBC methods

To perform an operation on a database using JDBC you must invoke JDBC
methods. By importing various Java Packages, these methods can be invoked.
Table 7-1 shows various Java Packages and their description.

Table 7-1 Java packages

Packages Description
java.sql This package has the core JDBC APlIs.
javax.naming Contains classes and interfaces for Java Naming and

Directory Interface (JNDI), which is often used for
implementing a DataSource.

javax.sql Contains JDBC 2.0 standard extensions.

javax.transaction Contains JDBC support for distributed transactions for the DB2
JDBC Type 2 driver.

com.ibm.db2.jcc Contains the DB2-specific implementation of JDBC for the
DB2 Universal JDBC Driver.

com.ibm.db2.jdbc Contains the DB2-specific implementation of the JDBC for the
DB2 JDBC Type 2 driver.
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Connecting to the database

Before performing any operation on a database, the application should be able to
connect to it. This can be achieved either by using the DriverManager interface
or the DataSource interface.

Using the DriverManager interface

To connect to a database using the DriverManager interface, first perform some
initialization: load the driver and make the actual connection.

» Loading the driver

To use DriverManager interface, the JDBC driver has to be loaded by the Java
Virtual Machine classloader. The following code shows how to load and
register the driver by calling the Class.forName method.

try

{
// Load the DB2 Universal JDBC Driver
Class.forName("com.ibm.db2.jcc.DB2Driver");

}
catch (ClassNotFoundException eR) // driver not found

{

System.err.printin ("Unable to Toad database driver -" + eR);

}

After the driver is loaded, the application is ready to connect to the database.
This is discussed in the next section.

» Making a connection with the database

The second step in establishing a connection is to have the appropriate driver
for connecting to the database. The DriverManager class maintains a list of
driver classes that are currently available. When the method getConnection is
called, the DriverManager attempts to locate a suitable driver from the list of
available drivers that are loaded explicitly using the same classloader. After
such a driver is found, the DriverManager attempts to use it to connect to the
database.

This code shows how to get a connection using the DriverManager
getConnection method:

Connection con = DriverManager.getConnection(url, "myLogin",
"myPassword") ;

Here, urlindicates the data source to connect (for example: jdbc:db2:sample).
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The getConnection method can be written in several ways depending on the
driver type and passing arguments, as shown:

— Using URL with user ID and password
The URL is created using the machine name, port, user ID, and password:

// Set URL/ID/Password for data source

String url =
"jdbc:db2://mymachine.ibm.com:1521:sample;user=db2adm;password=db2adm;";
getConnection(String url);

— Using the properties object

The properties object can be used to set various connection properties
and then pass it while creating the connection:

// Create Properties object

Properties properties = new Properties();

// Set user ID for connection

properties.put("user", "db2adm");

// Set password for connection

properties.put("password", "db2adm");

// Set URL for data source

String url = " jdbc:db2://mymachine.ibm.com:1521:sample";
// Create connection

Connection con = DriverManager.getConnection(url, properties);
getConnection(String url, java.util.Properties info);

Using the DataSource interface

The application can be made portable among data sources using the
DataSource interface. Using DriverManager to connect to the data source
reduces portability because the application must identify a specific JDBC driver
class name and driver URL. JDBC, starting with Version 2.0, provides the
DataSource interface for connecting to the data source.

Table 7-2 shows various DataSource implementations provided by the DB2
JDBC Diriver.

Table 7-2 DataSource provided by DB2 JDBC driver

DataSource Features Driver type
implementations
com.ibm.db2.jcc.DB2 Does not support connection | - Universal Type 2
SimpleDataSource pooling. Connectivity
- Universal Type 4
Connectivity
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DataSource
implementations

Features Driver type

COM.ibm.db2.jdbc.DB
2DataSource

- Built-in support for DB2 JDBC Type 2 driver
connection pooling.

- Connection pooling is
handled internally and is
transparent to the application.

COM.ibm.db2.jdbc.DB
2XADataSource

- Does not have built-in DB2 JDBC Type 2 driver
support for distributed
transactions and connection
pooling.

- Distributed transactions and
connection pooling managed
in code or by using a tool
such as WebSphere
Application Server.

When you create and deploy the DataSource object, perform following tasks:

»

Import the necessary packages.

For using the DataSource object, JNDI naming service packages are required

with other packages.

import java.sql.*; // JDBC base
import javax.naming.*; // INDI Naming Services
import javax.sql.*; // JDBC 2.0 standard extension APIs

import com.ibm.db2.jcc.*; // DB2 implementation of JDBC 2.0

Create an instance of the appropriate DataSource implementation:

DB2SimpleDataSource db2ds = new com.ibm.db2.jcc.DB2SimpleDataSource();

Set the properties of

the DataSource object:

db2ds.setDatabaseName("samplelocl");
db2ds.setDescription("Sample Database");
db2ds.setUser("db2admin");
db2ds.setPassword("db2admin");

Register the object with the Java Naming and Directory Interface (JNDI)

naming service:

Context ctx=new InitialContext();
Ctx.bind("jdbc/sample",db2ds);
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Executing the SQL Statements

In JDBC, the Statement object is used to execute queries against a database.
The Statement object is responsible for sending the SQL statement and returning
the result from the query. The result can be a data set or simple integer indicating
rows affected by performing the SQL operation.

The Statement object supports two main methods: an executeUpdate method
that is normally used for operations that do not generate a response, and an
executeQuery method that returns data:

» The Statement.executeUpdate method is used to create and modify DB2
objects.

The executeUpdate method is used for INSERT, UPDATE, and DELETE SQL
operations. This method takes an SQL statement as an argument and returns
a number of rows updated after executing the SQL.

To use the executeUpdate method, first create the Statement using the
createStatement method of Connection object, and then execute the SQL as
shown:

// create a Statement object using already created connection cnn

stmt = cnn.createStatement();

// Perform the update

int rowUpd = stmt.executeUpdate("UPDATE EMPLOYEE SET PHONENO='1232467890"
WHERE EMPNO='000020'");

//close the statement and connection object

stmt.close();

cnn.close();

//print the total rows updated

System.out.printin (“Total rows updated — “ + rowUpd);

» The Statement.executeQuery method is used to retrieve data from DB2
tables.

The executeQuery method is used with SELECT SQL statements. This
method takes a SELECT SQL statement as an argument and returns results
from the query. This code snippet shows how to use the executeQuery
method to get all Employee IDs:

// create a Statement object using already created connection cnn
stmt = con.createStatement();

// Get the result from the query

ResultSet rs = stmt.executeQuery("SELECT EMPNO FROM EMPLOYEE");
//populate the result

//close the statement and connection object

stmt.close();

cnn.close();
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The PreparedStatement and CallableStatement interfaces are inherited from the
Statement interface.

» PreparedStatement

The PreparedStatement interface supports SQL statements with or without
input parameters but returns no output parameter. For example, the
PreparedStatement interface can be used to execute a stored procedure that
has input parameters and that returns no output parameters or resultsets.

— The PreparedStatement.executeUpdate method is used to create and
modify DB2 objects.

First, prepare your statement before performing any operation. This helps
to create dynamic SQL that takes a parameter before executing the SQL:

// create a PreparedStatement object

PreparedStatement pstm = cnn.prepareStatement( "UPDATE EMPLOYEE SET
PHONENO=? WHERE EMPN0=?");

// Assign value to parameters

pstm.setString(1,"12345");

pstm.setString(2,"000020");

// Perform the update

int rowUpdated = pstmt.executeUpdate();

//close the PreparedStatement

pstm.close();

Note that the PreparedStatement.executeUpdate can be used to execute
SQL statements directly without taking any parameters as shown:

PreparedStatement pstm = con.prepareStatement("UPDATE EMPLOYEE SET
PHONENO="12345" WHERE EMPNO=" 000020°");

— The PreparedStatement.executeQuery method is used to retrieve data
from DB2.

The PreparedStatement.executeQuery method can be used to execute a
SQL statement that takes one or more input parameters and returns
results in a ResultSet object.

// Create a PreparedStatement object
PreparedStatement pstm = cnn.prepareStatement( "SELECT * FROM EMPLOYEE
WHERE EMPNO=?7");

// Assign value to input parameter
pstm.setString(1,"000020");

// Get the result table from the query
ResultSet rs = pstm.executeQuery();

/* POPULATE RESULT */

// Close the ResultSet

rs.close();

// Close the PreparedStatement
pstm.close();
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» CallableStatement

The CallableStatement interface is used to execute SQL stored procedures
that take input parameters and return one or multiple resultsets.

The ResultSet interface can be used to access the results that the query
generates.

The CallableStatement interface has three methods:

— The CallableStatement.executeUpdate method is used where the stored
procedure does not return resultsets.

— The CallableStatement.executeQuery method is used where the stored
procedure returns one resultset.

— The CallableStatement.execute method is used where the stored
procedure returns multiple resultsets.

In all three methods, the basic steps are the same as discussed in the
previous section, but you must register input or output parameters as shown:

CallableStatement cstmt;

cstmt = con.prepareCall("CALL EMPINFO(?,?,7)");

// Set input parameter

cstmt.setString (1, "000020");

// Register output parameters

cstmt.registerQutParameter (2, Types.STRING); cstmt.registerQutParameter
(3, Types.LONG);

//Call the Stored Procedure

cstmt.executeUpdate();

Performing operations on a result after executing the SQL statement

The previous section showed how to get a result using the executeQuery
statement. The ResultSet object maintains the cursor pointing to its current row
of data. The next method of ResultSet object moves the cursor to the next row. It
returns false when there are no more rows in the ResultSet object. This code
snippet shows how to populate the result using the ResultSet object.

// populate data in ResultSet

while (rs.next())

{

empNo = rs.getString(1);
System.out.printin("Employee ID = " + empNo);
}

// Close the ResultSet

rs.close();
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Disconnecting from the database

The last step includes closing the Connection object, which can be performed
using the close method:

cnn.close();

Example 7-1 shows a simple JDBC application that displays an Employee
number from the Employee database.

Example 7-1 JDBC application example

import java.sql.*;
pubTic class simpleJDBC
{
public static void main(String[] args)
{
String empNo;
Connection cnn;
Statement stmt;
ResultSet rs;
try
{
// Load the DB2 Universal JDBC Driver
Class.forName("com.ibm.db2.jcc.DB2Driver");
// Create the connection using the DB2 Universal JDBC Driver
cnn = DriverManager.getConnection
('jdbc:db2://db2host:5001/sample’, 'userid', 'password');
// Create the Statement
stmt = cnn.createStatement();
// Execute a query and generate a ResultSet instance
rs = stmt.executeQuery("SELECT EMPNO FROM EMPLOYEE");
// Print all of the employee numbers to standard output device
while (rs.next()) {
empNo = rs.getString(1);
System.out.printIn("Employee number = " + empNo);
}
// Close the ResultSet
rs.close();
// Close the Statement
stmt.close();
// Close the connection
cnn.close();
}
catch (ClassNotFoundException e)
{
System.err.printIn("Could not load JDBC driver");
System.out.printin("Exception: " + e);
}
catch(SQLException ex)
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{
System.out.printIn("SQLException information " + ex);
}
1
}

7.2 SQL Java (SQLJ)

SQL Java (SQLJ) is a programming interface that enables SQL statements to be
expressed at a high level in a Java program or a standard way to embed SQL
statements in the Java programs. By writing SQL-like statements within Java, an
SQLJ preprocessor generates static SQL, providing improved performance over
dynamic SQL. SQLJ also generates iterator Java classes that enable developers
to navigate through query results. By embedding SQL in Java programs, SQLJ
enables programming tools to perform the following tasks:

» Compile time analysis of SQL in Java
» Syntax checking of SQL statements

» Type checking: determines whether the data exchanged between Java and
SQL have compatible types and proper type conversions

» Schema checking: determines whether the SQL constructs are well-formed
and valid in the database schema where they will be executed
The SQLJ performs these tasks by using SQLJ specifications, which are in
several parts. For example:
» SQLJ: Embedded SQL
Has specifications for embedding SQL statements in Java methods.
» SQLJ: SQL Routines

Has specifications for calling Java static methods as SQL stored procedures
and user-defined functions.

» SQLJ: SQL Types

Has Java classes as SQL user-defined data types.
Note that the SQL statements that are embedded in Java are static, as they are
textually evident in the Java program and therefore “precompiled” when the Java

program is compiled. The SQLJ precompiler translates the SQLJ clauses written
in the file or SQLJ clauses into their equivalent JDBC calls.
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Advantages of SQLJ over JDBC
SQLJ offers some distinct advantages over JDBC:

» Easy for debugging, because SQLJ programs require fewer lines of code than

JDBC programs.

» Performs strong type checking of query at compile time.

» Performs syntactic and semantic checking on the code using database
connections at compile time; therefore, easy to check program for errors at
compile-time rather than at run-time.

However, JDBC is the only option if you want to execute dynamic SQL. For
example, a program that builds queries on-the-fly or has an interactive

component requires JDBC.

Table 7-3 shows differences between SQLJ and JDBC.

Table 7-3 Differences between SQLJ and JDBC

development)

SQLJ JDBC
SQL Statements Static Dynamic
Pre-compile Yes No
Type checking Strong (performed during Weak (performed during

run-time)

Schema checking

Strong (performed during
development)

Weak (performed during
run-time)

interoperability

Standard ANSI SUN
Performance Faster Slower
Security Strong Average
SQLJ and JDBC Yes N/A

7.2.1 Writing SQLJ applications

Writing an SQLJ application has much in common with writing an SQL
application in any other language. A static SQL statement in an SQLJ

232

application, known as and SQLJ clause, begins with the token #s¢g/ and ends with

a semicolon. An example of a SQL statement in SQLJ clauses enclosed in

braces is:

#sq1l [ctxt] { UPDATE EMPLOYEE SET PHONENO=:x WHERE EMPNO=:y) };
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The SQLJ markers help the compiler identify which statements are SQLJ
clauses and which are Java statements. The above statement can be written
within Java code as:

void updateEmp (String x, String y) throws SQLException

{
#sq1 [ctxt] {UPDATE EMPLOYEE SET PHONENO=:x WHERE EMPNO=:y};

}

The main steps required to write an SQLJ application are:

Import the necessary Java packages that contain SQLJ and JDBC methods.
Declare variables for sending data to or retrieving data from DB2 tables.
Connect to the database.

Execute SQL statements.

Disconnect from the database.

oD~

These steps are described in the following section.

Importing the necessary Java packages
The Java Packages that are required for writing an SQLJ application are:

sqlj.runtime
java.sql
com.ibm.db2.jcc
javax.naming
javax.sql

vyvyvyyvyy

Except for sqlj.runtime, we discussed all of the packages in the previous section.
The sqlj.runtime package contains SQLJ runtime API. The com.ibm.db2.jcc
package contains the DB2-specific implementation of JDBC and SQLJ.

Declare variables

In an SQLJ application, host expressions are used to pass the data. A host
expression can be a simple Java identifier or a complex expression. Every host
expression must start with a colon when it is used in an SQL statement. Host
expressions are case-sensitive.

The following example demonstrates how empName is used to get the last name
of an employee:

String empName;
#sql [ctxt]
{SELECT LASTNAME INTO :empName FROM EMPLOYEE WHERE EMPNO='000020'};
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Connect to the database

In an SQLJ application, there are various ways to connect to the database either
explicitly or implicitly:

| 4
| 4
>

Explicitly by using the JDBC DriverManager interface
Explicitly by using the JDBC DataSource interface
Implicitly by creating the connection

Explicitly by using the JDBC DriverManager interface
The steps to create a connection using the JDBC DriverManager interface:

1.

Create the SQLJ connection context.

The SQLJ application requires a connection context for performing operations
on the database. This can be done using:

#sql context context-class-name;
Load the JDBC driver by invoking the Class.forName method:

This was discussed in 7.1.2, “Writing a JDBC application” on page 223. The
Class.forName can be called depending on driver type, as shown.

For the DB2 Universal JDBC Driver:
Class.forName("com.ibm.db2.jcc.DB2Driver");

For the DB2 JDBC Type 2 Driver:
Class.forName("COM.ibm.db2.jdbc.app.DB2Driver");

Invoke the constructor for the connection context class that you created in
step 1.

Doing this creates a connection context object that you specify in each SQL
statement. You can execute it at the associated datasource.

Ctx myConnCtx= new Ctx("jdbc:db2://myServer:5021/dbs",
userid,password,false);

You can also create a connection context using the getConnection method:

//get the connection using getConnection method
Connection jdbccon=
DriverManager.getConnection("jdbc:db2://myServer:5021/dbs",
userid,password);
//create context
Ctx myConnCtx=new Ctx(jdbccon);

Explicitly by using the JDBC DataSource interface
This way, the connection object is created using the JDBC DataSource interface:

// create connection context class CtxSqlj
#sql context CtxSqlj;
// create context object

DB2 UDB V8.2 on the Windows Environment



Context ctx=new InitialContext();

//Create datasource object and get the connection
DataSource ds=(DataSource)ctx.lookup("jdbc/sample");
Connection con=ds.getConnection();

CtxSqlj myConnCtx=new CtxSqlj(con);

Implicitly by creating the connection

In this technique, the default connection is used to connect to the datasource.
Use the default connection by specifying SQL statements without a connection
context object.There is no need to load the JDBC driver unless you explicitly use
JDBC interfaces in the program.

To create a default connection context, SQLJ does a JNDI lookup for
jdbc/defaultDataSource. If nothing is registered, a null context exception is issued
when SQLJ attempts to access the context.
The following example shows how to use this technique:

// Use default connection for executing a SQL statement

#sq1 {SELECT LASTNAME INTO :empname FROM EMPLOYEE WHERE EMPNO='000020'};

Execute SQL statements
The created context object is used to execute SQL statements as shown:

#sq1 [myConnCtx] {SELECT LASTNAME INTO :empname FROM EMPLOYEE WHERE
EMPNO="'000010"};

Disconnect from the database
The close method of context object is used to close the connection as shown:

myConnCtx.close();
Example 7-2 shows all of the tasks that we have discussed.

Example 7-2 Using all tasks

//import necessary packages
import sqlj.runtime.*;
import java.sql.*;
//create SQL context and iterator
#sql context mySqljCtx;
#sql iterator sqljNamelter (String LASTNAME);
pubTic class demoSQLJ
{
public static void main(String args[])
{
try
{

Class.forName("com.ibm.db2.jcc.DB2Driver");

Chapter 7. Using DB2 with Java 235



Connection cnn = DriverManager.getConnection(jdbc:db2:xx);
ctx = new mySqljCtx(cnn);

sqljNamelter iter;

int count=0;

// Create result table of the SELECT

#sql [ctx] iter = {SELECT LASTNAME FROM EMPLOYEE};

while (iter.next())

{
//Print last name
System.out.printin(iter.LASTNAME());

}

iatch( Exception e )

{ System.out.printin("JAVA exception =" + e);
e.printStackTrace();

iatch( SQLException e )

{ System.out.printIn("SQL exception =" + e);

}

// Close the iterator
iter.close();
ctx.close();
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Using DB2 with .NET
framework

DB2 UDB Version 8.2 is a significant release for .NET application developers
with significant new features. The DB2 .NET Data Provider has much-improved
performance and now supports DB2 UDB server on iSeries. DB2 UDB servers
also support stored procedures written in Microsoft CLR (Common Language
Runtime) compliant languages such as Visual Basic, .NET, and C#. DB2 tools
add-in to Microsoft Visual Studio .NET are further augmented with schema
operation capabilities, wizards for developing and deploying CLR Stored
Procedures as well as WORF (Web Services Object Runtime Framework) web
services.

In this chapter, we discuss various features available for .NET application
developers:

» Overview of ADO.NET

Various Providers for DB2

Application development using DB2 .NET Provider

IBM DB2 Development Add-In overview for Visual Studio .NET

>
»
»
» Writing DB2 Stored Procedure using CLR
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8.1 An overview of ADO.NET

ActiveX Data Object for .NET (ADO.NET) is a suite of data-access technologies
included in the .NET Framework class libraries. ADO.NET helps applications
connect to a database and has been designed to be the single data access
model used by all server processes and applications running on the Microsoft
platform. Figure 8-1 shows the relationship between various applications based
on the .NET framework, ADO.NET, and a database.

.NET Framework

Windows Console
Application

Win Forms

We Forms <:> ADO.NET >
Database

(ASP.NET)

| Web Services

| COM+

| Common Language Runtime (CLR)

Figure 8-1 ADO.NET
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8.2 ADO.NET architecture

The ADO.NET suite of database access technologies, which includes various
classes, methods, and attributes to interface with a database, consists of objects
such as Connection, Command, DataAdapter, and DataReader to perform
operations on a database. Figure 8-2 shows the various components of
ADO.NET.

.NET Data Provider

DataSet
DataReader I
Data Table Collection
O
Q
-
Y
Command I<—> g - |
[ Data Table
T
(=
(1]
=
’ Connection I

T
#

DB

Figure 8-2 ADO.NET architecture
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8.2.1 Connection
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The Connection object in ADO.NET is used to connect to a database and can be
used to control the transactions. The Connection objects are different for different
providers but they serve one purpose. For example, DB2 .NET Provider has
DB2Connection, and OLE DB provider uses OleDbConnection object to connect
to the database.

Connections can be opened in two ways:

» Explicitly by calling the Open method on the connection
» Implicitly when using a DataAdapter

Some important interfaces of the Connection object are described in Table 8-1
and Table 8-2.

Table 8-1 Connection object properties

Public property Description

ConnectionString This is required for making a connection with a database.
It requires the database source name and other
parameters.

For example, for DB2 .NET Provider you can specify a
ConnectionString property with Connection cnn as:

cnn.ConnectionString ="Database=SAMPLE";

Table 8-2 Connection object methods

Public method Description
Open Opens a database connection that is specified in a
ConnectionString property, such as:
cnn.Open();

The Connection object throws an exception if it fails to open a
database connection.

Close Used to close the database connection. For example:
cnn.Close();
CreateCommand Returns a Command object associated with the connection,
which can be used to perform SQL operations on a database.
For example:

DB2Command cmd = cnn.CreateCommand();

BeginTransaction Begins a transaction at the local level. Transactions are
discussed in 8.5.3, “Controlling transaction” on page 263.
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8.2.2 Command

The Command object is used to execute SQL statements or Stored Procedures
on a database (data source). Example 8-1 shows how to create a command
object and assign connection.

Example 8-1 Command object

//Create command object
DB2Command cmd = new DB2Command () ;

//assign connection for where to perform operation
cmd.Connection =cnn;

//assign query
cmd.CommandText = "SELECT * FROM ORG";

//open command
cnn.Open();

//read the data by executing CommandText against the data source
DB2DataReader reader = cmd.ExecuteReader();

Some important interfaces of the Command object are described in Table 8-3
and Table 8-4.

Table 8-3 Command object properties

Public property Description

CommandType Describes whether the Command object will execute an
SQL statement or Stored Procedure.

CommandText Used to set or get an SQL statement or Stored Procedure to
execute at a database. The default value of the
CommandType property is CommandType. Text. For
example:

cmd.CommandText = "select * from STAFF";

cmd. CommandType = CommandType.Text;

Table 8-4 Command object methods

Public method Description

CreateParameter Used for handling parameters. The parameter could be
input-only, output-only, bidirectional, or a stored procedure return
value parameter.
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Public method Description

ExecuteNonQuery | Can be used to perform UPDATE, INSERT, or DELETE SQL
operations on a database. This method returns the number of
rows affected after executing the SQL statement. For example:
cmd. Connection.Open();
cmd. ExecuteNonQuery () ;

ExecuteReader Used for reading results by executing a SELECT statement on a
database.
ExecuteScaler Used for retrieving a single value from a database. This reduces
overhead required for the ExecuteReader method. For example:
cmd. CommandText = "select count(*) from STAFF";

Int32 count = (int32) cmd.ExecuteScalar();

8.2.3 DataReader

The DataReader class is used for populating the data on a client side by reading
a forward-only stream of rows from a database.

The code snippet in Example 8-3 shows how to create a DB2DataReader object
and populate it to display the result on the Windows console.

Example 8-2 Create DB2DataReader object

DB2DataReader reader;
reader = cmd.ExecuteReader();
// Populate result
while (reader.Read())
{

}
// close reader
reader.Close();

Console.WriteLine(reader.GetString(1) + ", " + reader.GetString(2));

Table 8-5 and Table 8-6 on page 243 describe important properties and methods
of the DataReader class.

Table 8-5 DataReader class properties

Public property Description
FieldCount Returns the number of columns in the current row.
HasRows Indicates whether DataReader has one or more rows.
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Table 8-6 DataReader methods

Public method Description

Read Used to read records one by one. This method
automatically advances the cursor to the next record and
returns true or false, indicating whether DataReader has
any rows to read.

Close Closes DataReader.

Getxxxx Used to get data of type xxxx. For example, the
GetBoolean method is used to get Boolean records, and
the GetChar method is used to get char-type data.

8.2.4 DataAdapter

DataAdapter is used between DataSet and a database such as DB2 UDB.
DataAdapter performs SELECT, UPDATE, DELETE, and INSERT operations for
loading or unloading the data. Example 8-3 shows how to create
Db2DataAdapter.

Example 8-3 Create Db2DataAdapter

Db2Connection cnn = new Db2Connection("Database=Sample");
DataSet ds = new DataSet();

Db2DataAdapter adpt = new Db2DataAdapter();

adpt.SelectCommand = new Db2Command("select * from staff", cnn);
adpt.Fill(ds);

//--- Code to perform further Operations on a dataset---

Table 8-7 and Table 8-8 on page 244 show some important DataAdapter public
properties and methods.

Table 8-7 DataAdapter properties

Public property Description

DeleteCommand Gets or sets a SQL statement or Stored Procedure to delete
records from the data set. For example:
DB2DataAdapter adpt = new DB2DataAdapter ();
DB2Command cmd;
cmd = new DB2Command ("DELETE FROM Customers WHERE
CustomerID = '', cnn);
adpt.DeleteCommand = cmd;

InsertCommand Inserts new records into a database using SQL or Stored
Procedure.
SelectCommand Selects records in a database using SQL or Stored Procedure.
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Public property Description

UpdateCommand Used to update records in a database using SQL or Stored
Procedure.

Table 8-8 DataAdapter methods

Public method Description

Fill Used to fill records in DataSet. For example:
adpt.Fill(dataset); //fills dataset

Update Used to update rows in DataSet and a database by performing
INSERT, DELETE, or UPDATE operations.

8.2.5 DataSet

The DataSet class represents a “in-memory cache of data” retrieved from a
database. DataSet is used to improve overall performance of the application as it
minimizes server trips to a database. Example 8-4 is sample code using
DataSet.

Example 8-4 DataSet class

Db2Connection cnn = new Db2Connection("Database=Sample");
DataSet ds = new DataSet();

Db2DataAdapter adpt = new Db2DataAdapter();

adpt.SelectCommand = new Db2Command("select * from staff", cnn);
adpt.Fill(ds);

//---Code to perform ferther Operations on dataset---

Table 8-9 and Table 8-10 show some important DataSet public properties and
methods.

Table 8-9 DataSet properties

Public property Description

DataSetName Gets or sets DataSet name.

Table 8-10 DataSet methods

Public method Description

AcceptChanges Used to commit changes made to the DataSet.
Clear Clears the contents in DataSet.

GetXML Gets XML representation of data in DataSet.
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Public method Description

ReadXml Reads XML schema and XML into DataSet.

WriteXml Writes XML schema and XML into DataSet.

More about using DataAdapter and DataSet can be found in 8.5.1, “Using
DataAdapter and DataSet (Disconnected model)” on page 258.

8.3 Connecting to the database

In every database application, the first step is to connect to the database. To do
this, the application needs an interface. A data provider is an interface that
responds to various calls to provide information to a data consumer, which is an
application or component that uses the interfaces of a provider to access the
database. A data consumer can be any application that requires access to data.

Figure 8-3 on page 245 shows the relationship between Data Provider, Data
Consumer, and a database.

Data Consumer : - [ AR
(Application) grarrovcen I/‘\':'\\/ Database

(Resource)
Example: Example: Example:
o C# o OLE DB .NET Provider e DB2

e VB.NET o ODBC .NET Provicer
o DB2, .NET Provider

Figure 8-3 Relation between Data Consumer, Data Provider, and database
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8.4 Data providers for DB2

There are several ways to connect to DB2 in .NET, depending on the type of the
provider. Figure 8-4 shows various providers and available interfaces.

Managed
Application Application Application
System.Data.Oledb System.Data.ODBC IBM.Data.DB2

OLE DB .Net Data ODBC .Net Data DB2 Net Data

Provider Provider Provider

Unmanaged {}

IBM DB2 OLE DB IBM DB2 ODBC

Provider Provider /

Figure 8-4 Providers in .NET to connect DB2

As shown in Figure 8-4, a .NET application can be connected to the DB2
database by using various providers. These providers are categorized as:

» OLE DB .NET Provider
» ODBC .NET Provider
» DB2 .NET Provider

8.4.1 OLE DB .NET Data Provider

OLE DB is Microsoft's strategic low-level application program interface (API) for
accessing different data sources. OLE DB interfaces provide consistent access
to SQL and non-SQL data sources.

The OLE DB .NET provider is a managed provider that can be used in any
.NET-supported language (such as VB.NET or C#), but OLE DB provider is an
unmanaged provider and can be used with unmanaged code (VB, VC++).
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Note that the OLE DB .NET Data Provider uses the IBM DB2 OLE DB Driver to
access DB2 databases, and the IBM OLE DB Provider for DB2 (whose provider
name is IBMDADB2) enables OLE DB consumers to access data on the DB2
Universal Database server. If DB2 Connect is installed, these OLE DB
consumers can also access data on a host DBMS such as DB2 for MVS™, DB2
for VM/VSE, or SQL/400®.

Using OLE DB .NET Provider

Here is an example to understand more about how to use DB2 .NET Provider.
First, create a new Windows Console application in C# using Visual Studio .NET
to open a new default class file. Add the proper name spaces required for
programming as shown:

using System;
using System.Data ;
using System.Data.0leDb;

In this example, System.Data.01eDb is a namespace that has all required
references for Ole Db interfacing. The next step shows declaring a connection,
command, and data reader instances for Ole Db and then opens a new
connection as shown:

O0leDbConnection cnn =null;
01eDbCommand cmd=null;
OleDbDataReader reader=null;
try

{

cnn= new OleDbConnection ();
In order to use OLE DB .NET Provider, we create a connection by specifying a
connection string that describes how to connect to a database. For example:
cnn.ConnectionString="Provider=IBMDADB2.1;UserID=db2admin;Password=db2admin
;Data Source=SAMPLE";

Here, the Provider specifies which provider is used for making the connection,
which is IBMDADB2.1.

In the following steps, a command object is created and used for executing an
SQL statement specified in the CommandText property, and the result is
populated using the while loop, as shown in Example 8-5.

Example 8-5 Using CommandText property

cmd = new OleDbCommand() ;
cmd.Connection =cnn;

cmd.CommandText = "SELECT * FROM ITSODBA.ORG";
cmd. CommandTimeout=20;
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cnn.Open();
reader = cmd.ExecuteReader();
while (reader.Read()==true)

{
Console.WriteLine (reader.GetString(1));//Display Dept Name

}

Example 8-6 shows the entire code.

Example 8-6 Using OLE DB .NET provider

using System;
using System.Data ;
using System.Data.0leDb;

namespace oleDB
{
class testOLEDB
{
[STAThread]
static void Main(string[] args)
{
O0leDbConnection cnn =null;
0leDbCommand cmd=null;
OleDbDataReader reader=null;
try
{

cnn= new OleDbConnection ();

cnn.ConnectionString ="Provider=IBMDADB2.1;User
ID=db2admin;Password=db2admin;Data Source=SAMPLE";

cmd = new 0leDbCommand();

cmd.Connection =cnn;

cmd.CommandText = "SELECT * FROM ADMINISTRATOR.ORG";
cmd. CommandTimeout=20;
cnn.Open();
reader = cmd.ExecuteReader();
while (reader.Read()==true)
{
Console.WriteLine (reader.GetString(1));//Display Dept Name

}

if (reader!=null)
reader.Close();

if (cnn !=null)
cnn.Close();
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catch (0leDbException oe)
{

}

Console.ReadLine ();

}

Console.WriteLine (oe.Message);

Build and run the program, which displays the Department names on the
Windows console.

8.4.2 ODBC .NET Data Provider

Open DataBase Connectivity (ODBC) is an open-standard API for accessing a
database. This API is independent of DBMS or the operating system. With
ODBGC, applications can access databases from multiple database vendors. For
example, an application can use ODBC to access a DB2 UDB, Microsoft SQL
server, or an Oracle database server. The ODBC API is based on the CLI
specifications from X/Open and ISO/IEC.

The ODBC .NET Data Provider makes ODBC calls to a DB2 data source using
the DB2 CLI Driver. Therefore, the connection string keywords supported by the
ODBC .NET Data Provider are same as those supported by the DB2 CLI driver.

Using ODBC .NET Provider
To use ODBC provider, you must create a Data Source Name (DSN) using the

Windows built-in tool for ODBC Data Source Administrator.
To create DSN:

1. Go to Start — Settings — Control Panel — Administrative Tools — Data
Sources (ODBC) which opens ODBC Data Source Administrator, as shown
in Figure 8-5.
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#10DBC Data Source Administrator B d |
User D5K  Systern DSH | File D5M I Driversl Tracingl Conmection F'c:olingl Ahout I

System Data Sources:

Mame Diriver | Add.. I
IEM DB2 ODEC DRIVER

MWH_TEXT  DatawHSE 370 32-bit TestFile [*%)

Configure. . |

An ODEC Spztern data source stores information about how to connect to
the indicated data provider. A& Systemn data source iz vigible to all uszers
an this machine, including MT zervices.

Ok, I Cancel I Apply l Help I

Figure 8-5 ODBC Data Source Administrator

2. Click the System DSN tab, then click Add. A window with all database drivers
pops up. Select IBM DB2 ODBC DRIVER and click Finish (Figure 8-6).

Create New Data Sourc |

Select a driver for which you want to set up a data source.

]

[Hame |
Diiver do Microzoft dB ase [*.dbf)
Diiver do Microzoft Excel”.xlz)

Diriver do Microzoft Parados [*.db |
[iiver para o Microsoft Yisual FoxPro
IEM DB2 ODBLC DRIVER
Microsoft Access Driver [*.mdb]
Microsoft Acceszs-Treiber [*.mdb)
icrosoft dBaze Driver [*.dbf)
Microsoft dBaze WFP Diiver [*.dbf)

hdimrmenft AR aca.Trgihar 1% AR
4 ' I

Iv
— e I S S SR S
4

< Hack I Finizh I Cancel

Figure 8-6 Create New Data Source

250 DB2 UDB V8.2 on the Windows Environment



3. When you click Finish, a window for adding database details pops up. Enter
the appropriate information, as shown in Figure 8-7, and click OK.

ODBC IBM DEZ Driver - Add x|

Select the DB 2 databaze aliaz pou want to regigter for ODEC,
or gelect Add to create a new aliaz. ou may change the
data zource name and description, or accept the default.

Data source name |$am|:uleDSN

Databaze alias IS.-’-‘«M FLE j Add

Descriphtion |DSN for sample databasd

ak. I Cancel I

Figure 8-7 Add ODBC IBM DB2 driver

This adds a new DSN name in System Data Sources, as shown in Figure 8-8.

- 2%
User DGN  Spstem DSN I File DSN | Drivers | Tracing| Connection Podlin | About |

Sustern Data Sources:

RE | Driwer J Add... |
DwCTRLDE |BM DE2 ODEC DRIVER
IWwH TEXT  DatawHSE 3.70 32-bit TextFile (7.7 Bemaove

E=eEnEiE |IEK DB2 ODEC DRIVER —I

An ODBLC System data source stores information about how to connect to
the indicated data provider. & System data source is visible to all users
on thiz machine, including MT services.

ak. | Cancel | Apply | Help |

Figure 8-8 ODBC Data Source Administrator

4. You can test the connectivity by clicking Configure to open the CLI/ODBC
Settings window (Figure 8-9 on page 252).
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CLI/0DBC Settings - sampleDsN I x|

Data Source | Advanced Settings I

Data source name

Descriptian ID SM for zample databaze

— Connect to data source o retneve configuration information

User ID | dbZadrmin

Ixxxxxxxx

Pagzword
[ Save password

Connect

Bind CLI/ODEC zupport utilities J

)8 I Cancel J Spply Help

Figure 8-9 Test connection

5. Enter the proper user ID and password, and click Connect to test whether the
DSN has proper connectivity with a database.

Next, we discuss how to use this DSN with ODBC .NET Provider to access a
DB2 database table.

Use the same code as in the OLE DB section, except for the declaration of the
namespace and how the connection string is specified to use ODBC .NET
provider.

1. To start, add the namespace as shown:
using System.Data.Odbc;
2. The DSN that we created earlier is used to create a connection string:

cnn.ConnectionString ="DSN=sampleDSN";

//another way
//"DSN=samp1eDSN;UID=db2admin;PWD=db2admin;Driver={IBM DB2 ODBC
Driver}";
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Example 8-7 shows the entire code, which demonstrates how to use ODBC
.NET Provider.

Example 8-7 Using ODBC .NET provider

using System;
using System.Data;
using System.Data.Odbc;

namespace odbcNet

{
class odbcTest
{
[STAThread]
static void Main(string[] args)
{
OdbcConnection cnn =null;
OdbcCommand cmd=null;
OdbcDataReader reader=null;
try
{

cnn= new OdbcConnection ();

cnn.ConnectionString ="DSN=sampleDSN";

//"DSN=samp1eDSN;UID=db2admin;PWD=db2admin;Driver={IBM DB2 ODBC
Driver}";

cmd = new OdbcCommand()

cmd.Connection =cnn;

cmd.CommandText = "SELECT * FROM ITSODBA.ORG";
cmd. CommandTimeout=20;
cnn.Open();
reader = cmd.ExecuteReader();
while (reader.Read()==true)
{
Console.WriteLine (reader.GetString(1));//Display Dept Name
}
if (reader!=null)
reader.Close();
if (cnn !=null)
cnn.Close();

}
catch (OdbcException oe)

{
}

Console.WriteLine (oe.Message);
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Console.ReadLine ();

}

Build and run the program, which displays the Department names on the
Windows console.

8.4.3 DB2 .NET Data Provider
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The DB2 .NET Data Provider is an extension of the ADO.NET interface that
enables .NET applications to access a DB2 database through a secure
connection, execute commands, and retrieve results. The DB2 .NET Data
Provider delivers high-performing, secure access to DB2 data.

The DB2 .NET Data Provider enables your .NET applications to access the
following database management systems:

» DB2 Universal Database V8 for Windows, UNIX, and Linux-based computers

» DB2 Universal Database V6 (or later) for OS/390 and z/OS, through DB2
Connect

» DB2 Universal Database V5, Release 1 (or later) for AS/400 and iSeries,
through DB2 Connect

» DB2 Universal Database V7.3 (or later) for VSE & VM, through DB2 Connect

Using DB2 .NET Provider

To use DB2 .NET Provider, you must add a reference for it. Create a new
Windows Console project in Visual Studio .NET and to add the reference select
project name in the Project Explorer window. Right-click Add References to
open the Add Reference window shown in Figure 8-10 on page 255.
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Selected Components:
Component MName | Type | Source _I _Rm]
1EM.Data. DEZ il MET E:YProgram Files\IEMSQLLIELE.. .

Cancel Help

CK J

Figure 8-10 Add Reference

From the .NET tab, select IBM.Data.DB2.dIl and click Select. This adds the
component to the Selected Components list. Click OK to add the reference.

In a class, insert code to add the reference to the DB2 name space as shown:

using IBM.Data.DB2 ;

Using the DB2 .NET Provider, you can specify a connection string by database

name as shown:

cnn.ConnectionString ="Database=SAMPLE";

The rest of the coding is the same as in the OLE DB .NET Provider section.

Example 8-8 shows the complete code for using DB2 .NET provider.

Example 8-8 Using OLE DB .NET provider

using System;
using IBM.Data.DB2 ;

namespace db2Net

{
class db2NetTest
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[STAThread]
static void Main(string[] args)
{
DB2Connection cnn =null;
DB2Command cmd=null;
DB2DataReader reader=null;
try
{
cnn= new DB2Connection ();
cnn.ConnectionString ="Database=SAMPLE";

cmd = new DB2Command () ;
cmd.Connection =cnn;

cmd.CommandText = "SELECT * FROM ORG";
cmd. CommandTimeout=20;
cnn.Open();
reader = cmd.ExecuteReader();
while (reader.Read()==true)
{
Console.WriteLine (reader.GetString(1));//Display Dept Name
}
if (reader!=null)
reader.Close();
if (cnn !=null)
cnn.Close();

}
catch (DB2Exception oe)

{
}

Console.WriteLine (oe.Message);

Console.ReadlLine ();

Build and run the program, which displays the Department names on the
Windows console.

8.4.4 Comparison between providers

In previous sections, we saw various providers that are available to connect a
DB2 database using .NET Framework. Although the steps for all providers look
the same, they have some differences, which are discussed in the next section.
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Comparison at code level
Table 8-11 summarizes the comparison at code level between all three providers.

Table 8-11 Provider code-level comparison

OLE .NET Provider | ODBC .NET DB2 .NET
Provider Provider
Namespace System.Data.OleDb | System.Data.ODBC | IBM.Data.DB2
Connection Object | System.Data.ODBC | ODBCConnection DB2Connection
(used to create
connection with
database)
Command Object | OleDbCommand ODBCCommand DB2Command
(used to execute
command)
Data Reader OleDbDataReader ODBCDataReader DB2DataReader
Object (used to
read retrieved
data)
DataAdapter OleDbDataAdapter | ODBCDataAdapter DB2DataAdapter
ConnectionString IBMDADB2.1;User DSN=sampleDSN;U | Database=
ID=db2admin;Pass |D=db2admin; SAMPLE
word=db2admin;Da | PWD=db2admin;Dri
ta Source=SAMPLE | ver={IBM DB2
ODBC Driver
Transaction Object | OleDbTransaction ODBCTransaction DB2Transaction

Functionality comparison
Table 8-12 shows a functionality comparison of the three providers.

Table 8-12 .NET provider functionality comparison

OLEDB.NET | ODBC.NET | DB2.NET
Provider Provider Provider
Pass-thru SQL Y Y Y
Simple stored procedures Y N Y
In, Out, and InOut parameters N N Y
Dates and Currency Y Y Y
LOB N Y Y
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8.5 Performing operations on a DB2 database

As DB2 .NET managed provider is much better than other providers in
functionality and performance, we discuss only the DB2 .NET provider for the
rest of the chapter:

How to use DataAdapter and DataSet (disconnected model)
Calling a Stored Procedure

Controlling local transactions

Using large objects (LOBSs)

Accessing DB2 data objects on Win Forms (binding data controls)
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8.5.1 Using DataAdapter and DataSet (Disconnected model)

As we discussed, DataAdapter and DataSet are used to improve performance by
reducing database server trips from the application. In this section we show an
example of how to use DataAdapter and DataSet as a disconnected model.

Open and create a Windows Console project in C#, adding proper namespaces.
In the Main method, create a connection and command object (Example 8-9).

Example 8-9 Using DataAdapter and DataSet (disconnected model)

static void Main(string[] args)

{

DB2Connection cnn = null;

try

{
cnn = new DB2Connection("Database=Sample");
DB2Command cmd = new DB2Command();
cmd.Connection = cnn;
cmd.CommandText = "Select * from staff";
cnn.Open();

Create DataSet and DB2DataAdapter objects. The DB2DataAdapter object is
created using CommandText and Connection objects and acts as bridge
between DataSet and a database.

//create dataset

DataSet ds = new DataSet();

//create Data adapter

DB2DataAdapter db2Adpt = new DB2DataAdapter(cmd.CommandText,cnn);
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The Fill method of DB2DataAdapter fills DataSet by executing the query
assigned to CommandText:

db2Adpt.Fill(ds);
cnn.Close ();

As you have data in DataSet, from here you do not need connection. You can
perform various SQL operations on the data in a data set. The connection object
is then required only to synchronize changes with the database.

In the example, the DataSet is populated using DataTable and DataRow objects.
The DataTable object represents tables in DataSet, and DataRow represents
rows. The data in DataSet is populated as shown:

foreach (DataRow r in ds.Tables[0].Rows)
{
for (int i=0; i<r.ItemArray.Length; i++)
{
if (i>0) Console.Out.Write(", ");
Console.Out.Write(r.ItemArray[i]):
} // for
Console.Out.WriteLine();
} // foreach

Figure 8-11 on page 260 shows some output of the code.
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Figure 8-11 Output of using DataTable and DataRow to populate data
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You can also get XML representation of data in DataSet using the GetXml
method of DataSet as shown:

// xml output of dataset
string xmlstr = ds.GetXml();
Console.Out.WriteLine(xmlstr);

}

catch (Exception e)

{

Console.Out.WriteLine(e.Message);

}

Figure 8-12 on page 261 resembles the XML output returned by the GetXml
method.
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Figure 8-12 XML returned by GETXML() method

8.5.2 Calling stored procedures

A stored procedure is a set of SQL statements and optional control-of-flow
statements that are stored under a unique name in a database.

In DB2 UDB V8.2, stored procedures can be written in various languages:
» SQL stored procedures

In an SQLL stored procedure, the source code is written in SQL and is a part of
the CREATE PROCEDURE statement.

» Java stored procedures

Java stored procedures can access DB2 data using either Java Database
Connectivity (JDBC) API calls or SQLJ statements.

» Common Language Runtime (CLR) stored procedures

A CLR stored procedures references a .NET assembly as its external code
body.
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Advantages of stored procedures
The advantages of using stored procedures include:

Reduced network usage between client and server

Enhanced hardware and software capabilities

Improved security

Reduced development cost and increased reliability

Centralized security, administration, and maintenance for common routines

vyvyVvyyvyy

Using DB2 .NET Provider, you can call stored procedures, which takes input
parameters and returns results in output parameters.

Before staring actual coding, make sure DB2 UDB has stored procedure and
cataloged on it. To demonstrate, we used the following stored procedure, which
takes an employee ID as an input and returns his salary, name, and job, as
shown in Example 8-10.

Example 8-10 Create stored procedure EMP_INFO

CREATE PROCEDURE EMP_INFO (IN idno INT,
OUT empsalary DOUBLE,
OUT empname VARCHAR(9),
OUT empjob CHAR(5))
BEGIN
DECLARE year INT DEFAULT 0;
DECLARE c1 CURSOR FOR
SELECT CAST(salary AS DOUBLE),years, job, name FROM staff WHERE ID =
idno;
OPEN c1;
FETCH cl INTO empsalary, year, empjob, empname;
CLOSE c1;
RETURN year;
END

In .NET code, we assume that a connection is already created. To create a
command object whose CommandType property is set to
CommandType.StoredProcedure and CommandText to the name of the stored
procedure:

DB2Command cmd = cnn.CreateCommand();
cmd.CommandText = "EMP_INFO";
cmd.CommandType = CommandType.StoredProcedure;

The input and output parameters can be assigned using the Db2Parameter
object. Here you can define details of each parameter including direction and
type, as shown in Example 8-11 on page 263.
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Example 8-11 Create in and out parameters

// create in and out parameters
DB2Parameter parm = cmd.Parameters.Add("@empyears", DB2Type.Integer);
parm.Direction = ParameterDirection.ReturnValue;
parm = cmd.Parameters.Add("@empid", DB2Type.Smalllnt);
parm.Direction = ParameterDirection.Input;
parm.Value = empld;
parm = cmd.Parameters.Add("@empsalary", DB2Type.Double);
parm.Direction = ParameterDirection.Output;
parm = cmd.Parameters.Add("@empname", DB2Type.VarChar,9);
parm.Direction = ParameterDirection.Output;
parm = cmd.Parameters.Add("@empjob", DB2Type.Char,5);
parm.Direction = ParameterDirection.Output;

Execute the stored procedure using the ExecuteNonQuery method of command
object.

// Call the stored procedure
cmd. ExecuteNonQuery () ;

Finally, retrieve output parameters using command object and display the output
as shown in Example 8-12.

Example 8-12 Retrieve output parameter using command object

// Retrieve output parameters
Double salary = (Double)cmd.Parameters["@empsalary"].Value;
Int32 years = (Int32)cmd.Parameters["@empyears"].Value;
String name = (String)cmd.Parameters["@empname"].Value;
String job = (String)cmd.Parameters["@empjob"].Value;

// Display details of the employee

Console.WriteLine(" Employee Name : " + name);

Console.WriteLine(" Employee Job : " + job);

Console.WriteLine(" Employee Salary : " +
String.Format ("{0:f2}",salary));

Console.WriteLine(" Years Served : " + years);

8.5.3 Controlling transaction

DB2 .NET provider has the capability to handle transactions at the local level.
You can define where to start a transaction using the BeginTransaction method of
the connection object, and you can control where to commit and roll back results
using the Commit and RolIBack methods.

The DB2Transaction class is used for controlling local transactions. In the
following example, the UPDATE SQL query updates staff table, a transaction
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object commits the update using the Commit method, and the Rollback method
rolls back the entire transaction if any errors occur.

In order to perform operations on the database, necessary objects are declared:

DB2Connection cnn = null;
DB2Transaction trans = null;
DB2Command cmd = null;

Next, the connection and command object are created with CommandText for
updating the record in the table:

try
{

cnn = new DB2Connection("Database=Sample");

cmd = new DB2Command() ;

cmd.Connection = cnn;

cmd.CommandText = "update staff set salary = 20000 where id =20";

cnn.Open();

The BeginTransaction method of connection object is used to initiate the
transaction object, then it is assigned to the Transaction property of the
command object:

trans = cnn.BeginTransaction ();
md.Transaction = trans;

The ExecuteNonQuery method executes update statements on the database
and returns the total number of updated rows:

int rowsUpdated = cmd.ExecuteNonQuery();
Console.WriteLine ("Rows Updated = " + rowsUpdated);

If everything runs as planned, the Commit method of transaction object commits
updates in the staff table:

trans.Commit ();
cnn.Close ();

}

But if any errors occur, the transaction is rolled back using the Rollback method:

catch (Exception e)

{
trans.Rollback();
Console.Out.WriteLine(e.Message);
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8.5.4 Using large objects (LOBs)

An LOB is a large block of data that is stored in a database, such as an image or
sound file. LOBs are not stored in table rows but in separate pages referenced by
a pointer in the row.

The three types of LOB data types in DB2 are:
» Character large objects (CLOBSs)

These are typically used to store blocks of text items, such as ASCII or
PostScript files.

» Double-byte character large objects (DBCLOBS)

A DBCLOB is used to store large DBCS character-based data such as
documents written with a single character set. A DBCLOB value can be up to
1 073 741 823 double-byte characters long.

» Binary large objects (BLOBS)

BLOB has no structure that can be interpreted by the database management
system but is known only by its size and location.

The DB2 .NET Provider has the capability to handle LOBs. By using DB2 .NET
provider, code can be written to execute SELECT, INSERT, UPDATE, or DELETE
the LOBs from a database. For an example we use the Employee Information
application, which gets an employee ID from the user and displays user
information and his photo. The employee photo is stored in the database as an
LOB. To start, open a new Visual C# Windows Application project and put
controls on the default form, as shown in Figure 8-13 on page 266.
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J1=TEY

Enteralid Emp 1D |000140 e R etail

Mame IHEﬁTHEHFMEHDLLS

Birth Date h#19ﬂ945120&00

Phone |1 793

Figure 8-13 Employee Information result

Give proper names to the controls on a form and open a code window. Add
references to IBM.Data.DB2 as in Example 8-8 on page 255. The code window
consists default namespaces such as:

using System;

using System.Drawing;

using System.Collections;
using System.ComponentModel;
using System.Windows.Forms;

In addition, add necessary namespaces for the database and other operations:

using System.Data;
using IBM.Data.DB2;
using System.IO ;

Add the getCnn function, which creates and returns the connection object as
shown in Example 8-13.

Example 8-13 Add get Cnn

private DB2Connection getCnn ()
{
DB2Connection conn = null;
try
{
conn=new DB2Connection("Database=SAMPLE");
conn.Open ();
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}
catch (DB2Exception e)

{
MessageBox.Show (e.Message);
conn.Close ();

}

return conn;

From the form design window, double-click the Show Details button and add
code to retrieve data from the database, using the connection created in the
getCnn method:

private void buttonl Click(object sender, System.EventArgs e)

{
DB2Connection cnn = null;
cnn=getCnn();

Create a command object and assign a query that will return the employee’s
information, including his picture, as shown below:

DB2Command cmd = cnn.CreateCommand();

cmd.CommandText =

"SELECT a.firstnme, a.lastname, a.phoneno, a.birthdate," +
"b.picture FROM ADMINISTRATOR.EMPLOYEE a , " +
"ADMINISTRATOR.emp photo b " +

"where a.EMPNO = b.empno and a.empno='" + txtEmpID.Text + "'";

To get the employee information, execute the SQL statement using the
ExecuteReader method:

DB2DataReader reader;
reader = cmd.ExecuteReader(CommandBehavior.SingleResult);

if(reader.Read())
{

Populate the result in text boxes as shown:

txtName.Text = reader.GetString(0) + " " + reader.GetString(1);
txtPh.Text = reader.GetString (2);
txtDOB.Text = reader.GetDate(3).ToString();

To get the employee picture (LOB) data, create an array of type Byte and read
the bytes using the GetBytes method of the reader. To display the employee’s
picture, convert the bytes into a stream using MemoryStream and assign the
stream to the picture object as shown:

// Obtain the LOB object
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int maxSize = 102400;

Byte[] out_picture = new Byte[maxSize];

reader.GetBytes(4,0,out_picture,0,maxSize);

MemoryStream mem = new MemoryStream(out picture);
picEmp.Image =Image.FromStream(mem);

Finally, do the cleanup of used objects:
}

reader.Close();
cnn.Close();

}

8.5.5 Binding Data Controls with ADO.NET

In .NET, Windows front-end or Win Form can interact with a database in two
ways: either by writing code for each functionality as we have seen in previous
sections or by simply dragging and dropping (binding) database-related controls.
Dragging and dropping controls for database interaction requires few lines of
code: an easy and fast way for developing the applications.
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In this section, we give one simple example, which displays the staff table on a
Windows form.

1.

DB2Z Data Adapter Configuration Wizard - Step 3

Open a new Windows Application project with a proper project name.

To the left of the new project, you will find all data-related controls under the
Toolbox window. These data controls have the same properties and methods
that we discussed in previous sections. Figure 8-14 shows various data
controls that are available for database binding.

SOL SELECT Staterment
The 0B2 Data Adapter will use the specified SELECT statement to load the data into the data set and to L ”
generate the INSERT, UPDATE, and DELETE statemernts.
Comtmand type
sal |
FE A A =
=elect * from adm |n|strator] ﬂ
B3 DEPARTMENT = |
B EMP_ACT
B8 EMP_PHOTO |
B8 EMP_RESUME
B EMPLOYEE
B IN_TRAY
B ORG
PROJECT =
B8 SALES
Cle: =] o Late Sal J Mapping... | Parameters... |

= Back I Mext = I Finizh | Cancel | Help |

Figure 8-14 dbControls

2. From the Data window, drag and drop the DB2DataAdapter object onto the

form.
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3. This opens the DB2 Data Adapter Configuration Wizard (Figure 8-15). Click
Next.

DB2 Data Adapter Configuration Wizard -

Welcome to the DBZ Data Adapter Configuration Wizard

Thiz wizard will help vou specify the connection information and commands that the
DB2 data adapter uses to select, update, delete, and insert database records.
Successful completion of this wizard depends on the permizssions that you have in
the database.

— |

To continue, click Mext

= Back I Mext = I Eimizh | Cancel Help

Figure 8-15 DB2 Data Adapter Configuration Wizard
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4. In the next step of the wizard, enter the connection name, user name, and
password. The Test Connection button provides the capability to check the
connection with the database (Figure 8-16). Click Next.

DB2 Data Adapter Configuration Wizard - Step 1

DE2 Data Connection -
In order to losd and updste data, DBE2 Data Adapter will uze this database connection information. L

Copnnection name

SAMPLE: db2admin(localhost) ﬂ Mewy Connection
Seryer Databaze
Jlocainast jsampLE

User natne Pazsword

|db2admin I****"**" Test Connection

= Back ] Mext = Eimizt J Cancel Help

Figure 8-16 DB2 Data Adapter Configuration Wizard: Step 1
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5. In the SQL Statement Options window (Figure 8-17), you can select query
types to perform operations on a data source.

DB2 Data Adapter Configuration Wizard - Step 2

SOL Statement Options
DB2 Data Adapter will use the SGL Inzert, Update and Delete statements to update the data source. L ”

If your DEZ data adapter is used to updste the data source, the wizard can generate the INSERT, UPDATE, and
DELETE statements. The wizard will also step you through the generated statements for further modification and
optimization. The DB2 Data Adapter will use the SGL INSERT, UPDATE, and DELETE statements to update the
data source.

[V inciude SGL INSERT comimandd

[~ Include SQL UPDATE command
[ Include SaL DELETE commancd

= Back l Mext = I Eimizt J Cancel Help

Figure 8-17 DB2 Data Adapter Configuration Wizard: Step 2
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6. In the next window (Figure 8-18), select the command type, which can be

SQL or stored procedure. Select SQL and enter select SQL (). The wizard

automatically shows all table names after the schema name. Select the
STAFF table from the list and click Next.

DB2 Data Adapter Configuration Wizard - Step 3

SOL SELECT Statement -
The 0B2 Data Adapter will use the specified SELECT statement to load the data into the data set and to L
generate the INSERT, UPDATE, and DELETE statetnents.

Command type

6L |

zelect * from administrator —

9 DEPARTMENT & |
B EMP_ACT

B8 EMP_PHOTO
B8 EMP_RESUME
EH EMPLOYEE
B IN_TRAY

B8 ORG

BB PROJECT ‘

B8 SALES ,

Cle =] m Hate SGL i Mapping. .. | Parameters... |

= Back I Mext = | Finish | Cancel | Help

Figure 8-18 DB2 Data Adapter Configuration Wizard: Step 3
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7. The wizard shows a summary of all options you chose (Figure 8-19).

DB2 Data Adapter Configuration Wizard - Finish

Summary

The data adapter settings that vou specified are summarized hete, When yvou click Finish, the wizard L =
configures the data adapter. E

Sefting “alue

Inchude =@L SELECT command Yes

Include SGL INSERT command Mo

Inciude SGL UPDATE command Mo

Inchude =@L DELETE command Mo

= Back | Mext | Brish | Canoel Help

Figure 8-19 DB2 Data Adapter Configuration Wizard: Finish
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8. When you click Finish, the Studio automatically creates DB2DataAdap
and Db2Connection objects as shown in Figure 8-20. Right-click

ter

db2DataAdapter1 and select Generate Data Set from the pull-down menu.

Dataset

P54, CleDbDataAdapter
i3 cleDbConnection
@7 OleDbCommand
%! SoiDataddapter

EEIT ol | Reterences

S S i 3 1BM.Data. DB2
(- o3 System
i+ System.Data
-+ System.Design
L+ System.Drawing

M
Fle Edt Wew Project Buld Debug Data Format  Tools  Window  Help
c3-EF RO SBR[ o8B g - ows | BEmR T
frle ss|maew|REdMetns g lE . i biPEE-bEa.
Toolbox 2 5t)| startpage Furml_(smesig“p\me,gsw\ 4 b > || Soldtion Explerer - daContrals 7%
Data = EE|E|a
Kk Pointer [E=R

]

&) slConnection | Properties

%8 SqiCommand

| dbzDataAdapter1 16 Data,DB2 DE2Dataddapter
P54 OdbcDatafdapter e

-

L=

i3 odbcConnection (DynamicProperties)

E5 Server Explorer 9 Toolbox

@7 odbecommand (Mame) db2DataAdapter1
P54, OracleDataAdapter AcceptChangesDuringFil True
Qa e o bR meE AR T ContinuglpdateOnError False
5 oradlsCommand e e e DeleteCommand (none}
= View Code InserkCommand (none)
B¢ Dataien ————————————————F MissingMapping#ction Passthrough
P psconmeiton B Add ta Connection MissingSchematiction add
&8 pe2Command TN | Configure Data Adapter.. Modifiers Private
DBZDataddapter ‘ (e A e SeleckCommand db2selectCommandl
TableMappings (Collection)
Ereyiew R | Updatecommand (none)
& cu
o Sdtd to Connection, Confiours Dats Adapter..., Generste Data Set.., Preview
T
e . Data...
¥ Delets
Component: | =| Froperties
Windows Forms | iibaieliide, [ dbzConnection] (Name)
General | Indicates the name used in code to identFy the object.

B output

Ready I Il

tBStﬂrt| @ @ Y | dbrontrals - Microsof... ) E:idhzhetidbzDatadetA... | - Control Center | @ visual Studio NET 2003 ., | o @ 1250aM

Figure 8-20 DB2DataAdpater and Db2Connection created
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9. A window opens and asks for input tables (Figure 8-21). Select the tables that
you want to add to the data set and click OK.

Generate Data Set 1

Specify a data set that includes the specified table.

Specify a data set
! Existing

[pBzDatasett

Select one or more tablels) to add to the dats set

) ST AFF(b2

¥ &ddthis data set to the desioner.

O | Cancel Help

Figure 8-21 Generate Data Set

10.This creates the data set object db2DataSet11, as shown in Figure 8-22.

[N —— R L, S ColummHeaders¥isti True
@5 OracleCornmand HHEHE. s SRR Contexiheny {nane)
i [ STAFF =l
By Datatfiew SRR | S | AR Pr— dbobataseti!
5" DB2Conmection SRR | | | R AR AR bock Home
8 pBzcommand Enabled True
DBzDataAdapter FlatMode Fakse -
Font Micrasoft Sans Serf
ForeColor Wl windowText
GridLineCalor [ contral
GridLinestyls Solid
HeaderBackColor ] Contral
HeaderFork Micrazoft Sans Serf
o I 5] ‘ -
Auto Format
Components A=l
Windows Forms | db2Datadapter] G dbzConnectionl DataMember
General | Indicates 3 sub-lst of the Datasource to

show in the DataGrid,

25| Server Explorer 32 Toolbox 43 dbzDataset1l

| Bl Output
=

Figure 8-22 db2DataSet11 created
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11.Drag and drop the DataGrid and text boxes onto the form for binding
(Figure 8-23). The DataGrid control enables you to select, sort, and edit data.
The DataMember and DataSource property are used to bind the control from
the property window. To bind textbox controls, select Text in the
DataBindings category and select the field name that you want to bind with

text control.

petll

Pdaptert 3= dbzconnection]

s

| Properties

ItextBoxl System. Windaws.Forms, TextBox

R EEE

B (DataBindings)
(advanced)
Tag

{DvnamicProperties)
(Mame)
AcceptsReturn
AcceptsTab
AccessibleDescription
AccessibleMame
AccessibleRole
AllowDrop
Anchor
AutoSize
BackColor
Borderstyle
Causesy alidation

(Mone)
db2DataSetil - STAFF.ID

|»

- E-[E sTaFF

51 YEARS

II_I'_<

Lo

Default
False
Top, Left
True
[ window
Fixed3D

True

Text

J E:fdbznetidbzDatase. ., | ?QControI Center

| @ visual Studio |NET 200.., I H untitled - Paint

| [# %@ 1zeam

Figure 8-23 Drop DataGrid and text boxes on form

12.Finally, drop a button from the Toolbox window onto the form. Double-click this
button and add the following code to clear and fill the data source:

db2DataSet11.Clear();
db2DataAdapterl.Fill(db2DataSet11);

Note that you have to write only these two lines to populate all data in the

controls.
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13.Run the project and click Fill to populate Staff data in the controls
(Figure 8-24).

(18 staff Information ) i ] |
I} | HAME | DEPT | JOB [ YEARS | SALARY -~
10 Sanders 20 Mar 7 18357.50
20 Pernal 20 Sales a 2000000
an b arenghi 38 kg 5 1750675
] 40 O'Brien aa Salez g 1200600
a0 Hanes 15 Mar 10 2065980
g0 Cuigley 34 Sales [rauall) 1680830
70 Rothman 15 Sales 7 1ER02.83 =
| : = = AR LH
D [

Mame  |0'Brien Eill |

Department IBB

Figure 8-24 Staff Information

8.5.6 Accessing DB2 with Web Forms

In order to make database-interactive Web pages, follow the steps discussed
previously, except open a new Web Project instead of a Windows Application
project in step 1 on page 269.

8.6 Add-ins and stored procedures in CLR

DB2 UDB Version 8.2 introduced the IBM DB2 Development Add-In, which helps
developers interact easily with DB2 tools from Visual Studio .NET.

DB2 UDB V8.2 also can write and run stored procedures that were written using
Common Language Runtime (CLR). In the next section, we discuss these two
features.
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8.6.1 IBM DB2 Development Add-In overview

The IBM DB2 Development Add-In is a collection of features that integrate with
the Microsoft Visual Studio .NET development environment. DB2 UDB V8.2 has
these features, through which you can perform operations on DB2:

vyvyyy

Launch various DB2 development and administration tools.

Create and manage DB2 projects in the Solution Explorer.

Access and manage DB2 data connections in the IBM Explorer.

Create and modify DB2 scripts, including scripts to create stored procedures
and user-defined functions (UDFs).

8.6.2 DB2 Toolbar
With the DB2 Toolbar, you can launch the following DB2 tools (Figure 8-25):

>
>
>
>
>
>
>
>

0 Microsoft Development Environment [design] -'Start Page

Development Center
Control Center
Replication Center
Command Editor
Task Center

Health Center
Journal

Information Center

File Edit Mew Tools ‘Window Help
B-E-cd@
e @B R E O
| Server E?cplg—ri]&dd or Remove Buttons = 1EBM DE2 Toolbar b |

E 'th g&‘ E Custamize. .

b Bl ‘.E_ » v [k strDa

= @ Data Connections

= fa;- DBz .dbZadmin
= Tables

- ] CL_SCHED (ADMINISTRATOR)
DEPARTMEMT {ADMIMISTRATOR)
- E EMP_aACT (ADMINISTRATOR)

- E EMP_PHOTO (ADMINISTRATOR) Werify
- E EMP_RESUME (ADMINISTRATOR)
: EMPLOYEE (ADMINISTRATOR) Profil
- E IN_TRAY (ADMIMISTRATOR) _ -
- B ORG (ADMINISTRATOR) [visug e

- [E PROJECT (ADMIMISTRATOR)

== L, FRATR TS AT

s

Kevboard Scheme: I[Default Settings]

Q
S
[0))
(o4}

DB2 Toolbar
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8.6.3 DB2 Database Project type

280

The IBM DB2 Development Add-In introduces a new IBM Projects folder
(Figure 8-26), which includes a DB2 Database Project type for developing DB2
database server scripts (Figure 8-27 on page 281). With a DB2 Database
Project, you can:

» Add new or existing SQL stored procedure scripts.

» Add new or existing SQL UDF scripts.

» Add new or existing scripts based on generic templates.

» Specify build configuration options, including script build order.

» Check script files into Microsoft Visual Source Safe source-control
management system.

Newproject N X

Project Types: Templates:
-+ 1BM Projects
l:l wisiual C# Projects T
l:l Setup and Deployment Projects DEZ Datahase
-2 Cther Projects Project

----- {7 wisual Studio Solutions

Create a new DBZ database project,

hlarme: | dbzPraject
Location: 1 E:tdbZMet j Browse. .. |
Mew Solution Mame: I dbZProject ¥ Create directory For Solution

Project will be created at E:idbZhet!dbZProject\dbzProject.

AN | [0]4 I Cancel | Help |

Figure 8-26 IBM Projects folder
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=
E Solution 'dbZProject’ {1 project)
El- 7 dbZProject.dbZp
- @3

- [ Indexes
- [ Triggers
[ views
- [L3 Procedures
i [ Functions

‘e (27 Scripts

Figure 8-27 DB2 project type

8.6.4 Data Connections folder in the IBM Explorer

The IBM DB2 Development Add-In extends the Visual Studio .NET environment
by adding a new tool called IBM Explorer (Figure 8-28), a dockable window that
is similar to the Visual Studio .NET Server Explorer.

B =
E-23 Data Connections
Elfj5= SAMPLE: dbhZadmin(localhost)
BB Tables
B Views
Egﬁl Procedures
-0 GETSTAFFDETALE
20 STAFF_DETAILS
[H-20 STAFF_INFO
%& Functionz

&
B#-55 Data Adapters

Figure 8-28 IBM Explorer

IBM Explorer provides Visual Studio .NET users with access to IBM database
connections using the Data Connections folder, which is designed specifically for
DB2 managed provider connections. From the Data Connections folder in the
IBM Explorer, you can:

» Work with multiple named DB2 connections supporting connect of demand
technology.
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» Specify database catalog filters and local caching for higher performance and
scalability.

» View properties of server objects including tables, views, stored procedures,
and functions.

» Retrieve data from tables and views.

» Execute test runs for stored procedures and UDFs.

» View source code for stored procedures and functions.
» Generate ADO .NET code using drag and drop.

8.6.5 DB2 SQL Editor

The IBM DB2 Development Add-In also provides a DB2 SQL Editor. With the
editor, you can change and view the code in your DB2 routines and scripts. The
DB2 SQL Editor integrates with the Microsoft Visual Studio .NET IntelliSense
feature, which enables intelligent auto-completion while typing DB2 scripts.

8.7 Developing DB2 stored procedures in .NET

282

A stored procedure is a set of SQL statements and optional control-of-flow
statements stored under a unique name in a database. The optional
control-of-flow can be written in PL/SQL, Java. In DB2 UDB V8.2, you can
develop stored procedures using a code based on Common Language Runtime
(CLR).

To develop stored procedures in .NET, you need Microsoft .NET Visual Studio
2003 and DB2 UDB V8.2 on Windows. We used the Sample database while
demonstrating stored procedure in .NET.

Before starting development, make sure IBM Explorer has a connection to the
Sample database. If not, launch IBM Explorer by clicking View — IBM Explorer
and add a connection for Sample by right-clicking the Data Connection folder.

Cataloging DB2 CLR procedures and deploy the CLR assemblies to the local or
remote DB2 server requires a DB2 database project. The DB2 project contains
the set of script files that defines your CLR procedures, and the list of assemblies
that are required by these CLR procedures.

1. Create a DB2 database project by clicking File — New Project.
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2. In the Project Types pane, select IBM Projects, and then select DB2

Database Project in the Templates pane. Name and situate the project and
click OK (Figure 8-29).

Mew Project )

Project Types: Templates:

: {23 setup and Deployment Projects DB Database
{23 other Projects Project
Create a new DBZ database project, u el
Marme: I dbZProject
Lacation: I E:idbZMet _:] Browse... |
hevw Solukion Mame: I dbZProject | Create directory For Solution

Project will be created at E:1db2rletidbzProject|dbZProject.

£|ess | (a4 I Cancel | Help |

Figure 8-29 Open a DB2 project

3. A pop-up window, DB2 Data Connection, appears to get data connection
related information (Figure 8-30). Select the SAMPLE database under
Connection name and click OK.

§* DB2 Data Connection : x|

Connection name

SAMPLE: db2admintlocalhost) Mewy Connection |

Ok Cancel Help |

Figure 8-30 DB2 Data Connection window
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This creates a new DB2 Project in Solution Explorer (Figure 8-31). Here you can
add and define various DB2-related objects.

|
@ Solution 'db2Project’ {1 project)
E- 7 db2Project.dbzp

“a

e [0 Indexes

e (27 Triggers

e [0 Wiews

- [I7 Procedures

- [£3 Functions

- [0 Scripts

Figure 8-31 DB2 project created in Solution Explorer

To write stored procedure in .NET, you must create a project for code and logic of
stored procedure. When you install DB2 UDB V8.2, the Visual C# Projects folder
is extended to include a new project template, DB2 Class Library, that serves the
purpose of writing code and logic for the stored procedure.

To write stored procedure code, select db2Project in the Solution Explorer and
right-click to select Add — New Project. In the Add New Project window, expand
the Visual C# Projects folder and choose the DB2 Class Library template.
Name the project and click OK. A default class, DB2Class1.cs, is automatically
created with default stored procedure code. Note that the project automatically
references to the DB2 managed provider assembly, IBM.Data.DB2.
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The Solution Explorer with the new project looks similar to Figure 8-32.

=
2| =

lga Solution 'dbzProject’ (2 projects)
=R b Class
- 45 References

b =@ IBM,Data,DEZ

o =0 Syskem
..... =+ System.Data
Lo 20 Syskem. XML
----- B AssemblyInfo,cs
----- B DBE2Classl.cs
= ZF db2Project.db2p
----- (] Tables
..... [ Indexes
----- (31 Triggers
----- [ Wiews
----- [ Procedures
----- [ Functions
----- [ Scripts

Figure 8-32 Solution Explorer: db2Class

The CLR methods and assemblies must be built before they can be deployed
and cataloged on the DB2 server. To set up the build order of these projects and

to ensure correct application build and deployment, you must set Project
Dependencies.
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To set the project dependencies and build order, right-click the db2Project and
select Project Dependencies. A Project Dependencies window opens. Select
db2Class and click OK (Figure 8-33).

Project Dependencies i 5[

Dependencies IBuiId Order |
Projects:
IdbzPrnject.thp j

[ale l Zancel J Help

Figure 8-33 Project Dependencies: db2Class

To demonstrate CLR-based stored procedure, we create the getStaffDetails
method, which takes Staff ID as an input parameter and returns a name as an
output parameter.

In a code window of DB2Class1.cs, modify or add the code in Example 8-14 for
the getStaffDetails procedure. Note that this code is the same as discussed in
the DB2 .NET Provider section.

Example 8-14 getStaffDetails code section

using System;
using IBM.Data.DB2;

namespace db2Class

{
public class DB2Classl

{
public static void getStaffDetails(
String inStaffID,
out StringoutStaffName)

// Create new command object from connection context
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DB2Command myCommand = DB2Context.GetCommand();

outStaffName = "";
try
{
myCommand.CommandText =
"SELECT Name FROM STAFF " +
"WHERE ID = '" + inStaffID + "'";
DB2DataReader reader = myCommand.ExecuteReader();
if (reader.Read())
{

}

reader.Close();

}
catch( DB2Exception eR )

{

outStaffName = "DB2Exception: " + eR.Message;

}
catch( Exception eS )

{

outStaffName = "Exception: " + eS.Message;

}

outStaffName = reader.GetString(0);

8.7.1 Save and build the solution

You can add more than one stored procedure in the same project by right-clicking
the db2Class project and selecting Add — Add New Item. The Add New Item
window pops up, from which you select the DB2 Procedure Class project
template to add a new procedure class in the project.

After you complete and build the solution, the stored procedure must be
cataloged on DB2 Server. The db2Project serves this purpose by generating a
script file. To catalog the stored procedure:

1. Right-click the db2Project project and select Add — Add New Item.
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2. In the Add New Item window (Figure 8-34), select the DB2 CLR Procedure
Wizard and name it DB2CLRProc.

Add New Ttem - dbZProject.dbZp

Cateqories: Templates;

ED LEZ Database Project Ttems i
(1 Tables @ El
{:I Inf:lexes S0L Procedure SQL Procedurs
{1 Triggers Seript Wizard
{:I Views
-3 Procedures
--{_7 Functions

{:| Scripks

Runs a wizard to create a new CLR procedure.

Mame: DEZCLRProc.dbzsp

Qpen Cancel Help

Figure 8-34 Add New ltem: db2Project.db2p

DB2 UDB V8.2 on the Windows Environment



3. Click Open, which pops up the DB2 CLR Procedure Wizard (Figure 8-35).
Click Next.

DB2 CLR Procedure Wizard B

Welcome to the DB2 CLR Procedure Wizard

Thiz wizard helps you create a DB2 procedure that maps to a CLR class assembly
method.

To cortinue, click Mext.

< Back | Mext = Eimish Cancel Help

Figure 8-35 DB2 CLR Procedure Wizard
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4. In the Available CLR methods pane, select the methods for script generation
(Figure 8-36). click Next.

DB2 CLR Procedure Wizard - Step 1

CLR Method Selection
Use the check box next to each entry in the list box below to select one or more CLR methods to consider for DB2 CLR
procedure script generation

Available CLR methods CLR methiodd detail

[AE  getstafiDetails Method Singature
de getStaffDetails ( System.String inStafflD, out System.String outStaffHame )
4

H

Class name.

|#h2Clzss DE2CIass1

Module name

IE:\db2Net\db2Project\db2Class\DElZClass1 =3

Language

ICSharp

= Back | Mext = J Finizh cancel Hela

Figure 8-36 CLR Method Selection
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5. Optionally, you can specify values for the DB2 CLR procedure (Figure 8-37).

DB2 CLR Procedure Wizard - Step 2 N

Specifications

“ou can optionally specify values for warious properties of 2 DB2 CLR procedure including name, specific name, schema, and a
hrief comment.

Selected CLR methods CLR procedure detail

Module name
IE:\deNet\deProject\db?Class\DElQClass1 .8

gy outstatitame

Class name
Jdh2Class DB2CIAss1

DB2 procedure detail

Procedure name
(GETSTAFFDETALS

Schema name Specific name
z ¥|  |cETsTAFFDETALS

SGL usage Mumber of result sets(s)

[Mociies SaL data = P —|

Commert

= Back | Met = | Einish Cancel Help

Figure 8-37 CLR Procedure wizard: Specifications
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6. The last screen of the wizard shows a summary of the CLR procedure
(Figure 8-38).

DB2 CLR Procedure Wizard - Step 4

Summary
Click Finishto creste the CLR procedure script. To change s selection, click Back to return to previous pages of the wizard.

Selected CLR procedures

DB2 Procedure MET CLR Procedure |
GETSTAFFDETAILSE I YARCHAR ( 254 J INSTAFFL.. | void getStaffDetails [ System String inStaffiD, out System String outStattiiame )

Setting Walue ]

S MET Solution File E: b 2Metidb 2Projectidb2Project =in

Project file name E: b 2Meticdb 2Projectidb2Class\dh2Class caproj

MET Project language CSharp

Script header

Script trailer

Generate a DROP PROCEDURE statement Yes ¥

] | »
Showe SEL.. |

= Back ] [ext = ] Finish I Cancel Help |
Figure 8-38 DB2 CLR Procedure wizard: Summary

7. To deploy assemblies on the local or remote DB2 server right-click the
db2Project project and select Assemblies.
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8. This opens the CLR Assemblies window (Figure 8-39). From the window,
select the path for db2Class.dll and click OK to build the solution.

CLR Assemblies 1} x|

Thiz dialog dizplays information about the CLR assemblies associated with vour project. When your project
is built these assemblies may be installed to vour database.

—&zzembly Information

File name: |
IE: Wdb2M ethdbZ2Projectsdb2Class\bin\D ebugidb2Class.dll j

File tirnestamp: ‘

IDZHDZ’ZDDd 02:43:40

Target databaze directon:
Ic:lr

EXTERMAL name: ‘

Last successful install tirme:

Inztalled aszembly timestamp:

™ Do notinstall on build

Remove Set bz New l Install J

Ok | Cancel | Help |

Figure 8-39 CLR Assemblies
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You can see the newly created stored procedure by expanding the Procedures
node in IBM Explorer (Figure 8-40).

|
E--a Diata Connections

E{% SAMPLE: dbZadmin(localhost)
B Tables
----- ?E, Wigws
Elg-f_':‘ Procedures
30 GETSTAFFDETAILS
B0 STAFF_DETAILS
=-$0 STAFF_INFO
EEI--%E Functionz
EEI-- Data Adapters

Figure 8-40 Created stored procedure

To run the stored procedure, right-click the GETSTAFFDETAILS procedure and
select Run Procedure. A Parameter Window (Figure 8-41) opens. Enter Staff
Id and click OK to see the result.

Parameter Yalues
ADMIHISTRATOR.GETSTAFFDETAILS
Mame |Type |Nu|| | value
F INSTAFFID |"VARCHAR ( 254 ) ™ o
Ok Cancel Help
7

Figure 8-41 Parameter Values window
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Consuming DB2 Web
services in .NET

DB2 is at the cutting edge of Web services technology for databases. A Web
service is an application component (or service) that runs on a Web server and
enables client programs to call methods over HTTP. Web services use standard
Internet protocols such as HTTP, XML, and SOAP to provide connectivity and
interoperability between different platforms or across companies.

Key features of Web services include:

» Promote interoperability
» Enable just-in-time integration
» Reduce complexity through encapsulation
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9.1 Web services and DB2

Web services provide a simple interface between the provider and consumer of
application resources using a Web Service Description Language (WSDL).

Web Service provider is a service that provides application component interfaces
to other applications. Web service consumer is an application that uses a Web
service.

Figure 9-1 summarizes this and focuses on the role of consumer and provider.

SOAP Request ,—< 77\,

4 A *  Weh Server
Internet-~, /

Application

————— i
ET/ SOAP Response | | Component i
Consumer SOAP Provider
XML
HTTP

Figure 9-1 Web services: consumer and provider

DB2 UDB V8.2 can act as both a Web service provider and consumer. As a Web
service provider, you can create a WSDL interface to DB2 UDB data by using the
Web Services Object Runtime Framework (WORF), also known as Document
Access Definition Extension (DADX) files. DB2 provides SQL statements or
stored procedure data as a Web service using DADX files.

As a Web Service consumer, you can invoke Web services from within
Structured Query Language (SQL) statements by invoking a set of user-defined
functions (UDFs)

In this chapter, we explain the Web Services Object Runtime Framework and
how to create WORF service on Apache Tomcat Server, then how to consume
that service in .NET client.

For more information about DB2 as Web Services consumer and WOREF, refer to
XML for DB2 Information Integration, SG24-6994.

9.2 Web Services Object Runtime Framework (WORF)

Web Services Object Runtime Framework (WORF) provides an environment to
easily create simple XML-based Web services that access DB2 UDB. Web
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services are sets of business functions that applications or other Web services
can invoke programmatically over the Internet.

To provide an environment, WORF uses an Apache Simple Object Access
Protocol (SOAP) (Version 2.3 or later) engine, or the Apache Axis engine
(Version 1.2) and the Document Access Definition Extension (DADX). A DADX
document specifies a Web Service using a set of operations that are defined by
XML Extender DAD documents or SQL statements. Web services that are
specified in a DADX file are called DADX Web services. The WORF runtime
environment provides a simple mapping of XML schema to SQL data types.

The WORF framework provides the following features:

Resource-based deployment and invocation

Automatic service redeployment, when defining resource changes
Automatic documentation and test-page generation

HTTP GET and POST bindings

Automatic WSDL and XSD generation

Support for UDDI

vyVyVYyVvYVvYyyYy

9.2.1 Document access definition extension (DADX)

A DADX file specifies how to create a Web service by using a set of operations
that are defined by SQL statements or XML Extender DAD documents. The
DADX file can contain standard SQL statements, such as SELECT, INSERT,
UPDATE, DELETE, and CALL statements, to query and update a database and
call stored procedures.

Web services, or functions invoked over the Internet, specified in a DADX file are
called DADX Web services, also referred as DB2 Web services or DB2
Information Integrator Web services.

Even with minimal knowledge of XML or SQL, you can create DADX documents
by using a simple text editor and tools provided in WebSphere Studio.

DADX files support two kinds of Web service operations:

» SQL operations

SQL-based querying is the ability to send SQL statements, including stored
procedure calls, to DB2 and to return results with a default tagging.

SQL operations query the database by executing SELECT, UPDATE SQL
statements. The DADX SQL operation also includes calling stored procedure.

» XML collection operations (requires DB2 XML Extender)

These storage and retrieval operations help you to map XML document
structures to DB2 tables so that you can either compose XML documents
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from existing DB2 data, or decompose (store untagged elements or attribute
content) XML documents into DB2 data. This method is useful for data
interchange applications, particularly when the contents of XML documents
are updated frequently.

Table 9-1 summarizes various DADX operations and corresponding elements.

Table 9-1 DAX operations and elements

Operations Element Description

SQL operations <query> Queries the database
<update> Updates the database
<call> Calls stored procedures

XML collection operations | <retrieveXML> Generates XML documents

<storeXML> Stores XML documents

Note that you can perform these operations using either the static or dynamic
approach. In the static (pre-defined) approach, the query is in the DADX file and
only parameters are sent; in the dynamic query approach, the whole SQL
statement is sent as a parameter. To process SQL statements at run time, you
must enable the dynamic query service (DQS) that is provided by WORF by
using a DADX file. In such a case, the DADX file includes only a <DQS/> tag.

With the static approach, you can perform the following operations:

» SQL Select, Insert, Update, Delete

» Stored procedure call

» XML collection operations (requires XML Extender functionality)

With the dynamic approach, you can perform these operations:

» executeQuery, executeUpdate, execute, executeCall, getTables, getColumns

Figure 9-2 on page 299 shows a simple DADX file that performs an SQL
operation explaining the meaning of elements.
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<7uml version="1.0" 7>
- <DaADx »mins="http:/ fschemas.ibm.com/db2 /dxx/dadx"
Documenatation for wmlns:wsd="http:/ /wwsw.w3.0rg/2001/XMLSchema"=
DADX (Alfoperations]____ «documentation=List contents of EMPLOYEE tables and gets
EMPLOYEE Information.</docurmentationz

Documentation for - zoperation name="listEmployees"=
operation documentationzLists each employee.</documentation=
- <querys
<S0L_guery>SELECT * FROM EMPLOYEE<«/SOL_queryx>
</query>

</operationz

= <operation name="getEmplnfo"=
Opevation Name <documentationzGet Emp information.</documentations

— SOUBry:
SCOL_query=SELECT * FROM EMPLOYEE WHERE
SQL Operation EMPMNO =:EMPNUMBER</S0L_query>
and SGL queny parameter name="EMPNUMBER" type="xsd:string" />
A Query s
Input Parameter </operationz
=/DAaDKs

Figure 9-2 DADX file and elements

When you browse this DADX file in a browser, the Documentation operations
appear as shown in Figure 9-3.

Address I»@j http:/flocalhost: 8080 sample-service/testsample/empInfo, dad: TEST d Go | Links *

WORF Test Page For fempInfo.dadsx

5. Mavigator A Actions

] ID ;I 2 getEmpInfo Operation ;I
E----http:,l’,l’tempuri.org,l’testsample,l’emplr

@ Dperations g String

o S vpUmpeR; 200020 |

- listEmployess
-getEmpInfo

Description

WIDL [E] Documentation
-WSDL Binding Get Emp information,
WWSDL Service
igML Schema
Documentation

List conkents of EMPLOYEE tables an
EMPLOYEE Information.

H E—1 _>l_I [
Figure 9-3 browsing the DADX file in a browser
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9.2.2 DB2 XML Extender

The DB2 XML Extender is an end-to-end solution for storing and retrieving XML
documents. DB2 XML Extender enables XML documents to be stored intact
(and, optionally, indexed in side tables) using the XML column access method, or
as a collection of relational tables using the XML collection access method.

DB2 XML Extender uses the XML document format called Document Access
Definition (DAD) to define the mapping between XML and relational data.

To use XML Extender, ensure that the database administrator has set up any

databases that are required for the application, and enable them for use by XML
Extender.

For more information about DB2 XML extender, refer to Integrating XML with
DB2 XML Extender and DB2 Text Extender, SG24-6130.

9.2.3 How WORF processes a Web service request
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Figure 9-4 shows how WORF processes a Web service request.

Application |
SOAP
Client J
| Sender
Port
i —l
S0AP
) HTML
Sl S0QL Operations
poTTTTTmeees DB2
Listener ]
Port 1 TEG
1 '
] : HhL
SOAP Service Connection Poal i
Runtirme '
WORF %ML collection
- (DADX Processor) ' operations
p DADX L o DAD

Figure 9-4 WORF processes a Web service request
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The application, which can be a Java or .NET client, sends a service request
using the SOAP client. The WORF processes the received URL request and
checks for a DADX or DTD file and the requested action. The action can be
TEST, XSD, or WSDL.

When WORF receives the request, it performs the following steps in response to
a Web service request:
1. Load the DADX file specified in the URL or request.

2. Check whether the request is for operation (SQL or XML Collection operation)
or command (TEST, XSD, or WSDL).

3. If the request is for operation, check whether it is for SQL or XML Collection
operation:

a. If the DADX is for SQL operation:
i. Replace parameters in the DADX file with requested values.

ii. Connect to DB2 and execute any SQL statements or SQL calls
specified in DADX file.

iii. Format the result into XML.
iv. Return the response to the service requestor.
b. If the DADX is for XML Collection operation:
i. Load a DAD file, if requested.
ii. Replace parameters with requested values.
iii. Perform an XML collection operation on DB2 using XML Extender.
iv. Format the result into XML.
v. Return the response to the service requestor.

If the request is for a command, generate the required files, test pages, or other
responses and return the response to the service requestor.

9.2.4 Setting up a WORF environment for Windows

WORF Version 8.2 can be run on Apache application server or WebSphere
Application Server. In this chapter we show how to run WORF Version 8.2 with
Apache application server Version 5.0.

Instailing WORF on an Apache Tomcat server

To run WOREF service on Apache, the first step is to make sure that all necessary
JAR files are present on the machine and added in the class path of the server.
Table 9-2 on page 302 shows the JAR files that are required to run WORF, with
description and source URL.
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Note: Not all listed JAR files are required for running a simple WORF service
(mail.jar, gname.jar). Those that are required are:

soap.jar

mail.jar
activation.jar

>
>
>
>
» worf.jar
>

Table 9-2 JAR files

xerces.jar (or the JARs of your Java XML parser)

db2java.zip (or the JDBC implementation JAR of your database server)

JAR

Description

Source URL

soap.jar for Apache
SOAP engine, or
axis.jar for Apache

Implementation of the
Simple Object Access
Protocol

http://ws.apache.org/soap/

http://ws.apache.org/axis/

axis engine.
xerces.jar Java XML parser http://xml.apache.org/xerces-j/
mail.jar Java Mail http://java.sun.com/products/ja

vamail/

activation.jar

JavaBeans Activation

http://java.sun.com/products/ja

Framework vabeans/glasgow/jaf.html
http://java.sun.com/products
worf.jar WORF service Copy worf.jar from the DB2

installation media.

j2ee.jar, version 1.3
or later

Java 2 Enterprise
Edition

http://java.sun.com/j2ee/downlo
ad.html
http://java.sun.com/products

gname.jar

Java API for QName

http://java.sun.com/products

wsdl4j.jar

The Web Services
Description Language
for Java Toolkit enables
creation,
representation, and
manipulation of WSDL
documents describing
services.

http://www-124.1ibm.com/develope
rworks/projects/wsd14j/

jaxrpc.jar

Java APl for XML-based
RPC

http://ws.apache.org/
or
http://java.sun.com/products
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http://ws.apache.org/soap/
http://ws.apache.org/axis/
http://xml.apache.org/xerces-j/
http://java.sun.com/products/javamail/
http://java.sun.com/products/javabeans/glasgow/jaf.html
http://java.sun.com/produc
http://java.sun.com/products
http://java.sun.com/j2ee/download.html
http://java.sun.com/products
http://java.sun.com/products
http://www-124.ibm.com/developerworks/projects/wsdl4j/
http://ws.apache.org/
http://java.sun.com/products

JAR

Description

Source URL

log4j-1.2.8 jar

Log API

http://1ogging.
/docs/downTload.

apache.org/1og4j
html

commons-logging.ja
r

Common logging API

http://jakarta.

ns/logging/

apache.org/commo

commons-logging-a
pi.jar

Simple wrapper API
around multiple logging
APIs

http://jakarta.

ns/logging/

apache.org/commo

commons-discovery.
jar

Discovering, or finding,
implementations for
pluggable interfaces.

http://jakarta.

ns/discovery/

apache.org/commo

db2java.zip, or jcc.jar
The name of the
driver class depends
on the driver
package that you
use. You can modify
the driver package
that you use in the
group.properties file.

JDBC implementation
JAR of your database
server

The DB2 installation has
db2java.zip or jcc.jar files.

After downloading these JAR files, add a line for each file in the setclasspath.bat
file, which resides in the \bin directory of Apache Tomcat server. For example:

set CLASSPATH = %CLASSPATH%;C:\worf\wsd14j.jar

To take the effect of added class paths in setclasspath.bat, make sure to start
and stop the server with the startup.bat or shutdown.bat.

9.2.5 Creating and deploying DB2 WORF service

In this section we show you how to create a simple DADX Web service:
deployment and testing of a Web service. In particular, we explain:

» How to deploy and test a sample Web application that comes with worf.zip
» How to create a new DADX Web service

Deploying and testing a sample Web application

As discussed earlier, to run a WORF service you must install worf.jar with the
proper class path added in the setclasspath.bat file.
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The dxxworf.jar file comes with the worf.zip file, which also contains a sample
Web application with Web services that use WORF. The sample application also
has files for exposing and testing the DADX Web services.

To deploy the sample application:
1. Stop the Apache server if it is running.

2. Copy the sample WAR file (services.war or apache-services.war) into the
/webapps directory.

3. Restart the server to deploy the sample war file.

Test the installation in a browser with the URL:
http://localhost:8080/apache-services/LIST

Note that this URL depends on the WAR file name that you copied in step 2.

The Web application Web Services Listing Page appears as shown in Figure 9-5.

& Web Services Listing Page - Microsoft Internet Explorer

ol
File Edt Miew Favorites Took  Help :,'
Q@eack - ) - ¢ A Al | - search - Favorites o Media & > g
Address I@j http: fflocalhost: 8080/ apache-services /LIST A j Go | Links **
Web Services Listing Page
This page contains links for testing of the available Web Services
Web Services
The following links show all available Web Services.
F’Vab Services in group: /sales
fsales/CallPartOrders. dadx | TEST [WSDL | WSDLservise | WSDLbindng [XsD
| frales/PartOrders. dac TEST | WSDL | WSDLservice | WSDLbinding | XSD .
fseles/PoiaPartOrders. dads | TEST | WSDL | WSDLservice | WSDLbindng | XSD
| fsalesiUpdatePartOrders. dadz |TEST | WSDL | WSDLservice | WSDLbinding | X5D
Weh Services in group: /db2sample
fdb2sample/departmert dads |TEST | WSDL | WSDLservice | WSDLbindng | XSD
fdb2sampleldept dads |TEST | WSDL | WSDLservice | WSDLbinding | X5D
fdbZ2zample/dgs dads TEET |'WEDL | WSDLeermee | WEDLbindmg | X5D
B | IEsT | wspL | | &
|@ Done ’_ ’_ l_ ‘-_g Local inkranet 4

Figure 9-5 Web Services Listing
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Note that to work the listed services you must run setup scripts. The scripts for
setting up the databases are part of the samples. For more information, see the
related notes in the DB2 documentation.

Creating a new DADX Web service

In this section, we discuss how to create a new DADX Web service on Apache
server. To test and expose the Web service, we copy the necessary files from the
sample application discussed in previous section.

Creating a directory structure and defining a group of Web services

The DADX Web service requires a group. The groups are stored in the directory
WEB-INF/classes/groups; /WEB-INF is the directory used by J2EE Web
applications to store resources that are not directly available to HTTP requests.
This means that users cannot see the contents of your DADX files.

To create a directory structure and define a group of Web services:

1. Open the webapps folder under Apache Tomcat Web server.

2. Create the \sample-service\WEB-INF\classes\groups\test sample
directory, as shown in Figure 9-6 on page 306. This groups folder stores all
Web services. In our example, we created a test_sample group directory as
shown.

3. Create a 11ib folder to store custom JAR files.

4. Copy the worf folder from the \sample-service folder. The worf folder has the
necessary interfaces to expose and test the DADX Web service.
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Figure 9-6 Web directory

Defining web.xml

Create a web.xml file to define group names, and store it in the WEB-INF folder.
You can have multiple group names in the same web.xml file. The code in
Example 9-1 shows the web.xml file created for test_sample.

Example 9-1 web.xml sample

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE web-app
PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"
"http://java.sun.com/dtd/web-app_2_3.dtd">
<web-app>
<servlet>
<servlet-name>list</servlet-name>
<display-name>1list</display-name>

<servlet-class>com.ibm.etools.webservice.rt.list.servliet.ListInvoker</servlet-c
lass>
<load-on-startup>-1</load-on-startup>
</servlet>

306 DB2 UDB V8.2 on the Windows Environment



<servlet>
<servlet-name>wsil</servlet-name>
<display-name>wsil</display-name>

<servlet-class>com.ibm.etools.webservice.rt.wsil.servlet.WSILInvoker</serviet-c
lass>
<load-on-startup>-1</Toad-on-startup>
</servlet>
<servlet>
<servlet-name>test_sample</servlet-name>

<servlet-class>com.ibm.etools.webservice.rt.dxx.servlet.DxxInvoker</servlet-cla
ss>
<init-param>
<param-name>faultListener</param-name>
<param-value>org.apache.soap.server.DOMFaultListener</param-value>
</init-param>
<load-on-startup>-1</Toad-on-startup>
</serviet>

<servlet-mapping>
<servlet-name>test_sample</servlet-name>
<url-pattern>/testsample/*</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>1list</servlet-name>
<url-pattern>/LIST</url-pattern>
</servlet-mapping>
<servlet-mapping>
<servlet-name>wsil</servlet-name>
<url-pattern>/inspection.wsil</url-pattern>
</servlet-mapping>
<welcome-file-Tist>
<welcome-file>index.html</welcome-file>
</welcome-file-Tist>
</web-app>

Creating a group.properties file
The group.properties file is a standard Java properties file that contains database
connection information for each group of DADX Web services.

The group.properties file for our test_sample example consists of:

dbDriver=COM. ibm.db2.jdbc.app.DB2Driver
dbURL=jdbc:db2:sample
userID=administrator

password=pass2jit
namespaceTable=namespacetable.nst
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autoReload=true

reloadIntervalSeconds=5
groupNamespaceUri=http://schemas.ibm.com/sample
enableXmlClob=true

useDocumentStyle=true

Table 9-3 describes the properties in the group.properties file.

Table 9-3 Properties in group.properties file

Property Required Description

initialContextFactory Optional Defines a DataSource for the database
connection and enables connection
pooling and distributed transactions. Used
with data source JNDI property.

datasourceJNDI Optional Specifies the JNDI name of the
DataSource for the database. Used with
initialContextFactory. Not used with
Jakarta Tomcat.

dbDriver Optional Specifies the Java class name of the JDBC
driver for connecting to the database.

dbURL Optional Specifies the JDBC URL of the database.

userlD Required User ID for the database.

password Required Password for the database.

namespaceTable Optional Specifies the resource name of the

namespace table. References a
Namespace Table (NST) resource that
defines the mapping from DB2 XML
Extender DTDIDs to XML Schema (XSD)
name spaces and locations.

autoReload Optional Used with reloadintervalSeconds.
Specifies whether to reload a resource.

reloadIntervalSeconds Optional Used with autoReload. Controls resource
loading and caching. Specifies the integer
automatic reloading time interval in
seconds.

useDocumentStyle Optional The default value is false, which means that
the Web services at run time use RPC
encoding. If you set this value to true, then
the Web services at run time use document
style and literal encoding.
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Note:
» When using group.properties for connection pooling:

— Define group.properties using the parameter initialContextFactory with
datasourceJNDI.

» When using group.properties for regular JDBC database connections:
— Define group.properties using the parameter dbURL with dbDriver.

» If you define both types of connections, the application tries the DataSource
first. If WORF cannot obtain the DataSource, then it tries the JDBC. The
complete set of properties is listed below.

» If you are using the Microsoft .NET client for accessing the DADX Web
service, set useDocumentStyle = true.

Create and store this group.properties file in the Apache Tomcat server directory
WEB-INF/classes/groups/test_sample.

Creating a DADX file

A document access definition extension (DADX) file specifies how to create a
Web service by using a set of operations that are defined by SQL statements or
XML Extender Document Access Definition (DAD) documents.

In our example, we perform two SQL operations to get EMPLOYEE information.
The first operation, listEmployees, lists information about all employees. The
second operation, getEmplnfo, takes the employee number as its input
parameter and returns employee information for that number.

Declaring and referencing parameters in the DADX file
To pass SQL parameters, use a colon prefix as shown:

<SQL_query>SELECT * FROM EMPLOYEE WHERE EMPNO =:EMPNUMBER</SQL_query>

To define a parameter, use the <parameter> element as shown:
<parameter name="EMPNUMBER" type="xsd:string"/>

Table 9-4 shows supported SQL and XML schema types that are required for
declaring and referencing parameters in the DADX file.

Table 9-4 SQL and XML schema type

SQL type XML schema simple type
CHAR, VARCHAR string

DECIMAL, NUMERIC decimal

INTEGER, SMALLINT int
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SQL type XML schema simple type

FLOAT float

REAL, DOUBLE PRECISION double

DATE date
TIME time
TIMESTAMP string

Example 9-2 shows the emplnfo.dadx file. Create and copy this file into the
Apache Tomcat server directory WEB-INF/classes/groups/test_sample.

Example 9-2 emplnfo.dadx

<?xml version="1.0"?>
<DADX xmlns="http://schemas.ibm.com/db2/dxx/dadx"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<documentation>List contents of EMPLOYEE tables and gets EMPLOYEE
Information.</documentation>
<operation name="TistEmployees">
<documentation>Lists each employee.</documentation>
<query>
<SQL_query>SELECT * FROM EMPLOYEE</SQL_query>
</query>
</operation>
<operation name="getEmpInfo">
<documentation>Get Emp information.</documentation>
<query>
<SQL_query>SELECT * FROM EMPLOYEE WHERE EMPNO =:EMPNUMBER</SQL_query>
<parameter name="EMPNUMBER" type="xsd:string"/>
</query>
</operation>
</DADX>

Testing the emplinfo.dadx file

The worf folder that was copied from the DB2 sample application has files that
are necessary for testing DADX Web service.

After performing all of the steps described so far in this section, restart the Web
server and browse to the following URL to test the created DADX Web service:

http://localhost:8080/sample-service/testsample/empInfo.dadx/TEST

Figure 9-7 on page 311 shows emplnfo.dadx with the TEST command.
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Figure 9-7 emplnfo.dadx with TEST command

Generating WSDL from the DADX file

The DADX document contains the information that is required to implement the
Web Service as well as the information required to generate the WSDL
document that describes the Web service.

WSDL is used to describe the interface of business services. It is used when
publishing services to a UDDI registry.

To generate the WSDL, submit the following URL:
http://Tocalhost:8080/sample-service/testsample/empInfo.dadx/WSDL

WORF dynamically generates the WSDL document. You can publish this in UDDI
or some other Web service directory.

Figure 9-8 on page 312 shows a snippet of WSDL that was generated for the
emplnfo.dadx Web service.
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<7xml version="1.0" encoding="UTF-8" 7=
- <definitions targethamespace="http:f /tempuri.org/sample-
service/testsample/emplInfo.dadx/WSDL" xmins="http://schemas.xmlsoap.org/wisdl/"
zmins:http="http://schemas.xmlsoap.org/wsdl/http /"
zmins:mime="http://schemas.xmlsoap.org/wsdl/mime/"
#mins: soap="http:/ /schemas.xmlsoap.org/wsdl/soap/"
smins: ths="http:/ /tempuri.org/sample-service /testsample/emplnfo.dadx= /WsDL"
amins: xsd="http:/ /www.w3.0rg/2001/XMLSchema"
wimlns: xsd1="http:/ /tempuri.org/testsample /emplInfo.dadx">
<wsdl: documentation xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"=List contents of
EMPLOYEE tables and gets EMPLOYEE Information.«</wsdl: documentations
- <typess
- <schema elementFormDefault="qualified"
targethamespace="http:/ /tempuri.org/testsample /emplInfo.dadx"
smins="http://www.w3.0rg/2001/ X¥MLSchema"
xmins: tns="http:/ /tempuri.org/testsample/emplInfo.dadx"=>
- zelement name="listEmployeesResult">
- =complexType:=
- <SequENncEe:
- <element maxOccurs="unbounded" minCccurs="0"
name="listEmployeesRow">
- <complexType:=
- <sequence=
<element name="EMPMNO" type="string" /=
<element name="FIRSTNME" type="string" />
<element name="MIDINIT" type="string" />
<glement name="LASTNAME" type="string" />
<glement name="WORKDEPT" nillable="true" type="string" />
<element name="PHOMENO" nillable="true" type="string" />
<element name="HIREDATE" nillable="true" type="date" />
<glement name="JOB" nillable="true" type="string" />
<element name="EDLEYEL" type="short" /=

<element name="8EX" nillable="true" type="string" />

Figure 9-8 WSDL sample

Performing XML collection operations

You can generate or store XML documents with the <retrieveXML> or
<storeXML> operations. These operations call XML Extender stored procedures
and require a DAD file or an XML collection reference. The stored procedures
generate or store XML documents using the mapping in a DAD file, or by
referring to an enabled XML collection.

Example 9-3 shows a more complex DADX file that generates an XML
document. It references a stored procedure using the <retrieveXML> element.
The <DAD_ref> element specifies the name of a DAD file.

Example 9-3 DADX

<?xml version="1.0"?>
<DADX xmlns="http://schemas.ibm.com/db2/dxx/dadx"
xmins:xsd="http://www.w3.0rg/1999/XMLSchema">
<wsd1:documentation xmlns:wsd1="http://schemas.xmlsoap.org/wsd1/"
xmins="http://www.w3.0rg/1999/xhtm1">
Provides queries for part order information at myco.com.
See
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<a href="../documentation/PartOrders.html"
tar-get="_top">PartOrders.html</a>
for more information.
</wsd1:documentation>
<operation name="findA11">
<wsdl:documentation xmlins="http://schemas.xmlsoap.org/wsdl/">
Returns all the orders with their complete details.
</wsd1:documentation>
<retrieveXML>
<DAD_ref>getstart xcollection.dad</DAD_ ref>
<no_override>
</retrieveXML>
</operation>
</DADX>

The stored procedure refers to the getstart_xcollection.dad file to determine
which tables to use when generating the XML documents, and the XML
document structure.

For more information about XML collection operations, refer to XML for DB2
Information Integration, SG24-6994.

9.3 Consuming the DADX Web service using .NET client

In the last section, we saw how to create a simple DADX file for performing an
SQL operation. In this section, we show how to consume that Web service in
.NET client.

For demonstration purposes, we create a Console application and then access
the getEmplnfo Web method.

1. Open a new Console application in C# project and name it worfClient.
Rename the default Class1 to wClient in the Project Explorer window.

2. To add a Web reference, right-click Project name in Project Explorer and
select Add Web Reference. An Add Web Reference window appears.
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3. Type the URL to get WSDL for emplinfo DADX Web service and click Go. The
Add Web Reference window retrieves information for all methods, as shown in

Figure 9-9.

Add Web Reference x|

Mavigate ko a web service URL {asmx or wsdl) and click Add Reference ko add all the available services found at that URL,

Qeack O | D [ &

URL: p:fflocalhost: sample-service /testsamplefempInfo.dadzfw + Go
URL: | http:fflocalhost:s050/ | iceftest lefempInfo,dad:

"theService" Description

Methods
n  getEmpInfoi SMPALMBER As )
Get Emp information,

n listEmployees()
Lists each emploves,

- |

Web services Found at this URL:
[T Service Found: ;I

- WSDL

web reference name:

localhost

Add Reference |

Cancel |

Figure 9-9 Add Web Reference window
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4. Click Add Reference to add a Web reference in Solution Explorer

(Figure 9-10).

|
= |3
Q Solution worfClient' (1 project)
= l’é?ﬂ wo Show All Files
- (5] Referances
L ) Syskem
+Z System,Data
i =D System,Weh,Services
e+ System.3ML
= @ Web References
= &% localhost
- Reference.map
e B WSl wsdl

App.ica
B AssemblyInfo.cs

wilienk,cs

Figure 9-10 Solution Explorer

5. Add the following code in the Main method of the wClient class.

static void Main(string[] args){
localhost.getEmpInfoResponse EmpInfoResponse;
localhost.getEmpInfoResultGetEmpInfoRow[] EmpInfoRow;
localhost.theService proxy = new localhost.theService();
localhost.getEmpInfo empInfo= new Tocalhost.getEmpInfo();
empInfo.EMPNUMBER="000020";
EmpInfoResponse = proxy.getEmpInfo(empInfo);
EmpInfoRow = EmpInfoResponse.@return.getEmpInfoResult;
for(int i=0; i < EmpInfoRow.Length; i ++)
{
Console.WriteLine (EmpInfoRow[i].FIRSTNME + " " +
EmpIn-foRow[i].LASTNAME + " " + EmpInfoRow[i].SALARY);
}
}
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This code sends the employee number 000020 to the getEmpinfo Web service
and displays the employee’s First Name, Last Name, and Salary on the
console. An output of the code appears on the console, as shown in

Figure 9-11.
i "Ehdb2Net' worfClient' worfChien —1O] =i
ICHAEL THOMPSON 41258.08 il
ress any key to continue

-
< | 2P

Figure 9-11 Net Console output
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Problem resolution

In this chapter, we introduce the most frequently used IBM acronyms in the
literature when referring to problem resolution:

RAS Reliability, availability, and serviceability
PD/PSI Problem determination / problem source identification

We also introduce the enhanced DB2 diagnostic log and new tools for examining
this log.
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10.1 RAS

Reliability, availability, and serviceability are attributes of application system
design, program design, and coding that assure that the final product will be
available when needed; that it will reliably perform the functions it was designed
for; and that if problems do occur, they will be as non-disruptive as possible, they
can be repaired as quickly as possible, and the user operation can and will be
resumed with a minimum of down time.

It is expected that these attributes will stay the same over the entire product life
irrespective of what changes, updates, and enhancements are added.

Customers expect that the software product they acquired will be capable of
performing its intended functions under stated conditions for a stated period of
time.

A software vendor expects product that is coded in such way that it is possible to
quickly determine the cause and the solution to a problem or error that affects its
operation.

This noble goal is achieved by using techniques for preventing fault occurrence
(such as defensive programming), minimizing the effects of faults when they
occur, reducing the time for repair, and enabling the customer to resolve
problems without extensive assistance from the software vendor.

10.2 PD/PSI

318

Problem determination (PD) is a task performed by either the customer or
software vendor to determine whether a fault is caused by hardware error,
software error, or human (operator or user) error.

Problem source identification (PSI) is the set of activities that are performed after
problem determination to determine the specific failure of the hardware or
software component.

PSI helps determine appropriate corrective action to be taken to alleviate or
resolve the problem.
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10.3 Information to collect

A detailed and precise problem description is the key to resolving a problem. For
example, which sentence describes problem better:

» | have some problems with my application.
» When my application fetches rows from a table, it gets an error code of -180.

The first step in problem analysis is to completely describe the problem. Without
a problem description, you will not know where to start investigating the cause of
the problem. This step includes asking such basic questions as:

What is the problem?

Where is the problem happening?

When does the problem happen?

Under which conditions does the problem happen?
Is the problem reproducible?

vyvyyvyyy

Collecting information in an orderly, organized, and comprehensive fashion will
significantly speed up the time it takes to find the source of the problem and its
resolution. You need to:

» Describe your environment: exact hardware and software level of all
participating servers (both DB2 and non-DB2), such as application servers.

» Describe the history of events leading to this problem: is it re-creatable or
intermittent?

» Describe what sequence of events led to this occurrence of the problem.

You should be prepared to answer a question that appears to be very simple, but
may be difficult to answer: What has changed (in your environment, both
hardware and software) since the last known good execution of the same
application in similar conditions operating on similar data?

If you are facing an intermittent problem that you cannot re-create, the following
list may be helpful. Collect all of this data from the re-creatable case that
demonstrates the problem:

Data Base Manager configuration

Database configuration

SQL Code / State (a/ways include a reason code)
Precise and concise problem description
DB2DIAG.LOG

vyvyvyyvyy

Note: DB2DIAG.LOG is the most important piece of data and provides
excellent diagnostic information. Almost 90% of known problems can be
resolved by examining contents of this log.
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» Any dump files and trap files in the DB2 instance home directory (C:\Program
Files\\ BM\SQLLIB\DB?2 if you accepted the default location during
installation).

10.4 db2support utility

The db2support utility is designed to automatically collect all DB2 and system
diagnostic data. This program generates information about a DB2 server,
including information about its configuration and system environment.

The output of this program is stored in one compressed file named
db2support.zip, located in the directory specified as part of the command
invoked at the command line.

In one simple step, the tool can gather database manager snapshots,
configuration files, and operating system parameters, which should make
problem determination quicker. A sample call of the utility:

db2support . -d db2_emp -c

The dot represents the current directory where the output file is stored. The rest
of the command is optional. -d and -c instructs the utility to connect to the
db2_emp database, and to gather information about database objects such as
table spaces, tables, or packages.

10.5 Understanding DB2DIAG.LOG
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The DB2 diagnostic log (DB2DIAG.LOG) is a primary tool to communicate state
and actions taken between the DB2 management system (engine and other
components) and a human being: end user, application developer, or database
administrator.

The level of detail of information that is contained in the DB2 diagnostic log is
controlled by the DIAGLEVEL instance configuration parameter. DIAGLEVEL
may have values from 0 (zero) to 4, with 3 being the default.

Values of DIAGLEVEL denote the increasing level of details that are logged in
the diagnostic log file:

0 - No diagnostic data captured

1 - Severe errors only

2 - All errors

3 - All errors and warnings

4 - All errors, warnings, and informational messages
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The location of the collected diagnostic information is controlled by yet another
instance-level configuration parameter, namely DIAGPATH.

This configuration parameter specifies the directory that will contain the error file,
event log file (on Windows NT® only), alert log file, and any dump files that might
be generated, based on the value of the DIAGLEVEL parameter.

You will probably use most of the time for new implementation, database
migration, development, and QA systems diagnostic information collected at
diagnostic level 3 (the default value).

At times you may be advised by DB2 Support Group to change the value of the
DIAGLEVEL parameter to 4 and restart the instance with a new DB2DIAG.LOG
file.

Important information to be collected is the description of the environment: the
level of DB2 code installed, operating system under which the DB2 UDB system
is executing, amount of memory installed/available, and so forth.

Previously, you would have had to run the db2diaglevel command as well as
OS-specific commands to collect needed information piece by piece. With DB2
UDB V8.2, this task was made much easier. Each time DB2 creates a diagnostic
log, the first entry inserted is the environment description (Example 10-1). We
will use this entry to describe key fields of a diagnostic log entry.

Tip: The diagnostic log file size grows with time, so it is common practice
among DB2 users and DBAs to archive diagnostic logs periodically. One way
to do so is to have a scheduled task run every day at midnight to rename the
DB2DIAG.LOG file to DB2DIAG.LOG.yyyy-mm-dd (where yyyy, mm and dd
denote year, month and day respectively).

Example 10-1 Environment description entry in DB2DIAG.LOG

2004-05-04-12.47.44.343000-420 I11H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120

START  : New db2diag.log file

DATA #1 : Build Level, 124 bytes

Instance "DB2" uses "32" bits and DB2 code release "SQL08020"
with Tevel identifier "03010106".

Informational tokens are "DB2 v8.1.7.342", "s040429", "WR21326", FixPak "7".
DATA #2 : System Info, 1304 bytes

System: WIN32_NT POLONIUM 5.2 x86 Family 6, model 11, stepping 1
CPU: total:2 online:2

Physical Memory: total:3776 free:3446 available:1983

Virtual Memory: total:5667 free:5470
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Swap Memory: total:1891 free:2024

Information in this record is only valid at the time when this file was

created (see this record's time stamp)

To explain each of the fields in this diagnostic log entry:

The first field highlighted in the example is a timestamp of when this entry was

taken.
2004-05-04-12.47.44.343000-420 11H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, pdlogInt, probe:120
START  : New db2diag.log file
DATA #1 : Build Level, 124 bytes

The next field is a time zone, denoted as the difference in minutes from Universal
Time Coordinated (UTC). We are in Pacific Standard Time, hence seven hours
behind (-420 minutes) UTC.

2004-05-04-12.47.44.343000-420 I1H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120
START  : New db2diag.log file
DATA #1 : Build Level, 124 bytes

The next field is a record ID that identifies this particular diagnostic log entry.

2004-05-04-12.47.44.343000-420 I1H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, pdlogInt, probe:120
START  : New db2diag.log file
DATA #1 : Build Level, 124 bytes

The next field is a severity level of the logged event. It may have following values:

vyvyVvyyy

Info

Event

Warning

Error

Severe

2004-05-04-12.47.44.343000-420 I11H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120
START  : New db2diag.log file

DATA #1 : Build Level, 124 bytes
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The next three fields describe the Process ID (PID), Thread ID (TID), and
Process Name (PROC) of the process that triggered this diagnostic log entry.

2004-05-04-12.47.44.343000-420 I11H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, pdlogInt, probe:120
START  : New db2diag.log file
DATA #1 : Build Level, 124 bytes

The next two fields describe the Instance Name (INSTANCE) and Node number
(NODE) where this diagnostic log resides.

2004-05-04-12.47.44.343000-420 I1H849 LEVEL: Event
PID 1 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120
START  : New db2diag.log file
DATA #1 : Build Level, 124 bytes

The next lines are regard a specific diagnostic log entry. They describe function
logging (FUNCTION), message being logged (START), actual text of message
being logged (in this case, confirmation that we are starting with a new
DB2DIAG.LOG file). There may be a variable number of description lines
depending on the nature and severity of the event that is being logged.

2004-05-04-12.47.44.343000-420 I11H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120
START : New db2diag.log file
DATA #1 : Build Level, 124 bytes

Some of the diagnostic log entries have arguments and data associated with the
logged function. This example has only one set of data, namely enhanced in DB2
UDB V8.2 build level information.

2004-05-04-12.47.44.343000-420 I1H849 LEVEL: Event
PID : 3752 TID : 3760 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, RAS/PD component, _pdlogInt, probe:120

START  : New db2diag.log file

DATA #1 : Build Level, 124 bytes

Instance "DB2" uses "32" bits and DB2 code release "SQL08020"

with level identifier "03010106".

Informational tokens are "DB2 v8.1.7.342", "s040429", "WR21326", FixPak
"7".

DATA #2 : System Info, 1304 bytes

System: WIN32_NT POLONIUM 5.2 x86 Family 6, model 11, stepping 1

CPU: total:2 online:2
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Physical Memory: total:3776 free:3446 available:1983

Virtual Memory: total:5667 free:5470

Swap Memory: total:1891 free:2024

Information in this record is only valid at the time when this file was
created (see this record's time stamp)

One of the additional enhancements in DB2 UDB Version 8.2 is logging external
events that may influence DB2 UDB behavior. Example 10-2 shows an entry in
DB2 Global Registry that was added with the DB2 Registry variable DB2COMM set
to value TCPIP.

Example 10-2 Example of logging environment changes

2004-05-04-12.48.38.625000-420 I11472H296 LEVEL: Event
PID : 3868 TID : 3872 PROC : db2set.exe
INSTANCE: DB2 NODE : 000

FUNCTION: DB2 UDB, oper system services, db2set_main, probe:40
CHANGE : CFG DB2SET: DB2COMM:[g] From: "" To: "TCPIP"

10.6 DB2DIAG tool
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DB2 UDB V8.2 includes a new tool called DB2DIAG.EXE, which can be used for
filtering and formatting entries in the DB2 UDB diagnostic log.

Issuing the db2diag -h command outputs a short description of the command
(Example 10-3).

Example 10-3 DB2DIAG log analysis tool

db2diag - The db2diag.log Analysis Tool
db2diag is a tool for filtering and formatting the db2diag.log file

Command syntax:

| v |
>>--db2diag--+------------ R T +--><

| I |

--option-- --filename--
Command parameters:
filename - one or more space-separated path names of diagnostic logs
-help , -h , ? - help information. To get help on help, try "db2diag -h h"
-filter , -g - case-sensitive search for a 1ist of field-pattern pairs
-gi - case-insensitive search for a list of field-pattern pairs
-gv - case-sensitive invert matching
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-gvi , -giv - case-insensitive invert matching

-invert , -v - invert the sense of matching for all filtering options
-exist - record field must exist in order to be processed

-pid - find all records for a list of process IDs

-tid - find all records for a list of thread IDs

-node , -n - find all records for a Tist of nodes

-error , -e - find all records for a Tist of errors

-level , -1 - find all records for a Tist of severity levels

-history, -H - display the history of logged records for a time interval
-time , -t - display all the records within a particular time interval
-count , -c - display a count of matching records

-verbose, -V - display all record fields whether they contain data or not
-strict - display records using one "field: value" pair per line
-cbe - display records in the Common Base Event (CBE) format

-fmt - format tool's output using a format string

-output , -o - save output into a file

-follow , -f - continuously display appended records as the file grows
-archive, -A - archive a diagnostic log file

-rc - display descriptions of DB2 error return codes, ZRC or ECF

You may use additional options to further enhance your filtering and formatting of
the DBb2 UDB V8.2 diagnostic log:

» db2diag -h <optionl[,option2[,option3...]]>

Displays additional help and usage examples for one or more options
specified in the options list

» db2diag -h brief
Displays help for all options without examples
» db2diag -h examples
Displays a few typical examples to get started
» db2diag -h tutorial
Displays more advanced examples covering all features
» db2diag -h notes
Displays usage notes and restrictions that apply
» db2diag -h all
Displays help in the most complete form with detailed information about all
options and usage examples

If you are not using the Data Partitioning Feature (DPF) of DB2 UDB V8.2, you
should set DB2DIAGLEVEL to 4 whenever you are trying to re-create a problem.
Make sure that for each re-creation scenario, you start with fresh copy of the
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diagnostic log. Simply rename the existing DB2DIAG.LOG and DB2 will create a
new copy of the log with environmental information as the first entry in the log.

We recommend that you rename the older log using the date and time of the last
entry as the part of the diagnostic log name, for example:

ren db2diag.log db2diag.l0g.040516.2150

When using the DPF feature (you are using multiple nodes of DB2), set
DIAGLEVEL to 3 because diagnostic information collected at level 4 in a
multi-node environment may quickly become too big to effectively use it.

Remember that diagnostic information collected at level 4 has much more
information than the preceding levels, so DB2 will run slower, but this slowdown
mainly occurs at DB2 start processing, during initial connection to the database,
and during error processing.

10.7 Prevention versus resolution
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Preventing an occurrence of a problem may be a more effective way to resolve
the problem than actual resolution.

When starting Control Center, pay attention to whether any alerts are present.
Figure 10-1 on page 327 shows two Health Center alerts.
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Figure 10-1 Control Center with two Health Center Alerts

Open the Heath Center for details about the alerts. You can configure the Health
Center to notify you by e-mail or page or to take specific actions by running a
script when a health indicator enters an alert stat.

By clicking the health beacon (T3 , you launch the Health Center and you can
investigate (and resolve) the alert. If you wish to be notified by a pop-up window,
as shown in Figure 10-2 on page 328, you have to enable this feature on the
Health Center status beacon page in the Control Center tools settings.
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:.E-; DB2 Message m

IThere are currently "1" alerts in the Health Center. For more
@ details, launch the Health Center fram the toolbar or from the
heacon on the status line.

DBEA7FI1E
Explanation:

There are current alerts to be viewed in the Health Center.
|lzer Response:

Mo action is required.

[" Do not show this warning message in future

Close

Figure 10-2 DB2 pop-up message informing that there are alerts in Health Center

DB2 UDB is fully integrated with Windows, so whenever an entry is made in the
DB2 diagnostic log, an entry is also made in the Event log. This can be viewed
with the Windows Event Log Viewer tool, accessed by Start — Program Files —
Administrative Tools — Event Viewer.

Event Viewer entries are made in the Application Section for application-related
events, in the Security section for operating system Security events, and in the
System section for OS services themselves.

Keep in mind that application-related events will have as a source the short name
of the service under which the DB2 instance is run (for example, DB2-0), as
shown in Figure 10-3 on page 329.
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Figure 10-3 Application section of Event Viewer showing DB2-0 service related events

In our example, there were several events logged for DB2-0 service. This is the
service under which the DB2 instance is running.
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Entries are logged for several events. The same entries are also logged in the
DB2 diagnostic log (Figure 10-4 on page 330). Some of the entries represent
alerts issued by Health Monitor. They also could trigger external actions if
defined to in the Health Center; for example, execute the task or external script,
which in turn could send a pager alert, send an e-mail message, or attempt to
perform corrective action.

Event Properties

Eventl

Dlate: E,ﬂEfZDDdl Source: DBZ-0 1+ i
Tirne: 18:07:48 Categaony: MNone

Type: YWarning EwventlD: & + |
Lizer [

Computer: NMELKEM

Diescription:

2004-05-12-18.07.48.206000 Instance:DBE2 Node:000 :l
FID:432(db2fmp.exe) TID:304 Appidinone
Health kMonitor Healthindicator:update Probe:500

ADK10507Y Health indicatar "Log Filesystem Litilization" ("db.log_fs_util")
breached the "upper" warning threshald of "75 %" with value "83 %" on
"database" "DEZ SAMFLE ". Calculation: "((os fs_used/os f=_totaly*1 000" =
(26540408832 / 31956631652) * 100)" = "83 %", History (Timestamp, Yalue,
Formula): "()"

«|

DEtas @ Bytes ) Yons

N

0]4 I Cancel | Al |

Figure 10-4 Health Center Alert logged in the Event Log.

This figure illustrates a situation in which log space utilization exceeded the
warning threshold and triggered the Health Monitor (Figure 10-4). It is possible
that taking action now could prevent the error from happening.
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However, if you ignore warnings, you may experience a disruption of the
services. In our example, we are experiencing a log-full error (Figure 10-5 on

page 331).

Ewvent Properties

Ewent |
Diate: BA22004 Source: DEZ-0
Time: 18:32:36 Category:  None
Type: Error EventlD: 4
User: (R

Computer: MELKEN

Description:

2004-05-12-18.32.36.305000 Instance:DBZ MNode:000
PID:381 2{db2syscs.exe) TID672 Appid*LOCALDBZ 01EIC2220817
data protection sglpgResSpace Probe:2860 Database:SAMPLE

ADMI1823E The active log is full and is held by application handle "65".
Terminate this application by COMMIT, ROLLBACK ar FORCE APFLICATION.

Daiay @k | ilmrale

8.

I

OK. I Cancel | Al

Figure 10-5 Log-full error logged in the Event Viewer

Note that DB2 identified the application holding the uncommitted transactions

and suggested corrective action.

Event entries are written to the event log only on the Windows system. You
should always check the DB2 diagnostic log for error/warning messages logged
by DB2. The disk-full entry was logged in the diagnostic log as shown in

Example 10-4.

Example 10-4 Log-full error logged in the diagnostic log

2004-05-12-18.32.36.415000-240 E4102H504 LEVEL: Error

PID : 3812 TID : 1672 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000 DB : SAMPLE
APPHDL : 0-72 APPID: *LOCAL.DB2.01E9C2220817

FUNCTION: DB2 UDB, data protection, sqlpgResSpace, probe:2860
MESSAGE : ADM1823E The active Tog is full and is held by application handle
"68". Terminate this application by COMMIT, ROLLBACK or FORCE
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APPLICATION.

2004-05-12-18.32.36.536000-240 14608H469 LEVEL: Error

PID : 3812 TID : 1672 PROC : db2syscs.exe
INSTANCE: DB2 NODE : 000 DB : SAMPLE
APPHDL : 0-72 APPID: *LOCAL.DB2.01E9C2220817

FUNCTION: DB2 UDB, data protection, sqlpWritelLR, probe:6680
RETCODE : ZRC=0x85100009=-2062548983=SQLP_NOSPACE
"Log File has reached its saturation point"
DIA8309C Log file was full.

Information contained in the DB2 diagnostic log is sufficient to identify the culprit
application and to take corrective action.
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IBM DB2 UDB Application Development Guide: Programming Client
Applications V8, SC09-4826-01

IBM DB2 UDB Application Development Guide: Programming Server
Applications V8, SC09-4827-01

IBM DB2 UDB Call Level Interface Guide and Reference, Volume 1, V8,
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IBM DB2 Universal Database Call Level Interface Guide and Reference,
Volume 2, V8, SC09-4850-01

DB2 XML Extender Administration and Programming Guide Version 8
Release 1, SC27-1234-01
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Online resources
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These Web sites and URLs are also relevant as further DB2 information sources:
» DB2 UDB V8.2 Manuals

http://www.ibm.com/software/data/db2/udb/support/manualsv8.html
Database and Data Management

http://www.ibm.com/software/data/
http://www.ibm.com/software/data/highlights/db2tco.html

DB2 Developer Domain
http://www7b.software.ibm.com/dmdd/
DB2 Universal Database

http://www.ibm.com/software/data/db2/udb/
http://ibm.com/db2/v8
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» DB2 Universal Database V8 Application Development
http://www.ibm.com/software/data/db2/udb/ad
» DB2 Technical Support

http://www.ibm.com/cgi-bin/db2www/data/db2/udb/winos2unix/support/index.d2w
/report

» DB2 Extenders
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» IBM Manuals for Data Management Products
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» DB2 NOW!
http://www.ibm.com/db2/migration

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications, and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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