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Preface

Retention-managed data is defined as data that needs to be stored in a non-erasable,
non-rewritable format, either because it represents a company asset or to comply with
government or industry regulations (data retention for regulatory compliance). As
organizations address regulatory and legal compliance requirements, they must ensure that
the necessary documents and records are available in their original formats and accessible
when needed.

Well-suited for archiving e-mail, digital images, database applications, instant messages,
account records, contracts or insurance claim documents, and a range of other information,
the IBM® System Storage™ DR550 model DR2 (2233-DR2) and the entry level model DR1
(2233-DR1) offer archival and retention capabilities, as well as synchronous and
asynchronous replication capabilities to help organizations address emerging governmental
and industry regulatory requirements and corporate governance practices.

This IBM Redbooks® publication explores the characteristics of the various DR550 models
with details about how the different elements are initially configured. It explains and illustrates
the additional configuration tasks required to deploy the 2233-DR1 and 2233-DR2 products in
an existing network and storage environment.

The book also presents key features of IBM System Storage Archive Manager, which is the
core of the DR550 and covers the DR550 File System Gateway option, which is designed to
provide NFS and CIFS file system access to applications. We also explain how the DR550
integrates with IBM Enterprise Content Management products, to deliver an efficient, fully
managed data retention environment.

This book also explains how to complement the solution with tape attachment and the use of
WORM tape media for migration and backup purposes. Finally, the book discusses disaster
recovery considerations and has a chapter dedicated to the Enhanced Remote Mirroring
option.

This edition also covers various call home features and illustrates the use of SNMP and IBM
director to monitor and manage the solution.

This book is intended for those who want an understanding of the DR550 (machine type
2233) and targets readers who need detailed advice about how to configure and deploy it.

The team that wrote this book

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, San Jose Center.

Bertrand Dufrasne is a Certified Consulting IT Specialist and Project Leader for disk storage
products at the International Technical Support Organization, San Jose Center. He has
worked at IBM in various IT areas. Before joining the ITSO, he worked for IBM Global
Services as an IT Application Architect. He holds a MS degree in Electrical Engineering.
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Summary of changes

This section describes the technical changes made in this edition of the book and in previous
editions. This edition might also include minor corrections and editorial changes that are not
identified.

Summary of Changes
for SG24-7091-05
for IBM System Storage DR550 V4.5 Setup and Implementation

July 2008, Sixth Edition

This revision reflects the addition, deletion, or modification of new and changed information
described below.

New information:
» Introducing a new Machine Type: 2233 and models DR1 and DR2

» New alerting and call home support with RSM™ for the DS4200
» New call home support with Electronic Support Agent for System p™

» New call home support with the Electronic Support Agent for System x™ (an IBM Director
extension)

» Monitoring using IBM Director and Net-SNMP (for illustration only; Net-SNMP is not
officially supported as part of the DR550.)

» CIM agent for DS4200
» New Content Management products (Optim)

Changed information:
» New disk storage (DS4200 and EXP420)

» New configurations and available disk capacity

» Modified cabling, including an internal Ethernet network

» Various software updates (SSAM, Storage Manager, and FSG)
» HMC removal
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Introduction

This chapter discusses the need for storage products, such as the IBM System Storage
DR550 model DR2 (2233-DR2) and model DR1 (2233-DR1), that can address data retention
and other regulatory compliance requirements. With data shredding and support for tape
hardware encryption, the DR550 Version 4.5 expands security capabilities to help small,
medium, and large enterprises address the growing challenge of retention-managed data.
The optional DR550 File System Gateway (FSG) enables the DR550 to also support
archiving applications that rely on CIFS or NFS protocols, such as the Picture Archiving
Communication Solutions (PACS) used by the health care industry.

This chapter discusses the overall business, legal, and regulatory climate, which is the
underlying driving force behind the growth in retention-managed data.

We define terms such as retention-managed data, compliance data, long-term storage, just
to name a few, and review the concept of Information Lifecycle Management (ILM).

Finally, this chapter briefly presents the IBM approach to ILM and key products for data
retention solutions.
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1.1 Business environment

Information or data is essential to any business and for the most part can be considered a
company asset. With that understanding, companies see a potential value in aggregating
large amounts of data.

In addition to the sheer growth of data, laws and regulations governing the storage and
secure retention of business and client information are increasingly becoming part of the
business landscape, making data retention a major challenge to any institution. Businesses
must comply with these laws and regulations, including, for example, the Sarbanes Oxley Act,
the USA Patriot Act, HIPAA, the European Union Data Protection Directive, Securities
Exchange Commission (SEC) Rule 17a-4, and many more. Regulated information can
include e-mail, instant messages, business transactions, accounting records, contracts, or
insurance claims processing, all of which might need to be retained for varying periods of
time. Some of this data might be kept several years. Some data might also be kept forever.

Moreover, some data must be kept just long enough and not any longer. Indeed, content is an
asset when it needs to be kept; however, kept past its mandated retention period, it could also
become a liability. Furthermore, the retention period can change due to factors such as
litigation.

All these factors mandate tight coordination and the need for Information Lifecycle
Management (ILM). ILM is a process for managing information through its life cycle, from
conception until disposal, in a manner that optimizes storage and access at the lowest cost.

ILM is not just hardware or software: It includes processes and policies to manage the
information. It is designed based on the recognition that different types of information can
have different values at different points in their life cycle. Predicting storage needs and
controlling costs can be especially challenging as the business grows. The overall objectives
of managing information with Information Lifecycle Management are to help reduce the total
cost of ownership (TCO) and help implement data retention and compliance policies. In order
to effectively implement ILM, owners of the data need to determine how information is
created, how it ages, how it is modified, and if or when it can safely be deleted.

Directives and regulations

It is beyond the scope of this book to enumerate and explain the regulations in existence
today. For illustration purposes only, we list some of the major regulations in Table 1-1,
summarizing their intent and applicability.

Table 1-1  Major regulations affecting many enterprises

Major regulation Intent of regulation Applicability

SEC/NASD Prevents securities fraud All financial institutions and
companies regulated by the SEC

Sarbanes Oxley Act Ensures accountability for public All public companies trading on an
firms U.S. Exchange

HIPAA Privacy and accountability for Health care providers and insurers,
health care providers and insurers | both human and veterinarian

US DoD 5015.2 Electronic record keeping U.S. government, particularly DoD

21 CFR 11 Approval accountability FDA regulation of pharmaceutical

and biotechnology companies
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Table 1-2 lists several requirements found in SEC 17a-4 with which financial institutions and
broker-dealers must comply. It is this type of data that is referred to as compliance data, a

subset of retention-managed data.

Table 1-2 Example of SEC/NASD requirements

Requirement

Met by

Capture all correspondence (unmodified).
[17a-4(f)(3)(v)].

Capturing incoming and outgoing e-mail before
reaching users

Store in non-rewritable, non-erasable format.
[17a-4(f)(2) (i) (A)]

Write Once Read Many (WORM) storage of all
e-mail and all documents

Verify automatically recording integrity and

Validated storage to magnetic media and WORM

accuracy.
[17a-4(f)(2)(i))(B)]

Mirrored or duplicate storage servers (copy
pools)

Duplicate data and index storage.
[17a-4(f)(3)(iii)]

Enforce retention periods on all stored data and
indexes.
[17a-4(H(3)(iv)(c)]

Structured records management

Search and retrieve all stored data and indexes.
[17a-4(f)(2)(i)(D)]

High-performance search retrieval

Again, this is just for illustration purposes and is not an exhaustive list of requirements.

1.2 Retention-managed data

Beyond laws and regulations, data often needs to be archived and managed simply because
it represents a critical company asset.

Examples of such data include contracts, CAD/CAM designs, aircraft build and maintenance
records, and e-mail, including attachments, instant messaging, insurance claim processing,
presentations, transaction logs, Web content, user manuals, training material, digitized
information (such as check images, medical images, historical documents, and photographs),
and much more.

The characteristics of such data can be very different in their representation, size, and
industry segment. It becomes apparent that the most important attribute of this kind of data is
that it needs to be retained and managed, so it is called retention-managed data.

Retention-managed data is data that is written once and is read rarely (sometimes never).
Other terms abound to describe this type of data, such as reference data, archive data,
content data, or other terms that imply that the data cannot be altered.

Retention-managed data is data that needs to be kept (retained) for a specific (or
unspecified) period of time, usually years.

Retention-managed data applies to many types of data and formats across all industries. The
file sizes can be small or large, but the volume of data tends to be large (multi-terabyte to
petabytes). It is information that might be considered of high value to an organization;
therefore, it is retained near-line for fast access. It is typically read infrequently and thus can
be stored on economical disk media such as SATA disks; depending on its nature, it can be
migrated to tape after some period.
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It is also important to recognize what does not qualify as retention-managed data. It is not the
data that changes regularly, known as transaction data (account balance, inventory status,
and orders today, for example). It is not the data that is used and updated every business
cycle (usually daily), or the backup copy of this data. The data mentioned here changes
regularly, and the copies used for backup and disaster recovery are there for exactly those
purposes, meaning backup and disaster recovery. They are there so that you can restore
data that was deleted or destroyed, whether by accident, a natural or human-made disaster,
or intentionally.

1.3 Storage and data characteristics

When considering the safekeeping of retention-managed data, companies also need to
consider storage and data characteristics that differentiate it from transactional data.
Storage characteristics of retention-managed data include:

» Variable data retention periods: Usually a minimum of a few months, up to forever.

» Variable data volume: Many customers are starting with 5 to 10 TB of storage for this kind
of application (archive) in an enterprise. It also usually consists of a large number of small
files.

» Data access frequency: Write once read rarely or read never. See data life cycle in the
following list.

» Data read/write performance: Write handles volume; read varies by industry and
application.

» Data protection: Pervasive requirements for non-erasability, non-rewritability, and
destructive erase (data shredding) when the retention policy expires.
Data characteristics of retention-managed data include:

» Data life cycle: Usage after capture, 30 to 90 days, and then near zero. Some industries
have peaks that require access, such as check images in the tax season.

» Data rendering after long-term storage: Ability to view or use data stored in a very old data
format (say after 20 years).

» Data mining: With all this data being saved, we think there is intrinsic value in the content
of the archive that could be exploited.

1.4 IBM strategy and key products

4

Regulations and other business imperatives, as we just briefly presented, stress the need for
an Information Lifecycle Management process and tools to be in place.

The unique experience of IBM with the broad range of ILM technologies and its broad
portfolio of offerings and solutions can help businesses address this particular need and
provide them with the best solutions to manage their information throughout its life cycle.

IBM provides a comprehensive and open set of solutions to help. IBM has products that
provide content management, data retention management, and sophisticated storage
management, along with the storage systems to house the data.

To specifically help companies with their risk and compliance efforts, the IBM Risk and
Compliance framework is another tool designed to illustrate the infrastructure capabilities
needed to help address the myriad of compliance requirements. Using the framework,
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organizations can standardize the use of common technologies to design and deploy a
compliance architecture that might help them deal more effectively with compliance initiatives.

Important: The IBM offerings are intended to help customers address the numerous and
complex issues relating to data retention in regulated and non-regulated business
environments. Nevertheless, each customer’s situation is unique, and laws, regulations,
and business considerations impacting data retention policies and practices are constantly
evolving. Customers remain responsible for ensuring that their information technology
systems and data retention practices comply with applicable laws and regulations, and
IBM encourages customers to seek appropriate legal counsel to ensure their compliance
with those requirements. IBM does not provide legal advice or represent or warrant that its
services or products will ensure that the customer is in compliance with any law.

Key products of the IBM data retention and compliance solutions are IBM System Storage
Archive Manager and IBM Enterprise Content Management products, along with any needed
disk-based and tape-based storage:

» IBM software for enterprise content management integrates and delivers critical business
information that offers new business value on demand. Enterprise content management
software and solutions support multiple information types, such as images, documents,
e-mail, and e-records, and provide the appropriate content, based on user intent and
relevancy. The IBM Enterprise Content Management portfolio is designed to help
transform business with improved productivity and streamlined compliance.

— IBM Content Manager for Data Retention Compliance is a comprehensive software
platform combining IBM DB2® Content Manager, DB2 Records Manager, DB2
CommonStore, and services that are designed to help companies address the data
retention requirements of SEC, NASD, and other regulations.

— Also part of the IBM Enterprise Content Management portfolio is the FileNet® P8
family of products, which includes back-end services, development tools, and
applications that address enterprise content and process management requirements.
IBM FileNet Content Manager is one of the core products in the FileNet P8 family. IBM
FileNet Content Manager provides full content life cycle and extensive document
management capabilities for digital content. It combines document management with
workflow and process capabilities to automate and drive content-related tasks and
activities.

— The IBM Optim Archive provides everything you need to create and manage archives
of relationally intact data from databases with any number of tables, interconnected
with any number of DBMS and application-managed relationships, regardless of their
complexity. After creating an Archive File, Archive selectively removes data from the
production database, according to your instructions, to maximize database
performance and response time. Optim Archive can use the DR550 as its storage
device.

Refer to 8.2, “IBM Enterprise Content Management portfolio” on page 304 for more
details.

» |IBM System Storage Archive Manager offers expanded policy-based data retention
capabilities that are designed to provide non-rewritable, non-erasable storage controls to
prevent deletion or alteration of data stored using IBM System Storage Archive Manager.
These retention features are available to any application that integrates with the open
IBM System Storage Manager API.
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Key technologies for IBM data retention and archiving solutions include:

» IBM System Storage DS4200 Storage Server with the EXP420 Storage Expansion Unit:
This storage server and the disk expansion enclosure use Serial Advanced Technology
Attachment (SATA) disk drives to provide near-line storage at an affordable price. It is also
capable of Enhanced Remote Mirroring to a secondary site.

» With Write Once Read Many (WORM) media technology, the IBM System Storage
TS1120 (with WORM cartridges), the IBM 358x family of LTO libraries (with WORM
cartridges), and the new TS1040 LTO4 libraries are ideal tape solutions for data retention.
Once written, data on the cartridges cannot be overwritten (to delete the data, the tape
must be physically destroyed). This capability is of particular interest to clients that need to
store large quantities of electronic records to meet regulatory and internal audit
requirements.

» The DR550 File System Gateway is designed to offer file archiving capability without
requiring any application enabling, and to provide NFS and CIFS file system access to
applications.

Figure 1-1 shows where the DR550 (2233-DR2 or 2233-DR1), built on some of these key
products and technologies, fits.

Y v v
IBM DB2 Content CIFS/NFS via the DR550 Document Management
Management AppIicationsJ L FSG ‘ System (from ISV)

System Storage System Storage System Storage
Archive API Archive API Archive API

—

(5

L J L

| IBM System Storage Archive Manager
Qe s e T
/////, Kiinterna SH

IBM System Storage DR550

2233-DR1 or 2233-DR2

Figure 1-1 IBM DR550 context diagram

The main focus of the IBM System Storage DR550 is to provide for a secure storage system,
where deletion or modification of data is completely disallowed except through a well-defined
retention and expiration policy.

The IBM System Storage DR550 is the repository for regulated business information. It does
not create the information. A complete solution includes applications that gather information,
such as e-mail and instant messaging, content management applications, such as IBM DB2
Content Manager, IBM Filenet Content Manager, or other document management systems

from independent software vendors that can index, archive, and later present this information
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to compliance reviewers, and finally storage systems that retain the data in accordance with
regulations.

The remainder of this book offers a comprehensive review of the DR550, discusses the
components of the solution, explains how to deploy it, and illustrates its usage.

1.5 IBM System Storage DR550

IBM System Storage DR550 (2233-DR1 and 2233-DR2), one of the IBM Data Retention
offerings, is an integrated archiving system for clients that need to retain and preserve
electronic business records. It is designed to help store, retrieve, manage, and retain
regulated and non-regulated data. In other words, it is not just an offering for compliance
data, but can also be an archiving solution for other types of data.

The optional IBM System Storage DR550 File System Gateway enables many additional
content-management applications to access the DR550 by adding NFS and CIFS network file
access. Previously, only content-management applications that support the IBM System
Storage Archive Manager Application Program Interface (SSAM API) were able to access the
DR550. The File System Gateway takes files that are sent using network file protocols and
associates these files with an IBM System Storage Archive Manager management policy.
This is done by using customer-configurable path and file naming pattern matching rules. The
File System Gateway sends these files with their associated policies to the DR550 using the
SSAM application program interface. Files are retrieved using the same name and directory
as they were stored under.

By integrating IBM System p5™ servers (using POWER5™ processors) with IBM System
Storage hardware products and IBM System Storage Archive Manager software, the DR550
system is specifically designed to provide a central point of control to help manage growing
compliance and data retention needs.

The DR550 brings together off-the-shelf IBM hardware and software products. The hardware
comes already mounted in a secure rack. The software is preinstalled and to a large extent
preconfigured. The system’s compact design can help with fast and easy deployment and
incorporates an open and flexible architecture.
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DR550 and File System Gateway
overview

The IBM System Storage DR550 product offering consist of two models: the DR550 Model
DR2 (2233-DR2) and the DR550 Model DR1 (2233-DR1). Both models offer various
configuration and capacity options. All models are shipped as preconfigured and integrate
servers, storage, software, and starting with DR550 V4.0, an optional DR550 File System
Gateway (FSG). They are aimed at helping customers preserve and retain electronic
business records, either to comply with government and industry regulations, or simply
because there is a business need for retaining data.

This chapter presents an overview of DR550 Model DR1 (2233-DR1) and Model DR2
(2233-DR2), including the optional DR550 File System Gateway (2229-FSG). First, we review
the DR550 as a whole and its intended usage. This is followed by a description of each of the
elements, hardware, and software, with detailed information about how they are initially
packaged, installed, and configured.

Note: For a brief summary of the DR550 models and options, refer to Table 2-14 on
page 60.
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2.1 DR550 Model DR2 overview (2233-DR2)

10

Note: This section only applies to the DR550 Model DR2 single-node or dual-node

systems. For the DR550 Model DR1, refer to 2.2, “DR550 Model DR1 overview

(2233-DR1)” on page 21.

The DR550 brings together off-the-shelf IBM hardware and software products. The hardware
comes premounted in a secure rack. The software is preinstalled and to a large extent
preconfigured. This offering is designed to be easy to deploy.

The DR550 Model DR2 is available in several configurations with storage from 6 TB to 168
TB, and is available with Enhanced Remote Mirroring (both Metro Mirroring and Global
Mirroring). The DR550 includes FC HBA ports for external tape but does not include cables or
tape drives or tape libraries. You should acquire and attach tape drives to be able to back up
your DR550 configuration and data (refer to Chapter 11, “Tape attachment” on page 447).

A standard DR550 DR2 (2233-DR2) single node consists of:

>

>

One DR550 DR2 rack (7014 TOO rack - 36U (ETA) tall)

One DR550 SSAM Server (which is an IBM System p5 52A, product number 9131-52A). It
is a 4-EIA (4U), 19-inch rack mounted server. The 52A is configured as a 2-core system
with 2.1 GHz processors. The total system memory is 2 GB. It also includes standard dual
power supplies.

One console kit (16-TF3 with Keyboard, Video, Mouse) and (optional) KVM switch
One (optional) DR550 SAN Switch (2005-B16 FC Switch)

Two DR550 Ethernet Switches (Alphanetworks 16-port Ethernet switches)

One or two DR550 Storage Controllers (IBM System Storage DS4200s)

One or more DR550 Expansion Drawers (IBM System Storage EXP420)

The recommended DR550 Model DR2 (2233-DR2) dual-node consists of:

»

>

>

>

>

>

One DR550 DR2 rack (7014 TOO rack - 36U (ETA) tall)

Two DR550 SSAM Servers (System p5 52A) configured in an HACMP™ active/passive
cluster

Two DR550 SAN Switches (2005-B16 FC Switches)

One console kit (16-TF3 with Keyboard, Video, Mouse) and KVM switch
One or two DR550 Storage Controllers (IBM System Storage DS4200)
One or more DR550 Expansion Drawers (IBM System Storage EXP420)

With the DR550 (2233-DR2), the dual-node configurations gradually increase in capacity
going from 6 TB to 168 TB (raw capacity, using 750 GB SATA drives). For up to 48 TB
configurations, the storage comes in 6 TB increments. Thereafter, the storage comes in 12
TB increments. For more than 84 TB, the configuration requires a second DR550 DR2 rack

(7014-T00) to accommodate the second DR550 Storage Controller (DS4200) and the
additional DR550 Expansion Drawers (EXP420s).

The storage is preconfigured as RAID 5. With the DR550 Version 4.5, you also have the
option to order a RAID 6 ready configuration.

An Enhanced Remote Mirroring (ERM) option is available for configurations up to 84 TB.
Note that this option requires two DR550s (same capacity), preferably at different sites.
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The software bundle includes the IBM AIX 5L™ Version 5.3 operating system with HACMP
cluster software (for dual-node only), IBM System Storage Archive Manager Version 5.5, and
DS4000 Storage Manager for DR550, customized for additional protection, all running on the
DR550 SSAM Servers (p52A servers).

In addition, the configurations can also include the optional DR550 File System Gateway
(2229-FSG). The FSG is available as stand-alone or high availability 2-node cluster option.
This optional gateway provides the interface for NFS or CIFS protocol support. An FSG node
uses a dual core Xeon based processor and includes 2 GB of memory (see 2.3, “DR550 File
System Gateway overview” on page 25).

Figure 2-1 shows the DR550 with the console kit (monitor and keyboard).

DR550 DR2

Figure 2-1 DR550 (2233-DR2) dual node with console kit
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2.1.1 Hardware components
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In this section, we provide additional details for the DR550 (2233-DR2) hardware
components.

DR550 DR2 rack

The DR550 DR2 rack is a 7014-T0O0 rack that stacks all the components vertically. The rack
come with doors in the front and in the back and include the Rack Security Kit to secure
physical access to any of the DR550 components.

The servers and switches are placed in the bottom half of the rack. The storage units start
from the bottom, populating toward the top as the storage capacity installed increases (see
Figure 2-7 on page 16). The FSG node(s) (machine type FSG-2229) are housed at the very
top. At the high end, the DR550 comes in two vertical racks with the second rack holding the
second DR550 Storage Controller and DR550 Expansion Drawers.

Note: When the rack doors are closed, most of the display LEDs and panels normally
visible on the different components (storage, switches, and servers) are hidden. These
displays show critical status and other information about the health of the components, and
it is important that the person monitoring the system can quickly get access to the key
when service is required.

DR550 SSAM Server

The DR550 includes one or optionally two DR550 SSAM Servers (IBM System p5, product
number 9131-52A) running the IBM AIX 5L Version 5.3 operating system. In the case of the
dual-node configuration, both servers have identical hardware, and they are configured as
nodes of an HACMP cluster. The DR550 SSAM Server (referred to hereafter as the p524, p5
524, node, or engine) is a cost-effective, high-performance, and space-efficient server that
uses advanced IBM technology. The p52A uses POWERS5+™ microprocessor, and is
designed for use in LAN clustered environments.

The p52A is a member of the symmetric multiprocessor (SMP) UNIX servers from IBM, and,
physically, it is a 4-EIA (4U), 19-inch, rack-mounted server. The p52A is configured as a
dual-core system with 2.1 GHz processors.

The total system memory installed is 2 GB. The p52A includes six hot-plug PCI-X slots, an
integrated dual channel Ultra320 SCSI controller, two 10/100/1000 Mbps integrated Ethernet
controllers, and eight front-accessible disk bays supporting hot-swappable disks. The server
shipped in the DR550 Model DR2 includes dual power supplies and has two 73 GB disk
drives configured as RAID 1 (mirrored) and mounted in bays position 4 and 5. These disks
are for use by the operating system. Figure 2-2 on page 13 shows the DR550 SSAM Server.

For additional details on the DR550 SSAM Server and what adapters (located in the PCI
slots) are installed, refer to 2.5.1, “DR550 SSAM Server” on page 29.
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Figure 2-2 The DR550 SSAM Server (9131 p5 model 52A)

The redundant hot-plug cooling fans are another reliability and availability feature. Along with
the hot-plug components, the p52A is designed to provide an extensive set of reliability,
availability, and serviceability (RAS) features that include improved fault isolation, recovery
from errors without stopping the system, avoidance of recurring failures, and predictive failure
analysis. For more information about the p52A servers, refer to IBM System p5 520 and 520Q
Technical Overview and Introduction, REDP-4137.

Note: The DR550 SSAM Server now comes standard with two power supplies.

Figure 2-3 shows you the back view of a DR550 SSAM Server.

Hot-plug Hot-plug GX Bus Two HMC
Power Supply FPower Supply Slot ports*

1 2 3 4 5 6
Six hot-plug PCI-X slots:

10/100/1000 Mbps
Ethernet ports

Two USB Two long 64-bit 133 MHz (slots 5, 6)
2.0 One short 64-bit 266 MHz (slot 4)
Two System ports* Ports Two short 32-bit 66 MHz (slots 2, 3)

One short 64-bit 133 MHz (slot 1)

Two
SPCN
Ports

Figure 2-3 Back view of DR550 SSAM Server

DR550 Storage Controller (DS4200) and DR550 Expansion Drawer (EXP420)
The disk storage used in the DR550 is the IBM System Storage DS4200 Express. Additional
storage is added by including DR550 Expansion Drawers. The DR550 Expansion Drawer is
an IBM System Storage EXP420. Each EXP420 enclosure packaged with the DR550
includes eight or sixteen 750 GB Serial ATA (SATA) disk drive modules, offering up to 12 TB
of raw physical capacity. The DR550 Model DR2 (2233-DR2) can consist of up to two DR550
Storage Controllers (DS4200s) and up to 12 DR550 Expansion Drawers (EXP420s) for a
maximum of 168 TB of raw storage.
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Attention: Some reconfiguration is required when adding capacity to the DR550.

The DR550 Storage Controller (DS4200) also supports online controller firmware upgrades to
help provide better performance and functionality. For further information about the IBM
DS4200 Storage Server, see:

http://www.ibm.com/servers/storage/disk/ds4000/ds4200/index.html

Restriction: This link is only for access to DS4200 related documentation. To download
any firmware or software, you must refer to the DR550 support Web site.

The DS4200 and EXP420s used in the DR550 configurations utilize Serial Advanced
Technology Attachment (SATA) disk drives. With the DR550, users get the advanced
features of the DS4200 Storage Controller with the cost-effective advantage of SATA disks
that are well-suited for fixed content, sparingly accessed storage applications. Figure 2-4
shows the front of the DR550 Storage Controller (DS4200), while Figure 2-5 shows its rear.
The EXP420 looks identical from the front except for the label on the front bezel.

A il sl )2l

tipsleendly .+

Figure 2-4 DR550 Storage Controller(DS4200)

B | oop pair 1 = Loop pair 2

Ethernet Ports

Host Side connections

Figure 2-5 DR550 Storage Controller - Rear view (DS4200)

The EXP420 has two hot-swappable Environmental Service Modules (ESMs), two power
supplies, and two fan units that provide for sufficient redundancy and availability. The
DS4200 and the EXP420 also have hot-swappable drives. The hot-swap drive bays are
preinstalled in drive trays. This drive and carrier assembly called a customer replaceable unit
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(CRU) includes the drive tray, SATA drive, and hard disk drive interposer card; they are
installed in the 16 drive bays on the front of the unit. Each of these can be replaced as a unit.
Figure 2-6 shows the rear view of DR550 Expansion Drawer (EXP420).

Reserved

SFP interface connectors
Power connector
W A Serial Port

[T T

W
) ! Enclosure 1D
Power switch | SFP interface connectors
o ) Reserved connectors for
ESM indicator lights future use

Figure 2-6 DR550 Expansion Drawer(EXP420) - rear view

The storage used in the DR550 comes in several capacities. The minimum capacity in the
DR550 model DR2 is 6 TB of raw disk space that is built with eight (half a drawer) 750 GB
disks in the DR550 Storage Controller (DS4200) enclosure. The storage is configured as
RAID 5 whereby a half drawer, if it is the only storage drawer, is formatted 2+p and 3+p with a
global spare; otherwise it is formatted 6+p with one global spare and a full drawer is formatted
6+p and 7+p with one global spare.

Note: You can also order the DR550 Storage in a RAID 6 configuration.

The DR550 comes in configurations with capacities in increments of 6 TB up to 168 TB. A
second DR550 Storage Controller (DS4200) is required for configurations including more
than six EXP420s (up to a maximum of twelve EXP420s). Those configurations have two
vertical racks. One rack contains the DR550 SSAM Servers (p52A servers), the Fibre
Channel switches, the Ethernet switches, the console kit, the first DR550 Storage Controller
(DS4200), along with at most three EXP420s, and the optional File System Gateways. The
other rack contains the second DR550 Storage Controller (DS4200) with up to nine DR550
Expansion Drawers (EXP420s).
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Figure 2-7 shows the rack population with the FSG.

EIA Base Rack (mandatory) Expansion Rack (optional
2233 DR2 FC2202
36
35
aa .
33
32
31| 2229-FSG (mand. If G1 inst)
30 File System Gateway 2
29 2229-FSG (optional) EXP420 #2-6
28 File System Gateway 1 (optional)
27
26 EXP420 #1-3 EXP420 #2-5
25 (optional) (optional)
24
23 Dual 16 port Eth switches EXP420 #2-4
22 w/thermal ducting (optional)
21 CC
20 2005-B16 #2 EXP420 #2-3
19 POWER 5+ 52A B (optional) B
18
17 dual 1.9 GHz CPUs EXP420 #2-2
1614 (optional) i b (optional) E
15| al o (o of
14 EXP420 #2-1
13 EXP420 #1-2 (optional)
12 (optional)
11
10 EXP420 #1-1
9 (optional)
8 EXP420 #1-6
7 POWERS5+ 52A (optional)
6
5 dual 2.1 GHz CPUs EXP420 #1-5
4 2005-B16 #1 (optional)
3
2 EXP420 #1-4
1 (optional)

Figure 2-7 Rack population for DR550 Model DR2 (including optional dual node FSG)

DR550 SAN Switch

The DR550 SAN Switch is an IBM System Storage SAN Switch 2005-B16 (B16). It is used to
interconnect the DR550 SSAM Servers (p52A servers) with the DR550 Storage Controller
(DS4200) and Fibre Channel-based tape solution. The dual-node system includes two
DR550 SAN Switches.

The DR550 SAN Switch is a 16-port high performance auto-sensing Fibre Channel switch.

With next-generation switch technology, these switches are designed to provide improved
availability capabilities, fully non-blocking performance, and advanced intelligence features.
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The DR550 SAN Switch is well-suited to address small and medium business (SMB)
customer requirements for infrastructure simplification and improved business continuity. For
the DR550, it is a reasonable choice to address the requirements of the archiving offering.

The DR550 SAN Switch provides 1, 2, or 4 Gbps link speed. The port speeds can be set to
any of these values or can be set to auto-negotiate the highest speed that the attaching
devices support. In the DR550, the DR550 SSAM servers (p52A), and DR550 Storage
Controller (DS4200) ports operate at 4 Gbps. Figure 2-8 shows the DR550 SAN Switch.

Figure 2-8 DR550 SAN Switch (2005-B16)

In the dual-node configuration, the switches are configured to operate two distinct fabrics
independently for better availability and redundancy. Within single-node configurations, only
one switch is used.

The required Fibre Channel cabling between the DR550 SSAM Servers and the DR550
Storage Controller units is done in manufacturing. The customer does not have to perform
any reconfiguration at installation time unless the Enhanced Remote Mirroring option is
purchased later. In addition, the zoning definitions are done in the switch or switches at the
factory, with separate zones for disks and tape. For further details about Fibre Channel
cabling and zoning, refer to “DR550 Model DR2 Fibre Channel connections” on page 40 and
“Zone configurations” on page 43.

Note: Although technically possible, we do not recommend that you share the DR550
fabric or fabrics with other fabrics for attaching non-DR550 components, such as external
servers or storage devices. Doing so compromises the security concepts of the DR550 and
could have implications on third-party compliance certification, for example.

Console kit
The DR550 Console kit is an IBM 7316-TF3 rack-mounted flat panel console kit consisting of
the following:

\{

One 17-inch (337.9 mm x 270.3 mm) flat panel color monitor
One rack keyboard tray

One IBM travel keyboard (English only) with integrated mouse
One KVM (Netbay-LCM) switch

vyvyy

The KVM switch is packaged as a 1U kit and is mounted in the rack along with the other

DR550 components. The LCM switch is mounted in the same rack space, located behind the
flat panel monitor. The IBM Travel Keyboard is configured for English. An integrated mouse is
included in the keyboard. The DR550 SSAM Servers and the DR550 FSGs are connected to
the LCM switch, so that the monitor and keyboard can access all of the servers in the DR550.
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Alternating Current (AC) power cabling

The DR550 DR2 is configured with two Power Control Assemblies (PCAs). Each Power
Control Assembly (PCA) is located at the rear of the rack in the left and right rack side pockets
and receives power through the rack power cord that is plugged into the client’s power source.
The on/off switch is located at the front of the rack and controls each PCA. To enhance the
availability of the rack components, each rail in a set can be connected to a different AC
power feed when that is available.

Ethernet cabling
The DR550 DR2 has all the required internal IP connections preconfigured and wired.

The DR550 Model DR2 includes an internal Ethernet network for some connections between
the DR550 SSAM Servers (p52a), the DR550 Storage controller (DS4200), and the optional
DR550 FSG nodes. These connections are made through two Ethernet switches and are
completely isolated from the customer network (for details, refer to “DR550 Model DR2
Single-node Ethernet connectivity” on page 34 and “DR550 Model DR2 dual-node Ethernet
connectivity” on page 35).

Fibre Channel cabling

All the cabling needed for the DR550 SSAM Servers to access the storage (DR550 Storage
Controllers and DR550 Expansion Drawers) is done at the factory. The host bus adapters
(HBAs) in the DR550 SSAM Servers are connected to the Fibre Channel switches, and the
switches in turn are connected to the DR550 Storage Controllers. The DR550 Storage
Controller connects to the first DR550 Expansion Drawer, which then is daisy-chained to the
following DR550 Expansion Drawers. See 2.5.5, “DR550 SAN Switch configuration” on
page 39 and 2.5.6, “Storage configuration” on page 45 for details.

Management console cabling

A USB cable (carrying keyboard and mouse signals) and the graphics adapter (slot 2) cable
of the DR550 SSAM Server node 1 are combined on a CAT5 conversion option cable, which
is daisy-chained to the CAT5 conversion option cable of DR550 SSAM Server node 2 and
from there to the central LVM switch (dual-node). In a single-node configuration, the
conversion cable of node 1 is directly connected to the switch. The optional File System
Gateways are also connected to the KVM switch. The flat panel monitor, keyboard, and
mouse cables are also linked to that switch, thus allowing you to switch to the desired engine.
The communication between the p5 nodes and the optional FSGs are shown in Figure 3-4 on
page 83.

2.1.2 Software components
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This section describes the software components of the DR550 without the optional File
System Gateway (FSG).

Table 2-1 shows the software levels as installed by manufacturing on a DR550 dual-node
V4.5. The various software components are described in subsequent sections.

Table 2-1 Software levels for DR550 V4.0

Components Software levels

DS4200 Firmware 07.10.x

DS4000 Storage Manager Client Version 10.10.xx (Special DR550 Edition)
2005-B16 Firmware 5.3.0 or later
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Components Software levels

AIX 5300-06-04-078

A tape driver 10.7.3.0

Atldd 6.5.5.0

AlX filesets bos.adt.debug 5.3.0.61

AlX filesets bos.alt_disk_install.ret 5.3.0.62

HACMP 5.4.2
IBM Director Agent - AIX 5.20.2
System Storage Archive manager (SSAM) 5.5
Tivoli Integrated Solutions Console (ISC) 6.0.1.1
Tivoli AdminCenter 5.5
SSAM API Client 5.3

Note that some early shipments of the DR550 V4.5 may include Version 6.60.xx of the
DS4200 firmware. If that is the case, remember that you must use a special Firmware
Upgrade Utility program to upgrade to level 7.10.xx of the firmware.

AIX and HACMP

Data retention is a critical business process. The DR550, therefore, provides layers of
redundancy, minimizing single points-of-failure. The key elements driving this high availability
environment are the capabilities of AIX and High Availability Cluster Multi-Processing
(HACMP) with dual System p servers, redundant networks, and multiple paths to storage.
However, for customers with lower requirements in terms of accessibility and availability, two
single-node configurations without the enhanced protection of HACMP are available.

The DR550 SSAM Server (p52A server) or Servers in the DR550 run AIX 5L Version 5.3. AlX
5L is a high-performance, UNIX-based, multiuser, and multiprocessing operating system with
a wide range of systems and network management capabilities. AIX 5L is one of the world’s
most open UNIX operating systems and includes functions to improve usability, security,
system availability, and performance. These include improved availability of mirrored data and
enhancements to AIX Workload Manager, which help solve challenges of mixed workloads by
quickly and dynamically providing resource availability to critical applications.

With the DR550, AIX security has been customized for additional protection. We discuss this
in further detail in 2.5.2, “Components security” on page 30.

HACMP ensures that critical resources, such as applications, are available for processing.
HACMP takes measures to ensure that applications in the DR550, such as System Storage
Archive Manager, remain operational even if a component in the cluster fails. In the case of a
component failure, HACMP will move the application along with the resources from the active
server to the standby (passive) server. In the DR550, the two cluster nodes communicate
over the cluster networks. Each node sends heartbeats over this network to check on the
health of the other cluster node. If the passive standby node detects no heartbeats from the
active node, the active node is considered “failed”, and resources are automatically
transferred to the standby node, which consequently becomes the active node. When the
failed node recovers, it takes over again as the primary node.
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DS4000 Storage Manager for DR550

The DS4000 Storage Manager for DR550 software (hereafter referred to as Storage
Manager) is installed in the DR550. This special version of Storage Manager is used to
support centralized management of the DR550 Storage Controllers in the DR550.

Generally speaking, Storage Manager enables administrators to quickly configure and
monitor their DR550 Storage Controller from either a command-line interface or a
Java™-based graphical user interface. It is designed to enable storage administrators to
customize and change settings, configure new volumes, define mappings, handle routine
maintenance, and dynamically add new enclosures and capacity to existing volumes without
interrupting user access to data. It is also used to configure, monitor, and maintain Enhanced
Remote Mirroring. Failover drivers, performance-tuning routines, and cluster support are also
standard features of Storage Manager.

Important: Before upgrading the DR550 Storage Controller or DR550 Expansion Drawer
firmware, make sure it is compatible with the Storage Manager version currently installed
on your DR550 SSAM Server.

To upgrade from a V6.x of the firmware, you must use the Storage Manager Firmware
Upgrade Utility (downloadable from the DS4000 support Web site)

The special version of Storage Manager (DS4000 Storage Manager client) installed with
the DR550 is for exclusive use with the DR550 and is available for download from the Web.
This enhanced version provides additional protection against accidental data deletion. For
this reason, we also recommend that you upgrade the Storage Manager client software
only with this special version.

IBM System Storage Archive Manager

IBM System Storage Archive Manager (SSAM) is designed to provide archive services and to
prevent the loss of critical data as well as to prevent critical data from being erased or
overwritten. IBM System Storage Archive Manager is available for more than 30 operating
platforms, covering mobile, desktop, and server systems over the entire distributed world.
IBM System Storage Archive Manager supports many different storage devices. IBM System
Storage Archive Manager is used to provide and manage retention (archiving) of data. It is
not meant to be a backup offering.

For applications that use the IBM Tivoli Storage Manager API, policy-based data
management capabilities are already available. Now, it will also prevent data deletion before
the retention criteria is satisfied. Content management and archive applications (such as DB2
Records Manager integrated with DB2 Content Manager, as detailed in Chapter 8, “Using
IBM System Storage DR550” on page 303 or such as the new optional DR550 FSG) can use
the IBM System Storage Archive Manage client API to apply business policy management for
ultimate deletion of archived data at the appropriate time.

Tip: IBM System Storage Manager Archive Manager (SSAM) is the same software as the
IBM Tivoli Storage Manager, but with the archiveretentionprotection attribute set to on.

IBM System Storage Archive Manager includes the following functionality and device support:
» Data retention protection

Designed to prevent deliberate or accidental deletion of data until the retention criterion is
met.
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» Event-based retention policy

This addresses the case where the retention period must be based on the occurrence of a
certain event. In other words, the retention time for data is based on a specific event and
not on the initial storage of that data. For example, to delete a customer record when the
customer account is closed.

» Expiration or deletion suspension (deletion hold)

Designed to prevent deletion of data when the regulatory retention period has passed, but
other requirements (such as a court order) mandate that the data continues to be
maintained. The data cannot be deleted until the deletion hold is released.

» Data Encryption

128- bit Advanced Encryption Standard (AES) is available with the archive API client. Data
can be encrypted before it is transmitted to the DR550, and it will then be stored on the
disk or tape in an encrypted format.

» Support for WORM tape and DVD-ROM.

» The Integrated Service Console (ISC) and the Tivoli Storage Manager AdminCenter are
installed on the system. You must configure these products before you can use them.

» SSAM V5.5 supports hardware tape drive encryption, which can be used with IBM
TS1120-E05 or IBM TS1040 LTO4 tape drives.

» Also with SSAM V5.5, a data shredding function was made available to guarantee a safe
wipeout of the data on the media.

For more information about the System Storage Archive Manager, refer to Chapter 5, “IBM
System Storage Archive Manager” on page 157.

2.2 DR550 Model DR1 overview (2233-DR1)

The IBM System Storage DR550 Model DR1 has many of the features and benefits of the
DR550 Model DR2, but at a much lower cost, which makes it ideal for small to medium
businesses. It is packaged in a 25U (ETA) tall rack, which is 49 inches tall. Figure 2-9 on
page 22 shows the DR550 Model DR1.

To help clients better respond to changing business environments as they transform their
infrastructure, the DR550 Model DR1 ships with 0.88 TB of physical capacity using the
internal SCSI disk of a DR550 SSAM Server (six non-removable 146 GB Ultra™ SCSI 3 disk
drives in this System p p52a server). The first two disk bays are equipped with 73 GB disks
ann are reserved for operating system use. The DR550 Model DR1 is tape ready. It also
includes standard dual power supplies

Restriction: The DR550 Model DR1 does nor include SAN switches.

Storage can be expanded, in 6 TB (half drawer) increments, to up to 36 TB using a DR550
Storage Controller populated with two DR550 Expansion Drawers (EXP420) populated with
750 GB drives.

Important: Remember that if you order the optional DS4200 with your DR550-DR1, the
ERM feature is not supported with that configuration. If you need ERM, you must order a
DR2 single or dual node.
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DRS550 DR1

Figure 2-9 DR550 Model DR1(2233-DR1)

The server shipped in the DR550 Model DR1 has two 73 GB disk drives in RAID 1 (mirrored)
configuration in two of the bays for use by the operating system.

The software bundle includes the IBM AIX 5L Version 5.3 operating system, IBM System
Storage Archive Manager Version 5.5, and the DS4000 Storage Manager client, customized
for additional protection, all running on the DR550 SSAM Server. Document management
applications used with the DR550 Model DR1 must be capable of communicating with the
IBM System Storage Archive Manager Client API to archive data on the DR550 Model DR1.

In addition, with the DR550 Model DR1, configurations can also include the optional DR550
File System Gateway (2229-FSG). The FSG is available as a stand-alone or a high
availability 2-node cluster option. This optional gateway provides the interface for NFS and
CIFS protocol support. An FSG node uses a dual core Intel® based processor and includes 2
GB of memory (see 2.3, “DR550 File System Gateway overview” on page 25).

2.2.1 Hardware components
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The hardware components for the DR550 Model DR1 consist of the following elements.

DR550 DR1 Rack IBM

The 1.3 meter-high Model S25 rack (IBM 7014-S25 rack) satisfies many light-duty
requirements for organizing smaller rack-mounted servers. Front and rear rack doors include
locks and keys, helping to keep your DR550 Model DR1 secure. This 25U rack can accept
server and expansion units up to 28-inches deep. There is only one PCA in the rack located
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at the rear of the rack at EIA position 1 and it receives power through the rack power cord that
is plugged into the client’s power source.

The front door is reversible so that it can be configured for either a left or right opening. The
rear door is split vertically in the middle and hinges on both the left and right sides. The
DR550 DR1 rack has the following specifications:

Width: 605 mm (23.8 in.) with side panels
Depth: 1001 mm (39.4 in.) with front door
Height: 1344 mm (49.0 in.)
Weight: 100.2 kg (221.0 Ib.)

\{
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The DR550 DR1 rack stacks all the components vertically. The servers and the optional
storage units start from the bottom, populating toward the top as the storage capacity
installed increases (see Figure 2-10).

EIA 2233 DR1
25| [
24
23
22
21
20 2229-FSG (optional)
19 File System Gateway 2
18 2229-FSG (optional)
17 File System Gateway 1
16
15 EXP420 #1-2
14 (optional)
13
12 EXP420 #1-1
11 (optional)
10
9 POWERS+ 52A
8
7 2.1 GHz CPUs
6
5
4
3 -
2
1 PCA

Figure 2-10 Rack population for DR550 Model DR1

DR550 SSAM Server

The DR550 Model DR1 includes one DR550 SSAM Server (IBM System p p5 52A
(9131-52A)) running the IBM AIX 5L Version 5.3 operating system. The DR550 SSAM Server
(referred to hereafter as the p5 52A, p52A, or engine) is a cost-effective, high performance,
and space-efficient server that uses advanced IBM technology. The p52A uses the 64-bit,
copper-based POWERS microprocessor technology and is designed for use in LAN clustered
environments.

The p5 52A is a member of the symmetric multiprocessor (SMP) UNIX servers from IBM. The
p5 52A server (product number 9131-52A) is a 4-EIA (4U), 19-inch rack-mounted server. The
p5 52A is configured with a dual core 2.1 GHz processor.
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The total system memory installed is 2 GB. The p5 52A includes six hot-plug PCI-X slots, an
integrated dual channel Ultra320 SCSI controller, two 10/100/1000 Mbps integrated Ethernet
controllers, and eight front-accessible disk bays supporting hot-swappable disks. The server
shipped in the DR550 Model DR1 has two 73 GB disk drives in RAID 1 (mirrored)
configuration in two of the bays for use by the operating system. The remaining six bays are
populated with 146 GB UltraSCSI 3 disk drives

In addition, there are also three media bays available:

» Media - devO - not used in the DR550
» Media - dev1 - Slimline DVD-RAM (FC 1993)
» SCSI tape drive (not included)

It also now includes standard dual power supplies.
Figure 2-11 shows the DR550 SSAM Server.

Figure 2-11 The DR550 SSAM Server used in the DR550 Model DR1

Console kit

DR550 Model DR1 base order comes with a tray and display for the console. The KVM switch
and keyboard are a separate feature. The IBM 7316-TF3 is a rack-mounted flat panel console
kit consisting of a 337.9 mm x 270.3 mm (17 in.) flat panel color monitor, a rack keyboard tray,
an IBM travel keyboard (English only), and the KVM Switch. This is packaged as a 1U kit and
can be mounted in the rack along with the other DR550 Model DR1 components. The KVM
Switch is mounted in the same rack space, located behind the flat panel monitor. The IBM
Travel Keyboard is configured for English. An integrated mouse is included in the keyboard.
The POWERS 52A server is connected to the KVM Switch so that the monitor and keyboard
can access the server.

DR550 Storage Controller and DR550 Expansion Drawer

You can upgrade the storage by adding a DR550 Storage Controller (DS4200, with dual
controllers) if you want to expand the storage of the DR550 Model DR1. This is done by
adding a half-populated DR550 Storage Controller (DS4200) consisting of eight 750 GB
SATA drives for 6 TB or a fully-populated DR550 Storage Controller consisting of sixteen 750
GB SATA drives for 12 TB. More storage can be added by installing DR550 Expansion
Drawers (EXP420s) in half-populated (6 TB) or fully-populated (12 TB) increments. For the
DR550 Model DR1, the maximum number of DR550 Expansion Drawers is two, resulting in a
maximum possible storage capacity of 36 TB.

The storage used in the DR550 comes in several capacities. The minimum capacity in the
DR550 model DR1 is 0.88 TB of raw disk space that is built with six 146 GB drives in to the
DR1 System p server. The minimum capacity in the DR550 model DR1 with DS4200
controller enclosure is 6 TB of raw disk space that is built with eight (half a drawer) 750 GB
disks in the DS4200 controller enclosure.
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The RAID type is RAID 5, whereby a half drawer, if it is the only storage drawer, is formatted
2+p and 3+p with a global spare, otherwise it is formatted 6+p with one global spare, and a
full drawer is formatted 6+p and 7+p with one global spare.

See “DR550 Storage Controller (DS4200) and DR550 Expansion Drawer (EXP420)” on
page 13 for more information about DR550 Storage Controller.

2.2.2 Software components

This section describes the software components of the DR550 Model DR1.

AIX

The DR550 SSAM Server (p5 52A server) in the DR550 Model DR1 runs AlX 5L Version
5.3-06-04. AIX 5L is a high-performance, UNIX-based, multiuser, and multiprocessing
operating system with a wide range of systems and network management capabilities. AIX 5L
is one of the world’s most open UNIX operating systems and includes functions to improve
usability, security, system availability, and performance. These include improved availability
of mirrored data and enhancements to AIX Workload Manager, which helps solve problems
of mixed workloads by quickly and dynamically providing resource availability to critical
applications.

With the DR550 Model DR1, AIX security has been customized for additional protection. We
discuss this in further detail in 2.5.2, “Components security” on page 30.

DS4000 Storage Manager for DR550

The DS4000 Storage Manager for DR550 Client software is installed in the DR550 Model
DR1. This software will only be used if the DR550 Storage Controller is attached.

See “DS4000 Storage Manager for DR550” on page 20 for more information about DS4200
Storage Manager for DR550.

IBM System Storage Archive Manager

See “IBM System Storage Archive Manager” on page 20 for more information about IBM
System Storage Archive Manager.

2.3 DR550 File System Gateway overview

The IBM System Storage DR550 File System Gateway (FSG) provides an NFS and CIFS file
system interface to applications. The FSG provides the mount point for the NFS/CIFS
oriented applications and then transfers the data to the SSAM application within the DR550
(using the SSAM API). This enables the DR550 to also support archiving applications that
rely on CIFS or NFS protocols such as the Picture Archiving Communication Solutions
(PACS) used by the healthcare industry.

Important: Before ordering the File System Gateway, make sure that your application can
properly work using file shares provided by the FSG. This is because the FSG modifies the
file share behavior by disallowing deletions or modification to any file stored on the FSG file
share.

Optional for new DR550 orders, the File System Gateway comes in stand-alone or clustered
high availability configurations.
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For DR550 Model DR1 and single-node Model DR2, the File System Gateway is offered in
either a stand-alone or a clustered high availability configuration. For dual-node DR550 Model
DR2, File System Gateway is offered in a clustered high availability configuration only.

2.3.1 Hardware components
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The DR550 File System Gateway consists of one or two IBM 2229-FSG servers. The
2229-FSG is based on an IBM System x 3650 that comes preloaded with Novell®s SUSE®
Linux® Enterprise System 10 and the FSG application (see 2.3.2, “Software components” on
page 27 for details on the preloaded software components).

The File System Gateway (FSG) offers excellent performance using a dual core Intel based
processor.

Figure 2-12 shows the File System Gateway.

Figure 2-12 IBM DR550 File System Gateway (2229-FSG)

It is preconfigured with the following hardware:

» Dense, 2U, rack-mounted packaging.

» Single dual core 3.2 GHz Intel Xeon® processor.
» 2 GB of fast DDR2 fully buffered memory.

» Two PCI-X Ethernet adapters (your choice of SX or TX connections) located in slots 1 and
2 (slots 3 and 4 are empty). These adapters are used for connection to the customer LAN.

» Two (optional) integrated Ethernet ports used for cluster heartbeat if there is a second File
System Gateway (clustered).

» Two 73 GB SAS disk drives (3.5 inch).

» Four 300 GB SAS disk drives (3.5 inch).

» RAID 6 implementation.

» Redundant power supplies.

» DVD-CD/RW drive.

The FSG features a Lightpath diagnostics panel that provides information about a failing

component without interrupting system operation and expedites hardware repairs to
dramatically reduce service time.
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Figure 2-13 FSG-2229 rear view

2.3.2 Software components

The DR550 File System Gateway comes preloaded with SUSE Linux Enterprise Server
(SLES) 10 and the DR550 File System Gateway software.

The DR550 File System Gateway software enables client applications to store and retrieve
data from the DR550 by means of the Common Internet File System (CIFS) or Network File
System (NFS) file system protocols. The FSG interacts with the other DR550 components
through the System Storage Archive Manager API.

As files are sent to the File System Gateway, they are cached locally and forwarded to the
archive within the DR550 for persistent storage. The FSG software maintains the file system
directory tree locally. The actual data is stored within the DR550 repository (SSAM archive
pools), making the file system appear to have a very high capacity, even though the DR550
File System Gateway server has relatively modest local resources. When a client application
requests an object that must be retrieved from the DR550, the FSG software requests the
object from the DR550. The object is retrieved from the DR550 storage pool, sent back to the
FSG, which stores it in its local disk storage, and finally sends the object to the requesting
application.

Configuration of the File System Gateway is achieved by the editing of various XML files
(refer to Chapter 6, “IBM DR550 File System Gateway” on page 229 for details).

The IBM Director Agent is preinstalled and can be used to monitor the FSG (refer to 10.7,
“Configure SNMP monitoring for FSG” on page 440).

Table 2-2 summarizes the software levels on the FSG nodes.

Table 2-2 Software levels for FSG nodes in DR550 V4.5

Components Software levels

File System Gateway BIOS

1.08

File System Gateway Application

V1.1.1

SLES 10 kernel 2.6.16.21-0.8-smp
IBM Director Agent - Linux 5.20.2
SSAM API Client 5.3
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2.4 Positioning the offerings
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Because the IBM DR550 Models DR1 and DR2 are made of off-the-shelf hardware and
software components that can be used in many contexts, it is important to stress the intended
use of the DR550.

What it is

For enterprises, data retention and managing retention with well-defined policies are
becoming critical parts of overall data management. More important, compliance with data
retention stipulations of various regulatory bodies is a new challenge that needs to be
addressed.

Key areas of concern in managing such data for regulatory compliance are:

» Assurance that data content is kept and not altered or deleted for a specified amount of
time.

» Content is an asset when kept for the required amount of time, but it can become a liability
when kept beyond that time.

» Content retention can vary during its retention life due to events such as litigation.

All these factors mandate that a well-managed and coordinated retention life cycle is in place.
The DR550 is the IBM end-to-end offering to address all of these data retention and content
management concerns.

The DR550 is an offering designed and built primarily to address the issue of compliance with
government and industry regulations, in particular, the SEC and NASD regulations as they
pertain to retaining critical data. It is also an ideal offering for several business types, such as
banking and insurance companies, where data retention and implementing and managing
data retention with the appropriate retention and expiration policies are critical business
needs. The main focus of this offering is to provide a secure storage system where deletion or
modification of data is completely disallowed except under a well-defined retention and
expiration policy.

What it is not

The DR550 is not meant to and cannot be used as a standard backup and restore system,
even though many of the components of the offering (IBM Tivoli Storage Manager in
particular) have been deployed as general purpose backup and restore solutions.

The DR550 Storage Controller (DS4200), by itself, is a standard external enterprise storage
system with a wide range of applications such as workgroup and departmental storage,
including on demand storage access. It is a highly scalable storage system that supports
multiple host systems. However, the implementation used in this offering uses the SATA
technology, which, unlike the Fibre Channel technology, is not well-suited for many enterprise
applications that are mission-critical. The design of the offering also does not allow adding
multiplatform hosts. The only access to the storage is through the two DR550 SSAM Servers
(p5 52A) provided with the DR550 and using the Tivoli Storage Manager API or using the
optional DR550 File System Gateway (FSG) which provides NFS/CIFS access to the DR550.
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2.5 What is preconfigured in the DR550

The DR550 Models DR1 and DR2 as shipped come almost completely cabled and
configured, and there is very little in terms of installation and configuration that you have to do
before deploying this system in your environment. In the sections that follow, we explain what
is already configured for the elements of the DR550.

2.5.1 DR550 SSAM Server

DR550 SSAM Server is an IBM System p5 52A (9131052A). Each DS550 SSAM Server is
configured as follows:

» Media bays

Three media bays are available. Only one is used and has one Fibre Channel (FC) 1993
slim-line DVD-RAM device installed.

» PCI-X slots
The p52A has six hot-plug PCI-X slots:

Two long 64-bit 133 MHz (slots 5 and 6).
One short 64-bit 266 MHz (slot 4).
Two short 32-bit 66 MHz (slots 2 and 3).
One short 64-bit 133 MHz (slot 1).

In the DR550, the PCI-X slots are populated as follows:

Slot 1: Dual FC 4 Gbps HBA: Port 1 for connection to the internal SAN for disk
attachment, and port 2 for connection to the internal SAN for external tape attachment.

Slot 2: One POWER™ GXT135P Graphics Adapter, connected to the console kit.

Slot 3: LVD SCSI: FC3560 (optional) or second external host TX connections (mixed
media case option).

Slot 4: Dual FC 4 Gbps HBA: Port 1 for connection to the internal SAN for disk
attachment, and port 2 for connection to the internal SAN for external tape attachment.

Slot 5: Dual 1 Gb Ethernet (TX) for connections to the internal Ethernet network.

Slot 6: Dual 1 Gb FC 3550 (SX) or FC3551 (TX) (mutually exclusive options), for
connections to the customer network.

» 1/O ports (on system board)

Two 10/100/1000 Ethernet ports (T-5 and T-6).

Two serial ports (RS232).

Two USB ports. The upper one (T7) is used to connect to the keyboard and mouse.
Two RIO ports, which are not used by DR550.

Two Hardware Management Console (HMC) ports, which are not used by the DR550.
Two SPCN ports, which are not used by DR550.
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Figure 2-14 shows the DR550 SSAM Server rear view with the 1/0 adapters and PCI slot
locations.
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Figure 2-14 DR550 SSAM Server (p5 52A) rear view with I/O adapters and PCI slot locations

The detailed network and Fibre Channel configuration for the adapters installed on these
servers are described in 2.5.3, “Network configuration” on page 33 and 2.5.5, “DR550 SAN

Switch configuration” on page 39.

2.5.2 Components security

30

The DR550 SSAM Servers (p5 52A) are shipped with a preinstalled, standard AIX 5L Version
5.3 operating system. However, there are certain modifications to the AIX security
environment to make the DR550 more secure, mainly for compliance with data retention
regulations. For example, these modifications will not allow remote administration tasks
initiated through commands, such as telnet, and File Transfer Protocol (ftp). The only
exception is Secure Shell (ssh). We recommend access for management activities through
the integrated console.

Login and user accounts
To provide a greater level of security, the DR550 Models DR1 and DR2 are configured for
limited access. The following restrictions are built into the DR550 Models DR1 and DR2:

» Limited user definitions
» Limited access to commands from certain accounts

» No remote access with authority to make changes (except for System Storage Archive
Manager administration)
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The following user accounts have been created with specific roles and restrictions. All

p
e

asswords should be changed in accordance with company policies and guidelines. To
nhance security, certain user accounts do not have any change authority, and other

accounts can only be accessed from the integrated console:

»

»

AlX users dr550adm and ibmce must log in with Secure Shell (ssh).

User dr550 can only access the engines locally at the management console and is the
only user that can switch to the AlX “root” account (the root account has full system
privileges). The purpose of this design is to prevent unauthorized persons without physical
access to the system to log in to the DR550 Models DR1 and DR2.

FSG accounts are discussed in 2.6.3, “FSG security” on page 57.

The System Storage Archive Manager administration account admin can be used locally
or remotely. Locally applied, it is running in the security context of the AIX login.

The System Storage Archive Manager account hacmpadm (DR550 dual-node only, not
included in DR550 Model DR1 or Model DR2 single-node), as the name suggests, is
required for HACMP to perform internal cluster services tasks related to the System
Storage Archive Manager server application and is not meant for regular use.

The DR550 SAN Switch (IBM SAN Switch B16) can, for administration or monitoring
purposes, be temporarily connected and accessed through its Ethernet port. Log in with
the user admin.

Table 2-3 through Table 2-6 on page 32 outline the registered accounts on the DR550 and
their roles and restrictions.

Table 2-3 AIX user IDs

AlX user ID | Role and characteristics Management Network | su root
Console access ability
access (SSH)
dr550 For System Storage Archive Manager Yes No Yes
administration tasks
Only user who can su to root
Home directory /home/dr550

root For AIX and HACMP administration tasks | Not directly, No N/A
Has all system privileges only through
Home directory / dr550 user

dr550adm For viewing log files and performing Tivoli | Yes Yes No
Storage Manager admin client tasks
Home directory /home/dr550adm

ibmce Forviewing log files and performing Tivoli | Yes Yes No
Storage Manager client tasks
Home directory /home/ibmce

esaadmin Electronic Service Agent™ for AlX, Yes Yes No
administration user ID
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Table 2-4 Default user accounts on the FSG

User account Password
root dR550fsg
fsgadm C1fsNFS
drg drg

User fsgadm has to be used locally at the console as well; after you are logged on as fsgadm,
you can in turn switch to user ‘root’.

Table 2-5 Tivoli Storage Manager user IDsp5 52A Flexible Service Processor (FSP)

Tivoli Storage Manager Roles and characteristics

user ID

admin For System Storage Archive Manager administrative tasks
hacmpadm Used by HACMP scripts on the DR550 dual-node only

Table 2-6 SAN Switch 2005-B16 user ID

2005-B16 user ID Role and characteristic

admin Privileged user for 2005-B16 administrative tasks

Important: The System Storage Archive Manager account hacmpadm is only used in case
of a node failure by HACMP to perform a shutdown of the System Storage Archive
Manager server. The default password for hacmpadm is set to expire after a 5.5 year
period (2000 days). We recommend that you change the default password according to the
company policies and guidelines. Each time the password for hacmpadm is changed, you
are required to update the script /usr/bin/stopserver to reflect the new password. If this is
not done, HACMP cannot stop the System Storage Archive Manager server and a
successful failover cannot be accomplished.

It is the customer's responsibility to change the default passwords and to record and protect
the new passwords. Changing the passwords should be done during the initial installation.
The password for root (on AIX) must be changed during initial installation.

Other security restrictions include:

» Server processes or daemons to remotely access the engines with facilities, such as
telnet, ftp, rsh, and rlogin, are either removed, disabled, or will be rejected; only ssh is
authorized and only for users dr550adm and ibmce.

» Insecure services, such as telnet and ftp, have been disabled so that they cannot be
executed. The reason these are disabled is to effectively disallow attempts to access any
remote machine from the servers with telnet or ftp. In contrast, rlogin, rsh, and sftp
are functional, because they are secure services.

» Ports for telnet, ftp, echo, rsh, timed, and chargen have been blocked out.
» Services, such as spooler and sendmail, have been removed.
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2.5.3 Network configuration

The DR550 Models DR1 and DR2 and the optional File System Gateway (FSG) has TCP/IP
addresses, net masks, and other network parameters preconfigured. Depending on the user’s
network environment, you can attach the DR550 Models DR1 or DR2 or FSG to a 10
Mbps/100 Mbps or Gigabit copper-based or fiber optics-based Ethernet network. The main
difference between the connection to a copper-based and a fiber optics-based network is the
p5 and the System x Ethernet adapter and cables you use with these networks.

DR550 Model DR1 Ethernet connectivity

The DR550 Model DR1 p52A server connects to the existing network using either
10/100/1000 copper connections or a Gigabit fiber connection. Only one Ethernet connection
is needed. It is the lower port (en0) of the Gigabit Ethernet adapter in slot 6. It is preconfigured
with IP address 192.168.6.11. This address has to be changed during installation to match
the customer’s network environment. The customer supplies both Ethernet switches and
cables. If the fiber optic Ethernet option is ordered, a Gigabit Ethernet-SX PCI-X fibre optic
adapter is used.

Figure 2-15 shows a DR550 Model DR1 copper-based Ethernet connection.

[ s ]
DR550 SSAM
Server

o T5

192.168.6.11

Ethernet Switch

Customer Network

Figure 2-15 DR550 Model DR1 copper-based Ethernet connection

If you order the optional DR550 Storage Controller (DS4200) with DR550 Model DR1, the two
onboard Ethernet ports of p52A server (T5 and T6) are used to establish the crossover
Ethernet connection with the controllers A and B of DR550 Storage Controller (DS4200). The
upper port T5 of onboard adapter is directly connected to the first Ethernet port of the
DS4200 Controller A. The lower port T6 of onboard adapter is directly connected to the first
Ethernet port of the DS4200 Controller B.
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Figure 2-16 shows a DR550 Model DR1 with DR550 Storage Controller (DS4200)
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Figure 2-16 DR550 Model DR1 with DR550 Storage Controller (DS4200)

DR550 Model DR2 Single-node Ethernet connectivity

The DR550 Model DR2 p52A server is connected to the existing network using either
10/100/1000 copper connections or a Gigabit fiber connection. Only one Ethernet connection
is needed. It is the first (lower) port (en0) of the Gigabit Ethernet adapter in slot 6. It is
preconfigured with IP address 192.168.6.11. This address has to be changed during
installation to match the customer’s network environment. The customer supplies both
external Ethernet switches and cables.

The DR550 Model DR2 single-node comes with two internal Ethernet switches. They are
preinstalled and preconfigured. Figure 2-17 on page 35 shows the Ethernet connections that
include two DR550 Storage Controllers (but not the optional FSG). For a single DR550
Storage Controller scenario, ports 8 and 9 of both internal switches are not used.
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Figure 2-17 Ethernet connections of a single-node DR550 Model DR2 (no FSG)

Do not change the internal IP addresses. What specific port is being used for connecting to
the internal Ethernet switch is not important.

DR550 Modei DR2 dual-node Ethernet connectivity

Figure 2-18 on page 36 and Figure 2-19 on page 37 shows the Ethernet cabling for a
dual-node configuration. It is expected that the customer will connect the two p52A servers to
their existing network using either 10/100/1000 copper connections or a Gigabit fiber
connection. Only one Ethernet connection from each p52A server is needed. It is the first
(lower) port (en0) of the Gigabit Ethernet adapter in slot 6. The factory-set IP addresses have
to be changed during installation to match the customer’s network environment. The
customer supplies both external Ethernet switches and cables. If the fiber optic Ethernet
option is ordered, a Gigabit Ethernet-SX PCI-X fibre optic adapter is used instead of the
onboard copper-based Gigabit Ethernet port.
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Figure 2-18 DR2 dual node internal Ethernet Network (no FSG)

The DR550 Model DR2 dual-node comes with two internal Ethernet switches. They are
preinstalled and preconfigured. Figure 2-19 on page 37 shows the Ethernet connections that
include two DS4200 Storage Servers. For a single DS4200 Storage Server scenario, ports 8
and 9 of both internal switches are not used, as there will not be DR550 Storage Controller
#2.

Important: You should not connect any other devices or adapters to the internal Ethernet
switches. The only exception is for connecting the optional RSM for DR550 server.

Internal IP addresses are preassigned and there is no need to change them.

For the additional Ethernet connections used by the optional 2229-FSG, refer to 2.6.4, “FSG
Network configuration and preset IP addresses” on page 57.
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Summary: Before you connect the DR550 to the LAN, make sure that the boot and
standby addresses have been changed to addresses available and suitable for that
network.

Refer to 3.6.5, “Configuring the IP address and HACMP for a dual-node DR550 DR2” on
page 96 for detailed instructions about setting the boot and standby IP addresses.
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Figure 2-19 Ethernet connections of a dual-node customer network attachment

Host names and TCP/IP addresses

The DR550 must be connected to the customer’s IP network using the Ethernet adapter in
slot 6 of the DR550 SSAM Servers (p52A servers). The preconfigured network addresses,
along with the symbolic host names and the devices to which they connect, are shown
Table 2-7 for a single-node configuration and Table 2-8 on page 38 for a dual-node setup.
These IP addresses must be changed upon connection to customer network.

Table 2-7 Preconfigured TCP/IP addresses in a single-node configuration

IP address Host name Device Configuration change

192.168.6.11 drs_engine en2 Yes
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Table 2-8 Preconfigured TCP/IP addresses in a dual-node configuration

IP address Host name Device Configuration change
engine_1

192.168.1.21 drs_engine1_boot en5 No
192.168.6.21 drs_engine1_ext_boot en2 Yes
192.168.2.10 drs_engine1_stdby en0 No
192.168.7.10 drs_engine1_ext_stdby en3 Yes
192.168.6.22 drs_cluster_ext_svc Dynamically assigned Yes
192.168.1.22 drs_cluster_svc en5 No
192.168.4.24 drs_engine1_FAStT1_ctrlA | end No
192.168.5.26 drs_engine1_FAStT1_ctriB | en1 No
engine_2

192.168.1.23 drs_engine2_boot en5 No
192.168.6.23 drs_engine2_ext_boot en2 Yes
192.168.2.11 drs_engine2_stdby en0 No
192.168.7.11 drs_engine2_ext_stdby en3 Yes
192.168.4.23 drs_engine2_FAStT1_ctrlA | end No
192.168.5.25 drs_engine2_FAStT1_ctrIB | eni No

Do not change the factory set IP addresses of DR550 Storage Controller (DS4200) or the
SAN switches.

2.5.4 HACMP configuration (DR550 Model DR2 dual-node only)

38

For the HACMP configuration, you need to understand the network topology and which of the
adapters and interfaces are being used for the boot address, standby, and service (or cluster)
IP address. These are, for the most part, already set in the DR550.

The host names for the two servers are drs_enginel and drs_engine2, and these map to the
boot addresses; they are also aliased as drs_enginel ext boot and drs_engine2 ext _boot,
respectively. These are described in 2.5.3, “Network configuration” on page 33. The cluster
address (the default is 192.168.6.22 and it needs to be changed during installation) maps to a
host name of drs_cluster_ext svc. The cluster or service address is the one that is used by
any application to access the server. HACMP ensures that this address is available as long as
one of the cluster nodes is available. In fact, HACMP dynamically applies this service address
onto the active Ethernet port of the active node. For example, when HACMP assigns the
service address to port 1 of the Gigabit adapter in node 1, the cluster can be reached through
that address, and the original address 192.168.6.21 becomes ineffective for as long as
HACMP does not failover to another port or another node.

HACMP information is exchanged between the two nodes using the common disk assigned to
both of these nodes. During cluster operation, this is mainly the heartbeat that is sent
between the nodes, allowing the standby node to detect a potential communication loss to the
active server resulting in a node failover. Other information is exchanged during configuration
of the cluster, such as discovering another node and getting its resource information.
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Important: Remember that with Version 4.5 of the DR550 DR2 dual-node, there is also an
internal HCAMP network and cluster service address defined. Do not change these
internal network settings. Refer to Figure 3-8 on page 97 for details.

2.5.5 DR550 SAN Switch configuration

The DR550 Model DR1 does not include any SAN switches. The DR550 Model DR2 includes
one (single-node) or two (dual-node) DR550 SAN Switches (IBM 2005 model B16 Fibre
Channel Switches). Each of the switches is cabled with all the required Fibre Channel
connections and configured for operations. No additional customer configuration is required
unless purchased with the Enhanced Remote Mirroring option (See 13.7.2, “Merging the
primary and secondary SAN fabrics” on page 542).

There are no cables running from the switch’s Ethernet ports. However, the ports come
configured with preset IP addresses. They are 192.168.1.31 and 192.168.1.32 for switches 1
and 2, respectively. The IP address of the B16 included with the DR550 Model DR1 is also
192.168.1.31 by default. If there is a need to access the DR550 SAN Switches, these
addresses can be changed to match the subnet to which they will be connected, using an
ASCII terminal connected to the serial port. You can also use a Web browser on a notebook
to do the configuration. Although under normal circumstances there is no need to access the
DR550 SAN Switches, there can be instances where this might become necessary. This
would, for example, be the case when a service representative needs to do problem
determination and needs to gather information from the switch.

To access the DR550 SAN Switch with an ASCII terminal or a workstation running a terminal
emulation program, such as Hyperterm, connect a serial cable to the 9-pin serial port of the
switch. The terminal or emulation needs to be configured to 9600 bps, 8N1, and a flow control
of “none”.
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Figure 2-20 shows the rear view of DR550 SAN Switches.
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Figure 2-20 Rear view of DR550 SAN Switch (IBM

SAN Switch B16)

For further details, see IBM System Storage SAN16B-2 Installation, Service and User's

Guide, GC26-7753, available at:

http://www-1.ibm.com/support/docview.wss?rs=1135&context=STCUSC3&dc=DA400&uid=ssgl

S7001367&1oc=en_US&cs=utf-8&1ang=en

DR550 Model DR2 Fibre Channel connections

The first two ports of the first quad of SFPs (po
SSAM Server (p52A server) connectivity.

rts 0-1) of the switch are used for DR550

» For DR550 Model DR2 single node, these ports are connected to the upper ports of PCI

slots 1 and 4 of DR550 SSAM Server.

» For DR550 Model DR2 dual nodes, the sam
the upper ports of PCI slots 4 and 5 of the s

e ports of the second switch are connected to
econd DR550 SSAM Server.

The remaining two ports of the first quad (ports 2 and 3) and the first two ports of the third
quad (ports 8 and 9) are used for DR550 Storage Controller (DS4200) connectivity.

For single-node configuration, when there is no
to the first ports of controllers A and B of DR55
page 41), and, when a second DR550 Storage
connected to the controllers A and B of the sec
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Controller is present, switch ports 8 and 9 are
ond DR550 Storage Controller.
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When there is mirroring, either port 10 (SW) of the second quad switch SFP is used to
connect to the secondary DR550 or port 12 (LW) of the fourth quad switch SFP is used to
connect to the remote DR550 (see Figure 2-21). If the remote switch is less then 300 meters
away, then you can use short wave SFPs; if it is more then 300 meters away, you have to use
long wave SFPs.
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Figure 2-21 DR 550 Model DR2 FC connections: Single node from one DR550 Storage Controller
(DS4200) to one DR550 SAN Switch to one DR550 SSAM Server (p5 server) with SW mirroring
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In dual node configuration where there is only one DR550 Storage Controller (DS4200), ports
1 of controller A is connected to port 2 of the first switch, ports 1 of controller B is connected
to ports 2 of the second switch (see Figure 2-22).
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Figure 2-22 DR 550 Model DR2 FC connections: Dual node from two DR550 Storage Controllers
(DS4200) to two DR550 SAN Switches to two DR550 SSAM Server (p5 servers) without mirroring

Note: Although technically possible, we do not recommend that you share the DR550
fabric or fabrics with other fabrics or attach non-DR550 related components, such as
external servers or storage devices. Doing so compromises the security concepts of the
DR550 and could have implications, for example, regarding compliance certification.
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Zone configurations

Zoning is a licensed fabric management service for the 2005-B16 switches, which can be
used to create logical subsets of devices within a storage area network and enable
partitioning of resources for management and access control purposes. It is a recommended
best practice in SANs to implement zoning. In particular, in implementations connecting
DS4200 to AlX, which is the case in the DR550 offering, zoning is a must.

The SAN Switch 2005-B16 can be zoned two ways: by ports or by worldwide names. Zoning
by ports allows easy replacement of connecting devices without having to change zones as
long as they are connected to the same ports on the switch. In the DR550, the switches are
preconfigured with a port-based zoning (see Table 2-10 and Table 2-11 on page 44).

Table 2-9 lists the zone configuration for the single SAN Switch B1 in the single-node
configurations.

Table 2-9 Zone configuration for single-node DR550 DR2

Zone | Ports Zone name Usage
1 Shortwave ports | zone.Engine1_Slot1_port1_to_DS420 | SSAM Server #1 Storage
0,2,8 0_CtrlA: Engine1_Slot1_porti; Controller A #1 Storage
DS4200_1_Ctrl_A1; Controller A #2 (Optional)
DS4200_2_Ctrl_Ad
alias.Engine1_Slot1_port1:1,0
alias.DS4200_1_Ctrl_A1:1,2
alias.DS4200_2_Ctrl_A1:1,8
2 Shortwave ports | zone.Enginel_Slot4_port1_to_DS420 | SSAM Server #1 Storage
1,39 0_CirIB: Engine1_Slot4_port1; Controller B #1 Storage
DS4200_1_Ctrl_B1; Controller B #2 (Optional)
DS4200_2_Ctrl_B1
alias.Engine1_Slot4_porti1:1,1
alias.DS4200_1_Ctrl_B1:1,3
alias.DS4200_2_Ctrl_B1:1,9
3 Shortwave ports | zone.Engine1_to_Tape:1,4;1,5;1,6;1,7 | Tape devices
4,5,6,7

Table 2-10 and Table 2-11 on page 44 list the zone configurations for the SAN switches in the

dual-node configurations.

Table 2-10 Zone configuration for switch 1 in dual-node DR550 DR2

Zone | Ports Zone hame Usage
1 Shortwave ports | zone.Engine1_to_DS4200: SSAM Server #1 Storage
0,2,8 Engine1_Slot1_port1; Controller A #1 Storage
DS4200_1_Ctrl_A1; Controller A #2 (Optional)
DS4200_2_Ctrl_A1
alias.Engine1_Slot1_port1:1,0
alias.DS4200_1_Ctrl_A1:1,2
alias.DS4200_2_Ctrl_A1:1,8
2 Shortwave ports | zone.Engine2_to_DS4200: SSAM Server #2 Storage
1,2,8 Engine2_Slot1_port1; Controller A #1 Storage
DS4200_1_Ctrl_A1; Controller A #2 (Optional)
DS4200_2_Ctrl_A1
alias.Engine2_Slot1_port1:1,1
alias.DS4200_1_Ctrl_A1:1,2
alias.DS4200_2_Ctrl_A1:1,8
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Zone | Ports Zone name Usage
3 Shortwave ports | zone.Engine1_to_Tape:1,4;1,5;1,6;1,7 | Tape devices
4,5,6,7
Table 2-11 Zone configuration for switch 2 in dual-node DR550 DR2
Zone | Ports Zone nhame Usage
1 Shortwave ports | zone.Engine1_to_DS4200: SSAM Server #1 Storage
0,2,8 Engine1_Slot4_port1; Controller B #1 Storage
DS4200_1_Ctrl_Bf1; Controller B #2 (Optional)
DS4200_2_Ctrl_B1
alias.Engine1_Slot4_port1:1,0
alias.DS4200_1_Ctrl_B1:1,2
alias.DS4200_2_Ctrl_B1:1,8
2 Shortwave ports | zone.Engine2_to_DS4200: SSAM Server #2 Storage
1,2,8 Engine2_Slot4_port1; Controller B #1 Storage
DS4200_1_Ctrl_Bf1; Controller B #2 (Optional)
DS4200_2_Ctrl_B1
alias.Engine2_Slot4_port1:1,1
alias.DS4200_1_Ctrl_B1:1,2
alias.DS4200_2_Ctrl_B1:1,8
3 Shortwave ports | zone.Engine2_to_Tape:1,4;1,5;1,6;1,7 | Tape devices
4,5,6,7

Note: The defined alias names might differ; however, this does not affect the
communication between the devices. The important part is that the appropriate switch
ports are combined in the distinct zones.

Figure 2-23 and Figure 2-24 on page 45 illustrate the zoning configuration for the single-node
and dual-node DR550 model DR2.

For configurations with the Enhanced Remote Mirroring option (ERM), ERM is explained in
detail in Chapter 13, “DR550 and Enhanced Remote Mirroring” on page 521.

Slot 1 Slot 1
Port 1 Slot 4 Port2
9131-52A | [ iy )
2005-B16
Zone 1 | [10 G12
Zone 2 L B
Zone 3 4 05 06 O 7
DS4200 | [ Controller A1 [ Controller A2 M Controller B1 [ Controller B2
Note: Zone 3 is configured for use with the tape

Figure 2-23 Zoning illustration for single-node configurations
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Note: Zone 3 configured for use with the tape

Figure 2-24  Zoning illustration for dual-node configurations

2.5.6 Storage configuration
The following applies to the DR550 Storage Controller (DS4200).

DR550 Storage Controller configuration and management

The DR550 Models DR1 and DR2 (for this topic, we will refer to both models as DR550) are
shipped with the DS4000 Storage Manager for DR550 (SMclient) installed on the DR550
SSAM Servers (p5 52A servers). The SMclient provided with the DR550 has been enhanced
to provide additional security so that no deletion of data when using the SMclient can take
place either by accident or by malicious intent.
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As you can see in Figure 2-25, the delete logical drive and delete array functions, for example,
are not visible on the menu because they have been disabled.

e
I s = S =

L B

Figure 2-25 Storage Subsystem Management: No delete logical drive or array function

The SMclient graphical user interface must be started directly at the DR550 console (root
access privileges are normally required to run the AIX SMclient). Connect the flat panel
monitor to a DR550 SSAM Server (p5 engines) by pressing the Print Screen key
(alternatively, press Ctrl twice) on the keyboard and selecting the appropriate entry from the
window. Log in to AIX as dr550 and su to root; Enter startx to start the X-Server environment
if not already done, then enter SMclient.

After a few seconds, the Storage Manager initial window will open (Figure 2-26 on page 47),
followed shortly by the main window (Figure 2-27 on page 47).

IBM System Storage DR550 V4.5 Setup and Implementation



IBM System Storage DS4000/FASET Storage Manager

Figure 2-26 Initial window of DS4000 Storage Manager for DR550

Important: You need first to log on as the dr550 user, then switch user to root, run su -,
and then you can run startx and run SMclient.

For compliance with most regulations, the AlX root user in the DR550 is not able to work
from a remote Ethernet connection. This means that using SMclient is only possible at the
local console.

To open the subsystem management window, left-click a subsystem in the navigation pane on
the left (for example, Storage Subsystem DRS_DS4200_Secondary), right-click, and select
Manage Device from the menu (or just double-click the subsystem name).

73 50 Syt storoge D 000 FAstT storogeiar -[0/x
Edit Wiew Tools Help %
A QB |
MName | Type' Status Metwork Management Type | Camment |
= EEg out-of-Band Storage Subsystems DR3_FastTl ) optimal Out-of-Band
. @Storage Subsysterm DRS_FastT1
| @ |Autumatic discovery completed. Found 1 manageahle devices. I

Figure 2-27 Main window of IBM DS4000 Storage Manager for DR550

To end the graphical (CDE) session at the console, close the Storage Manager application.
Then, hold down the right button, select End Session, and then Quit from the pop-up menu.
Confirm by clicking OK in the next window, and the CDE session will close. You are returned
to the ASCII-prompt, where you can type exit to log out. Alternatively, pressing the Ctrl key
and Alt key simultaneously and then the Backspace key will also close the CDE session.
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Storage configuration and partitioning for DR550 Storage Controller
This section introduces common management concepts and basics associated with storage
configuration using DR550 Storage Controller (DS4200). In parallel, we explain default
configuration settings used for the DR550.

Storage configuration on the DR550 Storage Controller is accomplished by means of storage
arrays and logical drives. An array is a set of drives that the controller groups logically
together to provide one or more logical drives to an application host or cluster.

A logical drive (or volume) is a logical structure you create on a storage subsystem for data
storage. Creating arrays and logical drives is one of the most basic steps and is required
before you can start using the physical disk space, that is, you divide your disk drives into
arrays and create one or more logical drives inside each array.

Enhanced Remote Mirroring (ERM) (only for DR550)

The Enhanced Remote Mirroring (ERM) option is a premium feature of the IBM DS4000. This
feature is only available for DR550 Model DR2.

The ERM option is used for online, real-time replication of data between data retention
subsystems at different locations. In the event of a disaster or an unrecoverable error at one
data retention subsystem, you can promote the second data retention subsystem to take over
responsibility for normal I/O operations. Refer to Chapter 13, “DR550 and Enhanced Remote
Mirroring” on page 521 for details.

Important: Note that if you implement ERM with a DR550 equipped with the optional FSG,
data cached on the FSG disks and local metadata (that is not yet backed up in the storage
of DR550 Storage Controller) are not mirrored.

RAID levels and array configuration

Redundant Array of Independent Disks (RAID) is a method of configuring multiple disk drives
in a storage subsystem for high availability or high performance, or a combination of both.
These goals are sometimes mutually exclusive and are attained by technologies called
striping (performance enhancer) and mirroring (redundancy and availability). Striping of data
means that data is split into chunks and spread across multiple drives such that all drives in
an array are accessed in parallel, so a larger amount of contiguous data is written or read at a
time. Mirroring is merely making exact copies of an entire drive, so in case of failures, data is
still available on the mirrored disk. There are various RAID levels that implement
combinations of these technologies.

Therefore, one of the most important decisions that you must make before creating an array
is determining the RAID level.

For reasons of performance, fault tolerance, capacity, and storage efficiency, RAID 5 is the
level of choice in the DR550. The DR550 Models DR1 and DR2 also provide a RAID 6 option.

Note: The DR550 uses RAID 5 arrays.

For the DR550 Model DR1 ordered with DS4200 Storage Server, the storage comes in
several capacities. The minimum capacity is 6 TB of raw disk space that is built with eight
(half a drawer) 750 GB disks in the DS4200 RAID controller enclosure. Up to two EXP420
units can be used to provide a maximum of 36 TB of storage. The RAID type is RAID 5,
whereby a half drawer, if it is the only storage drawer, is formatted 2+P and 3+P with a global
spare, otherwise it is formatted 6+P with one global spare. and a full drawer is formatted 6+P
and 7+P with one global spare.
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For the DR550 Model DR2, the storage comes also in several capacities. The minimum
capacity is 6 TB of raw disk space that is built with eight (half a drawer) 750 GB disks in the
DS4200 RAID controller enclosure. Up to two DS4200 Storage Servers and 12 EXP420 units
can be used to provide a maximum of 168 TB of storage. The RAID type for DR550 V4.5 is
RAID 5, whereby a half drawer, if it is the only storage drawer, is formatted 2+p and 3+p with
a global spare, otherwise it is formatted 6+p with one global spare. and a full drawer is
formatted 6+p and 7+p with one global spare.

Figure 2-28 shows an array configuration on a DR550 V4.5
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Figure 2-28 Array configuration on a DR550 V4.5

We discuss the mapping of the DR550 Storage Controller (DS4200) logical drives to the AlX
Logical Volume Manager and the volume group design in detail in 5.2.12, “IBM System
Storage Archive Manager and IBM System Storage DR550” on page 188.
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Hot-spare drive

Hot-spare drives provide additional protection that might be essential in case of a disk drive
fault. A hot-spare drive is similar to a standby replacement drive. The data from the failed disk
drive is automatically rebuilt by the controller to the hot-spare drive, and the spare takes the
place of the failed one. When the failed drive is eventually replaced with a new one, the data
from the hot-spare drive is copied back to the new drive, and the hot-spare drive goes back to
its role as a replacement drive. Alternatively, you can also keep the spare as part of the array
(in that case, no copyback takes place) and in turn, define the replacement drive as a new hot
spare. It is important to note that the DS4000 series uses global hot-spares, meaning that
they can take over for any failed drive regardless of its enclosure.

Note: The DR550 Model DR1 ordered with DR550 Storage Controller (DS4200) and the
DR550 Model DR2 come with the arrays and volumes predefined.

Segment size

The choice of a segment size can have a major influence on performance in both I/Os per
second and throughput. Larger segment sizes provide better I/Os per second, and smaller
segment sizes give better data throughput. The DR550 uses the default segment size of 64
KB, which is set by the Storage Manager.

Volume mapping

As you can see from the mappings view of the DS4000 Storage Manager for DR550 (shown
in Figure 2-29 on page 51), all volumes are mapped to the default group, meaning all logical
drives that are created on the arrays are available to both DR550 SSAM Servers (p52A
servers) attached to the DR550 Storage Controller (DS4200). This is necessary in HACMP
and other cluster environments.
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Figure 2-29 Volume mapping of a DR550 V4.5

Preferred path

The DR550 Storage Controller (DS4200) has two controllers (A and B) for redundancy. All

logical drives created on the DR550 Storage Controller are accessible from either of the two

controllers, but have a preferred owner. Each DR550 SSAM Server (p 52A server) in the

DR550 has two Fibre Channel host bus adapters (FC HBAs) installed. Each FC HBA has one
or more paths to Controlier A of the DR550 Storage Controller. Similarly, the other FC HBA

has one or more paths to Controller B. In case of a path failure, meaning either a FC HBA
failure, switch failure, SFP, fiber link failure, or even a DS4200 controller failure, the logical

drives are accessible on the remaining path(s). For performance reasons, the preferred paths
are distributed between the controllers automatically.
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Figure 2-30 shows the distribution of the logical drives to the controllers (Controller A shown).
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Figure 2-30 Channel distribution on a DR550 V4.5

2.5.7 Disk space allocation
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System Storage Archive Manager (SSAM) is installed on each delivered DR550 SSAM
Server (p5 52A server). The SSAM server executable files are installed locally on each of the
DR550 SSAM Servers in a single or dual-node system. This is the standard configuration for
a Tivoli Storage Manager server running within an HACMP cluster in the case of a dual-node
configuration.

For the DR550 Model DR1, all configuration files, the SSAM database, the recovery log, and
the storage pool volumes are configured on specific file systems within the internal SCSI
drives in the DR550 SSAM Server. This will differ from time to time as the option to purchase
an external disk is available, and then the storage pool volumes will be configured on the
external disk, not the internal disk.

For the DR550 Model DR2, all configuration files, the SSAM database, the recovery log, and
the storage pool volumes are configured on specific logical volumes residing on the DR550
Storage Controller (DS4200). With the dual-node configuration, all those files or resources
are shared in the HACMP cluster.

DS4200 configuration

It is possible to order the DR550 Model DR1 with additional storage and in that case, this
section will apply. If you did not order the DR550 Model DR1 with additional storage, this
section will not apply to the DR550 Model DR1.

From the SMclient graphical interface view for the logical and physical configuration of the
DR550 Storage Controller (DS4200), you can see the volume sizes and the positioning of the
logical drive TSMDbBkup, which is used for Tivoli Storage Manager database backups.

Tip: Starting with DR550 V4.0, the Tivoli Storage Manager database volumes and the
Tivoli Storage Manager recovery log volumes are mirrored across Array1 and Array?2 of the
DR550 Storage Controller (DS4200).
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DR550 Storage Controller configuration summary

>

DR550 Storage Controller base unit has two RAID 5 arrays configured. The preferred path
for array 1 goes to controller A and the preferred path of array 2 goes to controller B.

When the DR550 Storage Controller base unit is fully populated, it includes one hot spare
to recover single disk failures for the RAID 5 arrays. Each fully populated DR550
Expansion Drawer unit, configured as RAID 5, includes a global hot spare.

500 MB of disk storage space is reserved for the definition of the ERM Repository Logical
drives, if needed.

The Tivoli Storage Manager database and the recovery log volumes are mirrored across
array1 and array2 in the DR550 Storage Controller base unit.

There is also additional space available for emergency expansion of the database files if
needed. This space is in the same volume group as the existing database and log files. 10
GB is reserved for the primary database, 10 GB reserved for the secondary copy, and 20

GB is reserved for the backup space. If you expand the primary database, be sure to
expand the secondary copy and the backup space as well.

Figure 2-31 illustrates the array and the volume configuration of a DR550 Storage Controller

with 750 GB SATA disk drives.
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Figure 2-31 Physical configuration of the DR550 Storage Controller

AIX Logical Volume Manager (LVM) configuration

DR550 Model DR1 ships with internal disks in two RAID configurations. The first two disks
are on a RAID-1 array and are used for the operating system. Drives 3 through 8 are in a
RAID 5 array (5+P). All data (SSAM database, logs, database backup space, and archive
spare) resides on the RAID 5 array within the internal disks.

Chapter 2. DR550 and File System Gateway overview

53



For the DR550 Model DR1 ordered with a DR550 Storage Controller (DS4200), and for
DR550 Model DR2, LUNs are configured based on the total storage capacity ordered. The
whole disk capacity is allocated for use by SSAM. No disk capacity is set aside for other
applications or servers.

For detailed information about the LUN configurations set at the default, refer to Appendix C,
“DS4000 Logical Volume configuration”, of the IBM System Storage DR550 Version 4.5
Problem Determination and Service Guide, GA32-0576.

Figure 2-32 shows the complete AIX LVM layout and volume group design for the DR550
single and dual engines, including the internal SCSI hard disk drives and the DR550 Storage
Controller logical drives directly relating to AlX physical volumes (hdisks). On these hdisks,
the AIX logical volumes are configured.
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Figure 2-32 AIX LVM design and DS4700 configuration for DR550

54

The logical volumes can be formatted with a file system as is the case for the volume groups
rootvg, TSMApps, TSMDbLogs, and TSMDbBkup (JFS2). Both the SSAM database and log
file are mirrored to other logical volumes using SSAM mirroring. System Storage Archive
Manager volumes defined in these file systems are basically AlX files residing in the directory
structure of the file system. Contrary to that, the logical volumes within the TSMStg volume
group do not carry a file system, but are accessed as raw logical volumes by System Storage
Archive Manager and make up the primary pool ARCHIVEPOOL.
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Predefined primary storage pools and storage pool volumes

Note: A comparably small file of 5 MBs called /tsm/stgvol1 from the volume group
TSMApps is also allocated to the Tivoli Storage Manager ARCHIVEPOOL. This is the only
System Storage Archive Manager volume in that pool not residing in the volume group
TSMStg.

All remaining space on the DR550 Storage arrays is divided into 2,000 GB LUNSs (the last
LUN of each array is always smaller because of the remaining space of the array) and
mapped to the AIX servers. Once mapped, they are configured as AlX physical volumes
(hdisks). On top of these hdisks, logical volumes are configured with the AIX Logical Volume
Manager (LVM). Each of these logical volumes has been defined to the primary storage pool
archivepool as a raw logical volume. These volumes together make up the total capacity of
the primary storage pool.

SSAM is configured with one storage pool volume (500 GB) set at the factory. The remaining
volumes are predefined in AIX volume group TSMStg, but not assigned as storage pool
volumes to the System Storage Archive Manager.

To add the predefined volumes to the SSAM storage pool, stop HACMP if applicable and
SSAM (on both DR550 SSAM Servers in dual node systems). From the AIX command line,
issue the /usr/bin/addstg command. Note that this must be run from DR550 SSAM Server
#1 on dual node systems. The script creates /tmp/bldstg. This SSAM script lists all storage
pool volumes that can be added to the SSAM Storage Pool. If you do not want to add the
whole capacity, you can edit the bldstg SSAM script and remove the logical volume lines.

To execute the bldstg script, log in to SSAM and run the macro /tmp/bldstg. Now the storage
pool volumes will be added to the ARCHIVEPOOL within SSAM. This may take a few minutes
to complete. After the script completes, you will need to restart HACMP if applicable and
SSAM (see 4.1, “Starting and stopping HACMP cluster services” on page 138).

DR550 Model DR1 without a DR550 Storage controller (DS4200)

The DR550 Model DR1 without DR550 Storage Controller uses only the internal storage in
the DR550 SSAM Server (p5 52A). The server is equipped with eight 146 GB UltraSCSI 3
disk drives.

The DR550 Model DR1 storage has two arrays; the first two disks are mirrored in RAID 1 for
the operating system. Disks 3 to 8 are configured as a RAID 5 system. There is no spare disk.

There is no space available for other applications or for any modifications. The DR550 Model
DR1 without DR550 Storage controller should not be changed to accommodate other
applications or workloads.

The disk space is used as follows:

The AlX operating system occupies two disks (hdiskO0).

The IBM System Storage Archive Manager (SSAM) application code uses 1 GB.
The System Storage Archive Manager database and database logs use 40 GBs.
The backup space for the database and logs uses 130 GBs.

The archivepool uses 509 GB (all of the remaining usable space).

vyvyvyVvyy
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2.6 What is preconfigured on the optional FSG

The optional File System Gateway (FSG) is available as a stand-alone system or as a high
availability (two-node) cluster.

Figure 2-33 shows an overview diagram of the FSG architecture.
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Figure 2-33 Overview File System Gateway - 2229-FSG

2.6.1 Hardware components

The File System Gateway (FSG) has its own type and model number, 2229-FSG. The FSG is
based on an IBM System x 3650 with 2 GB RAM and is configured to fit the requirements for
the File System Gateway software and for the customers. Each FSG node comes with six
Ethernet ports. For details on the Ethernet port configuration, refer tor 2.6.4, “FSG Network
configuration and preset IP addresses” on page 57.

The 2229-FSG has six disks. Two of them, with a capacity of 73 GB each, are configured as
RAID 1, and host the SLES operating system and the FSG application code. The remaining
four disks, each offering a 300 GB capacity, are configured as RAID 6. For details on the
storage configuration, refer to 2.6.5, “Storage configuration” on page 59.

2.6.2 Software components
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The File System Gateway software is based on SUSE Linux Enterprise Server (SLES)
Version 10.

The following software components are already installed on the FSG:

» BIOS: 1.03, System x 3650

» Operating System: SLES 10, Kernel 2.6.16.21-0.8-smp

» Level 2 Agent (IBM Director): 5.20.1
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» SSAM (Tivoli Storage Manager) Archive client: 5.5.0.0
» Application: File System Gateway V1.1.1

2.6.3 FSG security

Table 2-12 shows the user accounts predefined for the FSG.

Table 2-12 Default user accounts on the FSG

User account Password
root dR550fsg
fsgadm C1fsNFS
drg drg

User fsgadm has to be used locally at the console as well; after you are logged on as fsgadm,
you can in turn switch to user ‘root’.

The SLES 10 firewall is disabled. All other SLES 10 settings are still defaults.

Important: In the FSG Version 1 software, the SLES firewall has to be disabled.

2.6.4 FSG Network configuration and preset IP addresses

The File System Gateway FSG-2229 comes equipped with six Ethernet ports.
» The two on-board adapters are only used in the HA cluster FSG for cluster heartbeat.

» Dual port Gigabit Ethernet over copper adapters are installed in PCI slots 3 and 4. One
port on each adapter is used for communicating with DR550 SSAM servers either using
internal switches (DR550 DR2 only) or using customer supplied external Ethernet switch.

» Optional fiber Ethernet adapters are installed in PCI slot 1 and 2 and will be used for
attachment to the customer fiber Ethernet network.
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Figure 2-34 shows the FSG cabling.
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Figure 2-34 FSG cabling

Important: Do not change the main and supplementary host names. Changing those
names would make the FSG inoperable.

Table 2-13 shows the FSG IP address settings.

Table 2-13 File System Gateway (FSG) - IP address settings

IP address Description Device Host name IP address
change
192.168.1.121 Public port 1 eth0 Main No
192.168.1.122 Public port 2 eth1 Main No
169.254.1.1 heartbeat_1 eth2 Main No
169.254.1.5 heartbeat_2 eth3 Main No
192.168.1.120 Bonded IP ifcfg-bond0 Main Yes
address (public) (/etc/sysconfig/ne
twork)
192.168.1.131 Public port 1 ethO Supplementary No
192.168.1.132 Public port 2 eth1 Supplementary No
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(cluster)

DRGC.xml file

IP address Description Device Host name IP address
change
169.254.1.2 heartbeat_1 eth2 Supplementary No
169.254.1.6 heartbeat_2 eth3 Supplementary No
192.168.1.140 Bonded IP ifcfg-bond0 Supplementary Yes
address (public) (/etc/sysconfig/ne
twork)
192.168.1.140 Virtual IPaddress | Configuredinthe | - Yes

For additional details about the network configuration of the File System Gateway, refer to
3.7.3, “Configuring the network settings at the DR550 FSG” on page 116.

2.6.5 Storage configuration

As described before, the SUSE Linux (SLES 10) is installed and preconfigured on a RAID 1
made of the two 73 GB hard disks. Linux sees this RAID 1 logical drive as its first SCSI disk
/dev/sda.

The other four disks installed in the FSG are preconfigured as a RAID 6 logical drive. It is
seen by the Linux operating system as device /dev/sdb.

RAID 6 can be thought of as “RAID 5, but more”. It stripes blocks of data and parity across an
array of drives like RAID 5, but calculates and maintains two sets of parity information for
each block of data. The goal of this duplication is solely to improve fault tolerance; RAID 6 can
handle the failure of any two drives in the array while other single RAID levels can handle at
most only one faulty drive. Performance-wise, RAID 6 is generally slightly worse than RAID 5
in terms of writes due to the added impact of more parity calculations, but might be slightly
faster in random reads due to spreading of data over one more disk.

Figure 2-35 shows the preconfigured partitioning for the File System Gateway.

¥ Expert Partitioner
Device Size F | Type Mount | Mount By | Start |End | Used By | Label | Dev
EEE] 68.2 ServeRA-OS 0 8909
/devisdal 40 GB Linux native / K 0 522
/devisda2 20GB Linux swap swap K 523 784
/devisda3 62.2 GB Linux native Mvarflocal K 785 8909
/devisdb 5585 GB ServeRA-Cache 072918
/devisdb1 5585 GB Linux native ifsg K 072917
4 | iy
Create | Edit | Delete | Resize |
LVM... | RAID... v| Crypt File...v| Expert. v|

Figure 2-35 File System Gateway (FSG) - Partition table
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2.6.6 Cluster configuration

It is important, before you order your File System Gateway, to decide whether you need the
stand-alone or high availability cluster FSG. Settings will be set by manufacturing depending
upon the configuration ordered.

Important: If you want to change the role of the FSG from main to supplementary, you
have to reinstall the FSG from scratch (operating system and FSG application code).

The stand-alone FSG configuration is similar to the configuration of the primary node in an
HA cluster, with the exception of the DRGC.xml configuration file (see 3.7.7, “FSG
post-installation and initial setup” on page 125).

When you order the dual-node FSGs, the Ethernet crossover cables for the cluster
communication (heartbeat) are preinstalled.

2.7 DR550 offerings summary
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Table 2-14 is a summary of all the DR550 offerings.

Table 2-14 Summary of offerings

DR1 DR2 single-node DR2 dual-node
7014-T00 Rack - Yes Yes
7014-S25 Rack Yes - -
9131-52A Yes Yes Yes
7316 TF3 console Yes Yes Yes
KVM Switch Optional Optional Yes
First DS4200 Optional Yes Yes
EXP420s Optional Optional Optional
Second DS4200 - Optional Optional
First 2005-B16 - Optional Yes
Second 2005-B16 - - Yes
Internal Ethernet - Yes Yes
switches
Stand-alone FSG Optional Optional -

High Availability Optional Optional Optional
FSGs

AIX 5L V5.3 Yes Yes Yes
HACMP V5.4.2 - - Yes
SSAM V5.5 Yes Yes Yes
Tivoli Integrated Yes Yes Yes
Solution Console

(ISC)
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DR1

DR2 single-node

DR2 dual-node

Tivoli Admin Center

Yes Yes Yes
DS4000 Storage Optional Yes Yes
Manager for DR550
Remote Mirroring - Optional Optional
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DR550 and FSG planning and
installation

This chapter provides information about the planning and installation of the IBM System
Storage DR550 model DR1 (2233-DR1) and model DR2 (2233-DR2), with the optional
DR550 File System Gateway (2229-FSG). This includes the site preparation, the sequence of
steps for starting and stopping the system, and the required configuration settings for
deployment in an existing environment.

For the DR550, the chapter explains how to use the keyboard-video-mouse (KVM) console
kit, and how to get local and remote graphical output. For the dual-node DR550 DR2
configuration, the chapter also discusses the HACMP cluster configuration and shows how to
start and stop the cluster services. For the DR550 File System Gateway, the chapter explains
how to access and set up the FSG.

New capabilities of DR550 Storage Controller (DS4200 disk subsystem) are also discussed
in this chapter.
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3.1 Planning the installation
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The very first step when planning for a DR550 is to make sure that you order the model that
best fits your requirements. When you have determined the configuration you need, you can
start planning for the physical installation and the initial setup of the DR550 and, if applicable,
the DR550 File System Gateway. It is also recommended to plan for the installation of the
additional monitoring servers (IBM Director server and RSM). These servers are not shipped
as part of the DR550 and have to be installed separately. DR550 supports the following types
of monitoring servers:

» |BM Director

IBM Director provides monitoring capabilities for operating systems and application
components of DR550, and call home support for the FSG systems, through the
Electronic Service Agent (eSA) for System x extension.

More information is available at:
http://www-03.1ibm.com/systems/management/director/
» Remote Support Manager

Remote Support Manager (RSM) is designed to allow problem reporting and remote
access (from IBM support) to the DR550 Storage Controller (DS4200). There is a specific
version of RSM for the DR550.

More information about RSM in general is available at:

http://www-03.1ibm.com/systems/storage/disk/rsm/index.htm]

General planning considerations
Before ordering a DR550, make sure you know your requirements for:

» High availability and disaster recovery

» Archival capacity of the system and RAID type

» The type of interface your archiving or content management application requires
Specifically, does your application support the SSAM APIs, or do you need a CIFS or NFS
protocol?

Data Center environment conditions
» Does your data center provide enough floor load capacity and service clearance?

» Do you have enough capacity left on your power source or do you want to attach the
DR550 to an uninterruptible power supply (UPS)?

» Do you have a climate controlled environment?

Network
» Do you have enough free Ethernet ports and cables?

» Do you have enough unused IP addresses?
» Do you know your firewall settings?
» Do you have an SNMP server (such as the IBM Director)?

Alerting / Monitoring

» The call home function of the DR550 SSAM servers (System p p52A), is based on eSA for
System p (included). You have to provide an internet connection.
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» To monitor the optional File System Gateway (FSG), you should implement an SNMP
server such as the IBM Director. Call home for the FSG servers is provided through the
eSA for System x extension. This extension must be installed on the IBM Director server.

» To monitor your DR550 Storage Controller (DS4200), you should set up an RSM server.

The various monitoring methods are discussed in Chapter 9, “DR550 call home features” on
page 349.

File System Gateway (FSG)

Depending on your availability requirements you can order the FSG as stand-alone or
dual-node cluster FSG.

Disk space for archiving

» Estimate the amount of archive data required now, and estimate the growth for the next
few years to size your required disk capacity.

» The decision of what RAID type will be used for data protection on DR550 Storage
Controller (DS4200) has to be made at the time the system is ordered. Currently, there are
two types of RAID available: RAID 5 and RAID 6.

Attention: The DR550 Storage Controller (DS4200) can be shipped as RAID 6 or with
RAID 5 configured arrays and one spare disk pre-allocated for every array. If you get it
shipped as RAID 5, then you would have to unassign the hotspares, add one of the disks to
each array, and then you are able to convert to RAID 6. Be aware that it can take a long
time for the conversion to complete. In our test lab, it took six days on average to convert
one array from RAID 5 to RAID 6.

» If you want a copy of all archived data, or if you want to store some data at an offsite
location, you should consider the implementation of a tape library or DS4000 Enhanced
Remote Mirroring (ERM).

Chapter 3. DR550 and FSG planning and installation 65



Disaster recovery

» If you have special requirements for availability and disaster recovery or if you need
remote mirroring, you can use the diagram in Figure 3-1 to discover the possible
configurations and options of the various DR550 models.

DR550 Configuration Overview

‘ Single site without FSG ‘

\ Two site solution with ERM \

Backup site

|
|
|
|
Dual node DR1 |
DR2 DR550 or Single |
node DR2 I

DR550 | Dualnode |___ . _ > Single node

| DR2 DR550 DR2 DR550
| Single site with FSG | :
/ \ I

DRA | Dualnode | __ . _ > Dual node

] Dual node | DR2 DR550 DR2 DR550

o7 Sl DR2DR550 | |
node DR2

DR550 l '
|

v v | Singlenode |____:__ | Single node

High Availability High Availability | DR2 DR550 DR2 DR550
FSG FSG |
|
v i
Stand-alone |
FSG I
I

Figure 3-1 DR550 configuration overview

3.1.1 Planning for the DR550 DR1
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DR550 DR1 hardware is shipped pre-assembled, and the software is installed and to a large
extent configured. However, some planning is still required before deployment.

This section does not include planning for the optional FSG. This is addressed separately in
3.1.3, “Planning the optional DR550 FSG” on page 71.

The following aspects have to be taken into account prior to the physical installation of the
equipment and attaching it to the network:
» Physical site preparation

Adequate site planning before the hardware is installed will reduce the risk of installation
issues. Site planning has to cover equipment location specifications, air-conditioning and
electrical requirements, raised and non-raised floor determinations, and determination of
cable lengths.
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Consider the following general planning guidelines:

— The rack space required by the equipment rack:
¢ Height of the 7014-S25 IBM 25U rack.

¢ Space needed for an external tape library (Tape libraries inside a DR550 rack are
not supported in the current version of DR550.)

— The power and environmental requirements
Power supply

Two 100 to 127 or 200 to 240 V AC (auto-ranging) are required for the DR550 DR1: one
for the p5 52A (600 watts maximum) and another for the console (150 watts maximum).

Climate control

Climate control is needed for the DR550 SSAM Server (p52A) and DR550 Storage
Controller (DS4200), if attached. For details, refer to Chapter 2, “Physical Planning for the
DR550”, of the DR550 Version 4.5 Introduction and Planning Guide, GA32-0577.

The network environment
— TCP/IP addresses

You need a unique TCP/IP address to attach the DR550 DR1 to the Ethernet network
(because the network address is preconfigured, check for potential address conflicts
before attaching to the network).

— Ethernet switch or switches

You must order the DR550 DR1 with the appropriate Ethernet option for your network
environment, that is, copper or fiber cable support. The p5 52A has two on board
Gigabit Ethernet ports (copper) or you can order one dual port Gigabit Ethernet-SX
PCI-X adapter (fiber cable). Your Ethernet switch or switches must support the
Ethernet option you select.

Cables and connectors

To attach the DR550 DR1 to the network, you must provide Ethernet cables depending on
the Ethernet network option ordered:

— On board Gigabit Ethernet port (copper)

The port provides 10/100/1000 Mbps connectivity. The port conforms to the IEEE
802.3ab 1000Base-T standard. Use CAT-5 twisted pair bulk cables (we recommend
TIA/EIA 568A).

— Dual-port Gigabit Ethernet-SX PCI-X adapter (fiber optics)

The SX adapter provides 1 Gbps throughput on a standard shortwave (850nm) 50/62.5
micron multimode optical cable and conforms to the IEEE 802.3z standard and
supports distances of 260m for 62.5 ym MMF and 550m for 50 ym MMF. You can use
an optional LC-SC 62.5 micron converter cable, IBM part number 11P1374, FC2459.
For 50 micron LC-SC connections, use converter cable IBM part number 11P1373,
FC2456.

— RSM server 10/100/1000 Mbps Ethernet adapter (copper)

The ports provide 10/100/1000 Mbps connectivity. The port conforms to the IEEE
802.3ab 1000Base-T standard. Use CAT-5 twisted pair bulk cables (we recommend
TIA/EIA 568A). RSM server needs at least three Ethernet connections: two
connections using CAT-5 crossover cables directly to DS4200 controllers and one
normal cable to a customer switch.

Two Fibre Channel Host Bus Adapter ports are pre-installed for tape attachment. There is
also an LVD SCSI adapter for tape or optical storage.
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» General environment

Security: Default passwords are established for various administrative user IDs (AIX and
System Storage Archive Manager) defined for the DR550 DR1. It is critical that you
change the default passwords immediately after installation.

» DR550 Storage Controller (DS4200) monitoring with Remote Support Manager (RSM)

If you plan to use RSM to monitor your DR550 Storage Controller (DS4200) or to use the
call home facility of RSM to forward hardware problems with the DS4200 automatically to
IBM, you must provide the following equipment:

— An IBM System x server (low end x servers, for example x306m or x3250)

— SUSE Linux (SLES 10SP1)

— Generic 56 Kbps V.90/V.92 external modem (for call home function)

— Analog phone line (for call home function)

— Ethernet cables to connect RSM server to DS4200 controllers and customer switch

For more information about RSM, refer to the Chapter 9, “DR550 call home features” on
page 349.

» SSAM administration

To manage SSAM using a graphical user interface, you can use the Administration Center
and the Integrated Solution Console (ISC). Both software components are preinstalled on
the DR550 engines. Alternatively, you can install and run the Administration Center and
the ISC on a separate, customer provided workstation, which can be an IBM System x
with Linux or Windows as the operating system. Deploying ISC and Administration Center
on a separate server can be beneficial from the memory and CPU utilization point of view.
Segregating the workloads will allow you to allocate more resources for SSAM application
See 5.1.1, “IBM System Storage Archive Manager architecture overview” on page 158 for
more information.

» Requirements for data retention

The DR550 gives you a wide range of options to define the retention criteria and retention
period. You should consider the data retention requirements for the different application
servers and type of data that you will archive in your environment. This will facilitate the
definition of the SSAM policies. Refer to Chapter 5, “IBM System Storage Archive
Manager” on page 157 for more information about retention policies.

» Security features

The DR550 provides some features like data shredding, encrypted data transfer, or tape
drive encryption to comply with security requirements and regulations compliance. Refer
to Chapter 5, “IBM System Storage Archive Manager” on page 157 for more information
about these features.

3.1.2 Planning for the DR550 DR2
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Although the DR550 hardware and software elements are already assembled, and the
software is installed and configured, some planning is still required before deployment.

This section does not include planning for the optional FSG. This is addressed separately in
3.1.3, “Planning the optional DR550 FSG” on page 71.
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Remember that any configuration that includes more that three DR550 Expansion Drawers
(EXP420) storage expansion enclosures consists of two racks. Before physically installing the
racks in your environment and attaching to the network, plan or validate the following:

» Physical site preparation

Adequate site planning before the hardware is installed will reduce the risk of installation
issues. Site planning has to cover equipment location specifications, air-conditioning and
electrical requirements, raised and non-raised floor determinations, and determination of
cable lengths.

Refer to the IBM publication IBM eServer 7014 Series Model TOO and Model T42 System
Rack Installation Guide, SA38-0641 for more information. You can obtain a copy at:

http://publibl6.boulder.ibm.com/pseries/en_US/infocenter/base/hardware _docs/pdf
/380641 .pdf

Consider the following general planning guidelines:

The specifications and requirements of the rack or racks.

The size of the floor area required by the equipment:
¢ Floor-load capacity.
* Space needed for expansion.

¢ Location of columns.

The power and environmental requirements.

Create a floor plan to check for clearance problems:

* Make a full-scale template (if necessary) of the rack and carry it along the access
route to check for potential clearance problems through doorways and passage
ways, around corners, and in elevators.

* Provide space for storage cabinets, card files, desks, communication facilities, daily
storage of tapes, and other supplies.

Information about these topics and detailed instructions for positioning, leveling, and
powering up the rack can be found in BM eServer 7014 Series Model TOO and Model T42
System Rack Installation Guide, SA38-0641.

» Power supply
Multiple 200 volts or 220 volts and 30 Amp power service feeds are required:
— Two feeds for single rack configurations (includes single and dual-node).
— Four feeds for two rack configurations.

We also recommend that you split (half and half) the feeds on two distinct AC power
sources (distinct circuit breakers) for availability.

» Climate control

Climate control is needed for the entire DR550. For details, refer to Chapter 2 “Physical
Planning for the DR550”, of the DR550 Version 4.5 Introduction and Planning Guide,
GA32-0577.

» The network environment
— TCP/IP addresses.

You need a unique TCP/IP address (single node, no FSG) or addresses to attach the

DR550 DR2 to the Ethernet network (because the network addresses are already set
at the factory for each of the p5 52A nodes, check for potential address conflicts before
attaching to the network).
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— Ethernet switch or switches.

You must order the DR550 with the appropriate Ethernet adapter for your network
environment, that is, copper or fiber cable support. You can order one 2-port Gigabit
Ethernet-TX PCI-X adapter (copper, FC 5706) or one 2-port Gigabit Ethernet-SX
PCI-X adapter (fiber optics, FC 5707). Your Ethernet switch or switches must support
the Ethernet adapter selected.

» Cables and connectors

To attach the DR550 DR2 to the network, you must provide Ethernet cables depending on
the Ethernet network adapter of your DR550:

— Two-port Gigabit Ethernet-TX PCI-X adapter (copper, FC 5706 verify).

The adapter presents one electrical load but appears as two independent devices to
the software. It provides 10/100/1000 Mbps connectivity over four pairs of standard
CAT-5 cable up to 100m for each port. The adapter conforms to the IEEE 802.3ab
1000Base-T standard. Use CAT-5 twisted pair bulk cables (we recommend TIA/EIA
568A).

— Two-port Gigabit Ethernet-SX PCI-X adapter (fiber optics, FC 5707 verify).

The adapter presents one electrical load but appears as two independent devices to
the software. Dual-SX provides 1000 Mbps throughput on a standard shortwave
(850nm) 50/62.5 micron multimode optical cable and conforms to the IEEE 802.3z
standard and supports distances of 260 m for 62.5 pm MMF and 550 m for 50 pm
MMF. You can use an optional LC-SC 62.5 micron converter cable, IBM part number
11P1374, FC2459. For 50 micron LC-SC connections, use converter cable IBM part
number 11P1373, FC2456.

— RSM server 10/100/1000 Mbps Ethernet adapter (copper).

The ports provide 10/100/1000 Mbps connectivity. The port conforms to the IEEE
802.3ab 1000Base-T standard. Use CAT-5 twisted pair bulk cables (we recommend
TIA/EIA 568A). The RSM server needs at least three Ethernet connections: two
connections to internal DR550 Ethernet switches, one to each switch, and one to a
customer switch.

Two Fibre Channel Host Bus Adapter ports are pre-installed for tape attachment. For
more information about tape attachment, see Chapter 11, “Tape attachment” on page 447.

General environment

Security: Default passwords are established for various administrative user IDs (AlX,
System Storage Archive Manager, DS4000 Storage Manager, and DR550 SAN switches)
defined for the DR550. It is critical that you change the default passwords immediately
after installation.

DR550 Storage Controller (DS4200) monitoring with Remote Support Manager (RSM)

If you plan to use the RSM software to monitor your DR550 Storage Controller (DS4200)
or to use the call home facility of RSM to forward hardware problems with the DS4200
automatically to IBM, you must provide the following equipment:

— An IBM System x server (low end System x servers, for example, x306m or x3250).
— SUSE Linux (SLES 10 SP1).

— Generic 56Kbps V.90/V.92 external modem (for call home function).

— Analog phone line (for call home function).

— Ethernet cables to connect RSM server to internal DR550 Ethernet switches and to a
customer switch.
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For more information about RSM, refer to Chapter 9, “DR550 call home features” on
page 349.

» SSAM administration

To administrate the SSAM using a graphical user interface, you can use the Administration
Center and the Integrated Solution Console (ISC). Both software components are
preinstalled on the DR550 engines. Alternatively, you can install and run the
Administration Center and the ISC on a separate, customer provided workstation, which
can be an IBM System x with Linux or Windows as the operating system. Deploying ISC
and Administration Center on a separate server can be beneficial from the memory and
CPU utilization point of view. Segregating the workloads allows you to allocate more
resources for the SSAM application. See 5.1.1, “IBM System Storage Archive Manager
architecture overview” on page 158 for more information.

» Requirements for data retention

The DR550 gives you a wide range of possibilities to define the retention criteria and
retention period. You should consider the data retention requirements for the different
application servers and type of data that you will archive in your environment. This will
facilitate the definition of the SSAM policies. Refer to Chapter 5, “IBM System Storage
Archive Manager” on page 157 for more information about retention policies.

» Security features

The DR550 provides some features like data shredding, encrypted data transfer, or tape
drive encryption to comply with security requirements and regulation for retention. Refer to
Chapter 5, “IBM System Storage Archive Manager” on page 157 for more information
about these features.

3.1.3 Planning the optional DR550 FSG

The FSG hardware is already assembled and placed in the rack (when the feature is selected
as part of the DR550 initial order). The software (operating system and FSG application) is
installed. Some planning is still required before deployment:

» Network environment
— TCP/IP addresses for stand-alone FSG configurations

You need an available TCP/IP address to attach the FSG to the customer Ethernet
network (because the network addresses are already set at the factory for the FSG
node, check for potential address conflicts before attaching to the network). This IP
address is bonded to two physical network interfaces in the FSG node.

— TCP/IP addresses for dual-node FSG configurations

You need three available TCP/IP addresses to attach the FSG to the customer
Ethernet network (because the network addresses are already set at the factory for the
FSG node, check for potential address conflicts before attaching to the network). Two
IP addresses are bonded to two physical network interfaces in the FSG. The third IP
address is used for cluster services.

— Network Time Protocol (NTP) Services for dual-node configurations

To synchronize the clocks in the FSG cluster, the nodes need access to a time server
through the NTP protocol.
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» Cables and connectors

To attach the FSG to the customer network, you must provide two Ethernet cables per
node depending on the type of Ethernet network adapter of your FSG:

— 10/100/1000 Mbps TX Ethernet adapter (copper)

It provides 10/100/1000 Mbps connectivity to the network. Use CAT-5 twisted pair bulk
cables (we recommend TIA/EIA 568A).

— 1 Gbps SX Ethernet adapter (fibre optics)

The 1 Gbps-SX adapter provides 1000 Mbps throughput on a standard shortwave
(850nm) 50/62.5 micron multimode optical cable and conforms to the IEEE 802.3z
standard and supports distances of 260 m for 62.5 pm MMF and 550m for 50 ym MMF.

» File system structure at the FSG

Data written to the FSG cannot be deleted until the specified retention period has passed.
The expiration period depends on the definition in the DRG profile. This applies to files
and directories. Therefore, it is important to plan the file system layout, naming space
structure, file and directory naming conventions, and the necessary access permissions
for all CIFS and NFS shares of the FSG before deployment.

» User Management for CIFS and NFS shares

If you plan to integrate FSG managed NFS and CIFS shares into an environment with
centralized user management utilizing tools like Active Directory® or Lightweight Directory
Access Protocol (LDAP), you need to do an extensive planning of the required user and
group authorities prior to the deployment.

3.2 Physical installation

The DR550 DR1 comes pre-installed in a single IBM 7014 Series S25 System Rack.

The 0.88 TB capacity option does not require the DR550 Storage Controller (DS4200).
DR550 DR1 model is pre-configured with 6 x 146 GB internal drives installed in the DR550
SSAM Server (p52A) disk bays. Optional DR550 Storage Controller (DS4200) adds 6 TB of
raw capacity and up to 36 TB of combined raw capacity with two DR550 Expansion Drawers
(EXP420).

3.2.1 Installing the DR550 DR1
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The following applies to the DR550 DR1. This section does not include planning for the
optional FSG, which is covered separately in 3.2.3, “Installing the optional DR550 File System
Gateway (FSG)” on page 76.

Power supply connections

For DR550 DR1, each device in the rack is connected to the AC power rails inside the rack.
Sets of AC power rails (left and right) are placed vertically in the rear of the rack cabinet. Each
rail in a set should be connected to a different AC power feed to enhance the availability of
the rack components.

Fibre Channel connections

The cabling of the internal devices in the DR550 DR1 is done before shipment to clients.
DR550 DR1 is not equipped with a DR550 SAN switch and therefore all fiber attachments are
done directly to DR550 SSAM Server (p52A). When attaching tape devices to the DR550
DR1 as recommended, you need to establish additional Fibre Channel connections between
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one or two Fibre Channel Host Bus Adapter ports on the DR550 SSAM Server (p52A) and
the tape devices. Alternatively, you can attach a tape device using the LVD SCSI adapter
installed in slot 3. For more information about tape attachment, see Chapter 11, “Tape
attachment” on page 447.

Network connections

The DR550 DR1 can be connected to a 10/100/1000 Base Ethernet using copper or fiber
cables. You have to provide the appropriate network cables and switches (copper or fiber, as
described in 3.1.1, “Planning for the DR550 DR1” on page 66).

Refer to 3.6.2, “Attaching the DR550 DR1 to the network” on page 91 for instructions about
how to connect the network cables according to your environment. Do not connect to the
network before you have completed the tasks described in 3.3, “Power-on and power-off
sequence” on page 77 and 3.4, “Accessing the DR550 SSAM Servers” on page 81.

3.2.2 Installing the DR550 DR2

The following applies to the DR550 DR2 single-server and dual-server models. This section
does not include planning for the optional FSG, which is covered separately in 3.2.3,
“Installing the optional DR550 File System Gateway (FSG)” on page 76.

Power supply connections

When shipped from the factory, each rack has its AC power switch set to the OFF position.
The optional DR550 SAN Switch (2005-B16) does not have an AC power switch; it is turned
on or off by plugging the power cable in or out.

Each device in the rack or racks is connected to the AC power rails inside the rack or racks.
Sets of AC power rails (left and right) are placed vertically in the rear of the rack cabinet. Each
rail in a set should be connected to a different AC power feed to enhance the availability of
the rack components. Power cords are shipped with each rack (one per rail) to enable cabling
to AC power above or below each rack.

You have to connect the AC power rails installed in the rack or racks to an appropriate power
outlet (220 volts or 200V rated at 30 amps).

Fibre Channel connections

All cables between the DR550 Storage Controller (DS4200) or Servers and the DR550
Expansion Drawer (EXP420) expansion units (if applicable) are set in place by
manufacturing. Furthermore, the cables from the DR550 SSAM Server or servers to the
DR550 SAN switch or switches and from the DR550 SAN switch to the DS4200 Storage
Server or Servers are installed.

The cabling of internal devices in the DR550 DR2 is done before shipping to clients. The
DR550 DR2 in a single-server configuration can be ordered without a SAN switch, in which
case the wiring is done similar to DR550 DR1 with a DR550 Storage Controller (DS4200)
attached directly to the DR550 SSAM Server (p52A). A single SAN switch will be added to the
configuration if Enhanced Remote Mirroring or a second DR550 Storage Controller (DS4200)
is ordered. Two DR550 SAN switches will be included in the dual-server DR550 DR2
configuration regardless of whether Enhanced Remote Mirroring or a second DR550 Storage
Controller (DS4200) is ordered.
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However, there are two types of situations where you need to establish your external Fibre
Channel connections:

»

Initial setup of the configuration that requires more than three DR550 Expansion Drawers
(EXP420).

The first rack can hold up to three DR550 Expansion Drawers (EXP420). If there is a need
to install more expansion enclosures, all additional units will have to be installed in a
second rack. The cabling between the first and the second racks is accomplished with two
LC-LC Fibre Channel cables provided with the DR550.

The second optional DR550 Storage Controller (DS4200) is also installed in the second
rack. Fiber cables between the second DR550 Storage Controller and expansion
enclosures is done at the factory; however, the cabling between the second DR550
Storage Controller and DR550 SAN switch(es) will have to be done at the time of the
installation.

Refer to the diagram in Figure 3-2 on page 75 to establish the Fibre Channel connections
between the two racks during the initial setup of the configuration that requires more than
three DR550 Expansion Drawers (EXP420).

The Fibre Channel cables need to be connected as indicated in Table 3-1.

Table 3-1 The two racks configuration

What From To

Fibre Channel cable Rack 2 DR550 Storage Rack 1 2005-B16 #1
Controller Port 8
(DS4200) #2
Ctrl A

Fibre Channel cable Rack 2 DR550 Storage Rack 1 2005-B16 #2
Controller Port 8
(DS4200) #2
Ctrl B
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Rack 1 Rack 2

Figure 3-2 Fiber connections required between racks for two rack configuration

The procedure is described in detail in 2.5, “What is preconfigured in the DR550” on
page 29. Note that if you have additional EXP420s in the second rack, there will be
additional crossover cables between the racks.

» Tape attachment.

You need to establish additional Fibre Channel connections when you are attaching tape
devices to the DR550 DR2. Tape drives must be cabled to the DR550 SAN switch or
switches of the DR550. For more information about tape attachment, see Chapter 11,
“Tape attachment” on page 447.

Network connections

The DR550 DR2 can be connected to a 10/100/1000 Base-T Ethernet using copper or to a
1000BASE-SX using fiber cables. You have to provide the appropriate network cables and
switches (copper or fiber, as described in 3.1.2, “Planning for the DR550 DR2” on page 68).

Refer to 3.6.3, “Attaching the DR550 DR2 to the IP network” on page 93 for instructions about
how to connect the network cables according to your environment. Do not connect to the
network before you have completed the tasks described in 3.3, “Power-on and power-off
sequence” on page 77 and 3.4, “Accessing the DR550 SSAM Servers” on page 81.
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3.2.3 Installing the optional DR550 File System Gateway (FSG)

The following applies to the FSG stand-alone and dual-node configurations.

Power supply connections

Each FSG is equipped with two power supplies and they should be connected to different
power rails in the rack to enhance the availability of the FSG. Note that the DR1 has only one
power rail; in this case, a bifurcated power cable is used.

Network connections

The FSG can be connected to a 10/100/1000 Base-TX Ethernet using copper or to a 1000
BASE-SX Ethernet using fiber cables. Optional fiber Ethernet adapters are installed in PCI
slot 1 and 2 and will be used for attachment to the customer fiber Ethernet network. Dual port
Gigabit Ethernet over copper adapters are installed in PCI slots 3 and 4. One port on each
adapter is used for communicating with DR550 SSAM servers either using internal switches
(DR550 DR2 only) or using a customer supplied external Ethernet switch. You have to provide
the appropriate network cables and switches (copper or fiber, as described in 3.1.3, “Planning
the optional DR550 FSG” on page 71

Dual-node network connections

Two additional Ethernet connections are required in the dual-node FSG configuration. The
purpose for these connections is to maintain a heartbeat between the two FSG nodes. Two
crossover Ethernet copper cables are connected between the on board Ethernet adapters of
the FSG. The DR550 ships with pre-installed Ethernet cables for the dual node FSG cluster
connections. Refer to the diagram in Figure 3-3.

Public Network DR550 DR2 internal network
dual node FSG cluster interconnect

Ethernet Switch (Customer supplied)
O o I? O o I? O

Main FSG | Supplementary FSG
y = [
U == = EIEI%? _n_n
K ' > iy
opoooooo ofooooo4o
Eih g I:IEI:II:II:II:II:ILTJ Ethernet 1 EIEI:II:II:II:II:ILTJ
DR550 DR2

Ethernet Switch (Customer supplied)
O ? O 0l ? O

Main FSG Supplementary FSG
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DR550 DR1

Figure 3-3 Network cabling for a dual-node FSG configuration DR2 and DR1models
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3.3 Power-on and power-off sequence

Powering on all the devices in the DR550 makes the system available for use. For the
devices, different programs, and processes running on these devices to function properly, it is
necessary to power on the devices in a specific order. This is true not only for the very first
boot of the DR550, but also for all consecutive power-on resets of the system.

3.3.1 Power-on sequence

Refer to the section that applies to your model.

DR550 Model DR1
The devices in the rack should be powered on in the following sequence:

DR550 DR1 Rack

KVM console kit (if applicable)

DR550 Expansion Drawer (EXP420) (if applicable)
DR550 Storage Controller (DS4200)

DR550 SSAM Server (System p5)

Optional Main-FSG (if applicable)

Optional Supplementary FSG (if applicable)

Nookrwd~

For DR550 DR2, the sequence depends on the configuration, single-node, or dual-node.

DR550 Model DR2 single-node configuration

For the single-node configuration, the devices in the rack must be powered on in the following
sequence:

1. DR550 DR2 Rack / 16-port Ethernet switches.
2. KVM console kit (if applicable).

3. DR550 SAN Switch (2005-B16). Before proceeding to step 3, confirm that the SAN Switch
has completed its power-on sequencing. This is indicated with a green light showing for
power.

DR550 Expansion Drawer (EXP420) (if applicable).
DR550 Storage Controller (DS4200).

DR550 SSAM Server (System p5).

Optional Main-FSG (if applicable).

Optional Supplementary-FSG (if applicable).

© N o o &

The detailed procedure is as follows:

1. DR550 DR2 Rack (7014) / 16-port Ethernet switches. Each device in the rack is
connected to the AC Power rails. When shipped from the factory, each component will
have the AC power switch in the OFF position. The 16-port Ethernet switches do not have
an AC switch, and thus will be powered up as soon as the rails become energized.

2. KVM console kit (if applicable). Power on the KVM console kit by pressing the power
button.

3. DR550 SAN Switch 2005-B16. The SAN Switches do not have an AC switch, and thus will
be powered up as soon as the rails become energized.

4. DR550 Expansion Drawers (EXP420) (if applicable). Power on the expansion units using
the two black AC power switches on the back of the devices.

Chapter 3. DR550 and FSG planning and installation 77



78

DR550 Storage Controller (DS4200). As soon as the SAN switch and the EXP420, if
applicable, have completed their power-on sequences, power on the DR550 Storage
Controller (DS4200) by using the two black AC power switches on the back of the device.

DR550 SSAM Server (System p5). Power on the DR550 SSAM Server with the power
button located on the operator panel. A solid green light on the operator panel of the
DR550 SSAM Server is an indication of a power-on status. Use the system console to
monitor the AIX startup process. The AlX startup process is complete when you see a
login prompt. Please note that Main FSG can only be started when the SSAM application
is operational. The SSAM startup can take several minutes. Before starting the Main FSG,
make sure that SSAM application is up and running (you can access the SSAM server
through the dsmadmc administrative interface).

DR550 Main FSG (if applicable). Power on the FSG with the white power button on the
front of the FSG. The Main FSG is always the lower one in a dual-node FSG configuration.

DR550 Supplementary FSG (if applicable). The boot process of the Main FSG must be
completed before powering on the Supplementary FSG. Power on the FSG with the white
power button on the front of the FSG. The Supplementary FSG is always the upper one in
a dual-node FSG configuration.

DR550 Model DR2 dual-node configuration

For the dual-node configuration, the devices in the rack or racks should be powered on in the
following sequence:

CoNOORrON A

DR550 DR2 Rack(s) / 16-port Ethernet switches

KVM console kit

DR550 SAN Switches (2005-B16)

DR550 Expansion Drawers (EXP420) (if applicable)
DR550 Storage Controller (DS4200) — 1

DR550 Storage Controller (DS4200) — 2 (if applicable)
DR550 SSAM Server 1 (System p5 — 1)

DR550 SSAM Server 2 (System p5 — 2)

DR550 Main-FSG (if applicable)

10.DR550 Supplementary-FSG (if applicable)

The detailed procedure is as follows:
1.

DR550 DR2 Rack (7014) / 16-port Ethernet switches. Each device in the rack is
connected to the AC power rails. When shipped from the factory, each component will
have the AC power switch in the OFF position.16-port Ethernet switches do not have an
AC switch, and thus will be powered up as soon as the rails become energized.

KVM console kit (if applicable). Power on the KVM console kit by pressing the power
button.

IBM TotalStorage® SAN Switch 2005-B16. (Before proceeding to step 3, confirm that the
DR550 SAN Switch has completed its power-on sequence. This is indicated with a green
light showing for power.)

DR550 Expansion Drawers (EXP420) (if applicable). Power on the expansion units using
the two black AC power switches on the back of the devices.

DR550 Storage Controller (DS4200). As soon as the DR550 SAN switch and the DR550
Expansion Drawers (EXP420) (if applicable) have completed their power-on sequences,
power on the DR550 Storage Controller by using the two black AC power switches on the
back of the device.

DR550 SSAM Server 1 (System p5-1). Power on the DR550 SSAM Server with the power
button located on the operator panel. A solid green light on the operator panel of the
DR550 SSAM Server is an indication of a power on status. Use the system console to
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monitor the AlX startup process. The AlX startup process is complete when you see a
login prompt. Please note that Main FSG can only be started when the SSAM application
is operational. The SSAM startup can take several minutes. Before starting the Main FSG,
make sure that the SSAM application is up and running (you can access the SSAM server
through the dsmadmc administrative interface).

DR550 SSAM Server 2 (System p5-2). Power on the DR550 SSAM Server with the power
button located on the operator panel. A solid green light on the operator panel of the
DR550 SSAM Server is an indication of a power-on status. Use the system console to
monitor the AIX startup process. The AlX startup process is complete when you see a
login prompt.

DR550 Main FSG (if applicable). Power on the FSG with the white power button on the
front of the FSG. The Main FSG is always the lower one in a dual-node FSG configuration.

DR550 Supplementary FSG (if applicable). The Boot process of the Main FSG must be
completed before you power on the Supplementary FSG. Power on the FSG with the
white power button on the front of the FSG. The Supplementary FSG is always the upper
one in a dual-node FSG configuration.

3.3.2 Power-off sequence

Refer to the section that applies to your model.

DR550 Model DR1
The devices in the rack should be powered off in the following sequence:

Nooakrowdh=

DR550 Supplementary-FSG (if applicable)
DR550 Main-FSG (if applicable)

DR550 SSAM Server (System p5)

DR550 Storage Controller (DS4200)
DR550 SAN Switch (2005-B16)

KVM console kit (if applicable)

DR550 DR1 Rack

Refer to “DR550 Model DR2 single-node configuration” on page 79 for the detailed shutdown
and power-off procedure.

DR550 Model DR2 single-node configuration

For the single-node configuration, the devices in the rack must be powered off in the following
sequence:

®NO oA OND

DR550 Supplementary-FSG (if applicable)

DR550 Main-FSG (if applicable)

DR550 SSAM Server (System p5)

DR550 Storage Controller (DS4200)

DR550 Expansion Drawer (EXP420) (if applicable)
KVM console kit

DR550 SAN Switch (2005-B16)

DR550 DR2 Rack / 16-port Ethernet switches
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Before shutting down your system, first halt the SSAM server. The next step is to power off
the DR550 SSAM Server, placing it in standby mode (the AIX operating system is shutdown).
Before removing power from the DR550 rack power distribution units, ensure that the AIX
shutdown process is complete. Failure to do so can result in the loss of data. The following
sequence is used to power off the devices in the rack after all the applications are stopped:

1. DR550 Supplementary-FSG (if applicable). Shut down the FSG node with the root user by
running the Linux shutdown -h now command.

2. DR550 Main-FSG (if applicable). Shut down the FSG node with the root user by running
the Linux shutdown -h now command.

3. DR550 SSAM Server. Shut down the operating system of the DR550 SSAM Server as the
root user by running the AlX shutdown -F command. Under certain conditions, it might be
necessary to force a system power down by pressing power button on the control panel (in
a situation when AlX becomes unresponsive, for example). This procedure can be used
only after all attempts to shut down AIX gracefully have failed. The indication of a power
down state of DR550 SSAM Server is a flashing green light on the control panel.

4. DR550 Storage Controller (DS4200). Power off the device by using the two black AC
power switches on the back of the device.

5. DR550 Expansion Drawer (EXP420). Power off the expansion unit (if applicable) using the
two black AC power switches on the back of each device.

6. DR550 SAN Switch (2005-B16). To turn the unit off, unplug the power cord at the front of
the unit. Alternatively, the switch will be powered off when the power is removed from the
rack power distribution units.

7. KVM console kit (if applicable). Power off the KVM console kit by pressing the power
button.

8. DR550 DR2 Rack (7014) / 16-port Ethernet switches. The 16-port Ethernet switches do
not have an AC switch, and thus will be powered down as soon as the power is removed
from the rack power distribution units.

We recommend that individual devices are not powered off as though they were stand-alone
devices unless you have a good understanding of the interdependency issues. For example,
you should not power off the SAN Switches (in order to reset them) unless you know that this
will not affect ongoing data flow.

DR550 Model DR2 dual-node configuration

For the dual-node configuration, the devices in the rack must be powered off in the following
sequence:

1. DR550 Supplementary-FSG (if applicable)

2. DR550 Main-FSG (if applicable)

3. DR550 SSAM Server 1 (System p5 — 2)

4. DR550 SSAM Server 2 (System p5 — 1)

5. DR550 Storage Controller (DS4200) — 2 (if applicable)
6. DR550 Storage Controller (DS4200) — 1

7. DR550 Expansion Drawers (EXP420)

8. DR550SAN Switches (2005-B16)

9. KVM console kit (if applicable)

10.DR550 DR2 Rack / 16-port Ethernet switches

Before shutting down your system, stop HACMP on both cluster nodes. An HACMP stop on
an active cluster node has to be performed without initiating HACMP takeover, otherwise the
SSAM application will be re-started on a standby cluster node.
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Note: Do not halt the SSAM server manually. The SSAM server process is being
constantly monitored by the HACMP application monitor and if HACMP detects that the
SSAM server process is down, it will automatically initiate its restart. The SSAM server
process will be shut down by HACMP when it is stopped.

The next step is to power off both DR550 SSAM Servers, placing them in standby mode (the
AlX operating system is shut down). Before removing power from the DR550, ensure that the
AIX shutdown process is complete. Failure to do so can result in a loss of data.

The following sequence is used to power off the devices in the racks affer all the applications
are stopped:

1. DR550 Supplementary-FSG (if applicable). Shut down the FSG node with the root user by
running the Linux shutdown -h now command.

2. DR550 Main-FSG (if applicable). Shut down the FSG node with the root user by running
the Linux shutdown -h now command.

3. DR550 SSAM Server 2 (System p5 - 2). Shut down the operating system of the DR550
SSAM Server #2 as the root user by running the AIX shutdown -F command. Under
certain conditions it might be necessary to force a system power down by pressing the
power button on the operator panel (in the situation when AIX became unresponsive, for
example). This procedure can be used only after all attempts to shut down AIX gracefully
have failed. The indication of a power down state of the DR550 SSAM Server is a flashing
green light on operator panel.

4. DR550 SSAM Server 1 (System p5 — 1). Use the same power-off procedure as for DR550
SSAM Server 2.

5. DR550 Storage Controller (DS4200). Power off all DR550 Storage Controller (DS4200) by
using the two black AC power switches on the back of each device.

6. DR550 Expansion Drawer (EXP420). Power off all expansion units using the two black AC
power switches on the back of each enclosure.

7. DR550 SAN Switches (2005-B16). To turn the unit off, unplug the power cord at the front
of the unit. Alternatively, the switch will be powered off when the power is removed from
the rack power distribution units.

8. KVM console kit. Power off the KVM console kit by pressing the power button.

9. DR550 DR2 Rack (7014) / 16-port Ethernet switches. The 16-port Ethernet switches do
not have an AC switch, and thus will be powered down as soon as the power is removed
from the rack power distribution units.

We recommend that individual devices are not powered off as though they were stand-alone
devices unless you have a good understanding of the interdependency issues. For example,
you should not power off the DR550 SAN Switches (in order to reset them) unless you know
that this will not affect ongoing data flow.

3.4 Accessing the DR550 SSAM Servers

The DR550 SSAM Servers (also referred to as the p5 nodes) can be accessed using the
following methods:

» Using the keyboard-video-mouse (KVM) console kit and switch or system console
» Using IBM Director (optional)
» Using the local area network (LAN)
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The KVM console kit and switch are included in any DR550 configuration that has either more
than a single System DR550 SSAM Server or an FSG server.

From the DR550 console keyboard, you can also start a management session for the DR550
SSAM Servers. The system console supports both text and graphical modes for accessing
AlX.

The local area network can be used to access AlIX on the DR550 SSAM Servers or
applications running on the servers with an application specific access method. For example,
the Secure Hyper Text Transfer Protocol (HTTPS) can be used to manage SSAM server
remotely. Also, the LAN session can be used to receive graphical output from the operating
system running on DR550 SSAM Servers.

An explanation for the access methods listed above is provided in the following sections.

3.4.1 Accessing the DR550

82

To administer the DR550, you can connect (locally) directly to theDR550 SSAM Server or
access it remotely over the LAN for any administrative tasks that do not require superuser
access privileges.

Using Keyboard Video Mouse (KVM)

The monitor, the keyboard, and the mouse are directly attached to the DR550 SSAM Server
in the DR550 DR1 configuration. The KVM console kit and switch are included in the DR550
DR1 configuration when an optional FSG is ordered. The KVM console kit is used to access
the DR550 SSAM Server and the FSG node(s) through a single console.

From the console keyboard of the DR550 DR1, you can start a local management session for
the DR550 SSAM Server. Using the KVM attached console gives you the same level of
access as though you had a dedicated console. The KVM console kit allows you to switch
between console sessions of individual servers and maintain the state of all the sessions so
when you switch back to a console session of DR550 SSAM Server, it will appear the way it
did without having to refresh the screen. You can switch between consoles sessions by
pressing the PrtSc key or by pressing the Ctrl key twice. Once a session is selected, press
Enter to start the session.

To start a local graphical session, type startx at the AIX prompt. To quit the local graphical
session again, press Ctrl+Alt+Backspace. Because startx is an AIX command, you can also
use the command for remote graphical sessions. The difference between the local and the
remote graphical session is mainly the location where the output is presented. Therefore,
when you use the console, it is always a local output on the DR550 monitor. The remote
output must be redirected to whatever system and display are able to show the output. It
depends on the technical resources and configuration to redirect graphical output. See
“Graphical output” on page 83 for more information about remote graphical output.

Using IBM Director

A remote session can be started from IBM Director console by selecting a DR550 SSAM
server (p52A) and then selecting Tasks — Remote Session — Remote Session — AIX
host name. You will be prompted to enter a user name and password. Refer to 9.3.2, “IBM
Director ISS Extensions for DR550” on page 361 for details and illustrations. The limitations
of remote login using superuser privileges also applies to the sessions initiated through IBM
Director. You must use a user ID that is enabled for remote login, such as dr550adm. After
you enter a user ID and password, you should see the system prompt of the operating system
on the AIX server. To close the session, enter the exit command and press Enter or use the
Ctrl+D key combination.
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Using the local area network
Administering the DR550 SSAM Server(s) from a remote server (network workstation or
administration workstation) is exactly the same for both the DR550 DR1and the DR550 DR2.

Figure 3-4 shows the different ways to manage the DR550 DR1.
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Figure 3-4 Managing the DR550 DR1 (with dual FSG) through KVM or LAN

Command-line output

To use the command line on the DR550 SSAM Servers through the local area network, you
need a network workstation running a Secure Shell (SSH) client. For example, on
UNIX-based and Linux-based network workstations, the SSH protocol and SSH clients are
typically included in the operating system. On a Microsoft® Windows-based network
workstation, you can find several SSH clients on the Internet, available either as freeware or
for purchase.

A well-known example of an SSH client for Windows is the program named PuTTY. This is a
free implementation of Telnet and SSH clients for Win32® and UNIX platforms, along with an
xterm terminal emulator. For further information about PuTTY, visit:

http://www.chiark.greenend.org.uk/~sgtatham/putty/
Graphical output

Note: Remotely displaying the AIX graphical output is technically feasible as described
below. However, because of the DR550 restrictions for remote accounts, there is probably
no real or practical need for this type of access. We only mention it for completeness.

To use the graphical output of the DR550 SSAM Server(s) through the local area network,
you need a network workstation running an X-server. For example, on UNIX-based and
Linux-based network workstations, the X-server program is included in the operating system.
On a Windows-based network workstation, you can find several X-servers on the Internet.
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Cygwin/X is an example of an X-server for Windows. You can find more information about
Cygwin/X at:

http://x.cygwin.com/

After the installation of an X-server program on your Windows-based network workstation, or
by using the X-server on a UNIX-based or Linux-based network workstation, you can use one
of the following procedures to display graphical output from the DR550.

Procedure 1 (export DISPLAY variable)
1. Connect the network workstation to the same network that the DR550 is connected to.

2. Start the X-server in the network workstation. Depending on your operating system, the
X-server might already be running (UNIX or Linux).

3. Allow the AIX operating system of the DR550 SSAM Server to access the X-server in the
network workstation. For this to work, the DR550 SSAM Server must be in the list of
accepted X-server hosts. Depending on the version of X-server, you do this by entering
the appropriate command on your network workstation, or by using the X-server
functionality. A common UNIX or Linux command for this task is xhost. For example, if you
want to accept the DR550 SSAM Server with an address 192.168.1.22 (factory cluster
service), you can type xhost + 192.168.1.22 to accept this host on the X-server.

4. Establish a SSH session to the DR550 SSAM Server from where you need the graphical
output. Use a SSH client of your choice to connect to the DR550 SSAM Server and log in
to the AIX operating system.

5. Redirect the display of the DR550 SSAM Server to the network workstation. For that
purpose, type the AIX command export DISPLAY=192.168.1.99:0.0. This command sets
the AIX environment variable DISPLAY to the address of the administration workstation, in
our example, to the address 192.168.1.99; this might be different in your environment.

6. Start the graphical application. For example, run xclock to validate your setup.

Procedure 2 (SSH tunnel)

You must change the configuration settings of the SSH daemon to enable the forwarding of
the X11 protocol. The configuration steps 1 through 6 must be done only the first time you
establish the connection:

1. Log on at the management console as dr550 and switch to root authority with the su -
command.

2. Change to the directory /etc/ssh with the ¢d /etc/ssh command.
3. Edit the configuration file of the SSH daemon with vi sshd_config.

4. Scroll to the line X11Forwarding and change the option to yes. Remove the # in the front of
the line. Save the file and exit the editor. (See Example 3-1)

5. Restart the SSH daemon with the commands stopsrc -s sshd and startsrc -s sshd.

Example 3-1 sshd_config file (excerpt)

# Set this to 'yes' to enable PAM keyboard-interactive authentication
# Warning: enabling this may bypass the setting of 'PasswordAuthentication'
#PAMAuthenticationViakbdInt no

X11lForwarding yes
#X11DisplayOffset 10
#X11UselLocalhost yes
#XAuthLocation /usr/bin/x11/xauth
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#PrintMotd yes

6. Now you can establish a SSH session to the DR550 SSAM Server from where you need

the graphical output. Use a SSH client of your choice to connect to the DR550 SSAM

Server and log in to the AlX operating system. Make sure that X11 forwarding is enabled

in your SSH client configuration. If you use the PuTTY SSH client, you will find this at
Connection —» SSH — Tunnels. Check the Enable X11 forwarding box and save the

settings in your session profile (see Figure 3-5).

7. Log on from your remote workstation with the user id dr550adm to the DR550 and start
the graphical application. For example, start the xclock.
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Figure 3-5 Configuration X11 forwarding in PuTTY

Chapter 3. DR550 and FSG planning and installation

85



Figure 3-6 illustrates the different options available to manage the DR550.
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Figure 3-6 Managing the DR550 through KVM, or LAN

3.5 Accessing the FSG nodes

To administer the DR550 File System Gateways, you can connect (locally) directly to the
FSG node through the KVM or access the node remotely over the LAN. Remote LAN access
to FSG server is only permitted for non-root users. Switching the account to root is only
allowed for local users (there is no remote login capability). To gain superuser (root) privileges
on the FSG server, you have to use the system console to log in as a local user and then
switch your account to root.
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Using the keyboard-video-mouse (KVM) switch

From the console keyboard of the DR550, you can also start a local management console for
the FSG nodes. You can start the management console with the PrtSc key or by pressing the
Ctrl key twice, select the appropriate node, and press Enter. This gives you the graphical
output of the FSG.

Using IBM Director

From an IBM Director console, Start a remote session by selecting the name of an FSG
server and then selecting Tasks — Remote Session — Remote Session: FSG hostname.
You will be prompted to enter a user name and password. Refer to 9.3.2, “IBM Director 1SS
Extensions for DR550” on page 361 for details and illustrations. The limitations on remote
login using superuser privileges also apply to the sessions initiated through IBM Director. You
must use a user ID that is enabled for remote login, such as fsgadm. After you enter user ID
and password, you should see the system prompt of the operating system on the FSG server.
To close the session, enter the exit command and press Enter or use the Ctrl+D key
combination.

Using the Local Area Network

To administer the FSG node or nodes from a remote server or network workstation, you can
use the Local Area Network (LAN) as the communication path. After you have set up the IP
address or addresses for the FSG, and the FSG is connected to the network, you can use the
connection for command-line or graphical output.

Command-line output

To use the command line on the FSG node or nodes through the local area network, you
need a network workstation running a Secure Shell (SSH) client. For example, on
UNIX-based and Linux-based network workstations, the SSH protocol and SSH clients are
included in the operating system. On a Microsoft Windows-based network workstation, you
can find several SSH clients on the Internet, available either as freeware or for purchase.

A well-known example of an SSH client for Windows is a program named PulTY. This is a
free implementation of Telnet and SSH for Win32 and UNIX platforms, along with an xterm
terminal emulator. For further information about PuTTY, visit:

http://www.chiark.greenend.org.uk/~sgtatham/putty/

3.6 Required configuration tasks for the DR550
The DR550 DR1 and DR550 DR2 are preconfigured in manufacturing. Nevertheless, some
tasks are still be required before deployment:
» Basic setup

The first task is to set up the system time, time zone, and, if necessary, time zone
variables, and then accept the time within the SSAM server (use the accept time
command).

» Network address configuration

This integrates the solution into existing networks. Without a network configuration that
matches your network settings, the DR550 will not be accessible by applications for
archiving their data.
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» HACMP network configuration (DR550 DR2 dual-node configuration only)

For the dual-node configuration, customizing IP address settings also involves
reconfiguring HACMP due to the fact that the IP address information is included into the
HACMP configuration.

» SSAM and Data retention policy setup

Another crucial task is to set up your SSAM environment and the data retention policies
for the archived objects. Data retention policies can vary from very simple to very
complex, and so can the setup. The data retention policies for the IBM System Storage
DR550 will be configured within the IBM System Storage Archive Manager. Furthermore,
you might want to configure additional processes in relation to the new data retention
policies, for example, schedules to migrate data or create copies. This can be an ongoing
activity as new applications are added or new retention rules are required.

A few additional setup steps are required if you plan to use the Enhanced Remote Mirroring
(ERM) capability on the DR550 (see 13.7, “Enhanced Remote Mirroring on DR550:
Step-by-step” on page 538).

In the sections that follow, we explain how to configure the network and reconfigure HACMP
(dual-node configuration only). Configuring IBM Tivoli Storage Manager client and IBM
System Storage Archive Manager server will be described separately in Chapter 5, “IBM
System Storage Archive Manager” on page 157.

3.6.1 Basic setup

88

This basic setup is identical for all configurations (DR550 DR1 and DR550 DR2 single or
dual-node).

Changing the system time

This section explains how to change the system time, if required. This has to be done for both
DR550 SSAM Servers. Follow these steps:

1. Log in to AIX and switch your account to root.
2. To set the time zone, date, and time, issue the command:
smitty chtz

Fill in the information for the time zone, date, and time in the corresponding fields. Commit
the change, and press F10 to exit from SMITTY when you are done.

Managing the Time Zone variable
The setup of the time zone has to be done on all DR550 SSAM Servers.

The DR550 ships with the time zone set to GMT and without Daylight Savings Time being
enabled. If you need to enable Daylight Savings Time, refer to “About Daylight Savings Time
(DST)”. The fixes required to enable new US laws regarding DST have been installed already.

About Daylight Savings Time (DST)

If the Daylight Savings Time option is enabled, the default in AlX is for the system time to
move forward 1 hour (to DST) at 2:00 a.m. the first Sunday in April, and move back one hour
(to Standard Time) at 2:00 a.m. on the last Sunday in October. Starting in 2007, this switch
occurs on the second Sunday in March and ends the first Sunday in November. The default is
hardcoded and is not stored in any user accessible file. However, the date and time at which
the switch to DST and ST occurs can be altered by the root user. To see if DST is enabled,
issue the command echo $TZ; if the time zone variable ends in DT, DST is enabled.
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Follow these steps:

» To set Daylight Savings Time, run smitty chtz and answer “1 yes” to “Use Daylight
Savings Time?”.

» If Daylight Savings Time does not apply to your location, answer “2 no” to “Use Daylight
Savings Time?”.

Changing the effective date to switch to DST

To change the date or time at which the system switches to DST and back to ST, edit the TZ
line in /etc/environment. Change the line to read like the following:

TZ=CST6CDT,M4.1.0/1:00:00,M10.1.0/1:00:00

This would effect a change to Daylight Savings Time at 1:00 a.m. on the first Sunday in April
and change back to 1:00 a.m. on the first Sunday in October, and keep the US Central Time
Zone time offset from GMT.

The breakdown of the string is:

v

CST6CDT is the time zone you are in.

M4 is the fourth month.

.1 is the first occurrence of a day in the month.
.0 is Sunday.

/1:00:00 is the time.

vyvyyy

In more detail, the format is TZ = local_timezone,date/time,date/time. Here date is in the form
of Mm.n.d, day d(0-6) of week n (1-5, where week 5 means “the last d day in month m” and
which might occur in either the fourth or the fifth week) of month m of the year. Week 1 is the
first week in which day d occurs. Day zero is Sunday. This format is compliant with POSIX
1003.1 standards for Extensions to Time Functions.

A reboot is required to activate the new settings.

Accept time within SSAM on DR550 DR1 and DR550 DR2 single-node
To accept this time within SSAM, do the following:

First, kill the dsmserv process. Here is an example:

ps -ef| grep dsm
root 188502 590004 0 15:01:33 pts/2 0:00 grep dsm
root 266276 1 0 May 08 - 0:48 /usr/tivoli/tsm/server/bin/dsmserv quiet

End the process by entering the ki1l command followed by the process number. In the case
of our example:
ki1l -9 761886

Start SSAM in foreground mode

The SSAM server starts as part of the HACMP cluster, so here is the manual process to bring
up SSAM server to enable SSAM server sessions (HACMP should be running and the LVs
should be mounted):

1. Log in as root at node 1.
2. Enter cd /usr/bin at the command line.

3. Copy the original SSAM startup script by entering cp startserver
startserver. foreground
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4. Open the copied file with the vi editor (vi startserver.foreground) and scroll to the last
line ($DSMSERV_DIR/dsmserv quiet &).

5. Remove the quiet & at the end of the line and change this line to the following:
$DSMSERV_DIR/dsmserv

6. Save the file and exit the editor.

7. Enter startserver.foreground. (This will start the SSAM server in foreground mode.)

Accept the date in SSAM - for all configurations
Wait for the TSM> prompt and follow these steps:

1. tsm: TSM> accept date (to match the date with system date and time)
ANRO894I Current system has been accepted as valid.

2. TSM:TSM> enable sessions all
ANR25521 Server now enabled for ALL access.

3. TSM:TSM> halt (to halt the SSAM server)

ANR20171 Administrator SERVER CONSOLE issued command: HALT
ANR0O991I Server shutdown complete.

4. shutdown —Fr (to restart the server which will automatically restart SSAM server)

Accept time within SSAM on a DR550 DR2 dual-node

The SSAM server starts as part of HACMP cluster, so here is the manual process to bring up
SSAM server to enable SSAM server sessions. When starting this procedure, HACMP must
already be stopped on both cluster nodes.

On DR550 SSAM Server 1, varyon the following volume groups:

varyonvg TSMApps

varyonvg TSMDbLogs

varyonvg TSMDbBkup

varyonvg TSMStg

varyonvg TSMDbLogsMirr

When all volumegroups are varied on, mount the following file systems:

mount /tsm

mount /tsmDb

mount /tsmlLog

mount /tsmdbbkup

mount /tsmDbM

mount /tsmLogM

On DR550 SSAM Server 1, make a copy of startserver script:

cp -p /usr/bin/startserver /tmp

On DR550 SSAM Server 1, edit the startserver script:
1. Runvi /tmp/startserver.

2. Change the last line of the file from $DSMSERV_DIR/dsmserv quiet & to
$DSMSERV_DIR/dsmserv.

3. Save and exit the startserver script.

Start SSAM server in the foreground mode with /tmp/startserver.
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Wait for the TSM> prompt and follow these steps:

1. tsm: TSM>accept date (to match the date with system date and time)
ANR0O894I Current system has been accepted as valid.

2. TSM:TSM> enable sessions all
ANR25521 Server now enabled for ALL access.

3. TSM:TSM> halt (to halt the SSAM server)
ANR20171 Administrator SERVER_CONSOLE issued command: HALT
ANRO991I Server shutdown complete.

Remove the modified startserver script:

rm /tmp/startserver

Start HACMP on both nodes. The SSAM server process will be started automatically as part
of the HACMP cluster.

3.6.2 Attaching the DR550 DR1 to the network

First, to avoid conflicts in an existing network environment, check that the IP addresses set at
the factory (see 2.5.3, “Network configuration” on page 33) are not already in use by another
device on your network. Note that there should rarely be a conflict, because the factory set IP
addresses are usually not used in real network environments.

Second, make sure to plug your cable into the correct DR550 SSAM Server network interface
card port. On the DR550 DR1, your network cable will be connected to the Ethernet adapter
in PCI-X slot 6 of the DR550 SSAM Server. The Ethernet adapter in slot 6 (you have a choice
between fiber or copper) is used for attaching to the network.

Onboard Ethernet ports T5 and T6 are used for connecting DR550 DR1 to the optional
DR550 Storage Controller (DS4200).

The RSM server connects to port 1 of the Ethernet adapter in slot 5 of the DR550 SSAM
Server (see also 9.4.2, “Connecting the Remote Support Manager” on page 374).
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To configure a correct IP address for an interface, you have to identify that interface first. The
easiest way to identify an interface is by using the adapter location code (See Figure 3-7).
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Figure 3-7 DR550 SSAM Server (p52A) rear view with I/O adapters and PCI slots

Use the following AIX command to display the adapter name and the corresponding location
code:

Iscfg -vp | grep ent[0-9] | awk '{ print §1, " ", $2 }' | sort
ent0 U787F.001.DPM2KTL-P1-C5-T1
entl U787F.001.DPM2KTL-P1-C5-T2
ent? U787F.001.DPM2KTL-P1-C6-T1
ent3 U787F.001.DPM2KTL-P1-C6-T2
entd U787F.001.DPM2KTL-P1-T5
enth U787F.001.DPM2KTL-P1-T6

The location codes in the form PX-XX are highlighted in the output of the command. In this
example, ent4 is the adapter in location P1-T4, the location of the top on-board Ethernet
adapter. If a location code has two additional characters after the location code, it signifies the
position of a port on a multi-port adapter. P1-C5-71 is the Ethernet port at the top and the
P1-C5-72 is the port at the bottom on a physical PCI-X card installed in PCI slot #5 (P1-C5
location). At the AIX level, there is a logical interface name that corresponds to a physical
interface name. In our example, “ent4” is the physical interface name and “en4” is the logical
interface name. In a DR550 configuration, it is always a one-to-one mapping, that is, en4
corresponds to en4, ent5 to en5, and so on. This method is applicable to both copper and
fiber Ethernet adapters.

For further information about DR550 SSAM Server (p52A) location codes, refer to:

http://publib.boulder.ibm.com/infocenter/systems/scope/hw/index.jsp?topic=/iphau/l
occodes.htm

Gigabit (fiber) Ethernet network

Fibre Channel was originally designed to support fiber optic cabling only. When copper
support was added, the committee decided to keep the name in principle, but change its
spelling from fiber to fibre. When referring to specific cabling, the correct American English
spelling of fiber should be used. Therefore, we refer to fiber optic cabling only.
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3.6.3 Attaching the DR550 DR2 to the IP network

In order to avoid conflicts in an existing network environment, check that the IP addresses set
at the factory (see 2.5.3, “Network configuration” on page 33) are not already in use by
another device on your network. Note that there should rarely be a conflict, because the
factory set IP addresses are usually not used in real network environments.

Make sure to plug your cable or cables into the correct DR550 SSAM Server interface or
interfaces. On the DR550, your network will always be connected to the Ethernet adapter in
PCI-X slot 6 (location code P1-C6) of the DR550 SSAM Server (p52A).

Identify the interfaces within the AIX operating system so that you configure the correct IP
addresses for the interfaces being used. For further assistance with the identification of
Ethernet interfaces, see 3.6.2, “Attaching the DR550 DR1 to the network” on page 91.

In the following sections, we successively explain the 10/100/1000 Mbps network setup for
the single-node and the dual-node configurations.

Important: Make sure to use the correct adapters and ports on the DR550 SSAM Servers
when connecting to your network; check the interfaces during the configuration. Do not
connect the DR550 if you already use the factory IP addresses for any other device within
your network environment.

10/100/1000 Mbps (copper) Ethernet network

When you use the two-port Gigabit Ethernet-TX PCI-X adapter (copper, FC 1983) for

connecting to a customer’s network:

» For the DR550 DR2 single-node configuration, always plug your customer supplied
Ethernet cable into the upper port of the adapter installed in PCI-X slot number 6 (location
code P1-C6).

» For the DR550 DR2 dual-node configuration, plug your customer’s supplied Ethernet

cables into both ports of the adapter installed in PCI-X slot number 6 (location code
P1-C6).

Connect the RSM server directly to port 15 of the two DR550 internal Ethernet switches. See
9.4.2, “Connecting the Remote Support Manager” on page 374 for more information.

Gigabit (fiber) Ethernet network
Ethernet connectivity for fiber is similar to Ethernet connectivity for copper.

When you use the two-port Gigabit Ethernet-SX PCI-X adapter (fiber, FC 3550) for
connecting to a customer’s network:

» For the DR550 DR2 single-node configuration, always plug your customer supplied LC-LC
fiber cable into the upper port of the adapter installed in PCI-X slot number 6 (location
code P1-C6).

» For the DR550 DR2 dual-node configuration, plug your customer’s supplied LC-LC fiber
cables into both ports of the adapter installed in PCI-X slot number 6 (location code
P1-C6).
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3.6.4 Configuring the IP network for a DR550 DR1 and DR2 single-node
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To configure the DR550 DR1 for use within your network, you must change only one TCP/IP
address. The steps are very similar to those for the DR550 DR2 single-node configuration.

DR550 DR1 and DR2 single-node steps summary

The are different ways to change the IP settings. There are various AIX commands that are
available for these tasks. For convenience, we recommend that you use the System
Management Interface Tool (SMIT) that is part of AIX. This is a quick and efficient tool, and, in
addition, the SMIT session is logged into a file (smit.log). Then, if necessary, you can use the
log file to analyze a situation in case of problems.

The following sequence of steps assumes the use of SMIT:

Obtain one IP address from your network administrator.

Connect to drs_engine through the management console.

Edit the /etc/hosts file on drs_engine.

Change the TCP/IP address for the interface en2 (en0 for fiber optic).
Verify the new IP address.

Edit the IBM System Storage Archive Manager client option file (dsm.sys).
Verify the connection from the administrative client to the SSAM server.
Restart the SMIS API with /opt/IBM/ISS/resetSMIS. sh.

Stop IBM Director Agent with /opt/ibm/director/bin/twgstop.

10 Start IBM Director Agent with /opt/ibm/director/bin/twgstart.
11.Log off all sessions.

©CoN>O AN~

DR550 DR1 and DR2 single-node steps
This section illustrates in detail how to set up the new IP address.

Most settings are done using the System Management Interface Tool (SMIT) of AIX. SMIT is
an interactive interface application designed to simplify system management tasks. We start
SMIT on the AIX command line prompt by typing smitty. The smitty command displays a
hierarchy of menus that can lead to interactive dialogs. SMIT builds and runs commands as
directed by the user.

The use of the name SMIT throughout this section refers to the tool and not to the command.

For the DR550 DR1 or DR2 single node, complete the following steps:
1. Obtain one IP address from your network administrator.

The first step is to set a new address in conformance with your network. You need to
obtain one IP address from your network administrator. We suggest that you create a table
where you write the factory IP address and the actual IP address side by side, as
illustrated in Table 3-2.

Table 3-2 Translation table for IP addresses with DR550 Express

IP description AIX interface Factory IP address Actual IP address
drs_engine en0 oren2 192.168.1.5 100.100.51.121
255.255.255.0 255.255.255.0
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2. Connect to drs_engine through the management console.
a. Log in to the DR550 SSAM Server (drs_engine) with user dr550 through the console.

b. After you are successfully logged in as dr550, issue the AIX command su - root to
switch to root. Now you have the necessary AIX system rights to change the network
settings.

3. Change the TCP/IP address for the interface en2 (en0 for fiber optic).

a. First, make a copy of the /etc/hosts file as it shipped from the factory (see Example 3-2)
with the AIX command cp /etc/hosts /etc/hosts.factory.

Example 3-2 Preconfigured /etc/hosts file on drs_engine (excerpt)

127.0.0.1 Toopback Tocalhost # loopback (100) name/address

192.168.1.5 drs_engine

b. Edit /etc/hosts to change the factory default address 192.168.1.5 to the actual address
provided by your network administrator (100.100.51.121 in our example in
Example 3-3) and save /etc/hosts.

Example 3-3 Custom-made /etc/hosts file on drs_engine (excerpt)

127.0.0.1 Toopback Tocalhost # loopback (100) name/address

100.100.51.121 drs_engine

c. Save the file and exit the editor.

d. From the AIX command line, start the SMIT to change the IP characteristics of a
network interface with the command smitty chinet.

Highlight the network interface you want to change (en2). Press Enter to change it. In
the INTERNET ADDRESS (dotted decimal) field, type the new IP address
100.100.51.121. In the Network MASK (hexadecimal or dotted decimal) field, type the
network mask 255.255.255.0 of the new network. You might also need to change the
IP address and domain name for the Name Server and default gateway. When done,
press Enter.

Check the result of the command at the COMMAND STATUS window of SMIT. The
Command field shows 0K while the text below says en0 changed. Exit SMIT by pressing
F10.

4. Verify the new IP address and host name.

From the AIX command line, use the ping 100.100.51.121 command to verify that the

new address is working correctly. Use the ping drs_engine command to verify that the

name is being correctly resolved and that the right IP address is being used by the ping
command.

5. Edit the IBM System Storage Archive Manager client option file (dsm.sys).

You need to adjust the IBM System Storage Archive Manager client system options file so
that the IBM System Storage Archive Manager API or any IBM System Storage Archive
client (dsmadmc) can find the IBM System Storage Archive Manager server.
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On the DR550 SSAM Server, replace the value in the dsm.sys file for the
tcpserveraddress with your new server name or IP address. We recommend that you do
not use a dot address, for example, 100.100.51.111. Use the TCP/IP host name instead,
which is drs_engine.

a. Change to the directory where the file is located by using cd
/usr/tivoli/tsm/client/ba/bin.

b. Edit the file by entering vi dsm.sys. The file shown in Example 3-4 should appear.

Example 3-4 Example of dsm.sys file

SErvername TSM

COMMmethod TCPip
TCPPort 1500
TCPServeraddress  drs_engine

7.
8.
9.

Tip: When using the TCP/IP name for the tcpserveraddress field in the IBM System
Storage Archive Manager client system options file (dsm.sys), you do not need to
change the value after a change of the IP address. This is not true when you use the
dot address.

. Connect to the System Storage Archive Manager server from drs_engine1 with the

command dsmadmc. Log in with the System Storage Archive Manager administrator admin
and its password. Verify the connection with the System Storage Archive Manager
command query session. Exit the administrative command line client with the System
Storage Archive Manager command quit.

Restart the SMIS API with /opt/IBM/ISS/resetSMIS. sh.
Stop IBM Director Agent with /opt/ibm/director/bin/twgstop.
Start IBM Director Agent with /opt/ibm/director/bin/twgstart.

10.Log off all sessions. After a successful configuration, you should exit all shells with the AIX

command exit. Depending on the actual shells, you must type the exit command more
than once. For example, type it one time to close the shell of root and one time to close the
shell of dr550. Repeat this until you see the AIX login prompt on the management console
session.

Continue with the setup of SSAM and the retention policies by going to 3.6.6, “SSAM and
data retention policy setup” on page 112.

3.6.5 Configuring the IP address and HACMP for a dual-node DR550 DR2

The dual-node configuration relies on High Availability Cluster Multi-Processing (HACMP) for
AIX. HACMP provides the automated monitoring and recovery for all the resources on which
the application (System Storage Archive Manager) depends.
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As part of the IP network configuration, you also have to set up the HACMP network. This is
described in detail in the following sections. First, we provide an introduction to HACMP
networks in general, and then we provide the step-by-step guide for using this information for
the actual setup.
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To configure the DR550 dual-node configuration for use within your network, you must
change the following pre-configured TCP/IP addresses:

» On the DR550 SSAM Server 1 (drs_engine1):
— The boot address of the DR550 SSAM Server (drs_engine1_ext_boot)
— The standby address of the DR550 SSAM Server (drs_engine1_ext_stdby)
— The HACMP cluster service address (drs_cluster_ext_svc)
» On the DR550 SSAM Server 2 (drs_engine2):
— The boot address of the DR550 SSAM Server (drs_engine2_ext_boot)
— The standby address of the DR550 SSAM Server (drs_engine2_ext_stdby)

Figure 3-8 shows the IP addressing scheme.

DR550
drs_engine2_stdby | drs_engine2_ext_stdby }
supp bond0 FSG Supp }”supp bond1 192.168.2.11 DR550 192.168.7.11
192.168.6.130, N192.168.1.130 drs_engine2_boot| Node 2 |drs_engine2_ext_boot
192.168.1.23 192.168.6.23
Private | |
:_ Switches -
Public FSG Service drs_cluster_svc drs_cluster_ext_svc
IP 192.168.6.140 IP 192.168.1.22 IP 192.168.6.22
drs_engine1_boot drs_engine1_ext_boot
. 7& 192.168.1.21 DR550 192.168.6.21
main bond0 FSG Main main bond1 Node 1
192.168.6.120 N 192.168.1.120) drs_engine1_stdby | drs_engine1_ext st
192168.2.10 192.168.7.10
Customer
Network
—— —] Switch —
Subnet scheme:
192.168.1.* = Internal primary data *Note: Management flows
192.168.2.* = Internal HACMP extra subnet (heartbeats, storage manager, etc.)
192.168.6.* = customer primary data are NOT shown on this diagram
192.168.7.* = customer HACMP extra subnet

Figure 3-8 DR550 DR2 dual-node dual FSG data traffic* IP addressing scheme

Important: Do not change the factory IP configuration for the DS4200 controllers or any IP
address on the DR550 SAN Switches (2005-B16).

Introduction to HACMP networks
An HACMP cluster is made up of the following physical components:

» Nodes

Nodes form the core of an HACMP cluster. A node is a processor that runs the AIX 5L
software, the HACMP software, and the application software. Therefore, drs_engine1 and
drs_engine2 are called cluster nodes.
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» Shared external disk devices

Each node must have access to one or more shared external disk devices. A shared
external disk device is a disk physically connected to multiple nodes. The shared disk
stores mission-critical data, typically mirrored or RAID-configured for data redundancy.
The shared external disk devices in the DR550 are the DS4000 disks.

A node in an HACMP cluster must also have internal disks that store the operating system
and application binaries (System Storage Archive Manager), but these disks are not
shared. Each DR550 SSAM Server in the DR550 dual-node configuration has two internal
disks.

The shared external disk devices in the DR550 are configured with non-concurrent access.
In non-concurrent access environments, only one connection is active at any given time,
and the node with the active connection owns the disk. When a node fails, disk takeover
occurs when the node that currently owns the disk leaves the cluster and a surviving node
assumes ownership of the shared disk.

Note: The DR550 Dual-Node configuration uses disk heartbeat to determine the health
of the active node at all times. The disk used for this is defined as concurrent access
within ALX LVM. This is because both nodes need access to this volume in order to
determine the health status.

» Networks

As an independent, layered component of AIX 5L, the HACMP software is designed to
work with any TCP/IP-based network. Nodes in an HACMP cluster use the network to
allow clients to access the cluster nodes, enable cluster nodes to exchange heartbeat
messages, and in concurrent access environments, serialize access to data.

» Network interfaces

HACMP software defines two types of communication networks, characterized by whether
these networks use communication interfaces based on the TCP/IP subsystem
(TCP/IP-based) or communication devices based on non-TCP/IP subsystems
(device-based). The DR550 uses the TCP/IP subsystem.

» Clients

A client is a processor that can access the nodes in a cluster over a local area network.
Clients each run a “front end” or client application that queries the server application
running on the cluster node. A client for the DR550 is a node, where a document
workstation uses the System Storage Archive Manager API. The HACMP software
provides a highly available environment for critical data and applications on cluster nodes.
The HACMP software does not make the clients themselves highly available.

Cluster nodes communicate with each other over communication networks. If one of the
physical network interface cards on a node within a network fails, HACMP preserves the
communication to the node by transferring the traffic to another physical network interface
card on the same node. If a “connection” to the node fails, HACMP transfers resources to
another node to which it has access.

The Reliable Scalable Cluster Technology (RSCT) sends heartbeats between the nodes over
the cluster networks to periodically check on the health of the cluster nodes themselves. If
HACMP detects no heartbeats from a node, a node is considered to have failed, and
resources are automatically transferred to another node.

In addition to this, HACMP uses disk heartbeat to detect failure; this feature is discussed in
detail in “Disk heartbeat” on page 101.
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This heartbeat mechanism is preconfigured, and no additional configuration is required.

HACMP physical and logical networks

A physical network connects two or more physical network interfaces. For example, HACMP
is able to work with different physical networks, such as TCP/IP-based and non-IP-based
networks. Because the DR550 is running within TCP/IP local area networks only, there are
only two physical networks for HACMP in your environment (one uses internal DR550
Ethernet switches and the other external customer supplied Ethernet switches).

A logical network is a portion of a physical network that connects two or more logical network
interfaces or devices. A logical network interface or device is the software entity that is known
by an operating system. There is a one-to-one mapping between a physical network interface
or device and a logical network interface or device. Each logical network interface can
exchange packets with each other’s logical network interface on the same logical network.

If subsets of logical network interfaces on the logical network need to communicate with each
other (but with nothing else) while sharing the same physical network, subnets are used. A
subnet mask defines the part of the IP address that determines whether one logical network
interface can send packets to another logical network interface on the same logical network.

The IP address of the physical adapter will be replaced by HACMP if the adapter is changing
its role in the HACMP cluster. For example, in the case of a network problem, the standby
address of an adapter will be replaced by the HACMP service address. This process is known
as HACMP adapter swap.

HACMP has its own, similar concept of a logical network. All logical network interfaces in an
HACMP network can communicate HACMP packets with each other directly. HACMP
generates a name for each HACMP logical network, such as net_ether_01.

An HACMP logical network can contain one or more subnets. RSCT takes care of routing
packets between logical subnets.

Important: These are important requirements for HACMP networks:

» The netmask for all adapters in an HACMP network must be the same even though the
service and standby adapters are on different logical subnets.

» The IP addresses of the Standby adapters must be on a separate subnet from the
service adapters even though they are on the same physical network.

See the following sections for more information about HACMP networks, subnetworks, and
communication.

HACMP communication interfaces

An HACMP communication interface is a grouping of a logical network interface, a service IP
address, and a service IP label that you defined to HACMP. HACMP communication
interfaces combine to create IP-based networks.

An HACMP communication interface is a combination of:

» A logical network interface, which is the name to which AIX 5L resolves a port (for
example, en0) of a physical network interface card.

» A service IP address, which is an IP address (for example, 192.168.1.22) over which
services, such as an application (System Storage Archive Manager server), are provided
and over which client nodes communicate.
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» A service IP label, which is a logical label (for example, drs_cluster_svc) that maps to the
service |IP address.

Subnet routing requirements in HACMP

A subnet route defines a path, defined by a subnet, for sending packets through the logical
network to an address on another logical network. Beginning with AIX 5L V5.1, you can add
multiple routes for the same destination in the kernel routing table. If multiple matching routes
have equal criteria, routing can be performed alternatively using one of the several subnet
routes.

It is important to consider subnet routing in HACMP because of the following considerations:

» HACMP cannot distinguish between logical network interfaces that share the same subnet
route. If a logical network interface shares a route with another interface, HACMP has no
means to determine its health. For more information about network routes, see the AIX 5L
man pages for the route command (AIX command man route).

» Various constraints are often imposed on the IP-based networks by a network
administrator or by TCP/IP requirements. The subnets and routes are also constraints
within which HACMP must be configured for operation.

Important: We recommend that each communication interface on a node belongs to a
unique subnet so that HACMP can monitor each interface. This is not a strict requirement
in all cases and depends on several factors. In such cases where it is a requirement,
HACMP enforces it.

HACMP service IP address and label

A service IP label is a label that maps to the service IP address and is used to establish
communication between client nodes and the server node. Services, such as the System
Storage Archive Manager server, are provided using the connection made over the service IP
label.

A service IP label can be placed in a resource group as a resource, which allows HACMP to
monitor its health and keeps it highly available, either within a node or, if IP address takeover
is configured, between the cluster nodes by transferring it to another node in the event of a
failure.

HACMP heartbeating

In order for an HACMP cluster to recognize and respond to failures, it must continually check
the health of the cluster. Some of these checks are provided by the heartbeat function.

There are two forms of HACMP heartbeating configured on the DR550, as depicted in
Figure 3-9 on page 101.
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Figure 3-9 IP heartbeat and disk heartbeat as used in the DR550

Heartbeat over IP

Each cluster node sends heartbeat messages at specific intervals to other cluster nodes and
expects to receive heartbeat messages from the nodes at specific intervals. If messages stop
being received, HACMP recognizes that a failure has occurred.

The heartbeat in the DR550 is established through the TCP/IP network. Therefore, RSCT
Topology Services use the HACMP network topology to dynamically create a set of heartbeat
paths that provides coverage for all TCP/IP interfaces and networks. These paths form
heartbeat rings, so all components can be monitored without requiring excessive numbers of
heartbeat packets.

In order for RSCT to reliably determine where a failure occurs, it must send and receive
heartbeat packets over specific interfaces. This means that each NIC configured in HACMP
must have an IP label on a separate subnet. For the DR550, this is configured by using
heartbeating over IP interfaces (in contrast to heartbeating over IP aliases). With this method,
you must configure all service and non-service IP labels on separate subnets; otherwise,
HACMP will not work correctly.

Disk heartbeat

In addition to heartbeat over IP, the DR550 HACMP offering uses another method called disk
heartbeat.

Disk heartbeat is a form of non-IP heartbeat that utilizes the existing shared disks of any disk
type. This feature, which was introduced in HACMP V5.1, is quickly becoming the preferred
method of non-IP heartbeat, because it eliminates the need for serial cables and 8-port
asynchronous adapters. It also can easily accommodate greater distances between nodes
when using a SAN environment.
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This feature requires using enhanced concurrent volume groups to allow access to the disk
by each node as needed. It utilizes a special reserved area on the disks to read and write the
heartbeat data, as shown in Figure 3-10.

Communication

Devices
node1_to_node2hb node2_to_node1hb

net_diskhb_01
network

__PVID

fdevihdisk2

Enhanced
Concurrent
}jolume Group
NOTE: When configuring disk
heartheat, use the PVID for
reference because the vpath number
can be different on each node.

Figure 3-10 Example of how the disk heartbeat works

In addition to the service and non-service IP labels, the DR550 uses LUNO (hdisk2) and
LUN2 (hdisk4) from the DR550 Storage Controller (DS4200) for disk heartbeat.

Once the cluster is up and running, you can monitor the activity of the disk (actually all)
heartbeats using 1ssrc -1s topsvcs. This command gives an output similar to the one shown
in Example 3-5.

Example 3-5 Output of Issrc

NIM's PID: 721058

diskhb 0 [ 4] 2 2 S 255.255.10.3 255.255.10.3
diskhb 0 [ 4] rhdisk4 0x87c2eeb2 0x87c2eeb9
HB Interval = 2.000 secs. Sensitivity = 4 missed beats

Missed HBs: Total: 36 Current group: 36

Packets sent : 51434 ICMP 0 Errors: 0 No mbuf: 0

Packets received: 48888 ICMP 0O Dropped: 0

NIM's PID: 704662

diskhb_1 [ 5] 2 2 S 255.255.10.2 255.255.10.2
diskhb_1 [ 5] rhdisk2 0x87c2eebl 0x87c2eeb9
HB Interval = 2.000 secs. Sensitivity = 4 missed beats

Missed HBs: Total: 30 Current group: 30

Packets sent : 51430 ICMP 0 Errors: 0 No mbuf: 0

Packets received: 48887 ICMP 0 Dropped: 0

Be aware that there is a grace period for heartbeats to start processing. This is normally
around 60 seconds. So if you run this command quickly after starting the cluster, you may not
see anything at all until heartbeat processing is started after the grace period time has
elapsed.
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For information about how to set up this feature, refer to the following:

http://publib.boulder.ibm.com/infocenter/clresctr/vxrx/index.jsp?topic=/com.ibm.c]
uster.hacmp.doc/hacmpbooks.htm]

Note: It is not necessary for the customer to set up disk heartbeating, because it is
preconfigured with the DR550 dual-node.

For more information about disk heartbeating, refer to Implementing High Availability Cluster
Multi-Processing (HACMP) Cookbook, SG24-6769.

Application Server Monitoring

Application Monitoring enables you to configure multiple monitors for an application server to
monitor specific applications and processes; you can define actions to take upon detection of
an unexpected termination of a process or other application failures.

HACMP can monitor applications that are defined to application servers. Process monitoring
detects the termination of a process, using RSCT Resource Monitoring and Control (RMC)
capability.

DR550 HACMP is configured to use a long-running monitoring mode. In this mode, the
application monitor periodically checks that the application server is running. The monitor is
run multiple times based on the monitoring interval that you specify. If the monitor returns a
zero code, it means that the application is running successfully. A non-zero return code
indicates that the application has failed. The checking starts after the specified stabilization
interval has passed.

Action on application failure is configured to use the “failover” action. HACMP will recover the
application server (SSAM server) on the secondary HACMP cluster node in the event of an
application failure at the primary node. For more information, refer to:

http://publib.boulder.ibm.com/infocenter/clresctr/vxrx/index.jsp?topic=/com.ibm.c]
uster.hacmp.doc/hacmpbooks.html

Dual-node configuration steps summary
There are several ways to change the IP settings and reconfigure HACMP through AIX and

HACMP commands. For convenience, we recommend that you use the System Management
Interface Tool (SMIT) that is part of AIX. This is a quick and efficient tool, and in addition, the
SMIT session is logged into a file (smit.log). You can use the log file later to analyze a
situation in case of problems.

The following sequence of steps assumes the use of SMIT:

Obtain five applicable IP addresses from your network administrator.

Connect to drs_engine1 through the management console (Engine1).

Stop HACMP (if necessary) on both cluster nodes.

Edit the /etc/hosts file on drs_engine2.

Change the TCP/IP addresses for the interfaces en2 and en3.

Connect to drs_engine2 through the management console (Engine2).

Edit the /etc/hosts file on drs_engine2.

Change the TCP/IP addresses for the interfaces en2 and en3.

. Remove the network from the HACMP cluster.

0.Define the new HACMP network.

= © ©®© N o o kDb =

Chapter 3. DR550 and FSG planning and installation 103


http://publib.boulder.ibm.com/infocenter/clresctr/vxrx/index.jsp?topic=/com.ibm.cluster.hacmp.doc/hacmpbooks.html
http://publib.boulder.ibm.com/infocenter/clresctr/vxrx/index.jsp?topic=/com.ibm.cluster.hacmp.doc/hacmpbooks.html

104

11.Create the network resource cluster address within HACMP.
12.Add the new network resource to the HACMP resource group.
13.Verify and synchronize the HACMP cluster.

14.Start the HACMP cluster.

15.Edit the SSAM (Tivoli Storage Manager) client option file (dsm.sys).
16.Restart the SMIS API with /opt/IBM/ISS/resetSMIS. sh.

17.Stop IBM Director Agent with /opt/ibm/director/bin/twgstop.
18.Start IBM Director Agent with /opt/ibm/director/bin/twgstart.
19.Restart the SMIS API with /opt/IBM/ISS/resetSMIS. sh.

Dual-node configuration steps
This section illustrates in detail how to set up all five new IP addresses.

Most settings are done using the System Management Interface Tool (SMIT) of AIX. SMIT is
an interactive interface application designed to simplify system management tasks. We start
SMIT on the AIX command line prompt by typing smitty. The smitty command displays a
hierarchy of menus that can lead to interactive dialogs. SMIT builds and runs commands as
directed by the user.

Use of the name SMIT throughout this section refers to the tool and not to the command.

For the dual-node configuration, complete the following steps:
1. Obtain five applicable IP addresses from your network administrator.
The first step is to set new addresses in conformance with your network and HACMP

requirements (see “Introduction to HACMP networks” on page 97). You need to obtain five
IP addresses from your network administrator. We suggest that you create a table where
you write the factory IP addresses and the actual IP addresses side by side, as illustrated

in Table 3-3.

Table 3-3 Translation table for IP addresses with dual-node configuration

IP description AIX interface Factory IP address Actual IP address

drs_enginel_ext_boot |en2 192.168.6.21 100.100.51.121
255.255.255.0 255.255.255.0

drs_engine1_ext_stdby | en3 192.168.7.10 100.100.52.110
255.255.255.0 255.255.255.0

drs_cluster_ext_svc n/a 192.168.6.22 100.100.51.122
255.255.255.0 255.255.255.0

drs_engine2_ext_boot |en2 192.168.6.23 100.100.51.123
255.255.255.0 255.255.255.0

drs_engine2_ext_stdby | en3 192.168.7.11 100.100.52.111
255.255.255.0 255.255.255.0
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2. Connect to drs_engine1 through the management console (Engine1).

a. Log in to the DR550 SSAM Server drs_engine1 with user dr550 through the
management console. Use the PrtSc key on the keyboard-video-mouse (KVM)
keyboard to reach the console. Press Enter to see the login prompt.

b. After you have successfully logged in as dr550, issue the AIX command su - root to
switch to root. Now you have the necessary AIX system rights to change the network
settings and to reconfigure HACMP.

3. Stop HACMP (if necessary).

a. Check to see if HACMP is running or stopped with the AIX command 1ssrc -g
cluster.

b. Ifitis running, stop HACMP (see 4.1.3, “Stopping cluster services” on page 144). We
assume there is no data traffic when stopping HACMP, because this is the
implementation phase. It can take several minutes to stop HACMP. After HACMP is
stopped, continue to the next step.

4. Change the TCP/IP addresses for the interfaces en2 and en3.
a. First, create a copy of the /etc/hosts file that is shipped from the factory (see
Example 3-6) with the AIX command cp /etc/hosts /etc/hosts.factory.

Example 3-6 Preconfigured /etc/hosts file on drs_engine1 and drs_engine2 (excerpt)

127.0.0.1 Toopback Tocalhost # Toopback (100) name/address
#

# Engine 1

#

192.168.6.22 drs_cluster_ext_svc
192.168.7.10 drs_enginel_ext_stdby
192.168.6.21 drs_enginel_ext_boot

=

Engine 2

192.168.6.23 drs_engine2_ext_boot drs_engine2
192.168.7.11 drs_engine2_ext_stdby drs_engine2
192.168.4.24 drs_engine2 FAStT1 ctrlA
192.168.5.26 drs_engine2_FAStT1_ctriB

b. From the AIX command line, start SMIT to change the IP characteristics of the en0
network interface with the command smitty chinet.

c. Highlight the network interface you want to change (en2). Press Enter to change it. In
the INTERNET ADDRESS (dotted decimal) field, type the new IP address
100.100.51.121. In the Network MASK (dotted decimal) field, type the network mask
255.255.255.0 of the new network. You might also need to change the IP address and
domain name for the Name Server and default gateway. When done, press Enter.

Check the result of the command at the COMMAND STATUS window of SMIT. The
Command field shows 0K while the text below says en0 changed. Exit SMIT by pressing
F10.
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d. From the AIX command line, start SMIT to change the IP characteristics of the en1

network interface with the command smitty chinet.

Highlight the second network interface you want to change, for example, en3. Press
Enter to change it. In the INTERNET ADDRESS (dotted decimal) field, type the new IP
address 100.100.52.110. In the Network MASK (hexadecimal or dotted decimal) field,
type the network mask 255.255.255.0 of the network. When done, press Enter.

Check the result of the command at the COMMAND STATUS window of SMIT. The
Command field shows 0K while the text below says enl changed. Exit SMIT by pressing
F10.

5. Edit the /etc/hosts file on drs_engine1.

a. Open the /etc/hosts file with an editor of your choice, for example, use vi (the AlX

command to start vi and open the file is vi /etc/hosts). If you are unfamiliar with AIX
editors, you can use xedit, an X Window System-based editor. For the latter, you first
need to start an X-session. Start the X-session with the AIX command startx (see the
startx man pages for details about issuing man startx). Then, open the /etc/hosts file
with the AIX command xedit /etc/hosts. This will open a graphical editor session.

Change all of the preconfigured addresses according to the table you have prepared in
step 1 on page 104. Only change these addresses; do not change addresses that are
not listed in Table 3-3 on page 104 or any words in the /etc/hosts file. Change the
addresses in all the stanzas of the /etc/hosts file, that is, you have to change five
addresses. See Example 3-7.

Example 3-7 Custom-made /etc/hosts file on drs_engine1 and drs_engineZ2 (excerpt)

127.0.0.1 Toopback Tocalhost # Toopback (100) name/address

#
#
#

100.
100.
100.

H=

100.
100.
192.
192.

Engine 1

100.51.122 drs_cluster_ext_svc
100.52.110 drs_enginel_ext_stdby
100.51.121 drs_enginel_ext_boot

Engine 2

100.51.123 drs_engine2_ext_boot drs_engine2
100.52.111 drs_engine2_ext_stdby

168.4.24 drs_engine2_FAStT1 ctrlA
168.5.26 drs_engine2_FAStT1 ctriB

b. Save the file and exit the editor. If you are running an X-session for your editor, quit the

X-session by pressing the Ctrl+Alt+Backspace key combination.

6. Connect to drs_engine2 through the management console (Engine2).

a. Log in to the DR550 SSAM Server drs_engine2 with user dr550 through the

management console. Use the PrtSc key on the keyboard-video-mouse (KVM)
keyboard to reach the console. Press Enter to get the login window.

. After you have successfully logged in as dr550, issue the AIX command su - root to

switch to root. Now you have the necessary AIX system rights to change the network
settings and to reconfigure HACMP.
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7. Change the TCP/IP addresses for the interfaces en2 and en3.

a. First, create a copy of the /etc/hosts file that is shipped from the factory (see
Example 3-6 on page 105) with the AIX command cp /etc/hosts
/etc/hosts. factory.

b. From the AIX command line, start SMIT to change the IP characteristics of the en0
network interface with the command smitty chinet.

c. Highlight the network interface you want to change (en2). Press Enter to change it. In
the INTERNET ADDRESS (dotted decimal) field, type the new IP address
100.100.51.123. In the Network MASK (dotted decimal) field, type the network mask
255.255.255.0 of the new network. You might also need to change the IP address and
domain name for the Name Server and default gateway. When done, press Enter.

Check the result of the command at the COMMAND STATUS window of SMIT. The
Command field shows 0K while the text below says en0 changed. Exit SMIT by pressing
F10.

d. From the AIX command line, start SMIT to change the IP characteristics of the en1
network interface with the command smitty chinet.

Highlight the second network interface you want to change, for example, en3. Press
Enter to change it. In the INTERNET ADDRESS (dotted decimal) field, type the new IP
address 100.100.52.111. In the Network MASK (hexadecimal or dotted decimal) field,
type the network mask 255.255.255.0 of the network. When done, press Enter.

Check the result of the command at the COMMAND STATUS window of SMIT. The
Command field shows 0K while the text below says en3 changed. Exit SMIT by pressing
F10.

8. Edit the /etc/hosts file on drs_engine2.

a. Open the /etc/hosts file with an editor of your choice, for example, use vi (the AIX
command to start vi and open the file is vi /etc/hosts). If you are unfamiliar with AIX
editors, you can use xedit, an X Window System-based editor. For the latter, you first
need to start an X-session. Start the X-session with the AIX command startx (see the
startx man pages for details by issuingman startx). Then, open the /etc/hosts file with
the AIX command xedit /etc/hosts. This will open a graphical editor session.

Change all of the preconfigured addresses according to the table you have prepared in
step 1 on page 104. Only change these addresses; do not change addresses that are
not listed in Table 3-3 on page 104 or any words in the /etc/hosts file. Change the
addresses in all the stanzas of the /etc/hosts file, that is, you have to change five
addresses. See Example 3-7 on page 106.

b. Save the file and exit the editor. If you are running an X-session for your editor, quit the
X-session by pressing the Ctrl+Alt+Backspace key combination.

Important: The /etc/hosts files must be identical on both cluster nodes. Failure to
comply can result in unpredictable HACMP cluster behavior
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9. Verify that the new addresses are working.

a. From the AIX command line, use the ping command for all the addresses (except the
cluster service address) to verify that they are working correctly. Because you are
logged in to drs_engine2, run ping on drs_engine2. See Example 3-8 for the ping
command and its results. Stop the ping command with the Ctrl+C key combination
each time a result is displayed.

Example 3-8 Ping command to verify that IP addresses are working

# ping 100.100.51.123

PING 100.100.51.123: (100.100.51.123): 56 data bytes

64 bytes from 100.100.51.123: icmp_seq=0 tt1=255 time=0 ms
64 bytes from 100.100.51.123: icmp_seq=1 tt1=255 time=0 ms
64 bytes from 100.100.51.123: icmp_seq=2 tt1=255 time=0 ms
~C

----100.100.51.123 PING Statistics----

3 packets transmitted, 3 packets received, 0% packet Toss
round-trip min/avg/max = 0/0/0 ms

b. Use the keyboard-video-mouse (KVM) console kit to go back to drs_engine1 using the
PrtSc key. Because you have never logged off from that engine, you do not need to
identify yourself again. Use the ping command again to verify that all addresses
(except the cluster service address) are working correctly. Stop the ping command
each time a result is displayed with the Ctrl+C key combination.

Important: Network connectivity is important for HACMP functionality. Verify network
connectivity any time you make changes to the network interfaces or network
environment.

10.Remove the network from the HACMP cluster.

Regardless of which engine you are currently working with, start the SMIT HACMP menus
by typing smitty hacmp on an AIX command line.

Select Extended Configuration — Extended Topology Configuration — Configure HACMP
Networks — Remove a Network from the HACMP Cluster. In the Select a Network to
Remove window, select net_ether_02 (make sure not to select net_ether_01, because this
is the HACMP internal network). Press Enter.

a. Inthe ARE YOU SURE? window, press Enter to proceed. Check that the result is OK,
and then press F3 twice.

11.Define the new HACMP network.

While still within the HACMP menus of SMIT, configure the new HACMP network for both
nodes:

a. Select Configure HACMP Nodes — Change/Show a Node in the HACMP Cluster and
select node drs_engine1. Highlight the Communication Path to Node field and press
F4 to select a new path for this node. From the list, select the new boot IP address
drs_engine1_ext_boot (100.100.51.121. This is just an example; use the address you
received from the network administrator) and press Enter. Press Enter again to change
the path and verify that the result is OK.

b. Press F3 twice. Go to Change/Show a Node in the HACMP Cluster again and select
node drs_engine2. Highlight the Communication Path to Node field (where the old
value for the path is displayed) and press F4 to select a new path for this node. From
the list, select the new boot IP address drs_engine2_ext_boot (100.100.51.123) and
press Enter. Press Enter again to change the path and verify that the result is OK.
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c. Go back by pressing F3 (four times) until you reach the Extended Configuration
window. Select Discover HACMP-related Information from Configured Nodes and
verify that the result is OK. Exit by pressing F3.

d. Select Extended Topology Configuration — Configure HACMP Networks — Add a
Network to the HACMP Cluster, and select “ether” below the discovered IP-based
network types stanza. In the Network Name field, type net_ether 02 and verify that
the correct netmask for your network is presented in the Netmask field. Change the
Enable IP Address Takeover through IP Aliases field to No (you can press Tab or F4).
Press Enter, and verify that the result is OK. Press F3 three times.

e. In the Extended Topology Configuration window, select Configure HACMP
Communication Interfaces/Devices — Add Communication Interfaces/Devices, and
select Add Discovered Communication Interface and Devices. Select Communication
Interfaces. Select net_ether_02, and press Enter.

In the list, scroll down and select the boot (en2) and standby (en3) interfaces for hoth
nodes by pressing F7. Make sure that you have selected four interfaces in all. Press
Enter, and verify that the result is OK. Press F3 three times.

12.Create the network resource cluster address within HACMP.

a. Go to Extended Resource Configuration - HACMP Extended Resources
Configuration — Configure HACMP Service IP Labels/Addresses — Add a Service IP
Label/Address — Configurable on Multiple Nodes, select net_ether_02 and press
Enter.

b. Inthe IP Label/Address field, press F4. From the list, select drs_cluster_ext_svc, and
press Enter. Press Enter again to start the SMIT process, and verify that the result is
OK.

13.Add the new network resource to the HACMP resource group.

a. Press F3 (normally five times) until you reach the Extended Configuration window.
Select Extended Resource Configuration - HACMP Extended Resource Group
Configuration — Change/Show Resources and Attributes for a Resource Group. Select
drs_550_rg and press Enter.

b. In the Service IP Label/Addresses field, press F4. Select drs_cluster_svc, and press
Enter. Press Enter again to start the SMIT process, and verify that the result is OK.

14.Verify and synchronize the HACMP cluster.

a. Press F3 (normally four times) to go back to the Extended Configuration window.
Select Extended Verification and Synchronization, and press Enter.

b. In the next window, use the default settings, and press Enter.
c. Check the SMIT result window for an OK status, and quit SMIT by pressing F10.
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15.Setting up the default gateway IP address.

a. Obtain the IP address of a default gateway for the network in which the external
services IP address (drs_cluster_ext_svc) is registered. In our example, the external
services IP address is 100.100.51.122 and network address is 100.100.51. Before
configuring the default gateway IP address, verify that the server can ping it and it is
being accessed through an IP address on the 100.100.51 network (in our example):

drs_enginel </>

# ping -R -c 2 100.100.51.10

PING 100.100.51.10: (100.100.51.10): 56 data bytes

64 bytes from 100.100.51.10: icmp_seq=0 tt1=64 time=0 ms
RR: 100.100.51.10

100.100.51.10

drs_enginel ext boot (100.100.51.121)

64 bytes from 100.100.51.10: icmp_seq=1 tt1=64 time=0 ms (same route)
----100.100.51.10 PING Statistics----

2 packets transmitted, 2 packets received, 0% packet Tloss
round-trip min/avg/max = 0/0/0 ms

in this example default gateway IP address is 100.100.51.10, local interface
being used to access default gateway 100.100.51.121. Both conditions are met
and you can proceed with configuring the default gateway IP address on the
system.

b. Start smitty route.
c. Go to Add static Route.

d. In DESTINATION Address field, enter 0.0.0.0 (this is a predefined IP address for
default gateway).

e. In Default GATEWAY Address, enter the IP address of a default gateway provided by
the network administrator, in our example, 100.100.51.10, and press Enter.

16.Start the HACMP cluster.

Now that the configuration of the HACMP cluster is completed, the cluster can be started.
Whether you start it for the first time, which would normally be the case after the procedure
above, or as part of the normal operations of the DR550, the procedure is the same. The
procedure is covered in 4.1.2, “Starting cluster services” on page 140. Refer to that
section to start your cluster now.

17.Edit the SSAM (Tivoli Storage Manager) client option file (dsm.sys).

You need to adjust the client system options file so that the API or any client (such as
dsmadmc) can find the System Storage Archive Manager server:

a. On the first DR550 SSAM Server drs_engine1, replace the value in the
/ust/tivoli/tsm/client/ba/bin/dsm.sys file for the TCPServeraddress with your new
HACMP cluster service address. We recommend that you do not use a dot address, for
example, 100.100.51.122. Use the TCP/IP domain name instead, which is
drs_cluster_ext_svc

To replace the value, use an editor of your choice, for example, use vi (the AIX
command to start vi and open the file is vi /usr/tivoli/tsm/client/ba/bin/dsm.sys).
If you are not familiar with AIX editors, you can use xedit, an X Window System-based
editor. For the latter, you first need to start an X-session. Start the X-session with the
AIX command startx. Then, open the /usr/tivoli/tsm/client/ba/bin/dsm.sys file with the
AIX command xedit /usr/tivoli/tsm/client/ba/bin/dsm.sys. This will open a
graphical editor session.

Example 3-9 on page 111 shows our example dsm.sys file.

IBM System Storage DR550 V4.5 Setup and Implementation



Example 3-9 Example of dsm.sys file

SErvername TSM
COMMmethod TCPip
TCPPort 1500
TCPServeraddress  drs_cluster _ext svc

b.

Save the file and exit the editor. If you are running an X-session for your editor, quit the
X-session by pressing the Ctrl+Alt+Backspace key combination.

Connect to the System Storage Archive Manager server from drs_engine1 with the
command dsmadmc. Log in with the System Storage Archive Manager administrator
admin and its password. Verify the connection with the System Storage Archive
Manager command query session. Exit the administrative command line client with
the System Storage Archive Manager command quit.

On the second DR550 SSAM Server drs_engine2, replace the value in the
/usrftivoli/tsm/client/ba/bin/dsm.sys file for the TCPServeraddress with your new
HACMP cluster service address. We recommend that you do not use a dot address, for
example, 100.100.51.122. Use the TCP/IP domain name instead, which is
drs_cluster_ext_svc.

To replace the value, use an editor of your choice, for example, use vi (the AIX
command to start vi and open the file is vi /usr/tivoli/tsm/client/ba/bin/dsm.sys).
If you are not familiar with AIX editors, you can use xedit, an X Window System-based
editor. For the latter, you first need to start an X-session. Start the X-session with the
AIX command startx. Then, open the /usr/tivoliftsm/client/ba/bin/dsm.sys file with the
AIX command xedit /usr/tivoli/tsm/client/ba/bin/dsm.sys. This will open a
graphical editor session.

Save the file and exit the editor. If you are running an X-session for your editor, quit the
X-session by pressing the Ctrl+Alt+Backspace key combination.

Connect to the System Storage Archive Manager server from drs_engine2 with the
command dsmadmc. Log in with the System Storage Archive Manager administrator
admin and its password. Verify the connection with the System Storage Archive
Manager command query session. Exit the administrative command line client with
the System Storage Archive Manager command quit.

Tip: When using the TCP/IP domain name for the TCPServeraddress field in the
System Storage Archive Manager client system options file (dsm.sys), you do not need
to change the value after a network reconfiguration. This is not true when you use the
dotted decimal address.

18.Restart the SMIS API with /opt/IBM/ISS/resetSMIS.sh.

19.Stop IBM Director Agent with /opt/ibm/director/bin/twgstop.
20.Start IBM Director Agent with /opt/ibm/director/bin/twgstart.
21.Log off all sessions.

After successful configuration, you should exit all shells on both nodes with the AIX
command exit. Depending on the actual shells, you must type the exit command more
than once, for example, one time to close the shell of root and one time to close the shell
of dr550. Repeat this until you see the AIX login prompt on both management console
sessions.

Continue with the setup of SSAM and the retention policies in 3.6.6, “SSAM and data
retention policy setup” on page 112.
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3.6.6 SSAM and data retention policy setup

112

The last task is to set up your SSAM environment and the data retention policies for the
archive objects. Data retention policies can vary from very simple to very complex, and so can
the setup. The data retention policies for the IBM System Storage DR550 DR1 and DR550
DR2 will be configured within the IBM System Storage Archive Manager. Furthermore, you
might want to configure additional processes in relation to the new data retention policies, for
example, schedules to migrate data, create storage pool backups or create additional
database backups.

Some SSAM definitions, such as a default storage pool with the corresponding retention
policy, are already predefined by the factory with some small amount of data archived. This is
done in order to activate archive retention protection and therefore prevent data deletion from
SSAM controlled storage pools.

To set up your SSAM configuration:
1. Configure data shredding.

The storage pool ARCHIVEPOOL has a predefined SHRED parameter set to 3. Change
this value and the shredding method to your requirements. You can find the procedures
and more information about data shredding in 5.2.10, “Data shredding” on page 1883.

Important: If you do not want to use data shredding, you must disable data shredding by
changing the predefined SHRED parameter value of the ARCHIVEPOOL to 0. Otherwise,
the space of expired or moved objects cannot be reclaimed by SSAM and is still occupied
until a manual shredding is done! The procedure for disabling data shredding is described
in “Disable data shredding” on page 188.

2. Set up data retention policies.

To adjust the preconfigured data retention period of 365 days to your requirements, you
should change the values of the predefined policy set or add new policies in SSAM. You
will find all necessary information about the policy concept and the configuration of the
policy parameters in 5.2.1, “Archive copy group retention parameters” on page 170.

3. Configure encryption (if required).

If you need to encrypt the data transfer from the client to the SSAM server, or to encrypt
data that is stored on tapes, you have to proceed with some configuration. Refer to 5.2.7,
“Expiration processing” on page 178 for more information about the encryption of the
client server connection, and to 5.2.11, “Device support for data retention” on page 188 for
more information about the tape drive encryption.

4. Configure your archive clients.

You enter the server name or IP address of your SSAM server into the configuration files
of your archive clients. Go to the Tivoli information center, Storage Manager Clients, for
more information, at:

http://publib.boulder.ibm.com/infocenter/tivihelp/virl/index.jsp
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3.7 Required configuration tasks for FSG

The DR550 File System Gateway can be installed in two separate configurations: stand-alone
or as a high availability cluster. We have explained the manufacturing settings for the FSG in
2.6, “What is preconfigured on the optional FSG” on page 56. In summary, the FSG is
preconfigured with:

>

>

»

Two disks used for the operating system and configured as RAID 1.

Four data space and cache disks configured as RAID 6.

Disks are partitioned.

Operating system SLES10 is installed.

FSG software is preinstalled but not configured.

SLES10 firewall is disabled. (Integration with firewall is not supported in the first release.)

Host name is set to main or supplementary (for the second node of an HA configuration)
and must not be changed.

To customize the FSG for your environment, the following configuration tasks are required
before deployment:

»

>

>

Prepare SSAM for FSG attachment.
Attach the FSG to the network.

Network address configuration. This integrates the File System Gateway into existing
networks.

Configure the time zone.

Configuration of Network Time protocol (NTP) connectivity; mandatory for cluster
configurations.

Apply the additional FSG file sets and kernel patches for performance tuning.

Customize FSG software.

3.7.1 Prepare DR550 SSAM for FSG attachment

If you order a DR550 with software bundle V4.0, then all necessary configuration steps for the
FSG attachment are already included in the initial SSAM configuration.

To prepare DR550 SSAM for FSG attachment:

1.

Log on to the DR550 engine1 with the dr550adm user ID.

2. Run the command dsmadmc to start the SSAM command-line administration interface.
3. You will be prompted for the SSAM user ID. Log on with the SSAM user admin.

Chapter 3. DR550 and FSG planning and installation 113



4. Check for the preconfigured FSG definition by entering the SSAM command q node. You
will find the node name DRG-NODE if the FSG is preconfigured (see Example 3-10). In
this case, you can skip this section and exit the SSAM session with the quit command;
otherwise, go to step 5 and enter the FSG definition into the SSAM configuration.

Example 3-10 Output of g node command

tsm: TSM>q node

Node Name PTatform Policy Domain Days Since Days Since Locked?
Name Last Acce-  Password
SS Set
DR550 1 Sample-- STANDARD 614 736 No
API
DRG-NODE Bycast  DRG-DOMAIN <1 12 No
DRG

5. Enter the FSG definition into SSAM by typing the following SSAM commands:

define domain DRG-DOMAIN

define policyset DRG-DOMAIN STANDARD

define mgmtclass DRG-DOMAIN STANDARD DRG-DEFAULTMC

define copygroup DRG-DOMAIN STANDARD DRG-DEFAULTMC type=archive
dest=ARCHIVEPOOL retinit=event retmin=1 retver=0

define mgmtclass DRG-DOMAIN STANDARD DRG-SYSMC

define copygroup DRG-DOMAIN STANDARD DRG-SYSMC type=archive dest=ARCHIVEPOOL
retinit=event retmin=0 retver=0

assign defmgmtclass DRG-DOMAIN STANDARD DRG-DEFAULTMC

activate policyset DRG-DOMAIN STANDARD

register node DRG-NODE abcd2357 passexp=0 domain=DRG-DOMAIN

Note: The values retmin=1 and retver=0 are only examples. Other values might be
used; however, retmin should be equal to the protection period of the default FSG
profile. Ignore the no backup copy group warning that occurs when entering the
activate command.

Important: SSAM will not allow reducing the retention intervals or modifying the
retention initialization method of a copygroup after the corresponding policyset is
activated. Archiveretentionprotection also disallows deletion of policy domains, policy
sets, management classes, and copygroups after a new definition is committed
(policyset activation).

6. Exitthe SSAM session with the quit command.

3.7.2 Attaching the DR550 File System Gateway to the network

First, to avoid conflicts in an existing network environment, check that the IP addresses set at
the factory (see Table 3-4 on page 118 for stand-alone FSG configurations or Table 3-5 on
page 120 for dual-node FSG configurations) are not already in use by another device on your
network. Note that there should rarely be a conflict, because the factory set IP addresses are
usually not used in real network environments.
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In the DR550 DR1configuration, communication between the SSAM server and FSG nodes
goes through the external (customer) network. PCI adapters in slots 1 and 2 are only used if
the external network uses fiber Ethernet switches. The 2-port Gigabit Ethernet-TX adapters in
slots 3 and 4 (half height) are used if the external network uses copper Ethernet switches.
Port number 1 (the top most) on the 2-port Gigabit Ethernet-TX adapters is used for
connection to the external network connection (see Figure 3-11 on page 116).

Both Ethernet ports on the PCI Ethernet adapter cards located in slot 3 and 4 of the FSG
must be connected to the external (customer) network. The interface, 10/100/1000 copper or
gigabit fiber, depends on the DR550 configuration. You will always have the same Ethernet
interface for the DR550 SSAM Servers and the FSGs.

In DR550 DR2 configurations, communication between the SSAM server and FSG nodes
goes through the private (DR550 internal) network. Port number 2 (bottom) of each of the
2-port Gigabit Ethernet-TX adapters in slots 3 and 4 (half height) is used for communication
with the SSAM server(s). Port number 1 (top) of each of the 2-port Gigabit Ethernet-TX
adapters in slots 3 and 4 (half height) is used for communication with external network
servers; the public network uses copper Ethernet switches. If the external (customer) network
uses fiber Ethernet switches, the Gigabit Ethernet-SX adapters in FSG PCI slots 1 and 2
must be installed to provide the connection to the external network

The two onboard Ethernet interfaces are only used with the high availability FSG cluster. The
first onboard Ethernet interface of the main FSG is wired directly with a cross-over cable to
the first onboard Ethernet interface of the supplementary FSG node. The same cabling is
done between the second on-board Ethernet adapter of the main and supplementary FSG.

Chapter 3. DR550 and FSG planning and installation 115



See the illustrated cable diagram in Figure 3-11.
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Figure 3-11 Network cabling for a dual-node FSG configuration
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3.7.3 Configuring the network settings at the DR550 FSG

This section describes in detail how to set up the new IP addresses. The setup of the main
FSG and the supplementary FSG are very similar.

Most settings are done using the graphical configuration utility yast, which is part of the SUSE
Linux distribution.

Configuring the network settings for a stand-alone FSG node
For the main FSG, complete the following steps:

1. Make sure that the Ethernet cables (customer provided) are correctly connected in PCI
port locations 0000:1¢:00.0 and 0000:24:00.0 if you use copper interfaces and in PCI port
locations 0000:08:03.0 and 0000:0f:04.0 if you use optical interfaces. See Figure 3-12 on
page 117.

2. Obtain one IP address from your network administrator.

Set a new address in conformance with your network. The physical network adapter ethO
and eth1 are bonded to the logical network interface bond0.

Ethernet bonding refers to aggregating multiple Ethernet channels together to form a
single channel. This is primarily used for redundancy of Ethernet paths.
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The bonding of the IP address increases the reliability of the network attachment from the
FSG. The application will communicate only with the logical interface bond0. This logical
interface is connected to the two physical network interfaces ethO and eth1 and the logical
interface manages the failover of the network traffic from the primary network interface to
the secondary physical network interface in case of an adapter, cable, or switch port
failure.

Note: Do not change the preconfigured IP addresses for ethO and eth1. These
addresses are only placeholders and they are not used and not visible to the external
(customer) network.

The FSG Linux operating system uses the udev facility for dynamic device mapping. udev
maps a PCI slot location (see Figure 3-12) to a logical interface name such as eth0. The
name mapping rules used by udev are located in the file
/etc/udev/rules.d/30-net_persistent_names.rules on the FSG.

0000:08:03.0 —\ 0000:0f:04.0 —\ 0000:1¢:00.0 —\ Y{}UOO:E#OD.O
; l

£

0000:03:00.0 —/
0000:06:00.0
0000:1¢:00.1 0000:24.00.1

Figure 3-12 System x 2229 FSG rear view with I/O adapters and PCI slots locations and location codes

There are two sets of rules used on FSG. One is for a configuration with optical Ethernet
adapters (Example 3-11) and one for a configuration with copper Ethernet adapters only
(Example 3-12).

Example 3-11 Preconfigured 30-net_persistent_names.rules file for copper adapters only

SUBSYSTEM=="net", ACTION=="add", ID="0000:03:00.0", IMPORT="/Tib/udev/rename_netiface %k eth2"
SUBSYSTEM=="net", ACTION=="add", ID="0000:1c:00.0", IMPORT="/1ib/udev/rename_netiface %k eth0"
SUBSYSTEM=="net", ACTION=="add", ID="0000:24:00.0", IMPORT="/1ib/udev/rename_netiface %k ethl"
SUBSYSTEM=="net", ACTION=="add", ID="0000:1c:00.1", IMPORT="/Tib/udev/rename_netiface %k eth5"
SUBSYSTEM=="net", ACTION=="add", ID="0000:24:00.1", IMPORT="/Tib/udev/rename_netiface %k eth4"
SUBSYSTEM=="net", ACTION=="add", ID="0000:06:00.0", IMPORT="/1ib/udev/rename_netiface %k eth3"

Example 3-12 Preconfigured 30-net_persistent_names.rules file for optical and copper adapters

SUBSYSTEM=="net", ACTION=="add", ID="0000:03:00.0", IMPORT="/Tib/udev/rename_netiface %
SUBSYSTEM=="net", ACTION=="add", ID="0000:1c:00.0", IMPORT="/1ib/udev/rename_netiface %
SUBSYSTEM=="net", ACTION=="add", ID="0000:24:00.0", IMPORT="/Tib/udev/rename_netiface %k eth7"
SUBSYSTEM=="net", ACTION=="add", ID="0000:08:03.0", IMPORT="/Tib/udev/rename_netiface %k eth0"

k eth2"
k
k
k
SUBSYSTEM=="net", ACTION=="add", ID="0000:0f:04.0", IMPORT="/1ib/udev/rename_netiface %k ethl"
k
k
k

eth6"

SUBSYSTEM=="net", ACTION=="add", ID="0000:1c:00.1", IMPORT="/Tib/udev/rename_netiface %k eth4"
SUBSYSTEM=="net", ACTION=="add", ID="0000:24:00.1", IMPORT="/Tib/udev/rename_netiface %k eth5"
SUBSYSTEM=="net", ACTION=="add", ID="0000:06:00.0", IMPORT="/1ib/udev/rename_netiface %k eth3"
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Table 3-4 shows the translation table for IP address for a stand-alone FSG configuration with

copper interfaces

Table 3-4 Translation table for IP address for a stand-alone FSG configuration with copper interfaces

Linux interface Port Location Factory IP address Actual IP address
bond0 n/a 192.168.1.120 should be changed
ethO 0000:1¢:00.0 192.168.1.121 do not change
eth1 0000:24:00.0 192.168.1.122 do not change
eth2 0000:03:00.0 169.254.1 1 do not change
eth3 0000:06:00.0 169.254.1.5 do not change
eth4 0000:24:00.1 n/a do not change
eth5 0000:1¢:00.1 n/a do not change

3. Connect to the main FSG through the local console.
Log in to the main FSG with user fsgadm through the local console.

Switch the user to root by entering su - root, and enter root’s password.
Note: Steps 4 and 5 are normally checked by the manufacturer.

4. Issue the ifconfig -a command and make note of what adapter MAC address
corresponds to what interface device: eth0 and eth1 should correspond to the adapters in
PCI slots 1 and 2 respectively, while eth2 and eth3 correspond to the onboard Ethernet
adapters.

5. View the 30-net_persistent_names.rules file (in /etc/udev/rules.d) to validate the logical
adapter name assignment based on the location of the adapter.

6. Change the TCP/IP address for the interface bond0:

a. Issuethe vi /etc/sysconfig/network/ifcfg-bond0 command to edit the configuration
file of the bond0 interface.

b. Replace the factory IP address in the IPADDR field with the new IP address and
modify the netmask if it is necessary (see Example 3-13). The netmask will be entered
in a bitwise format; 24 represents a netmask of 255.255.255.0.

c. Save the file and exit the vi editor.
d. Enter /etc/init.d/network restart to restart the bondO interface and activate the
new |P address.

Example 3-13 Preconfigured /etc/sysconfig/network/ifcfg-bondo file

BOOTPROTO="static'

IPADDR="'192.168.1.120/24' <- Replace with your IP address/netmask
REMOTE_IPADDR="'"

STARTMODE="'onboot"

BONDING_MASTER='yes'

BONDING_MODULE_OPTS='mode=1 miimon=100 downdelay=200 updelay=200"
BONDING_SLAVEO='ethOQ'

BONDING_SLAVEl='ethl'

IBM System Storage DR550 V4.5 Setup and Implementation



7. Check the status of the bonded network interfaces.

To ensure that both physical network interfaces are working, you can check the status
with the command cat /proc/net/bonding/bond0 (see Example 3-14). The status of all
interfaces should be up.

Example 3-14 Output of cat /proc/net/bonding/bond0

main:/ # cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.0.1 (January 9, 2006)

Bonding Mode: fault-tolerance (active-backup)
Primary Slave: None

Currently Active Slave: eth0

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): 200

Down Delay (ms): 200

Slave Interface: eth0

MII Status: up

Link Failure Count: 0

Permanent HW addr: 00:1a:64:23:64:7e

Slave Interface: ethl

MII Status: up

Link Failure Count: 0

Permanent HW addr: 00:1a:64:23:64:80

8. Enter the IP address of the default gateway in the network for the FSG.

a. Inthe command line, enter the command yast2 routing &. The graphical configuration
interface of SUSE Linux displays.

b. Enter the IP address of your default gateway into the Default Gateway field and click
Finish.

c. Enter /etc/init.d/network restart at the command line to activate the changes.
9. Configure the DNS name server IP address (if required).
a. In the command line, enter the command yast2 dns &.

b. The graphical configuration interface of SUSE Linux displays (see Figure 3-13 on
page 122). Do not change the local host name. Enter your domain name and the IP
address of your name server in the appropriate field and click Finish.

Important: Do not change the local host name of the FSG. The FSG application is
expecting main as the local host name for the Main FSG.

Configuring network settings for dual-node FSG configurations

Follow these steps:

1. Make sure that the Ethernet cables (customer provided) are correctly connected in PCI
port locations 0000:1¢:00.0 and 0000:24:00.0 if you use copper interfaces and in PCI port

locations 0000:08:03.0 and 0000:0f:04.0 if you use optical interfaces. See Figure 3-12 on
page 117.
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2. Obtain three IP addresses from your network administrator.

Set a new address in conformance with your network. The physical network adapter ethO
and eth1 are bonded to the logical network interface bond0.

Note: Do not change the preconfigured IP addresses for ethO and eth1. These
addresses are only placeholders and they are not used and are not visible to the public

network.

We suggest that you create a table where you write the factory IP address and the actual
IP address side by side, as illustrated in Table 3-5.

Table 3-5 Translation table for IP address with dual-node FSG configurations

Server/location Linux Factory IP address | Actual IP address FSG
interface attributes

main bond0 192.168.1.120 100.100.51.220. MNCI

main 0000:1¢:00.0 eth0 192.168.1.121 Do not change.

main 0000:24:00.0 eth1 192.168.1.122 Do not change

main 0000:03:00.0 eth2 169.254.1.1 Do not change. MNGI

main 0000:06:00.0 eth3 169.254.1.5 Do not change.

supplementary bond0 192.168.1.130 100.100.51.230. SPCI

supplementary ethO 192.168.1.131 Do not change.

0000:1c:00.0

supplementary eth1 192.168.1.132 Do not change.

0000:24:00.0

supplementary eth2 169.254.1.2 Do not change. SPGI

0000:03:00.0

supplementary eth3 169.254.1.6 Do not change.

0000:06:00.0

Virtual cluster IP
address

192.168.1.140

100.100.51.240.

. Connect to the main FSG through the local console.

Log in to the main FSG with user root through the local console.
. Change the TCP/IP address for the interface bond0
a. Issue the vi /etc/sysconfig/network/ifcfg-bond0 command to edit the configuration

file of the bondO interface.

b. Replace the factory IP address in the IPADDR field with the new IP address and
modify the netmask if it is necessary (see Example 3-13 on page 118). The netmask
will be entered in a bitwise format. 24 represents a netmask of 255.255.255.0.

c. Save the file and exit the vi editor.

Note: In a DR550 dual-node with dual FSG configuration, there is also a bond1
interface configured, which is used exclusively for communication between FSG and
SSAM. The IP address assigned to the bond1 interface must not be changed.
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d. Enter /etc/init.d/network restart to restart the bondO interface and activate the
new IP address.

Example 3-15 shows the preconfigured /etc/sysconfig/network/ifcfg-bondo file.

Example 3-15 Preconfigured /etc/sysconfig/network/ifcfg-bondo file

BOOTPROTO="'static'

IPADDR='192.168.1.120/24"' <- Replace with your IP address/netmask
REMOTE_IPADDR=""

STARTMODE="onboot'

BONDING_MASTER='yes'

BONDING_MODULE_OPTS='mode=1 miimon=100 downdelay=200 updelay=200"
BONDING_SLAVEO='ethO'

BONDING_SLAVEl='ethl'

5. Configure the default gateway for the FSG.

a. From the command line, enter the command yast2 routing &. The graphical
configuration interface of SUSE Linux displays.

b. Enter the IP address of your default gateway into the field Default Gateway and click
Finish.

c. Enter /etc/init.d/network restart at the command line to activate the changes.
6. Configure the DNS name server IP address (if required).
a. From the command line, enter the command yast2 dns &.

b. The graphical configuration interface of SUSE Linux displays (see Figure 3-13 on
page 122). Do not change the local host name! Enter your domain name and the IP
address of your name server in the appropriate field and click Finish.

Important: Do not change the local host name of the FSG. The FSG application is
expecting main as the local host name for the main FSG and supplementary as the local
host name for the supplementary FSG.

7. Connect to the supplementary FSG through the management console.
Log in to the supplementary FSG with user root through the management console.

8. Repeat steps 3-8 from the procedure above for the supplementary FSG to set up the IP
address, default gateway, and DNS server for the supplementary FSG.
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Figure 3-13 The yast2 dns window

3.7.4 Time zone configuration and NTP setup at the DR550 FSG node

The setup of the time zone and the setup of the NTP connectivity is identical for the main FSG
node and the supplementary FSG node. If you have a dual-node FSG configuration, then you
are required to configure the NTP connectivity on both nodes. The NTP protocol is for
synchronizing the clocks of the FSGs. For a stand-alone FSG node, this configuration step is
optional.

Follow these steps:

1. Log in as the root user to the main FSG node at the management console.

2. Set the correct time zone for your geographical region:

a. From the command line, enter the command yast2 timezone &. The graphical
configuration interface of SUSE Linux displays.

b. Select your region first and then your time zone and click Accept. See Figure 3-14 on
page 123.
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Figure 3-14 The yast2 time zone

3.

Configure the NTP time server connection. (This is an optional step for stand-alone FSG

node configurations, but is required for dual-node FSG configurations.)

a.

d.

Verify the NTP server’'s connectivity by opening the log file of the NTP daemon.
a.

From the command line, enter the command yast2 ntp-client &. The graphical
configuration interface of SUSE Linux displays.

Select During Boot in the Automatically Start NTP Daemon field.

Enter the IP address or the host name of your NTP server in the Address field and click
Test to verify the connectivity.

If the test was successful, you can leave the configuration window by clicking Finish.

Enter ps -ef |grep ntpd at the command line. Here is an example:
main:/ # ps -ef |grep ntpd

ntp 11180 1 0 Mayl5 ? 00:00:00 /usr/shin/ntpd -p
/var/1ib/ntp/var/run/ntp/ntpd.pid -u ntp -i /var/lib/ntp
root 8022 5288 0 11:01 pts/2 00:00:00 grep ntpd

Stop the running ntpd daemon by killing the process. Enter the ki1l command followed
by the process number. In the case above, run ki1l 11180.
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c. From the command line, enter the command ntpd -q.

If the ntpd daemon can communicate to the NTP server, you will get a response about
the time difference between the FSG and the NTP server. Here is an example where
the communication to the NTP server was successful:

main:/ # ntpd -q

ntpd: time skew +0.005796s

d. Restart the NTP daemon with the command /etc/init.d/ntp start.

e. If the synchronization of the clock was successful, you will find a line at the bottom of
the log file that is similar to the line in bold in Example 3-16.

Example 3-16 Output of the tail /var/log/ntp

14 May 10:34:48 ntpd[5109]: synchronized to LOCAL(0), stratum 10
14 May 10:34:48 ntpd[5109]: kernel time sync disabled 0041
14 May 10:35:54 ntpd[5109]: synchronized to 148.167.132.200, stratum 2

Repeat steps 1-4 for your supplementary FSG node if you have a dual-node FSG
configuration.

3.7.5 Check network connectivity

At this stage, it is a good idea to verify proper network connectivity by issuing a ping
command from the FSG (from each of the FSG nodes in a high availability cluster) to the IP
address of your DNS according to the IP addressing schema example shown in Figure 3-15.

drs_engine2_standby drs_engine2_ext_stdby
192.168.1.23 DR550 100.100.52.111

N el | Node 2 | drs_engine2_ext_boot
192.168.1.23 100.100.51.123

J

FSG Supp @RI k]

192.168.1.130

DR550
Private

supp bond0
00.100.51.23
|— Switches|
Public FSG Service [ drs_cluster_svc
IP 100.100.51.240 IP 192.168.1.22
drs_engine1_boot drs_engine1_ext_boot
192.168.1.21 DR550 100.100.51.121
main bond0 FSG Main Node 1
00.100.51.22

drs_cluster_ext_svc

IP 100.100.51.122

main bond1
2192.168.1.120

drs_engine1_standby drs_engine1_ext_stdl
192.168.2.10 100.100.52.110

' Customer
| —— Network
' Switch
Subnet scheme: *Note: Management flows
[LYRITRR= Internal primary data (should not be changed) (heartbeats, storage manager, etc.)
[CPEITWH = Internal HACMP extra subnet (should not be changed) are NOT shown on this diagram

100.100.51.* = customer primary data
100.100.52.* = customer HACMP extra subnet

Figure 3-15 DR550 DR2 dual node with dual FSG data traffic - IP addressing scheme example
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3.7.6 Customize the FSG software

In this section, we describe the customization process of the FSG node or nodes. Follow
these steps:

1. Connect to the main FSG at the management console and log in with user root.
2. Copy the appropriate resources file:
— If using a stand-alone FSG, enter the command:
cp /usr/loca/drg/resources.sngl /usr/local/drg/resources
— If using a high availability FSG, enter the command:

cp /usr/loca/drg/resources.main /usr/local/drg/resources (on the main node)
cp /usr/loca/drg/resources.suppl /usr/local/drg/resources (on the
supplementary node)

3. Enter the command enable_drg.

This command will replace some kernel modules of the SUSE Linux and install some
additional filesets at the FSG node. There are also some tuning parameters that will be
modified by this command to optimize Linux for the usage of the FSG software.

4. Alicense agreement text is displayed. Read the license agreement and accept it by typing
I agree into the input field and then pressing Enter twice.

5. An additional license agreement window displays. Accept it by clicking the | Agree button.
6. The FSG node will reboot automatically after the successful customization. When the
node is rebooted, the FSG software will start automatically.

If you have a supplementary node, connect to the node, log in with root at the supplementary
node, and repeat steps 2-5.

The next step is to configure your FSG software.

3.7.7 FSG post-installation and initial setup

Additional configuration within the FSG is still required to allow client machines to store and
retrieve data from the FSG and allow the FSG to communicate with the SSAM storage on the
DR550. This consists of configuring the DRG service, which is the main software component
running at the FSG (the DRG service is explained in 6.2, “DR550 FSG architecture overview”
on page 230).

Important: Make sure that your SSAM server is running and accessible. The FSG
(stand-alone or HA configuration) will not be operational until it can effectively connect to
the SSAM server.

Configuration of the DRG service is done by editing a profile file known as the DRGC bundle.

Note: The DRGC bundle is the main configuration file on a DR550 FSG and contains
various parameters pertinent to the system, including networking information, SSAM
parameters such as server name, and server password.

Chapter 3. DR550 and FSG planning and installation 125



126

Table 3-6 lists some of the DRGC bundle attributes.

Table 3-6 FSG software (or DRG service) configuration attributes

Attribute
Name

Preconfigured value

Description

BTIM

ule4

Bundle Time: The time (in microseconds since the
epoch 00:00:00 UTC on January 1 1970) at which
the bundle was updated.

BVER

ule4

Bundle Version: Indicates the bundle version. The
version number is incremented when the format of
fields is changed in a non-compatible way.

CRGC

CONT

Bundle container.

HTBT

CONT

Heartbeat Configuration Branch: This branch
contains items used to generate Heartbeat
configuration files.

MCLS

DRG-SYSMC

Default Management Class: The class will be used
by SSAM API. The management class must exist
on the SSAM server.

MNCI

Main node client IP: The IP address to public client
network for the main FSG node. This is the IP
address of the bond0 network interface.

MNGI

169.254.1.1

Main node Grid IP: IP address for intercluster
communication between the main and
supplementary nodes. This should be
169.254.1.1.

NDNM

DRG-NODE

SSAM node name: This is the node name of the
FSG in the SSAM configuration.

PNGT

0.0.0.0

Pingtest IP: This is only used in dual-node FSG
configurations. An IP address on the client
network will be periodically pinged (ICMP echo) in
order to monitor connectivity. We recommend that
you use the default gateway IP address for this
value. Make sure that your firewall rules allow a
ping. In stand-alone configurations, this has a
value of 0.0.0.0.

SPCI

0.0.0.0

Supplementary Node Client IP: This is only used
in dual-node FSG configurations. It is an IP
address to public client network for the
supplementary FSG node. This is the IP address
of the bond0 network interface. In stand-alone
configurations, this has a value of 0.0.0.0.

SPGI

0.0.0.0

Supplementary Node Grid IP: This is only used in
dual-node FSG configurations. This is the IP
address for intercluster communication between
the main and supplementary nodes. In
stand-alone configurations, this has a value of
0.0.0.0. This should be changed to 169.254.1.2. in
dual-node configurations.

SVFS

/drg-10

File Space Name: The file space name under
which objects from DR550 FSG will be stored.
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Attribute Preconfigured value Description

Name

SVIP 192.168.1.11 SSAM Server IP: This is the IP address of your
DR550 SSAM server. In DR550 dual-engine
configurations, you must enter the HACMP
service |IP address here.

SVNM server_a SSAM Server Name: The SSAM server name as
defined in /opt/tivoli/tsm/client/api/bin/dsm.sys.

SVPW abcd2357 SSAM password.

SVUS DRG-NODE SSAM User Name: The user associated with the
DR550 FSG or FSG cluster.

VINM 0 Virtual IP Netmask: This is only used in dual-node
FSG configurations. Values from 0 to 31 are
allowed. The value of 24 represents a netmask of
255.255.255.0.

VTIP 0.0.0.0 Virtual IP Address: The virtual IP address to be
shared by the clustered FSG gateways. All client
access to the FSG must occur through this
address. For stand-alone configurations, the VTIP
should have the same value as the value of MNCI.

WNBD FC32 Winbind Support: Enables support for managing

the winbind daemon (required for Active Directory
group support). Samba must be correctly
configured and joined to a domain before winbind
support is enabled. The values of this parameter
are:

» ENBL: Enable winbind.

» DABL: Disable winbind.

The DRGC bundle is configured as an XML file that can be updated with any text editor. After
updating the DRGC file, save it to the /bundle-import/import directory. XML files are
automatically imported into the system and converted back to a bundle. To facilitate this, the
DR550 File System Gateway is configured with the following directories:

» Current: Bundles currently in use by the DR550 File System Gateway.

» Import: Place XML files here so that they can be used by the DR550 File System Gateway.

» Imported: Files successfully imported into the DR550 File System Gateway.

» Invalid: Files not imported into the DR550 File System Gateway.

Important: In a high availability FSG cluster, the DRGC bundle is automatically copied
from the Main to the Supplementary. Both bundles must be identical. However, if you make
any changes to the IP configuration, you will have to manually import the DRGC file into
the Supplementary FSG.

Configuring the DRGC bundle for a stand-alone FSG

In this section we describe the configuration settings to connect a stand-alone FSG to the
DR550. If you have a dual-node FSG configuration, skip this section and proceed directly to
“Configuring the DRGC bundle for a high availability FSG cluster” on page 129.
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Follow these steps:

1.
2.

Connect to FSG and log in as fsgadm, then su to the root user.

Copy the original cluster bundle configuration file into a temporary directory. At the
command line, enter the command:

cp /var/local/bundle-import/current/DRGC /tmp/install

Edit the file with the command vi /tmp/instal1/DRGC and customize all the settings for
your specific environment. Save the file and exit the editor when done.

You must change the following attributes in a stand-alone FSG configuration:
— SVIP (SSAM Server IP)
— MNCI (Main Node Client IP)

— VTIP (Virtual IP Address, which is the same value as MNCI in stand-alone
configurations)

— VINM (Virtual IP Address Netmask; possible values 0-31, value 24 = 255.255.255.0)
All other attributes can stay at their default values.
Refer to Table 3-6 on page 126 to see other possible attributes that could be changed.

. Copy the modified configuration file to the import directory:

cp /tmp/install/DRGC /var/local/bundle-import/import

The DR550 FSG software automatically imports the updated file and moves it to the
/var/local/bundle-import/imported directory. If the file is rejected by the system, the file is
moved to the /var/local/bundle-import/invalid directory. In this case, you have to recheck
your edited DRGC file.

Enter cat /var/local/bundle-import/current/DRGC and verify that this file reflects the
new settings.

Enter the following two commands:

In -s /opt/tivoli/tsm/client/api/bin/dsm.sys /opt/tivoli/tsm/client/ba/bin/dsm.sys
Tn -s /opt/tivoli/tsm/client/api/bin/dsm.opt /opt/tivoli/tsm/client/ba/bin/dsm.opt

7. Reboot the main node by entering the command reboot.

To verify the status of the FSG node, you should log in to the main FSG as root and enter
the command crm_mon -i 15. The main node should be in an online state and all services
should have the status started main (Refer to Example 3-17 on page 129.) Exit the
command with Citrl-C.

Note: Make sure that your SSAM server is running and accessible. The FSG will not be
operational until it can effectively connect to the SSAM server.
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Example 3-17 Output of the crm_mon -i 15 command for stand-alone configurations

Last updated: Tue May 8 18:10:48 2007

Current DC: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0)
1 Nodes configured.

1 Resources configured.

Node: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0): online

Resource Group: res_group
drgbase (Bycast::ocf:FSGBase): Started main
ip_resource (heartbeat::ocf:IPaddr2): Started main
pingtest (Bycast::ocf:PingTest): Started main
drgactive  (Bycast::ocf:FSGActive): Started main
Filesharing-NFS (Bycast::ocf:NFSServer): Started main
Filesharing-CIFS (Bycast::ocf:Samba): Started main

Tip: If you need to stop and restart the cluster, do so by issuing the command
/etc/init.d/drg restart.

Continue the configuration by referring to 3.7.8, “Testing connectivity and initial backup” on
page 131.

Configuring the DRGC bundle for a high availability FSG cluster

In a clustered high availability FSG configuration, we have one active node that is usually the
main node and one standby node, which is usually the supplementary node. If the active node
is failing due to a hardware defect, the standby node will automatically take over and become
the active FSG node. The application is always reachable through the virtual cluster IP
address. This IP address points to the active FSG node even if it is the main or the
supplementary FSG node.

All client applications must use the virtual cluster IP address to access the FSG.

There is no automatic fallback functionality. If you want to fail back from the supplementary
FSG node to the main FSG node, you have to initiate the fail back manually by stopping and
restarting the FSG software at the active node. This procedure is described in detail in 4.3,
“Starting/Stopping the FSG” on page 151.

Configuration steps 1-6 have to be run at the main node only; as stated before, the DRG
service will automatically replicate the DRGC bundle configuration at the supplementary
node:

1. Connect to the main FSG and log in as the root user.

2. Copy the original cluster bundle configuration file into a temporary directory. At the
command line, enter:

cp /var/local/bundle-import/current/DRGC /tmp/install
3. Edit the file with the command:
vi /tmp/install/DRGC

and customize all settings to your specific environment. Save the file and exit the editor
when done.
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Example 3-18 shows the original contents of the DRGC file.

Example 3-18 Output of the original DRGC file

<?xml version="1.0" encoding="UTF-8"?>

<containerxml version="1"

xmins="http://www.bycast.com/schemas/XML-container-1.0.0">
<container name="DRGC">

<atom name="BVER" type="UI32" value="1"/>

<atom name="BTIM" type="UI64" value="1177545891154500"/>

<container name="TVSM">

<atom
<atom
<atom
<atom
<atom
<atom
<atom

name="SVNM"
name="SVIP"
name="NDNM"
name="SVUS"
name="SVPW"
name="MCLS"
name="SVFS"

</container>
<container name="HTBT">

type="CSTR"
type="1P32"
type="CSTR"
type="CSTR"
type="CSTR"
type="CSTR"
type="CSTR"

value="server a"/>
value="192.168.1.11"/>
value="DRG-NODE" />
value="DRG-NODE" />
value="abcd2357"/>
value="DRG-SYSMC" />
value="/drg-10"/>

<atom name="MNNI" type="UI32" value="2310001"/>

<atom name="SPNI" type="UI32" value="2310002"/>

<atom name="MNGI" type="IP32" value="169.254.1.1"/>
<atom name="SPGI" type="IP32" value="0.0.0.0"/>

<atom name="MNCI" type="IP32" value="192.168.1.120"/>
<atom name="SPCI" type="IP32" value="0.0.0.0"/>

<atom name="VTIP" type="IP32" value="0.0.0.0"/>

<atom name="VINM" type="UI32" value="0"/>

<atom name="PNGT" type="IP32" value="0.0.0.0"/>

<atom name="WNBD" type="FC32" value="DABL"/>

</container>
</container>
</containerxml>

You must change the following attributes in a dual-node FSG configuration:

— SVIP (SSAM Server IP)

— VTIP (Virtual IP Address)

— VINM (Virtual IP Address Netmask, possible values 0-31, value 24 = 255.255.255.0)
— MNCI (Main Node Client IP)

— SPCI (Supplementary Node Client IP)

— PNGT (Pingtest IP)

— MNGI (Main Node Grid IP, value should be 169.254.1.1)

— SPGI (Supplementary Node Grid IP, value should be 169.254.1.2)

All other attributes can keep their default values.

Refer to Table 3-6 on page 126 to see other attributes that can possibly be changed, and
see Example 3-18 for the original contents of the DRGC file.

4. Copy the modified configuration file to the import directory with the command cp
/tmp/install1/DRGC /var/local/bundle-import/import.The DR550 FSG automatically
imports the updated file and moves it to the /var/local/bundle-import/current directory. If
the import of the file was successful, the configuration file will automatically be copied to
the supplementary node. If the file is rejected by the system, the file is moved to the

IBM System Storage DR550 V4.5 Setup and Implementation



/var/local/bundle-import/invalid directory. In this case, you have to recheck your edited
DRGC file.

5. Enter cat /var/local/bundle-import/current/DRGC and verify that this file reflects the
new settings.

6. Reboot the main node by entering the command reboot.

7. Start a reboot of the supplementary node when the reboot of the main node is completed.
Connect to the supplementary node and log in with the root user. Enter reboot at the
command line.

8. Both nodes will join the cluster and start the FSG application. The fist node that comes up
will be the active node and the second will be the standby node. To verify the status of the
FSG cluster, you should log in to the main FSG with the root user and enter the command
crm_mon -i 15. The main and the supplementary nodes should be in an online state and
all services should run at the main FSG node (refer to Example 3-19). Exit the command
with CTRL-C.

Note: Make sure that your SSAM server is running and accessible. The FSG will not be
operational until it can effectively connect to the SSAM server.

Example 3-19 Output of the crm_mon -i 15 command for dual-node FSG configurations

Last updated: Tue May 15 13:47:59 2007

Current DC: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0)
2 Nodes configured.

1 Resources configured.

Node: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0): online
Node: supplementary (430e222e-c5bf-84b8-22e0-5fh725f1753b): online

Resource Group: res_group
drgbase (Bycast::ocf:FSGBase): Started main
ip_resource (heartbeat::ocf:IPaddr2): Started main
pingtest (Bycast::ocf:PingTest): Started main
drgactive  (Bycast::ocf:FSGActive): Started main
Filesharing-NFS (Bycast::ocf:NFSServer): Started main
Filesharing-CIFS (Bycast::ocf:Samba): Started main

Note: If you are just starting the cluster, you must wait long enough (usually more than one
minute) for the final status of the cluster to be displayed.
3.7.8 Testing connectivity and initial backup
We recommend that you do an initial backup of the FSG metadata to the DR550 SSAM. The

goal at this stage is mainly to test the connectivity between FSG and DR550 SSAM to ensure
that the archiving of data works before deploying the system for production.
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Backup for stand-alone FSG node
Follow these steps:

1. Log in to the main FSG node with the drg user and switch the user to root.

2. Atthe command line, enter /usr/local/drg/forcebackup. This command will back up the
metadata for the files at the FSG and the file system structure at the FSG to the DR550
SSAM server storage pool.

3. To check the log file (for the forcebackup command), enter:
cat /var/local/attributes/drg/PBKI.xml

If the value of the field CSTR contains any value other than N/A or 0, then the backup was
successful and the connection between FSG and SSAM is working. (See Example 3-20
for a sample output of a successful forcebackup.)

Backup for high availability FSG configuration
1. Log in to the active FSG node, using the virtual cluster IP address, with:

ssh virt.clusterIP_address

2. Atthe command line, enter /usr/local/drg/forcebackup. This command will back up the
metadata for the files at the FSG and the file system structure at the FSG to the DR550
SSAM server storage pool.

3. To check the log file (for the forcebackup command), enter:
cat /var/local/attributes/drg/PBKI.xml

If the value of the field CSTR contains any value other than N/A or 0, then the backup was
successful and the connection between FSG and SSAM is working. (See Example 3-20
for a sample output of a successful forcebackup.)

Example 3-20 Output of the PBKI.xml file after a successful forcebackup

main:/var/local/bundle-import/invalid # cat /var/local/attributes/drg/PBKI.xml
<?xml version="1.0" encoding="UTF-8"?>
<containerxml version="1"
xmins="http://www.bycast.com/schemas/XML-container-1.0.0">
<container name="PBKI">
<atom name="AVER" type="UI32" value="2"/>
<atom name="AVTP" type="FC32" value="CSTR"/>
<atom name="APER" type="FC32" value="READ"/>
<atom name="ATIM" type="UI64" value="1179265643418089"/>
<container name="AVAL">
<atom name="0x00000000" type="UI32" value="2"/>
<atom name="0x00000001" type="CSTR"
value="594EC50C-FFA5-4A3D-B893-F060F2178B9D" />
</container>
</container>
</containerxml>

The File System Gateway is now configured for operation. The next step is to customize the
retention protection settings (see 6.3, “File System Gateway administration and operations”
on page 238) and to integrate the gateway with the application (see 6.4, “Integrating client
applications with DR550 FSG” on page 245).
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3.8 Changing passwords on base DR550

In this section, we describe how to change the passwords for the DR550 DR1 and DR2.
Although not technically, absolutely required, we strongly recommend that you change the
default passwords that were set at the factory. It is also a good practice to change the
passwords on a regular basis.

Here we discuss changing the passwords for the AIX operating system and Tivoli Storage
Manager users.

AIX passwords

On the AlX operating system, you should change the passwords for all four preconfigured
system accounts (dr550, dr550adm, ibmce, and root). Because of AIX security restrictions
with the DR550 and DR550 Express, the most convenient way to change passwords is to log
in with the user whose password you want to change, and then change the password; root is
allowed to change passwords for other users, but then these users are forced to change their
password again the next time they log in.

Therefore, the procedure for every distinct user account is to use the management console to
access the (first) p5 (on the DR550, press the PrtSc button, select Engine1 on Port 01 from
the panel, and then press Enter):

1. Log in to AIX using the dr550 user with the appropriate password.

2. Change the password of dr550 with the AIX command passwd. Follow the instructions on
the screen.

3. Switch to the root user ID and its environment with the AIX command su - root and enter
root’s password.

4. Change the password of root with the AIX command passwd. Follow the instructions on the
screen.

5. Switch to the dr550adm user ID and its environment with the AIX command su -
dr550adm.

6. Change the password of dr550adm with the AIX command passwd. Follow the instructions
on the screen.

7. Exit the shell back to the root environment with the AIX command exit.
8. Switch to the ibmce user ID and its environment with the AIX command su - ibmce.

9. Change the password of ibmce with the AIX command passwd. Follow the instructions on
the screen.

10.Exit the shell back to the root environment with the AIX command exit.

11.EXxit the shell back to the dr550 environment with the AIX command exit.

12.EXxit the shell back to the AlIX login screen with the AIX command exit.

For the DR550, use the management console to access the second p5 520 and repeat the

above procedure for all four user IDs. Once changed, you should test the new passwords by
logging in again.
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System Storage Archive Manager passwords

The System Storage Archive Manager accounts will be changed within the System Storage
Archive Manager server. Use the System Storage Archive Manager administrative command
line to type a command or use the Administration Center interface to change the passwords.

» For the account admin, you can use the command update admin admin new_password
within an administrative command line. Or, set the new password within the Administration
Center interface by selecting Object view — Administrators — ADMIN — Operations:
Update an Administrator.

» For the account hacmpadm on the DR550, you can use the command update admin
hacmpadm new_password within an administrative command line. Or, set the new password
within the Administration Center interface by selecting Object view — Administrators —
CLIENT — Operations: Update an Administrator.

Once changed, you should test the new passwords. You can test these by logging in the user
to the Tivoli Storage Manager server again.

DR550 Storage Controller (DS4200) Storage Manager password

The DS4000 Storage Manager allows you to set a password to prevent unauthorized users to
perform certain actions. If the password protection is enabled, you have to enter the password
for each Storage Manger session where a configuration change or other maintenance
activities are attempted on the DR550 Storage Controller (DS4200) or the DR550 Expansion
Drawers (EXP420). The monitoring is still possible without entering a password.

The password protection can be enabled and changed in the SMclient.

To set or change the password:

Connect to engine2 through the management console.

Log in to AIX with the dr550 user.

Switch to root authority using the su - command.

Start the graphical desktop with the command startx.

Start the SMclient at the command line with the SMc1ient command.

I N

Go to the menu bar and change the password by selecting Storage Subsystem — Set
Password. (See Figure 3-16 on page 135.)
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Figure 3-16 Change of the SMclient password

3.9 Changing passwords on the FSG

In this section, we describe how to change the passwords in the optional DR550 File System
Gateway. We strongly recommend that you change all the default passwords that were set at
the factory. On the SUSE Linux operating system, you should change all the passwords of the
preconfigured system accounts (root, fsgadm, and drg).

To change the password on the FSG:

1.

Connect to the main FSG and log in with fsgadm, then use the su - command to change
to the root user.

. Change the password of root with the command passwd. Follow the instructions on the

screen.
Switch to the drg user ID and its environment with the command su - drg.

Change the password of drg with the passwd command. Follow the instructions on the
screen.

Exit the shell with the exit command.

6. Switch to the fsgadm user ID and its environment with the command su - fsgadm.

7. Change the password of fsgadm with the passwd command. Follow the instructions on the

8.

screen.

Exit the shell with the exit command.

If you have a dual-node FSG configuration, you should proceed with the change of the
passwords at the supplementary FSG node by following these steps:

1.
2.

Connect to the supplementary FSG and log in with the root user.

Repeat steps 2-5 from the procedure above to change the passwords at the
supplementary FSG node.
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Operating the DR550 and FSG

This chapter provides information about operating the DR550 and FSG components. The
chapter describes:

» The procedure and commands to start and stop the cluster services on the dual-node
DR550 (2233-DR2) and to stop and start the IBM System Storage Archive Manager for all
configurations of DR550 DR1 and DR2 models.

» The procedure and commands to start and stop the File System Gateway, including a
description of the failover and failback procedures.

» A summary of post-installation checkout procedures for the DR550 and the FSG.
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4.1 Starting and stopping HACMP cluster services

This section applies to the DR550 dual-node only.

Before starting or stopping cluster services on the DR550 dual-node configuration, you must
have a thorough understanding of the node interactions and the impact on the system
availability that starting or stopping cluster services causes. This section defines the HACMP
cluster services and briefly describes the process for starting up or shutting down these
services. We also provide a detailed step-by-step procedure. The processes described here
for starting or stopping cluster services use the C-SPOC utility.

This information is reproduced in part from HACMP for AlIX: Administration Guide,
SC23-4862 and HACMP for AlX: Troubleshooting Guide, SC23-5177. You can obtain more
details in those documents. Copies can be found on the Web at:

http://publib.boulder.ibm.com/epubs/pdf/c2348629.pdf
http://publib.boulder.ibm.com/epubs/pdf/c2351773.pdf

Important: The DR550 is not configured for HACMP to be automatically started with the
AlX boot and has to be started manually after AlX is booted. HACMP will, however, be
stopped automatically when AIX is shutting down.

4.1.1 Cluster services

138

The AIX System Resource Controller (SRC) controls the HACMP daemons (except for
cllockd, which is a kernel extension). SRC provides a consistent interface for starting,
stopping, and monitoring processes by grouping sets of related programs into subsystems
and groups. In addition, it provides facilities for logging abnormal terminations of subsystems
or groups and for tracing one or more subsystems.

The HACMP daemons are collected into the SRC subsystems and groups shown in
Table 4-1.

Table 4-1 HACMP daemons

Daemon Subsystem Group Function
/usr/sbin/rsct/bin/topsvcs topsvcs topsvcs Cluster Topology Services
/usr/sbin/rsct/bin/hagsglsmd grpglsm grpsvces Cluster Group Services
/usr/sbin/rsct/bin/haemd_HACMP emsvcs emsvcs Cluster Event Management
/ust/sbin/rsct/bin/haemRM/harmad | emaixos emsvcs Event Management AIX
_HACMP
/usr/sbin/rsct/bin/rmcd ctrmc rsct Resource Monitor & Control
Daemon
/usr/es/sbin/cluster/clstrmgr clstrmgrES cluster Cluster Manager
/ust/es/sbin/cluster/clinfo clinfoES cluster Cluster Information Program
/usr/es/sbin/cluster/clcomd clcomdES clcomdS Cluster Communication
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When using the SRC commands, you can control the clstrmgrES and clinfo daemons by
specifying the SRC cluster group. Notice that if you list the daemons in the AIX System
Resource Controller (SRC), you will see ES appended to their names. The actual executables
do not have the ES appended; the process table shows the executable by path
(/usr/es/sbin/cluster...).

Understanding how to start cluster services

Figure 4-1 shows the main commands and scripts executed on both cluster nodes when
cluster services are started in the cluster using the C-SPOC utility.

Starting cluster services
drs_engine1 drs_engine2
cl_rc.cluster

rc.cluster \li rc.cluster
clstart clstart
startsrc startsrc
L= |
|

Figure 4-1 Flow of commands used at cluster startup by C-SPOC utility

Using the C-SPOC uitility, you can start cluster services on one node or on both nodes in the
cluster by executing the C-SPOC /usr/es/sbin/cluster/sbin/c1_rc.cluster command on a
single cluster node. The C-SPOC c1_rc.cluster command calls the rc.cluster command
to start the cluster services on the nodes specified from the one node. The rc.cluster script
initializes the environment required for HACMP by setting environment variables, and then
calls the /usr/es/sbin/cluster/utilities/clstart script to start the HACMP daemons. The clstart
script is the HACMP script that starts all the cluster services. The clstart script calls the SRC
startsrc command to start the specified subsystem or group.

The nodes are started in sequential order, not in parallel. The output of the command run on
the remote node is returned to the originating node. Because the command is executed
remotely, there can be a delay before the command output is returned.

The HACMP daemons are started in the following order:

1. RSCT daemons (Topology Services, Group Services, and then Event Management)
2. Cluster Manager and Cluster Communication daemon
3. Cluster Information Program daemon (optional)
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Understanding how to stop cluster services

Figure 4-2 provides an illustration of how commands and scripts are executed when cluster
services are stopped on a single node in the cluster using the C-SPOC utility.

Stopping cluster services
drs_engine1 drs_engine2
cl_clstop
clstop \l clstop
stopsrc stopsrc

Figure 4-2 Flow of commands used at cluster shutdown by C-SPOC utility

Using the C-SPOC utility, you can stop cluster services on a single node or on both nodes in
the cluster. The C-SPOC c1_stop command performs some cluster-wide verification and
then calls the clstop script to stop cluster services on the specified nodes. The clstop script
stops an HACMP daemon or daemons. The clstop script stops all the cluster services or
individual cluster services by calling the SRC command stopsrc.

The nodes are stopped in sequential order, not in parallel. The output of the command run on
the remote node is returned to the originating node. Because the command is executed
remotely, there can be a delay before the command output is returned.

You typically stop cluster services:

» Before making any hardware or software changes, or other scheduled node shutdowns or
reboots. Failing to do so might cause unintended cluster events to be triggered on other
nodes.

» Before certain reconfiguration activities. Some changes to the cluster information stored in
the AIX Object Data Manager (ODM) require stopping and restarting the cluster services
on all nodes for the changes to become active. For example, if you want to change the
name of the cluster, the name of a node, or the name of a network interface, you must stop
and restart the cluster.

When the AIX operating system is shut down (with the shutdown command) while HACMP is
up, the processing in /usr/es/sbin/cluster/etc/rc.shutdown performs a forced shutdown. If you
prefer to have the resources taken over prior to issuing the AIX shutdown command, then you
should stop HACMP with a graceful with takeover option. If you do not want to have the
resources taken over, take no special action.

4.1.2 Starting cluster services

The following steps describe the procedure for starting the cluster services on a single cluster
node or both nodes in the cluster by executing the C-SPOC
/usr/es/shin/cluster/sbin/c1_rc.cluster command on one of the cluster nodes.
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Tip: Because the DR550 is running a two-node HACMP cluster, the normal, typical

starting procedure for HACMP in the DR550 always includes starting both of the cluster

nodes. Starting only one of the two cluster nodes is abnormal and atypical. The only time
you need to start one cluster node is for maintenance tasks.

To start the cluster services:

1. Log in to any of the DR550 SSAM Servers, such as drs_engine1. Use the dr550 user and
switch to root. You can switch to root with the AIX command su - root.

2. On the AIX command line, start SMIT by issuing the command smitty c1_admin.

3. Select Manage HACMP Services — Start Cluster Services, and press Enter.

4. Use the default settings (see Figure 4-3) when you want to start only one of the two nodes
(recommended for maintenance tasks only). Press Enter.

Type or select values in entry fields.

* Start now, on system restart or both
Start Cluster Services on these nodes

* Manage Resource Groups
BROADCAST message at startup?
Startup Cluster Information Daemon?
Ignore verification errors?
Automatically correct errors found during
cluster start?

Fl=Help F2=Refresh
F5=Reset F6=Command
F9=Shell F10=Exit

Press Enter AFTER making all desired changes.

Start Cluster Services

[Entry Fields]
now
[drs_enginel]
Automatically
true
true
false
Interactively

+ + + + + + +

F3=Cancel Fa=List
F7=Edit F8=Image
Enter=Do

Figure 4-3 Start Cluster Services on one node

Press F4 in the Start Cluster Services on these nodes field when you want to start the

cluster services on both nodes (recommended). A window (Start Cluster Nodes on these
nodes) opens. Select both nodes with F7. Both nodes are marked in front of their line (see

Figure 4-4). Press Enter.

Start Cluster Services on these nodes
Move cursor to desired item and press F7.
ONE OR MORE items can be selected.

Press Enter AFTER making all selections.

> drs_enginel
> drs_engine2

Fl=Help F2=Refresh
F7=Select F8=Image
Enter=Do /=Find

F3=Cancel
F10=Exit
n=Find Next

Figure 4-4 Start Cluster Services on both nodes
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Back in the Start Cluster Services screen, check that both nodes are shown in the
appropriate line and press Enter.

5. Starting the cluster services might take a few minutes. Do not interrupt this process, and
wait for the 0K message at the end of the process. See Figure 4-5.

COMMAND STATUS
Command: 0K stdout: yes stderr: no
Before command completion, additional instructions may appear below.
Verifying Cluster Configuration Prior to Starting Cluster Services.

There are no active cluster nodes to verify against.
Verifying node(s): drs_enginel drs_engine2 requested to start...........

Successfully verified node(s): drs_enginel drs_engine2

Starting Cluster Services on node: drs_enginel

This may take a few minutes. Please wait...

drs_enginel: start_cluster: Starting HACMP

drs_enginel: replay files found:

drs_enginel: /usr/es/sbin/cluster/etc/vg/TSMApps.replay
drs_enginel: 0513-029 The portmap Subsystem is already active.
drs_enginel: Multiple instances are not supported.
drs_enginel: 0513-029 The inetd Subsystem is already active.

Fl=Help F2=Refresh F3=Cancel F6=Command
F8=Image F9=Shell F10=Exit /=Find
n=Find Next

Figure 4-5 Starting the HACMP Cluster services

6. When command execution completes, and HACMP Cluster Services are started on all the
specified nodes, SMIT displays a command status screen. It should display an 0K
message in the upper-left corner. If not, you have to analyze the given messages in the
same screen, fix the problem, and start the process again. See Figure 4-6 on page 143.

If cluster services fail to start on any cluster node, check the C-SPOC utility log file named
/tmp/cspoc.log for error messages. This file contains the command execution status of the
C-SPOC command executed on each cluster node. /tmp/hacmp.out file should also be
inspected in the event of the stop process failure.
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Command: 0K stdout: yes stderr: no
Before command completion, additional instructions may appear below.

Starting Cluster Services on node: drs_enginel

This may take a few minutes.
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
drs_enginel:
/usr/es/sbin/cluster/etc/rc.cluster

Please wait...
start _cluster: Starting HACMP
replay files found:

/usr/es/sbhin/cluster/etc/vg/TSMApps.replay
0513-029 The portmap Subsystem is already active.
Multiple instances are not supported.
0513-029 The inetd Subsystem is already active.
Multiple instances are not supported.
438290 - 0:00 syslogd
Setting routerevalidate to 1
INFORMATION: must wait at least 2 minutes before cluster restart
Sleeping 1 minutes.
0513-059 The
0513-059 The
0513-059 The
0513-059 The
0513-059 The
0513-059 The
Feb 28 2008 10:56:29 Starting execution of

emsvcs Subsystem has been started. Subsystem PID is 90194.

Fl=Help F2=Refresh F3=Cancel F6=Command
F8=Image F9=Shell F10=Exit /=Find
n=Find Next

topsvcs Subsystem has been started. Subsystem PID is 192678.
grpsvcs Subsystem has been started. Subsystem PID is 618604.

emaixos Subsystem has been started. Subsystem PID is 594128.
gsclvmd Subsystem has been started. Subsystem PID is 278758.
clinfoES Subsystem has been started. Subsystem PID is 540882.

Figure 4-6 Result output from Start the HACMP Cluster Services

7. Select System Management (C-SPOC) — Manage HACMP Services — Show Cluster

Services, and press Enter.
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8. Check the SMIT result screen. It should display an 0K message in the upper-left corner,
three running cluster subsystems, and their AIX process IDs (PID). See Figure 4-7.

COMMAND STATUS
Command: OK stdout: yes stderr: no
Before command completion, additional instructions may appear below.

Status of the RSCT subsystems used by HACMP:

Subsystem Group PID Status
topsvcs topsvcs 192678 active
grpsvcs grpsvcs 618604 active
grpglsm grpsvcs inoperative
emsvces emsvCes 90194 active
emaixos emsvcs 594128 active
ctrmc rsct 172128 active

Status of the HACMP subsystems:

Subsystem Group PID Status
clcomdES cTcomdES 442394 active
clstrmgrES cluster 585914 active

Status of the optional HACMP subsystems:

Subsystem Group PID Status

clinfoES cluster 540882 active

Fl=Help F2=Refresh F3=Cancel F6=Command
F8=Image F9=Shel1l F10=Exit /=Find
n=Find Next

Figure 4-7 Result window: Show Cluster Services

9. Quit the SMIT session. Press F10 or ESC+0.

Tip: The HACMP cluster will automatically start the System Storage Archive Manager
server. Depending on your DR550 configuration, it might take several minutes to start the
System Storage Archive Manager server. Therefore, if a System Storage Archive Manager
login fails directly after HACMP start, try again later.

Reintegrating nodes

A node reintegrating into the cluster is just like a node starting up, except that the Cluster
Manager is already running on the other cluster node. The cluster’s fallback configuration
determines whether the node joining the cluster takes back shared resources the other node
took over during failover. The DR550 configuration is defined as cascading with fallback.
Therefore, the node joining the cluster (the original owner) will take back the shared
resources.

4.1.3 Stopping cluster services
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The following steps describe the procedure for stopping cluster services on a single node or
on both nodes in the cluster by executing the C-SPOC
/usr/es/shin/cluster/shbin/c1_c1stop command on one of the cluster nodes. When
stopping multiple nodes, C-SPOC stops them sequentially, not in parallel. If any node
specified to be stopped is inactive, the shutdown operation aborts.
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Important: When stopping cluster services, minimize activity on the system. If the node
you are stopping is currently providing highly available services, notify users of your
intentions if their applications will be unavailable. Let them know when services will be
restored.

Note: With HACMP V5.4, the Cluster Manager (clstrmgrES) will remain active while
HACMP is stopped.

To stop cluster services:

1. Log in to any of the DR550 SSAM Servers; use the dr550 user and switch to root. You can
switch to root with the AIX command su - root.

2. On the AIX command line, start SMIT by issuing the command smitty clstop.

3. Use the default settings (see Figure 4-8) and change nothing when you want to stop only
one of the two nodes (the one you are logged in to) with a graceful shutdown mode.

Tip: Because the DR550 is operating as a two-node HACMP cluster, stopping only one
of the two cluster nodes is not a usual task. Stopping only one cluster node is needed
for maintenance tasks only. Therefore, the normal stopping procedure for HACMP with
the DR550 always includes stopping both cluster nodes.

Stop Cluster Services

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* Stop now, on system restart or both now +
Stop Cluster Services on these nodes [drs_enginel] +
BROADCAST cluster shutdown? true +

* Select an Action on Resource Groups Bring Resource Groups Offline +

Fl=Help F2=Refresh F3=Cancel F4=List

F5=Reset F6=Command F7=Edit F8=Image

F9=Shell F10=Exit Enter=Do

Figure 4-8 Stop Cluster Services on a single-node
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Press F4 in the Stop Cluster Services on these nodes field when you want to stop the
cluster services on both nodes. A screen (Stop Cluster Nodes on these nodes) opens.
Select both nodes with F7. Both nodes are marked in front of the line. Press Enter. See
Figure 4-9.

Stop Cluster Services on these nodes

Move cursor to desired item and press F7.
ONE OR MORE items can be selected.
Press Enter AFTER making all selections.

> drs_enginel
> drs_engine2

Fl=Help F2=Refresh F3=Cancel
F7=Select F8=Image F10=Exit
Enter=Do /=Find n=Find Next

Figure 4-9 Stop Cluster Services on both nodes

If you want to change the Action on Resource Groups, press F4 in the Select an Action on
Resource Groups line. A screen (Shutdown Mode) opens. Select the shutdown mode, and
press Enter.

Stop Cluster Services

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

* Stop now, on system restart or both now +
Stop Cluster Services on these nodes [drs_enginel,drs_engine2] +
BROADCAST cluster shutdown? true +

* Select an Action on Resource Groups Bring Resource Groups Offline +

Select an Action on Resource Groups
Move cursor to desired item and press Enter.
Bring Resource Groups Offline

Move Resource Groups
Unmanage Resource Groups

Fl=Help F2=Refresh F3=Cancel
Fl=Help F8=Image F10=Exit Enter=Do
F5=Reset /=Find n=Find Next

F9=Shell

Figure 4-10 HACMP Action on resource group

The selected shutdown mode refers to the following types of shutdowns:

— Bring Resource Groups Offline (Graceful): With this option, the local node shuts itself
down gracefully. Remote node(s) interpret this as a graceful shutdown of the cluster
and do not take over the resources. HACMP will stop monitoring the applications on
the selected node(s) and will also release cluster resources (such as applications) from
HACMP control. This means that the application will be offline on that node.
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— Move Resource Groups (Takeover): With this option, the local node shuts itself down
gracefully. Remote node(s) interpret this as a non-graceful shutdown and take over the
resources. The mode is useful for system maintenance. If you select this option,
HACMP will stop monitoring the applications on the selected node(s) and will attempt
to recover the groups and applications to other active nodes in the cluster.

— Unmanaged Resource Groups (Forced): The resources on the local node remain
active on the node. HACMP marks the state of such resource groups as
UNMANAGED. You can use this option to bring down a node while you perform
maintenance or make a change to the cluster configuration such as adding a network
interface. The node’s applications remain available, except for those that access
enhanced concurrent mode volume groups (but without the services of HACMP for AlX
daemons).

Important: It is very important that you only use Unmanaged Resource Groups
(Forced) mode on one cluster node at a time and for as short a time period as
possible. When you need to stop cluster services for an extended period and on
more than one cluster node, you should use one of the other options (either graceful
or graceful with takeover).

4. Back on the Stop Cluster Services screen, check that the node or nodes are shown in the
appropriate line, make sure you specified the correct shutdown mode, and press Enter.

5. The system stops the cluster services (excepted clstmgrES) on the nodes specified. SMIT
displays a command status screen. It should display an 0K message in the upper-left
corner. If not, you have to analyze the given messages in the same screen, fix the
problem, and start the process again.

If the stop operation fails, check the C-SPOC uitility log file named /tmp/cspoc.log for error
messages. This file contains the command execution status of the C-SPOC command
executed on each cluster node. The /tmp/hacmp.out file should also be inspected in the
event of the stop process failure.

6. Quit the SMIT session. Press F10 or ESC+0.

7. Verify on the AIX command line that all the HACMP services are stopped successfully.
Use the command 1ssrc -g cluster. With HACMP V5.4, the Cluster Manager
(clstrmgrES) will remain active while HACMP is stopped; the 1ssrc -g cluster command
should only return the clstmgrES service as running.

AIX shutdown and cluster services

When the AIX operating system is shut down (with the shutdown command) while HACMP is
up, the processing in the /usr/sbin/cluster/etc/rc.shutdown script performs a forced shutdown.
If you prefer to have resources taken over prior to issuing the AIX shutdown command, stop
HACMP with a graceful with takeover option. If you do not want to have resources taken over,
take no special action. Both methods, shutting down AlIX and stopping HACMP, stop the Tivoli
Storage Manager server in the DR550.
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4.2 Starting and stopping IBM System Storage Archive Manager

In this section, we describe how to start and stop the System Storage Archive Manager
server. This is applicable to both the DR550 DR1 and DR2.

4.2.1 Starting the System Storage Archive Manager server

Depending on your configuration, you can start the System Storage Archive Manager server
with the following procedures:

» DR550 DR2 single-node configuration and DR550 DR1:
a. Connect to the DR550 SSAM Server through the management console.

b. Login as the dr550 user and switch to root using the AIX command su - root to switch
the user root.

c. On the AIX command line, start the server with the command
/usr/tivoli/tsm/server/bin/rc.adsmserv &.

d. Verify that the server is running using the AIX command ps -ef | grep dsm.
The output should look like this:

root 520320 593920 0 10:08:58 pts/0 0:00 grep dsm
root 614418 1 0 12:53:01 - 0:30
/usr/tivoli/tsm/server/bin/dsmserv quiet

» DR550 Dual-node configuration:

When HACMP is running on DR550 cluster nodes, the SSAM application is automatically
started and is being monitored continuously by the HACMP application monitor process.
Under normal circumstances, there should be no need to start the SSAM process
manually.

You might still need to start the SSAM process manually in a situation where some
maintenance is required (accepting the date in SSAM, for example), which cannot be done
with SSAM managed by HACMP and running in background mode. Another example of a
situation that might require having the SSAM server started in the foreground is when the
SSAM server is unresponsive even after the process is successfully started by HACMP
(you cannot log in to the server using the ISC or dsmadmc administrative client). In this
case, HACMP has to be shut down first before you can start the SSAM process manually.
See 4.1.3, “Stopping cluster services” on page 144 for more information about how to stop
HACMP services. After HACMP is stopped on both cluster nodes, you can use the
following procedure to start the SSAM server:

a. Connect to the DR550 SSAM Server where the cluster service address is available.
Use the management console to connect.

b. Login as the dr550 user and switch to root using the AIX command su - root to switch
the user.

c. Make sure that HACMP is not running by running smitty hacmp and selecting System
Management (C-SPOC) —» Manage HACMP Services — Show Cluster Services, and
press Enter.

d. Varyon the following volume groups:

varyonvg TSMApps
varyonvg TSMDbLogs
varyonvg TSMDbBkup
varyonvg TSMStg
varyonvg TSMDbLogsMirr
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e. After all volume groups are varied on, mount the file systems:

mount /tsm

mount /tsmDb
mount /tsmLog
mount /tsmdbbkup
mount /tsmDbM
mount /tsmLogM

f. Make a copy of the startserver script:
cp -p /usr/bin/startserver /tmp
g. Edit the startserver script:
vi /tmp/startserver

h. Change the last line of the file from $DSMSERV_DIR/dsmserv quiet &to
$DSMSERV_DIR/dsmserv.

i. Save and exit the startserver script.

j- Start SSAM server in the foreground mode by running /tmp/startserver and wait for
the TSM> prompt to appear.

Note: It might take a few minutes for the SSAM startup process to complete (that is, for the
TSM> prompt to appear). During the startup process, AIX CPU utilization is on average 50%
in “id” (idle) and 50% in “wa” (waiting on disk I/O). The vmstat 1 command can be used to
monitor CPU utilization. An indication that the SSAM startup process is complete is when
the “wa” (waiting on disk I/0O) column is reduced to 0%.

Important: When the SSAM application is started manually on an HACMP cluster with
HACMP cluster services stopped, it will remain unavailable for all external clients. FSG
nodes and all external SSAM clients are configured to use IP addresses associated with
the drs_cluster_svc and drs_cluster_ext_svc labels, respectively. These IP addresses are
only available when HACMP is started and fully operational.

After required SSAM repairs or maintenance tasks have been done, you should stop the
SSAM server by entering the halt command at the TSM> prompt. Please note that if
inadvertently you enter this command at the AIX prompt that the operating system will be
halted immediately.

4.2.2 Stopping the System Storage Archive Manager server

Depending on your configuration, you can stop the System Storage Archive Manager server
with the following procedures:

» DR550 DR2 single-node configuration and DR550 DR1:

To avoid unnecessary interruption of administrative and client node sessions, stop the
server only after the current sessions have completed or have been canceled. To stop the
server, do the following:

a. Connect to the System Storage Archive Manager server through an administrative
command-line client or the Administration Center interface (see 11.4.1, “Using the IBM
SSAM Administration Center” on page 469).
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b. Verify that you can stop the server without impacting running processes and sessions.
To shut down the server without severely impacting administrative and client node
sessions, perform the following steps:

i. Usethedisable session command to prevent new client node sessions from being
started.

ii. Use the query sessions command to identify currently running administrative and
client node sessions.

iii. SSAM clients should be notified about the fact that SSAM server will shut down
(you must do this outside of System Storage Archive Manager).

iv. Use the cancel sessions command to cancel any remaining administrative or client
node sessions.

v. Use the query process command to display active background process information.

vi. Use the cancel process process_number command to cancel any existing
background process.

vii. In the case of tape attachment, use the query mount command to display
information about the status of one or more sequential access volumes that are

mounted.

viii.Use the dismount volume volume_name command to dismount an idle volume by its
volume name. If a drive cannot dismount the volume, manual intervention is
required.

c. Issue the halt command at the TSM> prompt to shut down the server.

The halt command forces an abrupt shutdown, which cancels all administrative and
client node sessions even if they have not completed processing. Any transactions in
progress that are interrupted by the halt command are rolled back when you restart
the server.

* If you issue the halt command from a command line within the Web administrative
client, System Storage Archive Manager will shut down immediately without any
further inquiry. The Web session will freeze, because the connection is shut down.

e If you issue the halt command from a command line within the administrative
command-line client, System Storage Archive Manager will ask “Do you wish to
proceed?”. Type yes or Y to shut down the server.

Important: Use the System Storage Archive Manager halt command only after the
administrative and client node sessions have completed or been canceled. Do not use
the command on an AIX command line.

» DR550 DR2 dual-node configuration:

To avoid unnecessary interruption of administrative and client node sessions, stop the
server only after the current sessions have completed or have been canceled. To stop the
server, do the following:

a. Connect to the System Storage Archive Manager server through an administrative
command-line client or the Administration Center interface (see 11.4.1, “Using the IBM
SSAM Administration Center” on page 469).

b. Verify that you can stop the server without impacting the running processes and
sessions. To shut down the server without severely impacting administrative and client
node sessions, perform the following steps:

i. Usethe disable session command to prevent new client node sessions from being
started.
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ii. Use the query sessions command to identify currently running administrative and
client node sessions.

iii. SSAM clients should be notified about the fact that the SSAM server will shut down
(you must do this outside of System Storage Archive Manager).

iv. Use the cancel sessions command to cancel any remaining administrative or client
node sessions.

v. Use the query process command to display active background process information.

vi. Use the cancel process process_number command to cancel any existing
background process.

If you have tape attachment, use the query mount command to display information
about the status of one or more sequential access volumes that are mounted.

Vii.

viii.Use the dismount volume volume_name command to dismount an idle volume by its
volume name. If a drive cannot dismount the volume, manual intervention is
required.

Important: When HACMP is running on DR550 cluster nodes, the SSAM application is
being continuously monitored by the HACMP application monitor. If an attempt is made
to shut down the SSAM server using the halt command while it is still running under
HACMP control, the application monitor will restart the SSAM server almost
immediately.

c. To stop SSAM, HACMP cluster services have to be stopped. For further information
about how to stop HACMP services, see 4.1.3, “Stopping cluster services” on
page 144.

4.3 Starting/Stopping the FSG

In this section, we describe how to start and stop the FSG.

4.3.1 Clustered FSG configuration

Under normal operations, for a high availability File System Gateway system, the Main
DR550 FSG is in “active” mode while the Supplementary DR550 FSG is in “standby” mode. If
the active gateway fails, the cluster service automatically transitions the Supplementary
DR550 FSG to the “active” state. The Supplementary DR550 FSG immediately takes over
from the failed Main DR550 FSG.

In situations where you need to perform maintenance on the “active” Main DR550 FSG, or if
you need to restore the Main DR550 FSG to the “active” state after required repairs or
maintenance tasks have been done, the following procedures can be used to initiate a
manual failover:

1. Log on to the “active” server as root.
2. Determine the status of the clusters with the following command:
crm_mon -i 15

The -i interval option is the time (in seconds) between status updates. crm_mon defaults
to 15 seconds. This is a continuously running command that updates the output every 15
seconds. The output shows the current state of the cluster. Refer to 4.5, “Check FSG
status” on page 154 for a detailed output from this command.
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Note: If you are just starting the cluster, you must wait long enough (usually more than
one minute) for the final status of the cluster to be displayed.

3. Press Ctrl-C to exit and return to the command line.
4. Stop the “active” DR550 File System Gateway. At the command line, enter:
/etc/init.d/drg stop

The “standby” DR550 File System Gateway transitions to “active” status. Failover is
complete. Client operations that are in progress when the failover occurs are interrupted.
Once the failover is complete, Windows CIFS clients resume normal operation without
remapping their connections. NFS clients, however, must be remounted.

5. Restart the DR550 File System Gateway stopped in step 4. At the command line, enter:
/etc/init.d/drg start
6. Monitor the DR550 File System Gateway with crm_mon. At the command line, enter:

crm_mon -i 15

The output will be similar to the one shown in Figure 4-11 on page 155.

4.4 DR550 check procedures summary

This section outlines the checkout procedure to be performed after a successful installation
and configuration.

4.4.1 Check software levels

152

The actual software levels recommended for DR550 are listed in the section “DR550
Single-Node Components and DR550 Dual-Node Components” in IBM System Storage
DR550 Version 4.5 Problem Determination and Service Guide, GA32-0576. It is imperative to
install the recommended levels only. It is also important to respect the required code levels to
keep the whole software stack consistent and compatible.

Note: The DR550 uses common, off-the-shelf software for most components; updates for
a specific component are in accordance with the standard procedure for that component or
product. For example, to update the System Storage Archive Manager, refer to the official
Tivoli Storage Manager procedure. Read and understand the installation instructions for
the software to be updated. In addition, consider the recommended DR550 code levels
and corequisite levels.

Use the commands listed to check the software levels in AIX. Using these commands
requires a logon to AlX:

» AlX level: oslevel -r and oslevel -s
» System Storage Archive Manager (SSAM) level: 1s1pp -1 | grep tivoli.tsm.server
» HACMP level: 1s1pp -1 | grep cluster

» To check the level of the DS4000 components, start the DS4000 Storage Manager Client
(see “DS4000 Storage Manager for DR550” on page 20), select Manage Devices, and
then select Subsystem — View Profile.
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4.4.2 AIX basic check

The commands listed in Table 4-2 can be used to perform a basic checkout of the DR550 at
the AlX level. Most commands can be executed with dr550 authority.

Table 4-2 AIX commands

Component checked Command

Check if the Tivoli Storage Manager serveris up. | ps -ef | grep dsm

Check if HACMP is started. 1ssrc -g cluster
/usr/es/shin/cluster/clstat -a -o0?

Check the status of the volume groups. 1svg -0, 1svg -p <vg-name>, Isvg -1
<vg-name>

Check the status of file systems. df, mount, 1sfs

Check the status of the disk systems. 1sdev -Cc disk

Check status of the array controllers. fget_config -v1 dar0?

a. These require root authority.

4.4.3 Tivoli Storage Manager basic check

Use the commands listed in Table 4-3.

Table 4-3 Tivoli Storage Manager commands

Component checked Command

Check if the Tivoli Storage Manager serveris up. | ps -ef | grep dsm
Log on to Tivoli Storage Manager Server. dsmadmc

Check DB volumes. q dbvol

Check DB status. q db

Check LOG volumes. g dblog

Check LOG status. q log

Check Storage pools. q stg

Check storage pool volumes. q vol

Check activity log. q actlog

Check tape drives. q drives

Check tape library. q libr

Check paths. q path

Check the number of files stored. q occ <node-name>
Check file space utilization. q filesp <node-name>
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4.4.4 HACMP basic check

This section only applies to dual-node DR550 systems. Table 4-4 details some commands
used to check the HACMP status.

Table 4-4 HACMP check

Component checked Command

AlX error report errpt -a

List file systems df, mount, and 1sfs

HACMP process status 1ssrc -g cluster

HACMP cluster status /usr/es/sbin/cluster/clstat -a -o

To verify the HACMP configuration, run smitty hacmp and select Extended Configuration —
Synchronization and Verification. Note, upon changes of the HACMP resource group, a
synchronization has to be performed as well.

HACMP failover (manual)
For the dual-node system to only check the HACMP operability, perform a HACMP failover.
This requires root authority. Do the following steps:
1. Enter the following command from the AIX command line:
smit hacmp

2. Select System Management — HACMP Resource Group and Application Management —
Move a Resource Group to another Node. Select Resource Group (dr550_rg) and then
select the Target Node to activate. Press Enter twice to start the failover.

3. The failover might take a few minutes. Check the HACMP status periodically with the
command smit hacmp and select Problem Determination — View current State. Repeat
until the cluster state is stable.

4.4.5 Tivoli Storage Manager API checkout

In order to verify the functionality, we recommend you use the Tivoli Storage Manager API

test program. The Tivoli Storage Manager API client includes an API test program. This test
program is located in the directory <tsm-client-path>\api\samprun for Windows and is called
dapismp. This test program allows you to archive, query, and retrieve objects in the DR550.

Refer to 5.3.2, “SSAM/Tivoli Storage Manager API (using the sample application dapismp)”
on page 214 for more details.

4.5 Check FSG status

154

For the high availability configuration, the most commonly used command to find the status of
the nodes in the cluster is the following command:

crm_mon

The output from this command is as shown in Figure 4-11 on page 155 (if the -i option is not
used, a default refresh interval of 15 seconds is used).
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Refresh in 10s...

Last updated: Fri Feb 29 09:53:30 2008

Current DC: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0)
2 Nodes configured.

1 Resources configured.

Node: main (4da2fba3-ea94-5f03-9aaf-d1f14b65b0f0): online
Node: supplementary (430e222e-c5bf-84b8-22e0-5th725f1753b): online

Resource Group: res_group
drgbase (Bycast::ocf:FSGBase): Started main
ip_resource (heartbeat::ocf:IPaddr2): Started main
pingtest (Bycast::ocf:PingTest): Started main
drgactive  (Bycast::ocf:FSGActive): Started main
Filesharing-NFS (Bycast::ocf:NFSServer): Started main
Filesharing-CIFS (Bycast::ocf:Samba) : Started main

Figure 4-11 The crm_mon command output

Note: If you are just starting the cluster, you must wait long enough (usually more than one

minute) for the final status of the cluster, as shown in Figure 4-11, to be displayed.
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IBM System Storage Archive
Manager

Starting with Version 5.2.2, IBM Tivoli Storage Manager has been enhanced to help meet
additional requirements for data retention and data protection (regulatory compliance). The
enhanced product initially referred to as the IBM Tivoli Storage Manager for Data Retention is
now called the IBM System Storage Archive Manager (SSAM).

In this chapter, we describe the architecture and features of the base product (IBM Tivoli
Storage Manager).

This chapter is intended primarily for readers who are new to Tivoli Storage Manager.
However, we also indicate which features of Tivoli Storage Manager, or SSAM in this case,
are relevant to the IBM System Storage DR550.

Furthermore, we describe the installation and configuration of IBM Tivoli Storage Manager
Operational Reporting. This is additional tool can be used to generate IBM SSAM application
reports from a remote service Windows workstation.
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5.1 IBM System Storage Archive Manager overview

IBM System Storage Archive Manager (SSAM) provides a comprehensive solution focused
on the key data protection activities of backup, archive, recovery, space management, and
disaster recovery.

When its data retention and protection features are enabled, the IBM Tivoli Storage Manager
is called the IBM System Storage Archive Manager. The key software component of the IBM
System Storage DR550 Models DR1 and DR2 is the IBM System Storage Archive Manager
V5.5.

The IBM System Storage DR550 is an archive solution focused on providing a data
retention repository for applications that use the Archive Manager Application Program
Interface (API) or the DR550 File System Gateway to archive data to the DR550 System
Storage Archive Manager server.

It is beyond the scope of this book to explain SSAM in detail. This book focuses on the
System Storage Archive Manager fundamentals necessary to understand the IBM System
Storage DR550 solution and explores what customizing has already been done to the System
Storage Archive Manager server provided in the IBM System Storage DR550.

Tip: For a detailed overview of SSAM/Tivoli Storage Manager and its complementary
products, refer to the IBM Tivoli software Information Center at the following location:

http://publib.boulder.ibm.com/infocenter/tivihelp

5.1.1 IBM System Storage Archive Manager architecture overview

SSAM is implemented as a client/server software application. As depicted in Figure 5-1, the
core product is the System Storage Archive Manager server.

Data Management
Policies

Storage pools

Relational Policy
Database Placement

and Recovery - - -

Data Storage
Hierarchy

IBM System Storage Archive
Manager Server

Interfaces:
Command line

GUI
WEB E
Batch
APl
LAN-SAN

Clients
LAN-Free ‘==r| LAN - WAN
SAN

Business Application Servers

Figure 5-1 IBM System Storage Archive Manager architectural overview
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Clients using the Web client as well as applications or the File Systems Gateway using the
API can transfer data to the server through a LAN, WAN, or SAN (see Figure 5-1 on
page 158).

Note: Client applications can only communicate over the LAN or WAN when archiving to a
DR550 System Storage Archive Manager server.

System Storage Archive Manager server

As part of the IBM System Storage Open Software Family, IBM SSAM protects data from
hardware failures, errors, and unforeseen disasters by storing backup and archive copies on
offline and off-site storage. Scaling to protect hundreds to thousands of computers running
more than a dozen operating systems, ranging from mobile computers to mainframes and
connected together through the Internet, WANs, LANs, or SANs, Storage Manager Extended
Edition's centralized Web-based management, intelligent data move and store techniques,
and comprehensive policy-based automation all work together to minimize administration
costs and the impact to both computers and networks.

The SSAM server consists of a runtime environment and a relational database. The
proprietary database with its recovery log stores all information about the running
environment and the managed data. In the case of the IBM System Storage DR550, the IBM
System Storage Archive Manager Server has been preconfigured and enabled for data
retention protection and runs within AIX.

Server storage

A SSAM server can write data to more than 400 types of devices, including hard disk drives,
disk arrays and subsystems, stand-alone tape drives, tape libraries, and other forms of
random and sequential-access storage. The media that the server uses are grouped into
storage pools. The storage devices can be connected directly to the server through SCSI,
through Fibre Channel directly attached, or over a storage area network (SAN). For the
DR550-DR2, the storage pools are implemented through SAN attachment to the DR550
Storage Server (DS4200) and its EXP420 expansion units. For the DR550-DR1, storage
pools are defined on the internal SCSI drives of the DR550 SSAM Server. However, this can
also differ if the option to add disks to the DR550-DR1 is available; in that case, the storage
pools will be defined on the DR550 Storage Server.

Client nodes

A client node, in the context of the IBM System Storage DR550, is an application that
communicates and transfer data objects for archiving to the System Storage Archive Manager
server. A client node is registered in a policy domain on the server.

There are three types of nodes that can now be used with the DR550 SSAM Server:

» |IBM Tivoli Storage Manager API
» IBM Tivoli Storage Manager Backup/Archive Client (Web-based)
» File System Gateway

Application program interface (API)

Tivoli Storage Manager provides a data management application program interface (API) that
can be used to implement application clients to integrate popular business applications, such
as databases or groupware applications. The API also adheres to an open standard and is
published to enable customers and vendors to implement specialized or custom clients for
particular data management needs or nonstandard computing environments. The API
enables an application client to use the Tivoli Storage Manager storage management
functions. The API includes function calls that you can use in an application to perform the
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following operations: start or end a session, assign management classes to objects before
they are stored on a server, archive objects to a server, and signal retention events for
retention such as activate, hold, or release.

Alternatively, some vendor applications exploit the Tivoli Storage Manager data management
API by integrating it into their software product to implement new data management functions
or to provide archival functionality on additional system platforms. Some examples are IBM
DB2 Content Manager, IBM DB2 Content Manager On Demand, IBM CommonStore for
SAP® R/3, Lotus® Domino®, and Microsoft Exchange data archival.

The APl is published to enable customers or vendors to implement their own solutions
following their special needs, including full documentation available on the Internet. For more
information, see IBM Tivoli Storage Manager: Using the Application Programming Interface,
SC32-0147, available at:

http://publib.boulder.ibm.com/infocenter/tivihelp/virl/topic/com.ibm.itsmfdt.doc/b
_api.pdf

Refer to “Testing the new features with dapismp” on page 214 for examples about how to
exercise the API features for archival and data retention.

IBM Tivoli Storage Manager Backup Archive Client

The Backup Archive (BA) Client provides an easy and effective way to archive and retrieve
data from a workstation. The process is easy and menu driven. The BA client can be
accessed either directly as an application installed on the client node or can be accessed
remotely through a Web browser.

Important: With a System Storage Archive Manager server (and consequently with a
DR550), archiving and setting retention attributes on archived data is only feasible through
the Web-based BA client. See “BA client remote access (Web Client)” on page 206.

We discuss the BA Client in more detalil, including examples of how to archive data using the
different methods available. Refer to 5.3.1, “SSAM/Tivoli Storage Manager BA Client V5.5” on
page 204.

DR550 File System Gateway

The DR550 File System Gateway (FSG) hardware and software enable a broad range of
content-management applications to access the DR550 SSAM Server by adding NFS and
CIFS network file access. The gateway takes files that are sent using network file protocols
and associates these files with an IBM System Storage Archive Manager management policy.
This is done by using customer-configurable path and file naming pattern matching rules. The
DR550 FSG sends these files, with their associated policies, to the DR550 SSAM Server
using the SSAM application program interface.

We discuss the DR550 File System Gateway (FSG) in more detail in Chapter 6, “IBM DR550
File System Gateway” on page 229.

Administrative interfaces

To configure and manage your DR550 SSAM server, you need an administrative interface.
Two different interfaces are available: the command-line administrative client and the Web
browser based Administration Center.
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Command-line administrative client (dsmadmc)

The command-line administrative client is preinstalled and preconfigured at your DR550
SSAM Server. You can start it with any user authority. We recommend that you log on to AlX
with the dr550adm user ID, because this user has no remote login restriction:

1. Log on to AIX at IBM System Storage DR550 #1 and issue the command dsmadmc.

2. Enter your DR550 SSAM Server user ID and password. The default administrative user is
admin with the password admin.

3. You will get a shell with the TSM> prompt where you can enter Tivoli Storage
Manager/SSAM commands. (See Example 5-1.)

4. The help command gives you a help for all possible commands and their syntax.

5. To exit the shell, enter the command quit.

Example 5-1 Tivoli Storage Manager/SSAM shell with dsmadmc command

$ dsmadmc

IBM Tivoli Storage Manager

Command Line Administrative Interface - Version 5, Release 5, Level 0.0

(c) Copyright by IBM Corporation and other(s) 1990, 2007. A1l Rights Reserved.

Enter your user id: admin
Enter your password:
Session established with server TSM: AIX-RS/6000

Server Version 5, Release 5, Level 0.0
Server date/time: 02/27/08 11:23:01 Last access: 02/27/08 10:40:41

tsm: TSM>

Administration Center

For the central administration of one or more System Storage Archive Manager instances, as
well as the whole data management environment, SSAM provides a Java-based graphical
administration interface called the Administration Center (it is installed as an Integrated
Solution Console or ISC component). The Administration Center and the ISC are preinstalled
and started automatically at the IBM System Storage DR550. If you want to install the
Administation Center and the ISC on a separate server in your network, you can find the
software on your SSAM / Tivoli Storage Manager server CDs.
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The administrative interface enables administrators to control and monitor server activities,
define management policies for clients, and set up schedules to provide services to clients at
regular intervals (see Figure 5-2).
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Figure 5-2 Administration Center Web interface: Storage devices main window

Work with the Administration Center /ISC
This section gives you a short introduction on how to start and configure the Administration
Center:

1. To connect to the Administration Center Web interface, start a Web browser and start an
http session to the IP address of the node or workstation where the Administration Center
and the ISC are installed, using the port number specified when installing the ISC:

http://ip_of management station:8421/ibm/console

2. Login at ISC with user ID iscadmin. The password for the preinstalled ISC at the IBM
System Storage DR550 is iscadmin. If you have installed the ISC and Administration
Center at a separate server you have configured this password during the installation
process.

3. To configure your DR550 SSAM Server at the Administration Center and select Tivoli
Storage Manager — Server Maintenance — select Action — add Server Connection.
Enter a DR550 SSAM Server adminstration user 1D, usualy admin, the password of the
DR550 SSAM Server user, and the IP address of the DR550 SSAM Server, and click OK.

Alternatively, if you install the ISS extensions for IBM Director (see 9.3.2, “IBM Director ISS
Extensions for DR550” on page 361), you can use the IBM Director Console as a launch point
for the SSAM Administration Center.

Now you can select various functions to administrate your DR550 SSAM Server.

Tip: If you do not want to work with the ISC at the IBM System Storage DR550, you should
disable the startup of the ISC during boot of the AlX to free up the used resources. The
next section will show you the appropriate procedure.

162 IBM System Storage DR550 V4.5 Setup and Implementation


http://ip_of_management_station:8421/ibm/console
http://ip_of_management_station:8421/ibm/console

Disable ISC startup at the IBM System Storage DR550
To disable ISC startup at the IBM System Storage DR550:

1. Log in to AIX with the dr550 user ID at the management console and switch to root
authority by using su -.

2. Enter rmitab iscé6.
3. Reboot the system to activate the change with the shutdown -Fr command.

4. Repeat steps 1-3 for the DR550 SSAM Server # 2 if you have a dual-node IBM System
Storage DR550.

Example 5-2 /etc/inittab (excerpt)

#Begin AC Solution Install block

#Start the Cloudscape database server
$1:23456789:wait:/usr/ibm/common/acsi/bin/acsisrv.sh -start

#End AC Solution Install block

conserver:2:once:/opt/conserver/bin/conserver -d -i -m 64
autosrvr:2:once:/usr/tivoli/tsm/server/bin/rc.adsmserv >/dev/console 2>&1 #Start
the Tivoli Storage Manager server

smmonitor:2:wait:/usr/sbin/SMmonitor start > /dev/console 2>&1 # start SMmonitor
daemon

isc6:23:once:/opt/IBM/ISC601/PortalServer/bin/startISC.sh ISC_Portal
sbchfscheck:2:wait:/usr/sbin/sbchfscheck

Automation

DR550 SSAM Server includes a central scheduler that runs on the DR550 SSAM Server and
provides services for use by the server and clients. You can schedule administrative
commands to tune server operations and to start functions that require significant server or
system resources during times of low usage. You can also schedule a client action, but that
would be unusual for a data retention-enabled client. Each scheduled command
(administrative or client) is called an event. The server tracks and records each scheduled
event in the database.

5.1.2 IBM System Storage Archive Manager basic concepts

DR550 SSAM Server manages client data objects based on information provided in
administrator-defined policies.

Data objects can be subfile components, files, directories, or raw logical volumes that are
archived from client systems; they can be objects, such as tables, logs, or records from
database applications, or simply a block of data that an application system archives to the
server. The DR550 SSAM Server stores these objects on disk volumes and tape media that it
groups into storage pools.

We explain these concepts with regard to the IBM System Storage DR550 and the DR550
System Storage Archive Manager server.

SSAM storage pools and storage hierarchy

SSAM manages data as objects stored in SSAM storage pools (see Figure 5-3 on page 164).
Each object has an associated management policy to which it is “bound.” The policy defines
how long to keep that object and where the object enters the storage hierarchy.
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The physical location of an object within the storage pool hierarchy has no effect on its
retention policies. An object can be migrated or moved to another storage pool within a SSAM
storage hierarchy. This can be useful when freeing up storage space on higher performance
devices, such as disk, or when migrating to new technology. Objects can and should also be
copied to copy storage pools for disaster recovery protection. To store these data objects on
storage devices and to implement storage management functions, SSAM uses logical
definitions to classify the available physical storage resources. Most important is the logical
entity called a storage pool, which describes a storage resource for a single type of media
such as disk volumes, which are files on a file system, or tape volumes, which are cartridges
in a library.

File System Gateway
or Application

Storage Repository

WAN, LAN, SAN Storage Pool Volumes

Data Object

example:
devclass =3592class

devtype=3592

Figure 5-3 IBM System Storage Archive Manager storage hierarchy

Device classes

A storage pool is built up from one or more physical storage pool volumes. For example, the
archivepool on the DR550 SSAM Server consists of several raw logical volumes (see
Figure 5-16 on page 193).

A logical entity called a device class is used to describe how SSAM can access those physical
volumes to place the data objects on them. Each storage pool is bound to a single device
class.

The storage devices used with SSAM vary mainly in their technology and total cost.

To reflect this, you can imagine the storage as a pyramid (or triangle), with high-performance
storage in the top (typically disk), normal performance storage in the middle (typically optical
disk or cheaper disk), and low-performance, but high-capacity, storage at the bottom (typically
tape). Figure 5-3 illustrates this.

Disk storage devices are random access media, making them better candidates for storing
frequently accessed data.
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Tape, however, is a high-capacity sequential access media, which can easily be transported
off-site for disaster recovery purposes. Access time is much slower for tape due to the
amount of time needed to load a tape in a tape drive and locate the data. However, for many
applications, that access time is still acceptable.

Disk storage is referred to as online storage, while tape storage has often been referred to as
off-line and near-line with regard to Hierarchical Storage Management (HSM) in the past.
With SSAM/Tivoli Storage Manager HSM, tape volumes, located in a tape library, are
accessed by the application that is retrieving data from them (near-line) transparently. Tapes
no longer in the library are off-line, requiring manual intervention. The introduction of lower
cost mass storage devices, such as Serial Advanced Technology Attachment (SATA) disk
systems, offers an alternative to tape for near-line storage. Figure 5-4 illustrates the use of a
SATA disk as near-line storage. The IBM System Storage DR550 uses SATA disks.

Server Disk Disk
111

| i |
(I i
D ,

Online Near-line Off-line
Storage  Storage Storage

Figure 5-4 Online, near-line, and off-line storage

Device types
Each device defined to SSAM is associated with one device class. Each device class
specifies a device type.

A device type identifies a device as a member of a group of devices that share similar media
characteristics. For example, the 3592 device type applies to IBM System Storage Enterprise
Tape Drive 3592 or IBM System Storage TS1120.

The device type also specifies management information, such as how the server gains
access to the physical volumes, recording format, estimated capacity, and labeling prefixes.

Device types include DISK, FILE, and a variety of removable media types.

Note that a device class for a tape or optical drive must also specify a library.

Device access strategy

The access strategy of a device is either random or sequential. Primary storage pools can
use random devices (such as disk) or sequential devices (such as tape). Copy storage pools
use sequential access devices. Certain SSAM/Tivoli Storage Manager processes use only
sequential access strategy device types:

» Copy storage pools

SSAM database backups

Export

Import (disabled on DR550 System Storage Archive Manager server)

vYyy

Predefined device classes on the DR550 SSAM Server

To illustrate the application of the concepts we just defined, we show in this section how they
are used for the DR550 System Storage Archive Manager server.
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Device class DISK

Magnetic disk devices are the only random access devices. All disk devices share the same
predefined device class: DISK. The DISK device class supports creating disk storage pool
volumes on file systems using raw logical volumes. The predefined primary storage pool
“archivepool” on the DR550 SSAM Server uses the device class DISK. Each storage pool
volume is a raw logical volume (see Figure 5-5).

Device class DBBKUP

Device type FILE creates files on a file system as sequential access volumes. SSAM
manages these files the same way it manages tape volumes. To the server, these files have
the characteristics of a tape volume. A FILE device class named DBBKUP is predefined on
the DR550 SSAm Server for the purpose of SSAM full database backups. Copy storage pools
can also use the device type FILE because it is a sequential access device.

Device Device Storage Device Format
Class Access Pool Type

Name Strategy Count

DISK Random 1

DBBKUP Sequential 0 FILE DRIVE

Figure 5-5 Predefined device classes on the DR550

Tape devices

System Storage Archive Manager supports a wide variety of enterprise class tape drives and
libraries. The following link connects you to the product support Web site where you will find a
link to the currently supported devices list:

http://www.ibm.com/software/sysmgmt/products/support/IBM TSM Supported Devices for
_ATXHPSUNWIN.htm1l

We recommend that you use tape devices for the purpose of backing up your primary storage
pools to copy storage pools and backing up the database. Tape devices are well-suited for
this, because the media can be transported off-site for disaster recovery purposes. A tape
drive or tape library is not included in the IBM System Storage DR550 Models DR1 and DR2;
however, any system is tape-ready and you can attach tape devices that are supported by
SSAM/Tivoli Storage Manager on the AlX platform and that best suit your data retention
requirements. We recommend that you use the IBM System Storage TS1120 Tape Drive in
combination with rewritable and WORM media or the IBM Ultrium 3 LTO drives in combination
with 3589 rewritable and WORM media. We discuss attaching tape in Chapter 11, “Tape
attachment” on page 447.

SSAM policy concepts

A data storage management environment consists of three basic types of resources: client
systems (for example, applications using the API/BA clients to archive data), policy, and data.

The client systems run the applications that create or collect data to be managed.

The policies are the rules to specify how to manage the archived objects, for example, how
long to retain an archive object in storage, whether chronological or event-based archive
retention is used, in which storage pool to place an object, or, in the case of backup, how
many versions to keep, where they should be stored, and what SSAM does to the archive
object once the data is no longer on the client file system.
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Client systems, or nodes, in SSAM/Tivoli Storage Manager terminology, are grouped together
with other nodes with common storage management requirements into a policy domain. The
policy domain links the nodes to a policy set, which is a collection of storage management

rules for different storage management activities.

Note: The term client node refers to the application sending data to the DR550 SSAM

Server.

A policy set consists of one or more management classes. A management class contains the

rule descriptions called copy groups and links these to the data objects to be managed.

A copy group is the place where all the storage management parameters are defined, such
as the number of stored copies, retention period, and storage media. When the data is linked
to particular rules, it is said to be bound to the management class that contains those rules.

There are two types of copy groups: backup and archive. Another way to look at the
components that make up a policy is to consider them in the hierarchical fashion in which

they are defined, that is, consider the policy domain containing the policy set, the policy set

containing the management classes, and the management classes containing the copy
groups and the storage management parameters (see Figure 5-6).

Clients

Nodes
Policy domain )
4
/4
(Policyset )
-
Management Copy group
e
Management Copy group
Ve
Management Copy.group
e (s ) ij
\
_ [
(N J

Data

Data

Data

Figure 5-6 Policy relationships and resources

We explain the relationships in the following sections, leaving out the backup copy group that
does not apply to the DR550 SSAM Server.

Archive copy group

This group controls the archive processing of files associated with the management class. An
archive copy group determines the following:

» How to handle files that are in use during archive
» Where the server stores archived copies of files
» How long the server keeps archived copies of files
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Management class

The management class associates client files with archive copy groups. A management class
can contain one backup or archive copy group, both a backup and an archive copy group, or
no copy groups. Users can bind (that is, associate) their files to a management class through
the include-exclude list.

Note: With the IBM System Storage DR550, management classes can only contain
archive copy groups, since backups are not possible on a System Storage Archive
Manager server.

Policy set

The policy set specifies the management classes that are available to groups of users. Policy
sets contain one or more management classes. You must identify one management class as
the default management class. Only one policy set, the ACTIVE policy set, controls policies in
a policy domain.

Policy domain

This enables an administrator to group client nodes by the policies that govern their files and
by the administrators who manage their policies. A policy domain contains one or more policy
sets, but only one policy set (named ACTIVE) can be active at a time. The server uses only
the ACTIVE policy set to manage files for client nodes assigned to a policy domain.

You can use policy domains to:
» Group client nodes with similar file management requirements

» Provide different default policies for different groups of clients

» Direct files from different groups of clients to different storage hierarchies based on need
(different file destinations with different storage characteristics)

» Restrict the number of management classes to which clients have access

Figure 5-7 on page 169 summarizes the relationships among the physical device
environment, SSAM storage and policy objects, and clients. The numbers in the following list
correspond to the numbers in the figure.

Note: Figure 5-7 on page 169 shows an outline of the policy structure. We show all the
steps necessary to create a valid policy in this chapter.

These are the steps:

1. When clients are registered, they are associated with a policy domain. Within the policy
domain are the policy set, management class, and copy groups.

2. When a client (application) archives an object, the object is bound to a management class.
A management class and the archive copy group within it specify where files are stored
first (destination), and how they are managed when they are archived.

3. Storage pools are the destinations for all stored data. An archive copy group specifies a
destination storage pool for archived files. Storage pools are mapped to device classes,
which represent devices. The storage pool contains volumes of the type indicated by the
associated device class. For example, the storage pool archivepool on the DR550, which
uses the device class DISK, contains only disk volumes.

Data stored in disk storage pools can be migrated to tape or optical disk storage pools and
can be backed up to copy storage pools.
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Figure 5-7 Example of the policy structure for archive

5.2 IBM System Storage Archive Manager

In this section, we discuss the System Storage Archive Manager (sometimes referred to as
SSAM) features. We concentrate our explanation on additional archive retention features,
such as event-based archive retention, deletion hold, and data retention protection.

IBM System Storage Archive Manager makes the deletion of data before its scheduled
expiration extremely difficult. Short of physical destruction of the storage media or server, or
deliberate corruption of data or deletion of the Archive Manager database, SSAM will not
allow data to be deleted before its scheduled expiration date. Content management and
archive applications can apply business policy management for the ultimate expiration of
archived data at the appropriate time.

SSAM was introduced as a separately licensed product in Version 5.2.2 and was designed to
help meet data retention and disposition compliance regulations and policies. SSAM uses the
IBM Tivoli Storage Manager Extended Edition code.

Archive Manager offers rich functionality and features giving you a powerful and
comprehensive archive retention solution:

» Archive Manager runs on vendor neutral storage technology, giving you the ability to utilize
hundreds of different types of disk, tape, optical, and DVD media on which to retain your
data.

» Hierarchical storage capabilities allow you to create policies so data is stored on the type
of media that best meets data longevity, access speed, and cost needs.

» Migration automates moving data from one type of media to another as media needs
change, and as new types of media become available in the market. This not only helps
ensure data longevity, but also allows data to be stored on the type of media that best
meets its speed of access and cost needs.
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» Archive Manager's expiration policies expire the data when it is no longer needed, thus
freeing up the non-WORM storage media and saving you money.

» Off-site protection of the data is standard in Archive Manager. Off-site copies can be
created onto any of the hundreds of types of media supported, and like the primary copy,
is policy-managed to allow for expiration.

Activation of System Storage Archive Manager (SSAM)

After installation of a new server instance, activate the data protection features by issuing the
administrative command set archiveretentionprotection on. Once activated, you cannot
store data as backup objects or initiate backup sessions using a normal backup-archive
client. SSAM becomes an archive-only retention compliance solution.

The System Storage Archive Manager in the IBM System Storage DR550 is already
activated. In addition, the IBM System Storage DR550 ships from manufacturing with a small
amount of test data in the standard archive copy group. The purpose is to provide protection
from disabling the archive retention protection on the DR550 SSAM Server (this can only be
done on a DR550 SSAM Server that does not contain any data objects).

The following steps can be used to verify that the DR550 System Storage Archive Manager
server is configured correctly.

From the administrative command line client (dsmadmc) or from the Administration Center
interface, enter the following commands to verify the status of data retention protection and
licenses:

1. Type query status.
The second to last output line shows the SSAM/Tivoli Storage Manager server status:
Archive Retention Protection: On

2. Type query license.
You should have the following set:

Is IBM System Storage Archive Manager in use ?: Yes
Is IBM System Storage Archive Manager Ticensed ?: Yes

Tip: Define a test policy domain for test data. We highly recommend that you define a
test policy domain and policy set for any pre-production testing. Remember, all of the
test data that you archive to a DR550 SSAM server cannot be prematurely deleted. For
chronological archive retention, use realistic retention periods for test data, such as
RETVER=n days. For event-based archive retention, remember that for each and every
object you archive, there must also be a retention event signaled to activate the
retention period (RETVER=n days). Without it, the data remains in SSAM storage
forever. The RETMIN parameter should also be set to something realistic for test
purposes (RETMIN=n days). We discuss the different archive retention methods in
5.2.1, “Archive copy group retention parameters” on page 170.

5.2.1 Archive copy group retention parameters

170

In order to use the archive function of SSAM, you must define valid policies that include
defining a policy domain, policy set, management class or classes, and an archive copy
group, as well as setting archive retention parameters in the archive copy group and
associating your application clients with the SSAM policies.
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The archive copy group parameters that govern retention are RETVER, RETINIT, and
RETMIN. The RETINIT and RETMIN parameters were introduced in ISSAM/Tivoli Storage
Manager V 5.2.2 to make it possible for applications using the API or the BA Client 5.3.2 to
further control the retention period (RETVER) for archive objects. Chronological archive
retention has always been possible with SSAM and was controlled solely by the RETVER
parameter. With SSAM/Tivoli Storage Manager V5.2.2, event-based archive retention and two
new archive copy group parameters have been introduced.

Two methods of archive retention

There are two methods of archive retention, which are defined by the parameters of the
archive copy group:

» Chronological archive retention
» Event-based archive retention

We now look at the parameters of the archive copy group and their possible values for the two
archive retention methods.

The existing archive retention parameter

The existing archive retention parameter is RETVER (retain version). Possible values are
RETVER=0 to 30,000 days or NOLIMIT.

Important: Selecting the NOLIMIT value on DR550 System Storage Archive Manager
server, as is the case on a IBM System Storage DR550, means that you will never be able
to delete the data.

The retain version parameter (RETVER) within the archive copy group specifies the number
of days to retain each archive object. Possible values are 0 to 30,000 days or NOLIMIT, which
means that an archive copy is maintained indefinitely.

New archive retention parameters
The two new archive retention parameters are:

» RETINIT (retention initiation)
The possible values are RETINIT=creation or event.

The retention initiation (RETINIT) parameter specifies when the time specified by the
retain version (RETVER=n days) attribute is initiated. The possible values for this
parameter are creation or event. The default value is creation. In the following list, we
explain both values:

— RETINIT=creation (chronological archive retention)

By setting this parameter to creation (RETINIT=creation) in the archive copy group, you
specify that the retention time specified by the RETVER attribute (RETVER=n days) is
initiated right at the time an archive copy is stored on the server. This is referred to as
chronological archive retention.

— RETINIT=event (event-based archive retention)

By setting this parameter to event (RETINIT=event) in the archive copy group, you
specify that the retention time (RETVER=n days) for the archived data is initiated by an
application that used API function calls or the Web Client. If the application never
initiates the retention, the data is retained indefinitely. This method of archive retention
is referred to as event-based archive retention.
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Possible events to signal through the API or the BA Web Client to the DR550 System
Storage Archive Manager (SSAM) server are:

— Activate: Activates the countdown of the RETVER value for the given event-based
object.

— Hold: Prevents the DR550 SSAM server from deleting the object, even if the RETVER
period has ended. Signaling a “hold” does not extend the retention period, but a hold
object will only expire after a release event is sent.

— Release: Removes the hold status of an object. The DR550 SSAM server will then
treat the object again according to the RETVER and RETMIN values.

» RETMIN (retain minimum)
Possible values are RETMIN=0 to 30,000 days.

The retain minimum (RETMIN) parameter applies only to event-based archive retention
policy and specifies the minimum number of days to retain an archive object regardless of
the value of RETVER. The default value is 365. Possible values are 0 to 30,000 days.

We provide the following examples to give you insight into archive copy groups and defining
policy.

Defining and updating an archive copy group

Before you can define a copy group, you must first define a policy domain, a policy set, a
management class, and finally, a storage pool as the destination for the archived data.

The following administrative command lines are examples of defining an archive copy group
and are based on having a policy domain named testdom, a policy set named testset, two
management classes, one named testclass_chrono, which is the assigned default
management class, and the other named testclass_even.

The management class testclass_chrono is set up as a chronological class with a retention
period of one year. The management class testclass_event is set up as an event-based class
with a minimum retention period of seven years and an activate-event with a retention period
of two years. In addition, we have a storage pool named archivepool. The copy groups
themselves can only be named standard in SSAM. To define and update an archive copy

group:
» Define an archive copy group for chronological archive retention:

define copygroup testdom testset testclass_chrono standard type=archive
retver=365 retinit=creation destination=archivepool

The policy set must now be validated and activated before these policy changes go into
effect:

validate policyset testdom testset
activate policyset testdom testset

» Define an archive copy group for event-based archive retention:

define copygroup testdom testset testclass_event standard type=archive
retver=730 retinit=event retmin=2555 destination=archivepool

The policy set must now be validated and activated before these policy changes go into
effect:

validate policyset testdom testset
activate policyset testdom testset
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5.2.2 Chronological archive retention

Figure 5-8 shows a simplified view of a chronological retention policy. With RETINIT=creation
and RETVER=365 days, a file that is archived on day 0 is retained for 365 days and becomes
eligible for expiration. In this case, after 365 days from the time the data was created, all
references to that data are deleted from the database, making the data irretrievable from
SSAM storage volumes. This kind of archive retention is called chronological retention. By
default, the RETINIT value is set to creation.

Note: Choose chronological archive retention when the application that is doing the
archiving is not able to send retention events such as activate, hold, and release.
Chronological archive retention is also intended for use when you are archiving to a regular
Tivoli Storage Manager server (not enabled for data retention protection) through the
normal backup/archive client.

Chronological Retention Pelicy

Automated
Expiration
Data deleted in
— RETWER=36f ——— —— Tivali Storage Manager
—
DayD retinit =creation retver = 365 365 days
Diata stored

in Tivali Storage Manadger

Figure 5-8 Chronological retention policy

Archive copy groups using the chronological retention policy satisfy many archive retention
requirements.

5.2.3 Event-based retention policy

In certain situations, data retention periods cannot be easily defined, or they depend on
events taking place long after the data is archived. Event-based archive retention is designed
to meet these requirements. Event-based retention policy is designed for applications that
use the API function calls to trigger events also known as retention events. You can also use
the Web-based BA client (Version 5.3.2 or higher) to archive client objects (data) using
event-based policies and trigger retention events against those objects.

Figure 5-9 on page 174 shows a time line depicting an event-based policy. In this example, an
application using the API archives data using the retention values shown. The archived data
is retained for a minimum of 2,555 days (RETMIN=2555). If the retention time (RETVER) is
activated through an API retention event, SSAM assigns an expiration date for this object.
The expiration date that SSAM assigns is whichever comes later, either:

» The date the object was archived, plus the number of days specified in the RETMIN
parameter.

» The date the event was signaled, plus the number of days specified in the RETVER
parameter.
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After reaching this expiration date, the data is eligible for expiration. When the time for
expiration occurs, all references to that data are deleted from the SSAM database, making
the data irretrievable from SSAM storage volumes. This kind of archive retention is referred to
as event-based retention. In 5.2.13, “IBM System Storage Archive Manager policy examples”
on page 201, we show examples of defining policies that use event-based retention.

Note: Use event-based archive retention if the archive application you are using (such as
DB2 Content Manager together with Record Manager) uses the API function calls to
activate the retention period of the archived data objects.

Event-Based Retention Policy |

APl ‘Event’
issued

)

RETMIN =2555

Day 0 Automated
Data stared Expiration

in Tivali Storage Manager  retinit = event retver = 730 retmin = 25255 Data deleted in
Tivali Starage Manager

RETVER =730 - .

Figure 5-9 Event-based retention policy

Table 5-1 shows the information gathered from two archive queries that run after archiving a
file, one using creation-based archive policy and one using event-based archive policy.

Note: When an object is archived using event-based retention, SSAM manages that object
as though the RETVER parameter were set to NOLIMIT until an event initiates the retention
period (see Table 5-1).

Table 5-1 Status of files archived with creation-based and event-based retention

Object attributes in RETINIT=CREATION RETINIT=EVENT
SSAM/Tivoli Storage

Manager database

Insert date

2006/2/28 12:16:30

2006/2/29 1:23:56

Expiration date

2016/3/9 12:16:30

65535/0/0 0:0:0 (= no limit)

Mgmt class CREATION EVENT
Retention initiated STARTED PENDING
Object Held FALSE FALSE

Notice that the status of the Retention-Initiated attribute is STARTED for the management
class CREATION, and PENDING for the management class EVENT. Also, compare the

expiration dates.
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5.2.4 Deletion hold and release

Some regulations require that the data is retained longer than the minimum retention period
in certain cases. This might be due to any litigation, a legally-required or a company-required
audit, or a criminal investigation requiring the data as evidence. The API (and Web-based BA
Client 5.3.2) supports new function calls used to place a deletion hold on an archive object.
These functions are also called refention events. A deletion hold can be applied at any point in
time during the retention period for an archive object. The object will then be retained until a
deletion release is applied. If a deletion release is not applied, the object is retained
indefinitely. Although deletion hold and release are events, they can be applied to objects
archived not only using the event-based policies, but also the chronological, creation-based
policies.

Figure 5-10 shows a time line depicting deletion hold and release. In “Sending retention
events using dapismp” on page 221, we demonstrate setting deletion activate, hold, and
release on archived objects.

Deletion Hold and Release

- w w
¢ API'Release™
~ _ Issued _ ~

Mew! frohive AP T
[+— RETVER _"l function —\I

L
Day 0 (7 APIHo Automated
Diata stored ~ _ jssued -~ xpiration
in Tivoli Storage Manager  New! Archive AF| Data deleted in
e tion Tivali Storage Manager

Figure 5-10 Deletion hold and release

5.2.5 IBM System Storage Archive Manager prerequisites
System Storage Archive Manager has the following key prerequisites and general
requirements:

» A newly installed Tivoli Storage Manager Version 5.2.2 (or later) server, that has the data
retention option (set archiveretentionprotection on) turned on during server setup, prior to
storing any data.

» License package consisting of the Tivoli Storage Manager Extended Edition license.
» Already defined valid SSAM policies.

» Tivoli Storage Manager BA Client (Web-based) or API on the client node is enabled for
communication with a SSAM server by specifying the following option in the client system
options file (dsm.opt in Windows or dsm.sys in UNIX):

enablearchiveretentionprotection yes
» Adequate storage device is attached to the DR550 SSAM Server.

Available features and restrictions
A DR550 SSAM server is much like any other Tivoli Storage Manager server. All features to
administer the server and manage data objects and the storage repository are still available.

All devices that are supported with Tivoli Storage Manager server are available for a DR550
SSAM Server.
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The available features of System Storage Archive Manager are:

vVVyVYyVYVYVYYVvYYyY

Access control

Data retention protection

Creation-based retention

Event-based retention

Deletion hold and release

Data encryption (available in Version 5.3 and later)

Data shredding (available in Version 5.4 and later)

Tape Drive encryption (available in Version 5.4 and later)

Table 5-2 summarizes the differences between System Storage Archive Manager and Tivoli
Storage Manager Extended Edition.

Table 5-2 Tivoli Storage Manager Extended Edition and SSAM

Function IBM Tivoli Storage Manager IBM System Storage Archive Manager
Extended Edition
Install IBM Tivoli Storage Manager IBM Tivoli Storage Manager Extended
Extended Edition CD Edition CD and set
archiveretentionprotection (preconfigured
on DR550)
Devices supported More than 400 More than 400
Server-to-server backup Yes No
Library sharing Yes Yes
Client data Backup, archive, HSM Archive
API data Backup, archive Archive
Import data Yes No
Export data Yes Yes
Delete data, node, file space Yes No
Lower archive retention criterion Yes No
Archive hold/release No Yes
Chronological archive Yes Yes
Event-based archive No Yes

System Storage Archive Manager safety features
To ensure that objects stored under data retention policies remain compliant to those policies,
there are some restrictions with the use of SSAM features.

The following restrictions apply:

>

>

>

>

A registered node cannot be reassigned to a different policy domain.
You cannot define a device class with device type SERVER.
You cannot import data to an SSAM server.

You cannot activate a policy set that contains weaker retention parameters than the ones
in place in the active policy set.

You cannot remove data retention protection on an DR550 SSAM server before the
retention requirements for all data have been satisfied and all data has expired.
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5.2.6 Data retention protection

Data retention protection ensures that archive objects will not be deleted from the DR550
SSAM server until the policy-based retention requirements for that object have been satisfied.
After an archive object is stored on a DR550 SSAM server, retention protection cannot be
removed.

Retention protection is based on the retention criterion for each object, which is determined
by the RETVER and RETMIN parameters of the archive copy group of the management class
to which the object is bound. If an object uses event-based retention (RETINIT=EVENT), the
object will not expire until whatever comes later: either the date the object was archived plus
the number of days in the RETMIN parameter, or the date the event was signaled plus the
number of days specified in the RETVER parameter. When using the chronological retention
(RETINIT=CREATION), the archive object will expire after the time that is set with the
RETVER parameter has elapsed.

Note: You always need an event to start the expiration period for event-based retention!

Table 5-3 shows the relationship between the different parameters and their use within certain
retention policies.

Table 5-3 Archive copy group parameters

Archive copy group Chronological retention Event-based retention
parameters

RETINIT RETINIT=CREATION RETINIT=EVENT.

Defines when to initiate the The expiration date is based on | The expiration date is based on
retention period defined in the the date the object was the date of the retention
RETVER attribute. archived plus RETVER. initiation event plus RETVER.
RETVER RETVER=0 to 30,000 days or RETVER=0 to 30,000 days.

Number of days to retain the NOLIMIT.
archive object after retention is

initiated.

RETMIN Not applicable. RETMIN=days.

Minimum number of days to Based on date object was
retain archive object. archived.

What is the earliest date when (date object was archived) + (date retention was initiated
the object could become RETVER. through Event) + RETVER or
eligible for expiration after (date object archived) +
retention has been initiated? RETMIN, whichever is longer.

Deletion protection

The following operations cannot delete archived data on a DR550 System Storage Archive
Manager server:

» Requests from the application client to delete an archive object prematurely
» DELETE FILESPACE (from either a client or administrative command)

» DELETE VOLUME DISCARDDATA=YES

» AUDIT VOLUME FIX=YES
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5.2.7 Expiration processing
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The expiration processing deletes expired client files from storage pools. Expiration
processing also removes from the database any restartable restore sessions that exceed the
time limit for saving such sessions. You can run expiration processing either automatically or
by command. You should ensure that expiration processing runs periodically to allow the
server to reuse storage pool space that is occupied by expired client files.

Note: An archive file is not eligible for expiration if there is a deletion hold on it. If a file is
not held, it will be handled according to the existing expiration processing.

Running expiration processing automatically

You control automatic expiration processing by using the expiration interval option
(EXPINTERVAL) in the server options file (dsmserv.opt). You can set the options by editing
the dsmserv.opt file. If you use the server options file to control automatic expiration, the
server runs expiration processing each time you start the server. After that, the server runs
expiration processing at the interval you specified with the option, measured from the start
time of the server.

Setup the automatic expiration processing

Follow these steps:

1. Edit the server options file with the AIX command:
vi /usr/tivoli/tsm/server/bin/dsmserv.opt

2. Go to the line EXPInterval 24. You can find this line by pressing ESC and entering
/EXPInterval. Then press N until the cursor is at the line * EXPInterval 24. Remove the *
at the beginning of the line and save the file. The SSAM server will now run the expiration
process every 24 hours.

3. Restart the DR550 SSAM server by entering stopserver at the AIX command line. This
will stop the DR550 SSAM server. Then start the DR550 SSAM server with the
startserver command.

Example 5-3 The dsmserv.opt file (excerpt)

* EXPINTERVAL

* hkkhkkhhhhhkhhkhhhkkhhkhhhhdhhhkrhdhhhhhdhhhrhdhhhhhdhrdrhhrkhk *kkkkkkkk kK *k*

*  EXPInterval

* Specifies the number of hours between automatic inventory expiration
*  runs.

* Syntax

Eo o +
* | EXPInterval | value |

* Fomm e B ettt +
*  Parameters

Y value Specifies the number of hours between automatic
* inventory expiration runs. The minimum value

* is 0, where automatic expiration will not

* execute and must be started with the

* EXPIRE INVENTORY command. The maximum value

* is 336 (14 days). !

* Examples

*

EXPInterval 24
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Using commands and scheduling to control expiration processing

You can manually start expiration processing by issuing the expire inventory command.
Expiration processing then deletes expired files from the database.

You can schedule this command by using the DEFINE SCHEDULE command. If you
schedule the EXPIRE INVENTORY command, set the expiration interval to 0 (zero) in the
server options so that the server does not run expiration processing when you start the
server.

See the Tivoli Information Center for more information about scheduling commands:

http://publib.boulder.ibm.com/infocenter/tivihelp/vlrl/index.jsp?toc=/com.ibm.itsm
fdt.doc/toc.xml

Start manual expiration processing
Follow these steps:

1. At the SSAM admin client, enter the command expire inventory.
2. You can check the status of the expiration process with the query process command.

5.2.8 Encryption

In order to make the archived data more secure, the SSAM/Tivoli Storage Manager client
implements an encryption function, which allows you to encrypt data before it is sent to the
DR550 System Storage Archive Manager server. This helps secure archived-data during
transmission, and it means that the data stored on the DR550 SSAM server is encrypted and
thus is unreadable even by the administrator.

The encryption processing is the last task performed on the client system before the data is
sent to the server; other client operations such as compression happen before encryption is
done.

API encryption

You can use either a 56-bit DES or 128 AES (Advanced Encryption Standard); the 128 AES
was introduced in SSAM/Tivoli Storage Manager V5.3. The default, 56-bit DES, can be
overridden by setting the parameter ENCRYPTIONTYPE AES128 in the dsm.opt (Windows)
or dsm.sys (UNIX).

The encryption function enables you to choose which files are subject to encryption using an
include/exclude list. Set the include.encrypt parameter in the option file (dsm.opt or dsm.sys)
for the objects to encrypt (the default is NO encryption) and the exclude.encrypt for the
objects that you do not want to encrypt.

For example, to encrypt all data, set:

include.encrypt /.../* (AIX)

and

include.encrypt *\...\* (Windows)

To encrypt the object /FS1/DB2/FULL, set:
include.encrypt /FS1/DB2/FULL
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For client applications using the API, there are two methods to handle encryption:

» Application-managed encryption
» Transparent encryption

The two methods are exclusive. In other words, only one method should be chosen for any
given application client node. For both methods, an encryption password is used to generate
the real encryption key. The encryption password can be up to 63 characters in length, but the
key generated from it is always 8 bytes for 56 DES and 16 bytes for 128 AES.

Application-managed encryption means that the client application (your document
management system in the case of a IBM System Storage DR550) is responsible for
managing the keys (actually encryption passwords used by SSAM to generate the encryption
keys). In addition, the client application code might have to be changed to communicate the
password to the APl on each archive or retrieve operation.

On the other hand, transparent encryption provides encryption of application data without
requiring any changes to the client application and delegates all key management operations
(generation, storage, and retrieval) to the DR550 SSAM server.

For those reasons, we recommend using transparent encryption. This method requires a
Version 5.3 Tivoli Storage Manager server (or System Storage Archive Manager V5.3 server
in the case of the DR550) and can only be used through the API.

Transparent encryption

This is the simplest and safest method to implement data encryption. One random encryption
key is generated per session (every time a client initiates a session with the DR550 SSAM
Server for archiving). The key is generated with a random number generator on the client
side.

For each archived object, the generated encryption key is sent to and stored in the DR550
SSAM server database. However, before it is sent to the DR550 SSAM server along with the
encrypted archived object, the key is encrypted using DES 56 encryption. Once the server
receives the structure containing the encrypted encryption key, it decrypts the key,
re-encrypts the key using a specific server-based encryption mechanism, and stores it in the
database along with the corresponding object_ID.

Important: If the encryption key is not available, data cannot be retrieved under any
circumstances. Be sure that you back up your server database frequently to prevent data
loss.

During a retrieval, the server uses the server-based mechanism to decrypt the key,
re-encrypts, and sends the re-encrypted key to the client along with the encrypted object. In
turn, the client (API) extracts the key and decrypts it. Finally, the decrypted key is used to
decrypt the data.

To enable transparent encryption, specify - ENABLECLIENTENCRYPTKEY YES in the
system option file dsm.opt (Windows) or dsm.sys (AlX).

5.2.9 Tape drive encryption

This is a new function available with SSAM Version 5.4 and the appropriate tape drive
devices. In this section, we explain the different tape drive encryption methods and we
describe the setup of the application based tape encryption for the IBM System Storage
DR550.
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Overview

It is often critical to secure client data, especially when that data might be of a sensitive
nature. To ensure that data for offsite volumes is protected, IBM Tape encryption technology
is available. This technology utilizes a stronger level of encryption by requiring 256-bit
Advanced Encryption Standard (AES) encryption keys. Keys are passed to the drive by a key
manager in order to encrypt and decrypt data.

Tape drive encryption methods
IBM tape drives supports three methods of drive encryption.

Application managed encryption

Encryption keys are managed by the application, in this case, the SSAM. SSAM generates
and stores the keys in the server database. Data is encrypted during WRITE operations when
the encryption key is passed from the server to the drive. Data is decrypted on READ
operations. The application encryption method is only supported for storage pool volumes. To
use application encryption, set the DRIVEENCRYPTION parameter to ON in the associated
DEVCLASS.

Library managed encryption

Encryption keys are managed by the tape library. Keys are stored in an encryption key
manager and provided to the drive transparent to SSAM. If the hardware is set up to use
library encryption, SSAM can allow this method to be utilized by setting the
DRIVEENCRYPTION parameter to ALLOW in the associated DEVCLASS.

System managed encryption

System encryption is currently available on AIX and MVS™. Encryption keys are managed by
the device driver or operating system and stored in an encryption key manager. They are
provided to the drive transparent to SSAM. If the hardware is set up to use system encryption,
SSAM can allow this method to be utilized by setting the DRIVEENCRYPTION parameter to
ALLOW.

Note: Hardware based tape encryption will only encrypt data written to the tape. No
encryption will be done for data stored on disk.

In this book, we only discuss application managed encryption. Additional information about
key management and how to initiate tape encryption is available at:

http://publib.boulder.ibm.com/infocenter/tivihelp/vlrl/index.jsp?toc=/com.ibm.itst
orage.doc/toc.xml

Hardware requirements for drive encryption

At the time of the writing of this book, there were two different IBM tape drives supporting
drive encryption:

» IBM TS1120 Enterprise Tape Drives, which are encryption capable (Type: 3592-E05).
Application managed tape encryption using the IBM TS1120 Tape Drives is supported in
the following libraries:

— IBM System Storage TS3400 Tape Library
— IBM System Storage TS3500 Tape Library
— IBM TotalStorage 3494 Tape Library
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Note: Only TS1120 with the ENC sticker at the rear side of the drive is encryption capable.
Earlier TS1120 might have no encryption support. If you do not know how to determine the
encryption capability of your tape drive, call IBM support.

» IBM TS1040 LTO4 Tape Drive (Type: 3588-F4A). Application managed tape encryption
using IBM TS1040 Tape Drives is supported in the following IBM libraries:

— IBM System Storage TS3100 Tape Library
— IBM System Storage TS3200 Tape Library
— IBM System Storage TS3310 Tape Library
— IBM System Storage TS3500 Tape Library

Note: You might need to update the IBM tape device driver and the SSAM server version
to have the full LTO4 encryption support in the DR550. Refer to the Tivoli support Web site
for more information.

The Tivoli support web site is located at:

http://www.ibm.com/software/sysmgmt/products/support/IBM TSM Supported Devices_ for
_AIXHPSUNWIN.htm1

Setup of encryption method at the tape drive

Before you can use the drive encryption in SSAM, you must set up the encryption method at
the tape drive or at the tape library that contains the tape drive. The configured encryption
method in the drive or library must match your operating system or application settings. The
setup depends on the library type that you are using:

» TS3500 Tape Library

For all tape drives that are installed within a TS3500 or 3584 library, you can set up the
encryption method through the library Web interface (select Manage Library — By
Logical — Select Library — choose — Modify Encryption Method — GO). Refer to the
TS3500 Users Guide for more information:

http://www-1.ibm.com/support/docview.wss?rs=1159&context=STCMML8&dc=DA4008&uid=s
$g1S7000149&Toc=en_US&cs=utf-8&lang=en

» 3494 Tape Library

For all TS1120 tape drives that are installed in a 3494 library, you have to change the
encryption method at the operator panel of the tape drive. Contact your IBM Hardware
Support or refer to the TS1120 Maintenance Information (section Drive Encryption)
documentation, which comes with your machine, for more information.

Setup of drive encryption in SSAM

SSAM can manage the encryption keys associated with hardware based encryption in the
IBM TS1120 tape drives. Because the encryption keys are stored within the SSAM database,
you cannot read the content of an encrypted tape with a tape drive that is not assigned to that
SSAM server. You should not use drive encryption for SSAM database backups to tape!
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The drive encryption will be turned on or off in the device class definition of the tape drives
with the driveencryption option. Three options are available: ALLOW (the default), ON, or
OFF:

» ON: Specifies that SSAM is the key manager for drive encryption and will permit drive
encryption for empty volumes only if the application method is enabled. If you specify ON
and you enable either the library or system method of encryption, drive encryption will not
be permitted and backup operations will fail.

» ALLOW: Specifies that SSAM does not manage the keys for drive encryption. However,
drive encryption for empty volumes is permitted if either the library or system method of
encryption is enabled.

» OFF: Specifies that drive encryption will not be permitted. If you enable either the library or
system method of encryption, backups will fail. If you enable the application method,
SSAM will disable encryption, and backups will be attempted.

The following simplified example shows the steps you would take to permit the encryption of
data for empty volumes in a storage pool:
1. Log in at the active DR550 SSAM server to AlX with the dr550adm user ID.

2. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the SSAM user ID admin.

3. Define a library with the SSAM command:
define Tibrary library name 1ibtype=SCSI
Example:
define library 3584 Tibtype=SCSI
4. Define a device class with the SSAM command:
define devclass device class _name library=library name driveencryption=on
Example:
define devclass 3592 _encrypt Tibrary=3584 driveencryption=on
5. Define a storage pool with the SSAM command:
define stgpool pool_name device_class_name maxscratch=maximum_scratch_tapes
Example:

define stgpool 3592 encrypt pool 3592_encrypt maxscratch=10

5.2.10 Data shredding

Data shredding was introduced with SSAM Version 5.4. In this section, we describe the two
different shredding methods and their setup.

After client data has expired, it might still be possible to recover it. For sensitive data, this
condition is a potential security exposure. The destruction of deleted data, also known as
shredding, lets you store sensitive data so that it is overwritten one or more times after it has
expired. This process increases the difficulty of discovering and reconstructing the data later.
System Storage Archive Manager performs shredding only on data in random access disk
storage pools. Shredding occurs only after a data deletion commits, but it is not necessarily
completed immediately after the deletion (this is controlled by the parameters automatic or
manual). The space occupied by the data to be shredded remains occupied while the
shredding takes place and is not available as free space for new data until the shredding is
complete.
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Important: The default shred value for the predefined ARCHIVEPOOL storage pool is 3. If
you do not want to shred your data, you have to disable data shredding, otherwise the
SSAM server cannot reclaim the disk space from expired or moved objects until a manual
shredding is started. The procedure for disabling data shredding is described in “Disable
data shredding” on page 188.

There are two different shredding methods available: automatic and manual.

Tip: If there is a need to use shredding, we recommend the manual shredding method for
the DR550. The advantage of the manual method is that it can be performed when it will
not interfere with other server operations.

Configure the shredding method in SSAM

You have to configure which shredding method will be used by SSAM. Only one method,
automatic or manual, can be activated. This section shows you how to query and change the
current shredding method.

Determine the current shredding method

1. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the SSAM user ID admin.

2. Enter the query option shredding command. The output gives you the information about
the active shredding method (see Example 5-4).

Example 5-4 Output of the query option shredding command

tsm: TSM>query option shredding

Server Option Option Setting

SHREDding Manual

Change the current shredding method
To change the shredding method used by SSAM:

1. Enter the setopt shredding automatic or the setopt shredding manual command. This
will change the default shredding method to the given parameter.

2. Answer the Do you wish to procceed? question with y (see Example 5-5).

Example 5-5 Output of the setopt shredding command

tsm: TSM>setopt shredding automatic

Do you wish to proceed? (Yes (Y)/No (N)) y
ANR2119I The SHREDDING option has been changed in the options file.

Automatic shredding

The advantage of automatic shredding is that it is performed without administrator
intervention whenever deletion of data occurs. This limits the time that sensitive data might be
compromised. Automatic shredding also limits the time that the space used by deleted data is
occupied. Shredding performance is affected by the amount of data to be shredded, the
number of times that data is to be overwritten, and the speed of the disk and server hardware.
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You can specify that the data is to be overwritten up to 10 times. The greater the number of
times, the greater the security, but also the greater the impact on server performance.

Note: If you want to shred your data more then one time, we strongly recommend that
write caching be disabled for any disk devices used to store sensitive data. If write caching
is enabled, the overwrite operations are adversely affected.

Set up automatic shredding
To set up automatic shredding:

1. Disable the write cache of the DR550 Storage Controller (DS4200). This step is only
necessary if your shred value is greater than 1.

a. Connect to DR550 SSAM Server #1 for Model DR1 and Model DR2 single-node or
connect to DR550 SSAM Server #2 for Model DR2 dual-node systems.

b. Log in to AIX at the console with the dr550 user ID. Switch to root authority by entering
su -.
c. Enter the command SMc1i 192.168.4.101 192.168.5.102 -c “set alllogicaldrives

writecacheenabled=false;”. This will disable the write cache for all logical volumes at
the DR550 Storage Controller.

2. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the SSAM user ID admin.

3. Set the shredding method to automatic with the setopt shredding automatic command.
See “Configure the shredding method in SSAM” on page 184 for details.

4. Change the shredding counter with the SSAM command update stgpool ARCHIVEPOOL
shred=5. This will change the shredding counter for the predefined ARCHIVEPOOL to 5.
(see Example 5-6). With the shredding counter parameter, you can enter the amount of
overwrites that complies with your security policy. Possible values are 0-10. A value of 0
will turn off the shredding.

Each object will be automatically shredded immediately after deletion or expiration.

Example 5-6 Output of update stgp command

tsm: TSM>update stgpool ARCHIVEPOOL shred=5
ANR22021 Storage pool ARCHIVEPOOL updated.

Refer to the Tivoli Storage Manager Administration’s Guide within the IBM Tivoli software
Information Center for more information about data shredding:

http://publib.boulder.ibm.com/infocenter/tivihelp

Note: Disabling the DR550 Storage Controller write cache might affect the write
performance of your system.

Manual shredding
The advantage of manual shredding is that it can be performed when it will not interfere with
other server operations. Manual shredding is possible only if automatic shredding is disabled.

Note that to guarantee that all shreds are written to the disk, disk caching needs to be
disabled while the shred is being run. Therefore, shredding should be done when archiving of
data is at a minimum. If you do most of the archiving during the day, shredding could be
scheduled to run during the night.
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Set up manual shredding
To set up manual shredding:

1. Disable the DR550 Storage Controller write cache with the SMc1i command (requires root
authority).

a. Connect to DR550 SSAM Server #1 for Model DR1 and Model DR2 single-node or
connect to DR550 SSAM Server #2 for Model DR2 dual-node systems.

b. Log in to AIX at the console with the dr550 user ID. Switch to root authority by entering
su -.
c. Enterthe command SMc1i 192.168.4.101 192.168.5.102 -c “set alllogicaldrives

writecacheenabled=false;. This will disable the write cache for all logical volumes at
the DS4200 disk subsystem.

2. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the SSAM user ID admin.

3. Set the shredding method to automatic with the setopt shredding manual command. See
“Configure the shredding method in SSAM” on page 184 for more details.

4. Change the shredding counter with the SSAM command update stgpool ARCHIVEPOOL
shred=5. This will change the shredding counter for the predefined ARCHIVEPOOL to 5.
(see Example 5-6 on page 185). With the shredding counter parameter, you can enter the
amount of overwrites that comply with your security policy. Possible values are 0-10. A
value of 0 will turn off the shredding.

5. Start the shredding process manually with the SSAM command shred data.

Refer to the Tivoli Storage Manager Administration’s Guide within the IBM Tivoli software
Information Center for more information about data shredding:
http://publib.boulder.ibm.com/infocenter/tivihelp

Note: Disabling the DR550 Storage Controller write cache might affect the write
performance of your system.

Using the datashred.sh script

A script is provided by IBM to enable multiple manual shreds. It is located in /usr/bin and is
called datashred.sh. This script can be used as needed, or it can be set up as a regular task
that runs at a specified time.

The advantage of this script is that the write cache of the DR550 Storage Controller will only
be disabled during the shredding process. This avoids the performance impact of a
permanently disabled DS4200 write cache.

The following actions will be done by the datashred.sh script (see Example 5-7 on page 187):

» Disable (temporarily) the write cache for both DS4200 controllers
» Log into SSAM and run the shred data du=120 command (shredding data for two hours)
» Enable write cache for both DS4200 controllers at
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Example 5-7 The datashred.sh script

#1/usr/bin/ksh

#

# datashred.sh: execute the data shredding process for 2 hrs daliy
#

#

SMc1i 192.168.4.101 192.168.5.102 -c "set alllogicaldrives
writecacheenabled=false;"

Jusr/tivoli/tsm/client/ba/bin/dsmadmc -id=admin -password=admin shred data du=120
sTleep 7300

SMc1i 192.168.5.102 192.168.4.101 -c "set alllogicaldrives
writecacheenabled=true;"

The modifications of the following parameters might be necessary in this script:

» SSAM admin password: Change -password=admin
» Duration time (in minutes) before the shredding process will be cancelled: du=120
» |IP address of DR550 Storage Controllers: 192.168.5.102 192.168.4.101

To modify the script, start the editor with vi /usr/bin/datashred.sh.

Run the script datashred.sh

This section describes the two ways to run the datashred.sh script: manually or scheduled
within the AlX crontab.

To run this script manually at the command line, you need root authority!

Follow these steps:
1. Log in to AIX with the dr550 user ID and switch to root authority with su-.
2. To run the script, enter /usr/bin/datashred.sh atthe command line.
You can insert this script into your AlX crontab to run it on a regular basis. For example, if you
want to run the data shredding each day at 11 p.m., do the following:
1. Log in to AIX with the dr550 user ID and switch to root authority with su-.
2. Open the crontab with the AIX command crontab -e.
3. Scroll to the bottom of the file and append the following line:
0 23 * * * Jusr/bin/datashred.sh
4. Save the file and exit the editor.

Query the shredding status

If you want to determine the number of objects waiting for shredding, you can use the SSAM
command query shredstatus:

1. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the user ID admin.
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2. Issue the SSAM command q shred f=d (see Example 5-8). The output gives you
information about the amount and the occupied space of objects awaiting the shredding.

Example 5-8 query shredstatus command

tsm: TSM>q shred f=d

Shredding Active:
Objects Awaiting Shred:
Occupied Space (MB):
Data Left To Shred (MB):

0

O O o=

Disable data shredding
If you do not want to use the data shredding functionality, you have to change the shredding

value in the storage pool definition of the ARCHIVEPOOL.
Follow these steps:

1. Use the dsmadmc command at the DR550 SSAM server to start an administrative SSAM
session. Log in with the user ID admin.

2. Set the shredding value to 0 with the command update stgpool ARCHIVEPOOL shred=0.

3. Shred all expired data with the shred data command.

5.2.11 Device support for data retention

SSAM supports more than 400 storage devices. These are the same devices that are
supported by Tivoli Storage Manager Extended Edition. Depending on the regulatory
requirement that customers are trying to meet, there might or might not be specific types of
media required.

Most regulations allow the stored data to be on any type of device as long as the content
management application establishes a retention policy. This ability for the content
management application to establish a retention policy is changing, such as in the case of the
old paradigm of having regulatory data stored on optical media, and has opened up the ability
to store the data on other types of media such as disk and tape.

Tip: We recommend the IBM System Storage TS1120 Enterprise Tape Drive in
combination with the IBM System Storage 3592 WORM media, or the new generation of
IBM Ultrium 4LTO drives in combination with the 3589 WORM media to extend the IBM
System Storage DR550 characteristics for non-erasable and non-rewritable data to the
tape storage pool.

For more information about WORM media support, see Chapter 8, “Managing Removable
Media Operations”, and the section titled “Special Considerations for WORM Tape Media” in
the IBM Tivoli Storage Manager for AIX Administrator's Guide Version 5.5, SC32-0117.

5.2.12 IBM System Storage Archive Manager and IBM System Storage DR550
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System Storage Archive Manager is installed on each delivered IBM System Storage DR550.

Therefore, the DR550 SSAM server executable files are installed locally on each of the
DR550 SSAM Servers (p5 520 servers) in a single-node or dual-node system. This is the
standard configuration for a DR550 SSAM server running within an HACMP cluster in the
case of a dual-node configuration.
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For the DR550 Model DR1, all configuration files, the SSAM database, the recovery log, and
the storage pool volumes are configured on specific file systems within the internal drives in
the DR550 SSAM Server. This will differ from time to time when the option to purchase an
external disk is available, and then the storage pool volumes will be configured on the
external disk, not the internal disk.

For the DR550 Model DR2, all configuration files, the SSAM database, the recovery log, and
the storage pool volumes are configured on specific logical volumes residing on the DR550
Storage Controller. With the dual-node configuration, all those files or resources are shared in
the HACMP cluster.

What is predefined on the System Storage Archive Manager server
The definitions in the following sections apply.

System Storage Archive Manager database and database volumes

For the DR550 Model DR1, the SSAM database volumes are defined on the internal drives in
the DR550 SSAM Server. For the DR550 Model DR2 single-node or dual-node, database
volumes reside on an AIX JFS2 file system created on DR550 Storage logical drives. The
DR550 Storage arrays are configured as RAID 5.

Note: Starting with DR550 V4.5, it is possible to use/order the DR550 Storage with RAID 6
(refer to Chapter 2, “DR550 and File System Gateway overview” on page 9 for details on
RAID 6).

Other important characteristics are:

» SSAM DB size: The size of the preconfigured database volumes is determined based on
the total size of storage ordered (see Figure 5-11 on page 190 for an example of the
SSAM DB configuration).

» There is additional space available for emergency expansion of the database files if
needed. This space is in the same volume group as the existing database and log files. 10
GB is reserved for the primary database,10 GB reserved for the secondary copy, and 20
GB is reserved for the backup space. If you expand the primary database, be sure to
expand the secondary copy and the backup space as well.

» System Storage Archive Manager database volumes created on a JFS2 file system.
These volumes are mirrored by SSAM (see Figure 5-12 on page 190).

» DBBackuptrigger: 75%.
» System Storage Archive Manager database mirrored: Yes.

» There is a predefined administrative schedule DBB, which is set for daily full database
backups (at 6:00) to device class DBBKUP. This device class is a FILE device class. There
is also a database backup trigger defined, which automatically starts a full database
backup when the recovery log utilization reaches 75%. The files that are created by this
backup process are placed in the /tismdbbkup directory. The system will maintain two
backup volumes. Older backup volumes will be automatically deleted. This is scheduled by
another administrative schedule called DELVOLH.
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Available Assigned
Space
(MB) (MB)

300,000 300,000

Maximum
Capacity Extension Reduction
(MB) (bytes)

0 299,932

(MB)

Maximum

Page
Size

4,096

Total Used Pct Max.
Usable Pages Util Pct
Pages Util
76,800,00 80,759 0.1 0.1

Figure 5-11 SSAM DB information for DR550 Model DR2: 48 TB configuration (query db)

Volume Name Copy

(Copy 1) Status
/tsmDb/dbvol10 Sync'd
/tsmDb/dbvoll Sync'd
/tsmDb/dbvo12 Sync'd
/tsmDb/dbvol3 Sync'd
/tsmDb/dbvo14 Sync'd
/tsmDb/dbvo15 Sync'd
/tsmDb/dbvol16 Sync'd

Volume Name
(Copy 2)

/tsmDbM/dbvo10
/tsmDbM/dbvol1
/tsmDbM/dbvo12
/tsmDbM/dbvo13
/tsmDbM/dbvol14
/tsmDbM/dbvo15
/tsmDbM/dbvol16

Copy
Status

Volume Name
(Copy 3)

Copy
Status
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined

Figure 5-12 SSAM DB volumes (query dbvol)

System Storage Archive Manager recovery log and recovery log volumes

For the DR550 Model DR1, the SSAM recovery log volumes are defined on the internal drives
in the DR550 SSAM Server. For the DR550 Model DR2 single-node or dual-node, the SSAM
recovery log volume resides on an AIX JFS2 file system created on DR550 Storage logical
drives. The DR550 Storage Controller arrays are configured as RAID 5.

Note: Since DR550 V4.5, there is the possibility to use the DR550 Storage with RAID 6.

Other important characteristics are:

» SSAM recovery log available space: The size of the preconfigured log volumes is
determined based on the total size of storage ordered (see Figure 5-13).

» SSAM recovery log volumes created on a JFS2 file system (see Figure 5-14).

» Recovery log mirrored: Yes.

» Recovery log mode: Roll forward (to support point-in-time restores of the database).

Available Assigned
(MB) (MB)

13,000 12,500

Maximum
Space Capacity Extension Reduction
(MB) (bytes)

12,488

(MB)

500

Maximum

Page
Size

4,096 3,199,488

Total Used Pct Max.
Usable Pages Util Pct
Pages Util

1,857 0.1 0.8

Figure 5-13 SSAM recovery log for DR550 Model DR2: 48 TB configuration (query log)

Volume Name Copy Volume Name Copy Volume Name Copy
(Copy 1) Status (Copy 2) Status (Copy 3) Status
/tsmLogM/1ogvol0 Sync'd /tsmLog/logvol0  Sync'd Undefined
/tsmLogM/T1ogvoll Sync'd /tsmLog/logvoll  Sync'd Undefined

Figure 5-14 SSAM recovery log volumes (query logvol)
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Table 5-4 lists the volume naming conventions used for the DR550 Storage logical drives that
are mapped to the AIX servers.

Table 5-4 Naming convention for the logical volumes

AIX volume AIX logical volume AIX file system IBM System Storage
group Archive Manager usage
TSMApps tsmappslv /tsm Configuration files
TSMDbLogs tsmdblvO /tsmDb Database
tsmloglv0 /tsmLog Recovery log
TSMDbLogsMirr | tsmdblvmO /tsmDbM Database mirror
tsmloglvmO /tsmLogM Recovery log mirror
TSMDbBkup tsmdbbkuplv /tsmdbbkup Database backups
TSMStg tsmstglv1 Raw logical volume Storage pool volume
tsmstglv2 Raw logical volume Storage pool volume
Raw logical volume Storage pool volume
tsmstglvn Raw logical volume Storage pool volume

DR550 Storage configuration

It is possible to order the DR550 Model DR1 with additional storage; in that case, this section
will apply. If you did not order the DR550 Model DR1 with additional storage, this section will
not apply to the DR550 Model DR1.

In the SMclient graphical interface view for the logical and physical configuration of the DR550
Storage, you can see the volume sizes and the positioning of the logical drive TSMDbBkup,
which is used for SSAM database backups.

Tip: The SSAM database volumes and the SSAM recovery log volumes are mirrored
across different arrays of the DR550 Storage Controller.

DR550 Storage Controller and Expansion Drawer configuration summary
The following is a summary of the DR550 Storage configuration:

» DR550 Storage Controller has two RAID 5 arrays configured. The preferred path for array
1 goes to controller A and the preferred path of array 2 goes to controller B.

» One hot spare disk is in the DR550 Storage Controller to recover single disk failures for
the RAID 5 arrays in the DR550 Storage Controller.

» Each DR550 Expansion Drawer (EXP420) will contain two RAID 5 disk arrays. The hot
spare coverage is provided by one hot spare disk per DR550 Expansion Drawer
(EXP420).
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Figure 5-15 illustrates the array and the volume configuration of a DR550 Storage with 750
GB SATA disk drives.
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Figure 5-15 Physical configuration of the DR550 Storage in a 48 TB configuration

AIX Logical Volume Manager (LVM) configuration

DR550 Model DR1 ships with internal disks in two RAID configurations. The first two disks
are on a RAID 1 array and are used for the operating system. Drives 3 — 8 are in a RAID 5
array (5+P). All data (SSAM database, logs, database backup space, and archive spare)
resides on the RAID 5 array within the internal disks.

For the DR550 Model DR1 ordered with a DR550 Storage Controller (DS4200), and for
DR550 Model DR2, LUNs are configured based on the total storage capacity ordered. The
whole disk capacity is allocated for use by SSAM. No disk capacity is set aside for other
applications or servers.

For detailed information about the LUN configurations set as the defaults, refer to Appendix C,
“DS4000 Logical Volume configuration”, of the IBM System Storage DR550 Version 4.5
Problem Determination and Service Guide, GA32-0576.

Figure 5-16 on page 193 shows the complete AIX LVM layout and volume group design for
the DR550 Model DR2 single and dual nodes, including the DR550 Storage logical drives.
AlX logical volumes can be formatted with a file system, as is the case for the volume groups
rootvg, TSMApps, TSMDbLogs, and TSMDbBkup (JFS2). System Storage Archive Manager
volumes defined in these file systems are basically AlX files residing in the directory structure
of the file system. Contrary to that, the logical volumes within the TSMStg volume group do
not carry a file system, but are accessed as raw logical volumes by System Storage Archive
Manager and make up the primary pool ARCHIVEPOOL.
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Figure 5-16 AIX LVM design and DR550 Storage configuration for DR550 Model DR2

Predefined primary storage pools and storage pool volumes

Note: A comparably small file (5 MBs) called /tsm/stgvol1 that is in the volume group

TSMApps is also allocated to the Tivoli Storage Manager ARCHIVEPOOL. This is the only

System Storage Archive Manager volume in that pool not residing in the volume group

TSMStg.

All remaining space on the DR550 Storage arrays is divided into 2,000 GB LUNs (the last

LUN of each array is always smaller because of the remaining space of the array) and
mapped to the AIX servers. Once mapped, they are configured as AlX physical volumes

(hdisks). On top of these hdisks, logical volumes are configured with the AIX Logical Volume
Manager (LVM). Each of these logical volumes has been defined to the primary storage pool
archivepool as a raw logical volume. These volumes together make up the total capacity of

the primary storage pool.

SSAM is configured with one storage pool volume (500 GB) set at the factory. The remaining

volumes are predefined in AIX volume group TSMStg, but not assigned as storage pool

volumes to the System Storage Archive Manager.

To add the predefined volumes to the SSAM storage pool, stop HACMP (if applicable) and
SSAM (on both DR550 SSAM Servers in dual-node systems). From the AIX command line.
issue the command /usr/bin/addstg. Note that this must be run from DR550 SSAM Server
#1 on dual-node systems. The script creates /tmp/bldstg. This SSAM script lists all storage

pool volumes that can be added to the SSAM Storage Pool. If you do not want to add the
whole capacity, you can edit the bldstg SSAM script and remove the logical volume lines.
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To execute the bldstg script, log in to SSAM and run the macro /tmp/bldstg. Now the storage
pool volumes will be added to the ARCHIVEPOOL within SSAM. This may take a few minutes
to complete. After the script completes, you will need to restart HACMP if applicable and
SSAM (see 4.1, “Starting and stopping HACMP cluster services” on page 138).

To check the storage pool, issue the commands q vol and q stg in SSAM.

Device classes
Figure 5-17 shows predefined device classes on the DR550 SSAM Server:
» Device class DISK
Used by primary storage pool archivepool.
» Device class DBBKUP, device type FILE

DBBKUP uses the device type FILE. It is a sequential access device class that has been
predefined and is used for full database backups that are run daily as specified in an
administrative schedule on the DR550 SSAM Server. The sequential access files
(volumes) created by this process are located in the /tsmdbbkup file system.

Device Device Storage Device Format
Class Access Pool Type

Name Strategy Count

DBBKUP Sequential 0 FILE DRIVE
DISK Random 1

Figure 5-17 Predefined device classes (SSAM command query devclass)

Predefined administrative schedules

There are three predefined administrative schedules that are executed daily on the Tivoli
Storage Manager server, as listed in Table 5-5. You can check the schedules with the SSAM
command query schedules type=admin f=d.

Table 5-5 Predefined administrative schedules

Schedule name Start time Runs | Command

DBB 6:00 Daily backup db type=full devclass=dbbkup

BAVOLH 10:00 Daily | backup volhist
file=/usr/tivoli/tsm/server/bin/backupvolhist

DELVOLH 23:59 Daily delete volhist type=dbb todate=-2

The predefined administrative schedules are:

1. Schedule DBB starts a full database backup of the SSAM database using the device class
DBBKUP. The resulting backup volumes are created in the /tsmdbbkup directory. This
schedule runs daily at 6:00. Figure 5-18 on page 195 shows the output of a query volhist
command showing a sequential access volume created by the backup database process.

194 IBM System Storage DR550 V4.5 Setup and Implementation



Date/Time: 02/27/08 06:07:58
Volume Type: BACKUPFULL
Backup Series: 133
Backup Operation: 0
Volume Seq: 1
Device Class: DBBKUP
Volume Name: /tsmdbbkup/04117678.DBB
Volume Location:
Command:

Figure 5-18 Output of query volhist t=dbb

2. Schedule BAVOLH will back up the volume history file to the
/usrttivoli/tsm/server/bin/backupvolhist file.

3. Schedule DELVOLH deletes records in the volume history for database backups that are
older than two days.

These schedules are preconfigured to provide the appropriate protection. However, they can
be customized to fit the customer’s environment. For example, if the full database backup at
6:00 interferes with a heavy archiving workload, the start time can be modified to another time
that fits better into the workload profile. For information about how to update schedules, refer
to the IBM Tivoli Storage Manager for AIX Administrator's Guide Version 5.5, SC32-0117.

Important: These administrative schedules protect the DR550 System Storage Archive
Manager server database with a daily backup. We recommend that you check this process
on a daily basis.

Performance settings in dsmserv.opt

The performance tuning parameters shown in Table 5-6 have been set to optimize the
mainstream DR550 SSAM Server environment. However, the workloads and configurations
of specific customer environments might benefit from additional performance tuning and
optimization. Use the IBM Tivoli Storage Manager Performance and Tuning Guide V5.5,
SC32-0141, which can be found at:

http://publib.boulder.ibm.com/infocenter/tivihelp/virl/index.jsp

Table 5-6 IBM Tivoli Storage Manager server option file settings

Option Tivoli Storage Manager V5.5 DR550 SSAM Server factory
Standard setting

BUFPOOLSIZE 32768 KB 512000 KB

MAXSESSIONS 25 100

TXNGROUPMAX 256 512

COMMTIMEOUT 60 300

The following factors can affect the System Storage Archive Manager (SSAM) server’s

performance significantly:
» Average client file size

>
>
>
>
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Client hardware (CPUs, RAM, disk drives, and network adapters)
Client activity (non-SSAM workload)
Server hardware (CPUs, RAM, disk drives, and network adapters)
Server storage pool devices (disk, tape, and optical)
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Server operating system

Server activity (non-SSAM workload)

Network hardware and configuration

Network utilization

Network reliability

Communication protocol

Communication protocol tuning

Final output repository type (disk, tape, and optical)
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Installed default policy settings
The policies that are automatically defined during the DR500 SSAM server installation are the
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installed default policies. These are intended to be updated or replaced to suit your data
retention requirements. Before you begin setting up your policies, you must have a thorough
understanding of your data retention requirements and the policy settings that govern the

retention and expiration of the data you

Installed default policy domains

intend to store on the DR550 SSAM Server.

Two policy domains are preconfigured: STANDARD and DRG-DOMAIN.

» STANDARD

The default policy domain STANDARD is predefined on the DR550 SSAM server. This is
the default policy for archiving through the API or the Web-based archive client. You can
either edit this policy domain to suit your data retention requirements, or you can create

new policy domains using your own naming conventions. Figure 5-19 shows the default

settings in the policy domain STANDARD.

tsm: TSM>q domain standard f=d

Policy Domain Name:

Activated Policy Set:

Activation Date/Time:

Days Since Activation:

Activated Default Mgmt Class:
Number of Registered Nodes:
Description:

Backup Retention (Grace Period):
Archive Retention (Grace Period):
Last Update by (administrator):
Last Update Date/Time:

Managing profile:

Changes Pending:

Active Data Pool List:

STANDARD
STANDARD
05/10/05
741
ARCHIVE_EVENT
1

14:40:13

60

90

ADMIN
05/10/05  14:40:13

No

Figure 5-19 Default settings in the policy domain STANDARD

» DRG-DOMAIN

The default policy domain DRG-DOMAIN is predefined on the DR550 SSAM server. This

is the default domain for the optional
page 197 shows the default settings

DR550 File System Gateway (FSG). Figure 5-20 on
for the policy domain DRG-DOMAIN.
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tsm: TSM>q domain drg-domain f=d

Policy Domain Name:

Activated Policy Set:
Activation Date/Time:

Days Since Activation:
Activated Default Mgmt Class:
Number of Registered Nodes:

DRG-DOMAIN
STANDARD
05/04/07
17
DRG-DEFAULTMC
1

23:25:38

Description:

Backup Retention (Grace Period):
Archive Retention (Grace Period):
Last Update by (administrator):
Last Update Date/Time:

30

365

SERVER_CONSOLE
05/04/07  23:25:38

Managing profile:

Changes Pending:

No

Active Data Pool List:

Figure 5-20 Default settings for the policy domain DRG-DOMAIN

Installed default policy sets

There are two default policy sets predefined, one for each domain: STANDARD and

DRG-DOMAIN.

Figure 5-21 shows the active policy set in the STANDARD domain and Figure 5-22 shows the

active policy set in the DRG-DOMAIN

Policy Domain Name:

Policy Set Name:

Default Mgmt Class Name:
Description:

Last Update by (administrator):
Last Update Date/Time:

Managing profile:

Changes Pending:

tsm: TSM>query policyset standard active f=d

STANDARD
ACTIVE
ARCHIVE_EVENT

ADMIN

05/10/05  14:39:38

No

Figure 5-21 Default settings for the active policy set STANDARD

tsm: TSM>q policyset drg-domain

Policy Domain Name:

Policy Set Name:

Default Mgmt Class Name:
Description:

Last Update by (administrator):
Last Update Date/Time:

Managing profile:

Changes Pending:

active f=d
DRG-DOMAIN
ACTIVE
DRG-DEFAULTMC

SERVER_CONSOLE
02/20/08  01:15:44

No

Figure 5-22 Default settings for the active policy set DRG-DOMAIN
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Installed default management classes

The management classes STANDARD and DRG-DEFAULTMC are predefined as default
management classes for their policy domains (see Figure 5-23). Defining additional
management classes pointing to appropriate archive copy groups with different retention
rules is the recommended way to separate objects with different retention requirements within
the DR550 SSAM Server. The management class is the distinguishing attribute used by a
document management application to feed objects into the DR550 SSAM Server. If the
document management system does not specify a management class at the delivery of an
object to the DR550 SSAM Server, the default management class STANDARD will be used to
store the object.

tsm: TSM>q mgmtclass
Policy Policy Mgmt Default Description
Domain Set Name Class Mgmt
Name Name Class ?
DRG-DOMA- ACTIVE DRG-DEFA- Yes
IN ULTMC
DRG-DOMA- ACTIVE DRG-SYSMC No
IN
DRG-DOMA- STANDARD DRG-DEFA- Yes
IN ULTMC
DRG-DOMA- STANDARD DRG-SYSMC No
IN
STANDARD ACTIVE ARCHIVE_ - Yes
EVENT
STANDARD STANDARD ARCHIVE - Yes
EVENT

Figure 5-23 Default management classes

Preconfigured management classes
The classes are:

» ARCHIVE_EVENT

One management class, ARCHIVE_EVENT, is preconfigured in the factory (see

Figure 5-24). This class is used to write a small amount of test data into the DR550 SSAM
Server with a retention period of one year. With active archive data in the system, the
DR550 SSAM server archive retention protection cannot be disabled, which adds another
level of protection from corruption to the offering. This management class is not meant to
be used by the customer.

tsm: TSM>q mgmtclass standard
Policy Policy Mgmt Default Description
Domain Set Name Class Mgmt
Name Name Class ?
STANDARD ACTIVE ARCHIVE - Yes
EVENT
STANDARD STANDARD ARCHIVE_- Yes
EVENT

Figure 5-24 Preconfigured management class ARCHIVE_EVENT for test data
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» DRG-DEFAULTMC and DRG-SYSMC

Two management classes, DRG-DEFAULTMC and DRG-SYSMGC, are preconfigured for
the optional DR550 FSG in the factory (see Figure 5-25). These classes are used

exclusively by the DRG software (the FSF application code) to archive data and back up
the DR550 FSG metadata.

tsm: TSM>q mgmtclass drg-domain

Policy Policy Mgmt Default Description
Domain Set Name Class Mgmt
Name Name Class ?
DRG-DOMA- ACTIVE DRG-DEFA- Yes

IN ULTMC
DRG-DOMA- ACTIVE DRG-SYSMC No

IN
DRG-DOMA- STANDARD DRG-DEFA- Yes

IN ULTMC
DRG-DOMA- STANDARD DRG-SYSMC No

IN

Figure 5-25 Default settings for management class DRG-DOMAIN

Preconfigured default archive copy groups

There are three archive copy groups predefined, one for each predefined management class.
The default archive copy groups are shown in Figure 5-26. If additional archive copy groups
are created, they will always be named STANDARD. Because they are always tied to a
specific management class, this is the criteria to differentiate them.

tsm: TSM>q copyg * active * type=archive

Policy Policy Mgmt Copy Retain

Domain Set Name Class Group Version

Name Name Name

DRG-DOMA- ACTIVE DRG-DEFA- STANDARD 0
IN ULTMC

DRG-DOMA- ACTIVE DRG-SYSMC STANDARD 0
IN

STANDARD ACTIVE ARCHIVE_- STANDARD 365

EVENT

Figure 5-26  Settings for default archive copy group STANDARD

» Default copy class for DR550 SSAM Server
In the default archive copy group for the management class ARCHIVE_EVENT, the

retention initiation (RETINIT) is set to event, the retain minimum (RETMIN) parameter is
set to 365 days, and the retain version (RETVER) parameter is set to 365 days.

Files archived using this copy group are held until they get the event signal for a minimum
of 365 days. If an event signal was sent, the data will be retained 365 days from the date

the signal was sent; otherwise, the data expires at the end of the minimum retention period
and is deleted from System Storage Archive Manager storage.
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Note: A deletion hold can still be applied during the 365 day period, which prevents that
object from being deleted from storage until a deletion release is applied for that same
object.

If you want to change the parameters for the default copy class, you can use the update
copyclass command.

Example 5-9 shows how to change the minimum retention period to 200 days.

Example 5-9 Change the minimum retention period

tsm: TSM>update copygroup standard standard archive_event type=archive retmin=200

ANR1618W UPDATE COPYGROUP: the new RETMIN value (200) is Tess than the value
previously stored (365) for STANDARD STANDARD ARCHIVE EVENT.

ANR15371 Archive copy group STANDARD updated in policy domain STANDARD, set
STANDARD, management class ARCHIVE_EVENT.

» Default copy classes for the optional DR550 FSG

There are two copy classes predefined for the optional DR550 FSG. For the copy group for
the DRG-DEFAULTMC management class, the retention initiation (RETINIT) is set to
event, the retain minimum (RETMIN) parameter is set to 1 day, and the retain version
(RETVER) parameter is set to 0 days. For the copy group for the DRG-SYSMC
management class, the retention initiation (RETINIT) is set to event, the retain minimum
(RETMIN) parameter is setto 0 days, and the retain version (RETVER) parameter is set to
0 days. Files archived from the DR550 FSG to DR550 SSAM Server will be held until they
get an ACTIVATE event from the DR550 FSG and then will expire. The DR550 FSG is
managing the retention period for data that is archived through the DR550 FSG. You must
modify the DRG profile to configure the retention period to your requirements for all
objects that are archived through the FSG. Usually there is no need to modify the
predefined values. (See the IBM System Storage DR550 File System Gateway Software
Version 1.1.1 Integration Guide, GC27-2124 for more information about modifying DRG
profiles.)

Preconfigured client nodes

Two client nodes are preconfigured (see Figure 5-27). The node DR550_1 is for the purpose
of generating the test data, as previously mentioned, to protect the DR550 SSAM server from
being disabled for retention protection. This registered node is not intended to be used by the
customer. The node DRG_NODE is used by the optional DR550 File System Gateway to
archive data, transferred through CIFS or NFS protocol to the DR550 FSG, to the DR550
SSAM server.

tsm: TSM>q node
Node Name PTatform Policy Domain Days Since Days Since Locked?
Name Last Acce- Password
SS Set
DR550 1 Sample-- STANDARD 619 741  No
API
DRG-NODE Bycast  DRG-DOMAIN <1 17  No
DRG

Figure 5-27 Preconfigured client nodes
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5.2.13 IBM System Storage Archive Manager policy examples

In this section, we illustrate with two examples possible customer requirements and show how
to create the corresponding rules within the DR550 SSAM Server. The commands to create a
node, a domain, a policy set, a management class, and an archive copy group, and then how
they are validated and activated, are shown.

Example one: event-based retention policy

A company is required to keep all records and communications pertaining to customer
transactions and correspondence for at least seven years after a transaction is final. The
records must be stored in such a way that they cannot be altered or prematurely deleted
(records must be non-erasable and non-rewritable). In the case of pending litigation, these
records must not be deleted until all litigation has ended. This means that the company might
have to keep this data much longer than seven years. This data must also be readily available
for review and proof of compliance.

Data pertaining to a transaction is being created long before the transaction is final. The
correspondence and consulting can start in January, but the deal might not be final until
December. The data is being archived as it is created, meaning that data created in January
must be retained longer than data created in June or August. We probably would not choose
to chronologically archive here (RETINIT=creation). We must be able to get the data on the
same time line as when the transaction is deemed final so that all of the data will expire
together.

Retention initiation method

We use event-based retention for this solution, meaning that the RETINIT parameter in the
archive copy group is set to event for the management class to which this data is bound. Data
archived with event-based retention is stored in Tivoli Storage Manager initially as though the
retain version were set to no 1imit (RETVER=nolimit). This means that the data is kept
indefinitely. When the application storing the data initiates the retention by sending a retention
initiation event called activate through the API to the DR550 SSAM server (in our case, when
the transaction becomes final), the value of the retain version (RETVER=2555) goes into
effect (Retention Initiated: STARTED), and all documents activated expire 2555 days or seven
years later.

What if the files must be retained even longer? For example, they are needed as evidence in
a court case that starts six years after the transaction, but could take two or three years to
resolve?

In this case, the application could send a retention event hold for the necessary data. SSAM
now keeps this data even after the expiration date has passed. When the litigation is over, and
the data is no longer needed, the application can release the data by sending a release
retention event for these objects. These objects then expire according to RETVER=2555
(from the date the retention was initiated earlier with activate).

The following list shows the commands used to define, assign, validate, and activate the
policy that fulfills the requirements:

» define domain compliance archretention=2555

» define policyset compliance compliance_set

» define mgmtclass compliance compliance_set compliance_class_event

» define copygroup compliance compliance_set compliance_class_event type=archive
destination=archivepool retinit=event retver=2555 retmin=2555

> assign defmgmt compliance compliance_set compliance_class_event
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» validate policyset compliance compliance_set (Ignore warnings about the missing
backup copygroup!)

» activate policyset compliance compliance_set (Ignore warnings about the missing
backup copygroup!)

» register node node_1 password domain=compliance

Figure 5-28 shows the policy defined for our example.

query copygroup type=archive format=detailed

202

Policy Domain Name:
Policy Set Name:

Mgmt Class Name:

Copy Group Name:

Copy Group Type:
Retain Version:
Retention Initiation:
Retain Minimum Days:
Copy Serialization:
Copy Frequency:

Copy Mode:

Copy Destination:

Last Update by (administrator):
Last Update Date/Time:
Managing profile:

COMPLIANCE

ACTIVE
COMPLIANCE_CLASS_EVENT
STANDARD

Archive

2,555

Event

2,555

Shared Static

CMD

Absolute
ARCHIVEPOOL

ADMIN

03/23/06 22:19:43

Figure 5-28 Policy defined for example one

The same information is depicted in Figure 5-29 on page 203 using the policy structure
template that we introduced in 5.1.2, “IBM System Storage Archive Manager basic concepts”

on page 163.
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Policy Domain
compliance

/Policy Set (active) )

compliance_set

Backup Copy Group
NODE_1 Management Does not apply o SSAM

CM Application Class

compliance_class_event

Tivoli Storage —’\ . Archive Copy Group
Manager > assigned default retinit=event retver=2555 retmin=2555
API —‘/ management class destination =archivepool
O
o ® /
A @ 4
=
Q
=
o
=

Archivepool

Figure 5-29 Policy structure template for example one

Example two: event-based retention policy

The finance department of a business is required to keep payroll information for employees
for three years after they retire, but at least 30 years in total. When an employee retires, a
retention event activate is sent to the Tivoli Storage Manager for Data Retention server by the
application through the API that manages the employee record’s retention. This event starts
the counter of RETVER=1095, which ensures that the records are kept for the required period
of three years after retirement. If this period has passed, and there is still time remaining for
RETMIN=10950, the Tivoli Storage Manager server will keep the record for the remaining
time. Otherwise, the object becomes eligible for deletion.

Here we list the commands used to define, assign, validate, and activate the policy that fulfills
the requirements:

» define domain financial archretention=10950

» define policyset financial standard

» define mgmtclass financial standard payroll

» define copygroup financial standard payroll standard type=archive
destination=archivepool retinit=event retver=1095 retmin=10950

» assign defmgmt financial standard payroll

» validate policyset financial standard (Ignore warnings about the missing backup
copygroup!)

» activate policyset financial standard (Ignore warnings about the missing backup
copygroup!)

> register node “node name” “password” domain=financial
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Figure 5-30 shows the defined policy for our example.

Policy Domain Name:
Policy Set Name:

Mgmt Class Name:

Copy Group Name:

Copy Group Type:
Retain Version:
Retention Initiation:
Retain Minimum Days:
Copy Serialization:
Copy Frequency:

Copy Mode:

Copy Destination:

Last Update by (administrator):
Last Update Date/Time:

query copygroup type=archive format=detailed

COMPLIANCE
ACTIVE
COMPLIANCE_CLASS_EVENT
STANDARD

Archive

2,555

Event

2,555

Shared Static

CMD

Absolute
ARCHIVEPOOL

ADMIN

03/23/06 22:19:43

Managing profile:

Figure 5-30 Policy defined for example two

5.3 Explore archive retention features

There are two methods to explore the archive retention features. The first is by using the Tivoli
Storage Manager BA Client V5.3.2 (Web Client), which can be launched remotely or directly
from the client machine. Alternatively, you can use the Tivoli Storage Manager API that
comes with a sample application called dapismp. We discuss and illustrate both methods in
the remainder of this section.

5.3.1 SSAM/Tivoli Storage Manager BA Client V5.5

The SSAM/Tivoli Storage Manager BA client component sends data to, and retrieves data
from, a DR550 SSAM server. The SSAM/Tivoli Storage Manager client must be installed on
every machine that will transfer data to server-managed storage. The DR550 SSAM server
uses a unique node name to identify each client instance. A password can be used to
authenticate communications between the SSAM/Tivoli Storage Manager client and server.
Data can be recovered from the same client machine that initially transferred it, or to another
client with a compatible file system format.

The BA client basically consists of the software component and a customization file. This
customization file, called the client options file (dsm.opt), specifies client/server
communications parameters and other SSAM/Tivoli Storage Manager client settings. Client
communications parameters must agree with those specified in the server options file. The
client options file is located in the client directory and can be modified using a text editor.

The BA Client allows archiving data to a System Storage Archive Manager. This will only be
possible if you have enabled the client for archive retention protection in the dsm.opt file.
Remember that once enabled for data retention, you can no longer use the BA client to do
backups (see Figure 5-31 on page 205). You can only archive data (no backups) when
connecting to an IBM System Storage Archive Manager (SSAM) server installed on a IBM
System Storage DR550.
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IBM Tivoli Storage Manager E

Q AMS13ESE This server does not support backup operations,

Figure 5-31 Trying to back up data with archive protection enabled

Note: To set retention events for archived data, like hold or release a file, you must use the
Web-based client. The regular BA client does not provide these functions!

In the sections that follow, we explain how to install, configure, and use the BA client for
archive retention and protection.

Install and configure BA Client V5.5 for data retention
The steps below apply to a Windows environment:

1.

Download the SSAM/Tivoli Storage Manager Client V5.5 or later version. You can find the
current maintenance levels of the software at:

ftp://ftp.software.ibm.com/storage/tivoli-storage-management/maintenance/client
/v5r5/Windows/x32/v550

Within the download directory, download the self-extracting executable client code. Refer
to the readme (5.5.0.0-TIV-TSMBAC-WinX32-README.FTP) file in the same directory;
for example, the code to download should be a file named
5.5.0.0-TIV-TSMBAC-WinX32.exe.

2. Start the installation by extracting the client code in 5.5.0.0-TIV-TSMBAC-WinX32.exe.
3. In the first window (Location to Save Files), choose a folder where the client software can

be unpacked. In our case, it is done in c:\tsm_images\TSM_BA_CLIENT. Click Next.
The install wizard extracts all the files into the specified directory.

. Once the install wizard has completed the extraction, the setup wizard starts executing. In

the Choose Setup Language window, choose your language, such as English (United
States), and click OK.

5. In the Welcome to the Install Wizard window, click Next.

6. In the Destination Folder window, select the installation folder, such as C:\Program

Files\Tivoli\tsm\, and then click Next.

In the Setup Type window, leave the default setting as Typical and click Next.

8. In the Ready to Install the Program window, click Install. The InstallShield Wizard starts

installing the software.

When the InstallShield Wizard Completed window opens, check that the installation is
successful, and click Finish. If the install failed, correct the problem and repeat the
installation.

10.If there is no dsm.opt file in the BA client installation folder, copy the dsm.smp file from the

C:\Program Files\Tivolitsm\config directory to the BA client installation folder and rename
the sample option file from dsm.smp to dsm.opt.
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11.Edit the dsm.opt file within the BA client installation folder (see Figure 5-32). Set the
following parameters:

— |P Address of the DR550 SSAM Server (TCPServeraddress)
— commethod tcpip

— tcpport 1500

— enablearchiveretentionprotection yes

— passwordaccess generate

Save the file.
& dsm.opt - Notepad M=l
Eile Edit Format Help
commmet hod tcpip =]
T Cpport 1500

TCPserveraddress Tocalhost
CoMPression oFf
EMABLEARCHIWVERETENTIONPROTECTION wes
Modename CLINODE

subdir ves

TCPPORT 1500

passwordaccess generate

1 | H Lz
Figure 5-32 Example of a dsm.opt file

BA client remote access (Web Client)

You need to set up the remote access function in order to access the Web client. The Web
client only (or the CLI), but not the regular BA client, can (and must) be used to set retention
events for archive data to a System Storage Archive Manager (as is the case with the IBM
System Storage DR550).

Note: To set retention events for archived data, like hold or release a file, you must use the
Web-based client. The regular BA client does not provide these functions!

You can use the GUI Setup Wizard of the BA client or command line to install and configure
the Web client. We will describe both ways in the following section.

Installation of the Web Client through the GUI of the common BA client
You must have installed and configured the native BA client before you can start this

procedure, as shown in “Install and configure BA Client V5.5 for data retention” on page 205.
Perform the following steps:
1. Start your native BA client.

2. From the native client GUI main window, open the Utilities menu and select Setup
Wizard.

3. Select the Help me configure the TSM Web Client check box and click Next.

4. Select Install a new Web Client Agent and click Next and then follow the instructions on
the window.
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Installation of the Web Client at the command line
To install and configure the Web client from the command line, perform the following steps:

1.

Ensure that you specify passwordaccess generate in the client options file (dsm.opt).

2. Install the Client Acceptor Service by entering the following command:
dsmcutil install cad /name:"TSMBA web" /node:nodename /password:password
/autostart:yes
where nodename and password are your Storage Manager node name and password.
TSMBA web is an example. You can use any name you want. The default name is Tivoli
Storage Manager Client Acceptor.
3. Install the Remote Client Agent Service by entering the following command:
dsmcutil install remoteagent /name:"TSM AGENT" /node:nodename
/password:password /partnername:"TSMBA web"
where nodename and password are your Storage Manager node name and password. TSM
AGENT is an example. You can use any name as long as it is different from the Client
Acceptor Daemon (CAD) name. The default name is TSM Remote Client Agent. The
/partnername option value must match the name of the CAD service. The default name is
TSM Client Acceptor.
4. Start the Client Acceptor Service by entering net start “TSM CAD” on the command line,
or do the following:
a. Open the Windows Start menu and select Settings — Control Panel.
b. Double-click Administrative Tools and then double-click Services.
c. Inthe Services window, right-click TSMBA_web, and select Start from the pop-up
menu. The window shown in Figure 5-33 should appear.
E Computer Management !EI E
| dction vew || ¢ |»|'@|JPIII m
Tree 1 Marne  / | Description | Skatus | Startup Type | Log On As | ﬂ
) - - %TSM By weh Skarted Aukomatic LocalSystem
S %TSM Remate Client Agent Manual LocalSystem —l
bl %TC\.M Saryer] Skarkad Mar sl | AralSwckam J

Figure 5-33 Services show Tivoli Storage Manager components

To access the Web client, enter the following URL from any supported Web browser:

http://your_machine_name:1581

where your_machine_name is the host name of the machine running the regular BA client.

The IBM Tivoli Storage Manager Web client interface for client machines requires a Java
Swing-capable Web browser:

» Microsoft Internet Explorer® 6.0 or later with Java Plug-in 1.4.1

» Firefox 1.6 or later

For more information about how to set up the Web Client, refer to:
http://www.redbooks.ibm.com/redbooks/pdfs/sg246762.pdf
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Testing the archive function using the Web Client

To use the Web client for archiving, we define a new policy domain, policy set, and
management classes in our DR550 SSAM Server using the administrative command line:

1.

To create a policy domain named CLITEST_PD, we use the following command:
define domain CLITEST_PD

. Within the policy domain CLITEST_PD, we create one policy set named CLITEST_PS:

define policyset CLITEST PD CLITEST PS

We create two separate management classes for the purpose of testing creation-based
retention and event-based retention:

define mgmtclass CLITEST PD CLITEST PS CLITEST MG _CR
define mgmtclass CLITEST PD CLITEST PS CLITEST _MG_EV

We assign the first management class as the default:
assign defmgmtclass CLITEST_PD CLITEST_PS CLITEST_MG_CR

Next, we define archive copy groups (type=archive) for each of the management classes.
The archive copy groups must be defined along with the appropriate parameters to
differentiate between creation-based retention and event-based retention:

— Archive Copy Group (Chronological Archive):

define copygroup CLITEST PD CLITEST PS CLITEST MG _CR type=archive
destination=archivepool retver=1825 retinit=creation

— Archive Copy Group (Event-Based Archive):

define copygroup CLITEST_PD CLITEST_PS CLITEST_MG_EV type=archive
destination=archivepool retver=365 retinit=event

We validate the Policy Set using the following command:
validate policyset CLITEST_PD CLITEST_PS

The command returns the information that the default management class does not have a
backup copy group, and that files will not be backed up by default if policyset is activated.
This message is normal and expected in our case because the DR550 is an archive-only
solution.

We now activate the Policy Set:

activate policyset CLITEST PD CLITEST_PS

Finally, we register the client node (CLITEST) that we use for the test:
register node CLITEST password domain=CLITEST_PD

We can now archive data using the creation-based management class (Example 1) or the
event-based management class (Example 2). For each example, we show how to trigger
retention events.

Example one
Archive data using the Creation-based management class (Chronological Archive):

1.

Launch the Web Client from a Web browser by entering the URL
http://BAclient_IP:1581, where BAclient_IP represents the address of the BA client and
select some files you would like to archive, as shown in Figure 5-34 on page 209.
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< Archive _ (O] x|
File Edit iew Help

B vE=® 0 i

Archive | Options |

Description: [archive Date: 032812006 |

=-E© wemdemosnes a[[ [ Name Size Modifed |
- [ BAs3z ¥ [E drtsn3Zlog B.00 KB Aug 23, 20051
-~ cM_DEMO ¥ E userdmp 1156 ME Aug 23, 20051
-3 cmdFileCach
3 Config.Msi
w1 (] DE_BACKUP
w3 DB2
=-EHE DBECTLSU

oo Dncuments ar
O IBMTOOLS
2 Inetpub
O[3 meocache
3 Program Files

E""JI:I RationalFT
Kl _ "I”””H;IJ d 2

Displaying Wemdemo8icHDocuments

|Java Applet Window

Figure 5-34 Test files archived to test Chronological Archive

2. Click the Archive tab to archive these files using the default (creation-based management
class). Once the Archive is complete, the message box shown in Figure 5-35 displays.

TSM

-
1
\-\1) AMSA021] Archive campleted

)4

Java Applet Window

Figure 5-35 Archive complete
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You can verify that the data that has been archived and that it has adopted the correct
management class as well as the correct retention period. You can see an example in
Figure 5-36. Notice that the status of Retention Initiation is Started. This is correct, because
with chronological-based retention, the retention period starts counting down as soon as the
data has been archived.

Mame: Documents

Kind: Directarny

Size: -

Stared Size: -

Wihere: nemdemodAcfDocuments
Created: Mar 29 2006 8:00:44 PM
Madified: Mar 29, 2006 8:02:00 P
Expires an: Mar 29, 2006 8:02:00 PM
Attributes: -

Backup Date: Mar 29 2006 2:04:44 PM

Management Class: CLITEST_MG_CR

Retention Initiation:  Stared
Held far delete? Mo

QK Cancel ‘ Apply i Help |

Java Applet Window
Figure 5-36 Example of Chronological Archive

It is possible to put a hold on the archived data by first selecting the data that is required to be
held, then selecting Hold from the drop-down menu for Select Event Type, and clicking
SetEvent. See Figure 5-37.

= Data Retention Events !E[E
File Edit “iew Help
B v EE 7

Select Event type: ActivateRetentinnLI Set Event |

. . 1
Activate Retention
= fid CLINO | | Mame Initiation Size |
= L1C0 Arch = W [El drtsh3zlog Pending  6.09 KE ALl
= O Arch M B userdmp Pending 11.86 ME ALl

E|I_El nemdermod3ic
Lo [ S Documents

Kl | 0

Displaying Wwemdemo83cfDocuments

|Java Applet Windaw

Figure 5-37 Example of how to set a Hold event
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You can see in Figure 5-38 that items on hold are indicated by a lock.

File Edit “iew Help
¢ EE %
Fetrieye | Options |
& (e CLINODE | | MName Size Modified |
- L1y Archive Date: 0312472006 [ ] T3 arwisnaz og B.09 KB Aug 23, 2005 1.
& LER Archive Date: 03/29/200¢ | 5 By user.dmp 11.86 MB Aug 23, 2005 1.
B[S wendernog s
| & Documents
Kl | 2] | i
Displaying Wwemdemo83cfDocuments

|Java Applet Windaw

Figure 5-38 Hold event set
The selected data will now be held indefinitely, until a release event is triggered by the user.

To release the hold, select Release from the drop-down menu for Select Event Type, and
click SetEvent (see Figure 5-37 on page 210). The countdown towards expiration resumes
as though it was never put on hold.

Example two
Example two shows Archive data using the Event-based management class (Event Archive).

We follow the same process as in example one:
1. Invoke the Web client, and select files to archive.

2. Select Options — Override Include Exclude List and choose the desired Management
Class. We select CLITEST_MG_EV (the management class we created for Event-Based
Retention). See Figure 5-39.

Archive Options E

Override Archive Options
™ Compress abjects
[ Caritiril nrmpressing it ohject grovis
[ W2 Archive
" Delete files after Archive

™ Cwverride includefexiude list

Management Class |CLITEST_MG_EY: 365 Days LI

C DEFALILT: 1,825 Days
CLITEST_MG_CR: 1,825 Days

Java fpplet Window CLITEST MG Ev:
Figure 5-39 Changing the Management Class from the BA Client before archiving
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You can now verify the characteristics of the archived data by selecting one of the files you
just archived and clicking View — File Details. The result is shown in Figure 5-40. Notice that
in this case that the Retention Initiation shows as Pending, which is to be expected since we
used Event-Based retention and no Activate event has been sent yet.

Mame: Documents1

Kind: Directarny

Size:

Stared Size:

Wihere: nemdemogdcfiDocuments
Created: Mar 29 2006 8:00:44 PM
Madified: Mar 29, 2006 8:02:00 P
Expires an: Mar 29, 2006 8:02:00 PM
Attributes:

Backup Date: Mar 29 2006 8:44:51 PM

Management Class: CLITEST_MG_EV

Retention Initiation:  Pending
Held far delete? Mo

oK Cancel ‘ ArRly \ Help ‘

Java Applet Window

Figure 5-40 Example of event-based retention

The countdown to expiration starts once an Activate Retention event is sent for that file.
Figure 5-41 on page 213 shows how to activate the retention: Select the file, then choose
Activate Retention from the menu for the Select Event Type, and click Event.
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Status:
Performance

Transfer Rate

Ohject Count
Inspected: 1
Failed: 0

T5M

—

Java b

N

Bytes Transferred:
LLankree Data Byies:
Semver-free Diata Brtes:

= Data Retention Events

Detailed Status Report

Elapsed Time:00:00:02

0B
0E
e

] 1]

Metwork KBis): |

Aggregate (KBis): |

Chjects Releaszed: 1

L=

&
AMSAETEl SET EVEMT Activate Retention carmpleted

ﬁ Java Applet Window

4
arme l Initiation Size |
— |Pending. 479K |~

Started 479 KB
0 FPending 512 KB
Started 512 KB
. Pending  4.52 KB
Started 452 KB
Pending 5.2 KB
Started 5.2kKB
FPending .35 KB
Started 5.35 kKB
Pending  4.85 KB
Started 4.85 KB
Pending 5.06 KB
Started 5.06 KB
493 KB

Fending

ol

Figure 5-41 Set Activate Event

As seen in Figure 5-42, the file characteristics of this file have now changed from Retention
Initiation pending to Retention Initiation Started.

Information Window

Mame:
Kind:

Size:

Stored Size:
Wihere:

Documents1
Directarny

nemdemogNcfiDocuments

Created:
Madified:
Expires an:
Attributes:

Mar 29, 2006 2:00:44 Ph
Mar 29, 2006 2:02:00 P
Mar 29, 2006 2:02:00 P

Backup Date:
Management Class:

Mar 29, 2006 2:44:51 P
CLITEST_MG_EW

Retention Initiation:
Held far delete?

oK

Started
Mo

Cancel | Apply | Help |

Java Applet Window

Figure 5-42 Activate Retention on file
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The server will reject any attempt to delete the archived data, as shown in Figure 5-43.

< Archive Delete Report [_ O] %]
Detailed Status Report
Elapsed Time:00:00:03
Status:
Performance
Bytes Transferred: 0 B
Lankree Data Bytes: 0B
SemEr-ree Data Bytes: 0B

Transfer Rate
Metwork KBis): | 0
Aguregate (KBis): | 0

Chject Count
Inspected:; 2 Deleted: O
Failed: 2

Last Error Message

AlMS1386E Deleting this object:
“icmdemo83cFDocumentsidrvtsn32 log” is not allowed.

Help
Java Applet wWindow

Figure 5-43 Example of the data that, once archived, cannot be deleted from SSAM

5.3.2 SSAM/Tivoli Storage Manager API (using the sample application

dapismp)

SSAM/Tivoli Storage Manager APl comes with a sample application called dapismp. You can
use this sample program to explore and better understand the new data retention and
compliance-enhanced features.

The sample API program dapismp creates objects and feeds them to the retention policies of
a previously defined management class. You can then use this program to query the DR550
SSAM server for information about the objects that were created and trigger retention events
for these objects. We use dapismp throughout this section of the book as we explore the new
features of SSAM/Tivoli Storage Manager. Furthermore, we use dapismp on a Microsoft
Windows client system; in this environment, you can use the sample API program right after
the installation and configuration of the APl (on UNIX-based systems, you will need to
compile the sample API program before you can run it). The executable file dapismp.exe can
typically be found in the directory C:\Program Files\Tivol\TSM\api\SAMPRUN, or an
equivalent location, depending on where the SSAM/Tivoli Storage Manager client files have
been installed. The dapismp sample API program requires a dsm.opt file in the same
directory that must contain at least one of the following statements:

TCPSERVERADDRESS <IP address of TSM DR server>
ENABLEARCHIVERETENTIONPROTECTION yes

Testing the new features with dapismp
We demonstrate the following new features:

» Creation-based retention initiation (chronological archive)
RETINIT=CREATION
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Eligible retention events:

— Hold
— Release

» Event-based retention initiation

RETINIT=EVENT
Eligible retention events:

— Activate
— Hold
— Release

Policy used during testing

For our tests, we set up a new policy domain named APITEST and defined two management
classes. The assigned default management class is named CREATION and uses the

creation-based retention initiation. The second management class is named EVENT and

uses the event-based retention ini

tiation. Figure 5-44 and Figure 5-45 show detailed

information about the retention settings in each management class. Our test node is named
apitest1 and is registered in the policy domain APITEST1.

Policy Domain Name:
Policy Set Name:

Mgmt Class Name:

Copy Group Name:

Copy Group Type:
Retain Version:
Retention Initiation:
Retain Minimum Days:
Copy Serialization:
Copy Frequency:

Copy Mode:

Copy Destination:

Last Update by (administrator):
Last Update Date/Time:
Managing profile:

APITEST1
ACTIVE
CREATION
STANDARD
Archive
1825
Creation

Shared Static
CMD

Absolute
ARCHIVEPOOL
ADMIN
03/23/2006

Figure 5-44  Archive copy group settings for management class CREATION

Policy Domain Name:
Policy Set Name:

Mgmt Class Name:

Copy Group Name:

Copy Group Type:
Retain Version:
Retention Initiation:
Retain Minimum Days:
Copy Serialization:
Copy Frequency:

Copy Mode:

Copy Destination:

Last Update by (administrator):
Last Update Date/Time:
Managing profile:

APITEST1
ACTIVE

EVENT
STANDARD
Archive

365

Event

730

Shared Static
CMD

Absolute
ARCHIVEPOOL
ADMIN
03/23/2006 10:26:33

Figure 5-45 Archive copy group settings for management class EVENT
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The management class CREATION has been updated to be the default management class
(see Figure 5-46). This means that objects delivered (by dapismp or a document
management system) through the API to the DR550 SSAM server without a specific
management class assigned will be stored in the DR550 SSAM Server with the policies of the
standard management class, in this case, CREATION.

tsm: TSM>query mgmtclass apitest standard

Policy Policy Mgmt Default Description
Domain Set Name Class Mgmt

Name Name Class ?

APITEST STANDARD CREATION Yes

APITEST STANDARD EVENT No

Figure 5-46 Default management class CREATION

Using the sample API program dapismp
To use the sample API program dapismp, complete the following steps:

1. Start dapismp and sign in (connect to the DR550 SSAM Server).
To start dapismp on a Microsoft Windows client system:

a. Start a command window and change to the C:\Progra~1\tivol\TSM\api\SAMPRUN
directory (or the appropriate installation directory).

b. Atthe command prompt, type dapismp and press Enter, which starts the dapismp
executable and brings you to the first screen, as shown in Figure 5-47.

Note: The actual screens contain more options than those shown here. In the
interest of saving space, we show only the minimum input needed to attain the
desired results. We edited out the options not used in this example.

B R e R R R e R L R R R L R L s kkhkkkhkkkhkhk *kkkhkk

* Welcome to the sample application for the Tivoli Storage Manager API. *
* API Library Version = 5.3.0.8 (unicode) *

B e e R e R R R R R e R S T T e L

Choose one of the following actions to test:

Signon

Backup

Restore

Archive

Retrieve

Queries

Change Password

Utilities : Deletes, Updates, Logevent, SetAccess, RetentionEvent
Set preferences, envSetUp

Exit to system

O 00Nyl B WM — O

Enter selection ==>

Figure 5-47 First window of sample API program dapismp after startup
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2. Start a session with the DR550 System Storage Archive Manager Server.

a. Select the option 0. Signon to attempt a session with the DR550 SSAM server. The
only information that must be provided here is your node name and password, as
shown in Figure 5-48. The other fields can be skipped. An example of a successful
signon is shown in Figure 5-48.

Note: If you have problems at this stage, check to see that the API environment
variables DSMI_DIR, DSMI_CONFIG, and DSMI_LOG have been set.

Enter selection ==>0
Node name:apitestl
Owner name:
Password:password
API Config file:
Session options:
User Name:
User pswd:
Are the above responses correct (y/n/q)?
y
Doing signon for node apitestl, owner , with password password
Handle on return = 1

Figure 5-48 Example of successful signon

b. Submit the query session command on the DR550 SSAM Server to verify that a
session was started. Figure 5-49 shows that the attempt was successful. Now that you
have successfully signed on to the server, proceed to step 3 on page 218.

Sess  Comm. Sess Wait Bytes Bytes Sess Platform Client Name
Number Method State Time Sent  Recvd Type
15 Tcp/Ip IdleW 13 'S 468 299 Node Sample-- APITEST1
API

Figure 5-49 Output of query session command verifying the session
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3. Create archive objects using dapismp.

Use dapismp to create two objects and archive them to the DR550 SSAM Server. Then
look at their retention policies. Repeat this step and override the default management.

a. From screen 1 of dapismp, select option 3. Archive, as shown in Figure 5-50. You are
prompted for information about the file that dapismp creates and sends to the server.
You are also prompted to enter the name of another management class, which would
override the assigned default management class. Figure 5-50 shows the minimum
input required to create the first object in the chronological management class. Repeat
this step with different file name qualifiers and override the default management class
with the event-based management class EVENT, as shown in Figure 5-51. Continue to
the next step.

3. Archive

Enter selection ==>3
Filespace:apitestl
Highlevel:\
Lowlevel:\testl
Object Type(D/F):f
Object Owner Name:
Object already compressed?(Y/N):
Wait for mount?(Y/N):
File size:1000000 (in bytes)
Number of files:1l
Seed string:1
Archive description:apitestl
Mgmt class override:
Are the above responses correct (y/n/q)?
y
Creating 1 object(s) called apitestl\\testl(nnn) each of size 1,000,000.
Creating object 1 of 1  Size=1,000,000 Name=apitestl\\testl

Figure 5-50 Output of the archive function of dapismp into a standard management class

Enter selection ==>3
Filespace:apieventl
Highlevel:\apieventl
Lowlevel:\eventtest
Object Type(D/F):f
Object Owner Name:
Object already compressed?(Y/N):
Wait for mount?(Y/N):
File size:1000000
Number of files:1
Seed string:1
Archive description:1"test event based"
Mgmt class override:event
Are the above responses correct (y/n/q)?
Yy
Creating 1 object(s) called apieventl\apieventl\eventtest(nnn) each of size 1,000,000.
Creating object 1 of 1  Size=1,000,000 Name=apieventl\apieventl\eventtest

Object: 1 Buffer: 1 Bytes sent: 1,000,000 Bytes left: 0

Figure 5-51 Event-based retention overrides the management class
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Note: As a reminder, the actual screens contain more options than those shown here.

In the interest of saving space, we show only the minimum input needed to attain the

desired results. We have edited out the options not used in this example.

Query the DR550 SSAM server.

We now query the server and compare the policy information for both objects. Querying
the DR550 SSAM server for archives can be done with the dapismp sample program or
with select statements from the SSAM administrative command line. We show both

methods here:

— From the first screen of the dapismp sample program, select option 5. Queries and
then option 2. Archive Query in the following screen. Enter the name of the file space
you want to query, which is required. In addition, the high-level and low-level qualifiers
are required, as specified when the object has been created. In the low-level qualifier, a
wildcard (*) can be used. For detailed output, answer yes when prompted, as shown in

Figure 5-52, and continue. Figure 5-54 on page 220 shows the output of the query.

Enter selection ==>2

Filespace:apitestl
Highlevel:\
Lowlevel:\*

Object Type(D/F/A):f

Show detailed output? (Y/N):y
Are the above responses correct (y/n/q)?

y

Figure 5-52 Minimum input required for archive query using dapismp

— From a SSAM administrative command-line prompt, enter the following select

statement:

select * from archives where node_name=’APITEST1’

The output in Figure 5-53 shows that an object was archived to the server by node
APITEST1; the object is bound to the default management class.

NODE_NAME :
FILESPACE_NAME:
FILESPACE_ID:
TYPE:
HL_NAME :
LL_NAME:
OBJECT_ID:
ARCHIVE_DATE:
OWNER:
DESCRIPTION:
CLASS_NAME:

APITEST1

apitestl

1

FILE

\\

testl

3074

2006-03-23 12:16:30.000000

apitestl
DEFAULT

Figure 5-53 Output of the select statement
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5. Compare the results.

Examine the information that SSAM has associated with the objects. Figure 5-54 and
Figure 5-55 on page 221 show the output of the archive query issued in the previous step.
You can identify the parameters RETINIT and RETVER, which we discussed earlier in this
book:

— RETINIT=creation

¢ The file that the dapismp program created was bound to the assigned default
management class, in our case, management class CREATION (see Figure 5-54),
which uses creation-based retention initiation (RETINIT=creation).

* Retention Initiated is STARTED (RETVER=n days is initiated).
* The Expiration date for this object is 2006/3/23 12:16:30.
¢ The Object Held is FALSE (deletion hold is not set).

* The high-level Object ID is 0-3074. This is important. You will need this information
later.

When expiration processing runs on the server any time after 2011/3/2 12:16:30, this
file will be deleted from the database, unless a “deletion hold” retention event is
triggered for this object. We demonstrate this in “Sending retention events using
dapismp” on page 221.

Item 1: apitestl\\testl
Object type: File
Desc: apitestl
Insert date: 2006/3/23 12:16:30
Expiration date: 2011/3/2 12:16:30
Owner:
Restore order: 4-0-35-0-0
Object id: 0-3074
Copy group: 1
Media class: Library
Mgmt class: DEFAULT
Object info is :Tivoli Storage Manager API Verify Data
Object info length is :60
Estimated size : 0 1000000
Retention Initiated: STARTED
Object Held : FALSE

Figure 5-54 Creation-based retention initiation: Output of select statement

— RETINIT=event

e The file that the dapismp program created was bound to the EVENT management
class. (You chose to override the default and use the event management class; see
Figure 5-51 on page 218.)

¢ The status of Retention Initiated is PENDING, because no retention “activate” event
has been issued yet.

* The expiration date for this object is 65535/0/0 0:0:0 (the same is true when
RETVER=nolimit).

¢ The status of Object Held is FALSE (the deletion hold is not set).

* The high-level Object ID is 0-3076. This is important. You will need this information
later.
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Item 1: apieventl\apieventl\eventtest

Object type: File

Desc: 1"test event based"

Insert date: 2006/3/23 1:23:56
Expiration date: 65535/0/0 0:0:0
Owner:

Restore order: 4-0-37-0-0

Object id: 0-3076

Copy group: 1

Media class: Library

Mgmt class: EVENT

Object info is :Tivoli Storage Manager API Verify Data
Object info length is :60
Estimated size : 0 1000000
Retention Initiated: PENDING
Object Held : FALSE

Press any key to continue

Figure 5-55 Event-based retention initiation: Output from dapismp archive query

Sending retention events using dapismp
To send retention initiation events using the dapismp sample program:

1. Starting from the first screen of dapismp, select option 7. Utilities, which brings you to
the Utilities screen.

2. Select option 12. Retention Event. You are then prompted for the high-level object ID of
the file for which you will trigger a retention event. In this case, the object ID is 0-3074.

3. Next, you are prompted for the low-level object ID, 3074 in this case.

4. Finally, you are prompted for the type of event you want to trigger. There are two
possibilities for creation-based retention initiation: Hold (deletion hold) and Release
(release the hold).

5. Select h for Hold and press Enter twice. Figure 5-56 and Figure 5-57 on page 222 show
the output resulting from these actions.

7. Utilities : Deletes, Updates, Logevent, SetAccess, RetentionEvent
8. Set preferences, envSetUp
9. Exit to system

Choose one of the following actions:

12. Retention Event

Enter selection ==>12

Object ID (HI) to signal:0-3074
Object ID (LOW) to signal:3074

Activate (A) Hold (H) Release (R):h
Are the above responses correct (y/n/q)?

Y

Finished Retention Event successfully

Figure 5-56 Triggering retention events
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This action triggers a deletion hold event for an archive object. Figure 5-57 shows that the
object has a “deletion hold” status.

Item 1: apitestl\\testl
Object type: File
Desc: apitestl
Insert date: 2006/3/23 12:16:30
Expiration date: 2006/4/9 12:16:30
Owner:
Restore order: 4-0-35-0-0
Object id: 0-3074
Copy group: 1
Media class: Library
Mgmt class: DEFAULT
Object info is :Tivoli Storage Manager API Verify Data
Object info length is :60
Estimated size : 0 1000000
Retention Initiated: STARTED
Object Held : TRUE

Press any key to continue

Figure 5-57 Deletion hold is set
The object is held, but there is no change to the expiration date.

Delete archive from application

Because of data retention protection, attempting to delete the object (as we show in
Figure 5-58) results in a failed status (which is the expected result).

10. Object Rename
11. Object Delete
12. Retention Event

Enter selection ==>11
Object ID (HI) to DELETE:0-3074
Object ID (LOW) to DELETE:3074
Backup or Archive(B/A):a
Are the above responses correct (y/n/q)?
y

*** dsmDeleteObj failed:
ANS02661 (RC2302) The dsmEndTxn vote is ABORT, so check the reason field.

Choose one of the following actions:

Figure 5-58 Attempt to delete an archive object in hold status

Table 5-7 on page 223 illustrates the initial status of “Retention initiated” and “Object Held”
after the creation of an object in the two different management classes. While “Retention
initiated” is already STARTED in the chronological (CREATION) management class, it is still
PENDING in 