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Preface

This IBM® Redbook is an update to the WebSphere for zZOS V5 Connectivity
Handbook, SG24-7064-01, and helps you to create integration solutions with
WebSphere Application Server for z/OS Version 6.01.

This publication covers development, deployment, and configuration aspects of
the most common integration and connectivity scenarios. Most scenarios are
explained using a sample application, which is available for download as
additional material.

This publication specifically focuses on the usage of WebSphere® Application
Server on the z/OS® platform, but a large part of the information is useful for
other platforms, too.

This publication does rot fully replace the WebSphere for zZOS V5 Connectivity
Handbook, SG24-7064-01. Some chapters have been updated according to new
versions of products, but there are also chapters that have not been updated and
not included in this book this time.

» If you are a WebSphere Version 5 user, you should keep on using the
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» If you are a WebSphere Version 6 user, you should use this publication as a
reference book. You may use the WebSphere for z/OS V5 Connectivity
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Summary of changes

This section describes the technical changes made in this edition of the book and
in previous editions. This edition may also include minor corrections and editorial
changes that are not identified.

Summary of Changes for SG24-7064-02 for WebSphere for z/OS V6
Connectivity Handbook as created or updated on December 28, 2005.

December 2005, Third Edition

This revision reflects the addition, deletion, or modification of new and changed
information described below.

New information

» Access to DB2 data using JDBC™ and SQLJ technology

» Access to DB2 Stored Procedures using Web services

» Using WebSphere Default Messaging

» Using Web services to/from WebSphere Application Server for z/OS Version
6.01

Using RMI/IIOP as communication protocol between WebSphere servers
Using Web services from IMS to WebSphere Application Server for z/OS
Version 6.01

vy

Changed information

» The J2C connector information (CICS Transaction Gateway and IMS
Connect) has been updated to new product levels.

» All development-related information has been based on the usage of Rational
Application Developer Version 6, instead of WebSphere Studio Application
Developer Integration Edition.

» Accessing WebSphere MQ using the new JMS 1.1 specification.

Deleted information

» Some of the security-related information has been left out of this publication,
but will be incorporated in a security redbook.
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Accessing DB2 using JDBC

There are various ways of connecting to DB2 from WebSphere Application
Server for z/OS Version 6.01 on z/OS, including JDBC Type 2 and Type 4
technology. In this chapter we explain how to configure a connection-pooled data
source using WebSphere for z/OS V6 with the IBM DB2 Universal Driver for
JDBC and SQLJ in Type 2 mode. Since this is a Type 2 connection, DB2 will
reside on the same z/OS system image as the application.

Java Database Connectivity (JDBC) is an Application Programming Interface
(API) that Java applications can use to access any relational database. JDBC is
similar to the Open Database Connection (ODBC) and is based on the X/Open
Structured Query Language (SQL) Call Level Interface (CLI) specification.
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1.1 Topology

In order to demonstrate connection to DB2, this chapter utilizes a version of the
TraderDB application. The TraderDB application has been used in previous
Redbooks on WebSphere for z/OS. The version updated for this book includes
three access methods for connecting to DB2. These are demonstrated by
Figure 1-1.

EJB Business

cMP ] Logic (CMP) CMP
| 7 Servlet
Browser
EJB Business
Logon HTML ™~ JDBC .
9 § Serviet | ] Logic (JDBC)

EJB Business
Logic (SQLJ)

([l o
% \ saLs |,

Servlet

DB2

crpwm

Figure 1-1 TraderDB high level view

1.2 Introduction to JDBC

2

To enable JDBC applications for DB2, an implementation of the various Java
classes and interfaces, as defined in the standard, is required. This
implementation is known as a JDBC Driver. DB2 UDB offers a complete set of
JDBC Drivers for this purpose. The JDBC Drivers are categorized as the
legacy/CLlI drivers, offering Type 2 connectivity, and the new Universal JDBC
Drivers, offering both Type 2 and Type 4 connectivity.

DB2 UDB's Java support includes support for JDBC, a vendor-neutral dynamic
SQL interface that provides data access to your application through standardized
Java methods. JDBC is similar to DB2 CLI in that you do not have to pre-compile
the application code or bind packages to a DB2 database. As a vendor-neutral
standard, JDBC applications offer increased portability—a required benefit in
today's heterogeneous business infrastructure. During the execution of a JDBC
application the driver will validate SQL statements against the currently
connected DB2 database server. Any problems during access will be reported to
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the application as a Java exception along with the corresponding SQLSTATE
and SQLCODE.

The IBM DB2 Universal Driver for JDBC and SQLJ also supports access from
Java using SQLJ. This topic is covered in considerable detail in Chapter 2,
“Accessing DB2 using SQLJ” on page 25.

1.2.1 JDBC Driver architecture types

There are several different driver architecture types to choose from when
connecting to a database, but note that not all of them may be available for a
certain combination of database system, application server, and the platform on
which they are running. Always check out the specifications of a certain JDBC
technology to find out whether it is supported for the combination of application
server and database system you will be using. The JDBC technology offered by
DB2 UDB for z/OS Version 8 in combination with WebSphere Application Server
for z/OS Version 6.01 only provides Type 2 and Type 4 connectivity. For
completeness, the different types are explained in detail in Table 1-1.

Table 1-1 Driver types

Driver type Description IBM supported type
Type 1 Based onthe JDBC-ODBC | No. Thisis not a
bridge. JDBC Driver recommended
provided by Sun™ can be | environment.
used with an ODBC driver.
Type 2 OS-specific Yes. In our example
communication with an application, we used a
RDBMS. In z/OS this driver | Type 2 driver.
type allows for quick and
direct communication with
DB2. JNI-based
connectivity.
Type 3 Pure Java implementation | Not in future releases.
that communicates with a While DB2 can use a type
DB2 JDBC Appletserverto | 3 driver, WebSphere does
access DB2 data. not support it. Also, the
type 3 driver will no longer
be enhanced. The Type 4
driver is considered the
replacement.

Chapter 1. Accessing DB2 using JDBC

3




Driver type Description IBM supported type

Type 4 Java driver that connects Yes. Along with Type 2
directly to DB2. All-java support, the Universal
connectivity. JDBC Driver supports

Type 4 connections.

If the Java application is executing on the same machine as the DB2 server, then
the best performance is with the Type 2 driver because TCP/IP overhead can be
avoided and therefore throughput improves. You should always consider writing
more efficient SQL statements, or use SQLJ or stored procedures if you are
attempting to improve overall Java application performance.

1.2.2 JDBC with WebSphere Application Server for Z/OS Version 6.01

Below are the steps involved with using the DB2 Universal JDBC Driver for z/OS
with WebSphere Application Server for z/OS Version 6.01. More information
about each step can be found following the list of instruction.

1.

Verify that the IBM DB2 Universal Driver for JDBC and SQLJ is installed and
available in an HFS directory.

Check the system or ask a system administrator to detail the DB2 paths on
the system. In the ITSO system used in this book, the path was
/usr/lpp/db2/<db2 group attach name>/jcc/classes. Most installations should
have a similar path. After finding and verifying the location of the IBM DB2
Universal Driver for JDBC and SQLJ, make note of this directory because it
will be needed in a future setup step.

Configure the IBM DB2 Universal Driver for JDBC and SQLJ. This step is
further explained in “Configuring the IBM DB2 Universal Driver for JDBC and
SQLJ” on page 4.

Define an IBM DB2 Universal Driver for JDBC and SQLJ for WebSphere
Application Server for z/OS Version 6.01. This step is further explained in
“Define the DB2 Universal JDBC driver provider” on page 8.

Define a IBM DB2 Universal Driver for JDBC and SQLJ provider data source.
This step is further explained in “Defining the DB2 Universal JDBC driver
provider data source” on page 9.

1.2.3 Configuring the IBM DB2 Universal Driver for JDBC and SQLJ

Environment variables need to be added to WebSphere to indicate where the
installed IBM DB2 Universal Driver for JDBC and SQLJ is located, where the
license file is, and where the location of the native files are.

1.

Log on to the WebSphere admin console.
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2. Expand Environment and select WebSphere Variables.

3. Update the variables as listed below. In the event that they do not exist,
create them with a node scope.

Note: The path used for the environment variable values is the path where
the IBM DB2 Universal Driver for JDBC and SQLJ was found in “JDBC with
WebSphere Application Server for z/OS Version 6.01” on page 4.

Name DB2UNIVERSAL_JDBC_DRIVER_NATIVEPATH
Value /usr/lpp/db2/d8ig/jcc/lib

Name DB2UNIVERSAL_JDBC_DRIVER_PATH

Value /usr/Ipp/db2/d8ig/jcc/classes

4. Bind the required DB2 packages.

As with any application that executes SQL statements in DB2 for z/OS, the
IBM DB2 Universal Driver for JDBC and SQLJ must first bind with DB2 the
packages that represent the SQL statements to be executed. The IBM DB2
Universal Driver for JDBC and SQLJ does not use the same packages used
by the legacy JDBC Driver, and uses a different process for binding its
packages.

The specific details of the bind utility and bind process are described by the
readme provided with the installed IBM DB2 Universal Driver for JDBC and
SQLJ. Refer to this readme for details on how to set up and perform the
required binding.

You must perform the bind process for each target DB2 that will be accessed
using the DB2 Universal JDBC Driver.

The BIND job in Example 1-1 binds the JDBC default packages and plan and
permits authorization to use the plan DSNJDBC.

Example 1-1 Setting the properties for the DSNJDBC plan
//DSNTJJCL JOB (999,POK), 'DB4B INSTALL',CLASS=A,MSGCLASS=T,
// NOTIFY=xxxxx,TIME=1440,REGION=0M

/*JOBPARM L=9999,SYSAFF=your system here

//**********************************************************/

//* JOB NAME = DSNTJJCL */
/1% */
//* DEPENDENCIES = JDBC MUST BE INSTALLED */
/1* */

//**********************************************************/

//JOBLIB DD DISP=SHR,
/l DSN=DSN710.SDSNLOAD
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//BINDJDBC EXEC PGM=IKJEFTO1,DYNAMNBR=20
//DBRMLIB DD DISP=SHR,
// DSN=DSN710.SDSNDBRM
//SYSTSPRT DD SYSOUT=*
//SYSPRINT DD SYSOUT=*
//SYSUDUMP DD SYSOUT=*
//SYSTSIN DD *
DSN SYSTEM(DB4B)
BIND PACKAGE (DSNJDBC) MEMBER(DSNJDBC1) ISOLATION(UR)
BIND PACKAGE (DSNJDBC) MEMBER(DSNJDBC2) ISOLATION(CS)
BIND PACKAGE (DSNJDBC) MEMBER(DSNJDBC3) ISOLATION(RS)
BIND PACKAGE (DSNJDBC) MEMBER(DSNJDBC4) ISOLATION(RR)
BIND PLAN(DSNJDBC) -
PKLIST(DSNJDBC.DSNJDBCI, -
DSNJDBC.DSNJDBC2, -
DSNJDBC.DSNJDBC3, -
DSNJDBC.DSNJDBC4)
END
/*
//GRANT  EXEC PGM=IKJEFTO1,DYNAMNBR=20
//SYSTSPRT DD SYSOUT=*
//SYSPRINT DD SYSOUT=*
//SYSUDUMP DD SYSOUT=*
//SYSTSIN DD *
DSN SYSTEM(DB4B)
RUN PROGRAM(DSNTIAD) PLAN(DSNTIA71) -
LIBRARY ('DB2V714B.RUNLIB.LOAD")
END
//SYSIN DD *
GRANT EXECUTE ON PLAN DSNJDBC TO PUBLIC;
/*

5. Define a db2.jcc.properties file.

This step is not really required if default settings are good for a particular
environment. In our case, we wanted to specify a specific DB2 subsystem
identifier for the driver to use. Since the default will pull this value from the
DSNHDECP load module, we used the properties file to specify our choice.

Create the properties file. A logical place is in the installation directory tree of
your WebSphere server in the properties subfolder. For the ITSO installation,
this was /WebSphereAL1/V6R0/BS01/AppServer/properties.

Within this directory, we created a file called db2jcc.properties, as shown
below.

Example 1-2 db2jcc.properties file

db2.jcc.ssid=D8I1
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Note: This option specifies the subsystem name of the DB2 system that
we want to access from this server. Change the value D8I1 as appropriate
for your installation. The above entry is required only if DB2 datasharing is
being used. However, it is recommend that you add the entry for
documentation purposes even if DB2 datasharing is not being used.

Driver-generic properties are specified at the server level. To set those

p

a.
b.
c.

.o

s @

roperties, navigate in the Administrative Console to:
Servers and select Application Servers.
Click the server that needs to use the JDBC Driver.

Under the Server Infrastructure section, expand Java and Process
Management.

Click Process Definition.

Select the Servant region.

Under the Additional Properties section click Java Virtual Machine.
Under the Additional Properties section click Custom Properties.

in this step (see Figure 1-2 on page 8).
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Application servers NE

Properties > db2.jcc.propertiesFile

Specifies arbitrary name and value pairs of data. The value iz a string that can set internal system
canfiguration properties,

Configuration

General Properties

* Marme

|db2.jcc.propertiesFile

* value
[fwebspherealifvero/B501/

Description

Apply | OK| | Reset Cancel

Figure 1-2 DB2 JCC properties file

1.2.4 Define the DB2 Universal JDBC driver provider

8

It is time now to set up a server to use the configured IBM DB2 Universal Driver
for JDBC and SQLJ. IBM suggests that the DB2 Universal JDBC driver provider
be set up at the server level. This helps to avoid conflicts with the DB2 for z/OS
local JDBC provider (using RRS) that uses the DB2 Legacy Driver.

In order to define a DB2 Universal JDBC driver provider:

1. From the WebSphere Administrative Console, expand the Resources
section.

2. Click JDBC Providers in the expanded section.

3. Change the scope to server. To do this, click the radio button next to server
and click apply.

4. If there is not already a valid DB2 Universal JDBC driver provider defined,
click New. If this is one defined, verify the setting are correct.

5. After clicking on New, the JDBC provider’s configuration is started. Make your
selection for the DB2 Universal JDBC driver provider (see Figure 1-3 on
page 9).Your setting may be different if you are using XA connectivity (not
used in our example).
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1D EC providers W=

JDEBC providers > New
Choose a type of JDBC provider to create,

Configuration

General Properties

Step 1: Select the databasze type

Step 2! Select the provider type
| B2 Universal JDBC Driver Provider v

Step 3! Select the implementation type

|Cnnnectinn pool data zource ¥

Cancel

Figure 1-3 JDBC provider’s configuration

6. Click Next and verify that the settings are correct. No additional changes
should be needed.

7. Click Apply to define this provider.

8. Save the new setting to the configuration.

1.2.5 Defining the DB2 Universal JDBC driver provider data source

A data source must be set up for the provider. A data source details the access
information for this particular DB2 subsystem. To configure a data source, follow
the following steps:

1. From the WebSphere Administrative Console, expand the Resources
section.

Click JDBC Providers.
If not already set, change the scope to server.
Click the previously defined DB2 Universal JDBC driver provider.

o > 0N

Under Additional Properties select Data sources.
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6. Click New to add a data source. We will define a Type 2 data source because
the DB2 system that we are using is on the same physical server. This offers
better performance over a Type 4 connection.

7. Change the name as desired, but most importantly, set the database name to
the DB2 location name’ and the driver type to 2 (if Type 2 is desired). If using
a Type 4 driver, the server name and port number will also be needed (see
Figure 1-4).

DBZ2 Universal data source properties

% Database name
[T

# Driver type
E

Server name

Part nurnber
|soooo

Apply | sl | Fezat | Cancel |

Figure 1-4 Bottom, required section of data source

8. Click Apply and notice a new link called Custom Properties is now available.

9. Click the Custom Properties link to set up any other needed data source
properties. We will need one specific property set up. The currentSQLID
should be set to TRADER. Setting this property is equivalent to the SQL
command SET CURRENT SQLID. Because of this, connection IDs using this
data source will need RACF authority enabling this command to be executed.

10.Save the changes to the configuration.

A deployed application should now be able to use this provider to access DB2
through the IBM DB2 Universal Driver for JDBC and SQLJ.

' Note that the DB2 location name is not the same as the DB2 Subsystem ID (SSID). They may have
different values.
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1.3 JDBC application programming

Developing an application that uses JDBC to speak with DB2 can be a challenge.
Having DB2 on a z/OS system can offer its own set of challenges. This chapter
explains:

» Setting up the development environment to enable communication with DB2
on z/OS, explained further in “Environment setup for communication with DB2
on z/OS” on page 11.

» Deployment descriptor data source information, explained further in “Data
sources in the deployment descriptors” on page 16.

Our explanation is based on the TraderDB application, which is part of the
additional material for this book.

1.3.1 Environment setup for communication with DB2 on z/0S

When programming on a workstation, it is often desired to test with a local
deployment of the application connecting to the z/OS system for DB2 access and
data. This is possible in a variety of ways. We focus on the required setup for two
of these methods. The first will be the creation of a simple Type 4 connection.
The second will be the use of IBM DB2 Connect™ to connect to our DB2 on a
z/OS system and have our application use this connection.

Local deployment with a Type 4 connection
To do this:

1. Deploy the application locally by clicking the Server tab, right-clicking the
desired server, and clicking Add and remove projects.

Problems | Tasks | Properties Console Restart Project >
| Server Hast nane _

?i Add and remove projects. ..

eb3phere Application Server va,0 localbost

{1 Create tables and data sources

[ Run external admin script

Figure 1-5 Local deployment

2. Add the TraderDB2004 project and click Finish. You can find this application
in the additional material for this book.
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3. The application is now deployed. Since the code specifies a JNDI name for a
DB2 connection, the code will not work yet. We will now set up a Type 4
connection on our local server.

4. Right-click the server again and click the Run administrative console link.

5. Follow the same process as described in 1.2.4, “Define the DB2 Universal
JDBC driver provider” on page 8, and 1.2.5, “Defining the DB2 Universal
JDBC driver provider data source” on page 9, except that this time we want a
Type 4 data source so we can get to the remote DB2 system. See Figure 1-6.

DEZ Universal data source properties
# Databasze nare
[cear

* Driver type
[4

Server name

|wtsc48.itso.ibm.com

Port number
[z8100

Figure 1-6 Type 4 connection

For this connection, the server name and port number of the DB2 on z/OS
system are important.

Using DB2 Connect for the connection

For this book, we had DB2 Connect Version 8.1 installed. Sometimes developers
prefer using DB2 Connect because a Type 2 connection can be configured
locally and also, the tooling can be used to test SQL commands and look directly
at the database on z/OS. To set up the development environment to use a DB2
Connect connection, there are a few simple steps that must be followed.

1. Install IBM DB2 Connect.

2. Start the Configuration Assistant (usually Start — All Programs — IBM
DB2 — Set-up Tools — Configuration Assistant).

3. Choose Selected —» Add Database Using Wizard, as shown in Figure 1-7
on page 13.
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Caonfigure 3N Edit View Help
OT162-DE  Add Database Using wWizard...

Alias atabase < |L0cati0n z |Con

Figure 1-7 Add database

4. Choose the Manually configure a connection to a database radio button.

5. Click Next.

6. Choose TCP/IP for this connection and check the box indicating that this
database resides on a host system.

Select a communications protocol

Selectthe communications protacal thatyou wantto use to connect to the DB2 database. Ifyou are
using SMA, select APPC as the protocol. Indicate ifyour database is located on a host or 05400

then select the type of connection route to the server.
{« TCPIP " nhletBIOS

[
" APPC T Mamed pipes (NPIPE) _q'_,-_

CAPPR O Local (LOCAL)

¥ The database physically resices on a host or OS/400 system:

* Connect directly to the server m

" Connectto the server via the gateway

systermn. Ifyour client has DBZ Cannectinstalled and the selected database is a gateway connection,

Figure 1-8 Selecting the communications protocol for DB2 Connect

7. Click Next.

8. Specify the proper TCP/IP hostname and port number, as shown in
Figure 1-9 on page 14.
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Specify TCP/IP communication parameters

You must provide the communication information required to connect to the database that you want to
add. Your datahase administrator can provide the information necessary to canfigure cammunications
for a database connection. Ifyou specify a Service narme anly, there must be an existing service name
entry in the TCPIP services file.

Hast name |wtsc48.itso.ihm.com

Service name |

Port number |m

Figure 1-9 Communication parameters for DB2 Connect

9. Click Next.

10.Enter the database location name where the wizard asks for a database
name, as shown in Figure 1-10.

Specify the name of the database to which you want to connect

You must identify the database towhich vou are connecting. The database name is dependent on the
type of server to which wou are connecting. For Q87390 and 208 databases specifithe Laocation name.
For QSr400 databases use the RDB name. For WMMSE specify the DENAME. Otherwize use the
name ofthe datahase an the server.

Database name

Database alias | DBEl

Comment |

Figure 1-10 Database specification for DB2 Connect

11.Click Next.

12.No changes should be needed in the data source registration panel. Click
Next.

13.Choose 0S/390 or Z/OS as the operating system, as shown in Figure 1-11
on page 15.
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Specify the node options

You must provide the following information in order to configure the node for the database connection,

Qperating system [ Q0 orzf0 8

Remate instance name |

Comment |

Figure 1-11 Specifying the node options for DB2 Connect

14.Click Finish. No other changes are needed in the wizard.

15.The Test Connection window will open. Test the standard and CLI
connections by entering a valid RACF user name and password, as shown in
Figure 1-12.

Connections ] Results]

Select connection type

W CLI [~ JDBC

[ oDBC [~ ADO

=ser D |daubman

Password |’””””"”'

| Test Cannection |

Cancel | Help |

Figure 1-12 Test Connection

16.If clicking Test Connection displays successful connection, the window can
be closed and the DB2 Connection side of this setup is complete.
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The next step is to configure the application server similar to how we did this in
1.2.4, “Define the DB2 Universal JDBC driver provider’ on page 8, and 1.2.5,
“Defining the DB2 Universal JDBC driver provider data source” on page 9, with a
couple of very important differences:

1. Follow the instructions in “Local deployment with a Type 4 connection” on
page 11, up to instruction number 4.

2. At this point the WebSphere Administrative Console will be running and you
will be ready to create a provider. Follow the same process as 1.2.4, “Define
the DB2 Universal JDBC driver provider” on page 8, except choose the DB2
Legacy CLI-based Type 2 JDBC Driver.

3. Similar to how there was a data source defined in 1.2.5, “Defining the DB2
Universal JDBC driver provider data source” on page 9, define a data source
for this provider.

4. Enter the relevant information to point to the DB2 Connect connection. This
should only mean changing the JNDI name to the one used by the application
and entering the proper database name (this would be the alias name that
was created in DB2 Connect).

5. Click the test connection and ensure that it is successful, as shown in
Figure 1-13. If so, the application can be run. A connection to DB2 using DB2
Connect will be used.

JDBC providers h " h W N .

EH Messages

[} Test connection for data source DB2 Legacy CLI-based JDBEC Driver
DataSource on zerver serverl at node TOT162Made0l was successful,

JDEBC providers = DE2 Legacy CLI-based Type 2 IDBC Driver = Data sources = DB2Z Legac!
JDEBLC Driver DataSource

A dats source is used by the application to access data from the database, A data source |
urder a JDBC provider, which supplies the specific JDBC driver implementation class,

Configuration

Test connection |

Figure 1-13 JDBC provider test

1.3.2 Data sources in the deployment descriptors

It is also possible to create providers and data sources in the application. They
will be deployed and used by the application. This enables the developer to code
the connection without the need for any special setup to be done at deployment
time.
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Coding process

The process will be similar for any type of provider desired. For this example we

add a Type 4 data source similar to the one

used earlier in the chapter. Since

these providers are used by the deployed application, it makes sense that we will
be adding them to the deployment descriptor of the enterprise application.

1. Open the deployment descriptor by double-clicking it under the expanded
TraderDB2004 section of the Enterprise Applications. The changes that need
to be done are under the Deployment tab that appears after the descriptor is

opened. This is shown in Figure 1-14.

72

= ‘.-'-E'l Enterprise Applications
=122 TraderDE2004
] -E Deployment Descriptor: TraderDBEAR
+- 1 Modules
[ Praject Utility JARs
+-0 Ukility 18RS
+- [ = META-INF
TraderLib. jar
Lz Application Client Projects
[ Connector Projects
g EJB Projects
[ Dwnamic Web Projects
—|-%— TraderDE'Web
& web Site Mavigation
&, Web Diagram

- =0

i

Project Explarer &3

1] [~ [

oyment Descriptar

= application De
WebSphere v6.0 Deployment

[Data Sources
Allovs the installed applications to access data From databag
JDEC provider lisk:

fame Implementation Class

3 & DEZ Universal Database v... com.ibm.dbZ. jcc DEZC

<

Marne
[ DB2 Universal Database va u...

+-'z@ Deployment Descriptor: TraderDEWeh
+ [ lava Resources

Crverview | Module | Security | Deployment | Source

Figure 1-14 JDBC providers in the application

2. Using the updated version of the TraderDB application, there will not be any
providers in the list. Clicking the Add button next to the JDBC provider list will
open the Create a JDBC Provider wizard.

In this wizard we can choose IBM DB2 and then select the DB2 Universal

JDBC driver provider, as we have done in the WebSphere Administrative
Console. Refer to Figure 1-15 on page 18.
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@' Create a JDBC Provider

Create a JDBC Provider

Select the type of JDBC provider bo create,

Database type: 3 User-defined o
2 15m DB2

Q Cloudscape

E Informix

Q Svbase

[E %
IDBC provider type: | [ Fesyup—wes der
E DBZ Universal JDEBC Driver Provider (XA}
Q DEZ Legacy CLI-based Type 2 JDEC Driver

E DBZ Legacy CLI-based Twpe 2 JOEC Driver §)
ﬁ FR2 LIME Fae iCarias (Rl skiual

i

>

Descripkion: Mon-%4 DEZ Universal JDBC Driver-compliant
Provider, Datasources created under this provider

| Mext = | Zancel

Figure 1-15 Selecting the universal driver

4. Click Next, enter a name for the provider, and click Finish to create the
provider.

5. Now, click the provider created that is now in the JDBC provider list. Below
this list are the data sources that are defined to the provider. It will be empty.
We need to click the Add button next to the list to add a new data source.
This will open the Create a Data Source wizard.

In this wizard, select the DB2 Universal JDBC Provider and click Next.

In this panel, enter the name of the data source and set the JNDI name. Our
choice was jdbc/TraderDB2 to remain consistent.
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Create a Data Source

Select the type of data source to create,

Mame; * |Data source 1

JMDI name: * | jdbc/TraderDB2

Description: | DEZ Universal Driver Datasource

Category: | T
Statement cache size: | 10

Figure 1-16 Defining a data source

8. Click Next to display the Create Resource Properties panel.

9. In this panel, select databaseName, driverType, serverName, and port
number, and enter their values separately. The choices that we made can be
found in Table 1-2.

Table 1-2 Data source properties

Resource property Value
databaseName DB8I

driverType 4

serverName witsc48.itso.ibm.com
portNumber 38100

10.Click Finish. Now, saving this deployment descriptor and deploying this
application would allow for this provider and data source to be used
automatically.

No additional setup should be required on the application server. This allows a
way for a developer to be fully in charge of setting up providers and data sources
without having to bother the server administrators. A negative effect is that this
also removes some of the visibility to the providers and data sources and can
lead to a loss of flexibility in the future. For example, one of the advantages of
using a JNDI name in an application is to allow different environments to set up
the data sources differently, potentially pointing to different databases. This
method does allow for this flexibility.

Chapter 1. Accessing DB2 using JDBC 19



Required changes in TraderDB

The original TraderDB application from the previous book had a few of these
providers defined. Unfortunately, one of the providers was pointing to a database
called SAMPLE and had the JNDI name that we were using for the application.
The simplest solution was to remove these providers from the application. Once
removed and deployed, the application could run JDBC calls without further
changes.

1.4 The TraderDB application

The TraderDB Application has been updated to include an SQLJ example.
Before any changes were made, we deployed and tested the TraderDB
application from the previous version of this book. Without modification, the
JDBC connection functioned as expected, but only intermittently. Changes were
needed for the deployment descriptors, as explained in 1.3.2, “Data sources in
the deployment descriptors” on page 16.

This section focuses on describing:

» How to deploy the TraderDB application on WebSphere Application Server
for z/OS Version 6.01

» How to test the DB2 connections with the application

1.4.1 Deploying the TraderDB Application

20

Deploying the TraderDB Application is trivial. We have created the source to
allow for the defaults to be accepted and the application to function fine when this
is done.

The defaults can be changed to match the desired setting for the application. For
our example we have used container resource authorization with no
authentication method specified. The deployment process can be changed to
meet your needs as desired.

1. In the WebSphere administrative console expand the Applications section
and click Install New Application.

2. Enter the path to the updated TraderDB2005.ear file shipped with this book.
See Figure 1-17 on page 21.
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Servers
Preparing for the application installation

Applications

m

Enterprise Applications Specify the EAR, WAR or JAR rnodule to upl

Install Mew &pplication
i Path to the new application.

&)

Resources (‘:’) Local file systemn

]

Security Specify path
FSQLMTraderDB2005, 2ar[ Erowse...

&)

Environment

O Remote file system

]

Swstern adrinistration

&)

Monitoring and Tuning

]

Traubleshaoting

Context root

&)

Service integration

| Uzed only for sts

Cancel

]

upDI

Figure 1-17 Deploying TraderDB

Click Next.

At this point, the deployment descriptor contains enough information to
deploy the application so you can click Next through the deployment process
or skip to step 11 for the summary, as shown in Figure 1-18 on page 22.
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Install New Application |

Specify options for installing enterprise applications and modules,

Summary

Surnrnary of installation options

Options Values
Use Binary Configuration Mo
Create MBeans for resources res
CellfMode/Sarver Click here

Reload interval in secands

Enable class reloading Mo

Process embedded configuration Yes
Application name TraderDBEAR.
validate Input offfwarn/fail warn
Application Scoped Resources Yes

Directory to install application

Cistribute application Yes
Deploy Web services Mo
Pre-carmpile JSP Mo
Deploy enterprise beans Mo

Figure 1-18 Deployment step 11: Summary

5. Clicking Finish on this screen will deploy the application. A successful
deployment is illustrated by messages similar to those shown in Figure 1-19.

Application TraderDEEAR installed successfully.

To start the applicstion, first save changes to the master configuration.
Save to Master Configuration

To weark with installed applications, click the "Manage Applications" buttan.

Manage Applications

Figure 1-19 Deployment successful

6. With a successful deployment, click the Save to Master Configuration link
and save this deployment.

7. The application can be started and it is ready to test.
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1.4.2 Testing TraderDB with JDBC

Assuming nothing has been changed in the deployment descriptors, the URL for
the deployed Trader application will be http://server:port/TraderDBWeb/.

Navigating to this link will display the page shown in Figure 1-20.

ITSO TRADER APPLICATION-2005

Database JDEC/CMF/SQLJ Example

User IO

SQL Database | Use CMP Entity EJB's [] | Use SQLT [

Figure 1-20 TraderDB application

Table 1-3 on page 24 describes how these choices on this Web page effect how
the application is run.
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Table 1-3 Application key

Item in Figure 1-20

Purpose

UserlD This ID is used to look up information in
DB2 for the particular user. Specifically, it
is used to see ownership of shares in each
company.

Go After entering a user ID, this button will

start the trading application using JDBC.

Use CMP Entity EJB™'’s

Check this box to use the application with
CMP Entity EJBs. No additional setup is
required to try this.

Use SQLJ

This will use SQLJ for database queries
rather than JDBC. If this is desired, read
Chapter 2, “Accessing DB2 using SQLJ”
on page 25. Additional setup and
knowledge is required for this option.
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Accessing DB2 using SQLJ

This chapter explains the process for developing, deploying, and testing an
application that uses SQLJ to connect to DB2. A small portion of this chapter also
discusses the benefits and issues with using SQLJ rather than JDBC.

The version of the TraderDB application updated for this book has the added
ability to use SQLJ to access the DB2 backend. Rational Application Developer
was used for its SQLJ tooling, which can accomplish setup and customizing of
SQLJ and provide a test environment to ensure functionality.

We encountered some unique migration problems that will also be mentioned in
this chapter to help others avoid the confusion that can occur.
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2.1 Introduction to SQLJ

Although for many Java developers SQLJ might not be the preference to access
databases, opposed to JDBC, SQLJ does provide significant value for
applications accessing DB2 on z/OS. In most cases SQLJ is faster than JDBC
and provides better tuning and security control, as each Java application can
have its own plan. In general, static SQL fits better in most existing z/OS
environments than dynamic SQL.

SQLJ is simply an embedded SQL in Java. Like JDBC, SQLJ is used by the
application to execute SQL statements against a database. This can lead to
some confusion as to the differences and benefits of one technology over the
other.

The following topics will be discussed in this chapter:

» The differences between JDBC and SQLJ in 2.1.1, “JDBC versus SQLJ” on
page 26.

”

» Application connection concepts in 2.1.2, “Application connection concepts
on page 27.

» Connection coding differences in 2.1.3, “Connection coding differences” on
page 28.

» SQLJ coding principles in 2.1.4, “SQLJ coding” on page 29.

» In 2.2, “Creating an SQLJ program in RAD” on page 33, we describe

everything that is needed to get started with SQLJ in Rational Application
Developer.

» In 2.3, “Testing SQLJ in TraderDB” on page 58, we show how you can test the
TraderDB application using SQLJ.

» Finally, in 2.4, “SQLJ and QoS” on page 61, we show the QoS advantages of
SQLJ as opposed to JDBC.

2.1.1 JDBC versus SQLJ

SQLJ is fundamentally different than JDBC because it is a Java language
extension. JDBC is an API (ODBC). As a result of this difference SQLJ programs
have to be preprocessed before execution. SQLJ is run through a translator
(called sqlj), which takes the SQLJ statements and replaces them with Java
methods. The result is two or more files:

» ClassName_SJProfile0.ser is created to store the SQL statements.

» The Java code is placed in standard Java source files named as
ClassName.java. After the translation, the code can be compiled with a
standard compiler and finally run.
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Additionally, SQLJ goes through an additional step when connecting to DB2.
DB2 allows for a customization step. Customization binds the SQL statements in
the .ser files into packages to allow them to be executed as static SQL. Without a
customization step, the SQL will not fail, but be issued dynamically through
JDBC. In case customization is not done or just forgotten, there is no benefit in
using SQLJ for this reason.

2.1.2 Application connection concepts

With both JDBC and SQLJ, a connection is needed before any SQL commands
can be issued. SQLJ uses a different syntax than JDBC, but interestingly, it is
actually invoking JDBC to create a connection.

There are two different methods for obtaining a connection in Java:

» The DriverManager interface
» The DataSource interface

The DriverManager interface requires the names of the driver and database in
the calls. The DataSource removes this reliance on the application for coding the
database. WebSphere Application Server can create a data source
(demonstrated in 1.2, “Introduction to JDBC” on page 2) to store access
information. The data source exposes a JNDI lookup name that the application
can use when accessing the backend. A simplified view of this can be seen in
Figure 2-1 on page 28.
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DataSource

jdbc/TraderDB2

Interface Db2 Universal JDBC Driver Provider

DataSource: jdbc:db2://wtsc48.itso.ibm.com:38100/DB8I
“user”

“password”

% Java Program with SQLJ

InitialContext context =
new InitialContext();

DataSource ds = (DataSource)
context.lookup(“jdbc/TraderDB2”);

WebSphere

DriverManager | jaya Program with SQLJ
Interface

String url =

D Q jdbc:db2://wtsc48.itso.ibm.com:38100/DB8I;
5

String driverName =
i “com.ibm.db2.jcc.DB2Driver”;
Connection con;
UserContext ctx; DB2

Class.forName(driverName).newlInstance();

con =
DriverManager.getConnection(url,”user”,”’password”)
ctx = new UserContext(con);

WebSphere

Figure 2-1 DriverManager versus DataSource

Figure 2-1 demonstrates the differences in where database definitions are
defined. It also helps to demonstrate how a connection is established in SQLJ.
For the remainder of this document we focus on the DataSource interface. This
interface is recommended for a variety of reasons. The DataSource interface
allows for connection pooling, which allows for robustness and scalability. Also, a
DataSource interface allows the application programmer to define a JNDI name
to connect to. The application can be deployed in different environments, each
with its own implementation of the connection. Furthermore, the same data
source can be updated to point to different databases without impact to the
application and downtime is reduced because the application does not need to
be edited and deployed.

2.1.3 Connection coding differences

It has already been mentioned that SQLJ uses JDBC to create its connections.
As a result, there is not a huge amount of difference in the coding. We consider
the most basic connection here, using the DataSource interface. A connection
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coded in JDBC is shown in Example 2-1, and a connection coded in SQLJ is
shown in Example 2-2

Example 2-1 JDBC connection

import javax.naming.InitialContext;
import javax.sql.DataSource;
import java.sql.Connection;

InitialContext context = new InitialContext();
DataSource ds = (DataSource) context.lookup(“java:comp/env/jdbc/TraderDB2”);
Connection conn = ds.getConnection();

Example 2-2 SQLJ connection

import javax.naming.InitialContext;
import javax.sql.DataSource;
import java.sql.Connection;

// Create a connection context
#sql static context MyConnectionContext;

//Look up the datasource

InitialContext context = new InitialContext();

DataSource ds = (DataSource) context.lookup(“java:comp/env/jdbc/TraderDB2”);
Connection conn = ds.getConnection();

// Create and instance of the context class
MyConnectionContext myContext = new MyConnectionContext(conn);

Showing these examples close to each other helps to demonstrate the minor
difference in their syntax. SQLJ is exactly the same as a regular JDBC
connection except that it contains a class that wraps the connection. This
connection context is actually created by the SQLJ preprocessor, but we define it
here.

2.1.4 SQLJ coding

This section provides only the highest level of information about coding in SQLJ.
In most cases this is enough to get started. For further information about the
SQLJ language, refer to DB2 for z/0S and OS/390: Ready for Java, SG24-6435.

There are four different forms of SQLJ statements:

» Connection contexts
» Executable statements
» Assignment statements
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» lterator declarations

Common for all SQLJ statements is that they start with the token #sql and end
with a semicolon (;).

We have already seen the first one, namely creating the context, in Example 2-2
on page 29. We now look briefly at the executable statement, which is the
simplest SQLJ construct. You use an executable statement to perform database
operations such as:

Selecting, inserting, modifying, and deleting data
Creating database objects

Controlling transactions (commit and rollback)
Calling stored procedures

vyvyyy

We take a closer look at the executable statement. It can appear anywhere a
Java statement can appear, and it looks like this:

#sql [context] { SQL-statement};

Important: Even though the context is optional, we highly recommend that
you specify it. If the context is not specified, an implicit context is created,
namely the default context. The default context is a static variable and
therefore shared by every thread in the same JVM™. This can lead to a
throughput bottleneck, but worse, another thread can change the default
context while we are using it.

Conclusion: We always use a specific context.

Let us now have a look at the COMPANYS table used by the TraderDB
application. A list of the columns is found in Table 2-1.

Table 2-1 COMPANYS table used in TraderDB

Column name

Description

COMPANY

Company name

SHARE_PRICE

Current price of a share

UNIT_VALUE_7DAYS

Share price 7 days ago

UNIT_VALUE_6DAYS

Share price 6 days ago

UNIT_VALUE_5DAYS

Share price 5 days ago

UNIT_VALUE_4DAYS

Share price 4 days ago

UNIT_VALUE_3DAYS

Share price 3 days ago
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Column name

Description

UNIT_VALUE_2DAYS

Share price 2 days ago

UNIT_VALUE_1DAYS

Share price 1 days ago

COMM_COST_SELL

Commission cost to sell

COMM_COST_BUY

Commission cost to buy

We want to retrieve these columns into a Java application. Apart from creating
the connection context, we need to define some host variables that we can select
the values into. With the context at hand, along with the host variables, we are
ready to write our SELECT statement, as shown in Example 2-3.

Example 2-3 Writing a SELECT statement using SQLJ

String company= “IBM*“;
// Define the connection context
#sql public static context MyContext with (dataSource=jdbc/TraderDB2”);

// Setup a Cursor to store values
#sql iterator cursorl (String, float, float, float, float, float, float,
float, float, int, int);

// Create an instance of the context class
MyContext context = new MyContext();

// The SQLJ Select statement
#sql [context] cursorl {

SELECT * FROM TRADER.COMPANY

WHERE COMPANY = :company
}
// Now, cursorl can be used to iterate through the returned data
// Alternately, results can be stored in variable
// Use the INTO sqlj statment and specify variables to store into.
// Tell the Transaction Manager that we are done with the connection for
// now
context.close();

Assuming we are running within the scope of a transaction in WebSphere

Application Server, closing the context will not close the underlying connection.
We just put the connection in a valid state for commit, leaving to the Transaction
Manager to commit, or roll back, when appropriate.
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The SQL statement can be almost any DB2 statement that can be statically
prepared. Additionally, there is a special statement to set the isolation level for
the current transaction:

#sql [context] { SET TRANSACTION ISOLATION LEVEL level};

Where level is one of values the listed values in Table 2-2. Please be aware that
both JDBC/SQLJ and DB2 use the term repeatable read, but for different
purposes.

Table 2-2 SQLJ isolation levels and their corresponding DB2 counterparts

SQLJ isolation level DB2 isolation level
READ UNCOMMITTED UR (uncommitted read)
READ COMMITTED CS (cursor stability)
REPEATABLE READ RS (read stability)
SERIALIZABLE RR (repeatable read)

2.1.5 General application flow

32

Figure 2-2 demonstrates a basic, high-level flow of a properly coded SQLJ
program. We generally followed this model when programming TraderDB, so this
should help as a guide to understanding our program.

Browsgy WebSphere Application Server
Client

Input || Input Application Server EJB Container Sclijartce:e .

Pe FEER Web Container

e

et ||| 03
Bean G- 88

\ JNDI Con;g;tion

Figure 2-2 Application flow
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The flow is:
1. A Web client requests a URL in the browser (input page).
2. The request is routed to the Web server over the Internet.

3. The Web server immediately passes the request to the Web server plug-in.
All requests go to the WebSphere plug-in first.

4. The Web server plug-in examines the URL, verifies the list of hostname
aliases from which it will accept traffic, and chooses a server to handle the
request.

5. A stream is created. The stream is the connection to the Web container. The
Web container receives the request and, based on the URL, dispatches it to
the proper servlet.

6. JNDI is now used to look up the session Bean requested by the servlet.

7. JNDI will direct the servlet to the corresponding EJB container, which then
instantiates the EJB that is requested.

8. The session Bean will now go back into the JNDI either to look up an entity
Bean, or to look up the data source. If an entity Bean is used, the entity Bean
will do the look up of the data source.

9. The SQLJ statement is executed, and data is sent back to the enterprise
Bean.

10.Data Objects (DOs), also known as Data Transfer Objects, are created and
handed back to the servlet.

11.The servlet sends the DOs to the JSSP™.,

12.The JSP generates the HTML that is sent back through the WebSphere
plug-in to the Web server.

13.The Web server sends the HTML to the browser.

2.2 Creating an SQLJ program in RAD

In this section, we focus on using Rational Application Developer to update our
TraderDB application to add some SQLJ functionality. This section can be used
in two ways. Each section can be read independently to provide information
about a specific topic, or they can be read concurrently to understand the
process of enabling the use of SQLJ.

2.2.1 Supplied material

For this book we decided to supply two versions of the TraderDB application.
The first version contains the exact code that came with the previous version of
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the book. Also provided is the updated code with SQLJ functionality built in. The
reason for this is to allow access to an application that does not have SQLJ
support for experimentation purposes.

» TraderDB2004.ear: Version 5, non-SQLJ code
» TraderDB2005.ear: Version 6 with SQLJ support

A high level overview of the newest version of TraderDB can be found in 1.1,
“Topology” on page 2.

2.2.2 Migrating the Version 5 application

The Version 5 application will function when deployed on WebSphere Application
Server for z/OS Version 6.01; however, when updating the application in
Rational Application Developer and starting work at the J2EE 1.4 level, a
migration step is required first.

The code needs to be migrated to J2EE 1.4. Rational Application Developer
contains a migration wizard that will handle migrations from the J2EE 1.2 or
J2EE 1.3 level.

At this point we assume that Version 5 of TraderDB has been imported into RAD.
If this is the case, there will immediately be some errors in the application. They
will be similar to those shown in Figure 2-3.

| Resource | In Folder | Location

@ Class must implement the inherited abstract method EJBL..  TraderDE2CMPCo...  Trader_DBEfejbModulefitsnfdbzfcmpfizes...  line 12
@ Class must implement the inherited abstract method EJBL..,  TradetDEZCMPCU...  Trader_DE/ejbModulefitsofdb2fcmpfizes...  lne 12

Figure 2-3 Errors requiring migration

34

A migration needs to be performed to bring the generated code to the correct
level and remove these errors. To perform this migration:

1. Right-click the enterprise application name (TraderDB2004 in this case).
2. Choose migrate.
3. Select the J2EE Migration Wizard, as shown in Figure 2-4 on page 35.
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Figure 2-4 Selecting the Migration Wizard

4. Click Next and ensure the project structure and all module projects are being
migrated that are contained in the enterprise application. Also be sure the
J2EE version selected is 1.4 targeted at a Version 6 server. See Figure 2-5 on
page 36.
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@ J2EE Migration Wizard

Enterprise Application

The Following enterprise application project will be migrated. The project struckure

migration is optional. i

Enterprise Application Project: TraderDE2004
=129 TraderDE2004

== TraderDEWeh
=2 Trader_DE

¥ Migrate project structure,
Iv Migrate project J2EE specification level,

I2EE version 1.4 ~|

Target server; |Web5phere Application Server wa.0 j Mew, .,

v Migrate all moduls projects

all EJB, web, and application client modules referenced by the enterprise application are
automatically selected For migration,

Select the Finish button to accept the default migration options For all module projects, or custamize the
migration options for each type of module project on the Following pages.

< Back HEXt>

| Finish | Cancel

Figure 2-5 Enterprise Application Migration in RAD

Click Next.

Verify that the EJB Module Migration and Web Projects also migrate the
project structure and J2EE specification level.

7. Click Finish.

The errors should now be gone. The application has now been migrated to the
J2EE 1.4 specification. After this step, SQLJ can be enabled.

2.2.3 Setting up the SQLJ environment

Some setup is required to allow for a Java application to include SQLJ. The first
step is to set up RAD so that it is aware of the location of the SQLJ translator.
Before we can even set up SQLJ in RAD, we need to add this capability. To do
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this click Window — Preferences — Capabilities. Expand the Database
Developer section and choose SQLJ Development. Click OK to enable this
capability and close the window.

We are now ready to set up the SQLJ translator. The setup window can be
accessed from Window — Preferences — Data — SQLJ, as shown in
Figure 2-6.

@l Preferences

+- workbench A~ SQLI
+- Ant
Build Order Preferences For SQL suppart.
+ Crystal Enterprise SQLI translator JAR File: | CilsQLLIBavalsali.zip Browise. ..
Crystal Reparts Designer
+- Crystal Reports Yiewers SO translator class name: | sqlj.baals, Sqlj
= Data ; ) ]
s Method For invoking QLI translator |D|rect call to translator class ﬂ
SCLT
SQL Query 5L profile print command: | dbZsqliprint
+- Help
4 Importer S0L] Java source Folder: | SOLJavasource
+- InstalliUpdate 5L customization script folder: | SCLIANEScripks
+- Internet
12EE Color for 5911 clause in editor: [
+- Jawa v Enable debugging From SCLT File
+|- LPE% Editor
+- Modeling
Process " Restore Defaults | Apply |
Import... | Export... | Ok | Cancel |

Figure 2-6 SQLJ settings in RAD

The fields are:
» SQLJ translator JAR file

Full path and file name of the JAR file containing the SQLJ class library that
implements SQLJ translation support. If DB2 is installed on your workstation,
the file is called <db2home>/java/sqlj.zip, where <db2home> is where DB2 is
installed, by default, C:\Program Files\IBM\SQLLIB. This file can also be
downloaded from the host where DB2 is installed. For our installation the
location was /usr/lpp/db2/d8ig/jcc/classes. For most installations, the path
should be similar.

» SQLJ translator class name

Fully package-qualified name of the SQLJ class used for translating SQLJ
statements. The default is sqlj.tools.Sqlj.

» Method for invoking SQLJ translator
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The default is a direct call to the translator class. The alternate choice would
be to create a new process for every translation.

» SQLJ profile print command

This field specifies the command used for SQLJ profile printing. The default of
db2sqljprint is fine.

» SQLJ Java source folder

Name to use for the folder containing SQLJ Java source files. This preference
is only used if we choose to create a specific source folder when we define
our SQLJ project. If the source folder and the output folder are the same, then
generated Java files are put in the same folder as the SQLJ files.

» SQLJ customization script folder

Name to use for the folder containing SQLJ Ant scripts.
» Color for SQL clause in editor

Color in which SQLJ statements are displayed in the Java editor.
» Enable debugging from SQLJ file

If selected, debugging will occur in SQLJ files, instead of the generated Java
files. If you change this preference, you must rebuild the project for the
change to take effect.

2.2.4 Adding SQLJ support to our project

38

The procedure is the same at this point wether we are adding SQLJ support to a
new project, or a project that has already been created (like TraderDB). This step
is usually trivial, but we did find a problem executing this step for our application.
This section explains how to solve the problem in case a similar situation is
encountered with other applications.

The actual application now needs to be given SQLJ support. For the TraderDB
application we want to create a new EJB that is called to perform database
actions using SQLJ. To enable this support, right-click the Trader_DB EJB
project, as shown in Figure 2-7 on page 39.
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EES -
= [.__TE', Enterprise Applications
—-123 TraderDE2004
+ 'E Deployment Descriptor; TraderDBEA
+-[= META-INF
\=| TraderLib.jar
+ Eﬁ Application Client Projects Tew L
+ [_ﬂ Connector Projects
- g EJB Projects (= Copy
= :; Paste

+-[z1) Deployment Descriptor: Trader_DE

+ -4 ejbModule X Delete

+- (5 TraderLib.jar - TraderDE2004 Refactor AlbLThiFET ¥

+- 2= wehSphere 6.0 Runtime

+-=0, JRE System Library [WebSphere v Import. .. 4
+ E:. Crynamic Web Projects Expart... 3
+- [0 Other Projecks
+-L 35 Web Services 7 Refresh
+- [ Databases Close Project
+ ETj Database Servers

Run Yalidation

£ | QLI Support. ..

Figure 2-7 Adding SQLJ support to an EJB project in RAD

This will start the wizard that adds SQLJ support. We have the option to add
support to the Web project and the EJB project. Since we only want to add a new
EJB with SQLJ support, we only select the EJB project, as shown in Figure 2-8
on page 40.
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@ Add SQLJ Support

Add 50L] Support
Select projects to which bo add S0L] support,

Available projects:

I_'l

[A1= Trader_DB Select Al
TraderDEWeb

[ Tracer c Clear Al

1 out of 2 selected.

Specify the QLI 1AR file ko be used ko resolve SCLI references,
SL] JAR file: | CASQLLIE java)sqli.zip Browse. ..

I get advanced project properties

| Finish | Cancel

Figure 2-8 Selecting the projects to add SQLJ support to in RAD

At this point, clicking the Finish button should complete the process. However,
with our application we received the error, as shown in Figure 2-9 on page 41.

Important: The error we received is not caused by adding SQLJ support in
RAD. This was just where it surfaced. The text following Figure 2-9 on page 41
describes the real cause of this error in more detail.

WebSphere for z/OS V6 Connectivity Handbook



@1 Problems @
"j The set of natures is nok valid,
L

oK | << Details |

Mature does not exisk: com.ibm,etools,j2ee, EJBZ_OMature,

Figure 2-9 Nature does not exist error
So, what happened?

This error demonstrates a possible error that can be seen when updating an
imported ear that was created with different tooling. The previous version of
TraderDB was created using WebSphere Studio Application Developer.
Somewhere in the development cycle a nature was setup called EJB2_ONature.
A nature defines java-specific behavior for a plug-in. WebSphere Studio
Application Developer must have needed this nature. If similar errors occur, it is
a good idea to verify the nature is not needed and remove it or find a
replacement.

To remove this nature we need to find the .project file in the active workspace
and edit it. For our system, we called our workspace trader1, and the Trader_DB
.project file was found in C:\Documents and
Settings\TOT162\IBM\rationalsdp6.0\trader1\Trader_DB. Open this file in
notepad. Figure 2-4 shows the section of the .project file causing the error.
Closing Rational Application Developer, removing the nature, and restarting the
workspace will get rid of the problem.

Example 2-4 .project excerpt

. previous lines removed

<natures>
<nature>org.eclipse.jem.workbench.JavaEMFNature</nature>
<nature>com.ibm.etools.j2ee.EJB2_ONature</nature>
<nature>com.ibm.wtp.ejb.EJBNature</nature>
<nature>org.eclipse.jdt.core.javanature</nature>
<nature>org.eclipse.jem.beaninfo.BeanInfoNature</nature>

</natures>
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. lines following removed

While it is interesting that we see this error now, it is not totally unexpected.
When we were enabling SQLJ support, we were installing a new nature. This
causes all natures to be re-checked and this error to show itself.

At this point, adding SQLJ support should finish without errors and the program
is ready for an sqlj file.

2.2.5 Adding an SQLJ file to the project

After RAD has been set up to use SQLJ and a project has been enabled for
SQLJ support, the actual SQLJ code can be added. There is a very good wizard
built into RAD that can create a good starting point for developing SQLJ further.
This section focuses on how to use this wizard. We take a brief look at the results
and create a plan for changes that are needed. The finished product can be seen
with the additional material shipped with this book. This documented process is
exactly what was done to create that code.

To begin the process of creating an SQLJ file, right-click the EJB project and
select New — Other, as shown in Figure 2-10.

= [:\:% Enterprise Applications
—-23 TraderDE2004
+ 'E Deployment Descriptor: TraderDBEA
+ [ META-INF
\=| TraderLib.jar

#1- (i appircation Cient: Pro T < Frofect...

+ [-ﬂ Connector Projects

U EJB Projects = Copy [3% Java Project
=
o d . | [E Paste B Package
+| L5 Dynamic Web Projec 3 Delete
+ Other Projects (& Class
209 WethEW‘CBS Refactor Al+shift+7 ¥| € Inkerface
+-_ Databases &
5 Fold
+ - Database Servers Irnpart. .. 4 9 Source Folder
Expart... : 82 Topic Diagram
w(‘a Refresh E Class Diagram
Close Project _
! 9 Example. ..
Run validation
£ Remove SOLI Suppork il Other .,

Figure 2-10 Creating a new SQLJ file
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Expand the data section and then expand the SQLJ section. If SQLJ does not
appear in the list, click Show All Wizards and try again. Now choose SQLJ File,
as shown in Figure 2-11.

Select a wizard

Create a new S0L] file and add S0LI support to the project,

Wizards:

== Data
[ Database Definition
#7 1awa Stored Procedure
|7 Schema Definition
[§7 SGL/DDL Script
20| 5L Skatement
{5 0L Stored Procedure
£ 0L User-Defined Function
[E Table Definition
E% view Definition
ﬁ Web Service User-Defined Funckion
§f ‘Websphere MQ User-Defined Function
== 50L1
@.} Add SQL1 Support bo Projects

>

£

v Show All Wizards,

| Mexk = | Cancel

Figure 2-11 Starting the SQLJ wizard in RAD

You will see two choices for implementing SQLJ support here:
» Add SQLJ support to projects

This allows the project to use imported or manually created SQLJ files. To
experiment with this, it would be possible to import the SQLJ file from the
finished TraderDB application.

» SQLJ File
This starts the SQLJ creation wizard. In simple cases, this wizard can
implement all the code needed for retrieving data from DB2.

Clicking Next will start the wizard. There are many choices when moving through
this wizard. In order to show the power of the wizard, we may select options that
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are not needed for most programs. This section details the purpose of each
choice to allow for evaluation in any environment.

Figure 2-12 shows the first screen in the SQLJ file wizard.

® New SQLJ File

SQLIFile
Create a new SCLI File. J

Source Folder: | Trader_DBfejbMadule Browse... |

Package: | itso,dbZ . j2ee. trader Browse. .., |

Mame: | TraderDEZ_5QL]

Choose what to generate:

% Gererate a class using selected terplate:

Template: |SQLJ Cached Template j This template generates a class that caches the
resulk sat,

" Generate a simple class skeleton without using a template

< Back | Mext = | Cancel

Figure 2-12 SQLJ File Wizard in RAD

The fields are:
» Source Folder

Name of the source folder for this file. In most cases this will already be filled
in with the correct value.

» Package

The package that will include this SQLJ and generated Java file. We chose
itso.db2.j2ee.trader package because it is the same package that contains
the session beans that will be calling the functions of the SQLJ file.

» Name

The name of the SQLJ class. For consistency we chose a name that matches
the naming convention used in TraderDB.

» Choose what to generate
There are three choices for the final outcome of the wizard:
— SQLJ Cached Template
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The SQLUJ file created will cache results. This was our choice simply
because it demonstrated the most with SQLJ.

— SQLJ Template

The SQLJ file will be created as in the previous template except that the
results of the SQLJ statements will not be cached.

— Generate a simple class skeleton without using a template
A skeleton is created without the use of a template. For code that is not
generated properly with a template, this is a good place to start.

Figure 2-13 shows the second panel of the wizard. Here we need to choose how
we want the SQL statements created and which database to connect to.

i® New SQLJ File

specify S0L Statement Information

Specify hov you wank to conskruct the SQL skatement and the database model bo use,

How wiould wou like ko create your SQL stakement?

* Be guided through creating an QL statement:

" Manually bype an SGL skakernent

Choose a database model for the 300 skatement,
" Use existing database rmodel

Database model: | Q

* Connect to a database and import & new database model

<Back | mets |

Figure 2-13 SQLJ File wizard: SQL and Database

The fields and options are:
» How would you like to Create your SQL statement?
— Be guided through creating an SQL statement

This choice adds functionality to the wizard to generate the SQL
commands automatically. We had the most success with this method so
use it in our demonstration.

— Manually type an SQL statement

SQL statements can be manually typed and tested.
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» Choose a database model for the SQL statement.
— Use existing database model

If we had created a database model in RAD for our project, we could point
the wizard to it for our connection.

— Connect to a database and import a new model

We create our connection to the database and use the wizard to extract
the tables and other information to create our model.

At this point the wizard moves into the Database Connection panel. We need to
create a connection to our z/OS DB2 system. Figure 2-14 shows the choices that
we made for our server. As described in Chapter 1, “Accessing DB2 using JDBC”
on page 1, we use the DB2 Universal JDBC Driver to access our backend
system.

© New SQLJ File

Database Connection
Establish a JDBC connection ko a database, w
il
Connection name: | 5L kest connection
Database: | DBl =]
User ID: | daubman j
Password: | R
Database vendor bype: |DBZ Universal Database for 2/05 ¥& j
JDBC driver: |IBM DEZ UMIVERSAL DRIVER j
Hast: | wisc48,itso.ibm.com j
{Optional) Part nurmber: | 35100 j
Server name: | J
Database Location: | J
IDBC driver class: | J
Class location: | CSOLNdbZjoc_license_cisuz.jar; C:A3QLNdbZjcc. jar j Browse, ..
Connection URL: | J
Filters...
Connect ko Database
< Back | Mexk = | Cancel

Figure 2-14 Database Connection panel for SQLJ in RAD

Notice that this panel also requires the JDBC Driver connection jars. These jars
are located in the same place that the sqlj.zip file was found. If DB2 is not found
on your development workstation, the jars can be obtained from the host. See
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2.2.3, “Setting up the SQLJ environment” on page 36, for a description of where
these are found. Notice that in order to use the host db2jcc.jar, a license file
called db2jcc_license_cisuz.jar is required. This file is also located on the host.
The db2jcc.jar found in a local DB2 installation should not require this file.

At the time this book was written we were also able to uncover an unexpected
error on this panel. When including the licensing jar we should receive a cryptic
error if this jar did not appear first on the class location field. This error can be
seen in Figure 2-15, and occurs when the db2jcc.jar is first in the path and the
Connect to Database button is clicked.

Figure 2-15 Unexpected error
Verify that the order is correct and the error will not occur. At this point, clicking

Connect to Database will result in the opening of the SQL construction wizard,
which can be seen in Figure 2-16 on page 48.
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© New SQLJ File

Construck an SOL Statement

Specify information on each page to create the SQL statement, Click Mext ko see the generated skatement.

2] Tables l g Cglumnsl gk ;Dins] E% Conditi0n§| i) groupsl £ Order

Choose the tables that vou want ko use in wour SQL statement, You must provide an alias if you select and use the
sarme kable more than once.

fvailable Tables: Selected Tables:

=25 psmasio -~ Table dlias
=5 DEnace TRADER, COMPANY

25 DSMRGCOL
=5 EmR

B 1AYAICT

=25 LDaPSRY =
<

25 NETWORTH

B8 oDs

=5 pAJESH

=5 RAJESHI

=25 rC4s

=5 TRADER

-+ Tables
+- [ TRADER, COMPARY
+- [ TRADER.CUSTOMER
[ Views " < 5

1@~ -E-E-E-E-E-E-E-E-E

< Back | Mext = | | Cancel |

Figure 2-16 Construct an SQL Statement wizard in RAD

Adding a table (TRADER.COMPANY) and clicking Next will generate the SQL
SELECT * FROM TRADER.COMPANY.

This will be a good start for our application. Going too much further would only
require more changes in the application later. At this point, the wizard will
generate an SQLJ file to perform this SQL statement, as well as generate
accessor functions for all the columns in this table.

Often, the Next button will not be clickable when on the SQL statement screen.
Clicking Reset will usually fix this problem. This seams to be an issue with the
current version of Rational Application Developer.

Figure 2-17 on page 49 defines the connection information used by the wizard
for setting up the connection to DB2. The different methods are discussed in
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2.1.2, “Application connection concepts” on page 27. If testing a connection from
within RAD, it may be advantageous to use a DriverManaged connection and
switch to a data source connection when ready to deploy.

@ New SQLJ File

Specify Runtime Database Connection Information

Enter information For establishing a database connection at runtime

* |Jse DataSource conneckion

Diatasource) INDT name: | jdbe) TraderDBZ

" Use DriverManager conneckion

Driver name: |

LRL: |

How will user authentication be provided?

{* Passed as method parameters:

™ Wariables inside of method

User ID: |

Password: |

Reenter password: |

< Back | | Einish | Cancel

Figure 2-17 Define the connection for SQLJ in RAD

Clicking Finish will now create the TraderDB2_SQLJ.sqlj program that incudes
SQL to retrieve all the columns of the TRADER.COMPANY table. This provides
a good example of generating SQLJ, but it does not give us exactly what we
need for our program. The goal for us was to create a new session bean that
could call this SQLJ in a very similar fashion to the JDBC calls we issued in the
JDBC bean. To do this, the following changes were required.
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To bring the SQL into the state where it can be used, the following changes will
be needed:

» Other execute functions are needed to issue other SQL commands:
— SELECT * FROM TRADER.COMPANY WHERE COMPANY = :company
Get information for a specific company.

— SELECT * FROM TRADER.CUSTOMER WHERE CUSTOMER =
:customer AND COMPANY = :company

Get the information from the customer table for a specific customer and
specific company.

— INSERT INTO TRADER.CUSTOMER VALUES ( :customer , :company,
:numShare)
Insert the customer, company, and shares for specific trade.

— UPDATE TRADER.CUSTOMER SET NO_SHARES = :numShare
WHERE CUSTOMER = :customer AND COMPANY = :company

Update the information in the customer table based on a trade.

— Accessors for the additional information retrieved

The finished code is part of the additional material for this book and shows these
changes in their final state. Also done in this code was the addition of the SQLJ
session bean (TraderDB2_UseSQLJ) and the servlet that calls it
(TraderSQLJServlet.java). Finally, the Logon.html was updated to use this
servlet. The specifics of this work are beyond the scope of this book, but are
interesting to look at.

2.2.6 Customization

50

There would not be a problem if we wanted to deploy the code now. The SQLJ
would run as JDBC and our program would work. However, this chapter has
already mentioned the performance impact of this. Customization is required and
the packages created must be bound to our DB2 system. We can then instruct
our data source to use this package and execute the static SQL. Until this is
done, we are not using the real power of SQLJ.

There are two possible ways to perform the customization and binding. The first
is to copy the SQLJ serialized profile onto the host and run the commands from
there. This approach would require that the USS environment variables be set up
properly. Usually this is best done through a shell script. The command
db2sqljcustomize can, and by default will, create the packages and perform the
bind to DB2. More information can be found in DB2 Universal Database™ for
z/0S: Application Programming Guide and Reference for Java, SC18-7414-02.
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We have chosen not to run the commands on z/OS, but use the RAD tooling,
which can perform the customization and binding, too. Follow these steps:

1. Start the Customize/Bind SQL Profiles wizard by right-clicking the project with
the SQLJ code in it. This brings up the wizard, as shown in Figure 2-18.

@a‘ Trader_DB DB25QL JCustomize

Modify attributes and launch.
3 [Databases]: Mo databases have been defined.

saLJ

=+

Mame: | Trader_0E DBZ3GLICustomize

D Tain Command IEE Databases] % Packages l l:l® Package kargets | £ Common

Specify the command ko execute;

{* Customize profiles and bind packages (dbZsqljcustomize)
" Only bind packages (db2sqljbind)

Specify additional options For the command.

Options:

Figure 2-18 SQLJ customize wizard

2. As the error in the window explains, we need to define a database for the
wizard to use in order to properly customize and bind. Click the Database tab
and fill in the database connection information that was asked for. The
information will be similar to what was aksed for in Figure 2-14 on page 46.
As with other places in RAD where the database name is requested, use the
DDF location name.
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@.— Trader_DB DB25Q1 JCustomize

Maodify attributes and launch.

@ [Package targets]: No packages selected to customize/bind. SaLJ

Tarne: | Trader_DE DB2SCLICuskomize

] ﬂ Databasesl [ﬁa Packages] EP@ Package targets | £ Comman

Specify the command to execute:

* Cuskomize profiles and bind packages (db2sqlicustornize)
" Only bind packages (db2sgljbind)

Specify additional options for the command.

Options:

Figure 2-19 SQLJ customize and bind: Database panel
3. A new error presents itself now. A package should be chosen. Click the

Package targets tab to choose a package, as shown in Figure 2-20 on
page 53.
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@ Trader_DB DB2SQLJCustomize

X]

Maodify attributes and launch.

saLJ

Tarne: | Trader_DE DB2SCLICuskomize

=l Mainl Cnmmand] ] Databasesl (3 Packages #y package targets | £ gommonl

Select the packages that vou want ko customize or bind,

Rootpackage ... | Database narme | Profiles |
&ETRADERD MS DBZ itso,dbZ, jZee.trader. TraderDBZ_S0LI_SJProfiled

Figure 2-20 SQLJ customize and bind: Package targets panel

4. Now enter the command options in the Command tab, as shown in
Figure 2-21 on page 54.
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@' Trader_DB DB25QI JCustomize

Modify attributes and launch.

Create a configuration ko customizefbind DEZ SGLI profiles, '_QLJ

Marne: | Trader_DB DBEZ25QLICustomize

E| Main Command l B Databases] E% Packages] Ep@ Package targets | E Comman

Specify the command to execute:

{* Customize profiles and bind packages (db2sqlicustomize)
" only bind packages (db2sqlibind)

Specify additional options for the command.

Options: -COLLECTION TRADERZ00S -QUALIFIER TRADER

Figure 2-21 SQLJ customize and bind: Command panel

The options specified are:

— COLLECTION: This option defines the name of the collection we will build
and bind to DB2. In our WebSphere data source, we will specify this
collection so the static SQL will be used.

— QUALIFIER: The choice here is used to qualify unqualified objects during
the online checking stage of customization.

— bindoptions: These do not exist in the above example. It is possible to
include the -bindoptions keyword followed by additional bind options
supported by the database. The most common example is the
“QUALIFIER(some_qualifier)” option, which can be used to perform a
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successful bind of a package when using unqualified SQL (where the
object qualifier is different from the package owner).

5. Click Run now and check the console for error messages. At the time this
book was written there were classpath errors with SQLJ customization,
resulting in the error seen in Example 2-5.

Example 2-5 Customization error

Buildfile: C:\Documents and
Settings\TOT162\IBM\rationalsdp6.0\traderold\Trader DB\SQLJAntScripts\sqlj.customize.xml

Trader_DB:

[java] java.lang.ClassNotFoundException: com.ibm.db2.jcc.sqlj.Customizer

[java] at
[java] at
[java] at
[java] at
[java] at
[java] at
... Additional

java.net.URLClassLoader.findClass(URLClassLoader.java:375)
java.lang.ClassLoader.loadClass(ClassLoader.java:562)
sun.misc.Launcher$AppClassLoader.loadClass (Launcher.java:442)
java.lang.ClassLoader.loadClass(ClassLoader.java:494)
java.lang.Class.forNamel(Native Method)
java.lang.Class.forName(Class.java:180)

text removed for simplicity.

BUILD SUCCESSFUL
Total time: 1 second

Do not be fooled by the success message; the command failed. The easiest way
around this problem is to update the classpath in the ant script. Navigate to the
folder specified as the location of the ant scripts in “Setting up the SQLJ
environment” on page 36. Double-click the ant script (sqgl.customize.xml) to edit
it, as shown in Figure 2-22 on page 56.
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i) Enterprise Applications
+|-[z) Application Client Projects
+-[ g Commector Projects
- EJB Prajects

=== Trader_DB

+ Eﬂ Deployment Descripkar: Trader_DE

42 ejbModuls
&) dbZice.jar - C\50L
(5 TraderLib.jar - TraderDB2004
g’. dbzjce_license_cisuz.jar - C:50L]
& sglizip - C50LI
=) Web3phere v&.0 Runtime
=) JRE System Library [\WebSphere v& JRE]
== SQLIARESCripks

sqli. customize, xml

@ default, drx
sav.projectsay. bzt
(5 Dynamic web Projects

-
+|--[C7) Other Projects

+-L g Web Services |
-

-

[ e e e S R

[’ Databases
g Database Servers

Figure 2-22 SQLJ ant script

6. Edit the classpath to include the db2jcc jar and license file. In our case they
were both located in C:/SQLJ and our ant script appeared as in Example 2-6.

Example 2-6 Corrected ant script

<project name="Profile L/Trader_DB/SQLJAntScripts/sqlj.customize.xml" default="Trader_DB"
basedir=".">

<property environment="env"/>

<property name="cp" value="§{env.CLASSPATH}"/>

<property name="lowercp" value="${env.classpath}"/>

<target name="Trader_DB">

<java fork="true" failonerror="true"
classname="com.ibm.etools.sqlj.customize.script.DB2SQLJCustomize"
classpath="..\ejbModule;..\ejbModule;C:/ProgramFiles/IBM/Rational/SDP/6.0/rwd/eclipse/plugins/c
om.ibm.etools.sqlj 6.0.0.1/sqlj.jar;C:/SQLI/db2jcc_license_cisuz.jar;C:/SQLI/db2jcc.jar;${cp};$
{Towercp};">

<arg value="C:/Documents and
Settings/TOT162/1BM/rationalsdp6.0/traderl/.metadata/.plugins/org.eclipse.debug.core/.Taunches/
Trader DB DB2SQLJCustomize.launch"/>

</java>

</target>

56 WebSphere for z/OS V6 Connectivity Handbook



</project>

7. Do not run the customization wizard again to run this job. The wizard will
overwrite the values we just entered. Instead, run this script directly by
right-clicking the script and selecting Run — Ant Build, as shown in

Figure 2-23.
+-) dhZjec_license_|  Mew g
= . .
+ ‘,.Iu sglj.zip - CE0L Cpen
+-=a, Websphere ve.l ST N
+-=, JRE Syskem Libr Ren Wi
=l SOLIARESCrpEs | o=
=| o . .
sqlj, cuskomi "':' i fprojects
%a default.drc | (15 Paste
s&v.projectsav.| 3§ Delete
Dynamic Wweb Projects
Other Projects Refactor AlL+ShifE+T B
Web Services
Databases £ Impart...
Database Servers &3 Export...
'ms | Tasks | Properties | Server:
O= - & i d = Trader_DE sqlf.custom
= Cutline 52 Refresh inated > Trader_DE sqlj
7] m= Cutine w [3ava] [ibm] [dbz]
praject Run Walidation [Jawva] [ibw] [dbz]
% property Run Javadoe Wizard. .. [Jawa]l [ibm] [dbg]
S Walidate XML File [Java] [ikm] [gA2]
[e] property
€] target £ 1 Run on Servey
—I-[€] java Debig L4
ar Prafile L4
[e] arg £ 3 Ank Build. .
Team ' G External Toals...
Carnnars Witk [ ]

Figure 2-23 Run the ant script

The Console will now show a successful online checking, customization, and
binding, similar to Example 2-7.

Important: Most users will want to ensure that they are indeed running with
customized SQLJ. There are a variery of ways to do this. One of the simplest
is to remove all authorizations to the plan. If a failure occurs as expected, the
user can be sure that they are indeed using their customized, static SQL.

Example 2-7 Successful customization and binding

Buildfile: C:\Documents and
Settings\TOT162\IBM\rationalsdp6.0\traderl\Trader_DB\SQLJAntScripts\sqlj.customize.xm]

Trader_DB:
[java] Selected package target=TRADERO
[java] [ibm] [db2] [jcc][sq1j]
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[javal [ibm][db2][jcc][sqlj] Begin Customization

[java]l [ibm][db2] [jcc][sq1j] Set qualifier for online checking to SCHEMA: TRADER

[java] [ibm][db2][jcc][sqlj] Loading profile:
itso.db2.j2ee.trader.TraderDB_SQLJ_SJProfilel

[java] [ibm][db2] [jcc][sqlj] Customization complete for profile
itso\db2\j2ee\trader\TraderDB_SQLJ_SJProfilel.ser

[javal [ibm][db2][jcc][sqlj] Begin Bind

[java] [ibm][db2][jcc][sqlj] Loading profile:
itso.db2.j2ee.trader.TraderDB_SQLJ_SJProfile0

[java]
BIND
[java]
[java]
[java]
[java]
[java]
[java]

[ibm] [db2] [jcc] [sq13]

[ibm] [db2] [jcc] [sq1i]
[ibm] [db2] [jcc] [sq1i]
[ibm] [db2] [jcc] [sq1i]
[ibm] [db2] [jcc] [sqli]
[ibm] [db2] [jcc] [sq13]
[ibm] [db2] [jcc] [sq13]

Driver defaults(user may override): BLOCKING ALL VALIDATE

Fixed driver options: DATETIME ISO DYNAMICRULES BIND
Binding package TRADERO1 at isolation Tevel UR
Binding package TRADER0O2 at isolation level CS
Binding package TRADERO3 at isolation level RS
Binding package TRADERO4 at isolation Tevel RR

Bind complete for

itso.db2.j2ee.trader.TraderDB_SQLJ_SJProfilel
BUILD SUCCESSFUL
Total time: 4 seconds

Important: In order to use the TraderDB application with SQLJ support, the
customization step will need to either be redone or the binding must be done
from the host. This is because the version of the code that we have shipped in
this sample has already been customized. For more information about binding
packages without customization, refer to DB2 Universal Database for z/OS:
Application Programming Guide and Reference for Java, SC18-7414-02.

2.3 Testing SQLJ in TraderDB

Testing the SQLJ support with the updated TraderDB application is as simple as
clicking a new button on the main client’s page. There is a small exception to
this. As described earlier, it is best to customize and bind the application

yourself. Also, the code will require a small change for your environment. Right
now the user ID and password are hard-coded to daubman. Obviously, this is not
ideal, and a better system of storing the passwords would be used for
production, but for the case of this exercise, these values should be changed to a
user ID/password that makes sense in your environment. This single required
change is in the file TraderDB_SQLJ.sqlj in the establishConnection() function.

After the changes have been made and customization/binding has been re-done,
the application can be deployed exactly as in 1.4.1, “Deploying the TraderDB
Application” on page 20. Since this is exactly the same application, it should
function fine as long as the environment was set up as described in Chapter 1,
“Accessing DB2 using JDBC” on page 1.
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2.3.1 Running the application

The URL for the application will depend on your environment, but have the
format http://wtsc48.itso.ibm.com:29080/TraderDBWeb/. Pointing a browser to
this URL will display the front end, as shown in Figure 2-24.

ITSO TRADER APPLICATION-2005

Database JDBEC/CMP/SQLJ Example

User IO dlaubman
SQL Database | Use CMP Entity EJB's [0 @ Use SQLJ [J

Figure 2-24 TraderDB with SQLJ support

Checking the box indicated by the arrow will force SQLJ to be used rather than
JDBC. A simple test will be run by clicking this box, entering any name for the ID,
and clicking Go. If Figure 2-25 on page 60 is displayed, an SQLJ command ran
successfully. The application can be explored to attempt more SQLJ commands.
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null

COMPANY SELECTION

Company Quotes | Buy | Sell
CASEY_IMPORT_EXPORT | Quotes || [Buy| [Sel
Glass_and Luget Plc [ Cluotes ] [Eluy] [Sell]
Hzadworth_Electrical [ Cluotes ] [Eluyl [Sell]
IEM ’ Cluotes ] ’Eluyl [Sell]

Figure 2-25 Company selection screen in TraderDB

2.3.2 Debugging potential problems

Some additional problems we found and the associated solutions are:
» Packages not bound, as shown in Figure 2-26.

ERROR IN TRADER APPLICATION

The following error occured in Trader Application:

Error processing bean: com.ibm.db2. jec.b.3glEzception:
DEZ 2QL error: @QQLCODE: -805), SQLSTATE: 51002, SQLERRMC:
DB&T . TRADER2005. TRADERN3.A941567450434772 ; DISTSERY (1)

Figure 2-26 SQLCODE -805
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DB2 Universal Database for z/OS: Messages and Codes, GC26-9011-02,
describes the -805 SQLCODE as “PACKAGE NOT FOUND IN PLAN” error.
The information in the exception gives us a specific code of 04, which
translates into an error meaning that the package does not exist.

TraderDB must be customized and the packages must be successfully bound
to function properly. Instructions can be found in 2.2.6, “Customization” on
page 50.

» Other SQL codes can also be found in DB2 Universal Database for z/OS:
Messages and Codes, GC26-9011-02. The book also describes solutions to
these problems. In general, the SQL being run by this application is fairly
basic and should not present too much trouble to DB2.

2.4 SQLJ and QoS

SQLJ can arguably offer many advantages in quality of service when compared
with JDBC. This section focuses on the major advantages of SQLJ and their
effect on creating a robust and secure enterprise information systems
environment.

2.4.1 Performance

SQLJ is essentially different because it uses static SQL statements. This creates
a performance benefit because static SQL has considerably less overhead than
dynamic statements. In general, as long as the majority of the SQL statements
allow for static issuing, SQLJ will demonstrate a performance advantage. Tests
have shown performance gains well over 30 percent when using SQLJ. There
are a couple of reasons for this. The first is the reduciton of overhead in an SQLJ
application. The second is that most intsallations do not have an optimally tuned
DB2 implimentation and the reduction of Java overhead has an exagerated
effect.

This assumes, of course, that customization is done for every SQLJ program. It
is always recommended to perform customization as long as the database
supports this. DB2 supports customization, and thus makes SQLJ a viable
option.

There are other areas where SQLJ can create what are considered performance
gains in code. For example, it generally requires considerably fewer SQLJ
statements than JDBC to create the same functionality. For example, SQLJ has
the ability to imbed variables into the code. By comparison, JDBC would require
separate get and sets. On large database access intensive applications, this can
amount to a measurable difference in performance.
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SQLJ can also increase the performance of the developer. The SQLJ translator
checks the syntax of SQL statements during translation. Since this is happening
at compile time and not runtime, it saves the developer the hassle of deploying
an application to check SQL syntax. JDBC does not perform these checks.

2.4.2 Security

In JDBC applications, the code is executed with the privileges of the person who
connects to the database and executes the application. As a result, these users
require access to the tables. SQLJ’s use of static SQL allows for a more secure
environment. Security privileges are assigned to the package creator and stored
in the DB2 package. The statements are executed with this owner’s privileges.
As a result, the person running an SQLJ program does not need to have access
to the tables at all. All they will need is EXECUTE privileges on the package.
Now, users can be separated from the data in an ideal way.

2.4.3 Dynamic SQL is possible in SQLJ

It is often the case that dynamic SQL is required in an application. For example, it
is possible that an application passes a table name as input to the program.
Since the table is only known at runtime, dynamic SQL is needed. SQLJ allows
for JDBC calls to be executed and also provides a means to cast JDBC result
sets into SQLJ iterators. This is demonstrated in Example 2-8.

Example 2-8 JDBC result set casting

#sql public static iterator Info (String user, double ssn);
// ---- Code removed for simplicity

// JDBC with SQLJ playing together

Statement stmt = con.createStatement();

String query = “SELECT user, ssn FROM *;

query += argv[0];

ResultSet rs = stmt.executeQuery(query);

Info thelnfo;

//Case the result into an iterator
#sql [ctx] theInfo = {cast :rs };
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Accessing IMS databases
using JDBC

This chapter explains the steps we followed to configure WebSphere for z/OS
V6.01 and IMS Java Database Connection (JDBC). We used these steps to
install and execute the sample IMS JDBC AutoDealer application that ships with
IMS.

We cover the following topics:

>

>

IMS JDBC Topology, discussed in “IMS JDBC topology” on page 64

Servant Region configuration, explained in “Configuring the servant region for
ODBA” on page 64

Installing the IMS JDBC Resource Adapter, explained in “Installing the IMS
JDBC resource adapter” on page 65

Configuring the IMS JDBC J2C connection factory, explained in “Configuring
connection factories” on page 69

Installation verification with the IMS DealerShip sample application, explained
in “Installation verification with IMS DealerShip application” on page 76

And, finally, some problem determination, as explained in “Problem
determination” on page 80
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3.1

IMS JDBC topology

IMS JDBC uses Open Database Access (ODBA) to access an IMS region
directly. Therefore, the IMS region and WebSphere have to coexist on the same
LPAR, as illustrated in Figure 3-1.

ﬁos RACF RRS

WebSphere L“‘f'
Application Server Option

ODBA IMS
N

Figure 3-1 IMS JDBC configuration

3.2 Configuring the servant region for ODBA

64

Access to IMS databases from Java applications running in an IBM WebSphere
Application Server for z/OS servant region uses IMS Open Database Access
(ODBA). The ODBA interface between IMS JDBC in a WebSphere on z/OS
servant region and an IMS control region is configured in a Database Resource
Adapter (DRA) load module. An ODBA DRA load module is created by
assembling a DFSPRP macro (see Example 3-1), which is configured with the
interface details, and creating a load module with a name of DFSxxxx0, where
xxxx is the same as the DRAName specified in an IMS JDBC J2C connection
factory.

1. We configured and deployed a DRA module, which contained the
characteristics of our ODBA connection. We created our DRA Startup Table
(see Example 3-1) by assembling a DFSPRP macro into a DRA load module
with a name of DFSIMSAO.

This process is described in the topics “Accessing IMS Databases via the
ODBA Interface” and “The DRA Startup Table” in IMS Version 9: Installation
Volume 2: System Definition and Tailoring, GC18-7823-00.

Example 3-1 DFSIMSAO DRA source

DFSIMSAO CSECT

DFSPRP DSECT=NO, X
FUNCLV=1, CCTL FUNCTION LEVEL X
DDNAME=CCTLDD, DDN FOR CCTL RESLIB DYNALOC X
DSNAME=IMS910A.SDFSRESL, DSN FOR CCTL RESLIB X
DBCTLID=IM4B, NAME OF DBCTL REGION X
USERID=, NAME OF USER REGION X
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MINTHRD=001, MINIMUM THREADS X
MAXTHRD=005, MAXIMUM THREADS X
TIMER=60, IDENTIFY TIMER VALUE - SECS X
FPBUF=010, FP FIXED BFRS PER THREAD X
FPBOF=010, FP OVFLW BFRS PER THREAD X
CNBA=010, FP FIXED NBA BFRS PER CCTL X
S0D=T, SNAP DUMP CLASS X
AGN=IVP APPLICATION GROUP NAME

END

2. We updated the JCL for the IBM WebSphere Application Server for z/OS
servant region by adding the load library that contains the DRA load module,
the ODBA runtime code (SDFSRESL), and IMS Java native libraries
(SDFSJLIB) to the STEPLIB.

Example 3-2 IMS JDBC data sets added in servant region STEPLIB

/1*

//* Included DataSets for IMS JDBC J2C Connector
/1*

//STEPLIB DD DISP=SHR,DSN=IMS910A.SDFSJLIB

// DD DISP=SHR,DSN=IMS910A.SDFSRESL

3.3 Installing the IMS JDBC resource adapter

We first installed the IMS JDBC resource adapter (imsjava91.rar), as explained
here:

1. On the WebSphere Administrative Console (Figure 3-2 on page 66), we
expanded Resources and clicked Resource Adapters (see 1 and 2 in
Figure 3-2 on page 66).

2. On the Resource Adapters pane, we selected the node on which we wanted
to install the resource adapter. We clicked Install RAR to start the installation
process (see 3 and 4 in Figure 3-2 on page 66).
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Figure 3-2 WebSphere for z/0S Administrative Console

3. On the next pane (Figure 3-3 on page 67), we traversed to the IMS JDBC
RAR file (imsjava91.rar) and then clicked Next.

Note: The target node cannot be the deployment manager node.
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Install RAR File -7

RAR files can be installed using two methods, ou can choose to upload a RAR file from local file systern or you can
specify an existing RAR file an a server,

Path
O Lacal path:

@ Server path:

Specify path
|.l"usr.l"|pp.l"imsu9.l"imsjaua91.l"imsjaua91.rar

nd648s ¥

MNext Cancel

Figure 3-3 Identifying the RAR file

4. A Resource Adapter configuration pane is displayed (Figure 3-4 on page 68),
and we then clicked OK.
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Configuration

General Properties

* Scope
|ce||s:c|6486:nodes:nd6486 |

Marme

Creszcription

Archive path

Clazs path

Mative path

[

Reset Cancel

Figure 3-4 Resource adapter configuration

This adapter is now displayed as being installed on this node (Figure 3-5).

| Inztall RAR | INewl | Delete |

= )

Select| Mame &

I:‘ IMS JDBC Resource Adapter

D SIB JMS Resource Adapter

| WebSphere Relational Resource Adapter

Total 3

Figure 3-5 List of installed resource adapters
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We could have saved the configuration changes at this time, but we wanted to
configure a J2EE Connector (J2C) connection factory for the IMS JDBC adapter.

3.4 Configuring connection factories

To configure connection factories, we followed these steps:

1. We clicked the IMS JDBC Resource Adapter that we just installed to display

its Configuration pane (Figure 3-6).

2. On the IMS JDBC Resource Adapter - Configuration pane, we clicked J2C

connection factories.

Configuration

General Properties

# Scope
|ce||s:c|6486:n0des:nd6486

* Marme
|IMS JDBC Resource Adapter

Des=cription

# Archive path

Class path
${CONNECTOR_INSTALL_ROOTHi | 1
rnzjavadl rar

Mative path

Thread poal alias
|Default

Applyl M Reset| Cancel |

factories

properties
Vigw
Ceployrment
Descriptor

Figure 3-6 IMS JDBC Configuration pane

3. The Resource Adapter — IMS JDBC Resource Adapter — J2C connection

factories pane (not shown) is displayed. We clicked New.
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Now the Resource Adapter — IMS JDBC Resource Adapter — J2C connection
factories - New Configuration pane opens.

3.4.1 Configuring a J2C connection factory resource

Next, we configured a J2C connection factory.

1. On the Resource Adapter — IMS JDBC Resource Adapter — J2C connection
factories - New pane (Figure 3-7 on page 71), we performed the following
tasks:

a. For Name, we entered DealershipSample for the name for the factory.

b. For the Java Naming and Directory Interface™ (JNDI) name, we entered
jdbc/DealerShipSample.

c. We then clicked Apply.
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Figure 3-7 IMS JDBC general properties
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2. Additional Properties (Figure 3-8) are now available at the right of the pane.
Under Additional Properties, we clicked Custom Properties.

Caonfiguration

General Properties Additional Properties

* Scope
cellsicle4geinodesindads8e

Connedion pool
properties

Advanced

* Mame

|Dea|er5hip5amp|e

Custorn

INDI name "
properties

debc-‘DealerShipSample

Description

I:‘ Related Items

* Connection factory interface

Figure 3-8 IMS JDBC J2C connection factory additional properties

3. Now the Custom Properties pane (Figure 3-9 on page 73) is displayed for this
J2C connection factory. We entered the DRAName (IMSA is the subsystem
ID) provided by the IMS system programmer and the DatabaseViewName
(samples.dealership.AUTPSB11DatabaseView) provided by the application
developer.

Notice the following explanations from the pane:

DRAName The name of the target IMS data store. It must match
the ID parameter of the DataStore statement that is
specified in the IMS Connect configuration member.

DatabaseViewName The fully qualified DLIDatabaseView subclass name.

4. We saved our configuration changes.
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Figure 3-9 IMS JDBC J2C custom properties

3.4.2 Installing a custom service in the application server

IMS JDBC requires the initialization of the IMS JDBC runtime environment on

each application server in which an IMS JDBC application will run. We did this by

adding a custom service to the server that will be executed at startup time.

1. On the WebSphere Administrative Console, we expanded Servers to display

the available application servers. We clicked the name of the desired serve
to open its Configuration pane.

2. Under Server Infrastructure - Administration, we clicked Custom Services.
3. The Custom Services pane opens. We clicked New.

4. On the Custom Services Configuration pane (Figure 3-10 on page 74), we
followed these steps:

a. We ensured that Enable Service at startup was selected.

b. For Classname, we entered
com.ibm.connector2.ims.db.IMSJdbcCustomService.

c. For the fully specified classpath, we entered
/usr/lpp/imsv9/imsjava91/imsjava.jar (see Figure 3-10 on page 74).

d. We clicked OK.
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Configuration

General Properties

Additional Properties

Enable zervice at zerver startup Custorm Properties

External Configuration URL
[1M5 JIDBC Custom Service

* Claszname

|cc\m.ibm.cc\nnectnr2.ims.db.]

* Dizplay Mame
[1M5 JDBC Custom Service

Cescription

* Claszpath
|.-"u5r.-"|pp.-"irnsl.l?.n"imsjal.la?l,n"irr

Apply I OK| | Reset Cancel

Figure 3-10 IMS JDCB Custom Services configuration

We returned to the server configuration pane.

Under Server Infrastructure - Java and Process Management, we clicked
Process Definition.

We clicked the servant region to open its configuration pane.

On the Servant configuration pane we clicked Environment Entries (see
Figure 3-11 on page 75).
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Application servers = ws6486 = Process Definiion > Servant

A process definition defines the comrmand line information necessary to startfinitialize a
process,

Configuration

General Properties

Additional Properties

Executable name
[$0AvA_HOMER/bindjava

Environrnent Entries

Executable arguments

e

L]
L]

Frocess Logs

startCormmand
WSE4865

startCormmandArgs

JOBNAME=SIWMSSNM, S ENV=CLE | |
426 MDE4SE, BIWMSSHM,

E

Figure 3-11 Servant configuration - Process definition

9. We added an new variable for LIBPATH with a value of
/usr/lpp/imsv9/imsjava91 (see Figure 3-12). This provides access to native
code required to access IMS to the IMS JDBC custom service.

Mew Delete
2 @

Select| Mame & Walue Description

I:‘ LIBEPATH Suseflppdimsedfirnziaval
Total 1

Figure 3-12 LIBPATH variable

10.We then saved the configuration and restarted the application server.
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Deployment strategies for IMS JDBC Resource Adapter

When configuring an instance of the IMS JDBC resource adapter, you can
optionally set the DLIDatabaseView subclass name.

If you do set the subclass name, you must either create a new instance of the
IMS JDBC resource adapter for every PSB an EJB accesses, or you must
override the DLIDatabaseView subclass name (set in step 12) in the DataSource
object by calling the setDatabaseView method and providing the fully qualified
name of the subclass.

If you do not set the subclass name, you only need to deploy an instance of the
IMS JDBC resource adapter for each DRA startup table. In the EJB, define the
DLIDatabaseView subclass name (set in step 12) in the DataSource object by
calling the setDatabaseView method and providing the fully qualified name of the
subclass.

3.5 Installation verification with IMS DealerShip

application

The IMS Installation DealerShip application allowed us to validate our installation
and configuration.

3.5.1 Installing the IMS DealerShip application

76

We followed these steps to install the IMS DealerShip application:

1. From the WebSphere Application Server for z/OS Administrative Console, we
clicked Applications — Install New Application to display the dialog for
installing new applications.

2. We entered the path on the remote file system server to the DealerShip EAR
file /usr/lpp/ims/imsjava91/samples/dealership/was/imsjavaDealership.ear.

3. We clicked Next and continued past the security warning message until step
3 Provide JNDI Names for Beans was displayed.

4. Here we changed the JNDI name for the DealershipSession Enterprise
JavaBean (EJB) from the default name to
samples.dealership.was.DealershipSessionHome (see Figure 3-13 on
page 77).
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Install New Application

Specify options for installing enterprise applications and madules,

Provide JNDI Names for Beans

Each non-message-driven enterprize baan in your application ar madule must be bound ta a Java Naming
and Directory Intarface (JMDI) name.

EJBE module EJE URI INDI narme |

IMSDeszlarshipElB | DealarshipSession| IMSDealershipElB.jar,META-INF/ ejb-jar. xrnl | [Dealarship$eszionHome

= Step 3: Provide

JINDI Names
for Beans

Previous | Mext ‘ Cancel |

Figure 3-13 Providing a JNDI name for the EJB

5. We clicked Next to display Map resource references to resources. IMS
JDBC connection factory is not displayed when mapping the resource to
resource references so we had to explicitly specify the JNDI name

(jdbc/DealerShipSample) of the IMS JDBC connection factory we previously

configured (see Figure 3-14 on page 78).
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Map resource references to resources

javax.sql.DataSource

To set multiple existing resource JNDI names:

1. Select one or more checkboxes in the table
2. Select existing resource JNDI name

3. click Apply
Specify existing Resource JNDI name:

Select.. ) [Fee ]

Each resource reference that is defined in your application must be mapped to a resource.

Stap 4: Map
resource

::feren:es 1. Select one or more checkboxes in the table

resources

= if'none’ iz selected:
a. Select ane or more checkhoxes in the table
m if 'default’ iz selected:

b click Apply

b click Apply

2. Select either 'none', 'default!, or 'custom login configuration'

To modify Resource Authentication method (if Authorization type is ‘container'):

3. select an authentication data entry from the dropdoun menu

2. select a custom login configuration from the dropdoun menu

Specify authentication method:
O none

@ Use default method

Select authentication data entry

Q use custom login configuration

Select application lagin configuration
Apply

Select Module ElB URT

. Toedit the properties of the custom login configuration, click Mapping Properties in the table

| Reference binding

JHDI name

Login
canfiguration

[ IMSDealershipEl® | DealershipSessian INFfesbeiareml

IMsDeslershipEB jar, META-

thdDEa\ErshlpSampé

jdbc/DealerShipSample

Resource
authaorization:
Container

Auth

rnethod:
none

Previous Mext Cancel

Figure 3-14 Mapping resource references to an application resource

6. We clicked Next and continued past the warning message until the Summary

pane was displayed.

7. We then clicked Finish and saved our changes to the Master Configuration.

3.5.2 Using the IMS Dealership application
To use the DealerShip application, we completed the following steps.

1. From the IBM WebSphere Application Server for z/OS Administrative
Console, we clicked Applications — Enterprise Application.

2. We started the application by selecting IMSDealererShipEAR and clicking
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Start.

3. We opened a Web browser and entered a URL of:
http://host_IP_address.ibm.com:port/IMSDealershipWeb/dealership.html
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The following was displayed (Figure 3-15).

Find car in stock

hodel details

Record a sale

Accept arder

Cancel order

List all models

AhAL Retrigval

Find car in stock

This form demonstrates the retrieval of information from the database.
Using the defaults the following gquery will be executed:

SELECT StockSegment. Color, StockSegment. Lot, StockSegment. StockhIN,
DealerSegment. DealerMame,

hWodelSegment.Make, ModelSegment. Model, ModelSegment. YEAR
FROM Dealer. StockSegment

WHERE ModelSegment.Make = FORD' AND StockSegment. StockWIN =
Y234567 8901 23456783

Car lake |FORD
WIN Mumber V2345678901 23456755

[ Submit | [ F’ieset]

Figure 3-15 DealerShip sample application

We clicked the Submit button and received the following results (see
Figure 3-16 on page 80).
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2} FindCarJSP. jsp - Microsoft Internet Explorer.

File Edit ‘iew Fawvorites  Tools  Help

eBack . 7| \ﬂ @ _;\] /-.-\JSearch i&{Favorites lﬂ‘r\’ledia e} ] - :_;

Bddress |@ http:/ fwtsc4s itso.ibm. com: 61080/ IM5Dealership\Web/DealershipServlet V| G Llinks 7

Car1l

Dealer name: SAN JOSE FORD
Car make: FORD

Car model: FOCUS

Car year: 2002

Lot: LOTAAAA123

Main menu

€

Figure 3-16 Find car results

3.6 Problem determination

To perform problem determination, we recommend that you enable the following
WebSphere traces, as shown in Figure 3-17 on page 81:

» com.ibm.ejs.j2c.*=all=enabled
» com.ibm.connector2.*=all=enabled
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Logging and Tracing > ws6486 = Change Log Detail Levels

Log levels allow vou to contral which events are processed by Java logging, Click Cormponents to
specify a log detail level for individual components, or Groups to specify a log detail level for a
predefined groups of components, Click a cornponent or group narme to select a log detail level, Log
detail levels are curmulative; a level near the top of the list includes all lavels below it

Configuration || Runtirme

General Properties

Change Log Detail Levels

S Bl IMPORTANT: To view log events that are below the Detail

Lawel, you must enable the Diagrostic Trace Sarvice. Log events
that are at Detail Level ar abave can be viewed in the Systemout
log, IBM Service Log (when enabled), or the Diagnaostic Trace
Service (when enabled), |

[c1d=11] p=

*=info: com.ibm.ejs.j2c *=all: D
com.ibm.connectarZ.ims . *=all

]

Figure 3-17 Log detail levels for IMS JDBC

Common errors
Some common errors that you may encounter are:

» Exception: java.rmi.ServerException: RemoteException occurred in server
thread; nested exception is: java.rmi.RemoteException: ; nested exception is:
java.lang.NoClassDefFoundError: com/ibm/ims/base/IMSTrace

— Explanation: WebSphere was unable to locate the Java code required to
access the IMS JDBC functions.

— Usual cause: The IMS JDBC custom service was not properly configured
and enabled at server startup.

» Exception: java.rmi.ServerException: RemoteException occurred in server
thread; nested exception is: java.rmi.RemoteException: ; nested exception is:
javax.ejb.EJBException: nested exception is: java.sql.SQLException:
javax.resource.spi.ResourceAllocationException: Exception occurred during
initializing the IMS JDBC Custom Service: com.ibm.ims.base.IMSException:
Error in loading JavTDLI. libJavTDLI.so not found in LIBPATH

— Explanation: WebSphere was unable to load the native code required to
access the IMS JDBC functions.
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— Usual cause: Either the libJavTDLI.so was not specified in the LIBPATH or
IMS load module DFSCLIB was not present in the servant’s regions
STEPLIB.

» J2CAO0021E: An exception occurred while trying to make a connection from

Managed Connection resource jdbc/DealerShip :
com.ibm.connector2.ims.db. IMSJdbcEISSystemException:
com.ibm.ims.base.RuntimeExceptionTrace:
com.ibm.ims.base.RuntimeExceptionTrace: An invalid environment was
detected.

— Explanation: A proper IMS JDBC environment does not exist in the
servant region’s runtime.

— Usual cause: The custom service class was not run at server startup.

J2CA0021E: An exception occurred while trying to make a connection from
the Managed Connection resource jdbc/IMSJDBC:
com.ibm.connector2.ims.db. IMSJdbcEISSystemException:
com.ibm.ims.base.RuntimeExceptionTrace: Unknown IMS Status code

Function: APSB

Status Code Hex: 4040

AIB Return Code Hex: 108

AIB Reason Code Hex: 540

AIB Error Code Extension Decimal: 0

— Explanation: IMS JDBC was unable to contact an active IMS control
region.

— Usual cause: The IMS subsystem specified in the DRA table is not active.

J2CAO0021E: An exception occurred while trying to make a connection from
Managed Connection resource jdbc/IMSJDBC : com.ibm.connector2.ims.db.
IMSJdbcEISSystemException: com.ibm.ims.base.RuntimeExceptionTrace:
Unknown IMS Status code

Function: APSB

Status Code Hex: 4040

AIB Return Code Hex: 108

AIB Reason Code Hex: 20

AIB Error Code Extension Hex: 4

— Explanation: The load of the DRA module failed.

— Usual cause: The DRA module was not linked with the expected name, or
the load library containing the DRA module is not in the STEPLIB
concatenation list.
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Messaging

This chapter describes how to configure and use the Java Message Service
(JMS) providers for WebSphere Application Server for z/OS Version 6.01. For
ease of reference, it is divided into eight main sections:

»

“Messaging within J2EE/JMS technology” on page 85 discusses messaging
from a general J2EE/JMS perspective, introducing concepts, domains, and
standards.

“General overview of JMS provider types” on page 88 provides an overview of
the four types of JMS providers available in WebSphere Application Server for
z/OS Version 6.01, complemented by the pros and cons of each provider.

“Message Driven Beans” on page 100 deals with the concept of Message
Driven Beans (MDB) and their role in the messaging context.

“Messaging security” on page 106 covers a number of security issues
specifically related to messaging.

“Using the WebSphere MQ JMS provider and JMS 1.0” on page 114
describes the configuration of the WebSphere MQ JMS provider using JMS
1.0.

“Using the WebSphere MQ JMS provider and JMS 1.1” on page 133
describes the configuration of a WebSphere MQ (unified) connection factory,
including JMS 1.1 application migration issues.

“Using the Default messaging JMS provider” on page 148 describes the
configuration of the Default messaging JMS provider, including an MQ link.
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» “The TraderMQ application environment” on page 166 shows how to set up
the environmental specifics for use with our sample TraderMQ application.
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4.1 Messaging within J2EE/JMS technology

Messaging has been used for many years and has become one of the prevailing
means of exchanging information between applications through communication
channels. Messaging is a way of loosely coupling applications by having them
exchange messages in an asynchronous way. The main advantage of
messaging is the possibility to easily and reliably integrate heterogeneous
application frameworks, with fewer dependencies than need to be addressed in
synchronous communication protocols.

The principal objective of messaging is to exchange information:
» In an asynchronous way

» Offering assured delivery

» Offering failure independence of applications

» Offering a triggering mechanism on the reception of messages

» Using various qualities of service such as message persistence, transactional
integrity, and security

» Using a common set of APIs, independent of platform or network complexity

4.1.1 MQ concepts

The messaging middleware currently proposed by IBM is WebSphere MQ, which
provides a messaging service with a common set of APls available for over forty
different platforms.

The conceptual implementation of WebSphere MQ is shown in Figure 4-1 on
page 86. The sending and receiving programs interface with a middleware layer,
consisting of queue managers, in this case residing in system 1 and system 2,
through the Message Queue Interface (MQI), and using local queues (such as
Q1 for applications in system 1) or remote queues (such as Q2, managed by a
remote queue manager, for applications in system 1) via a transmission queue
(XQ).

A channel initiator address space in z/OS, controlled by the queue manager
address space, hosts as many Message Channel Agents (MCA) as necessary.
An MCA is in charge of sending or receiving messages to or from a queue, after
establishing the communication link. The message channel is the one-way path
consisting of the sending MCA, the communication link, and the receiving MCA.

Note there are two types of access to an MQ queue: Shared access and
exclusive access. Shared access means that any number of applications can
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access the queue simultaneously. With exclusive access, only one application
can access the queue for a specific operation at any one time.

System 1 System 2

Program A Program B Program C

M Q2 MQPUT Q1 MQGET Q1 MQl MQGET QZ:
W o/ s

- Queue

! Manager 2
Q1 S <

MCA MCA - La

Network

Figure 4-1 Conceptual implemeniation of WebSphere MQ

4.1.2 JMS concepts

Conceptually, JMS requires that a J2EE client application be able to use a set of
APIs to connect to a JMS provider, in order to send and receive messages to and
from other applications. The JMS API set should be available from all containers.

As shown in Figure 4-2 on page 87, a JMS client application generates a
message using the JMS APIs that invoke the JMS provider. The JMS provider
represents the actual code providing the JMS implementation.

The JMS client connects to the JMS provider by issuing a createConnection
statement, and then opens a session using that connection. After the session
has been opened, the client can send and receive messages. Sending
messages is done using an object called a producer, and receiving messages is
done using a consumer.

JMS achieves provider-independence, which allows applications to be ported
across different messaging products without change.

86 WebSphere for z/OS V6 Connectivity Handbook



There are two kinds of objects that together hold the parameters needed for the
provider:

» The connection factory, which is used to generate the connection and hold
the properties of the target queue manager

» The destination, which holds the properties of the target queue

Usually there will be many connection factories and destinations defined for a
provider.

The JMS client retrieves the connection factory and destination home interfaces
from the directory using the Java Naming and Directory Interface (JNDI) API.

Connection::Session

Client |2 Producer Message & provider
. Consumer Message

A

JNDI
Namespace

Connection

Factory

Queue
Destination

Retrieve Home Interface
from Namespace

Administered Objects
Hide provider-specific
configuration details

Figure 4-2 Key JMS concepts

JMS domains

Besides the queue type connection factories and destinations, there are also
topic type connection factories and destinations. This relates to the two JMS
domains prescribed by the JMS specification, being:

» Point-to-point

» Publish/subscribe

In a point-to-point scenario, the sending application knows the exact destination
queue of the message. Point-to-point applications can be send & forget, where a
reply to the message is not required, or request & response, where the
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application specifies the destination for the response message with the request
message and expects to receive a response.

In a publish/subscribe scenario, publisher applications publish messages to
subscriber applications using a message broker. The messages published
contain application data and one or more topic strings that describe the data.
Subscribing applications register subscriptions informing the broker which topics
they are interested in. When the broker receives a published message, it
forwards the message to all subscribing applications for which a topic in the
message matches a topic in the subscription.

JMS 1.1 specification

WebSphere Application Server for z/OS Version 6.01 implements J2EE 1.4,
which includes the Java Message Service 1.1 specification.

The most significant change to JMS 1.1, compared to previous versions, is that it
specifies the unification of domains. As a consequence, JMS clients should be
able to use a common set of APIs for both the point-to-point and
publish/subscribe messaging domains.

In WebSphere Application Server for z/OS Version 6.01, this is reflected by the
introduction of (unified) connection factories, as opposed to queue and topic
connection factories, which are still available as well.

4.2 General overview of JMS provider types

88

In WebSphere Application Server for z/OS Version 6.01, there are four types of
JMS providers available. Two of these are actually shipped with the WebSphere
product itself—the WebSphere Default messaging and V5 Default messaging.
The WebSphere MQ JMS provider is shipped with IBM WebSphere MQ. The
Generic provider can effectively be any other third-party JMS provider. Their
purpose is to provide WebSphere applications with the possibility to easily send
and retrieve messages to and from other applications using a prescribed set of
JMS 1.1 APIs. Figure 4-3 on page 89 indicates the four available types of JMS
Providers after selecting Resources — JMS providers from the WebSphere
administrative console.
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Figure 4-3 WebSphere JMS provider overview

All types of JMS providers have their own purpose, in order to suit a variety of
environments. The next sections go into details about the specifics and
advantages of each provider.

4.2.1 WebSphere Default messaging provider

WebSphere Application Server for z/OS Version 6.01 includes a pure Java,
integrated JMS provider, called Default messaging. This messaging system was
not available in WebSphere Application Server for z/OS Version 5.1 and is based
on a new concept called the Service Integration Bus (SIB). All necessary
components of the Default messaging provider are shipped with and fully
integrated in the WebSphere product. Once configured correctly, existing JMS
clients can take advantage of the new Service Integration Bus technology.

Note: That the Default messaging provider is shipped with WebSphere can be
noticed by the fact that no classpath or native library path needs to be
specified on the provider configuration panel in the WebSphere administrative
console.

The following sections discuss the various components of the Service Integration
Bus architecture and how they work together to provide the messaging service.

Service Integration Bus

Figure 4-4 on page 90 and Figure 4-5 on page 90 depict a simple messaging
infrastructure using WebSphere Application Server for z/OS Version 6.01,
Default messaging, incorporating the Service Integration Bus, in a single-server
and in a multi-server network deployment configuration.

Chapter 4. Setting up and using JMS 89



90

Service Integration Bus

Messaging
Engine

Application
Server

Figure 4-4 Single-server Default messaging

Bus 1

Messaging
Engine

Server B

Messaging
Engine
Server A
Messaging
Engine
B 2 Messaging
U S Engine

Server C

Figure 4-5 Multi-server Default messaging

The Service Integration Bus can be defined as a shared communication channel
for a group of interconnected Messaging Engines (MEs).

Note: The local Service Integration Bus within the cell can be managed from
the WebSphere administrative console by selecting Service integration —
Buses. As a consequence, buses cannot expand beyond cell boundary.
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Note: There can be several buses within the same cell and application
servers can be members of more than one bus.

The bus provides the basic framework for WebSphere Application Server for
z/OS Version 6.01, to participate in a Service-Oriented Architecture (SOA) setup
by providing messaging services to applications.

From an architectural standpoint it is considered an important component of the
Enterprise Service Bus (ESB) concept, illustrated in Figure 4-6.

Mal JMS
Web application application
Services

WBI
adapter

g —t—

WebSphere MQ Backbone

<= >SEnterprise Service Bus

WebSphere Application Serve} Mediation Mediatig

G0N "
Service Integration Bus [ ] ] »z a ‘\al

JCA
adapter

WebSphere Application Server

Service Integration Bus

adapter

Web Web Web Web
" . JMS - JMS
Service Service oot Service Service Froet]
provider requestor e provider requestor sppiate

Figure 4-6 The Enterprise Service Bus concept

As the previous picture shows, the Service Integration Bus also supports the
attachment of Web services requestors and providers.

Bus members

Application servers that are connected to the bus are called bus members. When
application servers have been clustered, then effectively the cluster becomes the
bus member.
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Messaging Engine

A Messaging Engine (ME) represents the JMS provider. It runs in a separate
Control Region Adjunct (CRA) address space, which is automatically started as
soon as the first Messaging Engine is created. In our server we got a WS6481A
address space, as shown in Example 4-1.

Example 4-1 Adjunct address space in SDSF

SDSF STATUS DISPLAY ALL CLASSES LINE 1-21 (35)

COMMAND INPUT ===> SCROLL ===> PAGE

NP JOBNAME JobID Owner Prty Queue C Pos SAff ASys Status
WS6481  STC09410 ASCR1 15 EXECUTION SC48 SC48 ARMELEM
WS6481D STC09415 WSDMNCR1 15 EXECUTION SC48 SC48 ARMELEM
WS6481A STC09417 ASCRAl 15 EXECUTION SC48 SC48
WS6481S STC09450 ASSR1 15 EXECUTION SC48 SC48

The Messaging Engine hosts the bus destinations and thus provides a
connection point for clients producing and consuming messages. Messages sent
to the Messaging Engine are then routed over the bus to the appropriate bus
members where the message destination resides. An application server has one
Messaging Engine per bus of which it is a member.

Note: When a server or cluster member is added to the bus, a Messaging
Engine is automatically created for it.

Tip: It is possible to configure the Messaging Engine to look like another
queue manager to WebSphere MQ.

Bus destination

A bus destination is an endpoint within the Service Integration Bus that
applications can send messages to or receive messages from. Destinations can
be either permanent or temporary. Temporary destinations live only as long as
the application’s session. Destinations are either local to the service integration
bus or located on a foreign bus. The main types of destinations are:

Queue Used for point-to-point messaging.
Topic space Used for publish/subscribe messaging.
Alias An alternate name for a destination; the actual destination

that the alias maps to can either be on the local bus or on
a foreign bus.

Foreign Used to identify a destination on a foreign bus.
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Note: An application can only receive messages from a destination on the bus
to which it is connected. An application that subscribes to a local topic space
can receive messages from a foreign topic space if topic space names have
been mapped between the buses.

Tip: By the use of the bus Web services enablement, it is possible to:

» Make an internal service that is already available at a destination available
as a Web service.

» Make an external Web service available at a destination.

Foreign bus

A foreign bus is just another Service Integration Bus that the local bus can be
configured to communicate with. A foreign bus can be another Service
Integration Bus within or outside the particular cell. The connection to a foreign
bus can be directly by a Service Integration Bus link or by an indirect link, in
which case messages are routed to the foreign bus through one or more
intermediate buses. By interconnecting buses, messages can be sent across
servers and clusters that are not directly connected to the local service
integration bus. Therefore these are called foreign buses.

Note: Though it is possible to connect buses, keep in mind that a local
Service Integration Bus can never expand beyond cell boundary.

MQ connectivity

Apart from interconnecting buses, it is also possible to configure a WebSphere
MQ link on the bus. By doing so the Messaging Engine, to an MQ queue
manager, appears to behave just like another MQ queue manager. Messages
can now be exchanged between a JMS client and any application processing
messages.

Restriction: A Messaging Engine cannot participate in a WebSphere MQ
cluster.

Quality of service

Settings related to QoS aspects can be specified on the bus destination or on the
connection factory. There are five available modes of persistence, as shown in
Table 4-1 on page 94.
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Table 4-1 Default messaging persistence modes

Best effort nonpersistent

Messages are never written to DASD even if memory
cache overflows.

Express nonpersistent

Messages are written to DASD if memory cache
overflows; no acknowledgement on reception.

Reliable nonpersistent

Messages are written to DASD if memory cache
overflows; acknowledgement on reception.

Reliable persistent

Messages are asynchronously written to DASD;
in-cache messages are lost on server failure.

Assured persistent

Messages are asynchronously written to DASD;
highest degree of delivery assurance.

Data stores

Figure 4-7 is just a reprint of Figure 4-5 on page 90, but now includes additional

concepts.

Bus 1

Data
Stores

Bus Destinations

A
Messaging Messaging
Engine Engine
Server B
Server A

Messaging
Engine

Messaging
Engine

Server C

Figure 4-7 Default messaging including bus destinations and data stores

Figure 4-7 shows some example bus destinations, and the data stores available
to the Messaging Engines. A Messaging Engine needs connectivity to a
relational database, in order to store persistent messages. In the Service
integration — Buses — <bus name> — Messaging Engines — <engine
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name> — Data store, the JNDI name of a corresponding data source may be
specified. By default a Cloudscape™-embedded JDBC provider type data
source is supplied here and automatically created. However, which RDBMS
should be used depends on the topology of your application servers and the
capabilities of that RDBMS. If permissions are set correctly, the required tables
can automatically be created as well. If not, the <WebSphere installation
directory>/bin/sibDDLGenerator command can be used to generate the DDL to
create these tables.

Mediation

The term mediation refers to the broker type component that is implemented in
the Default messaging system. With mediation it is possible to manipulate
messages as they traverse the bus. For example, mediation could:

» Transform a message from one format into another.
Route a message to another destination.

Distribute a message to multiple target destinations.
Augment a message by adding data from a data source.

vYyy

A mediation is administratively associated with a bus destination. The mediation
handler is the Java program that performs the actual function of the mediation. It
can be deployed in a mediation handler list, which is a collection of handlers to
be invoked in sequence during mediation.

Attention: Existing WebSphere V5 JMS client applications do not need to be
migrated to make use of Default messaging. In case MDBs are used, their
deployment descriptor may be optionally changed to have them use activation
specifications. Optionally, because this may equally well be overruled at
deployment time. More information about this is in 4.3.3, “Activation
specification” on page 103.

4.2.2 WebSphere MQ JMS provider

The WebSphere MQ JMS provider is the second JMS provider available on the
WebSphere administrative console. If you have the IBM WebSphere MQ product
installed, it is a valid choice to use this as your messaging system.

The required modules and classes are shipped with IBM WebSphere MQ. The
paths to these files can be supplied as variables in the installation dialog, or later
on they may be changed using the WebSphere administrative console via
Environment — WebSphere variables as the node level MQ_INSTALL_ROQOT
and MQJMS_LIB_ROOT variables.
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The WebSphere administrative console provides full administration of the
WebSphere MQ JMS provider resources, being the connection factories and
destinations. You need to be at least in the role of configurator in order to create
or change these resources.

On the definition of an MQ connection factory there are three transport types

available:

Bindings This transport type uses cross-memory services; this is
typically used when the queue manager is on the same
LPAR as the application server.

Client A WebSphere MQ client connection is used to connect to
the queue manager; this is typically a TCP/IP-based
protocol.

Direct Used only for a topic connection factory; this is a

lightweight connection protocol for use with the
WebSphere MQ Event Broker.

The management of WebSphere MQ resources like queue managers and
queues must be performed via utilities provided with MQ, along with the
definitions of RACF profiles to protect the MQ resources.

Important: Make sure you have at least WebSphere MQ 5.3.1 installed, and
check the IBM Web site for prerequisite PTFs. In our project we used CSD
level 8.

As explained in “JMS 1.1 specification” on page 88, JMS 1.1 specifies the
presence of a unified connection factory, which is domain independent. In
WebSphere Application Server for z/OS Version 6.01, this has been
implemented by the WebSphere MQ connection factory, as opposed to queue
and topic connection factories, though these are still available as well.

In case you want to use fopic connection factories and destinations, it is also
required that a message broker like WebSphere MQ Event Broker or
WebSphere MQ Integrator be installed and configured.

4.2.3 Generic JMS provider

The idea of the Generic JMS provider is quite like the WebSphere MQ JMS
Provider, except that any third-party JMS-compliant messaging product can be
used to provide the messaging service.
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In that case, WebSphere resource definitions are indirections to the provider’s
resources. Refer to the provider's documentation for installing and configuring
the provider and managing its resources.

4.2.4 V5 Default messaging JMS Provider

WebSphere Application Server V5 specifically provided JMS 1.0 support with its
Embedded Messaging (EM) component.

For backward compatibility with WebSphere Application Server for z/OS Version
5.1, WebSphere Application Server for z/OS Version 6.01 also includes support
for the V5 Default messaging JMS provider to enable you to configure resources
identical to the WebSphere Application Server for z/OS Version 5.1 Embedded
Messaging system.

Tip: JMS clients developed to be used in WebSphere Application Server for
z/OS Version 5.1 can just as well be deployed to make use of the Default
messaging described in 4.2.1, “WebSphere Default messaging provider’ on
page 89. Configuration of the infrastructure is different, but the application
need not be changed as long as you do not intend to use the unified
connection factory.

The concept behind the supported V5 Default messaging JMS provider is to
provide easy access to JMS services for J2EE applications without installing,
configuring, and managing the full IBM WebSphere MQ product.

The V5 Default messaging JMS provider needs little administration. It
automatically creates a queue for an application if it does not exist in the
appropriate EM queue manager, using a sample model queue.

Although the technology under the covers for EM is essentially provided by IBM
WebSphere MQ (for point-to-point messaging) and IBM WebSphere MQ Event
Broker (for publish/subscribe messaging), this function is completely isolated and
not interoperable with WebSphere MQ.

4.2.5 Pros and cons of the four types of JMS providers

As it stands today for JMS implementations in WebSphere on z/OS, there is a
choice between four JMS providers (Default messaging, WebSphere MQ
messaging, Generic messaging, or V5 Default messaging).

We do not give any direct recommendations, since each JMS provider has its
own advantages and disadvantages, depending on your environment. Instead, to

Chapter 4. Setting up and using JMS 97



98

help you decide which JMS provider suits your environment best, the following
tables provide an overview of the pros and cons:

Table 4-2 Default messaging pros and cons overview

Default messaging

Pros

Cons

It comes shipped with WebSphere
Application Server for z/OS Version 6.01.

You need to get familiar with the new
concepts.

It fully supports the JMS 1.1 API
specification.

It is only available on platforms with
WebSphere Application Server Version
6.01.

It uses a single point of administration by
the WebSphere administrative console.

The Messaging Engine cannot participate
in an MQ cluster, although it can connect
to a queue manager that is part of a
cluster.

It provides a broker type functionality by
the concept of mediation.

It can coexist with WebSphere MQ on the
same LPAR and be connected to a queue
manager via an MQ link.

It offers a high granularity of qualities of
service regarding message persistence.

It includes a fail-over mechanism for
Messaging Engines in a cluster.

Existing V5 JMS clients can make use of it
without any migration changes made to
them.

Default messaging is a strategic
messaging mechanism (as well as
WebSphere MQ messaging) focused on
the J2EE market.
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Table 4-3 WebSphere MQ messaging pros and cons overview

WebSphere MQ messaging

Pros

Cons

It fully supports the JMS 1.1 API
specification and the MQI API set.

IBM WebSphere MQ needs to be
purchased separately.

It provides direct connectivity to all (over
forty) platforms where WebSphere MQ is
available.

No single point of administration.

It provides direct connectivity to an MQ
cluster.

In case of publish/subscribe messaging, a
broker product must be purchased
separately.

It uses the connection pooling mechanism
to improve performance.

WebSphere MQ messaging is a strategic
messaging mechanism (as well as Default
messaging) focused on the predominantly
non-J2EE market.

Table 4-4 Generic messaging pros and cons overview

Generic messaging

Pros

Cons

It allows you to install and configure any
third-party JMS messaging product of
your own choice.

A third-party messaging provider needs to
be purchased separately.

Refer to the product’s documentation for
the specific advantages the provider
offers.

No single point of administration.
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Table 4-5 V5 Default messaging pros and cons overview

V5 Default messaging

Pros

Cons

It comes shipped with WebSphere
Application Server for z/OS Version 6.01.

It does not support the JMS 1.1 API
specification, only 1.0, so no unified
connection factories.

It uses a single point of administration by
the administrative console.

Communication is limited to within the
WebSphere Application Server cell.

It requires very little configuration to make
it work.

It cannot coexist with WebSphere MQ on
the same LPAR.

Despite its limited functionality it is a
robust and production quality messaging
system.

It will be discontinued in future releases of
WebSphere.

4.3 Message Driven Beans

100

WebSphere Application Server for z/OS Version 6.01 supports a triggering
mechanism based on the arrival of messages onto a destination. This
mechanism is implemented by the use of a special type of enterprise bean,
called the Message Driven Bean (MDB), as defined in the EJB 2.1 specification.

The triggering of MDBs is accomplished by the message listener service for
WebSphere MQ and V5 Default messaging, or the definition of a JMS activation
specification for Default messaging. This difference results from the fact that the
Default messaging provider implements the JCA 1.5 resource adapter. For
generic messaging, refer to the provider's documentation to see what

specification has been implemented.

Figure 4-8 on page 101 shows what the triggering mechanism using the MDB
conceptually looks like from the JMS client’s perspective.
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Figure 4-8 Client’s perspective of the Message Driven Bean

4.3.1 MDB characteristics

The following lists some of the key characteristics of Message Driven Beans to
keep in mind:

»

vVvyyvyy

They are invoked by the arrival of a message on a JMS destination.
They support both the point-to-point and publish/subscribe domains.
They are modelled after a stateless EJB.

They do not expose their home interfaces.

The messages they process contain no client credentials.

They preserve transactional integrity.

4.3.2 Listener service

As mentioned before, the message listener service is used for the WebSphere
MQ and V5 Default messaging. It was already provided with WebSphere
Application Server for z/OS Version 5.1. It comprises a listener manager that
controls one or more listeners. Each listener monitors a listener port for incoming
messages. The listener port can be considered a logical connection between the
connection factory, the destination, and the MDB, as illustrated by Figure 4-9 on
page 102.
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Application Server

EJB Container JNDI

JMS Connection
Factory

Message Driven
Bean

Listener Port

JMS Destination

WebSphere MQ
JMS Provider

WebSphere MQ |B|

Destination

Figure 4-9 Basic listener port configuration

When the listener detects the arrival of a message on the destination, it passes it
on to a new instance of the associated MDB for processing. The listener then
starts looking for the next incoming message to be processed, without waiting for
the bean to return.

A more elaborate scenario is presented in Figure 4-10 on page 103, showing a
number of possible interconnections among listeners, listener ports, connection
factories, destinations, and Message Driven Beans.
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Figure 4-10 Elaborate listener port configuration

Before deployment of the MDB, the required listener ports must be configured.
This can be done using the administrative console on the Servers —
Application servers — <server name> — Messaging — Message listener
service — Listener ports panel. Then, during deployment, the MDB is
associated with the listener port.

4.3.3 Activation specification

As mentioned before, the JMS activation specification is used for Default
messaging, since the Default messaging provider implements the JCA 1.5
resource adapter. The activation specification can be considered a logical
connection between the destination and the MDB, as illustrated by Figure 4-11
on page 104.
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Figure 4-11 Basic JMS activation specification configuration

Before deployment of the MDB, the required activation specifications must be
configured. This can be done using the WebSPhere administrative console on
the Resources — JMS providers — Default messaging provider — JMS
activation specification panel. These JMS activation specifications are stored in
the JNDI name space by WebSphere Application Server for z/OS Version 6.01.
Then, during deployment, the MDB is associated with the activation specification.
MDBs can only be triggered from destinations that are local to the Service
Integration Bus.

Attention: Existing V5 pure JMS MDBs using listener ports do not need to be
migrated to make use of activation specifications. However, you may
optionally change their deployment descriptors to sue activation
specifications. Optionally, because this may equally well be overruled at
deployment time.
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4.3.4 MDB programming directives

The following list provides some of the best practices to keep in mind for a
programming model using Message Driven Beans:

» Delegate business logic to another EJB to provide clear separation of
message handling and business processing.

» Minimize message processing time for the MDB.

» Avoid large message bodies as much as possible.

» Do not maintain any conversational state in the MDB.

» Avoid dependencies on the order in which messages arrive.

» Prevent having poison messages, exhausting resources as they are rolled
back to immediately reinvoke an MDB.

Figure 4-12 illustrates an example programming model using a Message Driven
Bean. A company’s employee using the browser can invoke a session EJB over a
servlet. On the other hand, there is a JMS client involved writing messages to a
queue. These messages trigger an MDB, which in turn invokes the same EJB.
The EJB can then use an entity bean to retrieve or update entries in a database.

A=

\ Transfer Create
Web B Funds Account
o Servlet Servlet

Transfer
Session
Bean

Account
Entity
Bean

>

miEin

ATM Client

DB2 Tables
. Customer
Entity
_E_/ Bean
Queue

Figure 4-12 MDB programming model example
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4.4 Messaging security

The messaging security model includes the following three major areas:

» Determining and authenticating the user’s identity
» Checking the identity’s authorization on the provider’s resources
» Ensuring the message’s confidentiality and integrity in transit

The next sections cover these areas.

4.4.1 ldentity authentication

106

This section describes the way WebSphere Application Server for z/OS Version
6.01 determines the user ID to be authenticated to propagate with the message
towards the JMS provider. It ends with some security considerations regarding
MDBs.

Messaging security operates as part of the WebSphere Application Server global
security and is only enabled when global security is enabled. If so, user IDs
requesting connections to the JMS provider are authenticated, and can then be
used by the JMS provider to control access to its resources like queues.

The user ID that will be used for authentication can be provided by the
application or the container and depends on a combination of settings. When the
authentication fails, the connection request is rejected.

In fact, the JMS identity decision is based on the standard J2C authentication
mechanism. Figure 4-13 on page 107 provides a detailed decision tree
explaining which identity will be propagated with the message.

WebSphere for z/OS V6 Connectivity Handbook



8

Application Container
I_ res-auth _|
Yes Userid,pw on No Yes Container No

createConnection? —I

managed
authentication
alias?

i Component .
Userid, Yes P g No Container - W Connection
password managec managed manager
authentication

RunAs
identity?

on create
Connection

alias
userid

alias?

Component
managed
alias

userid

Exception
thrown,
request

terminated

Current
J2EE
user
identity

WebSphere
Servant

region

userid

Figure 4-13 JMS identity authentication decision tree

A restriction to this decision tree is that for the WebSphere MQ JMS provider it is
valid only when the transport type for the connection factory is specified as
bindings, with the transport type set to client thread security not supported.
However, on z/OS the bindings transport type is typically used since the queue
manager and the application server are likely to be colocated on the same LPAR.

Note: It is important to be aware that due to the asynchronous nature of
messaging it is not possible to propagate the full security context, that is, an
authenticated user identity token. WebSphere Application Server will
authenticate the user before accessing the JMS provider and propagate just
the identity in the message according to the tree. It is then the responsibility of
the receiving application or system component whether to re-authenticate the
user ID in any way before further processing is done on its behalf.

4.4.2 Message Driven Bean identity

The MDBs are a particular kind of beans in that they are anonymous. The
messages being processed by an MDB have no client credentials associated
with them. As a consequence, the security of an MDB depends on the role
specified by the run-as identity for the MDB. This identity can then be propagated
to the invoked EJB as recommended in “MDB programming directives” on

page 105.
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4.4.3 Resource authorization

108

After the identity to be associated with a message has been determined it is up to
the JMS provider to check the identity’s authorizations on its resources. The
following sections deal with the four available messaging providers and how they
handle authorization checking.

Default messaging

Like the Default messaging system itself, the protection of the Service Integration
Bus resources is also integrated in WebSphere Application Server for z/OS
Version 6.01.

Restriction: It is not possible to delegate the security administration of Default
messaging to RACF or another external user registry.

For security checking on the bus, the Secure box on the Bus properties panel of
the WebSphere administrative console should be checked. You need to be at
least in the role of configurator in order to change this setting.

Note: Security for messaging operates as part of the WebSphere Application
Server global security; hence, it is enabled only when global security is
enabled. Java 2 Security, however, does not have to be enabled.

With these settings in place, Default messaging security is switched on and all
access to the bus and all its destinations must be authorized. This means that all
users who want to connect to the bus must have permission to use the bus
resources, either directly or as a member of a group.

When a bus is created, an initial set of permissions is created simultaneously
that allow all authenticated users to connect to the bus, and grant them full
access to all local destinations on the bus.

Note: Messaging security is a bus-wide setting, which means that it is not
possible to switch security on for some Messaging Engines in a bus and off for
the others.

Messaging security implements a simple role model in which a role is associated
with the permission required to perform a certain operation. If messaging security
is switched on, all users who connect to the bus to perform the operations they

request have to be assigned the appropriate roles. Roles come in six categories:

Default roles Used to define permissions that apply to all
resources of a specific kind
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Bus connector roles Used to define permissions to connect to a specific

local bus

Foreign bus roles Used to define permissions to connect to a specific
foreign bus

Destination roles Used to define permissions to perform operations on

a specific destination

Topic space root roles Used to define permissions to a specific topic space
virtual root

Topic roles Used to define permissions to separate topic items

The default roles are special in that they do not require the name of, say, a
destination. Instead, once defined they apply to all destinations. This type of role
is used to create the initial set of permissions when a new bus is added. The
following list specifies the available default roles:

Connector Grants permission to connect to local buses

Sender Grants permission to produce messages to destinations

Receiver Grants permission to consume messages from
destinations

Browser Grants permission to browse messages on destinations

Creator Grants permission to create temporary destinations

IdentityAdopter Grants permission to send a message under a different

user identity, not to be used from JMS

The administration of Default messaging security is done using the wsadmin
shell script and issuing the required $AdminTask commands from there. For
example, to list the groups with access to a default role, or add a user to a queue
type destination role for putting messages onto it, specify what is shown in
Example 4-2.

Example 4-2 Example Default messaging security administration commands

wsadmin>$AdminTask 1istGroupsInDefaultRole {-bus MylLocalBus -role Receiver}

or

wsadmin>$AdminTask addUserToDestinationRole {-bus Basbus -type Queue
-destination EdQueue -role Sender -user Otten}

Issue $AdminTask help -commands to list all available commands and $AdminTask
help <commandname> to see all details for a command. Make sure to
$AdminConfig save your changes.
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For ease of administration, two predefined special groups of users are available:

AllAuthenticated Containing all authenticated users. If the AllAuthenticated
group is authorized to perform an operation, then all
authenticated users are authorized to perform it. When a
bus is created, this special group is used to initially grant
all authenticated users permission to connect to the bus
and access all local destinations.

Everyone Containing all users whether or not they are
authenticated.

If authentication is successful, an access check is performed to see whether the
user has adequate permission to connect to the bus. If not, the connection is
rejected. If so, further access checks are performed depending on the requested
operations.

When the user tries to access a topic, an access check is performed on the topic
space, which is the destination that contains the topic. But, if the Topic access
check required box on the Topic space properties panel is checked, a second
access check is performed on the topic itself. Every topic can be protected
separately or inherit its protection from a higher level topic or the virtual root. This
option allows a more granular control of access within a topic space hierarchical
structure.

To control which Messaging Engines can create a connection to a given
Messaging Engine, set the Inter-engine authentication alias on the Bus
properties panel to prevent unauthorized clients or Messaging Engines from
establishing a connection.

If you are using mediations, set the Mediations authentication alias on the Bus
properties panel to prevent unauthorized mediations from establishing a
connection.

To control which foreign buses can establish a link to your local bus, set the
authentication alias when configuring a link definition on the Messaging Engine
Service Integration Bus link panel to be used to authenticate the foreign bus
joining your bus.

Note: Beware that permissions to foreign destinations only control whether a
user is allowed to send messages to the foreign bus. When a message
reaches the foreign bus, permissions set by the administrator of the foreign
bus determine whether the message can proceed to its destination.
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Access to the data store for a Messaging Engine can be secured using an
authentication alias. More advanced levels of security can be applied to the data
store by exploiting the features of the underlying RDBMS.

For more information about the specifics of how to set up the security definitions
using the wsadmin $AdminTask commands, refer to the WebSphere Application
Server for z/OS Version 6.01 InfoCenter at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.
websphere.zseries.doc/info/welcome_nd.htm]

WebSphere MQ messaging

To WebSphere Application Server for z/OS Version 6.01, WebSphere MQ is
considered an external messaging provider, so naturally WebSphere does not
provide any protection to the MQ resources. Essentially, disabling global security
can never prevent protection of the MQ resources.

IBM WebSphere MQ uses the SAF interface and therefore, in our environment,
RACF profiles to ensure that its resources are not accessed in any unauthorized
way. Note that the WebSphere MQ RACF profiles are specific to a queue
manager, since they are prefixed by the queue manager’s subsystem identifier.

As a consequence, if you decide to use the WebSphere MQ JMS provider, you
have to create the appropriate RACF profiles to control access to the MQ
resources, as explained in detail in the WebSphere MQ documentation.

It is interesting to see how the WebSphere MQ JMS provider maps the JMS
message to an MQ message and back. In order to achieve this, the provider
needs to map the properties from the JMS message header onto corresponding
fields in the MQ message. Some of the properties like the JMSXUserID are
mapped onto the identity context, which is part of the MQ message descriptor
(MQMD). This is exactly the value set to the identity, as discussed in 4.4.1,
“Identity authentication” on page 106. Other properties are mapped onto the
xml-format RFH2 header, which comes immediately after the MQMD. The JMS
message body is copied unchanged into the MQ message body.

The mapping is illustrated schematically by Figure 4-14 on page 112.
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Figure 4-14 JMS to MQ message mapping

Generic messaging

As with WebSphere MQ, to WebSphere Application Server for z/OS Version
6.01, a third-party messaging product is considered an external messaging
provider, so naturally WebSphere does not provide any protection to the
messaging product’s resources. Most likely, the third-party messaging product
has implemented its own way of protecting its resources, for example, by using
the SAF interface. Refer to the product’s documentation to learn how to
adequately set up its security configuration.

V5 Default messaging

Like the V5 Default messaging system itself, the protection of EM resources is
also integrated in WebSphere Application Server for z/OS Version 6.01.

Security for messaging operates as part of the WebSphere Application Server
global security; hence, it is enabled only when global security is enabled. Java 2
Security, however, does not have to be enabled.

All security administration related to the V5 Default messaging system is held in:

<embedded messaging server pathname>/config/integral-jms-authorizations.xml
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For more information about the specifics of how to set up the security definitions
in this xml file, refer to the WebSphere Application Server for z/OS Version 6.01
InfoCenter at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.
websphere.zseries.doc/info/welcome_nd.html

4.4.4 Confidentiality and integrity

The terms confidentiality and integrity refer to the requirement that messages in
transit cannot be opened in secret or modified without notice by any
unauthorized means. Generally, this is achieved by setting up secure transport
network connections. This section touches briefly on the configuration of SSL
secure transport connections for the Default messaging and WebSphere MQ
JMS providers. V5 Default messaging is, by its embedded nature, not concerned
with SSL. For the generic provider, refer to the vendor’s documentation on how
to set up secure transport connections.

Default messaging

When using the Default messaging system, it is possible to ensure the
confidentiality and integrity of messages in transit. To do this you have to
configure SSL secure transport connections between clients and Messaging
Engines, between Messaging Engines in the same bus, and between buses:

» For JMS client connections, configure the SSL parameters on the connection
factory.

» For connections between Messaging Engines, set the Inter-engine transport
chain property on the bus to use InboundSecureMessaging.

» For connections to foreign buses, set the Target inbound transport chain
property on the Service Integration Bus link of the Messaging Engine to use
InboundSecureMessaging.

» For connections to WebSphere MQ, set the Transport chain property on the
MQ link sender channel to OutboundSecureMQLink as to use SSL.

For both Service Integration Bus links and MQ links it is possible to disable any
non-secure inbound transport chains to ensure that only secure chains can
connect to the Messaging Engines of an application server. To achieve this,
select Servers — Application servers — <server name> — Inbound ME/MQ
transports and disable the InboundBasicMessaging and InboundBasicMQLink
chains.

Note: Unlike WebSphere MQ messaging, Default messaging foreign bus MQ
links only use the TCP/IP protocol.
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WebSphere MQ messaging

Communication between WebSphere Application Server for z/OS Version 6.01
and WebSphere MQ can be established over TCP/IP, or if the queue manager
and application server are on the same LPAR using cross-memory services.

Transport type bindings security is not required since using cross-memory
services does not involve a network connection. For transport type client
security, configure the SSL parameters on the MQ connection factory.

Attention: The SSL settings on the application server side must match the
settings on the queue manager side.

4.5 Using the WebSphere MQ JMS provider and JMS 1.0

In the following sections we explain how we used the TraderMQ application from
the WebSphere for z/OS V5 Connectivity Handbook, SG24-7064-01, and
deployed it to WebSphere Application Server for z/OS Version 6.01.

In 4.5.1, “Preparing the TraderMQ application” on page 114, we describe how
you can upgrade the existing V5-compliant TRADERMQ application to Version 6
in your development environment, and in 4.5.2, “Configuring the WebSphere MQ
JMS provider” on page 123, we describe the infrastructure part.

Note: Although we recommend that you upgrade your existing Version 5
applications to Version 6 using the Rational Application Developer Version 6
migration wizard, we were able to successfully deploy and start the TraderMQ
application, as originally developed for WebSphere Application Server for
z/OS Version 5.1, without any migration changes into WebSphere Application
Server for z/OS Version 6.01. We only had to re-define the WebSphere MQ
JMS queue connection factory, queue destinations, and listener ports.

4.5.1 Preparing the TraderMQ application

In the following sections we describe how we upgraded the existing TraderMQ
JMS 1.0-compliant application from the WebSphere for z/OS V5 Connectivity
Handbook, SG24-7064-01, to be used in WebSphere Application Server for z/OS
Version 6.01.

Overview of the Trader application
Trader is an example application that provides different incarnations that show
how to use some of the connectivity technologies available in WebSphere
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Application Server in a real application. It is a simple application that mimics
trading stocks in four different companies.

The Trade application consists of four major components, as shown in
Figure 4-15:

» Abackend
» A data store
» A middle tier providing access to the back end
» A front end that is implemented as a Web application
AT e
Web Backend
- i i
Frontend interface Backend logis Backend
' ' utusture
_—'—"FF”

Figure 4-15 High-level architecture of the TRADER application

For more details on the Trader Application, please refer to Chapter 11, “The
Trader Application,” in WebSphere for z/OS V5 Connectivity Handbook,
SG24-7064-01.

Complete the following steps using Rational Application Developer Version 6 to
migrate the TraderMQ application from Version 5 to Version 6.

1. Start Rational® Application Developer. Specify the workspace location, as
shown in Figure 4-16.

Workspace Launcher,

Select a workspace

16M Rational Software Development Platform stores your projects in a directory called a workspace,
Select the workspace direckory to use for this session,

Waorkspace: | CARADWOrkspacel TraderMo ﬂ Browse, ..

| Use this as the default and do not ask again

414 | Cancel

Figure 4-16 Specifying the workspace in RAD
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2. An empty workspace appears. Import the TRADERMQ2004 ear file by
clicking File — Import.

3. Select EAR file and click Next, as shown in Figure 4-17.

Select

Import an external EAR File inko an Enterprise Application project S

Select an impart source:

5, EJB JAR File

4 Existing Ant Buildfile

ﬁExisting Project inko Workspace
%Existing WebSphere Studio 4. ClearCase Project into Woarkspace
Lt External Features

%External Plug-ins and Fragments
[, File system

fte, FTP

;'_T" Heap durp

L2 HT TP

ﬁQHTTP Recording

() JI2EE Ukility Jar

Bl ISP Tag Library

']EIJUnit test inko component test project
(& Leak Analysis

‘Log File

™
1®, Probe

154

| Mext = | | Cancel |

Figure 4-17 Specifying import file format in RAD

e

4. Specify the location of the ear file. Name the ear project TraderMQ. Click Next,
as shown in Figure 4-18 on page 117.
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Enterprise Application Import

Import an Enterprise Application project based on selected resources, |

EAR. file: | CiMew TraderMQ2004, ear j Browse. ..
EAR. project: j Mew, ..

v Immpork EAR Project
=
r

Targek server: |Web5phere Application Server w6.0 ﬂ Mew, ..

[ Add support For annotated Java classes

< Back | Mext = | Einish | Cancel |

Figure 4-18 Naming the ear project in RAD

5. Select TraderLib.jar in the Utility JARs and web libraries section. Click Next.
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@, Import

Enterprise Application Import
Import an Enterprise Application project based on selected resources, |'/ )
. -
[ Allow nested projects overwrites (module and ukility projects)
-
Lkility JARs and web libraries
Select the utility JARSs From the lisk to be impaorted as utility projects, Unselected JARS will be imparted as
utiliey JARs in the EAR,
Select Al Deselect all
Project locations
This is the parent directory For all referenced projects. & subdirectory will be created for each project.,
Module Root Location: | CHARADWorkspace) IMS_DefaultMsg Browse,.,
< Back. | Mext = | Einish | Cancel

Figure 4-19 Importing the TraderLib utility jar in RAD

6. Select all the modules in the EAR and click Finish, as shown in Figure 4-20
on page 119.
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EAR Module and Utility JAR Projects

Enter the new project name that will be created For the imported module File by selecting the
second column of the table For edit, |

[ Allow nested projects overwrites (module and utility projects)

Maodules in EAR | Mew Project Mame |
TraderLib.jar TraderLibl
TraderMQEJE. jar TraderMQEJEL
TraderMCwweb, war TraderMOwebl
Select Mew Select Binary Select all Deselect Al

< Back. | | Einish | Cancel |

Figure 4-20 Selecting all modules in RAD upon import

7. Migrate the application to J2EE 1.4. In the J2EE perspective, right-click
Enterprise Application TraderMQ. Select Migrate — J2EE Migration
Wizard. On the first information Screen, click Next.

8. Keep the options Migrate project structure, Migrate project J2EE specification
level, and Migrate all project modules selected. Click Next, as shown in
Figure 4-21 on page 120.
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i@ JZEE Migration Wizard

Enterprise Application
The Following enterprise application project will be migrated. The project structure R
b

migration is optional, | f 3

Enterprise Application Project: TraderMQ
= L@ TraderMg

=2 TraderMQEIR
1= TraderMQuteh

[v Migrate project structure,
[V Migrate project J2EE specification level.:

=

J2EE version 1.4
Target server: |Web5phere Application Server v6.0 ﬂ Mew, ..

[v Migrate all module projects
&l EJB, web, and application client modules referenced by the enterprise application are

automatically selecked For migration.

Select the Finish button to accept the default migration options For all module projects, or customize the
migration options For each tvpe of module project on the Following pages.

< Back. | Mexk = | Finish | Cancel |

Figure 4-21 J2EE Migration Wizard in RAD

9. Keep the options Migrate project structure and Migrate project J2EE
specification level selected for the EJB module. Click Next and you will see

the window shown in Figure 4-22 on page 121.
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i© JZEE Migration Wizard

EJB Module Migration

Seleck the EJB projects to be migrated, The project structures migration is optional,

Projects:

F =2 TraderMQEIE

Select all | Deselect Al

1 of 1 projects selected,

v Migrate project struckure,

[V Migrate project J2EE specification level.
-

-

< Back Finish | Cancel |

Figure 4-22 EJB Module Migration window in RAD
10.Keep the options Migrate project structure and Migrate project J2EE

specification level selected for the Web module. Click Finish and you will see
the window shown in Figure 4-23 on page 122.
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© J2EF Migration Wizand

Web Projects:

Select the web projects to be migrated, The project structure migration is optional. <
&

Projecks:

ETraderMQWeb

Select all | Deselect Al

1 of 1 projects selected.

[V Migrate project structure,
[v Migrate project J2EE spedification level,

(T <Back Einish Cancel |

Figure 4-23 Web Projects Migration window in RAD

11.The Information box should display Migration Finished Successfully. Click
OK.

You now have a version of the TraderMQ application that you can safely deploy
to any WebSphere Application Server V6 environment.

Note: You must provide external reference jar files com.ibm.mq.jar and
com.ibm.jms.jar as well to your project.
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4.5.2 Configuring the WebSphere MQ JMS provider

This chapter describes how to set up the WebSphere MQ JMS queue connection
factory, queue destinations, and listener ports required by the TraderMQ
application, as originally designed for WebSphere Application Server for z/OS
Version 5.1.

Restriction: Although we did define all the WebSphere resources for it, we
did not retest the TraderMQ application with IMS.

Accessing WebSphere MQ

Since WebSphere MQ is an external JMS provider there are two node level
variables involved that enable WebSphere Application Server for z/OS Version
6.01 to load the required modules and classes. Make sure these variables point
to the right directories. In our installation with the latest maintenance on MQ, the
two variables needed to be set as indicated in Figure 4-24. Not doing this
accurately may result in unexpected failure of sending or receiving messages.

[ |Moms e kooT ${MGQ_INSTALL_ROOTH javallib cellziclé481inodesind6481
[0 |Mo InsTalL RooT Jusr/lpp/ g/ VSR EML cellsiclé481inodesind6481

Figure 4-24 WebSphere variables pointing to the required MQ directories

Important: Make sure you have at least WebSphere MQ 5.3.1 installed, and
check the IBM Web site for prerequisite PTFs. In our system we used CSD
level 8.

Next, three of the modules of the WebSphere MQ JMS provider are required to
run authorized and program controlled. This is because part of the message
listener service runs in the application server control region. The extended
attributes can be set using the following commands:

extattr +ap /usr/1pp/mgm/V5R3M1/java/1ib/1ibwmgjbatch.so
extattr +ap /usr/1pp/mgm/V5R3M1/java/1ib/Tibwmgjbind.so
extattr +ap /usr/lpp/mgm/V5R3M1/java/1ib/Tibwmgjrrs.so

Check the attributes by issuing 1s -1E.

Also, the following WebSphere MQ libraries need to be added to the STEPLIB
DD statements of the control and servant regions, as follows:

//STEPLIB DD DISP=SHR,DSN=MQ531.SCSQANLE
// DD DISP=SHR,DSN=MQ531.SCSQAUTH
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Configuring a WebSphere MQ queue connection factory

This section describes how to define the WebSphere MQ queue connection
factory to be used by the TraderMQ application, as it was originally developed for
WebSphere Application Server for z/OS Version 5.1.

Configuration can be done using the WebSphere administrative console. Click
Resources — JMS providers — WebSphere MQ and then first select the
scope. We recommend defining connection factories and destinations on node
level as indicated by Figure 4-25. In that case, applications on all application
servers on the node, in particular clusters, can make use of it.

WebSphere M) messaging provider

WebS5phere M messaging provider

A JMS provider enables azynchronous messaging based on the Java Message Service (IMS) It
provides 1ZEE connection factories to create connedtions for specific JMS queue or topic
destinations. WebSphere MQ IJMS provider administrative abjects are used to manage IMS
resources for WebSphere MG as the IJMS provider.

Configuration

B Scope: Cell=clé481, Node=nd64&1

3 call ¢ cleast Scope specifies the level at which the resource
! definition iz wisible, For detailed infarmation an
what scope is and how it works, see the scape
+ & Hods : nde4sl  settings help

O Server : wzt481

Apply

General Properties

Additional Properties

Scape WebSph il ki
cellziclé48linodesinde481 2ospluers i connection
factaries
WebSphere MQ gueue connection
Marne

factories

websphere MG IJME o
pm.,.idi,» “ WebSphere MQ gueue destinations

WebSphere MQ topic connection
factories

De=cription
‘WebSphere MG
Messaging Provider WebSphere MO topic destinations

Class path
‘${MQJMS_LIB_ROOT}‘

Mative library path
‘${MQJMS_LIB_ROOT}‘

Figure 4-25 Setting the connection factory scope to node level
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Attention: After selecting the scope, make sure to click Apply, until the red
arrow points to the level you intended.

Next, click WebSphere MQ queue connection factories — New, in order to
create a new queue connection factory. For our TraderMQ application the
properties had to be configured as indicated by Figure 4-26, Figure 4-27 on
page 126, and Figure 4-28 on page 126, which are just scroll-downs of the same
panel.

WebSphere M) messaging provider

WebSphere MQ messaging provider > WebSphere MO gueue connection factories > Trader(JCF

A queue connection factary is used to create connections to the associated JMS provider of 1MS
queues destinations, for point-to-point messaging, Use WeabSphere MQ queue connedion factory
administrative objects to manage queue connection factories for the WebSphere MO IJMS provider,

Configuration

General Properties

Additonal Propertes

* Scope o .
Lustor properties
cellsiclé481linodesinde4s1 SRR pre.
Connection poal
# Marme Seszsion pools
|TraderQCF
# INDI name Related Ttems
lirnz/TraderqcF

J2EE Connector Architecture [J2C)
Description authentication data entries
Trader Queues Connection Fackary I:‘

—

Categary

Component-managed authentication
alias

| [monel V|

Container-managed authentication alias

,ﬁ:ne) w

Mapping-configuration alias

| DefaultPrincipalMapping ¥ |

Figure 4-26 WebSphere MQ queue connection factory properties - 1
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126

Queus mmanager
[rMgas

Host

Paort
o

Channel

Transpott type
BIMDIMGS W

Model queue definition

Client ID

CCSID

Enable message retention

I:‘ #h enabled

Ermable return methods during
shutdown

Figure 4-27 WebSphere MQ queue connection factory properties - 2

Local server address

Paolling interval
[s0on

rilliseconds

Rescan interval
[s000
rrillizeconds

S5L cipher suite

S5L CRL

S5L peer name

Temporary gueue prefix

Enable M} connection pooling

Apply | ﬂ Reset | Cancel |

Figure 4-28 WebSphere MQ queue connection factory properties - 3
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Notice in particular:

v

The convention of the JNDI name being the name prefixed by jms/

The absence of component or container managed authentication aliases
The specification of the MQ queue manager name

The transport type of bindings due to colocation on the same LPAR

vvyy

Attention: Make sure to save configuration changes and restart the
application server (and often also the deployment manager and node agent in
a network deployment configuration) for changes to take effect.

Configuring a WebSphere MQ queue destination

This section describes how to define the WebSphere MQ queue destinations to
be used by the TraderMQ application, as it was originally developed for
WebSphere Application Server for z/OS Version 5.1.

Configuration can be done using the WebSphere administrative console.
Although more queue destinations are required for TraderMQ, one definition is
presented as an example. For a complete configuration survey, refer to 4.8, “The
TraderMQ application environment” on page 166. Click Resources — JMS
providers —» WebSphere MQ and click WebSphere MQ queue destinations —
New, in order to create a new queue destination. For our TraderMQ application
the properties had to be configured as indicated by Figure 4-29 on page 128 and
Figure 4-30 on page 129, which are scroll-downs of the same panel.
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WebSphere M) messaging provider 7=

WebSphere MQ messaging provider = WebSphere MD queue destinations > TraderCICSReq(

Queue destinations provided for point-to-paint rmessaging by the WebSphere MQ JMS pravider,
Use WebSphere MG queue destination administrative objects to manage queue destinations for
the WebSphere MQ IMS provider,

Configuration

General Properties Additional Properties
* Scope .
callsicléd45linodesindedsl P =
Mo Canfig
* Mame
[rradercicsreqe

#* IMDI narme
hmszraderCICSRqu

Description
TraderMQ Queue Destination l:l

=

Category

Persiztance

ZUELE DEFIMED W

Pricrity

QUEUE DEFIMED ﬂ
Specified priority

[o

Expiry

UNLIMITED v

Figure 4-29 WebSphere MQ queue destination properties - 1
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# Base queus narme
|TRADER.CICS.BRIDGEQ

Base queue mMmanager name

CCSID

D Use native encoding

Integer encoding
Marrnal L

Decimal encoding
Marmal b

Flaating point encading
IEEEMormal w

Target clisnt
M W

WebSphere MQ Queus Connection Properties

Queue manager host

QueUe manager pork
[o

Server connection channel name

Uszer ID

Passwaord

Apply | ﬂ Reszet | Cancel |

Figure 4-30 WebSphere MQ queue destination properties - 2

Notice in particular:

v

The convention of the JNDI name being the name prefixed by jms/
The absence of the queue manager name here

The specification of the MQ queue name

The specification of the target client as MQ

vyvyy

The target client setting can be either JMS or MQ, depending on whether the
application is JMS message compliant. If not sure, you can always specify MQ.

To simplify the deployment process, agree on the JNDI names to be used with
the application programmer.
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Configuring a listener port

This section describes how to define the message listener ports to be used by
the TraderMQ application, as it was originally developed for WebSphere
Application Server for z/OS Version 5.1.

Configuration can be done using the WebSphere administrative console.
Although more listener ports are required for TraderMQ, one definition is
presented as an example. Unlike you might expect, the listener ports are not
defined on the provider but on the application server. Click Servers —
Application servers —> <server name> — Messaging — Message listener
service — Listener port — New in order to create a new listener port. For our
TraderMQ application the properties had to be configured as indicated by the
Figure 4-31.

Application servers | b . W WS

Application servers > ws6421 > Message Listener Service > Listener Ports >
TraderMQCICSListenar

Listenar ports for Message Driven Beans to listen upon for messages, Each port specifies the JMS
Connedtion Factory and JMS Destination that an MOB, deployed against that port, will listen upon.

Runtime Configuration

General Properties

* Marne
[TradermocicsListenar

# Initial State
Started W

Deszcription
|TraderMQ Listener Port

* Caonnection factory JNDI name
[ims/TradergcF

# Destination JNDI narne
Ijrns,-"TraderCICSRepQ

Maximurn sessions
1

Maxirmurm retries
o

Maxirmur meszages
[1

Apply | M Resetl Cancel |

Figure 4-31 Listener port properties
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Notice in particular:

» The listener port name corresponding to the MDB deployment descriptor
» The initial state specified as started on start-up of the application server
» The combination of connection factory and destination the port listens to

Deploying the application

As already mentioned, we were able to successfully deploy and start the
TraderMQ application, as originally developed for WebSphere Application Server
for z/OS Version 5.1, without any changes into WebSphere Application Server
for z/OS Version 6.01, after configuring the correct WebSphere MQ JMS queue
connection factory, queue destinations, and listener ports, and referencing them
correctly.

However, we did get warnings that the scope of the application resources would
not match those of the application server, as illustrated by Figure 4-32.

Application Resource Warnings ‘ . ‘ ' ‘ - ?

A ADMAB019E: The resources that are assigned to the application are beyond the deployrment target scope, Resources are
within the deployrment target scope if they are defined at the cell, node, server, or application level when the deployment
target is a server, or at the cell, cluster, or application level when the deployment target iz a cluster, Assign resources that
are within the deployment target scope of the application or confirm that these resources assignments are correct as
specified.

Step & - Map resource references to resources resulted in the following resource warnings, If Application Resource Validation
is et to fail, you will not be able to continue past

Module:

Marne: Trader

URI: TraderMQEIR. jar, META-INF ejb-jar. =xml

Target: WebSphere:cell=clé481,node=ndéd481,server=ws5451
Resource Reference:

Marne: jrs/TraderQ CF

Type: javax.jms, QueneConnectionFactory

Resource Assignment:

Marme: TraderQCF

Scope: WebSphere:cell=cl6481,node=nd& 451, server=ws6451

&Tgpe: IMSProvider
JHDI: jrns/ TraderQCF

Figure 4-32 Warnings at deployment time

The cause behind this is that the application expects these resources to be on
the server level, but we preferred to define them on the node level. Although it is
better to avoid this kind of conflict, it is not really harmful.

Figure 4-33 on page 132 shows the deployment summary, after which the
application was successfully installed.
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Install New Application -

Specify options for installing enterprise applications and modules.

Summary

Summary of installation options

Options Walues
Use Binary Configuration Mo
Create MBeans for resources es
CellfModefServer Click here

Reload interval in seconds

Enable clazs reloading Mo

Process embedded configuration Mo
Application name TraderMQEAR
Validate Input offfwarn/fail warn

Directory ta install application

Diztribute application Yes
Deploy wab sarvices Mo
Pre-campile J5P Mo
Deploy enterprise beans Mo

Step 9: Summary

_Previous| Finish ’Encel—l

Figure 4-33 Deployment summary

4.5.3 Running TraderMQ on z/0OS

To run TraderMQ with the WebSphere MQ JMS provider, enter the following
URL:

http://<server namer>:<port number>/TraderMQWeb/Logon.html

You can now select between four options:

» Using CICS as backend without the use of MDBs
Using CICS as backend with the use of MDBs
Using IMS as backend wihout the use of MDBs
Using IMS as backend with the use of MDBs

vYvyy
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4.6 Using the WebSphere MQ JMS provider and JMS 1.1

In the following sections we explain how we converted the JMS 1.0-compliant
TRADERMQ application from the WebSphere for z/OS V5 Connectivity
Handbook, SG24-7064-01, to a JMS 1.1-complaint application and deployed it to
WebSphere Application Server for z/OS Version 6.01 using the new MQ (unified)
connection factory.

In 4.6.1, “Converting the TRADERMQ application from JMS 1.0 to JMS 1.1” on
page 133, we describe how you can convert a JMS 1.0-compliant application to a
JMS 1.1-compliant application, using the existing V5 TRADERMQ application to
Version 6 in your development environment; and in 4.5.2, “Configuring the
WebSphere MQ JMS provider” on page 123, we describe the infrastructure part.

4.6.1 Converting the TRADERMAQ application from JMS 1.0 to JMS 1.1

In the following sections we describe how we upgraded the existing TraderMQ
JMS 1.0-compliant application from the WebSphere for z/0S V5 Connectivity
Handbook, SG24-7064-01, to JMS 1.1.

Overview of JMS 1.1

The JMS 1.1 release addresses unification of the programming interfaces for the
Point-to-Point and Pub/Sub messaging domains in the JMS API. In Version
1.0.2b of the JMS specification, there is a strong distinction between the two
domains. This domain separation prohibits the use of Point-to-Point domain and
the Pub/Sub actions in the same transaction.

In the JMS 1.1 specification, domain unification of the interfaces and methods
have been added to support the ability to include Point-to-Point and Pub/Sub
messaging in the same transaction. In addition, the domain unification proposed
simplifies the client programming model, so that the client programmer can use a
simplified set of APIs to create an application.

Table 4-6 shows a comparison between the JMS 1.0.2b objects and the
corresponding objects for the JMS 1.1 specification for the Point-to-Point model.
Table 4-6 also includes the object comparison for the pub/sub model.

Table 4-6 Object comparison between JMS 1.0 and JMS 1.1

JMS 1.02b JMS 1.1
QueueConnectionFactory, ConnectionFactory
TopicConnectionFactory

Queue, Topic Destination
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JMS 1.02b JMS 1.1
QueueConnection, TopicConnection Connection
QueueSession, TopicSession Session
QueueSender, TopicPublisher MessageProducer
QueueReceiver, TopicSubscriber MessageConsumer

Code alterations in the Trader application to support JMS 1.1

The code in the TRADERMQ had to be altered in order to use the unified JMS
1.1 model. The code snippets below describe the required changes.

The JNDI names used in the code should match the JNDI names of the
administered objects defined. Refer to “Deployment Descriptor alterations to
support JMS 1.1” on page 139.

The code snippet (from TraderMQCICSBean) in Example 4-3 shows the use of
the JMS 1.0.2b specification. The QueueConnectionFactory, Queue,
QueueConnection, QueueSession, QueueSender, and QueueReceiver objects
are used here.

Example 4-3 TraderMQCICSBean using JMS 1.02b code

/*** <Begin> JMS 1.02 code commented out ***/
/*
private QueueConnectionFactory qgConnectionFactory;
private Queue reqCICSqueue, repCICSqueue, repCICSqueue_UseMDB;
private QueueConnection gConnection;
private QueueSession regSession;
private QueueSender sender;
private QueueReceiver receiver;
*/

/*** <End> JIMS 1.02 code commented out ***/

Example 4-4 shows a code snippet (from TraderMQCICSBean) using the JMS
1.1 specification with unified model. The ConnectionFactory, Destination,
Connection, Session, MessageProducer, and MessageConsumer objects are
used now.

Example 4-4 TraderMQCICSBean using JMS 1.1 unified model

/*** <Begin> JMS 1.1 Specification code ***/
private ConnectionFactory connectionFactory;
private Destination reqCICSqueue, repCICSqueue, repCICSqueue_UseMDB;
private Connection connection;
private Session reqSession;
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private MessageProducer messageProducer;
private MessageConsumer messageConsumer;
/*** <End> JMS 1.1 Specification code ***/

In Example 4-5 through Example 4-8 on page 137 we show various sections of
the TraderMQCICSBean session Bean of the TraderMQ application using the
objects described Example 4-4 on page 134. We highlighted the important lines
of code.

Example 4-5 sendTraderMQCICS method in TraderMQCICSBean using JMS 1.1

private String sendTraderMQCICS(StringBuffer message) throws Exception {

try {
// make connection to Queue
connectToQ();
// send msg to the request TraderCICS request Q
messageProducer = reqSession.createProducer(reqCICSqueue);
tmessage = reqSession.createTextMessage();

// build sending message for CICS
StringBuffer messageToSend =
new StringBuffer().append("TRADERBL").append(message);

// send message
tmessage.setIJMSCorrelationIDAsBytes(MQC.MQCI_NEW SESSION);
tmessage.setText (messageToSend.toString());
tmessage.setStringProperty("JMS_IBM Format", MQC.MQFMT_STRING);
tmessage.setJMSReplyTo(repCICSqueue) ;
messageProducer.send(tmessage) ;

messagelD = tmessage.getJMSMessagelID();

} finally {
// close connections
messageProducer.close();
disconnectFromQ() ;

}

return messagelD;

Example 4-6 shows the new JMS 1.1 object being used in the
receiveTraderMQCICS method of the TraderMQCICSBean, highlighting the
important lines of code.

Example 4-6 receiveTraderMQCICS method in TraderMQCICSBean using JMS 1.1
/* *
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receiveTraderMQCICS: receive message via JMS

*
*
* @param corrID correlation ID of JMS
* @param waitTime maximum time for wait till the message arrives
* (if 0 is specified, waits until message arrives)
* @return message received message
*/
private String receiveTraderMQCICS(String corrID, long waitTime)
throws Exception {
String getMessageStr = null;
try {
// make connection to Queue
connectToQ();

// try to get message
if (getUseMDB().equals("true")) {

messageConsumer =
reqSession.createConsumer (
repCICSqueue_UseMDB,
"JMSCorrelationID='" + corrID.toUpperCase() + "'");

} else {

messageConsumer =
reqSession.createConsumer (
repCICSqueue,
"JMSCorrelationID='" + corrID.toUpperCase() + "'");
}
Message message;
if (getUseMDB().equals("true")) {
message = messageConsumer.receive();
} else {
message = messageConsumer.receive(waitTime);

}

if (message != null)
getMessageStr = ((javax.jms.TextMessage) message).getText();

} finally {
// disconnect from Q
messageConsumer.close();
disconnectFromQ() ;

}

return getMessageStr;
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Example 4-7 shows the new JMS 1.1 objects being used in the connectToQ

metho

d of the TraderMQCICSBean, highlighting the important lines of code.

Example 4-7 connectToQ method in TraderMQCICSBean using JMS 1.1

/**
*
*
*
*

*/
pub

connectToQ: make a connection to JMS

@param null
@return null

Tic void connectToQ() throws Exception {
InitialContext context = new InitialContext();
connectionFactory =

(ConnectionFactory) context.lookup("java:comp/env/jms/TraderCF");
reqCICSqueue =

(Destination) context.lookup("java:comp/env/jms/TraderCICSReqQ");
repCICSqueue =

(Destination) context.lookup("java:comp/env/jms/TraderCICSRepQ");
repCICSqueue_UseMDB =
(Destination) context.lookup("java:comp/env/jms/TraderProcessQ");

connection = connectionFactory.createConnection();
connection.start();
reqSession =

connection.createSession(false, Session.AUTO_ACKNOWLEDGE) ;

Example 4-8 shows the disconnectFromQ method in TraderMQCICSBean using

the ne

w JMS 1.1 objects, highlighting the important lines of code.

Example 4-8 disconnectFromQ method in TraderMQCICSBean using JMS 1.1

/**

*
*
*
*

*/
pub

disconnectFromQ: disconnect from JMS

@param null
@return null

Tic void disconnectFromQ() throws Exception {
// close connections

reqSession.close();

connection.close();
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Changes in the Trader MDB

The Message Driven Bean (TraderMQCICS_MDB) of the TraderMQ application
also required a few changes to reflect the new JMS 1.1 unified model.

Example 4-9 shows the old MDB using the JMS 1.02b specification and
Example 4-10 shows the new MDB using the JMS 1.1 objects, highlighting the
important lines of code.

Example 4-9 TraderMQCICS_MDBBean using the JMS 1.02b specification

// transfer message to another "Process Queue"
QueueConnectionFactory gConnectionFactory =
(QueueConnectionFactory) context.lookup(
"java:comp/env/jms/TraderQCF");
Queue processCICSqueue =
(Queue) context.lookup("java:comp/env/jms/TraderProcessQ");
QueueConnection gConnection =
gConnectionFactory.createQueueConnection();

gConnection.start();
QueueSession transferSession =
gConnection.createQueueSession(false, Session.AUTO_ACKNOWLEDGE);

// designate TraderProcessQ as destination
QueueSender sender = transferSession.createSender(processCICSqueue);

// send message as same as original to the process queue. (corrID is
// passed as-is)
sender.send(msg) ;

// disconnect from Q
sender.close();
transferSession.close();
gConnection.close();

Example 4-10 TraderMQCICS_MDBBean using the JMS 1.1 specification

// transfer message to another "Process Queue"

// Use of unified connection factory
ConnectionFactory connectionFactory = (ConnectionFactory)
context.lookup("java:comp/env/jms/TraderCF");

// Create the Destination Object
Destination processCICSqueue = (Destination)
context.lookup("java:comp/env/jms/TraderProcessQ");

Connection connection = connectionFactory.createConnection();
connection.start();
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Session transferSession = connection.createSession(false,
Session.AUTO_ACKNOWLEDGE) ;

// designate TraderProcessQ as destination

MessageProducer messageProducer =
transferSession.createProducer(processCICSqueue) ;

messageProducer.send(msg) ;

messageProducer.close();

transferSession.close();

connection.close();

Deployment Descriptor alterations to support JMS 1.1

Resource references for the used administered objects (ConnectionFactory and
Destination) need to be added in the Deployment Descriptors of both the Session
EJBs and Message Driven Beans.

This can be done as follows:

1. Switch to the J2EE perspective. In the Project Explorer, double-click the EJB
or MDB to be changed, as shown in Figure 4-34.

B JFEE - LA Deployment Descriptor - [BW Ratfonal Sofeware Develapmen Platiom
[la Edt Hragets Sagch Brojec Bun Sndes g
RN | &Ee @ W ie-0- -0 & 0w = Blieva | RuT
T Tracies IS _HOM3aan rea ] TiecerPocIcs_MDBoan. jrva 5
Baan i
a
Lo Trada MGCICS -
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Figure 4-34 Opening the Deployment Descriptor of an EJB or MDB
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2. In the Deployment Descriptor Editor go to the References tab. Select the EJB
or MDB you want to add the resources for. Click Add. This is shown in
Figure 4-35.
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Figure 4-35 References tab in Deployment descriptor of EJB or MDB

3. Select Resource References, as shown in Figure 4-36 on page 141. Click
Next.
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@ Add Reference

Reference
Select the type of reference to create, |

" EJE reference
Create a reference ko an enkerprise bean.

" Service reference
Create a reference ko a web service,

CE:

Create a reference ko an externa resource,

" Massage destination reference
Create a message destination reference,

" Resource environment reference
reates a reference to administered objects,

< Back Mext = Finish Cancel

Figure 4-36 Adding a Resource reference to an EJB or MDB

4. Enter the JNDI name in the Name field. Select the required type and
authentication. Click Finish.This is shown in Figure 4-37 on page 142.
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® Add Resource Reference @

Resource Reference
Create a reference bo an external resource,

Mame: ; jms| TraderCF

Typs! | favax, jms.ConnectionFactory |

Awkhentication: iCuntainer

Sharing scope: iS!'nareaI:uIe ﬂ
Description:

< Back | Einish | Cancel

Figure 4-37 Specifying the JNDI name of a resource reference

5. In the WebSphere Bindings section of the References editor, fill in the JNDI
name of the resource reference just added.

Follow steps 1 through 5 to create the resource references for all EJBs and
MDBs in the Trader application.

Listener port
When using the WebSphere MQ JMS provider you must specify the Listener port
on the MDB as follows.

Switch to the J2EE perspective. In the Project Explorer, double-click the required
EJB. Click the Bean tab and go to WebSphere Bindings. Click the Listener Port
radio button and specify the name of the Listener Port, as shown in Figure 4-38
on page 143.
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% EJB Deployment Descripbor X

Bean

[@ Tradermocics

@ TraderMQCIcs_PostProcess
@ TradermqIms
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4 TraderMQIMs_MDE
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Bean Type:
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Display name:
Description:

Message-Driven

Conkainer

Message-Driven Destination

Activation Configuration

The Following activation configurations are defined for the

raaccnna Avivan haons

Websphere Bindings

The Follawing are binding properties for the WwebSphere
Application Server.

@ Liskener Pork

LiskenerPart name: | TraderCICSLiskenst

Crerview |Bean | References | WS Handler | Assembly | ficcess | WS Exte... | WS Binding | Mediati. ..

})4

EF

£

Figure 4-38 Specifying the Listener port name

4.6.2 Configuring an MQ (unified) connection factory

After being able to successfully deploy the V5 TraderMQ application, we
intended to migrate the application to make use of the point-to-point or
publish/subscribe domain independent API set, as prescribed by the JMS 1.1
specification explained in “JMS 1.1 specification” on page 88, and define a

corresponding WebSphere MQ connection factory.

First, we decided to configure the WebSphere MQ connection factory.

Configuration can be done using the administrative console. Click Resources —

JMS providers — WebSphere MQ — WebSphere MQ connection

factories —» New, in order to create a new JMS 1.1 unified connection factory.
For our migrated TraderMQ application the properties had to be configured as
indicated by Figure 4-39 on page 144, Figure 4-40 on page 145, Figure 4-41 on

page 146, and Figure 4-42 on page 147, which are scroll-downs of the same

panel.
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WebSphere M) messaging provider

WebSphere MQ messaging provider = WebSphere MQ connection factories > TraderCF

destinations,

Configuration

A unified JMS connection factary can be used to create JMS connedtions to both queue and topic

7=

General Properties

Additional Properties

* Scope cust i
Lustor properties
cellsicléd421linodesinde4sl HElomn prars e
Connection poaol
* Narme Seszsion pools
|TraderCF

# JNDI name Related Items

lirnz/TradercF
J2EE Connector Architecture (2]

Crescription

authentication data entries
TraderMQ Conneaction Factary I:‘

E]

Category

Compeonent-managed authentication
alias

(none) __ il

Container-rnanaged authentication alias

(none] |

Mapping-configuration alias
DefaultPrincipalMapping %

Figure 4-39 WebSphere MQ connection factory properties - 1
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Queude mManager
[Mg4e

Host

|wtsc48.itso.ibm.com

Port
[1414

Channel
|TRADER.CHANNEL

Transpor: tppe
CLIEMT hd

Maodel queue definition

Client ID

CCsIl

Enable message retentian

I:‘ #A enabled

Emable return methods during
shutdown

Figure 4-40 WebSphere MQ connection factory properties - 2
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Local server address

Polling interval
[sooo
milliseconds

Rescan interval
[s000
rillizeconds

S5L cipher suite

S5L CRL

55L peer name

Temporary gueue prefix

Enable M3 connection pocling

Braker contral queue

Braker queus manager

Broker publication queue

Broker subscription queue

Braker CC subscription quaue

Figure 4-41 WebSphere MQ connection factory properties - 3
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Broker version
Advanced ¥

Publish and subscribe cdeanup level
SAFE e

Fublizh and subzcribe ceanup interval
2600000
milliseconds

Broker rmessage selection
BROKER W

Publish and acknowledgernent interval
[25

D Enable sparse broker subscriptions

Publish and subscribe status interval
[eooon
rillizecands

Persistent subscriptions stare
MIGRATE

Enable multicast transport
DISABLED W
D Enable clone support

Direct Broker authorization type
BASIC W

FProxy host narme

Proxy port

Apply | ﬂ Resetl Cancel |

Figure 4-42 WebSphere MQ connection factory properties - 4

Notice in particular:

| 2

»
»
»

The convention of the JNDI name being the name prefixed by jms/

The absence of component or container managed authentication aliases
The specification of the MQ queue manager name

The fact that queue and topic related properties are on this same panel

For the client connection channel an equally named server connection channel
was defined on the queue manager.
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Restriction: At the moment of writing this book we were not able to correctly
configure the MQ connection factory with a transport type specified as
bindings. We received errors during start-up of the application server
indicating “Error encountered binding the J2EE resource, invalid configuration
passed to resource binding logic,” but were not able to solve this and decided
to submit a PMR.

Note: The JMS 1.1 prepared application can use the same destinations as the
previous JMS 1.0 application, but requires a different type of connection
factory. When using a different JNDI name for this connection factory,
remember to change the listener ports accordingly.

4.7 Using the Default messaging JMS provider

After being able to successfully migrate the TraderMQ application to use the
WebSphere MQ (unified) connection factory, we intended to prepare the
application to make use of the Default messaging system.

In 4.7.1, “Application changes for using Default messaging” on page 148, we
show how the TRADERMQ application was changed in order to use the
activation specification and in 4.7.2, “Configuring the Default messaging JMS
provider” on page 149, we explain how we set up our infrastructure to use the
Default messaging.

Attention: Remember that the application does not need to be migrated to
make use of Default messaging. In this case, it may be convenient though to
use different JNDI names though.

4.7.1 Application changes for using Default messaging

148

If you wish to perform the application changes as described in the following
sections yourself, you can start out with TRADERMQ application using the JMS
1.1 APIs. You can find this application in the additional material for this book.

For WebSphere Default Messaging JMS provider specify the Activation
Specification on the MDB as follows.

Switch to the J2EE perspective. In the Project Explorer, double-click the required
EJB. On the Bean tab, select the required MDB. In the WebSphere Bindings
section, select JCA Adapter and fill in the ActivationSpec JNDI name and the
Destination JNDI name. This is shown in Figure 4-43 on page 149.
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[@ Tradermocics .
G TraderMCICS_PostProcess LRl Messa?e—Drlven
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[ TraderMQIMS_PostProcess Display name:
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| ™
.
O Listener Port
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Dwerview |Bean | References | WS Handler | Assembly | Access | WS Extension | WS Binding | Mediation Handlers | Source

Figure 4-43 Specifying the activation specification for an MDB

4.7.2 Configuring the Default messaging JMS provider

To prevent any changes to the functionality of the application, it is necessary to
invoke the CICS program over the MQ-CICS adapter and bridge. To achieve this
we set up a local bus and also a foreign bus representing the queue manager
connected via an MQ link. Remote queue definitions on the queue manager and
activation specifications on the application server are used to trigger the MDB on
the response message. The design of the infrastructure used for the TraderMQ
application in this case is illustrated by Figure 4-44 on page 150.
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Figure 4-44 Bus infrastructure design of TraderMQ

Bus infrastructure

First, we decided to set up the WebSphere Application Server for z/OS Version

6.01, Default messaging infrastructure. Configuration can be done using the
WebSphere Administrative console.

Before a Default messaging JMS connection factory can effectively be defined, a
local Service Integration Bus must be created. Click Service integration —
Buses — New, in order to create a new local bus. For our TraderMQ application
the bus properties were configured as indicated in Figure 4-45 on page 151.
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Buses > TraderBus

A service integration bus supports applications using message-based and service-criented

with itz bus members,

Configuration

General Properties

Additional Properties

architectures, & bus is a group of interconnected servers and clusters that have been added as
members of the bus, Applications connecdt to a bus at one of the messaging engines associated

Marme

Bus membars
Meszzaging engines
uuic

A4 CCIZITI03I0RER Lestinations
Medistions

Cescription Foreign buses

I:l Customn properties
Inbound Services

|:| Cutbound Services

Saecurity
Related Items
D Secure

JZEE Connector Architecture (12C)
authentication dats entries

Inter-engine authentication alias
(nane] e

Mediations authentication alias
(none] b

Inter-engine transport chain

I:l Discard messages

Configuration reload enabled

Figure 4-45 Service integration bus properties

Notice in particular:

» The specification of the local service integration bus name
» The fact that we disabled bus security in our scenario
» The absence of inter-engine or mediations authentication aliases

Then the application server needs to be added as a member of the newly created

bus. To achieve this, click Service integration - Buses — <bus name> —

Bus members — Add, and select the server, as illustrated by Figure 4-46 on

page 152.
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Add a new bus member -

Add a zerver or server cluster as a new member of the bus,

=3 Step 1: Select
server or cluster

Select server or cluster

Chaose the zerver ar cluster to add to the bus

@ Server

Server

ndéd481iwsE481 ¥
Data store

Default

Data zource JMDI name

O Cluster
Cluster
Data store

# Drata source JHDI name

A U

Figure 4-46 Adding the application server to be a bus member

Note: We use the default data store, meaning that the embedded Cloudscape
database is used for the Messaging Engine.

As explained in “Messaging Engine” on page 92, a Messaging Engine is
automatically created as soon as an application server is added to the bus. To

display it, click Service integration —» Buses — <bus name> — Messaging
Engines, as illustrated in Figure 4-47 on page 153.
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Buses = TraderBus > Messaging engines

for a bus member. Applications are connected to a messaging engine when accessing a service
intagration bus,

Preferences

Start Stop mode: | Immediate St0p|

Select| Mame 2 Description & Status I Q
D ndéd481. wsE481-TraderBus E3
Tatal 1

A rmeszaging engine is a compaonent, running inside a server, that manages messaging resources

Figure 4-47 Displaying the automatically created Messaging Engine

Next, since the TraderMQ application in the end accesses a CICS (and IMS)

application via point-to-point JMS messages through MQ, a foreign bus needs to

be created that represents the MQ queue manager and to which the local
TraderBus will be connected using a WebSphere MQ link.

Click Service integration — Buses — <bus name> — Foreign buses — New

in order to create a foreign bus over a WebSphere MQ link, as indicated by
Figure 4-48 on page 154.
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Buses > TraderBus > Foreign buses = MQ4B

A foreign bus is another bus with which this bus can exchange messages,

Configuration

General Properties

Additional Properties

Marme

M4 Cestination defaults

webSphere MO link routing properties

uuID
|45?93ESBSCDE254?B4J&CBDAF‘

Dezcription

gend allowed

Apply | Ok Reset Cancel

Figure 4-48 Foreign bus properties

Note: Usually, when creating a foreign bus over an MQ link, we recommend
specifying the MQ queue manager name as the bus name.

Now, the WebSphere MQ link can be configured on the Messaging Engine. Click
Service integration —» Buses — <bus name> — Messaging Engines —
<engine name> — WebSphere MQ links (under Additional Properties) —
New, as indicated by Figure 4-49 on page 155.

Note: Sometimes more than one path exists to accomplish a certain task. In
this case, for example, it is also possible to click Servers — Application
servers — <server name> — Messaging Engines — <engine name> —
WebSphere MQ links — New instead.
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Buses > TraderBus > TraderMQlink

A link between the rmeszaging engine and a WebSphere MO netwark, The WebSphere MG link connects
engine as a queue manager to WebSphere MG, thereby providing a bridge between the bus and a Web

Funtirne Configuration
General Properties Additicnal Properties
Administration Fublish/subscribe broker profilg
# Narme

= Feceiver channel
|TraderMQI|nk

Sender channel
uuID
[25ERS1313D584092 |

Dezcription

Connection
# Foreign bus name
M4 Tl
* QJueue Manager name
[TRADER

Figure 4-49 WebSphere MQ link properties

Note: On this panel the queue manager name refers to the virtual queue
manager name that the local bus is to look like from the external queue
manager’s perspective.

For the WebSphere MQ link to be really established, a pair of MQ style receiver
and sender channels are required when the link is created. Afterwards, click
WebSphere MQ links — <link name> — Receiver channel (under Additional
Properties) to operate the receiver channel or change its configuration, as
indicated by Figure 4-50 on page 156.
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Buses > TraderBus > Messaging engines > nd648 1.ws6481-TraderBus > WebSphere MO links >
TradervQlink = WebSphere MQ link receiver channel

The receiver channel that receives messages from the gateway webSphere MG queue manager.
The receiver channel commrmunicates with a WebSphere MO sender channel on the gateway queue
rmanager, and converts MG format messages to service integration bus messages,

Preferences

Start Stop rmode: Quiesce W Target state: Inactive % Stop

2 2

Select| Receiver MG channel name 2 Status I g
O Mo4BZTrader Y
Total 1

Figure 4-50 MQ link receiver channel status

Click WebSphere MQ links — <link name> — Sender channel (under
Additional Properties) to operate the sender channel or change its
configuration, as indicated by Figure 4-51.

Buses > TraderBus > Messaging engines > nd648 1.ws6381-TraderBus > WebSphere MQ links =
TradervQlink = WebSphere MQ link sender channel

The sender channel that sends messages to the gateway queue manager, The sender channel
cormrmunicates with a WebSphere MG receiver channel on the gateway queue manager, and
converts service integration bus messages to MG format messages,

Preferences

Feset Start Stop mode: Quiesce % | Target state: Inactive % | Stop

il

Select| Sender MQ channel name 2 | Host name 2 Paort I Status I Q
I:‘ TraderzMOd4E wiscdSoe.itso.ibm.com | 1414 S

Total 1

Figure 4-51 MQ link sender channel status

Note: The default InboundBasicMQLink port is 5558; the default
InboundSecureMQLink port is 5578. Click Servers — Application servers —
<server name> — Ports (under Communications) —
SIB_MQ_ENDPOINT_ADDRESS to verify or change it.
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To complement the WebSphere MQ link channels, a corresponding pair of
channels has to be defined on the MQ queue manager, as shown in
Example 4-11.

Example 4-11 Corresponding queue manager channel definitions

DEFINE QLOCAL('Trader') USAGE(XMITQ)
DEFINE CHANNEL('Trader2MQ4B') CHLTYPE(RCVR) TRPTYPE(TCP)

DEFINE CHANNEL('MQ4B2Trader') CHLTYPE(SDR) TRPTYPE(TCP) +
CONNAME ('9.12.4.38(5558) ') XMITQ('Trader')

Note: The name of the link sender channel must match the name of the queue
manager receiver channel, and the name of the link receiver channel must
match the name of the queue manager sender channel.

Attention: When using mixed case queue manager resource names, put
them inside quotes.

After completing the definitions, start the sender channels on both sides. Check if
all channels have the correct status.

JMS connection factory

Now we have arrived at the point where we can create a new Default messaging
(unified) connection factory. Click Resources — JMS providers — Default
messaging — JMS connection factories — New. For our migrated TraderMQ
application the properties had to be configured as indicated by Figure 4-52 on
page 158, Figure 4-53 on page 159, and Figure 4-54 on page 160, which are
scroll-downs of the same panel.
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Default messaging provider

=

Default messaging provider > JMS connection factory > TraderDCF

A IMS connection factory is used to create connediions to the assaciated IMS provider of IMS
destinations, for both paint-to-point and publish/zubscribe meszsaging, Use connedtion factary
administrative objects to manage JMS connection factories far the default messaging provider,

Configuration

General Properties

Additional Properties

Administration Connection pool
Lonnection pool

# Scope properties
cellziclé48linodesinda 481

* Name Related Items
|TraderDCF JZEE Conneckor

% Architecture (J2C
IMDI name authentication
hmszraderDCF dats entries
Description Buses

Category

Connection

# Bus nare )
E’aderaus A4

Figure 4-52 Default messaging JMS connection factory properties - 1
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Figure 4-53 Default messaging JMS connection factory properties - 2
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|:| Log missing transackion contexts
I:l Manage cached handles
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®A recovery authentication alias
(nane] w

Apply | ﬂ Reset | Cancel |

Figure 4-54 Default messaging JMS connection factory properties - 3

Notice in particular:

The convention of the JNDI name being the name prefixed by jms/

The absence of a component managed authentication alias

The specification of the local service integration bus name

The fact that queue and topic related properties are on this same panel

vVvyyy

Tip: When you wish to make use of the Default messaging system but do not
like to migrate your applications, as explained in “Application changes for
using Default messaging” on page 148, you can still make use of a JMS queue
connection factory.

Queues and bus destinations

Next, the Default messaging JMS queues and bus destinations have to be
defined, as well as some remote queue definitions on the queue manager. For a
review of the infrastructure we are planning to set up, refer to Figure 4-44 on
page 150.
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For the JMS queue definitions, configuration can be done using the WebSphere
Administrative Console. Although more queue destinations are required for
TraderMQ, two definitions are presented as an example. For a complete
configuration survey, refer to 4.8, “The TraderMQ application environment” on
page 166. Click Resources — JMS providers — Default messaging —» JMS
queue — New in order to create a new queue. For our TraderMQ application,
local and foreign JMS queues had to be configured, as indicated by Figure 4-55
and Figure 4-56 on page 162, respectively.

Default messaging provider A

Default messaging provider > JM$ queue > TraderCICSRepQD

A JMS queue is used as a destination for point-to-point messaging, Use JMS queue destination administrative objects to
rmanage JMS queues for the default rmesszaging provider,

Configuration

General Properties

Administration
# Scope Buses
|ce||s:c|6481:n0des:nd6481

Related Items

# Marne
[TradercicsrepqD

* JNDI narme
Ijms.-"TraderCICSRepQD

Description

Connection
Bus marne

TraderBus A4

# Queue narme
TRADER. CICS.REPLYD A

Delivery rmode

Application e

Figure 4-55 Default messaging local JMS queue properties
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Default messaging provider V=

Default messaging provider > IM5 gueus > TraderCICSReqQD

A JMS gueue is used as a destination for point-to-point messaging, Use JMS queue destination
adrministrative objects to manage JMS queues for the default messaging provider

Configuration

General Properties

. : Related Items
Administration R

* Scope Buzes
|ce||s:c|6481:n0des:nd6481

* Mame
[rradercicsreqop

#* IMDI narme
hmszraderCICSRquD

Description

Connection

Busz narme |

MG 4B w
* Queue name

ILRADER.CICS.BRIDGEQ il

Delivery mode
Application b

Figure 4-56 Default messaging foreign JMS queue properties

Notice in particular:

» The convention of the JNDI name being the name prefixed by jms/
» The specification of the service integration bus name for the local queue
» The specification of the queue manager name for the foreign queue

For the JMS queues, accompanying bus destinations have to be configured
using the administrative console. Click Service integration — Buses — <bus
name> — Destinations — New to create a new destination. For our TraderMQ
application, local and foreign bus destinations had to be configured, as indicated
by Figure 4-57 on page 163 and Figure 4-58 on page 164, respectively.
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Buses > TraderBus = Destinations > TRADER.CICS.REPLYQ)

A queue for point-to-point rmessaging.
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Queus points

[TrapER. c1cs.REPLYG | ueus points
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Figure 4-57 Default messaging local bus destination properties
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Buses > TraderBus > Destinations > TRADER.CICS.BRIDGED

The name by which this foreign destination is known for administrative purposes.

Configuration

General Properiies Additional Properties
Identifier
Sontext properties
[TRADER.CICS.BRIDGED | Context properties
U]} (o]

19EBSD909M69394D8940844‘
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Description

=
E]
Bus
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Assured persistent 7‘

Maxirurn reliability
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Enable producers to averride default reliability

Default priority
o

Send allowed

Figure 4-58 Default messaging foreign bus destination properties

Notice in particular:

» The specification of the physical queue name as the identifier

» The specification of the destination type

» The specification of the bus name as the queue manager for the foreign
queue

For the queues that are local to the service integration bus, it is required to have
accompanying remote queue definitions on the queue manager side.

Example 4-12 Corresponding remote queue definitions

DEFINE QREMOTE(TRADER.CICS.REPLYQ) RNAME(TRADER.CICS.REPLYQ) +
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XMITQ('Trader') RQMNAME('TraderBus')

DEFINE QREMOTE(TRADER.IMS.REPLYQ) RNAME(TRADER.IMS.REPLYQ) +
XMITQ('Trader') RQMNAME('TraderBus')

The reason to configure things this way is that an MDB can only be triggered
from a local bus destination, as mentioned in “Activation specification” on
page 103.

JMS activation specifications

Finally, this section describes how to define the activation specifications to be
used by the TraderMQ application. Configuration can be done using the
administrative console. Although more activation specifications are required, one
definition is presented as an example. Click Resources — JMS providers —
Default messaging — JMS activations specification — New to create a new
activation specification. For our TraderMQ application the properties had to be
configured as indicated by Figure 4-59 on page 166.
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A IMS activation specification is associated with one or more rmessage-driven beans and provides
the configuration necessary for them to receive messages.
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Figure 4-59 Default messaging activation specification properties

Notice in particular:

» The convention of the JNDI name being the name prefixed by jms/
» The specification of the destination type and JNDI name

4.8 The TraderMQ application environment

This is a small section containing a few tables to help set up the WebSphere
Application Server for z/OS Version 6.01 and WebSphere MQ infrastructure for
the sample TraderMQ application.
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Note: In addition to these resources it is required to have the CICS (and IMS)
adapter and bridge installed and configured.

4.8.1 JMS 1.0 TraderMQ using WebSphere MQ

This section specifies our environment for the JMS 1.0 TraderMQ application
(both the V5 and V6 applications) as illustrated in Figure 4-60.

WebSphere MQ z/0S
QMGR on z/0S
WebSphere z/OS TRADER.CICS.BRIDGEQ
B Jvs | | IMstocics MQ-CICS
rowser R Bridge
Logon = Servet ™| EJB Y —I_l_ CICS Region
HTML ‘l I‘ —%
TRADERBL
y TRADER.CICS REPLYQ Business Logic
% CICS to JMS

VSAM

i

Figure 4-60 TraderMQ environment

Application source

The name of the ear file in the additional material is TraderMQ2004.ear for the
Version 5 source and TraderMQ2005.ear for the Version 6 source (converted
from Version 5 using the RAD migration wizard). They can be found in the
“Messaging - TraderMQ” subdirectory of the additional material.

MQ queue connection factory in WebSphere
Table 4-7 MQ queue connection factory

Name JNDI name Queue manager | Transport
TraderQC jms/TraderQC MQ4B Bindings
F F
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MQ queue destinations in WebSphere
Table 4-8 MQ queue destinations

Name JNDI name Queue nhame Targe
t

TraderCICSReq jms/TraderCICSReq TRADER.CICS.BRIDGEQ | MQ

Q Q

TraderCICSRep jms/TraderCICSRep TRADER.CICS.REPLYQ JMS

Q Q

TraderIMSReqQ jms/TraderIMSReqQ TRADER.IMS.BRIDGEQ MQ

TraderIMSRepQ jms/TraderIMSRepQ TRADER.IMS.REPLYQ JMS

TraderProcessQ jms/TraderProcessQ TRADER.PROCESSQ JMS

Listener ports in WebSphere
Table 4-9 Listener ports

Name

JNDI name

Destination JNDI

r

TraderMQCICSListene

r

jms/TraderMQCICSListene

Q

jms/TraderCICSRep

TraderMQIMSListener

jms/TraderMQIMSListener

jms/TraderIMSRepQ

Queue definitions in WebSphere MQ
The following queues have been defined in WebSphere MQ for the TraderMQ

application.

TRADER.CICS.BRIDGEQ and TRADER.IMS.BRIDGEQ

Message delivery sequence F
Permit shared access Y
Default share option S
Trigger type F
Trigger set Y
Trigger depth 1
TRADER.CICS.REPLYQ and TRADER.IMSREPLYQ
Message delivery sequence F
Permit shared access Y
Default share option S
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Trigger type

Trigger set

Trigger depth

TRADER.PROCESSQ
Message delivery sequence

Permit shared access

Default share option

Trigger type

Trigger set

Trigger depth

- Z2 2 O < ™

4.8.2 JMS 1.1 TraderMQ using WebSphere MQ

This section specifies our environment for the JMS 1.1 TraderMQ application.
The topology is the same as illustrated in Figure 4-60 on page 167. The only
differences are in the coding and the usage of the connection factory.

Application source

The name of the ear file in the additional material is

TraderMQ2005_JMS_1_1.ear. This application is at Version 6 level. It can be
found in the “Messaging - TraderMQ” subdirectory of the additional material.

MQ connection factory in WebSphere
Table 4-10 MQ connection factory

Name JNDI name Queue manager | Transport
TraderC jms/TraderC MQ4B Client
F F

Other settings
The configuration of the queue destinations and listener ports in WebSphere and
the queue definitions in MQ are the same as specified for the JMS 1.0 version of
TraderMQ and will not be repeated here.

4.8.3 JMS 1.1 TraderMQ using Default messaging

This section specifies our environment for the JMS 1.1 TraderMQ application

using Default messaging. The topology is the same as illustrated in Figure 4-60
on page 167.
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Application source
The name of the ear file in the additional material is
TraderMQ2005_DM_JMS1_1.ear. This application is at Version 6 level. It can be
found in the “Messaging - TraderMQ” subdirectory of the additional material.

JMS connection factory in WebSphere
Table 4-11 JMS connection factory

Name JNDI name Bus name
TraderDC jms/TraderDC TraderBus
F F

JMS queue destinations in WebSphere
Table 4-12 JMS queue destinations

Name JNDI nhame Queue name Bus name
TraderCICSReqQ | jms/TraderCICSReqQ | TRADER.CICS.BRIDGE | MQ4B

D D Q

TraderCICSRepQ jms/TraderCICSRepQ TRADER.CICS.REPLYQ TraderBus
D D

TraderIMSReqQD jms/TraderIMSReqQD TRADER.IMS.BRIDGEQ MQ4B
TraderIMSRepQD jms/TraderIMSRepQD TRADER.IMS.REPLYQ TraderBus
TraderProcessQD jms/TraderProcessQD TRADER.PROCESSQ TraderBus

JMS bus destinations
Table 4-13 Bus destinations

Name Type Bus name
TRADER.CICS.BRIDGEQ | Foreign | MQ4B
TRADER.CICS.REPLYQ Queue | TraderBus
TRADER.IMS.BRIDGEQ Foreign | MQ4B
TRADER.IMS.REPLYQ Queue | TraderBus
TRADER.PROCESSQ Queue | TraderBus
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Activation specifications
Table 4-14 Activation specifications

Name

JNDI name

Destination JNDI

TraderCICSActivatio
n

jms/TraderCICSActivatio
n

jms/TraderCICSDRep
Q

TraderIMSActivation

jms/TraderIMSActivation

jms/TraderIMSDRepQ

Additional definitions in WebSphere MQ

In WebSphere MQ channels have to be defined (one receiver and one sender
channel, as defined in Table 4-15).

Table 4-15 WebSphere MQ channels required for SIB

Name Type
Trader2MQ4B Receiver
MQ4B2Trader Sender
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Introduction to J2EE
Connector Architecture

This chapter provides an overview of the J2EE Connector Architecture.

In J2CA the Java classes needed by an application to access an Enterprise
Information System (EIS), such as CICS or IMS, through connectors have been
standardized. This section provides an overview of the J2CA and describes the
main concepts and principles of this architecture.

For detailed information about the J2CA, refer to:

http://java.sun.com/j2ee/connector/

Note: The acronyms J2CA and J2EE Connector (J2C) sometimes appear to
be used interchangeably in this document and in the product documentation
and tools. This book uses J2CA to refer to the architecture and J2C to refer to
an implementation of the architecture. The panels on the WebSphere
Administrative Console use J2C. We intentionally did not use JCA, as that
abbreviation is reserved for the Java Cryptographic Architecture.

Later on in this book we describe how you can develop applications accessing
CICS and IMS using J2C in Chapter 6, “Developing J2C applications accessing
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http://java.sun.com/j2ee/connector/

CICS” on page 183 and Chapter 7, “Developing J2C applications accessing IMS”
on page 211, respectively.

In Chapter 8, “Configuring J2C for CTG” on page 265 and Chapter 9,
“Configuring J2C for IMS Connect” on page 295 we describe how to set up the
infrastructure on z/OS to use J2C.
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5.1 Connector components

Figure 5-1 illustrates the main concept behind the J2CA.

L Contai : :
Application — C%r;‘targ:;r Application
Server
[
Application
contract - Common Client
Interface (CC,]I, set of APIs) Connection
Manager
Connector or System contract
Resource Adapter ——  =Connection management
= Transaction management )
= Security management Transaction
[ Manager
EIS-specific
interface
. Securit
Enterprise Managgr
Information
System

Figure 5-1 J2EE Connector architecture

The application server is the Enterprise JavaBean (EJB) runtime engine. It
provides such facilities as transaction support, security support, and persistence
capabilities.

The connector or resource adapter concept (and corresponding objects) has
been used within Java since the inception of the Java language. Objects that
implement the adapter pattern have been used to interface Java with the native
graphical user interface (GUI), for instance.

The application represents the client application code that uses the client
Application Programming Interface (API) provided by the J2CA framework. This
APl is called the Common Client Interface (CCI). It defines a common API,
which client programs can use to access the EIS. The CCl is the connection
between the client program and the resource adapter.

The Enterprise Information System is the back-end system (for example, CICS
or IMS) where the most important business logic processing of a business
occurs.
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J2CA defines the contracts between the application, the connector, and the
application server where the application will be deployed:

Container contract This defines what the application server expects to find in
a deployed application. This is the standard contract
between an EJB and its container. It consists of the Bean
callback methods such as ejbCreate(), ejbLoad(), and
ejbActivate().

Application contract This defines what the connector expects to receive from
the application. It is defined by the CCI.

System contract This specifies the behavior that every resource adapter
must support. The contract components are:

Connection management contract
Allows the application server, with the assistance of the
adapter, to pool connections to the EIS.

Transaction management contract
Transactions are a key concept needed to support
distributed computing.

Security management contract

Details the sign-on procedures that are carried out when
the client in WebSphere establishes a connection to the
resource adapter or EIS.

These contracts imply that all participating components are J2EE Connector
Architecture-compliant. The application, connector, and application server must
all be compliant with the J2EE architecture.

5.2 The Common Client Interface

176

The Common Client Interface (CCI) defines a unified remote function call
interface, which focuses on executing functions in the EIS and retrieving the
results. From a programming perspective, this means that programmers only
have to use a single unified interface, with which they can get data from the EIS
(for example, from CICS or IMS). The EIS-supplied resource adapter handles
abstracting the difference and provides a unified programming model to the
programmer. This model is independent of actual EIS behavior and
communication requirements.
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5.2.1 Establishing a connection to a resource

The J2EE Connector Framework supports access to EISs from:
» Managed connections

With managed connections, the application server handles all aspects of the
connection. The application server handles the Quality of Service (QoS). This
includes, for example, looking up a connection factory instance, getting an
EIS connection, and finally closing the connection.

» Non-managed connections

In a non-managed application scenario, the application developer follows a
similar programming model to the managed application scenario, but must
handle all aspects of the connection within the application code.

Figure 5-2 on page 178 illustrates the process of establishing a connection to a
resource. In this case, it is a managed connection, since the application server
provides the QoS. The application starts the process with a request to the Java
Naming and Directory Interface (JNDI) for a connection. This is seen as a map
that links applications with services.

JNDI returns a ConnectionFactory object. A factory object can create other
objects, in this case connections.

To create a connection with QoS, the ConnectionFactory object requests a
Connection object from the ConnectionManager object at the application server.
A Connection object is returned to the application with the QoS, as defined by the
application server (with the QoS that you specified when you set up your
application on the application server). The Connection object interacts with the
connector to provide data to the application. The application can influence the
behavior of the connection by specifying a ConnectionSpec object when
obtaining the Connection object.

A non-managed connection is identical except that you (not the application

server) provide the QoS using the DefaultConnectionManager rather than the
ConnectionManager.
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Figure 5-2 Establishing a connection to a resource using J2CA

5.2.2 Interacting with the resource

178

Once a connection has been established, the application interacts with the EIS to
perform a specified action appropriate for the EIS (for example, do a Dynamic
Program Link (DPL) to a CICS program or place an IMS transaction in the input
message queue and wait for the response). This interaction with the EIS is
governed by the property of an object, which the application obtains from the
application server, an interaction object. The application can influence behavior
or properties of the interaction object by specifying a InteractionSpec object
when requesting the creation of the interaction object.

Example 5-1 is an sample of the CCI code to obtain a connection factory, create
a connection to an EIS, obtain an interaction object, and then interact with the
EIS.

Example 5-1 Example of code using the CClI to interact with a resource

// JINDI lookup of a Connection Factory
InitialConext ic = new InitialContext();
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ConnectionFactory connectionFactory = (ConnectionFactory) ic.lookup(“EIS”);

// Create a Connectionspec object

ConnectionSpec connectionSpec = new ConnectionSpec(user,password);

// Create a Connection object using the above ConnectionSpec object
Connection connection = connectionFactory.getConnection(connectionSpec);

// Create an InteractionSpec object

InteractionSpec interactionSpec = new InteractionSpec();
interactionSpec.setUserName (“USERID™);

interactionSpec.setPassword (“PASSWORD™) ;

// Create an interaction using the above InteractionSpec object
Interaction interaction = conn.createlnteraction(interactionSpec);

// Execute the interaction object passing an input record and
outputRecord = interaction.execute(inputRecord);

5.3 Enabling Rational Application Developer for J2C

Before being able to develop J2C applications in Rational Application Developer
Version 6 you must prepare the environment. There are two activities involved in
this:

» Installing the J2EE Connector Tools feature, as explained in “Installing the
J2EE Connector Tools feature” on page 179

» Enabling the J2C feature from within Rational Application Developer Version
6, as explained in Figure 5-4 on page 181

5.3.1 Installing the J2EE Connector Tools feature

You can install this feature by starting the IBM Rational Product Updater, then
click Optional Features and select J2C Connector Tools to be installed, as
shown in Figure 5-3 on page 180.
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Figure 5-3 Using the updated tool to install J2C Connector tools

5.3.2 Enabling the J2C feature in RAD
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The second step is to ensure the J2C feature has been enabled. Open the

Capabilities view under the Workbench in the Preference view and ensure that
Enterprise Java has been checked (see Figure 5-4 on page 181).
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Figure 5-4 Enabling the J2C feature in Rational Application Developer
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Developing J2C applications
accessing CICS

This chapter explains how to develop or migrate a simple J2C application
connecting through CICS Transaction Gateway V6 to CICS Transaction Server
Version 3.1. The application being used in this chapter is the Trader application,
which has been used in previous Redbooks as well.

Later on, in Chapter 8, “Configuring J2C for CTG” on page 265, we describe how
to configure the resource adapter for CICS Transaction Gateway V6 in
WebSphere Application Server for z/OS Version 6.01 and how we deployed the
sample application.

The topics covered are:

» “CICS Transaction Gateway topologies” on page 184
» “CICS J2C application development” on page 185
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6.1 CICS Transaction Gateway topologies

In a local configuration (Figure 6-1), you access a CICS region directly from
WebSphere Application Server for z/OS Version 6.01. An active CICS
Transaction Gateway V6 task is not required. CICS Transaction Gateway code
must still be installed on the same logical partition (LPAR) as WebSphere
Application Server for z/OS Version 6.01.

zIos RACF RRS

WebSphere
Application Server

CICS

Memory to memory . -
cte Application

Figure 6-1 CICS Transaction Gateway local configuration

In a remote configuration (Figure 6-2), a CICS Transaction Gateway task must be
active and listening for a request on the same LPAR as the CICS region. CICS
Transaction Gateway code must still be installed on the same LPAR that
WebSphere is running on, but the active CICS Transaction Gateway task does

not have to be on the same LPAR.
/SYSPLEX \
/z/OS )

RACF RRS
WebSphere
Application Server
%
ﬁ . = RACF RRS \
Memory to memory ClCS
CICS TG Application

Figure 6-2 CICS Transaction Gateway remote configuration
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Note: If a WebSphere-accessed CICS were on the same LPAR, using a
remote connection, Resource Recovery Services (RRS) manages their
protected resources independently of each other. No two-phase commit (2PC)
is supported between WebSphere and CICS in that case.

6.2 CICS J2C application development

In Chapter 1 of WebSphere for z/OS V5 Connectivity Handbook, SG24-7064-01,
we described how to develop an application to use the J2C architecture with the
Version 5 level of WebSphere Application Server for z/OS and WebSphere
Studio Application Developer Integration Edition. The following sections describe
how to develop a similar application using the Version 6 levels of the products1.

6.2.1 Backward compatibility

WebSphere Application Server for z/OS Version 6.01 provides backward
compatibility support to allow applications that use the Version 5 development
approach for J2C connectors to run unchanged. We verified this by installing the
TraderCICS ear file available with the WebSphere for z/OS V5 Connectivity
Handbook, SG24-7064-01, into a WebSphere Application Server for z/OS
Version 6.01 server and ran it successfully.

6.2.2 Version 6 J2C CICS support

Rational Application Developer Version 6 provides support to quickly develop
code to allow an application to call a program in CICS via the new J2C
architecture supported in WebSphere Application Server for z/OS Version 6.01.

Sample tutorials on how to run the J2C wizards are available in Rational
Application Developer Version 6, by selecting Help — Tutorials to reach the
display shown in Figure 6-3 on page 186.

! Instead of WebSphere Studio Application Developer Integration Edition we are using now Rational
Application Developer Version 6.
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Figure 6-3 Sample tutorials in Rational Application Developer Version 6

To demonstrate this process we show how we modified the TraderCICS sample
application from the WebSphere for z/ZOS V5 Connectivity Handbook,
SG24-7064-01.

If you were developing a new application from scratch or changing an existing
application to call a CICS program, then the process described here is the same.

6.2.3 Import TraderCICS ear

From the RAD workbench select File — import, select EAR as the type of file to
import, and in the window displayed locate the TraderCICS ear file shipped with
WebSphere for zZ0OS V5 Connectivity Handbook, SG24-7064-01. When located,
this sets the name of the project. Change the name as shown in Figure 6-4 on
page 187.
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Figure 6-4 Locating the TradeCICS sample EAR file

Click Next and select to import the utility Jars as projects, as shown in Figure 6-5
on page 188.
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Figure 6-5 Importing utility Jars as projects

Click Finish and the application is imported into Rational Application Developer
Version 6.

6.2.4 Delete TraderCICSEJB2

In the TraderCICS sample used in WebSphere for z/OS V5 Connectivity
Handbook, SG24-7064-01, the TraderCICSEJB2 part of the application handled
the part of interfacing with the J2C CICS connector. As we are going to be
generating new code to handle this task, the TraderCICSEJB2 EJB should be
deleted.

Expand EJB Projects, right-click TraderCICSEJBZ2, then set the options in the
Delete window as shown in Figure 6-6 on page 189.
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Figure 6-6 Deleting the TraderCICSEJB2 EJB
Click OK and another confirmation window is displayed. Set the option in this as

shown in Chapter 6-7, “Select option to delete all content of the EJB” on
page 190.
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Figure 6-7 Select option to delete all content of the EJB

Click OK and the EJB is deleted from the project. The TraderCICSEJB will have
a red cross on it to indicate it has errors. This is due to the TraderCICSEJB2 EJB
having just been deleted. These errors will be resolved once we have generated
the new code to handle connecting to CICS.

6.2.5 Generating J2C CICS Connector Code

Rational Application Developer Version 6 provides a wizard to guide you through
the process of generating the CICS J2C connector code.

Note: To be able to perform this task, ensure that the J2C connectivity feature
is installed in Rational Application Developer Version 6. This is explained in
Figure 5-4 on page 181.

Invoke the J2C Java Bean Wizard
To start the process, click File —» New — Other, then select the J2C Java Bean
option as shown in Figure 6-8 on page 191.
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Figure 6-8 Wizard to create J2C Java Bean

If the J2C option is not displayed this means you do not have the J2C Connector
Tools installed into Rational Application Developer Version 6 and/or you do not
have the J2C feature enabled. Refer to “Enabling Rational Application Developer
for J2C” on page 179 to make sure your development environment is complete. If
you have the J2C Connector Tools installed, then in the window displayed, select
the Version 6 CICS resource adapter as shown in Figure 6-9 on page 192.
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| qenerate

Figure 6-9 Selecting the V6 CICS Resource Adapter

Click Next.

Set JNDI Name

The next window displayed is where you set the JNDI name that the generated
code will use to locate the CICS resource adapter. Take the default of Managed
Connection and set the JNDI lookup name to eis/CICSLocal as shown in
Figure 6-10.

@ New J2C Java Bean

Connection Properties
Zonnections from the Java bean to the EIS can be managed or H

non-managed. Managed connections are obtained through JMDI and are
managed by the application server, Mon-managed connections are obtained

¥ Managed Connection (recommended)

INDI lookup name:  * |eis,l'lCICSL|:u:aI| Brow

Figure 6-10 Setting JNDI Name

The value of eis/CICSLocal will become the logical name of the J2C CICS
Connector that the application program uses to locate it by, as explained later in
“Update the ejb-jar.xml” on page 206.

The window shown in Figure 6-11 on page 193 is displayed; click Yes.
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© JNDI Lookup

9P Specified JMDI name could nok be found, use ‘Browse' ko find exisking
L. resource on specfic server or use Mew' butkon ko create new managed
conneckion Fackory, Do wou wank to continue and specify this resource later?

Figure 6-11 Warning message

Click Yes.

Name and location of J2C Java Bean

The next window displayed is where you set properties to name the J2C Java
Bean that will be generated and where it will be saved in the project. Set these as
shown in Figure 6-12 on page 194, then click Next.
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@ New J2C Java Bean

J2C Java Bean Output Properties

Specify the project, package, and name Far the new Java bean. |
The bean consists of an inkerface and an implementation class,

Praject Mame: = |TraderCICSEJB Browse. ., | few, .. |
Package Mame: W |itscu.|:i|:s.j2|: Browse. ., | Mew... |
Interface Mame: * | TraderCICSIzc

Implementation Mame:* | TraderCICSI2cImpl

< Back Bexk = | Einish | Zancel

Figure 6-12 Setting the name of the J2C Java Bean

Click Next.
Add method to J2C Java Bean

The next window displayed (shown in Figure 6-13 on page 195) is where you
manage the creation of methods to be in the J2C Java Bean.
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@-' Mew J2C Java Bean

Java Methods

Add a Java method for each Funckion ar service wou want ko
access from the EIS. Additional methods can be added later in
the Java source editor through the Snippets Yiew,

Java methods:

|

< Back Mexk = Einish Zancel

Figure 6-13 Start of process to define Java method in the bean

In our case, we need to add a method called runTrader, as this is the method
called by the existing TraderCICSECIBean. This method used to exist in the
TraderCICSEJB2 code that we deleted. Click the Add button to begin the
process of creating the method.

A new window displays; enter the method name of runTrader, as shown in
Figure 6-14 on page 196.
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@ Add Java Method

Java Method

Specify the name of the new method, ( ﬁ'-.'; i

-

Specify the name of the new method, Ii
lava method name: |

unTrader

Figure 6-14 Setting name of method to add

Click Next.

Define input and output types for the method
A new window is displayed, as shown in Figure 6-13 on page 195, which allows
you to specify the input and output data types for the method.

@ Add Java Method

Java Method

Specify the input and output daka type for the Java method, Reuse ¢ \
existing types by clicking "Browse" or create new bypes by clicking

"Mew" ko launch the CICS[IMS lava Data Binding wizard, —
Inpuk bype: | Browse,
Mew, ..

[ Use the input byvpe For aukput

Outpuk bype:

Figure 6-15 Start of process to define input and output data types for the method

As this method is calling a CICS program, only one object will be passed on the
call to the method. This object will in effect be passed to CICS as a standard

commarea. When the call from CICS completes, the commarea is passed back
to this method. For our sample application the commarea structure is the same
for both input and output, which means this method will return the same sort of
object. This does not have to be the case for an application you may be writing.

Create Java class for the input and output data type

What we need to do now is to create a Java class that will handle the mapping of
the commarea used in the CICS call. To do this click New and a window is
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displayed. Use this window to locate the COBOL program source code that is
going to be called, as shown in Figure 6-16.

Data Import

Specify data import configuration properties ::L >

L

Choose mapping: |CDBOL ko Java

COBOL file:* | T:\vwS Samplel,CICSsetupitradertl. chl ;Brnwse.

Figure 6-16 Locating the COBOL program

Click Next and the window shown in Figure 6-17 is displayed. There are two key
fields to change in this display.

€ Import [5_(|
Importer
Select a comrmunication data struckure, ::L ;
-

( Platfarm; |'-.-'-.-'in32 ) j
=l

@:.de page: |150-8859-1 )

Show Advanced == |

Data skrucktures:

1 Specify search parameters above and press "Query” button For data Query

Figure 6-17 Importing the data structure from the COBOL source code

Change the platform to z/OS, which will also automatically change the code page
to IBM-037. Then click the Query button; this results in the data structures found
in the COBOL source code being displayed in the window. The window should
now look as shown in Figure 6-18 on page 198.
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Note: If you forget to set the platform and code page correctly, there is still a
way to correct the settings by hand later on. This is described in “Rational
Application Developer Version 6 and meta-data” on page 204.

Importer

Select a communication data structure,

PlatForrm; |2,I'OS

Code page: |IBM-I33?

Show Advanced = |

Data struckures:
() WRITEQ-WORDS

(0) WORK-FIELD

(0) DEBUG-WORDS

(0) MESSAGE-BREAS
(5} COMMAREA-BLFFER

(@ CUSTOMER-IO-BUFFER
() COMPANY-IO-BLUFFER
() CMORESP

(0) MISCEL-YARS

+ (0] TRCERROR-WORK-AREAS
(D) DFHCOMMARES,

][ -E

+

Figure 6-18 Display after setting z/OS as the platform and querying the data structure

Select COMMAREA-BUFFER and click Next. The next window displayed is
where you specify the name of the Java class that will handle manipulation of the
object passed to and from CICS and where it is saved in the project. Set the
fields as shown in Figure 6-19 on page 199.

198  WebSphere for z/OS V6 Connectivity Handbook



Sarving Properties
Specify the saving properties, Lo

Generakion Skyle: |DeFauIt j

Data Binding
Project Mame: * |TraderCICSEJE Browse. .. | ETR

Package Mame:* |itsu:u.u:iu:s.j2u:.u:|ata Browse, ., | Mew,

Class Mame:  * |TraderCICSECICDmmarea|

| Owerwrite existing class

Figure 6-19 Setting properties for the Java Class that will handle commarea

Click Finish and an updated version of the window shown in Figure 6-15 on
page 196 is displayed. Click the option Use the input type for output and the
window will now look as shown in Figure 6-20.

@ Add Java Method %]

Java Method

Specify the inpuk and oukput data tyvpe For the Java method, Reuse
existing types by clicking "Browse" or create new bypes by clicking
"Mew" to launch the CICS(IMS Java Data Binding wizard.

Input Evpe: | TraderCICSInpukoukput Browse. .

Mew. ..

[v 1lse the input bype For oukput:

Oukput bvpe:

|

Figure 6-20 Updated add Java method window

Click Finish.
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Set J2C Connector properties

A new window is displayed. This new window is where you define properties
dealing with the J2C resource adapter. Click Show Advanced and set the
properties as shown in Table 6-1.

Table 6-1 Properties to set for the CICS J2C connection factory

200

Property Setting

Function Name TRADERBL
Commarea Length 500

Reply Length 500

TPN name blank

Tran name blank

Execute timeout 0

Interaction verb SYNC_RECEIVE(1)

The window will look as shown in Figure 6-21 on page 201.
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& New J2C Java Bean

Java Methods .
Add a Java method For each function or service you want to access from '
the EIS, Additional methods can be added laker in the Java source editor

through the Snippets Wiew,

lava methods:
runtraderBl (TraderCICSInputOukput § TraderCICSInputCutpuk)

Add. ..
Edit...

Remove

InteractionSpec class: |u:u:um.il:um.u:u:unneu:tu:urz.cics.ECIInteractiDnSpec

2o [

InteractionSpec properties For 'runtraderBl

Function name: * |TRF'.DERBL

Commarea length: | S00

Hide Advanced =<

Feply length: | 200

TPMN name: |

Tran name: |

Execute timeouk: | ]

Interaction verb: |SYNC_RECEIVE (1) | -

Figure 6-21 Completed Java Bean method display

Click Finish and the new code is generated. Once complete your workbench will
look as shown in Figure 6-22 on page 202.
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1

': Project Explorer X

w
=z TraderCICSEJR ~
+ | Deployment Descriptar: TraderCh

+ 53 com.ibm.ejs. container

+ 53 com.ibm.websphere, csi

+ @ itso. cics. eci. j2ee, krader

- itso.cics.j2e
+-[J] TraderCICSzc.java l
+-[J] TraderClCsizcImpl.java

(— T itsn.cics.jEc.data)

+-[J] TraderZICSInputoukput,j I

@ JZEE - TraderCICSJ2cImpl. java - IBM Rational Software Development Pl

File Edit Source Refackor Mavigake Search  Projeck
1= GEE | st B BHB-0-0-4- =

= O | 4] TraderCICSECIBan.java | [J]1

Fun  Window  Help

package itso.cics.j

=import
import
import
impoxrt
import
import
import
import

Jawvax.
Javax.
Javax.
Javax.
Jawvax.
Javax.
Javax.
Jawvax.

resourch
resourc
resourc
resourc
resourc
resourc
resourc
resourc

Figure 6-22 Display showing the new Java Beans

The two Java programs generated in the itso.cics.j2c package are the ones that
will handle interacting with the CICS J2C Connection Factory. The Java program
in the itso.cics.j2c.data package handles the conversion of Java objects to and
from the commarea structure that is passed to the CICS COBOL program.

Correct outstanding Java errors

To clear the errors in the TraderCICSECIBean class, right-click TraderCICSEJB
under EJB Projects, and select Properties; then click Java Build Path, then the
Projects tab. Unselect the TraderCICSCommand project from the build path, as
shown in Figure 6-23 on page 203. This is done so that the TraderCICSEJB code
uses the new TraderCICSECICommarea Java class we have just created rather

then the old one.
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Info

BeanInfo Path

Builders

EJE Deployment

1ava Build Path

Java Compiler

Javadoc Location

lava JAR Dependencies
lava Task Tags

Links WalidationjRefactaring
Project References
Setrver

Walidation

Java Build Path

[ sgurce = Projects | =i Libraries | % Order and Export
Required projects on the build path:

[ 1= cicseci Select Al |
O1=32C Toal Plugin Impart Service

O= TradercIcscommand Dzt A |
= TraderCICSweb

[l 1= TraderLib

Default autput Folder:

TraderCICSEIE ejbMadule N Browse. ..

Figure 6-23 Changing the Java Build Path

Then double-click the TraderCICSECIBean java source program in EJB
Projects/TraderCICSEJB/ejbModule/itso.cics.eci.j2ee.trader so you can make
the following changes.

1. Add the following import statement:

import itso.cics.j2c.*;
import itso.cics.j2c.data.*;

2. Locate this line:

private TraderCICSECICommandEJBProxy traderCICSEjb;

3. Change it to:

private TraderCICSJ2cImpl traderCICSEjb;

4. Save this change.

5. Locate this line:
traderCICSEjb =

6. Change it to:
traderCICSEjb =

new TraderCICSECICommandEJBProxy();

new TraderCICSJ2cImpl();
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Then save this change. The Java code should now have no compilation error
messages.

Note the TestTraderProxy Java class described in WebSphere for z/0S V5
Connectivity Handbook, SG24-7064-01, has not been updated to use the new
TraderCICSECICommarea Java class so will not function correctly.

6.2.6 Rational Application Developer Version 6 and meta-data

204

During the residency, when performing the J2C Java Bean generation process
described in “Generating J2C CICS Connector Code” on page 190, during the
part described in “Define input and output types for the method” on page 196, we
initially did not set the Platform field shown in Figure 6-17 on page 197 to z/OS.

When we tested the Trader application, it ran without failing, but displayed no
company names. After further investigation we determined that this was because
the data being passed in the commarea to the COBOL program was in ASCII,
not EBCDIC, thus causing the COBOL program to return no data.

Having determined the cause of the error, the challenge was then how to correct
it. In the generated code for TraderCICSECICommarea.java we could see that
several methods used ISO8859-1 as string passed on various Java APls.
ISO8859-1 identifies the ASCII character set. We could have tried just changing
this string to IBM-037, the setting for EBCDIC, but there was also the issue of
how the code was handling conversion of binary data as well to consider.

We then noticed that at the start of the generated code was the comment block
shown in Example 6-1.

Example 6-1 Meta-data in the TraderCICSECICommarea java program

/**

* @generated

* Generated Class: TraderCICSECICommarea

* @type-descriptor.aggregate-instance-td accessor="readWrite"
contentSize="372" offset="0" size="372"

* @type-descriptor.platform-compiler-info language="COBOL"
defaultBigEndian="false" defaultCodepage="I1S0-8859-1"
defaultExternalDecimalSign="ascii" defaultFloatType="ieeeNonExtended"

*/

We then changed this code, updating three fields in the type-descriptor.platform
line to that shown in Example 6-2 and then saved the changes.

Example 6-2 Updated type-descriptor.platform settings

/‘k*
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* @generated

* Generated Class: TraderCICSECICommarea

* @type-descriptor.aggregate-instance-td accessor="readWrite"
contentSize="372" offset="0" size="372"

* @type-descriptor.platform-compiler-info language="COBOL"
defaultBigEndian="false" defaultCodepage="IBM-037
defaultExternalDecimalSign="ebcdic" defaultFloatType="1ibm390Hex"

*/

Rational Application Developer Version 6 then automatically updated the
generated code to reflect the changes we had made in the meta-data.

6.2.7 Deprecated use of direct JNDI lookup

In the generated code for the J2C Java Bean TraderCICSJ2cImpl.java is code to
perform the lookup of the J2C CICS Resource Adapter as shown in Example 6-3.

Example 6-3 Java code to perform the resource lookup

protected void initializeBinding() throws ResourceException {

ConnectionFactory cf = null;
String jndiName = "eis/CICSLocal";
javax.naming.Context ctx = null;
try {

ctx = new javax.naming.InitialContext();

if (ctx != null)

cf = (ConnectionFactory) ctx.lookup("java:comp/env/" + jndiName);

If you where to export the application from Rational Application Developer
Version 6 and import the ear file into WebSphere Application Server for z/OS
Version 6.01 and run it, when the code in Example 6-3 was executed you would
see a message similar to that shown in Example 6-4.

Example 6-4 Warning message regarding use of direct JNDI lookups

BossLog: { 0084} 2005/06/10 17:53:55.195 01 SYSTEM=SC48 SERVER=WS6483
PID=0X010C05F4 TID=0X22E6C7D0 0X00002A c=A.4

./bborjtr.cpp+901 ... BB000221W: J2CA0294W: Deprecated usage of direct JNDI
Tookup of resource eis/CICSLocal. The following default values are used:
[Resource-ref settings]

res-auth: 1 (APPLICATION)
res-isolation-level: 0 (TRANSACTION_NONE)
res-sharing-scope: true (SHAREABLE)
loginConfigurationName:  null
loginConfigProperties: null

[Other attributes]
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res-resolution-control: 999 (undefined)
isCMP1_x: false (not CMP1.x)
isJIMS: false (not JMS)

This warning message would be generated because the application code is
doing a direct JNDI lookup of the resource. You might argue that it appears the
application is not doing a direct JNDI lookup since the code has the following:

cf = (ConnectionFactory) ctx.lookup("java:comp/env/" + jndiName);
which is the correct convention to use to perform a logical resource lookup.

However, even though this would mean that a logical JNDI lookup of
java:comp/env/CICSLocal was done, since no logical resource has been defined
in the ejb-jar.xml at this time, the logical lookup fails, and WebSphere then does
a direct JNDI lookup using just the value of eis/CICSLocal. Assuming that the
server has a J2C CICS connection factory defined with a JNDI value of
eis/CICSLocal, then the direct lookup succeeds and the warning message is
issued.

As the warning message says, this approach is deprecated it will in all likelihood
fail in a future versions of WebSphere.

6.2.8 Update the ejb-jar.xml

206

To ensure that a logical JNDI lookup is performed, under EJB Projects —
TraderCICSEJB — ejbModule — META-INF, double-click ejb-jar.xml to open it
for updating.

Click the References tab, then click TraderCICSECI, and then click Add. On the
window displayed select Resource reference and click Next. In the window
displayed set the fields as shown in Figure 6-24 on page 207.
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@ Add Resource Reference

X

Resource Reference

Zreate a reference bo an external resource,

Marne: | eis/CICSLocal

Twpe: | javax.resource, oo, ConnectionFackary ﬂ
Authentication: |l

shating scope: |Shareal:ule ﬂ
Descripkion:

< Back, | Finish | Zancel

Figure 6-24 Defining a logical resource reference for the EJB

Click Finish and the logical resource definition will be shown in ejb-jar.xml, as
shown in Figure 6-25 on page 208.
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B TraderCIC3I2cImpl. java % *EJE Deployment Descriptor X

References

--[@ TraderCICSECT

1] ResourceRef sis/CICSLocal lame: eisfiliSLocal

Description:

Type: java. resource, oo, ConneckionFackory

Authentication: | Container

sharing scope: | Shareable

Figure 6-25 Defined logical resource reference

Set the expected JNDI name
In the References tab of the ejb-jar.xml, scroll the display down and you will see
the display shown in Figure 6-26.

--[@ TraderCICSECT
] ResourceRef sis/CICSLocal

WebSphere Bindings

The Faollowing are binding properties for the WebsSphere
Server.,

JMDT name: |

1845 Login Configuration:

(& Mone
$ & O Use Default Method:

Figure 6-26 Area in ejb-jar.xml to set JNDI name to match with in WebSphere server

Under the heading WebSphere Bindings is a field called JNDI name. If you leave
this blank, then when you deploy the EAR file later on, you will have to map this
logical resource to the JNDI name of a physical resource defined in the
WebSphere server. This is a simple process where you just need to select from a
list of resources defined to WebSphere.
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However, you can save yourself having to do this if you set in this field the JNDI
name of an actual resource you expect to be defined in the WebSphere server.

If, for example, the J2C CICS Connection® Factory you will define in the
WebSphere server has a JNDI name of eis/CICSLocal, then set this as the value
of this field in the ejb-jar.xml, as shown in Figure 6-27.

WebSphere Bindings ~

The Following are binding properties for the WebsSphere Application
Server.,

INDI name: | eisfCICSLocal

1845 Login Configuration:
(& Mone
O Use Default Method:

| | W e
Figure 6-27 Setting JNDI name to match with in the WebSphere server

Note that in this case we have the logical name of the resource that the
application uses to perform the resource lookup and the JNDI name for the
actual resource in the WebSphere server both set to the same value of
eis/CICSLocal.

This does not have to be the case. We could have the application use a different
(logical) JNDI value for the logical lookup if desired.

Save this change in the project.

Export the application

Export the application as an EAR file from Rational Application Developer
Version 6 to a directory on your PC. The next step is to define a J2C CICS
Resource Adapter in the WebSphere server, as described in “Installing the CICS
resource adapter” on page 266, after which we will install the application.

Chapter 6. Developing J2C applications accessing CICS 209



210  WebSphere for z/OS V6 Connectivity Handbook



Developing J2C applications
accessing IMS

This chapter provides step-by-step examples of developing and testing
applications using Rational Application Developer (RAD), which accesses IMS.

In this chapter the following topics are covered:

» An example of developing and testing J2C Java Beans accessing IMS, in
“Create J2C Java Data Beans” on page 214 through “Creating an EJB J2C
Java Bean” on page 227

» An example of developing and testing a SOA J2C Java Bean accessing IMS,
in “Generating SOA J2C Java Beans” on page 236
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7.1 Preparing the project

212

First, we created an Enterprise Application project to manage our EJB
application, and followed these steps:

1. We opened the J2EE perspective.

2. We launched the Create an Enterprise Application project wizard by clicking
the icon shown in Figure 7-1.

©: JZEE - IBM Rational Software Development Platform

2
-

2
T

=

+ Connector Prajects

+ Ea EJE Projects

+ L3 Dynamic Web Projects
+- [0 Cther Projects

=

[ web Services
0 (TF Diakok I

Figure 7-1 Create an Enterprise Application

3. In the New Enterprise Project window that opened, we entered
TraderlITSOEJB as the project name and clicked Finish.

4. Next, we added an EJB project to the Enterprise Application by launching the
Create an EJB project wizard; see Figure 7-2

© J2EE - IBM Rational Software Development Platform
File Edit Mavigate Search Prafect Rl

sile )88 %-0-9-a- @55

CrepE an EJ6 project | O

Window Help

+- L[z Application Clisnt Projects
+-[ g Commector Projects

+- (g EJB Projects

+- L Dynamic Web Projects

[+ [0 Other Projects

Figure 7-2 Create an EJB Project

5. In the New EJB Project window that opened, we entered TraderIMSEJB as
the name of the new project. We also added this project to the Enterprise
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project we just created. We clicked Finish after we ensured the box to create
an EJB client JAR project was checked (see Figure 7-3).

© New EJB Project X]

EJBE Project

Create an EJB project and add it ko a new ar existing Enterprise Application project. B__

Hame: | TraderMsE 8]

Project location: | CHUIBMIRAD workspacesisandbox TraderIMSE G Browse. ..
Hide Advanced <<

EJE version: 12.1 L]

Iv &dd module ko an EAR project,

EAR project: | TraderITSOEJE | mew...

Iv¥ Create an EJB Client JAR Project to hold the clisnk interfaces and dasses.

[ Add support For annotated Java classes

| Create a default stateless session bean

| Mext = | Finish I Zancel |

Figure 7-3 Create a new EJB project

6. We then created a Java package for use within the TraderIMSEJBClient
project. We selected the TraderIMSEJBClient project under Other Projects in
the Project Explorer pane and then clicked the right mouse button. We
selected New - Package to open the New Java Package window where we
entered itso.ims.trader as the package name (see Figure 7-4 on
page 214). We clicked Finish to continue.
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© New Java Package @

Java Package

Create a Java package. I |

Creates folders corresponding to packages.,

Saurce Falder: J TraderIMSEJEClient /ejbModule Browse, .,

Marme: | ks ims. brader]

Finish | Cancel

Figure 7-4 New Java Package

7.2 Create J2C Java Data Beans

To do this:

1. Next, we created J2C Java Data binding beans. We selected the
TraderIMSEJBClient project under Other Projects in the Project Explorer
pane and then clicked the right mouse button. We selected New - Other... to
open the Select a wizard window, where we selected CICS/IMS Java Data
Binding under the J2C folder (see Figure 7-5 on page 215). We clicked Next
to continue.
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Select a wizard .

Create 1ava dasses from C or COBOL data struckures, The classes are used as o
input or output bvpes For inwoling CICS or IM3 functions, The J2C Java bean |
wizard uses these classes in the creation of Java methods, \

‘Wizards:

== Component Test A
|- = Crystal Report
== Data

]

3 Jawa Data Binding

_§“_ J2C Java Bean

& web Page, Web Service, or EJB from J2C Java Bean
(= JZEE
|-[= Jawa
|- = Modeling
= Server il
== Simple
= Test

2 Wheh

I Show &ll Wizards,

e [ [ [ [ ]

i

| Mext = | 3 J Cancel

Figure 7-5 Select CICS/IMS Java Data Binding wizard

2. In the Data Import window we selected COBOL to Java mapping and then
clicked the Browse button to traverse to the source of the target COBOL
program (see Figure 7-6 on page 216).
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Data Import
Specify data import configuration properties j:'_ :

-
Choose mapping: ]COBOL ko Java ﬂ

COBCL File:* | AT Materiall3G24 7064 addmat| IMSsetupitraderbl . ccp

< Back Mt = z Cancel

Figure 7-6 Import COBOL source for COBOL to Java mapping

3. We click the Next button to go to the Importer window. In this window we
selected z/OS as the target platform and queried the COBOL source and
located the IN-BUFFER data structure (see Figure 7-7 on page 217).

216  WebSphere for z/OS V6 Connectivity Handbook



Importer
Select & communication daka skruckure, E:LJ
-
Platform: JZII'OS j
Code page: JIBM—DS? j

Show Advanced ==

Drata structures:

P
o,

(@

- -

(D) END-OF-DATABASE
0 WORK-FIELD
SSA-COMPANY
|| 55A-CUSTOMER
|| 558-CUSTOMER-ISRT
-(0) DEBUG-WORDS

(@) MESSAGE-AREAS

(@) 114-EUFFER
(@) OUT-BUFFER
(@) CUSTOMER-10-BUFFER

LA MDA R TR IEEFD

A Query

< Back | Mexk = | s I Cancel

Figure 7-7 Import and parse COBOL source

4. We clicked the Next button to go to the Saving Properties window. On this
window we selected the itso.ims.trader package name in the
TraderIMSEJBClient project (see Figure 7-8 on page 218). We clicked the
Finish button to continue.
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Saving Properties

Specify the saving properties, _L :ln-l |

Generation Style: |DeFauIt j

Data Binding

Praject Mame: * | TraderIMSEJBClient Browse... | Mew...
Package Mame:* | itso.ims trader Mew...

Class Mamea:  * |INBLIFFER

[ Crverwrite existing class

< Back, Finish Cancel

Figure 7-8 Save imported properties

5. We repeated the above steps to import and save the OUT-BUFFER data
structure as Java class OUTBUFFER.

7.3 Creating a J2C Java Bean

To do this:

1. We next created a J2C Java Bean. We selected the TraderIMSEJBClient
project under Other Projects in the Project Explorer pane and then clicked the
right mouse button. We selected New - Other... to open the Select a wizard
window, where we selected J2C Java Bean under the J2C folder (see
Figure 7-9 on page 219). We clicked Next to continue.
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© New

Select a wizard

Create a Java bean that communicates with an Enterprise Information Syskem
through the 12EE Connector Architecture,

Wizards:

A ‘eb Service =
= Companent Tesk
|- [ Crystal Repart
= Data
2= EJB
= 12C
[ CICS/IMS Java Data Binding
& J2C Java Bean
& ‘Web Page, Web Service, of EJB from J2C Java Bean
= JZEE
= Java L)
-2 Modeling
(= Server
|- (= Simple

=, Tact _

I~ Show all Wizards,

- [

[ [ [

| Mext = | Finish J Zancel |

Figure 7-9 Select the J2C Java Bean wizard

2. On the Resource Adapter Selection window we chose the IMS Connector
for Java J2CA 1.5 adapter (see Figure 7-10 on page 220) and clicked Next.
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@ New JZ2C Java Bean

Resource Adapter Selection

hoose a resource adapter that will communicate to the EIS (Enterprise Information Syskem), The
illustration on the right gives an overview of the lava bean that you are about ko create and possible

use cases with other J2EE artifacts,

Choose the resource adapter:

—-E= 1.0
o ECIResourceAdapter (IBM @ 5.1)

B 1.5
o ECIResourceAdapter (IBM @ 6.0.0)

< | *
View By:
J2C wersion ﬂ

Add Unlisted Resource Adapter... |

1me IMS Connector for Java (IBM : 9.1,

1me IMS Connector for Java (IBM : 9.1,

3 L
2
J2C Wizard Cliert

il generate

@ 1sp
l& 5? wehService
lawa bean @ EIB
@ =
S b= S
Adapter M3 connect Transaction
Manager

Press F1 For Further help an this or any other page in the wizard,

< Back. | Mext = I J Zancel

Figure 7-10 Resource Adapter Selection

3. On the Connection Properties (see Figure 7-11 on page 221) we entered

eis/IMSRemote as the JNDI lookup name and clicked Next to continue.
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@ New J2C Java Bean @

Connection Properties
Zonnections from the Java bean ko the EIS can be managed or non-managed, Managed connections H

are obtained through JMDI and are managed by the application server, Mon-managed connections are
obtained directly through the resource adapter (bwo-tiered application), |

¥ Managed Connection (recommended)

INDI lookup name: * |eisIIMSRemotel Browse... | Mew...

[ Mon-managed Connection

Moke: IF both connection bvpes are selected, a managed connection is attempted first, Followed by a
non-managed connackion,

< Back | ek = | Zancel

Figure 7-11 J2C Java Bean Connection Properties

Note: The JNDI lookup name is maintained in the J2C Java Bean using the
following doclet code:
/**

* @j2c.connectionFactory jndi-name="eis/IMSRemote"

* @generated
*/
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Attention: We had previously defined an IMS J2C connection factory in
our local WebSphere test server with a name of IMS and an JNDI name of
eis/IMSRemote. When we specified eis/IMSRemote as the JNDI lookup
name, a direct lookup (versus an indirect lookup using a resource
reference in the deployment descriptor) of a J2C connection factory is
generated in the J2C Java Bean. A direct lookup of a J2C connection
factory is not a best practice and has been deprecated.

We chose to go ahead and generate a direct JNDI lookup in the J2C Java
Bean and change to an indirect lookup later when we generated EJB and
SOA versions of our J2C Java Beans.

The Browse and New buttons provide an opportunity to either retrieve an
existing J2C connection factory from your local test server or create a new
J2C connection factory in your test server configuration.

4. We clicked Next to go the J2C Java Bean Output Properties window, where
we specified itso.ims.trader as the package name and Traderb_J2C_Bean as
the interface name (see Figure 7-12 on page 223).
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@ New J2C Java Bean E]

J2C Java Bean Output Properties P
{
Specify the project, package, and name For the new lava bean. The bean consists of an interface and \ég‘\

an implementation class, . i
=

Project Mame: # | TraderIMsEJBClient Browse,.. | Mew..,
Package MNarne: i |itso.ims.trader Browse.., | MNew..

Interface Marme: * | Traderbl_J2C_Eean

Implementation Mane:* | Traderbl_J2C_EeanImpl

< Back | Mexk = Finish Cancel

Figure 7-12 J2C Java Bean Output Properties

5. We clicked Next to go to the Add Java Method window, where we clicked the
Add button. We entered runTraderb1 as the method name (see Figure 7-13
on page 224).
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© Add Java Method 3

Java Method

%

Specify the name of the new method, ( A" '

lava method name:"lj runTraderbi|

MNext = I Finish | Cancel |

Figure 7-13 Add a method to a J2C Java Bean

6. We clicked Next in order to add our INBUFFER and OUTBUFFER data
beans to the runTraderbl method signature. In the next window we clicked the
Browse buttons beside the Input type and Output type and selected
INBUFFER data bean as the input type and OUTBUFFER data bean as the
output type; see Figure 7-14 on page 225.
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© Add Java Method X

Java Method

Specify the input and output data type For the Java method, Reuse
existing kvpes by clicking "Browse” or create new types by clicking
"Mew" bo launch the CICS/IMS Java Data Binding wizard.

Input bype: IINBUFFER Browse, ..
e,
[™ Use the input bype For oukpuk

Qubput bype:

CUTEBUFFER Browse. ..

I

e,

< Back | [ Firish | Zancel

Figure 7-14 Adding Data Beans to a J2C Java Bean

7. We clicked the Finish button and reviewed the properties of our J2C Java
Bean (see Figure 7-15 on page 226) and clicked Finish to complete the
building of our J2C Java Bean.
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® New J2C Java Bean

Java Methods o

&dd a Java method For each function or service wou wank to access from the EIS. Additional methods [y
can be added later in the Java source editar through the Snippets Yiew.

Java methods:
runTraderbl (TNEUFFER ; OUTELUFFER) Add. ..

Edit...

Remove

Interactionspec class: Jcom.ibm.cnnnectDrZ.ims.ico.IMSInteractinnSpec

Interactionspec properties for runTraderbl’

Interaction verb: ]SYNC_SEND_RECEIVE (1)

IMS request bype: |IMS_REQUEST_TYRE_IMS_TRAMSACTION (1)

S e

Carmmit mode: | SERD_THEN_COMMIT (1)

Execution timeout: | 0

Socket timeout: | o

v Purge asynchronous output

r

LTERM name: |

MMap name: |

< Back Mext = ‘ Finish | Zancel I

Figure 7-15 J2C Java Bean properties

8. The wizard now generates two Java classes in the TraderIMSEJBClient
project, the interface Java class (Traderbl_J2C_Bean) and the
implementation Java class (Traderbl_J2C_Beanlmpl). It is the
implementation class that contains the J2C CCI code.
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7.4 Creating an EJB J2C Java Bean

To do this:

1. We selected the Traderbl_J2C_Beanimpl java code in the
TraderIMSEJBClient project under Other Projects in the Project Explorer
pane and then clicked the right mouse button. We selected New - Other... to
open the Select a wizard window where we selected Web Page, Web
services, or EJB form J2C Java Bean wizard under the J2C folder. We clicked
Next to continue until the Deployment Information window was displayed (see
Figure 7-16).

@-‘ J2EE Resource from J2C Java Bean

Deployment Information

Create a J2EE resource that makes use of wour J2C Java Bean, Yaou can create the resource at a later time
through the "web Page, Web Service, or EJB from JZ2C Java Bean wizard.

F 1=

JZEE Resource Type:

~
J5P 15p
" weh Service

LY ;
* EIR '-\B,' '—L‘ webService
Jawa bean @ E1B

< Back | Mexk = | Finish C

Figure 7-16 J2C Java Bean Deployment Information

2. We ensured EJB was selected and clicked Next.
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3. On the J2EE Resource from J2C Java Bean window we enter Traderbl as
the Bean name and under Advanced options we entered IMS as the resource
reference name (see Figure 7-17). We clicked Finish.

@ J2EE Resource from J2C Java Bean

EJB Creation

Jz2iC Java bean has ko be generated directly into the EJB project because it is required for EJB doclets
support, If the selecked EJB project has a separate EJE Client project all the data type binding classes will
be generated into the EJB Client project,

EJE project: |TraderIMSEJB ﬂ Mew, ..
EAR Project: | TraderITS0E® L
Session bean name: | Traderhbl

Sessian bype: |State|ess _vJ
Transaction type: |Cnntainer ﬂ

JMDT Mame: | ejby/itsofims trader TraderblHome

IV Remoke client view

Remote home interface: | itsa.ims. trader . TraderbiHaorme

Remate inkerface: | itsa.ims.trader. Traderbl

I Local client view

Hide Advanced <<

Resource Reference: | IM3

DT lookup nanme: |eis.l'IMSRemote Browse, ., | Mew... |

< Back | i I Finish | Cancel

Figure 7-17 J2EE Resource from J2C Java Bean

4. Since we were creating an EJB based on a J2C Java Bean that was not
currently in an EJB project, we received a message that our J2C Java Bean
would be copied to the EJB project (see Figure 7-18 on page 229).

Note: The above step creates a resource in the EJB deployment descriptor
that can subsequently be modified to change security management,
transactional attributes, and other characteristics of the connection to the
resource.
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%ég\,, oy gﬁﬂ

i Far carrect EJG deployment, the J2C Bean code should be present in the EJB
\\J) project, Al relevant 122 code will be copied From project TraderIM3EJBClent
to EJE project TraderIMSEIG

Figure 7-18 EJB deployment message

Note: The J2C doclet tag in the implementation class created in the EJB
project differs from the original by the addition of EJB-related information and
the changed JNDI name.

/**

* @j2c.connectionFactory jndi-name="IMS"

* @generated

* @ejb.session name="Traderbl" type="Stateless
"jndi-name="ejb/itso/ims/trader/TraderblHome"view-type="remote"
transaction-type="Container"

* @ejb.home remote-class="itso.ims.trader.TraderblHome"

* @ejb.interface remote-class="itso.ims.trader.Traderbl"

* @ejb.resource-ref res-ref-name=IMS
res-type=javax.resource.cci.ConnectionFactory res-auth=Application
jndi-name=eis/IMSRemote

*/

Testing the EJB J2C Java Bean
We followed these steps to test the EJB J2C Java Bean:

1. We added the TraderIMSEJB project to our local test server.

2. We selected the itso.ims.trader package in the TraderIMSEJBClient project
under Other Projects in the Project Explorer pane and then clicked the right
mouse button. We selected New - Class to open the Create a new Java class
window. We entered a class name of TestTraderbIBean and ensured a main
method was created; see Figure 7-19 on page 230. We clicked Finish to
continue.
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© New Java Class g]

Java Class

Create a new Java class,

Source Folder: I TraderIMSEJBEClientfejbMadule Browse. .,

Package: | its.ims. trader Browse. ..

I Enclosing type: |

| lite

MName: | TestTraderblBean
Muodifiers: " public " default (" private [z
I abstract [ final I
Superclass: | java.lang. Object Browse. ..
Inkerfaces: add. .

g

‘which method stubs would ywou like bo creater
W public skatic vaoid mainfStringl] args)

| Constructors from superclass

I Inherited abstrack methods

Finish | Cancel

Figure 7-19 New TestTraderblBean Java Class

3. We entered the code shown in Example 7-1 for the TestTraderblBean class
and saved the code using a Ctrl+S key sequence.

Example 7-1 TestTraderblBean

package itso.ims.trader;

/**
* Qauthor mitchj
**/

public class TestTraderblBean {
public static void main(String[] args) {

try {
OUTBUFFER outbuffer = new OUTBUFFER();
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INBUFFER inbuffer = new INBUFFER();

inbuffer.setIn_ 11((short)386);

inbuffer.setIn_ trcd("TRADERBL");

inbuffer.setRequest_ type("Get_Company s

// create initial context

javax.naming.InitialContext ctx = new javax.naming.InitialContext();

//  1ookup TraderHome

Object obj = ctx.lookup("ejb/itso/ims/trader/TraderblHome");

// narrow to TraderHome and create Trader

TraderblHome traderHome =

(TraderblHome) javax.rmi.PortableRemoteObject

.narrow((org.omg.CORBA.Object) obj, TraderblHome.class);

Traderbl trader = traderHome.create();

outbuffer = trader.runTraderbl (inbuffer);

for (int i = 0; i <4; i++) {
System.out.printin(outbuffer.getCompany name_ tab(i));

}

} catch (Exception e) {

}
}

e.printStackTrace();

4. Next we selected the down arrow next to the Run wizard on the toolbar and
selected Run on the drop-down list; see Figure 7-20.

i© J2EE - TestTraderblBean:java - IBM Rational Software Development Platform

File Edit Source Refactor Mawvigate Search  Project Fun Window  Help
o - GEE s 828 $-0-8-%- /&4
2% project Explorer ©2 = = G_=~b ~ =8| [ 1 WebSphere v6.0 Server Launcher
-|-l{& Enterprise Applications 2 WebSphere v6.0 Server
122 TraderITSOER 71 5 TestTraderblBean
+ E@ Application Client Projects
+ [-ﬂ Conneckor Projects Run As

-| L& EJB Projects
-
+-1=— TraderIMIEJE ) ;
o F tes...
+| L Dynamic Web Projects e

Figure 7-20 Running an application in RAD

5. On the Launch Configuration window, we selected Java Application and
click New.

6. We clicked the Classpath tab and selected User Entries.
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The following steps, which add support for name resolution, are required to
execute this code outside of the container environment (Figure 7-21):

1. We clicked Add External JARs.

2. We traversed to the RAD runtimes directory ...\runtimes\base_v6\lib and

selected namingclient.jar.

o o~ 0

We clicked Apply to save these changes.

We clicked Open to add this jar to our client runtime environment.
We clicked Advanced, selected Add External Folder, and clicked OK.
We traversed to the ...\runtimes\base_v6\property directory and clicked OK.

Create, manage, and run configurations

Create a configuration that will launch a Java wirtual machine.

- - T

®

Configurations:

|38 Apache Tomeak

E Compiled Application
@@ Component Test
[} Hyades Manual Test Classpath:

MName: iTestTraderbIBean

g
Iflhl Hvades LRLNESS = Eoaokstrap Entries

5] Java Applet
7] Java Application
[T TestTraderblBean
[1% Java Bean
Ju JUnit
E: Test
Fsﬁ ‘WebSphere v5.0 Applic.
F;ﬁ WebSphere 5.1 Applic.
= F@ webSphere 6.0 Applic.
l@ Tew_configuration
[@ Pew_configuration |

e Delete

=

=, JRE System Library [WebSphere v JRE]
=] {'7@ User Entries
+ B TraderIMSE JEClient {default classpath)
&) namingeliznt. jar - CAIBMIRationalSDPYE. O\ runtimesbas
&) properties - C:AIBMIRational\SDPYE, Dlruntimesibase_vel

& main l #)= Arguments | =i JRE % Classpath ]'E;y Source | P8 Environment l ar

5
T
TR
Add Praojects...
Add JaRs...
Add External JaRs...
Advanced...
Restore Defaulk Entries

Figure 7-21 Run configuration in RAD for EJB J2C Bean
7. Finally we clicked Run (see Figure 7-21) and executed the client code.

The Console window (see Figure 7-22 on page 233) shows the results of our
Get_Company request.
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© J2EE - TestTraderblBean. java - IBM Rational Software Development Platform
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author mitchi
sy
public class TestTraderblBean {

public static void main(String[] args) {
try ¢
OUTBUFFER outhuffer = new OUTBUFFER():
INBUFFER inbuffer = new INEUFFER();

+

- [J] _EJsRemotestatelessTraderbiHome _3t
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&
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= METAINE
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=[] Other Projects
1= 22C Tool Plugin Import. Service
=124 TraderIMSEIBClient
= ejbModule
+ £} com.ibm.websphere.csi
= itso.ims.trader
[3] _Traderbl_stub.java

Jjavex.naming.InitialContext ctx = new javax.naming.InitialContext

//  lookup TraderHome

Object obj = ctx.lookup("eib/itso/ims/trader/TraderhlHome")

//  narrov to TraderHome and create Trader

TraderblEome traderHome = [TraderblHome) javax.rmi.PortebleRemote

.narrov((ory.omy.CORBA.Object) obj, TraderblHome.class);

Traderbl trader = traderHome.create():

outbuffer = trader.runTraderbl [inbuffer):

for (int i = 0: i <4: i+H {
System.out.println(ouchutfer.gecCompany  name_ tab (1)) :

i

+

- [3] _TraderblHome _stub.java } catch (Exception e) {
- [J] INBUFFER.java e.printStackTrace (| ;
- [J] OUTBUFFER.java 3
w1 [J] TestTraderblBean.java v i
L] 2
Srippets | 57 Outine 52 BRsew —— -
B itso.ms.krader Problems | Tasks | Properties Servers | B console &2 %R GEL| 2
= @, TestTraderblgean <herminated > TestTraderblBean [Java Application] C:\I8MiR ationalSDPAS. Diruntimes|base_v6ijavaljreibintjavaw. exe (Jun 22, 2005
@ 5 main(string[]) Casey Import_Export

Glass_and_Luget_Plc
Headworch Electrical
IEN

Figure 7-22 Results of testing the EJB J2C bean in RAD

7.4.1 Exposing connection and interaction properties

Next we wanted to provide a user ID and password on our requests to IMS. User
IDs and passwords are properties of the Connection object and are specified by
an application in a ConnectionSpec object when the connection is established or
requested. The J2C Java Bean by default does not expose these properties. We
had to modify the J2C Java Bean by adding J2C doclet tags to the source of the
J2C Java Bean. It is the saving of the source with our new doclet tags that will
generate the code that allows the application to set these properties.

See 9.7.1, “Connection properties” on page 318, and 9.7.2, “Interaction
properties” on page 318, for a complete list of IMS ConnectionSpec and
InteractionSpec properties, respectively.

1. We located the J2C doclet tags prior to the runTraderbl method in the J2C
Java Bean (Traderbl_J2C_Bean). By default, the runTraderbl method creates
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a generic ConnectionSpec object and an IMSiInteractionSpec object (see
Example 7-2).

Example 7-2 runTraderbl method

/‘k*k
* @j2c.interactionSpec class="com.ibm.connector2.ims.ico.IMSInteractionSpec"
* @generated
* @ejb.interface-method view-type="remote"
*/
public itso.ims.trader.OUTBUFFER runTraderbl(itso.ims.trader.INBUFFER arg)
throws javax.resource.ResourceException {
ConnectionSpec cs = getConnectionSpec();
InteractionSpec is = interactionSpec;
if (is == null) {
is = new com.ibm.connector2.ims.ico.IMSInteractionSpec();
}
itso.ims.trader.OUTBUFFER output = new itso.ims.trader.OUTBUFFER();
invoke(cs, is, arg, output);
return output;

2. We changed the J2C meta data by adding j2c.connectionSpec and
j2c.connectionSpec-property tags (see the doclet tags in Example 7-3). When
we saved the code by pressing Ctrl+S the runTraderbl method was
regenerated and now creates an IMSConnectionSpec and the setter methods
for the UserName and Password connection properties (see Example 7-3).

Example 7-3 runTraderbl method with IMSConnectionSpec properties

/‘k‘k
* @j2c.interactionSpec class="com.ibm.connector2.ims.ico.IMSInteractionSpec"
* @j2c.connectionSpec class="com.ibm.connector2.ims.ico.IMSConnectionSpec"
* @j2c.connectionSpec-property name="UserName" argumentBinding="ivUserID"
* @j2c.connectionSpec-property name="Password" argumentBinding="ivPassword"
* @generated
* @ejb.interface-method view-type="remote"
*/

public itso.ims.trader.OUTBUFFER runTraderbl(itso.ims.trader.INBUFFER arg, String ivUserID,
String ivPassword) throws javax.resource.ResourceException {

ConnectionSpec cs = getConnectionSpec();

if (cs == null) {
cs = new com.ibm.connector2.ims.ico.IMSConnectionSpec();
((com.ibm.connector2.ims.ico.IMSConnectionSpec) cs).setUserName(ivUserID);
((com.ibm.connector2.ims.ico.IMSConnectionSpec) cs).setPassword(ivPassword);

}

InteractionSpec is = interactionSpec;

if (is == null) {
is = new com.ibm.connector2.ims.ico.IMSInteractionSpec();

}
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itso.ims.trader.OUTBUFFER output = new itso.ims.trader.OUTBUFFER();
invoke(cs, is, arg, output);
return output;

3. These changes introduced problems in our code since the variables ivUserlD
and ivPassword were undefined. We located the runTraderbl method in the
Outline pane (see Figure 7-23).

] - our- x AU
1 itsouims.trader
+ = import declarations
= C Traderbl_J2C_BeanImpl
o invokedInteractionSpec © InteractionSpec

interactionSpec : InkeractionSpec
connectionSpec | ConnectionSpec
conneckion @ Conneckion
connectionFactory | ConnectionFackory |

a

a

a

a

[ runTraderbl INEWFFER: )

@ getConnectionFactary()

@ setConnectionFactory(ConnectionFactory)

@ getConnection)

@ setConnection{Connection) |
@ getConnectionSpect)

@ setConnectionSpec{ConnectionSpec)

@ getInteractionSpec)

@ setlnteractionSpec(InteractionSpec)

< invoke(ConnectionSpec, InterackionSpec, Record,
< initializeBinding()

et Traderbl_12C_BeanImpl()

< d

Figure 7-23 Traderbl_J2C_Beanlmpl outline

4. We selected the runTraderbl method and right-clicked. We select Refactor —
Change Method Signature. We replied Yes to the message about
continuing and added two String parameters (ivUserID and ivPassword) to
the method so it would now accept the user ID and password as parameters
(see Figure 7-24 on page 236).

Chapter 7. Developing J2C applications accessing IMS 235



© Change Method Signature

Access modifier: Return type: Method nane:

|pub|ic ﬂ | itso.ims ., trader, OUTBUFFER | runTraderbl

Parameters ]Egceptions ]

Type | Narne | Cefault value | &dd
itsoims. trader IM, .. arg - ]
atring ivlserID ivlserID Edit. ..
atring ivPassword ivPassmword

Fermove

Method signature presiem:

public itso.ims.trader.COUTEUFFER
runTraderbhl (it=2o. ims.trader. INBUFFER arg, String ¥

g didi

Preview = | QK | Cancel

Figure 7-24 Change Method Signature

5. This changed the method signature for the runTraderbl method in the J2C
Java Bean and it also changed the method signature of any invocation of this
method in any other EJB in the same project. We found this latter behavior
very useful.

6. Finally, we had to ensure the EJB deployment descriptor for the
TraderIMSEJB project specified application managed authentication for our
IMS resource referenced.

7. We republished our TraderIMSEJB project, added the UserName and
Password parameters to our TestTraderblBean Java class, and successfully
retested with our application-provided user ID and password.

7.5 Generating SOA J2C Java Beans

First, we created a Enterprise Application project to manage out SOA
application. We followed these steps:

1. We opened the J2EE perspective.
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2. We launched the Create an Enterprise Application project wizard by clicking
the icon shown in Figure 7-25.

©: JZEE - IBM Rational Software Development Platform

File Edit Mavigabe™ Searchs, Project Fun Window  Help

¢ |f|F|$-0--Q- @& |

eake an Enterprise .ﬁ.pplicatinn|

[-ﬂ Connector Projects
[ EJB Projects

[ Dynamic Web Projects
[CJ Other Projects

[ web Services

1 [F Miakshacas I

][] (][] ] ] ]

Figure 7-25 Create an Enterprise Application Project wizard

3. On the New Enterprise Project window that opened, we entered
TraderITSOSOA as the project name and clicked Finish.

© New Enterprise Application Project @

Enterprise Application Project

Create an Enterprise Application project containing one or more module projecks, Il/
Marme: | TraderIT50504|
Project location: | CHuIBMRAD workspaces)sandbox TraderITSOS04 Browse. ..
Hide Adwvanced <<
JZ2EE wversion: |1.4 j
Target server: |Web5phere Application Server va.0 j Mew..,

Mexk = | Finish | Cancel

Figure 7-26 Create an Enterprise Application Project

4. Next we added a dynamic Web project to our enterprise application by
launching the Create an WEB project wizard icon; see Figure 7-27 on
page 238.
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© J2EE - Web Browser, - IBM Rational Software Development Platform

d B E [$-0-2%-Q- @9 |-

ks a Web project |1 = <}=={> ~ = 0| @ web Browser &2 [J] Traderbl_12C_BeanImy

Ie] Enterprise Applications |
Eﬁ Application Client Projects

[ Conmector Projects
(g EJB Projects

(5 Dynamic Web Projects
[C2) Other Projects

(5 wWeb Services
"% Miabahazes

Figure 7-27 Create a Web project wizard

-5 FE-E-E-

5. On the New Dynamic Web Project window that opened, we entered
TraderIMSSOA as the name of the new project. We added this project to the
Enterprise project we just created. We clicked Finish to continue (see
Figure 7-28 on page 239).
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@a‘ New Dynamic Web Project

Dynamic Web Project
Create a standalone Dynamic Web project or add it to a new or existing Enterprise Application project. |"’ @

Marme: | TraderIM3508

Project location: | U IBMRADworkspacessandbox) TraderIM3308, Browse. ..
Hide Adwvanced =<
Servlet version: |2.4 j

[v Add module to an EAR. project,

EAR project: | TraderITSOS0A | hew..,

Context Root: | TraderIMSSOA

™ add suppart for annotated Java dasses

| Mext = | Finish | Zancel

Figure 7-28 New Dynamic Web Project

6. We repeated this process to create a client dynamic Web project with a name
of TraderIMSSOACIient and also added it to the TraderI TSOSOA enterprise
application project (see Figure 7-29 on page 240).

Note: Normally it is not considered a best practice to include the client
project in the same EAR file with the Web service. We did so in this
example only for simplification purposes.
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Dynamic Web Project

Create a standalone Dynamic Yweb project or add it ko a new or existing Enkerprise Application project., |'/ °
—

@ New Dynamic Web Project Ii

Mame: | TraderIMss0aClent

Project location: I CHUIBMIRAD workspacestsandbox) TraderIM3S0AClient Browse. .

I Hide Advanced <<

Servlet version: |2.4

ol

Target server: IWebSphere Application Server va,0

I

= =
m m
= =
|L Ik

v add module ta an EAR project,

L]

EAR project: | TraderITS0S04 -

Conkexk Rook: I TraderIM330AClent

[ add support for annotated Java classes

= Ba ek = | Firish I Zancel

Figure 7-29 New dynamic Web project for client use

7. We next created a Java package for use within the TraderIMSSOA project.
We selected the TraderIMSSOA project under Dynamic Web Projects in the
Project Explorer pane and then clicked the right mouse button. We selected
New - Package to open the New Java Package window, where we entered
itso.ims.trader as the package name (see Figure 7-30 on page 241). We
clicked Finish to continue.
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@ New Java Package @

Java Package

Create a Java package. g

Creates folders corresponding to packages.,

Saurce Falder: I TraderIM550aClientJavadource Browse, .,

Marne: I ikso.ims. brader

Finish I Cancel

Figure 7-30 New Java Package

7.5.1 Create J2C Java Data Beans
To do this:

1. Next, we created J2C Java Data binding beans. We selected the
TraderIMSSOA project under Dynamic Web Projects in the Project Explorer
pane and then clicked the right mouse button. We selected New - Other... to
open the Select a wizard window, where we selected CICS/IMS Java Data
Binding under the J2C folder (see Figure 7-31 on page 242). We clicked
Next to continue.
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Select a wizard

Create Java classes from C or COBOL data struckures, The classes are used as .
input ar output bvpes For invoking CICS or IMS Functions, The J2C Java bean |
wizard uses these classes in the creation of Java methods, A

Wizards:

|-[~= Caomponent Test ~
J-[= Crystal Report
== Data

= EJB

1 -

1
¥
L
&

B T ava Data Binding
% 12C Java Bean
& Wweb Page, Web Service, or EJB from J2C Java Bean
(= 1ZEE
== Java
== Modeling
== Server g
== Simple
== Test

= Weh =

I show All Wizards,

i-F-H-E-FE-E-E

| Mext = | z J Zancel |

Figure 7-31 CICS/IMS Java Data Binding wizard

2. On the Data Import window we selected COBOL to Java mapping and
clicked the Browse button to traverse to the source of the target COBOL
program (see Figure 7-32 on page 243).
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Data Import
Specify daka import configuration properties ::L

8

-
Zhoose mapping: |COBOL ko Java j

COBOL file:™® | CAUITSO Material\3G24 7064 addmatiIM3setupitraderbl. cop

< Back ek = Zancel

Figure 7-32 Import COBOL source for COBOL to Java mapping

3. We clicked the Next button to go to the Importer window. On this window we
selected z/OS as the target platform and queried the COBOL source and
located the IN-BUFFER data structure (see Figure 7-33 on page 244).
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Importer
Select a communication data struckure, ::L___J
-
PlatFarm: Jz,l'OS j
Code page: JIBM-DS? j

Show Advanced ==
Drata structures:

-(0) END-OF-DATABASE A Query

(@) WORK-FIELD

(@) 55A-COMPANY

(@) 55A-CUSTOMER:

(@) 55A-CUSTOMER-TSRT

() DEELIG-WORDS

() MESSAGE-AREAS

(0 [ i

Fo (][] ]
—
=)i=)e
]
=
o
™
LS
T
]
m
]

1)
| £

I TOMD ARV TR IFEFD

< Back. | Mext = | ris J Zancel

Figure 7-33 Import and parse COBOL source

4. We clicked the Next button to go to the Saving Properties window. On this
window we selected the itso.ims.trader package in the TraderIMSSOA
project (see Figure 7-34 on page 245). We clicked the Finish button to
continue.
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Saving Properties

Specify the saving properties, |_I 1] |

Generation Style: |DeFauIt j

Data Binding

Project Mame: * |TraderIMSSO.ﬂ. Browse,., | Mew..,
Package Mame:* | itso.ims. trader Mew, .

Class Mame:  * | INBUFFER

[ Owerwrite existing class

< Back Firish | Zancel |

Figure 7-34 Save imported properties

5. We repeated the above steps to import and save the OUT-BUFFER data
structure as Java class OUTBUFFER.

7.5.2 Create a J2C Java Bean
To do this:

1. We next created a J2C Java Bean. We selected the TraderIMSSOA project
under Other Projects in the Project Explorer pane and then clicked the right
mouse button. We selected New - Other... to open the Select a wizard
window, where we selected J2C Java Bean under the J2C folder (see
Figure 7-35 on page 246). We clicked Next to continue.
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Select a wizard
—

Create a Java bean that communicates with an Enterprise Information Syskemn
through the JZEE Connector Architecture,

Wizards:

A web Service
== Component Test
|- [ Crystal Report
== Data

- EJB

-G 32C

Elie

][] ][
|

= JZEE

= Java L3
|- = Modeling

[ Server

|- = Simple

=, Teck
I Show all Wizards,

-E-E-E-E-E

| MNext = | Finish Cancel

Figure 7-35 J2C Java Bean wizard

2. On the Resource Adapter Selection window we chose the IMS Connector for
Java J2CA 1.5 adapter (see Figure 7-36 on page 247) and clicked Next.
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@ New J2C Java Bean

!

Resource Adapter Selection

hoose a resource adapter that will communicate to the EIS (Enterprise Information System)., The
illuskration an the right gives an overview of the Java bean that vou are about to create and possible

use cases with other J2EE artifacts,
Choose the resource adapter:
#-2= 1.0
- 15 ) J
Ot ECIResourceddapter (IBM @ 6.0.0) )
HiEg 115 Connector for Java |

J12C wizard Client

|8 generate

® g WebService
Java bean Q E1B

&l b B

< >
- i N Adapter IMZ connect Transaction
Yiew By: Manager
12 version ﬂ
Add Unlisked Resource Adapter.,.. ‘ Press F1 for Further help on this or any other page in the wizard,

< Back | Mexk = | | Cancel

Figure 7-36 Resource Adapter Selection

3. On the Connection Properties (see Figure 7-37 on page 248) we entered
eis/IMSRemote as the JNDI lookup name and clicked Next to continue.
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@f MNew J2C Java Bean

Connection Properties
Connections Fram the Java bean to the EIS can be managed or non-managed. Managed connections H

are obtained through JWDI and are managed by the application server. Mon-managed connections are
obtained directly through the resource adapter (two-tiered application). |

¥ Managed Connection {recommended)

INDT lookup name: *leis.l'IMSRemote| Browse... | Mew...

[~ Mon-managed Connection

Mate: IF both connection types are selected, a managed connection is atkerpted First, Followed by &
non-managed connection,

< Back, | MNext = | Cancel

Figure 7-37 J2C Java Bean Connection Properties

Note: The JNDI lookup name is maintained in the J2C Java Bean using the
following doclet code.
/**

* @j2c.connectionFactory jndi-name="eis/IMSRemote"

* @generated
*/
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Attention: We had previously defined an IMS J2C connection factory in
our local WebSphere test server with a name of IMS and an JNDI name of
eis/IMSRemote. When we specified eis/IMSRemote as the JNDI lookup
name, a direct lookup (versus an indirect lookup using a resource
reference in the deployment descriptor) of a J2C connection factory is
generated in the J2C Java Bean. A direct lookup of a J2C connection
factory is not a best practice and has been deprecated.

We chose to go ahead and generate a direct JNDI lookup in the J2C Java
Bean and change to an indirect lookup later when we generated an SOA
versions of our J2C Java Bean.

The Browse and New buttons provide an opportunity to either retrieve an
existing J2C connection factory from your local test server or create a new
J2C connection factory in your test server configuration.

4. We clicked Next to go the J2C Java Bean Output Properties window where
we specified itso.ims.trader as the package name and Traderb_J2C_Bean
as the interface name (see Figure 7-38 on page 250).
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© New J2C Java Bean

J2C Java Bean Output Properties

Specify the project, package, and name For the new Java bean, The bean consists of aninterface and |
an implementation class,

Package Marme: ek | itso.ims, trader Browse, .

Interface Name: ,.,'G‘l Traderbl_12C_Bean|

Praoject Marme: * | TraderIMSS04 Browse..

Implermentation Marne:* | Traderbl_J2C_EeanImpl

< Back MNext = | Finish | Cancel

Figure 7-38 J2C Java Bean Output Properties

5. We clicked Next to go to the Add Java Method window where we clicked the

Add button. We entered runTraderbl as the method name (see Figure 7-39
on page 251).
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@ Add Java Method E]

Java Method

Specify the name of the new method, ( “\.i i

o

Jawa method name:ﬂ| runTraderbl|

Mexk = | Finish | Cancel |

Figure 7-39 Add a Java method to a J2C Java Bean

6. We clicked Next in order to add our INBUFFER and OUTBUFFER data
beans to the runTraderbl method signature. On the next window we clicked
the Browse buttons beside the Input type and Output type and selected
INBUFFER data bean as the input type and OUTBUFFER data bean as the
output type; see Figure 7-40 on page 252.
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@ Add Java Method @

Java Method

Specify the input and output data bvpe For the Java method, Reuse
existing types by clicking "Browse” or create new types by clicking
"Mew" to launch the CICSIIM3 Java Data Binding wizard,

€

Input bype: |INBUFFER Browse. ..
Mew...
[~ Use the input bype For output

COukpuk type:
QUTELFFER Browse. ..

I

Mew...

< Back. | Finish Zancel

Figure 7-40 Adding data Beans to a J2C Java Bean

7. We clicked the Finish button and reviewed the properties of our J2C Java
Bean (see Figure 7-41 on page 253), and clicked Finish to complete the
building of our J2C Java Bean.
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® New J2C Java Bean

Java Methods

J

Add a Java method for each function or service you wank to access from the EIS. Additional methods
can be added later in the Java source editar through the Snippets Yiew,

Java methods:

runTraderbl (INELIFFER. : OUTELFFER) add

Edit...

Remove

Interaction3pec class; |com.ibm.cnnnectorZ.ims.ico.IMSInteractinnSpec

Interactionspec properties for 'runTraderbl

Interaction verb: |SYNC_SEND_RECEI'\-'E (1)

IMS request bype: |IMS_REQUEST_TYRE_IMS_TRAMSACTION (1)

Cammit mode: | SEND_THER_COMMIT (1)

Execution timeout: | 0

Hide Advanced <<

Socket timeout: | a

[+ Purge asynchronous output

-

LTERM name: |

IMap name: |

< Back. Mext = | Finish | Zancel

Figure 7-41 J2C Java Bean properties

8. The wizard now generates two Java classes in the TraderIMSEJBClient
project, the interface Java class (Traderbl_J2C_Bean) and the
implementation Java class (Traderbl_J2C_Beanlmpl). It is the
implementation class that contains the J2C CCI code.
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7.5.3 Creating a SOA J2C Java Bean

254

To do this:

1. We selected the Traderbl_J2C_Beanlmpl Java code in the TraderIMSSOA
project under Dynamic Web Projects in the Project Explorer pane and then
clicked the right mouse button. We selected New - Other... to open the Select
a wizard window, where we selected Web Page, Web services, or EJB form
J2C Java Bean wizard under the J2C folder. We clicked Next to continue until
the Deployment Information window was displayed (see Figure 7-42).

@1 JZEE Resource from J2C Java Bean

Deployment Information

a i
Create a JZEE resource that makes use of wour J2C Java Bean, ‘You can create the resource at a later =
time through the "Web Page, Web Service, or EJB From 12C Java Bzan" wizard, I

JZ2EE Resource Type:

~
J5P 18P
* web Service

" ElG ® — § WehService

Java bean ElB

< Back | ek = | Zancel

Figure 7-42 J2C Java Bean Deployment Information

2. We ensured Web services was selected and clicked Next.
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3. On the J2EE Resource from J2C Java Bean window we entered IMS as the
resource reference name under Advanced options (see Figure 7-43). We

clicked Finish.

@a‘ J2EE Resource from J2C Java Bean

Web Service Creation
Create a Web Service using settings bvpical For wweb3phere runtime Web Services, E ;E\ ]

Create Web Service using bypical settings

Service Web Project: |TraderIMSSO.ﬂ. ﬂ
EAR Project: | Trader1Ts0504 -

Hide Advanced <«

Resource Reference: Q| IM5|

JNDT laokup narne: | eis/IMSRemote Browse... | Mew...

< Back | Firish | Zancel

Figure 7-43 SOA J2EE Resource from J2C Java Bean

Note: The above step creates a resource in the Web deployment descriptor,
which can subsequently be modified to change security management,
transactional attributes, and other characteristics of the connection to the

resource.
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Note: The J2C doclet tag in the implementation class created in the SOA
project differs from the original by containing the changed JNDI name.

/**
* @j2c.connectionFactory jndi-name="IMS"
* @generated

7.5.4 Testing the SOA J2C Java Bean

We followed these steps to test the SOA J2C Java Bean:

1. We added the Trader TSOSOA project to our local test server to ensure the
project was started.

2. We next expanded the WebContent folder in project TraderI TSOSOA and
the Services folder under Web Server (see Figure 7-44 on page 257) to
expose the WSDL files created for our SOA J2C Java Bean.

WSDL files now appeared in three places:
» WEB-INF folder

This copy is used by the server for deployment purposes, but is not
accessible to external clients through HTTP (the Servlet specification states
that resources contained within the WEB-INF folder are not visible externally).

» wsdl folder

This copy is accessible to external clients and can therefore be used by a
client to obtain all the necessary information about the Web service.

» An externally visible version of the same WSDL in the WEB-INF folder
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+- [ TraderIMSSoAClent
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|
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Figure 7-44 Expanded folders

3. We selected the Traderbl_J2C_BeanlmplService in the Web Services -
Services folder and right-clicked and selected Generate Client. This

displayed the Web Services Client window, shown in Figure 7-45 on
page 258.
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® Web Service Client

Web Services
Review your Web service options and make any necessary changes before praceeding to the next page. |

Client pracey

Client procey bype: | Jawa proxy j

[¥ Test the Web service
v Monitor the ‘Web service

[¥ Creervrite files without warning
[+ Create folders when necessary

[~ Check out files without warning

I Do not show me this dialog box again.

Mexk = | Finish | Cancel

Figure 7-45 Web services generate client

4. In this window we check Test the Web Service and Monitor the Web Service
and clicked Next until the Client Environment Configuration window was

displayed (see Figure 7-46 on page 259).
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@ Web Service Client

Client Environment Configuration

Choose From the list of supported runtime prokocals and servers For the client environment, ar use the
default settings, v é

Clienk-Side Enviranment Selection:
‘Weh service runtime:  IBM WebSphere

SErver: ‘WebSphere v&.0 Server @ localhost
JZEE wersion: 1.4

Edit...
Client bype: |Web j
Client project: | TraderIMSSOAClent j
EAR project: | TraderITSOS0A |

< Back | ek = | Firish Zancel

Figure 7-46 Client Environment Configuration

5. We ensured the client project was set to TraderIMSSOACIient and clicked
Finish to generate a test application consisting of JSPs and proxy code for
the Web service. When the generation process was complete the window in
Figure 7-47 on page 260 was displayed.
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9 X =
| hitp: floclhost: 9060/ Trader TMSS0AClient fsampleTraderbl_12C_BesnImplProxy{TastClisnt jsp?endpoint=http:iflocahast: 11750/ TradsrMSs0n) ~| B | % - <o B i
Methods Inputs ¥
o uselMDIboolean; arg
+ ectEndpoini() update_ buy__ sell li
» setEndpoint
ava lang String total _share_ walue: li
. etTraderbl J2C BeanTmy 3 ,7
nunTraderbl correlid:
1 = request_ type li
recordMame: li
alarm_ change: li
no_ of shares_ dec li
return_ value li
buy_ sell priced: li
cotnnission__cost_ buy: li
buy_ sell price3: li &
Result
result: TAA

<

>

Figure 7-47 Web service test application

6.

We clicked the runTraderbl method and filled in the following fields in the

input record:

— Get_Company as the value for request_type
— 0 as the value for no_of_shares_dec

— TRADERL as the value for in_trcd

— 386 as the value for in_lI

— 0 as the value for in-zz

We clicked the Invoke button (see Figure 7-48 on page 261) and saw the
company names returned in the company__name__tab field in the Result

pane.
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/ unt__value__ 3 daye

Methods SR
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s\l o
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o setEndpoint unt__value__4__daye
(fava lang, String) unit__value_ 7__ days
¢ getTraderbl J2C Beanlmy
0 unit__value_ & days
o runTraderbl recordShortDescription
itso ims trader TMBTUFFE
userid
user__password:
m__EE (i)
Invake | Clear ]
Result N
esu
returnp
update__buy_ sell
company__name__tab: [Casey_Import_Ezport , Glass_and_Luget_Plc , Headworth_Electrical, TBI |
total share_ wvalue
no__of  shares 0000
< > out__ segno: 1 L
Problems | Tasks | Propertiss Servers | Console | B TCR{IP Moritor 52 © 4|9 ~=0
= £ localhost: 11790 Time of request: 10:20,56,260 AM
Q_ TraderIM3S0A/services| Traderbl_J2C_BeanImpl Response Time: 421 ms
Type: HTTP
Request: locathost: 11790 ——————— Response: localhost: 3080
Size: 1123 (1476) bykes Byte Visw  ¥| size; 2179 (2321) bytes Byte Wiew =
POST /Trader INSSO0L/services/Traderhl J2C BeanIwpl HTTP/ 4| [HTTF/1.1 200 OK ~
Host: localhost:9080 Content-Type: text/xml; charsec=ucf-G
Accept: application/soap+xml,mulciparc/related,cexc/® Content-Language: en-US
User-hgent: IBM WebServices/1.0 Content-Length: 2179
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< 3 |

<sompenv:Envelope xmlns:soapenv="http://schemas.xmlsoap = Fuapanv:r:nvampa xwlns:soapenv="http://schemas.xmlsoap, =
<

< > >

Figure 7-48 Test results from J2C Web service

8. Next, we selected the itso.ims.trader package in the TraderIMSSOACIient
project under Other Projects in the Project Explorer pane and then clicked the
right mouse button. We selected New - Class to open the Create a new Java
class window. We entered a class name of TestTraderbIBeanImp1Proxy and
ensured a main methods was created. We clicked Finish to continue.

9. We entered the code shown in Figure 7-4 for the TestTraderblBeanIimplyProxy
class and saved the code by pressing Ctrl+S.

Example 7-4 TestTraderblBeanlmplProxy source

package itso.ims.trader;
public class TestTraderblBeanImplProxy {

public static void main(String[] args) {
Traderbl_J2C_BeanImplProxy proxy = new Traderbl_J2C BeanImpl1Proxy();
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}

OUTBUFFER outbuffer = new OUTBUFFER();
INBUFFER inbuffer = new INBUFFER();
inbuffer.setRequest__type("Get_Company s
inbuffer.setIn_ trcd("TRADERBL");
inbuffer.setIn_ 11((short) 386);
try {
outbuffer = proxy.runTraderbl (inbuffer);
for (int i = 05 i <4; i++) {
System.out.printin(outbuffer.getCompany__name _tab()[i]);
}
} catch (Exception e) {
}

10.Next, we selected the down arrow next to the Run wizard on the toolbar and

selected Run on the drop-down list; see Figure 7-49.

<

L

0o

ject Explorer % Il = ~ =8| 1 Websphere v6,0 Server Launcher
+-l/g Enterprise Applications T 2 WebSphere v5.0 Server
+ Eﬁ Application Client Projects
+-[ g Commector Projects - Run As '
+-[g EJB Projects 2 ¥ Run...
= Dynamic Web Projects Organize Favarites, .

+|-[C Other Projecks
-1 [# web Services

@ JZEE - TestTraderblBeanimplProxysjava - IBM Rational Software Development Platform
File Edit Source Refactor MNawigate Search Projectk Run Window  Help

)

GEE |si¢ B |5 | $-0-%-4- @5 E

E7
package 1tso.ims.trader:

Figure 7-49 Run wizard

11.0n the Launch Configuration window, we selected Java Application and
clicked New. The we clicked Run (see Figure 7-21 on page 232) and
executed the client code.
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Create, manage, and run configurations

Create & configuration that will launch a Jawa virtual machine. @

Configurations: Mame: |TestTraderblBeanImpIProxy
(7% Apache Tomcat
E, Compiled Application

E‘ Component Test @ Main |W= Arguments ] = JRE ] %, Classpath ] Ey/ Source] [ ) Environment] ﬂ
[} Hyades Manual Test Praject:
=
1 Hyades URL Test [ TraderiMss0AClient BT oo
Java Applet
- Java Application Main class
TestTraderblBeanIn
= . |itso.ims.trader.TestTraderbIBeanImpIProxy Search. .
.I% Java Bean
Ju Jurie [ Include external jars when searching Far a main class
E: Test

= [ Include inherited mains when searching for a main class
rs]‘j WebSphere v5.0 Applic. 3

Fsrj websphere v5.1 Applic. ] ;
iy wehsphere vé.0 Applic [ top in main

| .Y
A

Tew Delete |

Run Close

Figure 7-50 TestTraderblBeanlmplProxy configuration

12.The Console window (see Figure 7-51 on page 264) shows the results of our
Get_Company request.
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@ web Browser [J] TestTraderbl_12C_BeanImplProxy java &2
i
+ Created on Jun 23, 2005
»

“ + TODD To change the tewplate for this generated file go to
* Window - Preferences - Java - Code Style - Code Templates
L
package itso.ims.trader:

v/
+ @author mitchj
-
+ TODD To change the template for this generated Type COMMENt go to
* Window - Preferences - Java - Code 3tyle - Code Templates
L

~wpublic class TestTraderbl JzC_BeanImplProxy {

- public static void main(String[] args) {
Traderbl J2C BeanImplProxy proxy = new Traderbl J2C_BeanImplProxy():
OUTBUFFER outhuffer = new OUTBUFFER():

INEUFFER inbuffer = new INBUFFER():
inbuffer.setRequest_ type ("Get_Company EF:
inbuffer.secIn_ tred("TRADERBLM) ;
inbuffer.setIn_ l1{{short) 386):
try {
outhuffer = proxy.runTraderbl (inbuffer):
for (int i = 0; i <4; i++) ¢
System.out.printlnouthuffer.getCompany  name_ tab () [1]1):
}
} catch (Exception e) {
}

Froblems | Tasks Properties | Servers TCPYIP Monitor % | BE &

M E =T

terminated> TestTraderbl_J2C_BeanlmplProxy (2) [Java Application] C:\IEM|R ationaliSDF16. Oiruntimes|base_v6|javalire\bin\javaw.sxe (Jun 23, 2005 10:23:19 AM)
Casey_Import_Export

Glass_and Luget Plc

Headvorth Electrical

BN

Figure 7-51 Results of testing the Trader SOA J2C Bean from a Java client
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Configuring J2C for CTG

In Chapter 6, “Developing J2C applications accessing CICS” on page 183 we
described how to develop or migrate an application using J2C to connect to CICS
Transaction Server Version 3.1 using CICS Transaction Gateway V6. This
chapter describes how to configure the infrastructure to be able to use the
application we developed. We also show how we deployed the sample
application. The sample application has been used in previous versions of this
book and is called TRADER.

The topics covered are:

“Installing the CICS resource adapter” on page 266
“Configuring connection factories” on page 269
“Command-line CICS J2C definition” on page 276
“Application deployment” on page 278

“TranName and TPNName” on page 279

“Security and CICS J2C Connector” on page 280
“Problem determination” on page 290

“Transaction management” on page 292
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8.1 Installing the CICS resource adapter

266

For an application to use the CICS resource adapter, it must first be installed.
The adapter file is called cicseci.rar. The process to configure this adapter is
explained here:

1. On the WebSphere Administrative Console (Figure 8-1), expand Resources
and click Resource Adapters.

2. In the Resource Adapters panel, select the node on which to install the
resource adapter. Click Install RAR to start the installation process

(Figure 8-1).
Welcorne ed | Logout | Support | Help
S LUS LU auapLSiE Al sLan
Welcarme -
E Scope: Cell=clt483, Mode=nd&4
Servers
. s ,
B Applications O cell : desss tl-'.:em:;'.
Enterptise Applications o~ For d
(#) : sCops
Install Mew Application + \& Node : nde4sa the =
B Resources 'L_,, Server 1 w483
IMS Providers
JDBC Providers Apply
C Res & ters)
Asynchronous beans Preferences
Schedulers
Install RAR | New| Celete
Cache instances
Ohject | Lk | [
ject pool managers £ ?
Mail Providers

Figure 8-1 Install CICS Resource Adapter

3. On the next pane (Figure 8-2 on page 267), identify the location of the CICS
Resource Adapter Repository (RAR) file and make sure the that desired node
for this resource is selected and click Next. If your WebSphere cell is a
Network Deployment configuration then the target node cannot be the
deployment manager node.

Tip: You can install RAR files from either of two locations—you can load
the file from a path on the local workstation or from a path on the server.
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rce adapters Clase p

Install RAR File

RAR files can be installed using two methods. ou can choose to

load a RAR file fram local file systerm or you can specify an
isting RAR file on a server,

Path
O Local path:

® server path:
Specify path \
|fcthDch|agsesfcicseci.rar /

Scope
Mode

nd&dg3 ¥

Figure 8-2 Locating the CICS Resource Adapter file

Important: If you deploy an application developed with WebSphere
Studio-Integration Edition, which uses WSIF, then WebSphere for z/OS
requires access to Java Archive (JAR) file cicsecitools.jar. Since the RAR
shipped with CICS Transaction Gateway for z/OS does not include this
JAR file, you must manually place it in the installed Connectors directory,
which is /WebSphere5/bs0a/AppServer/installedConnectors/cicseci.rar in
our case. You can obtain this JAR file from the CICS RAR (cicseci.rar)
provided with WebSphere Studio Application Developer Integration Edition.
Be sure the attributes of this file are set to 660.

4. A resource adapter configuration pane (Figure 8-3 on page 268) opens. Enter
a name for the resource adapter. We enter CICS ECI. Because we intend to
use local access to CICS, for the Native Path, we specify /ctg600/bin. Click

OK.
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Configuration

General Propertes

* Scope
|ce||5:c|64'83:n-:udes:nd6483

* Marne
[c1cs ECI

Creszcription

L]
]

* Archive path

Clazz path

${CONNECTOR_INSTALL_ROOTH<c| |
icseci.rar

Mative path
{ckge00/bin ) =

]

Thread pool alias
|Defau|t

Figure 8-3 Setting properties for the CICS Resource Adapter

This adapter now displays as being installed on this node (Figure 8-4 on
page 269).
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Install RAR | New| Delete

2 &

s
St

Selact | Mame

] CICS ECI
Figure 8-4 Display showing CICS Resource Adapter defined

You can save the configuration changes at this time, but we configure a J2EE
Connector (J2C) connection factory for the CICS ECI adapter next.

8.2 Configuring connection factories

To configure the connection factories, follow these steps:
1. Click the CICS ECI resource adapter that you just installed.

2. On the Configuration pane (Figure 8-5) that opens, on the right-hand side
under Additional Properties, click J2C Connection Factories.

General Properties

Additional Properties

* Scope 12
|ce|ls:c|6483:nodes:nd6483 — )
connection
FRT—— factories
[cics Ect Custom
properties
Description Viaw
’—_l Deplovment
Descriptor

Figure 8-5 Start of process to define Connection Factory

3. The Resource Adapter — CICS ECI — J2C Connection Factories pane (not
shown) opens. Click New.

There are two types of CICS ECI J2C connection factories. One directly
accesses a CICS region using Java Native Interface (JNI) calls to CICS
Transaction Gateway code (LOCAL). The other one accesses a CICS
Transaction Gateway task using TCP/IP (REMOTE). The following sections
explain both configurations.
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8.2.1 Configuring a local J2C connection factory resource

270

To configure a local J2C connection factory resource, follow these steps:

1. On the Resource Adapter — CICS ECI — J2C Connection Factories - New
pane (shown in part in Figure 8-6), for Name (factory), enter CICSLocal. For
its Java Naming and Directory Interface (JNDI) name, enter eis/CICSLocal.
On this pane (but not shown in Figure 8-6) are fields to do with container and
component authentication. These are discussed in “Security and CICS J2C
Connector” on page 280. Click Apply.

General Properties

* Scope
cellz:cled4283inodes: nded4az

* Marne
[cIcsLacal

IMDI narme
|gis/ CICSLocal

Figure 8-6 Main part of the display to define a new Connection Factory
2. After clicking Apply, the previously greyed out options under Additional
Properties, to the right of the display, will now be available.

Click Custom Properties to access the pane where you can set the details of
the CICS region to be accessed.

3. The Custom Properties pane (Figure 8-7 on page 271) for the connection
factory opens. Enter a ConnectionURL (1ocal:) and the ServerName
(SCSCERW1) provided by the CICS system programmer.
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Password falze
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Figure 8-7 Setting properties for the CICS Connection Factory

Note the following explanations of the names shown in Figure 8-7:
— ConnectionURL: Must be set to local for a local connection factory.

— ServerName: The name of the CICS server to which CICS Transaction
Gateway connects for all interactions for this connection factory. This is
the value of APPLID specified for the target CICS region.

— PortNumber: Has no meaning for a local connection factory.

— TPNName: The name of the CICS transaction under which the initial CICS
mirror program and target application program run. If TPNName is
specified, it overrides TranName.

— Tracelevel
* 0: No tracing or logging occurs.
* 1: Only errors and exceptions are logged.

e 2: Errors and exceptions, plus the entry and exit of important methods,
are logged.
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e 3: Errors and exceptions, the entry and exit of important methods, and
the contents of buffers sent to and received are logged.

— TranName: The name of the CICS transaction under which the target
application program runs. This does not affect the name of the transaction
under which the mirror program is initially started.

— Userid: Default user ID to use for the connection if another is not provided.

— Password: A password to be used with the default user ID.

Tip: To add additional J2C connection factories, click >J2C Connection
Factories> at the top of the pane to redisplay the list of J2C connection
factories (Figure 8-8 on page 272) configured for this adapter. Then repeat
this process. Otherwise save the changes.

Preferences

Mew Delete

2lcz

Select| Mame= & IMEI nare ;| Desciption 3 | Connedction factary inted
D CICS-CTE | eisfCICSLocal javax.resource, coi, Conng

Figure 8-8 Display showing defined J2C connection factories

8.2.2 Configuring a remote CICS J2C factory resource

272

To configure a remote CICS J2C factory resource, follow these steps:

1. On the Configuration pane of the resource adapter (Figure 8-5 on page 269),
click J2C Connection Factories.

2. On the J2C connection factory pane, click New.

3. On the New J2C Connection Factory pane (Figure 8-9 on page 273), for
Name (factory), enter CICSRemote. For its JNDI name, enter eis/CICSRemote.
Click Apply.
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Additonal Properties
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[cI1csRemote

JMDTI name
[eisfCICSRemate

Figure 8-9 Defining remote CICS Connection factory

4. After clicking Apply, the previously greyed out options under Additional
Properties, to the right of the display, will now be available.

Click Custom Properties to access the pane where you can set the details of
the remote CICS region to be accessed.

5. The Custom Properties pane (Figure 8-10 on page 274) opens. Enter the
ConnectionURL (tcp://wtsc48.itso.ibm.com), the ServerName (SCSCERW1),
and the PortNumber (2006) that are provided by the CICS system
programmer.
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Preferences

oo d [ L2

¥ *
Mame I Walue I Cescription o | Requi
TPHMame false
ClientSecurity false
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KeyRingPassword falze
Password false
PortMurnber 2008 Partiurnber false
ServerMame false
ServerSacurity falze
Tracelevel 1 Tracelevel false
TranMarne false
serMame false
Taotal 12

Figure 8-10 Setting properties to identify remote CICS Region

Note the following explanation of the items shown in Figure 8-10:

ConnectionURL: The URL of the CICS Transaction Gateway with which
the connection factory communicates. The format is tcp:// followed by the
host name of the system on which the CICS Transaction Gateway is
running.

PortNumber: The port on which the CICS Transaction Gateway is
listening.

ServerName: The name of the CICS server to connect to for all
interactions for this connection factory. This is the value of APPLID
specified for the target CICS region.

TPNName: The name of the CICS transaction under which the initial CICS
mirror program and target application run. If TPNName is specified, it
overrides TranName.

TraceLevel
* 0: No tracing or logging occurs.
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* 1: Only errors and exceptions are logged.

e 2: Errors and exceptions, plus the entry and exit of important methods,
are logged.

¢ 3: Errors and exceptions, the entry and exit of important methods, and
the contents of buffers sent to and received are logged.

— TranName: The name of the CICS transaction under which the target
application program runs. This does not affect the name of the transaction
under which the mirror program is initially started.

— Userid: A default user ID to use for this connection if another one is not
provided.

— Password: A password to use with the previous default user ID

Tip: If you need to add additional J2C connection factories, click >J2C
Connection Factories> at the top of the pane to redisplay the list of J2C
connection factories configured for this adapter and repeat this process.
Otherwise save the changes.

6. Since there are no other J2C connection factories to enter, save the
configuration changes.

8.3 Cell scope J2C connection factories

To configure J2C connection factories at the cell scope, you must install the
CICS ECI resource adapter on each node in the cell. This ensures the
implementation code (JAR files and binaries) of the resource adapter is available
to the Java Virtual Machines (JVMs) running on that node.

1. On the WebSphere Administration Console, expand Resource and click
Resource Adapters. Set the scope to the Cell level.

2. On the Resource Adapters panel, click New to start the configuration
process.
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3. On the Resource Adapter pane, under General Properties, enter a
meaningful name for the configuration. For Archive Path, select the Choose
an archive path from the list of installed RARs option to display a list of
previously installed resource adapters. Select the cicseci.rar file and click
OK.

J2C connection factories installed at the cell scope will be available to every
node in the cell. The adapter is now displayed as being available at the Cell level.

8.4 Command-line CICS J2C definition

276

An alternative to using the WebSphere Administration GUI to define the
Resource Adapter and J2C Connection Factory is to use the wsadmin command
interface.

As part of the downloadable material available with this book is a JACL script,
called Define-CICS-j2c.jacl, that can be used to perform the following:

v

Optionally define an authentication alias.

Define a CICS Resource Adapter.

Define a CICS J2C Connection Factory to connect to a local CICS region
Optionally set the Component-managed authentication alias.

vYvyy

The supplied JACL script needs to be updated with settings to reflect your
installation before using it. All the settings to be adjusted are located in a
parameter block at the start of the script.

To run the JACL script via the WebSphere wsadmin tool, issue this command:
wsadmin.sh -f /tmp/Define-CICS-j2c.jacl

Or if your WebSphere cell has global security enabled then use this command:
wsadmin.sh -user uid -password pwd -f /tmp/Define-CICS-j2c.jacl

The JACL script would need further modification to define a J2C Connection
Factory that was going to connect to a remote CICS region.

The advantages of using a JACL script similar to this sample are that you have
an easily repeatable process.

Sample output from a run of the JACL script on our system is shown in
Example 8-1.

Example 8-1 Sample output from run of JACL script to define J2C definitions

EDMCAR @ SC48:/WebSphereAL3/V6R0/BS03/AppServer/bin>wsadmin.sh -f /tmp/Define->
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WASX72091: Connected to process "ws6483" on node nd6483 using SOAP connector;
The type of process is: UnManagedProcess

Locating cell and node name

Cell Name: c16483(cells/c16483|cell.xml#Cell 1)

Node Id: nd6483(cells/c16483/nodes/nd6483|node.xml#Node 1)

Issuing cmd: AdminConfig create JAASAuthData
(cells/c16483|security.xml#Security 1) {alias cics_ctg} {password xyz} {userld
sample}

Defining new CICS Resoure Adapter

Issuing cmd: AdminConfig installResourceAdapter /ctg600/classes/cicseci.rar
nd6483 -rar.name CICS1

CICS Resource Adaptor defined:
CICS1(cells/c16483/nodes/nd6483|resources.xml#J2CResourceAdapter 1118605725008)

Updating attributes of the CICS resource adapter

Issuing cmd: AdminConfig AdminConfig modify
CICS1(cells/c16483/nodes/nd6483|resources.xml#J2CResourceAdapter 1118605725008)
{nativepath /ctg600/bin}

Defining CICS J2C Connection Factory

Issuing cmd: AdminConfig create J2CConnectionFactory
CICS1(cells/c16483/nodes/nd6483|resources.xml#J2CResourceAdapter 1118605725008)
{name CICS-CTG} {jndiName eis/CICSLocal} {authDataAlias cics_ctg}

J2CC Connection Factory:
CICS-CTG(cells/c16483/nodes/nd6483 | resources.xml#J2CConnectionFactory 111860572
7048)

Setting method to use to connect to CICS region

Issuing cmd: AdminConfig modify
ConnectionURL(ce]1s/c16483/nodes/nd6483|resources.xm]#JZEEResourceProperty_ll18
605727050) {value local:}

Setting name of CICS region to connect to

Issuing cmd: AdminConfig modify
ServerName(cells/c16483/nodes/nd6483|resources.xml#J2EEResourceProperty 1118605
727055) {value SCSCERW1}

Setting Component Managed Authentication Alias

Issuing cmd: AdminConfig modify
CICSLocal(cells/c16483/nodes/nd6483 | resources.xml#J2CConnectionFactory 11186690
32002) {authDataAlias cics-ctg}

Saving changes to WebSphere Master Configuration :-)
Issuing cmd: AdminConfig save
EDMCAR @ SC48:/WebSphereAL3/V6R0/BS03/AppServer/bin>
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8.5 Application deployment

During deployment of the ear file into WebSphere, we did not need to perform
any actions apart from clicking Next several times. After locating the ear file and
clicking Next, the display shown in Figure 8-11 was shown.

Install Hew Application

Specify options for installing enterprize applications and modules.

—3 Step 1: Select Select installation options
installabon

optons

Specify the various options that are availa
install vour application,

I:' Pre-compile 15P

Directary ta install application

I |

Distribute application
D Uze Binary Configuration

D Ceploy enterprize beans

Application name
[TraderCIcsEAR |

Create MBaans for resources

D Enable clazs reloading

Feload interval in seconds

D Deploy Wweb services

Validate Input offfwarnifail

Figure 8-11 Main deploy window

None of the steps are highlighted, indicating that no actions are required. You
can step through each step to review settings if desired or just click Step 8 and
then Finish to complete deployment of the ear file. Save the changes to the
WebSphere master configuration.
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Tip: You can modify the J2C connection factory later without re-installing the
application.

8.6 TranName and TPNName

Two other custom properties that can be set on a CICS J2C connection factory
that are of interest are TranName and TPNName.

When CICS receives the request via the CICS Transaction Gateway V6, the
default behavior is to start a CSMI transaction to process the request, running
the specified program.

Typically, this is unsatisfactory for a production system, as most companies
would require greater security controls around the processing of these requests.
If a company had several different WebSphere application calling several
different applications in CICS then it would be unsatisfactory if they all ran under
a CICS transaction ID of CSMI.

8.6.1 TranName

Setting TranName results in the EIBTRNID field of the CICS transaction being
set to the value specified. This allows the program being run to use a CICS API
to obtain a transaction name that is not CSMI. This may be of use for the purpose
of the logic in the application. Note that if only this field is set then the transaction
run by CICS is still CSMI.

8.6.2 TPNName

Setting TPNName to a value results in CICS processing the received request
using a transaction of the name specified in the TPNName property. This allows
you to use RACF, for example, to control access to the business purpose
represented by this transaction.

Important: You must define to the CICS region a transaction to match the
name set in TPNName. Use the CSMI transaction definition as a template to
do this.

Note that setting this field overrides any value set in the TranName field.
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8.6.3 Setting TranName and TPNName

The TranName and TPNName custom properties can be set in the custom
properties of the J2C Connection factory, as seen in Figure 8-10 on page 274.

Alternatively, they can be set in the J2C Java Bean. This can be done by
updating the meta data of the J2C Java Bean class. If we used this approach for
our TraderCICS sample application then we would have modified the
TraderCICSJ2cImpl.java program as shown in Example 8-2.

Example 8-2 Setting the TPNName custom property

* @j2c.interactionSpec-property name="TranName" value="TRDT"

8.7 Security and CICS J2C Connector

Each application that accesses a JCA resource has a resource deployment
descriptor (res-auth) that determines the authentication behavior when
accessing the resource. There are two options that can be set in the field labelled
Authentication, as shown in Figure 6-25 on page 208.

» Container authentication

When container authentication is specified, the user ID and password used
on the connection are provided by the container.

» Application authentication

When application authentication is specified, the user ID and password used
on the connection are provided explicitly by the application or the J2C
connection factory in the Component-managed authentication alias entry in
the Configuration - General Properties pane of the J2C connection factory.

8.7.1 Defining an authentication alias

280

An authentication alias is a way to store a user ID and password in the
WebSphere configuration. It can be defined via the WebSphere Administrative
Console, as shown in Figure 8-12 on page 281.
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Figure 8-12 Area in Admin GUI to start defining authentication alias

Click J2C Authentication data and, in the window displayed, set a name for the
alias you are creating and set a user ID and password, as shown in Figure 8-13

on page 282.
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Figure 8-13 Defining an authentication alias

WebSphere stores the password in encrypted form within the XML files that
manage the configuration.

8.7.2 Container-managed security

Associating an authentication alias with a J2C Connector for container-managed
security is deprecated in WebSphere Application Server for z/OS Version 6.01. A
message to this effect, along with two other deprecated settings, is displayed in
the WebSphere Administrative Console, as shown in Figure 8-14 on page 283.
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Figure 8-14 Deprecated container-managed settings

The way to associate an authentication alias with a resource for

container-managed security is to either perform that association during
deployment of the ear file, or you can also pre-configure it. In Figure 6-26 on
page 208 where we showed how to pre-set the JNDI name of the actual

resource, is displayed another check box labelled JAAS Logon Configuration.

Click the radio button labelled Use Default Method and enter in the field

Authentication Alias the name of an authentication alias that will be defined in the
WebSphere server. The display in Figure 8-15 on page 284 shows an example of
setting the authentication alias to cics-ctg.
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Figure 8-15 Setting an authentication alias for container managed security

Rational Application Developer Version 6 saves this information in a file called
ibm-ejb-jar-bnd.xmi. This is not part of the J2EE specification but is a feature of
WebSphere.

If, after deploying the application, you want to change the container-managed
security setting, then this can be done via the WebSphere Administrative
Console. Expand Applications, click Enterprise Applications, click the
application, and click Map Resource Reference to Resources. Then in the
window displayed you can modify the container-managed security settings for
the application resource.

8.7.3 Application-managed security

284

Application-managed security is also referred to as component-managed
security.

To use application authentication, set the Authentication field shown in

Figure 6-25 on page 208 to Application. When you do this the JAAS Login
Configuration area of the display, shown previously in Figure 6-26 on page 208,
will become greyed out, meaning they are no longer applicable.

When used, there are three ways that a user ID and password can be supplied
for the connection to CICS; they are:

» “User ID and password supplied via the application” on page 285
» “User ID and password supplied via authentication alias” on page 286

WebSphere for z/OS V6 Connectivity Handbook



» “User ID and password supplied via custom properties” on page 286

User ID and password supplied via the application

The application can supply a user ID and password when the connection is
acquired.

To use this approach, you update the meta data in the J2C Java Bean generated
code adding properties for the user ID and password. If we did this for the
TraderCICS sample application then the change would be to
TraderCICSJ2cImpl.java, as shown in Example 8-3.

Example 8-3 Updating the meta data to add user ID and password properties

/**
@j2c.interactionSpec class="com.ibm.connector2.cics.ECIInteractionSpec"
@j2c.interactionSpec-property name="functionName" value="TRADERBL"
@j2c.interactionSpec-property name="commarealLength" value="500"
@j2c.interactionSpec-property name="replylLength" value="500"
@j2c.connectionSpec class="com.ibm.connector2.cics.ECIConnectionSpec"
@j2c.connectionSpec-property name="userName" argumentBinding="ivUserid"
@j2c.connectionSpec-property name="password"
argumentBinding="1ivPassword"

* @generated

*/

* F X X X X

Save these changes. Rational Application Developer Version 6 automatically
adds additional code to cater for the use of a user ID and password on the
connection call, but you will still have to make some other changes.

The runTrader method in this Java program then needs to be updated as well, as
shown in Example 8-4.

Example 8-4 Updated runTrader method

public itso.cics.j2c.data.TraderCICSECICommarea runTrader
(itso.cics.j2c.data.TraderCICSECICommarea arg,
String ivUserid, String ivPassword )

Then this in turn requires updating the TraderCICSJ2c.java program, as shown
in Example 8-5.

Example 8-5 Updating runTrader method in the interface code

public itso.cics.j2c.data.TraderCICSECICommarea
runTrader(itso.cics.j2c.data.TraderCICSECICommarea arg,
String ivUserid, String ivPassword)
throws javax.resource.ResourceException;
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Any Java program that uses the updated method needs to be modified to now
pass in arguments for the user ID and password. It is now up to the application to
obtain the user ID and password to pass on the method call.

User ID and password supplied via authentication alias

WebSphere can still be used to supply a user ID and password via an
authentication alias.

If you want WebSphere to supply a user ID and password on the connection
request for application-managed security, then select a pre-defined
authentication alias for the Component-managed authentication alias in the J2C
connection definition, as shown in Figure 8-16.

If the application will supply a user ID and password then do not set the
Component-managed authentication alias.

Welcome IMDI name
|eisiCIcELocal

Servars

Applications Cescription

L]

B Resources

JMS Providers
JDBC Providers |:|

Resource Adapters # Connection facory interface

Azvnchronous beans

Schedulers
Category
Cache instances |
Object pool managers
Mail Providers Component-managed authentication alias
UREL Providers Component-rnanaged authentication
Besource Environment a||a.|5
Praviders cics_ckg ¥

Figure 8-16 Setting authentication alias for application managed security

User ID and password supplied via custom properties

The third approach is to set a user ID and password in the custom properties of
the CICS J2C connection factory. Do this by setting the fields userName and
Password, which can be seen in Figure 8-7 on page 271.
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Important: The password property is treated like all the other properties—the
value is not encrypted and is displayed in clear text. We recommend that this
approach should not be used for this reason.

8.7.4 CICS J2C security decision tree

CICS J2C connection factories support the assignment of the current thread
identifier as the owner of a connection for authentication purposes when global
security is enabled. Thread identity assignment is performed when the following
conditions are met:

» Container-managed resource authority (res-auth=Container) is specified in
the application deployment descriptors.

» The J2C connection factory uses a local connection (no TCP/IP), and no
Container-managed authentication alias is specified.

The security decision tree shown in Figure 8-17 on page 288 shows how the
user ID that flows to the CICS region is determined.
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Figure 8-17 CICS J2C Security decision tree

8.8 Performance and availability

A local connection provides better performance than a remote connection since
no network-related overhead is involved in processing a request. The implication
is that a local connection has a single point of failure if the local CICS region is
not available. Use of a remote connection along with sysplex distributor provides
a solution for this single point of failure problem (Figure 8-18 on page 289).

Attention: In this case, two-phase commit support is not available, and thread
identity is not passed over the TCP/IP connection.
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Figure 8-18 CICS Transaction Gateway high-availability solution using remote option

This is possible when a CICS connection factory is configured to access the
CICS Transaction Gateway task using a Dynamic Virtual IP Address (DVIPA)
and sysplex distributor is used to select which CICS Transaction Gateway task is
assigned the request. In the event of a failure of the LPAR or CICS Transaction
Gateway task, sysplex distributor automatically selects an alternate LPAR and
CICS Transaction Gateway task. Another advantage of this configuration is that
sysplex distributor uses Workload Manager performance data and its own
algorithms to select which CICS Transaction Gateway in the sysplex is best
suited to service a request.

Another solution to the availability problem is shown in Figure 8-19 on page 290.
In this case, both two-phase commit and thread identity are supported, and
CICSPIex® System Manager provides the availability and workload balancing.
CICS Transaction Gateway is local to WebSphere and the local CICS (Terminal
Owning Region) may cause a single point of failure, although this is unlikely. In
case we need more CICSs, we may use DFHXCURM exit to perform failover to
the second local CICS system (not shown in the figure). Note that the CICS
Transaction Gateway cannot do a failover to the CICS system on the other LPAR
(LPAR1A from LPAR1 and LPAR1 from LPAR1A). LPAR2 and LPARS3 provide
the Application Owning Regions to run the CICS transactions.
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Figure 8-19 High availability solution using CICS Transaction Gateway local option

Although this configuration seems more complicated, it provides more quality of
service than the previous solution.

8.9 Problem determination

To perform problem determination, we recommend that you enable the following
WebSphere traces, as shown in Figure 8-20 on page 291:

» com.ibm.ejs.j2c.*=all=enabled
» com.ibm.connector2.*=all=enabled

You can also enable the CICS Transaction Gateway JNI trace to provide
additional trace data to see what is happening between WebSphere and CICS.
This is done by updating the trace level in the J2C connection factory custom
property, setting it to 3.
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Figure 8-20 Enabling J2C-related trace settings

Tracing of the JNI calls that flow between WebSphere and CICS can be done by
setting the TacelLevel to 3 in the custom properties of the CICS J2C Connection
factory.

8.9.1 Common errors

Some common errors are:
» CTG9630E: IOException occurred in communication with CICS
— Explanation: A configuration error has occurred.
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— Usual cause: Review the JNI trace for the root cause. Some possibilities
are:

* RRS register return code 0x300: CICS Transaction Gateway has not
been configured properly to use RRS.

¢ EXCI reason code 403: CICS Transaction Gateway is unable to
contact the target CICS server because of an invalid pipe name.

» CTG9631E: Error occurred during interaction with CICS. Error
Code=ECI_ERR_NO_CICS minor code: 0 completed:

— Explanation: CICS Transaction Gateway is unable to contact the target
CICS server.

— Usual cause: EXCI reason code 203 - The target CICS server is not active
or has not opened IRC communications.

» CTG9631E: Error occurred during interaction with CICS. Error
Code=ECI_ERR_SECURITY_ERROR

— Explanation: An error occur either validating a user ID or a RACF
authorization failure has occurred.

— Usual cause: Review the JNI trace for the root error. Some possibilities
are:

e EXCI reason code 423: RACF surrogate checking has failed.

¢ RACF return code 143: The user ID is unknown or not defined to RACF
or does not have an OMVS RACF segment.

8.10 Transaction management

292

If CICS is accessed via a local connector, it is a participant (subordinate) in the
WebSphere client application’s global transaction. This does not preclude CICS
from being a transaction coordinator for other resource managers (DB2, IMS,
WebSphere MQ, or remote CICS regions), which may be accessed by a CICS
program.

CICS propagates the prepare request to its own subordinates and replies
positively to RRS since all resource managers can commit their resources. When
CICS receives the commit flow from RRS, CICS propagates it to its
subordinates. If backout processing is required, CICS conveys that to its
subordinates as well. This is a full-function two-phase commit process with RRS
acting as the Transaction coordinator. It is available using the local mode
connector. Therefore, CICS and WebSphere for z/OS must co-reside on the
same z/OS image.
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If CICS is accessed via a remote mode connector, WebSphere for z/OS includes
CICS as the last participant in the global transaction as long as all other
connectors used by the application (for example, Java Database Connection
(JDBC) to DB2 for S/390® and Java Message Service (JMS) to WebSphere MQ
for z/OS) are local and exploit RRS as their transaction manager. WebSphere
prepares the other resource manager and then asks CICS to commit its work.

If this one-phase commit (1PC) with CICS only succeeds, WebSphere for z/OS
directs the other resource managers to commit their changes. If CICS indicates
that the commit failed, the other resource managers are directed to roll back their
changes.

If the 1-PC to CICS does not return, WebSphere for z/OS detects a
communication failure or time out and the current global transaction is in a
heuristic hazard. Because the type of failure is not known, it may be that CICS
has committed or rolled back. However, the outcome of the 1-PC transaction is
not known. WebSphere for z/OS issues a rollback on all other resource
managers involved in the application global transaction. The global transaction is
marked in RRS that a heuristic condition has occurred. Manual intervention may
need to occur on the CICS system to restore the affected resources to a
consistent state with the 2-PC resource managers that were rolled back.

If CICS is accessed via a remote mode connection and other XA resource
managers are involved that do not use RRS as their transaction manager, then
WebSphere for z/OS cannot include CICS within the scope of a global
transaction. It may create a separate local transaction depending on the
requirements of the application. When the local transaction (if any) is committed,
the CICS Transaction Gateway uses RRS on the LPAR where it is executing
(Figure 8-21 on page 294) to commit the unit of work in CICS. As before, CICS
may include subordinate resource managers in its unit of work. Also in this
situation, the link from WebSphere to the CICS Transaction Gateway daemon is
not a 2PC connection, and any global transaction context is not propagated from
WebSphere into CICS.

Note: During two-phase commit processing, RRS may communicate with
other resource managers on the same LPAR (DB2, IMS, etc.) as necessary to
preserve transactional integrity.
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Configuring J2C for IMS
Connect

In Chapter 5, “Introduction to J2EE Connector Architecture” on page 173, we
introduced you to the J2EE J2C Connector Architecture and showed you how to
develop a Java component using J2C to connect to IMS. In this chapter we
describe in detail the infrastructure side of using J2C with IMS Connect. We
describe the steps we took to configure WebSphere Application Server for z/OS
Version 6.01 and IMS Connect Version 2.2. We performed these steps in order
to install and execute the IMS Trader sample application, which is part of the
additional material for this book.

In this chapter the following topics are discussed:

» A review of IMS Connect topologies, discussed in 9.1, “IMS Connect
topologies” on page 297

» A comprehensive overview of how to configure IMS Connect and IMS,
discussed in 9.2, “Configuring IMS Connect and IMS” on page 298

» Installing the IMS Connect resource adapter, discussed in 9.3, “Installing the
IMS Connect Resource Adapter” on page 301

» Configuring IMS J2C connection factories, discussed in 9.4, “Configuring
connection factories” on page 304

» Cell Scope J2C connection factories, discussed in 9.5, “Cell scope J2C
connection factories” on page 314
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» Application deployment, discussed in 9.6, “Application deployment” on
page 316

» Security, discussed in 9.7, “Implementing application security” on page 317
and 9.8, “Implementing infrastructure security” on page 319

» Configuration automation, discussed in 9.9, “Configuration automation using
Jython scripts” on page 326

» Performance and availability, discussed in 9.10, “Performance and availability”
on page 330

» Problem determination, discussed in 9.11, “Problem determination” on
page 331

» Transaction management, discussed in 9.12, “Transaction management” on
page 335
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9.1 IMS Connect topologies

In either a local or remote configuration, IMS is accessed from WebSphere for
z/OS through an IMS Connect task. In a local case, IMS Connect is colocated
with WebSphere on the same LPAR, as shown in Figure 9-1.

Z/08 RACF RRS
WebSphere Local

Application Server Option
IMS —p

_—"| Connect NS
IMS RA XCF

Figure 9-1 IMS Connect local configuration in a single system

In a sysplex, IMS Connect communicates with the IMS on the other system using
XCF. See Figure 9-2.

(2108 RACF RRS N

Local

Option
A V\{eb§phere IMS -

pplication Server -~ IMS1

Connect XCF

el
IMS RA

7
AN

2)
¥

z/

IMS2

RACF RRS

t SYSPLEX

Figure 9-2 IMS Connect local configuration in a sysplex

In a remote case, IMS Connect is colocated with the IMS systems and uses
TCP/IP to communicate with the IMS Connector for Java Resource Adapter. See
Figure 9-3 on page 298.
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Figure 9-3 IMS Connect remote configuration in a sysplex

9.2 Configuring IMS Connect and IMS

298

IMS Connect is a TCP/IP server that enables TCP/IP clients to exchange
messages with IMS Open Transaction Manager Access (OTMA). This server
provides communication links between TCP/IP clients and IMS (data stores). It
supports multiple TCP/IP clients accessing multiple datastore resources. To
protect information that is transferred through TCP/IP, IMS Connect provides
Secure Sockets Layer (SSL) support to protect and secure the information.

IMS Connect runs on a z/OS platform. Our environment consists of:

» IMS Connect Version 2.2
» IMS Version 9

We configured IMS Connect as shown in Figure 9-4 on page 299.

WebSphere for z/OS V6 Connectivity Handbook




WebSphere for z/OS

J2C connection factory: IMSLocal

custom properties: DataStoreName: IMSA
IMSConnectName: IMSACONN
WebSpherg. >
resource definition J2C connection factory: IMSRemote
custom properties: DataStoreName: IMSA

HostName: wtsc48.itso.ibm.com
PortNumber: 6001

IMS Connect statup JCL

IMS910A.PROCLIB(HWSCFGO0)

HWS (ID=IMSACONN,RACF=Y,RRS=Y) IMS Connect running
TCPIP (HOSTNAME=TCPIP,PORTID=(6001,LOCAL),MAXSOC=2000

DATASTORE (ID=IMSA,GROUP=IMSAEXCF| IWSO10A,TI on wtsc48.itso.ibm.com

\ IMS Startup Parameters

GRNAME=IMSAEXCF
OTMANM=SCSIMS9A

Figure 9-4 IMS Connect definition relationships

9.2.1 IMS Connect setup

We used the JCL procedure as shown in Example 9-1 to start IMS Connect.

Example 9-1 IMS Connect startup procedure
//IM4CCONN PROC RGN=0M,SOUT=S,SYS1=,

// BPECFG=BPECFGOO,

/] HWSCFG=HWSCFGOO,

// TCPDATA=TCPDATA

/1*

[ R KRR AT H A TR A EIAIAIAIEIAFEHK
//* BRING UP AN IMS CONNECT SYSTEM *

//****************** LR R R R R R S R e S R S R 2 R L S

//STEP1 EXEC PGM=HWSHWS00,REGION=&RGN,TIME=1440,

// PARM="'BPECFG=&BPECFG,HWSCFG=&HWSCFG'

//STEPLIB DD DSN=IMS910A.SDFSRESL,DISP=SHR

//PROCLIB DD  DSN=IMS910A.&SYS1.PROCLIB,DISP=SHR

//SYSTCPD DD  DSN=TCP.&SYSNAME..TCPPARMS (&TCPDATA) ,DISP=SHR
//SYSPRINT DD SYSOUT=&SOUT

//SYSUDUMP DD  SYSOUT=&SOUT
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//HWSRCORD DD  DSN=IMS910A.HWSRCORD,DISP=SHR

Since we wanted to use local IMS J2C connection factories, we made the IMS
Connect program HWSHWSO00 non-swappable and added LOCAL as a PORTID
(see Example 9-2).

Example 9-2 IMS Connect configuration parameters

HWS (ID=IMSACONN,RRS=Y,RACF=Y)

TCPIP (HOSTNAME=TCPIP,PORTID=(6001,LO0CAL),MAXSOC=2000)

DATASTORE (ID=IMSA,GROUP=IMSAEXCF,MEMBER=HWS910A, TMEMBER=SCSIMS9A)

Notes about the example:

» The HWS ID provides the value of custom property IMSConnectName for our
local J2C connection factory.

» The DATASTORE GROUP value must match the target IMS region’s
GRPNAME parameter.

» The DATASTORE MEMBER value must match the target IMS region’s
OTMANM parameter.

» The DATASTORE ID provides the custom property DataStoreName for both
of our IMS J2C connection factories.

» The TCPIP PORTID provides the custom property portNumber for our remote
J2C connection factory.

Attention: You must enable Resource Recovery Services (RRS) for
WebSphere for z/OS two-phase commit support. Also, PORTID must include
LOCAL to support local J2C connection factories.

9.2.2 OTMA setup

300

There are OTMA-related parameters in the IMS startup procedure. In our setup,
IMS910A.PROCLIB member DFSPBIV1 has the OTMA-related parameters (see
Example 9-3) we used.

Example 9-3 OTMA parameters in IMS procedure

GRNAME=IMSAEXCF,
0TMA=Y,
OTMANM=SCSIMS9A,
OTMASE=N,

RRS=Y
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9.3 Installing the IMS Connect Resource Adapter

Next, we installed the IMS Connect Resource Adapter (imsico.rar).

1. On the WebSphere Administrative Console (Figure 9-5), we expanded
Resources and selected Resource Adapters (see 1 and 2 in Figure 9-5).

2. In the Resource Adapters pane, we selected the node on which we wanted to
install the resource adapter. We click Install RAR to start the installation
process (see 3 and 4 in Figure 9-5).
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Figure 9-5 WebSphere for z/0S Administrative Console

3. On the next pane (Figure 9-6 on page 302), we traversed to the IMS Connect
Resource Adapter Repository (RAR) file, making sure that the desired node
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for this resource is selected. The target node cannot be the deployment
manager node. We clicked Next.

Install RAR File

RAR files can be installed using two methods. vou can choose to upload a RAR file from lacal file syst
existing RAR file on a server.

Path
O Lacal path:

@ Server path:

Specify path
Llsr.l"|pp.|"i|'nsl.l9.|"ic091.|"V9101.|"JCA1D.-"irns‘BlDl.rar

Mext Cancel

Figure 9-6 Identifying the RAR location

4. We now saw a Resource Adapter configuration pane (Figure 9-7 on
page 303). We entered IMS Connect 2.2 as a name for this resource adapter

and clicked OK.
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Figure 9-7 Resource Adapter configuration

This adapter now displays as being installed on this node (see Figure 9-8).

Install RAR | Mew Delete|
e

Select Mame &

D IME Connect 2.2

D SIB JMS Resource Adapter

webSphere Relational Resource Adapter

Total 2

Figure 9-8 List of installed resource adapters
We could have saved the configuration changes at this time, but we wanted to

configure J2EE Connector (J2C) connection factories for the IMS Connect
adapter.
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9.4 Configuring connection factories

To configure the connection factories for IMS Connect, we followed these steps:

1. We clicked the installed IMS Connect Version 2.2 resource adapter; see
Figure 9-8 on page 303.

Configuration

General Properties

Additonal Properties

* Scope
|ce||s:cl6486:n0des:nd6486

* Mame factories
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l:‘ Deplovrnent
Cescriptor

* Archive path

Class path
${COMNECTOR_INSTALL_ROCTHI |
ms9101. rar

Mative path

Thread pool alias
|Default

Apply | OK| | Reset Cancel

Figure 9-9 IMS Connect 2.2 Configuration pane

2. The Resource Adapters — IMS Connect 2.2 - Configuration pane (Figure 9-9)
for the resource adapter opened. We clicked J2C connection factories
under Additional Properties.

3. The Resource Adapters — IMS Connect 2.2 — J2C connection factories
pane (not shown) opened. We then clicked New.
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4. Now the Resource Adapters — IMS Connect 2.2 — J2C connection factories
- New Configuration pane opened. There are two types of IMS Connect J2C
connection factories we wanted to configure. One directly accesses IMS
Connect using XCF (LOCAL). The other accesses IMS Connect using TCP/IP
(REMOTE).

9.4.1 Configuring a local J2C connection factory resource

We configured a local J2C connection factory resource by following these steps:

1. On the Resource Adapters — IMS Connect 2.2 — J2C connection
factories — New configuration pane (Figure 9-10 on page 306), we entered
IMSLOCAL as the name for the factory itself. For its Java Naming and Directory
Interface (JNDI) name, we entered eis/IMSLocal and clicked Apply.
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Figure 9-10 IMS local J2C connection factory general properties
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Note: Component and Container-managed authentication alias are used
to administer user ID and password combinations across multiple J2C
connection factories:

» A Component-managed authentication alias is used to provide a user
ID and password when the application’s res-auth deployment descriptor
specifies Application and no explicit user ID and password are provided
on the connection request.

» A Container-managed authentication alias is used to provide a user ID
and password when the application’s res-auth deployment descriptor
specifies Container.

We did not use these aliases so we did not specify them here.

2. We now had access to the Additional Properties (see Figure 9-11).
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General Properties Additional Properties

* Scope c i |

Lonnechion pool

cellzicléd4ge inodesinde48e 2nnectlon pog
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Advanced connedkion
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IMET narme
|eis,|"IMSLoca|

Related Items
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I_ J2EE Connechor
Architecture (12C

authentication data
entries

=

#* Connedcion factory interface

Figure 9-11 J2C connection factory additional properties

3. We next clicked Custom Properties under Additional Properties.

4. The J2C connection factory custom properties pane (Figure 9-12 on
page 308) opened. We entered the DataStoreName (IMSA) and the
IMSConnectName (IMSACONN) provided by the IMS system programmer
and clicked OK.
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Figure 9-12 IMS J2C Local custom properties
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Note the following explanations for these properties:

DataStoreName

The name of the target IMS data store. It must match the ID parameter of
the DataStore statement specified in the IMS Connect configuration
member (Example 9-2 on page 300).

HostName
Not used for Local J2C connection factories.
IMSConnectName

The IMS Connect name. It must match the ID parameter of the HWS
statement specified in the IMS Connect configuration member.

PortNumber

Not used for local J2C connection factories.
TraceLevel

* 0: No tracing or logging occurs.

¢ 1: Only errors and exceptions are logged.

e 2: Errors and exceptions plus the entry and exit of important methods
are logged.

e 3: Errors and exceptions, the entry and exit of important methods, and
the contents of buffers sent to and received are logged.

Userid

A default user ID to be used for this connection if no other is provided.
Password

A password to be used with the above default user ID.

GroupName

RACF group to be used with the user ID and password.

Tip: If you need to add additional J2C connection factories, you can click
>J2C connection factories> at the top of the pane to redisplay the list of
J2C connection factories (see Figure 9-13) that are configured for this
adapter. Then repeat this process. Otherwise, save the changes.

. Our local connection factory now shows up in the list of connection factories
(Figure 9-13 on page 310).
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Figure 9-13 List of installed J2C connection factories

9.4.2 Configuring a remote IMS J2C factory resource

To configure a remote IMS J2C factory resource, we followed these steps:

1. On the Configuration pane of the resource adapter (see Figure 9-9 on
page 304), we clicked J2C connection factories.

2. The J2C connection factory pane was displayed. On this pane, we clicked
New.

3. Onthe New J2C connection factory pane for Name, we entered IMSRemote for
the name of the factory. For its JNDI name, we entered eis/IMSRemote and
clicked Apply.

Note: The Component-managed authentication alias provides a user ID
and password when the application’s res-auth deployment descriptor
specifies Application and no explicit user ID and password is provided on
the connection request.

The Container-managed authentication alias provides a user ID and
password when the application’s res-auth deployment descriptor specifies
Container.

4. Additional properties was now available on the pane (see Figure 9-14 on
page 311). We clicked Custom properties.
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Figure 9-14 IMS Remote J2C connection factory

5. The Custom properties pane (see Figure 9-15 on page 312) was displayed.
We entered the DataStoreName (IMSA), the HostName
(wtsc48.itso.ibm.com), and the PortNumber (6001) provided by the IMS
System programmer.
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Note the following explanation of the properties listed in Figure 9-15 on
page 312:

DataStoreName

The name of the target IMS data store. It must match the ID parameter of
the DataStore statement specified in the IMS Connect configuration
member (Example 9-2 on page 300).

HostName

The TCP/IP host name of the system on which the IMS Connect task is
running.

IMSConnectName
Is not used for remote J2C connection factories.
PortNumber

The port on which the IMS Connect task is listening (Example 9-2 on
page 300).

TraceLevel:
* 0: No tracing or logging occurs.
* 1: Only errors and exceptions are logged.

e 2: Errors and exceptions, plus the entry and exit of important methods,
are logged.

¢ 3: Errors and exceptions, the entry and exit of important methods, and
the contents of buffers sent to and received are logged.

Userid

A default user ID to be used for this connection if no other is provided.
Password

A password to be used with the default user ID.

GroupName

An RACF group to be used with the above user ID and password.

Tip: If you need to add additional J2C connection factories, you can click
J2C connection factories at the top of the pane to redisplay the list of
J2C connection factories configured for this adapter. Repeat this process.
Otherwise, save the changes.

. Since there are no other J2C connection factories to enter, we saved the
configuration changes.
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9.5 Cell scope J2C connection factories

J2C connection factories can be configured at the cell level as an alternative to
configuring J2C connection factories on each node. To do this the IMS Connect
resource adapter must be installed on each node in the cell. This ensures that
the implementation code (Java Archive (JAR) files) of the resource adapter is
available to the Java Virtual Machines (JVMs) running on that node.

1. On the WebSphere Administration Console, we expanded Resource and
clicked Resource Adapters.

2. We set the scope to the Cell level.

On the Resource Adapter pane (Figure 9-16), we clicked New to start the
configuration process.

Resource adapters A W

Resource adapters

Aoresource adapter is an immplermentation of the 12EE Connectar Architecture Specificat
access for applications to resources outside of the server or provides access for an En
Sustern [(EIS) to applications on the server, It can provide application access to resou
CICE, SAP and PeopleSoft. It can provide an EIS with the ability to communicate with
beans that are configured on the server. Some resource adapters are provided by IBN
party vendars can provide their own resource adapters, A resource adapter implerment
a resource adapter archive file; this file has an extension of .rar. A resource adapter
a standalone adapter or as part of an applicaticn, in which case it is refaerred to as an
adapter. Use this panel to install a standalone resource adapter archive file, Ermnbeadd
installed as part of the application install,

E Scope: Cell=cle486
3 @ call : cleags Scope specifies the level at which the resource definitio

wisible. For detailed information on what scope is and h|
works, se= the scope zettings help

) Mode : ndedze

{_, Sarvar ! WEGd4S6

Apply

Preferences
Install FA | Newl =late |
.{;i.\g;_/

Select| Marme &

I:I SIB JMS Fesource Adapter

wiebSphere Relational Rezsource Adapter

Total =

Figure 9-16 Install new adapter at the Cell scope
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4. On the General Properties panel (Figure 9-17), for Name we entered IMS
Connect 2.2. For Archive Path, we selected the Choose an archive path
from the list of installed RARs option to display a list of previously installed
resource adapters. We selected the imscon.rar file and clicked OK.

Configuration

General Properties

* Scope
|ce||s:c|6486

* Marme

Crescription

* Archive path
& cho

Lizt of installed RAR files
IO ONMECTOR_INSTALL ROOTHims9101.rar

e path fram the list of insta

O Specfy the

Specify the archive path of an installed RAR

Clasz path
I
Mative path

Thread pacl alias
|Default

Apply I K| | Reset Cancel

The additional
properties will not
available until the
general propertie
this item are savg

Additional Prope,

Figure 9-17 J2C connection factory Cell scope

The J2C connection factories that are installed at the Cell scope are now
available to every node in the cell. The adapter is now displayed as being
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available at the cell level. See 9.4.1, “Configuring a local J2C connection factory
resource” on page 305, and 9.4.2, “Configuring a remote IMS J2C factory
resource” on page 310, for details about configuring J2C factories.

9.6 Application deployment

The JNDI name specified in the application (see JNDI name in Figure 9-19 on
page 317) needs to be resolved to a JNDI name of one of our J2C connection
factories during deployment.

During the installation of the Trader application, a pane (Figure 9-18) is
presented that lists the JNDI names found in the application. From the pull-down,
a list of available J2C connection factories is displayed. We selected the desired
factory and the desired modules. Click Apply.

Fap resource references to resoUrces

Each resource reference that is defined in your application must be mapped to a resource.

To set raultiple existing resource JNDI names:

1. Select one or more checkboxes in the table
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1. Select one or more checkboxes in the table
2. Select either 'none', 'default!, or 'custom login configuration'
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m if 'default’ iz selected:
a, select an authentication data entry from the dropdewn menu
b. Click Apply
m if'custom lagin confiquration’ is selected:
a, select a custom login configuration fram the dropdewn menu
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¢, To editthe properties of the custom login cenfiguration, click Mapping Properties in the table
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Figure 9-18 Mapping resource references to a J2C connection factory

316  WebSphere for z/OS V6 Connectivity Handbook



We then continued with the installation and successfully executed the
application.

Tip: You can modify the J2C connection factory later without re-installing the
application.

9.7 Implementing application security

Each application that accesses a J2C resource has a resource deployment
descriptor attribute called res-auth that determines the authentication behavior
when accessing the resource. There are two options:

» Container authentication

When container authentication is specified (Figure 9-19), the user ID and
password used on the connection are provided by the container. The user ID
and password combination is provided to the container by the J2C connection
factory in the Container-managed authentication alias entry in the
Configuration - General Properties pane of the J2C connection factory.

» Application authentication

When application authentication is specified, the user ID and password used
on the connection are provided explicitly by the application or by the J2C
connection factory in the Component-managed authentication alias entry in
the Configuration - General Properties pane of the J2C connection factory.

References
=L@ Trader N T
=) ResourceRef IMS Al
Drescription: \
Type: javax, resource, oo, ConnectionFackory -
Authertication: | Application -
sharing scope: | Shareable -
WebSphere Bindings ~
The fallowing are binding praperties for the WebSphere Application Server.
JMDT name: |eis,|’IMSRemote
o}
o]
o]
(] | |

Figure 9-19 EJB Deployment Editor - Authorization - Container

Chapter 9. Configuring J2C for IMS Connect 317



In this scenario, we wanted the application to provide the user ID and password.
Therefore, we changed the Authentication deployment descriptor from Container
to Application.

9.7.1 Connection properties

When the deployment descriptor is set to application-managed security,
additional parameters (user ID and password) must be present in application
connection requests to IMS. A J2C Java Bean by default does not provide
access to the parameters. To add these parameters to a J2C Java Bean, we
manually modified the J2C doclet tags (see Example 9-4) before the runTraderbl
method in the J2C Java Bean. When the J2C Java Bean is saved, the code
required to pass these parameters is automatically generated.

Example 9-4 Sample connection J2C doclet code

* @j2c.connectionSpec class="com.ibm.connector2.ims.ico.IMSConnectionSpec"

* @j2c.connectionSpec-property name="UserName" argumentBinding="ivuserid"

* @j2c.connectionSpec-property name="Password" argumentBinding="ivpassword" *
*@generated

The code that invokes the modified J2C Java Bean method (for example,
runTraderbl) must be modified to pass the user ID and password on each
invocation of the method as shown here:

outbuffer = proxy.runTrader(inbuffer,ivUserID,ivPassword);

Table 9-1 identifies the available connection properties that can be accessed
using doclet tags.

Table 9-1 ConnectionSpec properties

ConnectionSpec property name Java type
UserName string
Password string
GroupName string
ClientID string

9.7.2 Interaction properties

Interaction properties are not included by default in J2C Java Beans. The doclet
tags must be manually added to the J2C Java Bean (see Example 9-5 on
page 319) and when the class is saved, the required code is generated.
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Example 9-5 Sample interaction J2C doclet code

/**

* @j2c.interactionSpec
class="com.ibm.connector2.ims.ico.IMSInteractionSpec"

* @j2c.interactionSpec-property name ="CommitMode"
argumentBinding="ivcommit"

* @j2c.interactionSpec-property name ="SocketTimeout"
argumentBinding="ivT0"

* @generated

*/

Table 9-2 identifies the available interaction properties that can be accessed
using doclet tags.

Table 9-2 InteractionSpec properties

InteractionSpec property name Java type
AsyncOutputAvailable boolean
CommitMode int
ConvEnded boolean
ExecutionTimeout int
ImsRequestType int
InteractionVerb int
LtermName string
MapName string
PurgeAsyncOutput boolean
ReRoute boolean
ReRouteName String
SocketTimeout int

9.8 Implementing infrastructure security

Next we want to use SSL to protect our communications between WebSphere
and the remote IMS Connect server. For our test we used RACF as our
certificate authority (CA).

1. First, we created a RACF digital certificate for our ITSO IMS certificate
authority.
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Example 9-6 Generate an ITSO Certificate Authority (CA) certificate

racdcert certauth gencert subjectsdn(cn('ITSO IMS CertAuth') ou('ITSO') +
o('"IBM')) withlabel('ITSO IMS CertAuth') keyusage(certsign) +
notafter(date(2010/12/31)

2. We next created a RACF keyring (1) and a client certificate (2) signed by our
ITSO IMS CA certificate for the user ID associated with the IMS Connect task.
We then connected our client certificate (3) and the ITSO IMS CA certificate
(4) to this RACF keyring.

Note: The numbers between brackets associate to the numbers in
Example 9-7 on page 320.

Example 9-7 Create IMS Connect client keyring and client certificate

racdcert id(stc) addring(IMSConnectKeyring) !

racdcert id(stc) gencert subjectsdn(cn('IMSConnect') ou('ITSO') o('IBM')) +
withlabel (' IMSConnect') signwith(certauth label('ITSO IMS CertAuth')) 2
racdcert id(stc) connect(label('IMSConnect') ring(IMSConnectKeyring) default 3
racdcert id(stc) connect(Tabel('ITSO IMS CertAuth') ring(IMSConnectKeyring) +
certauth *

9.8.1 RACF keyrings
For RACF keyrings:

1. The client component is IMS Connector for Java or IC4J. IMS Connector for
Java V2.2.3 and later supports both JSSE keystores and RACF keyrings.
Initially, we wanted to use RACF, so we created a RACF keyring, as
described in 9.8, “Implementing infrastructure security” on page 319, (5) for
the user ID associated with the WebSphere servant region (ASSR1). We then
connected our ITSO IMS CA certificate (6) to this RACF keyring.

Restriction: RACF does not allow a user to use or access another user’s
private key. Therefore, the RACF keyring used in a WebSphere on z/OS
IMS J2C Connection factory must be owned by the servant’s identity.

Example 9-8 Create an IMS Keyring for WebSphere

racdcert id(assrl) addring(IC4JKeyring) °
racdcert id(assrl) connect(label(“ITSO IMS CertAuth’) ring(IC4JKeyring)
certauth) 6

2. Next, we wanted to enable mutual authentication between a WebSphere
client and an IMS Connect server. The first step was to generate a personal
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certificate for the client (7). We then connected this personal certificate to our
WebSphere client keyring (8).

Example 9-9 Create a Websphere personal certificate for IMS connectivity

racdcert id(assrl) gencert subjectsdn(cn('IMSConnectClient') ou('ITSO') +
o('"IBM')) withlabel(IC4JKeyring') signwith(certauth label('ITSO IMS +
CertAuth')) 7

racdcert id(assrl) connect(label('IC4JCTient') + ring(IC4JKeyring) default 8

3. Finally, we specified the IMS Connect for Java keyring in the
SSLKeyStoreName and SSLTrustStoreName custom properties in our IMS
J2C Connection factory; see Figure 9-20 on page 322.

Note: The format of the keystore name is Provider;keyring label;userid (with
each parameter separated by semicolons). The provider must be either
JCERACFKS for software SSL encryption or JCE4758RACFKS for hardware
SSL encryption. Any other value for the provider name indicates a JSSE
keystore rather than a RACF keyring.
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Figure 9-20 IMS J2C customer properties with RACF keyrings
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9.8.2 JSSE keyrings

For JSSE keyrings:

1. IMS Connector for Java also supports JSSE keyrings. When we used JSSE
keystores we needed to connect our ITSO IMS CA certificate to a JSSE
keyring. As described in 9.10, “Performance and availability” on page 330, we
exported (9) the ITSO IMS CA certificate and used the OPUT command (10)
to move the exported data set to OMVS. We then imported (11) the ITSO IMS
CA certificate into a new JSSE keystore. This CA certificate allows the
verification of client certificate provided by IMS Connect.

Example 9-10 Export ITSO IMS CA certificate and import into keystore

racdcert certauth export(label('ITSO IMS CertAuth')) dsn(itsoims.der) +
format (certder) ?

oput itsoims.der '/u/johnson/itsoims.der' binary convert(no) 10

keytool -import -v -trustcacerts -alias "ITSO Server CA" -file itsoims.der
-keystore jsse.jks 1!

Note: Importing the certificate created the keystore file. During the import
we were prompted for a password and we entered password.

2. We next wanted to enable mutual authentication between WebSphere and
IMS Connect. As shown in Figure 9-11, the first step is to generate (12) a
personal certificate for our JSSE keystore. We then created a certificate
request (13) using this personal certificate. We moved this request from
OMVS to an MVS™ data set. We next signed this personal certificate (14)
with our ITSO IMS CA certificate and exported (15) the signed certificate and
moved it to OMVS (16), where we imported the signed certificate (17) into our
JSSE keystore.

Example 9-11 Create personal certificate request and sign it with ITSO IMS CA

keytool -genkey -alias "WebSphere/IMS" -dname "cn=was, ou=ITSO, o=IBM"
-keystore jsse.jks -keyalg RSA 12

keytool -certreq -alias "WebSphere/IMS" -file certreq.arm -keystore jsse.jks 13
racdcert id(stc) gencert(certreq.arm) withlabel('WebSphere/IMS') +
signwith(certauth Tabel('ITSO IMS CertAuth')) notafter(date(2005/12/31) 1
rgcdcert id(stc) export(Tabel('WebSphere/IMS')) dsn(client.der) format(certder)
oput client.der '/u/johnson/client.der' binary convert(no) 1°

?fytool -import -v -alias "WebSphere/IMS" -file client.der -keystore jsse.jks
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Note: In order to move the certificate request from in the correct code
page, we had to FTP the file to Windows in binary format and then FTP the
file to MVS to a VB dataset in ASCII format.

3. Finally, we added a new IMS J2C Connection factory to WebSphere (see
Figure 9-21 on page 325) and verified that we were not able to connect from
WebSphere to IMS Connect unless the proper client and CA certificates were
present in the IMS Connect keyring and the IMS Connector for Java keystore.
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Figure 9-21 IMS J2C SSL custom properties for JSSE keystores

9.8.3 IMS Connect and SSL

Enabling SSL in IMS Connect required configuration changes. We added
SSLPORT and SSLENVAR to the IMS Connect parameters (see Example 9-12
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on page 326) and specified our IMS Connect keyring and certificate label (see
Example 9-13) as our SSL parameters.

Example 9-12 IMS Connect parameters

HWS (ID=IMSACONN,RACF=N,XIBAREA=20,RRS=Y)

TCPIP (HOSTNAME=TCPIP,PORTID=(6001,LOCAL),MAXSOC=2000,TIMEOUT=3000,
SSLPORT=(6003) , SSLENVAR=HWSSSL)

DATASTORE (ID=IMSA,GROUP=IMSAEXCF,MEMBER=HWS910A, TMEMBER=SCSIMS9A)

Example 9-13 IMS Connect SSL parameters

DEBUG_SSL=0N
GSK_CLIENT_AUTH_TYPE=GSK_CLIENT_AUTH_FULL_TYPE
GSK_SESSION_TYPE=GSK_SERVER_SESSION_WITH_CL_AUTH
#GSK_SESSION_TYPE=GSK_SERVER_SESSION
GSK_PROTOCOL_SSLV2=GSK_PROTOCOL_SSLV2_ON
GSK_PROTOCOL_SSLV3=GSK_PROTOCOL_SSLV3_ON
GSK_PROTOCOL_TLSV1=GSK_PROTOCOL_TLSV1_ON
GSK_KEYRING_FILE=IMSConnectKeyring
GSK_KEYRING_PW=

GSK_KEYRING_STASH_FILE=
GSK_KEYRING_LABEL=IMSConnect

GSK_V2_CIPHER SPECS=6321
GSK_V3_CIPHER_SPECS=0906030201

For more information regarding SSLENVAR parameters see IMS V9 Connect
Guide and Reference, SC18-9287-01.

9.9 Configuration automation using Jython scripts

We also used Jython scripts to automate the installation of the IMS Connect
resource adapter and the configuration of J2C connection factories.

The Jython script in Figure 9-14 was used to install the IMS Connect Resource
Adapter. We invoked the script using the wsadmin command in a batch
environment using the JCL in Example 9-15 on page 327.

Example 9-14 Install an IMS Resource Adapter using wsadmin commands

it dddadgsssddddstsssaddsdssssasddsdsssadiddtsssasdasdsaadind
# Jython script to install an IMS Connect Resource Adapter

HH#EF AR A R R
# IMS HFS directory prefix

imsconnPrefix = '/usr/1pp/IMSIC0/J2C/"

# Additional classpath jar(s) - Optional

ClassPathdar = "'
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# Resource Adapter Name

rarName = "IMS Connect 2.2"

symparmName = ['value',rarName]

attrs = [symparmName]

# Full path to rar file

rarFile = imsconnPrefix + 'imsico.rar'

# Resource Adapter options

options = "-rar.name '" + rarName + "' -rar.classpath " + ClassPathJar
raOptions = '[' + options + ']'

# Access system property for Tine separator
import java.lang.System as sys
lineSeparator = sys.getProperty('line.separator')

# Build 1ist of Cell names
cells = AdminConfig.list('Cel1').split(1ineSeparator)
for cell in cells:
nodes = AdminConfig.list('Node',cell).split(1ineSeparator)
for node in nodes:
nodeName = AdminConfig.showAttribute(node, 'name')
if nodeName != 'NetworkManager':
print "Installing IMS Connect Resource Adapter " + rarName + " in Node " + nodeName +
" from " + rarFile
ra = AdminConfig.installResourceAdapter(rarFile,nodeName,options)

print "Saving Configuration Changes"
AdminConfig.save()

Example 9-15 JCL used to invoke the wsadmin command

//*********************************************************

//* STEP 1 - Invoke wsadmin
//*********************************************************
//WSADMIN EXEC PGM=IKJEFTO1,REGION=0M
//STDENV DD *
_CBCONFIG=/WebSphereAL6/V6R0/BS06
_ASDIR=AppServer
/*
//SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
BPXBATCH SH +
$_CBCONFIG+
/$_ASDIR+
/bin/wsadmin.sh -conntype RMI -port 61809 -lang jython +
-user JOHNSON -password password +
-f /u/johnson/jacl/imsj2c.jython +
1> /tmp/imsrar.out +
2> /tmp/imsrar.err
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*
;/********************************************************************/
//* STEP 2 Copy - Copy script output back to joblog */
//‘k*‘k‘k*‘k‘k‘k*‘k‘k*‘k‘k‘k*‘k‘k‘k*‘k‘k*‘k‘k‘k*‘k‘k‘k*‘k‘k*‘k‘k**‘k‘k‘k‘k***‘k***‘k**‘k*‘k*‘k***‘k‘k*‘k*‘k**/
//SYSOUT EXEC PGM=IKJEFTO1,DYNAMNBR=300
//SYSTSPRT DD SYSOUT=*

//JACLOUT DD PATH='/tmp/imsrar.out'

//JACLERR DD PATH='/tmp/imsrar.err'

//STDOUT DD SYSOUT=*,DCB=(LRECL=1000,RECFM=V)
//SYSPRINT DD SYSOUT=*

//SYSTSIN DD *

0COPY INDD(JACLERR) OUTDD(STDOUT)

0COPY INDD(JACLOUT) OUTDD(STDOUT)

We also used Jython scripts to configure our IMS J2C connection factories. The
Jyton code in Example 9-16 is a representation of the code we used. The
complete scripts for installing an IMS resource adapter and configuring IMS J2C
connection factories is provided with the additional materials.

Example 9-16 Installing a local IMS J2C Connection factory

igdgdsdddsddddddddddsdsdsdsdadadsddddddsdddsdgdgdsdsdadaddddtdddzdzddsdaddadd
# Jython script to install an IMS J2C connection factories
ifdgdadsdsdsdssdsdsdadsdsdsdsdadadsdsdadpdgsdadstadadadsdsdgdpdadpadaddtsdadisd
IMSCONN_RA = "IMS Connect 2.2"
lgdgdsdadadddaddddddsdddddsdadadsdsdsdadadsddddaadsdsdgdgdsdadadadadddadaddd
# IMS J2C Connection Factory Custom Properties

IMSCONNECTNAME = ['value','IMSACONN']

DATASTORENAME = ['value','IMSA']

HOSTNAME = ['value', 'wtsc48.itso.ibm.com']
TCPPORT = ['value',6001]
TRACE = ['value',3]

# Access system property for Tine separator
import java.lang.System as sys
lineSeparator = sys.getProperty('line.separator')

# Build 1ist of Cell names
cells = AdminConfig.list('Cel1').split(lineSeparator)for cell in cells:
nodes = AdminConfig.list('Node',cell).split(1ineSeparator)
for node in nodes:
nodeName = AdminConfig.showAttribute(node, 'name')
cellName = AdminConfig.showAttribute(cell, 'name')
if nodeName != 'NetworkManager':

# Retrieve the IMS Connect Resource Adapter

getID = "/Cell:"+ cellName + "/Node:" + nodeName +
"/J2CResourceAdapter:" +  IMSCONN_RA + "/"
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ra = AdminConfig.getid(getID)

tagddd s dddsdddsssddssdddsdddsdddssddsaaddssddsadddaaddasddaaaddadaaaddad
print "Creating a Local IMS J2C Connection Factory in " + nodeName

name_attr = ['name','IMSLocal']

jndi_attr = ['jndiName','eis/IMSLocal']

attrs = [name_attr,jndi_attr]

# Create a Connection Factory
cf = AdminConfig.create('J2CConnectionFactory',ra,attrs)

# Parse the J2C factory's custom properties and set values
propSet = AdminConfig.showAttribute(cf, 'propertySet')
rpsList = AdminConfig.showAttribute(propSet, 'resourceProperties')
# Strip off the first and last bracket and split into an array
rps = rpsList[l:Ten(rpsList)-1].spTit(" ")
for rp in rps:
name = AdminConfig.showAttribute(rp, 'name');
if name == 'IMSConnectName':
AdminConfig.modify(rp, [IMSCONNECTNAME])
if name == 'DataStoreName':
AdminConfig.modify(rp, [DATASTORENAME] )
if name == 'Tracelevel':
AdminConfig.modify(rp, [TRACE])

print "Saving Configuration Changes"
AdminConfig.save()

The table below identifies the IMS J2C connection factory properties that could
be configured using this same technique.

Table 9-3 IMS J2C connection factory properties

IMS J2C factory property name Type
IMSConnectName String
HostName String
PortNumber Integer
DataStoreName String
SSLEnabled Boolean
SSLEncryptionType String
SSLKeyStoreName String
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IMS J2C factory property name Type
SSLKeyStorePassword String
SSLTrustStoreName String
SSLTrustStorePassword String
CMoODedicated Boolean
UserName String
Password String
TracelLevel Integer
TransactionResourceRegistration String
MFXSXMIRepositorylD String
MFSXMIRepositoryURI String

9.10 Performance and availability
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A local connection provides better performance than a remote connection since
no network-related overhead is involved in processing a request. The implication
is that a local connection has a single point of failure if the local IMS Connect
task region is not available.

Use of a remote connection along with usage of Sysplex Distributor provides a
solution for this single point-of-failure problem, as illustrated in Figure 9-22 on
page 331. This is possible when an IMS connection factory is configured to
access the IMS Connect task using a Dynamic Virtual IP Address (DVIPA) and
sysplex distributor is used to select which IMS Connect task is assigned the
request.

In the event of a failure of the logical partition (LPAR) or the IMS Connect task,
Sysplex Distributor automatically selects an alternate LPAR and IMS Connect
task. Another advantage of this configuration is that Sysplex Distributor uses
Workload Manager performance data and its own algorithms to select which IMS
Connect in the sysplex is best suited to service a request.

On the other hand, two-phase commit is not handled by this configuration in case
of a communication failure. In the event of a communication failure during a
two-phase commit transaction, sysplex distributor may route the recovery
transaction to a different IMS Connect that causes problems, because the
original IMS Connect knows about the transaction and not the newly accessed
one.
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For more details about architectural options, see WebSphere for z/0OS

Connectivity Architectural Choices, SG24-6365.

« Sysplex Distributor introduced for failover and load balancing
» Security with Authentication Alias
» Commit mode 1 and synch level=None transactions only

mVS'l RACF RRS \
WebSphere
Application Server IMS IMS1
Connect XCF
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S / TCP/IP
D D 7\ \
WebSphere \ / \
Application Server | IMS IMS2
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QAVS 5 RACF /
SYSPLEX

Figure 9-22 IMS Connect remote high availability option

9.11 Problem determination

To perform problem determination, we recommend that you enable the following

WebSphere traces, as shown in Figure 9-23 on page 332:

» com.ibm.gjs.j2c.*=all=enabled
» com.ibm.connector2.*=all=enabled

You must set the trace level in the J2C connection factory customer property to

3.
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Change Log Detail Levels
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the Diagnostic Trace Service, Log avents that are at Detail Level or sbove can be viewed
in the SysternOut log, TBM Service Log (when enabled), or the Diagnastic Trace Service
(when enabled).

*=infa: com.ibm.ejs.j2c.*=all: com.ibr.connectarz *=all |:|

Figure 9-23 Diagnostic traces

9.11.1 Common errors

332

Common errors are:

>

ICO0079E:com.ibm.connector2.ims.ico.IMSTCPIPManagedConnection @ 3b1bf
125.getOutputData (InteractionSpec) error. IMS returned DFS™ message:
DFS064 08:31:04 DESTINATION CAN NOT BE FOUND OR CREATED

— Explanation: The first eight characters of the input are not recognized as a
valid transaction, logical terminal name, or command.

— Usual cause: The transaction name specified in the input request is not
recognized by the target IMS system.

ICO0001E:com.ibm.connector2.ims.ico.IMSTCPIPManagedConnection @ d6fd9
46.processOutputOTMAMsg(byte [], InteractionSpec, Record) error. IMS
Connect returned error: RETCODE=[8], REASONCODE=[SECFNPUI]
Security failure; no password and no user ID.

— Explanation: The application descriptor specifies res-auth Application but
the application did not provide a user ID or password.

— Solution: Consider changing res-auth to Container.

ICO0003E:com.ibm.connector2.ims.ico.IMSTCPIPManagedConnection @5072
da31.connect() error. Failed to connect to host [p390.raleigh.ibm.com], port
[4000]. [java.net.ConnectException: Connection refused: connect]

— Explanation: The IMS Connect task on the specified host is not accepting
the connection request.

— Solution: Verify that the IMS Connect task is active on the target host
system and is listening on the specified port.

ICO0064E:com.ibm.connector2.ims.ico.IMSLocalOptionManagedConnection @
12d18e56.processSubject(javax.security .auth.Subject aSubject) error.
Invalid security credential
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— Explanation: IMS Connect was unable to validate the user ID and
password passed on the request with the external security manager.

— Solution: An invalid user ID, password, or both was provided.

9.11.2 IMS Connect authorization and authentication support

IMS J2C connection factories support the assignment of the current thread
identifier as the owner of a connection for authentication purposes when global
security is enabled. Thread identity assignment is performed when the following
conditions are met:

» Container-managed resource authority (res-auth=Container) is specified in
the application deployment descriptors.

» The J2C connection factory uses a local connection (no TCP/IP) and no
Container-managed authentication alias is specified.

The flow charts shown in Figure 9-24 on page 334 and Figure 9-25 on page 335
identify where the user ID and password used to access IMS are obtained when
the deployment descriptor specifies Application (Figure 9-24 on page 334) or
Container (Figure 9-25 on page 335).
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Figure 9-24 Application resource management (res-auth=Application)
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Figure 9-25 Container resource management (res-auth=Container)

9.12 Transaction management

If IMS is accessed via a local connector, WebSphere for z/OS works directly with
Resource Recovery Services (RRS) and manages the two-phase commit (2PC)

for IMS requests and resources.

If IMS is accessed via a remote connector (even on the same LPAR), IMS
Connect manages the 2PC processing for IMS request and resources.
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Note: During two-phase commit processing, RRS may communicate with
other resource managers on the same LPAR (DB2, CICS, etc.) as necessary
to preserve transactional integrity.
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10

Introduction to Web services

This chapter focuses on some of the architectural concepts that need to be
considered on a Web services project. We define and discuss Service-Oriented
Architecture (SOA) and the relationship between SOAs and Web services.

We then take a closer look at Web services, a technology that enables you to
invoke applications using Internet protocols and standards. The technology is
called Web services because it integrates services (applications) using Web
technologies (the Internet and its standards).
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10.1 Introduction

There is a strong trend for companies to integrate existing systems to implement
IT support for business processes that cover the entire business cycle. Today,
interactions already exist using a variety of schemes that range from very rigid
point-to-point Electronic Data Interchange (EDI) interactions to open Web
auctions. Many companies have already made some of their IT systems
available to all of their divisions and departments, or even their customers or
partners on the Web. However, techniques for collaboration vary from one case
to another and are thus proprietary solutions; systems often collaborate without
any vision or architecture.

Thus, there is an increasing demand for technologies that support the connecting
or sharing of resources and data in a very flexible and standardized manner.
Because technologies and implementations vary across companies and even
within divisions or departments, unified business processes could not be
smoothly supported by technology. Integration has been developed only
between units that are already aware of each other and that use the same static
applications.

Furthermore, there is a need to further structure large applications into building
blocks in order to use well-defined components within different business
processes. A shift towards a service-oriented approach will not only standardize
interaction, but also allows for more flexibility in the process. The complete value
chain within a company is divided into small modular functional units, or services.
A service-oriented architecture thus has to focus on how services are described
and organized to support their dynamic, automated discovery and use.

Companies and their sub-units should be able to easily provide services. Other
business units can use these services in order to implement their business
processes. This integration can be ideally performed during the runtime of the
system, not just at the design time.

10.2 Service-Oriented Architecture

338

This section is a short introduction to a Service-Oriented Architecture, its key
concepts, and requirements. It should be observed that the presented
architecture makes no statements about the infrastructure or protocols it uses.
Therefore, the Service-Oriented Architecture can be implemented not only using
Web technologies.

A Service-Oriented Architecture consists of three basic components:

» Service provider
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» Service broker
» Service requestor

However, each component can also act as one of the two other components. For
instance, if a service provider needs more information that it can only acquire
from some other service, it acts as a service requestor while still serving the
original request. Figure 10-1 shows the operations each component can perform.

Service
Broker

Publish Discover

Service

Service
Provider

Requester

Request / Response

Figure 10-1 Web services components and operations

The components are:

» The service provider creates a Web service and possibly publishes its
interface and access information to the service broker.

» The service broker (also known as service registry) is responsible for making
the Web service interface and implementation access information available to
any potential service requestor.

» The service requestor binds to the service provider in order to invoke one of
its Web services, having optionally located entries in the broker registry using
various find operations.
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10.2.1 Characteristics

The presented Service-Oriented Architecture employs a loose coupling between
the participants. Such a loose coupling provides greater flexibility:

>

In this architecture, a client is not coupled to a server, but to a service. Thus,
the integration of the server to use takes place outside of the scope of the
client application programs.

Old and new functional blocks are encapsulated into components that work
as services.

Functional components and their interfaces are separated. Therefore, new
interfaces can be plugged in more easily.

Within complex applications, the control of business processes can be
isolated. A business rule engine can be incorporated to control the workflow
of a defined business process. Depending on the state of the workflow, the
engine calls the respective services.

10.2.2 Web services verses Service-Oriented Architectures
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The Service-Oriented Architecture has been used under various guises for many
years. It can and has been implemented using a number of different distributed
computing technology, such as CORBA or messaging middleware. The
effectiveness of service-oriented architectures in the past has always been
limited by the ability of the underlying technology to interoperate across the
enterprise.

Web services technology is an ideal technology choice for implementing a
Service-Oriented Architecture:

»

Web services are standards based. Interoperability is a key business
advantage within the enterprise and is crucial in B2B scenarios.

Web services are widely supported across the industry. For the very first time,
all major vendors are recognizing and providing support for Web services.

Web services are platform and language agnostic—there is no bias for or
against a particular hardware or software platform. Web services can be
implemented in any programming language or toolset. This is important
because there will be continued industry support for the development of
standards and interoperability between vendor implementations.

This technology provides a migration path to gradually enable existing
business functions as Web services are needed.

This technology supports synchronous and asynchronous, RPC-based, and
complex message-oriented exchange patterns.
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Conversely, there are many Web services implementations that are not a
Service-Oriented Architecture. For example, the use of Web services to connect
two heterogeneous systems directly together is not a SOA. These uses of Web
services solve real problems and provide significant value on their own. They
may form the starting point of an SOA.

In general, an SOA has to be implemented at an enterprise or organizational
level in order to harvest many of the benefits.

For more information about the relationship between Web services and
Service-Oriented Architectures, or the application of IBM Patterns for e-business
to a Web services project, refer to Patterns: Service-Oriented Architecture and
Web Services, SG24-6303.

10.3 Web services

If we had to describe Web services using just one sentence, we would use the
following:

Web services are self-contained, modular applications that can be described,
published, located, and invoked over a network.

Web services perform encapsulated business functions, ranging from simple
request-reply to full business process interactions. These services can be new
applications or just wrapped around existing business functions to make them
network-enabled. Services can rely on other services to achieve their goals.

The W3C Services Architecture Working Group defines a Web service as
follows:

A Web service is a software system designed to support interoperable
machine-to-machine interaction over a network. It has an interface described
in a machine-processable format (specifically, WSDL). Other systems interact
with the Web service in a manner prescribed by its description using SOAP
messages, ypically conveyed using HTTP with an XML serialization in
conjunction with other Web-related standards.

It is important to note from this definition that a Web service is not constrained to
use SOAP over HTTP/S as the transport mechanism. Web services are equally
as at home in the messaging world.

10.3.1 Properties of a Web service

All Web services share the following properties:
» Web services are self-contained.
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On the client side, no additional software is required. A programming
language with XML and HTTP client support is enough to get you started. On
the server side, only an HTTP server and a SOAP server are required.

Web services are self-describing.

Using WSDL, all the information required to implement a Web service as a
provider or invoke a Web service as a requester is provided.

Web services can be published, located, and invoked across the Web.

This technology uses established lightweight Internet standards such as
HTTP. It leverages the existing infrastructure.

Web services are modular.

Simple Web services can be aggregated to more complex ones, either using
workflow techniques or by calling lower-layer Web services from a Web
service implementation. Web services can be chained together to perform
higher-level business functions. This shortens development time and enables
best-of-breed implementations.

Web services are language-independent and interoperable.

The client and server can be implemented in different environments.
Theoretically, any language can be used to implement Web service clients
and servers.

Web services are inherently open and standard-based.

XML and HTTP are the major technical foundation for Web services. A large
part of the Web service technology has been built using open-source
projects. Therefore, vendor independence and interoperability are realistic
goals.

Web services are loosely coupled.

Traditionally, application design has depended on tight interconnections at
both ends. Web services require a simpler level of coordination that allows a
more flexible reconfiguration for an integration of the services in question.

Web services provide programmatic access.

The approach provides no graphical user interface; it operates at the code
level. Service consumers have to know the interfaces to Web services but do
not have to know the implementation details of services.

Web services provide the ability to wrap existing applications.

Already existing stand-alone applications can easily be integrated into the
service-oriented architecture by implementing a Web service as an interface.
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10.3.2 Core standards

The following are the core technologies used for Web services. These
technologies are covered in detail in the subsequent chapters.

SOAP: Simple Object Access Protocol

This standard provides the definition of the structured and typed XML-based
information that is exchanged between parties in a distributed environment.
SOAP messages are self-contained and describe the structure and type of the
information they carry within the message. This allows for very flexible solutions.

Each SOAP message consists of an envelope that contains an arbitrary number
of headers and one body that carries the payload. SOAP messages might
contain exceptions to report failures or unexpected conditions.

Even though SOAP implements a stateless, one-way paradigm, it can be used to
implement more complex paradigms such as request/response and
solicit/response.

As of this writing, SOAP Version 1.2 is available though SOAP Version 1.1 and is
still the recommended standard for interoperability. For more information, refer
to:

http://www.w3.0rg/2000/xp/Group/

WSDL: Web Services Description Language

This standard describes Web services as abstract service endpoints that operate
on messages. Both the operations and the messages are defined in an abstract
manner, while the actual protocol used to carry the message and the endpoint’s
address are concrete.

WSDL is not bound to any particular protocol or network service. It can be
extended to support many different message formats and network protocols.
However, because Web services are mainly implemented using SOAP and
HTTP, the corresponding bindings are part of this standard.

As of this writing, WSDL 1.1 is in use and WSDL 2.0 is a working draft. For more
information, refer to:
http://www.w3.org/TR/wsd1

XML

XML is the foundation of Web services and is not described in this document, but
you can find more information about XML at:

http://www.w3.org/XML/
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UDDI: Universal Description, Discovery, and Integration

The Universal Description, Discovery, and Integration standard defines means to
publish and to discover Web services. Of the three Web services standards, this
is the least important one, because one can also implement and deploy Web
services without UDDI. However, in certain situations, UDDI can be useful.

As of this writing, UDDI Version 3.0 has been finalized, but UDDI Version 2.0 is
still more commonly used. For more information, refer to:

http://www.uddi.org/
http://www.oasis-open.org/specs/index.php#wssvl.0

10.3.3 Additional standards
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Figure 10-2 attempts to provide a snapshot of the rapidly changing landscape of
Web services-related standards and specifications. It is not intended to be a
strictly correct stack diagram—it just attempts to show the various standards
efforts in terms of the general category to which they belong.

Business Process Execution Language (BPEL)
. WS-Reliable
WS-Coordination Messaging
WS-Security Quality

S family of s
specifications Riienvics
WS-Distributed
WS-Transactions Management
JAN
pun
wsDL WS-Policy UDDI peacipton
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SOAP, SOAP Attachments
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) Other services and Encoding
XML, XML Infoset
L s ]

Figure 10-2 Web services standards

Given the current momentum behind Web services and the pace at which
standards are evolving, it is also useful to refer to an online compilation of Web
services standards. An online compilation is available on the IBM
developerWorks® Web site at:

http://www.ibm.com/developerworks/views/webservices/standards.jsp
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Of particular interest to those developing Web services in CICS are:

» WS-AtomicTransaction
» WS-Security

WS-AtomicTransaction (WS-AT)

The WS-AtomicTransaction specification describes the atomic transaction
coordination type that is based on the WS-Coordination framework. It defines an
atomic transaction context and its usage. This specification supersedes the
WS-Transaction specification. More information can be found at:

http://www.ibm.com/developerworks/Tibrary/specification/ws-tx/

WS-Security

The WS-Security specification describes extensions to SOAP that allow for
quality of protection of SOAP messages. This includes, but is not limited to,
message authentication, message integrity, and message confidentiality. The
specified mechanisms can be used to accommodate a wide variety of security
models and encryption technologies. It also provides a general-purpose
mechanism for associating security tokens with message content.

The WS-Security 1.0 standard was published in March 2004. The standard also
includes the UsernameToken profile and X.509 Certificate Token profile.
Additional token profiles for REL and SAML are currently published as
Committee Drafts. For additional information refer to:

http://www.oasis-open.org/specs/index.php#wssvl.0
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss

10.4 Simple Open Access Protocol (SOAP)

In this section we introduce SOAP, the specification covering the exchange of
XML-based messages between the three main actors in the Service-Oriented
Architecture (SOA).

10.4.1 Overview

SOAP is a specification for the exchange of structured information in a
decentralized, distributed environment. As such, it represents the main way of
communication between the three main actors in SOA: The service provider,
service requestor, and service broker. The main goal of its design is to be simple
and extensible. Originally proposed by Microsoft®, it is now submitted to W3C as
the basis of the XML Protocol Working Group by several companies, including
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IBM. At the time of writing of this book, the current standard is 1.2. You can get
more details at:

http://www.w3.org/TR/SOAP

Because SOAP 1.2 is not included in WS-I interoperability Basic Profile 1.0
(WS-1 BP 1.0), most Web service runtimes still support and recommend using
SOAP 1.1. CICS and WebSphere, for example, have support for both SOAP 1.1
and SOAP 1.2. In this section we mainly discuss SOAP 1.1.

SOAP is an XML-based protocol that consists of three parts: An envelope that
defines a framework for describing message content and process instructions, a
set of encoding rules for expressing instances of application-defined data types,
and a convention for representing remote procedure calls and responses.

SOAP is, in principle, transport protocol-independent and can, therefore,
potentially be used in combination with a variety of protocols such as HTTP,
JMS, SMTP, or FTP. Right now, the most common way of exchanging SOAP
messages is through HTTP, which is also the only protocol defined in WS-I Basic
Profile 1.0.

The way SOAP applications communicate when exchanging messages is often
referred to as the Message Exchange Pattern (MEP). The communication can be
either one-way messaging, where the SOAP message only goes in one
direction, or two-way messaging, where the receiver is expected to send back a

reply.

Due to the characteristics of SOAP, it does not matter what technology is used to
implement the client, as long as the client can issue XML messages. Similarly,
the service can be implemented in any language, as long as it can process XML
messages. Also, both the server and client sides can reside on any suitable
platform.

10.4.2 The three pillars of SOAP
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This section discusses the key aspects of XML-based message exchange.

Overall message format: Envelope with header and body

A SOAP message is an envelope containing zero or more headers and exactly
one body:

» The envelope is the top element of the XML document, providing a container
for control information, the addressee of a message, and the message itself.

» Headers contain control information, such as quality of service attributes.
» The body contains the message identification and its parameters.
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Both the headers and the body are child elements of the envelope.

<Envelope>
<Header>
<actor>http:// ...org/soap/actor/next</actor>
Header <TranID nustUnderstand=>1”>ABCD</TranID>
[0..n] </Header>
<Body>
<dispachOrderRequest>
Body <itemRefNumber>0010</1itemReferenceNumber>
M <quantityRequired>1</quantityRequired>
<customerID>CBl</customerID>
<chargeDepartment>ITS0</chargeDepartment>
</dispatchOrderRequest>
</Body>
</Envelope>

Envelope

Figure 10-3 Example of a simplified SOAP message

Figure 10-3 shows a simplified SOAP request message based on our catalog
application:

» The header tells who and how to deal with the message. The actor next (or
omitted actor) is the default actor and declares the receiver as the server who
has to do what the body says. Furthermore, the server must understand and
process the application-defined <TranID> tag.

» The body tells what has do be done: Dispatch an order for quantityRequired 1
of itemRefNumber 0010 to customerlD CB1 in chargeDepartment ITSO.

10.4.3 SOAP elements

In this section we discuss SOAP elements.

Namespaces

The use of namespaces plays an important role in SOAP message. A namespace
is simply a way of adding a unique qualifier to an element name to ensure it is
unique.

For example, we may have a message that contains an element <customers.
Customers are fairly common, so it is very likely that many Web services will
have a customer element. To ensure we know what customer we are talking

about we declare a namespace for it, for example, as follows:

xmins:itso="http://itso.ibm.com/CICS/catalogApplication
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This identifies the prefix itso with the declared namespace. Then whenever we
reference the element <customer> we prefix it with the namespace as follows:
<itso:customer>. This identifies it uniquely as a customer type for our application.
Namespaces can be defined as any unique string. They are often defined as
URLs, as URLs are generally globally unique. These URLs do not have to
physically exist though.

The WS-I Basic Profile 1.0 requires that all application-specific elements in the
body must be namespace qualified to avoid name collision.

Table 10-1 shows the namespaces of SOAP and WS-I Basic Profile 1.0 used in
this book.

Table 10-1 SOAP namespaces

Namespace URI Explanation
http://schemas.xmlsoap.org/soap/envelope/ SOAP 1.1 envelope
namespace
http://schemas.xmlsoap.org/soap/encoding/ SOAP 1.1 encoding
namespace
http://www.w3.0rg/2001/XMLSchema-instance Schema instance
namespace
http://www.w3.0rg/2001/XMLSchema XML Schema namespace
http://schemas.xmlsoap.org/wsdl WSDL namespace for
WSDL framework
http://schemas.xmlsoap.org/wsdl/soap WSDL namespace for
WSDL SOAP binding
http://ws-i.org/schemas/conformanceClaim/ WS-| Basic Profile
SOAP envelope

The envelope is the top element of the XML document representing the message
with the following structure:

<SOAP-ENV:Envelope .... >
<SOAP-ENV:Header>
<SOAP-ENV:HeaderEntry.... />
</SOAP-ENV:Header>
<SOAP-ENV:Body>
[message payload]
</SOAP-ENV :Body>
</SOAP-ENV:Envelope>
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In general, a SOAP message is a (possibly empty) set of headers plus one body.
The SOAP envelope also defines the namespace for structuring messages. The
entire SOAP message (headers and body) is wrapped in this envelope.

Headers

Headers are a generic and flexible mechanism for extending a SOAP message in
a decentralized and modular way without prior agreement between the parties
involved. They allow control information to pass to the receiving SOAP server
and also provide extensibility for message structures.

Headers are optional elements in the envelope. If present, the element must be
the first immediate child element of a SOAP envelope element. All immediate
child elements of the header element are called header entries.

There is a predefined header attribute called SOAP-ENV:mustUnderstand. The
value of the mustUnderstand attribute is either 1 or 0. The absence of the SOAP
mustUnderstand attribute is semantically equivalent to the value 0.

If it is present in a header element and set to 1, the service provider must
implement the semantics defined by the element:

<Header>
<thens:TranID nustUnderstand="1”>ABCD</thens:TranID>
</Header>

In the example, the header element specifies that a service invocation must fail if
the service provider does not support the ability to run the TranlD header.

A SOAP intermediary is an application that is capable of both receiving and
forwarding SOAP messages on their way to the final destination. In realistic
situations, not all parts of a SOAP message may be intended for the ultimate
destination of the SOAP message, but, instead, may be intended for one or more
of the intermediaries on the message path. Therefore, a second predefined
header attribute, SOAP-ENV:actor, is used to identify the recipient of the header
information. In SOAP 1.2 the actor attribute is renamed SOAP-ENV:role. The
value of the SOAP actor attribute is the URI of the mediator, which is also the
final destination of the particular header element (the mediator does not forward
the header).

If the actor is omitted or set to the predefined default value, the header is for the
actual recipient and the actual recipient is also the final destination of the
message (body). The predefine value is:

http://schemas.xmlsoap.org/soap/actor/next

Chapter 10. Introduction to Web services 349



350

If a node on the message path does not recognize a mustUnderstand header
and the node plays the role specified by the actor attribute, the node must
generate a SOAP MustUnderstand fault. Whether the fault is sent back to the
sender depends on the message exchange pattern in use. For request/response,
the WS-1 BP 1.0 requires the fault to be sent back to the sender. Also, according
to WS-I BP 1.0, the receiver node must discontinue normal processing of the
SOAP message after generating the fault message.

Headers can also carry authentication data, digital signatures, encryption
information, and transactional settings.

Headers can also carry client-specific or project-specific controls and extensions
to the protocol; the definition of headers is not just up to standard bodies.

Note: The header must not include service instructions (that would be used by
the service implementation).

Body

The SOAP body element provides a mechanism for exchanging information
intended for the ultimate recipient of the message. The body element is encoded
as an immediate child element of the SOAP envelope element. If a header
element is present, then the body element must immediately follow the header
element. Otherwise it must be the first immediate child element of the envelope
element.

All immediate child elements of the body element are called body entries, and
each body entry is encoded as an independent element within the SOAP body
element. In the most simple case, the body of a basic SOAP message consists of
an XML message as defined by the schema in the types section of the WSDL
document. It is legal to have any valid XML as the body of the SOAP message,
but WS-I conformance requires that the elements be namespace qualified.

Error handling

One area where there are significant differences between the SOAP 1.1 and 1.2
specifications is in the handling of errors. Here we will focus on the SOAP 1.1
specification for error handling.
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SOAP itself predefines one body element, which is the fault element used for
reporting errors. If present, the fault element must appear as a body entry and
must not appear more than once within a body element. The fields of the fault
element are defined as follows:

» faultcode is a code that indicates the type of the fault. SOAP defines a small
set of SOAP fault codes covering basic SOAP faults:

— soapenv:Client, indicating incorrectly formatted messages
— soapenv:Server, for delivery problems

— soapenv:VersionMismatch, which can report any invalid namespaces for
envelope element

— soapenv:MustUnderstand, for errors regarding the processing of header
content

» faultstring is a human-readable description of the fault. It must be presentin a
fault element.

» faultactor is an optional field that indicates the URI of the source of the fault.
It is similar to the SOAP actor attribute, but instead of indicating the
destination of the header entry, it indicates the source of the fault. The value
of the faultactor attribute is a URI identifying the source that caused the error.
Applications that do not act as the ultimate destination of the SOAP message
must include the faultactor element in a SOAP fault element.

» detail is an application-specific field that contains detailed information about
the fault. It must not be used to carry information about errors belonging to
header entries. Therefore, the absence of the detail element in the fault
element indicates that the fault is not related to the processing of the body
element (the actual message).

For example, a soapenv:Server fault message is returned if the service
implementation throws a SOAPException. The exception text is transmitted in
the faultstring field.

Although SOAP 1.1 permits the use of custom-defined faultcodes, WS-I Basic
Profile only permits the use of the four codes defined in SOAP 1.1.

Communication styles

SOAP supports two different communication styles:

Document Also known as message-oriented style, this is a very flexible
communication style that provides the best interoperability. The

message body is any legal XML as defined in the types section
of the WSDL document.
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RPC The remote procedure call is a synchronous invocation of an
operation returning a result, conceptually similar to other RPCs.

Encodings

In distributed computing environments, encodings define how data values
defined in the application can be translated to and from a protocol format. We
refer to these translation steps as serialization and deserialization, or,
synonymously, marshalling and unmarshalling.

When implementing a Web service, we have to choose one of the tools and
programming or scripting languages that support the Web services model.
However, the protocol format for Web services is XML, which is independent of
the programming language. Thus, SOAP encodings tell the SOAP runtime
environment how to translate from data structures constructed in a specific
programming language into SOAP XML and vice versa.

The following encodings are defined:

SOAP encoding The SOAP encoding enables marshalling/unmarshalling of
values of data types from the SOAP data model. This
encoding is defined in the SOAP 1.1 standard.

Literal The literal encoding is a simple XML message that does not
carry encoding information. Usually, an XML Schema
describes the format and data types of the XML message.

Messaging modes

The two communication styles (RPC, document) and two common encodings
(encoded, literal) can be freely intermixed to what is called a SOAP messaging
mode. Although SOAP supports four modes, only three of the four modes are
generally used, and further, only two are preferred by the WS-I Basic Profile.

» Document/literal—Provides the best interoperability between language
environments. The WS-| Basic Profile states that all Web service interactions
should use the Document/literal mode.

» RPClliteral—Possible choice between certain implementations. Although
RPClliteral is WS-I compliant, it is not frequently used in practice. There are a
number of usability issues associated with RPClliteral.

» RPC/encoded—Early Java implementations supported this combination, but
it does not provide interoperability with other implementations and is not
recommended.

» Document/encoded—Not used in practice.
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10.5 Web Services Definition Language (WSDL)

This section provides an introductory view to Web Services Description
Language (WSDL) 1.1. WSDL specifies the characteristics of a Web service
using an XML format, describing what a Web service can do, where it resides,
and how it is invoked. WSDL is extensible to allow descriptions of different
bindings, regardless of what message formats or network protocols are used to
communicate.

WSDL enables a service provider to specify the following characteristics of a
Web service:
» Name of the Web service and addressing information

» Protocol and encoding style to be used when accessing the public operations
of the Web service

» Type information: Operations, parameters, and data types comprising the
interface of the Web service, plus a name for this interface

10.5.1 WSDL document

The WSDL document contains the following main elements:

Types A container for data type definitions using some type system,
usually XML schema.

Message An abstract, typed definition of the data being communicated. A
message can have one or more typed parts.

Port type An abstract set of one or more operations supported by one or
more ports.

Operation An abstract description of an action supported by the service that
defines the input and output message and optional fault
message.

Binding A concrete protocol and data format specification for a particular
port type. The binding information contains the protocol name,
the invocation style, a service ID, and the encoding for each

operation.
Service A collection of related ports.
Port A single endpoint, which is defined as an aggregation of a

binding and a network address.

Note that WSDL does not introduce a new type definition language. WSDL
recognizes the need for rich type systems for describing message formats and
supports the XML Schema Definition (XSD) specification.
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WSDL 1.1 introduces specific binding extensions for various protocols and
message formats. There is a WSDL SOAP binding, which is capable of
describing SOAP over HTTP. It is worth noting that WSDL does not define any
mapping-to-programming languages; rather, the bindings deal with transport
protocols. This is a major difference from interface description languages, such
as CORBA Interface definition language (IDL), which has language bindings.

10.5.2 WSDL document anatomy

Figure 10-4 on page 355 shows the elements comprising a WSDL document and
the various relationships between them.

354

The diagram should be read in the following way:

>

One WSDL document contains zero or more services. A service contains zero
or more port definitions (service endpoints), and a port definition contains a
specific protocol extension.

The same WSDL document contains zero or more bindings. A binding is
referenced by zero or more ports. The binding contains one protocol
extension, where the style and transport are defined, and zero or more
operations bindings. Each of these operation bindings is composed of one
protocol extension, where the action and style are defined, and one to three
messages bindings, where the encoding is defined.

The same WSDL document contains zero or more port types. A port type is
referenced by zero or more bindings. This port type contains zero or more
operations, which are referenced by zero or more operations bindings.

The same WSDL document contains zero or more messages. An operation
usually points to an input and an output message, and optionally to some
faults. A message is composed of zero or more parts.

The same WSDL document contains zero or more types. A type can be
referenced by zero or more parts.

The same WSDL document points to zero or more XML Schemas. An XML
Schema contains zero or more XSD types that define the different data types.
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Figure 10-4 WSDL elements and relationships

Example
Let us now give an example of a simple, complete, and valid WSDL file. As we

will see,

even a simple WSDL document contains quite a few elements with

various relationships to each other. Figure 10-1 contains the WSDL file example.
This example is analyzed in detail later in this section.

Example 10-1 Complete WSDL document

<?xml version="1.0" encoding="UTF-8"?>
<definitions xmlns="http://schemas.xmlsoap.org/wsdl/"

xmlns:reqns="http://www.exampleApp.dispatchOrder.Request.com"
xmlIns:resns="http://www.exampleApp.dispatchOrder.Response.com"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:tns="http://www.exampleApp.dispatchOrder.com"
targetNamespace="http://www.exampleApp.dispatchOrder.com">

<types>
<xsd:schema xmins:tns="http://www.exampleApp.dispatchOrder.Request.com"

xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Request.com"
xmins:regns="http://www.exampleApp.dispatchOrder.Request.com">
<xsd:element name="dispatchOrderRequest" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="itemReferenceNumber" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="9999"/>
<xsd:minInclusive value="0"/>
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</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="quantityRequired" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
<xsd:schema xmins:tns="http://www.exampleApp.dispatchOrder.Response.com"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Response.com">
<xsd:element name="dispatchOrderResponse" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="confirmation" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="20"/>
<xsd:whiteSpace value="preserve"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
</types>
<message name="dispatchOrderResponse">
<part element="resns:dispatchOrderResponse" name="ResponsePart"/>
</message>
<message name="dispatchOrderRequest">
<part element="reqns:dispatchOrderRequest" name="RequestPart"/>
</message>
<portType name="dispatchOrderPort">
<operation name="dispatchOrder">
<input message="tns:dispatchOrderRequest" name="DFHOXODSRequest"/>
<output message="tns:dispatchOrderResponse" name="DFHOXODSResponse"/>
</operation>
</portType>
<binding name="dispatchOrderSoapBinding" type="tns:dispatchOrderPort">
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<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="dispatchOrder">
<soap:operation soapAction=""
<input name="DFHOXODSRequest">
<soap:body parts="RequestPart" use="literal"/>
</input>
<output name="DFHOXODSResponse">
<soap:body parts="ResponsePart" use="literal"/>
</output>
</operation>
</binding>
<binding name="dispatchOrderSoapBindingMQ" type="tns:dispatchOrderPort">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="dispatchOrder">
<soap:operation soapAction="" style="document"/>
<input name="DFHOXODSRequest">
<soap:body parts="RequestPart" use="literal"/>
</input>
<output name="DFHOXODSResponse">
<soap:body parts="ResponsePart" use="literal"/>
</output>
</operation>
</binding>
<service name="dispatchOrderService">
<port binding="tns:dispatchOrderSoapBinding" name="dispatchOrderPort">
<soap:address
location="http://myserver:54321/exampleApp/services/dispatchOrderPort"/>
</port>
</service>
</definitions>

style="document"/>

Namespaces
WSDL uses the XML namespaces listed in Table 10-2.

Table 10-2 WSDL namespaces

Namespace URI Explanation

http://schemas.xmlsoap.org/wsdl/ Namespace for WSDL framework.

http://schemas.xmlsoap.org/wsd1/soap/ | SOAP binding.

http://schemas.xmlsoap.org/wsd1/http/ | HTTP binding.

http://www.w3.0rg/2000/10/ Schema namespace as defined by XSD.
XMLSchema
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Namespace URI Explanation

(URL to WSDL file) The this namespace (tns) prefix is used
as a convention to refer to the current
document. Do not confuse it with the
XSD target namespace, which is a differ-
ent concept.

The first three namespaces are defined by the WSDL specification itself; the next
definition references namespaces that are defined in the SOAP and XSD
standards. The last one is local to each specification.

10.5.3 WSDL definition

358

The WSDL definition contains types, messages, operations, port types, bindings,
ports, and services.

Also, WSDL provides an optional element called wsdl.document as a container
for human-readable documentation.

Types
The types element encloses data type definitions used by the exchanged
messages. WSDL uses XML Schema Definitions (XSDs) as its canonical and
built-in type system:
<definitions .... >
<types>
<xsd:schema .... />(0 or more)
</types>
</definitions>

The XSD type system can be used to define the types in a message regardless
of whether the resulting wire format is XML. In our example we have two schema
sections, one to define the message format for the input and one for the output.

In our example, the type definition, shown in Figure 10-2, is where we specify
that there is a complex type called dispatchOrderRequest, which is composed of
two elements, a itemReferenceNumber and a quantityRequired.

Example 10-2 Types definition of our WSDL example for the input

<types>
<xsd:schema xmins:tns="http://www.exampleApp.dispatchOrder.Request.com"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
attributeFormDefault="qualified"
elementFormDefault="qualified"
targetNamespace="http://www.exampleApp.dispatchOrder.Request.com"
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xmins:regns="http://www.exampleApp.dispatchOrder.Request.com">
<xsd:element name="dispatchOrderRequest" nillable="false">
<xsd:complexType mixed="false">
<xsd:sequence>
<xsd:element name="1itemReferenceNumber" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="9999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="quantityRequired" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:maxInclusive value="999"/>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>

</types>

Messages

Messages consist of one or more logical parts. A message represents one
interaction between a service requestor and service provider. If an operation is
bidirectional at least two message definitions are used in order to specify the
transmission on the way to and from the service provider:

<definitions .... >
<message name="nmtoken"> (0 or more)
<part name="nmtoken" element="gname" (0 or 1) type="gname" (0 or 1)/>
(0 or more)
</message>
</definitions>

The abstract message definitions are used by the operation element. Multiple
operations can refer to the same message definition.

Operations and messages are modeled separately in order to support flexibility
and simplify reuse of existing specifications. For example, two operations with
the same parameters can share one abstract message definition.
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In our example, the messages definition, shown in Figure 10-3, is where we
specify the different parts that compose each message. The request message
dispatchOrderRequest is composed of an element dispatchOrderRequest as
defined in the schema in the parts section. The response message
dispatchOrderResponse is similarly defined by the element
dispatchOrderResponse in the schema. There is no requirement for the names
of the message and the schema defined element to match; this was merely done
for convenience in this example.

Example 10-3 Message definition in our WSDL document

<message name="dispatchOrderResponse">

<part element="resns:dispatchOrderResponse" name="ResponsePart"/>
</message>
<message name="dispatchOrderRequest">

<part element="reqgns:dispatchOrderRequest" name="RequestPart"/>
</message>
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Web services using SOAP
over HTTP

The chapter uses a Hello world type of application called the SEWS application
to show how to Web service-enable a Java application in WebSphere, an
application in CICS, and how to call these Web services from CICS and
WebSphere.

The focus is on the practical side of the Web service process, not the theory.

This chapter focuses on the use of SOAP over HTTP as the transport for the
Web services. Chapter 12, “Web services and SOAP over JMS” on page 407,
focuses on the use of SOAP over JMS as the Web service transport.
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11.1 An end-to-end Web service example

362

The prospect of starting out on the path to using Web services may seem a little
daunting at first. There are many new terms and concepts to grasp. Additionally,
there are many sources of information about Web services available. There are
also different areas of responsibility for different people when it comes to Web
services. The application developers need to understand the Web services
concepts and know how to use their development tools to build Web services.
System programmers who look after WebSphere, CICS, IMS, and so on, need to
know what they need to do in terms of configuration. They also need some
understanding of how Web services are working within the product they look
after, as sooner or later they will need to help resolve some problem to do with
Web services.

But in essence, once you understand the “plumbing” of Web services, the rest is
just how much application logic that gets added to the “plumbing” to do
something useful.

This section uses a simple Hello world type example to demonstrate the basic
plumbing of Web services. It does not cover topics such as security around Web
services, for example.

The focus in this example is on WebSphere Application Server for z/OS Version
6.01 and CICS Transaction Server Version 3.1. The aim is to show how to have
these products acting as both Web service providers and requestors. Also, the
aim is to provide you with a simple application that you can install on your own
system to allow you to try out some basic Web service connectivity.

In “Web service enabling SEWS for WebSphere” on page 369 we show an
example of bottom-up development to Web service enable an existing Java
application running in WebSphere.

In “Development of Web service invoker” on page 383 we show an example of
how to develop a new application invoking a Web service that is running in both
WebSphere itself and CICS. This invoker application will run in WebSphere.

In “CICS - Web service-enable business logic” on page 385 we show how we
take a COBOL program and enable it as a Web service that is making it capable
of processing Web service calls from within CICS itself or from outside CICS,
specifically WebSphere on z/OS.

In “CICS - Performing a Web service request” on page 391 we show how to
perform Web service calls out of a COBOL program in CICS.

“Web service definitions required in CICS” on page 396 describes the definitions
required in CICS to support Web services.

WebSphere for z/OS V6 Connectivity Handbook



Finally, in “Testing the SEWS application” on page 402 we test that we can

actually perform Web service calls from WebSphere to WebSphere, WebSphere
to CICS, CICS to WebSphere, and CICS to CICS.

11.2 Simple Example Web Services (SEWS) application

To show the fundamentals of Web services we first developed a simple

application called the Simple Example Web Services.

SEWS consists of a part that runs in WebSphere and a part that runs in CICS.

We use this concept to show how to make the simple business logic in each

server available as a Web service and how each application can then be called
as a Web service.

In the following sections we provide an overview of the components of SEWS
and what the general idea of the application is.

11.2.1 WebSphere part of SEWS
On the WebSphere side, SEWS consists of the parts listed in Table 11-1.

Table 11-1 SEWS components

Component type Name Purpose

Java Bean Snooplnfo Java Bean that returns
some basic information.

Servlet Snoop Servlet that calls a method
on the Snooplnfo Java
Bean, and calls the
SnoopEJB

EJB SnoopEJB EJB that calls a method on

the Snooplnfo Java Bean

The servlet, EJB, and Java Bean return the information shown in Table 11-2.

Table 11-2 Information returned by the SEWS application

Field Servlet EJB Java Bean
Java Principal Y Y Y
Host Y Y Y
Time Y Y Y
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Field Servlet EJB Java Bean

Caller User ID N Y N?

Java principal

The Java principal identifies what user ID the process is running under in
WebSphere. If the WebSphere server does not have Global Security enabled,
then this value is non existent.

Host

The host value identifies the name of the host machine that the WebSphere
server that ran your request is running on.

Time

Time is the time your request was run. Since time never stands still, the value
returned in this field should always be different from the last time it was called,
which is a handy way to check that the call is really working, since you should be
getting a different value here each time.

Caller User ID

If calling an EJB, then this should identify the user ID of the process that called
the EJB.

To run the servlet enter the following URL, updated to reflect the host TCP/IP
address and port number of your server:

http://9.12.4.38:9080/sewsWeb/Snoop

The output will be similar to that shown in Figure 11-1 on page 365.

WebSphere for z/OS V6 Connectivity Handbook




3 ITS0 S5imple Example Web Services - Microsoft Internet Explorer,

File Edit Wwiew Favorites Tools Help

hddress iéj http: 9, 12,4, 38:9080/ sews\eb)Snoop

Servlet Snoop Information

2ubject: Principal: wiscd B tse thimn com W2 GUEST Public
Java Credential: cotnuibin we. securty. auth WECredentiallmpl@2fcfd853
Printcpal [comibm ws. securtty. auth 20 5W S Credentiallmpl@ 2875853,
[cotn.ibin ws. security. zos. PlatformCre dential ||

Host wiscd B itso. tbm. com

Current g1 nn 17 12:31:46 GMTH00:00 2005

Tine

Call to SnoopEjb Information

subject: Prncipal: wiscd 8 itz b, com™W S GUEST Public
Java Credential: cotnabm ws. secunty. auth. W5 Credentiallmpl@ 2fcfd853
Prinucpal [cotmnibm we. secunty. auth. z2O5W5S Credentiallmpl@ 27 5853,
[com.tbin we. secunty. zos. PlatformCre dential ||

Host wizcd B itso b com

Current g nn 17 12:21:46 GMTH00:00 2005
Time
Prinicpal

of caller WoGUEST

Figure 11-1 Output from running SEWS serviet

11.2.2 CICS part of SEWS

The CICS part of SEWS consists of the programs shown in Table 11-3 on
page 366.
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Table 11-3 COBOL programs

Program Purpose
SEWSBMS BMS map
SEWSO0001 Presentation Layer
SEWS0002 Business logic layer

The source code of the programs is supplied as part of the additional material of
this book.

Define a transaction called SEWS that invokes program SEWS0001 in the CICS
region. When you run SEWS, a screen is displayed. Select option 1, which tells
the SEWS0001 program to LINK to the SEWS0002 program, and you will get
output similar to that shown in Example 11-1.

Example 11-1 Information returned after running option 1 of SEWS

Simple Example Web Services

1. LINK to SEWS0002

2. Call the SnoopInfo Web Service
Enter Host Name or IP Address where SnoopInfo Web Service is located
1.2.3.4:9080

Option:

Returned Data:

EDMCAR  EDWARD MCCARTHY/VILA

ERW1 SC38TC99 SEWS

Mon, 20 Jun 2005 16:57:01 GMT

The LINK to SEWS0002 returns similar information to that returned by the
Snooplnfo Web service described in “WebSphere part of SEWS” on page 363.
The first line under the heading Retuned Data shows the user ID the transaction
ran under, the second line shows a conglomerate of information about the CICS
region, and the third line shows the time.

It is this call to SEWS0002 that we will make available as a Web service, as
described in “CICS - Web service-enable business logic” on page 385.
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Containers - A better commarea
Later in this chapter, when setting up CICS to be a provider of Web services, we
use a new feature of CICS called containers. We do not, however, explain this

concept in detail in this book.

Containers can be thought of as a new bigger and better commarea, that is, a
way to pass data between programs in CICS.

More information about this new feature can be found at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/Tpaths/channels_1p _overview.htm

11.2.3 Our system layout

Throughout this chapter we show the various definitions and settings we used on
our system to demonstrate the use of Web services via SOAP over HTTP. The
diagram in Figure 11-2 shows the key components in our environment.

LPAR — SC48

CICS - SCSCERW1

Pipelines
SEWSPROV

= C

-

%

/

SEWSREQ

COBOL: sews0001

COBOL: sews0002

ED

| 39080 |

Apps

sewsWsDemo

WAS V6 - ws6481

| 9080 I-L

WAS V6 - ws6483

Apps

Sews

Figure 11-2 Environment used for Web services using SOAP over HTTP
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http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.cics.ts.doc/lpaths/channels_lp_overview.htm

WebSphere Server - ws6481
The ws6481 server is a WebSphere Application Server for z/OS Version 6.01

standalone server. It is listening on port 9080 for standard HTTP requests. It will

have deployed into it the sews application, providing a Web service.

WebSphere Server - ws6483
The ws6483 server is a WebSphere Application Server for z/OS Version 6.01

standalone server. Itis listening on port 39080 for standard HTTP requests. It will

have deployed into it the sewsWsDemo application. This server did not have

global security enabled.

CICS Region - SCSCERW1

This is a CICS Transaction Server Version 3.1 region.

11.2.4 Supplied material

368

Table 11-4 describes the additional material supplied with this book.

Table 11-4 Supplied additional material

Name

Purpose

sews-initial.zip

This is a RAD project interchange zip file. It contains
the SEWS application before the process to enable
it for Web services has begun. You can use this file
if you want to re-create for yourself the steps
described in “Web service-enable Snooplnfo Java
Bean” on page 370.

sews-stagei.zip

This is a RAD project interchange zip file. It contains
the sews project after the steps described in “Web
service-enable Snooplnfo Java Bean” on page 370
have been completed.

sewsWsDemo-initial.zip

This is a RAD project interchange zip file. It contains
the application that runs in WebSphere, which is
used to invoke Web services. It is the starting point
for the process described in “Development of Web
service invoker” on page 383.

sewsWsDemo-stage1.zip

This is a RAD project interchange zip file. It contains
the sewsWsDemo project after the steps described
in “Development of Web service invoker” on

page 383 have been completed.

sews-initial.ear

Initial version of the sews application, before any
parts have been Web service-enabled.
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Name Purpose

sews-stage1.ear Fully Web service-enabled version of the SEWS
application that you can deploy into WebSphere to
try out Web services.

sewsWsDemo-stage1.ear Ear file that you can deploy into WebSphere to start
calling the Web services in WebSphere or in CICS.

SEWSO001 COBOL source code for the program.
SEWS002 COBOL source code for the program.
SEWSBMS COBOL source code for the program.

11.3 Web service enabling SEWS for WebSphere

We first provide an overview of what we want to demonstrate in this section and
then describe the process.

11.3.1 Overview

This section is an example of bottom-up Web service development, where you
are Web service-enabling an existing application.

The starting point is what is in sews-initial.zip, part of the additional material for
this book. Start Rational Application Developer Version 6, set a new workspace
when asked, and after startup has completed, import this file, selecting Project
Interchange as the type of input source.

Make sure that you select all projects that are part of the zip file.

At this stage the application consists of:

Snoop Servlet Servlet to get information, also calls the EJB
SnoopEjb EJB EJB to get information
Snooplinfo Java Bean Java Bean that actually gets the information

Attention: Note that when we created this project in Rational Application
Developer Version 6, we first followed the steps described in Chapter 13,
under the heading “Web services configuration settings,” of the WebSphere
Version 6 Web Services Handbook Development and Deployment,
SG24-6461. The steps there must be followed if you want to be able to do any
work with Web services in your project in Rational Application Developer
Version 6.
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The Snooplinfo Java Bean is the piece of code that actually gathers the basic
information described in 11.2, “Simple Example Web Services (SEWS)
application” on page 363.

The Snoop servlet calls a method on this Java Bean to get information as seen
by the servlet. The Snoop servlet then calls the SnoopEjb EJB, which also gets
this information as seen by the EJB running in WebSphere.

In “Web service-enable Snooplinfo Java Bean” on page 370 we show how to Web
service-enable the Snooplinfo Java Bean.

We then show that we can then do a Web service call on these newly created
Web service from within Rational Application Developer Version 6 without having
an invoker application yet in “Test SEWS in Rational Application Developer
Version 6” on page 380.

We then show how we develop a new Java application invoking the function we
have Web service-enabled in the SEWS application in “Development of Web
service invoker” on page 383.

Finally, in “Testing the SEWS application” on page 402, we show how to run the
SEWS application to verify the Web services are working correctly.

11.3.2 Web service-enable Snoopinfo Java Bean

370

Before we use the wizard to Web service-enable the Snoopinfo Java Bean we
first need to set some preferences in the project in Rational Application
Developer Version 6.

Set preferences

Click Windows® — Preferences, and select Do not overwrite loadable Java
Class, as shown in Figure 11-3 on page 371. If you do not do this, then the Web
service generation process will create interface classes of the same name in the
target project, which could cause problems with class loading when you actually
try to run the application. These additional classes will also cause compile errors
in the Snoop servlet, as there will now be an interface class called Snooplnfo in
the Web Project.
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@f Preferences

JZEE rs
+- Java
+- LPE¥ Editor
Maodeling
Process
Fun)Debug
Server
Test
Yalidation
Web and XML
Weh Diagram
Web Services
Backward Compatibility
—|- Code Generation
IBM SOAP runtime
[1EmM WehSphere runtime |
IDEC drivers

+

o s [ A

W

Imnport... | Export... |

IBM W...ntime

[ Disable data binding and use SCAPElement

[v Do not overwrite loadable Java classes!

[v Use WebSphere +5.1.1 Web service emitker =

[ Generate Java From 'WSDL using the no wrapg

Festore Defaulks | apply |
Ok | Cancel |

Figure 11-3 Setting preferences in the SEWS project

New or existing Web project

When generating the Web service, you have the opportunity to specify into what
Web project the generated code should be placed. If you chose to save the code
to a new Web project, the window you do this on has a message saying that
Rational Application Developer Version 6 will do this for you. However, this will
not work and you will get the error message shown Figure 11-4 on page 372.
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I'WABODD3ZE The Java bean, itso,sews,beans,SnoopInfo, cannot be loaded
From SnoopInfow'siweb

Figure 11-4 Error when trying to use new Web project

If you do indeed want to use a new Web Project for the generated code, then you
need to create it first before starting the Web service generation process. Once
you have created it, you then need to add the sewsBean project to the Java Build
Path of the new Web project you have created. You will then be able to select
this new Web project as the place to save the generated code during the Web
service generation project.

For our purposes, we use the existing Web service project.

Create Web service

Expand Other Projects — sewsBeans — itso.sews.beans, then right-click
Snooplnfo.java, then select Web Services — Create Web Service, as shown
in Figure 11-5 on page 373.
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Component Test L4
r—

Figure 11-5 Starting process to Web service-enable Snoopinfo Java Bean

A new window is then displayed on which you set options regarding the

generation of the Web service you want to create. As we are creating a Web

service for a Java Bean, leave the Web service type as Java Bean Web service.
Select the option to Generate a Proxy, as this will generate code that will enable
you to test the generated Web service. Set the other options as shown in
Figure 11-6 on page 374.
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@f Web Service @

Web Services
Review your Web service options and make any necessary changes @
before proceeding ko the next page, P, 3
Service
Weh service kype: |Java bean Web Service ﬂ

[+ Skart \Web service in ‘Web project
[ Launch the YWeb Services Explarer ko publish this 'Web service to a UDDI Reqi

v Generate a prosy

Client prooy:

Client prowy bype: |[Java promy ﬂ

[ Tesk the \Web service:
[ Manitor the Web service

v Creerwrite Files without warning
v Create folders when necessary

[ Check out files without warning

Mexk = | Einish | Cancel

Figure 11-6 Setting options for generation of Web service

Click Next. The next window displayed is where you select the Java Bean class
to be Web service enabled. This will already be set to the correct value, as
shown in Figure 11-7 on page 375.
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& Web Service

X

Object Selection Page
Object Selection Page

Bean: |itsu:u.sews.beans.SnDDpInFD Browse classes,., | Browse files. .,

Figure 11-7 Selecting the Java Bean to Web service enable

Click Next. The next window displayed is where you specify where the generated
code will be saved.
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Edit...
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Figure 11-8 Identifying where the generated code will be saved

Click Next. The next window displayed deals with selecting what service
endpoint to use. Leave it as shown in Figure 11-9 on page 377.
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& Web Service

£l

Service Endpoint Interface Selection

Select a service endpoint inkerface

Bean: itso.sews.beans.Snooplnfo

[ Use an existing service endpaink interface

Service endpoint inkerface:

Figure 11-9 Let process generate service endpoint

Click Next. On the next window displayed, you select the methods of the Java
Bean to be made available as Web services. For our application, only select the
Snooplnfo method. Leave other settings as shown in Figure 11-10 on page 378.
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Figure 11-10 Web Service Wizard: Identity settings

Click Next. The various components to Web service-enable the Java Bean are
then generated.
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The next window displayed is used to generate a Web service proxy. This will
generate Java code that calls the Web service. Set the options as shown in
Figure 11-11.

& Web Service @

Web Service Proxy Page

Select generake procey iF wou wank ko generate a prosy For wour service,

v Generate proxy

Cukput Folder | IsnoopInfoBeantsClientWeb) lavasource

Security Configuration |Nn:| Security ﬂ

[ Define customn mapping For namespace ko package,

Figure 11-11 Generating a proxy for the Web service

Click Next. You may get a warning message similar to that shown in
Figure 11-12.

@ Error messages were issued,

QK

Error messages were issued,
WSS 3428 Warning: Found an old J2EE 1.3 version of the DD, A new J2EE 1.4 version will be writken,

<.

Figure 11-12 Warning message

Click OK to accept the warning message, and then click Next again.

On the next window leave the options as shown in Figure 11-13 on page 380.
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@f Web Service

Web Service Publication
Do wou want ko publish your Web service? q

[ Launch the YWeb Services Explorer to publish this Web service bo the Unit Test UDDI
[ Launch the Web Services Explorer to publish this Web service to a UDDI Registry

Public UDDI Registry =]

Figure 11-13 Setting options to do with publishing the Web service

Cick Finish and the process is complete. The Snooplinfo Java Bean has now
been Web service-enabled.

WSDL file

The WSDL file that describes this Web service is located under Dynamic Web
Projects —» sewsWeb — WebContent — wsdl and is called Snooplinfo.wsdl. It
can also be viewed under Web Services — Services — SnooplnfoService.

11.3.3 Test SEWS in Rational Application Developer Version 6

We can now test our Web service using the Web Service Explorer facility of
Rational Application Developer Version 6. In the project, select Web Services —
Services — SnooplnfoService — Test with Web Service Explorer, as shown
in Figure 11-14 on page 381.
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Figure 11-14 Using Web Services Explorer to test the Snooplnfo Web service

A Web browser view opens with the WSDL file selected. Expand
SnoopinfoSoapBinding, click getSnoopData, then click Go in the window on
the right to invoke the Web service. The result will be similar to that shown in
Figure 11-15 on page 382.
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Figure 11-15 Result of invoking the Web service in Rational Application Developer Version 6

Now export the application as an EAR file and deploy it into a WebSphere server.

11.3.4 Export Web service client code

A by-product of the Web service generation process described in “Web
service-enable Snooplnfo Java Bean” on page 370 is generated client code. This
makes the process of developing a new application to call the Web service very

straightforward.

In the project where the Web service was created, export
SnoopinfoBeanWsClientWeb to a WAR file, as shown in Figure 11-16 on
page 383. Save it as a name of your choosing. We called it

SnoopinfoBeanWsClient.war.
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In the next section, “Development of Web service invoker” on page 383, we
import this war file into the project we will use to set up the application that will
call the Web services.

™% Project Explorer X =0
BES -
+ IE Deployment Descripbars SnoopInf ~

= :Ey META-IMF

fﬁ application, xml Mew b

Eﬁ Application Client Projects
+ [_ﬂ Conneckor Projecks =] Copy
+ E@ EJB Projects - ot
[ Dynamic Web Projects Lg Faste
+- 5= sewsWeb ¥ Delete
CIR =4 S rioopInfoBean'ysClient
+-C Other Projects Refactor Alt+3hift+T ¥
=7 Web Services Import. . b

=[] Services
- A# SnoopInfoService
Figure 11-16 Exporting the client proxy oode to a WAR file

Export. & B AR file

11.4 Development of Web service invoker

Having created a Web service, we now want to create a new application that will
call the Web service we have developed.

The starting point is what is in sews-wsDemo-initial.ear, part of the additional
material for this book. Start Rational Application Developer Version 6, set a new
workspace when asked, and after startup has completed, import this file,
selecting the Project Interchange as the type of input source.

At this stage the application consists of:

SewsWsDemo servlet Servlet to run the Web service demonstration
sewsWsDemo JSP JSP used by the servlet

The imported application will have several compile errors, but these will be

resolved when we add in the classes that provide the support to call the Web
service.
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11.4.1 Java Code that performs the WebSphere Web service call

The Java code in the SewsWsDemo servlet that calls the Web service that we
will run in WebSphere is straightforward.

In SewsWsDemo.java, located in the Dynamic Web Projects folder under
sewsDemoWeb, in the processRequest method. The following line creates a new
instance of the SnooplnfoProxy class:

SnoopInfoProxy sip = new SnoopInfoProxy();
This class will be in the WAR file imported as explained later in “Import the

SnooplinfoBean client WAR file” on page 385, and will handle the actual Web
service call.

When the servlet is initially run, we display the default location of the Web
service, which we obtain via this line:

wsHostl = sip.getEndpoint();
The user running the servlet updates this value with the TCP/IP and port address

of the server where the Web service is located. This is also referred to as the end
point. In the Java code we set the end point with this line:

sip.setEndpoint (wsHostl);

We then call the Web service with this line:

sd = sip.getSnoopData();
The returned data is retrieved with the lines of code shown in Example 11-2.

Example 11-2 Retrieving the returned data

sInfol = sd.getS1();
sInfo2 = sd.getS2();
sInfo3 = sd.getS3();
sInfod = sd.getS4();

11.4.2 Java code that calis the CICS Web service

384

The code to call the Web service in CICS is very similar. The line to obtain an
instance of the Proxy class to handle the Web service call is:

SEWS0002PortProxy sip = new SEWS0002PortProxy();

The call to the Web service is then done with these lines:

Sews_Biz_Logic_Request_Data sdReq =
new Sews Biz_Logic_Request Data();
Sews_Biz_Logic_Response Data sd2 = sip.SEWS00020peration(sdReq);
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11.4.3 Import the SnoopinfoBean client WAR file

Import the SnooplnfoBeanWsClient.war file that was exported in “Export Web
service client code” on page 382.

Then add the SnooplnfoBeanWsClientWeb project to the build path of the
sewsWsDemoWeb project, as shown in Figure 11-17.

> x = O | [J] SewswsDemo.java [ ser

sewsit'sDemo,jsp - ITSO Simple Ex

w
-1-.% Dynamic Web Projects ~
- == sewsWsDemoWeh ITSO

@ Pro perties for sewsWsDemoWeb

Info Java Build Path
BeanInfo Path
Builders

JZEE
Jawva Euild Path Required projects on the build path:

*® Source  l=F Projects | =0 Librar

Java Compiler =" SnoopInfoBeanisClientweb
Javador Lacatian

Figure 11-17 Importing the Snoopinfo Web service client WAR file

This will resolve the errors related to the SnooplnfoBean classes previously
present in the project.

We now show how we create a WSDL file for the business logic that exists in
COBOL program SEWS0002 to make it available as a Web service. We need
this WSDL file to generate proxy code for use in the sewsWsDemo project.

11.5 CICS - Web service-enable business logic

In “CICS part of SEWS” on page 365 we described how the CICS part of the
SEWS application works.

We now want to make the business logic represented by the SEWS0002
program available as a Web service. Clearly, the business logic represented
here by the SEWS0002 program is very simple, but the purpose of this section is
to demonstrate how to make existing CICS business logic available as a Web
service.
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11.5.1 Generate WSDL from a CICS business logic program

To make SEWS0002 callable as a Web service, we use a supplied CICS
program called DFHLS2WS to generate binding information and a WSDL file.

The JCL we used to generate a WSDL to represent the SEWS0002 business
logic is shown in Example 11-3.

Example 11-3 JCL to run DFHLS2WS

// JCLLIB ORDER=CICSTS31.CICS.SDFHINST

/1*

//WS2LS EXEC DFHLS2WS,

// JAVADIR="'javal42s/J1.4",

// USSDIR='cicsts31',

// TMPFILE="'cb"',

// PATHPREF=""

//INPUT.SYSUT1 DD *

PDSLIB=//EDMCAR.COPYLIB

LANG=COBOL

REQMEM=SEWSWP

RESPMEM=SEWSWR

PGMNAME=SEWS0002

URI=/service/snoopInfoCICS

PGMINT=COMMAREA
LOGFILE=/usr/cics/sews/wsprov/wshind/sewsWsCics.log
WSBIND=/usr/cics/sews/wsprov/wsbind/sewsWsCics.wsbind
WSDL=/usr/cics/sews/wsprov/wsdl/sewsWsCics.wsd]

*/

The input parameters are described in Table 11-5. Note that in the JCL above we
hardcoded the location of Java and CICS. This should not normally be
necessary.

Table 11-56 Description of input parameters to the DFHWSZ2LS program

Input parameter Purpose

PDSLIB Name of a PDS that contains the request
and response data structures.

LANG Identifies the programming language the
generated code should be in.

PGMINT Indicates whether the program is passed a
COMMAREA or a container.

REQMEM Name of PDS member that contains data
structure that maps the request sentto the
Web service.
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Input parameter Purpose

RESPMEM Name of PDS member that contains the
data structure that maps the reply sent
back in response.

PGMNAME This is the name of the program in CICS
that will be invoked to process the Web
service requests when it is received by
CICS.

URI This is the URI that will become part of the
default end point address where the Web
service is located.

LOGFILE Location where log information from the
execution of this program will be written.

WSBIND Location and name of file where the
binding information will be written.

WSDL Location and name of the WSDL file that
will be created by running this JCL.

Note that there more detailed descriptions of these and other parameters for the
DFHWS2LS program can be found in the CICS Transaction Server Version 3.1
documentation at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/dfhws/reference/dfhws_ws21s.htm

The value referenced by the REQMEM keyword is the name of a member in a
dataset that contains a COBOL data structure that maps the data expected by
the CICS program. In our case the member SEWSWP contained the lines shown
in Example 11-4.

Example 11-4 Contents of the SEWSWP member

01 SEWS-Biz-Logic-Request-Data.
05 SEWS-bli-function PIC X(8).

05 SEWS-bli-fill PIC X(78).

05 SEWS-CICS-I1 PIC X(70).
05 SEWS-CICS-I2 PIC X(70).
05 SEWS-CICS-I3 PIC X(70).
05 SEWS-CICS-I4 PIC X(70).

The value referenced by the RESPMEM keyword is the name of a member in a
dataset, that contains a COBOL data structure, that maps the data the CICS
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program returns. In our case the member SEWSWR contained the lines shown
in Example 11-5.

Example 11-5 Contents of the SEWSWR member

01 SEWS-Biz-Logic-Response-Data.
05 SEWS-blo-function PIC X(8).

05 SEWS-blo-fill PIC X(78).

05 SEWS-CICS-01 PIC X(70).
05 SEWS-CICS-02 PIC X(70).
05 SEWS-CICS-03 PIC X(70).
05 SEWS-CICS-04 PIC X(70).

11.5.2 Import WSDL into project

388

FTP the generated WSDL file to the workstation where you are running Rational
Application Developer Version 6. The WSDL file is in EBCDIC on the z/OS
system so it needs to be converted to ASCII for the distributed environment.

In case you are unable to generate the WSDL yourself on z/OS, you can use the
WSDL supplied as part of the additional material for this book.

Important: In the generated WSDL is this line:

<soap:address location="http://my-server:my-port/service/snoopInfoCICS"/>

The string my-server:my-port must be replaced with a string to make it a valid
URL, otherwise it will result in the Web service call not working. Change the
line to the TCP/IP address and port number you are using for your CICS
server.

<soap:address location="http://9.12.4.34:8700/port/service/snoopInfoCICS"/>

Import the WSDL file into the sews wsDemo project, into the
sewWsDemoWeb/WebContent part of the project, as shown in Figure 11-18 on
page 389.
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= Back. | | Einish | Zancel

Figure 11-18 Importing the snoopInfoCICS wsdl file

Click Finish and the file is imported.

Select the WSDL file, then right-click it and select Web Services — Generate
Client.

On the Web Services page click Next.
On the Web Service Selection page click Next.

On the Client Environment Configuration page, in the Client Side Environment
Selection area, set Client Project to SnoopInfoCICSWsClientWeb and EAR
project to SnoopInfoCICSWsClientEar. Click Next.

On the Web Service Proxy page click Finish.
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On the Service Proxy Page click Next.
On the Web Service Publication click Finish.

Add the SnoopInfoCICSWsClientWeb project to the build path of the
sewsWsDemoWeb project. This will resolve the errors in SewsWsDemo.java.

Update the application.xml

Before exporting the application as an ear file, we need to update the
application.xml file, to add the two Web service client projects as modules in the
application.

Expand Enterprise Applications —» sewsWsDemo — META-INF, then
double-click application.xml. Select the Module tab, then under Modules, click
Add. Add SnoopinfoBeanWsClientWeb and SnoopinfoCICSWsClientWeb, as
shown in Figure 11-19.

Modules

f-:a'u'-.-'el:u sewsWsDemoheb, war

& Add Module

Module
fdd a new module ba the enterprise application.
£
Add...
Projects Found:
SnooplmnfoBesn'wsClient'Web
Project Ut I=3noopInfolICSWsClizntWeh

Figure 11-19 Adding the two Web service projects to the application

Then click the Deployment tab, and set the WAR class loading policy to
application, as shown in Figure 11-20 on page 391.
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JZ2C Options

Application
Displays the applications to be deploved onto the servers,
Applications:
=) (5 sewsiisDemo lassloader mode: MT_FIRST -

_& SnoopInfoBear

% sewsWsDemo WaR dassloader policy: | ZEESUSCIREE] | -
SnoopInfoCICE  Stark weight: 10
% >

Crverview | Module | Security | Deployment | Source
Figure 11-20 Setting the WAR class loader policy

Save the updated application.xml file. Export the application as an ear file and
call it sewsWsDemo.ear. Deployment and testing of the application are explained
in “Testing the SEWS application” on page 402.

Next we explain how the SEWS0002 program also performs a Web service call,
as well as processing Web service requests, in “CICS - Performing a Web
service request” on page 391. Then in “Web service definitions required in CICS”
on page 396 we explain what other definitions are required in the CICS region so
that it can be both a Web service requestor and provider.

11.6 CICS - Performing a Web service request

In the following sections we explain how a Web service enabled Cobol program
can be called as a Web service and how a Cobol program can make a call to a
Web service.

SEWSO0002 - The Web service engine
The SEWS0002 program demonstrates the capability of CICS to be both a Web
service provider and requestor.

Programs in CICS that work with Web services can use the existing commarea
type approach that has always existed for passing data, or can use the new
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concept of channels and containers. The major advantage of containers is that
there is no 32 K limit as there is with the commarea.

A full discussion of channels and containers is beyond the scope of this book. A
starting point in the CICS Transaction Server Version 3.1 Info Center at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/Tpaths/channels_Tp_summary.htm

The SEWS0002 program demonstrates the use of both approaches. For the part
of the example where we are showing how to Web service-enable existing
business logic in a COBOL program, we use the commarea approach. For the
part of the example where we are showing the SEWS0002 program performing a
Web service call, we use the new container approach.

In Example 11-6 the COBOL statements that prepare a container to be used on
the Web service call are shown.

Example 11-6 COBOL code to prepare a container for the Web service call

'DFHWS-DATA' is the name of the container that will store
the data to make the webservice request
MOVE 'DFHWS-DATA' TO WS-SERVICE-CONT-NAME

* % X X X
*

'sewsCh1' is the name of the channel we will pass to
the web service call
MOVE 'sewsChl' TO WS-CHANNELNAME

'sews' is the name of the WEBSERVICE resource
installed in this CICS region
MOVE 'sews' TO WS-WEBSERVICE-NAME

'getSnoopData' is the name of the operation we are going to

invoke on the remote service
MOVE 'getSnoopData' TO WS-OPERATION

*
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EXEC CICS PUT CONTAINER(WS-SERVICE-CONT-NAME)
CHANNEL (WS-CHANNELNAME)
FROM(SEWS-DATA)

END-EXEC
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The code above was based on a supplied sample program in
SDFHSAMP(DFHOXWOQOD).

Having prepared the container, the COBOL statement to invoke the Web service
is shown in Example 11-7.

Example 11-7 CICS COBOL code to invoke a Web service

EXEC CICS INVOKE WEBSERVICE (WS-WEBSERVICE-NAME)
CHANNEL (WS-CHANNELNAME)
URI (WS-ENDPOINT-Uri)
OPERATION (WS-OPERATION)
RESP(RESP) RESP2(RESP2)

The various keywords in the WEBSERVICE API are explained in Table 11-6.

Table 11-6 Description of keywords on the WEBSERVICE API

Keyword Purpose Value

WEBSERVICE Name of the Web service sews
resource that CICS will use
to marshall and demarshal
the request

CHANNEL Name of the channel to sewsChl
pass to CICS
URI End point where the Web Default value is
service is located http://localhost:9080/sews

Web/services/Snooplnfo

OPERATION The operation to be getSnoopData
invoked in the Web service

When this sample transaction is run, you enter the TCP/IP address and port to
be used in the URI, and this is passed through to the SEWS0002 program, which
then sets the complete URI value.

11.6.1 Defining Snoopinfo Web service to CICS

The COBOL part of the SEWS CICS transaction is written to call the Snooplinfo
Web service in WebSphere. There are a number of steps to follow to define the
Snooplinfo Web service to CICS so that it can be called.

The WSDL file produced in “Web service-enable Snooplnfo Java Bean” on
page 370 needs to be copied up to a directory on the z/OS system.
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If you ftp the WSDL to the z/OS system as ASCII (binary transfer), then the file
requires no further modification.

If you ftp the file to the z/OS system and do not use binary transfer, then the file
will be in EBCDIC. In that case, prior to running DFHWS2LS you must change
the first line in the file from:

<?xml version="1.0" encoding="UTF-8"?>

To:

<?xml version="1.0" 7>

On our system we copied the WSDL to:

Jusr/cics/sews/wsreq/wsd1/sews.wsd]
Run the DFHWS2LS program. This takes the WSDL file that describes the Web
service and creates corresponding binding information that CICS then uses. The

JCL we used to process the WSDL for the Snoopinfo Web service is shown in
Example 11-8.

Example 11-8 JCL to run DFHWS2LS

// JCLLIB ORDER=CICSTS31.CICS.SDFHINST

/1*

//WS2LS EXEC DFHWS2LS,

// JAVADIR='javald2s/Jl1.4",

// USSDIR="cicsts31',

// TMPFILE="'ch",

// PATHPREF=""

//INPUT.SYSUT1 DD *

PDSLIB=//EDMCAR.COPYLIB

LANG=COBOL

PGMINT=CONTAINER

REQMEM=SEWSRQ

RESPMEM=SEWSRS
LOGFILE=/usr/cics/sews/wsreq/wsbind/sews.10g
WSBIND=/usr/cics/sews/wsreq/wsbind/sews.wshind
WSDL=/usr/cics/sews/wsreq/wsd1/sews.wsd]
BINDING=SnoopInfoSoapBinding

*/

The input parameters are described in Table 11-7 on page 395. Note that in the
JCL above we hardcoded the location of Java and CICS. This should normally
not be necessary.

WebSphere for z/OS V6 Connectivity Handbook



Table 11-7 Description of input parameters to the DFHWSZ2LS program

Input parameter Purpose

PDSLIB Name of a PDS into which will be saved
generated code

LANG Identifies the programming language the
generated code should be in

PGMINT Indicates whether the program is passed a
COMMAREA or a container

REQMEM Name of PDS member that will store the
generated code that will map the data
structure passed out on the request

RESPMEM Name of PDS member that will store the
generated code that will map the data
structure returned from the Web service
call

LOGFILE Location where log information from the
execution of this program will be written

WSBIND Location and name of file where the
binding information will be written

WSDL Location and name of the WSDL file that
describes the Web service

Binding The name of the binding element in the
WSDL file to use

The value set for the binding keyword is obtained from this line of the WSDL:

<wsdl:binding name="SnoopInfoSoapBinding" type="impl:SnoopInfo">

As a result of running the DFHWS2LS program, two dataset members are
generated, as set by the REQMEM and RESPMEM keywords. These members
contain COBOL data structures. The member referenced by REQMEM provides
a data structure that maps the data passed to the CICS program. The
RESPMEM provides a data structure that maps the data to be sent back by the
CICS program.

In our case the result was a member called SEWSRSO01 that contained the lines
shown in Example 11-9.

Example 11-9 Generated COBOL data structure to map response

05 getSnoopDataResponse.
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10 getSnoopDataReturn.

15 sl PIC X(255).
15 s2 PIC X(255).
15 s3 PIC X(255).
15 s4 PIC X(255).
15 s5 PIC X(255).
15 s6 PIC X(255).
15 s7 PIC X(255).

We then copied this code into the SEWS0002 program and used it there to build
the reply expected.

As our Web service in CICS did not expect any input parameters, we did not
need to use the member generated for the REQMEM, since it contained no data
structure anyway.

Note that more detailed descriptions of these and other parameters for the
DFHWS2LS program can be found in the CICS Transaction Server Version 3.1
documentation at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/dfhws/reference/dfhws_1s2ws.htm

11.7 Web service definitions required in CICS

CICS requires the following types of definitions for it to be able to support Web
services:

» DFHPIPE
» TCPIP and TCPIP Service
» URIMAP

» Pipeline

» WEBS

In the following sections we give a brief explanation of each of them.

11.7.1 DFHPIPE
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Check that the definitions in the supplied group DFHPIPE have been installed in
the CICS region.
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11.7.2 TCPIP and TCPIP Service
We do not explain in this book how to configure a CICS region to support TCP/IP.
That is well covered in the CICS documentation available at:
http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp

Example 11-10 shows a CEMT display showing the TCPIP Service definition for
the port we used on our system.

Example 11-10 CICS CEMT display showing TCPIP port used to receive Web services

I TCPIPS(SOAPPORT)

STATUS: RESULTS - OVERTYPE TO MODIFY

Tcpips (SOAPPORT) Ope Por(08700) Http Nos Tra(CWXN)
Con(00009) Bac( 00010 ) Max( 000256 ) Urm( NONE )

11.7.3 URIMAP

A full description of the CICS URIMAP resource is beyond the scope of this book,
but a starting point in the CICS Info Center is at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/dfhad/resources/urimap/dfha4_overview.htm

Briefly, a URIMAP definition is required by CICS so that it can identify that this
request received by the CICS region is in fact a request for a Web service, and
not a standard CICS Web request.

The URIMAP definition identifies the CICS pipeline request to process the
definition. Example 11-11 shows the definition we used on our system to define
to the CICS region the Snooplinfo CICS Web service.

Example 11-11 CEMT display of URIMAP for the Snoop Info CICS Web service

I URIMAP

RESULT - OVERTYPE TO MODIFY
Urimap ($415050)
Usage(Pipe)
Enablestatus( Enabled )
Analyzerstat(Noanalyzer)
Scheme(Http)
Redirecttype( None )
Tcpipservice()
Host (*)
Path(/service/snoopInfoCICS)
Transaction(CPIH)
Converter()
Program()
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Pipeline(SEWSPROV)
Webservice(sewsWsCics)
Userid()

Certificate()
Ciphers()
Templatename()

Notice in the above definition that the pipeline name is SEWSPROV, which is the
pipeline that we will define to handle processing of Web service requests
received by CICS, explained in “Pipeline” on page 398. Also, the URIMAP
definition identifies the corresponding Webservice definition, described in “WEBS
(Webservice)” on page 401, which will identify to CICS the program that CICS is
to invoke to handle the received request.

You may have noticed the odd name for the above URIMAP resource of
$415050. In fact, we did not manually define this URIMAP definition, but used a
feature of the CICS pipeline resource definition that resulted in CICS defining the
URIMAP automatically. This is discussed in more detail once we have described
pipelines themselves.

Note though that a URIMAP definition does provide a number of useful settings
for controlling how CICS processes a Web service request it receives. In
particular, the Userid and the Transaction fields let you set what will be the
transaction ID the request is processed under, and Userid lets you set what user
ID it runs under. This then lets you implement greater security controls around
the processing of Web Requests by CICS if desired.

11.7.4 Pipeline

398

A full description of the CICS pipeline resource is beyond the scope of this book,
but a starting point in the CICS Info Center is at:

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.
cics.ts.doc/dfha4/resources/pipeline/dfha4d_overview.htm

Briefly, CICS pipelines are the mechanisms CICS uses to control the processing
of Web service into and out of CICS.

Importantly, a pipeline only goes in one direction. A single pipeline can only
handle either incoming or outgoing Web services, not both.

Example 11-12 on page 399 shows the settings to define a pipeline called
SEWSPROV. This pipeline will be the one that handles Web service requests
sent to CICS.

WebSphere for z/OS V6 Connectivity Handbook


http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp?topic=/com.ibm.cics.ts.doc/dfha4/resources/pipeline/dfha4_overview.htm

Example 11-12 Definition to define the SEWSPROV pipeline

OVERTYPE TO MODIFY CICS RELEASE = 0640
CEDA AlLter PIpeline( SEWSPROV )
PIpeline : SEWSPROV
Group : ITS07064
Description ==>
STatus ==> Enabled Enabled | Disabled

Configfile ==> /usr/lpp/cicsts/cicsts31/samples/pipelines/basicsoapllprov
(Mixed Case) ==> ider.xml

SHelf ==> /var/cicsts/
(Mixed Case) ==>

Wsdir ==> /usr/cics/sews/wsprov/wshind
(Mixed Case) =

Example 11-13 shows the settings to define a pipeline called SEWSREQ. This
pipeline will be the one that handles Web service requests issued by programs in
CICS.

Example 11-13 Definition to define the SEWSREQ pipeline

CEDA AlLter PIpeline( SEWSREQ )

PIpeline . SEWSREQ

Group : ITS07064

Description ==>

STatus ==> Enabled Enabled | Disabled

Configfile ==> /usr/lpp/cicsts/cicsts31/samples/pipelines/basicsoapllreq
(Mixed Case) ==> ester.xml

==>
==>
==>

SHelf ==> /var/cicsts/
(Mixed Case) ==>
==>
==>
==>

SHelf ==> /var/cicsts/
(Mixed Case) ==>
==>
==>
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Wsdir > /usr/cics/sews/wsreq/wshind
(Mixed Case) ==>

Note that in the above pipeline definitions for the requestor and provider have
different Configfile and Wsdir settings. The Configfile pointed to by the pipeline
definition is an XML file that describes the processing the pipeline is to perform
on the requests it receives or the response it sends. CICS supplies sample files
that should be adequate to begin with and can be extended as required.

The Wsdir setting points to a directory in the HFS where the binding files that
describe the Web services are located. You should have separate directories for
each pipeline.

After defining the above definitions using CEDA, they are installed into the CICS
region.

When a pipeline definition is installed into a CICS region, CICS automatically
scans the directory specified by the Wsdir setting. For an inbound pipeline
definition, any Web service binding files found will result in the automatic creation
of a corresponding URIMAP definition.

On our system, when we installed the above pipeline definitions, the URIMAP
definition shown in Example 11-11 on page 397 was defined. The following
command can also be used to have CICS update the URIMAP definitions should
you add additional Web service binding files to the directory at a later date:

CEMT P PIPELINE(SEWSPROV) SCAN

The above definitions are all that are required in the CICS region to run the
SEWS sample application.

Recommendation regarding location specified in Wsdir

In the examples in this chapter, we had the DFHWS2L and DFHLS2WS utilities
write the wsbind files directly to the locations as specified in the Wsdir setting of
the Pipeline definition.

However, in a real-world situation, this is not recommend. Better practice would
be to have a set of directories reserved for use by the DFHLS2WS and
DFHWS2LS programs, and a separate set of directories for use by the Pipeline
definitions, and then set up a process to move the wsbind files between the two
when ready to do so.
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11.7.5 WEBS (Webservice)

The WEBS definition is used to define to CICS information about the Web
services that programs in CICS can use or provide.

For the Snooplinfo Bean Web service called by the SEWS0002 program, the
WEBS definition called sews is shown in Example 11-14.

Example 11-14 WebService definition for the Snooplinfo Bean Web service

I WEBS
RESULT - OVERTYPE TO MODIFY
Webservice(sews)
Pipeline(SEWSREQ)
Validationst( Novalidation )
State(Inservice)
Urimap()
Program()
Pgminterface(Notapplic)
Container()
Datestamp(20050615)
Timestamp(21:59:26)
Wsd1file()
Wsbind(/usr/cics/sews/wsreq/wsbind/sews.wsbind)
Endpoint(http://Tocalhost:9080/sewsWeb/services/SnoopInfo)
Binding(SnoopInfoSoapBinding)

Note that in the above definition the pipeline name is SEWSREQ, which is the
pipeline we have defined to handle processing of Web service requests issued
by programs in CICS.

For the Web service provided by the SEWS0002 program, the WEBS definition
is shown in Example 11-15.

Example 11-15 Web service definition for the Web service provided by SEWS0002

I WEBS

RESULT - OVERTYPE TO MODIFY
Webservice(sewsWsCics)
Pipeline(SEWSPROV)
Validationst( Novalidation )
State(Inservice)
Urimap ($415050)
Program(SEWS0002)
Pgminterface(Commarea)
Container()
Datestamp(20050620)
Timestamp(14:15:05)
Wsd1file()
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Wsbind(/usr/cics/sews/wsprov/wshind/sewsWsCics.wsbhind)
Endpoint()
Binding (SEWSO002HTTPSoapBinding)

Note in the above definition that the pipeline name is SEWSPROV, which is the

pipeline we have defined to handle processing of Web service requests received
by CICS. You can see that this definition identifies to CICS that it is the program
SEWSO0002 that is be invoked to handle the request.

These definitions were automatically generated when the pipeline definitions
were installed into the CICS region, or a scan operation done on the pipeline via
the CEMT transaction. The definitions can be pre-defined via CEDA if required.

11.8 Testing the SEWS application
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To test the SEWS application we will show the process using two separate
WebSphere Application Server for z/OS Version 6.01 servers in different cells
and one CICS region.

Both servers where located on the same LPAR with TCP/IP address of
9.12.4.38. Server A has security enabled and is listening for HTTP requests on
port 9080. Server B has security disabled and is listening for HTTP requests on
port 39080.

Deploy the sews-stage1.ear file into server A, either the one you have built
yourself using the previous sections or the one supplied as part of the additional
material for this book. This ear file contains the Web service.

Deploy the sewsWsDemo-stage1.ear into server B, either the one you have built
yourself using the previous sections or the one supplied as part of the additional
material for this book. This ear file contains the Web service requestor
application.

On your own system you could deploy both ear files into one server if desired,
but deploying the requestor application and the Web service itself into two
separate servers should prove to any non-believers that a Web service call is
really being done.

In the CICS region, use CEDA to define a transaction called SEWS that invokes
the program SEWS0001. Compile SEWSBMS, SEWS0001, and SEWS0002,
and put them in a load library that is part of the DFHRPL concatenation of the
CICS region.
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11.8.1 Running the Web service requestor application

First, access the Web service requestor application from your browser by
entering the following address. However, use the TCP/IP address and port
number of your own server.

http://9.12.4.38:39080/sewsWsDemoWeb/SewsWsDemo

The result will be as shown in Figure 11-21.

23 ITSO Simple Example Web Services - Demo Driver - M... E|@|E|

File Edit Mjew Fawvorites Tools Help .ﬂ."

o

Address | ] hitp:/{9.12.4,36:39080 semswisDemoebySews ¥ | [ G0 Li

)

ITSO

Simple Example Web Services - Demo
Driver
Webiphere Snoop Info Bean (SOAP over HTTE)

Iﬂ:u:,-",-"ﬂ.'l 2.4.38:9080/sewsiebfservicesfSnoopinfo

o CICS Into Bean (SOAP over HITTE)
mﬁj:,.",ﬂ .2.3.42BDED,-"SE_NiCE,-"SﬂDDprDmCS

[ [mwoke selected Webh Serdce ]

Figure 11-21 Initial display for the sewsWsDemo servlet

11.8.2 Test Web service call to Snoopinfo Bean in WebSphere

Select the radio button to the left of the box that invokes WebSphere Snoopinfo
Bean (SOAP over HTTP), and update the TCP/IP address and port number that
are preset in the URL for the Web service to reflect the values of your
environment.

In our case we set the URL to:
http://9.12.4.38:9080/sewsWeb/services/SnoopInfo
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Click Invoke selected Web Service and the result should be similar to that
shown in Figure 11-22.

2 ITSO Simple FExample Web Services - Demo Driver - Micr... |Z”E|E|
Ay

File Edit Mjew Favorites Tools  Help s

; . ;
, \_ ) | :
G Back - x p: |/ Search s Favorites

Address @] http:9.12,4,38: 39080 sewsWsDemo'web|Sewsisl LJG-: Links *

»

Information returned from Web Service

call
subject: Principal: wiscd® itso b com ™ SGTEST Pubklic
Tava Credential:
Prinicpal cotr tbtn ws. securtty. auth, WS Credentiallmpl@ 54a0 209

[cotnibm ws.secunty. auth. 205 WS Cre dentiallmpl@ S4beal

[cotn thim we. security. 2oz PlatformCredential ] ]

Host wizcd B itso thin. com

Current £ o1 17 21:39:17 GMT00:00 2005
Time

Id of
caller (if
ETB
inwoked)

i | Done 8 Internet

Figure 11-22 Result from calling the Snooplinfo Web service

This output shows we have been able to call the Snooplnfo Web service
successfully.

11.8.3 Test Web service call to Snooplinfo in CICS

Select the radio button to the left of the box that invokes CICS Info Bean (SOAP
over HTTP), and update the TCP/IP address and port number that are preset in
the URL for the Web service to reflect the values of your environment.
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In our case we set the URL to:
http://9.12.4.38:8700/service/snoopInfoCICS

This is the address of the CICS region running the Web service to be called.

Click Invoke selected Web Service and the result should be similar to that
shown in Figure 11-23.

Information returned from Web Service

call
Tzetid HATMO HATMO
Host EEW1 CFIH
Current Time IIH{;O?U%[; glnhéﬂﬂi
Id of caller (if ETE
roked)

Figure 11-23 Results of calling Web service in CICS

This output shows we have been able to call the Web service in CICS
successfully.

11.8.4 Test Web service call from CICS to WebSphere

Log on to the CICS region and invoke transaction SEWS. Enter 2 as the option,
and under the line Enter Host Name or IP Address where SnoopInfo Web
Service is located, enter the value:

http://9.12.4.38:9080/sewsWeb/services/SnoopInfo

This value identifies the location of the Web service, in this case our WebSphere
Application Server, and the Web service to invoke.

Press Enter, and the result should be similar to that shown in Example 11-16.

Example 11-16 Result of calling Web service from CICS

Simple Example Web Services

1. LINK to SEWS0002
2. Call the SnoopInfo Web Service
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Enter Host Name or IP Address where SnoopInfo Web Service is located
http://9.12.4.38:9080/sewsWeb/services/SnoopInfo

Option:

Returned Data:

No Java subject

wtsc48.itso.ibm.com

Mon Jun 20 22:16:28 GMT+00:00 2005

Web Service API Response Codes Resp: 0000 Resp2: 0000

This output shows we have been able to call the Snoopinfo Bean Web service
successfully from CICS.

11.9 Summary

In this chapter we have shown how to Web service-enable applications in
WebSphere and CICS, and how to perform Web service calls into and out of
WebSphere and CICS.

We have only dealt in this chapter with a simple example of Web services using

SOAP over HTTP. WebSphere Version 6 Web Services Handbook Development
and Deployment, SG24-6461, provides much more detail on the topics we have

covered in this chapter, plus other more advanced features of the Web services

available in WebSphere.
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12

Web services and SOAP
over JMS

This chapter uses the SEWS sample application as developed to the end of the
previous chapter and shows how we extended it to call Web services using
SOAP over JMS as the underlying transport. It then shows the definitions
required to support SOAP over JMS when performing Web services in
WebSphere, between WebSphere cells, and between WebSphere and CICS.

Important: The scenarios we have described in this chapter regarding the
usage of SOAP over JMS between CICS and WebSphere are valid, but could
not be tested successfully because of outstanding PTFs. To be able to
successfully test the scenarios yourself, you have to make sure to install the
required PTFs for this functionality once they become available.
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12.1 Using SOAP over JMS

This chapter takes the theory of using SOAP over JMS for Web services and
shows how to implement a basic setup.

In this chapter we show the following:

| 2

In “Enabling SnoopEjb for SOAP over JMS” on page 410 we show how we
extend the SEWS application to use SOAP over JMS as the transport
mechanism for Web services.

In “Web service using SOAP over JMS in one cell” on page 419 we show the
setup required in a single WebSphere server to allow an application to call a
Web service in the same server using SOAP over JMS.

In “Web service using SOAP over JMS between cells” on page 441 we show
the setup required to allow an application in a server in one WebSphere cell to
invoke a Web service in a server in a different cell using SOAP over JMS.

In “CICS to WebSphere using SOAP over JMS” on page 448 we show what
setup is required to allow a program in CICS to invoke a Web service in
WebSphere using SOAP over JMS.

In “WebSphere to CICS using SOAP over JMS” on page 456 we show what
setup is required to allow a program in WebSphere to invoke a Web service in
CICS using SOAP over JMS.

Throughout the above sections, we use the values from our system when
defining the various definitions. On your own system you would need to
substitute values specific to your own system, such as CICS region name,
TCP/IP addresses, and so on.

12.1.1 Our system layout

408

Throughout this chapter we show the various definitions and settings we used on
our system to demonstrate the use of Web services via SOAP over JMS. The
diagram in Figure 12-1 on page 409 shows the key components from our
environment.
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sewsBus
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WAS V6 - ws6483 CICS - SCSCERW1

Figure 12-1 Environment used to describe example

WebSphere Server - ws6481

The ws6481 server is a WebSphere Application Server for z/OS Version 6.01
standalone server. It is listening on port 9080 for standard HTTP requests. It will
have deployed into it the sews and sewsWsDemo applications.

WebSphere Server - ws6483

The ws6483 server is a WebSphere Application Server for z/OS Version 6.01
standalone server. It is listening on port 39080 for standard HTTP requests. It will
have deployed into it the sewsWsDemo application. This server did not have
global security enabled.

MQSeries Queue Manager - MQ4B
This is a MQSeries® V5.3.1 queue manager.
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CICS Region - SCSCERW1

This is a CICS Transaction Server Version 3.1 region. It is set up to bind to the
MQ4B queue manger.

Note that while the examples in this chapter use WebSphere Application Server
for z/OS Version 6.01, the process would be the same from the WebSphere point
of view regardless of platform.

12.1.2 Supplied material

Table 12-1 describes the additional material supplied with this book.

Table 12-1 Supplied additional material

Name Purpose

sews-stage2.zip This is a project interchange zip file. It contains the
sews project after the steps described in “Enabling
SnoopEjb for SOAP over JMS” on page 410 have
been completed.

sewsWsDemo-stage2.zip This is a project interchange zip file. It contains the
sewsWsDemo project after the steps described in
“Update sewsWsDemo to invoke SnoopEjb Web
service” on page 415 have been completed.

sews-stage2.ear EAR file containing the sews application that is
enabled to support SOAP over JMS.

sewsWsDemo-stage2.ear Ear file containing updated version of the
sewsWsDemo application that can call the
SnoopEjb Web service.

12.2 Enabling SnoopEjb for SOAP over JMS

When SOAP over JMS is used as the transport for invoking a Web service in
WebSphere, only an EJB can be used as the underlying logic.

We show here how to enable SOAP over JMS for an existing application that has
already had the EJB made available as a Web service via SOAP over HTTP.

Starting with the SEWS application as it was at the end of “Web service-enable
the SnoopEJB” on page 411, we make the SnoopEjbBean EJB available as a
Web service via SOAP over HTTP first. The process to do this is similar to that
described to enable a Java Bean as a Web service. Once this is done we then
show how to use Rational Application Developer Version 6 to add support so that
the same EJB can be accessed via SOAP over JMS.
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12.2.1 Web service-enable the ShoopEJB

Make sure you start with the workspace you used for Web service-enabling the
Snooplnfo Java Bean, as described in 11.3.2, “Web service-enable Snooplinfo
Java Bean” on page 370. If you did not perform that part of the scenario, you can
also import the project interchange file from the additional material for this book,
called sews-stage1.zip.

Create a new Web Project called SnoopEjbWsWeb. Add it as a module to the
sews application.

In the SEWS application project, expand EJB Projects — sewsEjb —
ejbModule — itso.sews.ejb. Then right-click SnoopEjb.java, and select Web
Services — Create Web Service.

On the Web Services page, select Ejb Web Service as the Web service type
and make sure you check Generate a proxy. Click Next.

On the Object Selection page, select sews as the EAR Project to work on, then
select SnoopEjb as the EJB Bean to work with. Click Next.

On the Service Deployment Configuration page, in the Client-Side Environment
Selection, set SnoopEjbWsClientWeb as the client project and
SnoopEjbWsClientEar as the EAR project. Click Next.

On the Web Service EJB Configuration page, select SnoopEjbWsWeb as the
Web Router project and select SOAP over HTTP as the transport. Click Next.

On the Web Service Java Bean Identity page click Next.
On the Web Service Proxy Page click Next.
On the Web Service Publication page click Finish.

Test that the Web service for the EJB is operational by expanding EJB
Projects — sewsEjb — ejpbModule —» META-INF — wsdl, then right-click
SnoopEjb.wsdl, select Web Services — Test with Web Services Explorer,
and test the Snooplnfo operation.

Export SnoopEjbWsClientWeb in the Dynamic Web Projects folder to a war file
and place it in a directory at your convenience. We will need this file again for the
sewsWsDemo project.

Having now Web service-enabled the SnoopEJB using SOAP over HTTP, we
now want to add support to use this Web service via SOAP over JMS.
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12.2.2 Enabling SOAP over JMS support

Expand EJB Projects, then right-click sewsEJB, and select Web Services —
Endpoint Enabler, as shown in Figure 12-2.

412
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Run Yalidation
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Figure 12-2 Using the Endpoint Enabler to add SOAP over JMS support

Select JMS as the transport type, set JNDI name of the ActivationSpec to
aspec/sewsEJB_ActivationSpec, and leave other fields as shown in Figure 12-3
on page 413.

In this example we use the new Default messaging provider of WebSphere V6.
The ActivationSpec is part of this new feature and is analogous to the listener
port approach. The ActivationSpec is used to identify what queue messages are
to be taken off to drive the MDB. Further information about the ActivationSpec
concept can be found in “Activation specification” on page 103 and at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.

ibm.websphere.nd.doc/info/ae/ae/rj2c_asob.html
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Figure 12-3 Selecting JMS as the transport type

Click OK. In the window shown in Figure 12-3, you have to choose between
using the new ActivationSpec approach or the Listener Port approach; you
cannot define both.

We have now completed the process to enable the sample application to support
receiving Web service requests for the SnoopEjb via SOAP over JMS. By
expanding EJB Projects you will notice that a new project called
sewsEJB_JMSRouter has been created.
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12.2.3 Exploring the new ejb-jar.xml

Before we move on, it is worth looking at what has been generated, in particular
within the sewsEJB_JMSRouter project. Expand sewsEJB_JMSRouter —
ejbModule —» META-INF and double-click ejb-jar.xml.

Click the bean tab, and click WebServicesJMSRouter. Scrolling down, you will
see information displayed about the activation specification, as shown in
Figure 12-4.

- Message-Driven Destination
i&WebServices MSRouter - -
Diestination bype: | javas, jms Queue
Activation Configuration
The fallowing activation configurations are defined for the message driv
bean:
%destinatiunwpe Mame | destinationTvpe
Yalue | javax.jms, Quele
YebSphere Bindings
The Following are binding properties for the WebSphere Application Serv
O Listener Port
& 108 adapter
; ? ActivationSpec JNDI narme: aspec)sevsEJB_Ackivation:
Add... | | Remove Activationspec Authorization alias:

Figure 12-4  Display showing information about the ActivationSpec
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Note that there is a field where you can specify the name of an authorization
alias to be associated with the ActivationSpec. Note that here it is called an
authorization alias, but in WebSphere these definitions are called authentication
aliases.

In WebSphere Application Server for z/OS Version 6.01, where global security
has been enabled, an authorization alias will be required to allow the consumer
to start in the adjunct server, as explained later in “Defining a SIB in WebSphere”
on page 420 and “Adjunct server” on page 423.
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You either need to specify an authentication alias in the JMS Authentication
specification you define in “Define JMS activation specification” on page 428, or
you can specify the authentication alias here in the ejb-jar.xml.

However, specifying the value here in the ejb-jar.xml only works if it exactly
matches the full name of an authentication alias defined in the server. Since this
name consists of the actual node name of the server, it is not recommended to
set an authentication alias here in the ejb-jar.xml, because you will then have a
node-specific setting in the ejb-jar.xml, which will be of no use if you deploy this
ear file into a different server.

Click the References tab, and you will see under WebServicesIMSRouter a
resource definition called jms/WebServicesReplyQCF. This identifies the QCF
definition that will be used by the MDB to write the reply message on. In “Define
JMS queue connection factory” on page 426 we show how to define a QCF
definition via the Administration GUI.

12.2.4 Update the application.xml

Before exporting the application as an EAR file, we need to update the
application.xml file, to add the project that provides the SOAP over JMS support
as a module in the application.

Expand Enterprise Applications — sews — META-INF, then double-click
application.xml. Select the Module tab, then under Modules, click Add. Add
SnooplnfoBeanWsClientWeb and sewsEJB_JMSRouter (in case it is not already
included).

Save the change and export the application as an ear file. We called it
sews-stage2.ear.

12.2.5 Update sewsWsDemo to invoke SnoopEjb Web service

In the additional material supplied with this book is sewsWsDemo-stage2.zip.
This projectinterchange file contains the sewsWsDemo application updated so
that it can invoke the SnoopEjb as a Web service.

To enable this, we did the following.

In the sewsWsDemo project we imported the SnooplinfoEjbWsClientWeb.war file
you have previously exported in “Web service-enable the SnoopEJB” on

page 411, as shown in Figure 12-5 on page 416. In case you did not perform the
steps described in the previous sections, you can import the
SnoopinfoEjbWsClientWeb.war file as supplied in the additional material for this
book. Note that we added this module to the sewsWsDemo EAR project. Doing
this means that the application.xml file is updated for the application.
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Figure 12-5 Importing the SnoopEjb client code into the sewsWsDemo application

We added SnooplInfoEjbWsClient as a project on the build path for
sewsWsDemoWeb.

We then updated the sewsWsDemo.java servlet to have the additional code
shown in Figure 12-1.

Example 12-1 Code to call the SnoopEJB Web service

// Option ¢ - calls the SnoopEJB Web Service
uidString = "Java principal";
SnoopEjbProxy sip = new SnoopEjbProxy();
trace("got sip: " + sip);

wsHost3 = arg0.getParameter("wsHost3");
sip.setEndpoint (wsHost3);

trace("set endPoint: " + wsHost3);

sd = sip.snoopInfo();

sInfol = sd.getS1();

sInfo2 = sd.getS2();

sInfo3 = sd.getS3();
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sInfo4 = sd.getS4();
arg0.setAttribute("wsHost3", wsHost3);

The application was then exported as sewsWsDemo.ear.

12.2.6 Update the web.xml

The web.xml of the sewsWsDemoWeb project needs to be updated with
additional logical resource references. A logical resource reference needs to be
defined for each JMS resource the application will be referencing.

If this is not done, then later on when testing the application, you would find, as
we did, that you would get messages similar to that shown in Example 12-2.

Example 12-2 Warning message about deprecated use of direct JNDI lookups

OTrace: 2005/06/27 13:12:25.713 01 t=7C9828 c=UNK key=P8 (0000000A)

Description: Log Boss/390 Error

from filename: ./bborjtr.cpp

at line: 901

error message: BB000221W: J2CA0294W: Deprecated usage of direct JNDI Tookup
of resource jms/WebServicesReplyQCF. The following default values are used:
[Resource-ref settings]

0 res-auth: 1 (APPLICATION)
res-isolation-level: 0 (TRANSACTION_NONE)
res-sharing-scope: true (SHAREABLE)
loginConfigurationName: null
loginConfigProperties: null

[Other attributes]

0 res-resolution-control: 999 (undefined)
isCMP1 x: false (not CMP1.x)
isJMS: false (not JMS)

The following link provides further information warning against the use of direct
JNDI lookups:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.zseries.doc/info/zseries/ae/rdat_jnditips.html

Expand Dynamic Web Projects —» sewsWsDemoWeb — WebContent —
WEB-INF and double-click web.xml to open it for editing.

Click References, then the Add button, then select Resource Reference as the
type of resource to add.
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Add the following four definitions:

Name jms/localWasQcf
Authentication container
Type javax.resource.cci.ConnectionFactory
JNDI Name jms/localBus
JAAS Authentication Alias nd6483/sewsdemo

Name jms/snoopEjbinLocalWasQ
Authentication container
Type javax.jms.Queue
JNDI Name jms/snoopEjbinLocalWasQ
JAAS Authentication Alias not applicable

Name jms/snoopEjbInRemoteWasQ
Authentication container
Type javax.jms.Queue
JNDI Name jms/snoopEjbInRemoteWasQ
JAAS Authentication Alias not applicable

Name jms/sews0002InCicsQ
Authentication container
Type javax.jms.Queue
JNDI Name jms/sews0002InCicsQ

JAAS Authentication Alias not applicable

Note that the type for the QCF definition is set to
javax.resource.cci.ConnectionFactory, as we will be defining the JMS queue
connection factory definition in the new WebSphere Default messaging provider.
If you would set it to javax.jms.QueueConnectionFactory, which was the value to
use if using the previous JMS 1.0 specification, then you would get during
deployment of the application the warning message shown in Example 12-3.

Example 12-3 Warning message when QCF resource types do not match

ADMA0139W: Resource Assignment of name jms/sews0002InCicsQcf and type
javax.jms.QueueConnectionFactory, with JNDI name jms/ws6483Bus is found within
scope of module sewsWsDemoWeb with URI sewsWsDemoWeb.war,WEB-INF/web.xm1
deployed to target WebSphere:cell=c16483,node=nd6483,server=ws6483, but of
wrong resource type JMS. The expected resource type is J2CResourceAdapter.
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For the queue definitions, Rational Application Developer Version 6 does not yet
support setting the type to reflect the new Default messaging provider feature of
WebSphere V6. When you deploy the application you will see a warning
message similar to that shown in Example 12-4. It is okay to ignore this warning
message.

Example 12-4 Warning message when resource type for Queue does not match

ADMAO139W: Resource Assignment of name jms/snoopEjbInWasQ and type
javax.jms.Queue, with JNDI name jms/snoopEjbInWasQ is found within scope of
module sewsWsDemoWeb with URI sewsWsDemoWeb.war,WEB-INF/web.xml deployed to
target WebSphere:cell=c16483,node=nd6483,server=ws6483, but of wrong resource
type JMS. The expected resource type is J2CAdminObject.

12.3 Web service using SOAP over JMS in one cell

The SEWS sample application has now been updated to support the use of
SOAP over JMS as the transport mechanism for Web services. We now need to
configure the WebSphere server with the appropriate definitions to be able to
actually provide the JMS support.

When we used SOAP over HTTP as the underlying infrastructure for Web
services, we did not have to set up any additional WebSphere configuration as
such, since this was already done when the servers where defined. Now that we
want to show the use of SOAP over JMS, additional configuration is required.

We are going to show the use of the new Default messaging provider in
WebSphere Application Server for z/OS Version 6.01. In this section we show
how to configure a single WebSphere server with both parts of the SEWS
sample application installed. We then test that we can invoke the SnoopEjb Web
service using SOAP over JMS within a single server.

In “Web service using SOAP over JMS between cells” on page 441 we show how
to extend this example to use two servers in different WebSphere cells.

12.3.1 Overview of definitions required

Table 12-2 lists the definitions required.

Table 12-2 Definitions required, for example, using single server

Definition type Described in section
Service Intergration Bus “Defining a SIB in WebSphere” on
page 420
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Definition type Described in section

Authentication alias “Define authentication alias” on page 424

Destination queue “Define queue” on page 424

JMS queue “Define JMS queue” on page 425

JMS queue Connection factory “Define JMS queue connection factory” on
page 426

JMS activation specification “Define JMS activation specification” on
page 428

JMS queue Connection factory and queue | “Definitions for the Web service driver

for the sewsWsDemo application application” on page 430

12.3.2 Defining a SIB in WebSphere

420

A Service Integration Bus (SIB) is an administrative concept that represents all
the messaging resources in a WebSphere Application Server for z/OS Version
6.01 environment.

This is a new concept in WebSphere Application Server for z/OS Version 6.01;
further information can be found in 4.2.1, “WebSphere Default messaging
provider” on page 89; 4.7.2, “Configuring the Default messaging JMS provider”
on page 149; and WebSphere Version 6 Web Services handbook Development
and Deployment, SG24-6461, and at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.express.doc/info/exp/ae/welc6tech_si.html

Using the WebSphere Administration GUI, expand Service Integration, and
click Buses.

Click New, then enter sewsBus as the name for the SIB, as shown in Figure 12-6
on page 421.

Unselect the Secure box under the Security heading. Enabling the bus to be
secure in the WebSphere server requires careful planning. Further information is
available at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/topic/com.ibm.websphe
re.pmc.zseries.doc/tasks/tjr0009_.html
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Figure 12-6 Defining the sewsBus

Click Apply. The options under Additional Properties and Related ltems will now
be available. The next step is now to set up a Messaging Engine in the SIB we
have created.

Messaging Engine

Ultimately, something is required within WebSphere to handle the processing of
messages. This something is what is called the Messaging Engine (ME). The
Messaging Engine runs in the WebSphere Application Server and has its own
data store with which to store messages. As such, messages become persistent.
A Messaging Engine also has the concept of queues associated with it.

A Messaging Engine is automatically created when you add a server to the SIB.
Further information about this concept can be found in 4.2.1, “WebSphere
Default messaging provider” on page 89, and at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.pmc.zseries.doc/concepts/cjj0020_.htm1

In the Admin GUI, where we have just defined the sewsBus SIB, click Bus
Members, then click Add. The Admin GUI will then display a page where you
select the server you want to add to the SIB. As we are only using a single server
setup, there is only one server that can be picked, as shown in Figure 12-7.
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Figure 12-7 Adding a server to the sewsBus SIB
Click Step 2, then click Finish.

If you now go back to the display shown in Figure 12-6 on page 421, and click
Messaging Engines, you will see that a Messaging Engine has been defined, as
shown in Figure 12-8.

Buses » sewsBus = Messaging engines

A reszaging engine is a component, running inside a
zerver, that manages messaging resources for a bus

member, Applications are connected to a meszaging

engine when accessing a service integration bus,

Preferances
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Total 1

Figure 12-8 Messaging Engine defined for the server

Save the changes.
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Adjunct server
Before continuing to define other resources, restart the WebSphere server.

If this is the first Messaging Engine you have defined for the server, you will see
a new STC started along with the Control Region and Servant Region when you
restart the server. This new STC is referred to as the Control Region Adjunct
(CRA). The name of this STC will be the name of the Control Region with an “A”
appended.

HTTP and HTTPS ports will not be opened by the Control Region until both the
Servant and Adjunct STCs have completed startup. In the Adjunct STC you will
see messages similar to those shown in Example 12-5, which identify the STC
as being the adjunct STC.

Example 12-5 Message identifying the Adjunct server

BB0002881 WEBSPHERE FOR Z/0S ADJUNCT PROCESS 094
CL6481/ND6481/CLU6481/WS6481 IS STARTING.

BB0002931 WEBSPHERE FOR Z/0S ADJUNCT PROCESS c16481/nd6481/ws6481 IS
STARTING.

BB0002221: WSVR0001I: Server ADJUNCT PROCESS ws6481 open for
e-business

BB000291I INITIALIZATION COMPLETE FOR WEBSPHERE FOR Z/0S ADJUNCT
PROCESS WS6481.

BB000292I INITIALIZATION COMPLETE FOR WEBSPHERE FOR Z/0S ADJUNCT
PROCESS CL6481/ND6481/CLU6481/WS6481.

In the Adjunct STC SYSPRINT, you should see a message showing that the SIB
you defined has been successfully started, similar to this:

BB0002221: [sewsBus:nd6481.ws6481-sewsBus] CWSID0016I: Messaging engine
nd6481.ws6481-sewsBus is in state Started.

In the Administration GUI, the Messaging Engine should now show a running
status indicator, as shown in Figure 12-9 on page 424.
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Figure 12-9 Display showing Messaging Engine is running

12.3.3 Define authentication alias

In the Administration GUI, expand Security, and click Global Security —» JAAS
Configuration — J2C Authentication data — New. Set the name as
sews-alias, and enter a valid user ID and password. Click Apply and save the
change.

12.3.4 Define queue

424

A queue is required, as this will be the place that messages for the SnoopEjb
Web service request will be sent for processing. When a message arrives on this
queue, an MDB will be driven to process the message. This MDB in turn will
invoke the method on the SnoopEjb, which has been Web service-enabled.

In the Default messaging provider of WebSphere Application Server for z/OS
Version 6.01, queues are defined under destinations.

Further information can be found at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.pmc.zseries.doc/concepts/cjo0001_.htmI
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At the above link a Bus destination is described as:

A Bus destination is a virtual location within a Service Integration Bus, to
which applications attach as producers, consumers, or both to exchange
messages.

To define the queue, expand Service Integration, and click Buses —
Destinations — new. In the panel displayed select Queue as the Destination
type, and click Next.

Defining the queue is a three-step process. The first step is shown in
Figure 12-10, where the queue name or identifier is set.

Create a new queue for point-to-point rmessaging

S Set queue attributes
Configure the attributes of vour new
queue

* Identifier
|5ew5Queue|

Crescription

Mext I Cancel |

Figure 12-10 Setting the queue identifier

Click Next, and another panel is displayed. This is where you identify the
member on the SIB that will process messages on this queue. In a cell such as
ours with only one server, there is only the one server to select. Click Next and
then Finish. Save the change.

12.3.5 Define JMS queue

We now need a JMS queue definition that will point to the queue we have just
defined.

To define the JMS queue, expand Resources — JMS Providers, click Default
Messaging, click JMS Queue, and click New.
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The filled out display is shown in Figure 12-11.
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Figure 12-11 Defining the JMS queue

Click Apply, then save the changes.

12.3.6 Define JMS queue connection factory

We need a JMS queue connection factory definition. This definition is used by
applications to create a connection to the JMS provider where target queues are
stored.

Further information about JMS queue connection factory can be found at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.pmc.zseries.doc/sibjmsresources/SIBIMSQueueConnectionFactory
CollectionForm.html
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At the above link JMS Queue Connection Factory is defined as:

A JMS Queue Connection Factory is used to create connections to the
associated JMS provider of JMS queues, for point-to-point messaging. Use
Queue Connection factory administrative objects to manage JMS Queue
Connection factories for the Default messaging provider.

To define the definition, expand Resources — JMS Providers, click Default
Messaging, click JMS Queue Connection factory, and click New.

Part of the display where you define the definition is shown in Figure 12-12 on
page 428.

Set the name of the definition to sewsReplyQcf, the JNDI name to
jms/WebServicesReplyQCF, select the sewsBus as the Bus name to use, and
select the sews-alias entry as the Component-managed authentication alias.

This JNDI name was the value we set in the References tab of the ejb-jar.xml in
the sewsEjb_JMSRouter project, as explained in “Exploring the new ejb-jar.xml”
on page 414.
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Figure 12-12 Defining the JMS queue connection factory

Click Apply and save the change.

12.3.7 Define JMS activation specification

Information about JMS activation specifications can be found at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.
websphere.pmc.zseries.doc/sibjmsresources/SIBIJMSActivationSpec_CollectionForm.h
tml
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At the above link a JMS activation specification is defined as:

A JMS activation specification is associated with one or more
Message-Driven Beans and provides the configuration necessary for them to
receive messages.

In “Exploring the new ejb-jar.xml” on page 414 we discussed how the ejb-jar.xml
had a JNDI value to reference a JMS activation specification; it had a value of
aspec/sewsEJB_ActivationSpec. When we create the definition this will be the
value we set the JNDI name to.

This will tie together the application that will be providing the Web service via
SOAP over JMS, and the WebSphere infrastructure that provides the messaging
capability.

To define the JMS activation specification, expand Resources — JMS
Providers, click Default Messaging, and then under activation specifications
click JMS Activation Specification, then New.

Set the name to sews-jmsActSpec, the JNDI name to
aspec/sewsEJB_ActivationSpec, the destination JNDI name as jms/sewsQueue,
and select sewsBus as the bus name, as shown in Figure 12-13 on page 430.
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Figure 12-13 Settings for the JMS activation specification

Also set the authentication alias to sews-alias. Failure to do this will result in the
error messages discussed in “Preventing deprecated JNDI lookup” on page 436.

Click Apply and save the change.

12.3.8 Definitions for the Web service driver application

430

The sewsWsDemo application is used to test the Web service available in the
sews application. To use it to demonstrate Web services using SOAP over JMS,
we need to define additional JMS definitions, as explained in the following

sections.
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JMS queue connection factory

Using the same process described in “Define JMS queue connection factory” on
page 426, we now define a JMS queue connection factory to be used by the
sewsWsDemo application.

When defining the definition, set the name to localWasBus, the JNDI name to
jms/localWasBus, the bus name to sewsBus, and the Component-managed
authentication alias to sewsDemo-alias. Save the change.

JMS queue

Using the same process as described in “Define JMS queue” on page 425, we
now define a JMS queue definition that will point to the sewsQueue definition we
defined in “Define JMS queue” on page 447.

When defining the definition, set the name to snoopEjbInWasQ, the JNDI name
to jms/snoopEjbInWasQ, the bus name to sewsBus, and the queue name to
sewsQueue. Save the change.

12.3.9 Testing in one server

Install the sews.ear and sewsWsDemo.ear files into the WebSphere server
where the above definitions have been defined.

As a number of new definitions have been added to the server, it will need to be
restarted to pick up the changes.

Verify consumer started

In the Adjunct STC, once startup has completed, you should see a message
similar to that shown in Example 12-6. This message indicates that a consumer
to process messages that arrive on the sewsQueue is active. If you do not get
this message, then further investigation is required to determine why.

Example 12-6 Successful startup of MDB

Trace: 2005/06/22 23:31:48.329 01 t=7C7690 c=UNK key=P8 (0000000A)

Description: Log Boss/390 Error

from filename: ./bborjtr.cpp

at line: 901

error message: BB000222I: [sewsBus:nd6481.ws6481-sewsBus] CWSIVO764I: A
consumer has been created for a message-driven bean against destination
sewsQueue on bus sewsBus following the activation of messaging engine
nd6481.ws6481-sewsBus.
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432

Invoke the SewsWsDemo servlet

Start the servlet that lets you test the Web services by entering a URL as follows.
Make sure that you substitute the TCP/IP address and port number with the ones

you are using.
http://9.12.4.38:9080/sewsWsDemoWeb/SewsWsDemo

The result will be similar to that shown in Figure 12-14.

3 ITSO Simple Example Web Services - Demo Driver - M... E”E|

File Edit iew Faworites Tools  Help '1."

3

Address | @] hitp:{f9.12.4.38:9080 sewswisDemowWebfSewsy ¥ | [£4 Go  Lin

ITS0O

Simple Example Web Services - Demo
Driver
WebSphere Snoop Info Bean (30AP over HITE)

http:localhost 3080/ sewsWWeh/services/Snoopinfo

o CICS Info Bean (SOAP over HTTE)
Ih:rtp:fﬂ 2.3.4:9080/=ervicefsnooplnfaCIlCs

_ Webiphere Snoop Info ETB
~ hitp:/flocalhost9080/SnoopEjvWsWeb/services/SnoopEjh

[ Ivoke selected Weh Service ]

Figure 12-14 Initial display after invoking the SewsWsDemo serviet

Test SnoopEjb using SOAP over HTTP

The first test is to invoke the SnoopEjb Web service using SOAP over HTTP.
Select the WebSphere Snooplinfo Ejb option, update the localhost:9080 part of
the URL to reflect the TCP/IP address and port number of the server the
applications are running in, and click Invoke selected Web Service.

The result should be similar to that shown in Figure 12-15 on page 433.
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Information returned from Web Service
call

subject: Principal: wiscd 8 tsoabm com™WSGUEST Pubklic
Credential:

com. ibm ws. security. auth. W Credentiallmpl@ 74 33eec)
[cotntbin we. secunty. auth zOSW S Credential lrnpl@ 74 cabecD;
[cotn ibin ws security. zos. Platform Cre dential]]

Java
principal

Haost wiscd 8. itso b cotmn

Current
Time

Id of
caller (if
ETE
invaked)

Tho Jun 23 13:35:14 GRLTHO0:00 2005

WS GUEST

Figure 12-15 Result after calling SnoopEjb Web service using SOAP over HTTP

Test SnoopEjb using SOAP over JMS

Now finally the moment of truth—test the invocation of the SnoopEjb Web
service using SOAP over JMS.

And this is finally where we see the beauty of Web services, as to have the Web
service done via SOAP over JMS, all that is needed in the client program is a
different end point value. Instead of using a value like this:

http://9.12.4.38:9080/SnoopEjbWsWeb/services/SnoopEjb

we simply enter as the URL the value:

jms:/queue?destination=java:comp/env/jms/snoopEjbInLocalWasQ&connectionFact
ory=java:comp/env/jms/TocalWasQcf&targetService=SnoopEjb

This value will be set as the end point in the SewsWsDemo.java program, before
it does the Web service call. Example 12-1 on page 416 shows the Java code
that performs the Web service call on the SnoopEjb.

Enter the URL above to invoke the SnoopEjb Web service using SOAP over
JMS, and you should get a result similar to that shown in Figure 12-16 on
page 434.
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Figure 12-16 Result from calling SnoopEjb Web service using SOAP over JMS
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Breakdown of message flow

The following explains the message flow of how the Web service using SOAP
over JMS has occurred:

1. The SewsWsDemo servlet calls the SnoopEjbProxy class, with the URL set
to indicate to use SOAP over JMS.

2. The SnoopEjbProxy class drives the classes in WebSphere that handle Web
service processing.

3. A dynamic temporary reply queue name is generated and set in the message
header.

4. Using the JNDI name for the JMS queue connection factory passed in on the
URL, a connection to the SIB is obtained.

5. Using the JNDI name of the JMS queue passed in via the URL, the SOAP
request is written as a message to the sewsQueue queue.

6. The consumer monitoring the sewsQueue detects a message has arrived and
starts a Message-Driven Bean (MDB).

7. The MDB creates the SnoopEJB EJB and calls the Snoopinfo method.
8. The Snoopinfo method runs, and returns a SnoopData object to the MDB.

9. The MDB writes the SnoopData object as a message to the specified reply
queue at the specified reply QCF name.

10.WebSphere Web service classes read the reply message.

11.The reply data is put into a SnoopData object, which is then passed back to
the SewsWsDemo servlet and the result displayed.

Trace sample

We did a trace using com.ibm.ws.sib.*=all=enabled and examined the trace
produced.

Example 12-7 shows a sample trace record produced when we ran the Web
service using SOAP over JMS. In particular, this trace record shows the
message to be written to the queue and you can see the name of the temporary
dynamic reply queue.

Example 12-7 Sample trace record showing message to be written to queue

Trace: 2005/06/23 13:51:24.925 01 t=7CCOCO c=9.2 key=P8 (13007002)
ThreadId: 0000002b
FunctionName: com.ibm.ws.sib.api.jms.impl.JmsMsgProducerImpl
Sourceld: com.ibm.ws.sib.api.jms.imp1.JmsMsgProducerImp]l
Category: FINEST
ExtendedMessage: [:] message :
JMSMessage class: jms_bytes
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JMSType: null
JMSDeliveryMode: 2
JMSExpiration: 0

JMSPriority: 4
JMSMessagelD: null
JMSTimestamp: 0

JMSCorrelationID: null
JMSDestination:  null
JMSReplyTo:
queue://_Q F7FCADA4C24EBC7B00000000002DC6C7 ?busName=sewsBus
JMSRedelivered: false
transportVersion: 1
targetService: SnoopEjb
endpointURL:
jms:/queue?destination=jms/sewsQueue&connectionFactory=jms/WebServicesReplyQCF&
targetService=SnoopEjb
contentType: text/xml; charset=utf-8

3¢73616170656e763a456e76656c61706520786d6c6e733a736T6170656e763d22687474703a22
£736368656d61732e786d6c736T61702e6T726721736T61702T656e76656c670652f2220786d6¢
6e733a73616170656e633d22687474703a2f2f736368656d61732e786d6c736T61702e6172672f7
36T617021656e636T64696e672F2220786d6cbe733a7873643d22687474703a2F2F7777772e7733
2e617267213230303121584d4c536368656d612220786d6c6e733a7873693d22687474703a2f2f7
777772e77332e617267213230303121584d4c536368656d612d696e7374616e6365223e3¢c736161
70656e763a486561646572213e3¢c736f6170656€763a426164793e3¢c703137323a736e6f6F70496
e666120786d6c6e733a703137323d22687474703a2f2f656a622e736577732e6974736222f3e3c
21736161 70656e763a426164793e3c2f736T6170656e763a456e76656c6T70653e

12.3.10 Preventing deprecated JNDI lookup

436

Instead of using the URL:
jms:/queue?destination=java:comp/env/jms/snoopEjbInLocalWasQ&connectionFactory=
java:comp/env/jms/TocalWasQcf&targetService=SnoopEjb

you could use the actual JNDI values of the defined JMS queue connection
factory and queue definitions. To do this the URL would be:
jms:/queue?destination=jms/snoopEjbInLocalWasQ&connectionFactory=jms/localWasBu
s&targetService=SnoopEjb

However, using this approach results in the warning message shown in
Example 12-2 on page 417 being issued in the server.

It is recommended not to use actual JNDI names of JMS resources in the URL.
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12.3.11 Security errors without authentication alias

During our testing, we did at one stage have security enabled for the bus in the
WebSphere Application Server. Some of the security errors we encountered with
security enabled are outlined here, as they may be of assistance should you
enable security in the bus.

No alias on JMS activation specification

The following error situation can occur if you do not set the authentication alias in
the JMS activation specification in the application itself or in the Additional
property called Provide listener bindings. For Message-Driven Beans, the
consumer will not start in the Adjunct server and you will get error messages
similar to those shown in Example 12-8.

Example 12-8 Consumer failing to start in the adjunct server

Trace: 2005/06/22 23:02:19.350 01 t=7C7690 c=UNK key=P8 (0000000A)

Description: Log Boss/390 Error

from filename: ./bborjtr.cpp

at line: 901

error message: BB000220E: [sewsBus:nd6481.ws6481-sewsBus] CWSIIO050E: The
Platform Messaging Component can not authenticate the user ID null.
com.ibm.ws.sib.utils.ras.SibMessage com.ibm.ws.sib.utils.ras.SibMessage
Trace: 2005/06/22 23:02:19.357 01 t=7C7690 c=UNK key=P8 (13007002)

ThreadId: 00000039

FunctionName: com.ibm.ws.sib.utils.ras.SibMessage

Sourceld: com.ibm.ws.sib.utils.ras.SibMessage

Category: SEVERE

ExtendedMessage: BB000220E: [sewsBus:nd6481.ws6481-sewsBus] CWSIV0555E: The
exception javax.resource.ResourceException: CWSIV0954E
: The authentication exception
com.ibm.wsspi.sib.core.exception.SIAuthenticationException:
USER_NOT_AUTHORIZED_ERROR_CWSIP0303 was thrown while attempting to create a
connection on factory com.ibm.ws.sib.processor.impl.MessageProcessor@laebeba3.
was thrown when processing the startup of messaging engine
nd6481.ws6481-sewsBus on bus sewsBus for endpoint activation
[com.ibm.ws.sib.ra.inbound.imp1.SibRaStaticDestinationEndpointActivation@5alaeb
70 <active=true> <connections={}>
<messageEndpointFactory=com.ibm.ejs.container.MessageEndpointFactoryImpl@cdd882
a9>
<endpointConfiguration=[com.ibm.ws.sib.api.jmsra.impl.JmsdcaActivationSpecImpl$
JmsJcaEndpointConfigurationImp1@1574120304
<JmsJcaActivationSpecImpl.this=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaActivationS
pecImp1@1107651440 <userName=null> <password=null> <xaRecoveryAlias=sews-alias>
<destination=queue://sewsQueue?busName=sewsBus> <durableSubscriptionHome=>
<destinationType=javax.jms.Queue> <messageSelector=>
<acknowledgeMode=Auto-acknowledge> <subscriptionDurability=NonDurable>
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<shareDurableSubscriptions=InCluster> <clientld=> <subscriptionName=>
<maxBatchSize=1> <maxConcurrency=10> <busName=sewsBus> <shareDataSourceWithC
MP=false> <targetTransportChain=nul1> <readAhead=Default>]>]>
<endpointInvoker=com.ibm.ws.sib.api.jmsra.impl.JmsJcaEndpointInvokerIm
p1@5a6bceb70> <workManager=com.ibm.ejs.j2c.work.WorkManagerImp1@5bb42b70>
<endpointMethodTransactional=true> <remoteConnection=null>
<remoteDestination=false> <timer=java.util.Timer@58576b70>].

No alias on JMS queue connection factory

The following error situation can occur if you do not specify an authentication
alias on the JMS queue connection factory.

When the SewsWsDemo servlet runs the SnoopEjb Web service via SOAP over
JMS, this will try to get a connection to the SIB. If you do not specify an
authentication alias on the JMS queue connection factory this will fail and you will
see an error message similar to that shown in Example 12-9.

Example 12-9 Security exception when no alias defined on the queue connection

Trace: 2005/06/23 16:02:58.202 01 t=7C9828 c=1.1 key=P8 (13007002)

ThreadId: 00000030

FunctionName: com.ibm.ejs.j2c.poolmanager.FreePool

Sourceld: com.ibm.ejs.j2c.poolmanager.FreePool

Category: SEVERE

ExtendedMessage: BB000220E: J2CA0046E: Method
createManagedConnectionWithMCWrapper caught an exception during creation of the
ManagedConnection for resource jms/WebServicesReplyQCF, throwing
ResourceAllocationException. Original exception:
javax.resource.ResourceException: CWSJR1028E: An internal error has occurred.
The exception com.ibm.wsspi.sib.core.exception.SIAuthenticationException: C
WSITOO10E: A client request for messaging engine nd6481.ws6481-sewsBus in bus
sewsBus failed with reason: CWSITOO016E: The user ID null failed authentication
in bus sewsBus. was received in method createManagedConnection.

at
com.ibm.ws.sib.api.jmsra.impl.JmsJcaManagedConnectionFactoryImpl.createManagedC
onnection(JmsJcaManagedConnectionFactoryImpl.java

:420)

at
com.ibm.ejs.j2c.poolmanager.FreePool.createManagedConnectionWithMCWrapper(FreeP
ool.java:1502)

at
com.ibm.ejs.j2c.poolmanager.FreePool.createOriWaitForConnection(FreePool.java:12
94)

at com.ibm.ejs.j2c.poolmanager.PoolManager.reserve(PoolManager.java:2023)

at
com.ibm.ejs.j2c.ConnectionManager.allocateMCWrapper(ConnectionManager. java:800)
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at
com.ibm.ejs.j2c.ConnectionManager.allocateConnection(ConnectionManager.java:576
)

at
com.ibm.ws.sib.api.jmsra.impl.JmsdcaConnectionFactoryImpl.createConnection(JmsJ
caConnectionFactoryImpl.java:241)

at
com.ibm.ws.sib.api.jms.imp1.JmsManagedConnectionFactoryImpl.createConnection(Jm
sManagedConnectionFactoryImpl.java:197)

at
com.ibm.ws.sib.api.jms.impl.JmsManagedQueueConnectionFactoryImpl.createQueueCon
nection(JmsManagedQueueConnectionFactoryImpl.java

:146)

at
com.ibm.ws.sib.api.jms.impl.JmsManagedQueueConnectionFactoryImpl.createQueueCon
nection(JmsManagedQueueConnectionFactoryImpl.java

:110)

at
com.ibm.ws.webservices.engine.transport.jms.JMSSender.sendMessage (JMSSender. jav
a:735)

at
com.ibm.ws.webservices.engine.transport.jms.JMSSender.invoke (JMSSender. java:204
)

at
com.ibm.ws.webservices.engine.PivotHandlerWrapper.invoke(PivotHandlerWrapper.ja
va:218)

at
com.ibm.ws.webservices.engine.WebServicesEngine.invoke (WebServicesEngine.java:2
74)

at
com.ibm.ws.webservices.engine.client.Connection.invokeEngine(Connection.java:73
0)

at
com.ibm.ws.webservices.engine.client.Connection.invoke(Connection.java:651)

at
com.ibm.ws.webservices.engine.client.Connection.invoke(Connection.java:612)

at
com.ibm.ws.webservices.engine.client.Connection.invoke(Connection.java:447)

at com.ibm.ws.webservices.engine.client.Stub$Invoke.invoke(Stub.java:732)

at
itso.sews.ejb.SnoopEjbSoapBindingStub.snoopInfo(SnoopEjbSoapBindingStub.java:92
)

at itso.sews.ejb.SnoopEjbProxy.snoopInfo(SnoopEjbProxy.java:64)

at itso.sewsWsDemo.SewsWsDemo.processRequest (SewsWsDemo. java:102)

at itso.sewsWsDemo.SewsWsDemo.doPost (SewsWsDemo. java:43)

at javax.servlet.http.HttpServiet.service(HttpServlet.java:763)

at javax.servlet.http.HttpServiet.service(HttpServiet.java:856)
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at
com.ibm.ws.webcontainer.servlet.ServletWrapper.service(ServietWrapper.java:1216
)

at
com.ibm.ws.webcontainer.servlet.ServletWrapper.handleRequest (ServietWrapper.jav
a:630)

at com.ibm.ws.webcontainer.webapp.WebApp.handleRequest (WebApp.java:2872)

at com.ibm.ws.webcontainer.webapp.WebGroup.handleRequest (WebGroup.java:220)

at com.ibm.ws.webcontainer.VirtualHost.handleRequest (VirtualHost.java:204)

at
com.ibm.ws.webcontainer.WebContainer.handleRequest (WebContainer.java:1779)

at
com.ibm.ws.webcontainer.channel.WCChannelLink.ready (WCChannelLink.java:77)

at
com.ibm.ws.http.channel.inbound.impl.HttpInboundLink.handleDiscrimination(Httpl
nboundLink.java:466)

at
com.ibm.ws.http.channel.inbound.impl.HttpInboundLink.handleNewInformation(HttpI
nboundLink.java:405)

at
com.ibm.ws.http.channel.inbound.impl.HttpInboundLink.ready (HttpInboundLink.java
:283)

at com.ibm.xmem.channel.ws390.XMemConnLink.ready (XMemConnLink.java:574)

at com.ibm.xmem.ws390.XMemSRBridge.httpinvoke (XMemSRBridge.java:105)

at com.ibm.ws390.orb.ServerRegionBridge.httpinvoke (Unknown Source)

at com.ibm.ws390.0rb.0RBE

12.3.12 Checking queue status

440

You can use the WebSphere adminstration GUI to check the status of a queue in
the Default messaging provider of WebSphere. For example, to check on the
sewsQueue, expand Service Integration, and click Buses — sewsBus —
Messaging engines —» sewsBusQueue — Runtime.

The display will be similar to that shown in Figure 12-17 on page 441. If there are
messages on the queue, they can be viewed by clicking Messages.
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Buses > sewsBus = Messaging engines = nd6481.ws648 1-sewsBus > Dueue
points > sewsQueue @nd648 1.ws648 1-sewsBus

The message point for a queue, for point-to-point rmessaging.

Configuration Runtime

General Properties Additional Properties

Identifier
|SE'.\'SQLIELIE Meszages
Fun-tirme ID

S4FSO0BSFCFICC2FS4A8ES36E_QUELE_39

High rmeszage threshold
S0000

Send allowed

Current message depth

Figure 12-17 Display showing runtime status of a queue

12.4 Web service using SOAP over JMS between cells

In “Web service using SOAP over JMS in one cell” on page 419 we described
how to configure a single server so we could invoke the sample Web service
using SOAP over JMS.

We now show a Web service call, using SOAP over JMS, being done between
two WebSphere cells. We first show how to connect the SIBs in the servers of
two cells to each other.

12.4.1 WebSphere servers used example

With reference to Figure 12-1 on page 409, our aim is to run the sewsWsDemo
application in the ws6483 server and have it invoke the SnoopEjb Web service in
the ws6481 server. As both these servers are base servers, they are in effect
their own cells.

We show what definitions need to be added to the ws6483 and ws6481 servers
to allow for the SIB in each server to connect to the other.
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12.4.2 Second server configuration

This section describes the definitions added to the second server, ws6483. Note
that this server is a standalone server, thus is its own cell, and not a member of
the cell that contains the ws6481 server.

The definitions required are listed in Table 12-3.

Table 12-3 Definitions required for cell to cell example

Definition type Described in section
Authentication alias “Define authentication alias” on page 442
Service Integration bus “Define SIB in ws6483” on page 442
Define sewsBus as a foreign bus to “Define foreign bus in ws6483” on
ws6483 page 443
Define ws6483Bus as a foreign bus to “Define foreign bus in ws6481” on
ws6481 page 444
Destination queue “Define sewsQueue in ws6483” on
page 446
JMS queue connection factory “Define JMS queue connection factory” on
page 447
JMS queue “Define JMS queue” on page 447

12.4.3 Define authentication alias

In the second server, ws6483, define an authentication alias. This will be
needed, as the ws6481 server has global security enabled. The ws6483 server
must authenticate ws6481 when establishing an inter-SIB link.

Using the Adminstration GUI, expand Security, and click Global Security —
JAAS Configuration — J2C Authentication data — New. Set the name as
sewsDemo, and enter a valid user ID and password. Click Apply and save the
change.

12.4.4 Define SIB in ws6483

Define in the ws6483 server an SIB called ws6483Bus using the approach
described in “Defining a SIB in WebSphere” on page 420.
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12.4.5 Define foreign bus in ws6483

To allow the messages containing the SOAP requests to flow between the
ws6481 and ws6483 servers, we need to interconnect the SIBs in each server
with each other.

This is done by defining the SIB in each server to each other as a foreign bus.
Further information about the foreign bus concept an be found at:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.

ibm.websphere.pmc.zseries.doc/concepts/cjj0030_.htmI

To define the foreign bus, expand Service integration, select Buses, select
ws6483 bus, under Additional properties click Foreign buses, and then click
New.

Set the name of the foreign bus to sewsBus, as shown in Figure 12-18.

Create the routing definition for the foareign buz, to define the routing type
and propetties,

S ST S Foreign bus properties

bus properties
* Hame
St
Routing |5ew5E.us|
definition type Cezcription

1J
definition
properties

Ste

Surnrmary

Send allowad

Figure 12-18 Defining a foreign bus in the ws6483 server

Note that the value you set in the Name field must be the actual name of the bus
in the remote server.

Click Next.
In Step 2, select Direct, Service Integration Bus link and click Next.

In Step 3, leave the user IDs fields blank and click Next.
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Click Finish for Step 4 and the foreign bus definition is defined.

Define Service Integration Bus link in ws6483

We now need to define a Service Integration Bus link. This will be the definition
that actually defines the location of the remote bus.

To define this definition, expand Service integration, select Buses, select
ws6483Bus, click Messaging Engines, click the Messaging Engine, and
under Additional properties, click Service Integration Bus link. Click New.

Set the name to ws6483BusTows6481BusLink. Note that later on, when we are
defining the ws6483 bus as a foreign bus in the ws6481 server, the name we use
there must be the same as the value we use here.

Set the foreign bus name to sewsBus.

Set the Remote Messaging Engine name to the actual name of the Messaging
Engine in the other server. In our case this was nd6481.ws6481-sewsBus.

Set the Bootstrap endpoints to a value of <tcpipAddress:port>, where the TCPIP
address is where the other server is located, and the port is the value of the
SIB_ENDPOINT_ADDRESS port defined in the other server. In our case this
was 9.12.4.38:7276.

Set the authentication alias to sewsDemo.

Click Apply and save the changes.

12.4.6 Define foreign bus in ws6481

We now need to define the ws6483 bus to the ws6481 server. This is the same
process as described in “Define foreign bus in ws6483” on page 443.

Use the same process except set the name for the new definition to ws6483Bus.

Define Service Integration Bus link in ws6481

Now define a Service Integration Bus link to connect the bus in the ws6481
server to the bus in the ws6483 server. This is the same process as described in
“Define Service Integration Bus link in ws6483” on page 444.

Set the name to the same value of ws6483BusTows6481BusLink.

Set the foreign bus name to ws6483Bus.
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Set the Remote Messaging Engine name to the actual name of the Messaging
Engine in the other server; in our case this was nd6483.ws6483-ws6483Bus.

Set the Bootstrap endpoint to a value that reflects the setup of your other server;
in our case this was 9.12.4.38:37276.

As our ws6483 server did not have global security enabled, we left the
authentication alias set to none.

Click Apply and save the changes.

12.4.7 Verify inter-bus connectivity

Restart both servers to bring the new definitions into effect.

In the ws6481 Adjunct STC, the message shown in Example 12-10 indicates that
the ws6483 bus has connected to the sewsBus in the ws6481 server.

Example 12-10 ws6483 server message showing connection to remote bus up

Trace: 2005/06/23 18:45:14.472 01 t=7DCCFO0 c=UNK key=P8 (13007002)

ThreadId: 0000003a

FunctionName: com.ibm.ws.sib.utils.ras.SibMessage

Sourceld: com.ibm.ws.sib.utils.ras.SibMessage

Category: INFO

ExtendedMessage: BB000222I: [:] CWSIT0032I: The inter-bus connection
ws6483BusTows6481BusLink from messaging engine nd6483.ws6483-ws6483Bus in bus
ws6483Bus to messaging engine nd6481.ws6481-sewsBus in bus sewsBus started.

Similarly, in the ws6481 server we see messages, shown in Example 12-11, that
show the sewsBus in the ws6481 server has connected to the ws6483Bus in the
ws6483 server.

Example 12-11 ws6481 server message showing connection to remote bus up

Trace: 2005/06/23 18:44:45.723 01 t=7DCE88 c=UNK key=P8 (13007002)

ThreadId: 00000098

FunctionName: com.ibm.ws.sib.utils.ras.SibMessage

Sourceld: com.ibm.ws.sib.utils.ras.SibMessage

Category: AUDIT

ExtendedMessage: BB0002221: [:] CWSIIO060I: The Platform Messaging Component
successfully authenticated user ID edmcar on bus sews Bus.
Trace: 2005/06/23 18:45:14.570 01 t=7C0360 c=UNK key=P8 (0000000A)

Description: Log Boss/390 Error

from filename: ./bborjtr.cpp

at Tine: 901

error message: BB0002221: [sewsBus:nd6481.ws6481-sewsBus] CWSIT0032I: The
inter-bus connection ws6483BusTows6481BusLink from messaging engine
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nd6481.ws6481-sewsBus in bus sewsBus to messaging engine
nd6483.ws6483-ws6483Bus in bus ws6483Bus started.
Trace: 2005/06/23 18:45:18.835 01 t=7B4CFO c=UNK key=P8 (13007002)
ThreadId: 000000ab
FunctionName: com.ibm.ws.sib.utils.ras.SibMessage
Sourceld: com.ibm.ws.sib.utils.ras.SibMessage
Category: INFO
ExtendedMessage: BB000222I: [sewsBus:nd6481.ws6481-sewsBus] CWSIP03821:
messaging engine 6A45ED968BAFF849 responded to subscription request, Publish
Subscribe topology now consistent.
Trace: 2005/06/23 18:45:18.835 01 t=7B4CFO c=UNK key=P8 (0000000A)
Description: Log Boss/390 Error
from filename: ./bborjtr.cpp

at line: 901
error message: BB000222I: [sewsBus:nd6481.ws6481-sewsBus] CWSIP03821:

messaging engine 6A45ED968BAFF849 responded to subscription request, Publish
Subscribe topology now consistent.

12.4.8 Define sewsQueue in ws6483

In the ws6483 server, we now define a destination to refer to the sewsQueue in
the remote ws6481 server. To define this definition, expand Service integration,
select Buses, select ws6483Bus, click Destinations, then click New. Select
Foreign as the type of destination to define, as shown in Figure 12-19.

Create a new destination on this bus,

Select destination type

D L NE=TN =1

| ﬁ" Tapic space

O sAlias

'@" Foreign

Nextl Cancel

Figure 12-19 Start of process to define a foreign queue
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Click Next, set the identifier to sewsQueue, and select sewsBus as the bus.
Leave the other fields as shown in Figure 12-20.

Create a new foreign destination [a destination on a fareign bus].

. dsbaas Set foreign destination attributes

foreign
destination Configure the attributes of yvour new foreign de
# Identifier
|5ew5Queue |

Cescription

# Bus
| sewsBus V|

Default reliability
|Assured persiztent V’|

Maxirmum reliability

|A55ured persiztent V|

Figure 12-20 Setting attributes for the foreign queue

Click Next, then click Finish in the next step.

12.4.9 Define JMS queue connection factory

Using the same process described in “Define JMS queue connection factory” on
page 426, we now define a JMS queue connection factory to be used by
applications running in the ws6483 server.

When defining the definition, set the name to localWasBus, the JNDI name to
jms/localWasBus, the bus name to ws6483, and the Component-managed
authentication alias to sewsDemo. Save the change.

12.4.10 Define JMS queue

Using the same process as described in “Define JMS queue” on page 425, we
now define a JMS queue definition that will point to the sewsQueue foreign
definition we defined in “Define JMS queue” on page 447.
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When defining the definition, set the name to snoopEjbInRemoteWasQ, the JNDI
name to jms/snoopEjbInRemoteWasQ, the bus name to sewsBus, and the
queue name to sewsQueue. Save the change.

12.4.11 Test using two WebSphere cells
Start the servlet that lets you test the Web service by entering a URL similar to
this:
http://9.12.4.38:39080/sewsWsDemoWeb/SewsWsDemo

In the input field for the WebSphere Snoop Ejb option, enter:
jms:/queue?destination=java:comp/env/jms/snoopEjbInRemoteWasQ&connectionFac

tory=java:comp/env/jms/TocalWasQcf&targetService=SnoopEjb

Click Invoke selected web service. The result should be similar to that shown in
Figure 12-15 on page 433.

Result
This shows that we have been able to invoke the SnoopEjb Web service from a
server in a different cell, using SOAP over JMS as the transport mechanism.

SnoopEjb using SOAP over HTTP
You can also invoke the SnoopEjb Web service via SOAP over HTTP between
the two WebSphere servers by using the URL:

http://9.12.4.38:9080/SnoopEjbWsWeb/services/SnoopEjb

12.5 CICS to WebSphere using SOAP over JMS

In this section we demonstrate CICS calling a Web service in WebSphere using
SOAP over JMS as the transport mechanism.

To do this we show how to connect the SIB in the WebSphere server with a
standard external MQSeries Queue Manager, as this is the bridge that will allow
CICS and WebSphere to pass messages between each other. Note that in this
section we use the new default message provider of WebSphere for handling
messaging in the WebSphere server.

12.5.1 CICS prereqs

CICS Transaction Server Version 3.1 APAR PK04615 must be installed to
provide CICS the capability to perform Web services using SOAP over JMS.
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Additionally, the MQSeries SCSQLOAD dataset must be added to the DFHRPL
concatenation in the CICS region. If you do not do this and try a Web service
using SOAP over JMS, you will get the following message in the CICS region:

DFHAP0900 SCSCERW1 MQ support for CICS Web Services is not available.

12.5.2 Define foreign bus

The external MQSeries Queue Manager is made known to the WebSphere
server SIB, by defining it as a foreign bus. Define a foreign bus using the process
shown in “Define foreign bus in ws6483” on page 443.

In Step 2, select the Routing type as a Direct, WebSphere MQ link.

As our MQSeries Queue Manager was called MQ4B, we named the foreign bus
for it MQ4B.

12.5.3 Define WebSphere MQ Link

We now need to define a WebSphere MQ Link, which will define how the SIB in
WebSphere can connect with the external MQSeries Queue Manager.

This definition is defined on the Messaging Engine of the SIB. Expand Service
Integration, select Buses, select your bus, click Messaging Engines, click your
Messaging Engine, and under Additional properties, click WebSphere MQ Link.
Click New.

There are four steps in defining this definition. Figure 12-21 on page 450 shows
how we filled out the fields in this first step for our systems.
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Create new WebSphere MQ link

Wizard to create a new WebSphere MQ link

—%  Step 1: General
WebSphere MQ

hink properties

Step 2: Sender
ehannel Crescription
WebSphare MG |
link properties

# Foreign bus name
Step o MQ4E “

Receiver e

channel # QJueue manager name
WebSphera MO

: : |5e1.-.5El-u5
link properties
Batch size
Step |5|:|
Summary of
WebSphare MG Maximum message size
lint: properties |4]_g43|:|4 | bytes

Heartbeat interval
|3IIIIII | seconds

Sequence wrap
[399933393

Nonpersistent message speed

Adoptable

Initial state

Started W

Figure 12-21 Defining a WebSphere MQ link

Note that the Queue manager name field is set to sewsBus, the name of the bus
sending the message; it is not the name of the queue manger the message is
being sent to. This value becomes the reply to the queue manager name set in
the message header sent in the message to the remote queue manager. This
allows the remote queue manager, in this case MQ4B, to know where to send
the reply message.

Click Next and the Step 2 page is displayed.
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Figure 12-22 shows how we filled out the fields in this second step for our

systems.

Step 2: Sender
channel
WebSphere
M link

propettias

Wizard to create a new WebSphere MG link

Sender channel WebSphere M0 link

Sender M channel name

ltaMq4b

Host narme

[3.12.4. 38

Port

(1414

* Transport chain

| CuthoundBasicMOLink

v

Discomnect intereal

(500

|5ecnnd5

Shaort retry count

[10

Shart retry interval

&0

| zeconds

Lang retry count

EEFEEEEEE

Lomg retry intarval

[1z00

| zeconds

Initial state

Started W

Figure 12-22 Defining sending channel to the MQSeries queue manager

Click Next and the Step 3 page is displayed.

Figure 12-23 on page 452 shows how we filled out the fields in this third step for

our systems.
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wWizard to create a new WebSphare MQ link

Receiver channel WebSphere MQ link
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Receiver MQ channel name
|Fru:-rn|'~'1q4|:u J

Inbound nonpersistent messzage reliability
Reliable b

SI:EP 3=IREEEi""E|' Inbound persistent message reliability
WehSphere MQ FEure

link properties Initial state
Started W

Figure 12-23 Defining the receiving channel from the MQSeries queue manager

Click Next, then click Finish in the Step 4 page. Save the changes and restart
the server.

12.5.4 MQ definitions

In the MQSeries Queue Manager the following definitions are defined.

Xmit queue
Define a transmission queue using this command:

define glocal(ws6481) usage(xmitq)

Sender channel
Define a sender channel from the MQ4B Queue Manger to the sewsBus in the
ws6481 server using this command:

define channel(fromMg4b) chltype(sdr) +
conname('9.12.4.38(5558) ') trptype(TCP) xmitq(ws6481)

Figure 12-24 on page 453 shows where in the definition of a server you can
determine what TCP/IP ports are used to support connections from native
MQSeries Queue Managers.
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Application servers

Application servers = wsb4§1 > Transport Chain

Tranzport chains represent network protocol stacks operating
serdar,

Preferences

M Delate |
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Figure 12-24 Transport chains used to support native MQ connections

Define a receiver channel

Define a receiver channel to the MQ4B Queue Manager from the sewsBus in the
ws6481 server using this command:

define channel(toMg4b) chltype(RCVR) trptype(TCP)

Define remote queue

Define a remote queue definition in the MQ4B Queue Manager that points to the
target queue in the bus in the ws6481 server:

define gremote('sewsQueue') rname('sewsQueue') xmitq(ws6481) +
rgmname (' sewsBus')

12.5.5 Define SnoopEjb Web service to CICS

The DFHWS2LS program needs to be run against the SnoopEJB wsdl file to
make it known to CICS. However, the WSDL file needs to be manually edited
prior to processing by DFHWS2LS.

Edit SnoopEjb.wsdl

In the wsdl file there are two schema elements. The first of these schema
elements is shown in Figure 12-12 on page 454.
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Example 12-12 First schema entry from SnoopEjb.wsdl

<schema targetNamespace="http://ejb.sews.itso"
xmins="http://www.w3.0rg/2001/XMLSchema" xmins:impl="http://ejb.sews.itso"
xmins:intf="http://ejb.sews.itso" xmins:tns2="http://beans.sews.itso"
xmins:wsd1="http://schemas.xmlsoap.org/wsd1/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<import namespace="http://beans.sews.itso"/>
<element name="snoopInfoResponse">
<complexType>
<sequence>
<element name="snoopInfoReturn" nillable="true" type="tns2:SnoopData"/>
</sequence>
</complexType>
</element>
<element name="snoopInfo">
<complexType>
<sequence/>
</complexType>
</element>
</schema>

Move the lines shown in Figure 12-12 after the second schema element in the
file.
Then change this line:

<import namespace="http://beans.sews.itso"/>

to:
<import namespace="http://beans.sews.itso" schemalocation="SnoopEjb.wsd1"/>

If you ftp the wsdl to the z/OS system as ASCII (binary transfer), then the file
requires no further modification.

If you ftp the file to the z/OS system and do not use binary transfer, then the file
will be in EBCDIC. Prior to running DFHWS2LS you must change the first line in
the file from:

<?xml version="1.0" encoding="UTF-8"?>

to:

<?xml version="1.0" ?>

Run DFHWS2LS

Run the DFHWS2LS program using the input cards shown in Example 12-13 on
page 455.
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Example 12-13 DFHWS2LS input cards to define SnoopEjb as a Web service to CICS

PDSLIB=//EDMCAR.COPYLIB

LANG=COBOL

PGMINT=CONTAINER

REQMEM=SEWS3Q

RESPMEM=SEWS3S
LOGFILE=/usr/cics/sews/wsreq/wsbind/SnoopEjb.Tlog
WSBIND=/usr/cics/sews/wsreq/wsbind/SnoopEjb.wsbind
WSDL=/tmp/SnoopEjb.wsd]l
BINDING=SnoopEjbSoapBinding

*/

Issue a CEMT P PIPELINE(SEWSREQ) SCAN command in the CICS region,
and the SnoopEjb Web service will now show as a defined Web service to CICS,
similar to that shown in Example 12-14.

Example 12-14 SnoopEjb Web service definition in CICS

Webservice(SnoopEjb)

Pipeline(SEWSREQ)

Validationst( Novalidation )

State(Inservice)

Urimap()

Program()

Pgminterface(Notapplic)

Container()

Datestamp (20050624)

Timestamp(16:06:59)

Wsd1file()
Wsbind(/usr/cics/sews/wsreq/wsbind/SnoopEjb.wsbind)
Endpoint (http://Tocalhost:9080/SnoopEjbWsWeb/services/SnoopEjb)
Binding(SnoopEjbSoapBinding)

12.5.6 Test Web service - CICS to WebSphere

Prior to running the SEWS transaction check that the channel from the MQSeries
Queue Manager to the WebSphere server is started. If it is not, in the MQSeries
Queue Manager issue command:

START CHANNEL (FROMMQ4B)

When we reached this stage during the residency we found that we could not
successfully get CICS to invoke a Web service in WebSphere using SOAP over
JMS. APAR PK09658 has been raised to correct the error preventing this
function from working. You will need to apply the PTF for PK09658 to test this
functionality.
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When you have the PTF applied, you should be able to test the invocation of the
SnoopEjb Web service in WebSphere from CICS using SOAP over JMS, log on
to the CICS region, and run transaction SEWS.

The URL to be entered in the CICS screen should be similar to what is shown in
Example 12-15. However, you must verify the correct layout of the URL when
applying the required PTFs to your environment.

Example 12-15 Calling the SnoopEjb service from CICS using SOAP over JMS

1. LINK to SEWS0002

2. Call the SnoopInfo Web Service
Enter Host Name or IP Address where SnoopInfo Web Service is located
http://1ocalhost:9080/sewsWeb/services/SnoopInfo

3. Call the SnoopEJB Web Service

Enter URL (endPoint) to access SnoopEJB Web Service
jms:/queue?destination=sewsQueue@MQ4B&targetService=/SnoopEjb

Option: 3

Enter 3 as the Option and press Enter.

12.6 WebSphere to CICS using SOAP over JMS

In this section we demonstrate WebSphere calling a Web service in CICS using
SOAP over JMS as the transport mechanism.

12.6.1 WebSphere definitions

456

In addition to the definitions to allow the sewsBus in the ws6481 server to
connect to the MQ4B queue manager, we need to define the following definitions
to allow a message to be sent to the target queue in the MQ4B queue manger.

Define foreign queue

In the ws6481 server expand Service integration, select Buses, select
sewsBus, click Destinations, then click New. Select Foreign as the type of
destination. Set the Indentifier as sews0002InCics, select MQ4B as the bus, and
leave other fields as shown in Figure 12-25 on page 457.
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Create a new foreign destination (a destination on a foreign bus).

S e et foreign destination attributes
foreign

desi_:inatiun Configure the attributes of your new foreign de:
attributes

#* Identifier
sews0002InCics |

Crescription

LR

# Bus
| MGae v |

Default reliability
|Assured persistent V|

Maximur reliability

|A55ured persistent V|

Figure 12-25 Defining the MQ queue as a remote queue in the WebSphere bus
Click Next and on the next page click Finish.

After clicking Finish, you will be returned to the display showing defined
destinations. A property needs to be added to the destination that has just been
defined. Click sews0002InCics, and on the next panel displayed, under the
Additional properties heading, click Context properties. Add a property of type
Boolean, called MQRFH2A11owed with a value of true. Click Apply to save the
property. Figure 12-26 on page 458 shows the filled-in panel.
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Buses > sewsBus > Destinations > sews0002InCics > Context properties >
_MQRFH2Allowed

Context information used to enable correct processing of messages. This
information adds to the context information derived from processing the message
header.

Configuration

General Properties

* Mame
[_MoRFHzAllowed

Context type
# Context value
|true

Apply ﬂ REEEt| Can:e||

Figure 12-26 Adding the MQRFHZ2Allowed property to the destination

The following URL provides a more detailed explanation about why this property
is required:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.
websphere.pmc.nd.doc\tasks\tjo0050 .htm1

This link also provides more information:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.

websphere.pmc.zseries.doc\concepts\cjc0004_.htmlDefineJMSQueue

Using the same process as described in “Define JMS queue” on page 425, we
now define a JMS queue definition that will point to the sews0002InCics foreign
definition.

When defining the definition, set the name to sews0002InCicsQ, the JNDI name
to jms/sews0002InCicsQ, the bus name to MQ4B, and the queue name to
sews0002InCics. Save the change.

12.6.2 MQSeries definitions

Assuming as a starting point that we have set up the WebSphere bus to
MQSeries queue manager connection as described in “Define foreign bus” on
page 449, we need to set up the following additional MQSeries definitions.
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Define process
Define a process definition in the MQ4B queue manger using this command:

DEFINE +
PROCESS (' sews0002") +
APPLTYPE (CICS) +
APPLICID(CPIL)

This indentifies the CICS transaction to trigger in the CICS region when the
SOAP message arrives on the queue.

Define queue

Define a local queue in the MQ4B queue manager, which will be the target queue
for the SOAP messages from WebSphere:

DEFINE
qlocal ('sews0002InCics"')
DESCR('Queue to drive Web Service in CICS')
PROCESS ('sews0002")
INITQ('CICSO1.INITQ")
TRIGGER
TRIGTYPE (FIRST)
TRIGDATA('/service/snoopInfoCICS"')
BOTHRESH (1)

+ 4+ + + + + + o+

The CICS region should have the queue set in the INITQ value above as its
initiation queue.

12.6.3 CICS Web service

We will use the Web service provided by the SEWS0002 program, explained in
Chapter 11, “Web services using SOAP over HTTP” on page 361. To invoke this
Web service using SOAP over JMS, as opposed to SOAP over HTTP, does not
require any further definitions in the CICS region.

12.6.4 Test Web service - WebSphere to CICS

Start the servlet that lets you test the Web services by entering a URL similar to
this:

http://9.12.4.38:9080/sewsWsDemoWeb/SewsWsDemo

In the input field for the CICS Info Bean option, enter:

jms:/queue?destination=java:comp/env/jms/sews0002InCicsQ&connectionFactory=
java:comp/env/jms/TocalWasQcf&targetService=/service/snoopInfoCICS
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Click Invoke selected web service. The result should be similar to that shown in
Figure 12-15 on page 433.

Result
Again, we were not able to successfully complete this test because of
outstanding fixes in CICS.

12.7 Summary

460

In this chapter we have shown how to extend the sample application to support
the use of SOAP over JMS as a transport for Web services. We have shown the
definitions necessary to support the use of SOAP over JMS in WebSphere and
CICS and then tested this capability.

We have only dealt in this chapter with a simple example of the use of SOAP
over JMS as a transport for Web services. WebSphere Version 6 Web Services
handbook Development and Deployment, SG24-6461, provides much more
detail on the topics we have covered in this chapter, plus other more advanced
features of the Web services available in WebSphere.
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13

Integrating WebSphere and
DB2 using Web services

In Chapter 1, “Accessing DB2 using JDBC” on page 1 and Chapter 2, “Accessing
DB2 using SQLJ” on page 25 we described how to use JDBC and SQLJ to
access DB2 databases. Those technologies are straightforward to use and
well-suited for most data access operations. However, when the data access
logic implemented in DB2 becomes so complex that we can speak of business
logic, it may start to make sense to call this as a Web service. Complex data
access logic implemented in DB2 in this context can be either implemented as a
complex SQL query launched by a J2EE application in WebSphere or a DB2
stored procedure.

In the above case DB2 becomes a Web service provider and can offer Web
services to the outside world. In “Calling a DB2 stored procedure as a Web
service” on page 462 we describe how a WebSphere J2EE client application
calls a stored procedure in DB2 as a Web service.

Technically, it is also possible to let DB2 act as a Web service consumer
requesting a Web service outside DB2, for example, in WebSphere Application
Server for z/OS Version 6.01. Functions can be added to DB2 to make this
possible. We discuss a sample scenario in “Calling a Web service from DB2” on
page 486.
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13.1 Calling a DB2 stored procedure as a Web service

462

Nowadays, most relational databases implement stored procedures. These
procedures provide an execution environment within the database. They can be
invoked in a variety of ways, including from a Java application.

Stored procedures implement complex data access logic or even business logic
inside DB2. By inside DB2 we mean that stored procedures are managed by
DB2 (many times with the help of WLM). There may be a requirement that the
logic in a stored procedure needs to be accessible for a variety of clients. If those
clients would be J2EE clients only, JDBC would be sufficient in most cases.
However, if the requirement goes beyond J2EE clients only, for example, CICS
or .Net clients, Web services technology should be the way to go. Now, it is
technically possible, within certain limitations, to access a DB2 stored procedure
as a Web service. In fact, it is even possible to launch an SQL query as a Web
service.

Web services are described using a standardized self-defining language. The
description language, known as Web Services Definition Language (WSDL),
provides instructions on what functions the service provides and how consumers
should interact with the service. Refer to “Web Services Definition Language
(WSDL)” on page 353 for detailed information about WSDL.

Web services are generally accessed via an asynchronous message, formatted
using the Simple Object Access Protocol (SOAP), an XML-based format that is
sent over HTTP. The SOAP message allows requests for functions to be sent,
and responses to be received by the client application, known as a consumer.

Since DB2 cannot implement its own Web service and does not have a native
SOAP listener, an application server must host the Web service, which on its turn
delegates the stored procedure call or SQL query to DB2 using standard DB2
access technology; in the case of J2EE this is JDBC. In our sample environment,
this means that a client will call the service in WebSphere Application Server for
z/OS Version 6.01, which in turn will use JDBC to call the stored procedure.

Attention: Due to a variety of problems we encountered with the build of
Rational Application Developer Version 6 that we had access to at the time of
writing this book, we have done the work for this chapter in WebSphere Studio
Application Developer Integration Edition.
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13.1.1 Why stored procedures

When used and designed correctly, a stored procedure can offer many benefits
over keeping business logic inside the application. Table 13-1 explains these

benefits in detail.

Table 13-1 Benefits of stored procedures

Benefit

Description

Reduction in network traffic

A stored procedure can communicate
directly with a database and handle the
hassle of obtaining large result sets.
Smaller results or simple answers can be
returned to the caller, significantly
reducing network traffic.

Code reuse Business logic can be reused for new and
updated applications.
Static SQL As an alternative to SQLJ, a developer

can code static calls in a stored
procedure, increasing performance and
security.

Data maintenance

Stored procedures can be called to run
DB2 utilities or user-created data
manipulation to make data maintenance
as simple as call to a stored procedure.

13.1.2 When not to use stored procedures

Stored procedures are not without their overhead. This overhead must be taken
into consideration when exploring a stored procedure as a potential benefit. Most
importantly, there are some CPU costs involved with switching contexts into the
stored procedure environment. When DB2 and the application are running on the
same LPAR this becomes an issue. As a result it must be measured against the

reduction in network traffic.

There is also some concern with the creation of the stored procedures. Many
application programmers may not be comfortable leaving the development
environment to generate some of this business logic when it can be made to
work functionally within the application. It is worth noting that DB2 Connect has
tooling to create these stored procedures on the workstation to help reduce this

problem.
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13.1.3 Developing the Trader sample application

464

We used the Trader application as the base for our new DB2 stored procedure
Web service. The Trader already had a getQuotes() function, which retrieves a
stock quote from the database using regular Java Database Connectivity
(JDBC).

In the following sample scenario we retrieve the stock quotes from within a stored
procedure and return the result to the calling Java application in WebSphere
Application Server for z/OS Version 6.01.

The topology of the scenario is shown in Figure 13-1.

z/0S
WebSphere
Browser serviet —» Web JDBC
Logon HTML service

o =

Figure 13-1 Calling a stored procedure as a Web service

Creating the Web service front end

WebSphere Studio Application Developer Integration Edition has tooling to
perform almost all of the code generation needed to create a Web service front
end for a stored procedure. This section will describe the process for creating the
Web service.

Creating the Web service
The following steps show how to create the Web service:

1. Open WebSphere Studio Application Developer Integration Edition with a new
workspace.

2. Begin the process by creating a new Dynamic Web Project where we will
store the Web service. Go to File - New and select the Other category.
Next, choose the Dynamic Web Project and click Next (Figure 13-2 on
page 465).
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Select

Create a Web project For dynaniic conkent (HTML Files, 15Ps and Serviets)

- Business Integration

- i_ompanent Test

[+ Data

- Eclipse Modeling Framewwork,
-~ EJB

- Example EMF Model Creation Wwizards
- Extended Messaging

- JZEE

[#-Java

- Plug-in Development;

- Remote File Transfer

- SErver

- Simple

- Symptom Database

- LML Wisualization

- Web

- \Web Services

-~ AML

Lra B —SPEVRN P

EﬁTemplate Application

@zPage Template File

N static Web Project
A Dyriam i

G Filker

/”éLiFe—cycle Listener

BINHTMLHTML File

Qf Image File

B €55 File

é Serviet

o WHL File

ﬁFJavaScript File

[@Faces 15P Fils

[ 15P File

WDatabase Web Pages

6:}'\"Java Bean Wweb Pages

= Back

| ek = | Fimish

Zancel |

Figure 13-2 New dynamic Web project

3. Enter a name for the project on the next screen and click Finish to generate

this project. To remain consistent with our example, use the name

TraderWebService (Figure 13-3 on page 466).
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¢ New Web Project

Dynamic Web Project

Specify a name and location For the new Web project.

Project name: I TraderWwebService

i &)

Project location: I hrajeshidbZwebsrvitrades2ws adie! TraderwebZervice Browse. .

[ Configure advanced options

< Back | et = | Finish I Cancel |

Figure 13-3 Naming the Web project

4. A DADX file will be required in order for the tooling to generate the proper
WSDL and, eventually, a working client. We start the process of creating this
file by creating Web Service DADX Group Configuration. As usual, there is a
wizard for doing this. Click File — New — Other and select this wizard, as in
Figure 13-4 on page 467.
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Select

Configure DADY groups.,

- Business Integration

- Companent Teskt

[+]- Draka

- Eclipse Modeling Framework,
- Example EMF Model Creation Wizards
- Extended Messaging

[+~ Java

- Plug-in Development

- Remoke File Transfer

- Server

- Simple

- Zymptom Database

- 1ML Yisualization

[+]- web

- Wieh Services

M Ewaranlas

|

@'Web Service Client
éWeb Service

R DaDY File

Unit Test LIDDT

@) wsDL

@\ Java beans for XML Schema

< Back I Mext = | Firisty

Zancel

Figure 13-4 Create a DADX group configuration

5. Click Next to display the group configuration panel (Figure 13-5 on

page 468). Add a new group and name it appropriately. GetQuotes is a good
name because this is the function that this chapter implements.
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& Web Service DADX Group Configuration |

Web service DADY Group Configuration
Select a group or add a group ko the project, %

------ 1= Trader'WebService

4 Group Name |

Enker a DALY group name.

I GetQthes|

ok I Zancel

Add group | Delete aroup | Rename group | | Group properties

< Back | Mext = | Finish I Cancel |

Figure 13-5 Enter a group name

6. Now, click the new group and click the Group properties button to enter the
properties for DADX files in this group. Figure 13-6 on page 469 shows the
settings that we used for this example.
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| Welcome X | 4F DADX Group Property |

Enter th Lies f Qe Les.
<4 Web Service DADX Group Config nier the properties for group Gettuotes

Web Service DADX Group Configura Context factary I

Seleck a group or add a group ko the pro. Datasource |

DE driver I com.ibm,dbZ. jcc. DEZDriver
=l TradsrWebService DB URL I jdbe:db2:DEST
& GetQuates User ID I rajesh
Password IF Edit... |
Mamespace table | namespacetable.nsk
Autoreload I krue

Reload interval{sec) I S

Group namespace LIRT I

Enable XML Clob I true

IJse document style I true

oK I Zancel

Add aroup | Delete group | Rename group | Group properties |

Ia 1

< Back hext = | Finish I Cancel

Figure 13-6 DADX group properties

7. Click OK and then Finish to set up these properties.
8. Now, the actual DADX file must be created (Figure 13-7 on page 470).
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Select

#ﬁ#

Create a DADY file ﬁ

- Business Integration 1= [ﬁWeb Service DALY Group Configuration

- Component Test WEF Web Servics Client

[+ Data (@ wieh Service

- Eclipse Modeling Framework N0

- BB o Unit Test UDDI

- Example EMF Madel Creation Wizards @) wsnL
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- J2EE

- Java

- Plug-in Developmant
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- Server

- Simple
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- LML Visualizakion
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- weh Services —

I Y
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a\ Java beans for XML Schema

= Back I MNext = 1 Fimisti Cancel

Figure 13-7 Create a new DADX file

9. Click Next to start this wizard.

10.At this point, the wizard would allow a connection to be made to a DB2
system to create the DADX file based on the stored procedure. Instead of
going through the trouble of obtaining a connection, we choose to create our
own DADX file. Click Next through the next two panels until you are
presented with an opportunity to name the DADX file (Figure 13-8 on
page 471).
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4F Create DADX x|

DADY Generation

Generate a DADY file From a lisk of queries. %

CUEry: | Operation: | Descripkion: |

File: name:

I GetQuotes, dadx

Descripkion:

Zutput Folder
’7| [TraderwebService) lavaSource/groups | GekQuokes Browse, ., |

< Back ] Mk = 1 Firish I Zancel |

Figure 13-8 Naming the DADX file

11.Name this file. Using the same name chosen for the DADX group makes
sense. For this step we used the name GetQuotes.dadx.

12.Click Finish to create the file.

13.Since we did not base the DADX file on an actual stored procedure, we must
now use the tooling to create the required information. Example 13-1 shows
the DADX file that we generated for this example. Cutting and pasting it in
place of the generated file will work fine. The finished ear file can also be
found in the additional material for this book under the name
TraderWebServiceEAR.ear. The outline view can also be used to generate
this information.

Example 13-1 DADX file for the GetQuotes stored procedure

<?xml version="1.0" encoding="UTF-8"?>

<dadx:DADX xmlns:dadx="http://schemas.ibm.com/db2/dxx/dadx"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
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<dadx:result_set_metadata name="resultSetlMetadata" rowName=
"resultSet1lMetadataRow">
<dadx:column name="COMPANY"
type="CHAR"
nullable="false"
as="COMPANY" />
<dadx:column name="SHARE_PRICE"
type="REAL"
nullable="true"
as="SHARE_PRICE" />
<dadx:column name="UNIT_VALUE_7DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_7DAYS" />
<dadx:column name="UNIT_VALUE_6DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_6DAYS" />
<dadx:column name="UNIT_VALUE_5DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_5DAYS" />
<dadx:column name="UNIT_VALUE_4DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_4DAYS" />
<dadx:column name="UNIT_VALUE_3DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_3DAYS" />
<dadx:column name="UNIT_VALUE_2DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_2DAYS" />
<dadx:column name="UNIT_VALUE_1DAYS"
type="REAL"
nullable="true"
as="UNIT_VALUE_1DAYS" />
<dadx:column name="COMM_COST_SELL"
type="INTEGER"
nullabTe="true"
as="COMM_COST_SELL" />
<dadx:column name="COMM_COST_BUY"
type="INTEGER"
nullable="true"
as="COMM_COST_BUY" />
</dadx:result_set metadata>
<dadx:operation name="GETQUOTES">
<dadx:documentation xmlns="http://www.w3.0rg/1999/xhtm1">
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<![CDATA[
11>
</dadx:documentation>
<dadx:call>
<dadx:SQL_call>
<I[CDATA[
CALL RAJESHPR.GETQUOTES()
11>
</dadx:SQL_call>
<dadx:result_set name="resultSetl" metadata="resultSetlMetadata"/>
</dadx:call>
</dadx:operation>
</dadx:DADX>

14.With the proper DADX file created, the Web service can be generated. Use
WebSphere Studio Application Developer Integration Edition to create a new

Web service by clicking File — New and selecting the Web Services
category. Next choose Web Service as the type to create and click Next
(Figure 13-9).

Select PPN

)
Create a new XML web service, ﬁ

[Create a new =ML weh service., [
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|»
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- Eclipse Modeling Framework -Q'%}D.C\DX File
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- Examnple EMF Model Creation Wizards @) wsnL
Extended Messaging 3
@ Java beans for XML Schema
- J2EE
[+ Java

- Plug-in Developmant

- Remoke File Transfer
Server

i Simnple

' Sympton Database
1L Wisualization

+|- Weh

.. weh Services —

CEML
T Cormrmml=- LI

= Back I MNext = I Fimisti Cancel

Figure 13-9 Create a new Web service
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15.0n the next panel, choose the DADX Web service type and do not select the
option of generating the proxy. For now we just generate the service without a
client. Figure 13-10 shows the setting that we used in this situation. Click
Next when the proper changes are made.

i Web Service |

Web Services

Fesviem your Web service options and make any necessary changes before ﬁ
proceeding to the next page.

—Service —

‘Weh service bype: |DADY Weh Service j

IV start web service in Web project
™ Test the Web service
™ Launch the Web Services Explarer to publish this Web service to a UDDI Registry

. —— — |
[~ Generate a proxy
—Client pros:
Client prosey bepe: | Java prosy J

™| Tiest the generated prosy

[ Overwrite files without warning
v Create folders when necessary

[ cCheck aut files without warning

< Back I ek = I Fimish | Zancel |

Figure 13-10 Configuring the Web service

16. Verify the proper runtime is selected (Figure 13-11 on page 475). Since we
are using WSAD, our best choice is a Version 5.1 environment. We have
tested this service on a Version 6 server without problems repeatedly. Click
Next to continue.
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i Web Service =l

Service Deployment Configuration

Choose from the list of runtime protocols and deployment servers, or use the defaulk [@
settings.

—Server-Side Deplovment Selection:

Wb service runtime:  IBM SOAP
SErver: Websphere +5,1 Test Environment

Edit... |

Service Web Project: TraderWwebService j

< Back I Mexk = | Fimish | Cancel |

Figure 13-11 Deployment configuration

17.The next panel asks for the DADX file within this project to use to generate
the WSDL and Web service code. We have only created one file. Browse to
find the file and click OK and Next to continue. Figure 13-12 on page 476
shows where this file was in our environment.
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DAD: file name: I Browse. ..

4F Browse Files x|

[El-{= JavaSource

| B groups

E{B GetQuotes
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Cancel |

Figure 13-12 Selecting the DADX file

18.The next panel displays the properties that were chosen earlier. Click Next
through this panel unless changes are desired. The Finish button can now be
clicked to generate the Web service.

Creating the Web service client

With the exception of writing the DADX file, WebSphere Studio Application
Developer Integration Edition has done all of the work of generating this Web
service. It is possible to take this one step further and ask it to generate the client
that we can call within our current Trader application to use this Web service.

1. As with the other wizards used in this chapter, this one can be started by
clicking File — New, selecting the Web Services category, and choosing
Web Services Client. Now, click Next to start this wizard.

2. The next panel allows for the client proxy type to be selected. Select the Java
proxy because that is the type we need to use. Also check the Test the
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generated proxy option so that the functionality can be tested. Figure 13-13
shows this panel with the chosen settings.

%P Web Service Client x|

Web Services

Reviem your Web service options and make any necessary changes before ] 5
proceeding to the next page. =

Client prosey

Client prosxy bvpe: |Jawva progy j

v Test the generated proxy

[ overwrite files without warning
¥ Create folders when necessary

[ check aut files without warning

< Back | MNext = J Finish I Cancel

Figure 13-13 Select the client proxy type

3. Click Next to proceed.

4. Use the defaults in the next panel and then give the client a proper name.
TraderWebServiceClient is the name that we used (Figure 13-14 on
page 478). Now, click Next.
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4B Web Service Client ' =l

Client Environment Configuration
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' se Defaults
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" Choose server first

" Explore options

Web service runtime: Server:
1BM Websphere w5 Websphere wS.1 Test Environment

Client wweb Project:

< Back J Mexk = | Finish I Cancel

Figure 13-14 Environment configuration

5. The client needs to know which WSDL to use as information to create its
client. Again, we have only one and the path should be similar to what is seen
in Figure 13-15 on page 479. Once the path is selected, click Next to
continue.
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Figure 13-15 Enter WSDL file

6. We will need to have a proxy generated, and the next panel gives us this
opportunity. As shown in Figure 13-16 on page 480, click the Generate proxy
box and leave security off for the sake of this exercise.
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Figure 13-16 Generate a proxy

7. The last panel describes the options for testing the generated proxy. Be sure
to select all methods here and to run the test on the server. Once selected,
the panel should look exactly as it does in Figure 13-17 on page 481.
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Figure 13-17 Testing the proxy

At this point a Web service has been created as well as a client proxy to call it. A
new client could be created to use this service. What we chose to do for
demonstration purposes was to take the TraderDB application and change it to

use this service.

Calling the Web service client

The Web service is ready to be called by our code. In the same workspace,
import TraderDBEAR.ear. Navigate in the J2EE perspective to find the code that
returns the quotes to the application. It can be found in EJBProjects —

TraderDB — ejbModule — itso.db2.j2ee.trader —
TraderDB2_UseJDBCBean.java.
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The getQuotes function returns a QuotesBean with the results for a specific
company as well as holdings of a particular customer. The stored procedure that
we have created and included with the additional materials gives us the first part
of this information. Change the code to call the stored procedure using a SOAP
call and interpret the results. The code is already there to process the individual
customer information can be left unchanged, using JDBC. Example 13-2
contains the new version of the getQuotes code. Notice the URL points to the
Web service created earlier. The Web service will call the stored procedure and
return the results here.

Example 13-2 getQuotes() calling a DB2 stored procedure as a Web service

public QuotesBean getQuotes(String customer, String company) throws Exception {

QuotesBean quotesBean = new QuotesBean();

// get quotes from company table
Connection con = connect();
PreparedStatement sql;

ResultSet rs,rs2;
TheSoapPortTypeProxy gp = new TheSoapPortTypeProxy();

gp.setEndpoint ("http://wtsc48.itso.ibm.com:29080/TraderWebService/GetQuotes/GetQuotes.dadx/SOAP

")s

ResultSetl quotes = qp.GETQUOTES (company) ;
ResultSet1Metadata rsm = quotes.getResultSetIMetadata();
ResultSet1MetadataRow rsr = rsm.getResultSetIlMetadataRow(0);

quotesBean.setUnitSharePrice(rsr.getSHARE_PRICE().toString());
quotesBean.setUnitValuelDays (rsr.getUNIT VALUE 1DAYS().toString());
quotesBean.setUnitValue2Days (rsr.getUNIT_VALUE_2DAYS().toString());
quotesBean.setUnitValue3Days (rsr.getUNIT_VALUE_3DAYS().toString());
quotesBean.setUnitValuedDays (rsr.getUNIT_VALUE_4DAYS().toString());
quotesBean.setUnitValue5Days(rsr.getUNIT_VALUE_5DAYS().toString());
quotesBean.setUnitValue6Days(rsr.getUNIT_VALUE_6DAYS().toString());
quotesBean.setUnitValue7Days (rsr.getUNIT_VALUE 7DAYS().toString());
quotesBean.setCommissionCostSel1(rsr.getCOMM_COST_SELL().toString());
quotesBean.setCommissionCostBuy (rsr.getCOMM_COST_BUY().toString());

// if the result has record, set the results to JavaBeans
// get share amount from company table

sql = con.prepareStatement
("SELECT * FROM " + fieldCustomerTable + " WHERE CUSTOMER='" + customer + "' AND

COMPANY='" + company + "' ny,
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rs2 = sql.executeQuery();

int shares = 0;
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// if record is not exist, then create one
if(!rs2.next()) {
sql = con.prepareStatement
("INSERT INTO " + fieldCustomerTable + " VALUES ('" + customer + "','" +
company + "',0)");
sql.executeUpdate();

shares = 0;
quotesBean.setNumberOfShares ("0");

} else {
shares = (int) rs2.getFloat("NO_SHARES");

}

// share value is calculated here: value = shares * price
float price = rsr.getSHARE_PRICE().floatValue();

float value = shares * price;
quotesBean.setTotalShareValue(new Float(value).toString());
quotesBean.setNumberOfShares (new Integer(shares).toString());

// close JDBC connection

rs2.close();
disconnect(con);

return quotesBean;

13.1.4 Enabling WebSphere to execute DB2 Web services

The application we just developed cannot be run in WebSphere Application
Server for z/OS Version 6.01 without additional configuration. You will need to
add the Web Services Object Runtime Framework (WORF) for DB2 to your
WebSphere runtime environment.

Web Services Object Runtime Framework for DB2

You will need the Web Services Object Runtime Framework for DB2 to deploy
and execute Web services to DB2. WORF uses Apache Simple Object Access
Protocol (SOAP) 2.2 or later and the Document Access Definition Extension
(DADX). A DADX document specifies a Web service using a set of operations
that are defined by SQL statements or XML Extender Document Access
Definition (DAD) documents. Web services, or functions invoked over the
Internet, specified in a DADX file are called DADX or DB2 Web services.

When we developed our sample using WebSphere Studio Application Developer
Integration Edition we were implicitly using WORF in our development
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environment. We now explain how to set up WORF in WebSphere Application
Server for z/OS Version 6.01.

Configuring WORF in WebSphere

WOREF for DB2 can only be used as of WebSphere Application Server for z/OS
Version 5.1 and is provided as part of DB2 Version 8.1, WebSphere Studio
Application Developer, and Rational Application Developer Version 6. It is not
included in the WebSphere products for z/OS.

General information about how to enable WORF in WebSphere Application
Server can be found in the DB2 Info Center at:

http://publib.boulder.ibm.com/infocenter/db2help/index.jsp?topic=/com.ibm.d
b2.ii.doc/ad/ciiwascp.htm.

However, we describe here the specific installation process for WebSphere
Application Server for z/OS Version 6.01. Execute the following steps to enable
your WebSphere server for DB2 Web services support. The DB2 Web services
support package consists of a Java libraries, tools, schemas, and a sample
program.

1. Create a directory named worf on z/OS and upload the file worf.tar.Z in this
directory.

2. Stop the server now.

3. Copy the worf.jar file to the working directory of the application server. We
placed the file in /SC48/WebSphereAL1/V6R0/BS01/AppServer/lib/ext/.

Note: It is a good practice to place Java libraries that are not part of
WebSphere Application Server in the /ext subdirectory, and at the same
time mount a separate HFS for this subdirectory. When WebSphere is
upgraded, the HFS for the extensions can be remounted again and all
Java extensions remain in tact.

4. You must make sure you have the JavaMail™ and Java Beans Activation
Framework libraries available in the WebSphere server. The libraries are in
mail.jar and activation.jar, respectively, and can be retrieved from:

http://java.sun.com

5. Now you must restart the server.
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13.1.5 Deployment and testing

You will need to install the version of the Trader application containing the DB2
Web service. Also, you will need to make sure that you have DB2 set up for this
sample. This is the checklist:

» Make sure JDBC is enabled. Refer to “Introduction to JDBC” on page 2 for
more information about the JDBC infrastructure.

» Define the DB2 tables used by the Trader sample applications. The tables are
described in “Trader DB2 table definitions” on page 575 and Figure A-2 on
page 564.

» Install the stored procedure. The stored procedure is part of the additional
material for this book.

» Deploy the Trader application including the DB2 Web service to WebSphere
Application Server for z/OS Version 6.01, as described in “Deploying the
Trader application to WebSphere” on page 485.

Deploying the Trader application to WebSphere

Information about deploying the TraderDB application using JDBC and SQLJ can
be found in “The TraderDB application” on page 20. Deploying the Trader
application using the DB2 Web service is similar.

Table 13-2 describes the files needing to be deployed for the application to
function as it is described in this chapter.

Table 13-2 Applications to deploy

Files to deploy Description

TraderWebService.war Web service used to call the getQuotes
stored procedure

TraderDBEAR.ear EAR file containing the trader application

Once deployed, the application will function the same as it does in its other
forms, except that you have to enter another URL:

//http:<servername>:<port>/TraderDBWebl/Logon.jsp

Entering a user ID on the main page and clicking Go starts the application. When
the companies are listed, clicking the Quote button will run the stored procedure
Web service through the SOAP connection.
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13.2 Calling a Web service from DB2

In “Calling a DB2 stored procedure as a Web service” on page 462 we have seen
how a Web service can be built accessing a stored procedure. This Web service
is now commonly available to a variety of clients. Note, however, that you will
need a J2EE application server to host this Web service and that it is not possible
to call the stored procedure as a Web service directly in DB2.

In this section we show how DB2 can act as a consumer of a Web service
implemented elsewhere.

13.2.1 Prerequisites for development and deployment

To be able to develop, deploy, and run such a scenario requires an additional
component in the development environment and additional configuration in DB2.

The following sections describe what you need to do before being able to use the
functionality.

DB2 prerequisites

In DB2 you will need additional tooling, in the form of User Defined Functions
(UDFs). The prerequisites for using the UDFs are:

» 2/OS 1.2 or later.
» IBM XML Toolkit Version 1.6 for z/OS.
» The UDFs must run in a WLM-managed address space.

DB2 preparation
Perform the following steps:

1. Run job DSNTIJWS (provided in the SDSNSAMP data set). Customize the
job to your needs.

2. Ensure that the XML Toolkit is added to the STEPLIB of the startup procedure
for the WLM environment used for the UDFs.

13.2.2 Invoking the Web service consumer

486

The Web service consumer can be invoked in four different ways, depending on
the size of the input data and the result data, as shown in Example 13-3. The
UDFs are installed under the DB2XML schema.

Example 13-3 Ways of invoking the Web service consumer

DB2XML.SOAPHTTPV(IN endpoint_url VARCHAR(256),
IN soap_action VARCHAR(256),
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IN soap_body VARCHAR(3072))
RETURNS VARCHAR(3072)

DB2XML.SOAPHTTPV(IN endpoint_url VARCHAR(256),
IN soap_action VARCHAR(256),

IN soap_body CLOB(1M))

RETURNS VARCHAR(3072)

DB2XML.SOAPHTTPC(IN endpoint_url VARCHAR(256),
IN soap_action VARCHAR(256),

IN soap_body VARCHAR(3072))

RETURNS CLOB(1M)

DB2XML.SOAPHTTPC(IN endpoint_url VARCHAR(256) ,
IN soap_action VARCHAR(256),

IN soap_body CLOB(1M))

RETURNS CLOB(1M)

The variables in Example 13-3 on page 486 can be explained as follows:
endpoint_url The URL of the Web service.

soap_action Used as part of the SOAP request. Depending on the
Web server, this parameter can be optional. If it is
required, the required value can be found in the WSDL of
the Web service.

soap_body The operation name and the parameters to the Web
service. The data in this parameter should be well-formed
XML.

13.2.3 The Trader sample

The way we are using the Trader application in our DB2 Web services usage
scenarios is a bit unrealistic, but adequate to show the technology capabilities. In
“Calling a DB2 stored procedure as a Web service” on page 462 we explained
how to build a Web service calling a DB2 stored procedure. Now we are going to
call that Web service from our DB2 environment using the installed UDFs. So, in
fact, we use DB2 as a Web service client to a Web service installed in
WebSphere Application Server for z/OS Version 6.01, which during its turn again
calls a stored procedure in DB2.
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For the invocation of the Web service consumer in DB2 we need some artifacts
from the Web service previously created, which we then use as values for the
variables, as explained in “Invoking the Web service consumer” on page 486:

endpoint_url
http://wtsc48.itso.ibm.com:29080/TraderWebService/Get
Quotes/GetQuotes.dadx/SOAP
soap_action http://tempuri.org/GetQuotes/GetQuotes.dadx
soap_body <GETQUOTES

xmins="http://tempuri.org/GetQuotes/GetQuotes.dadx"S
OAP-ENV:encodingStyle="http://schemas.xmlsoap.org/s
oap/encoding/'><COMPANY>IBM</COMPANY></GETQ
UOTES>

Combining the above variables will result in the statement shown in
Example 13-4.

Example 13-4 Invoking the getQuotes Web service from DB2

SELECT

DB2XML.SOAPHTTPV (
"http://wtsc48.itso.ibm.com:29080/TraderWebService/GetQuotes/GetQuotes.d
adx/SOAP', 'http://tempuri.org/GetQuotes/GetQuotes.dadx',
'<GETQUOTES xmIns="http://tempuri.org/GetQuotes/GetQuotes.dadx"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<COMPANY>IBM</COMPANY></GETQUOTES>"') FROM SYSIBM.SYSDUMMY1;

Note: The part FROM SYSIBM.SYSDUMMY 1 does not have any significance
in this statement. Of course, we are not really selecting anything from a table,
but need to satisfy the SQL syntax in some way. Using this construction is a
generic way in DB2 to conform to the syntax of a SELECT statement that does
not query a table.

If we would execute this statement from, for example, SPUFI, we will receive the
SOAP body back as a reply, but without any formatting. The result received will
be as shown in Example 13-5. Note that the response will come back as one
continuous line, but in this book we had to split up the line in order to fit it on the

page.

Example 13-5 Result from calling the getQuotes Web service without formatting

<GETQUOTESResponse xmlns="http://tempuri.org/GetQuotes/GetQuotes.dadx"
xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
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<resultSetl><resultSet1Metadata
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<resultSet1MetadataRow> <COMPANY>IBM </COMPANY>
<SHARE_PRICE>163.0</SHARE_PRICE>
<UNIT_VALUE_7DAYS$>157.0</UNIT_VALUE_7DAYS>
<UNIT_VALUE_6DAYS>156.0</UNIT_VALUE_6DAYS>
<UNIT_VALUE_5DAYS$>159.0</UNIT_VALUE_5DAYS>
<UNIT_VALUE_4DAYS>161.0</UNIT_VALUE_4DAYS>
<UNIT_VALUE_3DAYS$>160.0</UNIT_VALUE_3DAYS>
<UNIT_VALUE_2DAYS>162.0</UNIT_VALUE_2DAYS>
<UNIT_VALUE_1DAYS>163.0</UNIT_VALUE_1DAYS>
<COMM_COST_SELL>10</COMM_COST_SELL> <COMM_COST BUY>15</COMM_COST BUY>
</resultSet1MetadataRow> </resultSetlMetadata></resultSetl>
</GETQUOTESResponse>

In our example we executed the statement from SPUFI, but it could also have
been a stored procedure or any program using an SQL interface to DB2. If the
statement would have been executed from a COBOL program, for example, the
COBOL program would have received back the SOAP envelope with the results
in XML.

Of course, under normal circumstances, the results become really usable after
parsing the XML returned in the envelope. The statement shown in

Example 13-6 is the same statement we explained earlier, except that we have
now included an XML parser to parse the XML company name in the SOAP
envelope.

Example 13-6 Invoking the getQuotes Web service from DB2 and parsing the results

WITH SOAPQOUTPUT(OUT) AS (

SELECT

DB2XML.SOAPHTTPV (

"http://wtsc48.itso.ibm.com:29080/TraderWebService/GetQuotes/GetQuotes.d
adx/SOAP', 'http://tempuri.org/GetQuotes/GetQuotes.dadx',

'<GETQUOTES xmIns="http://tempuri.org/GetQuotes/GetQuotes.dadx"
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<COMPANY>IBM</COMPANY></GETQUOTES>') FROM SYSIBM.SYSDUMMY1 )

SELECT DB2XML.EXTRACTCHAR (DB2XML.XMLVARCHAR(OUT),

' /GETQUOTESResponse/resultSetl/resultSet1Metadata/resultSet1MetadataRow/
COMPANY') from soapoutput

13.3 Summary

We have seen in this chapter that Web services technology can be used
between WebSphere Application Server for z/OS Version 6.01 and DB2 in both
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directions. WebSphere Application Server for z/OS Version 6.01 and DB2 can be
either a Web service consumer or a provider. Using DB2 as a consumer of a
Web service installed elsewhere may seem unrealistic, but it is interesting to see
how a Web service can be called using an SQL statement.
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14

Connecting to WebSphere
from IMS using SOAP

This chapter discusses the current possibilities to access a Web service from
IMS.

IMS currently does not provide out-of-the-box support for outbound calls to
WebSphere, including Web services. However, when coding IMS transactions
there is still the possibility to use all the functionality availability that a certain
programming language provides. This is also true for Java, in which case the
Java classes provided by the J2EE programming model can be used to call an
EJB as if making the call from a J2EE client container. Similarly, it is also
possible to use the J2EE programming model to call Web services.

While using the J2EE Java classes, this means that the functionality of calling an
EJB or a Web service is only supported directly by Java or indirectly by a
language that is capable of calling Java (for example, Enterprise COBOL for
0S/390 and z/OS).

In this chapter we provide a description on how to use IMS Java and Rational
Application Developer Version 6 to call a Web service from an IMS Java
transaction. WebSphere Studio Application Developer Version 5 or later can also
be used, but the explanation in this chapter is based on Rational Application
Developer Version 6. This means that we develop our code in an Eclipse-based
development platform and then transfer the code to z/OS to run within IMS.
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However, there is currently no support for testing the IMS Java transactions on a
workstation. There is still the requirement after compiling the Java code in
Rational Application Developer Version 6 or WebSphere Studio Application
Developer to upload the class files or packaged jar files to z/OS and test the
code by invoking an IMS transaction using any supported call method (for
example, IMS Connect, 3270 terminal, APPC, MQSeries, and so on).

The sample will work as shown in Figure 14-1:

» The IMS Java transaction can be invoked from an application that calls the
IMS Java transaction through IMS Connect, a 3270 terminal, a browser that
invokes a servlet/EJB that calls the IMS Java transaction (top down order of
arrows in Figure 14-1), or using any other method that is supported by IMS.

» The Java code itself will invoke a Java Proxy for the Web service. The Java
Proxy itself contains the code to call the Web service, which can be located
and run on the same LPAR, on a different LPAR, or run in an application
server on any supported platform that supports Web service invocation.
Figure 14-1 shows the call method.

Web Service

"'
SOAP Request
%,
K
'

Java App,
Browser or
3270 Terminal

T
LI
.....

Figure 14-1 Architecture of calling an IMS Java transaction that calls a Web service
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14.1 Setup

The following sections describe the software and configuration requirements.

14.1.1 WebSphere requirements

It is required that the WebSphere server instance is up and running for the Web
service that is going to be called by the IMS transaction. In our sample we use
the SnoopInfo Web service, which we described earlier in Chapter 11, “Web
services using SOAP over HTTP” on page 361. It is interesting to see how the
same Web service we called earlier from a CICS region can be called using the
same techniques and protocols from an IMS transaction. Since the Snoopinfo
Web service is already installed and running there is no further action required to
access this Web service. If the Web service would not have been installed yet,
the Web service must be installed first into WebSphere. The Snoopinfo Web
service is part of the additional material for this book.

In addition, for IMS Java it is required to have a WebSphere Application Server
for z/OS Version 6.01 installation at hand, since the runtime jar files, libraries,
and the SBBOLOAD datasets are required. However, it is not required that the
WebSphere Application Server for z/OS Version 6.01 server is up and running, in
case it is actually providing the Web service.

14.1.2 2z/OS requirements

A z/OS JDK™ later than JDK 1.4.1 should be used with IMS Java. Initially, the
sample IMS Java configuration members are tailored for use with JDK 1.3.1S,
which was the first JDK that exploited the persistent reusable JVM technology.

Note: There can be more than one JDK installed in z/OS and be used at the
same time, mounted to different HFS paths.

It is recommended to use the latest JDK level, which is 1.4.2 SR2 (PTF UK04987
Build date 20050623); refer to informational APAR 1113519.

In addition, since throughout the chapter FTP transfers are used to transfer files
from and to the z/OS system, it is required that there is a RACF user ID allowed
to do FTP file transfers. Also, the z/OS FTP server must be configured and up
and running.

Since IMS Java transactions require more memory than transactions written in
traditional languages, make sure that a possible IEFUSI exit in your installation
allows you to acquire at least 512 MB of memory and that there are no LE
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options such as ALL24Bit in place, which might cause OutofMemoryErrors, or do
not allow starting the IMS Java regions at all.

14.1.3 IMS requirements

494

The following steps assume that the IMS Java FMID is installed (SMP/E apply)
and the IMS Java Installation Verification Procedure (IVP) has been completed
successfully. The IMS system (V8 or later) should be enabled for IMS Java
usage.

The following is a checklist for the setup that is required to have a development
environment for running the sample to access a Web service. However, most of
the required setup is available in the IMS System literature, for example, IMS
Version 9: IMS Java Guide and Reference, SC18-7821, or IMS Version 7 Java
Update, SG24-6536.

These are the basic requirements:
» Define a transaction code for a new transaction or use an existing one.

» If no generated Program Specification Block (GPSB) is used, a PSB for the
transaction is required with LANG=JAVA.

» For the RACF user ID an OMVS segment is required for HFS access, both for
development and runtime.

Important: Each IMS Java user or RACF user using IMS Java
transactions requires an OMVS segment for HFS access. If that is not
possible or too expensive to maintain, refer to 14.1.4, “Creating a default
OMVS segment” on page 495, which will be used for all users that do not
have an OMVS Segment defined in RACF.

» An HFS directory is required to store/upload the jar files created in the
workstation development tool.

» Make sure the HFS that contains the IMS Java classes and samples is
mounted.

» The DFSJMP PROCLIB procedure should be tailored to suit the
environment’s needs.

» The JCL for an IMS Java Message Processing Region (JMP) should be
tailored. Make sure that the XPLINK parameter is set to Y when using JDK
1.4.1 or later and make sure that the XPLINK library <CEEHLQ>.SCEERUN2
is concatenated in STEPLIB or LINKLIST.

» The Java PROCLIB members for the Environment and the Master JVM
should be tailored for use with a JDK later than 1.4.1.
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14.1.4 Creating a default OMVS segment

To configure default OMVS segments, perform the following steps:

1.

Define a Group ID (GID) to the system to be used as an anchor for a default
OMVS group segment. Issue the following command:

ADDGROUP OEDFLTG OMVS(GID(777777))

Make the GID unique so that it is easily identified. The GID can be either very
high or very low. The other fields related to the GID are not likely to be used
for anything.

Define a user ID (UID) to be used as an anchor for the default OMVS user
segment. Issue the following command:

ADDUSER OEDFLTU DFLTGRP(OEDFLTG) NAME('OE DEFAULT USER')OMVS(UID(999999)
HOME('/') PROGRAM('/bin/sh'))

When defining a UID, consider the following issues:

— UID: Make the UID unique so that it is easily identified. The number can be
very high or very low. To avoid giving super user authority, do not use 0 as
the UID.

— HOME: Select one of the following options when defining the home
directory for the default user:

¢ Define the HOME directory as the ROOT(/). The users do not have
write access, but do not need to update their home directory.

* Define the HOME directory in the /tmp directory.

* Define a directory as you would for any other user. This directory is
then used concurrently by many users that do not have an OMVS
segment. (We do not recommend this directory option.)

— PROGRAM: Define the default shell in this field. The other fields related to
this UID are not likely to be used.

Set up a default value for the USER OMVS segment or set up a default UID
and GID.

To set up a default value for the USER OMVS segment only, create a facility
class profile named BPX.DEFAULT.USER, and then specify the default UID
in the application data field. Issue the following commands:

RDEFINE FACILITY BPX.DEFAULT.USER APPLDATA('OEDFLTU') SETROPTS
RACLIST(FACILITY) REFRESH

You cannot set up a default GROUP OMVS segment alone.

To set up a default UID and GID, create a facility class profile named
BPX.DEFAULT.USER, and then specify the default UID and GID in the
application data field.
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Issue the following commands:

RDEFINE FACILITY BPX.DEFAULT.USER APPLDATA('OEDFLTG') SETROPTS
RACLIST(FACILITY) REFRESH

The FACILITY class must be activated. In addition, the USER profile of the
default UID and the GROUP profile of the default GID must exist, and must
contain an OMVS segment with a UID and GID, respectively.

A similar process is followed to obtain a GID, when the user default group
does not have an OMVS segment.

The RACF utility does not check to ensure that the application data points to a
valid UID or UID and GID, or that the USER and GROUP profiles contain
OMVS segments with the required UID and GID.

The following process explains how the BPX.DEFAULT.USER facility class
profile works:

a. You request a UNIX service, which is serviced by the kernel.

b. The kernel calls the security product to extract the UID, GID, HOME, and
PROGRAM information.

c. The security product attempts to extract the OMVS segment associated
with the user. If the user is not defined, the security product attempts to
extract and use the OMVS segment for the default user that was listed in
the BPX.DEFAULT.USER profile.

14.2 Generating Java code to access the Web service

496

For this sample, we rely on the Web service-enabled Snoopinfo Bean that was
installed and configured throughout Chapter 11, “Web services using SOAP over
HTTP” on page 361.

We use the WSDL file from that Web service as input for Rational Application
Developer Version 6 to generate the Java classes that are required to call that
Web service.

Follow the steps listed below to create the Java classes required to access an
existing Web service:

1. Start Rational Application Developer Version 6. Usually you need to get the
WSDL file from the Web service provider. In our case we had the WSDL from
our previous sample for CICS. You can find the WSDL in the additional
material for this book.

2. Switch to the Project Explorer view and create a new Dynamic Web Project,
as shown in Figure 14-2 on page 497. This is done by selecting File —
New — Dynamic Web Project.
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Figure 14-2 Create a new Dynamic Web Project
We called our project SnoopWebServiceClient, as shown in Figure 14-3.

@f New Dynamic Web Project

Dynamic Web Project
Create a standalone Dynamic Web project or add it bo & new or existing Enkerprise Application project. @

Mame: | SnoopiWebService Client

Praoject location: IH:'l,Program Files\IBM)rationalsdpe, Dworkspace2iSnoopWwebSer:  Browse. .. |

Show Advanced == |

= Bach Tk = | Einish I Cancel

Figure 14-3 New Dynamic Web Project wizard

In the new project wizard enter the name and accept all defaults by clicking
Finish.

Do not switch to the Web perspective if asked, as shown Figure 14-4 on
page 498.
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iﬁ:&:ﬁ:l:unﬁrm Perspective Switch

This kind of project is associaked with the ‘Web Perspective, Do wou wank to
switch to this perspective now?

[ Remember my decision

Figure 14-4 No switch to Web perspective

3. Expand the project and the folder Java Resources. Expand the JavaSource
folder and right-click to select Import to import the WSDL file from the pop-up
menu, as shown in Figure 14-5.

&g EJB Projects ‘
=-C Dynamic Weh Projects

EL_:—‘,-‘ SnoopiebServicelient
- [ ‘web Site Mavigation |
----- %, Web Diagram
[-'zg Deplayment Descriptor: Snoop'WebSe
= Java Resources

Bed 1= a50urce
Mew 3
+-m= WebSphere vé
+-mh JRE System LiE Open Type Hierarchy F4
F-[= WebConkent
2 Other Projects = Copy
-1 Web Services “ baste
#-L[ Databases
#-_f Database Servers 3 Delete
Source Ale+shife+5 ¥
Refactor olt+3hift+T #

|

Choose File System as import source, as shown in Figure 14-6 on page 499.
Click Next.

Figure 14-5 Import menu selection
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Figure 14-6 Import from File system wizard

Browse and select the folder where the WSDL file was stored. Click the folder

name on the left side, select the file from the listing on the right side of

Figure 14-7 on page 500 (in our case it was Snooplnfo.wsdl), and click Finish

when selected.
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—iCptions:
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< Back

| €=

Cancel

Figure 14-7 Import WSDL file from file system

Once the WSDL is imported, Snooplnfo.wsdl can be double-clicked to be
viewed. At the end of the source listing, it should contain a valid URL to call
the Web service, as shown in Figure 14-8.

JavaSource

7@ SnoopInfo.wsdl

wehSphere v6.0 Runkime

JRE Syskem Library [WebSphere
nZontent

ts

[

R e e ey g e R

<wsdl:port binding="impl:SnoopInfoSoapEinding

[ Wy g g e ey e

Gwsdlsoap ;address location="http://9.12.4.

</wadl:port>

Figure 14-8 Check the URL of the web service

4. In the JavaSource folder create a new package called itso.ims.ws.snoop. This
can be done by selecting the JavaSource folder with a right mouse click and
using context menu New — Package, as shown in Figure 14-9 on page 501.
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Figure 14-9 Menu selection new package

Another possibility is selecting JavaSource with one left mouse click and
using the menu File - New — Other, and looking for Java, and selecting

Package.

In the appearing New Java Wizard enter the name itso.ims.ws.snoop, as
shown in Figure 14-10 on page 502. Click Finish.
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Java Package

Create a Java package.

Snoop'WebServiceClient JavaSource

Figure 14-10 New Java Package wizard

The project tree after importing the WSDL looks as shown in Figure 14-11.

E-1—2 SnoopWwebServiceClient

----- I Web Site Mavigatian

----- &, Web Diagram

]% Deployment Descripkor: Snoopi!
B lava Resources

=% JavaSource

[ itsn.ims.ws.snoop

I+

ﬂ, WebSphere v&.0 Runtime
B2 JRE Swskem Library [WebSph

Figure 14-11 The project tree after importing the WSDL file
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5. Mark the WSDL file by clicking it. Right-click and in the context menu select
Web Services — Generate Client, as shown in Figure 14-12.

Important: We noticed that during the development, when switching

between different workspaces, there were cases where the Web services

menu was missing. Refer to 14.2.1, “Case of missing Web services menu

on page 507, if you encounter a similar situation.
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Fun
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Team

Campare With
Replace Wwith
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3
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Figure 14-12 Menu selection of Web Services Generate Client

In the appearing Web Service Client wizard, select Java Proxy as the Client
Proxy Type, as shown in Figure 14-13 on page 504.
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::@:WEIJ Service Client

Web Services

Review vour Web service options and make any necessary changes

Client prooy

[~ Test the Weh service
[ mMoritar the Web service

[T owerwrite files without warning
¥ Create folders when necessary

[T check out files without warning
Figure 14-13 Web Service Client wizard Client proxy type selection page

Click Next.

At the Web Service Selection Page make sure that the correct WSDL file is
selected, as shown in Figure 14-14.

::@:WEIJ Seryice Client

Web Service Selection Page

Enter a web service URI,

Enter an URI ko a WaDL, WWSIL ar HTML docurment:

| [5noopInfoserviceClient{1avaSource/SnoopInfo, wsdl

Select & WsDL
I -2 file:/H: [Program Files/TBM rationalsdps, 0fworkspaces) SnoopIn

Figure 14-14 Web Service Client Wizard WSDL file selection page

Click Next.
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As shown in Figure 14-15, at the Client Environment Configuration page
make sure the client type is Web, the client project is the
SnoopWebServiceClient, and the EAR project is
SnoopWebServiceClientEAR (which is currently not there, but it will be
created once the action is completed), and click Next.

iﬁ.EZWEh Service Client

Client Environment Configuration

Zhoose From the list of supported runtime protocols and servers
default settings,

—Client-3ide Environment Selection:
Weh service runtime:  IBM Websphere

SErver: Websphere Application Server wa.0
JZEE wersion: 1.4
Edit... |

Client type: Weh

Client project: SnoopInfoserviceClient

anoopInfoservicelisntEAR,

EAR. projeck:

Figure 14-15 Web Service Client wizard Client Environment Configuration page

As shown in Figure 14-16 on page 506, at the Web Service Proxy Page make
sure that No Security is selected and click Finish.

If there is a message complaining that file overwriting is not enabled, click
Yes to enable file overwriting.
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¥ | Generate [
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Security Configuratiorl Mo Security

™ Define cuskom mapping For namespace to package,

Figure 14-16 Web Service Client wizard security configuration

i@i\'ﬂarning:

IWAEDS3SY Cannot create the file "web,xml" relative to the path
"13noopInfoserviceClientebContentWEB-INF" because automatic File
overwriting has nok been enabled, Do you want to enable it For this File?

m Yes o Al | Zancel I

Figure 14-17 Enable automatic file overwriting

6. After completing this step, a new package called itso.sews.beans according
to our Snooplnfo.wsdl has been generated. It contains all classes that are
required to call the Snoop Web service. See Figure 14-18 on page 507.
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=8 JavaSource
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- [J] SnoopData.java
- [1] SnoopInfo.java
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Figure 14-18 Web Service Proxy classes and itso.sews.beans package successfully
created

At this point we have successfully created a Java proxy for the Web service.

Testing this proxy is covered in “Test the Web service” on page 510.

14.2.1 Case of missing Web services menu

If the Web services context menu is missing, do the following. With the left
mouse button click any WSDL file (for example, Snooplnfo.wsdl), and select
File - New — Other, as shown in Figure 14-19 on page 508.
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Figure 14-19 Menu selection - New -> Other

As shown in Figure 14-20 on page 509, in the appearing New Wizard selection
select Web Service (the fourth selection from the top) and click Next.
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& Dynamic Web Project
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Figure 14-20 New other wizard Web Service selection

There will be a window asking if the Web Services Development capability
should be enabled, as shown in Figure 14-21 on page 510.
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{8 Confirm Enablement

This action requires the enablement of "Web Services Development”,

Enable the required capability?

[ Always enable capabilities and don't ask me again.:

Cancel Details ==

Figure 14-21 Confirm enablement of Web Services Development capability

Click OK to enable the Web Services Development and then click Cancel to
close the appearing Web Service wizard.

As soon as the steps above have been completed, there should be the Web
services menu available to be used in Rational Application Developer Version 6.

14.3 Test the Web service

510

Before we continue to use the generated classes in IMS, we will test if the Web
service is working. This is required to prevent us from having problems while
being in the IMS environment. It is always a good idea to do separate function
level tests.

In order to test the Java proxy we create a little Java application that calls the
Java proxy. Follow the steps below:

1. Select the package itso.sews.beans by clicking on the package name.
Right-click and choose New — Class. The New Java class wizard opens. As
the name, enter SnoopInfoProxyTestApp, check to create a main method, and
click Finish to create the new class.

2. The source of the newly created class is opened in the Editor window. It
should contain an empty main method. In order to invoke the Java Proxy for
the Snooplinfo Web service, the following code should be added to the main
method (Example 14-1).

Example 14-1 Contents of the main method to test the SnoopInfoProxy

try {
SnoopInfoProxy proxy = new SnoopInfoProxy();
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SnoopData output = proxy.getSnoopData();
System.out.printin( "\nS1: " + output.getS1() +

"\nS2: " + output.getS2() +
"\nS3: " + output.getS3() +
"\nS4: " + output.getS4() +
"\nS5: " + output.getS5() +
"\nS6: " + output.getS6() +
"\nS7: " + output.getS7());

} catch (Exception e) {
System.out.printIn("\nCaught exception is: " + e);
e.printStackTrace();

}

3. Save the changes by pressing Ctrl+S or selecting File — Save. Make sure
that there are no compiler errors. The editor window can be closed now.

4. In the project tree select the file SnooplnfoProxyTestApp.java. Right-click
to open the context menu and select Run — Java Application. If the Web
service call was successful there will be some output in the Console window,
as shown in Figure 14-22.

i 4
Problems | Tasks | Properties | Servers 5 =Rttt -0 e

<terminated = SnoopInfoProxy Teskapp [Java Application] Hi\Program Files\IEMiF.ak

31: No Jawva subject

S2: wtscdS5.it=so. ibm. com

33: Wed Aug 10 19:47:25 GMT4+O0:00 2005
R

S5

=1

=i

Figure 14-22 Output from testing the generated Java proxy

Now that we successfully tested the Java proxy is working we can continue to
include that code in an IMS Java transaction.

14.4 Calling Web service from within IMS Java
transaction

Now that we have the Web service access class working, we take the Java code
for a very simple IMS Java transaction and call the Web service. The following
sections describe the steps and the setup that is required to run that transaction.
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14.4.1 Preparing RAD for use of ANT scripting

512

ANT scripting makes the deployment of IMS Java applications easier. It is a Java
utility that has the power of make files. So an ANT script can contain all the
required steps to create an application, for example, compile the Java source
classes, delete the old jar file, create a new jar file with the compiled Java
classes, and upload the jar file to a directory on the host. We use ANT build
scripts throughout the following sections.

There is one thing that has to be considered. The ANT version that is delivered
with our build of Rational Application Developer Version 6 does not contain the
classes for FTP. There is a jar file missing, called commons-net.jar, which has to
be added to the ANT classpath. This is done by downloading the Jakarta
commons net package, extracting the commons-net-v.r.m.jar into the ANT
plugins lib directory, and adding an entry into the ANT plug-ins configuration file.
This file may be included in future builds of Rational Application Developer
Version 6.

Important: Please make sure that either Rational Application Developer is
closed before making those changes or it is required to restart RAD before the
changes are active.

The Jakarta commons net package can be downloaded from the apache.org
project Web page. For direct access the following URL can be used:

http://jakarta.apache.org/site/downloads/downloads_commons-net.cgi

Important: All official Apache commons-net-V.R.M contain a severe bug,
which creates a java.lang.NullPointerException when accessing a directory
that contains an external link from a HFS directory to a PDS or other MVS file
system. So make sure to use the fixed commons-net-1.4.0.denis.jar, which is
part of the additional material for this book.

One of the binary builds of the commons-net project should be downloaded and
the commons-net.jar should be extracted into the ANT plugin lib directory, which
is (assuming RAD was installed on drive C):

C:\Program Files\IBM\Rational\SDP\6.0\eclipse\plugins\org.apache.ant_1.6.2\1ib
Once that file is downloaded and extracted, the commons-net.jar has to be
added with the following lines into the ant configuration xml file:

C:\Program
Files\IBM\Rational\SDP\6.0\eclipse\plugins\org.apache.ant_1.6.2\plugin.xml
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For our environment the current version was 1.4, so the file extracted was named
commons-net-1.4.0.jar. Add an entry for that file at the end of the plugin.xml
configuration file. The end of the file should look like Example 14-2.

Example 14-2 Changed plugin.xml for RAD Ant installation

<library name="1ib/commons-net-1.4.0.denis.jar">
<export name="*"/>
</Tibrary>
</runtime>
</plugin>

Save the file.

According to the Rational Application Developer help there is a more convenient
way to add a jar file to the Ant classpath. The following instructions are taken
from Ant help:

When using an optional or custom task it is usually necessary to add extra
libraries to the classpath. The Ant classpath can be modified globally or per
launch configuration.

To modify the ANT classpath globally:
a. Click Window — Preferences.

b. Expand Ant and select Runtime. If you are not on it already, click the
Classpath tab.

To add a JAR file to the classpath, click Add Jar and select the JAR file.
To add a folder to the classpath, click Add Folder and select the folder.
To remove an item from the classpath, select it and click Remove.

- @ a o

To restore the classpath to the default, click Restore Defaults.

Both possibilities will work but are required to run the ftp ant task successfully.

14.4.2 Importing the IMS Java classes into the project classpath

In order to write an IMS Java transaction it is required to import the IMS Java
classes into the project classpath. Since the required classes are delivered with
IMS in a jar file, it is necessary to download this jar file to the workstation.

Attention: According to the checklist in “IMS requirements” on page 494
make sure that the IMS Java HFS is mounted or ask the systems programmer
about the location and the mount point of the IMS Java HFS.
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Feel free to use any other method or ftp client to download imsjava.jar. The
following description shows how to use the built-in functions of the Eclipse
platform to achieve this.

Downloading imsjava.jar with an Ant script

Important: After writing this script we found a bug in Ant. Due to an error in
the ant code, the download will not work as long as the bug is not fixed.
Please proceed to “Workaround for the bug in Ant FTP task” on page 519.
This is a download problem only; it does not apply to FTP uploads. However,
this section shows how it is supposed to work if there were no bug. The
description in “Preparing RAD for use of ANT scripting” on page 512 was
updated to use a fixed version of the commons-net.1.4.0.jar.

The Ant source code was downloaded and the error fixed. A bug report at the
Apache bug home page was opened and a patch donated. The description is
available at:

http://issues.apache.org/bugzilla/show_bug.cgi?id=36258

After you have installed either our fixed version of the commons-net 1.4.0.jar file
or a fixed version of Rational Application Developer you can proceed with
downloading the imsjava.jar using an FTP client of your choice.

On our test system the IMS Java classes are located in the default installation
directory, which is /usr/lpp/ims/imsjava91.

There are many different ways and clients in order to download a file from a FTP
server using the FTP protocol. For the tests it was found to be most convenient
when using Ant scripting to achieve this.

In order to execute an Ant script it is required to create an XML document that
describes the actions to be done.

Mark the project name (SnooplinfoServiceClient) with the left mouse button and
right-click to select menu New — Other, as shown in Figure 14-23 on page 515.
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Figure 14-23 Create New Other menu selection

In the appearing New Wizard expand Simple and select File, as shown in
Figure 14-24.
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Figure 14-24 New wizard simple file selection

Click Next.
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Make sure that for the parent folder the project SnoopinfoServiceClient is
selected, as shown in Figure 14-25.

::@:New File

File

The 'file’ narme is empky.,

Enter or select the parent Folder:

I SnoopInfoServiceClisnt

i,

1/5\'- o — S

BRES SnoopInfoServiceClient §
: R T T R

Figure 14-25 New File wizard parent folder selection

Enter downToad_imsjava_jar.xml as file name, as shown in Figure 14-26.

File namme:P| download_imsjava_jar.sml

Advanced = |

< Back Mewt = Cancel

Figure 14-26 New File wizard file name entry
Click Finish.
In the appearing editor window enter the code as shown in Example 14-3.

Example 14-3 download_imsjava_jar.xml

<?xml version="1.0"?>
<project name="WebServiceProjectClient" default="all" basedir=".">
<property name="target dir" value="C:\temp"/>
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<property name="server" value="zoshostname"/>
<property name="source_dir" value="/usr/1pp/ims/imsjava9l"/>
<property name="userid" value="userid"/>
<property name="password" value="password"/>
<target name="all">

<ftp action="get" server="§{server}" userid="${userid}"

password="${password}" remotedir="${source dir}">
<fileset dir="C:\temp">
<include name="imsjava.jar"/>
</fileset>

</ftp>

</target>

</project>

Next, change the property entries in the first section of the file to suit your
environment needs, such as:

>

target_dir to represent the directory where imsjava.jar should be downloaded
to on your local PC

server to represent the host name of the z/OS system containing imsjava.jar

source_dir to represent the directory on the z/OS machine where imsjava.jar
is accessible

userid to represent a valid RACF user ID that is allowed to access the
source_dir where

password to represent the corresponding password for the RACF user ID
mentioned above

Use the keys Ctrl+S or menu File — Save to save the changes you made.

To execute the script mark the file download_imsjava_jar.xml and right-click to
select the context menu Run — Ant Build, as shown in Figure 14-27 on
page 518.
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Figure 14-27 Run the Ant script to download imsjava.jar

The Ant script is now being launched and Rational Application Developer will
switch to the console view in order to display the output of the ant script. In case
there are any errors, those errors will display the console output in the color red.
A successful run will look as shown in Figure 14-28.

=
Problems | Tasks | Properties | Servers (E Console &3

=kerminated: SnooplnfoServiceClient download_imsjava_jar.=mil [Ant Build] |
Euildfile: H:'“Program Files) IBEMN\rationalsdp&.O
all:

[ftp] getting files
[ftp] 1 files retriewved
BUILD SIUCCEISFUL
Total time: 50 seconds

Figure 14-28 Console output of successful ant script run
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Now the file is downloaded to the directory that was specified to be the target_dir.
In our case the chosen target directory was C:\temp.

Workaround for the bug in Ant FTP task

Since the built-in FTP client does not work for our case, we simply use the FTP
client that windows provides. As long as Rational Application Developer is
installed on a Windows machine, the following description will work.

We need to create two files—the XML file with the Ant build script
(download_imsjava_jar.xml) and the input file with the parameters for the
Windows FTP client (ftp.in). An illustrated version on how to create a new file in
the workspace can be found in “Downloading imsjava.jar with an Ant script” on
page 514.

Select the project name SnooplinfoServiceClient by clicking it once with the left
mouse button. Use the right mouse button to select New — Other from the
context menu or use the main menu selection File — New — Other. In the
appearing New wizard, expand the entry Simple and select File. Click Next and
make sure that SnooplinfoServiceClient is selected. Enter
downTload_imsjava_jar.xml for the file name and click Finish.

The editor window opens. Insert the following Ant script and change the server
property to your z/OS hostname where IMS is installed, as shown in
Example 14-4.

Example 14-4 Ant script to invoke the windows FTP client

<?xml version="1.0"?>
<project name="SnoopInfoServiceClient" default="all" basedir=".">
<[ erty name="server" value="zoshostname"/>
<target name="all">
<exec executable="ftp" dir=".">
<arg line="-s:ftp.in ${server}"/>
</exec>
</target>
</pt ct>

Use the keys Ctrl+S or select File — Save to save the changes you made.
Create the second file ftp.in and insert the code, as shown in Example 14-5.

Example 14-5 ftp.in file containing the FTP commands

userid
password
lcd C:\temp
bin
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cd /usr/1pp/ims/imsjava9l
get imsjava.jar
quit

Change the entries in ftp.in to suit your environments needs. The entries in order
are:

1. userid should be changed to a valid RACF user ID that is allowed to access
the HFS directory where imsjava.jar resides.

2. password should be changed to the corresponding password for the RACF
user ID mentioned above.

3. The 1ed command will change to the local directory where imsjava.jar should
be downloaded to.

4. Leave bin, as we require a binary download.

5. cd changes to the host directory where imsjava.jar is stored. The default
directory is /usr/lpp/ims/imsjava91.

6. get imsjava.jar is the command to receive the file.

7. quit ends the ftp utility.
Use the keys Ctrl+S or select File — Save to save the changes that were made.

To execute the script, mark the file download_imsjava_jar.xml and right-click to
select the context menu Run — Ant Build, as shown in Figure 14-29 on
page 521.
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Figure 14-29 Run the Ant script to download imsjava.jar

The Ant script is now being launched, and Rational Application Developer will
switch to the console view in order to display the output of the Ant script. In case
there are any errors, those errors will display in the console output in the color
red. A successful run will look like what is shown in Figure 14-30 on page 522.
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Problems | Tasks | Properties | Servers

1l=terminated = SnoopInfoServiceClient download_imsjava_jar.xml [Ant Build] H:\Program Files\I6
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all:
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4
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Figure 14-30 Console output of successful windows ftp ant script run

Now the file is downloaded to the directory that was specified to be the target_dir.
In our case the chosen target directory was C:\temp.

Adding imsjava.jar to the project classpath
Now the last thing is to add this external jar file to the project classpath.

To open the classpath settings select the name of the project
SnooplinfoServiceClient, right-click, and select the bottom most menu,
Properties. In the appearing Properties window for SnooplnfoServiceClient click
Java Build Path in the left window, and after that select Libraries in the right
window, as shown in Figure 14-31.

ZEJ'Pruperties for snoopInfoServiceClient

Infa Jawa Build Path
BeanInfo Path

- Builders lﬁ EI:ILII’IZE| == Projects {!’q}

d 15va Build Pathd 18Rs and class Folders on the build path:

[, JRE System Library [WebSphere vo IRE

Javadoc Location -2, WebSphere v&.0 Runtime
- Jawa JAR Dependencies
- lava Task Tans

Figure 14-31 Java Build Path selection in the project properties
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Click Add External JARs on the right side of the window, and in the appearing
JAR selection wizard, select the directory where imsjava.jar was downloaded to
(for example, C:\temp). Select the imsjava.jar file and click Open. The
imsjava.jar should now be in the list of JARs and class folders on the build path,
as shown in Figure 14-32.

Java Build Path

2 Source | =" Projects =i Libraries | % Order and Export
JaRs and class Folders oo the build path:

sl imsjawa.jar - CTEMP

"'E.:. RE 3 Braty [webSphere w6 JRE]
[+--=, WebSphere v&.0 Runtime

add 16Rs... J

Figure 14-32 Successfully imported imsjava.jar

Confirm the changes by clicking OK and the Properties windows will close. We
are now ready to start coding the IMS Java transaction that will invoke a Web
service.

14.4.3 Build the IMS Java transaction to call the Web service

If not already done, create a new package called itso.ims.ws.snoop. A
description how this is done can be found after Figure 14-8 on page 500.

For the most simple IMS Java transaction, a minimum of two classes is
required—one class to contain the Input and Output message definition for the
IMS Java transaction and one class to contain the code for invoking the Web
service.

IMS Java input and output message definition

All IMS Java transactions require definitions for the input and output messages,
similar to the copybook definitions in traditional languages. For the easiest
example we create an 80-byte character string definition for the input and output
messages.

Create a new class called IMSJavaMessage by selecting the itso.ims.ws.snoop
folder of project SnooplnfoServiceClient created earlier and right-clicking to
select New — Class, as shown in Figure 14-33 on page 524.
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Figure 14-33 Menu selection new class

In the appearing New Java Class wizard make sure that the correct project and
package are selected and enter the name of the new class IMSJavaMessage, as
shown in Figure 14-34.

i@ New Java Class

Java Class

Create a new Java class,

Source Folder: I snoopInfoserviceClientlavaSource

Package: ] its0.ims . ws, snoop

[ Enclosing kype: I

[arne: ‘

Madifiers: " default ! private {0 protects
[ abstract [ final [ | static

Superclass: I java.lang. Object

Figure 14-34 Create new IMSJavaMessage class

Leave all other fields and selections as defaulted and click Finish.
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The editor window should now open with an empty class definition. Replace the
generated class code as shown in Example 14-6 with the code as shown in
Example 14-7.

Example 14-6 Generated IMSJavaMessage class definition to be replaced

public class IMSJavaMessage {

}

Example 14-7 IMSJavaMessage class definition for IMS Java input/output message

import com.ibm.ims.base.*;
import com.ibm.ims.application.*;

public class IMSJavaMessage extends IMSFieldMessage {
static DLITypeInfo[] fieldInfo =

{
new DLITypeInfo("Message",DLITypelnfo.CHAR,1,80)

}s

public IMSJavaMessage() { super(fieldInfo, 80, false); }

Press Ctrl+S or click File — Save to save the changes that were made.

And finally, the structure for a 80-byte character input or output message has
been created, similar to the COBOL PIC X(80) definition.

IMS Java transaction coding

Now the main IMS Java transaction class must be created. It simply uses the
same code as was used for testing the Web service in. The output strings of the
Web service will be displayed using multi-segmented output. In fact there will be
six 80-byte output messages containing potential output from the Web service.
The input message can be empty or chosen as one likes, since it will not be
checked on transaction invocation.

Create a new class called IMSJavaMessage by selecting the itso.ims.ws.snoop
folder of project SnooplinfoServiceClient created earlier and right-clicking and
selecting New — Class, as shown in Figure 14-35 on page 526.
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In the appearing New Java Class wizard make sure that the right project and
package are selected and enter the name of the new class,
IMSJavacallsWebService.

ZEEZHEW Java Class

Java Class

Create a new Java class,

Source Folder: I| snoopInfoServiceClientfJavasource

Package: I its0,ims ws, snoop

[ Enclosing type: I

Madifiers: * public defaul £ prinate ) pratecter
[ abstract [ final ™| static
Superclass: I jawa.lang. Object

Figure 14-36 Create new IMSJavacallsWebService class
Leave all other fields and selections as defaulted and click Finish.

The editor window should now open with an empty class definition. Replace the
generated class code shown in Example 14-8 on page 527 with the code shown
in Example 14-9 on page 527.
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Example 14-8 Generated IMSJavacallsWebService definition to be replaced

public class IMSJavacallsWebService {

}

Example 14-9 [MSJavacallsWebService Java Transaction code to call the Web service

package itso.ims.ws.snoop;

import com.ibm.ims.base.*;
import com.ibm.ims.application.*;
import itso.sews.beans.*;

public class IMSJavacallsWebService extends IMSApplication {
public IMSJavacallsWebService() {}
public void doBegin() throws DLIException, IMSException {
IMSMessageQueue messageQueue = new IMSMessageQueue();
IMSJavaMessage inputMessage = new IMSJavaMessage();
IMSJavaMessage outputMessage = new IMSJavaMessage();
messageQueue.getUniqueMessage (inputMessage) ;
do {
try {
SnoopInfoProxy proxy = new SnoopInfoProxy();
SnoopData output = proxy.getSnoopData();
outputMessage.setString("Message", "S1: " + output.getS1());
messageQueue.insertMessage (outputMessage);
outputMessage.setString("Message", "S2: " + output.getS2());
messageQueue.insertMessage (outputMessage);
outputMessage.setString("Message", "S3: " + output.getS3());
messageQueue. insertMessage (outputMessage);
outputMessage.setString("Message", "S4: " + output.getS4());
messageQueue.insertMessage (outputMessage);
outputMessage.setString("Message", "S5: " + output.getS5());
messageQueue.insertMessage (outputMessage) ;
outputMessage.setString("Message", "S6: " + output.getS6());
messageQueue.insertMessage (outputMessage);
} catch (Exception e) {
System.out.printin("\nCaught exception is: " + e);
e.printStackTrace();
outputMessage.setString("Message", "\nCaught exception is: " + e);
messageQueue.insertMessage (outputMessage);
}
IMSTransaction.getTransaction().commit();
} while (messageQueue.getNextMessage(inputMessage));

}

public static void main(String args[]) {
IMSJavacallsWebService test = new IMSJavacallsWebService();
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test.begin();

The code in Example 14-9 on page 527 does the following:
» It creates objects for the input and output messages.

» Itthen creates the MessageQueue object for the IOPCB, which is required for
GetUnique, GetNext, and Insert DL/I calls for the input and output messages.

» It contains a loop for processing more than one message per schedule.
Within the loop it calls the Web service by using the code from the
SnooplnfoProxy class used to test the Web service in “Test the Web service”
on page 510 and inserts the six result strings as a multisegment message to
the IOPCB.

Generating the application jar file and upload

The next step is to create and run an Ant script that creates a jar file out of the
IMS Java transaction and uploads it to a host HFS directory.

Select the project name SnoopinfoServiceClient by clicking it once with the left
mouse button. Right-click and select New — Other from the context menu or use
main menu selection File — New — Other. In the appearing New wizard expand
entry Simple and select File. Click Next and make sure that
SnooplnfoServiceClient is selected. Enter build_imsjava_transaction_jar.xml
for the file name and click Finish.

The editor window opens. Insert the following Ant script (Example 14-10) and
change the properties on top of the file to suit your environment’s needs:
» server to the z/OS hostname where IMS is installed

» remote_dir to the remote HFS directory where the jar file should be uploaded
to

» userid and password to the RACF's user ID and password

Example 14-10 Ant script to create and upload the IMS Java transaction classes jar file

<?xml version="1.0"?>
<project name="SnoopInfoServiceClient" default="all" basedir=".">
<property name="server" value="zoshostname"/>
<property name="userid" value="userid"/>
<property name="password" value="password"/>
<property name="remote_dir" value="/u/imsjava"/>
<target name="all">
<delete file="imsjava_transaction.jar" />
<jar destfile="imsjava_transaction.jar"
basedir="./WebContent/WEB-INF/classes" includes="**" excludes="** jar" />
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<ftp server="${server}" userid="${userid}" password="${password}"
remotedir="${remote_dir}">
<fileset file="imsjava_transaction.jar"/>
</ftp>
</target>
</project>

Press Ctrl+S or select File — Save to save the changes that were made.

To execute the script mark the file build_imsjava_transaction_jar.xml with a
mouse click and right-click to select Run — Ant Build from the context menu.

The Ant script is now being launched, and Rational Application Developer will
switch to the console view in order to display the output of the Ant script. In case
there are any errors, those errors will display in the console output in the color
red. A successful run will look as shown in Figure 14-37.

r T r :
WMWSH%PmmmﬁmmsEmmmgax

<kerminated = SnoopInfoServiceliznt build_imsjava_transaction_jar.xml [Ank Build] H:\Program

Buildfile: H:“Progrswm Files' IEM\rationalsdpe.0hworkspacedh
all:
[delete] Deleting: H:i:%WProgram Filesh IEMyrationalsadps. Oy
[Jar] Building Jjar: H:WProgram Filesh IEMhyrationalsdp
[ftp] =Zending file=
[ftp] 1 file=s sent
EUILD SUCCESIFUL
Total time: 14 seconds

Figure 14-37 Successful run of Ant script uploading jar file with IMS Java code

Now the jar file containing the IMS Java transaction code is successfully
uploaded.

14.4.4 Required WAS classes for calling a Web service

To call a Web service using the code that was generated by Rational Application
Developer Version 6 it is required to have some classes from the WebSphere V6
runtime in the classpath. For a dynamic Web project, all required classes to call a
Web service are already in the classpath. This is not true for IMS Java. IMS Java
does not contain the runtime for calling a Web service or for any other operations
such as calling EJBs or sending e-mails.
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To be able to call a Web service from IMS Java, it is required to have a
WebSphere Application Server for z/OS installed or at least a copy of the runtime
HFS and the BBOLOAD dataset. It is not required for calling a remote Web
service to have a running WebSphere for z/OS at hand—only if the Web service
is hosted by WebSphere on z/OS.

Due to the 256-character classpath restriction in IMS Java, we tried to put all jar
files from the WebSphere V6 runtime into one jar file. But this approach was not
successful. It led to a NoClassDefFoundError: Invalid Implementation Key
error that could not be resolved directly. The recommended solution is to use the
-Djava.ext.dirs parameter to include all the directories that contain jar files from
the WebSphere Application Server for z/OS Version 6.01 runtime. The
-Djava.ext.dirs parameter is required to be in both the master and worker JVM
configuration member.

The two required directories are lib and installedChannels, as we show later in
“Application settings in IMS PROCLIB” on page 530. In addition, the BBOLOAD
dataset has to be in STEPLIB concatination for the IMS Java region.

It should also be mentioned that the WebSphere runtime classes from a
distributed WebSphere do not work due to problems with codepage conversion.

14.4.5 Application settings in IMS PROCLIB

530

To be able to call the transaction some changes to the IMS Java PROCLIB
members are required. This chapter lists the members we used in our system.
Make sure that CAPS is set to OFF in ISPF when creating these members or
making changes to them.

It is required to add the two jar files created in the previous steps to the
trusted.middleware.classpath and to the shareable.application.classpath, as
shown in Example 14-11. This is done be editing the master JVM PROCLIB
member, which for our system is DFSJVMMS. After editing the member, it look
as shown in Example 14-11.

Example 14-11 Master JVM PROCLIB member DFSJVMMS

-Dibm.jvm.shareable.application.class.path=>
/u/denis/imsjava_transaction.jar
-Dibm.jvm.trusted.middleware.class.path=>
Jusr/1pp/imsv9/imsjava9l/imsjava.jar
-Djava.ext.dirs=/usr/1pp/java/Jl.4/1ib/ext:>
/usr/1pp/zWebSphereAL1/V6R0O/1ib:>
/usr/1pp/zWebSphereAL1/V6R0/installedChannels
-Xinitacsh4M

-Xinitsh4M

-Xinitth8M
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-Xmaxf0.6
-Xmine8M
-Xminf0.3
-Xms8M
-Xmx64M
-Xoss400k

The worker JVM settings can be left as is. On our test system it look as shown in
Example 14-12.

Example 14-12 Worker JVM PROCLIB member DFSJVMWK

-Djava.ext.dirs=/usr/1pp/java/Jl.4/1ib/ext:>
/usr/1pp/zWebSphereAL1/V6R0/Tib:>
/usr/1pp/zWebSphereAL1/V6R0/installedChannels
-Xmaxf0.6

-Xminf0.3

-Xms128M

-Xmx1024M

-Xoss400k

-Xinitth512M

The DFSJVMAP member contains the settings for the mapping between the
transaction code in up to eight bytes length and the Java package and class
name containing the IMS Java application code, which can be much longer than
eight bytes. Example 14-13 shows the member from our test system.

Example 14-13 Java mapping PROCLIB member DFSJVMAP

TESTJAVA=itso/ims/ws/snoop/IMSJavacallsWebService

In our test system we used the transaction code TESTJAVA with the definitions
shown in Example 14-14 in the IMS Sysgen.

Example 14-14 Transaction definition for TESTJAVA in STAGE1 source

APPLCTN PSB=TESTJAVA,PGMTYPE=TP,SCHDTYP=PARALLEL

TRANSACT CODE=TESTJAVA,MODE=SNGL,EDIT=(ULC), X
MSGTYPE= (MULTSEG,RESPONSE, 1) ,MAXRGN=0, X
PARLIM=0,PROCLIM=(10,100)

SPACE 2

The PSB definition, as shown in Example 14-15, was used for TESTJAVA.

Example 14-15 PSB TESTJAVA

ALTERPCB PCB TYPE=TP,MODIFY=YES
PSBGEN LANG=JAVA,PSBNAME=TESTJAVA
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END

To be complete with the listings, the PROCLIB member containing the settings
for the Unix System Services environment that IMS Java is running under is
shown in Example 14-16. Please note that the path to the dynamic link library
path of the WebSphere Application Server for z/OS Version 6.01 runtime is
included, since the jar files of the WebSphere Application Server for z/OS
Version 6.01 runtime use some functionality through JNI from DLLs that are in
the lib directory.

Example 14-16 Environment PROCLIB member DFSJVMEV

PATH=/usr/1pp/java/J1l.4/bin:.:/bin:>
/u/denis
LIBPATH=/usr/1pp/imsv9/imsjavadl:>
/usr/1pp/java/Jl.4/bin:>
/usr/1pp/java/Jl.4/bin/classic:>
/usr/1pp/zWebSphereAL1/V6R0/1ib

After applying the required changes, make sure that the application server
hosting the accessed Web service is up and running.

In addition, start or restart the IMS Java Region (JMP) to make sure that the
transaction runs with the updated application jar file and the updated classpath.

For reference, the JCL for the Java region startup is listed in Example 14-17.
Please make sure that for testing purposes the DFSJMP procedure in IMS
PROCLIB is edited to comment out the SYSUDUMP DD statement, since Java
exceptions lead to U101 abends and the JES Spool will get filled.

Example 14-17 IMS Java region startup JCL

//IMS9JAV1 JOB ACTINFO1,

// 'TMCCIMS9',

// CLASS=A,MSGCLASS=X,MSGLEVEL=(1,1),
// REGION=0M

/*JOBPARM L=9999,SYSAFF=*

//PROCO4 JCLLIB ORDER=(IMS910A.PROCLIB)

/1*

//IMS9M1 EXEC PROC=DFSJMP,TIME=(1440),

/l AGN=IVP, AGN NAME

// NBA=6,

// 0BA=5,

// TLIM=10, MPR TERMINATION LIMIT
// IMSID=IMSA, IMSID OF IMS CONTROL REGION
// JVMOPMAS=DFSJVMMS, MASTER JVM MEMBER

/l JVMOPWKR=DFSJVMWK, WORKER JVM MEMBER

// ENVIRON=DFSJVMEV, USS ENVIRONMENT MEMBER
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// XPLINK=Y, XPLINK FOR JDK 1.4

// RGN=0M

/1*

//DFSCTL ~ DD DISP=SHR,

// DSN=IMS910A.PROCLIB(DFSSBPRM)

//DFSSTAT DD SYSOUT=*
//SYSOUT DD SYSOUT=*
//SYSABOUT DD SYSOUT=*

/1*

//JAVAOUT DD PATH='/tmp/imsjavaoutl',PATHOPTS=(OWRONLY,OCREAT,0TRUNC),
// PATHMODE=(SIRWXO,SIRWXG,SIRWXU)

//*

//JAVAERR DD PATH='/tmp/imsjavaerrl',PATHOPTS=(OWRONLY,OCREAT,0TRUNC),
// PATHMODE= (SIRWX0, SIRWXG,SIRWXU)

/1*

//RESETEV DD PATH='/tmp/reseteventsl.txt',

// PATHOPTS=(OWRONLY,0CREAT,0TRUNC) ,

// PATHMODE=(SIRWXO,SIRWXG,SIRWXU)

At this point, all the configuration in IMS should be in place to run the IMS Java
transaction.

14.4.6 Testing the IMS Java transaction from a 3270 terminal

When first trying to execute the application on our system we got the following
error:

ICH4081 USER(DENIS ) GROUP(SYS1 ) NAME(DENIS GAEBLER ) 488
/tmp/1BM_JVM_GLOBAL_MONITOR 0084674641

CL(FSOBJ ) FID(000000000000000000000ED400000000)

INSUFFICIENT AUTHORITY TO OPEN

ACCESS INTENT(RW-) ACCESS ALLOWED(GROUP R--)

EFFECTIVE UID(0000006803) EFFECTIVE GID(0000000000)

The JVM creates a file, which is used for communication between master and
worker JVM. The monitor files are created at region startup, thus using the user
ID assigned to the IMS region (in most cases a started task user ID). The files
are created, allowing write access only to the creator. The code running in an
IMS region always runs with the caller’s user ID, so this leads to the error
message. This problem is a JDK issue and was fixed with JDK 1.3 with PTF for
APAR PK07167.

To resolve this, it is required to have PTF for APAR PK07167 applied to JDK 1.4
(as soon as it is available, PTF likely comes with SR3 for JDK 1.4) or to run the
transaction with a user ID that has UID 0. We did test the application with a user
ID with UID 0.
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The sequence for testing the application is as follows:
1. Logon to IMS.

2. Enter the transaction code for the IMS Java transaction. In our case it is
TESTJAVA.

=l Session B - [24 = 80]
File Edit WYew Communication Actions ‘Window Help

B 2= = % 22 9] @

6 NO INPUT M GE CREATED.

E@T |Connected to remate serverjhost tn3270.de.ibrm. com u: |_ i

Figure 14-38 Run the IMS Java transaction from a 3270 terminal

3. The output result should be similar to the output in Rational Application
Developer Version 6 when testing the Java proxy. The output is likely
truncated due to the 80-character limitation per output message.
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=l Session B - [24 = 80]
File Edit WYew Communication Actions ‘Window Help

Bl| B3y 2% BE @] 8| 22| 3] &l

wtscdS.itsa. ibm. o ISGUEST Fublic Credential: com.ihb

Wed

[l
E.;TJ— |Connected to remote serverfhost tn3270.de.ibni.com e 4

Figure 14-39 Output result from calling the Web service in an IMS Java transaction

Now the Web service was successfully called from an IMS Java transaction that
was invoked from a 3270 terminal. One could easily add a MFS screen to have a
better screen format or use other options to call the transaction, as explained in

“Test IMS Java transaction” on page 535.

14.4.7 Test IMS Java transaction

It was also tested to invoke the IMS Java transaction using a Java program that
uses IMS Connector for Java and IMS Connect to call the transaction through
OTMA. However, since this is just another way of calling an IMS transaction, just
like using WebSphere MQ middleware to call an IMS transaction, it is not
discussed here.

Note: It should be noted that an IMS Java transaction can be called just like
any other transaction using any LU capable protocol, APPC, OTMA (for
example, WebSphere MQ, IMS Connect), and from VTAM® terminals.
Furthermore, it is possible to create an MFS screen to use 3270 screen masks
for input and output of the IMS Java transaction.
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14.4.8 Automatic class reloading for testing

IMS Java has no option to support automatic class reloading. Thus, if there is a
new jar file uploaded from your IMS Java development environment, it is required
to recycle the IMS Java region in order to get the jar files refreshed. But there is a
trick. If the classpath of the worker JVM is coded with a -Djava.class.path
statement and there are all jar files added with application code (not the jars one
should put into the trusted.middelware.classpath), they will be loaded on every
invocation of the transaction. However, those classes need to be removed from
the shareable.application.classpath in the master JVM settings since this
classpath is first in search order and if the classes are found in the master JVM,
automatic class reloading will not work.

Important: This option for automatic class reloading should only be used in
development environments, since reloading the classes with every invocation
of a transaction will result in very poor throughput.
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15

Using the RMI-IIOP protocol

In this chapter we use a hello world type application to show how to use the J2EE
RMI over IIOP protocol to call an EJB.

RMI over IIOP is a synchronous communication protocol that can be used only
between a client and a server or between a server and another server that are
both J2EE-capable. If you use RMI-IIOP directly from a client, the client must be
a full J2EE client; it cannot be a browser. Using RMI-IIOP for connectivity is an
architecturally totally different approach as using messaging technology. The
following table illustrates the main differences.

Table 15-1 Main differences between RMI-IIOP and messaging

J2EE RMI-IIOP

Messaging (JMS)

Client

Must be J2EE client

Must be J2EE client

Target server

Must be J2EE server

Can be any server
serviced by WebSphere
MQ

Nature

Synchronous

Asynchronous

Transport protocol

Native J2EE

Transactionality

Fully transactional with
implicit 2-PC

Transactionality only
guaranteed until MQ
server

© Copyright IBM Corp. 2004, 2005. All rights reserved.
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J2EE RMI-IIOP

Messaging (JMS)

Suitable for ESB/SOA No

Yes

In this chapter we show two scenarios, both based on a simple sample, called

ejbMagic:

» Calling an EJB from a client within the same cell, described in “Running

ejbMagic in one server” on page 547

» Calling an EJB from a client in different cells, described in “Running ejbMagic

between two cells” on page 551

In “Calling EJBs and IIOP” on page 539 we show the development aspects and
in “CSI” on page 559 we give some information about the infrastructure used by

the RMI-IIOP protocol.
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15.1 Calling EJBs and IIOP

In the following sections we describe how we built our ejpMagic sample
application using RMI-IIOP, but first we explain a few more basics.

15.1.1 Basics of remote EJB invocation

EJBs are a key component of the J2EE specification. Many applications typically
consist of a servlet and one or more EJBs, with the application deployed into a
WebSphere server. As the application is completely contained within the server,
when the servlet calls the EJB, it is a local call that occurs within the server. No
communications occurs over TCP/IP, for example.

A key concept of the J2EE specification, however, is that methods in the EJB can
be called from remote clients. A remote client can be a stand-alone Java
program or it can be a servlet or EJB in another WebSphere server or cell. When
remote clients invoke a remote EJB, the communication between the client and
the server is done over TCP/IP using a protocol referred to as RMI over IIOP.

As an application programmer who wants to invoke remote EJBs, the good news
is that you do not need to understand anything at all about the inner mysteries of
the RMI over IIOP protocol, as the communication part of the application is all
handled by generated Java classes. As a developer you call a remote method as
if it were locally available.

Furthermore, if you are an application developer who has a servlet and/or EJB in
one WebSphere server or cell, that wants to call a method in a remote EJB in
another WebSphere server, then the process is the same as calling a method in
a local EJB in the same server. In this case, the only additional requirements to
make this all work are for your WebSphere Administrators to configure the
“plumbing” between the two participants. “Running ejbMagic in one server” on
page 547 and “Running ejbMagic between two cells” on page 551 show how to
set up this plumbing and how to simplify the calling of remote EJBs.

15.1.2 Supplied material

Table 15-2 describes the additional material supplied with this book.

Table 15-2 Supplied additional material

Name Purpose

ejbMagic.zip This is a project interchange zip file. It contains the
ejbMagic application.

Chapter 15. Using the RMI-IIOP protocol ~ 539



Name

Purpose

sews-stage1.zip

This is a project interchange zip file. It contains the
sews project after the steps described in “Web
service-enable Snooplnfo Java Bean” on page 370
have been completed.

sewsWsDemo-initial.zip

This is a project interchange zip file. It contains the
application that runs in WebSphere, which is used to
invoke Web Services. It is the starting point for the
process described in “Development of Web service
invoker” on page 383.

sewsWsDemo-stage1.ear

This is the ear file that you can deploy into
WebSphere to start calling the Web services in the
sews.ear or in CICS.

SEWSO001 COBOL source code for the program.
SEWS002 COBOL source code for the program.
SEWSBMS COBOL source code for the program.

15.1.3 ejbMagic application

To demonstrate invoking methods on remote EJBs, we will a simple application,
which we refer to throughout this chapter as ejpMagic.

The ejbMagic application consists of the following components (Table 15-3).

Table 15-3 ejbMagic components

Component

Purpose

Java Bean - SnoopBean

Java Bean that returns some basic
information

Servlet - EjpDemo

Servlet that calls method on the Snooplinfo
Java Bean, and calls the SnoopMagicEJB

EJB - SnoopMagicEJB

EJB that calls method on the SnoopBean
Java Bean

When the servlet is invoked it displays in the browser a form. You then select on
the form various options to control what you want the ejbMagic application to do.

When the form button is pressed the servlet will perform the following actions:

1. The EjbDemo servlet creates a SnoopBean and calls the getSnoopData
method, which will return some basic information.
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2. The EjbDemo servlet then calls the SnoopMagicEjb locally, invoking a
nominated method. This method will create a SnoopBean, call the
getSnoopData method, and return that basic information.

3. The local SnoopMagicEjb EJB will then call a remote SnoopMagicEjb EJB
and invoke on this remote EJB a nominated method. This method will create
a SnoopBean, call the getSnoopData method, and return the basic
information.

4. The EjbDemo servlet then also calls the remote SnoopMagicEjb EJB, and
invokes on this remote EJB a nominated method. This method will create a
SnoopBean, call the getSnoopData method, and return the basic information.

5. The EjbDemo servlet then displays the results in the browser.

The above means that each time you run the servlet in EjpMagic, the servlet calls
a local EJB and a remote EJB, and the local EJB calls a remote EJB.

The calls to the remote EJBs can in fact just be calls to a local EJB. The
application lets you provide input to control where the remote EJB call actually
goes to.

This application can thus be used to help you set up inter-WebSphere settings to
allow remote EJB calls to function, check out security settings, and verify all is
working before moving on to implement actual applications that have real
business logic in them.

The ejbMagic application can be deployed into multiple WebSphere cells, and
then used to call itself to help you verify inter-WebSphere cell communication.

15.1.4 SnoopMagicEjb methods

The SnoopMagicEjb EJB consists of a method called snooplnfo. This is the
method that gathers the information such as Java principal, etc., and calls the
remote EJB. However, this method is not called directly. Rather, four other
methods are defined in the EJB, all with names that correspond to different
runAs capabilities. In the ejb-jar.xml, these methods have been configured to run
with the runAs attribute set to a value corresponding to their name. Table 15-4
shows these methods.

Table 15-4 Methods of the SnoopMagicEjb

Method name Description

siNoRunAs Method has no runAs attribute set
siRunAsServer Method has runAs attribute set to Server
siRunAsCaller Method has runAs attribute set to Caller
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Method name Description

siRunAsRoleWorker Method has runAs attribute set to run as
EJBROLE of Worker

15.1.5 Understanding logical and direct JNDI lookups

542

It is important that you understand the difference between an application
program performing a logical lookup for a resource and a direct lookup for a
resource.

To invoke a method on an EJB, whether the EJB is local or remote, your
application first needs to locate the EJB. This is done in the ejbMagic application
using these two lines:

Context ic = new InitialContext();
oHome = ic.lookup(localdndiName);

An EJB in WebSphere is a resource, and it has a JNDI name associated with it.
In the second line, localdndiName contains the lookup value. WebSphere will
use this value passed to it to try and locate a resource that corresponds to it.

Direct lookup
If you pass, for example, the value:

ejb/itso/em/ejb/SnoopMagicEjbHome

then this represents an actual JNDI name of a resource, in this case an EJB.
WebSphere will look through its namespace to find a match; if it does find a
match then it will return a reference to that resource.

Logical lookup

It is not, however, best practice to use a direct lookup for a resource. Doing so
can mean that your application has hard coded references to resources. If the
JNDI names for these resources change, then you need to update the
application to reflect that.

The recommended approach is to use a logical lookup value. All logical lookup
values start with the string java:comp/env. The value we use in the ejpMagic
application to locate the local ejpMagic EJB is:

java:comp/env/ejb/localEjbMagic

You may be wondering where the ejb/localEjbmagic part of this value comes
from. This is the other key part having to do with using logical lookups. In your
application, you define logical resource references in the a file called the
deployment descriptor.
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An application that has a servlet part and an EJB part will have a deployment

descriptor file called web.xml for the servlet part, and a deployment descriptor file

called ejb-jar.xml for the EJB part.

The web.xml deployment descriptor
Figure 15-1 shows the location of the web.xml file in the ejbMagic project.

=1-Lig Dynamic Web Projects

© = ejbMagicWeb
B web Site Mavigation
@, web Diagram

+-[ Java Resources
== WehConkent
== META-INF
<+ MANIFEST.MF
+-[= theme
== WEB-IMF
+-[ = classes
= lib
[2] ibr-web-bnd. xmi
|=] ibrn-web-ect. xmi
& web,xml
[F] eibMagic.isp

+ 'k Deployment Descriptor: ejbMagich

Figure 15-1 Location of web.xml file

In Rational Application Developer Version 6, double-clicking the web.xml file will
open it up for updating. Click the References tab and you will see a window
similar to that shown in Figure 15-2 on page 544.
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References

This m.!el:u application references the Marne: | sibflocalEjbMagic
Following resources:
Description:
f EibRef ejbflocalEjbMagic
ﬁ EjbRef gjbfremoteEjbMac
Lirik: |
WebSphere Bindings
The folloving are binding properties For the Websp
< >
DT name: | ejb/fitsojem)eib/SnooptagicE jpHome
| add... | | Remove |

Figure 15-2 web.xml - Reference tab

The value for Name is the logical name for the resource. The resource selected
in Figure 15-2 has a name of ejb/local/EjoMagic. This is the logical reference to
the snoopMagicEjb EJB. It is this value that then gets combined with
java:comp/env to form the lookup value of:

java:comp/env/ejb/TocalEjbMagic

If, for example, we changed the name in the web.xml to a value of
someEjb/itso/redbookEjb, then the lookup value would be:

java:comp/env/someEjb/itso/redbookEjb

Also, in Figure 15-2 you can see a heading called WebSphere Bindings. This is

an IBM extension to the standard structure of an ear file. This is where you can

set the actual JNDI name of the SnoopMagicEjb EJB that will be associated with
the EJB in the WebSphere namespace. Setting the value here saves you having
to supply it during deployment of the ear file into WebSphere. This JNDI name is
saved in a file called ibm-web-bnd.xmi.

EJB JNDI name

Each EJB deployed into WebSphere is a resource, in the same way a JMS
destination is a resource. Each EJB must have a JNDI name associated with it.
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During deployment of an application with EJBs, WebSphere will prompt you to
set a JNDI name for any EJBs it finds.

In Rational Application Developer Version 6 you can preset the JNDI name you
want to be associated with the EJB. Figure 15-3 shows the Bean tab of the
ejb-jar.xml file.

Bean

L@ SnoopMagicEjb
Bean Type: Session 2.x

Tvpe opkions: Stateless

Transaction type: | Container

Display name:

Description:

WebSphere Bindings
The Following are binding properties for the Web3phe

INDI name: | ejh/itzoem)ejbSnoopMagicE jbHome

Figure 15-3 ejb-jar.xml - Bean tab

Under the heading WebSphere Bindings is where you can preset the JNDI name
you want to have associated with the EJB resource. Rational Application
Developer Version 6 saves this information in a file called ibm-ejb-jar.xmi.

Binding - Logical to actual resource

Now when the application performs the lookup passing the logical lookup value,
WebSphere needs to resolve this to an actual resource. How does WebSphere
know to which actual resource the logical resource defined in the web.xml
corresponds to?

WebSphere knows the answer to this question, as it occurred during deployment
of the application. When the application was deployed, WebSphere detects any
logical resource references in the web.xml and ejb-jar.xml deployment
descriptors. In the WebSphere administration GUI, WebSphere will indicate that
it has found these logical resource references and ask you to select a
corresponding existing resource to bind the logical resource definition to.
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This binding process is how (later on when the application runs and performs a
logical resource lookup) WebSphere is able to locate the actual resource that the
logical resource represents.

15.1.6 ejbMagic application - Logical EJB references

In the ejbMagic application, the web.xml defines two logical resource references
as follows:

ejb/localEjbMagic  Logical reference to local snoopMagicEjb
ejb/remoteEjbMagic Logical reference to remote snoopMagicEjb

These are used by the servlet to call the snoopMagicEjb locally in the server, and
call the same EJB either in the same server or remotely in some other server.
We will see later in this chapter how we can update the actual JNDI name
associated with the ejb/RemoteEjbMagic logical resource, to have the servlet call
to the EJB become a remote call.

In the ejb-jar.xml is defined one logical resource reference as follows:
ejb/remoteEjbMagic Logical reference to remote snoopMagicEjb

This definition is used by the locally called snoopMagicEjb to also call the
snhoopMagicEjb. What JNDI name we actual set for this logical resource will
control whether the call is to another instance of the EJB in the same server, or to
an instance of the EJB in some other server. We will see later in this chapter how
we control this by way of the value we set for the actual JNDI name associated
with this resource.

15.1.7 Our system layout
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Throughout this chapter we will show the various definitions and settings we
used on our system to demonstrate the fundamentals of IOP and EJBs.

WebSphere server - ws6481

The ws6481 server is a WebSphere Application Server for z/OS Version 6.01
stand-alone server. It is listening on port 9080 for standard HTTP requests. It will
have the ejbMagic application deployed into it. This server does have global
security enabled; Java 2 security is not enabled.

WebSphere server - ws6483

The ws6483 server is a WebSphere Application Server for z/OS Version 6.01
stand-alone server. It is listening on port 39080 for standard HTTP requests. It
will have the ejbMagic application deployed into it. This server does have global
security enabled; Java 2 security is not enabled.

WebSphere for z/OS V6 Connectivity Handbook



15.2 Running ejbMagic in one server

As a first step, we run the ejpMagic application in a single WebSphere server.
We deployed the application into the ws6481 server. Deployment involved
nothing more then locating the ear and clicking through to the final step and
saving the changes. The server was then restarted. The purpose of running the
application within a single server to begin with is just to ensure that it is running,
before trying to use it to invoke another copy of the ejbMagic application installed
in a different cell.

15.2.1 URL to invoke the servlet

Enter the following URL to invoke the servlet:
http://9.12.4.38:9080/ejbMagicWeb/ejbDemo

When invoked, the servlet will display the output shown in Figure 15-4 on
page 548.
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E.JBMagic - Demo

Select JNDTI value to use to call remote EJB
® Use logical EJE reference resource
o TTze JHDT override walue

Select method mn the local EJB to invoke

() imethod with no Fun As

®) method with nundi s of server

) method with nuinds of caller

O imethod with nuindis role of wotlrer

Select method in the remote EJB that local EJBE will mvoke
(0 |method with no Fun As

) imethod with rundi s of server

) method with runds of caller

) method with nndi s of Bole of worlcer

[ Let's do some magic

Figure 15-4 Initial display of the ejpDemo servlet

When running the servlet there are three input areas where an action is required.

Input area 1
Under the heading “Select JNDI value to use to call remote EJB” are two
choices:

» Selecting the choice Use logical EJB reference resource will result in a
logical lookup for the remote EJB from the servlet and local EJB being done
with a value of:

Jjava:comp/env/ejb/remoteEjbMagic
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» Selecting the choice Use JNDI override value allows you to enter the JNDI
value to be used for the lookup of the remote EJB by the servlet and local
EJB. Later in this chapter we will be using values here to invoke the EJB in
remote servers.

Input Area 2
Select the runAs of the method to invoke in the local EJB called by the servlet.

Input Area 3
Select the runAs of the method to be invoked in the remote EJB from the servlet
and local EJB.

15.2.2 Testing the ejpbMagic application

Select the following choices:

» Use logical EJB reference resource.
» Method with runAs of server to invoke in the local EJB.
» Method with runAs of caller to invoke in the remote EJB.

Excerpts of the result are as shown in Table 15-5 on page 550.
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Servlet Snoop Information

subiect: Prncipal: wiscdi ttzo tbm, com MW SGTEST

Credential:
comibm ws.secunty. auth, Wi Credentiallrpl@ 1163
[rorm thin wes serty ath #OSWECredentialTimnl @0

Java
Prinicpal

Servlet call to local SnoopMagicEjb
Information

subject: Principal: wiscd® itso tbim com/AE5E 1 Pu
Credential:

cotrnibin, ws. secunty. auth, Wis Credentialltnpl @576
[comibim ws. secunty. auth 205 WS Credentiallrpl
[wasecurity identity name, wasecunty identity wahu

;E:;ch 9 catribin ws_ secunty zos PlatformCredential ] Prive
Local E.JB call to remote SnoopMagicEjb
Information
subject: Principal: wiscd B itzo b com/A535E 1 Public
Credential:
cotntbm. we.securtty. auth. W5 CredentiallTmpl@ 5767701
[cotm.ibm ws. securtty. auth. O WS Cre dentiallmpl@ 5 0cb 70
s [wrasecurity identity name, wasecurity identity value,
- cotn ibimn ws. secunity. zos. Platform Cre dential]] Private Crede
Pm]lﬁpal RS ISP St S R PRV 5, VR, DY o, SRILY LS P RS oo T ) R PR

Servlet call to remote SnoopMagicEjb
Information

wubject: Prncipal: wtscd 8 ttso b com™W S GUEST I

Tava Credential:
cotrnibimn we. secuntty. auth, W Credenttallmpl@ 1163k

P Epal [ b rrre racmber a1 Mo danbial T dimn 11

Figure 15-5 Result of running ejbMagic in single server
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15.3 Running ejbMagic between two cells

In this section we look at using the ejpMagic application to call another copy of
itself in a WebSphere server in a different cell.

The ejbMagic application is deployed into the ws6481 and ws6483 servers. Each
of these servers is in its own cell. We do not discuss the use of a Network
Deployment cell in this book, but the principles that apply here with these single
server cells are the same for a Network Deployment cell of any number of
servers.

15.3.1 Call remote EJB test

Invoke the ejbDemo servlet in the ws6481 server.

We selected the following choices:

» Use JNDI override value.
» Method with runAs of server to invoke in the local EJB.
» Method with runAs of caller to invoke in the remote EJB.

We are using the Use JNDI override value option (as we want to pass a value to
WebSphere from our program) that it can use to locate the SnoopMagicEjb in a
remote server.

The value we use is:

corbaname::9.12.4.38:32809/NameServiceServerRoot#cell/nodes/nd6483/servers/
ws6483/ejb/itso/em/ejb/SnoopMagicEjbHome

This value tells the ejbMagic application running in the ws6481 server to pass
this lookup value to WebSphere to locate the remote EJB in the ws6483 server.
The 32809 port is the Bootstrap port of the ws6483 server.

You may be wondering how we worked out the structure of this value for the
URL. It is part of the way WebSphere implements the lookup process for initial
contexts. Further information can be found at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.base.doc/info/aes/ae/rnam_example_propl.htm]

CBIND prevents access

We ran the request but found that it failed. Looking in the job log of the ws6483
control region we saw the messages shown in Example 15-1.

Example 15-1 RACF violation when serviet in ws6481 calls EJB in ws6483

ICH4A08T USER(WSGUEST ) GROUP(WSCLGP ) NAME(WAS DEFAULT USER
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CB.CLU6483 CL(CBIND )

INSUFFICIENT ACCESS AUTHORITY

ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )
BBOSO002E CBIND CHECK FAILED WITH SAF RETURN CODE=00000008,
RACF RETURN CODE=00000008, RACF REASON CODE=00000000.

The servlet is running in the ws6481 server as unauthenticated, since we have
not set any security profile around the URL used to run the servlet. This means
that WebSphere assigns the default user ID set for the ws6481 server as the
Java principal for the servlet.

In the ws6481 WebSphere Administrative console, expand Security, click
Global security, under User registries click LocalOS, under Additional
Properties click Z/OS SAF properties, and the value of the default user ID can
be viewed. In our ws6481 server it is set to WSGUEST.

Thus our servlet runs under this default user ID of WSGUEST. When the servlet
tries to call the remote EJB in the ws6483 server, the exception shown in
Example 15-1 on page 551 occurs.

Updating CBIND rule

The BIND RACF class is used to control who can connect to a WebSphere
server via the IIOP protocol.

We issued this command to allow the WSGUEST user ID to bind to the WS6483
server:

PERMIT CB.CLU6483 CLASS(CBIND) ID(WSGUEST) ACC(READ)
A RACF SETROPTS was then required.

We then reran the servlet.

CBIND violation 2

Re-running the servlet produced a new violation in the ws6481 server, shown in
Example 15-2.

Example 15-2 Another CBIND violation

ICH408I USER(ASCRL ) GROUP(WSCFG1 ) NAME(WAS APPSVR CR
CB.CTFMVS09.CLU6481 CL(CBIND )
INSUFFICIENT ACCESS AUTHORITY
FROM CB.* (G)
ACCESS INTENT(READ ) ACCESS ALLOWED(NONE )
BBOS0002E CBIND CHECK FAILED WITH SAF RETURN CODE=00000008,
RACF RETURN CODE=00000008, RACF REASON CODE=00000000.
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We issued this command to define a rule in RACF to allow the access being
prevented:

RDEFINE CBIND CB.CTFMVS09.CLU6481 UACC(NONE)
PERMIT CB.CTFMVS09.CLU6481 CLASS(CBIND) ID(ASCR1) ACC(READ)
PERMIT CB.CTFMVS09.CLU6481 CLASS(CBIND) ID(WSGUEST) ACC(READ)

A restart of the server was required to pick up these new definitions.

The CTFMVSO09 part of the this RACF definition was needed because the
ws6481 server had been set up to have its own security domain. The idea of a
security domain is that it allows you to set up a set of specific RACF rules that
are applicable only for that cell. The concept of a security domain is further
explained in:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm.websphere.zseries.doc/info/zseries/ae/tins_planningsecdomain.html

If a cell has a security domain defined, the setting can be found by expanding
Security, clicking Global Security, then clicking Custom properties. In the list
look for an entry called security.Z0S.domainName.

Successful run

We then reran the servlet and the servlet ran without error. The key parts of the
output displayed, which show the Java principal each servlet or EJB method ran
under, as shown in Figure 15-6 on page 554.
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Servlet Snoop Information

subiject Prncipal: wiscd itso. b, com WS GUEST
Credential:

com.ibm ws. secunty. auth. WS Credentiallmpli@6ct S
[rarm b wzre camimbr anth =M 1SS e Aanhi sl Trasl i

Java

Prinicpal

Servlet call to local SnoopMagicEjb
Information

subject: Principal wiscd® itso tbim com MW EGUEST
Credential:
COtL. 1bm WS, secunty auth. WSCredenﬁa]lmpl@ﬁcﬁﬂ

el AT A A L AT R

Java

Primcpal |

Local E.JB call to remote SnoopMagicEjb
Information

subject: Principal: wiscd B tso tbm. com/ASSE. 1 Public
Credential:
Java cotnibimn we. security. auth. WS Credentallmpliz Yab 1 dda
Printepal [comibm we secunty, auth 205 WS Credentiallmpli@ Sb 09 dd

Servlet call to remote SnoopMagicEjb
Information

subject: Principal wiscd 8 itso b com/AS5E. 1 Public
Credential
Java cotnibtnwe. secunty. auth. W5 Cre dentiallropl@ Yab 1de
Prinicpal [com b ws. secunty. auth 205 WS Cre dentiallmpl @1

Figure 15-6 Successful run of the ejpbMagic application

15.3.2 Handling corbanames

When we ran the ejpMagic application, we used the following value to locate the
remote EJB:

corbaname::9.12.4.38:32809/NameServiceServerRoot#cell/nodes/nd6483/servers/
ws6483/ejb/itso/em/ejb/SnoopMagicEjbHome
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In a real-world application, you would not be entering such a string via a field on
a browser as we do in the ejpMagic application. Rather, you would have it set as
the binding for the logical resource in the deployment descriptors of the
application.

Updating EJB references

We can test this by updating the value currently set for the application. In the
WebSphere administrative console, expand Applications, click ejpMagic, then
click Map EJB references to beans, which will result in the display shown in
Figure 15-7.

Enterprise Applications = ejbMagic > Mapping EJB references to enterprise be:

Map EJB references to beans

Each Enterptise JavaBeans (EJB] reference that is defined in your application
Maodule EIB LRI Feferance binding

ejbMagicEJB.jar, META-

INE/ ejh-jar. scrnl ejbfrermoteEjbMagic

ejbMagicElR SnoopMagicEb

ejbMagictveb, war, WEB-

THFfwe b sml ejbflocalEibMagic

ejbMagicweb

ejbMagicweb, war, WEB-

ejbMagicweb IMFfwe b, sl

ejbfrernoteEjbMagic

Figure 15-7 Logical EJB resource references for the ejpMagic application

Currently, the logical reference bindings called ejb/remoteEjbMagic are both set
to ejb/itso/em/ejb/SnoopMagicEjbHome.

Replace that value with:

corbaname::9.12.4.38:32809/NameServiceServerRoot#cell/nodes/nd6483/servers/
ws6483/ejb/itso/em/ejb/SnoopMagicEjbHome

Click OK and save the change, and stop and start the application.

We then reran the application, except we now selected the option Use logical
EJB reference resource. The application ran successfully, producing the same
output as shown in Figure 15-6 on page 554.

15.3.3 Name space bindings

We now have the application using logical JNDI lookups again to locate the
remote EJB. The corbaname value for the URL can be set in the deployment
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descriptors of the applications by the developers, so that during deploy time no
further action is required.

However, from an application developer point of view, there are a few issues
here.

Host-specific information
First of all, a corbaname value such as this:

corbaname::9.12.4.38:32809/NameServiceServerRoot#cell/nodes/nd6483/servers/
ws6483/ejb/itso/em/ejb/SnoopMagicEjbHome

has a lot of specific information in it. For example, it has the TCP/IP address and
port of the remote server. It also has the name of the node and server in the
remote cell where the EJB resides.

Having a hardcoded value like this in the deployment descriptor of an application
ear file is clearly not going to be best practice. In a typical situation where you
have development, test, and production environments, the deployment
descriptor would need to be updated for each environment the application was
deployed into. This leads to mistakes, delays, etc.

Another consideration is that application developers should not really have to
concern themselves with having to determine these sort of corbaname values,
since their primary role is to develop application code, not worry about the
intricacies of locating remote EJBs.

The solution

WebSphere provides a way to assist with this issue, and it is called name space
bindings.

Name space bindings are a way to provide a layer of indirection into the JNDI
name space lookup area.

You define a name space binding in the WebSphere cell where the application
calling the remote EJB runs. This creates a new local JNDI value. This definition
identifies where the remote EJB is located.

The logical resource definitions in the deployment descriptors of the application
are set to this new local JNDI value.

Typically, it would be the WebSphere administrator who defines these name
space bindings.
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Define name space binding
As way of example, we now define a name space binding to use with the
ejbMagic application.

In the WebSphere administrative console of the ws6481 cell, expand
Environment, then Naming, then click Name Space Binding, then New.

On the page displayed, select the type CORBA, as shown in Figure 15-8.

Mew Mame Space Binding

Uze thiz wizard to configure 2 new name space binding,

0 s beE iy s Specify binding type

binding type
' Spadify Binding Type
G String
Oewe
© corea
'r-::' Indirect

|Ne:-:t| Cancel |

Figure 15-8 Creating a CORBA name space binding
On the next page, you set the properties specific to the new definition.

Set binding identifier to remoteMagicEjb, and set name in name space to
ejb/remoteMagicEjb. Set Corbaname URL to:

corbaname::9.12.4.38:32809/NameServiceServerRoot#cell/nodes/nd6483/servers/
ws6483/ejb/itso/em/ejb/SnoopMagicEjbHome

The page should then look as shown in Figure 15-9 on page 558.

Chapter 15. Using the RMI-IIOP protocol ~ 557



Mewr Mame Space Binding

Uze this wizard to configure a new name space binding.

Specify basic properties

Binding Type
Step 2: Specify CORBA
basic
properties # Binding Identifier

|remnteMagicEj|:- |

# Marme in Name Space

|ej|:-.-"rem-:-teMagicEj|:- A |

#* Carbanarme URL

emfejb;"SnDEMagicEjl:-HDmel

|:| Federated Context

| Previous | |I"-.Ie:x:t| |Cann::e| |

Figure 15-9 Setting properties for the new name space binding definition

Click Next, then Finish, and save the change.

Test new name space binding definition
Select the Use JNDI override value option, and enter the value:

cell/persistent/ejb/remoteMagicEjb
Run the servlet. The result is the same as shown in Figure 15-6 on page 554.
Update logical references

We can now update the bindings of the logical resource references of the
ejbMagic application.

We do this in the same way described in “Update logical references” on
page 558, except set the logical reference bindings called ejb/remoteEjbMagic to
the value:

cell/persistent/ejb/remoteMagicEjb

Stop and start the application.
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15.4 CSI

Rerun the servlet, except now select the option Use logical EJB reference
resource. The application runs successfully, producing the same output as
shown in Figure 15-6 on page 554.

Summary

Using name space bindings means that the application developer can code a
value of cell/persistent/ejb/remoteMagicEjb in the deployment descriptor files of
the application. They can use the same value in a development, test, or
production environment. The WebSphere administrator in each environment
defines a name space binding, which provides the JNDI name of a resource the
application will be looking for, and tells the local WebSphere the location of the
remote EJB.

When a client connects to WebSphere to invoke a method on an EJB, it does this
using the RMI over IIOP protocol. If we were discussing HTTP requests that
arrive at WebSphere to be processed, we would be discussing issues around
how these HTTP requests are authenticated and whether we where going to use
SSL.

The same issues of authentication and protocol apply for RMI over IIOP requests
into a WebSphere cell. The mechanism WebSphere provides to control these
aspects is called Common Secure Interoperability (CSI).

It is this feature of WebSphere that controls, first, what protocol will be used,

either TCP/IP or SSL, and secondly what authentication controls will be in place.

Further information about CSI can be found at:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.

ibm.websphere.nd.doc/info/ae/ae/csec_corba.html

It is by manipulation of the CSI settings in WebSphere that you can control
whether java principals of applications running in the client can be propagated to
applications invoked in the server by the client.
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The Trader application
explained

This appendix provides some background information about the Trader
applications used in most of the chapters as a sample application.
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Overview of Trader application

562

Trader is a sample application that provides different incarnations that show how
to integrate WebSphere with other applications on the z/OS platform. Itis a
simple application that mimics trading stocks in four different companies.

The Trader application consists of four major components (Figure A-1):

v

vYyy

A back end

A data store

A middle tier providing access to the back end

A front end that is implemented as a Web application

Web —> Backend

Frontend interface (€]  Backend logic

Backend
datastore

Figure A-1 Trader major components

The Web front end is a regular Java 2 Platform, Enterprise Edition (J2EE) Web
module. The middle tier (back-end interface) is based on Enterprise
JavaBeans™ (EJBs).

The following technologies are used:

>

CICS ECI J2CA resource adapter.

This provides direct access from the back-end interface to the back-end logic
hosted in CICS, using the CICS Transaction Gateway.

IMS J2CA resource adapter.

This provides direct access from the back-end interface to the back-end logic
hosted in IMS.

JDBC connection using either straight Java Database Connectivity (JDBC)
from a session EJB or using Container Managed Persistence (CMP) entity
EJBs.

SQLJ to provide a static SQL alternative to regular JDBC.
WebSphere MQ JMS Provider.

This provides access to either IMS transactions via the WebSphere MQ IMS
bridge or CICS via the WebSphere MQ CICS bridge.

WebSphere Default messaging.
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As of WebSphere Application Server for z/OS Version 6.01, an internal
Service Integration Bus (SIB) is provided, which can route messages or
service requests within WebSphere.

» Web services technology is used to show access to a DB2 Stored Procedure.

We created a Trader application for each of the following connectivity scenarios
used:

» TraderCICS for access to CICS
» TraderIMS for access to IMS
» TraderDB for access to DB, using:
- JDBC
- sQuJ
— Web services to call stored procedures
» TraderMQ for access to WebSphere Default messaging and WebSphere MQ

Trader IMS and CICS applications and data stores

Basically, these consist of a transaction that can process the trade of shares and
a data store. The data stores for all Trader applications share the same basic
structure as described for DB2 in Figure A-2 on page 564.
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TRADER.COMPANY

Column name Type Len Nulls
COMPANY CHARACTER 20 No
SHARE_PRICE REAL 4 Yes
UNIT_VALUE_7DAYS REAL 4 Yes
UNIT_VALUE_6DAYS REAL 4 Yes
UNIT_VALUE_5DAYS REAL 4 Yes
UNIT_VALUE_4DAYS REAL 4 Yes
UNIT_VALUE_3DAYS REAL 4 Yes
UNIT_VALUE_2DAYS REAL 4 Yes
UNIT_VALUE_1DAYS REAL 4 Yes
COMM_COST_SELL INTEGER 4 Yes
COMM_COST_BUY INTEGER 4 Yes

TRADER.CUSTOMER

Column name Type Len Nulls
CUSTOMER CHARACTER 60 No
COMPANY CHARACTER 20 No
NO_SHARES INTEGER 4 Yes

Figure A-2 DB2 table definition of the Trader application

For TraderDB, a DB2 database is used directly. For TraderCICS, the CICS
application uses a VSAM file as the data store. For TraderIMS, the IMS
application uses DL/1 as the data store. TraderMQ uses the same CICS and IMS
application or transaction as TraderCICS and TraderIMS.

Trader Web front-end user interface

564

All the Trader Web modules provide the same basic user interaction (see

Figure A-3 on page 565). The entry page is the logon page. The logon page
provides a field to enter a user name and one or more buttons that take you into
the applications. The number of buttons depends on the actual Trader
application. For example, TraderMQ provides a choice between using CICS or
IMS as the processor of the MQ messages. There is also the possibility to modify
the way the connector is used. For example, TraderDB provides both straight
JDBC and JDBC encapsulated in entity EJBs using CMP as well as SQLJ.
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Logon
) Buy
. —_—
Companies
Logon page list
Logoff -
Go to Companies list
Quotes
Sell
Go to Companies list
Go to Companies list
Quotes
page

Figure A-3 Trader screen flow

If the logon is successful, you see a list of companies on the next page
(Figure A-4). For each company, there are buttons to access quotes and holdings

status, and to buy and sell shares. This list is obtained from the back-end data
store.

SQLJDBC

CoMPANY SELECTION

Company Quotes | Buy | Sell
Casey_Import_Export Cluotes | Eluyl Selll
Glass_ind_Luget_Ple Quates || Buy| el
Headworth Electrical Cluotes | Eluyl Selll
IBM Quates || Buy| el

Logoff |

Figure A-4 Trader companies list
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Clicking the Logoff button takes you back to the logon page of the Trader
application.

Clicking Buy or Sell takes you to a page with a field where you can enter the
number of shares you want to buy or sell. It includes a button to start the
transaction. When the transaction is done, you see the Companies list again
(Figure A-4 on page 565).

To see the result of a transaction, go to the Quotes page (Figure A-5). You do this
by clicking the Quotes button on the Companies list page (Figure A-4 on
page 565).

SQLCMP
QUOTES
User ddd Eoml:sT:Cost ,
or e ing
Company k Glass_And_Luget_Plc ror N X

Share Values

Now 19.0
week ago 17.0
days ago 22.0
days ago 20.0
days ago 16.0
days ago 20.0
days ago 25.0
day ago 22.0

Number of shares held 13
value of shares held 247.0

[l = R V¥ T - TS = B )

Go to companies list

Figure A-5 Trader company quotes page

Trader Web front-end and back-end interface

566

The overall architecture of the Trader Web application is presented in Figure A-6
on page 567. It is a classic Model-Volume-Controller (MVC) approach. The
TraderServlet contains the control logic, providing a method for each user
interaction. Because of time constraints, we decided not to use the Command
pattern. We recommend that you use the Command pattern for applications that
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are larger than the Trader application. It gives a better separation of control and
command logic, which makes the application easier to maintain.

Browser —®——  TraderServlet <«4—)p | TraderProcessEJB |g—Pr Connector

!

JSP

Figure A-6 Main component diagram of the Trader Web applications

The TraderProcessEJB contains the front-end business logic: Buy, sell,
getCompanies, etc. The implementation is divided into two:

» An interface (TraderProcess), which is used and seen by the TraderServlet
» The actual implementation, which depends on the connector used

The JavaServer™ Pages™ (JSPs) format the output for the browser.

To simplify the implementation of the same base application for different
variations, we use the simplified class diagram in Figure A-7 on page 568 as a
basis. The TraderSuperServlet contains all the control and command logic of the
application. The only methods implemented by the actual servlets are a method
to create the TraderProcess instance (createTrader) and the init() method of the
servlet. This initializes text strings for the construction of the Uniform Resource
Locators (URLs) in the applications and displays the type of connector that is
used.
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+ createTrader | + createTrader () + createTrader () .

Figure A-7 Trader class diagram (simplified overview)

568

The TraderProcess implementations are specialized according to the
connectivity technology being used. The specific connectivity issues include:

» CICS J2CA ECI connector

Uses the J2EE Connection (J2C) Architecture based CICS ECI connector.
The connector uses the CICS Transaction Gateway Java client. The code to
access the CICS J2CA ECI connector is generated by WebSphere Studio
Application Developer Integration Edition or Rational Application Developer
(RAD). The generated code consists of a Web service that is implemented as
an EJB. It also consists of classes for setting and getting information in the
ECI CommArea, based on the object definitions used in the CICS programs.

IMS J2CA connector

Uses the a J2EE Connection (J2C) Architecture based IMS connector. It
works the same way as the CICS ECI connector. The code is generated the
same way.

Java Database Connectivity (JDBC)

When using JDBC, we do not have a back-end CICS or IMS transaction with
business logic. Therefore, this business logic is implemented in the
WebSphere application, using EJBs. The data resides in a DB2 database.
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Data is accessed in two ways:

— Using traditional straight JDBC from a session EJB
— Using CMP entity EJBs

SQLJ

In the case of SQLJ, basically the same logic is performed as with JDBC. No
new or different functions are being used, but rather another way of accessing
the database (static instead of dynamic).

WebSphere MQ

Instead of going straight to IMS and CICS from the application using J2CA
connectors, there is the option to use WebSphere MQ. The TraderMQ
application sends a message via WebSphere MQ to the back-end business
logic in CICS or IMS (the TRADERBL program). The message receiver is the
MQ bridge, either the WebSphere MQ IMS bridge or the WebSphere MQ
CICS bridge. When the transaction is completed in either IMS or CICS, the
reply is returned via WebSphere MQ to the Trader application in WebSphere.
This is a quasi-synchronous solution to front end any traditional business
logic in CICS or IMS.

There is an option to use a Message-Driven Bean (MDB) as the receiver in
the Trader Web-application instead of a session EJB that queries the reply
queue. When using this option, select the MDB option on the TraderMQ logon
panel and start the message listener ports on the server.

Attention: When the MDB listeners are enabled, the normal TraderMQ
scenarios do not work (non-MDB case), since the MDB listener picks up
the messages from TRADER.CICS.REPLYQ or TRADER.IMS.REPLYQ
regardless of whether the check box was selected. The XA (two-phase
commit) feature has to be enabled on the WebSphere MQ connection
factory for this to work.

If the message listeners are started when TraderMQ is executed and the
MDB box is not selected on the logon panel, TraderMQ waits for the message
to return from CICS or IMS. However, it never receives the reply (you have to
click the Abort button). The reason for this is that the MDB already picked up
the message from the TRADER.CICS.REPLYQ (or IMS) reply queue and
placed it in TRADER.PROCESSAQ. Since the MDB check box was not
selected, the EJB business logic does not receive the message from
TRADER.PROCESSQ.
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Restriction: Trader was not implemented with the purpose if being a fully
production-qualified application. Because of this, the screen flow is based on
the need to be there. The fault tolerance is limited. The application cannot be
expected to run in parallel without flaws. Plus, all resources are not
externalized using the java:comp/env context. This results in a lack of
transactional control and part of the implementation not being in compliance
with best practices and recommended implementation patterns.

However, the application or applications assist in verifying that a WebSphere
application can connect to something else. They act as an example of how a
certain connectivity technology can be used in an application.

Packaging
The different Trader applications are packaged in Enterprise Application
Repository (.ear) files and/or Project Interchange files (.zip):
» CICS J2CA ECI connector

— TraderCICS2005.ear
— TRADERCICS2005.zip

» IMS J2CA connector

— TraderIMSJ2C.ear
— TraderIMSJ2C.zip

» Messaging:

WebSphere MQ V5 (JMS 1.0) application:
e TraderMQ2004.ear

WebSphere MQ V6 (JMS 1.0) application:
¢ TraderMQ2005.ear

WebSphere MQ V6 (JMS 1.1) application:

e TraderMQ2005_JMS1_1.ear
e TraderMQ2005_JMS11.zip

WebSphere Default messaging:

e TraderMQ2005_DM_JMS1_1.ear
e TraderMQ2005_JMS11_DM.zip

570  WebSphere for z/OS V6 Connectivity Handbook



» DB2 access:
— Data access using JDBC only (V5 version):
¢ TraderDB2004.ear
— Data access using both JDBC and SQLJ (V6 version):

¢ TraderDB2005.ear
* TraderDB2005.zip

— Calling Stored Procedures using Web services:
e TraderDBWebServiceEAR.ear

Figure A-8 on page 572 shows the Trader EAR file content.

The TraderLib.jar file is shared between all Trader applications. It contains the
TraderSuperServlet, TraderProcess, and some utility classes.

The Trader Web module contains the servlet or servlets that are sub-classed
from TraderSuperServiet and the JSPs used in the Web application. Because of
the way J2EE 1.3 works, it is impossible to share the JSPs in the way done with
the TraderSuperServlet. Therefore, each Web module contains its own copy of
the JSPs. The Logon.html is different for each Trader application, but the JSPs
are not.

The Trader EJB JAR contains the EJBs used by the servlets. In the case of the
TraderDB, it also contains the EJBs used for communication with the database
and the business logic implementation.

The Trader Connectors JAR contains the Web service that provides access to
the J2CA connectors, including the EJB that connects to the J2CA connector and
the generated classes used for getting and setting data on the J2CA transaction
object or objects. In CICS, this is the ECI CommArea. In IMS, they are the
InputHandler and OutputHandler objects.
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Trader Enterprise

Application
(TraderXXEAR)
Trader EJB JAR
(TraderXXX, can be more Trader Web module
than one EJB JAR per WAR (TraderXXWeb)
Trader App)
Trader Connectors JAR Trader Class Library
(TraderXXCommand) JAR (TraderLib)

Figure A-8 Trader EAR file contents

Dependencies

Each Trader application depends on some external resources to be available for
the application to be deployable and work. All the resources are, if possible,
specified by their Java Naming and Directory Interface (JNDI) name and a type.

Trader MQ using WebSphere MQ JMS Provider
For TraderMQ, the necessary external resources are:

>

>

>

jms/TraderQCF: WebSphere MQ JMS provider queue connection factory
jms/TraderCF: WebSphere MQ JMS (unified) connection factory
jms/TraderCICSReqQ: JMS request destination for CICS
jms/TraderCICSRepQ: JMS reply destination for CICS
jms/TraderIMSReqQ: JMS request destination for IMS
jms/TraderIMSRepQ: JMS reply destination for IMS
jms/TraderProcessQ: JMS postprocessing destination for the MDB case

TraderMQCICSListener: MDB EJB listener (when a message is received on a
Queue listened to, the corresponding MDB is executed)

TraderMQIMSListener: MDB EJB Listener
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Trader MQ using WebSphere Default Messaging Provider

Refer to “Using the Default messaging JMS provider” on page 148 and “The
TraderMQ application environment” on page 166 for all the definitions you need
to have in WebSphere and WebSphere MQ to use the TRADERMQ application
with Default messaging.

Other dependencies

Depending on your local environment, you may also need to define a Java
Authentication and Authorization Services (JAAS) user ID and password to be
used by the MQ bridge.

If you want TraderMQ to work, you need to set up WebSphere MQ for z/OS, the
proper queues, and the MQ bridge for CICS or IMS. You can learn more about
this in “The TraderMQ application environment” on page 166.

For TraderDB, the necessary external resource is jdbc/TraderDB2. This is the
JDBC data source, which is not specific to DB2 even if the name indicates so.

For TraderCICS, the necessary external resource is
itso/cics/eci/j2ee/trader/TraderCICSECICommandCICSECIServiceTraderCICSE
CICommandCICSECIPort. This is an ECI J2CA connector to CICS.

For TraderIMS, the necessary external resource is
itso/ims/j2ee/trader/TraderIMSCommandIMSService TraderIMSCommand
IMSPort. This is an IMS J2CA connector to IMS.

Restriction: Not all of the necessary resources are externalized in the Web
deployment and EJB deployment descriptors. You must look up some of the
resources directly and not indirectly using the java:comp/env context. This
also means that there is the possibility of setting up transaction control and
redirection is limited.

Figure A-9 on page 574 shows an overview of the different connector paths that
are implemented in the Trader applications.
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Figure A-9 Trader application connection overview

Deploying Trader applications to WebSphere for zZ/OS

When using the Trader samples, we assume you should already have installed
and configured WebSphere for z/OS on your system. The Trader applications
can be installed in both a single server or Network Deployment configuration.

You begin by accessing the WebSphere Administrative console using a Web
browser. The URL for the Admin Console is typically:
http://<servername>:<port>/admin/

Here, port should be the TCP/IP port number of your Admin Console, which is
specified when you set up WebSphere for z/OS.

Each application can be deployed by itself and you can deploy all applications
together. The deployment procedure consists of four steps:
1. Plan for where you want to install the application.

This step is shared between all the applications. You decide where to install
the application, which application server to use, and which virtual host to use.
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2. Prepare for the installation.

This step is specific to each application in that you set up the resources
needed for the actual Trader application. The outline of the work done is the
same. That is, you set up the authentication credentials needed by the
resources and subsequently set up the resources needed by the application.

3. Install the application ear files.

The installation of the application EAR file is mainly the same for all
applications. There are some variations based on the mapping of resources
from the java:comp/env context to actual resources provided by the server.
The difference is in which resources are used by the actual Trader

application.

4. Verify the installation.

The last step is always the same. That is, you must verify that the application
is installed and performs properly.

Running the Trader applications

If the applications are installed and configured as explained throughout this book,
they can be launched from a Web browser as follows:

http://<servername>:
http://<servername>:
http://<servername>:
http://<servername>:
http://<servername>:

<port>/TraderCICSWeb/Logon.html
<port>/TraderIMSWeb/Logon.html
<port>/TraderMQWeb/Logon.htm1
<port>/TraderDBWeb/Logon.html
<port>/TraderRRSWeb/Logon.html

Servername is the host name of the node with the application server to which
you deployed the Trader application. Portis port number of HTTP port of the

application server.

Additional configuration information

In this section we provide Trader-generic information regarding the set up for the
back-ends. Additional information for each specific scenario can be found in the
“Project environment” section of the chapters that use the Trader application.

Trader DB2 table definitions

Figure A-10 on page 576 shows how the Trader sample application is accessing
DB2. The TraderDB2 JDBC application has the business logic. The data is stored
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in DB2 tables. The CMP component is similar, with the only difference being the
use of a CMP entity bean to access DB2.

DB2

WebSphere z/0S
Browser | g | EJB
Logon.html Serviet % Business

Logic \\\\\\\\\\\\4
EJB
-

Servlet Business CMP

Logic

Figure A-10 Trader application using DB2

The Trader application uses two DB2 tables. The first table is the company table,
and the second is the customer table. Example A-1 shows the commands used
to create the Trader database, tablespace, tables, and unique indices.

Example: A-1 Trader sample database and table creation

DROP DATABASE TRADERDB ;
COMMIT;
CREATE DATABASE TRADERDB ;
CREATE TABLESPACE TRADERTS IN TRADERDB ;
COMMIT;
CREATE TABLE TRADER.COMPANY
( COMPANY CHAR(20) NOT NULL PRIMARY KEY,
SHARE_PRICE REAL,
UNIT_VALUE_7DAYS REAL,
UNIT_VALUE 6DAYS REAL,
UNIT VALUE_5DAYS REAL,
UNIT_VALUE_4DAYS REAL,
UNIT_VALUE_3DAYS REAL,
UNIT_VALUE_2DAYS REAL,
UNIT_VALUE_IDAYS REAL,
COMM_COST_SELL INT,
COMM_COST_BUY INT )
IN TRADERDB.TRADERTS ;

CREATE, TABLE TRADER.CUSTOMER
( CUSTOMER CHAR(60) NOT NULL,
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COMPANY CHAR(20) NOT NULL,

NO_SHARES INT,

PRIMARY KEY (CUSTOMER,COMPANY))
IN TRADERDB.TRADERTS ;

CREATE TYPE 2 UNIQUE INDEX TRADER.COMPANYX1
ON TRADER.COMPANY (COMPANY) ;

CREATE TYPE 2 UNIQUE INDEX TRADER.CUSTOMERX1
ON TRADER.CUSTOMER (CUSTOMER,COMPANY) ;

COMMIT;

Trader VSAM file definitions

Example A-2 shows the IDCAMS delete and define the TraderCICS VSAM files.

It copies the example data into the file.

Example: A-2 Trader sample delete and define of VSAM files

[ [ FRR kk kk e Kkkk ke ok ko ok ko ok ok ok Kook ek ko Kk k Kk
//* *
//* THIS JOB WILL: *
//* *
//* 1. DELETE AND DEFINE THE TRADER 'COMPFILE'. *
//* 2. REPRO THE REQUIRED DATA INTO THE 'COMPFILE'. *
//* *
[ [ A e e e Kok ke h Kok ko ek kR Kk ke h Kk

//STEPO1  EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=*
//SYSIN DD *
DELETE hlq.SAMPLE.COMPFILE CLUSTER
SET MAXCC = 0
DEFINE CLUSTER -
(NAME (h1q.SAMPLE.COMPFILE) -
INDEXED -
TRACKS(1) -
SHAREOPTIONS(3 4)) -
DATA -
(NAME (h1q.SAMPLE.COMPFILE.DATA) -
KEYS(20 0) -
RECORDSIZE(90 90) -
CONTROLINTERVALSIZE(4096)) -
INDEX -
(NAME (h1q.SAMPLE.COMPFILE. INDEX))
/%
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/1*
//STEP02  EXEC PGM=IDCAMS
//OUTFILE DD DSN=h1q.SAMPLE.COMPFILE,DISP=0LD
//INFILE DD DSN=tradercodata.txt,DISP=0LD
//SYSPRINT DD SYSOUT=*
//SYSIN DD *
REPRO INFILE(INFILE) OUTFILE(OUTFILE)
/*
//
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Additional material

This redbook refers to additional material that can be downloaded from the
Internet as described below.

Locating the Web material

The Web material associated with this redbook is available in softcopy on the
Internet from the IBM Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG247064

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the redbook form number, SG247064.

Using the Web material

The additional Web material that accompanies this redbook includes the
following files:

File name Description
S$G247064.zip All code samples in zipped format
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System requirements for downloading the Web material

There are no specific system requirements for your workstation to download the
supplied materials. However, to be able to use the supplied samples you will
need to adhere to product specifications as described throughout this book.

How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zip file into this folder.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM
Redbooks” on page 582. Note that some of the documents referenced here may
be available in softcopy only.

>

>

»

DB2 for z/OS and OS/390: Ready for Java, SG24-6435

WebSphere for z/OS V5 Connectivity Handbook, SG24-7064-01
WebSphere for z/0OS Connectivity Architectural Choices, SG24-6365
Patterns: Service-Oriented Architecture and Web Services, SG24-6303

WebSphere Version 6 Web Services Handbook Development and
Deployment, SG24-6461

IMS Version 7 Java Update, SG24-6536

Other publications

These publications are also relevant as further information sources:

»

DB2 Universal Database™ for z/OS: Application Programming Guide and
Reference for Java, SC18-7414-02

DB2 Universal Database for z/OS: Messages and Codes, GC26-9011-02

IMS Version 9: Installation Volume 2: System Definition and Tailoring,
GC18-7823-00

IMS V9 Connect Guide and Reference, SC18-9287-01
IMS Version 9: IMS Java Guide and Reference, SC18-7821
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Online resources

These Web sites and URLSs are also relevant as further information sources:

>

IBM Information Center - WebSphere Application Server Express Version
6.0.x

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.
ibm

J2EE Connector Architecture
http://java.sun.com/j2ee/connector

XML Protocol Working Group
http://www.w3.0rg/2000/xp/Group

Web Services Description Language (WSDL) 1.1
http://www.w3.0rg/TR/wsd1

Extensible Markup Language (XML)
http://www.w3.org/XML

OASIS UDDI

http://www.uddi.org
http://www.oasis-open.org/specs/index.php#wssv1.0

IBM developerWorks
http://www.ibm.com/developerworks/views/webservices/standards.jsp
Web services transactions specifications
http://www.ibm.com/developerworks/Tibrary/specification/ws-tx
OASIS Web Services Security (WSS) TC
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss
Conformance Claim Attachment Mechanisms Version 1.0
http://ws-i.org/schemas/conformanceClaim

CICS Transaction Server for z/OS Information Center

http://publib.boulder.ibm.com/infocenter/cicsts31/index.jsp

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks
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Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services

Related publications
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