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Preface

Integrating an IBM® WebSphere® Application Server (WAS) for z/ OS® cluster
with IBM Tivoli® Access Manager (TAM) is challenging due to the complexity of
the required tasks. Tailoring the business this way allows administrators to
facilitate the best of both worlds, so they can focus:

» WebSphere Application Server as a reliable and stable Java™ environment to
run Java 2 Platform, Enterprise Edition (J2EE™) applications

» Tivoli Access Manager as a robust security policy enforcer

This IBM Redbook gives you a broad understanding of how you can enforce
security for IBM WebSphere Application Server on z/OS, by using IBM Tivoli
Access Manager on a distributed platform. It explains how you can achieve
security, scalability, and high availability by adding and further configuring
resources to a computing environment.

With the increased demand on the Internet, businesses have to rely on and
maintain continuous availability. Now customers or employees expect to access
Web sites at any time, day or night, increasing the visibility and profitability.
Based on this principle, this IBM Redbook also demonstrates how to configure a
WebSphere Application Server for z/OS cluster functioning with Tivoli Access
Manager. It exploits high availability scenarios that you can implement in your
organization. This book uses the following components for high availability:

» WebSphere Edge Components Load Balancer for load balancing between
security proxies and user registries

» Sysplex Distributor for Web servers

Specific products are employed for their functions and strengths. And, basic
products are configured to demonstrate their high availability characteristics.

The target environment for this redbook consists of a two-node IBM @server
zSeries® Sysplex cluster of application servers running WebSphere Application
Server for z/OS 5.1, which are also running HTTPD. This cluster is integrated
with an IBM @server pSeries® based front-end security layer. This layer
consists of a WebSEAL reverse proxy server cluster, a Tivoli Access Manager
policy server, and a Lightweight Directory Access Protocol (LDAP) cluster. Two
pSeries load balancer nodes are used to distribute requests between the two
HTTPD servers and between the LDAP servers.

This redbook also explains how to perform basic configuration and replication of
LDAP on AIX® and LDAP on z/OS.
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Concepts and architecture

Web technologies have revolutionized the delivery of information and services.
Providing such business functions as customer service, sales, and purchasing
through the Web is a prerequisite to competitiveness. To build a rock solid IT
infrastructure, several points are considered for providing customers and
partners a continuously available system, where any type of disruption or failure
can be avoided. Customers, partners, and business constituents need real-time
access to corporate information and to maintain the integrity of data through
security. Accomplishing this task leads to high customer satisfaction levels.

Any scenario that strives to achieve these goals can be examined from the
aspects of security, availability, and scalability as explained in this chapter. This
chapter discusses considerations for these concepts. It introduces additional
concepts to help you understand how a good architecture can influence business
performance.
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1.1 Security

2

Today’s businesses are Internet focused. This means granting everyone access
into a network. Therefore, security is mandatory. The most secure system is one
which is in standalone mode, that is not connected to a network, denying entry to
anyone who cannot physically access the machine. However, these closed
systems produce no business value whatsoever.

To provide good service, move with the changing times, and remain competitive,
organizations need to address Web security requirements when considering
granting access to users outside their protected infrastructure. As new business
practices emerge, most enterprises find that their existing security infrastructure
is not capable of meeting the rapidly changing and more rigorous demands of
business over the Internet or intranet.

The demands of network security have now gone far beyond simply managing
user accounts and restricting access between internal and external networks.
These demands now require a sophisticated system with fine-grained access
control to resources. This system must have the ability to be managed and
tailored to protect the systems from many types of security threats. Security is a
vast topic. Everything involves security to some extent, in a certain format.

Environmental and technological changes impact management’s ability to
continue exercising control over the totality of information resources. Even
different needs must be observed. For example, a bank that provides Internet
access to its customers has different needs than an airline that sells tickets.
These are also different from a museum making information available about its
offerings available to the general public.

The risk of stopping a business and threats to a business have to be efficiently
mitigated using the proper tools. Failing to do so can lead to financial losses,
disclosure of confidential information, and image impact, which may be the most
difficult factor to measure. Usually when this happens, it is difficult to know how
deep it is, resolve it, and demonstrate that a business is reliable again.

Systems must be protected from both external and internal access. Not every
intrusion or attack is intentional; misuse of a system or improper administration
can also cause damage.

There are two main areas that have to be discussed separately:

» Physical security
» Logical security
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1.1.1 Physical security

Physical security means protection against physical actions. It involves every
physical element around:

» Any machine where the application is running
» The room where the machines are operating
» The building where the machines are installed
» The site where the company is located

These elements must be secured against intrusion and damage, regardless of
whether it is intentional. Physical security also includes the protection of
communication channels:

» Ground lines
» Wireless connections

The communication network must be protected against eavesdropping and
damage to the connection, such as physically cutting the cable. The subject of
physical security extends far beyond the objective of this book. This section is
intended only as a reminder of the concept of physical security.

1.1.2 Logical security

Logical security is not so simple. It involves the components shown in Figure 1-1.

Browser |=

FW ] FW ]
| Web Application I
—
Security User
—X Proxy [—|[> | Repository
Application
Security Server
Manager
Controlled Zone Restricted Zone Restricted Zone

Management Network Production Network

Figure 1-1 Logical security infrastructure
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Logical security is related to particular IT solutions, the IT architecture, and
applications, including the business processes. It involves the components
presented in the following sections.

Network

Much of a company’s network is connected to a public network, making
applications accessible from outside a secure environment. To make network
security stronger, consider using firewalls, securing virtual private network (VPN)
connections or other components, and so on to restrict unauthorized access.

User credentials

Most companies today have different users, with different roles for accessing and
using different applications. User credentials are the distinguishing marks of an
account. Through these credentials, it is possible to manage the role of the user
within the company and all its roles. Maintaining the user repository means
always knowing if a user is known to the company’s network.

User credentials are used in an authentication process where the client identity is
validated and the questions to be answered here are: “Who are you?” and “How
can | be sure that you are who you claim to be?”. The client can be an end user,
a machine, or an application.

User access is of various types, whereby the user can authenticate from a Web
server or a mobile device. Nowadays they are becoming wide spread. Depending
on the user’s requirement, he can authenticate to several services or servers,
locally or remotely. Everyday it is becoming more difficult for an organization to
ensure that it grants the right levels of access to the proper people. This leads to
user management concerns such as devoted help desks answering to password
calls.

Access control

Access control is required to secure systems. Access control means knowing the
level of access that is granted to users. In this way, it is possible to allow or deny
a user access to an application.

A top priority is to keep out external users, especially those with malicious intent,
who attempt access, and to monitor internal users who could cause damage
from inside a company. For example, damage could be caused by an internal
user who is also a disgruntled or dishonest employee.

A 2004 CSI/FBI survey reports that 58% of responses were affirmative to
questions about overall security incidents from both internal and external
sources; this was an increase of 2% from the previous year. It is important to
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consider the human factor, which implies that people are subject to making
mistakes, which presents organizations with a bigger security impact.

The question to answer at this point is: “Now that | have your credential and |
know you, are you allowed to perform an action on a specific resource?”. The
answer to this question is the authorization process that can either result in a yes
or no. Providing answers to such questions is a company enforcing its policy.

Applications

Most applications in an organization are used by internal employees and external
users. Improving application security means blocking backdoor access, such as
through code that was intentionally left open or by allowing unauthorized access
to data. In such cases, user credentials and access control to the application and
its related resources are bypassed.

It is important to secure applications where confidentiality, non-repudiation,
accountability, data integrity, identification, and access control can be
guaranteed.

Firewall

A firewall is used to prevent intrusion or direct connection to the application. It is
also used to divide the network into different secured zones.

Figure 1-1 on page 3 shows three zones:

» Controlled zone: Where the client browser makes a connection to the security
proxy, and the security proxy accesses the security manager, the user
repository, or both

» Restricted zone management network: Where the security manager, the user
repository, or both access the Web server and the application server

» Restricted zone production network: Where the Web server and the
application server are posted

This way, the network security of an application server is secured by three
separate levels of firewalls.

Placing a firewall between the logical component enables you to control the type
of protocols that travel in the network. This makes it possible to choose which
network services or network ports, that belong to the servers, to open or close.

User repository

A security manager can manage a user account if there a user repository. A user
repository contains all user information. The repository and security manager
must be installed in the private network.
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Security proxy

With a security proxy, all internal and external requests converge on it. In this
way, application servers are directly inaccessible by the users. It acts as a gate
keeper, allowing the right user access and blocking undesired access.

It is desirable for the proxy server and application server to be integrated. The
security proxy manages user authentication, where a user is first required to
login with a valid user ID. When the user ID is validated, the user information
required by application server is inserted into the request. There are two ways in
which the application server processes this request:

» Looks for user information in a cookie
» Looks for user information in the request header

Security manager
The role of the security manager is to manage the users in regard to:

» Authentication
» Authorization

With a security manager in the infrastructure, it is possible to administer the
account permission. Granting a user an account for authentication allows the
user to access an organization’s network. Granting authorization to a user means
that the user has the ability to perform certain tasks in the network, depending
upon the authorization that user has.

Accounts administration is an important security issue. This component must be
installed in the private network, instead of in the demilitarized zone (DMZ) so that
it can be protected from external intrusion. It provides the integrated policy based
management for IT infrastructure. Acting as a policy enforcer, it brings value to
companies.

» Centralized security and accelerated deployment

New security policies or user registries are not created in each application
delivered to users, allowing them to compete effectively.

» Application developers with a focus on business logic instead of being
concerned with security infrastructure

» Lower costs

This is a result of the previous two items.

Web server
A Web server allows users to connect to the application through Web access.
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Application server

The application server is used to deploy applications. The Web server and
application server must be installed on the internal private network to enforce
security for the customer’s application. All account connections are taken from
the security proxy, so no direct connections are allowed from the users to the
application.

1.2 Availability

Continuous availability can be separated into two categories.
» High availability

This means that a specific resource is available to be used almost all the time,
implying that if it becomes unavailable in a machine, another one takes over
this resource. The business impact of these outages specifically refers to the
desired improvements in terms of high availability.

» Continuous operation

This signifies the ability to avoid planned and unplanned outages. This
includes the ability to upgrade and maintain processors, operating systems,
business software, and the applications, where the business does not stop,
even in a failure event. This is accomplished by adding duplicated resources
to the environment.

Similarly, an analysis of the business need to extend service hours produces a
specification of the necessary degree of continuous operation. The continuous
availability specifications determined in the business requirements analysis are
called service level agreements (SLASs).

1.2.1 Business impact of unplanned outages

An unplanned outage of computer systems is a result of some business
processes coming to a standstill. From a business perspective, the financial
impact may occur in several ways.

» Lost productivity time of the users

Users who need the systems for their work might be idle for as long as the
systems are down. They might have to repeat certain parts of their work when
the systems are up again. They may even need to work overtime to make up
for the outage.
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Lost customer transactions

If the computer serves any customer transactions online, the customer is not
likely to wait for the system to come up again. The customers might try to
repeat their online transactions at a later time, or they may not. Some
transactions, and associated turnovers, can be lost for good through an
outage.

Lost computer capacity

The work that was interrupted through an outage needs to be repeated at a
later time. Such repetition of workload requires extra system resources.
Systems that experience frequent outages need some spare capacity to
make up for these outages.

In large computer networks, the sum of these cost items can amount to a
substantial figure. A business impact analysis, conducted by experienced
consultants, can attempt to determine this cost. Most of the required data is
easily gathered or estimated, such as:

>

vyvyyy

Number and duration of outages

Number of users affected

Loss of productive time or overtime per user

Transaction rate and average turnover value per transaction
System capacity (time) required for workload repetition

The following section shows how to avoid these unplanned outages using
continuous operation and high availability.

1.2.2 A business need to extend service hours

8

There are several potential financial gains that can be realized by an organization
by extending the service periods. The business can benefit in several ways.

>

Increased turnover

Where there is a direct relationship between computer transactions and the
business volume, as with an order entry system, extension of the service
periods can result in increased turnover.

Improved service quality

Some businesses need to offer customer service (for instance, through the
telephone) beyond the scheduled information systems service periods.
Sometimes, service clerks have to rely on reduced or back-level information
during these times. Providing these clerks, and the customers, with full
access to current online information is likely improve overall service quality
and lead to better customer acceptance.
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Customer operated transaction services

A trend in improving business efficiency is to enable customers to enter
business transactions directly, without the aid of a clerk. This has proven to
work effectively with automatic teller machines and credit card-operated
vending and booking machines. The principle is now being extended to
information retrieval and order entry systems on the Internet. This technology
inevitably shifts much of the transaction workload outside of normal business
hours, which requires the supporting computer systems to be operative at all
times.

International services spanning many time zones

Internationally operating enterprises frequently offer one computer’s services
in many countries (regions), spanning many time zones. The traditional
concept of business hours no longer applies in these cases, because
computer service periods must be substantially expanded or available at all
times.

The business gains that can result from an extension of service periods can be
estimated as part of the business impact analysis. Again, it can be based on
gathered or estimated data, such as:

v

vvyy

Suggested extension of services, in daily hours

Number of customers who might take advantage of the service extension
Transaction rate and average turnover value per transaction

Personnel savings as a result of customer operated transaction services

At this point, the required improvements of the service in terms of high availability
and continuous operation need to be documented by defining, for each online
service:

>

>
>
| 2
>

The hours of service

Maximum and minimum response time for different applications
Maximum number of outage per time interval

Mean Time To Repair (MTTR) and recovery time

Process or print turnaround time

1.2.3 Service level agreement

An SLA is defined as an agreement or contract between a service provider and a
customer of that service. It sets expectations for the level of service with respect
to availability, performance, and other measurable objectives. For example, it is
acceptable to have ten hours of machine downtime for maintenance purposes in
a month.
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As shown in Figure 1-2, the redundancy can be a global feature.
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Figure 1-2 Logical security infrastructure high availability
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Depending on the SLA, the security infrastructure can focus on:

»

>

Firewall: A failing firewall means a loss in network control.

Security proxy: If the security proxy fails, connections from the browser
toward the applications are no longer available.

Security manager: If this component fails, user administration is not
possible. New accounts cannot be added to the environment.

User repository: If the user databases fails, the security proxy is unable to
control account login, regardless of whether it is known. Therefore, access is
denied.

Web server: If the Web access fails, the Web application is inaccessible for
browsing.

Application server: If the application server fails, the applications are
unavailable.
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1.3 Scalability

Scalability is significantly influenced by the hardware configuration, software
configuration, and the workload. There are several large workloads and their
characteristics are continually changing as new technologies and applications
are developed.

Scalable systems (scale up or scale out) can scale on more than one application
or benchmark. Increasing performance by adding more processors is commonly
referred to as “scaling up”. Increasing performance by adding additional
complete systems is referred to as “scaling out”.

The simplest definition of perfect scalability is that no performance limitation is
due to hardware, software, or the size of computing problem. Unfortunately, this
is similar to flying at the speed of light, simply quite unachievable.

Scalability is a metric that indicates the performance benefits of multiple
processes or based on scale up systems and scale out systems. While it is
defined in many ways, it is not a precise metric and is often confused with speed,
throughput, and system configuration. In general, a good scalable system scales
the performance of applications in a predictable manner when the configuration
is either increased or decreased.
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Tivoli Access Manager and
WebSphere Application
Server for z/OS integration

This chapter introduces Tivoli Access Manager for e-business, WebSphere Edge
Components Load Balancer, and WebSphere Application Server for z/OS. It
presents their main features and components. And it highlights key functionalities
offered by Tivoli Access Manager to WebSphere Application Server for z/OS.
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2.1 Tivoli Access Manager
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IBM Tivoli Access Manager for e-business is a policy-based access control
solution for On Demand Business and enterprise applications. Tivoli Access
Manager for e-business can helps manage growth and complexity, control
escalating management costs, and address the difficulties of implementing
security policies across a wide range of Web and application resources.

Tivoli Access Manager for e-business integrates with On Demand Business
applications out-of-the-box to deliver a secure, unified and personalized On
Demand Business experience. By providing authentication and authorization
application program interfaces (APIs) and integration with application platforms,
such as Java 2 platform, Enterprise Edition (J2EE), Tivoli Access Manager for
e-business helps secure access to business-critical applications and data spread
across the extended enterprise.

Web-based single signon (SSO) can span multiple sites or domains by exploiting
Tivoli Access Manager cross-domain SSO technology or by using Security
Assurance Markup Language (SAML) and other token-passing protocols.

Tivoli Access Manager supports the following features:

» Delivers unified authentication and authorization for On Demand Business
initiatives for a single enterprise or a federated environment to be secured

» Supports SSO that encompasses Web, Microsoft, Telnet, and mainframe
application environments

» Achieves rapid and scalable deployment of Web applications, with
standards-based support for J2EE applications

» Provides support for mainframe applications with support for Java 2 and Java
Authentication and Authorization (JAAS) APIs on z/OS and WebSphere on
z/OS

» Offers design flexibility through a highly scalable proxy architecture,
easy-to-install Web server plug-ins, rule- and role-based access control,
support for leading user registries and platforms, and advanced APlIs that can
be used to further customize security

» Lowers application development, deployment, and management costs by
delivering unified identity and security management

» Offers continuity with the future of security and identity management through
IBM’s leadership in the development of Web security standards

Tivoli Access Manager for e-business allows for a comprehensive policy to be
defined and security administered based on that policy, whether it is based on
user roles or business rules.
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Application platforms, such as Web servers, provide security and other services
to the application developer. But managing access then becomes isolated in
lines-of-business like silos that depend on the skills and tools available in each
application environment.

Tivoli Access Manager for e-business provides security to heterogeneous
environments. With this architecture in place, access control is based on a single,
consistent layer that allows for applications to be deployed faster and for security
to be more accurately and consistently managed than in the “islands of security”
approach.

2.1.1 Tivoli Access Manager features

Tivoli Access Manager supports authentication, authorization, data security, and
resource management capabilities. The Tivoli Access Manager network security
management solution provides and supports the following core technologies:

» Authentication: This is the first step that a user must take when making a
request for a resource that is protected by Tivoli Access Manager. During
authentication, a user’s identity is validated. Tivoli Access Manager allows a
highly flexible approach to authentication through the authorization API.

» Authorization: This technology enforces the security policy by determining
what objects a user can access and what actions a user can take on those
objects and then by granting appropriate access to the user. Tivoli Access
Manager handles authorization through the use of:

— Tivoli Access Manager authorization service

— Access control lists (ACLs), protected object policies (POPs), and
authorization rules for fine-grained access control

— Standards-based authorization API, using aznAPI for C language
applications, and J4AS for Java language applications

— External authorization service capability

» Quality of protection: This is the degree to which Tivoli Access Manager
protects any information transmitted between the client and server. The
quality of data protection is determined by the combined effect of encryption
standards and modification-detection algorithms. The resource manager is
responsible for ensuring that the quality of data protection is enforced. Quality
of protection levels include standard Transmission Control Protocol (TCP)
communication (no protection) and data integrity and data privacy provided by
the Secure Sockets Layer (SSL) communication protocol.
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Scalability: This is the ability to respond to increasing numbers of users who
access resources in the domain. To provide scalability, Tivoli Access Manager
uses replication of services, front-end replicated servers, back-end replicated
servers, optimized performance by allowing the off-loading of authentication
and authorization services to separate servers, and scaled deployment of
services.

Accountability: Tivoli Access Manager provides a number of logging and
auditing capabilities. Log files capture any error and warning messages
generated by Tivoli Access Manager servers. Audit trail files monitor Tivoli
Access Manager server activity.

Centralized management: Three methods are provided for managing
security policy and the Tivoli Access Manager servers:

— The pdadmin command line utility
— Web Portal Manager graphical user interface (GUI)
— Administration API

Most tasks can be accomplished using any of these methods. However some
tasks cannot be performed using the Web Portal Manager.

2.1.2 Tivoli Access Manager base components

The computing environment on which Tivoli Access Manager enforces security
policies for authentication, authorization, and access control is called a secure
domain. Figure 2-1 illustrates the components of the secure domain.

A\

Tivoli Access Manager Secure Domain

[ User Registry ][ Runtime ][ Policy Server ]

Web Portal
Manager

Development Authorization Java Runtime
System Server Environment

Optional Components

Figure 2-1 Tivoli Access Manager secure domain components

Tivoli Access Manager requires a user registry to support the operation of its

authorization functions. The registry provides a database of the user identities
known to Tivoli Access Manager. It also provides a representation of groups in
Tivoli Access Manager roles that may be associated with users. The Windows
version of Tivoli Access Manager comes with Tivoli Directory Server. Other LDAP
servers, such as IBM z/OS Security Server LDAP Server, are also supported.
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You can find extensive lists of supported LDAP servers in IBM Tivoli Access
Manager for e-business Web Security Installation Guide Version 5.1, SC32-1361.

The IBM Tivoli Access Manager Policy Server maintains the master
authorization database for the secure domain. This server is key to the
processing of access control, authentication, and authorization requests. It also
updates authorization database replicas and maintains location information
about other Tivoli Access Manager servers in the secure domain. There can be
only one instance of the policy server and its master authorization database in
any secure domain at one time. For availability purposes, a standby server can
be configured to take over policy server functions in the event of a system failure.

The Authorization Server offloads access control and authorization decisions
from the policy server. It maintains a replica of the authorization policy database
and functions as the authorization decision-making evaluator. A separate
authorization server also provides access to the authorization service for
third-party applications that use the Tivoli Access Manager authorization APl in
remote cache mode. It is an optional component.

The IBM Tivoli Access Manager Java Runtime Environment (JRE) offers a
reliable environment for developing and deploying Java applications in a Tivoli
Access Manager secure domain. Use it to add Tivoli Access Manager
authorization and security services to new or existing Java applications.

Note: If the installation of Web Portal Manager interface is planned, then this
component is required.

The IBM Tivoli Access Manager Runtime contains run-time libraries and
supporting files that applications can use to access Tivoli Access Manager
servers. The Tivoli Access Manager runtime or the Tivoli Access Manager Java
run-time environment must be installed on every system in the secure domain.

The Web Portal Manager is a Web-based GUI used for Tivoli Access Manager
administration. Similar to the pdadmin command line interface, this GUI provides
management of users, groups, roles, permissions, policies, and other Tivoli
Access Manager tasks. A key advantage is that these tasks can be perform
remotely, without requiring any special network configuration.

2.1.3 Tivoli Access Manager blades

This section examines the components that provide Tivoli Access Manager
authorization support for specific application types.
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WebSEAL

WebSEAL is a high-performance, multithreaded Reverse Proxy Security Server
(RPSS). It provides a front end to back-end Web services by applying a security
policy to a protected object space. WebSEAL can provide SSO solutions and
incorporate back-end Web application server resources into its security policy.

WebSEAL normally acts as a reverse Web proxy by receiving Hypertext Transfer
Protocol (HTTP) or Secure HTTP (HTTPS) requests from a Web browser and
delivering content from its own Web server or from junctioned back-end Web
application servers. Requests passing through WebSEAL are evaluated by the
Tivoli Access Manager authorization service to determine whether the user is
authorized to access the requested resource.

WebSEAL provides the following features:

» Supports multiple authentication methods

Both built-in and plug-in architectures allow flexibility in supporting a variety of
authentication mechanisms.

» Integrates and protects back-end server resources through WebSEAL
junction technology

» Manages fine-grained access control for local and back-end server Web
space

Supported resources include Uniform Resource Locators (URLs), URL-based
regular expressions, Common Gateway Interface (CGl) programs, HTML
files, Java servlets, and Java class files.

» Performs as a reverse Web proxy

WebSEAL appears as a Web server to clients and appears as a Web browser
to the junctioned back-end servers it is protecting.

» Provides SSO capabilities
Figure 2-2 shows the WebSEAL Reverse Proxy Security Server.

It is possible to replicate WebSEAL servers for availability and scalability
purposes. There are specific configuration requirements to create WebSEAL
replicas, and a front-end load balancing capability must be used to distribute
incoming requests among the replicas.
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Figure 2-2 WebSEAL Reverse Proxy Security Server

Tivoli Access Manager plug-in for WebSphere Edge
Components

The Tivoli Access Manager plug-in for Edge Server is a plug-in for the Edge
Components Caching Proxy component of the IBM WebSphere Edge
Components. It adds Access Manager authentication and authorization
capabilities to the proxy. In certain scenarios, it provides an alternative to
WebSEAL for managing access to Web content and applications.

While the plug-in for Edge Components shares many of the same capabilities as
WebSEAL, its configuration is different. However, architecturally, it fits into most
Tivoli Access Manager scenarios in the same manner as WebSEAL.

While there are other differences, two key differentiators between the plug-in and
WebSEAL are:

» Use of the plug-in with the Edge Components Caching Proxy provides direct
support for virtual hosting.

» The plug-in can be used in both forward and reverse proxy configurations
(WebSEAL only supports a reverse proxy).

The plug-in also integrates with the WebSphere Everyplace® Suite. Plus it
supports forms-based login and Access Manager WebSEAL failover cookies.

Chapter 2. Tivoli Access Manager and WebSphere Application Server for z/OS integration 19



Tivoli Access Manager plug-in for Web servers

Tivoli Access Manager plug-in for Web servers is an integration solution that
facilitates the implementation and management of the security policy for
protected Web space. Installed as part of the same process as the Web server,
the plug-in acts as the security gateway between clients and protected Web
space.

The plug-in operates as part of the same process as the Web server. It intercepts
each request that arrives, determines if an authorization decision is required, and
provides a means for user authentication if necessary. The plug-in can provide

SSO solutions and incorporate Web application resources into its security policy.

2.2 WebSphere Edge Components

IBM WebSphere Edge Components (Figure 2-3) distributes application
processing to the edge of the network under centralized administrative and
application control. It opens significant new opportunities for On Demand
Business, service providers, and independent software vendors with unparalleled
application scalability and user response times.

IBM WebSphere Edge Components
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Figure 2-3 WebSphere Edge Components
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IBM WebSphere Edge Components for multiplatforms includes:

» Application offload shifts the burden of serving composed, personalized,
dynamic content from the application server to Edge Components placed at
network edges by offloading back-end servers and peering links.

» Content distribution deploys published Web content to caches and “rehosting
servers” throughout the network.

» Enhanced caching improves response time by offloading back-end servers
and peering links as a forward, reverse, or transparent proxy. Cache and
invalidate dynamic content generated by WebSphere Application Server
including JavaServer™ Pages™ (JSP™) components and servlets.

» Enhanced load balancing is possible via such features as Network Address
Translation (NAT), Kernel-level Content Based Routing (CBR) support, and
the WebSphere Edge Components Consultant for Cisco CSS switches. This
improves server selection, load optimization, and fault tolerance.

» Security is centralized using Tivoli Access Manager. With the Edge
Components’s Caching Proxy configured to use the Tivoli Access Manager
plug-in, Tivoli Access Manager’s authorization engine ensures that only
authorized users can access cached and non-cached Web resources. This
integrated solution helps to ensure control at the edge of the network.

» Transactional Quality of Service (QoS) allocates computing and network
resources according to a transaction’s business value and interoperates with
networking hardware. It provides the ability to prioritize and add security (via
Tivoli Access Manager) to traffic based on user classes and groups,
optimizing resource utilization and improving network scalability.

2.2.1 WebSphere Edge Components Load Balancer

IBM WebSphere Edge Component Load Balancer is a software solution for
load-balancing servers. It boosts the performance of servers by directing TCP/IP
session requests to different servers within a group of servers. In this way, it
balances the requests among all the servers. This load balancing is transparent
to users and other applications. Load Balancer is useful for such applications as
e-mail servers, World Wide Web servers, distributed parallel database queries,
and other TCP/IP applications.

The Load Balancer component offers a high availability built-in feature. This
feature involves using a second Load Balancer machine that monitors the main
(or primary) machine and stands by to take over the task of load balancing in the
event of its failure at any time. The Load Balancer component also offers mutual
high availability which allows two machines to be both a primary and secondary
(backup) for each other.
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2.2.2 Load Balancer components

Load Balancer consists of five components that can be used separately or
together to provide superior load-balancing results.

» The Dispatcher component can be used by itself to balance the load on
servers within a local area network (LAN) or wide area network (WAN) using
a number of weights and measurements that are dynamically set by
Dispatcher. This component provides load balancing at a level of specific
services, such as HTTP, File Transfer Protocol (FTP), Secure Sockets Layer
(SSL), Network News Transfer Protocol (NNTP), Internet Message Access
Protocol (IMAP), Post Office Protocol 3 (POP3), Simple Mail Transfer Protocol
(SMTP), and Telnet. It does not use a domain name server to map domain
names to IP addresses. For HTTP, the Dispatcher’s content-based routing
feature can also be used to load balance based on the content of the client
request. The chosen server is the result of matching the URL to a specified
rule.

» For both HTTP and HTTPS (SSL), the Content Based Routing component
can be used to provide load balance based on the content of the client
request. A client sends a request to the caching proxy, and the caching proxy
sends the request to the appropriate server. The chosen server is the result of
matching the URL to a specified rule.

» For IMAP or POP3, the Mailbox Locator component can be used. It functions
as a proxy and chooses an appropriate server based on the user ID and
password provided by the client.

» The Site Selector component can be used to balance the load on servers
within a local or WAN using a Domain Name System (DNS) round-robin
approach or a more advanced user-specified approach. Site Selector works
in conjunction with a name server to map DNS names to IP addresses.

» The Consultant for Cisco CSS Switches component can be used to generate
server weighting metrics that are then sent to the Cisco CSS Switch for
optimal server selection, load optimization, and fault tolerance.

2.3 WebSphere Application Server for z/0OS

22

WebSphere Application Server for z/OS is a comprehensive J2EE and Web
services technology-based application platform. It is specifically designed to
leverage the QoS inherent in the z/OS operating system. WebSphere Application
Server for z/OS is the best platform choice for critical business J2EE
applications.

WebSphere Application Server for z/OS, V5.1 is designed as V5.0 was designed.
That is, they are equivalent from a programming model perspective with
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WebSphere Application Server and WebSphere Application Server Network
Deployment for multiplatforms. This has removed many of the issues that led to
challenges in moving applications from prototype to production environments. As
a result, there is no z/OS-specific learning curve for distributed WebSphere
clients.

The goal of the WebSphere development team has been to design an application
server built for z/OS to enable it to exploit the underlying qualities of service of
that platform. Specifically core infrastructure capabilities, such as clustering,
workload and transaction management, and security have been architected and
built to use native z/OS services. WebSphere V5 for z/OS has been designed to
provide unprecedented scale and availability, with outstanding performance, the
type of important qualities expected of a z/OS subsystem. The resulting product
is designed to conform to the base WebSphere family programming model (in
addition to being J2EE 1.3 certified). It is supported by the common family tools
and continues to maintain its z/OS identity from a QoS standpoint.

2.3.1 WebSphere Application Server for 2/OS differences with
WebSphere Application Server distributed

In some ways, WebSphere on z/OS is different from WebSphere on the
distributed platforms. Much of that difference is due to the unique nature of the
IBM @server zSeries architecture. The zSeries architecture is optimized for a
mixed workload. Therefore, the WebSphere servers are found to be sharing their
mainframe with databases, transaction processing, development, batch jobs, and
almost everything else. z/OS ensures that each piece of work is allocated the
resources and the priority it needs to fulfill the installation’s service objectives.

To achieve high availability for a z/OS application, the application is required to
run in multiple logical partitions (LPARs), ideally distributed between multiple
physical servers. However, if optimum performance is also required, then close
coordination between those LPARs must be ensured. These two principles give
rise to the concept of the Sysplex. A Sysplex comprises multiple z/OS LPARs
(spread across one or more physical servers) that have three things in common:

» Shared disk space, containing (at the very least) the files (data sets, in z/OS
terms) that define the way the Sysplex LPARs cooperate

» A means of communication, called the cross-system coupling facility (XCF),
that allows the Sysplex LPARs to keep in touch and stay up-to-date with all
interesting events

» A Sysplex Timer® that keeps the physical servers’ clocks in synchronization.
The timer is not required if the whole Sysplex is in the same physical server,
since there is only one clock.
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WebSphere on z/OS merges the best of 30 years of important transaction
monitors with the J2EE programming mode. In doing so, it provides isolation,
availability, consistency, resource management, and two-phase commits. It is the
premier high availability platform in the industry today, providing near-zero
downtime or 99.999% availability, with no more than 5 minutes per year of
unplanned outages.

As a virtual server system, zSeries can run a diverse, changeable combination of
workloads with a single set of shared system resources. More work is processed
within a single server without over-configuring for complementary peaks. New
operating system images can be started without affecting ongoing work.
Consider the following points:

» Availability: The z/OS platform consistently delivers expected service
regardless of unanticipated workload spikes of failures.

» Selectivity: WebSphere Application Server on z/OS provides the ability to
guarantee service levels for specific types of customers and workloads as
defined by business needs.

» Integrated: The composition and integration with multiple z/OS resource
managers provides optimal performance, better availability, and faster
recovery.

» Secure: The industry’s most stringent processes, tools, and techniques for
access control and asset protection can be found on the z/OS platform.

» Efficient: A lower total cost of ownership can be obtained through a reduction
in trained system programmers and fuller utilization of existing capacity.

Scalability

WebSphere Application Server for z/OS possesses an internal architecture
designed for scalability (see Figure 2-4).

Depending on the workload, a server has one or more servants running at a time.
When work builds up, Workload Manager (WLM) dynamically starts additional
servants to meet the demand.

Workload Manager provides the ability to start a servant on demand and
automatically route work to the server that is best able to complete it according to
stated business goals. If a given server is overloaded, it is temporarily bypassed
in favor of less busy servers. If a server fails, other servers take over the work
and the server is recovered. When the servers are no longer needed, they are
automatically quiesced.

Moreover WebSphere Application Server for z/OS provides vertical and
horizontal clustering for unmatched scalability and availability using Parallel
Sysplex advanced clustering.
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Figure 2-4 WebSphere Application Server for z/OS vertical scalability
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Workload Management

z/0OS provides state-of-the-art resource management. The z/OS WLM is the
“gold standard” of workload management for a single instance of an operating
system. It is known for its ability to effectively drive the utilization of a single

system into the high 90% range and maintain it with minimum overhead. WLM

has the ability to handle many tasks within a single operating system instance
with consistent performance characteristics.

With workload management, performance goals can be defined a business

importance to each goal assigned. The goals are assigned for work in business
terms, and the system decides how much resource, such as CPU and storage, is
given to it to meet the goal. Workload Manager constantly monitors the system

and adapts processing to meet the goals.

WebSphere for z/OS v5.1 allows the classification of inbound Internet Inter-ORB
Protocol (IIOP) requests based upon the Enterprise JavaBean (EJB™) bean and
method name, the classification of inbound HTTP requests based upon the URI,
and the classification of inbound Message Driven Beans (MDB) work. This allows
system programmers to indicate specific goals for different kinds of workloads,

such as batch EJBs and strategic bank applications.

Resource Recovery Services

Resource Recovery Services (RRS) provides a global syncpoint manager that

any resource manager on z/OS can exploit. It enables transactions to update
protected resources managed by many resource managers. WebSphere
Application Server for z/OS uses RRS as a part of its base implementation to

provide two-phase commit support.
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RRS is increasingly becoming a prerequisite for new resource managers and for
new capabilities in existing resource managers. Rather than implementing their
own two-phase commit protocol, these products can use the support provided by
RRS.

RRS allows running two-phase commit transactions across WebSphere
Application Server for z/OS, IMS™, CICS®, WebSphere MQ, and DB2.

Security

Security concerns have always been important to the mainframe environment. It
is important to understand that, without an operating system designed for, and
committed to, system integrity, security is impossible. Because of this early
commitment to system integrity and support for security systems, z/OS enjoys
the highest levels of security.

WebSphere Application Server for z/OS uses System Authorization Facility
(SAF), which is the interface implemented by security products such as
Resource Access Control Facility (RACF®). It secures access to such z/OS
resources as files, datasets, applications, and virtually any kind of resource. The
WebSphere Application Server for z/OS security model is based on J2EE, but in
any case SAF protects the infrastructure. This means that TCP/IP access,
configuration data, and executable files stay protected.

This high level of security allows the ability, for example, to synchronize the
WebSphere Java thread identity to the operating system thread identity. It also
allows for the ability to make a Java Database Connectivity (JDBC™) call to DB2
with the proper caller identity so that DB2 can perform relevant authorization
checks when accessing database tables.

Quality of service

Mainframe operating systems have always been designed for production
environments. They possess the highest level of manageability and the highest
level of reliability and recoverability. The result is that the z/OS software portfolio
contains mature software dedicated to production environment. Mainframes offer
ease of management and extensive operation software such as mature
policy-based automation tools and utilities.

z/OS stays a best-of-breed and continuous innovator at the high end of the
market. It does so by introducing such new technologies as Intelligent Resource
Director (IRD) or zSeries Application Assist Processor (zAAP), which delivers a
specialized cost attractive z/OS Java execution environment.
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2.3.2 WebSphere Application Server for z/OS terminology

This section covers some of the WebSphere Application Server terminology that
applies to the z/OS environment.

Application server

The server instance consists of a controller region and a servant region. In
WebSphere Application Server V5.0, Java virtual machines (JVM™) reside in the
controller and servant address spaces. A controller region and one or more
servant regions are called a server. The controller and servant structure design
makes it possible to start multiple servants by WLM, based on the workload
queued by the controller region.

Base application server

The base application server node is the easiest and simplest operating structure
in WebSphere for z/OS V5. It consists of one or more server instances, a
daemon server, one node, and one cell. The definitions and configuration files
are all kept in the hierarchical file system (HFS) directory structure for the created
base application server.

The application server relies on a set of Extensible Markup Language (XML) or

XML Metadata Interchange (XMI) files for its configuration repository. In addition,
there is an MBean server, an administration application, and the name server in
each application server.

The application server administration is based on two tools:

» The Web browser-based GUI called the administration console
» The non-graphical command line scripting client

Daemon server

The daemon server is a special server with one controller region. It is a
supporting daemon that is responsible for accepting and initiating application
requests. For that, it has to know which servers are active and all the applications
in them. The daemon resolves an indirect Internet Object Reference (IOR), which
means it returns an IOR to the client that then can be used to access the
application in the selected server, based on the z/OS Workload Manager input
for the best choice.

Only one daemon per cell, per system is needed in the architecture of
WebSphere Application Server V5.0.
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Node

A node is a collection of servers on a given system or LPAR. The node name in a
cell has to be unique. The purpose of a node becomes clear when the
configuration includes several systems or LPARs, and the whole environment is
managed from a central administrative console.

This assumes that there is also a node agent, which is a specialized server that

receives commands from the central administrator and issues those commands
against the servers in its node. The base application server does not have such a
node agent, because the administrative Web interface is running within one of its
own servers.

Cell

A cell is a collection of nodes that makes up an administrative domain or
boundary. A cell name must be unique and cannot be extended beyond the
Sysplex.

The simplest example of this is the base application node. The administrative
domain extends only to itself, which makes it very small. The cell can be
extended to exist across multiple systems or LPARs in a Sysplex and consist of
many nodes, which makes the administrative domain very large. Even a base
application server node may contain multiple servers, which also expands the
administrative domain. Whether it is a simple or large and more complicated
configuration, an administrative domain is always required.

2.4 Tivoli Access Manager and WebSphere Application
Server for z/OS integration
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In IT security management, application-managed security can be a nightmare.
When different applications on different platforms, driven by different project
groups, implement their own view of security functionalities, the result is an
expensive, with unmanageable turmoil that opens security holes instead of
providing a strong access control solution. In developing new Java-based On
Demand Business Web applications, a solution building process is started that
can distinguish and differentiate between security and application functions.

When looking at application development platforms within today’s On Demand
Business environments, look closely at J2EE-based Web application servers.
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The following business requirements are common for existing and new On
Demand Business applications based on the WebSphere family of products:

» Reduce the costs of implementing and maintaining proprietary Web security
solutions (islands of security)

» Ensure fast time-to-production
» Reduce cost and complexity of application development

» Consistently manage end-to-end security (from browser to Web application)
to mitigate risks of fraud

» Develop applications according to standards and standard architectures to
achieve independence of specific vendor solutions

Based on business requirements, the security design objectives to be achieved
by integrated solutions are:

» Simplification of application development and offloading the security policy of
the application

» Simplification of system administration by maintaining a consistent security
model across Web applications and related systems

Integrating WebSphere and Tivoli Access Manager adds WebSphere resources
to the significant list of elements that can be managed via Tivoli Access
Manager’s consistent authorization policy. It also adds to WebSphere
applications the benefits that accrue in a Tivoli Access Manager-protected
environment.

Tivoli Access Manager allows centralized security management for a wide variety
of resources. For instance, it can secure access to WebSphere Application
Server profiles, non-WebSphere applications server profiles, WebSphere MQ
queues, operating systems, and so on. Therefore, WebSphere Application
Server can participate in a broad, large, and cohesive security architecture. Tivoli
Access Manager’'s comprehensive, policy-based approach addresses z/OS and
non-z/OS resources. Externalized security also allows SSO solutions across
applications or resource access.

More specifically, Tivoli Access Manager offers the following key features to
WebSphere Application Server:

» Early user authentication with WebSEAL or the Tivoli Access Manager plugin
for WebSphere Edge Server

» A J2EE authorization module (IBM Access Manager for WebSphere
Application Server (AMWAS)) that replaces built-in WebSphere Application
Server J2EE security

» Lightweight Third-Party Authentication (LTPA) support for SSO
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» WebSphere Trust Association Interceptor support for SSO

» Shared user registry capability

» Java security classes for programmatic use

» SSO to forms-based login

Integrating Tivoli Access Manager with WebSphere Application Server has the
following advantages:

» Container-based security: Enables EJB, servlet, and JSP developers to
focus on business

» Central administration: Provides the ability to manage WebSphere and
non-WebSphere environments

» Flexibility: More flexible user-to-role policies

» Transparency: Provides added value, yet no changes to J2EE code

» Standards-based: Uses J2EE 1.3

» Dynamic: Enables user-to-role changes without application server restart
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Designing the TAM, WAS for
z/0S integration architecture

This chapter introduces the elements of the Tivoli Access Manager and
WebSphere Application Server for z/OS integration architecture. It describes the
different aspects of this integration and study a generic highly available, scalable,
secure architecture. It highlights key architectural issues associated with Tivoli
Access Manager deployment. It also provides a foundation for the highly
available security solution implemented in Chapter 4, “Project test environment”
on page 93.
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3.1 Tivoli Access Manager and WebSphere Application

Server integration capa

ilities
Tivoli Access Manager provides a standard-based authorization framework for
WebSphere applications. In doing so, Tivoli Access Manager supports the Java 2

security model as well as the Java Authentication and Authorization Services
(JAAS) and Java 2 Enterprise Edition (J2EE).

Tivoli Access Manager for WebSphere Application Server provides
container-based authorization and centralized policy management for
WebSphere Application Server applications. When integrated with WebSphere
Application Server, Tivoli Access Manager for WebSphere Application Server is
responsible for all role mappings to principals or groups.

Integrating WebSphere and Tivoli Access Manager adds WebSphere resources
to the significant list of elements that can be managed via Tivoli Access
Manager’s consistent authorization policy. It also adds to WebSphere
applications the benefits that accrue in a Tivoli Access Manager protected
environment. Examples of this include URI-based access control, availability, and
scalability characteristics inherent in Tivoli Access Manager implementations.
Examples also include the ability to support many authentication mechanisms
without impact to the target application and Web single signon (SSO), which are
fully applicable for WebSphere Application Server.

The integration of WebSphere Application Server and Tivoli Access Manager
offers the possibilities presented in the following sections. Among the sections,
possible scenarios are also explored.

3.1.1 Shared user registry

32

Both WebSphere Application Server and Tivoli Access Manager need a user
registry to store such user information as IDs and passwords. The first area of
integration is for both products to use the same user registry, so a single,
common set of users is defined to both WebSphere and Tivoli Access Manager.
They each support a number of Lightweight Directory Access Protocol (LDAP)
servers for this purpose.

WebSphere Application Server can use Tivoli Access Manager for authenticating
users only when one of the LDAP directory servers mentioned in Table 3-1 is
used as the user registry.
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Table 3-1 LDAP directories supported

LDAP directory WebSphere Application | Tivoli Access
Server 5.1 support Manager 5.1 support

z/OS LDAP (IBM z/OS Security | X X

Server)

IBM Tivoli Directory Server X X

Lotus Domino Enterprise X X

Server

Novell eDirectory X X

Sun™ ONE™ Directory Server | X X

Windows Active Directory X X

WebSphere Application Server has no interface for administering users in an

LDAP server, so the tools that are provided with the LDAP server product have to

be used. Tivoli Access Manager has these tools:

» The pdadmin command
» The Web Portal Manager console

WebSphere Application Server never changes the default installation of the

LDAP server, but Tivoli Access Manager does. WebSphere and the LDAP server
need additional configuration after Tivoli Access Manager has been installed to
enable all to work together. The changes to be aware of are:

» Anonymous access to LDAP is no longer permitted. WebSphere Application
Server must be configured with a Bind Distinguished Name (BDN).

» The schema is modified. The default WebSphere group filter defined for a

particular LDAP server must be updated.

» LDAP access control lists (ACLs) are modified. A special privilege is required
to perform a directory search. WebSphere Application Server must be able to
perform directory searches to retrieve users and groups and to populate user
and group-selection lists. Therefore, the WebSphere administration ID must

be added to the LDAP security group.

Chapter 3. Designing the TAM, WAS for z/OS integration architecture
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3.1.2 Web SSO

When a protected resource is located on a back-end Web application server, a
client requesting that resource can be required to perform multiple logins, for
instance one for the WebSEAL server and one for the back-end server. Each
login likely requires different login identities. The problem of administering and
maintaining multiple login identities can often be solved with a SSO mechanism.
A SSO solution allows a user to access a resource, regardless of the resource’s
location, using one initial login. Any further login requirements from back-end
servers are handled transparently to the user. The remainder of this section
provides some suggestions for selecting a SSO option.

If it is assumed that Tivoli Access Manager and WebSphere share a user
registry, then global signon (GSO) can be the last choice for SSO. Instead, using
either the Trust Association Interceptor (TAl) or the Lightweight Third Party
Authentication (LTPA) support can be the preferred solution. GSO is an option
only for the following scenarios:

» When WebSEAL and WebSphere rely on different user registries, a different
user ID and password combination for the user to WebSphere that is
meaningful to the WebSphere user registry may have to be supplied.

» There might be situations, even in the case of a shared user registry, where
-b gso might be useful. For example, internal users can connect to
WebSphere directly using Basic Authentication and then have indirect access
through WebSEAL with WebSEAL being configured to provide forms-based
logon.

Otherwise, we recommend the TAIl option because it is easy to configure and
maintain. No key distribution or periodic update is required. TAl is also the
method used when WebSphere supports integration with third-party reverse
proxy security servers in general.

3.1.3 Web SSO with Trust Association Interceptor
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The TAI option can be set up in two ways: with a trusted user or with a trusted
connection.

TAIl using a trusted user

In this configuration, the TAI identifies the WebSEAL server using the Basic
Authentication header. A trusted user is created in LDAP and the TAl is
configured with that user ID. Only the password (not the user ID) is placed on the
Basic Authentication header by WebSEAL. This represents a “shared secret”,
which only the TAI and the WebSEAL server know.
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At run time, the TAI examines the password and validates with the user registry
that the password belongs to the trusted user. This procedure enables the TAl to
trust that it really is the WebSEAL server asserting the end user’s identity, and
the TAI can therefore trust it.

To set up the junction to use the Basic Authentication header to identify the
WebSEAL server, use the -b supply option on the junction creation command.
Then, WebSEAL builds the Basic Authentication header using the password,
which is specified in the Webseald.conf file (basicauth-dummy-passwd property).

Important: The trust relationship between WebSEAL and WebSphere
Application Server for z/OS is implemented through the use of a password
encrypted in a Basic Authentication header. Someone listening in the network
can easily retrieve this password. This is the reason why we recommend that
you encrypt the communication between WebSEAL and WebSphere
Application Server with Secure Sockets Layer (SSL), for instance. In a trusted
environment, a non-encrypted connection between WebSEAL and
WebSphere Application Server may be used.

Figure 3-1 shows the authentication flow when using the TAI and a trusted user.

WebSphere Application Server

Trust association interceptor

1. Http request N

Validate
established trust
getAuthenticatedUser
name

WebSEAL | 5. Hittp request
ID: WebSEAL,

Password: password, |~
iv-user: joanna

2. Challenge

Browser

3. ID: joanna
Password: joanna

7. joanna

4. Bind: joanna,

joanna authenticate |
6. Bind: WebSEAL,
’ LDAP password

Figure 3-1 Trust Association Interceptor authentication flow
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The authentication flow for the TAI follows this sequence:
1. The browser makes a request for a secured WebSphere resource.

2. The WebSEAL server sends back a challenge, either a Hypertext Transfer
Protocol (HTTP) basic authentication or a form-based challenge.

3. A user name and password are supplied.
4. The WebSEAL product authenticates the user to LDAP.

5. The modified request is forwarded by the WebSEAL product to the
WebSphere Application Server.

6. The plug-in TAI establishes trust between WebSphere Application Server and
the WebSEAL server by using the negotiateAndValidateEstablishedTrust
method. It uses the password from the incoming request and the user ID
specified in the com.ibm.websphere.security.webseal.loginld variable.

7. The plug-in extracts the end-user credentials from the iv-user header field and
passes it to WebSphere Application Server for authorization.

TAl using a trusted connection

In this configuration, the WebSEAL server identifies and authenticates itself to
the Web server using its own client-side certificates. The TAl does not perform
further validation of the WebSEAL server.

This configuration is set in TAIl using the

com.ibm.websphere.security. WebSEAL.mutualSSL=true parameter. When
mutualSSL=true is set, the TAl validates the WebSEAL host using the hostname
property and does no further validation. It assumes that the connection from
WebSEAL to the WebSphere Application Server is completely trusted. Therefore,
client-side certificates for authentication are required.

This setup requires a SSL junction. Create an encrypted junction using SSL with
client certificates, and then specify the certificate label.

3.1.4 Web SSO with LTPA
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WebSphere provides the cookie-based LTPA mechanism. WebSEAL junctions to
support LTPA and provide a SSO solution for clients can be configured.

When a user makes a request for a WebSphere resource, the user must first
authenticate to WebSEAL. After successful authentication, WebSEAL generates
an LTPA cookie on behalf of the user. The LTPA cookie, which serves as an
authentication token for WebSphere, contains the user identity, key and token
data, buffer length, and expiration information. This information is encrypted
using a password-protected secret key shared between WebSEAL and the
WebSphere server.
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WebSEAL inserts the cookie in the HTTP header of the request that is sent
across the junction to WebSphere. The back-end WebSphere server receives the
request, decrypts the cookie, and authenticates the user based on the identity
information supplied in the cookie.

Figure 3-2 shows the authentication flow when using LTPA cookies.

Key File

WebSphere Application Server

HTTP Request
1+  WebSEAL 4

: John
—T— John ———6——>  Application
p) =N l
-
— bind .
@ username=?
password=?

Figure 3-2 LTPA authentication flow

The authentication flow for LTPA follows this sequence:

1.

The browser makes a request for a secured WebSphere resource. The
WebSEAL server sends back a challenge, either an HTTP basic
authentication or a form-based challenge. A user name and password are
supplied.

2. The WebSEAL product authenticates the user to LDAP.
3. WebSEAL encrypts credentials using the shared password-protected secret

key to generate the LTPA cookie.

WebSEAL inserts the LTPA cookie in the HTTP header of the request and
sends the resulting HTTP request to WebSphere.

The back-end WebSphere server receives the request, decrypts the cookie,
and authenticates the user based on the identity information supplied in the
cookie.

The authenticated user request is transferred to the Web container for
execution.
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3.1.5 Web SSO with GSO
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Tivoli Access Manager supports a flexible SSO solution that features the ability to
provide alternative user IDs and passwords to the Web application servers.

GSO grants users access to the computing resources that they are authorized to
use, through a single login. Designed for large enterprises consisting of multiple
systems and applications within heterogeneous, distributed computing
environments, GSO eliminates the need for end users to manage multiple user
names and passwords. The integration is achieved by creating aware junctions
between WebSEAL and back-end Web servers. GSO resources and GSO
resource groups must first be created using the Web Portal Manager or the
pdadmin utility.

When WebSEAL receives a request for a resource located on the junctioned
server, WebSEAL asks the user registry server for the appropriate authentication
information. The user registry server contains a database of mappings for each
registered user that provides alternative user names and passwords for specific
resources and applications. Tivoli Access Manager's GSO provides a mapping
between the primary user identity (used for login to WebSEAL) and another user
ID and password combination that exists in another user registry.

In a pure WebSphere environment, accessing a protected URL causes an HTTP
401 challenge to the browser. The end user enters authentication details (user ID
and password), and this information is passed in a Basic Authentication header
back to WebSphere. WebSphere Application Server then uses the authentication
information to perform an LDAP-bind to authenticate the user.

Figure 3-3 illustrates how the GSO mechanism is used to retrieve user names
and passwords for back-end application resources.
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Figure 3-3 Global signon mechanism

The GSO mechanism activates the following sequence.

1. The client authenticates to WebSEAL with a request for access to an
application resource on an back-end server. A Tivoli Access Manager identity
is obtained.

Note: The SSO process is independent of the initial authentication method.

2. WebSEAL passes the Tivoli Access Manager identity to the user registry
server.

3. The registry returns a user name and password appropriate for the user and
the requested application resource.

4. WebSEAL inserts the user name and password information in the HTTP
Basic Authentication header of the request that is sent across the junction to
the back-end server.
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3.1.6 Application integration with aznAPI

aznAPI is an application program interface (API) that is specifically designed for
Tivoli Access Manager. It has been approved by the OpenGroup as the standard
implementation of the Authorization Model. Tivoli Access Manager provides a C
version of the API, and Java wrappers are available as Open Source.
WebSphere applications may use the aznAPI to retrieve fine-grained
authorization information about a user.

You can find further information about aznAPI on the Web at:
http://www.opengroup.org/onlinepubs/009609199/index.htm

3.1.7 Application integration with PDPermission and JAAS
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Tivoli Access Manager supports the Java 2 security model and JAAS, a standard
Java 2 extension that identifies the user who is running the code. This identity is
factored into Tivoli Access Manager security decisions. Support for the standards
provides great flexibility for Java developers to leverage fine-grained usage of
security and authorization services as an integral component of their application
and platform software.

Tivoli Access Manager offers applications a JAAS-based LoginModule named
com.tivoli.mts.PDLogin and a permission class called
com.tivoli.mts.PDPermission.

» The PDLoginModule class manages authentication with Tivoli Access
Manager. Applications can use PDLoginModule to authenticate a Tivoli
Access Manager user and to create a corresponding PDPrincipal object and
a PDCredential object containing the user’s credentials. The PDPrincipal
class implements the java.security.Principal interface.

» PDPermission can be used to access Tivoli Access Manager for authorization
decisions. PDPermission can locate the current subject, extract the
authentication information, and contact Tivoli Access Manager to determine if
the subject has permission to access the resource in the particular way (read,
write, invoke, and so on).

Servlets, Enterprise JavaBeans™ (EJBs), or utility code can use these classes
according to the JAAS standard. However, non-JAAS applications can also use
them.

PDPermission’s APl is simple. The constructor takes a target resource name
within Tivoli Access Manager’s object space and a Tivoli Access Manager
access mode or set of actions as parameters. The permission is then checked by
a Java2 Security Manager, which throws an AccessControlException if the
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principal is not allowed access to the target resource based on the requested
action.

3.1.8 Application integration, J2EE security, and AMWAS

Among the most exciting features of Tivoli Access Manager is the capability of
WebSphere Application Server to rely on Tivoli Access Manager for full J2EE
role-based authorization. WebSphere Application Server containers can
delegate this responsibility to Tivoli Access Manager. It enables Tivoli Access
Manager to provide centralized management of security policy both for
WebSphere Application Server resources and for resources unrelated to
WebSphere Application Server.

When Tivoli Access Manager is integrated with WebSphere Application Server in
this way, Tivoli Access Manager determines whether a user has any of the roles
necessary to access a requested resource. The inputs are the same, but the role
membership is now managed by Tivoli Access Manager. Tivoli Access Manager
and WebSphere Application Server must be configured to share a user registry.

The advantages of this combination are numerous.

» Enterprises can leverage a common security model across WebSphere and
non-WebSphere resources with common user identities and profiles and
Tivoli Access Manager-based authorization. At the same time, they can use
Tivoli Access Manager's Web Portal Manager to achieve a single point of
security management across J2EE and non-J2EE applications.

There can be one management interface from which both static content
access (Web server) and dynamic content access (roles and JAAS) can be
managed.

» The integration is transparent to the J2EE applications running in WebSphere
Application Server because no coding or deployment changes are needed at
the application level.

» It provides the ability to dynamically manage “role” relationships for multiple
WebSphere Application Server applications from a single “logical” Tivoli
Access Manager policy database. This means that user and group-to-role
mappings can be changed without restarting the application. Tivoli Access
Manager ACLs provide a much more flexible set of user-to-role policies than
the current WebSphere security implementation.

» Access control checks can be based on legacy authorization tables, rules
engines, or both.

» For a single cloned application, access control can be varied on a per server
basis.
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» Access control management can be delegated on a business, not technology,
basis.

» Centralized logging can be integrated with intrusion detection systems.

» The security support is standards-based; it complies with the J2EE 1.3
security specification.

The module that runs within WebSphere Application Server for this purpose is
named IBM Access Manager for WebSphere Application Server (AMWAS). The
AMWAS module relies on classes in the Tivoli Access Manager Java Runtime
(PDJRTE) and communicates with the Tivoli Access Manager authorization
server using the Java API.

The role-to-user mapping is stored in the Tivoli Access Manager ACL database.
The access decision can be further constrained by the particular cell, host, or
server on which the application instance is running. AMWAS is not
role-to-method mapping.

Figure 3-4 shows how WebSphere Application Server container relies on Tivoli
Access Manager for authorization decisions.
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Figure 3-4 WebSphere Application Server for z/0S and the AMWAS module
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Here is how it works:

1.

When security is enabled and an unauthenticated user tries to access a
protected resource, WebSphere Application Server (or WebSEAL)
authenticates the user against the LDAP registry being shared with Tivoli
Access Manager.

. The WebSphere Application Server container then uses the

method-permissions or security-constraints from the deployment descriptors
of the application’s EJB or Web modules to determine the roles necessary to
access the resource.

Alternatively, if the application itself uses programmatic security, such as
isCallerInRole(), the same mechanism is used.

The container passes the following items to AMWAS:

— Principal: This is a user ID or a special “everyone” case. AMWAS maps it
to a Tivoli Access Manager user or an “unauthenticated” credential.

— List of roles: For declarative security, this refers to the list of roles that
WebSphere Application Server gets from the application configuration
(originally from the deployment descriptors). For programmatic security,
such as isUserInRole(roleName), this is a list of one role.

— Context: This refers to additional information that WebSphere Application
Server passes to AMWAS. It includes the appname, cellname, host name,
and servername.

For each role in the list, AMWAS makes a PDPermission call with the
credential mapped from the user ID provided to find if the user (or
“unauthenticated”) is associated with the role. If the Tivoli Access Manager
policy database has a policy specified for any of the context information, the
authorization server can use this information when making the authorization
decision.

The Tivoli Access Manager authorization server retrieves the user and group
membership information from the shared LDAP directory and the permissions
defined for the user in the Access Manager protected object space.

If the user is granted any of the roles in the list, then Yes is returned. If none of
the roles are granted, then No is returned.

WebSphere Application Server permits or denies access to the protected
resource accordingly.
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3.1.9 Integration scenario 1: Tivoli Access Manager authentication
and LocalOS authorization for WebSphere Application Server

Tivoli Access Manager has the ability to use a z/OS LDAP server to store its user
registry. Additionally, z/OS LDAP can be configured for native authentication.
Native authentication facilitates authentication to be performed using Resource
Access Control Facility (RACF) user IDs and passwords. To support full auditing
capability, many businesses, such as banks or insurance companies, require that
RACF is used to control access to secure data. Native authentication provides
this support.

Figure 3-5 shows a scenario using WebSphere Application Server for z/OS,
Tivoli Access Manager for authentication, and z/OS LDAP native authentication.
In this scenario, Tivoli Access Manager is used only for authentication. This
authentication is done against z/OS LDAP which checks passwords against
RACF. WebSphere Application Server for z/OS uses the LocalOS user registry
(RACF) for authorization.

This is a SSO scenario. Authentication occurs at the Load Balancer or WebSEAL
level. The identity of the user is then retrieved by WebSphere Application Server
using a TAIl or using LTPA tokens.

The Load Balancer has a Tivoli Access Manager plug-in to act as a Remote
Proxy Security Server (RPSS). WebSEAL is a RPSS. Load Balancer is the
preferred solution for high availability configuration to balance workload to
WebSphere Application Server clusters, with support for dynamic configuration.

TAM (T )
Policy Server TAM | LDAP Native | RACF
Authorization Registry z/OS | Authentication
Server
?
AUTHENTICATION
Internet/ WebSphere
Intranet \—————— Edge (I WAS |
HTTP Flow } Components f\H11P Flow 2/0S z/OS
or WebSEAL TAl or
LTPA Token

Figure 3-5 Scenario 1: Authentication and native authentication
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Why set up scenario 1?

» WebSphere Application Server for z/OS uses LocalOS (RACF) for
authorization.

» Tivoli Access Manager allows cross-platform centralized authentication
management.

» Native authentication allows user registry passwords to be stored inside
RACF where they are not accessible from outside.

» Native authentication allows end users to enter their MVS™ user ID and
password when they access a URL that requires authentication.

» LDAP can be a central user registry for SSO solutions.

» The TAI or LTPA tokens allow SSO between WebSEAL and WebSphere
Application Server.

» WebSEAL allows early authentication in the demilitarized zone (DMZ).
» WebSEAL protects URIs.

» WebSEAL hides WebSphere Application Server from the exposed
network.

You can learn more about this scenario setup with WebSphere Application
Server for z/0OS v4.0.1 in the IBM Redbook Tivoli and WebSphere Application
Server for z/0S, SG24-7062. To learn more about the LDAP native
authentication setup, see Appendix A, “LDAP on z/OS native authentication” on
page 475.

3.1.10 Integration scenario 2: Tivoli Access Manager authentication
and authorization for WebSphere Application Server

WebSphere Application Server has the ability to interface with Tivoli Access
Manager for authentication and J2EE role-based authorization purposes. The
role-to-user mapping is stored in the Tivoli Access Manager ACL database. The
access decision can be further constrained by the particular cell, host, or server
on which the application instance is running.

Figure 3-6 shows a scenario using WebSphere Application Server for z/OS,
Tivoli Access Manager for authentication, and J2EE role-based authorization. In
this scenario, Tivoli Access Manager is used for authentication and authorization.
WebSphere Application Server for z/OS uses the LDAP remote registry and
Tivoli Access Manager for J2EE role-based authorization.
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Like the first scenario, this is also a SSO scenario. Authentication occurs at the
Load Balancer or WebSEAL level. Then the identity of the user is retrieved by
WebSphere Application Server using a TAI or using LTPA tokens.

The Load Balancer has a Tivoli Access Manager plug-in to act as a RPSS, which
WebSEAL is. Load Balancer is the preferred solution for high availability
configuration to balance workload to WebSphere Application Server clusters,
with support for dynamic configuration.
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Figure 3-6 Scenario 2: Authentication and authorization

This scenario was setup in the project test environment.

Why set up scenario 2?

» Tivoli Access Manager allows cross-platform centralized authentication
and authorization management.

» Tivoli Access Manager allows cross-platform centralized users access to
J2EE roles management.

» LDAP can be a central user registry for SSO solutions.

» The TAI or LTPA tokens allow SSO between WebSEAL and WebSphere
Application Server.

» WebSEAL allows early authentication in the DMZ.
» WebSEAL protects URls.

» WebSEAL hides WebSphere Application Server from the exposed
network.
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3.1.11 Integration scenario 3: Tivoli Access Manager authentication,
authorization and native authentication for WebSphere Application

Server

This scenario is a combination of scenario 2 with LDAP native authentication as
described in Appendix A, “LDAP on z/OS native authentication” on page 475.
Figure 3-7 shows this scenario using WebSphere Application Server for z/OS,
Tivoli Access Manager for authentication, and J2EE role-based authorization and
LDAP native authentication. In this scenario, Tivoli Access Manager is used for
authentication and authorization. WebSphere Application Server for z/OS uses
the LDAP remote registry and Tivoli Access Manager for J2EE role-based
authorization. The authentication is done against z/OS LDAP, which checks
passwords against RACF.
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Figure 3-7 Scenario 3: Authentication, authorization, native authentication
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Why set up scenario 3?

» Tivoli Access Manager allows cross-platform centralized authentication
and authorization management.

» Tivoli Access Manager allows cross-platform centralized users access to
J2EE roles management.

» Native authentication allows user registry passwords to be stored inside
RACF where they are not accessible from outside.

» Native authentication allows end users to enter their user ID and MVS
password when they access a URL that requires authentication.

» LDAP can be a central user registry for SSO solutions.

» The TAI or LTPA tokens allow SSO between WebSEAL and WebSphere
Application Server.

» WebSEAL allows early authentication in the DMZ.
» WebSEAL protects URIs.

» WebSEAL hides WebSphere Application Server from the exposed
network.

To set up this scenario, configure LDAP on z/OS and then follow the configuration
setup as explained in the following sections.

Section 5.5, “LDAP on z/OS” on page 183

Section 5.7, “Installation” on page 185

Section 5.8, “Configuration” on page 197

Appendix A, “LDAP on z/OS native authentication” on page 475

\{

vvyy

3.2 Things to consider

This section examines the concepts to consider when planning the deployment
of Tivoli Access Manager and WebSphere Application Server for z/OS in a
production environment. The following main issues are addressed:

> Security
» Availability
» Scalability
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3.2.1 Security

The most secure system is a closed system. As more layers are added to an
application, and redundancy and failover in the infrastructure and network are
added, building a secure, end-to-end system becomes a more complicated task.

Adding security design objectives into an architecture creates a framework to
organize and validate the business environment and security risks. The
immediate benefit is saved time and lower costs to reach the outcome. Security
design objectives must outline how to:

» Deploy and manage trusted credentials

» Control access to stored information consistent with roles, responsibilities,
and privacy policies

» Control access and use of systems and processes consistent with roles and
responsibilities

» Protect stored or “in transit” information consistent with its classification,
control, and flow policies

» Assure the correct and reliable operation of components and services

» Defend against attacks

» Defend against fraud

The IBM Method for Architecting Secure Solutions (MASS) uses the Common
Criteria definition of risk management as a framework. It identifies four steps in
risk management:

1. Identify vulnerabilities.

Identify threats or threat agents.

3. Determine the risk imposed.

4. |dentify available countermeasures.

N

Security risk management plays a big part in designing a secure solution, but so
does security assurance. The risks to the system must be defined. And, it must
be ensured that those risks that provide assurance for the correctness and
effectiveness of the security solution are counter measured.

MASS provides design objectives or rather a starting point. Based on Common
Criteria, MASS is compliant with international standards that are comprehensive
and well accepted. MASS provides a set of security domains to help define the
threats to an enterprise, including actors and users, flow control, authorization,
physical security, and so on. It enables information assets to be assigned to
security domains that become crucial in high-level designs of an architecture.
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The IBM On Demand Business methodology fits well with MASS domain
concepts. MASS is built on open and accepted standards. On Demand Business
patterns originate in IBM product divisions and are provided as operational
models that are also based on open standards and technologies. The principles
of the “six As” of the On Demand Business factor also fit well into the overall plan:

»

Authorization: Allowing only users who are approved to access systems,
data, application, and networks (public and private)

Asset protection: Keeping data confidential by ensuring that privacy rules
are enforced

Accountability: Identifying who did what and when
Assurance: The ability to confirm and validate the enforcement of security
Availability: Keeping systems, data, networks, and applications reachable

Administration: Defining, maintaining, monitoring, and modifying policy
information consistently

In order for a network security solution to work, it must be based on consistent,
corporate-wide policies. A successful deployment requires that an effective link
be forged from the management definition of policy to the operational
implementation of that policy. Plan security policies around a business model, not
the other way around.

Some key principles can be applied to an access control solution:

>

The security solution must have a central point of authority for security-related
information. This authority must support both centralized and distributed
management. It enables a consistent policy to be applied across applications,
systems, and throughout the organization, while providing a flexible
administration framework that fits into and enhances an organization’s
operation capabilities. This principle implies a high degree of integration,
broad coverage, and flexibility required from the products that are chosen to
support it. Integration is one of the greatest challenges.

Access decisions must be evaluated where and when they are required, not
at the beginning of a transaction. Gated controls must be employed
throughout the solution. Putting all controls at the front door places too much
emphasis on the concept of trust. For example, allowing someone entry into a
house and then allowing the person to do what they choose creates an
inherently less secure system. It requires good integration capability to enable
a common security service to permeate an environment.

Sufficient logging is required to capture all authentication and access control
decision events and logs. The level of logging must be based on business and
security requirements. Therefore, the security solution provides
comprehensive and flexible logging coverage, allowing it to be customized.
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Because no security solution is foolproof, it is essential to keep good records
of the transactions performed by the security system.

3.2.2 Availability

Applications require what is known as near-continuous availability. Availability in
this context means the ability of all or some end users to use their secured
applications. The question of what percentage of work can be processed on a
continuous basis is an economic decision, based on cost and the value of
continuous availability to the organization.

Although there is no standard definition of near-continuous availability, many
large companies have adopted a goal of no more than five to ten hours per year
of planned plus unplanned outages. This translates to an overall systems
availability of 99.9%. This contrasts to the historical paradigm of a maintenance
window of eight hours every weekend, or 400 hours of outage per year. Other
companies are adopting service-level objectives slightly less demanding but still
challenging. For example, an objective of a quarterly four-hour maintenance
window (16 hours per year of planned outage) requires many of the same design
principles as the near-continuous availability objective.

There are four essential building blocks for a continuously available system.

» A design with no single points of failure

» Highly reliable hardware and software components
» The ability to avoid planned outages

» Seamless mechanisms for relocating workloads

A popular definition of continuous availability is:

continuous availability = high availability + continuous operations

High availability

A high availability system is designed, implemented, and deployed with sufficient
components to satisfy the system’s functional requirements. It also has sufficient
redundancy in components (hardware, software and procedures) to mask certain
defined faults.

In designing a server topology to support high availability, the planner must take
into account the types of servers required, the application workload capacity that
they must support, and the level of availability, or “up time”, required. Capacity
requirements come from performance testing the application and understanding
what the incoming load characteristics are in production. The number of
redundant servers is then determined by the service-level agreement (SLA)
requirements.
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There is much confusion in the industry over the use of the terms reliability and
availability. Reliability is the resilience of a system or component to unplanned
outages. This is typically achieved through quality components, internal
redundancy, and sophisticated recovery or correction mechanisms. This applies
to software as well as hardware. z/OS has millions of lines of code devoted to
correction and recovery. This reliability, coupled with a design that eliminates
single points of failure at the component level, provides what is known in the
industry as high availability. \n fact, this is high reliability, or the ability to avoid
unplanned incidents. To achieve continuous availability, a design that has
99.999% reliability is targeted.

The most common way to achieve availability is to provide redundant
components. The objective is to avoid single points of failure and to provide
sufficient bandwidth to handle the maximum projected workload.

It is important in a high availability infrastructure to ensure that all the
components are made highly available, not just the WebSphere Application
Server profiles and Web servers. For each component, consider the availability
of the following items.

» Processing capacity
If a component fails, what picks up the processing workload?
» Configuration or static data

What mechanism exists to ensure that any relevant configuration or static
data (for example, Web content) information of a failed component is correctly
passed to the backup?

» Dynamic data

What happens to any dynamic data managed by a failed component. For
example, is the data lost, frozen until the component is recovered, or passed
by way of shared or replicated storage to the backup?

The availability of each component is a combination of several things.

» Availability of the hardware
» Availability of the operating system
» Availability of the component software

Continuous operations

The other component of continuous availability is continuous operations. This
means the ability to avoid unplanned and planned outages, where the business
does not stop even a failure event. It includes the ability to upgrade and maintain
the central processors, the operating systems, Tivoli Access Manager
components, and WebSphere Application Server for z/OS applications without
stopping secured applications from an end-user perspective.
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Since the topic of how to upgrade and maintain a Tivoli Access Manager and a
WebSphere Application for z/OS infrastructure is so vast, it is not addressed in
this book. As a matter of fact, they would require their own book.

3.2.3 Scalability

Scalability refers to a component’s ability to adapt readily to a greater or lesser
intensity of use, volume, or demand while meeting business objectives.
Understanding the scalability of the components of an On Demand Business
infrastructure and applying appropriate scaling techniques can greatly improve
availability and performance. Scaling techniques are especially useful in multitier
architectures when components associated with the edge servers are evaluated.
These components consist of the Web presentation servers, the Web application
servers, and the data and transaction servers.

Scaling a multitiered infrastructure from end to end means managing the
performance and capacities of each component within each tier. The basic
objectives of scaling a component or system are to:

» Increase the capacity or speed of the component
» Improve the efficiency of the component or system
» Shift or reduce the load on the component

As one increases the scalability of one component, the result may change the
dynamics of the site service, thereby moving the “hot spot” or bottleneck to
another component. The scalability of the infrastructure depends on the ability of
each component to scale to meet increasing demands.

We recommend that an organization considers this high-level approach to
classifying a Web site and learns which scaling techniques need to be applied.
The approach is systematic, but the IT architects in an organization are required
to improvise and adapt the approach to the situation. There are six steps.

Understand the application environment.
Categorize the workload.

Determine the components that are most impacted.
Select the scaling techniques to apply.

Apply the techniques.

Re-evaluate.

2 e 3

Knowing the workload pattern (publish/subscribe and customer self-service, for
example) determines where to focus the scalability efforts and which scaling
techniques to apply.
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Here’s a summary of the eight scaling techniques.

1.

Use a faster machine.

This technique applies to the edge servers, the Web presentation server, the
Web application server, the directory and security servers, the existing
transaction and data servers, the network, and the Internet firewall. The goal
is to increase the ability to do more work in a unit of time by processing tasks
more rapidly. A faster machine can be achieved by upgrading the hardware or
software.

However, an issue is that software capabilities can limit the hardware
exploitation and vice versa. Another issue is that due to hardware or software
changes, changes may be needed to existing system management policies.

Create a cluster of machines.

This technique applies to the Web presentation server, the Web application
server, and the directory and security servers. The primary goal is to service
more client requests. Parallelism in machine clusters typically leads to
improvements in response time. Also, system availability is improved due to
failover safety in replicas. The service running in a replica may have
associated with it state information that must be preserved across client
requests and needs to be shared among machines.

State sharing is probably the most important issue with machine clusters and
can complicate the deployment of this technique. IBM WebSphere’s workload
balancing feature uses an efficient data sharing technique to support
clustering. Such issues as additional system management for hardware and
software can also be challenging.

Use appliance servers.

This technique applies to the edge servers, the Web presentation server, the
directory and security servers, the network, and the Internet firewall. The goal
is to improve the efficiency of a specific component by using a special
purpose machine to perform the required action. These machines tend to be
dedicated machines that are fast and optimized for a specific function.
Examples are network appliances and routers with cache, such as the Load
Balancer.

Some issues to consider regarding special machines are the sufficiency and
stability of the functions and the potential benefits in relation to the added
complexity and manageability challenges. It's worth noting, however, that the
newer generation of devices are increasingly easy to deploy and manage;
some are even self-managed.
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4. Segment the workload.

This technique applies to the Web presentation server, the Web application
server, the data server, the intranet firewall, and the network. The goal is to
split the workload into manageable chunks, to obtain more consistent and
predictable response time. The technique also makes it easier to manage on
which servers the workload is being placed. Combining segmentation with
replication often offers the added benefits of providing an easy mechanism to
redistribute work and scale selectively as business needs dictate.

An issue with this technique is that to implement the segmentation, you need
to be able to characterize the different workloads serviced by the component.
After segmenting the workload, additional infrastructure is required to balance
physical workload among the segments, such as using the Load Balancer.

5. Batch requests.

This technique applies to the Web presentation server, the Web application
server, the directory and security servers, the existing business applications,
and the database. The goal is to reduce the number of requests sent between
requesters and responders (such as between tiers or processes) by allowing
the requester to define new requests that combine multiple requests. The
benefits of this technique arise from the reduced load on the responders by
eliminating overhead associated with multiple requests. It also reduces the
latency experienced by the requester due to the elimination of overhead costs
with multiple requests.

Some issues are that there may be limits in achieving reuse of requests due
to inherent differences in various requests types, such as how a Web front
end differs from a voice response front end. This can lead to increased costs
of supporting different request types.

6. Aggregate user data.

This technique applies to the Web presentation server, the Web application
server, and the network. It allows rapid access to large customer data
controlled by existing system applications and support personalization based
on customer specific data.

When accessing existing customer data spread across existing system
applications, the existing applications may be overloaded, especially when
the access is frequent. This can degrade response time. To alleviate this
problem, the technique calls for aggregating customer data into a customer
information service (CIS). A CIS that is kept current can provide rapid access
to the customer data for a large number of customers. Therefore, it can
provide the required scalability. An issue with a CIS is that it needs to scale
well to support large data and to field requests from a large number of
application servers (requesters).
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7. Manage connections.

This technique applies to the Web presentation server, the Web application
server, the security server, and the database. The goal is to minimize the
number of connections needed for an end-to-end system and to eliminate the
overhead of setting up connections during normal operations.

To reduce the overhead associated with establishing connections between
each layer, a pool of pre-established connections is maintained and shared
among multiple requests flowing between the layers. Managing connections
properly can improve scalability and response time. Administrators must
monitor and manage resources proactively to optimize component allocation
and use.

8. Cache.

Caching is a key technique to reduce hardware and administrative costs and
to improve response time. Caching applies to the edge server, the Web
presentation server, the Web application server, the network, the existing
business applications, and the database. The goal is to improve the
performance and scalability by reducing the length of the path traversed by a
request and the resulting response, and by reducing the consumption of
resources by components.

Scalability of an infrastructure and application server environment can be
accomplished either horizontally or vertically where there be many small
machines or a few large machines. When an infrastructure moves beyond having
one server, a secondary issue of coordination of work and data across multiple
servers must be addressed.

The zSeries hardware platform is unique in that it allows both horizontal and
vertical scaling on the hardware to be accomplished. This can be accomplished
by adding engines, by using the logical partition (LPAR) capabilities, and by using
the Parallel Sysplex technology of zSeries.

3.3 Generic architecture

56

The generic architecture presented here takes into account the concerns of
security, availability, and scalability that were described in the preceding sections.

The presentation of this generic architecture is structured with three topics.

» Generic logical architecture: Functional
» Generic logical architecture: Technical
» Generic physical architecture
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The detailed description of the mechanisms that are involved in fulfilling high
availability or scalability and the security aspects of this architecture are covered
in 3.4, “Security” on page 61, through 3.7, “Solution affinity, sessions, and

failover” on

page 85.

3.3.1 Generic logical architecture: Functional

Figure 3-8 shows a typical generic, highly available, and secure On Demand
Business infrastructure.

Logical Architecture
Functional View
Some connections are not shown
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Figure 3-8 Generic logical architecture: Functional view

The first group of servers is load balancers or more specifically HTTP load
balancers. Their role is to distribute the HTTP requests workload coming from
the Internet or the intranet to the security proxies. They might possess some
affinity feature so that requests coming from a client (typically a browser) keep
going to the same security proxy. They must be scalable (one to n instances) to
readily adapt to the workload on demand. They must be configured in a high
availability configuration (at least two instances to eliminate single points of

failure).
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The second group of servers is security proxies. Their role is to control access to
Web content or to Web application resources. More specifically, they
authenticate end-users and authorize their access to Web content or to Web
application resources. They apply the security policies dictated by the security
manager. They might possess some affinity feature so that requests coming from
a client (typically a browser) keep going to the same Web server. They also must
have a session feature so that a user is required to log on only once. They must
be scalable (one to n instances) to readily adapt to the workload on demand.
They must be configured in a high availability configuration (at least two
instances to eliminate single points of failure).

The third group of servers is security managers. Their role is to maintain the
security policies for the secure domain. They are the central point of the secure
domain architecture. They possess a database containing a virtual
representation of resources to protect such as a protected object space.

The fourth group of servers is user repositories. Their role is to store user data,
such as user IDs, passwords, and so on. They contain a database of the user
identities, a representation of groups that may be associated with users, and a
data store of other metadata required to support authorization functions. They
must be scalable (one to n instances) to readily adapt to the workload on
demand. They must be configured in a high availability configuration (at least two
instances to eliminate single points of failure).

The fifth group of servers is Web servers. Their role is to serve Web static content
efficiently. They also route HTTP requests for Web application servers. They
might possess some affinity feature so that requests coming from a client
continue going to the same application server. They must be scalable (one to n
instances) to readily adapt to the workload on demand. They must be configured
in a high availability configuration (at least two instances to eliminate single
points of failure).

The sixth group of servers is application servers. Their role is to run Web
applications. In a J2EE environment, they run Java applications composed of
servlets, JavaServer Pages (JSPs), EJBs, and so on. They often connect to
databases (DB2), legacy systems (CICS, IMS and so on), or both. They must be
scalable (one to n instances) to readily adapt to the workload on demand. They
must be configured in a high availability configuration (at least two instances to
eliminate single points of failure).

The seventh group of servers is load balancers for LDAP requests from
application servers. They are required for high availability purposes.
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3.3.2 Generic logical architecture: Technical

Figure 3-9 shows a corresponding technical view for the typical, generic, highly
available, and secure On Demand Business infrastructure.
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Figure 3-9 Generic logical architecture: Technical view

WebSphere Edge Server Load Balancer provides:

» High availability: See 3.5.1, “Components of WebSphere Edge Server Load
Balancer availability” on page 68.

» Scalability: See 3.6.1, “WebSphere Edge components Load Balancer
scalability” on page 78.

» Affinity: See 3.7.1, “WebSphere Edge Server Load Balancer affinity” on

page 85.

WebSEAL is a RPSS, which provides:

» High availability: See 3.5.2, “WebSEAL availability” on page 71.
» Scalability: See 3.6.2, “Tivoli Access Manager scalability” on page 78.
» Affinity and sessions: See 3.7.2, “WebSEAL affinity and sessions” on

page 87.
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Tivoli Access Manager Policy Server is a Security Manager. There can be only
one single Policy Server in a Tivoli Access Manager domain. To provide the
redundancy for the shared data and for the functions that are provided by the
Tivoli Access Manager Policy Server, install and configure a primary Policy
Server and a standby Policy Server.

z/OS LDAP or IBM Tivoli Directory Server (LDAP) are user repositories, which
provide:

» High availability: See 3.5.4, “LDAP availability” on page 73.
» Scalability: See 3.6.3, “LDAP scalability” on page 81.

The HTTP Server for z/OS with WebSphere Application Server plug-in is a Web
server which provides:

» High availability: See 3.5.6, “HTTP Server for z/OS availability” on page 75.

» Scalability: See 3.6.5, “HTTP Server for z/OS scalability” on page 82.

» Affinity: See 3.7.3, “HTTP Server for z/OS, WebSphere Application Server
plug-in affinity” on page 90.

WebSphere Application Server for z/OS is an application server which provides:

» High availability: See 3.5.7, “WebSphere Application Server for z/OS
availability” on page 76.

» Scalability: See 3.6.6, “WebSphere Application Server for z/OS scalability” on
page 82.

» Sessions: See 3.7.4, “WebSphere Application Server for z/OS sessions” on
page 91.

3.3.3 Generic physical architecture
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Figure 3-10 shows a sample Tivoli Access Manager secure domain that is
integrated with WebSphere Application Server for z/OS. This architecture does
not show redundancy for high availability and scalability. Nor does it show load
balancers. Instead, this architecture shows z/OS LDAP. LDAP does not have to
run on z/OS.

Supported LDAP software is listed in Table 3-1 on page 33. The physical
placement of components is explained in 3.4.3, “Network zones and component
placement” on page 64.

In this configuration, there is no DMZ for requests coming from the intranet. But
the firewall setup still forces HTTP requests to go through WebSEAL for
authentication and authorization purposes. Many large companies choose to use
a DMZ for intranet users. The decision to set up a DMZ for intranet users
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depends on how critical the Web application is and how much trust is given to
intranet users.
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Figure 3-10 Generic physical architecture

3.4 Security

The following sections present the various elements to consider for security of

the Tivoli Access Manager and WebSphere Application Server for z/OS
infrastructure.

3.4.1 Typical requirements

Several commonly encountered business requirements tend to drive Web
security solutions such as those using WebSEAL.

» Different back-end and Web content hosting systems require users to
authenticate multiple times, causing a negative user experience.

To improve customer satisfaction, implement a method for single user
authentication.

» The Web-based functions of the business extend into content and
applications, which increasingly require sophisticated security management.
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Almost all businesses that are on the Web encounter this. Beyond basic,
static informative content, the inadequacies in simple security mechanisms
typically present in many Web servers become clear. The enforcement of
Web security across the enterprise is only successful when there is
something more sophisticated and manageable at the enterprise level.

Web security policies must be consistently applied across the business.

Without a common security infrastructure, Web content and application
security policies tend to be applied differently by various parts of the business.
This results in an accumulation of differing security mechanisms that enforce
policy in different ways, often to the point where you cannot easily understand
what the organization’s overall security policies are.

The cost of Web security management must be predictable.

Security requirements evolve with the business. Ultimately, the cost of a
commonly leveraged solution that is reliable and scalable to the needs of the
business is far more predictable than other approaches.

Threats of inadvertent security compromises or hacker attacks represent
significant risks to business operations and company goodwill.

The direct costs of investigation and recovery after a security incident may be
significant, but the indirect costs may be even greater. Especially when doing
business on the Web, a perception that security is inconsistent and may be
compromised can cause substantial revenue loss.

Competitors leverage security solutions to explicitly generate user trust.

Even if threats are minimal, it still may be essential to maximize the trust that
users have in the business’s ability to protect itself from compromise.
Competitors who can successfully present a solid, secure image may have an
advantage over a business that does not.

In conjunction with the business requirements that drive the need for a Web
security solution, the following design objectives (technical requirements) are
often encountered.

>

>

>

There is a need to apply security policy independent of application logic.

A common security control point for Web infrastructure is needed.

Security policy management must be operating system platform independent.
SSO for access to Web content and applications is needed.

Authorization policy management and enforcement mechanisms must be
consistent across applications.

Exposure of Web content and applications to potential attack must be
minimized.

There must be a common audit trail of accesses to all Web applications.
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These are only examples of some of the possible design objectives that might
drive Web security solutions, such as those that use WebSEAL.

3.4.2 Web security principles

The approach to Tivoli Access Manager architectures is based on three
principles that are consistently applied.

» Web security must begin at the front gate.

This means that first, there needs to be a logical Web “front gate” to content
and applications. Side and back gates create vulnerabilities. Second, access
must be controlled at this point, because after someone gains access inside,
there are many more available channels through which vulnerabilities may be
exploited. The Web front gate is also the initial “choke point” for auditing
access attempts.

WebSEAL is the Tivoli Access Manager component that provides this logical
Web front gate. lts authentication capabilities and integration with the Tivoli
Access Manager authorization services enable you to know who a user is and
make appropriate access decisions before exposing any additional Web
infrastructure.

» Minimize the number of direct paths to each component.

Ideally, there must be only one HTTP or HTTPS path to Web servers from a
browser. To enforce this, the stateful packet filtering capabilities of firewalls
can be used to allow or prevent certain traffic. This can protect you from
certain types of attack, unless the firewall itself is compromised.

The attacker then may be able to launch a multitude of direct attacks on the
Web server in an attempt to gain direct access to sensitive content and
control of applications. By interposing a reverse proxy, such as WebSEAL, the
range of possible attack scenarios in the event of a firewall compromise is
reduced.

» Keep critical content and application functions away from hosts that directly
interface to Web clients (that is, browsers).

The farther away components are from a potential attacker, the easier it is to
minimize the number of available direct paths to exploit them.
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3.4.3 Network zones and component placement
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This section examines network zones and component placement.

Network zones

Different network zones exist in the specific context of Tivoli Access Manager
architecture. A zone represents an area for which a common set or subset of
non-functional requirements can be defined.

Consider four types of network zones with regard to Tivoli Access Manager
component placement.

»

»
»
»

Uncontrolled (the Internet)

Controlled (an Internet-facing DMZ)

Restricted (a production or management network)
Trusted (an intranet)

The choice of the number of zones, and their specific security measures and
policies, is based on analysis of assets (information) and associated risks. There
may be multiple instances of each throughout an enterprise, each containing
different groupings of assets and having specifically tuned policies. The key point
is that these are generalized types, and a physical level view could have multiple
instances of the same zone time.

Since none of the components are placed in an uncontrolled zone, look closer at
the remaining three zones.

>

Internet DMZ (controlled zone)

The Internet DMZ is generally a controlled zone that contains components
with which clients may directly communicate. It provides a buffer between the
uncontrolled Internet and internal networks. Because this DMZ is typically
bounded by two firewalls, there is an opportunity to control traffic at multiple
levels.

— Incoming traffic from the Internet to hosts in the DMZ
— Outgoing traffic from hosts in the DMZ to the Internet
— Incoming traffic from internal networks to hosts in the DMZ
— Outgoing traffic from hosts in the DMZ to internal networks

WebSEAL or the Load Balancer caching proxy with the Tivoli Access
Manager plug-in fits well into such a zone. With the available network traffic
controls provided by the bounding firewalls, it provides the ability to deploy a
highly secure Web presence without directly exposing components that may
be subject to attack by network clients.
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» Production or management networks (restricted zones)

One or more network zones may be designated as restricted. They support
functions to which access must be strictly controlled and direct access from
an uncontrolled network must not be permitted. As with an Internet DMZ, a
restricted network is typically bounded by one or more firewalls and incoming
and outgoing traffic may be filtered as appropriate. These zones contain
back-end Tivoli Access Manager components that do not directly interact with
users.

» Intranet (trusted zone)

A trusted zone is generally not heavily restricted in use. However, an
appropriate span of control exists to assure that network traffic does not
compromise operation of critical business functions. Corporate intranets may
be examples of such zones. Depending on the specific level of trust existing in
a trusted zone, it may be appropriate to place certain Tivoli Access Manager
components within it.

Figure 3-11 shows the network zones.

-

iUncontrolled:| i Controlled : |i Trusted i| : Restricted i||i Restricted

i Zome il'i Zone i|i ~Zone il _Zone il|i _Zone
Internet Internet DMZ Intranet Production Management
network network

LESS SECURE MORE SECURE

Figure 3-11 Network zones

The examples used do not necessarily include all possible situations. There are
organizations that extensively segment functions into various zones. Some do
not consider the intranet as a trusted zone and treat it much like the Internet,
placing a DMZ buffer between it and critical systems infrastructure contained in
other zones. However, in general, the principles discussed here may be easily
translated into appropriate architectures for such environments.

Component placement

Placement of various Tivoli Access Manager components within network zones
is a reflection of the security requirements in play. It is also a choice based upon
existing or planned network infrastructure and levels of trust among the
computing components within the organization. While requirement issues may
often be complex, especially with regard to the specific behavior of certain
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applications, determination of a Tivoli Access Manager architecture that
appropriately places key components is not difficult. With some knowledge about
the organization’s network environment and its security policies, reasonable
component placements within the proper zone are usually easily identifiable.

Here are some guidelines for placing components involved in a distributed
architecture with Tivoli Access Manager and WebSphere Application Server for
z/OS.

» Tivoli Access Manager Policy Server, Authorization Server

Always place this server in a restricted, or at least a trusted, zone. The ideal
zone is the Management Network Restricted zone if applicable.

» WebSEAL

WebSEAL must always be the sole HTTP or HTTPS contact point for a Web
server from an Internet client. When using the caching proxy in an intranet
setting, this is usually desirable as well. When WebSEAL is accessible via the
Internet, it must be placed in a DMZ.

WebSEAL accessible via the intranet must be placed in a restricted zone
such as the production network.

» LDAP user registry

The registry must be in a restricted zone, to which access may be strictly
controlled, or at least a trusted network. Firewall configurations must disallow
any possibility of access to the user registry from the uncontrolled zones such
as the Internet. The ideal zone is the Management Network Restricted zone if
applicable.

» Web server

We recommend that the back-end Web servers do not reside in an Internet
DMZ. Ideally, Web servers must be in a special, restricted zone, but can also
be placed in a more open, yet trusted, network zone if appropriate
configuration steps are taken.

» Application server
Place this server in the production network restricted zone.

Figure 3-12 shows a configuration for placing Tivoli Access Manager and
WebSphere Application Server for z/OS in network zones. Notice that there is no
DMZ for requests coming from the intranet.

It must be clear that by simply following the guidelines, many Tivoli Access
Manager architectures are relatively straightforward. The real complexities often
come into play when addressing things other than the overall architecture itself,
which are normal issues involved in enterprise systems deployment.
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Figure 3-12 Network zones’ component placement

3.4.4 SSL

All communication among Tivoli Access Manager components is, or is
configurable to be as needed, secure using SSL. SSL addresses only the issues
of privacy and integrity of communication among components. It does not deal
with other types of security exposures that are inherent in the physical placement
of those components within the network infrastructure.

The choice to use SSL among certain components must be primarily based upon
the trust relationships that exist within the network zones in which they operate.
While trust may influence the placement of various Tivoli Access Manager

components within different network zones, the use of SSL itself does not govern
such placements.
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3.5 Availability

The Internet has changed the idea of fixed hours of operation forever. Now
customers or employees expect to access Web sites at any time, day or night,
increasing visibility and profitability. IT systems must be reliable and offer
consistent content to the client in a timely fashion at any time.

Each element in a configuration must be analyzed for failure points, including the
hardware. Most hardware appliances, such as routers or switches, can be
configured for failover or alternate paths, and cold standbys can be kept
available, in case a hardware failure occurs.

The discussion in this section focuses on the availability of all components that
are part of the Web application. The infrastructure elements, such as firewalls
and routers, are not considered.

Eliminating single points of failure is key for providing high availability to any
information system configuration. Single points of failure are hardware or
software components in a configuration in which failure provokes the
unavailability of the whole system environment.

Potential single points of failure candidates for distributed security with Tivoli
Access Manager and WebSphere Application Server include the areas
presented in the following sections.

3.5.1 Components of WebSphere Edge Server Load Balancer

availability
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There are two high-availability configurations for the WebSphere Edge Server
Load Balancer.

» Simple high availability
» Mutual high availability

Simple high availability

The simple high availability feature involves the use of a second Load Balancer
machine. The first Load Balancer machine performs load balancing for all the
client traffic as it does in a single Load Balancer configuration. The second Load
Balancer machine monitors the health of the first machine. It takes over the task
of load balancing if it detects that the first Load Balancer machine has failed.

Figure 3-13 shows Load Balancer using simple high availability. Each of the two
machines is assigned a specific role, either primary or backup. The primary
machine sends connection data to the backup machine on an ongoing basis.
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While the primary is active (load balancing), the backup is in a standby state,
continually updated and ready to take over, if necessary.

The communication sessions between the two machines are referred to as
heartbeats. The heartbeats allow each machine to monitor the health of the
other.

If the backup machine detects that the active machine has failed, it takes over
and begins load balancing. At that point, the status of the two machines is
reversed. That is, the backup machine becomes active and the primary machine
becomes standby.

Client

Server 1
Cluster Port 80
2 Server 2
. Server 3
Primary
Load Balancer
Backup Server 4
Cluster Port 443
Server 5
Server 6

Figure 3-13 Load Balancer using simple high availability

Mutual high availability

The mutual high availability feature involves the use of two Load Balancer
machines. Both machines actively perform load balancing of client traffic, and
both machines provide backup for each other.

In a simple high availability configuration, only one machine performs load
balancing. In a mutual high availability configuration, both machines load balance
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a portion of the client traffic. Figure 3-14 shows Load Balancer using mutual high
availability.

For mutual high availability, client traffic is assigned to each Load Balancer
machine on a cluster address basis. Each cluster can be configured with the
nonforwarding address (NFA) of its primary Load Balancer. The primary Load
Balancer machine normally performs load balancing for that cluster. In the event
of a failure, the other machine performs load balancing for both its own cluster
and for the failed Load Balancer’s cluster.

Many times, it sounds like a good idea in practice to use both machines at the
same time for mutual high availability. However, it may be outweighed by a more
complex setup.

Server 1

Port 80 Server 2

Load Balancer 1
— Primary — Cluster A Server 3
Backup — Cluster B

Client -
Load Balancer 2
Primary — Cluster B
Backup — Cluster A Server 4
Port 443 Server 5
Server 6

Figure 3-14 Load Balancer using mutual high availability
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3.5.2 WebSEAL availability

If WebSEAL fails, and there is no operational replacement, the client attempting
access is denied access to the site. While the content and the application might
be fully functional behind WebSEAL, the failure of the WebSEAL server leads the
user to believe that the site is down.

Increasing the availability of a WebSEAL-controlled Web site starts with at least
two front-end WebSEAL servers. Replicated front-end WebSEAL servers provide
the site with load balancing during periods of heavy demand as well as failover
capability. That is, if a server fails for some reason, remaining replica servers
continue to provide access to the site. Successful load balancing and failover
capability result in high availability for users of the site.

When replicating front-end WebSEAL servers, each server must contain an
exact copy of the Web space, the junction database, and the dynur/ database.

A replicated WebSEAL instance is called a WebSEAL cluster. Figure 3-15 shows
the replicated WebSEAL configuration.
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Figure 3-15 Replicated WebSEAL configuration or WebSEAL cluster
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To make two WebSEAL servers share the same object space, change the part of
the object space that one of the WebSEAL servers is using when making
authorization decisions.

Normally, when WebSEALB checks permissions on /index.html, the object
checked is /WebSEAL/WEBSEALB/index.html. However, if the server-name
parameter in webseald.conf is changed to WEBSEALA, WEBSEALB now checks
the object /WebSEAL/WEBSEALA/index.html.

The portion of the object space under /WebSEAL/WebSEALB is now redundant.
All checks are done against the objects under /WebSEAL/WEBSEALA. As long
as the file space of both servers is identical, which means that they have the
same junctions and the same back-end servers, then this is fine and removes the
need to duplicate work. Be sure that a copy of the Extensible Markup Language
(XML) junction information is distributed to all clustered WebSEAL servers if new
Web server junctions are being configured.

3.5.3 Tivoli Access Manager Policy Server availability
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The failure of the Policy Server is not desired, although it does not affect the
availability of a Web application. WebSEAL can still perform all necessary
authorization operations because it uses the local cache mode, which means
that the authorization service running on the WebSEAL machine uses a local
authorization database replica. The ability to administer a Tivoli Access Manager
secure domain is possible only while the Policy Server is down.

The same is valid for the Web Portal Manager, which provides the administration
graphical user interface Web application for the Tivoli Access Manager
administrators. The Web application is not affected if Web Portal Manager is not
available. The only impact is that the administration of the Tivoli Access Manager
secure domain has to be postponed until the service is available again.

The portion of Tivoli Access Manager that cannot be replicated within the same
secure domain is the Policy Server. However, a second server on standby can be
available to provide manual failover capabilities as a first aid response. If the
Access Manager Policy Server is required to assure 24x7 availability, a
high-availability cluster solution, such as High Availability Cluster Multiprocessing
(HACMP™) for AIX, can be implemented.

In general, the most effective way to have a redundant Policy Server is to
configure an original and standby Policy Server in an HACMP (or similar)
environment. This handles routing IP traffic to the active instance and can handle
(via scripting) the starting and stopping of the Policy Servers so that only one is
active at any time.
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3.5.4 LDAP availability

If the user registry is down, WebSEAL is no longer able to authenticate incoming
users to access Web content and applications that are protected and require
user authentication. WebSEAL, the Web servers, and the application servers
may still be operational, but the client is unable to gain access and assumes that
the site is down.

IBM Tivoli Directory Server and z/OS LDAP support the concept of master and
replica LDAP servers. Moreover z/OS LDAP can benefit from DB2 data sharing
for replication in a Sysplex environment when DB2 is used as the back-end
datastore (TDBM).

A master server contains the master directory from which updates are
propagated to replicas. All changes are made and occur on the master server,
and the master is responsible for propagating these changes to the replicas.

A replica is an additional server that contains a database replica. The replicas
must be exact copies of the master. The only updates that replicas allow are
replication from the master. The replica provides a backup to the master server. If
the master server crashes or is unreadable, the replica is still able to fulfill search
requests and provide access to the data.

Tivoli Access Manager connects to the LDAP master server when it starts. If the
LDAP master server is down for any reason, the Tivoli Access Manager server
must be able to connect to an available LDAP replica server for any read
operations. Many operations, especially those from regular users, are read
operations. These include such operations as user authentication and signon to
back-end junctioned Web or application servers. After proper configuration, Tivoli
Access Manager fails over to a replica server when it cannot connect to the
master server. This is configured in the Idap.conf file in the LDAP stanza.

The Tivoli Access Manager Policy server and WebSEAL support hierarchical
preference values to allow access to multiple LDAP servers (with failover to the
other servers) such as master servers (with peer replication) or replica servers
(with master or replica replication). These preference values are called priorities.
This is setup in the Idap.conf file. For a Policy Server, use higher priority values to
access master LDAP servers to write to LDAP. For WebSEAL servers, use higher
priority values to access replica LDAP servers because WebSEAL only does
read-only access to LDAP.

Figure 3-16 shows a possible LDAP server priorities configuration for WebSEAL
servers in a high availability configuration. WebSphere Application Server does
not possess such a mechanism. WebSphere Application Server can only
connect to one LDAP server. To use LDAP high availability, WebSphere
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Application Server needs a load balancer that can route requests to the LDAP
master or LDAP replicas.
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Figure 3-16 LDAP priorities for WebSEAL

3.5.5 zSeries and z/OS availability

The zSeries platform differs from other server platforms in terms of hardware and
software reliability. The zSeries server architecture includes self-healing
capabilities to prevent downtime caused by system crashes.

The latest zSeries RAS strategy is a building-block approach developed to meet
customers’ stringent requirements for achieving Continuous Reliable Operation
(CRO). The building blocks are:

Error prevention

Error detection
Recovery

Problem determination
Service structure

vyvyyvyyvyy
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» Change management
» Measurement and analysis

The initial focus is on preventing failures from occurring in the first place. This is
accomplished by using highest reliability components from technology suppliers.
The zSeries 990 (z990) RAS strategy is focused on recovery design necessary

to mask errors and make them “transparent” to customer operations. Extensive

hardware recovery is implemented to detect and correct array faults.

The z/OS operating system has roots that go back to the early days of MVS,
which was designed nearly 30 years ago with high availability in mind. The
operating system takes advantage of the self-healing attributes of the hardware.
It extends them by adding functions such as recovery services for all operating
system code, address space isolation, and storage key protection. Such
functions as Workload Manager (WLM), Resource Recovery Services (RRS),
and Automatic Restart Manager (ARM) assure the availability of applications.

z/OS operating systems can be configured into a Parallel Sysplex, which is the
clustering technology for the mainframes. The main objective of a Parallel
Sysplex is continuous availability without compromising perceived client
performance.

Workload Manager balances application workload across the systems in the
Parallel Sysplex. If there is a failure or a planned outage on one system, other
systems within the Parallel Sysplex take over the full workload. By implementing
Geographically Dispersed Parallel Sysplex™ (GDPS®), the servers can be as far
as 40 Km apart from each other, avoiding an entire site-wide disaster.

Using the Parallel Sysplex clustering architecture, a near continuous availability
of 99.999% is achieved, or 5 minutes of downtime a year.

3.5.6 HTTP Server for z/OS availability

If a Web server stops operating, the applications and services that reside on it
are no longer available. While other applications are still working, the client that
tries to access resources on this particular machine perceives that the site or the
application is down. Moreover, running the WebSphere Application Server
plug-in, the Web server does not transfer requests to the back-end WebSphere
Application Server.

To increase the availability of a Web server space, duplicate the servers exactly.
The Web administrator has to ensure that the content of the Web root directories
on the duplicated servers is kept in sync. In a z/OS Sysplex environment, the
easy way to do this is to use shared hierarchical file system (HFS). The different
HTTP Server for z/OS can then access the exact same HFS files.
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The WebSphere Application Server plug-in also runs within the HTTP Server for
z/OS address space. This plug-in needs a plugin-cfg.xml configuration file, which
is automatically generated by WebSphere Application Server V5. In a distributed
environment, copy this configuration to any HTTP server box. In a z/OS Sysplex
environment, ensure that the plugin-cfg.xml file is generated in a shared HFS
accessible from all HTTP server LPARs. Then ensure that the httpd.conf HTTP
server configuration file points to the proper plugin-cfg.xml file.

3.5.7 WebSphere Application Server for z/OS availability

The objective of any high availability configuration is to eliminate all single points
of failure. Figure 3-17 illustrates the recommended WebSphere Application
Server for z/OS configuration for high availability.
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Figure 3-17 WebSphere Application Server for z/OS high availability configuration
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Here are the key elements of a WebSphere Application Server for z/OS high
availability configuration:

»

Network path redundancy leading up to the Web servers and applications
servers

A highly available Sysplex configuration

LPARs must be on separate hardware instances to eliminate hardware and
software single points of failure.

A WebSphere Application Server node on each LPAR which is configured into
a Network Deployment cell

The deployment manager server (required and configured on its own node)
can be configured on either LPAR or on a separate LPAR. Also note, there is
a daemon process (WebSphere CORBA Location Service) on each LPAR.

A WebSphere Application Server defined on each node and formed into a
server cluster

A dynamic virtual IP address (DVIPA) defined through the z/OS Sysplex
Distributor as the daemon IP name for the cell

This IP address enables WLM-balanced routing and failover between the
LPARs for Internet Inter-ORB Protocol (I1OP) requests.

A DVIPA defined through Sysplex Distributor as the HTTP transport name for
the cell

This IP address enables WLM-balanced routing and failover between the
LPARs for sessionless HTTP requests.

A static IP address required for each node as an auxiliary HTTP transport
name for the cell

This enables directed HTTP routing for sessional HTTP requests.

If using HTTP sessions, a shared session state between the cluster members
using DRS (memory-to-memory replication) or session in DB2

If using stateful session EJBs (not a best practice), the stateful session
persistent store must be configured on a shared HFS.
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3.6 Scalability

Scalability means that systems have the capability to adapt readily to the
intensity of use, volume, or demand. Designing scalability into an architecture
also allows for failover of critical systems and continuous operation at the same
time.

A lot of the availability discussion can be applied to the scalability issue as well,
since the topics are all similar. The following sections look closer at some specific
viewpoints concerning scalability.

3.6.1 WebSphere Edge components Load Balancer scalability

WebSphere Edge Server Load Balancer only support two boxes providing the
high availability in either mutual high availability or simple high availability setups.

Along this line of thought, topology options to go with a multiple tier approach.

» Layering the Load Balancers to load balance each other
» Doing a Domain Name System (DNS) load balance and having different Load
Balancers handle the multiple IP addresses resolving to a host name

3.6.2 Tivoli Access Manager scalability
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Tivoli Access Manager automatically replicates the primary authorization policy
database that contains the policy rules and credentials when a new application
component, configured in local cache mode, or a Tivoli Access Manager
resource manager (such as WebSEAL or an Authorization Server) is configured.
This capability provides the foundation of Tivoli Access Manager’s scalable
architecture.

Figure 3-18 shows the replication of authorization service components.
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Figure 3-18 Tivoli Access Manager replicated authorization service components

Configure the master authorization policy database, containing policy rules and
credential information, to automatically replicate. Resource managers that call
the authorization service have two options for referencing this database
information.

» The application, when configured to work seamlessly with the authorization
evaluator, uses a local cache of the database. The database is replicated for
each resource manager that uses the authorization service in local cache
mode.

» The application uses a shared replica cached by the remote authorization
server component. The database is replicated for each instance of the
authorization server. Many applications can access a single authorization
server.
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An update notification from the Policy Server, whenever a change has been
made to the master authorization policy database, triggers the caching process
to update all replicas.

After designing and installing the Tivoli Access Manager secure domain and the
Policy Server, this IT security landscape can be extended and configured easily.

Policy Server scalability

Tivoli Access Manager architecture implies that the Policy Server does not need
to scale. The Tivoli Access Manager architecture scalability is ensured by the
scalability of authorization servers and WebSEAL.

Authorization Server scalability
To add another Authorization Server component to an infrastructure, follow these
steps.

1. Install a new Authorization Server. An initial copy of the authorization
database is copied from the Policy Server.

2. Define this server as a new Authorization Server replica to applications by
using the command:

bassslcfg - add_replicas

3. Install and configure the necessary certificate information if using SSL
communication.

The new Authorization Server is immediately available to receive authorization
requests from applications. This way, the application infrastructure can easily be
extended.

WebSEAL scalability

To add another WebSEAL machine to an existing cluster (group of replicated
WebSEAL instances), use the following tasks.

1. Install and configure a new WebSEAL server. An initial copy of the
authorization database is copied from the Policy Server.

2. Edit the [server] stanza in the webseald.conf file.
3. Copy the existing junction definitions (XML files) to the new server.

4. Add the new WebSEAL IP address to the load balancing table of the Load
Balancer.

5. Install and configure the necessary certificate information if using SSL
communication, mutual authentication with the back-end Web servers, or
failover cookies.

6. Start the new WebSEAL.
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The new WebSEAL immediately receives browser requests that are routed from
the Load Balancer product. This way, WebSEAL infrastructure can be extended
or changed easily.

3.6.3 LDAP scalability

To enhance the overall scalability of the implementation, LDAP replica servers
can be added as required to improve the response time for user applications
relying on LDAP access. IBM Tivoli Directory Server (LDAP on AlX) and z/OS
LDAP support LDAP replica servers.

With Tivoli Access Manager, each replica LDAP server must have a preference
value (1 through 10) that determines its priority for selection as:

» The primary read-only access server
» A backup read-only server during a failover

The higher the number is, the higher the priority is. If the primary read-only
server fails for any reason, the server with the next highest preference value is
used. If two or more servers have the same preference value, a least-busy load
balancing algorithm determines which one is selected.

Remember that the master LDAP server can function as both a read-only and a
read-write server. For read-only access, the master server has a hard-coded
default preference setting of 5. This enables the replica servers to be set at
values higher or lower than the master to obtain the required performance. For
example, with appropriate preference settings, the master server can be
prevented from handling everyday read operations.

The hierarchical preference values can be set to allow access to a single LDAP
server (with failover to the other servers), or set equal preferences for all servers
and allow load balancing to dictate server selection.

As far as WebSphere Application Server is concerned, there is no such
preference mechanism. You have to implement such a mechanism using a
dedicated load balancer.

3.6.4 zSeries and z/OS scalability

The z990 is the latest addition to the zSeries server product line. Each z990
server can have up to 32 central processors and support up to 30 LPARs. Each
LPAR can run different operating systems, while being managed by a central
hardware console.

Parallel Sysplex architecture is designed to integrate up to 32 systems in one
cluster. Each system can handle multiple different workloads and access
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databases using data sharing technology. With zSeries, a new function called
Intelligent Resource Director (IRD) was introduced. It reassigns resources on
demand to different LPARs.

The Parallel Sysplex architecture provides performance for workloads with
unpredictable demands. It can run WebSphere and traditional online transaction
processing (OLTP) or database applications simultaneously at 100% utilization.

3.6.5 HTTP Server for z/0S scalability

When a current Web server-installed base is not capable of handling any more
incoming requests, consider tuning existing HTTP servers (adding new working
threads) or adding a new Web server.

To incorporate the new system into existing Web server infrastructure, follow
these steps.

1. Install a new HTTP server and create an exact mirror of the published root
directory structure from the existing Web server.

With z/OS, within a single LPAR, two HTTP servers can share the same
published root directory. Moreover, if the HTTP servers run on different LPARs
in a Sysplex environment, shared HFS can be used, and the HTTP Server for
z/OS can use the same root directory structure. This is also true for the
WebSphere Application Server plug-in configuration file plugin-cfg.xml. This
allows the WebSphere Application Server automatically generated file to be
shared without copying it over.

2. Add a WebSEAL junction to the same junction point as the existing Web
server.

3. If previously using only one Web server at this junction, consider defining a
stateful junction at this time, if the Web application is relying on session
states.

4. If SSL connections between WebSEAL and the Web server are required, then
configure the junction appropriately.

Using WebSEAL as a mechanism for Web server load balancing and high
availability makes it simple to scale the Web server environment to individual
demands.

3.6.6 WebSphere Application Server for zZ/OS scalability
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WebSphere Application Server for z/OS provides unique features for scalability.
This is a main difference with WebSphere Application Server running on
distributed platforms. WebSphere Application Server for z/OS allows vertical and
horizontal scalability.
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Base vertical scalability

In WebSphere Application Server for z/OS, the functional component on which
applications run is called a server. Servers comprise address spaces that run
code.

Figure 3-19 shows the WebSphere Application Server for z/OS internal structure
ready for vertical scalability.

System console J2EE Application Server

. Servant #1
start
procedure

>| Controller g WLM Java Virtual Machine

=S

JCL start

procedure i
Servant #n
Java Virtual Machine

Application

Figure 3-19 WebSphere Application Server for z/OS vertical scalability

Within each server, there are two kinds of address spaces: controllers and
servants. A controller runs system authorized programs and manages tasks,
such as communication, for the server. A servant is the address space in which
the Java virtual machine (JVM) resides. It runs unauthorized programs such as
business applications.

Depending on the workload, a server has one or more servants running at a time.
When work builds up, WLM dynamically starts additional servants to meet the
demand. If there is good knowledge of the overall workload, then the minimum
and the maximum number of servants can also be specified.

Workload Manager provides the ability to start a servant on demand and
automatically route work to the server best able to complete it according to stated
business goals. If a given server is overloaded, it is temporarily bypassed in favor
of less busy servers. If a server fails, other servers take over the work and the
server is recovered. When the servers are no longer needed, they are
automatically quiesced.

This is available with the base configuration. A Deployment Manager is not
needed to benefit from this feature.
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Cluster horizontal scalability

Clusters are sets of servers that are managed together and participate in
workload management. The servers that are members of a cluster can be on
different host machines, as opposed to the servers that are part of the same
node and must be located on the same host machine.

A horizontal cluster (shown in Figure 3-20) has cluster members on multiple
nodes across many machines in a cell. In a Sysplex environment, a horizontal
cluster span across LPARs (several). WebSphere Application Server for z/OS is
designed to exploit the Parallel Sysplex architecture.

The cluster configuration requires the use of a Network Deployment

configuration.

Sysplex
z/0S z/0S
WebSphere WebSphere
Application Server Application Server
Server A Vertical Server D
Cluster
CR | SR CR | SR
]
Server B Server F
XCF
CR | SR CR | SR
Server C Server E
Horizontal
CR | SR Cluster CR | SR

Figure 3-20 WebSphere Application Server for z/OS clusters
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Cluster vertical scalability

A vertical cluster (also shown in Figure 3-20) has cluster members on the same
node, or physical machine. In a Sysplex environment, a vertical cluster spans
among one LPAR only. The cluster configuration requires the use of a Network
Deployment configuration.

3.7 Solution affinity, sessions, and failover

In a high available configuration environment, specific issues require specific
attention. These issues include affinity and sessions management. Some
components of the architecture may use affinity, while others may not use affinity.
Some components of the architecture may use sessions, and others may not use
sessions.

All components hereafter comprise a Tivoli Access Manager and WebSphere
Application Server for z/OS infrastructure which involve affinity or sessions. The
following sections examine how they work and how they are handled in a high
availability configuration.

3.7.1 WebSphere Edge Server Load Balancer affinity

This section discusses the various concepts of Load Balancer affinity.

Why is affinity necessary?

WebSEAL requires users to authenticate. When they provide a correct user ID
and password, they do not have to provide their password again for the following
HTTP request. WebSEAL keeps an authenticated session. Using WebSEAL
clusters, it is possible to retrieve the user authenticated session so that the user
still does not have to provide his password again.

Retrieving an authenticated session from another WebSEAL in the cluster is a
costly operation with regard to CPU and time. This is the reason why we strongly
recommend that all requests from an authenticated user go to the same
WebSEAL. WebSphere Edge Server Load Balancer can accomplish this using
affinity.
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Affinity mechanisms

Five affinity mechanisms are available with WebSphere Edge Server Load
Balancer.

» Affinity Enabled: With this feature enabled, if a subsequent request is
received from the same client, the request is directed to the same server.
Over time, the client finishes sending transactions, and the affinity record
goes away, therefore, the meaning of “stickytime”. Each affinity record lives for
the stickytime in seconds.

» Server Directed Affinity (SDA) API: The SDA feature provides an API that
allows an external agent to influence the Load Balancer affinity behavior.

» Cross Port Affinity: Cross port affinity is the sticky feature that has been
expanded to cover multiple ports. For example, if a client request is first
received on one port and the next request is received on another port, Cross
Port Affinity allows the Load Balancer to send the client request to the same
server.

» Address Mask Affinity: This a sticky feature enhancement to group clients
based upon common subnet addresses. If this feature is enabled, when a
client request first makes a connection to the port, all subsequent requests
from clients with the same subnet address (represented by that part of the
address which is being masked) are directed to the same server.

» Rule Affinity Override: With rule affinity override, the stickiness of a port for
a specific server can be overridden. For example, if using a rule to limit the
amount of connections to each application server, an overflow server is
available with an always true rule that says “please try again later?” for
that application.

Affinity failover

In addition to the “heartbeat” mechanism between the two Load Balancers to
detect Load Balancer failure, the Load Balancer high availability function
synchronizes the Load Balancer information (that is, the connection tables,
reachability tables, and other information) between the two Load Balancers.

In the case of simple high availability, two Load Balancer machines are
configured: the primary machine, and a second machine called the backup. At
startup, the primary machine sends all the connection data to the backup
machine until that machine is synchronized. The primary machine becomes
active, or rather begins load balancing. The backup machine, meanwhile,
monitors the status of the primary machine, and is said to be in a standby state.
All the Load Balancer information stays synchronized between the primary and
the backup machines.
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If the backup machine at any point detects that the primary machine has failed, it
performs a takeover of the primary machine’s load balancing functions and
becomes the active machine with up-to-date connections tables.

3.7.2 WebSEAL affinity and sessions

The following sections examine WebSEAL affinity and explain sessions.

Why is affinity necessary?
Most Web-enabled applications maintain a state for a sequence of HTTP
requests from a client. This state is used, for example, to:

» Track a user’s progress through the fields in a data entry form

» Maintain a user’s context when performing a series of database inquiries

» Maintain a list of items in an online shopping cart application where a user
randomly browses and selects items to purchase

Servers that run Web-enabled applications can be replicated to improve
performance through load sharing. When the WebSEAL server provides a
junction to these replicated back-end servers, it must ensure that all the requests
contained within a client session are forwarded to the correct server, and not
distributed among the replicated back-end servers according to the load
balancing rules.

Affinity mechanism

By default, Tivoli Access Manager balances back-end server load by distributing
requests across all available replicated servers. Tivoli Access Manager uses a
least-busy algorithm. This algorithm directs each new request to the server with
the fewest connections already in progress.

The create command —s flag overrides this load balancing rule and creates a
stateful junction that ensures a client’s requests are forwarded to the same
server throughout an entire session. When the initial client request occurs,
WebSEAL places a cookie on the client system that contains the server UUID of
the designated back-end server. When the client makes future requests to the
same resource, the cookie’s server UUID information ensures that the requests
are consistently routed to the same back-end server. The —s option is
appropriate for a single front-end WebSEAL server with multiple back-end
servers junctioned at the same junction point.

If the scenario involves multiple front-end WebSEAL servers, all junctioned to the
same back-end servers, use the —u option to correctly specify each back-end
server UUID to each front-end WebSEAL server.
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Normally, each junction between a front-end WebSEAL server to a back-end
server generates a unique server UUID for the back-end server. This means a
single back-end server has a different server UUID on each front-end WebSEAL
server.

Multiple front-end servers require a load balancing mechanism to distribute the
load between the two servers. For example, an initial state can be established to
a back-end server through WebSEAL server one using a specific server UUID.
However, if a future request from the same client is routed through WebSEAL
server 2 by the load balancing mechanism, the state no longer exists, unless
WebSEAL server 2 uses the same Server UUID to identify the same back-end
server. Normally, this is not the case. The —u option allows the same server UUID
to be supplied for a specific back-end server to each front-end WebSEAL server.

Affinity failover

The failover mechanism for WebSEAL affinity is inherent to the implementation of
this affinity. The affinity information (server UUID of the back-end server) is kept
in a cookie. The cookie is sent with all HTTP requests. The affinity information is
always available for the WebSEAL that handles the HTTP request. As long as the
clustered WebSEALs have the same server UUIDs for junctioned back-end
servers, affinity occurs properly.

Why are sessions necessary?

An end-user must be prompted for a user ID and password only once. This is a
requirement to make the end-user’s life easier.

WebSEAL is in charge of authentication and it must know whether an end-user is
already authenticated. This information is kept in a WebSEAL authenticated
session. Each authenticated end-user has a corresponding authenticated
session in WebSEAL.

Sessions mechanism
The WebSEAL session follows this life cycle.

1. A user requests a resource protected by WebSEAL. The protection on the
resource requires that the user be authenticated. WebSEAL prompts the user
to log in.

2. Successful authentication can occur only if the user is a member of the Tivoli
Access Manager user registry or is handled by a CDAS operation.

3. A WebSEAL session ID is created for the user.

4. A credential for this user is built from information contained in the registry
about this user (such as group memberships).
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5. The session ID and credential, plus other data, are stored as an entry in the
WebSEAL session and credentials cache.

6. As WebSEAL processes this request, and future requests during this session,
it keeps the credential information available.

7. Whenever an authorization check is required, the Tivoli Access Manager
authorization service uses the credential information during the
decision-making process.

8. When the user logs off, the cache entry for that user is removed and the
session is terminated.

Sessions failover

WebSEAL provides an authentication method that enables an authenticated
session between a client and WebSEAL to be preserved when the WebSEAL
server becomes unavailable. The method is called failover authentication.
Failover authentication enables the client to connect to another WebSEAL server,
and create an authentication session containing the same user session data and
user credentials.

Failover authentication is most commonly used in a scenario where a client
(browser) goes through a load balancer to reach a WebSEAL environment. The
WebSEAL environment contains two or more replicated WebSEAL servers. The
replicated servers are identical. They contain replica copies of the WebSEAL
Web protected object space, junction database, and (optionally) dynurl database.

As part of the failover capability, WebSEAL supports authentication of a user
through a failover cookie. The failover cookie is a server-specific cookie or a
domain cookie. The failover cookie contains client-specific data, such as user
name, cookie-creation time stamp, original authentication method, and an
attribute list.

WebSEAL encrypts this client-specific data. The replicated WebSEAL servers
share a common key that decrypts the cookie information. When the replicated
WebSEAL server receives this cookie, it decrypts the cookie and uses the user
name and authentication method to regenerate the client’s credential. The client
can now establish a new session with a replica WebSEAL server without being
prompted to log in.

The change of session from one WebSEAL server to another WebSEAL server is
transparent to the client. Because the WebSEAL servers contain identical
resources, the client session continues uninterrupted.
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3.7.3 HTTP Server for z/0S, WebSphere Application Server plug-in

affinity

This section discusses the various concepts of HTTP Server and WebSphere
Application Server affinity.

Why is affinity necessary?

In a clustered environment, the HTTP Session Management facility requires an
affinity mechanism so that all requests for a particular HTTP session are directed
to the same application server instance in the cluster. This requirement conforms
to the Servlet 2.3 specification in that multiple requests for a session cannot
coexist in multiple application servers.

One such solution provided by IBM WebSphere Application Server is session
affinity in a cluster. This solution is available as part of the WebSphere
Application Server plug-ins for Web servers. It also provides for better
performance because the sessions are cached in memory.

Affinity mechanism

By default, the WebSphere Application Server plug-in running within HTTP
Server for z/OS balances the WebSphere Application Server load by distributing
requests across all available clustered servers. HTTP requests are distributed
among all available cluster members using a strict round-robin policy.

When session affinity is activated for WebSphere Application Servers, each
application server has a unique ClonelD attribute. This ClonelD attribute then
appears in the plugin-cfg.xml plug-in configuration file. When the ClonelD
attribute is set, the plug-in checks the incoming cookie header or URL for
JSESSIONID. If JSESSIONID is found, then the plug-in looks for one or more
clone IDs. If clone IDs are found, and a match is made to the value specified for
this attribute, then the request is sent to this server rather than load balanced
across the cluster.

The Web server plug-in automatically handles failover and changes in the
number of available cluster members. If a cluster member is stopped or
unexpectedly fails, all subsequent requests are distributed among the remaining
cluster members. The unavailable cluster member is skipped. If a cluster
member is added or restarted, the system automatically begins to distribute
requests to it. The next several requests are dispatched to that cluster member
before HTTP resumes its normal methods for distributing requests to the cluster
members of an application server, based on whether session persistence is
enabled.
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Affinity failover

The failover mechanism for WebSphere Application Server plug-in affinity is
inherent to the implementation of this affinity. The affinity information (ClonelD of
the back-end server) is kept in a cookie. The cookie is sent with all HTTP
requests. The affinity information is always available for the WebSphere
Application Server plug-in that handles the HTTP request. As long as the
WebSphere Application Server plug-ins share the same plugin-cfg.xml file
containing ClonelDs, affinity occurs properly.

3.7.4 WebSphere Application Server for z/OS sessions

This section discusses the importance of WebSphere for z/OS sessions.

Why are sessions necessary?

A session is a series of requests to a servlet, originating from the same user at
the same browser. Sessions allow applications running in a Web container to
keep track of individual users.

For example, a servlet might use sessions to provide “shopping carts” to online
shoppers. Suppose the servlet is designed to record the items each shopper
indicates that he or she wants to purchase from the Web site. It is important that
the servlet be able to associate incoming requests with particular shoppers.
Otherwise, the servlet might mistakenly add Shopper_1’s choices to the cart of
Shopper_2.

A servlet distinguishes users by their unique session IDs. The session ID arrives
with each request. If the user’s browser is cookie-enabled, the session ID is
stored as a cookie. Alternatively, the session ID can be conveyed to the servlet
by URL rewriting, in which the session ID is appended to the URL of the servlet
or JSP file from which the user is making requests. For requests over HTTPS or
SSL, another alternative is to use SSL information to identify the session.

Sessions mechanism

When an HTTP client interacts with a servlet, the state information associated
with a series of client requests is represented as an HTTP session and identified
by a session ID. Session management is responsible for managing HTTP
sessions, providing storage for session data, allocating session IDs, and tracking
the session ID associated with each client request through the use of cookies or
URL rewriting techniques. Session management can store session-related
information in several ways.
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» In application server memory (the default)
This information cannot be shared with other application servers.
» In a database

This storage option is known as database persistent sessions. If a server fails,
another server may retrieve the session data, allowing the client request to
continue to be processed. In a Sysplex, the DB2 subsystem needs to run in
data sharing-mode so that the session data is accessible in all members of
the Sysplex. Since all information stored in a persistent session database
must be serialized, all the objects held by a session must implement
java.io.Serializable.

» In another WebSphere Application Server instance

This storage option is known as memory-to-memory sessions. The session is
now replicated to other server instances. If the original server instance fails,
the HTTP plug-in routes the user’s request to another server instance in the
cluster. The session manager of the new server instance either retrieves the
session from a server instance that has the backup copy of the session or
retrieves the session from its own backup copy table. The server now
becomes the owner of the session, and affinity is maintained to this server.

The last two options are referred to as distributed sessions.

Sessions failover

Distributed sessions are essential for using the HTTP sessions for failover facility.
When an application server receives a request associated with a session ID that
it currently does not have in memory, it can obtain the required session state by
accessing the external store (database or memory-to-memory). Session
management implements caching optimizations to minimize the overhead of
accessing the external store, especially when consecutive requests are routed to
the same application server.
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Project test environment

This chapter describes the solution that was built to show the integration between
WebSphere Application Server on z/OS and Tivoli Access Manager. This
solution allows us to validate security and high availability requirements. The
project test environment is presented under two aspects: the functional view and

the technical view.
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4.1 Project test environment: Functional view

This section illustrates the logical architecture covering its functional aspect. To
make the diagrams readable, the graphics involving Lightweight Directory
Access Protocol (LDAP) connections have been separated.

4.1.1 Logical architecture: Functional view

Figure 4-1 shows the functional view of the project logical architecture.
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Figure 4-1 Test environment: Logical architecture functional view

Consider each component function as presented in the following sections.
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HTTP load balancer

The Hypertext Transfer Protocol (HTTP) load balancer is responsible for
balancing the loads that are directed to security proxies. It may possess an
affinity feature so that requests coming from a client (typically a browser)
continue going to the same security proxy.

LDAP load balancer

The LDAP load balancer is responsible for balancing the loads that are directed
to user repositories and that come from application servers.

User repository master

The user repository master is responsible for providing directory services for
other components in the scenario. It acts as a master server that performs all the
updates needed and replicates them to one or more replica servers.

User repository replica

The user repository replica is responsible for providing directory services for
other components in the scenario. It acts as a replica server that performs only
read operations. All the updates that are received are redirected to the master
server.

Security manager

The security manager is responsible for administering all users, groups and
servers from the secure domain. This is the computing environment on which
security policies are enforced for authentication, authorization, and access
control.

Security proxy

The security proxy has two main functions: to act as a proxy and to act as a
security manager for Web-based resources. More specifically, it authenticates
end users and authorizes their access to Web content or to Web application
resources. It applies the security policies dictated by the security manager and
may possess an affinity feature so that requests coming from a client (typically a
browser) continue going to the same Web server. It must also have a session
feature so that a user is required to logon only once.

Web server

The Web server is a service that serves up Web pages. Its role is to serve Web
static content efficiently. It also routes HTTP requests for Web application servers
and may possess an affinity feature so that requests coming from a client
continue going to the same application server.
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Application server

The application server is an environment that allows administrators to manage
and deploy advanced Web sites. It provides connections to back-end business
applications and databases. The role of the application server is to run Web
applications. In a Java 2 platform, Enterprise Edition (J2EE), environment, these
servers run Java applications composed of servlets, JavaServer Pages (JSPs),
Enterprise JavaBeans (EJBs), and so on. They often connect to databases, for
example, DB2 or legacy systems such as CICS and IMS.

4.1.2 Logical architecture: LDAP connections

Figure 4-2 shows the LDAP connections in a logical architecture.
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Figure 4-2 Test environment: Logical architecture LDAP connections
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Because LDAP is the user repository for the environment, all the components
that have to perform any action that is related to the users, or some other objects
that represent the components and servers running, need to contact LDAP.

The security manager is responsible for administering users, groups, servers,
and permissions. A security proxy and application server are responsible for
authenticating users and authorizing them when they perform actions on
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resources. Security proxies and the security manager can access the user
repository directly. They possess a feature to choose between the master and
the replica depending on their availability. Application servers do not have such a
feature and need a load balancer to distribute requests to the available user
repository.

4.2 Project test environment: Technical view

The test environment was built using the following products.

v

WebSphere Edge Components Load Balancer
IBM Tivoli Directory Server and LDAP z/OS
Tivoli Access Manager

IBM HTTP Server

WebSphere Application Server for z/OS

vVvyyy

The following scenarios are also covered.

\{

Logical architecture: Technical view with LDAP on AlX
Logical architecture: Technical view with LDAP on z/OS
Physical architecture: LDAP on AIX

Physical architecture: LDAP on z/OS

vvyy

WebSphere Edge Components Load Balancer
Two load balancers are set up in this architecture.

» One for WebSEAL is configured to balance requests to both WebSEAL
secure and non-secure connections.

» One for Tivoli Directory Server is configured to balance requests to both.

The WebSphere Edge Components Load Balancer for WebSEALs is configured
with affinity so that requests continue going to the same WebSEALs. This
improves WebSEAL performance because no authenticated session recovery is
involved.

Refer to 8.4, “Configuration” on page 282, to learn about the configuration for the
WebSphere Edge Components Load Balancer.

IBM Tivoli Directory Server and LDAP z/0OS

Two LDAP instances have been setup. They run in master-replica topology for
high availability.

For the IBM Tivoli Directory Server configuration, see 5.4, “Configuration” on
page 116. For the LDAP z/OS configuration, see 5.8.2, “Configuring LDAP on
z/OS for Tivoli Access Manager” on page 199.
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Tivoli Access Manager

A security manager and two security proxies were set up. The Tivoli Access
Manager Policy Server maintains the policy databases, replicates this policy
information throughout the domains, and updates the database replicas
whenever a change is made to the master. You can learn about the Policy Server
configuration in 6.4, “Configuration” on page 239.

WebSEAL is a security manager for Web-based resources. WebSEAL is
configured for affinity so that requests are always transferred to the same HTTP
server. The two WebSEAL instances are configured to be replicas of each other
for greater manageability. To learn about the WebSEAL configuration, see 7.4,
“Configuration” on page 264.

IBM HTTP Server

Two HTTP server instances were configured. They serve static content and
forward requests to WebSphere Application Server for z/OS using the
WebSphere plug-in. This plug-in can be configured for affinity so that requests
are transferred to the application server which hosts the HTTP session. Learn
more about the HTTP server configuration in 9.1, “HTTP Server for z/OS” on
page 290.

WebSphere Application Server for z/0OS

WebSphere Application Server is the industry premier Java-based application
platform. It integrates enterprise data and transactions in this dynamic on
demand era. Refer to 9.4, “WebSphere Application Server for z/OS” on

page 295, to learn more about WebSphere Application Server for z/OS.

4.2.1 Logical architecture: Technical view with LDAP on AIX
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Figure 4-3 shows how the components were distributed between AIX machines
and zSeries machines. In this configuration, LDAP ran on AlX.

To implement high availability and circumvent a single point of failure for the user
Web application, two instances of many components were configured. Resulting
from this, two WebSEALs, two HTTP Server for z/OS servers, two profiles for
WebSphere Application Server for z/OS, and two LDAP servers were
implemented.

WebSphere Edge Servers were not duplicated because they are low-level load
balancers. High availability validation for Tivoli Access Manager and WebSphere
Application Server for z/OS functions needed to be performed. In a production
environment, however, high availability for such network appliances as a load
balancer must be considered.
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Tivoli Access Manager Policy Server was not configured for high availability
because a failure of the Policy Server does not affect the availability of the Web

application.

One machine was configured as the Tivoli

Directory Server master server. Its

replica was configured on a different machine.

As part of high availability configuration, a load balancer was configured on a
different AIX machine. This load balancer was used only by the application

servers.

Note: The load balancer was not used by Tivoli Access Manager because it
provides its own load balancer mechanism.
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Figure 4-3 Test environment: Logical architecture technical view with LDAP on AlIX
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4.2.2 Logical architecture: Technical view with LDAP on z/OS

Figure 4-4 shows how the components were distributed between AlX and z/OS
logical partitions (LPARSs). In this configuration, LDAP runs on z/OS and can
benefit from the z/OS unique quality of service. Having LDAP on z/OS also
allows LDAP native authentication to store user passwords in Resource Access
Control Facility (RACF).

One LPAR was configured as the LDAP master server. lis replica was configured
on a different LPAR.

As part of high availability configuration, Sysplex Distributor was responsible for
distributing requests. There was a Sysplex Distributor backup instance that is not

shown on Figure 4-4.
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Logical Architecture

Authorization J{':T
Server it
Server

Technical view

Some connections are not shown

LDAP runs on 2/0S

Sysplex
Distributor
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Figure 4-4 Test environment: Logical architecture technical view with LDAP on z/OS
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4.2.3 Physical architecture: LDAP on AIX

Figure 4-5 shows how the Tivoli Directory Server components were distributed
between AlX machines. This physical architecture does not represent firewalls
and network zones.

Two AIX machines were used to install and configure Tivoli Directory Server.
» m10df56f, running as a Tivoli Directory Server master server
» m10df53f, running as a Tivoli Directory Server replica server

Both machines received requests from the Policy Server, WebSEAL servers, and
WebSphere Application Server profiles. For the last one, requests flowed through
WebSphere Edge Server.
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Policy server

ITDS LDAP ITDS LDAP
Replica Master

ALX m10df53f AIX m10df56f

Physical Architecture
With LDAP on AIX
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Figure 4-5 Test environment: Physical architecture with LDAP on AIX
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4.2.4 Physical architecture: LDAP on z/OS

Figure 4-6 shows how the LDAP components were distributed between z/OS
LPARs. This physical architecture does not represent firewalls and network

zones.

Two LPARs were used to install and configure LDAP servers.
» 2z/OS SC61, running as an LDAP master server

» 2z/OS SC62, running as an LDAP replica server

Both machines received requests from the Policy Server, WebSEAL servers, and
WebSphere Application Server profiles.
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Implementing the user
repository: LDAP on AlX and
LDAP on z/OS

This chapter explains the installation and basic configuration of IBM Tivoli
Directory Server 5.2 on the AIX operating system. It also explains the installation
of the integrated security server, the Lightweight Directory Access Protocol
(LDAP) server, that is packaged with the IBM z/OS operating system. In addition,
this chapter covers the configuration for setting up the master-replica topology for
both platforms.

The main topics discussed are:

» LDAP on AIX
» LDAP on z/OS
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5.1 LDAP on AIX

104

IBM Tivoli Directory Server was used as the user repository. It uses IBM DB2
Universal Database™ (UDB) as the backing store to provide LDAP operation
transaction integrity, high performance operations, and online backup and restore
capability. The Tivoli Directory Server interoperates with Internet Engineering
Task Force (IETF) LDAP V3-based clients.

i ; LDAP
ibmdirctl o
P
WebSphere
Application IBM
Server . _
Directory Directory
Administration Server
Web Administration Daemon
Tool Daemon
~ J
A
IBM DB2
Universal
Database

Figure 5-1 Tivoli Directory Server components

The main components for Tivoli Directory Server are:
» DB2 UDB is used as the backing store.
» The server daemon is an executable called ibms1apd.

» A directory administration daemon is used to perform such basic operations
to the server daemon as start, stop and restart. It is an executable called
ibmdiradm.

» The configuration tool is a graphical user interface (GUI) tool called 1dapxcfg
that is used to configure Tivoli Directory Server. A command line version of it
is also provided.

» Web Administration Tool (WAT) is the GUI used to administer Tivoli Directory
Server. It is provided as a Java 2 Platform, Enterprise Edition (J2EE),
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application that runs inside an application server, such as IBM WebSphere
Application Server. Some of the facilities provided by it rely on the directory
administration daemon.

» Command line utilities are used.

» Tivoli Directory Server Client Software Development Kit (SDK) provides tools
to develop C application program interface (API) programs.

Note: When exploiting Tivoli Directory Server using Java APls, use the
Java Naming Directory Interface (JNDI) from the Sun Java™ platform.

For more information about IBM Tivoli Directory Server, go to:

http://www.ibm.com/software/tivoli/products/directory-server/

Follow the guidance and steps in 5.2, “Prerequisites and dependencies” on
page 105, through 5.4, “Configuration” on page 116, to install and configure

LDAP on AIX.

5.2 Prerequisites and dependencies

Table 5-1 lists all the prerequisites needed for Tivoli Directory Server.

Table 5-1 Installed software and prerequisites

Installation Required patches or Installed software levels

components service level

AIXOS 5.2 Maintenance Level 1 or later; | Maintenance Level 3;
AIX 5200-01 maintenance AIX 5200-03 maintenance
package and xIC.rte (6.0.0.0 | package and xIC.aix50.rte
C Set ++® Runtime) (6.0.0.0 C Set ++ Runtime)

Hardware 64 bit 64 bit

AlX kernel 64 bit 64 bit

Korn Shell Required Installed

Global Security Kit | Version 7 gskta.rte 7.0.1.16

gsksa.rte 7.0.1.16

Java

IBM JRE or JDK™ 1.4.1

Java full version J2RE 1.3.1 IBM

AIX build ca131-20031105

Asynchronous I/0

Turned on

Turned on

DB2 UDB

Version 8.1

8.1
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You must address the following considerations for database configuration.

»

>

A database instance

An instance (sometimes called a database manager) is DB2 code that
manages data. It controls what can be done to the data and manages the
system resources assigned to it. Each instance is a complete environment.
An instance has its own databases, which other instances cannot access.

A database

A relational database presents data as a collection of tables. A table consists
of a defined number of columns and any number of rows. Each database
includes a set of system catalog tables that describe the logical and physical
structure of the data, a configuration file containing the parameter values
allocated for the database, and a recovery log with ongoing and archivable
transactions.

A user name that will be the owner of the instance

Database configuration

When a database configuration is performed, it is possible to set the instance
name different from the database name. However, DB2 requires these names to
be defined the same on all UNIX platforms. Therefore, Tivoli Directory Server
developers must maintain a consistent standard on all platforms, by not allowing
the use of different names for the database configuration.

Before creating the user that owns the DB2 instance, observe the following rules.

>
>
>

v

The user ID must be eight characters or less.

The user must have a home directory and must own his own home directory.
The user’s primary group must be the group that owns the user's home
directory.

The user root must be added to the user’s primary group.

We recommend setting the user’s login shell to Korn shell (ksh).

The user’s password must be set and ready to use.

Note: When an administrator creates a user, the password is set as
expired. Therefore, you must change a password that is ready to use
before you run a task.
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5.3 Installation

You can install Tivoli Directory Server using one of two ways: using a GUI or
using native installation methods. We use the GUI method in our installation
example.

Before you install Tivoli Directory Server, make sure that the right installation
media is available. You can download it from the following site on the Web:

http://www.ibm.com/software/sysmgmt/products/support/IBMDirectoryServer.html

To install Tivoli Directory Server, follow this procedure.
1. Mount the CD or directory that contains the installation code.
2. From the /ismp directory, run the setup command.

3. In the language window (Figure 5-2) that opens, select the language to use
and click OK.

&2 IBM Tivoli Directory Server =1 x|

Selecta language to be used for this wizard.

English |

Figure 5-2 Language selection panel
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4. The Welcome panel (Figure 5-3) opens. Click Next.

&2 IBM Tivoli Directory Server 5.2 o ] 21|

Welcome to the InstallShield Wizard for IBM Tivoli Directory Server 5.2

The InstallShield Wizard will install [EM Tivoli Directory Server 5.2 onyour computer.
Ta continue, choose Mext.

IBM Tivali Directory Server 5.2

InstallShield

= Back Cancel

Figure 5-3 Installation welcome panel
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5. Select the appropriate language as shown in Figure 5-4 and click Next.

-

\3;7\ select the language for IBM Tivoli Directary Server;

&2 I16M Tivoli Directory Server 5.2 Ol x|

o

1 solLzech

wwFrench

sAserman

wHungarian
wltalian

wJapaneze

wKaorean

wPalish
soPortuguese (Brazil)
sRuzsian
wWwhimplified Chinese
s lovak

InstallShield

=Back Cancel

Figure 5-4 Tivoli Directory Server language selection panel
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6. On the next panel (Figure 5-5), select the components to be installed and
click Next.

o2 IBM Tivoli Directory Server 5.2 : = | EI|£|

Select the features to install

[TClient SIK 5,2 {31 HB}

[Cheb Adwinistration Tool 5.2 (32 HB)

[CServer 5.2 (86 MB)

_IIBM WebSphere Application Server - Express 5.0,2 (140 ME)
[TIRZ2 ¥8,1 (335 HB)

[TGSkit (36 B}

Description:
This component contains the Web Administration Tool and DSML.

P ¥ cpace Required: 578 ME Available: 1837 ME

InstallShield Trtal cwara vannirad imclidas crars far raanivad mradocts

= Back Cancel

Figure 5-5 Feature selection panel

Note: IBM WebSphere Application Server - Express 5.0.2 was not
selected because Tivoli Access Manager Web Portal Manager requires
IBM WebSphere Application Server 5.0.2. It does not make sense to have
two different versions of the product because the Tivoli Directory Server
Web Administration Tool can be used with IBM WebSphere Application
Server 5.0.2. For IBM WebSphere Application Server installation, go to
“WebSphere Application Server installation” on page 221.
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7. On the summary panel (Figure 5-6), verify all the options that you selected in
previous panels and click Next.

ectory Server 5.2 10l x|

Installation has enough information to start copying files. Please
reviewrthe settings below and if you wish to change any setting,
click Back. If you are satizfied with the settings, click Next to begin
copying files.

IEH Tivoli Directory Server 5,2 will be installed to the following dir |=
Auzrd ldap

The following features will be installed:
Client SDK
Web Administration Tool
Server

B2 V8,1 will be installed in path
Ausr/opt./db2_08_01

InstallShield

= Back Cancel

Figure 5-6 Review selections panel
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8. You see the status window like the example in Figure 5-7. Wait until all the
packages are installed. Then click Next.

a2 IBM Tivoli Directory Server 5.2 i ||:||5|

Java

COMPATIBLE

0%

InstallShield

= Back Cancel

Figure 5-7 Installation progress panel
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9. Review the information on the Client readme panel (Figure 5-8). Then click

Next.

Tip: If the installation progress panel goes fast and you see the window
shown in Figure 5-8, you must have additional space to unpack packages in
a temporary directory.

InstallShield

&2 IBM Tivoli Directory Server 5.2

Please read the information belows.

=10l =

IBM Tiwoli Directory Serwer Version 5,2
Client Readme

GI11-4150-00

[

+-—-- Note

Before uzing this information and the product it supportz, read the
general information under Appendix A, "Motices",

iy Preface

Thiz Readme containz a description of the IBM{R} TivoliiR} Directory

Server Wersion 5.2 Client 5Dk, This Software Developer Kit {SDK}

provides LDAP application dewelopment support for the following

operating systemsi

* Windows MT(R) 4,0 with Service Pack B or higher, Windows(R} 2000,
Windows KP. or Windows Server 2003 Standard or Enterprize

= Back

Cancel

Figure 5-8 Client readme panel
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10.Review the information on the Tivoli Directory Server readme panel
(Figure 5-9). Click Next.

a2 IBM Tivoli Directory Server 5.2 i ||:||5|

- = Please read the information below:

[

IBHiRY Tiwoli{R} Directory Server Wersion 5,2 Server REAIME
i} First Edition {September, 2003}

This edition applies to verzion b, releaze 2, of The [BM Tivwoli
Directory Server and to all subsequent releaszes and modifications until
otherwize indicated in new editions,

ii} Preface

Thiz README file contains last minute information about the IBM Tiwoli
Directory Server,

The IBM Tiwvali Directory Server is available on AIK{RY. Linux, HP-UX,
Solaris, Windows NT(RY. and Windows(R} 2000 platforms,

The server README {=erver,pdf, server,htm, or server,txt} and separate
README files describing the IEM Tiwvoli Directory Server Client SDE
tclient,pdf , client,htm, or client,txt and the IBM Tiwoli Directory
Server Web Administration Tool {gui_readme,pdf, gui_readme.htm, or
gui_readme,txt} can be found in the following directories:

#% faor ALK Ausrdldap/docdlanguages<filenamer, {For Englizh, language iz

T (k]

InstallShield

Cancel

= Back

Figure 5-9 Server readme panel
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11.Review the information on the Tivoli Directory Server Web Administration Tool
readme panel (Figure 5-10). Click Next.

IngtallShield

o2 IBM Tivoli Directory Server 5.2

_|ol x|
Pleaze read the information below.
IBMiRY TivolitR) Directory Server [
IEM Tivoli Directory Server Yersion 5,23 Web Administration Tool README J

GI11-4143-00

+--— Note

Before uzing thiz information and the product it supportsz, read the
general information under "3,0 Notices",

i} First Edition {September 2003}

This edition applies to verzion b, releaze 2, of the IBM Tivoli
Directory Server and to all subsequent releases and modifications until
otherwize indicated in new editions,

Copyright International Business Machines Corporation 2003, All rights
reserved,

= Back Cancel

Figure 5-10 Web Administration Tool readme panel
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12.The installation is now complete as indicated by the message in Figure 5-10.
Click Next to complete the process.

&2 IBM Tivoli Directory Server 5.2 = |EI|5|

Installation is now complete.

If you installed the serwer, note that a configuration tool has been launched. To
use |[BM Tivali Directary Server, you must configure a database™ and the
adminiztrator distinguished name and password, Itis recommended that you
perfarm this minimal configuration now.

*Mote: Before configuring a database, be sure you have already defined a system
user [ for the owner of the database instance.

The InstallShield Wizard has successfully installed |BW Tivoli Directory Server 5.2,
i_hoose Finizh to exit the wizard.

™

InstallShield -

= Back Cancel

Figure 5-11 Installation complete panel

5.4 Configuration

After you install Tivoli Directory Server, perform these configuration steps.

1. Configure the Tivoli Directory Server administrator, who is a special user that
is used to perform administrative tasks.

Configure the database, which is a repository for directory data.

Configure the suffix (also known as a naming context), which is a
distinguished name (DN) that identifies the top entry in a locally held directory
hierarchy. Because of the relative naming scheme used in LDAP, this DN is
also the suffix of every other entry within that directory hierarchy. A directory
server can have multiple suffixes, each identifying a locally held directory
hierarchy.

To achieve these tasks, you can choose from two paths.

» GUI using the 1dapxcfg command
» A command line using the 1dapcfg command

The following sections explain how to use the command line configuration.
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5.4.1 Configuring the Tivoli Directory Server administrator

Define the Tivoli Directory Server administrator using the 1dapcfg command with
the following parameters as shown in Example 5-1.

» -u: The administrator name, which must be in the DN format

For a DN representation and rules to build it, see Request For Comments
(RFC) 1179 and 2258.

Note: You can find a list of RFCs on the Web at:
http://www.fags.org/rfcs/

» -p: Administrator’s password

Example 5-1 Administrator user ID configuration

# 1dapcfg -u "cn=root" -p password

You have chosen the following actions:
Administrator DN 'cn=root' and password will be set.
Do you want to....

(1) Continue with the above actions, or

(2) Exit without making any changes: 1

Setting administrator DN 'cn=root' and password.
Set administrator DN 'cn=root' and password.

IBM Tivoli Directory Server Configuration complete.

5.4.2 Configuring the database

Tivoli Directory Server uses DB2 UDB as the storage repository for all data.
Therefore, prior to adding data to that directory, you must configure a database
instance associated with Tivoli Directory Server.

Define the Tivoli Directory Server database using the 1dapcfg command with the
following parameters as shown in Example 5-2.

» -1: A directory where the instance and database are created
» -a: Instance owner name

» -w: Instance owner’s password

» -d: Database name

Chapter 5. Implementing the user repository: LDAP on AIX and LDAP on z/0S 117


http://www.faqs.org/rfcs/

Example 5-2 Database configuration

# ldapcfg -1 /home/db2admin -a db2admin -w password -d ldapdb2
You have chosen the following actions:
Database 'ldapdb2' will be configured in instance 'db2admin'.

Do you want to....
(1) Continue with the above actions, or
(2) Exit without making any changes: 1

Configuring IBM Tivoli Directory Server Database.
Creating instance: 'db2admin'.

Created instance: 'db2admin'.

Cataloging instance node: 'db2admin'.

Cataloged instance node: 'db2admin'.

Starting database manager for instance: 'db2admin'.
Started database manager for instance: 'db2admin'.
Creating database: 'ldapdbh2'.

Created database: 'ldapdb2'.

Updating the database: 'ldapdb2'

Updated the database: 'ldapdb2'

Updating the database manager: 'db2admin'

Updated the database manager: 'dbZadmin'

Enabling multi-page file allocation: 'ldapdb2'
Enabled multi-page file allocation: 'ldapdb2'
Configuring database: 'ldapdb2'

Configured database: 'ldapdb2'

Adding local loop back to database: 'Tdapdb2'.
Added Tocal loop back to database: 'ldapdb2'.
Stopping database manager for instance: 'db2admin'.
Stopped database manager for instance: 'db2admin'.
Starting database manager for instance: 'db2admin'.
Started database manager for instance: 'db2admin'.
Configured IBM Tivoli Directory Server Database.

IBM Tivoli Directory Server Configuration complete.
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5.4.3 Configuring the suffix

Two directory trees are needed, one to hold the user data and another one to
hold the objects that created and managed by Tivoli Access Manager. The
suffixes that are created are:

» dc=itso,c=us: Directory tree to hold user and group data
» secAuthority=Default: Directory tree to hold Tivoli Access Manager objects

Define the Tivoli Directory Server suffix using the 1dapcfg command with the
parameter -s, which is a suffix name, as shown in Example 5-3.

Example 5-3 Suffix configuration

# ldapcfg -s "dc=itso,c=us"

You have chosen the following actions:

Suffix 'dc=itso,c=us' will be added to the configuration file.
Do you want to....

(1) Continue with the above actions, or

(2) Exit without making any changes: 1

Adding suffix: 'dc=itso,c=us’'.
Added suffix: 'dc=itso,c=us'.

IBM Tivoli Directory Server Configuration complete.
# ldapcfg -s "secAuthority=Default"

You have chosen the following actions:

Suffix 'secAuthority=Default' will be added to the configuration file.
Do you want to....

(1) Continue with the above actions, or

(2) Exit without making any changes: 1

Adding suffix: 'secAuthority=Default'.
Added suffix: 'secAuthority=Default'.

IBM Tivoli Directory Server Configuration complete.
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5.4.4 First initialization of Tivoli Directory Server

120

After configuration, you can start Tivoli Directory Server using various methods.

» Using the ibmdirct1 command
» Using the ibmsTapd command
» Using the Web Administration Tool

A simple approach is to request the type of operation needed from the
administration daemon. To do this, enter the ibmdirct1 command with the
following parameters as shown in Example 5-4.

» -D: Directory administrator
» -w: Administrator’s password

Note: Administrators like to automate some tasks using scripts to help
save on typing, enabling passwords in clear text written inside the script
files. This is not a good practice. Avoid it by replacing the clear text
character password with a question mark (?). The administrator is then
prompted to insert their password.

» <action>: An action that must be performed by an administration daemon, for
example, start or stop

Example 5-4 Start command

# ibmdirct]l -D cn=root -w? start
Enter password ==>
Start operation succeeded

To be sure that Tivoli Directory Server has started without errors, you can verify
the ibmslapd.log file for the messages logged during this operation as shown in
in Example 5-5.

Example 5-5 Messages logged on ibmslapd.log

# tail -n 20 /var/ldap/ibmslapd.log

04/06/05 17:33:59 Server starting.

04/06/05 17:34:01 Plugin of type EXTENDEDOP is successfully loaded from
libevent.a.

04/06/05 17:34:01 Plugin of type EXTENDEDOP is successfully loaded from
libtranext.a.

04/06/05 17:34:01 Plugin of type EXTENDEDOP is successfully loaded from
libldaprepl.a.

04/06/05 17:34:01 Plugin of type PREOPERATION is successfully loaded from
1ibDSP.a.

04/06/05 17:34:01 Plugin of type PREOPERATION is successfully loaded from
libDigest.a.
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04/06/05 17:34:01
libevent.a.
04/06/05 17:34:01
libtranext.a.
04/06/05 17:34:01

/1ib/Tibldapaudit.

04/06/05 17:34:01
libevent.a.
04/06/05 17:34:01
libtranext.a.
04/06/05 17:34:01

/1ib/Tibback-rdbm.

04/06/05 17:34:01

Plugin
Plugin
Plugin
a.
Plugin
Plugin
Plugin

a.
Plugin

/1ib/1ibldaprepl.a.

04/06/05 17:34:01

/1ib/1ibback-rdbm.

04/06/05 17:34:01
libevent.a.
04/06/05 17:34:01

Plugin
a.
Plugin

Plugin

/1ib/1ibback-config.a.

04/06/05 17:34:05
1ibloga.a.

Plugin

of

of

of

of

of

of

of

of

of

of

of

type
type
type
type
type
type
type
type
type
type

type

EXTENDEDOP is successfully Toaded from
EXTENDEDOP is successfully loaded from
AUDIT is successfully loaded from
EXTENDEDOP is successfully Toaded from
EXTENDEDOP is successfully loaded from
DATABASE is successfully Toaded from
REPLICATION is successfully Toaded from
EXTENDEDOP is successfully loaded from
EXTENDEDOP is successfully loaded from
DATABASE 1is successfully loaded from

EXTENDEDOP is successfully loaded from

04/06/05 17:34:05 Non-SSL port initialized to 389.

04/06/05 17:34:07 IBM Tivoli Directory (SSL), Version 5.2

04/06/05 17:34:07 Started 15 worker threads to handle client requests.

Server started.

Another way to verify if the daemon is running and responding to requests is to
perform a query against the root entry, also known as root DSA specific entry
(DSE). DSA is also known as directory system agent. To ensure that the daemon
is running, use the 1dapsearch command with the following parameters as shown

in Example 5-6.

» -b: The starting point in the directory tree to perform the query, it can be a DN
or a null string that implies in a null query. A null query returns all the entries in
the directory information tree (DIT).

» -s: The query’s scope which can be defined as follows:

— base: Queries only the entry that was specified
— one: Queries the starting point and one level below
— sub: Queries the whole subtree

» <filter>: Filter to apply in the query
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Example 5-6 Root DSE query

# ldapsearch -s base -b "" objectclass=*

namingcontexts=CN=SCHEMA
namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=DC=ITS0,C=US
namingcontexts=SECAUTHORITY=DEFAULT
subschemasubentry=cn=schema

supportedextension=1.3.18.0.2.12.1
supportedextension=1.3.18.0.2.12.3
supportedextension=1.3.18.0.2.12.5
supportedextension=1.3.18.0.2.12.6
supportedextension=1.3.18.0.2.12.15
supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26
supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37
supportedcontrol=2.16.840.1.113730.3.4.2

supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805
supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18
secureport=636

security=ssl

port=389

supportedsasimechanisms=CRAM-MD5
supportedsasImechanisms=DIGEST-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=5.2
ibm-Tdapservicename=m10df53f.itso.ral.ibm.com
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ibm-serverId=f0863ac0-3b2e-1029-90cc-d97af776f36e
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.2

ibm-ss1ciphers=352F04050A090306
ibm-sTapdisconfigurationmode=FALSE
ibm-sTapdSizeLimit=500

ibm-sTapdTimeLimit=900
ibm-slapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=ml10df53f.itso.ral.ibm.com

5.4.5 Configuring security for Tivoli Directory Server

The Tivoli Directory Server has the ability to protect LDAP access by encrypting
data with Secure Sockets Layer (SSL) security. When using SSL to secure LDAP
communications with the Tivoli Directory Server, both server authentication and
client authentication are supported. To use SSL, the IBM Global Security Toolkit
(GSKit) is required.

To simplify the configuration, a self-signed certificate is used. Follow these steps
to configure security.

1. To handle the certificates, type the ikeyman command to start the IBM key
management tool.

# /usr/ldap/_jvm/jre/bin/ikeyman
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2. At the top of main ikeyman window (Figure 5-12), select Key Database
File > New.

Key Database File Create Yiew Help

e

Key database information

DE-Type: |

File Name: |

Token Label: |

Key database content

Personal Certificates v| l; BCeiVE...
[ pewer |
View/ EdiL j

[ mpon. ]
Recreate Request..

Mew Self-Signed...

To start, please select the Key Database File menu to work with a key database...

Figure 5-12 ikeyman main panel

3. On the dialog window that opens (Figure 5-13), complete these tasks:
a. For Key database type, select CMS key database file.

b. For File Name, type the name. This file has an extension of .kdb, as in the
example 1dap_server.kdb.

For Location, type the location of the key database file to be created.
d. Click OK to close the dialog window.

Key database type |CMS key database file - |
File Mame: ldap_server. kdb || [Browse..]
Locatian: |,fusr,flda[:|,fcerts,r |

| OK | | Cancel | | Help |

Figure 5-13 Key database file characteristics

124 Distributed Security and High Availability



4. A new dialog window (Figure 5-14) opens that requests input for a password
for the key database file, an optional expiration time, and whether the
password is to be stashed to a file.

a. Enter and confirm a password.
b. Specify an optional expiration time

c. Select Stash the password to a file?. Otherwise, you must enter the
password manually in the configuration file of the directory server.

d. Click OK to close this dialog.

Password: [rwees |

Canfirm Password: |+ |

[_] Sat expiration time?

[¥] Stash the passwaord to a file?

Passward Strength:

{-H\.;—'H i =,
A A
| oK | | Reset | | Cancel

Figure 5-14 Password characteristics
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5. As shown in Figure 5-15, the password is encrypted and stored in a file with
the same name as the key database file but with an extension of .sth. Click
OK on the message window.

DR

Werisign Class 2 Public Pri

werisign Class 1 Public Pr

Thawte Personal Premiu

Thawte Personal Freemai

Thawte Personal Basic CA

Thawte Premium Server

Thawte Server CA

R5A Secure Server Certification Authority

WeriSign Class 1 CA Individual Subscriber-Persona Mot Validated
wverisign Class 1 Public Primary Certification Authority
Werisign Class 2 Public Primary Certification Authority
Werisign Class 3 Public Primary Certification Authority

Figure 5-15 Password saved message
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6. From the ikeyman window (Figure 5-16), under the Key database content
section, select Personal Certificates. Then click the New Self-Signed
button.

D=ER

Figure 5-16 Personal certificates panel
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7. In the window (Figure 5-17) that opens, complete the following information:

— Key label (a clear, descriptive label for the certificate)

— Key version (X.509 V3, unless you have reasons for other versions)
— Key size (512 or 1024)

— Common name

— Organization

— Country

— Validity period in days

Note: As indicated in the window, the other fields are optional.

Click OK to generate the certificate.

Please provide the following:

Key Label [LoaP Server|

Version X500V3 w

Key Size ,W

Commaon Name [m10dfs 3f itso.ral.ibm.com
Organization Jitsd

Organization Unit (aptional) |

Locality (optional) |
State/ Province {aptianal) li
Zipcade {aptional) li
Cauntry us -
Validity Period ’F Days
| OK || Reset H Cancel || Help

Figure 5-17 Certificate details
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8. From the certificate that was created, the root certificate needs to be
extracted that is necessary for other communication partners (clients, servers,
or both) to recognize the newly created certificate. Click the Extract
Certificate button in the lower right corner of the main window (Figure 5-18).

Key Database File Create View Help

Is[== =

DE-Type: (CMS key database file
File Mame: Jusrfldap/certsfldap_server kdb

Key database infarmation

Key database content

Personal Cartificates v| | [Receive..] |
* LDAP Server | Delete
Export/ Impart...
Recreate Request...

New 5elf-Signed...
Extract Certificate...

The requested action has successfully completed!

Figure 5-18 Personal certificate generated

9. You see a panel like the one in Figure 5-11.
a. For Data type, select Base64-encoded ASCII.

b. Type a file name (with the .arm extension) and a location (directory) to
which the new root certificate is to be exported.

c. Click OK to export the root certificate.

Data type ‘ Base64-encoded ASCll data « |
Certificate file name: [ldap_server.arm || Browse..
Lacatian: \,fusr,fldap,fcs_'rts,r \

OK Cancel

Figure 5-19 Root certificate extraction panel
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Note: If a file for the JNDI SSLight client key class is needed for clients,
select the SSLight key database class as the data type when you create a
file with the .class extension.

You have created the key database file to use with the server and extracted its
root certificate. You must import the root certificate to all partners that will use the
SSL protocol with LDAP. Now you create another key database file with the root
certificate that was extracted from the Tivoli Directory Server key database file.

1. At the top of the ikeyman window, select Key Database File —>New.

2. In the panel (Figure 5-20) that opens, complete these tasks:

a.
b.

C.

For Key database type, select CMS key database file.

Type the name and location of the key database file to be created. This file
has an extension of .kdb, as in the example Policy_Server.kdb.

Click OK to close the panel.

Key database type ‘CMS key database file hd
File Name: [Policy_Server kdb || |Browse..,

Locatian:

|fopt/PolicyDirector fcerts/

| OK J cancel |

Figure 5-20 Key database file characteristics

3. A new dialog opens that requests input for a password for the key database
file, an optional expiration time, and whether the password is to be stashed to
a file.

a.
b.

C.

d.

Enter and confirm a password.
Specify an optional expiration time

Select Stash the password to a file?. Otherwise, you must enter the
password manually in the configuration file of the directory server.

Click OK to close this dialog.

4. In the next window, click the Add button on the right.

5. Point to the file generated in step 9 on page 129.
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6. Type a label for the certificate being stored as shown in Figure 5-21. Then
click OK.

Enter a label far the certificate:
[LDaP_server|

ok || cancel |

Figure 5-21 Root certificate label

7. With the client key database file created, copy the file to all client machines
that use the SSL protocol between them and Tivoli Directory Server.

Key Database File Create View Help

Is=E R

DE-Type: CMS key database file

Key database infarmatian

File Mame: [opt/PolicyDirector fcerts/Policy_Server. kdb

Koy database contant

signer Certificates - | | Add... |

LDAP_Server | Delete

Werisign Class 2 Public Primary Certification Authority - G2

werisign Class 2 Public Primary Certification Authority - G2

Werisign Class 1 Public Primary Certification Authority - G2
Thawre Personal Premiurm CA W
Thawte Personal Freemail CA

Thawte Personal Basic CA

Thawte Premiurn Server Ch

Thawte Server CA

RSA Secure Server Certification Authority

wverisign Class 1 CA Individual Subscriber-Persona Mot Validated
Werisign Class 1 Public Primary Certification Authority

wverisign Class 2 Public Primary Certification Authority

Werisign Class 2 Public Primary Certification Authority

IThe requested action has successfully completed!

Figure 5-22 Root certificate imported

After you create the key database file for the server and client machines,
configure the Tivoli Directory Server server for SSL setup. The file that holds the
Tivoli Directory Server configuration is /etc/ibmslapd.conf.
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1. Modify this file by entering:
# vi /etc/ibmslapd.conf
2. Edit the following directives.

ibm-sTapdSecurity: SSL
ibm-sTlapdSs1Certificate: LDAP Server
ibm-sTapdSs1KeyDatabase: /usr/ldap/certs/ldap_server.kdb

3. Save the file.

4. To make these changes available, restart the main daemon. Again, use the
ibmdirctl command to do this:

# ibmdirctl -D cn=root -w? restart
Enter password ==>
Restart operation succeeded

5. Validate the new configuration as shown in Example 5-5 on page 120. Look in
ibmslapd.log and verify the following messages:

04/06/05 18:56:47 Configuration read securePort 636.
04/06/05 18:56:48 SSL port initialized to 636.

A good test to verify if SSL functionality is in place is to use the 1dapsearch
command again and query root DSE using SSL as shown in Example 5-7. To do
this, additional parameters are required.

» -Z: Use a secure SSL connection to communicate with the LDAP server.

» -K: Specify the name of the SSL key database file (with a default extension of
kdb).

» -P: Specify the key database password. This password is required to access
the encrypted information in the key database file.

Example 5-7 Query root DSE with SSL enabled

# ldapsearch -Z -K /opt/PolicyDirector/certs/Policy_Server.kdb -P password -s
base -b "" objectclass=*

namingcontexts=CN=SCHEMA
namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=DC=ITS0,C=US
namingcontexts=SECAUTHORITY=DEFAULT
subschemasubentry=cn=schema
supportedextension=1.3.18.0.
supportedextension=1.3.1
supportedextension=1.3.1
supportedextension=1.3.1
supportedextension=1.3.1
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supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26

supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37
supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805
supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18
secureport=636

security=ssl

port=389

supportedsasimechanisms=CRAM-MD5
supportedsasimechanisms=DIGEST-MD5
supportedldapversion=2

supportedldapversion=3
ibmdirectoryversion=5.2
ibm-Tdapservicename=m10df53f.itso.ral.ibm.com
ibm-serverId=f0863ac0-3b2e-1029-90cc-d97af776f36e
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.2
ibm-ss1ciphers=352F04050A090306
ibm-sTapdisconfigurationmode=FALSE
ibm-slapdSizeLimit=500

ibm-sTapdTimeLimit=900
ibm-sTapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=m10df53f.itso.ral.ibm.com
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5.4.6 Installing the fix pack on Tivoli Directory Server

Follow these steps:
1. Go to the /usr/Idap directory.

2. Presuming that the tar file that contains the fix pack is located on /tmp
directory, enter the tar command to unpack it.

# tar -xvf /tmp/5.2.0-TIV-ITDS-AIX-FP0002.tar

X 5.2.0-TIV-ITDS-AIX-FP0002

X 5.2.0-TIV-ITDS-AIX-FP0002/data

x 5.2.0-TIV-ITDS-AIX-FP0002/data/all_files.list, 1690 bytes, 4 media
blocks.

X 5.2.0-TIV-ITDS-AIX-FP0002/data/patch.tar.Z, 14456203 bytes, 28235 media
blocks

x 5.2.0-TIV-ITDS-AIX-FP0002/install_update.sh, 19483 bytes, 39 media
blocks.

X 5.2.0-TIV-ITDS-AIX-FP0002/uninstall_update.sh, 19483 bytes, 39 media
blocks.

3. To perform the installation, stop all the server daemons and client processes.
First stop the Tivoli Directory Server daemon using the ibmdirct1l command.

# ibmdirctl -D cn=root -w password stop
Stop operation succeeded
# ps -ef | grep ibm
1dap 110780 1 0 12:11:07 - 0:00 /usr/bin/ibmdiradm -f
/usr/1dap/etc/ibmslapd.conf
root 393428 245890 0 14:50:03 pts/0 0:00 grep ibm

4. Stop the Tivoli Directory Server administration daemon using the ki1l
command.

Note: Ensure that you verify the process ID of the ibmdiradm daemon
before you type the ki1l command.

# kill 110780
# ps -ef | grep ibm
root 266488 245890 0 14:50:38 pts/0 0:00 grep ibm

5. Install the fix pack using the install_update command.

# ./install_update.sh

Backing up existing files...

Installing files for fix pack...

The fix pack has been successfully installed.
You can restart ibmdiradm and ibmslapd.
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(Note: The patch can be uninstalled by running uninstall_update.sh
only if data/UNDO.tar.Z is not removed. )

5.4.7 Installing the Tivoli Directory Server Web Administration Tool

Next, install Tivoli Directory Server Web Administration Tool.

1.

Go to /usr/ldap/idstools and copy the IDSWebApp.war file to WebSphere’s
installableApps directory.

# cp /usr/ldap/idstools/IDSWebApp.war
/usr/WebSphere/AppServer/installableApps

Go to WebSphere’s bin directory. Use the wsadmin command to start the
WebSphere administration command line interface.

# ./wsadmin.sh -conntype NONE

WASX73571: By request, this scripting client is not connected to any server
process. Certain configuration and application operations will be available
in Tocal mode.

WASX70291: For help, enter: "$Help help"

wsadmin>

Use the $AdminApp install command to install the application as shown in
Example 5-8.

Example 5-8 Web Administration Tool installation

wsadmin>$AdminApp install
/usr/WebSphere/AppServer/installableApps/IDSWebApp.war {-configroot
/usr/WebSphere/AppServer/config -node m10df53f -server serverl
-usedefaultbindings -nodeployejb -appname IDSWebApp.war -contextroot IDSWebApp}
WASX73271: Contents of was.policy file:

//

/!
/1
/!
/!

Template policy file for enterprise application.
Extra permissions can be added if required by the enterprise application.

NOTE: Syntax errors in the policy files will cause the enterprise

application FAIL to start.

//

Extreme care should be taken when editing these policy files. It is

advised to use

//
//
//

the policytool provided by the JDK for editing the policy files
(WAS_HOME/java/jre/bin/policytool).

grant codeBase "file:${application}" {

}s

grant codeBase "file:${jars}" {

}s
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grant codeBase "file:${connectorComponent}" {

}s

grant codeBase "file:${webComponent}" {

}s

grant codeBase "file:${ejbComponent}" {

}s

================== m10df53f

ADMA6010I: The tasks are [com.ibm.ws.webservices.deploy.WSDeployTask,
com.ibm.ws.management.application.task.ConfigureTask,
com.ibm.ws.management.application.task.BackupAppTask]

ADMA5016I: Installation of IDSWebApp.war started.

ADMA6018I: Node-server relation for this app is
{cel1s/m10df53f/nodes/m10df53f=[cel1s/m10df53f/nodes/m10df53f/servers/serverl]}
ADMA6020I: Adding serverindex entry for
cells/ml0df53f/applications/IDSWebApp.war.ear/deployments/IDSWebApp.war for
server serverl on node ml0df53f

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/appl
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/was.policy
ADMA6016I: Add to workspace META-INF/was.policy

ADMA60171: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/appl
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/MANIFEST.MF
ADMA60161: Add to workspace META-INF/MANIFEST.MF

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/app]
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/application.xml
ADMA60161: Add to workspace META-INF/application.xml

ADMA60171: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/app]
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/ibm-application-b
nd.xmi

ADMA6016I: Add to workspace META-INF/ibm-application-bnd.xmi

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/appl
ications/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/META-INF/MAN
IFEST.MF

ADMA6016I: Add to workspace IDSWebApp.war/META-INF/MANIFEST.MF

ADMA60171I: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/appl
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/WEB-INF/web.
xm]1

ADMA60161: Add to workspace IDSWebApp.war/WEB-INF/web.xm1

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/appl
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jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/WEB-INF/ibm-
web-bnd. xmi

ADMA60161: Add to workspace IDSWebApp.war/WEB-INF/ibm-web-bnd.xmi

ADMA5005I: Application IDSWebApp.war configured in WebSphere repository
ADMA50371: Starting backup of app at
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/app]
ications/IDSWebApp.war.ear

ADMA5038I: Completed backup of app at
/usr/WebSphere/AppServer/wstemp/Script1031
e8195b1/workspace/cel1s/m10df53f/applications/IDSWebApp.war.ear/IDSWebApp.war.e
ar

ADMA5001I: Application binaries saved in
/usr/WebSphere/AppServer/wstemp/Script1031e8195b1/workspace/cells/m10df53f/app]
ications/IDSWebApp.war.ear/IDSWebApp.war.ear

ADMA6011I: Deleting directory tree /tmp/app_1031e91c9fc

ADMA5011I: Cleanup of temp dir for app IDSWebApp.war done.

ADMA5013I: Application IDSWebApp.war installed successfully.

4. After you install the application, use the $AdminConfig save command to save
all the changes made by the $AdminApp install command in WebSphere
configuration repository.

wsadmin>$AdminConfig save

5. Use the quit command to exit wsadmin.

WebSphere Application Server has installed the application. Now start it.
1. Open a browser and point it to the following URL:
http://WebSphere_hostname:9090/admin/
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2. In the window (Figure 5-23) that opens, type a user ID for the WebSphere
Application Server administration console.

=[81x]

a IBM WebSphere Application Server Administrative Login - Microsoft Internet Explorer

File Edit VWiew Favorites Tools Help

GBack - = - D it | Qsearch [GlFavorites fMedia (4 ‘ - S e

»

Links @Customize Links @Free Hotrmail @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer @Search the Web with Lycos @Windows Media

Address IE:] http:!mi0dfS3f itso,ral ibm,com: 9050 admin/

ion Server Administrative Console

User ID: |

The User ID does not require a passwyord, and does not need to be a User D of
a user in the local user registry . | is only used to track user-specific changes to
configuration data. Security is NOT enabled

o éw & -

un F,i’i" Inkernet

EJ Done

Figure 5-23 WebSphere Application Server Administrative Console signon

138  Distributed Security and High Availability



3. As shown in Figure 5-24, in the left navigation area, expand Applications

and click Enterprise Applications.

‘ebSphere Administrative Console - Microsoft Internet Explorer

File Edit VWiew Favorites Tools Help
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{Back ~ = - @ it | @Search [ Favarites @Medla 8 ‘ %' =] - E
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() Copyright 1BM Corporation 1996, 2003
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Figure 5-24 WebSphere Application Server Administrative Console main panel
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4. Asyou can see in Figure 5-25, the IDSWebApp.war application has a red X in
the Status column. This means that this application is stopped. Select
IDSWebApp.war and click the Start button.

- wWebSphere Administrative Console - Microsoft Internet Explorer == |5||
File Edit VWiew Favorites Tools Help ‘
dagack - = - QD fat | Qsearch [GFavorites  (Fmeda (F ‘ B S - =
Links @Custumize Links @Free Hotmail @IBM Business Transformation EJIBM Internal Help @IBM Standard Software Installer @Sear:h the Web with Lycos @Winduws Media b
Address I@ http:/ il 0dFS3F.iksa.ral ibm.com: 9090 admingsecureflogon.do j @G '@ -
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i .  —
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[ |DSveblpp war ®
[ |MCBSamples L
[ | Plartsfiy\ishSphere P
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[~ |TechnologySamples P
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N
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‘WebSphere Runtime Messages Clear all
Total &l Messages: 380 [x% 9 ey, 9 tatal a 30 nesr, 30 total 0 341 newy, 341 total
Preferences lz‘
&] ’_,_,_“ Internet

Figure 5-25 |IDSWebApp.war application status
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While the request to start application is being processed, a Please Wait
message is displayed as shown in Figure 5-26.

3 WebSphere Administrative Console - Microsoft Internet Explorer 2 _|ﬁ||5||

File Edit Wiew Favorites Tools  Help ﬁ
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Figure 5-26 Starting the IDSWebApp.war application
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After the request is processed, you see a green arrow in the status column for
the IDSWebApp.war application as shown in Figure 5-27. This means that the
application is now up and running.

% WebSphere Administrative Console - Microsoft Internet Explorer & x]
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Figure 5-27 IDSWebApp.war application started
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You can now invoke the Web Administration Tool.
1. Open a browser and point it to the following URL:
http://WebSphere_hostname:9080/IDSWebApp/IDSjsp/Login.jsp

2. ltis not possible to manage Tivoli Directory Server servers yet. First you must
log on as the Web Administration Tool administrator and add the servers that
have to be administered.

a. For Username, type superadmin.
b. For the password, type secret.
c. Click Login.

Attention: The password is the default password that is delivered with product
installation. We recommend that you change this password at the first login.

/Z} 1BM Tivoli Directory Server Web Administration - Microsoft Internet Explorer : == |5||
File Edit VWiew Favorites Tools Help ﬁ
dagack - = - at | ‘Qsearch [FFavorites (Fmeda oH ‘ - S =
Links @Custumize Links @Free Hotmail @IBM Business Transformation @IBM Internal Help & |IEM Standard Software Installer & |Search the Web with Lycos @Winduws Media b
Address |@‘| hitp: /1 0dFS3F ibso.ral.ibm.com: 9080/IDSWebapp/IDSispiLogin. jsp j Peo & -

Tivoli. Directory Server Web Administration Tool
Login page
Enter username and p d
LDAP Hostname Console Admin 'l
Usemarme:
Password
Login
]
{&] Done ’_,_,_ | mnternet

Figure 5-28 Tivoli Directory Server Web Administration Tool login page
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3. To add new servers to manage, in the left navigation area (see Figure 5-29),
expand Console administration and select Manage console servers.

/3 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer = |£||
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[3 Introduction Console administrator
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@ Change console administrator R L. )
) elcome to the twoli Directory Server e stration Too s tool enables you to manage servers,
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both locally and remotely.
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3 Menace console proerties il o item on the left to perform a task.
[ Logout
At any time, in the upper right cormer, you can select:
[ to access help
For more information refer to:
Aeb Administraion Tool REATDIME
BN Tivol Directory Server Admmimstration Guide
() Copyright IBM Corporation 19598, 2002, 2003, All rights reserved

@ u F,i’i" Inkernet

Figure 5-29 Web Administration Tool main panel
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4. In the Manage console servers panel (Figure 5-30) that opens on the right,
click the Add button.

- Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer == |5||

File Edit VWiew Favorites Tools Help ﬁ
dagack - = - (D at | Qsearch [FFavorites (Fmeda (4 ‘ B-SE
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Figure 5-30 Manage console server panel
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5. In the Add server panel (Figure 5-31), define the server’s host name that
needs to be administered, its port, and administration port. If SSL is used with
this server, select SSL enabled and be sure to specify the correct ports. Then
click OK.

/3 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer =S|
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Figure 5-31 Add server panel
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Now the server to be administered is defined as shown in Figure 5-32.
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Figure 5-32 Server added to administration
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To perform any administration task related to it, you must first log out as the Web
Administration Tool administrator and then log on as the new server
administrator.

1. In the left navigation area of the Web Administration Tool, click Logout.
2. In the next panel (Figure 5-33), click the here link to go to the login panel.

@ Logout - Microsoft Internet Explorer [:_JLEEJ
: File Edit View Favorites Tools Help "g'
GBEd{ > iﬂl IELI .;\; /- ) Search :‘\'/ Favorites 6‘"’ T i@ = :‘%

i Address @3ht‘lp:ﬂmIDdFSSf.itsU.ral.ibm.:Um:9DSDHDSWebAppﬂDSjspﬂ.ogUut.jsp (e a Go

Tivoli. Directory Server Web Administration Tool

Logout successful
‘You have successfully been logged off the server. This action has occurred because you hit the logout button. Please note that this browser window and any other browser
windows opened while you were working on the server have now expired. Mo further interaction can occur with the server by clicking in these windows

If you have been accidentally logged out then you will need to re-login by clicking here.

:&'] Done & Internet

Figure 5-33 Logout panel
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3. In the login page (Figure 5-34), complete these tasks:

a. Inthe LDAP Hostname list, select the Tivoli Directory Server server host
name to be administered.

b. In the Username field, type the server admin user.
In the Password field, type the password of the user.

Click Login.

€1 IBM Tivoli Directory Server Web Administration - Microsoft Internet Explorer

: File FEdit view Favorites Tools Help

GBadﬁ r &l Iﬂ Ig .;‘5 /-.Saarch ‘\E‘_\'\T;.’Favuﬂtes {‘? " i E % f‘i

dress %:} http://m 10df53f.itzo. ral.ibm.com:3080/IDSWebApp/IDSjsp /Login.jsp hd ﬂ o

Tivoli. Directory Server Web Administration Tool

Login page

LDAP Hostname: m10dfa6Litso.ral.ibm.com v
Usemame: cn=root
Password: seneee

@;’] Done 4 Internet

Figure 5-34 Login panel
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When you reach the Introduction panel (Figure 5-35), the server is now ready to
be administered.

€] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer g
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(c) Copyright IBM Corporation 1998, 2002, 2003. All rights resernved.

® -

@'] Done ) Internet

Figure 5-35 Tivoli Directory Server server main panel

5.4.8 Installing the fix pack on the Web Administration Tool

Complete the following steps to install the fix pack on the Web Administration
Tool.

1. Go to the /usr/ldap directory.

2. Presuming that the tar file that contains the fix pack is in the /tmp directory,
type the tar command to unpack it.

# tar -xvf /tmp/5.2.0-TIV-ITDW-Multi-FP0001.tar
x 5.2.0-TIV-ITDW-Multi-FP0001

X 5.2.0-TIV-ITDW-Multi-FP0001/deploy_IDSWebApp.sh, 9015 bytes, 18 media
blocks.

X 5.2.0-TIV-ITDW-Multi-FPO001/IDSWebApp.war, 15833317 bytes, 30925 media
blocks.
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3. Stop all server and clients Tivoli Directory Server processes before
continuing. This includes the Tivoli Directory Server Web Administration Tool.

4. Copy the deploy_IDSWebApp.sh file to WebSphere bin directory.
# cp deploy_IDSWebApp.sh /usr/WebSphere/AppServer/bin

5. Go to WebSphere bin directory and type the deploy_IDSWebApp.sh command
to install the fix pack. Example 5-9 shows installing the fix pack and the output
of the command.

Example 5-9 Installing the fix pack

# ./deploy IDSWebApp.sh /usr/1dap/5.2.0-TIV-ITDW-Multi-FP0O001/IDSWebApp.war

mkdir -p
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/security

cp
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/security/console_passwd

/usr/WebSphere/AppServer/temp/deploy IDSWebApp.tmp/WEB-INF/classes/security/con
sole_passwd

mkdir -p
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SServersConfig

cp
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/IDSConfig/IDSServersConfig/IDSServersInfo.xml
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SServersConfig/IDSServersInfo.xml

mkdir -p
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SAppReg

cp
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/IDSConfig/IDSAppReg/IDSAppReg.xml
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SAppReg/IDSAppReg. xm1

mkdir -p

/usr/WebSphere/AppServer/temp/deploy_ IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SSessionConfig

cp
/usr/WebSphere/AppServer/installedApps/ml10df53f/IDSWebApp.war.ear/IDSWebApp.war
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/WEB-INF/classes/IDSConfig/IDSSessionConfig/IDSSessionMgmt.xml
/usr/WebSphere/AppServer/temp/deploy_IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SSessionConfig/IDSSessionMgmt.xml

/usr/WebSphere/AppServer/bin/wsadmin.sh -c "\$AdminApp uninstall IDSWebApp.war"
WASX7209I: Connected to process "serverl" on node ml0df53f using SOAP
connector;

The type of process is: UnManagedProcess
ADMA5017I: Uninstallation of IDSWebApp.war started.
ADMA5104I: Server index entry for ml0df53f was updated successfully.
ADMA5102I: Deletion of config data for IDSWebApp.war from config repository
completed successfully.
ADMA5011I: Cleanup of temp dir for app IDSWebApp.war done.
ADMA51061: Application IDSWebApp.war uninstalled successfully.

WASX7341W: No "save" was performed before the interactive scripting session
exited; configuration changes will not be saved.

/usr/WebSphere/AppServer/bin/wsadmin.sh -conntype NONE -c "\$AdminApp install
{/usr/1dap/5.2.0-TIV-ITDW-Multi-FP0001/IDSWebApp.war} {-configroot
\"$CONFIG_ROOT\" -node \"$WAS_NODE\" -usedefaultbindings -nodeployejb -appname
IDSWebApp.war -contextroot \"IDSWebApp\"}"
WASX73571: By request, this scripting client is not connected to any server
process. Certain configuration and application operations will be available in
local mode.
WASX73271: Contents of was.policy file:

//

// Template policy file for enterprise application.

// Extra permissions can be added if required by the enterprise application.
//

// NOTE: Syntax errors in the policy files will cause the enterprise
application FAIL to start.

// Extreme care should be taken when editing these policy files. It is
advised to use

// the policytool provided by the JDK for editing the policy files

// (WAS_HOME/java/jre/bin/policytool).

//

grant codeBase "file:${application}" {

bs

grant codeBase "file:${jars}" {

}s

grant codeBase "file:${connectorComponent}" {

}s

grant codeBase "file:${webComponent}" {

}s
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grant codeBase "file:${ejbComponent}" {

}s

================== q]10df53f

ADMA6010I: The tasks are [com.ibm.ws.webservices.deploy.WSDeployTask,
com.ibm.ws.management.application.task.ConfigureTask,
com.ibm.ws.management.application.task.BackupAppTask]

ADMA5016I: Installation of IDSWebApp.war started.

ADMA6018I: Node-server relation for this app is
{cel1s/m10df53f/nodes/m10df53f=[cel1s/m10df53f/nodes/m10df53f/servers/serverl]}
ADMA6020I: Adding serverindex entry for
cells/ml0df53f/applications/IDSWebApp.war.ear/deployments/IDSWebApp.war for
server serverl on node ml0df53f

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/app]
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/was.policy
ADMA6016I: Add to workspace META-INF/was.policy

ADMA60171I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/appl
ications/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/MANIFEST.MF
ADMA6016I: Add to workspace META-INF/MANIFEST.MF

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/work
space/cells/ml0df53f/applications/IDSWebApp.war.ear/deployments/IDSWebApp.war/M
ETA-INF/application.xml

ADMA60161: Add to workspace META-INF/application.xml

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/appl
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/META-INF/ibm-application-b
nd.xmi

ADMA60161: Add to workspace META-INF/ibm-application-bnd.xmi

ADMA60171I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/appl
ications/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/META-INF/MAN
IFEST.MF

ADMA60161: Add to workspace IDSWebApp.war/META-INF/MANIFEST.MF

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/app]
ications/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/WEB-INF/web.
xm]

ADMA6016I: Add to workspace IDSWebApp.war/WEB-INF/web.xm1

ADMA6017I: Saved document
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/ml10df53f/appl
jcations/IDSWebApp.war.ear/deployments/IDSWebApp.war/IDSWebApp.war/WEB-INF/ibm-
web-bnd. xmi

ADMA6016I: Add to workspace IDSWebApp.war/WEB-INF/ibm-web-bnd.xmi

ADMA5005I: Application IDSWebApp.war configured in WebSphere repository
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ADMA50371: Starting backup of app at
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/appl
ications/IDSWebApp.war.ear

ADMA5038I: Completed backup of app at
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/app]
ications/IDSWebApp.war.ear/IDSWebApp.war.ear

ADMA5001I: Application binaries saved in
/usr/WebSphere/AppServer/wstemp/Script103236f8748/workspace/cells/m10df53f/appl
ications/IDSWebApp.war.ear/IDSWebApp.war.ear

ADMA6011I: Deleting directory tree /tmp/app_1032370dad8

ADMA5011I: Cleanup of temp dir for app IDSWebApp.war done.

ADMA5013I: Application IDSWebApp.war installed successfully.

cp
/usr/WebSphere/AppServer/temp/deploy IDSWebApp.tmp/WEB-INF/classes/security/con
sole_passwd
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/security/console_passwd

cp

/usr/WebSphere/AppServer/temp/deploy_ IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SServersConfig/IDSServersInfo.xml
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/IDSConfig/IDSServersConfig/IDSServersInfo.xml

cp
/usr/WebSphere/AppServer/temp/deploy IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SAppReg/IDSAppReg. xm1
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/IDSConfig/IDSAppReg/IDSAppReg.xml

cp

/usr/WebSphere/AppServer/temp/deploy_ IDSWebApp.tmp/WEB-INF/classes/IDSConfig/ID
SSessionConfig/IDSSessionMgmt . xml
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war
/WEB-INF/classes/IDSConfig/IDSSessionConfig/IDSSessionMgmt.xml

/usr/WebSphere/AppServer/bin/stopServer.sh serverl

ADMUO116I: Tool information is being Togged in file
/usr/WebSphere/AppServer/logs/serverl/stopServer.log

ADMU3100I: Reading configuration for server: serverl

ADMU3201I: Server stop request issued. Waiting for stop status.

/usr/WebSphere/AppServer/bin/startServer.sh serverl

ADMUO116I: Tool information is being Togged in file
/usr/WebSphere/AppServer/logs/serverl/startServer.log

ADMU3100I: Reading configuration for server: serverl

ADMU3200I: Server launched. Waiting for initialization status.
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ADMU3000I: Server serverl open for e-business; process id is 327770
/usr/WebSphere/AppServer/installedApps/m10df53f/IDSWebApp.war.ear/IDSWebApp.war

<app-version>2.0004</app-version>
<build-date>Wed 12/08/2004</build-date>

6. After the fix pack is installed, restart all the processes.

5.4.9 Configuring Tivoli Directory Server for the SecTest application

Before we discuss the configuration of the SecTest application, you must
understand what a directory schema is. A schema is a set of rules that governs
the way that data can be stored in a directory. The schema defines the type of
entries that are allowed, their attribute structure, and the syntax of the attributes.

Data is stored in the directory using directory entries. An entry consists of an
object class, which is required, and its attributes. Attributes can be either required
or optional. The object class specifies the kind of information that the entry
describes and defines the set of attributes it contains. Each attribute has one or
more associated values.

The SecTest application uses two attributes that are not present in the Tivoli
Directory Server schema. To define them, follow the procedure described in
5.8.1, “Configuring LDAP on z/OS for the SecTest application” on page 197.

The differences between Tivoli Directory Server (LDAP distributed) and LDAP on
z/0OS schema changing procedure are shown in the following examples.

» In Example 5-14 on page 198, all the DN entries must look like this one:
dn: cn=schema

» In Example 5-15 and Example 5-16 on page 199, remember to change the
host name, port, administrator and its password when issuing commands.

5.4.10 Configuring replication in Tivoli Directory Server

Replication is the technique of duplicating data between multiple directories for
performance, scalability, and redundancy. These multiple copies are kept in sync
with one or more main directory servers called a supplier (also commonly
referred to as a master) or writable server and one or more consumers
(commonly referred to as a replica) or read only servers.

Through replication, a change made to one directory is propagated to one or
more additional directories. In effect, a change to one directory takes effect in
multiple different directories.
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Replication can be configured in different topologies.

»

Master-replica: Only one master exists and at least one replica can be
configured.

Master-forwarder-replica: The same scenario happens as for a
master-replica but with the addition of a forwarder server. This server acts as
the replica server receiving updates from the master server. It can also act as
a master server replicating these updates to other replica servers. It sits
between the master and replica. It is useful when the topology contains many
widely dispersed replicas offloading the replication workload from the master
server.

Peer replication: More than one master coexists with another in an
environment. This is a multimaster scenario without conflict resolution, so use
extra care to avoid update conflict.

For the scope of this book, we decided to use a master-replica topology
configuration. However, all the three topology options are valid.

Configuring a simple master-replica scenario involves the following steps.

1.

Choose one server to act as the master and select the subtree in it to be
replicated.

Note: If you are trying to make a non-suffix entry the replicated root, for
example a subcontainer that is under the suffix, complete the following
steps before you use the Add Subtree function.

a. Go to the Manage Entries panel. Select the entry and click Edit ACL.

b. If you need to add non-filtered ACLs, select that tab and add an entry
cn=this with the role access ID for both ACLs and owners.

c. Select the Propagate ACLs and Propagate owner options.

d. If you need to add filtered ACLs, select that tab and add an entry
cn=this with the role access ID for both ACLs and owners.

e. Deselect Accumulate filtered ACLs and select Propagate owner.

2. Create credentials to be used by the master server.

3. Export data to the replica servers.

4. Create the replica servers.

Distributed Security and High Availability



5.4.11 Configuring the master server
Complete the following steps to configure the master server.
1. Go to Web Administration Tool.

2. In the Login page, for LDAP host name, select the server name. Type the
administrator user and password. Then click Login.

/% 1BM Tivoli Directory Server Web Administration - Microsoft Internet Explorer =18]

]
File Edit VWiew Favorites Tools Help
= Back ~ = - @ ﬁ | @Search @Favﬂrltes @Medla @ ‘ %. é a B
Links @Customize Links @Free Hotrmail @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer @Search the Wm Lycos QWindows Media >
Address Ig‘l http:/mi0dfs3f itso,ral ibm.com: 9080/ 10 SWebApp /1D Sisp/Login. jsp

Tivoli. Directory Server Web Administration Tool

Login page

Ernter usetn

LDAP Hostname

Usernarne:

Password

EiDnne ’_,_,_‘. Inkernet

Figure 5-36 Web Administration Tool login panel
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3. Create an entry for a suffix. In the scenario, a suffix called dc=itso,c=us was
defined. As shown in Figure 5-37, in the left navigation area, expand
Directory management and select Manage entries.
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Figure 5-37 Tivoli Directory Server main panel
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4. In the Manage entries panel that appears on the right (see Figure 5-38), click
the Add button.
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Figure 5-38 Manage entries panel
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5. You see the Select object class panel (Figure 5-39). Since a domain suffix
was defined, in the Structural object class list, select domain and click Next.
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Figure 5-39 Add an entry panel: Structural class selection
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6. The Select auxiliary object classes panel (Figure 5-40) opens. Since no
auxiliary class was used, click Next.
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Figure 5-40 Add an entry panel: Auxiliary class selection
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7. In the next panel (Figure 5-41), scroll down to the Relative DN field. In this
field, type dc=itso,c=us. In the dc field, type itso. Then click Finish.
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You see the results of the entry are added as shown in the Manage entries
panel in Figure 5-42.
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Figure 5-42 Manage entries panel
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8. Now that the entry is created, the master server configuration continues. In
the navigation area of the Manage entries panel (Figure 5-43), expand
Replication management and click Manage topology.

9. In the Manage topology panel that appears on the right, click the Add
subtree... button.
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Figure 5-43 Manage topology panel
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10.You see the Add replicated subtree panel (Figure 5-44). In the Subtree DN
field, type the subtree that will be replicated, or click the Browse button to
browse through the directory tree to select it. Then click the OK button.
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Figure 5-44 Add replicated subtree panel
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11.Back in the Manage topology panel (Figure 5-45), select the master server
host name and click the Add replica... button.
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12.The Add replica panel (Figure 5-46) opens.

a. In the Hostname field, type the host name of the replica server.
b. In the Port field, type the port number to be used.
c. Click the Get replica ID button.

Note: If the replica server is not running, you see the error message
“Unable to get the server ID of the replica server.)
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13.Click the Additional tab.
14.In the Additional panel (Figure 5-47), click the Select button.
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Figure 5-47 Additional tab panel
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15.A credential is needed for the master server to authenticate itself to replica
server.

Note: Credentials can be created in three places:

» cn=replication,cn=localhost
» cn=replication,cn=IBMpolicies
» Replicated subtree

The last two options replicate data under them and the first option does
not, so it is the safest place to keep credentials.

Click the Add Credentials button (see Figure 5-48).
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Figure 5-48 Select credentials panel
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16.You see the Add credential — Authentication method panel (Figure 5-49). In
the Credential name field, after cn= type a name for the credential, select the
authentication method from the list and click Next.
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17.Now you see the Add credential — Simple bind panel (Figure 5-50).

a. Inthe Bind DN field, type a DN to bind to the replica server.
b. In the Bind password field, type the DN password.

c. Inthe Confirm password field, repeat DN password.

d. Click Finish.
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Figure 5-50 Add credential panel continued
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18.In the Select credential panel (Figure 5-51), from the Select credential or
enter DN field, select the credential that you created. Then click OK.
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19.Now you see the results of selecting the itso credential object as shown in
Figure 5-52. Click OK.
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Figure 5-52 Additional tab panel: Credential selected
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20.You have now completed configuration of the master server as indicated by
the message shown in Figure 5-53. Click the OK button.
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Figure 5-53 Master configuration completed

5.4.12 Synchronizing the data between servers

Now, synchronize the data between the servers as explained in the following
steps.

1. Export the subtree entries to a file. These entries are loaded in the replica
server to maintain the same data in both server. To export the data, go to a
command prompt and type the db21dif command with the following
parameters:

— -o0: Output file
— -s: Subtree exported

# db21dif -o /tmp/itso.1dif -s dc=itso,c=us
6 entries have been successfully exported from the LDAP directory.
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Important: You must guarantee that no updates will occur in the master
server until the replica configuration is complete. If any updates occur, then
both servers are unsynchronized. Therefore, we recommend that you stop
the master server right away.

2. Transfer this generated file to the replica server machine.
3. To import the data in replica server, stop the replica server.
# ibmdirct]l -D cn=root -w password stop

Stop operation succeeded

Note: Before you import the data to the replica server, be sure that the
same suffixes were defined for it. If the subtree exported from master is not
a suffix entry, then do not forget to create the entries that are hierarchically
above the first entry in the subtree exported.

4. Use the 1dif2db command to import the data to the replica server with the
following parameters:

— -r: Specifies whether to replicate: The default is yes, which means entries
are placed into the Change table and replicated when the server restarts.

— -i: The file to be imported

# 1dif2db -r no -i /tmp/itso.1dif
Plugin of type DATABASE is successfully loaded from /1ib/1ibback-config.a.
1dif2db: 6 entries have been successfully added out of 6 attempted.

5. Start the replica server now.

# ibmdirctl -D cn=root -w password start
Start operation succeeded
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5.4.13 Configuring the replica server

Follow these steps to configure the replica server.

1. Define the credential that the master server uses to authenticate with the
replica server. Go to Web Administration Tool and log on to the replica server
as a Tivoli Directory Server administrator.

2. In the navigation area on the left (see Figure 5-54, expand Replication
management and click Manage replication properties.

3. In the Manage replication properties panel that is displayed on the right, click
the Add button.
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Figure 5-54 Manage replication properties panel

4. The Add supplier credentials panel (Figure 5-55) is displayed.

a. From the Replicated subtree list, select a supplier or enter the name of the
replicated subtree for configuring supplier credentials.

b. Enter the replication bindDN and its password.
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Note: You can use these two options when more than one subtree is
replicated:

» Set the replication bind DN (and password) and a default referral for
all subtrees replicated to a server using “default credentials and
referral”. Use this when all subtrees are replicated from the same
supplier.

» Set the replication bind DN and password independently for each
replicated subtree by adding supplier information for each subtree.
Use this option when each subtree has a different supplier (a
different master server for each subtree).

c. Click OK.
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Figure 5-55 Add supplier credentials panel
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5. Restart the replica server.

Note: The replica is in a Suspended state and no replication is occurring.
After you finish setting up replication topology, set the master server queue
as Active.

6. Go to Web Administration Tool and log on the master server as a Tivoli
Directory Server administrator.

7. In the left navigation area, expand Replication management and click
Manage queues.

8. In the Manage queues panel (Figure 5-56), select the replica server to be
activated and click the Suspend/resume button.
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9. Now the status indicates Active as shown in Figure 5-57. Click the Refresh
button.
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Figure 5-57 Queue active
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The status changes to Ready as shown in Figure 5-58. The master-replica
configuration is now complete.

Note: In this procedure, one subtree configuration was shown, and in this
case, the domain dc=itso,c=us. There is another subtree that holds objects
created by Tivoli Access Manager. It is called secAuthority=Default. To
replicate this data, first configure the Tivoli Access Manager components to
have all the objects created in the master server. Then use the same
procedure in this section to set up replication for this subtree.
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5.4.14 Checklist for the Tivoli Directory Server parameters

Table 5-2 shows the list of DB2 UDB parameters used in the previous

configuration sections.

Table 5-2 DB2 UDB configuration parameters

Parameter Value
User ID db2admin
Password password
Database name Idapdb2

Database location

/home/db2admin

Table 5-3 lists the Tivoli Directory Server parameters used in the configuration.

Table 5-3 Tivoli Directory Server configuration parameters

Parameter Value
Administrator cn=root
Password password
Suffixes dc=itso,c=us

secAuthority=Default

ibm-slapdSecurity

SSL

ibm-slapdSsiCertificate

LDAP server

ibm-slapdSsiKeyDatabase

/usr/ldap/certs/Idap_server.kdb

Table 5-4 lists the certificate configuration parameters used in the configuration.

Table 5-4 Certificates configuration parameters

Parameter Value
Server file Idap_server.kdb
File location /usr/ldap/certs

Key database type

CMS key database file

Stash the password to a file

Yes

Key label

LDAP Server

Version

X509 V3
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Parameter

Value

Key size

1024

Common name

m10df53f.itso.ral.ibm.com

Organization itso
Country us
Validity period 365

Root certificate file name

Idap_server.arm

File location

/usr/ldap/certs

Data type

Base64-encoded ASCII data

Policy Server client file

Policy_server.kdb

File location /opt/PolicyDirector/certs
Key database type CMS key database file
Label LDAP_Server
WebSEAL client file WebSeal.kdb

File location /opt/pdweb/certs

Key database type CMS key database file
Label LDAP_Server

Table 5-5 lists the Web Administration Tool configuration parameters used in the
configuration.

Table 5-5 Web Administration Tool configuration parameters

Parameter Value
Installation directory /usr/WebSphere/AppServer/installableApps/
IDSWebApp.war

WebSphere configuration repository /ust/WebSphere/AppServer/config

Node m10df53f
Server serveri
Application name IDSWebApp.war
Context root IDSWebApp

182 Distributed Security and High Availability



Parameter Value

Additional parameters -usedefaultbindings
-nodeployejb

Table 5-6 lists the replication configuration parameters used in the configuration.

Table 5-6 Replication configuration parameters

Parameter Value

Master server m10df56f.itso.ral.ibm.com
Replica server m10df53f.itso.ral.ibm.com
Subtrees replicated dc=itso,c=us

secAuthority=Default

Credential name cn=itso
Credential bind DN cn=itso
Credential bind DN password password

5.5 LDAP on z/0S

The LDAP server on z/OS, part of the Integrated Security Services for z/OS, is
based on a client/server model that provides client access to an LDAP server. An
LDAP directory provides an easy way to maintain directory information in a
central location for storage, update, retrieval, and exchange.

N
),
SDBM _
Back-end > RACF
LDAP LDAP —
Client Server D
TDBM N~
Back-end DB2
— __

Figure 5-59 LDAP z/OS basic components
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The LDAP server on z/OS has two commonly used back ends.

» TDBM back end (based on DB2)
The TDBM database is a highly scalable database implementation.

» SDBM back end (based on Resource Access Control Facility (RACF)
The LDAP server can be configured to provide read/write access to RACF
user, group, and connection profiles using the LDAP protocol.

This following sections explain how to configure LDAP on z/OS, how to configure
it for Tivoli Access Manager, how to configure replication, and how to set up
Sysplex Distributor for load balancing LDAP requests is presented.

5.6 Prerequisites and dependencies

Prior to configuring the z/OS LDAP server product, you must install or set up
several products. There are some decisions that you must make depending on
how the LDAP server setup is required.

Table 5-7 Installed software and dependencies

If you plan to use... Then...

TDBM or GDBM back end (based Install the DB2 product and set up call level

on DB2) interface (CLI) and Open Database Connectivity
(ODBC).

Note: If you plan to use the LDAP server only for
accessing RACF information, you do not need to
install DB2 or set up a DB2 database.

SDBM back end (based on RACF) | Install RACF.

Program call (PC) support and the Install Policy Director and use SAF.
EXOP back end to support Policy
Director extended operations

Protect access to the LDAP server | Install z/OS Cryptographic Services System
with SSL security or Transport SSL.
Layer Security (TLS)

Password encryption with TDBM Install OCSF and ICSF.
Kerberos authentication Install Kerberos.
Native authentication Install a security server.
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The LDAP server comes with the z/OS operating system. For complete
instructions for installing the LDAP server product, see z/OS Program Directory,
Gl110-0670, which comes with the LDAP server tape or cartridge.

5.7 Installation

The LDAP server accesses LDAP directory data in one of two places:

» Normal LDAP directory data is stored in DB2 tables managed by the LDAP
server. Initially, the server used an internal protocol, called RDBM, to access
the directory data. With OS/390 V2R 10, a new protocol, called TDBM, has
been introduced. It provides an alternative and gives better performance and
flexibility. To talk to DB2, both TDBM and RDBM exploit the DB2 CLI.

» LDAP can also access data from selected RACF profiles kept in the RACF
database, and therefore enable LDAP clients to indirectly exploit RACF. In this
case, the RACF database is part of the LDAP directory, and an LDA called
SDBM handles the mapping of LDAP requests between LDAP and RACF.

The structure of LDAP directory entries must be defined in schema files. IBM
supplies several schema files (stored in UNIX hierarchical file system (HFS) files)
with LDAP. The files support the general directory structure and the structure of
the entries required by IBM products that exploit LDAP. In this section, both a
TDBM and SDBM back end are configured.

LDAP on z/OS offers a configuration utility called 1dapcnf to assist in the
installation and customization of an LDAP z/OS server. The LDAP configuration
utility takes a profile file as input and generates a set of output members in a data
set to facilitate an LDAP server configuration. The minimal user interaction with
the utility and the jobs it produces to update the required z/OS components result
in a simplified approach to LDAP configuration.

To complete the installation process, follow these steps:

1. Create an HFS data set with about five tracks of space to hold the customized
Idap.profile and the schema files to be customized and added to the LDAP
server. Mount this HFS data set to /etc/Idap.

2. Copy the following files from /usr/lpp/Idap/etc to /etc/Idap, which is the normal
location for customized LDAP configuration files:

Idap.profile (embeds the following files when 1dapenf is run)
Idap.slapd.profile

Idap.db2.profile

Idap.racf.profile
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3. Edit Idap.profile. Scroll to the bottom and change the lines that embed

Idap.db2.profile, Idap.slapd.profile, and Idap.racf.profile to reference the
/etc/Idap directory that contains the versions of these files that require
customization. Change the lines to look as follows:

${SOURCE_CMD} /etc/ldap/etc/1dap.slapd.profile.
${SOURCE_CMD} /etc/1dap/1dap.db2.profile.
${SOURCE_CMD} /etc/1dap/1dap.racf.profile.

. Customize the Idap.profile file to reflect the system and the configuration

variables by following the detailed descriptions of each attribute in the profile.
Some attributes in the Idap.profile file are required, but not given a default
value. Read through the entire file, completing all required variables.

Most of the customization concerns dataset names for parts of the z/OS
system such as the libraries for language support or DB2. However, you need
to understand some specific LDAP properties.

— TDBM_SUFFIX: TDBM back end uses DB2 to store data. The TDBM back
end can only be used if LDAP native authentication setup is required.
Select and define the suffix that defines the root of the LDAP hierarchy.
The suffix is in the form:

'o=<your_organization>,c=<your_country>'

Therefore, an IBM U.S. system might code TDBM_SUFFIX="'0=IBM,c=US"'. (In
the LDAP schema, o is an abbreviation for organization, and c for country.)
If different branches under this organization need to be created, add
organizationalunit (ou) under the organization. This is discussed in more
detail later. In the following examples, LDAP is referred with a suffix set to
o=itso.

— SDBM_SUFFIX: SDBM back end relies on the RACF database. If use of
SDBM to provide an administrative interface to RACF from LDAP is
required, then code the SDBM_SUFFIX parameter, for example
SDBM_SUFFIX cn=RACF,o=itso.

— ADMINDN and ADMINPW: An LDAP administrator needs to be defined
on variable ADMINDN and a password on variable ADMINPW. To start,
define a purely LDAP user ID with an ADMINPW set. If the LDAP
administrator’s user ID and password are to be managed with RACF, you
can add the ibm-nativeld attribute later. But if this is planned, choose an
LDAP administrator user ID that conforms to the RACF standards.

For example, code ADMINDN="'cn=LDAP Administrator for an administrator
user ID managed by LDAP or ADMINDN="cn=LDAPADM” if this user ID is to be
managed via LDAP native authentication.

— OUTPUT_DATASET: This is the name of a z/OS partitioned data set that
holds the customized configuration files and Job Control Language (JCL)
to perform the LDAP configuration.
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— JOBCARDs: Customize the job cards for the jobs that are created.

Note: Escape certain special characters if they are to be used in the
jobcards. For example, if a card is to be a comment card (/*), escape
the asterisk (*) by adding a backward slash (\) before it, so it might look
like this:

APF_JOBCARD 3=>//\*’

5. Customize Idap.db2.profile. Consult with the DB2 system administrator over
the values to set for the variables in Idap.db2.profile. Pay attention to the
following variables in |dap.db2.profile.

TDBM_DB2_LOCATION='LOC1'
Set this to the correct LOCATION name for the DB2 system.
TDBM_DB2_DNTRUNCSIZE='64"'

This variable is set to 32 by default. Setting it to 64 can help performance
when there are large numbers of entries in the database.

6. Customize the Idap.slapd.profile. Pay attention to the following variables in
Idap.slapd.profile.

LDAP_HOSTNAME=" ¢

This variable is left blank by default and must be set with the correct host
name or IP address of the LDAP server.

PORT="3389"
SECUREPORT="6689"

These are the ports on which LDAP listens (SECUREPORT listens for
requests over SSL). Also reserve the ports that are selected (associate them
with the LDAP started task name in the TCP/IP profile).

7. Customize the Idap.racf.profile. The variables set here are used to set the
group ID (GID) and user ID (UID) for the LDAP started task user ID.

8. Run 1dapcnf from the UNIX System Services. This utility generates a set of
jobs in the MVS dataset that was specified in the OUTPUT_DATASET
definition in Idap.profile. It can take some time for 1dapenf to finish, especially
if the default service class for the OMVS workload in Workload Manager
(WLM) Workload Classification Rules is given a low priority.

Example 5-10 shows the output from the Tdapcnf utility.
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Example 5-10 Stdout from the Idapcnf utility

VALENCE @ SC61>/usr/1pp/1dap/sbin/1dapcnf -i /etc/1dap/1dap.profile
alloc DA('VALENCE.LDAP') RECFM(F,B) LRECL(80) SPACE(6,1) DSNTYPE(PDS) TRACKS
DSORG(PO) BLKSIZE(3200) DIR(10) VOL(TIVOO01)

free DA('VALENCE.LDAP')

The utility is finished checking for errors.
Generating dbCli ..

oget '/tmp/dbCli.jcl' "VALENCE.LDAP(dbC14)"
Finished generating dbCli.

Generating dbSpufi ....

oget '/tmp/dbSpufi.spufi' 'VALENCE.LDAP(dbSpufi)"
Finished generating dbSpufi.

Generating dsnaoini ...

oget '/tmp/dsnaoini.ini' 'VALENCE.LDAP(dsnaoini)'
Finished generating dsnaoini.

Generating ldapSrvProc ....

oget '/tmp/ldapSrvProc.jcl' 'VALENCE.LDAP(STC)'
Finished generating 1dapSrvProc.

Generating slapdenf ....

oget '/tmp/slapdcnf' 'VALENCE.LDAP(slapdcnf)'
Finished generating slapdcnf.

Generating irr ....

Finished generating irr.

Generating kerb ....

Finished generating kerb.

Generating slapdenv ....

oget '/tmp/slapdenv' 'VALENCE.LDAP(slapdenv)'
Finished generating slapdenv.

Generating racf ....

oget '/tmp/racf.jcl' 'VALENCE.LDAP(racf)'
Finished generating racf.

Generating prgmCtrl ....

Finished generating prgmCtrl.

Generating ocsfApf ....

Finished generating ocsfApf.

Generating ocsf ....

oget '/tmp/prgmCtrl.jcl' 'VALENCE.LDAP(prgmCtrl)'
Finished generating ocsf.

Generating gldOcsfApf ....

Finished generating gldOcsfApf.

Generating PROGxx ....

oget '/tmp/PROGxx' 'VALENCE.LDAP(PROGLD)"
Finished generating PROGxx.

Generating apf ....

oget '/tmp/apf.jcl' 'VALENCE.LDAP(apf)'

Finished generating apf.

Exiting with return code 0.
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9.

Copy the LDAP server started task procedure from the output dataset
member Started Task Control to the system PROCLIB. The started task was
renamed LDAPSRYV. The default name for this started task is GLDSRV.

If the name of the LDAP server started task is changed, the job named ACF in
the OUTPUT_DATASET has to be updated to set the correct started task
name in the commands that define the RACF STARTED profile for the LDAP
server.

10.Copy the member named PROGxx to the system PARMLIB (normally

11

SYS1.PARMLIB). The job Authorized Program Facility (APF) in the
OUTPUT_DATASET later runs a SETPROG command to update the system
Authorized Program Facility library list. Therefore, you must add member
PROGxx in the system PARMLIB.

.Check that the LDAP SGLDLNK and DB2 SDSNLOAD libraries are

Authorized Program Facility-authorized and program-controlled. This is
required for using LDAP native authentication. Failure to do this causes RACF
errors such as:

ICH4201 PROGRAM GLDSLAPD FROM LIBRARY GLD.SGLDLNK CAUSED THE ENVIRONMENT TO
BECOME UNCONTROLLED.
BPXM023I (LDAPSRV) 265

The libraries can be program-controlled with RACF commands as follows:

RALT PROGRAM * ADDMEM('GLD.SGLDLNK'//NOPADCHK)
RALT PROGRAM * ADDMEM('DSN710.SDSNLOAD'//NOPADCHK)
SETROPTS WHEN(PROGRAM) REFRESH

12.The following jobs are created in the output dataset. Review each one. Pay

attention to the jobs APF, RACF, and PGRMCNTL to ensure that the
commands are correct for the environment. The DB2 administrator must
check job DBCLI and the SQL Processing Using File Input (SPUFI)
commands in member DBSPUFI before they are executed.

Note: After a careful review, run the jobs in the following sequence,
remembering to check all of the output for successful return codes.

a. RACF: This job defines and sets authorization for RACF profiles that are
needed to run LDAP server using the user ID called STC. Review and
modify the appropriate definition that conform to the security standard.

b. APF: This job defines the APF authorization by activating the PROGxx
definition from System Display and Search Facility (SDSF). The SET
PROG=xx command can also be issued manually from the system console.

c. DBCLI: This job defines DB2 CLI to DB2. Make sure that DB2 is started
before submitting this job.
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d. PGRMCTRL: This is an optional job for setting program controlled profiles
in RACF. When this facility is enabled, access to the LDAP libraries and
other supporting libraries becomes restricted. The user must be
authorized for accessing these modules.

13.Use DB2 SPUFI tool to execute the DBSPUFI Data Definition Language
(DDL) statements. The DB2SPUFI SQL commands defines the LDAP TDBM
database schema. Figure 5-60 shows the SPUFI interface.

SPUFI SSID: D7K1

===>

Enter the input data set name: (Can be sequential or partitioned)

1 DATA SET NAME ... ===> TIVOO1.LDAP(DBSPUFI)

2 VOLUME SERIAL ... ===> (Enter if not cataloged)

3 DATA SET PASSWORD ===> (Enter if password protected)

Enter the output data set name: (Must be a sequential data set)

4 DATA SET NAME ... ===> TIVOO1.SPUFIOUT
Specify processing options:

5 CHANGE DEFAULTS  ===> YES (Y/N - Display SPUFI defaults panel?)
6 EDIT INPUT ...... ===> YES (Y/N - Enter SQL statements?)

7 EXECUTE ......... ===> YES (Y/N - Execute SQL statements?)

8 AUTOCOMMIT ...... ===> YES (Y/N - Commit after successful run?)
9 BROWSE OUTPUT ... ===> YES (Y/N - Browse output data set?)

For remote SQL processing:
10 CONNECT LOCATION ===>

PRESS: ENTER to process END to exit HELP for more information

Figure 5-60 SPUFI interface
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14.Check the servername parameter in the SLAPDCNF member if defaulted to
LOC1. Change that to the DB2 location name for the DB2 database. The DB2
location name appears in message DSNL004l when DB2 is started as shown

in Figure 5-61.
07.06.26 STC08447 DSNL0O04I -D7K1 DDF START COMPLETE 663
663 LOCATION DB7K
663 LU USIBMSC.SCPD7K1
663 GENERICLU USIBMSC.SCPDB7K
663 DOMAIN db7k.wtscplxl.itso.ibm.com
663 TCPPORT 33770
663 RESPORT 33771

Figure 5-61 DB2 location name

15.Start the LDAP server using the LDAPSRYV started task. The server can be
started from SDSF by entering /S LDAPSRV. The LDAP server is successfully
started when the message “Slapd is ready for requests” appears in the
JOBLOG. Check in the JOBLOG that the TDBM back end does not encounter
any errors.

Now the installation process is complete with minimal customization. Continue
with the instructions in the following section.

5.7.1 Finishing the installation of LDAP on z/OS

In the previous section, the suffix must have been specified in the slapd.conf
LDAP configuration file. The following details were defined in the project
configuration:

database sdbm GLDBSDBM
suffix "o=itsoracf"
database tdbm GLDBTDBM
suffix "o=itso"

1. Copy the following files to the LDAP working directory /etc/Idap:

— /usr/Ipp/ldap/etc/schema.user.ldif
— Jusr/lpp/Idap/etc/schema.lBM.Idif

2. Edit these files and change the line cn=schema,<suffix> to reflect the suffix
that is defined on variable TDBM_SUFFIX in the Idap.profile, for example:

dn: cn=schema,0=ITSO

“wn

Notice that there are no spaces between the “” and “o=". Those schema files
contain the objects and attributes used to organize data for the Tivoli Access
Manager services and the SAF native authentication object class.
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3. From UNIX System Services, use the 1dapmodify command to load the

schema files into the directory.

ldapmodify -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -f
/etc/1dap/schema.user.1dif
ldapmodify -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -f
/etc/1dap/schema.IBM.1dif

Load schema.user.Idif followed by schema.IBM.ldif. The options here are:

— -h host name: Defines the host name where LDAP is running

— -p portnumber: Defines the port which LDAP is listening

— -D adminDN: Defines the administrator distinguished name (DN)
— -w password: Administrator password

Tip: LDAP offers an 1dapmodify command or an 1dapadd command. The
1dapmodify command can also be used to add new entries by using the -a
option or by coding changetype:add as a line in the LDAP Data
Interchange Format (LDIF) file.

When running the 1dapmodify command, the output is displayed as shown in
this example:

modifying entry cn=schema,o=ITSO

Attention: Before you continue with the next step (adding users to LDAP),
you need to make a decision. If the SecTest application is going to be
used, then additional attributes must be defined in LDAP for its users. A
schema modification is also necessary.

You can make these changes now or after you complete the instructions in
5.8.1, “Configuring LDAP on z/OS for the SecTest application” on

page 197. If you make the modification now, then no further action is
necessary. However, if you make this modification later, then the users
created in the next step won’t have these attributes for a while.

. Define entries to the LDAP server. Create a file that contains the LDAP

configuration definitions, which add an organization entry (and maybe a
country entry) for the suffix into the directory. (These definitions are called
LDIF definitions and the file is called an LDIF file.) This LDIF file may contain
any preferred definitions, with each block of related statements separated by
a blank line. At this stage, it is best to simply add the suffix. For example, if the
suffix is o=itso, a file called suffix.Idif may be created (see Example 5-11).
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Example 5-11 LDAP input file

dn: o=itso

objectclass: organization
objectclass:top

0: itso

dn: cn=Userl,o=itso
objectclass: top
objectclass: person
cn: Userl

sn: 32456

description: Test User

Use the 1dapadd command to run these input directives as follows:

ldapadd -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -f
/etc/1dap/schema.suffix.1dif

5. Run the 1dapsearch command as an IVP to check that LDAP is setup
properly.
ldapsearch -h wtsc6l -p 3389 -V 3 -s base -b "" "objectclass=*"
Example 5-12 shows the output from this command.

Example 5-12 The Idapsearch command output example

supportedcontrol=2.16.840.1.113730.3.4.2

supportedcontrol=1.3.18.0.2.10.2
supportedcontrol=1.3.18.0.2.10.10
supportedcontrol=1.3.18.0.2.10.11
supportedcontrol=1.3.18.0.2.10.20
supportedcontrol=2.16.840.1.113730.3.4.3

supportedextension=1.3.6.1.4.1.1466.20037
ibm-supportedcapabilities=1.3.18.0.2.32.3
ibm-supportedcapabilities=1.3.18.0.2.32.31
ibm-supportedcapabilities=1.3.18.0.2.32.7
ibm-supportedcapabilities=1.3.18.0.2.32.33
ibm-supportedcapabilities=1.3.18.0.2.32.34
ibm-supportedcapabilities=1.3.18.0.2.32.30
ibm-supportedcapabilities=1.3.18.0.2.32.28
3
1
1
1
1

ibm-supportedcapabilities=1.3.18.0.2.32.24

NNI’\)I‘\)NNNOOOOOOO
N

ibm-enabledcapabilities=1.3.18.0.2.32.3

ibm-enabTedcapabilities=1.3.18.0.2.32.7

ibm-enabledcapabilities=1.3.18.0.2.32.33
ibm-enabledcapabilities=1.3.18.0.2.32.34
ibm-enabledcapabilities=1.3.18.0.2.32.31
ibm-enabledcapabilities=1.3.18.0.2.32.28
ibm-enabledcapabilities=1.3.18.0.2.32.24

namingcontexts=o=itso
namingcontexts=o=itsoracf
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subschemasubentry=CN=SCHEMA,o0=1itso
supportedsasimechanisms=EXTERNAL
supportedsasimechanisms=CRAM-MD5
supportedsasimechanisms=DIGEST-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=z/0S VIR6
ibm-sasldigestrealmname=wtsc61.itso.ibm.com

The 0=ITSO namespace shows the entries from the TDBM back end to see the
test user added as shown in Example 5-13.

Example 5-13 TDBM search

$ 1dapsearch -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -b "o=ITS0"
"objectclass=*"

0=ITSO

objectclass=top

objectclass=organization

o=itso

cn=Userl,o=itso
objectclass=top
objectclass=person
cn=Userl

sn=32456
description=Test User

The native LDAP commands are quite cumbersome to run from UNIX System
Services. A simpler way to access LDAP is to use an independently developed
LDAP browser client, which you can download from:

http://www.iit.edu/~gawojar/1dap/
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Figure 5-62 shows the connection setup for the LDAP browser to connect to the
LDAP z/OS TDBM back end.

& =13
ile Edit View LDIF Help
Hse X
f Session List Iﬁ | :l
(@ Edit Session
- Host Info
Host: |\u\-’tscﬁ1.itso.ibm.com | Paort: |3389 | Version: ’E
Base DN: |0=IT50 I~
Fetch DNs [CIssL [_] Anommaus bind
- User Infa — =
User DN: |cn:LDAP Administrator | [Z1 ap 1 base DN
P d: [ |‘
Cancel
Disconnected. N

Figure 5-62 LDAP browser connection setup TDBM back end

Figure 5-63 shows the LDAP browser after it is connected to the LDAP z/OS
TDBM back end.

£ LDAP Browser'Editor v2.8.2 - [Idap://wtscé 1.itso.ibm.com: 3389/0-ITSO] (=[]
ile Edit View LDIF Help
[B[e[a]8[n]%]8][s][ra][&]a]
7 0=IT50 [atrinute [value |
© [ cn=Usert
Ready. 3 entries returned. u

Figure 5-63 LDAP browser TDBM back end
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Figure 5-64 shows the connection setup for the LDAP browser to connect to the
LDAP z/OS SDBM back end.

& -2
ile Edit View LDIF Help
Bes X
f Session List Iﬁ | :l
(@ Edit Session
- Host Info

Host: |\u\-’tscﬁ1.itso.ibm.com | Port: |3389 | Version: ’E

Base DN: |0:itsora cof

|v|

Fetch DNs [ ssL [~ Anomymous bind

- User Info

P d: [

User DN:|cn:LDAP Administrator | [Z] apt 1 base DN ‘

Disconnected.

Ell

Figure 5-64 LDAP browser connection setup SDBM back end

Figure 5-65 shows the LDAP browser when it is connected to the LDAP z/OS
SDBM back end, which is the RACF database.

2 LDAP Browser \Editor v2.8.2 - [Idap://wtsc61.itso.ibm.com:3389/0-itsoracf] |- |0/
File Edit View LDIF Help

[B]2]8]#][n]us8|[s]o]a][s]s]
[T o=itsoract

@ [ profiletype=user

@ [ profiletype=group
@ [ profiletype=connect

Atribute | value

S

Ready. 3 entries returned.

Figure 5-65 LDAP browser SDBM back end
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5.8 Configuration

The remaining sections in this chapter cover some advanced configuration for
LDAP on z/OS.

5.8.1 Configuring LDAP on z/OS for the SecTest application

Before we discuss the SecTest application configuration, it is important that you
understand what a directory schema is. A schema is a set of rules that governs
the way that data can be stored in the directory. The schema defines the type of
entries allowed, their attribute structure, and the syntax of the attributes.

Data is stored in the directory using directory entries. An entry consists of an
object class, which is required, and its attributes. Attributes can be either required
or optional. The object class specifies the kind of information that the entry
describes and defines the set of attributes it contains. Each attribute has one or
more associated values.

One of the applications demonstrated in this book is SecTest. It uses two
attributes that are not defined in the LDAP default schema: institutionID and
msplD. These attributes are defined in a new object class called fufuser.

To extend the schema, an object identifier (OID), which is a string of numbers
separated by periods for each new attribute and object class, is needed. OID
“ranges” or “arcs” are allocated by naming authorities.

One location to get an “OID arc” assigned is managed by Internet Assigned
Numbers Authority (IANA). You can find IANA on the Web at:

http://www.iana.org

When you reach this site, select the Application Forms link and then click the
Private Enterprise Number link to apply for a Private Enterprise number.

After you obtain an “OID arc”, OIDs to object classes and attribute types can be
assigned. For the SecTest application, the 1.3.18.0.2.1000.29 OID arc was used.

Important: Do not use this OID arc for defining schema elements for other
organizations. This arc is assigned to IBM for our use and must not be used for
other companies.
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It is usual to define the changes in an LDIF file and use the 1dapmodify command
to change the LDAP schema. Example 5-14 shows how the LDIF file is used to
change the LDAP schema.

Example 5-14 Schema changes

dn: cn=schema,dc=itso,c=us

changetype: modify

add: attributetypes

attributetypes: ( 1.3.18.0.2.1000.29.1 NAME ( ‘'institutionID' )
DESC 'Institution ID for the MSP Modernization Project.'
EQUALITY 2.5.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

USAGE userApplications )

add: ibmattributetypes
ibmattributetypes: ( 1.3.18.0.2.1000.29.1 ACCESS-CLASS normal LENGTH 20 )

dn: cn=schema,dc=itso,c=us

changetype: modify

add: attributetypes

attributetypes: ( 1.3.18.0.2.1000.29.2 NAME ( 'mspID' )
DESC 'MSP ID for the MSP Modernization Project.'
EQUALITY 2.5.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
USAGE userApplications )

add: ibmattributetypes
ibmattributetypes: ( 1.3.18.0.2.1000.29.2 ACCESS-CLASS normal LENGTH 20 )

dn: cn=schema,dc=itso,c=us

changetype: modify

add: objectclasses

objectclasses: ( 1.3.18.0.2.1000.29.3 NAME 'fnfuser'

DESC 'Auxillary objectclass for MSP Modernization specific attributes.'
SUP 'top' Auxiliary MAY (institutionID § mspID) )

Attention: The file in Example 5-14 changes schema for suffix dc=itso,c=us. If
other suffixes are used in LDAP for z/OS, apply this change for each suffix that
is defined. If a suffix that is different from dc=itso,c=us is used, then make the
appropriate changes to the file.

If this change is made in LDAP for distributed platforms (Tivoli Directory
Server), the suffixes must not be specified. Change the DN as shown in this
example: dn:

cn=schema
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Now, to effectively change the schema, use the 1dapmodify command as shown
in Example 5-15.

Example 5-15 Changing the schema

# ldapmodify -h wtsc6l.itso.ibm.com -p 3389 -D "cn=LDAP Administrator" -w
secret -f /tmp/mspmod.1dif

modifying entry cn=schema,dc=itso,c=us

modifying entry cn=schema,dc=itso,c=us

modifying entry cn=schema,dc=itso,c=us

modifying entry cn=schema,dc=itso,c=us

To ensure that the changes were really made in the schema, use the 1dapsearch
command as shown Example 5-16.

Example 5-16 Querying the schema for changes

# ldapsearch -h wtsc6l.itso.ibm.com -p 3389 -D "cn=LDAP Administrator" -w
secret -b "cn=schema,dc=itso,c=us" objectclass=* | grep 1.3.18.0.2.1000.29
attributetypes=( 1.3.18.0.2.1000.29.1 NAME ( 'institutionID' ) DESC
"Institution ID for the MSP Modernization Project.' EQUALITY 2.5.13.2 SYNTAX
1.3.6.1.4.1.1466.115.121.1.15 USAGE userApplications )

attributetypes=( 1.3.18.0.2.1000.29.2 NAME ( 'mspID' ) DESC 'MSP ID for the MSP
Modernization Project.' EQUALITY 2.5.13.2 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
USAGE userApplications )

objectclasses=( 1.3.18.0.2.1000.29.3 NAME 'fnfuser' DESC 'Auxillary objectclass
for MSP Modernization specific attributes.' SUP 'top' Auxiliary MAY
(institutionID $ mspID) )
ibmattributetypes=( 1.3.1

8.0.2.1000.29.1 ACCESS-CLASS normal LENGTH 20 )
ibmattributetypes=( 1.3.18.0.2.

1000.29.2 ACCESS-CLASS normal LENGTH 20 )

5.8.2 Configuring LDAP on z/OS for Tivoli Access Manager

This section explains how to configure the LDAP schema and suffixes for Tivoli
Access Manager.

Updating the schema files

An older version of the Tivoli Access Manager schema was provided with the
z/OS product. The schema to support Tivoli Access Manager, Version 5.1 must
be updated. To do so, use the ivrgy_tool utility to apply the schema to the z/OS
LDAP server before creating the secAuthority=Default suffix.

1. Log on to the Policy Server AIX machine.
2. Go to the /opt/PolicyDirector/sbin directory.
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3. Run the ivrgy_tool utility with a command similar to this:

./ivrgy_tool —h wtsc6l.itso.ibm.com -p 3389 -D "cn=LDAP Administrator" -w
secret —d schema

When running the ivrgy_tool command, you see the “Request was
successful” message as shown in the following example:

ivrgy_tool: Attempting to add schema.
ivrgy tool: IRA interface reports result (x'0'):
Request was successful.

4. Log off from the Policy Server AIX machine.

Configuring suffixes

Tivoli Access Manager data is stored within the LDAP server in a hierarchical
tree structure, which is the directory information tree. An LDAP server can
contain multiple suffixes to organize the data tree into logical branches or
organizational units. Directory entries for each suffix must be created. This is
necessary to instantiate the suffix. Otherwise, Tivoli Access Manager is unable to
attach ACLs when it is being configured. ACLs give Tivoli Access Manager the
necessary permission to manage users and groups defined within those suffixes.

Follow this sequence of steps to activate this additional information. Before you
begin, ensure that the LDAP server on z/OS is up and running.

1. For every suffix Tivoli Access Manager accesses, apply an ACL LDIF as
shown in Example 5-17. The project used 0=1TS0 for the suffix and
cn=LDAPAdmin for the distinguished name of the administrator.

Note: There is a new restricted permission for members of
cn=SecurityGroup.

Example 5-17 Sample suffix.acl.ldif file

0=ITSO

aclpropagate=TRUE

aclentry=group:cn=ivacld-servers,cn=securitygroups,secauthority=default:normal:csr
aclentry=group:cn=remote-acl-users,cn=securitygroups,secauthority=default:normal:csr
aclentry=group:cn=securitygroup,secauthority=default:object:ad:normal:cwsr:sensitive:cwsr:critical:cwsr:restricted:cwsr
aclentry=access-id:cn=LDAP Administrator:object:ad:normal:rwsc:sensitive:rwsc:critical:cwsr:restricted:cwsr

0=ITSO

ownerpropagate=TRUE
entryOwner=group:cn=SecurityGroup,secAuthority=Default
entryOwner=access-id:cn=LDAP Administrator

Run the following command to modify the entry:

ldapmodify -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -c -v -r
-f suffix.acl.ldif
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The -r option is for replacing any existing value.

When running the Tdapmodify command, output is displayed as shown in
Example 5-18.

Example 5-18 Output from the Idapmodify command

1dap_init(wtsc6l, 3389)

replace aclpropagate: TRUE

replace aclentry:
group:cn=ivacld-servers,cn=securitygroups,secauthority=default:normal:csr
group:cn=remote-acl-users,cn=securitygroups,secauthority=default:normal:csr
group:cn=securitygroup,secauthority=default:object:ad:normal:cwsr:sensitive:cws
r:critical:cwsr:restricted:cwsr

access-id:cn=LDAP
Administrator:object:ad:normal:rwsc:sensitive:rwsc:critical:cwsr:restricted:cws
r

modifying entry 0=ITSO

modify complete

replace ownerpropagate: TRUE

replace entryOwner:

group:cn=SecurityGroup,secAuthority=Default

access-id:cn=LDAP Administrator

modifying entry 0=ITSO

modify complete

2. Tivoli Access Manager requires that a suffix named secAuthority=Default is
created which maintains Tivoli Access Manager metadata. This suffix enables
Tivoli Access Manager to easily locate and manage the data. It also secures
access to the data, avoiding integrity or corruption problems. Modify the
SLAPDCNF configuration file to add the secAuthority=Default suffix as
shown in Example 5-19.

Example 5-19 Sample LDAPSRV.DB8S.CNFOUT(SLAPDCNF) member extract

# suffix <toplevelname>

#

# Description:

# This option specifies the suffix for the TDBM back end

suffix "o=ITSO"
suffix "secAuthority=Default"

3. Restart the LDAP server.

The LDAP server on z/OS is now ready to run with Tivoli Access Manager.
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5.8.3 Configuring LDAP on z/OS replication

When the z/OS LDAP server is installed and configured, users can access the
directory, add objects, delete objects, or perform search operations to retrieve
particular sets of information.

LDAP on z/OS replication

Replication is a process which keeps multiple databases in sync. Through
replication, a change made to one database is propagated to one or additional
databases. In effect, a change to one database shows up on multiple different
databases.

Several benefits are realized through replication. The single greatest benefit is
providing a means of faster searches. Instead of having all search requests
directed at a single server, the search requests can be spread among several
different servers. This improves the response time for the request completion.
Additionally, the replica provides a backup to the replicating server. Even if the
replicating server crashes, or is unreadable, the replica can still fulfill search
requests and provide access to the data.

There are two types of replications.

» In peer- to-peer replication, each LDAP peer server is a read-write server.
Updates processed on one peer server are replicated to all the other peer
servers. Peer servers are read-write to all users.

Note: The z/OS support for peer-to-peer replication is provided for failover
support purposes. There is no support for resolving conflicting
simultaneous updates on multiple peer servers, which can cause a failure
of replication. As a result, updates are targeted to one peer server at a
time.

» In read-only replication, a single read-write LDAP server (the master)
replicates the updates it processes to a set of read-only replica servers.

— Master: All changes to the database are made to the master server. The
master server is then responsible for propagating the changes to all other
databases. While multiple databases can represent the same information,
only one of those databases can be the master.

— Read-only replica: Each of the additional servers contain a database
replica. These replica databases are identical to the master database.
These servers are read-only to all users and only accept updates from
their master server.
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Replication is supported only when the servers involved are running in
single-server mode. Although replication is not supported when operating
multiple concurrent server instances against the same database (multiserver
operating mode), similar benefits are afforded when operating in this mode.

In z/OS LDAP, replication is supported only in the TDBM (DB2-based) back end.

In order for the replication process to occur, the following awareness must exist.

» The replicating server (master or peer) must be aware of each replica that is
to receive the change information.

» Each read-only replica must be aware of the replicating server for the
database that it serves.

The replicating server becomes aware of the existence of the replica servers
when objects (entries) of type replicaObject are added to the directory. Each of
these objects represents a particular replica server. The attribute and value pairs
within the replica object provide the information that the replicating server needs
to find the replica server and send any updates to that server.

If the replicating server is configured with TDBM, changes to the schema entry
on the replicating server are not replicated. A separate update of the replica
schema is required each time the schema is updated on the replicating server.

Configuring the master and replica mechanism

For replication to occur, the two z/OS LDAP servers need the same schema.
Either the two LDAP servers are constructed the same way and they have the
same schema, or the schema needs to be copied from one to the other. Use the
tdbm21dif and 1dif2tdbm utilities for this.

Moreover any existing entry in the LDAP server is not replicated. After
configuring replication, only new entries are replicated. If any existing entry is
required to be in both LDAP servers, then copy these entries over using the
tdbm21dif and 1dif2tdbm utilities or the tdbm21dif and 1dapadd utilities.

In the project configuration, the two z/OS LDAP servers running on LPARs SC61
and SC62 have the same schema. The steps in 5.7.1, “Finishing the installation
of LDAP on z/OS” on page 191, and 5.8.2, “Configuring LDAP on z/OS for Tivoli
Access Manager” on page 199, were both completed for the two z/OS LDAP
servers.

The existing entries were in the two z/OS LDAP servers. However, they were not
needed to be replicated for the purpose of ensuring later which LDAP server was
being used. The existing entries were cn=Userl,o0=itso in SC61 z/OS LDAP,
which became the master, and cn=User2,0=itso in SC62 z/OS LDAP, which
became the replica.
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Important: Make sure that the z/OS LDAP master and z/OS LDAP replica
servers have the same schema and suffixes before configuring replication.

When the schemas are the same for the two z/OS LDAP servers and existing
entries have been copied (if necessary), follow these steps to configure the
replication mechanism.

1. Stop the LDAP replica server. This is the SC62 LDAP server in the example.

2. Run a load utility with a single added directory entry which defines a
replicaObject entry into the master (replicating) server’s directory contents.
For TDBM, use either the 1dif2tdbm utility or Tdapadd with the master
(replicating) server running.

Note: To load the replicaObject entry, it is also necessary to load any
parent entries of the directory hierarchy in hierarchy order.

Create an LDIF file containing a replicaObject entry as in Example 5-20.

Example 5-20 Sample replica.ldif file

dn: cn=ReplicaSC62,0=ITSO
objectclass: replicaObject

cn: ReplicaSC62

replicaHost: wtsc62.itso.ibm.com
replicaPort: 3389
replicaBindDn:cn=Replication User
replicaCredentials:secret
description:"LDAP Replica on SC62"

The attributes that are mandatory for the replicaObject are:

— dn and cn: Describe the name to be given to the replicaObject.

— objectclass: Describes the type of object which is replicaObject.

— replicaHost: Describes the host name for the z/OS replica LDAP server.

— replicaPort: Describes the listening port for the z/OS replica LDAP server
(listen parameter in the replica slapd.conf file). It is the standard listening
port (the same one that any LDAP client uses for this server).

— replicaBindDn: Describes the DN that is used for replication when
connecting to the replica server. It must be the same as the
masterServerDN parameter in the replica server configuration file
(slapd.conf). You must define this DN in the replica server configuration file
but not as an entry in the replica server LDAP tree.
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Important: replicaBindDn has to be different from the adminDN of the

replica LDAP server. This is because the adminDN is considered a
user. A user is not allowed to connect to the LDAP replica server to
perform replication tasks. If the replicaBindDn is the same as the
adminDN of the replica LDAP server, the following error message is
displayed during replication on the replica side:

Attribute ibm-entryuuid is not a user modifiable attribute

And the following error message is displayed on the master side:

GLDOO44E Error Directory server is unwilling to perform the operation

occurred during replication: add failed

— replicaCredentials: Describes the password that is used for replication

when connecting to the replica server. It has to be the same as the
masterServerPW parameter in the replica server configuration file
(slapd.conf).

There are options to hide the password from the replicaObject or to add

flexibility to the replication mechanism. For more information, refer to zZOS

Integrated Security Services LDAP Server Administration and Use,
SC24-5923-06.

Load the replica.ldif file to the LDAP master server using the 1dapadd
command.

ldapadd -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -f
/etc/1dap/replica.ldif

. Stop the master (replicating) server. This is the SC61 LDAP server in the
example.

. Configure the replica configuration file (slapd.conf). Here are the parameters

to configure:

— masterServer: This option specifies the location of this replica’s master

server in the LDAP URL format. If update operations are sent to a
read-only replica server, the masterServer set in the read-only replica

configuration is returned. The operation is referred to as the master server

and is then propagated to the read-only replica server.

— masterServerDN: This option specifies the DN allowed to make changes to

the replica. This is not the master server adminDN. It must match the
replicaBindDn attribute of the replicaObject entry added to the LDAP
master tree. It must be different from the replica server adminDN.

— masterServerPW: This option specifies the password for the

masterServerDN that allows it to make updates to the replica server. It
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must match the replicaCredentials attribute of the replicaObject entry
added to the LDAP master tree.

Here is the configuration of the SC62 replica server for the example:

masterServer Tdap://wtsc6l.itso.ibm.com
masterServerDN "cn=Replication User"
masterServerPW secret

5. Start or restart the z/OS LDAP replica server. This is the SC62 LDAP server
in the example.

6. Start the master (replicating) server. This is the SC61 LDAP server in the
example.

Validating the master and replica mechanism

Now validate the replication mechanism. For this purpose, add an entry to the
master server and validate that this entry is being replicated to the replica server.

1. Create an LDIF file containing a replicaObject entry as in Example 5-21.

Example 5-21 Sample sample.user.Idif file

dn: cn=UserReplica,o=itso

objectclass: top

objectclass: person

cn: UserReplica

sn: 33456

description: Test User for replication

2. Add this entry to the LDAP master server using the following 1dapadd
command. This is the SC61 z/OS LDAP server in the example.

ldapadd -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -f
/etc/1dap/sample.user.1dif

3. Verify that this entry has been added to the LDAP master tree using the
ldapsearch command. Search for the SC61 z/OS LDAP server in this
example.

ldapsearch -h wtsc6l -p 3389 -D "cn=LDAP Administrator" -w secret -b
"o=ITSO" "objectclass=*"

Example 5-22 shows the output for the search command.

4. \erify that this entry has been replicated automatically to the LDAP replica
tree using the 1dapsearch command. Search for the SC62 z/OS LDAP server
in this example.

ldapsearch -h wtsc62 -p 3389 -D "cn=LDAP Administrator" -w secret -b
"o=ITSO" "objectclass=*"

Example 5-22 shows the output for the search command.
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Example 5-22 Replication entry Idapsearch output

SDRES05 @ SC61:/u/sdres05>1dapsearch -h wtsc6l -p 3389 -D "cn=LDAP
Administrator" -w secret -b "o=ITSO" "objectclass=*"

0=itso
objectclass=organization
objectclass=top

o=itso

cn=Userl,o=itso
objectclass=top
objectclass=person
cn=Userl

sn=32456
description=Test User

cn=ReplicaSC62,0=ITSO
objectclass=replicaObject
objectclass=TOP

cn=ReplicaSC62

description="LDAP Replica on SC62"

cn=UserReplica,o=itso
objectclass=top

objectclass=person

cn=UserReplica

sn=33456

description=Test User for replication

SDRES05 @ SC61:/u/sdres05>1dapsearch -h wtsc62 -p 3389 -D "cn=LDAP

Administrator

" -w secret -b "o=ITSO" "objectclass=*"
0=itso

objectclass=organization

objectclass=top

0=1tso

cn=User2,o0=itso
objectclass=top
objectclass=person
cn=User?2

sn=32456
description=Test User2
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cn=UserReplica,o=itso
objectclass=top

objectclass=person

cn=UserReplica

sn=33456

description=Test User for replication

Example 5-22 shows that the sample entry cn=UserReplica,o=itso was properly
added to the master tree (wtsc61) using the 1dapadd command. Then it shows
that the replication occurred because the cn=UserReplica,o=itso entry was
found in the replica tree (wtsc62).

This validates the replication mechanism.

Tip: If the replication mechanism does not work properly in the environment
created, then enable tracing dynamically for zZOS LDAP using a TDBM back
end with the following SDSF command:

/f LDAPSRV,appl=debug=1114111

The trace appears in Sysout. Turn off the trace using the following SDSF
command:

/f LDAPSRV,appl=debug=0

uring Sysplex Distributor for WebSphere Application
LDAF or 208 phere App

Tivoli Access Manager Policy server and WebSEAL servers have an internal
mechanism to access LDAP masters or LDAP replicas depending on their
availability and their priorities. WebSphere Application Server does not have
such a mechanism. It needs a load balancer for high availability of the user
registry, to balance the requests to LDAP masters and replicas.

Sysplex Distributor is perfectly suited to balance workload in a high availability
Sysplex configuration. It is a state-of-the-art connection dispatching technology
among z/OS IP servers. The target servers are exclusively z/OS systems in the
same Sysplex.

Sysplex Distributor uses WLM and its ability to determine server load. WLM
informs the distributing stack of server loads so that the distributing stack may
make the most intelligent decision regarding where to send incoming connection
requests. Additionally, it has the ability to specify certain policies in the Policy
Agent so that it may use Quality of Service (QoS) information from target stacks
in addition to the WLM server load. Furthermore, these policies can specify
which target stacks are candidates for clients in particular subnetworks.
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Connection requests are directed to the distributed stack of Sysplex Distributor.
The stack selects which target server is the best candidate to receive an
individual request, and routes the request to it. It maintains the state so that it can
forward data packets associated with this connection to the correct stack. Data
sent from servers in the Sysplex need not travel through the distributing stack,
but can travel directly to the destination address.

The Sysplex Distributor implementation was selected because with it, clients
receive the benefits of workload distribution provided by both Workload Manager
and the QoS Policy Agent. In addition, Sysplex Distributor ensures high
availability of the IP applications running on the Sysplex cluster even if one
physical network interface fails or an entire IP stack or z/OS LPAR is lost. Also, it
can be implemented without needing additional software or hardware.

Figure 5-66 shows the Sysplex Distributor setup for the project environment.

WAS
Cluster TAM Policy
Member wWebSEAL Server
=
= /,,4
DVIPA wisc61 & wisc62
9.12.4.24 9.12.4.32 / 9.12.4.34
‘_._‘__‘_\ —_— 2 > -
2/0S Sysplex B LDAP LDAP Sysplex 2/0S
Distributor Master Repli Distributor
SC61 ) eplica SCe62

(Backup)

(Primary) ./

10.1.100.62

10.1.100.61

Coupling
Facility

Figure 5-66 Sysplex Distributor configured for LDAP

Tivoli Access Manager Policy Server and WebSEAL access LDAP master and
replica directly. WebSphere Application Server contacts the Dynamic Virtual IP
Address (DVIPA), which then redirects LDAP requests to either LDAP master or
LDAP replica. The primary Sysplex Distributor instance runs on SC61, and there
is a backup instance running on SC62.
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To implement Sysplex Distributor, follow these steps:

1.

Choose the LPAR whose IP stack executes the Sysplex Distributor
distributing function.

Select the LPARSs that contain the backup IP stacks, and specify the order in
which they are to be selected.

Ensure that WLM GOAL mode is enabled in all the LPARSs participating in the
Sysplex Distributor.

Enable Sysplex routing in all the IP stacks participating in the Sysplex
Distributor with the SYSPLEXROUTING statement.

For those IP stacks that are active under a multistack environment, the same
host links have to be created dynamically. In general, code DYNAMICXCF in
all the IP stacks that are participating in the Sysplex Distributor.

6. Code DATAGRAMFWD in all IP stacks participating in the Sysplex Distributor.
7. Select the applications, by port numbers, that are going to be distributed

using the Sysplex Distributor function. Note that if the application chosen
requires data and control ports, consider both ports.

. Code the VIPADYNAMIC/ENDVIPADYNAMIC block for the distributing IP

stack:

a. Define the dynamic VIPA associated to the distributing IP stack with the
VIPADEFINE statement.

b. Associate the Sysplex Dynamic VIPA to the application’s port number with
the VIPADISTRIBUTE statement.

Code VIPADYNAMIC/ENDVIPADYNAMIC block for the distributor’s backup IP
stacks. Define the IP stack as a backup for the Sysplex DVIPA address with
the VIPABACKUP statement.

10.Tivoli Access Manager must have cross-system coupling facility (XCF)

communications enabled by specifying XCFINIT=YES as a startup
parameter, or by activating the VTAM major node ISTLSXCF.
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Example 5-23 shows the configuration of the SC61 TCPIP profile for the project
environment. It is the primary setup.

Example 5-23 SC61 TCPIP profile definitions

IPCONFIG
DATAGRamfwd
DYNAMICXCF 10.1.100.61 255.255.255.0 1
SYSPLEXRouting
IGNORERedirect
VARSUBNETTING
SOURCEVIPA
TCPSTACKSOURCEVIPA

VIPADYNAMIC
VIPADEFINE MOVE IMMEDIATE 255.255.255.0 9.12.4.24
VIPADISTRIBUTE DEFINE DISTMETHOD ROUNDROBIN 9.12.4.24
PORT 3389
DESTIP 10.1.100.61 10.1.100.62
ENDVIPADYNAMIC

Example 5-24 shows the configuration of SC62 TCPIP profile for the project
environment. It is the backup setup.

Example 5-24 SC62 TCPIP profile definitions

IPCONFIG
DATAGRamfwd
DYNAMICXCF 10.1.100.62 255.255.255.0 1
SYSPLEXRouting
IGNORERedirect
VARSUBNETTING
SOURCEVIPA
TCPSTACKSOURCEVIPA

VIPADYNAMIC
VIPABACKUP 80 9.12.4.24
ENDVIPADYNAMIC
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5.8.5 Checklist for the LDAP on z/OS parameters

Table 5-8 shows the DB2 z/OS parameters used in the previous configuration.
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Table 5-8 DB2 z/OS parameters

Parameter Value
Database name GLDDB
Database location DB8S

Table 5-9 shows the LDAP on z/OS parameters used in the configuration.

Table 5-9 LDAP on z/OS parameters

Parameter Value

adminDN “cn=LDAP Administrator"
adminPW "secret"

listen ldap://:3389

database tdbm GLDBTDBM

suffix "o=itso"

suffix "dc=itso,c=us"

suffix "secAuthority=Default"
servername DB8S

dbuserid LDAPSRV

dsnaoini LDAPSRV.DB8S.CNFOUT(DSNAOQINI)
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Table 5-10 shows the replication configuration parameters used in the

configuration.

Table 5-10 Replication configuration parameters

Parameter

Value

Master server entry

dn: cn=ReplicaSC62,0=ITSO
objectclass: replicaObject

cn: ReplicaSC62

replicaHost: wtsc62.itso.ibm.com
replicaPort: 3389
replicaBindDn:cn=Replication User
replicaCredentials:secret
description:"LDAP Replica on SC62"

Replica Server masterServer

1dap://wtsc6l.itso.ibm.com

Replica Server masterServerDN

“cn=Replication User"

Replica Server masterServerPW

secret
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Implementing the security

manager: Tivoli Access
Manager

This chapter presents an overview of how to install and configure Tivoli Access
Manager for e-business. Refer to the IBM Tivoli Access Manager Base

Installation Guide Version 5.1, SC32-1362, which covers the details of the entire
configuration.

© Copyright IBM Corp. 2005. All rights reserved. 215



6.1 Tivoli Access Manager

Tivoli Access Manager is an authentication and authorization solution for
corporate Web, client/server, and existing applications. Tivoli Access Manager
allows you to control user access to protected information and resources. By
providing a centralized, flexible, and scalable access control solution, Tivoli
Access Manager allows you to build secure and easy-to-manage network-based
applications and an On Demand Business infrastructure.

- Authorization
User Server
Registry

Web
Portal
Manager

pdadmin

Backend

WebSEAL
Server

Figure 6-1 Tivoli Access Manager Base components

The main components for Tivoli Access Manager, as shown in Figure 6-1, are:

> User registry: Provides a database of the user identities known to Tivoli
Access Manager. It also provides a representation of groups in Tivoli Access
Manager roles that are associated with users.

» Policy server: Maintains the master authorization database for the
management domain, that is the computing environment where security is
enforced. In addition, it updates authorization database replicas and
maintains location information about other Tivoli Access Manager servers.

» Authorization server: Provides access to the authorization service for
third-party applications that use the Tivoli Access Manager authorization
application programming interface (API) in remote cache mode.

» pdadmin: A command-line utility that supports Tivoli Access Manager
administrative functions.
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» Web portal manager: A Web-based graphical user interface (GUI) that is
used for Tivoli Access Manager administration. Similar to the pdadmin
command line interface (CLI), this GUI provides management of users,
groups, roles, permissions, policies, and other Tivoli Access Manager tasks.
A key advantage is that you can perform these tasks remotely, without
requiring any special network configuration.

» WebSEAL: A high performance, multi-threaded Web server that applies
fine-grained security policy to the Tivoli Access Manager protected Web
object space. WebSEAL can provide single signon (SSO) solutions and
incorporate back-end Web application server resources into its security

policy.

» Back-end server: Any application that is integrated with Tivoli Access
Manager and provides content to the end user.

Note: Not all Tivoli Access Manager components are displayed in
Figure 6-1, but only the ones used in the scope of this book.

Look for more information about Tivoli Access Manager for e-business and its
components on the Web at:

http://www.ibm.com/software/tivoli/products/access-mgr-e-bus/

6.2 Prerequisites and dependencies
Table 6-1 lists all the prerequisites needed for Tivoli Access Manager.

Table 6-1 Installed software and prerequisites

AlIX 5200-01 maintenance

package and:

» xIC.rte (6.0.0.0 C Set ++
Runtime)

» xIC.aix50.rte (6.0.0.3 C
Set ++ Runtime)

» bos.rte.libc at 5.2.0.12

Installation Required patches or service | Installed software levels
components level
AIX0S 5.2 Maintenance Level 1 or higher | Maintenance Level 3

AIX 5200-03 maintenance
package and xIC.aix50.rte
(6.0.0.13 C Set ++ Runtime)

Global Security Kit

Version 7

gskta.rte 7.0.1.16
gsksa.rte 7.0.1.16
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Environment

Installation Required patches or service | Installed software levels
components level
IBM Tivoli Directory | Version 5.2 FixPack 2
Client ldap.client 5.2.0.2
Idap.max_crypto_client
5.2.0.2
WebSphere Version 5 FixPack 2
Application Server
Access Manager Version 5.1 FixPack 4
Runtime PD.RTE 5.1.0.4
Policy server Version 5.1 FixPack 4
PD.Mgr 5.1.0.4
Authorization server | Version 5.1 FixPack 4
PD.Acld 5.1.0.4
Web Portal Manager | Version 5.1 FixPack 4
PD.WPM 5.1.0.4
Java Runtime Version 5.1 FixPack 4

PDJ.RTE 5.1.0.4

Tivoli Access Manager 5.1 is supported on AIX 5.1 or later. The environment for
this book used AlX 5.2 as shown in Table 6-1. For more information, see the
“System requirements and Installation overview” sections of IBM Tivoli Access
Manager Base Installation Guide Version 5.1, SC32-1362.

Note: This book describes the minimum product levels that must be installed.
For known problems, limitations, and last-minute information, see the IBM
Tivoli Access Manager for e-business Release Notes at:

http://publib.boulder.ibm.com/tividd/td/
IBMAccessManagerfore-business5.1.html

6.3 Installation
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The Tivoli Access Manager server includes several components.

» Access Manager runtime (PD.RTE)

vvyyy

Policy Server (PD.Mgr)
Authorization Server (PD.Acld)
Java Runtime (PDj.rte)

Web Portal Manager (WPM)
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Example 6-1

A Tivoli Access Manager server can be installed using one of the following
methods.

» Installing using the installation wizard
» Installing using native utilities

For other installation methods, see IBM Tivoli Access Manager Base Installation
Guide Version 5.1, SC32-1362.

We used the following procedure for the native AlX utilities method. The native
procedure uses installp to install the software packages. To install Tivoli Access
Manager’s components on an AlX system, follow these steps:

1. Login as the root.
2. Ensure that the registry server is up and running (in normal mode).

Tip: This information is logged in the ibmslapd.conf file.

Example 6-1 shows a display of the ibmslapd.log file.

ibmslapd.log file

root@m10df53f /var/l1dap # more ibmslapd.log

04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05
04/14/05

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
:18 Plugin of type EXTENDEDOP is successfully loaded from libevent.a.
01:
01:
01:
01:
01:
01:
01:

01

15 Server starting.

17 Plugin of type EXTENDEDOP is successfully loaded from Tibevent.a.

17 Plugin of type EXTENDEDOP is successfully Toaded from Tibtranext.a.

17 Plugin of type EXTENDEDOP is successfully loaded from Tibldaprepl.a.

17 Plugin of type PREOPERATION is successfully loaded from 1ibDSP.a.

17 Plugin of type PREOPERATION is successfully loaded from 1ibDigest.a.

17 Plugin of type EXTENDEDOP is successfully loaded from Tibevent.a.

17 Plugin of type EXTENDEDOP is successfully Toaded from Tibtranext.a.

17 Plugin of type AUDIT is successfully loaded from /1ib/Tibldapaudit.a.

17 Plugin of type EXTENDEDOP is successfully loaded from Tibevent.a.

18 Plugin of type EXTENDEDOP is successfully loaded from Tibtranext.a.

18 Plugin of type DATABASE is successfully loaded from /1ib/1ibback-rdbm.a.
18 Plugin of type REPLICATION is successfully loaded from /1ib/1ibldaprepl.a.
18 Plugin of type EXTENDEDOP is successfully loaded from /1ib/1ibback-rdbm.a.

18 Plugin of type DATABASE is successfully loaded from /1ib/libback-config.a.
22 Configuration read securePort 636.

22 Plugin of type EXTENDEDOP is successfully loaded from 1ibloga.a.

22 Non-SSL port initialized to 389.

22 SSL port initialized to 636.

25 RLIMIT_CORE: 1073741312

25 RLIMIT_FSIZE: 1073741312
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04/14/05 09:01:25 RLIMIT_DATA: 2147483648

04/14/05 09:01:25 RLIMIT_RSS: 33554432

04/14/05 09:01:25 IBM Tivoli Directory (SSL), Version 5.2 Server started.
04/14/05 09:01:25 Started 15 worker threads to handle client requests.

In the ibmslapd.log file, you must see “Server Started” as shown in
Example 6-1.

3. Insert the IBM Tivoli Access Manager Base for AIX CD and mount it.

mount -r -v cdrfs /dev/cd0 /mnt

Note: For /mnt, you can substitute own cd_mount_point.

4. To verify that GSKit is installed, enter the following command:
1slpp -1 | grep gsk

Note: The GSKIT environment that is displayed is part of Tivoli Directory
Server installation. No further installation is required.

5. Install the following packages:
installp -acgXd /mnt/usr/sys/inst.images packages

Here packages refers to:

PD.RTE specifies the Access Manager Runtime package.

PD.Mgr specifies the Access Manager Policy Server package.

PD.Acld specifies the Access Manager Authorization Server package.
PD.WPM specifies the Access Manager Web Portal Manager package.
PDJ.rte specifies the Access Manager Java Runtime package.

6. Unmount the CD with the following command:
umount /mnt

7. To verify that the Lightweight Directory Access Protocol (LDAP) client is
installed, enter the following command:

1slpp -1 | grep ldap.client

Note: Idap.client is needed by PD.RTE, but in the environment that is
showing, it is part of Tivoli Directory Server installation. No further
installation is required.

The result must appear as shown in Example 6-2.
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Example 6-2 Islpp command

#1s1pp -1 |grep 1dap.client

ldap.client.adt 5.2.0.0 COMMITTED Directory Client SDK
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No
ldap.client.rte 5.2.0.0 COMMITTED Directory Client Runtime (No

Tip: To view status and messages in a language other than English (default),
additional language support package must be installed before the packages
are configured. For instructions, see “Installing language support packages” in
the IBM Tivoli Access Manager for e-business Web Security Installation Guide
Version 5.1, SC32-1361.

WebSphere Application Server installation

WebSphere Application Server is required on systems where Web Portal
Manager or Web Administration Tool interfaces need to be installed and
configured.

Note: WebSphere documentation is located on the IBM Tivoli Access
Manager Web Administration Interfaces for AIX CD in the
/usr/sys/inst.images/websphere/docs directory.

1. Login as root.

2. Insert the IBM Tivoli Access Manager Web Administration Interfaces for AIX
CD and mount it.

3. Change to the /usr/sys/inst.images/websphere/aix directory on the drive
where the CD is located.

4. Enter the following command:
./install
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5. In the Installer window (Figure 6-2) that opens, select the language for the
installation and click OK.

Telnet m10df53f.itso.ral.ibm.com -3 ﬂ
—PUXPWXPWK 1 root system 21568 Apr B6 11:52 responsefile.txt =
druxruws rPux 2 root system 512 Apr B6 11:52 waspc
PP 1 wnnt cletam 11A1AGAZ? 2 Ann 11:6F catun dia
root@mlBdf53f @Installer _ ‘]1' # xclock
[Error: Can’t op
:ggzgmgggggg ; Select a language to he used for this wizard. § i::qu::ﬁ pI>
rootBmiBdf53f ~ # install &

[11 254872
rootBmliBdf53f ~
11 [-c Director

[11 + Done{2> Ok | Cancell

rootBmiBdf53f ~
[11 254878
root@mlBdf53f ssoftwares/TAM_UYPMAusr/syssinst.images/webspheresaix # InstallShiel
d Wizard

|ﬂ Usage: insta

rectoryd ...1

# tall & <

Initializing InstallShield Wizard...

earching for Javadtm? Uirtual Machine...

ootBmlBAdf53f ssoftwaresTAM_WPM usr/sys/sinst.imagesswehspheresaix #

-aaééﬁiéaéééé-}éoftware/THH_HPH/usr/sys/inst.images/wehsphere/aix # :J
ootBEmlBAdf53f /software/TAM_WPM usr/sys/sinst.imagesswvebhspheresaix # 4

Figure 6-2 Installing WebSphere Application Server

6. In the WebSphere Application Server welcome panel (Figure 6-3), click Next.

& Installation Wizard

N Y =10l x|

Welcome ta IBM MWebSphere Application Server, Mersion B,

Thiz wizard installs IBM WebSphere Ppplication Server. Yerszion b
oh Your computer,

Click Mext to continue,

Warning: Thiz program iz protected by copyright laws and international
treaties, Unauthorized reproduction or distribution of this program.
or any portion of it, may result in severe civil prosecution,

nstzllStield

= Back | Mext = Cancel

Figure 6-3 WebSphere Application Server welcome panel
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7. Review the Software License Agreement (Figure 6-4). Select | accept the
terms in the license agreement and click Next.

International Program Licenze Agreement -
r

P
WebSphere sm'e, Part 1 - General Termsp

P
— !! i
| [PLEASE READ THIS AGREEMEMT CAREFULLY BEFORE USIMG THE PROGRAM. IBM WILL

LICENSE THE PROGRAM TO ¥OU OMLY IF YOU FIRST ACCEPT THE TERMS OF THIS
AGREEMENT, BY USING THE PROGRAM YOU AGREE TO THESE TERMS, IF WU DO MOT AGREE
TO THE TERWS OF THIS AGREEMEWT, PROMPTLY RETURM THE LMUSED PROGRAM TO THE
PARTY ¢EITHER IBM OR ITS RESELLER} FROM WHOM ¥OU ACOUIRED IT TO RECEIVE A
REFUND OF THE AMOUWT YOU PAID, -

7
The Program is owned by International Buginess Machines Corporation or one of
its subsidiaries (IBM) or an IBM supplier, and is copyrighted and licensed.
not sold, -

7
The term "Program" means the original program and all whole or partial copies

|<>I accept the termz in the license agreement |

<»1 do not accept the terms in the license agreement

= Back | Mext = Cancel

@ Installation Wizard !E E

Figure 6-4 WebSphere Application Server license

8. The installation wizard checks for system prerequisites, so you must wait.
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9. In the panel that asks you to choose the setup type (Figure 6-5), select Full.
Then click Next.

& Installation Wizard i =] 2

Choose the setup type that best suits your needs.

SFull

Installs everything you need to run Web applications on your
server, including IBM HTTP Server Wersion 1.3.26.

Custom

Select the features you want to install. See the Installation
Cuide in the docs directory for advice on production
environments and better performance.

InstallStield _—

= Back Mext = Cancel

Figure 6-5 WebSphere Application Server full installation
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10.In the installation directory panel (Figure 6-6), keep the default directories and
click Next. Or you can click Browse to select a path to another directory on
the local system and then click Next.

Attention: Before you click Next, the space required must be controlled to
avoid installation failure due to insufficient space available.

4 Installation Wizard

o =lalx|
Product features will be installed in the following directories. Toinstall to
a different directory, click Browse and select a different directory.

IBM WebSphere Application Serwver, Yersion &

Yusr/lebSphere/AppServer J Browse...
Space required; =59, OME
Space available: 1125, 7HE

| IBM HTTP Server Version 1.3.26

Fusr/1EMHt tpServer | Browse,, .,

Space requireds; 0, OHB
Space available: 1125, 7HB
nstzllShield
= Back | Mext = Cancel

Figure 6-6 WebSphere Application Server required disk space
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11.In the panel to enter a node name and host name (Figure 6-7), keep the

default value displayed. Then click Next.

Note: The node name is used for administration and must be unique within
its group of nodes (cell). The host name is the Domain Name System

(DNS) name or IP address of the local system.

& Installation Wizard =101 x|

Enter a node natme and hosthame for this installation. The node name is
used for administration, and must be unigue within its group of nodes (cell).
The hostname is the DNS narme or IP address for this computer.
Node Name:

il |}n10dF53F |
Host Name or IP Address:
|In10dF53F‘itsomal‘ibm‘com |

Installstield
= Back MNext = Cancel

Figure 6-7 WebSphere Application Server node name
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12.In the summary panel (Figure 6-8) that you see next, review your selections.
Click Back to make changes or click Next to begin the installation process.
Then the installation begins.

&P Installation Wizard =] E3

The following features have been selected for install: a5

Install location: jusr/IEMHttpServer
= |BM HTTP Server Version 1.3.26

WebSphere [T Install lecation: fusr/megm
- Server and Client

Install locaton: fusr/WebSphere fApp Server

- Application Server

Application Server samples

Adrministration

Admin Scripting

Administrative Console

Application Assernbly and Deployment Toals
Application Assermb by Tool —
Deploy Tool

At Utilities

Message-driven Bean Samples
Web Server Plugins

IBM HTTP Server

Performance And Analysis Tools

Tinenli Bnrfarmanmen Winueos

InstallShield — ===z

= Back Mext = Cancel

Figure 6-8 WebSphere Application Server components
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13. After successful completion of the installation, you see the panel shown in
Figure 6-9. Click Next.

&P Installation Wizard | _ (O] x]

You can register online to receive valuable technical updates and special
P | offers. The electronic product registration feature requires a browser and an

Internet connection. The product registration URL has been stored in the
following file in order to register this product via the Internet from another
machine if necessary:

[Tl software JustfWehSpherejAppServer/prt/readme_prt ot
|

_|Register this product now, ¢Requires Internst connection,?

netallShield -

= Back Mext = Cancel

Figure 6-9 WebSphere Application Server successfully installed
14.Click Finish to close the installation wizard.

The WebSphere Application Server - First Steps window is displayed. Use this
window to verify or troubleshoot the installation.

After installation, FixPack 2 must be installed.

Note: For the purpose of this redbook and the software version used, it was
necessary to install FixPack 2. We recommend that you review the latest fix
pack if you plan to undertake a similar project. Refer to the following Web site:

http://www-306.1bm.com/software/webservers/appserv/was/support/

Installing the WebSphere Application Server fix pack
To install WebSphere Application Server FixPack 2 on AlX, follow these steps:
1. Stop the WebSphere Application Server and the IBM HTTP Server. If an

LDAP registry server is installed on the same machine, ensure that the LDAP
server is stopped.
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2. Set the JAVA_HOME system variable as shown in the following example:
export JAVA_HOME=/opt/WebSphere/AppServer/java

3. Insert the IBM Tivoli Access Manager WebSphere FixPack for AIX CD and
mount it.

4. Copy the contents of the CD to a temporary directory on your hard drive.

5. Run the ./JupdateWizard.sh script, located in the aix/websphere_fixpack
subdirectory (where CD contents are copied) as shown in the following
example:

# ./updateWizard.sh

6. The Update Installation Wizard (Figure 6-10) opens. Select the language for
the installation and click OK.

=101 x|

Select a language to be used for this wizard.

Ok | Cancell

Figure 6-10 Wizard Installer window
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7. The Welcome panel (Figure 6-11) is displayed. Click Next to continue.

&P Installation Wizard

InstallShield

I[=1 E3

lelcome to the Update Installation wizard for WebSphere Application Server
products, To keep your product current, this wizard installs and uninstalls
updates, including fixes and fix packs,

Before installing or uninstalling updates. stop all WebSphere Application Server
processes, as well as related component processes such as [BM HTTP Server

and embedded meszaging,

The build date for this update installer application iz Jun 23, 2004, Pleasze
make sure you are using the mozt recent update installer application,

For more information about updates, see the IEM Support Web site:

http: A, 1bn, cond sof tuare webzervers/ appseryd support

Click Mext to continue,

= Back Mext = Cancel

Figure 6-11 Welcome panel

Distributed Security and High Availability




8. On the next panel (Figure 6-12), select IBM WebSphere Application Server
v5.0.0 as the product you want to update and click Next.

@ Installation Wizard !E E

The following WehSphere Application Server products were found on your
computer. Select a product from the list to updare. If the product you want
to update does not appear in the list, specify the product installation
directory. (Mote: All processes for the product must be stopped before
installing updates).

IEM WebSphere Application Server w5 0.0

_ | Specify product information

Installation directory:

|,fusr,fWebSphereMppServer Browse. ..

InstallEhield

= Back Mext = Cancel

Figure 6-12 Select product panel
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9. In the fix pack installation panel (Figure 6-13), select Install fix packs and
click Next.

4P Installation Wizard =] I

You can install or wninstall fixes or fix packs for this product.

Install fix packs

1 Uninstall fix packs

) Install fixes

1 Uninstall fixes

InstallEhield

= Back et = Cancel

Figure 6-13 Fix pack panel
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10.In the next panel (Figure 6-14), type the temporary directory where the fix
pack files were copied. Click Next to continue.

4P Installation Wizard 10|

Enter the directory where fix packs are located,

Fix pack directory:

PSDFtwareHTHM_NPWUSNSHSHinst‘ images.ﬂ'webspher‘efaix.?’FixHFixp' Browse, ..

InstallEhield

= Back Mext = Cancel

Figure 6-14 Temporary directory panel
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11.Wait while the wizard looks for the fix pack as indicated by the message in the
panel shown in Figure 6-15.

4 Installation Wizard =] I

Scanning for installable fix packs on your system,..

Thiz action might take a few moments,

InstallShield

= Back Mext = Cancel

Figure 6-15 Checking for the fix pack
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12.In the selection of available fix packs panel (Figure 6-16), select the fix pack

to install and click Next. The status must indicate Not installed.

Carefully review and select a fix pack to install for your product.

Install
wass 0_fp2_aix

& Partially installed M Mot installed

Fix pack description:
IEM webSphere Application Server, i
Wersion 5.0.2 Fix Pack for AIX | Details...

InstallEhield

= Back | Mext = | Cancel

@ Installation Wizard !Ii[ B

Figure 6-16 Available fix pack
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13.In the external components to update panel (Figure 6-17), select update IBM
HTTP Server and click Next.

Note: Tivoli Access Manager does not require Embedded Messaging. If
Embedded Messaging is already set up for WebSphere Application Server
5.0, then you must choose this update feature.

@ Installation Wizard !E B I

Select from the following external components you want to update, If
the external component update is required as part of the fix pack.
zelection is disabled,

M IEM HTTP Server

Installation directory:

[fusr/ TBFHttpServer Brouse, ..

] Embedded Messaging

Installation directory:

Pusr v ]
InstallEhield —
= Back et = Cancel

Figure 6-17 Product to be updated
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14.The summary panel (Figure 6-18) is displayed. Review this panel. Then click
Next to begin the installation.

4 Installation Wizard =]

The follewing fix pack will be installed or refreshed:
wash 0_fp2_aix

for the following product
IEM WebSphere Application Server v5.0.0

in the following directory:
Jusr wWehSphere fAp p Server

InstallShield

= Back Mext = Cancel

Figure 6-18 Summary window
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15.The fix pack installation takes a long time. Wait and watch the window
(Figure 6-19) that displays a progress bar to monitor the status of the

installation.

4 Installation Wizard

Installing fix pack...Please wait,

Installing fix pack "wasS)_fp2_aix”, component “aat’.

InstallStield —

=] B3
1%
LCancel
= Back Mext = Cancel

Figure 6-19 Installing the fix pack

Distributed Security and High Availability




16.Finally you see the panel that shows a message indicating that the fix pack
was successfully installed (Figure 6-20). Click Next to finish the process.

@Installation Wizard H=] E3 I
The following fix pack was successfully installed:
1T | wass 0_fp2_aix
Toinstall or uninstall additional updates, click Run Wizard Again.

Run wWizard Again

Click Finish to exit the wizard.

InstallEhield

= Back et = Cancel

Figure 6-20 Installation successful

17.Restart both WebSphere Application Server and the IBM HTTP Server.

#/usr/WebSphere/AppServer/bin/startServer.sh serverl
#/usr/IBMHttpServer/bin/apachect] start

6.4 Configuration

Perform the configurations in the sequence that is presented in the following
sections. You can find a summary of the customization in 6.4.7, “Checklist for
Tivoli Access Manager parameters” on page 258.

Attention: Before you start the configuration, give the host name to the
server. Any change to the host name after the configuration means that you
must repeat all the following actions.

Tip: Using the host name in the configuration instead of the IP address gives
you more flexibility. Often you have to change the IP address.
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6.4.1 Configuring Tivoli Access Manager Runtime
Configure Tivoli Access Manager Runtime as explained in the following steps.
1. Login as root.
2. At the prompt, type the pdconfig command to run the configuration program.
# pdconfig

3. The Access Manager configuration program is a command line program as
shown in Figure 6-21. Type option 1 to configure the components.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 6-21 Tivoli Access Manager Setup Menu

4. In the Tivoli Access Manager Configuration Menu (), type option 1 to start the
Access Manager Runtime configuration.

Tivoli Access Manager Configuration Menu

Access Manager Runtime Configuration

Access Manager Policy Server Configuration

Access Manager Authorization Server Configuration
Access Manager Web Portal Manager Configuration
Access Manager Java Runtime Environment Configuration
Return to the Tivoli Access Manager Setup Menu

X OB W N =

Select the menu item [x]: 1

Figure 6-22 Tivoli Access Manager Configuration Menu
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5. At the prompt to configure Tivoli Common Directory logging, type y and press
Enter.

Tivoli Common Directory logging is not configured.

This scheme provides a common location for log files for Tivoli products
instead of separate locations determined by each application.

Do you want to use Tivoli Common Directory logging (y/n) [Nol: y

Figure 6-23 Access Manager Runtime configuration (part 1 of 6)

6. When you see the message shown in Figure 6-24, press Enter to keep the
default, or type a different location.

The default location of the Tivoli Common Directory is
[/var/ibm/tivoli/common]

Press Enter to accept the default location, or type a different location and
press Enter:

Figure 6-24 Access Manager Runtime configuration (part 2 of 6)

7. Type 1to use LDAP (Tivoli Directory Server) as the user repository.

Log files for this application will be created in directory:
/var/ibm/tivoli/common

1. LDAP

Registry [1]:

Figure 6-25 Access Manager Runtime configuration (part 3 of 6)

8. Enter the LDAP server host name m10df56f.itso.ral.ibm.com.

LDAP server host name: ml0df56f.itso.ral.ibm.com

Figure 6-26 Access Manager Runtime configuration (part 4 of 6)

9. Press Enter to choose the default port 389.

LDAP server port [389]:

Figure 6-27 Access Manager Runtime configuration (part 5 of 6)
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10.When you see the message indicating that the package was configured
successfully, press Enter to continue.

The package has been configured successfully.

Press Enter to continue.

Figure 6-28 Access Manager Runtime configuration (part 6 of 6)

6.4.2 Tivoli Access Manager failover capability for LDAP servers

Tivoli Access Manager connects to the LDAP master server when it starts. If the
LDAP master server is down for any reason, the Tivoli Access Manager server
must be able to connect to an available LDAP replica server for any read
operations.

Many operations, especially those from regular users, are read operations.
These include such operations as user authentication and signon to back-end
junctioned Web servers. After proper configuration, Tivoli Access Manager
performs failover to a replica server when it cannot connect to the master server.
The configuration parameters for LDAP failover are in the [Idap] stanza of the
Idap.conf configuration file /opt/PolicyDirector/etc/Idap.conf. See Example 6-3.

Important: You must perform these tasks on all servers where the install
PD.RTE component is located.

Example 6-3 Idap.conf file

LDAP registry configuration file. This file contains LDAP
configuration items used by the Access Manager components.

# Licensed Materials - Property of IBM

# 5724-C08

# (c) Copyright International Business Machines Corp. 2000, 2001, 2002
# A11 Rights Reserved

# US Government Users Restricted Rights - Use, duplication or

# disclosure restricted by GSA ADP Schedule Contract with IBM Corp.
#

# Copyright (C) 1996, 1997, 1998, 1999 DASCOM Inc.

#

# FILENAME

# 1dap.conf

#

# DESCRIPTION

#

#

#
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#

# LDAP registry server configuration

#

[1dap]

enabled = yes

host = ml0df56f.itso.ral.ibm.com

port = 389

ss1-port = 636

max-search-size = 2048

# Change the following parameter to "yes" if dynamic groups are to be supported.
dynamic-groups-enabled = no

# Use the ignore-suffix parameter to indicate LDAP server suffixes to be ignored
# when searching for user and group information.

# To ignore suffixes, uncomment the example below and edit to indicate the suffi
x DN to be ignored.

# Repeat this parameter Tine for each suffix to be ignored.

# The default behavior is that all defined suffixes will be searched.
#ignore-suffix = o=ibm,c=us

ignore-suffix = cn=ibmpolicies

LdapSSL =

LdapSSLKeyFile =

LdapSSLKeyFileDn =

LdapSSLKeyFilePwd =

#

# LDAP replica:

#

# For each LDAP replica server add a Tine of the form:

#

# replica = <ldap-server>,<port>,<type>,<pref>

#

# Where:

# <ldap-server> is the network name of the LDAP server.

# <port> is the port it is listening on. Probably 389 or 636.

# <type> is one of "readonly" or "readwrite". Probably "readonly".
# <pref> is a number from 1 to 10. The master "readwrite" LDAP server
# entered above with "host =" defaults to a pref of 5.

# The server with the highest pref value will be chosen

# for LDAP connections. If this server fails then servers

# with the next highest values will be used. If servers have
# the same pref value then load balancing will occur between
# all of them.

# Example:

#

# replica = replical.ldap.tivoli.com,389,readonly,5
# replica = replica2.ldap.tivoli.com,389,readonly,5
replica = ml0df53f.itso.ral.ibm.com,636,readonly,5

Chapter 6. Implementing the security manager: Tivoli Access Manager

243



[meta-info]

#

# Meta stanza
#

#

# version =

#

version = 1296

[ss1]

#

# local domain name.

#

ss1-local-domain = Default

Complete the following steps.

1. In the /usr/PolicyDirector/etc directory, type the vi 1dap.conf command to
open the configuration file.

#vi ldap.conf
2. Browse the file for the comment line that begins with # replica.
3. At the end of the file, add the following line:

replica= your_ldap_replica_hostname,389,readonly,5

Note: To use Secure Sockets Layer (SSL) between PD.RTE and LDAP,
instead of using port 389, use port 636.

Example 6-4 Adding the replica name

# replica = replical.ldap.tivoli.com,389,readonly,5
# replica = replica2.ldap.tivoli.com,389,readonly,5
replica = ml0df53f.itso.ral.ibm.com,636,readonly,5

4. Press the ESC key and type wq to save and exit.
5. Type the pd_start restart command to restart the Policy Server.

For further considerations, refer to IBM Tivoli Access Manager Base
Administration Guide Version 5.1, SC32-1360.
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6.4.3 Configuring the Policy Server

Follow these steps to configure the Policy Server.

1. Login as root.

2. At the prompt, type the pdconfig command to run the configuration program.

# pdconfig

3. The Access Manager configuration program is a command line program as

shown in Figure 6-29. Type option 1 to configure the components.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 6-29 Tivoli Access Manager Setup Menu

4. Type option 1 to configure the Policy Server.

Tivoli Access Manager Configuration Menu

Access Manager Policy Server Configuration

Access Manager Authorization Server Configuration
Access Manager Web Portal Manager Configuration
Access Manager Java Runtime Environment Configuration
Return to the Tivoli Access Manager Setup Menu

X B W N -

Select the menu item [x]: 1

Figure 6-30 Policy Server configuration (part 1 of 11)

5. Press Enter to choose cn=root.

LDAP administrator ID [cn=root]:

Figure 6-31 Policy Server configuration (part 2 of 11)
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6. Enter the LDAP administration password ****,

LDAP administrator password:

Figure 6-32 Policy Server configuration (part 3 of 11)

7. Press Enter to enable SSL.

Do you want to enable SSL between the Tivoli Access Manager policy server
and the LDAP server (y/n) [Yes]?

Figure 6-33 Policy Server configuration (part 4 of 11)

8. Enter the SSL key file full path as shown in Figure 6-34.

SSL key file with full path: /opt/PolicyDirector/certs/Policy_Server.kdb

Figure 6-34 Policy Server configuration (part 5 of 11)

9. Enter the certificate label.

Certificate Tabel: LDAP_Server

Figure 6-35 Policy Server configuration (part 6 of 11)

10.Enter the certificate password ****,

Tip: Leave the password blank if the default certificate label is used.

SSL key file password:

Figure 6-36 Policy Server configuration (part 7 of 11)

11.When you see the prompt in Figure 6-37, press Enter to keep the default
LDAP SSL port.

LDAP server SSL port [636]:

Figure 6-37 Policy Server configuration (part 8 of 11)
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12.At the prompt shown in Figure 6-38, enter the Access Manager ID password
*kkk

Provide a password for the Access Manager administrator account.
The administrator login name is sec_master and cannot be changed.

Tivoli Access Manager administrator password:
Confirm password:

Figure 6-38 Policy Server configuration (part 9 of 11)

13.At the next prompt, press Enter to keep the default Policy Server default SSL
port.

Policy server SSL port [7135]:

Figure 6-39 Policy Server configuration (part 10 of 11)

14.Press Enter to keep the default life cycle.

SSL certificate lifecycle [365]:

Figure 6-40 Policy Server configuration (part 11 of 11)

Note: The value 365 means 365 days. After this period, the administrator
must regenerate a new SSL certificate.

15.The configuration is complete and the server started successfully.
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16.At the end of the output shown in Figure 6-41, press Enter to continue.

* Configuring server
Generating the server certificates. This may take a few minutes.

Creating the SSL certificate. This might take several minutes.

The SSL configuration of the Tivoli Access Manager policy server has
completed successfully.

The policy server's signed SSL certificate is base-64 encoded and saved in
text

file "/var/PolicyDirector/keytab/pdcacert.b64"

This file is required by the configuration program on each machine in your
secure domain.

SSL configuration completed successfully. The Tivoli Access Manager policy
server's certificate is saved in /opt/PolicyDirector/keytab/pdcacert.b64.
This certificate is needed when configuring all other machines in the secure
domain.

The SSL configuration of Access Control Runtime has completed successfully.
Tivoli Access Manager policy server domain name: Default
Tivoli Access Manager policy server host name: m10df53f
Tivoli Access Manager policy server listening port: 7135

* Starting server

Tivoli Access Manager policy server v5.1.0 (Build 031024)
Copyright (C) IBM Corporation 1994-2003. Al1 Rights Reserved.

2005-04-06-23:22:44.280+00:00I----- 0x14C521D3 pdmgrd NOTICE mis ivcore
cfgmgr.cpp 189 0x00000001

HPDMS0467I  Server startup

2005-04-06-23:22:44.322+00:00I----- 0x14C526F2 pdmgrd NOTICE mis ivmgrd
cfgmgr.cpp 194 0x00000001

HPDMS1778I  Loading configuration

The package has been configured successfully.

Press Enter to continue.

Figure 6-41 Policy Server configuration: Generating the server certificate
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6.4.4 Configuring the Authorization Server

Follow these steps to configure the Authorization Server.

1. Login as root.

2. At the prompt, type the pdconfig command to run the configuration program.
# pdconfig

3. The Access Manager configuration program is a command line program as
shown in Figure 6-42. Type option 1 to configure the components.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 6-42 Tivoli Access Manager Setup Menu

4. Type option 1 to start the Authorization Server configuration.

Tivoli Access Manager Configuration Menu

1. Access Manager Authorization Server Configuration
2. Access Manager Web Portal Manager Configuration
3. Access Manager Java Runtime Environment Configuration
X. Return to the Tivoli Access Manager Setup Menu

Select the menu item [x]: 1

Figure 6-43 Authorization Server configuration (part 1 of 14)

5. At the prompt shown in Figure 6-44, press Enter to enable SSL.

Do you want to enable SSL between the Tivoli Access Manager authorization
server and the LDAP server (y/n) [Yes]?

Figure 6-44 Authorization Server configuration (part 2 of 14)
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6. Type the full path of the SSL key file as shown in Figure 6-45.

SSL key file with full path: /opt/PolicyDirector/certs/Policy_Server.kdb

Figure 6-45 Authorization Server configuration (part 3 of 14)

7. Enter the certificate label as shown in Figure 6-46.

Certificate Tabel: LDAP_Server

Figure 6-46 Authorization Server configuration (part 4 of 14)

8. At the prompt shown in Figure 6-47, type the certificate password ****,

Tip: Leave the password blank if the default certificate label is used.

SSL key file password:

Figure 6-47 Authorization Server configuration (part 5 of 14)

9. When you see the prompt shown in Figure 6-48, press Enter to keep the
default LDAP SSL port.

LDAP server SSL port [636]:

Figure 6-48 Authorization Server configuration (part 6 of 14)

10.At the next prompt (Figure 6-49), press Enter to keep the default.

Domain [Default]

Figure 6-49 Authorization Server configuration (part 7 of 14)

11.Press Enter again for the prompt in Figure 6-50 to keep the default Policy
Server host name.

Policy server host name [ml10df53f]:

Figure 6-50 Authorization Server configuration (part 8 of 14)
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12.Press Enter to keep the default Policy Server default SSL port.

Policy server SSL port [7135]:

Figure 6-51 Authorization Server configuration (part 9 of 14)

13.At the prompt shown in Figure 6-52, press Enter to keep the default ID.

Administrator ID [sec_master]:

Figure 6-52 Authorization Server configuration (part 10 of 14)

14.When you see the prompt as shown in Figure 6-53, type the administrator
password ****,

Administrator password:

Figure 6-53 Authorization Server configuration (part 11 of 14)

15.Type the Authorization Server host name m10df53f at the prompt shown in
Figure 6-54.

Local host name [m10df53f]:

Figure 6-54 Authorization Server configuration (part 12 of 14)

16.Press Enter to keep the default port.

Administration request port [7137]:

Figure 6-55 Authorization Server configuration (part 13 of 14)

17.Press Enter to keep the default port.

Authorization request port [7136]:

Figure 6-56 Authorization Server configuration (part 14 of 14)

18.The configuration is complete and the server starts successfully.
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19. After the configuration of the application is done running (Figure 6-57), press
Enter to continue.

* Configuring server

Configuration of application "ivacld" for host "ml0df53f" is in progress.
This might take several minutes.
SSL configuration has completed successfully for the application.

* Starting server

Tivoli Access Manager authorization server v5.1.0 (Build 031024)
Copyright (C) IBM Corporation 1994-2003. A1l Rights Reserved.

2005-04-07-00:07:41.550+00:001----- 0x14C521D3 pdacld NOTICE mis ivcore
ivacld.cpp 441 0x00000001

HPDMS0467I  Server startup

2005-04-07-00:07:41.559+00:001----- 0x14C526F2 pdacld NOTICE mis ivmgrd
ivacld.cpp 446 0x00000001

HPDMS17781  Loading configurationE

The package has been configured successfully.

Press Enter to continue.

Figure 6-57 Authorization Server configuration: Configuration in progress

6.4.5 Configuring the Java Runtime Environment

Now configure the Java Runtime Environment (JRE) as explained in the following
steps.

1. Login as root.
2. At the prompt, type the pdconfig command to run the configuration program.
# pdconfig
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3. The Access Manager configuration program is a command line program as
shown in Figure 6-58. Type option 1 to configure the components.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

. Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 6-58 Tivoli Access Manager Setup Menu

4. In the Tivoli Access Manager Configuration Menu (Figure 6-59), type option 2
to start the Java Runtime configuration.

Tivoli Access Manager Configuration Menu

1. Access Manager Web Portal Manager Configuration
2. Access Manager Java Runtime Environment Configuration
X. Return to the Tivoli Access Manager Setup Menu

Select the menu item [x]: 2

Figure 6-59 Java Runtime configuration (part 1 of 7)

5. Type the WebSphere Java path as shown in Figure 6-60.

Specify the full path of the Java Runtime Environment (JRE) to configure for
Tivoli Access Manager[/usr/javal3l/jre] :/WebSphere/AppServer/java/jre

Figure 6-60 Java Runtime configuration (part 2 of 7)
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6. At the prompt shown in Figure 6-61, press Enter to keep the default value.

Important: For a successful Web Portal Manager configuration, you need
the WebSphere Java path.

Enter 'full' or 'standalone' for the configuration type[full]:

Figure 6-61 Java Runtime configuration (part 3 of 7)

7. When you see the prompt shown in Figure 6-62, press Enter to keep the
default value.

Enter the hostname of the Access Manager policy server machine [m10df53f]:

Figure 6-62 Java Runtime configuration (part 4 of 7)

8. Press Enter to keep the default value shown in Figure 6-63.

Note: The host name displayed by the configuration script is always the
host name from where pdconfig is running.

Enter the port number of the Access Manager policy server machine [7135]:

Figure 6-63 Java Runtime configuration (part 5 of 7)

9. Press Enter to keep the default value shown in Figure 6-64.

Enter Access Manager Policy Server domain information [Default]:

Figure 6-64 Java Runtime configuration (part 6 of 7)
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10.When prompted whether to enable common directory logging as shown in
Figure 6-65, type y.

Tivoli Common Directory logging is currently configured.
You may enable this application to use Tivoli Common Directory logging
using the currently configured directory for log files.

Do you want to use Tivoli Common Directory logging (y/n) [n]? y

Figure 6-65 Java Runtime configuration (part 7 of 7)

11.The configuration is complete and the server is started successfully.

12. After the log files are created and the configuration completes successfully,
press Enter to continue. See Figure 6-66.

Log files for this application will be created in directory:
/var/ibm/tivoli/common

Configuration of Access Manager Java Runtime Environment is in progress.
This might take several minutes.

Configuration of Access Manager Java Runtime Environment completed
successfully.

Press Enter to continue.

Figure 6-66 Java Runtime configuration: Completion

6.4.6 Configuring Web Portal Manager
You must now configure the Web Portal Manager as shown in the next steps.
1. Login as root.

2. At the prompt, type the pdconfig command to run the configuration program.

# pdconfig
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3. The Access Manager configuration program is a command line program as
shown in Figure 6-67. Type option 1 to configure the components.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 6-67 Tivoli Access Manager Setup Menu

4. Type option 1 to configure Web Portal Manager.

Tivoli Access Manager Configuration Menu

1. Access Manager Web Portal Manager Configuration
2. Access Manager Java Runtime Environment Configuration
X. Return to the Tivoli Access Manager Setup Menu

Select the menu item [x]: 1

Figure 6-68 Web Portal Manager configuration (part 1 of 6)

5. At the prompt shown in Figure 6-69, press Enter to keep the default value.

Enter the WebSphere Application Server installation path
[/usr/WebSphere/AppServer] :

Figure 6-69 Web Portal Manager configuration (part 2 of 6)

6. Press Enter to keep the default value again for the prompt shown in
Figure 6-70.

Enter the hostname of the Access Manager policy server machine [m10df53f]:

Figure 6-70 Web Portal Manager configuration (part 3 of 6)
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7. Press Enter to keep the default value shown in Figure 6-71.

Enter the port number of the Access Manager policy server machine [7135]:

Figure 6-71 Web Portal Manager configuration (part 4 of 6)

8. Again press Enter to keep the default value, which this time is shown in
Figure 6-72.

Enter the name for Tivoli Access Manager administrator [sec_master]:

Figure 6-72 Web Portal Manager configuration (part 5 of 6)

9. Type the administrator password ****,

Enter the password for Tivoli Access Manager administrator: ****

Figure 6-73 Web Portal Manager configuration (part 6 of 6)

10.The configuration is complete.

11.After the configuration process completes successfully as indicated in
Figure 6-74, press Enter to exit the configuration manager.

Configuration of Access Manager Web Portal Manager is in progress.
This might take several minutes.

Configuration of Access Manager Web Portal Manager completed successfully.

Press Enter to continue.

Figure 6-74 Web Portal Manager configuration: Configuration successful

12..To verify the configuration, open a browser window. Then type this URL:
http://wpm_hostname:9080/pdadmin
In our example, we type the following URL as shown in Figure 6-75:
http://ml0df53f.itso.ral.ibm.com:9080/pdadmin/pdmainframe.jsp
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13.The Web Portal Manager console is displayed (Figure 6-75). For the user ID,
type sec_master, and for password, type **** to log in.

2l Access Manager Web Portal Manager - Microsoft Internet Explorer

File  Edit View Favorites Tools Help

@Bad( - e Ia @ i_h pSeardﬂ *Favorites eMedia {2? = % I_J
—V_IGo Plnks 1 @ -

Address |@ http://m 10df53f.itso.ral.ibm.com: 3080 pdadmin fpdmainframe. jsp

s Manager
1

Task List

Secure Domain

+Userld

+Password

@ Done ||| 4 Internet &

Figure 6-75 Web Portal Manager console

6.4.7 Checklist for Tivoli Access Manager parameters

Table 6-2 shows the list of all the Tivoli Access Manager parameters used in the
configuration that is explained in the previous sections.

Table 6-2 Runtime parameters

Parameter Value

Common Logging yes

Common Directory /var/ibm/tivoli/common
LDAP yes

LDAP host name m10df56f.itso.ral.ibm.com
LDAP port 389
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Table 6-3 Policy Server parameters

Parameter Value
LDAP Administrator ID cn=root
LDAP Administration password i
SSL between Policy Server and LDAP | yes

SSL key file with full path

/opt/PolicyDirector/certs/Policy_Server.kdb

Certificate label

LDAP_Server

SSL key file password

*kkk

LDAP server SSL port 636
Tivoli Access Manager administration | ****
password

Policy Server SSL port 7135
SSL certificate life cycle 365

Table 6-4 Authorization Server parameters

Parameter

Value

SSL between Authorization Server
and LDAP

yes

SSL key file with full path

/opt/PolicyDirector/certs/Policy_Server.kdb

Certificate label

LDAP_Server

SSL key file password

*kkk

LDAP server SSL port 636
Domain Default
Policy server host name m10df53f
Policy server SSL port 7135
Administrator 1D sec_master
Administration password i

Local host name m10df53f
Administration request port 7137
Authorization request port 7136
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Table 6-5 Java Runtime parameters

Parameter

Value

Full path of the JRE to configure for Tivoli
Access Manager

/WebSphere/AppServer/javaljre

Full or standalone configuration type full
Host name of the Access Manager policy | m10df53f
server machine
Port number of the Access Manager policy | 7135
server machine
Access Manager Policy Server domain Default
Do you want to use Tivoli Common yes
Directory logging

Table 6-6 Web Portal Manager parameters
Parameter Value
WebSphere Application Server installation | /WebSphere/AppServer/
path
Host name of the Access Manager policy | m10df53f
server machine
Port number of the Access Manager policy | 7135f
server machine
Enter the name for Tivoli Access Manager | sec_master

administrator

Enter the password for Tivoli Access
Manager administrator

*kkk
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Implementing the security
proxy: WebSEAL

This chapter explains how to install and configure IBM Tivoli Access Manager
WebSEAL Server. However, it does not cover the complete configuration of
WebSEAL. You can find a full explanation about configuration of WebSEAL in the
IBM Tivoli Access Manager for e-business WebSEAL Administration Guide,
SC32-1359.
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7.1 WebSEAL

Refer to 6.1, “Tivoli Access Manager” on page 216, for a description of what
WebSEAL is, where it fits inside a secure domain, and an example that shows
some secure domain components.

7.2 Prerequisites and dependencies
Table 7-1 lists all the prerequisites needed for WebSEAL.

Table 7-1 Installed software and dependencies

Installation Required patches or Installed software levels
components service level
AIXOS 5.2 Maintenance Level 1 or later | Maintenance Level 3

AIX 5200-01 maintenance

package and: AlIX 5200-03 maintenance
» xIC.rte (6.0.0.0 C Set ++ | package and xIC.aix50.rte
Runtime) (6.0.0.13 C Set ++ Runtime)

» xIC.aix50.rte (6.0.0.3C
Set ++ Runtime)
» bos.rte.libc at 5.2.0.12

Global Security Kit Version 7 gskta.rte 7.0.1.16
gsksa.rte 7.0.1.16

IBM Tivoli Directory Version 5.2 FixPack 2

Client Idap.client 5.2.0.2
ldap.max_crypto_client
5.2.0.2

Access Manager Version 5.1 FixPack 4

Runtime PD.RTE 5.1.0.4

Access Manager Web | Version 5.1 FixPack 4

Security Runtime PDWeb.RTE 5.1.0.4

Access Manager Version 5.1 FixPack 4

WebSEAL Server PDWeb.Web 5.1.0.4

Tivoli Access Manager WebSEAL Server 5.1 is supported on AIX 5.1 or later.
The environment for this book used AIX 5.2 as described in Table 7-1. For more
information, see the “System requirements” and “Installation overview” sections
of the IBM Tivoli Access Manager for e-business: Web Security Installation
Guide, SC32-1361.
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7.3 Installation

A WebSEAL server can be installed using one of the following methods.

| 4
| 4

Installing using the installation wizard
Installing using native utilities

We used the native AIX utilities method in the following procedure. For other
installation methods, see the IBM Tivoli Access Manager for e-business Web
Security Installation Guide Version 5.1, SC32-1361.

The following procedure uses installp to install software packages. To install a
WebSEAL server system on AlX, follow these steps:

1.
2.

Log on as root.

Ensure that the registry server and policy server are up and running (in
normal mode).

Insert the IBM Tivoli Access Manager Web Security for AIX CD and mount it.

mount -r -v cdrfs /dev/cd0 /mnt

Note: For /mnt, you may substitute cd_mount_point.

Install GSKit. Enter the following command to install the 32-bit and 64-bit
runtime packages.

installp -acgXd /mnt/usr/sys/inst.images gskta.rte gsksa.rte
To verify that GSKit is installed, enter the following command:
1s1pp -1 | grep gsk

Install the following packages:

installp -acgXd /mnt/usr/sys/inst.images packages

Here, packages refers to:

— PD.RTE specifies the Access Manager Runtime package.

— PDWeb.RTE specifies the Access Manager Web Security Runtime
package.

— PDWeb.Web specifies the Access Manager WebSEAL Server package.
Unmount the CD by using the following command:
umount /mnt

Install the IBM Tivoli Directory Client. Insert the IBM Tivoli Access Manager
CD for AIX and mount it.

mount -r -v cdrfs /dev/cd0 /mnt

Chapter 7. Implementing the security proxy: WebSEAL 263



Enter the following commands:

installp -acgXd /mnt/usr/sys/inst.images ldap.client
installp -acgXd /mnt/usr/sys/inst.images ldap.max_crypto_client

Repeat the installation procedure for the second WebSEAL server.

Tip: To view the status and messages in a language other than English
(default), you must install an additional language support package before you
configure the packages. For instructions, see Installing language support
packages in the IBM Tivoli Access Manager for e-business: Web Security
Installation Guide, SC32-1361.

7.4 Configuration

This section contains the procedures used for configuring the WebSEAL servers.
Included are the steps taken to set up the packages with the configuration utility,
modifications to the webseald.conf configuration file, and failover authentication

configuration.

7.4.1 Configuring Access Manager Runtime
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Configure the Access Manager Runtime followed by the Access Manager
WebSEAL Server package as follows.

1. Login as root.
2. At the prompt, type the pdconfig command to run the configuration program.
# pdconfig

3. The Tivoli Access Manager Setup Menu is displayed as shown in Figure 7-1.
Type option 1 for Configure Package.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 7-1 Tivoli Access Manager Setup Menu
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4. The Tivoli Access Manager Configuration Menu (Figure 7-2) is displayed.
Type option 1 for Access Manager Runtime Configuration.

Tivoli Access Manager Configuration Menu
1. Access Manager Runtime Configuration
2. Access Manager WebSEAL Configuration
X. Return to the Tivoli Access Manager Setup Menu

Select the menu item [x]: 1

Figure 7-2 Tivoli Access Manager Runtime Configuration Menu

5. When asked if the policy server be installed on this machine, type n for “no”.

Wi1l the policy server be installed on this machine (y/n) [No]: n

Figure 7-3 Access Manager Runtime Configuration (part 1 of 10)

6. When prompted about the use of Tivoli Common Directory logging, type y for

yes”.

Tivoli Common Directory logging is not configured.

This scheme provides a common location for log files for Tivoli products
instead of separate locations determined by each application.

Do you want to use Tivoli Common Directory logging (y/n) [Nol: y

Figure 7-4 Access Manager Runtime Configuration (part 2 of 10)

7. At the next prompt, press Enter to accept the default location.

The default Tocation of the Tivoli Common Directory is
[/var/ibm/tivoli/common] .

Press Enter to accept the default location, or type a different location and
press Enter:

Figure 7-5 Access Manager Runtime Configuration (part 3 of 10)
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8. Type option 1 to select LDAP as the registry.

Log files for this application will be created in directory:
/var/ibm/tivoli/common

1. LDAP

2. Active Directory
Registry [1]: 1

Figure 7-6 Access Manager Runtime Configuration (part 4 of 10)

9. Enter the LDAP server host name as shown in Figure 7-7.

LDAP server host name: ml0df56f

Figure 7-7 Access Manager Runtime Configuration (part 5 of 10)

10.Press Enter to accept the default LDAP server port.

LDAP server port [389]: 389

Figure 7-8 Access Manager Runtime Configuration (part 6 of 10)

11.Enter the Policy Server host name as shown in Figure 7-9.

Policy server host name: m10df53f

Figure 7-9 Access Manager Runtime Configuration (part 7 of 10)

12.Press Enter to accept the default Policy Server SSL port.

Policy server SSL port [7135]: 7135

Figure 7-10 Access Manager Runtime Configuration (part 8 of 10)

13.Press Enter to accept the default domain.

Domain [Default]: Default

Figure 7-11 Access Manager Runtime Configuration (part 9 of 10)
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14.Type yes to accept automatic certificate downloads.

Automatically download the pdcacert.b64 file from the policy server? (y/n)
[Yes]: yes

Figure 7-12 Access Manager Runtime Configuration (part 10 of 10)

After the configuration has completed, you see the success message as shown
in Figure 7-13.

The SSL configuration of Access Control Runtime has completed successfully.
Tivoli Access Manager policy server domain name: Default
Tivoli Access Manager policy server host name: m10df53f
Tivoli Access Manager policy server listening port: 7135

The package has been configured successfully.

Press Enter to continue.

Figure 7-13 Successful configuration

7.4.2 Configuring WebSEAL

To configure WebSEAL, follow these steps.

1. Login as root.

2. At the prompt, type the pdconfig command to run the configuration program:
# pdconfig

3. The Tivoli Access Manager Setup Menu is displayed as shown in Figure 7-14.
Type option 1 for Configure Package.

Tivoli Access Manager Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

X W N =

Select the menu item [x]: 1

Figure 7-14 Tivoli Access Manager Setup Menu
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4. From the Tivoli Access Manager Configuration Menu, type option 1 for Access
Manager WebSEAL Configuration.

Tivoli Access Manager Configuration Menu

1. Access Manager WebSEAL Configuration
Xx. Return to the Tivoli Access Manager Setup Menu

Select the menu item [x]: 1

Figure 7-15 WebSEAL configuration

5. The Access Manager WebSEAL Setup Menu (Figure 7-16) is displayed. Type
option 1 for Configure.

Access Manager WebSEAL Setup Menu

1. Configure

2. Unconfigure

3. Display Configuration Status

X. Return to Access Manager Setup Menu
Please select the menu item [x]: 1

Figure 7-16 WebSEAL configuration (part 1 of 14)

6. Enter the WebSEAL instance name.

Enter WebSEAL instance name [default]: WebSEAL

Figure 7-17 WebSEAL configuration (part 2 of 14)

7. When asked to use a logical network interface, type n for “no”.

Use logical network interface (y/n) [n]?

Figure 7-18 WebSEAL Configuration (part 3 of 14)

8. Enter the WebSEAL host name as shown in Figure 7-19.

Enter WebSEAL hostname [m10df5cf]:

Figure 7-19 WebSEAL configuration (part 4 of 14)
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9. Accept the default WebSEAL listening port.

Enter WebSEAL listening port [7234]:

Figure 7-20 WebSEAL configuration (part 5 of 14)

10.Enter the administrator ID.

Enter administrator ID [sec_master]:

Figure 7-21 WebSEAL configuration (part 6 of 14)

11.Enter the administrator ID password.

Enter administrator password:

Figure 7-22 WebSEAL configuration (part 7 of 14)

12.Type y for “yes” to enable SSL communication with the LDAP server.

Enable SSL communication with the LDAP server (y/n) [y]?

Figure 7-23 WebSEAL configuration (part 8 of 14)

13.Enter the key file path as shown in Figure 7-24.

Enter key file name (full path): /opt/pdweb/certs/WebSeal.kdb

Figure 7-24 WebSEAL configuration (part 9 of 14)

14.Enter the key file password.

Enter key file password:

Figure 7-25 WebSEAL configuration (part 10 of 14)

15.Press Enter to accept the defaults for the certificate label.

Enter certificate Tabel (optional):

Figure 7-26  WebSEAL configuration (part 11 of 14)
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16.Press Enter for the SSL port number.

Enter LDAP SSL server port number [636]:

Figure 7-27 WebSEAL configuration (part 12 of 14)

17.For the HTTP access parameters, press Enter to accept the default.

Allow HTTP access (y/n) [yl?
Enter HTTP port [80]:

Figure 7-28 WebSEAL configuration (part 13 of 14)

18.For the HTTPS access parameters and Web document root directory, press
Enter to accept the default.

Allow secure HTTPS access (y/n) [y]?
Enter HTTPS port [443]:
Enter Web document root directory [/opt/pdweb/www-WebSEAL/docs]:

Figure 7-29 WebSEAL configuration (part 14 of 14)

19.The success message is displayed as shown in Figure 7-30. Press Enter.

Configuring WebSEAL instance 'WebSEAL'...

Starting the: webseald-WebSEAL

The WebSEAL instance 'WebSEAL' has been successfully configured.
Press <Enter> to continue...

Figure 7-30 WebSEAL instance configuration

20.The Access Manager WebSEAL Setup Menu (Figure 7-31) is displayed. Type
option 3 for Display Configuration Status.

Access Manager WebSEAL Setup Menu
1. Configure
2. Unconfigure
3. Display Configuration Status
Xx. Return to Access Manager Setup Menu

Please select the menu item [x]: 3

Figure 7-31 pdconfig menu
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You see the Access Manager WebSEAL Configuration Status display as shown
in Figure 7-32.

Access Manager WebSEAL Configuration Status
WebSEAL Instance Status

1. WebSEAL Started

Press <Enter> to continue...

Figure 7-32 Access Manager Configuration Status display

Repeat the configuration procedure for the second WebSEAL server.

7.4.3 Editing the WebSEAL configuration file

The following changes were made to the
/opt/pdweb/etc/webseald-WebSEAL.conf file on both servers. They were made
to improve the default WebSEAL behavior after installation. Some detail is
provided in the comments above the directives.

# HTTP/1.1 persistent connection timeout (seconds)
# This only affects connections to clients, not backend systems.
persistent-con-timeout = 15

Figure 7-33 The default for the timeout value was 5

# Use the SSL ID to maintain a user's HTTPS Togin session.
ss1-id-sessions = no

Figure 7-34 The default for the ssl-id-sessions value was yes
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# Send the WebSEAL cookies with every response. Use in environments where:
# 1) Cookies are used to maintain sessions with clients

# 2) Applications place many in-memory cookies per domain on client
systems.

# This helps ensure that the WebSEAL cookies remain in the browser memory in
# such environments.

resend-webseal-cookies = yes

Figure 7-35 The default for the resend-webseal-cookies value was no

# Enable authentication using the Basic Authentication mechanism
# One of <http, https, both, none>
ba-auth = none

# Realm name. This is the text that is displayed in the

# browser's dialog box when prompting the user for login data.
# By default, the string 'Access Manager' is used.
#basic-auth-realm = Access Manager

# IMPORTANT:

# 1) If forms authentication is enabled for a particular transport,

# the basic authentication settings for that transport will be ignored.
#

# 2) An appropriate authentication library must be configured to handle
# username/password authentication to complete this configuration. Please
# refer to the "authentication mechanisms and libraries" subsection

# at the end of the authentication section.

[forms]

B e

# FORMS

B e e

# Enable authentication using the forms authentication mechanism
# One of <http, https, both, none>
forms-auth = both

Figure 7-36 The default for the ba-auth value was https; forms-auth was none
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Restart the WebSEAL servers after making any changes to this file.
pdweb restart WebSEAL

7.4.4 Configuring failover authentication

Edit the /opt/pdweb/etc/webseald-WebSEAL.conf file on both servers as
explained in this section.

1.

In the [failover] stanza, specify that failover cookies are enabled over both
HTTP and HTTPS (SSL) protocols.

# Accept failover cookies
# One of <http, https, both, none>
failover-auth = both

In the [authentication-mechanisms] stanza, the AIX WebSEAL failover cookie
library was added for the failover-password authentication type. This supports
clients that originally authenticated with forms authentication.

# Failover
failover-password = /opt/pdwebrte/1ib/Tibfailoverauthn.a
#failover-token-card = <failover-token-card-Tibrary>

Tip: For WebSEAL failover cookie libraries, and authentication types for
other operating systems, see “Specify the failover authentication library” in
the IBM Tivoli Access Manager for e-business: WebSEAL Administration
Guide, SC32-1359.

Use the cdsso_key_gen utility to generate a symmetric key that encrypts and
decrypts the data in the cookie. Run the utility on one of the replicated servers
from the command line:

/opt/pdwebrte/bin/cdsso_key gen /opt/pdweb/1ib/ws.key

Manually copy the key file to the same directory of the other replicated server.
Edit the [failover] stanza of the WebSEAL configuration file on both servers to
specify the keyfile location.

# Key file for failover cookie encryption
# The cdsso_key_gen utility must be used to create this file
failover-cookies-keyfile = /opt/pdweb/1ib/ws.key

4. Restart both WebSEAL servers to enable the configuration changes.
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7.4.5 Checklist for WebSEAL parameters

Table 7-2 and Table 7-3 show a collection of parameters used in the

configurations discussed in this chapter.

Table 7-2 Runtime parameters

Parameter Value
Will the policy server be installed on this machine | No
(y/n) [No]

Common Logging yes

Common Directory

/var/ibm/tivoli/common

LDAP

yes

LDAP host name

m10df56f.itso.ral.ibm.com

(y/n) [yl

LDAP port 389
Policy server host name m10df53f
Policy server SSL port 7135
Domain name Default
Automatically download the pdcacert.b64file from | yes
the policy server

Table 7-3 WebSEAL parameters
Parameter Value
Enter WebSEAL instance name [default]: WebSEAL
Use logical network interface (y/n) [n] n
Enter WebSEAL host name [m10df5cf]: m10df5cf
Enter WebSEAL listening port [7234]: 7234
Enter administrator ID [sec_master]: sec_master
Enter administrator password: el
Enable SSL communication with the LDAP server | y

Enter key file name

/opt/pdweb/certs/WebSeal.kdb

Enter key file password:

*kkk
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Parameter

Value

Enter certificate label (optional):

Enter LDAP SSL server port number [636]: 636
Allow HTTP access (y/n) [y] y
Enter HTTP port [80]: 80
Allow HTTPS access (y/n) [y] y
Enter HTTPS port [443]: 443

Enter Web document root directory
[/opt/pdweb/www-WebSEAL/docs]:

/opt/pdweb/www-WebSEAL/docs
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Implementing WebSphere
Edge Components Load
Balancer

This chapter explains how to install and configure WebSphere Edge
Components Load Balancer component. It does not cover the entire
configuration of WebSphere Edge Components. However, you can find a
complete explanation about its configuration in Concepts, Planning and
Installation for Edge Components in the InfoCenter at:

http://www-306.1bm.com/software/webservers/appserv/doc/v51/ec/
infocenter/index.html

For the purpose of this project, the Dispatcher component of Load Balancer was
configured. The configuration parameters used are explained in detail.
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8.1 Load Balancer

278

Load Balancer is a software solution for distributing incoming client requests
across servers. It boosts the performance of servers by directing TCP/IP session
requests to different servers within a group of servers. In this way, it balances the
requests among all the servers. This load balancing is transparent to users and
other applications.

Backend
Server

Y

.. Load
&\ Balancer

253

Backend
Server

Figure 8-1 Load Balancer

The forwarding method used by Load Balancer can be chosen in three different
ways.

» Media Access Control (MAC) forwarding method

The request received by Load Balancer is forwarded to the back-end server
without changing any header information, except the source and destination
MAC address. The source and destination IP addresses are not changed. In
this method, the response from the back-end server is sent directly to the
requester.

» Network Address Translation (NAT) or Network Address Port Translation
(NAPT) forwarding method

Using NAT or NAPT capability removes the limitation for load-balanced
servers to be located on a locally attached network. When servers are located
at remote locations, the NAT forwarding method technique is used.

» Content-based routing (CBR) forwarding method

Without caching proxy (another component of WebSphere Edge Components
not covered in this book), it performs content-based routing for Hypertext
Transfer Protocol (HTTP) and Hypertext Transfer Protocol, Secure (HTTPS).
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The back-end server returns the response to the Dispatcher. The Dispatcher
machine then returns the response to the client.

This book uses the NAT forwarding method, because it is a common customer
practice to have Load Balancer in a network different from the back-end server.

8.2 Prerequisites and dependencies

Table 8-1 lists all the prerequisites needed for WebSphere Edge Components.

Table 8-1 Installed software and prerequisites

Installation components

Required patches or
service level

Installed
software levels

AIX(OS 5.2

Maintenance Level 1 or higher,

Maintenance

1.4.2.x (current supported
version) or higher

support is for 32-bit and 64-bit Level 3
mode
Java Runtime Environment Version 1.4.2.x 1424

The environment for this book used AIX 5.2 as shown in Table 8-1. For more
information, see the installation prerequisites for Load Balancer on AIX systems
sections in Concepts, Planning and installation for Edge Components in the

InfoCenter at:

http://www-306.1bm.com/software/webservers/appserv/doc/v51/ec/

infocenter/index.html

8.3 Installation

Important: Before you start the installation, be sure that you uninstall any
earlier versions of the product. To uninstall the product, you must first stop all
the executors and all the servers. Then enter the following command to

uninstall the product:
installp -u ibmlb
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WebSphere Edge Components includes several components.

Dispatcher component
Content-based Routing component
Site Selector component

Cisco CSS Controller component
Nortel Alteon Controller component
Base Administration

Administration

Device Driver

License

Documentation

Metric Server

VVYVYYVYYYVYVYVYYY

A component of WebSphere Edge Components can be installed using one of the
following methods.

» Installing using the installation wizard

» Installing using native utilities

For other installation methods, see Concepts, Planning and installation for Edge
Components in the InfoCenter at:
http://www-306.1bm.com/software/webservers/appserv/doc/v51/ec/

infocenter/index.html

The following steps use the native AIX utilities method. The native procedure
uses the installp command to install the software packages.

To install a WebSphere Edge Components Load Balancer component on AlX,
follow these steps:
1. Log on as root.

2. Insert the Edge Components media, and copy the installation images to a
directory.

3. Create a directory to mount the CD-ROM:
mkdir /cdrom
4. Mount the CD-ROM:
mount -v cdrfs -p -r /dev/cd0 /cdrom
5. Install the following packages:
installp -acgXd /cdrom packages
Here packages refer to the following types:

— ibmlb.admin.rte specifies the Load Balancer Administration.
— ibmlb.base.rte specifies the Load Balancer Base.
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— ibmlib.cbr.rte specifies the Load Balancer Content Based Routing.

— ibmlb.cco.rte specifies the Load Balancer Cisco CSS Controller.

— ibmlb.disp.rte specifies the Load Balancer Dispatcher.

— ibmlb.doc.rte specifies the Load Balancer Documentation.

— ibmlb.Ib.driver specifies the Load Balancer Dispatcher Device Driver.

— ibmlb.Ib.license specifies the Load Balancer License.

— ibmlb.ms.rte specifies the Load Balancer Metric Server.

— ibmlb.msg.en_US.admin.rte specifies the Load Balancer Admin Messages

-U.S.

— ibmlb.msg.en_US.doc specifies the Load Balancer Documentation.
— ibmlb.msg.en_US.Ib.rte specifies the Load Balancer Messages -U.S.

English.

— ibmlb.nal.rte specifies the Nortel Alteon Controller.
— ibmlb.ss.rte specifies the Load Balancer Site Selector.

6. Unmount the CD by typing the following command:

umount /mnt

7. Verify that the product is installed by entering the following command:

1slpp -1 | grep ibmlb

Example 8-1 shows the results of running this command.

Example 8-1 Islpp command

# 1slpp -1 |grep 1b
ibmlb.admin.rte
ibmlb.base.rte
ibmlb.cbhr.rte
ibmlb.cco.rte
ibmlb.disp.rte
ibmlb.doc.rte
ibmlb.1b.driver
ibmlb.1b.license
ibmlb.ms.rte
ibmlb.msg.en_US.admin.rte
ibmlb.msg.en_US.doc
ibmlb.msg.en_US.1b.rte
ibmlb.nal.rte
ibmlb.ss.rte

o1 o1 OO oo o1 OO OOl OO Ol

T T VI S Ty

O O O OO OO OOOOoOOoOOoOoOoOo

OO O OO OO OODOOOOoOOoO

COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED
COMMITTED

LB
LB
LB
LB
LB
LB
LB
LB
LB
LB

Administration

Base

Content Based Routing
Cisco CSS Controller
Dispatcher

Documentation

Dispatcher Device Driver
License

Metric Server

Admin Messages -U.S.

Load Balancer Documentation

LB

Messages -U.S. English

Nortel Alteon Controller

LB

Site Selector
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8.4 Configuration
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This section examines the LDAP Load Balancer configuration file and WebSEAL
Load Balancer configuration file. You can find a summary of the customization in
8.4.3, “Checklist for WebSphere Edge Components parameters” on page 287.

As the administrator, you can perform this configuration by using the command
line interface, where you type the commands one by one. Or you can include the
commands in the default.cfg file, so that when Dispatcher server starts,
(dsserver), it reads file contents and executes it line by line. The file is stored in
the Load_Balancer _install_path/servers/configuration/dispatcher directory.

Tip: If you choose to perform the configuration by using the command line and
typing the commands one by one, you can save the whole configuration in the
end by using the command:

dscontrol file save default.cfg

This method enables the Dispatcher to save the active configuration in the file
specified in the command.

The following procedure specifies each command used to configure Load
Balancer to balance the load using NAT.

1. Login as root.

2. Start the Dispatcher server.
dsserver

3. Set the log level.
dscontrol set Toglevel log_level

4. Start the executor function of Dispatcher.
dscontrol executor start

5. Set clientgateway to the IP address of the default gateway of the network,
where the requests from the clients come from.

dscontrol executor set clientgateway network_gateway

Note: The clientgateway is needed if the NAT is used.

6. Set the nonforwarding address (nfa) to the local network address of the Load
Balance server.

dscontrol executor set nfa nfa_address
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7. Add the cluster address to the Dispatcher configuration.

dscontrol cluster add cluster_name

Note: cluster_name can be the cluster host name or the cluster IP
address. If the cluster host name is used, be sure that TCP/IP can resolve
this name before continuing with the configuration.

8. Add an alias to the network interface card (NIC) for the cluster IP address.
dscontrol executor configure cluster_address interface_name netmask
9. Define the ports using the NAT method.
dscontrol port add cluster_name:port_number method method
10.Set the port options.
dscontrol port set cluster_name:port_number porttype type
11.Add servers to the cluster.
dscontrol server add cluster_name:port_number:server_name address

server_address router network gateway returnaddress return_address

Note: The return address is the IP address that Load Balancer will use
when forwarding requests to the back-end servers. This cannot be neither
the NFA address nor the cluster address

12.Repeat step 11 for each server that belongs to the cluster and can receive
requests to the same port number.

13.Add an alias to the NIC for the return address.
dscontrol executor configure nat_address interface_name netmask

14.1f necessary, define both of the following rules to control the behavior of Load
Balancer.

dscontrol rule add cluster_name:port_number:rule_name type true priority
priority

dscontrol rule useserver cluster_name:port_number:rule_name server_name
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Note: The syntax of the rule command changes depending on the type of
the rule that is defined. For the Lightweight Directory Access Protocol
(LDAP) Load Balancer, a characteristic needs to be under control. In this
environment, there is a master server that is responsible for updating
information and a replica server that is a read-only server. Based on that,
when balancing the load to these servers, the administrator needs to
guarantee that all the requests are sent to master server. This is because
Load Balancer does not know if a client is asking to update or read
information from server.

The only exception is when the master server does not answer requests. In
this case, the requests are directed to the replica server. However the
server can’t update data and can only answer the read requests, until the
master is running again.

To accomplish this, always true rules were used. Whenever there is more
than one always true rule defined, Load Balancer decides which one to use
based on their priority. Rules with a lower value of priority have
precedence. However, if all servers that are part of that always true rule are
down, Load Balancer sends all requests to the servers on the next always
true rule. Based on this, two always true rules were configured, each one
containing only one server. The rule with lower value of priority contains
the master LDAP server, and the next rule contains the replica server. The
syntax shown in step 14 is used for always true rules.

15.Repeat step 14 for at least the second priority always true rule.

16.Start the manager function.

dscontrol manager start manager.log 10004

Dispatcher’s load balance is now based on server performance.

17.Start the advisor.

dscontrol advisor start advisor_name port_number log_name

Dispatcher can now identify whether the service is responding on each
specified port.

Note: If no advisor is provided by the product for the service that is being
balanced, you can use a generic advisor called Connect.
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8.4.1 LDAP Load Balancer configuration file

Example 8-2 Configuration file for LDAP Load Balancer

Table 8-2 lists the Load Balancer addresses used to configure Load Balancer for

LDAP.

Table 8-2 LDAP Load Balancer address parameters

Name IP address
Cluster 9.42.171.236
Non Forwarding Address 9.42.171.43
Network Address Translation 9.42.171.238
Gateway Address 9.42.171.3

The configuration used for LDAP Load Balancer is displayed in Example 8-2.

dscontrol set loglevel 5
dscontrol executor start

dscontrol executor set clientgateway 9.42.171.3

dscontrol cluster add saidal address 9.42.171.236 primaryhost 9.42.171.43
dscontrol cluster set saidal proportions 49 50 1 0

dscontrol executor configure 9.42.171.236 en0 255.255.254.0

dscontrol port add saidal:389 method nat reset no

dscontrol port set saidal:389 porttype tcp

dscontrol server add saidal:389:m10df56f address 9.42.171.82 router 9.42.171.3 returnaddress

9.42.171.238

dscontrol executor configure 9.42.171.238 en0 255.255.254.0

dscontrol server add saidal:389:m10df53f address 9.42.171.139 router 9.42.171.3 returnaddress

9.42.171.238

dscontrol executor configure 9.42.171.238 en0 255.255.254.0

dscontrol rule add saidal:389:1dapl type true priority 1
useserver saidal:389:1dapl ml0df53f

dscontrol rule

dscontrol rule
dscontrol rule

dscontrol port
dscontrol port

add saidal:389:1dap2 type true priority 2
useserver saidal:389:1dap2 ml0df56f

add saidal:636 method nat reset no
set saidal:636 porttype tcp
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dscontrol server add saidal:636:m10df56f address 9.42.171.82 router 9.42.171.3 returnaddress
9.42.171.238
dscontrol executor configure 9.42.171.238 en0 255.255.254.0

dscontrol server add saidal:636:m10df53f address 9.42.171.139 router 9.42.171.3 returnaddress
9.42.171.238
dscontrol executor configure 9.42.171.238 en0 255.255.254.0

dscontrol rule add saidal:636:ss1_ldapl type true priority 1
dscontrol rule useserver saidal:636:ss1_Tdapl ml0df53f

dscontrol rule add saidal:636:ss1_ldap2 type true priority 2
dscontrol rule useserver saidal:636:ss1_ldap2 m10df56f

dscontrol manager start manager.log 10004
dscontrol advisor start LDAP 389 ldap.log
dscontrol advisor start Connect 636 ldap_ss1.log

8.4.2 WebSEAL Load Balancer configuration file

Table 8-3 lists the Load Balancer addresses used to configure Load Balancer for

WebSEAL.

Table 8-3 WebSEAL Load Balancer address parameters
Name IP address
Cluster 9.42.171.253
Non Forwarding Address 9.42.171.80
Network Address Translation 9.42.171.244
Gateway Address 9.42.171.3

Example 8-3 contains the configuration used for WebSEAL Load Balancer.

Example 8-3 Configuration file for WebSEAL Load Balancer

dscontrol set loglevel 1

dscontrol executor start

dscontrol executor set clientgateway 9.42.171.3
dscontrol executor set nfa 9.42.171.80

dscontrol cluster add ml0df4ffb.itso.ral.ibm.com address 9.42.171.253
dscontrol executor configure 9.42.171.244 en0 255.255.255.0

dscontrol port add mlOdf4ffb.itso.ral.ibm.com:80 method nat
dscontrol port set mlOdf4ffb.itso.ral.ibm.com:80 porttype tcp
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dscontrol port add ml0df4ffb.itso.ral.ibm.com:443 method nat
dscontrol port set mlOdf4ffb.itso.ral.ibm.com:443 porttype tcp

dscontrol server add ml0df4ffb.itso.ral.ibm.com:80:m10df5cf address 9.42.171.62 router
9.42.171.3 returnaddress 9.42.171.244
dscontrol server add ml0df4ffb.itso.ral.ibm.com:80:m10df5df address 9.42.171.68 router
9.42.171.3 returnaddress 9.42.171.244
dscontrol server add ml0df4ffb.itso.ral.ibm.com:443:m10df5cf address 9.42.171.62 router
9.42.171.3 returnaddress 9.42.171.244
dscontrol server add ml0df4ffb.itso.ral.ibm.com:443:m10df5df address 9.42.171.68 router
9.42.171.3 returnaddress 9.42.171.244

dscontrol manager start manager.log 10004

dscontrol advisor start Http 80 http_80.Tog
dscontrol advisor start Http 443 http_443.7og

8.4.3 Checklist for WebSphere Edge Components parameters

Table 8-4 is a collection of all the parameters and values used in the previous

configurations.

Table 8-4 Load Balancer parameters

Parameter LDAP Load Balancer WS Load Balancer
values values

log_level 5 1

network_gateway 9.42.171.3 9.42.171.3

nfa_address 9.42.171.43 9.42.171.80

nfa interface_name en0 en0

nfa netmask 255.255.255.0 255.255.255.0

nat_address 9.42.171.238 9.42.171.244

nat interface_name en0 en0

nat netmask

255.255.255.0

255.255.255.0

cluster_name saidal m10df4ffb
cluster_address 9.42.171.236 9.42.171.253
cluster interface_name en0 en0

cluster netmask 255.255.255.0 255.255.255.0
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Parameter

LDAP Load Balancer
values

WS Load Balancer
values

cluster port 636 80
389 443
cluster method nat nat
cluster type tcp tcp
server_to_be_dispatched m10df53f m10df5cf
m10df56f m10df5df
server_to_be_dispatched_ | 9.42.171.139 9.42.171.62
address 9.42.171.82 9.42.171.68
network_gateway 9.42.171.3 9.42.171.3
advisor_name LDAP HTTP
Connect
advisor_port 389 80
636 443
advisor_log ldap.log http_80.log
Idap_ssl.log http_443.log
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Implementing the
application server: HTTP
Server for zZ/OS and WAS for
z/0OS

To run a secured application, the back-end server must be in place. For this
scenario, WebSphere Application Server for z/OS 5.1 was used as the back-end
application server. Additionally, IBM HTTP Server for z/OS Version 5.3 was used
to forward Hypertext Transfer Protocol (HTTP) requests to WebSphere
Application Server to access the secured application.

Since this environment was set up for high availability, it consists of two z/OS
partitions, each running WebSphere Application Server and IBM HTTP Server.
To maximize the high availability capabilities of WebSphere Application Server, a
Network Deployment installation was used, where one Deployment Manager
(located on one of the z/OS partitions) was able to manage several application
server instances.

Note: Deployment Manager can be located on either partition.
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9.1 HTTP Server for zZ/0OS

The HTTP Server for z/OS is a scalable, high-performance Web server. It
delivers state-of-the-art security, dynamic caching capabilities, advanced server
statistic reporting, and site indexing. It allows Java exploitation to build dynamic,
personalized Web sites and to use the Platform for Internet Content Selection
(PICS) to both rate and filter Web content.

N HTTP
&f‘. Server

Figure 9-1 HTTP Server for z/0S

In this environment, an IBM HTTP Server for z/OS instance runs on each z/OS
partition, which also each run WebSphere Application Server. This setup is
acceptable for proving security and high availability of the environment. This
chapter discusses the setup and configuration to allow the IBM HTTP Server to
communicate with WebSphere Application Server.

Consult ZZ0OS HTTP Server Planning, Installing, and Using Version 5.3,
SCB34-4826-04, for information about planning and installing the HTTP Server.

9.2 Prerequisites and dependencies

Table 9-1 lists all the prerequisites needed for HTTP Server for z/OS and
WebSphere Application Server for z/OS.

Table 9-1 Installed software and prerequisites

Installation components Required patches | Installed

or service level software levels
z/OS operating system R1.6 (or lower) 1.6
Communications server (TCP/IP) or Part of z/OS Part of z/OS
equivalent
z/OS UNIX System Services and the Part of z/OS Part of z/OS
hierarchical file system (HFS)
Security Server (RACF) or equivalent Part of z/OS Part of z/OS
security management product

290 Distributed Security and High Availability



Installation components Required patches | Installed

or service level software levels
System logger Part of z/OS Part of z/OS
System Secure Sockets Layer (SSL) security | Part of z/OS Part of z/OS
required when using SSL
Workload Management (WLM) in goal mode | Part of z/OS Part of zZ/OS
Resource Recovery Services (RRS) Part of z/OS Part of z/OS
WebSphere V5.1 5.1
HTTP Server 5.3 5.3
JAVA2 1.4 1.4

9.3 Installation

This section explains the basic set up of these components for use in a secure
and highly available environment. Since these components were already
installed for the project environment by the z/OS system administrators before
the configuration began, the focus here is not with installation of these products.
Only the basic configuration is covered in the following sections.

Consult with the z/OS system administration team for assistance on how to install
these products. For further information about installing WebSphere, refer to the
WebSphere Application Server for z/OS Version 5 information center at:

http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.webs
phere.zseries.doc/info/welcome_zos.html

For HTTP Server information, see zZOS HTTP Server Planning, Installing, and
Using Version 5.3, SC34-4826-04. For details about fix packs and upgrades for
WebSphere Application Server, refer to the IBM WebSphere Application Server
for z/OS support Web site:

http://www-306.17bm.com/software/webservers/appserv/zos_o0s390/support/

9.3.1 Configuring HTTP Server for z/OS for high availability

HTTP Server for z/OS high availability must have two instances running on two
partitions SC61 and SC62. The two HTTP servers serve as the backup to each
other. Therefore, it is important to ensure that their configuration and the context
root content are the same for the two instances.
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In a z/OS Sysplex environment, the easy way to achieve this is to use a shared
HFS. A shared HFS makes it easier to have two HTTP server instances use the
same configuration files and context root. This ensures that their configuration
and content are exactly the same.

9.3.2 Installing the WebSphere Application Server plug-in

To send requests from the HTTP servers to the WebSphere Application Servers,
the WebSphere for z/OS IBM HTTP Server plug-in is used. This plug-in is
provided by WebSphere for z/OS.

To install the plug-in, you must modify the httpd.conf file. For example, you need
to add two lines to the file. And you must make a reference to
ihs390WASPIugin_http.so, which is in the bin directory of WAS_HOME. See
Example 9-1.

Example 9-1 Sample httpd.conf directives

ServerInit /wasdsconfig/dscell/DeploymentManager/bin/ihs390WASPTugin_http.so:init_exit
/wasdsconfig/dscell/DeploymentManager/plugin-cfg.xml
ServerTerm /wasdsconfig/dscell/DeploymentManager/bin/ihs390WASPTugin_http.so:term_exit

Note: For printing purposes, the Serverlnit directive is displayed on two lines.
These directives must stay on one line in the file.

The Serverlnit and ServerTerm directives relate to the WebSphere for z/OS
HTTP plug-in only. These tell the IBM HTTP Server how to start and stop the
plug-in during startup and shutdown of the IBM HTTP Server.

If the IBM HTTP Server is located in a different logical partition (LPAR) than
WebSphere, then you must copy the ihs390WASPIugin_http.so and
plugin-cfg.xmil files to the IBM HTTP Server machine.

The user must generate the plugin-cfg.xml file from within the WebSphere
Administrative Console. This file references the application server instances that
are managed by a Deployment Manager. Requests for a Web application that are
sent to the IBM HTTP Server can then be sent to any server instance defined in
the file.

9.3.3 Configuring the WebSphere Application Server plug-in
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To configure the WebSphere Application Server plug-in, Service directives must
be added to the httpd.conf file. These directives reference the Web application
that may run on WebSphere Application Server. A different directive must be
added for each application. Refer to Example 9-2.
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Example 9-2 Sample Service directives

ServerInit /wasdsconfig/dscell/DeploymentManager/bin/ihs390WASPTugin_http.so:init_exit
/wasdsconfig/dscell/DeploymentManager/plugin-cfg.xml

Service /SecTestWEB/*
/wasdsconfig/dscel1/DeploymentManager/bin/ihs390WASPTugin_http.so:service_exit

ServerTerm /wasdsconfig/dscell/DeploymentManager/bin/ihs390WASPTugin_http.so:term exit

Note: As with the Serverlnit and ServerTerm directives, you must type any
Service directives on one line only. It is shown in Example 9-2 in two lines so
that we may show you the context of the lines within the format of this book.

You must generate the plugin-cfg.xml file. Access the WebSphere Administrative
Console and browse Environment —»Update WebServer Plugin to generate
the plug-in. Then restart the IBM HTTP Server before testing access to the
application.

You can find more information about setting up the HTTP plug-in for WebSphere
Application Server for z/OS in the WebSphere V5.1 Information Center under the
heading “Installing the WebSphere HTTP Plugin for z/OS”.

Secure systems that use SSL require additional configuration. Refer to Chapter 8
in zZZOS HTTP Server Planning, Installing, and Using Version 5.3, SC34-4826-04,
for various scenarios of setting up secure connections and transactions using the
HTTP Server. For this scenario, we used example five in that chapter. However,
this example is only recommended for testing purposes, so another example
might be more relevant for a truly secure environment.

9.3.4 Configuring WebSphere Application Server plug-in affinity

The Servlet 2.3 specification requires that an HTTP session be:
» Accessible only to the Web application that created the session

The session ID can be shared across Web applications, but not the session
data.

» Handled by a single Java virtual machine (JVM) for that application at any one
time
This means that in a clustered environment, any HTTP requests that are
associated with an HTTP session must be routed to the same Web
application in the same JVM. This ensures that all of the HTTP requests are
processed with a consistent view of the user's HTTP session. The exception
to this rule is when the cluster member fails or has been shut down.
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WebSphere can assure that session affinity is maintained in the following way.
Each server ID is appended to the session ID. When an HTTP session is
created, its ID is passed back to the browser as part of a cookie or Uniform
Resource Locator (URL) encoding. When the browser makes further requests,
the cookie or URL encoding sends the ID back to the Web server. The Web
server plug-in examines the HTTP session ID in the cookie or URL encoding,
extracts the unique ID of the cluster member handling the session, and forwards
the request.

Server clusters provide a solution for failure of an application server. Sessions
created by cluster members in the server cluster share a common persistent
session store. Therefore, any cluster member in the server cluster has the ability
to see any user’s session saved to persistent storage. If one of the cluster
members fail, the users may continue to use their session information from
another cluster member in the server cluster. This is known as failover, which
works regardless of whether the nodes reside on the same machine or several
machines.

After a failure, WebSphere redirects the user to another cluster member, and the
user’s session affinity switches to this replacement cluster member. After the
initial read from the persistent store, the replacement cluster member places the
user’s session object in the in-memory cache (assuming the cache has space
available for additional entries).

The Web server plug-in maintains the cluster member list in order and selects the
cluster member next in its list to avoid the breaking of session affinity. From this
point on, requests for that session go to the selected cluster member. The
requests for the session go back to the failed cluster member when the failed
cluster member is recovered.

You must perform some configuration to enable HTTP server affinity recovery.
HTTP server affinity must be enabled, after which session replication must be
enabled for each Application Server that runs a secured application.

1. Login to the WebSphere Administrative Console.

2. Navigate to Application Servers — server name — Web Container —
Session Management.

3. In the Session Tracking Mechanism field, select the check box for session
tracking. The Enable Cookies check box is selected by default. This method
is used for the environment discussed here.

4. Save the changes and restart the application servers to enable the session
tracking.
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9.4 WebSphere Application Server for z/0OS

WebSphere Application Server uses Java technology to provide a runtime
environment to run On Demand Business applications. It implements the Java 2
Platform, Enterprise Edition (J2EE) specification, allowing any J2EE compliant
application to run.

WebSphere

(] HTTP o
&\*—» SeEr Application

Server

Figure 9-2 WebSphere Application Server for z/0S

This environment consists of two z/OS LPARs in a Sysplex. Each partition runs a
WebSphere Application Server for z/OS node and one partition runs the
WebSphere Network Deployment, Deployment Manager.

The two WebSphere Application Server for z/OS runtimes are in the host cluster
configuration. This means that the WebSphere Application Server for z/0S
Sysplex configuration appears to be a single system, to systems and application
programs outside of the Sysplex even though two or more physical systems
might be within the Sysplex. The benefits of such a configuration include the
ability to balance the workload across multiple systems, providing better
performance management.

As the workload grows, new systems can be added to meet demand, providing a
scalable solution as well. By replicating the runtime and associated business
application servers, the necessary system redundancy is provided to assure
availability for users. Therefore, in the event of a failure on one system, other
systems are available for work.

9.4.1 Configuring high availability in WebSphere Application Server
for zZ/OS

The z/OS environment used in this book was already set up for use. In this setup,
the z/OS systems administrators are responsible for the installation and initial
setup of WebSphere Application Server for z/OS.

For more information, refer to WebSphere Application Server for z/OS v5.1 -
Getting Started, GA22-7957, or the InfoCenter at:

http://www.ibm.com/software/webservers/appserv/was/Tibrary/Tibrary51.html
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Refer to 3.5, “Availability” on page 68, for a complete list of features required for a
highly available WebSphere Application Server for z/OS environment.

The setup consists of three nodes: two Application Server nodes and one
Deployment Manager node. Physically, the Deployment Manager and one of the
Application Server nodes reside on the same partition. Both Application Server
nodes are federated into a cell managed by the Deployment Manager. An
application server cluster has been created, which contains one application
server from each managed node. These application servers are identical.

Beyond configuring the cluster, there have been no other changes to the basic
WebSphere Application Server configuration. No resources have been added nor
have any default settings been altered beyond the configuration that is discussed
in this chapter.

9.4.2 Configuring WebSphere Application Server for zZ/0S HTTP
Sessions replication
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In this environment, WebSphere Application Server is made highly available in
the following two ways:

» Clustered application servers
» HTTP Session persistence

Having clustered application servers is the first point of high availability with
WebSphere Application Server. As discussed in Chapter 3, “Designing the TAM,
WAS for z/OS integration architecture” on page 31, this environment uses
Deployment Manager, which manages two separate WebSphere Application
Server nodes. Each of these nodes contains an application server instance.
These separate instances are clustered together and are managed by the
Deployment Manager. By being clustered, the application servers are exact
replicas of one another.

This is the first step in having high availability. By having duplicate servers, one
server can run the same applications and perform the same processing if the
other server needs to be taken down for maintenance reasons or simply fails.
The existence of duplicate servers is taken advantage of by the HTTP server
processing described in 11.5, “Validating security” on page 429. The HTTP
servers are configured to direct requests to all application servers that are
defined in its plugin-cfg.xml file. If one of these application servers is down, the
HTTP server can route the request to one which is still running.

Having the replicated application servers only solves part of the high availability
issue. Since the secured application used in this environment (and in most
WebSphere environments) is a Web application, the availability of corresponding
HTTP sessions must covered. If a user is in the middle of performing work in a
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Web application and the application server that is hosting the application fails,
the users can continue working as though the system was still running. This is
possible by configuring the application servers to replicate their HTTP sessions.

By replicating the HTTP sessions, the application servers make these sessions
available to other application server instances in the case of failovers. For
example, a user is connected to a Web application running on Server A,
performing work. Server A fails. Since replication is enabled on Server A,
Server B can take the HTTP session and continue processing the work using the
Web application running on Server B. Since these servers are clustered, the
application is exactly the same on both servers.

To enable this session replication, perform these configuration steps:
1. Enable HTTP server affinity as explained in “Master failover” on page 448.

2. In the Administrative Console (Figure 9-3), in the left navigation area, select

Environment —Internal Replication Domains.
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Figure 9-3 Replication domains
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3. In the Internal Replication Domains panel (Figure 9-4), click New.
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Figure 9-4 Internal Replication Domains panel
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4. In the Configuration tab (Figure 9-5), in the Name field, type a name for the

domain and click OK.
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5. Back in the Internal Replication Domains panel (Figure 9-6), click the domain
that you just created.
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Figure 9-6 Editing the replication domain
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6. In the panel that is displayed on the right (Figure 9-7), under Additional

Properties, select Replicator Entries.
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7. In the Replicator Entries panel (Figure 9-8), click New.
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Figure 9-8 New replicator entry
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8. In

in

a
b.
c
d

the New panel (Figure 9-9), configure a new replicator entry for each server
the cluster.

. Type a name for the replicator.

Select the application server to be used as the replicator.
Enter the host name of the system where the application server is running.
Enter an unused port for the Client and Replicator ports.

Important: When configuring replicators, the ports used must be
unique for each application server. For example, if using 7474 and

7473 for the ports for one application server, use 7472 and 7471 for the
next one that you configure.

e. Click OK.
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Figure 9-9 Replicator settings
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9. In the Replicator Entries panel (Figure 9-10), click New.
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Figure 9-10 New replicator
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10.In the New panel (Figure 9-11), enter the information for the second replicator
(used with the second application server). Then click OK.

EbEpYi
Fle Edt View Favortes Took Help

ministia

Q- O KNRAG ) seanch 57 Favortes @ tieda )

SELAS

Address | httpsii tso.lbm.
Google - [v]
Home | Save | Preferences
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Figure 9-11 Second replicator
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Now that you have created the replicators, ensure that memory-to-memory
replication is enabled for each server.

1. In the left navigation panel, select Servers —Application Servers —server
name — Web Container — Session Management — Distributed
Environment Settings.

2. In the Distributed Environment Settings panel (Figure 9-12), select the radio
button for Memory to Memory Replication. Then click the link for Memory
to Memory Replication.

*

Fle Edt View Favortes Took Help

Qe - () |ﬂ @ i’h f’) U \L'/.\\'(Favnnles @ reda &) E‘i' ,; """ 3 L) & 3
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Google - | | @psearchweb - g3 Eh4mssblocked o0l | [P options
.  — 1 x ‘%
ebSphere Ad ative Console = — &
i Lol 2 =
Home | Save | Preferences | Logout | Help | B[6]
User ID: wsadmin =
dscell & Changes have been made to your local configuration. Click Save to apply changes to the master configuration
B Servers [} The server may need to be restarted far these changes to take effect.
Application Servers
JMS Servers Application Servers > dssi01a > Web Container > Session Management >
Clusters Distributed Environment Settings
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Figure 9-12 Memory-to-memory replication
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3. In the Internal Messaging panel (Figure 9-13), ensure that the correct
replicator is selected for the corresponding application server. Click OK.
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Figure 9-13 Selecting the replicator
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4. Repeat steps 1 through 3 for each application server in the cluster.
5. Save the changes.

6. Restart the application servers.
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9.4.3 Checklist for HTTP Server for z/0S and WebSphere Application
Server for zZ/OS

308

Depending upon how the z/OS system administrator sets up WebSphere, fix
packs may or may not already be applied to the system. The product must be at
version 5.0.2 to properly configure the environment as explained in this book.

Consult with the z/OS system administration team for assistance on how to install
these products. For further information about installing WebSphere, refer to the
WebSphere Application Server for z/OS Version 5 information center at:

http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.webs
phere.zseries.doc/info/welcome_zos.html

For HTTP Server information, see zZOS HTTP Server Planning, Installing, and
Using Version 5.3, SC34-4826-04. For information regarding fix packs and
upgrades for WebSphere Application Server, see the IBM WebSphere
Application Server for z/OS support Web site:

http://www-306.1bm.com/software/webservers/appserv/zos_0s390/support/

Distributed Security and High Availability


http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp?topic=/com.ibm.websphere.zseries.doc/info/welcome_zos.html
http://www-306.ibm.com/software/webservers/appserv/zos_os390/support/

10

Implementing the TAM and
WAS for z/OS integration

Now that you have set up both Tivoli Access Manager and WebSphere
Application Server, you must configure WebSphere to use the security options
that Tivoli Access Manager provides. This process begins by setting up the
WebSphere Application Server resources necessary to access Tivoli Access
Manager. Then it continues by configuring various Tivoli Access Manager objects
for WebSphere Application Server to use them.

This chapter explains the process for integrating Tivoli Access Manager security
with WebSphere Application Server. After you complete the steps in this section,
the environment will be ready to have a secured application deployed to it.
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10.1 Installation

No further installation is required for this section. This chapter explains additional
configuration of the already-installed products.

Consult the z/OS system administration team for assistance on to how install
these products. For more installation reference material, see 9.3, “Installation” on
page 291.

10.2 Prerequisites and dependencies

Table 10-1 lists all the prerequisites needed to implement the Tivoli Access
Manager and WebSphere Application Server for z/OS for integration.

Table 10-1 Installed software and prerequisites

Installation components | Required patches or Installed software levels
service level

z/0S R1.6 (or lower) 1.6

WebSphere for z/OS Version 5 FixPack 2

HTTP Server 5.3 5.3

IBM Tivoli Directory Client | Version 5.2 FixPack

Access Manager Runtime | Version 5.1 FixPack

Tivoli Policy Server Version 5.1 FixPack

WebSEAL Version 5.1 FixPack

Ensure that you have completed all the tasks in Chapter 5, “Implementing the
user repository: LDAP on AlX and LDAP on z/OS” on page 103, through
Chapter 9, “Implementing the application server: HTTP Server for z/OS and WAS
for z/0S” on page 289.

10.3 Tivoli Access Manager for WebSphere Application
Server for 2/OS integration

310

Tivoli Access Manager for WebSphere Application Server for z/OS 5.1 provides
container-based authorization and centralized policy management for
WebSphere Application Server applications running on z/OS. However, you must
perform special configuration to enable this functionality.
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10.4 Configuration

This configuration assumes that a basic Tivoli Access Manager policy and
authorization server have already been installed and configured with Lightweight
Directory Access Protocol (LDAP). The WebSphere Application Server for z/OS
Network Deployment should also be configured, with two federated nodes and an
application server cluster created.

Note: Security must be disabled to proceed with the configuration.

The following sections describe the four general, required tasks to configure
Tivoli Access Manager for WebSphere Application Server for z/OS.

10.4.1 Creating the Tivoli Access Manager administrative user for
WebSphere Application Server

The administrative user for WebSphere Application Server must be created in
Tivoli Access Manager. Access the Tivoli Access Manager system and execute
the commands shown in Example 10-1 from the pdadmin command prompt.

Example 10-1 Creating the administrative user for WebSphere Application Server

root@ml0df53f / # pdadmin -a sec_master

Enter Password:

pdadmin sec_master> user create wsadmin cn=wsadmin,dc=itso,c=us wsadmin wsadmin wsadmlnpwd
pdadmin sec_master> user modify wsadmin account-valid yes
pdadmin sec_master> user show wsadmin

Login ID: wsadmin

LDAP DN: cn=wsadmin,dc=itso,c=us

LDAP CN: wsadmin

LDAP SN: wsadmin

Description:

Is SecUser: Yes

Is GSO user: No

Account valid: Yes

Password valid: Yes

pdadmin sec_master>

The username and suffix that are chosen are not important, but the same values
must be used throughout the configuration.
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Important: If you want to use a bind DN besides cn=root when configuring
WebSphere Application Server to use LDAP, repeat the exact commands in
Example 10-1. However, this time use another user name, such as wasbind.

This becomes a security concern, because most people do not have access to
cn=root (which allows manipulation of the entire LDAP tree). Restricting the
bind ID to only access the WebSphere Application Server suffix that was used
earlier will help to maintain a secure operation.

10.4.2 Configuring Tivoli Access Manager Java Runtime Environment

The Tivoli Access Manager Java Runtime component contains the core classes
that are needed by applications to communicate with the Tivoli Access Manager
authorization and policy servers. This includes the Administrative Console and
any other applications that need to be secured. The Tivoli Access Manager Java
Runtime component needs to be configured for each Java Development Kit
(JDK) that is to be used.

When WebSphere Application Server is installed, one or more JDKs is
designated to be used to run the WebSphere Application Server applications.
Each JDK must be configured for use by Tivoli Access Manager. In this book,
only Java 1.4 is used by WebSphere Application Server.

Be sure to configure the JDK used by the deployment manager as well as the
individual application server nodes.

First, set the WAS_HOME variable using the script in Example 10-2.

Example 10-2 Setting the WAS_HOME variable

/wasdsconfig/dscell/AppServerNodeA> export
WAS_HOME=/wasdsconfig/dscel1/AppServerNodeA

The PDJrteCfg class configures the Tivoli Access Manager Java Runtime
component to use a JDK on z/OS. The following actions are performed when the
PDJrteCfg config action is performed.

» Validates the JAVA JRE location
» Creates the ${WAS_HOME}/java/jre/PolicyDirector/PD.properies file

It contains the properties used by the Tivoli Access Manager Java runtime.
» Creates the ${WAS_HOMEY}/java/jre/PolicyDirector/PDJLog.properies file

It contains the debug logging definitions used by the Tivoli Access Manager
Java Runtime and the Tivoli Access Manager configuration commands.
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» Creates the ${WAS_HOME}/java/jre/PolicyDirector/etc/pdjrte_mappings file

It contains a mapping of a Java directory to the configured WebSphere
Application Server Java Runtime Environment (JRE) directory.

» Creates the ${WAS_HOMEY}/java/jre/PolicyDirector/etc/pdjrte_paths file
It contains a list of all JREs that have been configured.

The configuration is performed by running the command shown in Example 10-3.

Example 10-3 PDJrteCfg command to configure Tivoli Access Manager Java Runtime

${JAVA_HOME}/bin/java -Dfile.encoding=1508859-1 \
-Dws.output.encoding=CP1047 \
-Xnoargsconversion \
-Dpd.home=${WAS_HOME}/java/jre/PolicyDirector \
-cp ${WAS_HOME}/java/jre/1ib/ext/PD.jar \
com.tivoli.pd.jcfg.PDdrteCfg \
-action config \
-cfgfiles_path ${WAS_HOME}/java/jre \
-host tam_server \
-was

Note that WAS_HOME and tam_server are specific for each environment. A
simple script to make execution of this command easier can be created. For
example, the script shown in Example 10-4, which includes the command in
Example 10-3, can be executed to configure the Tivoli Access Manager Java

Runtime Component.

Example 10-4 Sample script for executing PDJrteCfg

#!/bin/sh

# module: JrteConfig.sh

# author: Gary Forghetti

# desc : Configures the Java Runtime environment for using the TAM Client
# params: paraml - the hostname of the TAM

usage() { echo
echo "Usage: JrteConfig.sh tamHost"

echo
echo " where: tamHost is the host where the TAM Policy server is running (required)"
exit 0;

}
if [ -z $WAS_HOME ]
then
echo "WAS_HOME must be set to the WAS base home directory or WAS ND Homedirectory"
exit 0;
else
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echo "\nWAS_HOME is ${WAS_HOME}"
fi

if [ -z "$1" ]
then
usage
else
TAM_SERVER=$1
fi

cd $WAS_HOME
. bin/setupCmdLine.sh

cd $WAS_HOME/bin

command="java -Dfile.encoding=1508859-1 \

-Dws.output.encoding=CP1047 \
-Xnoargsconversion \

-Dpd.home=$WAS_HOME/java/jre/PolicyDirector \
-cp $WAS_HOME/java/jre/1ib/ext/PD.jar com.tivoli.pd.jcfg.PDJrteCfg \

-action config \
-cfgfiles_path $WAS_HOME/java/jre \
-host ${TAM_SERVER} \

-was"

echo "\n${command}\n"

$command
Note: Set the WAS_HOME variable before you run the script in Example 10-2
on page 312. Make sure WAS_HOME is updated to reflect whether the
Deployment Manager or Application Server is being configured.

Running the command should produce the results shown in Figure 10-1.
@ NEE

This might take several minutes.

ADLER B SCb1l:/wasdsconfig/dscell/AppServerHoded? . JrteConfig.sh mlBdf53f.itso.ral.ibm.com
AS_HOME is rwasdsconfig/dscell/fippServerNodef

Configuration of Access Manager Java Runtime Environment iz in progwess.

Configuration of Access Manager Java Runtime Environment completed successfully.
ADLER B 8C61:/wasdsconfig/dscell-AppServerNoded’_

-
Java -Dfile.encoding=1808859-1 -Dus_output.encoding=CP1847 —Hnoargsconversion -Dpd.home=rwasdsconfig-/dsce llfﬁppSeruerNudj
el javasjresPolicyDirector —cp ~wasdsconfigsdscellsAppServerNodef/ java-sjreslibsext/PD.jar com.tivoli.pd.jcfg.PDJrteCfg —
taction config —cfgfiles_path rwasdsconfigsdscell/AppServerNodef/javasjre —host mniBAf53f  itso.ral.ibm.com —was

Figure 10-1 PDJrteCfg command execution
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Once the command has run successfully, verify the configuration.

1. List the contents of the PolicyDirector directory and its subdirectories. See
Figure 10-2.

= REE

ADLER @ $C61:/wasdsconf ig/dsce 11 /AppServerNodeA>ls —1ak dsconfigsdsce11-AppS def/javarjre PolicyDirector =]

wasdsconf igsdsce 11 AppServerNodef/javasjre PalicyDirecton:
kotal 168

Aruxruxe—x & DSADMIN DSCFG 8192 Apr 12 11:25 .

Aruxruxp—x 4 DSADMIN DSCFG 8192 Mar 18 B2:88 ..
1 ADLER DSCFG 392 Apr 12 11:25 PD.properties
1 ADLER DSCFG 20@ Apr 12 11:25 PD.properties.old
1 ADLER DSCFG 889 Apr 12 11:25 PDCA.ks
1 ADLER DSCFG 20808 Apr 12 11:25 PDJLog.properties
2 DSADMIN DSCFG 8192 Mar 18 B2:89 hin

Aruxruxe—x 2 DSADMIN DSCFG 8192 Apr 12 11:25 etc

druxrux—— 2 ADLER DSCFG 8192 Apr 12 11:25 loy

druxruae—x 3 DSADMIN DSCFG 8192 Mar 18 82:88 nls

wasdscont ig/dsce 11 AppServertoden/ javarjre PolicyDirectar bin:

total

drunaruxe—x 2 DSADMIN DSCFG 8192 Mar 18 B2:09 .
Aruxruxe—x & DSADMIN DSCFG 8192 Apr 12 11:25 ..
FPUXPUXE—X 1 DSADMIN DSCFG 712 Mar 18 B2:09 amadmin

wasdscont ig/dsce 1L MppServertodens javasjre PolicyDirector ete:
tota

drwcrwxe—x 2 DSADMIN  DSCFG 8192 Apr 12 11:25 .

druxruxe—x 6 DSADMIN DSCFG 8192 Apr 12 11:25 ..

Fruxeuxe—x 1 DSADMIN DSCFG 20800 Mar 18 82:09 PDJLog.properties.template
Fru—rw——— 1 ADLER  DSCFG 133 Apr 12 11:25 pdjrte_mapping

Fru-ru-——— 1 ADLER  DSCFG 26 Apr 12 11:25 pdjrte_paths

vasdscont ig/dsce 11/AppServertoden/ javasjre PolicyDirectar,log:

tota

druxrux—— 2 ADLER  DSCFG 8192 fApr 12 11:25 .

druxreuxe—x 6 DSADHIN DSCFG 8192 Apr 12 11:25 ..

Fru—ru-—— 1 ADLER  DSCFG 14622 Apr 12 11:25 nsg__PDJrteCfgl.log

vasdscant ig/dsce 11/AppServertoden/ javasjre PolicyDirectarsnls:
tota

drwxruxe—x 3 DSADMIN DSCFG 8192 Mar 18 ©2:08 .

druxreuxe—x & DSADMIN DSCFG 8192 Apr 12 11:25 ..

druxruxe—x 2 DSADHIN DSCFG 8192 Har 18 82:88 java

uasdscont ig/dsce 11 Appervortodens davasre PalicyDirector/nls avas

tota.

druscruxe—x 2 DSADMIN DSCFG 8192 Har 18 @2:08 .

drwxruxe—x 3 DSADMIN DSCFG 8192 Har 18 ©2:08 ..

Lruxruxewx 1 DSADMIN  DSCFG 76 Mar 18 B2:B8 amjrte_nls.jar —> Jusr/lpp/zWebSphereDS /USRINO/javasjre PolicyDirectorsnls/javasanjrte_nls.jar
ADLER G $C61:/wasdsconfig/dsce 1l fippServerNoden>

Bl

Figure 10-2 Contents of the PolicyDirector directory

2. View the contents of the PD.properties file (Example 10-5).

Example 10-5 Sample PD.properties file

#Policy Director properties file

#Tue Apr 12 11:25:47 EDT 2005

mgmt_domain=Default

config_type=full

tcd_enabled=false
pd-home=/wasdsconfig/dscel1/AppServerNodeA/java/jre/PolicyDirector
pdvar-home=/wasdsconfig/dscel1/AppServerNodeA/java/jre/PolicyDirector
tivoli_common dir=
appsvr-plcysvrs=m10df53f.itso.ral.ibm.com\:7135\:1
Tocal_domain=Default

java-home=/Z16RD1/usr/1pp/java/Jl.4

tcd_home=
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3. View the contents of etc/pdjrte_mapping (Example 10-6).

Example 10-6 Sample pdjrte_mapping file

#Policy Director properties file
#Tue Apr 12 11:25:48 EDT 2005
/Z16RD1/usr/1pp/java/Jl.4=/wasdsconfig/dscell/AppServerNodeA/java/jre

4. View the contents of etc/pdjrte_paths (Example 10-7).

Example 10-7 Sample pdjrte_paths file

/Z16RD1/usr/1pp/java/Jl.4

5. View the PDJLog.properties file (Example 10-8).

Example 10-8 Sample PDJLog.properties

# 3 43 1.3.1.11 src/com/tivoli/pd/jras/pdjlog/PDJLog.properties, pd.jras,
am510, 031010a 5/29/03 16:38:43

Licensed Materials - Property of IBM

5748-XX8

(c) Copyright International Business Machines Corp. 2001, 2003

A1l Rights Reserved

US Government Users Restricted Rights - Use, duplicaion or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

F= I I I I I I

=

This section shows the key/value pairs that may be specified to

configure a PDJTraceLogger. It is the parent of all of the other

trace loggers. The only value that should potentially be modified

for this section is the isLogging value.

To turn trace on for all the PDJRTE components: (1) Set the isLogging value
for the PDJTracelLogger to true and (2) comment out below the islLogging
value entry for the individual PDJRTE component trace loggers such as the
PDJadminTracelLogger.

H F F= I FE FR FHE H

This section shows the key/value pairs that may be specified to

configure a PDJMessagelLogger. The only value that should potentially

be modified for this section is the isLogging value, which is set to true
by default. To turn on messaging for individual handlers attached to
this Togger, set the isLogging value for each desired handler, such

as PDJINoticeFileHandler.

e e I I I I FH
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baseGroup.PDJMessagelLogger.isLogging=true

This section shows the key/value pairs that may be specified to
configure an PDJTraceAllMaskFilter.

The mask key determines the level at which trace is captured. The valid
trace levels are one of the numerals 1-9. The trace levels are nested.
Specifying a value of 9 includes levels 1-8, specifying a value of 7
includes Tevels 1-7, and so on.

To set the same mask for all the PDJRTE components:

(1) Set the mask for the PDJTraceAllMaskFilter to the desired mask,

and (2) comment out below the AllMaskFilter entries for the individual
components such as the PDJadminAlTMaskFilter.

e H I I I I I I I I

This section shows the key/value pairs that may be specified to
configure a PDJTraceFileHandler.

The fileName key specifies the fixed part of the name of the file to which
the trace output for all the PDJRTE components is written out.

The the first file will have the base part of this name with the

numeral 1 appended. Each subsequent file (controlled by the maxFiles and
maxFileSize keys below) will have their respective numbers appended to the
base part of the name. For instance, if maxFiles=3 and maxFileSize=10,
there will be 3 files of 10 blocks (512 bytes each) written before rollover
occurs.

The default fileName is trace__amj.log.
The default maxFiles is 3
The default maxFileSize is 512 blocks

The fully-qualified file names for the default keys are:

For Windows
<pd-home>/Tog/trace__amjl.log
<pd-home>/Tog/trace__amj2.log
<pd-home>/Tog/trace__amj3.log

For unix
<var-dir>/PolicyDirector/log/trace__amjl.log
<var-dir>/PolicyDirector/log/trace__amj2.1og
<var-dir>/PolicyDirector/log/trace__amj3.log

e e S F Sk 3k I I I I I I FH F IR FE= I FE H R R O O O R

=

If either PDJLog.properties or PD.properties is not found, no logging will
take place.

H=

Chapter 10. Implementing the TAM and WAS for z/OS integration ~ 317



#baseGroup.PDJTraceFileHandler.fileName=
#baseGroup.PDJTraceFileHandler.maxFileSize=
#baseGroup.PDJTraceFileHandler.maxFiles=

This section shows the key/value pairs that may be specified to
configure a PDJFatalFileHandler.

The fileName key specifies the fixed part of the name of the file to which
the fatal error output for all the PDJRTE components is written out.

The the first file will have the base part of this name with the

numeral 1 appended. Each subsequent file (controlled by the maxFiles and
maxFileSize keys below) will have their respective numbers appended to the
base part of the name. For instance, if maxFiles=3 and maxFileSize=10,
there will be 3 files of 10 blocks (512 bytes each) written before rollover
occurs.

The default fileName is msg__amj_fatal.Tlog.
The default maxFiles is 3
The default maxFileSize is 512 blocks

The fully-qualified file names for the default keys are:

For Windows
<pd-home>/1og/msg__amj_fatall.log
<pd-home>/1og/msg__amj_fatal2.log
<pd-home>/1og/msg__amj _fatal3.log

For unix
<var-dir>/PolicyDirector/log/msg__amj fatall.log
<var-dir>/PolicyDirector/log/msg__amj_fatal2.log
<var-dir>/PolicyDirector/log/msg__amj_fatal3.log

S S T S I Ik I IR IR I I FH FH F IR FE FE O R ¥ ¥ W W W H

H=

If either PDJLog.properties or PD.properties is not found, no logging will
take place.

H=

#baseGroup.PDJFatalFileHandler.fileName=
#baseGroup.PDJFatalFileHandler.maxFileSize=
#baseGroup.PDJFatalFileHandler.maxFiles=
baseGroup.PDJFatalFileHandler.isLogging=true

# This section shows the key/value pairs that may be specified to

# configure a PDJErrorFileHandler.

#

# The fileName key specifies the fixed part of the name of the file to which
# the error output for all the PDJRTE components is written out.

# The the first file will have the base part of this name with the
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numeral 1 appended. Each subsequent file (controlled by the maxFiles and
maxFileSize keys below) will have their respective numbers appended to the
base part of the name. For instance, if maxFiles=3 and maxFileSize=10,
there will be 3 files of 10 blocks (512 bytes each) written before rollover
occurs.

The default fileName is msg__amj_error.Tlog.
The default maxFiles is 3
The default maxFileSize is 512 blocks

The fully-qualified file names for the default keys are:

For Windows
<pd-home>/1og/msg__amj_errorl.log
<pd-home>/1og/msg__amj_error2.1og
<pd-home>/1og/msg__amj_error3.log

For unix
<var-dir>/PolicyDirector/log/msg__amj_errorl.log
<var-dir>/PolicyDirector/log/msg__amj_error2.log
<var-dir>/PolicyDirector/log/msg__amj_error3.log
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=

If either PDJLog.properties or PD.properties is not found, no logging will
take place.

=

#baseGroup.PDJErrorFileHandler.fileName=
#baseGroup.PDJErrorFileHandler.maxFileSize=
#baseGroup.PDJErrorFileHandler.maxFiles=
baseGroup.PDJErrorFileHandler.isLogging=true

foea D B A W e
# This section shows the key/value pairs that may be specified to

# configure a PDJWarningFileHandler.

#

# The fileName key specifies the fixed part of the name of the file to which
# the warning output for all the PDJRTE components is written out.

# The the first file will have the base part of this name with the

# numeral 1 appended. Each subsequent file (controlled by the maxFiles and

# maxFileSize keys below) will have their respective numbers appended to the
# base part of the name. For instance, if maxFiles=3 and maxFileSize=10,

# there will be 3 files of 10 blocks (512 bytes each) written before rollover
# occurs.

#

# The default fileName is msg__amj_warning.log.

# The default maxFiles is 3

# The default maxFileSize is 512 blocks

#

Chapter 10. Implementing the TAM and WAS for z/OS integration 319



# The fully-qualified file names for the default keys are:
#

# For Windows

# <pd-home>/1og/msg__amj _warningl.log

# <pd-home>/Tog/msg__amj_warning2.log

# <pd-home>/Tog/msg__amj_warning3.log

# For unix

# <var-dir>/PolicyDirector/log/msg__amj_warningl.log
# <var-dir>/PolicyDirector/log/msg__amj_warning2.log
# <var-dir>/PolicyDirector/log/msg__amj warning3.log
#

# If either PDJLog.properties or PD.properties is not found, no Togging will
# take place.

#baseGroup.PDJWarningFileHandler.fileName=
#baseGroup.PDJWarningFileHandler.maxFileSize=
#baseGroup.PDJWarningFileHandler.maxFiles=
baseGroup.PDJWarningFileHandler.isLogging=true

This section shows the key/value pairs that may be specified to
configure a PDJNoticeFileHandler.

The fileName key specifies the fixed part of the name of the file to which
the notice output for all the PDJRTE components is written out.

The first file will have the base part of this name with the numeral 1
appended. Each subsequent file (controlled by the maxFiles and

maxFileSize keys below) will have their respective numbers appended to the
base part of the name. For instance, if maxFiles=3 and maxFileSize=10,
there will be 3 files of 10 blocks (512 bytes each) written before rollover
occurs.

The default fileName is msg__amj_notice.log.
The default maxFiles is 3
The default maxFileSize is 512 blocks

The fully-qualified file names for the default keys are:

For Windows
<pd-home>/Tog/msg__amj_noticel.log
<pd-home>/1og/msg__amj_notice2.log
<pd-home>/1og/msg__amj_notice3.log

For unix
<var-dir>/PolicyDirector/log/msg__amj noticel.log
<var-dir>/PolicyDirector/log/msg__amj notice2.log
<var-dir>/PolicyDirector/log/msg__amj notice3.log

He F T Ik Ik I IR I FE FE F FH FE FE FE O O R S ¥ O e e e e
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# If either PDJLog.properties or PD.properties is not found, no Togging will
# take place.

#baseGroup.PDJNoticeFileHandler.fileName=
#baseGroup.PDJNoticeFileHandler.maxFileSize=
#baseGroup.PDJNoticeFileHandler.maxFiles=
baseGroup.PDJNoticeFileHandler.isLogging=false

This section shows the key/value pairs that may be specified to
configure a PDJNoticeVerboseFileHandler.

The fileName key specifies the fixed part of the name of the file to which
the verbose notice output for all the PDJRTE components is written out.

The first file will have the base part of this name with the numeral 1
appended. Each subsequent file (controlled by the maxFiles and

maxFileSize keys below) will have their respective numbers appended to the
base part of the name. For instance, if maxFiles=3 and maxFileSize=10,
there will be 3 files of 10 blocks (512 bytes each) written before rollover
occurs.

The default fileName is msg__amj noticeverbose.log.
The default maxFiles is 3
The default maxFileSize is 512 blocks

The fully-qualified file names for the default keys are:

For Windows
<pd-home>/1og/msg__amj noticeverbosel.log
<pd-home>/1og/msg__amj_noticeverbose2.log
<pd-home>/1og/msg__amj_noticeverbose3.log

For unix
<var-dir>/PolicyDirector/log/msg__amj noticeverbosel.log
<var-dir>/PolicyDirector/log/msg__amj noticeverbose2.log
<var-dir>/PolicyDirector/log/msg__amj_noticeverbose3.log
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H=

If either PDJLog.properties or PD.properties is not found, no logging will
take place.

=

#baseGroup.PDJNoticeVerboseFileHandler.fileName=
#baseGroup.PDJNoticeVerboseFileHandler.maxFileSize=
#baseGroup.PDJNoticeVerboseFileHandler.maxFiles=
baseGroup.PDJINoticeVerboseFileHandler.isLogging=false
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# This section shows the key/value pairs that may be specified to

# configure a PDJConsoleHandler.

#

# To enable all trace and message output to the console:

# (1) set the islLogging attribute for the PDJConsoleHandler.islogging

# to true, and

# (2) comment out the console handler entries for the other trace and

# message handler entries in this file.

#

# Setting the isLogging property of the console handlers will add them in
# with the other handlers, i.e. if the file handlers are turned on, turning
# on the console handlers will not turn them off.

#
UV UV IGIOUIIVVIIIIOI. . SISV, S

# This section shows the key/value pairs that may be specified to
# configure a PDJTraceConsoleHandler.

# This section shows the key/value pairs that may be specified to
# configure a PDJMessageConsoleHandler.

# This section shows the key/value pairs that may be specified to
# configure a PDJadminTracelLogger.

# This section shows the key/value pairs that may be specified to
# configure a PDJauditTracelLogger.

# This section shows the key/value pairs that may be specified to
# configure a PDJasnlTracelogger.
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#baseGroup.PDJasnlTracelogger.isLogging=

# This section shows the key/value pairs that
# configure a PDJutilTracelLogger.

# This section shows the key/value pairs that
# configure a PDJtsTracelLogger.

# This section shows the key/value pairs that
# configure a PDJauthzTracelogger.

# This section shows the key/value pairs that
# configure a PDJsvrsslcfgTracelLogger.

# This section shows the key/value pairs that
# configure an PDJAdminAlTMaskFilter.

# This section shows the key/value pairs that
# configure an PDJAuditAlTMaskFilter.

# This section shows the key/value pairs that
# configure an PDJutilAT1MaskFilter.
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#baseGroup.PDJutilAT1MaskFilter.mask=

# This section shows the key/value pairs that may be specified to
# configure an PDJasnlAl1MaskFilter.

# This section shows the key/value pairs that may be specified to
# configure an PDJtsAl1MaskFilter.

# This section shows the key/value pairs that may be specified to
# configure an PDJauthzAl1MaskFilter.

# This section shows the key/value pairs that may be specified to
# configure an PDJsvrssicfgAllMaskFilter.

# This section shows the key/value pairs that may be specified to

# configure an PDJadminClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the logging

# of different components. A blank value or absent classes qualifier means
# all components will be Togged.

# This section shows the key/value pairs that may be specified to

# configure an PDJauditClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the Togging

# of different components. A blank value or absent classes qualifier means
# all components will be logged.
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#baseGroup.PDJauditClassFilter.classes=

# This section shows the key/value pairs that may be specified to

# configure an PDJutilClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the logging

# of different components. A blank value or absent classes qualifier means
# all components will be logged.

# This section shows the key/value pairs that may be specified to

# configure an PDJasnlClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the logging

# of different components. A blank value or absent classes qualifier means
# all components will be Togged.

# This section shows the key/value pairs that may be specified to

# configure an PDJtsClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the Togging

# of different components. Absence of this qualifier means all components
# will be logged.

# This section shows the key/value pairs that may be specified to

# configure an PDJauthzClassFilter. Classes in PDJLog are treated as

# subcomponents. Modify the "classes" value to turn on/off the logging

# of different components. Absence of this qualifier means all components
# will be logged.

#baseGroup.PDJauthzClassFilter.classes=
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# This section shows the key/value pairs that may be specified to

# configure an PDJsvrssicfgClassFilter. Classes in PDJLog are treated as
# subcomponents. Modify the "classes" value to turn on/off the logging

# of different components. Absence of this qualifier means all components
# will be logged.

#baseGroup.PDJsvrssicfgClassFilter.classes=

10.4.3 Configuring Tivoli Access Manager for WebSphere Application
Server for z/OS

326

Now that you have configured the Tivoli Access Manager Java Runtime,
configure Tivoli Access Manager for WebSphere Application Server. Two steps
are required to complete this configuration.

1. Run the SvrSsICfg utility.
2. Run the pdwascfg command.

Note: In a non-embedded environment of Tivoli Access Manager for
WebSphere, the pdwascfg command automatically runs the SvrSsICfg utility.
In z/OS, it is necessary to run both steps individually.

As with the PdjrteCfg command, perform these steps on both the Application
Server nodes and the Deployment Manager node. If a Deployment Manager and
Application Server reside on the same machine, they must still be run for each
separate configuration.

SvrSsiCfg

The SvrSsICfg class configures WebSphere Application Server to use Tivoli
Access Manager for authentication. SvrSs1Cfg -cfg_action create performs
these actions:

» It creates a server distinguished name (DN), public-private key pair, and
certificate request.

» It sends user-supplied data from the command arguments and the certificate
request to the specified Tivoli Access Manager policy server in a “configure
server” internal command.

» Tivoli Access Manager policy server creates a signed certificate for the
server, creates a user account for the server (SvrSsICfg command argument),
and returns the signed certificate and other configuration data to SvrSsICfg.

» SvrSsICfg then stores the returned signed certificate and private key into a
password protected keystore file (SvrSsICfg command argument).
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» SvrSsICfg then stores the returned other configuration data from the Tivoli

Access Manager policy server along with user-supplied data from the
command arguments into a specified configuration file.

Like the PdjrteCfg step, there is a Java command that can be executed from

within a script. The Java command is shown in Example 10-9.

Example 10-9 SvrSsiCfg Java command

java -cp ${WAS_HOME}/java/jre/1ib/ext/PD.jar \

-Dpd.cfg.home= ${WASHOME}/java/jre \

-Dfile.encoding=1508859-1 \

-Dws.output.encoding=CP1047 \

-Xnoargsconversion \
com.tivoli.pd.jcfg.SvrSsiCfg \

-action config \

-admin_id sec_master \

-admin_pwd password \

-appsvr_id was_user_id \

-policysvr policy_server hostname:7135:1 \

-port 7135 \

-authzsvr authorization_server_hostname:7136:1 \

-mode remote \

-cfg_file /any_directory/PdPerm.properties \
-key_file /any_directory/key_store.kdb \

-cfg_action create

It is important to note that the WAS_ID value must be unique for each instance

that the command is run. For example, if there is a configuration with a
Deployment Manager and an Application Server running on one node, and
another Application Server on a different node, all three must have unique

WAS_ID values, even though the Deployment Manager and Application Server

reside on the same machine.

To help solve this issue, in the script shown in Example 10-10, the environment

variable named TAM_APPSVR_ID is required for the script to run.

Example 10-10 varible required for the script to run

#!/bin/sh

Fmmm e e # module:
SvrSs1Config.sh

# author: Gary Forghetti

# desc : script to create the TAM server SSL config file and keystore file

# params: pl - the first parameter is the TAM admininstrator password, which

# should be for the default sec_master TAM user ID.
# p2 - host where Tivoli authentication and policy servers are running
B o e
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usage() {

echo

echo "Usage: SvrSslConfig.sh tamPwd tamHost"

echo

echo " where: tamPwd is the TAM administrator password"

echo " (required)"

echo

echo " tamHost is the host where the TAM Authentication and Policy servers are
running"

echo " (required)"

exit 0;

}
if [ -z $WAS_HOME ]
then
echo "WAS HOME must be set to the WAS base home directory or WAS ND Home directory"
exit
else
echo "\nWAS_HOME is ${WAS_HOME}"
fi
if [ -z $TAM_APPSVR_ID ]
then
echo "TAM_APPSVR_ID must be set to a \"unique\" value"
exit
fi
if [ -z "$1" 1]
then
usage
else
TAM_PASSWORD=$1
fi
if [ -z "$2" ]
then
usage
else
TAM_HOST=$2
fi
cd $WAS_HOME

. bin/setupCmdLine.sh
CLASSPATH=${WAS_HOME}/java/jre/Tib/ext/PD.jar:${WAS_CLASSPATH}

CFG_FILE=${WAS_HOME}/java/jre/PdPerm.properties
KEY_FILE=${WAS_HOME}/java/jre/key store.kdb

rm -f $CFG_FILE
rm -f $KEY FILE

command="java \

328  Distributed Security and High Availability



-cp ${CLASSPATH} \
-Dpd.cfg.home=${WAS_HOME}/java/jre \
-Dfile.encoding=1508859-1 \
-Dws.output.encoding=CP1047 \
-Xnoargsconversion \
com.tivoli.pd.jcfg.SvrSsiCfg \
-action config \

-admin_id sec_master \
-admin_pwd $TAM_PASSWORD \
-appsvr_id $APPSVR_ID \
-policysvr ${TAM HOST}:7135:1 \
-port 7135 \

-authzsvr ${TAM_HOST}:7136:1 \
-mode remote \

-cfg_file ${CFG_FILE} \

-key file ${KEY FILE} \
-cfg_action create"

echo "\n${command}\n"

$command

To run the script in Example 10-10, follow these steps:
1. Copy the script to the WebSphere Application Server machine.
2. Set $WAS_HOME for AppServer or Deployment Manager.

3. Set $TAM_APPSVR_ID to a unique value that is different each time the script
is run. A good idea is to use the machine’s host name or a variation of it in the
case of a Deployment Manager and an Application Server being on the same
machine. For example, use wtsc61DM for the Deployment Manager and wtsc61
for the Application Server.
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4. Run the script as shown in Figure 10-3.

= -|of =|
ADLER @ SC&1:/ ig/dscell/App! zexport WAS_HOME-, lg/dscell Juil d
ADLER @ SC61:.4 d fig/dscell App! defidexport TAM_APPSUR_ID=wts.

ADLER @ SC61:. d figrdscell App! def>. 8vrSs1Config.sh shSBlS mlBrlfoif itso.ral.ibm.con

AS_HOME is d figrdscell AppS d

ljava —ep suwasdsconf igsdscell/AppServerNoded s javasjre libsext /PD. jar: suasdsconfigsdscell/AppServerNodel properties: d 1g/rlscell ppS. NodeA/1
ib bootstrap. jar: /wasdscunflg/dsce11/RppSEruerNuden/llh/,]Zee Jarzsuasdscont igdsee 11/AppServerode, 1ih Inproxy. ja 1
libsurlprotocols. jar —Dpd.cEyg.home=. ig/dscell. /javasjre -Dfile.encoding=IS08859—1 —Dus. nutput encndlng‘CPlE4? “Xnoangsconuers i
on com.tiveli.pd.jefy. SurSlefg action confiy —admin_id 560 mastem —admln_pwrl sh5@15 —appsur_id wtschl —policysur miBdf53f.itso.ral.ibm.com=7135:1 —p
urt 7135 —authzsvr milrlf53f 1tsn ral.ibm.com:7136:1 —mode remote —cfg file ig/dscell/App sJavasjresPdPerm.properties —key file suwa

figsdscell AppS /javasjreskey_store.kdb —cfg_action create
The configuration completed successfully.
ADLER @ SC61:/uasd figsdsce 11 App! def> J

Figure 10-3 Running the script for SvrSsIConfig

5. There should now be two new files created, PdPerm.properties and
key_store.kdb. Browse through the PdPerm.properties file to see where
various configuration information has been saved.

6. Verify on the Tivoli Access Manager system that the new SvrSsICfg ID has
been created (the value that was specified for the TAM_APPSVR_ID variable
during configuration). See Figure 10-4.

& -|of |

pootBmiBdF53f ~ # pdadmin —a sec_master d

nter Password:

pdadmin sec_master> user show wtscbl wtschbl.itso.ibm.com

Fagin 107 wtecbi/utscl.itse.ibm,com

LDAP DN: cn=wtscbl wtscbl.itso.ibm.com,cn=SecurityDaemons.secAuthority=Default

LDAP CH: wiecbl utectl.itea. thm.con

LDAP SMN: wtscbl wtscHbl.itso.ibm.com

Description:

Is SecUser: Yes

Is GSO user: Ho ||
valid: Yes

Password valid: Yoo

pdadnin sec_master> _

J o

Figure 10-4 SvrSsICfg user
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PdWASConfig

The last step for configuring Tivoli Access Manager for WebSphere Application

Server is to run the PdWasConfig command. The Java command for the

configuration is shown in Example 10-11.

Example 10-11 PdWasConfig Java command

java -cp ${WAS_HOME}/bin/pdwascfg \
-action configWAS5 \
-was_home=${WAS_HOME} \
-amwas_home=${PDWAS HOME} \
-embedded true \
-action_type local \
-remote_acl_user remote_acl_user \
-sec_master_pwd password \
-pdmgrd_host policy_server_hostname \
-pdalcd_host authorization_server_hostname

Here PDWAS_HOME is the home directory of Tivoli Access Manager for

WebSphere and should be the same as WAS_HOME. The remote_acl_user is a
new user specified for Tivoli Access Manager to create. Use a unique ID each

time that this command is run.

Example 10-12 shows a sample script for running the command.

Example 10-12 Sample script to run PdWasConfig

#!/bin/sh

# module: PdWasConfig.sh
# author: Gary Forghetti
# desc : script to configure the WAS properties files to use TAM authorization
# params: pl - TAM admininstrator password for the TAM Admin account sec_master

# p2 - host where Tivoli authentication and policy servers are running
PR W S SN, /I
usage() {

echo

echo "Usage: PdWasConfig.sh tamPwd tamHost"

echo

echo " where: tamPwd is the TAM administrator password"

echo " (required)"

echo

echo " tamHost is the host where TAM Authentication and Policy servers are running"

echo " (required)"

exit 0;

}
if [ -z $WAS_HOME ]
then
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echo "WAS_HOME must be set to the WAS base home directory or WAS ND Home directory"
exit
else
echo "\nWAS_HOME is ${WAS HOME}"
fi
if [ -z $TAM_REMOTE_ACL_USER 1
then
echo "TAM_REMOTE_ACL_USER must be set to a \"unique\" value"
exit
fi
if [ -z "$1" ]
then
usage
else
TAM_PASSWORD=$1
fi
if [ -z "$2" ]
then
usage
else
TAM_HOST=$2
fi
export PDWAS_HOME=$WAS_HOME
export JDK DIR=/usr/1pp/java/Jl.4
cd $WAS_HOME
. bin/setupCmdLine.sh
command="${WAS_HOME}/bin/pdwascfg \
-action configWAS5 \
-remote_acl_user Remote ${TAM REMOTE ACL USER} \
-sec_master_pwd $TAM_PASSWORD \
-pdmgrd_host ${TAM_HOST} \
-pdacld_host ${TAM_HOST} \
-embedded true \
-was_home $WAS_HOME \
-amwas_home $PDWAS_HOME \
-action_type local
-verbose true”
echo "\n${command}\n"
$command

Keep in mind these points about the script in Example 10-12:
» PDWAS_HOME is set to the same value of WAS_HOME.
» Set JDK_DIR to the appropriate value in the script.

» If this script is used, then the TAM_REMOTE_ACL_USER can be set to the
same value used for TAM_APPSVR_ID during the SvrSsIConfig. This script
will prefix the value with “Remote”, so all user IDs created will be consistent.
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To run the script shown in Example 10-12, follow these steps:
1. Copy the script to the WebSphere Application Server machine.
2. Set SWAS_HOME for AppServer or Deployment Manager.

3. Set $TAM_REMOTE_ACL_USER to a unique value that is different each time
the script is run. A good idea is to use the machine’s host name or a variation
of it in the case of a Deployment Manager and an Application Server being on
the same machine. For example, use wtsc61DM for the Deployment Manager
and wtsc61 for the Application Server.

4. Run the following script.

./PdWasConfig.sh <password> <policy_and_authorization_servers_hostname>

Verify the configuration by the following steps:

1. View the contents of the PD_WAS.prop file that is in the WAS_HOME/config
directory.

Example 10-13 Sample PD_WAS.prop file

#Policy Director for WebSphere Install Location
#Tue Apr 12 16:40:49 EDT 2005
pdwas-home=/wasdsconfig/dscel1/AppServerNodeA

2. View the contents of the PDWAS.properties file (Example 10-14) that is in the
WAS_HOME/etc directory. Most of the file contents are defaults, but there will
be some entries at the end of the file which are system specific.

Example 10-14 Sample PDWAS.properties file

#Configuration time parameters

#Tue Apr 12 16:41:16 EDT 2005
com.tivoli.pd.as.rbpf.AmasSession.CfgURL=file\:/wasdsconfig/dscell/AppServerNodeA/java/jre/PdPerm.properties
com.tivoli.pd.as.rbpf.AmasSession.LoggingURL=file\:/wasdsconfig/dscell/AppServerNodeA/etc/jlog.properties
com.tivoli.pd.as.rbpf.AmasSession.AMName=Remote_wtsc61l

3. View the contents of the security.xml file (Example 10-15) that is in the
WAS_HOME/config/cells/cell name directory. A statement should have been
added to the properties that plugs the Tivoli Access Manager authorization
table into WebSphere.

Example 10-15 Sample security.xml file

#0ther data here

#0there properties here

."/><properties xmi:id="Property 222" name="com.ibm.websphere.security.authorizationTable"
value="com.tivoli.pdwas.websphere.PDWASAuthzManager"/>
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10.4.4 Enabling WebSphere Application Server for zZ/OS security to
use Tivoli Access Manager

Now that Tivoli Access Manager has been configured, enable WebSphere
security and configure the variables for use by Tivoli Access Manager. You may
perform these steps on either a Base Application Server node or a Network
Deployment Cell. In this case, a Network Deployment configuration will be
covered.

The general process is to set the Java virtual machine (JVM) Custom Properties
PDDEFAULTCONFIG and pd.cfg.home for both the control and servant
processes.

Important: We highly recommend that you back up the WebSphere
configuration before you configure security by using the backupConfig.sh
utility. Errors during configuration may corrupt the WebSphere installation.

Enabling WebSphere Application Server for zZ/OS security
settings

This sections outlines the necessary steps to enable WebSphere Application
Server for z/OS security settings to use Tivoli Access Manager.

1. Edit the WAS_HOME/properties/server.policy file. Add the following
statement to the file:

grant codeBase “file:${was.install.root}/java/jre/lib/ext/PD.jar” {
permission java.security.AlTPermission;

Example 10-16 shows a sample of this file.

Example 10-16 Sample server.policy file

#Beginning of file ...

#More Tines

grant codeBase "file:${smpe.install.root}/-" {
permission java.security.Al1Permission;

bs

grant codeBase "file:${was.install.root}/installedApps/-" {
permission javax.security.auth.AuthPermission "createPDPrincipal";
permission com.tivoli.pd.as.rbpf.RtPermission "*", "read";

}s

grant codeBase "file:${was.install.root}/java/jre/1ib/ext/PD.jar" {
permission java.security.Al1Permission;

}s

2. Sign on to the WebSphere Administrative Console.
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3. In the Administrative Console in the left navigation area (Figure 10-5), expand
System Administration — Deployment Manager.

4. In the dmgr panel on the right (Figure 10-5), under the Additional Properties
for the Deployment Manager, click Process Definition.
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Figure 10-5 Process definition for Deployment Manager
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5. In the Process Definition panel (Figure 10-6), click Control.
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Figure 10-6 Control region for Deployment Manager
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6. Inthe next panel (Figure 10-7), under Additional Properties, click Java Virtual

Machine.
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Figure 10-7 Java virtual machine for Deployment Manager’s control process
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7. As shown in Figure 10-8, under Additional Properties, click Custom
Properties.
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8. In the Custom Properties panel (Figure 10-9), click New.
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9. In the New panel (Figure 10-10), complete the following actions:
a. For Name, type PDDEFAULTCONFIG.
b. For Value, type the fully qualified path to the PdPerm.properties file that

C.

was created during the SvrSsICfg step for the Deployment Manager. For
example, type
WAS_INSTALL/DeploymentManager/java/jre/PdPerm.properties.

Click OK.
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Figure 10-10 Defining PDDEFAULTCONFIG
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10.Click Custom Properties again (see Figure 10-8 on page 338).
11.In the Custom Properties panel (Figure 10-11), click New.
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Figure 10-11 New custom property
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12.In the New panel (Figure 10-12), complete the following tasks:
a. For Name, type pd.cfg.home.

b. For Value, type the path to the java/jre directory for the Deployment
Manager.

c. Click OK.
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13.Save the changes and synchronize with the nodes.

14.Enter the same two variables for the Deployment Manager’s servant process.
In the Administrative Console in the left navigation area, expand System
Administration —» Deployment Manager.

15.In the dmgr panel on the right, under the Additional Properties for the
Deployment Manager, click Process Definition.

16.In the Process Definition panel, click Servant.
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17.The Servant panel (Figure 10-13) is now displayed. Repeat steps 6 on
page 337 through 13 for the Servant process. Use the exact same values as
for the Control process.
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Deployment Manager Servant process
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18.Now that the Deployment Manager has the properties defined, define the
same properties for each Application Server in the cell. In the Administrative
Console in the left navigation area, expand Servers — Application Servers.

19.In the Application Servers panel (Figure 10-14), click the server to modify.

F@ WebSphere Adminisirative/Console- Witrosoft niennel Explorer Jdﬁl
Fle Edt View Favortes Tools Help [
Qe - @ [¥) [B @ O seoch Slprmontes @Preda | (- 12 5 A8

Address [ &) http:yi itso. b, do [l S
Google - L] gpseachwer - g3 Bh4arbloded £ 4 [ options
==
& = A
., el | o N
i :
Home | Save | Preferences | Logout | Help | 8E)
User ID: admin o
Application Servers
dseell
B Seners An application server is a server which provides semvices required to run enterprise applications. 0
Application Servers
JMS Servers Total: 3
Clusters Filter
Cluster Topology Preferences
Applications
New Delete Start | Stoj Immediate Stoj Terminate
@ Fosouos [oeei ] (e (5] z
Security [ |Name Node Status T &
Emironment O |destla dsnodea L]
System Administration b
! 7 | dss dsnodeb >
B Troubleshooting
[ | dss02b dsnodeb ®
WebSphere Status 2Previous  MNed: April 13, 2005 2:51:23 Ph GMT+00:00 &
WebSphere Runtime Messages Clear all
Total All Messages:290 © 4 new. 4 total & 0 new, 0 total [0, 286 new, 286 tatal
I B Preferences =]
] http:it itsa. b, rCollection, fon=trueficontextld= @ Internet

Figure 10-14 Application Servers panel
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20.In the next panel that is displayed (Figure 10-15), under Additional Properties,
click Process Definition.
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Figure 10-15 Process definition for Application Server
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21.In the Process Definition panel (Figure 10-16), click Control.
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Figure 10-16 Application Server Control process
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22.1n the Control panel (Figure 10-17), under Additional Properties, click Java
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23.1n the next panel (Figure 10-18), under Additional Properties, click Custom
Properties.
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24.In the Custom Properties panel (Figure 10-19), click New.
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Figure 10-19 New custom property
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25.1n the New panel (Figure 10-20), complete the following tasks:
a. For Name, type PDDEFAULTCONFIG.
b. For Value, type the fully qualified path to the PdPerm.properties file that

was created during the SvrSsICfg step for the Application Server, for
example, WAS _INSTALL/AppServerNodeA/java/jre/PdPerm.properties.

c. Click OK.
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26.Click Custom Properties again (see Figure 10-18 on page 348).
27.In the Custom Properties panel (Figure 10-21), click New.
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28.In the New panel (Figure 10-22), complete the following tasks:
a. For Name, type pd.cfg.home.

b. For Value, type the path to the java/jre directory for the Application Server.

c. Click OK.
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Figure 10-22

352

pd.cfg.home

29.Save the changes and synchronize with the nodes.

30.Enter the same two variables for the Application Server’s servant process. In

the Administrative Console, in the left navigation area, expand
Servers —Application Servers.

31.In the Application Servers panel on the right, click the server to modify (the

same one for which the Control process was modified).
32.Under Additional Properties, click Process Definition.
33.1n the Process Definition panel, click Servant.
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34.The Servant process panel is now displayed as shown in Figure 10-23.
Repeat steps 22 on page 347 through 29 for the Servant process. Use the
same values as before.
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Figure 10-23 Servant panel

35. After you save the properties for one Application Server, you must enter the

properties for all Application Servers that will run in the cluster. Repeat
steps 18 on page 344 through 34 for each Application Server that you need
configure.
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36. After you configure the Application Servers, configure the Node Agents. In the
Administrative Console, in the left navigation area, select System
Administration - Node Agents (Figure 24).

37.In the Node agents panel (Figure 24), click the first node agent.

@ Websphiere Admimstrative ConsolesMcrosofilintenneikxplorer;

Fle Edt View Favortes Tooks Help

Q- © [¥ @& POseat

E‘"\}’Favunles @ reda £ [,::jv 2

A8

HEE|
‘,’l

Address | hitp:f itso.ibm. .do L Ee
Google - [ #oseachwed - 3 B 4787 blocked [P options
—— .
P =M= w .
& . .
Home | Save | Preferences | Logout | Help | B
User ID: admin
Node agents
dscell
— Defines a ph%\ca\ machine upon which server pracesses may execute, as well as ping timeouts, nanny config, as well as other config settings required by the hode Agents
components
Applications B
B Resources
Security Total: 2
Emironment Filter
Bl System Administration Preferences
Cell Stop Restart all Servers on Node
Deployment Manager = =
Nodes [ |Name Node ¢ Status T &
Mode Agents i) nndeagem dsnodea Ed
/0% Location Senice 7 | nadeagent Jenodeb >
Console Users
Console Groups
Traubleshoating
WebSphere Status 2Previous  MNed: April 14, 2005 9:55:08 Ph GMT+00.00 &
WebSphere Runtime Messages el
Tatal All Messages:1 @ Qnew. 0 total &y Qnew, 0 total [ 61 new, 61 total
B Proforences =]

] httpsfutsees. so.b

llection fon=truscontextld=

& Internet

Figure 10-24 Node agents panel
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38.1n the NodeAgent Server panel (Figure 25), under Additional Properties, click
Process Definition.
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Figure 10-25 Node agent process definition
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39.In the Process Definition panel (Figure 26), click Control.
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40.1n the Control panel (Figure 27), under Additional Properties, click Java
Virtual Machine.
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Figure 10-27 Java virtual machine for node agent control
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41.1n the next panel (Figure 28), under Additional Properties, click Custom

Properties.
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42.In the Custom Properties panel (Figure 29), click New.
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Figure 10-29 New custom property

Chapter 10. Implementing the TAM and WAS for z/OS integration

359



43.In the New panel (Figure 30), complete the following tasks:
a. For Name, type PDDEFAULTCONFIG.

b. For Value, enter in the fully qualified path to the PdPerm.properties file that

was created during the SvrSsICfg step for the Application Server. For
example, type

WAS_INSTALL/AppServerNodeA/java/jre/PdPerm.properties.

Note: Be sure to specify the PdPerm.properties file that corresponds to

the application server that is managed by the nodeagent being
configured.

c. Click OK.

WebSphere Administrative Console - Microsoft Internet. Explorer JJEI
Fle Edt wew Favortes Tooks Help [
Qe - © |ﬂ @ D s Slzraene: @reda £ (- s B J% 35

Address | http:/i itso. b, do [¥I>E
Google - 0] gpseachwed ~ g% Bhersrbloced ) Auorl | Fdoptions

= = =
o — - O ]
= B .

Home | Save | | Logout | Help |

User ID: admin Nede agents > HodeAgent Server > Process Definition > Contiol > Java Virtual Machine > Custom Properties >

dscell New

B Servers

onioat Specifies arbitrary namefvalue pairs of data, where the name is a property key and the value is a string valus which can be used to set intemal system configuration properties. (i

B Applications

R

esources Configuration

Secuity

) e General Properties . W

= SE/SC‘E:" Gdninisiztion Name «[PODEFAULTCONAIG [ Specifies the name for key) for the property.

Lell

Deplovment Manager Value « | odeAavaire/PdPerm properties| [l Specifies the value paired with the specified name.
Nodes Description [ Pravides informatian about the name-value pair
Hode Agents

2/0S Location Senice D§ Reset || Cancel

Console Users
Caonsole Groups.
Troubleshooting

WebSphere Status[il <Frevious  hext= April 14,2005 10:04.09 PM GMT+00.00 &

WebSphere Runtime Messages

Clear all
Tutal All Messages:66 © D new, 0 fotal - 0 new. 0 total . 65 new, 66 total

Preferences

IE3] v

&] Done.

B Intermet

Figure 10-30 Defining PDDEFAULTCONFIG

44 .Click Custom Properties again (see Figure 10-28 on page 358).
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45.1n the Custom Properties window (Figure 10-31), click New.
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Figure 10-31 New custom property
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46.1n the New panel (Figure 10-32), complete the following tasks:

a. For Name, type pd.cfg.home.

b. For Value, type the path to the java/jre directory for the Application Server.
c. Click OK.
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Figure 10-32 pc.cfg.home

47.Save the changes and synchronize with the nodes.

48.After you save the properties for one node agent, you must enter the
properties for all node agents that will run in the cluster. Repeat steps 36 on
page 354 through 47 for each node agent that needs to be configured.
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Enabling WebSphere security

Now that you have configured the properties, you must enable WebSphere
Application Server security.

1.

In the WebSphere Administration Console, in the left navigation area, expand
Security — Users Registries — LDAP.

In the next panel, enter the following information:

a.

Server User ID: The user ID that was previously created using the
pdadmin command; in this case, cn=wsadmin,dc=itso,c=us

Server User Password: The password for the server user ID

c. Type: IBM Directory Server

d. Host: The LDAP master server host name, or the host name of the load

balancer machine which is balancing the load to both LDAP instances

Base distinguished name: The distinguished name of the server user ID;
in this case, dc=itso,c=us

Bind distinguished name: The distinguished name of the bind user ID that
was created earlier; in this case, cn=wasbind

. Bind Password: Password for the bind user

Reuse Connection:

Important: If you are using a load balancer to manage two LDAP
instances, ensure that this box is not selected. Otherwise timeout errors
may cause the Application Servers to restart unexpectedly.

Ignore Case: Select this check box.

SSL Enabled: Decide whether to enable this. In this scenario, SSL is
enabled on LDAP, so this box is selected.

Do not select the Use Tivoli Access Manager for Account Policies check
box. This is enabled later.

Click OK.

3. Save the changes.

4. Configure Lightweight Third Party Authentication (LTPA). In the Administrative
Console in the left navigation area, expand Security — Authentication
Mechanisms — LTPA.

Specify a new password used to encrypt and decrypt the LTPA keys. This can
be any value, but be sure to record the value.
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6. In the Global Security page that is displayed, perform this configuration:

Select Enabled.

Deselect Enforce Java Security 2.

Select User Domain Qualified IDs.

Select LTPA for the Active Authentication Mechanism.
Select LDAP for the Active User Registry.

Click OK.

7. Save the changes and synchronize.

~o oo o®

8. Logout of the Administrative Console and log back in.
9. Expand Security — User Registries — LDAP.

10.Select the Use Tivoli Access Manager for Account Policies check box.
Click OK.

11.Save the changes and synchronize.

12.Logout of the console.

Migrating WebSphere Application Server for z/OS security
settings

Now that Tivoli Access Manager security is enabled for WebSphere, migrate the
existing WebSphere security settings to Tivoli Access Manager. Each application
that needs to be protected by Tivoli Access Manager must have the settings
migrated.

You must also migrate the WebSphere Administrative Console security settings.
The Administrative Console has four roles to control the application and its
functions:

» Monitor role: Allows user to view status and configuration information

» Operator role: Monitor role plus the ability to perform state changes at
runtime, such as starting and stopping applications, but cannot modify the
configuration

» Configurator role: Monitor role plus the ability to modify the configuration,
but cannot make state changes

» Administrator role: All three roles combined

You must migrate three policy definition files for the Administrative Console:
» adminconsole.ear

This file contains the application.xml file that contains the URL (resource to
protect) and the roles required to use the console.
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» admin-authz.xml
This file contains the users and their assigned administrative roles.
» naming-authz.xml

This file contains the roles to control access to the WebSphere Name Space.

A migration utility called migrateEAR5 is run against the WebSphere files to
migrate WebSphere security role definitions to Tivoli Access Manager protected
objects. This utility is in the bin directory of the WebSphere installation. This utility
runs against the adminconsole.ear, admin-authz.xml, and the naming-authz.xml
files.

Example 10-17 shows the usage of the migrateEAR5 command.

Example 10-17 MigrateEAR5 usage

${WAS_HOME}/bin/migrateEAR5
-j file_to_be migrated \
-a tam_administrator_id \
-p sec_master_password \
-w tam_websphere_administrator_id \
-d “user_registry domain_suffix” \
-c file:${WAS_HOME}/java/jre/PdPerm.properties \
[ -e enterprise_application_name ]

Migrating adminconsole.ear security definitions

The adminconsole.ear security definitions, which are in security.xml, are
migrated first. These definitions are located under the Deployment Manager’s
WAS_HOME/installedApps/<WAS CELL>/adminconsole.ear directory. Examine
the application.xml file to see the security definitions for the admin console.

The migrateEAR5 command can be put into a script for ease of use.
Example 10-18 shows a sample script.

Example 10-18 Sample script for migrating adminconsole.ear security definitions

#!/bin/sh

# module:
# author:
# desc
#

# params:

Migrate_adminconsole.sh

Gary Forghetti

: Converts the security role definitions for the WAS adminconsole
application to TAM protected objects.

pl - TAM admininstrator password for the TAM Admin account sec_master
p2 - WebSphere Application server cell name
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echo
echo
echo
echo
echo
echo
echo
exit

}

"Usage: Migrate_adminconsole.sh tamPwd cellname"

" where: tamPwd is the TAM administrator password"
" (required)"

" cellname is the WAS cellname"

" (required)"

0;

if [ -z $WAS_HOME ]

then

echo "WAS_HOME must be set to the WAS base home directory or WAS ND Home directory"
exit

else

echo "\nWAS_HOME is ${WAS_HOME}"

fi

export PDWAS_HOME=$WAS_HOME
export JDK DIR=/usr/1pp/java/Jl.4
cd $WAS_HOME

if [ -z "$1" ]

then
usage
fi

TAM_PASSWORD=$1
if [ -z "$2" ]

then
usage
fi

WAS_CELLNAME=$2

. bin/setupCmdLine.sh
command="${WAS_HOME}/bin/migrateEAR5 \

-j ${WAS_HOME}/installedApps/${WAS_CELLNAME}/adminconsole.ear \
-e adminconsole \

-a sec_master \

-p $TAM_PASSHORD \

-w wsadmin \

-d dc=itso,c=us \

-c file:${WAS HOME}/java/jre/PdPerm.properties"
echo "\n${command}\n"

$command
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Note the following points:
» Ensure that JDK_DIR is set to the correct path.

» This example uses wsadmin and dc=itso,c=us. Be sure to use the username
and suffix that were used when creating the Tivoli Access Manager user for
WebSphere Application Server earlier in the configuration.
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Before you run the script, ensure that WAS_HOME is set. Run the script shown
in Example 10-19.

Example 10-19 Execution of migrateEARS5 to migrate administrative console security definitions

ADLER @ SC61:/wasdsconfig/dscel1/DeploymentManager>./Migrate adminconsole.sh sh5015 dscell
WAS_HOME 1is /wasdsconfig/dscel1/DeploymentManager

/wasdsconfig/dscell/DeploymentManager/bin/migrateEAR5 -j
/wasdsconfig/dscell/DeploymentManager/installedApps/dscell/adminconsole.ear -e adminconsole -
a sec_master -p sh5015 -w wsadmin -d dc=itso,c=us -c
file:/wasdsconfig/dscel1/DeploymentManager/java/jre/PdPerm.properties

AWXWS0021I  Logging all activity to the file .//pdwas_migrate.log.
AWXWSO051E  The migrate tool has successfully completed.

To verify that the script ran successfully, perform the following steps:

1. Check the contents of the pdwas_migrate.log file, which is located under
WAS_HOME. The contents of the file should appear as shown in
Example 10-20.

Example 10-20 Sample pdwas_migrate.log

Apr 13, 2005 11:54:13 PM

AWXWS00221  Attempting to create the protected object space /WebAppServer/deployedResources/.
AWXWS00241  Attempting to create the group pdwas-admin.

AWXWS00231  Creating the user wsadmin and adding them to the group pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/monitor/adminconsole.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_monitor_adminconsole_ ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/monitor/adminconsole.

AWXWS0029I  Creating the ACL _WebAppServer deployedResources_monitor_adminconsole ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_monitor_adminconsole ACL to the
protected object /WebAppServer/deployedResources/monitor/adminconsole.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/configurator/adminconsole.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_configurator_adminconsole_ACL.

AWXWS0028I  Creating the protected object
/WebAppServer/deployedResources/configurator/adminconsole.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_configurator_adminconsole_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer deployedResources_configurator_adminconsole ACL to
the protected object /WebAppServer/deployedResources/configurator/adminconsole.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/operator/adminconsole.
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AWXWS00271  Attempting to delete the ACL
_WebAppServer_depToyedResources_operator_adminconsole_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/operator/adminconsole.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_operator_adminconsole_ ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_operator_adminconsole_ACL to the
protected object /WebAppServer/deployedResources/operator/adminconsole.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/administrator/adminconsole.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_administrator_adminconsole_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/administrator/adminconsole.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_administrator_adminconsole_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_administrator_adminconsole ACL
to the protected object /WebAppServer/deployedResources/administrator/adminconsole.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_administrator_adminconsole_ ACL.
Setting the permissions T[WebAppServer]i for pdwas-admin.

AWXWS0051E  The migrate tool has successfully completed.

2. Login to the policy server machine.
3. Verify that the WebAppServer objectspace was created as shown in

Figure 10-33.
& - || x|
root@mlBdf53f ~/ # pdadmin —a sec_master —p shbS@15 —m objectspace list -
Management
WebSEAL

YebAppServer
root@miBdf53Ff ~ # _

=
< 3

Figure 10-33 WebAppServer objectspace
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4. Verify that the deployedResources object was created inside the
/WebAppServer objectspace, along with four objects created within the
deployedResources objectspace as shown in Figure 10-34.

& -|of x|
rootBmlBdf53f ~ # pdadmin —a sec_master —p sh5B15 -m object list AWebAppServer

sWebfppServer-deployedResources

rootBnlBAF53f ~ # pdadmin —a sec_master —p shbH@1% —n object list WebAppServer/deplovedResourcesadministrator
sHebfppServer-deployedResources/administrator~adminconsole

rootBmiBAf53f ~ # pdadmin —a sec_master —p sh5@15 —n object list -WebfppServersdeployedResources/configurator
sHebAppServersdeployedResources conf iguratorsadninconsole

rootBmiBdAf53f ~ # pdadmin —a sec_master —p sh5815 -m object list -WebfppServerrdeployedResources/monitor
HebAppServer/deployedResources/monitor/adminconsole

root@mlBAf53f ~ # pdadmin —a sec_master —p sh5815 -m object list UebfppServerrdeployedResourcessoperator
HebAppServer/deplovedResources/operator/adminconsole

rootCmlBdfS3f ~ #

L[

«

Figure 10-34 New objectspaces

5. Verify that four new access control lists (ACLs) are created for the
Administrative Console security roles (see Figure 10-35).

= =1
rootBmlBdf53f ~# H pdadmin —a sec_master —p shS@1l5 —m acl list
default—webseal

| YebAppServer_deployedResources_operator_adminconsole ACL

def ault—management—proxy

| YebAppServer_deployvedResources_configurator_adminconsole_ACL
def ault—-management

default-root

| YebAppServer_deployedResources_monitor_adminconsole ACL
default—gso

default-policy

default—config

default—domain

| WebfppServer_deployedResources_administrator_adminconsole ACL
default—replica

rootBmlBdES3F ~ B _

1[5l

-
< 3

Figure 10-35 Four new ACLs
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6. Verify that the objects that were created inside the
/WebAppServer/deployedResources objectspace are protected by their
respective ACL as shown in Figure 10-36.

& -|of x|

rnnt@miﬂdfﬁﬂf / # pdadnin -a sec_master -p shsB1l5 —m object shou ‘deployedRi sadmini adminconsole =
e ployedRs Zadnini adninconsole

Des:r)ptlnn Cy-eaterl hy the Tivoli Access Manager for WebSphere Application Server Migration Tool.

Type: @ C(Unknound

ls Pullcy Rttachahle Yes

CL _dep _adnini _adminconsole ACL
Attached PO]
Attached nuthznule
Effective ACL: _\ _dep: _adnini _adninconsole ACL
Effective POP:
Effective AuthzRule:
r-nut@lﬂﬂrlfSﬂf # # pdadnin —-a sec_master —p sh5015 -n ohject show dep. sconf ig ‘adninconsole

deployedhy /confi adninconso L
" Deacriptions Creattd by the Tiveli Access Manager fou WebSphere Application Server Migration Tool.
Type: 8 <Unknoun>

Is Policy Attachable: Yes

ACL: _t _dep. _config _adninconsole_ACL
Attached POP
fAttached AuthzRule:
Effective ACL: . _dep: _config _adminconsole_ACL
Effective
Effoctive RuthaRule:
[root@n10dFS3f /B pdadnin —a sec_master —p chSOLS —n ohject shou dep /monitor/adminconsele
ployedR /monitor/adninconsole

Decoripbion: Creathd by the Tiveli Aecass Hanagor for WebSphere Application Server Migration Tool.
Type: 8 CUnknoun>
Is Policy Attachable: Yes

hed ACL: _| _deployedR _monitor_adminconsele_ACL
Attached POP
Attached AuthzRule:
Effective ACL: _deployedR _monitor_adminconsole _ACL
Effective POP
Effactive AuthzRule:
FootEmiOars3f . & pdadnin —a sec_master b SHSOIS —n obdect show dep P adminconsole
Namy deployedh adninconsole

“Deccription: Created by the Tivoli Recess Managor For HehSphere Applicatien Server Migration Tool.
Type: @ CUnknowun)
Is Policy Attachable: Yes

acL: _dep _op _adninconsole_ACL
fAttached
Attached RuthzRule:
Effective ACL: _\ _deployedR: _op _adminconsole ACL

Effective POP:
Effective AuthzRule:

rootBniBAF53f ~ B

4 o

Figure 10-36 Objects protected by new ACLs
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Migrating admin-authz.xml

The next step in the Administration Console migration process is to migrate the
security definitions within the admin-authz.xml file, which is located under
WAS_HOME/config/cells/ CELL_NAME. A sample file is shown in

Example 10-21.

Example 10-21 Sample admin-authz.xml file

<?xml version="1.0" encoding="UTF-8"?>
<xmi:XMI xmi:version="2.0" xmins:xmi="http://www.omg.org/XMI"
xmins:rolebasedauthz="http://www.ibm.com/websphere/appserver/schemas/5.0/rolebasedauthz.xmi">
<xmi :Documentation>
<contact>{Your Contact Info}</contact>
</xmi :Documentation>
<rolebasedauthz:AuthorizationTableExt xmi:id="AuthorizationTableExt_1" context="domain">
<authorizations xmi:id="RoleAssignmentExt_1" role="SecurityRoleExt 1">
<users xmi:id="UserExt_1" name="WSADMIN"/>
<groups xmi:id="GroupExt 1" name="DSCFG"/>
<specialSubjects xmi:type="rolebasedauthz:Serverkxt" xmi:id="Serverkxt 1"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_2" role="SecurityRoleExt_2"/>
<authorizations xmi:id="RoleAssignmentExt 3" role="SecurityRoleExt_3"/>
<authorizations xmi:id="RoleAssignmentExt_4" role="SecurityRoleExt_4"/>
<roles xmi:id="SecurityRoleExt 1" roleName="administrator"/>
<roles xmi:id="SecurityRoleExt 2" roleName="operator"/>
<roles xmi:id="SecurityRoleExt 3" roleName="configurator"/>
<roles xmi:id="SecurityRoleExt_4" roleName="monitor"/>
</rolebasedauthz:AuthorizationTableExt>
</xmi:XMI>

Important: The user and group listed in admin-authz.xml (WSADMIN and
DSCFG in this environment) must be defined to Tivoli Access Manager.
WSADMIN should have already been defined in the first step of the
configuration, but the group needs to be defined.
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Define the group listed in admin-authz.xml to Tivoli Access Manager as shown in

Figure 10-37.
& -|o| =|
prootBnlBdf53f ~ # pdadmin -a sec_master —p sh5P1l5S -m group create dscfg cn=dscfy.dc=itso.c=us dscfg -
rootBnlBdf53f ~ # pdadmin -a sec_master —p sh5P15 -m group show dscfyg
Group ID: dscfg

LDAP DN: cn=dscfg.dc=itso.c=us
Description:

LDAP CN: dscfg

Is SecGroup: Yes
rootBnlBdfS3f ~ # _

| _ N | L’ﬂ

Figure 10-37 Defining the admin-authz group to Tivoli Access Manager

Now run a script to migrate admin-authz.xml. A sample script is shown in
Example 10-22.

Example 10-22 Sample script to migrate admin-authz

#1/bin/sh

# module: Migrate_admin_policy.sh
# author: Gary Forghetti
# desc : Converts the security role definitions for the WAS admin-authz.xml file

# application to TAM protected objects.
# params: pl - TAM admininstrator password for the TAM Admin account sec_master
# p2 - WebSphere Application server cell name
- _________NBAW W W v
usage() {

echo

echo "Usage: Migrate_admin_policy.sh tamPwd cellname"

echo

echo " where: tamPwd is the TAM administrator password"

echo " (required)"

echo

echo " cellname is the WAS cellname"

echo " (required)"

exit 0;

}

export JDK DIR=/usr/1pp/java/Jl.4
export PDWAS_HOME=$WAS_HOME

cd $WAS_HOME

if [ -z "$1" ]
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then

usage
fi
TAM_PASSWORD=$1
if [ -z "$2" ]
then

usage
fi

WAS_CELLNAME=$2

. bin/setupCmdLine.sh
command="${WAS_HOME}/bin/migrateEAR5 \

-j ${WAS_HOME}/config/cel1s/${WAS_CELLNAME}/admin-authz.xml \
-a sec_master \

-p $TAM_PASSWORD \

-w wsadmin \

-d dc=itso,c=us \

-c file:${WAS_HOME}/java/jre/PdPerm.properties"
echo "\n${command}\n"

$command

Note: Ensure that you set WAS_HOME before you run the command.
PDWAS_HOME is set in the script and must be included. Otherwise, the script
will not run successfully.

Run the script on the WebSphere system as shown in Figure 10-38.

@ e

DLER B SC61:-wasdsconfigs/dscellsDeploymentManager>. Migrate_admin_policy.sh sh5@15 dscell j

wasdsconf ig/dscell/DeploynentManager~bin/nigrateFARS —j ~rwasdsconfigsdscell/DeploymentManagerconfigr/cells dscellsadmin—authz._xml
@15 -—uw wsadmin —d dc=itso,c=us —c file:/uwasdsconfigrdscell/DeploymentManager/java~jre PdPerm.properties

WXWSAA21 1 Logging all activity to the file .//pdwas_migrate.log.
WEWSAR25 The pdwas—admin group already exists, and its menmbers are [wsadminl.
P]?HGB'?S?U The entry was not found. If a user or group is being created. ensure that the Distinguished Hame (DN> specified has th

id.
WXWSAAS1E The migrate tool has successfully completed.
DLER @ SC61:rwasdsconfigrdscell/DeploymentManager> ‘ hd
4 »

Figure 10-38 Migrating the admin-authz security definitions
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To verify the successful completion of the script, perform the following steps:

1. Check the contents of the pdwas_migrate.log file which is located under the
WAS_HOME directory.

Example 10-23 Sample pdwas_migrate.log file

Apr 14, 2005 2:21:48 PM

AWXWS00221  Attempting to create the protected object space /WebAppServer/deployedResources/.
AWXWS0025W  The pdwas-admin group already exists, and its members are [wsadmin].

AWXWS00231  Creating the user wsadmin and adding them to the group pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/monitor/admin-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_monitor_admin-authz_ACL.

AWXWS00281  Creating the protected object /WebAppServer/deployedResources/monitor/admin-authz.
AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_monitor_admin-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_monitor_admin-authz_ACL to the
protected object /WebAppServer/deployedResources/monitor/admin-authz.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/configurator/admin-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_configurator_admin-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/configurator/admin-authz.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_configurator_admin-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_configurator_admin-authz_ACL to
the protected object /WebAppServer/deployedResources/configurator/admin-authz.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/operator/admin-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_operator_admin-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/operator/admin-authz.

AWXWS0029I  Creating the ACL _WebAppServer deployedResources_operator_admin-authz_ACL.
AWXWS0030I ~ Attaching the ACL _WebAppServer_deployedResources_operator_admin-authz_ACL to the
protected object /WebAppServer/deployedResources/operator/admin-authz.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/administrator/admin-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_administrator_admin-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/administrator/admin-authz.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_administrator_admin-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_administrator_admin-authz_ACL to
the protected object /WebAppServer/deployedResources/administrator/admin-authz.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_administrator_admin-authz_ACL.
Setting the permissions T[WebAppServer]i for WSADMIN.

AWXWS0031I  Modifying the ACL _WebAppServer deployedResources_administrator_admin-authz_ACL.
Setting the permissions T[WebAppServer]i for DSCFG.
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AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_administrator_admin-authz_ACL.
Setting the permissions T[WebAppServer]i for pdwas-admin.
AWXWSO051E  The migrate tool has successfully completed.

2. Login to the Tivoli Access Manager system.

3. Verify that four new objects were created inside the
/WebAppServer/deployedResources objectspace as shown in Figure 10-39.

a -|o| x|
rootBmlBdfS3f ~ # pdadmin -a sec_master —p shbBLS —m object list -sUebAppServer-sdeplovedResourcessadministrator -
sWebAppServer-deployedResources /adninistrator/admin—authz

sWebAppServer-deployedResources adninistrator/adminconsole

rootBmlBdfS3f ~ # pdadmin -a sec_master —p shSBL5S —m object list -sUebAppServer- deplovedResourcess/configurator
sWebAppServer~deployedResources “conf }guratur/admln*authz J

sWebAppServer-deployedResources /conf igurator/adminconsole

rootBmlBdfS3f ~ # pdadmin -a sec_master —p shSBLS —m object list -sUebAppServer-sdeployedResources/monitor
sWebAppServer-deployedResources/monitor/admin—authz
ZWebAppServer-deployedResources/monitor/adminconsole

rootBmlBdfS3f ~ # pdadmin -a sec_master —p shSBLS —m object list -sWebAppServerrsdeplovedResourcessoperator
ZWebAppServer-deployedResources /operator-adnin—authz

ZWebAppServer-deployedResources soperator~adminconsole

rootBmlBdES3E ~ # _

X _ iy

Figure 10-39 Four new admin-authz objects created

4. Verify that four new ACLs were created as shown in Figure 10-40.

& -|o| x|
rootBniBdf53f ~ # pdadmin -a sec_master —p shbB15 -m acl list j
default—webseal

| MebAppServer_deployedResources_operator_adminconsole _ACL

default—management—proxy

| HebAppServer_deployedResources_operator_admin—authz_ACL J
| MebAppServer_deployedResources_configurator_adminconsole_ACL

default—-management

| HebAippServer_deployedResources_administrator_admin—authz_ACL

default—root

| HebAppServer_deployedResources_monitor_adminconsole_ACL

default—gso

| HebAppServer_deployedResources_monitor_admin—authz_ACL

default—policy

WahﬂppSaruar deployedResources_configurator_admin-authz_ACL

default-conf i

default—domain

| MebAppServer_deployedResources_administrator_adminconsole_ACL

default-replica

rootBmlBdf53f ~ # _

-
4 »

Figure 10-40 Four new ACLs created for admin-authz
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5. Verify the four new objects created inside the
/WebAppServer/deployedResources objectspace that are protected by the
new ACLs. See Figure 10-41.

root@niBAT5If ~ # pdadmin —a sec_master —p shoBi5 —m ohject show /HebAppServer~deployedResources adninistrator/adnin-authz
Name: -WebAppServer~deployedResources<administratorsadmin-authz

Description: Created by the Tivoli Access Manager for WehSphere Application Server Migration Tool.

Type: CUnknoun>

Is Policy Attachable: Yes

L llx

Attached ACL: _WebAppServer_deplovedResources_administrator_admin-authz_ ACL
Attached POP:
Attached AuthzRule:

Effective ACL: _MebAppServer_deployedResources_administrator_adnin—authz_ ACL
Effective POP:
Effective AuthzRule:

rootBnlBdf53f ~ # pdadmin -a sec_master —p sht@1l5 —m object shou AebfippServer/deployedResources/configurator/admin—authz
Mame: /WebAppServer/deplovedResources/configuratorsadmin—authz

escription: Created by the Tivoli Access Manager for WehSphere Application Server Migration Tool.

Type: B <Unknoun}

Is Policy Attachable: Yes

Attached ACL: _UebAppServer_deployedResources_conf igurator_admin—authz_ACL
Attached POP:
Attached AuthzRule:

Effective ACL: _MebAppSenver_deployedResources_conf igurator_admin-authz_ACL
Effective POP:
Effective AuthzRule:

woot@nlBAF5IE # # pdadmin —a sec_master —p sh5@15 —m ohject show AlebAppServer/dsployedResourcesmonitor/admin—authz
Name = /h'ehﬂppSBruer/ﬂepluyedﬂesnurces/mnn1tnr/adm1n—authz

Description: Created by the Tivoli Access Manager for WehSphere Application Server Migration Tool.

Type: l CUnknoun>

Is Policy Attachable: Yes

Attached ACL: _WebAppServer_deplovedBResources_monitor_admin—authz_ ACL
Attached POP:
Attached AuthzRule:

Effective ACL: _MebAppServer_deployedResources_monitor_admin-authz_ACL
Effective POP:
Effective AuthzRule:

rootBnlBdf53f ~ # pdadmin -a sec_master —p shb@15 —m object show AebfippServer/deployedResources/operatorsadmin—authz
Mame: /WebAppServer/deployedResources/operator/adnin—authz

escription: Created by the Tivoli Access Manager for WehSphere Application Server Migration Tool.

Type: B <Unknoun}

Is Policy Attachable: Yes

Attached ACL: _UsbAppServer_deployedResources_operator_admin—authz_ACL
Attached POP:
Attached AuthzRule:

Effective ACL: _MebAppSeruer_deployedResources_operator_admin-authz_ACL
Effective POP:
Effective AuthzRule:

wootBnlBAF53f ~ # _
< | »

Figure 10-41 Four new objects under /WebAppServer/deployedResources
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Migrating naming-authz.xml

The final step in migrating the WebSphere Administrative Console to use Tivoli
Access Manager security is to migrate the security definitions for the
naming-authz.xml file. This migration is almost the same as for admin-authz.xml.
Example 10-24 shows a sample naming-authz.xml file, which is located under

WAS_HOME/config/cells/ CELL_NAME.

Example 10-24 Sample naming-authz.xml file

<?xml version="1.0" encoding="UTF-8"?>
<xmi:XMI xmi:version="2.0" xmlns:xmi="http://www.omg.org/XMI"

xmins:rolebasedauthz="http://www.ibm.com/websphere/appserver/schemas/5.0/rolebasedauthz.xmi">

<xmi:Documentation>
<contact>WebSphere Security</contact>
</xmi :Documentation>

<rolebasedauthz:AuthorizationTableExt xmi:id="AuthorizationTableExt_1" context="domain">

<authorizations xmi:id="RoleAssignmentExt_1" role="SecurityRoleExt 1">
<specialSubjects xmi:type="rolebasedauthz:EveryoneExt" xmi:id="EveryoneExt_1"/>
<specialSubjects xmi:type="rolebasedauthz:ServerExt" xmi:id="ServerExt 5"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_2" role="SecurityRoleExt_2">
<specialSubjects xmi:type="rolebasedauthz:AT1AuthenticatedUsersExt"
xmi:id="A11AuthenticatedUsersExt_2"/>
<specialSubjects xmi:type="rolebasedauthz:ServerExt" xmi:id="Serverkxt_6"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt_3" role="SecurityRoleExt_3">
<specialSubjects xmi:type="rolebasedauthz:AT1AuthenticatedUsersExt"
xmi:id="A11AuthenticatedUsersExt_3"/>
<specialSubjects xmi:type="rolebasedauthz:ServerExt" xmi:id="Serverkxt_7"/>
</authorizations>
<authorizations xmi:id="RoleAssignmentExt 4" role="SecurityRoleExt 4">
<specialSubjects xmi:type="rolebasedauthz:AT1AuthenticatedUsersExt"
xmi:id="A11AuthenticatedUserskxt_4"/>
<specialSubjects xmi:type="rolebasedauthz:Serverkxt" xmi:id="Serverktxt_8"/>
</authorizations>
<roles xmi:id="SecurityRoleExt_1" roleName="CosNamingRead"/>
<roles xmi:id="SecurityRoleExt 2" roleName="CosNamingWrite"/>
<roles xmi:id="SecurityRoleExt 3" roleName="CosNamingCreate"/>
<roles xmi:id="SecurityRoleExt 4" roleName="CosNamingDelete"/>
</rolebasedauthz:AuthorizationTableExt>
</xmi : XMI>
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As before, a script (Example 10-25) is used to migrate naming-authz.xml.

Example 10-25 Sample script for migrating naming-authz.xml

#!/bin/sh

# module: Migrate_naming_policy.sh
# author: Gary Forghetti
# desc : Converts the security role definitions for the WAS naming-authz.xml file

# application to TAM protected objects.
# params: pl - TAM admininstrator password for the TAM Admin account sec master
# p2 - WebSphere Application server cell name
B o o o e
usage() {

echo

echo "Usage: Migrate_naming_policy.sh tamPwd cellname"

echo

echo " where: tamPwd is the TAM administrator password"

echo " (required)"

echo

echo " cellname is the WAS cellname"

echo " (required)"

exit 0;

}

export JDK DIR=/usr/1pp/java/Jl.4
export PDWAS_HOME=$WAS_HOME
cd $WAS_HOME
if [ -z "$1" ]
then
usage
fi
TAM_PASSWORD=$1
if [ -z "$2" ]
then
usage
fi
WAS_CELLNAME=$2
. bin/setupCmdLine.sh
command="${WAS_HOME}/bin/migrateEAR5 \
-3 ${WAS_HOME}/config/cel1s/${WAS_CELLNAME}/naming-authz.xml \
-a sec_master \
-p $TAM_PASSWORD \
-w wsadmin \
-d dc=itso,c=us \
-c file:${WAS_HOME}/java/jre/PdPerm.properties"
echo "\n${command}\n"
$command
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Note: Ensure that PDWAS_HOME is set by the script. Removing this from the
script will result in a failure when attempting the script. Also use the proper
Tivoli Access Manager WebSphere user and suffix.

Run the script on the WebSphere Application Server system as shown in
Figure 10-42.

= e

ADLER @ 8Cb1:/wasdsconf ig/dscell/DeploymentManager>. Migrate_naming_policy.sh sh5815 dscell =

wasdsconf igsdscellsDeploymentManager/bhin/nigrateEARS —j ~wasdsconfigsdscells/DeploymentManager configscells~ dscell/naming—authz.xml
5815 —w wsadmin -d dc=itso,.c=us —c¢ file:-swasdsconfigsdscell/DeploymentManager-java/jresPdPerm.properties

AUXWSAB21I  Logging all activity to the file .//pdwas_migrate.log.

AUEUSAR25Y The pdwas—admin group already exists, and its members are [wsadminl.
AUXUSEAS1E The migrate tool has successfully completed.

ADLER @ SC61: - wvasdsconfig-dscell /DeploymentManager>

4

Figure 10-42 Running a script to migrate naming-authz.xml
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Perform the following steps to verify the successful completion of the migration
script.

1. Check the contents of the pdwas_migrate.log file. The file should contain
information similar to what is shown in Example 10-26.

Example 10-26 Sample pdwas_migrate.log after migrating naming-authz.xml

Apr 14, 2005 3:12:09 PM

AWXWS00221  Attempting to create the protected object space /WebAppServer/deployedResources/.
AWXWS0025W  The pdwas-admin group already exists, and its members are [wsadmin].

AWXWS00231  Creating the user wsadmin and adding them to the group pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/CosNamingRead/naming-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_CosNamingRead_naming-authz_ACL.

AWXWS0028I  Creating the protected object
/WebAppServer/deployedResources/CosNamingRead/naming-authz.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_CosNamingRead_naming-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources CosNamingRead naming-authz_ACL
to the protected object /WebAppServer/deployedResources/CosNamingRead/naming-authz.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_CosNamingRead naming-authz_ACL.
Setting the permissions T[WebAppServer]i for unauthenticated.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_CosNamingRead_naming-authz_ACL.
Setting the permissions T[WebAppServer]i for anyother.

AWXWS0031I  Modifying the ACL _WebAppServer deployedResources_CosNamingRead naming-authz_ACL.
Setting the permissions T[WebAppServer]i for anyother.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_CosNamingRead_naming-authz_ACL.
Setting the permissions T[WebAppServer]i for pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/CosNamingDelete/naming-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_CosNamingDelete_naming-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/CosNamingDelete/naming-authz.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_CosNamingDelete_naming-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_CosNamingDelete naming-authz_ACL
to the protected object /WebAppServer/deployedResources/CosNamingDelete/naming-authz.
AWXWS0031I  Modifying the ACL
_WebAppServer_deployedResources_CosNamingDelete_naming-authz_ACL. Setting the permissions
T[WebAppServer]i for anyother.

AWXWS0031I  Modifying the ACL
_WebAppServer_deployedResources_CosNamingDelete_naming-authz_ACL. Setting the permissions
T[WebAppServer]i for pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/CosNamingWrite/naming-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_CosNamingWrite_naming-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/CosNamingWrite/naming-authz.
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AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_CosNamingWrite_naming-authz_ACL.
AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_CosNamingWrite_naming-authz_ACL
to the protected object /WebAppServer/deployedResources/CosNamingWrite/naming-authz.
AWXWS0031I  Modifying the ACL WebAppServer_deployedResources CosNamingWrite_naming-authz_ACL.
Setting the permissions T[WebAppServer]i for anyother.

AWXWS0031I  Modifying the ACL _WebAppServer_deployedResources_CosNamingWrite_naming-authz_ACL.
Setting the permissions T[WebAppServer]i for pdwas-admin.

AWXWS00261  Attempting to delete the protected object
/WebAppServer/deployedResources/CosNamingCreate/naming-authz.

AWXWS00271  Attempting to delete the ACL
_WebAppServer_deployedResources_CosNamingCreate_naming-authz_ACL.

AWXWS00281  Creating the protected object
/WebAppServer/deployedResources/CosNamingCreate/naming-authz.

AWXWS0029I  Creating the ACL _WebAppServer_deployedResources_CosNamingCreate_naming-authz_ACL.

AWXWS0030I  Attaching the ACL _WebAppServer_deployedResources_CosNamingCreate_naming-authz_ACL
to the protected object /WebAppServer/deployedResources/CosNamingCreate/naming-authz.

AWXWS0031I  Modifying the ACL
_WebAppServer_deployedResources_CosNamingCreate_naming-authz_ACL. Setting the permissions
T[WebAppServer]i for anyother.

AWXWS0031I  Modifying the ACL
_WebAppServer_deployedResources_CosNamingCreate_naming-authz_ACL. Setting the permissions
T[WebAppServer]i for pdwas-admin.

AWXWSO051E  The migrate tool has successfully completed.

2. Login to the policy server system.

3. Verify that four new objects were created inside the
/WebAppServer/deployedResources objectspace (see Figure 10-43).

o -|of x|
rnnt@mlﬂdf53f 7 ¥ pdadmin —a sec_master —p shb@l5 —m object llst AlebAppServersdeployedResources CosNaningCreate =]
lebAppServersdeployedResources /CosNamingGreate /naming—au
ruutEmlef53f I pdadnin —a sec_master —p sh5015 —-m object ll.st ZWebfAppServer/deployedResources/CosNaningDe lete
WebfAppServer deployedResources CosNamingDe lete snaning—authz
rnnt@mlﬂdf53f 7 # pdadmin —a sec_master —p shbPi5 —m ohject llst AlebAppServersdeployedResources CosNaningRead
'ebAippServer/sdeployedResources /CosNamingRead naming—auth:
ruutEmlef53 e pdadnin —a sec_master —p sh5015 —m object ll.st #WebAppServer/deployedResources/CosNaningWrite
sWebAppServersdeployedResources /CosMamingWrite/naming—authz
rootBmlBAE53F ~ # _

=
< »

Figure 10-43 New objects created
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4. Verify that four new ACLs were created for naming-authz (Figure 10-44).

EEE

rootBmiBdf53f ~ # pdadmin -a sec_master —p sh5815 —m acl list
default-webseal

| HebAippServer_deployedResources _operator_admincensole ACL
default—management—proxy

[ WebAppServer_deployedResources _operator_admin—authz_ACL

[ HebAppServer_deployedResources_conf igurator_adminconsole _AGL
default-management

| HebAppServer_deployedResources CosMamingWrite _naming—authz_ACL
"MebAppServer_deployedResources_administrator_admin—authz_ACL
default-root

| HebfippServer_deplovedResources _monitor_adminconsele ACL

| HebAppServer_deployedResources _CosMamingDelete naming—authz_ACL
[WebAppServer_deployedResources_CosNamingCreate naming—authz_ACL
default—gso

| HebfippServer_deplovedResources_monitor_admin—authz ACL

| HebAppServer_deployedResources _CosMamingRead naming—authz_ACL
default-policy

| HebAppServer depluyedResnurces —configurator_admin—authz_ACL
default—conf i

default dnnam

[ WlebAppServer deplﬂyeﬂResnum:es adninistrator_adminconsole_ACL
default-replic.

rootBmlBdfL3f / # o

4

Figure 10-44 Four new naming-authz ACLs
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5. Verify that four new objects were created inside the
/WebAppServer/deployedResources objectspace which are protected by the
new ACLs. See Figure 10-45.

= EEE

rootBmlBdf53f ~ # pdadnin -a sec_master —p sh5@15 —m object show WebAppServer-/deployedResources/GosMamingCreate/naming—authz d
ame = /WebAppServer/deployedResources CosNamingCreate naning—authz
Description: Created by the Tivoli Access Manager for HehSphere Application Server Migration Tool.
Type: @ ClUnknown)
Is Policy Attachable: Yes

Attached ACL: _WebAppServer_deployedResources_CosNamingCreate_naming—authz_ACL
Attached POP:
Attached AuthzRule:

Egiectiue RCL _MebAppServer_deployedResources_CosNamingCreate naming—authz ACL
ective
Effective Rutthule

z

rootCfnlBdf53f / # pdadmin —a sec_master —p sh5@15 —m ohject show UWebAppServer-/deployedResources/CosNamingDeletesnaming—authz
Name: /WebAppServer/deployedResources/CosNamingDeletenaming-authz
Description: Greated by the Tivoli Access Manager for WebSphere Application Server Migration Tool.
Type: B {(Unknown}
Is Policy Attachahle: Yes

Attached RCL- _MHebAppServer_deployedResources_GCosHamingDelete _naming—authz_ACL
Attached POP
Attached AuthzRule:

Effective ACL: _MebAppServer_deployedResources_GosNamingDelete_naming—authz_AGL
Effective POP:
Effective AuthzRule:

rootBmlBdf53f ~ # pdadnin -a sec_master —p sh5@815 —m object show WebAppServer/deployedResources/GosMamingRead/naming—authz
ame = /WebAppServer/deployedResources CosNamingRead/naning—authz
Description: Created by the Tivoli Access Manager for HehSphere Application Server Migration Tool.
Type: @ ClUnknown)
Is Policy Attachable: Yes

Attached ACL: _WebAppServer_deployedResources_CosNamingRead_naming—authz_ACL
Attached POP:
Attached AuthzRule:

Egiectiue RCL _MebAppServer_deployedResources_CosNamingRead naming—authz ACL
ective
Effective Rutthule

z

rootCfnlBdf5S3f / # pdadmin —a sec_master —p shS5@15 —m ohject show AUWebAppServer/deployedResources/CosNamingWrite naming—authz
Name: /WebAppServer/deployedResources CosNamingWrite /naming—authz
Description: Greated by the Tivoli Access Manager for WebSphere Application Server Migration Tool.
Type: B {(Unknown}
Is Policy Attachahle: Yes

Attached RCL- _MebAppServer_deployedResources_GCosHamingWrite_naming—authz_ACL
Attached POP
Attached AuthzRule:

Effective ACL: _MebAppServer_deployedResources_GosNamingWrite_naming—authz_ACL
Effective POP:
Effective AuthzRule:

rootCmlBdfS3F ~ #

1 | ol

Figure 10-45 Four new objects created which are protected by the new ACLs

Verifying the configuration

Now that you have successfully migrated the Administrative Console to use Tivoli
Access Manager security, you can test its access.

Restart the Application Servers and Deployment Manager. Try to access the
console. There should be a login prompt with a field for a password. Use the
WebSphere Tivoli Access Manager user to login to the console.
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10.5 Tivoli Access Manager and WebSphere Application
Server for z/0OS single signon

This section describes the procedures used to create WebSEAL junctions to the
application with LTPA and Trusted Authentication Interceptor (TAl) authentication.

10.5.1 Adding certificates to WebSEAL

To configure SSL-enabled connections between WebSEAL and WebSphere
Application Server/HTTPD server machines, two certificates were imported into
WebSEAL’s keystore. To enable creation of LTPA junctions, an LTPA key file is
generated on the WebSphere Application Server machine and copied to
WebSEAL.

384

WebSphereCA

Export the WebSphereCA z/OS WebSphere signer certificate from any z/0S
WebSphere node.

1.

5.
6.

Access the Resource Access Control Facility (RACF) services menu in z/OS.

2. Select option 7 (Digital Certificate and Key Rings).
3.
4. Select to export a certificate of type Certificate Authority, with the

Select option 3 (Write a certificate to a data set).

WebSphereCA label, encoded with Base64 x.509 (default).
Write the certificate to a dataset.
FTP the dataset to the WebSEAL server in ASCIl mode.

Follow these steps to import the WebSphereCA certificate into WebSEAL’s
keystore.

1.

From the WebSEAL server, run the gsk7ikm command from a command
prompt.

2. Select Key Database File — Open.

3. From the Key database type list, select CMS.

4. Select Browse... and navigate to the

/opt/pdweb/www-WebSEAL/certs/pdsrv.kdb keystore file. Select Open and
then click OK.

5. The default password should be pdsrv.
6. Select the WebSEAL-Test-Only Personal Certificate if it is not already

highlighted.

From the Key database content list, select Signer Certificates.
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8. Select Add... and Browse.... Navigate to the file that was copied from
WebSphere Application Server.

9. For the Enter a label for the certificate prompt, type WebSphereCA and click
OK. WebSphereCA should be in the list of Signer Certificates.

Repeat this procedure to import the WebSphereCA certificate into the replicated
WebSEAL server.

IBM HTTP Server

Create a self-signed Certificate on each of the IBM HTTP Server for z/OS
servers. Each certificate was given a meaningful label such as “IHS Certificate
for wtsc61”.

Attention: We recommend using a self-signed server certificate only for test
environments. For a procedure on creating z/OS self-signed certificates, see
“Example 5 for RACDCERT: Setting up secure connections using a
self-signed server certificate” in z/0S HTTP Server Planning, Installing, and
Using Version 5.3, SC34-4826-04.

Import the certificates into each WebSEAL'’s keystore as a Signer Certificate with
the same label it was created with. Use the same import procedure as in the
previous WebSphereCA example with the obvious filename and label
modifications.

LTPA key file
Follow these steps:

1. From the WebSphere Administration console, navigate to Security —
Authentication Mechanisms — LTPA — Single Signon (SSO).

2. Enter the domain name and select the Enabled and Interoperability Mode
check boxes. Click Apply.

Tip: To specify multiple domains, separate them with a semi-colon, for
example:

itso.ibm.com;itso.ral.ibm.com

3. Navigate back to Security — Authentication Mechanisms — LTPA.

4. Enter values for the Password, Confirm Password, Timeout and Key File
Name fields. The timeout period should be longer than the cache timeout
configured in the Global Security panel. This configuration uses
zos-1tpa-keys as the key file name. Click Apply and then click Generate
Keys.
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5. Click Export Keys.

Tip: If the key file name was specified without a directory path, the file is
located in the /tmp directory.

6. Copy this file to the WebSEAL servers. This configuration stored the key file at
/opt/pdweb/certs.

10.5.2 Registry attribute entitlement service

When WebSEAL conducts the authentication process (Figure 10-46), it checks
to see if any external services have been implemented and configured. To enable
the WebSEAL junctions to pass user registry attributes through HTTP headers to
the WebSphere Application Server, the registry attribute entitlement service was
configured. The extended LDAP class attributes mspID and institutionID are
used by the example application SecTestWEB.
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# Example:

# dynamic-adi-entitlement-services = AMWebARS_A
# dynamic-adi-entitlement-services = AMWebARS_B
#

#dynamic-adi-entitlement-services = <service ID of AMWebARS Entitlement
Service>

cred-attribute-entitlement-services = TAM_CRED_ATTRS_SVC

[aznapi-entitlement-services]
AZN_ENT_EXT ATTR = azn_ent_ext_attr
TAM_CRED_ATTRS_SVC = azn_ent_cred_attrs

# Dynamic ADI Entitlement Services
#<service ID of AMWebARS Entitlement Service> = azn_ent_amwebars

[TAM_CRED_ATTRS_SVC]
fnf-user = azn_cred_registry_id

[TAM_CRED_ATTRS_SVC:fnf-user]
tagvalue_ldap_institutionID=institutionID
tagvalue_ldap mspID=mspID

[amwebars]
lfdgdsdsdsdsdaddsdstagagsdsddsdgdadsdadadadaadaid
# DYNAMIC ADI ENTITLEMENT SERVICE CONFIGURATION #

Figure 10-46 WebSEAL authentication process

The following lines were added to the /opt/pdweb/etc/webseald-WebSEAL.conf
file as shown in Figure 10-46.

cred-attribute-entitlement-services = TAM_CRED_ATTRS_SVC
TAM_CRED_ATTRS_SVC = azn_ent_cred_attrs
[TAM_CRED_ATTRS_SVC]

fnf-user = azn_cred_registry_id

[TAM_CRED_ATTRS_SVC:fnf-user]

tagvalue_ldap_institutionID=institutionID
tagvalue_ldap_mspID=mspID
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10.5.3 Creating an LTPA non-SSL junction

This procedure creates a non-SSL LTPA junction for a single WebSEAL server,
adds its extended attributes, and attaches an ACL.

Login to a pdadmin console with the following command:

pdadmin -a sec_master

Run the following commands in the order shown:

server task WebSEAL-webseald-ml0df5cf create -t tcp -A -F
/opt/pdweb/certs/zos-1tpa-keys -Z "secret" -h wtsc6l.itso.ibm.com -p 80 -c
iv_user /cluster_ltpa

object modify /WebSEAL/m10df5cf-WebSEAL/cluster Ttpa set attribute
HTTP-Tag-Value ldap_institutionID=institutionID

object modify /WebSEAL/m10df5cf-WebSEAL/cluster_Ttpa set attribute
HTTP-Tag-Value ldap_mspID=mspID

acl attach /WebSEAL/m10df5cf-WebSEAL/cluster Ttpa itsosectest

10.5.4 Creating an LTPA SSL junction

This procedure creates an SSL LTPA junction for a single WebSEAL server, adds
its extended attributes, and attaches an ACL.

Login to a pdadmin console with the following command:

pdadmin -a sec_master

Run the following commands in the order shown:

server task WebSEAL-webseald-ml0df5cf create -t ss1 -A -F
/opt/pdweb/certs/zos-1tpa-keys -Z "secret" -h wtsc6l.itso.ibm.com -p 443 -c
iv_user /cluster_ Ttpa_ssl

object modify /WebSEAL/m10df5cf-WebSEAL/cluster_Ttpa_ss1 set attribute
HTTP-Tag-Value ldap_institutionID=institutionID

object modify /WebSEAL/m10df5cf-WebSEAL/cluster_Ttpa_ss1 set attribute
HTTP-Tag-Value Tdap_mspID=mspID

acl attach /WebSEAL/m10df5cf-WebSEAL/cluster_Ttpa_ss1 itsosectest
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10.5.5 Creating a stateful LTPA SSL junction

This procedure creates a stateful SSL LTPA junction for a single WebSEAL
server, adds its extended attributes, and attaches an ACL. This junction points to
two application servers.

Login to a pdadmin console with the following command:

pdadmin -a sec_master

Run the following commands in the order shown:

server task WebSEAL-webseald-m10df5cf create -t ss1 -A -F
/opt/pdweb/certs/zos-Ttpa-keys -Z "secret" -h wtsc6l.itso.ibm.com -p 443 -c
iv_user -s /stateful_ltpa_ss]

server task WebSEAL-webseald-m10df5cf add -h wtsc62.itso.ibm.com -p 443
/stateful 1tpa_ss]

object modify /WebSEAL/m10df5cf-WebSEAL/stateful Ttpa_ss1 set attribute
HTTP-Tag-Value ldap_institutionID=institutionID

object modify /WebSEAL/m10df5cf-WebSEAL/stateful_Ttpa_ss1 set attribute
HTTP-Tag-Value Tdap_mspID=mspID

acl attach /WebSEAL/m10df5cf-WebSEAL/stateful Ttpa_ss1 itsosectest

10.5.6 Replicated front-end WebSEAL

In a heavy load environment, it is advantageous to replicate front-end WebSEAL
servers to provide better load balancing and failover capability. When you
replicate front-end WebSEAL servers, each server must contain an exact copy of
the Web space, the junction database, and the dynurl database.

In the following example, WS1 refers to the primary WebSEAL server m10df5cf.
WS2 refers to the replica WebSEAL server m10df5df.

1. If not already done, install and configure WebSEAL on both WS1 and WS2
servers.

2. Using the pdadmin command or the Web Portal Manager, create a new object
to be the root of the authorization space for both WebSEAL servers, for
example:

pdadmin> object create /WebSEAL/newroot
3. Stop WebSEAL on WS1.
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4. On WS1, change the value of the server-name parameter in the WebSEAL
configuration file from WS1 to newroot:

# WebSEAL server instance name. Typically, this is based on the hostname of
the

# machine and the instance name of the server.

# server-name = ml0df5cf-WebSEAL

server-name = newroot

5. Restart WebSEAL on WS1.
6. Repeat steps 3 through 5 for WS2.

10.5.7 Creating a stateful LTPA SSL junction with WebSEAL affinity
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This procedure creates a stateful SSL LTPA junction for two replicated WebSEAL
servers, adds its extended attributes, and attaches an ACL. This junction points
to two application servers and uses a load balancer.

In the following example, WS1 refers to the primary WebSEAL server m10df5cf.
WS2 refers to the replica WebSEAL server m10df5df.
1. Login to a pdadmin console of WS1 and enter the following commands.

server task WebSEAL-webseald-ml10df5cf create -t ss1 -A -F
/opt/pdweb/certs/zos-Ttpa-keys -Z "secret" -h wtsc6l.itso.ibm.com -p 443 -c
iv_user -s /affinity

server task WebSEAL-webseald-m10df5cf add -h wtsc62.itso.ibm.com -p 443
/affinity

object modify /WebSEAL/newroot/affinity set attribute HTTP-Tag-Value
ldap_institutionID=institutionID

object modify /WebSEAL/newroot/affinity set attribute HTTP-Tag-Value
1dap_mspID=mspID
acl attach /WebSEAL/newroot/affinity itsosectest

2. Step 1 creates a junction definition XML file in /opt/pdweb/www-WebSEAL/jct.
Copy this file to the same directory on WS2.

3. Restart WebSEAL on WS2.

The URL to use this junction is in the form:

https://load balancer cluster address/junction/context root

In this example, you would type the following URL:
https://ml0df4ffb.itso.ral.ibm.com/affinity/SecTestWEB/SecTest.jsp
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10.5.8 Creating TAI SSL junctions

This section explains how to configure the TAl interface.

Configuring the Trust Association Interceptor interface

Note: WebSphere Application Server Version 5.1 and later supports the
following TAl interfaces:

» com.ibm.ws.security.web.WebSealTrustAssociationinterceptor

This interface is provided in WebSphere Application Server Version 5.1 to
support WebSEAL Version 4.1. However, we recommend that you migrate
to the new TAl++ interface called

com.ibm.ws.security.web. TAMTrustAssociationInterceptorPlus.

» com.ibm.ws.security.web. TAMTrustAssociationInterceptorPlus

This TAl++ interface supports new functionality introduced in WebSphere
Application Server Version 5.1. The interface supports WebSEAL Version
5.1, but does not support WebSEAL Version 4.1.

Follow these steps to configure the TAl interface.

1. From the WebSphere Administration console, navigate to Security —
Authentication Mechanisms — LTPA — Single Signon (SSO).

2. Select the Enabled check box. Click Apply and then click Save to save the
master configuration if a change was made.

3. Navigate to Security — Authentication Mechanisms — LTPA — Trust
Association.

Select the Trust Association Enabled check box.
Click Interceptors.
Click com.ibm.ws.security.web. TAMTrustAssociationinterceptorPlus.

N

Click Custom Properties.
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8. In the Custom Properties panel (Figure 10-47), add the following additional

properties:

. com.ibm.websphere.security.webseal.checkViaHeader = true
. com.ibm.websphere.security.webseal.loginld = taiuser

. com.ibm.websphere.security.webseal.ports = 80,443

a
b
c. com.ibm.websphere.security.webseal.hostnames = m10df5cf,m10df5df
d
e

. com.ibm.websphere.security.webseal.mutualSSL = false

Restriction: This property is set to false for a TAI junction with user
authentication. For a TAI junction with Mutual SSL, set it to true.

LTPA > Trust Association > Interceptors > com.ibm.ws.se curity.web . TAMTrustAssociationlnterceptorPlus >

Custom Properties

Specifies arbitrary namefvalue pairs of data, where the name is a property key and the value is a string value which can be used to set intemnal systemn configuration properties. i

Tatal: 5

Filter

Preferences

[1|Name % Value Description &
[ |com.ibm.websphere. security. webseal. checkiaHeader |true

[ |com. b websphere security wehseal hostnarmes m10dBef,mi0dEdf B

[ |cam.ibm.websphere. security. webseal loginld taiuser

[ |com b websphere security wehseal mutualSSL true -

[ | com.ibm.websphere. security webseal ports a0 443

Figure 10-47 TAI custom properties
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9. After you set the properties, restart WebSphere Application Server.

The Tivoli Access Manager Trust Association Interceptor requires the creation of
a trusted user account in the user registry. This is the ID and password that
WebSEAL uses to identify itself to WebSphere Application Server. To prevent
potential vulnerabilities, do not use sec_master as the trusted user account. The
trusted user account should be used only for TAI. Create the trusted user with
either the Tivoli Access Manager pdadmin command line utility or Web Portal
Manager.

Edit the /opt/pdweb/etc/webseald-WebSEAL.conf file on both servers. In the
[junction] stanza, specify the password of the trusted user account created for TAI.

# Global password used when supplying basic authentication
# data over junctions created with the "-b supply" argument.
basicauth-dummy-passwd = secret
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Creating a TAI SSL junction with user authentication
This procedure creates an SSL TAl junction with authentication provided through

a trusted user account for a single WebSEAL server, adds its extended attributes
and attaches an ACL.
Login to a pdadmin console using the following command:

pdadmin -a sec_master

Run the following commands in the order shown:
server task WebSEAL-webseald-ml0df5cf create -t ss1 -h wtsc6l.itso.ibm.com -p
443 -b supply -c all /tai

object modify /WebSEAL/m10df5cf-WebSEAL/tai set attribute HTTP-Tag-Value
ldap_institutionID=institutionID

object modify /WebSEAL/m10df5cf-WebSEAL/tai set attribute HTTP-Tag-Value
1dap_mspID=mspID

acl attach /WebSEAL/m10df5cf-WebSEAL/tai itsosectest

Creating a TAI junction with mutual SSL authentication
This procedure creates an SSL TAI junction with authentication provided through

mutual SSL certificates for a single WebSEAL server, adds its extended
attributes, and attaches an ACL.
Login to a pdadmin console using the following command:

pdadmin -a sec_master

Run the following commands in the order shown:

server task WebSEAL-webseald-m10df5cf create -t ss1 -K "WebSEAL-Test-Only" -D
"CN=wtsc6l.itso.ibm.com,0=itso,C=us" -h wtsc6l.itso.ibm.com -p 443 -b supply -c
all /taimss]

object modify /WebSEAL/m10df5cf-WebSEAL/taimss1 set attribute HTTP-Tag-Value
ldap_institutionID=institutionID

object modify /WebSEAL/m10df5cf-WebSEAL/taimss] set attribute HTTP-Tag-Value
Tdap_mspID=mspID

acl attach /WebSEAL/m10df5cf-WebSEAL/taimss1 itsosectest
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10.5.9 Checklist for Tivoli Access Manager and z/WAS integration

Ensure that you have completed all the tasks in the following sections:

5.4.14, “Checklist for the Tivoli Directory Server parameters” on page 181
6.4.7, “Checklist for Tivoli Access Manager parameters” on page 258

7.4.5, “Checklist for WebSEAL parameters” on page 274

8.4.3, “Checklist for WebSphere Edge Components parameters” on page 287
9.4.3, “Checklist for HTTP Server for z/OS and WebSphere Application
Server for z/0OS” on page 308

vyvyyvyyvyy
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11

Using and validating the
TAM and WAS for z/0S
integration solution

This chapter explains how to use and validate the Tivoli Access Manager and
WebSphere Application Server for z/OS integration that was discussed in the
previous chapters.

The chapter begins by discussing the applications used. It also explains how to
create users and map them to Java 2 platform, Enterprise Edition (J2EE) roles.
In addition, this chapter examines security validation and a final validation.
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11.1 Application used in this redbook

To test a secured environment, an application must be deployed to demonstrate
the proper integration of security. This section discusses the SecTest and Swipe
applications.

11.1.1 SecTest

SecTest is a simple Web application that allows the user to make a call to an
Enterprise JavaBean (EJB). The EJB produces output on the display for the
information that was received in the HTTP header when the application was
loaded. When coming in through a secure connection, the application displays
information such as the user ID used to login to the application and some custom
attributes that are attached to a WebSEAL junction. These attributes must be
defined in the user registry for them to work. See 5.1, “LDAP on AIX” on

page 104, and 5.5, “LDAP on z/OS” on page 183.

The SecTest application has one role, fnfUserGrp, to which a user must belong to
login to the application when security is enabled. Deploying the application is
very simple. Select Applications —Install New Application and browse the
location of the application. All installation defaults can be accepted, unless the
application is to be deployed to a cluster, in which case the modules need to be
mapped to the proper cluster during deployment.

SecTestEAR.ear and SecTestMDBEAR.ear need to be deployed to the
application server. SecTestMDBEAR is an extension of SecTest that places the
displayed information to a queue, but is necessary for the application to run. No
knowledge of its execution is necessary. You can expand the .ear file supplied in
Appendix B, “Additional material’ on page 481, to see the queue resources that
the application uses.

11.1.2 Swipe

396

To allow testing of the various security scenarios, an application named SWIPE
was used. SWIPE is an acronym that stands for Security in WebSphere
Investigation Program Example. For this redbook, which is for WebSphere V5,
the application is at the the J2EE 1.3 and EJB 2.0 levels.
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Servlet authentication

The SWIPE application consists of a main servlet that you can invoke either with
or without authentication. When you invoke it with authentication, you can use the
following functions:

vyvyyvyyvyy

Basic

Forms

Client certificate
run-as settings
Programmatic security

This book uses Forms authentication.

EJB authorization

The SWIPE application also consists of a session EJB with various remote
methods defined. The aim here is to demonstrate:

v

vvyy

EJBROLEs
Declarative security
runAs settings
Programmatic security

SWIPE was used to test Tivoli Access Manager authorization for users trying to
access the application. A user must have the proper role to access and use
SWIPE.

SWIPE application contents
The sample application is packaged in an .ear file, which contains:

>

»

>

v

v

IBMEBIizEJB.jar: The session EJB classes, EJBSample, and tools

IBMEBizWeb.war: The EJBCaller servlet class, configured to use Basic
Authentication

It also contains the serviet RunAsServlet, which is used to demonstrate the
runAs concept for servlets.

IBMForms.war: Configured to use Forms-based authentication
IBMAuthClientSSL.war: Configured to use ClientCert type authentication

IBMnoWebRole.war: Configured with basic type authentication; but no role
specified for accessing the servlet

Although there are many parts to the SWIPE application, in this book,
IBMEBizWeb.war was the only component used. More specifically, the EJBCaller

S

ervlet was used.
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EJBCaller

The main servlet is called EJBCaller, which resides in the IBMEBizWeb.war file.
The deployment descriptor in this .jar file is configured to use basic type
authentication.

11.2 Creating users and groups with Tivoli Access

Manager

Before you can access an application secured by Tivoli Access Manager, you
must define users and groups in the Tivoli Access Manager user repository.
WebSEAL grants this access to the users that are on Tivoli Access Manager user
repository.

You can use either the command line interface or Web Portal Manager to create
users and groups for Tivoli Access Manager, as explained in the following
sections.

11.2.1 Creating a user

Users must now be defined to Tivoli Access Manager. You can use the pdadmin
command line interface to do that as explained in the following section.

pdadmin command line
To create a user using the pdadmin command line, follow these steps:

1. Login as root.

Tip: It is possible to use the pdadmin command line from every server
where an PD.RTE component is configured.

2. Open command line prompt and type:
pdadmin -a sec_master -p ****

3. Create a user by entering the following command.
user create user-name dn cn sn pwd
In this example, we type the following statement:

pdadmin sec_master> user create flower cn=flower,dc=itso,c=us flower rose
passwOrd

4. Verify that the command was successful by issuing this command:

user show-dn dn
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Example 11-1 shows use of this command.

Example 11-1 User show

pdadmin sec_master> user show-dn cn=flower,dc=itso,c=us
Login ID: flower

LDAP DN: cn=flower,dc=itso,c=us

LDAP CN: fTlower

LDAP SN: rose

Description:

Is SecUser: Yes

Is GSO user: No

Account valid: No

Password valid: Yes

Web Portal Manager
To create a user using Web Portal Manager, follow these steps:

1. Open a browser and type the Uniform Resource Locator (URL) for the Web
Portal Manager:

http://wpm_hostname:9080/pdadmin
In this example, we type the following URL:
http://m10df53f.itso.ral.ibm.com:9080/pdadmin
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2. Login to the Web Portal Manager console (Figure 11-1). After you supply the
necessary information, click Login.

A Access Manager Web Portal Manager - Microsoft Internet Explarer

i Fle Edit view Favorites Tools Help &
e Back - e E @ L{,h p Search ‘i:\'\( Favorites e Media 6 @ © & q D
? adess [ €] hitpsjm 10df53Ftso.ral.om.com: 2080 fpdadmin pdmainframe jsp B ks >

Task List

Secure Domain

+User Id

+Password

aDune | | 4 Internet

Figure 11-1  Web Portal Manager Console

3. In the window that opens, you see the Task List frame on the left. In this
frame, expand User and select Create User. See Figure 11-2.

Task List Create User

+ User
Search Users +User Id
cote Usel .
Import User
Show Global User Policy +First Name +Last Name
Change My Password
I Group
b Object Space +Password +Confirm Password
b ACL
» POP o
» AuthzRale Description
I GSO Resource
I Secure Domain +Registry UID
b WebSEAL
[¥] Account Valid GSO User
Password Valid ~ [JNo Password Policy

Figure 11-2 User create
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4. In the Create User frame on the right, type the User ID (user-name), First
Name (sn), Last Name (cn), Password (pwd), and Registry UID (dn) as shown
in Figure 11-3. Then click Create.

Task List Create User

= User
Search Users +User Id
Create User |e|isa betta Group Membership
Import User
Show Global User Policy +First Name +Last Name
Change My Password |elisabetta |elisabetta
b Group
P Object Space +Password +Confirm Password
b ACL [rreeses [rreeses
» POP o
b AuthzRule Description
b GSO Resource | — Q
: 3:‘:;;?{“‘"“ +Registry UID -
€ |en=elisabetta de=itso c=us|
Account Valid GSO User
Password Valid  [1No Password Policy

Figure 11-3 User fields

5. After the creation task has ended, you should see a message indicating
success as shown in the right frame in Figure 11-4. Either click Done or click
Create Another to create more users.

Task List Create User

v User
Search Users ﬁ The user was created successfully
Create User
Import User elisabetta
zﬁ;ﬁb}iﬁ;&;@ [ Create Another | [ Done |
Group

Ohject Space
ACL

POP
AuthzRule
G50 Resource
Secure Domain
WebSEAL

b
4
4
b
4
4
b
4

Figure 11-4 User create successfully

6. Verify that the command was successful. In the left frame (Figure 11-5),
expand User and select Search User.
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7. In the User Search pane on the right, type the name of the user as shown in
Figure 11-5. Then click Search.

Task List User Search

+ User )
Search Users +Userld +Maximum Results

Create User |elisabetta] [100 Search
Import User

Show Global User Policy
Change My Password

» Group

b Object Space
» ACL

» POP

P AuthzRule

P GSO Resource
b Secure Domain
b WebSEAL

Figure 11-5 User search

Figure 11-6 shows the result of the user search.

Task List User Properties

¥ User General | Groups | GSO Credentials | Policy

Search Users

Create User Userld

Import User elisabetta |

Show Global User Policy

Change My Password First Name Last Name
» Group elisabetta | [elisabetta
b Object Space
b ACL +Password ~ +Confirm Password
» POP |- |
b AuthzRule .
P GSO Resource EESEHDHOH |

P Secure Domain
P WebSEAL Registry UID
[cn=elisabetta dc=itso,c=us |

Account Valid GSO User
Password Valid

[Apply | [Delete | [ Cancel |

Figure 11-6 User search result
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11.2.2 Creating a group

Groups must now be defined to Tivoli Access Manager. You can use the pdadmin
command line interface to that as explained in the following section.

pdadmin command line
To create a group using the pdadmin command line, follow these steps:

1. Login as root.

Tip: It is possible to use pdadmin command line from every server where a
PD.RTE component is configured.

2. Open a command line prompt and type:
pdadmin -a sec_master -p ****
3. Create a group by typing the following command:
group create groupname dn cn
In this example, we type the command as shown here:
pdadmin sec_master> group create tree cn=tree,dc=itso,c=us tree
4. Verify that the command was successful by issuing this command:
group show groupname
In this example, we type the command as shown here:

pdadmin sec_master> group show tree
Group ID: tree

LDAP DN: cn=tree,dc=itso,c=us
Description:

LDAP CN: tree

Is SecGroup: Yes

Web Portal Manager
To create a group using Web Portal Manager, follow these steps:

1. Open a browser and type the URL for the Web Portal Manager:
http://wpm_hostname:9080/pdadmin
In this example, we type the following URL:
http://m10df53f.itso.ral.ibm.com:9080/pdadmin
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2. Login to the Web Portal Manager console (Figure 11-7). After you supply the
necessary information, click Login.

A Access Manager Web Portal Manager - Microsoft Internet Explarer
i Fle Edit view Favorites Tools Help #

Qs - €3 [x¥] @] G0 O seacr Flpravites @Prieda £ - iz 3 |

v B

Address |@ http: /fm10df53f.itso.ral.ibm.com: 3080 /pdadminfpdmainframe. jsp links 2

Task List

Secure Domain

+User Id

+Password

Login

aDune | | 4 Internet

Figure 11-7 Web Portal Manager Console

3. In the Task List frame on the left (Figure 11-8), expand Group and select
Create Group.

Task List Create Group

b User +Group Name

¥ Group —
Search Groups
Create Group Description
Import Group L

b Object Space

b ACL +Registry GID

b POP |

b AuthzRule Obiect Contai

b GSO Resource | ject Container

P Secure Domain

I WebSEAL — —

Figure 11-8 Create Group
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4. In the Create Group frame on the right, type the Group Name (group-name)
and the Registry GID (dn) as shown in Figure 11-9. Then click Create.

b User +Group Name
+ Group |sequoia
Search Groups
Create Group Description
Import Group | J
b Object Space
» ACL +Registry GID
» POP |cn:sequoia,d:::itso,c:us<
> AutheRule Object Contai
P GSO Resource | Je ontainer
I Secure Domain 4
> WeRSEAL

Figure 11-9 Group creation successful

5. As shown in Figure 11-10, the Create Group frame now shows a message
indicating that the group was created successfully. Click Done or click Create
Another to create more groups.

Task List Create Group

b User G A
+ Group I_] The group was created successfully
Search Groups )
Create Group SESHDIES
Import Group
Object Space
ACL
POP
AnthzRule
GSO Resounrce
Secure Domain
WebSEAL

[ Create Another | [ Done |

v ¥ ¥V ¥V ¥V ¥ ¥

Figure 11-10 Group create successful

Chapter 11. Using and validating the TAM and WAS for z/OS integration solution 405



6. To verify that the command was successful, in the Task List in the left frame
(Figure 11-11), expand Group and click Search Group.

7. In the Group Search frame that appears on the right (Figure 11-11), type the
name of the group. Click Search.

Task List Group Search

b User )
~ Group +Group Name +Maximum Results

Search Groups |59q|-|0ia |1 00 Search

Create Group

Import Group
Object Space
ACL
POP
AuthzRule
GSO Resource
Secure Domain
WebSEAL

v vV VvV VvV ¥V V¥

Figure 11-11 Group search

Figure 11-12 shows the result of the search.

Task List Group Properties

b ks General
+ Group Group Name

Search Groups [sequoia |

Create Group

Import Group Description
b Object Space | ‘
b ACL
» POP Registry GID
b AuthRule [en=sequoia,dec=itso,c=us |
P GSO Resonrce
» Secure Domain [ Apply J [ Delete } [ Cancel J
b WebSEAL

Figure 11-12 Group result

11.3 User access to J2EE roles with Tivoli Access
Manager

This section describes the process for using Tivoli Access Manager and

WebSphere Application Server when they are integrated together to secure an
application.
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11.3.1 Creating users and groups in such a configuration

Before creating roles and granting users access, the appropriate users and
groups must already exist in Tivoli Access Manager. What these users and
groups are depends upon how the application is used. In this environment,
SecTestEAR can use the WebSphere administrator user that was previously
created. If SWIPE is to be used, you must create some specific users and groups
before the configuration.

For example, for the SWIPE application, create the users and groups with
pdadmin using the commands shown in Example 11-2.

Example 11-2 Create SWIPE user

user create usremp "cn=usremp,0=ITSO" "cn=usr
user modify usremp account-valid yes

user modify usremp password-valid yes

user create usrwork "cn=usrwork,o=ITS0" "cn=usr" "sn=work" usrwork2004
user modify usrwork account-valid yes

user modify usrwork password-valid yes

user create mrsheen "cn=mrsheen,o=ITS0" "cn=mr" "sn=sheen" mrsheen2004
user modify mrsheen account-valid yes

user modify mrsheen password-valid yes

user create usrmgr "cn=usrmgr,o=ITSO" "cn=usr
user modify usrmgr account-valid yes

user modify usrmgr password-valid yes

user create usrceo "cn=usrceo,o=ITSO" "cn=usr
user modify usrceo account-valid yes

user modify usrceo password-valid yes

user create rolemgr "cn=rolemgr,o0=ITS0" "cn=role
user modify rolemgr account-valid yes

user modify rolemgr password-valid yes

user create roleceo "cn=roleceo,0=ITS0" "cn=role
user modify roleceo account-valid yes

user modify roleceo password-valid yes

group create grpmgrs "cn=grpmgrs,o=itso" grpmgrs
group modify grpmgrs add (usrmgr rolemgr usrceo roleceo)

sn=emp" usremp2004

sn=mgr" usrmgr2004

sn=ceo" usrceo2004

sn=mgr" rolemgr2004

sn=ceo" roleceo2004

For any application, the users and groups are in the ibm-application-bnd.xml file,
located within the .ear file. This file defines mappings between users and roles.
These roles cannot be created if the corresponding users do not exist.
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11.3.2 Creating and securing roles J2EE roles

This section describes the process of creating and securing roles with Tivoli
Access Manager. A role is represented within Tivoli Access Manager by a
Protected Object. You can view these protected objects by using the Web Portal
Manager interface.

1. Click the Object Space link.

2. Click Browse Object Space.

3. Expand the items until you see WebAppServer.
4. Expand WebAppServer.

5. Expand DeployedResource.

For instance, /WebAppServer/deployedResources/Worker/SWIPE is a Protected
Object created for the Worker role of the SWIPE application. Those Protected
Objects are protected within Tivoli Access Manager access control lists (ACL).
For each Protected Object representing a role, you need to attach an ACL which
specifies who can do what with this Protected Object.

You can view the ACLs by using the Web Portal Manager interface. First you click
ACL, and then you click List ACL.

The ACL attached to the Protected Object for the Worker role is
_WebAppServer_deployedResources_Worker_ SWIPE_ACL.
Creating and securing a role consists of three steps.

1. Create a Protected Object which represents the role.

2. Create an ACL to secure the Protected Object.

3. Attach the ACL to the Protected Object that has to be secured.
You can create user roles in two ways.

» Create them manually using Tivoli Access Manager.

» Create them by running a migration tool, migrateEAR5, which reads
application information from the .ear file and places the appropriate
information in Tivoli Access Manager.

Note: The migration tool, migrateEAR5, was used in this scenario.

11.3.3 Granting users or groups access to J2EE roles

After you create a Protected Object that represents a role, and create an ACL
and attach it to the Protected Object to protect it, then you must specify who can
do what with this Protected Object. You do this by using ACL entries. ACL entries
define permissions to access a Protected Object for users and groups.
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You can view these ACL entries by using the Web Portal Manager interface. You
click ACL, and then you click List ACL. Granting a user or group access to a
specific role consists of one step. Within the ACL attached to the Protected
Object representing the role, define an ACL entry that gives proper permissions
to the user or the group.

Similar to the process of creating the roles, you can grant roles to users in two
ways:

» Manually
» By running migrateEAR5 against the application .ear file

The migreateEAR tool was used earlier when migrating the roles for the
WebSphere Administrative Console. The advantage of using the migrateEAR tool
is that the roles and users that need those roles do not have to be known in
advance. As long as the proper users are in place, which can be determined by
examining the ibm-application-bnd.xml file), the tool does all of the necessary
work.

To migrate security settings for an application, you must perform three steps.
These steps handle creating users and groups, creating and securing J2EE
roles, and granting user access to these roles.

1. Examine the ibm-application-bnd.xml file for the application to see if any
users or groups need to be created in Tivoli Access Manager.

Important: Before you use the SWIPE application, you must create some
users and groups. Refer to 11.2, “Creating users and groups with Tivoli
Access Manager” on page 398, for instructions on creating these users.

2. Copy the application .ear file to the z/OS system that is running WebSphere.
In this example, the SWIPE application is used.

3. Create a script that contains the command to run the migration tool (see
Example 11-3).

Example 11-3 Sample script to migrate the SWIPE application

usage() {
echo
echo "Usage: Migrate_adminconsole.sh tamPwd cellname"
echo
echo " where: tamPwd is the TAM administrator password"

echo " (required)"

echo

echo " cellname is the WAS cellname"
echo " (required)"

exit 0;
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}
export WAS_HOME=/wasdsconfig/dscel1/DeploymentManager

export PDWAS HOME=$WAS HOME
export JDK DIR=/usr/1pp/java/Jl.4
cd $WAS_HOME
if [ -z "$1" ]
then
usage
fi
TAM_PASSWORD=$1
if [ -z "$2" ]
then
usage
fi
WAS_CELLNAME=$2
. bin/setupCmdLine.sh
command="${WAS_HOME}/bin/migrateEAR5 \
-j ${WAS_HOME}/Swipe.with.code.J2EE1.3.ear \
-a sec_master \
-p $TAM_PASSWORD \
-w wsadmin \
-d dc=itso,c=us \
-c file:${WAS_HOME}/java/jre/PdPerm.properties"
echo "\n${command}\n"
$command

4. Modify the script to contain settings that are appropriate to the environment.
5. Change the permissions on the script to allow execution of it.
6. Execute the script using the following command.

./Migrate_swipe.sh TAMPWD CELL

Here TAMPWD is the Tivoli Access Manager administrator password and
CELL is the WebSphere cell name.

7. Check the contents of the pdwas_migrate.log file for any error messages
received when running the script.

8. Check the contents of Tivoli Access Manager. There must be new roles and
ACLs with users attached to those roles.

11.3.4 Deploying an application

Now that the users and roles exist and are configured correctly, you can deploy
the application.
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11.4 Scenario to validate security

Figure 11-13 introduces the flow of security validation. The security validation
process was split in six parts:

1.

Check the connection between the client browser and WebSEAL server using
the Hypertext Transfer Protocol Secured (HTTPS) protocol (see 11.4.1, “Step
1” on page 413).

. Check that WebSEAL searches into LDAP the users who are using secure

connection layer (Secure Sockets Layer (SSL)) connection (see 11.4.2, “Step
2” on page 415).

. Check that the user issued to WebSEAL is a valid user (see 11.4.3, “Step 3”

on page 417).

Check that the user has the authorization to browse a protected resource
(see 11.4.4, “Step 4” on page 423).

Check that the user has the authorization to invoke the application (see
11.4.5, “Step 5” on page 427).

The application method is invoked (see 11.4.6, “Step 6” on page 428).
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Figure 11-13 Security flowchart
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11.4.1 Step 1

When a user types a URL using the HTTPS protocol, a certificate pop-up is
displayed, asking to be accepted. That means that an encrypted communication
is starting. For further explanation about SSL, see 3.4.4, “SSL” on page 67.

I N

Figure 11-14 SSL communication

Validation
To validate this step, follow these steps:

1. Open a browser and type the following URL.
https://webseal_hostname/
In this example, we type:
https://ml0df4ffb.itso.ral.ibm.com/

2. A Security Alert window (Figure 11-15) opens. Click View Certificate.

. Address |@ https:/fm 10df4ffh.itsa.ral.ibm.com/

Security Alert

r-‘ﬂ Information you exchange with this site cannot be viewed ar
?. changed by others. However, there is a problem with the site’s

securnty cerificate.

a The security certfficate i= from a trusted certifying authority.

a The security certficate date is valid.

The name on the securty certificate is invalid or does not
match the name of the site

Do you want to proceed?

[ Yes ] L Mo J [Eew Certificate

Figure 11-15 SSL certificate

Chapter 11. Using and validating the TAM and WAS for z/OS integration solution 413



3. In the Certificate window (Figure 11-16), review the certificate information.
Then click OK.

Certificate

General | Details || Certification Path |

= Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of a remote computer

Issued to: Test-Only

Issued by: Test-Only

Valid from 28/08/2001 to 27/03/2011

Install Certificate...|  I:=: Statement

Figure 11-16 Certificate

Note: If a self-signed, test-only certificate is used, then the host name of
the machine where the self-signed certificate was created is displayed. If a
Certificate Authority (CA) certificate is used, then the name of the CA is
displayed.

4. In the next window, click Yes to accept the certificate.
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11.4.2 Step 2

After you accept the certificate, depending on how WebSEAL was configured,

the form login or a Basic Authentication is displayed, asking for the user ID and
password. After you enter this information, WebSEAL sends an SSL request to
LDAP. This is because the SSL communication between WebSEAL and LDAP

was configured.

See 5.4.5, “Configuring security for Tivoli Directory Server” on page 123. For
further explanation about SSL, see 3.4.4, “SSL” on page 67.

— WebSEAL

Figure 11-17 SSL between WebSEAL and LDAP

Validation
To validate this step, follow these steps:

1. Open a Telnet session with WebSEAL server.
telnet WebSEAL hostname
In this example, we enter the following statement:
telnet ml0dfb5cf.itso.ral.ibm.com

2. Login as root.

3. Run an 1dapsearch command using the secure port.

ldapsearch -h ldap_hostname -p ssl _port -D cn=root -w password -b “*“ -s
base objectclass=*

In this example, we enter the following statement:

#1dapsearch -h saidal.itso.ral.ibm.com -p 636 -D cn=root -w password -b “¢
-s base objectclass=*
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Note: You see the following error message:

#1dapsearch -h saidal.itso.ral.ibm.com -p 636 -D cn=root -w password -b
“ -s base objectclass=*

1dap_simple_bind: DSA is unwilling to perform

This is because the secure port is using a certificate that must be included
in the command.

4. Run the correct 1dapsearch command.

ldapsearch ldap_hostname -p ssl_port -Z -K cert_path -P password -s base -b
"" objectclass=*

Example 11-4 shows the command and the output of running it.

Example 11-4 Correct Idapsearch

ldapsearch -h saidal.itso.ral.ibm.com -p 636 -Z -K /opt/pdweb/certs/WebSeal.kdb
-P password -s base -b "" objectclass=*

namingcontexts=CN=SCHEMA
namingcontexts=CN=LOCALHOST
namingcontexts=CN=PWDPOLICY
namingcontexts=CN=IBMPOLICIES
namingcontexts=DC=ITS0O,C=US
namingcontexts=SECAUTHORITY=DEFAULT
subschemasubentry=cn=schema

supportedextension=1.3.18.0.2.12.1
supportedextension=1.3.18.0.2.12.3
supportedextension=1.3.18.0.2.12.5
supportedextension=1.3.18.0.2.12.6
supportedextension=1.3.18.0.2.12.15
supportedextension=1.3.18.0.2.12.16
supportedextension=1.3.18.0.2.12.17
supportedextension=1.3.18.0.2.12.19
supportedextension=1.3.18.0.2.12.44
supportedextension=1.3.18.0.2.12.24
supportedextension=1.3.18.0.2.12.22
supportedextension=1.3.18.0.2.12.20
supportedextension=1.3.18.0.2.12.28
supportedextension=1.3.18.0.2.12.30
supportedextension=1.3.18.0.2.12.26
supportedextension=1.3.6.1.4.1.1466.20037
supportedextension=1.3.18.0.2.12.35
supportedextension=1.3.18.0.2.12.40
supportedextension=1.3.18.0.2.12.46
supportedextension=1.3.18.0.2.12.37

Distributed Security and High Availability



supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
supportedcontrol=1.2.840.113556.1.4.473
supportedcontrol=1.2.840.113556.1.4.319
supportedcontrol=1.3.6.1.4.1.42.2.27.8.5.1
supportedcontrol=1.2.840.113556.1.4.805
supportedcontrol=2.16.840.1.113730.3.4.18
supportedcontrol=1.3.18.0.2.10.15
supportedcontrol=1.3.18.0.2.10.18
secureport=636

security=ssl

port=389

supportedsasImechanisms=CRAM-MD5
supportedsasImechanisms=DIGEST-MD5
supportedldapversion=2

supportedldapversion=3
ibmdirectoryversion=5.2
ibm-Tdapservicename=m10df56f.itso.ral.ibm.com
ibm-serverId=dd7d7440-3bdb-1029-8064-e216113bcf01
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.4
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.2
ibm-ss1ciphers=352F04050A090306
ibm-sTapdisconfigurationmode=FALSE
ibm-slapdSizeLimit=500

ibm-sTapdTimeLimit=900
ibm-slapdDerefAliases=always
ibm-supportedAuditVersion=2
ibm-sasldigestrealmname=ml10df56f.itso.ral.ibm.com

11.4.3 Step 3

A user can access a resource protected by WebSEAL only if the user is defined
as an ePerson objectclass. Tivoli Access Manager does not validate access to
users who are not defined in that objectclass. Even if a user is defined in the
ePerson objectclass, access can be denied because the account is it not valid for
Tivoli Access Manager.

This step shows how to determine whether a user is defined in the ePerson
objectclass and if the user account is valid for Tivoli Access Manager. To see how
to create a user, refer to 11.2.1, “Creating a user” on page 398.
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User
known to
WebSEAL

Figure 11-18 User access

Validation
To validate this step, follow these steps:

1. Login as root into the WebSEAL server.
2. Issue an 1dapsearch command looking for a Tivoli Access Manager user.

ldapsearch ldap_hostname -p ssl_port -D cn=root -w password -7 -K cert_path
-P password -s base -b "user_dn" objectclass=*

In this example, we enter the following statement:

ldapsearch -h saidal.itso.ral.ibm.com -p 636 -D cn=root -D **** -7 -K
/opt/pdweb/certs/WebSeal.kdb -P password -s base -b
"cn=flower,dc=itso,c=us" objectclass=*

3. Look for objectClass=ePerson in the results shown in Example 11-5.

Example 11-5 ePerson objeciclass

cn=flower,dc=itso,c=us
objectClass=inetOrgPerson
objectClass=ePerson
objectClass=organizationalPerson
objectClass=person
objectClass=top

cn=flower

sn=rose

userPassword=passwOrd

uid=flower
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4. Type the pdadmin command to look for a Tivoli Access Manager valid user.
pdadmin -a sec_master -p password user show user

In this example, we enter the statement as shown in Example 11-6.

Example 11-6 Tivoli Access Manager user valid

# pdadmin -a sec_master -p **** user show flower
Login ID: flower

LDAP DN: cn=flower,dc=itso,c=us

LDAP CN: flower

LDAP SN: rose

Description:

Is SecUser: Yes

Is GSO user: No

Account valid: Yes

Password valid: Yes

5. Open a browser.

6. Type the WebSEAL URL.
https://webseal hostname/

7. Accept the SSL certificate.

8. Type the validated user name and password on the form login (Figure 11-19)
or in the Basic Authentication window. Then click Login.

. Address :fjm 10df4ffb. tso.ral.ibm.com

Access Manager for e-business Login

+ Username
Iﬂuwer
NG

Figure 11-19 Form Login with a valid user
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9. If the user is a valid one, then the WebSEAL Welcome page (Figure 11-20) is
displayed.

: | https://m10df4ffb.itso.ral.ibm.com/ - Microsoft Internet Explorer

File Edit view Favorites Tools Help al
@ Back ~ @ Ia @ i_h /_nJ Search *Fauont&s QMEdIE @ = % - |_J )ﬂ
: address [€] https: jm 10F4f.itso.ral.ibm.com/ vBoe ks ” @

Access Manager WebSEAL

Version 5.1

-.’*’g D)
e

Copyright @ 1994, 2003 by IBM Corparation. Al Rights Reserved. Java and all Java-based ']A‘V‘:\
trademarks are trademarks of SUNM Microsystems | Inc. inthe United States, other courtries, or both.

aDone | | é' ® Internet 1
Figure 11-20 WebSEAL Welcome page

10.If the user is not valid for Tivoli Access Manager, type an 1dapsearch
command and look for a user known by LDAP but not a Tivoli Access
Managers’ user:

ldapsearch ldap_hostname -p ssl_port -D cn=root -w password -Z -K cert_path
-P password -s base -b "user_dn" objectclass=*

In this example, we enter the following statement:

ldapsearch -h saidal.itso.ral.ibm.com -p 636 -D cn=root -D **** -7 -K
/opt/pdweb/certs/WebSeal.kdb -P password -s base -b "cn=bart,dc=itso,c=us"
objectclass=*
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11.In the results shown in Example 11-7, look for objectclass=ePerson.

Example 11-7 ePerson objectclass absent

cn=bart,dc=itso,c=us
objectclass=inetOrgPerson
objectclass=organizationalPerson
objectclass=person
objectclass=top

sn=x

cn=bart

Note: You see that the user is not defined in the ePerson objectclass.

12.Type the pdadmin command to look for a Tivoli Access Manager valid user.
pdadmin -a sec_master -p password user show user

Example 11-8 shows the command and its output.

Example 11-8 Tivoli Access Manager user valid

#pdadmin -a sec_master -p sh5015 user show bart

Could not perform the administration request

Error: HPDMGO754W  The entry was not found. If a user or group is being
created, ensure that the Distinguished Name (DN) specified has the correct
syntax and is valid.

(status0x14c012f2)

Note: Notice that the user is not known to Tivoli Access Manager.

13.0pen a browser.

14.Type the WebSEAL URL.
https://webseal_hostname/

15.Accept the SSL certificate.
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16.Type the username and password on the form login (Figure 11-21) or on the
Basic Authentication pop-up window. Click Login.

Address | https: ffm 10df4ffb.itso.ral.ibm. com/

Access Manager for e-business Login

+ Username |ba i |

r Passwerd

Login

Figure 11-21 Form Login user not valid

The login error message is displayed as shown in Figure 11-22.

Address |@ https: /fm 10df4ffb.itsa.ral.ibm. com fpkmslogin, form

Access Manager for e-business Login

HPDIA0200W Authentication failed. You have used an invalid user name, password or client certificate.

« Username I—

s Password e —

Figure 11-22 WebSEAL login error
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11.4.4 Step 4

In this step of the security flow, WebSEAL evaluates if a user credential has the
permissions necessary to access this junction. Figure 11-23 shows the fourth
step on security validation. Three kinds of policy can be evaluated.

» Access control list
» Protected object policy (POP)
» Authorization rule

They are evaluated against the user credential. If the process returns a Yes
answer, WebSEAL sends the request to WebSphere Application Server through
the junction.

User access to
WebSphere Application
Server junction

No

Figure 11-23 User has permission to access WebSphere Application Server

The following sections explain each policy object and how they work.

The access control list

An ACL policy is the set of rules (permissions) that specifies the conditions
necessary to perform certain operations on a resource. ACL policy definitions are
important components of the security policy established for the secure domain.

An ACL policy specifically controls:
» What operations can be performed on the resource
» Who can perform these operations

An ACL policy is made up of one or more entries that include user and group
designations and their specific permissions or rights. An ACL can also contain
rules that apply to unauthenticated users.
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The protected object policies

ACL policies provide the authorization service with information to make a yes or
no answer on a request to access a protected object and perform some
operation on that object. POP policies contain additional conditions on the
request that are passed back to Tivoli Access Manager Base and the resource
manager (such as WebSEAL) along with the yes ACL policy decision from the
authorization service.

A pop object can control some characteristics of the access, but two of them are
of interest for the security flow detailed here:

» Time-of-day access: Day and time restrictions for successful access to the
protected object

» |IP endpoint authentication method policy: Specifies authentication
requirements for access from members of external networks

Authorization rules

An authorization rule policy specifies a security policy that applies to an object
based on a variety of conditions, such as context and environment. Each
authorization rule policy has a unique name and can be applied to multiple
objects within a domain.

Like ACLs and POPs, authorization rules are defined to specify conditions that
must be met before access to a protected object is permitted. A rule is created
using a number of Boolean conditions that are based on data supplied to the
authorization engine within the user credential from the resource manager or
from the encompassing business environment. The language of an authorization
rule allows customers to work with complex, structured data, by examining the
values in that data and making informed access decisions. This information can
be defined statically within the system or defined during the course of a business
process. Rules can also be used to implement extensible attribute-based
authorization policy using attributes within the business environment or attributes
from trusted external sources.

The rule is stored as a text rule within a rule policy object. It is attached to a
protected object in the same way and with similar constraints as ACLs and
POPs.
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Request Deny Deny Permit/Deny
!

} }
No No Permit/Deny
ACL
Satisfied?

Yes — Yes —

POP Rule
Satisfied? Decision?

Access determined by Access characteristics Access determined
permissions associated (for example, time-of-day dynamically, based on
with a user or (preferably) or day-of-week) for all some current condition
a group users and groups J or conditions

Figure 11-24 Authorization process

The authorization process
The authorization process consists of the following components:

1. An authenticated client request for a resource is directed to the resource
manager and intercepted by the policy enforcer process. The resource
manager can be WebSEAL (for HTTP, HTTPS access) or a third-party
application.

2. The policy enforcer process uses the Tivoli Access Manager authorization
application program interface (API) to call the authorization service for an
authorization decision.

3. The authorization service performs an authorization check on the resource,
represented as an object in the protected object space. Base POP policies
are checked first. Next the ACL policy attached to the object is checked
against the client’s credentials. Then, POP policies enforced by the resource
manager are checked.

4. If an authorization rule is defined, it is evaluated.

5. The decision to accept or deny the request is returned as a recommendation
to the resource manager (through the policy enforcer).

6. If the request is finally approved, the resource manager passes the request
on to the application responsible for the resource.

7. The client receives the results of the requested operation.
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Validation

As permission is related to ACL, the one defined to the junction must be checked
to guarantee that a specific user or group has the minimum permissions.

ACL Properties 7]

[ General T Attach T Extended Attributes
ACL Name
|itsosectest |
Description
I |
ACL Entries
|
Select | Entry Name |Entry Type Permissions - )
O inst0987 User T-—b-V——ni—[WebAppServer]-
O instog47 User T—b-v-—ni—[WebAppServer]-
O taiuser User T—Db-v—n—[WebAppServer]-
O user2 User T-—b-V——-ri—[WebAppServer]-
O sec_master User Tc-mdbsvaB-R--I—--[WebAppServer]-
O usert User T-——D-v——n—-[VWebAppServer]i

Figure 11-25 ACL permissions for user and groups

After defining the ACL, it has to be attached to the junction.

Browse Object Space

Refresn | prune |

=

~ Fam ACL | POP | AuthzRule
= default-root

Management default-management

WebAppServer

[—] WebSEAL default-webseal

m10dfsc-WebSEAL
m10df5di-WebSEAL

[=] newroot
TAlaffinity itsosectest
affinity itsosectest

Figure 11-26 ACL attached to a junction
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11.4.5 Step 5

Figure 11-27 shows the fifth step on security validation. In this step of the
security flow, WebSphere Application Server and Tivoli Access Manager check if
the user can access this application through the user/group-role-method
mappings. To understand this process better, go to 3.1.8, “Application
integration, J2EE security, and AMWAS” on page 41.

¢ Yes

[WebSphere Application Serverj

User
authority to access
application

Figure 11-27 User has authority to invoke the application
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Validation

As permission is related to ACL, the one defined to the application must be
checked to guarantee that a specific user or group has the minimum
permissions.

Browse Object Space A
Refresh | Prune

Path ACL PCOP | AuthzRule
= default-rant
Management default-management
—| WebAppServer
El deployedResources
All_Raole
CEOQ
Cleaner
CoshamingCreate
CoshamingDelete
CoshamingRead
Coshamingyyrite
Employee
Manager
WasFormlser
WiassSsLUser
Worker
administrator
configurator
fnfllserGrp
E| SecTestEAR _WebdppServer_deployedResources_fnfllserGrp_SecTestEAR_ACL

Figure 11-28 ACL attached to the application

11.4.6 Step 6

Figure 11-29 shows the sixth step on security validation. At this step, the user
finally accesses the method called that can either be an invocation to an EJB
method or a Web resource method.

URL

Figure 11-29 Method invocation
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Validation
As a final result, the browser shows the application display.

@ SevTest.jsp - Microsoft Internet Explorer g
'l{l

: File Edit View Favorites Tools Help

@Eack D) \ﬂ @ :‘J /-\-‘Saarch ‘i?;’Favonbes wMedla 6‘? - =l 4“‘5

: ress |@j https: /fm10df4ffb.itso.ral.ibm.comfaffinity/SecTestWEB [SecTest. jsp v‘ Go
‘ Links ¢&] IBM Business Transformation Homepage  ¢&] IBM Internal Help Homepage ] IBM Standard Software Installer @] I8M Business Transformation ] 1M Internal Help

A

Security Test Web Application

Enter Any Simple Text Message Below

Click Submit To Begin Test

EJB Security Output

&] Done S P mternet

Figure 11-30 Application main display

11.5 Validating security

This section discusses the single signon (SSO) process between the end-user
browser and WebSphere Application Server application. The SSO feature can be
implemented using different authentication mechanisms.
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11.5.1 Validating LTPA SSO

430

This section validates that LTPA SSO works between WebSEAL and WebSphere
Application Server for z/OS. This means that, after the end-user authenticated
with WebSEAL, authentication again to access the secure application is not
required. In addition, the end-user identity is properly transferred to WebSphere
Application Server for z/OS using the LTPA mechanism.

The end-user accesses the secured application at the following URL:
https://ml0df4ffb.itso.ral.ibm.com/affinity/IBMEBizWeb/secure/EJBCaller

This URL points to the load balancer which is the entry point for the Tivoli Access
Manager and WebSphere Application Server for z/OS integration solution. The

/affinity WebSEAL junction is used to validate LTPA SSO. This junction has been
configured for LTPA.

The end-user first has to authenticate with WebSEAL as shown in Figure 11-31.

&1 Access Manager for e-business Login - Microsoft Internet Explorer g@
File Edit Wiew Favorites Tools Help {J S iﬂ 2] A P 7 & & » Links > :f
Address @‘] https: //m 10df4ffb.itso.ral.ibm.comfaffinity IEMEBizWeb secure EJBCaller v Go GODS]G = »

Access Manager for e-business Login

s Username
userl

s Password
|||||||.|

Figure 11-31 LTPA SSO end-user login

The end-user clicks Login and the request is transferred to the back-end HTTP
Server for z/OS, which routes the request to the WebSphere Application Server
for z/OS application server.

The end-user can now access the secured application as shown in Figure 11-32.
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Servlet Security Info

Remote Userid userl
principalld saidal itsoral ibm com:38%/userl
Access to role: Worker false

Client cookies

msp
LtpaToken Pg2jUHNEMXxthmFhAs7VsT3Dq6H4LxVASG Tkhf2eX 3rzzQImDF 27 cuw9BtqpuTw2Idj3anhF cdMEX0jHf 1 Depmoob ZAQ2UQL 6ija6 QTyR 5361

HTTP Request Headers
via HTTP/1.1 m10df5cf:443
host wisch 1 itso.ibm. com

user-agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; NET CLR 1.1.4322
iv_server name |WebSEAL -webseald-m10dfScf

accept =

mspid NOT_FOUND
;;‘;‘:;E en.en-us;g=0.7 ;=03
institutionid 0647

comnection close

v-user userl

cookie mep=

LtpaToker=Pg2{UHNEMXxthmFhAs7VsT3Da6HALxVASGTk 2 X 3rzzQJzuDF 2 T cuw9BtqpuTw2JdjJ3 anhF cdMELX0jHf DepmoobZAQ2UQ
surrogate-

WS-ESI="ESI/1 0+"
i WS-ESI="ESI/'L.0

Figure 11-32 LTPA SSO Swipe application display

The important information in this window is summarized in the following list.
» Servlet Security Info Remote UserID: user1

This shows that the WebSEAL identity has been transferred to WebSphere
Application Server for z/OS.

» Servlet Security Info principallD: saida1.itso.ral.ibm.com:389/user1

This shows that WebSphere Application Server for z/OS validated this user ID
against the LDAP user registry.

» HTTP Request Headers cookie: LtpaToken

This shows that WebSEAL properly transferred an LTPA token to WebSphere
Application Server for z/OS.
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LtpaToken contains the end-user credentials. WebSphere Application Server for
z/OS and WebSEAL share the same key so that WebSphere Application Server
for z/OS can decrypt the token that WebSEAL encrypted. The LTPA cookie is
only transferred between WebSEAL and WebSphere Application Server for
z/OS. The LTPA cookie does not go back to the browser.

This secured SWIPE application requires that user1 has the Employee role. The
page is displayed properly, which means that WebSphere Application Server for
z/OS has verified that user1 is in the Employee role. With the integration solution,
this checking is delegated to Tivoli Access Manager.

Moreover, the WebSphere Application Server for z/OS log can be referenced to
check that LTPA SSO occurred. Example 11-9 shows a WebSphere Application
Server for z/OS trace extract during LTPA SSO.

Example 11-9 WebSphere Application Server for z/OS trace extract during LTPA SSO

Trace: 2005/04/28 10:22:58.521 01 t=7C69C0 c=4.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: DEBUG
ExtendedMessage: The LTPA token was valid.
Trace: 2005/04/28 10:22:58.522 01 t=7C69C0 c=4.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: EXIT
ExtendedMessage: hand1eSSO: found cookie
Trace: 2005/04/28 10:22:58.899 01 t=7C69C0 c=4.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebCollaborator
Sourceld: com.ibm.ws.security.web.WebCollaborator
Category: ENTRY
ExtendedMessage: getUserPrincipal
Trace: 2005/04/28 10:22:58.911 01 t=7C69C0 c=4.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebCollaborator
Sourceld: com.ibm.ws.security.web.WebCollaborator
Category: EXIT
ExtendedMessage: getUserPrincipal; returning
saidal.itso.ral.ibm.com:389/userl
Trace: 2005/04/28 10:22:58.925 01 t=7C69C0 c=4.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebCollaborator
Sourceld: com.ibm.ws.security.web.WebCollaborator
Category: ENTRY
ExtendedMessage: isUserInRole

WebSphere Application Server for z/OS received the proper credentials
contained in the LTPA token, which means that the validation of LTPA SSO was
successful.
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11.5.2 Validating Trust Association Interceptor SSO

This section validates that Trust Association Interceptor (TAI) SSO works
between WebSEAL and WebSphere Application Server for z/OS. This means
that after the end-user authenticated to WebSEAL, no further authentication is
needed to access the secure application and that the end-user identity is
properly transferred to WebSphere Application Server for z/OS using the TAI
mechanism.

Mutual SSL TAI

The end-user accesses the secured application at the following URL:
https://m10df4ffb.itso.ral.ibm.com/TAIaffinity/IBMEBizWeb/secure/EJBCaller

This URL points to the load balancer, which is the entry point for the Tivoli
Access Manager and WebSphere Application Server for z/OS integration
solution. The /TAlaffinity WebSEAL junction is used to validate TAI SSO. This
junction has been configured to work with WebSphere Application Server for
z/OS TAL.

The end-user first has to authenticate to WebSEAL as shown in Figure 11-33.

&1 Access Manager for e-business Login - Microsoft Internet Explorer E]@
File Edit Wew Favorites Tools Help o - @ " &1 , P T @ & .7 Links i ;f
Address @‘] https:/fm 10df4f'ﬂ:|.itso.ral.ibm.com..'TAIafﬁnity,rIBI’v]EBiz\-‘a’ebfsecure_-'EJBCa:V: @ Go GOOgl@ - >

Access Manager for e-business Login

s Username
userl

s Password
.."".O|

Figure 11-33 Mutual SSL TAl SSO end-user login
The end-user clicks Login and the request is transferred to the back-end HTTP

Server for z/OS. This server routes the request to the WebSphere Application
Server for z/OS application server.
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The end-user can now access the secured application as shown in Figure 11-34.

Servlet Security Info
Remote Userid userl
principalld saidal itso.ral ibm com389mserl
Access to role: Worker false

Client cookies

PD-S-
SESSION- 2_39bYcl5r HFIL wHmIS4UfwASpaGr-160sgwChMZES IEAAASL
m

PDID  dlqeyACAI6bIIxZ Sqfo2uQ8HegpuG/GA+S YoZlx+kXbI2 juk/ RPqHID3aH1 q3 7aZXksMxF qe ]+ b U wErm Wi Nag VHISO7egZf2 A0TSR 2VHqrhl

HTTP Request Headers
via HTTP/1.1 m10dfScf443
host wisc61 itso.ibm.com

user-agent Mozilla/4.0 {compatible: MSIE 6.0; Windows NT 5.1; NET CLR 1.1.4322
authorization ~ Basic dXINIcjE6cGFze3cwemQ=
iv_server_name WebSEAL-webseald-m10df5ef

fv-groups "GRPEMP"

accept image/gif, image/x-xbitmap, image/jpeg. image/pjpeg, applicationvnd ms-excel application'vnd ms-powerpomt. application'msword, application/x-sk
mspid NOT_FOUND

accept-

h e en.en-us;q=0.7 fr:g=0.3

institutionid 0647
Version=1,
BAKs3DCCBCEMADCCERBswggQXAgIFEDBXMCgwHwIEuvee6AIDALECAIR2ZQICAK YCAgC6BAYABKEcCHsMBXVzZXIMCswKT.

c 1 R
rannantinn Alaca

>

fv-creds

Figure 11-34 Mutual SSL TAl SSO Swipe application display

The important information in this window is summarized in the following list.
» Servlet Security Info Remote UserID: user1

This shows that the WebSEAL identity has been transferred to WebSphere
Application Server for z/OS.

» Servlet Security Info principallD: saida1.itso.ral.ibm.com:389/user1

This shows that WebSphere Application Server for z/OS validated this user ID
against the LDAP user registry.

» HTTP Request Headers iv-creds

This shows that WebSEAL properly transferred the user identity in the
iv-creds http header to WebSphere Application Server for z/OS.
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There is no LTPA cookie anymore.

This secured SWIPE application requires that user1 has the Employee role. The
page displayed properly, which means that WebSphere Application Server for
z/OS has verified that user1 is in the Employee role. With the integration solution,
this checking is delegated to Tivoli Access Manager.

Moreover, the WebSphere Application Server for z/OS log can be checked to
validate that TAl SSO occurred. The TAMTrustAssociationinterceptorPlus TAl is
used. Example 11-10 shows a WebSphere Application Server for z/OS trace
extract during TAl SSO.

Example 11-10 WebSphere Application Server for z/OS trace extract during TAl SSO

Trace: 2005/04/28 13:36:21.753 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: ENTRY
ExtendedMessage: handleTrustAssociation

Trace: 2005/04/28 13:36:21.754 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: DEBUG
ExtendedMessage: isTargetInterceptor: VIA=HTTP/1.1 ml0df5cf:443

Trace: 2005/04/28 13:36:21.755 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: ENTRY
ExtendedMessage: checkVia for ml0df5cf:443

Trace: 2005/04/28 13:36:21.756 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: DEBUG
ExtendedMessage: Yes, it is via WebSeal.

Trace: 2005/04/28 13:36:21.760 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: DEBUG
ExtendedMessage: iv-creds header found

Trace: 2005/04/28 13:36:21.836 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: ENTRY
ExtendedMessage: buildSubject using PDPrincipal: userl

Trace: 2005/04/28 13:36:21.884 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Sourceld: com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
Category: DEBUG
ExtendedMessage: realm: saidal.itso.ral.ibm.com:389
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Trace: 2005/04/28 13:36:21.934 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: DEBUG
ExtendedMessage: Subject retrieved is [Subject:
Principal: PDPrincipal: userl
Public Credential: {com.ibm.wsspi.security.cred.uniqueld=user:saida
wsspi.security.cred.realm=saidal.itso.ral.ibm.com:389, com.ibm.wsspi
com. ibm.wsspi.security.cred.securityName=userl, com.ibm.wsspi.secur
ITS0,C=US]}]
Trace: 2005/04/28 13:36:23.148 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: DEBUG
ExtendedMessage: Mapped credential for TrustAssociation was validated
successfully
Trace: 2005/04/28 13:36:23.149 01 t=7C6E88 c=2.1 key=P8 (13007002)
FunctionName: com.ibm.ws.security.web.WebAuthenticator
Sourceld: com.ibm.ws.security.web.WebAuthenticator
Category: DEBUG
ExtendedMessage: Successful authentication

WebSphere Application Server for z/OS received the proper credentials in the
HTTP header, which means that the validation of TAl SSO is successful.

Non-mutual SSL TAI
The end-user accesses the secured application at the following URL:

https://ml0df4ffb.itso.ral.ibm.com/tai/IBMEBizWeb/secure/EJBCaller

This URL points to the load balancer, which is the entry point for the Tivoli
Access Manager and WebSphere Application Server for z/OS integration
solution. The /tai WebSEAL junction was used to validate NO MUTUAL SSL TAI
SSO. This junction is configured to work with WebSphere Application Server for
z/OS TAI.
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The end-user first has to authenticate to WebSEAL as in Figure 11-35.

A Access Manager for e-business Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Bad( - e Ia @ i_h ./_h) Search *Favorites QMedia @ =

Address |

Access Manager for e-busi Login

s Username
user2
" Password

Figure 11-35 Nonmutual TAl SSO end-user login

The end-user clicks Login and the request is transferred to the back-end HTTP
Server for z/OS. This server routes the request to the WebSphere Application

Server for z/OS application server. The end-user can now access the secured

application as shown in Figure 11-36.
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Addressl 1ttps: /fm 10df4fth itso.ral ibm. com/taiIBMEBizWeb secure [EJBCaller

Servlet Security Info

[Remote Userid user2

|principalld |saidal itso.ral ibm com:38%/user2

|Amess to role: Worker |Ealse B

Client cookies

|msp |alreadyOffersd

— 468938923 7d811d9b6c5c297691£3950-4689389237d811dSb6c5c29769113930-
f853d50a19c244479:8787801265Tc8e

[wiibmProfile  |200303031316160498-776898001 gEME[7381738 en-us

w3 _law_activetab [3 ]

HTTP Request Headers

|via [HTTP/1.1 m10df5cf443

|hns{ |wtsr.61 Aitso.ibm com

|user-agm{ |Mozilhl'4.0 (compatible; MSIE 6.0; Windows NT 5.1; NET CLE 1.1.4322)

authorization |Basic dXNigjI6cGFzc3cwemQ=

|iv_server_name [WebSEAL -webseald-m10df5cf

laccept |imsefsif,iﬂmsm—xbimp,iﬂm30ﬁpes,imase*_pjge& pplication's-shockwave flash, application/vnd.ms-sxcel, application/vnd ms-pi
|amep{—langmge |1l
‘ivmds ‘vml,

BAKs3DCCBECEMADCCEBswzzQXAg[FEDBXMCgwHWIEn(m/AIDALECAgIR2QICAKYCAgC6BAY ABKEcHsMBXVZZXIyM

|onmed:im |t]nse

|iv—us&r |M2

Figure 11-36  Nonmutual SSL TAl SSO Swipe application display

The important information in this window is:

» Servlet Security Info Remote UserID: user2

This shows that the WebSEAL identity has been transferred to WebSphere

Application Server for z/OS.

» Servlet Security Info principallD: saida1.itso.ral.ibm.com:389/user1
This shows that WebSphere Application Server for z/OS validated this user ID

against the LDAP user registry.
» HTTP Request Headers iv-creds

This shows that WebSEAL properly transferred the user identity in the

iv-creds http header to WebSphere Application Server for z/OS.

There is no LTPA cookie anymore.
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11.6 Validating high availability, failover, and recovery

This section discusses failover and recovery scenarios.

11.6.1 Validating WebSEAL

This section discusses, High Availability WebSEAL, WebSEAL authenticated
session recovery, and WebSEAL affinity recovery

High Availability WebSEAL

This section looks at the highly available WebSEAL configuration. This means
that when a WebSEAL instance fails, end-users can still access their secured
Web application going through another WebSEAL instance. When a WebSEAL
instance fails, the WebSphere Edge Server Load Balancer redirects requests to
the other WebSEAL.

The SWIPE application enables confirmation of which WebSEAL instance the
HTTP request went through by looking at the via HTTP request header. Using
the SWIPE application, the request can be validated to go through another
WebSEAL instance when the initial WebSEAL instance fails.

First a user request to an application is simulated.

https://ml0df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller
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The application output is shown Figure 11-37. It is important to note that the
iv_server_name is WebSEAL-webseald-m10df5cf.

HTTP Request Headers

iz HTTP/1.1 m10df5cf443

host wisch 1 itso thm com

user-agent Mozilla/s. 0 (Windows, T, Windows NT 5.1; en-US; rr:1.7.6) Gecko/20050225 Firefox/1.0.1

i _SErver_name

WebSEAL-webseald-m10dfef

accept

textiwml, application/xml application/zhtml+sml textihtml, g=0. 2 text/plain, =0 8 image/png, *™*,q=0.5

accept-language

en-us.eng=0.5

accept-charset

I50-8858-1,utf-8,q=0.7*,¢=0.7

leeep-alive 300

connection close

v-user weadmin

cookie SignOnDefault—twyoungi@us ibm. com; w3ibmPrefile=200503231005230833201287 56 18|g ANE[RS7|357|en-us; w3 law_activetab=3; A ]

LipaToken=Pg2{UHNEM X sthmFh A 7VsT3DqHALEW ASGTkhi2e X 3p EnGe0 AF 6 Zar TFOACPFC YHTE IS I3 9 Q3K 2 G2OENKh M Q AlsrvTD

surrogate-capability

W3E-ESI="ESL.0+"

Session Information

Session Is new
d [B_FvVCTwCGnBikZddVraK Vu N
Ydax Inactive Time 1800

Creation Tine

Thu Apr 25 15:42:41 GMI+00:00 2005

Last Access Time

Mever accessed before

Response Time: 130(mns)
Operating System: /08 01.06.00 390
Host: wtse62 itso.ibm.com

Figure 11-37

Output using the first WebSEAL
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Now the m10df5cf instance of WebSEAL fails as illustrated in Figure 11-38.

ITDS
LDAP
Master
h
F

Authorization ; WebSphere
Server Edge
Logical Architecture ‘ Components

Technical view
Some connections are not shown j I i
7 z/08

LDAP runs on AlX
AlX
£
=
ZWAS
< SfeHrErPﬂ Cluster
Member 1
"
- WehSphere
Edge ><
Internet Components \},
WebSEAL ZHTTP b
“ *| Server2 Member 2
|~
AlX
L z/0S )

Figure 11-38 WebSEAL fails

If a request goes through the WEC, it must still be allowed to go to the second
WebSEAL instance.

The same URL must be accessed again.
https://m10df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller
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The application output is shown in Figure 11-39.

HTTP Request Headers

via

HTTP/1.1 m10df5df443

host

wiscHZ.atso.1bim. com

user-agent

Mozlla/s. 0 (Windows, U, Wndows NT 5.1; en-U3, rw:1.7.6) Gecko/20050225 Frefox/1.0.1

i¥_server name

WebSEAL-webseald-m10df54f

accept testizml, application/zml, applicationhtml+sml textthtml,q=0. 9 text/plain.g=0. & image/png **,q=0.5

accept-language ern-us,en,q=0.5

accept-charset I50-8859-1 utf-8,9=0.7 *,q=0.7

keep-altve 200

cotnection close

iv-user weadmin

sookds wiibmProfile=2005032310092308332012875618|gAME|8 97|83 7 |en-us, w3 _law _actwetab=3, S@l@efatﬂt:mryomlg@umbm_.com,_

LipaToken=Pg2{THMNEWathmFh A s 7V sT3D g6 HALxV ABGTEh2e X 2p EnGe0 AF 62w YFOACTF CYHTRIN 29 Q3K 2K G2OENmMYs

surrogate -cap ability

W3-ESI="EST.0+"

Session Information

Session Is new
Id | ECCHRWRHnSHP UNJHIOAV -
Dlase Tractive Tirne 1800

Creatien Time

Thu Apr 28 154836 GMTH00:00 2005

Last Access Time

Never accessed before

Response Tine: 17
Operating Systemn: /0S5 01.06.00 390
Host: wtse61.itso.ibm. com

T(mns)

Figure 11-39 Second WebSEAL answered
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Notice now that the iv_server_name is m10df5df. The requests are routed to the
second WebSEAL instance since the first one failed.

WebSEAL authenticated session recovery

This section discusses the recovery mechanism for an authenticated session.
Authenticated sessions let end-users login once during the first HTTP request.
When the requests always go through the same WebSEAL instance, the
end-users have to login once. When requests go through different WebSEAL

instances for the same end-user, an authenticated session recovery mechanism
is required so that the user does not have to login repeatedly.

The user login is shown during the first HTTP request. The request goes through
one WebSEAL, and then this WebSEAL fails. During the second end-user HTTP
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request, the request goes through the other WebSEAL instance and the
end-user does not need to login again.

The SWIPE application enables confirmation of which WebSEAL instance the
HTTP request went through by looking at the via HTTP request header. Using
the SWIPE application, the request can be validated to go through another
WebSEAL instance when the initial WebSEAL instance fails.

A user request to a secured application is simulated here:

https://m10df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller

The output is shown in Figure 11-40.

HTTP Request Headers

wia HTTE/. 1 m10df5c£443

host wisch 1L itso.tbm. com u -
user-agent Monllafs 0 (Windeows;, U, Windows T 5.1, en-US; rr1.7.6) Gecko/20050225 Frefox/1.0.1
1v_SErver name WebSEAT -webseald-m10dBcf

accept textfzml, apphcation/mml, applicateon’zhiml+wml testthtml, g=0. 9 textiplain, q=0. 8 image/png, **,q=0.5

accept-language en-us,en;q=0.5
accept-charset IS0-8359-1,utf-8,0=0.7,%,0=0.7

keep-alive 300

comnection close N

Ty-user wsadmin

cookic SignOnDefault=twyoung@us. ibm. com; wiibmProfile=20050323100523083320128756 18|z AWE|B57|887 |en-us; w3_law _activetab=3,

LipaToken=Pg2jUHNEN CthmFh & 57V T3D gt HALaV ABGTkhf2e X 3pEnGr0 AF 6 Zvw YF Ot CPFCYHTBIN R 3 Q 3K ZqK G2 QENgT)
surrogate-capability Wa-ES="EST 0+"

Session Information

Session Iz new

Id N |Olpe5Q5pFGoBCMEVvz- K XA
Mlaz Inactive Time HSOO

Creation Time . The Apr 28 155634 GWTH00:00 2005
Tast Access Time - - ‘Never accessed before

Response Tune: 206(ms)
Operating System: z/GS 01.06.00 390
Host: wtsc62.itso.ibm.com

Figure 11-40 Session recovery validation
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The important features to note are:
» HTTP request headers via: m10df5cf:443

This shows the HTTP request through WebSEAL m10df5cf (WebSEAL1).
» Session information

This table gives information about the HTTP session running in WebSphere
Application Server for z/OS. It shows that the session is new or when it was
created. This session was created at 15:56:34.

Now WebSEAL 1 fails. When the user makes a change to the page, the request
needs to be routed through WebSEAL 2 while maintaining its HTTP session.
Reloading the page, the user does not have to login again, and sees the output
shown in Figure 11-41.

HTTP Request Headers

via

HTTP/1.1 t10df5dE443

host

wisch 1 itse.tbm com

user-agent

Morlla’s 0 (Windows; U, Windows NT 5.1; en-TUS; rw: 1. 7.6) Gecko/20050225 Firefox(1.0.1

iv_server_name

WebSEAL-webseald-m10dE5dE

cache-control

max-age=0

accept

text/zml applcation/zml, apphcaton/zhtml+eml text/himl, q=0.9 textiplam, q=0.8 image/png, */*,q=0.5

accept-language

en-us,en,q=0.5

accept-charset

[30-8859-1,uf-8,6=0.7,%,q=0.7

Eogate -capability

leeep-alive 300

if-modified-since  |Thu, 28 Apr 2005 15:56:35 GRT

connection close

TW-Uuser wsadmin U

cookie ISIESSION.ID=UUU@CSQ5pPGoBCMIE\DCvz—aBCBDADBUUFBAO125[][][]002580000000209000420; SignCOnDefault=twryo

LipaTelken=P g2 {UHNEW K xthinFh A s 7V sT3Dg6 HAL=V ABGTkh2e X 3pEnGe0 AF 6 Zvw YEOACPFC YHTEIA 39 SK 2K G2 (QENnzg

WE-ESI="EST.0+"

Session Information

Session Already Exists
Id Olpc5Q5pFGoBCMEV Kve-EX4
Mlaz Inactive Time 1800

Creation Time

Thu Apr 28 15:56:34 GMT+00:00 2005

Last Access Time

Thu Apr 28 16:02:30 GRTH00:00 2005

Response Time: 130(ms)
Operating System: z/OS 01.06.00 390
Host: wtsc62.itso.ibm.com

Figure 11-41 Application after the first WebSEAL fails
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The important features to note are:
» HTTP request headers via: m10df5df:443

This shows that the HTTP request went through WebSEAL m10df5df
(WebSEAL2). The request was routed to the WebSEAL instance that is still
running.

» Session information

This table gives information about the HTTP session running in WebSphere
Application Server for z/OS. It shows if the session is new or when it was
created. Here it shows that it is a new HTTP session created at 15:56:35. The
session is maintained from earlier, even though the request is going through
another WebSEAL.

WebSEAL affinity recovery

This section shows the preservation of affinity even after a WebSEAL failure.
Affinity to back-end Web servers is ensured by WebSEAL using stateful
junctions. Affinity makes all HTTP requests for one user go to the same back-end
Web server. This section demonstrates this even after a WebSEAL failure.

The SWIPE application enables confirmation of which Web server the HTTP
request went through by looking at the Host HTTP request headers. The first
request goes through one WebSEAL and one Web server. Then after the
WebSEAL failure, the following requests go through another WebSEAL instance
but keep going through the same Web server.

The user makes a request to a secured application:
https://ml0df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller
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The application output is shown in Figure 11-42.

HTTP Request Headers

via HTTP/1.1 ml0df5df:80

host wtscal.itso.ibm.com

user-agent Mozilla/4.0 {compatible: MSIE 6.0; Windows NT 5.1)
iv_server_name WebSEATL-webseald-m10df5 df

accept mage/gif, image/x-xbitmap, image/jpeg, image/pjpeg. application/vnd.ms-excel, application‘vnd.ms-powerp
mspid S0

accept-

langillage R

nstitutionid 0647

connection close

iv-user userl

cookie msp=alreadyOffered:

LtpaToken=Pg2jUHNEMXxthinFhAs7 Vs T3AD6HALX VAS GTIhf2 e 3rzzQIzuDE 2 7 cuwdBtopu7 w2 TdjT3ay
surrogate-

- S-ESI="ESL1.0+"
capability WS-ESI="ESL1.0

Session Information

Session Is new

Id bdDitgGAIZEbeigdnZbq7 C9

Max Inactive Time 1800

Creation Time Thu Apr 28 19:58:54 GMTH0:00 2005
Lagt Access Time Never accessed betore

Response Time: 126(ms)
Operating System: z/05 01.06.00 390
Host: wtscoL.itso.ibm.com

Figure 11-42 Application before the WebSEAL failure

The important features to note are:
» HTTP request headers via: m10df5df:443

This shows that the HTTP request went through WebSEAL m10df5df
(WebSEAL 2).

» HTTP request headers host: wtsc61.itso.ibm.com
This shows that the HTTP request went through the wtsc61 HTTP server.
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» Session information

This table gives all the information about the HTTP session running in
WebSphere Application Server for z/OS. It shows if the session is new or
when it was created. Here it shows that it is a new HTTP session created at
19:58:54.

» Also notice the custom attributes that are added: 0647 for institutionID and 50
for mspid.

Now the second WebSEAL instance fails. The user does not have to login to the
application again and maintains the same HTTP session and keeps going
through the same Web server.

Output from the application after WebSEAL 2 fails is shown in Figure 11-43.

HTTP Request Headers

via HTTP/1.1 ml10df5cf:80

host wtgc6l.itso.ibn com

user-agent Mozilla/4.0 (compatible; MSIE 6.0: Windows NT 5.1)
iv_server_name WebSEAL-webseald-m10df5ct

accept e

mspid 50

accept- g

language

mstitutionid 0647

referer http://m10df4ffb.itso.ral ibm. com/affinity TBMEBizW eb/zecure/ETE C'aller

commnection close

iv-user userl

cookie JSESSIONID=0001bdDitgGdIZBbeiqdnZbq7 COBCBA16B330BC C1440000022C00000001090C0420; msp
LtpaToken=Pg2jUHANEM CethinFhAs7 Vs T3DqoHALx VASGThf2 eX3rzzQTzuDF 27 cuw9Btgpu7 w2 TdjT3an

s it WS-ESI="ESL'L.0+"

capability

Session Information

Session Already Exists

Id bdDiteGAIZBbeig4nZbq7 Co

Max Inactive Time 1800

Creation Tine Thu Apr 28 19:58:54 GMT+00:00 2005
Lagt Access Time Thu Apr 28 20:00:39 GMT-H0:00 2005

Response Time: 156(ms)
Operating System: z’0S 01.06.00 390
Host: wtscoL.itso.ibm.com

Figure 11-43 Validating WebSEAL affinity recovery
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The important features to note are:
» HTTP request headers via: m10df5cf:443

This shows that the HTTP request went through WebSEAL m10df5cf
(WebSEAL 1). Since WebSEAL 2 failed, the request now goes through the
WebSEAL that is still running.

» HTTP Request headers host: witsc61.itso.ibm.com

This shows that the HTTP request went through the wisc61 HTTP server. The
same HTTP server is still being used.

» Session information

This table gives all the information about the HTTP Session running in
WebSphere Application Server for z/OS. It shows if the session is new or
when it was created. Here it shows that it is an existing HTTP session created
at 19:58:54. The last access time shows that the session is being reused.

» The custom attributes (50 and 0647) are also the same, are still attached, and
are being used.

11.6.2 Validating LDAP

448

This section discusses and validates LDAP high availability. Two possible
scenarios are shown: a master failover and a replica failover.

Master failover

Losing master server functionality is a big concern for the environment because it
can only perform update operations in the directory information tree (DIT). This
means that no changes are allowed to take place until a new master server is
available or the replica server is promoted to the master role. It is necessary to
have a quick response from an administrator so that this service can be replaced
after a short period of time.

Figure 11-44 illustrates this scenario.
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Logical Architecture

Authorization
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Technical view
Some connections are not shown
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|; |
L

L 2/0S

Figure 11-44 Tivoli Directory Server master server out of service

Tivoli Access Manager processes have their own mechanism to define which
server is the master and all the replicas that are available. This helps them to
realize that one of the servers is out of service and to send the request to any
other. To see how this can be accomplished, go to 6.4.2, “Tivoli Access Manager
failover capability for LDAP servers” on page 242.

WebSphere Application Server uses the Load Balancer to balance the workload.
It also has the intelligence to know if one server is out of service and to send the
request to the right one.

How is it possible to know if high availability is working when a Tivoli Directory
Server replica server is out of service? A basic check is made by invoking an
application. If a user is authenticated, processes are able to do that on Tivoli
Directory Server. The best way to be sure that it is working as expected is to
enable audit logging in the server to know if requests are being made to it. To do
this, refer to “Enabling audit log” on page 458.
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Configuring a replica to act as a master

When the master server is out of service and a fast response is needed to enable

the updates in a DIT, a solution to adopt is to promote the replica server to a
master server.

1. Open a browser and go to Web Administration Tool (WAT) by typing the
following URL:

http://WebSphere_hostname:9080/IDSWebApp/IDSjsp/Login.jsp

2. In the Web Administration Tool (Figure 11-45), in the left navigation area,
expand Replication management and then click Manage topology.

3. In the Manage topology panel on the right, select the subtree and click the
Edit subtree... button.

@ Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer [, i 7!_:'!1)
: Fle Edit View Favorites Tools  Help .'('

: ) . 1 - i .

Q- Q M RBA® P Yo @ -5 B-LJ) &

: Address @1http:,’j'mIUdeSF.lso.raI.lbm.com:9ElBElﬂD5WebAppf[DSJspﬂDSConsolaFrama\'-;‘ork.Jsp w —) Go

B >

{ Links ¢&] 18M Business Transformation {&] IBM Business Transformation Homepage 4] 1BM Internal Help (] 1BM Internal Help Homepage 4] T6M Standard Software Installer

Tivoli. Directory Server Web Administration Tool

[3 Introduction D(DO m10 itso.ral.ibm.com
» Olieer properies Manage topology Logfiles Help™
» (33 Server administration Note: Replication requires all servers in the topology to be configured properly.
» [ scheme management Replicated subtrees

» (33 Directory management
7 | — Select Action - || Go] Show fopology

= =3 Replication management

[3 Manage credentials Select Subtree Role Status Add subtree
3 :
(5] Manage topoioay ® | DC=ITSO,C=Us Replica, Normal e

[Z) Manage replication properties @] SECAUTHORITY=DEFAULT Replica Narmal

[3] Manage schedules Delete subfree

(2 uanage queves Page 10of 1 Total: 2 Displayed: 2 Quiesce / Unquiesce |
» [Z)Realms and templates

» [EUsers and groups Edit ACL...

[A Logout Topology for selected subtree

[T T

[ Edtagreement... |

T

Q [

@ -

& Done B Internet

>

Figure 11-45 Manage topology panel
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4. The whole message is:

Subtree DN DC=ITSO,C=US

This server is a replica server for this subtree. If the master server is not
functioning, this server may be converted to a master by clicking Make server

a master. Click the Make server a master button.

@ Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer

: Fle Edit  View

@Eack bl

Favorites  Tools  Help

. ~ A
\ﬂ IELI _'\‘- ” ) Search ‘T;:(Favorlbes {‘?

TiEgm E'_,Jj‘%

idress

@_} http: {/m10df53f.itso.ral.ibm.com: 9080/IDSWebApp/ /IDSisp/IDSConsoleFrameWork. jsp

BEIX]
'l(l

Tivoli. Directory Server Web Administration Tool

O 0T miodis3titso.ral.ibm.com

Logfiles Help

e If the master server is not functioning, this server may be converted to a master by clicking Make server a master.

: Links g‘] IBM Business Transformation @j IBM Business Transformation Homepage @'] 1BM Internal Help @'] 1BM Internal Help Homepage @'] IBM Standard Software Installer

IMake server a master

% Canc

£

B |2
~
i [
&] Done T B Internet

Figure 11-46 Converting the subtree to a master role
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5. Inthe next panel, you are prompted with the message shown in Figure 11-47.
Click OK.

&7 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer [;
: File FEdit View Favorites Tooks Help ,'f

@Eack W ] \ﬂ IELI ;‘J /-“Search ‘S“\?’Favnrih&s {‘: - & E - _J ‘j“

<= |{&] http:/jm 10df53F.itso.ral.lbm. com: 3080/ IDSWebApp IDSjsp/IDSConsoleFrameliork.jsp v‘ Go

: Links @] I8M Business Transformation 48] IBM Business Transformation Homepage @] 18M Internal Help & 18M Internal Help Homepage 48] 18M Standard Software Installer »

Tivoli. Directory Server Web Administration Tool

[3 Introduction

» [Z3User properties L.jgf”es He\g
b (23 Server administration The current server which you are connected to will become a master for this subtree. Are you sure you want

» (23 Schema management to continue?

» (ZDirectory management M Cancel
= (33 Replication management
[3) Manage credentials
[3 Manage tonology
[ Manage replication properties
[3) Manage schedules
[3) Manage gueues
b [Z3Realms and templates

» [EJUsers and groups

[3) Logout

® =

@ Done ' Internet

Figure 11-47 Role change confirmation
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6. In the Edit subtree panel (Figure 11-48), under Master server referral URL,
change the name of old master server to the new one. Then click OK.

&7 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer [3
l'a'

: File FEdit View Favorites Tooks Help

Gﬁack > ﬂ |EL| ;‘J /-“Search \z‘j‘\?’ Favorites {‘? - 2 E - _J ‘j“

’ 4

v‘Go

iress @ http://m10df53f.itso.ral.ibm.com:5080/1DSWebApp/IDSjsp/IDSConsoleFrameWork. jsp
Links @] 18M Business Transformation 4] IBM Business Transformation Homepage 4] IBM Internal Help - 48] IBM Internal Help Homepage & 1BM Standard Software Installer

»

Directory Server Web Administration Tool

Tivoli

O @ T mi10dfs3t.itso.ral.ibm.com

[3 Introduction

» (Z3user properties Edit subtree : DC=ITSO,C=US Logfiles Help
» (33 Server administration Subtree DN
» (53 Schema management DC=ITSO,C=US
» (23 Directory management This server is a master server for this subtree.
~ {3 Replication management Master server referral URL
[3 Manage credentials |Idap:ffm1 0df53f.itso.ral.ibm.com:38!

lianage topology
[3) Manage topolo OK| | Cancel

[ Manage replication properties
[3) Manage schedules
[3) Manage gueues

b [Z3Realms and templates

» [EJUsers and groups

[3) Logout

@ -

@ Done ' Internet

Figure 11-48 Edit subtree panel
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Now this subtree, as shown in Figure 11-49, can receive updates.

2] Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer g
: File FEdit View Favorites Tooks Help ,.('

Q- O KRG POme fr= @ 3-8 BB

< | ] http: {jm 10df53f.itso.ral.ibm. com: 3080/ IDSViebApp/IDSjsp/IDSConsoleFrameliork.jsp =

ks @] IBM Business Transformation  #&] [BM Business Transformation Homepage @ IBM Internal Help @ IBM Internal Help Homepage g] IBM Standard Software Installer 2

Tivoli. Directory Server Web Administration Tool

[ Introduction O @ T m1odfsdkitso.ralibm.com

+ (B user properties Manage topology Logfiles Help!®
} [Z3 Server administration Note: Replication requires all servers in the topology to be configured properly.
I f e Replicated subtrees
b [E3Directory management R
- {23 Replication management E — Select Action — v . -
[3) Manage credentisls Select Subtree Role Status Add subtree. .
[ Manage topolog @ | DCHITSO.C=US Master | Normal i
[3) Manage replication properties o] SECAUTHORITY=DEFAULT Replica MNormal
[ Manage schedules Delete subtree
(31 Manage gueves Quiesce / Unguiesce |
b [Z3Realms and templates
» [E3Users and groups Edit ACL...
[ Logout Topology for selected subtree
Q b
® -
b
@Dune e Internet

Figure 11-49 Subtree with new role

Adding a new replica server

When a new server is ready to be configured as a replica for the subtree, follow
steps 11 through 20 on page 166 in 5.4.11, “Configuring the master server’ on
page 157.

Making data available to the new replica server

If the new server is another machine, or the same machine where a new
database configuration was made, follows the steps in 5.4.12, “Synchronizing the
data between servers” on page 174. If the same machine is to be used, the best
approach is to unconfigure the old database, reconfigure it, and load the data.
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Follow these steps:

1. Stop the new master server using the ibmdirctl command with the following
parameters:

- -D:
- -w:

Directory administrator
Administrator’s password

— <action>: Action that must be performed by the administration daemon,
for example, start or stop

# ibmdirctl -D cn=root -w password stop
Stop operation succeeded

2. Export the subtree using the db21dif command with the following
parameters:

— =0
- =S

Output file
Subtree exported

# db21dif -o dc_itso.1dif -s dc=itso,c=us
69 entries have been successfully exported from the LDAP directory.

3. If the new replica server is running, stop it.

# ibmdirctl -D cn=root -w sh5015 stop
Stop operation succeeded

4. Unconfigure the new replica database using the 1dapucfg command with the
-d parameter, which removes the currently configured DB2 database.

The command and output are shown in Example 11-11.

Example 11-11 Unconfiguring the database

# l1dapucfg -d

You have

opted to unconfigure the existing database 'ldapdb2'.

Do you want to....
(1) Leave this database on your system (just unconfigures), or
(2) Completely erase the database (and any data in it)?: 2

You have

opted to unconfigure the existing instance 'db2admin'.

Do you want to....
(1) Leave this instance on your system (just unconfigures), or
(2) Completely erase the instance?: 1

You have

Database
Database
Instance

chosen the following actions:

'ldapdb2' in instance 'db2admin' will be unconfigured.
'ldapdb2' will be completely removed.
'db2admin' will be left on your system.

Do you want to....
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(1) Continue with the above actions, or
(2) Exit without making any changes: 1

Unconfiguring IBM Tivoli Directory Server Database.
Removing local Toop back from database: 'ldapdb2'.
Removed Tocal loop back from database: 'ldapdb2'.
Unconfiguring database: 'ldapdb2'

Unconfigured database: 'ldapdb2'

Starting database manager for instance: 'db2admin'.
Started database manager for instance: 'db2admin'.
Removing database: 'ldapdb2'.

Removed database: 'Tdapdb2'.

Unconfigured IBM Tivoli Directory Server Database.

IBM Tivoli Directory Server Unconfiguration complete.

5. Configure a new database using the 1dapcfg command with the following
parameters:

— -1: A directory where the instance and database is to be created
-a: Instance owner name

-w: Instance owner password

-d: Database name

The command and output are shown in Example 11-12.

Example 11-12 Configuring a new database

# 1dapcfg -1 /home/db2admin -a db2admin -w sh5015 -d 1dapdb2
You have chosen the following actions:
Database 'ldapdb2' will be configured in instance 'db2admin'.

Do you want to....
(1) Continue with the above actions, or
(2) Exit without making any changes: 1

Configuring IBM Tivoli Directory Server Database.
Cataloging instance node: 'db2admin'.

Cataloged instance node: 'db2admin'.

Starting database manager for instance: 'db2admin'.
Started database manager for instance: 'db2admin'.
Creating database: 'ldapdb2'.

Created database: 'ldapdb2'.

Updating the database: 'ldapdb2'

Updated the database: 'ldapdb2'

Updating the database manager: 'db2admin'

Updated the database manager: 'db2admin'

Enabling multi-page file allocation: 'ldapdb2'
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Enabled multi-page file allocation: 'ldapdb2'
Configuring database: 'ldapdb2'

Configured database: 'ldapdb2'

Adding local loop back to database: 'Tdapdb2'.
Added Tocal Toop back to database: 'ldapdb2'.
Stopping database manager for instance: 'db2admin'.
Stopped database manager for instance: 'db2admin'.
Starting database manager for instance: 'db2admin'.
Started database manager for instance: 'db2admin'.
Configured IBM Tivoli Directory Server Database.

IBM Tivoli Directory Server Configuration complete.

6. Use the 1dif2db command to import the data to replica server with the
following parameters:

— -r: Specifies whether to replicate

The default is “yes”, which means entries are put into the Change table
and are replicated when the server restarts.

— -i: The file to be imported

# 1dif2db -r no -i dc_itso.1dif
Plugin of type DATABASE is successfully loaded from /1ib/1ibback-config.a.
1dif2db: 69 entries have been successfully added out of 69 attempted.

7. The new replica server can be started now.

# ibmdirctl -D cn=root -w password start
Start operation succeeded

Finishing the replica and master server configuration

The last part of the configuration is to create the bind admin distinguished name
(DN) in the replica, restart it, and resume replication in the master server. To
accomplish these tasks, go to 5.4.13, “Configuring the replica server” on

page 176.

Replica failover

If the replica server crashes, the impact is reduced because another server can
provide the same service as the replica. That is, the master serving is still
running and can handle the requests.

In this scenario, the Tivoli Directory Server administrator must take the
appropriate actions to return the replica server back to service. As soon it is
running again, the Tivoli Directory Server master server updates all the entries
since the last replication occurred and the infrastructure is back on regular
business again.
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This scenario is illustrated in Figure 11-50.
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Figure 11-50 Tivoli Directory Server replica server out of service

7

As mentioned earlier, it is possible to know if high availability is working when a
Tivoli Directory Server replica server is out of service. The best way is to enable
audit logging in other servers to know which one handled the request. You can
accomplish this task by using WAT or a command line. Example 11-13 shows the
command line approach.

Enabling audit log

To enable audit logging, follow these steps.

1. Create a file with the LDIF extension. It must contain the entry that represents
the audit configuration for Tivoli Directory Server and its attributes. These can

be tailored to best fit the appropriate needs. Example 11-13 shows the
configuration.
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Example 11-13 Audit configuration

dn: cn=audit, cn=localhost

changetype: modify

replace: ibm-audit

ibm-audit: true

replace: ibm-auditadd

ibm-auditadd: FALSE

#select TRUE to enable, FALSE to disable
replace: ibm-auditbind

ibm-auditbind: TRUE

#select TRUE to enable, FALSE to disable
replace: ibm-auditdelete
ibm-auditdelete: FALSE

replace: ibm-auditextopevent
ibm-auditextopevent: FALSE

#select TRUE to enable, FALSE to disable
replace: ibm-auditfailedoponly
ibm-auditfailedoponly: FALSE

#select TRUE to enable, FALSE to disable
replace: ibm-auditlog

ibm-auditlog: /var/ldap/audit.log
replace: ibm-auditmodify
ibm-auditmodify: FALSE

#select TRUE to enable, FALSE to disable
replace: ibm-auditmodifydn
ibm-auditmodifydn: FALSE

#select TRUE to enable, FALSE to disable
replace: ibm-auditsearch
ibm-auditsearch: TRUE

#select TRUE to enable, FALSE to disable
replace: ibm-auditunbind
ibm-auditunbind: TRUE

#select TRUE to enable, FALSE to disable
replace: ibm-auditversion
ibm-auditversion: 1

#select 2, if you are enabling audit for extended operations
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replace: ibm-auditExtOp
ibm-auditExtOp: FALSE
#select TRUE to enable, FALSE to disable

The options for auditing bind, unbind, and search operations were turned on.

2. Modify Tivoli Directory Server according the settings defined in
Example 11-13. Use the 1dapmodify command with the following parameters:

-D: Directory administrator
-w: Administrator password
-f: File that contains the changes to be applied to directory

# ldapmodify -D cn=root -w password -i /tmp/audit.ldif
modifying entry cn=audit, cn=localhost

3. To be sure that changes were made, you can use an 1dapsearch command to
see if they are in place. Use the following parameters:

-D: Directory administrator
-w: Administrator password

-b: The starting point in the directory tree to perform the query which can
either be a DN or a null string that implies in a null query. A null query
returns all the entries in the DIT.

-s: Query’s scope that can be defined as follows:

¢ base: Queries just the entry that was specified earlier
e one: Queries the starting point and one level below
¢ sub: Queries the whole subtree

<filter>: Filter to apply in the query

Example 11-14 Verifying audit configuration parameters

# ldapsearch -D cn=root -w password -b cn=audit,cn=localhost -s base
objectclass=*
CN=AUDIT,CN=LOCALHOST
objectclass=ibm-auditConfig
objectclass=ibm-slapdConfigEntry
objectclass=top

cn=audit

ibm-audit=true
ibm-auditadd=FALSE
ibm-auditbind=TRUE
ibm-auditdelete=FALSE
ibm-auditextop=FALSE
ibm-auditextopevent=FALSE
ibm-auditfailedoponly=FALSE
ibm-auditlog=/var/ldap/audit.log
ibm-auditmodify=FALSE
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ibm-auditmodifydn=FALSE
ibm-auditsearch=TRUE
ibm-auditunbind=TRUE
ibm-auditversion=1

4. Invoke the application. SecTest was used for this simulation as per the page in

the browser (see Figure 11-51).

@ SevTest. jsp - Microsoft Internet Explorer g
: File Edit View Favorites Toos Help ",'
<) > \ﬂ @ ;‘ /_‘-‘ Search \:1\7 Favorites (@ Media 474 =Wt
: Address |@j https: /fm10df5cf.itso.ral.ibm.com/TAlaffinity /SecTestWEB /SecTest.jsp w Go
‘ Links ¢&] 1BM Business Transformation Homepage ] IBM Internal Help Homepage 4] IBM Standard Software Installer @&] I8M Business Transformation (&1 18M Internal Help
-~
Security Test Web Application
Enter Any Simple Text Message Below
Click Submit To Begin Test
EJB Security Output
.V
&] Done S S mternet
Figure 11-51 SecTest application
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5. Finally check the audit file. Since several Tivoli Access Manager process and
WebSphere Application Server perform numerous operations in Tivoli
Directory Server, you can find many audit records for the login process in it.
Example 11-15 shows an extract of it.

Example 11-15 Audit records

2005-04-29-10:42:06.322-05:00DST--V3 SSL Search--bindDN:
cn=ivacld/m10df53f,cn=SecurityDaemons,secAuthority=Default--client:
coffff:9.42.171.139:33272--connectionID: 3746--received:
2005-04-29-10:42:06.321-05:00DST--Success

base: secAuthority=Default,uid=userl,cn=users,dc=itso,c=us
scope: baseObject

derefAliases: neverDerefAliases

typesOnly: false

filter: (objectclass=SECUSER)
2005-04-29-10:42:06.453-05:00DST--V3 SSL Bind--bindDN:
uid=userl,cn=users,dc=itso,c=us--client:
c:ffff:9.42.171.139:36552--connectionID: 7752--received:
2005-04-29-10:42:06.453-05:00DST--Success

name: uid=userl,cn=users,dc=itso,c=us
authenticationChoice: simple
2005-04-29-10:42:06.455-05:00DST--V3 SSL Unbind--bindDN:
uid=userl,cn=users,dc=itso,c=us--client:
c:ffff:9.42.171.139:36552--connectionID: 7752--received:
2005-04-29-10:42:06.454-05:00DST--Success

11.6.3 Validating HTTP Server for z/0S
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In this section, the HTTP Server for z/OS high availability is validated to ensure
that affinity is preserved even in case of failure.

First simulate a user request to a secured application.
https://m10df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller

Figure 11-52 shows the browser output.
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: Fle Edit view Favorites Tools Help

1 IBMEBiz EJB Sample - Microsoft Internet Explorer u@
ir
U

QBack ~ M & @ | S search Favorites @ Media 42 - da = oY ;_E".’f &) Workplace Orline
: Address »’Ejht‘lps:ff'm10df4FPD‘i15D.ra|.\bm.cDmf'state\essf'[BMEBizWEbfsEcurefEJBCaIIer ~ @GO f Go 'gle' 7 % M j @ E‘ E
-
HTTP Request Headers I
via HTTP/1.1 m10df5df:443
host wiscflitso ibm.com

user-agent Mozilla/4.0 {compatible: MSIE 6.0: Windows NT 5.1; NET CLR 1.1.4322)
iv_server_name WebSEAL-webseald-m10df5df

accept image/zif, image/w-xbitmap, image jpeg, image pipes, applicationvnd ms-excel, application/vnd ms-powerpoint, application msword, application s-shockwave-flash, */*
fa:f::ﬁ:ge en.en-us;q=0.7fr.qg=03
connection close

. msp=;
FRCT LtpaToken=Pg2jUHNEMXsthmFhAsTVsT3Dq6HALxVASGTkhi2e X 3pEnGrAF6Zviulz Y ZF 434 1bxXPErA BfaRndz5zV2QO0PEI4Ubh34 Yal6lodHulab6ae o fxnvvbPvzQ4f]
SUTORAE g EST='EST10+"
capability

Session Information

Session Is new

Id OGP dFyTgHCTHwyKzwzipd

Max Inactive Time 1800

Creation Time Wed Apr 27 14:08:50 GMT+00:00 2005
Last Access Time Never accessed before

Response Time: 527(ms)

Operating System: z/0S 01.06.00 390
Host: wisc61.itse.ibm.com

£

»‘e:[Done S @ Internet

Figure 11-52 Secured application first access

The important information in this window is:
» HTTP request headers via: m10df5df:443

This shows the HTTP request went through WebSEAL m10df5df
(WebSEAL 2).

» HTTP Request headers host: wtsc62.itso.ibm.com
This shows that the HTTP request went through the wtsc62 HTTP server.
» Session information

This table gives all the information about the HTTP session running in
WebSphere Application Server for z/OS. It shows if the session is new or
when it was created. Here it shows that it is a new HTTP session created at
14:08:50.

» Host (at the bottom of the page): wtsc61.itso.ibm.com

This shows that the HTTP request has been handled by WebSphere
Application Server for z/OS running on wtsc61.
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The next step is to generate a failure in one of the HTTP Server for zZ/OS severs.
More specifically, the failure occurs in the HTTP Server for z/OS that routed the
last HTTP request. HTTP Server for z/OS running on wtsc62 fails. Figure 11-53
shows an HTTP Server for z/OS failure.

@ AIX

Authorization

ITDS
LDAP

Logical Architecture
Technical view

Some connections are not shown j 4 N\ ey
/j 2/0S

LDAP runs an AlX

|
Y K Cluster

‘/ \\ Member 1
{ / . WebSphere
>In1ranet.’ J=—HTTP: Edge ><

Internet \
| |
|

‘i/
zZWAS
{ S:Z;Erpz Cluster
Member 2

z/0S

Figure 11-53 HTTP Server for z/OS failure

Validating HTTP Server for z/OS high availability

Next, you must prove that HTTP Server for z/OS runs in a high availability
configuration. Therefore, another request is run to the same secured application
using the following URL:

https://m10df4ffb.itso.ral.ibm.com/stateless/IBMEBizWeb/secure/EJBCaller
This is the same URL as the first one. It points to the Tivoli Access Manager and
WebSphere Application Server for z/OS solution entry point, which is the

WebSphere Edge Server. Figure 11-54 shows the window output after the HTTP
Server for z/OS failure.
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&1 IBMEBiz EJB Sample - Microsoft Internet Explorer H@]
: Fle Edit Vview Favorites Tools Help ."
: QBack - H & € P search Favorites @ Media 4 - da = [ Liks ] Warkplace Online
 address | &) https:/jm 10df4ffb.itso.ral.ibm . com/stateless/IBMEBizWeb /secure [EJECaller ¥ ﬂ Go Go gle - 4 B -3 50 & fed
HITF ReqUest Headers -~
via HTTP/1.1 m10df5cf443
host wischl itso ibm com
user-agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; NET CLR 1.1.4322)
iv_server_name |[WebSEAL-webseald-m10dfScf
accept *f
accept- rs =0 T Fi-cd
mngreg en.en-us;q=0.7frrqg=03
referer https:/m10df4fTb itso ral ibm com/stateles s IBMEBizWeb/secure ETECaller
connection close
cockie JSESSIONID=00010G2xP dFy TgXCTXwyKzwz3pd BCBA 16B330BCC1440000022C00000001090C0420; msp=;
LtpaToken=PgjUNNEMNxthmFhAsTVsT3DgSH4ALxVASGTkhf2e X 3pEnGz0AF6Zvaiulz Y ZF 454 1bxXPErA BfaRndz5zV2QOBMEL TH1s1c06lodHulabbae odunvvbPyvzQ4f.
surrogate- WS-ESI="ESI/1.0+"
capability
Session Information
Session Already Exists
Id OG2PAFyTgXCTXwyKrwzipd
Max Inactive Time 1800
Creation Time ‘Wed Apr 27 14:08:50 GMT-+00:00 2005
Last Access Time Wed Apr27 14:12:11 GMT+00:00 2003
Response Time: 152(ms;
Operating System: z/0S 01.06.00 390
Host: wtsc6Litse.ibm.com ™|
<] >
g“l Done é 0 Internet

Figure 11-54 Secured application access after HTTP Server for z/OS failure

The important information in this window is the HTTP Request headers host:

wtsc61.itso.ibm.com. It shows that the HTTP request went through the wtsc61
HTTP Server.

This demonstrates that if the HTTP Server for z/OS on wtsc62 fails, then
requests are routed to the HTTP Server for z/OS running on wtsc61. This
request routing is done by WebSEAL servers because there are two possible
back-end servers in the junction configuration. Moreover requests are transferred
properly with HTTP Server for zZ/OS running on wtsc61. HTTP Server for z/OS is
configured in a high availability configuration.

The same behavior occurs if HTTP Server for z/OS running on wtsc61 failed
because the roles between wtsc61 and wtsc62 are symmetrical.
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Note: If the WebSEAL junction is stateful, after the first request, the following
requests for the same user are always transferred to the same back-end HTTP
Server for z/OS. If the HTTP Server for z/OS fails, the user is unable to access
the application until he closes the WebSEAL authenticated session. This
means that using stateful junctions, if the HTTP server fails, authenticated
users using this HTTP server have to restart a new WebSEAL session. For
this reason, it is a good idea to use stateless junctions, which do only a
round-robin algorithm to distribute requests to HTTP servers.

Validating HTTP Server for z/OS affinity recovery

Also important in Figure 11-54 is Host (at the bottom of the page):
wtsc61.itso.ibm.com. This shows that the HTTP request has been handled by
WebSphere Application Server for z/OS running on wisc61. It also shows that the
request was transferred to the same WebSphere Application Server for z/OS
server running on wtsc61 as the first request. This means that affinity has been
preserved even after the HTTP Server for z/OS failure. The HTTP server taking
over the workload can still route requests to the proper back-end WebSphere
Application Server for z/OS application server.

Notice that the WebSphere Application Server for zZOS HTTP session was
already created and started at 14:08:50.

11.6.4 Validating WebSphere Application Server for zZ/OS
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In this section, WebSphere Application Server for z/OS high availability is
validated to ensure that sessions are recovered even in case of failure.

First simulate a user accessing a secured application (SWIPE) at the following
URL:

https://ml0df4ffb.itso.ral.ibm.com/affinity/IBMEBizWeb/secure/EJBCaller

Figure 11-55 shows the output.
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HTTP Request Headers

|via [HTTP/1 1 m10df5cf443

|host [wise6l. itso.ibm.com

|user—agmt |an1'.lla.-’4.{l (compatible; MSIE 6.0; Windows NT 5.1; NET CLE. 1.1.4322)
|iv_server name [WebSEAL-webseald-m10df5cf

faccept [+

|amept-la.ﬂguage |en,m—us;q=0. 1.frg=0.3

|referer |nttps://m1 04 itso.ral ibm com/stateful_ltpa_ssl TBMEBizWeb/secura ETBCaller

|mﬂ.ﬂecliuﬂ |cluse

|iv—1.1.5&1' |wsad.mi:|2

. TSESSIONID=0001vtBSI1xINTk§ 43585 5q04Q BCBDADBOOF3 A012350000025800000002090C0420; _
LtpaToken=Pp2jUHNENDsthmFhAsTVsT3DqSHALxVASGTEN e X3 pEnGz0 AF 6 Zviulz YZF 4341 bx3Par A BfaRndz3

:I’;ﬁt; WS-ESI="ESI'1.0+"

Session Information

|Ses-5don [1s new

14 [RA2HdUGbTco51wh_NFsoak_ -
/Max Inactive Time [1Bo0

|Creation Time [Tue Apr 26 10:00:14 GMT-00:00 2003

|Last Aggess Time MNever accessad before

Response Time: 817(ms)
Operating System: z/0S 01.06.00 390
Host: witsc6l.itso.ibm.com

Figure 11-55 Secured application first access

The important information in this window is:
» HTTP request headers via: m10df5cf:443

This shows that the HTTP request went through WebSEAL m10df5cf
(WebSEAL 1).

» HTTP Request headers host: wtsc61.itso.ibm.com
This shows that the HTTP request went through the wtsc61 HTTP Server.
» Session information

This table gives all the information about the HTTP session running in
WebSphere Application Server for z/OS. It shows if the session is new or
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when it was created. Here it shows that it is a new HTTP session created at
10:00:14.

» Host (at the bottom of the page): wtsc62.itso.ibm.com
This shows that the HTTP request has been handled by WebSphere
Application Server for z/OS running on wtsc62.

The next step is to generate a failure in one of the WebSphere Application Server
cluster members. More specifically, the failure occurs in the WebSphere
Application Server for z/OS server that ran the last HTTP request. WebSphere
Application Server for z/OS running on wtsc62 fails.

Figure 11-56 shows a WebSphere Application Server for z/OS cluster member

failure.
ALX ITDS
LDAP
Master
Authorization
Server
Logical Architecture 9

Technical view

Some connections are not shown
LDAP runs on AlX

WebSphere
Edge
Components

>Intranetf J=HTTP:
Internet '=.\

\_/

zHTTP

SRR Cluster

Member 2

L 2/0S

Figure 11-56 WebSphere Application Server for z/OS cluster member failure
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11.6.5 Validating high availability for WebSphere Application Server

for z/OS
The next step is to prove that WebSphere Application Server for z/OS runs in a
high availability configuration.
Run another request to the same secured application using the following URL:
https://ml0df4ffb.itso.ral.ibm.com/affinity/IBMEBizWeb/secure/EJBCaller
This is the same URL as the first one that points to the Tivoli Access Manager
and WebSphere Application Server for z/OS solution entry point, which is the
WebSphere Edge Server. Figure 11-57 shows the output after the WebSphere
Application Server for z/OS cluster member failure.
HTTP Request Headers

viz HTTP/1.1 m10df5df443

host wizchl itzo.ibm com

user-agent Mozilla'd. 0 (compatible; MSIE 6.0; Windows NT 3.1; NET CLR 1.1.4322)

iv_server_name
accept
accept-language
referer
connection

iv-nser
cookie

surrogate-

capability

Creation Time

Session Information

Session Already Exists
Id RAZHAUGbTcoilwb_NFsoak_
Max Inactive Time 1300

Last Access Time Tue Apr 26 10:04:07 GMT+00:00 2005

Response Time:
Operating Svstem: z/OS 01.06.00 390
Haost: wtscfl.itso.ibm.com

WebSEAL -webseald-m10df5df

e

en_en-us;q=0.7 fr,g=03

https:/m10df4ffb itso.ral ibm com/stateful ltpa ssIIBMEBizWeb/secure/ETECaller

close

wsadmin?

JSESSIONID=0001F A2HAUGH codlwb NFsoak :BCBDADBOOF3A01250000023800000002090C0420;
LipaToken=PgjUHNEMNxthmFhAsTVsT3DqHALxVASGThhR2e X3 pEnGz0AF6 Zvinlz Y ZF 4341 b X PSrA/BfaRnd=z3

W3-ESI="ESI/].(H"

Tue Apr 26 10:00:14 GMT-H00:00 2003

3T ms)

Figure 11-57

Secured access after WebSphere Application Server for z/OS cluster member failure
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The important information in this window is:
» HTTP Request headers host: wtsc61.itso.ibm.com

This shows that the HTTP request went through the wtsc61 HTTP server.
» Host (at the very bottom of the page): wtsc61.itso.ibm.com

This shows that the HTTP request has been handled by WebSphere
Application Server for z/OS running on wtsc61.

This demonstrates that if WebSphere Application Server for z/OS running on
wisc62 fails, then requests are routed to WebSphere Application Server for z/OS
running on witsc61. This request routing is done by the WebSphere Application
Server plug-in running in HTTP Server for z/OS. Moreover requests run properly
within WebSphere Application Server for z/OS running on wtsc61. WebSphere
Application Server for z/OS is configured in a high availability configuration.

The same behavior occurs if WebSphere Application Server for z/OS running on
wtsc61 fails because roles between witsc61 and wtsc62 are symmetrical.

Validating WebSphere Application Server for zZ/OS session

recovery
Another important point in Figure 11-57 is the session information. This table
gives all the information about the HTTP Session running in WebSphere
Application Server for z/OS. It shows if the session is new or when it was created.
Here it shows that the HTTP session already exists and was created at 10:00:14.

The HTTP session already exists because it was automatically copied over
before the failure. This shows that the session recovery mechanism
(memory-to-memory replication in the configuration) between WebSphere
Application Server for z/OS running on wtsc61 and WebSphere Application
Server for z/OS running on wtsc62 worked properly.

11.6.6 Validating the Policy Server
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If the Policy Server crashes, the failure is not a setback because it is only an
administrative component in the environment. The failure (Figure 11-58) is
transparent to the user because the user can continue browsing the application.

In this scenario, the Policy Server administrator is unable to perform such
administrative tasks as:

» Create a new user

Create a new group
Delete a user

Delete a group

Change a user’s password

vVvyyy
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Change the object space

Change an ACL, POP, authorization rule
Create a new junction

Restart the WebSEAL server

vyvyyy

At the time that this book was published, a solution for AIX environment was
available, where a standby Policy Server can be configured. This solution is
based on High Availability Cluster Multiprocessing (HACMP) software. It is a
clustering solution designed to provide high availability access to
business-critical data and applications through component redundancy and
application failover. In this scenario, a shared disk array is needed and both
Policy Servers (primary and standby) must be configured to access it. Because
losing Policy Server functionality does not cause a big impact in this case, the
configuration is not covered in this book.

Tip: For details about standby Policy Server configuration for AlX, refer IBM
Tivoli Access Manager Base Installation Guide Version 5.1, SC32-1362.
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| ‘ 3 ember
/
b ‘ AlX
L 2/0S

Figure 11-58 Tivoli Access Manager Policy Server failure
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To validate this scenario the Policy Server must be down.

1. Login to the Policy Server.

2. Review the Policy Server status by typing the following commanad:
ps -ef | grep pdmgrd
The command and output are shown in Example 11-16.

Example 11-16 Checking if the Policy Server is running

# ps -ef | grep pdmgrd
root 5701638 5697648 0 14:16:45 pts/1 0:00 grep pdmgrd
ivmgr 5709898 1 0 14:15:50 - 0:04
/opt/PolicyDirector/bin/pdmgrd

3. Stop the Policy Server process.
ki1l 5709898
4. Verify the Policy Server status again.
ps -ef | grep pdmgrd
The command and output are shown in Example 11-17.

Example 11-17 Policy Server not running

# ps -ef | grep pdmgrd
root 5714164 5697648 0 14:17:28 pts/1 0:00 grep pdmgrd
# pd_start status

Access Manager Servers

Server Enabled  Running
pdmgrd yes no
pdacld yes yes
pdmgrproxyd no no

Note: For this task, you can also use the pd_start status command.

5. Open a browser and type the following URL for the application.
https://ml0df4ffb.itso.ral.ibm.com/affinity/IBMEBizWeb/secure/EJBCaller
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With the Policy Server down, the end-user can make a new request to the
application which is protected by WebSEAL, and the browser displays the
resource as shown in Figure 11-59.

dil - E; - |§I @ @ @ http:/jm 10df4ffb.itso.ral.ibm. com/TALaffinity /IBMEBizVWeb fsecure fEJBCaller V‘ @ Go “Q_

D IBM Business Transf... D IBM Business Transf... D IBM Internal Help Ho... Guogle D wiit.ibm,com D IBM Internal Help NEJBCE”EI |_1\ IBM Standard Softw...

Client cookies

LtpaToken Pg2jUEINEM st hmFhAs TV T3DgSHALEV ASG Tkh2eX3rzzQIzuDF2 tgpuTw2ldi3anhFedMETK(EID AQInWm3y1SH
[TSESSIONTD 0001NQFjWq51J4W6dy4 38TXiK 0K ECBA16E330BCC1440000022C C0420

[w3ibmProfile 200303051316160498-7768980011gEME]T38/738kn-us

BMISP 468938823 7d81149b6cIe29M60 163950 468958923 7d811d9bc 206691 F5950-£853d50a1 9c 2044 7928787801265 TcSe

|fw3_tas_sctivetab 3

||PD-ID MSQWMr+ oMy XU TouTIaV6N9:9g103/74R 1mSI02WOTISCWoK 0bsh TIqXoaTU Apddwrfc 4m6WVEBHYVOQizPzaq I ShIDHISEK V]
||PDLH—SESSION—]D 4_cPez Aazl YbDNOEFelkUel IhCwTA-RbiINAsF ppsw A AHI

||PD75TATEHJ'L}SSMQE::—})5ET—IIdQ-SSla—OOGﬁZ‘)M?W “IFaffinity
HTTP Request Headers

[via [HTTP/1.0 ips-uk-d.ukc ibm.com (IBM-PROXY-WTE), HTTP/1.0 m10df5c£80

(host (wisc62.its0.ibm.com

[user-agent MMozilta's.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.8) Gecko/20050511 Firefox'1.0.4

jauthorization [Basic dXNIE6cGFzc3cwemQ=

jv_server_name |WebSEAL-webseald-m10dficf

[iv-groups "GRPEMP"
laccept |text/xml, 1l text/htmbg=0.9 text/plaing=0.8 image/png, */*,g=0.5
imspid 50

jaccept-language len.en-us;q=0.8 it;q=03 it-it;q=03

[acceptcharsst  [150-8859-1utf-8:q=0.7,5:q=0.7

mstitutiomd 0647

[Version=1,

[

|BAKs3DCCBGAMADCCBFoweeR WA FEDBXMCewHwIEuvee AIDAL ECAgIRIQICAK YCACOBAYABKEHsMBXV2ZXIMCswKTAfAzSBitUAsMAsoQCAKHZ Agl Y

Figure 11-59 Application responding with the Policy Server down

6. In the AIX command prompt, type the following pdadmin command.

pdadmin -

a sec_master -p ***x*

Example 11-18 shows use of this command and the resulting error message
that is displayed because the Policy Server is down.

Example 11-18 pdadmin error with PS down

# pdadmin -a

sec_master -p sh5015

2005-05-24-13:32:19.541+00:00I----- 0x1354A41E pdadmin ERROR ivc socket
mtsclient.cpp 1832 0x00000001
HPDCO1054E Could not connect to the server ml0df53f, on port 7135.

Error: Could

not connect to the server. (status 0x1354a424)

As illustrated before, the end-user can still access the protected resources.
However, the administrative functions are unavailable.

Chapter 11. Using and validating the TAM and WAS for z/OS integration solution

473



11.6.7 Authorization Server

474

Because this book discuss high availability issues, we must discuss the
Authorization Server. At least two Authorization Servers must be configured.
However for simplicity reasons, this is not demonstrated in this book
environment. Having more than one Authorization Server not only fits for failover
capabilities, it also helps to improve the performance in environments where a
large number of requests are handled.

To configure new Authorization Servers in Tivoli Access Manager, refer to the
procedure in 6.4.4, “Configuring the Authorization Server” on page 249. To
configure new Authorization Server in WebSphere Application Server and Tivoli
Access Manager integration, run the command shown in Example 11-19, in each
WebSphere Application Server cluster member, including Deployment Manager
node.

Example 11-19 SvrSsICfg command to add a new Authorization Server

java -cp ${WAS_HOME}/java/jre/1ib/ext/PD.jar \
-Dpd.cfg.home= ${WASHOME}/java/jre \
-Dfile.encoding=1508859-1 \
-Dws.output.encoding=CP1047 \
-Xnoargsconversion \
com.tivoli.pd.jcfg.SvrSsiCfg \

-action addsvr \

-authsvr host_name:port_number:rank \
-cfg_file cfg_file

Here, note the following explanation:

» host_name:port_number:rank refers to the following information:
— host_name: Host name where the new Authorization Server is running
— port_number: Port where the new Authorization Server is listening

— rank: The priority of this Authorization Server, relative to other
Authorization Servers

Authorization Servers with a higher rank are contacted first when the
application server attempts to obtain an accept or deny a decision for an
access request. Failover occurs in order of rank.

» cfg_file is the full path of the PdPerm.properties file.

Keep in mind that if for any reason the Authorization Server is not available, then
the end user is not able to reach the application because the integration between
Tivoli Access Manager and WebSphere Application Server on z/OS relies on
Authorization Server.
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LDAP on z/OS native
authentication

Lightweight Directory Access Protocol (LDAP) native authentication allows
authentication to be done using Resource Access Control Facility (RACF) user
IDs and passwords rather than storing user passwords in a DB2 table or a file in
the hierarchical file system (HFS). Additionally, many companies, such as banks
or insurance companies, that require full auditing capabilities find that RACF IDs
are required for all users to access secure data. Using this method of securing
Web applications is easier.

You can typically use LDAP native authentication with some LDAP-enabled
authentication server as the front-end LDAP “client”. This configuration is also
applicable for WebSphere servers running on distributed platforms, including
Linux®.
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Introduction to LDAP native authentication

476

LDAP on z/OS provides a special database back-end called SDBM to work with
the RACF database. But to work with an SDBM LDAP server, an LDAP client
application that is capable of working with SDBM is necessary. WebSphere and
most HTTP servers do not currently support SDBM. Instead, they work with the
standard LDAP TDBM database schema. LDAP native authentication is based
upon an LDAP TDBM database, so TDBM needs to be implemented, not SDBM,
if LDAP native authentication is to be used.

Although LDAP native authentication provides the ability to authenticate using a
RACF user ID and password, LDAP does not provide functions to manage all
aspects of user IDs and passwords. If a RACF user ID is subject to a password
expiry interval, when signing on directly to TSO or CICS, for example, using that
user ID and password, the TSO or CICS subsystem provides messages and
return codes to indicate the reason for a signon failure. When using LDAP and
LDAP native authentication, however, the reasons for signon failure are not
typically reported, so the user may not understand why the signon failed.

For more complete functions, an LDAP authentication client is needed with more
function than is provided by Basic Authentication or form-based authentication,
for example. Tivoli Access Manager can be considered to provide full function
authentication to an LDAP server.

Why enable LDAP native authentication?
» When there is the need for a central user registry (single signon (SSO))

» When the ability to reuse RACF user IDs and passwords using an LDAP
interface is needed

» When looking to front-end WebSphere Application Server for z/OS with a
security product such as Tivoli Access Manager for e-business

Refer to 3.1, “Tivoli Access Manager and WebSphere Application Server
integration capabilities” on page 32, for scenarios that use LDAP native
authentication.

The following sample shows how a typical LDAP user that is configured for native
authentication looks.

cn=secl, o=itso

objectclass=top

objectclass=person
objectclass=ePerson
objectclass=ibm-nativeAuthentication
ibm-nativeld: SECIUSR
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uid: SECIUSR
cn=secl
sn=userl

Note that no userpassword attribute is stored in LDAP for RACF users. Notice
also the choice to use the objectclass ePerson under person and the uid or
ibm-nativeld attributes to set the RACF user ID associated with the LDAP user.
When an LDAP user is defined as in this example, LDAP maps the LDAP
common name (cn=) to a RACF user ID using the uid or ibm-nativeld attribute.

When using native authentication, you can use either of the ibm-nativeld or uid
attributes to define a unique name for the RACF user ID that is mapped to the
LDAP user. However, note that WebSphere uses default searches based on uid
and cn. Therefore, in practice, you must define the uid attribute for any LDAP
native authentication users to be used with WebSphere.

Prerequisites

You must install LDAP for z/OS and initialize it with a TDBM back end. Refer to
5.5, “LDAP on z/OS” on page 183, to install and initialize LDAP for z/OS.

Implementing LDAP native authentication

LDAP has the ability to authenticate to the Security Server (RACF) through
TDBM by supplying a Security Server password on a simple bind to a TDBM
back end.

Authorization information is still gathered by the LDAP server based on the DN
that performed the bind operation. The LDAP entry that contains the bind DN can
contain either the ibm-nativeld attribute or uid attribute to specify the ID that is
associated with this entry. Note that the SDBM back end does not have to be
configured. The ID and password are passed to the Security Server, and the
verification of the password is performed by the Security Server. Another feature
of native authentication is the ability to change the Security Server’'s password by
issuing an LDAP modify command.

For LDAP to use a TDBM back end and bind to RACF, you must perform the
following steps:

1. Open the schema.IBM.Idif file from the LDAP working directory. This file is a
compilation of other LDIF files.

2. In the first section, verify that NativeAuthentication.ldif is part of the
compilation as shown in Example A-1.
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Example: A-1 schema.IBM.Idif file extract

FH I F=

e e e I I I I I I I

This is the z/0S LDAP Server general IBM-defined schema
definition file. Do not alter the definitions in this file.
This file is a compilation of the following schema 1dif files:
CommServer.1dif

DB2.1dif

DMTF.1dif

IBM.1dif

Kerberos-V1.1dif

ManagedSystemInfrastructure.ldif

MCI.1dif

MetaDirectory.1dif

NativeAuthentication.1dif

If you are running z/OS 1.3 or later, the schema.IBM.|dif already contains the
necessary attributes to support native authentication. Look in the comments
at the start of the schema.IBM.Idif to see if it includes
NativeAuthentication.ldif. As this LDIF schema was imported in 5.7,
“Installation” on page 185, the definition for native authentication was created.

Otherwise, you have to import the schema from the
/ust/lpp/ldap/etc/Native Authenication.ldif file. Copy the file to the working
directory and edit it to put the suffix on the cn=schema,<suffix> line (for
example cn=schema,o=ITSO). Then type the following command:

1dapmodify -h wtscé6l -p 3389 -D “cn=LDAPAdmin” -w secret -f
NativeAuthentication.1dif

Additional modification is needed in the LDAP configuration file. It is the
SLAPDCNF member from the output dataset created from 1dapcnf
command. Specify the native authentication options in this configuration file in
the TDBM section.

To do this, uncomment the following directives in the TDBM section:

— useNativeAuth: This directive defines which attribute uses native
authentication. The selected value was used, which means only the
ibm-nativeld attribute subject of native authentication.

— nativeUpdateAllowed: This directive defines whether LDAP can modify
attributes such as the password for the native authentication system. The
on value was selected.

— nativeAuthSubtree: This directive defines which subtree in the LDAP
structure in which native authentication is made effective.
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Here is an example of the configuration:

useNativeAuth selected
nativeUpdateAllowed on
nativeAuthSubtree o=itso

These definitions say that LDAP native authentication needs to be enabled
only for users defined within the LDAP hierarchy under o=itso. Since o=itso is
the suffix in the examples here, the previous definitions have the same effect
as nativeAuthSubtree all.

To set up LDAP native authentication for a part of the total organization,
consider creating an organizationalunit under o=itso. For example, create
ou=WAS under o=itso and then set nativeAuthSubtree ou=WAS,o=itso.

. Create a file that contains entries that update the access control list (ACL)
that protects the nativeAuthSubtree so that each native authentication user ID
is authorized to change its own password. For example, if nativeAuthSubtree
is set to o=itso, a file called newaclcnthis can be created that looks like this:
dn:o=itso

changetype:modify

add:x

aclEntry:access-id:cn=this:critical:rwsc

aclPropagate:TRUE

Use the Tdapmodify command to update the ACL:

ldapmodify -h x.x.x.x -p 3389 -D “cn=LDAP Administrator” -w secret -f
/etc/1dap/newaclcnthis.1dif

. Restart the LDAP server to activate these configuration modifications. You
now see the following message in the LDAP JOBLOG:

The useNativeAuth configuration option SELECTED has been enabled.

. When using the TDBM back end for native authentication, users need the
ibm-nativeAuthentication objectclass and ibm-nativeld attribute. If there are
existing users in the LDAP TDBM back end, their definition needs to be
modified to include the ibm-nativeAuthentication objectclass and ibm-nativeld
and uid attributes. In the example, there is only user User1 to modify. For that
purpose, a file called nativeupdate.ldif was created which is shown in
Example A-2.

Example: A-2 The nativeupdate.|dif file

dn: cn=Userl,o=itso

changetype: modify

add: x

uid: VALENCE

ibm-nativeld: VALENCE

objectclass: ibm-nativeAuthentication
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The ibm-nativeld and uid attributes specify the user ID to which the entry
binds to in the RACF database. In this example, the User1 LDAP entry binds
to the user VALENCE in the RACF database. Then we run the following
command:

ldapmodify -h wtsc6l -p 3389 -D “cn=LDAP Administrator” -w secret -f
nativeupdate.ldif

The z/OS LDAP server is now configured for native authentication.

Tivoli Access Manager and LDAP native authentication
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The majority of user administrative tasks remain unchanged with the addition of
native authentication. Such operations as user create, user show, adding a user
to an ACL entry or group, and all user modify commands (except password) work
the same as Tivoli Access Manager configured against any other LDAP registry.
Users can change their own SAF passwords with the Web-based pkmspasswd
utility.

The creation of a new Tivoli Access Manager user is the same with or without
LDAP native authentication. A user can be created by using the Tivoli Access
Manager Web Console or by using the pdadmin command line utility. There is no
out-of-the-box administration command to set the RACF user attribute
ibm-nativeld and ibm-nativeAuthentication objectclass for a user. This operation
can be performed with any LDAP client that has the capability to modify several
attributes in a LDAP entry at the same time. The Tdapmodify command line utility
was used.
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Additional material

This redbook refers to additional material that can be downloaded from the

Internet as described in this appendix. Specifically this appendix lists the sample
code, the start/stop commands, and the Web address for downloading FixPacks
for the products referenced in Chapter 4, “Project test environment” on page 93.

Locating the Web material

The Web material associated with this redbook is available in softcopy on the
Internet from the IBM Redbooks Web server. Point your Web browser to:

ftp://www.redbooks.ibm.com/redbooks/SG246760

Alternatively, you can go to the IBM Redbooks Web site at:

ibm.com/redbooks

Select the Additional materials and open the directory that corresponds with
the redbook form number, SG246760.
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Using the Web material

The additional Web material that accompanies this redbook includes the
following files:

File name

LDAP_LB_config.zip

WebSEAL_LB_config.zip

Description

LDAP Code samples used in Chapter 8,

“Implementing WebSphere Edge Components Load
Balancer” on page 277.

WeSEAL samples used in Chapter 8, “Implementing

WebSphere Edge Components Load Balancer” on

page 277.

How to use the Web material

Create a subdirectory (folder) on your workstation, and unzip the contents of the
Web material zip file into this folder.

Start and stop commands for the project test
environment

Table B-1 lists the start and stop commands for the test environment in

Chapter 4, “Project test environment” on page 93.

Table B-1 Start and stop commands

apachectl start
On z/OS systems
s webservice_name

Component Server START command STOP command

name name

Policy Server m10df53f | # pd_start start # pd_start stop

WebSEAL m10df5cf/ | # pdweb start instance_name # pdweb stop instance_name
m105fdf

HTTP m10df53f | On AIX systems On AIX systems

SERVER sc61/sc62 | # /usr/IBMHttpServer/bin/ # /usr/IBMHttpServer/bin/

apachectl stop
On z/OS systems
p webservice_name
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nodeagentname

Server
S DSACR,JOBNAME=DSSRO01B,
ENV= DSCELL.nodename.servername

Deployment Manager
S DSACR,JOBNAME=DSDMGR,ENV=
DSCELL.DSDM.DSDMGR

Component Server START command STOP command
name name
TivoliDirectory | m10df53f/ | Admin Daemon Start Admin Daemon Stop
Server m10df56f # ibmdiradm # kill <pid_of_admin_daemon>
ITDS Start ITDS Stop
# ibmdirctl -h hostname -D adminDN # ibmdirctl -h hostname -D
-w password -p portnumber start adminDN -w password -p
portnumber stop
Web Portal m10df53f | # /usr/WebSphere/AppServer/ # /usr/WebSphere/AppServer/
Manager/Tivoli bin/startServer.sh server1 bin/stopServer.sh server1
Directory
Server Web
Console
WebSphere m10df4ff/ | # dsserver start # dsserver stop
Edge Server m10df5of | # dscontrol executor start # dscontrol executor stop
WebSphere sc61/sc62 | NodeAgent NodeAgent
Application S DSACR,JOBNAME=DSAGNTB, P nodeagentname
Server ENV=DSCELL.nodename.

Server
P servername

Deployment Manager
P DSDMGR

Configuration files for modification

Table B-2 lists the modifications that were applied to some configuration files.

Table B-2 Files for modification

Product

File

ITDS

/usr/ldap/etc/ibmslapd.conf

TAM Policy Server

/opt/PolicyDirector/etc/ivmgrd.conf
/opt/PolicyDirector/etc/Idap.conf
/opt/PolicyDirector/etc/pd.conf

TAM Web Portal Manager

/opt/PolicyDirector/etc/pdwpm.conf
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Product File

TAM WebSEAL /opt/pdweb/etc/webseald-default.conf
HTTP Server httpd.conf, hitpd.envvars

WAS plug-in plugin-cfg.xml

Web site references for downloading the FixPack

484

For all the products referenced in Chapter 4, “Project test environment” on
page 93, refer to the following Web site:

http://www-950.1ibm.com/search/SupportSearchWeb/SupportSearch?pageCode=SPD

For details about FixPacks and upgrades for WebSphere Application Server for
z/0S, see the IBM WebSphere Application Server for z/OS support Web site:

http://www.ibm.com/software/webservers/appserv/zos_0s390/support/

You may also refer to the following product-specific Web sites:

>

IBM Tivoli Directory Server

http://www.ibm.com/support/search.wss?tc=SSVJJU&rs=767&rankprofile=8&dc=D40
0&dtm

Tivoli Access Manager
http://www.ibm.com/support/search.wss?tc=SSPREK&rs=638&rank=8&dc=D400&dtm
WebSphere Application Server
http://www.ibm.com/support/search.wss?tc=SSEQTP&rs=180&rank=8&dc=D400&dtm
WebSphere Edge Server
http://www.ibm.com/support/search.wss?tc=SSBQMN&rs=250&rank=8&dc=D400&dtm
z/OS products

http://www.ibm.com/software/ShopzSeries
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Glossary

Edge Server Load Balancer
HTTP Web Server

LDAP User Repository
TAM Security Manager
WAS Application Server

WebSEAL Security Proxy

© Copyright IBM Corp. 2005. All rights reserved. 485



486  Distributed Security and High Availability



Abbreviations and acronyms

ACL
AMWAS

API
ARM
AS
aznAPI

BDN
CA
CBR
Cis
CLI
CRO

DDL
DIT
DMZ
DN
DSA
DSE
DVIPA
GDPS

GID
GSKIT
GSO
GUI
HACMP

HFS
HTTP

access control lists

IBM Access Manager for
WebSphere Application
Server

application program interface
Automatic Restart Manager
Authorization Server

Authorization Application
Programming Interface

Bind Distinguished Name
Certificate Authority
content-based routing
customer information service
Call Level Interface

Continuous Reliable
Operation

Data Definition Language
directory information tree
demilitarized zone
distinguished name
directory system agent
DSA specific entry
Dynamic Virtual IP Address

Geographically Dispersed
Parallel Sysplex

Group ID

IBM Global Security Toolkit
global signon

graphical user interface

High Availability Cluster
MultiProcessing

Hierarchical File System
Hypertext Transfer Protocol
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HTTPS

IANA

IETF

IHS
IRD

ITDS
ITSO

J2EE
JAAS

JCL
JNDI

JRE
JVM
ksh
LDAP

LDIF

LNA
LPAR
LTPA

MAC
MASS

MTTR

Hypertext Transfer Protocol,
Secure

Internet Assigned Numbers
Authority

International Business
Machines Corporation

Internet Engineering Task
Force

IBM HTTP Server

Intelligent Resource Director
Information Technology

IBM Tivoli Directory Server

International Technical
Support Organization

Java 2 Enterprise Edition

Java Authentication and
Authorization

Job Control Language

Java Naming Directory
Interface

Java Runtime Environment
Java virtual machines
Korn shell

Lightweight Directory Access
Protocol

LDAP Data Interchange
Format

LDAP Native Authentication
logical partition

Lightweight Third-Party
Authentication

Media Access Control

Method for Architecting
Secure Solutions

Mean Time To Repair
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NAPT

NAT
nfa
(o]]p)
PC
PDS
PICS

POP
PS
QoS
RACF

RPSS

RRS
SAML

SD
SDA
SDK

SDSF

SLA
SPOF
SPUFI

SSL
SSO
STC
SWIPE

TAM
TAI
TCP
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Network Address Port
Translation

Network Address Translation
non forwarding address
object identifier

Program Call

Partitioned Data Set

Platform for Internet Content
Selection

protected object policy
Policy Server
Quality of Service

Resource Access Control
Facility

Remote Proxy Security
Server

Resource Recovery Services

Security Assurance Markup
Language

Sysplex Distributor

Server Directed Affinity
Client Software Development
Kit

System Display and Search
Facility

service level agreement
single points of failure

SQL processing using file
input

Secure Socket Layer
single signon
Started Task Control

Security in WebSphere
Investigation Program
Example

Tivoli Access Manager
Trust Association Interceptor
Transmission Control Protocol
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TLS
uiD
VPN
WAS

WAT
WEC

WLM
WPM
XCF
zAAP

Transport Layer Security
user ID
Virtual Private Network

WebSphere Application
Server

Web Administration Tool

WebSphere Edge
Components

Workload Manager
Web Portal Manager
cross-system coupling facility

zSeries Application Assist
Processor



Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM
Redbooks” on page 491. Note that some of the documents referenced here may
be available in softcopy only.

>

>

»

Protect and Survive Using IBM Firewall 3.1 for AlX, SG24-2577
Understanding LDAP - Design and Implementation, SG24-4986

WebSphere Application Server for zZOS V5 and J2EE 1.3 Security Handbook,
SG24-6086

Develop and Deploy a Secure Portal Solution Using WebSphere Portal V5
and Tivoli Access Manager V5.1, SG24-6325

WebSphere Application Server V6: Scalability and Performance Handbook,
SG24-6392

WebSphere InterChange Server Migration Scenarios, SG24-6475
Enterprise Business Portals with IBM Tivoli Access Manager, SG24-6556

Architecting High Availability e-business on IBM @server zSeries,
SG24-6850

Tivoli and WebSphere Sphere Application Server for on z/OS, SG24-7062
IBM Tivoli Access Manager for e-business, REDP-3677

High Availability z/OS Solutions for WebSphere Business Integration
Message Broker V5, REDP-3894
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Other publications

These publications are also relevant as further information sources:
» WebSphere Application Server for z/OS v5.1: Getting Started, GA22-7957
» z/OS Program Directory, GI10-0670

» z/OS Integrated Security Services LDAP Server Administration and Use,
SC24-5923-06

» IBM Tivoli Access Manager for e-business WebSEAL Administration Guide,
SC32-1359

» IBM Tivoli Access Manager Base Administration Guide Version 5.1,
SC32-1360

» IBM Tivoli Access Manager for e-business Web Security Installation Guide
Version 5.1, SC32-1361

» IBM Tivoli Access Manager Base Installation Guide Version 5.1, SC32-1362
» z/OS HTTP Server Planning, Installing, and Using Version 5.3, SC34-4826-04

Online resources

These Web sites and URLs are also relevant as further information sources:

» IBM Redbooks
http://WWW.redbooks.ibm.com/

» Tivoli and WebSphere Application Server on z/OS
http://www.redbooks.ibm.com/abstracts/sg247062.htm1?0pen

» z/OS WebSphere Application Server V5 and J2EE 1.3 Security Handbook
http://www.redbooks.ibm.com/redpieces/abstracts/sg246086.htm1?0pen
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http://WWW.redbooks.ibm.com/
http://www.redbooks.ibm.com/abstracts/sg247062.html?Open
http://www.redbooks.ibm.com/redpieces/abstracts/sg246086.html?Open

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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Index

Symbols

/affinity WebSEAL 430

/OS HTTP server 75

/tai WebSEAL junction 436

/TAlaffinity WebSEAL junction 433
/WebAppServer/deployedResources/Work-
er/SWIPE 408
[authentication-mechanisms] 273
[failover] stanza 273
_WebAppServer_deployedResources_Worker_SW
IPE_ACL 408

Numerics

100% utilization 82

24x7 availability 72

2EE environment 96

30 logical partitions (LPARs) 81
32 central processors 81

A
ability to avoid unplanned and planned outages 52
access a requested resource 41
access control 4, 41
access control decision events and logs 50
access control list (ACL) 15, 33, 423
policy 423
access control solution 50
for On Demand Business 14
access control to resources 2
access databases 81
access decision 42, 45, 50, 424
Access Manager
architecture 66
Authorization Server package 220
configuration program 240, 245
domain 60
Java Runtime package 220
Policy Server 72
Policy Server package 220
protected environment 32
Runtime package 220
scalable architecture 78
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schema 199
Web Portal Manager package 220
WebSEAL configuration 268
WebSEAL setup menu 268
access resources 75
access to the user registry 66
access Web content and applications 73
AccessControlException 40
accountability 5, 16, 50
achieve availability 52
ACL
database 45
entries 408
LDIF 200
policy controls 423
policy definitions 423
ACL, POP, authorization rule change 471
active machine 69
added complexity and manageability challenges 54
additional infrastructure 55
additional servants 83
additional system management for hardware, soft-
ware 54
additional Web infrastructure 63
address space isolation 75
address spaces 83
adminDN 212
ADMINDN and ADMINPW 186
administer Tivoli Access Manager secure domain
72
administer Tivoli Directory Server 104
administration 50
administration APl 16
administration daemon 120
administration port 146
administration request port 259
administrator ID 269
administrator password 192, 460
administrator, Tivoli Directory Server 116
adminPW 212
advanced server statistic reporting 290
advanced Web sites 96
advantage of using the migrateEAR tool 409
affinity 60, 85
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address mask 86
and sessions management 85
feature 57-58, 95
information 88
mechanisms 86
record 86
affinity record 86
aggregate user data 55
aggregating customer data 55
AIX utilities method 219, 263
AIX WebSEAL failover cookie library 273
allow rapid access 55
always true rules 284
amount of connections 86
analysis of assets 64
analyzed for failure points 68
anonymous access to LDAP 33
any number of rows 106
APF authorization 189
application environment 53
application failover 471
application forms 197
application infrastructure 80
application level 41
application program interface 14
application security 5
Application Server
several instances 289
application server 7, 10, 58, 95-96, 105
cluster 296
nodes 296
application workload 75
capacity 51
applications demonstrated in this book 197
apply the techniques 53
approach is systematic 53
appropriate access decisions 63
appropriate architectures 65
appropriate configuration steps 66
appropriate preference settings 81
appropriate span of control 65
archivable transactions 106
asset protection 50
associated risks 64
associated values 155, 197
assurance 50
assure availability 295
attribute/value pairs 203
audit file 462
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authenticate incoming users 73
authenticate multiple times 61
authenticate users 96
authenticated client 425
authenticated end-user 58, 88
authenticated session 85
authenticated session recovery 97
authenticated use 85
authenticated user 43
to LDAP 37
authenticated users 38, 466
authenticating users only 32
authentication 15
authentication and authorization 45, 47, 216
purposes 60
solution 216
authentication and z/OS LDAP native authentication
44
authentication capabilities 63
authentication flow for the TAl 36
authentication flow when using LTPA cookies 37
authentication in the DMZ 45, 48
authentication mechanism 32, 429
authentication, authorization, and access control
95
authorization 15, 50
authorization APl 15
authorization check 425
authorization database 80
authorization decision 40, 42-43, 72, 425
authorization evaluator 79
authorization management 46, 48
authorization model 40
authorization operations 72
authorization policy management and enforcement
mechanisms 62
authorization process 425
authorization request port 259
authorization requests 80
authorization rule 423
authorization rule policy 424
authorization server 17, 43, 78-79, 216, 474
host name 251
replica 80
authorization service 72, 79, 216, 424—-425
components 78
authorization services 40, 63
authorize end user access 58
Automatic Restart Manager (ARM) 75



automatically generated file 82
automatically quiesced 83
automatically replicate 79
automatically route work 83
auxiliary HTTP transport name 77
availability 9, 50-51

applications 75

component software 52

each component 52

hardware 52

operating system 52

Web application 72, 99
available replicated servers 87
avoid unplanned incidents 52
aznAPl 15,40

back-end business applications and databases 96

back-end datastore 73

back-end junctioned Web or application servers 73

back-end junctioned Web servers 242
back-end server 87-88, 217
through WebSEAL server 88
UuiD 87

back-end Web application server resources 217

back-end Web server 66, 80

back-end WebSphere Application Server 75

backing-store 104

backup IP stacks 210

backup machine 68-69, 86

backup read-only server 81

balance workload 208

balancing functions 87

base 460

base application server node 27

base configuration 83

base POP policies 425

basic 397

Basic Authentication 34, 397
header 34-35, 38

basic type authentication 397-398

basicauth-dummy-passwd property 35

batch requests 55

Bind Distinguished Name (BDN) 33

Boolean conditions 424

bounding firewalls 64

broad coverage 50

building-block approach 74

built-in and plug-in architectures 18
business and security requirements 50
business critical data 471

business environment 49

business gains 9

business goals 83

business impact analysis 8

business model 50

business requirements 7, 61-62
business’s ability to protect itself 62

C
caching 56

process 80
caching proxy 66, 278
call level interface 185
callto an EJB 396
capability to adapt 78
capacities of each component 53
capacity requirements 51
capture all authentication 50
categorize the workload 53
CBR (Content Based Routing) 22
cdsso_key_gen utility 273
cell 28
central administration 30
central hardware console 81
central location for storage 183
central point of authority 50

central point of the secure domain architecture 58

central user registry 48

centralized and distributed management 50

centralized logging 42
centralized management 16
of security policy 41
centralized policy management 32
centralized security 6
certificate configuration parameters 181
certificate information 80
certificate label 259, 269
Certification Authority (CA) 414
cfg_file 474

change ACL, POP, authorization rule 471

change table 457

change the object space 471
change users’ password 470
changes to the schema entry 203
checks permissions 72

Index
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Cisco CSS Controller component 280
classification, control 49
client authenticates 39
client authentication 123
client certificate 397
client identity 4
client processes 134
client session 87
Client Software Development Kit (SDK) 105
client traffic 69-70
ClientCert type authentication 397
clientgateway 282
ClonelD attribute 90
closed systems 2
cluster 84
cluster address 283
cluster address basis 70
cluster configuration 84-85
cluster host name 283
cluster interface_name 287
cluster IP address 283
cluster member 84-85
failure 293, 468
list 294
cluster of machines 54
cluster_address 287
cluster_name 287
clustered application servers 296
clustered environment 293
clustered WebSEAL servers 72, 88
clustering solution 471
clustering technology for the mainframes 75
coding or deployment changes 41
cold standbys 68
collection of tables 106
com.ibm.websphere.security.webseal.loginld vari-
able 36
combining segmentation with replication 55
command line interface (CLI) 282
command-line utility 216
common audit trail of accesses 62
Common Criteria 49
definition of risk management 49
Common Directory 258
Common Logging 258
common security control pointfor Web infrastructure
62
common security infrastructure 62
common security model 41
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common security service 50

common subnet addresses 86
common user identities 41

commonly leveraged solution 62
communication network 3
communication sessions 69
communications server (TCP/IP) 290
complete environment 106

component function 94

component level 52

component of continuous availability 52
component redundancy 471
components for Tivoli Access Manager 216
comprehensive and flexible logging coverage 50
comprehensive policy 14

compromise operation 65

computing components 65

computing environment 95, 216
concepts of security 1

confidentiality 5

configuration 52

configuration file 106

configuration of WebSEAL 261
configuration parameters for LDAP failover 242
configuration procedure 271
configuration program 264
configuration tool 104

configuration utility 185

configure LDAP on z/OS 184
configure replication 184

configuring the z/OS LDAP server 184
configuring WebSEAL servers 264
conflict resolution 156

Connect 284

connection data 86

connection profiles 184

connection requests 209

connection setup 195

connection tables 86

connection to the port 86

consistent across applications 62
consistent and predictable response time 55
consistent authorization policy 32
consistent content 68

consistent policy 50

consistent standard 106

Consultant for Cisco CSS Switches 22
consumers 155

container-based security 30



content and applications 61, 63

content and the application 71

content-based routing (CBR) 21-22, 278
component 280

context information 43

continuous availability 1,7,51-52, 75
specifications 7

continuous basis 51

continuous operation 7, 52, 78

continuous operation and high availability 8

Continuous Reliable Operation (CRO) 74

continuously available system 1, 51

control access to secure data 44

control traffic at multiple levels 64

controlled zone 5

controllers 83

controlling protocol type traveling in network 5

coordination of work 56

corporate intranet 65

corporate-wide policies 50

correction and recovery 52

correction mechanisms 52

corresponding authenticated session in WebSEAL

88

corresponding PDPrincipal object 40

countermeasures 49

CPU-wise 85

create new group 470

create new junction 471

create new user 470

creating and securing J2EE roles 409

creating users and groups 409

credential information 79

credential mapped 43

critical business functions 65

critical content and application functions 63

critical systems 78

critical systems infrastructure 65

cross port affinity 86

cross-platform centralized authentication 46, 48

cross-platform centralized authentication manage-

ment 45

cross-platform centralized users access 46, 48

cross-system coupling facility (XCF) 23

custom attributes 396, 447

customer information service (CIS) 55

customer operated transaction services 9

customer operations 75

customer satisfaction 61

customer self-service 53

customer service 1

customized configuration files 186
customized LDAP configuration files 185

D

daemon IP name 77

daemon process 77

daemon server 27

data can be stored 155, 197

Data Definition Language statements 190
data entry form 87

data integrity 5

data packets 209

data sharing technique 54

data tree 200

database configuration 106, 116
database inquiries 87

database instance 106

database manager 106

database name 456

database persistent sessions 92
database replica 73

database TDBM 212
DATAGRAMFWD 210

DB2 administrator 189

DB2 call level interface 189

DB2 data sharing 73

DB2 location name 191

DB2 SDSNLOAD 189

DB2 system administrator 187
DB2 tables 185

DB2 Universal Database parameters 181
DB2 z/OS parameters 212
DB2SPUFI SQL commands 190
DDL (Data Definition Language) 190
declarative security 43, 397
dedicated Load Balancer 81
default directories 225

default gateway 282

default gateway of the network 282
default LDAP SSL port 246

default Policy Server default SSL port 247
default preference setting 81
default WebSEAL behavior 271
default.cfg file 282

defend against attacks 49

defend against fraud 49
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