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Preface

This IBM Redbook positions the new features and enhancements of IBM
WebSphere® Portal for Multiplatforms Version 5.1 and serves as a follow-up to
the IBM Redbook, IBM WebSphere Portal for Multiplatforms V5 Handbook,
SG24-6098.

This IBM WebSphere Portal for Multiplatforms V5.1 Handbook will help you to
understand how to install, tailor, and configure WebSphere Portal V5.1 within the
Microsoft® Windows® Server 2003, SUSE LINUX Enterprise Server 9 (SLES9),
IBM AIX® 5L™, and Linux® on zSeries®/SUSE LINUX Enterprise Server 8
(SLESS8) environments. We provide instructions to set up a clustered
environment and also provide a demonstration of migrating from WebSphere
Portal Version 5.0 to Version 5.1.

Although this book includes the steps for configuring WebSphere Portal V5.1 on
the latest operating systems, we recommend that you refer to the IBM Redbook
IBM WebSphere Portal for Multiplatforms V5 Handbook, SG24-6098, when you
seek administrative and customization examples.

Other examples provided in this book include the implementation of IBM Lotus®
Domino® Enterprise Server, Lotus Team Workplace™, Lotus Collaborative
Components, and IBM Tivoli® Directory Server.

The team that wrote this Redbook

This redbook was produced by a team of specialists from around the world
working at the International Technical Support Organization, Raleigh Center.

Rufus Credie is a Senior I/T Specialist and certified Professional Server
Specialist at the International Technical Support Organization, Raleigh Center.
He conducts residencies and develops Redbooks™ about network operating
systems, ERP solutions, voice IBM @server® technology, high availability and
clustering solutions, Web application servers, pervasive computing, and IBM and
OEM e-business applications, all running IBM @server xSeries® systems.
Rufus’s various positions during his IBM career have included assignments in
administration and asset management, systems engineering, sales and
marketing, and IT services. He holds a B.S. degree in business management
from Saint Augustine’s College. Rufus has been employed at IBM for 25 years.
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WebSphere Portal V5.1: New
features and enhancements

This chapter highlights the new features and enhancements of IBM WebSphere
Portal for Multiplatforms Version 5.1. Some of the new features and
enhancements that we cover in this chapter include virtual portals, business
process integration, installation, and administration.
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1.1 Introduction

Before immersing yourself into any new product version, it is important to have a
good understanding of its new capabilities and features. In this chapter, we
discuss some of the major highlights and enhancements that come with
WebSphere Portal V5.1. This chapter will give you an overview understanding of
the new features and enhancements, which will help you plan your environment
with WebSphere Portal V5.1. Some of the new features and enhancements that
we cover in this chapter include:

» Installation and configuration enhancements

» Virtual portals

» Business process integration

» Search enhancements

» Document Manager

» Security enhancements

» Administration, operations, and deployment enhancements
» Personalization

» IBM Workplace Web Content Management

» Programming model enhancements

1.2 Installation and configuration enhancements

WebSphere Portal V5.0 had major enhancements with regards to installation.
Installation was much simpler and more reliable by installing a working
WebSphere Portal infrastructure based on an IBM Cloudscape™ configuration.
Users had the option to configure their choice of database and LDAP when they
were ready. This helped smooth the way for additional enhancements with the
current version.

The WebSphere Portal V5.1 installation has continued in this path with further
enhancements. The initial installation now uses the archive-based install.
Basically, the archive install copies a working image to the location of your choice
and then does the necessary customizations, such as host name and
administrative passwords. For problem determination, informative messages will
be logged during the installation and configuration processing.

A configuration wizard is now available with WebSphere Portal V5.1to help
configure LDAP and databases instead of having to edit the ANT scripts directly.
After installing WebSphere Portal, there are usually several configuration steps
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that need to be run, depending on your environment. In the past, this required
you to edit the WebSphere Portal properties file for which it proved difficult to
determine exactly what should be edited for a particular task. In addition, you
then had to run a sequence of ANT tasks to configure your system. The
sequence of these tasks and the syntax to execute them was not always readily
apparent. Now with WebSphere Portal V5.1, there is an alternative to running
these tasks through the command line. The new WebSphere Portal installation
configuration wizard gives you a GUI front end to the most commonly run tasks.
The configuration wizard will install automatically during the WebSphere Portal
installation and has been built using Install Shield Multiplatform (ISMP), which
gives the new GUI an install-like look and feel. This allows the wizard to look like
a WebSphere Portal component. The wizard uses existing mechanisms for the
configuration. Just as in running scripts, the wizard will update a properties file
and execute the WPSconfig script.

Some of the benefits of the configuration wizard include:

» Ability to set up a production environment without manually editing property
files.

» Users should not have to edit any property files or execute scripts to do the
most common tasks they are likely to need to create a production WebSphere
Portal environment.

» Additional validation of property values is possible prior to execution of the
configuration task or tasks.

» Some of the most important tasks will be presented to the user without them
having to look for the script files.

» Any errors that occur can be presented directly to the user without them
having to look in the logs.

One of the issues we had in WebSphere Portal V5.0 was the time it took to
transfer data from the base install Cloudscape database to the selected
database and LDAP. This issue has been solved with the current release.
Another important enhancement is the database transfer performance by
creating a direct connection between the Cloudscape database and the selected
database, which removes the intermediate copy to disk.

Previous versions of WebSphere Portal did not have WebSphere Application
Server deployment manager, which required a complex manual cluster setup
procedure. Support has been added to the installer to simplify the installation and
configuration in a federated node. Now, it will be possible to perform
post-configuration on WebSphere Portal on either non-federated or federated
node.

Chapter 1. WebSphere Portal V5.1: New features and enhancements 3



To summarize the enhancements to the WebSphere Portal V5.1 installation and
configuration tasks:

» Archive install:
— Dramatically improve install time.

— Fewer install steps lead to improved install reliability. All you will need is to
answer a couple of questions, providing information such as the
WebSphere Portal administrator ID and password.

» Install into cell (install support for Network Deployment):
— No need to remove node prior to installing WebSphere Portal.
— Easier to create WebSphere Portal clusters.

» Post-install configuration wizard: Security and database tasks that are most
often used.

» Improved DB transfer performance and usability: Two-step process
eliminated, so no more export, change properties, or import steps.

» Platform support: Microsoft Windows, IBM AlX, Sun Solaris, Linux, HP-UX.

1.3 Virtual portals

In WebSphere Portal V5.0 and earlier, each unique portal required its own
WebSphere Portal installation: a WebSphere Application Server install, a
WebSphere Portal install, a set of installed portlets, and so on. As users build a
WebSphere Portal implementation, they can see how it can be leveraged in other
areas of their business. In some cases, it just means adding more user
communities to their WebSphere Portal rollout. But there are cases where users
want and need distinct portals. For example, one of our users is an insurance
company that has deployed WebSphere Portal for their employees. It has been
so successful that they have been asked to roll out a similar solution for the
insurance agents. While there are some similar capabilities that they want to offer
the agents, there are differences in terms of the anonymous pages and the
overall site navigation and style. So, this really is a second portal. However, they
do not want to have to maintain a second portal infrastructure. How will the user
solve this problem? Virtual portals are the solution to this problem.

With WebSphere Portal V5.1, we introduce virtual portals. Virtual portals are
entities that act like distinct WebSphere Portal instances, but run on a shared
infrastructure. By distinct, we mean that they have their own URI, places, pages,
and set of users. They can have their own set of anonymous pages, their own
login pages, and sign up pages. Therefore, from the user perspective, they
cannot tell that these virtual portals are running on the same infrastructure.
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Figure 1-1 shows the various virtual portals using the same WebSphere Portal
infrastructure. Notice the different URIs representing various virtual portals.

. .

...Iwps/portal/Green ....wps/portal/Blue . /wps/portal/Yellow

WebSphere Portal

Virtual Virtual Virtual
Portal 1 Portal 2 Portal 3

: Root page Root page . Root page

Portlet Container

Portal Config DB

-

Figure 1-1 An example of virtual portals

The virtual portal administrators can more or less manage their virtual portal
independently. There are some things that are shared between the virtual
portals. For example, portlet applications need to be installed once, and then all
virtual portals can use them. The portlet data can be specific to each virtual
portal. Themes and skins are common to all virtual portals, but each virtual portal
can be assigned its own unique set of themes and skins.

With virtual portals, you can use a single installation of WebSphere Portal to
deploy multiple portals with different URLs, anonymous pages, user groups, and
themes and skins. Virtual portals enable you to quickly deploy additional portals
on an existing infrastructure.
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The advantages of using virtual portals are that they can be created on the same
hardware system, without repeating the software installation procedure, by
partitioning an existing WebSphere Portal installation into logical portals, thereby
enabling simplified administration of multiple portals.

To summarize, the highlights of virtual portals include:

» Virtual portals are virtual entities, each representing the logical behavior of a
distinct WebSphere Portal, but running on a shared infrastructure.

» Characteristics of a virtual portal include:
— Each has a unique URI.
— Each has its own unique set of places, pages, and users.

— Each has its own set of anonymous pages, login and sign up pages, and
themes and skins.

— Each has its own user community.
» Virtual portal administrators:
— Manage each virtual portal individually.
— Have some shared resources (such as portlet applications).

1.4 Business process integration

WebSphere Portal provides the user interface to achieve integration with
business processes. Some of the business benefits include increased application
usage, reduced IT support, and wide use of collaboration tools.

Business processes are a set of activities carried out in an order. So, for
example, when ordering a product, the steps would be:

1. Check product availability.

2. Take payment.

3. Confirm delivery date.

Services are choreographed to provide the technical implementation of a
business process, that is, each step or activity in a business process is

implemented by a service. This service choreography is described by the
Business Process Execution Language (BPEL).

In Figure 1-2 on page 7, you notice an employee trying to book a flight ticket and
the processes involved.
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Figure 1-2 Employee booking a flight ticket and the processes involved before booking the flight ticket

More and more customers are adopting a service-oriented architecture (SOA)
approach to their IT infrastructure. What this means is that they expose their
infrastructure as a set of standards-based Web services connected together by
an enterprise service bus that enables applications to connect to these services
as needed. As that implementation matures, they are able to combine these
services into business processes to meet their business needs. IBM is one of
many companies behind the Business Process Execution Language (BPEL)
standard, which is a standardized way to define and execute business processes
composed of Web services. The IBM BPEL implementation is known as IBM
WebSphere Process Choreographer. WebSphere Process Choreographer ships
as part of IBM WebSphere Portal and IBM WebSphere Business Integrator.

With WebSphere Portal V5.1, we introduce an important integration with
WebSphere Process Choreographer and the Business Process Execution
Language. First, there is the My Tasks portlet. The My Tasks portlet enables
users to claim and process WebSphere Process Choreographer tasks assigned
to them. As each task is selected for processing, WebSphere Portal launches the
corresponding page application instance. By page application instance, we mean
a portal page that has been defined to contain the set of portlets necessary for
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the user to complete a specific task. This page passes the context necessary for
the portlets that are deployed on the page and presents the appropriate
information to the user. For example, the task can be an approval of a travel
request. The task context might include the ID of the traveler and the destination.
The portlets on the page could then display the traveler’s past trips, manager
information, lowest cost airfares to the selected destination, and other
information necessary to approve or reject the travel request. Because the user
might have to work on multiple tasks at once, suspending work while waiting for
more information, for example, the WebSphere Portal My Task portlet
instantiates an instance of the appropriate page for each task being processed.
The page instances remain until the user completes the task or logs off (when
the user logs on later, and clicks the items in the My Tasks portlet, the pages can
be instantiated again).

This is a significant enhancement to WebSphere Portal. Not only does it provide
a way to provide a consistent user interface in front of an enterprise’s diverse
applications, the WebSphere Portal navigation paradigm has been extended
from role-based navigation selection to enable navigation to change based on
the current task. This is important, because companies have many, many
processes and some are rarely used by any one employee. With just a
role-based paradigm, the user would be exposed to all of these pages all the
time. With task-oriented navigation, these extra pages are only visible when
needed. This helps make the user more productive and improves the flows
throughout your site.

To summarize some of the highlights of business portals:

» WebSphere Portal becomes the user interface for user-facing activities in
business processes.

» WebSphere Portal displays alerts for users when tasks are pending. When a
user clicks the alert, the portal displays the user's task list, which lets the user
launch task pages.

» Alternatively, the portal can send e-mail task notifications with URLs, which
will launch the corresponding task page automatically.

» Advantage: A consistent user interface in front of an enterprise’s diverse
applications.

1.5 Search enhancements

When we talk about WebSphere Portal search feature enhancements, some of
the enhancements include:

» Enhanced administration and search features with a new set of portlets
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» Enhanced security

» Support for additional document formats (Adobe PDF, Microsoft Word,
Microsoft PowerPoint, and so on)

» Employs the Stellent Outside In filtering technology

» Categorization

» Static and user-definable rules-based taxonomy

» Automatic categorization of indexed documents

» Summarization

» Enhanced crawler (multisite crawling, start/stop, progress information, filters)

» Improved languages support (additional stemmers for languages other than
English)

» Enhanced search support (phrases, wildcards, fielded search)
» Organized search collections

There are three major enhancements in the search capabilities for WebSphere
Portal V5.1: enhanced crawling and searching, the addition of a search center,
and the ability to remotely invoke the Portal Search Engine.

It is easier to crawl and search the portal itself. A search bar, as shown in

Figure 1-3 on page 10, has been provided within the default themes so that the
search bar can appear on every page of the portal. When indexing the portal, you
select a specific user ID to crawl the portal and the index is developed using that
level of security. When a user subsequently searches the portal, the results are
filtered based on the searching user's authorities and the results shown in the
context of the portal page on which they reside. You can define which portlets on
which pages you want to make searchable. You do this by granting the required
access permissions to a crawler user. Only the main panels of portlets are
available for indexing and search.

This enhances security, because:

» Users see only the tabs for search collections for which they have access.

» A search by a user on a WebSphere Portal search collection returns only
documents to which the user has access permission.

» A search by a user on a portal site returns only portal resources to which the
user has access permission.
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Figure 1-3 Search bar provided with default themes with WebSphere Portal V5.1

The second major search enhancement is the introduction of the Search Center,
as shown in Figure 1-4 on page 11. The Search Center enables an administrator
to define a set of search targets within a single portlet. Using this portlet, the user
can go to one central place and search multiple repositories. In addition, users
can search multiple repositories at one time. The Search Center does not have to
be deployed on a portal page to be available for users. When users click the
Search option, they are taken to the Search Center.
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Figure 1-4 The new Search Center with WebSphere Portal V5.1

The content sources are organized by tabs. These sources can be, for example:
» Search collections that you administer using the Portal Search Engine
» Portal document management libraries

These can be internal or external Web sites, or IBM Lotus Extended Search, if
available, as specified by an administrator.

Finally, the Portal Search Engine is now enabled to be remotely invoked. This
means that the indexing and search can be run on a separate server. This takes
load off of the portal server, and it allows a cluster of portal servers to share a
single search index for more consistent search results and less overhead.

Comparing the various WebSphere Portal Search portlets that are available:
» WebSphere Portal V5.0 Search portlets
In WebSphere Portal V5.0, we had the following Search portlets:

— Manage Search Collections portlet was the only Search portlet available.
The Manage Search Collections portlet features have been enhanced with
WebSphere Portal V5.1, and it has two sub-portlets.

— Search and Browse used to be called Document Search in Portal V5.
However, the portlet is basically the same.
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» WebSphere Portal V5.1 Search portlets
WebSphere Portal V5.1 has the following Search portlets:

Search Administration Portlet Taxonomy Manager

The WebSphere Portal Taxonomy Manager portlet helps you manage the
search taxonomy.

Search Administration Portlet Manage Search Collections

Helps perform administrative tasks, which are required as preparatory
steps for the search feature, such as indexing.

Search Administration Portlet Pending Search Collection Items
Search Administration Portlet Search and Browse

This is similar to the user portlet Search and Browse, but provides
additional administrative functions for editing and deleting search items.

Search Administration Portlet Seed List
The Seed List portlet provides the crawler with an entry point to the portal.
Search Center Portlet for Search by Users

The Search Center provides a central starting point to all searchable
content sources made available to the portal. Users can use the
WebSphere Portal Search Center portlet to search documents and
content. The available search collections are organized by tabs.

The Search Center is installed as part of the default portal installation, but
it is not deployed and placed on a portal page.

Search and Browse Portlet for Search by Users

Users can use the Search and Browse portlet for more advanced
searches. For example, they can refine their search by restricting it to
specific document types or by searching in the document fields.

To summarize, the new search features in WebSphere Portal V5.1 include:

» Portal site search:

Enables crawling and indexing portal pages.

Crawler can fetch all pages with searchable portlets and index those
pages.

You can define which portlets on which pages you want to make
searchable. You do this by granting the required access permissions to a
crawler user.

Only the main panels of portlets are available for indexing and search.
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» Enhanced security:
— Users see only the tabs for search collections for which they have access.

— A search by a user on a portal search collection returns only documents to
which the user has access permission.

— A search by a user on a portal site returns only portal resources to which
the user has access permission.

» Search Center: Sample themes that are shipped with the product provide
ability to have a search box on every portal page.

» Remote search service: The Portal Search Engine service can reside on a
different machine.

» Portal cluster search is possible by implementing Portal Search Engine as a
remote service either through Web services or EJB Interface.

» Portal search results can be displayed to the user within the context of the
portlet as personalized for that user.

» Portal search results can be displayed to the user within the context of the
portlet as personalized for that user.

1.6 WebSphere Portal Document Manager

WebSphere Portal Document Manager has been enhanced in WebSphere Portal
V5.1.

A tree control has been added to the left side, providing a Microsoft Windows
Explorer look, as shown in Figure 1-5 on page 14. The users and administrators
have the ability to configure the tree control on or off, so if you want a more
classic Document Manager look, where there were tables and folders and
documents, you can turn the tree off and obtain them.
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Figure 1-5 New user interface for WebSphere Portal Document Manager in WebSphere Portal V5.1

The round-trip editing process has been streamlined. By round-trip editing, we
mean launching a client-side editor, as shown in Figure 1-6 (such as Microsoft
Excel) and editing a file locally and then storing the result back into WebSphere
Portal Document Manager. With WebSphere Portal V5.1, this requires fewer
clicks and is more seamless.
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Figure 1-6 Round-trip editing in Portal Document Manager
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In WebSphere Portal V5.1, Document Manager includes the following features:

»

Document Manager uses extensions defined by JSR 170. JSR 170 will be the
basis for the new content repository. JSR 170 is an API that provides standard
access to data in different content management repositories. A short-term
benefit is that it aligns all of the IBM repositories so that applications with
various databases can leverage one search. JSR 170 is an emerging
standard for content stores.

Presence awareness can be built into the Document Manager portlet.

The cross-project search will expand the current search capability available in
WebSphere Portal 5.0.x, supporting the search of individual Document
Manager projects to enable searches across multiple Document Manager
projects from the Document Manager portlet interface.

Improved workflow: Uses WebSphere Process Choreographer as the
underlying workflow engine.

Improved folder structure presentation/control: Administrators will be able to
restrict the ability of end users to create document folders.

Multifile import: Administrators will have the ability to import large numbers of
documents either from a file system, or from a Web site. Imports can be
scheduled.

Document change notifications: Users will be able to push out e-mail or Lotus
Instant Messaging and Web Conferencing (formerly called Sametime)
notifications when a document is changed.

Uses productivity components:

— Portal users can view, edit, and share basic documents, spreadsheets,
and presentations through a portal interface.

— Editing components have been added to the portal framework so that they
can be used by other portlets.

— Advanced browser features can deliver a richer portal experience without
any client-side installation or browser plug-ins.

To summarize some of the new features included with Portal Document Manager
for WebSphere Portal V5.1:

»

Document management within WebSphere Portal:

— Navigate the customer-defined folder hierarchy.

— View, add, delete, and modify documents and folders.
Control access on folders and documents.

Document versioning.

Approve changes through a workflow.
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»

»

Search folders and documents.
Subscribe to folders and documents.

1.7 Security enhancements

WebSphere Portal security is based on IBM WebSphere Application Server
security. When we talk about WebSphere Portal security, three important
concepts are involved:

>

>

>

Authentication: Who are you?

Single sign-on (SSO): | will accept you as a person because | have your
credential information.

Authorization: What you are allowed to see and do?

WebSphere Portal security basics include:

»

>

WebSphere Portal leverages WebSphere Application Server authentication
and thus requires WebSphere Application Server security to be activated in
production setups.

WebSphere Portal does its own access control on portal resources for its
instance-level authorization.

WebSphere Portal is a Java 2, Enterprise Edition (J2EE) application
leveraging WebSphere Application Server SSO.

WebSphere Portal features a Credential Vault for back-end SSO.

New features in WebSphere Portal V5.1 include:

»

WebSphere Portal supports Java 2 Security:

— Protection of system resources and APls through policy-based,
fine-grained access control mechanism.

— Policy files define the privileges of the code to be executed.

— Java Access Controller prevents unauthorized access through security
exceptions.

— Global setting in WebSphere Application Server.
Multiple realm features:
— Realms represent a set of users and groups.

— Realms can aggregate partitions of user repositories, as well as multiple
user repositories as an entity.

— Configuration in the WebSphere Memeber Manager XML files.
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»

»

>

— Required for the virtual portal feature to have different user/group
populations per virtual portal.

Login page with portlet:

— Replaces window (JSP) solution (still possible to use legacy window).
— Login page and portlet specific per virtual portal.

Login functions while in a portlet:

— Possible to generate URLs to the protected area of the portal within a
portlet from the unprotected area.

— When a user clicks a URL:

i. Interception with Login form.

ii. After successful login, redirect to URL.
Login URL:

— URL for login without being prompted by form to authenticate still exists
but has changed:

e Old URL:

http://<server>:<port>/wps/portal/!ut/p/.cmd/LoginUserAuth?userid=<us
erid>&password=<password>

e New URL:

http://<server>:<port>/wps/portal/cxml/04_Sj9CPMtCP1I800I KydQvyHFUBA
CnPpvE?userid=<userid>&password=<password>

Security effects of virtual portal: Security scoped to virtual portal resources
and user populations.

Credential Vault in JSR168 container.
Usability enhancements to the Access Control portlets.
WebSphere Member Manager enhancements: Realms for virtual portal.

To summarize, some of the new features with WebSphere Portal V5.1 security
include:

»

»

»

>

Improved User and Group Permissions portlet
Ability for specific login customization

Login portlet

Java 2 Security
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For more information, see the IBM WebSphere Portal security solutions white
paper, Integrating WebSphere Portal software with your security infrastructure,
G325-2090-01, available at:

ftp://ftp.software.ibm.com/software/websphere/pdf/WS_Portal_Security_G325-2
090-01.pdf

1.8 Administration, operations, and deployment
enhancements

There are number of enhancements of the administration, operations, and
deployment of WebSphere Portal V5.1. Some of the major enhancements
include:

»

Portal navigation

Users can now use the Back button of the browser to navigate back through
the recent history of the views of the portal pages.

Reverse caching of portal pages

You can deliver information-centric portal pages (for example, News Pages)
from page caches.

Move pages

You can move pages and their child pages to any destination within the portal
that you need. This is similar to the cut and paste functionality.

Enhanced access control management

— User and Group Permissions portlet now displays all role assignments for
the selected user and all child resources of a selected parent resource in
one view.

— Support for custom action sets and custom resource types.
Import XML portlet

The purpose of this portlet is to enable the user to point to an XMLAccess file
and have it executed. This is very similar to the command-line way of
executing xmlaccess. When executing the XMLAccess file here orin a
command line, the exact same results occur.

Export option

The option enables you to move a particular portal resource into XML format,
which can be imported later. This is beneficial if you are developing your
portal application remotely across number of centers. You can export an XML
resource and easily import the resource.
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» Administrative performance enhancements
— Search users/groups.
— Search portlet/pages.
» Administrative portlets enhancements
— JSR 168 portlet management including portlet wiring for JSR 168 portlets.

— Web Services for Remote Portlets (WSRP) consuming and producing
support.

— Taxonomy Manager and Search Administration.

— XMLAccess import and export through a portlet Ul.

— Ability to move pages and page hierarchies.

— Caching: Ability to set portlet and page caching properties.

» Another operations enhancement is scripting support for key administration
functions.

The Portal Scripting Interface enables you to create scripts that portal
administrators can use to perform administrative tasks from a command line. The
Portal Scripting Interface enables portal solution development teams to write
scripts that are later executed by operation teams for solution deployment. These
scripts have the same functionality as the portal administration user interface.
This enables you to implement automated configuration management for various
kinds of configuration changes. Scripts provide repeatability and avoid user
errors that are likely in manual administration procedures.

The scripting syntax is based on JACL, which is the scripting language
supported by the wsadmin tool of WebSphere Application Server. The portal
scripting component is an extension to the wsadmin tool of the WebSphere
Application Server. Example 1-1 shows an example of using the scripting syntax.

Example 1-1 Create new content tree with pages

$Content select the root

$Content select [$Content create label Test]
$Content select [$Content create label Triall
§Content create page abcAtTest

§Content create page zzzAtTest

$Content select the parent

$Content select [$Content create label Office]
$Content create page vvvInOffice

$Content create page mmmInOffice

With WebSphere Portal V5.0, WebSphere Portal did a good job supporting the
movement of full WebSphere Portal configurations from staging to production;
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however, it did not provide automated support for the staging of incremental and
differential releases of WebSphere Portal. That is, after moving to a running
portal on a staging and production environment, you need to be able to make
and test changes on the staging server. When these changes were modifications
or additive, everything was fine, but when it included deletions, the deletions had
to be done manually on the production server. With WebSphere Portal V5.1, we
have the release manager to aid in this process.

WebSphere Portal V5.1 provides support for WebSphere Application Server
Network Deployment Manager. Specifically, we now enable WebSphere Portal to
be installed into an existing WebSphere Application Server V5 cell and allow
configuration changes to WebSphere Portal without first taking the node out of
the cell.

To summarize some of the administration and operation enhancements with
WebSphere Portal V5.1:
» Staging to production:

— Currently, WebSphere Portal does not provide automated support for
staging of differential releases of portals.

— Developed the release manager to automate and simplify the process.
» Scripting interface for administration:

— Support for delegated administration using scriptable interfaces for
integration tasks (for example, during release construction or operation).

— Basically, enable portal administration through a command-line interface.
» Log message explanations and user actions:

— Integrated with the Information Center.

— Continuously enhanced and provided on the Web.

1.9 Personalization

With Personalization, Web sites customize content automatically for each user
based on their profile information. With WebSphere Portal V5.1, the
Personalization interface consists of three portlets:

» Personalization Navigator: The main navigation interface.

» Personalization Editor: The portlet where users edit element content or
information.

» Personalized List: Enables users to display personalized content without
having to build a custom JSP portlet.
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Figure 1-7 Out-of-the-box Personalization portlets

Some of the features of Personalization and the tasks that you can perform using
these Personalization portlets include:

>

>

Match users to the best content for their interests and needs.

Business experts create the rules for classifying users and selecting content.
Campaign manager applies special rules during specific time periods.

Send personalized, targeted e-mail to a set of users.

Targeted by a selection rule.

Personalized by a JSP e-mail body with embedded rules.

Send e-mail once or on a recurring basis.

1.10 Web Content Management

IBM Workplace Web Content Management has changed from an applet-based
user interface to a portlet-based user interface and makes use of WebSphere

Me

mber Manager for storing its users and groups. These two items help Web

Content Management integrate much better with WebSphere Portal. In addition,

We

b Content Management will be able to reference Document Manager

documents within Web Content Management presentation templates and
Personalization rules will be able to be used to display Web Content

Ma

nagement content within Web Content Management templates.
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To highlight some of the Web Content Management features:

» Lightweight versioning

» Portlet Secure Sockets Layer (SSL) support

» Group 2 languages (except Bidi), enablement and translation

There are many enhancements to the user interface, including:

» Ordering and filtering of content. This can be useful when finding content in a
large repository.

» Rich text editor enhancements.

» Multi-object actions, for example, deleting, moving, and versioning multiple
objects.

» Enhanced access control, using new view privileges to hide sections of the
ul.

» People awareness.
» Managed reuse of WebSphere Portal documents.

» Workflow enhancements, for example, use Portal or LDAP groups, or both, for
Web Content Management workflow.

» Enterprise user management and directory support.
» Advanced Personalization and conditional presentation of external content.

» Ability to use the site search capabilities to search for Web Content
Management content.

1.11 Programming model enhancements

With WebSphere Portal V5.1, there are enhancements to the general
programming model to make it easier to create portlets and customize the portal.
The biggest change in this area is in providing consistent support for the
navigation state within portal. The navigation state concerns where in the portal
you are versus the application state. By formally defining the navigation state and
how deal to with it in your portlets, WebSphere Portal can provide consistent
Back button behavior.

Programming model enhancements include:

» Portlet services for standard portlets: Allow standard and legacy portlets to
use standards-based portlet services.

» Struts portal framework support for JSR168 API.
» Public APIs: More public APIs.
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CreateURL:
— Page, Portlet, NavState
— Login, SelfCare, Enroliment portlets

Portal tools are fully integrated to support portal and portlet development. No
Portal Toolkit exists on IBM Rational® Application Developer Version 6.0.
There are new tools for WebSphere Portal support called Portal Tools in
Rational Application Developer V6.0. New features include:

— Portal site development

— Portal Designer: New tool for customizing portal pages (layout, navigation
links)

— Visual themes and skins development
JSR 168 Extensions:

— Functionality provided in addition to the standard in WebSphere Portal
V5.0.2.1:

¢ Parallel portlet rendering.

* Markup property provided in order to handle markups that are not
distinguishable through the MIME type, such as cHTML.

¢ Enhanced administrative capabilities, for example, you can clone
portlet applications.

— Functionality provided in addition to the standard in WebSphere Portal 5.1:
Portlet services concept (based on JNDI lookup):
e Credential Vault service.
e Content access service.
* URL generation service.

Create action or render links to other portlets on the same or on
different pages, and create links to portal resources, such as icons.

— Inter-portlet communication for JSR 168 portlets:
¢ Portlets can send events to other portlets on the same page.
¢ Based on the property broker infrastructure.

— Support of Struts V1.1: Struts portlet framework that integrates JSR 168
portlets into the Struts framework.

— Advanced caching support:
¢ Support for remote caching in edge servers.

¢ Portlets can set the cache scope (shared or non-shared) and an
expiration time.
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— Support of sessions for anonymous users.

1.12 Summary

In this chapter, we described some of the new features and enhancements of
WebSphere Portal V5.1. You now should have a good understanding of the new
features of WebSphere Portal V5.1 before you begin the product installation.
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WebSphere Portal V5.1
planning and requirements

In the following chapters, we describe the lab environments for Microsoft
Windows, Linux, IBM AlX, and Linux on zSeries and the hardware and software
used to set up and configure IBM WebSphere Portal solutions running on these
platforms. However, depending on your particular WebSphere Portal business
solution, we suggest that you visit the IBM WebSphere Portal for Multiplatforms
Version 5.1 Information Center to view the complete information about planning
activities for WebSphere Portal:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

This Information Center provides information about the following subjects:
» Planning considerations

» Supported hardware and software

» Software and hardware topologies

» Additional resources for planning
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2.1 Hardware requirements

The Supported hardware and software section of the IBM WebSphere Portal for
Multiplatforms Version 5.1 Information Center provides data for hardware
configurations that have been tested by IBM. You should use the information
found here as a guide for your installation of WebSphere Portal. Also refer to
“Preparing your operating system for WebSphere Portal” in the “Installing”
section for more information about the following topics:

» IBM AIX systems

» HP-UX systems

» Linux Intel® systems

» Linux on iSeries™ systems
» Linux on pSeries® systems
» Linux on S/390® systems

» Linux on zSeries systems

» Sun Solaris systems

» Microsoft Windows systems

2.2 Software requirements

The Supported hardware and software section of the IBM WebSphere Portal for
Multiplatforms Version 5.1 Information Center provides the minimum product
levels that you should install for WebSphere Portal. Because other products
frequently ship fixes, updates, and new releases, every possible configuration
has not been tested, for example:

» Supported operating systems (required on the WebSphere Portal machine)
» Supported application servers (required on the WebSphere Portal machine)
» Supported Web servers (Windows/UNIX®, optional)

» Supported databases (required)

» Supported LDAP directories (optional)

» Supported Web browsers (required)

» Supported software for collaboration (optional)

» Supported software for content management (optional)

» Supported external security software (optional)

» Supported software for portlet development (optional)
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» Other supported software (optional)

Note: In the following chapters, we use the CD set from WebSphere Portal
V5.1 - WebSphere Portal Extend for Multiplatforms, V5.1. Therefore, if you are
using another set of CDs from a different shrink-wrap or download, there might
be a difference in the CD numbering and naming systems.
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WebSphere Portal: Microsoft
Windows Server 2003 install

This chapter describes the installation and configuration of IBM WebSphere
Portal for Multiplatforms V5.1 on Microsoft Windows Server 2003 in a single-tier
environment.

The installation configuration includes the following components (as shown in
Figure 3-1 on page 30):

» Server 1:

WebSphere Application Server V5.1.1.1
WebSphere Business Integration Server Foundation V5.1.1
WebSphere Portal V5.1

Migrates the data store from IBM Cloudscape to IBM DB2 UDB Enterprise
Server Edition V8.1.1.94

Collaborative portlets
WebSphere MQ

» Server 2:

Lotus Domino as LDAP Release 6.5.3
Lotus Team Workplace Release 6.5.1
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» Server 3:
— Lotus Domino as LDAP Release 6.5.3
— Lotus Instant Messaging and Web Conference Release 6.3.1

Domino Server Domino Server/LDAP Server Portal Server

Collaboration |Collaborative
Center Portlets

WebSphere Portal Server

Lotus ) WebSphere Business Integration Server
Instant Messaging and Lotus Team Workplace
Web Conferencing WebSphere Application Server
Domino Domino
Enterprise NTFS Enterprise NTFS DB2 NTFS
Server Server
Windows Server 2003 Windows Server 2003 Windows Server 2003
HW IBM BC HS20 HW | IBM BC x120 4 | HW IBM BC X120
HN BC3SRV1 HN BC3SRV5 ’LE HN BC3SRV2
CPU | Xeon P4 2.4GHZ CPU | Xeon P4 2.4GHZ g CPU | Xeon P4 2.4GHzZ
RAM | 2.5GB RAM | 2.5 GB Se= RAM | 2.5 GB
HD 40 GB HD 40 GB = = HD 40 GB
IP 9.42.171.224 IP 9.42.171.137 1P 9.42.171.221

Figure 3-1 Lab configuration for Windows Server 2003 installation

Note: In previous versions, it was possible to have Lotus Instant Messaging
and Team Workplaces on the same Lotus Domino server. In the current
release, the install can be problematic when installing them onto the same
server. That is why in Figure 3-1, we separated them out and linked the
Domino servers.

This section depicts the lab configuration of the WebSphere Portal Extend
offering in V5.1. WebSphere Portal is shipped with multiple software
components. It provides the clients with an open architecture framework and the
flexibility to integrate with other software components.

WebSphere Portal provides additional services such as single sign-on, security,
directory services, content management, collaboration, search and taxonomy,
support for mobile devices, accessibility support, internationalization, and site
analytics. Updates in the 5.1 release include enhanced search capabilities,
virtual portals, a new configuration wizard, and expanded development tools.
Clients can further extend the WebSphere Portal solution to provide host
integration and e-commerce (see the context diagram in Figure 3-2 on page 31).
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Directory
Services

Site Usage

Authorization/
Authentication

Personalization

Collaboration

Content
Management

Internationalization

Search

Pervasive
Computing

Host Integration

Figure 3-2 Context diagram

We conducted a proof of concept in the ITSO Raleigh lab environment. We
depicted a distributed architecture in the Windows environment and a
demilitarized zone architecture for the Linux and AIX environments. For
demonstration purposes, integration to external directory services, Web Content
Management and Collaboration Center, is depicted in the Windows environment
only. Clustering will be demonstrated in the Windows configuration only.
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Figure 3-3 Distributed multi-tier portal architecture

WebSphere Portal V4.x addresses most WebSphere Portal requirements in a
client environment and results in a relatively complex install. WebSphere Portal
V5.1 is based on a modular approach. The base configuration installs
WebSphere Application Server V5.1.1.1, WebSphere Business Integration
Server Foundation V5.1.1, the Cloudscape database, and WebSphere Portal
software. The client can then tailor the WebSphere Portal solution to best fit the
requirements by changing the database used by the portal, switching to a custom
user registry, using one of the supported LDAP servers, using integration to host
systems, enabling a proxy for access of remote content through the portal, and
so on. IBM is one of the few vendors that provides not only an open architecture
but also an end-to-end solution in the portal solution space. IBM provides IBM
Tivoli Access Manager and IBM Tivoli Identity Manager from the Tivoli family of
products to handle advanced authentication and authorization, WebSphere
Application Server Network Deployment from the WebSphere family to provide
an application server and clustering, messaging queue service from the
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WebSphere MQ family, Host-on-Demand for host integration, WebSphere
Commerce for e-commerce, directory services such as IBM Tivoli Directory
Server or Domino, a database such as DB2, Site Analyzer for site usage, and so
on. This gives the client the flexibility and options to integrate with the
best-of-breed software to create the end-to-end portal solution. Refer to

Figure 3-3 on page 32 when planning for a client implementation.

A base configuration installs Cloudscape as the database repository. Clients
planning to pursue better database performance should upgrade to a more
robust database. The steps to migrate the database repository from Cloudscape
to DB2 is demonstrated in the proof of concept.

Internet
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389/636 81/1443
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Figure 3-4 Example WebSphere Portal architecture with high availability

In Figure 3-4, we depict a sample architecture deploying WebSphere Portal in a
multi-tier demilitarized zone (DMZ) configuration with high availability. This
configuration can be used for an Internet/extranet portal solution.

In this configuration, Tivoli Access Manager WebSEAL is used to shield the Web
server from unauthorized requests for external facing users. This approach is
desirable when the Web server might contain sensitive data and direct access to
it is not desirable.
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WebSEAL is a reverse proxy security server (RPSS) that uses Tivoli Access
Manager to perform coarse-grained access control to filter out unauthorized
requests before they reach the domain firewall. WebSEAL uses Tivoli Access
Manager to perform access control, as illustrated in Figure 3-4 on page 33. In the
particular example of integrating with WebSEAL, you can configure WebSphere
Application Server to use the LDAP user registry, which can be shared with
WebSEAL and Tivoli Access Manager. Replicated front-end WebSEAL provides
the portal site with load balancing during periods of heavy traffic and failover
capability. The load balancing mechanism is handled by a Network Dispatcher
such as IBM WebSphere Edge Server. If the Network Dispatcher fails for some
reason, the standby Network Dispatcher will continue to provide access to the
portal. In our sample configuration, HTTP servers and WebSphere Portal are
clustered to provide additional redundancy.

The directory server can be replicated to one or more replica LDAP servers to
provide redundancy. WebSphere Application Server uses LDAP to perform
authentication. The client ID and password are passed from WebSphere
Application Server to the LDAP server. Replication can be turned on in the
database server that is used by the portal.

In this configuration, you can optionally use a separate WebSEAL for the internal
users for better performance.
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3.1 Using install logs

Important: For information pertaining to the hardware and software
prerequisites for a WebSphere Portal for Windows installation, refer to the IBM
WebSphere Portal for Multiplatforms Version 5.1 Information Center at:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

This section contains information to assist an administrator in preventing,
identifying, and correcting problems with WebSphere Portal.

Using WebSphere Portal log files

WebSphere Portal has log files that are created during the installation and
runtime. This section describes the content of the log files and includes
recommendations as to when to check the log files.

Installation log files

The installation log files (Table 3-1 on page 36) are in the directory
<wp_root>/log, where <wp_root> is the directory where WebSphere Portal is
installed. The table lists each file, describes the file content, and recommends
when to check the file for information that might assist in troubleshooting
installation problems. Not all of the files will be present, because in the new
WebSphere Portal V5.1 InstallShield, there are two paths that it can take. One is
a regular install, and the second is an archive install. The second installation path
takes considerably less time. The InstallShield will survey your system, and
depending on various items, will decide which path to take.
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Table 3-1 Log files under the <wp_root>/log directory

Log file name

Description

Problem symptoms

wpinstalllog.txt

Contains trace information generated
by the installation program.

Check this log if the WebSphere Portal
installation stops before successful
completion.

installmessages.txt

Contains messages generated during
the installation. The messages in this
file are translated for the language
specified during the installation.

Check this log for errors generated
during the installation.

portletinstall.txt

Contains messages generated during
the portlet installation.

Check this log if problems occur with
portlets being deployed during
installation.

mq_install.log

Contains messages generated during
the silent WebSphere MQ installation.

Check for problems if WebSphere MQ
fails to install.

Workplace Web Content Manager
installation.

jerdb.log Contains messages generated during Check for errors during the database
JCR database configuration. transfer.
cminit.log Contains messages for the IBM Lotus | Check for errors during the IBM Lotus

Workplace Web Content Manager
installation.

wpwasfp1.txt

Contains trace information generated
during the installation of WebSphere
Application Server Fix Pack 1.

Check this log if you have problems
with the installation of WebSphere
Application Server Fix Pack 1.

wppmefp1.txt

Contains trace information generated
during the installation of WebSphere
Application Server Enterprise Edition
Fix Pack 1.

Check this log if you have problems
with the installation of WebSphere
Application Server Enterprise Edition
Fix Pack 1.

log.txt

Contains trace information generated
during the installation of WebSphere
Application Server.

Note: Located in the <was_root>/logs
directory.

Check this log if you have problems
with the installation of WebSphere
Application Server.

WAS.PME.install.log

Contains trace information generated
during the installation of WebSphere
Application Server Enterprise Edition.
Note: Located in the <was_root>/logs
directory.

Check this log if you have problems
with the installation of WebSphere
Application Server Enterprise Edition.

The following log files (Table 3-2 on page 37) are located in the <temp> directory
and are used during the installation. Note that the wpinstalllog.txt and
wpsinstalllog.txt log files previously described begin in the <temp> directory and
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are moved to <wp_root>/log early in the installation.

Table 3-2 Log files under the <temp> directory

Log file name

Description

Problem symptoms

installtraces.txt
installtraces2.txt
installtraces3.txt

Contain trace information generated
by the dependency checking
function. Output is added to
installtraces.txt until it reaches a
predefined size, at which point
output goes into installtraces2.txt
and then into installtraces3.txt.
When installtraces3.txt is full, output
reverts to installtraces1.txt and
overwrites previous trace
information.

Check these files if there are
problems with component discovery
and dependency checking.

LocalizeConfigMessages.|

og

LocalizeConfigTrace.log
LocalizeConfigtrace1.log
LocalizeProgress.log
LocalizeTrace.log

Contain information used by the
archive install. Output is added to all
files, and then at the end, they are
copied to wp_root\log.

Check these files if there are
problems with the archive install of
WebSphere Application Server or
WebSphere Portal.

3.2 Base installation

Note: In lab, to speed up the installation, we put all of the CDs in a network
share point. You would need the following CDs located there for the base

install:

Setup

CD1-1
CD4-1
CD5-1
CD5-3

vyvyVvyyvyy

For our lab installation, Table 3-3 on page 38 specifies the CDs that are required
for the installation of the WebSphere Portal components in this chapter.
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Table 3-3 Installation CDs

Disk Description

CD Setup WebSphere Portal V5.1 - Portal Install (Setup), V5.1

CD #1-1 WebSphere Business Integration Server Foundation for Windows V5.1
CD #4-1 WebSphere Application Server Archive Install for Windows

CD #4-3 WebSphere Application Server Archive Install for AlX

CD #5-1 Portal Server Archive Install, Windows, V5.1

CD #5-3 Portal Server Archive Install, Windows, AlX, Linux zSeries, Linux Intel
CD #9-1 DB2 UDB Enterprise Edition for Windows V8.1

CD #9-10 DB2 UDB Enterprise Edition Fix Pack 6 for Windows V8.1

CD #12-1 Lotus Domino Enterprise Server for Windows Release 6.5.3

CD #12-6 Lotus Notes®, Designer, and Admin Clients for Windows

CD #13-1 Lotus Instant Messaging and Web Conferencing for Windows V6.5.1
CD #14-1 Lotus Team Workplace for Windows SBCS Group 1 V6.5.1

This scenario takes you through a basic installation of WebSphere Portal, with an
emphasis on getting it up and running quickly. At the end of the scenario, you can
follow the links to information describing additional functions you can add to your
WebSphere Portal environment, such as the use of an LDAP directory for user
authentication, or a collaboration function, such as Lotus Instant Messaging and
Web Conferencing.

The installation requires you to log on with an ID with sufficient user privileges on
the system. The user account must be part of the local Administrators group and
must have the following user rights assigned to it:

» Act as part of the operating system

» Log on as a service

You can change user privileges by going to Start — All Programs —
Administrative Tools — Local Security Policy.

This will then open a new window. In this window, expand Security Settings —
Local Policies — User Rights Assignment.

Note: After assigning user privileges, you should log off from Windows and log
on again for the changes to become effective.
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For the base installation of WebSphere Portal, complete the following steps:
1. Run install.bat from the setup folder in the Setup CD.
2. Choose your preferred language and click OK.

3. Click Next and you will have the option to launch the Information Center
(Figure 3-5).

tﬁ: WebSphere Portal for Multiplatforms ¥Yersion 5.1 Installer

UL CIES Portal 5.1

Wielcome to the InstallShield Wizard for WebSphere Portal for Multiplatforms Version 5.1,
The InstallShield YWizard will install WebSphere Partal for Multiplatiorms Yersion 5.1 an
WOUF computer,

To access information abaout planning, hardware and software requirements,
installation procedures, and configuration tasks, select this buttan.

Launch Infarmation Center J

Mote: The installation creates system users and groups required for WehSphere Portal.
For additional infarmation refer to the WebSphere Portal Information Center.

InstallShield — — .

= Back Cancel

Figure 3-5 Launch Information Center window
4. Click Next.

5. Read and the license agreement, and if in agreement, click Next.

Note: If you have firewall applications running on the server, a warning
message similar to the one shown in Figure 3-6 will be presented. Disable
any firewall applications before you proceed.
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° You must dizable any firewall products running on this machine prior ta installation.

Figure 3-6 Warning message detecting firewall application

6. Select a Full installation, as shown in Figure 3-7, and proceed to the next

window.

tﬁ: WebSphere Portal for Multiplatforms ¥ersion 5.1 Installer

{CLET I Portal 5.1

Choose the setup type that best suits your needs.

& Full

.::" Installs eventhing you need for WebSphere Portal, including YWebSphere
Application Server.

i Custom

.::" Chaoose this option to install WebSphere Poral to use an existing WehSphere
Application Server.

 Test Erwironment
.::" Installs a subset of WebhSphere Portal, as a'WebSphere Partal Test
Environment, into IEM Rational Application Developer and products that extend
IBM Rational Application Develaper. Chaoose this option ifyou wish to install the
WebSphere Portal 5.1 Test Environment inta these products.

InstallShield

= Back

Cancel |

Figure 3-7 Select Full installation
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7. Enter your choice for the WebSphere Application Server installation directory

(Figure 3-10 on page 43), for example, C:\WebSphere\AppServer, and click
Next.

tﬁ: WebSphere Portal for Multiplatforms ¥ersion 5.1 Installer

VUL I Portal 5.1

WebSphere Application Server will he installed in the following directory. To choose a
different directary, enter its location below.
WebSphere Application Server installation directory. Requires 1650000 KB available
space.
ChWebSphere\dppServer
Erowse
InstallShield —

= Back | Mext = | Cancel

Figure 3-8 WebSphere Application Server installation directory
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8. Enter or accept the Node name (for example, top440) and the fully qualified
host name (for example, bc3srv2.itso.ral.ibm.com). See Figure 3-9. Click
Next to proceed to the next window.

@3 WebSphere Portal for Multiplatforms ¥Yersion 5.1 Installer

VCUE CICY Portal 5.1

Enter a node name for this instance of WebSphere Application Server. The node name
is used for administration and must be unigue within its group of nodes {cell).

Mode name
hoism

Enter the hosthame for this installation of WehSphere Application Server. Usze the
fully-gualified DMNS name, short DNS name, orthe IP address for this computer. Do not
use localhost or a loopback address.

WiehSphere Application Server hostname

he3smditsoralibm.com

InstallShield —— —

= Back | et = Cancel

Figure 3-9 Confirm Node name and fully qualified hostname
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9. Confirm your choice for the installation directory for WebSphere Portal
(Figure 3-10). For our example, we entered C:\WebSphere\PortalServer.

< WebSphere Portal for Multiplatforms Yersion

VUL I Portal 5.1

WebSphere Portal will be installed in the following directary. Ta choose a different
directary, enter its location below.

WebSphere Portal installation directory. Requires 1550000 KB availahle space.

CWwebSphere\PartalServer
Erowse j

InstallShield

= Back | Mext = | Cancel |

Figure 3-10 WebSphere Portal installation directory
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10.Enter the System Logon User ID and Password (Figure 3-11) and accept the
default values for the other fields. Click Next.

< WebSphere Portal for Multiplatforms Yersion

VUL I Portal 5.1

You can use Windows Services to run the following features. Using Services, you can
start and stop services, and configure startup and recavery actions.

¥ Run‘ehSphere Application Server as a service

¥ Run‘ehSphere Portal as a service

Systermn Logon User D
|Administrat0r

Fassword

|M-A-A-A-A-k

InstallShield —

= Back Mext = Cancel

Figure 3-11 Run as a service on Windows
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11.Enter your choice of Portal administrative user name and password
(Figure 3-12). Do not use blanks in either the user ID or the password fields,
and ensure that the password is at least five characters in length. This user ID
is used to access WebSphere Portal with administrator authority after the
installation. Note that this user ID is only used to log in to WebSphere Portal
and is not related to any user IDs used to access the operating system itself.

Click Next.

tﬁ: WebsSphere Portal for Multipla

VUL I Portal 5.1

Enter the WebSphere Portal administrative user and passwaord. This user D is used to
access WehSphere Portal with administrator autharity after installation. Mote that this
user D iz anly used to log into WehSphere Portal and is not related to any user IDs
usedto access the operating system itself.

WebSphere Portal administrative user

|p0naladmin

WebSphere Portal administrative user password

Ia-ﬁ-ﬁm

Confirm password

Ia-ﬁ-ﬁm

InstallShield —
= Back | Mext = | Cancel |

Figure 3-12 WebSphere Portal administrative user name and password
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12.Confirm your choices and click Next on the summary information window
(Figure 3-13).

@3 WebSphere Portal for Multiplatforms ¥ersion 5.1 Installer

WebSphere. (Rt IER|

WebSphere Portal is ready to install.

The following components will be installed:
WebSphere Application Server, extensions, and required Fixes
WebSphere Portal

WebSphere Personalization

InstallShield

= Back Mext = Cancel

Figure 3-13 Summary information for the installation

46 IBM WebSphere Portal for Multiplatforms V5.1 Handbook



13.When prompted, browse to the location of Disk 1-1 (WebSphere Application
Server Enterprise for Windows) to continue the installation (Figure 3-14).

tﬁ: WebSphere Portal for Multiplatforms ¥ersion 5.1 Installer

VUL I Portal 5.1

Flease insertthe CD labeled WebSphere Portal CD #1-1 and enter its location below.
CD location
Chinstallicd1-1 ::::
rowse
Br o _f L X )
InstallShield — _ N _____ L ‘ bk
=Bac Mext = | Cancel

Figure 3-14 Insert Disk 1-1

14.The installer will then proceed with the installation of WebSphere MQ.

15.When prompted, browse to the location of CD 4-3 (WebSphere Application
Server Archive Install for Windows). Click Next.

16.The installer will then proceed with the installation of WebSphere Application
Server and WebSphere Business Integration Server Foundation.

17.When prompted, browse to the location of CD 5-1 (Portal Server Archive
Install, Windows, V5.1). Click Next.

18.The installer will then install WebSphere Portal and WebSphere Portal Web
Content Manager.

19.When prompted, browse to the location of CD 5-3 (Portal Server Archive
Install, Windows, AlX, Linux zSeries, Linux Intel). Click Next.

Note: The progress bar on the install will reset several times; this is
normal.
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20.Clear the Launch First Steps option.
21.Click Finish to complete the installation (Figure 3-15).

tﬁ: WebSphere Portal for Multiplatforms ¥ersion 5.1 Installer

VUL I Portal 5.1

Installation is successful. Please review the message log
ChWwebSphere\PortalServerlogiinstallmessages td for any install warnings.

The following components are now installed an your computer:
WebSphere Application Server, extensions, and required Fixes
WebSphere Portal
WebSphere Personalization

First steps gives you access to launch WebSphere Partal and view product
documentation.

™ Caunch First Stepg

WebSphere Portal is listening on port 8081,
The WebSphere Partal iz now available at hitpfocalhost 9081 wpsiportal.

InstallShield

= Back et = | Finish

Figure 3-15 Installation complete
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Note: Checkpoint for WebSphere Portal

At this point, WebSphere_Portal and server1 are not started. Before
continuing, you will need to start them.

To start them, complete the following steps:

1. Open a command prompt.

2. Change the directory to <was_root>\bin (where <was_root> is where
you installed WebSphere Application Server, in our example,
C:\WebSphere\AppServer).

3. Issue the startserver.bat serverl command.

4. Wait for it to finish and start up.

5. Then, issue the startserver.bat WebSphere_Portal command.

The capitalization is important in the server name. Additionally, for the My
Tasks portlet to work, server1 must be running.

To verify that the installation is successful, go to a browser and type in the
following URL:

http://<fully_qualified_host_name>:9081/wps/portal
For example, in our scenario, the URL of the portal will be
http://bc3srv2.itso.ral.ibm.com:9081/wps/portal. The Welcome to

WebSphere Portal V5.0 portlet will open, as shown in Figure 3-16 on
page 50.

Note: Checkpoint for the servlet engine

To verify that the servlet engine is up and running, go to a browser and type
in the following URL:

http://<fully_qualified_hostname>:9080/snoop

Where the <fully_qualified_host_name> in the example is
bc3srv2.itso.ral.ibm.com.

See Figure 3-17 on page 51.
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<3 IBM WebSphere Portal - Microsoft Internet Explorer o ] 4
File Edit Yiew Favorites Tools  Help |

Back ~ = - (@) i) | Qi search  [GlFavorites  (EfiMedia ®| B S

Links. @Search the Web with Lycos @IBM Business Transformation @IBM Internal Help @IBM Standard Software Instaler
Address @ http ffbc3sry 2. itso.ral.ibm, com: 9081 fwpsfportal j @GU

= = —
r—— I forgot my password Signup 7 Log in =]

- welcorme
Welcome to WebSphere Portal version 5.1

Ta start using your paortal, cick Log In,

WebSphere Jglitll

IEM WebSphere Portal 5.1
Build Level: wp510_083 2004-11-19 11:38

Licensad Materials - Property of IBM
5724-E76, 5724-E77

() Copyright IBM Corp. 2001, 2004 All Rights
Reserved,

El
@Done l_l_l_lalnternet—¢

Figure 3-16 Welcome to WebSphere Portal Version 5.1 window

The portal is now up and running.
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/@ Snoop Servlet - Microsoft Internet Explorer -0l x|

File Edt ‘View Favoribkes Tools  Help
R | 7t | Qsearch [GFavorkes GfMeda L% | - S

Links @Search the web with Lycos @IBM Business Transfarmation @IBM Internal Help @IBM Standard Software Installer

Address Iﬁj http: jfbc3srvz. kso.ral.ibm. com: 9080/snoop j @GD

Snoop Servlet - Request/Client Information

Requested URL.:

|http b 3srv2 ttso ral ibm com:3080/5n00p |

Servlet Name:

|Snoop Serviet

Request Information:

|Re cuest method |GET

I of
|@ Done ’_ ’_ l_ |' Internet v/

Figure 3-17 Checkpoint for snoop servlet

After completing the checkpoint procedure for the servlet engine, perform the

following steps:

1. Click Sign in and enter the WebSphere Portal administrator ID and password,

as shown in Figure 3-18 on page 52.
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-} 1M Websphere Portal - Microsoft Internet Explorer -10] =
File Edit View Favorites Tools  Help |
d=Back - = - 7t | ‘Qhsearch  [GFavorites  GfMeda o4 | - S
Links @Search the Web with Lycos @IBM Business Transformation @IBM Internal Help @IBM Standard Software Installer
Address IE http:In’.n’chser.itsU.ral.ibm‘cum:9081,l’wps,l’purtal,l’!ut,l’p,l’kcxmlp’D4_SjQSPykssyDxPLManDvMDY_QjzKLN4g3cQHJgFijquqCK(LI @Gn
— e SRR | (oot rmy paseeord Sian up 7 2
Login Portlet ? - O
User ID:
Iportaladrnin
FPaszsword:
I***********|
Mot registered?  Sign up %
@ Done # Internet 4

Figure 3-18 Logging in using the WebSphere Portal administrator ID

Note: One of the first differences you will see is that the windows used for
the login are gone and it is now a portlet.
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2. You are now logged in to WebSphere Portal, as shown in Figure 3-19.

/3 1BM Websphere Portal - Microsoft Internet Explorer _1Ol x|

File Edit View Favorites Tools  Help ﬁ
Back ~ = - i) | @ search [GFavorites  EMedia ¢4 | - S

Links {&]Search the Web with Lycos & 18M Business Transformation @ IBM Intermal Help 42 1BM Standard Softwars Installer

Address Iﬁj htkp: fbc3srv2.itso.ral.ibm. com: 906 1 fvpsmypartalf lubp kexml/Owc Al MLTeC j @GD

[ Wobspharo [ R G  JF S ST My portal Administration o Edit my profile T Log out 4]
Mew Page EditPage Assian Permissions Search: [ |[G&[F)
ization | My Finances | M N RO | |
Bookrmarks + & 7 - 0O

» webSphere Portal hame
webSphere Portal Zone
webSphere Portal catalog

.
.
» webSphere Portal product documentation
-
.

ali

Pers:

webSphere Portal support
wehSphere Portal afferings

Welcome to WebSphere Portal version 5.1

To rearrange portlets an this page, cick the
Show tools icon, This action produces tools that
allow you to arrange and rermove portlets, Click
Editpage to add new portlets or change page

layout, %

To create a page, dick New page,

WebSphere [Rili]

IBM WebSphere Portal 5.1
Build Level: wp510_053 2004-11-1% 11:38

Licensed Materials - Property of IBM
STZ4-ETG, STE4-EFT

() Copyright IBM Corp, 2001, 2004 All Rights
Reserved,

Ll

[&] ’_’_’_ ) Internet "
Figure 3-19 WebSphere Portal

The base installation is now complete.

Note: In our installation, we were behind a firewall, so we removed the
Screaming Media portlets from the Welcome page because this can
impact the login performance (20 minute delay).

3.3 Migrating the database from Cloudscape to DB2

By default, WebSphere Portal installs and uses an IBM Cloudscape database to
store information about user identities, credentials, and permissions for
accessing portal resources. Cloudscape is a built-in Java database that is
well-suited to basic portal environments. However, if the demands of your portal
environment include database software with greater capability and scalability,
you can also configure WebSphere Portal to use a more robust database, such
as IBM DB2 UDB Enterprise Server Edition. For example, Cloudscape does not
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support vertical cloning or a cluster environment, nor does it support enabling
security in a database only mode. Performance gains might also be possible by
moving to a more robust database. If you want to use another database, you
must transfer data from the Cloudscape database to your preferred database.

For the purpose of the proof of concept, we illustrate the migration of Cloudscape
to a local DB2 database here.

You first need to create a database user on the Microsoft Windows operating
system. The user should be defined locally and belong to the local Administrators
group. The user ID should have the following user rights:

Act as part of the operating system
Adjust memory quotas

Create a token object

Lock pages in memory

Log on as a service

Replace a process level token

vyvVvyVvYyVvYyYyvYyy

The limitations of the choice of the database ID are as follows:

» User names in Windows can contain 1 to 30 characters. The Windows NT
and Windows 2000 operating systems currently have a limit of 20 characters.

» Group and instance names can contain 1 to 8 characters.
» Names cannot be any of the following:

— users
— admins
— guests
— public
— local

» Names cannot begin with:

- IBM
- SQL
- SYS

» Names cannot include accented characters.

You can assign or change user privileges by going to Start — Administrative
Tools — Local Security Policy. Then, expand Local Policies — User Rights
Assignment.
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Note: If an earlier version of WebSphere Portal coexists on the same server,
the database user ID for WebSphere Portal V5 must be different from the one
in the earlier version to avoid conflicts during the installation.

We recommend the database user wpsdbusr, with administrative rights.

3.3.1 Installing IBM DB2 UDB Enterprise Server Edition V8.1.1.94

In this section, we install the database to support our WebSphere Portal
installation. Complete the following steps:

1. Insert CD 9-1 (DB2 Enterprise Edition for Windows V8.1) and run Setup.exe
to start the DB2 on Windows installation.

2. Click Install Products, as shown in Figure 3-20.

s IBM DB2 Setup Launchpad ‘ v
<

Presents a list of installable products from which to select.

Install | "u:qb

Figure 3-20 Select Install Products
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3. Select DB2 UDB Enterprise Server Edition to install, as shown in
Figure 3-21. Click Next.

:r_:'ia:IBM DB2 Setup Launchpad |

Select the product you would like to install
@ DB2 UDB Enterprise Server Edition

DE2 UDBE Enterprise Server Edition is an enterprise version of DBE2 Universal Database. It
supports database partitioning and provides Connect functionality for accessing data stored
on host, A8/400, and iSeries systems. DB2 Administration Client components are included.

Back Mext > Help |

mational Busing 1 Machine s Corparation, 1988, 2002,

d.

Figure 3-21 Select the product you want to install

4. Click Next in the Welcome window.
5. Read and accept the license agreement. Click Next.
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6. Select Typical as the installation type, as shown in Figure 3-22. Click Next.

i'é‘- DB2 Setup Wizard - DBZ Enterprise Server Edition x|
Select the installation type |—>I
' Typical: Approximately 350 - S60 MB

DEZ will be installed with most Features and Functionality, using a typical configuration with default values.,
To add functionality, select the desired Functions From the Following list.

Additional functions

[" Data warehousing
[ satellite administration capability

(o Compack: Approximately 260 - 400 ME

Basic DEZ Features and Functionality will be installed, and minimal configuration will be performed.

[ Cuskam: Approximately 260 - 600 ME

Select the features that you want installed, and specify configuration options for DEZ, This option
requires knowledge of DBZ features and settings.

Installshisld _

< Back |

Figure 3-22 Select Typical installation

Cancel Help

If you receive a warning message for APPC support, click OK.

8. Select Instali DB2 UDB Enterprise Server Edition on this computer. Click
Next.

9. Confirm the installation directory. Click Next.
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10.Enter the user information for the DB2 Administration Server (Figure 3-23).
For example, the user name is wpsdbusr and the password is password. If you
are installing DB2 in a domain environment, enter the Domain name.

{5 DB2 Setup Wizard - DB2 Enterprise Server Edition =10l x]

Set user information for the DB2 Administration Server I—'_

Enter the user name and password that the DBZ Administration Server (DAS) will use to log on to your system,
Y¥ou can use a local user or a domain user.

—User information
Domain I _VJ

User name

|wpsdbusr ‘
Password I********
Confirm password I********

[V Use the same user name and password For the remaining DE2 services

Installshisd ————— _

< Back | Mext = I Cancel Help

Figure 3-23 Database user ID and password

11.0n the Setup the administration contact list window, make sure that you enter
a valid SMTP server name and valid e-mail address. Otherwise, you will
receive a warning message. Click OK on the warning message if you do not
want to specify it.

12.0n the Configuring DB2 Instances window, accept the default and click Next.
13.0n Prepare the DB2 tools catalog window, accept the default and click Next.

14.Specify a contact for the Health Monitor Notification (in our example, we
deferred this until later).
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15.Click Install when you reach the window shown in Figure 3-24.

{5 DB2 Setup Wizard - DB2 Enterprise Server Edition

Start copying files

The DBZ Setup wizard has enough information to start copying the program files, IF you wankt to review or
change any settings, click Back, IF vou are satisfied with the settings, click Install to begin copying files,

Current settings:

Product to install: DB2 Enterprise Server Edition =
Installation type: Typical
Selected features:

Administration tools

Database Tools

Application Development tools
Development Center

Server support

Event Analyzer

Getting started

First Steps

Client support

Spatial Extender Client
Spatial Extender Samples
Interfares L‘

Ingstallshisld

< Back | Install | Cancel |

Help

Figure 3-24 Start copying files

Note: If you selected the response file options, the Start copying files

window would show the Finish button instead of the Install button.
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16.Click Finish when the setup is complete (Figure 3-25). A congratulation
window will open.

{5 DB2 Setup Wizard - DB2 Enterprise Server Edition x|

Setup is complete

DEZ Setup wizard has finished copying files to your computer and has completed
all the required system configuration tasks, Please shut down all software
programs running on the syskem now, The programs can then be restarted and
DEZ will be ready for use,

1t is recommended that you complete the Following steps after installation, if vou
have not already done so.

Install the DB2 doc tation from the CD labeled =
"DB2 HTML Documentation'.

If wou are using APPC to connect to remote servers,
pl see the Rel Notes regarding changes to
DB2 UDB and DB2 Connect version 8 APPC support.

Notification SMTP server has not been specified.
Motifications cannot be sent to contacts in your contact
lict nntil thiz ic enercified For mare informatinn cee the LI

Click Finish bo exit setup,

< Back Cancel |

Figure 3-25 Setup is complete

17.Reboot the machine.
18.Shut down all the DB2 services.

19.Insert CD 9-10 (DB2 Enterprise Edition Fix Pack 6 for Windows V8.1) to apply
the DB2 Fix Pack 6.

20.Click through the windows and accept all the defaults.
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Notes:

The configuration wizard does not transfer IBM Lotus Workplace Web Content
Manager data. Therefore, after doing a DB2 configuration wizard DB transfer,
IBM Lotus Workplace Web Content Manager still points to the Cloudscape
database.

To solve this, follow these steps to transfer the IBM Lotus Workplace Web
Content Manager data:

1. Modify the wpconfig.properties file for the Web Content Management DB
section according to your setup.

2. Run the following tasks:

— WPSConfig.bat config-wcm-repository
-DPortalAdminPwd=your-portal-admin-password

— WPSConfig.bat configure-wcm
-DPortalAdminPwd=your-portal-admin-password

You must set the value for JcrDbUnicode.

Set JcrDbUnicode value to Y if the database was created using the codeset
UTF-8.

This information is documented in the IBM WebSphere Portal for
Multiplatforms Version 5.1 Information Center.

For database transfers, all databases must use the same database user name
and password.

For example, if you use db2admin for the wpsdb user name, you must also
use db2admin for the fdbkdb, Imdb, and jcrdb user names.

For more information, see the IBM WebSphere Portal for Multiplatforms
Release Notes - Version 5.1.0, available at:

http://pvcid.raleigh.ibm.com/wpf/ic/510/ent/en/beta/wp_release notes.html
#1Twwem

3.3.2 Configuring WebSphere Portal for DB2

In this section, we configure WebSphere Portal to support DB2 UDB Enterprise
Server Edition. Complete the following steps:

1. Open a command prompt and change the current directory to
<wp_root>/config.
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2. Create a backup copy of the <wp_root>/config/wpconfig.properties file and
update the fields applicable to your environment. In the lab example, we
updated the properties shown in Table 3-5.

Note: We recommend the following databases; refer to Table 3-4 for the
database functions:

» wps51: To be shared by WebSphere Portal and Member Manager.
» Im51: The database used by LikeMinds.

» fdbk51: Feedback database used by WebSphere Portal content
publishing.

» jcr51: Stores the data for DB2 Content Manager Runtime Edition.

Table 3-4 Database functions

Database Database function

wps51 Stores information about user customizations, such as pages, and user
and login information.

fdbk51 Contains the information logged by your Web site for generating reports
for analysis of site activity, including information about campaigns and
personalized resources.

jers1 Contains the information to be stored for DB2 Content Manager.

Im51 Contains information used to analyze the user activities and make
recommendations for Personalization.

Table 3-5 Values used in the database configuration

Property Value used

DbType db2

wpsDbName wpsbh1

DbDriver COM. ibm.db2. jdbc.app.DB2Driver

DbDriverDs COM.ibm.db2.jdbc.DB2XADataSource
JdbcProvider wps51JDBC

DbUr1 jdbc:db2:wps51

DbUser wpsdbusr

DbPassword testl23

DbLibrary C:/Program Files/ibm/SQLLIB/java/db2java.zip
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Property Value used
jcrDbName jerbl
jcrDbUser wpsdbusr
jcrDbPassword test123
jerDbUrl jdbc:db2:jcr51
FeedbackDbName fdbk51
FeedbackDbUser wpsdbusr
FeedbackDbPassword test123
FeedbackDbUr1 jdbc:db2:fdbk51
LikemindsDbName Tm51
LikemindsDbUser wpsdbusr
LikemindsDbPassword test123

LikemindsDbUr1 jdbc:db2:1m51
WmmDbName wpsbH1
WmmDbUser wpsdbusr
WmmDbPassword testl123
WmmDbUr1 jdbc:db2:wps51

. Save the file.

. From a command prompt, type WPSconfig.bat create-local-database-db2

from the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the

command.

. From a command prompt, type WPSconfig.bat
validate-database-connection-wps from the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the

command.

. From a command prompt, type WPSconfig.bat
validate-database-connection-wmm from the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the

command.
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7. From a command prompt, type WPSconfig.bat
validate-database-connection-1ikeminds from the <wp_root>/config
directory.

You should see the message BUILD SUCCESSFUL after successfully running the
command.

8. From a command prompt, type WPSconfig.bat
validate-database-connection-feedback from the <wp_root>/config
directory.

You should see the message BUILD SUCCESSFUL after successfully running the
command.

9. From a command prompt, type WPSconfig.bat
validate-database-connection-jcr from the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the
command.

10.Make sure that server1 is started and that WebSphere_Portal is stopped:
a. Open a command prompt and change to the <was_root>\bin directory.
b. Issue the serverstatus.bat -all command.
c. If serveri is stopped, issue the startserver.bat serverl command.
d

. If WebSphere_Portal is running, issue the stopserver.bat
WebSphere_Portal command.

11.From a command prompt, change to the <wp_root>\config\wizard directory
and then execute the configwizard.bat command.

12.For the language, select English.
13.Click Next on Welcome window.
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14.Make sure that the Transfer data to another database option is selected, as

shown in Figure 3-26. Click Next.

tﬁ: WebSphere Portal Configuration Wizard

VUL I Portal 5.1

Selectthe configuration task that you want to perform.

" Enahle LDAP security
" Disahle security
[l g‘l’ransferdataﬁanotherdatabase@

 Connectto a ddtabase

4

InstallShield

Help |

Cancel

Figure 3-26 Transfer data to another database
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15.Ensure that IBM DB2 Universal Database is selected, as shown in
Figure 3-27. Click Next.

tﬁ: WebSphere Portal Configuration Wizard

VUL I Portal 5.1

Selectthe datahase type thatWebSphere Portal will use as a database repository.

&+ |BM DEZ2 Universt%Database
 |BM DE2 for 205 and 05390
" Oracle Enterprise Edition

" 5QL Server Enterprise

InstallShield

Help | = Back

Figure 3-27 Select IBM DB2 Universal Database

Cancel
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16.If we had not already edited the wpconfig.properties file, you could choose
one of the config helper files, but here we choose wpconfig.properties, as

shown in Figure 3-28. Click Next.

tﬁ: WebSphere Portal Configuration Wizard

VUL I Portal 5.1

Flease enter an appropriate properies file location for the properties file you wish to use
forthis session. For additional information click the ‘Help' button an the lawer left carner

of this panel.

Enter your helper file location:

Erowse I

InstallShield

Help | = Back Mext = | Cancel

Figure 3-28 Choose the wpconfig.properties file
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17.You will be taken through several windows, such as the one shown in
Figure 3-29. Verify the entries and click Next.

Note: These values are pulled from the wpconfig.properties file, so verify
them if you have not already updated them. It is possible that you could
have chosen the helper file transfer_db2.properties from
wp_root\config\helpers.

tﬁ: WebSphere Portal Configuration Wizard

\CLET TS Portal 5.1

DbDriver: Database Driver class or JOBC provider
|COM.ibm.db2.jdbc.app.D82Driver

DbDriverDs: The name of class SglProcessorwill use to import SAL files via data
source

|COM.ibm.db2.jdbc.DElE>(ADataSource

DbLibrary: The directory and name of the zip file containing DE driver class
|C:IPr0gram Files/IBMSQLLIES avaldhZjava zip

InstallShield —

Help = Back S Med s Cancel

Figure 3-29 Verify the populated entries
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18. After verifying all the inputs, the window shown in Figure 3-30 opens. Click
Next to start the transfer process.

tﬁ: WebSphere Portal Configuration Wizard

VLR CIEE Portal 5.1

The WebSphere Partal Configuration Wizard is ready to run the following configuration:

Transfer data to another database

Click Mext to continue.

InstallShield
Help | = Back

Figure 3-30 Transfer the data

Cancel
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19.The transfer process immediately starts and takes between 15-30 minutes to
complete. The window shown in Figure 3-31 opens. Click Finish to end the
configuration wizard.

tﬁ: WebSphere Portal Configuration Wizard

VGLELLGIGE Portal 5.1

WebSphere Portal configuration completed successfully. The following configuration
has heen run:

Transfer data to another database

Select Run Wizard Again to perfarm additional configuration of WebSphere Partal.

Run Wizard Again

Select Finish to exit the wizard.

InstallShield -

Helpl cpook | men-

Figure 3-31 Process finished

20.We recommend that you perform a reorg check to improve performance.
Open a DB2 command prompt. Connect to each database (wps51, jcrbl,
Tm51, and fdbk51) and run the following commands:

db2=>reorgchk update statistics on table all
db2=>terminate

Go to a command prompt and type c:\> db2rbind <database name> -1
db2rbind.out -u <db2 admin> -p <password>. Repeat for each database.

21.Start WebSphere Portal by opening a command prompt and navigating to the
<was_root>\bin directory. Issue the startserver.bat WebSphere_Portal
command.

22 .Verify the portal by typing in the URL of the portal, for example,
http://<fully qualified_hostname name>:9081/wps/portal.

You have now migrated the WebSphere Portal database from Cloudscape to
DB2.
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Note: Checkpoint for WebSphere Portal

Make sure that WebSphere Portal is started and verify that you can log in to
Portal.

Logs to check are configwizard.log, configwizardlog.txt, and configtrace.log
(these can be found in <wp_root>\log). Additionally, you can check the system,
and if you see the lines shown in Example 3-1, you can verify that DB2 is
being used correctly.

Example 3-1 configwizard.log example

[1/4/05 13:45:09:781 EST] 71d9b471 WSRdbDataSour I DSRA8203I: Database product
name : DB2/NT

[1/4/05 13:45:09:797 EST] 71d9b471 WSRdbDataSour I DSRA8204I: Database product
version : 08.01.0006

[1/4/05 13:45:09:797 EST] 71d9b471 WSRdbDataSour I DSRA8205I: JDBC driver name
: IBM DB2 JDBC 2.0 Type 2

[1/4/05 13:45:09:797 EST] 71d9b471 WSRdbDataSour I DSRA8206I: JDBC driver
version : 08.01.0006

Note: Checkpoint for database migration

Refer to 6.7.1, “Validating the database configuration” on page 321 for the
steps necessary to verify the database configuration.

3.4 Adding an LDAP to the portal

WebSphere Portal and WebSphere Application Server require some form of user
registry. There are several possible ways to provide WebSphere Application
Server and WebSphere Portal with access to a user registry:

» Lightweight Directory Access Protocol (LDAP) directory
» Custom user registry
» MemberRepository (for WebSphere Portal/WebSphere Member Manager)

By default, WebSphere Portal installs a Cloudscape database and uses it as a
custom user registry (CUR) for authentication.

WebSphere Portal can be configured to use an LDAP directory to store user
information and to authenticate users. This section discusses the issues to
consider and the procedures to follow if you plan to use an LDAP directory with
WebSphere Portal.
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In the lab proof of concept, a Domino server is configured as an LDAP directory
for WebSphere Portal. We recommend that you use Domino as the LDAP server
if no existing directory is already in place if you intend to make use of Lotus
Collaborative Components. If there is already a non-Domino Directory server in
place, you might want to use the Domino Directory Assistance feature to
incorporate the existing directory with Domino. If you intend to use Domino as the
LDAP server for WebSphere Portal, you should configure Domino Directory in
Domino Administrator or the Lotus Notes client before you configure security in
WebSphere Portal.

3.4.1 Installing Domino Enterprise Server 6.5.3

You can install and configure Lotus Domino as an LDAP directory (Domino
Directory) for WebSphere Portal (including Lotus Collaborative Components),
Lotus Instant Messaging and Web Conferencing and Team Workplace, and as
prerequisite software for the same. The following information is specific to
installing Domino 6.5.3, which is included with WebSphere Portal. Usage
restrictions apply when installing Domino. You are authorized to install and use
Domino solely and exclusively in connection with your use of Lotus Instant
Messaging and Team Workplace. Consult the product license for details.

In this section, we perform the steps to install a basic Domino server. We install
the most basic installation of Domino, and only the absolute necessary tasks are
left running. Later, when we configure the servers to work with WebSphere
Portal, we run the tasks that could have been enabled during the install. We did
this for two reasons. First, if you already have your Domino servers installed, you
can skip this step and not miss enabling any Domino tasks necessary to work
with WebSphere Portal. Second, we believe that by enabling the tasks on the
Domino server only when necessary, this will help explain how certain features
work and let you choose what you want and do not want to run on Domino.

For more information about installing Lotus Domino and all the Domino tasks,
see the Lotus Domino Administrator Help, available at:
http://www.lotus.com/1dd/notesua.nsf/find/domino

Installing the first server

In these steps, we install the first Domino server, which we refer to as the primary
server. Complete the following steps:

1. Insert CD 12-1 (Lotus Domino Enterprise Server for Windows Release 6.5.3)
and run the Setup.exe program in the \server directory. Follow the installation
wizard using the following options:

— We did not select Partitioned Server Install.
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— We used the defaults for the installation folders: C:\Lotus\Domino and
C:\Lotus\Domino\Data.

2. Select Domino Enterprise Server as the installation type.

Next, we need to configure the server. There are two types of Domino server
configurations: one for the first Domino server and another for additional Domino
servers. In our environment, bc3srv5 is the first Domino server, and bc3srv1 is
configured as an additional Domino server.

For the first Domino server, bc3srv5, we performed the following steps:

1. Start the server by selecting All Programs — Lotus Applications — Lotus
Domino Server.

2. You will be prompted to start it as a Windows Service (in our example, we
choose to always start as a service and not to ask again). Click OK.

3. In the Welcome to Domino Server Setup window, click Next.

4. In the First or additional server window, select Set up the first server or a
stand-alone server, and then click Next.

5. Inthe Provide a server name and title window, enter your Server name (in our
case, bc3srvb) and a title if you want (Workplace Server in our case). Click
Next.

6. In the Choose your organization name window, enter an Organization name
(in our case, itso) and type a password (password in our example). Click
Next.

7. In the Choose the Domino domain name window, enter a Domino domain
name (in our case, itso) and click Next.

8. In the Specify an Administrator name and password window, enter a Domino
Administrator name and password (itsoadmin for the last name in our
example). We also chose to save a local copy of the ID file. Click Next.

9. Select Web and LDAP from the options under Setup Internet services for.
We will configure these as needed. Click Next.

10.In the Domino network settings window, click Customize. In the window that
opens:

a. Ensure that the TCP/IP option is selected.

b. Under Type the fully qualified Internet host name for this Domino server,
we entered bc3srv5.itso.ral.ibm.com.

c. Click OK.

11.Back in the Domino network setting window, click Next.

12.In the Secure your Domino Server window, clear the Prohibit Anonymous
option and leave the other option selected. Click Next.

Chapter 3. WebSphere Portal: Microsoft Windows Server 2003 install 73



13.Click Setup to configure your Domino server.
14.Click Finish in the Successful configuration window.

15.Start the Domino server by selecting Start — All Programs — Lotus
Applications — Lotus Domino Server.

Installing Domino Administrator Release 6.5.3

Domino Administrator is required in order to administer Domino. In this instance,
you will need to install it on a desktop, because Windows Server 2003 is not a
supported operating system for the admin client. Complete the following steps:

1. Insert CD 12-6 (Lotus Notes, Designer and Admin Clients for Windows) and
start the Setup.exe program in the lotusnotes\win\English directory.

Click Next in the welcome window.
Read and accept the license agreement.
Enter the name and company name.
Confirm the install folder.

o o kM 0D

On the Custom Setup window, make sure to select Domino Administrator,
because it is not selected by default. Click Next.

7. Choose if you want it to be your default e-mail program and click Install.
8. Click Finish to complete the installation.

Configuring Domino Administrator Release 6.5.3

The Lotus Notes client software provides a wizard to step you through the
configuration. The following steps provide general information for setting up
Domino Administrator:

1. Start the Domino server on the primary server if it is not already started by
going to Start — All Programs — Lotus Applications — Lotus Domino
Server.

2. On the client machine, start Domino Administrator by going to Start —
Programs — Lotus Applications — Lotus Domino Administrator.

3. Click Next in the Welcome window.
4. On the User Information window:

— For Your Name, enter the Domino Administrator name you entered above.
(itsoadmin in our example).

— For Domino Server, enter the Domino server of your primary server. This
name is a combination of the server name and the organization you
created in the previous steps (bc3srv5/itso in our example).

— Ensure that the | want to connect to a Domino Server option is selected.
Click Next.
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On the How do you want to connect to a Domino Server window, choose Set
up a connection to a local area network.

. On the Domino Server Network information window, the server should be

filled in. Select TCP/IP and enter the server’s fully qualified host name
(bc3srvb.itso.ral.ibm.comin our example).

Depending on how you have it set up, it might pull the admin ID off the server.
If it does not, browse to the location of the admin ID file.

Enter the password you chose in for the administrator (itsoadmin in our
example) and click OK.

Clear the Setup instant messaging option in the Instant Messaging Setup
window. Click Next.

10.Under Additional Services, leave all the options cleared. Click Finish.

The Domino Administrator interface opens.

Registering the second server
To register the second server so that it is in the same Domino domain, complete
the following steps:

1.
2.
3.

Click Configuration.
On the right side, expand Tools — Registration — Server.

If this is the first time you have done this, complete the following steps
(otherwise, skip to the next step):

a. Click the Server button on the Choose a Certifier window.
For the Registration Server, chose your first Domino server. Click OK.
b. Click Certifier ID.

Browse to the certifier ID (located in C:\Lotus\Domino\Data on the first
server install by default).

c. Click OK and enter the certifier password (password in our example).
Click OK on the Certifier Recovery Information Warning window if it opens.

5. Ensure that the registration server is your first Domino server, and the certifier

is the organization you created when installing that server. Click Continue on
the Register Servers window.

On the Register New Server(s) window:

a. Enter the additional server’'s host name (bc3srvl in our example).
b. Enter an ID password.
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Note: In our example, we left the Password quality scale set to
Password is optional (0) so that we could clear the password and not
have to enter it every time the Domino server was restarted. With this
option, you cannot store the server ID in the Domino Directory and you
will have to save the ID file. In our example, we called it bc3srvl.id.

c. Select the green check box.
d. Select the server and click Register to register this new server.
e. Click Done.

7. ltis good practice to configure scheduled replication between the first server
and this additional Domino server at this point to keep the important
databases synchronized.

Note: We set this up at this point as well. You might see errors until the
second server is actually up and running as it tries to replicate with it. To
set up this replication now, follow these steps.

1. Open Domino Administrator if not already started by going to Start —
Programs — Lotus Applications — Lotus Domino Administrator.

2. Make sure to open up the domain on the primary server (itso domain in

our example).

Click the Configuration tab.

Expand Replication.

Click Connections.

Click Add Connection.

Then, use the following parameters for the connection:

— Connection Type: Local Area Network

— Source Server: Primary server (bc3srv5/itso in our example)

— Destination Server: The name of the other registered server
(bc3srvl/itso in our example)

— Click Schedule tab and choose the appropriate schedule.

— Click Save & Close.

No ok w

Installing and configuring the second server
For additional Domino servers, install as described in the previous steps and
then complete the following configuration procedure:

1. Start the server by selecting Start — All Programs — Lotus
Applications — Lotus Domino Server.

2. Click Next on the Welcome to Domino Server Setup window.

3. On the First or additional server window, select Set up an additional server,
and then click Next.
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4. Select The server ID file is stored in the Domino Directory option, and
enter the password. Click Next.

Note: In our case, because we did not use a password, it was a separate
ID file, but we had tried both ways and they worked the same.

5. On the Provide the registered name of this additional Domino Server window,
enter this additional server name (in our case, bc3srv1/itso); this should
already be populated. Click Next.

6. Select only the Web options under Setup Internet services for. We will
configure these as needed. Click Next.

7. Click Customize on the Domino network settings window. In the window that
opens:

a. Ensure that the TCP/IP option is selected.

b. Under Type the fully qualified internet host name for this Domino Server,
make sure that it is the fully qualified Internet host name for this server (in
our case, bc3srvl.itso.ral.ibm.com).

c. Click OK.

8. When you return to the Domino network settings window, click Next.
9. On the Provide the system databases for this Domino Server window:

a. For the Other Domino Server name, type your first Domino server's name
(bc3srvb5/itso in our example).

b. For the Optional network address, type the fully qualified Internet host
name for that server (in our case, bc3srv5.itso.ral.ibm.com).

c. Click Next.

10.Select Set up as a primary Domino Directory (Recommended) and click
Next.

11.0n the Secure your Domino Server window, clear the Prohibit Anonymous
option. Click Next.

12.Click Setup to configure your Domino server.
13.Click Finish in the Successful configuration window.

14.Start the Domino server by selecting Start — All Programs — Lotus
Applications — Lotus Domino Server.

3.4.2 Setting up Domino LDAP

The following section describes how to set up the Domino LDAP.
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Adding Portal administrators to the Domino Directory
You need to create two users in your Domino Directory to work with WebSphere

Portal. Complete the following steps:

1. Open Domino Administrator. Click Start — Programs — Lotus
Applications — Lotus Domino Administrator.

2. Go to the People tab of the Domino Directory, click People, and click Add

Person.

3. You will create two users. To create the wpsbind user, in the Person form,
enter the values from Table 3-6 that coincide with the respective Person fields.

Table 3-6 Person form values: wpsbind user

Field Value

Last name wpsbind

User name wpsbind/itso
wpsbind

Short name/UserID wpsbind

Domain

itso.ral.ibm.com

Internet password

wpsbind

4. Click Save & Close to save the entries for the administrators and return to the

People view of the Domino Directory.

5. Repeat using the values for the portaladmin user, as shown in Table 3-7.

In the end, you will have the two users wpsbind and portaladmin.

Table 3-7 Person form values: portaladmin user

Field Value
Last name portaladmin
User name portaladmin/itso

portaladmin

Short name/UserlD

portaladmin

Domain

itso.ral.ibm.com

Internet password

portaladmin
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Important: If you want to have the users you create also be able to use the
mail portlet, you need to create a mail database for them and specify it in
the Person document in Domino Directory. Follow these steps:

1.
2.

Start Domino Administrator.
Click File — Database — New.

Create the database with the following options:

— Server: Primary server (bc3srv5/itso in our example)
— Title: user mail file
— File name: mail\Auto Generated.nsf

Template information:

— Server: As above.

— Select Domino Web Access (6) inotes6.ntf.

— Click OK.

The mail file will then open. Click File — Database — Access Control
to open the access control list and give that specific user the following
rights.

— User Type: Person.

— Access: Editor.

— Select all of the attributes.

Close the mail file.

Edit the Person document and enter the mail server and mail file
names:

— Mail server: primary mail server (bc3srv5/itso in our example)

— Mail file: mai1\mailfilenamefromabove.nsf

From the Server view, click the Files tab.

Right-click the mail directory, and select Manage Directory ACL, as
shown in Figure 3-32 on page 80.

Add the newest user whose mail file you created to the list Who should
be able to access this directory?
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Figure 3-32 Set mail directory ACL

9. Go to the Groups view and click Add Group.

10.In the New Group form, create a new group called wpsadmins. Select

Multi-purpose for the Group type.

11.Add wpsbind and the portal administrator user as members from the portal’s
address book. wpshind is the user ID for LDAP bind authentication.

12.Click Save & Close to save the wpsadmins group.

13.Repeat this to create groups called wpscontentadministrators and

wpsdocreviewers.
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Note: Checkpoint for LDAP

To check LDAP:

1. Open a browser.
2. Enter the following to the URL:
1dap://<fully_qualified_hostname>/cn=wpsbind,o=itso

For example:

1dap://bc3srv5.itso.ral.ibm.com/cn=wpsbind,o=itso
3. You should see a window similar to the one shown in Figure 3-33.

wpsbind Properties d |

Summary | Mame I Home I Businessl F'ersc-nall Dther | NetMeetingI DigitaIIDs1

==| Summary of information about this contact | Add to Addiess Bmd

Mame:  wpzbind
E-Mail Address:  wpshind/itsol@itsn ral ibr.caonm

Haome Phone:
Fager:
Fobile:
Personal Wweb Page:
Business Phone:
Buziness Fax
Job Title:
[D'epartment:
Office:
Compary Mame:

Buziness Web Page:

[k Cahicel

Figure 3-33 Checkpoint for LDAP

3.4.3 Updating the access control list of Domino Directory

These steps will be necessary so that the wmm user can add information to the
Domino Directory. Complete the following steps:

1. Open Domino Administrator. Click Start — Programs — Lotus
Applications — Lotus Domino Administrator.
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2. From the Domino Administrator, open the server’'s Domino Directory. Go to
File — Database — Access Control to open the names.nsf database.

3. Click Add, and then click the people icon, and select wpsadmins.

4. In the Basic panel, make sure that the Portal administrator group wpsadmins
has either Author access or Editor access for all roles available by selecting
wpsadmins, changing the access to Manager and selecting the Delete
documents option.

5. Assign the following Role types to the wpsadmins group:
— GroupCreator
— GroupModifier
— UserCreator
— UserModifier
6. Click OK to save the settings.
7. Push the settings by issuing this command from the Domino Console:

push bc3srvl/itso names.nsf

3.4.4 Specifying Domino LDAP configuration settings

82

In this section, we discuss the setting selections for the Domino LDAP
configuration.

Adding the HTTP_HostName attribute
Perform the following steps to add the HTTP_HostName attribute.

Note: You might not have to do this step depending on the configuration you
chose for your Domino server. Every time we checked, it was already
populated.

1. Make sure that you have Manager access to the Schema database
(schema.nsf) on the primary server (bc3srv5/itso in our example).

2. Open the Schema database on any server in the domain that runs the LDAP
service.

3. Select the All Schema Documents view, and then click New Document —
Add Attribute Type.

4. Complete the fields specified in Table 3-8 on page 83 on the Basics tab.
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Table 3-8 Values for the HTTP_HostName attribute

Field Action
LDAP name Enter HTTP-HostName for the attribute.
OID Enter the object identifier: 2.16.840.1.113678.2.2.2.2.461

Syntax name

Select Directory String.

Description

(Optional) Enter a description for the attribute.

Equality match

(Optional) Select a matching rule to apply when the equality
operator is used to search for this attribute.

Ordering match

(Optional) Select a matching rule to apply when an ordering
operator is used to search for this attribute.

Substrings match

(Optional) Select a matching rule to apply when a substring
operator is used to search for this attribute.

Single valued

Choose one:

» Yes to allow more than one value for the attribute
(default)

» No to allow only one value

Collective

Choose one:
» Yes to allow the values for this attribute to be shared
» No to prevent values from being shared (default)

No user modification

Choose one:
> Yes to prevent users from modifying the values
» No to allow users to modify values (default)

5. Click Save & Close. A draft document for the HTTP-HostName attribute
appears in the Draft Documents - Draft Attribute Types view.

6. Selectthe HTTP-HostName draft documents, and click Approve — Approve

Selected Drafts.

3.4.5 Completing the configuration

These steps will enable the Domino Directory to be searched correctly by
WebSphere Memeber Manager:

1. Use the Domino Administrator interface to open the Domino Directory,
names.nsf, on the primary server (bc3srv5/itso in our example).

2. Navigate to the view Configuration - Servers.
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. Highlight Configurations and then open the Configuration Settings

document. If a global configuration document does not exist, click Add
Configuration to create a new configuration document and display the
Configuration Settings.

. On the Basics tab, for the Use these settings as the default settings for all

servers option, click Yes.

Note: You must select Yes to cause the LDAP tab to appear for use in the
next step.

. On the LDAP tab, click the button next to Select Attribute Types to open the

LDAP Attribute Type Selection dialog box.

. From the Object Classes drop-down list, select *, and then click Display

Attributes.

. From the Selectable Attribute Types box, select the following fields, and then

click Add to add them the Queriable Attribute Types box:

— AltFullName

— dominoCertificate
— FullName

— givenName

— HTTP_HostName
— Location

— mail

— MailAddress

— MailDomain

— MailFile

— MailServer

— member

— NetAddresses

— PublicKey

— Sametime

- sn

— uid

— userCertificate

. Click OK to close the LDAP Attribute Type Selection dialog box and return to

the Configuration Settings document.

. Ensure that the Anonymous users can query field displays the following

attributes:

— AltFullName

— dominoCertificate
— givenName
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— FullName
— HTTP_HostName
— InternetAddress
— Location
— malil
— MailAddress
— MailDomain
— MailFile
— MailServer
— member
— NetAddresses
— PublicKey
— Sametime
- sn
— uid
— userCertificate
10.For the Allow LDAP users write access option, click Yes. This setting
ensures that portal users can use the self-care and self-registration features
of WebSphere Portal.

11.Keep all the other default LDAP settings in the Configuration Settings
document.

12.Click Save & Close to close the Configuration Settings document.

Additional Domino configuration

To enable the database drop-down list, you need to complete two tasks: enable
the DIIOP task and allow users the ability to run Java agents.

To enable the DIIOP task to load automatically every time the Domino server
starts, perform the following steps:
1. Open the notes.ini in the Domino program directory.

2. Locate the line ServerTasks= and add diiop to the end of the line if it is not
already there.

3. Save and close the file.

For more information about the DIIOP task, refer to the Lotus Domino
Administrator Help.

Next, perform the following steps to allow users the ability to run Java agents:
1. Start the Domino Console.

2. Open the names.nsf database on the primary server (bc3srv5/itso in our
case).
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3. Navigate to Configuration — Servers — All Server Documents.

4. Double-click the Server document that you want to configure (bc3srv5/itso in
our example).

5. Make the following configuration changes to the Server document:

a. On the Basics tab, make sure that the Fully Qualified Internet Host Name
field contains the fully qualified name that you enter in the browser to
access this server.

b. Switch to the Ports tab. On the Notes Network Ports subtab, make sure
that the top line has the Port set to TCPIP and the Net Address set to the
fully qualified name of the server. Make sure this port is set to Enabled.

c. Switch to the Internet Protocols tab. On the HTTP subtab, select Yes for
the option Allow HTTP Clients To Browse Databases.

d. Switch to the Security tab. For troubleshooting and development
purposes, set the following three fields to * under the Programmability
Restrictions section:

* Run restricted LotusScript/Java agents
* Run restricted Java/JavaScript/COM
* Run unrestricted Java/JavaScript/COM

Note: You might want to restrict these fields to a subset of users. If you
do this, note the following information:

» The Domino server to which you are connecting must be included
with the full canonical name (for example, bc3srv5/itso). Next, add
any users or groups that you want to receive a list of databases
when placing a portlet in edit mode. You can also use an asterisk (*)
as a wild card.

> |f you want to add the user wpsadmin, add the following information
to the field: uid=wpsadmin/cn=users/o=1bm/c=us. To add all of the
members in the /o=ibm/c=us organization, add the following value to
the field: */o=1bm/c=us.

6. Click Save & Close.
7. Open the other server's Server document and repeat these steps.

8. Push the changes to the other server with the following command issued from
the Domino Console:

push bc3srvl/itso names.nsf
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3.5 Creating the Web SSO configuration

The Web single sign-on (SSO) configuration document is a domain-wide
configuration document stored in the Domino Directory. You must create the Web
SSO configuration document prior to enabling multiserver single sign-on.

Complete the following steps:

1. Start Domino Administrator by clicking Start — Programs — Lotus

Applications — Lotus Domino Administrator.

2. Open the names.nsf database on the primary server.

3. Select Configuration — Server — All Server Documents.

4. Select the server (primary server be3srv5/itso in our example) and click
Web — Create Web SSO Configuration (Figure 3-34).
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Figure 3-34 Create Web SSO Configuration
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5. Enter the domain suffix for the DNS Domain and select both servers in
Domino Server Names field (Figure 3-35).
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Figure 3-35 Modify settings for SSO
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6. From the Keys menu, select Create Domino SSO Key (Figure 3-36).
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Figure 3-36 Create Domino SSO Key

7. Click OK.
8. Click Save & Close.
9. Close the Domino Administrator interface.

10.From the Domino Console, issue the command to push names.nsf to the
secondary server, in our example, push bc3srvl/itso names.nsf.

11.Restart both Domino servers. To restart the servers, issue the following
command from the Domino Console:

restart server
Note: Checkpoint for Domino

You should be able to open the Domino home page using a browser by typing
inhttp://<fully_qualified_domino_server>. Port 80 is the default port
number for the Domino Web server. For example, in our lab configuration, the
URL of the Domino home page is http://bc3srv5.itso.ral.ibm.com and
http://bc3srvl.itso.ral.ibm.com.
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3.6 Installing Lotus Team Workplace 6.5.1

90

In this section, we take you through the steps to install a Lotus Team Workplace
(formerly called QuickPlace) server. The Lotus Team Workplace server installs
on top of a Domino server, so prior to installing Lotus Team Workplace, make
sure that you complete the steps in 3.4.1, “Installing Domino Enterprise Server
6.5.3” on page 72 for the Team Workplace server. In our example, we will be
installing this onto bc3srvs.

To install Lotus Team Workplace V6.5.1, complete the following steps:

1. Stop the Domino server on which Lotus Team Workplace will be installed by
issuing the quit command from the Domino Console.

2. Run Setup.exe from the directory of the preferred language on the Lotus
Team Workplace CD (CD14-1 from the WebSphere Portal bundle).

3. Accept the license agreement. Click Next.

4. Verify that the installation directories match the Domino server directories and
click Next.

5. Click Next to start the installation.
6. When finished copying files, click Next.

7. When prompted, enter the name and password for a Team Workplace
administrator, as shown in Figure 3-37 on page 91. The user name and
password are local to the Team Workplace server and should not be the same
user as anyone listed in the Domino Directory on which Team Workplace is
installed or the LDAP directory with which Team Workplace will work. (We
used twadmin in our example.)
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Lotus. software adrmirizter thiz Latuz Tearn Warkplace server
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Yerify password: I xxxxxxx

< Back I Mewt » l Cancel

Figure 3-37 Administrator ID for Team Workplace server

8. When prompted, click Finish to complete the installation.

9. Open the notes.ini file from the Team Workplace server in a text editor. The
notes.ini file is located in the Domino program directory.

10.The Team Workplace server loads when the HTTP task loads in Domino.
After installing Team Workplace, ensure that the HTTP task is set to
automatically load in Domino. Find the ServerTasks=line and add ,http to the
end if it does not already exist.

11.Restart the Team Workplace server by selecting Start — All Programs —
Lotus Applications — Lotus Domino Server.
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When the HTTP task loads, you should see the text shown in Example 3-2 in the
Domino Console.

Example 3-2 Console of Team Workplace starting successfully

01/17/2005 11:19:48 AM HTTP Server: DSAPI Domino Off-Line Services HTTP
extension Loaded successfully

01/17/2005 11:19:49 AM HTTP Server: DSAPI QuickPlace DSAPI Filter Loaded
successfully

01/17/2005 11:19:49 AM LDAP Server: Started

01/17/2005 11:19:50 AM Attempt by CN=bc3srv5/0=itso to create duplicate
template Place Catalog in database C:\Lotus\Domino\Data\PlaceCatalog.nsf -
rejected.

01/17/2005 11:20:00 AM QuickPlace Server started. 350172.00

01/17/2005 11:20:01 AM HTTP Server: Started

3.7 Specifying Lotus Team Workplace 6.5.1 server
settings

To set up the Lotus Team Workplace server for use with WebSphere Portal,
follow these general steps:

1. Start the Domino server if not already started by clicking Start — All
Programs — Lotus Applications — Lotus Domino Server.

2. Open a browser and enter http://<domino_server>/QuickPlace where
<domino_server> is the fully qualified host name. For example, in our case,
this would be http://bc3srv5.itso.ral.ibm.com/Quickplace/.

3. Click Sign in.

4. Enter the administrator ID and password that you specified during the
installation. For example, in our lab configuration, we used twadmin.

5. Select Server Settings.
6. Select User Directory.
7. Click the Change Directory button.
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2} User Directory - quickplace - Microsoft Internet Explorer o =] 3}

Tools  Help ﬁ

Filg

8. Select LDAP Server as the server type.
9. Enter the fully qualified host name of the Domino LDAP Server (Figure 3-38)

in the Name field (bc3srv5.itso.ral.ibm.comin our example).

10.Select Disallow new users in the bottom part of the window.

daBack ~ = - (2 7t | Qisearch [GlFavortes (@fMeda 54 ‘ B S

Links @Search the Web with Lycos @IEM Business Transformation @IBM Internal Help @IEM Standard Software Installer

Address I@ http:/fbc3srvs.itso. ral.ibm. comfQuickPlace /quickplace/Admin.nsf /cf07bfcad? af637 205256 70800167221 /b4ef 1 19005FbdS4a05256708001 671 3by PEditDocument j ]

Directory. You can specify a directory from which place managers can select members. Select the directory type and
name below:

Type: ILDAP Server ¥
MName: |h|:35rv5 itso.ral.ibm.con

Advanced Settings. You can enter specific settings for your directory or leave them blank to make use of the default
settings,

Port number: IEBEI

" Check for SSL connection with LDAP User Directory.

Search l—

base:

" Narrow searches to the place name.

Mote: Specify the search base using the Distinguished Name format,

&

" Check to use credentials specified below when searching the directory,

Username;
Password:

Mote: If your LDAP directory allows anonymous access, leave these fields blank, Otherwise, if your LDAP directory
requires credentials to access information, please enter the username and password for the QuickPlace server to use
when making requests.

Authentication

Tirmeout 120

{zeconds):

Search

Tirmeout 120

{zeconds):

New Users. Do you want to allow place managers to create new users in each place, or require managers to select
existing users only from the available directory?

™ allow managers to create new users in each place.
{* Disallow new users - Require managers to select existing users from the available directaory,

]

KN

’_ ’_ ’_ | mkernet

Figure 3-38 Change the user directory
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11.Confirm your choices by clicking Next (Figure 3-39).

3 User Directory - quickplace - Microsoft Internet Explorer — o]

File Edit YWiew Fawvorites Tools  Help | ]

s~ Back = = - @ o} | @Search [He] Faworites @Media ®| %v =]

Links @Search the Web with Lycos @IBM Business Transfarmation @IBM Inkernal Help @IBM Standard Software Installer

Address I@ http:f{bc3srv.itso.ral ibm.comfQuickPlace/quickplace /Admin, nsffh_Toc/B4EFL 19005FBD54ADS256?UBUU16?12j WGD

Lotus. Team Workplace ‘ l
» portaladmin | Sign Out Change Directary
+ Go lp
Instructions User Directory _ _
. You can specify a user directory from which place
Security

rmembers can be selected.
Uzer Directary

DOther Options Directory. —
Select Time Zone Type: LDA&P Server
Help Mame: bc3srvS.itso.ral.ibm.com
Mew Users.
Disallowed % =
|&] Done ’_’_’_|° Inkernet .

Figure 3-39 Confirm configuration of user directory

12.Select Security.
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13.Under Who can administer this server?, click the Add button (Figure 3-40).

4} security - quickplace - Microsoft Internet Explorer o ] 4

File Edit “ew Favorites Tools Help | !l"
QBak ~ ) - [¢] 2 o | ) Search 7 Favorites @) Media 4% | - in B
Address Iﬁj http:,l’,l’hc35rv5.itso.raI.ibm.com,l’QuickPIace,l’quickaace,l’Admin.nsF,fh_Toc,f406AC61D4BD821D305256?080016j Go | Links **

Instructions Security ;I
Secufity Who can create new places on this server?

User Directory & anyone who can connect to the server,

Other Options ¢ Only specific users {or groups) who provide a name and

Select Time Zone passward,

Help iclick Add... to grant create access)

Modify...

Who can administer this server? Users and groups in this list can:
s Create new places,
+ Decide who efse can create new places.
s Change server settings, delete places, and create/delete
PlaceTypes.

m (click Add... to grant admin access) |
woeadn
Rermove... .
wpsadming

Modify ...

N

[&] pone l_ l_ l_ |4 tnternet

Figure 3-40 Who can administer this server?

14.Click Directory.
15.Select Group and enter an asterisk (*) to search.

16.Check the group for the Portal administrators (wpsadmins) and then click
Add.

17.Click Close.
18.Click Next.
19.Sign out.

20.Restart the Domino server by issuing the following command from the
Domino Console:

restart server
21.Start the Domino Administrator on the client machine if it is not running.

22.Select the itso domain and choose the primary server (in our example,
bc3srvb).

23.Select the Configuration tab.
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24.Expand Server.
25.Select Current Server Document.
26.Click Edit Server.

27.Go to Internet Protocols —» Domino Web Engine. Change the Session
authentication to Multiple Servers (SSO) (Figure 3-41). Domino is a
prerequisite for the Team Workplace and Instant Messaging and Web
Conferencing servers, and if you plan to use those servers, multiserver single
sign-on must be enabled. Enabling single sign-on allows Web users who log
on once to a server to automatically access any other server in the DNS
domain that is enabled for single sign-on.

28.Select LTPA as the Web SSO Configuration.

[ITSD Diomain I‘U itza's Directory - Server\Servers XI ;._IaServer' bc3srvhiitzo X]

@Save & Close @Craale wieb... ®Cancel

3

Server : bc3srySiitso > : _ b

aass i ad 3
Basics I Security I Parts I Server Tasks I Internet Protacals I MTAs I Mizcellaneous | Transactional Logging I Shared Mail | Administration
HTTP | Domino web Engine | DiloR | Lo#P |

vecesy

Seszion authentication: rMu|liD|E Servers (3500 4=1 Java servlet support: Domino Servlet banager =1
Web 850 Canfiguration: " LpaTaken 1=1 Serdet URL path: Izervlety
Clags path: " dominolzerdet 5

Servetfile extenzions rJ

Does thiz server use 137 | Seesion state tracking:  ” Enabled 4=
Protocal: rJ;l Idle zezzion time-out: rSDJ minutes
Hoszt name: rJ haximurm active r1DDDJ
sETsions:
Paort number: Tany Session persistence: "Disabled 41
Fdaximum cached designs: 128 5 Iaximum POST data {in ™ 0aoo 4
kilobytes):
Maxirmum cached users: B4 File compression an "Disabled 41
upload:
Cached uzer expiration J‘12EIJ geconds
1 O
Java servlet support- Select either None. Domino Servlet banager or Third Party Servet.
[ «|[=2 «]||0ffice < [3 -«

Figure 3-41 Change Session Authentication

29.Change the Java servlet support to Domino Servlet Manager.
30.Click Save & Close.

31.0pen the second Server document and repeat steps 24 through 30 on the
second server.

32.Close Domino Administrator.
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33.Push names.nsf to the secondary server by issuing the following command
from a Domino Console on the primary server, in our example, issued from
bc3srvb:

push bc3srvl/itso names.nsf
34.Restart both of the Domino servers.
You should see messages as shown in Example 3-3.

Example 3-3 Web SSO configuration messages

01/17/2005 11:33:03 AM HTTP Server: Java Virtual Machine loaded

01/17/2005 11:33:03 AM HTTP Server: DSAPI Domino Off-Line Services HTTP
extension Loaded successfully

01/17/2005 11:33:03 AM HTTP Server: DSAPI QuickPlace DSAPI Filter Loaded
successfully

01/17/2005 11:33:03 AM Servlet engine initialization was successful
01/17/2005 11:33:03 AM DIIOP Server: Started

01/17/2005 11:33:03 AM HTTP JVM: File or directory
C:\Lotus\Domino\Data\domino\servlet does not exist

01/17/2005 11:33:03 AM QuickPlace: Successfully Toaded Web SSO Configuration.
01/17/2005 11:33:04 AM LDAP Server: Started

01/17/2005 11:33:05 AM QuickPlace Server started. 350172.00

01/17/2005 11:33:05 AM HTTP Server: No Web SSO Configuration specified, using

default ('LtpaToken').
01/17/2005 11:33:06 AM HTTP Server: Started

Important: In our example, we did not choose the Web SSO Configuration so
that you would see what configuration is being loaded as shown Example 3-3.

Note: Checkpoint for SSO
At this point, single sign-on should be working. To verify this, complete the
following steps:

1. In a browser, go to the primary server by typing in the following URL:
http://<domino_server>/quickplace

In our example: http://bc3srv5.itso.ral.ibm.com/quickplace

2. Log in as portaladmin/portaladmin.
3. After logging in, type the following URL in your browser:
http://<domino_server>/names.nsf

In our example: http://bc3srvl.itso.ral.ibm.com/names.nsf

You should not be prompted for a password, and if you are not prompted, SSO
is working.
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3.7.1 Adding QPServlet and configuring for Team Workplace

To enable Lotus Team Workplace to work in your Collaborative portal, you need
to add the QPServlet (stored in the Java archive file cs.jar) to your Lotus Team
Workplace server. The QPServlet ensures that the records of portal users who
are registered in portal are synchronized with Team Workplace membership
records. Complete the following steps:

1.

& servlets.properties - Notepad M=
File Edit Format Help
serviet.gPseryvlet, code=com. Totus. cs.util.qPserviet| =]

If it does not already exist, create a directory named Servlet in the
C:\Lotus\Domino\Data\domino directory in our example.

Find the Domino Data servlets.properties file, typically in the default location
C:\Lotus\Domino\Data\servlets.properties. If this file does not exist, create it
with a text editor.

Open the servlets.properties file in a text editor and add this line
(Figure 3-42):

servlet.QPServlet.code=com.lotus.cs.util.QPServlet

Note: The preceding line is case-sensitive, and you must add a hard return
at the end of the line.

Figure 3-42 The servlet.properties file

3. Save and close the file.

4. Copy the Collaborative Services Java archive file (cs.jar) from

<wp_root>\shared\app into the C:\Lotus\Domino\Data\domino\java directory.

Note: Do not create subdirectories, such as WEB-INF, in the
Lotus\Domino\Data\domino\java directory in which to store the cs.jar file.

Edit the notes.ini file to add cs.jar to notes.ini. For the Lotus Team Workplace
server, making the following changes:

a. Locate the JavaUserClassesExt line.
b. Append WPS1 to the JavaUserClassesExt line (use a comma as a
delimiter).
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C.

Add the following line below the JavaUserClassext line:
WPS1=c:\Lotus\Domino\data\domino\java\cs.jar

6. Follow these steps to ensure that Domino Servlet Manager is set for Java
servlet support:

a.
b.
c.

d.
e.
f

Start Domino Administrator and type the password for the administrator.
Open the names.nsf database of the Lotus Team Workplace server.
Edit the Lotus Team Workplace Server document (bc3srv5/itso in our
example).

Go to Internet Protocols tab and click Domino Web Engine.

Set Java Servlet Support to Domino Servlet Manager.

Click Save & Close.

3.7.2 Configuring Domino Web server

These steps will create the mapping for the correct login form to be used on the
Lotus Team Workplace server. Complete the following steps:

1. Create the Domino Web Server Configuration database, domcfg.nsf:

a.
b.

g.
h.

From Domino Administrator, select File — Database — New.

We use the following properties:

e Server: bc3srvs/Itso (Team Workplace server)

e Title: Web Server Configuration

¢ File name: domcfg.nsf

¢ Template: Domino Web Server Configuration (6) (domcfg5.ntf); this
template is shown with the Advanced templates.

Click OK.

Open the newly created Web Server Configuration database if it does not

open by itself.

Click Add Mapping.

In the Mapping document, fill in the following:

¢ Applies to: All Web Sites/Entire Server
(You can also restrict SSO to specific virtual servers.)

e Target Database: quickplace/resources.nsf

e TargetForm: QuickPlacelLoginForm

Click Save & Close.

Close the database.

2. Update the notes.ini file:

a.

b.

Open the notes.ini file in the \Lotus\Domino Directory of your Team
Workplace server in a text editor.

Add the directive NoWebFileSystemACLs=1 to the file. Do not place this as
the last line of the file.
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Push the changes to the other server by issuing the following command from
the Domino Console on the primary server:

push bc3srvl/itso names.nsf

Restart the Domino server for the changes to take effect.

3.7.3 Enabling Lotus Team Workplace search

Enabling search will enable users to search through the index for places at much
faster speeds. To enable search, configure the Search Places settings in the
gpconfig.xml file by completing the following steps:

1.

Copy the gpconfig_sample.xml file to the gpconfig.xml file if it does not
already exist (this existed in C:\Lotus\Domino\Data in our example).

Open the gpconfig.xml file using a text editor.

3. Scroll down to the Search Places section and remove the following lines from

the beginning and end of Search Places section, respectively:

<l-- =============== START OF SAMPLE =================
=============== END QF SAMPLE =================== __>

Modify the Search Places tags for your environment. Example 3-4 shows our
configuration.

Example 3-4 Search Places section of the gpconfig.xml file

<search _places enabled="true” log level="0" anonymous="true”>
<domain_catalog_server ssl="false”>

<port>80</port>
<domino_server_name>bc3srv5/itso</domino_server_name>
<path_prefix></path_prefix>
<hostname>bc3srv5.itso.ral.ibm.com</hostname>
</domain_catalog_server>

</search_places>

53

Restart the Domino server for these settings to take effect.

Note: Checkpoint for Lotus Team Workplace

To check Team Workplace, complete the following steps:

akrwn=

Open a browser and enter http://<server_name>/quickplace.
Log in to Team Workplace with portaladmin.

Create a place.

Log in to the place you created.

You should see the place you created, as shown in Figure 3-43 on
page 101.
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Figure 3-43 Checkpoint for Lotus Team Workplace

Note: Checkpoint for QPServlet

To check QPServlet, complete the following steps:

1.

Open a browser and enter the following URL:
http://<fully_qualified_domino_server_host name>/serviet/
QPServiet?actionType=69

In our example:
http://bc3srv5.itso.ral.ibm.com/serviet/QPServiet?actionType=69

You should see the return message, as shown in Figure 3-44 on page 102.
Enter the following in the URL:

http://<fully_qualified domino_server_host _name>/servlet/QPServiet?action
Type=68

In our example:
http://bc3srvb.itso.ral.ibm.com/serviet/QPServiet?actionType=68

You should see the return message, as shown in Figure 3-45 on page 102.
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Figure 3-45 Who Are You?

3.8 Installing Lotus Instant Messaging and Web
Conferencing 6.5.1

Setting up Lotus Instant Messaging and Web Conferencing (formerly called
Sametime) to work with WebSphere Portal offers portal users the complete set of
people awareness features available in Collaborative portlets. In our example,
this software is installed on bc3srv1.

Important: Do not install the Instant Messaging and Web Conferencing server
and Team Workplace server on the same Domino server. These should be on
two separate Domino servers.
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Complete the following steps:

1.

9.

© N o o~ w

Shut down the Domino server by issuing the quit command from the Domino
Console on the secondary server (in our example, bc3srv1/itso).

Run demo32 from CD 13-1(Lotus Instant Messaging and Web Conferencing for
Windows V6.5.1).

Click English.

Click Install Sametime Server.

Accept the license agreement and click Next.
On the Welcome window, click Next.

Click Yes to install to the existing Domino server.

Verify that the installation directories match the Domino server directories and
click Next.

When the installation completes, click Finish.

10.When prompted, browse to and select the server.id file in

C:\Lotus\Domino\Data\server.id (bc3srv1.id in our example). Click Next.

11.Select LDAP from the drop-down list and enter the host name and port in the

required fields (bc3srv5.itso.ral.ibm.com and 389 in our example). Click
Next.

12.In the HTTP tunnelling window, select the option to allow HTTP tunnelling and

click Next.

Note: If you are planning to integrate with Tivoli Access Manager, you must
enable HTTP tunneling by selecting this option. If, however, you are not
going to use Tivoli Access Manager or any other type of reverse proxy, you
can leave this option cleared, and users will need to have access to the
Instant Messaging and Web Conferencing server through these default
ports:

» 1533: For Instant Messaging
8082: For chat

8081: For Web conferences

554: For real-time streaming

vYvyy

13.Click OK to complete the installation of Instant Messaging and Web

Conferencing.

14.Start the Instant Messaging and Web Conferencing server by selecting

Start — All Programs — Lotus Applications — Lotus Domino Server.
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15.When all the Instant Messaging and Web Conferencing services start, you will
see the following message:

Sametime Server: Running on the Domino Console.

3.8.1 Modifying Domino after Lotus Instant Messaging installation

Here, we disable the directory assistance to prevent problems from arising down
the installation path. Complete the following steps:

1. On the machine with Domino Administrator, start it by clicking Start —
Programs — Lotus Applications — Lotus Domino Administrator.

2. Enter the password.
3. Select File — Database — Open.

4. Browse to primary server (bc3srv5/itso in our example), and select
names.nsf.

5. Close the About window if it opens.
6. Expand Configuration — Servers — All Server Documents.

7. Open the Server document for the primary server (bc3srv5/itso in our
example).

8. Edit the server. Under the Basics tab, remove da.nsf (if it is there) as the
directory assistance database name if it exists.

9. Click Save & Close.

10.Repeat these steps on the second Server document (bc3srvi/itso in our
example).

11.In if you made any changes, perform the following steps (however, you might
not have to do this task):

a. Force a push of names.nsf by issuing this command from the Domino
Console:
push bc3srvl/itso names.nsf

b. Restart both servers.

3.8.2 Setting up Instant Messaging and Web Conferencing awareness
and chat

To enable online awareness and chat for Team Workplace users, complete the
following steps:

1. Copy the Java files required for Lotus Instant Messaging and online
awareness.

2. Specify the Sametime Community server for Team Workplace to use.
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Copying Java files required for chat
To copy the Java files required for chat and online awareness, complete the
following steps:

1.

2.

Install the Sametime Java Toolkit on the Instant Messaging server:

a. Download the Lotus Instant Messaging and Web Conferencing Java toolkit
from the following URL:
http://www.Totus.com/1dd/down.nsf

b. Extract the downloaded file into the directory
<dominodata>\domino\htmN\sametime\toolkits\st651javatk on the Instant
Messaging server
(C:\Lotus\Domino\Data\domino\html\sametime\toolkits\st651javatk in our
example).

In the Domino data directory of the Instant Messaging server, create the
subdirectory <domino data>\Domino\htm\QuickPlace\peopleonline
(C:\Lotus\Domino\Data\domino\htmN\QuickPlace\peopleonline in our
example).

. Copy the STComm.jar, CommRes.jar, and PeopleOnline31.jar files to the
QuickPlace\peopleonline subdirectory you created in the previous step.
These files can be found in the following locations:

— Files from the Instant Messaging and Web Conferencing server:

STComm.jar and CommRes.jar:
<dominodata>\domino\htm\sametime\toolkits\st651javatk \bin
(C:\Lotus\Domino\Data\domino\htmi\sametime\toolkits\st651javatk\bin in
our example).

— Files from the Team Workplace server:

PeopleOnline31.jar: <Domino data>\QuickPlace
(C:\Lotus\Domino\Data\QuickPlace in our example).

Specifying the Instant Messaging server in Team Workplace

Note: From this point, when restarting the Domino servers, make sure to start
the server with Instant Messaging first. You will receive errors about not finding
the LDAP server on the primary server, but that is okay and can be ignored.
The procedure we used here was to restart the secondary server and wait for
it to come up and then restart the primary server (awareness could fail to
function if it is unable to detect the Instant Messaging and Web Conferencing
server at startup).

Complete the following steps:

1

. Open a browser and enter http://<server_name>/quickplace as the URL.
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2. Click Sign in. Use a user that has administrative access to Team Workplace
(portaladmin in this case).

3. Select Server Settings — Other Options and click Edit Options.

4. Under the Sametime Servers heading, make sure that the Sametime Instant
Messaging server is in the community field. Use the full name of the server
(http://bc3srvl.itsc.ral.ibm.comin our example).

5. Click Next.
6. Sign out of Team Workplace.
7. Restart the Domino server with Team Workplace.

Note: Checkpoint for Lotus Instant Messaging and Web Conferencing online
awareness

To check Lotus Instant Messaging and Web Conferencing online awareness,
complete the following steps:

1. Open a browser and enter:
http://<sametime_server name>/sametime/toolkits/st651javatkindex.html

For example, in our configuration, the URL is:

http://bc3srvl.itso.ral.ibm.com/sametime/toolkits/st651javatk/index.htm]
2. Log in to Team Workplace and see if the awareness icon turns green (it
sometimes took 20 seconds for this to happen).
3. The sample page with online awareness opens, as shown in Figure 3-46
on page 107. You should see an online awareness indicator in green
besides the ID you entered in the previous window.
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Figure 3-46 Lotus Instant Messaging online awareness

3.8.3 Editing the Sametime.ini file to set the security level

Before you perform the configuration task, set the security level. WebSphere
Portal uses a Lotus Instant Messaging server application to enable Lotus Instant
Messaging connectivity or people awareness. To allow this connectivity to work,
you must set a security level by editing the Sametime.ini file. Complete the
following steps:

1.
2.

Go to the Lotus Instant Messaging server (bc3srv1 in our example).

Locate the C:\Lotus\Domino\sametime.ini file to grant portal access to the
Lotus Instant Messaging server.

Create a backup copy of the file.

4. Add the following line to the top of the file using a text editor. This is to

configure the Lotus Instant Messaging server to accept all IPs as trusted. Add
the following line to the Debug section:

[Debug]
VPS_BYPASS_TRUSTED_IPS=1

Change VPS_IGNORE_UNKNOWN_CLIENT IP to equal 0.
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6. Save and close the file.
7. Restart both Domino servers.

3.9 Configuring WebSphere Portal for Domino Directory

Follow these steps to edit the wpconfig.properties file and run the appropriate
configuration tasks so that WebSphere Portal can work with the Domino LDAP
server:

1. Locate the <wp_root>/config/wpconfig.properties file and create a backup
copy.

2. Update the file property values under the WebSphere Application Server and
Domino sections applicable to your environment using the values in Table 3-9
as a basis. For the purpose of the proof of concept, the fields shown in

Table 3-9 were updated.

Table 3-9 Values used in the lab

Property Value used

WasUserId cn=wpsbind,o=itso
WasPassword wpsbind

PortalAdminlId cn=portaladmin,o=itso
PortalAdminIdShort portaladmin
PortalAdminPwd portaladmin
PortalAdminGroupld cn=wpsadmins

PortalAdminGroupIdShort

wpsadmins

WpsContentAdministrators

cn=wpscontentadministrators

WpsContentAdministratorsShort

wpscontentadministrators

WpsDocReviewer

cn=wpsdocreviewer

WpsDocReviewerShort

wpsdocreviewer

LTPAPassword password

SSODomainName itso.ral.ibm.com
LDAPHostName bc3srv5.itso.ral.ibm.com
LDAPPort 389
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Property Value used
LDAPAdminUId cn=wpshind,o=itso
LDAPAdminPwd wpsbind
LDAPServerType DOMINO0502
LDAPBindID cn=wpshind,o=itso
LDAPBindPassword wpsbind
WmmSystemId cn=wpshind,o=itso
WmmSystemIdPassword wpsbind
LDAPSuffix <blank>
LDAPUserPrefix cn

LDAPUserSuffix o=itso
LDAPGroupPrefix cn
LDAPGroupSuffix <bTank>
LDAPUserObjectClass inetOrgPerson
LDAPGroupObjectClass groupOfNames
LDAPGroupMember member
LDAPGroupFilter (&(cn=%v) (objectclass=groupOfNames))

3. Ensure that the Domino servers are started. If not, start the Domino servers
by clicking Start — All Programs — Lotus Applications — Lotus Domino
Server on both machines.

4. Open a command prompt and change the current working directory to
<was_root>/bin.

5. Enter the following commands:

startServer serverl
stopServer WebSphere_Portal

6. From a command prompt, type WPSconfig.bat validate-wmmur-ldap from
the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the
command.

Chapter 3. WebSphere Portal: Microsoft Windows Server 2003 install 109



Note: If the configuration task fails, verify the values in the
wpconfig.properties file and also check the output, as specified in step 8 on
page 110. Before running the task again, be sure to stop the WebSphere
Portal application server by entering the following command from the
<was_root>/bin directory and specifying the WebSphere Application
Server user ID and password (as defined by the WasUserid and
WasPassword properties):

stopServer WebSphere Portal -user was_admin_userid -password
was_admin_password

7. From a command prompt, type WPSconfig.bat enable-security-wmmur-1dap
from the <wp_root>/config directory.

You should see the message BUILD SUCCESSFUL after successfully running the
command.

Note: In our setup, here we choose to enable security with realm support.
You can also enable security without realm support and use the
configuration wizard, but you will not get the full functionality of the virtual
portals as provided in V5.1

8. Check the output for any error messages before proceeding with any
additional tasks. Output is in configtrace.log and configtrace1.log in
wp_root\log.

9. Stop the servers:

stopServer WebSphere_Portal -user was_admin_userid -password
was_admin_password

After this completes, also make sure that server1 is stopped by issuing:
stopServer serverl -user was_admin_userid -password was_admin_password
Note: After you have enabled security with your LDAP directory, you will
need to provide the user ID and password required for security
authentication on WebSphere Application Server when you perform certain
administrative tasks with WebSphere Application Server.
In our configuration, the command is as follows:

stopServer WebSphere Portal -user wpsbind -password wpsbind
10.0pen the PumaService.properties file found in the

wp_root\shared\app\config\services directory:

a. Add user.sync.remove.attributes=cn,CN.
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b. Save the file.
11.0pen the wmm.xml file in a text editor (file is found at wp_root\wmm):

a. Locate the <1dapRepository .. > section of the file.
b. Change the adapterClassName= value to:
adapterClassName="com.ibm.ws.wmm.1dap.Domino.Domino6LdapAdapterImpL"

12.Start both the servers by running these commands in a command prompt
from was_rooft\bin:

startServer serverl

After this has completed, also make sure that WebSphere Portal is started by
issuing:

startServer WebSphere Portal

13.0pen the WebSphere Application Server administrative console by clicking
Start — All Programs — IBM WebSphere — Application Server v5.1 —
Administrative Console.

Note: The SSO mechanism requires the use of a token. This token,
referred to as a Lightweight Third Party Authentication (LTPA) token,
contains data that uniquely identifies the user, such as the user’s ID and a
digital signature used to authenticate the token by the application server.

If you have already configured SSO between Domino LDAP and
WebSphere Application Server, use the same LTPA token that was created
by WebSphere Application Server and imported by Domino LDAP.

14.Select Security — User Registry — Custom.
15.Click Custom Properties.

16.Check if the property userRegistryRealm already exists. If yes, select the
property and edit. Otherwise, click New.

17.Set the following parameters:

— Name: userRegsitryRealm
— Value: <ldap fully qualified host name>:<port>

In our example, this is bc3srvb5.itso.ral.ibm.com:389.

Note: The previous steps 14-17 are not documented in the Information
Center at the time of writing and must be done for SSO to work between
Domino and WebSphere Portal with realm support.

18.Select Security — Authentication Mechanisms — LTPA.
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19.Enter a name for the key file, for example, C:\domwas . key.
20.Click Export Keys (Figure 3-47).
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Figure 3-47 Export LTPA token from WebSphere Portal

21.Click Save (Figure 3-48 on page 113).
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Figure 3-48 Save window

22.Stop both servers:

stopServer WebSphere_Portal -user was_admin_userid -password
was_admin_password

After this completes, also make sure that server1 is stopped by issuing:
stopServer serverl -user was_admin_userid -password was_admin_password
23.0pen Domino Administrator.

24.0pen the names.nsf database on the primary server (bc3srv5/itso in our
example) by clicking File — Database — Open.

25.Make sure it is on the primary server (bc3srv5/itso in our example).
26.Click the Configuration tab.

27.Expand Web.

28.Click Web Configuration.

29.Expand *- Web SSO Configurations.

30.0pen the Web SSO Configuration for Ltpa token (Figure 3-49 on
page 114).
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Figure 3-49 Import the LTPA token on the Domino server

31.Edit the document.
32.Click Keys — Import WebSphere LTPA Keys (Figure 3-50).
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Figure 3-50 Import the LTPA token
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33.Ignore the warning message that SSO configuration has already been
initialized. Click OK.

34.Enter the path of the key (Figure 3-51). For example, in the lab, the key was
copied to C:\1tpa\domwas.key. Click OK.

Enter Import File Mame E

Enter the path ba the WebSphere LTRA [rport file:

|c:: Wtpatdomwas key Cancel |

Figure 3-51 Path to the LTPA token

35.Type the LTPA password, for example, password (Figure 3-52). Click OK.

Enter Import File Password [ %]

Enter the password for the

Ok
‘wiebSphere LTPA import file: _
Cancel |

POOOOOOOOOO000OOO00N]

‘warning: Thiz pazzword dialog iz presented by a
macro function in a button or form, IF you have any
concerns about the security of the macro function
you are executing, contact vour system administrator.

]
Figure 3-52 Enter the LTPA password

36.You will see the message Successfully imported WebSphere LTPA keys.
Click OK.

37.Enter <server_name>\:389 as the LDAP realm (Figure 3-53 on page 116). Itis
important to enter the slash and colon (\:) before the port number.
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Figure 3-53 Finish Importing LTPA token

38.Click Save & Close.

39.Push the names.nsf file from bc3srv5 to be3srv1 with the following command
in the Domino Console:

push bc3srvl/itso names.nsf
40.Restart both Domino servers.

41.Start both the servers by running these commands in a command prompt
from was_root\bin:

startServer serverl
After this completes, start WebSphere Portal by issuing:

startServer WebSphere_Portal
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Note: Checkpoint for single sign-on

To check single sign-on, complete the following steps:

1. Log in to the portal by entering the following URL:
http://<fully qualified server name>:9081/wps/portal

In our example: http://bc3srv2.itso.ral.ibm.com:9081/wps/portal
2. Point the same browser to http://<domino_server>/names.nsf.
In our example: http://bc3srvl.itso.ral.ibm.com/names.nsf

3. You should see the Domino address book without being challenged for a
user name and password if single sign-on is working properly.

3.10 Deploying Lotus Collaborative Components

IBM Lotus Collaborative Components provide the building blocks for integrating
the functionality of IBM Lotus Domino, Lotus Instant Messaging and Web
Conferencing (formerly called Sametime), Lotus Team Workplace (formerly
called QuickPlace), and Lotus Discovery Server™ into portals and portlets. To
use Lotus Collaborative Components, you must use the Lotus companion
products (Lotus Instant Messaging and Web Conferencing, Lotus Team
Workplace, and Lotus Discovery Server). In addition, you can configure Lotus
Collaborative Components to use Domino Directory as the LDAP server.

Note: In WebSphere Portal V5.1, the Collaborative portlets that are most
common are deployed by default and only need to be configured.

To enable the Lotus Collaborative Components, perform the following steps:
1. Stop the server by issuing:

stopServer WebSphere_Portal -user was_admin_userid -password
was_admin_password

2. Locate the <wp_root>/config/wpconfig.properties file and make a back up of it
before making any changes. Then, open in your favorite text editor use
Table 3-10 on page 118 as a guide for the values you should modify.
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Table 3-10 Lotus Collaborative Components values used in this example

Property

Value used

LCC.DominoDirectory.Enabled

true

LCC.DominoDirectory.Server

bc3srvh.itso.ral.ibm.com

LCC.DominoDirectory.port 389
LCC.DominoDirectory.SSL false
LCC.QuickPTace.Enabled true

LCC.QuickPlace.Server

bc3srvh.itso.ral.ibm.com

LCC.QuickPlace.Protocol http
LCC.QuickPTace.Port 80
LCC.Sametime.Enabled true

LCC.Sametime.Server

bc3srvl.itso.ral.ibm.com

LCC.Sametime.Protocol

http

LCC.Sametime.Port

80

3. Save the file.

4. Open a command prompt and navigate to the wp_root\config directory and
run the following configuration tasks:

wpsconfig.bat Tcc-configure-dominodirectory
wpsconfig.bat Tcc-configure-quickplace
wpsconfig.bat Tcc-configure-sametime

Configuring the Collaborative portlets to bind to LDAP

In this step, we set up LDAP binding for the Collaborative portlets, which will give
us faster access to the information we need for the Collaborative portlets.
Perform the following steps:

1. Locate the CSEnvironment.properties file in the Windows/UNIX
<wp_root>\shared\app\config directory.

2. Open the file in a text editor.

3. Remove the comment tag (#) from the beginning of the line that contains
CS_SERVER_DOMINO DIRECTORY 1.userid=.

4. Atthe end of the line, add a user ID that has at least reader access to the
address book (names.nsf) of your Domino LDAP server. Type the Domino
LDAP canonical name for the user (cn=wpsbind,o=itso in our example).
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5. Go to the line that contains CS_SERVER_DOMINO DIRECTORY l.encryptedpwd=
and remove the comment tag (#) from the beginning of this line.

6. Copy the line that contains CS_SERVER DOMINO DIRECTORY 1.encryptedpwd=
and paste it into a new file.

In the new file, at the end of the line, add the Internet password for the user ID
that was entered for CS_SERVER DOMINO DIRECTORY 1.userid= (wpsbind in our
example).

8. Save this new file as dominobind.txt in the <was_root>\bin directory.

9. Open a command prompt in the <was_root>\bin directory, and run the
following command:

PropFilePasswordEncoder dominobind.txt
CS_SERVER_DOMINO_DIRECTORY_1.encryptedpwd

10.0pen the dominobind.txt file, and copy the encrypted password after
CS_SERVER DOMINO DIRECTORY_ 1.encryptedpwd=.

11.Go back to the CSEnvironment.properties file.

12.Paste the encrypted password after
CS_SERVER _DOMINO_DIRECTORY_ 1.encryptedpwd=.

13.Save and close the CSEnvironment.properties file.

14.Close the dominobind.txt file, and then delete dominobind.txt and
dominobind.txt.bak from the <was_root>\bin directory.

Note: This step allows server names to appear in the server drop-down
list, and users should be able to automatically detect the mail database for
the Domino Web Access (formerly called iNotes™ Web Access) and Notes
mail portlets. If you continue to experience problems with the drop-down
(picker) list or auto-detection of the mail database, see the following
troubleshooting Technotes:

» Troubleshooting Pickers in Collaborative Portlets, Technote 1157249.

» Troubleshooting Automatic Detection of your Mail File with the Different
Collaborative Portlets, Technote 1157029.

15.Start both the servers by running these commands in a command prompt
from the was_root\bin directory:

startServer serverl
After this completes, make sure that WebSphere Portal is started by issuing:

startServer WebSphere_Portal
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Configuring the Collaborative portlet
For the Team Workplace and Web Conferencing portlet to work, you must

perform the following steps:
1.

S

Log in to WebSphere Portal as the administrator (portaladmin in our

example).

Click Administration.

Click Portlet Management — Portlets.

Search for the portlet using Title Contains and work.

Choose the Wrench icon for My Lotus Team Workplaces.

On the next window, which looks similar to Figure 3-54, for the New
parameter, enter QuickPlaceHostname, and the New value is the Team
Workplace server (in our example, bc3srv5.itso.ral.ibm.com).
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Figure 3-54 Configuring the My Lotus Team Workplaces portlet
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7. Then, click the Delete icon on the existing parameter of the same name
(QuickPTlaceHostname; your form data will be kept).

8. Click Add.
9. Click OK.

10.Next, search for and select the Lotus Web Conferencing portlet.

11.Click the Wrench icon for that portlet, and there, update three parameters
(see Table 3-11 for the values used). Delete them and then add them back
with the appropriate value, as we did for the previous portlet.

Table 3-11 Values used in the lab

New parameter

New value

SametimeServerNamel bc3srvl.itso.ral.ibm.com
SametimeUserNamel portaladmin
SametimePasswordl portaladmin

12.Click OK.

13.Log out of WebSphere Portal.
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Note: Checkpoint for the Collaborative portlets

To check the Collaborative portlets, complete the following steps:

1.
2.
3.

Log onto WebSphere Portal.

Click the My Workplace tab.

Click Team Spaces. You should see a window similar to the one shown in
Figure 3-55.

Click Web Conferences. You should see a window similar to the one
shown in Figure 3-56 on page 124.

To check the chat features, double-click a name from the Sametime
Contact List (we clicked ourselves). You should see a window similar to the
one shown in Figure 3-57 on page 125.

If you also configured the mail files, before clicking Mail, you should see a
window similar to the one shown in Figure 3-58 on page 126. You might
receive an error with Internet Explorer, but the error does not occur with
Mozilla.

To check the People Finder, enter a name (wpsbind in our example) and
click Search. You should get a result similar to the one shown in

Figure 3-59 on page 127.

Click Domino Databases, and then click the Edit icon for the portlet. On
the next page, if after entering your server (bc3srv5.itso.ral.ibm.comin
our example) and clicking the black check mark, the drop-down lists are
populated (as shown in Figure 3-60 on page 128), the binding to LDAP is
working. Having chosen the Inbox, it will look similar to the window shown
in Figure 3-61 on page 129.
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WebSphere Portal:
Clustering

This chapter guides you through the configuration of IBM WebSphere Portal in a
clustered environment.

Our example is based on the topology shown in Figure 4-1 on page 133, but we
do not cover the installation and configuration of the reverse proxy and
dispatcher components. Those components are already included in the
WebSphere Application Server Network Deployment V5.1 product. You can find
information about installing and configuring the Edge components in IBM
WebSphere V5.1 Performance, Scalability, and High Availability, WebSphere
Handbook Series, SG24-6198.

The topology shown in Figure 4-1 on page 133 includes:

» Machine 1: This is the Web server. This machine runs IBM HTTP Server
V1.3.28.

» Machine 2: The deployment manager machine is responsible for managing all
WebSphere Application Server nodes in the cell. This machine runs IBM
WebSphere Application Server Network Deployment V5.1.1.1 and IBM
WebSphere Business Integration Server Foundation V5.1.1. The WebSphere
Portal nodes are members of the cluster managed by the deployment
manager named WP51.
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Machine 3: This is node 1 of the IBM WebSphere Portal server cluster. This
machine runs the following products:

— WebSphere Business Integration Server Foundation V5.1.1
— WebSphere Portal V5.1
— |IBM DB2 UDB Enterprise Server Edition V8.1

Machine 4: This is node 2 of the IBM WebSphere Portal server cluster. This
machine runs the following products:

— WebSphere Business Integration Server Foundation V5.1.1
— WebSphere Portal V5.1
— IBM DB2 UDB Enterprise Client V8.1

Machine 5: This is the LDAP server machine. This machine runs Domino
Enterprise Server V6.5.3.

Machine 6: This is the Domino Administrator. This machine runs Domino
Administrator V6.5.3.
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Figure 4-1 Clustering topology

The WebSphere Application Server Network Deployment V5.1 enables you to
run applications on multiple servers and on multiple physical nodes.

You will be using terms that are only used by WebSphere Application Server
Network Deployment. This is a brief description of a few of them:
> Cell

A cell is a group of nodes in a single administrative domain. The deployment
manager manages the cell master configuration repository. This repository
stores the configuration for all nodes included in the cell.
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» Deployment manager

The deployment manager process provides a single point of administration for
all nodes of the cell. The deployment manager manages the communication
with the node agent process presented on each node added to the cell.

» Master configuration repository

The master configuration repository contains the configuration data of the
cell. The deployment manager is responsible for the updates to the
configuration repository. Only the deployment manager can update the node
repository.

» Node agent

The node agent resides in each node. It is responsible for the communication
with the deployment manager, file transfer services, configuration
synchronization, and performance monitoring.

» Cluster

A cluster is a logical collection of application server processes. It provides the
load balance, fail-over, and scalability between application servers that are
part of the cluster.

For a detailed description of the Network Deployment components, read /1BM
WebSphere Application Server V5.1 System Management and Configuration,
WebSphere Handbook Series, SG24-6195.

For our lab installation, Table 4-1 specifies the CDs that are required for the
installation of the WebSphere Portal components in this chapter.

Table 4-1 Installation CDs

Disk Description

CD Setup WebSphere Portal V5.1 - Portal Install (Setup), V5.1

CD #1-1 WebSphere Business Integration Server Foundation for Windows V5.1

CD #1-2 WebSphere Business Integration Server Foundation for AlX, V5.1

CD #1-15 WebSphere Business Integration Server Foundation - WebSphere
Application Server V5.1 Fix Pack1 for Windows

CD #6-1 WebSphere Server Network Deployment for Windows

CD #6-8 Network Deployment Fix Pack
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4.1 WebSphere Application Server Network Deployment

This section explains how to install and configure IBM WebSphere Application
Server Network Deployment Version 5.1.1.1 on Microsoft Windows Server 2003.

4.1.1 Installi

ng WebSphere Application Server Network Deployment

This section provides instructions about how to install a base installation of IBM
WebSphere Application Server Network Deployment V5.1.

We refer to this machine as bc3srv6.

Before installing WebSphere Application Server Network Deployment, you must

p

o g~ 0 Db~

erform the following steps:

Create a group named mgm.

Create a group named mqbrkrs.

Create a user mquser.

Make the user mquser a member of the group mgm.

Make the user administrator a member of groups mgm and mqbrkrs.

The installation requires you to log on with an ID with sufficient user privileges
on the system. The user account must be part of the local administrators
group and have the following user rights assigned to it:

— Act as part of the operating system
— Log on as a service

You can change user privileges by clicking Start — All Programs —
Administrative Tools — Local Security Policy.

This will then open a new window in this window. Expand Security
Settings — Local Policies — User Rights Assignment.

Note: After assigning user privileges, you should log off from Windows and log
on again for the changes to become effective.

To install the Network Deployment machine, complete the following steps:

1.

Insert CD #6-1. It contains the IBM WebSphere Application Server Network
Deployment product.

Launch the installation wizard with the command:
\cdrom\win\install.bat
Select the desired language. Click OK.
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Click Next on the Welcome page.
Accept the license terms. Click Next.
Select the components to be installed. Click Next.

N o o A

Enter the Network Deployment installation directory. We suggest that you use
C:\WebSphere\DeploymentManager. Click Next.

8. Enter the Network Deployment Node Name, Host Name, and cell name or
accept the defaults. You will see a window similar to the one shown in
Figure 4-2.

Important: We recommend that you use the default values on this window.
If you enter a node name that is already in use, you will have problems
when trying to add a node to the cell.

i 1ol x|

Enter a node name, host name, and cell name for this installation. The node name is

e 4 used for administration, and must be unigue within its group of nodes (cell). The

__,.*-‘-"'"'L hostname is the DRSS name or IF address for this computer. The cell name is a logical

: narme far a group of nodes.
WebSphere £11CE
1 MNode Mame:

Ichsr\rEManager

Host Mame or IP Address:

|hc35anNetwnrk

Imstall=heldie——

= Back | Mext= Cancel

Figure 4-2 Accept the defaults for the node name and cell name

9. The Summary window opens. Verify that the features to be installed are
correct and click Next to continue.

Wait for the process to finish.
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10.You have the option to register now or later. Choose the desired option. Click
Next.

11.Click Finish. The installation is complete.
12.Click Exit to close the WebSphere Application Server LaunchPad.

13.The WebSphere Application Server - First Steps window might launch
automatically. We will not start the server at this time. Click Exit to close the
window.

4.1.2 Installing the Enterprise extensions on Network Deployment

This section describes how to upgrade WebSphere Application Server Network
Deployment to the Enterprise level. It is required that Network Deployment and
all WebSphere Application Server nodes be on the same level.

Table 4-2 shows the required levels of WebSphere products in this WebSphere
Portal solution.

Table 4-2 Required versions for a clustering solution on WebSphere Portal

Product Required version

WebSphere Portal node IBM WebSphere Application Server V5.1.1 plus
IBM WebSphere Business Integration Server
Foundation V5.1.1

WebSphere Application Server WebSphere Application Server Network
Network Deployment Deployment V5.1.1.1 plus IBM WebSphere
Business Integration Server Foundation V5.1.1

If you completed 4.1.1, “Installing WebSphere Application Server Network
Deployment” on page 135, this is the level of Network Deployment: WebSphere
Application Server Network Deployment V5.1.

Now, you have to install IBM WebSphere Business Integration Server Foundation
on the WebSphere Application Server Network Deployment machine:

1. Insert CD #1-1, which contains WebSphere Business Integration Server
Foundation V5.1.

2. Start the installation wizard by running:
\cdrom\win\install.bat

Select the language. Click OK.

The Welcome page opens. Click Next.
Accept the license terms. Click Next.

2 e

Select the Typical setup type.
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7. The installation wizard detects the installation of the Network Deployment.
Click Next.

8. You can select Run WebSphere Application Server as a Service.
9. Select the user ID and the password. Click Next.

10.Insert the WebSphere Business Integration Server Foundation Disk 2 or
specify the location of the WebSphere update directory.

11.Click Next. This process might take a while. Wait for the process to complete.
12.Verify the features that will be installed. Click Next.
The installation starts. Wait for the process to finish.

13.You have the option to register now or later; choose the desired option. Click
Next.

14.Click Finish to complete the installation.
15.We will not start the server at this time.

You have now upgraded WebSphere Application Server Network Deployment
with Enterprise extensions.

4.1.3 Installing Network Deployment Fix Pack 1

Table 4-2 on page 137 shows the required versions for the WebSphere Portal
nodes and WebSphere Application Server Network Deployment. After
completing the steps in 4.1.2, “Installing the Enterprise extensions on Network
Deployment” on page 137, this is the version of WebSphere Application Server
Network Deployment: WebSphere Application Server Network Deployment V5.1
plus WebSphere Business Integration Server Foundation V5.1.

To upgrade WebSphere Application Server Network Deployment, complete the
following steps:

1. Before you update Network Deployment, the JAVA_HOME environment
setting must point to the IBM software development kit (SDK) for WebSphere
Application Server products. Source the appropriate command. For the
Windows platform, it is:

install_root\bin\setupCmdLine.bat

1. Insert CD #6-8. It contains the Network Deployment Fix Pack and the
was51_nd_fp1_win.jar file.

2. Run the Update Installation Wizard tool:
\cdrom\was51nd_fpl\updateWizard.bat
3. The Update Installation Wizard Welcome window opens. Click Next.
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4. Select Specify Product Information. Click Next.
5. Select Install fix packs. Click Next.

6. Enter the path where the fix pack is located. Click Next. You will see a window
similar to the one shown in Figure 4-3.

7. Select the fix pack name and click Next.

4§ Update Installation wizard - v5.1 Y ]

Carefully review and select a fix pack to install for your product.

WebSphere EiiilTElE

Install Mame Date Status

hwazs1 nd_frel_win /2704

£ Partially installed A Mot installed

| Fix pack description:

IEM Webiphere Application Serwver Network Depl .
oyuent, Wersion 5.1.1 Fix Pack for Windows DiEls.. |

InstallEhield — —

<pack | Hexi: | cancel |

Figure 4-3 Select the fix pack name

8. The Summary window opens. The Update Installation Wizard will remove any
interim fixes that you might have applied earlier and install the new fix pack.
Click Next.

9. Verify that the fix pack was installed successfully. Click Finish.

The version of WebSphere Application Server Network Deployment has
changed to V5.1.1.

We will not start the server at this time.
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4.1.4 Installing WebSphere Business Integration Server Foundation
Fix Pack 1

This section provides the instructions to install WebSphere Business Integration
Server Foundation V5.1 Fix Pack 1 for WebSphere Application Server Network
Deployment. You have already applied the Network Deployment Fix Pack 1; the
same procedure must be followed for the Enterprise extensions. Complete the
following steps:

1.

© N o o

Insert CD #1-15. It contains Fix Pack 1 for WebSphere Business Integration
Server Foundation and the wbisf51_nd_fp1_win.jar file.

Run the Update Installation Wizard tool:
\cdrom\wbisf51 fpl\updateWizard.bat
The Welcome window opens. Click Next.

Select Specify Product Information and enter the Network Deployment
installation directory (in our environment, C: \WebSphere\DeploymentManager).
Click Next.

Select Install fix packs. Click Next.

Enter the directory where the fix pack is located.

The Summary window shows the features that will be installed. Click Next.
Verify that the fix pack was installed successfully. Click Finish.

We will not start the server at this time.

4.1.5 Installing Network Deployment Cumulative Fix 1

This section provides the instructions to install WebSphere Application Server
Network Deployment V5.1 Cumulative Fix 1. You have already applied the
Network Deployment Fix Pack 1 and WebSphere Business Integration Server
Foundation Fix Pack 1; the same procedure must be followed for Network
Deployment Cumulative Fix 1. Complete the following steps:

1.

Insert CD #6-8. It contains the CF1 for the Network Deployment server and
the was511_nd_cf1_win.jar file.

Run the Update Installation Wizard tool:
\cdrom\was511nd_cfl\updateWizard.bat
The Welcome window opens. Click Next.

Select Specify Product Information and enter the Network Deployment
installation directory (in our environment, C:\WebSphere\DeploymentManager).
Click Next.

. Select Install fix packs. Click Next.
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6. Enter the directory where the fix pack is located.

7. The Summary window shows the features that will be installed. Click Next.

8. Verify that the fix pack was installed successfully. Click Finish.

4.1.6 Validating the Network Deployment installation

Verify that the WebSphere Application Server Network Deployment is working
properly by completing the following steps:

1.

Start the deployment manager:
\WebSphere\DeploymentManager\bin\startManager.bat

. Open the startServer.log file in the

\WebSphere\DeploymentManagenlogs\dmgr directory. If the server was
started successfully, you should see the following message:

Server dmgr open for e-business.

Open the deployment manager administrative console. Enter the following
URL in your browser window:

http://<nd_hostname>:9090/admin
Where <nd_hostname> is the Network Deployment fully qualified host name.

4.2 Installing and configuring IBM WebSphere Portal on

node 1

The information in this section is described in detail in Chapter 3, “WebSphere
Portal: Microsoft Windows Server 2003 install” on page 29.

In this chapter, we refer to this machine as bc3srv3.

To complete the installation and configuration of bc3srv3, complete the following
steps:

1.

Install a base WebSphere Portal installation using Cloudscape. For details,
see 3.2, “Base installation” on page 37.

Install DB2 and export the data from Cloudscape to DB2. For detalils, see 3.3,
“Migrating the database from Cloudscape to DB2” on page 53 or refer to the
following Information Center link for the details about database configuration:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.htm1
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4.2.1 Configuring WebSphere Portal node 1 to a Web server

This section explains how to set up the WebSphere Application Server plug-in for
use with your IBM HTTP Web server on Microsoft Windows Server 2003.

We refer to this machine as bc2srv3.

Complete the following steps:

1.

Ensure that the Web server is installed and configured. Refer to the Web
server documentation for more information.

After the Web server is successfully installed and running, stop the Web
server.

3. Install the plug-in on the machine where the Web server is located.

4. Launch the WebSphere Application Server installation program. The

installation program is located in the
<was_cd_root>/<operating_system>/WAS directory, where <was_cd_root> is
the root directory of the CD containing the WebSphere Application Server
component for your operating system, and where <operating_system>
indicates the operating system of the machine where you are installing the
plug-in.

Click Next on the Welcome panel. Accept the license agreement, and click
Next.

6. Select Custom.

7. On the Features panel, clear all the features except the Web server plug-ins

and the entry for the specific Web server for which you are installing the
plug-in, such as IBM HTTP Server. Click Next.

. Specify the directory path where you want to install the WebSphere

Application Server files. This path must be the same that you used for the
WebSphere Application Server that you are using with the Web server. Click
Next.

Specify the location of the Web server configuration file or other required files
if appropriate. For example, the configuration file for IBM HTTP Server
(httpd.conf) is located in the <ihs_root>/conf directory. Click Next.

10.Complete the installation.
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11.Verify the WebSphere Application Server plug-in installation by checking the
Web server configuration. For example, if you install the IBM HTTP Server
plug-in on a machine that is running the Windows operating system, the
plug-in installation updates the <ihs_root>/conf/httpd.conf file with the
following lines:

LoadModule ibm_app_server_http_module
"C:\WebSphere\AppServer/bin/mod_ibm app_server http.d11"
WebSpherePTuginConfig "C:\WebSphere\AppServer/config/cells/plugin-cfg.xml"

Update the WebSphere Application Server plug-in settings by completing the
following steps:

a. Ensure that the WebSphere Application Server administrative server is
running by entering the following command from the Windows directory
<was_root>/bin:

startServer serverl
b. Configure the WebSphere Application Server virtual host:

i. Open the administrative console by accessing the following URL in a
browser:

http://<hostname.yourco.com>:9090/admin
Where <hostname.yourco.com> is the host name of the local machine.
In our example, this is http://bc3srv3.itso.ral.ibm.com:9090/admin.

ii. Afterlogging on, click Environment — Virtual Hosts, and then click
default_host from the list of virtual hosts.

iii. Click Host Aliases from the list of additional properties.
iv. On the Host Aliases page, click New.

v. Enter the host name and port number of the machine where the Web
server is installed. Click OK.

vi. Click Save.
Regenerate the Web server plug-in settings:

a. In the administrative console, click Environment — Update Web Server
Plugin.

b. Click OK.

12.Remote Web server only: Copy the plug-in file
(<was_root>/config/cells/plugin-cfg.xml) to the machine where the Web
server is installed. Ensure that you copy the file to same directory on the
remote Web server machine. This step is not necessary if the Web server and
WebSphere Application Server are installed on the same machine.

13.Restart the Web server.
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14.Verify the Web server plug-in configuration:

a. Check the plug-in logs (the location of logs is specified in the
plugin-cfg.xmil file).

b. Check the connection to WebSphere Application Server: Using a Web
browser, request a URL to be served by WebSphere Application Server
(for example, http://<webserver _hostname>:<port number>/snoop).

15.Ensure that WebSphere Portal is running by entering the following command
from the Windows directory <was_root>/bin:

startServer WebSphere Portal

16.Verify that WebSphere Portal can be accessed from the Web server. For
example, open a browser to:

http://<webserver_hostname>:<port_number>/wps/portal

After configuring WebSphere Portal to use an external Web server, you will
access the portal with the Web server host name and port (80). In addition, you
will be unable to access the portal using the WebSphere Portal host name and
port (9081), unless there is a corresponding virtual host definition for port 9081 in
the WebSphere Application Server configuration.

Many of the WebSphere Portal configuration tasks rely on the WpsHostName
and WpsHostPort properties from the wpconfig.properties file. You must ensure
that WebSphere Portal can be accessed using the host name and port specified
by these property values. You can do this in one of two ways:

» Modify the WpsHostName and WpsHostPort property values to specify the
Web server host name and port.

» Add the appropriate virtual host definition, as described in the following steps.

If you want to access WebSphere Portal using a host name and port different
from your Web server, add the required virtual host definition using the
WebSphere Application Server administrative console. Note, in a clustered
environment, use the deployment manager administrative console to perform
these steps. Complete the following steps:

1. Click Environment — Virtual Hosts.

2. Click the default_host entry or the entry for the virtual host that is being used
to access the WebSphere Portal application.

3. Click Host Aliases, and verify whether there is a host name and port entry
corresponding to the values used to access WebSphere Portal (for example,
*:9081). If the entry does not exist, click New, and enter the information for
the host name and port you want to use.

4. Save your changes.
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5. Regenerate the Web server plug-in.

6. If you are using a remote Web server, copy the updated plugin-cfg.xml file to
the Web server machine.

Refer to the following Information Center link for the details of the Web server
configuration:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/inst_ihs.html

After completing the steps, verify WebSphere Portal by rendering WebSphere
Portal from a browser using the Web server, for example:

http://bcr2srvs.itso.ral.ibm.com/wps/portal

4.2.2 Configuring to optimize for clustering

This section provides the instructions to modify the configuration of the
WebSphere Business Integration Server Foundation and WebSphere Portal to
optimize for clustering.

Edit the following file:

<was_root>/config/cells/<cell_name>/nodes/<node_name>/servers/WebSph
ere_Portal/server.xml

Within the opening and closing tags of each HTTP transport section
(xmi:id="HTTPTransport_<x>", where <x> is a unique number), add the following
line:

<properties xmi:id="Property 10" name="ConnectionIOTimeOut" value="180"
required="false"/>

The following is an example of a HTTP transport section with the line added:

<transports xmi:type="applicationserver.webcontainer:HTTPTransport"
xmi:id="HTTPTransport 1" sslEnabled="false">

<address xmi:id="EndPoint_1" host="" port="13975"/>

<properties xmi:id="Property_10" name="ConnectionIOTimeQut" value="180"
required="false"/>

</transports>

Edit the <was_root>/properties/soap.client.props file. Increase the SOAP request
timeout to 6000:

com. ibm.SOAP. requestTimeout=6000
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4.2.3 Federating node 1 to the deployment manager using the
-includeapps option

This node will be used as the primary node in the cluster and the cluster
definition will be based on this node, so the node should be added to the cell
using the -includeapps option when issuing the addNode.bat command.

The deployment manager should also be started before issuing the addNode . bat
command.

To add a node to the deployment manager cell, issue the addNode command (on
one line) on the command line of the node to be added (bc3srv3). For Windows:
<was_root>\bin\addNode.bat <deployment_manager_host> <deployment_manager_port>
-username <admin_user_id> -password <admin_password> [-includeapps] [-trace]
Where:

» <was_root> is the root directory on WebSphere Application Server.

» <deployment_manager_host> is the deployment manager host name.

» <deployment manager_port> is the deployment manager SOAP connector
address. The default value is 8879.

» <admin_user id> is the WebSphere Application Server administrative user
name. This parameter is optional, but it is required if security is enabled.

» <admin_password> is the administrative user password. This parameter is
optional, but it is required if security is enabled.

For example:

addNode.bat bc3srv6.itso.ral.ibm.com 8879 -includeapps

The parameters are:
» includeapps:

The -includeapps parameter is optional. This parameter should only be used
if there are enterprise applications already installed on this node that need to
be added to the deployment manager master configuration. If you do not
specify this flag, any application servers that are defined on this node will be
included in the deployment manager configuration, but they might not be
functional without their corresponding enterprise applications. If the
application already exists in the cell, a warning is generated, and the
application is not installed into the cell.

» trace

The -trace parameter is optional. This parameter generates trace information
that is stored in the addNode.log file for debugging purposes.
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Refer to the appropriate Network Deployment Information Center for details
about the addNode command.

4.2.4 Starting WebSphere Portal and running the post-federation task

Start nodeagent on the WebSphere Portal node, node 1, by issuing this
command:

<was_root>/bin/startServer.bat nodeagent

Start WebSphere Portal from deployment manager administrative console by
selecting the WebSphere_Portal server and clicking the Start button.

After WebSphere_Portal is started, you will see a green arrow, as shown in

Figure 4-4.
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In the WebSphere Portal node 1 (bc3srv3), edit the <wps_root>/config
/wpconfig.properties file and change the Cel1Name property:

CellName=<cell_name>

For example:

Cel1Name=bc3srvbNetwork

The cell name changed during federation of node 1. To verify the cell name, you
can identify it by <was_root>/config/cells/<cell_name>.

Run the post-portal-node-federation-configuration task by issuing the following
command:

<wps_root>/config/WPSconfig.bat post-portal-node-federation-configuration

Verify WebSphere Portal by rendering it through a browser.

4.2.5 Updating virtual host entries and Web server plug-in

Perform the following steps to update the virtual host entries:

1. Check the virtual host entry in deployment manager administrative console by
navigating to Environment — Virtual Hosts — default_host — Host
Aliases. Make sure that an entry exists for port 9081. If one does not exist,
click New and add an entry by defining the Host Name as “*” and the Port as
9081.

2. Update the plugin-cfg.xml file by navigating to Environment — Update Web
Server Plugin. Click OK.

3. Edit the <dmgr_root>/config/cells/plugin-cfg.xml file and change any directory
structure occurrences specific to the Network Deployment machine to match
the directory structure used on the Web server. For example, references to
install_dir/WebSphere/DeploymentManager might need to be replaced with
install_dir/WebSphere/AppServer.

If you are using a remote Web server (bc2srv5), copy the updated plug-in
configuration file (<dmgr_root>/config/cells/plugin-cfg.xml) to the Web
server's plug-in configuration directory.

4. Stop and start IBM HTTP Server.

5. Edit the WpsHostName and WpsHostPort properties in the wpconfig.properties
file to match the host name and port that are being used to render
WebSphere Portal from a browser.

6. Verify WebSphere Portal by rendering it through a browser.
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4.2.6 Configuring WebSphere Portal node 1 and Network Deployment
for security

The configuration and settings of the LDAP server in this section is described in
detail in 3.4, “Adding an LDAP to the portal” on page 71.

This section guides you through the configuration of WebSphere Portal and
WebSphere Application Server Network Deployment in a clustered environment
with the helper file.

Note: Because we have already federated the Portal node 1 into the

deployment manager, this procedure will configure security on the Portal node
1 and the deployment manager with the same security settings. If you use this
process, you now no longer are required to manually configure security on the
deployment manager as was required with WebSphere Portal 5.0.x Versions.

In this example, we use the configuration wizard (a tool introduced with
WebSphere Portal V5.1).
Using the configuration wizard, complete the following steps:

1. Locate the appropriate configuration helper file located at
<wps_root>/config/helper.

2. Make copy of original helper file.

3. Edit the helper file with the proper LDAP values to use with the configuration
wizard.

4. Start the configuration wizard from
<wps_root>/config/wizard/configwizard.bat.

Click Next on Welcome window.

Select Enable LDAP security and click Next.

Select Lotus Domino Enterprise Server and click Next.
Select the helper file you edited previously and click Next.
Verify the values and click Next.

= © © N o o

0.Verify the values and populate the DbPassword and WmmDbPassword fields
because they are not in the helper and click Next.

11.0n the final window, click Next to begin the task to enable security.

After the task completes successfully, restart the deployment manager to activate
the new security settings.
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Verify the new security settings by rendering the deployment manager
administrative console and WebSphere Portal from a browser. You should now
be prompted for a password when accessing the deployment manager
administrative console.

4.2.7 Final steps to complete node 1 federation

Make sure that the wp.wire.jar is present on the deployment manager node.

Verify whether the wp.wire.jar file is present in the <dmgr_root>/lib/ext directory
on the Network Deployment machine.

If the file is not present, copy the file from the <was_root>/lib/ext directory on any
WebSphere Portal node to the <dmgr_root>/lib/ext directory on the Network
Deployment machine.

Restart the deployment manager.

Verify WebSphere Portal by rendering it through a browser and making sure the
federated servers are visible in the Servers — Application Server view through
the deployment manager administrative console.

4.3 Installing and configuring WebSphere Portal on
node 2

In this chapter, we refer to this machine as bc3srv4.

First, install a base WebSphere Portal installation using Cloudscape. For details,
see the steps in 3.2, “Base installation” on page 37. Next, install IBM DB2 UDB

Enterprise Client and export the data from Cloudscape to the external IBM DB2
UDB Enterprise Server Edition.

This section guides you through the installation and configuration of the second
WebSphere Portal node that will be part of the cluster and its prerequisites.

The configuration procedure for the second node, bc3srv4, is different from what
was used for bc3srv3. At this point, we expect that you have installed and
configured bc3srv3.

Important: Use the same directory structure you used for bc3srv3, that is, if
you installed WebSphere Portal on \WebSphere\Portal, do the same for the
subsequent WebSphere Portal machines.
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If you are planning on adding more than two machines to a cluster, follow the
steps provided in this section for every node you want to add in the cluster.

4.3.1 Connecting WebSphere Portal node 2 to the external database

This section provides the instructions to configure the second node (bc3srv4) of
WebSphere Portal.

Refer to the following Information Center link for the details about the database
configuration:
http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/intr_db.html
Note: To perform this task, you will edit the configuration helper file with the
same database values as from the previous configuration helper used on node
1. Then, use the configuration wizard to run the connect-database task to
build the data sources on node 2 to point to the databases that have already

been initialized for node 1. The end result will be that node 2 and node 1 will
use the same database repository.

In this example, we use the configuration wizard (a tool introduced with
WebSphere Portal V5.1).
Using the configuration wizard, complete the following steps:

1. Locate the appropriate configuration helper file on node 2 located at
<wps_root>/config/helper.

2. Make a backup copy of original helper file on node 2.

3. Make a copy of the configuration helper file used on node 1 and move it to
node 2.

4. Verify the DbLibrary property to make sure the driver location is valid on node
2.

5. Start the configuration wizard on node 2 from
<wps_root>/config/wizard/configwizard.bat.

Click Next on Welcome window.
Select appropriate database and click Next.
Select the helper file you copied previously from node 1 and click Next.

© © N o

Verify the values (especially the location of the DbLibrary property) and click
Next.

10.Click Next on the final window to start the connect-database task.
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Important: Do not verify the WebSphere Portal operation on node 2 at this
time and do not log in. This could cause database corruption, because node 2
is now pointing to the cluster database; however, node 2 has not been
configured with security. After security is configured, we validate the
WebSphere Portal operation.

4.3.2 Configuring WebSphere Portal node 2 for security

When configuring the WebSphere Portal node 2, check the following information:

» Make sure that you use the identical security settings that were used on node
1 to configure security on node 2.

» Make sure that you edit the wpconfig.properties file on node 2 to change the
DbSafeMode property value to True. By default, enable-security-ldap and
disable-security write entries into the WebSphere Portal tables on the cluster
database. Because this database is already configured with production
settings, you do not want to make any writes to the database, because any
typographical errors in the wpconfig.properties or helper files might result in
database corruption. By setting the DbSafeMode to True, you will ensure that
no database writes will occur.

» The WpsHostName value must also be changed here because node 2 has not
been configured to use a Web server as node 1 was, so the entry is incorrect
for node 2. If this is not changed, it will cause a failure in the
enable-security-ldap task. This value needs to be the fully qualified domain
name that is used to render WebSphere Portal.

In this example, we use the configuration wizard (a tool introduced with
WebSphere Portal V5.1).
Using the configuration wizard, complete the following steps:

1. Locate the appropriate configuration helper file located at
ps_root>/config/helper.

2. Make a backup copy of original helper file on node 2.

3. Make a copy of the configuration helper file used on node 1 and move it to
node 2.

4. Edit the <wps_root>/config/wpconfig.properties file and change DbSafeMode to
True.

5. Edit the helper file to change the WpsHostName property to the host name of
the Portal node 2.

6. Start the configuration wizard from
<wps_root>/config/wizard/configwizard.bat.
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7. Click Next on Welcome window.

8. Select Enable LDAP security and click Next.

9. On the final window, click Next to begin the task to enable security on node 2.

After the task completes successfully, edit the
<wps_root>/config/wpconfig.properties file and change the DbSafeMode
property back to False.

10.Verify the new security settings by rendering the deployment manager

administrative console and WebSphere Portal from a browser. You should
now be prompted for a password when accessing the deployment manager
administrative console.

4.3.3 Configuring to optimize for clustering

To optimize the cluster, edit the <was_root>/properties/soap.client.props file.
Increase the SOAP request timeout to 6000:

com. ibm.SOAP. requestTimeout=6000

4.3.4 Federating node 2 to the deployment manager

Because this is a secondary node, the node should be added to the cell without
using the -includeapps option when issuing the addNode.bat command.

The deployment manager should also be started before issuing the addNode . bat
command.

To add a node to the deployment manager cell, issue the addNode command (on
one line) on the command line of the node to be added, for Windows:

<was_root>\bin\addNode.bat <deployment_manager_host> <deployment_manager_port>
-username <admin_user_id> -password <admin_password>

Where:

>

>

>

<was_root> is the root directory on WebSphere Application Server.
<deployment_manager_host> is the deployment manager host name.

<deployment_manager port> is the deployment manager SOAP connector
address. The default value is 8879.

<admin_user_id> is the WebSphere Application Server administrative user
name. This parameter is optional, but it is required if security is enabled.

<admin_password> is the administrative user password. This parameter is
optional, but it is required if security is enabled.
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For example:
addNode.bat bc3srv6.itso.ral.ibm.com 8879 -username wpsbind -password wpsbind

Refer to the appropriate Network Deployment Information Center for details
about the addNode command.

4.3.5 Starting WebSphere Portal and running the post-federation task

Perform the following instructions to start Portal and run post-federation:

1. Start nodeagent on the WebSphere Portal node, node 2, by issuing this
command:

<was_root>/bin/startServer.bat nodeagent

2. Start WebSphere Portal from the deployment manager administrative console
by selecting the WebSphere_Portal server on node 2 and clicking the Start
button.

After WebSphere Portal is started, you will see a green arrow, as shown in
Figure 4-5. At this point, you can see that both WebSphere Portal nodes that
have been federated to the deployment manager are started.
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3.

Edit the <wps_root>/config/wpconfig.properties file and change the CellName
and PrimaryNode properties:

CellName=<cell_name>
For example, CeT1Name=bc3srv6Network.

The cell name changed during federation of node 2. To verify the cell name,
you can identify it by <was_root>/config/cells/<cell_name>:

PrimaryNode=<true or false>
For example, PrimaryNode=false.

This is the second node added to the deployment manager, so it is
considered a secondary node.

Run the post-portal-node-federation-configuration task by issuing the
following command:

<wps_root>/config/WPSconfig.bat post-portal-node-federation-configuration

At this point, if you try to render WebSphere Portal through a browser, you will
get a “Page Cannot be Displayed” error because the node was added without the
-includeapps option and, therefore, is not associated with the wps.ear file. After
creating the cluster, the node 2 will share the wps.ear file that is associated with
node 1.

4.4 Adding WebSphere Portal nodes to the cell

Before adding a WebSphere Portal node to a cell, verify the following information:

>

The cell must already exist, that is, you have to install and validate
WebSphere Application Server Network Deployment before adding nodes to
a cell.

The date and time between the deployment manager machine and the nodes
must be the same or within five minutes. All machines must be set using the
same time zone.

Cloudscape cannot be used in a clustered environment. You must transfer the
data to a more robust database, such as DB2 before adding the node to a
cell.

You cannot install WebSphere Portal into an existing cluster environment.

All WebSphere Portal configurations must be done outside the cell. This
means that if you need to change the configuration of a WebSphere Portal
node that was added to a cell, you have to remove it from the cell, configure it,
and then add it back into the cell.
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» On all nodes, install a sample portlet to validate the Deployment portlet
configuration and avoid problems after creating the cluster.

» Deployment manager must be running.
» The node name must be unique in the cell.
» Both server1 and WebSphere Portal must be running on each node.

4.5 Creating the cluster

This section provides instructions about how to create a cluster and include
members into a WebSphere Application Server Network Deployment cell.

This example describes how to create a cluster using horizontal scaling; the
WebSphere Portal application existing on the bc3srv3 machine will be the clone
template that we use to create a new cluster member on the bc3srv4 node.

You can find detailed information about clustering and horizontal and vertical

scaling in IBM WebSphere V5.1: Performance, Scalability, and High Availability,

WebSphere Handbook Series, SG24-6198.

To create a cluster, complete the following steps:

1. Open the bc3srv6 Network Deployment administration console:
http://bc3srv6.itso.ral.ibm.com:9090/admin

2. Expand Servers. Select Clusters, as shown in Figure 4-6 on page 157.
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3. The Create New Cluster panel opens on the right side of the window, as
shown in Figure 4-7 on page 158. Enter the value for the Cluster name. In this
example, we use WP51.

Select Prefer local enabled.
Select Create Replication Domain for this cluster.

Select Select an existing server to add to this cluster.

N o o A

Choose the server WebSphere_Portal from the node bc3srv3 (node 1).
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8. Click Next.

’_ ’_ |—|§i— |‘d Local intranet

Follow these steps to create a cluster member on Portal02:

1. Enter the name of the new cluster member.

Note: Cluster members cannot have the same name. Because you already
added bc3srv3 (node 1), its name by default is WebSphere_Portal.
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Therefore, here you need to use a different name. In this example, we used
WebSphere_Portal_2 for the name of the cluster member on bc3srv4 (node

2).
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. Select the appropriate node depending on the cluster topology you are using:
— Horizontal: Server name of node 2

— \Vertical: Server name of node 1

In this example, select be3srv4.

. Select the appropriate HTTP port setting depending on the cluster topology
you are using:

— Horizontal: Clear the Generate Unique HTTP Ports option.
— Vertical: Select the Generate Unique HTTP Ports option.
In this example, select the Generate Unique HTTP Ports option.

Note: This option will create a unique port number for the next cluster
members. For example, the WebSphere Portal application uses port 9081
by default; if you select the above option, the second clustered server will
use a different port than 9081. This is not required for a horizontal scaling
with clusters unless you are creating a vertical clustered environment, that
is, multiple clustered servers on a single WebSphere Portal machine.

For more information about horizontal and vertical scaling with clusters,
see IBM WebSphere Application Server V5.1 System Management and
Configuration, WebSphere Handbook Series, SG24-6195.

. Select Create Replication Domain for this cluster.

5. Click Apply.

The cluster member will appear in the Application servers list on the bottom
on the window, similar to the list shown in Figure 4-8.

| |Ecit] | Delete

| | |Application SETVETS Hodes Weight
[ |wiehSphere_Partal_2 hc3arvd 2
'?FWebSphere_Portal be3sryd 2

Figure 4-8 The Application servers list

Notice at the bottom of the window that it lists your application servers that will
become members of your cluster. We have no other cluster members to add.
If you had additional cluster members to add, you would just repeat this
process until all the cluster members are added.

. Click Next. The Summary window opens.
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7. Click Finish (Figure 4-9) to create the cluster.
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Figure 4-9 Create New Cluster

8. Save the changes to the master configuration.
9. Select the Synchronize changes with Nodes option and click Save.

10.After the configuration has been saved, navigate to Servers — Cluster
Topology for a graphical view of the clusters topology (Figure 4-10 on
page 161).
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Figure 4-10 Cluster topology

4.5.1 Editing the WebSphere Portal configuration on each node

To enable portlet deployment in the cluster, you must edit the following file on
each WebSphere Portal node:

<wps_root>/shared/app/config/services/DeploymentService.properties

Set the wps.appserver.name property to the name of the cluster you defined
previously, for example, wps.appserver.name=WP51.

Each node in the cluster should have the same synchronization settings to
ensure consistency between the WebSphere Portal server configurations on

each node. By default, automatic synchronization will occur between every node

when a change is made to the configuration of the cell. This is checked for

updates once per minute. To view the synchronization settings in the deployment
manager administrative console, click System Administration — Node Agents

and select the desired node agent.
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The configuration on each WebSphere Portal node must be updated with the
appropriate cluster member information. Use a text editor to open the following
file on each WebSphere Portal node:

<wps_root>/config/wpconfig.properties

Ensure that the ServerName property is uncommented and specify appropriate
values. For ServerName, make sure that this value still reflects the WebSphere
Portal server name in the cluster specifically on the non-primary nodes, because
the WebSphere Portal server name was changed when adding the server to the
cluster, because no two servers can have the same name. The primary node, or
first node added, was named WebSphere_Portal by default. The remaining
non-primary nodes must be renamed with a unique server name for the cluster.
For example on bc3srv4 (node 2), use the following value:

ServerName=WebSphere Portal 2

Update this property to match the cluster member name used to identify the node
to the deployment manager. To determine the cluster member name, click
Servers — Cluster Topology in the administrative console for the deployment
manager and expand the cluster you are working with to view the cluster
members.

4.5.2 Enabling dynamic caching

You must enable dynamic caching on the cluster member nodes to correctly
validate the portal caches. If dynamic caching is not enabled, situations could
arise where users have different views or different access rights, depending on
which cluster node handles the user's request.

To enable dynamic caching on the first cluster member node (node 1), run the
following command in the Windows <wps_root>/config directory:

WPSconfig.bat action-set-dynacache -DServerName=<ClusterMemberName>
-DReplicatorName=<ReplicatorName>

Where <ClusterMemberName> is the name of the cluster member you want to
update with the replicator setting, and <Rep1icatorName> is the name of the
cluster member to be used as the replicator.

Note: We recommend that you create a replicator entry on each node. This
will provide replicator failover. With this architecture, you will prevent the
scenario where the node with the replicator goes down and thus prevents the
other nodes from being able to start because they cannot access the
replicator.
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Performance and failover considerations when using
replicators

Because a replicator runs within an existing application server instance process,
there is a performance impact from defining the replicator on a WebSphere
Portal server instance. All replicators within a replication domain connect to each
other, forming a network of replicators. WebSphere Application Server processes
can connect to any replicator within a domain to receive data from other
processes connected to any other replicator in the same domain. If a WebSphere
Application Server process is connected to a replicator, and the replicator goes
down, the process automatically attempts to reconnect to another replicator in
the domain and recover any data missed while unconnected.

The more replicators you have defined in your environment, the better the
replication failover capability will be. In the event that an application server
process on which the replicator is defined is unavailable or goes down, there will
be other replicators available to fill the gap. However, because additional
replicators will impact the overall performance of your environment, you should
carefully plan the total number of replicators needed.

For best performance, you can also provide a completely separate system
running a dedicated application server instance as the replicator host. This
dedicated application server instance need not have WebSphere Portal installed
on it, although it must be in the same cell and in the same replication domain as
the WebSphere Portal cluster.

For more information about using replicators, refer to the WebSphere Application
Server documentation.
For example, to enable dynamic clustering on bc3srv3, node 1, use:

WPSconfig.bat action-set-dynacache -DServerName=WebSphere_Portal
-DReplicatorName=WebSphere_Portal

Then, enable dynamic caching for the second cluster member by repeating the
previous step on node 2.
For horizontal or vertical scaling, consider the following information:

» Horizontal scaling: When running the action-set-dynacache task, ensure that
you run the task on node 2.

» Vertical scaling: When running the action-set-dynacache task, ensure that
you specify the name of the second cluster member with the ServerName
property and run the task on node 1.
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For example on bc3srv4, node 2, use:

WPSconfig.bat action-set-dynacache -DServerName=WebSphere_Portal_2
-DReplicatorName=WebSphere Portal 2

4.5.3 Starting the cluster

This section describes the process of starting a cluster on WebSphere
Application Server Network Deployment V5.0.

To start a cluster, complete the following steps:

1. In the administrative console, expand Servers and select Clusters.
2. Select the cluster name, WP51 in our example. Click Start.

This process might take a while because it will start all applications under this
cluster.

3. Check that the cluster members are started:
a. Expand Servers and select Application Servers.

b. Verify the status of the applications. You might have to click the Refresh
icon to check the latest status of the applications, as shown in Figure 4-11.

B | . |
Status =~ %
:
refresh view
o
:

Figure 4-11 Click refresh view

4. Save your changes and resynchronize the nodes:

a. In the deployment manager administrative console, click Save on the
taskbar, and save your administrative configuration.

b. Select System Administration — Nodes, select the node from the list,
and click Full Resynchronize.

4.5.4 Regenerating the Web server plug-in

This section describes the procedure to regenerate the plug-in configuration on
the deployment manager machine and transfer it to the remote HTTP server.

When you add a node to a deployment manager cell, you no longer use the
plug-in configuration residing on the node machine. You have to work on the
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plug-in configuration located in the Network Deployment machine. For this
reason, all ports in use by the node applications must be added to the virtual host
on the deployment manager machine, in this example, what we call the bc3srv6
machine.

The procedure that follows will add the remote HTTP server host name and port
to the Host Alias list. This action will enable the user to access the clustered
portal application. Complete the following steps:

1. Inthe deployment manager administrative console, expand Environment and
select Update Web Server Plugin.

2. Click OK to regenerate the plug-in.

3. Edit the <nd_root>/config/cells/plugin-cfg.xml file and change any directory
structure occurrences specific to the Network Deployment machine to match
the directory structure used on the Web server. For example, references to
<install_dir>/WebSphere/DeploymentManager would be replaced with
<install_dir>/WebSphere/AppServer.

4. Copy the plugin-cfg.xml file located in the
/usr/WebSphere/DeploymentManager/config/cells directory to the remote
Web server machine:

a. The file should be copied to the <was-root>/config/cells directory in the
Web server machine

b. Stop and start the Web server.
c. Restart all nodes in the cluster.

4.5.5 Validating the cluster configuration

This section explains how to validate a cluster configuration on WebSphere
Application Server Network Deployment V5.0.1.

You can validate a cluster configuration by testing the fail-over functionality.

In this example, the WebSphere Portal application is a cluster member residing
in the bc3srv3 node, while WebSphere Portal 2 is the second cluster member
and resides on the node bc3srv4.
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If the WebSphere Portal application fails, all the incoming requests will be
automatically handled by the application on Portal02 without errors or logging in
again. To validate the cluster configuration, complete the following steps:

1. Start the cluster. Follow the steps in 4.5.3, “Starting the cluster” on page 164.

When you start the cluster, all application members of this cluster will be
automatically started. Make sure that all applications are started before you
continue.

2. Stop the clustered application on Portal02:
a. Open the bc3srv6 administrative console.
b. Log in using wpshind and its password.
c. Expand Servers and select Application Servers.
d. Select the WebSphere_Portal_2 application check box. Click Stop.

3. Log in to the WebSphere Portal application using portaladmin and its
password:

http://<webserver_hostname>/wps/myportal

Currently, the remote HTTP server receives and uses the plug-in to send the
incoming requests to the available clustered application; because we have
stopped the application on node Portal02, we ensure that the application
receiving and processing requests is the one residing on node bc3srv3.

4. Do not log off the WebSphere Portal application. Do not close the browser
window.

5. Start the clustered application on bc3srv4, that is, WebSphere Portal 2.

6. Stop the application previously running, WebSphere Portal on the bc3srv3
node.

7. Go back to the WebSphere Portal browser window you opened in step 3.
8. Select the Administration link.

If the Administration page opens without interruption, the fail-over validation
successfully completed.

4.6 Deploying portlets
In this section, we explain the deployment of portlets in a clustered environment.

When you install a new portlet on WebSphere Portal, the portlet information is
stored into the WebSphere Portal database. In a cluster environment, the
database is shared across the cluster members, meaning that all portlets
installed on the bc3srv3 application will also be available on bc3srv4 and vice
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versa. The deployment manager is responsible for keeping all cluster members
synchronized.

Ensure that you have made the following changes before deploying a portlet:

>

Change the application name in the DeploymentService.properties file. Refer
to 4.5.3, “Starting the cluster” on page 164, step 4 on page 144.

Add the Portal administrator user to the Console Users list:
a. Set the required authority for portaladmin.

b. After enabling security, you have to give the Portal administrator user the
authority to deploy portlets in a clustered environment. This privilege can
also be set for other users other than the Portal administrator.

In this chapter, we use portaladmin as the Portal administrator user. To set the
privilege to this user, complete the following steps:

1.

2

Open the deployment manager administrative console and log in as
portaladmin:

http://<dm_hostname>:9090/admin

Expand System Administration and select Console Users. The console
user properties are displayed on the right.

Click Add to add a new user.
Enter portaladmin the User field.
Select the Administrator role. Click OK.

Save changes to the master configuration.

To install a new portlet and synchronize the change across all WebSphere Portal
nodes, complete the following steps:

N o g~ oD~

Open the WebSphere Portal Web page.

Log in as the Portal administrator, in this example, portaladmin.
Click Administration.

Click the Portlets icon on the left. Select Install.

Browse for the portlet WAR file. Click Next.

You will be shown the portlets included in the WAR file. Click Next.
Click Install. Wait for the installation process to finish.

As soon as the portlet installation process is over, you will see a message
similar to the one shown in Figure 4-12 on page 168.
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Figure 4-12 Could not activate the portlet

The auto-synchronization might not occur as soon as you install a new portlet;
this will depend on how the auto-synchronization is configured on the
deployment manager. We recommend that you manually synchronize all nodes
just after installing or removing portlets.

When you install a portlet, an enterprise application is created under the

deployment manager topology. This enterprise application must be started

manually in order to be able to activate the portlet.

The following steps will guide you through this configuration:

1. Open the deployment manager administrative console:
http://<dm_hostname>:9090/admin

2. Expand System Administration and select Nodes.

3. Select all the nodes that are members of the cluster. Click the Synchronize
button. Check that you see a successful synchronization message for each
node.

4. Expand Applications and select Enterprise Applications.

5. Select the enterprise application of your portlet. You can use the Filter to
search applications. Click Start.

6. Open the Portal Administration page and log in as portaladmin:
http://<portal_hostname>/wps/myportal

7. Click Administration at the top right of the window.

8. Click the Portlets icon on the left. Select Manage Applications.

9. Select the portlet application under the Web modules box. Then, select the
portlet name you have just installed and click Activate/Deactivate to activate
the portlet.
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4.7 Deploying themes and skins

This section give you instructions about how to deploy a new theme and skin into
the cluster. Themes and skins are stored in the WebSphere Portal enterprise
application. In a cluster environment, you must export the Portal EAR file from
deployment manager, update the EAR file with the new theme and skin
directories, and import the enterprise application file back to the deployment
manager cell.

To deploy themes and skins, complete the following steps:

1.

Export the WebSphere Portal EAR file from the deployment manager:

a.
b.

C.

On the deployment manager machine, go to the <nd-root>/bin directory.
Enter the following command:

wsadmin.bat -user <was_user> -password <password>
$AdminApp export wps /tmp/wps_orig.ear

Where <was_user> is the administrator ID, such as wpsbind and
<password> is the administrator password.

Enter quit to exit the portaladmin command line.

A wps_orig.ear file will be created in the /tmp directory.

Expand the wps_orig.ear file:

a.
b.

C.

Create the directory /tmp/wps_files.
Go to the <nd-root>/bin directory.

Expand the wps_orig.ear file using the following command (make sure that
you type the command on one line):

EARExpander.bat -ear /tmp/wps_orig.ear -operationDir /tmp/wps_files/
-operation expand

Copy the new theme and skin JSP files to the following locations:

— Theme: /tmp/wps_files/wps.war/themes/<markup>/

— Skin: /tmp/wps_files/wps.war/skins/<markup>/

Collapse the files back to an EAR file. Enter the following command:

/EARExpander.bat -ear /tmp/wps.ear -operationDir /tmp/wps_files/ -operation
collapse

Import the new wps.ear file to the deployment manager:

a.

Use wsadmin to import an EAR file:

/wsadmin.bat -user <was_user> -password <password>
wsadmin>$AdminApp install /tmp/wps.ear {-update -appname wps}

Wait for the message Application wps installed successfully.
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6.

b. Save the changes to the master configuration, and then quit the wsadmin
command line:

wsadmin>$AdminConfig save
wsadmin>quit

Add the new skin and theme to the Portal Administration page:

a. Log in to the Portal page using the Portal administrator user, such as
portaladmin:

http://<hostname.com>/wps/myportal

Click Administration and select Portal User Interface.
Select the Themes and Skins view.

Click Add new skin.

Enter the skin name and default locale title.

-~ 0o o0 T

Enter the skin directory name. The directory name must match the one
you have created in step 3 on page 169. Click OK.

g. Click Add new theme.
h. Enter the theme name in the Theme name and default locale title field.

i. Enter the theme directory name. The directory name must match the one
you have created in step 3 on page 169.

j- Select the desired skins to be used in this theme. Click OK.
You are now ready to use the new theme and skin in WebSphere Portal.

4.8 Removing the WebSphere Portal node from
deployment manager

In this section, we provide you with the instructions for removing a WebSphere
Portal node from a deployment manager cell.

You might have to remove a WebSphere Portal node from a cell when:

>

>

»

»

Upgrading the product level of WebSphere Portal components

Installing an interim fix or fix pack on WebSphere Portal components, such as
WebSphere Application Server

Adding any configuration to the WebSphere Portal node
Changing any existing configuration, such as LDAP or database properties

We strongly recommend that you increase the maximum heap size of the
removeNode script. If you do not increase this value, you might run into a
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Jjava.lang.OutOfMemoryError error message during the remove process, and
this will cause you problems when restoring the original configuration of the
node.

To increase the maximum heap size of removeNode.bat, complete the following
steps:

1. In the machine where the node you want to remove resides, go to the
<was_root>/bin directory.

2. Edit the removeNode.bat file.

3. In the Java command, include an additional line with the option:
-Xmx512 \

4. Save and close the file.

4.8.1 Removing the node from the cell

You can choose to remove a node using the deployment manager administrative
console or by using the removeNode script on the WebSphere Portal node
machine.
To remove a node using the administration console, follow these steps:
1. Open the deployment manager administrative console:
http://<nd_hostname>:9090/admin
2. Stop the cluster member:
a. Expand Servers and select the Clusters link.
b. Select the cluster name. The cluster properties window opens.
c. Inthe Additional Properties, select Cluster members.
d. Select the cluster member you want to remove. Click Stop.
3. Remove the node from the cell:
a. Expand System Administration and select the Nodes view.
b. Select the node name you want to remove. Click Remove Node.

This task will take several minutes to finish. Wait until the task has
completed.

4.8.2 Removing all enterprise application instances from bc3srv6

When the first WebSphere Portal node is added to the cell using the addNode
command with the -includeapps option, all of the product's applications (portlets
and servlets) and their associated resources (shared libraries, data source
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providers, and variable definitions) are added to the deployment manager master
configuration as well. Removing a WebSphere Portal node from the cell will
cause the removal of its resources, but not its enterprise applications. Therefore,
to completely remove the product from the deployment manager configuration,
additional steps are needed to remove these items. If these items are not
removed and the product is added back into the cell, there could be configuration
conflicts.

Note: Do not perform these steps unless you have removed all instances of
WebSphere Portal from the deployment manager.

Perform the following steps to completely remove WebSphere Portal from the
deployment manager configuration:

1. There is a separate enterprise application definition for each portlet
application, as well as several additional enterprise applications for other
Portal services. All of these must be removed. In the deployment manager
administrative console, navigate to the Applications — Enterprise
Applications view.

2. Using the Filter, search for all enterprise applications using the string
"*(PA_*)", because all portlet applications are deployed with a naming
convention that includes this string. Apply the filter, and then select all
enterprise application entries in the resulting table and click Uninstall.

3. The remaining enterprise applications must be identified and uninstalled
manually. Use the following list as a reference:

Presentation.war

— RichTextEditor.war
— SpreadsheetBlox.war
— Pdmauthor

— wmmApp

— wps

4. If you have deployed your own enterprise applications, these should be
uninstalled as well.

5. In case of an installation or configuration problem, some of the WebSphere
Portal resources might exist in the deployment manager configuration. It is a
good idea to ensure that these are cleaned up before attempting to add a
WebSphere Portal node back into the cell.
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The following steps are only required if you had problems adding or removing a
node to a cell:

1.

Remove the JDBC providers. These JDBC providers are specified in the
wpconfig.properties file by the values of the following properties:

— JdbcProvider
— JcrddbcProvider
— WemddbcProvider (z/OS® only)

Note that by default these properties are set to use the same JDBC provider.
To remove the JDBC providers, navigate to the Resources — JDBC
Providers view and browse all nodes in the cell's scope looking for the JDBC
provider definitions. Select the providers and click Delete.

Remove the shared library definitions. Navigate to the Environment —
Shared Libraries view and browse all nodes in the cell's scope looking for
the following shared library definitions:

— CloudScapelib

— WPSTib

— SDOMediatorsLib

— LotusWorkplacelLib

— JcerlLib

— contentlib

— WemLib

Select the libraries and click Delete.

Remove the variable definitions. Navigate to the Environment — Manage
WebSphere Variables view and browse all nodes in the cell's scope looking
for the <WPS_HOME> variable. Select the variable and click Delete.

Remove the J2C authentication data entries associated with WebSphere
Portal. Navigate to the Security — JAAS Configuration — J2C
Authentication Data Entries view and browse the authentication data
entries looking for the following aliases:

— fbkDBAuth

— JjcrDBAuth

— 1mDBAuth

— node/BPEAuthDataAliasEmb_node_serverl
— wmmDBAuth

— wpsDBAuth
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Select the entries and click Delete.

5. After all changes have been made, click Save from the last change to commit
the changes to the cell's master configuration.
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WebSphere Portal: SUSE
LINUX Enterprise Server 9
(SLES9) instaliation

This chapter describes the installation and configuration of IBM WebSphere
Portal V5.1 for SUSE LINUX Enterprise Server 9 (SLES9) in a multi-tier
environment.

The installation includes five machines, where:

» Machine one with Microsoft Windows Server 2003 has IBM HTTP Server
V1.3.28.1.

» Machine two with SLES9 has:

WebSphere Application Server V5.1

— WebSphere Portal V5.1

Cloudscape V5.1.60.12

IBM DB2 Administration Client V8.2

» Machine three with SLES9 has Lotus Domino Application Server 6.5.3.
» Machine four with SLES9 has IBM DB2 UDB Enterprise Server V8.2.

|
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» Machine five with Windows 2000 Professional (desktop) has Lotus Domino
Administrator 6.5.3.

This chapter is organized as follows:

» Overview of WebSphere Portal installation on Linux

» Preparing the machines for installation

» Installing WebSphere Portal V5.1

» Installing IBM HTTP Server V1.3.28.1

» Installing IBM DB2 V8.2

» Installing Lotus Domino V6.5.3

For our lab installation, Table 5-1 specifies the CDs that are required for the
installation of the WebSphere Portal components in this chapter.

Table 5-1 Installation CDs

Disk Description

CD Setup WebSphere Portal V5.1 - Portal Install (Setup), V5.1

CD #1-1 WebSphere Business Integration Server Foundation for Windows
V5.1

CD #1-3 WebSphere Business Integration Server Foundation for Linux/Intel,
V5.1

CD #4-2 WebSphere Application Server V5.1 Archive Install for Linux

CD #5-2 Portal Server V5.1 Archive Install for Linux/UNIX

CD #5-3 Portal Server V5.1 Archive Install for Windows, AlX, Linux zSeries,
Linux Intel
Latest CD for IBM DB2 V8.2

CD #12-2 Lotus Domino Enterprise Server for Linux, V6.5.3

CD #12-6 Lotus Notes, Designer, Admin Clients for Windows, V6.5.3
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5.1 Overview of WebSphere Portal installation on Linux

The WebSphere Portal V5.1 installation supports the following distributions of
Linux:

» SUSE LINUX Enterprise Server (SLES) for Intel (x86) 8 2.4 Kernel with
Service Pack 3

» SUSE LINUX Enterprise Server (SLES) for Intel (x86) 9

» SUSE LINUX Enterprise Server (SLES) for OS/390® 8 2.4 Kernel, 31-bit with
Service Pack 3

» Red Hat Enterprise Linux Advanced Server 3.0 for Intel (x86), Update 1
» Red Hat Enterprise Linux Advanced Server 2.1 for Intel (x86), Update 3

» Red Hat Enterprise Linux Advanced Server 3.0 for iSeries and pSeries,
Update 1

» Red Hat Enterprise Linux Advanced Server 3.0 for OS/390, Update 1

The sample scenario described in this chapter is more appropriate for a
production environment, where you would have the Web server in tier 1, the
WebSphere Application Server in tier 2, a robust LDAP directory in tier 3, and a
database for WebSphere Portal authentication through the WebSphere
Application Server in tier 4. The architecture of the sample scenario is shown in
Figure 5-1 on page 178. If you prefer, you can install the LDAP and database
servers on the same machine.

The sample scenario has been implemented on clean machines, having no
previous versions of WebSphere Portal or its component products, such as
WebSphere Application Server or a Web server.
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Windows 2003
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SUSE SLES V9.0
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LDAP
Machine1 || |  Machine2 | | |  Machine3

Figure 5-1 Architecture of the sample scenario for WebSphere Portal V5.1 on SLES V9.0

5.2 Preparing the machines for installation

178

Before beginning the installation, you should verify the following items:

» For information about the hardware requirements that should be fulfilled by

the three machines and the software CDs required to implement this sample
scenario, refer to the following Information Center and Table 5-1 on page 176:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

» Any firewall products running on the machines have been disabled.

» Every machine has a static IP address.

» Each machine has a fully qualified host name; this is because after
WebSphere Portal is configured to work with the Domino Directory, the

WebSphere Application Server global security is enabled, and you must then
type the fully qualified host name when accessing WebSphere Portal and the
WebSphere Application Server administrative console. Table 5-2 on page 179

specifies the fully qualified host name of the three machines used in this
sample scenario.
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Table 5-2 Fully qualified host names of the machines

Machine

Fully qualified host name

1

bc1srv2.itso.ral.ibm.com

bc1srv3.itso.ral.ibm.com

bc1srv4.itso.ral.ibm.com

bc2srvi.itso.ral.ibm.com

2
3
4
5

ka6brlx.itso.ral.ibm.com

» Any anti-virus products running on the machines have been disabled.
» Network connectivity to the Internet is available.

5.3 Installing WebSphere Portal

This section describes the steps to perform the installation of WebSphere Portal
V5.1 on machine 2. The installation program for WebSphere Portal V5.1 installs

the following components under its full installation type:

» WebSphere Portal V5.1
» WebSphere Application Server V5.1
» Cloudscape V5.1.60.12

In this scenario, we are using a remote Web server. However, the IBM HTTP

Server will not be installed here. After the installation, we verify the installation of

each component.

To install WebSphere Portal V5.1, perform the following steps:
1. On machine 2, log in as the root user and start a terminal session.

2. Create the groups mgm and mqbrkrs. Create the user mgm. Add the user
magm and root to the groups mgm and maqbrkrs, as shown in Example 5-1 on

page 180:

a. Create the group mgm:

# groupadd mgm

b. Create the group mqgbrkrs:

# groupadd mgbrkrs

c. Create the user mgm, include it in the groups mgm and mqbrkrs, and

create its home directory in /home/mgm:

# useradd -G mgm,mgbrkrs -d /home/mgm mgm

Chapter 5. WebSphere Portal: SUSE LINUX Enterprise Server 9 (SLES9) installation

179



d. Set mgm’s password:
# passwd mgm
e. Add root to the groups mgm and mqgbrkrs:

# usermod -G mgm,mgbrkrs root

Example 5-1 Create groups and users

# groupadd mgm

# groupadd mgbrkrs

# useradd -G mgm,mgbrkrs -d /home/mgm mgm
# usermod -G mgm,mgbrkrs root

3. Mount the Setup CD and start the WebSphere Portal installation wizard by
running the following command:

#./media/cdrom/install.sh

4. Select the language you would like to have for the installation and click OK, as
shown in Figure 5-2. For our example, we selected English.

E’é: Installer )—ﬂﬁ

Select a language to be used for this wizard.

English w7 ;
| |y

| OK || Cancel |

Figure 5-2 Language for installation

5. Click Next in the WebSphere Portal V5.1 Welcome window.
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6. Read the license agreement, click | accept the terms in the license
agreement to accept the WebSphere Portal V5.1 software license
agreement, and click Next, as shown in Figure 5-3.

@.WabSphare Portal for Multiplatforms Version 5.1 Installer

\CLE TN Portal 5.1

Fleasze read the following license agreement carefully.

International Program License Agreement

Bl

Part 1 - General Terms

B DOWNLOADING, INSTALLIMNG, COPYING, ACCESSING, OR USING THE PROGRAM
OU ACGREE TO THE TERMS OF THIS AGREEMEMT. IF YOU ARE ACCEPTING THESE

TERMS OM BEHALF OF ANOTHER PERSON OR A COMPANY OR OTHER LEGAL EMTITY,
OU REPRESENT AND WARRANT THAT ¥OU HAVE FULL AUTHORITY TO BIND THAT

FERSOM, COMPAMNY, OF LEGAL ENTITY TO THESE TERMS. IF YOU DO NOT SAGREE TO
ITHESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS. OR USE THE PROCRAM: AND =
@) | accept the terms in the license agreement

) | do not accept the terms in the license agreement

| < Back " Mext = | | Cancel

Figure 5-3 WebSphere Portal V5.1 License Agreement
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7. For the installation type, WebSphere Portal V5.1 includes three different types
of setup, as shown in Figure 5-4. Select Full and click Next.

WehbhSphere Portal for Multiplatferms Version 5.1 Installer

VELEETC Portal 5.1

Choose the setup tvpe that best suits wour needs.

) Full
F-'- Installs ewverything wou need for WebSphere Portal, including WebSphere
Application Server.

) Custom
F-'- Choose this option ta install WebSphere Portal to use an existing WebsSphere
Application Server.

) Test Environment
F-'- Installs a subset of WebSphere Portal, as a WebSphere Paortal Test
Enviranment, into |BM Rational Application Developer and products that
extend IBM Rational Application Dewvelaper. Choose this option if wou wish to
install the WebSphere Partal 5.1 Test Emdronment into these products,

InstallShield

< Back " Mext > | | Cancel

Figure 5-4 Installation type

8. The installer now checks for the required operating system and software
prerequisites. Ignore the warning window shown in Figure 5-5 about the
operating system and click OK.

85 Warning

’ﬁ‘ _ EJPICOOOYE: Operating System prerequisite check failed. Refer to the message log file fimp/finstallmessages.txt for additional informal
=3

oK |

Figure 5-5 Operating System warning
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9. For the WebSphere Application Server installation directory, select the default
directory (see Figure 5-6) for the installation of WebSphere Application Server
and click Next.

Eﬁ: WebSphere Portal for Multiplatforms Version 5.1 Installer

WebSphere. {z/je k8]

WebSphere Application Server will be installed in the following directory. To choose
a different directory, enter its location below,

WebSphere Application Server installation directory. Eequires 1650000 KB
awailable space.

[foptywebspherefAppsenver |

Installshield

| < Back " Mext = | | Cancel |

Figure 5-6 WebSphere Application Server installation directory
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10.For the WebSphere Application Server Node name and hostname, enter the
node name for the instance of WebSphere Application Server and the host
name; here it is the fully qualified host name of machine 2. Click Next.

Notes:

» To avoid conflict with other instances of WebSphere Application Server
in the network, it is best to have the node name as the host name of the
machine on which WebSphere Application Server is being installed.

» Not entering the fully qualified host name might create problems if you
would like to enable single sign-on (SSO) in the future.

LR TGN Portal 5.1

Enter a node name for this instance of WehSphere Application Server. The node
name is used for administration and must be unigue within its group of nades {cell).

Mode name
[bcisna |

Enter the hostname for this installation of WebSphere Application Server. Use the
fully-gqualified DMS name, shart DMS name, or the IP address for this computer. Do
not use localhost ar a loopback address.

WebSphere Application Server hostname

[brisna itso.ralibm. com |

Installshield LIRS, 3

| < Back " Mext = | | Cancel

Figure 5-7 Node name and Hostname for WebSphere Application Server
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11.For the WebSphere Portal installation directory, select the default directory, as
shown in Figure 5-8. Click Next.

:@:IWabSphere Portal for Multiplatforms Version 5.1 Installer

(ELENL BTG Portal 5.1

WebSphere Partal will be installed in the following directory. Ta choose a different
directory, enter its location belaow,

WebSphere Partal installation directory. Eequires 1550000 KB available space.
[fopt/websphere/FortalServer |

Browse

Installshield

| < Back " Mext = | | Cancel

Figure 5-8 WebSphere Portal installation directory
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12.For the WebSphere Portal administrator, enter the user name and password
of the WebSphere Portal administrative user and click Next, as shown in

Figure 5-9.

.EQZIWGBSphare Portal for Multiplatforms Version 5.1 Installer

LR ETCN Portal 5.1

Enter the WebSphere Partal administrative user and password. This user [D is used
10 access WehSphere Portal with administrator authority after installation. Mate that
this user |D is onky used ta log into WebSphere Portal and is not related to any user
D= used to access the operating system itself.

WebSphere Portal administrative user

em

[wpsadmin 1L |

WebSphere Partal administrative user passwoard

|tttttttt |

Confirm password

|ttttttt |

Installshield

| < Back " Mext = | | Cancel |

Figure 5-9 WebSphere Portal administrative user name and password
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13.For the installation checklist, check the components (Figure 5-10) that will be

installed and click Next to start the installation. You can click Back if you
would like to make any changes.

Important: You will not be able to go back and make any changes to the

installation after clicking Next.

tﬁ:.w«abSpham Portal for Multiplatforms Version 5.1 Installer =

LR TGN Portal 5.1

WebSphere Portal is ready to install.

The fallowing components will be installed:
WebSphere Application Server, extensions, and required Fixes
WebSphere Partal

WebSphere Personalization

Installshield LTETRRRT. T

| < Back " Mext = | | Cancel

Figure 5-10 List of components selected for installation

14.Wait until the installation asks for another CD. Unmount the Setup CD and
mount the CD #1-3. Click Next to start the WebSphere Application Server

installation. Do the same with CD #4-2 to continue the installation.

15. After the installation completes, verify the installation of WebSphere
Application Server with the following steps:

a. Open the WebSphere Application Server administrative console from a

browser by entering the URL:
http://<hostname>:9090/admin

Where <hostname> is the fully qualified host name of machine 2, and 9090

is the port on which the WebSphere Application Server administrative
server listens.
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b. Enter any user ID (for example, admin) and click OK. You will see a window
similar to the one shown in Figure 5-11. This verifies the successful
installation of WebSphere Application Server V5.1.

4} websphere Administrative Console - Microsoft Internet Explorer - ol x|

File Edit View Favorites Tools  Help

GBack ~ = - ) at | Qhsearch [GelFavorites GMedia &4 | - S =

Address I@ https: ffbclsry3.itso,ral.ibm, com: 9043  admin/secure/securelogon. do?action=secure j @GU
[ 25
. o -'m . i
EDaphere Ad % £ 0 ple iy .
Home | Save | Preferences | Logout | Help | ==
User ID: wpshind =t
betsred o0 WebSphere Application AboutyourWebSphere Application
Servers Server on IBi.com Server
E &pplicat 5 5
B Applications The place for support; including Bt ishSphere Application Server,
Resources WehSphere Flashes, FAQs, Hints and 3111
Security Tips, and Technotes. You will also find Puid Nomeer: cf1042 30y
) Downloads, Library, Mews, and other ELiid Deicle 31 200
SHELTEL useful infarmation
Ubdate Wb Server Plusin . B WebSphere Business Integration Iz‘
“irtual Hosts
Manage VebhSphere Yariables
Shared Libraries
Maming © WebSphere Developer @ InfoCenter
o Domain
System Administration The camplete source for product
Troubleshoating GE“hE Iatesttgchnical articles, bES_t docurnentaton, including tasks, reference,
practices, tutorials and much mare in the and conceptual infarmation on product
WehSphere Application Server Zone. features and functions. L

Influence the evolution of WehSphere
Application Server and request new

product features. Z
-
WebSphere Status [i = Previous  Nest = January 13, 2005 2:34:49 PM PST Q |
WebSphere Configuration Problems
- i
iourati : 1 tatal &2 6-E
Total Configuration Prokblems ;1 Q- 11otal total total =
1] J Iz‘ Preferences E
|&] pone Elc Internet v

Figure 5-11 WebSphere Application Administrative Console

c. You can double check the installation of WebSphere Application Server by
accessing a Web application running on WebSphere Application Server.
Enter the following URL in a browser:

http://<hostname>:9080/snoop

Where <hostname> is the fully qualified host name of machine 2, and 9080
is the port on which the Web applications running on WebSphere
Application Server are presently listening.

16.After the WebSphere Application Server installation, unmount CD #4-2 and
mount CD #5-2. Click Next to install WebSphere Portal. Do the same with CD
#5-3 to continue the installation.
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File Edit  Wiew

3 18BM Websphere Portal - Microsoft Internet Explorer ‘ ) =101 x|

17.The final window tells you the result of the installation (successful or
unsuccessful) and shows the list of components installed on the machine.
Click Finish to stop and close the installation wizard.

18.Verify the installation of the WebSphere Portal with the following steps:
a. Access the following URL from a browser:
http://<hostname>:9081/wps/portal

Where <hostname> is the fully qualified host name of machine 2, and 9081
is the port on which WebSphere Portal is presently listening.

b. Log in to the WebSphere Portal administrative window. Click Log in in the
top right corner of the page and enter the user ID and password for the
WebSphere Portal administrator. You created this user ID in step 12 on
page 186. Click Login. You will see a window similar to the one shown in
Figure 5-12.

Favorites  Tools  Help i

FBack ~ = - @ ﬁ| @Search (Gl Favorites @Media ®| %v =] -

layaut,

Reserved.

Address I@ http:fbclsrd itso. ral.ibrm. com: 9031 hwps myportal/ Tuk/p kol {Owc A THLTe QN j @GU
Websphers [T BT ) ™S vy portal Adrinistration o Edit my profile 7 Lag out =]

-- Welcame My Workplace Personalization | My Finances My 3 _ My Favorites - II

Welcome to WebSphere Portal version 5.1

To rearrange portlets an this page, dick the
Show tools icon, This action produces tools that
allow you to arrange and remove portlets, Click
Edit page to add new portlets or change page

To create a page, cick Mew page.

WebSphere [t

IBEM WebSphere Portal 5.1
Build Level: wp510_083 2004-11-19 11:38

Licensad Materials -
S724-E76, STZ24-E7T —
(€1 Copyright IEM Corp, 2001, 2004 All Rights

Mew Page Edit Page Assign Perrnissions Search: l:l@

Bookrnarks 4/ 7 -0
WwebSphere Portal home

WwebSphere Portal Zone

WwebSphere Portal catalog

WwebSphere Portal product docurnentation

WwebSphere Portal support

WwebSphere Portal offerings

Property of IBM

]

[~
I_’_|_|° Internet Y

Figure 5-12 WebSphere Portal Welcome page for the Portal administrator

This completes the installation and verification of WebSphere Portal V5.1 on
machine 2.
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5.4 Installing IBM HTTP Server

This section describes the steps to perform the following tasks:

» Install IBM HTTP Server V1.3.28 on machine 1. This is done by using the
WebSphere Application Server installation program in CD 1-1.

» Verify the installation of the IBM HTTP Server and the WebSphere Application
Server plug-in.

» Configure WebSphere Portal to use the remote IBM HTTP Server as a Web
server.

5.4.1 Installing IBM HTTP Server

To install the IBM HTTP Server, perform the following steps:

1. Insert CD #1-1 in machine 1 and start the installation wizard by running the
file Install.exe from the directory <cd drive>/cd 1-1/was/win/WAS.

2. Click Next in the IBM HTTP Server Welcome window.

3. Click I accept the terms in the license agreement (Figure 5-13) to accept
the IBM HTTP Server software license agreement and click Next.

=10l x|

b Installation Wizard

Software License Agreement
b |
L Flease read the following license agreement carafully.

International Frogram License Agreement i’
WebSphere snltwareI
— L B
i w Part 1 - General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE PROGRAM.

| |IBMWILL LICENSE THE PROGRAM TO YOU ONLY IF YOU FIRST ACCEPT THE
~ 4 |TERMS OF THIS AGREEMENT. BY LISING THE PROGRAM YOI AGREE TO THESE
| [TERMS. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
| |FROMPTLY RETURN THE UNUSED PROGRAM TO THE PARTY (EITHER IBM OR
ITS RESELLER) FROMWHOM YOU ACQUIRED IT TO RECEIVE A REFLIND OF THE
AMOUNT YO PAID.

=

(& [ acceptthe terms in the license agreement

 1donot accept the terms in the license agreement

netallEthield

= Back | INext = Cancel

Figure 5-13 License Agreement for IBM HTTP Server
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4. Select the Custom type to install only the IBM HTTP Server V1.3.28 and the
plug-ins for the Web server, as shown in Figure 5-14. Click Next.

4p Installation Wizard 10l =|

Choose the setup type that best suits your needs.

 Full

.-:' Installs eventhing you need to run YWeh applications an your server,
including [BM HTTP Server Yersion 1.3.28.

.-:' Select the features you want to install. See the Installation Guide in the
docs directary for advice on production environments and better

Install=hield S | S

= Back IMext = Cancel

Figure 5-14 Installation type
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5. Select the following features for installation (Figure 5-15):
— IBM HTTP Server Version 1.3.28

— Web server plug-ins: Plug-in for IBM HTTP Server v1.3

4p Installation Wizard 10l =|

Select the features for "IBM YWebSphere Application Server, ¥5.1" vou would like ta install:
¥ 1B HTTF Server Version 1.3.28 - 27.0 WA il
¥ wieh server plug-ing - 1.8 MB

¥ Plug-in far IBM HTTP Servervl 2 - 0.0MB

™ Plug-in far IBM HTTP Serverv2.0 - 0.0MB

™ Plug-in far Apache(Th) ¥Web Servervl 3 - 0.0 MB

™ Plug-in far Apache(Th) Web Serverv2.0 - 0.0 MB

™ Plug-in far Microsoft{TM) Internet Information Services - 0.0 MB
™ Plug-in far Sun(Th) OME YWeb Server - 0.0 MB

™ Plug-in for Lotus Domino{TM} Weh Server - 0.0 MB

Description:
Includes the SuniTh) ONE Weh Server plug-in.

’ILILI;I___

Install=hield

= Back Next = Cancel

Figure 5-15 Components selected for installation
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6. Enter the directory where you want to install the components or select the
default (Figure 5-16) and click Next.

4p Installation Wizard 10l =|

FProduct features will be installed in the following directaries. Tao install to a different
directary, click Browse and select a different directary.

IBM WehSphere Application Server, Wa.1

|C:1Web8phereLAppServer Browse... |

Space reguired: 291 1nB

Space available: 30354 6B

IBM HTTF Server Version 1.3.28

|C:IIEIMHttpServer Browse... |

Space reguired: 27.0mB
Space available: 30354 6MB
Install=hield —
= Back IMext = Cancel

Figure 5-16 Installation directories

7. If you would want IBM HTTP Server to run as a service on your machine,
select Run IBM HTTP Server as a service, enter the user ID and password
of the IBM HTTP Server administrator, and click Next.

4p Installation Wizard % 10l =|
You can use Windows Services to run the following WehSphere Application Server

features. Using Services, you can start and stop services, and configure startup and
recavery actions.

¥ Run [BM HTTP Server as a sarice.

User ID: administrator

[

Fasswaord:

Install=hield

= Back Next = Cancel

Figure 5-17 Run IBM HTTP Server as a service
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Note: The window shown in Figure 5-18 opens only when the privileges
required by the user have not been set before the installation started. Click
OK if you get this window.

4 Invalid user name/password. x|

INSTOOSEE: The user name and password specified cannot be
validated due to insufficent privileges of the current user. The
privileges have been given, but will not take effect until the next
login.

Figure 5-18 User rights set by the installation wizard

8. In the next window (Figure 5-19), verify the features being installed and click
Next.

4p Installation Wizard

The following features have been selected for install:
-y
Location: CAEMHitpServer

- |BM HTTF Server Yersion 1.3.28

WebSphere smﬁ Location: CWWehSpherelippSerer

- Web server plug-ins
= - Plug-in for [EM HTTP Serveryi.3

g Click Next to install.

Irst: Il

S

= Back Next = Cancel

Figure 5-19 Components to be installed

9. After the installation, you can register the IBM HTTP Server by selecting the
Registration option. Click Next.
10.In the next window, click Finish to stop and close the installation wizard.

11.Start IBM HTTP Server.
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5.4.2 Verifying the installation

This section describes the steps to verify the installation of IBM HTTP Server and
the WebSphere Application Server plug-in on machine 1.

Verifying the installation of IBM HTTP Server
Complete the following steps to verify the IBM HTTP Server installation:

1. Open the Services window from Administrative Tools in Control Panel.
2. Check that IBM HTTP Server 1.3.28 is started. If not, start it.

3. Access the IBM HTTP Server 1.3.28 home page from a browser by entering
the following URL.:

http://localhost

You will see a page similar to the one shown in Figure 5-20.

3 IBM HTTP Server - Microsoft Internet Explorer

_I_I_I

File Edit Wiew Favorites Tools  Help
Address I@ hktp: {flocalhost)

WebSphere 1BM HTTP Server

Gontgus sover [ EI
I

View documentation

||||||[|

il Visit our Web site

@ l_ l_ ’_ (ZE Local intranet

PGD

Figure 5-20 IBM HTTP Server Welcome window

Verifying the installation of WebSphere Application Server
plug-in

To verify the installation of the WebSphere Application Server plug-in, check the
Web server configuration; for example, if you install the IBM HTTP Server plug-in
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on a machine running the Windows operating system, the plug-in installation
updates the <ihs_root>/conf/httpd.conf file, where <ihs_root> is the root directory
of the IBM HTTP Server installation, with the following lines:

LoadModule ibm_app_server_http_module
"C:\WebSphere\AppServer/bin/mod_ibm app_server http.d11"
WebSpherePTuginConfig "C:\WebSphere\AppServer/config/cells/plugin-cfg.xml"

Note: If you have installed the IBM HTTP Server V2.0.47.1.1 instead of the
V1.3.28.1, the httpd.conf file should be manually edited by replacing the above
mentioned lines with the following lines:

LoadModule was_ap20_module
"C:\WebSphere\AppServer/bin/mod_was_ap20_http.d11"
WebSpherePTuginConfig C:\WebSphere\AppServer/config/cells/plugin-cfg.xml"

5.4.3 Configuring WebSphere Portal with a remote IBM HTTP Server

This section describes the steps to configure WebSphere Portal V5.1 on
machine 2 with IBM HTTP Server on machine 1.

On the WebSphere Portal V5.1 machine
Complete the following steps:

1. Create a new default host alias:

a. Check the status of the WebSphere Application Server administrative
server by using the following command from the <was_root>/bin directory:

#./serverStatus serverl
If it is stopped, start it by using the following command:
./startServer serverl

b. Open the WebSphere Application Server administrative console by
entering the following URL in a browser:

http://<host_name>:9090/admin

Where <host_name> is the fully qualified host name of the machine on
which WebSphere Application Server was installed.

c. Log in to the administrative console, click Environment — Virtual Hosts,
and then click default_host in the list of Virtual Hosts.

d. Click Host Aliases under Additional Properties on the default_host page.
e. Click New on the Host Aliases page.
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f. Inthe New page, under General Properties, as shown Figure 5-21, enter
the following values:

¢ Host Name: The fully qualified host name of the machine where the
HTTP server has been installed

e Port: 80 or the port for which you would like to configure the HTTP
server to accept client requests

4} websphere Administrative Console - Microsoft Internet Explorer

=10l x|

File Edit View Favorites Tools  Help

GBack ~ = - (D) at | Qhsearch [GelFavorites GMedia &4 | - S =

Address I@ https: ffbclsryd itso,ral.ibm, com: 9043  admin/secure/securelogon. do?action=secure j @GU

Home | Save | Preferences | Logout | Help |

E]E

An alias iz the DNS host and port number used by a client to form the URL request of & YWeb Application resource (such az Iz‘
servlet, JSP, or HTML page). For example, it is the "myhost: 080" portion of hitp: nyhost: 80800servietiznoop. When no port
number is specified, the default port 50 iz used. [i

User ID: wpshind

belsred

Servers

Applications Configuration

Resources

Security General Properties ‘ ‘ ‘ v

Bl Environment Host Mame * Ibc:1 sv2 ftao ralibm com [l The IP address, DNS host name
. with domain name suffix, or just the
Undate Vieh Server Plugin DS host name, used by & client to
“irtual Hosts request & Weh application resource
Manage WebSphere Yariables (zuch az a servlet, JSP, or HThL
" . page).
Shared Libraries
| Port * ISD [l The port far which the Wik server
Llamitg has been configured to accept client
System Administration requests. Specify a port value in
. conjunction with the host name.
Troubleshooting
Apply | QK|  Reset | Cancel

1 | [¥]
@one l_l_ré_la Internet
Figure 5-21 Adding the default host alias

s MIET

g. Click OK and then Save to save the changes to the configuration file.
2. Regenerate the Web server plug-in:

a. Update the Web server plug-in configuration by regenerating the plug-in
for the Web server. Click Environment — Update Web Server Plugin.

b. Click OK.

c. Click Logout and then close the administrative console.
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d. Restart the WebSphere Application Server administration server by
running the following command sequence from the <was_root>/bin
directory:

#./stopServer serverl
#./startServer serverl

e. Check the status of WebSphere Portal by using the following command:
#./serverStatus WebSphere_Portal
If it is stopped, start it by using the following command:

#./startServer WebSphere Portal

On the IBM HTTP Server machine
Complete the following steps:

1. Update the plug-in file, plugin-cfg.xml:

a. Copy the plug-in file from the directory <was_root>/config/cells/ on the
WebSphere Portal machine to the same directory in the HTTP server
machine.

b. In the plug-in file, check the directory path for the logs and etc files.

For this scenario, because the Web server is on Windows and WebSphere
Portal on Linux, the following changes have to be made:

/opt/WebSphere/AppServer/logs/ to <was_root>\AppServer\logs\
/opt/WebSphere/AppServer/etc/ to <was_root>\AppServer\etc\

Note: In any scenario where the Web server and WebSphere Portal are
on machines with different operating systems, the above mentioned
directory paths should be checked and edited to match the directory
structure of the Web server's machine operating system.

2. Verify the plug-in configuration:
a. Restart the HTTP server.
b. Access the following URLs from a browser:

http://<hostname>/snoop
http://<hostname>/wps/portal

Where <hostname> is the fully qualified host name of the machine on which
the Web server is installed.

Note: If the port entered in Figure 5-21 on page 197 is not 80, the port
should be entered after the host name in the above URLs.
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5.5 Installing IBM DB2 V8.2 for WebSphere Portal

By default, WebSphere Portal V5.1 uses Cloudscape, a built-in Java database
installed automatically during the WebSphere Portal installation. Cloudscape is
well-suited for basic portal environments, but it does not support a clustering
environment or enabling of security in a database-only mode. Also, by default,
WebSphere Portal uses the Cloudscape database as a custom user registry
(CUR) for authentication under the database-only mode. There is always a gain
in performance by moving to a database with greater scalability and capability.

In this scenario, we chose to use the latest version of IBM DB2 UDB Enterprise
Server (V8.2) as the database for WebSphere Portal V5.1, because this is the
supported DB2 version for SUSE LINUX Enterprise Server 9 (SLES9). This CD
is not included in the WebSphere Portal V5.1 CDs list. For more information, see:

http://www.ibm.com/db2/1inux/validate
The IBM DB2 UDB Enterprise Server will be installed on a remote machine,
which would require us to install the IBM DB2 Administration Client on the

WebSphere Portal machine so that WebSphere Portal can communicate with the
IBM DB2 UDB Enterprise Server.

The process of implementing IBM DB2 V8.2 as the database for WebSphere
Portal consists of the following steps:

» Installing IBM DB2 UDB Enterprise Server V8.2

» Installing of IBM DB2 Administration Client V8.2

» Migrating databases from Cloudscape to IBM DB2

» Configuring WebSphere Portal for IBM DB2

» Verifying that WebSphere Portal is using IBM DB2

5.5.1 Installing IBM DB2 UDB Enterprise Server V8.2

Complete the following instructions to install IBM DB2:
1. On machine 4, log in as the root user and start a terminal session.
2. Create the groups dasadm1, db2grp1, and db2fgrp1:

# groupadd dasadml
# groupadd db2grpl
# groupadd db2fgrpl

3. Mount the IBM DB2 V8.2 CD and start the installation wizard by running the
following command from the /media/cdrom directory:

#./db2setup
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4. Click Install Products in the IBM DB2 Setup Launchpad.

5. Select DB2 UDB Enterprise Server Edition from the list of products
available for installation, as shown in Figure 5-22, and click Next.

E IBM DBZ Setup Launchpad |Y

IBM DB2 Universal Database

Setup

Version 8.1

Select the product you would like to install
(% DE2 UDE Enterprise Server Edition

_) DB2 Application Development Client

_) DB2 Administration Client

DE2 UDE Enterprise Server Edition is an enterprise version of DE2 Universal Database. It suppons
database partitioning and provides Cannect functionality for accessing data stored an host, AS/ 400,
land iSeries systems. DB2 Administration Client components are included.

4Back Mext b Help

Figure 5-22 Choosing the product to be installed

Click Next in the DB2 Setup wizard welcome window.
Read the license agreement, select Accept, and click Next.
Select the Typical installation type and click Next.

© ® N o

Select Install DB2 UDB Enterprise Server Edition on this computer and
click Next.

10.For the administrative user information, select New user to create a new user
to administer the DB2 Administration Server. Retain the default values of:

— User name: dasusrl
— Group name: dasadml
— Home directory: /home/db2instl

Enter values for the Password and Confirm password fields and then click
Next.

11.Select Create a DB2 instance to create a new DB2 instance and click Next.

IBM WebSphere Portal for Multiplatforms V5.1 Handbook



Note: The name of the instance created here is the user name of the
instance owner you create or provide under Instance owner information.

12.Select Single-partition instance and click Next.

13.For the instance owner information, select New user to create a new user to
administer the instance created in step 10 on page 200. Retain the default
values (Figure 5-23):

— User name: db2instl
— Group name: db2grpl
— Home directory: /home/db2instl

Enter values for the Password and Confirm password fields and then click
Next.

DBZ Setup wizand - DB2 UDB Enterprise Server Edition

WEE I

Figure 5-23 DB2 instance owner user information
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14.For the fenced user information, select New user to create a new fenced user.
Retain the default values shown in Figure 5-24. For example, we retained:

— User name: db2fencl
— Group name: db2fgrpl
— Home directory: /home/db2fencl

Enter values for the Password and Confirm password fields and then click
Next.

DBZ Setup wizard - DBZ UDB Enterprise Server Edition

il ez g

W e THEITTE]

Figure 5-24 DBZ2 fenced user information

15.Click Do not prepare the DB2 tools catalog on this computer and click
Next.

16.Enter the administration contact list information and click Next.
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Note: Not selecting Enable Notification brings up a warning window. Ignore
the warning and click OK to carry on with the installation.

17.Select Defer this task until after installation is complete and click Next.
18.Review the settings for the installation and click Finish to start the installation.

19.Wait for the installation to finish and then click the Status report tab to
confirm that all the installed features have a status of Success. Click Finish to
close the installation wizard.

5.5.2 Installing IBM DB2 Administration Client V8.2

This section describes the steps to install IBM DB2 Administration Client on
machine 2. Complete the following steps:

1. Log in as the root user and start a terminal session.
2. Create the group db2grp1:
# groupadd db2grpl

3. Mount the IBM DB2 V8.2 CD and start the installation wizard by running the
following command from the /media/cdrom directory:

#./db2setup

4. Click Install Products. In the next window, select DB2 Administration
Client, and then click Next.

Click Next in the Welcome window.

Read the software license agreement, select Accept, and then click Next.
Select the Typical installation type and click Next.

Select Create a DB2 instance and click Next.

© © N o O

Retain the default values for DB2 instance owner, enter values for the
Password and Confirm password fields, and click Next.

10.Review the settings for the installation and click Finish to start the installation.

11.Wait for the installation to finish and then click the Status report tab to
confirm that all the installed features have a status of Success. Click Finish to
close the installation wizard.

5.5.3 Creating remote databases

This section describes how to create the required databases for WebSphere
Portal on a remote DB2 UDB Enterprise Server Edition machine. This example
creates four databases, as shown in Table 5-3 on page 204.
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Table 5-3 Databases and functions

Database Function

WPS51 Used for WebSphere Portal and Member Manager (at a minimum)
or to hold all data. Stores information about user customizations,
such as pages, user profile, and login information.

JCR51 Used by Document Manager and Personalization components.
Contains documents, Personalization rules, Personalization
campaigns, and document library configuration information.

FDBK51 Used by Feedback components. Contains the information that is
logged by your Web site for generating reports for analysis of site
activity.

LM51 Used for LikeMinds data. Contains the recommendations to be

displayed to users when their interactions with your Web site have
been analyzed and predictions generated.

As you see in Table 5-3, WebSphere Portal and Member Manager information
will be stored in the same database. You can create a different database for
Member Manager. Or, you can simply create a single database to hold all the
data required by Document Manager, Personalization, Feedback, and LikeMinds
components. In this example, we separate all the information into different
databases except for the Member Manager information.

To create the databases, log in as the DB2 instance owner and run the
appropriate db2 commands to create and update database configurations, as
shown in Example 5-2.

Example 5-2 Create and update database configurations

#su - db2instl

>db2 "create database wps51 using codeset UTF-8 territory us"

>db2 "update database configuration for wps51 using applheapsz 16384
app_ct1_heap_sz 8192"

>db2 "update database configuration for wps51 using stmtheap 60000"
>db2 "update database configuration for wps51 using locklist 400"
>db2 "update database configuration for wps51 using indexrec RESTART"
>db2 "update database configuration for wps51 using Togfilsiz 1000"
>db2 "update database configuration for wps51 using logprimary 12"
>db2 "update database configuration for wps51 using logsecond 10"
>db2set DB2_RR_TO_RS=yes

>db2set DB2_EVALUNCOMMITTED=YES

>db2set DB2_INLIST_TO NLJIN=YES

>db2 "create database fdbk51 using codeset UTF-8 territory us collate using

identity"
>db2 "update database configuration for fdbk51 using applheapsz 5120"
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>db2 "update
>db2 "update
>db2 "update

>db2 "create

>db2 "create
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update
>db2 "update

>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
>db2 "create
('ICMLFQ32')
>db2 "create
("' ICMLNF32')
>db2 "create
("ICMVFQO4')
>db2 "create
('ICMSFQ04')
>db2 "create
('CMBINVO4')

database configuration for fdbk51 using logfilsiz 4096"
database configuration for fdbk51 using logprimary 4"
database configuration for fdbk51 using Togsecond 25"

database Tm51 using codeset UTF-8 territory us"

database jcr51 using codeset UTF-8 territory us"

database manager
database manager
database manager
database manager
database manager

configuration
configuration
configuration
configuration
configuration

database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
>db2 "connect to jcr51"
bufferpool ICMLSFREQBP4 SIZE 1000 PAGESIZE 4 K"
bufferpool ICMLSVOLATILEBP4 SIZE 8000 PAGESIZE 4 K"
bufferpool ICMLSMAINBP32 SIZE 8000 PAGESIZE 32 K"
bufferpool CMBMAIN4 SIZE 1000 PAGESIZE 4 K"
bufferpool OBJECTPOOL SIZE 2000 PAGESIZE 32 K"
bufferpool OBJPARTSPOOL SIZE 200 PAGESIZE 32 K"
bufferpool SMSPOOL SIZE 500 PAGESIZE 4 K"
bufferpool PARTSPOOL SIZE 100 PAGESIZE 32 K"
bufferpool BLOBPOOL SIZE 1000 PAGESIZE 32 K"
bufferpool REPLICAPOOL SIZE 1000 PAGESIZE 32 K"
bufferpool TRACKINGPOOL SIZE 250 PAGESIZE 4 K"
bufferpool VALIDATEPOOL SIZE 500 PAGESIZE 32 K"

regular tablespace ICMLFQ32 PAGESIZE 32 K

bufferpool ICMLSMAINBP32"

regular tablespace ICMLNF32 PAGESIZE 32 K

bufferpool ICMLSMAINBP32"
regular tablespace ICMVFQO4 PAGESIZE 4 K managed by system using
bufferpool ICMLSVOLATILEBP4"
regular tablespace ICMSFQO04 PAGESIZE 4 K managed by system using
bufferpool ICMLSFREQBP4"
regular tablespace CMBINVO4 PAGESIZE 4 K managed by system using
bufferpool CMBMAIN4"

jerbl
jerbl
jerbl
jer5l
jerbl
jerbl
jcrbl
jerbl
jerbl
jerbl
jerbl
jerbl
jerbl
jerbl

using
using
using
using
using
using
using
using
using
using
using
using
using
using

using QUERY_HEAP_SZ 32768"
using UDF_MEM_SZ 7000"

using SHEAPTHRES 10000"
using MAXAGENTS 500"

using DFT_MON_TIMESTAMP OFF"

LOCKTIMEOUT 30"
LOCKLIST 1000"
STMTHEAP 16384"
AVG_APPLS 5"
SORTHEAP 256"
LOGPRIMARY 10"
LOGFILSIZ 1000"
LOGSECOND 20"
LOGBUFSZ 32"
MAXAPPLS 200"
APPLHEAPSZ 4096"
DFT_QUERYOPT 2"
DBHEAP 2400"
APP_CTL_HEAP_SZ 20000"
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>db2 "create system temporary tablespace ICMLSSYSTSPACE32 PAGESIZE 32 K managed
by system using ('icmlssystspace32') bufferpool ICMLSMAINBP32"

>db2 "create system temporary tablespace ICMLSSYSTSPACE4 PAGESIZE 4 K managed
by system using ('icmlssystspace4') bufferpool ICMLSVOLATILEBP4"

>db2 "create regular tablespace OBJECTS PAGESIZE 32 K managed by system using
('objects') bufferpool OBJECTPOOL"

>db2 "create regular tablespace OBJPARTS PAGESIZE 32 K managed by system using
('objparts') bufferpool OBJPARTSPOOL"

>db2 "create regular tablespace SMS PAGESIZE 4 K managed by system using
('sms') bufferpool SMSPOOL"

>db2 "create regular tablespace BLOBS PAGESIZE 32 K managed by system using
('blobs') bufferpool BLOBPOOL"

>db2 "create regular tablespace REPLICAS PAGESIZE 32 K managed by system using
('replicas') bufferpool REPLICAPOOL"

>db2 "create regular tablespace TRACKING PAGESIZE 4 K managed by system using
('tracking') bufferpool TRACKINGPOOL"

>db2 "create regular tablespace VALIDATEITM PAGESIZE 32 K managed by system
using ('validateitm') bufferpool VALIDATEPOOL"

>db2 disconnect jcr51

>db2 TERMINATE

5.5.4 Configuring the connection to remote databases

In order for WebSphere Portal to be able to connect to the databases, you need
to perform the configurations provided in this section.

Changes to perform on the DB2 server machine

Complete the following steps:

1. Edit the /etc/services file. Check if the DB2 service port numbers were
included in this file, and if they were not, add them:

DB2_db2instl 60000/tcp # DB2 connection service port
DB2_db2inst1_1 60001/tcp # DB2 interrupt service port

2. Save and close the file.

3. Log in as the DB2 instance owner and update the Service Name configuration
(mandatory):

#su - db2instl
>db2 UPDATE DBM CFG USING svcename DB2_db2instl

Where DB2_db2instl is the service name added into services file above.
4. Set the DB2COMM variable to use TCP/IP:
>db2set DB2COMM=TCPIP
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Changes to perform on the DB2 client machine
Complete the following steps:

1. Edit the /etc/services file and add the DB2 connection service port:
DB2_db2instl 60000/tcp # DB2 connection service port

Note: You must use the same service name and port number on the DB2
server machine.

2. Save and close the file.
3. Set the DB2COMM variable to use TCP/IP:

#su - db2instl
>db2set DB2COMM=TCPIP

4. Catalog the node name with the DB2 server IP address and service name:

#su - db2instl
>db2 catalog tcpip node <node name> remote <db2 srv_hn> server <svce name>

Where <node_name> is the value you define for the DB2 server machine
remote information (in our case, WPSNODE), <db2_srv_hn> is the fully qualified
host name or IP address of the DB2 server machine, and <svce_name> is the
value you specified in step 1, as shown Example 5-3.

Example 5-3 Catalog node

>db2 catalog tcpip node WPSNODE remote bclsrv3.itso.ral.ibm.com server
DB2_db2instl

5. Catalog the remote databases created on the DB2 server machine using the
node name that was created in step 4:

#su - db2instl

>db2 catalog database <wps_db_name as wps_db_name_alias> at node
<node_name>

>db2 catalog database <jcr_db name as jcr_db name_alias> at node
<node_name>

>db2 catalog database <fdbk db _name as fdbk_db_name_alias> at node
<node_name>

>db2 catalog database <Im_db_name as 1m_db_name_alias> at node <node_name>

Where <wps_db_name>, <jcr_db_name>, <fdbk db_name>, and <Im_db_name>
are the WebSphere Portal and WebSphere Content Publishing database
names you used when you created them on the database server machine,
and <wps_db_name_alias>, <jcr_db name_alias>, <fdbk _db name alias>,
and <Im_db_name_alias> are the values that you are defining for database
names on the client machine. See Example 5-4 on page 208.
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Example 5-4 Catalog database

>db2 catalog database WPS51 as WPS5IN at node WPSNODE
>db2 catalog database JCR51 as JCR5IN at node WPSNODE
>db2 catalog database FDBK51 as FDBK5IN at node WPSNODE
>db2 catalog database LM51 as LM5IN at node WPSNODE

Note: If you have created a database for Member Manager separate from
WebSphere Portal, you will also have to catalog the Member Manager
database.

6. Test the connection to the databases:

#su - db2instl

>db2 connect to <wps_db_name_alias> user <db2 user> using <db2_password>
>db2 connect to <jcr_db_name_alias> user <db2 user> using <db2_password>
>db2 connect to <fdbk db _name alias> user <db2_user> using <db2 password>
>db2 connect to <Im_db_name_alias> user <db2_user> using <db2_password>

Where <wps_db_name_alias>, <jcr_db _name_alias>, <fdbk db name alias>,
and <Tm_db_name_alias> are the values you used in step 5 on page 207,
<db2_user> is the user name with rights to connect to this database, and
<db2_password> is the password for the user name you are defining. See
Example 5-5.

Example 5-5 Connecting to the databases

>db2 connect to WPS5IN user db2instl using password
>db2 connect to JCR5IN user db2instl using password
>db2 connect to FDBK5IN user db2instl using password
>db2 connect to LM5IN user db2instl using password

5.5.5 Transferring data to the DB2 database

WebSphere Portal V5.1 uses Cloudscape as a database, so it does not require
you to have DB2 UDB Enterprise Server, Oracle, Informix®, or SQL Server up
and running at this time.

For a production architecture, we strongly recommend moving all data to a
powerful database server such as DB2 UDB Enterprise Server Edition.

In WebSphere Portal V5.1, all configuration information is stored in the
wpconfig.properties file. In order to have the database transferred, we need to
change the appropriate values into this file and use the WPSconfig script to
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execute the changes. Complete the following steps to move the data from
Cloudscape to the DB2 UDB Enterprise Server database in machine 2:

1. Give the user root the privilege to run DB2 commands:

a. Edit the setupCmdLine.sh file in the <was_root>/bin/ directory:

#cd /opt/WebSphere/AppServer/bin

#vi setupCmdLine.sh

(You can use vi or a graphic file editor.)

b. Add the following lines:

if [ -f /home/db2inst1/sq11ib/db2profile ]; then
. /home/db2inst1/sq11ib/db2profile;

fi
c. Save and close the file.

d. Do the same with the file .bash_profile in the /root directory. If the file does

not exist, create it.

e. Close all the shells and open a new one.

f.  Verify that you can now perform db2 commands by running db21evel at the

command line.

2. Go to the <wp-root>/config directory and back up the wpconfig.properties file,
where <wp-root> is the root directory for WebSphere Portal. For example, on
Linux, the default install path is /opt/WebSphere/PortalServer.

3. Edit the WebSphere Portal configuration wpconfig.properties file and change
the parameters, as shown in Table 5-4.

Note: For a detailed description of each property, refer to the section
“Configuring WebSphere Portal for DB2” in WebSphere Portal V5.1

Information Center, available at:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

Table 5-4 DB2 configuration values for the wpconfig.properties file

Property Value

DbSafeMode false

DbType db2

WpsDbName wpsb51n

DbDriver COM. ibm.db2. jdbc.app.DB2Driver
DbDriverDs COM.ibm.db2.jdbc.DB2XADataSource
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Property Value

JdbcProvider wpsdbJDBC

DbUr1 jdbc:db2:wps51n

DbUser db2instl

DbPassword <type_db2instl password>

DbLibrary /home/db2inst1/sql1ib/java/db2java.z
ip

WpsDsName wpsdbDS

WpsXDbName wps5HTCP

WpsDbNode wpsNode

JcrDbName jerb5ln

JcrDbUser db2instl

JcrDbPassword <type_db2instl password>

JerDbUr1 jdbc:db2:jcr51ln

JcrXDbName jerdbTCP

JcrDbNode wpsNode

JcrddbcProvider jcrdbJDBC

JcrDsName JCRDS

JecrGeneratedDLLPath ${WpsInstallLocation}/jcr/config/dyn

amic

JcrBinaryValueFileDir

${WpsInstallLocation}/jcr/binaryValu
es

PznDbNode wpsNode

FeedbackXDbName fdbk5TCP

FeedbackDbName fdbk51n

FeedbackDbUser db2instl
FeedbackDbPassword <type_db2instl password>
FeedbackDbUr1 jdbc:db2:fdbk51n
LikemindsXDbName Tmdb5TCP
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Property Value
LikemindsDbName Tm51n
LikemindsDbUser db2instl

LikemindsDbPassword

<type_db2instl password>

LikemindsDbUr1 jdbc:db2:1m51n

WmmDsName wmmDS

WmmAppName wmmApp

WmmDbName wps51n

WmmDbUser db2instl

WmmDbPassword <type_db2instl password>
WmmDbUr1 jdbc:db2:wps51ln

4. Save and close the wpconfig.properties file.

Important: For security reasons, we recommend that you leave each
password field blank in the wpconfig.properties file. While running the
following tasks, you can specify the password on the command line with

the following syntax:

WPSconfig.sh <task_name> -D<password_property key=password_value>

Where <task_name> is the task that you will perform, and each password
property should have one -D prefix and one key-value pair. In the following
steps, we assume that all passwords are removed from the

wpconfig.properties file.

5. You can test the database connections to Portal databases using the following

commands:

#./WPSconfig.sh validate-database-connection-wps \

-DDbPassword=<type_db2instl_password>

#./WPSconfig.sh validate-database-connection-jcr \
-DJcrDbPassword=<type_db2instl password>

#./WPSconfig.sh validate-database-connection-feedback \
-DFeedbackDbPassword=<type_db2instl password>
#./WPSconfig.sh validate-database-connection-1ikeminds \
-DLikemindsDbPassword=<type_db2instl_password>
#./WPSconfig.sh validate-database-connection-wmm \
-DWmmDbPassword=<type_db2instl password>

#./WPSconfig.sh validate-database-driver
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Wait for the BUILD SUCCESSFUL message. If you get a BUILD FAILED message,
verify the wpconfig.properties file and validate again.

6. Perform the following command to transfer databases:

#./WPSconfig.sh database-transfer \ -DDbPassword=<type db2instl password> \
-DJcrDbPassword=<type_db2instl password> \
-DFeedbackDbPassword=<type db2instl password> \
-DLikemindsDbPassword=<type_db2instl_password> \
-DWmmDbPassword=<type_db2inst1l_password>

This task will take several minutes to complete, and you will see a BUILD
SUCCESSFUL message when it finishes. If you get a BUILD FAILED message,
verify the wpconfig.properties file and repeat this step again.

7. Perform reorg check to improve performance:

#db2 connect to <db_name> user <user_name> using <password>
#db2 reorgchk update statistics on table all

#db2 terminate

#db2rbind <db_name> -1 db2rbind.out -u <user_name> -p <password>

Where <db_name> is your Portal database name, <user_name> is the user you
chose to be the owner of this database, and <password> is the DB2 user
name password.

Note: You must perform these steps for each WebSphere Portal database,
for example, WPS51N, JCR51N, FDBK51N, and LM51N.

8. Restart WebSphere Application Server, serveri.

9. Open the WebSphere Application Server administrative console, and then
perform the following steps:

a. Expand Servers and click Application Servers. Then, select
WebSphere_Portal from the list of Application Servers.

b. Select Process Definition from the list of Additional Properties.
c. Select Java Virtual Machine from the list of Additional Properties.

d. Add the value of DbLibrary in wpconfig.properties into the Classpath
field. In this example, we add /home/db2inst1/sql1ib/java/db2java.zip
into the Classpath field. Click Apply and click Save.

e. Expand Resources from the left-side menu, and then click JDBC
Providers. In this example, there are four JDBC providers:

e feedbackJDBC
e jcrdbJDBC

e TlikemindsJDBC
e wpsdbJDBC
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f. Select wpsdbJDBC, and then click Data Sources from Additional
Properties. For each data source, click the Test Connection button to
verify the database connections.

g. Repeat the previous step for other JDBC providers.

10.Start WebSphere Portal.

1

5.6 Install

1.Test the WebSphere Portal configuration by typing the following URL in a
browser. You can log in as wpsadmin:

http://<wps_hostname>:9081/wps/portal

Where <wps_hostname> is the fully qualified host name for WebSphere Portal,
and <ihs_hostname> is the fully qualified host name for the IBM HTTP Server
machine.

In our example:
http://bclsrv3.itso.ral.ibm.com:9081/wps/portal
Important: If you disabled port 9081 and enabled the remote HTTP port

number, as in 6.4.4, “Disabling access to port 9081 (optional)” on page 277,
you must enter the following URL:

http://<ihs_hostname>/wps/portal

In our example:

http://bclsrv2.itso.ral.ibm.com/wps/portal

ing Lotus Domino 6.5.3

At this stage of the implementation of the sample scenario, WebSphere Portal is

u

sing IBM DB2 V8.1 as the custom user registry (CUR) for authentication.

However, it can be configured to use an LDAP directory to store user information

a

nd to authenticate users and do the authentication in database and LDAP

mode.

This section describes the following topics:

>

>

>

Installing Lotus Domino Enterprise Server 6.5.3
Installing Domino Administrator

Configuring the Domino server settings

Configuring Domino Administrator

Setting up Domino Directory

Configuring WebSphere Portal for Domino Directory
Verifying the LDAP configuration
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5.6.1 Installing Lotus Domino Enterprise Server 6.5.3

In this section, you install Lotus Domino Enterprise Server. For more details, see
Lotus Domino 6 for Linux, SG24-6835.

Complete the following steps:

1. On machine 3, log in as the root user and start a terminal session.

2. Create a user and a group for the Domino administration on Linux:

# groupadd ldapadm
# useradd -g Tdapadm -d /local/notesdata Tdapadmin
# passwd ldapadmin (Enter a password for this user)

3. Mount CD #12-2 and start the text-based installation wizard by running the
following command:

#./media/cdrom/Tinux/install

4. You will see a window similar to the one shown in Figure 5-25. Press Tab.

[=] e X

Doming Serwer Inztallation

Welcome to the Domino Serwer Install Program,

Type h for help on how to uze thiz program.
Press TAE to begin the installation,

Tupe h for help
Type & to exit installation
Prezz TAR to continue to the next screen,

Figure 5-25 Welcome window for the installation of Lotus Domino Server

5. In the next window (Domino Server release notes), press Tab.
6. Press Tab again to see the License Agreement.

7. The Lotus Domino/Notes software agreement opens. Press Enter to go
through the agreement until you see the window shown in Figure 5-26 on
page 215. Press Tab.
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"Excluded Components" identified in this License Information document: (a) all
Excluded Components are provided on an "AS IS" basis: (b) IEM DISCLAIMS AMY
AMD ALL EXPRESS AMD IMPLIED WARRAMTIES AMD COWDITIONS IMCLUDIMG, BUT MOT
LIMITED TO, THE WARRAWTY OF WOW-IMFRIMWGEMEWT OF IMTERFEREWCE AMD THE IMPLIED
WARRANTIES AND COMDITIOMS OF MERCHAWTABILITY AMD FITHESS FOR A PARTICULAR
PURPOSE: (c) IEM will not be liable to you or indemnify you for any claims
related to the Excluded Components: and (d) IBM will rot be lisble for any
direct, indirect. incidental, special exemplary. punitive or consequential
damagez with respect to the Excluded Components,

The following components in the Program are Excluded Components: (a) all third
party components, including third party components included or embedded in the
Program and componentz referenced in any LICEMSE,TXT file included with the
Program or a fixpack or update to the Program, and (b) all source code
included with the Program,

0/My  L-GHUS-BFUSZL

Fs/M:  L-GHUS-SFUSZL

Presz the Ezcape key to go back to the previouz screen
or

Presz the Tab key to continue,,,

Figure 5-26 Lotus Domino/Notes software agreement

8. If the setting for the license agreement is not Yes, as shown in Figure 5-27,

press the spacebar and then press Tab; otherwise, just press Tab.

Tomino Server Inztallation

‘fou may proceed with the inztallation only if you agree to the
termz and conditions of the Lotus DominodHotes Software Agreement,

Type & to exit the Insztall program,

Presz ESC to return to the previous screen,

Presz the Spacebar to change the zetting until you get the one you want,
Presz TAB to accept a setting and continue to the next screen,

2> Do you agree to the terms of the license agreement 7 [Yeslfj

Figure 5-27 License Software Agreement

9. For the data directories, select the No option, pressing the spacebar, and then

press Tab. See Figure 5-28 on page 216.
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The existing Program directory must be specified in order for

new Server Partitions to be created. However, existing Data
directories do not need to be listed. Any existing Data

directories that are listed will be installed to, and old templates
in those Partitions will be overuritten.

If you wish to add more than one Partition to your existing
Domino server, select "Yes" when asked if you want to run
multiple server partitions on this system. Otherwise you will
only be able to upgrade or install one Data directory.

Warning :
If you do not have an existing Domino Server on your system,
please select "No" for the option to add data directories only.

Type e to exit the Install program.

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

»>>>Do you want to install data directories only? [No 1f

Figure 5-28 Data directories

10.For the installation type, press the spacebar until you see Domino Enterprise
Server as the setup type and then press Tab. See Figure 5-29.

Daming Serwer Inztallation

Select the type of installation you want,

Tupe h for help,

Type & to exit the Install program.

Press ESC to return to the previous screen,

Presz the Spacebar to change the setting until you get the one you want.
Press TAE to accept a setting and continue to the next screen,

»»» Select Setup tupe t [Domino Enterprize Serwer 1l

Figure 5-29 Installation type

11.For the template files, select Yes and press Tab. See Figure 5-30 on
page 217.
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The optional installation feature for template files is designed for
users who are installing over a previous version of the Domino Server
and wish to keep all previous template files. If this is not an
installation over an existing Domino Server, all template files must
be installed.

Warning :

To ensure proper operation of your Domino Server, we highly
recommnend installing all template files. Only select [Nol if you are
an advanced user and you know that this server already has the latest
template files. The Domino Server will not run properly without the
latest templates.

Type e to exit the Install program.

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>>Do you want to install all template files for this Domino Server? [Yeslf

Figure 5-30 Template files

12.For the Application Service Provider (ASP) screen, select No and press Tab.

See Figure 5-31.

Domino Server Installation

The option to setup an ASP server refers to the ZLnfiguratiun of an
fipplication Service Provider server. This type of server can only be
configured after an Enterprise Server installatiom.

Selecting "Yes" below will cause the Domino Setup program to configure
the server appropriately for ASP functionality. This will add security
features not present in a normal configuration, so do not select “Yes"
unless an ASP configuration is specifically required for this server.

The default value is "No", which is recommended for performing server
upgrades andsor non-ASP installations.

Type e to exit the Install program.

Press ESC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>>Do you want to configure this server with ASP functionality? [No 1ff

Figure 5-31 ASP information

Important: ASP support means Application Service Provider and has
nothing to do with Active Server Pages.
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13.For the Domino program files installation directory, press Tab to select the
default settings for the Domino program files installation directory and
continue; otherwise, press Enter to change the directory path. See
Figure 5-32.

o - |x

Domino Server Installation

The program directory iz the path where the Install program
inztalls the Domino program files, The Install program
automatically adds "lotus" to the path,

Tuype h for kelp,

Type & to exit the Install program.

Press ESC to return to the previous screen,

Presz EMTER to edit a setting.

Press TAE to accept a setting and continue to the next zcreen,

Current program directory setting @ Joptslotus

Figure 5-32 Domino Server Installation Directory

14.Press Tab in the next window.

15.The partitioning of Domino server can be performed on Linux, but we do not
select this option now. Press the spacebar to state No in the settings and then
press Tab. See Figure 5-33 on page 219.
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Doming Serwer Inztallation

You can run mare than one Domino Serwer on a single computer
at a time, Thiz feature is called Domino Partitioned Servers,
and requires zeparate Data Directories for each Domino Serwer
to be run,

Type h for help.

Type & to exit the Install program,

Presz ESC to return to the previous screen,

Press the Spacebar to change the setting until you get the one you want,
Presz TAB to accept a setting and continue to the next screen,

53> Do you want to run more than one Domino Server on thiz computer 7 [Mo Il

Figure 5-33 Domino Partitioned Servers

16.Press Tab to select the default settings for the Domino data files installation
directory and continue; otherwise, press Enter to change the directory path.
See Figure 5-34.

Daming Serwer Inztallation

The data directory iz the path where the Install program
inztalls the Domino data files,

Tuype h for kelp,

Type & to exit the Install program.

Press ESC to return to the previous screen,

Presz EMTER to edit a setting.

Press TAE to accept a setting and continue to the next screen,

Current data directory setting : flocals/notesdata

Figure 5-34 Domino data files installation directory
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17.1n the next window, press Enter to open the window shown in Figure 5-35.
Enter the user name of the Domino Enterprise Server administrator and press
Enter to return to the previous window. View the changes and press Tab.

= 1

Tomino Server Installation

Pleaze enter the Domino UMDY uzer name, Thiz UNDX uzer will own the
Tomino data files, and be used to run the Domino Server,

HOTE for the 4,x upgrade installer:
Dlomino UNIX uzer nameaccount name you specify here must be the same
az the existing 4,x inztalled data files for proper operation of Jomino,

Presz ENTER to retain the current setting
o
Type a new =zetting and press ENTER,

Current. UNIX uzer zetting ; notes

MNew UMIX user zetting + ldapadminfl

Figure 5-35 Changing the Domino Server administrator user name

18.1n the next window, press Enter. You will see a window similar to the one
shown in Figure 5-36 on page 221. Enter the name of the Domino Enterprise
Server administrator group and press Enter to return to the previous window.
Then, view the changes and press Tab.

220 IBM WebSphere Portal for Multiplatforms V5.1 Handbook



Tomino Server Installation

Pleaze enter the Domino UMIX group, Thiz UNIX group will own the
Domino data files, The Domino UMIX uzer must be a member
of thiz group,

NOTE for the 4,x upgrade inztallers
Domino UNDX groupdaccount group you specify here must be the zame asz
the exizting 4,x inztalled data files for proper operation of Jomino,

Type h for help,

Type & to exit the Inztall program,

Pressz ESC to return to the previous screen,

Presz ENTER to edit a setting,

Presz TAB to accept a setting and continue to the next screen,

Current. UNIX group zetting ; ldapadm

Figure 5-36 Changing the Domino Server administrator group name

19.Select Manual Server Setup and press Tab, as shown in Figure 5-37.

For new server installations, server setup will be launched automatically
after the installation is complete. For upgrade installations, the server
will be restarted automatically after the installation is complete.

The default value is "Manual Server Setup" which does not launch server setup
or restart the server after installation. The installation will complete and
you will then have to launch server setup or restart the server manually.

Select "Local Server Setup” to launch server setup after a new server
installation or to restart the server after a server upgrade.

Select "Remote Seruver Setup” to launch server setup in listen mode for new
server installations. You will then be able to comnect to the server with the
Remote Server Setup tool.

Type e to exit the Install program.

Press E3SC to return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>»»Select server setup method: [Manual Server Setupl]

Figure 5-37 Server setup

20.Press Tab in the next window.
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21.Check the settings for your installation and press Tab to start the installation.
Your installation settings will be similar to those shown in Figure 5-38.

I Domino Server Installation

Installation settings:
Installation type : Domino Enterprise Server
Install template files : Yes

Server Setup Method ' Manual Server Setup
Configure to ASP Server: No

Program directory : soptslotus

Data directory : slocalsnotesdata
UNIX user ¢ ldapadmin
UNIX group : ldapadm

Press the Escape key to re-configure the settings
or
Press the Tab key to perform the installation...

Figure 5-38 Domino Server Installation settings

22.After the installation completes, you will see a window similar to the one
shown in Figure 5-39. This window provides you with the information about
the installation settings and the status of the installation.

o = > [x

Domino Server Installation

Inztallation settings:

Domino Enterprise Server
iMotes iz not supported for thiz platform: linux

Inztallation type
Installing iMotes

o+

Program directaory + foptslotus
Data directory + flocal/notesdata
UNIE uzer + ldapadmin
NI group +  ldapadm
Yalidating,..

Mot checking patches for linux,

Installing Domino Serwer kits ...
The inztallation completed successfully,

Fleaze be sure to login as the appropriate UNIX user
before running Domino - Do not run as root,

Figure 5-39 Successful completion of the installation
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Important: For those familiar with Release 5 or earlier versions of Domino, do
not type http httpsetup unless you do not have X-Windows installed. Domino
6 ships with a new Java installation program that can be run locally or
remotely.

5.6.2 Installing Domino Administrator

Domino Administrator is required in order to administer Domino. In this instance,
you will need to install it on a desktop, because the Windows Server 2003 is not
a supported operating system. Complete the following steps:

1.

Insert CD #12-6 (Lotus Notes, Designer, and Admin Clients for Windows) and
start the Setup.exe program in the lotusnotes\win\English directory.

Click Next in the Welcome window. Read and accept the License Agreement
and click Next.

3. Enter the Name and Company name. Click Next.

4. Browse to the folders where you want to install the Notes program files and

data files or choose the default folders and click Next.

Select Domino Administrator and click Next. Make sure that you select the
Remote Server Setup option. You will use this tool in 5.6.3, “Configuring the
Domino server settings” on page 223.

6. Choose if you want it to be your default e-mail program and click Install.

7. Click Finish to complete the installation.

You have now installed Domino Administrator on the desktop.

5.6.3 Configuring the Domino server settings

Before configuring Domino Administrator you need to set up Domino server.
Configure Domino server using the remote or local server setup. For more
details, see Lotus Domino 6 for Linux, SG24-6835.

Running the CheckOS tool
Complete the following steps:

1

. On machine 3, log in as the root user and start a terminal session.

2. Change to the Lotus binaries directory:

# cd /opt/lotus/bin

3. Type ./checkos to start the script.
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Note: If you get an error or the script does not run, check to see if you are in
the Lotus binaries directory. In addition, by issuing 1s, you should be able to
see the checkos file. If the file does not exist, the installation might not have
completed.

Setup

Perform the following steps:
1. Log out as root and log in as 1dapadmin.
2. Open a terminal and verify if you are under the /local/notesdata directory.

3. Create the file .bash_profile in the /local/notesdata directory. Write the
following line:

export PATH=$PATH:/opt/Totus/bin:./

Important: Linux is case-sensitive, and PATH must be uppercase.

4. Log out and log back in for the changes to take effect.

5. You can check that the PATH variable was set correctly by launching a shell
and typing echo $PATH at the command prompt. To verify that you are using
the Domino server executable, type which server and check the path.

Remote setup

The new Java setup also allows for local or remote configuration. We recommend
remote setup, because it gives you the ability to download the server and certifier
ID files to your local workstation. Complete the following steps:

1. Log in as 1dapadmin.

2. Make sure that the system LANG variable is set correctly for your language,
that is, LANG=en_US, LANG=de_DE@euro. To set the system variable, type
LANG=en_US or LANG=de_DE, for example, in the shell window, and press Enter.

3. Change to the Domino data directory (/local/notesdata) and start the Domino
server with the listen option:

# /opt/lotus/bin/server -listen

4. In the Domino Administrator machine, go to a command prompt, change to
the Domino Administrator programs directory, and start the Java configurator
(serversetup.exe), as shown in Figure 5-40 on page 225.
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mmand Prompk

wosr.dll

wpbsr.dll
wpmap.dll
wpmsr.dll
xlssr.dll
AHML4j. jar
xmlschemas

xywsr.dll
ziprdr.dll
26 .4 _olemon.dll
126,817,276 hytes
? Dirds)> 32,114.284.672 hytes free

Ei\Notes)seruersetui.exel

Figure 5-40 Starting the remote server setup

5. Enter either the server's name or IP address in the Remote Host Address field
(Figure 5-41) and click Ping.

Egal:onnect To Remote Domino Server 1[

Flease provide the host name or network address ofthe
remate server you wish to set up.

ﬂ Remote Host Address: Fort:
Joct srvd itso.ral.ibm.com |s58s

QK | CanceIJ Fing |

Figure 5-41 Connect To Remote Domino Server

6. If the remote server is set up correctly, and the network is functioning, you
should see a message similar to the one shown in Figure 5-42. Click OK.

E‘%Server setup — ﬂ

@ Successfully located remaote Lotus Domino server

Address: bolsrd.itsoralibm.com
Wersion:
Flatform: Linux

Figure 5-42 Successful ping
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7. Now, click Next and you will see the window shown in Figure 5-43.

Remote Seryer Setup for bclsry4.itso.ral.ibm.com |

a First or additional server? (L(TER software

|5 thiz Domino server the first server ar a stand-alone server, or shaould it join an existing Domino
domain as an additional server? (& Domina domain is a collection of Domino servers and users
within an organization).

' Setup the first server or a stand-alone server
This will setup a new Domina Server and a new Domina domain.

ﬂ"ﬁj  Zetup an additional server

This will setup an additional Domino server into an existing Domino domain. This
requires that the server is already registered in the Domino Directory (You may need
to ohtain additional infarmation fram your Domino administratar).

Help | = Back 1 Text = I Cancel

Figure 5-43 First or additional server

8. You are setting up the first server in what will be your new domain (the ITSO
domain in our example). If you are setting up an additional server, you will be
prompted to specify the location of your server ID and the hierarchical name
of the additional server. Select your choice and click Next.
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9. We have set the server name to be the same as the host name, as shown in
Figure 5-44. If the common name matches the host name, the client will be
able to locate it even if the server resides in a different domain from the user’s
home server. The title gives you an opportunity to provide a terse description
of the server’s main function or the organization to which it belongs. Click
Next to continue with the installation.

Remote Seryer Setup for bclsry4.itso.ral.ibm.com |
a Provide a server name and title (LITEY software
e —

You must provide a unigue name for your newe Domina server. Carefully choose the server name;
wau cannot easily change it later. By default, Setup recommends that you use the computer's host
name as the server name.

ﬂ Server name: hctsred

For example: Sales1

Optional: Provide a short title which describes the purpose ar function of this server. {(You can
always change this infarmation [ater in the Domino Directary)

Server title: ITSO Enterprise Server

For example: Corporate Sales Server 1

5 [ lwantto use an existing server D file: Browse...
[ s, |

Jmcalifot ‘sererni

Help | = Back ‘ Mext = I Cancel |

Figure 5-44 Server name and title
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10.Set a meaningful Organization name, and make certain to enter a secure
password for your Certifier ID, and then click Next to proceed. If you are

rebuilding your Domino domain, you can select the | want to use an existing
certifier ID file option to do so.

Remote Server Setup for belsry4.itso.ral.ibm.com x|
a Choose your arganization name (LY software

The organization name is usually your company name. It hecomes part of each server and user
natme. Do not choose a long arganization name. For example, instead of Acrme Corporation, use
Acme.

Organization narme: TS0

Minimurn of 3 characters

This server's final name will be hel sred TS0

Atypical user name will be: Jane DoedlTS0
;»_fa Organization Cerifier passward: Canfirm password:

Ia—a—wa—a—a—a— FEREEEE

Minimum of & characters

g l'wantto use an existing certifier (D file: Browse...
= A g [Fasse. A

Jocalinatesdataicertio

To =specify additional organization settings click Customize. Customize... |

Help <EackJ Mext = | Cancel |

Figure 5-45 Domino Organization name
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11.For ease of administration and use, we made the Domino domain name the
same as the organization name. See Figure 5-46. Type the name you would
like to use and click Next.

Remote Server Setup for bl sryd.itso.ral.ibm.com x|

a Choaose the Domino domain name Lotus ELUVENE

AS part of setting up the first Domino sener, Setup creates a new Domino domain, which 15 a
collection of Domino servers and users that share the same Domino Directony.

The Domino damain name can be the same as the arganization name. Choose a short domain
narne

% Domino domain name: TS0

For example: Acme

Help = Back | Mext = l Cancel

Figure 5-46 Domino domain name
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12.Enter an Administrator name and password, and then click Next. See
Figure 5-47.

Important: Do not select Also save a local copy of the ID file if you are
running a remote installation because it will try to access the local file
system on the server with which you do not have access. There is an
option later in the remote setup to copy the ID files to your local
workstations.

Remote Seryer Setup for bclsry4.itso.ral.ibm.com x|
a Specify an Administrator name and password (TN software
T T

To create the Administrator's 1D, you must provide the administrator's name and password. You
can use the name of a specific person, or a last name only to create a generic Administrator (D
that can be used by several people.

@ First name: Middle: Last name {ar generic account name):
| JITSOAdmIn
:C Administrator password: Confirm password:
Ia—a—a—wa—a—a— 'a—a—a—wa—a—a—

Minimum of & characters

The Administrator 1D file will be stored inside the server's Domina Directory.

[ Also save a local copy of the 1D file:

Browse... |
esolataiEdmin.i
=E;! [ Iwantto use an existing Administrator 1D file: Browse... |

Iocalinotesdataradrmin.id

Help | = Back | Mext = I Cancel |

Figure 5-47 Domino Administrator name and password
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13.Select all three options shown in Figure 5-48, and then click Customize to
further refine your selections.

Remote Seryer Setup for bclsry4.itso.ral.ibm.com |

a What Internet services should this Domino Server provide? (L (TER software

Selectthe Internet services this Domino server will provide. Basic Notes and Domino services
are zet up by default. (You can always change these aptions later in the Domina Directory).

% Setup Internet services far:

[+ 'Web Browsers (HTTP senvices)
[v Internet Mail Clients (SMTF, POP3 and IMAF services)

[+ Directory services (LDAP services)

To custamize all other Domina services, click Custamize. Customize... |

Help | = Back ] Mext = I Cancel

Figure 5-48 Domino services

14.For the advanced Domino services, as shown in Figure 5-49 on page 232, we
selected Calendar Connector, Schedule Manager, and Statistics to
provide the features needed for this server. We also selected HTTP Server
for Web services; IMAP Server and POP3 Server for mail client access;
SMTP Server for native mail delivery; LDAP Server to provide the Domino
Directory to LDAP clients; and Stats for on demand statistics. See
Figure 5-50 on page 232. You will need to consider which services are
appropriate for the server you are setting up and select only those that you
need. Click OK, and then click Next.
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232

3 Advanced Domino Services

i tL  Tasks marked with an asterisk (%) are required far the proper operation of your Doming
4 server. To enable or disahle tasks, click the checkhox next ta the service.

¥ *Administration Process
¥l Calendar Connectar
[ Schedule Manager

[ DIOP CORBA Serces
[ DECS Daomina Enterprise Connection Services

[+ DOLS Domino Off Line Senvices

[ Billing

¥ HTTP Server =l

Taskwill e enabled.

QK I Cancel Help

| Domina tasks Task description:
P*DaFabase Replicator 2l [Records database activity in the
[+ *Mail Router lag file,
¥ *Agent Manager

Figure 5-49 Advanced Domino Services: Part 1

3 Advanced Domino Services ‘ ‘

i kL Tasks marked with an asterizk (%) are required for the proper operation of your Doming
4 server. To enable or disahle tasks, click the checkhox next ta the service.

|J Domino tasks J Task description:
Billing

Generates statistics for a
MIHTTP Server remote server on demand.

[ Remote Debug Server
[V SMTP Server

| Statistic Collectar
[Web Retriever
[ Change Manager -

Taskwill be enabled.

QK I Cancel Help

Figure 5-50 Advanced Domino Services: Part 2
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15.In Figure 5-51, click Customize to enable encryption and to correct the
detected network ports and host name. We selected Encrypt for the network
traffic in order to guard against anyone sniffing the packets during
transmission. See Figure 5-52. Click OK, and then click Next.

Remote Server Setup for belsrv4.itso.ralibm.com

software

EL Domino network settings

Setup has reliably detected the following network ports on this computer. To add additional ports,
click Customize {You can change all settings later in the Domino Directory)

Enahbled port drivers TCFRiP

Setup suggests the host name to use in the Domino Directary for this Domino server based on
this computer's network narme.

@ Host narme:
To custormize the network settings, click Customize. Custornize... |

Help = Back ] IMext = | Cancel |

Figure 5-51 Network settings

Egandvanced Network Settings ‘ ‘ x|

To enable a netwark port driver on this Domino server, click the checkbox and provide a host name. To edit
the host name or change aptions, click inside the row.

Motes Po..|Motes Metwork (Editab...| Host Mame (Editable) Encrypt | Compress |

ETCRiIP [TCRIP Metwork bl srd itso.ralibm.com

v Part driver will be enabled.

Type the fully gualified internet host name for this Domino server:

Joct srvd itso.ral.ibm.com

For example: hastl.acme.com

QK I Cancel Help

Figure 5-52 Advanced Network Settings
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16.To increase security, ensure that the two security options shown in
Figure 5-53 are selected (this is the default). Click Next.

Server Setup 4 x|

a Secure your Domino Server suilware

Taincrease security and prevent unauthenticated access of databases from the Internet, Setup
recommends to configure Access Control Lists of all databases and templates to prohibit
ANONYMOUS ACCess.

[+ Prohibit Anonymous access to all databases and ternplates

For hetter manaagahility and administration, Setup will add the system group
"LocalDomainAdmins" with "Manager access to all databases and templates.

¥ Add LocalDomainAdming group to all databases and termplates

(Ifyou are not sure, leave both options selectad)

bl S I |

Figure 5-53 Domino security options

17.The remote setup allows the server and certifier ID files to be copied to the

local workstation. In Figure 5-54, select | want to make additional copies of
the ID files and click Next.

Remote Server Setup for belsrvd.itso.ralibm. - il
ﬁ hiake optional copies of ID files snltwale

Server Setup will create these new (D files:

[focalinotesdatalserver.id]
[focalinote sdataicert.id]

These |D files will be stored on the server. To make additional copies of these D files, click the
checkbox below and speciy where to stare them. Otherwise, click Next.

¥ I'want to make additional copies of the D files: Browse..

CikMotes

To continue with Setup click Next.

Help = Back | et = I Cancel

Figure 5-54 Additional copies of ID files
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18.Now, click Setup to finish the process. After the installation completes, click
Yes to stop the Domino server command in the listen mode.

5.6.4 Configuring Domino Administrator

To configure Domino Administrator, complete the following steps:

1. On machine 3, log in as root. Make sure that Linux does not have a mail
server running by issuing netstat -an | grep 25. If yes, you should stop and
then remove the service. See the following example:

# netstat -an | grep 25 (verify if there is a service on port 25)

tcp 0 0 127.0.0.1:25 0.0.0.0:0 LISTEN

# /etc/rc.d/rc5.d/S13postfix stop (stop the mail service)

# rm -rf /etc/rc.d/rd5.d/S13postfix (remove the service from Linux startup)

2. Log out and log in as 1dapadmin. Start the Domino server by entering the
following command from the directory /local/notesdata:

# /opt/lotus/bin/server

The server is started when you see a window similar to the one shown in
Figure 5-55 on page 236.

Note: You can stop the Domino server by entering exit or quit and
pressing Enter in the same console. If you close the window, the Domino
server will not stop running. To access Domino again, type:

> su - ldapadmin

> /opt/lotus/bin/cconsole

Enter the full path of your ID file: user.id
Password: <password>

You need to copy the administrator ID (user.id) file from the Domino
Administrator machine (C:\Notes\Data) to the Domino server machine
(/local/notesdata).
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ldaplinux: s local fnotesdata # Soptslotussbindzerver

Lotus Domino (r) Server, Release 5,0,12 , February 13, 2003
Copuright (c) 1995, 2003 [BM Corporation, A11 Rights Reserwed,

Releazing unuzed storage in database log,.nsf,.,

1040672003 02:29:12 PM Mail Router started for domain [TSORALEIGH

10062003 02:29:12 P Router: Internet SHTP host ldaplinux in domain
itso,ral,ibm,com

10062003 02:29:17 PM Databaze Replicator started

104062003 02:29:22 PM  Index update procesz started

10062003 02:29:27 PM Agent Manager started

104062003 02:29:27 PM JWH: Java Virtual Machine initialized.

10062003 02:29:27 PM AMgr: Executive '1' started

1040E/2003 02:29:32 PM ldaplinux/It=zoraleigh is the Adwinistration Server of
the Domino Directory,

1040672003 02:29:32 PM Administration Process started

1040672003 02:23:37 PM  Calendar Connector started

1040672003 02:29:42 PM  Schedule Manager started

10062003 02:29:42 PM SchedMgr: Yalidating Schedule Database

10/06/2003 02:29:42 PM SchedMgr: Done walidating Schedule Database
1040672003 02:23:47 PM  Event Monitor started

10/06/2008 02:29:52 PM  Stats agent started

1040672003 02:29:57 PM JYM: Jawa VYirtual Hachine initialized,

10/06/2008 02:29:57 PM HTTP Web Serwer started

1040672003 02:30302 PM DIIOP Serwver started on ldaplinux,itza,ral,ibm,com
10062003 02:30:02 PM DIIOFP port 63148 may not be available on thiz system,
will use port B0148 instead

10062003 02:30:07 PH POP3 Server; Started

104062003 02:30:12 P LDAP Server: Started

10062003 02:30:12 P LDAP Server: Serving Directory
/local/notesdata/nanes.nsf in the  Internet Domain

1040672003 02:30:12 PM LDAP Server: Maximum entries returned = Unlimited
104062003 02:30:12 PH  LDAP Serveri Time limit for zearch = Unlimited seconds
1040672003 02:30:12 P LDAP Serwver: Minimum characters needed for wild card =

1

10/06/2003 02:30312 PM LDAP Serwer: WARMIMG: Authenticated Users do not need
S50

10062003 02:30:12 PM LDAP Server: Anongmous access al lowed
10062003 02:30:12 P LDAP Schema: Started loading...
10/06/2003 02:30:15 PM  LDAP Schema: Finizhed loading
104062008 02:30:17 PM Maps Extractor started

104062003 02:30:22 PM SMTP Server: Started

10062003 02:30:22 PM Maps Extractor: Building Maps profile
1040672003 02230122 PM Maps Extractor: Maps profile built OK
10i08f2003 021203127 PM Databaze Server started

*

Figure 5-55 Starting Domino Server for the first time

3. On the desktop machine, start the Domino Administrator. Click Start — All
Programs — Lotus Applications — Lotus Domino Administrator.

4. Click Next in the Welcome window.
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9.

In the User Information window:

— For Your Name, enter the Domino administrator name (ITSOAdmin in our
example).

— For Domino Server, enter the Domino server of your primary server. This
name is a combination of the server name and the organization you create
in those steps (bclsrv4/1TSO in our example).

— Ensure that the | want to connect to a Domino Server option is selected.

Click Next.

. On the How do you want to connect to a Domino Server window, select Set

up a connection to a local area network.

. On the Domino Server Network information window, the server should be

filled in. Select TCP/IP and enter the server’s fully qualified host name
(bclsrv4.itso.ral.ibm.comin our example).

Depending on how you have it set up, it might pull the administrator ID off the
server. If it does not, browse to the location of the administrator ID file.

Enter the password you chose for the administrator and click OK.

10.Clear the Setup instant messaging option on the Instant Messaging Setup

window. Click Next.

11.Under Additional Services, leave all the options cleared. Click Finish.

The Domino Administrator interface opens.

5.6.5 Setting up Domino Directory

This section describes how to set up the Domino LDAP.

To add WebSphere Portal administrators to Domino Directory, you will need to
create two users in your Domino Directory to work with WebSphere Portal.
Complete the following steps:

1.

Open Domino Administrator. Click Start — Programs — Lotus
Applications — Lotus Domino Administrator.

2. Go to the People view of the Domino Directory and click Add Person.

3. In the New Person form, enter the values shown in Table 5-5 on page 238 for

the fields shown to create the Portal administrator user.
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Table 5-5 Portal administrator user values

Field Value

Last name wpsadmin

User name wpsadmin/ITSO
wpsadmin

Short name/UserID wpsadmin

Domain itso.ral.ibm.com

Internet password wpsadmin

view of Domino Directory.

administrator user. Use the values

Click Save & Close to save the entries for the user and return to the People

Repeat steps 2 on page 237 through 4 to create the Application Server

shown in Table 5-6.

Table 5-6 Application Server administrator user values

Field Value

Last name wpsbind

User name wpsbind/ITSO
wpsbind

Short name/UserID wpshind

Domain itso.ral.ibm.com

Internet password wpsbind

6. Inthe end, you will have two users

: wpsadmin and wpsbind.
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Important: If you want to have the users that you create also be able to
use the Mail portlet, you will need to create a mail database for them and
specify it in the Person document in Domino Directory. Follow these steps:

1. Start Domino Administrator.
2. Click File — Database — New.

Make the database with the following options:

— Server: Primary server (bc1srv4/ITSO in our example)
— Title: user mail file
— File Name: mail\Auto Generated.nsf

Template information:

— Server: As above

— Click Show advanced Templates.

— Select Domino Web Access (6) inotes6.ntf.
3. When it opens, open the access control list (ACL) and give that specific
user Editor access on this database.
Close the mail file.
Edit the Person document and enter the mail server and mail file name.
Alter the ACL on the mail directory by using Domino Administrator to
allow that user to have access to the directory.

2

7. Go to the Groups view and click Add Group.

8. In the New Group form, create a new group called wpsadmins. Select
Multi-purpose for the Group type.

9. Add wpsbind and wpsadmin as members from the portal’s address book.
wpsbind will be used for LDAP bind authentication, too.

10.Click Save & Close to save the wpsadmins group.

11.Repeat these steps to create a group called wpscontentadministrators and
wpsdocreviewers.

Note: Checkpoint for LDAP

To check LDAP, complete the following steps:

1. Open a browser.
2. Enter the following URL:
Tdap://<fully qualified_hostname>/cn=wpsbind,o=itso

For example: 1dap://bclsrv4.itso.ral.ibm.com/cn=wpsbind,o=itso

3. You should see a window similar to the one shown in Figure 5-56.
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wpsbind Properties d |

Summary | Mame I Home I Businessl F'ersu:unall Other I NelMeelingI DigitalleI

Summary of infarmation about this contact | Add to Address Book I

Mame: wpshind
E-Mail Addresz:  wpsbind/itzoi@itzo.ral ibm. com

Haome Phore:
Pager:
t abile:
Perzonal Web Page:
Buziness Phone:
Business Fax:
Job Title:
Department;
Office:
Carmpany M ame:

Buziness Web Page:

] Cancel

Figure 5-56 Checkpoint for LDAP

5.6.6 Updating the access control list of Domino Directory

To update the ACL, complete the following steps:

1. From Domino Administrator, open the server's Domino Directory. Click File —

Database — Access Control to open names.nsf.

2. Click Add. Click the People icon, and select wpsadmins.

3. In the Basic panel, make sure that the Portal administrator group wpsadmins
has either Author access or Editor access for all roles available by selecting
wpsadmins, changing the access to Manager, and selecting the Delete

documents option.

4. Assign the following Role types to the wpsadmins group:

GroupCreator
GroupModifier
UserCreator

UserModifier

5. Click OK to save the settings.
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5.6.7 Specifying Domino LDAP configuration settings

In this section, we describe the Domino LDAP configuration settings.

Adding the HTTP_HostName attribute
To add the HTTP host name attribute, complete the following steps.

Note: You might not have to do this step depending on the configuration you
choose for your Domino server. Every time we checked, it was already
populated.

. Verify if this attribute already exists. Click File — Database — Open. Select

the Domino server (bc1srv4/ITSO in our example) and open the file Domino
LDAP Schema (schema.nsf). Select All Schema Documents — LDAP

Attribute Types and search for HTTP_HostName.

2. Ifit exists, skip this topic and go to “Completing the configuration” on
page 242. If not, follow these steps.

3. Make sure that you have Manager access to the Schema database
(schema.nsf).

4. Open the Schema database on any server in the domain that runs the LDAP

service.

5. Select All Schema Documents view, and then click New Document — Add

Attribute Type.
6. Complete the fields specified in Table 5-7 on the Basics tab.

Table 5-7 Values for the HTTP_HostName attribute

Field Action

LDAP name Enter HTTP-HostName for the attribute.

OID Enter the object identifier: 2.16.840.1.113678.2.2.2.2.461

Syntax name Select Directory String.

Description (Optional) Enter a description for the attribute.

is used to search for this attribute.

Equality match | (Optional) Select a matching rule to apply when the equality operator

Ordering (Optional) Select a matching rule to apply when an ordering operator
match is used to search for this attribute.
Substrings (Optional) Select a matching rule to apply when a substring operator
match is used to search for this attribute.
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Field Action

Single valued Choose one:

» Yes to allow more than one value for the attribute (default)
» No to allow only one value

Collective Choose one:

» Yes to allow the values for this attribute to be shared
» No to prevent values from being shared (default)

No user Choose one:
modification » Yes to prevent users from modifying the values

» No to allow users to modify values (default)

Click Save & Close. A draft document for the HTTP_HostName attribute
appears in the Draft Documents - Draft Attribute Types view.

Select the HTTP_HostName draft documents, and click Approve —
Approve Selected Drafts.

Completing the configuration
To select the attributes for Domino LDAP, complete the following steps:

1.

Use the Domino Administrator interface to open the Domino Directory,
names.nsf, on the primary server (bc3srv5/itso in our example).

2. Navigate to the view Configuration - Servers.

3. Highlight Configurations and then open the Configuration Settings

document. If a global configuration document does not exist, click Add
Configuration to create a new configuration document and display
Configuration Settings.

On the Basics tab, for the Use these settings as the default settings for all
servers option, click Yes.

Note: You must select Yes to cause the LDAP tab to appear for use in the
next step.

On the LDAP tab, click the button next to Select Attribute Types to open the
LDAP Attribute Type Selection dialog box.

From the Object Classes drop-down list, select *, and then click Display
Attributes.

From the Selectable Attribute Types box, select the following fields, and then
click Add to add them the Queriable Attribute Types box:

— AltFullName
— dominoCertificate
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— givenName
— FullName
— HTTP_HostName
— Location
— mail
— MailAddress
— MailDomain
— MailFile
— MailServer
— member
— NetAddresses
— PublicKey
— Sametime
— sn
— uid
— userCertificate
8. Click OK to close the LDAP Attribute Type Selection dialog box and return to
the Configuration Settings document.

9. Ensure that the Anonymous users can query field displays the following
attributes:
— AltFullName
— dominoCertificate
— givenName
— FullName
— HTTP_HostName
— InternetAddress
— Location
- mail
— MailAddress
— MailDomain
— MailFile
— MailServer
— member
— NetAddresses
— PublicKey
— Sametime
- sn
— uid
— userCertificate
10.For the Allow LDAP users write access option, click Yes. This setting
ensures that Portal users can use the self-care and self-registration features
of WebSphere Portal.

11.Keep all other default LDAP settings in Configuration Settings.
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12.Click Save & Close to close Configuration Settings.

Additional Domino configuration

To enable the database drop-down list, you must complete two tasks: enable the
DIIOP task and allow users the ability to run Java agents.

To enable the DIIOP task to load automatically every time the Domino server
starts, perform the following steps:
1. Open the notes.ini in the Domino program directory.

2. Locate the line ServerTasks= and add diiop to the end of the line if it is not
already there.

3. Save and close the file.

For more information about the DIIOP task, refer to the Lotus Domino
Administrator Help.

Next, perform the following steps to allow users the ability to run Java agents:
1. Start the Domino Console.

Open the address book from the primary server (bc1srv4/ITSO in our case).
Click the Server — Servers view.

Double-click the server document that you want to configure.

ok~ DN

Make the following configuration changes to the server document:

a. On the Basics tab, make sure the Fully Qualified Internet Host Name field
contains the fully qualified name that you entered in the browser to access
this server.

b. Switch to the Ports tab. On the Notes Network Ports subtab, make sure the
top line has the Port set to TCPIP and the Net Address set to the fully
qualified name of the server. Make sure this port is set to Enabled.

c. Switch to the Internet Protocols tab. On the HTTP subtab, select Yes for
the Allow HTTP Clients To Browse Databases option.

d. Switch to the Security tab. For troubleshooting and development
purposes, set the following two fields to * under the Programmability
Restrictions section:

* Run restricted LotusScript/Java agents
* Run restricted Java/JavaScript/COM
* Run unrestricted Java/JavaScript/COM
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Note: You might want to restrict these fields to a subset of users. If you
do this, note the following information:

» The Domino server to which you are connecting must be included
with the full canonical name (for example, bc3srv5/itso). Next, add
any users or groups that you want to receive a list of databases
when placing a portlet in edit mode. You can also use an asterisk (*)
as a wild card.

» If you want to add the user wpsadmin, add the following information
to the field: uid=wpsadmin/cn=users/o=ibm/c=us. To add all
members in the /o=ibm/c=us organization, add the following value to
the field: */o=ibm/c=us.

6. Click Save & Close.

5.6.8 Creating the Web SSO configuration (optional)

The Web single sign-on (SSO) configuration document is a domain-wide
configuration document stored in the Domino Directory. You must create the Web
SSO configuration document prior to enabling multiserver single sign-on.
Complete the following steps:

1. Start Domino Administrator by clicking Start — Programs — Lotus
Applications — Lotus Domino Server.

2. Open Domino Directory.
3. Select Server — All Server Documents.

4. Select the server (primary server) and click Web — Create Web SSO
Configuration (Figure 5-57 on page 246).

Chapter 5. WebSphere Portal: SUSE LINUX Enterprise Server 9 (SLES9) installation 245



File Edit WYiew Create Actions Help

{5 1TS0's Directory - ServeriServers - Domino Administrator o =]

ICLB| A=A C oo E o= @M D |

[G-2 -0~

[ IT50 Domain lﬁ Wwelcome Xl __U IT50's Directary - Server\Server... Xl

Domino Directory Add Server EditSeNer @Addto Cluster Delete Server |@W’eb...'

3 People <] |oomain Server ~ it - Ser_"e;R o
reate apping/Redirection
m SIS ANE - Create Filz Protection
= BConfiguration bl sredi[ TS0 ITSO Enterprize Se

Create Realm

vesy

E‘Euj Servers Wiews Current Configurations

- [&N Server Doc Create W ifiguration
-E Configurations
-E=l Connections
-E Frograms
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Figure 5-57 Create Web SSO Configuration

5. Enter the domain suffix for the token domain and select both servers in

Domino Server Names field (Figure 5-58).

[ITSD Dromain IﬂWelceme XI.MU ITS0's Directary - Serverw'eb .. XI ;'-_,DWeb S50 Configuration far ;... LA

@ Save & Cloze | @ Keys.. ™ ® Cancel

Create Domino S50 Key e e
WEb SSO { ImporiWebSphere LTPA Keys aToken < \_ﬁ
=

I Cornments | Adrinistration

Configuration Mame: l-LtpaTekenJ Expiration (minutes): rSDJ
Qrganization: T ldle Session Timeout: [~ Enabled
DME Domain: r.itse.ral.ibm.cemJ

Darnino Server Marmes: " belsmd/ITSO =]

Figure 5-58 Create Web SSO key

From the Keys menu, select Create Domino SSO Key.
Click OK.
Click Save & Close.

© © N o

Servers Documents.
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10.Go to the Internet Protocol tab and then to the Domino Web Engine tab. In the
Session Authentication field, select Multiple Servers (SSO). In the Web SSO
Configuration field, select LTPA Token.

11.Click Save & Close.
12.Close the Domino Administrator interface.

13.Restart the Domino server. To restart the server, issue the following command
from the Domino Console:

restart server
Note: Checkpoint for Domino

You should be able to open the Domino home page using a browser by typing
http://<fully qualified domino_server>in the URL. Port 80 is the default

port number for Domino Web server. For example, in our lab configuration, the
URL of the Domino home page is http://bclsrv4.itso.ral.ibm.com.

5.6.9 Configuring WebSphere Portal for Domino Directory

To edit the wpconfig.properties file and run the appropriate configuration tasks so
that WebSphere Portal can work with the Domino LDAP server, complete the
following steps:

1. In machine 2, locate the <wp_root>/config/wpconfig.properties file and create
a backup copy.

2. Update the file property values under the WebSphere Application Server and
Domino sections applicable to your environment using the values in Table 5-8
as a basis. For the purpose of the proof of concept, the fields shown in
Table 5-8 were updated.

Table 5-8 Values used in the lab

Property Value used
WasUserId cn=wpsbhind,0=ITSO
WasPassword wpsbind
PortalAdminId cn=wpsadmin,o=ITSO
PortalAdminIdShort wpsadmin
PortalAdminPwd wpsadmin
PortalAdminGroupld cn=wpsadmins
PortalAdminGroupIdShort wpsadmins
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Property Value used
WpsContentAdministrators cn=wpscontentadministrators
WpsContentAdministratorsShort wpscontentadministrators
WpsDocReviewer cn=wpsdocreviewer
WpsDocReviewerShort wpsdocreviewer
LTPAPassword password

SSODomainName itso.ral.ibm.com
LDAPHostName bclsrv4.itso.ral.ibm.com
LDAPPort 389

LDAPAdminUId cn=wpshind,o0=ITSO
LDAPAdminPwd wpsbind

LDAPServerType DOMINO502

LDAPBindID cn=wpshind,0=ITSO
LDAPBindPassword wpsbind

WmmSystemId cn=wpshind,o=ITSO
WmmSystemIdPassword wpsbind

LDAPSuffix <blank>

LDAPUserPrefix cn

LDAPUserSuffix o=itso

LDAPGroupPrefix cn

LDAPGroupSuffix <blank>
LDAPUserObjectClass inetOrgPerson
LDAPGroupObjectClass groupOfNames
LDAPGroupMember member

LDAPGroupFilter (&(cn=%v) (objectclass=groupOfNames))

3. In machine 3, ensure that the Domino server is started:

# ps -aux | grep server
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If not, start the Domino server by typing (log in as T1dapadmin):

# cd /local/notesdata
# /opt/lotus/bin/server

In machine 2, bring up a command prompt and change the current working
directory to <was_root>/bin.

Enter the following commands:

#./startServer serverl
#./stopServer WebSphere_Portal

Change the current working directory to <wp_root>/config.

7. Open a command prompt and navigate to wp_root/config/wizard and execute

8.
9.

the following command:
configwizard.sh.

Select English as the language.
Click Next.

10.Select Enable LDAP security, as shown in Figure 5-59. Click Next.

&p wehSphere Portal Configuration Wizard A I [ 3

Selectthe conflguration task that vou want to perfarm.
@ Enable LDAP security
" Disahle security
 Transfer data to another database
€ Connectto a database
Install - —
Help = Back Mext = Cancel

{'CLEEICY Portal 5.1

Figure 5-59 Enable LDAP security

11.Select Lotus Domino Enterprise Server and click Next.

12.Browse and select the wpconfig.properties file. Click Next and then step

through the settings and validate the changes we made in the previous steps.
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Note: In our setup, here we chose to enable security without realm
support. Realms are used as part of the virtual portals. To enable realm
support, you would need to use validate-wmmur-ldap and
enable-security-wmmur-ldap.

13.Check the output for any error messages before proceeding with any
additional tasks. Output is in configtrace.log, configtrace1.log, and
configwizard.log in the <wp_root>/log directory.

Important: If the configuration task fails, verify the values in the
wpconfig.properties file and check the output as specified in step 13.
Before running the task again, be sure to stop the WebSphere Portal
application server by entering the following command from the
<was_root>/bin directory and specifying the WebSphere Application
Server user ID and password (as defined by the WasUserid and
WasPassword properties):

#./stopServer WebSphere Portal -user was_admin userid -password
was_admin_password

14.Stop the servers:

#./stopServer WebSphere Portal -user was_admin_userid -password
was_admin_password

After this completes, also make sure that server1 is stopped by issuing:

#./stopServer serverl -user was_admin_userid -password was_admin_password

Note: After you have enabled security with your LDAP directory, you will
need to provide the user ID and password required for security
authentication on WebSphere Application Server when you perform certain
administrative tasks with WebSphere Application Server.

In our configuration, the command is:

#./stopServer WebSphere Portal -user wpshind -password wpsbind

15.Start both the servers by running the following commands in a command
prompt from <was_root>/bin:

#./startServer serverl -user was_admin_userid -password was_admin_password
After this completes, also make sure WebSphere Portal is started by issuing:

#./startServer WebSphere_Portal -user was_admin_userid -password
was_admin_password
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5.6.10 Verifying the LDAP configuration

To verify that Domino Enterprise Server V6.5.3 for WebSphere Portal has been
properly configured, complete the following steps:

1. Open WebSphere Portal and create a new user by clicking Sign-up in the
upper-right corner.

2. Log in to WebSphere Portal as the user you just created.

If the login is successful, the configuration is successful, and your Domino
Enterprise Server is working normally.

5.6.11 Configuring WebSphere Portal Web SSO (optional)
To configure WebSphere Portal Web SSO, perform the following steps:
1. Open the WebSphere administrative console:
http://bclsrv3.itso.ral.ibm.com:9090/admin
Note: The SSO mechanism requires the use of a token. This token,
referred to as a Lightweight Third Party Authentication (LTPA) token,

contains data that uniquely identifies the user, such as the user ID and a
digital signature used to authenticate the token by the application server.

If you have already configured SSO between Domino LDAP and
WebSphere Application Server, use the same LTPA token that was created
by WebSphere Application Server and imported by Domino LDAP.

2. Select Security — Authentication Mechanisms — LTPA.

3. Enter a name for the key file, for example, /tmp/domwas . key. The file will be
saved in the WebSphere Portal server machine (Linux).
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4. Click Export Keys (Figure 5-60).

strative Console - Microsoft Internet Explorer i ] b4

File Edt ‘View Favorites Tools  Help |

GBack ~ = - £ ﬁ| Qisearch  [GEFavorites  GMedia ®| By S =

Address I@ https:fibeclsry3.itso ral.ibm, com: 9043 adminsecurefsecurelogon, do?action=secure j @GU

Home | Save | Preferences | Logout | Help | B[B]
conmiguration
User ID: whpshind 4 | B
belsrvd Generate Keys | Import Keys | Export Keys |
Servers o
General Properties ‘
Applications
Pazsword * Iaaaaaaa [ The passwword to encrypt and
Resources decrypt the LTPA keys. This =
Bl Security password should be used when
. importing these keys into other
Globsl Securit WehSphere Spplication Server
S5 admminiztrative domain configurations

(if anyd and when configuring =50 for

B Authertication Mechanizms Domina Server. If the password is

LTPA changed and OK or Apply is pressed,
\User Registries Q anevy set of keys are automatically
generated. This newy set of keys wil
JAS Configuration he uzed after saved
Authentication Pratocol Confirm Password - Iaaaaaaa [ Confirm the password to encrypt

Ervvironment and decrypt the LTPA keys.

System Administration Timeout * |1 0 [i The time period in minutes at which
an LTPA token will expire. This time
Troubleshooting period should be longer than cache L

timeout configured in the Global
Security panel.

Kevy File Mame tmpidomyvas key [l The rame of the file used when
importing or exporting keys. Enter fie
natne and then click ether Import Keys
of Export Keys. The imported kevs will

& .. A N

(=]

Ry

Figure 5-60 Export LTPA token from portal

252 IBM WebSphere Portal for Multiplatforms V5.1 Handbook



5. Click Save (Figure 5-61). Click Save again to accept the modifications.

4} websphere Administrative Console - Microsoft Internet Explorer 1Ol x|
File Edit View Favorites Tools  Help |
GBack ~ = - ) at | Qhsearch [GelFavorites  GMedia &4 | - S =

Address I@ https: ffbclsry3 itso,ral.ibm, com: 9043  admin/secure/securelogon . do?action=secure j @Go

Home | Save | Preferences | Logout | Help | |3|

-

User ID: wpshind

Message(s)

belsred

Servers [} The server may need to be restarted for these changes to take effect.

&Changes have been made to your local configuration. Click Save to apply changes to the master configuration.

Applications
Resources LTPA

B Security
Lightweight Third Party Authentication configuration settings. When security is enabled and any of these

Global Security properties are changed, please go ta the GlobalSecurity panel and click Apply or OK to validate the changes. The

S5 LTPA keys are automatically genersted the first time security iz enabled. After security is enabled, a new set of
B Authentication Mechaniz keys can be genersted in two weays. If the password needs to be changed, change the p.assword ant?! press Ok
or &pply to generste the keys (no need to press the Generate Keys button). If password is the same, just press
LTP& the Generate Keys button. The new set of keys will not be used urtil saved. [i] E
Z — IIIIZ| =
|@ |—é |4 Internet 4

Figure 5-61 Click Save

6. Click Logout.
7. Stop both servers:

#./stopServer WebSphere_Portal -user was_admin_userid -password
was_admin_password

After this completes, also make sure that server1 is stopped by issuing:
#./stopServer serverl -user was_admin_userid -password was_admin_password
8. Bring up Domino Administrator.
9. Open the names.nsf database by clicking File — Database — Open.
10.Make sure that it is on the primary server (bc1srv4/ITSO in our example).
11.Click the Configuration tab.
12.Expand Web.
13.Click Web Configuration.
14.Expand *- Web SSO Configurations-.

15.0pen the Web SSO Configuration for the LTPA token (Figure 5-62 on
page 254).
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[ IT50 Domain lﬁ Wwelcome Xl __U IT50's Directary - Serverweb... X

Domino Directory EditDocument @ViewSewers

& Peaple |Type

ﬁlemuDS Z *-wieh S50 Configurations -

2 E Configuration ‘web 850 Configuration for Ltp
H- [0 Servers ZbolerdfITSO

H- T4 Messaging Domino Server

3

3

EJ---O Replication
E]---Eﬁ] Directory
-] Policies

= wieh

‘Web Configurations
File Identifications
Internet Sites
E]---,Eﬂ, Clusters

Figure 5-62 Import the LTPA token on the Domino server

16.Edit the document.
17.Click Keys — Import WebSphere LTPA Keys (Figure 5-63).

[ ITS0 Domain lﬁ ‘Welcome Xl __U ITS0'% Directory - ServeriWweb... » [ a\'\"'eb 550 Configuration for ;... %

@ Save & Cloze @ Keys... ® Cancel

Web S50 Configuration for : LtpaToken

Basics I Comments ! Adrinistration ]

Configuration Mame: J—Lt|:|aT0kenJ Expiration {minutes): rBDJ
COrganization: rJ Idle Session Timeout: [ Enabled
DME Dormain: " itzo.ralibm.com 1

Domino Server Mames: — bolandfITSO 4=

LDAF Realm: J—bc:‘lsr\:\dl.itso.ral.ibm.czom‘t:SSElJ
LTP& Version: 1.0

Figure 5-63 Import the LTPA key

18.Ignore the warning message that SSO configuration has already been
initialized.

19.Click OK.

20.Copy the key file from the Linux server to the Windows desktop (where
Domino Administrator was installed).
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21.Enter the path of the key (Figure 5-64). For example, in the lab, the key was
copied to C:\temp\domwas.key. Click OK.

Enter Import File Name

Enter the path to the ‘WebSphere LTPA Import file: | oK l

IEI: Stemphdomwas. key

Cancel

Figure 5-64 Path to the LTPA key

22.Type in the LTPA password, for example, password (Figure 5-65). Click OK.

Enter Import File Password

Enter the password for the ‘WebSphere LTPA import file: | oK

Cancel

‘warning: Thiz iz not a prompt for pour Motes password. [F you
have any concerns about supplying a pazsword, contact your
zystem administrator.

Figure 5-65 Enter the LTPA password

23.You will see the message Successfully imported WebSphere LTPA keys.
Click OK.

24 Enter <server_name>\:389 as the LDAP Realm (Figure 5-66). It is important
to enter the slash and colon (\:) before the port number.

File Edit Wiew Creste Actions Text Help

CES| Bl -] . 0 VE |
Gvo - Q@O
] \

[\TSD Dramain I‘U itzo's Directory - Server\wieb Configura, Xl‘_ hWah S50 Configuration far X}

ﬁ @ Save & Close @ Keys @ Cancel
= R e = -
Basic: i Cornrnents I Adriniztration 1
@ Configuration Name rLtpaTnkenJ Expiration {minutes) J'?.DJ
Q Organization: T ldle Session Timeaut: [ | Enabled

DME Domain: itzaral.ibm.com g

Darmino Server Marmes:  be3snlfitso, be3smBiitzo =]

LDAP Realm: " hedsm itsoralibm comi:389 4

LTFA Version: 1.0

g [l IIE
The LDAP Realm specifies the DNS name of the LDAP server that\Websphere authenticates against.
=

I =|[<5 =] [orfies 2
Figure 5-66 Finish importing the LTPA key
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25.Click Save & Close.
26.Restart the Domino server.

27.Start the server by running the following commands in a command prompt
from <was_root>/bin:

#./startServer serverl -user was_admin_userid -password was_admin_password
After this completes, start WebSphere Portal by issuing:

#./startServer WebSphere_Portal -user was_admin_userid -password
was_admin_password

Note: Checkpoint for single sign-on

To check single sign-on, complete the following steps

1. Log in to the portal by entering the following URL:
http://<fully_qualified_server_name>:9081/wps/portal

In our example: http://bclsrv3.itso.ral.ibm.com:9081/wps/portal

2. Point the same browser to:
http://<domino_server>/names.nsf

In our example: http://bclsrv4.itso.ral.ibm.com/names.nsf

3. You should see the Domino address book without being challenged for
an user name and password if single sign-on is working properly.
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WebSphere Portal: IBM AlIX
5L V5.2 installation

This chapter describes the installation and configuration of IBM WebSphere
Portal V5.1 for IBM AIX 5L Version 5.2 in a multi-tier environment.

This installation includes:
» Server one: IBM HTTP Server V1.3.28

» Server two:

WebSphere Application Server Enterprise V5.1.1.1
WebSphere Business Integration Server Foundation V5.1.1
WebSphere Portal V5.1

WebSphere Portal content publishing runtime

Cloudscape

Hardware supporting this server:

IBM @server pSeries (RS/6000®) 44p Model 170:
* One 450 MHz POWER3™-I| processor

e 2GBRAM

e Two 18 GB hard disk

© Copyright IBM Corp. 2005. All rights reserved.
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¢ One SCSI CD-ROM drive
¢ One 100 Mbps Ethernet
¢ One GXT300P graphics adapter

» Server three: IBM DB2 Universal Database™ Enterprise Server Edition V8.1
with Fix Pack 6

» Server four: IBM Tivoli Directory Server V5.2

This is an architecture more appropriate for a production environment, where you
will need a more robust database and an LDAP directory for authentication.

Figure 6-1 shows an example of the architecture used in this book.

Database

IBM HTTP
Server Server
WebSphere
Portal AIX 5L V5.2
Windows Server 2003
4
LDAP Server
AIX 5L V5.2
AIX 5L V5.2

Browser
Client

Figure 6-1 Installation topology of IBM AIX 5L in a multi-tier environment
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For our lab installation, Table 6-1 specifies the CDs that are required for the
installation of the WebSphere Portal components in this chapter.

Table 6-1 Installation CDs

Disk Description

CD Setup WebSphere Portal V5.1 - Portal Install (Setup), V5.1

CD #1-5 WebSphere Business Integration Server Foundation for AIX 5L V5.1

CD #4-3 WebSphere Application Server V5.1 Archive Install for AIX

CD #5-2 Portal Server V5.1 Archive Install for Linux/UNIX

CD #5-3 Portal Server V5.1 Archive Install for Windows, AlX, Solaris, HP-UX,
Linux zSeries, Linux Intel, Linux PowerPC®

CD #8-3 IBM Tivoli Directory Server for AlX, V5.2

CD #9-4 DB2 UDB Enterprise Server Edition AIX -SBCS, V8.1

CD #9-12 DB2 UDB Enterprise Server Edition V8.1 Fix Pack 6 AlIX - SBCS
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6.1 Installing WebSphere Portal in a multi-tier
environment

In WebSphere Portal V5.1, you have to install WebSphere Portal using
Cloudscape. At this point, WebSphere Portal will not have security enabled.
Later, you configure WebSphere Portal to use DB2 UDB Enterprise Server
Edition and IBM Tivoli Directory Server as the LDAP. This is what you need to do:

1. Install a base WebSphere Portal environment; this includes:

a.
b.
c.
d.

WebSphere Application Server with required fixes

WebSphere Business Integration Server Foundation with required fixes
WebSphere Portal with Content Publishing and portlets

WebSphere Personalization

2. Install and configure IBM HTTP Server and WebSphere Application Server
plug-in.
3. Install DB2 UDB Enterprise Server Edition and configure the databases.

4. Move the data from the Cloudscape database to DB2 UDB Enterprise Server
Edition database.

5. Install LDAP and setting up users and groups.
6. Configure WebSphere Portal for LDAP.

6.2 Installing WebSphere Portal

This section describes the procedure for the WebSphere Portal installation on

AlX.
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Important: Avoid a potential port conflict between the administrative console
and the AIX WebSM system management console. The AIX WebSM system
management server listens on port 9090 by default.

Before starting the WebSphere Portal installation, verify that port 9090 is
already in use by running the following command:

netstat -an |grep 9090

If you find an existing connection to this port, the WebSM process might be
using it. We strongly recommend that you disable the service during the
WebSphere Portal installation. To disable the WebSM server, issue the
following command:

/usr/websm/bin/wsmserver -disable

If you want the WebSM server to coexist with WebSphere Application Server,
you must change the Administrative port number when the installation of
WebSphere Portal is completed. For more information, refer to the
WebSphere Application Server V5.1 Information Center, available at:

http://publib.boulder.ibm.com/infocenter/ws51lhelp/index.jsp

It is assumed that you do not have WebSphere Application Server or a Web
server, such as IBM HTTP Server, installed on this machine. The WebSphere
Portal installation wizard will install and configure all the required components in
order to have a base WebSphere Portal environment up and running.

Important: If you already have WebSphere Application Server installed, there
are some steps you need to take before installing WebSphere Portal. Refer to
the WebSphere Portal V5.1 Information Center, available at:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

Cloudscape will be used as a database repository until we move the data to a
robust database server, such as IBM DB2 UDB Enterprise Server Edition.

To install WebSphere Portal, complete the following steps:

1. Check to see if you have met all the hardware and software requirements for
WebSphere Portal. Refer to Chapter 2, “WebSphere Portal V5.1 planning and
requirements” on page 25.

2. Insert the Setup disc and mount the CD-ROM file system. If you need more
information about mounting a CD-ROM file system, refer to “Creating a
CDROM file system” on page 377.
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3. Run the installation script file by running the following command:
./install.sh

4. Choose the language you want to use for the installation. Click OK.

5. Click Next on the Welcome window.

6. To continue, select | accept the terms in the license agreement and click
Next.

7. Because it is assumed that you have not installed WebSphere Application
Server, you should select the Full setup type, as shown in Figure 6-2. Click
Next.

WebSphere Portal for Multiplatforms Version 5.1 Installer

WebSphere. [zigr: kR

Choose the setup type that best suits wour needs.

(® Full
F-”' Installs everything you need for WebSphere Portal, including Websphere
Application Server.
_ICustom

F-”' Choose this option to install WebSphere Portal to use an existing Websphera
Application Server.

Installzhielc

R —
< Back | Mext = I Cancel |

Figure 6-2 Select the Full installation type
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8. Accept the default for the WebSphere Application Server directory or type in
your own value (Figure 6-3). Click Next.

WebSphere Portal for Multipladforms Version 5.1 Installer

WebSphere. Zilgr: kR

WebSphere Application Server will be installed in the following directory. To choose
a different directory, enter its location below.

Websphere Application Server installation directory. Reguires 1650000 KB available
space.

|[fusrjWebSphere/ AppServer

Browse

Installzhield —— —

< Back | Mext > I Cancel

Figure 6-3 Enter a new installation directory or accept the default value
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9. Type the node name and the fully qualified host name for the WebSphere
Application Server, as shown in Figure 6-4 and click Next.

Important: When a host name is required, enter the fully qualified host
name, that is, hostname.domain.com.

WebSphere Portal for Multiplatforms Version 5.1 Installer

V=R Portal 5.1

Enter a node name for this instance of Websphere Application Server. The node
name is used for administration and must be unigue within its group of nodes (cell).

|N0de name
1005 o

Enter the hostname for this installation of WebSphere Application Server. Use the
fully=qualified DNS name, short DNS name, or the P address for this computer. Do
not use localhost or a loopback address.

|WebSphere Application Server hostname

[m10dfSdr.itso. ral.ibm.com

Installshield — —

< Back | Mext = I Cancel |

Figure 6-4 Enter a node name and the fully qualified host name
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10.Accept the default for the WebSphere Portal directory or type your own value
(Figure 6-5) and click Next.

WebSphere Portal for Multiplatforms Version 5.1 Installer

VGLE GG Portal 5.1

WebSphere Partal will be installed in the following directory. To choose a different
directory, enter its location below.

|WebSphere Portal installation directorny. Eegquires 1550000 KB available space.

|jusr;WebSpherejP0nalSer\fer

Erowse

InstallShield —— —

< Back | Mext > I

Figure 6-5 Enter a new installation directory or accept the default value
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11.Enter wpsadmin for the Portal administrative user and the password; by
default, the password value for this user is also wpsadmin (Figure 6-6). Click
Next.

WebSphere Portal for Multipladorms Version 5.1 Installer

WebSphere. [iir kR

Enter the WebSphere Portal administrative user and password. This user D is used
to access WebSphere Portal with administrator authority after installation. Mote that
this user 1D is onlky used to log into WebSphere Portal and is not related to any user
105 used to access the operating system itself.

|WebSphere Portal administrative user

fwpsadmin

|WebSphere Portal administrative user password

rtwttwtt

Canfirm password

[ r——

Install=hield

< Back | Next = | Cancel

Figure 6-6 WebSphere Portal administrative user and password
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12.Verify the components that will be installed (Figure 6-7) and click Next.

E WebSphere Portal for Multiplatforms Version 5.1 Installer I?

VGLEL TG Portal 5.1

|WebSphere Fortal is ready to install.

|The following components will be installed:

|Web5phere Application Server, extensions, and required Fixes

| websphere Portal

| WehSphere Personalization

InstallShield  —

e

< Back | Mext > I Cancel |

Figure 6-7 Components that will be installed

13.Later, you will be asked to insert the following discs to continue the
installation:

a. CD #1-5 (WebSphere Business Integration Server Foundation V5.1 for
AlX)

b. CD #4-3 (WebSphere Application Server V5.1 Archive Install for AIX)
c. CD #5-2 (Portal Server V5.1 Archive Install for Linux/UNIX)

d. CD #5-3 (Portal Server V5.1 Archive Install for Windows, AlX, Solaris,
HP-UX, Linux zSeries, Linux Intel, Linux PowerPC)
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Tip: Because the whole installation might take couple hours to complete, it
is recommended that you copy the content of each disc to local machine
for accelerating the installation. First, you need to create different
directories, named cd<disc_number>, and copy each disc content to its
own directory. For example, the installation in this chapter will need these
directories:

/tmp/cdSetup
/tmp/cd1-5
/tmp/cd4-3
/tmp/cd5-2
/tmp/cd5-3

Execute the install program under cdSetup path, and it will find the required
source discs automatically.

14.Click Finish when you see the window shown in Figure 6-8.

WebSphere Portal for Multiplatforms Version 5.1 Installer

WebSphere [Zilz= kR

Installation is successful. Please review the message log
fusrfwebSphere/Fortalserverflog/finstallmessages. txt for any install warnings.

|The following components are novw installed on yaur computer:

irebsphere Application Server, extensions, and required Fixes

ifebsphere Portal

| iebsphere Personalization

Websphere Portal is listening on port 2081,

The Websphere Portal is now available at hitp: /flocalhost 2081 fwps/portal,

Installzhield

liaind B cd

o B [HES | Finish I

Figure 6-8 The installation is complete

15.Check to see if there is a error or warning message in the
/usr/WebSphere/PortalServer/log/installmessages.txt file.
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16.You can validate the installation by entering the following URL in a browser:
http://<wps_hostname>:9081/wps/portal
Where <wps_hostname> is the fully qualified host name for the WebSphere
Portal machine.
You will see the WebSphere Portal Welcome page (Figure 6-9).

3 1BM wWebsSphere Portal - Microsoft Internet Explorer E =101 x|
File Edit ‘iew Favorites Tools  Help i
‘Back ~ = - ) at | @ search  [GFavorites  iMedia % | BN S5 B

j fh> Go

Address I@ httpe ) fm10dfSdr itso.ral,ibm, com: 908 1 fwpsfportal

= — — e | : 2 -
WebSphere (0T N\\“ m v ST Iforgot my password Signup ¥ Login 4|
- Welcarme

-yl

Welcome to WebSphere Portal version 3.1

To startusing your partal, click Log Im.

WebSphere G

IBM WebSphere Portal 5.1
Build Level: wpS10_023 2004-11-19 11:38

Licensed Materials - Property of IRM
ST24-ETE, STV24-ETT
() Copyright IBM Carp, 2001, 2004 All Rights Resarved,

|&] pone l_ l_ l_ |4 meernet
Figure 6-9 WebSphere Portal Welcome page

s

6.3 Installing a remote HTTP server

Installing the Web server on a separate machine can improve performance,

security, and maintainability:

» Performance: The Web server and application server might require different
machine sizes. The application server machine, for example, requires a more
robust machine than the HTTP server.

» Security: You can create a secure demilitarized zone (DMZ) by putting a
firewall between the Web server and the application server. This will protect
your application from non-authorized access.
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»

Maintainability: The Web server can be reconfigured, replaced, or both
without affecting the application server machine and vice versa.

In our scenario, we installed and configured IBM HTTP Server on a Microsoft
Windows machine. This procedure can also be helpful for other platforms.
Complete the following steps:

1.
2.
3.

N o o A

Insert the WebSphere Portal CD #1-1.
Run Install.exe from X:\win\WAS\ directory, where X is your CD-ROM drive.

When the installation wizard window opens, choose the language and click
OK.

A Welcome window opens. Click Next.
On the Software License Agreement window, select Accept and click Next.
Select Custom on the Setup Type window. Click Next.

Select IBM HTTP Server and Plug-in for IBM HTTP Server v1.3 for the Web
server plug-ins only, as shown in Figure 6-10. Click Next.

# Installation Wizard !E E

Selectthe features for"IERM YWebhSphere Application Server, W5.1" yau would like to
. install:
™ Server and Client - 70.0MB -l

WehSphere smm‘ ™ Clignt Only - 100 B
|~ Message-driven Bean Samples - 1.7 MB
IV IBM HTTF ServerVersion 1.2.28 - 27.0 WB
v wigh server plug-ins - 1.8 MB

¥ Plug-in for [BM HTTFP Serveryl 3 - 0.0MB
[~ Plug-in for IBWM HTTP ServervZ.0 - 0.0MB
[~ Plug-in for Apache(Thi) Web Serveryl 3 - 0.0 MB

Description:
Ihcludes the Sun{Th) OME Web Server plug-in. ;l
k=
= Back MNext = Cancel |

Figure 6-10 Selecting IBM HTTP Server components
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8. Enter the path for the WebSphere Application Server plug-in and IBM HTTP
Server or accept the defaults (see Figure 6-11). Click Next.

&P Installation Wizard 1 ]

FPraoduct features will be installed in the following directaries. Toinstall to a different
.oy || directory, click Browse and select a different directary,

1BM WiebSphere Application Server, V5.1

WebSphere £ 0F1ES
| |C:1Pr0gram FileshWehSpherelhppSerer Browse... |

s’_ Space reguired: 211.1MB
Space availahle: 33562 2MB

IBM HTTF ServerVersion 1.3.28

|C:1Pr0gram FilesuBmHttpSerer Elrnwse...i

ho 508
Ao < @ Space reguired: 27.0MB
Space availahle: 33562 2B
Installzhield
Y= i ....... T Cancel

Figure 6-11 Enter the path for IBM HTTP Server and plug-in

9. Select the Run IBM HTTP Server as a service check box and type the user
ID and password of the user account that will start the service. Click Next.

Note: If you chose to install IBM HTTP Server on Windows, you will
probably get a warning window similar to the one shown in Figure 6-12.
The installation will set the privileges for you, but you can also prevent this
message by setting the required user rights before starting the installation.

You can assign or change user privileges by going to Control Panel —
Administrative Tools — Local Security Policy. The HTTP user must
have the following privileges:

» Act as part of the operating system

» Logon as a service
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4p Invalid user name/password. x|

INSTOOSEE: The user name and passward specified cannot be
validated due to insufficent privileges ofthe current user. The
privileges have been given, hut will not take effect until the next
login.

Figure 6-12 The installation wizard will set the user rights for the user account

10.Verify the components that will be installed. Click Next.
The installation process starts. Wait for this process to finish.

11.Select the Registration option if wanted. Click Next.

12.The installation has completed. Click Finish.

13.Reboot your machine.

14.Test that IBM HTTP Server is working properly by typing the following URL:
http://localhost
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15.You will see the IBM HTTP Server Welcome page, as shown in Figure 6-13.

a IBM HTTP Server - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

dBack ~ = - o | Qsearch GilFavortes @lmeda (% | By S - b

Address I@ http: iflocalhost

WebSphere IBM HTTP Server

Configure server Powered by |

View documentation

Visit our Web site

Everything you need to start

anrd 1ion thie caruar hanine hara

=il

Figure 6-13 IBM HTTP Server Welcome page

6.4 Configuring the remote HTTP server

After installing WebSphere Portal and IBM HTTP Server, you must configure the
plug-in configuration file located on the HTTP server machine.

In order to have WebSphere Application Server handle the requests that come
from the remote HTTP server, follow the instructions in this section.
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6.4.1 Configuring the plug-in

To verify that the plug-in was successfully installed on the remote Web server,
complete the following steps:

1. Open the configuration file <http_dir>/conf/httpd.conf.
The following two lines must be present in the configuration file:

LoadModule ibm_app_server_http_module "C:\Program
Files\WebSphere\AppServer/bin/mod_ibm_app_server_http.d11"
WebSpherePTuginConfig "C:\Program
Files\WebSphere\AppServer/config/cells/plugin-cfg.xml"

2. Start IBM HTTP Server.

6.4.2 Adding a new host alias

For testing purposes, you can work on WebSphere Portal without a Web server.
This is possible because WebSphere Application Server has an embedded
HTTP transport that takes care of that.

The default transport port for WebSphere Portal is 9081. As soon you install
WebSphere Portal, you will be able to reach the WebSphere Portal Welcome
page by entering the following URL:

http://<wps_hostname>:9081/wps/portal

The request is handled by the embedded HTTP server installed with WebSphere
Application Server V5.1.

However, if you want your WebSphere Portal application to be accessible from
the Internet, you have to configure WebSphere Portal to receive incoming
requests from a Web server, generally listening on port 80. This can be done by
adding the Web server fully qualified host name and the Web server port number
to the virtual host that WebSphere Portal is using.

To add a new host alias to the default virtual host, complete the following steps:

1. Go to the WebSphere Portal machine and start WebSphere Application
Server and WebSphere Portal:

#cd /usr/WebSphere/AppServer/bin
#./startServer.sh serverl
#./startServer.sh WebSphere Portal

2. Open the WebSphere Application Server administrative console by entering
the following URL in a browser:

http://<wps_hostname>:9090/admin

274 IBM WebSphere Portal for Multiplatforms V5.1 Handbook



Where <wps_hostname> is the fully qualified host name of WebSphere Portal
machine.

After logging in, expand Environment and select Virtual Hosts.
Click default_host.

On the Additional Properties table, click the Host Aliases link.
Click New to add a host name and a port number.

N o o~ o

Enter the fully qualified Host Name of the HTTP server machine and Port 80,
as shown in Figure 6-14.
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Figure 6-14 Add a new Host Alias
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8. Click OK.

9. Click the Save link to save your configuration.
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10.Click the Save button to save the changes to the master configuration.

6.4.3 Updating and copying the Web server plug-in configuration

The plug-in configuration file is an XML file located in each WebSphere
Application Server machine. In a single machine installation, the Web server and
WebSphere Application Server have access to the same plug-in file. However, for
a remote Web server, you need to manually copy the plug-in file from the
WebSphere Application Server machine to the HTTP server machine.

This section gives you instructions to update, copy, and correct the plug-in file.
To regenerate and copy the plug-in configuration file, complete the following

steps:

1. Open the administrative console, expand Environment, and select Update
Web Server Plugin.

2. Click OK to regenerate the plug-in configuration file.

3. Copy the plug-in-cfg.xml file from the machine where you installed
WebSphere Portal to the Web server machine. This file is located in the
<was_root>/config/cells directory.

Important: If your Web server is on Windows and WebSphere Portal on
UNIX, as in this example, there is an extra step that you have to take before
restarting the Web server.

On the Web server machine, open the
<was_root>/config/cells/plugin-cfg.xml file and change all the lines that
contain a UNIX formatted path to a Windows format. Otherwise, you will
get an error when trying to start HTTP server service.

For example, change:

/usr/WebSphere/AppServer/logs/http_plugin.log

To:

X:\Program Files\WebSphere\AppServer\logs\http plugin.log

4. Restart the IBM HTTP Server service.

5. Test whether the plug-in is functional by entering the following URLs in a
browser:

http://<http_server_hostname>/snoop
http://<http_server_hostname>/wps/portal
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This means that WebSphere Application Server is handling the requests that
are coming from the remote HTTP server machine through the plug-in.

6.4.4 Disabling access to port 9081 (optional)

As mentioned earlier, WebSphere Portal uses port 9081 by default. If you
followed the steps in 6.4, “Configuring the remote HTTP server” on page 273,
you already have the WebSphere Portal application receiving incoming requests
from a remote Web server.

Therefore, you might want to disable access to port 9081. To disable access to
port 9081, complete the following steps:

1. On the WebSphere Portal machine, make a backup of the file
/usr/WebSphere/PortalServer/config/wpconfig.properties and open it.

2. Locate and change the following line:
WpsHostPort=9081
To:
WpsHostPort=80
3. Save the properties file.
4. This change will take effect after running the following command:
#./WPSconfig.sh httpserver-config

5. Open the WebSphere Application Server administrative console, expand
Environment and select Virtual Hosts.

Click default_host.
On the Additional Properties table, click the Host Aliases link.

© N o

Select the line that contains port 9081.

9. Click Delete.

10.Click Save at the top of the window.

11.Click the Save button to save to the master configuration.

12.Follow the steps in 6.4.3, “Updating and copying the Web server plug-in
configuration” on page 276.

13.Restart serveri.
14.Restart the WebSphere Portal application.
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6.5 Installing and configuring DB2 UDB Enterprise
Server Edition

This section describes the procedure of exporting the data from the Cloudscape
database and importing it to a more powerful database server.

Separating the database server from the application server can improve
performance and maintainability and provide high-availability:

» Performance: Keeping the database server in a different machine than the
application server provides less competition for the machine resources and
allows the appropriate tuning configuration for each product.

» Maintainability: Components can be reconfigured, replaced, or both without
affecting the application server.

» High-Availability: This provides multiple database servers with common
access to the application data, which reduces the chance of a single point of
failure.

As previously described, we are running IBM DB2 UDB Enterprise Server Edition
as the database server. These instructions will help you install and configure it. If
you intend to use a database server other than DB2, refer to WebSphere Portal
V5.1 Information Center.

6.5.1 Installing IBM DB2 UDB Enterprise Server

This section guides you through the installation of IBM DB2 UDB Enterprise
Server Edition V8.1 on AIX 5L Version 5.2.

Refer to Chapter 2, “WebSphere Portal V5.1 planning and requirements” on
page 25 for more information about what is supported on WebSphere Portal
V5.1.

To start the DB2 UDB Enterprise Server Edition installation, complete the
following steps:

1. Insertthe CD #9-4 (DB2 UDB Enterprise Server Edition V8.1 for AlIX - SBCS).
Mount the /cdrom file system.

2. Run the DB2 setup program:

#cd /cdrom/ese.sbhcs
#./db2setup
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Important: Do not execute the db2_install program unless you want to
install DB2 manually. For more information about the manual installation,
refer to DB2 UDB V8 Information Center, available at:

http://publib.boulder.ibm.com/infocenter/db2help/index.jsp

The IBM DB2 Setup window opens. Select Install Products.
Select DB2 UDB Enterprise Server Edition. Click Next.
The Welcome Setup wizard window opens. Click Next.
Select Accept if you agree to the license terms. Click Next.
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Select Typical as the installation type (Figure 6-15). Click Next.

DB2 Setup wizard - DB2 UDB Enterprise Server Edition

.

Figure 6-15 Select the installation type
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Note: Table 6-2 lists the default users and groups that will be automatically
created by DB2 UDB V8.1 Setup program. You can change these names
or choose existing users and groups later during the installation if you
want.

Table 6-2 Default users and groups required by DB2

User role Default user name Default group name
DB2 administration server user dasusr1 dasadm1

DB2 fenced user db2fenc1 db2fgrp1

DB2 instance owner db2inst1 db2grp1

8. Select Install DB2 UDB Enterprise Server Edition on this computer. Click
Next.

9. The installation wizard will create a user and a group that will run the DB2
Administration Server. You can use the same values or choose your own.
Click Next.
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10.Accept the default Create a DB2 instance - 32 bit (Figure 6-16). Click Next.

DB2 Setup wizard - DB2 UDB Enterprise Server Edition

e

Figure 6-16 Creating the DBZ2 administrative user

11.Select Single-partition instance. Click Next.
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12.The installation wizard will create a user and a group that will be the DB2
instance owner. Use the default values, as shown in Figure 6-17, or use your
own values. Click Next.

DB2 Setup wizard - DB2 UDB Enterprise Server Edition

5= =i =

Figure 6-17 Creating the DB2 instance owner

13.You can accept the default for the DB2 fenced user or enter the user name
and group name you want. Type the password and click Next.

14.Select Do not prepare the DB2 tools catalog on this computer. Click Next.
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15.Accept the default for the contact list information and enter the SMTP server
name if you are using this feature. Click Next.

Important: For the purpose of this book, we do not enable the SMTP
server notification, as shown in Figure 6-18. If the SMTP server field is not
enabled, you will get a warning dialog box. Click OK to proceed.

DB2 Setup wizard - DB2 UDB Enterprise Server Edition

HENTTLER VB (ET B!

e LS

iz

Figure 6-18 The administration contact list

16.Select the desired option for the health monitor notification. Click Next.

17.Verify the information displayed in the summary. Click Finish to complete the
installation.

18.A window opens and displays the overall progress. Wait for this process to
finish.
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19.To confirm the success of the installation, a Status report window opens.
Confirm that all tasks have a Success status (see Figure 6-19) and click
Finish.

Setup is complete

The DBE2 Setup wizard has finished copying files and configuring your systerrn.

Post-install steps] Status FEDOYtW

LLH

Me? Setun loa file crarted ot Frilan 14 1258 28 FST 2005 FST

Click Finish to exit the DE2 Setup wizard.

Figure 6-19 Status report window

6.5.2 Installing the IBM DB2 fix pack

WebSphere Portal V5.1 requires IBM DB2 Universal Database Enterprise Server
Edition V8.1 Fix Pack 6. We recommend that you first read FixPackReadme.txt in
the Fix Pack disc before you install DB2 Fix Pack 6.

Note: At this time, there are probably newer DB2 fix packs available. To avoid
any unexpected problems, we strongly recommend that you install the latest
DB2 fix pack instead of Fix Pack 6. To download the DB2 UDB V8 fix packs,
visit the following site:

http://www.ibm.com/software/data/db2/udb/support/downloadv8.html
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After installing DB2 UDB Enterprise Server Edition V8.1, to install IBM DB2 Fix
Pack 6 on IBM DB2 UDB Enterprise Server, complete the following steps:

1.

Stop the DB2 instance by running the following command:

#su - db2instl

$db2 force applications all
$db2 terminate

$db2stop

$db21icd -end

fexit

Stop the DB2 Administration Server:

#su - dasusrl
$db2admin stop
fexit

On AlX, you should run the s1ibclean command to unload unused shared
libraries from memory:

#su - root
#/usr/sbin/slibclean

Stop the DB2 Fault Monitor daemon and Fault Monitor Coordinator daemon:

#su - root

#cd /usr/opt/db2_08 01/bin
#./db2fmcu -d

#kill -9 <the pid of db2fmd>

Insert CD #9-12 (DB2 UDB Enterprise Server Edition V8.1 Fix Pack 6 for
AlIX - SBCS) and mount it on /cdrom.
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Important: The DB2 UDB Enterprise Server Edition V8.1 Fix Pack 6 for
AlX in the WebSphere Portal V5.1 package is an Alternate FixPack that
allows multiple levels of DB2 to coexist in the same operating system. By
default, the installation path of the Alternative FixPack in the AIX operating
system:

/usr/opt/db2_08 FPn

Where n refers to the fix pack level.

Another kind of fix pack is called Regular FixPack, and it is always installed

directly on top of the existing installation path:

/usr/opt/db2_08 01

For more information about the Regular FixPack and Alternate FixPack,

refer to DB2 UDB V8 Information Center, available at:
http://publib.boulder.ibm.com/infocenter/db2help/index.jsp

All Regular FixPacks and Alternative FixPacks can be downloaded from

DB2 UDB V8 support site:
http://www.ibm.com/software/data/db2/udb/support/downloadv8.html

6. Run /cdrom/ese.mfp.sbcs/installA1tFixPak using the root user.
When this completes, verify that all the filesets have a SUCCESS status.
7. Update the DB2 instances to use the new fix level:
a. Log on as root.
b. Run the following command to update DB2 instance:
<db2_fp_dir>/instance/db2iupdt <instance_name>

Where <db2_fp_dir> is your installation path of DB2 Fix Pack 6, and
<instance_name> is your DB2 instance name.

For example:
/usr/opt/db2_08 FP6/instance/db2iupdt db2instl

Note: If you have more than one DB2 instance, run this command for
each instance.

8. Update the DB2 Administration Server instance:
a. Log on as root.
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b. Run the following command to update DAS instance:
<db2_fp_dir>/instance/dasupdt <das_instance_name>

Where <db2_fp_dir> is your installation path of DB2 Fix Pack 6, and
<das_instance_name> is your DB2 Administration Server instance name.

For example:
/usr/opt/db2_08 FP6/instance/dasupdt dasusrl
9. Start the DB2 instance:

#su - db2instl
$db2start

10.You must wait for the following success message:
SQL1063N DB2START processing was successful.

11.Enter the db21evel command. It will give you the complete version of DB2.
After the Fix Pack 1 installation, you will see the following output:

DB210851 Instance "db2instl" uses "32" bits and DB2 code release
"SQL08016" with level identifier "02070106".

Informational tokens are "DB2 v8.1.1.56", "s040616", "U497635", and FixPak
II6II'

Product is installed at "/usr/opt/db2_08 FP6".

6.5.3 Installing IBM DB2 Administration Client

This architecture requires you to install the DB2 Administration Client on the
same machine where WebSphere Portal was installed.

This section describes how to install the IBM DB2 Administration Client
installation.

Important: When creating the client instance, be sure that you are using the
same name used in the server instance, for example, db2inst1.

Complete the following steps:

1. Create a user named db2instl and a group named db2grpl. Refer to
Appendix C, “Creating users on AlX” on page 379.

2. Insert CD#9-4 (DB2 UDB Enterprise Server Edition V8.1 for AIX - SBCS) and
mount it on /cdrom.

3. Go to the /cdrom/ese.sbcs/ directory.
4. Run the command line installation script:
./db2_install
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5. Enter DB2.ADMCL to install DB2 Administration Client. Wait for the process to
finish.

6. Verify that the installation has a SUCCESS status.

7. Go to the /usr/opt/db2_08_01/instance directory.

8. Run the following command to create the DB2 instance:
./db2icrt -u db2instl db2instl

9. Verify that the instance was created successfully by entering the following
command:

#su - db2instl
$db21evel

Installing Fix Pack 6 on DB2 Administration Client

The DB2 Administration Client must be at the same level as the DB2 UDB
Enterprise Server machine. In this example, the version of DB2 UDB Enterprise
Server Edition is V8.1 with Fix Pack 6. Therefore, you must install Fix Pack 6 on
the client machine as well. Complete the following steps:

1. Stop all products that might be using the DB2 database.

2. Insert CD #9-12 (DB2 UDB Enterprise Server Edition V8.1 Fix Pack 6 for
AlIX - SBCS) and mount on it /cdrom.

3. Run /cdrom/ese.mfp.sbcs/install1A1tFixPak using the root user.
When this completes, verify that all the filesets have a SUCCESS status.
4. Update the DB2 client instance to use the new fix level:
a. Log on as root.
b. Run the following command to update the DB2 instance:
<db2_fp_dir>/instance/db2iupdt <instance_name>

Where <db2_fp_dir> is your installation path of DB2 Fix Pack 6, and
<instance_name> is your DB2 instance name.

For example:
/usr/opt/db2_08 FP6/instance/db2iupdt db2instl

5. You can check the DB2 instance by entering the db21evel command. The
following output came from a DB2 client on an AIX machine.

DB210851 Instance "db2instl" uses "32" bits and DB2 code release
"SQL08016" with level identifier "02070106".

Informational tokens are "DB2 v8.1.1.58", "s040914", "U800265", and FixPak
II6II.

Product is installed at "/usr/opt/db2_08_FP6".
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6.5.4 Creating remote databases

This section describes how to create the required databases for WebSphere
Portal on a remote DB2 UDB Enterprise Server machine. This example creates
four databases, as shown in Table 6-3.

Table 6-3 Databases and functions

Database Function

WPS51 Used for WebSphere Portal and Member Manager (at a minimum) or to
hold all data. Stores information about user customizations, such as
pages, the user profile, and login information.

JCR51 Used by Document Manager and Personalization components. Contains
documents, Personalization rules, Personalization campaigns, and
document library configuration information.

FDBK51 Used by Feedback components. Contains the information that is logged
by your Web site for generating reports for analysis of site activity.

LM51 Used for LikeMinds data. Contains the recommendations to be displayed
to users when their interactions with your Web site have been analyzed
and predictions generated.

As you see in Table 6-3, WebSphere Portal and Member Manager information
will be stored in the same database. You can create a different database for
Member Manager. Or, you can simply create a single database to hold all the
data required by the Document Manager, Personalization, Feedback, and
LikeMinds components. In this example, we separate all the information into
different databases except Member Manager information.

To create the databases, log in as the DB2 instance owner and run the
appropriate db2 commands to create and update the database configurations, as
shown in Example 6-1.

Example 6-1 Create and update database configurations

#su - db2instl

$db2 "create database wps51 using codeset UTF-8 territory us"

$db2 "update database configuration for wps51 using applheapsz 16384
app_ctl_heap_sz 8192"

$db2 "update database configuration for wps51 using stmtheap 60000"
$db2 "update database configuration for wps51 using Tocklist 400"
$db2 "update database configuration for wps51 using indexrec RESTART"
$db2 "update database configuration for wps51 using logfilsiz 1000"
$db2 "update database configuration for wps51 using logprimary 12"
$db2 "update database configuration for wps51 using logsecond 10"
$db2set DB2_RR_TO_RS=yes

$db2set DB2_EVALUNCOMMITTED=YES
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$db2set DB2_INLIST TO NLJIN=YES

$db2 "create database fdbk51 using codeset UTF-8 territory us collate using

identity"

$db2 "update
$db2 "update
$db2 "update
$db2 "update

$db2 "create

$db2 "create
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update
$db2 "update

$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
$db2 "create
('ICMLFQ32")
$db2 "create
(" ICMLNF32')

database configuration for fdbk51
database configuration for fdbk51
database configuration for fdbk51
database configuration for fdbk51

database Tm51 using codeset UTF-8

using applheapsz 5120"
using logfilsiz 4096"
using logprimary 4"
using logsecond 25"

territory us"

database jcr51 using codeset UTF-8 territory us"

database manager
database manager
database manager
database manager
database manager

configuration
configuration
configuration
configuration
configuration

database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
database configuration for
$db2 "connect to jecrs51"
bufferpool ICMLSFREQBP4 SIZE 1000 PAGESIZE 4 K"

bufferpool ICMLSVOLATILEBP4 SIZE 8000 PAGESIZE 4 K"

bufferpool ICMLSMAINBP32 SIZE 8000 PAGESIZE 32 K"

bufferpool CMBMAIN4 SIZE 1000 PAGESIZE 4 K"

bufferpool OBJECTPOOL SIZE 2000 PAGESIZE 32 K"

bufferpool OBJPARTSPOOL SIZE 200 PAGESIZE 32 K"

bufferpool SMSPOOL SIZE 500 PAGESIZE 4 K"

bufferpool PARTSPOOL SIZE 100 PAGESIZE 32 K"

bufferpool BLOBPOOL SIZE 1000 PAGESIZE 32 K"

bufferpool REPLICAPOOL SIZE 1000 PAGESIZE 32 K"

bufferpool TRACKINGPOOL SIZE 250 PAGESIZE 4 K"

bufferpool VALIDATEPOOL SIZE 500 PAGESIZE 32 K"

regular tablespace ICMLFQ32 PAGESIZE 32 K managed by system using
bufferpool ICMLSMAINBP32"
regular tablespace ICMLNF32 PAGESIZE 32 K managed by system using
bufferpool ICMLSMAINBP32"

jerbl
jcrbl
jerbl
jerbl
jerbl
jerbl
jerbl
jerbl
jerbl
jerbl
jer5l
jerbl
jerbl
jerbl
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using
using
using
using
using
using
using
using
using
using
using
using
using
using

using QUERY_HEAP_SZ 32768"
using UDF_MEM_SZ 7000"

using SHEAPTHRES 10000"
using MAXAGENTS 500"

using DFT_MON_TIMESTAMP OFF"

LOCKTIMEOUT 30"
LOCKLIST 1000"
STMTHEAP 16384"
AVG_APPLS 5"
SORTHEAP 256"
LOGPRIMARY 10"
LOGFILSIZ 1000"
LOGSECOND 20"
LOGBUFSZ 32"
MAXAPPLS 200"
APPLHEAPSZ 4096"
DFT_QUERYOPT 2"
DBHEAP 2400"
APP_CTL_HEAP_SZ 20000"



$db2 "create regular tablespace ICMVFQO4 PAGESIZE 4 K managed by system using
('ICMVFQO4') bufferpool ICMLSVOLATILEBP4"

$db2 "create regular tablespace ICMSFQO4 PAGESIZE 4 K managed by system using
('ICMSFQO4') bufferpool ICMLSFREQBP4"

$db2 "create regular tablespace CMBINVO4 PAGESIZE 4 K managed by system using
('CMBINVO4') bufferpool CMBMAIN4"

$db2 "create system temporary tablespace ICMLSSYSTSPACE32 PAGESIZE 32 K managed
by system using ('icmlssystspace32') bufferpool ICMLSMAINBP32"

$db2 "create system temporary tablespace ICMLSSYSTSPACE4 PAGESIZE 4 K managed
by system using ('icmlssystspace4') bufferpool ICMLSVOLATILEBP4"

$db2 "create regular tablespace OBJECTS PAGESIZE 32 K managed by system using
('objects') bufferpool OBJECTPOOL"

$db2 "create regular tablespace OBJPARTS PAGESIZE 32 K managed by system using
('objparts') bufferpool OBJPARTSPOOL"

$db2 "create regular tablespace SMS PAGESIZE 4 K managed by system using
('sms') bufferpool SMSPOOL"

$db2 "create regular tablespace BLOBS PAGESIZE 32 K managed by system using
('blobs') bufferpool BLOBPOOL"

$db2 "create regular tablespace REPLICAS PAGESIZE 32 K managed by system using
('replicas') bufferpool REPLICAPOOL"

$db2 "create regular tablespace TRACKING PAGESIZE 4 K managed by system using
('tracking') bufferpool TRACKINGPOOL"

$db2 "create regular tablespace VALIDATEITM PAGESIZE 32 K managed by system
using ('validateitm') bufferpool VALIDATEPOOL"

$db2 disconnect jcr51

$db2 TERMINATE

6.5.5 Configuring the connection to remote databases

In order for WebSphere Portal to be able to connect to the databases, you need
to perform the configurations provided in this section.

Changes to perform on the DB2 server machine
Some of following steps might have been automatically configured by the DB2

UDB setup program if you executed the db2setup program. We recommend that
you check these configuration values again.
Complete the following steps:

1. Edit the /etc/services file. Verify that the DB2 service port numbers were
included in this file, and if they were not, add them:

DB2_db2instl 60000/tcp # DB2 connection service port
DB2i_db2instl 60001/tcp # DB2 interrupt service port

2. Save and close the file.
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3. Log in as the DB2 instance owner and update the Service Name
configuration:

#su - db2instl
$db2 UPDATE DBM CFG USING svcename DB2 db2instl

Where DB2_db2instl is the service name added into services file above.
4. Set the DB2COMM variable to use TCP/IP:
$db2set DB2COMM=TCPIP

Changes to perform on the DB2 client machine
Before you continue with the following steps, make sure that the DB2 instance on
the server machine is running. Complete the following steps:

1. Edit the /etc/services file and add the DB2 connection service port:
DB2_db2instl 60000/tcp # DB2 connection service port

Note: You must use the same service name and port number on the DB2
server machine.

2. Save and close the file.
3. Set the DB2COMM variable to use TCP/IP:

#su - db2instl
$db2set DB2COMM=TCPIP

4. Catalog the node name with the DB2 server IP address and service name:

#su - db2instl
$db2 catalog tcpip node <node name> remote <db2_ server_hostname> server
<service_name>

Where <node_name> is the value you define for the DB2 server machine
remote information, <db2_server_hostname> is the fully qualified host name or
IP address of the DB2 server machine, and <service _name> is the value you
specified in step 1, as shown in Example 6-2.

Example 6-2 Catalog node

$db2 catalog tcpip node WPSNODE remote db2.itso.ral.ibm.com server DB2 db2instl

5. Catalog the remote databases created on the DB2 server machine using the
node name that was created in step 4:

#su - db2instl

$db2 catalog database <wps_db_name> as <wps_db_name_alias> at node
<node_name>

$db2 catalog database <jcr_db_name> as <jcr_db_name_alias> at node
<node_name>
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$db2 catalog database <fdbk_db_name> as <fdbk_db_name_alias> at node
<node_name>

$db2 catalog database <Im db _name> as <Im_db _name alias> at node
<node_name>

Where <wps_db_name>, <jcr_db_name>, <fdbk_db_name>, and <Im_db_name>
are the WebSphere Portal and WebSphere Portal content publishing
database names you used when you created them on the database server
machine, and <wps_db_name_alias>, <jcr_db_name_alias>,
<fdbk_db_name_alias>, and <Im_db_name_alias> are the values that you are
defining for database names on the client machine. See Example 6-3.

Example 6-3 Catalog database

$db2 catalog database WPS51 as WPS5IN at node WPSNODE
$db2 catalog database JCR51 as JCR5IN at node WPSNODE
$db2 catalog database FDBK51 as FDBK5IN at node WPSNODE
$db2 catalog database LM51 as LM5IN at node WPSNODE

Note: If you have created a database for Member Manager separate from
WebSphere Portal, you will also have to catalog the Member Manager
database.

6. Test the connection to the databases:

#su - db2instl

$db2 connect to <wps_db name alias> user <db2 user> using <db2_password>
$db2 connect to <jcr_db name alias> user <db2 user> using <db2_password>
$db2 connect to <fdbk_db_name_alias user <db2_user> using <db2_password>
$db2 connect to <Im_db_name_alias> user <db2_user> using <db2_password>

Where <wps_db_name_alias>, <jcr_db _name_alias>, <fdbk db name alias>,
and <Tm_db_name_alias> are the values you used in step 5 on page 292,
<db2_user> is the user name with rights to connect to this database, and
<db2_password> is the password for the user name you are defining. See
Example 6-4.

Example 6-4 Connecting to the database

$db2 connect to WPS5IN user db2instl using password
$db2 connect to JCR5IN user db2instl using password
$db2 connect to FDBK5IN user db2instl using password
$db2 connect to LM5IN user db2instl using password
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6.5.6 Transferring data to the DB2 database

WebSphere Portal 5.1 uses Cloudscape as a database, so it does not require
you to have DB2 UDB Enterprise Server, Oracle, Informix, or SQL Server up and
running at this time.

For a production architecture, we strongly recommend moving all data to a
powerful database server such as DB2 UDB Enterprise Server Edition.

In WebSphere Portal V5.1, all configuration information is stored in the
wpconfig.properties file. In order to have the database transferred, we need to
change the appropriate values into this file and use the WPSconfig script to
execute the changes. To move the data from Cloudscape to DB2 UDB Enterprise
Server database, complete the following steps:

1. Give the user root the privilege to run DB2 commands:

a. Open the /usr/WebSphere/AppServer/bin/setupCmdLine.sh file with an
editor.

b. Add the following lines:

if [ -f /home/db2instl/sql1ib/db2profile ]; then
. /home/db2inst1/sq11ib/db2profile;
fi

c. Save and close the file.
d. Load the setupCmdLine.sh file:
#. /usr/WebSphere/AppServer/bin/setupCmdLine.sh

e. Verify that you can now perform db2 commands by running db21evel at the
command line.

2. Go to the <wp-root>/config directory and back up the wpconfig.properties file,
where <wp-root> is the root directory for WebSphere Portal. For example, on
AlX, the default installation path is /usr/WebSphere/PortalServer.

3. Edit the WebSphere Portal configuration wpconfig.properties file and change
the parameters, as shown in Table 6-4 on page 295.

Note: For a detailed description of each property, refer to the section of
“Configuring WebSphere Portal for DB2” in WebSphere Portal V5.1
Information Center, available at:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html
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Table 6-4 DB2 configuration values for the wpconfig.properties file

Property Value

DbSafeMode false

DbType db2

WpsDbName wpsb51n

DbDriver COM. ibm.db2. jdbc.app.DB2Driver

DbDriverDs COM.ibm.db2.jdbc.DB2XADataSource

JdbcProvider wpsdbJDBC

DbUr1 jdbc:db2:wps51n

DbUser db2instl

DbPassword <type_db2instl password>

DbLibrary /home/db2inst1/sql1ib/java/db2java.z
ip

WpsDsName wpsdbDS

WpsXDbName wps5HTCP

WpsDbNode wpsNode

JcrDbName jerbln

JcrDbUser db2instl

JcrDbPassword <type_db2instl password>

JcrDbUr] jdbc:db2:jcr51n

JcrXDbName jcrdbTCP

JcrDbNode wpsNode

JerddbcProvider jecrdbJDBC

JcrDsName JCRDS

JcrGeneratedDLLPath ${WpsInstallLocation}/jcr/config/dyn

amic

JcrBinaryValueFileDir

${WpsInstallLocation}/jcr/binaryValu
es

PznDbNode

wpsNode

FeedbackXDbName

fdbk5TCP
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Property Value

FeedbackDbName fdbk51n

FeedbackDbUser db2instl
FeedbackDbPassword <type_db2instl password>
FeedbackDbUr1 jdbc:db2:fdbk51n
LikemindsXDbName Tmdb5TCP

LikemindsDbName Tm51n

LikemindsDbUser db2instl

LikemindsDbPassword

<type_db2instl password>

LikemindsDbUr1 jdbc:db2:1m51n

WmmDsName wmmDS

WmmAppName wmmApp

WmmDbName wps51n

WmmDbUser db2instl

WmmDbPassword <type_db2instl password>
WmmDbUr1 jdbc:db2:wps51n

4. Save and close the wpconfig.properties file.

Important: For security reasons, we recommend that you leave each
password field blank in the wpconfig.properties file. While running the
following tasks, you can specify the password on the command line with

the following syntax:

WPSconfig.sh <task_name> -D<password_property_ key>=<password_value>

Where <task_name> is the task that you will perform, and each password
property should have one -D prefix and one key-value pair. In the following
steps, we assume that all passwords are removed from the

wpconfig.properties file.
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. You can test the database connections to Portal databases using the following
commands:

#./WPSconfig.sh validate-database-connection-wps \
-DDbPassword=<type _db2instl password>

#./WPSconfig.sh validate-database-connection-jcr \
-DJcrDbPassword=<type_db2instl password>
#./WPSconfig.sh validate-database-connection-feedback \
-DFeedbackDbPassword=<type_db2instl_password>
#./WPSconfig.sh validate-database-connection-Tikeminds \
-DLikemindsDbPassword=<type_db2instl password>
#./WPSconfig.sh validate-database-connection-wmm \
-DWmmDbPassword=<type_db2instl password>
#./WPSconfig.sh validate-database-driver

Wait for the BUILD SUCCESSFUL message. If you get BUILD FAILED message,
verify the wpconfig.properties file and validate again.

. Perform the following command to transfer databases:

#./WPSconfig.sh database-transfer \
-DDbPassword=<type_db2instl password> \
-DJcrDbPassword=<type_db2instl_password> \
-DFeedbackDbPassword=<type_db2instl_password> \
-DLikemindsDbPassword=<type_db2instl_password> \
-DWmmDbPassword=<type_db2instl password>

This task will take several minutes to complete, and you will see a BUILD
SUCCESSFUL message when it finishes. If you get BUILD FAILED message,
verify the wpconfig.properties file and repeat this step again.

. Perform reorg check to improve performance:

#db2 connect to <db_name> user <db_user> using <db_password>

#db2 reorgchk update statistics on table all

#db2 terminate

#db2rbind <db_name> -1 db2rbind.out -u <db_user> -p <db_password>

Where <db_name> is your Portal database name, <db_user> is the user you
chose to be the owner of this database, and <db_password> is the DB2 user
name password.

Note: You must perform these steps for each WebSphere Portal database,
for example, WPS51N, JCR51N, FDBK51N and LM51N.

8. Restart WebSphere Application Server, serveri.

9. Open the WebSphere Application Server administrative console, and then

perform the following steps:

a. Expand Servers and click Application Servers. Then, select
WebSphere_Portal from the list of Application Servers.
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b. Select Process Definition from the list of Additional Properties.
c. Select Java Virtual Machine from the list of Additional Properties.

d. Add the value of DbLibrary in wpconfig.properties into Classpath field. In
this example, we add /home/db2inst1/sq11ib/java/db2java.zip into the
Classpath field.

e. Expand Resources from the left-side menu, and then click JDBC
Providers. In this example, there will be four JDBC providers:

feedbackJDBC
jcrdbJDBC
1ikemindsJDBC
wpsdbJDBC

f. Select wpsdbJDBC, and then click Data Sources from Additional
Properties. For each data source, click the Test Connection button to
verify database connections.

g. Repeat the previous step for other JDBC providers.
10.Start WebSphere Portal.

11.Test the WebSphere Portal configuration by typing the following URL in a
browser. You can log in as wpsadmin:

http://<wps_hostname>:9081/wps/myportal

Important: If you disabled port 9081 and enabled the remote HTTP port
number as in 6.4.4, “Disabling access to port 9081 (optional)” on page 277,
you must enter the following URL:

http://<http_server_hostname>/wps/myportal

Where <wps_hostname> is the fully qualified host name for WebSphere Portal,
and <http_server_hostname> is the fully qualified host name for the IBM HTTP
Server machine.

6.6 Installing and configuring LDAP

A basic installation of WebSphere Portal will use Cloudscape as a custom user
registry for authentication. We strongly recommend that you configure an LDAP
server to be used as the user repository. The LDAP server will store all user
information and provide user authentication to the WebSphere Portal application.

This section provides instructions to install and configure IBM Tivoli Directory
Server V5.2 on AlX. We assume that you already have a DB2 UDB Enterprise
Server Edition installed on this machine.
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For detailed information, read the IBM Tivoli Directory Server Installation and
Configuration Guide, SC32-1338, and IBM Tivoli Directory Server Administration
Guide, SC32-1339. These guides can be found in the doc directory on the
installation disc (CD #8-3).

6.6.1 Installing IBM Tivoli Directory Server

For hardware and software requirements, read the documentation provided by
the IBM Tivoli Directory Server Installation and Configuration Guide, SC32-1338.

Important: IBM Tivoli Directory Server V5.2 requires AIX 5L V5.2 with a 64-bit
kernel enabled; otherwise, you will not be able to install the LDAP server
component later. To verify that AIX hardware is 64-bit, you can type:

bootinfo -y

To verify whether your AlX kernel is 64-bit, type:

bootinfo -K

If your hardware is 64-bit, but the kernel is only 32-bit, you have to follow these
instructions to enable the 64-bit kernel:

1. Create symbolic links for the 64-bit kernel:

In -sf /usr/1ib/boot/unix_64 /unix
In -sf /usr/1ib/boot/unix_64 /usr/1ib/boot/unix

2. Create a new boot image:
bosboot -ad /dev/ipldevice
3. Reboot your system:

shutdown -Fr

In an AIX environment, the product will be installed in the following directories:
» IBM Tivoli Directory Server: /usr/ldap

» IBM Global Security Tool Kit (GSKit): /usr/opt/ibm/gsksa and
/usr/opt/ibm/gskta

» WebSphere Application Server Express V5.0.2: /usr/ldap/appsrv

To install IBM Tivoli Directory Server, complete the following steps:
1. Mount CD #8-3 on /cdrom and then go to the /cdrom/ismp directory.
2. Run the installation wizard file:
./setup
3. Select the desired language for the installation and then click OK.
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4. The Welcome window opens. Click Next.

5. The installation wizard gives a warning about the presence of DB2 UDB
Enterprise Server (Figure 6-20). Click Next to continue.

IBM Tivoli Directory Server 5.2

Figure 6-20 Warning about the presence of DB2 UDB Enterprise Server

6. Select the desired language in which you want IBM Tivoli Directory Server to
be installed. Click Next.

7. Select the Custom installation type. Click Next.
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8. Select the features you want to install. For this example, we installed
everything but DB2 UDB Enterprise Server, as shown in Figure 6-21.

You must install an embedded WebSphere Application Server - Express
V5.0.2 for the Web Administration Tool. For more information about these
features, refer to the IBM Tivoli Directory Server documentation.

o e Select the features ta install

[T ClientSOK 5.2 (31 ME)

[T Web Administration Tool 5.2 (32 ME)

[T Server 5.2 (86 ME)

[7IEM WiebSphere Application Server - Express 5.0.2 (140 ME)
_|DBZ W&.1 (335 MB)

[T G5Kit (35 MEB)

Space Required: 353 ME Available: 1152 ME
Total space required includes space for required products.

kP [ s

Installshield

< Back | Mext > I Cancel

Figure 6-21 Available features for Tivoli Directory Server

9. Review your choices and then click Next.

10.Read the Client Readme information and click Next.

11.The Server Readme information opens. Click Next after reading it.

12.Click Finish to complete the installation. The IBM Tivoli Directory Server
Configuration Tool will automatically be displayed.

Follow the steps in the next section to complete the installation.
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6.6.2 Configuring the administrator DN

The administrator DN is required for LDAP management and WebSphere Portal
configuration. To create an administrator DN, complete the following steps:

1. In the IBM Tivoli Directory Server Configuration Tool window, select
Administrator DN/password from the left side.

2. On the right side, enter the Administrator DN name and its password, as
shown in Figure 6-22.

IBM Tivoli Directory Server Configuration Tool x

. S

aciministrator DM fpassword

Figure 6-22 Configuring the Administrator DN name

3. Wait for the message Administrator DN and password successfully
updated, as shown in Figure 6-23 on page 303.Click OK.
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Change administrator DN or password

% Administrator DN and passwoard successfully

updated.
Ok

Figure 6-23 Administrator DN created

6.6.3 Configuring the LDAP database

You must now configure the LDAP database. In this example, we use an existing
DB2 instance, named db2inst1. The Configuration Tool will create and configure
the database.

Before configuring the database, you must be aware of the following
requirements:

» Verify that the DB2COMM variable is not set. You can set the variable to a
blank value, for example:

#su - db2instl
$db2set DB2COMM=

» The root user must be a member of the DB2 user’s primary group.

You can find more requirements for the DB2 user in the /IBM Tivoli Directory
Server Installation and Configuration Guide, SC32-1338.

To configure the LDAP database, complete the following steps:

1. If you closed the Configuration Tool, open it again by running the following
command:

#/usr/1dap/bin/1dapxcfg
2. Select Configure database from the left side of the window.
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3. Select Create a new database (Figure 6-24). Click Next.

IBM Tivoli Directory Server Configuration Tool

2] Configure database

&
=
B
B
B
B
B
B
B
B
B
B

Figure 6-24 Create a new LDAP database
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4. Enter the DB2 user name and password for the instance. In the example
shown in Figure 6-25, we use an existing DB2 instance. If you would like to
create a different instance, follow the steps in the IBM Tivoli Directory Server
Installation and Configuration Guide, SC32-1338. Click Next.

IBM Tivoli Directory Server Configuration Tool

[

Configure database

B
B
B
B
|
|
|
|
|

Figure 6-25 Enter the DB2 user ID and password
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5. Enter the database name for the LDAP directory. LDAPDB? is the default value,
as shown in Figure 6-26. Click Next.

IBM Tivoli Directory Server Configuration Tool

=]/Configure database

Figure 6-26 Enter the database name
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6. Select Create a universal DB2 database (UTF-8/UCS-2), as shown in
Figure 6-27. Click Next.

IBM Tivoli Directory Server Configuration Tool

=]/Configure database

Figure 6-27 Select UTF-8 database
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7. Enter the Database location, for example, /home/db2inst1, as shown in
Figure 6-28. This is the location where the installation wizard will create the
database. Click Next.

IBM Tivoli Directory Server Configuration Tool

R e

gl

|2]/Configure databasd

B
B
B
B
B
=]
B
B
B

: 1

Figure 6-28 Enter the database location

8. If you are satisfied with the settings, click Finish.
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9. Read the messages and verify that the database was created and configured
successfully. You will see a window similar to the one shown in Figure 6-29.

File  Help

IBM Tivoli Directory Server Configuration Tool

Choose a task:

Configure database

— [ Introduction

— | Administrator DRy passy
— =1 Configure database

— ] Unconfigure datahase
— D Configure funconfigure ©
— ] Manage suffixes

— ] Manage schema files

— ] Impaort LOIF data

— 7] Export LODIF data

— ] Backup database

— [ ] Restore database

L[] Optimize database

N

Start time
[1/15/05 2:35 AM

Elapzed time
028

Task messages

Caonfiguring database: 'LDAFPDE2'
Configured database: 'LDAFDEZ'
Adding local loop back to database: 'LDAPDRZ"
Afdded local loop back to database; 'LDAPDEZ"

Starting database manager for instance: ‘db2instl’.
Started database manager for instance: 'db2instl’
Configured IEM Tiwvali Directory Server Database.
IBM Tivoli Directory Server Configuration complete.

Stopping database manager far instance: 'dip2instl'
Stopped database manager far instance: 'dbzinst1'.

Al

Help | 2]

Clase

Figure 6-29 The database was created successfully

10.Start the LDAP server by running the following command on just one line:

#ibmdirctl -h <ldap_server hostname> -D <admin _DN> -w <admin DN_password>
-p <ldap_admin_port_number> start

Where <1dap_server_hostname> is the fully qualified host name of your LDAP
server, <admin_DN> and <admin_DN_password> are the values you created in
6.6.2, “Configuring the administrator DN” on page 302, and
<ldap_admin_port_number> is the LDAP administration port number, which
can be 3538 for non-SSL access or 3539 for SSL access. See Example 6-5.

Example 6-5 Starting LDAP server

#ibmdirctl -h m10df53f.itso.ibm.com -D cn=root -w abcl23 -p 3538 start

11.Validate the LDAP configuration:

#1dapsearch -h <ldap_server_hostname> -s base objectclass=*

Where <1dap_server_hostname> is the fully qualified host name of your LDAP
server.
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6.6.4 Configuring the Web Administration Tool

This section explains how to configure the Web Administration Tool that is
installed to administer IBM Tivoli Directory Server.

As soon you finish the installation and configuration of IBM Tivoli Directory
Server, you must complete the following steps to be able to use the Web
Administration Tool:

1. Start the Administrator daemon:
#ibmdiradm
2. Start the embedded version of WebSphere Application Server - Express:

#cd /usr/ldap/appsrv/bin
#./startServer.sh serverl

3. Open the console by typing the following URL:
http://<1dap_server_hostname>:9080/IDSWebApp/IDSjsp/Login.jsp

4. Select Console Admin for the LDAP Hostname. Enter superadmin in the
Username field and secret as the Password (Figure 6-30). Click Login.

4} IBM Tivoli Directory Server Web Administration - Microsoft Int

File Edit Wiew Favorites Tools Help

R Back » = - @ ot | @Search &]Evorites @Media @ | ._—=L\|v == EE]

address I@ http: fim10dFS3F 9080/ I05WebaApp/IDSjsp/Login. jsp

Tivoli. Directory Server Web Administration Tool

Login page

Enter username and'pa

LDAR Hostnarmne:

JCDnSDIe Adrmin

[

Username: Isuperadmin
Password: !”“"“"’
[ -]
|@ Done l_l_l_ (2R Local intranet A

Figure 6-30 Console Admin login

The Web Administration Tool opens.
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5. For security purposes, change the user name and password of the console
administrator:

a. Expand Console administration on the left side of the window.
b. Select Change console administrator login.

c. Enter a new user name and secret as the password, as shown in
Figure 6-31. Click OK.

+ Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorel

File Edit ‘iew Favoribes  Tools  Help

$aBack ~ = - () ot | Qhsearch G Favorites iMedia 4 | By & =

Address I@ http: f fm10dFS3F: 9080/ 105webApp/I0Sisp IDSConsoleFrametork, jsp

Tivoli. Directory Server Web Administration Tool

(3 Introduction

~ 23 Console administration Change console administrator login Logfiles Help
(3] chanue console administrator login Change the cansole administrator's login, then click OK.

|‘:2| Change console administrator passward | Console administrator ogin
@ Manage console servers #|ldapadmin

|‘:2| Manage console propetties

Current password

(3 Losou +
| Cance |
= — LI
: =l
=l
F=] [ [ | |BE Localintranet 4

Figure 6-31 Changing the user name for Web Administration Tool

d. Select Change console administrator password.
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e. Enter the old password and type a new one (Figure 6-32).

/4 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explor er 10l =l

File Edit ‘iew Favoribes  Tools  Help

$aBack ~ = - () ot | Qhsearch (G Favorites iMedia 4 | By & =

Address I@ http: f fm10dFS3F: 9080/ 105webApp/I0Sisp IDSConsoleFrametork, jsp

Tivoli. Directory Server Web Administration Tool

o
[Z] Introduction Console administrator y % 0

~ 23 Console administration Change console administrator password Looiles Help—
[Z] Change console administrator login Change the console administrator's password, then click OK.
@ Change console administrator password Console administrator login
[£] Manane consale servers Idapadmin
[ Manae console properties Current password
_*_1.—’.—.1.—’.—.1.—.1'

(3 Logout
Mew passward

*

Canfirm new password

|

Cancel

i€l ’_ ’_ ’_ (2E Local intranet

Figure 6-32 Changing the password for the Web Administration Tool user

KN (RN

6.6.5 Configuring the LDAP server for Web Administration Tool

This section provides the instructions to configure the LDAP server you want to
administer using Web Administration Tool. Complete the following steps:

1. Open the Web Administration Tool.
2. Select Manage console servers.
3. Click Add.
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4. Enter the fully qualified host name of the LDAP server and accept the default
values for the LDAP port and Administration port number, as shown in
Figure 6-33. Click OK.

3 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

$Back -~ = - (@) tat | ‘Qisearch [ElFavorites GfiMedia o4 | - S = =

Address I@ htkp: /fm10dFS3F 9080, IDSWebApp/TDSjsp/ IDSConsoleFrame\Wark, jsp

Tivali. Di ry Server Web Administration Tool

Console administrator

(3] Introduction
~ ZjConsole administration Add server Logfiles Help -
[3] thanae console adminiztrator login Hosthame Port
@ Change conzole administrator password #[m10dfa3titso ralibm.co {359
|‘:2| Manace console servers Administration port
@ Mansme conzole propeties #3538
(2] Logout [~ SSL enabled

=

(=] D[ BB Local intranet

Figure 6-33 Adding the LDAP server host name

| EN 3 (KN
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5. The server you just added is displayed in the list, as shown in Figure 6-34.

/3 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer

File Edit ‘iew Favortes Tools  Help

Bk ~ = - 2 ot | G search [ Favorites  GMMedia ®| B-S

Address I@ hittp: 1 0dFS3F: 2050/ I0SW ebAppyIDSjsp 1D SConsoleFrametork. jsp

Tivoli. Directory Server Web Administration Tool

[3 Introduction Console administrator 9

~ {ZConsole administration Manage console servers Logfiles Help—
@ Change conzale administratar login - I___ Salect Action — _I ﬂ Add..
@ Change console administrator password — ~ "
St Hoztriame Port  Administration port 551 enakled | Edi.
lanage consale servers . ;
E * ‘ m1DdeSf.ltSU.ral.lbm.CDm| 389| 3538 Mo J Delete
@ ldanage consale properies
[3 Logout Cloze
-
p—— _I
= -
=l
|E Done |— | T Local intranet v

Figure 6-34 The LDAP host name appeatrs in the list
6. Click Logout.

Now that you have added the LDAP server name, you will be able to administer
the server using the Web Administration Tool. The previous procedure adds the
LDAP server host name in the LDAP Hostname list on the Login page.
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The login procedure for the LDAP server requires a different administrator name.
You must use the administrator DN and its password, as shown in Figure 6-35.

; IBM Tivoli Directory Server Web Administration - Microsoft Internet E:-:pluréf:i;‘;: ef

File Edit “iew Favorites Tools  Help

‘@ Back + = - @ 7t | @Search (3] Favarites @Media @ | I%. S =l

Address I@ hktp: ffm10drE3F: 9030/ 105 W ebipp IDSjspiLogin. jsp

Tivoli. Directory Server Web Administration Tool

Login page

Enter username and passwaord

LDAP Hostnarne: Im1DdF53f.itsu.raI.ibm.cnmj

Username: Icn:rum
Password: I*“***“

|@ Done _ l_ |— | .& Lacal intramet 4
Figure 6-35 LDAP server login

6.6.6 Installing IBM Tivoli Directory Server V5.2 client

The architecture in use in this chapter requires you to install the LDAP client on
the machine where WebSphere Portal was installed.
Complete the following steps:
1. Mount CD #8-3 on /cdrom.
2. Run the installation wizard file:
/cdrom/ismp/setup
3. Select the desired language for the installation. Click Next.
4. Click Next on the Welcome window.

5. In this case, we already had DB2 UDB Enterprise Server Edition V8.1
installed. If you do not have DB2 UDB Enterprise Server installed on this
machine, let the installation wizard install it for you. Click Next.

6. Select the language for Tivoli Directory Server. Click Next.
7. Select the Custom installation type. Click Next.

8. Select Client SDK 5.2 and GSKit only, and clear all the other options. Click
Next.
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9. Click Next to start copying the files.
10.Read the Client Readme information and click Next.

11.Click Finish. The installation complete.

6.6.7 Preparing the LDAP server for WebSphere Portal

This section provides guidance for configuring the LDAP server to work with
WebSphere Portal. We guide you through the following steps:

» Adding the suffix for WebSphere Portal
» Creating the required users and group
» Configuring the WebSphere Portal settings

Adding the suffix for WebSphere Portal
To add a new suffix into the LDAP structure, complete the following steps:

1. Open Web Administration Tool page.
2. Select the LDAP host name server from the LDAP Hostname list.

3. Enter the administrator DN name and password (Figure 6-35 on page 315).
Click Login.

4. Expand Server administration.
5. Select Manage server properties.
6. Select Suffixes on the Manage server properties window.
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3 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

7. Enter the Suffix DN value (Figure 6-36). Click Add.

W Back » =

- & A | Qhsearch [ Favortes  FMedia ®| BE-S =

[Z] Logout
% Apply [ Cancel
4 | o
5 .
Ei N l_ l_ l_ E Local intranet Y

Address I@ hittp: §m10dFS3F 9080/ IDSWebApp IDSisp/ IDSConsoleFrametark. jsp

Tivoli. Directory Server Web Administration Tool

[3 Introduction 00D miodm3r.

» [(EUser properties Manage server properties Logfiles Help
« {33 Server administration e Suffixes

[ Startiztopirestart server St S

g ::::gs:rs\:r:f::a:::necﬁons e |dC:ihm de=com

[3 Manage connection properties Event notificaion | ot Remaving a suffix eliminates access to all directary data benes

Wanage server properties Transactions

grﬂanage security properties Suffixes L I"' Select Action -— ]v ﬂ m

[3) Manace administrstive group W Select Current suffix DM

[3 Manage unigue attributes T

» ELoas

» [Z35chema management

» [EADirectory management

» [Z3Replication management
» EARealms and templates

» E3Users and groups

Figure 6-36 Adding the suffix

8. Click OK to save the changes.
9. Stop and start LDAP server:
a. Expand Server administration.

b. Select Start/stop/restart server from the left side of the Web
Administration Tool window.

c. Click Stop and then Start. Look for the server started message on the
bottom of the window.

Chapter 6. WebSphere Portal: IBM AIX 5L V5.2 installation 317



6.6.8 Creating the required users and group

WebSphere Portal requires an administrator user, a bind user, and an
administrator group. The PortalUsers.Idif file contains the required users and
group for a basic WebSphere Portal environment. This file can be found on the
Portal Setup CD.

To import the LDIF file into LDAP directory structure, complete the following
steps:
1. Copy the PortalUsers.Idif file to your hard disk and edit it.

2. Replace all entries of dc=yourco,dc=com with the suffix you have created in
“Adding the suffix for WebSphere Portal” on page 316. You might want to
enter a different password for the wpsadmin and wpsbind users; it is easier
than changing them later.

3. You must stop the LDAP server before importing the LDIF file.
4. Import the file by running the following command:
1dif2db -i <1dif_file _name>

Where <1dif_file_name> is the location and file name of the LDIF file. For
example:

1dif2db -i /tmp/PortalUsers.1dif
The following message indicates that the LDIF file was successfully imported:
1dif2db: 6 entries have been successfully added out of 6 attempted.

5. Start the LDAP server.

6. Validate the LDIF import by executing the following 1dapsearch command, in
just one line. Replace all occurrences of "dc=ibm,dc=com" with your suffix:

Tdapsearch -b "dc=ibm,dc=com" -h <ldap_server_hostname> -D
"uid=wpsbind,cn=users,dc=ibm,dc=com" -w <wpsbind_password>
"(&(uid=wpsadmin) (objectclass=inetOrgPerson))"

6.6.9 Configuring WebSphere Portal with the LDAP settings
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This section provides instructions about how to configure the WebSphere Portal
settings for an external LDAP directory.
To configure WebSphere Portal, complete the following steps:

1. Go to the <wps-root>/config/ directory and create a backup of the
wpconfig.properties configuration file.

2. Edit the original wpconfig.properties file.
3. Change the required properties values, as shown in Table 6-5 on page 319.
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Note: For more information about the LDAP configuration in the
wpconfig.properties file, refer to WebSphere Portal V5.1 Information

Center, available at:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

Table 6-5 Changing the LDAP configuration in the wpconfig.properties file

Property Value

WasUserId uid=wpsbind,cn=users,dc=yourco,dc=com
WasPassword <wpsbind_password>

WpsHostName <wps_full_qualified _hostname>
PortalAdminlId uid=wpsadmin,cn=users,dc=ibm,dc=com
PortalAdminIdShort wpsadmin

PortalAdminPwd <wpsadmin_password>
PortalAdminGroupld cn=wpsadmins,cn=groups,dc=ibm,dc=com

PortalAdminGroupIdShort

wpsadmins

LTPAPassword <Itpa_password>
LTPATimeout 120
SSOEnable true
SSODomainName <Single Sign-on Domain>

Example: .itso.ral.ibm.com
LDAPHostName <The fully qualified LDAP host name>
LDAPPort 389
LDAPAdminUId <LDAP Administrator DN>

Example: cn=root
LDAPAdminPwd <LDAP Administrator DN password>
LDAPServerType IBM_DIRECTORY_SERVER
LDAPBindID uid=wpsbind,cn=users,dc=yourco,dc=com
LDAPBindPassword <wpsbind_password>
LDAPSuffix <Your LDAP suffix>

Example: dc=ibm,dc=com
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Property Value
LDAPUserPrefix uid

LDAPUserSuffix cn=users
LDAPGroupPrefix cn

LDAPGroupSuffix cn=groups
LDAPUserObjectClass inetOrgPerson
LDAPGroupObjectClass groupOfUniqueNames
LDAPGroupMember uniqueMember
LDAPss1Enable false

4. Start serveri.
5. Stop WebSphere_Portal.
6. Test the connection to the LDAP server:

#cd /usr/WebSphere/PortalServer/config
#./WPSconfig.sh validate-1dap

Wait for the BUILD SUCCESSFUL message. If you get BUILD FAILED message,
verify the wpconfig.properties file and repeat this step.

7. Execute the following task, according to your environment:

a. If security is not enabled, run the following command; otherwise, go to step
b:

#./WPSconfig.sh enable-security-1dap
b. If security is already enabled, you must run the following command:
#./WPSconfig.sh secure-portal-ldap

Note: If you get errors during this process, verify the values in the
wpconfig.properties file. You can find more details about the error in the
<wps-root>/log/ConfigTrace.log file.

Before running this command again, stop WebSphere_Portal. You
might have to include the WebSphere administrator user and password
to complete this task, for example:

stopServer.sh WebSphere Portal -user wpsbind -password
<wpsbind_password>
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Stop serveri:

#cd /usr/WebSphere/AppServer/bin
#./stopServer.sh serverl -user wpshind -password <wpshind_password>

Start server1:

#./startServer.sh serverl

10.Start WebSphere_Portal:

#./startServer.sh WebSphere Portal

6.7 Validating the overall configuration

This section will guide you through the validation of the database and LDAP
configuration on WebSphere Portal.

As mentioned before in this chapter, by default, the WebSphere Portal uses
Cloudscape as a database and also as a Custom User Registry for
authentication.

We assume that you already have installed and configured the following items:

>

>

>

»

»

Remote IBM HTTP Server

Remote DB2 UDB Enterprise Server Edition

Remote IBM Tivoli Directory Server (LDAP)

Configured WebSphere Portal to use a remote Web server

WebSphere Portal using the remote DB2 as a database and the remote IBM
Tivoli Directory Server as an LDAP server

6.7.1 Validating the database configuration

You might want to verify that WebSphere Portal data is being written into the DB2
database. Complete the following steps:

1.

Open the WebSphere Portal page by typing the following URL:
http://<http_server_hostname>/wps/myportal

Where <http_server_hostname> is your Web server’s fully qualified host
name, for example, bclsrvl.itso.ral.ibm.com.
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2. Log in as the WebSphere Portal administrator. In this example, we use
wpsadmin (Figure 6-37). Click Log in.

a I1BM WebSphere Portal - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

A Back - = - @ il | @Search [3] Favoarites @Media §3 | %v = M=

Address I@ http:fibcl syl .itsu:u.ral.ibm.cu:um,fwps,|'|:|0rtaI,fku:xmI,I'I:I4_Sj'BSP';-'kss',-'I:IxPLManDvMDY_szKLN4g35dnv'yj E‘{)GD
WebSphare il ;

7T - O

Lagin Portlet

User ID:

prsadmin

Passward:

I********

Mot registered? Sian up

I Log in || Cancel |

I forgot my password Sign up ?_

Y

| &) Done [ 4 mntermet

| Kl

Figure 6-37 Log in as the WebSphere Portal administrator user

3. Click Administration on the top-right side of the window.
4. Click Portal User Interface, and then Manage Pages.
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5. You will see a window similar to the one shown in Figure 6-38.
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Figure 6-38 Manage Pages window

© © N o

Click the New Page button.
Enter the Title of the page.
Select the desired Theme.

For the Type of Page option, choose the layout you want in this page by
selecting one of the frames from the A content page with these properties
area (Figure 6-39 on page 324). Click OK.
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Figure 6-39 Page Properties window
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10.Click OK when you see the message EJPAS0022W: <page title> page has
been created successfully.

The Manage Page window opens. The page you just created appears in the
list.

Note: You have created a blank page. You can continue and add portlets to
this page, but for the purpose of this chapter, this is enough to validate the
database configuration.

Now, you need to verify that the page you have created was stored into the
WebSphere Portal database. Complete the following steps:

1. On the WebSphere Portal machine, open a terminal window.
2. Log in as the database owner user and start the DB2 command line:
#su - db2instl

3. Enter the following SQL statements. The result will show the information of
the page you created earlier. See Example 6-6.

$db2 connect to <db_name> user <db user> using <db_password>
$db2 "select * from PAGE_INST_LOD where TITLE='<page_name>"'"

Example 6-6 Validating the DB2 configuration

db2 connect to wps5ln user db2instl using password
db2 "select * from PAGE_INST LOD where TITLE='my sample page'"

The validation is successful if you get at least one entry in the
PAGE_INST_LOD table.

6.7.2 Validating the LDAP configuration

This section will help you validate the LDAP configuration you completed in 6.6,
“Installing and configuring LDAP” on page 298.

To create a new user using the WebSphere Portal Web page and verify that the
user was added to IBM Tivoli Directory Server, complete the following steps:
1. Enter the following URL:

http://<wps_hostname>:9081/wps/portal

Where <wps_hostname> is the fully qualified host name of the WebSphere
Portal machine.

2. Click Sign up on the top-right side of the window.
3. Fill out the form with the required user information. Click OK.
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4. You will see the Congratulation! Your enrollment was successful

message. Click Log in.

. Validate the successful enroliment by logging in to WebSphere Portal using

the user name and password you just created.

. After a successful login, verify that the user was added to the LDAP directory

structure. In the WebSphere Portal machine, enter the following command:

ldapsearch -b "<your_suffix>" -h <ldap_server_hostname> -D
"uid=wpsbind,cn=users,dc=ibm,dc=com" -w "<wpsbind_password>"

" (&(uid=<new_user>) (objectclass=inetOrgPerson))"

Where <your_suffix> is the suffix you created in “Adding the suffix for
WebSphere Portal” on page 316, <ldap_server_hostname> is the fully
qualified host name for the LDAP server, <wpsbind_password> is the password
of the wpsbind user, and <new_user> is the user ID name you created using
the WebSphere Portal application. See Example 6-7. Type the command on
just one line.

Example 6-7 Validating LDAP configuration

$1dapsearch -b "dc=ibm,dc=com" -h m10df53f.itso.ral.ibm.com -D \
"uid=wpshind,cn=users,dc=ibm,dc=com" -w "wpsbind" \
"(&(uid=david) (objectclass=inetOrgPerson))"
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WebSphere Portal: SUSE
LINUX Enterprise Server 8
(SLESS8) installation on
zSeries

This chapter provides you with the complete instructions for installing IBM
WebSphere Portal V5.1 middleware on IBM (@server zSeries hardware running
SUSE LINUX Enterprise Server 8 (SLES8), Service Pack 3.

During the installation of WebSphere Portal, we illustrate the installation of IBM

WebSphere Business Integration Server Foundation and then WebSphere Portal
V5.1.
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7.1 Prerequisites

This section specifies the environmental configurations that you need to
complete before beginning the installation of WebSphere Portal V5.1. We

describe the SLES8 operating system requirements, IBM hardware

requirements, IBM Middleware component space requirements, and WebSphere

installation file requirements.

7.1.1 SLESBS8 operating system requirements
Table 7-1 displays the system requirements for SLESS.

Table 7-1 SLES8 system requirements

System requirements

Description

>

>
>
>

Memory Minimum of 1 GB allocated to Linux guest
DASD Minimum of three mini-disks
RPMs Packages:

compat-2002.8.15-20
unzip-5.50-57
vnc-3.3.3r2-172
pdksh-5.2.14-337

7.1.2 IBM hardware requirements

Table 7-2 specifies the supported operating systems for the IBM @server

zSeries hardware.

Table 7-2 Operating systems

Linux distribution

Linux on zSeries

Server 3.0 x390

Red Hat Enterprise Linux Advanced

SUSE SLES8 s390

7.1.3 IBM Middleware component space requirements

Table 7-3 on page 329 describes the space requirements for the IBM Middleware

components addressed in this chapter.
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Table 7-3 Middleware components

Component lopt ftmp
WebSphere Portal 1124 MB 50 MB
WebSphere Application Server 968 MB 700 MB
IBM HTTP Server 30 MB N/A
Total 2424 MB 295 MB

7.1.4 WebSphere Portal installation CD requirements

For our example, Table 7-4 specifies the CDs that are required for the installation
of the WebSphere Portal components in this chapter.

Table 7-4 Installation CDs

Disk

Description

Setup

WebSphere Portal V5.1 - Portal Install (Setup), V5.1

CD #1-11

WebSphere Business Integration Server Foundation for
Linux/zSeries, V5.1

CD #1-12

WebSphere Business Integration Server Foundation for
Linux/zSeries, V5.1

CD #1-20

WebSphere Business Integration Server Foundation - WebSphere
Application Server V5.1 Fix Pack1 for Linux/zSeries

CD #2

Portal Server, V5.1

CD #3

Lotus Workplace Web Content Management™ and Personalization
V2.1, V5.1

7.2 Installing WebSphere Portal V5.1

This section provides steps the to install WebSphere Business Integration Server
Foundation and WebSphere Portal. It describes the WebSphere Business
Integration Server Foundation V5.1.1 software installation and WebSphere
Business Integration Server Foundation V5.1.1 verification.

Follow these steps to install the WebSphere Business Integration Server
Foundation V5.1.1 and WebSphere Portal V5.1 software and configure IBM
Workplace Web Content Management.
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Note: In the following procedure, we used downloaded files that represent the
shrinkwrapped CDs necessary for this installation. The files were downloaded
into the /opt/download directory. The CD numbers and descriptions are listed
for your information in Table 7-5.

Table 7-5 Files and related CDs

File CD Description

C814EML.zip Setup | WebSphere Portal V5.1- Portal install

C814RML.taz 1-11 | WebSphere Business Integration Server Foundation for
Linux/zSeries, V5.1

C814SML.taz 1-12 | WebSphere Business Integration Server Foundation for
Linux/zSeries, V5.1

C8150ML.taz 1-20 | WebSphere Business Integration Server Foundation -
WebSphere Application Server V5.1 Fix Pack1 for
Linux/zSeries

C8152ML.zip 2 Portal Server, V5.1

C8153ML.zip 3 Lotus Workplace Web Content Management and
Personalization V2.1, V5.1

Complete the following steps:

1. Prepare the installation environment and start the installation program by
typing the following commands. Press Enter after each command.

#cd /opt/download
#unzip C814EML.zip

#tar xzvf C814RML.taz
#tar xzvf C814SML.taz
#tar xzvf C8150ML.taz

#unzip C8152ML.zip
#unzip C8153ML.zip

Note: After all the files are unpacked, run the following command:
#./install.sh &

2. The installation wizard begins and asks you to select a language. Select your
preferred language. (In our example, we use the English language.) Click OK.
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3. The Welcome to IBM WebSphere Portal for Multiplatforms, Version 5.1
Welcome window opens (Figure 7-1). Click Next.

% WebSphere Portal for Multiplatiorms Version 5.1 Instalie:

VNG Portal 5.1

Welcame to the Installshield Wizard for WehSphere Portal for Multiplatforms
Yersion 5.1, The InstallShield Wizard will install WebsSphere Portal for
Multiplatforms Version 5.1 on syour computer.

To access infarmation about planning, harcware and software recuirements,
installation procedures, and configuration tasks, select this buttan.

Launch Infarmation Center

Mote: The installation creates system users and groups reguired far WebSphere
Portal. For additional information refer 1o the WebSphere Portal Information Center.

| Mext > | | Cancel

Figure 7-1 IBM WebSphere Portal installation wizard welcome window

4. The Software License Agreement panel opens. Select | accept the terms in
the license agreement. Click Next.
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5. Choose Full as the setup type (Figure 7-2). Click Next.

% WebSphere Portal for Multiplatiorms Version 5.1 installer

WebSphere. Rxe RS

Choose the setup tyioe that best suits wour needs.

& Full
=3 Installs everything vou need for Websphere Partal, including Websphere
% Application Server,

) Custarm

_:'" Choose this option to install WebSphere Portal to use an existing
WebSphere Application Server.

nstallshighd:e————

Figure 7-2 Setup type
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6. For the installation directory, accept the default (Figure 7-3). Click Next.

% WebSphere Portal for: Multiplatforms Version 5.1 Installer

WebSphere. Bxje R3]

WebSphere Application Server will be installed in the following directory. To
choose a different directory, enter its location below.

WebhSphere Application Server installation directory. Reguires 1650000 KB
available space.

[fopt/wehSphers /AppSerer |

Erowse

[ 5 1[5 A2 [ i 2 U S R

< Back || Mext >

Figure 7-3 WebSphere Application Server installation directory
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7. This window contains the Node name and WebSphere Application Server
hostname (Figure 7-4). Click Next.

Note: Make sure the Node name and WebSphere Application Server
hostname matches your machine host name.

% WebSphere Portal for: Multiplatforms Version 5.1 Installer

UGS Portal 5.1

Enter a node name far this instance of Wehsphere Application Server. The node
narme is used for administration and must be unigue within its group of nodes
(cell).

Mode name
linuxoz7 |

Enter the hostname far this installation of WebSphere Agplication Server. Lse the
fully—rualified DM5 name, shart DMS name, or the IP address for this computer.
Do nat use localhost or a loophack address,

WebSphere Application Server hosthame

|Iinux03?.austin.ibm.cum

Ifnatallshieled —

< Bark || Mext >

Figure 7-4 Node name and hostname
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8. On the installation directory window, click Next (Figure 7-5).

¥ WebSphere Portal for Multiplatiorms Version 5.1 Instalier

VR Portal 5.1

WebSphere Portal will be installed in the following directory. To choose a different
directory, enter its location below:.

WehSphere Portal installation directory. Requires 1550000 KB available space.

[fopt/wekSphere PonalSerer |

Browse

Installshield ~

Figure 7-5 Installation directory
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9. Enter WebSphere Portal Administrative user name and password
(Figure 7-6). Click Next.

% WebSphere Portal for Multiplatiorms Version 5.1 installer

VGGG Portal 5.1

Enter the WebhSphere Portal administrative user and password. This user 1D is
used to access WehSphere Portal with administrator autharity after installation.
Mote that this user 1D is onky used to [og into WekSphere Fortal and is not related
to any user [Ds used toaccess the operating system itself.,

Webhsphere Portal administrative user

|wpsadmin |

WehSphere Partal administrative user password

|*t*tt*t* |

Canfirm passward

|*t*tt*t* |

Installshield ———— — WAL

< Back || Mext = | | Cancel

Figure 7-6 WebSphere Portal administrative name and password
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10.Click Next (Figure 7-7). The Portal components will begin to install.

% WebSphere Portal for Multiplatforms Version 5.1 instalier - oM

WebSphere. BxieR%|

WebSphere Portal is ready to install.

The following compaonents will be installed:
WebSphere Application Server, extensions, and required Fixes
WebSphere Portal

WehSphere Personalization

T T ol e G

< Back || Mext > | | Cancel

Figure 7-7 WebSphere Portal is ready to install
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11.When the window shown in Figure 7-8 opens, clear the Launch First Steps
option and click Finish.

“ WebSphere Portal for Multiplatforms Version 5.1 installer

UGN GEC Portal 5.1

Installation is successful. Please review the message log
foptfnebSpherefPortalserver/logfinstallmessages.txt for any install warnings.

The following components are now installed on your camputer:
Wwebsphere Application Server, axtensions, and required Fixes
WebSphere Portal

WebSphere Personalization

First steps gives wou access ta launch WebSphere Partal and wiew procuct
documentation.

[¥] Launch First Steps

Web&phere Portal is listening on port 081
The WebhSphere Partal is now available at http:/flocalhost 208 1 fwps fpartal.

Installshield ———

Il
2B e g s

Figure 7-8 Installation successful

12.To access WebSphere Portal Welcome page, open a browser and enter the
following URL:
http://Tinux037.austin.ibm.com:9081/wps/portal

The WebSphere Portal Welcome page opens.
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13.Click the Login button on the top-right corner of the page (Figure 7-9).

& IEM WebSphere Portal < Mozilla {Build 1D; 2002 110510} w0

¢ Eile Edit  Miew Go Bookmarks Tools Window Help

& - 3@; > \a ‘gg IJ{ hitp:/linu=0037 . austin.ibm.com:3081 Avpsiportal jé_Search [ﬁ' - ‘

Back Fonwatd Reload ~ Stap

i hHome | ‘wpBookmarks ¢ Red Hat Network 4 Support (4 8hop 4 Products (4 Training
R O ST gty pemseoid. S 7 Login

‘WabSphere L0

- ‘Welcome

Welcome to WebSphere Portal version 5.1

To start using your portal, click Log In.

WebSphere JalEl

IBM WebSphere Portal 5.1
Builel Level: wpS10_083 2004-11-1911:38

Licensed Materials - Property of 1BM
5724-E76, 5724-E77
{C) Copyright IEM Corp. 2001, 2004 Al Rights Reserved.

| e | Transferring data from linux037.austin.ibm.com... l”@ﬂllﬁ“"

Figure 7-9 WebSphere Portal Welcome page
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14.Enter wpsadmin for the User ID and wpsadmin for the Password to log in
(Figure 7-10).

» {BM WebSphere Portal - Mozilla{Build 1D: 2002 110510}

v File  Edit = VWiew Go Bookmarks Tools Window  Help
& o §§ J‘ hitp:/flinu=<037 . austin.ibm.com:3031 Avps/portalutpsee Ll o0 Search ?“t -
: e rin

il Back ~ Fonward © Reload  Stop I
i 4 Home | wBookmarks g2 Red Hat Network 4 Support (48hop 4 Praducts ¢4 Training

‘WebSphare L0

==
¥i=E

Login Fortlet

Uszer |D:

Fpsadmin

Fazsword:

Mot registered?  Sign up

el

Figure 7-10 WebSphere Portal Login window
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15.You should now be logged in to the WebSphere Portal V5.1 Administration
page (Figure 7-11).

% IBM WehSphere Portal - Mozilla {Build 10; 2002110510}
i FEile Edit ¥iew Go Bookmarks Tools Window  Help

IJ; hitpelinux037 austinibm.com: 9087 Avps/my portal/uty vl SR Searc|
o

Home | W Bookmarks ¢ Red Hat Metwork (4 Suppart 5 5hop (4 Products 5 Training

Eack 2 Fardrard o Feload &

F'r|nt

| Wy RorBl adminisation | Edtmppoils 7 Lo A

‘WebSphare Jai=I) [

Mew Page  Edit Page  Assign Permissiohs  Search: | .

B My Mews o - B
Tuesday, Decemnber 7, 2004 7:18:00 P GMT Financial Services News

b Happy Meals to Hapoy Hoor, plastic rules
Raleigh, Morth Carelina  72°

Dvercast SOeTge p Europe raises pressure on S to prop up
dollar
Welcome to WebSphere Portal version 5.1 L S i R o L N e T e T
Ta rearrange portlets on this page, click the Show tools Cloudy Sdeid ] T
ican. This action produces tools that allow you to arrange e
and remove portlets. Click Edit page to add new portlets or B i _ o .
chahige page layout. eijing (Pekin na % SR
gle page lay e Sresge  Dookmarks Eal
To create a page, click Mew page. ® MehSphere Portal home
Tokyo, Japan 50° ® e Sphere Portal Zone
WebSphere GOlE Fartly Cloudly A4 = ‘ehSphere Portal catalon
* b Sphere Portal product documertation
IBM WebSphere Portal 5.1 San Framncisco, Califomia 577 » WehSphere Portal support
Build Level: wpS10_083 2004-11-19 1138 htastly Claudy 518590 * WiehSphere Portsl offetings
Licensed Materials - Property of IEM
S724-E78, 5724-E77 Wotch ﬁgﬁﬂ%@fﬁ%‘ém
() Copyright (BM Corp. 2001, 2004 Al Fights Reserver. @CBS Market

My Stocks ot b T

Tuesday, December 7, 2004 3:05:00 FM EST

wlBM G530 137 -1.40%
wiCOMPO 212433 2682 -125% =
Dl 1047235 7471 -071%
E5PK 118042 -883 -083%

Data delayed at least 20 minutes.

<6~ | Document Done (34.529 secs) =

Figure 7-11 WebSphere Portal Administration page
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WebSphere Portal V5.0.2 to
V5.1 migration

This chapter describes the steps to migrate from an existing IBM WebSphere
Portal V5.0.2 environment to a new WebSphere Portal V5.1 environment.

We organize this chapter into the following topics:

»

WebSphere Portal V5.1 migration overview

We discuss the migration to WebSphere Portal V5.1, supported migration
paths, changes in WebSphere Portal V5.1, automated migration tasks, and
manual migration steps. Figure 8-1 on page 344 shows a diagram simulating
our migration.

Migration process overview
We provide an overview of the five-step migration process.
Prerequisites and preparing for the migration

We discuss the prerequisites to be completed before starting the migration
process for both the WebSphere Portal V5.0.2 and WebSphere Portal V5.1
environments.

Portal migration process

We perform the steps to migrate from WebSphere Portal V5.0.2 to
WebSphere Portal V5.1.

© Copyright IBM Corp. 2005. All rights reserved. 343



V5.0.2 WebSphere Portal Server V5.1 WebSphere Portal Server

HTTP
Server
WebSphere Portal Server WebSphere Portal Server
WebSphere Enterprise Extensions - WebSphere Business Integration Server
WebSphere Application Server WebSphere Application Server
Tivoli
Directory DB2 NTFS DB2 NTFS
Server
Windows Server 2003 Windows Server 2003

HW IBM BC X120
HN BC1SRV6
CPU | Xeon P4 2.4GHZ

HW | IBM BC X120
HN BC1SRV7
CPU | Xeon P4 2.4GHZ

RAM | 2.5 GB RAM | 2.5GB
HD 40 GB HD 40 GB
P 9.42.171.170 P 9.42.171.138

Figure 8-1 Architectural diagram for WebSphere Portal migration
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8.1 WebSphere Portal V5.1 migration overview

In this section, we discuss WebSphere Portal V5.1 and some items you should
understand about V5.1 prior to migrating to this platform:

>

Supported migration paths and resources.

Some important points to consider while planning for the migration to
WebSphere Portal V5.1 are:

You can migrate to WebSphere Portal V5.1 only from WebSphere Portal
Versions 4.1.6, 4.2.1, and 4.2.2, and any 5.0.x Version.

Migration between WebSphere Portal environments running on different
operating systems is not supported. For example, migrating from
WebSphere Portal V5.0.x running on SUSE LINUX Enterprise Server
(SLES) to WebSphere Portal V5.1 running on Windows 2000 is not
possible.

Migration across database servers is also not supported. For example,
WebSphere Portal data cannot be migrated from Oracle to DB2 or vice
versa.

The migration of bookmarks or internal URLSs is currently not supported
and will be made available as a separate utility from the WebSphere Portal
support site in the future.

Migration in cluster environments.

To migrate from WebSphere Portal V5.0.x in a cluster environment, you need
to perform the following steps:

a.

d.

Install a stand-alone WebSphere Portal V5.1. This will serve as the new
main node for WebSphere Portal V5.1 in a clustering environment.

Migrate the data from the WebSphere Portal V4.x or V5.0.x cluster main
node to the WebSphere Portal V5.0 cluster main node.

Verify the successful migration to the WebSphere Portal V5.1 cluster main
node.

Create new clone nodes from the WebSphere Portal V5.1 main node.

Changes introduced in WebSphere Portal V5.1 affecting migration (there are
many more changes in V5.1, but in this section, we only talk about changes
affecting migration):

Portlet APl changes, deprecations, and enhancements
Theme, skin, and taglib changes
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General recommendations for migration

When planning to migrate, you should take a moment to understand the scope of
your migration and the specific tasks that might be required. Consider the
following recommendations:

>

Read through the migration documentation available with the Web-only
version of the Information Center before starting any migration procedure,
available at:

http://publib.boulder.ibm.com/infocenter/wp5lhelp/index.jsp?topic=/com.ibm.
wp.ent.doc/wpf/migrationv5.html

Develop a plan for migration: identify tasks, resources needed, testing
methodology, and so on.

Keep premigration customizations to a minimum.
Test migration using a development machine.

Use IBM Rational Application Developer for WebSphere Software Version 6.0
with portal tools to debug V5.0.x portlets on the V5.1 test environment.

Thoroughly verify all aspects of your portal after migration, especially the
access control.

8.2 Migration process overview

Prior to getting started, you should understand the typical migration process.
Consider the following five-step migration process:

1.

o M DN

Install and configure WebSphere Portal V5.1.

Apply the migration fixes to the V5.0.x machine.

Complete some manual migration steps.

Run the migration tasks supplied with WebSphere Portal V5.1.

Migrate the small portion of access control information not covered by the
migration tasks involving the manual steps.

Note: As you prepare and plan for the WebSphere Portal migration, you
should consider the time and effort that will be required to perform this activity
in your environment. Planning is key and enables you to address most
questions or concerns before you start the migration process.
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For more detailed information regarding the WebSphere Portal migration
process, we recommend that you review the information in the Information
Center, available at:

http://publib.boulder.ibm.com/infocenter/wp5lhelp/index.jsp?topic=/com.ibm.
wp.ent.doc/wpf/migrationv5.html

8.3 Prerequisites and preparing for the migration

This section discusses the prerequisites to address before starting the migration
process:

» Install and configure of all components of WebSphere Portal V5.1, which
includes:

— Setting up and configuring WebSphere Portal for the database you plan to

use.

— Setting up and configuring WebSphere Portal for the LDAP server you

plan to use.

— \Verifying the database and LDAP server configurations.

» An operational WebSphere Portal V5.0.2 environment.

» Migrate the LDAP database of the WebSphere Portal V5.0.2 system to the
LDAP server of the WebSphere Portal V5.1 system. Perform the following
steps to migrate the LDAP database.

On the WebSphere Portal V5.0.2 system, machine 1:

® 2 0 T p

Stop Tivoli Directory Server from the service console.

Start the Tivoli Directory Server Configuration Tool.

Click Export LDIF Data, enter a file name, and click Export.
Wait for a success message and then click Close.

Close the Tivoli Directory Server Configuration Tool.

You have successfully exported the LDAP database information on machine

1.

On the WebSphere Portal V5.1 system, machine 2:

a.
b.
c.

Stop Tivoli Directory Server from the service console.
Start the Tivoli Directory Server Configuration Tool.

Click Import LDIF Data, browse to the LDIF file copied from machine 1,
and click Import.

Wait for a success message and then click Close.
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e. Close the Tivoli Directory Server Configuration Tool.

You have successfully migrated the database of Tivoli Directory Server V5.1
on machine 1 to the Tivoli Directory Server V5.2 on machine 2.

Note: You do not need to migrate the LDAP database if you are using the
same LDAP server for both environments (as we did in our example to
simplify things).

» Apply the migration interim fix to the WebSphere Portal V5.0.2 environment.

Perform the following steps to apply the interim fix to your WebSphere Portal
V5.0.2 system:

a. Stop WebSphere Portal and server1 and open a command prompt.

b. Copy the WP502_MP_Express_patch.jar file from the
wp51_root/migration/efixes/ directory on the WebSphere Portal V5.1
server to the wp50_root\update\fixes directory.

c. Extract all the files from the JAR file into the wp50_root\update\fixes
directory.

Note: This JAR file is for WebSphere Portal V5.0.2. For other
WebSphere Portal versions, see the Information Center.

d. Extract the updated Portal Update Installer from the same location of the
patch to the wp50_root\update directory.

e. Inthe command prompt, change to the wp50_root\update directory.
f. Install the fixes that came in the JAR file in the following order:

i. PQ82292
ii. PQ83022
ii. PQ89044
iv. PQ92163
v. PQ92090
vi. PQ92314
vii. PQ92583

To install the fixes, issue the following command:
updateportal.bat -fix -installDir “C:\WebSphere\PortalServer” -fixDir
“C:\WebSphere\PortalServer\Update\Fixes” -install -fixJars <fixjarname>

Note: The <fixjarname> value will be replaced by PQ82292. jar on the
first run and will then replace the PQ number each time until all fixes are
installed.

348 IBM WebSphere Portal for Multiplatforms V5.1 Handbook



g. Restart WebSphere Portal.
h. Verify that everything is working correctly.
» Make portlet applications available to the migration tasks for deployment.

Before making your custom portlets available for migration, you should update
the portlet source code so that the portlets can work on WebSphere Portal
V5.1. Refer to the section “Migrating custom portlet code in Manual migration
steps” in the WebSphere Portal V5.1 Information Center. Most portlets that

ran on V5.0 will run fine on V5.1. After you finish updating, there are two
methods with which you can make the portlet applications available for
migration:

— Create WAR files of each portlet application you want to migrate and copy

them to the <wp51_root>/installableApps directory.

— Edit the appsPath setting in the mig_core.properties file, as discussed
the following Note box, and point to another directory where you have
placed these files.

in

Note: The path entered as the value of the parameter appsPath should
be accessible from the WebSphere Portal V5.1 system. In our example,
we placed the files into installableApps, that way, all updated portlets for

V5.1 will be picked up.

» Specify values in the properties files.

Providing values to the parameters in the property files enables you to invoke

various migration tasks without supplying individual parameters on the

command line. There are, in all, three property files for migration, two of which

we describe here:

— mig_core.properties, where you specify the core migration properties.
Column 2 in Table 8-1 indicates the values you need to enter for this
sample scenario for the parameters in column 1. Column 3 provides a
brief description of each parameter.

Table 8-1 Values for parameters in the mig_core.properties file

Property Value Description

PrevWpsHostName bclsrv7.itso.ral.ibm.com Previous portal’s host
name.

PreviWpsPort 9081 The port you used to
access the previous
portal.
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Property Value Description

PrefWpsContextRoot wps Previous portal’s context
root.

PrefWpsDefaultHome portal Previous portal’s home.

PrevPortalAdminId portaladmin The administrator ID for

the previous portal.

PrevPortalAdminPwd portaladmin The password for that
administrator.

PrevipsInstalllLocation Z:/WebSphere/PortalServer | If the other server is
accessible, you can map
a drive to it and do this.

pathUpgradedThemesSkins | c:/wpsupdate Place where you have
placed the updated
themes and skins on the
new server.

Note: The values in Table 8-1 are provided to help you document the
parameters correctly based on our migration.

For more information regarding these parameters, see the Migration
Task referenced in the WebSphere Portal V5.0.2 Information Center
(click Migrating on the first page) at the following URL:

http://publib.boulder.ibm.com/infocenter/wp5lhelp/index.jsp

— mig_wmm.properties, when migrating from V5.0.x to V5.1 there is no need
to update this file.

» Copy the wps.properties file from the <wp50_root> directory of your
WebSphere Portal V5.0.2 system to the <wp51_root>/migration directory of
the WebSphere Portal V5.1 system.

» Ensure that all groups in Tivoli Directory Server V5.1 on WebSphere Portal
V5.0.2 have at least one member. Otherwise, some of the migration tasks will
fail.
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Manual migration steps

There have been some significant changes to the API and to the navigation
model used in WebSphere Portal V5.1. You must complete the following steps
prior to running the migration tasks:

» Migrate your Struts portlets to the latest version. If you do not, they will not run
correctly. See the following topic about updating your Struts portals:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/mig_prep.htm
1#update_struts

» Migrate your themes and skins according to the following topic, because we
could not cover the changes you might need to make in your scenario in this
document:

http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/wpf/mig prep.htm
T#update_themes_skins

Note: If you do not do the migration steps for your themes and do copy them
to the was_root\installedapps\<cell name>\wps.ear\wps.war\themes\ntml\
directory, it is likely that your page will not render, because the tag that causes
the rendering of the page has changed.

8.4 Portal migration process

In this section, we continue with our example of migrating from WebSphere
Portal V5.0.2 to WebSphere Portal V5.1.

Before running the migration tasks, complete the following steps:

1. On machine 1, make sure WebSphere Portal V5.0.2 is up and running.
2. On machine 2, make sure WebSphere Portal V5.1 is up and running.

3. On machine 2, open a command prompt and change to the migration
directory (C:\WebSphere\PortalServer\migration).

Note: All migration tasks are run on the target server.

8.4.1 Migrating access controls on user groups

In this section, we migrate the access controls of the user groups. Complete the
following steps:

1. From the command prompt, run the following command:
WPmigrate.bat migrate-user-groups-ac

Wait for the task to end; it should end with a Build Successful message.
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2. Verify that the migration was a success by completing the following steps:

a.
b.

Log in to the WebSphere Portal V5.1 administrative interface.

Click Access — Users and Group Permissions. Under Users and User
Groups, click Users.

From the Search on option box, select givenName, and in the Search for
text box, enter the user name of a user with access controls on user
groups in WebSphere Portal V5.0.2. Click Search.

Click the Select Resource Type icon next to the user name of the user
you for which you just searched, and then under Resource Types, click
User Groups.

You will see a window with a list of user groups. From the drop-down list,
select All available and then click Search.
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f.  You should see a window similar to the one shown in Figure 8-3 on
page 354. Verify the permissions with the permissions the user has for the
selected group on WebSphere Portal V5.0.2, as shown in Figure 8-2. For

this scenario, the Manage permission and the Delegate permission equal
an administrator role.

<} 1IBM WebSphere Portal - Microsoft Internet Explorer Ol x|
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GBack -~ = - &) it | Qhsearch [GFavortes GMedia £ | - S
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Address I@ http:ffbclsrv?.itso.ral.ibm, com: 9081 fwpsimyportal lukfp) _s.7_0_A/7_0_59/.cmdfad] arjsa,. T4FE39a15).c/6_0_3P).cef?_0_5C/.p/S DJ @GO
WebSphers [ ] &\\'\( — H 1»,3-J TS My Portal Administration Edit iy profile ¥ Log outJ
User and Group Permissions HE =8
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@:-9 portets Select the appropriate boxes and click CK to azsign Roles,
= 4
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Figure 8-2 Permission-based access control on a group on WebSphere Portal V5.0.2
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Figure 8-3 Role-based access control on a group on WebSphere Portal V/5.1
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g. Perform the same type of verification for other users with access controls
on user groups on WebSphere Portal V5.1.

8.4.2 Migrating virtual resources

To migrate the virtual resources from the V5.0.X system to the V5.1 system, from
the command prompt, run the following command:

WPmigrate.bat migrate-virtual-resources

Wait for the task to end; it should end with a Build Successful message.

8.4.3 Migrating credential slots and segments

To migrate the credential slots and segments to the V5.1 system, complete the
following steps:

1. From the command prompt, run the following command:
WPmigrate.bat migrate-credential-slots-segments

Wait for the task to end; it should end with a Build Successful message.
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2. Verify that the migration was a success by completing the following steps:
a. Log in to the WebSphere Portal V5.1 administrative interface.

b. Click Access — Credential Vault and then click Manage System Vault
Slots.

c. You should see a window similar to the one shown in Figure 8-5 on
page 356. Verify the permissions with the permissions the user has for the
selected group on WebSphere Portal V5.0.2, as shown in Figure 8-4.
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Figure 8-4 Credential Vault Slots in WebSphere Portal V5.0.2
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Figure 8-5 Credential Vault Slots in WebSphere Portal V5.1

8.4.4 Migrating pages, themes, skins, and applications

In this section, we perform the migration of the pages, labels, themes, skins, and
portlet applications.

Important: Currently, there is an unhandled condition in the migration code. If
your labels, pages, and portlets do not have unique names, they will be
overlooked. Before proceeding with these steps, assign unique names to all
the pages, portlets, and labels. A fix for this is planned to be released.

Note: In our environment, we created a label Jims test area with five pages
beneath it (labelled efix list, puma, customer, test, and vault) with eight portlets
placed on those various pages. Additionally, the theme required updating. See
the Information Center for information about all the updates you must make for
the theme. (In our example, we had a modified science theme, so we
borrowed from that theme to do the update.)
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Complete the following steps:
1. From the command prompt, run the following command:
WPmigrate.bat migrate-pages
Wait for a task to end; it should end with a Build Successful message.

2. Stop the WebSphere Portal V5.1 machine by issuing the following command
from was_root\bin:

stopserver.bat WebSphere_Portal -user was_admin -password
was_admin_password

3. Copy the themes and skins to the correct location.

4. Start the server by issuing the following command from was_root\bin:
startserver.bat WebSphere_Portal

5. Verify that the migration was a success by completing the following steps:
a. Log in to the WebSphere Portal V5.1 administrative interface.

b. Click Portlets — Manage Applications on the left navigation pane.
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c. Verify that all the portlet applications listed as migrated are present under
Web modules. For this scenario, the arrows (blue) in Figure 8-6 indicate
the portlet applications migrated from WebSphere Portal V5.0.2 to
WebSphere Portal V5.1; this is also indicated by the arrows (blue) in
Figure 8-7 on page 359.
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Figure 8-6 Portlet applications listed for migration from WebSphere Portal V5.0.2
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Figure 8-7 Portlet applications migrated to WebSphere Portal V5.1

d. For each Web module migrated, verify that all portlet applications related
to the Web module are also display in the Portlet Applications list. See
Figure 8-6 on page 358 and Figure 8-7 for reference.
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e. Select each portlet application that was migrated and click Modify
parameters to verify that the parameters that were set up for the portlet
applications have also been migrated correctly. Verify this by looking at the
InitialViewState parameter for the XmlAccess - Run File portlet from
WebSphere Portal V5.0.2 to WebSphere Portal V5.1. Figure 8-8 shows
how it looked in the WebSphere Portal V5.0.2 system, and Figure 8-9 on
page 361 shows how it appears in WebSphere Portal V5.1.
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Figure 8-9 InitialViewState parameter for XMLAccess - Run File portlet on WebSphere Portal V5.1

f.  Verify also that all pages have been migrated along with the portlets and
label. Log in to WebSphere Portal and verify that the same pages under
Jims test area on the WebSphere Portal V5.0.2 system, as shown in
Figure 8-10 on page 362, also exist under that label in the V5.1 system, as
shown in Figure 8-11 on page 362.
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6. Verify the migration of the access control for the migrated portlet applications
and portlets. In the administrative interface, click Access — Resource
Permissions, and then under Resource Types, click Portlet Applications.

8.4.5 Migrating all the user customizations
To migrate all the user customizations, complete the following steps:
1. From the command prompt, run the following command:
WPmigrate.bat migrate-user-customizations
Wait for the task to end; it should end with a Build Successful message.
2. Verify that the migration was a success by completing the following steps:

a. Log in to the WebSphere Portal V5.1 with the credentials of a user who
has customizations in WebSphere Portal V5.0.2.
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b. Browse to the migrated page in which the user has a customized portlet or
portlets. For this scenario, go to the efix list page in the Jims test area
page under My Portal. Verify that all the customizations from WebSphere
Portal V5.0.2 are present in WebSphere Portal V5.1. For this scenario,
Figure 8-12 and Figure 8-13 on page 365 indicate the migration of
customizations on the efix list page from WebSphere Portal V5.0.2 to
WebSphere Portal V5.1, respectively.
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c. Perform the verification for other users with customizations on WebSphere
Portal V5.0.2.

8.4.6 Migrating credential vault data

Migrating the credential vault data involves moving the data from two tables,
VAULT_DATA and VAULT_RESOURCES, from the WebSphere Portal V5.0.2
database to the WebSphere Portal V5.1 database. Complete the following steps:

1. Perform the following steps on machine 1 to export these tables from the
WebSphere Portal V5.0.2 database:

a. Start the DB2 command line processor by clicking Start — All
Programs — IBM DB2 — Command Line Tools - Command Line
Processor.

b. Connect to the WebSphere Portal database:

connect to <wps50db> user <db2user> using <db2userpwd>
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¢. Run the following commands:

export to c:/temp/vault.data.wp5.ixf of ixf messages c:/temp/vault.data.
wphb.msgtxt select * from VAULT_DATA

export to c:/temp/vault.res.wp5.ixf of messages
c:/temp/vault.res.wp5.msgtxt select * from VAULT RESOURCES

d. Disconnect from the WebSphere Portal database:
disconnect <wps50db>

Where <wps50db> is name of WebSphere Portal V5.0.2 database,
<db2user> is the user ID of the database administrator, and <db2userpwd>
is the password of this user ID.

2. Perform the following steps on machine 2 to import the data into the same
tables of the WebSphere Portal V5.1 database:

a. Copy the vault.data.wp4.ixf and vault.res.wp4.ixf files from machine 1 to
the same directory in machine 2.

b. Start the DB2 command line processor by clicking Start — All
Programs — IBM DB2 — Command Line Tools - Command Line
Processor.

c. Connect to the WebSphere Portal database:
connect <wps5ldb> using <db2user> password <db2userpwd>
d. Run the following commands:

import from c:/temp/vault.data.wp5.ixf of ixf modified by
indexschema=<db2user> messages c:/temp/vault.data.wp5l.msgtxt insert
into VAULT_DATA

import from c:/temp/vault.res.wp5.ixf of ixf modified by
indexschema=<db2user> messages c:/temp/vault.res.wp51l.msgtxt insert into
VAULT_RESOURCES

e. Disconnect from the WebSphere Portal database:
disconnect <wpsbldb>

Where <wps51db> is name of WebSphere Portal V5.1 database, <db2user>
is the user ID of the database administrator, and <db2userpwd> is the
password of this user ID.

Note: The import into the VAULT_RESOURCES table might generate
some errors. If the error indicates that a row with the same resource name
already exists, this is fine. This table only defines resource names for use
in the vault. If they already exist, there is no need to redefine them, and this
will not cause a problem in the subsequent import.
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3. Verify that the migration was successful by completing the following steps:
a. Log in to the WebSphere Portal V5.1 administrative interface.
b. Click Access — Credential Vault on the left navigation pane.

c. Click Manage system vault slots and select the Modify shared slot
option for Test89.

d. The value of the Shared userid field should be the one Test89 had in the
WebSphere Portal V5.0.2 environment. You should see something similar
to the window shown in Figure 8-14, and if you have a portlet that can
query the vault slots, you will see something similar to the window shown
in Figure 8-15 on page 368.
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Identity management

This appendix provides an overview of Member Manager for IBM WebSphere
Application Server, or simply WebSphere Member Manager, formerly known as
WebSphere Member Services.
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WebSphere Member Manager

WebSphere Member Manager empowers WebSphere Portal with advanced
capabilities to handle member data and profiles. A member of WebSphere
Member Manager is one of the following types: a person, organization,
organizational unit, or group. This is one of the key differentiators from
WebSphere Portal.

Member Manager provides the following functions to the portal:

» A common profile management mechanism for WebSphere products to
access and manage member profiles using attributes regardless of where
and how the data of member profiles is stored. By default, WebSphere Portal
uses seven attributes, namely, a unique identifier, a user password, a group, a
first name, a last name, an e-mail address, and a preferred language.

» A set of services to act on and manage profiles, such as create, read, update,
remove, search members, and manage groups in the profile repository.

» A hierarchical structuring of members.

» Database profile repository adapters to interact with the supported database
profile repository.

» Lightweight Directory Access Protocol (LDAP) profile repository adapters to
interact with the supported LDAP servers.

» Not all attributes can be stored in LDAP. A look-aside profile can be used for
some those profiles, such as a composite attribute. WebSphere Member
Manager provides a look-aside profile repository adapter to interact with a
look-aside repository.

» A programmatic way to define new attributes and various member-related
tasks in the profile repositories. Tasks can be performed programmatically by
calling methods on the Member Manager API. The Member Manager API is
contained in the following packages:

— com.ibm.websphere.wmm, which contains the MemberService interface,
the main interface of the Member Manager API. The methods in the
MemberService interface enable you to perform member management
operations.

— com.ibm.websphere.wmm.objects, which contains enterprise bean home
and remote interfaces for the stateless session bean used to implement
the Member Manager API.

— com.ibm.websphere.wmm.datatype, which contains interfaces and
classes for parameters used by the methods of the Member Manager API.

— com.ibm.websphere.wmm.exception, which contains classes for
exceptions thrown by the Member Manager API.
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— com.ibm.websphere.wmm.adapter, which contains class interfaces for
developing profile repository adapters to connect profile repositories to
Member Manager. The two adapters provided by Member Manager are
developed according to the interfaces in this package.

» Tools and utilities, such as WebSphere Member Manager Attributes Loader,
to assist developers to test, develop, and integrate WebSphere Member
Manager.

WebSphere Member Manager supported configuration

In general, information within a member profile for a person can be divided into
the following three main categories:

» Profile information, such as name, title, address, e-mail, and demographical
information

» Authentication information, such as a logon ID and password used for security
and identification when logging on to a system

» Privilege information, such as roles for the person and the access control
groups to which the member belongs

The information for a person may or may not be stored in the same storage
location. For example, a client might have an existing LDAP profile repository
whose schema cannot be changed to accommodate additional attributes
required by an application. It could be for business or technical reasons that the
new attributes cannot be accommodated. A look-aside repository can be used for
the additional attributes and applications by using Member Manager, which will
not be aware that two repositories are being used.

Another scenario is that the look-aside repository supports composite attributes
that are typically not supported by LDAP profile repositories. For example,
address is an example of a composite attribute. If a customer wants to use
composite attributes, the customer can use the look-aside repository together
with the LDAP profile repository, and the look-aside repository can supplement
the capability of the LDAP repository.

Member Manager supports the following configurations:

» Profile repository: A repository where user profiles are stored. A profile
repository can be either a database profile repository (such as wmmDB), an
LDAP profile repository (such as wmmLDAP), or a custom profile repository.
The custom repository can be of any nature, including a database or an LDAP
server.
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» Look-aside repository: A repository provided with Member Manager as a
storage location for additional attributes that cannot be accommodated in the
main profile repositories. For example, composite attributes are not supported
in LDAP, and these types of attributes can be stored in the look-aside
repository.

Member Manager can be configured in the following ways:
» Database repository only (Figure A-1)

The database repository is the only main repository. All profile data is stored
in the WebSphere Member Manager database. By default, the base
WebSphere Portal installation configures WebSphere Member Manager to
use database repository only.

» LDAP Repository only (Figure A-1)

The LDAP repository is the only main repository. All profile data is stored on
an LDAP server. Executing the enable-security-1dap command during the
portal configuration tasks enables WebSphere Portal to work with an LDAP
server.
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Figure A-1 Single profile repository
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» LDAP repository plus look-aside repository (Figure A-2)

The LDAP repository is the main repository. It stores attributes specified in the
WebSphere Member Manager LDAP Attributes XML file. The rest of the
attributes are stored in the look-aside repository. The look-aside repository

usually stores attributes that cannot be stored on the LDAP server, such as

composite attributes. If all attributes you are using are supported by the LDAP
server, there is no need to use the LDAP repository plus look-aside repository
configuration. You can use the LDAP only configuration instead.
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\/ y A
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Figure A-2 A profile repository plus a look-aside repository

WebSphere Member Manager is installed and configured by the portal during the
installation and configuration. The WebSphere Member Manager properties are
supplied by the wpsconfig.properties file.

Appendix A. Identity management
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Preparing the AIX machine

Before installing WebSphere Portal V5.0 on AIX, you have to prepare the AIX
machine with enough disk space. This appendix guides you through this process.
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Increasing the size of an existing file system

The WebSphere Portal installation requires 350 MB of free space on the /tmp file
system. You might want to use the following calculation for increasing space on
this specific file system and on any other you might need:

1. Find the new size value:
new_size=current_size + (required_space - free_space)
You can have the following values using the df command on AlX.
File system current size = 131072 bytes
File system free space = 126872 bytes
File system required space = 716800 bytes
New size = 721000 bytes

2. Increase the file system size:
#chfs -a size='<new_size>' /<file_system_mount_point>
For example:
#chfs -a size="721000° /tmp

Creating a new file system

We recommend that you create a file system dedicated for the WebSphere Portal
and WebSphere Application Server installation.

These instructions already include the required disk space for both products:
1. Type the following command:

#smitty fs

Select Add/Change/Show/Delete File Systems.

Select Journaled File Systems.

Select Add a Journaled File System.

Select Add a Standard Journaled File System.

Select the desired Volume Group.

Select Megabytes in the Unit Size field.

Enter the value 2200 for the Number of unit.

Enter /usr/WebSphere for the Mount Point value.

0.Select yes for the question Mount AUTOMATICALLY at system restart?.

= © ® N o gk~ w
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11.Accept the defaults for the remaining fields and press Enter.
12.Press F10 to exit.

13.Mount the file system with the following command:

mount /usr/WebSphere

Creating a CDROM file system

You can use the following instructions if you do not have a CDROM file system
already created. Complete the following steps:

1.

© N o ok~ D

9.

Type the following command:

#smitty fs

Select Add/Change/Show/Delete File Systems.

Select Add/Change/Show/Delete File Systems.

Select CDROM File Systems.

Select Add a CDROM File System.

Press F4 to select the available CDROM Device Name.

Enter /cdrom in the Mount Point field.

Select no for the question Mount AUTOMATICALLY at system restart?.
Press Enter.

10.Press F10 to exit.
11.Mount the file system using the following command:

mount /cdrom

12.To eject the CD, you need to unmount the file system:

#unmount /cdrom

Appendix B. Preparing the AIX machine
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Creating users on AlX

This appendix provides instructions for creating users and groups on AlX.

Three users and groups are required to operate DB2. Table C-1 provides the
user and group names used in the following instructions.

Table C-1 Required users and groups

Required user User name Group name
Instance Owner db2inst1 db2iadm1
Fenced user db2fenc1 db2fadm1
Administrator server db2as dasadm1

There are some limitations for the DB2 user and group names:

» User names on UNIX can contain 1 to 8 characters.

» Group and instance names can contain 1 to 8 characters.

» Names cannot be any of the following:

— users

admins

guests

public
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— local
» Names cannot begin with:
- IBM
- SQL
- SYS
» Names cannot include accented characters.

» We recommend that you use lowercase for user and group names in UNIX.

Creating DB2 groups

Create a group for the instance owner, one for the user that will execute UDFs or
stored procedures, and one for the DB2 administrator user.
Log in as root and execute the following commands:

mkgroup db2iadml
mkgroup db2fadml
mkgroup dasadml

Creating DB2 users

Create a user that will belong to each group you have created previously.
Log in as root and execute the following commands:

mkuser pgrp=db2iadml groups=db2iadml home=/home/db2instl core=-1 data=491519
stack=32767 rss=-1 fsize=-1 db2instl

mkuser pgrp=db2fadml groups=db2fadml home=/home/db2fencl db2fencl

mkuser pgrp=dasadml groups=dasadml home=/home/db2as db2as

Setting user passwords

Set an initial password for each user you have created.
Enter the following commands:

passwd db2instl
passwd db2fencl
passwd db2as
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM
Redbooks” on page 383. Note that some of the documents referenced here may
be available in softcopy only.

>
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WebSphere Portal Server and DB2 Information Integrator: A Synergistic
Solution, SG24-6433
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Configuration, WebSphere Handbook Series, SG24-6195

IBM WebSphere V5.1 Performance, Scalability, and High Availability,
WebSphere Handbook Series, SG24-6198

Lotus Domino 6 for Linux, SG24-6835.
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Other publications

These publications are also relevant as further information sources:
» IBM Tivoli Directory Server Installation and Configuration Guide, SC32-1338
» IBM Tivoli Directory Server Administration Guide, SC32-1339

» IBM WebSphere Portal security solutions white paper, Integrating WebSphere
Portal software with your security infrastructure, G325-2090, available at:

ftp://ftp.software.ibm.com/software/websphere/pdf/WS Portal Security G325-2
090-01.pdf

» Troubleshooting Pickers in Collaborative Portlets, Technote 1157249

» Troubleshooting Automatic Detection of your Mail File with the Different
Collaborative Portlets, Technote 1157029

Online resources

These Web sites and URLs are also relevant as further information sources:
» IBM WebSphere Portal for Multiplatforms Version 5.1 Information Center
http://publib.boulder.ibm.com/pvc/wp/510/ent/en/InfoCenter/index.html

» Lotus Domino Administrator Help
http://www.lotus.com/1dd/notesua.nsf/find/domino

» WebSphere Application Server V5.1 Information Center
http://publib.boulder.ibm.com/infocenter/ws51help/index.jsp

» DB2 Universal Database version for SUSE LINUX Enterprise Server 9
(SLES9) validation

http://www.ibm.com/db2/1inux/validate
» DB2 UDB V8 fix packs
http://www.ibm.com/software/data/db2/udb/support/downloadv8.html
» DB2 V8 Information Center
http://publib.boulder.ibm.com/infocenter/db2help/index.jsp
» Fix packs and alternative fix packs DB2 UDB V8 support site
http://www.ibm.com/software/data/db2/udb/support/downloadv8.html
» WebSphere Portal product documentation

http://www.ibm.com/developerworks/websphere/zones/portal/proddoc.html
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» WebSphere Portal Catalog
http://catalog.lotus.com/wps/portal/portal

» WebSphere Portal zone for developers
http://www.ibm.com/websphere/developer/zones/portal

» IBM WebSphere Portal Enable for Multiplatforms, Version 5.0 brochure
ftp://ftp.software.ibm.com/software/genservers/portal/Enable_G325-2112-01.pdf

» IBM Middleware Available on Linux
ftp://ftp.software.ibm.com/software/1inux/IBMSoftwareOnLinux.pdf

» Linux Integration Center Library

http://Tic.austin.ibm.com/americas/library

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips,
draft publications and Additional materials, as well as order hardcopy Redbooks
or CD-ROMs, at this Web site:

ibm.com/redbooks

Help from IBM
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ibm.com/support
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ibm.com/services
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