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Preface

IBM® Workplace™ Services Express is software that makes it simple for you, your
colleagues, your teams, and your entire organization to quickly collaborate and effectively
work together. Designed specifically for small and medium-sized organizations or
departmental needs in larger organizations, Workplace Services Express enables you to
easily create, edit, and share documents from your own customized Workplace environment.

This IBM Redbook is written for administrators who want to install, configure, and administer
Workplace Services Express on an IBM @server® iSeries™ server. It introduces you to
Workplace Services Express. It shows you how to deploy and customize it on the iSeries
server, as well as how to integrate with an existing IBM Lotus® Domino® infrastructure.

In addition, this redbook shows you how to integrate Domino mail and applications with a
Workplace Services Express environment. It explains how to enable the iSeries Web Access
portlets so you can work with your iSeries server from a Workplace Services Express
environment. And this redbook provides information about performance tuning for Workplace
Services Express on the iSeries server.

The team that wrote this redbook

This redbook was produced by a team of highly skilled specialists from around the world
working at the International Technical Support Organization (ITSO), Rochester Center.

Debbie Landon is an IBM Certified Senior IT Specialist in the IBM
ITSO, Rochester Center. Her current area of expertise is focused on
the collaborations products on iSeries, including IBM Workplace
products and Domino for iSeries and related Lotus products such as
Sametime® and QuickPlace®. Debbie has been with IBM for 22
years working first with the S/36 and then the AS/400®, which has
since evolved to the iSeries server, and is now the IBM System i5™
platform. Before joining the ITSO in November of 2000, Debbie was
a member of the PartnerWorld® for Developers iSeries team,
supporting IBM Business Partners in the area of Domino for iSeries.
You can contact Debbie by sending e-mail to dalandon@us. ibm.com.

Brendan Arthurs is a Software Development Engineer in the IBM
Dublin Software Lab in Ireland. He is currently working on the IBM
Workplace Collaborative Learning™ development team. He has
several years of experience in the development of IBM Workplace
products. His areas of expertise include IBM WebSphere® Portal
Server and Application Server and the development of J2EE™

| applications for these platforms. Brendan holds a degree in

| computer science from University College Dublin. You can contact
Brendan by sending e-mail to brendan.arthurs@ie.ibm.com.
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Introduction to IBM Workplace
Services Express on the iSeries
server

This chapter introduces you to the IBM Workplace strategy, specifically IBM Workplace
Services Express on the IBM @server iSeries server. It discusses the business value of
Workplace Services Express and presents other products in the Workplace family.
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1.1 The IBM Workplace strategy

Before you start to understand the specifics of Workplace Services Express, it is important to
have a good understanding of the IBM Workplace strategy. This strategy is about integration
and collaboration between people, processes, and information. The IBM way to achieve this
strategy is through a service-oriented architecture (SOA), which all the products in the
Workplace family follow. An SOA is a way of designing software systems to provide services
to end-user applications or other services. From a business perspective, it is a set of business
aligned IT services that support an organization’s business process goals and objectives.

The Workplace strategy empowers people, offering them access to information and
resources, anytime and anywhere. It gives you the power to work in a connected world, with
the tools that match your role in the organization. This way of collaboration allows for better
and faster decisions, which in turn increases productivity and reduces costs in the workplace.

The IBM Workplace strategy integrates collaboration with business processes. It offers you
access to e-mail, instant messaging, and other information, in the same tool used to manage
your business processes, avoiding application switching and improving productivity. The
merging of traditional and collaborative applications is central to the Workplace strategy.

In summary, the IBM Workplace strategy revolutionizes the way you work, bringing you
together with the resources that you need, when you need them. For small and medium
business, IBM Workplace Services Express is the solution of choice for a J2EE collaborative
environment with an integrated portal.

For more information about IBM Workplace, refer to the IBM Workplace Web site at:

http://www.ibm.com/software/info/workplace/index.jsp

1.1.1 IBM Workplace offerings

2

Built on an SOA, IBM Workplace offerings can address the needs for transforming
organizations of all sizes. The products are designed specifically for small, medium, and large
enterprises. They span from flexible tools and innovative technologies, to a broad set of
solutions. With IBM Workplace offerings, organizations can deploy an online environment with
a flexible set of componentized capabilities that can be used to adapt quickly to meet specific
business needs.

The IBM Workplace environment helps to consolidate and present the resources that you
need, including business processes, collaboration capabilities, information, documents, and
productivity tools, all through a unified Workplace interface. And, the Workplace environment
can be tailored to each user’s or team’s business role. The integrated environment keeps
resources close at hand and in the appropriate business context. The result? Users can work
conveniently, securely, and more efficiently within a single Workplace environment, instead of
continuously switching between multiple applications.

The Workplace strategy provided by IBM is the new front end of computing. It’s an approach
based on an SOA that helps organizations integrate all of their business processes to achieve
a more productive, secure environment that is designed according to the roles within the
organization.

The products in the IBM Workplace family help organizations increase their productivity while
working in a collaborative environment. Such an environment integrates all of the business
processes as well as the people, information, and other resources needed to work.
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Figure 1-1 illustrates how the different products fit within the IBM Workplace family.

Solutions
IBM Workplace for...

Business Controls and Reporting, Procurement,
HR Managers, Branch Banking, Sales Managers...

Products for
Small Businesses
and Departments

IBM Workplace IBM Workplace IBM Workplace

Services Express Collaboration Services

Products for
Enterprise

Offerings

Lotus Domino Express

WebSphere Portal
Express

Lotus Domino

WebSphere Portal

Tools and Technology

Workplace Templates
Workplace Designer
Workplace Client Technology
Lotus Domino Designer

Figure 1-1 IBM Workplace product offerings

As shown in Figure 1-1, there are four components that compose the IBM Workplace
offerings:

» Products for Small Businesses and Departments

These are the IBM Express products such as Lotus Domino Express and WebSphere
Portal Express. For more information about IBM Express software, refer to the IBM
Redpaper IBM Express Software Buying and Selling Guide, REDP-3975.

» Solutions

IBM Workplace Solutions are role-based frameworks to help clients apply IBM Workplace
technologies faster and more productively. These solutions leverage the industry
expertise, insights, and analysis of various business applications that IBM provides. The
solutions are designed to provide “shortcuts” for creating a high performance, role-based
work environment, helping to accelerate time-to-value. IBM Workplace Solutions draw on
the rich portfolio of IBM software products and services, as well as on independent
software vendor (ISV) applications and other IBM Business Partner skills, to enable clients
to address some of their most pressing business issues.

To learn more about IBM Workplace Solutions, see the following Web site:
http://www.ibm.com/software/info/workplace/solutions.jsp
» Products for the Enterprise

Products for the Enterprise are the products that exist for the enterprise. Examples of such
products are Lotus Domino, WebSphere Portal, and Workplace Collaboration Services.
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Tools and Technology

These are the various client tools and technologies that support the various IBM
Workplace products and solutions. Such examples include Workplace templates and the
Workplace Designer.

1.2 IBM Workplace Services Express

IBM Workplace Services Express is a collaborative portal designed for small and medium
business. It's easy to install, deploy, and configure. It offers instant collaboration, access to
Lotus Domino or Microsoft® Exchange e-mail, instant messaging, collaborative team spaces
and centralized document libraries, all through a portal environment, personalized to an
organization’s needs and roles.

IBM Workplace Services Express offers the following capabilities out of the box:

>

Integrated portal: Based on WebSphere Portal, Workplace Services Express offers a full
collaborative portal.

Centralized document management: On the server, IBM Workplace Services Express
stores all the documents, making them available to all users, based on their security
settings. You access these documents from either the Workplace portal or through the
IBM Desktop Components, which is a tool to integrate the Workplace Document Libraries
with Windows® Explorer, a Microsoft Office environment, or both.

Productivity center: IBM Workplace Services Express offers online editors for rich-text
documents, presentations, and spreadsheets. You can convert the documents created
with these editors to other formats as shown in Table 1-1.

Table 1-1 Conversion formats for online documents

Workplace Target format
format
Rich text Lotus WordPro, Microsoft Word, and Adobe Portable Document Format (PDF)

Spreadsheet Lotus 1-2-3® and Microsoft Excel®

Presentation Lotus Freelance Graphics® and Microsoft PowerPoint®

Instant messaging and presence awareness: IBM Workplace Services Express offers
you the option to create instant messaging contact lists. This way, whenever a user is
available to chat, you can start a new conversation. Presence awareness is also available
through the portal. For example, every time you refer to a user, if that user is online, you
can start a new conversation by clicking the referenced user’s name.

Collaborative team spaces: Workplace Services Express offers dynamically created
environments that can be customized to map a team’s role inside an organization. These
collaborative spaces, called team spaces, offer members a space to share documents,
group calendars, and participate in discussion groups and chats. Included with Workplace
Services Express are different templates that you can easily deploy, and if needed, modify
to satisfy a more specific requirement.

Search: You can search through documents, team spaces, and applications. You can also
define your own data sources to search, such as intranet Web sites. And you can search
for people in your own organization’s directory. After you find a person, you can take
collaborative actions, such as sending an e-mail or starting a chat session.

Mail: IBM Workplace Services Express offers portlets to access existing mail servers, for
example Lotus Domino, Microsoft Exchange, Post Office Protocol Version 3 (POP3), and
Internet Message Access Protocol (IMAP) servers, through a portal-based interface. For
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more information about Workplace Services Express integration with Domino, see
Chapter 6, “Integrating the Domino portlets” on page 173.

Drag and drop customization: Adding a portlet to a page is as simple as dragging it from
the palette and dropping it in the desired place. This way, you can customize your private
pages and have a personalized experience.

Back-end integration: IBM Workplace Services Express is integrated easily with
back-end applications. You can accomplish this integration with existing portlets or by
building new portlets. You can also download portlets from the IBM Workplace Solution
Catalog, available at:

http://catalog.lotus.com/wps/portal/wse

IBM Workplace Services Express offers you a centralized collaborative environment, with
easy deployment and administration, that helps you achieve better productivity and quicker
results.

1.2.1 The business value of Workplace Services Express

IBM Workplace Services Express gives organizations the opportunity to implement a
collaborative environment that is easy to install, administer, and use. It provides quick access
to resources, people, and documents, which increases productivity. The following list provides
some examples that show the business advantages of implementing Workplace Services
Express:

>

Workplace Services Express offers a low, total cost of ownership (TCO). Workplace
Services Express is a single server deployment. No external servers or software are
needed to run Workplace Services Express on the iSeries, therefore lowering the TCO.

The time to set up a new client is zero. The client only needs a Web browser, which
significantly reduces the demands on the IT department.

All documents needed for work are located on the server, eliminating the risk of lost or
corrupted documents on personal computers. Having all documents on the server also
reduces traffic on internal mail networks, because the documents are not required to be
sent by e-mail to all employees. Access to documents is as simple as accessing the
appropriate document library, either from a Web browser or from the employee’s Windows
Explorer.

Workplace Services Express comes preloaded, with ready-to-use templates for team
spaces and lists, reducing the time needed to deploy new applications. These templates
allow teams to start collaborating in a few minutes.

Integrated instant messaging provides a quick way to access people, either from a Contact
List portlet or from any other place that a person is referenced, such as from a document
library.

Workplace Services Express leverages current investments. It integrates with your current
Lotus Domino or Microsoft Exchange messaging servers. It also integrates with Microsoft
Windows and Microsoft Office to enhance collaboration, offering access to online
document libraries from Microsoft Office products and Windows Explorer.

Workplace Services Express is licensed as either user based or processor based. This
flexibility makes it possible for you to choose the best licensing method for your current
environment and budget.

Workplace Services Express is built on top of the industry’s most recognized portal server,
IBM WebSphere Portal. This means that you can work with the collaborative applications
offered by Workplace Services Express, as well as with other applications that can be
installed on top of WebSphere Portal.
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1.3 Why iSeries?

Running IBM Workplace Services Express on the IBM @server iSeries offers a competitive
advantage over other platforms. Some of those advantages are provided in the following list:

» In a typical Workplace Services Express environment, information has to be exchanged
between the Workplace Services Express server and other servers, such as an HTTP
server, a database server, and a Lightweight Directory Access Protocol (LDAP) server.
The IBM @server iSeries server already has a DB2® Universal Database™ database
manager, an HTTP server, and an LDAP server. Therefore it is possible to run a full
Workplace Services Express environment on a single system, lowering the TCO of the
deployment and improving performance.

» Installing Workplace Services Express on the IBM @server iSeries server offers a major
advantage over other platforms by offering the Create IBM Workplace wizard, which is
located in the IBM Web Administration for iSeries. This wizard gathers all necessary data
and validates it before starting to configure a Workplace Services Express instance. After
gathering the data, it configures a Workplace Services Express instance along with the
required HTTP server, DB2 Universal Database databases, and LDAP directory. This
wizard simplifies the configuration process and reduces the risk of configuration errors.

For more information about installing and configuring Workplace Services Express on the
iSeries server, see Chapter 4, “Installing and configuring Workplace Services Express” on
page 71.

» Because IBM Workplace Services Express is based on WebSphere Portal, you can use it
to provide a new front end to typical iSeries applications, through the use of such tools as
the iSeries Access for Web portlet, IBM WebFacing Tool, and IBM WebSphere Host
Access Transformation Services (HATS).

To learn more about integrating Workplace Services Express with iSeries Access, see
Chapter 7, “Integrating iSeries Access for Web portlets” on page 207.

» As opposed to typical 32-bit operating systems, IBM i5/0S® does not have a 4 GB
address space limit. Also, the Java™ Virtual Machine (JVM™) present on the iSeries is
64-bit, making it more powerful and scalable than other platforms.

» Itis possible to run more than one Workplace Services Express instance on a single
iSeries server or logical partition (LPAR). An organization can deploy their production
environment along with their testing and development environments on a single iSeries
server.

For more information about Workplace Services Express on the IBM @server iSeries server,
see the IBM Workplace for iSeries Web site at:

http://www.ibm.com/servers/eserver/iseries/software/workplace/
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1.3.1 Workplace Services Express architecture on iSeries

Figure 1-2 illustrates the architecture of Workplace Services Express on the IBM @server®
iSeries server.
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Figure 1-2 High level architecture of Workplace Services Express on the iSeries server

Workplace Services Express installs on top of WebSphere Application Server, along with
DB2 Universal Database, the HTTP server, and the LDAP directory, which are already
installed on the iSeries. This arrangement makes it possible for the iSeries Create Workplace
wizard to perform all the configuration needed to set up Workplace Services Express.

Although an LDAP directory is required to run Workplace Services Express, the Directory
Server present on the iSeries server is not the only option. You can also integrate Workplace
Services Express with a Domino Directory. You can also do this from the iSeries Create
Workplace wizard. For more information about the supported LDAP directories, see 2.5,
“Supported LDAP directories” on page 30.

1.4 Comparison of Workplace Collaboration Services and
Workplace Services Express

IBM Workplace Collaboration Services is an innovative product from the IBM Workplace
family of products that helps transform the way people work. Workplace Collaboration
Services is a completely integrated collaborative environment that includes a wide range of
capabilities. These capabilities include e-mail, calendaring and scheduling, online awareness,
instant messaging, learning, team spaces, Web conferencing, and document and Web
content management. With Workplace Collaboration Services, organizations can deploy a
single collaboration solution for the enterprise right out of the box. They have the flexibility to
deploy one, two, or more capabilities in any combination, all running within a single, fully
integrated IBM Workplace collaboration environment.

The functions present in Workplace Services Express are a subset of those functions present
in Workplace Collaboration Services. One important difference is that Workplace Services
Express includes a WebSphere Portal license, which entitles you to unlimited portal use.
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Table 1-2 compares the functions that are available on Workplace Services Express and
Workplace Collaboration Services.

Table 1-2 Comparison of Workplace Collaboration Services and Workplace Services Express

Function Workplace Collaboration Services | Workplace Services Express
E-mail and Calendar X X!

Instant Messaging X X

Team Spaces X X

Web Conferencing X

Distance Learning X

Document Management X X

Web Content Management X

Workplace Client Support X

Portal license included X
Licensing method Per processor User or processor

1. This functionality is not available by default, but can be enabled with an existing mail infra-
structure.

For more information about running Workplace Collaboration Services on the iSeries server,
see the IBM Redbook Deploying IBM Workplace Collaboration Services on the IBM @server
iSeries Server, SG24-6640.

1.5 Naming conventions and servers used for this redbook

Throughout this redbook, we provide explanations, details, and window captures of our
implementation of Workplace Services Express on the iSeries server. In this section, we
explain the naming conventions and different servers used to create this redbook.

In our environment, we had two iSeries servers called rchasi2 and rchas55. On these iSeries
servers, we configured several Domino and Workplace Services Express servers. The
Domino servers are called:

» itsodom?70, which is a Domino 7.0 server
» itsodom6, which is a Domino 6.5.3 server
» dom654, which is a Domino 6.5.4 server

For the Workplace Services Express servers, the naming convention was itsowsen, with n
indicating the number of the server, for example itsowsel.

Note: Because of the multiple Domino and Workplace Services Express servers used, you
might see different window captures of different Workplace Services Express servers
through out this redbook.
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Hardware and software
prerequisites

This chapter describes the hardware and software prerequisites for running IBM Workplace
Services Express Version 2.5 on the iSeries server. Before you can install and configure
Workplace Services Express, you must install and configure the necessary hardware and
software requirements. This chapter discusses the following prerequisites to make sure your
iSeries server meets all the Workplace Services Express requirements:

Hardware requirements

Software requirements

Required program temporary fixes (PTFs)

i5/0S configuration and network requirements

Supported Lightweight Directory Access Protocol (LDAP) directories
Supported HTTP servers

Client requirements

vVVvyVvYyVvYVvYYyvYyYy

Tip: For the latest information about these prerequisites, see the Workplace Services
Express Release Notes, which are available on the Lotus Documentation Web site:

http://www.lotus.com/products/product5.nsf/wdocs/productdoc
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2.1 iSeries server hardware requirements

A new IBM @server i5 server must meet the following minimum processor and memory
requirements. For existing systems, contact your IBM representative to determine capacity
requirements for your organization’s deployment.

» (@server i5 model 520 1-way (2400 CPW)
» 4 GB main storage

» 15 GB of disk space for installation of Workplace Services Express and WebSphere
Application Server V5.0.2 Enterprise Enablement

» 4 GB of disk space for each Workplace Services Express server configured

» Additional disk space must be sized based on the Workplace Services Express application
being used. Refer to the Workplace Services Express release notes for the latest
information.

Note: The name @server i5 merely refers to the POWERS5™ line of servers within the
iSeries server family. Also, with OS/400 V5R3, the operating system has been renamed to
i5/0S. Therefore, throughout this redbook, we use the terms OS/400 and i5/0S
interchangeably to refer to 0S/400 V5R3.

2.1.1 IBM eServer Workload Estimator

To size your iSeries server based on your business needs, we recommend that you use the
IBM @server Workload Estimator, which can help you estimate your system correctly. The
Workload Estimator is an interactive Java-based tool for sizing an iSeries server for mixed
workloads. You can access the IBM @server Workload Estimator on the Web at:

http://www-912.ibm.com/wle/EstimatorServiet

For many existing systems, you can import IBM Performance Management (PM/400) data
directly into the Workload Estimator and use it to analyze your company growth and server
needs. The Workload Estimator provides recommendations for estimating an appropriate
configuration for a server running one or more workloads associated with On Demand
Business or collaboration, such as Workplace Services Express.

Important: At the time this redbook was written, Workplace Services Express information
was not yet available in the Workload Estimator. This information will be made available at
some point in the future.

Using the Workload Estimator, you can try different scenarios and print the results for
comparison. The Workload Estimator does not replace the advice given by an IBM
representative or Business Partner who is experienced with Workplace Services Express
requirements. If you are new to or are not familiar with sizing methodologies, we strongly
recommend that you obtain expert assistance before you select a final iSeries server
configuration.

Tip: Before you start using the Workload Estimator for the first time, we recommend that
you carefully read the help documentation. This opens automatically in a separate Web
browser window and is available through the tutorial provided with the Workload Estimator
tool. You can download the tutorials as PDF files.
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The recommendation or Selected System reported by the Workload Estimator includes the
model, processor, interactive feature, CPW capacity, memory, and the number and capacity
of disk storage (direct access storage device (DASD)) necessary to support the set of
workloads defined by the user. When the Workload Estimator provides a sizing
recommendation, it always defaults to recommend the latest technology systems that are
currently available.

Detailed resource requirements for each Workload Estimator recommendation are given.
However, it is important to remember that, as with every performance estimate (whether a
rule of thumb or a sophisticated model), you must always treat it as an estimate and not a
detailed capacity planner. This is particularly true with a robust system such as the iSeries
server that offers so many different capabilities, where each installation has unique
performance characteristics and demands.

The sizing recommendations that are generated by the Workload Estimator are based on
benchmark measurements and performance tests from well-defined repeatable workloads. To
arrive at a recommended system, the Workload Estimator goes through a series of questions
to collect the necessary information to calculate the resource requirements of your solution.

As you become more familiar with the Workload Estimator, you can provide more specific
information for particular workloads, thereby leading to a more accurate estimation. The
Workload Estimator is continually updated to implement the latest versions and releases of
the workloads. New function is added on a regular basis to keep the information and
projections current. Periodically review the following Web site to keep up-to-date with the
most accurate information about Workload Estimator:

http://www-912.1ibm.com/estimator/html/whatsNew.htm]

2.2 i5/0S software requirements

Table 2-1 lists the licensed program software for i5/OS that is required to run Workplace
Services Express. Notice that IBM Workplace Services Express 2.5 for i5/0S requires i5/0S
V5R3 or later. 0S/400 V5R2 is not supported.

Note: The IBM Web Administration for iSeries Create IBM Workplace wizard also verifies
that the required license program software is installed prior to configuring a Workplace
Services Express server. Refer to 4.3.2, “Using the iSeries Create IBM Workplace wizard”
on page 85, for more information. Make sure that you have the latest 5722-DG1 group PTF
installed before you use the iSeries Create IBM Workplace wizard to configure a
Workplace Services Express server.

Table 2-1 i5/0S software requirements for Workplace Services Express Version 2.5

Licensed program product | Option Description
5722S8S1 *BASE 0S/400 V5R3
12 0S/400 - Host Servers
30 0OS/400 - Qshell Interpreter
33 0OS/400 - Portable Application Solution Environment
(PASE)
43 0S/400 - Additional Fonts
5722AC3 *BASE Cryptographic Access Provider 128-bit
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Licensed program product | Option Description
5722DG1 *BASE IBM HTTP Server for iSeries
5722JC1 *BASE IBM Toolbox for Java
5722JV1 *BASE IBM Developer Kit for Java
5 Developer Toolkit 1.3
6 Developer Toolkit 1.4
5722TC1 *BASE TCP/IP Connectivity Utilities for iSeries
5722XH2 2 *BASE iSeries Access For Web 2(optional)
5733WS5 *BASE WebSphere Application Server V5.0
1 WebSphere Application Server V5.0 Client
development and runtime
2 WebSphere Application Server V5.0 Application
server runtime
10 WebSphere Application Server V5.0 Enterprise
Enablement
5799PTL 3 *BASE iSeries Tools for Developers PRPQ (optional)

1. For instructions on how to install WebSphere Application Server V5.0 option 10, Enterprise

Enablement, see the following section.

2. iSeries Access for Web is required only if you want to give users access to existing i5/0S ap-
plications using the iSeries Access portlets. See Chapter 7, “Integrating iSeries Access for Web
portlets” on page 207, for details.

3. iSeries Tools for Developers PRPQ must be installed only if you intend to use virtual network
computing (VNC) for document rendering. See 9.5.4, “X virtual frame buffer verses virtual net-
work computing” on page 299, for more information. To obtain and install 5799-PTL iSeries
Tools for Developers PRPQ, see 2.2.2, “Installing iSeries Tools for Developers PRPQ” on

page 13.

Important: As part of the IBM Workplace Services Express installation, a runtime version
of WebSphere Portal is also installed. WebSphere Portal is not required prior to installing
Workplace Services Express on the iSeries server.

2.2.1 Installing WebSphere Application Server V5.0, Enterprise Enablement

IBM Workplace Services Express requires functionality that is not available with standard

versions of WebSphere Application Server on i5/0S. To add this functionality, you must install

IBM Enterprise Enablement for WebSphere Application Server for iSeries (WebSphere
Application Server V5.0 option 10, Enterprise Enablement).

WebSphere Application Server V5.0 option 10, Enterprise Enablement, is provided as part of

the Workplace Services Express bundle of CDs. Before you install IBM Enterprise

Enablement, you must install:

» Option 1, WebSphere Application Server V5.0 Client development and runtime
» Option 2, WebSphere Application Server V5.0 Application server runtime
» The WebSphere Application Server V5.0 group PTF (SF99287 for i5/0S V5R3)
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To install WebSphere Application Server V5.0 option 10, Enterprise Enablement, from a PC
workstation connected to your iSeries server, perform the following steps:

1.

If your WebSphere Application Server subsystem is running, enter the following End
Subsystem (ENDSBS) CL command on an i5/0S command line to end it:

ENDSBS SBS(QEJBAS5)

Insert the WebSphere Application Server V5.0 Enterprise Enablement CD into your PC
workstation’s CD-ROM drive. The WebSphere Application Server V5.0 Enterprise
Enablement installation program starts automatically.

In the signon window that opens, when prompted, enter your iSeries server name, user ID,
and password. Then click OK.

4. Select the language for the installation and click Next.

5. In the WebSphere Application Server V5.0 Enterprise Enablement Welcome window that

opens, click Next.

Review the license agreement. Select | accept the terms of the licensing agreement
and click Next.

The next window asks which version of WebSphere Application Server V5.0 Enterprise
Enablement you want to install. Select WebSphere Application Server V5.0 Enterprise
Enablement to install the Base Edition. Click Next.

8. View the installation summary information and click Next.

9. When WebSphere Application Server V5.0 Enterprise Enablement finishes installing, in

the confirmation window that opens, indicating a successful installation, click Finish.

2.2.2 Installing iSeries Tools for Developers PRPQ

Important: You must install iSeries Tools for Developers PRPQ only if you intend to use
VNC for document rendering. See 9.5.4, “X virtual frame buffer verses virtual network
computing” on page 299, for more information. Also, you are not required to install iSeries
Tools for Developers PRPQ if the 5722-DG1 PTF S120496 is installed.

To install iSeries Tools for Developers PRPQ:

1.

Download 5799-PTL iSeries Tools for Developers PRPQ from the following IBM Software
Web site:

http://www.software.ibm.com

Click the Trials and betas link in the left navigation column. On the Trials and betas Web
page, in the Search for selection box, type 5799PTL, and click Search.

Follow the installation instructions for 5799-PTL iSeries Tools for Developers PRPQ
provided on the following Web site:

http://www.ibm.com/servers/enable/site/porting/tools/install.html

You can find ordering information for 5799-PTL iSeries Tools for Developers PRPQ on the
Web at:

http://www.ibm.com/servers/enable/site/porting/tools/faqgs.html
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2.2.3 Displaying the installed software on the iSeries server

To determine which software is currently installed on your iSeries server, perform the
following steps:

1. Sign onto your iSeries server.
2. Enter the Display Software Resources (DSPSFWRSC) CL command and press Enter.
3. On the Display Software Resources display (Figure 2-1), verify the software that is

installed.
Display Software Resources
System: RCHAS12
Resource
1D Option Feature Description

5722999  *BASE 5050 Licensed Internal Code

5722SS1  *BASE 5050 Operating System/400

57225S1  *BASE 2924 Operating System/400

57225881 1 5050 0S/400 - Extended Base Support

57225881 1 2924 0S/400 - Extended Base Support

5722SS1 2 5050 0S/400 - Online Information

5722SS1 2 2924 0S/400 - Online Information

5722SS1 3 5050 0S/400 - Extended Base Directory Support
57225881 3 2924 0S/400 - Extended Base Directory Support
57225881 12 5050 0S/400 - Host Servers

5722SS1 12 2924 0S/400 - Host Servers

5722SS1 30 5050 0S/400 - Qshell

5722SS1 30 2924 0S/400 - Qshell

57225S1 31 5050 0S/400 - Domain Name System

More...
Press Enter to continue.

F3=Exit Fl1=Display libraries/releases F12=Cancel
F19=Display trademarks

Figure 2-1 Display Software Resources display
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4. On the same display, press F11 (Display libraries/releases) to view the release level of the
product installed. See Figure 2-2.

Display Software Resources
System: RCHAS12

Resource Feature

1D Option Feature Type Library Release
5722999  *BASE 5050 *CODE  QSYS V5R3M0 LOO
5722SS1  *BASE 5050 *CODE  QSYS V5R3M0 LOO
5722SS1  *BASE 2924 *LNG QSYS V5R3MO LOO
5722881 1 5050 *CODE  QSYS2 V5R3MO
5722SS1 1 2924 *LNG QSYS2 V5R3MO
5722SS1 2 5050 *CODE  QHLPSYS V5R3MO
5722SS1 2 2924 *LNG QHLPSYS V5R3MO
5722SS1 3 5050 *CODE  QSYSDIR V5R3MO
5722881 3 2924 *LNG QSYSDIR V5R3MO
5722S8S1 12 5050 *CODE  QIWS V5R3MO
5722SS1 12 2924 *LNG QIWS V5R3MO
5722SS1 30 5050 *CODE  QSHELL V5R3MO
5722SS1 30 2924 *LNG QSHELL V5R3MO
5722S8S1 31 5050 *CODE  QDNS V5R3MO

More...
Press Enter to continue.

F3=Exit  Fl1=Display descriptions F12=Cancel  F19=Display trademarks

Figure 2-2 Display Software Resources display showing the installed release

You can also use iSeries Navigator to verify the currently installed licensed software on your
system. From iSeries Navigator, click My Connections — servername — Configuration
and Service — Software — Installed Products as shown in Figure 2-3. The panel on the
right shows the currently installed software on your system.

(@) iSeries Navigator
Fle Edit View Help
@
Environment: My Connections [Rchas12: Installed Products
+(@ Management Central (Rchas12) Product Option Release Description
=8 My Connections [#5722999 0000 VSR3MO Licensed Internal Code
= I Rchas12 B 5722ss1 0000 VSR3MO Operating System/400
+-%5 Basic Operations [M5722ss1 0001 VSR3MO 05/400 - Extended Base Support
+ EB Work Management [#l5722ss1 0002 VSR3MO 05/400 - Online Information
- B* Configuration and Service [#5722551 0003 VSR3MO 0S/400 - Extended Base Directory Support
Lﬁ System Values E 5722851 0012 VSR3MO 05/400 - Host Servers
@ Time Management 35?22551 0030 WSR3MO 05/400 - Qshell
55?22551 0031 V5R3MO 0S/400 - Domain Name System
+4fa Hardware (M5722ss1 0033 VSR3MO 05/400 - Portable App Solutions Environment
= [ Software [M5722ss1 0034 VSR3MO Q5400 - Digital Certificate Manager
@ Al Products [M1tmelcf 0000 V4RIMO Tivoli Management Agent
(#) Installed Productsj [#5639c34 0000 VSR3MO WebSphere MQ classes for Java and IJMS - V5.3
) Supported Products [#5639c34 0001 VSR3MO WebSphere M() Classes for Java - samples
+ (% Fixes Inventory [(#5722ac3 0000 VSR3MO Crypto Access Provider 128-bit
% Collection Services [#s5722bz1 0000 VSR1IMD IBM Business Solutions
Logical Partitions (#5722ce3 0000 VSR3MO Client Encryption 128—b¢
+ U Network (#5722dg1  oo00 VSR3MO IBM HTTP Server for iSeries
[#5722dg1  oo01 V5R3MOD Triggered Cache Manager

Figure 2-3 Using iSeries Navigator to display installed licensed software

For more information, refer to the IBM @server iSeries Information Center for Version 5
Release 3 (V5R3) at:

http://publib.boulder.ibm.com/iseries/v5r3/ic2924/index.htm
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2.3 Program temporary fixes

System updates and fixes on the iSeries server are applied through a PTF. The PTFs that are
required to be loaded on the system depend on the version and release of OS/400 that is
used and the software products that are installed on the system. This section covers the
minimum PTFs that are required to perform the configuration steps covered in this redbook.

Note: Always make sure the latest OS/400 Cumulative PTF package is installed on your
iSeries server.

Running IBM Workplace Services Express Version 2.5 on the iSeries server requires both
group PTF packages and individual PTFs. Each group PTF package and individual PTF
includes specific installation instructions. Also, the IBM Web Administration for iSeries Create
IBM Workplace wizard verifies that the required group PTFs and individual PTFs are installed
prior to configuring a Workplace Services Express server.

2.3.1 Group PTFs

You must verify that the required group PTFs are installed on your iSeries server. A group
PTF provides a logical set of PTFs that affect a specific function. It can span across many
products. Typically you install group PTFs after you install the required licensed software
products and before you install any individual PTFs.

Table 2-2 lists the required group PTFs for i5/0S V5R3 that you must apply before you can
install Workplace Services Express Version 2.5 on i5/0S. Verify that your iSeries server has
the latest levels of these group PTFs installed.

Table 2-2 Required i5/0S V5R3 group PTFs for Workplace Services Express Version 2.5

Group PTF Description Minimum level
SF99530 Cumulative PTF package 5102

SF99503 DB2 Universal Database for iSeries 4

SF99287 WebSphere Application Server V5.0 (Base Edition) 7

SF99282 WebSphere Portal Express/Express Plus Service Pack 3

SF99269 Java 5

SF99099 IBM HTTP Server for iSeries 7

SF99288 WebSphere Application Server V5.0 (Network Deployment) | 1

(This is only required if WebSphere Application Server
Network Deployment (5733-WS5 Option 5) is installed.)

SF99173 IBM Business Solutions 1
(This is only required if IBM Business Solutions (5722-BZ1)
is installed.)

SF99295 WebSphere MQ for iSeries Version 5, Release 3 1

(This is only required if WebSphere MQ for iSeries
(5724-B41) is installed.)
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Important: You must apply the WebSphere Portal Express/Express Plus Service Pack
Group PTF (SF99282) after WebSphere Application Server V5.0 Enterprise Enablement
(5733-WS5, option 10) is installed. After installing WebSphere Application Server V5.0
Enterprise Enablement (5733-WS5, option 10), it has been observed that several of the
group PTFs change to an uninstalled status. Installing the WebSphere Portal
Express/Express Plus Service Pack Group PTF (SF99282) changes these group PTFs
back to an installed status.

The WebSphere Portal Express/Express Plus Service Pack group PTF (SF99282) includes
the WebSphere Application Server group PTF. This group PTF also includes several PTFs for
products other than the WebSphere Application Server product.

Refer to the following link regarding Preventive Service Planning (PSP) information for the
WebSphere Portal Express/Express Plus Service Pack Group PTF SF99282:
http://www-912.ibm.com/a_dir/as4ptf.nsf/0/137eb683e8bf962f86256eb1001605ef?0penDocument

Verifying group PTFs
To verify the correct group PTF levels are installed on your system, perform the following
steps:

1. Sign onto your iSeries server.

2. Enter the Work with PTF Groups (WRKPTFGRP) CL command on a command line and press
Enter.

3. In the Work with PTF Groups display (Figure 2-4), which lists the group PTF installed on
your system as well the level, verify that each group PTF shows a status of Installed.

Work with PTF Groups
System: RCHAS12
Type options, press Enter.
4=Delete  5=Display 6=Print 8=Display special handling PTFs
9=Display related PTF groups

Opt PTF Group Level Status
SF99530 5102 Installed
SF99503 4 Installed
SF99287 7 Installed
SF99282 3 Installed
SF99269 5 Installed
SF99099 6 Installed

Bottom
F3=Exit  F6=Print Fl1l=Display descriptions F12=Cancel
F22=Display entire field

Figure 2-4 Work with PTF Groups (WRKPTFGRP) initial display
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4. The initial Work with PTF Groups display provides limited information. For a more
descriptive display of the group PTF information, press F11 (Display descriptions) and you
see the group PTF descriptions like the example in Figure 2-5.

Work with PTF Groups
System: RCHAS12
Type options, press Enter.
4=Delete 5=Display 6=Print 8=Display special handling PTFs
9=Display related PTF groups

Opt PTF Group Text
SF99530 CUMULATIVE PTF PACKAGE (C4272530
SF99503 DB2 UDB FOR ISERIES
SF99287 WEBSPHERE APP SERVER V5.0 (BASE EDITION)
SF99282 WEBSPHERE PORTAL EXPRESS/EXPRESS PLUS SERVICE PACK
SF99269 JAVA
SF99099 IBM HTTP SERVER FOR ISERIES

Bottom
F3=Exit  F6=Print Fl1l=Display status Fl12=Cancel
F22=Display entire field

Figure 2-5 Work with PTF Groups (WRKPTFGRP) display, using F11 to display the descriptions

You can also use iSeries Navigator to verify the installed group PTFs on your system. From
iSeries Navigator, click My Connections — servername — Configuration and Service —
Fixes Inventory — Fix Groups as shown in Figure 2-6.

(D) iSeries Navigator

File Edit View Help

[ Environment: My Connections [ Rchas12: Fix Groups
+-(@; Management Central (Rchas12) # | | Fix Group
=@ My Connections | |& sr0009

- fl Rchas12 & 5sf99173
%5 Basic Operations 599269
+-E8 Work Management @ Sf99272
=B Configuration and Service 599282
[@ system Values %2‘2332;
(O Time Management 599503
+- &8 Hardware 599530
+- [ Software
- (® Fixes Inventory
BAF

@
Figure 2-6 Using iSeries Navigator to display the installed group PTFs

For more information, refer to the following Web sites:

» All group PTFs for the different 0S/400 and i5/0S releases
http://www-912.ibm.com/s_dir/s1ine003.NSF/GroupPTFs?0penView&view=GroupPTFs

» Methods and instructions for ordering group PTFs
http://www.ibm.com/servers/eserver/support/iseries/fixes/orderfix.html

» Fix Central
http://www-912.1ibm.com/eserver/support/fixes/fcgui.jsp
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2.3.2 Required individual i5/0S V5R3 PTFs

Table 2-3 lists the required individual i5/0S V5R3 PTFs for IBM Workplace Services Express
2.5. To review the cover letters for these required PTFs, refer to the following Web site:

http://www-912.ibm.com/a_dir/as4ptf.nsf/asdptfhome

Important: Install the required individual PTFs after you install the required group PTFs
(see 2.3.1, “Group PTFs” on page 16).

The IBM Web Administration for iSeries Create IBM Workplace wizard verifies that the
required group PTFs and individual PTFs are installed prior to configuring a Workplace
Services Express server. Refer to 4.3.2, “Using the iSeries Create IBM Workplace wizard” on
page 85, for details.

Refer to the following Web site for information and instructions on ordering individual PTFs:

http://www.ibm.com/servers/eserver/support/iseries/fixes/orderfix.html

Table 2-3 Required individual i5/0S V5R3 PTFs for Workplace Services Express Version 2.5
Product PTF number

5722-999 MF34851

MF34853

MF34854

MF34855

MF34856

MF34923

5722-SS1 SI14360

SI14668

S114875

SI15032

SI15608

SI15974

SI116692

SI116999

S117063

SI17274

SI17276

SI14360

SI14668

SI14875

S115032

SI7277
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Product PTF number

5722-SS1 (continued) SI117308

SI17314

SI17480

SI17551

SI17684

S116999 (recommended)

S118345
S118367
SI18796
5733-WS5 SI17024
5799-PTL S109622
5772-DG1 SI15323
S118732
5722-AC3 S118370

Important: PTF S117980 (product 5722-DG1) includes the IBM Web Administration for
iSeries Create IBM Workplace wizard. This individual PTF is part of the IBM HTTP Server
for iSeries group PTF, SF99099 level 5.

Verifying individual PTFs
To determine if the required individual PTFs are installed on your iSeries server, perform the
following steps:

1. Sign onto your iSeries server.

2. Enter the following Display Program Temporary Fix (DSPPTF) CL command on an i5/0S
command line and press Enter:

DSPPTF LICPGM(productID)
In this example, for product ID, we type 5722SS1.
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In the Display PTF Status display, you see the PTFs that have been applied for a particular

product. Figure 2-7 shows the PTFs installed for i5/0S V5R3.

Product ID
IPL source

PTF

Opt 1D
TC04272
TC04209
TC04153
TC04118
TC04083
TCP0039
TCP0038
TCP0037
TCP0036

Display PTF Status

Release of base option

Type options, press Enter.
5=Display PTF details

Status

Temporarily applied
Permanently applied
Superseded
Superseded
Superseded
Temporarily applied
Superseded
Superseded
Superseded

6=Print cover letter

5722551

System:

##MACH#B  ##SERV#P

V5R3MO LOO

F3=Exit F1ll=Displayalternateview F17=Positionto F12=Cancel

IPL

8=Display cover letter

Action

None
None
None
None
None
None
None
None
None

RCHAS12

More...

Figure 2-7 Displaying PTF status for i5/0S V5R3 (5722551)

You can also use iSeries Navigator to verify the installed individual PTFs on your system.
From iSeries Navigator, click My Connections — servername — Configuration and

Service — Fixes Inventory — licensed program as shown in Figure 2-8.

() iSeries Navigator

Fie Edit View Help

&) 2 B Last collected:
[ Environment: My Connections [ Rchas12: 5722dal

+(B: Management Central (Rchas12) | |_Fix Status Release Save File Cover Letter | Last Changed

- i@ My Connections @si11074 Superseded v5r3mo No No 9/16/2004 2:18:35

=i Rchas12 @ sil11409 Superseded v5r3mo No No 9/16/2004 2:18:35

%5 Basic Operations B Si11432 Superseded v5r3mo No No 9/16/2004 2:18:35

+-E8 Work Management H5i11453 Superseded v5r3mo No No 9/16/2004 1:50:31

--B* Configuration and Service HSi11518 Superseded v5r3mo No No 9/16/2004 2:18:35

E§ System Values 511727 Installed v5r3mo No No 9/16/2004 2:41:44

(® Time Management 511747 Superseded v5r3mo No No 9/16/2004 2:18:35

®si11839 Superseded v5r3mo No No 9/16/2004 2:18:35

# 4 Hardware @ Si11892 Superseded V5r3mo No No 9/16/2004 2:18:35

+ (% Software @ 5i11901 Superseded v5r3mo No No 9/16/2004 2:18:35

- ¢3 Fixes Inventory 512051 Superseded v5r3mo No No 9/16/2004 1:49:58

& All Fixes 512130 Superseded v5r3mo No No 9/16/2004 1:50:35

& Fix Groups B Si12170 Superseded v5r3mo No No 9/16/2004 2:18:35

# 1tmelcf H5i12289 Superseded v5r3mo No No 9/16/2004 2:18:35

# 5639c34 (H5i12298 Installed permanently v5r3m0 No No 11/3/2004 6:41:38

&, 5722999 ®Si12376 Superseded v5r3mo No No 9/16/2004 2:18:35

(B Si12397 Superseded v5r3mo No No 9/16/2004 2:18:35

@ 5722ac3 @Si12514 Superseded v5r3mo No No 9/16/2004 2:18:35

@ 572221 (@ 5i12583 Superseded v5r3mo No No 9/16/2004 2:18:35

@ 5722ce3 @Si12718 Superseded v5r3mo No No 9/16/2004 1:50:31

: 512730 Superseded v5r3mo No No 9/16/2004 1:49:58

Figure 2-8 Using iSeries Navigator to display installed individual PTFs
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2.4 i5/0S configuration and network requirements

This section explains the i5/0S configuration and network requirements. These include the
installation and configuration user profiles, system values, the HTTP administration server,
and the network requirements.

2.4.1 Installation and configuration user profiles

To install and configure IBM Workplace Services Express for i5/0S, you need the following
user profiles with the specified special authorities:

» A valid user ID and password on the i5/0S server

This user profile must at have least *ALLOBJ, *IOSYSCFG, and *JOBCTL special
authorities to install and configure a Workplace Services Express server on the iSeries
server.

» An existing database user profile with at least *USER authority and a maximum storage
parameter set to “NOMAX on the iSeries server where the DB2 Universal Database to be
used is located

This profile is specified as the database owner in the IBM Web Administration for iSeries
Create Workplace wizard. We recommend that you do not use this user profile for any
other purpose or you could encounter problems. You cannot change the database user
after a Workplace Services Express server is created.

Note: If the user profile you are using to configure a Workplace Services Express
server has *SECADM special authority, you can create the database owner user profile
when using the IBM Web Administration for iSeries Create IBM Workplace wizard.

2.4.2 Verifying the i5/0S time zone

Before you install the IBM Workplace Services Express software, make sure the time zone
system value is set correctly. The i5/0S system value of QTIMZON specifies the time zone
information used to calculate local system time. You can use the Change System Value
(CHGSYSVAL) CL command to set the QTIMZON system value.

Before you change the QTIMZON system value, verify the current time zone setting by using
the following Work with System Values (WRKSYSVAL) CL command:

WRKSYSVAL SYSVAL(QTIMZON)
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If you must change the QTIMZON system value, select it by using option 2 (Change) to
access the Change System Value display (Figure 2-9). Or enter the following CHGSY SVAL
command, which in this example, changes the time zone value to Central Standard Time:

CHGSYSVAL SYSVAL(QTIMZON) VALUE(QNO600CST)

Change System Value

System value . . . . . : QTIMZON
Description . . . . . : Time zone

Type choice, press Enter.

Time zone . . . . .. QN0600CST Name

Associated settings:
Offset . . . . . : -06:00
Full name . . . : Central Standard Time

Abbreviated name :  CST

F3=Exit  F4=Prompt F5=Refresh  F12=Cancel

Figure 2-9 Changing the QTIMZON system value

2.4.3 Verifying that the HTTP Administration server is active

The HTTP Administration server must be active in order to access the IBM Web
Administration for iSeries Create IBM Workplace wizard. Perform the following steps to verify

that the HTTP Administration server is active:
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1. Start the HTTP Administration server on i5/0S using either of the following options:
— Enter the following Start TCP/IP Server (STRTCPSVR) CL command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

— From iSeries Navigator, click My Connections — servername — Network —
Servers — TCP/IP. In the right pane, right-click HTTP Administration and click Start
(Figure 2-10).

() iSeries Navigator
File Edit View Help
2 =2
[ Environment: My Connections [ Rchas12: TCP/IP
+-(@; Management Central (Rchas12) Server Name Status Description
-l My Connections *fa BOOTP/DHCP Relay Agent Stopped Bootp relay agent
=@ Rchas12 HaBOOTP Stopped Bootp
+-%5 Basic Operations “faDDM Started DDM
+-E§ Work Management o DHCP Stopped DHCP
+-B# Configuration and Service %E‘;gw ztggggg EggtED
=L Network -~
) Ha TFTP Stopped Trivial FTP
+ G TP/ Conﬂguratm HINFS Stopped Network file system
+- %% Remote Access Services “HaiSeries NetServer Started iSeries Support for Windows Netwdl
=@ servers FINETD Stopped INETD
#a TCP/IP “#a EDRSQL Stopped Extended Dynamic Remote SQL
B8 iSeries Access HGSNTP Stopped SNTP
[ DNs QoS Stopped Quality of Service
A& User-Defined *fa RADIUS NAS None RADIUS Network Access Server
&, Domino “#a WebFacing Stopped WebFacing server
.17 IP Poicies 73 System Debug Stopped Graphical system debug server
i L ’Q'E_Management Central Started Management Central
— ) ) ) “fo DLFM Stopped Datalinks File Server
+ @ Enterprise Identity Mapping “fa Virtual Private Networking Stopped Virtual private networking
%g Internet *Ha CIMOM Stopped CIMOM
+- () Security *fa ASFTomcat Stopped ASFTomcat server
+-@® Users and Groups *#a Triggered Cache Manager Stopped Triggered cache manager
+-igy Databases ‘M FTP Started FTP
4 o2 Fie Systems HLPD Started LPD
(& Backup taPOP Stopped pPoP
5@ Appication Development “ifa Remote Execution Stopped Remote execution
2 B AFP Manager Ha SMTP Stopped SMTP
Ha TELNET Started TELNET
“TaHTTP Administration Stopped HTTP administration
Start IBM Directory Server for iSeries (LD
Start Instance *
4 Stop Instance  *
il Add a connection I00 Configure subsyste o Configure system as Dire ver
@ Instal additional components Create anew DNS I Server Jobs *fa Administer directory server
@ Configure system a »? Help for related tasks

Figure 2-10 Starting the HTTP Administration server from iSeries Navigator
2. Access IBM Web Administration for iSeries. Point your Web browser to the following URL,
where server-hostname is the fully qualified host name of your iSeries server:
http://server-hostname:2001
In this example, we use:
http://rchasl2.rchland.ibm.com:2001

3. When prompted, enter a valid i5/0S user profile and password with at least *ALLOBJ,
*IOSYSCFG, and *JOBCTL special authorities. Click OK.
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4. In the iSeries Tasks Web page (Figure 2-11), click the IBM Web Administration for
iSeries link.

Note: The options listed on the iSeries Tasks Web page depend on the products that
are installed on your iSeries server.

@ iSeries Tasks - Microsoft Internet Explorer g@
i File Edit View Favorites Tools Help "f
QBack T & \ﬂ \g _;\, /..- ) Search ‘\31'\? Favorites @Media Q-‘\T e .,‘_; 4 | ‘,“,
 Address | & http:f/rchas55.rehland.ibm.com: 2001 e e
¢ Links g‘] IBM Standard Software Installer g‘] itsowse3 g‘] rchas12 admin @ &
-
- - i
iSeries Tasks
{C) IEM Cesporstion 2000 RCHASS5 RCHLANDIBEM.COM

—

IBM Web Administration for iSerie
l: Configure HTTP servers, application serve

d deploy applications

iSeries Navigator URL Advisor
Leam how to add 05/400 administration tasks into your web applications

I

H Digital Certificate Manager

-
” Create, distribute, and manage Digital Certificates
o

IBM Directorv Server for iSeries
h__ Administer the IEM Directory Server

IBM IPP Server for iSeries
Configure the IBM IPP Server

Crvptographic Coprocessor
Confizure the crvptographic coprocessor

( iSeries Web-Based Help Server
> Administer the iSeries Web-based help server

@ http:/frchas55.rchland.ibm. com: 2001/HTTPAdmIn ) Internet

v
s )
f"
/&5
4

Figure 2-11 iSeries Tasks page

2.4.4 Network requirements

The configuration of an IBM Workplace Services Express server on the iSeries server
requires a static TCP/IP address and a fully-qualified host name. This allows the Workplace
Services Express server to use well-known ports on that TCP/IP address for functions such
as instant messaging.

You also need a static TCP/IP address for the external HTTP server, which might or might not
be on the same system as the Workplace Services Express server. The IBM Web
Administration Create IBM Workplace wizard allows you to create a local external HTTP
server on the same TCP/IP address on the same iSeries server on which the Workplace
Services Express server is being created.

Before you start the configuration of a Workplace Services Express server, determine the
dedicated static TCP/IP address and the fully qualified host name to use.
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Determining the availability of a static TCP/IP address

A Workplace Services Express server on i5/0S requires the use of a static TCP/IP address.
Perform the following steps to determine an available TCP/IP address:

1. From an i5/0S command line, enter the Configure TCP/IP (CFGTCP) CL command and
press Enter.

2. On the Configure TCP/IP menu, type option 1 (Work with TCP/IP interfaces), and press
Enter.

3. On the Work with TCP/IP Interfaces display (Figure 2-12), all the currently configured
TCP/IP addresses on the iSeries server are displayed. From here, you have the options to
add, change, remove, display, start, or end the TCP/IP interfaces.

Work with TCP/IP Interfaces
System: RCHAS12
Type options, press Enter.
1=Add  2=Change  4=Remove 5=Display 9=Start 10=End

Internet Subnet Line Line
Opt Address Mask Description Type

10.10.10.1 255.255.255.128 ETHLINE *ELAN

10.10.10.2 255.255.255.128 ETHLINE *ELAN

10.10.10.3 255.255.255.128 ETHLINE *ELAN

10.10.10.4 255.255.255.128 ETHLINE *ELAN

127.0.0.1 255.0.0.0 *LOOPBACK *NONE

Bottom

F3=Exit F5=Refresh  F6=Print list Fll=Display interface status
F12=Cancel  F17=Top F18=Bottom

Figure 2-12  Work with TCP/IP Interfaces display

Note: You must have at least one TCP/IP address other than 127.0.0.1 defined on your
system.

You can also use iSeries Navigator to verify whether an available static TCP/IP address is
defined on your system. Using iSeries Navigator, select My Connections — servername —
Network — TCP/IP Configuration — IPv4 — Interfaces as shown in Figure 2-13.

—

(@ iSeries Navigator
[Fle Edit wiew Help

- 2 B

| Environment: My Connections

+ (E Management Central (Rchas12) ~
= m My Connections ]
- | Rchas12
+ %‘j Basic Operations
+-Ef Work Management
+ g Configuration and Service
Metwark
- :@' TCP{IP Configuration

Figure 2-13 Using iSeries Navigator to determine available TCP/IP addresses
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The currently configured TCP/IP addresses on the iSeries server are displayed in the right
pane.

Verifying the fully qualified host name

Each IBM Workplace Services Express server on the iSeries server requires a static TCP/IP
address and a fully-qualified host name. If the host name is listed in the i5/0S host table, it is
required that the fully qualified host name is the first item listed after the IP address.

Along with the i5/0S host table, adding the fully-qualified host name to your Domain Name
System (DNS) server or servers should ensure remote and client name resolution. For client
and server connections, you must have name resolution for the Workplace Services Express
server.

Note: We recommend that you update the i5/0OS local host table with the fully-qualified
host name of the Workplace Services Express server. The name resolution of the
Workplace Services Express server by a DNS server is also a supported configuration.

Perform the following steps to verify whether your system is configured with a fully-qualified
host name:

1. From an i5/0S command line, enter the Configure TCP/IP (CFGTCP) CL command and
press Enter.

2. On the Configure TCP/IP menu that is displayed, type option 12 (Change TCP/IP domain
information), and press Enter.

3. On the Change TCP/IP Domain (CHGTCPDMN) display, verify the fully qualified host
name of your iSeries server. In Figure 2-14, the fully qualified host name in our example is
RCHAS12.RCHLAND. IBM. COM.

Change TCP/IP Domain (CHGTCPDMN)

Type choices, press Enter.

Host name . . . . . . . . . .. 'RCHAS12'
Domain name . . . . . . . . . . '"RCHLAND. IBM.COM'
Domain search list . . . . . . . *DFT
Host name search priority . . .  *LOCAL *REMOTE, *LOCAL, *SAME
Domain name server:
Internet address . . . . . . . '10.10.244.100'

'10.10.244.200'

Bottom
F3=Exit  F4=Prompt F5=Refresh  F10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys

Figure 2-14  Verifying the fully qualified host name of the iSeries server
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Using an available static TCP/IP address and a fully-qualified host name for the Workplace
Services Express server, perform the following steps to update the i5/0S local host table:

1. From an i5/0S command line, enter the Configure TCP/IP (CFGTCP) CL command and
press Enter.

2. On the Configure TCP/IP menu that is displayed, type option 10 (Work with TCP/IP host
table entries), and press Enter.

3. On the Work with TCP/IP Host Table Entries display, type option 1 (Add), and press Enter.

4. On the Add TCP/IP Host Table Entry (ADDTCPHTE) display, add the TCP/IP address with
the fully-qualified host name listed first.

Figure 2-15 shows an example of the host table entries for a Workplace Services Express
server called ITSOWSE1. Notice that the fully qualified host name is added first.

Add TCP/IP Host Table Entry (ADDTCPHTE)

Type choices, press Enter.

Internet address . . . . . . . . > '10.10.10.1

Host names:

Name . . . . . . . . . . . .. > ITSOWSE1.RCHLAND.IBM.COM

Name . . . . . . . o o ... > ITSOWSE1

Text 'description' . . . . . . . 'IBM Workplace Services Express server'

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How to use this display
F24=More keys

Figure 2-15 Adding a TCP/IP host table entry
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5. Confirm that the fully qualified host name resolves to the correct IP address by typing the

following PING CL command from an i5/0S command line:
ping ITSOWSEL.RCHLAND.IBM.COM

Replace ITSOWSE1.RCHLAND.IBM.COM with the fully qualified host name that you

assigned to your Workplace Services Express server. See Figure 2-16.

Command Entry RCHAS12
Request Tevel: 1
Previous commands and messages:
> ping ITSOWSE1.RCHLAND.IBM.COM
Verifying connection to host system ITSOWSE1.RCHLAND.IBM.COM at address
10.10.10.1.

PING reply 1 from 10.10.10.1 took O ms. 256 bytes. TTL 64.

PING reply 2 from 10.10.10.1 took O ms. 256 bytes. TTL 64.

PING reply 3 from 10.10.10.1 took 0 ms. 256 bytes. TTL 64.
PING reply 4 from 10.10.10.1 took O ms. 256 bytes. TTL 64.
PING reply 5 from 10.10.10.1 took O ms. 256 bytes. TTL 64.
Round-trip (in milliseconds) min/avg/max = 0/0/0.
Connection verification statistics: 5 of 5 successful (100 %).

1
1

Bottom
Type command, press Enter.
===>
F3=Exit  F4=Prompt F9=Retrieve F10=Include detailed messages
F11=Display full F12=Cancel F13=Information Assistant F24=More keys

Figure 2-16 Verifying the TCP/IP host table entry

Port assignments

Before you install and configure an IBM Workplace Services Express server on your iSeries
server, it is important to verify that the ports required for the installation and configuration are

available for use.

Table 2-4 lists some of the more common ports used by a Workplace Services Express
server. Make sure that these port numbers are available on the IP address which you

assigned to the Workplace Services Express server. The Workplace Services Express server

binds these ports to the dedicated IP address.

Table 2-4 Ports bound to the specific host name used by a Workplace Services Express server

Port number | Application | Description

conferencing and instant messaging

25 SMTP Simple Mail Transfer Protocol (SMTP), a protocol to send e-mail
between servers

80 HTTP Hypertext Transfer Protocol (HTTP)

5060 SIP Session Initiated Protocol (SIP), a protocol used for Internet

5061 SIP SIP Transport Layer Security (TLS)
8080 SIP HTTP, Server1 application server
8081 SIP HTTP, WebSphere_Portal application server
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A Workplace Services Express server also requires a block of 100 consecutive ports, which
are bound across all IP addresses configured on your iSeries server. The iSeries Create IBM
Workplace wizard automatically determines an available port block when configuring a
Workplace Services Express server.

Port conflicts

Make sure that you do not have port conflicts on the TCP/IP address that you have chosen for
you Workplace Services Express server. This is especially true for the system SMTP server.
If you are not using the i5/0S SMTP server, you can end the server by using the following End
TCP/IP Server (ENDTCPSVR) CL command:

ENDTCPSVR SERVER(*SMTP)

Also, if you are not using the i5/0S SMTP server, do not set it to aufostart when starting
TCP/IP on your iSeries server.

If you are using the i5/0S SMTP server, you can bind it to a specific TCP/IP address by
performing the following steps:

1. Using iSeries Navigator, click My Connections — servername — Network —
Servers — TCP/IP.

2. From the right pane, right-click SMTP and select Properties.

3. From the SMTP Properties window, click the Bindings tab and select a specific TCP/IP
address to bind the system SMTP server to.

2.5 Supported LDAP directories

Workplace Services Express requires the use of an LDAP directory. The following LDAP
directories are supported for use with Workplace Services Express 2.5:

IBM Domino Enterprise Server V6.0.x or V6.5.x

IBM Directory Server V5.1 (which is shipped with IBM i5/0S V5R3)
Microsoft Active Directory 2000

Microsoft Active Directory 2003

Novell eDirectory 8.7.3

Sun™ One Directory Server V5.2 with Fix Pack 3

vVvyvyvyYyvyy

Important: At the time this redbook was written, Workplace Services Express only
supports IBM Domino Enterprise Server V6.0.x or V6.5.x. However, because of the
similarities between Domino Versions 6.5.4 and 7.0, we anticipate that Domino Version 7.0
will be supported in the future. Therefore, we indicate any differences between Domino
V6.5.x and V7.x as applicable throughout this redbook. For a list of the supported Domino
versions, see the Technical specification at a glance Web site at:

http://www.Tlotus.com/products/product5.nsf/wdocs/wsetechspecs

Note: The IBM Web Administration for iSeries Create IBM Workplace wizard verifies
whether a valid LDAP directory server has been specified during the configuration of a
Workplace Services Express server. Refer to 4.3.2, “Using the iSeries Create IBM
Workplace wizard” on page 85, for more information.

For more information about configuring a supported LDAP directory for use with Workplace
Services Express, see Chapter 3, “Preparing the directory server for Workplace Services
Express” on page 35.
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2.6 Supported HTTP servers

A separate, external HTTP server is required for instant messaging and presence awareness.
Workplace Services Express comes with an internal HTTP server provided by WebSphere
Application Server. However using an external HTTP server can improve performance.

Workplace Services Express supports the following local or remote HTTP servers running on
i5/0S:

» IBM HTTP Server for iSeries 2.0.49
» IBM Lotus Domino Server for iSeries Release 5.0.12 or later

Workplace Services Express also supports the following remote HTTP servers running on
other platforms:

HTTP Server (powered by Apache) 1.3.26 and 1.3.28

IBM HTTP Server 1.3.26.1 and 1.3.26.2

IBM HTTP Server 2.0.42.1 and 2.0.42.2

IBM Lotus Domino Enterprise Server (as Web server) 5.0.9a

Microsoft 11S 5.0

Sun ONE™ Web Server (formerly iPlanet™), Enterprise Edition 6.0 with Service Pack 4
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Important: When you use the IBM Web Administration for iSeries Create IBM Workplace
wizard to configure a Workplace Services Express server, it automatically configures a
new IBM HTTP Server (powered by Apache) for iSeries. If you plan to use any other HTTP
server, you must manually configure that HTTP server after you configure the Workplace
Services Express server. For more information, see the Workplace Services Express
Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

2.7 Client requirements

To deploy IBM Workplace Services Express in your client environment, the client software
and operating system must meet several requirements.

The following operating systems are supported for Web browser clients:

Microsoft Windows 2000 Professional with Service Pack 2
» Microsoft Windows XP with Service Pack 1

» Red Hat Enterprise Linux® WS 3.0 with Update 3

» SuSE Linux Desktop 1.0

v

The following Web browsers are supported by the Web browser client:
» Microsoft Internet Explorer 6.0 with Service Pack 1

This browser is supported only on Microsoft Windows 2000 or XP with the Sun Java™
Runtime Environment (JRE) 1.4.2 or with Microsoft Java Virtual Machine (JVM) 1.1
installed.

» Mozilla1.4

This browser is supported on Linux platforms and on Microsoft Windows 2000 or XP with
Sun JRE 1.4.2 installed.

» Mozilla Firefox 1.0

This browser is supported on Linux platforms and on Microsoft Windows 2000 or XP with
Sun JRE 1.4.2 installed.

Chapter 2. Hardware and software prerequisites 31


http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

2.8 Planning for Workplace Services Express

Planning your Workplace Services Express environment is a necessary task. The decisions
made during installation and configuration might be difficult or impossible to change after the
system is in use. In this section, we explain why it is important to understand what is involved
in deploying Workplace Services Express on your iSeries server.

Prior to installing Workplace Services Express, consider the number of people who will use it,
the amount of data you expect to manage, the types of servers you will host, and the
third-party components you plan to use with Workplace Services Express. Answer the
following questions to gain an understanding of what is needed before you begin:

» What are your user requirements for collaborative systems?

Will there be a pilot installation and testing period?

Do you have an LDAP directory in place?

Do you have experience with all the Workplace Services Express components?

Will Workplace Services Express be integrated with other collaborative products, such as
Lotus Domino?

»
»
»
»

Sometimes, answering one question leads to new ones. It is a good practice to go through
these questions and any that might come up, prior to starting the installation of Workplace
Services Express.

To help you size your Workplace Services Express server, answer the following questions:
» How many users do you plan to deploy the system for?

» What are your requirements for team collaboration?

How many team collaboration users will you have?

How many team spaces will exist?

What is the peak number of concurrent team space users that you expect to have?
What is the average size of the data which will be stored in each team space?

» What are your requirements for document management?

— How many document management users will you have?

— What is the peak number of concurrent document management users that you expect
to have?

— What is the average size of document data that you expect to store per user?

2.8.1 Recommended skills

IBM Workplace Services Express is comprised of core IBM software such as:

» WebSphere Application Server
» WebSphere Portal Server
» DB2 Universal Database

For these reasons, we recommend that an organization gather together personnel with
working experience in these areas in order to make the initial installation and configuration of
Workplace Services Express on your iSeries server a success.

LDAP administration

LDAP knowledge is one of the most critical areas of expertise required for a successful
deployment of Workplace Services Express. Your LDAP directory is key to all Workplace
Services Express functionality. If your organization currently has an LDAP directory in place,
you might have to update it so that it can be used with Workplace Services Express. If your
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organization does not currently have an LDAP directory in place, then you need the skills to
design a proper directory that suits the needs of your organization and grow with it.

For more information, see Chapter 3, “Preparing the directory server for Workplace Services
Express” on page 35.

WebSphere administration

WebSphere Application Server is the engine behind Workplace Services Express.
WebSphere Portal Server handles the presentation of Workplace Services Express to the
administrator and the end user. An experienced WebSphere administrator plays a key role in
your deployment process. Most of the problems which you might encounter using Workplace
Services Express can be fixed by reviewing the WebSphere Application Server and
WebSphere Portal Server logs for error information.

Relational database administration

Storage of data is a central part of Workplace Services Express. All data related to a
Workplace Services Express server is stored in DB2 Universal Database for iSeries. You
need a person with medium to high administration skills in this area to manage the databases
and perform daily administrative tasks such as backup and recovery.

Operating system administration

Workplace Services Express requires i5/0S V5R3. An administrator needs an understanding
of i5/0OS to set up and maintain the Workplace Services Express environment. This includes
working with the Qshell Interpreter environment and many of the i5/0S TCP/IP utilities.

Network administration and security

The Workplace Services Express environment depends on network connections. Consult
with an experienced network administrator before you deploy Workplace Services Express to
ensure that server-to-server and client-to-server communications perform optimally. This is
important for efficient communication, but also for secure transmission inside and outside the
organization. You need network skills to configure your DNS server, host names, and TCP/IP
addresses.

2.8.2 Understanding your environment

A full understanding of your organization’s hardware and software topology is essential when
deploying Workplace Services Express. This might require you to bring together those
responsible for each of the technologies that Workplace Services Express relies on. Outline
the goals for your deployment and the impact which they will have on your current
environment. Consider these questions when reviewing the environment:

Will Workplace Services Express replace any existing system?

Is an LDAP directory in place?

Can the current network handle the traffic needs of the server and client systems?
Who has responsibility for each aspect of the environment?

What applications will Workplace Services Express interact with?

vVVYyVYYVYYyYy

Pilot system

After you complete the plan for deployment, we recommend that you implement a pilot
system. The pilot allows administrators to correct any potential problems in the deployment
plan. It is also beneficial to see how end users will interact with the system. A preproduction
pilot makes the move to a production system much smoother.
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Preparing the directory server for
Workplace Services Express

This chapter describes the fundamental role that directory services plays within Workplace
Services Express on iSeries. It discusses the following topics:

» Understanding the importance of your directory server
» Selecting your directory service provider
» Preparing your directory server to configure a Workplace Services Express server

In addition, this chapter provides checklists to help ensure that you have configured your
directory server properly.

Note: Directory servers use the Lightweight Directory Access Protocol (LDAP). In this

chapter, the terms directory server, LDAP server, and LDAP directory are synonymous
and are used interchangeably.

© Copyright IBM Corp. 2006. All rights reserved.
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3.1 The importance of your directory (LDAP) server

Your directory server is the starting point for your Workplace Services Express server. All user
information is stored in the LDAP directory. Everything from authentication, authority, and
data access is determined from the information received from the directory server. If the
information stored in the directory server is invalid, the function of Workplace Services
Express is compromised. Due to the dependence on the LDAP server, configuring your
directory server properly before you configure your first Workplace Services Express server is
important.

In this chapter, we provide in-depth information to help you confirm that your directory
configuration will work with Workplace Services Express, as well as checklists to help you
along the way.

Important: If you do not configure security as part of the configuration process for
Workplace Services Express on iSeries, a self-contained directory service based upon
WebSphere Member Manager is deployed. This is considered to be the internal directory
server. The internal directory server is not designed for use beyond a typical sandbox
implementation consisting of a few users. Those users can be self registered via the Sign
up link on the Workplace Services Express home page. Since the purpose of this redbook
is to configure Workplace Services Express for a production environment, we assume that
you will use an LDAP server for your directory service provider.

3.1.1 LDAP and Workplace Services Express terminology

Before you read this chapter, there are some LDAP terms and concepts used that you should
be familiar with. This section provides a quick reference for you to use as you review your
directory server’s configuration.

» Suffix: The top entry in your LDAP directory information tree

This can also be referred to as the base entry or the root. There can be several suffixes in
an LDAP directory, each representing the top of a separate directory information tree.

» Users container: The container in your LDAP directory where information about
Workplace Services Express users is stored

» Groups container: The container in your LDAP directory where information about
Workplace Services Express groups is stored

Initially only one group is created, the administrative users group with a single member,
which is the Workplace Services Express administrator user. To grant administrative
privileges to other users, add them to the administrative users group.

» LDAP administrator: A user account in your directory server that has read/write authority
to the directory server

Use of this account is needed during the configuration of the Workplace Services Express
server.

» Workplace Services Express administrator: The administrator account that is selected
or created when the Workplace Services Express server is configured

This account is used to configure portlets. It is also used to run scripts to modify the
Workplace Services Express configuration and to access the LDAP server after the initial
configuration of the server.
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3.1.2 Supported LDAP servers

Workplace Services Express on iSeries Version 2.5 supports the following LDAP servers:

IBM Domino Enterprise Server V6.0.x or V6.5.x

IBM Directory Server V5.1 (which is shipped with i5/0S V5R3)
Microsoft Active Directory 2000

Microsoft Active Directory 2003

Novell eDirectory 8.7.3

Sun One Directory Server V5.2 with Fix Pack 3

yVyVYyVvYYvYyYy

Important: At the time this redbook was written, Workplace Services Express supports
only IBM Domino Enterprise Server V6.0.x or V6.5.x. However, because of the similarities
between Domino Versions 6.5.4 and 7.0, we anticipate that Domino Version 7.0 will be
supported in the future. Therefore, we indicate any differences between Domino V6.5.x
and V7.x as applicable throughout this redbook. For a list of the supported Domino
versions, see the Technical specification at a glance Web site at:

http://www.lotus.com/products/product5.nsf/wdocs/wsetechspecs

Refer to the IBM Workplace Services Express Release Notes for more specific version and
service pack details. You can find the release notes and other Workplace Services Express
product documentation on the Web at:

http://www.lotus.com/products/product5.nsf/wdocs/productdoc

3.1.3 iSeries server, the one system solution for Workplace Services Express

The architecture of Workplace Services Express varies based on the platform on which the
solution is deployed. On the iSeries, deploying Workplace Services Express has been
simplified. All of the technologies that are required to run a Workplace Services Express
deployment can run on the same system. Here are a few examples of the technologies that
are supported concurrently on the same iSeries server:

DB2 Universal Database

IBM Directory Server

IBM HTTP Server

Lotus Domino

WebSphere Application Server
WebSphere Portal Server
Workplace Services Express

vyVvyYvyvYyYvYyYYyvyYYy

As you can see from the list, you have a choice of two directory servers when seeking a one
system solution for Workplace Services Express, using either Lotus Domino or IBM Directory
server.

3.1.4 Choosing a directory server

Choosing a directory server is an important decision. If you have an existing LDAP
infrastructure which is supported for use with Workplace Services Express, your decision is
easy. Continue to use your existing directory server.

If you have an existing Domino infrastructure, this chapter helps you to configure your
Domino server to use the LDAP functionality that is part of Domino. If you are using the IBM
Directory Server that is part of the i5/0S operating system, continue to use this with your
Workplace Services Express server. If you do not have an existing LDAP server, you might
use any of the supported servers. Since LDAP is configured for you automatically within
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i5/08S, consider using this as your LDAP server. (Refer to Appendix B, “Setting up IBM
Directory Server for i5/0S” on page 343, for additional information.) If you are planning on
migrating to Domino or want to use the Domino Collaboration portlets with your Workplace
Services Express server, consider configuring a Domino server now and using it as your
directory server.

You can see that a number of options are available to you. To help you understand what you
must do before you can configure your first Workplace Services Express server, refer to
Table 3-1 as a checklist to follow when preparing your directory server.

Table 3-1 Checklist of setup tasks for your directory server

Task to be completed Where you can find help in this chapter

Choose a directory server 3.1.4, “Choosing a directory server” on page 37

Determine read or write access to the 3.2, “Read/write or read-only access to the directory
directory server server” on page 38

Modify the LDAP server configuration
(three choices):

IBM Directory Server 3.3, “Preparing the IBM Directory Server” on page 39
IBM Domino Enterprise server 3.4, “Preparing the Domino server for LDAP” on page 51
Other directory servers Refer to the IBM Redbook /IBM Workplace Services

Express, SG24-6758.

3.2 Read/write or read-only access to the directory server

Before you can run the iSeries Create IBM Workplace wizard, you must determine whether
you will allow read-only or read/write access to your directory server. The following sections
provide a brief explanation about read/write access versus read-only access to help you
make this decision.

3.2.1 Read/Write access

If you do not have an existing LDAP tree, have little LDAP experience, or want the iSeries
Create IBM Workplace wizard to correctly create and configure the objects needed for your
Workplace Services Express server, then consider granting the iSeries Create IBM
Workplace wizard write access to the directory server. In this case the iSeries Create IBM
Workplace wizard can optionally perform the following tasks for you:

» Create a users container.

» Create a groups container.

» Create a Workplace Services Express administrator user under the users container.

» Create a Workplace Services Express administrator group under the groups container.

» Add the Workplace Services Express administrator as a member of your Workplace
Services Express administrator group.

» Grant your Workplace Services Express administrator write access to the LDAP directory.
Workplace Services Express uses the administrator user to permit Workplace Services
Express users to self-register themselves via a Sign up link on the initial Workplace Services

Express home page. Workplace Services Express also uses the administrator user to allow
users to maintain some basic personal information via an Edit my profile link.
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Permitting users to self-register via the Sign up link and maintain some of their attributes via
the Edit my profile link might not be desired. These features can be disabled by customizing
the Workplace Services Express configuration, thereby creating no harm by granting write
access to the LDAP directory at this time. With this customization in place, all user registration
and maintenance are performed by the LDAP administrator. For information about removing
the Sign up and Edit my profile links, refer to 5.10, “Removing the Sign up and Edit my profile
links” on page 156.

Tip: For simplicity, we recommend that you allow the iSeries Create Workplace wizard
read/write access to the LDAP directory and then customize the Workplace Services
Express server to remove the Sign up and Edit my profile links.

3.2.2 Read-only access

Read-only access is better suited for experienced LDAP administrators who require a tightly
managed directory. If this is the case, then it is the LDAP administrator’s responsibility to
mimic the LDAP-related tasks performed by the iSeries Create IBM Workplace wizard. The
iSeries Create IBM Workplace wizard also runs a script to remove the Sign up and Edit my
profile links. The following entries must exist in the directory in order to use read-only access:

» A users container

A groups container

A Workplace Services Express administrator user located in your users container

A Workplace Services Express administrator group located in your groups container

vYvyy

You also must add your Workplace Services Express administrator as a member of your
Workplace Services Express administrator group.

3.3 Preparing the IBM Directory Server

This section explains how to prepare the IBM Directory Server for use by a Workplace
Services Express server.

Note: If you already have i5/0S user profiles that you want Workplace Services Express to
use, you must import the user profiles into the LDAP server.

The process to prepare the IBM Directory Server depends on whether you are already using
the IBM Directory Server and whether you will allow write access to the directory. We

presume that most people have already configured the IBM Directory Server on their system.
However, to make sure that nothing is overlooked, the following steps, which you can use as a
checklist, are required to prepare the IBM Directory Server for Workplace Services Express:

Configure the default LDAP server.

Configure the HTTP Administration server.

Configure the IBM Tivoli® Directory Server Web Administration Tool.

Add the appropriate users to the LDAP server. Optionally import them from an .Idif file.
5. Test the IBM Directory Server.

= =

If you are already using the IBM Directory Server and are going to give the iSeries Create
Workplace wizard write authority to the directory, you can skip this section and go to 3.3.6,
“Testing the IBM Directory Server” on page 50.
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Important: If you implemented IBM Directory Server for i5/0S prior to V5R3, then your
entries are missing the ibm-entryUuid attribute that is required for Workplace Services
Express. If you intend for those users to have access to Workplace Services Express, then
you must add the ibm-entryUuid attribute to those entries manually. See the Workplace
Collaboration Services release notes for step-by-step instructions, which are the same for
Workplace Collaboration Services and Workplace Services Express. You can find the
release notes on the Web at:

http://www-12.1otus.com/1dd/doc/uafiles.nsf/docs/Twp25/$File/releasenotes.pdf

3.3.1 Configuring the default LDAP server

The focus of this redbook is to set up IBM Workplace Services Express. To ensure that your
IBM Directory Server is configured correctly, we provide the information that you need in
Appendix B, “Setting up IBM Directory Server for i5/0S” on page 343.

3.3.2 Configuring the HTTP Administration server

For you to add users to the IBM Directory Server, you can use the HTTP Administration
server interface. To access the HTTP Administration server interface, iSeries Tasks menu,
point your Web browser to:

http://iSeriesHostName.domain:2001

If you cannot access the iSeries Tasks menu, refer to “Configuring the HTTP Administration
server” on page 349 for additional information.

3.3.3 Configuring the Tivoli Directory Server Web Administration Tool

To administrator the IBM Directory Server on iSeries, you can access the Tivoli Directory
Server Web Administration Tool. If you have not configured this tool, refer to “Enabling the
Tivoli Directory Server Web Administration Tool” on page 349.

3.3.4 Adding a Workplace Services Express administrator to the LDAP server

The iSeries Create Workplace wizard can do all the work for you, if you allow it. If you plan to
allow read/write access to the LDAP directory, then you are not required to add the required
Workplace Services Express administrator user and group manually. The wizard does it for
you. In this case, you can skip to 3.3.6, “Testing the IBM Directory Server” on page 50.

If you do not want the exposure of Workplace Services Express having write access to your
LDAP directory, you must manually add the required Workplace Services Express
administrator user and group. You have two options to add the Workplace Services Express
administrator user and group, import an .Idif file or use the Tivoli Directory Server Web
Administration Tool.

The following steps walk you through the process of manually adding the Workplace Services
Express administrator user and group via the Tivoli Directory Server Web Administration Tool.
If you are using an .Idif file to add a user and group to an LDAP directory, refer to 3.3.5,
“Importing an .1dif file to add users and groups to IBM Directory Server” on page 46.
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Tip: By default, the iSeries Create IBM Workplace wizard adds a user named wpsadmin
and a group named wpsadmins to the LDAP directory. In the following steps, we manually
add a user named wpsadmin and a group named wpsadmins. You can change these
names and use any user or group name that you desire.

Using the Tivoli Directory Server Web Administration Tool

Perform the following steps to add a user and group to the IBM Directory Server using the
Tivoli Directory Server Web Administration Tool:

1. Access the Tivoli Directory Server Web Administration Tool:
a. Point your Web browser to your fully qualified iSeries host name on port 2001:
http://iSeriesHostName .domain:2001
In our example, we enter:
http://rchas55.rchland.ibm.com:2001
b. After the iSeries Tasks menu opens, click IBM Directory Server for iSeries.

Note: If the Tivoli Directory Server Web Administration Tool does not load for you,
configure the HTTP Administration server. Refer to “Enabling the Tivoli Directory
Server Web Administration Tool” on page 349.

c. Select the host name of the LDAP server that you are going to administer. In most
cases, this is the same as the host name of your iSeries server.

d. Enter the distinguished name (DN) for the administrator (cn=administrator by default)
and password that is configured in the IBM Directory Server properties. If you do not
know which user and password to provide here, see Appendix B, “Setting up IBM
Directory Server for i5/0S” on page 343, for assistance in modifying the administrator
user name and password.
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2. Manage entries in the Tivoli Directory Server Web Administration Tool:

a. In the left pane, expand Directory management.
b. Click Manage entries.
c. Select the appropriate domain suffix for your system as shown in Figure 3-1.
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Figure 3-1 Tivoli Directory Server Web Administration Tool

3. Create cn=users and cn=groups containers. We start with the users container. To create
the users container, select the suffix where you want to create the container and click Add.

Note: If you already have a cn=users and cn=groups container for this suffix, you can
skip to step 5 on page 44. If you do not see a + sign in the second column for your
suffix, you must complete this step.

Tip: The Add button is located on the far right side of the panel. You might need to scroll
to the right to find this button.
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a. In the Select object class pane (Figure 3-2), for Structural object class, select
container and click Next.

Tivoli. Directory Server Web Administration Tool

O 0 0 rchas55.rchland.ibm.com

» (E3User properties Add an entry
» (E3 5chema management

[3 Introduction

~ & Directory management Select object class

[ Add an entry
[ Manage entries
[3 Find entries
» (Z3 Replication management

Select the type of entry to add by choosing the entry's structural object class.
Click Next to continue.

Structural object class

» (E3Realms and templates BBOPIRStructDef ~
» (ZUsers and groups BBOPIRUnionDef
changelLogEntry
(3 Logout container
corbaContainer b

Figure 3-2 Selecting the object class container

b. In the Select Auxiliary Object Class pane, you are not required to specify an auxiliary
object class for the new container. Click Next.

c. Inthe Enter the attributes pane (Figure 3-3), set the following values:

i. For Object class, keep the setting of container.

ii. Forthe Relative DN field, type cn=users.

iii. Verify that the Parent DN field contains the correct suffix for your host.
iv. Inthe cn field, type users.

d. Click Finish.

Tivoli. Directory Server Web Administration Tool

3 Introduction
» [EUser properties Add an entry
~ 3 5chema management
[3) Add an obiect class Enter the attributes
[3 Manage obiect classes
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[ When you have entered all the required attributes and any of the other attributes click Finig
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[ Manage entries
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Figure 3-3 Modifying the attributes for the cn=users entry
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4. In the Manage Entries pane, click Add to create the groups container.

a. Inthe Select object class pane (Figure 3-2), for Structural object class, select
container and click Next.

b. In the Select Auxiliary Object Class pane, you are not required to specify an auxiliary
object class for the new container. Click Next.

c. Inthe Enter the attributes pane (Figure 3-4), set the following values:

i. For Object class, keep the setting of container.

ii. Inthe Relative DN field, type cn=groups.

iii. Verify that the Parent DN field contains the correct suffix for your host.
iv. In the cn field, type groups.

d. Click Finish.

Tivoli. Directory Server Web Administration Tool

[3 Introduction

» (E3User properties Add an entry
» (£ 5chema management

~ & Directory management Enter the aftributes

[ Add an entry
[ Manage entries

[ Find entries When you have entered all the required attributes and any of the other attributes click Finig
» (Z3 Replication management

Enter the values for the attributes of the new entry. For multiple values click Multiple value

Object class

] Realms and templates -
= container [

» [E3Users and groups
Distinguished name (DN}

[3 Logout

Relative DN Parent DN
[cn=groups dc=rchas55,dc=rchland,dc=ibm,dc=com | [ Browse |

Required attributes CN

Qther attributes |QFOUDS| Multiple values

<

Figure 3-4 Modifying the attributes for the cn=groups entry

5. Create the Workplace Services Express administrator user and the Workplace Services
Express administrator group. To create the Workplace Services Express administrator
user, in the Manage Entries pane, click Add.

a. In the Select object class pane, select the Structural object class of inetOrgPerson
and click Next.

b. Inthe Select Auxiliary Object Class pane, you are not required to specify an auxiliary
object class for the new container. Click Next.

c. Inthe Enter the attributes pane (Figure 3-5), set the following values where wpsadmin
represents your Workplace Services Express administrator:

i. For Object class, keep the setting of inetOrgPerson.

ii. Inthe Relative DN field, type uid=wpsadmin.

iii. Verify that the Parent DN field contains the correct suffix for your users container.
iv. In the cn field, type wpsadmin.

v. In the sn field, type wpsadmin.
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Tivoli

[3 Introduction
» (E3User properties
» (E3 5chema management
~ 33 Directory management

[ Add an entry
[ Manage entries
[3 Find entries

Directory Server Web Administration Tool

0 CD 0 rchas55.rchland.ibm.com

Add an entry

Enter the attributes

Enter the values for the attributes of the new entry. For multiple values click Multiple values nq

When you have entered all the required attributes and any of the other attributes click Finish a

» (Z3Replication management .
Object class
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» (E3Realms and templates

» [E3Users and aroups
Distinguished name (DN)

[3 Logout

Relative DN Parent DN

|uid=wpsadmin

|<:n:users,dc:rch3555_dc:rchland_dczibrr Browse...|

Required attributes CN
e | |wpsadmin Multiple values
sn
|wpsadmin| Multiple values

Figure 3-5 Adding the wpsadmin user to the IBM Directory server

d. Click Other attributes. You must scroll down and specify the following values as shown

in Figure 3-6:

i. Inthe uid field, type the UID of your Workplace Services Express administrator. In

this example, we type wpsadmin.

ii. Inthe userPassword field, type a password.

e. Click Finish to create the Workplace Services Express administrator user.

Tivoli. Directory Server Web Administration Tool

[3 Introduction
b T} e et teletexTerminalldentifier
» (&3 5chema management Multiple values
~ & Directory management telexNumber
[2) Add an entry Multiple values
[ Manage entries ]
[3 Find entries title .
» (Z3 Replication management | Multiple values
» [E)Realms and templates uid
» (E3Users and groups |Wpsadmin Multiple values
[3 Logout userCertificate
Binary data
userPKCS12
| Binary data
userPassword
|cccccccc| Multiple values
userSMIMECertificate
Binary data

Figure 3-6 Setting a password for the wpsadmin user
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6. To create the Workplace Services Express administrator group, in the Manage Entries
pane, click Add.

a. In the Select object class pane, select the Structural object class of
groupOfUniqueNames and click Next.

b. In the Select Auxiliary Object Class pane, you are not required to specify an auxiliary
object class for the new container. Click Next.

c. Inthe Enter the attributes pane (Figure 3-7), set the following values where wpsadmins
represents the name of your Workplace Services Express administrator group:

i. For Object class, keep the setting of groupOfUniqueNames.

ii. For Relative DN field, type cn=wpsadmins.

ii. Verify the Parent DN field contains the correct suffix for your groups container.

iv. Inthe cn field, type wpsadmins.

v. The uniqgueMember field must contain the DN of the Workplace Services Express
administrator. In this example, we type:
cn=wpsadmin,cn=users,dc=rchas55,dc=rchland,dc=1bm,dc=com

d. Click Finish to create the Workplace Services Express administrators group.

Tivoli. Directory Server Web Administration Tool

[3 Introduction
» (E3User properties Add an entry Logfiles H
» (Z3 5chema management

» (33 Directory management Enter the attributes

[ Add an entry
[ Manage entries

[ Find entries When you have entered all the required attributes and any of the other attributes click Finish g
» (Z3Replication management

Enter the values for the atiributes of the new entry. For multiple values click Multiple values ng

Object class

] Realms and templates -
= groupOfUniqueNames |+

» (E3Users and groups
Distinguished name (DN)

[3 Logout

Relative DN Parent DN
|cn:wpsadmins |<:n:groups,dc:rchas55,dc:rchland,dc:ib Browse...|

Required attributes CN
Other attributes wpsadmins Multiple values

uniqueMember

kn:wpsadmin,cn:users,dc:rch Multiple values

Figure 3-7 Adding the wpsadmins group to the IBM Directory server

7. Go to 3.3.6, “Testing the IBM Directory Server” on page 50.

3.3.5 Importing an .Idif file to add users and groups to IBM Directory Server

This section shows you how to modify the IBM Directory server using an .Idif file. The file
used in this example does the following actions:

Adds a users container

Adds a groups container

Adds a user called wpsadmin to the users container

Adds a group called wpsadmins to the groups container

Adds wpsadmin as a member to the wpsadmins group

Gives read, write, search and compare authorities to the wpsadmins group for the users
and groups containers

vVvyvYyvyYYyvyy
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To import the .Idif file into your directory, perform the following steps:

1.

Download the example rchas55.1dif file. Refer to Appendix C, “Additional material” on
page 359, for information about obtaining this file.

Modify the rchas55.1dif file on your PC workstation using Notepad or another PC text
editor of your choice. Change the domain suffix to match the domain suffix in your
environment.

In Example 3-1 you can see the file that we imported to create the users. To use this file
for your directory server, change the domain suffix to match your environment. When you
are finished editing the file, you should have no remaining references to rchas55. You must
also edit the mail attribute for the wpsadmin user. If you do not want wpsadmin to have a

reference to a mail account, remove that line from the .1dif file.

Example 3-1 Imported rchas55.1dif file

version: 1

dn: cn=users,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM

objectClass: top

objectClass: container

ch: users

IBM-ENTRYUUID: 298e6001-4edb-18a5-81e6-0004ac086256

aclpropagate: TRUE

ownerpropagate: TRUE

entryowner: access-id:CN=ADMINISTRATOR

entryowner: group:CN=WPSADMINS,CN=GROUPS,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM
aclentry: group:CN=WPSADMINS,CN=GROUPS,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM:obj
ect:ad:normal:rwsc:sensitive:rwsc:critical:rwsc

aclentry: group:CN=ANYBODY:normal:rsc

aclentry: access-id:CN=THIS:object:d:normal:rwsc:sensitive:rwsc:critical:rwsc

dn: cn=groups,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM

objectClass: top

objectClass: container

cn: groups

IBM-ENTRYUUID: 29d09801-4edb-18a5-81e6-0004ac086256

aclpropagate: TRUE

ownerpropagate: TRUE

entryowner: access-id:CN=ADMINISTRATOR

entryowner: group:CN=WPSADMINS, CN=GROUPS,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM
aclentry: group:CN=WPSADMINS,CN=GROUPS,DC=RCHAS55,DC=RCHLAND,DC=IBM,DC=COM:obj
ect:ad:normal:rwsc:sensitive:rwsc:critical:rwsc

aclentry: group:CN=ANYBODY:normal:rsc

aclentry: access-id:CN=THIS:object:d:normal:rwsc:sensitive:rwsc:critical:rwsc

dn: uid=wpsadmin,cn=users,dc=RCHAS55,dc=RCHLAND,dc=IBM,dc=COM
objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

mail: wpsadmin@ITSOWSE4.RCHLAND.IBM.COM

uid: wpsadmin

userPassword:: eINIQX1bgmHkybk/PwaCJQts+DMbfuaP2A==
sn: wpsadmin

cn: wpsadmin

IBM-ENTRYUUID: 296fb801-4ee5-18a5-81e6-0004ac086256
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dn: cn=wpsadmins,cn=groups,dc=RCHAS55,dc=RCHLAND,dc=IBM,dc=COM

objectClass: top

objectClass: groupOfUniqueNames

cn: wpsadmins

IBM-ENTRYUUID: 2a973001-4ee5-18a5-81e6-0004ac086256
uniqueMember: uid=wpsadmin,cn=users,dc=RCHAS55,dc=RCHLAND,dc=IBM,dc=COM

4. Copy the modified .Idif file from your PC to the iSeries server. You can do this by using
mapped network drive or File Transfer Protocol (FTP).

Open iSeries Navigator.

In the left pane, select Network — Servers — TCP/IP.

7. The directory server must have a status of Stopped in order for you to import the .Idif file.
Right-click IBM Directory Server and click Stop as shown in Figure 3-8.

—

@ iSeries Navigator

Figure 3-8 Stopping the IBM Directory Server via iSeries Navigator
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8. Right-click IBM Directory Server and select Tools — Import File as shown in Figure 3-9.

e
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ﬁ Configure sys e - ? Help for related tasks
Tools 3 Import File
Export File [%
Impaorts LDIF file into directary,

Figure 3-9 Selecting the Import File option for IBM Directory Server

9. In the Import LDIF File window (Figure 3-10), select the file that you copied to the iSeries
server in the previous step. On our test system, we named the file rchas55.1dif and
placed the file in the root directory. Click OK.

3 Import LDIF File - Rchas55

MEX]

Mame of the LDAP Data Interchange Format (LDIF) file to import into the directany:
|irchassa.idif

[v Replicate imported data

014

Help ‘7‘

Cancel |

Figure 3-10 Selecting the .Idif file to import

10.When the import is completed, you receive a status message indicating that the entries
were added successfully. If you did not have a cn=users or a cn=groups container, then
four entries are added. If you already had a cn=users or a cn=groups container, then only
two entries are successfully added as shown in Figure 3-11. Click OK.

o Display Messages

Errar accurred while imparting LOIF file.
2 items added to directary, 2 items not added.

Job Log

BETE
Copy
[[acile |

Figure 3-11 Displayed messages after importing the .Idif file
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11.You return to main iSeries Navigator window. Right-click IBM Directory Server and select
Start to start the IBM Directory Server.

3.3.6 Testing the IBM Directory Server

Running an 1dapsearch command against the LDAP directory indicates whether you
configured your LDAP server correctly. If you prefer a graphical user interface, third-party
products are available on the Internet for download. In Example 3-2, we run the following
1dapsearch command from a Windows command prompt to verify that the Workplace
Services Express administrator user and Workplace Services Express administrator group
exists in the IBM Directory server:

ldapsearch -h rchas55.rchland.ibm.com -p 389 -D cn=administrator -w password -b
dc=rchas55,dc=rchland,dc=ibm,dc=com cn=wps*

If you manually created the wpsadmin user and wpsadmins group, you should see a minimum
of two entries returned to you as shown in Example 3-2. If you have chosen to use an
alternative administrator user and group, modify the command to search for the appropriate
entries in your directory.

Note: If you did not manually add the wpsadmin user as your Workplace Services Express
administrator and the wpsadmins group as the Workplace Services Express administrator
group, the command returns with no output.

Example 3-2 LDAP search to verify that wpsadmin and wpsadmins are in the LDAP directory

C:\>1dapsearch -h rchas55.rchland.ibm.com -p 389 -D cn=administrator -w password -b
dc=rchas55,dc=rchland,dc=ibm,dc=com cn=wps*

uid=wpsadmin,cn=users,dc=rchas55,dc=rchland,dc=1ibm,dc=com
userpassword=NOT ASCII

uid=wpsadmin

objectclass=inetOrgPerson
objectclass=organizationalPerson

objectclass=person

objectclass=top

sn=wpsadmin

cn=wpsadmin

mail=wpsadmin@ITSOWSEL.RCHLAND.IBM.COM

cn=wpsadmins,cn=groups,dc=rchas55,dc=rchland,dc=ibm,dc=com
objectclass=group0fUniqueNames

objectclass=top

cn=wpsadmins
uniquemember=cn=wpsadmin,cn=users,dc=rchas55,dc=rchland,dc=ibm,dc=com
uniquemember=uid=wpsadmin,cn=users,dc=RCHAS55,dc=RCHLAND,dc=IBM,dc=COM

The IBM Directory Server is now setup, and you are ready to configure your Workplace
Services Express server. For information about configuring a Workplace Services Express
server, refer to Chapter 4, “Installing and configuring Workplace Services Express” on
page 71.
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3.4 Preparing the Domino server for LDAP

This section explains how to prepare a Domino Enterprise server for LDAP for use by a
Workplace Services Express server.

The Domino Directory (names.nsf) is a familiar and easy to manage LDAP directory for most.
If you are currently using Domino in your environment, you might want to leverage it for your
Workplace Services Express implementation.

Unlike the schemas of other LDAP directories supported by Workplace Services Express, the
default schema for the Domino Directory does not provide a unique ID attribute required by
Workplace Services Express. If you are running Domino Version 6.5.3 or earlier, some
modifications to the Domino Directory database design and data are required before it can be
used with Workplace Services Express.

Hotfix for Domino 6.5.3: There is a hotfix for Domino 6.5.3 related to the full text indexer
that impacts LDAP searches. This hotfix is required if using this version of Domino. The
number for this hotfix is SE19246 and the SPR is CSMHB65WPRX. You can obtain the
hotfix only through Lotus support or a Web submitted Problem Management Record
(PMR).

Table 3-2 summarizes the tasks that you must perform on your Domino server prior to
configuring your first Workplace Services Express server.

Table 3-2 Checklist of tasks for preparing a Domino Directory for use as an LDAP server

Task Required or optional
Modifying the Domino Directory Only required for Domino 6.5.3 or earlier versions
Setting up the LDAP and Domino Internet Required for all Domino versions

Inter-ORB Protocol (DIIOP) tasks

Modifying the LDAP configuration Required for all Domino versions
Adding Workplace Services Express Optional; required only if read-only access is given
Administrative accounts to Domino to the iSeries Create Workplace Server wizard

Testing the Domino LDAP server configuration | Required for all Domino versions

Domino Directory changes after upgrade to Required only after upgrading Domino from 6.5.3
version 6.5.4 or higher or earlier to Domino 6.5.4 or later

Important: At the time this redbook was written, Workplace Services Express supports
only IBM Domino Enterprise Server V6.0.x or V6.5.x. However, because of the similarities
between Domino Versions 6.5.4 and 7.0, we anticipate that Domino Version 7.0 will be
supported in the future. Therefore, we indicate any differences between Domino V6.5.x
and V7.x as applicable throughout this redbook. For a list of the supported Domino
versions, see the Technical specification at a glance Web site at:

http://www.lotus.com/products/product5.nsf/wdocs/wsetechspecs
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To use a Domino server as the user repository for Workplace Services Express, you must
have a unique identifier for each user. In Domino Version 6.5.3 and earlier, the LDAP schema
does not have a unique identifier that can be used for Workplace Services Express. The
modifications that we make in this section add a new field to the Person, Group, and
Server/Certifier forms to fulfill the requirements for Workplace Services Express.

Modifications to the Domino Directory design should take place in the template
(pubnames.ntf). However, since the changes that we are making are temporary and should
be removed when you upgrade to Domino 6.5.4 and later, we make our changes directly into
the names.nsf database. If you have questions when working with the Domino Designer®,
you can find help in the Domino Designer Help and Domino Administrator Help databases.

Important: Perform the following steps only if you are running Domino 6.5.3 or earlier.
Also, if your Domino 6.5 LDAP service searches additional Domino directories, you must
make these changes in each additional directory.

Perform the following steps:

1. Using a Domino administrator account, start the Domino Designer client and open the
Domino Directory database (names.nsf).

a. Select File —» Database — Open.
b. Select your Domino server and the Domino Directory database (names.nsf).

2. Make a copy of the names.nsf for backup purposes.
a. Select File —» Database — New Copy.

b. In the Copy Database window, specify the values to choose a destination server and
new files name as shown in Figure 3-12.

c. Click OK.
Copy Database "itso6's Directory” 1K

Title itsob’s Directory Cancel

File name Fﬂames_backup.nsf

IO

Encryption. .. |

~ Create full text index for searching

* Database design and documents ¢ Database design only
v Mccess Control List

Figure 3-12 Creating a backup copy of names.nsf
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3. As shown in Figure 3-13, open the Person form. In the left pane, select Forms, and then in
the right pane, double-click the Person form.

__U itsof’s Directory - Design - ... Xl

Recent Databases 2 x

En Name & Alias & Last Modified & Last Modified By &
=20 itsob's Di CrossCertificate CrossCertificate 08/27/2004 02:05:57 FM  Lotus Notes Template Develc
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I:E Framesets Extended Directory Catalog Aggregation Corfige 08/27/2004 02:05:353 PM  Lotus Notes Template Devele
Group Group 08/27/2004 02:05:25 PM  Lotus Notes Template Develc
seCertificate Location Location 08/27/2004 02:06:00 PM  Lotus Motes Template Develc
cssForm . Person Person 08/27/2004 02:05:34 PM  Lotus Notes Template Develc
Paendedl=cay Catal Policy s PolicyMaster 08/27/2004 02:05:36 PM  Lotus Notes Template Develc
(Eor::zon o Policy Settings"Archive Sel PolicyArchive 08/27/2004 02:05:37 PM  Lotus Notes Template Develc
iews Policy Settings"Desktop Se PolicyDesktop 08/27/2004 02:05:20 PM  Lotus Notes Template Develc

»

\\\\\\\\\9

\\\\\\\\\@

;-'igure 3-13 Opening the Person form

4.

IEM Lotus Domino Designer

N
=]

If you make changes to this Form, they may be lost because the master copy of this Form is in a different Design
Template database; see 'DesignDesign Properties -

Design' and File\Database\Properties - Design' for mare infa,

Cancel

Figure 3-14 Domino Designer warning message

5. Add the DominoUNID field to the Person form:
a. Place your cursor at the bottom of the form. Click the Create menu and select Field as

shown in Figure 3-15.

If you see a warning message like the example in Figure 3-14, click OK to ignore it.
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Figure 3-15 Creating a new field in the Person form
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b. In the Field properties window (Figure 3-16), specify the following values:

i. Inthe Name field, type DominoUNID.
ii. From the Type drop-down list on the left, select Text.
iii. From the Type drop-down list on the right, select Computed when composed.

Feld - o 2 X
el | a |= | e

Mame DominoUNID

Type Text w  Computed when composel +

Alow multiple values

Extemnal data source

+ Notes style Native 05 style
Syle styl styl

Size

Pasttion in tab order 0

Tab Key

Figure 3-16 DominoUNID field properties

c. Click the Hide Paragraph When tab (the sixth tab from the left in the window) and
select all of the Hide paragraph from options as shown in Figure 3-17.

Reld - m?xl
rolFe] = | a |IE | dm |

Hide paragraph from

v Notes R4 Gorlater v Web browsers v il

Hide paragraph when document is

¥ Opened for reading v Opened for editing

Hide paragraph if formula is true Formula Window

Figure 3-17 Hide paragraph from properties of the DominoUNID field

d. Close the DominoUNID Field properties window.
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e. In the DominoUNID (Field) Value pane, in the lower right corner of the window
(Figure 3-18), type the following field value formula:

@If(dominoUNID != ""; dominoUNID; @Text(@DocumentUniquelD))
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# Remove X509 Cert

# Bamine Intemet Ce

# Bxamine Notes Cert
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¥ Import Intemet Certi

# Add Atemate LangL
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¥ Export Intemet Certi
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Figure 3-18 Entering a value for the DominoUNID field

carlLicense T”r departmentMumber T”r employseNumber T”r employeeType T”r initials T|

|r jpegFPhoto T”r labeledURI T”r ] T”r photo T”r reomMNumber #”r UserCertificate T|

[ x500Uniqueldentifier T ][ userSMIMECertificate T | userPkcs12 1) x121address 1

registeredAddress T”r destinationindicator T”r preferredDeliveryMethod T”r telexNumber T|

|r telexTerminalldentifier T”r internationaliSDNNumber T”r seedlso |%‘

f. Select Edit — Copy to copy the field.
g. Save and close the Person form.
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6. Double-click the Group form and follow these steps:

a. Place the cursor at the bottom of the Group form.

b. Select Edit — Paste to paste the DominoUNID field into the form. The DominoUNID
field is now copied into the form as shown in Figure 3-20.

c. Save and close the form.

) Group - Form - IBM Lotus Domino Designer

M=}

File Edit View Create Tools Design Text Help

CHS%E)

ﬁ' | A%} Default Sans Serf -|g

~B I f=-StéaE s HEEE

Coepe

[._U itsof’s Directory - Design -... X [ Group - Form X

Recent Databases

View ¥ E

=X

" ||} itsoB's Directory

@ [E Framessts
B (7] Pages
E] Foms
- CrossCertificate
- cssForm

- Group
- Location

-] Views

--[£] Folders

{3 Shared Code
(3R Shared Resources
-2 Other

- BExtended Directory Catalog

&

ECategDry.

H

ED&scriptiDn.

IE Mail Domain:
Internet Address:

Members:

7 Lotcotosoy
ir ListDescription T ;i
i " MailDomain I
i " IntemnetAddress [‘_—| :E E
i i Members ;7

1 <Computed Value:

and used in most situations.

1 Theycan be used for access control and email
¥ purposes.

. 'Multi-purpoze’ groups are the default group type

Ir DocumentAccess o

i $Group_Main #

DominoUNID

$%Return T

CObjects | Reference

_Gmup (Form) : Window Title

+ m (Globals) Group .
= B Group {Form}
4 Window Title
# HTML Head Co
# HTML Body At
# WebQueryOper
+ WebQuerySave

Run |

I=||

@V2ii{@lsMewDoc; "New Group”; ListName)

=l

Bl

A] 2 - [itsodnmﬁ

A]:|A

Figure 3-19 Copying the DominoUNID into the Group form

7. Double-click the Server\Certifier form and complete the following steps.

a. In the Server\Certifier form, place the cursor at the bottom of the form.

b. Select Edit — Paste to paste the DominoUNID field into the form. The DominoUNID
field is now copied into the form.

c. Save and close the form.

8. We must prevent the design task from removing our design changes. Right-click the
Person form and select Design Properties.
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9. Click the Design tab (the third tab from the left in the window), and select Prohibit design
refresh or replace to modify as shown in Figure 3-20. Close the Design Document
window when finished.

Design Document - mm P
il &=

Inherit from the design template

v iProhibit design refresh or replace to modifyi
Design Propagate this prohibition of design change
Source Do nat show this design element in menus
of Motes R4 or later clients
Hide design element from:
Web browsers
Motes R4.6 or later clients
Mobile clients

Figure 3-20 Prohibiting design refresh or replace to modify

10.Right-click the Group form and select Design Properties.

11.Click the Design tab (the third tab from the left in the window) and select Prohibit design
refresh or replace to modify.

12.Right-click the Server/Certifier form and select Design Properties.

13.Click the Design tab (the third tab from the left in the window) and select Prohibit design
refresh or replace to modify.

By following these steps, you ensure that any new person, group, or certifier is created with a
DominoUNID field. However, this does not modify any existing person, group, or certifier
documents. In the next steps, we create an agent to modify existing documents.

Note: The following steps show how to create a simple formula language agent to populate
the DominoUNID field. However, this agent requires manual intervention to update the
documents. If you are an experienced Domino administrator or designer, you might
optionally use a provided Java agent (ExtldUpdate.java) as shown in “Sample Java agent
to populate DominoUNID field” on page 59 to update the documents.

1. From the Domino Designer client, expand Shared Code in the tree in the left pane and

select Agents.
2. Click the New Agent button.
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3. In the Agent properties window (Figure 3-21), set the Name field to PopulateDominoUNID
and leave the rest of the fields as the default. Close the Agent window when you are
finished.

MName

Comment

Cptions

Runtime

Populate Domino LINID
This agent will populate the DominalUMID fi

+ Shared Private
Store search in search bar menu
Store highlights in document

Run in background client thread

Trigger  + Onevent On schedule
Action menu selection -
Target All selected documents -

Figure 3-21 PopulateDominoUNID agent properties

4. In the center frame, select Action to enter the code. From the right drop-down list in the
PopulateDominoUNID(Agent): Action frame, select Formula, and type the following
formula as shown in Figure 3-22:

FIELD dominoUNID

:= @If(dominoUNID != ""; dominoUNID; @Text(@DocumentUniquelD));

Q IH_L_] itsof'’s Directory - Diesign - .. XI Q Populate Domino UMID - Agent

Objects | Reference

PopulateDominoUNID (Agent) - Action

# Action

= m PopulateCominoUNID | | Run |
<r Document Selectio

[

‘FIELD dominoUNID = @H{dominoUNID I=""; dominoUNID; @Text(@DocumentUniquelD)):;

Figure 3-22 PopulateDominoUNID action formula

5. Save and close the agent.

6. Prevent the design task from modifying or removing the agent from the database.

a. Right-click the PopulateDominoUNID agent and click Properties.
b. In the Properties window, select Prohibit design refresh or replace to modify.

c. Close the Domino Designer client.
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7. Run the agent that you created.
a. From the Lotus Notes client, open the names.nsf (Domino Directory) file.

b. In the Domino Directory, click the People view and select all the people as shown in
Figure 3-23.

c. From the menu, select Actions — PopulateDominoUNID.

Q Welcome __U itsof’s Directory - People X

Domino Directory (@)add Person (F)EditPerson (¢8)Delete Person  (8) Copy to Personal Address Book 23 Send Uparade Notifi
=] ﬁ Feople Mame -~ Telephone  |Company -~ E-Mail
""" &% by Organization v Administrator , Notes Notes Administratoriitsof @ itsob
- @ Alternate Languages v Arthurs , Brendan Brendan Arthurs/itsob @ itsof
: -[47} Certificate Expiration v Greene , Kim Kim Greenelitsob @ itsob
-] Policies v Hoerle , Amy Amy Hoerlelitsob @ itsob
ﬁ%Groups v Kawer , Daniel Daniel Kawer/itsof @ itsof
&= Configuration v Landon , Debra Debra Landon/itzob @& itsob

Figure 3-23 Updating all existing person documents with the DominoUNID field

8. Verify that the agent worked successfully by viewing the document properties for a Person
document. Right-click any Person document and select Document Properties.

9. In the Document window, select the Fields tab (second from the left). Verify that the
DominoUNID field appears in the list with a value as shown in Figure 3-24. Do this for
multiple documents to ensure that the change is made to all the Person documents.

1

1S | =0 |« | & |
ClntMachine 4| Field Name: Domine UNID
Clrt Pitfrm ~ Data Type: Text
Comment Data Length: 32 bytes
CompanyMName Seq Mum: 4
courntry Dup kem ID: 0
Department Field Flags: SUMMARY
department Number
destinationIndicator "BEB1505CD0OD20B40852
DocumentAccess 57096004A31B0"
Domina IMID -

Figure 3-24 Person document properties after running the PopulateDominoUNID agent

10.Use the same process to select all groups and certificates and run the agent against those
documents as well. Note that you can find certificates under the Configuration folder.

Sample Java agent to populate DominoUNID field

Example 3-3 shows a sample Java agent (ExtldUpdate.java) to populate the DominoUNID
field. You can use this agent as an alternative to the agent demonstrated in the previous
steps. Refer to Appendix C, “Additional material” on page 359, for information about obtaining
this Java agent.

Example 3-3 Sample Java agent (ExtldUpdate.java) to populate the DominoUNID field
/ *

* Created on November 15, 2004 This agent needs to be placed in the Domino

* Directory. Running it will populate existing People, Group, and Cert

* documents with a DominoUNID field. This field does not exist in the default
* Domino 6.5.3 or earlier LDAP schema.

*

*/
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package workplace;

import lotus.domino.*;

public class ExtIdUpdate extends AgentBase {

public void NotesMain() {
try {

Session session = getSession();
AgentContext agentContext = session.getAgentContext();
Database dbContext = agentContext.getCurrentDatabase();

//-- Update the documents in the People, Groups, and Certificates views.
View vwPeople = dbContext.getView("People");

updateDocs (vwPeople);

vwPeople.recycle();

View vwGroups = dbContext.getView("Groups");
updateDocs (vwGroups) ;
vwGroups.recycle();

View vwCerts = dbContext.getView("Certificates");
updateDocs (vwCerts) ;
vwCerts.recycle();

} //- end try
catch (NotesException ne) {
System.out.printin("NotesException: " + ne.id + " - " + ne.text);

ne.printStackTrace();
} //- end catch, NotesException.
catch (Exception e) {
System.out.printin("Exception: " + e.getMessage());
e.printStackTrace();
} //- end catch, Exception.
} //- end mehod, NotesMain.

public void updateDocs(View vwUpdate) {
try {

//-- For the given view, loop through its docs and write the DominoUNID field.

Document docUpdate = vwUpdate.getFirstDocument();

Document docNextUpdate = null;

while (docUpdate != null) {
docNextUpdate = vwUpdate.getNextDocument (docUpdate);
docUpdate.replaceltemValue("DominoUNID", docUpdate.getUniversalID());
docUpdate.save(true, false);
docUpdate.recycle();
docUpdate = docNextUpdate;

} //- end while, docUpdate.

} //- end try
catch (NotesException ne) {
System.out.printin("NotesException: " + ne.id + " - " + ne.text);

ne.printStackTrace();
} //- end catch, NotesException.
catch (Exception e) {
System.out.printIn("Exception: " + e.getMessage());
e.printStackTrace();
} //- end catch, Exception.
} //- end method, UpdateDocs
} //- end class,ExtIdUpdate
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3.4.2 Modifying the LDAP configuration

You must also add or edit the Global Configuration document to include the necessary LDAP

attribute types. To add the attribute types, perform the following steps:

1. Open the Domino Administrator client.

2. Click the Configuration tab.

3. In the left frame, click Server — Configurations.
4

. Open the Global Configuration document, or create one if it does not already exist. The

Global Configuration document has a server name of * - [A11 Servers]. To create a new
Global Configuration document, click Add Configuration and select Use these settings

as the default settings for all servers as shown in Figure 3-25.

Configuration Settings

Elasic:s] LDAF‘] RouterJ'SMTF’] MIME ] NOTES.INI Settings | Domino Web Access | IMAP | SNM

Use these settings as the default settings
for all servers:

OR
Group or Server name: * - Default-
Type-ahead: " Enabled 4=
International MIME Settings for this ™ Enabled

document:

IMAP server returns sxact size of message: * Enabled 1 =

POP3 server returns exact size of " Disabled ;=
message:

Extract calendar details: [ Enabled
Smart Upgrade Database link: rJ

Licenze Tracking: J-Disablad_ -
Minimum Client Level: g a

Maximum Client Level: T
Comments:

Figure 3-25 Creating or modifying the Global Configuration document

5. Click the LDAP tab, and click Select Attribute Types.

Note: You do not see the LDAP tab until you select the Use these settings as the

default settings for all servers option.
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6. In the LDAP Attribute Type Selection window (Figure 3-26), in the Object Classes field,
type an asterisk (*) and click Display Attributes.

LDAP Attribute Type Selection X |
Attribute Type Selection for Anonymous LDAP Queries

This tool iz used to select attribute types for which anonymous users can perform queries through
LDAP. Aftribute Types are selected by picking an object class, which in turn dizplays all of the
attribute types for that class (the wildzard clazs (*) dizplays all possible values). Individual attribute:
types can then be selected from the list on the left side of the window and added to the list of
queriable attribute types on the right.

Object Classes
- j Display Attributes | Use Default Values

Selectable Attribute Types Clueriable Attribute Types

domincLocalAdmin s Add »= AltFullName ad
v| DominoUNID altServer

drink Add All == attribute Types

dsACuality authorityRevocationList

DsT << Remove c
ECLUpdFreq cernificateRevocationList
ECLUpdMode << Remove All -

EmployeelD N createTimestamp
employeeNumber [~ Ew creatorsName
£ > crossCertificatePair b

Figure 3-26 Attribute Type Selection for Anonymous LDAP Queries window

7. In the LDAP Type Selection window, select the following attributes and then click Add:

— DominoUNID

— HTTP-HostName
— MailFile

— MailServer

— NetAddresses

— Manager

— supportedExtension
— vendorName

— vendorVersion

Important: The HTTP-HostName, MailFile, MailServer, NetAddresses, and Manager
fields are only required for Workplace Services Express integration with Domino. If you
do not plan to use the Domino Web Access or People Finder portlets, add only the
DominoUNID field. The supportedExtension, vendorName, and vendorVersion
attributes should be listed by default. If they are not listed, you cannot use the iSeries
Create IBM Workplace wizard to configure to the Workplace Services Express server.

8. In the LDAP Type Selection window, click OK to finish adding the attributes.

9. You return to the Configuration Settings document. Select Yes or No based on your
business requirements for the Allow LDAP users write access field. For help on
determining which value to select, refer to 3.2, “Read/write or read-only access to the
directory server” on page 38. Select Yes for Automatically Full Text index Domino
Directory field as shown in Figure 3-27.

Note: An LDAP search without a full text index is a linear search. Create a full text index
to improve LDAP search performance.
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Allow LDAP users write access: ™ Yes
& No

Timeout: rD‘J seconds
Maximum number of entries returned: rD‘J
Minimum characters for wildcard search: 1 a

Allow Alternate Language Information ™ Yes
processing: = No

Rules to follow when this directory is the % Don't modify any
primary directory, and there are multiple £ Modify first match
matches on thell:_||5t|.ngu|5hed name being £ Modify all matches
compared/modified:

Automatically Full Text Index Domino
Directory?

Enforce schema? * Yes
™~ No

Figure 3-27 Additional LDAP settings

10.Save and close the document.

11.From the Domino server console, type the following command to reload the LDAP
schema:

tell ldap reloadschema

Tip: Our testing has shown that reloading the schema is not always sufficient. To be
safe, consider restarting the Domino server prior to configuring your Workplace
Services Express server.

3.4.3 Setting up the LDAP and DIIOP tasks

Both the LDAP and DIIOP tasks must be running under the Domino server for proper
integration with Workplace Services Express. Perform the following steps to make sure these
tasks are configured properly:

1. Open the Domino Directory (names.nsf). Navigate to Configuration — Servers — All
Server Documents, and double-click the server document for your Domino server.

2. Navigate to the Ports — Internet Ports — Directory tab. Then verify that the LDAP port
is enabled as shown in Figure 3-28.

Web] Directory | Mail l DIIOP | Remote Debug Manager]

TCPI/IP port number: 389
TCPIIP port status: rEI"IHblEdJ -
Enforce server access "Ne =]
settings:

Authentication options:

Name & password: "Yes

Anonymous: "Yes 4=
S5L port number: rSSSJ
351 port status: " Disabled 4=
Authentication options:
Client certificate; "Ne =1
MName & password: rNDJﬂ
Anonymous: "Yes 4=

Figure 3-28 Directory (LDAP) settings
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3. Navigate to the Ports — Internet Ports — DIIOP tab and verify that the DIIOP port is
enabled as shown in Figure 3-29.

Web ] Directory l Mail ] DHor l Remote Debug Manager

TCPIP port number: T53148
TCPIIP port status: " Enabled 2=

Enfprce SEerver access "No =1
settings:
Authentication options:
MName & password: rYE:SJ;l
Anonymous: TYes =1
SSL port number: "63143
351 port status: " Disabled =]
Authentication options:
Client certificate: /A
MName & password: J‘Ncu;l
Anonymous: TYes =1

Figure 3-29 DIIOP port settings

4. Click Save and Close to exit the Domino server document.

5. The LDAP and DIIOP tasks should start when the Domino server starts. If you know this is
already happening, you can skip to 3.4.4, “Adding Workplace Services Express
Administrative accounts to Domino” on page 65. Otherwise use the Change Domino
Server (CHGDOMSVR) CL command to modify the server configuration as explained in the
following steps:

a. End the Domino server by entering the following End Domino Server (ENDDOMSVR) CL
command:

ENDDOMSVR DominoServerName
Here DominoServerName represents your Domino server name.

b. Change the Domino server configuration by entering the following Change Domino
Server (CHGDOMSVR) CL command:

CHGDOMSVR DominoServerName
Here DominoServerName represents your Domino server name.

c. Inthe Change Domino Server (CHGDOMSVR) panel (Figure 3-30), modify the Web
browsers and Directory services parameters to include *IIOP and *LDAP respectively
and press Enter.
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Change Domino Server (CHGDOMSVR)
Type choices, press Enter.

Server name . . . . . . . . . . > '"ITSODOM6'

Additional server ID:

ID file's password . . . . . . *NONE
Time zone . . . . . . . . . .. CST *SAME, GMT,EST,CST,MST ...
Daylight savings time . . . . . *YES *SAME, *YES, *NO
Web browsers . . . . . . . . .. *HTTP *SAME, *NONE, *ALL, *IIOP...
*1I0P
Internet mail packages . . . . . *SMTP *SAME, *NONE, *ALL,*IMAP ...
+ for more values
Directory services . . . . . . . *LDAP Character value, *SAME...
Connection services . . . . . . *NONE *SAME, *DECS, *NONE
More...
F3=Exit  F4=Prompt F5=Refresh  F10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys

Figure 3-30 Change Domino Server (CHGDOMSVR) command to add LDAP and DIIOP tasks

d. Start the Domino server by entering the following Start Domino Server (STRDOMSVR) CL
command:

STRDOMSVR DominoServerName
Here DominoServerName represents your Domino server name.

Note: If the LDAP task does not start after you make these changes, make sure that the
line Disab1eLDAPOnAdmin=1 does not exist in the Domino server’s notes.ini file. If you
see this entry, remove it. To view the notes.ini file, use the Work with Domino Servers
(WRKDOMSVR) CL command and type option 13 (Edit Notes.ini) next to your Domino
server.

3.4.4 Adding Workplace Services Express Administrative accounts to Domino

If you plan to give read/write access to Workplace Service Express, be aware that for users to
sign-up or edit their profile, the LDAP administrative account given to the iSeries Create IBM
Workplace wizard must have manager access to the Domino Directory (names.nsf). This user
must also have Create documents and Delete documents authorities selected. And this user
must have the following roles:

vVvyyy

GroupCreator
GroupModifier
UserCreator
UserModifier

To view the authority for a user to your Domino Directory, perform the following steps:

1.
2.

Start the Lotus Notes client.
Open the Domino Directory (names.nsf) for your Domino server.

3. Select File — Database — Access Control to view the Access Control List.
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4. Select the entry for the user that you want to use as the LDAP Administrator in the iSeries
Create IBM Workplace wizard. Figure 3-31 shows the authority that this user must have.

Access Control List to: itso6's Directory rd P4
- 1
_'31 | Basics
% Rals People, Servers, Groups |Sh0w Al ﬂ Usertype |Person -
— Diefault- Access Manager -
Eg Log Anornymous
— =
eg Adinaeny & itsodom6/itsob
—_— & Ldap Administrator/ftso6 v Delete documents
# LocalDomainAdmins I
[ LocalDomainServers o
& Motes Administrator/itsof ~d
]jﬂ CtherDomainServers ¥
wpsadming ~d
=
W Replicate or copy documents
Foles v| [GroupCreator]
v [GroupModifier]
[MetCreator]
[Met Modifier]
Add... Rename... Remove [PolicyCreator]
; [PolicyModifier]
Effective Access... [PolicyReader]
Full name: Ldap Administrator./itso6 [ServerCreatar]
[ServerModifier]
¥ [UserCreator]
An Access Control List (ACL) defines who can view and edit your database. v [UserModifier]
Select a name in the list to see or st the access assigned to the name.
Last change: Notes Administrator on 10/15/2005
According to: itsob OK Cancel |

Figure 3-31 Security required by the iSeries Create IBM Workplace wizard

5. Review the authority and then close the Access Control List window when you are
finished. If the authority matches the example in Figure 3-31, and you are going to give
write access to the iSeries Create IBM Workplace wizard, you can skip the following steps.

If you only give read access to the iSeries Create Workplace wizard, you must create a
Workplace Services Express administrator group and account such as wpsadmin user and a
wpsadmins group. Perform the following steps to create a Workplace Services Express
administrator user and administration group:

1. Open the Domino Administrator client and click the People and Groups tab.
2. Select People and click Add Person.
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3. On the Basics tab (Figure 3-32), specify the values from Table 3-3 in the fields, where

wpsadmin represents your Workplace Services Express administrator.

Table 3-3 Values used to create the wpsadmin Person document

Parameter Value

Last Name wpsadmin

User Name wpsadmin/YourOrganization
wpsadmin

Shortname/UserlD wpsadmin

Internet Address

wpsadmin@yourdomain.com

Internet Password

password of your choice

@ wpsadmin/itso6 - IBM Domino Administrator

File Edit View Create Actions Text Help

ST BT =

Y2

BE) X

G- - R~

'ﬁi}\ itso® Domain .}_lﬁwpsadminfrtsoﬁ b9

@Sa\e&()lu@e @Eﬁminelntﬁmet()erﬁ‘ﬁcate(s) @Eﬁmine Motes Certificate(s) ®Cancel

Person: wpsadmin/itsc6

| Sl 2ACA=E

Basics l Work.l'Homel O‘ther] Miscellaneous | Certificates | Roaming | Administration

First name: - 1 Mail system: rNDt&SJﬂ
Middle name: "y Domain: "
Last name: erSEdIﬂiHJ Mail server: rJﬂ
User name: wpsadmin.-'itsos Mail file: rJ
wpsadmin Forwarding address: rJ
Alternate name: Internet address: " wpsadmin@itsowse1.rchland.ibm.com
d
Short name/UserlD: wpsadmin g !:ormalt preferlnla_ncefor "Keep in senders' format ;=1
Perzonal title: o JE :.:;Dmmg njﬁ_“ :
. - en receiving
Generational qualifier: 3 Q= unencrypted mail, N
Internet password: 3 4 encrypt before storing in caE
Preferred language: g n your mailfile:
-
:] A] [d3 A][ A] [i‘tsodomﬁ A] B

Figure 3-32 Creating the wpsadmin Person document

Click the Save and Close button to exit the Person document.

Select Groups and click Add Group.

On the Basics tab (Figure 3-33), specify the values from Table 3-4, where wpsadmin
represents your Workplace Services Express administrator and wpsadmins represents

your administration group.
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Table 3-4 Values used to create the wpsadmins Group document

Parameter Value

Group Name wpsadmins

Group Type Multi-purpose

Members wpsadmin/YourOrganization

Multi-purpose group

Basicsl Comments l Administration ]

Group name: rw;:u;au:Ir'r|ir'|5J

Group type: rf‘u"luIti-purpm?,EJﬂ
Category: r =

Description: - a

Mail Domain: r

Internet Address: - a

Members: erSEdITTiIT.“itSDBIJLI

Figure 3-33 Creating the wpsadmins Group document

7. Click the Save and Close button to exit the Group document.

3.4.5 Testing the Domino LDAP server configuration

68

Running an 1dapsearch command against the LDAP directory indicates whether you have
configured your LDAP server correctly. If you prefer a graphical user interface, third-party
products are available on the Internet for download.

In the following examples, we run an 1dapsearch command from a Windows command
prompt. In Example 3-4, we verify that the DominoUNID can be returned for a Domino user.
In our example, we created a Domino user named LDAP Administrator. We use the following
1dapsearch command, where itsodomé is the host name of our Domino server:

ldapsearch -h itsodom6 -p 389 "cn=LDAP Administrator"

Example 3-4 Running ldapsearch to return the entry for the LDAP Administrator

C:\Documents and Settings\Administrator>1dapsearch -h itsodomé6 -p 389 "cn=Ldap
Administrator"

CN=Ldap Administrator,0=itso6
objectclass=dominoPerson
objectclass=inetOrgPerson
objectclass=organizationalPerson
objectclass=person
objectclass=top
dominounid=789FFCB95562ACA18625709E005B98AA
givenname=Ldap

sn=Administrator

cn=Ldap Administrator
uid=LAdministrator
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If you do not see the DominoUNID attribute returned, your LDAP server is not ready for use
with Workplace Services Express. Return to 3.4, “Preparing the Domino server for LDAP” on
page 51, for help on configuring your Domino LDAP server.

If you do not allow write access to the Domino LDAP directory, make sure that the wpsadmin
person and wpsadmins group are setup properly as shown in Example 3-5. In our example,
we use the following 1dapsearch command, where itsodomé6 is the name of our Domino
server:

ldapsearch -h itsodom6 -p 389 cn=wps* CN=wpsadmin,0=itsob

Example 3-5 Running Idapsearch to return the entries for wpsadmin and wpsadmins

C:\Documents and Settings\Administrator>1dapsearch -h itsodomé -p 389 cn=wps*
CN=wpsadmin,0=itsob
mail=wpsadmin@itsowsel.rchland.ibm.com
objectclass=dominoPerson
objectclass=inetOrgPerson
objectclass=organizationalPerson
objectclass=person

objectclass=top
dominounid=CB41205ACE9994E0862570970050FFAB
sn=wpsadmin

cn=wpsadmin

uid=wpsadmin

CN=wpsadmins

cn=wpsadmins
mail=wpsadmins@rchland.ibm.com
objectclass=dominoGroup
objectclass=groupOfNames

objectclass=top

member=CN=wpsadmin,0=itsob
dominounid=414035F3AFEA72F786257097005214F0

3.4.6 Domino Directory changes after upgrading to Domino v6.5.4 or higher

The previous sections explain how to modify the Domino Directory to integrate with
Workplace Services Express when running Domino Versions 6.5.3 or earlier. This section
explains the necessary steps to take advantage of the new changes with the LDAP server
that is part of Domino Versions 6.5.4 or later. Perform the following steps:

Important: You must only follow these steps if you modified the design of your Domino
Directory when you were at Domino V6.5.3 or earlier and have now upgraded your server
to Domino V6.5.4 or later.

Open the Domino Directory (names.nsf) in the Domino Designer client.
In the left pane, click Forms and then right-click the Person form.
Select Design properties.

Deselect the Prohibit design refresh or replace to modify option.
Close the Design properties box.

o0~ 0w hd =

Follow the same steps on the Group and Server\Certifier forms. For both forms, deselect
the Prohibit design refresh or replace to modify option.
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7. Select Shared Code — Agents and remove the PopulateDominoUNID agent if it exists
in your database.

8. Select File —» Database — Refresh Design to refresh the design of the Domino Directory
with the latest template.

The changes are now complete, and your Domino Directory should be updated with the latest
design for the version of Domino you are running. All previous modifications made in the
server configuration document are still valid and do not require changing.
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Installing and configuring
Workplace Services Express

This chapter explains how you can download, install, and configure Workplace Services
Express on the iSeries server. First, you learn how to obtain the Workplace Services Express
code and prepare it for installation. Then you see how to install the Workplace Services
Express code. Finally you follow the steps to configure a Workplace Services Express server
using the iSeries Create IBM Workplace wizard.
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4.1 Obtaining and preparing Workplace Services Express code

Depending on your role as an IBM Client or Business Partner, you might acquire the
Workplace Services Express software in different ways:

» On a single DVD or on a number of CD-ROMs
» Online through the IBM PartnerWorld gateway
» Online though the IBM Passport Advantage® Web site

Regardless of the method that you use to access the Workplace Services Express code, the
installation process is the same. The steps to prepare files for installation vary slightly
depending on the method that you use to obtain the software.

4.1.1 Downloading the installation files

72

If you are an IBM Business Partner, you can download Workplace Services Express through
the IBM PartnerWorld gateway using the following steps:

1. Open a Web browser and point to the following Web address:
http://www.ibm.com/partnerworld/
2. Log on to the IBM PartnerWorld gateway using your IBM ID and password.

3. From the Software Downloads page (Figure 4-1), search for Workplace Services Express.
Select the All search option. Then click Search.

' Software Downloads | IR DT |
IBM Software hecess Catalog E = F |

Please select one of the following three options:

1) View Products by Type — Select Product Type —  [v]
2) View Recently Added Products Recent Download
3) Search Product Descriptions workplace services express

Assistance with search options. OExact EAlIl OAny

Please review the Download FAQ before initiating a download.

Figure 4-1 Searching for Workplace Services Express
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4. From the list of results, select IBM Workplace Services Express V2.5 for iSeries
Multilingual eAssembly (Figure 4-2).

' Software Downloads | B AT |
IBM Software becess Catalog E =
Search results for workplace AND services AND express
30 Products:
Multi-File Assemblies Date Posted
IBM Workplace Services Express V2.0 for Linux intel Multilingual eAssembly Feb-18-2005
IBM Workplace Services Express V2.0 for Windows Multilingual eAssembly Feb-18-2005
IBM Workplace Services Express V2.5 for Linux Mulilingual eAssembly Jun-20-2005
IBM Workplace Services Express V2.5 for Windows Mulilingual eAssembly Jun-17-2005
IBM Workplace Services Express V2.5 for iSeries Mulilingual eAssembly Jun-20-2005

Figure 4-2 Selecting IBM Workplace Services Express V2.5 for iSeries Multilingual eAssembly
5. From the next page, download all of the individual components. Save the downloaded files
to a directory named /opt/download on the integrated file system of your iSeries server.

If the /opt/download directory does not exist on the integrated file system of your iSeries
server, create it by performing the following steps:

a. Sign on to your iSeries server.

b. Enter the Start Qshell (STRQSH) CL command and press Enter. You can also use the
Qshell (QSH) command, if you prefer.

c. Create the /opt/download directory by entering the following command:
mkdir -p /opt/download

If you prefer to download the files to your local PC workstation, copy them to the
/opt/download directory on your iSeries after the downloads are complete.

4.1.2 Preparing the installation files

If you download the Workplace Services Express installation files, you must unpack, rename,
and move these files to a particular directory structure in order to successfully install the
Workplace Services Express code. You can do this using one of two methods:

» Using an automatic install preparation script
» Renaming the installation files manually

Using an automatic install preparation script

We created a script called preparelnstall.sh to facilitate the preparation of the downloaded
files for installation. Refer to Appendix C, “Additional material” on page 359, for details about
how to download this script file.

Important: The install preparation script is for Workplace Services Express Version 2.5
only. It does not work with later releases of Workplace Services Express.

Perform the following the steps to use the install preparation script:

1. Download the install preparation script from the location specified in Appendix C,
“Additional material” on page 359. Save it in the same directory on the integrated file
system in which you downloaded the Workplace Services Express files, which is typically
/opt/download.
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2. Sign on to your iSeries server.

Tip: Set your 5250 terminal size to 27 x 132 to ensure that the lines in the following
displays are not truncated or wrapped.

3. Enter the Start Qshell (STRQSH) CL command and press Enter.

4. Change to the directory in which you downloaded the Workplace Services Express files by
entering the following command:

cd /opt/download
5. Run the install preparation script by entering the following command (see Figure 4-3):

preparelnstall.sh

QSH Command Entry
> cd /opt/download
$
===> preparelnstall.sh

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-3 Launching the preparelnstall.sh script

6. The script runs and produces some output, listing the directories that it creates and the
files that it extracts (Figure 4-4). Press the Page Up key to scroll back through the output
and make sure that no errors occurred while preparing the Workplace Services Express
Version 2.5 files.

QSH Command Entry

./LWPArchives/WPS_Archive I50S.tar.gz
pax: 001-2298 For archive file ustar and volume 1, 4 files were processed wit

. /WASPME

./WASPME/pmeinstall.jar

./WASPME/media.inf

./WASPME/instal1400.bat

./WASPME/pmeinstall.exe

./WASPME/install.sh

./WASPME/installresponse.txt

./WASPME/autorun.inf

pax: 001-2298 For archive file ustar and volume 1, 9 files were processed wit
File extraction complete

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-4 Checking the output from the preparelnstall script for errors
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7. After the script has run, enter the following command to verify the files were copied
correctly:

1s /opt/install
You should see a directory structure similar to the example in Figure 4-5.

QSH Command Entry

> 1s /opt/install
LWPArchives WASPME WSEServer

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-5 Contents of the /opt/install directory after the preparelnstall script has run successfully

Renaming the installation files manually

You might decide to install the Workplace Services Express installation files from a directory
other than /opt/install. Or you might have decided to place the downloaded install files in a
directory other than /opt/download. In this case, you must manually unpack, rename, and
copy the Workplace Services Express files from their download location to the install directory
structure.

The downloaded files fall into a number of categories:

WebSphere Application Server archive install files
WebSphere Portal Server archive install files
Workplace Services Express archive install files
Workplace Services Express archive installer

vyvyyy

You must copy the files that belong to the first three categories to a LWPArchives directory
and appropriately rename them. For files that belong to the fourth category, you must extract
them to the parent directory of the LWPArchives directory to allow the archive installer to run.
If we use /opt/install/LWPArchives as the LWPArchives directory, then we must extract the files
from the fourth category to /opt/install.

The following steps show how to unpack, rename, and copy the Workplace Services Express
installation files using the Qshell environment:

1. Sign on to your iSeries server.

2. Enter the Start Qshell (STRQSH) CL command and press Enter.

3. Change to the directory which you downloaded the Workplace Services Express
installation files to by entering the following command in Qshell:

cd /opt/download

If you downloaded the installation files to a directory other than /opt/download, substitute
that directory path in this command.

4. Create an /opt/install directory by entering the following command:
mkdir /opt/install

If this command fails, check whether the /opt/install directory already exists. If it does, use
a different directory to install from, for example /opt/wseinstall.
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Note: In the instructions that follow, which reference /opt/install, replace /opt/install
with the directory that you want to use for storing the Workplace Services Express
installation files.

5. Create the /opt/install/LWPArchives directory by entering the following command:
mkdir /opt/install/LWPArchives

6. Copy the downloaded archive install files to the LWPArchives directory and rename them
for use by the archive installer. For each file listed in Table 4-1, run the following command:

cp original /opt/install/LWPArchives/destination

Replace original with the file to copy, and replace destination with the destination path and
new file name. For example, for the first entry in the table, enter the following command:

cp C84B5ML.tar.gz /opt/install/LWPArchives/LWP_Archive Commonl.tar.gz

Table 4-1 Downloaded install files and their destination file names

Original file name Destination file name

C84B5ML.tar.gz LWP_Archive_Common1.tar.gz
C84B6ML.tar.gz LWP_WAS_Archive_Common1.tar.gz
C84B7ML.tar.gz LWP_WAS_Archive_Common2.tar.gz
C84B8ML.tar.gz LWP_WPS_Archive_Common1.tar.gz
C84B9ML .tar.gz WAS_ Archive_Common1.tar.gz
C84BAML.tar.gz WPS_Archive_Commonf.tar.gz
C84BBML.tar.gz LWP_Upgrade_Archive_Common1.tar.gz

7. Extract files that belong to the Workplace Services Express archive installer to the
/opt/install directory:

a. Change directory to /opt/install by entering the following command:
cd /opt/install
b. Extract the archive installer. For each file in Table 4-2, run the following command:
pax -rv -C 819 -f /opt/download/filename.tar
For example, for C84B3ML.tar, enter:
pax -rv -C 819 -f /opt/download/C84B3ML.tar

Table 4-2 Downloaded Workplace Services Express Version 2.5 archive installer files

File name Description

C84B3ML.tar Server install and migration tools

C84BGML.tar Server archive install for iSeries

C84BHML.tar WebSphere Application Server Enterprise Enablement for iSeries

Preparing the installation files for Workplace Services Express Version 2.5.1

If you downloaded the Workplace Services Express installation files for version 2.5.1, the
procedure for preparing the installation files is slightly different than it is for version 2.5 which
is discussed in the previous section.
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Note: In Workplace Services Express Version 2.5.1, you no longer are required to rename
the files like you had to in version 2.5. This is done automatically for you when you unpack
or extract the installation files.

Perform the following steps for Workplace Services Express, Version 2.5.1:
1. Sign on to your iSeries server.
2. Enter the Start Qshell (STRQSH) CL command and press Enter.

3. Change to the directory to which you downloaded the Workplace Services Express
installation files by entering the following command in Qshell:

cd /opt/download

If you downloaded the installation files to a directory other than /opt/download, substitute
that directory path in this command.

4. Create the /opt/install directory by entering the following command:
mkdir /opt/install

If this command fails, check whether the /opt/install directory already exists. If it does, use
a different directory to install from, for example /opt/wseinstall.

Note: In the instructions that follow, which reference /opt/install, replace /opt/install
with the directory that you want to use for storing the Workplace Services Express
installation files.

5. Create the /opt/install/LWPArchives directory by entering the following command:
mkdir /opt/install/LWPArchives

6. Extract the files that belong to the Workplace Services Express archive installer, to the
/opt/install directory:

a. Change directory to /opt/install by entering the following command:
cd /opt/install
b. Extract the archive installer. For each file in Table 4-3, run the following command:
pax -rv -C 819 -f /opt/download/filename.tar
For example, for C87A0ML.tar, run the following command:
pax -rv -C 819 -f /opt/download/C87A0ML.tar

Table 4-3 Downloaded Workplace Services Express Version 2.5.1 archive installer files

File name Description

C87A0ML.tar IBM Workplace Services Express 2.5.1 Server Install Multilingual

C87A1ML.tar IBM Workplace Services Express 2.5.1 Server Install Archive 1 of 3

C87A2ML.tar IBM Workplace Services Express 2.5.1 Server Install Archive 2 of 3

C87A3ML.tar IBM Workplace Services Express 2.5.1 Server Install Archive 3 of 3

C87AUML.tar | IBM Workplace Services Express 2.5.1 Server Install Archive for iSeries

C87CQML.tar | IBM Workplace Services Express 2.5.1 Server Install Upgrade Archive
Multilingual

C88J1ML.tar IBM Workplace Services Express 2.5.1 WebSphere Application Server
Enterprise Enablement for iSeries
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Two additional files are downloaded with Workplace Services Express Version 2.5.1 for i5/0S:

» CB879ZIE.PDF: IBM Workplace Services Express V2.5.1 Read Me First for Windows,
Linux and iSeries International English

» C88ECML.EXE: IBM Workplace Services Express V2.5.1 WebSphere Application Server
for iSeries V5.0

4.1.3 Copying the installation files from physical media

Note: It is possible to install Workplace Services Express remotely from a Microsoft
Windows PC workstation using a graphical installer. This method takes considerably longer
than the process described here. For more information, refer to the Workplace Services
Express Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

If you received the Workplace Services Express install files on physical media (several
CD-ROM discs or a single DVD), copy them to your iSeries integrated file system before you
start the install process.

If you are copying the files from the optical drive of a local PC workstation, perform the
following steps:

1. Insert the first CD or the DVD into the optical drive of the local PC workstation.

2. Map a network drive to the root share on your iSeries server.

3. Create a directory named /opt/install on the root share’s mapped network drive.

4. Copy the full contents of all the CD-ROMs or the full contents of the DVD to this newly
created directory.

Note: If you don’t have a root share configured on your iSeries server, refer to the IBM

@server iSeries Information Center Version 5 Release 3 (V5R3):

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp

Search for create a file share to access the relevant section.

4.2 Installing the Workplace Services Express server code

There are several ways to install the Workplace Services Express server code. You can install
it locally from your iSeries server or remotely from a PC workstation running Microsoft
Windows. In this redbook, we document the local installation process. For information about
installing Workplace Services Express remotely from a Microsoft Windows PC workstation,
refer the IBM Workplace Services Express Version 2.5.x Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

Navigate to Getting started — Installing on i5/0S — Installing the product on i5/0S.

Tip: Installing Workplace Services Express locally from your iSeries server is much faster
than doing a remote graphical install from a PC workstation.

To install Workplace Services Express from an i5/0S session, perform the following steps:
1. Sign on to your iSeries server.
2. Enter the Start Qshell (STRQSH) CL command and press Enter.
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3. Change to the directory to which you copied the install files by entering the following

command:
cd /opt/install/WSEServer

If you copied the install files to a directory other than /opt/install, substitute that directory
name for /opt/install in this command.

Important: If you downloaded the Workplace Services Express installation files from
the Web, make sure that you have properly prepared the files for installation. Refer to
4.1.2, “Preparing the installation files” on page 73, for details.

. Start the installation process by running the install.sh script, as shown in Figure 4-6.

There might be a brief pause while the installer loads.

QSH Command Entry
> cd /opt/install/WSEServer
$
===> install.sh

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-6 Launching the Workplace Services Express server installation

5. You should see the QSH Command Entry panel like the example in Figure 4-8. Depending
on the height of your terminal, you might not be able to see all of the options presented. To
view the missing options, press the Page Up key to scroll up. This shows a display similar

to the example in Figure 4-7.

QSH Command Entry

IBM Workplace Services Express 2.5
(C) Copyright IBM Corp. 2001 - 2005 Al11 Rights Reserved.

Attaching Java program to /opt/install/WSEServer/dist/wseinstall.jar.

Select a language to be used for this wizard.

- Czech
English
French
- German
- Greek

Gl B W N =
1

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-7 Language selection display (upper half; scroll down to view all options)
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Tip: Depending on the size of your display terminal, some of the installation wizard
displays might be too long to view all at once. If this is the case, use the Page Up key to
scroll back to view the top of the display.

Type a number that corresponds to the language to use in the wizard and press Enter.
Note that the language selected for the wizard does not affect the range of languages
available in the installed product. Then type 0 and press Enter to continue.

QSH Command Entry

6 - Hungarian
7 - Italian
8 - Japanese
9 - Korean
10 - Polish

11 - Portuguese

12 - Portuguese (Brazil)
13 - Russian

14 - Simplified Chinese

Lo W s I e W s W s I e W s W s B e W s W s W |
e e b e e e el e e e e

15 - Spanish
16 - Traditional Chinese
17 - Turkish

To select an item enter its number, or 0 when you are finished: [0]
===> ()

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-8 Language selection display (lower half; scroll up to view all options)

6. A welcome display (Figure 4-9) opens in the language that you selected. Type 1 and press
Enter to continue with the wizard.

QSH Command Entry

Welcome to IBM Workplace Services Express

The installer will install IBM Workplace Services Express on your computer.
Click Next to continue.

Copyright IBM Corp. 2003, 2005; A1l Rights Reserved. US Government Users
Restricted Rights - Use, duplication or disclosure restricted by GSA ADP
Schedule Contract with IBM Corp.

Press 1 for Next, 3 to Cancel or 4 to Redisplay [1]

===> 1

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-9 Workplace Services Express server installation welcome display
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7. The installer checks that your user profile has sufficient authority and that the required
operating system level is met. If an error is displayed, refer to 2.2, “i5/0S software
requirements” on page 11.

8. An introduction to the licensing agreement is displayed (Figure 4-10). Press Enter to view
the full licensing agreement.

QSH Command Entry

Checking for required operating system and software prerequisites. Please wai

Software Licensing Agreement

Press Enter to display the license agreement on your screen. Please
read the agreement carefully before installing the Program. After
reading the agreement, you will be given the opportunity to accept it
or decline it. If you choose to decline the agreement, installation
will not be completed and you will not be able to use the Program.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-10 Software Licensing Agreement

9. Read the licensing agreement. Then type 1 and press Enter to continue.
10.Type 1 again and press Enter to proceed to the next step of the installation.

11.The wizard prompts you for an install location with a default value of
/QIBM/ProdData/Workplace/WSE25 specified, as shown in Figure 4-11. On the iSeries
server, this location cannot be changed. Type 1 and press Enter to continue.

QSH Command Entry
IBM Workplace Services Express is ready to install.
Summary:
Install location: /QIBM/ProdData/Workplace/WSE25
Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]
===> 1

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-11 Install location summary
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12.The installation wizard installs the Workplace Services Express server files. While it
installs the files, it displays a progress bar as shown in Figure 4-12.

Note: The progress bar might not accurately reflect the installation progress. The
installation might be complete even though the progress bar still indicates less than
40%. Check the display for messages to determine when the installation finished.

QSH Command Entry
Summary:
Install location: /QIBM/ProdData/Workplace/WSE25

Press 1 for Next, 2 for Previous, 3 to Cancel or 4 to Redisplay [1]
> 1

Installing IBM Workplace Services Express. Please wait.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-12 Start of the installation process

13.After the server files are installed, the wizard prompts you to configure a Workplace
Services Express server instance as shown in Figure 4-13. Type 1 and press Enter to
continue.

QSH Command Entry

Installing IBM Workplace Services Express. Please wait.

IBM Workplace Services Express has been successfully installed on the system.
Select Next to configure an instance or Cancel to exit.
Press 1 for Next, 3 to Cancel or 4 to Redisplay [1]

===> 1

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-13 Installation process completed successfully
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14.There are two ways in which you can configure a Workplace Services Express server:

— Using the iSeries Create IBM Workplace wizard
— Manually, using the custom configuration option

The iSeries Create IBM Workplace wizard takes all user input and validates it before it
starts the process of creating a new Workplace Services Express server. Unless you have
a specific reason to configure an Workplace Services Express server manually, we
recommend that you use the iSeries Create IBM Workplace wizard method. The steps
involved in creating a new Workplace Services Express server using the iSeries Create
IBM Workplace wizard are documented in 4.3.2, “Using the iSeries Create IBM Workplace
wizard” on page 85.

To use the wizard to configure a Workplace Services Express server, type 0 and press
Enter to continue as shown in Figure 4-14.

QSH Command Entry

[X] 1 - IBM Workplace Services Express setup wizard for i5/0S (recommended):
The IBM Workplace Services Express wizard creates a production ready IBM
Workplace Services Express instance. This wizard will help you create an
IBM HTTP Server, create an IBM Workplace Services Express instance,
create and configure DB2 schemas needed by IBM Workplace Services
Express, and configure LDAP security.

[ 1 2 - Custom configuration:
The custom configuration option for IBM Workplace Services Express
provides a means of creating an IBM Workplace Services Express instance
that will use a Cloudscape database. After the instance is created, use
the database transfer tool to migrate the Cloudscape database to IBM DB2
for i5/0S. Additional configuration is required to set up an external
HTTP server and configure LDAP security for the instance. Refer to the
IBM Workplace Services Express Information Center for more information.

To select an item enter its number, or 0 when you are finished: [0]

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-14 Workplace Services Express server configuration options

In this redbook, we do not document the use of the custom configuration (or manual
configuration) option. If you want to configure a new Workplace Services Express server
using custom configuration, refer to the IBM Workplace Services Express Version 2.5.x
Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
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15.The install wizard shows some information about the iSeries Create Workplace wizard,
including the URL from which the wizard can be accessed (see Figure 4-15). To exit the
server install wizard, type 3 and press Enter. You return to the Qshell prompt.

Tip: Replace localhost with the fully qualified host name of your iSeries server in the
URL to access the iSeries Create Workplace wizard.

QSH Command Entry

Use the link below to launch the IBM Workplace Services Express setup wizard
http://localhost:2001/HTTPAdmin?entry=express.taskCreateWorkplace

Press 3 to Finish or 4 to Redisplay [3]
===> 3

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 4-15 Workplace Services Express setup wizard link

4.3 Configuring a Workplace Services Express server

There are two ways to configure a Workplace Services Express server on the iSeries server:

» Using the iSeries Create IBM Workplace wizard
» Manually, using the custom configuration option

The iSeries Create IBM Workplace wizard validates user input related to the configuration of
a new Workplace Services Express server before it begins the configuration process.

Important: The iSeries Create IBM Workplace wizard can only configure one Workplace
Services Express server at a time. You must wait for the configuration of the previous
server to complete before you start to configure a new Workplace Services Express server.

Custom configuration allows slightly more control over some aspects of the configuration
process. It is a manual process, error-prone, and is not recommended as a means of

configuring Workplace Services Express servers. If you choose the custom configuration
option, refer to the IBM Workplace Services Express Version 2.5.x Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

4.3.1 Network preparation

You need a separate static TCP/IP address and fully qualified host name for each Workplace
Services Express server that you want to configure on your iSeries server. Having this
address and host name allows each Workplace Services Express server to use standard
ports for HTTP and instant messaging communication.

Refer to 2.4, “i5/0S configuration and network requirements” on page 22, for information

about how to configure a separate static TCP/IP address for each Workplace Services
Express server.
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4.3.2 Using the iSeries Create IBM Workplace wizard

A unique feature of Workplace Services Express on iSeries is the Create IBM Workplace
wizard. This feature allows you to create and fully configure new Workplace Services Express
servers through a graphical user interface. After you provide the initial configuration
information, you do not need any further interaction with the wizard until the server is created.
This is in sharp contrast to the manual process of configuring a new Workplace Services
Express server using the custom configuration option.

Specifically, the wizard allows you to configure the following items:

>

>

The product for which you want to create a server

Depending on which IBM Workplace products you have installed, this might include both
Workplace Collaborative Services and Workplace Services Express.

The name of the Workplace Services Express server that you want to create

The optional components of Workplace Services Express that you want to configure

The fully qualified host name to use for the Workplace Services Express server

The port range to use of the Workplace Services Express server

The HTTP server to use when processing Workplace Services Express requests

The collections, libraries, or schema to use for the Workplace Services Express databases

The Lightweight Directory Access Protocol (LDAP) server where information about users
of Workplace Services Express is stored

Single sign-on (SSO) configuration that you want to use with Workplace Services Express

To configure a Workplace Services Express server, perform the following steps:

1.

Make sure that the iSeries HTTP administration server is running. This server provides the
Web-based user interface to the iSeries Create IBM Workplace wizard. Start the iSeries
HTTP administration server by using one of the following options:

— From iSeries Navigator, click Network — Servers — TCP/IP. Right-click the HTTP
Administration in the right pane and click Start.

— From an i5/0S command line, enter the following Start TCP/IP Server (STRTCPSVR)
CL command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

. Open a Web browser and navigate to the IBM Web Administration for iSeries page. In the

URL, replace iSeriesHostName with the fully qualified host name of your iSeries server:
http://iSeriesHostName:2001

Log on to IBM Web Administration for iSeries. The user profile which you use to log on
must have a minimum authority of *ALLOBJ, *IOSYCFG, and *JOBCTL to configure a
Workplace Services Express server.

From the iSeries Tasks page, click IBM Web Administration for iSeries.
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5. In the IBM Web Administration for iSeries page, you can create, configure, and manage
HTTP servers, application servers, and Workplace servers.

To start the process of creating a Workplace Services Express server, under the Setup
tab, click Create IBM Workplace in the left panel or click Create a New IBM Workplace
environment in the main pane. See Figure 4-16.

Important: Do not resize your Web browser window while completing the iSeries
Create IBM Workplace wizard. Doing so restarts the wizard.
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IBM Web Administration for iSeries &P WebSphere
Manage | Advanced | Related Links
¥ Common Tasks and Wizards IBM Web Administration for iSeries
J Create HTTP Server . ) )
2 Create Application Server Getting started - Create and leam about the servers needed fo run your

J Migrate Original to Apache
J Create WebhSphere Portal
J Create IBM '.".forkplacqb

Web content.

4@} Create a New HTTP Server @

' Create a new HTTP Server (powered by Apache) to run your HTTP Web
content. This wizard will create everything you need to get started with
simple Web senving.

’\E? Create a New WebSphere Application Server @
Create a new WebSphere Application Server Instance to run your
dynamic Web applications. Create either a WebSphere Application
Server - Express or WebSphere Application Server (base).

\’B-E' Create a New WebSphere Portal @
Create a new WebSphere Fortal server to run powerful and compelling
business partner, customer, and employee information portals. This
includes configuring an HTTF server, creating a new WehSphere
Application Server, and configuring database and LDAF as necessary.

Create WebSphere Portal Express - One Step
Create a production ready portal server without security in one easy step.

& Create a New IBM Workplace environment @
Create a new IBM Workplace to run your collaborative work environment.
This rich environment helps facilitate communication among team
members, allowing them to work together more efficiently to achieve
their project and business goals. By accessing the same collaborative
portal interface, users can access their applications and shared on-line
work areas and create, edit, and share documents from any computer
with a Web browser.

Figure 4-16 IBM Web Administration for iSeries Setup tab
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6. In the Create IBM Workplace information pane (Figure 4-17), which describes the
technologies used by IBM Workplace, you do not need to interact directly with these while
completing the wizard. However, it is useful to read through this page so that you are
aware of the different layers involved in IBM Workplace. When you are ready, click Next to
continue with the wizard.

@ HTTP Server Administration on RCHASS5 - Microsoft Internet Explorer ; ’ ' - ' ' . ; ; [Z]@]
File Edit View Favorites Tools Help l’,'
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ks @:‘ IBM Standard Software Installer @ itsowse3 @ rchas12 admin
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IBM Web Administration for iSeries
Manage | Advanced | Related Lin

&P WebSphere.

w Common Tasks and Wizards Create IBM Workplace a
J Create HTTP Server

J Create Application Senver

1 Migrate Original to Apache Welcome to the Create [BM Workplace wizard. 1BM Warkplace employs a standard-based platfiorm delivered on top of the WebSphere
J Create WebSphere Portal and J2EE™ infrastructure taking advantage of Portal technology. IBI Workplace offers flexible server-managed client choices to deliver
4 Create IBM Workplace the right capability to different types of users in a secure, dynamic work envirenment. Collaborative capabilities such as exchanging

instant messages with subject matter experts, creating and manaaing shared documents or discussions, holding Web conferences,
and creating new workplace applications, are integrated into 2 single user experience. This wizard will help you create and configure the
following elements that make up the Workplace environment.

&

& IBM Workplace - Deploy and configure the collaborative environment including: Team Spaces, Web Conferencing, Mail,
Calendar, Document library, Gontent authoring and Management

4@} HTTP Server - The HTTP server routes the incoming URL requests to the proper lacations. All dynamic requests will be routed
by the HTTP server to the application server, which will then display the required portlets.

WebSpnereAppMcanon Server - The WebSphere Application Server is the engine that drives the WebSphere Portal and IBM
‘Workplace. This is the Wehb server that provides J2EE services for the Workplace environment.

@WebSphere Portal - WebSphere Poral consists of the middleware and portlets which provide the infrastructure that IBM
Workplace is built upon. A portal is a Web site that provides end users with a single point of access to Web-based resources

Na@t7 Cancel.

:Ej http://rchas55.rchland. ibm, com: 200 1/Mext # Internet

Figure 4-17 Create IBM Workplace pane

7. The wizard prompts you to select which product you want to create a server of
(Figure 4-18). Select IBM Workplace Services Express V2.5 and click Next.

Create IBM Workplace
Select {BM Workplace Version

Selectthe version of IBM Workplace to create:

() IBM Warkplace Collabaration Services v2.5 (BM Workplace Services Express V2.5 offers a simplified collaboration solution for

o ; small and medium businesses by providing select collaborative capabilities such
-\%IEIM Workplace Services Express V2.5 as instant messaging and team spaces.

. Back || Next |

Cancel |

Figure 4-18 Selecting the IBM Workplace product and version to configure
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8. A dependency checker runs at this point. If you are missing any of the required licensed

products or PTFs listed in Chapter 2, “Hardware and software prerequisites” on page 9, an
error message is displayed in the lower right pane, and you are not allowed to continue
with the wizard. If this happens, refer to Chapter 2, “Hardware and software prerequisites”
on page 9, and make sure that all prerequisites are installed.

. In the next pane (Figure 4-19), you can enter a name and description for your Workplace

Services Express server. You can use the default name provided or specify a more
descriptive name. We recommend that you use the short form of the host name that you
have assigned to this Workplace Services Express server. If you have not assigned a host
name to this Workplace Services Express server, refer to 2.4.4, “Network requirements”
on page 25, before continuing.

The name must be unique within all WebSphere Application Server installations on the
system. If you specify a name that is already in use, the wizard shows an error message
and does not allow you to continue until you specify a unique name. After you enter a
unique name, click Next.

Tip: To find useful information about each pane in the iSeries Create Workplace wizard,
click the question mark (?) icon.

Create IBM Workplace Services Express, V2.5

Specify name for server - Step 1 of 13

Specify a unique name for the servers that will make up this Workplace environment. 2

Server name: ITSOWSE1
Server description: |IBM Warkplaite [TSOWSE| created by the Create IBIM V

Back || Next Cancel

Figure 4-19 Specifying a name and description for the Workplace Services Express server
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10.In the next pane (Figure 4-20), you can specify the collaboration components to enable.
An option is available to configure the iSeries Access for Web portlet collection. This
collection is a series of portlets that allow you to access information on your iSeries server
through the Workplace Services Express interface. If you want to administer your iSeries
server through a portlet interface, or run 5250 character-based applications in Workplace
Services Express, select the iSeries Access for Web portlets option. Click Next.

Create IBM Workplace Services Express, V2.5
Enable Workplace Collaboration Components - Step 2 of 13

IBM Workplace consists of a number of components that offers flexible server-managed client choices to deliver the right capability to
different types of users in a secure, dynamic work environment.

Enabled Workplace Collaboration Components: 9
v &4 IBM Workplace Team Collaboration

Team Collaboration lets users paricipate in online meetings, create libraries, and interact with team members through
online chats, threaded discussion forums, and document sharing.
v {_ IBM Workplace Documents

IBM Workplace Documents provides systematic, controlled access to critical documents and provides a fundamental
document management capabhility that is standards-based and has integrated collaborative capabilities.

Additional Portlets to Deploy:
% iSeries Access for Web portlets

These portlets allow you to access information on your i5/08 servers through a Web browser. iSeries Access portlets
include the following: 5250 portlet - run commands and access full-screen 5250 character-based applications; Other

iSeries Access for Web features including: Integrated file system browsing, Printer output, Spooled files, and Database
including dynamic queries and save requests.

Figure 4-20 Enabling iSeries Access for Web portlets
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11.In the next pane (Figure 4-21), specify the host name to use with this Workplace Services
Express server. You should have allocated a unique host name and TCP/IP address to
this Workplace Services Express server before you started the wizard. For details, see
2.4.4, “Network requirements” on page 25.

The Host name drop-down list indicates all host names configured on your iSeries server.
From the Host name drop-down list, select the host name that you allocated to this server.
If the host name is not listed in the list, refer to 2.4.4, “Network requirements” on page 25,
to make sure you configured the TCP/IP settings for this Workplace Services Express
server correctly.

Tip: If you modify the iSeries server host table after starting the wizard, the new entries
will not be available in the wizard. To update the available options, restart the wizard.

Create IBM Workplace Services Express, V2.5
Specify Host Name for Workplace Environment - Step 3 of 13

Each Workplace environment requires an association with a dedicated host name value. It is recommended that TCP/P be configured
such that your host name value is fully qualified and defined in your DNS.

Note: If the desired host name value is not displayed, the hosttable entries or DNS server entries are not correctly configured. See help
text for additional details.

Select the host name for this IBM Workplace: 9

Host name: | Select one iV

Select one
ITSOWSE1.RCHLAND.IBM.COM
ITSOWSEGE.RCHLAND. IBM.COM
RCHASA5 RCHLAND.IBM.COM
ITSOWSES.RCHLAND.IBM.COM
ITSOWCS08 RCHLAND.IBM.COM
ITSOWCS10.RCHLAND.IBM.COM

Back || Next Cancel

Figure 4-21 Specifying the host name for the Workplace Services Express server
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12.After you select the host
Services Express are dis
to another service on the

name, the ports which are required for use by Workplace
played (see Figure 4-22). If any of these ports are already bound
host name that you selected, a warning message is displayed. If

this happens, verify that any services running on these ports on your iSeries server are
bound to a specific host name rather than all host names. Also ensure that no services are
bound to the required ports on the host name that you selected.

To see which ports are currently in use on your iSeries server, use the Work with TCP/IP
Network Status (NETSTAT) command:

a. On an i5/0S comman
NETSTAT

d line, type:

b. In the panel that is displayed, type option 3 (Work with TCP/IP connection status) to
view the ports in use and press Enter.

Note: The NETSTAT command only displays ports that are bound at the time the

command is issued.

If servers are stopped, the ports that they use are not

displayed.

Verify that no errors are displayed in the lower pane and click Next.

Each Waorkplace environment requires an association with a dedicated host name value. Itis recommended &
that TCF/IP be configured such that your host name value is fully qualified and defined in your DMS.
Note: If the desired host name value is not displayed, the host table entries or DNS server entries are not
correctly configured. See help text for additional details.
Selectthe host name for this IBM Workplace:
Host name: (ITSOWSE1 RCHLAND IBM.COM i+
The following ports will be bound to the selected host name:
Activate i Unsecured and Secure i i
4 Service name Service description
service Port value
Session Initiated
Protocol - a protocol
v = 5060-TCP used for Internet
conferencing and instant
messaging.
Simple Mail Transfer
v SMTP 95 - TCP Protocol - a protoc_ol
used to send e-mail
between semvers.
“
Back || Next Cancel

Figure 4-22 Ports required by Workplace Services Express
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13.Workplace Services Express requires a block of 100 consecutive ports to be assigned to
each server. These ports are used by the internal Workplace Services Express servers to
provide various services. The ports in this block are bound across all IP addresses
configured on your iSeries server. Therefore, they must be unique across all configured IP

addresses, not only on the TCP/IP address assigned to your Workplace Services Express
server.

The iSeries Create IBM Workplace wizard suggests a default value (Figure 4-23). Unless
you have a specific reason to do otherwise, use this default. If you enter a value other than
the default, the wizard checks that all ports in the range are free. If any are not, an error
message is displayed and you will be unable to continue until you specify an available
range. Click Next to continue.

Create IBM Workplace Services Express, V2.5
Specify Internal Ports Used by the Application Sernver - Step 4 of 13

The Workplace environment is made up of several servers within the WebSphere Application Server instance. These servers use many
internal services such as internal HTTP transport service, Simple Object Access Protocol (SOAP) service, name service, and several
other services to perform processing. In order for these services to be configured, you must provide a block of 100 consecutive ports
that are currently not in use on your system. Specify the first TCP port numberin the range and the wizard will assign the ports that are to

he used by each internal service. For example, if 10600 is entered as the first portin the range, then ports 10600 to 10699 will be
configured.

First portin range: | 10600 (2]

‘Back | Next| | cancel|

Figure 4-23 Specifying the port range used by the Workplace Services Express server
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14.Workplace Services Express uses an HTTP server to receive user requests. The HTTP
server forwards relevant requests to the application server for processing. By default, the
name of the HTTP server is the same as the name of your new Workplace Services
Express server (Figure 4-24). You can specify a different value, but it must be unique. You
cannot use an existing HTTP server with Workplace Services Express.

You must also specify the TCP/IP address and port to which the HTTP server will be
bound. Port 80 is used by default. You might specify an alternative port. If you do so, users
must include the port number in the URL that they use to access the Workplace Services
Express server.

After you enter the required information, click Next to continue.

Create IBM Workplace Services Express, V2.5 ik
Create a new HT TP server (powered by Apache) - Step 5 of 13

The application server requires an association with a HTTP server. Anew HTTP server (powered by Apache) will be created and
configured to route the incoming URL requests to this application server.

HTTF server name: ITSOWSE1

HTTF server description: | HTTP server created by the Create IBM Workpl

Your HTTF server will listen for requests on a the IP address specified for the Workplace environment.

Onwhich IP address and TCP port would you like your HTTP server to listen?

IP address/Hostname: | 9.5.92 45/TSOWSE1.RCHLAND IBM.COM |+
Part: 80|

Note: Most browsers make reauests to port 80 by default. M
Back || Next Cancel

Figure 4-24 Creating a new HTTP server

15.Workplace Services Express uses a number of databases to store information. To create
the databases associated with a Workplace Services Express server, a user ID must be
associated with the databases as the owner. This must be an i5/0S user profile. As
explained in greater detail in this step, you can:

— Use an existing user ID.

If you decide to use an existing user ID, make sure the user profile has a minimum
class of "USER and maximum allowed storage of “NOMAX. These values ensure that
the size to which the databases can grow is not limited by restrictions on the database
owner’s storage space.

You can modify an existing user profile from an i5/0S command line.

i. Enter the Work with User Profiles (WRKUSRPRF) command; replace
USERPROFILE in the following example with the user profile to work with:

WRKUSRPRF USERPROFILE

ii. From the Work with User Profiles display, type option 2 next to the user profile and
press Enter.

ii. Inthe Change User Profile (CHGUSRPREF) display, press F10 to display additional
parameters.

Scroll down using the Page Down key to edit the user's maximum allowed storage
property field.
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— Create a new user ID.

To create a new user profile to own the Workplace Services Express databases, the
user profile with which you authenticated to IBM Web Administration for iSeries must
have *SECADM authority. If it does not have this authority, the option is not displayed.

We recommend that you create a new user ID to own the databases associated with
Workplace Services Express. Creating this user ID avoids situations where the
database owner’s authorities or password is changed inadvertently. To easily associate
a user profile with a Workplace Services Express server, it is best to use the Workplace

Services Express server name as part of the user ID.
— Create the databases on a remote i5/0OS server.

The databases can be named based on purpose, which makes them easily recognizable,
or based on server name, which can be useful to allow you to identify all databases
associated with a particular Workplace Services Express server. If you plan to configure
multiple Workplace Services Express servers on the iSeries server, we recommend that
you name the databases based on the Workplace Services Express server name.

A list of all databases created for this Workplace Services Express server is available on
the summary page after the iSeries Create Workplace wizard gathers all required

information.

Select the naming option that you want to use (Figure 4-25) and click Next to continue.

The databases being created need to be owned by an i2/05 user ID. It is recommended that a special user ID be specified whose anly |

purpose is to own these databases. This prevents the databases from being associated with a specific user whose user ID may be
removed in the future. This specified user ID must have a password associated with it. Using a User ID named WFPSDBUSER' is
recommended.

Specify where to create the collection, schema, or library name to use for the databases: &
O Create new collections on this local i5/0S server. Specify an existing user 1D to own the databases
C%Create new collections on this local i5/05 server. Create a new user ID to own the databases.
User ID: »'-a'se1dbuser|
Password: sesenees

Confirm password: |esssssse

O Create new collections on a remote i5/0S server

Specify database naming method:
(® Marme databases based on the server name. eg WSESVR1,WSESVR2 WSESVR3, ..
(O Name databases based on their purpose. e.g. FORTALDBY, LWPMSG1, LWPLMSY, ...

‘Back | Next| | Cancel|

Figure 4-25 Creating a new user ID to own the Workplace Services Express databases
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16.The wizard can configure Workplace Services Express to use an LDAP server to manage
user information. If you have not yet configured your LDAP server, refer to Chapter 3,
“Preparing the directory server for Workplace Services Express” on page 35, before you
continue. If you choose not to configure LDAP at this time, WebSphere Member Manger is
used to manage user account information. To switch to LDAP at a later stage, you must
use the manual configuration option to enable LDAP security. For details about this
process, refer to the IBM Workplace Services Express Version 2.5.x Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp
To configure LDAP security (Figure 4-26):
a. Select Configure security using LDAP now. (Recommended).

b. Inthe LDAP server host name field, enter the fully qualified host name of your LDAP
server.

c. Enter the port which your LDAP server is bound to in the LDAP port field. Unless you
specified a nonstandard port when setting up your LDAP server, this should be the
default value of 389.

d. Click Next to continue.

Global security will be turned on for the application server.

Access to an LDAP server will be required. This will be the repository of users and will provide security for the Workplace
environment.

The LDAP server must be active, and a user and password that can access the directory will need to be provided.

The wizard will update the LDAP server with the application server and Workplace environment information, if necessary.
Single Signon (SS0) will be configured for the application server.

WebSphere Member Manager (WMM) and a look-aside database will be configured to store additional information for the
users of IBM Woarkplace.

Specify security options for the Workplace environment:

Configure security using LOAF now. (Recommended)

Specify LDAP server information:
LDAP server host name: RCHASS5 RCHLAND.IBM.COM e.0. "hostname.domain.com”
LDAP port: 389

© Configure security using LDAP at a later time.

Back || Next Cancel

Figure 4-26 Configuring security using LDAP

17.Depending on the way in which you manage your LDAP directory, you might choose to
give Workplace Services Express write access to the LDAP directory or restrict it to
read-only access. Write access allows Workplace Services Express to create and update
directory entries. It allows users to create new Workplace Services Express accounts for
themselves and to update their account details. This is the best method to use if you do
not plan on using the LDAP directory for other than for Workplace Services Express and if
you are the administrator of the LDAP server.

Note: It is considerably easier to configure a Workplace Services Express server to
work with your LDAP directory if you give the server write access to the LDAP directory.
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Read-only access is the best method to use if you:

— Manage the LDAP directory independently of Workplace Services Express

— Do not want to allow users to update their profiles or to create profiles for themselves

— Do not manage the LDAP server which you are using for Workplace Services Express
user information.

If you want to give Workplace Services Express write access to your LDAP directory:
a. Select Allow write access to the LDAP directory (Figure 4-27).

b. In the LDAP user DN field, enter the distinguished name (DN) of an LDAP user who
has write permissions on the containers that you will use to store user and group
information.

c. Inthe LDAP user password field, enter the password for this LDAP user.
If you decide to provide read-only access:
a. Select Allow read-only access to the LDAP directory (Figure 4-27).

b. In the LDAP user DN field, enter the DN of an LDAP user who does not have write
permissions on the LDAP directory.

c. Inthe LDAP user password field, enter the password for this LDAP user.

Note: It is possible to give your Workplace Services Express server write access to the
LDAP directory and still prevent users from creating their own user profiles. See 3.2,
“Read/write or read-only access to the directory server” on page 38, for details.

For further information about configuring your LDAP server, refer to Chapter 3, “Preparing

the directory server for Workplace Services Express” on page 35.

Tip: It is best practice to create a new LDAP user entry to be used only with this
Workplace Services Express server. This user entry avoids any potential problems if
the user’s permissions are modified, or if their password is changed at a later stage.

Click Next.

Create IBM Workplace Services Express, V2.5

LDAP Configuration Parameters - Step 8 of 13

Security for the Workplace environment can be configured with write access or read-only access to the LDAP directory information. Write
access allows the Workplace server to update and manage user information. Read-only access will not allow the Workplace server to
update user information in the LDAP directory.

Specify the access method: 9

) Allow write access to the LDAP directory.

Specify an LDAP user DM that has write access to the LDAP directory. The LDAP administrator value is recommended.

LDAP user DM: cn=administrator e.g. cn=administrator

LDAP user password: |sesesses|

O Allow read-only access to the LDAP directory.

Back || Next Cancel

Figure 4-27 LDAP configuration parameters
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18.Workplace Services Express requires containers in your LDAP directory to store user and
group information. Specify the DN of the containers in your LDAP directory under which
Workplace Services Express users and groups will be stored (Figure 4-28). If they already
exist, click the Browse button to select them.

Create IBM Workplace Services Express, V2.5 i
LDAP Configuration Parameters - Step 9 of 13

IBM Workplace utilizes LDAP to store user information for authentication purposes. Below is where the users and groups for the
Waorkplace environment will reside in your LDAF directory.

Information describing user entries 9

Parent DN: cn=users,DC=RCHAS12 DC=RCHLAND.DC=IBM,DC=COM Browse
Object class: inetOrgPerson |+
Naming attribute: | uid v

Information describing the administrative group entry

Parent DN cn=groups, DC=RCHAS12 DC=RCHLAND DC=IBM DC=COM Browse
Object class: groupOfuniqueMames | v
Maming attribute: | cn N

Member attribute: uniqueMember

Back || Next Cancel

Figure 4-28 Specifying containers for user and group information

19.If you are using an existing LDAP directory in read-only mode, these containers should
already exist. At a minimum, they should contain a user and group to be assigned the
administrator role in Workplace Services Express.

If you are using an existing LDAP directory in read-write mode, you can use existing
containers if the directory already contains information about the users for whom you want
to provision Workplace Services Express. If you are using a new LDAP directory, or if your
LDAP directory does not already contain entries for the Workplace Services Express
users, specify the DN of new containers. The containers are created automatically by the
wizard during the process of creating a new Workplace Services Express server provided
that you have read-write access to the LDAP directory.

Depending on the directory server which you are using, the default values for these
containers will vary:

— If you are using IBM Directory Server as an LDAP server for this Workplace Services
Express server, the parent DN for user information is typically:

cn=users,DC=SERVER,DC=SUBDOMAIN ,DC=DOMAIN ,DC=TLD
The parent DN for group information is typically:
cn=groups,DC=SERVER,DC=SUBDOMAIN ,DC=DOMAIN,DC=TLD

In both of these examples, replace SERVER, SUBDOMAIN, DOMAIN, and TLD with
the appropriate sections of your iSeries server’s fully qualified domain name. The
default values suggested by the iSeries Create IBM Workplace wizard should be
appropriate in most cases.

— If you are using Domino as an LDAP server for this Workplace Services Express
server, the parent DN for user information is typically:

o=organization
In this example, replace organization with the name of your Domino domain.

The parent DN for group information is typically the root of the Domino LDAP tree,
which can be represented as *ROOT in the Parent DN field. See Figure 4-29.
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See Chapter 3, “Preparing the directory server for Workplace Services Express” on
page 35, for further details about setting up and populating your LDAP directory.

Click Next.

Create IBM Workplace Services Express, V2.5 "
LDAP Configuration Parameters - Step 9 of 13 |

IBM Workplace utilizes LDAP to store user information for authentication purposes. Below is where the users and groups for the
Waorkplace environment will reside in your LDAF directory.

Information describing user entries 9

Parent DN: O=itsob  Browse |
Object class: dominoPerson V
Maming attribute: | cn |

Information describing the administrative group entry

Parent DN: *ROOT| Browse |
Object class: dominoGroup V
Maming attribute: | cn |

Member attribute: member

'Back || Next| |Cancel |
=] |

Figure 4-29 Specifying user and group containers when using Domino as an LDAP server

20.In the next pane (Figure 4-30), you enter details of the administrative user and group for
your Workplace Services Express server, and click Next. Workplace Services Express
requires an administrative user and administrative group entry in the LDAP directory. The
administrative user has full access to Workplace Services Express and WebSphere
Application Server configuration settings. It is best practice to have a dedicated entry in
the LDAP directory for the administrative user and not to use this account for tasks other
than administering the system.

The administrative user is automatically added to the administrative group. If you must
give other users administrative access at a later stage, add them to the administrative
group specified here. Refer to Chapter 3, “Preparing the directory server for Workplace
Services Express” on page 35, for details about how to add users to your LDAP directory.

Create IBM Workplace Services Express, V2.5
LDAP Administrative Group and Administrative User - Step 10 of 13

IBM Workplace requires an administrative group and user entry in the LDAP directory. If the group and user
entries do not already exist, the wizard will create them. Ifthe group and user entries already exist, the wizard
will validate that they are correct. The wizard will also ensure that the administrator user is added to the
administrative group.

Note: The administrator user name specified here is the Workplace administrator, the WebSphere Application
Server administrator, and the LDAP authentication user.

Warkplace administrative group information:g

Group name: wpsadmins Browse |

‘Waorkplace administrator information:

User name: wpsadmin Browse |

Password: il Important - Keep this for future reference

Confirm password: |esssssss

Figure 4-30 Specifying the administrative user and group
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21.SS0 is a mechanism that allows a single user sign-on action to provide authentication to
multiple servers without re-authenticating when connecting to other servers than the one
to which the user originally authenticated. Workplace Services Express supports two
forms of SSO:

— Lightweight Third Party Authentication (LTPA) for Web server access
— Enterprise Identity Mapping (EIM) for i5/0S application access

EIM is not configured at this point. It is documented in step 23.

LTPA provides SSO to multiple Web servers and Web application servers. It is useful when
your Workplace Services Express server requires access to information from other
servers, such as Domino, QuickPlace, Sametime, or WebSphere Application Servers.

In the configuration page (Figure 4-31), you can configure LTPA SSO. The SSO domain
name parameter specifies which servers can be accessed within the SSO environment.

If your Workplace Services Express server does not require access to information from
other Web servers, or if those servers run on the same host name as your Workplace
Services Express server, select Limit SSO domain to this Web server’s host name. If
your Workplace Services Express server requires access to information from Web servers
running on other hosts, select Include other Web servers in your SSO environment.

Then you can specify the domain name that you want to use for SSO. This should be as
qualified as possible while including all servers which you want to give access to using
SSO. Consider an example where you have three servers:

— Server 1: serveri.subdomain.domain.com
— Server 2: server2.subdomain.domain.com
— Server 3: server3.subdomain2.domain.com

To use SSO with server 1 and Server 2, specify a domain name of
subdomain.domain.com. This prevents server 3 from being included. To include server3,
specify a domain of domain.com. This allows any server in domain.com and its
subdomains to be configured for SSO.

Note: The domain parameter for LTPA SSO must be at least two elements long. The
iSeries Create IBM Workplace wizard does not allow you to specify shorter domains.

To configure other servers for inclusion in your SSO domain, see Chapter 8, “Enabling

SSO between Workplace Services Express and Domino” on page 237.
Enter the required information, and click Next.
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signon action permits access to multiple Web servers without the need to re-authenticate. The domain name g'A'
identifies the Web servers that can be accessed within the S50 environment. S50 is useful when your Portal
server needs to access information from other Web servers such as Domino, QuickPlace, Sametime, or
WebSphere Application Servers.
» [fyour Workplace environment does not require information from other Web servers, the S50 domain
should be limited to this Web servers host name.
+ Ifyour Workplace environment requires information from other Web servers, you will need to specify an |
550 domain name. This domain name must be the portion of the fully qualified Domain Mame System |
(DMS) host name that is shared by all Web servers participating in your S50 environment. When |
accessing any of the Web servers in the S50 environment, you will only need to authenticate one time.

Specify S50 domain:g
O Limit S50 domain to this Web server's hostname

Include other Web servers in your S50 environment

S50 domain name: RCHLAMD 1BM.COM e.g. "domain.com”

Examples: Based on the following server hostnames, the corresponding S50 domain name would be:

Workplace Additional server S50 domain name
workplace.subdomaini.acme.com sametime.subdomaini.acme.com  subdomaint.acme.com |
workplace.subdomaini.acme.com domino.subdomain2.acme.com acme.com

Figure 4-31 Web server SSO configuration

22.1f you decide to include other Web servers in your SSO environment, you are prompted to

enter a password to encrypt the LTPA keys (Figure 4-32). Enter a password in the LTPA
password and Confirm password fields and click Next.

See Chapter 8, “Enabling SSO between Workplace Services Express and Domino” on
page 237, for more information about configuring SSO across multiple servers.

Create IBM Workplace Services Express, V2.5
Configure Lightweight Third Party Authentication (LTPA) for Web Server Single Signon (5S0O) Environment

Lightweight Third Party Authentication (LTFA) is the mechanism used to implement Web Server 350, LTPA is a set of tokens or cookies
which provide a means to share authentication and access control information between Web servers. The information in these tokens
uniquely identifies the user. LTPA keys will be created by this application server. These keys must be exported from this application
server and imported into the other application servers in your S50 environment. When importing these keys into the other application
servers, a password is necessary to encrypt and decrypt the LTPA keys.

If you forget the LTPA keys password or need to change it, use the WebSphere Application Server Administrative Console. After

changing the password, you will need to generate and export new LTPA keys and import these new keys into other application servers
and into the S50 configuration for Domino servers.

LTPA password: sseesees mportant- Keep this for future reference (2]

Confirm password: TTITITY]

'Back | Next | [ Cancel|

Figure 4-32 Specifying a password to encrypt the LTPA keys

23.Workplace Services Express can be configured to integrate with iSeries Access for Web
through the iSeries Access portlets. These portlets allow you to administer your iSeries
server through a portlet interface and to run full-screen, 5250 character applications in a
portlet. Workplace Services Express provides several methods by which a Workplace
Services Express user can authenticate to i5/0S while using the iSeries Access portlets.

One of these methods, EIM, maps Workplace Services Express user IDs to iSeries user

profiles, allowing a user of the iSeries Access portlets to automatically authenticate to
i5/0S without entering any additional credentials.
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If you do not want to use EIM with Workplace Services Express, select Do not Configure
Identity Tokens (see Figure 4-33) and click Next.

Create IBM Workplace Services Express, V2.5
Configure Identity Token SSO for Web to i5/05 Access - Step 12 of 13

|dentity Token S50 is a mechanism where a single user signon action permits access to multiple i5/05 servers. This allows your Web-
based interfaces to access i5/08 back-end applications without having to prompt for additional authentication. Identity Tokens are
implemented using Enterprise Identity Mapping (EIM}. EIM maintains the relationships between Web users and i5/05 user profiles. The
application server creates a token for the servers configured to support Identity Tokens in this EIM Domain.

Note: EIM is hosted on an LDAP server that must be configured and running before continuing.

Configure Identity Tokens: 9
Do not configure [dentity Tokens

O Configure ldentity Tokens

‘Back | Next| | cancel|

Figure 4-33 Selecting whether to use Identity Tokens with Workplace Services Express

If you want to use EIM with Workplace Services Express, you must configure EIM before
continuing. Refer to 7.1, “Configuring EIM for use with the iSeries Access portlets” on
page 209, for information about configuring EIM. After EIM is configured, perform the
following steps to use it with Workplace Services Express:

a. Select Configure Identity Tokens (Figure 4-34).

b. In the LDAP server host name field, enter the fully qualified host name of the LDAP
server which is hosting your EIM domain.

c. Inthe LDAP port field, if the LDAP server hosting your EIM domain is running on a port
other than 389, type that port number.

d. In the LDAP administrator DN field, enter the DN of the EIM administrator user.
e. In the LDAP administrator password field, enter the password of the EIM administrator

user.
f. Click Next.
APPHCAUUTT SEIVET LIEdLIES J WWEETT UL UE SEIVETS CUTTITYUTEY W SUPPUTLIUETIULY TURETES ITHUIES EIN DUTTIdIn.

Note: EIM is hosted on an LDAR server that must be configured and running before continuing.

Configure Identity Tokens: 9
(0 Do not configure Identity Tokens

Configure Identity Tokens

In order to configure Identity Tokens, an EIM Domain must be configured and the EIM Domain Controller must be running.
Specify the LDAFP server that is hosting EIM:

LDAP server host name: RCHASS5 rehland.ibm.com e.g. "hostname.domain.com”
LDAP port: 389
LDAP administrator DM: cn=Administrator e.g. cn=administratar

LDAP administrator password: eessesse

Note: For more information on configuring EIM and Identity Tokens S50 and the required PTFs, see the [Series Information
Center.

Figure 4-34 Selecting to use Identity Tokens with Workplace Services Express
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g. Inthe pane that opens (Figure 4-35), you are prompted for information about the EIM
domain name and the source registry name where your Workplace Services Express
user information is stored. From the EIM Domain Name drop-down list, select the EIM

domain that you want to use with Workplace Services Express.

From the Source Registry Name drop-down list, select the name of the EIM registry
where your Workplace Services Express user information is stored. Click Next.

Create IBM Workplace Services Express, V2.5
Configure Identity Token EIM Domain Information

The specified LDAP server has been configured as an EIM Domain Controller. Select the correct EIM domain and source registry name
that contains the repository of identity information. Identity Tokens will be controlled based on the mappings that have been defined in
this location.

EIM Domain Name: TSOWSE1-EIM [v|

Source Registry Mame:

Figure 4-35 Details of the EIM domain

24 A summary pane (Figure 4-36) is displayed and shows details of the Workplace Services
Express server which you are configuring. To record a copy for future reference, click the

Printable Summary button and save or print a copy of the full summary.

Tip: You can retrieve the information displayed on the summary page through the
properties section of the IBM Web Administration for iSeries application after your

Workplace Services Express server is configured.

If you are satisfied that the settings displayed on the summary page accurately describe
the Workplace Services Express server which you want to create, click Finish. The

process of creating a new Workplace Services Express server begins.

~

HTTP Server (Powered by Apache) Information

HTTP server name: ITSOWSE1

HTTP server description: HTTP server created by the Create IBM Workplace wizard.

IP address/Hostname:  9.5.92 45/TSOWSE1.RCHLAND.IBM.COM

Port: 80

Server root: fvwwiitsowse 1

Document root: fwwiitsowse1/htdocs
WebSphere Application Server Information

Instance name: ITSOWSE1

Server description: IBM Workplace ITSOWSE, created by the Create IBM Workplace wizard

Instance root: IQIBM/UserData/\WebAS5/Base/lTSOWSE1

Internal port range: 10100 - 10199

Virtual host: default_host

Server secured: Yes

User name: wpsadmin

Servers within instance: Server name Port range

WebSphere_Portal | 10100-10112
servert 10113 -10125

Your new IBM Workplace environment will be created when you click the Finish button. Upon successful P

Back Finish Cancel Edit Printable Summary

Figure 4-36 Workplace Services Express server configuration summary
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25. After the configuration process starts, a page is displayed that gives a visual indication of
the progress of the configuration process (Figure 4-37). The process can take a long time
and is measured in hours. During the configuration process, the Web browser can be
closed. You can re-open the progress page to monitor the configuration at a later stage.

Important: The configuration process to create a new Workplace Services Express
server is extremely resource intensive. Make sure that you have sufficient available
resources before you start the configuration process to avoid adversely affecting other
business applications.

IBM Web Administration for iSeries
Setup WIELELEM Advanced | Related Links

av Wabéahua

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

2 Creating Ser\-'er:| ITSOWSE1/server! - V2.5 (workplace - WSE) v

w Common Tasks and Wizards ITSOWSE1/semver
J Create HTTP Server

J Create Application Server -
3 Migrate Original to Apache Manage IBM Workplace Services Express (WSE), V2.5

J Create WebSphere Portal Instance: ITSOWSE1  Server: ITSOWSE1
J Create IBM Waorkplace

IBM Workplace [TSOWSE1, created by the Create |[BM Waorkplace wizard

% The Workplace environment is currently being built from the archived install image.

@DQ
-a[ifggnﬁ;fm& -a[z] [ ] [ ]
HTTP Server Workplace Database Security Configuration
Configuration Configuration

The Workplace environment is being secured. This allows you to control who has access to the Waorkplace
environment and what level of access each useris allowed. This access is controlled using an LDAP
directory. The LDAP directory also contains the e-mail information for each of the users.

Figure 4-37 Workplace Services Express server configuration progress indicator

26.When the wizard completes, you can access your new Workplace Services Express
server by opening a Web browser and navigating to the URL specified on the configuration
summary page. The URL should be of the form:

http://server.domain/Twp/workplace

Here server.domain is the fully qualified host name that you assigned to this Workplace
Services Express server.
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Administering Workplace
Services Express

This chapter explains Workplace Services Express administration. In this chapter, you learn
how to perform the following tasks:

v

Start and stop the Workplace Services Express server

Review the Workplace Services Express server configuration

Verify whether the Workplace Services Express server is active

Access the Workplace Services Express server via a Web browser
Access the WebSphere Application Server Administrative Console
Modify the password for administrative accounts

Find and read log files

Locate and apply fixes

Customize the default Workplace Services Express server configuration
Backup and recover the Workplace Services Express configuration, user data, or both
Remove a Workplace Services Express server

VVYVYVYVYVYVYVYYVYY
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5.1 Starting and stopping a Workplace Services Express server

There are two ways you can start and stop a Workplace Services Express server. The first
method is to use the IBM Web Administration for iSeries interface. The second method is to
use Qshell scripts. The Qshell scripts start the Workplace Services Express portal server,
although they do not start the HTTP server or the document rendering server. For this reason,
we recommend that you use the IBM Web Administration for iSeries interface to start and
stop the Workplace Services Express server.

For more information about the Qshell scripts and other advanced administration topics, visit
the IBM Workplace Services Express Version 2.5.x Information Center at:

http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

Note: The windows shown in this chapter were taken after i5/0S V5R3 PTF S120496 was
installed. If you do not have this PTF installed on your system, you might notice slight
variations on some windows. Due to the performance improvement included with PTF
S120496, we recommend that you apply this PTF. For additional information, refer to 9.5.4,
“X virtual frame buffer verses virtual network computing” on page 299.

5.1.1 Starting a Workplace Services Express server

Perform the following steps to start a Workplace Services Express server using IBM Web
Administration for iSeries:

1. To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In this example, we type:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0S user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. To manage your Workplace Services Express server, select your server by performing the
following steps:

Important: The Lightweight Directory Access Protocol (LDAP) server must be started
before the Workplace Services Express server is started. If it is not started, the
Workplace Services Express server will not start.

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.
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5. In the upper left corner, click the green square with a white triangle, as shown in
Figure 5-1, to start the Workplace Services Express server.

@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer [;]@
: File Edit View Favorites Tools Help ,'..'
e Back ~ _) \ﬂ \ELI f l\J /j_\J Search “5‘\'{‘ Favorites @ Media e} &
: Address @:lhtlp:ffrchas12.rchland.ibm.c0m:ZDDIﬂ-ﬂ'I'PAdmin [v] £ co
: Links @ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @ 1BM Standard Software Installer @ -
IBM Web Administration for iSeries &P WebSpt
Setup Advanced | Related Links
All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers
@ Stopped Ser\-'er:| itsowse3/server! - V2.5 (workplace - WSE) [V]
* Common T [
Alssue the start command for the selected server. | -
J Create HTTP Sever
J Create Application Server N
3 Migrate Original to Apache Manage IBM Workplace Services Express (WSE), V2.5
J Create WebSphere Portal Instance: itsowse3  Server: itsowsel
J Create IBM Workplace
* Server Properties IBM Workplace itsowse3, created by the Create IBM Waorkplace wizard
BiEErEiFanE The WebSphere Application Server instance itsowse3 has been configured as an IBM
B View HTTF Servers @ . ; . -
; Workplace environment. To manage all aspects of this server click on the "Launch
B View VNC Servers I . . N .
Administrative Console” and sign in with an authorized user. E
+ Prablem Determinati To access your Workplace environment click on the following
roblem Uetermination URL:  http:/itsowse3.rchland.ibm com:80/wp/workplace
B View Logs
& View Creation Logs
& View Create Summary
wlfios oo selfffps sws sl sossellJose
& Launch Administrative Console y
HTTP Server Workplace Database Security Configuration
Configuration Configuration
The Workplace framework provides a single point of access to many Web-based resources and
collaborative components, providing users with a consistent view of portal applications and defines
specific sets of applications which are prezented in a single context. IBM Workplace is built upon this [v]
@I] javascript:selectitem("™-31127098 1", "/HTTPAdmin/Frame jexpress. formStartinstance Frames",parent. form, false) & Internet

Figure 5-1 Starting a Workplace Services Express server

6. Select the Document Rendering server of your choice and click Start. If you have PTF
S120496 installed, you see these options:

- XVFB
— VNC

If the PTF is not installed, you can only select the virtual network computing (VNC) server
as the document rendering service. In that case, make sure that the VNC server is
selected and click Start. See Figure 5-2.

Note: We suggest that you select all options to be sure that your Workplace Services
Express server functions properly. However, be aware that the Server1 server is only
used to access the WebSphere Application Server Administrative Console and thus is
not required to be started in most cases. For further information, refer to 9.5.1, “Startup
performance tuning” on page 277.

Tip: The XVFB option was created to eliminate a known performance issue with the
VNC server. We recommend that you start your server with the XVFB option.
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IBM Web Administration for iSeries

Setup WIELGELEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

@ Stopped Ser\-'er:| itsowse3/\WebSphere_Portal - V2.5 (workplace - WSE) [V]

w Common Tasks and Wizards Start: itsowse3
J Create HTTP Server
J Create Application Server ) o ) y )
2 Migrate Original to Apache Welcome to the Start Wizard. This wizard will help you start your WebSphere servers and associated components.
J Create WebSphere Portal
J Create IBM Waorkplace

Select the items you wish to start:
w Server Properties

B Server Ports The following are the WebSphere servers that will be started:
B View HTTP Servers _
B View Document Renderer itsowse3/servert

itsowseSﬂNebSphere_Portal
¥ Problem Determination

B View Logs The following server for Document Rendering is associated with this WebSphere server:
& View Creation Logs
< View Create Summary @ Startthe server RCHAS12 RCHLAND IBM.COM:3 using XVFB.
~ Tools O Startthe server RCHAS12.RCHLAND.IBIM.COM:3 using VNC.
+* Launch Administrative Console The following HTTP servers on the local system are associated with this WebSphere server:

ITSOWSES3

Figure 5-2 Confirming a start request of a Workplace Services Express server

7. Watch the status in the upper left corner change. You see the text automatically change
from Starting to Running when completed as shown in Figure 5-3.

Tip: Starting your server takes several minutes. To reduce the amount of time needed
to start the server, refer to 9.5.1, “Startup performance tuning” on page 277.

IBM Web Administration for iSéries

Setup WLELGLEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running Senver: | itsowse3/\WebSphere_Portal - V2.5 (workplace - WSE) ||

w Common Tasks and Wizards itsowse3d\WebSphere Foral

Figure 5-3 Example of running status after clicking Start

5.1.2 Stopping a Workplace Services Express server

Perform the following steps to stop a Workplace Services Express server using IBM Web
Administration for iSeries:

1. To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we use:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.
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4. To manage your Workplace Services Express server, select your server by performing the
following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.

5. Click the red square with the small white square inside of it, as shown in Figure 5-4, to
stop the Workplace Services Express server.

@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer L.‘_]Ll:l_]w
i File Edit View Favorites Tools Help 1".'

: - L] i~ i ’a - o
e Back ~ () \ﬂ @ \_.j 7~ ) Search ‘ii{ Favarites e Media 5« [,_»2 " -

: Address @ http:ffrchas 12, rehland.ibm. com: 200 1/HTTPAdmin s B Go

¢ Links @ Search the Web with Lycos g&j IBM Business Transformation Homepage eiL] IBM Internal Help Homepage o

IBM Web Administration for iSeries o>

Setup WLIELGELEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running Server: | itsowse3/server! - V2.5 (workplace - WSE) Tﬂ

 Commaon Tasks ; ;
Izsue the stop command for the selected server.
3 Create HTTP 5455 £ |

J Create Application Server A
3 Migrate Original to Apache Manage IBM Workplace Services Express

J Create WebSphere Portal [WSE), Va.5

J Create IBM Workplace

Instance: itsowsed Senver. itsowsel

Figure 5-4 Stopping a Workplace Services Express server

6. In the next pane (Figure 5-5), review the selections and click Stop to stop the server.

Tip: Stopping the Workplace Services Express server using IBM Web Administration
for iSeries ends all servers for you at one time. Be sure that all items are selected so all
jobs and servers are ended for you.

IBM Web Administration for ISeries

Setup Advanced | Related Links

All Servers | HTTF Servers  Application Servers  ASF Tomcat Servers

@ Running Ser\-'er:| itsowse3/\WebSphere_Portal - V2.5 (workplace - WSE) [V]

w Common Tasks and Wizards Stop: itsowse3
J Create HTTP Server
J Create Application Server ) o ) )
J Wigrate Original to Apache ‘Welcome to the Stop Wizard. This wizard will help you stop your WebSphere servers and associated components.
J Create WebSphere Fortal
J Create IBM Waorkplace

) Select the items you wish to stop:
W Server Properties

[ Server Ports The following are the WebSphere servers that will be stopped:
B View HTTP Servers _
B View Document Renderer [litsowse3/servert

itsowseSﬂNebSphere_Portal
¥ Problem Determination

B View Logs The following Document Renderer server on the local system is associated with this WebSphere server:
& View Creation Logs
< View Create Summary RCHAS12. RCHLAND.IBM.COM:3
- The following HTTP servers on the local system are associated with this WebSphere server:
- Tools
& Launch Administrative Console [Elironnnea

Cancel

Figure 5-5 Confirming the stop request of a Workplace Services Express server
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7. Watch the status in the upper left corner change. You see the text automatically change to

Stopped when completed as shown in Figure 5-6.

IBM Web Administration for iSeries

IENELEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers — ASF Tomcat Servers

'@ Senver: | itsowsed/server? - V2.5 (workplace - WSE) V

* Common Tasks and Wizards itsowsediserverd

| Create HTTF Semver

Figure 5-6 A stopped Workplace Services Express server

5.2 Reviewing the Workplace Services Express configuration

As you administer the Workplace Services Express server, you might encounter times when it
can be helpful to review the options taken during the iSeries Create IBM Workplace wizard.
One common reason to review this information is to determine the database schema names
being used by your Workplace Services Express server. For example, it is important to know
the database names before you begin disaster recovery planning for your server. To find the
configuration summary, you can display the printable summary page generated by the iSeries
Create IBM Workplace wizard.

There are two ways to access the printable summary:

>

»

You can locate the file in the integrated file system on the iSeries server. The file name
and path of the printable summary file is /QIBM/UserData/WebAS5/Base/
WSEServerName/logs/IBMWizPrintableSummary.html. Here WSEServerName
represents your Workplace Services Express server name.

You can also use IBM Web Administration for iSeries to view the printable summary.

Perform the following steps to locate the printable summary using IBM Web Administration for
iSeries:

1.

To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName .domain:2001
In this example, we enter:
http://rchasl2.rchland.ibm.com:2001

When prompted, enter your i5/0S user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

. To manage your Workplace Services Express server, select your server by performing the

following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Select your Workplace Services Express server name in the Server drop-down list.
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5. As shown in Figure 5-7, in the left pane, click View Create Summary.

IBM Web Administration for iSeries
S Manage RaUELCWERCIECER]

<P WebSphere

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

@ Running Ser\-'er:| itsowse3\WebSphere_Portal - V2.5 (workplace - WSE) V|

-~ . . 1 I

~ Common Tasks and Wizards r . :‘
ey Instance: itsowse3  Server: itsowsel
J Create Application Server
J Migrate Original to Apache

Mo description for server itsowse3/WebSphere_Portal
A Create WebSphere Portal P ’ ’ | P -

J Create IBM Workplace @ The WebSphere Application Server instance itsowse3 has been configured as an IBM Workplace environment. To manage
all aspects of this server click on the "Launch Administrative Console” and sign in with an authorized user.
¥ Server Properties To access your Workplace environment click on the following URL:  http./fitsowse3 rchland ibm com 80/lwp/warkplace

B Server Ports
B View HTTP Servers
[ View Document Renderer

+ Problem Determination -t".'}ﬁﬂn-[]—-f}ﬁ&-f}ﬁﬂmf}ﬁﬂn-ln}‘-f}ﬁﬂn-t".'}ﬁﬂmt"f}ﬁﬂdln}mt‘f}ﬁ?‘a ‘vﬁﬂn-t‘i’}ﬁﬂ[ 1 }'. rdhal

B View Logs
= View Creation Logs HTTP Server Workplace Configuration Database Configuration Security Configuration
&~ View Create Summary
+ Tools IBM Workplace allows users to configure and update their own portal pages. They can customize their pages to fit their needs. This
&~ Launch Administrative Console configuration information is stored in several databases.

Database Configuration step.

Figure 5-7 Selecting the creation summary from IBM Web Administration for iSeries

6. Using either method mentioned earlier in this section, a printable summary page opens in
your browser (Figure 5-8). You might want to review the following items in the summary:

— The database user profile name

— The portal database (also known as the portal schema)

— The name of the IBM HTTP for iSeries server

— DB2 Universal Database database file names

— Document rendering server host name and display number

IBM Web Administration for iSeries

Create IBM Workplace Collaboration Services, V2.5

Summary - Step 150f 15

When you click Finish, everything necessary to run an IBIM Workplace environment will be created. Please note that you will need to be patient during this process g
configuration may take sometime to complete. You can monitor the progress from the Manage IBM Workplace introduction page that will display after the Finish butt)

Servers

HTTP Server (Powered by Apache) Information

HTTP server name: ITSOWCS03
HTTP server description: HTTP server created by the Create IBM Workplate wizard.
IP address/Hostname: 9.5.92 76/TSOWCS03. RCHLAND IBM.COM

Port: 80
Server root: fwwwlitsowes03
Document reot: Mowwiitsowes03/htdocs

Figure 5-8 iSeries Create IBM Workplace wizard printable summary
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5.3 Verifying a Workplace Services Express server is active
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After you start the Workplace Services Express server, you can verify that all of the jobs are
active and running normally. To be sure the Workplace Services Express server is fully
functional, you must verify that multiple servers are running. These servers include the LDAP
server, the external HTTP server, the document rendering server, and the Workplace
Services Express Server.

The LDAP server should be running before you start the Workplace Services Express server;
we do not cover that here. Refer to your LDAP server's documentation for information about
starting the LDAP server and the steps to verify that the LDAP server is running.

In Chapter 4, “Installing and configuring Workplace Services Express” on page 71, we show
how to configure the IBM HTTP Server for iSeries within the iSeries Create IBM Workplace
wizard. In the wizard, the HTTP server name defaults to the same name as the Workplace
Services Express server name.

After the IBM HTTP Server being used by your Workplace Services Express server starts,
you see five jobs running under the QHTTPSVR subsystem with your Workplace Services
Express server name. To determine the name of the IBM HTTP Server for iSeries instance
being used, refer to 5.2, “Reviewing the Workplace Services Express configuration” on
page 110. For information about starting and stopping an IBM HTTP Server for iSeries
instance, see 5.4, “Managing an IBM HTTP Server for iSeries server” on page 123.

The document rendering server is started in the background when you start the Workplace
Services Express server via IBM Web Administration for iSeries. To verify that the document
rendering server is active, you must know the display number for your document rendering
server. You can find this in the printable summary document created by the iSeries Create
IBM Workplace wizard. For information about locating the display number of the document
rendering server, refer to 5.2, “Reviewing the Workplace Services Express configuration” on
page 110.

Perform the following steps to verify that the document rendering server is active:

1. Log onto the iSeries server with a 5250 session.

2. Enter the following CL command to access the Portable Application Solutions
Environment (PASE):

call gp2term
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3. Enter the following PASE command to verify that the job is active:
ps gauxw | grep :DisplayNumber

Here DisplayNumber represents the display number of your document rendering server.
See Figure 5-9.

$
> ps gauxw | grep :1
gejbsvr 1787 0.0 0.0 3024 0 - A 13:26:23 0:17 /QOpenSys/QIBM/ProdData/DeveloperTools/icewm/bin/icewm
gejbsvr 1772 0.0 0.0 4976 0 - A 13:26:20 0:06 /QOpenSys/QIBM/ProdData/DeveloperTools/vnc/Xvnc :1
-desktop X -httpd

/
dalandon 5658 0.0 0.0 7028 0 - A 12:08:17 0:00 /QOpenSys/usr/bin/-sh -i

$

===>
F3=Exit F6=Print F9=Retrieve F1l1l=Truncate/Wrap
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 5-9 \Verifying that a document rendering server is active

A Workplace Services Express server runs in the QEJBAS5 subsystem. In this subsystem,
you should see three active jobs for each Workplace Services Express server running. These
jobs are QJVAEXEC, SERVER1, and WEBSPHERE_PORTAL (WEBSPHERE_).

» The QJVAEXEC job is started by the WEBSPHERE_PORTAL job and is required for
instant messaging functionality.

» The SERVERT1 job is used during the initial configuration process to configure the
Workplace Services Express server. It is also used to administer the server via the
WebSphere Application Server Administrative Console.

» The WEBSPHERE_PORTAL job is responsible for responding to all Workplace Services
Express user requests.

There are multiple ways to determine which jobs comprise the Workplace Service Express
server. The following sections explain three different methods to determine which jobs belong
to your Workplace Services Express server.

» Method 1 uses iSeries Navigator to view job logs and open integrated file system files. It
uses the job log and open integrated file system files to determine which jobs belong to
your Workplace Services Express server. For information about this method, refer to 5.3.1,
“Using iSeries Navigator to view active jobs (method 1)” on page 114.

» Method 2 uses iSeries Navigator to view job logs and the time a job entered the system. It
uses the job log and the time stamp to determine which jobs belong to your Workplace
Services Express server. For information about this method, refer to 5.3.2, “Using iSeries
Navigator to view active jobs (method 2)” on page 117.

» Method 3 uses i5/0S CL commands to view job logs and job numbers. It uses the job log
and job number to determine which jobs belong to the Workplace Services Express
server. For information about this method, refer to 5.3.3, “Using i5/0S commands to view
active jobs (method 3)” on page 120.
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5.3.1 Using iSeries Navigator to view active jobs (method 1)

114

Perform the following steps to find the jobs that make up the Workplace Services Express
server using iSeries Navigator:

1. From iSeries Navigator, in the left pane, click My Connections — iSeries system
name — Work Management — Subsystems — Active Subsystems — Qejbas5 as
shown in Figure 5-10. Here you see a Qjvaexec, Server1, and Wepsphere_Portal
(WebSphere_) job for each running Workplace Services Express server.

Note: You might not see an even number of Server1, WebSphere_, and Qjvaexec jobs
if you are running other WebSphere Application Servers in the QEJBASS5 subsystem.

() iSeries Navigator

(=] %]

File Edit View Help

e 0 minutes old
| Environment: My Connections | Rchas12: Qejbas5  Type: Al Subsystem: Qejbas5  Elapsed time: 00:00:00
= @ Wark Management |
Active Jobs Job Name Detailed Status Cument User | Type
% Server Jobs Qejbass Waiting for dequeus Qsys Subsystem
* % Job Queues & Qjuaexec Waiting for Java program Qejbsur Batch immedia
+-02 output Queves @ Qjvaexec Waiting for Java program Qejhsyr Batch immedia
= Sul:usysterns &  Qjuaexec Waiting for Java program Qejbsur Batch immedia
= ACWE Subsystems & Serverl Waiting for Java program Qejbsur Autostart - Se
Itsodomé & Serverl Waiting for Java program Qejbsyr Batch - Server
Ll P &  Serverl Waiting for Java program Qejbsur Batch - Server
g g;z:; & Serverl Waiting for Java program Qejbsur Batch - Server
Qamn & Serverl Waiting for Java program Qejbsyr Batch - Server
[@ Qetl & \Websphere_  Waiting for Java program Qejbsur Batch - Server
Qejbass & \Websphere_  Waiting for Java program Qejbsur Batch - Server
Ohttpsvr & Websphere_  Waiting for Java program Qejbsyr Batch - Server
E.: Qinter & ‘Websphere_  Running Qejbsur Batch - Server
E-T Qserver
i3 Qspl
Qsyswrk
Qusrwrk L -

Figure 5-10 Viewing active jobs in the Qejbass subsystem with Series Navigator

2. If you are running multiple Workplace Services Express servers, you must know which
jobs are associated with each Workplace Services Express server. Right-click a
WebSphere_ job and click Job Log. The job log contains the Workplace Services
Express server name as shown in Figure 5-11.
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225876/Qejbsvr/Websphere_ Job Log - Rchas12

BE[X]

File Edit View Help
2 0 minutes old
| Job: Websphere_  User: Qejbsvr  Mumber: 225876
Message ID | Message | Sent | Type
SQL7908 Job 229316/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 2:07:04 FM Completion
SQL7908 Job 228958/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 1:43:53FM Completion
SOQL708 Job 225886/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 12:40:04PM  Completion
SQL7908 Job 226036/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 11:40:14 AM  Completion
SQL7908 Job 225886/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 10:09:59 AM  Completion
SQL7908 Job 226035/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 9:40:25AM  Completion
EJBO106 WebSphere application server WebSphere_Portal ready. 10/18/05 9:40:25AM  Information
SQL7908 Juob 22589 3/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 9:40:17AM  Completion
SQL7908 Job 225892/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 2:35:25AM  Completion
SQL7908 Job 225889/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 9:36:23 AM  Completion
S0QL7908 Job 225830/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:35:25AM  Completion
SQL7908 Job 225888/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 9:34:57 AM  Completion
SQL7908 Job 225887/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 9:33:54 AM  Completion
SQL7908 Job 225885/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 9:33:53AM  Completion
SOL7308 Job 225888/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:33:47 AM  Completion
S0QL7908 Job 214582/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 9:33:43AM  Completion
SQL7908 Job 225590/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 2:33:39 AM  Completion
SQL7908 Job 222283/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 9:32:04 AM  Completion
EJBO105 Server starting with user profile QEJBSVR and JDK 1.3.1. 10/18/05 9:29:13AM  Information
CPF1301 ACGDTA for 225876/QEJIBSVR,/WEBSPHERE _ not journaled; reason 1. 10/18/05 9:29:13AM  Information
CALL PGM{QEJBASS5/QEIBSTRSVR) PARM(-instance’ '/QIBM/UserData/WWebASS5/B erv, 10/18/05 9:29:12AM  Current request
CPI1125 Job 225876/QEIBSVR MEBSPHERE_ submitted. 10/18/05 9:29:12 AM Information
CPF1124 Job 225876/QEIBSVR/MWEBSPHERE_ started on 10/18/05 at 09:29:12 in subsystem QEJBASS in QEJB...  10/18/05 9:29:12 AM Information
<] i 4]
1- 23 of 23 objects

Figure 5-11 Viewing the WebSphere_ job log with iSeries Navigator

3. To find the correct Server1 job, you can also review the job log as you did with the
WebSphere_Portal (WebSphere_) job.

4. Unfortunately, you cannot use this method to find the Qjvaexec job because the job log for
the Qjvaexec job does not contain the Workplace Services Express server name. To
determine which Qjvaexec job belongs to your Workplace Services Express server, you
can view the open integrated file system objects for the job. You should see files for your
Workplace Services Express server in the Qjvaexec job’s file system objects list.
Right-click Qjvaexec and then click Details — Open Files — File System Objects as

shown in Figure 5-12.

-
@ iSeries Navigator E]@
File Edit View Help

&) 5 minutes old

| Environment: My Connections | Rchas12.rchland.ibm.com: Qejbas5  Type: Al  Subsystem: Qejbas5 Elapsed time: 00:00:09

|3 Server Jobs | Cument CFU Run|  Thread
+-% Job Queues Job Name Detailed Status User Type % Priority Count | Entered System
+ Output Queues & Qejbass Waiting for dequeue Qsys Subsystem 0.0 1] 1 10/19/05 10:43:56 PM
= SU;bSB‘S'-ems @  Qjvaexec Waiting for Java program Qejbsvr Batch immediate 0.0 20 32 10/20/05 9:14:01 AM
Active SUbS‘f'si B Qjvaexec Waiting for Java program Qejhswr Batch immediate 0.0 20 40 1042005 9:16:27 AM
(9 Qivaexec Waiting for Java program Qejbsvr Batch i I 0.0 20 29 10/24/05 5:06:04 PM
@ Qjvaey  Monitor... va program Qejbsur Batch immediate 0.0 20 32 10/25/05 2:30:26 PM
@® Server| ResetStatistics wa program Qejbswr Autostart - 5. 0.0 25 32 10/19/05 10:43:56 PM
&  Server Printer Output wa program Qaj.bsvr Batch - Server 0.0 20 159 10,/20/05 8:58:08 AM
&  Server e wa program Qejbswr Batch - Server 0.0 20 33 10/24/05 5:06:03 PM
@ Server Deiailsg Call Stack - ~ T erver 0.0 20 33 10/25/05 2:16:41PM
@ \Websp Library List erver 0.2 20 246 10/20/05 9:00:01 AM
- ) o
S N R e =N - e e
Qinter i e Open Files b Library Objects o
Qselrver Threads File System Objects %
. Qsp Transactions
Qsyswrk Delete/End
Qusrwrk el Elapsed Performance Statistics
+ &} Memory Pools  |¥ Properti
<] i | B =] ties Last SQL Statement B
Figure 5-12 Opening file system objects for the Qjvaexec job with iSeries Navigator
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5. In the Qjavexec File System Objects window, review the list of open files. The list is long
and you must scroll down to find the group of files containing the Workplace Services
Express server name. You should now be able to determine whether this is the correct job
for your Workplace Services Express server as shown in Figure 5-13.

e 253071/Qejbsvr/Qjvaexec File System Objects - Rchas12.rchland.ibm.com

M]f=1 %]

File Edit View Help

For Help, press F1

5 1 minutes old
| Job:Qjvaexec User:Qejbswr  Mumber:253071
Object | Path | Usage File System Type | File System Identi... | File Iden Aj
@ Iwp.smime.base... [QIBM/UserData/\WWebASS5/Base /ITSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root %'0000804000000,..  x'00000C
ssolnfra.jar [QIBMUserData/\WebAS5/Base ITSOWSE4/WorkplaceServer lwp_ext  Shared (all), Read... Root %'0000304000000,..  x'00000C
@ ssolinuxInfrajar  /QIBM/UserData/WebASS5Base/ITSOWSESWorkplaceServer lwp_ext  Shared {All), Read... Root ¥'0000804000000,..  x'00000C
@ ssoWin32Infrajar  /QIBM/UserData/\WebASS5 Base /ITSOWSES WorkplaceServer lwp_ext  Shared {All), Read... Root ¥'0000804000000,.,  x'00000C
@ xmlutil jar [QIBMUserData/\WebAS5/Base ITSOWSE4/WorkplaceServer lwp_ext  Shared (all), Read... Root ¥'0000804000000..,  x'00000C
wpconfigservice... [QIBM/UserData/WebAS5/Base/ITSOWSE4/WorkplaceServerlwp_ext  Shared (All}, Read... Root x'0000804000000...  x'00000C
@ lwp.wkschedejb... jQIBM/UserData/\WebASS5/Base /ITSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000804000000,..  x'00000C
@ lwp.wkschedser... jQIBM/UserData/\WebASS5/Base /TSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000804000000,..  x'00000C
@ Ilwp.peopleSvcP...  JQIBM/UserData/WebASS5/Base /TSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000804000000,.,  x'00000C
glin.wmm.jar [QIBMUserData/\WebAS5/Base ITSOWSE4/WorkplaceServer lwp_ext  Shared (all), Read... FRoot %'0000804000000,.,  x'00000C |
@ Iwp.peopleProto... jQIBM/UserData/\WebASS5Base /ITSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000304000000,., x0D0000C
@ lwp.softGroup.jar  /QIBM/UserData/WebASS5 Base [TSaMSES WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000804000000...  x'00000C
@ Iwp.peopleProto... [/QIBM/UserData/\W/ebAss,/E4 JorkplaceServer lwp_ext  Shared (all), Read... Root ¥'0000804000000...  x'00000C
@ Iwp.peopleProto... jQIBM/UserData/\WebASS5 Base, 4WorkplaceServer lwp_ext  Shared {All), Read... Root %'0000804000000,..  x'00000C
Iwp.peopleSvcP...  JQIBM/UserData/WebASS5 Base /TSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root %'0000804000000,..  x'00000C
@ syncml4.jar [QIBM/UserData/WebAS 5 Base ITSOWSE4/WorkplaceServer lwp_ext  Shared (All), Read... Root %'0000804000000,..  x'00000C
@ Ilwp.delegatePoj... /QIBM/UserData/\WebASS5/Base/[TSOWSE4WorkplaceServer lwp_ext  Shared (All), Read... Root ¥'0000804000000..,  x'00000C
@ Iwp.msg.res.jar [QIBMUserData/\WebAS5/Base ITSOWSE4/WorkplaceServerlwp_ext  Shared (All), Read... Root ¥'0000804000000...  x'00000C—
[ lisim e B i BATORA N lmmePimdm Ak 8 € M mmm ITEALAIEE A Mmloml e © s s i mark Clamemd £ Fimnd Fimat LAAARSAARAARRR onnnanel e
< I | [ >

Figure 5-13 Viewing the open file system objects for the Qjvaexec job with iSeries Navigator

6. To view the IBM HTTP Server jobs, in the left pane of iSeries Navigator, click My
Connections — iSeries system name — Work Management — Subsystems — Active
Subsystems — Qhttpsvr. You see five jobs with the name of your IBM HTTP Server as
shown in Figure 5-14. These jobs compose the IBM HTTP Server for iSeries.

@ iSeries Navigator

BE[X]

File Edit View Help
5 ] 0 minutes old
| Environment: My Connections | Rchasl2: Qhtipswr  Type: Al Subsystem: Qhttpsvr  Elapsed time: 00:00:00
+ @ Management Central (Rchas12) [A ‘ [A’
- ﬁ My Connections Job Name Detailed Status Curmrent User Type
=l Rechas12 & Admin Waiting for time interval Dkawer Batch imme
* % Basic Operations &  Admin Waiting for time interval Kgreene Batch imme
-1 work Management @ Itsowse2 Waiting for signal Qtmhhttp Batch - Sel
% Active Jobs | & Itsowse2 Waiting for signal Qtmhhttp Batch imme
= Server Jobs 1 & Itsowse2 Waiting for signal Qtmhhttp Batch immg
-4 Job Queues & Iisowse? Waiting for signal Qtmhhttp Batch immg
i SLLI:I::;S:EUES & Itsowse2 Waiting for dequeue Qtmhhttp Batch immg
= Active Subsystems & Itsowse3 Wa!h.ng for s!gnal Qtmhhttp Batch .- Sel
Tteodoms & Iisowse3 Waiting for signal Qtmhhttp Batch imme
Itsodom70 & Iisowse3 Waiting for signal Qtmhhttp Batch immg L
Qases &  Itsowse3 Waiting for signal Qtmhhttp Batch imme
Gbatch & Iisowse3 Waiting for degueue Qtmhhttp Batch immg
Qemn & Iisowse5 Waiting for signal Qtmhhttp Batch - Sel
Qct & ItsowseS Waiting for signal Qtmhhttp Batch immg
Qejhass & Itsowses Waiting for sigrial Qtmhhttp Batch imimg
Qhttpsvr & IisowseS Waiting for signal Qtmhhttp Batch imme
Qinter & Itsowses Waiting for dequeus Qtmhhttp Batch immé s |
Qserver [l 2] 1 | (2]

Figure 5-14 Viewing the active jobs in the Qhttpsvr subsystem with iSeries Navigator
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5.3.2 Using iSeries Navigator to view active jobs (method 2)

Perform the following steps to find the jobs that make up the Workplace Services Express
server using iSeries Navigator:

1. From iSeries Navigator, in the left pane, click My Connections — iSeries system
name — Work Management — Subsystems — Active Subsystems — Qejbas5 as
shown in Figure 5-15. Here you see a Qjvaexec, Server1, and WebSphere_Portal
(WebSphere_) job for each running Workplace Services Express server.

Note: You might not see an even number of Server1, WebSphere_, and Qjvaexec jobs
if you are running other WebSphere Application Servers in the QEJBASS5 subsystem.

() iSeries MNavigator —._]@
File Edit View Help
e 0 minutes old
| Environment: My Connections | Rchas12: Qejbass  Type: All Subsystem: Qejbas5  Elapsed time: 00:00:00
= @ Wark Management |
Active Jobs Job Name Detailed Stati _ Cumrent User | Type
% Server Jobs Qejbass Waiting for dequeus Qsys Subsystem
* % Job Queues & Qjuaexec Waiting for Java program Qejbsur Batch immedia
+-02 output Queves @ Qjvaexec Waiting for Java program Qejhsur Batch immedia
= Sul:usysterns & Qjuaexec Waiting for Java program Qejbsur Batch immedia
= cti\u'e Subsystems & Serverl Waiting for Java program Qejbsur Autostart - Se
;:ESEE; & Serverl Waiting for Java program Qejbsyr Batch - Server
E‘ Oases & Serverl Waiting for Java program Qejbsur Batch - Server
E’f Qbatch & Serverl Waiting for Java program Qejbsur Batch - Server
Qamn & Serverl Waiting for Java program Qejbsyr Batch - Server
[@ Qctl & \Websphere_  Waiting for Java program Qejbsur Batch - Server
Qejbass & \Websphere_  Waiting for Java program Qejbsur Batch - Server
Ohttpsvr @& Websphere_  Waiting for Java program Qejbsyr Batch - Server
E.: Qinter & ‘Websphere_  Running Qejbsur Batch - Server
E-T Qserver
21 Qspl
Qsyswrk
Qusrwrk . ]
+- 8% Memnry Pals [ .< | .>.

Figure 5-15 Viewing active jobs in the Qejbas5 subsystem with iSeries Navigator
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2. If you are running multiple Workplace Services Express servers, you must know which
jobs are associated with each Workplace Services Express server. Right-click a
WebSphere_ job and click Job Log. The job log contains the Workplace Services

Express server name as shown in Figure 5-16.

225876/Qejbsvr/Websphere_ Job Log - Rchas12

BEX]

File Edit View Help
5] 0 minutes old
| Job: Websphere_  User: Qejbsvr  Mumber: 225876
Message ID | Message | Sent | Type
SQL7908 Job 229316/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 2:07:04 FPM Completion
S0QL7908 Job 228958/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 1:49:53PM  Completion
SQL7908 Job 225886/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 12:40:04PM  Completion
SQL7908 Job 226036/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 11:40:14 AM  Completion
SQL7908 Job 225886/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 10:09:55 AM  Completion
SOQL708 Job 226035/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:40:25AM  Completion
EJBO106 WebSphere application server WebSphere_Portal ready. 10/18/05 9:40:25AM  Information
SQL7908 Job 225893/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 9:40:17 AM  Completion
SQL7908 Job 225892/QUSER /QSQSRVR used for SQL server mode processing. 10/18/05 9:36:25AM  Completion
S0QL7908 Job 225883/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:36:23 AM  Completion
SQL7908 Job 225890/QUSER,/QSQSRVR. used for SQL server mode processing. 10/18/05 9:35:25AM  Completion
SQL7908 Job 225888/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 9:34:57 AM  Completion
SQL7908 Job 225887/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 9:33:54 AM  Completion
SOL7308 Job 22583 5/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:33:53AM  Completion
S0QL7908 Job 225886/QUSER,/QSQSRVR used for SQL server mode processing. 10/18/05 9:33:47AM  Completion
SQL7908 Job 214582/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 2:33:43AM  Completion
SQL7908 Job 225590/QUSER /QSQSRVR used for SQL server mode processing. 10f18/05 2:33:39 AM  Completion
SQL708 Job 222283/QUSER,/QSQSRVR used for SOL server mode processing. 10/18/05 9:32:04AM  Completion
EJBO105 Server starting with user profile QEJBSVR and JDK 1.3.1. 10/18/05 9:29:13AM  Information
@ cpr1301 ACGDTA for 225876/QEJIBSVR,/WEBSPHERE _ not journaled; reason 1. 10/18/05 9:29:13AM  Information
CALL PGM{QEJBAS5/QEIBSTRSVR,) PARM( -instance’ '_."QIBM.."LlserData_-"\-'-;'ebI-\SSfBerv. .. 10/18/05 9:29:12AM  Current request
CPI1125 Job 225376/QEIBSVR/MEBSPHERE _ submitted. 10/18/05 9:29:12 AM Information
CPF1124 Job 225876 /QEJBSVR/WEBSPHERE _ started on 10/18/05 at 09:29:12 in subsystem QEJBASS in QEJB...  10/18/05 9:29:12AM  Information
<) B
1- 23 of 23 objects

Figure 5-16 Viewing the WebSphere_ Job Log with iSeries Navigator

3. To find the correct Server1 job, you can also review the job log as you did with the
WebSphere_Portal (WebSphere_) job.

4. Unfortunately, you cannot use this method to find the Qjvaexec job because the job log for
the Qjvaexec job does not contain the Workplace Services Express server name. To
determine which Qjvaexec job belongs to your Workplace Services Express server, you
can find the Qjvaexec job that was started at approximately the same time as the Server1
and WebSphere_ jobs. To do this, add a column to the default active jobs view so you can
see the date and time each job entered the system. Perform the following steps to add a

column:

a. From iSeries Navigator, select View — Customize this view — Columns or press
F12 as shown in Figure 5-17.

() iSeries Navigator E]@-‘
File Edit WView Help
LS oy 0 minutes old
v Status Bar
Environme Taskpad | Rchas12: Qejbass  Type: Al Subsystem: Qejbas5 Elapsed time: 00:08:22
+ tﬂ Mal Inteligent Agents | | ‘ ‘
— .
- S Detailed Status Cumert User Type
? IEY Customize: this View F  Sort.. iaiting for d “;
. Customize Taskpad. . '\“:’aft.ng fDr equeue Qs‘-‘: Suh—j:f.stem .
i T o Fi2 \Aa’a!h.ng fDr Java program Qe_].bsvr BabrJ1 !mmed!ate
Auto Refresh. .. \a’a!h.ng r Java program Qe_]. SV Ea !mme !ate
Large Icons e Waiting for Java program Qejbsvr Batch immediate
Small Icons i & Qjvaexec Waiting for Java program Qejbsvr Batch immediate
: & Serverl Waiting for Java program Qejbsvr Batch - Server

Figure 5-17 Customizing the iSeries Navigator view
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b. In the Active Jobs - Columns window (Figure 5-18), make the following changes:

i. Under Columns available to display, select Entered System.
ii. Under Columns to be displayed, select Thread Count.

iii. Click Add After.

iv. Click OK to finish adding the column.

(@ Active Jobs - Columns

Columns availahle to display: Columns to be displayed:

Asynchronous Disk V0 . = Add Before —-= Uob Mame
Mverage Response Time Detailed Status
CPU DB % Add After = I [Current User
CPUDE Time Type

CPU Tirme CPU %

Disk O Count Remaove =-- Fun Priarity
Disk i0 Rate Thread Count
Entered Systemn

Function

Interactive Transactions
Uob User ldentity
Memary Poal j

Ok | Cancel | Help |‘?|

Figure 5-18 Active Jobs - Columns window

5. IniSeries Navigator, scroll to the right and click the Entered System heading to sort the
jobs by the time they entered the system. You might have to resize some of the columns in
order for all columns to fit in the window. After you do this, you can see the Workplace
Services Express server jobs grouped together as shown in Figure 5-19.

‘(@ iSeries Mavigator g@
File Edit View Help
&) 1 minutes old
| Environment: My Connections | RchasiZ: Qejbass Type: Al Subsystem: Qejbas5 Elapsed time: 00:42:45
+ @ Management Central {Rchas1|a | Currert CPU % Run Thread
= H My Connections Job Name Detailed Status User Type Priority Count | Entered System
= I Rchas12 % Qejbass Waiting for dequeue Qsys Subsystem 0.0 0 i 10/18/059:17:56 AM
+- 8 Basic Operations | & Websphere_ Waiting for Java program Qejhsvr Batch - Server 0.2 0 119 10/18/05 9:29:12 AM
= @ Wark M.anagement & Qjvaexec Waiting for Java program Qejbswr Batch immediate 0.0 20 32 10/18/05 9:40:12 AM
Active Jobs & Serverl Waiting for Java program Qejbsvr Batch - Server 0.0 20 33 10/13/05 9:40:55 AM
= SELVEF Jobs | | @ Qjvaexec Waiting for Java program Qejbsvr Batch immediate 0.0 20 42 10/18/059:57:45 AM
1 x{t) 3; Quteues i & Serverl Waiting for Java program Qejbsvr Batch - Server 0.0 0 33 10/18/05 1:05:18 PM
+| ="
H SLLII':E‘LIISE;:UES | | ® websphere_ Waiting for Java program Qejbavr Batch - Server 0.2 20 121 10/18/05 1:05:57 PM
e .-'-\rcﬁ'-_.-e Subsys | @ Qivaexec Waiting for Java program Qejbsvr Batch immediate 0.0 20 32 10/13/05 1:15:46 PM
i Itsodama & Serverl Waiting for Java program Qejbsvr Batch - Server 0.0 20 34 10/18/05 1:23:38 PM
Itsodom7C @ Websphere_ Waiting for Java program Qejbsvr Batch - Server 0.2 20 122 10/18/05 1:24:24FM
Qases & Qjvaexec Waiting for Java program Qejbsvr Batch immediate 0.0 20 32 10/18/05 1:39:02 PM
E,: Gbatch & Serverl Waiting for Java program Qejbsvr Batch - Server 0.0 25 27 10/13/05 1:45:30 PM
E: Qecmn & Serveri Waiting for Java program Qejbsvr Batch - Server 0.1 20 34 10/18/05 2:57:33 FPM
F@ Qct @ Websphere_ Waiting for Java program Qejbsvr Batch - Server 3.5 20 126 10/18/05 2:58:17 PM
ET Qejbass @ Qjvasxec Waiting for Java program Qejbsvr Batch immediate 0.0 20 28  10/18/05 3:07:27 PM
Qhttpsvr
31 Qinter hed| ]
£ E I | > | £ } 11l i [ *|
k Management tasks )
il Add a connection lonitor system performance ~Hll View system values it
1-15of 15 objects

Figure 5-19 Qejbas5 subsystem jobs sorted by the time they entered the system
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6. To view the IBM HTTP Server jobs, in the left pane of iSeries Navigator, click My
Connections — iSeries system name — Work Management —> Subsystems — Active
Subsystems — Qhttpsvr. You see five jobs with the name of your IBM HTTP Server as
shown in Figure 5-20. These jobs compose the IBM HTTP Server for iSeries.

-
@ iSeries Navigator g @
File Edit View Help
) 0 minutes old
| Environment: My Connections | Rchas12: Qhttpswr  Type: All  Subsystem: Qhtipsvr  Elapsed time: 00:00:00

+ @ Management Central (Rchas12) | ‘ ||
= w My Connections [ ‘: Job Name Detailed Status Cument Lser Type k|

- i Rchas12 & admin Waiting for time interval Dkawer Batch imme

+- 8 Basic Operations @ Admin Waiting for time interval Kareene Batch imme

= @ Work Management @ Itsowse2 Waiting for signal Qtmhhttp Batch - Sel

% Active Jobs @ Itsowse? VWaiting for signal Qtmhhttp Batch imme
Server Jobs &  Itsowse2 Waiting for signal Qtmhhttp Batch imm ‘
i % L= & Itsowse2 Waiting for signal Qtmhhttp Batch imme '
i SEE:S:S;:UES & Itsowse2 Waiting for degueue Qtmhhtip Batch imme |

- Active Subsystems & Itsowse3 Wa?h-ng for s?gnal Qtmhhttp Batch .- Sel

Ttsodoms || & Itsowse3 Waiting for signal Qtmhhtip Batch immg

Itsodom70 & Itsowse3 Waiting for signal Qtmhhttp Batch immg

Qases & Itsowse3 Waiting for signal Qtmhhtip Batch imme

Qbatch & Itsowse3 Waiting for dequeue Qtmhhtip Batch imme

Qemn & Itsowses Waiting for signal Qtmhhtip Batch - Sei

Qctl & Itsowse5 Waiting for signal Qtmhhttp Batch imme

Qejbass &  Itsowses Waiting for signal Qtmhhttp Batch imme

Qhttpsvr & Itsowse5 Waiting for signal Qtmhhttp Batch imme|
Qinter @ Itsowses VWaiting for dequeus Qtmhhttp Batch immé v |
Eﬂ Qserver vl <] | [ > .

Figure 5-20 Viewing the active jobs in the Qhttpsvr subsystem with Series Navigator

5.3.3 Using i5/0S commands to view active jobs (method 3)

Perform the following steps to find the jobs that make up the Workplace Services Express
server using i5/0S CL commands:

1. To view all active jobs on the iSeries server, from an i5/0S command line, enter the Work
with Active Jobs (WRKACTJOB) command. All active jobs are visible here and are organized
by subsystem. You can find the QJAVEXEC, WEBSPHERE_, and SERVER1 jobs under
the QEJBASS5 subsystem. The IBM HTTP Server jobs run in the QHTTPSVR subsystem.
See Figure 5-21.
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Work with Active Jobs RCHAS12
10/19/05 09:18:08
CPU %: .0 Elapsed time: 00:00:00 Active jobs: 330

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files 13=Disconnect ...

Opt Subsystem/Job User Type CPU % Function Status
SERVER1 QEJBSVR BCH .0 PGM-QEJBSTRSVR  JVAW
SERVER1 QEJBSVR BCH .0 PGM-QEJBSTRSVR  JVAW
WEBSPHERE_  QEJBSVR BCH .0 * -COMMIT JVAW
WEBSPHERE_  QEJBSVR BCH .0 * -COMMIT JVAW
WEBSPHERE_  QEJBSVR BCH .0 * -COMMIT JVAW
WEBSPHERE_  QEJBSVR BCH .0 * -COMMIT JVAW
WEBSPHERE_  QEJBSVR BCH .0 * -COMMIT JVAW

QHTTPSVR QSYs SBS .0 DEQW
ADMIN QTMHHTTP BCH .0 PGM-QZHBMAIN SIGW

More...
Parameters or command
===>
F3=Exit F5=Refresh F7=Find F10=Restart statistics
F11=Display elapsed data F12=Cancel  F23=More options F24=More keys

Figure 5-21 Using WRKACTJOB to find active Workplace Services Express jobs

2.

If you are running multiple Workplace Services Express servers, you must know which
jobs are associated with each Workplace Services Express server. Enter option 5 (Work
with) next to the WEBSPHERE_ job and press Enter.

On the Work with Job display, enter option 10 (Display job log, if active or on job queue) to
view the job log. The first line in the job log contains the Workplace Services Express
server name as shown in Figure 5-22. In our example, the name of the Workplace
Services Express server is itsowse3.

Display Job Log
System: RCHAS12
Job . . :  WEBSPHERE_ User . . : QEJBSVR Number . . . : 225876

>> CALL PGM(QEJBAS5/QEJBSTRSVR) PARM('-instance' '/QIBM/UserData/WebAS5/Base/
itsowse3' '-server' 'WebSphere Portal')
Bottom

Press Enter to continue.

F3=Exit  F5=Refresh  F10=Display detailed messages Fl2=Cancel
F16=Job menu F24=More keys

Figure 5-22  Viewing the job log for the WebSphere_Portal (IWEBSPHERE_) job

4.
5.

Press F3 (Exit) to exit the job log. You should now see the Work with Active Jobs display.

To find the correct Server1 job, you can also review the job log as you did with the
WebSphere_Portal (WEBSPHERE_) job.

Chapter 5. Administering Workplace Services Express 121




122

6. Unfortunately you cannot use this method to find the QJVAEXEC job because the job log
for the QUVAEXEC job does not contain the Workplace Services Express server name. To
determine which QUVAEXEC job belongs to your Workplace Services Express server, you
can find the QUVAEXEC job that was started at the same time as the SERVER1 and
WEBSPHERE_ jobs.

Review the job log of the SERVER1 job of your Workplace Services Express server and
make a note of the job number. Within i5/0S, jobs are started with a unique and sequential
job number.

7. To find the jobs that were started at approximately the same time as the WEBSPHERE_

and SERVER1 jobs of your Workplace Services Express server, you can sort the jobs on
the WRKACTJOB display by job number. To view the job numbers in the Work with Active
Jobs display, press F11 twice. Figure 5-23 shows how your display should look now.

Work with Active Jobs RCHAS12
10/19/05 09:46:48
CPU %: 5.3 Elapsed time: 00:28:39 Active jobs: 333

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files  13=Disconnect ...

Opt Subsystem/Job User Number Type CPU % Threads
SERVER1 QEJBSVR 231202 BCH .0 33
SERVER1 QEJBSVR 234830 BCH .0 34
WEBSPHERE_ ~ QEJBSVR 225876 BCH .5 268
WEBSPHERE _ QEJBSVR 228776 BCH .2 123
WEBSPHERE_  QEJBSVR 229196 BCH .5 153
WEBSPHERE_  QEJBSVR 231279 BCH .5 154
WEBSPHERE_ ~ QEJBSVR 234795 BCH 1.0 149

QHTTPSVR QSYS 199725 SBS .0 1
ADMIN QTMHHTTP 232284 BCH .0 1

More...
Parameters or command
===>

F3=Exit F5=Refresh F7=Find F10=Restart statistics F11=Display status

F12=Cancel  F17=Top F18=Bottom F23=More options F24=More keys

Figure 5-23 Work with Active Jobs display showing job numbers
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8. To sort all of the jobs by job number, place your cursor on the Number column and press
F16. You should now find a QJVAEXEC job that started at approximately at the same time
as the SERVER1 or WEBSPHERE_ job as shown in Figure 5-24.

Work with Active Jobs RCHAS12
10/19/05 09:53:13
CPU %: 7.3 Elapsed time: 00:35:04 Active jobs: 333

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files 13=Disconnect ...

Opt Subsystem/Job User Number Type CPU % Threads
QJVAEXEC QEJBSVR 226818 BCI .0 42
QSQSRVR QUSER 226802 PJ .0 1
QSQSRVR QUSER 226791 PJ .0 1
QSQSRVR QUSER 226790 PJ .0 1
QSQSRVR QUSER 226787 PJ .0 1
QSQSRVR QUSER 226775 PJ .0 1
SERVER1 QEJBSVR 226233 BCH .0 161
QJVAEXEC QEJBSVR 226037 BCI .0 42
QSQSRVR QUSER 226035 PJ .0 1

More...
Parameters or command
===>
F3=Exit  F5=Refresh  F7=Find F10=Restart statistics Fl1=Display status
F12=Cancel F17=Top  F18=Bottom F23=More options F24=More keys

Figure 5-24 Viewing all active jobs sorted by job number in the Work with Active Jobs display

5.4 Managing an IBM HTTP Server for iSeries server

You can use IBM Web Administration for iSeries to access the IBM HTTP Server for iSeries
configuration. You might have to update the configuration for performance reasons, and you
must understand where to manage the server configuration. To manage your IBM HTTP
Server for iSeries, perform the following steps:

1. To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName .domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. To manage your HTTP server, select your server by performing the following steps:
a. Click the Manage tab.
b. Click the HTTP Servers tab.

c. Inthe Server field, select your HTTP server name. If you do not know the name of your
IBM HTTP Server for iSeries server name, refer to 5.2, “Reviewing the Workplace
Services Express configuration” on page 110.
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d. You can now manage your IBM HTTP Server for iSeries server by selecting any of the
options in the left pane. You can also determine if the server is running or stopped by
reviewing the status in the upper left corner of the pane as shown in Figure 5-25.

@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer E]@
¢ File Edit View Favorites Tools Help :,'

eBack M > | \ﬂ \ELI ;‘ /._-\-' Search ‘{:/Favorites @Media 6? <l - ‘f 7 _J ﬂ

: Address |@J http:frchas12.rchland.ibm, com: 200 1HTTP Admin V| Go
: Links @ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @ 1BM Standard Software Installer @ -
i Google - | | [C] search - | @M g A Check ~ "R Autolink ~ g options

1BM Web Administration for iSeries

Setup WIELELEM Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

T (- R e T e e

@ Running Server:| ITSOWSES - Apache v| Serverarea:| Global configuration V|
: 5 =
v Common Tasks and Wizards 2 Manage Apache server "ITSOWSE3" - Apache/2.0.52 =
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache HTTP server created by the Create IBM Workplace wizard
J Create WebSphere Portal
J Create IBM Waorkplace @\
¥ HTTP Tasks and Wizards Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache).
< Add a Directory fo the Web Using these forms you can set up and manage your HTTF Server (powered by Apache) quickly and easily.
B LDAP Configuration With IBM HTTP Server for iSeries you have everything you need to establish a Web presence and get
- Senvietand JSP Enablement started on the road to working the Web for business.
w Server Properties .
B General Server Configuration To get started, use the Create Mew HTTP Server wizard under Common Tasks and Wizards. Follow the
B Container Management wizard, step by step, to quickly create a working HTTF Server (powered by Apache). Once the wizard has
B Virtual Hosts been successfully completed, you will have an HTTF Server that is usable for internal or external business
I URL Mapping Megde
B Request Processing Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Server
B HTTF Responses (powered by Apache) for your business needs.
B Content Settings
& Directory Handling i Neb serving is a critical aspect of your business, use high availability and scalability of your Web server =

Figure 5-25 Managing the IBM HTTP Server for iSeries server

5.5 Accessing a Workplace Services Express server

The only client available for use with a Workplace Services Express server is a Web browser.
For information regarding supported Web browsers, refer to 2.7, “Client requirements” on
page 31. The URL that you should use to access the Workplace Services Express server is
provided for your reference in IBM Web Administration for iSeries. Perform the following
steps:

1. To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we use:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.
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4. If you must select your Workplace Services Express server, in IBM Web Administration for
iSeries, follow these steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.

5. In the middle of the right pane, you see a box that gives you the URL to access the
Workplace Services Express server as shown in Figure 5-26. Click the URL link or type
the URL manually into a Web browser. In the following example, you substitute your own
details for the items in italics:

http://host.domain:port/Iwp/workplace

l@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer - || O
: File Edit View Favorites Tools Help

: 3 A T 4% i ; > Dy WA

e Back - _) \ﬂ @ {_Ij 7 ) Search \f/\{‘ Favorites c Media @ [,-_-:5 b = T I 'j%

: Address @:lhtm:ﬂrﬁas 12.rchland.ibm. com: 200 1/HTTP Admin A ﬂ
: Links géj Search the Web with Lycos géj IBM Business Transformation Homepage @j IBM Internal Help Homepage é:l IBM Standard Software Installer lE

IBM Web Administration for iSeries &7 WebSphere.

Advanced | Related Links

Setup
All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

@ Running Ser\fer:| itsowse3\WebSphere_Portal - V2.5 (workplace - WSE) [V]

w Common Tasks and Wizards itsowsed/WebSphere Portal
J Create HTTP Server
J Create Application Server N
3 Migrate Original to Apache Manage IBM Workplace Services Express (WSE), V2.5
J Create WebSphere Portal Instance: itsowsed  Server: itsowsel

J Create IBM Waorkplace

* Server Properties Mo description for server itsowse3/\WebSphere_Portal

BiEEiETFans The WebSphere Application Server instance itsowse3 has been configured as an IBM Workplace environment. To manage
B View HTTP Servers @ : i = = R, ¥ and sian in with horized
B View VNG Servers all aspects of this server click an the Launch Admmlstrah\_ae Consolg’an sign in with an autharized user

To access your Workplace environment click on the following URL: ( http://itsowse3.rchland. ibm.com:80/lwp/warkplace )

* Problem Determination
B View Logs

& View Creation Logs

< View Create Summary P [I@I}a% FSEuis #;‘[n];‘ﬂ:sa- & ea‘5:&%5:[[]]&&%5:&%5:&%3{‘ﬂaﬁ:‘f
¥ Tools - . X . X

< Launch Administrative Console HTTP Server Workplace Configuration Database Configuration Security Configuration

The Workplace framework provides a single point of access to many Web-based resources and collaborative components, providing
users with a consistent view of portal applications and defines specific sets of applications which are presented in a single context. IBM
‘Waorkplace is built upon this technology.

View the detailed list of tasks for the Workplace Configuration step.

Figure 5-26 Managing the Workplace Services Express server in the IBM Web Administration for iSeries tool
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6. The window that opens first when you access the Workplace Services Express server is
blank, except for the banner at the top of the page. In the upper right corner of the pane,
you have the option to Log In or Sign up. See Figure 5-27.

Note: The Sign up link is displayed only if you allowed write access to the LDAP
directory. If you do not want your users to Sign up, refer to 5.10, “Removing the Sign up
and Edit my profile links” on page 156.

£71BM Workplace Services Express - Microsoft Internet Explorer MLEIJW
File Edit WVew Favorites Tools Help :“'

@Back - J \ﬂ @ _;j /rj Search ‘?::?Favorites e‘Media ﬁ} D::i:v "‘_\ﬁ I:w;! _J ﬁ

: Address http: /fitsowse 3.rchland.ibm. comwpfworkplace v Go
 Links @ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @j 1BM Standard Software Installer '135 -

: Google - | [v| [C] search ~ | @M §B [Bropupsokay | % Chedk ~ K Autolink ~ ] sutori i Options

I forgot my password Sign up @ Halp = Log in )

IBM, Workpla

ces Express

Figure 5-27 Logging into Workplace Services Express

7. Inthe next pane, click Log in to log in to the Workplace Services Express server. Any user
in the LDAP directory with a proper user ID and password can now log into the server. You
can optionally log in as the Workplace Services Express administrator to administer the
Workplace Services Express server as shown in Figure 5-28.

@ IBM Workplace Services Express - Microsoft Internet Explorer EJLI;IJW
: File Edit View Favorites Tools Help .tl';'-
@ Back =2 \ﬂ @ _-_h 7 Search .. Favarites el\"ledla @ e =
: Address @ http: ffitsowse3.rchland.ibm. comlwpfworkplace/lut/p/.scr Login [v] Go
: Links QJ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @ 1BM Standard Software Installer @ -

IBM, Workplace_Services Express I forget my password Sign up (@) Help

IBM"Workplace~Services Express

User ID:
. Licensed Materials - Property of IEM. L-PMIR-BAZ5W4 {C) Copyright IBM Corporation 2003, 2005. (
wpsadmin All Rights Resarved. |BM, the |BM loge, and Werkplace are trademarks of |BM Corporatien in the A_,(_ 5
United States, ether countries, or both. =
Password: —
Java and all Java-ba are of Sun Inc. in the United States, !ava
bl other countries, or both. Al otner are of other i i COMPATIBLE

Please note: After some time of inactivity, the system will log you out automatically and ask you to log in again.

=

Figure 5-28 Logging into Workplace Services Express as the administrator, wpsadmin
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After you log into Workplace Services Express, you see a window similar to the example in

Figure 5-29.

@ IBM Workplace Services Express - Microsoft Internet Explorer Q

File Edit View Favorites Tools Help a"

. - [ o _‘n._ ! . o P _‘.\ - 1

. @ Back - _/I \ﬂ @ \;‘j /“ ! Search L?/\f Favorites e Media @ D;__{ T g | b 'ﬁ
- d
: Address |:Q http: ffitsowse 3. rchland. ibm. comlwp myworkplace flutfp/.scrfLoggedIn [V] Go
: Links g‘[ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @hl IBM Standard Software Installer '@ -

IBM_Workplace_Services 855 My Work Templates Edit my profile’ Actions = @ Help [ Log out

: My Work

: My Weather ir? - O My Stocks IR 2

Getting Started
:18: Wednesday, October 15, 2005 11:26:00 AM EST

IBEM Workplace Services Express ;U;%n;_ls_day, BEmliy 18, EUTR 1eLTET w
connects your teams. information, w IEM 83.09 -0.25 -0.47 %0
and applications in a dynamic work A - =
anvironment that helps people be # Atlanta, Georgia 60° W SCOMP s o5 g fozais
more productive and responsive. e ® Hazy Sunshine §0%/85¢ vﬁDJI i0,272.70 -12.56 -0.12%

- Click Administration

_ To Char‘lge the look vispx 1,173.80 -4.34 -0.37%
i & Stuttgart, Germany 46° del 4 | . _
Q of the site Sunny Bt o Data delayed at least 20 minutes.
II

- Click Themes and l_

Skins Beijing (Peking), China  61° o SetQuote | Symbol Lookup
B Mostly Cloudy 528670 persiatch ® MarketWatch, Inc., 2005

To create a new )

Intraday data provided by ComStock, an
Interactive Data Company.

— % Team Space
3. % - Click the Team
Spaces tab

Tokyo, Japan 642
W Clear Sgo/5g0 {
> Bookmarks M Ty o
~ T 1 Westford, Massachusetts 55°
< 0 mo ”cy page Sunny 47°/66° » IEM.com
' i = IEM Soft
i - Drag and drop to Marietfatch = MarketWatch, Inc, 2005 2=t sonvare
A et rearrange content on Weather data provided by Accuweather. = IEM Workplace
the page
- Expand the palette LVJ

5&1 P Internet

Figure 5-29 Initial default window after logging into Workplace Services Express

5.6 Accessing the WebSphere Application Server
Administrative Console

The administrative console for the WebSphere Application Server is where you make
modifications to the Workplace Services Express configuration. You can make changes in
regard to:

» User policies
» Security (such as configuring single sign-on (SSO))
» Performance

If you know the URL to access the WebSphere Application Server Administrative Console,
you can enter it into your Web browser manually. Alternatively, you can use a link that is
provided for you in IBM Web Administration for iSeries. To access the WebSphere Application
Server Administrative Console from IBM Web Administration for iSeries, perform the following
steps:
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1. To access IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. To manage your Workplace Services Express server, select your server by performing the
following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.

5. In the left pane, click Launch Administrative Console to launch the WebSphere
Application Server Administrative Console. See Figure 5-30.

Note: Be aware that selecting Launch Administrative Console from either one of the
Workplace Services Express servers, Server1 or WebSphere_Portal, brings you to the
same place.

IBM Web Administration for iSeries

¢P  WebSphere
Setup WIELGELEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

@ Running Server: | itsowse3\WebSphere_Portal - V2.5 (workplace - WSE) q

-
w Common Tasks and Wizards itsowse3d/WebSphere Portal
J Create HTTP Server
J Create Application Server N
3 Migrate Original to Apache Manage IBM Workplace Services Express (WSE), V2.5
J Create WebSphere Portal Instance: itsowsel Server: itsowsel

J Create IBM Waorkplace

+ Server Properties No description for server itsowse3/WebSphere_Portal
ggiﬁ%?%ewers @ The WebSphere Application Server instance itsowse3 has been configured as an IBM Workplace environment. To manage
all aspects of this server click on the "Launch Administrative Console” and sign in with an authorized user.

B View VNC Servers

To access your Workplace environment click on the following URL:  http://itsowse3.rchland. ibm.com:80/lwp/warkplace
¥ Problem Determination
B View Logs
& View Creation Logs o
o View Create Summary ﬁaﬁa{l@i] LTOTRY IO %5’-‘[“];‘ ORITTR %5’-[[]];‘ ORITTR %s{k‘ G ad
+ Tools

@Launch Administrative Console) HTTP Server Workplace Configuration Database Configuration Security Configuration

The Workplace framework provides a single point of access to many Web-based resources and collaborative components, providing
users with a consistent view of portal applications and defines specific sets of applications which are presented in a single context. IBM
‘Waorkplace is built upon this technology.

View the detailed list of tasks for the Workplace Configuration step.

Figure 5-30 Launching the WebSphere Application Server Administrative Console for Workplace Services Express
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6. A new Web browser window opens with a logon page for the WebSphere Application
Server Administrative Console (Figure 5-31). You must log into the console using the
administrator user ID and password that you chose as part of the configuration process of
the Workplace Services Express server. For our example, this is wpsadmin.

E11BM WebSphere Application Server Administrative Login - Microsoft Internet Explorer [;]@
: File Edit View Favorites Tools Help o
GBack v & li] lﬂ .\ /.. ) Search ‘:\?’ Favarites e‘r‘l\‘ledia Q-‘\? M= = “:“}

: Address @:ﬁhtips:.r',r'rchas12.rch|and.ibm.c0m:10311;’admin.r'logon.jsp v: a Go

: Links @j Search the Web with Lycos @j IBM Business Transformation Homepage @j IBM Internal Help Homepage f_Ej 1BM Standard Software Installer ‘@ -

WebSphere Application Server  Administrative Console

Version 5

User ID: wpsadmin

Password: 00 | Liesesss

@j Done é Q Internet
Figure 5-31 Login page for the WebSphere Application Server Administrative Console

At this point in this redbook, we do not explain how to modify the server configuration.
However, the remainder of this redbook assumes that you know how to access the
WebSphere Application Server Administrative Console as demonstrated in this section.

For more information about administering Workplace Services Express, refer to the IBM
Workplace Services Express Version 2.5.x Information Center at:
http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

5.7 Changing administrator account passwords

You must make necessary Workplace Services Express server configuration modifications to
change the password for the following users:

» Database administrator (DB2 Universal Database database owner user profile)
» Workplace Services Express administrator
» LDAP administrator password
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5.7.1 Changing the database administrator password

Use the following steps to change the database administrator password.

Tip: If your company’s security policy requires that you change all passwords periodically,
but you do not know which user profile is being used by your Workplace Services Express
server, refer to 5.2, “Reviewing the Workplace Services Express configuration” on

page 110.

Important: We recommend that you perform this procedure after normal business hours.

1. End the HTTP server being used by your Workplace Services Express server to prevent
user interaction with Workplace Services Express while you perform the password
changes.

2. Change the password for the database owner’s user profile. You can use the Change User
Profile (CHGUSRPRF) CL command to update the password, for example:

CHGUSRPRF USRPRF (WSEDBUSER) PASSWORD (newlpass) STATUS(*ENABLED)

Here WSEDBUSER represents the name of the database user ID, and new1pass
represents the new password for the database user.

3. Open the WebSphere Application Server Administrative Console and log in as the
Workplace Services Express administrator. For help on how to access the administrative
console, refer to 5.6, “Accessing the WebSphere Application Server Administrative
Console” on page 127.

4. From the WebSphere Application Server Administrative Console, in the left pane, click
Security —» JAAS Configuration — J2C Authentication Data. See Figure 5-32.

.. S
hSp Ap ' onsole R ]
0 %
Home | Save | Preferences | Logout | Help | B
User ID: wpsadmin e c -
X J2C Authentication Data Entries =l
ITSOVISEG_itsowseb
Specifies a lizt of userid and pazsword for use by Java 2 Connector security. [
Servers
Applications
Resources Total: &
B Security Fitter
Global Security Preferences
PKI Tazk Scheduler New | Delete
ﬂ . - o~ P o~
Authentication Mechani [ | atias & UserID ~ Description
User Registries D MSOWSEE itzowseS/LWPComm | wp
B a2 STTTELIZ [] |brbDBAuth wemdbadm | JAAS Allas
Application Logine for /QIBM/UzerData/\WebASS/Baze/tzowseb/PortalServer/cloudscap
J2C Authentication Data D fokDBAuth wpsSdbuser |JAAS Alias for *LOCALITSOWSESS
FETETIEE T I [] | wcmDBAuth wpsBdbuser | JAAS Alias for *LOCALITSOWSESS
Environment
. 4 i # W L
System Administration D wmmDBAuth wpsSdbuser |JAAS Alias for *LOCALITSOWSESS
Troublezhooting D wpsDBAuth wpsSdbuser |JAAS Alias for *LOCALITSOWSESS I]Iz‘
Lotus Workplace | J
| WebSphere Status [i = Previous  MNext = October 24, 2005 3:34:04 PM CDT Q | E|

Figure 5-32 J2C Authentication Data Entries
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5. In the J2C Authentication Data Entries pane, click each of the aliases in the following list,

highlight the old password, and then enter the new password. Click Apply and then click
OK to update the entry.

WSEServerName/LWPComm
fokDBAuth

wmmDBAuth

wpsDBAuth

Figure 5-33 shows an example of modifying the WSEServerName/LWPComm entry,
where WSEServerName represents your Workplace Services Express server name.

Administrative Console

IInmlSauelPrefermlengmnlllehl

&[a]
Useuilupsatr 12C Authentication Data Entries > =
ITSOWSEG_itsowse6 |TSOWSEE_itSOWSEEfLWPCClmm
Servers o " 5 4
Specifies a lizt of userid and pazsword for use by Java 2 Connector security. [
Applications
Resources Configuration
B Security
Global Security Properties
PKI Task Scheduler Alias * TSOWSES_itsowseS/ILWPComm [i] specifies the name of the
S5L authentication data entry.
Authentication Mechanizmz User ID * | wpsBdbuser [i] specifies the J2C authentication
User Registries data user ID.
B JAAS Configuration Password U o [il specifies the passwurd tq use for
the target Enterprize Information
Application Loging System.
J2C Authentication Data Description [i] specifies an optional description
Authentication Protocol of the authentication data entry. For
. example, this authentication data
Environment entry iz used to connect to DB2.
System Administration
o Applyl OK|  Reset | Cancel |
Troublezhooting B
Lotus Workplace lz‘
=1

Figure 5-33 Modlfying the password in the WSEServerName/LWPComm data entry

6. Click Save to apply the changes to the master configuration.
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7. When you see the Save to Master Configuration box (Figure 5-34), click the Save button
to complete the save.

Home | Save | Preferences | Logout | Help | EB

User ID: wp=sadmin

ITSOWSEG_itsowseb

&Changes have been made to your local configuration. Click Save to apply changes to the master configuration.

LTI [} The server may need to be restarted for these changes to take effect.
Applications
Resources J2C Authentication Data Entries >
B Security Save
Global Securi
Save your workspace changss to the master configuration
PKI Tazk Scheduler
SSL
[ Authentication Mechani Configuration ‘
[ Authentication Mechanisms Save to Master

User Registries Click the Save button to update the master repository with your changes. Click the Dizcard button to discard your

B JAAS Configuration changes and begin work again using the master repositery configuration. Click the Cancel button to continue working
o . with your changes.

Application Logins

J2C Authentication Data

Authentication Protocol

Total changed documents: 1

View items with changes

Envirenment Save| Discard | Cancel |

System Administration

Figure 5-34 Saving changes to the master configuration

8. In the left pane, click Resources — JDBC™ Providers. In the JDBC Providers pane,
scroll down and you see details like the example in Figure 5-35. At the bottom of the JDBC
Providers pane, click wpcp50JDBC.

WebSphere Application Server Administrative Consele

Version 5

User ID: wp=admin = |Z|
Cell TSOWSES_itzowseb To =pecify cell =cope, clear the node
ITSOWSER itsowse6 and server fields and click Apply.
- A - Node e To =elect a node scope, type in or
Servers [TSOWSES_ftsowsed ;ﬂrnws& Nodes browse for a node, then clear the
Applications =erver field and click Apply.
Soi To =elect a server scope, select a
= Resources = Browse Servers node scope first, then type in or pE
JDBC Providers browse for a server, and click Apply.
. . When new items are created in this
Generic JMS Providers Apply view, they will be created within the
WebSphere JMS Provider current scope.
WebSphere MO JMS Provi
Mail Providers Filter
Resource Environment Prg Preferences
URL Providers —l
New | | Delete
Resource Adapters 4 Q
Cache Instances [ | name 2 Description ¢
Meszaging Wi . -
EAle e S [ |mn2si08C Lotus Workplace JOBC Frovider
Obiject Pools
Scheduler Cenfiguraticn [ | wecaS0J0BC
Staff Plugin Provider O wpsS0JDBC
Work Manager |
WebSphere Business Inte ]
-

Figure 5-35 JDBC Providers pane

9. In the wpcp50JDBC pane, scroll to the bottom of the pane and click Data Sources
(Version 4).
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10.You now see the Data Sources (Version 4) pane (Figure 5-36). Click each of the following
names, highlight the old password, and enter the new password. Click Apply and then
click OK to update the password.

feedbackDS
— perDS
— wcmDS

Home | Save | Preferences | Logout | Help |

S TR | JDBC Providers > wpep50JDBC >
ITSOWSEG_itsowsef Data Sources (Version 4)

Servers . | .
This iz the WebSphere 4.x data source that uses the WebSphers old ConnectionManagsr architecture. Allthe EJB1.x

Applications modules must use this data source. [l
B Resources
JOBC Providers
Generic JWMS Providers
WebSphere JMS Provider
WebSphere MQ JMS Provi
Mail Providers New | | Delete Test Connection
Resource Environment Pra

Total: 3
Filter

Preferences

URL Providers [ | name : JNDI Name Description e Category =
5 eedbacl j eedback atasource template for

Resource Adapters [] | feedbackns jdbc/feedback Dat template fi

WebSphere

Cache Instances = z

Extended Messaging Provi Fl persDS. jdbcipersDS Datazource template for
i ging Vi N

S — WebSphere

ect Pools
BaEEEm . D wembS jdbciwem Datasource templats for
Scheduler Configuration WebSphere

Staff Plugin Provider
Work Manager
WebSphere Business Inter

™

Figure 5-36 wpcp50JDBC Data Sources (Version 4) page

Figure 5-37 shows changes that are made to the feedbackDS entry.

WebSphere Application Server  Administrative Console

Version 5

Home | Save | Preferences | Logout | Help |

[ =TT T 7% Uidld=uul U IEpiEe 1o wWenspneie T T Emm T mmm s e m e
User ID: wp=sadmin = rES0Urce. lz‘

ITSOWSEG_itsowseb

Servers l:‘
Applications Category [ an opticnal categery string which
can be used to clazsify or group the

Eliestages rESource.
SIS ERaiders Database Name *| OCAL/TSOWSESS [i] The database name that iz used
Generic JMS Providers by a WebSphere 4.0 data source

bSphere JMS Provider instance to get a connection.

WebSphers MO JMS Provi Default User ID wpsBdbuser [il The user ID to use for connecting

to the database.

Mail Providers

Default Password [[dhe password uzed for

coocoood
connecting to the database.

Resource Environment Pri

URL Providers L
Reszource Adapters J"'\DIJWI % Reset| Cancel |
Cache Instances

Extended Messaging Provi

Object Poclz Connection Pool  |The connection pool properties that are used by the WebSphere 4.0 data source.

Scheduler Configuration Custom Properties | Properties that may be required for Resource Providers and Resource Factories. For example,

Staff Plugin Provider most database vendors require additional custom properties for data sources that will access the
database.

Work Manager

WebSphere Business Inte
E A I E | WebSphere Status [i < Previous  Next = October 24, 2005 4:03:18 PM CDT Q

Figure 5-37 Modifying the password for the feedbackDS data source

EIDE|

11.Click Save to apply changes to the master configuration.
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12.When you see the Save to Master configuration box, click the Save button to complete the
save.

13.Log out of the WebSphere Application Server Administrative Console.
14.Modify the WCM.properties file to include the new password:
a. Map a drive to the root directory of the iSeries server integrated file system.

b. Open the WCM.properties file in WordPad or the text editor of your choice. The file is
located in the directory /QIBM/UserData/WebAS5/Base/ WSEServerName/wpcp
/config/WebSphere_Portal/author, where WSEServerName represents your
Workplace Services Express server name.

c. Modify the wem.database.password entry to contain the new password as shown in
Figure 5-38.

d. Save and close the WCM.properties file.

WCM.properties - WordPad E DJ

File Edit Wiew Insert Format Help

DEE & #

Properties file to hold configurable items for
IBM WebSphere Portal content publishing (WPCP)

WEPCP stores its content in a relational database. The
following properties control how this database is accesszed.

wcm.database.type = db2

wcm.database.userid = wseédbuser

wom . database.password = newlpass
wcm.database. transactionCount = 10
wcm.database.datasource = jdbo/wom

wom. database.platform = 400

# wcm.database.jtaTransactionTimeout = 1000

Thiz property iz overriden on platform 390 databases.
On 390 databases, tables are not created even if this
property is set to true. S5ee the documentation for
information on creating tablesz on 390.
wcm.database.createTables = true

e b She S

< | >

||For Help, press F1 MNUM

Figure 5-38 Modifying the password in the WCM.properites file
15.Stop your Workplace Services Express server. For assistance with stopping your server,
see 5.1.2, “Stopping a Workplace Services Express server” on page 108.

16.Start your Workplace Services Express server. For assistance with starting your server,
refer to 5.1.1, “Starting a Workplace Services Express server” on page 106.

17.Test your Workplace Services Express environment to verify that the changes were
successfully applied.

134 Deploying IBM Workplace Services Express on the IBM @server iSeries Server



5.7.2 Changing the Workplace Services Express administrator password

To modify the Workplace Services Express administrator password, follow these steps.

Important: We recommend that you perform this procedure after normal business hours.

End the HTTP server being used by your Workplace Services Express server to prevent
user interaction with Workplace Services Express while you perform the password
changes.

Open the WebSphere Application Server Administrative Console and log in as the
Workplace Services Express administrator. For help on how to access the WebSphere
Application Server Administrative Console, refer to 5.6, “Accessing the WebSphere
Application Server Administrative Console” on page 127.

Note: Keep this Web browser session open and active until you are told to exit the
WebSphere Application Server Administrative Console.

Modify the password for the Workplace Services Express administrator in the LDAP
directory. For assistance with changing the password, refer to you LDAP server’s product
documentation.

From the left pane of the WebSphere Application Server Administrative Console, click
Security — User Registries — LDAP.

In the LDAP User Registry pane (Figure 5-39), scroll down and click Advanced LDAP
Settings.

=

i [) [} [ 1, —
pa
S—
- sl
Home | Save | Preferences | Logout | Help |
User ID: wpzadmin rare situations where a router iz used to spray |Z|

IT SOV SET_IT SOV SET

Servers

Applications

Resources
Security
Global Security
PKITazk Scheduler
5L
Authentication Mechanisms
& User Registries
Local 05
LDAP
Custom
JAAS Configuration

Authentication Protocol

requests to multiple LDAP servers and when
the router does not support affinity.

Ignore Case [il When set to true, a case insensitive
authorization check will be performed.
SS5L Enabled El [fl whether secure socket communications i

enabled to the LDAP server. When enabled,
the LDAP Secure Socket Layer settings are
uzed if specified.

] Specifies the LDAP SSL Settings
configuration setting.

S5L Configuration [ TS0WSE7_TSOWSETDetauttsSLSettings [v |

Apply| % Reset| Cancel |

Advanced LDAP Seftings | Advanced LDAP User Registry settings are used when users and groups reside in an external LDAP directory. When

security iz enabled and any of these properties are changed, pleaze go to the GlobalSecurity panel and click Apply or
0K to validate the changes.

Custom Properties A set of arbitrary user registry configuration properties whose names are specific to a given type of pluggable registry.

Environment T
System Administration ViebSphere Status [i] < Previgus  Next > November 2, 2005 11:49:47 AMCST & | [ |
Troubleshooting WebSphere Configuration Problems
Lotus Workplace Total Configuration Problems :1 @ : 1total A Diotal [ Qiotal L
Preferences B
Figure 5-39 Accessing the Advanced LDAP Settings via the WebSphere Application Server Administrative Console
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6. In the Advanced LDAP Settings pane (Figure 5-40), note all the values. We recommend

that you print a copy of this page for your reference. We also recommend that you copy

and paste the values from the User Filter and Group Filter fields into a text document to

simplify the process of restoring the values in a future step.

Home | Save | Preferences | Logout | Help |

i

User ID: wp=sadmin

ITSOWSET_ITSOWSET
Servers
Applications
Resources
B Security
Global Security
PKI Tazk Scheduler
551
Authentication Mechanismz
= User Registries
Local 05
LDAP
Custem
JAAS Configuration

Authentication Protocol

LDAP User Reqgistry >
Advanced LDAP Settings

Advanced LDAP User Registry setftings are used when users and groups reside in an external LDAP directory. When security iz enabled and any of
these properties are changed, please go to the GlobalSecurity panel and click Apply or OK to validate the changes. [i

Configuration

User Filter (&(]fcn=%v )(uid=%v)(mail=%v))(obje [i An LDAP fitter clause for searching the
registry for users.

Group Filter (&(cn=%v}(I{objectclass=dominoGro [i An LDAP fiter clause for searching the
registry for groups.

User ID Map *en [i &n LDAP fitter that maps the short name of
a user to an LDAP entry.

roup ID Map * n iter that maps the short name o

Group ID M - [l An LDAP fitter that the short f
a group to an LOAP entry.

Group Member ID Map dominoGroup: member |1|A.n LD.,C.\P fiter that identifies User to Groups

Figure 5-40 Advanced LDAP Settings in the WebSphere Application Server Administrative Console

7. Scroll to the bottom of the Advanced LDAP Settings pane and click Cancel.

8. From the left pane of the WebSphere Application Server Administrative Console, click
Security — User Registries — LDAP. Refer to Figure 5-39 on page 135.

9. Under the General Properties section, change the password in the following fields
(Figure 5-41):

Server User Password
Bind Password

Click OK to save the new values.

User ID: wpsadmin

ITSOWSES_itsowseb
Servers
Applications
Resources
B Security
Global Security
PKI Tazk Scheduler
551
Authentication Mechanizms
= User Registries
Local 05
LDAP
Custom
JAAS Configuration

Authentication Protocol

Server User ID

*  cn=wpszadmin,o=itz0f

[i] The user ID under which the server wil
execute (for security purposes).

Server User Pazsword

* e

[[The paszword corresponding to the
serverid.

Type ' [i The type of LDAP server being connected
i to.

Host # | itzodoms. RCHLAND IBM.COM [l specifies LDAP server host name.

Port

389

III Specifies LDAP server port.

Base Distinguizhed Name (DN}

[i The base distinguizhed name of the
directory service, indicating the starting peint
for LDAP searches of the directory service.

Bind Distinguizshed Name (DN}

cn=wpsadmin,o=itz08

[[The distinguizhed name for application
server to use to bind to the directory service.

Bind Password

[[The password for the application server to
use to bind to the directory service.

Search Timeout

120

[ Specifies the timeout value in seconds for
an LDAP server to respond before aborting a

Figure 5-41 Changing the Server User Password and Bind Password in the LDAP User Registry page

10.From the left pane of the WebSphere Application Server Administrative Console, click
Security — User Registries —» LDAP. Refer to Figure 5-39 on page 135.

11.Scroll down and click Advanced LDAP Settings. You see a page similar to the one shown
in Figure 5-40.
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12.Restore the values of the fields from the recorded values noted in step 6 and click OK.
13.Click Save to apply changes to the master configuration.

14.When you see the Save to Master configuration box, click the Save button to complete the
save.

15.From the left pane of the WebSphere Application Server Administrative Console, click
Security — User Registries —» Custom.

16.In the Custom User Registry pane, change the Server User Password (Figure 5-42).

User ID: wp=admin

ITSOWSES_itsowsebs
Servers
Applications
Resources
B Security
Global Security
PKITask Scheduler
551

= User Registries
Local 05
LDAP
Custom

JAAS Configuration

Authentication Mechanisms

Authentication Protocol

Custom User Registry

A custom user registry that implements the com.ibm.websphere.security UzerRegistry interface. For backward compatibility, a custom user registry
that impk ted the com.ibm. websphere.security. CustomRegistry interface are alzo supported. When security iz enabled and any of these properties
are changed, pleaze go to the GlobalSecurity panel and click Apply or OK to validate the changes. ]

Configuration
= U VNN

Server User ID

* | wpzadmin [i] The uzer ID under which the server wil
execute (for security purposes).

Server User Password * sessssme [il The password corresponding to the

zerverid.

Custom Registry Clazsnams * | com.ibm.websphere.wmm.registry.V [a dot-separated class name that

implements the
com.ibm.websphers.security. UserRegistry
interface.

Ignore Case D [ilwhen set to true, a case insensitive

authorization check will be performed.

Figure 5-42 Changing the Server User Password field in the Custom User Registry settings

17.Click Save to apply changes to the master configuration.

18.When you see the Save to Master configuration box, click the Save button to complete the
save.

19.From the left pane of the WebSphere Application Server Administrative Console, click
Applications — Enterprise Applications.
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20.For each of the following Enterprise Applications, complete the steps that follow:

Home | Save | Preferences |

LWP_CAI
LWP_Discussion_Service
LWP_Security
LWP_Team_Task_List
LWP_Template_Infrastructure

Select one of the applications from the previous list (Figure 5-43).

?

i

User ID: wp=sadmin

ITSOVWSE4_IT SOVWSE4
Servers
B Applications
Enterprise Applications
Install Wews Application
Resources
B Security
Global Security
PKI Task Scheduler
SSL
Authentication Mechanisms
E User Registries
Lecal S
LDap
Custom
JAAS Configuration

DU PA 1 U AS

4

Credential nistration PA 1 0 3C

DefaultApplication

Exchange35021 PA 1 0 AB

ExchangeS5 PA 1 0 AA

FreguentUsers P& 1 0 34

LWP Cal

LWP Calendar

LWP Discussion Service

LWP List Adapter

LWP Mail

LWP Messaging Admin

Jjooo|o|jo|o|o|o|o|o|jo|ic

LWP PDM Adapter

B F B R F RO FA

Figure 5-43 Selecting an Enterprise Application

Home | Save | Preferences |

users/groups (Figure 5-44).

Logout | Help |

b. Scroll down to the Additional Properties section and click Map security roles to

User ID: wp=admin

ITSOVSE4_ITSOVWSES
Servers

= Applications

Enterprize Applications

Resources
B Security
Global Security
PKI Tazk Scheduler
551
Authentication Mechanisms
= User Registries
Local 05
LDAP
Custom

= L

Target Mappings

The mapping of thiz deployed object (Application or Module) into a
target environment (server, cluster, cluster member)

Libraries

A list of library references which specify the usage of global libraries.

Session Management

Seszion Manager properties specific to this Application

Map Extended Meszaging resource references to resources

Map Extended Mes=saging resource references to rezources

Last Participant Support Extenzion

Extension to tranzaction service to allow a single one-phase resource
to participats in a two-phase transaction with one or more two-phase
rES0UrCes.

Application Profile

An application profile iz a =et of policies that are to be applied during
the execution of an enterprize bean and a =&t of tasks that are
asszociated with that profile.

Wiew Deployment Descriptor

View the Deployment Descriptor

Publish WSDL

Publish WSDL

Map securitv roles to users/groups

Map =ecurity roles to users/groups

Map RunAs roles to users

Map Run&s roles to users

Provide JNDI Names for Beans

Provide JNDI Names for Beans

il

Figure 5-44 Selecting Map security roles to users/groups
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C.

Home | Save | Preferences

| Logout | Help |

Select the wpsRunAsAdmin role and click Lookup groups (Figure 5-45).

Ad ative Conso 3 s

B[l

User ID: wp=admin

ITSOVVSE4_ITSOVISE4
Servers
B Applications

Enterprize Applications

Install Hews Application
Resources
B Security

Global Security
PKI Tazk Scheduler
551
Authentication Mechanisms
= User Registries
Local 05
LDAP
Custom

Mmoo

-

Enterprise Applications > LWP CAl>
Mapping Users to Roles

Map =ecurity roles to uzersigroups

Each role defined in the application or module must be mapped to a user or group from the domain's user registry.

IWI Lookup groups L\\é

|:| Role Everyone? All Auth 2 Mapped Users Mapped Groups
[ twpUser O

[0 wazAdmin O O cn=wpsadmins
[0 wpAnonUser O

wpsRunAzAdmin O O

ﬂ Cancel

Figure 5-45 Lookup groups for the wpsRunAsAdmin role

d.

In the Search String field, type your Workplace Services Express administrator group
and click Search. For our example, we search for a group called wpsadmins.

Select your administrator group and click >> to select the group as shown in
Figure 5-46. Click OK.

T, ¢ ——
hSp Ap i NS0 7 | mveat
e
Home | Save | Preferences | Logout | Help | BE
User ID: wpsadmin s
ITSOVVSE4_ITSOVWSES The following roles will be mapped to the items in the selected list.
Servers
B Applications
Enterprise Applications
Install New Application h _ ¥ )
To =earch for usersigroups, type in a limit (number) and a search pattern and click the "Search” button (e.g. a*):
Resources
O secur limit (number of tems) | 20
SR Search String W psadming S=areh
Global S
Kl Tas Select users/groups below in the “Available” list. Move them to the "Selected” list by clicking on the == button
;thenticatiun Mechanizmz ﬁiailable: Sieleded:
A CN=wp=sadming CN=wp=sadmins
[ User Registries
Local 05
LDAP
Custom
JAAS Configuration
Authentication Protocol B
Environment %
System Administration —
Troubleshooting |Z| i .
Figure 5-46 Selecting the wpsadmins group
f. In the Mapping Users to Roles pane, click OK.
g. Scroll down to Additional Properties. Click Map RunAs roles to users. See
Figure 5-44.
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h. In the Mapping RunAs Roles to Users pane (Figure 5-47), complete these steps:

i. Selectthe wpsRunAsAdmin role.
ii. Inthe username field, enter your Workplace Services Express administrator ID.
iii. In the password field, enter the new administrator password.

iv. Click Apply.
v. Click OK.
r—
Dap AD [ D D | —
o
Home | Save | Preferences | Logout | Help | B
User ID: wp=admin [=]] P

ITSOVVSE4_ITSOVISE4
Servers

@rchanges have been made to your local configuration. Click Save to apply changes to the master configuration.

[} The server may need to be restarted for these changes to take effect.

= Applications

Enterprize Applications Lookup usersigroups > Mapping Users to Roles > LWP CAl >
Install News Application Mapp"]g RunAs Roles to Users
Resources
B Security Map Run&s roles to users
Global Security
PKI Tazk Scheduler The Enterprize beans you are instaling contain predefined RunAs roles. RunAs roles are used by Enterprize beans that need fo run az a
cz particular role to be recognized while interacting with another Enterprize bean.
Authentication Mechanizms username: | Wpsadmin

Bl User Registries password: |wesesees|

Local 05

Apply
Lose
Custom Remow: k‘ € RunAsUser user name and password from the selected roles.
JAAS Configuration Remove
Authentication Protocol ] Role o — Ll
Environment
System Adminigtration ] wpzRunAsAdmin wp=zadmin

Figure 5-47 Modifying the wpsadmin password for an enterprise application

i. Click OK.

j- Return to step a to modify all of the enterprise applications listed. Do not save your
changes at this time.

21.After you change all of the enterprise applications, click Save to apply changes to the
master configuration.

22.When you see the Save to Master configuration box, click the Save button to complete the
save.

23.Click Logout to exit the WebSphere Application Server Administrative Console.

24.End the Workplace Services Express server. For assistance, refer to 5.1.2, “Stopping a
Workplace Services Express server” on page 108.

25.Map a network drive to the root directory of your iSeries server.

26.Navigate to the integrated file system directory, \QIBM\UserData\WebAS5\Base\
WSEServerName\config\cells\WSEServerName_WSEServerName, where
WSEServerName represents your Workplace Services Express server name.

27.0pen the security.xml file with WordPad or the editor of your choice.
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28.Find the security:CustomUserRegistry section and copy the value of “serverPassword” as
shown in Figure 5-48. This is the encrypted form of the new password for your Workplace
Services Express administrator.

<?xml wversion="1.0" encoding="UIF-8"7>
<security:Security mmi:version="2.0" mmlns:mmi="http://www.omg.org/¥MI"” mmlns:orb.securityprotocol="http://www.ibm.com/websphere/appserver/sc]
<authMechanisms xmi:type="security:SWAMRuthentication™ xmi:i SWAMAuthentication 1" OID="No OID for this mechanism" authContextImplllass="|
<authMechanisms xmi:type="security:LTFA" wmi:id="LTFA 1" OI 0id:1.3.18.0.2.30.2" authContextImplClass="com.ibm.ISecurityLocalCbjectIckenB
<trusthksscciation xmi "Trusthsscciation 1" enabled="false">
<interceptors xmi:id="TAInterceptor_l1" interceptor{lassName="com.ibm.ws.security.web.WebSealTrustlisscciationlInterceptor”/>
</trusthssociation>
<singleSignon xmi:id="5ingleSignen 1" requiresSSL="false" domainName="RCHLAND.IBM.COM" enabled="true"/>
<private xmi:id="Key 1131696605158™ bytelrray="9GcCNHCQIhOKHoyTRMvmIT TpmwdttJA2HSbznhihBASqMEUgvL+DibLGEReBRFIIVhE ThFYMAUFUVHDp2Kcz ] 8dAdn)
<public xmi:id="Key_1131696605159" bytelrra 20617 EbmgVDxScp] J9Wnrkiby+QyvriEl 9y 2p/ vAedpPZ S5 IMIQtkmdGF2che YLz 2w VEIMSruT7plreg3VRLBeiT.
<shared wmi:id="Key 1131696605160™ bytelrra kL3b1eVirYolL.CRbDS5cvvlWiSaRamicQp7ji+BJPSDM="/>
</authMechanisms>
<userRegistries xmi:type="security:Local0SUserRegistry™ xmi:id="LocalOQSUserRegistry™ serverld="" serverPpssword=Tiiorl reslm=rs
<userRegistries xmi:type="security:CustonUserRegistry" xmi:id="CustomUserRegistry 1" serverIld="wpsadmin serverPassword="{xcr}MToobiS+LCw%)
<properties id="Property 1117095786674" name="cur LOGGING" wvalue="FALSE" required="false"/>
<properties xmi:id="Property 1117099786973" name="cur ENCRYPTIONKEY" value="rZliwsOelySyHr3zCs3sTMv/ho8fil7s" reguired="true"/>
<properties xmi:id="Property 1131652665641" name="db CONNECTIONPOOL SIZE" value="" required="false"/>
<properties xmi "Property 1131692670727" name="db CONNECTIONPOOL TIMEOUT" value="" required="false"/>
<properties xmi ="Property 1131692673968" name="db DRIVER" walue="com.ibm.db2.jdbc.app.DE2Driver" regquired="true"/>
<properties xmi "Property 1131652674850" name="db DRTVER LOCATION" value="/QIBM/ProdData/Javadll/ext/db2 classes.jar" required="false"|
<properties xmi ="Property_1131692675771" name="db URL" value="jdbc:db2:*LOCAL/ITSOWSE4" required="true"/>
<properties xmi "Property 1131692676723" name="db USERID" value="wseddbuser" required="false"/>
<properties mmi:id="Property 11316392677612" name="db PASSWORD" walue="afacWlggltrlblupdsppiv=—" required="false"/>
</userRegistries>
<userRegistries xmi:type="security:LDAPFUserRegistry” xmi:id="LDAPUserRegistry 1" s
<searchFilter xmi:id="LDAPFSearchFilter_ 1" userFilter samp; (| (cn=%v) (uid=%v) (mai
<hosts xmi:id="EndPoint 1131696615639" host="itscdom70.rchland.ibm.com"™ port="385"/>
</userRegistries>
<applicationloginConfig xmi:id="JAASConfiguration 1">
<entries mmi:id="JAASConfigurationEntry 1" alias="ClientContainer">
<loginModules xmi:id="JRASLoginModule 1" moduleClassName="com.ibm.ws.security.common.auth.module.proxy.W5loginModuleFroxy™ authenticati
<options xmi:id="Property 1" name="delegate” value="com.ibm.ws.security.common.auth.medule.W5ClientLoginModuleImpl™/>
</loginModules>
</entries>
<entries xmi:id="JRASConfigurationEntry
<loginModules xmi:id="JAASLoginModule
<options xmi:id="Froperty 2" name=
</loginModules>

1t3070" s
1inoPerson

rId="cn=wpsadmin

) {objectclass=

erPassword="{xor }MIoob:
groupFilter: &samp; {cl

2" alias="W5Login">»

"com. ibm.ws. security.common.auth.module.proxy.WSLhoginModuleProxy™ authenticati
ue="com.ibm.ws.security.common.auth.module . WSLoginModule Impl™/ >

Figure 5-48 Copying the serverPassword from the security.xml file

29.Exit the security.xml file without saving any changes.

30.Using your mapped drive to the iSeries server, navigate to the directory,
\QIBM\UserData\WebAS5\Base\WSEServerName\properties\, where WSEServerName
represents your Workplace Services Express server name.

31.0pen the soap.client.props file in WordPad or the editor of your choice.
32.Modify the following entries as demonstrated in Figure 5-49:
— com.ibm.SOAP.loginUserid=wpsadmin
Here wpsadmin represents your Workplace Services Express administrator.
— com.ibm.SOAP.loginPassword=newpassword

Here newpassword represents the encrypted form of the new Workplace Services
Express administrator password that you copied from the security.xml file.

SOAP Client Security Enablement

— security enabled status { false[default], true )}

WM A

com.ibm.S0AP. securityEnabled=false

# JMX SOAP connector identitﬂ
com. ibm. SCAP. loginUserid=wpsadmin
com. ibm. SCAP. loginPassword={xor]MTockis+Llw=

F
*

Figure 5-49 Modifying the soap.client.props file
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33.Save and close the soap.client.props file.

34.Start your Workplace Services Express server. For help, refer to 5.1.1, “Starting a
Workplace Services Express server” on page 106.

35.Log into Workplace Services Express as the administrator with the new password.
36.At the top of the Workplace Services Express pane, click Administration.

37.In the Administration pane, click the Access tab.

38.In the left pane, click Credential Vault (Figure 5-50).

IBM, Worky My Work Templates Administration) Edit my profile Actions * (@) Helf]

. Administration

. [ y y
Portal User Interface = Portlets | Access Portal Settings | Portal Analysis | Portal C‘ A1 am available

Users and Groups
Resource Permissions Access

User and Group

Parmissions Use this saction of Portal Administration to control who has access to your portal. Define your
user group and user hierarchy using Users and Groups. Use Resource Permissions to assign
Credential Vault user groups and users to specific roles for a resource. Use User and Group Permissions to

view the level of access a user group or user has for a given resource. Use Credential Vault
to manage and maintain the secure storage of credentials within your portal.

Figure 5-50 Accessing the credential vault for the Workplace Services Express server

39.In the Credential Vault pane, click Manage system vault slots (Figure 5-51).

IBM. Workplac vic XPrss Y rk Templates Administration Edit my profile Actions v (@

Administration

= - ~
Portal User Interface PDNF Porta gs malysm Portal Content A1 am available

Users and Groups Credential Vault ? -0

Rescurce Permissions

User and Group |£| Add a vault segment create a partition in a vault to store credentials
Permissions

W 1 [»] Manage vault sagments  view or dalats = vault segment

|£| Add a vault slot  create a slot in a vault segment, for storing credentials
[»] Manage system vault slots  view or deleta a system vault slot, or change the credential for system shared
slots

Figure 5-51 Selecting Manage system vault slots

40.Select Modify Shared Slot for the deployment.user Vault Slot Name as shown in
Figure 5-52.

F A Portlets = Access Portal Settings = Portal Analysis = Portal Content A1 am available |2 54

Users and Groups Credential Vault 7T -0

Resource Permissions
Vault:

Permamona " [Default [v]
E ﬁ Vault Slots:
Delete Modify Shared Slot Vault Slot Name Vault Segment Name Resource
O O deployment.keystore DefaultAdminSegment deployment.keystore
O O deployment.truststore DefaultAdminSegment deployment.truststore
4] % deployment.user DefaultAdminSegment deployment.user

Figure 5-52 Selecting Modify Shared Slot for the deployment.user Vault Slot Name
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41.In the Shared password and Confirm password fields, enter the new password for the
administrator (Figure 5-53). Click OK.

IBM_ Work| PSS My Work Templates Administration Edit my profile Actions v (@) Help

£ Administration

-
e Access en A1 am available

L Coue Credential Vault ? -0
Rescurce Permissions
heor o oo Shared useric
Permissions

Shared password:
Credential Vault

Confirm password:

Figure 5-53 Modifying the password for the shared user ID

42 .Back in the Credential Vault pane, click Done.
43.Log out of the Workplace Services Express server.

44.Stop your Workplace Services Express server. For help, refer to 5.1.2, “Stopping a
Workplace Services Express server” on page 108.

45.Start your Workplace Services Express server. For help, refer to 5.1.1, “Starting a
Workplace Services Express server” on page 106.

5.7.3 Changing the LDAP administrator password

To modify the LDAP administrator password:

1. Stop your Workplace Services Express server. For help, refer to 5.1.2, “Stopping a
Workplace Services Express server” on page 108.

2. Change the LDAP administrator password in the LDAP directory.
3. Log on to your iSeries server with a 5250 emulation session.

4. Enter the following Add Link (ADDLNK) CL command to create a symbolic link needed to
run the wmm_encrypt.sh script in a future step:

ADDLNK 0BJ('/qibm/proddata/webas5/pme/bin/setupCmdLine')
NEWLNK('/qibm/proddata/webas5/pme/bin/setupCmdLine.sh')

5. Start the Qshell environment using the STRQSH CL command.
6. Enter the following Qshell command:
cd /QIBM/ProdData/WebAS5/PME/wmm/bin
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7. Enter the following Qshell command as demonstrated in Example 5-1.
wmm_encrypt.sh Newpassword

Here Newpassword represents the new password for your LDAP administrator.

Example 5-1 Running the wmm_encrypt.sh script

cd /QIBM/ProdData/WebAS5/PME/wmm/bin

$

wmm_encrypt.sh Newpassword

IBM*

Licensed Materials - Property of IBM
5697-A16

(C) Copyrights by IBM and by other(s) 1978, 2003. Al1 Rights Reserved.

* Trademark of International Business Machines Corp.

ASCII encrypted string : 8XLOqpqSJeTwNYcRSpVpKg==

HEX encrypted string : 38584C30717071534A6554774E596352537056704B673D3D0A
$

8. Copy the ASCII encrypted string returned from the wmm_encrypt.sh script.

9. From a mapped drive to the iSeries root directory, open the wmm.xml file located in the
integrated file system directory, \QIBM\UserData\WebAS5\Base\ITSOWSE4\PortalServer
\shared\app\wmm\wmm.xml, with WordPad or the editor of your choice.

10.Paste the password into the adminPassword field (Figure 5-54).

Tip: Scroll to the right to find the adminPassword field.

ions="false" adminId="cn=Notes Administrator, o=itso70" adminPassword="8XLO0gpgSJeTwNYcRSpVpEg—" ldapHost="itsodom70.rchland.

Figure 5-54 Modifying the wmm.xml file

11.Save and close the wmm.xml file.

12.Start your Workplace Services Express server. For help, refer to 5.1.1, “Starting a
Workplace Services Express server” on page 106.

5.8 Accessing the Workplace Services Express logs

If you have never administered a WebSphere Portal server in the past, troubleshooting
Workplace Services Express might seem overwhelming. In this section, we explain where
data is logged. The log files that you want to review most often include:

> iSeries Create IBM Workplace wizard log files as discussed in 5.8.1, “iSeries Create IBM
Workplace wizard log files” on page 145

» WebSphere Portal Server standard output and standard error log files as discussed in
5.8.2, “WebSphere Portal Server standard output and standard error logs” on page 147

> WebSphere Application Server standard output and standard error log files as discussed
in 5.8.3, “WebSphere Application Server standard output and standard error logs” on
page 149
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The standard output and standard error log files are:

SystemOut.log Log where you find general output from the Workplace application or
other portlets running on your Workplace Services Express server

SystemErr.log Log where you find errors from the Workplace application or other
portlets running on your Workplace Services Express server

native_stdout.log Log where you find information regarding the internal startup and
shutdown of the WebSphere Portal server

native_stderr.log Log where you find errors regarding the internal startup and shutdown
of the WebSphere Portal server; this file is typically blank

5.8.1 iSeries Create IBM Workplace wizard log files

The iSeries Create IBM Workplace wizard provides logs to confirm the completion of each
step it performs for you. If there is a problem during the configuration of a Workplace Services
Express server, you can review the iSeries Create IBM Workplace wizard log files to find the
problem. Finding the iSeries Create IBM Workplace wizard log files is easy from the IBM Web
Administration for iSeries, as explained in the following steps.

1. To access the IBM Web Administration for iSeries, point your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0S user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

4. To manage your Workplace Services Express server, select your server by performing the
following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.
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5. You can view the creation log files in two ways. The first way is to click View Creation
Logs in the left pane as shown in Figure 5-55.

l@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBack - _) \ﬂ @ _;j ):__\J Search “‘{:/Favorites cl\‘ledia E} [}_:{v .:; - _J 'ﬁ

: Address

@;‘] http:/frchas 12.rchland.ibm, com: 200 1HTTP Admin

: Links @Search the Web with Lycos @IBM Business Transformation Homepage @IBM Internal Help Homepage @IBM Standard Software Installer
GDL'Jg]Ev| [VI |G| search - @Ne""! @ @4blocked M Check - SR Autolink ~ EOpﬁons &

IBM Web Administration for iSeries

Setup Advanced | Related Lin

All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers

@ Running Ser\fer:| itsowse3/\WebSphere_Portal - V2.5 (workplace - WSE) [V]

-~ . . 1 I

Instance: itsowsed Server: itsowsel

w Common Tasks and Wizards
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache

1 Create WebSphere Portal Mo description for server itsowse3/WebSphere_Portal

J Create IBM Waorkplace @ The WebSphere Application Server instance itsowse3 has been configured as an IBM Workplace
all aspects of this server click on the "Launch Administrative Console” and sign in with an authori
* Server Properties To access your Workplace environment click on the following URL:  http://itsowse3 rchland.ibr

B Server Ports
B View HTTP Servers
B View Document Renderer

[T
* Problem Determination b -}55"{
B View Logs

Figure 5-55 Selecting to view the creation log files for a Workplace Services Express server

Alternately, you can view the logs for a specific configuration step. For example, if the
database configuration step fails, you want to review the logs for that task:

a. Click Database Configuration in the right pane and then click View the detailed list

of tasks for the Database Configuration.
b. In the new window that opens (Figure 5-56), click the file that you want to display.

IBM Web Administration for iSeries <P  WebSphere.

Detailed Step Information

In the process of creating this IBM Workplace environment, there are many different tasks and scripts that are run. This wizard divides these into
several steps. The table below lists all the tasks and scripts that are run for this step. The status of each task and script is displayed along with a
link to the log file that contains the output from the task or script. Click on the log file name to see the detailed information.

Detailed information for the step Database Configuration:
Script/Task  Status Log file
Schema_Exists Successful /QIBM/UzerDataWebAS5/Baselitzowsedflogsitsowse3MWSEWIZARD_trace.log
create-all-db Successful [QIBM/UserData/WebASS/Baselitsowse3/logsiitsowse3MWSEWIZARD_10212005100412_create-all-db.log
database- Successiul
transfer
Schema_Exists Successful /QIBM/UserData/WebAS5/Baselitsowsedflogsiitsowse3MWSEWIZARD_trace.log
Schema_Exists Successful /QIBM/UserDataWebAS5/Baselitzowsedflogsitsowse3MWSEWIZARD_trace.log
Schema_Exists Successful /QIBM/UserData/WebAS5/Baselitsowsedlogsiitsowse3MWSEWIZARD_trace.log
Schema_Exists Successful /QIBM/UserDataWebAS5/Baselitzowsedllogsitsowse3MWSEWIZARD_trace.log
Schema_Exists Successful /QIBM/UserData/WebAS5/Baselitsowsedlogsiitsowse3MWSEWIZARD_trace.log
setupDb Successful /QIBM/UserData/\WebASS/Baselitsowse3/logs/itsowse3MWSEWIZARD_10212005113834_setupDb.log

database- Successiul
transfer-lwp25

[QIBMUserData/WebASS/Baselitsowse3logsitsowse IWSEWIZARD _10212005100538_database-transfer.log

IQIBMiUserData/WebAS5/Baselitsowse3/logsiitsowse 3WSEWIZARD_10212005113944_database-transfer-lwp25.1og

[£24
PR - I}{]}&‘f}& ;“f&‘ﬁ-&‘.‘f&‘&-[ﬁ I]r-&‘f;“&‘ﬁ-&‘f;“a‘ﬁ-
% HTTP Server Workplace Configuration Database Configuration
View Create Summary

Figure 5-56 Detailed step information for the Database Configuration
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Figure 5-57 shows the first file, the WSEWIZARD _trace.log file.

€] File View of /QIBM/UserData/WebAS5/Base/itsowse3/logs/itsowse 3/WSEWIZARD_trace.log - Microsof... | |(01][£9

: File Edit View Favorites Tools Help @' ':,-'
: Google - v| (Gl search ~ | @M g3 Ehsblocked | *¥ check - i Autolink - »
File View iad

/QIBM/UserData/WebAS5/Base/itsowse3/logs/itsowse3/WSEWIZARD_trace.log

[10-21 OB:41:25] IOEO: *essssss s s s s r s e A AR AR AR AR RN R RN R RN
[10-21 08:41:
[10-21 08:41:2
[10-21 08:41:
[10-21 08:41:
[10-21 08:41:
[10-21 08:41:
[10-21 08:41:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:04:
[10-21 10:05:

[10-21 10:05:
[10-21 11:38:
[10-21 11:38:
[10-21 11:38:
[10-21 11:38:
[10-21 11:38:

] Info: Trace file for the WorkPlaceSEConfiguratorV25 class.

] Info: Tracing for creation of Workplace Services Express Server itsows
] Info: Configuration Starting: Fri Oct 21 08:41:25 CDT 2005

] INFO: *r e s s s R R R R R R R AR AR AR AR AR AR AR RRRRR

] Info: Parameters provided to the archive installer (minus password par)
] Info: -W iS50Sinstallpreregs.active=false -W iS50Sinstall.active=false -]
] Info: Running script install.sh

] Completion: install.sh succeeded. Log file for this script: /QIBM/Use
] Info: Checking to see if schema ITSOWSE3 already exists.

] Info: Setting portal dbtransfer properties in wpconfig.properties.

] Info: Starting the cloudscape database

] Info: Ensuring WPS5Config.sh has the correct CCSID.

] Completion: ccsid of WPSConfig.sh set to 819

] Info: Setting up input parms.

] Info: Running script create-—-all-db

] Completion: create-all-db succeeded. Log file for this =script: /QIBM/1
] Info: Running script database-transfer

] Completion: database-transfer succeeded. Log file for this script: /Q
] Info: Checking to see if schema ITSOWSE34 already exists.

] Info: Checking to see if schema ITSOWSE32 already exists.

] Info: Checking to see if schema ITSCOWSE33 already exists.

] Info: Checking to see if schema ITSCOWSE31l already exists.

[10-21 11:38: ] Info: Checking to see if schema ITSCOWSE39 already exists.

[10-21 11:38: ] Info: Setting dbtransfer properties in dbbuild.properties. e |

<] i | {>:..

Figure 5-57 View of the WSEWIZARD_trace.log file

5.8.2 WebSphere Portal Server standard output and standard error logs

The standard output and standard error logs are where the applications running in the
WebSphere Portal Server place their output. These logs are where you find output from the
Workplace Services Express application that you might want to review for errors.

Another reason to review the log files is to determine the cause of a failure if the Workplace
Services Express server does not start. For example, if you try to start the Workplace
Services Express server and the LDAP server is not running, the Workplace Services
Express server seems to start and then stop. In this case, the SystemOut.log shows an error
stating that the Workplace Services Express server could not connect to the LDAP server.

You can access the WebSphere Portal Server standard output and standard error logs in two
ways:

» Open the files in the integrated file system of the iSeries server. The log files are written to
the directory /QIBM/UserData/WebAS5/Base/ WSEServerName/PortalServer/log, where
WSEServerName represents your Workplace Services Express server name.

» Select the log files from the IBM Web Administration for iSeries.
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To select the log files from the IBM Web Administration for iSeries, perform the following
steps:

1. Access IBM Web Administration for iSeries. Point your Web browser to your fully qualified
iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. To manage your Workplace Services Express server, select your server by performing the
following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.

5. In the left pane, click View Logs and then click the Portal Logs tab.

You see a number of logs appear as shown in Figure 5-58. From this pane, you can click
the log that you would like to view. In our example, we selected
/QIBM/UserData/WebAS5/Base/ WSEServerName/PortalServer5/SystemOut.log to
view the standard output log file.

IBM Web Administration for iSeries N AN : ' e
Advanced | Related Links
All Servers | HTTP Servers  Application Servers ~ ASF Tomcat Servers
@ Running Server: | itsowse3\WebSphere_Portal - V2.5 (workplace - WSE) _rq
w Commaon Tasks and Wizards WAS Logs  Portal Logs
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache View the logs for the Portal server:
J Create WebSphere Portal 7 z
J Create IBM Workplace Log file name File size
O /QIBM/UserData/WebAS5/Base/itsowsed/PortalServerd/log/ConfigMessages log 14067
'g?ar"eerf;r;gggies O  /QIBM/UseData/WebAS5/Base/itsowse3/PortalServer5/log/ConfigTrace log 2200346
b View HTTP Servers O /QIBM/Use ebAS5/Bas se3/PortalServers/log/ConfigTrace 1 log 187525
[ View Document Renderer _ .
O /QIBM/UserData/\WebAS5/Base/itsowsed/Portal Serverd/log/NetworkServer log 363
v - g l- ermigation O QIBM/UserData/WebAS5/Base/itsowsed/PortalServerd/log/DatabaseTransfer_dynamici.log 818
- View Creation Logs O /QIBM/UserData/WebAS5/Base/itsowsed/PortalServerd/log/DatabaseTransfer2 log 526599
s e O /QIBM/UserData/WebAS5/Base/itsowse3/PortalServers/log/DatabaseTransfer! log 146190
- Tools O QIBM/UserDataWebAS5/Base/itsowsed/PortalServerd/log/native_stdout log 11528
e O MQIBM/UserData/\WebAS5/Base/itsowsed/PortalServerd/log/native_stderr log 0
O /QAIBM/UserData/\WebAS5/Base/itsowsed/PortalServerd/log/SystemOut log 199672
& /QIBM/UserData/\WebAS5/Base/itsowsed/PortalServerd/log/SystemErr log 19777
s

Figure 5-58 Viewing the WebSphere Portal Server logs
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Example 5-2 shows the SystemOut.log for our scenario with the relevant errors received
when the LDAP server was not running during startup. In our example, we use a Domino

LDAP server called itsodom6.

Example 5-2 Example SystemOut.log

10/26/05 15:37:43:803 CDT] 75ea547 LdapRegistryl E SECJ0352E: Could not get the users matching the pattern
cn=wpsadmin,o=itso6 because of the following exception javax.naming.CommunicationException:
itsodom6.RCHLAND.IBM.COM:389. Root exception is java.net.ConnectException: A remote host refused an

attempted connect operation.

[10/26/05 15:37:43:807 CDT] 75ea547 LdapRegistryl E SECJ0336E: Authentication failed for user
cn=wpsadmin,o=itso6 because of the following exception
[10/26/05 15:37:43:810 CDT] 75ea547 LTPAServerObj E SECJ0369E: Authentication failed when using LTPA. The

exception is itsodom6.RCHLAND.IBM.COM:389.

[10/26/05 15:37:43:819 CDT] 75ea547 JaasLoginHelp E SECJ4001E: Login failed for

cn=wpsadmin,o=itso6/itsodom6.RCHLAND.IBM.COM:389

[10/26/05 15:37:43:870 CDT] 75ea547 ContextManage E SECJ0270E: Failed to get actual credentials. The

exception is .

[10/26/05 15:37:43:971 CDT] 75eab547 SecurityCompo E SECJO007E: Error during security initialization. The

exception is .
[10/26/05 15:37:44:133 CDT] 2c294d10 mta

A

CLHBNO0O2I: MailService stopped::SITUATION:

OtherSituation::CLHBN::E95BB299704B2B2A5C5E0040466011DA::9.5.92.90: : IPV4: :thread=Thread-0

[10/26/05 15:37:49:276 CDT] 75ea547 ObjectPoolSer
[10/26/05 15:37:49:277 CDT] 75ea547 ExtendedMessa
[10/26/05 15:37:49:300 CDT] 75ea547 SchedulerServ
[10/26/05 15:37:49:300 CDT] 75ea547 SchedulerServ
[10/26/05 15:37:49:310 CDT] 75ea547 AppProfileCom
stopping.

I

— o

[10/26/05 15:37:49:311 CDT] 75eab547 ActivitySessi I

[10/26/05 15:37:49:356 CDT] 75ea547 TraceNLS
com.ibm.ws.handlerfw.resources.handlerframework
[10/26/05 15:37:49:356 CDT] 75ea547 HandlerFramew
[10/26/05 15:37:49:457 CDT] 75ea547 StaffServicel
[10/26/05 15:37:49:724 CDT] 75ea547 WsServer

—

E

OBPLO011I: The Object Pool service is stopping.
EMSG0203I: The Extended Messaging service is stopping.
SCHD0040I: The Scheduler Service is stopping.
SCHDO002I: The Scheduler Service has stopped.
ACINOOO9I: The application profiling service is

WACS0049I: The ActivitySession service is stopping.
Unable to Toad ResourceBundle

HANDFW: stopped
STFF0002I: Staff Service stopping.
WSVROO03E: Server WebSphere_Portal failed to start

5.8.3 WebSphere Application Server standard output and standard error logs

The WebSphere Application Server standard output and standard error logs are used to log
information about the initial startup and shutdown of the WebSphere_Portal server. The
output and error logs for the WebSphere Portal Server discussed in 5.8.2, “WebSphere Portal
Server standard output and standard error logs” on page 147, should contain the information
for the Workplace Services Express server.

There are cases when there might be errors in the log files for the WebSphere Application
Server that you should review. These cases include a Workplace Services Express server
failure where no data can be found in the WebSphere Portal logs or a failure during the initial
startup. You can access the standard output and standard error logs in two ways:

» Open the files in the integrated file system of the iSeries server. The log files are written to
the directory /QIBM/UserData/WebAS5/Base/ WSEServerName/logs/WebSphere_Portal,
where WSEServerName represents your Workplace Services Express server.

» Select the log files from the IBM Web Administration for iSeries.
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To select the log files from the IBM Web Administration for iSeries, follow these steps:

1. Access IBM Web Administration for iSeries. Point your Web browser to your fully qualified
iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

4. To manage your Workplace Services Express server, select your server by performing the
following steps:

a. Click the Manage tab.
b. Click the Application Servers tab.
c. Inthe Server drop-down list, select your Workplace Services Express server name.

5. Inthe left pane, click View Logs and then click the WAS Logs tab to view the WebSphere
Application Server logs as shown in Figure 5-59.

1BM Web Administration for iSeries

[VEGELEM Advanced | Related Links

All Servers | HTTP Servers  Application Servers  ASF Tomcat Servers

@ Running Ser\-'er:| itsowse3\WebSphere_Portal - V2.5 (workplace - WSE) v

 Common Tasks and Wizards itsowse3\WebSphere Portal = View Logs
J Create HTTP Server
2 Create Application Server 5
J Migrate Original to Apache View LOQS
J Create WebSphere Portal
2 Create IBM Workplace Data current as of Maov 1, 2005 9:31:53 AM.
w Server Properties WAS Logs | Portal Logs

B Server Ports
B View HTTP Servers

B View Document Renderer Loa files for server “itsowse3/WebSphere_Portal™:

~ Problem Determination ; i _ "Log file T!ame : File size
B View Logs O /QIBM/UserData/\WebAS5/Base/itsowsed/logs/VWebSphere_Portal/stopServer.log 28400
< \iiew Creation Logs —
= View Create Surmmary 1ew |

w Tools

& Launch Administrative Console S =
| Close Refresh |

Figure 5-59 Viewing the WebSphere Application Server logs

5.8.4 Collecting logs for technical support or development

A collector script is available for your use in the integrated file system directory
/QIBM/UserData/WebAS5/Base/ WSEServerName/WorkplaceServer/tools/collector, where
WSEServerName represents the name of your Workplace Services Express server. Use this
script when collecting data for review by Lotus technical support or development. Perform the
following steps to run the collector script:

Note: In these steps WSEServerName represents your Workplace Services Express
server name.
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. Log on to the iSeries server and navigate to the QSHELL environment by entering the
STRQSH CL command.

. Navigate to the directory containing the collector script by entering the following QSHELL
command:

cd /QIBM/UserData/WebAS5/Base/WSEServerName/
WorkplaceServer/tools/collector/scripts/os400

. Enter the following QSHELL command to run the collector script:
runCollector.sh

. Review the output. You should see entries similar to those shown in Example 5-3.

Example 5-3 Example Qshell output from the runCollecter.sh script

> runCollector.sh
Lotus Workplace Data Collection
Creating property file ...

/QIBM/UserData/WebAS5/Base/itsowse3/WorkplaceServer/tools/collector/scripts/os400/collec
tor.property ...
... Created property file

QSH0005: Command ended normally with exit status 0.

CPD4090: Printer device PRTOl not found. Output queue changed to QPRINT in Tibrary
QGPL.

CPC7301: File SNPSHTPF created in Tibrary QTEMP.

CPC7301: File SNPSHTSRC created in Tibrary QTEMP.

CPF5815: Member QPDSPSTS for file SNPSHTPF in Tibrary QTEMP not found.

CPF3484: Member QPDSPSTS added to file SNPSHTPF in QTEMP.

CPF3485: 15 records copied to file SNPSHTPF in QTEMP.

CPF5815: Member QPDSPSTS for file SNPSHTSRC in Tibrary QTEMP not found.

CPF2889: Member QPDSPSTS added to file SNPSHTSRC in QTEMP.

CPC2955: 15 records copied from member QPDSPSTS.

CPC7309: Member QPDSPSTS removed from file SNPSHTPF in QTEMP.

CPC7309: Member QSYSPRT removed from file SNPSHTPF in QTEMP.

CPC7309: Member QSYSPRT removed from file SNPSHTSRC in QTEMP.

Collecting log data for instance itsowse3

Attaching Java program to
/QIBM/UserData/WebAS5/Base/itsowse3/WorkplaceServer/tools/collector/collector.jar.

Tip: If you receive an error message when running the runCollector.sh script, use the
-instance parameter to see if the problem goes away, for example:

runCollector.sh -instance WSEServerName

. You can now use a mapped drive to locate the .jar file created by the collector. You can
find this file in the integrated file system directory /QIBM/UserData/WebAS5/Base/
WSEServerName/WorkplaceServer/tools/collector/out.

The name of the file is collector yyyymmdd hhmmss.jar, for example
collector_20051024_102226.jar. You can now send this .jar file to Lotus technical support
for review.
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5.9 Obtaining and applying fixes

In this section, we explain how to obtain and apply fixes in the Workplace Services Express
environment. We also demonstrate how to locate and use the WebSphere Portal Update
Installer.

5.9.1 Obtaining iSeries specific fixes

You should stay current on i5/0S program temporary fixes (PTFS) for Java, DB2 Universal
Database, and WebSphere. There are a number of PTF groups that are available to make this
easier for you. For general iSeries fixes help and ordering information, refer to:

http://www.ibm.com/servers/eserver/support/iseries/fixes/index.html

Important: Be aware that when you apply a WebSphere group PTF, the version of
WebSphere Application Server is updated. While in most cases this is a good thing, it can
have undesired consequences in your environment. Be sure to read the cover letters and
other preventative service planning documentation that is available to understand the
changes that will be made when you apply i5/0S PTFs.

For more information about iSeries PTFS, see 2.3, “Program temporary fixes” on page 16.

5.9.2 Obtaining WebSphere Portal and Workplace Services Express fixes

You can search on known problems, technical documents, and individual fixes for Workplace
Services Express, as well as download necessary information from the following Workplace
Services Express Web site:

http://www.ibm.com/support/search.wss?rs=2175&tc=SSMHXX&q=2.5&dc=
D400%2BD410%2BD420%2BD430&dtm

To obtain individual fixes known as interim fixes (ifixes) for Workplace Services Express, you
must download the WebSphere Portal Update installer, which is located on the Web at:

http://www.ibm.com/support/docview.wss?rs=899&uid=swg24006942

For detailed information about downloading and installing the WebSphere Portal Update
Installer, refer to 5.9.3, “Obtaining and installing the WebSphere Portal Update Installer” on
page 152. For information about installing an individual ifix, refer to 5.9.4, “Installing a
Workplace Services Express interim fix” on page 154.

5.9.3 Obtaining and installing the WebSphere Portal Update Installer
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The WebSphere Portal Update Installer is used to provide individual fixes and fixpacks related
to WebSphere Portal, Workplace Services Express, or both. Perform the following steps to
obtain and install the WebSphere Portal Update Installer:

1. Open a Web browser and go to the following Web site:
http://www.ibm.com/support/docview.wss?rs=8998&uid=swg24006942
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2. Click the PortalUpdatelnstaller50X download option as shown in Figure 5-60.

@ IBM - WebSphere Portal Update Installer - Microsoft Internet Explorer

M=%

File Edit View Favorites Tools Help

GBack 5 d \ﬂ @ \_h /':_\J Search “E\ " Favorites cl\‘ledla {:3 [/)

L3

L

: Address |@ http: ffwww-1.ibm. com support/docview. wss?rs=8998uid =swg 24006542

Y8

: Links Q Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage ,_E;'} 1BM Standard Software Installer

@ -

installer can be used with either the WebSphere Portal for Multiplatforms
ersion 5.0 offering or the WebSphere Portal - Express for Multiplatforms
ersion 5.0 offering.

- IBM Business Partners
- Developers

izae ntvlinto Prerequisites

WebSphere Portal 5.0.%
WebSphere Portal 5.1.%

Installation instructions

The default location for unpacking the update installer file is the
<wp_root=/update directory. Interim fixes can be downloaded to the
<wp_root=/update/fixes directory, and fix packs can be downloaded to the
<wp_root=/update/fixpacks directory. The location of these directories is
arbitrary. If you want to use a different directory, adjust the instructions in
this section accordingly.

On Windows platforms, the pkunzip utility might not decompress the
5:Iownload image correctly. Use another utility (such as WinZip) to unzip the
image.

Download package

RELEASE SIZE |Download
DATE ‘LANGUAGE (Bytes) Options

PortalUpdatelnstaller- a/ Language =
50X 8/18/2005 IndEpEndEntl'rleq.D? HTTPS

PortaIUpdateInstaIIer— 3/18/2005 Language 7821407 |HTTFS
51X |Independent T

Download ‘

Rate this page
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Portals

WebSphere Portal
for Multiplatforms

Installation &
Configuration

Operating system(=):
Platform
Independent

Software version:
5.0, 5.0.2, 5.0.2.1,
5.0.2.2, 5.1.0,
5.0.2.3, 5.1.0.1

Software edition:
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Reference #:
4006942

IBM Group:
Software Group

Maodified date:
2005-08-18

|
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page. Your response
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improve our
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€

0 Internet

Figure 5-60 Downloading the WebSphere Portal Update Installer

3. Inthe Terms and conditions window, click | agree.
Sign in with your IBM user ID and password.

Because of the number of files available for download from this page, we recommend that
you use the Find option to look for the string WebSphere Portal for Multiplatforms
Update Installer. Then click the Download now link as shown in Figure 5-61.

15021

 Latest WHM Cumulative Fix for Pe

Latest WMM Cumulative Fix for Portal ¥v5.0.21/5.0.2.2/5.0.23
WMMCumulativeFix_21_22_23.zip (956.4KB)

download using Download Director 9 Download now

9 Download now

download using http

WebSphere Portal for MultiPlatforms Update Installer

FortalUpdatelnstaller.zip
9 Download now

9 Download r%»

download using Download Director

download using http

Figure 5-61 Selecting to download the WebSphere Portal for MultiPlatforms Update Installer

6. Save the PortalUpdatelnstaller.zip file to your workstation.

7. Map a network drive to the root directory of the iSeries server integrated file system.
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Create a new folder or directory in the iSeries integrated file system to place the
WebSphere Portal Update Installer files. For our example, we named the folder
PortalUpdatelnstaller.

Extract all of the files from PortalUpdatelnstaller.zip to the new directory on your iSeries
(/PortalUpdatelnstaller).

10.Change the authority of the directory and all subdirectories and files to allow *PUBLIC

*RWX authority. Perform the following steps to update the authority:
a. From an i5/0OS command line, enter:
STRQSH
b. From the QSHELL command line, enter:
cd /
c. From the QSHELL command line, enter:

chmod -R o+rwx PortalUpdatelnstaller

5.9.4 Installing a Workplace Services Express interim fix

After you install the WebSphere Portal Update Installer, you can download and apply interim
fixes. To help you understand the process, we demonstrate how to download and apply the
ifix LOCJACS for SPR LLGO6CJACS. For information about this problem, see:

http://www.ibm.com/support/docview.wss?uid=swg24009928

Perform the following steps to install an ifix:

1.

Back up your Workplace Services Express configuration data. For assistance, refer to
5.11.1, “Saving a Workplace Services Express server: sample CL program” on page 161.

2. Download the ifix to your workstation.

3. Map a drive to the iSeries server integrated file system root directory.

4. Create a directory on your iSeries server to temporarily place the fix. For our example, we

created a directory called fixes in our PortalUpdatelnstaller directory.

Extract the files in the zip file that you download (LOCJACS.zip in this example) to your
fixes directory.

6. Sign onto the iSeries server and open a QSHELL window using the STRQSH CL command.

7. Modify the authorities on the .jar file so that the file is executable:

a. Change to the directory that contains your fix .jar file, for example:
cd /PortalUpdatelnstaller/fixes

b. Modify the permissions of the .jar file with the chmod command, for example:
chmod 755 LOCJAC8.jar

8. Shut down the Workplace Services Express server where you want to install the fix.

9. To avoid a possible timeout error when installing the fix, increase the timeout value in the

soap.client.properties file:

a. Use your mapped network drive to navigate to the integrated file system directory,
\QIBM\UserData\WebAS5\Base\WSEServerName\properties directory, for your
Workplace Services Express server. In the directory name, WSEServerName
represents your actual Workplace Services Express server name.

b. Open the soap.client.props file in any text editor.
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c. Change the value in the com.ibm.SOAP.requestTimeout to 6000 as shown in
Figure 5-62.

soap.client.props - WordPad E]@
File Edit “iew Insert Format Help
Fs.
CEE S # , 0 By
FFFFFF AT T AR FF AR F AT A AR FF AR AT F A AT A AR A AT TR A FF AT FAFFFAAFFAFATFFATTFAATFAAFFFFAR -
# ______________________________________________________________________________
# SOAP Client Security Enablement
4
# - security enabled status { false[defanltc], true )
e

com.ibm.S50AP. securityEnabled=fals=e

# JMX SOLF connector identity
com.ibm.S50AP. loginUserid=
com.ibm.504FP.loginPassword=

R I ——S————

# S50LP Request Timeout

#

# - timeout {specified in seconds [default 180], 0 implies no timeout)

#

L

com.ibm.S0AP. requestTimeont=6000

———————eooooe e S 88 O B

# S55L Configuration |

# bl
g | B
For Help, press F1 UM

Figure 5-62 Modifying the soap.client.props file

10.In order for the fix to install, the wpconfig.properties file must contain the Workplace

11

Services Express administrator user ID and password. The wpconfig.properties file is
located in the integrated file system directory, \QIBM\UserData\WebAS5\Base\
WSEServerName\PortalServer\config. In this directory name, WSEServerName
represents your actual Workplace Services Express server name. Use your mapped drive
and any text editor to modify the wpconfig.properties file.

.The WAS_PROD_HOME environment variable must be set before you can run the
installer. Enter the following command at the QSHELL command prompt:

export WAS_PROD_HOME=/QIBM/ProdData/WebAS5/Base

12.Install the fix by entering the following QSHELL command, where the fixes parameter

value is the name of the ifix .jar file that you downloaded:

/PortalUpdateInstaller/updatePortal.sh
-installDir "/qibm/userdata/webas5/base/WSEServerName/PortalServer"
-fix -install
-fixDir /PortalUpdatelnstaller/fixes
-fixes LOCJAC8

Example 5-4 shows the output received when installing an ifix.

Example 5-4 Example output received when installing an ifix

/PortalUpdatelnstaller/updatePortal.sh

-installDir "/qgibm/userdata/webas5/base/itsowse7/PortalServer"
-fix -install

-fixDir /PortalUpdatelnstaller/fixes -fixes LOCJAC8

Start of [ /PortalUpdatelnstaller/updatePortal.sh]
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Build 20050906_0958

Verifying installer jar:
[ PortalUpdatelInstaller.jar ]

/qibm/userdata/webas5/base/itsowse7/PortalServer

rm: 001-2103 Error found getting information for file or directory
/qibm/userdata/webas5/base/itsowse7/PortalServer/version/EXPRESS.product. No such path
or directory.

/qibm/userdata/webas5/base/itsowse7/PortalServer

Fix update specified

Installation specified

Fix directory: /PortalUpdateInstaller/fixes

Fix JAR file: LOCJAC8. jar

Target productdirectory: /qibm/userdata/webas5/base/itsowse7/PortalServer
Copyright (c) IBM Corporation 2002; A11 rights reserved.

WebSphere Portal Version 5

Update Installer Version 1.5, Dated 9/24/03

Configuration Properties:
WAS Home:/QIBM/UserData/WebAS5/Base/ITSOWSE7
UserInstallRoot:/QIBM/UserData/WebAS5/Base/ITSOWSE7
CelTName: ITSOWSE7 ITSOWSE7
NodeName: ITSOWSE7 _ITSOWSE7
ServerName:WebSphere_Portal
WAS DMgr processing:false
Checking the status of all Application Servers
Checking status of server serverl
Checking status of server WebSphere_Portal
Fix: LOCJAC8
Task 1outof 3; Begin (10f1) Installing fix LOCJAC8; preparing forinstallation
Taskloutof3;End (10f1) Installing fix LOCJAC8; preparing for installation
Task2outof 3; Begin (1of1) Installing fix LOCJAC8; installing component1of1
Quiet Mode: Logging to
/qibm/userdata/webas5/base/itsowse7/PortalServer/version/10g/20051021 200652 _LOCJAC8 Lot
us Collaborative Components_install.Tlog

Task 2 out of 3; End (1 of 1) Installing fix LOCJAC8; installing component 1 of 1
Task 3 out of 3; Begin (1 of 1) Installing fix LOCJAC8; completing installation
Task 3 out of 3; End (1 of 1) Installing fix LOCJAC8; completing installation

Fix installation completed successfully.

End of [ /PortalUpdatelnstaller/updatePortal.sh ]

13.In step 10 you modified the wpconfig.properties file to include the Workplace Services
Express administrator and password. Now remove the password from this file to protect
the integrity of the password.

5.10 Removing the Sign up and Edit my profile links

By default, Workplace Services Express allows a user to sign up (or self register) and edit
their profile. The Sign up option creates a new user in the back-end LDAP server. The Edit my
profile option modifies the entry for the user in the back-end LDAP server. Some companies
find this undesirable.
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Note: If you only allowed read access to the LDAP directory during configuration, the Sign
up and Edit my profile links should have been removed for you by the iSeries Create IBM
Workplace wizard. Therefore, you do not have to perform the following steps.

Important: Be aware that performing these steps only removes the link from the
Workplace Services Express environment. If you set up your Workplace Services Express
server with an LDAP user and password that has write access to the LDAP directory,
changes to the LDAP server can still be made manually when you enter the URL to access
the Sign up page directly.

To modify the Workplace Services Express server’s access to the LDAP directory, modify
the authority of the Workplace Services Express administrator account. As part of the
configuration process performed by the iSeries Create IBM Workplace wizard, the
Workplace Services Express administrator was granted either read or read/write authority
to the LDAP directory. We recommend that you manually remove the Workplace Services
Express administrator’s write authority to the LDAP server to prevent all changes to the
LDAP server by Workplace Services Express.

The following steps explain you how to remove the Sign up and Edit profile links from your
Workplace Services Express server:

1. Stop your Workplace Services Express server. For assistance with stopping your server,
refer to 5.1.2, “Stopping a Workplace Services Express server” on page 108.

2. Log on to the iSeries server via a 5250 emulation session and enter the STRQSH CL
command.

3. Change to the configuration directory for the Workplace Services Express server:
cd /QIBM/UserData/WebAS5/Base/WSEServerName/PortalServer/config
Here WSEServerName represents your Workplace Services Express server name.
4. You can now run the WPSconfig script to update the Workplace Services Express server:
WPSconfig.sh action-fixup-signup-1link
You see output similar to what is shown in Example 5-5.

Example 5-5 Updating the Workplace Services Express server to remove the sign up link

WPSconfig.sh action-fixup-signup-Tink

Licensed Materials - Property of IBM

5724-E76, 5724-E77

(C) Copyright IBM Corp. 2001, 2004 A1l Rights Reserved.

Running WebSphere Portal 5.0.2.2 configuration
Executing native2ascii with native encoding 'IS08859 _1': wpconfig.properties ->
wpconfig_ascii.properties

Native2ascii execution was successful!

Setting cfg.file.name.original to wpconfig.properties
Setting cfg.file.name to wpconfig_ascii.properties
Adding ENTITY for property_file_updates

Adding ENTITY for d57415

Adding ENTITY for CM_502

Adding ENTITY for d63026

Adding ENTITY for d70013

Adding ENTITY for PQ78657

Adding ENTITY for WP_PTF_5021

Adding ENTITY for d66191

Adding ENTITY for Likeminds_502

Adding ENTITY for d61137
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Adding ENTITY for d15446
Adding ENTITY for d63750
Adding ENTITY for d63852
Adding ENTITY for d60351
Adding ENTITY for d63291
Adding ENTITY for d64954
Adding ENTITY for d66322
Adding ENTITY for d66323
Adding ENTITY for d50062
Adding ENTITY for d68644
Adding ENTITY for PQ85659
Adding ENTITY for WP_PTF_502
Adding ENTITY for d74818
Adding ENTITY for LWP_25
Adding ENTITY for L007957
Adding ENTITY for iseries_arcfixups
Adding ENTITY for iseries_dglfixups
Adding ENTITY for Twp_arcfixup
Adding ENTITY for Twp_migrate_fixup
Adding ENTITY for postfixup
Adding entity include for property_file_updates
Adding entity include for d57415
Adding entity include for CM_502
Adding entity include for d63026
Adding entity include for d70013
Adding entity include for PQ78657
Adding entity include for WP_PTF_5021
Adding entity include for d66191
Adding entity include for Likeminds_502
Adding entity include for d61137
Adding entity include for d15446
Adding entity include for d63750
Adding entity include for d63852
Adding entity include for d60351
Adding entity include for d63291
Adding entity include for d64954
Adding entity include for d66322
Adding entity include for d66323
Adding entity include for d50062
Adding entity include for d68644
Adding entity include for PQ85659
Adding entity include for WP_PTF_502
Adding entity include for d74818
Adding entity include for LWP_25
Adding entity include for L007957
Adding entity include for iseries_arcfixups
Adding entity include for iseries_dglfixups
Adding entity include for Twp_arcfixup
Adding entity include for Twp_migrate_fixup
Adding entity include for postfixup
Setting build file name to
/QIBM/UserData/WebAS5/Base/itsowse3/PortalServer/config/wpconfig_dynamic.xml
Buildfile:/QIBM/UserData/WebAS5/Base/itsowse3/PortalServer/config/wpconfig_dynamic.xml

action-iseries-switch-user:

[switchprofile] Unable to extract user profile fromWAS server.xml file

[switchprofile] WAS server.xml file is
/QIBM/UserData/WebAS5/Base/itsowse3/config/cells/ITSOWSE3 _ITSOWSE3/nodes/ITSOWSE3 ITSOWS
E3

/servers/ITSOWSE3/server.xml
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[switchprofile] Processingwill proceedwithdefaultuserprofile (QEJBSVR)
[Togmsg] 2005.10.2511:07:59.707 iseries-switch-user
[Togmsg] EJPC5000I Switched to user "QEJBSVR".
iseries-switch-back:
[switchprofile] Switching back to original user= AHOERLE

action-update-wpconfig-dynamic:

iseries-switch-to-was-user:

[switchprofile] Unable to extract user profile fromWAS server.xml file

[switchprofile] WAS server.xml file is
/QIBM/UserData/WebAS5/Base/ITSOWSE3/config/cel1s/ITSONSE3_ITSOWSE3/nodes/ITSOWSE3_ITSOWS
E3

/servers/ITSOWSE3/server.xml

[switchprofile] Processingwill proceedwithdefaultuserprofile (QEJBSVR)

iseries-switch-user:
init-jsp-backup:

action-backup-jsp:

[echo] Backing up original JSP
/QIBM/UserData/WebAS5/Base/ITSOWSE3/installedApps/ITSOWSE3 ITSOWSE3/wps.ear/wps.war/them
es/ht
m1/workplace/ToolBarInclude.jsp

[copy] Copying 1 file to
/QIBM/UserData/WebAS5/Base/ITSOWSE3/installedApps/ITSOWSE3_ITSOWSE3/wps.ear/wps.war/them
es/html/wor
kplace

action-copy-orig-backup:

action-fixup-signup-Tink:

[echo] Commenting out the Sign Up Link from in
/QIBM/UserData/WebAS5/Base/ITSOWSE3/installedApps/ITSOWSE3_ITSOWSE3/wps.ear/w
ps.war/themes/html/workplace/ToolBarInclude. jsp

[replace] Replaced 1 occurrences in 1 files.
[replace] Replaced 1 occurrences in1 files.
[replace] Replaced 1 occurrences in1 files.

BUILD SUCCESSFUL
Total time: 5 seconds

5. Start your Workplace Services Express server. For assistance with starting your server,
see 5.1.1, “Starting a Workplace Services Express server” on page 106.

5.11 Backup and recovery

The backup and recovery of a Workplace Services Express server can be complex if you do
not understand where the data is stored. When planning for backup and recovery of your
Workplace Services Express server, you must plan for all of the components that complete
the Workplace Services Express environment. Three servers, the LDAP server, HTTP server
and the Workplace Services Express Server, make up the Workplace Services Express
environment.

The data for the LDAP server is stored in different places depending on the LDAP server that

you are using. Refer to the product documentation for the LDAP server that you are using for
information about backup and recovery.
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If you are using the IBM Directory Server for iSeries as your LDAP server, you can find
information in the iSeries Information Center:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/topic/rzahy/
rzahybup-rf.htm#rzahybup-rf

Tip: When you save the IBM Directory Server, do not save the QDIRSRV2 library because
the contents cannot be restored in any usable way. Also be aware that the
/QIBM/UserData/OS400/Dirsrv directory can only be restored on the same release of
0S/400 or i5/0S on which it was saved.

For information about saving a Domino server on iSeries, refer to the IBM Redbook Domino 6
for iSeries Best Practices Guide, SG24-6937.

The default HTTP server used by the Workplace Services Express server is the IBM HTTP

Server for iSeries (powered by Apache). Unless you changed the defaults when running the
iSeries Create IBM Workplace wizard, the data is stored within the iSeries server integrated
file system in the /www/WSEServerName directory.

The Workplace Services Express data is stored in several places. The product code, user
data and configuration data are all stored in different places.

The Workplace Services Express product code is stored in the QWSE25 library and
/QIBM/ProdData/Workplace/WSE25 directory. The data here is only changed after applying
PTFs, and therefore, only must be saved periodically. This can be done as part of a weekly,
monthly, or quarterly complete system save.

The Workplace Services Express user data is stored within DB2 Universal Database. The
names of the libraries that contain the data depends on the naming option chosen in the
iSeries Create IBM Workplace wizard. The default naming option is based on the server
name of the Workplace Services Express server. Therefore, you see WSEServerName1,
WSEServerName2, and so on type libraries on your system. If you have not chosen the
default naming, refer to 5.2, “Reviewing the Workplace Services Express configuration” on
page 110, to determine the library names. Save the libraries that contain the DB2 Universal
Database data often. We recommend that you save these libraries daily.

Important: At this time, there is no way to save and restore individual documents. All
backup and recovery must be done at the database level. The functionality to restore
individual documents will be added to a future release of Workplace Services Express.

The configuration data is stored within the integrated file system in the
/QIBM/UserData/WebAS5/Base/ WSEServerName directory, where WSEServerName
represents your Workplace Services Express server name. To ensure easy recovery, if
necessary, we recommend that you back up this directory daily or weekly. There is also some
configuration data stored in the WebSphere Portal Server database. This database can be
included in your backup procedure when backing up all user data. An example of
configuration data that is stored in the DB2 Universal Database database is user policies.

Table 5-1 summarizes the information to be saved and the recommended frequency of the
backup.
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Table 5-1 Summary of backup recommendations for Workplace Services Express

Component to be saved Where data is stored Frequency of
backup

Workplace Services QWSE25 library and Weekly,

Express product data /QIBM/ProdData/Workplace/WSE25 monthly, or
quarterly

IBM HTTP Server for www/WSEServerName Daily or weekly

iSeries

Workplace Services /QIBM/UserData/WebAS5/Base/ WSEServerName | Daily or weekly

Express configuration data

Workplace Services DB2 Universal Database libraries Daily

Express user data

5.11.1 Saving a Workplace Services Express server: sample CL program

You should now understand where the Workplace Services Express data is stored. To assist
you in backing up the Workplace Services Express server configuration data and user data

along with the IBM HTTP Server, we provide a sample CL program, called SAVEWSEZ2S5. txt,
for you to use. This program performs the following actions:

Ends the HTTP server

Ends the Workplace Services Express server

Ends the QEJBASS5 subsystem

Monitors the QEJBASS5 subsystem to make sure it has ended

Saves the /'www/WSEServerName directory

Saves the /QIBM/UserData/WebAS5/Base/ WSEServerName directory

Saves the DB2 Universal Database libraries (assuming the default naming convention)
Starts the HTTP server

Starts the Workplace Services Express server

v

vVVyVYyVYVYVYYVvYYyY

In the directory name, WSEServerName represents your Workplace Services Express server
name.

Tip: In a future version of Workplace Services Express, scripts will be provided that will
back up and recover a Workplace Services Express server.

Example 5-6 shows the sample CL program, SAVEWSEZ25.txt. You can also download a copy
of this CL program, as explained in Appendix C, “Additional material” on page 359.

This CL program expects the following parameters:

» The Workplace Services Express server name
» The administrator user ID
» The administrator user ID password

The following command shows an example call to the CL program. Here itsowse3 represents
the Workplace Services Express server name, wpsadmin represents the administrator user
ID, and password represents the password for the administrator.

CALL PGM(SAVEWSE25) PARM('itsowse3' 'wpsadmin' ‘'password')
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Important: The password is case sensitive. To ensure that the correct case is passed to
the program, you must use single quotation marks around each parameter value. If you do
not specify the single quotation marks, the text is converted to all uppercase and the
program is unable to end the Workplace Services Express server. For example, the
following command does not work:

CALL PGM(SAVEWSE25) PARM(ITSOWSE3 WPSADMIN PASSWORD)

Here is the command again with the parameters passed correctly to the CL program:
CALL PGM(SAVEWSE25) PARM('itsowse3' 'wpsadmin' 'password')

Example 5-6 Sample CL program to save a Workplace Services Express server

/*This program is a basic example of backing up a Workplace Services Express */
/*server. This program assumes that you are running one Workplace Service Express */
/*server and that you are not running any stand-along WebSphere Application Servers */
/*in the QEJBASS subsystem. If you are, that is not a problem, but be aware it will*/
/*be ended when this program executes. Also, this program assumes that you */

/*are using the default naming scheme for the data libraries. If you have */
/*chosen the option to name the Tibraries based on their purpose, you will */

/*need to modify this program to use the correct Tibrary names. */
/*Please be aware that this program does not backup the LDAP directory. */
/* */

PGM PARM(&INSTANCE &USER &PASSWORD)

DCL VAR (&INSTANCE) TYPE(*CHAR) LEN(10)

DCL VAR(&CMD) TYPE(*CHAR) LEN(300)

DCL VAR (&COUNT) TYPE(*DEC) LEN(2 0) VALUE(0)

DCL VAR(&USER) TYPE(*CHAR) LEN(12)

DCL VAR (&PASSWORD) TYPE(*CHAR) LEN(12)

DCL VAR(&MSG) TYPE(*CHAR) LEN(250)

/* End the HTTP server and Workplace Services Express instance */

ENDTCPSVR  SERVER(*HTTP) HTTPSVR(&INSTANCE)
MONMSG MSGID(TCP1A77) /* HTTP server already ended */

CHGVAR VAR (&CMD)
VALUE('/gibm/userdata/WebAS5/Base/' *TCAT +
&INSTANCE *TCAT +
' /PortalServer/rootscripts/subtasks/stopPor+
talServer.sh -user' *BCAT &USER *BCAT +
'-password' *BCAT &PASSWORD)

QSH CMD(&CMD) /* run script to end server */

MONMSG MSGID(QSH0006) EXEC(DO)

SNDPGMMSG  MSG('Error trying to end the Workplace +
services express instance. The backup +
was aborted.')

GOTO CMDLBL (END)

ENDDO

MONMSG MSGID(QSH0007) EXEC(DO)

SNDPGMMSG  MSG('Error trying to end the Workplace +
Services Express instance. The backup +
was aborted.')

GOTO CMDLBL (END)
ENDDO
/*End the QEJBAS5 subsystem */
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ENDSBS

MONMSG

/*Begin Toop to verify that all jobs have ended before starting backup */

LOOP:

ALCOBJ

MONMSG
CHGVAR

IF
SNDPGMMSG

GOTO END
ENDDO

/*Save the HTTP and WSE instance data followed by DB2 data to tape device tap0l*/

SAV

MONMSG
SAVLIB
MONMSG
DLCOBJ

SBS(QEJBAS5) DELAY(1800) /* Allow 30 minutes +

for the server to end before ending the +
subsystem immediately */

MSGID(CPF0000)

0BJ((QEJBAS5/QEJBAS5 *SBSD *EXCL)) WAIT(600) +

/* Wait 10 minutes to get subsystem */
MSGID(CPF1002) EXEC(DO)
VAR(&COUNT) VALUE (&COUNT +1)
COND (&COUNT = 6) THEN(GOTO CMDLBL(LOOP))
MSG('The QEJBAS5 subsystem failed to end +
after 1 hour. Backup is aborted.')

DEV('/qsys.1ib/tap0l.devd') OBJ((('/www/' +
*CAT &INSTANCE)) +
((*/qgibm/userdata/WebAS5/Base/' *CAT +
&INSTANCE)))

MSGID(CPF0000)

LIB((&INSTANCE *TCAT '*')) DEV(TAPO1)

MSGID(CPF0000)

0BJ ( (QEJBAS5/QEJBAS5 *SBSD *EXCL))

/*Restart the HTTP and WSE server*/

STRTCPSVR
STRSBS
CHGVAR
QSH

END:

ENDPGM

SERVER(*HTTP) HTTPSVR(&INSTANCE)
SBSD(QEJBAS5/QEJBASS5)

VAR(&CMD) +
VALUE('/qibm/userdata/WebAS5/Base/' *TCAT +
&INSTANCE *TCAT +
'/PortalServer/rootscripts/startWorkplaceSe+
rvices.sh')

CMD(&CMD) /* run script to start server */

5.11.2 Restoring a Workplace Services Express server

This section explains how to restore the IBM HTTP Server for iSeries (powered by Apache)

server, user data, and configuration data used by a Workplace Services Express server.
Before you can understand the restore process, you must understand private authorities.

Private authorities are the authorities to an object for any user other than the owner. For

example in Figure 5-63, ITSOUSER is the owner, and QTMMHTTP has *X authority to the
/www/itsowse3 directory. The authority QTMMHTTP has to the object is considered a private
authority. If we lose the private authorities to this directory, the IBM HTTP Server for iSeries
server itsowse3 will no longer start because the QTMMHTTP authority no longer exists. This

becomes important because, depending on how the data is restored to the system, the

private authorities might not be recovered.
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Work with Authority

Object . . . . . . . .. ... Jwww/itsowse3
Owner . . . . . . o .. . ITSOUSER
Primary group . . . . . . . . : *NONE
Authorization 1ist . . . . . . ¢ *NONE

Type options, press Enter.
1=Add user 2=Change user authority 4=Remove user

Data --Object Authorities--
Opt User Authority Exist Mgt Alter Ref

*PUBLIC *X
ITSOUSER *RWX X X X X
QTMHHTTP *X

Bottom
Parameters or command
===>
F3=Exit  F4=Prompt F5=Refresh F9=Retrieve
F11=Display detail data authorities F12=Cancel F24=More keys
(C) COPYRIGHT IBM CORP. 1980, 2003.

Figure 5-63 Work with Authority display for the /www/itsowse3 object

There are two methods to restore the private authorities. The first option takes the following
approach:

» Restore user profiles (RSTUSRPRF *ALL)
» Restore data (IBM HTTP Server or configuration data)
» Restore authorities (RSTAUT)

The second option is to manually rebuild the private authorities. We use this approach in our
examples because saving and restoring user profiles are beyond the scope of this redbook.
For additional information, refer to the iSeries Information Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp?topic=/rzaiu/
rzaiuicbackup.htm

Restoring an IBM HTTP Server for iSeries (powered by Apache) server
Before you can restore the IBM HTTP Server for iSeries (powered by Apache) server, you
must end it, although you are not required to end the Workplace Services Express server.
However, without an HTTP server, the Workplace Services Express server is not functional.
Therefore, in our example, we end both servers. Perform the following steps to restore the
HTTP server. Notice that WSEServerName represents the Workplace Services Express
server name.

1. End the IBM Workplace Services Express server. For information about ending the
Workplace Services Express server, refer to 5.1.2, “Stopping a Workplace Services
Express server” on page 108.

2. End the IBM HTTP Server using the following End TCP/IP Server (ENDTCPSVR) CL
command. Do this step only if you did not end the HTTP server with the Workplace
Services Express server in the previous step.

ENDTCPSVR SERVER(*HTTP) HTTPSVR(WSEServerName)
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3. Restore the IBM HTTP Server data directory from tape:
RST DEV('/qsys.lib/tapOl.devd') OBJ(('/www/WSEServerName'))
4. Restore the private authorities for the IBM HTTP Server files and directories:

CHGAUT 0BJ('/www/WSEServerName/conf') USER(QTMHHTTP) DTAAUT(*X)

CHGAUT OBJ('/www/WSEServerName/htdocs') USER(QTMHHTTP) DTAAUT (*RX)

CHGAUT OBJ('/www/WSEServerName/logs') USER(QTMHHTTP) DTAAUT (*RWX)

CHGAUT 0BJ('/www/WSEServerName/conf/httpd.conf') USER(QTMHHTTP) DTAAUT(*R)
CHGAUT OBJ('/www/WSEServerName/htdocs/index.htm1') USER(QTMHHTTP) DTAAUT(*R)

5. Start the IBM HTTP Server using the following CL command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(WSEServerName)

Restoring Workplace Services Express server configuration data
This section explains how to restore the Workplace Services Express configuration data.

Important: Some configuration data is also stored within the DB2 Universal Database
database. If you are unsure about whether the configuration data that you need is stored in
the integrated file system directory or in DB2 Universal Database, we recommend that you
also follow the steps outlined in “Restoring Workplace Services Express server user data”
on page 165. An example of configuration data that is stored in the DB2 Universal
Database database is user policies.

Perform the following steps:

1. End the IBM Workplace Services Express server. For information about ending the server,
refer to 5.1.2, “Stopping a Workplace Services Express server’ on page 108.

2. Restore the Workplace Services Express configuration data directory from tape:
RST DEV('/qsys.Tib/tap0Ol.devd') OBJ(('/QIBM/UserData/WebAS5/Base/WSEServerName'))

Note: Because of the large numbers of small files that must be created, the restore time
is longer than that of the save time. During our testing, we have observed restore times
between one and two hours.

3. Restore the private authorities or you will lose the link between your HTTP server and the
Workplace Services Express server:

CHGAUT 0BJ('/QIBM/UserData/WebAS5/Base/WSEServerName/config/cells/plugin-cfg.xml")
USER(QTMHHTTP) DTAAUT (*RX)

CHGAUT 0BJ('/QIBM/UserData/WebAS5/Base/WSEServerName/config/cells') USER(QTMHHTTP)
DTAAUT (*RX)

CHGAUT 0BJ('/QIBM/UserData/WebAS5/Base/WSEServerName/config') USER(QTMHHTTP) DTAAUT (*RX)

4. Start your Workplace Services Express server. For assistance with starting your server,
refer to 5.1.1, “Starting a Workplace Services Express server” on page 106.

Restoring Workplace Services Express server user data

You might want to restore Workplace Services Express server user data if a user makes a
fatal error and deletes data that they needed. You might also have to restore the DB2
Universal Database data if an undesired configuration change is made that is stored in the
WebSphere Portal configuration database and you do not understand what was changed.

Important: In Workplace Services Express, there is no functionality to restore a single
document, team space, and so on. At this time, you must restore the entire database. This
limitation will be addressed in a future release of Workplace Services Express.
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Use the following steps to restore the DB2 Universal Database data. Here WSEServerName
represents your Workplace Services Express server name.

1. End the IBM Workplace Services Express server. For information about ending the
Workplace Services Express server, refer to 5.1.2, “Stopping a Workplace Services
Express server” on page 108.

2. Delete the existing DB2 Universal Database data libraries:
a. Enter the following Work Library CL command:

wrklib WSEServerName*

Note: We presume that you are using the default naming convention based on the
Workplace Services Express server name. If you did not select this option, see 5.2,
“Reviewing the Workplace Services Express configuration” on page 110, for
information about the database naming conventions.

b. On the Work with Libraries display (Figure 5-64), type option 4 (Delete) next to each
library and press Enter.

Work with Libraries

Type options, press Enter.
1=Create 2=Change 3=Copy 4=Delete  5=Display 6=Print

8=Display library description 9=Save 10=Restore
11=Save changed objects 12=Work with objects 14=Clear
ASP
Opt Library Attribute Device Text
4 ITSOWSES PROD COLLECTION - created by SQL
4 ITSOWSE51  PROD COLLECTION - created by SQL
4 ITSOWSE518 PROD COLLECTION - created by SQL
4 ITSOWSE52  PROD COLLECTION - created by SQL
4 ITSOWSE53  PROD COLLECTION - created by SQL
4 ITSOWSE54  PROD COLLECTION - created by SQL
4 ITSOWSE55  PROD COLLECTION - created by SQL
Bottom

Parameters for options 1, 2, 3, 5, 8, 9, 10, 11 and 12 or command
===>
F3=Exit F4=Prompt  F5=Refresh  F9=Retrieve F11=Display names only

F12=Cancel F16=Repeat position to  F17=Position to

Figure 5-64 Deleting all libraries associated with the Workplace Services Express server ITSOWSES

c. On the Confirm Delete of Libraries display, press Enter to confirm the deletion request.
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d. You might see a Display Program Messages display with the error message “Receiver
QSQJRNO001 in LibraryName never fully saved. (I C)” when you delete the DB2
Universal Database libraries. If you see this message, type I to allow the deletion to
continue. This might occur multiple times as shown in Figure 5-65.

Display Program Messages

Job 241463/AHOERLE/QPADEV0006 started on 10/20/05 at 08:48:45 in subsystem Q
Maximum number of records reached for file QSYSPRT. (C R NOMAX 1-999999)
NOMAX

Receiver QSQJRNO0O1 in ITSOWSE55 never fully saved. (I C)

I

Receiver QSQJRN0002 in ITSOWSE55 never fully saved. (I C)

I

Receiver QSQJRN0002 in ITSOWSE54 never fully saved. (I C)

I

Receiver QSQJRNO0O1 in ITSOWSE52 never fully saved. (I C)

I

Receiver QSQJRNO001 in ITSOWSE54 never fully saved. (I C)

F3=Exit F12=Cancel

Figure 5-65 Error message ‘Receiver QSQJRN0O001T in ITSOWSES55 never fully saved. (I C)’

3. Restore the libraries by entering the following Restore Library (RSTLIB) CL command
(see Figure 5-66):

RSTLIB SAVLIB(WSEServerName*) DEV(TAPO1)

Command Entry RCHAS12
Request level: 1
Previous commands and messages:
> wrklib itsowse*
> RSTLIB SAVLIB(ITSOWSE*) DEV(TAPO1)
325 objects restored from ITSOWSE33 to ITSOWSE33.
79 objects restored from ITSOWSE34 to ITSOWSE34.
316 objects restored from ITSOWSE35 to ITSOWSE35.
113 objects restored from ITSOWSE36 to ITSOWSE36.
94 objects restored from ITSOWSE37 to ITSOWSE37.
29 objects restored from ITSOWSE38 to ITSOWSE38.
6 libraries restored at 10/20/05 12:45:03.

Bottom
Type command, press Enter.
===
F3=Exit  F4=Prompt F9=Retrieve F10=Include detailed messages
F11=Display full F12=Cancel F13=Information Assistant F24=More keys

Figure 5-66 Example output from the RSTLIB command

4. Start your Workplace Services Express server. For assistance with starting your server,
refer to 5.1.1, “Starting a Workplace Services Express server” on page 106.

Chapter 5. Administering Workplace Services Express 167




5.12 Removing a Workplace Services Express server

There might be a time when you want to remove a Workplace Services Express server. The
steps in this section explain how to remove a Workplace Services Express server using the
IBM Web Administration for iSeries tool.

As part of the deletion process, you are expected to know several configuration options that
you selected in the iSeries Create IBM Workplace wizard. We recommend that you print a
copy of the Printable Summary generated by the iSeries Create IBM Workplace wizard and
keep it with you when performing these steps. To access the printable summary, refer to 5.2,
“Reviewing the Workplace Services Express configuration” on page 110. Perform the
following steps:

1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we use:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/OS user profile and password, log on to the IBM Web
Administration for iSeries. Click OK.

3. On the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. Within the IBM Web Administration tool, manage all the application servers:

a. Click the Manage tab.
b. Click the All Servers tab.
c. Click the All Application Servers tab as shown in Figure 5-67.

@ HTTP Server Administration on RCHAS12 - Microsoft Internet Explorer E]@
: File Edit View Favorites Tools Help :,'

3 s = a —
Q Back - \ﬂ \ELI [ A 7 Search ‘ ‘\'( Favarites @ Media @) <] - .,'?_ Y “:‘“

© Address (2] http:/frchas 12.rchland.ibm.com: 200 1/HTTPAdmin V| Go
@] Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @:l 1BM Standard Software Installer @ -

All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

w Common Tasks and Wizards Manage All Servers "
J Create HTTP Server |
J Create Application Server
1 Migrate Original to Apache Al HTTP Servers | | All Application Servers | All ASF Tomcat Servers
J Create WebSphere Portal
J Create IBM Workplace
E Data current as of Oct 20, 2005 10:45:08 AM.
Server . Version Status
(O default/server1 5.0 Base @ Running *:2809,8880,9043,9080,9C
O IBSABS 5.0 Express @ Stopped  *:2030,2035,2039,2040,2C
O [TSOWCS01/Mail Server 1 V2.5 (workplace - WCS) @ Stopped  ™30110,30111,30124,301 )
&1 m 2
Refresh | Start || Stop || Restart |
Manage Detai!s\i Dedete? Rename§

Figure 5-67 Managing all application servers with the IBM Web Administrator for iSeries tool
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5. Scroll through the list of application servers to find the Workplace Services Express server

you want to remove. Select either the Server1 or WebSphere_Portal entry for your

Workplace Services Express server, and click Delete as shown in Figure 5-68.

IBM Web Administration for iSeries WebSphere.

Setup Advanced | Related Links

All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

J Create HTTP Server

J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal
J Create IBM Workplace

w Common Tasks and Wizards (O itsowse3save/\WebSphere Portal V2.5 (workplace - WSE) @ Stopped *:10300.1USU‘I.‘IUSUQ.‘IUSL’}.]
ITSOWSE4/server! V2.5 (workplace - WSE) @ Stopped  *:10410,10411,10413,104
ITSOWSE4/\WebSphere Portal V2.5 (workplace -WSE) % Stopped  *:10400,10401,10408,104
ITSOWSES/server! V2.5 (workplace - WSE) @ Stopped  *:50110,50111,50113,501

@]
@]
@]
® [TSOWSES/MWebSphere Portal V2.5 (workplace -WSE) % Stopped  *:50100,50101,50108,501
(O [TSOWSET7iservert V2.5 (workplace - WSE) @ Running *:10710,10711,10713,107
@]
@]

ITSOWSE7WebSphere Portal V2.5 (workplace -WSE) % Running *:10700,10701,10708,107
v

SYSINST/ADMIN 5.0 Express @ Running *:6220,6225,6229,6230 62
&l
[ Manage Details l [ Deiet&] LRenarrE]

>

Figure 5-68 Deleting a Workplace Services Express server

6. Using the Delete wizard (Figure 5-69), we recommend that you remove the HTTP server
with the Workplace Services Express server. The Delete wizard does not remove the DB2
Universal Database databases by default. Select each of the local database collections,
libraries, or schemas that are associated with this Workplace Services Express server to

allow the Delete wizard to remove them from the system. Click Next.

IBM Web Administration for iSerles .

<7 WebSphere,

Setup RIELGELEM Advanced | Related Links

All Servers  HTTF Servers | Application Servers | ASF Tomcat Servers

w Common Tasks and Wizards ‘Welcome to the Delete Wizard. This wizard will help you delete your WebSphere servers and associated ["]
J Create HTTP Server components.
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Fortal
J Create IBM Workplace Selectthe items you wish to delete: 9
The following are the WebSphere servers that will be deleted:
\/itso'wseSJ".'\febSphere_PortaI
v itsowseSiserver! L
The following HTTP servers on the local system are associated with this WebSphere server:
ITSOWSES
The following local database collections/libraries/schemas are associated with this WebSphere
server:
ITSOWSES :
ITSOWSES1 [v]
Figure 5-69 Confirming selections for deletions within the Delete wizard
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7. In the Delete summary pane (Figure 5-70), click Delete to finish removing the Workplace
Services Express server.

1BM Web Administration for iSeries
Setup Advanced | Related Links

<7 WebSphere,

All Servers  HTTP Servers | Application Servers | ASF Tomcat Servers

w Common Tasks and Wizards k‘]
J Create HTTP Server
J Create Application Server
J Migrate Original to Apache
J Create WebSphere Portal
J Create IBM Waorkplace

Delete

When you click the Delete button, the components listed below will be deleted. This operation cannot be
undone.

WebSphere servers:

itsowse5/WehSphere_Fortal
itsowsesiservert

HTTP servers:
ITSOWSES
Local Collections/libraries/schemas:

ITSOWSES
ITSOWSES1
v

Back Printable Summary

Figure 5-70 Deletion summary pane

8. At this point, the deletion is in process. You should return to the Manage All Servers pane.
You should see that your Workplace Services Express server has a status of Deleting as
shown in Figure 5-71.

IBM Web Administration for iSeries ¥

WebSphere,
Setup Advanced | Related Links
All Servers  HTTF Servers | Application Servers | ASF Tomcat Servers
vcommon Tasks and'nuf\fizards j"'""“‘"""““““"“"‘ e .'“"’ R ey - TAmEmEmAL - Ay A by raasaany s k\]
1 Create HTTP Server O itsowsediserver] V2.5 (workplace - WSE) @ Stopped  ™:10310,10311,10313,103
J Create Application Server f i *
h - t 3WebSph Portal V2.5 kplace - WSE) @ :10300,10301,10309,103
J Migrate Original to Apache O itsawse e TELEzE ) Slpesd
A Create WebSphere Paortal (O itsowse3saveiservert V2.5 (workplace - WSE) @ Stopped  *:10310,10311,10313,103
J Create IBM Workplace
(O itsowse3save/WebSphere Portal V2.5 (workplace - WSE) @ Stopped  *10300,10301,10309,103
O [TSOWSE4/servert V2.5 (workplace - WSE) @ Stopped  *10410,10411,10413,104
O [TSOWSE4/\WebSphere Portal V2.5 (workplace -WSE) % Stopped  *:10400,10401,10408,104
O [TSOWSES/servert V2.5 (workplace -WSE) < Deleting  *:50110,50111,50113,501
® [TSOWSES/MWebSphere Portal V2.5 (workplace -WSE) < Deleting  *:50100,50101,50108,501
(O [TSOWSET7iservert V2.5 (workplace - WSE) @ Running  *:10710,10711,10713,107
() [TSOWSE7WebSphere Portal V2.5 (workplace -WSE) % Running *:10700,10701,10708,107
(O  SYSINST/ADMIN 5.0 Express @ Running *:6220,6225 62296230 62—
<] "" | >
[Manage Detailsl [Delete H Renamel

Figure 5-71 Manage All Application Servers: Deleting a Workplace Services Express server

9. When the Delete wizard completes, no status message is displayed. You see the
Workplace Services Express server disappear from the list or see a status of Deleted.
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Note: In our testing, the Workplace Services Express server always disappeared. If you
see the server in a Deleted status, a file was in use and the Delete wizard was unable to
remove the /QIBM/UserData/WebAS5/Base/ WSEServerName directory (where
WSEServerName represents your Workplace Services Express server name). Remove
the directory manually from a mapped drive, and the Workplace Services Express
server then disappears from the list.

10.1f you chose to delete the DB2 Universal Database data in the Delete wizard, you can skip
this step. However, if you did not choose to have the Delete wizard remove the DB2
Universal Database data, you must manually delete the libraries used by your Workplace
Services Express server. Using the default naming convention based on your Workplace
Services Express server name, perform the following steps to remove the libraries:

Note: In our testing, we found that not all libraries were deleted. We suggest that you
verify that all libraries are properly deleted.

a. Enter the following Work with Libraries (WRKLIB) CL command:
wrk1ib WSEServerName*
Here WSEServerName represents your Workplace Services Express server name.

b. On the Work with Libraries display (Figure 5-72), type option 4 (Delete) next to each
library and press Enter.

Work with Libraries

Type options, press Enter.
1=Create  2=Change  3=Copy 4=Delete  5=Display  6=Print
8=Display library description 9=Save 10=Restore

11=Save changed objects 12=Work with objects 14=Clear
ASP
Opt Library Attribute Device Text
4 ITSOWSES PROD COLLECTION - created by SQL
4 ITSOWSE51  PROD COLLECTION - created by SQL
4 ITSOWSE518 PROD COLLECTION - created by SQL
4 ITSOWSE52 PROD COLLECTION - created by SQL
4 ITSOWSES3 PROD COLLECTION - created by SQL
4 ITSOWSE54  PROD COLLECTION - created by SQL
4 ITSOWSES5 PROD COLLECTION - created by SQL
Bottom

Parameters for options 1, 2, 3, 5, 8, 9, 10, 11 and 12 or command
===>
F3=Exit F4=Prompt  F5=Refresh  F9=Retrieve F11=Display names only

F12=Cancel F16=Repeat position to  F17=Position to

Figure 5-72 Deleting all libraries associated with the ITSOWSES5 Workplace Services Express server

c. On the Confirm Delete of Libraries display, press Enter to confirm the deletion request.
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d. You might see a Display Program Messages display with the error message “Receiver
QSQJRNO001 in LibraryName never fully saved. (I C)” when you delete the DB2
Universal Database libraries. If that happens, type I to allow the deletion to continue.
This might occur multiple times as shown in Figure 5-73.

Display Program Messages

Maximum number of records reached for file QSYSPRT.
NOMAX

Receiver QSQJRNOOO1 in ITSOWSE55 never fully saved.
I

Receiver QSQJRNO002 in ITSOWSE55 never fully saved.
I

Receiver QSQJRN0002 in ITSOWSE54 never fully saved.
I

Receiver QSQJRNOOO1 in ITSOWSE52 never fully saved.
I

Receiver QSQJRNO0O1 in ITSOWSE54 never fully saved.

F3=Exit F12=Cancel

Job 241463/AHOERLE/QPADEV0006 started on 10/20/05 at 08:48:45 in subsystem Q

(C R NOMAX 1-999999)
(10)
(10)
(10)
(10)
(1¢)

Figure 5-73 Error message ‘Receiver QSQJRN0001 in ITSOWSES5 never fully saved. (I C)’

11.1f you used a separate user profile to own all objects used by this Workplace Services
Express server, you can delete it now. The Delete wizard does not delete the user profile.
Enter the following Delete User Profile (DLTUSRPRF) CL command:

DLTUSRPRF USRPRF (DB20wnerProfile) OWNOBJOPT (*DLT)

Here DB20wnerProfile represents the name of the user profile that you specified during
the configuration of the Workplace Services Express server.

Attention: The OWNOBJOPT (*DLT) parameter in the previous DLTUSRPRF
command removes all objects owned by that user profile. If you are using the same
user profile to own the DB2 Universal Database data for other Workplace Services
Express server, do not delete the profile at this time.

You should now have no remaining references to the Workplace Services Express server.
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Integrating the Domino portlets

The purpose of this chapter is to:
» Introduce you to the portlets provided with Workplace Services Express
» Show you how to integrate Domino Web Access with Workplace Services Express

» Demonstrate how to create a Domino discussion database and integrate it with Workplace
Services Express using the Domino Application portlet
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6.1 Supplied portlets with Workplace Services Express

Workplace Services Express provides many portlets that you can deploy in your Workplace
Services Express environment. These portlets provide a vast number of functions. While
some of the portlets are the core of Workplace Services Express, others provide functionality
that is not provided in the base Workplace Services Express product.

For example, portlets are available to access Domino and other mail systems because the
Workplace Services Express product does not include user mail and calendar functionality.
Workplace Services Express is sold in conjunction with a WebSphere Portal server license.
Because of this, you can download and install any portlet that runs on WebSphere Portal
Server Version 5.0.2.2. For a list of all available portlets for download, visit the IBM
WebSphere Portal solutions catalog at:

http://catalog.lotus.com/wps/portal/portal

To find portlets that are available for download specifically for Workplace Services Express,
visit the IBM Workplace Services Express solutions catalog at:

http://catalog.lotus.com/wps/portal/wse

The following portlets are included with and available to deploy with Workplace Services
Express:

» About IBM Workplace Services Express: This portlet provides information about the
installed product and by default is only enabled for users with administrative access.

» Bookmarks: The IBM Bookmarks portlet displays bookmarks defined by the user in a Web
browser. The user can add, delete, and edit bookmarks.

» Company Tracker portlet: This portlet allows you to select and manage a list of companies
whose performance you are interested in tracking. It includes details on quotes, charts,
news, and profile data.

» Domino Application portlet: The Domino Application portlet enables you to integrate any
Web-enabled Domino application into WebSphere Portal. For information about deploying
this portlet, refer to 6.4, “Using the Domino Application portlet” on page 192.

» Document Search: This portlet is installed but not placed on a page. It provides users
access to the Portal Search Engine. Before Document Search can perform searches, the
administrator must build the search index using Manage Search Index in Portal
administration.

» Domino Web Access: This portlet helps users to view a Domino Web Access or iNotes™
mail file in Workplace Services Express. For information about deploying this portlet, refer
to 6.2, “Configuring the Domino Web Access portlet” on page 175.

» [nternet Mail Box: This portlet enables users to connect to an Internet Message Access
Protocol (IMAP) or Post Office Protocol Version 3 (POP3) Internet-based mail server to
receive, compose, and send Internet e-mail.

»  Microsoft Exchange portlet application: This portlet application provides connectivity to
the Microsoft Exchange server and consists of the following portlets:

— MS Exchange Mail portlet

— MS Exchange Calendar portlet
— MS Exchange Tasks portlet

— MS Exchange Contacts portlet
— MS Exchange Notes portlet

» My News: This portlet provides top headlines from a wide array of general, business, and
industry news categories.
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» My Stock: The My Stock portlet displays financial performance and fundamental
investment data for selected companies, investments, symbols, and indices.

» My Weather: The My Weather portlet displays weather-related data and forecasts for
user-selected cities.

» My Vertical News: This portlet provides top headlines from a wide array of general,
business, and industry news categories.

» Retirement Planner: The Retirement Planner is a goal-based tool that estimates your
desired retirement income and estate and evaluates the savings plan required to fund that
need.

6.2 Configuring the Domino Web Access portlet

This section explains how to configure the Domino Web Access portlet in the Workplace
Services Express environment.

Note: The steps to configure the Domino Web Access portlet are the same for Domino 6.x
and Domino 7.x.

6.2.1 Setting up Domino for use with the Domino Web Access portlet

Before you can use the Domino Web Access portlet in Workplace Services Express, make
sure that your Domino configuration meets the requirements for use with this portlet. Perform
the following steps:

1. Verify that all mail files to be accessed from the portlet are using the Domino Web Access
or iNotes template:

a. Open the Domino Administrator client and connect to your Domino server.
b. Click the Files tab.

c. Click the folder that contains your mail files. Typically this is the mail folder.
d

. Scroll to the right and review the template name as shown in Figure 6-1. If you do not
see iNotes6 or DWA7 in this column, you must convert your user’s mail file to use a
Domino Web Access (inotes6.ntf or dwa7.ntf) template.

-
@ itso6 Domain - IEM Domino Administrator
File Edit Administraton Files Help

& B B
G-o e

'@i}\ itso& Domain

mEx]

k]

@ People & Groups ] Files | Server... | Messaging... ] Replication ] Configuration
@ﬁ s 'Rl;‘,::;':???;?ggm VERIMD Show me: Databases only j : < Tools
¥ [ /ftsodomb/data 4 Created & Last Foup s Logged < | Template & Space Used ¥ » Disk Space
@ 3 doc 0 10/10/2005 08:30:12 Ak 10/13/2005 01:09:36 AN No StdREMail 9549
» (3 domino 0 10/10/2005 01:46:09 Ph 10/13/2005 01:09:36 AN No iNotes6 9749 ) [y Folder
Q (3 gtrhome 0 10/10/2005 01:46:27 PP 10/13/2005 01:09:36 AN No iNotes6 97.4%
» [ HELP 0 10/10/2005 01:46:44 P 10/13/2005 01:09:36 AR No iNotes6 9744 » @ Database
» [ INOTES 0 10/10/2005 01:47:02 P 10/13/2005 01:09:36 AR No iNotes6 9749
(1 mai | 0 10/10/2005 01:47:20 Ph 10/13/2005 01:09:36 AR No iNotesB 9745 V DB2 Groups
» [ namesft
= 1 I

Figure 6-1 Viewing the mail file template name in the Files tab of the Domino Administrator
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2. If necessary, update the design of the mail file to inotes6.ntf or dwa7.ntf using one of the
following convert commands on the Domino server console. In this command, FileName
represents the mail file name (see Example 6-1).

— For Domino 6.x, type the following command:
load convert mail/FileName.nsf * inotes6.ntf
— For Domino 7.x, type the following command:
load convert mail/FileName.nsf * dwa7.ntf
Tip: You can convert all files in the mail folder at one time by using one of the following
commands:
» For Domino 6.x:
load convert mail/* * inotes6.ntf
» For Domino 7.x:

load convert mail/* * dwa7.ntf

Example 6-1 Domino load convert utility

> Load convert mail/nadminis.nsf * inotes6.ntf

Load convert mail/nadminis.nsf * inotes6.ntf

10/13/2005 15:04:53  Mail Conversion Utility starting

10/13/2005 15:04:53 Mail Convert: Started replacing design template '*' with 'iNotes6'
in 'mail/nadminis.nsf"’

10/13/2005 15:04:55 Adding 'DOLS Configuration Settings' to database 'Notes
Administrator' from template 'Domino Web Access (6)'

'10/13/2005 15:04:55 Adding '(ToggleUpdate Tasks)' to database 'Notes Administrator'
from template 'Domino Web Access (6)'

10/13/2005 15:04:55 Adding '($Journal)' to database 'Notes Administrator' from
template 'Domino Web Access (6)'

10/13/2005 15:04:55 Adding '($Users)' to database 'Notes Administrator' from template
'Domino Web Access (6)'

10/13/2005 15:04:57 Mail Convert: Finished replacing design template in
'mail/nadminis.nsf"’

10/13/2005 15:04:57 Mail Conversion Utility shutdown

3. Add the appropriate fields to the Global Configuration document to allow LDAP queries for
the HTTP host name, mail server, and mail file name fields:

a. From the Domino Administrator client, click the Configuration tab.
b. In the left frame, click Server — Configurations.
c. Double-click the Global Configuration document to open it. The global configuration

document has a server name of * - [A11 Servers].

Tip: You might have to scroll up to see the Global Configuration document.

d. In the Global Configuration document, click the LDAP tab.
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e. The following fields should be listed under the LDAP Attribute Types column as shown

in Figure 6-2:
e HTTP-HostName
¢ MailFile

¢ MailServer

Tip: These fields are listed only if you followed the steps in 3.4.2, “Modifying the
LDAP configuration” on page 61.

@ Default Configuration - IBM Domino Administrator

BEIX

File Edit View Create Actions Help

C LS5 e oo mmE

G- QR

) itso6 Domain | 1|3 Default Corfiguration

Edit Server Configuration ®Camel

Ancnymous users can query:
AltFullName
altServer
attributeTypes
authorityRevocationList
c
certificateRevocationList
cn
createTimestamp

ey

deltaRevocationList
ditContentRules
dominoCertificate
DominclUNID
extendedAttributelnfo
extendedClassinfo

LDAP Atiribute Types:

Basics | LDAP | Router/SMTP | MIME | NOTES.INI Setiings | Domino Web Access | IMAP | SNMP | Activity Logging | Change Control | Diagnostics | Administration

Domino Fields:
AltFullName

altServer

attributeTypes
authorityRevocationList
OfficeCountry
certificateRevocationList
cn

createTimestamp

creatorsName creatorsMame
crossCertificatePair crossCertificatePair
dc dc

deltaRevocationList
ditContentRules
Certificate
DominclNID
extendedAttributelnfo
extendedClassinfo

givenMame Firsthame
HTTP-HostMame HTTP_HostName
| OfficeCity
|dapSyntaxes |dapSyntaxes
Location Location

mail InternetAddress
mailaddress mailaddress
MailDomain MailDomain
MailFile MailFile
MailServer MailServer

Figure 6-2 LDAP tab of the Global Configuration document

If these fields are not listed, perform the following steps to add them:

Click Edit Server Configuration.
Click Select Attribute Types.
In the ObjectClasses field, type an asterisk (*).

Click Display Attributes.

Click Add.

End the Domino server.

TS S@ e 00 T

Select the attributes HTTP-HostName, MailFile and MailServer.

Click OK to exit the LDAP Attribute Type Selection window.
Save and close the configuration document.

After the Domino server successfully ends, restart the Domino server.
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6.2.2 Configuring Workplace Services Express to use Domino Web Access

portlet

To use the Domino Web Access portlet, you must make changes to the wpconfig.properties
file as explained in the following steps:

1. Stop the Workplace Services Express WebSphere Portal server:

a.

Tip: You can alternatively end the Workplace Services Express WebSphere Portal
server using the IBM Web Administration for iSeries interface. See 5.1.2, “Stopping a
Workplace Services Express server” on page 108.

In an i5/0S command line, enter the STRQSH CL command to start the Qshell
environment.

In the Qshell command line, enter the following command, replacing WSEServerName
with the name of your Workplace Services Express server:

cd /qibm/userdata/webas5/Base/WSEServerName/PortalServer/rootscripts/subtasks

In the Qshell command line, enter the following command using the proper
administrator ID and password for your Workplace Services Express server as shown
in Example 6-2:

stopPortalServer.sh -user wpsadmin -password password

Example 6-2 Stopping the Workplace Services Express WebSphere Portal server

stopPortalServer.sh -user wpsadmin -password password

ADMUO116I: Tool information is being Togged in file
/QIBM/UserData/WebAS5/Base/itsowse2/1ogs/WebSphere_Portal/stopServer.log

ADMU3100I: Reading configuration for server: WebSphere_Portal

ADMU3201I: Server stop request issued. Waiting for stop status.

ADMU4000I: Server WebSphere Portal stop completed.

$

Note: It might take several minutes for the WebSphere Portal server to end.

2. After the Workplace Services Express WebSphere Portal server ends, edit the
wpconfig.properties file to modify the Lotus Collaborative Components (LCC) properties:

a.
b.

Map a drive to your iSeries server.

Navigate to the /QIBM/UserData/WebAS5/Base/ WSEServerName/PortalServer/config
directory, where WSEServerName represents the name of your Workplace Services
Express server.

Open the wpconfig.properties file in WordPad or another text editor program of your
choice.

Modify the LCC.DominoDirectory.Enabled and LCC.DominoDirectory.Server
properties to the following values:

i. Set LCC.DominoDirectory.Enabled to true.

ii. Set LCC.DominoDirectory.Server to match your Domino server name. In our
environment, the Domino server is named itsodom6.rchland.ibm.com.
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Example 6-3 shows the settings for our example.

Note: In our tests, we used a Domino Version 6.5.3 server and a Domino Version
7.0 server. We saw no differences in the setup or configuration between the two
Domino versions.

Example 6-3 Modified wpconfig.properties file

# LCC.DominoDirectory.Enabled: Is Lotus Domino Directory enabled in the environment?
# { true | false }
LCC.DominoDirectory.Enabled=true

# LCC.DominoDirectory.Server: The Lotus Domino Directory server name.
# { hostname | ip address }
LCC.DominoDirectory.Server=itsodomé6.rchland.ibm.com

e. Save and close the wpconfig.properties file.

3. Run the configuration script to update your Workplace Services Express server with the

new values that you entered in the wpconfig.properties file:

a. Return to the Qshell command line, or in an i5/0S command line, enter the command
STRQSH to start Qshell.

b. Inthe Qshell command line, enter the following command, replacing WSEServerName
with the name of your Workplace Services Express server:

cd /qibm/userdata/webas5/Base/WSEServerName/PortalServer/config
c. Inthe Qshell command line, enter the following command to update the configuration:
WPSconfig.sh lcc-configure-dominodirectory

You know that the command has completed when you see the message “BUILD
SUCCESSFUL” as shown in Figure 6-3.

QSH Command Entry
action-Tcc-server-notcontacted-warning:
action-Tcc-ss1-property-isboolean-test:

action-Tcc-validate-ss1-property-isboolean:

[Togmsg] 2005.10.14 15:09:14.820 action-1cc-update-dominodirectory-propert
ies

[Togmsg] EJPC25431 Lotus Collaborative Services property file updates co
mpleted for Lotus Domino Directory.

BUILD SUCCESSFUL
Total time: 1 minute 8 seconds

$

>
Exit F6=Print F9=Retrieve F12=Disconnect

F3=
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 6-3 Successful completion of the WPSConfig.sh Icc-configure-dominodirectory command
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4. Start the Workplace Services Express WebSphere Portal server:

Tip: Alternatively, you can start the Workplace Services Express WebSphere Portal
server via the IBM Web Administration for iSeries interface. See 5.1.1, “Starting a
Workplace Services Express server” on page 106.

a. If Qshell is not already started, enter the STRQSH command on an i5/0S command line
to start Qshell.

b. Inthe Qshell command line, enter the following command, replacing WSEServerName
with the name of your Workplace Services Express server:

cd /qibm/userdata/webas5/Base/WSEServerName/PortalServer/rootscripts/subtasks

c. Inthe Qshell command line, enter the following command to start the Workplace
Services Express WebSphere Portal server.

startPortalServer.sh

d. You see the message “Application server started”, as shown in Figure 6-4, when
your Workplace Services Express WebSphere Portal server successfully starts.

Note: It takes several minutes for the Workplace Services Express WebSphere
Portal server to start.

er.log

$

$

>

ADMUO1161:

ADMU31001:
ADMU32011:
ADMU4000T :

QSH Command Entry

Tool information is being logged in file
/QIBM/UserData/WebAS5/Base/ITSOWSE2/1ogs/WebSphere_Portal/stopServ

Reading configuration for server: WebSphere_Portal
Server stop request issued. Waiting for stop status.
Server WebSphere_Portal stop completed.

> startportalserver.sh
CPC1221: Job 217018/QEJBSVR/WEBSPHERE submitted to job queue QEJBJOBQ in
library QEJBAS5S.
EJB6123: Application server started.
Cause . .
has started and is ready to accept connections on admin port 10210.

. . .t Application server WebSphere_ in PME instance ITSOWSE2

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 6-4 Workplace Services Express WebSphere Portal server successfully started
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6.2.3 Configuring the Domino Web Access portlet

Use the following steps to help you add the Domino Web Access portlet to the Mail tab of a
Workplace Services Express server:

1. Log into the Workplace Services Express server with the Workplace Services Express
administrator user ID and password, for example wpsadmin.

Tip: If you log into Workplace Services Express as the Workplace Services Express
administrator and configure the Domino Web Access portlet, the portlet is then ready
for use by all users. If you log in as a user to perform the steps that follow, the portlet is
configured only for that user.

2. Click the Mail tab and click the Add Content portlet, which is the bar on the lower right
side of the pane as shown in Figure 6-5.

@ IBM Workplace Services Express - Microsoft Internet Explorer g@
: File Edit View Favorites Tools Help ff
G Back ~ J \ﬂ @ \-_h /f__\J Search “Ei( Favorites e Media @ 3 - :‘1 4 _J ‘:‘;

: Address |@ http: ffitsowse2.rchland.ibm. comlwp /myworkplace flutfp/.cmd/dpf.c/6_0_AM{.cef7_0_IP{ 5.7 _0_A/7_0_GL [\f] Go

: Links @ Search the Web with Lycos @ IBM Business Transformation Homepage @ IBM Internal Help Homepage @ IBM Standard Software Installer @ -

IBM. Work

page. To set up your e-mail, edit the portlet and provide the requested information.

Calendar t,_/'w\ Use this page for your e-mail. Pick an e-mail application from the palette and drag it onto the

Address Book

Figure 6-5 Selecting the Add Content portlet
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3. Scroll to the bottom of Add Content portlet pane and click Add as shown in Figure 6-6.

IBM, Worl vices Express My Work Templates Administration Edit my profile Actions * (@ Help I Log out [k

&1 am available | e

Calendar _ Use this page for your e-mail. Pick an e-mazil application from the palette and drag it ont: [A]
the portlet and provide the requested information. % Prospects -
Address Book @9 Minutes

B Team Calendar

lﬂ Milestones

ﬁ Links

Vacations

Issues

Survey

Sign Up Sheet
FAQs

Employee Directory
Directicns

Customer Contacts

Attendance
Announcements
Agenda

Team Tasks
Document Manager

Discussion Forums

O02EA $R-ANOER 0@

Chat Room aa

o im

Figure 6-6 Clicking Add in the Add Content portlet pane

4. Inthe Add Content pane, in the Title contains field, type Domino and click Search as shown
in Figure 6-7.

Add Content Pl

Add Item To Category: Portlets

("_) Search or browse through the list of
portlets. Select portlets to add via the
check box and dick OK.

Title contains:
Domino

Select Portlets

Figure 6-7 Searching for Domino portlets in the Add Content portlet pane
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5. Select Domino Web Access and click OK as shown in Figure 6-8.

Add Content & =

Add Item To Category: Portlets

c\) Search or browse through the list of
portlets. Select portlets to add via the
check box and click OK.

Title contains:
Comino

Showing 1 - 2 of 2 Page 1 of 1

Select  Portlets

D Dominc Application Portlet

Doming Web Access

Showing 1 - 2 of 2 Page 1 of 1

Figure 6-8 Selecting the Domino Web Access portlet

6. You should now see Domino Web Access in the list of available portlets as shown in
Figure 6-9. Drag the Domino Web Access portlet to the Mail tab.

My Work Templates Administration Edit my profile Actions +

My Work

m_
Welcome | Mail Team Spaces | Search “ ‘ ‘ A1 am availabla |:::&:::

Calendar - ; Use this page for your e-mail. Pick an e-mail application from the palette and drag it ont b]
the portlet and provide the requested information. %’ Minutes
Address Book

n Milestones

g% Team Calendar
@ Links

@ Issues

@ vacations

@ Survey

@ racs

@’ Sign Up Shesat

[ES] Employee Directory
¢* Directions

@ Customer Contacts
@ Attendance

Announcements

Agenda

Team Tasks
Diocument Manager
Domino Web Access
Discussion Forums

Chat Room |

OGEORDA

|
=]

Figure 6-9 The Add Content portlet pane after Domino Web Access is added
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You see an orange bar when you are in the proper place to drop the portlet as shown in
Figure 6-10.

Note: After you drop the portlet onto the page, you might not see any activity in the
Web browser. Be patient. The pane changes and the new portlet appears in a moment.

My Work Templates Administration Actions ¥ (B) Help b Log out (M

> My Work

L1 am available

_—

Calendar

o Use this page for your e-mail. Pi:l—c& e-m=il application from the palette and drag it onto the page. To set up your e-mail, adit
¥ the portlet and provide the requestad informafiop. o Web A
Address Book

Figure 6-10 Dragging and dropping the Domino Web Access portlet to the Mail tab

7. Your page changes to one of three possible choices:

— If your Workplace Services Express administrator has a mail file, it begins to load. If
you have not configured single sign-on (SSO), you are prompted to enter a Domino
user ID and password as shown in Figure 6-11. For information about configuring SSO,
refer to Chapter 8, “Enabling SSO between Workplace Services Express and Domino”
on page 237.

IBM, Work My Work Templates)Administration Edit my profile Actions * (@) Help §b Log out [k

My Work

L1 am available |&

Domino Web Access {1 o

Calendar

Address Book Server LOgin

Your session with the server has expired or is invalid. The current operation was not
executed.

Please type your user name and password

User name:

Password:

} L3

3 f & Use this page for your e-mail. Pick an e-mail application from the palette and drag it onto the page. To set up your e-mail, edit
the portlet and provide the requested information. LV]

Figure 6-11 Domino Web Access portlet prompting for a user name and password
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— If your Workplace Services Express administrator has a mail file, it begins to load. If
you have configured SSO, the mail file is displayed as shown in Figure 6-12.

IBM_ Workp My Work Templates Administration Edit my profile Actions * (@ Help Il Log out i

My Work

w— i
LET eam paces arc

Domino Web Access

Calendar Welcome, wpsadmin Preferences Help

Address Book My Mail i T q

@ New' Reply = Forward * Move T FollowUp * Mark Read = View ™ Tools = @ @

| |who | |Dater | Time | size | |Subject o*
MNotes Administrator 10/28/2005 11:02AM 827 Welcome to Workplace Services Expres:s =

N Use this page for your e-mail. Pick an e-mail application from the palette and drag it onto the page. To set up your e-mail, edit
the portlet and provide the requested information Lv]

Figure 6-12 Viewing the mail file for the Workplace Services Express administrator via the Domino Web Access portlet

— If your Workplace Services Express administrator does not have a mail file, you see a
page like the example in Figure 6-13. If you want to test the portlet, log off Workplace
Services Express and log in as a user with a valid mail file. You should see a page
similar to the examples in Figure 6-11 or Figure 6-13.

55 My Work Templates Administration Edit my profile Actions = @l Help

&1 am available |::'.&:'.:

_‘ ﬁ Doming Web Access [

Calendar Please customize your Domino server information.

Address Book

E-Mail Information o -0

¥ Use this page for your e-mail. Pick an e-mail application from the palette and drag it onto the page.
To set up your e-mail, edit the portlet and provide the requested information.

E

Figure 6-13 Domino Web Access portlet for the Workplace Services Express administrator with no Domino mail file

Chapter 6. Integrating the Domino portlets 185



8. By default, the Domino Web Access portlet tries to automatically locate the mail file. This

is why we had add the HTTP-HostName, MailServer and MailFile fields to the LDAP
schema in Domino. If you do not want Workplace Services Express to automatically locate
the mail file, you can edit the portlet to manually select the mail file. Be aware that if you
choose this option, you must manually configure the portlet for every user in the

Workplace Express environment.

If you choose to let the server automatically find the mail file, you can configure one and
have it work for everyone with a valid mail file name in the Person document on the
Domino server. If you plan to let the portlet automatically detect the mail file, you can skip
to step 9 on page 187. To manually configure the portlet, perform the following steps:

a. Click the edit icon (the pencil) located in the top right corner of the portlet page. This
loads a page that allows you to modify the configuration of the Domino Web Access

portlet.

b. In the Domino Web Access pane, click Let me manually select my mail database.

c. Click your Domino server name if it appears in the Server list, or enter the fully qualified
Internet host name of the Domino server. In our example, the Domino server’s fully
qualified host name is itsodom70.rchland.ibm.com. After you select or enter the
Domino server’s host name, click the check mark to select the server as shown in

Figure 6-14.

Calendar

Address Book

Domino Web Access

Functional Area:

Mail L
Application title:

Domino Web Access

Width: Height:
@ Fit to column

o pixels 300
Source:

O Automatically find my mail database

@ Let me manually select my mail database

Server:

ITSODOM?0.RCHLAND.IEM.COM

pixels

itsodamy 0/ tsa70

v

Server select

o M

B 1 am available La

Figure 6-14 Selecting the Domino server’s host name when editing the Domino Web Access portlet
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d. In the Database field, you now see an error message that indicates that the database
was not found or could not be retrieved. Ignore this message.

In the Database filename field, enter the path to the mail database. For example, our
mail file is named wpsadmin.nsf and is located in the mail directory of the Domino
server. The value that we enter in the Database filename field is mail/wpsadmin.nsf as
shown in Figure 6-15.

Epplication title: [AJ
Domino Web Access

Width: Height:

@ Fit to column

@] pixels 200 pixels
Source:

O Automatically find my mail database

® Let me manually select my mail database

Server:

ITSODOMT0.RCHLAND.IBM.COM ﬂ

itsodom70/itso70

Database filename:

mail/wpsadmin.nsf|

Datzbasa:

Database was not found or could not be retrieved.

Figure 6-15 Entering the mail database filename for the Domino Web Access portlet

e. Click Save to save your changes.

f. You are either prompted to log into the Domino server, or if you have configured SSO,
the malil file is displayed. Refer to Figure 6-11 on page 184 or Figure 6-13 on page 185.
For assistance in configuring SSO, refer to Chapter 8, “Enabling SSO between
Workplace Services Express and Domino” on page 237.

9. Atthis time, a user can now use the Domino Web Access portlet to send and receive mail.
However, the user does not have access to calendar or address book functionality. The
remaining steps explain how to configure the Domino Web Access portlet to access the
calendar and address book (contacts). We start with the calendar function. Under the
Workplace Services Express Mail tab, click Calendar as shown in Figure 6-16.

IBM Workplace_Services Express My Work Templates Administration Edit my profile Actions ~ @l Help

n My Work
-
BT am available |&
Mail Calendar Information -0
b}
QddzessiEook Use this page for your calendar. Pick a calendar application from the palette and drag it onto the =
page. To set up your calendar, adit the portlet and provide the requestad information.

Figure 6-16 Workplace Services Express Calendar page
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10.Click the Add Content portlet window. Drag the Domino Web Access portlet to the
Calendar Information page. You see an orange bar when you are in a place where you
can drop the portlet. For assistance with this step, refer to step 6 on page 183.

11.Edit the Domino Web Access portlet to view the calendar information. Click the edit icon
(the pencil) located in the upper right corner of the portlet window.

12.In the Domino Web Access pane (Figure 6-17), for Functional Area field, select Calendar
and optionally change the Start with field. In our example, we set the Start with field to
One Week. If you are not allowing the server to automatically select the mail file, you must
manually select the mail file. For assistance with manually selecting the mail file, refer to
step 8 on page 186. Click Save to save your changes.

M;ka

ﬁ& ‘Maﬂ eam aces | % arc ' 1 B

Mail Domino Web Access i
Address Book Functional Area: Start with:
[calendar [v] [one week v]

Application title:
Dominoc Web Access

Width: Height:

@ Fit to column
O pixels 200 pixels

Source:

@ Automatically find my mail database

O Let me manuzlly select my mail database

Figure 6-17 Editing the Domino Web Access portlet for calendar use

You should now be able to access your personal calendar as shown in Figure 6-18.

N A1 am availzble |&

(= Domino Web Access e ? -0
Welcome, wpsadmin X IM Disconnected Preferences Help =
Address Book My Calendar One Week Q
@ @New ~ Forward ¥ View ™ Tools ~ @
4 October - November 2005 4

Thursday 03
# 07:00AM Happy Halloween!

Tuesday 01 Friday 04
3
Wednesday 02 Saturday 05
k& 09:00AM Review WSE Rebook
Sunday 06
Calendar Information w-0

.
Use this page for your calendar. Pick a calendar application from the palette and drag it onto the page. To set up your
calendar, edit the portlet and provide the requested information.

Figure 6-18 Viewing the calendar via the Domino Web Access portlet

13.Configure the address book. Under the Workplace Services Express Mail tab, click
Address Book.
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14.Click the Add Content portlet window. Drag the Domino Web Access portlet to the
Address Book page. You see an orange bar appear when you are in a place where you
can drop the portlet. For assistance with this step, refer to step 6 on page 183.

15.Edit the Domino Web Access portlet to view the address book information. Click the edit
icon (the pencil) located in the upper right corner of the portlet window.

16.In the Domino Web Access pane (Figure 6-19), for Functional Area, select Contacts. If
you are not allowing the server to automatically select the mail file, you must manually
select the mail file. For assistance on manually selecting the mail file, refer to step 8 on
page 186. Click Save to save your changes

IBM, Wo

Mail Domino Web Access TR
Calendar
Address Book Functional Area:

[ contacts [~

Application title:

Domino Web Access

Width: Height:

@ Fit to column

O pixels 300 pixels

Figure 6-19 Configuring the Domino Web Access portlet to view contacts

You should now be able to access your personal contacts as shown in Figure 6-20.

My Work Templates Administration Edit my profile Actions * (@) Help b Log out

My Work

” w— N ... CINSS— RE— S §
elcome  Mail Team Spaces Disconnected

R

Mail Domino Web Access e 2 -0
Calendar
Welcome, wpsadmin X IM Disconnected Preferences Help =
My Contacts Contacts C!@
(G !__”jwew * Forward = Open Tools = 455
Name. | Phones | Business | E-mail o
Arthurs , Brendan barthurs@itsodom70.rchlar
Greene , Kim kgreene@itsodom70.rchlan
Hoerle , Amy ahoerle@itsodom70.rchlanc
Kawer , Daniel dkawer@itsodom70.rchlanc
Landon , Debra dlandon@itsodom70.rchlan

Figure 6-20 Viewing the address book via the Domino Web Access portlet
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17.Now that you have configured the Domino Web Access portlet on the Mail, Calendar and
Address Book pages, you might want to have the informational message displayed in the
Information portlet that appears on each of those pages to be removed. Since you are
currently on the Address Book page, we show you how to edit the Address Book page to
remove the Address Book Information portlet. You can then use the same steps to edit the
Mail and Calendar pages to remove their Information portlets.

To edit the Address Book page, click Actions — Edit Page as shown in Figure 6-21.

Tip: An alternate method to remove the Address Book Information portlet is to use the
trash can in the portlet title bar. If you use this option, you can skip to step 22 on
page 191.

My Work Templates Administration Edit my profile Actions v (@) Help ¥ Log o

n MNew Page
My Work
ome | Mail eam aces @%
Mail Domino Web Access it e o
Calendar z
Walcome, wpsadmin X IM Disconnected Preferances Help =
Address Book
My Contacts Contacts Q
(G BD!NEW * Forward ¥ Open Tools ~ &S5 3
Name. | Phones | Business | E-mai «* 1
Arthurs , Brendan barthu
Greene , Kim kgreen
Hoerle , Amy ahoerle
Kawer , Daniel dkawel
Landon , Debra dlando
I3

Figure 6-21 Selecting the Edit Page option for the Address Book page

18.Click the trash can icon, next to the Address Book Information portlet, to remove the
Address Book Information portlet from the Address Book page. See Figure 6-22.

IBM_Workplace Sarvice 855 My Work Templates Administration Edit my profile Actions * @l Help | Log out

SRS My Work

Edit Layout

S Edit Layout and Content =llows you to add and arrange portlets, columns and rows. You can alse remove portlets, columns and rows. Modifications occur as you
make them

Page title: Address Book

m m [l @ @ &

pomine Web Access L] ] ]
laddress Book Information lz‘

_
Figure 6-22 Removing the Address Book Information portlet
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19.You are prompted to confirm that you want to remove the Address Book Information portlet
as shown in Figure 6-23. Click OK to remove the portlet.

Microsoft Internet Explorer

‘_?r/ Are you sure you want to delete Address Book Information portlet from the container?

l OK H Cancel ]

Figure 6-23 Confirming deletion of the Address Book Information portlet

20.0n the Edit Layout page, click Done to complete your changes.

21.You return to the Address Book page where you can confirm that you no longer see the
Address Book Informational portlet on the Address Book page.

22 Edit the following pages to remove the Information portlets as explained in the previous
steps:

— Mail
— Calendar

6.3 Portalizing Domino applications

Customers with previous investments in a Domino infrastructure might have existing Domino
applications. There are several techniques that allow those applications to be displayed and
used inside Workplace Services Express, therefore leveraging the investment made on the
Domino infrastructure. These techniques insert the application into a portlet, which is then
displayed according to the user’s role and context inside the portal.

This section discusses the different options to portalize an existing Domino application. It
shows an example of portalizing a Domino application using the Domino Application portlet.
This portlet provides a way to display an existing Domino application and does not require a
programming effort.

For more information about the Domino Application portlet, refer to the IBM Redpaper IBM
Lotus Domino Application Portlet: Configuration and Tips, REDP-3917.

6.3.1 Options for portalizing Domino applications

To portalize an existing Domino application, consider the options in the following list.
Choosing one depends on the application, the user’s expertise, and whether changes to the
application code are necessary.

» Existing Domino portlets

Several existing Domino specific-portlets are available to access typical Domino
databases, such as a mail file database. If a portlet already exists, this is a good choice for
portalizing the application. An example of this technique is the Domino Web Access
portlet, which is used to access the user’s malil file.
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» Domino Application portlet

You can configure this portlet to access a Domino application on a Domino server. This
portlet has some advantages, including SSO authentication and caching options. This
option does not require a programming effort and can be easily deployed.

When this portlet is called, the portal makes a request to the Domino server. The retrieved
information is transformed to redirect any references to the Domino server to the portal
server. The modified content is then displayed in the Web browser. For details about this
option, see 6.4, “Using the Domino Application portlet” on page 192.

» Exposing Domino applications as a Web service

To expose Domino applications as a Web service, a Web service must be created that
accesses the Domino information. Then a new portlet is programmed that consumes that
Web service. This has the advantage that if the Domino application is already exposed as
a Web service, the portlet programmer does not need Domino experience since the
objective is only to consume a Web service.

» Using the Lotus Collaborative Services application programming interface (API)

Another option is to program a new portlet that uses the Lotus Collaborative Services API.
By using this option, programmers can include typical collaborative functions present in
the Domino environment on their applications.

6.4 Using the Domino Application portlet

192

The Domino Application portlet is one of the options for portalizing Domino applications. This
portlet is installed by default on the Workplace Services Express server, and to be used, it
must only be deployed and configured.

Perform the following steps to configure a new discussion database in Domino and to access
that database using the Domino Application portlet:

1. In our example, we create a new discussion database. From the Lotus Notes client, press
Ctrl+N or select File — Database — New.

2. Inthe New Database window, complete the values as shown in Figure 6-24. Make sure
you are saving the database on the Domino server. For our example, we use a Domino
server called dom654, which is in the organization called itso654. After you complete the
information, click OK. The discussion database is now created on the Domino server.
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Server  [dom654/its0654 | oKk |

Title IDiscussion Cancel
File name IDiscussion.nsf @
Encryption...
™ Create full test index for searching

Specify Template for New Database
Server Idomﬁ&-lfﬂsoﬁﬂ ;I

Template | s -Blark-

A
R Database Library E
Design Synopsis

IR Doc Library - Notes & Web (RE)
[ER DOLS Resource Template

File name Idiscmﬁ;ﬁ About ... |

[~ Show advanced templates
¥ Inherit future design changes y

Figure 6-24 Creating a new discussion database on the Domino server

3. To test the new discussion database, open it and write a new message.
To open the database from the Lotus Notes client:

a. Select File —» Database — Open.
b. Select the correct Domino server and file name.
c. Click Open.

4. After the Discussion database opens, click New Main Topic and write a new topic.
Figure 6-25 shows an example.

Welcome | {5 Workspace X I-"* Discussion - All Documents ;a New Topic X

e icp

Discussion | g e [First Post
Main Topic
Notes Category: "
Administratorfits0b654
Today 03:.02 PM
Content
"First post on the discussion databaseh

Figure 6-25 Creating a new topic in the discussion database
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5. After you create and test the database, open a Web browser and log into the Workplace
Services Express server with an administrative account. In our example, we use wpsadmin
as shown in Figure 6-26.

IBM, Waorkpl

IBM"Workplace~Services Express

User ID:
. Licensed Materials - Property of |1BM. L-PMIR-BAZSWA (C) Copyright IBM Corporation 2003, 2006, -
wpsadmin Al Rights Resarved. |BM, the |BM loge, and Workplace are tradernarks of |BM Corporation in the ‘_‘(_ 5
United States, sther countries, or both. —
Password: —
Java and all Java-based redemarks are trademarka of Sun Microsystama, Inc. in the United Statas, }au’a'
e other countries, or both. All other trademarks are trademarks of other respactive companies. COMPATIEL

Please note: After some time of inactivity, the system will log you out automatically and ask you to log in =gain.

| Lnt%” Cancel |

Figure 6-26 Logging in to the Workplace Services Express server as the administrator

6. Itis considered a best practice to clone the Domino Application portlet before you deploy
it, since details of the Domino server and database which the portlet should access are
stored in the portlet’s global configuration. Cloning the portlet allows you to have several
instances of the Domino Application portlet, each with its own configuration pointing to a
different Domino application.

To make a clone of the portlet:

a. Navigate to Administration — Portlets - Manage Portlets.
b. Find the Domino Application portlet in the list (or search for it) and select it.
c. Click Copy.

A new clone of the portlet is generated. See Figure 6-27 for an example.

Important: If you do not clone the portlet and the same portlet is later deployed, there
can be a conflict to which database the portlet is pointing to. Therefore, we recommend
that you always clone the portlet before you deploy it.

Show zll portlets Fog=:
Emprch for portlets [custom 3 0 AH ACE-?VE &] Activate/Deactivate
Customer Contacts 3_0 AL Active
Title contains Directionz 3_0 AM Aeotiwve @ @CDDV
Directory Search 3 0 9T Bctive Madify parameters
Discussion Forums 3 0 AC Active sthInFD
Show: Document Librariez 3 0 AD Active
Active portlets Document Library Home 3 0 AE Actiwve Delete
Inactive portlets Document Manager 3 0 41 Actiwve
Active/inactive portlets Doc‘._:lment SE?ICH.S_O_QO ACtJ.-VE
’ Domino Application Portlet 3 O BE Active M
Go

Figure 6-27 Copying a portlet
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7. You see a message (Figure 6-28) stating that the portlet cloned successfully on top of the
page.

Manage Portlets

B APPADD11I: Portlet cloned successfully.

Figure 6-28 Portlet cloned successfully message

8. Modify the parameters. Make sure you have selected the new portlet from the list, and
click Modify parameters, as shown in Figure 6-29.

Note: To make sure you are selecting the new clone, check the portlet’s uniqgue number
after its name. The new clone has a different end letter, lower than the original. In our
case, the original portlet had 3_0_B8, and the new one has 3_0_CI.

Manage Portlets ?
@ Show all portlets DotEtSess
Document Search 3 0 40 Active ~ F F
O Search for portlets R _ . T : ~ A B Al:twate_."Deal:twate
Domino Application Portlet 3 0 B8 Active .
Title contains Domino Application Portlet 3 0 CI Active @ Copy
Domino Web BAccess 3_0 BU Bctive | Modify parameters
Downloads 3 0 9L Active
- S . m ow Info
Show: Dynamic Person Tag 3_0_3F Active
Active portlsts Edit Layout 3_0_ 37 Letive [fi] pelet=
Inactive portlets E-Mail Information 3_0_BV Active
A fen Employee Directory 3_0_AN Active
rve/inacive pore®  |Enable Tracing 3_o 3N Lctive [s]

{‘Go

Figure 6-29 Modifying a portlet's parameters

9. The parameter to change is the title of the portlet. Although it is not necessary to make this
change, it is considered a best practice to do so. Using a different name makes the portlet
easier to search for and provides a name relative to its use. In the Modify parameters
page, scroll down to the Edit Locale Specific Titles section and make sure English is
selected. Then click Set title for selected locale. See Figure 6-30.

Edit Locale Specific Titles :
% Set title for selected locale

) BErazilian Portuguese Domino Application Partlet

Portuguese
) Polish

) Morwegian
{) Dutch

O Koraan Domino Application Portlet

Pt

O Japanese Domino Application Portlet

(:} Hebraw

Figure 6-30 Modifying a portlet’s title
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10.Type a new name for the portlet and click OK as shown in Figure 6-31.

Important: This step only changes the title for the English language. If users will
access the portal in other languages, we recommend that you also change those titles.

Portal User Interface Portlets Access  Portal Settings = Portal Ana

Install Manage Portlets

Manzge Applications
Locale: Title:

HETEEE = English |Di5:ussion - Doming Application Portle
Web Clipping
dﬂ

Figure 6-31 Typing a new name for the cloned portlet

11.0n the Parameters page, click Save.

12.Add the portlet to a page. A new label and page are created for this purpose. From the
Administrative pages of Workplace Services Express server, navigate to Portal User
Interface —» Manage Pages and select the My portal link. This places you inside the
portal hierarchy of pages.

13.Click New label. See Figure 6-32.

Note: Your portal hierarchy of pages can be different than the example shown in
Figure 6-32 if changes were made to the default configuration of pages.

Portal User Interface ; al Sﬁgs Portal Analysis | Portal
Manage Pages
Themes and Skins B Search on:
|Title contains [1]

Search for:

Content Root * My Pnrtallgl |£|

Pages in My Portal Add, Edit, Delete, and Recrder pages

|'*: New pagel |'*: New |a!\’ilsu |'*T Mew url |

Title Unigue name

D wps.wpx.welcome
Welcome

@Mail wps.wpx.mailPlace

@I’eam Spaces wps.My_Portal.My_Warkplace. TeamCol

D wps.My_Portal.My_Warkplace.Search
Search

Figure 6-32 Creating a new label
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14.0n the Page Properties pane (Figure 6-33), type a new name for the label and click OK.

Page Properties

Hew label: My Portal

Title:

Domino Application Portlet

Theme:

| ----- Inherit Parent Theme----- V]

I:l I want to make this page my private page

Advanced options
IDKq“ Cancel

Figure 6-33 Naming the new label

15.A message confirms the creation of the label as shown in Figure 6-34.

Page Properties

B APPRO0D10I: Domino Application Portlet has been created successfully.

Figure 6-34 Confirming the creation of the new label
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16.Create a new page within the new label. Click the newly created label as shown in

Figure 6-35.

Manage Pages

B Search on:

| Title contains

[x]

Search for:

Content Root * My Pnrtal‘@ ﬂ

Pagesin My Portal Add. Edit. Delete, and Reorder pages

Title

D Welcome

Showing 1 - 5 of

Unigue name Status
wps.wpx.welcome Active
wps. wpx.mailPlace Active

wps.My_Portal.My_Workplace. TeamCollabPlace Active
6 0_FL Active

wps.My_Portal.My_Workplace.Search Active

Showing 1 - 5 of

Figure 6-35 Accessing the new label

17.In the Manage Pages pane (Figure 6-36), click New Page.

Manage Pages

B Search on:

|Iit|e contains LVJ

Search for:

e

Content Root * My Portal * Domino Application P{}rtletﬁ] ﬂ

Pages in Domino Application Portlet Add. Edit, Delete, and Reorder pages

Title

EEC' Mew page '*; MNew label '*{ MNews url

Unigque nams

Status

z

Figure 6-36 Creating a new page
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18.In the Page Properties pane (Figure 6-37), for Title, type Discussion for the new page and

click OK.

Page Properties

New page:Domino Application Portlet
Title:
Discussicn

I:‘ I want to make this page my private page
Advanced options

Figure 6-37 Naming the new page

19.A message confirms that the page is successfully created as shown in Figure 6-38.

Page Properties

APPRO0D10I: Discussion has been created successfully.

Figure 6-38 Message confirming creation of the new page

20.Navigate to the new page. Click the My Work link and select the Domino Application

Portlet — Discussion page.
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21.The portlet that we just created is not in the portlet list, so we must add it to the page as
shown in Figure 6-39.

Open the portlet list on the right side of the page.
Click Search at the bottom of the panel.

Type domino.

Select Discussion - Domino Application Portlet.
Click OK.

; | Domino Application Portlet Search BT am available |:::&:::

©oo o

Q Search or browse through the list of pc
Select portlets to add vis the check box a
click OK.

B Search an:
| Title contains [v]
Search for:

—

Showing 1 - 2 of 3 Page 1 of 1
Select Portlets

Discussion - Domino Application F

D Domino Application Portlet

D Cominc Web Access

Showing 1 - 3 of 3 Page 1 of 1

[l

<] i | (2]

Figure 6-39 Selecting the new portlet
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22.The new portlet is now displayed in the list, as shown on Figure 6-40.

Milestones w
Links

Vacations

Issues

Survey

Sign Up Shest
FAQ=

Employee Directory
Directions
Customer Contacts

Attendance

Annocuncements

Agenda
Team Tasks

Ciocument Manager
Coming Web Access
Discussion Forums

Chat Room

Discussion - Domino Application
Portlet

Domind.dpplication Portlet

Sales Tracking |
Prospects li |

SFLOOO0O00LEMASR-NOLIR QA

Figure 6-40 Selecting the new portlet

Drag it to the top of the page to deploy it. See Figure 6-41.

‘ My Work

Discussion

Deoamine Application Posiiel

Figure 6-41 Dropping the new portlet into the page to deploy it

23.With the new portlet now deployed onto the page, configure it.

a. Click the wrench icon located in the upper right side of the portlet as shown on
Figure 6-42.

|BEM., Workpla: My Work Templates Administration Edit my profile Actions * (@) Help

m My Work

e e e s e s s e ]
Welcome paces Domino Application Portlet  Search &1 am available

Discussion Domino Application Portlet o y !

= = = Configure
Domino Application Portlet
!’.,
Z Flease navigate to the edit/config view ta
specify the Domino source server host.

Figure 6-42 Accessing the portlet configuration mode
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b. On the Source and Display tab, set the source and display properties. This is the host
name of the Domino server and the name and path of the Domino database that we
are accessing. We use the values shown in Figure 6-43.

‘w Domino Application Portlet

Source and Display = Authentication = Caching | Rules

Domino Source Server

Show in edit mode

Protocol: ®nurre O HTTRS(S5L)
Host: dom&S4.rchland.ibm.com
Port: 80
Path and filename: discussion.nsf
Proxy Source Server %

Host:

Port:

Figure 6-43 Configuring source and display options
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c. Click the Authentication tab. In our environment, SSO is already configured.
Therefore we choose Single Sign-On (SSO) as the authentication mechanism. Click
Save. See Figure 6-44.

Note: For more information about configuring SSO, refer to Chapter 8, “Enabling
SSO between Workplace Services Express and Domino” on page 237.

N
Welcome = Mall Team Spaces Domino Application Portlet Search

Domino Application Portlet

Source and Display | Authentication = Caching | Rules

Authentication

Show in edit mode
Authentication Model: D

O None
OBasic
O Session

Credential Vault Settings: D
Private Slot

Shared Slot

Systemn Slot

System Slot Identifier: [_ D

Figure 6-44 Configuring authentication
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d. If you see a warning security message (Figure 6-45), click Yes.

?ecuri’ty mng ﬁ

Do you wart to install and run "Lotus Domino Applet”
signed on 3/28/2005 6:38 AM and distrbuted by:

Intemational Business Machines Comporation

Publisher authenticity verfied by VeriSign Class 3 Code
Signing 2001 CA

Caution: Intemational Business Machines Corporation
asserts that this cortent is safe. You should only
installview this content i you trust Intemational Business
Machines Comoration to make that assertion.

oy

et

SIGNED WITH PERMISSIONS
Full Permigsions

[ Always trust content from Intemational Business
Machines Corporation

[ YESE[ No | [ More Info

Figure 6-45 Security warning

e. The new portlet is configured and displayed on the page (Figure 6-46). You can see
that the topic posted in the Discussion database, as done in step 3 on page 193, is
displayed.

IBM, Wo i My Work Templates Administration Edit my pro

My Work

Welcome | Mail Search

w Domino Application Portlet

Discussion

Discussion

MNew Wain Topic | | Moveto Trash | | EmptyTrash

All Documents
By Author

Date

10/25/2005

Topic
First Post (Notes Administrator)

5

By Alternate Mame
By Category
Author Profiles

My Interest Profile
My Author Profile

T o M il i

Figure 6-46 Domino Application portlet displaying Discussion database
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24.To test the portlet using a non-administrator user:

a. Log out of Workplace Services Express server and login again with another user.
b. Navigate to the Domino Application Portlet tab and click New Main topic.

c. Write a subject and some content.

d. Click Save & Close, as shown in Figure 6-47.

ﬁ Domino Application Portlet G i
Discussion | L)
Discussion [ Save & Close %[ Mark Private ] [ Cancel ]

Discussion = TetTore
All Documents Main Topic S EaTE
By Authaor
Daniel Kawer/itso654
By Alternate Name Today 03:07 PM =
By Category
Authar Profiles
My Interest Profile |
My Author Profile
Enter a new category:
Attach a file:
Cnly one file can be attached at a time.
| See Using Database document to attach multiple
Content
®HHw =286 @ M [snssaq
_ Test Topic from Workplace Semnvices Express
[sel

Figure 6-47 Creating a new topic in the Domino Discussion database

25.Both topics should now appear in the view (Figure 6-48). The same view is shown from
the Lotus Notes client in Figure 6-49. Note that both views are the same; the difference is
the client.

IBM. Wo T ces B s My Work Templates Administration Edit my profile Actions * (@) Help Wb Log out

“ARE My Work :
VaEoman i oo 553288 o Ao BT SRR Biom e |28
- Di: ) N Domino Application Portlet W& 7 -0

Discussion il
Discussion [ Mew Main Topic] [ Move to Trash ] [ EmptyTrash ] [ Search ]

All Documents

All Documents Date - | Topic
By Author

By Alternate Mame

Test Topic {Daniel Kawer)
First Post (Hotes Administrator)

By Category
Author Profiles

My Interest Profile
3 My Author Profile

Figure 6-48 Discussion database view from Workplace Services Express
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Discussion - All Documents - IBM Lotus Notes E]@
File Edit View Create Actions Help

CHES T35 8| BB 2T o0h@E +=-b= BHQE

Address v| [=2 @@Q:v|
Q Welcome [@Workspace X [-ﬁ' Discussion - All Documents
Discussion [ Mew Main Topic] [ MNew Response ] [ Mew Response to Response ]
{7 - -
% Discussion g |Date ~ | Topic
@ * |‘ID."25."2DDE Test Topic (Daniel Kawer) R
@ All Documents 104252005 First Post (Notes Administrator}l'@
By Author
@ By Alternate Name
By Category
Q Author Profiles
@ 3 My Favorites
@ My Interest Profile
@ My Author Profile

Figure 6-49 Discussion database view from the Lotus Notes client

6.5 Portalizing non-Domino applications

Although this chapter explains how to portalize an existing Domino application, the concepts
covered here can be applied to non-Domino applications, such as RPG or COBOL
applications. There are several techniques to portalize other applications:

» To create portlets to run RPG and COBOL applications on your iSeries server, you can
create a new portlet using the WebSphere Development Studio Client for iSeries. For
more information, see the following Web site:

http://www.ibm.com/software/awdtools/wdt400/

» Expose the application as a set of Web services and build a portlet that consumes those
Web services.

» Build a new portlet based either on the IBM Portlet API or the JSR 168 standard. For more
information about building new portliets, refer to the IBM Redbook /BM Rational
Application Developer V6 Portlet Application Development and Portal Tools, SG24-6681.

» Use an existing portlet. Many portlets are available in the IBM Workplace Solution Catalog
on the Web at:

http://catalog.lotus.com/wps/portal/portal

» Use a portlet builder. Several companies provide portlet builders. These are applications
that generate a customized portlet based on specified input, such as data sources and
types. Some of these applications are also portlets, so the new portlets can be built inside
Workplace Services Express.

Choosing which technique to use depends on the existing application, whether there are
available portlets to access that application, and your knowledge and experience of J2EE
development.
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Integrating iSeries Access for
Web portlets

The V5R3 release of iSeries Access for Web provides a number of portlets that you can use
in a Workplace Services Express on iSeries environment. These portlets can help to quickly
integrate your existing 5250 character-based applications into your Workplace Services

Express environment and provide a portlet-based interface to administer your iSeries server.

iSeries Access for Web V5R3 provides the following portlets:

5250 portlet

Commands portlet

Database tables and SQL portlets
iFrame portlet

Integrated file system browsing portlets
Printer portlets

vVvyvyvyYYyy

The process of integrating the iSeries Access for Web portlets into a Workplace Services
Express environment varies depending on the following criteria:

» The authentication method that you plan to use with the portlets

» Whether you already have iSeries Access for Web configured on a separate WebSphere
Application Server instance

» Whether you selected the iSeries Access for Web portlets component when configuring
your Workplace Services Express server
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Figure 7-1 shows the choices that you must make when configuring the iSeries Access for
Web portlets.

Which authentication method will you

use with the iSeries Access Portlets? e EL

Other

Create a WebSphere
Application Server instance
and configure iSeries
Web Access on it.

Do you plan to use the iFrame
portlets with iSeries Access?

Configure iSeries Access for
Web with Workplace Services
Express.

Did you select the iSeries Access
portlets component while configuring your
Workplace Services Express
instance?

Yes

Which authentication method will you EIM
use with the iSeries Access portlets?
Other
Store credentials in the Store credentials in
iSeries Credentials portlet. the credential vault.
: : !
Configure individual portlets Configure individual portlets Configure individual portlets
with a user-supplied user with stored credentials from with stored credentials from
profile name and password. the iSeries Credentials portlet. the credential vault.
A
End

Figure 7-1 Integrating iSeries Access for Web portlets into a Workplace Services Express environment

Since the Workplace Services Express user directory is managed separately from the i5/0S
user profile registry, the iSeries Access for Web portlets must authenticate users to your
i5/0S server before they can access the iSeries Access for Web portlets.
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The iSeries Access for Web portlets can authenticate users with any of the following
methods:

v

Using a credential specific to a particular portlet window

Using a credential set with the iSeries credentials portlet

Using a shared credential set by the Workplace Services Express administrator

Using the current user’s Workplace Services Express credential mapped to an i5/0OS user
profile by Enterprise Identity Mapping (EIM)

vYvyy

The first three methods involve using a user name and password, which are either entered
directly by the user or set by the Workplace Services Express administrator. The fourth
method associates i5/0S user profiles with Workplace Services Express users by using EIM.
If you use this method of authentication, after a user has authenticated to Workplace Services
Express, they do not have to provide any further credentials to allow the iSeries Access for
Web portlets to access information about your iSeries server.

If you plan on using Workplace Services Express user credentials mapped to i5/0S user
profiles by EIM for authentication, refer to 7.1, “Configuring EIM for use with the iSeries
Access portlets” on page 209, before you configure iSeries Access for Web. If you plan to use
any of the other methods, refer to 7.2, “Configuring iSeries Access for Web” on page 223, for
information about how to configure authentication.

7.1 Configuring EIM for use with the iSeries Access portlets

By using EIM with Workplace Services Express and the iSeries Access for Web portlets, a
user can log in to Workplace Services Express and is automatically authenticated to i5/0S
with an i5/0S user profile specific to this Workplace Services Express user. EIM achieves this
by mapping entries in the Lightweight Directory Access Protocol (LDAP) directory to entries in
the i5/0S user profile registry.

Configuring EIM to work with the iSeries Access for Web portlets in Workplace Services
Express involves:

Configuring EIM on your iSeries server

Creating a new EIM domain

Adding the Workplace Services Express user registry to the EIM domain

Creating EIM identifiers for the Workplace Services Express users

Associating users from the Workplace Services Express user registry with entries in the
i5/0S user profile registry

vVvyyvyVvyy

Perform the following steps to configure EIM for use with Workplace Services Express:

1. Make sure that the IBM Directory Server is configured on your iSeries server. IBM
Directory Server is used to store EIM domain configuration data and to access information
about i5/0S user profiles. See Appendix B, “Setting up IBM Directory Server for i5/0S” on
page 343, for information about configuring IBM Directory Server.

2. Create an EIM domain. An EIM domain stores information about user registries, user
identifiers, and the mappings between entries in the user registries. In a Workplace
Services Express environment, the registries used are the Workplace Services Express
user registry, stored on an LDAP server, and the i5/0S user profile registry. Perform the
following steps to create a new EIM domain:
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a. Open iSeries Navigator and expand My Connections — iSeries server name —
Network — Enterprise Identity Mapping.

b. Right-click Configuration and select Configure. The EIM configuration wizard starts.

If the Configure option is not available, you can select Reconfigure. Be aware that
reconfiguring EIM overwrites the previous EIM configuration.

c. A Welcome window opens that describes the configuration options that are available
(Figure 7-2). Select Create and join a new domain and click Next.

Enterprise Identity Mapping Configuration Wizard - Welcome

Welcame to the Enterprise Identity Mapping (EIM) Configuration Wizard. This wizard will help
wou to configure your system to participate in an EM domain. ¥ou can configure yaur
zystem to join an existing domain or you can create and configure a nevy EIM damain.

d How do you weant o configure ElM on your system’?

™ Join an existing domain

Click Cancel at any time to cancel the wizard.

Help | ? | I Mext = I Cancel |

Figure 7-2 Selecting to create and join a new EIM domain

d. EIM can use either a local or remote directory server to store domain configuration
information. In our example, we use the local IBM Directory Server and select On the
local directory server (Figure 7-3). Click Next.

Thiz wizard will creste and configure an ElM dotnain oh & Directory server in the netwviark.
Thiz Directory zerver will become the dotmain controller for your nesy EIM domain. You can
configure the Directory server on the local system, or specify a remote Directory zerver to
Y e the domain controller for the domain.

vyhiere do you wwart to configure your EIM dotnain?

" 0na remote Directory server

Help | ?| = Back I Mext = I Cancel

Figure 7-3 Selecting where to configure an EIM domain
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e. The wizard prompts you to choose whether to configure the Network Authentication
Service (Figure 7-4). EIM can be integrated with the Kerberos Network Authentication
System to allow single sign-on (SSO) from local workstations. You are not required to
set up EIM to work with Workplace Services Express. If you need information about
integrating EIM into a Kerberos environment, see the iSeries Information Center at

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp
Select No and click Next.

# EIM Configuration Wizard - Configure Network Authentication Service |z]@g|

Metvwark Authentication Service (Kerberos) iz either currently not configured on the system
of needs additional configuration to set up a single signon environment.

BN Wiould you like to configure Metwork Suthentication Service at this time?
" Yes

Help | ?| = Back I Mext = I J Cancel

Figure 7-4 Selecting whether to configure the Network Authentication Service
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f. In the next window, the wizard prompts for the distinguished name and password of a
user to authenticate to the directory server with while configuring EIM (Figure 7-5).

Enter the LDAP administrative user ID and password. If you do not know the LDAP
administrative user’'s password, see “Managing the IBM Directory Server on i5/0S” on

page 344 for information about how to reset the password.

After you complete the values, click Next.

30 EIM Configuration Wizard - Specify User For Connection EHE”E|

In order for the wizard to complete ElM configurstion, the wizard must connect to the domain
cortroller with an authorized user. YWhat user do you wart the EIM Configurstion Wizard to use?

8 User type: |Distinguished name and passyword ;I

User

Distinguished name: Icn=administratnr

Passward: I““““
Confirm password: I***ﬂ'ﬂw

“erity Connection |

Help | ?| = Back | Mext = I Cancel

Figure 7-5 Specifying the LDAP administrator ID
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g. In the next window, enter a name for the EIM domain which you are about to create
(Figure 7-6). Click Next.

&0 EIM Configuration Wizard - Specify Domain g@

The EIM damain consists of a domain controller and padicipating user registries in the
network.

§] Whatis the name ofthe dornain you want to create?

Domain:  [ITSOWSET-EIM
Description: |Created by wizard. by

Help ? = Back | Mext = | Cancel |

Figure 7-6 Specifying a name for the new EIM domain

h. The EIM Configuration Wizard prompts you to enter a parent distinguished name (DN)
for the EIM domain information in your LDAP directory (Figure 7-7). If you select Yes,
you can specify where to store the EIM domain configuration information in your LDAP
directory. Unless you have a specific reason to store the domain information in a

location other than in a container in the root of your LDAP directory, select No and click
Next.

EIM Configuration Wizard - Specify Parent DN .for Domain

The parert distinguished natme (ON) for the EIM domain futher defines the locstion of the EiM
data in the directary.

vyiould you like 1o specify a parent DM for the ElM domain’?

Ic=RCHASSS, do=rchland, do=ibm, do=cam ;I |

(* Mo

Help | ?| = Back I Mext = [_\ I Cancel

e
Figure 7-7 Option to specify the parent DN for the EIM domain
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i. If the directory server is started, a warning message is displayed, indicating that the
wizard will restart the directory server when configuring the EIM domain. If this
message appears, click Yes.

j- Inthe window that opens, the wizard prompts you to select the user registries to add to
the new EIM domain (Figure 7-8). At this point, we add the i5/0S user profile registry to
the EIM domain.

Select Local 0S/400, and enter the fully qualified host name associated with the IP
address to which the IBM Directory Server is bound on your iSeries server. If you do
not know which IP address the directory server is bound to, see Appendix B, “Setting
up IBM Directory Server for i5/0S” on page 343. Click Next to continue.

EIM Configuration Wizard - Registry Information

User registries are a collection of user definitions for & particular operating system or applicstion.
Orly those user registries that have been added to the EIM dormain can paricipate in ElM. The

vyhich user registries will be used by the local system? Any registries that do not exist will be
added ta the domain.

IRCHASSS.RCHLAND JEM.COM

[ Werberos

r

Help | ? = Back I Mext = I Cancel

L

Figure 7-8 Entering the host name to which the IBM Directory Server is bound
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k. EIM is used by several i5/0S functions. To access the EIM domain controller, i5/0S
must authenticate to it as an LDAP user. The wizard prompts for the distinguished
name and password of the user to use (Figure 7-9).

In the Distinguished name field, enter the distinguished name of the LDAP
administrative user. In the Password and Confirm password fields, enter the password
for the LDAP administrative user. Then click Next.

# EIM Configuration Wizard - Specify EIM System User,

“arious operating system functions use ElM. The operating system connects ta the domain
cortroller as this user when performing these various functions. What user do you wart the

B operating system to use for performing EIM functions? Mate: This user alzo has authority to El
P identifiers and to the local EIM registry.

(TS (TR Di=tinguished natne and pa:

User

Distinguished rarme: Icn=adminis1rator

Paszward: Iﬂnnn
Confitrn password: I****HH

“erity Connection i

Help | ?| = Back | Mext = [_\ I Cancel

Figure 7-9 Specifying an LDAP user for i5/0S to use when accessing the EIM domain

I. Inthe summary page that opens, review the information and click Finish to start the
configuration of a new EIM domain.

m. While the EIM domain is being configured, a progress window opens. This window
closes, and you return to iSeries Navigator after the new EIM domain is configured.

3. The newly created EIM domain might not be listed in Domain Management in iSeries
Navigator. If it is not, you can add the new EIM domain to Domain Management by
performing the following steps:

a. Open iSeries Navigator and expand My Connections — iSeries server name —
Network — Enterprise Identity Mapping.

If possible, expand the Domain Management item and check whether your new EIM
domain is already added.

b. Right-click Domain Management and select Add Domain.

Chapter 7. Integrating iSeries Access for Web portlets 215



In the Add Domain window (Figure 7-10), make sure that the Domain Controller field is
filled in with the fully qualified host name of your iSeries server. Click Browse to view a

list of available domains.

C.

¥ Add Domain - Rchas55.rehland.ibm.com

Dotnain information

Doatriair: || Birowwae. . !
[|

Parent DN: E

Damain cortroller: IRCHASSS.rchIand.ibm.com

Connection

[ Use secure connection (SSL ar TLS)

Port: Iﬁ

“erity Connection |

Ok I Cancel | Help

Figure 7-10 Add Domain window

?

d. The window that opens prompts you for credentials with which to connect to the LDAP
directory on the domain controlier (Figure 7-11). Enter the LDAP administrative user’s

distinguished name and password. Then click OK.

¥ Connect to EIM Domain Controller - Rchas55.r... El

Domain contraller: RCHASSS rehland.ibm.com
IDis‘finguished MEme ;I

User type:

Distinguished name: |cn=adminis1ratnr

Pazsward

f* Specify pazsword 1*““*“
" Usze system pagsword

7

Ok Cancel | Help

12

Figure 7-11 Entering credentials to connect to the EIM domain controller
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e. In the Browse EIM Domains window, a list of available EIM domains is displayed
(Figure 7-12). Select the newly created EIM domain and click OK.

43 Browse EIM Domains - Rchas55.rehland.ibm.com

Select one of the follovving EIM darmains:

Damain Parent DN

O él Cancel l

Figure 7-12 Browsing the list of EIM domains
f.  You return to the Add domain window (Figure 7-10). Click OK to add the EIM domain to
Domain Management.

4. Add the Workplace Services Express user registry to the newly created EIM domain. User
entries in the Workplace Services Express registry are mapped to entries in the i5/0S
user registry to authenticate Workplace Services Express users to i5/0S.

Perform the following steps to add the user registry:
a. Open iSeries Navigator.

b. Expand My Connections — iSeries server name — Network — Enterprise Identity
Mapping — Domain Management — Domain (where Domain is the name of the EIM
domain that you just created). Right-click User Registries and select Add Registry —
System (Figure 7-13).

r ———

#3/iSeries Navigator
File Edit Yiew Help

t @ 7 1
| Enwironments My Connections | Rchasss, rchland.ibm.com: User Registries
+ % Femote Access Services # | | Registry | Type Parent Reqistry
+- [ servers W5 pea REG_ %509
+ [2] 1@ Policies B Ts0wsE 1.3.18.0.2.33.1...

B RCHASES RCHLAND IBM.COM  0S(400

+ Windows Adrministrakion
g Enterprise Identity Mapping
% Configuration
= @ Darmnain Managerment
= B [TSOWSEL-EIM (Reh:

P§lser Reqgistries,
il Identifiers Explore
ﬁ Inkernet Open
+-58) Security Create Shortcut
+-f§f® Users and Groups Customize this Wiew »

Dratkab,
i E‘ Stebsses Add Registry
+|-=Z, File Systems —
= Application...

Figure 7-13 Adding a new system registry

| ™
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c. Inthe add registry window (Figure 7-14), complete the fields as follows:

i. Inthe Registry field, enter a name for the registry. For example, we enter Workplace
Services Express Users.

ii. From the Type list, select 1.3.18.0.2.33.14-caselgnore.
iii. Inthe Description field, enter a description of the registry.

iv. Enter the Uniform Resource Locator (URL) of the location in your LDAP directory
where Workplace Services Express user account information is stored. If you are
using the IBM Directory server to store Workplace Services Express user
information and chose the default containers, this should be in the form:

1dap://servername:port/cn=users,dc=server,dc=domain,dc=t1d

Here servername is the fully qualified host name to which IBM Directory Server is
bound. Portis the port to which IBM Directory Server is bound. This is 389 by
default. And server, domain, and tld are the subcomponents of your IBM Directory
Server’s fully qualified host name.

If you are using Domino to store Workplace Services Express user information, the
LDAP URL is in the form:

1dap://servername:port/o=organization

Here servername is the fully qualified host name of your Domino server. Port is the
port to which your Domino LDAP server is bound. This is 389 by default. And
organization is the Domino organization where your Workplace Services Express
users are stored.

v. Click OK.

‘4% Add System Registry - ITSOWSE1-EIM

Darmair: ITSCVWWSET-ElM

Registry: |ITSOWSE1 Wiorkplace Services Express Users

Type: h 31802 331 4-caselgnore LI

Description: |User registry for Workplace Services Express users from [TSOWSE

User registry URL: ||dap:IJ‘rc:hasSS.rchland.ibm.com:SEQ.fcn:users,dc=rchas:55,dc=rchla

Address sliases

Aliazs [ Type |

- |
e |

7

Ok Cancel Help

Figure 7-14 Entering details of the new system registry
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5. Create an EIM identifier for each Workplace Services Express user that will use the
iSeries Access for Web portlets. An EIM identifier links an entry in the Workplace
Services Express user registry to an entry in the i5/0S user registry, allowing users

authenticated to Workplace Services Express to be authenticated to i5/0S with an i5/0S
user profile.

Perform the following steps to create a new EIM identifier and add an association from a
Workplace Services Express user to an i5/0S user profile to it:

a. Open iSeries Navigator.

b. Expand My Connections — iSeries server name — Network — Enterprise Identity
Mapping —» Domain Management — Domain (where Domain is the name of the EIM

domain which you created in step 2). Right-click Identifiers and select New ldentifier
(Figure 7-15).

b iSeries Navigator

File Edit WYiew Help

H 2B

| Environment: My Connections | My Connections

0 minutes old

] My Connections: A | Mame Sigried On User Description

I Rchasss.rehlan...  Brendan rchasss.rehland. ibm.com
+-85 Basic Operations

+-Efg work Management
+ g Configuration and Service
Metwark
% TCPIP Configuration
Remoke Access Services
ﬁ Servers
[ 17 Palicies
wwindaws Administr ation
% Enterprise Identity Mapping
@ Configuration
= @ Darnain Management
=B 1TSOM/SET-EIM (Rehi
'63 User Registries
L — Explore
< Cpen

- Create Shorkout
L A

. . . > -
Add a connection Customize this VieZ nection ) Install plug-ins

(7 Install additional companents ml of wour server passwords EE' Open iSeries Mavigator service tools windo

litional carmponents 4 ? Help for related tasks

1] [ B[

Figure 7-15 Creating a new EIM Identifier
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c. Inthe New Identifier window (Figure 7-16), in the Identifier field, enter a name for the
new identifier. This is purely for recognition purposes and is not required to match a
user's Workplace Services Express user name or their i5/0S user profile. Click OK.

14§ New EIM Identifier - ITSOWSE1-EIM =T
Darmain: ITSCWWSET -ElM

Iclertifier: IBRENDAN

[~ Generate unique idertifier

Dezcription: I

Aligzes

Aligs: I

- |
[ o]

Ok [: I Cancel | Help

Figure 7-16 Specifying details of the new Identifier

d. Alist of identifiers is displayed in the right pane. Double-click the identifier that you just
created.

e. In the identifier Properties window (Figure 7-17), click the Associations tab.
i. Click Add to add the source association.

BRENDAN Properties - Rchashh. rehland:ibm.com

Azzocistions for ElM ide%ﬁer: BREMDAMN
Registry I Registry Type User Azzociation Type
...
! | =
Ok I Cancel | Helg | ?l

Figure 7-17 Identifier Properties window
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ii. Inthe Add Association window (Figure 7-18), you can specify the registry from
which to retrieve the user entry, details of the user entry in the registry, and the type
of association that you want to create.

Click the Browse button next to the Registry field to see a list of configured
registries.

(& Add Association - BRENDAN
EIM identifier,  |BRENDAN

Registry: |ITSOWSE1 Workplace Services Express Use Browse. .

i

User: WP SADMIN Browse...

Association type: [Source =l

Cancel ‘ Help |7‘

Figure 7-18 Add Association window

iii. From the registry list (Figure 7-19), select the Workplace Services Express user
registry that you created in step 4 on page 217 and click OK.

© Browse EIM Registries - ITSOWSE1<Elb [X]
Select one of the followving EM registries:

| PHA_REG_
TSOWSET

E1 Woarkplace
RCHASSS RCHLAMD B Ok

Ok Cancel
iy

Figure 7-19 Selecting the Workplace Services Express user registry

iv. You return to the Add Association window (Figure 7-18). In the User field, enter the
Workplace Services Express user name of the user for which you are creating the
association.

Note: Clicking the Browse button does not allow you to select the user from a
list.

From the Association Type drop-down list, select Source and click OK.
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f. You return to the Identifier Properties window, in which you can now see that the
Workplace Services Express source user association is now listed (Figure 7-20). Click
Add to add a target association which associates the Workplace Services Express
user with an i5/0S user profile.

BRENDAN Properties - Rchas55.rchland.ibm.com

General Associations l
Associations for EIM identifier: BREMDAMN

Registry | Reqistry Type User Association Type |
o ITSOWSET Warkpl.. 1.318.0.2.33.14-casel.. WPSADMIN Source

Remove
Details...

ok | cancel | hHew |2

Figure 7-20 Identifier Properties window with the source association added
i. Inthe Add Association window, click Browse next to the Registry field to see a list
of configured registries.

ii. From the registry list, select the i5/0S user registry (Figure 7-21). This typically has
the same name as the fully qualified domain name of your iSeries server. Click OK.

@ Browse EIM Registries - [TSOWSE1-EIM
Select one ofthe fallowing EIM registries:
. PRA_REG_

ITSOWSET

ITSCOWSET Workplace Services Express Users
RCHASSS RCHLAMD IBM.COM

oK [: | Cancel

Figure 7-21 Selecting the target association registry

ii. You return to the Add Association window. In the User field, enter the i5/0S user
profile name that you want to associate with the Workplace Services Express user.
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Note: Clicking the Browse button does not allow you to select the user profile
from a list.

From the Association Type dropdown list, select Target and click OK.
g. You return to the Identifier Properties window. Click OK to save the identifier.

7.2 Configuring iSeries Access for Web

Some of the iSeries Access for Web portlets rely on the iSeries Access for Web servlets to
provide functionality. These portlets require iSeries Access for Web to be configured on your
iSeries server.

If you already have iSeries Access for Web configured with a separate WebSphere
Application Server instance, your Workplace Services Express instance uses the existing
configuration. If you have not yet configured iSeries Access for Web, complete these steps:

1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0S user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. In the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to the
last server that you administered.

4. Click the Setup tab. Then in the Common Tasks and Wizards menu, in the left pane,
select Create Application Server. See Figure 7-22.

@ HTTP Server Administration on RCHAS55 - Microsoft Internet Explorer
: File Edit View Favorites Tools Help

P g T ALl B 0 . . o

OBack W =D ) |i| zl] '\ ’ Search 7 \.( Favorites @Medla 6} T e T _J “&_‘i
: Address @http:_-"_-"rchas55.rch|and.ibm.c0m:ZDD lﬂ-ﬂ:I'PAdmin
inks @ IBM Standard Software Installer (& itsowse3 ] rchas12 admin

' [BM Web Administration for iSeries

7 WebSphere,
Manage | Advanced | Related Links
v Common Tasks and Wizards IBM Web Administration for iSeries
J Create HTTP Server .
{1 Create Application Seryer Getting started - Create and leam about the servers needed fo run your Web content.

J Migrate Criginal to Apﬂ'_‘)e
J Create WebSphere Poral
2 Create IBM Workplace ‘a Create a New HTTP Server @

Create a new HTTP Server (powered by Apache) to run your HTTF Web content. This wizard will create
everything you need to get started with simple Web senving.

Create a New WebSphere Application Server @
Create a new WebSphere Application Server Instance to run your dynamic Web applications. Create
either a WebSphere Application Server - Express or WebSphere Application Server (base).

Create a New WebSphere Portal @

Create a new WebSphere Portal server to run powerful and compelling business partner, customer, and
employee information portals. This includes configuring an HTTP server, creating a new WebSphere
Application Server, and configuring database and LDAF as necessary.

Figure 7-22 Creating a new application server
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5. The next pane summarizes the process of creating a new application server (Figure 7-23).

Click Next.
IBM Web Administration for iSeries &P WebSphere.
Manage | Advanced | Related Links
+ Common Tasks and Wizards Create Application Server ks
Jd Create HTTP Server
J Create Application Server o ) o o o .
) Migrate Original to Apache Welcome to the Create Application Server wizard. This wizard creates a new application server to run Web applications with
J Create WebSphere Portal dynamic content, updates virtual host information and Web server plugin configuration for an external HTTP server of your choice,
2 Create IBM Warkplace and creates all necessary JOBC providers and datasources required for the Web applications you choose to install.
« Virtual Hosts
Wirtual hosts are the mechanism that route the URL request from the browser to the applications. Many application servers
use one virtual host to control the routing of requests. If you wish for more granular control, you can create more virtual hosts | =
to route a particular URL to a specific application. A single virtual host can receive requests from one or more HTTP servers.
» Install Application
Applications must be installed onto the application serverto be accessed by your customers. The Install Application wizard
will take your Enterprise Archive (EAR) or Web Archive (WAR) file that contains the application and deploy the application on
the server.
U
« Data Sources and JDBC Providers
Most applications need to access databases to retrieve and store data. JOBC providers and data sources are the vehicle to [v]
oo

Figure 7-23 Create Application Server wizard

6. The next pane displays a list of application server versions that are available on your
iSeries server (Figure 7-24). Select V5.0 Base from the list and click Next.

IBM Web Administration for iSeries

Manage | Advanced | Related Links

{7 WebSphere,

¥ Common Tasks and Wizards Create Application Server
J Create HTTF Server

J Create Application Server
J Migrate Criginal to Apache

J Create WebSphere Portal Your systern has more than one version of WehSphere Application Server installed.
J Create IBM Workplace

Select WebSphere Application Server Version

Choose the type of application server to create
COVE.D WebSphere Application Server V5.0 Base, allows you to add a wide range of complex business logic to

O V5.1 Base you Web application with a full function J2EE™ compliant application server.

(&vso Base
Q/.

V5.1 Express

Ovs0 Express

' Back || Next| | cancel |

Figure 7-24 Selecting WebSphere Application Server V5.0 Base
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7. In the Application Server Name field, enter a name for the new application server

(Figure 7-25). For our example, we use iSeriesWebAccess. Take note of this value
because it is required later. Click Next.

IBM Web Administration for iSeries

<7 WebSphere.
Manage | Advanced | Related Links

~ Common Tasks and Wizards Create WebSphere Application Server, V5.0 (base)
J Create HTTP Server

2 Create Application Server Specify Application Server Name

J Migrate Original to Apache

J Create WebSphere FPortal . . o 9
1 Create IBM Workplace Specify a unique name for the application server.

Application server name: |iSeriesVWebAccess|

Server description: WebSphere application server created by the C

Figure 7-25 Entering a name for the new Application Server

8. In the Select HTTP Server Type pane (Figure 7-26), select Create a new HTTP Server
(powered by Apache) and click Next.

IBM Web Administration for iSeries

<7  WebSphere.
Manage | Advanced | Related Links

v Cornmon Tasks and Wizards Create WebSphere Application Server, V5.0 (base)
J Create HTTP Server

) Create Application Server Select HTTP Server Type
J Migrate Original to Apache
J Create WebSphere Portal

{1 Create IBM Workplace Z;:lfcgﬁilé%azgnwsfwer requires an association with a HTTP server. This HTTP server will route the incoming URL requests to this

Choose the HTTF server type: 9

C&:reate anew HTTF server (powered by Apache)
("Select an existing HTTP server (powered by Apache)

Figure 7-26 Selecting to create a new HTTP server
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9. In the HTTP server Name field, enter a name for the new HTTP Server (Figure 7-27). For
our example, we use IWAHTTP. Take note of this value because it is required later. Leave
the default values in the other fields in this pane. Click Next.

IBM Web Administration for iSeries
Manage | Advanced | Related Links

(P  WebSphere.

¥ Common Tasks and Wizards Create WebSphere Application Server, V5.0 (base) it
J Create HTTP Server
2 Create Application Server Create a new HTTP server (powered by Apache)

J Migrate Original to Apache

J Create WebSphere Portal X ) _—
) Create IBM Waorkplace AnewHTTP server (powered by Apache) will be created and configured to be used by this application server. 9

HTTP server name: IWAHTTP|

HTTP server description: |HTTP sewkcreated by the Create Application

Your HTTF server may listen for requests on a specific IP address or on all IF addresses ofthe system.

On which IP address and TCF port would you like your HTTP server to listen? |

IP address: All IP addresses

Port: 10039

Figure 7-27 Entering a name for the new HTTP server

10.In the next pane, the wizard prompts for a port range to use with the new Application
server. Retain the default value and click Next.

11.The wizard then prompts for sample applications to install (Figure 7-28). Deselect all the
check boxes that are enabled and click Next.

1BM Web Administration for iSeries
Manage | Advanced | Related Links

<7  WebSphere.

* Common Tasks and Wizards Select Business and Sample Applications k‘]
A Create HTTP Server
J Create Application Server
) Migrate Original to Apache You may optionally install business and =ample applications for this application server. Choose the applications that you want
J Create WebSphere Portal installed and the wizard will deploy them for you.

J Create IBM Workplace

Selectwhich business applications to install:
Mote: Installing an IBM business application automatically installs the IBM Welcome Page application.

Ciem Telephone Directory - An online phone book, providing powerful search capabilities with an easy to use interface.

Ciem Survey Creator - An online survey tool used to create, configure, and manage Web-based surveys.

Selectwhich sample applications to install:
v Default Applications - A set of samples, including SnoopServiet, that may be used to verify your application server is working.
/I\."‘I'App - An application that may be accessed by the install verification test (IVT) program to verify your server installation.

[JoB2 web Senices - A set of samples that demonstrate using the Web Senvices Object Runtime Framework to deploy web servit

El

<] u | 2]

Figure 7-28 Selecting sample applications to deploy to the new Application Server
12.In the next pane, the wizard prompts you to configure Identity Tokens. Select Do not

Configure Identity Tokens. EIM cannot be used with the iSeries Access for Web servlets
when they are used inside the iFrame portlets. Click Next to continue.
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13.A summary page (Figure 7-29) is displayed. Click Finish to create the new Application
Server.

IBM Web Administration for iSeries
Manage | Advanced | Related Links

7 WebSphere,

w Common Tasks and Wizards b]
J Create HTTP Server
) Create Application Server Application server name: iSeries\WebAcces
J Migrate Original to Apache Server description: WebSphere application server created by the Create Application Server wizard.
D ol Internal port range: 10040 - 10051
J Create IBM Workpl
e sy Virtual host: default_host
Instance root: IQIBMUserDatafVebAS5/Base
External HTTP server association: WAHTT
Server URL: hitp:/RCHAS55:10038
Business applications: Mone
Sample applications: Application name | URL to access application
hitp:/RCHAS55:1003%/snoop =
Default Applications | hitp/RCHASS5:10039/hitcount
hitp:IRCHAS55:10038/hello
ivtApp hitp:/RCHAS55:10039/vt |
Note: To access the installed application(s), start the application server and HTTP server, then enter a URL from the table above in a
browser window to access the application. ol
|Back | |[Finish| | cancel Printable Summary
|Save all of the pending changes for this task. |

Figure 7-29 Summary page

14.The wizard creates the new Application server. After the server is created, click the start
button to start the server (Figure 7-30).

IBM Web Administration for iSeries

7 WebSphere,
Setup Advanced | Related Links
All Servers | HTTF Servers  Application Servers  ASF Tomcat Servers
@ Stopped Server: | iSeries\ebAccess/iSeries\WebAccess - V5.0 Base |
w Common Tasks and Wizards FJ iSeries\WebAccessfiSeriesWebAccess [
J Create HTTP Server
J Create Application Server N -
1 Migrate Original to Apache ’ Manage WebSphere Application Server - V5.0 Base
J Create WebSphere Portal Iinstance: iSeriesWebAccess Server: iSeriesiWebAccess
J Create IBM Workplace
- WAS Wizards WebSphere application server created by the Create Application Server wizard
J Create Virtual Host
J Install New Application L (W d A e g l M a i &
J Create JDBC Provider 3
1 Create Data Source Create Additional Virtual Host Install New Application Create Data Source
J Deploy IBM Telephone Director| | The default virtual host "default_host” After creating the server and virtual host  Then, define the resources the
J Deploy IBM Survey Creator was created for this application server.  you can install your applications. application server will use to access =
However, you can specify additional data for your applications.
* Server Properties virtual hosts for more control over what
B Server Tracing URI's can run which applications.
B Server Ports
B View HTTP Servers
Current Configuration  Instance: "iSeriesWebAccess” Server:"iSeriesWebAccess”
¥ Applications G Manage Virtual Hosts Manage Installed Applications Manage Data Sources
B Manage Installed Applications § o §
9 default_host (€] DefaultApplication 9 Default Datasource
* Resource Configuration & admin_host € adminconsole
B Manage Virtual Hosts . .
™ Manage JDBC Providers v] € iSeriesAccessforiVeb
i< 1l | [ (<] intApp M
Figure 7-30 Starting the new application server
15.0pen a 5250 emulation session and log on to your iSeries server.
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16.Enter the following CL command to configure the iSeries Access for Web servlets on the

newly created Application server:

QIWA2/CFGACCWEB2 APPSVRTYPE (*WAS50) WASINST(iSeriesWebAccess) APPSVR(iSeriesWebAccess)
NODENAME (iSeriesServer_iSeriesWebAccess)

Here iSeriesWebAccess is the name of your new application server, and iSeriesServer is
the short name of your iSeries server host name. For our example, we use this command:

QIWA2/CFGACCWEB2 APPSVRTYPE(*WAS50) WASINST(iSeriesWebAccess) APPSVR(iSeriesWebAccess)
NODENAME (RCHAS55_iSeriesWebAccess)

17.The CFGACCWEB2 command runs and displays some output. After it finishes, return to

the IBM Web Administration for iSeries page in your Web browser.

18.Click the stop button to shut down the newly created application server.

19.Click the start button to restart the newly created application server.

7.3 Installing the iSeries Access for Web portiets

Important: If you selected the iSeries Access for Web portlets option when configuring
your Workplace Services Express server (see Figure 4-20 on page 89), the portlets are
already installed in your Workplace Services Express server and you can skip this section.

If you did not select the iSeries Access for Web portlets when configuring your Workplace
Services Express server, you can install the portlets on an existing Workplace Services
Express server by performing the following steps:

1.

Make sure that your Workplace Services Express server is running. You can do this
through the IBM Web Administration for iSeries interface. See 5.3 “Verifying a Workplace
Services Express server is active” on page 112, for details.

2. Open a 5250 emulation session and log on to your iSeries server.

3. Enter the STRQSH CL command to start the Qshell environment.

4. Change directory to the iSeries Access for Web install directory by entering the following

command:
cd /QIBM/ProdData/Access/Web2/install

Run the cfgaccweb2 command as follows to configure iSeries Access for Web to work with
your Workplace Services Express server:

cfgaccweb2 -appsvrtype *WSE -wasinst INSTANCE -wpusrid WPSADMIN -wppwd WPPASSWORD -wpurl
server:port/Iwp/config -wppag *YES

You must substitute the following parameters in the cfgaccweb2 command with your
environment’s respective information:

— INSTANCE: The name of the Workplace Services Express server for which you are
configuring iSeries Access for Web

— WPSADMIN: The Workplace Services Express administrative user ID which you
specified when configuring your Workplace Services Express server

— WPPASSWORD: The password which you assigned to the Workplace Services
Express administrative user

— server: The fully qualified host name of the HTTP server which you assigned to your
Workplace Services Express server
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— port:. The port on which the HTTP server assigned to this Workplace Services Express
instance is running

This is typically port 80, unless you specified a nonstandard port when configuring your
Workplace Services Express server.

For our example, we entered the following command:

cfgaccweb2 -appsvrtype *WSE -wasinst ITSOWSEl -wpusrid wpsadmin -wppwd password -wpur]l
itsowsel.rchland.ibm.com/Twp/config -wppag *YES

6. The cfgaccweb2 command runs and several messages are displayed (Figure 7-31). After
the cfgaccweb2 command completes, iSeries Access for Web is configured on your
Workplace Services Express server.

QSH Command Entry
Configuring iSeries Access for Web
Preparing to perform the configuration changes.
Calling Portal Server to perform the configuration changes.

Refer to the following log file for additional success/failure information:
/QIBM/UserData/Access/Web2/wse/itsowsel/logs/cfgwseiwa.log

Refer to the following log file for additional success/failure information:
/QIBM/UserData/Access/Web2/wse/itsowsel/logs/cfgwseiwapage.log

iSeries Access for Web command has completed.

F3=Exit  F6=Print F9=Retrieve F12=Disconnect
F13=Clear F17=Top F18=Bottom F21=CL command entry

Figure 7-31 Output of the cfgaccweb2 command

7.4 Configuring the iSeries Access for Web portlets

After the iSeries Access portlets are installed, you see a new My iSeries tab in your
Workplace Services Express server. See Figure 7-32.

Depending on the method of authentication which you choose to use with the iSeries Access
for Web portlets, you might have to perform some configuration before using the portlets. If
you configured EIM, as explained in 7.1, “Configuring EIM for use with the iSeries Access
portlets” on page 209, no further configuration is needed. You can start using the portlets to
access information on your iSeries server. If you did not configure EIM, you must set some
authentication information in the portlet’s configuration mode.
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There are three methods of providing authentication information to the iSeries Access for
Web portlets if you are not using EIM:

» Using a credential specific to a particular portlet window
See 7.4.1, “Authenticating using credentials specific to a portlet window” on page 230.
» Using a credential set with the iSeries credentials portlet

See 7.4.2, “Authenticating by using credentials set in the iSeries credentials portlet” on
page 232.

» Using a shared credential set by the Workplace Services Express administrator
See 7.4.3, “Authenticating using shared credentials” on page 233.

IBM, Wor 5 My Work Templates Administration Edit my profile Actions = (@) Help) i Log o

Disconnected |

iSeries 5250 Session i+ 72 -0 Welcome i
Start Session Welcome to the iSeries Access portlets - specifically developed for iSeries =5 3
IFrame Portlets customers. These paortlets allow you to access information on your iSeries servers -
" through a Web browser.
Files Server
Print EZE isoveeTsehlsnchbireom :l iSeries Access portlets include the following:
Database Port:
; * 5250 portlet
Command Code page: . O Run commands and access full-screen 5250 character-based
zpplications.
Other . ® IFrame portlet
Workstation ID O Access any of the iSeries Access for Web servlets using the IFrame L
(®) Use user ID portlet. .
# Integrated file system (IFS) browsing portlets
OSpe:iF',l workstation 1D O Browse the iSeries integrated file system.
2 View, edit, upload and download files.
I:‘Avoid duplicates for this user ® Printers, printer output, and cutput queues portlets
Avoid duplicates with TR~ o ::-ier\‘réeprrinter status, start and stop the writer job associated with a
O Hold, release, print, delete and view printer output files.
O Move printer output files to ancther cutput queue or printer.
Start Session 2 Hold and release output queues.
& Database tables and SQL portlets

Figure 7-32 My iSeries tab added to Workplace Services Express server

7.4.1 Authenticating using credentials specific to a portlet window

This method of authentication allows a user to authenticate to i5/0S by entering their own
credentials. It does not allow any other users to use these credentials, nor does it allow the
user who enters them to reuse them in other portlets without re-entering them.

To use portlet window-specific credentials to authenticate to i5/0S, perform the following
steps:

1. Log in to the Workplace Services Express server and click the My iSeries tab.

2. Select the sub-category tab which you want to use. In this example, we click Files.

3. Select the portlet for which you want to set the authentication information and click the edit
mode icon (Figure 7-33).

iSeries File List ﬁi? m|

Figure 7-33 Selecting the edit mode icon
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4. The portlet is displayed in edit mode (Figure 7-34). Under Authentication, complete these
steps:

a. Select Use credential specific to this portlet window.

b. In the User field, type the name of the i5/0S user profile for which you want to
authenticate to your iSeries server.

c. Inthe Password field and in the Confirm password field, type the password of the i5/0S
user profile for which you want to authenticate to your iSeries server.

d. Click OK.

Eb
s

o
th

ISeries File List
Edit Portlet Settings

E Server

Server: |itsowsel.rchland.ibm.com
[E Authentication
@ Use credential specific to this portlet window

User: BRENDAN

Password: e e

Confirm password: [seessssss

Use credential set with iSeries Credentizls portlet

Ol_lse system shared credential set by administrator

Slot name: | deployment.user VI

Ol_lse authenticated WebSphere cradentiz|

Figure 7-34 Setting portlet window specific credentials

The portlet returns to view mode and should authenticate to your iSeries server
successfully (Figure 7-35).

iSeries File List LIy

Directory Contents /

o] Refresh‘
Showing 1 - 10 of 67 Page 1 of 7 |£| |E| Jump to page:

Name Size (bytes) Type Modified

[0 best Directory 4/25/05 5:49:14 PM
L] Bin Directory 10/19/04 11:31:33 PM
] CALAB Directory 11/21/04 32:38:01 PM
O devx Directory 10/19/04 11:31:32 PM
@ domino Directory 12/7/04 8:25:45 AM
[ etc Directory 7/27/05 6:22:14 PM
[ home Directory 10/20/05 7:52:11 PM
O 1BM Directory 4/13/05 8:33:49 PM
[ Installshield Directory 3/28/05 9:44:47 AM
[0 1585702LAB Directory 5/5/05 10:27:17 AM

Showing 1 - 10 of 67 Page 1 of 7 IE‘ IE‘ Jump to page:

Figure 7-35 iSeries File List portlet authenticating to an iSeries server

5. Repeat these steps for each of the iSeries Access for Web portlets that you want to use.
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7.4.2 Authenticating by using credentials set in the iSeries credentials portlet

By storing credentials in the iSeries credentials portlet, you can reuse them in all the iSeries
Access for Web portlets without re-entering the i5/0S user profile name and password for
each portlet. To store credentials in the iSeries credentials portlet, follow these steps:

1. Log in to Workplace Services Express server and click the My iSeries tab.

2. Select the Other subcategory.

3. Inthe iSeries Credentials portlet, click New Credential (Figure 7-36).

\‘i B am available

5250 iSeries Credentials 1T R R | e

IFrame Portlsts Credentials Add, Edit and Delete credentials

Files |_‘|K_ MNew credential | |f:) Refresh

Print Showing 0 - 0 of O Page 1 of 1
Database Actions Slot Name Description User Slot Type
Command Showing 0 - 0 of O Page 1 of 1

iSeries Support

.

Figure 7-36 Storing a new credential using the iSeries Credentials portlet

4. In the next pane, complete these steps:

a. Inthe Siot Name field, type a name for the new credential. It is convenient to set this to
the name of the i5/0S user profile for which you are storing credentials.

b. In the Description field, type a description of the new credential.
In the User field, type the i5/0S user profile name.

d. In the Password and Confirm Password fields, type the password for the i5/0S user
profile.

e. Click OK.
The new credential should be displayed in the iSeries Credentials portlet (Figure 7-37).

iSeries Credentials w2 -0
\,}I/ Credential was created successfully.

Credentials Add, Edit and Delete credentials
J( Newcredential_‘ ) Refresh

Showing 1 - 1 of 1 Page 1 of 1 Jump to page:

Actions Slot Name Description User Slot Type
ﬁ—l. BREMDAN i5/05 user profile BRENDAN BRENDAN User

Showing 1 - 1 of 1 Page 1 of 1 Jump to page:

Figure 7-37 iSeries Credentials portlet
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To use the newly stored credentials to authenticate to i5/0S in an iSeries Access for Web
portlet, perform the following steps:

1. Log in to Workplace Services Express server and click the My iSeries tab.

2. Select the subcategory that you want to use. In this example, we click Files.

3. Select the portlet which you want to set the authentication information for and click the edit
mode icon (Figure 7-33 on page 230).

4. The portlet is displayed in edit mode (Figure 7-38). Under the Authentication section,

complete these steps:

a. Select Use credential set with iSeries Credentials portlet.

b. From the Slot name dropdown list, select the name of the user profile for which you
want to authenticate to your iSeries server.

c. Click OK.

Eb

ISeries File List
Edit Portlet Settings

|:-| Server

Server: |itsowsel.rchland.ibm.com
[E Authentication
OUEE credential specific to this portlet window
User:
Password:
Confirm password:
(3) Use cradentizl set with iSeries Credentizls portlst

Slot name: | BRENDAN ¥ |

[BRENDAN

OUEE system shared credential s=t by administrator

Slot name: | deployment.user v

(._ Use zuthenticated WebSphere credential

Figure 7-38 Selecting credentials set with the iSeries Credentials portlet

The portlet is returned to view mode and should authenticate to your iSeries server

successfully (Figure 7-35 on page 231).

5. Repeat these steps for each of the iSeries Access for Web portlets which you want to use.

7.4.3 Authenticating using shared credentials

If you want all users of the iSeries Access for Web portlets to authenticate to i5/0S using the

same user profile, setting up shared credentials is the best approach. This is a two-step

process. First you must add the shared credentials to a new slot in the credential vault. Then

you must select those credentials in each of the iSeries Access for Web portlets.
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Perform the following steps to add shared credentials to a new slot in the credential vault:
1. Log in to Workplace Services Express server as the administrator user.
2. Click the Administration link in the top right side of the main page (Figure 7-39).

IBM. Work My Work Templates Administration Edit my profile Actions v (@) Help i Log out

My Work

T pp—— b A S |
Welcome w 21 am available |&

Figure 7-39 Selecting the Administration page in Workplace Services Express

3. Click the Access tab on the Administration page.
4. Click Credential Vault in the left pane.
5. In the Credential Vault portlet, click Add a vault slot (Figure 7-40).

IBM. Workpl My Work Templates Administration Edit my profile)Actions * (@) Help ¥k Log out

Administration

Users and Groups Credential Vault 7 -0

Resource Permissions

Usear and Group IE‘ Add a vault segment create a partition in & vault to store credentials
Parmissions
- view or del segme
Credential vaolt IE‘ Manage vault segments ew or delete a vault segment
IE‘ Add a vault slot  create a slot in @ vault segment, for storing credentials
IE‘ Manage system vault slots  view or delete 2 system vault slot, or change the credential for system shared slots

Figure 7-40 Adding a new slot to the credential vault
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Users and Groups
Resource Permissions

User and Group
Permissions

Credential Vault

6.

In the next pane (Figure 7-41), complete these steps:
a.

In the Name field, type a name for the new shared credential slot. This is not required

to match the name of the i5/0S user profile for which you are storing the credentials,

but giving it the same name makes it easier to recognize.
Make sure the Vault slot is shared check box is selected.
In the Shared userid field, type the i5/0S user profile name.

In the Shared password field and in the Confirm password field, type the i5/0S user

profile password.

Click OK to save the credentials to the credential vault.

Credential Vault

Salact Vault

Vault:

[oetauit ]

Create a vault slot

Name:
BRENDAN T
|Vau|t e | o existing: | deployment.keystore q

| DefaulttdminSegment LV] it I_ —_|
Vault slot is shared:

Vault resource associated with vault slot:

Sharad userid: Shared password: Confirm password:

[erENDAN T | [eesseeees

Description:

i5/08 user profile BRENDAN
Set locale-specific descriptions

B 1 am available

7

_n{

Figure 7-41 Entering details of the new credential vault slot
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To use the newly stored credentials to authenticate to i5/0S from an iSeries Access for Web
portlet, perform the following steps:

1. Log in to the Workplace Services Express server and click the My iSeries tab.
2. Select the subcategory which you want to use. In this example, we click Files.

3. Select the portlet for which you want to set the authentication information and click the edit
mode icon (Figure 7-33 on page 230).

4. The portlet is displayed in edit mode (Figure 7-42). In the Authentication section, complete
these steps:

a. Select Use system shared credentials set by administrator.
b. In the Slot name drop-down list, select the name of the new credential vault slot.
c. Click OK.

iSeries File List omd4? - =
Edit Portlet Settings

[=] server

Server: |itsowsel.rchland.ibm.com
[=] Authentication
O Use credential specific to this portlet window
User: EREMNDAMN

Password: sesnsnene

Confirm password: (essessess

Use credential set with iSeries Credentials portlet

@Use system shared credential set by administrator

Slot name: | BRENDAN [+]
B ENDAN

OUEE authenti|deployment.keystare |
deployment.truststore

Figure 7-42 Selecting system shared credentials

The portlet is returned to view mode and should authenticate to your iSeries server
successfully (Figure 7-35 on page 231).

5. Repeat these steps for each of the iSeries Access for Web portlets which you want to use.
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Enabling SSO between
Workplace Services Express and
Domino

Single sign-on (SSO) is the process that allows users of one Web application to move to
another application, either on the same system or on a different one, without clicking Run All
to perform the create index scriptauthenticate with the second application. In our
environment, this means that, when users log into Workplace Services Express and want to
access their Domino mail file or other Domino-based information, they do not have to enter
their user name and password again. The system authenticates the user automatically.

This chapter describes the concept of SSO. It explains the necessary steps to enable it
between Workplace Services Express and Domino, using the Domino server to provide the
directory information and mail capabilities.

First we introduce the concept of SSO, its importance, and possible ways to implement it.
Then we discuss how to enable SSO so that users who are signed into Workplace Services
Express do not have to enter their password to access, for example, their Domino mail file.

Note: This chapter covers only SSO between Workplace Services Express and Domino
using the native capabilities of those products to provide it. It does not cover other solutions
such as Tivoli Access Manager.
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8.1 How SSO works
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The process of SSO between Workplace Services Express and Domino is achieved using
Lightweight Third Party Authentication (LTPA). The WebSphere Application Server that runs
beneath Workplace Services Express, the Domino servers, and other Web servers in the
SSO domain all share the same LTPA key.

The authentication process works in the following way:

1. From a Web browser, the user enters the user name and password required to
authenticate to Workplace Services Express. This validation is done by the underlying
WebSphere Application Server.

2. The WebSphere Application Server validates this information against a Lightweight
Directory Access Protocol (LDAP) directory.

3. After confirmation of the given information, the WebSphere Application Server generates
an LTPA token. This token is sent to the user's Web browser as a session cookie.

4. When making a request to either the Workplace Services Express server or a Domino
server, the Web browser sends this cookie. Because both the Domino server and
Workplace Services Express server share the same LTPA keys, they both can decode the
information that is stored in the cookie. Therefore, they can also guarantee that the user’s
identity has been validated and can accept the user.

The LTPA cookie contains the domain for SSO and encrypted user information that gets
decoded with the shared keys available in all of the SSO participating servers.

To enable SSO between Workplace Services Express and Domino, there are a few steps that
users must take to make sure that both servers can communicate and provide the necessary
information. SSO is accomplished by passing LTPA cookies that contain information used to
authenticate the users. Because these keys are encrypted, all servers in the domain in which
SSO0 is being configured must share the same key in order to successfully decrypt the
information contained in the cookie.

Figure 8-1 outlines the path to enable SSO between Workplace Services Express and
Domino.
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If SSO has to be configured
with other servers, they must
all share the same LTPA
keys. Therefore the keys
must be imported into all the
participating servers.

Generate new
LTPA keys

Are LTPA keys
generated? eed to enable
SSO with another

server?

Yes
WebSphere h 4

Application Server Yes

Export LTPA Needs to be the
keys same key

Import keys

Keyfile.jks

Create a new
Web SSO
document

v

Import keys €4 J

End

Domino

Change session
authentication

v

Stop and start
the Domino
HTTP task

Y

Restart
Workplace
Services
Express

y

Test SSO

Workplace
Services Express

End

Figure 8-1 Steps to enabling SSO between Workplace Services Express and Domino
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8.2 Enabling SSO in WebSphere Application Server

The process of enabling SSO involves having the same set of LTPA keys in both WebSphere
Application Server and the Domino server. When the Workplace Services Express server
was configured, step 10 of the iSeries Create Workplace wizard asks about SSO
configuration. To enable SSO between Workplace Services Express and Domino, you might
have selected the option to include other Web servers in your SSO environment. If you
selected this option, you were then able to select the SSO domain and set the LTPA
password. See Figure 4-31 on page 100 for details.

The following steps show you how to create new LTPA keys, if they are not already generated.
They also explain how to export those keys from WebSphere Application Server and import
them into the Domino server.

To enable SSO, you must first share the same LTPA keys between all servers. If you specified
a domain for SSO and the LTPA password, the keys are already generated. Therefore, you
must next export the key. Perform the following steps:

1. Log into the WebSphere Application Server Administrative Console. You can do this from
the IBM Web Administration for iSeries window. Select your Workplace Services Express
server from the Manage Application Servers tab. Then click Launch Administrative
Console as shown in Figure 8-2.

IBM Web Administration for iSeries

Setup WAELELGEN Advanced | Related Links

All Servers | HTTP Servers  Application Servers — ASF Tomcat Servers

@ Running Server. | ITSOWSETWebSphere_Portal - V2.5 (workplace - WSE) |

* Common Tasks and Wizards ITSOWSE7WebSphere Portal i
J Create HTTP Server
J Create Application Server .
3 Migrate Original fo Apache Manage IBM Workplace Services Express (WSE), V2.5
J Create WehSphere Portal Instance: ITSOWSET  Server ITSOWSET
J Create IBM Workplace
» Server Properties Mo description for server [TSOWSET\WebSphere Portal
i The WebSphere Application Server instance ITSOWSET has been configured as an IBM
~ Problem Determination 4 Warkplace environment. To manage all aspects of this server click on the "Launch
B View Logs Administrative Console” and sign in with an autharized user. =

,;:::?ew grea}[iog o0 Ta access your Workplace environment click on the following
% TEn e mman URL:  hitp:/itsowse?.rchland. ibm.com:80/wp/workplace

f;&[i’%?! ..“’rfxﬁé’rf&[n &fxﬁﬁf‘t{n fhfﬁﬁ’-i;{ﬂ il il
HTTP Server Workplace Database Security
Configuration Configuration Configuration

Figure 8-2 Launching the WebSphere Application Server Administrative Console

* Tools
&~ Launch Administrative C@sole
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2. If the security alert window (Figure 8-3) opens, click Yes.

-,

Security Alert

Information you exchange with this site cannot be viewed or
:-J..

changed by others. However, there is a problem with the site’s
security certfficate.

& The security certficate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

e The security certificate date is valid.

& The name on the securty certfficate is invalid or does not
match the name of the site

Do you want to proceed?

| el [ No ] [mew Certfficate
v

Figure 8-3 Security Alert window

3. Log in to the WebSphere Application Server Administrative Console (Figure 8-4) with the
Workplace Services Express administrative user ID and password. Click OK.

WebSphere Application Server  Administrative Console

Ver. 5

User ID: wpeadmin

Password: [

Figure 8-4 Logging in to the WebSphere Application Server Administrative Console
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4. On the WebSphere Application Server Administrative Console, select Security —
Authentication Mechanisms — LTPA, as shown in Figure 8-5.

Home | Save | Preferences

| Logout | Help |

User ID: wp=zadmin

ITSOWSETY_ITSOWSET
Servers
Applications
Resources

[ Security

Global Securi
PKl Task Scheduler
S5L
E Authentication Mechanisms
LTPA
User Reg&‘ies
JAAS Configuration

Authentication Protocol

Environment

@@ WebSphere Application
Server on ENM.com

The place for support including
VWebSphere Flashes, FAQs, Hints and
Tips, and Technotes. You will also find
Downloads, Library, Mews, and other
useful information.

WebSphere Developer
Domain

Getthe latest technical articles, best
practices, tutorials and much maore in
WiehSnhere &nnlicatinn Server Fone

About your WebSphere Application

Server
1B WebSphere Application Server, .|
5.027
Build Number: cfr0432.01 |_.

Build Date: 08/08/2004

BN WebSphere Application Server E

InfoCenter

The complete source for product
documentaton, including tasks,
reference, and conceptual information on

mraduct frotirae and f e

Figure 8-5 Accessing the LTPA section of the WebSphere Application Server Administrative Console

Home | Save | Preferences

5. Ensure that SSO is enabled and the correct domain is selected in the SSO properties.
Navigate to the bottom of the LTPA pane. Under the Additional Properties section, click

Single Signon (SSO) as shown in Figure 8-6.

Logout | Help |

N

L

B0

User ID: wpsadmin

ITSOWSET_IT SOWSET

O ®H H

Servers

Applicationz

Rezources

Security
Global Security
PKl Task Scheduler
S5L

] Authentication Mechanisms

LTPA
User Registries
JAAS Configuration

Authentication Protocol

Environment

Confirm Password L o

li] Confirm the password to encrypt IE‘
and decrypt the LTPA keys.

Timeout * (120

[i] The time period in minutez at
which an LTPA. teken will expire.
Thiz time period sheuld be longer
than cache timeout configured in the
Global Security panel.

Key Filz Name

[il The name of the file used when
importing or exporting keys. Enter file
name and then click either Import
Keys or Export Keys. The imported
keys will be uzed after zaved.

Appl',r| OK| | Reset Cancel

Addittional Properties

Web=sphere.

Trust Azsociation |Enable Trust Association. Trust Az=sociation iz used to connect reversed proxies to

Single Signen |'SSCI‘-I Specifiez the configuration valuez for =ingle zign-on.

bt

Figure 8-6 Accessing the Single Signon (SSO) properties pane
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6.

In the SSO configuration pane, you must first ensure that the Enabled check box is

selected. The check the domain name. If you configure SSO correctly on the iSeries

Create Workplace wizard, that field has the domain that was set up in the wizard. In our

example, the domain is RCHLAND. IBM.COM. See Figure 8-7.

Tip: The domain name must include all servers that will be used for SSO.

If the fields are correct, you can click Cancel to go back to the LTPA pane. If any you made
any changes, you must save the changes into the master configuration and generate new
LTPA keys. Then you can go back to the LTPA properties pane.

Home | Save | Preferences | Logout | Help |

B0

User ID: wpzadmin

ITSOWSET_IT SOWSETY
Servers

H

Applications

H

Resources

Security
Global Securitv
PKl Tazk Scheduler
S5L

o

LTPA
User Registries
JAAS Configuration

Environment

3 Authentication Mechanizmz

Authentication Protocol

Configuration

Enabled [l when checked, specifies that
Single Sign-on iz enabled.
Reguires S5L [l when checked, specifies that
all

single zignen iz enabled only when
requests are over HTTPS Secure
Socket Layer connections.

Domain Name

RCHLAND.IBW.COM

b

[il The domain name {ikm.com, for
example) which specifys the =et of
all hosts to which =single =ign-on
applies. If thiz field iz not defined, the
web browser will default the domain
name to the host name where the
web application iz running. This
means Single Sign On will be
restricted to that application server
host name and will not work with

Figure 8-7 \Verifying the SSO domain
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7. To generate new LTPA keys, after you save the changes made in the previous pane, go
back to the LTPA window (Figure 8-8). In the password field, type a password and confirm
it. Then, click the Generate Keys button. After generating new keys, you must save the
changes into the master configuration.

Important: You must only generate new keys if you did not specify a domain and LTPA
password in the iSeries Create Workplace wizard. If you specified a domain and
password, you can skip this step and proceed to exporting the keys.

WebSphere Application Server Administrative Console

[ n 5 -
Home | Save | Preferences | Logout | Help | E@
User 1D: wp=admin ’zl
Configuration
ITSOWSE4_ITSOWSE4
Servers
Generate Keys | Import Keys Export Keys |
Applications
Resources
B Securty Pazsword o [il The password Fc encry.ptand
decrypt the LTPA kevz. This
Glokbal Security pazsword zhould be used when
PKI Task Scheduler imperting these kleya.intu other
WebSphere Application Server
SSL administrative domain configurations
B Authentication Mechanizms (if any) and when configuring S50
LTPs for Domine Server. If the pazzword
)

iz changed and OK or Apply is
prez=zed, a new st of keys are

) ) tomatically generated. This new
JAAS Configuration P

= 0 zet of keys will be used after saved.

User Registries

Awuthentication Protocol

Confirm Password P [i] confirm the password to encrypt

and decrypt the LTPA keys.

Envirenment

Figure 8-8 Generating new LTPA keys
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8. Export the LTPA keys (see Figure 8-9). The password field contains the password
specified on the configuration wizard. In the Key File Name field, type a name. This
includes the path and file name in which the keys will be saved in integrated file system of
the iSeries server. For our example, we entered the Key File Name of /keyfile.jks.

Click Export Keys. For our example, this generates a file called keyfile.jks in the root
directory of the iSeries server.

1 1 0 0 1, () i
Home | Sawve | Preferences | Logout | Help |
User ID: wp=sadmin
| Generate Keys I Import Keys | Export Keys
ITSOWSET_ITSOWSET = ‘
Servers L il
- Paz=word * emmmmeen The pas;
Applications LTPA keys.
Resources when impo
i WebSpherg
Bl S== domain con
Global Security configuring
PKI Task Scheduler LTESITA
prezsed, a
SE5L generated.
B Authentication Mechanisms after zaved
LTPA, Confirm Pazsword Y P [il confirm
Uszer Regiztries decrypt the|
S Timeout «[120 [i] The time|
JAAS Configuration LTPA token
Authentication Protocol be longer th
Environment EI s
System Administration _— Iheyfile jhz [i] The nam
gxpoerting k

Figure 8-9 Exporting the LTPA keys

9. After exporting the LTPA keys, save the changes. The local configuration changes are
saved after exporting the keys. However, you must apply the changes to the master
configuration. Click the Save link as shown in Figure 8-10.

5

Home | BSave | Preferences | Logout | Help |

User ID: wpzadmin

ITSOWSET_IT S0WSET

Servers

&Changes have been made to your local configuration. Click Save to apply changes to the master configuration.

[ The server may need to be restarted for these changes to take cf.

Applications
Resources LTPA

B Securi
o . Lightweight Third Party Authentication configuration settings. When security iz enabled and any of theze properties are

Global Security changed, please go to the GlobalSecurity panel and click Apply or QK to validate the changes. The LTPA keys are

PKl Task Scheduler automatically generated the first time security is enabled. After security iz enabled, a new set of keys can be generated

= in two ways. If the password needs to be changed, change the password and press OK or Apply to generate the keys
- (no need to press the Generate Keys button). If password is the same, just press the Generate Keys button. The new
B Authentication Mechanizms zet of keys will not be uzed until =aved. [i]
LTPA

Figure 8-10 Saving the changes
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10.In the Save pane (Figure 8-11), in the Save to Master Configuration frame, click the Save

button.

Home | Save | Preferences

| Logout | Help |

EE]

0= H

User ID: wp=admin

ITSOWSET_ITSOWSE?

Servers

Applications

Resources
Security

=]

Global Security

PKI Task Scheduler

SSL

Authentication Mechanisms
User Registries

JAAS Configuration

Authentication Protocol

Environment

System Administration

&Changes hawve been made to your local configuration. Click Save to apply changez to the master configuration.
[ The server may need to be restarted for these changes to take effect.

=]

LTPA >
Save

Save your workspace changes to the master configuration

Click the Save button to update the master repository with your changes. Click the Discard button to discard your
changes and begin work again using the master repository configuration. Click the Cancel button to continue
working with your changes.

Total changed documents: 1

View itemz with changes

Save,l\ Dizcard | Cancel
ki

Figure 8-11 Saving the master configuration
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11.Click the Logout button at the top of the pane to log out of the WebSphere Application
Server Administrative Console.

A file called keyfile.jks that contains the LTPA keys is now saved in the root directory of the
iSeries server. This file must be accessible from the Domino Administrator client. To do this,
map a drive to the iSeries server or copy the file to an accessible location from the Domino
Administrator client. In our example, we mapped a drive to the root directory of the iSeries

server.

Now you are ready to import the LTPA keys into your Domino server configuration as
explained in the next section.
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8.3 Enabling the Domino server for SSO

After exporting the LTPA keys from the WebSphere Application Server, you must import them
into Domino and make the appropriate configuration changes as explained in these steps:

1. Open the Domino Administrator client and click the Configuration tab.

2. In the left pane, select Web — Web Server Configurations and in the right pane, select
your Domino server configuration document as shown in Figure 8-12.

) its0654 Domain - IBM Domino Administrator i
File Edit Wiew Create Actions Administration Configuration Help

CHS G AB0 T oconrE o= B@A |
G- QRO+

itzof54 Domain

People & Groups l Files l Server... ] Messaging. .. l Replication ] Configuration ]

[ Server dom654/itso654 . _ e
ii Release £.5.4 on 05400 VSRAMO Use Directory on: |Current Server J » Tools

| o2 Od=%

» [ Server _ :
Edit Doc t v Se

» B4 Messaging L urmen @ iew Servers

- G Replication .

¢t » domB54/itsob54

> Policies

- Doming Sepver
sk Web

Web Server Configurations
Intemet Stes
File Identfications
4 @ Manitoring Configuration

Figure 8-12 Accessing the Web Server Configuration document on the Domino server

3. From the Domino server configuration document, create a new Web SSO configuration
document. Click Create Web and select SSO Configuration as shown in Figure 8-13.

['rtsoﬁﬁd- Domain ,_hi Server: dom654/itsob54 X
(?)Edit Sarver |(@)CreateWeb.. » (X)Cancs!
Virtual Ser.ver N % e ey % o f.'.:.'.lzlsul Fl'l..'!'i -
Server - d IURL Mapping/Redirection : E ‘ . Y
File Protection | p ’ 3 &
Realm BN ‘i el -
Basics ] Security 550 Configuration net Protocols l MTAs l Miscellaneous | Transactional Logging ] Shared Mail l Administration ]
Server name: domB54/itzob54 Server build number: Release 6.5.4
Server title: TS0 DOMINO 654 Routing tasks: Mail Routing, SMTP Mail Routing
Domain name: itsB54 SMTP listener task: Enabled
Fully qualified Internet DOME54 RCHLAND.IEM.COM Server's phone
host name: number(s):
Cluster name: CPU count: 2
Load Internet Disabled Operating system: IEM OS/400
configurations from
Serverinternet Sites
documents:
Maximum formula 120 seconds |z thiz a Sametime No
execution time: sernver?:

Figure 8-13 Creating a new Web SSO Configuration document
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4. Inthe Web SSO Configuration document, import the LTPA keys. Click the Keys button and
select Import WebSphere LTPA Keys. See Figure 8-14.

['rtsoﬁﬁal Domain I;-._jElSenrer: domB54/itsobhd ¥ [;._ja‘."a'eb 550 Configuration 3¢

@ save & Close | (£ Key=. > (X Cancel

Create Domino 550 Key

web SSD { Import WebSphere LTPA Kevs]:

Basics ‘ Comments ] Administration ]

Configuration Name: rLtpETDkEr‘IJ Expiration (minutes): T30
Organization: o ldle Session Timeout: [ Enabled
DMNS Domain: rJ

Domino Server Names: rJL‘

Figure 8-14 Importing WebSphere LTPA keys

5. In the Enter Import File Name window (Figure 8-15), enter the path and file name of the
LTPA key file. In our example, the path is a mapped drive to the iSeries server. Click OK.

Enter Import File Name x
Enterthe path to the WebSphere LTPA Impart fils:
|Z: keeyfile jhs| b

Cancel

Figure 8-15 Entering the path and file name of the WebSphere LTPA keys
6. You are prompted to enter the password of the LTPA keys as shown in Figure 8-16. Enter

the password and click OK.

Enter Import File Password

x
Enter the password for the Web5Sphere LTPA impart file: oK

|
Cancel

‘Waming: This is not a prompt for your Notes passw%:l. if you
have any concems about supplying a password, contact your
system administrator,

Figure 8-16 Entering the password for the LTPA keys

7. If the key file was found and the password is correct, you see a message indicating that
the keys were successfully imported (Figure 8-17).

Web 550 Configuration

Successfully imported WebSphere LTPA keys.

Figure 8-17 Success message after importing WebSphere LTFPA keys into Domino
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8. Update the Web SSO Configuration document with the information shown in Table 8-1.
Figure 8-18 shows our completed example.

Table 8-1 Values for the Web SSO Configuration document

Section Field Our example Comment

Token DNS Domain .RCHLAND.IBM.COM The SSO domain.
Configuration

Participating Domino dom654/itso654 This can be selected froma
Servers Server Names drop down list.
WebSphere LDAP Realm dom654.RCHLAND.IBM.COM\:389 | Make sure you have a “\"
Information after the domain name.

['rt30554 Domain [,-_'._jaServer: dom654/itso654 X [;._]ﬂWeb 550 Corfiguration ¢

@Sﬂm&mo@e @ Keys. . x_)Can{:el
= et
Web S50 Configuration for : LipaToken —
Basics l Comments l Administration ]
Configuration Name: " LtpaToken 4 Expiration (minutes): T30y
Crganization: " Idle Session Timeout: [ Enabled

DMS Demain: * RCHLAND.IBM.COM

Domino Server Names: rdomSErlJ'itsoSSdJ;

LDAF Realm: T domB54. RCHLAND.IEM.COM\:389
LTPA Version: 10 I

Figure 8-18 Web SSO Configuration document

Note: The Organization field must be left blank. If you are using Internet site
documents, the Organization field must match exactly the Internet site - Web site
document. In our example, we do not use Internet site documents.

9. After you modify the appropriate fields, save and close the Web SSO Configuration

document.

10.In the Domino server document, navigate to Internet Protocols — Domino Web Engine.
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11.In the HTTP Sessions section, click the drop-down list for the Session Authentication field.
In the Select Keywords window (Figure 8-19) that opens, select Multiple Servers (SSO)

and click OK.
Select Keywords x
Keywords
e Sarver TS50

Single Server
Disabled Cance

Figure 8-19 Selecting the Session Authentication method

12.In the HTTP Sessions section, click the drop-down list for the Web SSO Configuration
field. In the Select Keywords window (Figure 8-20) that opens, select Ltpa Token and click

OK.
Select Keywords x
Keywords
Ltpa Token

Figure 8-20 Selecting Web SSO Configuration document
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13.Figure 8-21 shows the Domino server document with the HTTP Sessions options
selected. After you make the appropriate changes, save and close the document.

itso654 Domain uld Server: domB54/itsoB54 X

@ save & Close @) createWeb..  (X)Cancel
R -

i o1 :...:.:FQ!‘!‘
Server : dom654/itso654 3 E % 1 3 Ep i

HTTP | Domino Web Engine | DIIOP | LDAP |

Session authentication: rMLI|tip|E5 Servers (S50) 4= Java sernvlet support: "Nene =
Web 550 Configuration: rLtpEITDkEI"IJ vh Servlet URL path: T lservlet
Class path: daminolservlet 4

Serdetfile extensions: "

Does this server use 157 rJ;‘ Session state tracking: " Enabled ;=1

Protocol: rJLI Idle session time-out: 30 9 minutes

Host name: rJ Maximurm active 10004
sessions:

Port number: rBD‘J Session persistence: Dizabled 4=

Figure 8-21 Domino Server document after HTTP Sessions changes

14.Restart the Domino HTTP task by running the following command in the Domino server
console:

restart task http

15.After the Domino HTTP task restarts, you must restart the Workplace Services Express
server. It is important that you start the Domino server before you stop or start the
Workplace Services Express server. For information about how to stop and start the
Workplace Services Express server, see 5.1, “Starting and stopping a Workplace
Services Express server” on page 106.

8.4 Testing SSO

After you restart both the Domino and Workplace Services Express servers, you can test
SSO. There two tests that you can do at this point.

For the first test, open a Web browser and log into the Workplace Services Express server
with a user that has access to the Domino Directory (names.nsf file). After logging into the
Workplace Services Express server, from the same Web browser window, enter the following
URL:

http://yourDominoServer.domain.com/names.nsf

If SSO is enabled, you can access the Domino Directory without being prompted to enter your
user name and password. If you are prompted to enter your user name and password, SSO
was not properly configured.

If you successfully configured the Domino Web Access portlet as discussed in 6.2,
“Configuring the Domino Web Access portlet’ on page 175, you can test SSO there as well. If
SSO is configured properly, you are not prompted for a user name and password. If you are
prompted to enter your user name and password, SSO was not properly configured.
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8.5 Troubleshooting SSO

If you had problems configuring SSO, here are a few pointers and tests to help you determine
and correct the problem:

» If you had a problem importing the keys into Domino, you might have entered a wrong
password. To fix this, generate new LTPA keys on the WebSphere Application Server
Administrative Console. Refer to step 7 on page 244. When the keys are generated, you
can export them again.

» If the problem continues, the path is probably is wrong. Try copying the Import LTPA keyfile
to your local workstation and then importing it into Domino. Also make sure that you type
the path name and file name exactly as it should be.

» For SSO to work, all servers must have the clocks synchronized. If there are different
servers on different time zones, the time zone value must be set. If servers do not have the
times synchronized, an LTPA cookie can be created with a wrong expiration time, so SSO
will fail.
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Performance tuning

In this chapter, we provide tuning tips ranging from optimizing i5/0S performance to tuning
the various aspects of a Workplace Services Express environment. We take you through the
iSeries architecture and explain how the components of Workplace Services Express fit
within this architecture. With this base understanding, you learn how you can optimize your
Workplace Services Express iSeries computing environment to achieve the best
performance.
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9.1

iSeries architecture

The iSeries architecture implements many different functions in subsystems. Subsystems can
be thought of as isolated areas in the operating system memory that allow functions to run,
segmented from other workloads.

There are a number of components that comprise a Workplace Services Express server. This
includes the IBM HTTP Server that services HTTP traffic to and from the Workplace Services
Express server. The jobs that comprise the IBM HTTP Server associated with a Workplace
Services Express server are shown in Table 9-1. These server jobs run under the subsystem
QHTTPSVR. The IBM HTTP Server jobs have a run priority of 25. We discuss the effect of
run priorities in 9.3.3, “Run priority tuning” on page 261.

Table 9-1 IBM HTTP Server jobs

Job name Run priority Job function
WSEServer! 25 QZHBMAIN
WSEServer! 25 QZSRLOG
WSEServer! 25 QZSRHTTP

1 By default, the name of the HTTP job is the same name as the Workplace Services Express
server instance name.

Table 9-2 lists the three server jobs that are associated with each Workplace Services
Express server. These jobs run in the QEJBAS5 subsystem by default. You can optionally
change these jobs to run in a separate subsystem. To use specially created CL commands to
change the Workplace Services Express jobs so they run in a separate subsystem, see 9.3.4,
“Changing the subsystem Workplace Services Express jobs run in” on page 263.

The Workplace Services Express server jobs have a run priority of 20. This is important to
note if you have any 5250-based interactive workloads running on the same iSeries server or
in the same logical partition (LPAR).

Table 9-2 Workplace Services Express server jobs

Job name

Run priority

Job function

QJVAEXEC

20

Started by the Websphere_Portal (WEBSPHERE_) job and is
required for instant messaging functionality.

SERVERT

20

Used during the initial configuration process of a Workplace
Services Express server. It also provides administration services
for the Workplace Services Express server through the
WebSphere Application Server Administrative Console. During
normal server operation, this server might be ended.

WEBSPHERE_

20

Responsible for responding to all Workplace Services Express

user requests.

The two Lightweight Directory Access Protocol (LDAP) server choices that run on the iSeries
are the IBM Directory Server and Lotus Domino. The IBM Directory Server runs under the
QSYSWRK subsystem and is comprised of the QDIRSRV job shown in Table 9-3. The run
priority of the IBM Directory Server is 50.
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Table 9-3 IBM Directory Server job

Job name Run priority Job function

QDIRSRV 50 IBM Directory Server

Each Lotus Domino server also runs in its own subsystem. Table 9-4 lists the Lotus Domino
jobs associated with providing LDAP services for a Workplace Services Express server. Lotus
Domino jobs run at run priority 20 by default.

Table 9-4 Lotus Domino jobs associated with providing LDAP services

Job nhame Run priority | Job function

DIIOP 20 Required for integration between Domino and Workplace Services
Express

HTTP 20 Enables a Domino server to act as a Web server

LDAP 20 Enables a Domino server to provide LDAP directory services to
LDAP clients

QNNINSTS 20 A watch-dog job that makes sure the Domino server is active

SERVER 20 Executes requests made to the Domino server

9.2 Performance assessment and tuning methodology

With the number of different environments involved in supporting a Workplace Services
Express server, this section is designed to help you understand where you should start when
working on a performance issue with a Workplace Services Express implementation.

When addressing a performance concern, you must look at the whole application
environment to properly assess what is causing the performance problem and to determine
how to remedy the situation. This means that you must look at the iSeries server to see if
there are any bottlenecks on the system. To learn how to get the most out of your iSeries
performance by using the automatic performance adjustor and properly tuning memory, run
priorities, and disk on the system, see 9.3, “i5/0S tuning” on page 256 discusses.

Figure 9-1 shows the different services that are required for running a Workplace Services
Express server.

Client Server

Web ; Web
Server —— | Application

Server

- |

TCP/IP
E

. = N etwork Operating system
=720 Application

Web
Java Database

Machine

Figure 9-1 Workplace Services Express environment
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We see that all end-user interaction comes from a Web browser and flows over TCP/IP to
communicate with the server. If your iSeries server does not have any bottlenecks, it is
important to address network performance and make sure there are not any bottlenecks for
TCP/IP. For tips about optimizing TCP/IP on your iSeries server, see 9.4, “Network tuning” on
page 269. Additionally, refer to 9.7.3, “Enabling GZIP compression” on page 3086, for help with
improving overall network bandwidth.

When you know that the iSeries server and the network are not a bottleneck, you must look at
the different aspects of Workplace Services Express to determine which areas can cause
performance issues. Looking at Figure 9-1, you must assess and tune as appropriate the
Workplace Services Express server, the IBM HTTP Server, the LDAP server being used by
the Workplace Services Express server, and the underlying DB2 Universal Database files
that support the Workplace Services Express server. Additionally, each Workplace Services
Express server implements a Java Virtual Machine (JVM). Therefore, the JVM also must be
examined and tuned as appropriate.

You can find recommendations for Workplace Services Express tuning in 9.5, “Workplace
Services Express tuning” on page 276. For tuning advice regarding the underlying JVMs that
support a Workplace Services Express server, see 9.6, “Java tuning” on page 300.

We address performance recommendations for the IBM HTTP Server in 9.7, “IBM HTTP
Server tuning” on page 302. For DB2 Universal Database performance optimization
information, see 9.8, “Database tuning” on page 314.

The discussion in 9.1, “iSeries architecture” on page 254, presents two LDAP server choices
that run on the iSeries. If you have chosen to use the IBM Directory Server, refer to 9.9, “IBM
Directory Server tuning” on page 333, for tuning tips. If you have chosen Lotus Domino for
your LDAP server, refer to 9.10, “Lotus Domino LDAP tuning” on page 336, to learn how to
optimize Domino LDAP for a Workplace Services Express implementation.

9.3 i5/0S tuning

There are a number of different aspects to i5/0OS performance. This section shows you how to
use and optimize:

Automatic performance adjustor

Memory tuning

Run priority tuning

Running a Workplace Services Express server in its own subsystem
System values affecting i5/0S performance

Disk tuning

vyvVyVvYyyvyy

9.3.1 Automatic performance adjustor

The i5/0S ships with a utility called the automatic performance adjustor. It continuously
analyzes and dynamically adjusts where CPU and memory resources are applied. The
automatic performance adjustor uses a set of algorithms that look at the run characteristics of
jobs in the system to determine how much memory and CPU should be allocated to different
memory pools in the system.
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By default, there are four memory pools on each iSeries server:

» Machine pool (“MACHINE) is reserved for executing below the machine interface (Ml)
operating system code.

» Base pool ("BASE) is the memory pool where various jobs run including:

Workplace Services Express
IBM HTTP Server

Lotus Domino

IBM Directory server

Batch jobs

» Interactive pool (*INTERACT) is the memory pool where interactive workloads run.

» Spool pool (*SPOOL) is the memory pool where printing functions run.

Note: There might be additional memory pools on your system. These memory pools can
either be shared or private memory pools.

The automatic performance adjustor is controlled through a system value called QPFRADJ.
This system value can be set to one of the following values:

0 Turns off automatic adjustment

1 Automatic adjustment happens only at initial program load (IPL)

2 Automatic adjustment occurs at IPL and dynamically throughout system operation

3 Automatic adjustment only occurs during normal system operation; no adjustment is
made during IPL

The default setting for this value is 2, meaning that automatic adjustment occurs when the
system does an IPL and continues while the system is running. This is the best setting for this
system value and allows the tool to move resources where they are most needed.

To see the value that the automatic performance adjustor is set to on your system, enter the
following Display System Value (DSPSYSVAL) command:

DSPSYSVAL QPFRADJ

Tip: If the automatic performance adjustor is turned off on your system, use the following
Change System Value (CHGSYSVAL) CL command to enable automatic performance
adjustment:

CHGSYSVAL SYSVAL(QPFRADJ) VALUE(2)

9.3.2 Memory tuning

It is important to make sure that you can use memory appropriately. Each memory pool has a
setting specified for the minimum and maximum percentage of memory that should be
allocated to the pool. These minimums and maximums are used by the automatic
performance adjustor to determine to which pools to move more memory or from which pools
to take memory.

Minimum settings for memory pools

The default minimum settings leave 5% of memory in the interactive pool and 1% of memory
in the spool pool. If you are not using this memory with your workload requirements, you must
lower the minimum memory sizes for these memory pools, allowing the automatic
performance adjustor to move the memory to pools where it is needed the most.
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The system used in our environment for this redbook has 32 Gb of memory installed. We use
services from Workplace Services Express servers, IBM HTTP Server, IBM Directory server,
and Lotus Domino servers. All of these servers run out of the base memory pool by default.
Because of the default minimum settings of 5% for interactive and 1% for spool, we have
almost 1.6 Gb of memory that is unable to be utilized on our iSeries server.

Use the Work with System Status (WRKSYSSTS) CL command to show how memory is
allocated on your system. Figure 9-2 shows an example. With the default minimum memory
settings on our system, 1580.70 Mb of memory resides in the interactive memory pool
(system pool 3) that is unable to be utilized. An additional 15.25 Mb of memory is left
unutilized in the spool pool (system pool 4).

Work with System Status RCHAS12

10/25/05 16:31:30

% CPU used . . . . . . .: 2.2 Auxiliary storage:

% DB capability . . . . : .2 System ASP . . . . . . : 246.1 G

Elapsed time . . . . . . : 00:00:04 % system ASP used . . : 83.8144

Jobs in system . . . . . : 3956 Total . . . . . .. .: 246.1 G

% perm addresses . . . . : .022 Current unprotect used : 24032 M

% temp addresses . . . . : .062 Maximum unprotect . . : 24403 M

Type changes (if allowed), press Enter.

System Pool Reserved Max  ----- DB----- ---Non-DB---
Pool  Size (M) Size (M) Active Fault Pages Fault Pages
1 1048.80 569.18  +++++ .0 .0 .0 .0
2 28969.31 10.69 1428 .0 .0 .0 .0
3 1580.70 .00 527 .0 .0 1.1 1.3
4 15.25 .00 5 0 0 0 .0
Bottom
Command

===>
F3=Exit  F4=Prompt F5=Refresh  F9=Retrieve Fl0=Restart F12=Cancel
F19=Extended system status F24=More keys

Figure 9-2 WRKSYSSTS showing memory being wasted in the interactive and spool pools

The following list explains each of the columns shown in the Work with System Status display
(Figure 9-2):

» System Pool: Lists the number of the memory pool

» Pool Size (M): Shows the size of the memory pool in MB

» Reserved Size (M): Shows the minimum amount of memory that is required to remain in
the memory pool

» Max Active: Represents the number of jobs or threads that can be concurrently active in
the memory pool at the same time

» DB Fault: The number of faults per second that is associated with DB2 Universal
Database database objects

» DB Pages: The number of pages per second that is happening with DB2 Universal
Database database objects
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» Non-DB Fault: The number of non-DB2 Universal Database faults per second that is
happening in a memory pool

» Non-DB Pages: The number of pages per second that is happening with non-DB2
Universal Database database objects

Enabling utilization of memory

To remedy the situation of having unused memory remain in the interactive and spool pools,
use the Work with Shared Pools (WRKSHRPOOL) command to change the minimum amount
of memory that is required to remain in these memory pools:

1. From a 5250 emulation command line, enter the WRKSHRPOOL CL command.

2. On the Work with Shared Pools display, press the F11 key to display the tuning data.
Figure 9-3 shows the default minimum memory sizes of 5% and 1% respectively for the
interactive (*INTERACT) and spool (*SPOOL) memory pools.

Work with Shared Pools
System: RCHAS12
Main storage size (M) . : 31614.06

Type changes (if allowed), press Enter.

----- Size %----- -----Faults/Second------
Pool Priority Minimum Maximum Minimum Thread Maximum
*MACHINE 1 2.53 100 10.00 .00 10.00
*BASE 1 4.99 100 5.00 .50 200
*INTERACT 2 5.00 100 10.00 2.00 100
*SPOOL 2 1.00 100 5.00 1.00 100
*SHRPOOL1 2 1.00 100 10.00 2.00 100
*SHRPOOL2 2 1.00 100 10.00 2.00 100
*SHRPOOL3 2 1.00 100 10.00 2.00 100
*SHRPOOL4 2 1.00 100 10.00 2.00 100
*SHRPOOLS 2 1.00 100 10.00 2.00 100
*SHRPOOL6 2 1.00 100 10.00 2.00 100

More...

Command

===
F3=Exit  F4=Prompt F5=Refresh  F9=Retrieve F11=Display text
F12=Cancel

Figure 9-3 Work with Shared Pools display showing the tuning data

3. To change the minimum amount of memory allocated to these memory pools, type over
the existing values.

Tip: If you are not using interactive or spool services on your iSeries server, you can
reduce these values to smaller amounts such as 0.50 and 0.05, respectively.

Press Enter for the changes to take effect.
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When you complete the changes, the display should look similar to the one shown in

Figure 9-4.
Work with Shared Pools
System: RCHAS12

Main storage size (M) . : 31614.06
Type changes (if allowed), press Enter.

————— Size %----- -----Faults/Second------
Pool Priority Minimum Maximum Minimum Thread Maximum
*MACHINE 1 2.53 100 10.00 .00 10.00
*BASE 1 4.99 100 5.00 .50 200
*INTERACT 2 .50 100 10.00 2.00 100
*SPOOL 2 .05 100 5.00 1.00 100
*SHRPOOL1 2 1.00 100 10.00 2.00 100
*SHRPOOL2 2 1.00 100 10.00 2.00 100
*SHRPOOL3 2 1.00 100 10.00 2.00 100
*SHRPOOL4 2 1.00 100 10.00 2.00 100
*SHRPOOL5 2 1.00 100 10.00 2.00 100
*SHRPOOL6 2 1.00 100 10.00 2.00 100

More...

Command
===>
F3=Exit  F4=Prompt F5=Refresh  F9=Retrieve F1l1l=Display text
F12=Cancel
*INTERACT changed, but may be adjusted. +

Figure 9-4 Reduced minimum sizes for the interactive and spool memory pools

Important: If you have workloads that run in the evening that cause memory to be moved
from the memory pool hosting the Workplace Services Express servers, we recommend
that you set the minimum size of that memory pool to a larger value than the default. This is
necessary to ensure the JVM has ample memory to accommodate the JVM heap size.

The default memory pool for Workplaces Services Express servers is pool 2 or “BASE.
This pool has a minimum memory size of 4.99% of the memory on the system. If you are
running Workplace Services Express servers in this memory pool and have other
workloads executing that would reduce the memory significantly in the *BASE pool,
change the minimum value for *BASE to a higher value.

For details about how to set the JVM heap size, see “Setting the JVM heap size” on

page 300. When you know the optimal JVM heap size for your environment, you will have
the information required to set the minimum size for the memory pool in which the
Workplace Services Express servers are running.

Faulting rates

Faulting occurs when a running job requests a page of information that is not in main memory.
The job that requested the page is now forced to wait for the page of information to be
retrieved from disk. When the page is retrieved and is ready to be used, the job can continue
processing. Because the job is interrupted and must stop and wait for the page to be read or
“faulted” into memory, it is important to keep the number of faults per second at acceptable
faulting rates.
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Table 9-5 summarizes acceptable faulting rates for the machine and base memory pools.

Table 9-5 Memory pool faulting guidelines

Memory pool Maximum database and non-database faults per second

Machine pool (pool 1) 10

Base pool (pool 2) 1 100-150 per physical processor 2

1. Workplace Services Express, IBM HTTP Server, IBM Directory server, and Lotus Domino
servers all run in the base memory pool by default. If you have moved any of these services to
a different memory pool, apply these faulting guidelines to the appropriate memory pool.

2. The number of faults per second that can be tolerated on a system before it affects perfor-
mance depends on the number of disk arms. Systems that have a large number of disk arms,
for example 30 arms or more, can handle much higher faulting rates before performance is af-
fected.

Important: If the amount of memory available in the memory pool the Workplace Services
Express server is running in drops to a level below the JVM heap size, faulting rates can
quickly climb into the 1000s. To determine the heap size requirements for your Workplace
Services Express server, refer to “Setting the JVM heap size” on page 300.

If you are using the automatic performance adjustor (QPFRADJ), this utility looks for a pattern
of three consecutive intervals of unacceptable faulting rates in a memory pool. If
unacceptable faulting rates occur, QPFRADJ moves more memory to the pool that is in most
need of additional memory. QPFRADJ might also reduce the activity level to lower the
number of jobs executing concurrently in a memory pool to reduce faulting rates.

9.3.3 Run priority tuning

The automatic performance adjustor uses the run priority of specific jobs to determine which
memory pools should receive more memory and CPU run cycles. The run cycles are set by
controlling the maximum activity level of a memory pool. The maximum activity level is shown
in the Max Act column in Figure 9-2 on page 258. Activity level is particularly important in a
Workplace Services Express environment because of the number of threads running under
each of the jobs providing services to each server.

Refer to the following tables to see the run priorities of each of the components that can
comprise a Workplace Services Express environment:

» For IBM HTTP Server, see Table 9-1 on page 254.

» For Workplace Services Express, see Table 9-2 on page 254.
» For IBM Directory server, see Table 9-3 on page 255.

» For Lotus Domino, see Table 9-4 on page 255.

It is necessary to understand the runtime priorities of these components so you can adjust
runtime priorities if appropriate. When adjusting runtime priorities, you must also understand
how the dynamic priority scheduler works on the iSeries.

The dynamic priority scheduler uses runtime priorities to determine which jobs are in most
need of memory, CPU resources, or both. It is responsible for making sure that no jobs are
starved for resources while ensuring that no one high priority job monopolizes the CPU. It
analyzes the runtime priority of a job in addition to the amount of time that the job has been
waiting for CPU. If a job has been starved for CPU, the dynamic priority scheduler internally
bumps up the runtime priority of a job until it gets the required CPU resources.
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Note: A plus sign (+) next to the run priority of a job indicates that the dynamic priority
scheduler has internally increased its priority to ensure that it is getting the required CPU
resources.

The rate at which the dynamic priority scheduler increases the run priority of a specific job
depends on which band it is in. The run priority bands on the iSeries are as follows:

Band 0: 0-9 (system tasks)
Band 1: 10-16
Band 2: 17-22
Band 3: 23-35
Band 4: 36-46
Band 5: 47-51
Band 6: 52-89
Band 7: 90
Band 8: 91
Band 9: 92
Band 10: 93
Band 11: 94
Band 12: 95
Band 13: 96
Band 14: 97
Band 15: 98
Band 16: 99

v
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Tip: The lower a run priority number is on the i5/0S, the higher a job’s run priority is. This
means that a job with a run priority of 20 receives more CPU and memory resources than
a job with a run priority of 30 or 40.

A memory pool has an activity level associated with it which specifies the number of threads
than can actively use the processor or processors at the same time from that memory pool.
When more threads are started than are allowed to concurrently execute due to the activity
level control, the excess threads are forced to wait for an available activity level slot before
they can run. The number of threads running (active threads) refers to the number of threads
that are eligible to compete for a processor and that count against the activity level for a
memory pool. Active threads do not include threads that are:

» Waiting for input

» Waiting for a message

» Waiting for a device to be allocated

» Waiting for a file to be opened

» Ineligible (threads that are ready to run but the memory pool activity is at its maximum)

Activity level: The activity level does not restrict the number of jobs that can be initiated. It
specifies the maximum number of threads that can be in memory at the same time. A job
can have multiple threads active under it.

When more threads are concurrently active than available memory, paging and faulting can
become a problem. For details about acceptable paging and faulting rates, see “Faulting
rates” on page 260.
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9.3.4 Changing the subsystem Workplace Services Express jobs run in

The default subsystem for all Workplace Services Express servers is the QEJBASS
subsystem. There are times when it might be more appropriate to run a Workplace Services
Express server in a separate subsystem. Some reasons include, but are not limited to, better
control over memory management, better control over run priorities, or aid in JVM heap
analysis.

A sample utility allows Workplace Services Express servers to be moved to a run in a
different subsystem. This utility is a set of CL programs that are packaged in a save file. See
Appendix C, “Additional material” on page 359, for information about downloading this save
file.

Installing the utility on the iSeries server

Perform the following steps to install the library that contains the CL programs for changing
the subsystem in which the Workplace Services Express server jobs run.

1. Download the save file. See Appendix C, “Additional material” on page 359, for
information about downloading this save file.

2. Create a library on the iSeries to hold the contents of the save file using the Create Library
(CRTLIB) CL command. In this example, we enter:

crtlib wsetools

3. Create a save file in the library that you just created to hold the save file that you
downloaded in step 1 using the Create Save File (CRTSAVF) CL command, for example:

crtsavf file(wsetools/wsetools)
4. Send the utility from your PC to the iSeries server using File Transfer Protocol (FTP):

a. Open a DOS prompt command and change to the directory on the PC where you
downloaded the savefile.

b. Using FTP as explained in the following steps, send the savefile to the savefile that you
just created on your iSeries server. See Figure 9-5 for an example.

i. Type the following command
ftp iSeriesServerName
ii. Enter your iSeries user name.
iii. Enter your iSeries password.
iv. Type the following commands in the order shown when prompted:
bin
put wsetools.savf /gqsys.lib/wsetools.lib/wsetools.savf
quit
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C:\>ftp rchasl?

Connected to RCHAS12.rchland.ibm.com.

220-QTCP at RCHAS12.RCHLAND.IBM.COM.

220 Connection will close if idle more than 166666 minutes.
User (RCHAS12.rchland.ibm.com:(none)): kgreene

331 Enter password.

Password:

230 KGREENE Tlogged on.

ftp> bin

200 Representation type is binary IMAGE.

ftp> put wsetools.savf /qgsys.lib/wsetools.lib/wsetools.savf
200 PORT subcommand request successful.

150 Sending file to member WSETOOLS in file WSETOOLS in library WSETOOLS.
250 File transfer completed successfully.

ftp: 494208 bytes sent in 0.98Seconds 501.73Kbytes/sec.
ftp> quit

221 QUIT subcommand received.

Figure 9-5 Sending the WSETOOLS savefile to the iSeries using FTP

5. Now that the utility is sent to the iSeries server, restore the objects from the save file, using
the following Restore Objects (RSTOBJ) CL command:

RSTOBJ 0BJ(*ALL) SAVLIB(WSETOOLS) DEV(*SAVF) SAVF(WSETOOLS/WSETOOLS)

6. Add the WSETOOLS library to your library list using the following Add Library List Entry
(ADDLIBLE) CL command:

ADDLIBLE LIB(WSETOOLS)

You are now ready to use the CL programs in WSETOOLS library to change the subsystem in
which the Workplace Services Express server jobs run.

Creating a new subsystem description

The CL program provided in the WSETOOLS library to start a Workplace Services Express
server requires that a new subsystem description is created. The name of the subsystem
description should match the name of your Workplace Services Express server.

To create the new subsystem description, use the following CRTWSESBS command:
WSETOOLS/CRTWSESBS INSTANCE (itsowseZ2)

This command creates a subsystem called ITSOWSEZ2 in library WSETOOLS. Replace the
instance name, itsowse2, with the name of your Workplace Services Express server.

Starting a Workplace Services Express server in its own subsystem

Next you must start the Workplace Services Express server in the new subsystem that you
just created. You do this by issuing the Start Workplace Express Server (STRWSESVR)
command, for example:

WSETOOLS/STRWSESVR

When you type this command, you see the Start Workplace Express Server display shown in
Figure 9-6. Provide the name of the Workplace Services Express server and specify which
server jobs you want to start.
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Start Workplace Express Server (STRWSESVR)

Type choices, press Enter.

WSE Instance Name . . . . . .. itsowse2 NAME

Start WebSphere_ Portal . . . . . *YES *YES *NO
Start serverl . . . . . .. .. *NO *YES *NO
Clear 10gs « v v v v v v v o o . *YES *YES *NO

Bottom
F3=Exit  F4=Prompt F5=Refresh  F12=Cancel F13=How to use this display
F24=More keys
Parameter INSTANCE required.

Figure 9-6 Starting a Workplace Services Express server in its own subsystem
Example 9-1 shows the code behind the STRWSESVR command.

Example 9-1 Contents of CL program STRWSESVR

PGM PARM(RINSTANCE &STR_WPS &STR_SVR1 &CLR_LOGS)
DCL VAR(&INSTANCE) TYPE(*CHAR) LEN(10)
DCL VAR(BSTR_WPS) TYPE(*CHAR) LEN(4)

DCL VAR(&STR_SVRL) TYPE(*CHAR) LEN(4)

DCL VAR(&CLR_LOGS) TYPE(*CHAR) LEN(4)

DCL VAR(&TOOLSLIB) TYPE(*CHAR) LEN(10) +

VALUE (WSETOOLS)

DCL VAR(&LWP_HOME)  TYPE(*CHAR) LEN(100)
DCL VAR(&STRWPSCMD)  TYPE (*CHAR) LEN(200)
DCL VAR (&STRSVRICMD) TYPE(*CHAR) LEN(200)
DCL VAR (&CLRLOGCMD) TYPE(*CHAR) LEN(200)

CHGVAR VAR(&LWP_HOME) +

VALUE('/qgibm/userdata/webas5/base/' *TCAT +

&INSTANCE *TCAT '/workplaceserver')
/************************************************ """" *kkkkkhkk k% **********/
/* START THE SUBSYSTEM IN CASE IT IS STOPPED */
STRSBS SBSD(&TOOLSLIB/&INSTANCE)
MONMSG MSGID(CPF1010)

/****************************************************************************/

IF COND(&CLR_LOGS *EQ *NO) THEN(GOTO +
CMDLBL (LBL_WPS_1))

/* BUILD THE QSHELL COMMAND TO CLEAR THE WEBSPHERE_PORTAL LOGS */
CHGVAR  VAR(&CLRLOGCMD) VALUE('rm ' *CAT +

&LWP_HOME *TCAT +

'/../PortalServer/log/*.10g")
SBMJOB CMD(QSH CMD(&CLRLOGCMD)) JOB(CLRLOGWPS) +

JOBD (*USRPRF) JOBQ(&TOOLSLIB/&INSTANCE)
/* BUILD THE QSHELL COMMAND TO START WEB_SPHERE_PORTAL */
LBL_WPS_1: CHGVAR VAR(&STRWPSCMD) +
VALUE('/gibm/userdata/webas5/base/"' *TCAT +
&INSTANCE *TCAT +
'/workplaceserver/bin/striwpsvr.sh +
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WebSphere_Portal -instance ' *CAT +
&INSTANCE *CAT ' -tools1ib ' *CAT &TOOLSLIB)
/* START THE WEBSPHERE_PORTAL */
SBMJOB CMD(QSH CMD(&STRWPSCMD)) JOB(STRWSESVR) +
JOBD (*USRPRF) JOBQ(&TOOLSLIB/&INSTANCE)

/****************************************************************************/

LBL_SVR1 0: IF COND(&STR_SVR1 *EQ *NO) THEN(GOTO +
CMDLBL(LBL_END))

IF COND(&CLR_LOGS *EQ *NO) THEN(GOTO +
CMDLBL (LBL_SVR1_1))

/* BUILD THE QSHELL COMMAND TO CLEAR THE SERVER1 LOGS */
CHGVAR VAR (&CLRLOGCMD) VALUE('rm ' *CAT &LWP_HOME +

*TCAT '/../logs/serverl/*.lo0g")
SBMJOB CMD(QSH CMD (&CLRLOGCMD)) JOB(CLRLOGSV1) +

JOBD (*USRPRF) JOBQ(&TOOLSLIB/&INSTANCE)

/* BUILD THE QSHELL COMMAND TO START SERVER1 g/
LBL_SVR1 _1: CHGVAR VAR(&STRSVRICMD) +
VALUE('/gibm/userdata/webas5/base/"' *TCAT +
&INSTANCE *TCAT +
' /workplaceserver/bin/strlwpsvr.sh +
serverl -instance ' *CAT &INSTANCE *CAT +
' -toolslib ' *CAT &TOOLSLIB)
/* START THE SERVER1 */
SBMJOB CMD(QSH CMD(&STRSVR1CMD)) JOB(STRWSESVR) +
JOBD (*USRPRF) JOBQ(&TOOLSLIB/&INSTANCE)

/* START THE HTTP SERVER */
SBMJOB CMD(SBMJOB CMD(STRTCPSVR SERVER(*HTTP) +

HTTPSVR (&INSTANCE))) JOB(STRWSESVR) +

JOBD (*USRPRF) JOBQ(&TOOLSLIB/&INSTANCE)

/************************************************ """ k*kkkkkkkkhxk **********/

LBL_END: ENDPGM

9.3.5 System values that affect i5/0S performance

There are two system values that you should check on your system to make sure that you can
obtain the best performance. These are the maximum activity level of the system
(QMAXACTLVL) and processor multi tasking (QPRCMLTTSK) values.

QMAXACTLVL

The QMAXACTLVL system value specifies the number of threads that can compete at the
same time for memory and processor resources. For all active subsystems, the sum of all
threads running in all memory pools cannot exceed the value you specify. If a thread cannot
be processed because the activity level has been reached, the thread waits until another
thread reaches a time slice or a long wait. The default setting for this value is *“NOMAX.

You can use the Display System Value (DSPSYSVAL) CL command to see the value that this
system value is set to. If the value is not set to *"NOMAX, use the Change System Value
(CHGSYSVAL) CL command to change the value to *NOMAX, for example:

CHGSYSVAL SYSVAL(QMAXACTLVL) VALUE (*NOMAX)

266 Deploying IBM Workplace Services Express on the IBM @server iSeries Server



QPRCMLTTSK

The QPRCMLTTSK system value controls whether to enable the individual SMP processors
to concurrently execute multiple instruction streams. Each instruction stream belongs to
separate tasks or threads. When enabled, each individual processor is concurrently executing
multiple tasks at the same time. The effect of its use is likely to increase the performance
capacity of a system or improve the responsiveness of a multi threaded application. Running
multiple instruction streams at the same time does not improve the performance of any given
task. Changes to this system value do not take effect until the next IPL.

The default setting of the i5/0S system value QPRCMLTTSK might be incorrect for some
V5R3MO installations. The QPRCMLTTSK system value determines whether the hardware
multithreading feature of the processor, if available, is enabled, disabled, or controlled by the
operating system.

For details about how to set this system value appropriately for your specific system, see
APAR 1113981 available on the Web at:

http://www-912.ibm.com/n_dir/nas4apar.nsf/0/a4eaa9d8cb2ab5dd862561690056c078?0penDocument

9.3.6 Disk tuning

The single-level store architecture of the iSeries server ensures that data is spread evenly
across all disk units on the system. There are also special I/O processors that help retrieve
data from the disk to provide for efficient 1/0 processing. Because of this architecture, it is
important that you have enough disk arms on your iSeries server to properly balance the 1/0.

To determine if disk is a bottleneck on your iSeries server, look at the disk utilization of each
individual disk unit. It is important that no one disk arm exceeds the % busy utilization
guideline for the specific disk units in your system. Table 9-6 lists the different disk unit types
and acceptable utilization guidelines based on the type of input/output adapter (I0A) used
with the disk units.

Table 9-6 Disk utilization guidelines

Disk type Speed Utilization guideline (% busy) Utilization guideline (% busy)
(RPM) with older IOAs with 2757 or 2780 I0As
6717 10K 30% 40%
6718 10K 30% 40%
6719 10K 30% 40%
4326 15K 40% 50%
4327 15K 40% 50%
4328 15K 40% 60%

Use the Work with Disk Status (WRKDSKSTS) CL command to monitor disk utilization.
Figure 9-7 shows an example of a healthy disk configuration. This system has eight disk
arms. The I/O is spread evenly among the disk arms with the highest disk utilization at 34%
and the lowest at 29%. The disk utilization guidelines for these disk units is 40%.

Important: When looking at disk utilization, use the % Busy column. The % Used column
shows how full each disk unit is.
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Work with Disk Status RCHAS12
11/03/05 15:35:28
Elapsed time: 00:08:24

Size % I/0  Request Read Write Read Write %

Unit Type (M) Used Rgs Size (K) Rgs  Rgs (K)  (K) Busy
1 4326 30769 83.4 38.7 9.9 11.3  27.3 18.3 6.4 30
2 4326 30769 83.4 40.8 8.4 10.9 29.8 15.4 5.8 34
3 4326 30769 83.5 38.9 8.7 9.9 28.9 15.9 6.2 30
4 4326 30769 83.4 35.8 11.1 11.6 24.2 21.9 5.8 29
5 4326 30769 83.4 32.9 10.2 10.9 22.0 17.7 6.5 30
6 4326 30769 83.4 39.6 9.4 11.2  28.4 18.0 6.0 30
7 4326 30769 83.4 43.9 8.9 12.1  31.7 16.7 5.9 31
8 4326 30769 83.4 38.1 9.8 11.3  26.8 17.5 6.5 30

Bottom
Command

===>

F3=Exit  F5=Refresh  F12=Cancel F24=More keys

Figure 9-7 Healthy disk I/O percent busy

Figure 9-8 shows an example of an unhealthy disk configuration. The disk utilization ranges
from 63% to 74%. Not only is the utilization too high, but the utilization across disk arms is
quite unbalanced. To remedy the over utilization situation, more disk arms are required to be
added to the system. To address the disk arm balance issue, refer to “Balancing I/O across
disk arms” on page 268.

Work with Disk Status RCHAS12
11/07/05 16:33:21
Elapsed time: 00:01:03

Size % I/0  Request Read Write Read Write %

Unit Type (M) Used Rgs Size (K) Rgs  Rgs (K)  (K) Busy
1 4326 30769 98.5 78.3 13.0 19.2 59.0 12.8 13.0 72
2 4326 30769 98.5 68.4 12.5 14.2 54.1 12.5 12.6 74
3 4326 30769 98.5 78.4 11.4 15.5 62.9 12.5 11.2 68
4 4326 30769 98.6 67.3 11.7 17.5 49.7 11.5 11.7 74
5 4326 30769 98.5 72.5 13.1 16.5 55.9 14.4  12.7 73
6 4326 30769 98.5 68.3 12.1 16.5 51.8 12.6 11.9 63
7 4326 30769 98.5 68.6 13.5 16.1 52.4 14.9 13.0 72
8 4326 30769 98.5 68.4 12.0 15.8 52.6 11.7 12.1 64

Bottom
Command

===>

F3=Exit  F5=Refresh  F12=Cancel F24=More keys

Figure 9-8 Unhealthy disk I/O percent busy

Balancing I/O across disk arms

When data is added to the iSeries server, the operating system attempts to balance the data
across all disk arms. When data is deleted and added to the system, some disk arms can
contain data that is more frequently accessed than data on other arms.
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Operating system utilities can help to rebalance data across disk arms. The Trace ASP
Balance (TRCASPBAL) CL command is used to collected usage statistics. After the data is
collected, the Start ASP Balance (STRASPBAL) CL command is used to rebalance data as
appropriate.

For more details about using these utilities, refer to IBM Software Technical Document
number 16803317, available on the Web at:

http://www-912.ibm.com/s_dir/sTkbase.NSF/0/80a0c71876d5a872862567ca00770cb0?0penDocument

9.4 Network tuning

In this section, we provide tips on optimizing your i5/0OS network by adjusting the TCP/IP
buffer sizes, duplex settings, frame sizes, and maximum transmission unit (MTU) sizes.
Additionally we show you how to identify if your network is experiencing Address Resolution
Protocol (ARP) storms and how to fix this problem if it exists.

9.4.1 TCP/IP buffer sizes

The communication mechanism used extensively by Workplace Services Express is TCP/IP
sockets. A TCP/IP socket connection uses send and receive buffer sizes to define the size of
the packet of data that is sent over the wire. You can adjust the size of the send and receive
buffer sizes to determine flow control. The buffer sizes determine how much data can be sent
before flow control is interrupted to send or receive another packet of data.

If the window size as defined by the TCP/IP buffers is too small, the receive window buffer can
be frequently overrun, and the flow control mechanism halts sending data until the application
can empty the receive buffer. Flow control can use a significant amount of CPU time. It can
also result in additional network latency due to the stop and start nature on the receive and
send side of the socket connection.

Because of this fact, we recommend that you increase the send and receive buffer sizes from
their default 8K values to avoid flow control under normal operating conditions. A larger buffer
size reduces the potential for flow control to occur, thus improving CPU utilization. If the
TCP/IP buffers are too large and applications are not consuming data fast enough, system
performance might be adversely affected. The goal is to avoid flow control, but not allow more
data to buffer up than the system has the capacity to process.

The optimal buffer size depends on several network environment factors including:

Types of switches and systems
Acknowledgment timing

Error rates and network topology
Memory size

Data transfer size

vyvyVvyyvyy

System wide settings can override the default 8K size for TCP/IP socket connections. The
recommended send and receive buffer size to reduce flow control and not adversely affect
performance is 65536. This reduces both flow control occurrences and CPU cost.

To change the system-wide value, you use the Change TCP/IP Attributes (CHGTCPA) CL
command. This command allows you to change both the send and receive buffer sizes.
Perform the following steps to change the TCP/IP send and receive buffer sizes:
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1.

2

3.

Log on to the iSeries server with a user profile that has *SECADMIN authority.
. Enter the CHGTCPA CL command and press F4 to prompt it.

In the Change IP Attributes (CHGTCPA) display, specify the TCP receive buffer size
(TCPRCVBUF) and TCP send buffer size (TCPSNDBUF). In our testing environment,
these parameters were set to 65536, as shown in Figure 9-9. Press Enter. Changes to the
TCP/IP attributes take effect immediately.

Change TCP/IP Attributes (CHGTCPA)

Type choices, press Enter.

TCP keep alive . . . . . . . .. TCPKEEPALV 120
TCP urgent pointer . . . . . .. TCPURGPTR *BSD
TCP receive buffer size . TCPRCVBUF > 65536
TCP send buffer size . . . . . . TCPSNDBUF > 65536
TCP R1 retransmission count . TCPRICNT 3
TCP R2 retransmission count . . TCPR2CNT 16
TCP minimum retransmit time . . TCPMINRTM 250
TCP closed timewait timeout . . TCPCLOTIMO 120
TCP close connection message . . TCPCNNMSG *THRESHOLD
UDP checksum . . . . . . . . .. UDPCKS *YES
Path MTU discovery: IPPATHMTU
Enablement . . . . . . . . .. *YES
Interval . . . . . . . . ... 10
IP datagram forwarding . . . . . IPDTGFWD *NO
IP source routing . . . . . . . IPSRCRTG *YES
IP reassembly time-out . . . . . IPRSBTIMO 10

More...
F3=Exit  F4=Prompt Fb5=Refresh F12=Cancel

F13=How to use this display

F10=Additional parameters
F24=More keys

Figure 9-9 Change TCP/IP Attributes (CHGTCPA) command

Note: Use care when setting the TCP/IP buffer size on older networks. You also want to
monitor the number of retransmissions taking place on a given line before you change this
setting to the 65536 send and receive buffer size. If there are several retransmits on a
given line, we recommend that you do not set the size of the TCP/IP buffer size to 65536.

9.4.2 Optimizing line description settings

In this section, we show you how to optimize line description settings.

Duplex settings

The duplex settings for a line description are either HALF or FULL. The best performance is
with FULL duplex. However, the duplex setting on the line description must match the setting
on the port on the switch if the line is hooked up to a switch.

>

270 Deploying

If the line is connected directly to a 8271 Ethernet switch, the switch’s port is FULL duplex,
therefore set the duplex setting on the Ethernet line description to FULL.

If the line is connected to a “stackable” hub, then set the duplex setting on the line to HALF
to match the hub setting.
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Be aware that setting the duplex setting to AUTO might not have the results that you are
expecting. You want to explicitly set the duplex setting to HALF or FULL. To set the duplex
setting, use the Change Line Desc (Ethernet) (CHGLINETH) CL command, for example:

CHGLINETH LIND(<line_name>) DUPLEX(*FULL)

MAXFRAME size

This line description parameter specifies the maximum frame size that can be transmitted and
received on a line description. Maximizing the frame size in a LAN environment is important
and supplies best performance for large transfers. Having configured a large frame size does
not negatively impact performance for small transfers. Both the iSeries server and the other
link stations must be configured for large frames. Otherwise, the smaller of the two maximum
frame size values is used in transferring data. Bridges might also limit the maximum frame
size.

The MAXFRAME size parameter should be set as follows:

» 1496 for < 1 Gb Ethernet
» 8996 for 1 Gb Ethernet

To set the maximum frame size, use the Change Line Desc (Ethernet) (CHGLINETH)
command, for example:

CHGLINEETH LIND(line_name) MAXFRAME (xxxx)

MTU size

The MTU is the maximum number of bytes allowed in any datagram. By increasing the value
of this parameter, you can reduce the overall number of transmissions, and therefore,
increase the potential capacity of the CPU and the input/output processor (IOP).

Similar parameters exist on the client. The negotiated value is the minimum of the server and
client (and perhaps any bridges or routers). Therefore, increase them all. The recommended
setting varies depending on the communications protocol that is being used:

4 Mb Token Ring = 4060
16 Mb Token Ring = 16388
Ethernet 802.3 = 1492
Ethernet Version 2 = 1500

v

vvyy

To change the MTU size, perform the following steps:

1. On an i5/0S command line, type the Configure TCP/IP (CFGTCP) command and press
Enter.

2. Inthe Configure TCP/IP display, type option 2 (Work with TCP/IP Routes) and press Enter.

3. In the Work with TCP/IP Routes display, type option 2 in the Opt column next to the IP
address used by your Workplace Services Express server and press Enter.

4. On the Change TCP/IP Route display, enter the recommendation from the previous list in
the Maximum transmission unit parameter and press Enter.

9.4.3 Network routing: ARP storms

This section describes an issue that can occur with the load balancing feature of the iSeries
network. This problem can occur on your system only if you have more than one network
interface card (NIC) installed and have intelligent switches that use dynamic route tables.
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Summary of the problem

You can configure the iSeries server to load balance network traffic across any number of
network interfaces that share a common route. For example, serverA has four network
interfaces on four separate network adapters:

» 10.1.1.1
» 10.1.1.2
» 10.1.1.3
» 10.1.1.4
A single default route is defined to 10.1.1.5 as shown in the default route configuration in
Figure 9-10.
Work with TCP/IP Routes
System: RCHAS12
Type options, press Enter.
1=Add  2=Change  4=Remove 5=Display
Route Subnet Next Preferred
Opt Destination Mask Hop Interface
*DFTROUTE *NONE 10.1.1.5 *NONE
Bottom
F3=Exit F5=Refresh  F6=Print Tist Fll=Display type of service
F12=Cancel  F17=Top F18=Bottom

Figure 9-10 CFGTCP option 2 - Work with TCP/IP Routes

As a result, any adapter can be used to send data from the system. Requests received on
10.1.1.1 might be responded to from the network adapter with the 10.1.1.4 interface. The
response carries the 10.1.1.1 return address and the 10.1.1.4 MAC address.

All TCP network traffic contains the IP address and the MAC address of the network adapter.
In this situation, the address 10.1.1.1 can be sent with the MAC address of any one of the
network adapters. This is a valid configuration on the iSeries server.

Some intelligent switches, such as the Cisco 6509 series, dynamically generate a route table,
which includes not only the IP address of each host but the MAC address of the adapter
which owns the IP address. As a result, when the iSeries sends a frame with the IP address
of 10.1.1.1 and the MAC address from the 10.1.1.4 adapter, the switch purges the entries for
both adapters from its internal table assuming that both are in error. The switch then sends an
ARP broadcast to generate new table entries. This creates two performance issues:

» Traffic inbound to the iSeries server is held at the switch, pending the update to its table.
» The ARP broadcast is repeated frequently, creating a network constraint.

Identifying the problem
The following steps help you to determine if you are experiencing this problem. This issue
cannot occur unless you have more than one active NIC.

1. Determine the number of active NICs on your system:
a. Start iSeries Navigator.
b. Expand Network — TCP/IP Configuration — Lines.
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c. One line corresponds to one NIC; count the number of active lines.
¢ Do not count the line called LOOPBACK.
¢ Confirm that the status of the line is Active.

* Figure 9-11 shows only one active line. That means there is only one active NIC on
this iSeries server at this time, and the problem cannot occur in this example. If
multiple NICs are active, then you continue with the next step.

£ iSeries Navigator : =1of x|
File Edit ‘iew Help
pd ﬁ| X|@° 3 minutes old
I Enwironment: My Connections I As09: Lines
@ Management Central (As09) A | Ling Nane | Skatus | Line Type | MAC Address |
Em My Connections ETHLIME Ackive Ethernet 00:06:29:9C: 7,
=B As0g [E] Loopback Active Mone 00:00:00:00:00: 00

%5 Basic Operations

[ZI---@ wiork Management
[ZI---QE' Configuration and Service
I:—:IG Metwork

=T TCR{IP Configuration
g P

T P

% Remote Access Services

Figure 9-11 iSeries Navigator displaying active lines

2.

If more than one NIC is active on the system, then you must check the TCP/IP routes and
see if they are bound to specific interfaces. This issue cannot occur if each active NIC has
its own preferred route defined.

a. Enter the Configure TCP/IP (CFGTCP) command in a 5250 emulation session.
b. Type option 2 (Work with TCP/IP Routes).

Note: The problem described in this section can occur at your site if you have
multiple active NICs, but only one configured route for all interfaces as shown in
Figure 9-10.

Determine if your hardware (router or switch) is configured to use dynamic route tables.
Each router or switch is different, so you might have to ask your network administrator. If
the router or switch is configured to use dynamic route tables, then you can experience
this problem. If your router or switch is using static route tables or does not store the Media
Access Control (MAC) address, then this issue is not occurring.

Even if your configuration can experience this problem, it does not mean that you are
experiencing performance problems because of it. To see how much this type of
configuration is affecting your network performance, do a communications trace and look
for ARP broadcasts and changing MAC addresses.

a. Start a communications trace using the Start Communication Trace (STRCMNTRC)
CL command:

STRCMNTRC CFGOBJ(ETHLINE) CFGTYPE(*LIN) MAXSTG(16M) USRDTA(*CALC)
The CFGOBJ parameter is the name of one of the active lines that you found in step 1.

Notes: You might have to run a trace on each active line to look for this problem. Do
not trace the LOOPBACK line.
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b. Letthe trace run for a few minutes and then end it using the End Communication Trace
(ENDCMNTRC) CL command:

ENDCMNTRC CFGOBJ (ETHLINE) CFGTYPE(*LIN)

c. Print the communications trace with the Print Communication Trace (PRTCMNTRC)
CL command:

PRTCMNTRC CFGOBJ(ETHLINE) CFGTYPE(*LIN) CODE(*ASCII) SLTCTLD(*ALL) FMTTCP(*YES)
FMTBCD (*YES)

Notice that the data is formatted for TCP/IP and Broadcast data.
d. Review the communications trace and look for:

* A high number of ARP broadcasts
e Changing MAC addresses in a single conversation

You can use the following command and select option 5 to display the QPCSMPRT file
that contains the communications trace data:

WRKJOB OPTION(*SPLF)

e. To find ARP broadcasts, search for the word ARP (all uppercase letters). Use the Find
field and the F16 key to search the spool file.

f. Count the number of times that an ARP broadcast occurs in your trace.

Use your own judgment to determine if you are seeing too many ARP broadcasts. For
example, if you run a three-minute trace and count 50 ARP broadcasts, then consider
changing your TCP/IP configuration to fix this problem.

Figure 9-12 shows an example of an ARP broadcast in an iSeries communications

trace.
Display Spooled File
File . . . . . : QPCSMPRT Page/Line  20/31
Control . . . . . Columns 1-78
Find . . . . .. ARP
I A P Yt AP DU DU SO TP DAPIUPE U  DUPI DUPPY AR S
70 S 40 13:33:53.49525 00000C07AC01 0006299C7C99
Frame Type : IP DSCP: 0 Length: 4
Src Addr: 10.1.1.14 Dest Addr: 1
IP Options : NONE
TCP Src Port: 80,Unassigned Dest Port:
SEQ Number: 0 ('00000000'X) ACK
Code Bits: ACK RST Window
71 R 50 13:33:58.13039 FFFFFFFFFFFF  0004AC5EB196
Frame Type : ARP Src Addr: 10.1.1.5 D
ARP Header : 00010800060400010004AC5EB19609055C2F000000
Data . . . . . : 0000000000000000 0000000000000000 000036CA5863
COMMUNICATIONS TRACE Title: 11/11/05
Record Data Record Controller Destination Source
Number S/R Length Timer Name MAC Address MAC Address
More...
F3=Exit  Fl12=Cancel F19=Left F20=Right F24=More keys

Figure 9-12 Example of an ARP broadcast in a communications trace

g. To identify a changing MAC address, search for a conversation on the port that is
providing the communication service. In this example, we use port 1352, which is used
by Lotus Domino.
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Search for 1352 followed by a comma. Use the Find field and F16 to follow a
conversation and watch the MAC addresses.

Figure 9-13 shows an example of a conversation where the source MAC address is
changing even though the source IP address is the same.

Tip: Communications traces can be difficult to read. An option in the IBM Support
Library Tools (QSPTLIB) can take a communications trace and break out a single
conversation. Use option 6 of the QSPTLIB/CMTMNU menu or the
QSPTLIB/EXTTCPTRC command to extract TCP/IP trace information.

You can order the IBM Support Library Tools for 0S/400 as PTF SE16633 for
V5R3MO. Follow the instructions received with the download to restore the library to
your iSeries server.

If you are not using the QSPTLIB tools, keep in mind the following points:

» A single conversation is defined by the port pair (that is the source port and the
destination port) and the source and destination addresses. In Figure 9-13, the
port pair is 1352 and 3853.

» To determine if the MAC address is changing, you must find two packets that are
sent from the iSeries in a single conversation to the same destination that has
different source MAC addresses. In Figure 9-13, notice that:

— The two packets are in the same conversation (port pair: 1352/3853) and are
both going in the same direction (source address for both packets: 10.1.1.4,
which is the iSeries in this example).

— The Source MAC address for those two packets is different; one is
000944AF54BC, and one is 00000C07ACO1.

Display Spooled File

File . . . . . : QPCSMPRT Page/Line 22/4
Control . . . . . Columns 23 - 100
Find . . . . .. 1352,
P PN DU PIPY SV AU s DUPPE SPRPUNN ¢ PP Py AV SAPUP - PUPIPPR. SO DUPIR P (]
Record Controller Destination Source Frame Numb
Timer Name MAC Address  MAC Address Format Command Sent
13:34:02.14924 0006299C7C99 000944AF54BC ETHV2  Type: 0800
Frame Type : IP DSCP: 0 Length: 40 Protocol: TCP
Src Addr: 10.1.1.4 Dest Addr: 10.1.1.16 Fra
IP Options : NONE
TCP . . . : Src Port: 1352,Unassigned Dest Port: 3853,Unassigned
SEQ Number: 1276843135 ('4C1B147F'X) ACK Number: 1771096846 (
Code Bits: ACK Window: 65340 TCP Option: N
13:34:02.20190 0006299C7C99 00000C07ACO01 ETHV2  Type: 0800
Frame Type : 1IP DSCP: 0 Length: 158 Protocol: TCP
Src Addr: 10.1.1.4 Dest Addr: 10.1.1.16 Fra
IP Options : NONE
TCP . . . : Src Port: 1352,Unassigned Dest Port: 3853,Unassigned
SEQ Number: 1276843135 ('4C1B147F'X) ACK Number: 1771096846 ('
Code Bits: ACK PSH Window: 8192 TCP Option: N

Figure 9-13 Example of a changing MAC address in a conversation

Chapter 9. Performance tuning 275



Fixing the problem

If you determine that ARP storms are happening on your system and they are affecting your
network performance, then you must change the TCP/IP routing to fix this problem. There are
two methods to correct this problem (you must only use one method):

» Change the router or switch to use static entries for the system. By creating static entries,
the device never purges its table, thus avoiding the performance issues.

» Change the TCP/IP configuration on the iSeries server so that each active NIC has its own
preferred route. Run the Add TCP/IP Route (ADDTCPRTE) CL command to create a
TCP/IP route for each interface:

ADDTCPRTE RTEDEST(*DFTROUTE) SUBNETMASK(*NONE) NEXTHOP('10.1.1.5') BINDIFC('10.1.1.2')

Note: Adding the additional TCP/IP routes is the preferred method for solving ARP
storms.

Figure 9-14 shows an example of preferred bindings on the Work with TCP/IP Routes

display.
Work with TCP/IP Routes
System: RCHAS12
Type options, press Enter.
1=Add  2=Change  4=Remove 5=Display

Route Subnet Next Preferred
Opt Destination Mask Hop Interface

*DFTROUTE *NONE 10.1.1.5 10.1.1.1

*DFTROUTE *NONE 10.1.1.5 10.1.1.2

*DFTROUTE *NONE 10.1.1.5 10.1.1.3

*DFTROUTE *NONE 10.1.1.5 10.1.1.4

Bottom

F3=Exit F5=Refresh  F6=Print Tist Fl1l=Display type of service
F12=Cancel  F17=Top F18=Bottom

Figure 9-14 CFGTCP option 2 with preferred bindings

9.5 Workplace Services Express tuning
Workplace Services Express performance can be impacted in a number of different ways.
This section shows you how to:
» Optimize startup times by using a classloader cache file

» Tune the WebSphere Portal server associated with your Workplace Services Express
server

» Take advantage of Edge Side Include (ESI) caching
» Use XVFB to improve document rendering services

Note: Many of the tuning adjustments discussed in this section will be applied
automatically by a Workplace Services Express deployment script in a future release of the
Workplace Services Express product.
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9.5.1 Startup performance tuning

The startup time of the Workplace Services Express server can be improved by making call
caching changes to the JVM environment. In our lab environment, this change reduced the
overall startup time of the WebSphere_Portal server from over 30 minutes to 10 to 12
minutes. The caching change involves two steps:

1. Creating a Classloader Cache file on the i5/0S file system
2. Configuring the Workplace JVMs to use the classloader cache file

For more information about the classloader cache, reference page 4 of the Basic Java
Performance for iSeries guide, which is available on the Web at:

http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/BasicJdavaPerf.pdf

Creating a classloader cache file on the i5/0S file system

The first step in improving the startup times of a Workplace Services Express server is to
create the classloader cache file. This file resides in the integrated file system on the i5/0S.
The classloader cache is a feature that allows the JVM to remember classes that have been
loaded with user classloaders. This features improves the startup performance of classes
loaded by user classloaders. It allows Java programs created by user classloaders to be
cached for reuse, avoiding Java program creation and bytecode verification during the initial
class loading.

You must select a location for the classloader cache file. We recommend that you do not
place the classloader cache file in a temporary directory, because it might get deleted. In our
example, we created the classloadercache.jar file in a directory called /cache.

The following steps explain how to create this file from the Qshell environment on the iSeries
server.

Note: You must only create the classloader cache file one time on an iSeries server
because multiple Workplace Services Express servers can use this file.

1. From an i5/0S command line, run the STRQSH command to access the Qshell environment.

2. Switch to the directory where the JAR file will reside. Make the directory first using the
mkdir command if necessary.

mkdir /cache
cd /cache

3. Create a dummy file to place the JAR file. The name can be anything; we used example:
touch example

4. Build the JAR file using the jar command. In this example, we create a .jar file called
classloadercache.jar:

jar -cf classloadercache.jar example
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5. Clean up the dummy file that was created using the touch command from step 3.
rm example

Figure 9-15 shows the results of these commands from within Qshell.

QSH Command Entry

$

> mkdir /cache

$

> cd /cache

$

> touch example

$

> jar -cf classcacheloader.jar example

$

> rm example

$

\%

F3=Exit F6=Print F9=Retrieve F12=Disconnect
F13=

3=Clear F17=Top F18=Bottom F21=CL command entry

Figure 9-15 Creating the classloadercache.jar file from Qshell environment
6. Press F3 to exit Qshell.

The classloadercache.jar file is now created on the i5/0S file system and is ready for use by
the Workplace Services Express server or servers. We recommend that you change the
ownership of this file to the QEJBSVR profile. Use the Change Owner (CHGOWN) CL
command to change the ownership:

CHGOWN OBJ('/cache/classloadercache.jar') NEWOWN(QEJBSVR)

Configuring the JVMs to use the classloader cache

Now that the classloader cache file has been created, we must enable its use in the JVMs
that will be used by the Workplace Services Express servers. You use the WebSphere
Application Server Administrative Console to enable the Workplace JVMs to use the
classloader cache.

In this section you define new Java system properties that is set in the memory of this JVM to
improve startup performance of the Websphere_Portal server. You define the following
properties:

» 0s400.define.class.cache.file is required to enable the Java user classloader cache
function. This property is set to the full path name of a valid .jar file that holds the Java
program objects. This is the classloader cache file that you created in “Creating a
classloader cache file on the i5/0S file system” on page 277.

» 0s400.define.class.cache.hours specifies how long an unused Java program persists in
the cache. When the timeout is reached, the Java program is removed from the class. This
value is specified in an interval of hours.

» 0s400.define.class.cache.maxpgms specifies the maximum number of Java programs
that the cache can hold. When the value specified is reached, the least recently accessed
Java program is replaced.
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To define these new properties, perform the following steps:

1. Open the WebSphere Application Server Administrative Console for the Workplace
Services Express server. For details, see 5.6, “Accessing the WebSphere Application
Server Administrative Console” on page 127.

2. Log in as the Workplace Services Express administrator.

Navigate to the Servers — Application Servers view as shown in Figure 9-16.

Home | Save | Preferences | Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

Application Servers
Applications 1 j

Resources
Security

HHBA

Environment

=

System Administration

=

Troubleshooting

=

Lotus Workplace

Application Servers

An application =erver iz a server which provides services reguired to run enterprize applications. [i

Total: 2
Fitter

Preferences

New | | Delete

|:| Name = Node =
O WebSphere Portal TSOWSEZ_ITSOWSEZ2
O server] TSOWSEZ2_ITSOWSEZ2
WebSphere Status [i = Previous  MNext = November 2,

ViebSphere Runtime Messages

i_utaIAII Meszage=:600 @ ' 23 new. 53 total £ 34 new. 84 total [} | 452 new, 453 total

Preferences

Figure 9-16 WebSphere Application Server Administrative Console
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4. In the right pane, select the WebSphere_Portal server. See Figure 9-17.

Home | Save | Preferences

| Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

Application Servers
Applications
Resources
Security
Environment
System Administration
Troublezhooting

Lotus Workplace

Application Servers

An application =erver iz a server which provides services required to run enterprize applications. [

Total: 2
Fitter

Preferences

New | | Delete

|:| Name = Node S
O WebSphere Pc%ﬂl TSOWSE2_TSOWSEZ2
O server] Ll TSOWSE2_[TSOWSEZ2

WebSphere Status [i]
WebSphere Runtime Messages
Total All Mezzage:

Nowember 2

Preferences

Figure 9-17 Selecting the WebSphere_Portal server

5. Inthe WebSphere_Portal pane, scroll down to the Additional Properties section and select
Process Definition as shown in Figure 9-18.

Home | Save | Preferences

Logout | Help |

User ID: wp=admin

ITSOWSE2Z_ITS0OWSEZ
B Servers

Application Servers
Applications
Resources
Security
Environment

System Administration

Troubleshooting

Lotus Workplace

Diagnostic Trace Service

View and modify the properties of the diagnostic trace service|

Debugging Service

Specify =ettings for the debugging service, to be used in conju
workspace debugging client application.

IBM Service Logs

Configure the IBM service log, alzo known as the activity log.

Custom Services

Define custom service clazses that will run within this server g
properties.

Server Components

Additional runtime compenents which are configurable.

Process Defin'ijcn

A proceszs definition defines the command line information nec
a process.

Performance Monitering Service

specify settings for performance monitering, including enabling
monitering, selecting the PMI module and setting monitering leve

End Points

Configure impertant TCP/P perts which this server uses for co

Clazzloader

Classloader configuration

Cache Instance Service

The Cache Instance Service allows server-level configuration
rES0UrCes.

Runtime Performance Advisor Configuration

Configuration for performance advice that are applied to the ru

Staff Service

The Staff Service manages Staff Plugin rezources used by a g

Extended Messaging Service

The Extended Messaging Service provides runtime service for
Container Managed Meszaging.

A rtivcihe Sessinn Sarrine

A uinit nf winrl sardice that can he nesad tn cnardinats ans nha

Figure 9-18 Selecting the Process Definition property
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6. In the Process Definition pane, under the Additional Properties section, select Java
Virtual Machine as shown in Figure 9-19.

Additional Properties

Java Wirtual Machine|Advanced Java virtual machine settings.

Process Execution

A =zet of properties that control how the operating system process executes,
zuch az RunAs permizzions, Umask, process priority.

Process Logs

A zet of properties that control how the process native inputioutput streams are
directed.

Envirenment Entries

A lizt of 2ettings to be added to the execution envirenment for the process.

Manitoring Policy

A =zet of properties that control how the process is monitored by the node agent.

Logging and Tracing

Specify Logging and Trace =ettings for this server.

Figure 9-19 Selecting the Java Virtual Machine property

7. In the Java Virtual Machine pane, under the Additional Properties section, select Custom

Properties

as shown in Figure 9-20.

Additional Properties A
Custom Properties | Java system properties to be =&t in the memory for this JWVK.

Figure 9-20 Selecting Custom Properties

8. You now add the following three Java system properties that will be associated with the
JVM for this WebSphere_Portal server:

— 0s400.define.class.cache.file
— 0s400.define.class.cache.hours
— 0s400.define.class.cache.maxpgms

Click the New button to define a new custom property.

Set the following Name and Value parameters as shown in Figure 9-21 and click OK.

Name: 0s400.define.class.cache.file
Value: /cache/classloadercache.jar

Home | Save | Preferences | Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOVWSEZ
B Servers

Applications
Resources

Security
Environment

System Administration
Troublezhooting
Lotus Workplace

Application Servers

New

=system configuration properties.

Configuration

Application Servers > ViebSphere Portal > Process Definition > Java Virtual Machine > Custom Properties >

Specifies arbitrary name/value pairs of data, where the name is a property key and the value iz a string value which can be

Name # 02400.define.class.cache file il specifies the name
property.

Valug #|/cache/classloadercache jar [il specifies the value
=pecified name.

Description [ Provides information|
pair.

Apply I OK|  Reset Cancel

Figure 9-21 Defining the new custom property for 0s400.define.class.cache.file

c. Under Additional Properties, select Custom Properties (see Figure 9-20).

d. Click the

New button to define a new custom property.
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e. Set the following Name and Value parameters as shown in Figure 9-22 and click OK.

Name: 0s400.define.class.cache.hours
Value: 168

Home | Save | Preferences | Logout | Help |

L2 ST Application Servers > WebSphere Portal >

ITSOWSEZ_ITSOWSEZ New

B Servers

Specifies arbitrary name/value pairs of data, where the name iz a property key and the value iz a string value which can bg

Application Servers system configuration properties. [i]

Applications

Resources Configuration

Security

Environment General Properties

System Administration Name e [il specifies the name
Troubleshooting N property.

Lotus Workplace Qlakic Kies [{ Specifies the value

specified name.

Description [ Provides informatio

pair.

Applyl OK|  Reset Cancel

Figure 9-22 Defining the new custom property for 0s400.define.class.cache.hours

f. Under Additional Properties, select Custom Properties (see Figure 9-20).
Click the New button to define a new custom property.

h. Set the following Name and Value parameters as shown in Figure 9-23 and click OK.

Name: 0s400.define.class.cache.maxpgms
Value: 40000

Home | Save | Preferences | Logout | Help |

User ID: wpsadmin Application Servers > WebSphere Portal >

ITSOVWSEZ_ITSOWSEZ New

CIiServee Specifies arbitrary name/value pairs of data, where the name is a property key and the value is a string value which can
Application Servers system configuration properties. [

Applications

Resources Configuration

Security

.-

System Administration Name # | p2400.define.class.cache. maxpgms [il specifies the nam|

Troublezhooting property.

Value * 4DDDD| I ] Specifies the valu
specified name.

=

Lotus Workplace

Description [ Provides informati

pair.

Applyl M Reset| Cancel |

Figure 9-23 Defining the new custom property for 0s400.define.class.cache.maxpgms
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i. Click Save to save and apply the changes to the master configuration file as shown in
Figure 9-24.

-
s B

Home | Save | Preferences | Logout | Help |

User ID: wp=sadmin

ITSOWSE2_ITSOWSEZ
B Servers

&Changes have been made to your local configuration. Click Sgﬁ' e to apply changes to the master configuration.

[} The server may need to be restarted for these changes to ta fect.

Application Servers

Applications Application Servers > WebSphere Portal >
Resources Java Virtual Machine
Security

Advanced Java virtual machine settings. [i

=

Environment
System Administration E

Configuration
Troublezhooting

Classpath S{WPS_HOME}/sharsd/app/wmm [<]
S{LWP_HOME}propertiez
/QIBM/ProdDatallavas00iext/db2_clazses jar

H H

=

Boot Clazspath

INIRM learMatafifiehs SERaza/TSMWSF 2PartalCarvar/BATrans Y

Figure 9-24 Applying the changes to the master configuration

9. Click Save as shown in Figure 9-25 to save the changes to the master configuration.

Home | Save | Preferences | Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

&Changes have been made to your local configuration. Click Save to apply changes to the master configuration.
[} The server may need to be restarted for these changes to take effect.

Application Servers

Applications Application Servers > WebSphere Portal >

Resources Save

Scoopl Save your workspace changes to the master configuration

Environment

System Administration —

Troublezhooting Sav ‘tnr Configuration

Lotus Workplace Click the Save button to update the master repository with your changes. Click the Dizcard button to discard your change|

again using the master repository configuration. Click the Cancel button to continue working with your changes.
Total changed documents: 1

View items with changes

Saye| Discard| Cancel|

iy

Figure 9-25 Saving the changes to the master configuration

10.Stop and restart the WebSphere_Portal server to enable the custom properties that you

just created. Refer to 5.1, “Starting and stopping a Workplace Services Express server” on
page 106, for details.

Verifying the classloader cache file is being used

When the WebSphere_Portal server is restarted, the JVM in which it is running uses the new
properties that you just created. Any typos in the properties that you added cause them to not
be used by the WebSphere_Portal server's JVM. To verify that the JVM is really using the
classloader cache file that you created and have now pointed the WebSphere_Portal server
to, use the Display Java Program Information (DSPJAVPGM) CL command:

DSPJVAPGM CLSF('/cache/classloadercache.jar')
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Figure 9-26 shows an example of displaying the information for this file. The key value to
observe is the number associated with Java programs. The value here should grow as the
Workplace Services Express server’s portal server starts and user activity begins.

Note: Displaying the classloader cache file from the i5/0S is not dynamically updated. Exit
and display the file again to view updated statistics.

Display Java Program Information
Filename .. .. ... ... ... ..z [cache/classloadercache.jar
Owner . . . . v v v v v v v 4 « e« « o QEJIBSVR

Java program creation information:

File change date/time . . . . . . . .. .. .. : 11/01/05 17:15:22
Java program creation date/time . . . . . . . . : 11/02/05 15:52:49
Java programs . . . . 4 . e e b e e e e e e e e : 5765
Total classes insource . . . . . ... ... .: O
Classes with current Java programs . . . . . . . : O
Classes without current Java programs . . . . . : 0
Classes containing errors . . . . . . . . . . . : 0
Optimization . . . . . . . . . . . . . . .. . . *INTERPRET
Enable performance collection . . . . . . . . . : *NONE
Use adopted authority . . . . . . . . . . . .. *NO
User profile . . . . . . . . . . . . . ... .. *USER
More...

Press Enter to continue.

F3=Exit  F12=Cancel  F22=Display entire field
(C) COPYRIGHT IBM CORP. 1980, 2003.

Figure 9-26 Display Java Program Information

9.5.2 Workplace Services Express portal tuning

The critical elements that you should address to optimize the Workplace Services Express
portal server include:

» Connection pools
» WebSphere Portal server settings
» Statement cache size

We examine each of these tuning elements in the sections that follow.

Connection pools

This section focuses on setting the minimum and maximum connections in each of the
connection pools. The minimum and maximum connection pool values that are changed in
this section from the WebSphere Application Server Administrative Console are listed in
Table 9-7, Table 9-8, and Table 9-9. These are initial values that you should use as starting
points. We recommend that you do not keep the minimum connections at the default value
of 1 when running on i5/0S.
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You adjust the connection pool minimum and maximum settings for the following JDBC

providers:

» lwp25JDBC
» wpcp50JDBC
» wps50JDBC

Note: Monitor the initial recommended values and adjust them to optimize performance in

your specific Workplace Services Express environment.

Table 9-7 shows the recommended maximum and minimum connection pool sizes for the
Iwp25JDBC provider. The Default value max/min column lists the default setting for the
values, and the Recommended value max/min column lists the recommended initial setting.

Table 9-7 Recommended initial values for the Iwp25JDBC provider

Connection pool value

Default value
max/min

Recommended
value max/min

Resources — JDBC Providers — lwp25JDBC — Data
Sources — IwpApp — Connection Pool

40/1

50/50

Table 9-8 lists the maximum and minimum connection pool sizes for the wpcp50JDBC

provider.

Table 9-8 Recommended initial values for the wpcp50JDBC JDBC provider

Connection pool value Default value | Recommended
max/min value max/min

Resources — JDBC Providers — wpcp50JDBC — Data 101 50/30

Sources — feedback5 — Connection Pool

Resources — JDBC Providers — wpcp50JDBC — Data 101 50/30

Sources — wpcpdfds — Connection Pool

Resources — JDBC Providers — wpcp50JDBC — Data 30/1 50/30

Sources (Version 4) — feedbackDS — Connection Pool

Resources — JDBC Providers — wpcp50JDBC — Data 30/1 50/30

Sources (Version 4) — persDS — Connection Pool

Resources — JDBC Providers — wpcp50JDBC — Data 30/1 64/64

Sources (Version 4) - wemDS — Connection Pool

Table 9-9 shows the recommended maximum and minimum connection pool settings for the

wps50JDBC provider.

Table 9-9 Recommended initial values for the wps50JDBC JDBC provider

Connection pool value

Default value

Recommended

Sources — wps50DS — Connection Pool

max/min value max/min
Resources — JDBC Providers — wps50JDBC — Data 10/1 50/30
Sources - wmmDS — Connection Pool
Resources — JDBC Providers — wps50JDBC — Data 10/1 50/50

The WebSphere Application Server Administrative Console is used to access the connection

pool settings for the Workplace Services Express server.
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Important: Changes to the connection pool settings require that you restart the Workplace
Services Express server to enable them.

Perform the following steps to set the recommended initial values of the connection pools:

1. Open the WebSphere Application Server Administrative Console for the Workplace
Services Express server. For details, see 5.6, “Accessing the WebSphere Application
Server Administrative Console” on page 127.

2. Log in as the Workplace Services Express administrator.

3. Under the Workplace Services Express server, expand the Resources view and select
JDBC Providers as shown in Figure 9-27.

Home | Save | Preferences |

Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ

Servers

Applications

E Resources
JOBC Providers
Generic Jiy_sProviders
WebSphere JMS Provider
WebSphere MQ JMS Provider
Wail Providers
Resource Envirenment Providers
URL Providers
Resource Adapters
Cache Instances
Extended Messaging Provider
Obiject Pools
Scheduler Cenfiguration

-

IBI.com

The place for support; including We
FAQs, Hints and Tips, and Techn
find loads, Library, Mews, and o
information.

WebSphere Developer Domain

Getthe |atest technical artic
tutorials a uch more in Sphere
Application Server Zone. Influence

oo WebSphere Application Server on

best practices,

he evolution of

WebSphere Application Server and request new
roduct features.

About your WebSphere Application §

IBM WebSphers Application Server, 5.0.2.7
Build Humber: cf70432.01
Build Date: 08/0%/2004

IBM WebSphers Application Server Enterprize,

5026

@ InfoCenter

The complete source for product documen|
including tasks, reference, and conceptual
information on product features and functic

Figure 9-27 WebSphere Application Server Administrative Console

4. In the JDBC Providers pane, scroll down and click lwp25JDBC as shown in Figure 9-28.

Home | Save | FPreferences |

Logout | Help |

User ID: wpsadmin

ITSOVWSE2_ITSOWSE2

Servers

Applications

E Resources
JOBC Providers
Generic JMS Providers
WebSphere JMS Provider
WebSphere MQ JMS Provider
Iiail Providers
Resource Environment Providers
URL Providers
Resource Adapters
Cache Instances
Extended Messaging Provider
Obiect Pools
Scheduler Configuration

-

= Cell TSOWSE2Z_TSOWSE2

Apply

Fitter

Preferences

New | | Delete

*MNode | rsowsEz_TSOWSEZ Browse Nodes
Server Browse Servers

To =pecify cell scope, clear the node and server fi
Apply.

To =elect a node scope, type in or browse foran
the zerver field and click Apply.

To =elect a server scope, select a node scope firg
or browse for a server, and click Apply.

When new items are created in thiz view, they wil
within the current scope.

-
Name

~
Description ~

Lotus Workplace JOBC Provider

wgcgE-G}l::éC

|
|
|

wpsSHIDBC

Figure 9-28 Selecting Iwp25JDC from the JDBC Providers pane
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5. In the lwp25JDBC pane, under Additional Properties, select Data Sources (Figure 9-29).

Additional Properties

Data Sources

class.

Data Source iz uzed by the application to access the data from the database. A data zource
iz created under a JOBC provider which provides the specific JOBC driver implementation

Data Sources

erzion 43| This is the WebSphere 4. x data source that uses the WebSphere old ConnectionManager
architecture. Allthe EJB1.x modules must uze thiz data source.

Figure 9-29 Selecting Data Sources under Additional Properties for Iwp25JDBC

6. In the Data Sources pane, select IwpApp as shown in Figure 9-30.

JODBC Providers > wp25JDBC >

Data Sources

Data Source is used by the application to access the data from the databaze. A data =ource is created under a JOBC
provider which provides the specific JDBC driver implementation class. H|

Total: 1
Filter

Preferences

New | Delete Test Connection
[]|name % JHDI Hame > Description Category «
D IwpApp jdbc/hwpApp Workplace DataSource

Figure 9-30 Selecting IwpApp under Resources — JDBC Providers — Iwp25JDBC — Data Sources

7. In the IwpApp pane, under Additional Properties, select Connection Pool as shown in

Figure 9-

31.

Connection Pool

An optional zet of connection pool settings.

Custom Properties

Properties that may be required for Resource Providers and Resource Factories. For example, most
database vendors require additienal custom properties for data sources that wil access the database.

Figure 9-31

Selecting Connection Pool
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8. Under General Properties, set both Max Connections and Min Connections to an initial
value of 50 as shown in Figure 9-32. These values are represented in Table 9-7 on
page 285.

Note: The value of 50 connections is used as a starting point and can be adjusted to
meet a Workplace Services Express environment. We recommend that you do not keep
the minimum connections at the default value of 1 when running on i5/0S.

Home | Save | Preferences | Logout | Help |
User ID: wpsadmin |
ITSOWSE2_ITSOWSE2 Scope cells:TSOWSE2_TSOWSEZ:nodes:MSOWSE2_TSOWSE2 H] ope of the cq
Seryers wvalue indicates the con
the configuration file.
Applications T
Connection Timeout 1800 o Interval, in seconds
Bl Resources B connection request timg
JDBC Providers Connection\WaitTimeou
Generic JMS Providers Max Connections 5 o [il The maximum numby
WebSphere JMS Provider e ectors
thiz pool.
WebSphere MO JMS Provider % = Tl The mini =
_ ) \in Connections 50 i £ minimum numi
Mail Providers pnnections ManagedConnections t|
Resource Environment Providers maintained.
URL Providers Reap Time 130 o [l interval, in seconds|
Resource Adapters pool maintenance threa
Cache Instances Unused Timeout 1800 oS [l Interval, in seconds|
Extended Messaging Provider CDI'.IHECTIDH BETETE
maintenance thread.
Obiject Pools
. Aged Timeout 0 s H] Interval, in seconds|
Scheduler Configuration unused, aged connect

Figure 9-32 Setting the Min and Max Connections

9. Click Apply to begin the process of saving these values.
10.Click Save to save the values as shown in Figure 9-33.

i‘rChanges have been made to your local configuration. Click Save to apply changes to the master configuration.

B} The server may need to be restarted for these changes to take effect.

JDBC Providers > lwp25JDBC > Data Sources > lwpApp >
Connection Pools

Figure 9-33 Saving the changes
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11.Click the Save button to complete the saving of the connection pool values to the master
configuration as shown in Figure 9-34.

&-Changes have been made to your local configuration. Click Save to apply changes to the master configuration.

[} The server may need to be restarted for these changes to take effect.

JDBC Providers > lwp25JDBC > Data Sources > lwpApp > Connection Pools >
Save

Save your workspace changes to the master configuration

Click the Save button to update the master repository with your changes. Click the Discard button to dizcard your
changes and begin work again using the mazter repozitory configuration. Click the Cancel button to continue working
with vour changes.

Total changed documents: 1

View itemz with changes

Savel Discardl Cancell

Figure 9-34 Saving the connection pool values to the master configuration

12.You return to the main page for the Workplace Services Express server that you are
administering.

13.Under Resources, click JDBC Providers again as shown in Figure 9-27 on page 286.

14.Using Table 9-8 on page 285 as a guide, change the connection pool settings for the
wpep50JDBC JDBC provider.

15.Save the maximum and minimum wpcp50JDBC connection pool values.
16.Under Resources, click JDBC providers again. See Figure 9-27 on page 286.

17.Using Table 9-9 on page 285 as guide, change the connection pool settings for the
wps50JDBC JDBC provider.

18.Save the minimum and maximum wps50JDBC connection pool values.

Important: Before you move on to the next step, save the changes made to each
connection pool.

19. After all the connection pool values are changed, stop and restart the Workplace Services
Express server.

After the new Connection Pool values are enabled, monitor the performance and adjust these
values to meet your WorkPlace Services Express server environment needs. Use the Tivoli
Performance Viewer to monitor performance. For details about how to use the Tivoli
Performance Viewer, see “Monitoring performance with Tivoli Performance Viewer (TPV)” in
the WebSphere Application Server Express Version 6.0.x Information Center at:

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere.ex
press.doc/info/exp/ae/tprf_tpvmonitor.html
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WebSphere Portal server settings

This section discusses that recommended changes in the Workplace Services Express
server to optimize performance when running on i5/0S. The WebSphere Application Server
Administrative Console is used to set these values to begin optimizing performance.

Table 9-10 provides the recommended WebSphere_Portal values.

Note: Since the service server! is only used as a SOAP connection during the Workplace
Services Express server configuration and for some administrative functions, we only
document the Websphere Portal server changes here.

Table 9-10 WebSphere_Portal recommended settings

Websphere_Portal server settings Default value Recommended
min/max value min/max

Server — Application Server - WebSphere_Portal -»Web | 10/50 50/50

Container — Thread Pool

Server — Application Server - WebSphere_Portal — Log all Log error

Logging and Tracing — IBM Service Logs — Message messages

Filtering

After you log into the WebSphere Application Server Administrative Console, perform the
following steps to set the initial recommended values.

1. Under the Workplace Services Express server, expand the Servers view and select
Application Servers as shown in Figure 9-35.

Home | Save | Preferences | Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

Application Servers

Applications
Resources

Security
Environment

System Administration
Troubleshooting

Lotus Workplace

Application Servers

An application =erver iz a server which provides services reguired to run enterprize applications. [

Total: 2
Fitter

Preferences

New |  Delete

|:| Name < Node S

D WebSphere Portal TSOWSE2_ITSOWSEZ2
D server] TSOWSE2_ITSOWSEZ2

Figure 9-35 WebSphere Application Server Administrative Console
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2. In the Application Servers pane (Figure 9-36), click Websphere_Portal server.

Home | Save | Preferences | Logout | Help |

User ID: wpsadmin Applicatiun Servers

ITSOWSE2_ITSOWSEZ

O servers An application =erver iz a server which provides services required to run enterprize applications. [

Application Servers

Applications Total: 2

Resources Fitter

Security Preferences

Environment M Delete

System Administration - "

Troublezhooting L1 |Name ¥ ~EL2Y

Lotus Workplace O WebSphere PU%ﬂl TSOWSE2_[TSOWSEZ2
[ |servert R TSOWSEZ_TSOWSEZ

Figure 9-36 Selecting WebSphere_Portal from Servers — Application Servers

3. In the WebSphere_Portal pane, under the Additional Properties section, click Web
Container (Figure 9-37).

Aaditional Properties L U € N
Tranzaction Service Specify settingz for the Tranzaction

Service, as well a8 manage active
tranzaction locks.

Web Container Specify thread pool and dynamic cache
=ettings for the container . Alze, specify
ze33ion manager =ettings such as
persistence and tuning parameters, and
HTTP transport settings.

Figure 9-37 Selecting Web Container under Additional Properties

4. In the Web Container pane, under the Additional Properties section, click Thread Pool
(Figure 9-38).

Thread Pool The thread pool 2ettings for the Web container

Session Management| Configure the session manager associated with this webcontainer

HTTP tranzportz Configure the HTTP tranzports aszociated with this webcontainer

Custom Properties  [Additicnal custom properties for this runtime component. Seme components may
make use of custom configuration properties which can be defined here.

Figure 9-38 Selecting Thread Pool under Additional Properties
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5. In the Thread Pool pane, under General Properties, set the Minimum and Maximum Size
to 50. See Figure 9-39.

Note: The default maximum size for the thread pool is 50. You are not required to
change this setting unless it was previously altered.

Application Servers > WebSphere Portal > Web Container >

Thread Pool

A thread pool allows components of the server to reuse threads to eliminate the need to create new threads at
runtime. Creating new threads is typically a time and resource intensive operation. [i

Configuration
General Properties

Winimum Size *= |50 [i] Specifiez the minimum
threads number of threads to
allow in the pool.
Maximum Size *|50 threads [i Specifies the

maximum number of
threads to allow in the
pool.

Figure 9-39 Setting the Minimum and Maximum Size threads

Click Apply to begin the process of saving these values.
Click Save to continue saving the values. See Figure 9-33 on page 288 for an example.

Click the Save button to complete the saving of the Thread Pool Properties as shown in
Figure 9-34 on page 289.

9. Navigate back to Servers — Application Servers — Websphere_Portal.
10.In the WebSphere_Portal pane, click Logging and Tracing (Figure 9-40).

Additional Properties .
Tranzaction Service Specify =ettings for the Tranzaction

Service, az well as manage active
transaction locks.

Web Container Specify thread pool and dynamic cache
=ettings for the container . Also, specify
=es=ion manager settings such as

persiztence and tuning parameters, and

HTTP transport 2ettings.
EJB Container Specify cache and datazource information
for the container.
Dvnamic Cache Service Specify settings for the Dynamic Cache
service of thiz server.
Logging and Tracing Specify Logging and Trace =ettings for thiz
BETVET.

Figure 9-40 Selecting Logging and Tracing for Websphere_Portal
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11.In the Logging and Tracing pane, click IBM Service Logs as shown in Figure 9-41.

Logging and Tracing

Configure logs and specify trace zettings.

Diagnostic Trace View and modify the propertiez of the diagnostic trace service.

J¥M Logs View and modify the settings for the Java Virtual Machine (JWM} System.out and
System.err logs.

Process | ogs View or modify =ettings for zpecifying the files to which standard out and
standard error streams write.

IBM Service Logs | Configure the IBM service log, alzo known as the activity log.

Figure 9-41 Selecting IBM Service Logs under Logging and Tracing

12.In the IBM Service Logs page, change the Message Filtering field from Log all messages
to Log error as shown in Figure 9-42.

Note: Lowering the level of logging is a trade-off between optimizing performance and
providing the necessary logging required in your operating environment. Consider this
trade-off for each individual Workplace Services Express server prior to making the
error logging change.

o
S

Home | Save | Preferences | Logout | Help |

liseyNihwpsadon Application Servers > WebSphere Portal >

ITSOWSE2_ITSOWSE2 IBEM Service Logs

= Servers . . .
Use thiz page to configure the IBM =ervice log, alzo known as the activity log. H]
Application Servers

Applications .
3 Configuration
Resources

=

Environment Enable =ervice log Enable service log [i check this ng to enable the creation of a service log filg
System Administration Dy ficlMSeicelogs;
Trotic T File Name: *|8{L0G_ROOTYactivity.log H] Specify the name of the service log (activity log) for the
Lotus Workplace Maximum File Size |« |2 [i] specifies the maximum size in megabytes of the service|
value iz 2 megabytes.
Meszage Fittering Log all messages [v [i] specifies what classes of messages will be stored in th
Enable Correlation ID||L08 all messages [i check this box to generate a correlation ID.

Log warning, error
ool ok| | rd Log service, warning, error
RdLogsen

Figure 9-42 Setting the Message Filtering field to Log error

13.Click Apply to begin the process of saving these values.
14.Click Save to continue saving the values. See Figure 9-33 on page 288 as an example.

15.Click the Save button to complete the saving of the properties as shown Figure 9-34 on
page 289.

16.Stop and restart the Websphere_Portal server to enable these settings.
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Statement cache size

The statement cache is used to hold database queries that have gone through the prepare
phase. The prepare phase is required so the database engine, DB2 Universal Database in
our case, can parse the SQL text and perform the steps necessary to put the query into a
form the database can understand. After a database query is prepared, it can be run over and
over again without going through the prepare step. These prepared statements are placed in
the statement cache, making it important that the size of the statement cache is set correctly.

For most implementations, you must increase the size of the default statement cache of a
Workplace Services Express server. The actual increase varies by environment. The default
statement cache size of 10 is typically too low for most production environments and therefore
must be increased.

For details about how to determine whether you must increase the statement cache size on
your Workplace Services Express server, refer to the white paper Tuning the WebSphere
Prepared Statement Cache, which you can find on the Web at:

http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/stmntcache.pdf
Tip: It is important to increase the statement cache size when the connection pool sizes

are increased. You can monitor the statement cache by using the Tivoli Performance
Viewer.

You can change the statement cache size from the WebSphere Application Server
Administrative Console. After you log into the WebSphere Application Server Administrative
Console, perform the following steps to set the initial recommended values:

1. Under the Workplace Services Express server, expand the Resources view and select
JDBC Providers, as shown in Figure 9-27 on page 286.

2. In the JDBC Providers pane, scroll down and select lwp25JDBC. See Figure 9-43.

- . N ~
Name ~ Description ~

lwp25JDBC Lotus Workplace JDBC Provider

wpcpSOJDBC

OO0

wpsSJDBC

Figure 9-43 Selecting Iwp25JDBC from Resources — JDBC Providers

3. In the lwp25JDBC pane, under the Additional Properties section, click Data Sources
(Figure 9-44).

Data Sources Data Source iz used by the application to access the data from the database. A data source
iz created under a JOBC provider which provides the specific JOBC driver implementation
claszs.

Data Sources (Wersion 4)|This iz the WebSphere 4 x data source that uzes the WebSphere old ConnectionManager
architecture. Allthe EJB1.% modulss must use thiz data source.

Figure 9-44 Selecting Data Sources from JDBC Providers — Iwp25JDBC

294 Deploying IBM Workplace Services Express on the IBM @server iSeries Server


http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/stmntcache.pdf

4. In the Data Sources page, click lwpApp (see Figure 9-45).

JOBC Providers = wp25J0BC >
Data Sources

Data Source is uzed by the application to access the data from the database. A data source is created under a JOBC
provider which provides the specific JOBC driver implementation clazs. [l

Total: 1
Filter

Preferences

Mew | Delete Test Connection
|:| Hame S JHDI Hame = Description = Category S
D lwpApp jJdbc/iwpipp Workplace DataSource

Figure 9-45 Selecting IwpApp

5. In the IwpApp pane, change the Statement Cache Size field to a higher value than the
default of 10. The recommended starting value is 100. See Figure 9-46.

Statement Cache Size 100

statements

Figure 9-46 Changing the Statement Cache Size field

6. Click Apply to begin the process of saving these values.
7. Click Save to continue saving the values. See Figure 9-33 on page 288 for an example.

8. Click the Save button to complete the saving of the Statement Cache Size as shown in
Figure 9-34 on page 289.

9. Stop and restart the Workplace Services Express server to enable the change.

9.5.3 Configuring Edge Side Include caching

This section explains how to enable the Web server plug-in containing the built-in Edge Side
Include (ESI) processor. The ESI processor has the ability to cache whole pages, as well as
fragments, providing a higher cache hit ratio. The cache implemented by the ESI processor is
an in-memory cache, not a disk cache. Therefore, the cache entries are not saved when the
Web server is restarted.

Important: The ESI cache is effective only while the Workplace Services Express server is
running. If you restart the server, all pages must be recached.

For more information, refer to Configuring Edge Side Include caching in the Information
Center on the Web at:

http://publib.boulder.ibm.com/infocenter/wsphelp/index.jsp?topic=/com.ibm.websphere.nd.doc/
info/ae/ae/tprf_esiedgecaching.html
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We recommend that you end the Workplace Services Express server to enable the ESI
processor. Perform the following steps to enable the ESI processor:

Important: If Secure Sockets Layer (SSL) is enabled, enabling the ESI processor is not
supported and should be left disabled.

1. Stop the Workplace Services Express server. See 5.1, “Starting and stopping a
Workplace Services Express server’ on page 106, for details.

2. From an i5/0S command line, edit the plugin-cfg.xml file using the Edit File (EDTF) CL
command. This file is in the /QIBM/UserData/WebAS5/base/ WSEServerName/
config/cells/directory of the integrated file system of the iSeries server. In this directory
name, WSEServerName is the name of your Workplace Services Express server.

For example, to edit the plugin-cfg.xml file for the Workplace Services Express server
called ITSOWSEZ2, run the following EDTF command:

EDTF '/QIBM/UserData/WebAS5/base/ITSOWSE2/config/cells/plugin-cfg.xml'
Figure 9-47 shows an example of the contents of this file.

Note: You are unable to edit the plugin-cfg.xml file from the iSeries Navigator interface.

Edit File: /qibm/userdata/webas5/base/itsowse2/config/cells/plugin-cfg.xml
Record : 1 of 359 by 8 Column : 1 91 by 74
Control :

************Beg-i nni ng of data**************

<?xml version="1.0" encoding="I1S0-8859-1"7>
<Config ASDisableNagle="false" AcceptAllContent="false"
AppServerPortPreference="HostHeader" ChunkedResponse="false"
IISDisableNagle="false" IISPluginPriority="High"
IgnoreDNSFailures="false" RefreshInterval="60"
ResponseChunkSize="64" VHostMatchingCompat="false">
<Log LogLevel="Error" Name="/QIBM/UserData/WebAS5/Base/ITSOWSE2/1ogs/ht
<Property Name="ESIEnable" Value="false"/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESIInvalidationMonitor" Value="false"/>
<VirtualHostGroup Name="default host">
<VirtualHost Name="*:10222"/>
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:10223"/>

F2=Save  F3=Save/Exit Fl2=Exit F15=Services F16=Repeat find
F17=Repeat change F19=Left F20=Right

Figure 9-47 Editing the plugin-cfg.xml file
3. Find the parameter <Property Name="ESIEnable" Value="false"/> and change it to
<Property Name="ESIEnable" Value="true"/>, as shown in Figure 9-48.

4. Adjust the value of the parameter that follows to <Property Name="ESIMaxCacheSize"
Value="1024"/> also shown in Figure 9-48.

Set the EISMaxCacheSize to a size that is large enough to hold statically served images
and pages that the Workplace Services Express server will be serving up. If you have a lot
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of statically served pages and images, increase the size upward from the default 1 Mb
value.

Note: Refer to the article “Optimizing Static-File Serving in a WebSphere Application,”
which contains information about how to set the ESI cache size. You can find this article
on the Web at:
http://www.eservercomputing.com/ME2/Audiences/dirmod.asp?sid=&nm=&type=Publishing&mod
=Publications%3A%3AArticledmid=8F3A7027421841978F18BE895F87F7918AudID=1E8FEE745A28452
1B6CFB3FD70B49099&tier=4&id=54E37DA2F24341BC84C0F25B5A41218D

Edit File: /qibm/userdata/webas5/base/itsowse2/config/cells/plugin-cfg.xml
Record : 1 of 359 by 8 Column : 1 91 by 74
Control :

************Beg-i nn-i ng Of data**************

<?xml version="1.0" encoding="I1S0-8859-1"?>
<Config ASDisableNagle="false" AcceptAllContent="false"
AppServerPortPreference="HostHeader" ChunkedResponse="false"
IISDisableNagle="false" IISPTuginPriority="High"
IgnoreDNSFailures="false" RefreshInterval="60"
ResponseChunkSize="64" VHostMatchingCompat="false">
<Log LogLevel="Error" Name="/QIBM/UserData/WebAS5/Base/ITSOWSE2/T1ogs/ht
<Property Name="ESIEnable" Value="true/>
<Property Name="ESIMaxCacheSize" Value="1024"/>
<Property Name="ESIInvalidationMonitor" Value="false"/>
<VirtualHostGroup Name="default_host">
<VirtualHost Name="*:10222"/>
<VirtualHost Name="*:80"/>
<VirtualHost Name="*:10223"/>

F2=Save  F3=Save/Exit F12=Exit F15=Services Fl6=Repeat find
F17=Repeat change F19=Left F20=Right

Figure 9-48 Changing the plugin-cfg.xml file to enable ESI caching

5. Press F3 twice to save and exit the file.
6. Start the Workplace server to enable the ESI processor.

Setting the ESI timeout for the JVM

An ESI timeout value is also associated with the JVM. The value specified for the
KeepAliveTimeout and JVM ESI timeout values must match. If you change the default setting
for KeepAliveTimeout, you must increase the ESI timeout value from the default of 300
seconds (5 minutes). To increase the ESI timeout value to a higher value, set the property
-Dcom.ibm.com.servlet file.esi.timeOut for the JVM associated with the WebSphere_Portal
server.

To set the JVM ESI timeout value, perform the following steps:

1. Open the WebSphere Application Server Administrative Console for the Workplace
Services Express server. For details, see 5.6, “Accessing the WebSphere Application
Server Administrative Console” on page 127.

2. Log in as the Workplace Services Express administrator.
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3. Navigate to Servers — Application Servers as shown in Figure 9-49.

EDapnere. Ap A difve LOnso

Home | Save | Preferences | Logout | Help |

T el Application Servers

ITSOWSE2_ITSOWSEZ

O servers An application =erver iz a server which provides services required to run enterprize applications. [

Application Servers

Applications 1 j Total: 2

Resources Fitter

Security Preferences

Environment M Delete

System Administration - "

Troublezhooting L1 |Name ¥ ~TL2Y

Lotus Workplace O WebSphere Portal TSOWSE2_TSOWSEZ2
O server] TSOWSE2_ITSOWSEZ2

Figure 9-49 Selecting Server -> Application Servers

In the Application Servers pane, click the WebSphere_Portal link.

In the WebSphere_Portal pane, under the Additional Properties section, click the Process
Definition link.

6. In the Process Definition pane, under the Additional properties section, click the Java
Virtual Machine link.

7. Inthe Java Virtual Machine pane, scroll down to the Generic JVM arguments field. Add the
value -Dcom.ibm.serviet.file.esi.timeOut=900 to this Generic JVM argument
parameter as shown in Figure 9-50. If you set the ESI timeout value to something other
than 15 minutes, change the value here as appropriate. Click OK.

Note: If there is already an argument in the Generic JVM arguments parameter, place a
space after that argument and add the new -Dcom.ibm.servlet.file.esi.timeOut=900
value.

i 1 AD ] 0 0 3
5
Home | Save | Preferences | Logoui | Help |
User ID: wpsadmin EIEEEL
Debug Mode D mSpe
ITSOWSE2_ITSOWSE2 JVH del
B Servers not to &
support.
Application Servers = : s

ebug arguments _Dj iler= - g pe
Applications Djava.compiler=NONE -Xdebug -Xnc debug 3
Resources Java vin
. the appl
Security “fou car
Environment when D
System Administration Generic JVM arguments | yeom jom serviet file.e=i tmeOut=300 (5] Addy
argumel

Troubleshooting s
Executable JAR file name H] Spe
Lotus Workplace T
Java vin
Disable JIT | [il cond
the Just
dizabled

Figure 9-50 Setting the Generic JVM arguments field to -Dcom.ibm.servlet.file.esi.timeOut=900
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8. Click Save to save and apply the changes to the master configuration file shown in
Figure 9-33 on page 288.

9. Click Save as shown Figure 9-34 on page 289 to save the changes to the master
configuration.

10.Restart the Workplace Services Express server.

9.5.4 X virtual frame buffer verses virtual network computing

When you start your Workplace Services Express server, you are asked to choose a
document rendering service. This document rendering capability is required for the document
management portal. Documents produced by many standard applications (such as word
processors or spreadsheets) can be viewed as HTML pages using the document conversion
services of Workplace Services Express. This document conversion service is provided via
one of two mechanisms on the iSeries server:

» X virtual frame buffer (XVFB)
» Virtual network computing (VNC)

The XVFB document rendering service is much more efficient than using the VNC server. To
obtain the XVFB server, you must have installed the following items on your iSeries server:

» 5722-SS1 Option 43
» 5722-DG1 PTF SI120496

For more details about obtaining PTFs, refer to 5.9, “Obtaining and applying fixes” on
page 152.

The option of selecting which document rendering server will be used for a Workplace
Services Express server occurs when you start the server. Figure 9-51 shows how you select
the XVFB document rendering service.

Note: If you do not have PTF S120496 installed, the only document rendering service you
see is VNC.

IBM Web Administration for iSeries

Manage EaGUELEERCIEC IR

w Commaon Tasks and Wizards Welcome to the Start Wizard. This wizard will help you start your WebSphere servers and associated components.
J Create HTTP Server
J Create Application Server

J Migrate Original to Apache . X )
1) Create WehSphere Portal Select the items you wish to start:

- Create IBM Workplace The following are the WebSphere servers that will be started:
ITSOWSE2/server
ITSOWSE2:’Web8phere_P0rtaI
The following server for Document Rendering is associated with this WebSphere server:
(® Startthe server RCHAS12. RCHLAND.IBM.COM: using XVFB.
O Startthe server RCHAS12. RCHLAND.IBM.COM:2 using VNC.

The following HTTP servers on the local system are associated with this WebSphere server:

ITSOWSE2

start| | Cancel |

Figure 9-51 Selecting XFVB as the document rendering service
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9.6 Java tuning

There are several JVMs running within the Workplace Services Express server. Each has
specific tuning requirements that must be monitored to determine the exact values for a
particular installation. The following section discusses how to set the heap size of the JVM
used by the WebSphere Portal server within a Workplace Services Express server.

You can find additional Java tuning recommendations in “Configuring the JVMs to use the
classloader cache” on page 278 and “Connection pools” on page 284.

9.6.1 JVM heap sizes

Tuning the initial heap size of the JVM so the garbage collector runs at a suitable interval is
critical to achieving optimal performance. The garbage collector should run infrequently
enough that it does not cause unnecessary overhead and often enough that the heap size
does not grow too large.

The default heap size is 256 MB, but larger values are sometimes necessary, especially on
systems with multiple processors. It is key to adjust the heap size for the specific
requirements of a Workplace Services Express server to obtain the best performance.

Set the initial heap size for the WebSphere_Portal server in the Workplace Services Express
server to:

» Initial heap size = 512
» Maximum heap size =0

For the Server1 server in the Workplace Services Express server, set the heap size to:

» Initial heap size = 256
» Maximum heap size =0

Note: Setting the maximum heap size to 0 is equivalent to setting it to *"NOMAX. This
means that garbage collection runs only when the garbage collection threshold is reached.
In scenarios where memory is limited, it is helpful to set the maximum heap size to a value
that impacts memory less. In limited memory scenarios, we recommend that you use a
maximum heap size of 256 MB.

If you set the maximum heap size to a value other than 0, reduce the initial heap size
setting as well.

Setting the JVM heap size
Perform the following steps to change the JVM heap size:

1. Open the WebSphere Application Server Administrative Console for the Workplace
Services Express server. For details, see 5.6, “Accessing the WebSphere Application
Server Administrative Console” on page 127.

2. Log in as the Workplace Services Express administrator.
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3. Navigate to Servers — Application Servers as shown in Figure 9-52 and click

WebSpher

Home | Save | Preferences | Logout | Help |

e_Portal server.

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

=

=

Lotus Workplace

Application Servers

An application =erver iz a server which provides services reguired to run enterprize applications. [

Application Servers
Applications 1 j Total: 2

Resources Fitter
Security Preferences
Environment M Delete
System Administration -
Troublezhooting L1 |Name ¥

~
Node ~

(R VebSphere Portal

TSOWSE2_ITSOWSE2

O zerver]

TSOWSEZ_ITSOWSE2

Figure 9-52 WebSphere Application Server Administrative Console

4. Inthe WebSphere_Portal pane, scroll down to the Additional Properties section and select
Process Definition (Figure 9-53).

Home | Save | Preferences | Logout | Help |

User ID: wp=admin

ITSOWSE2_ITSOWSEZ
B Servers

=

Lotus Workplace

Diagnostic Trace Service

View and modify the properties of the diagnestic trace service

Debugging Service

Specify seftings for the debugging service, to be used in conjy
workspace debugging client application.

IBM Service Logs

Configure the IBM service log, alzo known as the activity log.

Application Servers Custom Services Define custom service clazses that will run within this server g
Applications properties.
Resources Server Components Additional runtime compenents which are configurable.
. Process Definition A process definition defines the command line information nec:
Security 8 process.
Environment Performance Menitering Service =pecify 2ettings for performance menitoring, including enabling
System Administration monitering, selecting the PMI module and setting monitoring leve
e 0ting End Pointz Configure impertant TCP/P perts which this server uses for co
Classloader Classloader configuration

Cache Instance Service

The Cache Instance Service allows server-level configuration

Figure 9-53 Selecting Process Definition

5. In the Process Definition pane, under the Additional Properties section, select Java
Virtual Machine (Figure 9-54).

Java Wirtual Machine

Advanced Java virtual machine zettings.

Process Execution

A zet of properties that control how the operating system process executes,
such as RunAs permissions, Umask, process prierity.

Process Logs

directed.

A =zet of properties that control how the process native inputioutput 2treams are

Envirenment Entries

A lizt of 2ettings to be added to the execution envirenment for the process.

Manitoring Policy

A =zet of properties that control how the process is monitored by the node agent.

Logging and Tracing

Specify Logging and Trace =ettings for this server.

Figure 9-54 Selecting Java Virtual Machine
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6. Inthe Java Virtual Machine pane (Figure 9-55), change the Initial Heap Size parameter as
needed. We recommend that you start with 512 MB and adjust it from there. Set the
Maximum Heap Size to 0 to allow for an unlimited maximum heap size. Click OK.

Ap dd 3 A H ple o 5] o

Home | Save | Preferences | Logout | Help |

User ID: wp=admin for|

de
ITSOWSE2_ITSOWSEZ Vel
B Servers Werbose JNI F] [i

_— s
Application Servers
for|

Applications il

Resources I,

Security Initial Heap Size * 512| [

=iz|

Environment % mel

System Administration Maximum Heap Size 0 H]|

- . he:
Troubleshootin

2 SV

Lotus Workplace de

Run HProf O [i

st
To

Figure 9-55 Setting the Initial and Maximum Heap Sizes

Tip: We recommend that you do not set the initial heap size to a size greater than or
equal to one-fourth of the total amount of memory in the memory pool where the
Workplace Services Express server is running.

7. Click Save to save and apply the changes to the master configuration file shown in
Figure 9-33 on page 288.

8. Click the Save button as shown Figure 9-34 on page 289 to save the changes to the
master configuration.

9. Stop and restart the Workplace Services Express server. For details, refer to 5.1, “Starting
and stopping a Workplace Services Express server” on page 106.

Note: If you make multiple changes, wait until you change all settings before you restart
the Workplace Services Express server.

For additional information related to setting the initial heap size, see the Tuning Garbage
Collection for Java and WebSphere on iSeries white paper, which is available on the Web at:

http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/tuninggc.pdf

9.7 IBM HTTP Server tuning

The IBM HTTP Server passes requests to the Workplace Services Express server. Therefore,
it is necessary to make sure that this piece of the overall architecture is not causing any
bottlenecks. This section discusses methods for tuning the IBM HTTP Server.

9.7.1 Monitoring HTTP real-time statistics

You can use the IBM Web Administration for iSeries interface to access real-time HTTP
server statistics for monitoring. These statistics help you to tune the HTTP server to best
handle the Workplace Services Express environment workload.

302 Deploying IBM Workplace Services Express on the IBM @server iSeries Server


http://www-1.ibm.com/servers/eserver/iseries/perfmgmt/pdf/tuninggc.pdf

Tip: The IBM Redbook IBM HTTP Server (powered by Apache): An Integrated Solution for
IBM @server iSeries Servers, SG24-6716, provides performance information for the IBM
HTTP Server.

Perform the following steps to monitor HTTP real-time statistics for the IBM HTTP Server
associated with your Workplace Services Express server:

1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

Click the Manage tab and then click the HTTP Servers subtab.

Make sure the correct HTTP server for the Workplace Services Express server is
selected. As shown in Figure 9-56, we select the IBM HTTP Server of ITSOWSE?2 -
Apache.

IBM Web Administmﬁbn for iSeries .=

Setup PWIELGLES Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers
@ Stopped Server: | [TSOWSE2 - Apache  |v Sever area: | Global configuration M
i | |All servers " "
w Common Tasks and Wizards l_ ADMIN - Apache rver "ITSOWSE2" - Apache;2_0_52
J Create HTTP Server ADMTIM - Apache
I Create Application Server AF'PV\CHVEDF'T' ‘Apach
4 Migrate Original to Apache BS - Aoache e Lreate IBM Workplace wizard
1 Create WebSphere Portal - Apache
1 Create IBM Workplace [TSOWCS01 - Apache
ITSOWCS02 - Apache
St ITSOWCSO03 - Apache
¥ HTTP Tasks and ‘M;ardf_ TSOWCS04 - AEache inistration for iSeries manage forms for HTTP Server (powered by Apache). Using t
s Eg:ig gwe?oryttq the Web = ITSOWCS05 - Apache erver (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you R
e and get started on the road to working the Web for business.
J Serviet and JSP Enablemnent [TSOWCSU6 - Apache L 2
ITSOWCS09 - Apache
v Server Properties ITSOWSE? - Apache Mew HTTF Server wizard under Commaon Tasks and Wizards. Follow the wizard, st
™ General Server Configuration ITSOWSE4 - Apache T (powered by Apache). Once the wizard has been successfully completed, you will b
[ Container Management ITSOWSES - Apache al business needs.
B Virtual Hosts ITSOWSES - Apache
B URL Mapping — |QIPPSVR - Apache er configuration, use the Server Properties forms to tailor your HTTP Server (powere
TESTWEB - Apache
[ Request Processing WSELAB - Apache

Figure 9-56 Selecting the HTTP server for the Workplace Services Express server

6. Scroll down in the left pane, and under the Tools menu, click Real Time Server Statistics
as shown in Figure 9-57.

w Tools
&~ Display Configuration File
= Edit Configuration File
o Directive Index
<~ Real Time Server Statistics |

Figure 9-57 Selecting Real Time Server Statistics
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7. Figure 9-58 shows an example of the HTTP Real Time Server Statistics. For a quick
glance at how the HTTP server is performing, click the Averages tab. This tab provides
statistics for the averages for the total time of activity shown for the type of associated
server which is identified at the top of the column. You also see the average time of
noncached and cached activity completed by the enabled function.

If you see a concern with a specific average statistic, such as the average time spent
serving noncached data, look at the Absolute or Absolute and Delta tabs for more details.
The IBM Redbook IBM HTTP Server (powered by Apache): An Integrated Solution for
IBM @server iSeries Servers, SG24-6716, provides more information about these
performance statistics.

1BM Web Administration for iSeries |

(LENENTM Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers
@ Running Server: | [TSOWSEZ - Apache v Semver area: | Global configuration V:

[ URL Mapping || TsowWsE2 = Real Time Server Statistics

[ Request Pracessing Real Time Server Statistics

B HTTP Responses

B Content Settings

B Directory Handling Servername: [TSOWSE2 Job:  323523/QTMHHTTPATSOWSE2
Server started: Mov 22, 2005 11.00:45 AW

B Security

I Dynamic Content and GGl Currenttime:  Mov22 2005 11:46:59 AM  Refreshinterval: | Manual Refrash |+

B Logging
Statistics have been collected for 0 days 0 hours 46 minutes 14 seconds. %

D Praxy

DB System Resources

[ FRCA | | General| Absolute Delta AbsoluteandDelta Averages

B Compression |

ASF Tomcat Setup task Average time per response:

b ASF Tomcat _Semngs Type Server handled CGI WebSphere Customer module

B Domino Application Server

[ WebSphere Application Server Total (seconds) 0 0 1.06237 0
Non-cached (seconds) 0 0 0.00000 0

v Tools | | Cached (seconds) 0 0 1.06237 0

=~ Display Configuration File

= Edit Configuration File

=" Directive Index | 7 T

+* Real Time Server Statistics [+ Close | Refresh |

Figure 9-58 HTTP server Real Time Server Statistics data

9.7.2 HTTP connection time-outs and Max Keep Alive

You can access the HTTP connection parameters from the IBM Web Administration for
iSeries interface. This section addresses the following parameters:

» KeepAliveTimeout
» KeepAlive
» MaxKeepAliveRequests

KeepAliveTimeout

The KeepAliveTimeout setting is used to control whether the HTTP server works with
persistent connections. Persistent connections enable a single TCP/IP connection to be used
for multiple HTTP requests. When the server runs with persistent connections, the
KeepAliveTimeout setting determines the number of seconds that the server waits for
subsequent requests before it closes the connection.

If this value is too low, the server can be impacted in terms of performance since connections
can close frequently. If this value is too high, the HTTP server can have many connections
open, and the server can run out of resources.

We recommend that you set the KeepAliveTimeout to /0 - 15 minutes as a starting point. The
default setting is 5 minutes.
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Tip: When increasing the setting for KeepAliveTimeout, keep in mind that a higher value
might increase contention for HTTP server processes. If you are running out of HTTP
processes, decrease this value.

KeepAlive

The KeepAlive setting enables a single TCP/IP connection to be used for multiple HTTP
requests (persistent connections). Normally, each HTTP request uses a separate connection.
Reusing a single connection reduces the connection open and close overhead, thereby
improving performance for the client. The KeepAlive setting should be set to Enabled.

MaxKeepAliveRequests

The MaxKeepAliveRequests setting allows an unlimited number of requests on a single
TCP/IP connection. We recommend that you set MaxKeepAliveRequests to 0. Setting this
value to 0 means that there is no maximum setting for MaxKeepAliveRequests.

Changing or verifying the parameter settings

To change or verify the parameter settings mentioned in the previous sections, perform the
following steps:

1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

4. Click the Manage tab and then click the HTTP Servers subtab.

Make sure that the correct HTTP server for the Workplace Services Express server is
selected.

6. In the left navigation pane, select System Resources as shown in Figure 9-59.

" 1BM Web Administration for iSefies

Setup WIELELEN Advanced | Related Links

All Servers  HTTP Servers Application Servers | ASF Tomcat Servers

@ Running |3@ Server: | ITSOWSEZ - Apache v Server area: | Global configuration V:

& URL apping ol Manage Apache server "ITSOWSE2" - Apache/2.0.52

B Request Processing .
[ HTTP Responses HTTP server created by the Create IBM Warkplace wizard

[ Content Settings
[ Directory Handling

B Security Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache). Using th
B Dynamic Content and CGl up and manage your HTTP Server (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you h
B Logging to establish a Web presence and get started on the road to working the Web for business.

b Proxy To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, stej

b System Resources create a working HTTP Server (powered by Apache). Once the wizard has been successfully completed, you will ha
BFRCA is usable for internal or external business needs.
B Compression  (Manage the system resource this HTTP server uses.

Figure 9-59 Accessing the HTTP System Resources
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7. Verify or change the following System Resources parameters, as shown in Figure 9-60.

a. For Connection time-out (KeepAliveTimeout), specify 10 - 15 minutes.
b. For Allow persistent connections (KeepAlive), select Enabled.
c. For Maximum requests per connection (MaxKeepAliveRequests), type 0.

Tip: These values are recommendations that we found in our testing to improve the
performance of the HTTP server. The actual values might vary in your environment and
should be tested.

IBM Web Administration for iSeries

UENEGEN Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running Server: | ITSOWSE2Z - Apache v Server area: | Global configuration V
J Create IBM Workplace [#] TsoWSE? = System Resources
w HTTP Tasks and Wizards System Resources

J Add a Directory to the Web
B LDAP Configuration
J Servlet and JSP Enablement | Highly Available Server |Denial of Service Advanced |ARM

~ Senver Properties HTTP Connections | Caching |FRCA File Cache

B General Server Configuration
B Container Management | D - .
B Virtual Hosts | | Connection time-out: 5 Minutes ||| or... ¥

B URL Mappin =
e Maximum pending connections: 511 or.. v

b Request Processing | | Allow persistent connections: Enabled |

B HTTP Responses | — . .

B Content Settings | | Time to wait between requests: 15 Minutes |%|| or... v

[ Directory Handling | — o
Maximum requests per connection: |0 ar. hd

moo it

Figure 9-60 System resources settings for the IBM HTTP Server

8. Click Apply and then click OK to save the changes.
9. Stop and restart the Workplace Services Express HTTP server to apply the changes.

9.7.3 Enabling GZIP compression

Enabling GZIP compression can result in a significant improvement in bandwidth utilization.
Enabling GZIP compresses the data between the server and the Web browser, typically
improving the response time. The amount of response time improvement varies depending on
your network bandwidth. If you already have a fast network, the amount of improvement seen
by end users is smaller than if you have a slower network infrastructure. Even if end users do
not see much of a performance improvement with this change, it is still worthwhile to enable it
because overall network bandwidth improves.

Note: Enabling GZIP compression requires additional CPU cycles, making it a trade-off
with increased network bandwidth. Consider this trade-off when choosing to enable GZIP
compression. Typically the extra CPU resources required are off-set by the performance
improvement seen in bandwidth constrained environments.

To enable GZIP compression, modify the HTTP Configuration File as explained in the
following steps:

Important: We recommend that you back up the configuration file prior to making any
changes. A damaged configuration file can cause the server to not restart.
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1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

Click the Manage tab and then click the HTTP Servers subtab.

Make sure the correct HTTP server for the Workplace Services Express server is
selected.

6. For Server area, select Directory /www/server/htdocs, where serveris the name of your
IBM HTTP Server as shown in Figure 9-61.

1BM Web Administration for iSeries

Setup WIELELEM Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running Server: | [TSOWSEZ - Apache | Serverarea:|_GIohaI configuration v
i [a] " Global configuration
B URL Mapping * Manage Apache server "l Directory /
Directory Mww/itsowse2/htdocs

B Request Processing i i

B HTTP Responses HTTP server created by the Create IBM Warkplace wizard
B Content Settings

B Directory Handling

[ Security Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache). Using th
B Dynamic Content and CGl up and manage your HTTP Server (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you h
B Logging to establish a Web presence and get started on the road to working the Web for business.

[
Figure 9-61 Selecting the Server area for the IBM HTTP Server
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7. In the left navigation pane, under the Tools menu, select Edit Configuration File
(Figure 9-62).

IBM Web Administration for iSeries

Setup Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running Sewer:|ITSOWSE2-Apache [VJ Serverarea:| Directory.l’www.-"itSowse2fhtdocs[V]

B URL Mapping () Manage Apache server "ITSOWSE2" - Apache/2.0.52

B Request Processing .
B HTTP Responses HTTP server created by the Create IBM Workplace wizard

B Content Settings
B Directory Handling

B Security Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache). Using th
B Dynamic Content and CGl up and manage your HTTP Server (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you h
B Logging to establish a Web presence and get started on the road to working the Web for business.

b Proxy To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, stq
b System Resources create a working HTTP Server (powered by Apache). Once the wizard has been successfully completed, you will h
0 FRCA is usable for internal or external business needs.

B Compression

Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Server (powered

[ ASF Tomcat Setup task X
[y ASF Tomcat Settings =| business needs.
B Domino Application Server
B WebSphere Application Server If\Web serving is a critical aspect of your business, use high availability and scalability of your Web server environ
and scalability can be achieved through the use of iSeries clustering.
* Tools
o Display Configuration File Use the Fast Response Cache Accelerator (FRCA) to improve the peformance and scale of Web and TCP server
< Edit Configuration Fil both static and dynamic content in a memory-based cache located in the Licensed Internal Code.

& Directive Index
o Real Time Server Stafistics [

e e = e T

Figure 9-62 Selecting Edit Configuration File

The selected file /www/server/iconf/hitpd.conf (where server is the name of your IBM
HTTP Server) is now displayed for editing as shown in Figure 9-63.

IBM Web Administration for iSeries

Setup WIELELEN Advanced | Related Links
All Servers  HTTP Servers Application Servers | ASF Tomcat Servers

@ Running @J Server: | ITSOWSE2 - Apache vl Serverarea:|  Directory /www/itsowse2/htdocs [V]

B URL Mapping [~] TsowsE? = Edit Configuration File

gﬁj"_‘;;e;tpr“ess‘”g Edit Configuration File

£5ponses

B Content Septtings Selected file:  fwwwiitsowseZ/confihttpd.conf
B Directory Handling

hebSp'ﬂerePluginConfig /QIBM/UserData/WebAS5/Base/I|M

B Security LoadModule ibm app server http module /QSYS.LIB/QE
DDyna_micContentand CGl # HITP server (powered by Apache) configuration
b Logaing DocumentRoot /www/itsowse2/htdocs

I ServerRoot /www/itsowse2
B Proxy Cptions -ExecCGI -FollowSymLinks -SymLinksIfCwnerM
[ System Resources Listen 9.5.92.26:80
0 FRCA : MaxKeeplhliveReguests 0
b Compression LogFormat "$h %1 u 3t \"Sr\" $»s b \":{Referer}i Q

LogFormat "%{Cookie}ln \"%r\" %t" cookie

[ ASF Tomcat Setup task LogFormat "%{User—agent}i" agent i
[ ASF Tomcat Settings = LogFormat "%{Referer}i -» 30" referer 3
[ Domino Application Server LogFormat "3h 31 %u 3t \"3r\" »s 3b" common

& Web3phere Application Server CustomLog logs,-"access_log combined

SetEnvIf "User-Agent™ "Mozilla/2" nokeepalive

VTOO!S : : SetEnvIf "User-Agent™ "JDK/1\.0" force-response-1.
q@Dls_.pIandmﬂggrathn File SetEnvIf "User-Agent"™ "Java/1%\.0" force-response-1
& Edit Configuration File
+” Directive Index Apply
BNl Tieea o ook —

Figure 9-63 The IBM HTTP Server configuration file
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8. Use Figure 9-64 as a guide when editing this configuration file. The parameters in
Table 9-11 explain some of the more common parameters that you might want to add to
the configuration file of your Workplace Services Express HTTP server.

Important: You must add the LoadModule parameter before any of the other
parameters shown in Table 9-11. The best practice is to add this parameter to the first
line of the configuration file. Besides the LoadModule parameter, the location of these
parameters in the configuration file is not critical.

Refer to the following Web address for additional information about these parameters and
their functionality being added to the IBM HTTP configuration file:

http://httpd.apache.org/docs-2.0/mod/mod_deflate.html

Table 9-11 Parameters to add to the IBM HTTP Server configuration file

Parameter

Description

LoadModule deflate_module
/QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM

Add the LoadModule necessary for the Apache module to
support gzip.

LogFormat "\"%n\" %{outstream}n/%{instream}n
(%{ratio}n%%)" deflate

Define a new log type for the deflated output.

CustomLog logs/deflate_log deflate

Define the location for the deflate log (path relative to the
www/server directory).

LogMaint logs/deflate_log 7 O

Define log maintenance for the deflate log. This deletes all logs
older than seven days.

AddType application/zip .jar

Define a new mime type for the WCT client. This improves the
download performance of the WCT client.

SetOutputFilter DEFLATE

Define the gzip output filter, in this case, only compressing
outbound traffic.

DeflateFilterNote Input instream
DeflateFilterNote Output outstream
DeflateFilterNote Ratio ratio

Define the variables used in the deflate log.

SetEnvif "User-Agent" "\." no-gzip

Disable compression for all requests.

SetEnvlf "User-Agent" "MSI[E].(5\.56\.0);" Ino-gzip

Enable compression for Microsoft Internet Explorer V5.x and
V6.x browsers.

SetEnvlf "User-Agent" "Mozilla/5.0" Ino-gzip

Enable compression for a Mozilla V5.0-based Web browser.

SetEnv gzip-only-text/html 1

Enable compression only for content with a text/html mime
content type.

SetEnvifNoCase Request_URI "\.(jslcss)$"
gzip-only-text/html|=0

Enable compression for content URI that ends with .js
(JavaScript™) or .css (cascading style sheets).

Figure 9-64 shows an example of the IBM HTTP Server configuration file for the
Workplace Services Express server, ITSOWSE2, after GZIP compression was enabled.

Tip: Click Wider at the bottom of the edit configuration file display to increase the edit
window. Make sure that you complete the resizing the edit window prior to making any
changes to the configuration file. Otherwise your changes will be lost.
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WebSpherePluginConfig /QIBM/UserData/WebAS5/Base/ITSOWSE2/config/cells/plugin-cfg.xml
LoadModule ibm_app_server_http_module /QSYS.LIB/QEJBAS5.LIB/QSVTIHSAH.SRVPGM
# Added the necessary Apache module to support GZIP compression
LoadModule deflate_module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
# HTTP server (powered by Apache) configuration
DocumentRoot /www/itsowse2/htdocs
ServerRoot /www/itsowse2
Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec
-Indexes -MultiViews
Listen 9.5.92.26:80
MaxKeepAliveRequests 0
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie
LogFormat "%{User-agent}i" agent
LogFormat "%{Referer}i -> %U" referer
LogFormat "%h %1 %u %t \"%r\" %>s %b" common
# Define a new log type for the deflated output
LogFormat "\"%r\" %{outstream}n/%{instream}n (%{ratio}n%%)" deflate
CustomLog logs/access_log combined
# Define the location for the deflate log (path relative to the www/<server> directory)
CustomLog logs/deflate_log deflate
#Define custom maintenance for the deflate log. Will delete all logs older than 7 days
LogMaint Togs/deflate_log 7 0
SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
# Define the gzip output filter. In this case we are only compressing outbound traffic
SetOutputFilter DEFLATE
# Define variables used in the deflate log
DeflateFilterNote Input instream
DeflateFilterNote Output outstream
DeflateFilterNote Ratio ratio
# Enable compression for MS IE Browsers v5.x and v6.x
SetEnvIf "User-Agent" "MSI[E].(5\.5|6\.0);" !no-gzip
# Enable compression for Mozilla v5.0 based browser
SetEnvIf "User-Agent" "“Mozilla/5.0" !no-gzip
# Enable compression for content with text/html mime content type
SetEnv gzip-only-text/html 1
# Enable compression for content URI that ends with .js (JavaScript) or .css (Cascading
# style sheets)
SetEnvIfNoCase Request URI "\.(js|css)$" gzip-only-text/htm1=0
<Directory />
Order Deny,Allow
Deny From all
</Directory>
<Directory /www/itsowse2/htdocs>
Order Allow,Deny
Allow From all
</Directory>

Figure 9-64 Example of the IBM HTTP Server configuration file after enabling GZIP compression

9. In the Edit Configuration File display, click Apply to save the IBM HTTP Server
configuration file changes. Then click OK.
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10.Stop and restart the Workplace Services Express HTTP server to apply any changes. For
details, see 5.4, “Managing an IBM HTTP Server for iSeries server” on page 123.

Example of the deflate_log

As a result of enabling a new custom log file, a new log file is created call deflate_log. This log
is located in the directory specified in the HTTP server configuration file. In our example, we
specified a directory of logs within the HTTP server’s directory. We accomplished this by
adding the following line to the HTTP server configuration file:

CustomLog logs/deflate_log deflate

In our example, the complete directory path to the deflate_log file is
/www/server/logs/deflate_log, where serveris the IBM HTTP Server name.

Figure 9-65 provides an example of this log file’s contents. The values displayed to the right of
HTTP/1.1 show the output size sent to the Web browser and the original size of the content.
The percentage is the difference. Refer to the deflate_log to determine by how much the
over-the-wire content is reduced. For example, Figure 9-65 shows that over-the-wire size of
content was reduced by 32%.

It is important to understand that only content that uses the mime type of text/html and any
files with the extension of .js (JavaScript) or .css (cascading style sheets) are compressed.

Note: After you verify that GZIP compression is enabled for your server, follow the steps in
9.7.4, “Disabling HTTP logging” on page 312, to disable any unnecessary logging.

"GET /lwp/myworkplace/!ut/p/.scr/LoggedIn HTTP/1.1" 7841/41657 (18%)

"GET /lwp/themes/html/workplace/dragNdrop.css HTTP/1.1" 424/1710 (24%)

"GET /lwp/themes/html/workplace/dragNdrop.js HTTP/1.1" 5565/27497 (20%)

"GET /1wp/themes/html/workplace/flyout.js HTTP/1.1" 2477/17055 (14%)

"GET /1wp/themes/html/workplace/ie/en/Styles.css HTTP/1.1" 9099/57722 (15%)
"GET /lwp/themes/html/workplace/ie/en/HelpStyles.css HTTP/1.1" 960/4391 (21%)
"GET /Twp/themes/htm1/workplace/ie/en/LWP_Styles.css HTTP/1.1" 4482/25855 (17%)
"GET /lwp/themes/html/workplace/actionMenu.js HTTP/1.1" 864/3649 (23%)

"GET /lwp/menu/menu_service.js HTTP/1.1" 3428/10529 (32%)

"GET /lwp/peopleawareness/peopleawareness_service.js HTTP/1.1" 2171/5900 (36%)
"GET /lwp/peopleawareness/person.js HTTP/1.1" 10754/42886 (25%)

"GET /lwp/peopleawareness/context_ie.js HTTP/1.1" 8138/41006 (19%)

"GET /Twp/themes/html/workplace/bannerGraphicTop.jpg HTTP/1.1" -/- (-%)

"GET /lwp/images/dot.gif HTTP/1.1" -/- (-%)

"GET /Twp/themes/htm1/workplace/TotusWordmark.jpg HTTP/1.1" -/-
"GET /lwp/themes/html/workplace/clearPixel.gif HTTP/1.1" -/- (-

3
%

(-%)
)

Figure 9-65 Example of the deflate_log content
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9.7.4 Disabling HTTP logging

The level of HTTP logging required depends on the environment. For example, in a
development and test environment, logging levels are often required to be set at the highest
levels possible. This requirement changes when you move to a production environment.
HTTP logging takes additional resources on the server. All unnecessary HTTP logging should
be disabled for a production server.

The only logging that should be enabled for a production environment is error logging. To
disable all other logging, edit the HTTP server configuration file and comment out the
following lines as explained in the following steps:

» CustomLog Togs/access_log combined
» CustomLog logs/deflate_log deflate

Important: We recommend that you back up the configuration file prior to making any
changes. A damaged configuration file can cause the server to not restart.

1. Access the IBM Web Administration for iSeries by pointing your Web browser to your fully
qualified iSeries host name on port 2001:

http://iSeriesHostName.domain:2001
In our example, we enter:
http://rchasl2.rchland.ibm.com:2001

2. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

3. From the iSeries Tasks menu, click IBM Web Administration for iSeries. You return to
the last server that you administered.

Click the Manage tab and then click the HTTP Servers subtab.

Make sure the correct HTTP server for the Workplace Services Express server is
selected.

6. For Server area, select Directory /www/serverihtdocs, where serveris the name of your
IBM HTTP Server (see Figure 9-66).

IBM Web Administration for iSéfies

(WEGELES Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running E@JE| Server:| ITSOWSE2 - Apache v| Serverarea:| Global configuration hd
T T ~ " Global configuration
B URL Mapping Manage Apache server "l Directory /
Directory Mmw/itsowse2/htdocs

B Request Processing K
[ HTTP Responses HTTP server created by the Create IBM Warkplace wizard

[ Content Settings
[ Directory Handling

[ Security Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache). Using th
B Dynamic Content and CGl up and manage your HTTP Server (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you h
[ Logging to establish a Web presence and get started on the road to working the Web for business.

b Proxy To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, stg
b Systemn Resources create a working HTTP Server (powered by Apache). Once the wizard has been successfully completed, you will h
0 FRCA is usable for internal or external business needs.

Figure 9-66 Selecting the Server area for the IBM HTTP Server
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7. In the left navigation pane, under the Tools menu, select Edit Configuration File
(Figure 9-67).

IBM Web Administration for iSeries

Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running Sewer:|ITSOWSE2-Apache [VJ Serverarea:| Directory.l’www.-"itSowse2fhtdocs[V]

B URL Mapping () Manage Apache server "ITSOWSE2" - Apache/2.0.52

B Request Processing .
B HTTP Responses HTTP server created by the Create IBM Workplace wizard

B Content Settings
B Directory Handling

B Security Welcome to the IBM Web Administration for iSeries manage forms for HTTP Server (powered by Apache). Using the
B Dynamic Content and CGl up and manage your HTTP Server (powered by Apache) quickly and easily. With IBM HTTP Server for iSeries you hal
B Logging to establish a Web presence and get started on the road to working the Web for business.

b Proxy To get started, use the Create New HTTP Server wizard under Common Tasks and Wizards. Follow the wizard, ste
b System Resources create a working HTTP Server (powered by Apache). Once the wizard has been successfully completed, you will ha

0 FRCA is usable for internal or external business needs.
B Compression

Once you have the basic server configuration, use the Server Properties forms to tailor your HTTP Server (powered

[ ASF Tomcat Setup task P ——

[ ASF Tomcat Settings =
B Domino Application Server
B WebSphere Application Server If\Web serving is a critical aspect of your business, use high availability and scalability of your Web server environm
and scalability can be achieved through the use of iSeries clustering.
* Tools
o Display Configuration File Use the Fast Response Cache Accelerator (FRCA) to improve the performance and scale of Web and TCP server g
< Edit Configuration Fil both static and dynamic content in @ memory-based cache located in the Licensed Internal Code.

& Directive Index
o Real Time Server Stafistics [

R ) il s s et i AT oSN == =l s s ol = eem s m s i s B mm e i e

Figure 9-67 Selecting Edit Configuration File

The selected file /www/server/conf/httpd.conf, where serveris the name of your IBM HTTP
Server, is now displayed for editing as shown in Figure 9-68.

IBM Web Administration for iSeries

Setup PWIELELEN Advanced | Related Links

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running @ Server: | ITSOWSEZ2 - Apache vl Serverarea:|  Directory /www/itsowse2/htdocs [V]

B URL Mapping [~] TsowsE? = Edit Configuration File

Liagl s - iesil Edit Configuration File

B HTTP Responses
B Content Septtings Selected file:  fwwwiitsowseZ/confihttpd.conf

B Directory Handling
hebSpl’.e:ePluginConfig /QIBM/UserData/WebAS5/Base/I|M

B Security LoadModule ibm app server http module /QSYS.LIB/QE
DDynaﬁncConmntandCGl # HITP server (powered by Apache) configuration
& Logging __ |DocumentRoot /www/itsowse2/htdocs
ISEIVEIROOE Jvww/itsowse2
B Proxy Cptions —ExecCGI -FollowSymLinks —SymLinksIfCwnerM
[ System Resources Listen 9.5.92.26:80
0 FRCA : MaxKeeplhliveReguests 0
b Compression LogFormat "$h %1 u 3t \"Sr\" $»s b \":{Referer}i Q
LogFormat "%{Cookie}ln \"%r\" %t" cookie
B ASF Tomcat Setup task LogFormat "%{User-agent}i"™ agent =

[ ASF Tomcat Settings
[ Domino Application Server
B WebSphere Application Server

LogFormat "%{Referer}i -» 30" referer

LogFormat "$h %1 %u %t \"3r\" %>z %b" common

CustomLog logsﬁaccess_log combined

SetEnvIf "User-Agent™ "Mozilla/2" nokeepalive

VTONS : : SetEnvIf "User-Agent"™ "JDK/1\.0" force-response-1.
< Display Configuration File SetEnvIf "User-Agent" "Java/1\.0" force-response-1

& Edit Configuration File
+” Directive Index Apply

o Real Time Server Statistics [

Figure 9-68 The IBM HTTP server configuration file
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8. Comment out the following lines by typing a number sign (#) in front of each line:

# CustomLog logs/access_log combined
# CustomLog logs/deflate log deflate

9. In the Edit Configuration File window, click Apply and then click OK to save the IBM HTTP
Server configuration file changes.

10.Stop and restart the Workplace Services Express HTTP server to apply any changes. For
details, see 5.4, “Managing an IBM HTTP Server for iSeries server” on page 123.

9.8 Database tuning

The storage container for Workplace Services Express on iSeries is DB2 Universal Database.
In this section, we address how you can fine-tune this storage container to achieve the best
performance for your Workplace Services Express servers.

9.8.1 System value for the SQL Query Engine

V5R2 introduced a new optimizer called the SQL Query Engine (SQE). The system value
QDBFSTCCOL, the database file statistics collection, controls the level of database statistics
that are collected and used by the query optimizer. The statistics gathered are used to control
runtime behavior of the query optimizer.

QDBFSTCCOL: Database file statistics collection
You can set the QDBFSTCCOL system value to one of the following four values:

*ALL This value is the default setting and allows all statistics to be collected in the
background.

*SYSTEM This value allows only system-requested statistics to be collected in the
background.

*USER This value allows only user-requested statistics to be collected in the background.
*NONE This value restricts everyone from creating statistics in the background. It does
not prevent immediate user-requested statistics from being collected.

The setting chosen for QDBFSTCCOL system value affects the level of database statistics
that are available to the new query optimizer when processing queries.

Note: You can turn off the i5/0S system value QDBFSTCCOL to disable database
statistics auto refresh, since the auto refresh uses CPU during run time. We recommend
that you leave on the auto refresh to keep the database statistics up to date.
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9.8.2 Monitoring database performance

i5/0S provides statistics that can be used to monitor performance of your database
environment. You can use a tool, called the database monitor, to collect and view statistics for
all columns of data in all tables for a given library on the system. You access this tool using
iSeries Navigator.

We use the database monitor tool to monitor the DB2 Universal Database databases that

provide the underlying infrastructure for a Workplace Services Express server. We want to
monitor a particular the library, which contains the WebSphere Portal databases. Use the

procedure explained in 5.2, “Reviewing the Workplace Services Express configuration” on
page 110, to determine the WebSphere Portal database, or schema, associated with your
Workplace Services Express server.

The portal schema associated with the Workplace Services Express server in our example is
ITSOWSE26. We create a database monitor over that library to capture statistics about the
databases in this library used by the Workplace Services Express server.

Tip: Monitoring database performance helps to determine whether performance issues
with Workplace Services Express servers are related to the underlying DB2 Universal
Database libraries or with the LDAP server.

Creating an SQL performance monitor

Before you create the performance monitor, you must create or identify a library in which to
store the data. In our example, we create a library called ITSOWSEZ2 to hold database
statistics for our Workplace Services Express server database access.

You can create a summary or detailed SQL performance monitor against the Workplace
Services Express databases using iSeries Navigator. Perform the following steps to create
the library to store SQL performance monitor data and to create the SQL performance
monitor:

1. Use the Create Library (CRTLIB) CL command to create a library to store the SQL
performance data. In the following example, replace ITSOWSEZ2 with the name you want
to give this library.

CRTLIB LIB(ITSOWSE2) TEXT('Library to store SQL performance statistics')

2. Start iSeries Navigator and access your iSeries server. When prompted, enter a valid
i5/0S user profile and password with at least *ALLOBJ, *IOSYSCFG, and *JOBCTL
special authorities.
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3. Click My Connections — iSeries system name — Databases — S65d0acd —
Schemas to view the database or databases and their schemas, as shown in Figure 9-69.

Note: The schema name shown is the relational database directory entry for the iSeries
server. In our example, the relational database directory entry is S65d0acd.

(@ iSeries Navigator
File Edit Wiew Help

&
| Environment: My Connections | Rchas12: Schemas Database: S65d0acd
+ @ Management Central (Rchas12) Mame | Text
- ﬁ My Connections [ QarL General Purpose Library
-l rehas12 EQTEMP

+ % Basic Operations
+ @ Work Management
] g@, Configuration and Service
ER System values
(L} Time Management
+- 8% Hardware
+- [} Software
+ Fixes Inventory
ﬁ Collection Services
Logical Partitions
L Network
+-80 Security
+-fii® Users and Groups
= % Databases
-l Se5d0cd

¥

% Databaze Navigator Maps
SQL Performance Monitors

Figure 9-69 Database expanded to Schemas in iSeries Navigator

4. Right-click Schemas and select Select Schemas to Display as shown in Figure 9-70.

@ iSeries Mavigator
File Edit View Help

&
| Environment: My Connections | Rchas12: Schemas Database: S65d0acd
] (Ii Management Central (Rchas12) MName | Text
= w My Connections 1'I"SO\"‘J’SE2 Library to store SQL performance statistics
- Rehas12 ) [ msowsE2s COLLECTICN - created by SQL
i % S\?sii‘pemhons " [E5 QarL General Purpose Library
+ 'ork Managemen
MP

+ Configuration and Service QTE
+ Metwork
+ Security
+ gw Users and Groups
- iy Databases

Open
Create Shortout
Customize this View 3

+
+
+
+
% Select Schemas to Display

by s
d New 4
+ l“_'lc'D File Systems

Figure 9-70 Selecting the option Select Schemas to Display
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5. In the Select Schemas to Display window (Figure 9-71), follow these steps:

a. Enter the name of the schema or library to display. This is the name of the database
that you decided to use to collect the SQL performance statistics in. For our example,
we enter the name of the library, called itsowse2, that we created in step 1 on
page 315.

b. Click the Add button.

@ Select Schemas to Display - Rchas12(S65d0acd)
* Enter scherma names: Selected schemas:
|itsowsez Mame Texd |
QGPL General Purpose Likrary
" Search for schemas: QTEMP

Ok | Cancel | Help |‘?|

Figure 9-71 Entering the schema name to display

c. Add the library that contains the WebSphere Portal databases associated with your
Workplace Services Express server. In our example, this database is called
ITSOWSE26.

If you haven’t already done so, use the procedure explained in 5.2, “Reviewing the
Workplace Services Express configuration” on page 110, to determine the WebSphere
Portal database, or schema, associated with your Workplace Services Express server.

The WebSphere Portal database for your Workplace Services Express server is now
added to the library list (schema list). This is necessary because you select this library
when you create the SQL performance monitor.

d. Click OK.
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6. Click Schemas and the Database tasks are displayed in the lower panel of iSeries
Navigator as shown in Figure 9-72. In the right side of the lower panel, click Create a new
summary SQL performance monitor.

|® iSeries Navigator

File Edit View Help

2 @

| Environment: My Connections

|Rchasiz: schemas  Database: s65d0acd

+ (Ii Management Central (Rchas12)
= w My Connections
- || Rchas1z
! % Basic Operations
+ @ Work Management
¥ g Configuration and Service
Network
+-{3F) Security
+- i Users and Groups
= ej Databases

¥

+ WSE2
+ ITSOWSE26
+ QGPL

+1- 5 QTEMP

% Database Mavigator Maps

SQL Performance Monitors
+ Lt‘@ Transactions

+-02 Fie Systems

+ Backup

¥ @ Application Development

| AFP Manager

F¥y Tasks -Rchas12 A/
il Add a connection

& Install additional components

]

.4

MName Text

[ TsowsE2

- crea y

& TsowsE2s COLLECTION ted by SQL
[=lelez General Purpose Library

& QTEMP

Select schemas to display

Run an 5QL script
L) RN

Library to store SQL performance statistics

Create a ngw summary SQL performance monitor

% Create a detailed SQL performance monitor

W)

Map your database
2 [create a new summary SQL performance monitor.

Figure 9-72 Database tasks pane of iSeries Navigator
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7. In the New Summary SQL Performance Monitor window (Figure 9-73), provide the
following information:

a. Inthe General tab, provide the following values:

i. For Name, type the name of the database monitor. In our example we enter Monitor
ITSOWSE26 portal db.

Note: ITSOWSEZ26 is the name of the library that contains the WebSphere Portal
databases for our Workplace Services server.

ii. For Schema for save data, select the library to store the statistics. We selected
library ITSOWSE2, which as stated previously was created to store this data.

New Summary SOL Performance Monitor - Rchas12(S65d0acd) 2J&d

General ] Monitored Jobs l Data to Collect ]

Name: |M0n'rt0r ITSOWSEZ26E portal db
Schema for saved data: ITSOWSE2 ﬂ
Storage (MB): No Maximum -

0K | Cancel Help

Figure 9-73 Creating the new summary SQL Performance Monitor: The General tab

b. Click the Monitored Jobs tab.
i. Change the selection from All to Select from list below.
ii. Click the Subsystem column to sort the list of jobs by subsystem.

iii. Scroll down to the QEJBASS5 subsystem. Find the QEJBASS jobs associated with
your Workplace Services Express server. If you have more than one Workplace
Services Express server running, see 5.3, “Verifying a Workplace Services Express
server is active” on page 112, to determine which jobs are associated with your
Workplace Services Express server.

Note: When using this method to determine which jobs are associated with your
Workplace Services Express server, take note of the job numbers at the top of
each job log.
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iv. Highlight a server job and click the Select button to add the server job to the list of
selected jobs. Do this for the three server jobs associated with the Workplace
Services Express server:

* QJVAEXEC
* SERVER1
* WEBSPHERE_

Tip: To focus on monitoring Workplace Services Express SQL performance, we

recommend that you monitor only the server jobs associated with the Workplace
Services Express server for which you are gathering performance statistics.

See Figure 9-74.

New Summary SOL Performance Monitor - Rchas12(S65d0acd)
General Monitored Jobs ] Data to Collect ]
Al
{+ Select from list below:
Available jobs:
Name Lser Number Subsystem Current User | |
SERVER1 QEJBSVR 282151 QEJBASS QEJBSVR
WEBSPHERE_ QEJBSVR 282263 QEJBASS QEJBSVR
WEBSPHERE_ QEJBSVR 28831 QEJBASSE QEJBSVR Select
QEJBASE Qs5Ys 282150 QEJBASS QsYs
QUVAEXEC QEJBSVR 288372 QEJBASS QEJBSVR Show Cumrert
MAIL_SERVE QEJBSVR 293572 QEJBASS QEJBSVR 1
WEBSFHERE QEJBSVR 293455 QEJBASS QEJBSVR ¥
<l | B
Selected jobs:
Name User Numbir Subsystem Cument User | Job
QIVAEXEC QEJBSVR 293565 QEJBASS QEJBSVR Bat
SERVER1 QEJBSVR 282163 QEJBASS QEJBSVR Batc
WEBSPHERE _ QEJBSVR 282265 QEJBASS QEJBSVR Batc
¢ ' B
QK | Cancel Help

Figure 9-74 Creating the new summary SQL Performance Monitor: The Monitored Jobs tab
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c. Click the Data to Collect tab (Figure 9-75) and enable the following data to be
collected:

e Summary data
e Statement text
e Host variable use

= =

Hew Summary SOL Performance Monitor - Rchas12.rchland.ibm.com(565d0acd) @

General] Monitored Jobs  Datata Collect

[rata:

v Summary data [ Index creation

v Staternent text [ Indexes used

v Host variable use [ Optimizer time outfacces: paths congidersd
[ Data sorts [ Subselect processing

[ Tablz scan [ Temporamy file use

Select ll

oK | Cancel Help

Figure 9-75 Creating the new summary SQL Performance Monitor, Data to Collect tab

d. Click OK to finish creating the new SQL performance monitor.

Note: The database performance monitor starts automatically after it is created.
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Viewing the SQL performance monitors

After collecting database performance monitor statistics for the underlying databases that
support your Workplace Services Express server, you can view the database statistics that
were collected. Perform the following steps to view the database statistics:

1. To view the SQL performance monitor, under the Schemas view in iSeries Navigator,
select SQL Performance Monitors (Figure 9-76).

@ iSeries Navigator

File Edit View Help

XE @0

| Environment: My Connections

| Rchas12: SQL Performance Monitors  Database: 565d0acd

+ (Ii Management Central (Rchas12)

+- B8} Work Management
+ % Configuration and Service
+ Metwork
+ Security
+-if® Users and Groups
|-y Databases
- gy 565d0acd
(&5 schemas
+ ITSOWSE2
+ ITSOWSE26
+ QGPL
¥ QTEMP
% Database Mavigator Maps
SQL Performance Monitors
+ L?Q Transactions
+- &2 File Systs

| Type Status Schema Creator | Jobs
=B My Connections EIITSOWCS05 Summary SQL Summary  Ended ITSOWCS05  TREVORT 135653/QT]
= Rehas12 FEfMontitor ITSOWSE2S portal db Summary  Ended reowsEs KGREENE 293565 /0E]
+ % Basic Operations

Figure 9-76 Viewing the SQL Performance Monitors

2. End the monitor to view the report details. Right-click the summary monitor and select

End as shown in Figure 9-77.

File Edit View Help

XE @0

| Environment: My Connections

| Rchas12: SQL Performance Monitors  Database: 565d0acd

+ (Ii Management Central (Rchas12)
= m My Connections
- i Rchas12
+- Bl Basic Operations
+ EE Work Management
+ g Configuration and Service
+ Metwork
+-88 Security
+-if® Users and Groups
|-y Databases
-y 565d0acd
(&) schemas
+-[35 ITSOWSE2
+- [ QGPL
+- (5| QTEMP

% Database MNavigator Maps

SQL Performance Monitors

Mame | Type Status Schema

A

Analyze Results
Delete...

Properties

Creato
EH‘SOWCSDS Summary SQL Summary Ended ITSOWCS0S5 TREVO
%Monﬁmr | Summary Started ITSOWSE2 K&
.......................... Pause
End

Figure 9-77 Ending the SQL performance monitor
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3. After the monitor is ended, right-click the summary monitor and select Analyze Results

as shown in Figure 9-78.

@ iSeries Navigator

File Edit View Help

XE @0

| Envirenment: My Connections

| Rchas12: SQL Performance Monitors

Database: 565d0acd

+ % Basic Operations

+- B8 Work Management

+ % Configuration and Service
+ Metwork

+ Security

+-if® Users and Groups

+ (Ii Management Central (Rchas12) Mame | Type Status Schema Creator Jobs
=l My Connections BRITsowes0s Ssummary SGL Summary Ended ITSOWCS05  TREVORT 135653,
- fl Rehasi2 FiMontitor ITSOWSE2S portal db Summarv  Ended ITSOWSE2 KGREENE 293565,

Analyze Results %

= % Databases Delete...
- gy 565d0acd tes
(&) schemas :
e

Figure 9-78 Analyze Report options for SQL performance monitor

4. In the Summary SQL Results window (Figure 9-79), complete these steps:

a. From the Summary Results tab, select the Collection period and the summary

queries.
b. Click the Detailed Results and review and select the necessary options.
c. Click the Composite View tab and review and select the necessary options.
d. Click the View Results button.
e. Click OK.
ITSOWCSOS Summary SOL FResults - Rchas12.rchland.ibm.com(565d0acd) E]

Summary Hesults l Dietailed Hesults] Composite Wisw ]
Collection period: |me: 0432008 21551 PM Tor B/2/2005 2:26.06 PM j
Select summary queries:

v General summary

I¥ Job summary

[+ Operation summary

[¥ Program surrmary

Dezelect All Modify Selected Queries | Yiew Results &
’Tl Cancel | Help

Figure 9-79 Summary SQL Results
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The result is a composite query of the summary SQL performance monitor settings. For
information about how to interpret the results, refer to the IBM Redbook Preparing for and
Tuning the V5R2 SQL Query Engine on DB2 Universal Database for iSeries, SG24-6598.

9.8.3 Creating database indexes

324

Creating database indexes can improve performance between a Workplace Services Express
server and the database server. Using iSeries Navigator or i5/0S SQL commands, creating
database indexes can be a fairly quick and easy procedure. In this section, we provide an
example of both of these procedures.

The databases that you want to create the indexes over reside in the WebSphere Portal
library or schema associated with your Workplace Services Express server. To determine the
name of the portal library for your Workplace Services Express server, refer to 5.2,
“Reviewing the Workplace Services Express configuration” on page 110.

Creating database indexes from iSeries Navigator
You can create the database indexes for a Workplace Services Express server using iSeries
Navigator.

1. Open iSeries Navigator and access your iSeries server.

2. When prompted, enter a valid i5/0S user profile and password with at least *ALLOBJ,
*IOSYSCFG, and *JOBCTL special authorities.

3. Click My Connections — iSeries system name — Databases — S65d0acd —
Schemas to view the database or databases and their schemas. See Figure 9-80.

In our example, the relational database directory entry name is S65d0acd. In your
environment, select the relational database directory name on your iSeries server.

(@ iSeries Navigator

File Edit View Help

@ B

| Environment: My Connections | Rrchasi2: Schemas  Database: S65d0acd

+- (B} Management Central (Rchas12) | Mamne Text

= i r‘r' Connections [ErsowsE2 Library to store SQL performance statistics
- ;chasl?_ _ [ TsowsE2s COLLECTION - created by SQL
+-*.3 Basic Operations [ QarL General Purpose Library

+ @ Work Management =
MP
+ g Configuration and Service -QTE

+ Network
+ Security
+-fiff® Users and Groups
-y Databases
=l 565d0acd
= (£5) {Schemas;
% Da e Mavigator Maps
SQL Performance Monitors

+ ‘-+0"._+.\ Transactions

Figure 9-80 i5/0S connection via iSeries Navigator
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4. By default, iSeries Navigator does not display all the database schemas on the system. To
add the database schemas for the Workplace Services Express server, follow these steps:

a. Right-click Schemas and click Select Schemas to Display as shown in Figure 9-81.

Note: If you already selected the schemas to display as explained in “Creating an

SQL performance monitor” on page 315, you can skip to step 5 on page 327.

&) iSeries Navigator

File Edit VYiew Help

2 H

A=)

8 minukes old

| Enwiranment: My Connections

|Rchasl2.rch|and.ibm.cnm: Schemas

Database: 56540,

+ @ Management Central (Rehas12,rchland.ibnn. com) (&
= w Iy Connections "l
- i Rehas12.rehland.ibm.com
+-Yg Basic Operations
@. Work Managerment
% Configuration and Service
Network
0 Security
+-§f® Users and Groups
= % Databases

+
+
+
+

=l 565d0acd
B Explore
+ QGPL
+ [ qTEn ORen
Databasd  -reate Shorkeut
sQL Perf|  Customize Ehis View

+ ﬁ‘g‘\ Transack

i My Tasks - Rchas12.rchland i

& Install additional components

Select schemas to be displayed in the 'Schemas’ Folder,

Fun an S0L scripk
MMap wour database

. Select Schemas to Display

: New % ?
I Add a connection ‘ e oo e hEmas to display Create a new summary 5

Mame l Texk
QGPL General Purpc
&= QTEMP

Create a new detailed 3¢
¥ ¥ Help For related tasks

(]

Figure 9-81 Selecting the option Select Schemas to Display
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b. In the Select Schemas to Display window, choose either Enter schemas names or
Search for schemas. Figure 9-82 shows an example of entering the WebSphere
Portal database for Workplace Services Express server ITSOWSE2.

c. Click the Add button to add the schema name to the selected schema list.

-
@ Select Schemas to Display - Rchas12(S65d0acd)
(= Enter schema names: Selected schemas:
RERER MName Text |
QIGFL General Purpose Library

(" Search for schemas: & QTEMP

Ok Cancel | Help |‘?|
Figure 9-82 Adding a schema name to the select schema list
Figure 9-83 shows the schemas added to the list.
@ Select Schemas to Display - Rchas12(S65d0acd) I
o g

& Erierschisma names: Selected schemas:

| Mame | Text |
ITSOWWSEZ Library to store 8QL perform...

" Search for schemas: [ TSOWSE2E  COLLECTION - created by 5.

QGPL General Purpose Library

Fames =] QTEMP

QK | Cancel | Help |'?|

Figure 9-83 Selected Schemas after adding

d. Click OK. iSeries Navigator now shows the Workplace Services Express WebSphere
Portal library.
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5. In the Database tasks panel, located in the lower pane of iSeries Navigator, select Run an
SQL script as shown in Figure 9-84. This launches an SQL script window to perform the
indexing.

Jatabases tasks
[55) select schemas to display

Hin Create a new summary SQL performance monitor

Run an 50L scrint ﬁ Create a new detailed 5QL performance monitor
Map your base b ? Help for related tasks
Edit, save and run scripts containing SQL statements and CL commands. |

Figure 9-84 Run an SQL script

6. In the Run SQL Script window (Figure 9-85), run the following scripts individually to
create the database indexes.

Note: Replace portaldb with the WebSphere Portal database that you are indexing.

— create index portaldb.IX2110D on portaldb.prot res ( parent oid, oid )
— create index portaldb.IX2140B on portaldb.Ink_user_role ( role_inst_oid )
— create index portaldb.lambr_idxfixl on portaldb.wmmlambr (WMMLAMBR ID, MEMBER_TYPE)

— create index portaldb.laasval_idxfix3 on portaldb.wmmlaasval (WMMLAMBR_ID,
WMMLAATR_ID)

— create index portaldb.laasval idxfix2 on portaldb.wmmlaasval (WMMLAMBR_ID,
HAS_CONTEXT)

— create index portaldb.disresidx2 on portaldb.DISCUSSIONRESOURCE (uri, parenturi,
path)

— create index portaldb.disresidx3 on portaldb.DISCUSSIONRESOURCE (uri, rooturi,
projectid, workspace)

— create index portaldb.disres midx2 on portaldb.DISCUSSIONRES M (uri, wpcpguid)
— create index portaldb.metaidx4 on portaldb.wpcpmetadata ( wpcpguid, wpcpdeleted)

Chapter 9. Performance tuning 327



328

Figure 9-85 shows an example of entering the first create index script against the
WebSphere Portal database ITSOWSE26. Click Run All to run the create index script.

B Untitled - Run SOL Scripts - Rehas12.rchland.ibm.com(S65... |- |(0)23

File Edit view Run VisualExplain Monitor Options Connection  Help

RS b B aﬂaw@ © | if § | B
Fun 11| | Insent |

Examples
create index portaldb2.IX21100 on portaldb2, prot_res { parent_oid, oid )

-

Conrnected to relational databasze S65d0acd on Rohas12 rchland.ibr.com as
Trevart - 152773/ QusetfQzdasoinit

Messages I

L]

Figure 9-85 Entering the create index SQL script
This results in a “Statement ran successfully” message, as shown in Figure 9-86.

B C:\Program Files\IBM\Client Access\Kim Script.sql - Run SOL... [~ || 0) &3
Options  Connection  Help

File Edit “iew FRun ¥isualExplain Monitor

RS AR FEFPOC Wy @
| Insert |

Exarmples |
create index itsowse26. 121100 on itsowse26.prot_res ( parent_oid, oid)

Ei 1)

Staternent ran successfully (234 ms)

Messagesl

Figure 9-86 Statement ran successfully message
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7. Clear the create index script to continue running the next SQL script.

8. Create the remaining indexes listed in step 6 on page 327 using the same procedure that

you used to create the first index.

After all of the indexes are created, exit the Run SQL Scripts window. Saving the

information is optional.

Changing the object owner of database indexes via iSeries Navigator

For each of the new indexes that you created, change the owner to the user profile used

during the Workplace Services Express server configuration.

1. Open iSeries Navigator and access your iSeries server.
2. When prompted, enter a valid i5/0S user profile and password with at least “ALLOBJ,

*IOSYSCFG, and *JOBCTL special authorities.

3. Click My Connections — iSeries system name — Databases — S65d0acd —

Schemas to view the database or databases and their schemas. See Figure 9-80 on

page 324.

In our example, the relational database directory entry name was S65d0acd. In your

environment, select the relational database directory name on your iSeries server.
4. Expand Schemas and select the WebSphere Portal schema for your Workplace

Services Express server.

5. Click Indexes to view the database indexes created. Figure 9-87 shows an example of
selecting the WebSphere Portal database of ITSOWSE26.

‘@ iSeries Mavigator

File Edit WView Help

XE S

| Environment: My Connections

| Rchas12: ITSOWSE26  Database: S65d0acd Schey
+ @ Management Central (Rchas12) MName
- B My Connections AII Objects
=N | gchasl? ) s Alizses
+ é BﬁasTC Operations ﬂCDnstraims
+ Worl I'v1ane_lgement _ = Distinct Types
+ Configuration and Service )
Functions
+ Metwark <n’u};I 4
+ Security noees i
+-ijif® Users and Groups — BLElvers
- iy Databases @Journals
= E:i S55d0acd %Prncedures
al
| @ Schemas E:?Sequences
5] i il SOL Packages
- [ Tables
+-|E| QGPL Triggers
+-|E| QTEMP Views
Figure 9-87 Selecting Indexes for the WebSphere Portal database of ITSOWSE26
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The indexes for the database are now displayed. Notice the owner column in Figure 9-88.

Note: Click the column labeled Owner to sort the database indexes to see the indexes
you created in 9.8.3, “Creating database indexes” on page 324.

|® iSeries Navigator

File Edit View Help

@ B

| Environment: My Connections

| Rchas12: Indexes

Database: S65d0acd

Schema: ITSOWSE26

+ (Ii Management Central (Rchas12)
= w My Connections
- Rechas12
+ % Basic Operations
ER Work Management
% Configuration and Service
Metwork
Security
#i® Users and Groups
|-y Databases
- Ry 565d0acd
(&) schemas
+ ITSOWSE2
- ITSOWSE2S
All Objects
23 Aliases
f} Constraints
ZE Distinct Types
Functions
&y Indexes
Journal Receivers
Journals
Procedures
EF;' Sequences
il SOL Packages
EH Tables

F-[- [

SQL Name Type Table Owner
Y LAMBR._IDXFIX1 Not unigue ITSOWSE26.WM... KGREENE
Y LAASVAL_IDXFIX3 Mot unigue ITSOWSE26.WM... KGREEMNE
Y LAASVAL_IDXFINZ Mot unigue ITSOWSE26.WM... KGREEMNE
£ IX21408 Mot unigue ITSOWSE26.LME... KGREENE
£ 1X2110D Mot unigue ITSOWSE26.PR...  KGREEMNE
£ METAIDX4 Mot unigue ITSOWSE26.WP... KGREENE
& DISRESIDN2 Mot unigue ITSOWSE26.DIS... KGREEME
Y DISRES_MIDX2 Mot unigue ITSOWSE26.DIS... KGREEME
£ DISRESIDX3 Mot unigue ITSOWSE26.DIS... KGREENE
Y REFERRER_X Unigue ITSOWSE26.REF...  WSE2DBUSE
Y PLATFORMS_X Unigue ITSOWSE26.PLA...  WSE2DBUSE
Y REFERRERHOST _X Unigue ITSOWSE26.REF... WSE2DBUSE
Y RESOURCES_X Unigue ITSOWSE26.RES...  WSE2DBUSE
Y REFERRERURL_X Unigue ITSOWSE26.REF... WSE2DBUSE
Y KVC_KVP_X Mot unigue ITSOWSE26.KEY... WSE2DBUSE
Y KVC_PARM_X Mot unigue ITSOWSE26.KEY... WSE2DBUSE
13 PARMS_X Mot unigue ITSOWSE26.PA...  WSE2DBUSE
7 PATHX2 Mot unigue ITSOWSE26.PATH  WSE2DBUSE
Y KEY_¥X Unigue ITSOWSE26.KEY WSE2DBUSE]
Y SERVERS_X Unigue ITSOWSE26.5ER...  WSE2DBUSE]
£ WMMIDB0 Mot unigue ITSOWSE26.WM... WSE2DBUSE]
s WMMIO7S Mot unigue ITSOWSE26.WM... WSE2DBUSE]
s WMMIOS7 Unigue ITSOWSE26.WM... WSE2DBUSE]

Figure 9-88 Displaying the database indexes

6. Right-click a newly created index and select Permissions as shown in Figure 9-89.

@ iSeries Navigator
File Edit View Help
& > =
| Environment: My Connections | Rchas12: Indexes  Database: S65d0acd Schema: ITSOWSE26
+ (Ii Management Central (Rchas12) S0L Mame | Type Table Owner
= w My Connections s ITSOWSEZS. WM. .. KGREENE
= | Rehast2 P LAASVAL_IDXFIX3 e ITSOWSE26.WM... KGREENE
5% Basic Operations £ LAASVAL_IDXFIX2 Generate SQL... ITSOWSE26.WM... KGREENE
+- B Wark Mengement B 1X21408 RIS % [TSOWSE26.LNK. .. KGREENE
: g E::Eiahon Y s 1421100 cut ITSOWSE26.PR...  KGREENE
I Security s METAIDX4 Copy ITSOWSE26.WP... KGREENE
41§ Users and Groups QDISRESIDXZ . S ITSOWSE26.DIS...  KGREENE
- i@y Databases DISRES_MIDX2 ITSOWSE26.DIS...  KGREENE
=Ry se5d0zcd s DISRESIDX3 Rename... ITSOWSE26.D15...  KGREENE
=[5 schemas 7 REFERRER_X Description ITSOWSE25.REF... WSE2DEUSH
+ ITSOWSE2 & PLATFORMS X O ITSOWSE25.PLA...  WSE2DEUSI
= ITSOWSE25 7 REFERRERHOST_X Unique ITSOWSE25.REF... WSE2DEUSH
All Objects s RESOURCES _X Unique ITSOWSE25.RES... WSE2DEUSH
= Aliases & REFERRERURL_X Unique ITSOWSE25.REF... WSE2DEUSH
‘I;Iv Constraints & KVC_KVP_X Not unique ITSOWSE26.KEY... WSE2DBUS
£ Distinct Types £ KVC_PARM_X Mot unique ITSOWSE26.KEY... WSE2DBUS
Functions & PARMS_X Not unique ITSOWSE26.PA...  WSE2DBUS
oy Indexes 7 PATHY2 Mot unigue [TSOWSE26.PATH _ WSE2DBUSI

Figure 9-89 Selecting the index permissions

Note: The Owner column also shows who the original user was that was used to create
the initial indexes and databases in our WebSphere Portal schema. In our example, this
is user WSE2DBUSER. Make note of this index owner, which you must know later.
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7. In the Permissions window (Figure 9-90), click the Owner button.

@ Itsowse26.lambr_idxfix1 Permissions - Rchas 12(S65d0acd) [f=1<
Ohbject:
|IGSYS.LIEIIITSOWSEEE.LIBILAMEIR_ID)(FI}U FILE
Type: Owner: Fritmary group: Autharization list (AUTLY:
|SQLindex |Kgreene |(Nnne) |(N0ne)
Autharities view: ’m
Mame | Uze | Change |AII | Exclude | From AUTL | Custom |
il (Public) r ” » 3 S =
ﬁ. Kgreene { f" 0 f" I
Add... ‘ ‘
Orwner Primary Groug Altharization List
Cancel Apply ‘ Help ‘?|

Figure 9-90 Changing ownership of an index

8. In the Owner window (Figure 9-91), change the owner to the database profile used to
create the databases during the Workplace Services Express server creation. Scroll down
to find the original WebSphere Portal schema owner. In our example, this was user
WSEDB2USER. Highlight the user and click OK.

@ ttsowse26.lambr_idxfix1 - Owner
Ohject:
|LAMBR_IDHF L

Type: CUrrent cwner:
|8QLindex |Kgreene

Select new owner:

|_|7 i.WCS'IUdhLISr j

iWcsEdbuser
insdbuser
ins3dhuser
| 1L Wselabdh
iWsezdhuser
’ iWse3dhuser

—é. Wiseddbuser e
%Wseﬁdhuser j

¥ Rermove all permission from current owner

Ok cancel | Help “?|

Figure 9-91 Setting the database profile as the owner of the index
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9. In the Permissions window, click Apply to see the new owner updated. Click OK to exit the
Permissions window.

10.Perform step 6 on page 330 through step 9 for each of the remaining newly created

indexes.

Creating database indexes from an i5/0S command line
You can also create the database index for a Workplace Services Express server from an
i5/0S command line as explained in the following steps:

Note: DB2 Query Manager and SQL Developer Kit (5722-ST1) *“BASE must be installed to
run SQL commands from the i5/0S command line.

1. Connect to the iSeries server via a 5250 emulation session or access the system console.

2. When prompted, enter a valid i5/0S user profile and password with at least *ALLOBJ,
*IOSYSCFG, and *JOBCTL special authorities.

3. From an i5/0S command line, run the following command to start the SQL Interactive
Session interface with the naming convention set to *SQL.

STRSQL NAMING(*SQL)

Figure 9-92 displays a successful connection to the relational lab database S65D0ACD.

===>

F12=Cancel

F3=Exit  F4=Prompt

Enter SQL Statements

Type SQL statement, press Enter.
Current connection is to relational database S65D0OACD.

Bottom

F6=Insert line F9=Retrieve F10=Copy Tine
F13=

Services F24=More keys

Figure 9-92 Example results of running STRSQL NAMING(*SQL)

4. Run the following scripts individually to create the database indexes.

Note: Replace portaldb with the WebSphere Portal library you are indexing.

— create index
— create index
— create index
— create index
— create index
— create index
— create index
workspace)
— create index
— create index

portaldb.
portaldb.
portaldb.
portaldb.
portaldb.
portaldb.
portaldb.

portaldb.
portaldb.

IX2110D on portaldb.prot_res ( prot 00001, oid )

IX2140B on portaldb.Tnk_u00001 ( role 00001 )

LMidxfix1 on portaldb.wmmlambr (wmmla00001, membe00001)
LAidxfix3 on portaldb.wmmlaasval (wmml1a00004, wmmla00002)
LAidxfix2 on portaldb.wmmlaasval (wmmla00004, has_c00001)
disresidx2 on portaldb.DISCU00001 (uri, parenturi, path)
disresidx3 on portaldb.DISCU00001 (uri, rooturi, projectid,

disresmidx2 on portaldb.DISCU00002 (uri, wpcpguid)
metaidx4 on portaldb.wpcpm00001 (wpcpguid, wpcpd00001)
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Figure 9-93 shows an example of running the first create index script against the
WebSphere Portal schema of ITSOWSEZ26.

Enter SQL Statements

Type SQL statement, press Enter.
> create index itsowse26.IX2110D on itsowse26.prot_res (prot 00001, oi
d)
Index IS2110D created in ITSOWSE26 on table PROT_RES in ITSOWSE26.

===>

Bottom
F3=Exit  F4=Prompt F6=Insert line F9=Retrieve F10=Copy Tline
F12=Cancel F13=Services F24=More keys

Figure 9-93 Creating an index

5. Run the remaining create index commands in step 4 on page 332 on the schema.

6. Press F3 to exit the SQL Statements and type option 1 to save and exit the interactive SQL
session (Figure 9-94).

Exit Interactive SQL
Type choice, press Enter.

Option . . . . . . . .. 1 1=Save and exit session
2=Exit without saving session
3=Resume session
4=Save session in source file

F12=Cancel

Figure 9-94 EXxiting the Interactive SQL session

Changing the object owner of database indexes via i5/0S command line

For each of the new indexes created, change the owner to the database profile used during
the Workplace Services Express server configuration. You can verify this as explained in 5.2,
“Reviewing the Workplace Services Express configuration” on page 110.

From an i5/0S command line, run the Change Object Owner (CHGOBJOWN) CL command
against each of the newly created indexes. Set the new owner as the user profile that was
used during the Workplace Services Express server configuration.

The following command shows an example of setting the owner of WSE2DBUSER against
the newly created index IX2110D in the ITSOWSE26 library:

CHGOBJOWN OBJ(ITSOWSE26/1X2110D) OBJTYPE(*FILE) NEWOWN(WSE2DBUSER)

9.9 IBM Directory Server tuning

If you have chosen to use the IBM Directory Server for your LDAP server in your Workplace
Services Express server deployment, we recommend that you implement the tuning tips in
this section.
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9.9.1 Nested groups

To obtain the best performance, we recommend that you avoid nested groups within your
LDAP directory. Nested groups are groups within groups and can cause performance issues
with resolution of the groups that are either nested several levels deep or that contain many
users.

The reason why nested groups can be a performance concern is because of the security
checks that Workplace Services Express performs when a user requests a page. When the
page request is received by the server, permission levels of the user are checked against that
page and the individual portlets present on that page. Different security levels can be set for
each of these elements, meaning that a security check is required to serve up the individual
portlets, the portlet contents, and the page as a whole.

The Workplace Services Express server must check the user access before rendering the
page, so it can decide what to render according to the different security levels assigned to that
user for the different components. When users are in nested groups, getting the nested
member can be an intensive task on the LDAP server.

9.9.2 Database connections and server threads

The IBM Directory Server defaults to allowing four database connections and server threads.
Increasing this value can improve performance. In our testing, we increased this value to 10
and saw some positive results. To access the IBM Directory properties:

1. Open iSeries Navigator and access your iSeries server.

2. When prompted, enter a valid i5/0S user profile and password with at least *ALLOBJ,
*IOSYSCFG, and *JOBCTL special authorities.

3. Click My Connections — iSeries system name — Network — Servers — TCP/IP. In the
right pane, scroll down and right-click Directory server and select Properties as shown in
Figure 9-95.

(@ iSeries Navigator E]@
File Edit View Help
(ON| = 13 minutes old
| Environment: My Connections | Fichaz1Z rchland.ibm.com: TCPAP
= m My Connections |# | | Server Name Status Description ikl
=@ Rchasi2.rchland.ibm.com “AoDLFM Stopped Datalinks File Ser
+ 425 Basic Operations "o Virtual Private Networking Stopped Virtual private ne
+ @ Viork Mana.gement ) ﬁEASFI'Umcat Started ASFTomcat serve
+-B? Configuration and Service *fa Triggered Cache Manager Stopped Triggered cache
- L Network _ HaFP Started FTP
+ ? TCP/IP Configuration ?ELPD Started LFD
+-*% Remote Access Services H=pop Stopped o
== O
=1-I[7]) Servers
B TCPIP %Remoh& Execution Stopped Remote executiol
iSeri.es Access %SW Stopped Zalls
. I TELNET Started TELNET
User-Defined “HaHTTP Ad !nish’aﬁon Started HTTR adminish’at.
s Dioming : Started Directory |
+ [@ IP Polidies v <] Stop B
i ks - . }
. " S Job: - .
E Add a connection !I Configure subsyst Srver jobs 'n Configure spstem as Directory server i
@ Install additional components Create anew DM)  Tools 3 4 ? Help for related tasks |
ﬁ Configure spstem
Authority
ACL Groups
Reconnect
Status
Properties
Displays the properties of the selected items. %

Figure 9-95 Accessing the IBM Directory server properties
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4. In the Directory Properties window (Figure 9-96), click the Database/Suffixes tab.
Increase the Database connections and server threads field to a desired setting. In our
testing, we set this value to 10. Click OK.

Directory Properties - Rchas12.rchland.ibm.com

General Database/Suffixes Heplication] Network] Perforrnance] .Hud'rting] I{erberos] Events I Tlansactionsl

Database librany: |;"GSYS.LIE;’OUSF~!DIRDE.LIB Browse...

Database connections and server threads (4 - 32): 10 =

Suffces
MNew suffic: |

dc=RCHAS12, de=RCHLAND, dc=IBEM, dc=COM
o=lbmTelDir
0=ITSO |

cn=pwdpalicy ||

System objects suffc
F 05400-sys=RCHAS12 RCHLAND IEM .COM

Change log
™ Log directory changes

Madmum entries: J

QK Cancel Help
]

Figure 9-96 Increasing the Database connections and server threads for the IBM Directory server

5. In the Directory Server Properties window (Figure 9-97), select to either restart the
directory server now or later. Then click OK.

Cwl

) Directory Server Properties - Re... |75

“au have changed one ar more propeies that
require the server to he restarted before the
change takes effect.

[ Restartthe server later.

&

Figure 9-97 Selecting an option for restarting the IBM Directory server

6. If you have chosen the not restart the directory server now, stop and restart the IBM
Directory server for the changes to be enabled.

Tip: The changes made to the iSeries Navigator to optimize performance are written to
the integrated file system /QIBM/UserData/OS400/DirSrv/ibmslapd.conf directory on
the i5/0S server. We recommend that you make all IBM Directory Server configuration
changes using iSeries Navigator.
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9.10 Lotus Domino LDAP tuning

Lotus Domino might be your choice for an LDAP server within your Workplace Services
Express deployment. This section contains tips to help you optimize the performance of your
Lotus Domino LDAP implementation.

9.10.1 Nested groups

For the best performance, we recommend that you avoid nested groups within your LDAP
directory. Nested groups are groups within groups and can cause performance issues with
resolution of the groups that are either nested several levels deep or that contain many users.

The reason why nested groups can be a performance concern is because of the security
checks Workplace Services Express performs when a user requests a page. When the page
request is received by the server, permission levels of the user are checked against that page
and the individual portlets that are present on that page. Different security levels can be set
for each of these elements, meaning that a security check is required to serve up the
individual portlets, the portlet contents, and the page as a whole.

The Workplace Services Express server must check the user access before rendering the
page, so it can decide what to render according to the different security levels assigned to that
user for the different components. When users are in nested groups, getting the nested
member can be an intensive task on the LDAP server.

9.10.2 Full text indexing of the Domino Directory

336

When using Lotus Domino to provide LDAP services for the Workplace Services Express
server, it is important to make sure that the Domino Directory is full text search enabled.
Without the full text index created, each Domino LDAP search is a linear search. This means
that the more users you have in your directory, the worse the problem becomes.

Make sure that your Domino Directory has full text indexing enabled as explained here:

1. Open the Domino Administrator client.

2. Click the Configuration tab.

3. In the left frame, click Server — Configurations.
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4. Open the Global Configuration document, or create one if it doesn’t already exist. The

Global Configuration document has a server name of * - [A11 Servers]. To create a new
Global Configuration document, click Add Configuration and select Use these settings
as the default settings for all servers as shown in Figure 9-98.

Configuration Settings

Basics | LDAP | Router/SMTP | MIME | NOTES NI Setings | Domino Web Access | IMAP |

Use these settings as the default settings
for all servers:

OR
Group or Server name:
Type-ahead:

International MIME Settings for this
document:

IMAP server returns exact size of message:

POP3 server returns exact size of
message:

Extract calendar details:
Smart Upgrade Database link:
License Tracking:

Minimum Client Level:
Maximum Client Level:
Comments:

* - Default -
" Enabled 4=

™ Enabled

 Enabled 4=
" Disabled 4=

[™ Enabled

F
]

" Disabled =]

Figure 9-98 Creating or modifying the Global Configuration document

5. Inthe Configuration Settings document, click the LDAP tab. For the Automatically Full Text
Index Domino Directory? field, select Yes as shown in Figure 9-99.

@Save&()lose ®Cancel

Allow LDAP users write access:

Timeout:

Maximum number of entries returned:
Minimum characters for wildeard search:
Allow Alternate Language Information
processing:

Rules to follow when this directory is the
primary directory, and there are multiple
matches on the distinguished name being
compared/modified:

Automatically Full Text Index Domino
Directory?

Enforce schema?

DN Reguired on Bind?

Encode results in UTFS for LDAP2
clients?

Maximum number of referrals:

vendorversion
" Yes
* MNo
0 seconds
o
B
™~ Yes
* MNo
* Don't modify any
™ Modify first match
" Modify all matches

&

Mo

DI

Yes
Mo
Yes
Mo

DI IS

)

Yes
Mo

.I‘-IJ

’)

Figure 9-99 Specifying to automatically full text index the Domino Directory
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6. Save and close the document.

7. Enter the following command from the Domino server console to reload the LDAP
schema:

tell ldap reloadschema

Tip: Our testing has shown that reloading the schema is not always sufficient. To be
safe, consider restarting the Domino server.
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Using existing LDAP servers with
Workplace Services Express

This appendix describes the object classes and hierarchy required by an existing Lightweight
Directory Access Protocol (LDAP) server to interface with Workplace Services Express. For

specific information about using a Microsoft Active Directory server with Workplace Services
Express, refer to the IBM Redbook /IBM Workplace Services Express, SG24-6758.
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Recommended object classes and attributes

Each supported LDAP server can base their implementation on different object classes as

listed in Table A-1.

Table A-1 Supported LDAP servers and their recommended property values

Property IBM Directory Server Domino
LDAPSuffix dc=yourco,dc=com L
LDAPUserPrefix uid cn
LDAPUserSuffix cn=users o=yourco
LDAPGroupPrefix cn cn
LDAPGroupSuffix ch=groups G
LDAPUserObjectClass inetOrgPerson dominoPerson
LDAPGroupObjectClass groupOfUniqueNames dominoGroup
LDAPGroupMember uniqueMember member

1. The Domino LDAP directory does not have an LDAP suffix. In the iSeries Create IBM Work-
place wizard, you can select your organization (for example, o=itso) or *ROOT as your users

container.

2. In Domino, groups are not created under an LDAP suffix. In the iSeries Create IBM Work-
place wizard, select *ROOT as the LDAP suffix.

For each directory server's user LDAPUserObjectClass, as well as, each group’s

LDAPGroupObijectClass, Workplace Services Express requires unique identifiers, which are

listed in Table A-2.

Table A-2 Supported LDAP servers and their unique identifier attributes

Object class

IBM Directory Server

Domino

LDAPUserObjectClass

inetOrgPerson

dominoPerson

LDAPGroupObjectClass

groupOfUniqueNames

dominoGroup

Unique identifier

ibm-entryUuid

dominoUNID

important: Do not attempt to configure a Workplace Services Express instance without
the paired attribute=value unique identifier attribute for your respective LDAP server.
Otherwise, the enable-security-ldap task fails when you configure a new Workplace

Service Express server or configure security on an existing one.

In addition, each user LDAPUserObjectClass requires the following attributes:

» uid: User ID or short name

cn: Common name

sn: Sir name

vvyyy

givenName: Given name

Mail: Local e-mail address
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Each group, LDAPGroupObjectClass requires the following attributes:

» cn: Common name
» member: Group member

Tip: It is possible to extend these classes by creating new class, including new attributes,
or doing both actions. Refer to your LDAP documentation on how to perform these tasks.

Required users in the LDAP directory

If you do not allow write access to your existing LDAP directory, you must manually create a
Workplace Services Express administrator and an administration group (for example
wpsadmin user and wpsadmins group) in your LDAP directory. Doing so enables the
configuration of your Workplace Services Express instance to properly complete. Refer to
your LDAP administrator or the documentation for your directory server for instructions on
how to do this. When completed, you should have a Workplace Services Express
administrator which is part of administrator group, for example, a wpsadmin user which is a
member of the wpsadmins group.

For steps on adding users in the IBM Directory server, refer to 3.3.4, “Adding a Workplace
Services Express administrator to the LDAP server” on page 40. For steps on adding users to
the Domino Directory, see 3.4, “Preparing the Domino server for LDAP” on page 51.
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Setting up IBM Directory Server
for i5/0S

This appendix explains how to configure and administer the IBM Directory Server on i5/0S
V5R3. It discusses how to manage and test the IBM Directory Server on i5/0S. And it
explains how to configure and use the Tivoli Directory Server Web Administration Tool.
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Managing the IBM Directory Server on i5/0S

Perform the following steps to access the IBM Directory Server on i5/0S properties:

1. Before you view the IBM Directory Server on i5/0OS properties, make sure that the
appropriate default suffix exists by performing the following steps:

Note: By default, the suffix is the same as the iSeries system’s fully qualified host
name.

a. Open a 5250 session on your iSeries server.

b. On an i5/0S command line, enter the Configure TCP/IP (CFGTCP) CL command and
press Enter.

c. From the Configure TCP/IP menu, type option 12 (Change TCP/IP domain information)
and press Enter.

d. Inthe Change TCP/IP Domain (CHGTCPDMN) display, make sure the Host name and
Domain name fields contain values. If they do not contain values, contact your iSeries
administrator for assistance configuring TCP/IP on your iSeries server.

When constructing the suffix, we replace the periods in the fully qualified host name
with dc=. For our example shown in Figure B-1, the suffix for our Lightweight Directory
Access Protocol (LDAP) server is dc=RCHAS55, dc=rchland, dc=ibm, dc=com.

Change TCP/IP Domain (CHGTCPDMN)

Type choices, press Enter.
Host name . . . . . . . . . .. 'RCHAS55'
Domain name . . . . . . . . . . 'rchland.ibm.com'
Domain search list . . . . . . . *DFT
Host name search priority . . . *LOCAL *REMOTE, *LOCAL, *SAME
Domain name server:

Internet address . . . . . . . '9.10.244.200'

'9.10.244.100'
Bottom

F3=Exit  F4=Prompt F5=Refresh  F10=Additional parameters F12=Cancel
F13=How to use this display F24=More keys

Figure B-1 Change TCP/IP Domain (CHGTCPDMN) display
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2. From iSeries Navigator, click Network — Servers — TCP/IP. Right-click IBM Directory
Server and then select Properties as shown in Figure B-2.

@ iSeries Navigator

M=%

File Edit View Help
(ON| &) 7 minutes old
| Environment: My Connections | Rchas12: TCRIIP
+ (Ii Management Central {(Rchas12) Server Mame Skatus Description
= W My Connections %BOOTPIDHCP Relay Agent Stopped Bootp relay agent
=l Rehastz HagooTP Stopped Bootp
+ % Basic Operations ?EDDM Started DDM
- Work Management “HaDHCP Stopped DHCP
J: % Eztn:\:g::atlon EIIEERE %RouteD Stopped Routelr
+- T TCPJIP Configuration are Stapped s
+ % Remote Access Services %TFTP Stopped Trtvial FTP
= @ Servers ?ENFS Stopped Metwork: file system
’ﬁE TCRIP ?EiSeries MetServer Starked iSeries Support For Wi
iSeries Access AIMETD Stopped INETD
E DS %EDRSQL Skopped Extended Dynamic Re
ﬁ User-Defined ?ESNTP Stopped SHTP
+ @ IP Policies :ﬁEQDS Stopped GQuality of Service
+ wWindows Administration %RADIUS MAS Mone RADIUS Metwork Acce
+ Enterprise Identity Mapping “Ha webFacing Stopped WebFacing server
- Internet %System Debug Stopped Graphical system deb
+igh) Security 'nManagement Central Stopped Management Central
+I- @ Users and Groups %DLFM Stopped Datalinks File Server
+ ‘g D.atabases %Virtual Private Metworking Stopped Wirkual private networ
: ;iisu‘:tems ’ﬁECIMOM Stopped CIMOM
. . "o ASFTomcat Started ASFTomeat server
+ @ Application Development = i
+ B AFP Manager fo Triggered Cache Manager Stopped Triggered cache manz
| Rchasss HaFTR Started FTP
“HGLPD Started LPD
Harop Stopped POP
'?ERemote Execution Stopped Remote execution
‘o SMTP Stopped SMTP
JHETELNET Starked TELMET
*HRHTTP Administration Started HTTP administration
“oIBM Directory Server Started e Direchory Server
Stop
< Status £d
K
onfigure subsystems for server jobs Config| Server Jobs
(@ Install additional components reake a new DNS Mame Server :ﬁﬁ Admini  Server Administration
ﬁ Configure system as DHCP server 4 ? Help o Tools »
Reconnect
Properﬁs
Displays the properties of the selected items.

Figure B-2 Selecting the Properties option for IBM Directory Server on i5/0S
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3. You can manage the IBM Directory Server administrator’'s user name and password from
the IBM Directory Server Properties window as shown in Figure B-3. At the time when
i5/08S is installed, a default password is created for internal usage.

On the General tab, click the Password button and enter a password for the IBM Directory
Server administrator.

Performance ] Audditing ] Herberos ] Everts ] Transactions ] Pazsword
General l DatabazelSutfizes ] Change Log ] Replication ] Metwwark ] Search |
|

LDAP protocol version: 3
[v Start zerver when TCPAP iz started

[v Log client messages in server joblog

Server administration URL: |Hl'lp:.l’JRCHAS1 2 RCHLARD IBM COM: 2001 ADEWebAppADEizpilogin j=p

Admninistestar infornation

[ Adrrinistratar narme: |cn=.ﬂ.dministratnr W,

[ Grant administrator SSCESS 10 ANOrIZEd USErE.

Referrals

Mesy referral; |dap:r -

— |

Ezr=oon |
e |

Lotl _Canﬂ Helo 2|

Figure B-3 Administering the IBM Directory Server Administrator user name and password

Tip: Depending on your network requirements, you might want to click IP Addresses
button on the Network tab, and confirm whether your LDAP server should be bound to
all IP addresses.
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4. Confirm the default suffix entry in the IBM Directory Server. In most cases, the default
suffix is created for you when i5/0OS is installed and is based on the iSeries server name.
The system objects suffix is also created at the same time. To verify the entry:

a. Inthe IBM Directory Server Properties window, click the Database/Suffixes tab.

b. Make sure the appropriate default suffix and system objects suffix exist, as shown in

Figure B-4.
Performance | Audting | Kerheros ] Ewerts ] Tranzactions ] Password |
General Database/Suffizes l Change Log ] Feplication ] Metwark ] Search
Database library: |IGSYSL|BIQUSRD|RDBL|B Erowse . . J
Databaze connections and server threads (4-32) 4 j‘
- Suffixes
Rleswy suffis Al J

c=RCHASSS, de=rchland, de=ibm, de=com

[ Allove directory updstes

Schema

Schema checking: [Yersion 3 (lenient) j

[v Allow schema updates

— System objects sutfiz — — —

Suffix: ns4DD-sys=RCHASSS.r_chland.ibm.com

1% &llowe system object Lpdates

Ok —l Cancel | Help |‘-"|

Figure B-4 IBM Directory Server default suffix and system objects suffix

5. Click OK to close the IBM Directory Server Properties window.

Testing the IBM Directory Server on i5/0S

Test your IBM Directory Server by performing the following steps:

1. Verify anonymous access by searching your directory tree using the 1dapsearch
command. For example, the following steps search our host rchas55.rchland.ibm.com on
port 389, basing the search from the root, for any object classes:

a. Open a 5250 session on your iSeries server.

b. On the i5/0S command line, type STRQSH and press Enter to start the Qshell
environment.

c. Type an LDAP search command similar to the following example:
ldapsearch -h rchas55.rchland.ibm.com -p 389 -s base -b "" objectclass=*

Example B-1 shows how the output should look. If you do not see the
ibmdirectoryversion= line, you must enable anonymous access in order for the
iSeries Create Workplace wizard to run successfully.
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Tip: By default, anonymous access is enabled on the IBM Directory Server. If the
default configuration was modified, contact your LDAP administrator or see the
iSeries Information Center V5RS3 for information about modifying the configuration to
enable anonymous access:

http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp

Example: B-1 Verification of LDAP anonymous access

port=389

supportedsasImechanisms=0S400-PRFTKN
supportedldapversion=2

supportedldapversion=3

ibmdirectoryversion=5.1
ibm-serverld=7b427001-36af-188c-8cb1-0004ac087ce7
ibm-supportedacimechanisms=1.3.18.0.2.26.3
ibm-supportedacimechanisms=1.3.18.0.2.26.2
vendorname=International Business Machines (IBM)
vendorversion=5.1
ibm-sTapdisconfigurationmode=FALSE
ibm-osregistrycontext=05S400-SYS=RCHAS55.RCHLAND. IBM.COM
ibm-osregistrytype=1.3.18.0.2.33.2-caselgnore

Note: Instead of using the 1dapsearch command to verify your LDAP entries, from
iSeries Navigator, you can click Network — Servers — TCP/IP. Then right-click IBM
Directory Server, and select Tools — Export file. This exports an LDIF text file of all
your entries.

2. Verify LDAP administrator access by performing the following steps:

a. Perform an 1dapsearch command similar to one from the previous step. This time,
specify the distinguished name of the IBM Directory Server administrator, such as
cn=administrator, and a password, basing the search from the default suffix, for
example:

ldapsearch -h rchas55.rchland.ibm.com -p 389 -D 'cn=administrator' -w password
-s base -b 'dc=rchasb55,dc=rchland,dc=ibm,dc=com' objectclass=*

b. Verify that your output resembles the output shown in Example B-2.

Example: B-2 Verification of LDAP administrator access

dc=rchas55,dc=rchland,dc=ibm,dc=com
dc=RCHAS55

objectclass=domain

objectclass=top

3. Verify the unique identifier ID attribute:
a. Enter an 1dapsearch command similar to the following example:

ldapsearch -h rchas55.rchland.ibm.com -p 389 -D 'cn=administrator' -w password
-b 'dc=rchasb5,dc=rchland,dc=ibm,dc=com' '(objectclass=domain)' ibm-entryUuid

b. Verify that the unique attribute and paired value exists as shown in Example B-3.

Example: B-3 Verification of unique identifier ID attribute

dc=rchas55,dc=rchland,dc=ibm,dc=com
ibm-entryUuid=5c656804-f40e-1898-8cb9-0004ac087ce7
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Enabling the Tivoli Directory Server Web Administration Tool

Prior to i5/0S V5R3, the directory management tool supplied with the iSeries server was the
client-server based iSeries Navigator and IBM Directory Management Tool. With i5/0S V5RS3,
this tool has been replaced with the Web browser-based Tivoli Directory Server Web
Administration Tool. Since this tool is browser-based, WebSphere Application Server V5.0
Express or Base must be running in order to use this tool.

Important: IBM WebSphere Application Server, V5.0 Express (5722-IWE Base and
Option 2) and associated prerequisite software must be running in order to proceed.

Configuring the HTTP Administration server

Perform the following steps to configure the HTTP Administration server to use the Tivoli
Directory Server Web Administration Tool:

1. Ensure that the HTTP Administration server is started. If it is not already started, use one
of the following options to start it:

— From iSeries Navigator, click Network — Servers — TCP/IP. Right-click HTTP
Administration and then click Start.

— From an i5/0S command line, type the Start TCP/IP Server (STRTCPSVR) command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

2. To access the iSeries Tasks Web page, point your Web browser to your fully qualified
iSeries host name on port 2001:

http://iSeriesHostName .domain:2001
In our example, we enter:
http://rchas55.rchland.ibm.com:2001

3. When prompted, enter your i5/0OS user profile and password to log on to the IBM Web
Administration for iSeries. Click OK.

4. Click the IBM Web Administration for iSeries link as shown in Figure B-5.

—_
@ i5eries Tasks - Microsoft Internet Explorer E]@
: File Edit View Favorites Tools Help  © Addr 2] http:ffrchasss rehland.ibrm, com: 2001 v .GU £
. . i |l e |2 )
GBack M > I \_L| \ELI Wl | g search | Favorites @Media 6’-‘? T g 1= ’ © snaalt &

* * i

iSeries Tasks

() IEM Corpertion 2000 RCHASSS rehland dbm com

IBM Web Adimmistration for iSeries
Configure HTTP servers, application servers and deploy applications

iSenes Navigator THL Advisor
Leatn how to add O3/400 administration tasks into your web applications

Digital Certificate Manager
Create, distribute, and manage Digital Certificates

s = | IBM Directory Server for iSeries
"““_ A dminister the IEM Directory Server

Figure B-5 iSeries Tasks page

Appendix B. Setting up IBM Directory Server for i5’\OS 349



350

5. From the IBM Web Administration for iSeries page, perform the following steps:
a. Click the Manage tab.

Click the HTTP Servers tab beneath it.

In the Server drop-down list, make sure that ADMIN - Apache is selected.

In the left pane, expand Server properties and select General Server Configuration.

® a0 o

In the Server area drop-down list box, make sure that Include
QIBM/UserData/HTTPA/admin/config/admin-cust.conf is selected as shown in
Figure B-6.

-
@ HTTP Server Administration on RCHASS5 - Microsoft Internet Explorer g@
w a Go f,'

” @ & snaalt |2

: Address @j http: ffrchasss. rehland. ibm, com: 2001 HTTPAdmIn

\ﬂ \ELI _l\J P ) Search ‘:;_\'f:’Favorites eI‘Media 6& .
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OBack > )
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J Create HTTP Server
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J Migrate Original to Apache
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J Create |BM Workplace

@ Running
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B LDAP Configuration
J Servlet and JSP Enablement
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B General Server Configuration
B Cantainer Management
B Virtual Hosts
B URL Mapping
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B Directory Handling

B Security
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B System Resources
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B Compression

IBM Web Administration for iSeries I Y o

Application Servers | ASF Tomcat Servers

Server:| ADMIMN - Apache

~| Serverarea:| Global configuration

|| ADNIN = General Server Configuration
General Server Configuration

General Settings  Welcome Pages | Confi

Autostart: | Global |

Start the system application server instance
when the Bdmin' server is started:

Stap the systern application server insta
when the ‘Admin' server is stopped:

Server root directory, JQIBMIUserData/HTTRA
Configuration file:  IQIBMIFrodData/HTTRAY

Docurnent root: /
Server name:
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Fort:

OK Apply Cancel

Location HTTPAdmin
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Directory /QIEMUserData/HTTPS VR reports

Directory /QIEM/ProdData/HTTR/Public

Directory /QIEM/ProdData/HTTR/Protect/OS400/HTHL
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Location APPAdmin
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Directory /QIBM/ProdData/HTTR/Protect/ICSS/Cent/HTML
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Directory /QIBM/ProdData/CommerceSuite

Directory /QIBM/ProdData/HTTR/Protect/PymSw/HTML

Directory /QIEM/ProdData/CCA
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Directory /
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€]
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Figure B-6 Selecting Server area Include /QIBM/UserData/HTTPA/admin/config/admin-cust.conf
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6. In the Global Server Configuration pane (Figure B-7), complete these steps:
a. Set Start the system application server instance when the 'Admin’ server is started to

Yes.
b. Set the Stop the system application server instance when the 'Admin’ server is stopped
to Yes.
c. Click OK.
@ HTTP Server Administration on RCHASSS - Microsoft Internet Explorer E]@
File Edit Wiew Favorites Tools  Help : Address |£:| http: ffrchasss. rehland.ibm. com: 2001 JHT TPAdmIn vl GO -"..'
: a — r E » F : i
e Back ~ () \ﬂ \g A P ) Search \”1:( Favorites @ Media {‘E J- i [ ) ‘ﬁ”‘ © snagtt '
IBM Web Administration for iSeries @P  Webspt
Manage
AllServers  HTTP Servers  Application Servers | ASF Tomcat Servers
@ Running Server. | ADMIN - Apache [V] Server area: T Include /QIBM/UserData/HTTRAadmin/conffadmin-cust. conf
w Commoan Tasks and Wizards | ADMIM = General Server Configuration i
J Create HTTP Server
J Create Application Server :
) B G ElE A General Server Configuration
J Create WehSphere Portal
O Create [BM Warkplace General Settings | Welcome Pages | Configuration Includes | Advanced
¥ HTTP Tasks and Wizards [l
J Add a Directary to the Yeb
B LDAP Configuration |t Startih ; licati N ot
J Servletand JSP Enable artthe system application server instance
when the ‘Admin' server is started: IY_ﬂLv
v Server Properies _ = Stop the system application server instance [ 7
B General Server Configuratign whern the ‘Adrmin’ server is stopped: es v
B Container Management Tl
B Virtual Hosts (@B serDat:
B URL Mapping Configuration file:  (QIBMProdDataHTTPARdminicanfiadmin-ibrm conf
B Reguest Processing Zagument root
B HTTF Responses SErVEr Name:
B Content Settings
B Directory Handling Fully qualified server host name:
[ Security Fort: v
B Dyvnamic Content and GGl m Apply -Cancel w
B Lagaing . - -
B Proy
[ Systern Resources
B FRCA
B Compression
v
@ B Internet

Figure B-7 General Server Configuration pane
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7. Set the WebSphere Application Server to use the SYSINST instance.

Important: Depending on your level of the IBM HTTP Server for iSeries group PTF (for
i5/08, this is SF99099), you might no longer be required to do this step. You can verify
that the WebSphere Application Server, SYSINST, is associated with the HTTP
Administration server by clicking the Display Configuration File link located in the left
navigation pane.

From the left navigation pane, click WebSphere Application Server.

b. On the WebSphere Application Server pane, select WebSphere Application Server -
Express 5.0.

c. From the WebSphere Instance drop-down list, select SYSINST.

Note: If SYSINST is not present in the drop-down list, stop and start the HTTP
Administration server.

d. From the Start all WebSphere application server(s)... drop-down list, select Yes.

e. From the Stop all WebSphere application server(s)... drop-down list, select Yes. Your
window should resemble the view shown in Figure B-8.

f. Click OK.

P WebSphere,

All Servers  HTTP Servers  Application Servers | ASF Tomcat Servers

@ Running Server | ADMIN - Apache v Serverarea:|  Include /QIBM/UserData/HTTPASMadmin/conffadmin-cust. conf
@ LA unigurdunur .A . N .A.
) Serdet and JSP Enablement ADRMIM = WebSphere Application Server 1)

~ Server Propertias WebSphere Application Server

B General Server Canfiguration
B Container Management

B Virtual Hosts

B URL Mapping

General

This HTTP server is currently associated with application server "SYSINST, W5.0 Express".
B Reguest Processing

B HTTF Responses

O Content Settings O Disable Servlets and JSPs (Java Server Pages)
B Directory Handling
QWebSphere Application Server, V5.0 Base

B Security ©wehSphere Application Server, v5.0 Express
B Dynamic Content and GGl .
B Logging YWebSphere instance: | SYSINST |»
B Prosxy Start all YWehSphere application server(s) far the Yas [l
B System Resources associated WAS instance when this HTTP server is started : ]
B FRCA
[ Cormpression Stop all WebSphere application server(s) for the Yas |v)

associated WAS instance when this HTTP server is stopped : —
B ASF Tomcat Setup task ™
[ ASF Tomcat Settings -

g OK Apply Cancel Preview

B Domino Application Server
[ WehSphere Application Server

Figure B-8 Setting the HTTP Administration server, WebSphere Application Server to SYSINST
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8. Click the restart button (see Figure B-9) to restart the HTTP Administration server.
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Figure B-9 Restarting the HTTP Administration server
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You can also stop and start the HTTP Administration server using iSeries Navigator or an
i5/0S command line.

To stop the HTTP Administration server:

— From iSeries Navigator, click Network — Servers — TCP/IP. Right-click HTTP
Administration and then click Stop.

— From an i5/0S command line, type the End TCP/IP Server (ENDTCPSVR) CL
command:

ENDTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
To start the HTTP Administration server:

— From iSeries Navigator click Network — Servers — TCP/IP. Right-click HTTP
Administration, and then click Start.

— From an i5/0S command line, type the Start TCP/IP Server (STRTCPSVR) CL
command:

STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)
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Configuring the Tivoli Directory Server Web Administration Tool
Perform the following steps to configure the IBM Tivoli Directory Server Web Administration
Tool:

1. Access the Tivoli Directory Server Web Administration Tool using one of the following
options:

— From iSeries Navigator, select your iSeries server and click Network — Servers —
TCP/IP, right-click IBM Directory Server, and click Server Administration.

— From the iSeries Tasks page (Figure B-10), click IBM Directory Server for iSeries.

@ i5eries Tasks - Microsoft Internet Explorer E]@

© Fle Edt View Favorites Tools Help | Address [@] hetpirchasss.rehland.ibm,com:2001] v .GU *

;- . = n » : i
OBack M > | \ﬂ \ELI .'\J 7’ ! Search ‘\‘;_'\'{:’Favorites @Media é“} T g 1= @ & Snagit &'

iSeries Tasks B

(C) IBM Corporation 2000 RCHASSS rehlandibm com

-'~ IBM Web Admnistration for 15e1ies
\ E | Conflgure HTTF servers, application servers and deploy applications

-
P (L et . .
iSeries Navigator TRT. Advisor
Learn how to add O3/400 administration tasks into your web applications

§‘ Digital Certificate hanager
r iy Create, distribute, and manage Digital Certificates

IBM Threctory Server for 1391{%

| Administer the IBM Directory Server

&1 IBM IPP Server for iSeries
— Configure the IBM [FP Server

Figure B-10 Accessing IBM Directory Server for iSeries from iSeries Task Web page

2. In the Tivoli Directory Server Web Administration Tool Login page (Figure B-11), enter the
following values:

— In the LDAP Hostname field, select Console Admin.
— In the Username field, type superadmin.
— In the Password field, type secret.

Tip: Superadmin and secret are the default values. Change them to prevent
unauthorized access to the LDAP Console Admin.

Click Login.

Tivoli. Directory Server Web Administration Tool

Login page

Enter username and pass

LDAP Hostname: Console Admin V
Username: superadmin
Passward: [TTTIT

Login

Figure B-11 Tivoli Directory Server Web Administration Tool Login page
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3. Change the console administration login (optional):

a. In the left navigation pane, click Console administration and then click Change
console administrator login.

b. In the Console administrator login field, type a new console administration login name.
c. Inthe Current password field, type the current password (secret).
d. Click OK.
4. Change the console administration password (optional):
a. In the left navigation pane, click Change console administrator password.
b. In the Current password field, type the current password (secret).

c. Inthe New password and Confirm new password fields, enter values for the new
password.

d. Click OK.
5. Configure the IBM Directory servers that you want to manage:
a. In the left navigation pane, click Manage console servers.
b. In the Manage console servers pane (Figure B-12), click the Add button.

&1 Tivoli Directory Server Web Administration Tool - Microsoft Internet Explorer E]@
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Figure B-12 Managing console servers
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c. Inthe Add server pane (Figure B-13), enter the LDAP server that you want to
administer and click OK.

Note: When adding an i5/0S Directory Server, the Administration port is not used
and is ignored.

Tivoli. Directory Server Web Administration Tool s&% :!.’ '

[ Introduction Console administrator L7]
- 3§ Console administration] Add server Logfiles Help
[3) change consale admir]  Hosthame Fort

[ Chance console admic]| #/rchas55 rehland.ibm.corm| +389
Manage conzole serve . .
SM | Administration port
ansce console prope
#3538

3 Logout
[155L enabled

Figure B-13 Adding an LDAP server to manage

The Manager console servers pane should look like the example in Figure B-14.

d. In the left navigation pane, click Logout.

Tivoli. Directory Server Web Administration Tool Y "‘? ?.‘.P ,,

¥

e inistrator g 9

3 ntroduction

~ {3 Console administration| Manage console servers Logfiles Help
[3 change conzole admic = —— Select Action — |+| Go Add...
[3 change conzole admic —- - -
Select Hostname Fort |Administration port |SSL enabled | | Edit...
DManage console serve (\ h 55 h| d 'b 389 3538 N
[3 Manage console prope = MENFEISS SRR LENEL] LECI o Delete

(3Loge Close

Figure B-14 IBM Tivoli Directory Server Web Administration with newly added LDAP server

Using the Tivoli Directory Server Web Administration Tool

Perform the following steps to use the IBM Tivoli Directory Server Web Administration Tool:

1. Make sure you know the LDAP administrator name and password as explained in
“Managing the IBM Directory Server on i5/0S” on page 344.

2. Make sure that your HTTP Administration server is started.

3. IniSeries Navigator, select Network — Servers — TCP/IP to verify that the IBM Directory
Server is running. If the IBM Directory Server status is Stopped, then right-click the server
and select Start.

4. Launch the iSeries Tasks page:
http://iSeries.domain:2001
5. Enter your i5/0S user profile and password and click OK.
6. Click IBM Directory Server for iSeries as shown in Figure B-10 on page 354.
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7. Log in to your IBM Directory Server:
a. From the LDAP Hostname drop-down list, select your iSeries server name.

b. Enter the IBM Directory Server administrator’s distinguished name (DN), for example
cn=Administrator, that you use to log in or bind to the directory server. This is the
administrator that you configured in step 3 on page 346 as shown in Figure B-3 on

page 346.

Enter the IBM Directory Server administrator’s password. See Figure B-15.

Click Login.
&11BM Tivoli Directory Server Web Administration - Microsoft Internet Explorer E]@
© File Edt View Favortes Tools Help ¢ Address €] http:frchasSS.rchland.ibm.com:2001{IDSWebApp/IDSisp/Login. jsp = "
QBack - @ \ﬂ @ ,, /.'._? Search ‘:;?'\'{Favorites @ reda £2) - iz = ” @ -5 snaght I

Tivoli. Directory Server Web Administration Tool

Login page

Enter uzemame and pa

LDAR Hostname: rchasss.rehland. com (v
Username: cn=Administrator
Passward: ssssssee

Login

Figure B-15 Logging into LDAP Server with IBM Tivoli Directory Server Web Administration

8. In the left navigation pane, click Directory management — Manage entries. Your
window should resemble the example in Figure B-16.

Tivoli. Directory Server Web Administration Tool

[3 Introduction

» EUser properties Manage entries
» E Schema management Current Iocalion
L aDim_ﬁm e Idap://rchas55.rchland.ibm.com:389 | v Collapse/Go to
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[3 Manage entries o " =
[2 Find entries RDN — ASCE[‘IdII‘Ig I %
» E3Replication management = g o
+ (A Realms and templates - Select Action — 1 @ - ;
» B3 Users and groups Select RDN Object class Created Last modified
[ Logout @ | 4k | en=configuration | top |
© < cn=localhost container 10/7/05 10/7/05
O cn=pwdpolicy container 10/7/05 10/7/05
© 4 de=rchas55,dc=rchland,dc=ibm,dc=com top 10/7/05 10/7/05
O 0s400-sys=rchas55.rchland.ibm.com l:;:tOU-

Figure B-16 Managing LDAP entries from the Tivoli Directory Server Web Administration Tool

Now that you have configured your LDAP server, refer to 3.3, “Preparing the IBM Directory
Server” on page 39, to determine if any additional modifications are required before you
configure a Workplace Services Express server.
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Additional material

This roadbed refers to additional material that can be downloaded from the Internet as
described below.

Locating the Web material
The Web material associated with this roadbed is available in softball on the Internet from the
IBM Roadbeds Web server. Point your Web browser to:
ftp://www.redbooks.ibm.com/redbooks/SG246664

Alternatively, you can go to the IBM Roadbeds Web site at:

ibm.com/roadbeds

Select the Additional materials and open the directory that corresponds with the roadbed
form number, SG246664.

Using the Web material

The additional Web material that accompanies this roadbed includes the following files:
File name Description
rchas55.1dif Sample .Idif file

ExtldUpdate.java Sample Java agent to populate the DominoUNID field into existing
person, group, or certifier documents in the Domino Directory
database

prepareinstall.sh Install preparation script to facilitate the preparation of the downloaded
Workplace Services Express Version 2.5 files for installation

wsetools.savf A sample utility that allows Workplace Services Express servers to be
moved to a run in a different subsystem. This utility is a set of CL
programs that are packaged in an i5/0S save file

© Copyright IBM Corp. 2006. All rights reserved. 359


ftp://www.redbooks.ibm.com/redbooks/SG246664
http://www.redbooks.ibm.com/
http://www.redbooks.ibm.com/

SAVEWSE25.txt Sample CL program to assist you in backing up or saving a Workplace
Services Express server configuration data and user data along with
the IBM HTTP Server
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM Redbooks” on
page 363. Note that some of the documents referenced here might be available in softcopy
only.

>

Preparing for and Tuning the V5R2 SQL Query Engine on DB2 Universal Database for
iSeries, SG24-6598

Deploying IBM Workplace Collaboration Services on the IBM (@server iSeries Server,
SG24-6640

IBM HTTP Server (powered by Apache): An Integrated Solution for IBM @server iSeries
Servers, SG24-6716

IBM Workplace Services Express, SG24-6758

IBM Rational Application Developer V6 Portlet Application Development and Portal Tools,
SG24-6681

Domino 6 for iSeries Best Practices Guide, SG24-6937
IBM Lotus Domino Application Portlet: Configuration and Tips, REDP-3917
IBM Express Software Buying and Selling Guide, REDP-3975

Other publications

These publications are also relevant as further information sources:

>

IBM OS/400 or IBM i5/0S Disk Balancing Support
http://www-912.ibm.com/s_dir/sTkbase.NSF/0/80a0c71876d5a872862567ca00770cb0?0penDocument
Basic Java Performance for iSeries
http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/BasicJdavaPerf.pdf

Tuning the WebSphere Prepared Statement Cache
http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/stmntcache.pdf

Tuning Garbage Collection for Java and WebSphere on iSeries

http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/tuninggc.pdf
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http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/BasicJavaPerf.pdf
http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/stmntcache.pdf
http://www.ibm.com/servers/eserver/iseries/perfmgmt/pdf/tuninggc.pdf

Online resources

These Web sites are also relevant as further information sources:

>

IBM Workplace for iSeries
http://www.ibm.com/servers/eserver/iseries/software/workplace/

IBM Workplace
http://www.ibm.com/software/info/workplace/index.jsp

IBM Workplace Solutions
http://www.ibm.com/software/info/workplace/solutions.jsp

IBM Workplace Solutions Catalog
http://catalog.lotus.com/wps/portal/wse

IBM Workplace Services Express 2.5.x Information Center
http://publib.boulder.ibm.com/infocenter/wseic/v2r5/index.jsp

IBM Workplace Services Express product documentation
http://www-142.1ibm.com/software/workplace/products/product5.nsf/wdocs/productdoc
IBM @server Workload Estimator
http://www-912.ibm.com/wle/EstimatorServiet

IBM @server iSeries Information Center for V5R3
http://publib.boulder.ibm.com/iseries/v5r3/ic2924/index.htm

IBM Workplace Services Express 2.6 Technical specifications
http://www-142.1ibm.com/software/workplace/products/product5.nsf/wdocs/wsetechspecs
iSeries fixes
http://www.ibm.com/servers/eserver/support/iseries/fixes/index.html
WebSphere Portal Update Installer
http://www.ibm.com/support/docview.wss?rs=899&uid=swg24006942
WebSphere Portal Catalog
http://catalog.lotus.com/wps/portal/portal

Monitoring performance with Tivoli Performance Viewer

http://publib.boulder.ibm.com/infocenter/wasinfo/v6r0/index.jsp?topic=/com.ibm.websphere
.express.doc/info/exp/ae/tprf_tpvmonitor.html
Optimizing Static-File Serving in a WebSphere Application

http://www.eservercomputing.com/ME2/Audiences/dirmod.asp?sid=&nm=&type=Publishing&mod=Pu
bTications%3A%3AArticle&mid=8F3A7027421841978F18BE895F87F791&AudID=1E8FEE745A284521B6CFB
3FD70B49099&tier=4&id=54E37DA2F24341BC84C0F25B5A41218D
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How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips, draft
publications and Additional materials, as well as order hardcopy Redbooks or CD-ROMs, at
this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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tuning 314
user profile 22
database administrator account password 130
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Domino 51
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read access 39
read/write access 38
suffix 36
supported directories 30, 37
users container 42
why iSeries 37
disk arms 261
disk tuning 267
disk utilization 267
Display Java Program Information (DSPJAVPGM) com-
mand 283
Display System Value (DSPSYSVAL) command 257,
266
document conversion services 299
document rendering server 107, 299
verifying server is active 112
Domino 6.5.3 hotfix 51
Domino Application portlet 192
Domino applications, portalization 191
Domino options for portalizing applications 191
Domino server 30, 37
backup and recovery 160
DIIOP task 63, 255
full text indexing the Domino Directory 336
HTTP task 255
import of LTPA keys 247
jobs 255
LDAP attribute types 61
LDAP object class 339
LDAP task 63, 255
nested groups 336
unique identifiers 340
LDAP tuning 336
modifying for LDAP 52
preparing for LDAP 51
QNNINSTS job 255
SERVER job 255
single sign-on 238
SSO configuration 247
testing LDAP 68
upgrading to version 6.5.4 or higher 69
Domino Web Access portlet 175
dominoGroup 340
dominoPerson 340
dominoUNID 340
DominoUNID field 53
drag and drop customization 5
DSPJAVPGM (Display Java Program Information) com-
mand 283
DSPSYSVAL (Display System Value) command 257,
266
duplex settings 270
dynamic priority scheduler 261
dynamic route table 273

E
Edge Side Include (ESI)

caching 295
timeout setting for JVM 297

Edit my profile link 38
Edit my profile link, removal 156
EIM (Enterprise Identity Mapping) 99, 209

use with iSeries Access for Web portlets 209
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End Communication Trace (ENDCMNTRC) command
274
End Domino Server (ENDDOMSVR) command 64
End TCP/IP Server (ENDTCPSVR) command 30, 353
ENDCMNTRC (End Communication Trace) command
274
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Enterprise Identity Mapping (EIM) 99-100, 209

use with iSeries Access for Web portlets 209
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F
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iSeries 152
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tration Tool 349
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backup and recovery 160
connection parameters 304
deflate_log 311
disabling logging 312
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jobs 254
KeepAlive 305
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monitoring real-time statistics 302
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