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Preface

iNotes Web Access is a next-generation Web client that allows you to use many of the
messaging and collaboration features of Domino through a Web browser. You can work with
mail, calendar, to do lists, or a journal-like notebook from any client with Web browser access
— without requiring a Lotus Notes client. You also have the option to work offline, without a
permanent connection to the Domino server, or to work online seamlessly.

iNotes Web Access on the IBM @server iSeries server is not a platform-specific
implementation. At the time when this IBM Redbook was written, only the redbook iNotes
Web Access Deployment and Administration, SG24-6518, which is based on general platform
information, was available. This IBM Redbook extends the topics written in that redbook from
an iSeries server platform perspective. It also includes other general iNotes Web Access
topics such as single sign-on, using LDAP for authentication, and URL redirection.

You can download the redbook, iNotes Web Access Deployment and Administration,
SG24-6518, from the IBM Redbooks Web site (http://www.redbooks.ibm.com). You should
also refer to the Lotus white paper, iNotes Web Access Deployment Guide 5.0.9, which is
available for download from the Web site (http://notes.net). We strongly recommend that
you use these materials, along with this redbook, for a complete guideline on how to deploy
and implement iNotes Web Access on the iSeries server.

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world working at the
International Technical Support Organization (ITSO), Rochester Center.

Deb Landon is an IT Specialist in the ITSO, Rochester Center, focusing
on Domino for iSeries. Before joining the ITSO in November of 2000, she
was a member of the PartnerWorld for Developers, iSeries team
supporting business partners in the area of Domino for iSeries. She was a
member of the original team who created the highly successful Domino
Days event that has since been replicated many times worldwide.

Linda Defreyne is a Principal Lotus Certified Lotus Professional (CLP) in
Administration and Development and a Certified Lotus Instructor in
Brugge, Belgium. She works as a free-lance instructor and consultant.
She has 13 years of experience on the AS/400 and iSeries server and five
| years with Lotus Domino. Linda holds a degree in educational sciences
from the University of Leuven in Belgium. She has been teaching classes
for IBM and other companies since 1986, starting with System/36 and
System/38. She also provides customer support on the iSeries server and
on Lotus Domino and specializes in Domino for iSeries.
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He has five years of experience in working with Lotus Notes and Domino
technology. He holds a degree in Information Sciences from La Salle
University in Mexico City. His areas of expertise include Domino
administration and architecture, Knowledge Management, and portals.
This was his first residency in the ITSO.

Nattapong Mongkolprasit is a Technical Pre-Sales IT Specialist in IBM
Thailand. He has more than five years of experience in Lotus Domino
products on AS/400 and iSeries. He provides technical pre-sales support
for the sales team by doing product presentations, demonstrations and
design solutions for customers. Nattapong is also an instructor for
technical classes for IBM/Lotus Business Partners and Customers. He
holds a degree in Electrical Engineering from Chulalongkorn University
in Bangkok. His areas of expertise include Lotus Domino products,
TCP/IP networking, and Internet products on OS/400, AIX, Windows,
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Notice

This publication is intended to help the Domino administrator to deploy iNotes Web Access on
the iSeries server. It is assumed that you have a good knowledge of using Lotus Notes and
administrating Domino servers and some knowledge of using the IBM iSeries server.

Comments welcome

Your comments are important to us!
We want our Redbooks to be as helpful as possible. Send us your comments about this or
other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:
ibm. com/redbooks
» Send your comments in an Internet note to:
redbook@us. ibm.com

» Mail your comments to the address on page ii.
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Overview

This chapter provides an overview of the Lotus client strategy, as well as what iNotes Web
Access is and how it fits into this strategy. It also discusses the features of iNotes Web
Access and the concept of working offline.

This chapter covers the following topics:

What is iNotes

iNotes Web Access

Lotus Domino clients available

Basic features and functions of iNotes Web Access

vVvyyy
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1.1 What is iNotes

To explain what iNotes is, we have to position the iNotes client in the Lotus client strategy.
The Lotus client strategy consists of:

» Lotus Notes

An integrated, collaborative client environment that provides users with quicker access to,
and better management of, many types of information. This may include Domino and
Internet-based e-mail, a calendar of appointments, personal contacts and to dos, as well
as Web pages, discussions, collaboration, and intranet applications.

» Mobile Notes via the Mobile Services for Domino server

Provides secure anytime, anywhere interactive access to Notes mail, calendar, and
corporate directory from Web-enabled devices, including cell phones, pagers, and
personal digital assistants (PDAs). Plus, Mobile Notes also takes advantage of Mobile
Services for Domino push technology for paging and short messaging services.

» iNotes

Delivers powerful Domino messaging, collaboration, and e-business capabilities to Web
browser, POP3, IMAP, and Outlook 98/2000 clients.

Regardless of what client you use for messaging, the underlying technology is the same —a
Lotus Notes/Domino database.

iNotes is the name for a family of products that provides Domino messaging, collaboration,
and e-business capabilities to Web browser and Microsoft Outlook users. The iNotes family
consists of three products:

» iNotes Web Access
» iNotes Access for Microsoft Outlook
» Lotus iNotes Sync Manager

1.2 iNotes Web Access

2

iNotes Web Access is a Web client that allows users to access different Domino services
using a Web browser. iNotes Web Access provides the Web browser user the majority of
features that were previously only available for users with non-Web browser clients, such as
Lotus Notes. These features are in the areas of messaging, calendar and scheduling, task
management, and personal journal. Users can also work offline to manage e-mail messages,
contacts, calendars, to-do items, and so forth from the user interface that iNotes Web Access
provides.

iNotes Web Access can be used independently or together with the Lotus Notes client. Users
can use the Lotus Notes client while they are in their office environment. Or they can use
iNotes Web Access while they are remote, with the possibility to use only a Web browser,
such as in an Internet Cafe, another user’s PC, or the user's home PC. When using both
clients in different situations, users still use the same mail file and the information is always
up-to-date.

For administrators, iNotes Web Access provides a simple client that is easy and cost-effective
to manage and deploy. This is all from within the same Domino infrastructure that they
already manage. The thin-client and server-based deployment model, as well as no training
requirements, allow companies to get users up and running quickly.
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You might have a Domino installation in your organization, and your users have been using
Notes clients to access Domino services for a while. So, what’s the big difference with iNotes
Web Access compared to earlier releases of the Domino server?

Starting with Domino Release 5.0.8, iNotes Web Access is shipped with the Domino server.
iNotes Web Access uses mostly files that reside on a Domino server. In addition to a Web
browser, only a few things have to be installed on the user’s workstation and only when users
need to access their mail files offline. In case some other files are needed locally, they are
also loaded from the Domino server. The files that are related to iNotes Web Access on the
Domino server include:

» iNotes5.ntf: The actual template used to create or upgrade mail files for users

» forms5.nsf: Contains most of the elements used to build the iNotes Web Access user
interface

1.3 Lotus Domino clients available

There is a wide range of clients available to access services provided by a Domino server.
This section briefly explains the following clients and provides suggestions of when you might
use each of these clients:

» Lotus Notes
» iNotes Web Access

» iNotes Access for Outlook

» Domino WebMail

» POP3and IMAP

The selection of the client is based more on the requirements of your particular environment,
rather than the specific features of a certain client.

1.3.1 Lotus Notes

Lotus Notes is an integrated e-mail and e-business software for the Internet and corporate
intranets. Notes integrates information sources, including e-mail, calendaring, group
scheduling, to-do list, and more. Notes users can exchange messages via the Internet, work
with any Web application, read and post topics to Internet news groups, search Web
directories, and use X.509 certificates for security. Notes users have access to their e-mail
and other applications while they are offline, giving them the option to synchronize their work
later.

Integration with the Lotus Domino R5 server makes Lotus Notes R5 available as an
e-business client, with high functionality, security, and customization options. There are
built-in collaborative applications, like discussions and document libraries, as well as
third-party Domino-based e-business solutions. A sample of the Lotus Notes client is shown
in Figure 1-1.

Chapter 1. Overview 3
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Figure 1-1 Lotus Notes client

When to use the Lotus Notes client

Your users may need more than just a mail client, for example, to integrate mail, calendar,
address book, and to-do list, into workflow, Web, and e-business applications. The client to
use in such case is the Lotus Notes client.

1.3.2 iNotes Web Access

4

iNotes Web Access combines Domino messaging, collaboration, and e-business capabilities
and provides them for users using Web browsers. iNotes provides centralized management
and deployment and a no-touch installation to the user’s desktop. It delivers messaging,
calendaring, and collaboration functions to Web browsers through an easy to use user
interface, both online and offline. An example of the iNotes Web Access client is shown in
Figure 1-2.

Note: It is important to understand that today, iNotes Web Access only supports the Win32
Internet Explorer Web browser 5.01 Service Pack 1 or above. Netscape Navigator is not
supported at this time.
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Figure 1-2 iNotes Web Access client

When to use the iNotes Web Access client

You may want to choose iNotes Web Access for your client in situations where you are
upgrading from a traditional mail system to a Web browser-based mail or when you are
installing your first mail system.

Consider using iNotes Web Access if your users don’t have a designated workstation or if
your users have to connect their mail files from computers with only a Web browser installed
or from outside your organization’s network.

iNotes Web Access is a wise choice also for organizations using Lotus Notes mail. It does not
have to be the exclusive decision between Lotus Notes or iNotes Web Access, because you
can use both iNotes Web Access and Lotus Notes to access your mail file in different
situations.

If your organization has Domino WebMail users, you may want to provide them better
functionality by upgrading to iNotes Web Access.

1.3.3 iNotes Access for Microsoft Outlook

iNotes Access for Microsoft Outlook brings reliable, scalable Domino messaging to Microsoft
Outlook 98/2000 users.

The Microsoft Outlook user experience is unchanged with iNotes Access for Microsoft
Outlook; users simply work with their mail, calendar, and task data on Domino instead of
Microsoft Exchange. Familiar Microsoft Outlook features are supported, including rich text,
folders, and integration with Microsoft Office applications.
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iNotes Access for Microsoft Outlook also gives Microsoft Outlook users the additional benefits
of Domino messaging features that are not available with Exchange. This includes full
text-search capabilities for their mailbox, superior mobile capabilities, and native support for
Internet standards (SMTP/MIME and HTML). Figure 1-3 shows an example of Microsoft
Outlook running iNotes Access for Microsoft Outlook.
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J File Edit Yiew Faworites Tools Actions Help
J 1 Mew - | =] | By ™ | GoReply €RReply to All W Forward | = sendreceive | 2aFind %3 Orgarize | [EZ] =2,
Tnbox . =
' | O |\7|Q|From |Subject |Received e I:I
@ Joe Smith meeting with emilio Tue 4/3/01 2:0...
i) Joe Smith hi there Tue 4/3/01 12:...
5y Judy D. Adminl holidaws Fri3f23/01 12:...
i) Judy D. Adminl Redbook status Fri3f23/01 12:...
i) M. F. Hussain test Thu 3/15/01 3:...
i) Judy_Dn._Adminl Mew Msg Wed 3/14/01 1.,
| Judy_D._Adminl Welcome on board Wed 3/14/01...
] AlbertEinstein Mews travel rules Fri 3/9j01 12:4...
i ] @ MikeBighoss Migration plans Fri 3/9/01 7:23...
el =5 Py wienerf Fri 3/9(01 6:35...
] Judy_Dv,_Adminl Monthly Report Thu 3fgf01 3:0..,

.

Thi

s GrandPlace 3/g/0
Thu 3(§(01 2:0... 7]

i

| i) Ravi Shankar RE:

From: Peter Breughel To: Emilio Penedo;i. F. Hussain;Pablo Picasso; Peter Breughel;Ravi Shankar;Salvador. ..
Subject: EBrussels's GrandPlace cc

This is one of the most beautiful Grandplace in the world. the town Hall dates back to the medieval times, and &}
all the houses are at least 300 years old.

My Shortcuts

Other Shortcuts

|16 Items, 2 Unread

Figure 1-3 Microsoft Outlook client running iNotes Access for Microsoft Outlook

For additional information on iNotes Access for Microsoft Outlook, please refer to Exchange
Migration and iNotes Implementation on the IBM @server iSeries server, SG24-6230.

When to use the iNotes Access for Microsoft Outlook client

You may want to improve the reliability and scalability of an existing messaging infrastructure
and add e-collaboration, by upgrading from Microsoft Exchange to Domino, without changing
clients. In this case, iNotes Access for Microsoft Outlook is the correct choice for the client.

1.3.4 Domino WebMail

Domino WebMail gives users the ability to access the Notes mail file from a Web browser,
with basic functionality and user experience. For the current version of iNotes Web Access,
Web Mail is the interface that Netscape browser users will see when opening their mail file.
Figure 1-4 shows an example of the Domino WebMail client.
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Figure 1-4 Domino WebMail client

When to use Domino WebMail

Domino WebMail is still a valid option for users who use such platforms as UNIX, Linux, or
OS/2. You can also use it if your organization is using another Web browser other than
Internet Explorer, such as Netscape Navigator.

1.3.5 POP3/IMAP

The Lotus Domino server provides access for POP3 and IMAP clients such as Outlook
Express, Netscape Messenger (Figure 1-5), and Eudora.
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From: gerardo@inotes 1]
To: gerardo(@inotes
14
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3. Tahoma font
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3. verdana font
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Figure 1-5 POP3 client

When to use a POP3/IMAP client

Some organizations have already deployed users with standard mail clients. Regardless of
what the current underlying technology is for their mail server, this can be replaced by a
Domino server, without further changes on the user side. This avoids retraining the user
because they are already using a familiar interface.

1.4 Basic features and functions of iNotes Web Access

This section describes some of the basic features and functionality that iNotes Web Access
provides.

Tip: For additional details of basic iNotes Web Access features and functions, please refer
to iNotes Web Access Deployment and Administration, SG24-6518.

To access a Domino mail database from the Internet Explorer Web browser, you access the
URL to the mail database, in either of the following forms:

http://server.domain.com/mail/user.nsf
http://server.domain.com/mail/user.nsf?0OpenDatabase

Using this URL automatically redirects the Netscape user to the WebMail interface or opens
the iNotes Web Access interface to the Internet Explorer user.
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1.4.1 Mail

You can create anew message from virtually anywhere in the iNotes Web Access interface.
Clicking the New button creates a new message when you are in the Inbox, Folder, Sent, or
Drafts views. If you are elsewhere in iNotes Web Access, such as the Calendar, To-Do, or
Notebook views, clicking New -> Message also creates a new mail message (Figure 1-6).

Inbox

Motebook Page

Folder

aerarda

Figure 1-6 Drop-down menu in iNotes Web Access to create a new document

This brings up the New Message window where you fill out, as with any other mail client, the
TO:, cc:, bee:, and Subject: fields (Figure 1-7).

ad

Save As Draft | Cancel | Priarity = | Options

|4

o
C

0

beoe

Subject: |

Monospace =[[107] B) ) W B o =29 LD 84S

=
Sans Serif
Sans Serif Bold
Sans Senf Italic
Serif
Senif Undetlined

e Serif Bulleted

Monospace
Monospace Red
Monospace Centered
Monospace Right-aligned

El
Add Attachments: &) X)

U.ID_I?
GE

=l
Figure 1-7 iNotes Web Access new message window
You also have a body field, where you have limited use of rich text functionality including:
three different fonts, tabs, bold, italic, bullets, numbering, headline format, as well as different
colors.

Spell-checking is also available. To select the language, click the last icon on the right (looks
like a book icon), and the window shown in Figure 1-8 appears.
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3 Choose spell check dictiona x|

Choose which dictionary to use when checking
your spelling.

Language:

(o114 I Cancel I

Figure 1-8 Choosing a dictionary for spell-checking

All the spelling dictionaries installed on the Domino server are available for use by the iNotes
Web Access user, with no additional configuration required.

You can also attach as many files to the message as you want.

e-mail notification

If e-mail is enabled on the Domino server’s configuration document, you will receive a pop-up
window that notifies you when new mail has arrived.

1.4.2 Calendar

There are eight different views in the calendar, as listed in Figure 1-9.

|~ GCalendar ~+ To Do Li:

* O one Day
Twa Day
Five Day
One Week
_ Two Wwesk
Manth
ear
Group Calendar

Mew Calendar Entry

Figure 1-9 iNotes Web Access calendar views

There are five different types of calendar entries:

» Meeting: A meeting creates an entry in the originator's calendar, with a predefined start
and end. Like a mail message, a meeting is sent to the people designated in the To:, cc:,
and bcc: fields, and if accepted, is added to their respective calendars.

» Appointment: An appointment is an entry with predefined start and end times, as well as
a date.

» All Day Event: An all-day event has only a predefined date with no start or end times,
marking the entire time on that day as busy.

» Anniversary: An anniversary is like an all-day event, without booking the entire day as
busy.

» Reminder: A reminder is an entry in the calendar at a very specific time; it does not have
a duration.
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Alarms

For any of these calendar entries, you can specify an alarm. When an alarm is activated, a
pop-up window (Figure 1-10) appears to notify the user.

3 Alarm - Microsoft Internet Explore B ] |

Alarm: Mon 11/26/2001 05:30PM

Doctor YWisit

Snooze for |10 minutes Snooze |

Figure 1-10 Calendar alarm notification

Alarms can be enabled or disabled globally by the administrator in the Domino server
configuration document.

1.4.3 To Do list

With iNotes Web Access, you can also manage personal pending tasks, similar to what is
done in the Lotus Notes client. However, Lotus iNotes Web Access differs on two aspects.
First, there is no support for group to dos, and second, it adds a Gantt chart view to the
traditional list view (Figure 1-11).

/4 To Do List - Microsoft Internet Explorer _l&lx
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JAddress I@ https:ffinotesmlol . rchland.ibm, comfmailigerardo.nsffiMotes ToDof *OpenDocument &PresetFields=s_ToDoYiew; G, &Count=200&UNH=cepSgmudrhslr 3dhlr30fg2m7ss j @GD

. W Logout W Chat W Go Offline W Preferences ) Help =
E iNotes Web Access.

Gerardo Leal " welcome Mail -~ Calendar ~ To Do List ~ Contacts -~ Notebook -
Tuesday
27 Howz7, 2001 To Do Chart

10:09AM
b

Days View | Weeks View | Months View | Quarters View

4 2001 b M b
1 " b b ovember

et ToDo Assigned Ta 14 18 16 17 18 13 20
5§ M T W T F §

1z 3 SendPresentation to the team Gerardo Leal -

4 3 6 7 8 3 10 Gerardo Leal _
11 12 12 14 15 16 17 Make expense account
18 19 20 21 22 23 24 Create Outline for project Gerardo Leal ]

25 26 27 28 29 30

Figure 1-11 iNotes Web Access To Do list: Gantt chart view

When you create a new to do item, you can add an alarm to alert you in advance of the due
date, as well as set a repeat interval for periodical tasks.

1.4.4 Contacts

When working with iNotes Web Access, you can work with a contact list containing both
individual and group entries. While the contact information is stored in a separate file
(names.nsf) for Notes client users, all contact and group information is stored on the same file
as the mail and calendar information for iNotes Web Access users.
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If a user accesses their mail file both from the iNotes Web Access client and from the Lotus
Notes client, the iNotes template provides a way to synchronize the contacts between the
personal address book in the Notes client and the contact list in iNotes Web Access
(Figure 1-12).

|.C\cti|:|ns Help
Add Recipients 3 t‘f\ oh = % = B G
Archive »

Edit OFfline Configuration

Synchronize Contacks

. Send Memo to Database Manager Synchronize Journal

Upgrade this Folder or view ko RS design v| 1] v| Subject
Reply b 2001 EEY Menzaje c

lalt] (a2 ] T

Figure 1-12 Synchronizing contacts in personal address book with contact list in iNotes Web Access

1.4.5 Notebook

iNotes Web Access also provides a section to register all-purpose information, such as notes
or a file repository. The notebook section provides the ability to create simple documents with
a formatted text body and file attachments.

Like the contacts section, if the user uses both the Lotus Notes client and the iNotes Web
Access client, the notebook section can also be synchronized with the journal.nsf file on the
Notes client (Figure 1-13).
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Figure 1-13 iNotes Web Access notebook

To synchronize the notebook with the journal file on the Lotus Notes client, from the Notes
workstation, open the mail file, and select the pull-down menu options Actions-> iNotes Web
Access-> Synchronize Journal.

1.4.6 Sametime enabled chat

iNotes Web Access provides integration with Sametime offering a chat client that can be
launched from the iNotes Web Access user interface allowing you to start chat sessions with
one or more users. To use this function, you click the Chat icon from the upper right corner of
the iNotes Web Access client. Figure 1-14 shows an example of the chat client available in
iNotes Web Access.
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Note: To use the chat client in iNotes Web Access, Sametime must be already configured
and running. Also, the Sametime server name must be in each Person document.

) sametime - Chat - Microst ==l

=i Mametime - Chat - Microsc

| Browse... |

El&& Contacts

Aditya Wresniyandaka
Linda Defreyne
Ceb Landon

HNattapong Mongkolprasit
Mike Gordon

| Arm Active

Figure 1-14 iNotes Web Access chat client

This chat client does not have the same capabilities as the Sametime connect client for Web
browsers. Basically this chat client only allows chat sessions and not application sharing or
audio/video sessions.

1.4.7 Working offline

iNotes Web access adds the ability to work offline using the same familiar Web browser
interface, while at the same time providing the features of replication.

To work offline with iNotes Web Access, you need the Lotus iNotes Sync Manager (that can
be downloaded from the Domino server). Then create a subscription to your mail database.
This subscription is the local replica of the mail file that will be used when working offline
(Figure 1-15).
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Figure 1-15 Installing an offline subscription

The first time the offline function is used, the offline subscription is installed along with the
Lotus iNotes Sync Manager software. Depending on how the Domino Off-Line Security
(DOLS) document has been configured, you may be prompted for your Notes ID password.
The ID will be retrieved from the Domino Directory, or a new one will be created
automatically.

Note: You can find more details on setting up DOLS and offline support for iNotes Web
Access users in Chapter 2, “Setup and deployment” on page 17.

Once installed, the Lotus iNotes Sync Manager application synchronizes the subscription
periodically with almost the same functionality as the Replicator page of the Lotus Notes
client (Figure 1-16).

%%'Lotus iNotes Sync Manager ;IEIEI
File Options  Help

e 4 @ #a o & il
Start Sync  Stop Sync Sync Detail Properties  Open Online Open Offline Enable Disable Delete
Subscription Title | Subscription URL | zize

rodo Leal hittps:inctesmi0] rehland.ibm.c...

« | H
| 4
Figure 1-16 iNotes Sync Manager
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Synchronization settings

You can set options as to how the subscription is going to be synchronized (Figure 1-17).

Gerardo Leal Properties

Subscription | Schedule | Security Syncomionsl

r— Subzcription Section Settings

E Reguired sections
. e Gerardo Leal (3385 MED
i Optional sections

r— Subzcription Settings

I Limit subscription size ta |1EIEI _I: MB

[ Automatically download any new optiohal sections on server.
[ Send pending emails before shutdown.

™ Swnchronize new or modified documents before shutdown,

[ Maotify when synchronization is completed.

[0]14 I Cancel Apply

Figure 1-17 Lotus iNotes Sync Manager subscription properties

Some of the synchronization options you can set include:

» Subscription size: You can limit the subscription size to a maximum. We do not
recommend setting the limit under 5 MB, because the template itself is 5 MB.

» Automatically download any new optional sections on server: If this option is

enabled, any new optional section that is made available on the server is added to the

local subscription.

» Send pending emails before shutdown: If enabled, any e-mails that are still created
locally, but still not synchronized, are sent to the server.

» Synchronize new or modified documents before shutdown: If enabled, this option

runs synchronization before shutting down the Lotus iNotes Sync Manager.

» Notify when synchronization is completed: When enabled, a pop-up window appears
when the synchronization process is complete.

How it all works together

Figure 1-18 and the following series of steps explain the offline synchronization process and
how it differs from accessing the database online when working with the iNotes Web Access

client:

1. The mail file must have the iNotes5.ntf template.

2. This template enables the user to access the iNotes Web Access client interface using the

Web browser.

3. When the user chooses to go offline, they download the Lotus iNotes Sync Manager, and

a subscription is created. A subscription is actually a replica copy of the mail database.

When updating the subscription (replicating), the Lotus iNotes Sync Manager behave like

a Notes client, using the Notes Remote Procedure Call (NRPC) protocol to access the

database on the Domino server.

Chapter 1. Overview
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Note: For the Domino server, there is no difference between users that synchronize
using the Lotus iNotes Sync Manager and those that replicate using the Lotus Notes
client.

4. When working offline, the user is using the Web browser to access the local mail file (a
Domino database).

Note: When the user accesses the local subscription using a Web browser, an
instance of a Domino server is run locally with only the HTTP task running. This
instance of a Domino server uses port 89 to locally listen to the HTTP requests from the
Web browser.

iNotes5.ntf
user.nsf
iNotes Web Access @
P Online
@ Browser >

@ Offline
DOLS @

NRPC

user.nsf Domino R5 server

Figure 1-18 Working online and offline with iNotes Web Access
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Setup and deployment

This chapter contains the hardware and software requirements for the end-user workstations
and the Domino servers deploying iNotes Web Access on the iSeries server. It also covers
how to prepare and setup iNotes Web Access on the iSeries server.

Note: Throughout this redbook, we assume that you have basic skills on Domino and
iSeries administration.

This chapter discusses the following topics:

End-user workstation requirements

Administrator workstation requirements

iSeries server requirements

Setting up iNotes Web Access on the Domino server
Deploying and setting up clients

Other considerations when deploying in certain environments
National language support

»
»
»
»
»
»
»
» Performance and sizing considerations
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2.1 End-user workstation requirements

The following sections describe the hardware and software requirements for the end-user
workstation.

2.1.1 Hardware requirements

Workstation requirements depend on several factors such as the operating system and
characteristics of how each user utilizes the client. Most users not only use mail and calendar
on their workstation, but they also use office applications or other productivity applications.

Based on the Lotus iNotes Web Access R5.0.9 white paper (http://notes.net), the general
recommended hardware configuration for the enduser workstation is:

» 500 MHz processor
» 256 MB main memory

» (Optional for offline usage only) 200 MB of disk space for offline usage; 75 MB for program
code; the rest of the space for user’s mail and full-text index. If the user has a larger mail
file, more disk space is required.

Note: There are several sources from Lotus and IBM that discuss the minimum client
requirements, and there are some discrepancies. From customer feedback and from our
test environment, generally the Pentium 11 400 MHz with 128 MB memory is enough to
achieve a reasonable response time and performance.

2.1.2 Software requirements

18

The iNotes Web Access end-user workstation requires the following software:

» Windows 32-bit operating system: Windows 95, Windows 98, Windows NT 4.0, or
Windows 2000

» Internet Explorer 5.01 with Service Pack 1 or Internet Explorer 5.5

» (optional) Adobe Acrobat Reader Version 4.0 or above is required for calendar previewing
and printing

» (optional) Other applications, such as office products, are required for opening documents
directly from attached files.

Note: Even though Internet Explorer (IE) 6 may work with iNotes Web Access, if you
upgrade from IE5.01 or IE5.5 or if you install the optional feature of Microsoft virtual
machine, it is not officially supported by Lotus in the initial releases of iNotes Web Access.
Windows XP also comes with Internet Explorer 6, so it also is not officially supported by
Lotus.

Accessing iNotes Web Access using other Web browsers, such as Netscape 4.x, Internet
Explorer on Mac and UNIX platforms, Smartphone, and PDAs, are not supported by the
current releases of Domino R5.0.8 and later R5.0.x.
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2.2 Administrator workstation requirements

There is no special iNotes administrator client. The administrator uses the Lotus Domino
Administrator client to setup and manage iNotes Web Access. They may also install the
software for the end user on the workstation to test the functionality before deploying to them.
Therefore, the administrator can use an existing Domino R5 Administrator workstation to set
up and manage both iNotes Web Access and Lotus Notes users.

2.2.1 Additional software requirements for administration

iNotes Web Access administration requires the following software in addition to the software
requirements listed in 2.1.2, “Software requirements” on page 18:

» Lotus Domino Administrator client R5.0.8 or later (the client version should match the
Domino server version)

» IBM Client Access Express for Windows, Operations Navigator with the Domino plug-in for
installed

2.3 iSeries server requirements

The iSeries server requires the following hardware and software to be installed.

2.3.1 Hardware requirements

Following is the minimum iSeries server hardware requirements:

» iSeries server, such as Model 270, 820, 830, 840, or IBM AS/400e with PowerPC (RISC)
processor; traditional server or Domino Dedicated Server (DSD) model

» Minimum 256 MB of memory, 512 MB or more recommended
» Minimum 750 MB disk space, 1 GB or more recommended

For more accurate information about processor requirements, number of disk arms
recommended, etc., refer to 2.8, “Performance and sizing considerations” on page 58.

Note: Although Domino will run on any RISC-based iSeries or AS/400 server with the
supported operating system and have the available capacity to support, there are
price/performance and response time advantages in using the newest iSeries models.

2.3.2 Software requirements

The minimum iSeries server software requirements include:

v

0OS/400 V4RS5 or higher (also depends on your iSeries server model)
TCP/IP Connectivity Utilities for AS/400
Lotus Domino Server for iSeries R5.0.8 or later

vy

Important: The incremental installer from pre-R5.0.8 does not include iNotes Web
Access. You must install or upgrade from Domino 5.0.8 full installation media. See
2.6.1, “Upgrading from a pre-R5.0.8 Domino server” on page 52.

v

(optional) OS/400 Option 12, Host Servers: For easier management of Domino and
iSeries server in a graphical user interface using Operations Navigator
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» (optional) Client Access Express for Windows: For easier management of Domino and the

iSeries server in a graphical user interface using Operations Navigator

» Prerequisite PTFs for the specific 0S/400 version:
- V4R5

Table 2-1

Make sure the latest cumulative PTF package is installed.
For Domino R5.0.9, at least cumulative PTF C0294450 and the group PTFs listed in
Table 2-1, if using other Domino functions, are required.

Additional 0S/400 V4R5 PTFs required if using other Domino functions

Additional group PTFs

Other Domino functions

Latest DB2 group PTF SF99105

iSeries

Moving data between Domino and DB2 UDB for

Latest Java group PTF SF99068

integration

All Java related features, such as Sametime

Latest BRMS group PTF SF99077

Domino backup

Using Backup Recovery and Media Service for
iSeries, for example, use BRMS for online

- V5R1

In addition to the latest V5R1 cumulative PTF package, you need the additional

PTFs listed in Table 2-2.

Table 2-2 Additional PTFs required for 0S/400 V5R1

Product PTF Description Available on
ID number cumulative PTF
package
5722-999 MF27185 | LIC - COMM SOCKETS DOMINO SERVER NOT N/A
RESPONDING
Err EWOULDBLOCK is received by the application
after ADDLEISVR command.
5722-SS1 S102083 Cumulative fixes to QYPPRT370 *SRVPGM, N/A
including: C2M1212 message after C++ exception.

* Additional PTFs are required for other Domino functions listed in Table 2-3.

Table 2-3 Additional V5R1 PTFs required if using other Domino functions

Additional PTFs

Other Domino functions

Client Access Service Pack2 S101907 (comes
with the latest cumulative PTF) Windows

EZ Setup and Client Access Express for

Latest BRMS group PTF SF99078

database backup

Using Backup Recovery and Media Service for
iSeries, for example, use BRMS for online
Domino backup and incremental Domino

» Additional PTFs as specified in Lotus Domino Server release notes

More up-to-date information about prerequisite PTFs is listed on the Domino for iSeries
home page at: http://www.ibm.com/servers/eserver/iseries/domino/support

» From a license perspective, you also need iNotes Client Access License (CAL) or a Notes
client license
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2.4 Setting up iNotes Web Access on the Domino server

iNotes Web Access comes standard as a part of the Lotus Domino Server R5.0.8 or later. You
do not need to install it separately. The following list gives an overview of the steps required to
set up iNotes Web Access:

1. Enable HTTP and Domino Off-Line Services (DOLS).
2. Update the Domino server document for HTTP and DOLS configurations.

3. Register new users or upgrade existing users’ mail databases using the iNotes Web
Access mail template.

4. If you plan to provide offline access to the users, you need to configure Domino Off-line
Services for offline support and for synchronizing between offline databases on the local
workstation and online databases on the Domino server.

5. Set up the iNotes Web Access Domino server configuration document to specify other
functions for the end users.

Some customers will use a newly dedicated Domino partitioned server for their iNotes Web
Access clients, while other customers will deploy iNotes Web Access clients on their existing
Domino servers. For information on sizing a new iSeries server or an existing server, see 2.8,
“Performance and sizing considerations” on page 58.

2.4.1 Enabling HTTP and Domino Off-Line Services

To configure a new Domino server or change an existing Domino server on the iSeries server
to support iNotes Web Access, you may use one of the following methods:

» From Operations Navigator or Web-based configuration
» From a 5250 emulation screen using an OS/400 CL command

For more details about configuring a new Domino server, please refer to Lotus Domino for
AS/400 R5: Implementation, SG24-5592.

Configuring a new Domino server for iNotes Web Access

To configure a new Domino server to support iNotes Web Access, you have to enable an
HTTP service on the Domino server. If you plan to deploy offline support for the end users,
you also need to enable Domino Off-Line Services.

Note: You need to have the Domino plug-in for Operations Navigator installed in order to
use Operations Navigator to manage Domino servers. Please refer to Lotus Domino for
AS/400 R5: Implementation, SG24-5592, for information on how to install the Domino
plug-in for Operations Navigator.

Configuring a new Domino server using a graphical user interface
Perform the following steps to configure a new Domino server using Operations Navigator:

1. From Operations Navigator, expand your iSeries server on the left pane under Network ->
Servers.

2. Right-click Domino and select New Domino Server (Figure 2-1). A Web-based server
configuration window appears that allows you to configure a new Domino server.
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Figure 2-1 Configuring a new Domino server using Operations Navigator

3. Enable HTTP and DOLS as shown in Figure 2-2.

Quick Help
In addition to Motes users, who elze will be the audience for this server? Intermet IvIail
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send and recetve mail
from the Internet.
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- Mail Router
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- Replicater
Welcome to
Domino

Additional Sexrvices - (Optional Sernces for Domine Servers)
Server Setup

i s [ ICH [T BEMS
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Figure 2-2 Enabling HTTP service and DOLS using a Web-based configuration

Configuring a new Domino server using the CFGDOMSVR CL command
Perform the following steps to configure a new Domino server using the OS/400 Configure
Domino Server (CFGDOMSVR) CL command.

1. From a 5250 session, type the CFGDOMSVR command and press F4 for prompting. Specify
*HTTP in the Web browser field (Figure 2-3).
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Configure Domino Server (CFGDOMSVR)
Type choices, press Enter.

Administrator:

Last name . . . . . . . . .. > Admin

First name . . . . . . . . .. > iNotes

Middle initial . . . . . . .. Name, *GEN

Password . . . . . . . . . ..

Minimum password length . . . 8 0-31

Internet password . . . . . . *NONE
Time zone . . . . . . . . . .. > CST GMT,EST,CST,MST,PST,CET ...
Daylight savings time . . . . . *YES *YES, *NO
Web browsers . . . . . . . . .. > *HTTP Name, *NONE, *ALL, *HTTP...
Internet mail packages . . . . . *NONE *NONE,*ALL,*IMAP,*POP3 ...

+ for more values
SMTP services . . . . . . . .. *DOMINO *DOMINO, *MSF
More...

F3=Exit  F4=Prompt F5=Refresh  Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Figure 2-3 Enabling the HTTP service using the CFGDOMSVR command

2. Press F10 for additional parameters. Then page down to the bottom of the page, and
change the Allow Domino Off Line Services field to *YES (Figure 2-4).

Configure Domino Server (CFGDOMSVR)
Type choices, press Enter.

Allow Domino Off Line Services > *YES *YES, *NO

F24=More keys

Figure 2-4 Enabling DOLS using CFGDOMSVR command

Changing an existing Domino server to support iNotes Web Access

For an existing Domino server, you must change the Domino server configuration to enable
HTTP service and DOLS by either using Operations Navigator or the Change Domino Server
(CHGDOMSVR) CL command.

Changing an existing Domino server using a graphical user interface
Perform the following steps to change an existing Domino server using Operations Navigator:

1. From Operations Navigator, expand your iSeries server on the left pane under Network ->
Servers-> Domino.

2. Right-click the Domino server to be used for iNotes Web Access, and select Properties.
The properties display appears as shown in Figure 2-5.
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Figure 2-5 Changing the existing Domino server properties

3. Click the Internet tab, and enable Web browser access. We selected the Hypertext
Transfer protocol (HTTP) option in our example. Then click the Services tab and select

Domino Off-Line Services (Figure 2-6).
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" Enable Internet Cluster Manager [ICH)
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™ Domin Erterprise Connection Services [DECS)
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™ Clustering

" Biling

V' Damino Off-Line Services

Figure 2-6 Enabling HTTP service and DOLS using Operations Navigator

Changing an existing Domino server using CHGDOMSVR

™ Backup and Recovery Media Services [BRMS)

Services | Localel Network Configuration | Initizlization File

QK I Cancel Help

Perform the following steps to change an existing Domino server using the OS/400 Change
Domino Server (CHGDOMSVR) CL command:

1. From a 5250 session, type the CHGDOMSVR command and press F4 for prompting. Change
the Web Browsers field to *HTTP (Figure 2-7).
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Change Domino Server (CHGDOMSVR)
Type choices, press Enter.
Server name . . . . . . . . .. > INOTESO1
Additional server ID:
ID file's password . . . . . . *NONE
Time zone . . . . . . . . . .. CST *SAME, GMT, EST, CST, MST ...
Daylight savings time . . . . . *YES *SAME, *YES, *NO
Web browsers . . . . . . . . .. *HTTP Name, *SAME, *NONE, *ALL...
Internet mail packages . . . . . *NONE *SAME, *NONE, *ALL,*IMAP ...
+ for more values
SMTP services . . . . . . . .. *SAME *SAME, *DOMINO, *MSF
Directory services . . . . . . . *NONE *SAME, *NONE, *ALL, *LDAP...
News readers . . . . . . . . .. *NONE *SAME, *NONE, *NNTP
More. ..
F3=Exit  F4=Prompt F5=Refresh  Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Figure 2-7 Enabling the HTTP service using the CHGDOMSVR command

2. Press F10 for additional parameters. Then page down to the bottom of the page and
change the Allow Domino Off Line Services field to *YES (Figure 2-8).

Change Domino Server (CHGDOMSVR)

Type choices, press Enter.

Additional Parameters

Start when TCP/IP started . . . *NO *SAME, *YES, *NO
Allow Domino Off Line Services *YES *SAME, *YES, *NO

Figure 2-8 Enabling DOLS using the CHGDOMSVR command

2.4.2 Domino server configuration

Configuring the Domino server on iSeries to enable iNotes Web Access is similar to doing the
same task on other platforms. For more information, please refer to Chapter 3, “Deployment”,
in iNotes Web Access Deployment and Administration, SG24-6518, for more information.

This section describes the configuration requirements on the Domino server.

Verifying the Domino Off-Line Services setting
You must perform this step if you plan to provide offline access to your end users.

Since DOLS is tied to the Domino HTTP server task as a Domino server HTTP API extension,
there is no separate DOLS task in the Domino server. For example, you cannot issue a 1oad
DOLS command to start DOLS or execute a show tasks command from the Domino server
console to see if DOLS is running. It will be loaded or ended with the Domino HTTP task.
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On the iSeries server, using the CFGDOMSVR DOLS(*YES) or CHGDOMSVR DOLS(*YES)
CL commands when creating or changing a Domino server configures DOLS automatically.
There are two checks to verify that DOLS is configured and running on the Domino server:

1. Verify the Domino server document has been updated with the DSAPI filter of
LIBDOLEXTN.SRVPGM (Figure 2-9).

™ Server: inotesml01 /Inotes - Lotus Notes
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CEA g A LT £ MO GRE

‘Workspace __U Inotes's Address Book - Server\Servers | u Server: inotesml0 /notes ﬂ
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DS lookup: Dizabled lcon directary: dominoticons

Default home page: default. htm lcon URL path: ficons

Allow HTTP clients to C Yes @ No CGI directory: dominategi-bin
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Maximum requestz overa 1 CGI URL path: fogi-bin

zingle connection:

Mumber active threads: 40
MOTE: The fallowing zetting iz no longer uzed in Domino. /
“r'ou should uge it only for zervers running versions prior ko 4.6,
Minirmum active threads: 20 \ DSAP filter file names: LIEDOLEXTN.5RYPGM

Log files: Enabled Access log format: Common

Domlog. nsf: Dizabled Time farmat: LocalTime
Log file duration: D aily

Diirectory for log files: URLs

Access log: access Methods:

Agent log: agent MIME types:

Fieferer log: referer Uszer agents:

Error log: error Return codes:

LG5l ermor log: cqgi-ermor Hosts and domains:

Input timeout: 2 minutes Fun web agents Disabled
cohcurently?

Output timeout: 20 minutes ‘web agent timeout (in a

| i 1

Figure 2-9 DOLS DSAPI filter in the Domino server document

Note: The DOLS DSAPI filter must be listed first. If there are other DSAPI filters already
being used, such as WebSphere Application server, they must be listed after the DOLS
DSAPI filter.

By default, the CHGDOMSVR appends the filter to the end of the list. If other filters are
already loaded, you must manually move LIBDOLEXTN.SRVPGM to be the first one.
Otherwise, DOLS will not load properly.

2. Check the messages on the Domino server console when the HTTP server task starts to
make sure the DOLS extension is loaded (Figure 2-10).
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Display Domino Console

Previous subcommands and messages:
11/20/2001 11:28:41 PM Agent Manager started
11/20/2001 11:28:42 PM AMgr: Executive '2' started
11/20/2001 11:28:42 PM AMgr: Executive 'l' started
11/20/2001 11:28:46 PM inotesml01/Inotes is the Administration Server of
the Domino Directory.
11/20/2001 11:28:46 PM Administration Process started
11/20/2001 11:28:51 PM Schedule Manager started
11/20/2001 11:28:52 PM SchedMgr: Validating Schedule Database
11/20/2001 11:28:53 PM SchedMgr: Done validating Schedule Database
11/20/2001 11:28:56 PM Calendar Connector started
11/20/2001 11:29:02 PM Event Monitor started
11/20/2001 11:29:08 PM JVM: Java Virtual Machine initialized.
11/20/2001 11:29:08 PM Java Servlet Manager initialized

11/20/2001 11:29:08 PM Domino Off-Line Services HTTP extension (iNotes Relea
se 1.05) loaded.
11/20/2001 11:29:09 PM HTTP Web Server started

F3=Exit  F5=Refresh  F6=Print
F17=Top  F18=Bottom F21=Command line

Figure 2-10 DOLS HTTP extension loaded message

Configuring the Domino HTTP server

iNotes Web Access clients use the HTTP Internet protocol versus the Notes Remote
Procedure Call (NRPC) used by the Lotus Notes client. You can either use the OS/400 HTTP
server (original version) or the Domino HTTP server to serve the iNotes Web Access clients.
This section explains how to configure the Domino HTTP server to serve iNotes Web Access
clients.

Attention: If you plan to use the offline support (Domino Off-Line Services) for your iNotes
Web Access users, you must use the Domino HTTP server. DOLS is only supported by the
Domino HTTP server. The OS/400 HTTP server does not support DOLS.

Enabling an HTTP service, as well as SSL for iNotes Web Access, is similar to enabling
HTTP for other Domino Web-based mail and applications. You can use the Domino
Administrator client and go to the Configuration tab to configure the Domino server document
of iNotes Web Access server. For more information on SSL, refer to Chapter 3, “Security” on
page 75.

For basic configuration of iNotes Web Access, you must consider the following fields in the
Domino server document in Domino Directory:

» Fully qualified Internet host name: Specify the fully qualified Internet host name of the
Domino server instead of the Internet short name or Domino server name. The iSeries
server must be able to resolve this host name to its TCP/IP address as well (Figure 2-11).
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r: If you have multiple HTTP servers sharing the same IP address on

the iSeries server, you must specify a different port number for each of the HTTP servers.
Also make sure that you enable the TCP/IP port for HTTP here (Figure 2-12).
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A
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Anonymous: Yes
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Anonymous: ez

Figure 2-12  Specifying

the TCP/IP port number for HTTP or SSL

» Bind to hostname: It is very likely for the iSeries server to have multiple Domino

partitioned servers
enable the OS/400
IP address (Figure
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Figure 2-13 Specifying Bind to host name as enabled

» Session authentication: In the current releases of the Domino server, R5.0.8 and R5.0.9,
DOLS does not support multi-server session authentication for domain-wide Web single
sign-on (Web SSO). If you plan to deploy offline access, you must set session
authentication to either disable (default value) for basic name-and-password
authentication or Single Server for session-based name-and-password authentication

(Figure 2-14).
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Figure 2-14 Specifying session authentication

Restriction: In the current releases of Domino, R5.0.8 and R5.0.9, DOLS does not
support multi-server session authentication. You need to plan accordingly if you intend
to deploy WebSphere and Domino single sign-on or Domino multi-server domain-wide

authentication.

You can start, stop, and manage the Domino HTTP server by using the Domino server
console commands. Table 2-4 shows some frequently used Domino server console
commands including some of the new commands from the newer Domino releases. For
additional information regarding HTTP settings for the Domino HTTP or Web server, please
refer to the Domino R5 Administration Help database (help5_admin.nsf).

Table 2-4 Domino R5 server console HTTP commands

Domino HTTP console command Description
Load HTTP Manually start the Domino HTTP server task.
Tell HTTP QUIT Manually stop the Domino HTTP server task.
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Domino HTTP console command

Description

Tell HTTP Restart

This command results in the HTTP task shutting
down, reloading, and refreshing certain Web
server settings. It is the equivalent to issuing “Tell
HTTP Quit” followed by “Load HTTP”. However,
the downtime for the HTTP server is much
shorter because it does not completely reload all
HTTP memory. This command deletes the
in-memory page and user-authentication caches.

Tell HTTP Show Thread State

Gathers information about the status of each
worker thread.

Tell HTTP Show Users

Displays authenticated users. This command can
be used only if the Domino server is configured to
use session-based tracking for the Web. This
command shows the user name, IP address, and
the time of expiration, which is 30 minutes by
default. The results display only users who are
authenticated; anonymous users cannot be
tracked.

Tell HTTP Show File Access

Displays information about file system protection
on the machine and each virtual server if
configured.

Tell HTTP Show Security

Displays the current status on the use of SSL for
the server and each virtual server or virtual host.

Tell HTTP Show Virtual Servers

Displays a list of all configured virtual servers or
virtual hosts running on the server.

Assigning Internet passwords for each iNotes Web Access user

To access a mail database, the iNotes Web Access user must first authenticate with the
Domino server. There are different options available; the most common being basic name
and password authentication or session-based authentication. These require a Person
document in the Domino Directory or a secondary directory configured using Directory
Assistance (DA). Each Person document must contain the user name and Internet password.
To set the Internet password of a Person document, perform the following steps:

1.

From a Lotus Notes client, open the Domino Directory or Domino server address book.
2. Select the People view from the left navigation panel.

3.

4. Click the Edit Person button. On the Basics tab, verify the value in the Internet password

Locate the Person document that you want to update.

field. In order for a user to authenticate from a Web browser, the value cannot be blank

(Figure 2-15).

Note: Opening a Person document in the read mode does not show the Internet

password. You must open it in edit mode.

If the Internet password field is blank, type a password and click Save and Close. You

may notice that the password is then translated into an encrypted format.
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Figure 2-15 Setting the Internet password field of a Person document

By default, each user will own their mail database file and be granted Manager access, in the
access control list (ACL) of that database, and Editor access, in the Maximum Internet name

®
PERSON: Notes Administrator99/iNotesates Administiataraa/totes @ INOTES SRS &r\ | 2

Basics l il l WarkiHome l Other l Miscellaneous ] Cetificates l Administration

& password field. This is sufficient for most functions. However, creating a database full-text
index, enabling Out of Office agent, and changing the Internet password functions require
Designer access in the Maximum Internet name & password field.

The ACL level required for each of these functions is shown in Table 2-5.

Table 2-5 Access levels to a user’s mail database

ACL access level

Maximum Internet

Change Internet

Out of Office agent

name & password password available? | available?
Editor Editor No No
Editor Designer No No
Designer Editor Yes No
Designer Designer Yes Yes

Note: The Change Internet Password option is only available for the mail database owner.

Perform the following steps to change the value of the Maximum Internet name & password

access control:

1. Start the Lotus Notes client and locate your mail database icon.

Right-click the mail database icon and select Database-> Access Control.

2
3. Click the Advanced button on the left navigation panel.
4

. Change the value of the Maximum Internet name & password to Designer by making a
selection from the drop-down list (Figure 2-16).

5. Click OK.
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Figure 2-16 Changing the value of Maximum Internet name & password field

2.4.3 Registering new users with the new iNotes mail template

By default, Domino uses the R5 standard mail template Mail (R5.0) or StdR5Mail (mail50.ntf)
when you register a new user. To register a new user with iNotes Web Access capabilities,
you must use the iNotes Mail C&S template (iNotes5.ntf) instead.

Perform the following steps to register a new user and create their mail file using the iNotes
Web Access template:

1. Start the Domino Administrator client, and login using the Domino server’s administrator
ID.

2. If you have multiple Domino partitioned servers in a Domino domain, make sure that you
connect to the correct Domino server to be used for iNotes Web Access.

3. Click the People & Groups tab.
Select Tools-> People-> Register from the right navigation panel (Figure 2-17).

‘ .~ Tools

s ﬁ People

J Reqizter...
E dit

Mowve...
Renarre...
J Delate
Recertify...
Set Internet Address...

Flgure 2; 17 Régistering a new person
5. The system then prompts you for the certifier password. Type the password and click OK.

6. In the Register Person -- New entry window, type the user information.
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7. You need to select the Set Internet password check box. iNotes Web Access uses the
Internet password in online and offline authentication with the Domino server. The
password specified should be eight characters or longer.

Important: We recommend that you set the Internet password with at least eight
characters in length. If a user changes their password in offline usage and if the
password is less than eight characters, an invalid password error would always appear.
This happens even though the user types the password correctly because DOLS
requires a password with at least eight characters. This is implemented for Internet
security reasons to make it harder for an intruder to guess the user’s password.

8. Click the Advanced check box.
9. Click the Mail button.

10.Select the Domino iNotes Web Access server as the Mail Server.

11.Select iNotes Mail and C&S (iNotes5.ntf) from the scroll-down Malil file template menu
(Figure 2-18).

Register Person -- Notes User 21x|
¥ Advanced Mail Server... | imotesrnl0l Anotes
ﬁ hd ail file ternplate b ail zystem:

B Domine MailT racker Store - Lotus Mates ¥
e S Darming Wweb Server Log _I I J
i Estended Mail [R5.0 Mail filz hame

‘ iHotes Mail and CiS _I 5
i Lotus SmartSuite Librany [5.0] Imail'\nuser
LooMall i
Mail [R5.0)
Microsoft Office Library (R5.0) ﬂ Mail file awner access

About... | iMotes. ntf IManager ﬂ
1D Infa

f+ Create file now

ﬁj [~ Set databaze quota I t4B (" Create file in background

Groups
S [~ Set warning threshold I ME [ Create full test index

Other Add perzon I Import Tegt file... | Migrate people..

Fiegistration queue:

A|User Mame A| |F|egislralion Status A|Date

1] | i3
Heaizter &l | Heaizter | [DEelete | Options... | Dane |

Figure 2-18 Selecting the iNotes Web Access template when registering a new user

12.Complete or verify the other fields as necessary.

13.Click the Add Person button. The new user will be listed in the Registration queue (lower)
panel.

14.Click the Register button.
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15.After the Domino server registers the new person and creates a new mail database, a
pop-up window asking if you want to register another person appears. Click Yes if you
want to register another person. Otherwise, click No to end the registration process.

Registering a new user with Operations Navigator

The Domino plug-in for the Operations Navigator enables you to register new Domino users

as well. The registration can be done as a part of creating a new OS/400 user or changing an
existing OS/400 user. The benefit of using this method is that you can create an OS/400 user
profile, create their entry in OS/400 Directory Entry, and create a Domino user ID for this user

all at the same time. However, you cannot specify an Internet Password or iNotes Web

Access mail template there. If you use Operations Navigator to register a new Domino user,

you have to set the Internet Password and convert the mail template for that user’s mail
database later.

Note: Before you register a new Domino user using Operations Navigator, you need to
have the Domino Administrator client installed and configured with the proper Domino
server administrator ID available on the workstation.

Perform the following steps to register a new OS/400 user and a new Domino user:

1. Start Operations Navigator and sign on with a security officer or security administrator
user ID with an entry in OS/400 Directory Entry.

2. Expand your iSeries server on the left pane to Users and Group. Then right-click and
select New User (Figure 2-19).

3 AS/400 Operations Navigator
File Edit Yiew Options Help

‘i % B | 2 | x | @ o 2 minutes old
| Environment: My Connections | Inotesml0T: AllUsers  Include: Al
EI} Management Central {Sametimesyy) Profile | Description ;I
= m My Connections M Eperedo Emilio Peneda 3-6095
- B Inctesmiog M Fasth Christina Fasth, 253-6101 (Wilfried 11/16/01)
% Basic Operations L Francine Francine Weiner 3-6095
@ ‘Wwork Management _& Gleal
B8P configuration and Service L Ttscidss F. Wiener - itso resident
" 2:;:\‘;;: .é. Iwall iNotes Web Access Lab, Team 11
L Twalz iNotes Web Access Lab, Team 12
Users and Groups - N
Py L Twals iNotes Web Access Lab, Team 13
ﬁ P Explore .Q.Iwal‘l iNokes Web Access Lab, Team 14
gal Lse Cpen .!. Jrook, Jim C Mo 2
o[ Databa  reate Shortout 8 ximg Kim Greene 3-4431
..C.CID File Sys EECTERT T a Lduser1 LDAP Usert - Aditya W,
.. Backup E .!. Linda pr.oflle linda defreyne
@ Applical ML Mgordon Mike Gaordon
BB AFPMa Paste i Mhamada
- Sametimey: - LMk MARY KULAS SEC OFR.
Properties ~ .
ML Mattapo Mattapong Mongkaolprasit
.& Pbreughel used by F, Wiener ITSCSS - Testing
.& Pst P changed with CHGESYSSEC on 01712/01 at 05:00:00
.& Qautprof 1BM-supplied User Profile
.& Qbrms 1BM-supplied User Profile
.& GQelumgt 1BM-supplied User Profile
.é. Qeluster 1BM-supplied User Profile -
3o e | _>I_I

M Create a new uzer 4 ? Help for related tasks
@88 Create a new group

a

Creates a new user.

Figure 2-19 Registering a new user using Operations Navigator
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3. On the New User window, enter the required information for the OS/400 user and click the

Networks button (Figure 2-20).

New User - Inotesmli01 HE

User name: IHAF!F!Y
Description: |Hamy Potter
Password: I xxxxxxxx ﬂ
¥ User must change password at nest sign-on
[T &llow client applications to share thiz pazsward
V¥ Enable uzer for processing

e

FE &3
iR = s
Groups Perzonal Capabilities Jobz Metworks
Add Cancel | Help |

Figure 2-20 Entering the required OS/400 user ID information

4. Select the Domino Registration tab and a pop-up window appears that asks for a
password for the Domino Administrator ID. Type the password here, and select the
Domino server to register a new Domino user into. Then click Add.

5. Type the required information for the new Domino user and click OK (Figure 2-21).

Domino User Registration on INOTESMLO1 EHE
Basics | Server | Mail | Gther |

j-l First name: I Harry|
Miclclle initial: I
La=t name: I Puotter
Password: I SOrCerer

- . I 5 =
Minimum password length: =
License type: ILotus Motes |
Ok I Cancel Help

Figure 2-21 Entering the required Domino user information

6. A new OS/400 user ID is created and a new user is registered on the Domino server with
the standard R5 mail template and no Internet password. You will need to add the Internet

password and replace or convert the mail template design later.
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2.4.4 Migrating existing users’ mail databases

Migrating existing Domino users means replacing the design of the users’ mail databases
with the new iNotes Web Access template. The iNotes Web Access mail template description
is iNotes Mail C&S, with a filename of iNotes5.ntf. This mail template is the superset of the
previous standard R5 mail template and R5 WebMail template, which means the users can
also access their mail file from a Lotus Notes client or a WebMail client.

When you upgrade existing users’ mail databases to the iNotes5.ntf template, you can
upgrade one mail database at a time or use the mail conversion utility to automate upgrading
the design.

We recommend upgrading users’ mail files when they are not accessing them, for example, in
the early mornings or over a weekend. You may plan a schedule downtime for upgrading
users’ mail template and notify users that their mail files will be unavailable during the
upgrade.

Mail template design replace considerations
Check the following considerations before you upgrade users’ database mail template.

A mix of pre-R5.0.9 Notes clients and iNotes Web Access

When deploying iNotes Web Access clients on the Domino R5.0.9 server, Notes clients with
different R5 releases can access the Domino R5.0.9 server. Both the iNotes Web Access
client and the Lotus Notes client can use the same mail database with the iNotes5.ntf
template.

A mix of pre-R5.0.8 Notes clients and iNotes Web Access clients is supported by the Domino
R5.0.9 server. The iNotes Web Access template is compatible with earlier releases of the
Notes client. In an environment that uses the iNotes Web Access template, Notes client users
will continue to see the standard Notes client user interface. When using the iNotes Web
Access client, users will see the iNotes Web Access user interface.

Upgrading mail templates from pre-R5.0.8 to iNotes Web Access

If you plan to upgrade a mail database template that is pre-R5.0.8, you need to upgrade the

database template to the standard R5 mail template (mail50.ntf) of release 5.0.8 or later first.
You must do this before you upgrade the mail database template design again to the iNotes

Web Access template (iNotes5.ntf).

Important: Upgrading a pre-R5.0.8 R5 mail database to iNotes5.ntf directly may corrupt
the mail database.

Replica of iNotes5.ntf on multiple Domino servers

If you have a mail database on a Domino R5.0.9 server with an iNotes5.ntf template and a
replica of that mail database on another pre-R5.0.8 Domino server, you must ensure that the
design of that mail database is set not to replicate. A mail file with an R5.0.9 design on a
pre-R5.0.8 server does not work properly. You need to ensure that the older pre-R5.0.8
design does not overwrite the R5.0.9 design on the R5.0.9 server.

To prevent the mail templates of the two replicas from replicating, perform the following steps
for each mail database:

1. Open the replica mail database.

2. Select File-> Replication-> Settings.

3. Click the Advanced tab.
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4. Under “Replicate incoming,” deselect Forms, views, etc. and Agents.
5. Click OK.

Make sure you do this for each replica. This procedure does not work for clustered servers
and databases; cluster replication ignores selective replication.

Upgrading the mail template
Perform the following steps to upgrade the mail template:

1. If users have customized their mail files, instruct them to back up these customizations.
For example, users can make a new copy of their mail file that includes only the database
design. This allows users to reapply changes they made to their Notes R5 mail database
to the new iNotes Web Access mail template (Figure 2-22).

Copy Database “"Nattapong Mongkolprasit™ ﬂ
Server ILocaI j ()3 I
Title: INattapong Mongkolprazit el |
File M ame: Inattapong_backup.nsf gl Help

Encryption... Size Limit... |

Copy:

" Database design and documents

™ Create Full Test index

Figure 2-22 Creating a backup copy of the design mail database

2. Make sure that you have started the Domino server on which you want to upgrade the mail
database, and go to the Domino server console.
You can access the Domino server console on the iSeries server by using:
— Work with Domino Servers (WRKDOMSVR) CL command, and selecting option 8

— Work with Domino Console (WRKDOMCSL Dominoservername) CL command to access to
the Domino console of that server directly

— A Web browser or the Domino Administrator client

3. To prevent Domino from routing mail files, and therefore, accessing or making any
changes to mail databases while they are being upgraded, shut down the router task by
typing the following command in the Domino server console:

tell router quit

The pending mail is stored in MAIL.BOX while you upgrade the mail databases. Once you
upgrade the mail databases and load the router task again, the router processes and
delivers the mail in MAIL.BOX.

4. Load the mail conversion utility. Type:
load convert [arguments]

You may use the mail conversion utility (convert) from the Domino server console or use
the replace design utility from the Notes client to replace the mail template. However,
Lotus recommends that you use the mail conversion utility from the Domino server
console instead of using replace design.

The mail conversion utility command uses arguments to specify options. It has the form:

load convert [-r] mailfilepath existingtemplatename newtemplatefilename
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Here -r converts mail files to subdirectories of the specified directory. Refer to the section
“Upgrading user’'s mail files”, in the Domino documentation Moving to Notes and Domino
Release 5 for more information.

T

he following examples show various ways that you can use the mail conversion utility

from the Domino server console:

S

Example 1: Convert only a mail database, user.nsf, from the standard R5 mail
template to the iNotes Web Access mail template. “StdR50Mail” is the design name of
standard R5 mail.

Toad convert mail/user.nsf StdR50Mail iNotes5.ntf

Example 2: Convert all databases in the mail/testgroup directory with any database
template to iNotes Web Access mail template:

load convert mail/testgroup/*.nsf * iNotes5.ntf

Example 3: Convert all databases under the mail directory and all of its sub-directories
with any database template to the iNotes Web Access mail template. The “-r” switch
means recursively replace all files in the subdirectories.

lToad convert -r mail/*.nsf * iNotes5.ntf

ee Figure 2-23.

> load convert mail/nattapong.nsf * iNotes5.ntf

11/19/2001 01:08:02 PM Mail Conversion Utility starting

11/19/2001 01:08:02 PM Mail Convert: Started replacing design template '*'
with '"iNotes5' in 'mail/nattapong.nsf'

11/19/2001 01:08:02 PM Deleting '(openinotesAgent)' from database 'Nattapong
Mongkolprasit'

11/19/2001 01:08:02 PM Mail Convert: Finished replacing design template in

'mail/nattapong.nsf’

11/19/2001 01:08:03 PM Mail Conversion Utility shutdown

Figure 2-23 Converting a mail database to use the iNotes Web Access template

5.

Once you finish upgrading mail databases to the iNotes Web Access template on the
Domino server, load the router task. Type:

load router

N

otify users that you upgraded their mail databases to the iNotes Web Access design.

Note: The iNotes Web Access mail template, iNotes5.ntf, also supports accessing from
WebMail and Lotus Notes clients for the same user. Refer to 2.6.6, “Users accessing their
mail database from different types of clients” on page 53, for details.

Replacing the design from Lotus Notes client

Replacing the mail database template design can also be done individually from the Lotus
Notes client. However, it must be done from a Notes client release 5.0.8 or later.

Important: Replacing a design using pre-R5.0.8 Notes clients may result in corrupted mail
databases because they do not set all the necessary database flags.
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You only need Domino Off-Line Services if you plan to provide offline access to users. If you
plan to deploy only to have online access to iNotes Web Access, you do not need to install or
setup DOLS on your Domino server.

Important: DOLS must be configured before iNotes Web Access client installation for
offline access.

Domino Off-Line Services is an extension of the Domino Web (HTTP) server. It provides
users with mobility to use mail and calendaring, as well as other Domino Web applications
offline while disconnected from the Internet or intranet. It provides the installation method for
clients and synchronization between the client and Domino server for disconnected use.

The DOLS administration database (dolsadmin.nsf) allows a Domino administrator to define
the scope of security by an Organizational Unit — not the domain — and to define a User ID
deployment policy for client downloads of the Lotus iNotes Sync Manager application. To
configure DOLS, the Domino Administrator client can be used to configure the DOLS security
policy document. The DOLS administration database (dolsadmin.nsf) is created as a part of
the configuration of a new Domino server or when changing an existing DOMINO server with
the DOLS(*YES) parameter.

Perform the following the steps to configure DOLS:
1. Start your Domino Administrator client, and select the Configuration tab.

2. On the left pane, expand the Offline Services folder and select Security.
3. Click the New Security Policy button as shown in Figure 2-24.

Note: You will see Offline Services only if you have authority specified in the ACL of the
dolsadmin.nsf database. You may also perform these functions by opening the
dolsadmin.nsf database directly from the Domino Administrator client or the Lotus
Notes client.
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Figure 2-24 Creating a new Offline Security Policy document through the Domino Administrator client

4. Onthe panel as shown in Figure 2-25, specify the scope of security in the Security domain
field, and choose one from the options listed in the ID deployment policy field.

Note: The Security domain specified here has nothing to do with Internet domain or
Domino domain. It refers to the organization unit that this policy will effect. For example,
you can have a less secure policy such as “Automatically generate user IDs” for
/extranet/Mycompany, and have another more secure policy such as “Prompt for ID
during download” for /intranet/Mycompany for a different group of users.

Eﬁ Offline Security Policy for /iNotes - Domino Administrator _|Ol x|
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Figure 2-25 Offline Security Policy document

Chapter 2. Setup and deployment 41



5. Press Esc and click Yes to save the document.

6. Check for the logging of the Offline database user with the Administrator client. First click
the Configuration tab and then select Offline Services -> Users from the left navigation
panel (Figure 2-26). This view contains a log of the synchronization of subscriptions done
by each user in the past.

|f','- Adminiztration

People & Groups I Filez I Server I Messaging I Replication I Configuration l

Server. inotesml01/Inotes IUse Directory or: ICunent Server -]

¥ Jj Server Uszer Mame ¢|Security Domain Used % Main Download MSF ¢|Download Date

j El_é ::;i:i':;i ~ Aditya Wresniyandaka

> (il Directory fnotes mailfaditya.nsf 11/30/2001 01:59:21 PM

b i Weh {Inotes mailfaditya.nsf 11/30/2001 02:07:43 PM

& Statistics & Events Anotes mailfaditya. nsf 11/30/2001 02:09:45 PM

vl Cluster fnotes mailfaditya.nsf 11/30/2001 02:18:51 P
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» Nattapong Mongkolprasit
» Notes User9
» user Offline

Figure 2-26  Offline subscription log users view through Domino Administrator client

2.4.6 Enabling other functions in iNotes Web Access

42

You may want to enable or disable some functions for iNotes Web Access that are available to
users to control or manage disk space, security, or performance. For example, you can save
disk space by disabling archiving or full-text indexing on the Domino server. You can improve
performance by specifying a long alarm polling time. You can also set the minimum time
interval that must lapse before users can poll for new mail. To control the opening view, you
can specify a Welcome page URL for all users.

To do this, you can use a configuration document to specify these values:

1. From the Domino Administrator client, click the Configuration tab and expand the
Messaging section.

2. Click Configurations.

3. Select the Configuration Settings document for the iNotes Web Access Domino servers,
and click Edit Configuration. If this is the new configuration, click Add Configuration. In
case you have multiple iNotes Web Access Domino servers in your domain, you may
create a domain wide or specify the group of Domino servers that this configuration will
affect (Figure 2-27).
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Figure 2-27 Specifying the group or Domino server names in the Configuration settings document

4. Click the iNotes Web Access tab. A list of parameters with default values is displayed as

shown in Figure 2-28.

Note: The configuration settings for iNotes Web Access displayed in Figure 2-28 are
from a R5.0.9 Domino server. You do not see all of these configuration settings on a

Domino R5.0.8 server.

Chapter 2. Setup and deployment 43



&2 New Configuration - Domino Administrator

File Edit %iew Create Actions Text Help
CEA B Degh B 7 JE =
@.‘-Administration u Mew Configuration X

(i
]
II‘H'II

) @0Q

administrai

F!Q:! Save and Close

CONFIGURATION SETTINGS

yiop1og
‘I.”:rofd
11 o 10N

Basics | Router/SMTP | MIME | NOTES.INI Settings | iNotes Wweb Access | Administration |

I

Archiving on server: ¥ Enable
Full-text indexing: X Enable
M odification of Intermet password: X Enable
Calendar printing: ¥ Enable
Custom ActiveX; fle attachment utilty: B Enablz
Alarrs: X Enable

Alarm polling time:

5 mirutes

Minimum allowed mail polling time:

"B minutes

‘wielcome page URL:

r

|
Wwelcome page title: T
Allows uzer to edit the welcome page: X Enable
Walidate name and set altemate name X Enable
items:
Allow uzer to configure alterate name [~ Enable
dizplay zetting:
Allows uzer to chooge the preferred ™ Enable
language:
Alternate name language: rEninshJﬂ
Encmypt offline mail files: ™ Enable

zetting:

Allow uzer to overide offing encreption [ Enable

Figure 2-28 iNotes Web Access parameters in the Configuration document

5. Change any of these settings as necessary. For example, specify a customized corporate
Welcome page for the users. Here are considerations about some of these configuration

options:

Archiving on server:

Because iNotes Web Access cannot archive on the client, a server archive is provided.
There is another iNotes_ WA _DisableArchive keyword in notes.ini that overrides this
parameter. Specifying iNotes_ WA _DisableArchive=0 means to allow archiving while
iNotes_ WA _DisableArchive=1 means to disable archiving.

Full-text indexing:

This option allow users to create and maintain a full-text index on the Domino server
when they are accessing online. Unlike full-text indexing created from a Notes client, it
will not perform full-text indexing on attachment files.

Important: Some options such as Archiving on server or Full-text indexing may
consume more resources such as disk space, disk I/O, and processor on the Domino

server.

6. Click Save and Close.

7. Restart the Domino server for the changes to take effect.
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2.5 Deploying and setting up clients

One of the benefits of iNotes Web Access is less administration on the client side. If you plan
to deploy online access only, iNotes Web Access offers a simple deployment with no-touch
desktop installation. If you plan to deploy offline capability to the users for disconnected or
mobile access, the users need to install Lotus iNotes Sync Manager as well as the
subscriptions to the databases they want to take offline on their workstations.

2.5.1 Online clients

After upgrading existing users or registering new users, you need to provide three items of
information to the users: user ID, Internet password, and a URL to access their mail file.

» User ID: To log on, the user may use the fully qualified username with organization or full
name or user ID or shortname as specified in the Domino Directory. (For more information,
please refer to Domino R5 Administration Help database (help5_admin.nsf) and reference
the Security topic).

» Internet password: This is the password that you specify in the Internet Password field of
the Person document in the Domino Directory. This password may be different from the
user’s Notes |ID password.

» URL: Users can access their mail file from iNotes Web Access by specifying a URL in the
following format:

http://<fully-qualified-Dominoservername>/mail/<user-mail-file>.nsf

Note: Make sure to specify the fully qualified Internet name, such as
http://inotes.itso.ibm.com, instead of just the Domino server name.

By default, this displays the Welcome Page. But you may provide other URLSs to initially
display the Inbox, Calendar, To Do list, and so on. Table 2-6 shows the URLs to directly
access these views.

Table 2-6 URLs and the initial display views

To display URL

Welcome Page | servername.com/mail/username.nsf

Contact List servername.com/mail/username.nsf/inotes/contacts/?0penDocument&ui=inotes
To Do List servername.com/mail/username.nsf/inotes/todo/?0penDocument&ui=inotes
Calendar servername.com/mail/username.nsf/inotes/calendar/?0penDocument&ui=inotes
Mail Inbox servername.com/mail/username.nsf/inotes/mail/?0penDocument&ui=inotes

For the Standard R5 mail template (mail50.ntf) and Extended R5 mail template
(mail50ex.ntf), the default URL provides the WebMail interface. If the user still needs to
access WebMail because of an unsupported Web browser, they can explicitly specify a
URL for each interface as shown in Table 2-7.

Table 2-7 Specific URL for WebMail and iNotes Web Access for iNotes5.ntf template

User interface Explicitly specified URL

iNotes Web Access user interface http://www.acme.com/mail/
jsmith.nsf?0penDatabase&ui=inotes

Domino WebMail user interface http://www.acme.com/mail/
jsmith.nsf?0penDatabase&ui=webmail
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Tip: You can use the WebMail redirection tool to provide a single URL to log on for all
users. For more information, refer to Chapter 4, “Enhancing iNotes Web Access” on
page 113.

2.5.2 Offline clients with Lotus iNotes Sync Manager
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Lotus iNotes Sync Manager is the component application that enables end users to set
application replication for DOLS-enabled databases. Each database that you add in the
synchronization list is referred as a subscription. You may have several subscriptions for your
mail, directory catalog, or other DOLS-enabled applications. To install the Lotus iNotes Sync
Manager, you can either install it directly from the Domino server or from the separate CD for
low-bandwidth or dial-up users.

Before a user can go offline, the mail database’s owner must be set to be their own ID. In
Domino R5.0.8, if a user tries to click Go Offline before the database’s owner is not set, an
error occurs with an instruction on how to set the mail owner in Preferences. In this case, the
user can to go the Preferences menu, under Mail tab, and assign themself has the mail
owner. On the contrary, in Domino R5.0.9, the first time that a user logs on to iNotes Web
Access, the Preferences window pops-up automatically to let the user assign themself as the
owner of their mail database as shown in Figure 2-29.

/J Preferences - Microsoft Internet Explorer

Maill Calendarl Wark Hoursl Delegationl Archivel DateJ’Timel Otherl

This mail file belangs to: |Harry Potter/Inotes
(The mail owner is not presently set)

Display Options
Sort mail:

& ascending (new mail goes to bottom)

" Descending (new mail goes to top)

Send and Receive Options
[ automatically append a signature to the bottom of my outgoing mail messages
Signature:

Sending Receiving

Save sent mail ¥ Check for new mail every |—5 minutes
& aAlways keep a copy ™ Prompt when new mail arrives

" Don't keep a copy

" Always prompt

Folder Management
Select a default folder for the 'Copy and Close' action Folder. .. | I

=l
Figure 2-29 Preferences window in R5.0.9 allowing user to assign themself as the mail owner

Users can install and enable Lotus iNotes Sync Manager for offline access to iNotes Web
Access by themselves with an easy three-click installation. The administrator may provide the
instructions in the following steps. These steps show you how to enable clients for offline
access to iNotes Web Access from the Domino server:
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1. Start your Web browser and login to your mail file. For example, use the following URL as

shown in Figure 2-30:

http://<Dominoservername>/mail/<user-mail-database>.nsf

2} Welcome - Microsoft Internet Explorer

=lol =]

File Edit Wiew Favorites Tools  Help

sHBack * = - @ 723 | @Search (5] Favorites @History | %v =h - E

links @&]Roch &]BT &|Help &]IS51 &]Customize Links & MWindows Media 4 |Windows &]MCP &1 Y¥ahoo FFL

Address I@ hittp: ffinotes:xfmail/mgordon. nsffiotes fwelcome/ *OpenDocumentBui=inotes

j @Go

@ Logout @ chat W Preferences

@ co O@'\e

E iNotes Web Access.

& Help

Mike Gordon " welcome Mail ©+ Calendar ~ To Do List ©~ Contacts - Notebook -

Sunday
Dec 02, 2001 Welcome |
11:408M
-
4 2001 b | New Mail Today's Schedule
4 Decernber  F Who Date - Size
= M T w T F s =
g =

Z 3 4 5 & 7 B
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 ZE 29
30 31

Figure 2-30 Logging into mail to go offline through iNotes Web Access

2. Click Go Offline-> Install Subscription as shown in Figure 2-31.

/3 Go Offline - Microsoft Internet Explorer

=10l

File Edit Wiew Favorites Tools Help

<Gpack - = - & ot | iQisearch [GFavorites & #History ||%v =] -

Links &]Roch &1BT &]Help &]I551 & Customize Links & | Windows Media & Windows &]MCP & vahoo FFL

Address I@ \ction,‘h_New,h_SetReadScene;s_OFFIinePage,h_SetEditScene,'s_OfFIinePage,h_ReturnToPage,'4DF38292D?48069DD5256?080016?212j @GD

@’ iNotes Web Access.

W Logout W Chat W Go Offline W Preferences ) Help ;I

Mike Gordon " Welcome Mail -+ Calendar - To Do List ©+ Contacts - Notebook -

Sunday H
2 Deco0z, 2001 Go Offline | g@
02:41FM
-
4 2001 ¢ | What is working Offline?
4 Decernber b | Working offline allows you to access the infarmation in your mail file when your computer is
S M T w T F 5| notconnected to a network, With certain limitations, anything that can be done when you
m . - - ; are online can also be done when you are offline.

9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 Z& 27 28 29
30 31

You are currently working online. To go offline with iNotes Web Access click on the link
below and choose the "Go Offline" option from the menu that appears.

Click below for a menu of options

m Go Offline

Hoy 5o anline ess

orking offline you must install iNotes Offline software by clicking on
oose the Install Subscription option from the menu that appears.

o Subscrlptl.ons...
the Synchronize Mow

Language 3

&) !

’_’_ (2 Local intranet i

Figure 2-31 Installing a subscription for iNotes Sync Manager

3. Click Yes to install the iNotes Sync Manager (Figure 2-32).
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" Welcome Ma

Lotus iNotes Installer x|

InStalhng SUI » Reading Configuration Seftings E
Dovvnloading Subscription Softvware
Downloading...

) _ Unpacking Subscription Software
Please wait whil

Configuring Subscription

Nurinn the dow
i Lotus iNotes Installer x|

Installing this subscripkion will run saftware fram this website on yaur maching. ¥ou are nat Using a secure connection so the
identity of this site cannot be confirmed. Do you wish toinstall this subscription software From "inokesxo"?

Yes o

Cancel

Figure 2-32 Downloading the subscription software and Lotus iNotes Sync Manager

Note: You must have ActiveX enabled on the Web browser. The Lotus iNotes Sync
Manager is implemented using ActiveX/Plug-in files that are rendered at the iNotes
workstation level.

4. Select the user ID for the DOLS-enabled database (Figure 2-33).

Please enter the name of a folder containing your Notes ID. cd |
Look in: I i inctesRes j = 5 Ef-
Labids linda.id
aditya.id mgardon.id
cert.id nattapong.id
[=#] dalandon.id syrCert.id

=] dolcert.id tuser.id
doluser.id user.id
gerardo.id usrCert.id

File name: I j Open I
Files of type: INoteS D Files (* D) hd| Cancel |

r Cpen & read-only

4
Figure 2-33 Selecting the Notes ID for the DOLS-enabled database (in this case for the mail database)

5. The Lotus iNotes Sync Manager window appears. Wait until you see a completion
message pop-up window. Notice that the synchronization status is idle now (Figure 2-34).
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/Lotus iNotes Sync Manager o ] 4|
File ©Options Help

@ i = > e % i
Skatk Sync  Stop Syne  Sync Detail Proprties Qpen Online. Open Gfline Enable Disable Delete
Subscription Title I Subscription URL I Size I Last Synchronizstion Time I Synehrorzanon Status

€ nike Gordon bitp: Mnctessooimailingordon.nst 6808 < 1200202001 04:26:26 PM..C(D) Idle: Sections:2 - Errors:1 - Docs Rec. )

| | H
@ 100%: complete 4
Figure 2-34 Lotus iNotes Sync Manager

Note: A subscription is considered to be any DOLS-enabled database that has been
taken offline.

What is installed for offline installation in the client
By default, the Lotus iNotes Sync Manager is installed in the C:\Program Files directory. The
files shown in Table 2-8 are installed.

Table 2-8 Location and files installed as a part of Lotus iNotes Sync Manager installation

Local directories Files stored in directories

C:\Program Files\Lotus iNotes Lotus iNotes Sync Manager program files

C:\Program Files\Lotus iNotes\Data DOLS configuration, dolsnames.nsf, mail.box,
log.nsf

C:\Program Files\Lotus Contains databases associated with that

iNotes\Data\<Subscription Name>\... subscription including mail file and directory
catalog, full-text index of all databases, and a
user ID file

Note: iNotes Web Access offline access does not use dolsnames.nsf to keep personal
contacts and groups as in iNotes Access for Microsoft Outlook, but rather, uses the
Contacts folder that is a part of the mail database. This gives users the benefit of having a
synchronized contact list at all times that they can integrate into their mail databases,
regardless of whether they are working online or offline.

Behind the scenes: What happens during offline installation

Besides installing a number of program files on the client, DOLS also installs what is
essentially an “offline Domino server environment”. It consists of a Domino Directory,
dolsnames.nsf, with Person documents for each user who has taken an application offline.

DOLS actually creates a local instance of a Domino server, running only with the necessary
services and ports (Figure 2-35).
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™ Server: OfflineSync/DOLS - Lotus Notes
File Edit Wiew Create Actions Help (* ? \,&5 1
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g Edit Server 5) web..

S5L key file name: kil kyr

551 protocol version [for use Negotiated
with all protocols except

Accept SSL site certificates: ) Yes @ Na

Accept expired S5L @ Yes (U Ho
certificates:

et | Directony | News | Wail | 0P |

S5L ciphers: RC4 encryption with 128-bit key and MDS MAC
RC4 encruption with 128-bit kep and SHA-1 MAC
Triple DES enciyption with 156t key and SHa-1 M&C
DES enciyption with BE-bit key and SHA-T MAL

RCA4 encryption with 40-bit key and MDS MAC
RC2 encrption with 40-bit key and MDS MAC

Enable 551 W2:
[55L %3 iz slways enabled) [ ves

BeLSE] BOEPE

TCP/P port number; g9 \
TCPAP port status: Enabled
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Mame & pagsword Yes
Anonymaus: Yes
S5L port humber: 443
S5L port status: Disabled
Authertication ophions:
Client certificate: Mo
Mame & pazzword, ez
Anonymaus: ez

Figure 2-35 DOLS Domino Directory (dolnames.nsf)

This instance of the Domino server uses port 89 to listen for local Web browser connections.
However, the Web browser is not actually using the network interface to connect to the
Domino server, but rather the internal loopback interface of 127.0.0.1. An external user
cannot access this local PC using the workstation IP address and this port from a Web
browser or any other client.

This is why the same port is used offline regardless of whether the online mail database uses
SSL. If encryption is needed when the database is taken offline, it would be via modifying the
user preferences and enabling encryption (Figure 2-36).
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/3 Preferences - Microsoft Internet Explorer =101 x|

" Medium encryption
\Wencryption

Mew = | Save & Close | Cancel o
Mail | Calendar | Wiork Hours | Delegation | Archive | Date/Time | Other |

Search

[ Enable full-text indexing for searching

Personal categories

[Type here to add a new category]
Business

Personal

Friends

Farmily

Change Internet Password

Change... |

Offline
¥ Campact mail file after sync
¥ Upd

Encrypt mail file local

index after sync

& Simple encryption

Figure 2-36 User preferences: Local encryption when working offline

Enabling local mail encryption
iNotes Web Access in Domino R5.0.9 supports the local encryption of a mail database. If you

a

Iready have a subscription that is not encrypted and now want to enable the encryption, you

have to enable encryption as well as resubscribe your mail files by perform the following
steps:

N o o 0D

Important: Make sure that your Notes ID password (the one that comes with the ID file)
and Internet password match. Otherwise, you cannot open your locally encrypted mail
database and will receive an HTTP error code of 500.

. Open your Lotus iNotes Sync Manager. Delete your current subscription by clicking the
Delete button.

From a Web browser, login to your mail database.

Click Preferences.

Click the Other tab.

Under the Offline section, select the Encrypt mail file locally check box (Figure 2-36).
Click one of the radio buttons that specify the level of encryption.

Click Save and Close. You see the animation window indicating that your new
preferences are being saved.

Click Go Offline and continue with the subscription installation as described in 2.5.2,
“Offline clients with Lotus iNotes Sync Manager” on page 46.
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2.6 Other considerations

This section discusses some considerations for deploying iNotes Web Access in certain
environments.

2.6.1 Upgrading from a pre-R5.0.8 Domino server

Upgrading from a pre-R5.0.8 release using the incremental installer does not contain the
iNotes Web Access mail template. If you plan to upgrade the Domino server on iSeries from a
release prior to R5.0.8, we recommend that you upgrade using the full-version installation
media of Domino R5.0.8 or newer releases. For more information, please refer to the Lotus
Domino incremental installers Web page:
http://www.ibm.com/servers/eserver/iseries/domino/incinst.htm

You can also refer to the Lotus Notes/Domino R5.0.8 MR/MU Web page at:
http://www.notes.net/r5fixlist.nsf/Progress/5.0.8?0penDocument

2.6.2 Upgrading from a customized mail template

Domino mail and application template customization is common among customers. However,
the current version of the iNotes Web Access Version 1.0 mail template that comes with
Domino R5.0.8 or R5.0.9 is not designed for, and not recommended by, Lotus to be
customized until the future releases. At that time, proper designer tools for customizing iNotes
Web Access will be provided.

You may continue to use a company’s customized mail template for some users in Domino
R5.0.9 while using a iNotes Web Access template for users who plan to use iNotes Web
Access on the same iSeries server. For customization of the iNotes Web Access template,
please refer to Chapter 4, “Enhancing iNotes Web Access” on page 113.

2.6.3 Multiple releases of Domino servers

Running multiple releases of Domino servers in a single logical partitioning (LPAR) on iSeries
server is currently not supported. If you have other applications that require pre-R5.0.8, you
may need to run in a separate LPAR on the same iSeries server or on a separate iSeries
server.

2.6.4 iNotes Web Access, Sametime, and QuickPlace on the same system
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iNotes Web Access, Sametime, and QuickPlace can be installed in the same iSeries server.
However, there is a consideration about the version compatibilities between QuickPlace and
Domino.

Normally, QuickPlace for iSeries Release 2 can be installed as a standalone server or with an
existing Domino server. However if you plan to install QuickPlace with an existing Domino
server, you have to use the compatible version/release of QuickPlace that corresponds to
Domino server version/release as denoted in Table 2-9.

With Domino R5.0.8, if you plan to run iNotes Web Access, as well as Sametime and
QuickPlace on Domino R5.0.8, you need to upgrade Domino from R5.0.8 to R5.0.8.01 as well
as QuickPlace 2.0.8 to 2.0.8.01. The patches are provided as Maintenance Updates (MUs)
and are available on the Domino for iSeries service/support incremental installer Web site at:
http://www.ibm.com/servers/eserver/iseries/domino/incinst.htm
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Important: There is currently no plan for the availability of a QuickPlace release to work
with Domino R5.0.9. For Domino customers who currently have QuickPlace 2.0.8 and
Domino 5.0.8 installed, please be advised that an upgrade to Domino 5.0.9 will make your

existing QuickPlace installation inoperable.

You should plan accordingly if you intend to deploy QuickPlace in the future on the same

system running Domino R5.0.9.

Table 2-9 QuickPlace and Domino compatibility releases

QuickPlace release Domino release
N/A 5.0.9

2.0.8 5.0.8

2.0.7 5.0.7 or5.0.7a
2.0.6a 5.0.6a

2.0.5 5.0.5

2.0 5.04

2.6.5 Multiple mail clients on the same Domino server

You can have Lotus Notes users, iNotes Access for Microsoft Outlook users, iNotes Web
Access users, WebMail, or other POP3/IMAP clients accessing their mail from the same
Domino server. In the initial release of iNotes Web Access, it supports only Internet
Explorer 5 on a Win32 platform. Other Web clients may continue to use WebMail to access

their mail from a Web browser.

2.6.6 Users accessing their mail database from different types of clients

Currently with Domino R5.0.8 or later, three types of R5 mail database templates are
available as shown in Table 2-10. You may ask: “There are so many templates, which one
should | use?”. The answer is that each template is designed to be used for different types of
clients that access the Domino server. You may have users using different templates in the

same system.

Table 2-10 Available R5 mail database templates for Domino R5.0.8 or later

Template name

Template description

Template file name

StdR50Mail Mail (R5.0) mail50.ntf
ExtR50Mail Extended Mail (R5.0) mail50ex.ntf
iNotes5 iNotes Mail and C&S inotes5.ntf

Tip: To check which mail template is being used for each database, you can check in the
Database Catalog (catalog.nsf) located in the Domino server’s data directory.

» Mail (R5.0) is the standard R5 mail that contains forms, frames, fields views, etc. for the
Notes client as well as the WebMail client. It provides the smallest mail database size. If
the users use only the Notes client or WebMail or other Internet mail clients (POP3/IMAP)

to access their mail, this template should be used.
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» Extended Mail (R5.0) is a superset of the Mail (R5.0) template and supports all the clients
in Mail (R5.0), plus the Microsoft Outlook client (using iNotes Access for Microsoft Outlook
support). It was first shipped in Domino R5.0.5. It provides Microsoft Outlook users offline
access using DOLS/Lotus iNotes Sync Manager to the client. The footprint of Lotus iNotes
Sync Manager program, plus the template, is around 20 MB. This template should be
used for the users who access their mail from Microsoft Outlook, Notes client, WebMail or
Internet mail clients — in any combination.

» iNotes Mail and C&S is the iNotes Web Access template providing access to mail,
calendar and scheduling to users via a Web browser. First shipped in R5.0.8, iNotes Web
Access is the superset of Mail (R5.0) and Extended Mail (R5.0) plus iNotes Web Access
and DOLS/Lotus iNotes Web Access for both online and offline access. This template
should be used for the users who access their mail from iNotes Web Access, Microsoft
Outlook, Notes client, WebMail, or Internet mail clients — in any combination.

2.7 National language support
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iNotes Web Access client language support is based on the international language version of
the Domino server installed. From the international version of Domino server in product
development point of view, the language is translated based on the normal Lotus Domino
translation process. Note that all languages may not be available on the iSeries platform.
Here are the lists of current Domino server languages:

» Group 1: Available within 14 days of Global English — Brazilian Portuguese, French,
Italian, German, Spanish, Simplified Chinese, Traditional Chinese, Korean, Japanese, and
Thai

» Group 2: Available within 60 days of Global English — Iberian Portuguese, Danish, Dutch,
Swedish, Norwegian, Finnish, Czech, Hungarian, Polish, Russian, Greek, and Turkish

Multiple language client support in the same server

Due to iNotes Web Access in R5.0.8 and R5.0.9 being based on a shared inotes5.ntf
template and a shared forms5.nsf database, currently they do not support a multiple
language environment on the same Domino server. This feature may be supported in future
releases.

The HTML help for iNotes Web Access is not implemented in an NSF file, but in loose HTML
files located in the Domino server’s data directory under the /domino/html/inotes5/help
directory. The help text is also translated according to the language version of the Domino
server installed. You cannot have multiple help languages on the same Domino server.

Installing other language dictionaries for spell-checking

The language dictionary files are used for spell-checking within Notes and Domino. The
iNotes Web Access client also share the spell-checking capability and dictionary files with the
Notes client.

Different language versions of Domino for iSeries R5 may install different dictionaries,
depending on the language. The Global English national language version of Domino for
iSeries R5.0.8 (and later) installs the following language dictionary files:

French (Canada): canadien.dic
English (United Kingdom): uk.dic
English (United States): us.dic
Medical (American): wpdic.dic

vVvyyy
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Domino for iSeries installs these files in the product directory
/QIBM/ProdData/Lotus/Notes/shared/<dict-name>.dic, along with symbolic links to these
dictionary files in each Domino server’s data directory.

Additional dictionary files are contained in the dictions.exe or dictionaries.exe file that may be
obtained from one of the following sources:

» Notes.net: Download the iNotes Web Access dictionaries Win95/98/NT, OS/2, Mac
English (dictions.exe file)

» \APPS\DICTIONARIES directory: On the Notes or Notes/Domino Designer CD

If you want to use one of the dictionary files listed in Table 2-11 and find that it has not been
installed automatically by Domino, decompress the contents of the self extracting file to a
temporary directory on your PC’s hard drive. End your Domino servers and then transfer the
dictionary files using FTP (or another file transfer method) to your Domino server's data
directory. The owner of the file should be changed to QNOTES with the following command:

CHGOWN O0BJ('<domino-server-data-directory-path>'/<dict-name>.dic') NEWOWN(QNOTES)

Add the symbolic link, to that dictionary file, to the data directory of each Domino server that
should have access to the dictionary. Then restart your Domino servers. The symbolic link
can be created using the Add Link (ADDLNK) command, for example:

ADDLNK OBJ(°/QIBM/ProdData/Lotus/Notes/shared/<dic-name>.dic”)
NEWLNK ( *<domino-server-data-directory-path>>) LNKTYPE(*SYMBOLIC)

Important: Ensure you have the appropriate language dictionaries in either the product
directory (with a SYMBOLIC link in your Domino server’s data directory for dictionaries
installed by Domino) or each Domino server's data directory (for dictionaries installed
manually).

As always, if you add dictionary files to customize your Domino installation, we recommend
that you backup your Domino servers after the dictionary files are added.

Figure 2-37 shows the iNotes Web Access client choosing a language dictionary for
spell-checking.
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Figure 2-37 Language dictionaries available to iNotes Web Access

Table 2-11 shows the various language dictionaries available and their associated file names.

Table 2-11 Language dictionaries and their associated file names

Language File name
Afrikaans AFRIKAAN.DIC
Catalan CATALA.DIC
Czech CZECH.DIC
Danish DANSK.DIC
Dutch NEDERLND.DIC
Dutch Belgian

Dutch Preferred NEDPLUS.DIC
English (Australia) AUS.DIC
English (Canada) US.DIC

English (Caribbean)

English (Jamaica)

English (New Zealand)

English (United States)

English (Ireland) UK.DIC

English (South Africa)

English (United Kingdom)

Finnish SUOMI.DIC
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Language File name
French (Belgium) FRANCAIS.DIC
French (Luxembourg)

French (Standard)

French (Switzerland)

French (Canada) CANADIEN.DIC
German (Austria) DEUTSCH.DIC

(
German (Liechtenstein)
German (Luxembourg)

German (Standard)

German (Reform)

DEUTSCH2.DIC

German (Switzerland) DSCHWEIZ.DIC
Hungarian MAGYAR.DIC
Icelandic ISLENSK.DIC
Italian (Standard) ITALIANO.DIC
Italian (Switzerland)

Medical (American) US.MED
Medical (British)

Medical (British IZE)

Norwegian (Bokmal) NORBOK.DIC
Norwegian (Nynorsk) NORNYN.DIC
Polish POLSKA.DIC
Portuguese (Brazil) BRASIL.DIC

Portuguese (Standard)

PORTUGAL.DIC

Spanish

Spanish (Argentina)

Spanish (Bolivia)

Spanish (Chile)

Spanish (Colombia)

Spanish (Costa Rica)

Spanish (Dominican Republic)
Spanish (Ecuador)
Spanish (Guatemala)
Spanish (Mexico)
Spanish (Modern Sort)
Spanish (Panama)
Spanish (Paraguay)
Spanish (Peru)
Spanish (Uruguay)
Spanish (Venezuela)

ESPANA.DIC

Swedish

SVENSK.DIC

Thai

SPELLT.GRA

Turkish

TURKIYE.DIC
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2.8 Performance and sizing considerations

iNotes Web Access is considered to be a type of Domino Web application. In our test
environment that we document here in this section, we found that compared to WebMail, the
iNotes Web Access client is over 30% lighter on CPU utilization and three times better in
response time.

Although iNotes Web Access contains very fancy HTML, XML, DOM2 and JavaScript coding,
it is still a Web application and must be sized as such. And as with any Notes or Web
application, the performance is based on what the users really do, whether they be power
users or light-weight mail readers.

2.8.1 Client recommendation

There are no special tuning parameters for the client or for Internet Explorer that will increase
performance. However, make sure that client's Web browser allows for caching. By default,
the Internet Explorer caches Web pages.

2.8.2 Server recommendation
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We recommend that you use the latest model of iSeries server with the latest processor
technology for better response time. You should also configure a minimum of six disk drives
with 10k RPM or better for systems running Domino.

For iNotes Web Access users on iSeries, a minimum of 1 GB of memory is a good rule of
thumb. We strongly recommend that you use the iSeries Workload Estimator to determine an
appropriate memory size based on the anticipated workload.

The IBM Workload Estimator for iSeries provides sizing recommendations for an iSeries or an
AS/400e running one or more workloads associated with e-business or collaboration, such as
Domino, Java, or WebSphere. You can use the Workload Estimator to size a new iSeries or
AS/400e with all new workloads, or to size the upgrade of an existing system (with the original
workload set or any additions).

The Workload Estimator provides sizing support for Domino applications and currently
supports mail sizing with Notes, WebMail, POP3, IMAP, iNotes Access for Microsoft Outlook,
and iNotes Web Access. You can access the Workload Estimator at:
http://www.ibm.com/eserver/iseries/support/estimator

A sample result of the Workload Estimator is shown in Figure 2-38.
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Figure 2-38 IBM Workload Estimator for iSeries

2.8.3 Performance testing

In writing this redbook, we became closely integrated with the iSeries Domino Performance
team. Together we developed our own set of scripts to drive workload for testing. The

workload we used is shown in Table 2-12.

The configurations we tested included:

WebMail
iNotes Web Access with Domino HTTP

iNotes Web Access with OS/400 HTTP

vVvyvyvyYYyy

iNotes Web Access with Domino HTTP with SSL

iNotes Web Access with OS/400 HTTP with SSL
iNotes Web Access with OS/400 HTTP with SSL and the Cryptographic Coprocessor

For SSL testing, the Domino servers were set to redirect HTTP port 80 to SSL port 443.
Server keyring files were 1024-bit CA with SSL v3 used. Each configuration used four
iterations of our script and completed the same number of scripted transactions with 500

users.

Another very important performance aspect of using SSL on Domino servers is Web browser
settings. A default Web browser will not cache anything from SSL sites, including GIFs, so
they must be reloaded each time, adding significant overhead. This is shown in Table 2-15 on

page 62.
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To enable Web browser caching for encrytped pages, perform the following steps:

1. From your Internet Explorer 5 Web browser, select Tools -> Internet Options from the

pull-down menu.

2. From the Internet Options window, select the Advanced tab.

3. Scroll down in the Settings list to the Security section, and deselect the Do not save
encrypted pages to disk (Figure 2-39) option. Click OK.

General I Security I Content I Connections | Programs  Advanced |

Settings:

21|

O Just display the results in the main window
O Just go ko the most likely site

é Security
Check for publisher's certificate revocation

[WJCo not save encrypted pages ta disk

Enable Profile Assistant

Use Fortezza

Use PCT 1.0

Use 55L2.0

Use 5L 3.0

OJuseTis10

Warn about invalid site certificates

Warn if forms submittal is being redirected
1

O check for server certificate revocation (requires restart)

O Empty Temparary Internet Files falder when brawser is closed

‘Warn if changing between secure and not secure mode

=l

-

| »

Restore Defaults |

OF I Cancel | Apply |

Figure 2-39 Caching encrypted pages on the Internet Explorer Web browser

The purpose of these performance tests was to look at various options that are available on
the iSeries platform and analyze the performance implications while providing a realistic

workload. The components used in our tests are summarized in Table 2-12.

Table 2-12 Workload components used in our performance test environment

Workload component

Description

Scripted
transactions
for iterations

Authenticate Login to the user’s mail file 2000
Open Inbox and read five Open and scroll through five messages (13K | 10000
messages each)
File two documents File documents in a folder. 4000
View folder Open folder to see documents were moved 4000
Send two messages Send 13K message to three recipients each | 4000

time
Delete four messages from the Scroll to bottom of the Inbox and click Delete; | 8000
Inbox then go to Trash folder and Empty Trash to

complete actual deletion of a document

Total: | 32000
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Performance rationale

It is important that you understand and can interpret our performance data so you can
correlate the results to your Domino environment. Table 2-12 describes what our performance
tool calls a transaction. For every performance analysis, we ran four iterations of our script
that correlates to the 32,000 scripted transactions listed in Table 2-12. The results indicated
that the total number of Domino requests equals approximately three times the total scripted
transactions (32000) for iNotes Web Access. To start your total Domino requests on your
Domino server, issue the sh stat domino command from the Domino server console.

Figure 2-40 shows the results of this command.

Display Domino Console
Server: INOTESMLO1
Previous subcommands and messages:
Domino.Requests.Total = 94,336
Domino.ThreadPool.average = 136619
Domino.ThreadPool.max = 262144
Domino.Threads.Active.Peak = 43

F3=Exit  F5=Refresh  F6=Print
F17=Top  F18=Bottom F21=Command line

Figure 2-40 Total of Domino requests per hour

The measurements were collected on an iSeries Model 820-2438 running OS/400 V5R1.
This system has the equivalent performance as the Dedicated Server for Domino (DSD)
Model 820-2458. The system was configured with 43 9 GB disk drives and RAID5 protection.
Table 2-13 shows more specifications of our test system.

Table 2-13 Performance test system specifications

Model number Number of CPUs Memory pool size Number of users
(600 Mhz each)

820-2438 4 11GB 500

Performance results

The results in Table 2-14 show that iNotes Web Access accomplished its goals by reducing
CPU utilization over 30% compared to WebMail and improving response time significantly.

Using the OS/400 HTTP server does not yield performance benefits unless used with SSL or
the Cryptographic Coprocessor, compared to Domino HTTP with SSL. The reason for this is
the Domino R5 server's HTTP code does not support persistent connections. There would be
a worthwhile gain if you needed to run WebSphere and Domino together and they needed to
share the same HTTP stack and peacefully coexist.

Table 2-14 Results of our performance tests

Configurations for Number | Average Average CPU | Total Average
performance tests of users | responsetime | utilization Domino com util

in seconds (%) requests | (%)
WebMail 500 2.2 58.7% 70097 16.3
iNotes Web Access 500 .8 46.1% 92507 13.4
Domino HTTP
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Configurations for Number | Average Average CPU | Total Average

performance tests of users | responsetime | utilization Domino com util
in seconds (%) requests | (%)

iNotes Web Access 500 1.4 48.1% 92507 14.8

Domino HTTP with SSL

iNotes Web Access 500 1.0 54.0% 92507 13.5

OS/400 HTTP

iNotes Web Access 500 1.0 54.4% 92507 14.7

0OS/400 HTTP with SSL

iNotes Web Access 500 1.0 54.3% 92507 14.7

0OS/400 HTTP with

SSL/Cryptographic

Note: Please be aware that the Average response time in seconds is an average of
“scripted” transactions that are shown in Table 2-12 on page 60. Total Domino requests on
iNotes Web Access are greater than WebMail because HTML, XML, DOM2, and
JavaScript coding is used. The CPU utilization and response time are significantly better
with iNotes Web Access.

Performance and security considerations

Typically the benefits of enabling security far outweigh the costs to deploy it. In general,
enabling SSL may degrade server performance by at least 20%. But in our performance
testing, we saw CPU utilization increase an average of only about 10% with SSL. The main
idea is to plan accordingly when scaling your server.

Another alternative is to offload the SSL process to another hardware device. The iSeries
server provides an integrated solution by using the new IBM PCI Cryptographic Coprocessor
#4758 to offload SSL asymmetric key-pair negotiations between the Web browser client and
the Domino iNotes Web Access server. For more information about Cryptographic
Coprocessor and SSL configuration, refer to 3.2.4, “Configuring the Cryptographic
Coprocessor” on page 83.

In 2.8.3, “Performance testing” on page 59, we talked about the importance of the Web
browser caching from SSL sites. Table 2-15 shows the effects of caching encrypted pages.

Table 2-15 Effects of allowing caching from SSL sites

Configurations for Number | Average Average CPU | Total Average

performance tests of users | response time | utilization (%) | Domino com util
in seconds requests | (%)

iNotes Web Access 500 1.4 48.1 92507 14.8

Domino HTTP + SSL
(allow caching)

iNotes Web Access 500 3.0 54.3 92507 35.4
Domino HTTP + SSL
(no caching)

iNotes Web Access 500 1.0 54.4 92507 14.7
OS/400 HTTP
(allow caching)

iNotes Web Access on iSeries Server




Configurations for Number | Average Average CPU | Total Average

performance tests of users | response time | utilization (%) | Domino com util
in seconds requests | (%)
iNotes Web Access 500 2.3 60.5 92507 35.2

OS/400 HTTP
(no caching)

2.8.4 Domino server tuning

Domino is simply an application suite that has its own work and memory management
functions and is designed on the iSeries server to run in its own dedicated subsystem. Tuning
Lotus Domino for iSeries and tuning the iSeries server, therefore, must go together.

Notes.ini configuration

We recommend that you specify the NSF_BUFFER_POOL_SIZE_MB setting in the notes.ini
file. This is because the Domino servers run out of their own storage pool that the
auto-performance adjuster (WRKSYSVAL QPFRADJ) typically changes dynamically.

If you do not specify a value for NSF_BUFFER_POOL_SIZE_MB, by default, Domino will
calculate a value to use based on the total memory of your iSeries server, not on its share of
the storage pool. For most servers, 300 MB may work fine, but use the following procedure to
determine a more precise value:

1. Determine which storage pool the Domino server is using. You can determine this by
using the Work with Active Jobs (WRKACTJOB) command and then pressing F11. By
default, the storage pool is 2 (Figure 2-41).

Work with Active Jobs AS06
11/29/01 17:24:34
CPU %: 6.4 Elapsed time: 00:00:43 Active jobs: 266

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files 13=Disconnect ...

-------- Elapsed---------
Opt Subsystem/Job Type Pool Pty CPU 1Int Rsp AuxIO0O CPU %
INOTESMLO1 SBS 2 0 .0 0 .0
ADMINP BCI 2 20 99.2 0 .0
AMGR BCI 2 20 23.9 0 .0
AMGR BCI 2 20 12.3 0 .0
CALCONN BCI 2 20 6.4 0 .0
CLREPL BCI 2 20 233.0 0 .1
DIRCAT BCI 2 20 5.8 0 .0
EVENT BCI 2 20 710.8 0 4
HTTP BCI 2 20+ 134.8 0 .0
More...
Parameters or command
===>
F3=Exit  F5=Refresh F7=Find F10=Restart statistics

F11=Display thread data F12=Cancel F23=More options  F24=More keys

Figure 2-41 Determining which storage pool the Domino server is using with WRKACTJOB
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You may also determine the storage pool by using Operations Navigator in OS/400 V5R1.
To do this, look under the category Work Management-> Subsystems. Then look under
the Memory Pool column as shown in Figure 2-42.

@ Management Central (ASMO6) | | Job Name m‘o\( Poal | Detailed Status | Current Lser | Type |
E‘m My Connections Inctesmiol ‘Waiting For dequeue Qsys Subsystem

- ! ASMo06 & Adminp iaiting For select Qnotes EBatch immediate - Server
% Biasic Operations @  Amar wWaiting for select Qnates Batch immediate - Server
@ Work, M.anagement & Amgr Waiting For condition Qnotes EBatch immediate - Server
% gctlve JJDT: @ Calconn ‘Waiting For condition Qnotes Batch immediate - Server
)} Srver Johs @ Clrepl ‘Waiting For select Qnotes Batch immediate - Server

8y J0b Queues ) - ) )
Subsystems @ Dircat iaiting For select Qnotes EBatch immediate - Server
ey . @ Event ‘Waiting For select Qnotes EBatch immediate - Server

= Active Subsystems
R [okesmiol & Hitp Waiting for select Cnotes Batch immediate - Server
Inakesminz @& Qnninst: ‘Waiting For event Qnotes Batch

Inatesx A& Replica ‘Waiting For select Qnotes Batch immediate - Server
Inates01 &  Router Waiting for select Qnotes Batch immediate - Server
Obase @ Sched ‘Waiting For select Qnotes EBatch immediate - Server
(batch & Server Waiting for select Qnotes EBatch immediate - Server
Gdominoht &  Smip ‘Waiting For select Qnotes Batch immediate - Server
Ghttpsyr @ Stats ‘Waiting For select Qnotes Batch immediate - Server
£ Qserver @ Update iaiting For select Qnotes EBatch immediate - Server

Figure 2-42 Determining which storage pool the Domino server is using with Operations Navigator

2. Find the size of the storage pool while your system is running at a steady state (that is,
when QPFRADJ is not changing the pool sizes). You can see this with the Work with
System Status (WRKSYSSTS) command as shown in Figure 2-43.

Work with System Status AS06
11/29/01 17:56:47
% CPUused . . . .. .. : 5.9 System ASP . . . . . . . : 87.74 G
% DB capability . . . . : .0 % system ASP used . . . : 38.2486
Elapsed time . . . . . . : 00:00:01 Total aux stg . . . . . : 87.74 G
Jobs in system . . . . . : 891 Current unprotect used . : 3630 M
% perm addresses . . . . : .013 Maximum unprotect . . . : 4233 M
% temp addresses . . . . : .010
Sys Pool  Reserved Max Paging
Pool Size M Size M Act Pool Subsystem  Library Option
1 319.35 193.29 +++++ *MACHINE *FIXED
2 3530.88 3.05 319 *BASE *CALC
3 204.79 .00 79 *INTERACT *CALC
4 40.95 .00 5 *SPOOL *FIXED

Figure 2-43 Determining the size of the storage pool using WRKSYSSTS

You may also determine the size of the storage pool by using Operations Navigator in
0OS/400 V5R1. As shown in Figure 2-44, look under Work Management-> Memory
Pools.
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Figure 2-44 Determining the size of the storage pool using Operations Navigator

3. If you have multiple partitioned Domino servers using that storage pool, divide the pool
size by the number of servers using the pool (excluding the *HTTPSETUP server, which is
for configuring Domino servers only) and multiply by 3/8. Set the
NSF_BUFFER_POOL_SIZE_MB in notes.ini to this number.

MAIL.BOX configuration

For optimal messaging throughput, enable two MAIL.BOX files. Keep in mind that MAIL.BOX
files grow as a messages queue and that this growth can potentially impact disk I/O
operations. Therefore, monitor MAIL.BOX statistics on the Domino server. Check statistics
such as Mail.Waiting and Mail.MaximumDeliverTime. If either or both statistics increase over
time, increase the number of active MAIL.BOX files and continue to monitor the statistics.

HTTP thread configuration

HTTP clients use non-persistent connections to the Domino server. Web browser requests
are handled by HTTP threads running on the Domino server. By default, Domino allocates 40
HTTP threads to service HTTP requests from Web browsers. After the Domino server honors
a Web browser request, that HTTP thread is free to service the next request. The number of
requests that can be completed per second determines how many users can be supported by
the system. We recommend that you use the default number of 40 HTTP threads on iSeries.

A single HTTP request from a Web browser client requires one file descriptor for the network
connection and one for the item being requested. This requirement increases if authentication
is enabled. Figure 2-45 shows the Minimum HTTP active thread setting and the Run Web
agents concurrently setting in the Domino server document.
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HTTF | Domina Web Engine | 1I0F | LD&P | NNTP |

Basics ] Securityl Parts l Server Tasks ] Internet Protocols l ATz ] hizcellaneous | Transactional

.
Logaing | Adminiztration m

Host narmefs]: Tinotesmi0l Home URL: ra’webmailredirect.nsf?ﬂpenJ
Bind to host name: " Enabled 5 = HTHL directon: " dominohtml

DNS loakup: " Disabled =1 lcan directaony: " dominoticons o

Default home page: " default htm lcon URL path: " ficons

Allaw HTTP clients ta O Yes @® No CGI directary: " dominohcgibin

browse databazes:

Mamimum requests overa 71 CGI URL path: " fegicbin

single connection:

HOTE: The fallowing
ou should uze it anly

zetting is o longer used in Daomina.
[farwesgers tunning wersions prior bo 4.6,

Minimum active threads: [rdﬂJ ] DSAP filer file names: TLIBDOLEXTH.SRYPGHM)
S

Log files: "Enabled ;=] Access log format: " Comman ;=]

Domlog. nsf: " Disabled ;=] Time: format: " LocalTime =]
Log file duration: " Daily 1 =]

Directary for log files: F URLs: F

Access log: T access b ethods: ™ g

Agent log: " agent MIME types: T

Referer log: " referer |Jzer agents: T g

Error log: T emor Return codes: = g

CGl eror log: " cgi-ermar Hosgts and domaing: r 4

Input timeout: er e Fun web agents
cancurrently?

DOutput timeout: 20, minutes ‘Web agert timeout [in Ty
zeconds)

CGI timeout: "B minutes

Idle thread timeout: "0 minutes

File names of DSAF! filter libraries.
Figure 2-45 Number of HTTP active threads and enabling running Web agents concurrently

Verifying HTTP thread activity

When the HTTP server task initializes on the Domino server, the defined threads are created
and occupy approximately 20 to 40 KB of memory each. These threads are fixed in number
until you change the value in the Domino server document as shown in Figure 2-45. Once
you change the number of active HTTP threads, you must restart the HTTP task. Use the
Work with Active Jobs (WRKACTJOB) command to confirm the HTTP job has started the
defined amount of threads as shown in Figure 2-46.
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Work with Active Jobs AS06
12/06/01 15:27:43
CPU %: 19.9 Elapsed time: 00:00:02 Active jobs: 304

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files 13=Disconnect ...

Opt Subsystem/Job User Number Type CPU % Threads
HTTP QNOTES 028101 BCI .0 49
QNNINSTS QNOTES 026616 BCH .0 1
REPLICA QNOTES 028091 BCI .0 1
ROUTER QNOTES 028092 BCI .0 1
SCHED QNOTES 028098 BCI .0 1
SERVER QNOTES 026617 BCI .1 59
SMTP QNOTES 028105 BCI .0 2
STATS QNOTES 028094 BCI .0 1
UPDATE QNOTES 028093 BCI .0 1

Bottom
Parameters or command
===>
F3=Exit F5=Refresh F7=Find  F10=Restart statistics F11=Display status
F12=Cancel F17=Top  F18=Bottom F23=More options F24=More keys

Figure 2-46 Work with Active Jobs to verify number of HTTP threads

Measuring thread activity

The statistics in Figure 2-47 regarding threads can be measured using the Domino server
console. Issue the following command from the Domino server console:

show stat domino

Work with Domino Console
Server: INOTESO1
Previous subcommands and messages:

Domino.Config.ActiveThreads.Max = 40
Domino.Config.ActiveThreads.Min = 20
Domino.Threads.Active.Peak = 2
Domino.Threads.Peak.Time = 12/06/01 14:32:06
Domino.Threads.Peak.Total = 40

Enter a Domino subcommand.

===>

F3=Exit  F5=Refresh  F6=Print F9=Retrieve
F17=Top  F18=Bottom F21=Command line

Figure 2-47 The show stat domino command for threads

If Domino.Threads.Active.Peak is equal to Domino.Threads.Total, HTTP requests may be
waiting for the HTTP server to make an active thread idle before handling the request. If this is
the case, increase the number of active threads in the HTTP section of the Domino server
document (as shown in Figure 2-45) until Domino.Threads.Active.Peak is less than

Domino. Threads. Total.
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To ensure optimal performance, increase or decrease the number of active threads in jumps
of five so that Domino. Threads.Total is close to five threads greater than
Domino.Threads.Active.Peak. This minimizes the iSeries resources used and provides the
greatest user responsiveness.

By having the number of active threads five above the peak active, it also allows for the
increased use of your Web site in the future. To ensure that there are sufficient threads in the
future, it is important that you review Domino. Threads.Active.Peak on a regular basis.

Note: For more information on best practices for Domino HTTP, refer to the redbook Lotus
Domino for iSeries: Sizing and Performance Tuning, SG24-5162.

Maximum cache design settings

iNotes Web Access is an example of a database that stores design elements in main storage.
The cached design parameter converts Notes database design elements to HTML and stores
them in main storage while the Domino server is operational. The number of design elements
within a database determines the number of design cache maximum required to optimize the
design cache.

To measure the required maximum cached design elements, issue the following command
from the Domino server console (Figure 2-48):

sh stat domino

Work with Domino Console
Server: INOTESMLO1
Previous subcommands and messages:

Domino.Cache.Design.Count = 256
Domino.Cache.Design.DisplaceRate = 20.7669407913497
Domino.Cache.Design.HitRate = 79.0870621514035
Domino.Cache.Design.MaxSize = 256

Enter a Domino subcommand.

===>

F3=Exit  F5=Refresh  F6=Print F9=Retrieve

F17=Top  F18=Bottom F21=Command line

Figure 2-48 The show stat domino command for cache design

To optimize the performance of your Domino HTTP design cache, ensure that
Domino.Cache.Design.Count is slightly less than Domino.Cache.Design.MaxSize. If these
statistics are equal, increase the maximum cached design parameter in the HTTP section of
the Domino server document by five until Domino.Cache.Design.Count is less than
Domino.Cache.Design.MaxSize. This provides optimal performance for design caching on your
Domino HTTP Web site.

Defining cache settings

You can update the cache settings in the Domino server document. Simply click the Internet
Protocols tab. Then click the Domino Web Engine subtab, and go to Memory Caches as
shown in Figure 2-49.

iNotes Web Access on iSeries Server



Figure 2-49 Domino server document: Memory Caches

Utilizing HTTP logging
The level of logging that can be achieved within a Domino HTTP server can be extremely
detailed if required. Figure 2-50 shows the logging portion of the HTTP section within a
Domino server document in the Domino Directory. Click the Internet Protocols tab and then
click the HTTP subtab. Go to Enable Logging To.

wrr——— = . ¥
Baszics l Security l Ports l Server Tasks l Intermet Protocals l MT Az l Miscellaneous | Tranzactional Logging | Administration ] : “_
HTTP | Domino Web Engine | IDP | LDAP | KNTF |

Session authentication: T Single Server ;=] Java serviet suppart: " Maone ;=1

|dle sezsion timeout: 730 minukes Servlet URL path: T fservlet

M aximum active sessions: 1000 4 Class path: T dominchaerdst

Servlet file extensions: T g

Does this server use 1157 THo =l Session state tracking: "Enabled 1 =1

Praotocal: Thitp =1 Idle session timeout: 30 4 minutes

Hust name: T 4 Mawimum active sessions: 1000

Port number: T80, Session persistence; " Dizabled ;=1

I awirmum cached 128, Mawirmum POST data [in J‘DJ

COM: d kilobwtes]:

M awirmum cached designs:  © 256 File compression on upload:  * Dizabled ;=1

NI G T b
Cached user expiration 7120 seconds
interval:

Log files: " Enabled ;=] Agcess log format: T Camman =1
Comlog. nsf: @able@ Time format: " LocalTime >
Log file duration: T Daily =1

Directaory for log files: o, URLs: Ty

Access log: J‘ac:c:essJ Methods: T g

Agent log: T agent MIME types: T g

Referer log: " referer User agents: T g

Error log: J‘errou Return codes: T g

LGl ermor log: T cgi-emor Hosts and domains: F a

Figure 2-50 Domino server document: Enable Logging To

Note: If logging is not required by your organization, it should not be used except for
troubleshooting. This optimizes the performance of the HTTP server and should be only
used temporarily.

Other Domino server setting recommendations
You should also consider the following Domino server settings:

» Under the Internet Protocols tab and the HTTP subtab in the Domino server document,
set “Run Web agents concurrently” to Enable. This also should be set for most Web
applications.

» Under the Basics tab, set “Optimize HTTP performance based on the following primary
activity” to Both Mail and Applications.

2.8.5 iSeries server tuning

You can alter Domino job priorities permanently on iSeries servers by creating a new class
object for that job. You cannot change the priority of the SERVER job itself. See the Domino
for the iSeries Administrator’s Guide for further information.
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You can find further iSeries Domino performance information on the Web at:
http://www.iseries.ibm.com/developer/domino/perform/index.htm]

2.8.6 Network bandwidth requirements

Network bandwidth use by the iNotes Web Access client can vary considerably. During
testing, we observed bandwidth use as low as 2.7 Kbps per user with short mail messages on
a small private 100 Mb network. In diverse, enterprise networks, however, bandwidth use may
be as high as 6 to 8 Kbps per user. Estimating the proportion of active users/connections to
registered users and understanding server workload is a very important step in calculating
requirements for network bandwidth. After your Domino server is configured and running, you
can monitor actual utilization by using a network sniffer tools.

For network sizing, you cannot assume the total network data rate for available bandwidth
because there is also overhead in networking protocol in various network topologies
(LAN/MAN/WAN). For example, in a T1 WAN connection (1.5 Mbps), allowing overhead for
network protocol at 50%, the expected practical utilization bandwidth is:

1,500 Kbps X 50% = 750 Kbps
750 Kbps / 6Kbps per user = 125 concurrent users

It includes a dedicated 100 Mbps LAN environment that allows for the overhead of networking
protocol at 60%. The expected practical utilization bandwidth is:

100 Mbps X 60% = 60,000 Kbps
60,000 Kbps / 6 Kbps per user = 10,000 concurrent users

However, 10,000 concurrent users in a single 100 Mbps would saturate this network segment.
We recommend that you use other alternatives such as Gigabit Ethernet adapters or multiple
100 Mbps Ethernet adapters connected to multiple network segments to the clients.

Note: The percent of concurrent users, characteristic of iNotes Web Access, is different
from the Notes client. 40% to 60% concurrent users in a Notes client may reflect to 10 to
15% concurrent in iNotes Web Access. Offline access with lower frequency of
synchronization also decreases the network bandwidth utilization dramatically.

2.8.7 Sizing examples

This section describes some sizing scenarios for the iSeries platform. All of these examples
have been generated using the IBM Workload Estimator tool.

The IBM Workload Estimator for iSeries provides sizing recommendations for an iSeries
server or an AS/400e running one or more workloads associated with e-business or
collaboration, such as Domino, Java, or WebSphere. You can use the Workload Estimator to
size a brand new iSeries server or AS/400e with all new workloads, or to size the upgrade of
an existing system (with the original workload set or any additions) to a new system.

The Workload Estimator recommends the model, processor, interactive feature, memory, and
DASD necessary for a mixed set of workloads. To use the Workload Estimator, you select one
or more workloads and answer a few questions about each workload. Based on your
answers, the Workload Estimator generates a recommendation and shows the predicted CPU
utilization of the recommended system in graphical format. You can then print the final results.
Advanced users have the option to provide more specific information for particular workloads,
thereby resulting in a more accurate estimate.
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We created some examples of sizing configurations, according to the following assumptions:
» 1000, 2000, 3000, 5000 and 10,000 iNotes Web Access user scenarios

Note: This is a commonly used measurement for comparing Domino capacity across

different Domino server platforms. A typical rule of thumb when equating simple mail

users to “real world” or typical mail users is to divide by three.

We ran several scenarios using these numbers of iNotes Web Access users, which are
shown at the end of this chapter:

Figure 2-51 shows the results of a 1,000 iNotes Web Access user scenario.
Figure 2-52 shows the results of a 2,000 iNotes Web Access user scenario.

Figure 2-53 on page 73 shows the results of a 3,000 iNotes Web Access user
scenario.

Figure 2-54 on page 73 shows the results of a 5,000 iNotes Web Access user
scenario.

Figure 2-55 on page 74 shows the results of a 10,000 iNotes Web Access user
scenario.

» All scenarios assume three user types:

10% of casual mail users: A casual mail user uses e-mail only, without using the
calendar and scheduling features. The casual user rarely, if ever, sends or receives
e-mail attachments. In our experience, even if users start as “casual”, they quickly
learn more about the product and advance to becoming moderate users very quickly.

For correct sizing, we encourage you not to overestimate the number of casual users
you will have. A simple mail user for performance estimating purposes has the
following characteristics:

In a 15 minute period, they read five documents, update two documents, delete two
documents, view one document and scroll through it, open and close one database,
open and close one view, send a mail message to an average of three people no
more frequently than every 90 minutes.

70% moderate mail users: This type of user uses e-mail more heavily with the
addition of the calendar and scheduling features. They also perform the same script as
a casual user in about half of the time.

20% heavy mail users: What distinguishes a heavy user from a moderate user is both
the complexity of tasks performed and the level of dependence on Notes/Domino.
Think of a heavy user as someone who uses Notes/Domino constantly for core job
functions. For example, a heavy user might be a secretary who manages several
calendars and often uses free time search to schedule meetings, a technical expert
who constantly monitors and updates discussion databases, or a manager who
receives many “workflow” requests for approval. For mail users with databases larger
than 200 MB, it may be appropriate to use the heavy mail user type. Typically, a larger
mail database size is indicative of more complex mail processing.

» 50% of all registered users accessing concurrently.

» 75 Mb average size of mail file.

All sizing examples also provide a solution that considers 50% growth.
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Scenario 1: 1,000 iNotes Web Access users

Immediate Solution

M Available 100
H Domino #1 90

The 270-2454 can handle the defined

Growth Solution
IED % growth _ Calculate |

100

| It can also handle 50% growth.

workloads NOW.
ModeliFeature: [270-2454 2400 =l 270-2454
Processor CETW: sap oa L
Interactive CPTA 0 (0% utiized) 0 (0% utilized)
Database Capacity: 2% utilized 3%0 utthzed
N-Way: 2-way 2-way
CPT Utilization: 460 % £9.0 04
Software Pricing Tier: P10 P10
Memory (B 1,300 of 16,384 1,917 of 16,384
Disk Drives (arms): 5ef24 T of 24
Capacity ((GE: 98 of 421 145 of 421
Figure 2-51 Sizing for 1,000 iNotes Web Access users
Scenario 2: 2,000 iNotes Web Access users
Immediate Solution Growth Solution
|5D— % growth _ Calculate |
& Available 100
H Domino #1 90
a0
70
1]
hO
40
30
20
10
1}
ModelFeature:  [G20-2458 3600 =l 830-2403/1531
Processor CPW: 380[11 7350
Interactive CPWA 0 (0% utilized) T0 (0% utiized)
Database Capacity: 2% utilized IS
N-Way: A-way B-way
CPT Ttilization: 51.7 % 46.9 %
Software Pricing Tier: P10 P40
Memory (MEB): 2,393 of 32748 3,556 of 65,536
Disk Dinives (arms): 10 of 237 14 of 630
Capacity (GEY: 192 of 4,159 286 of 11,055

Figure 2-52  Sizing for 2,000 iNotes Web Access users
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Scenario 3: 3,000 iNotes Web Access users

M Available
M Domino #1

ModelFeature:
Processor CPW
Interactive TP

Database Capacity:
N-W#ay:

CPTT Tiihration:
Software Pricing Tier:
Mlemory (B

Disk Dinwes (arms):
Capacity (GE):

Immediate Solution
100
90
a0
70
60
50
40
30
20
10
0
(830240311831 738070 v|
7350
70 (0% utilized)
NiA
B-way
46.9 %
P40
3,486 of 65,536
14 of 630

283 of 11,055

Growth Solution
IED % growth  Calculate |

100

10

840-2352/1540
a000
120 (0% utilized)
Hia
E-way
49.3%
40
5,196 of 121,072
21 of 1,080
426 of 18,952

Figure 2-53 Sizing for 3,000 iNotes Web Access users

Scenario 4: 5,000 iNotes Web Access users

Immediate Solution Growth Solution
lsu— % growth  Calculate |
M Available 100 100
M Domino #1 90
20 45.2%
70
(1]
: i
40
30 im 8%
20
10 10
1}

ModelFeature:; IBdD 2382/1540 9000120 B40-2353/1540
Processor CPW: 2000 12000
Interactive CPT 120 (0% utihzed) 120 (0% utihzed)

Database Capacity: MiA M4
- Way: 3-way 12-way
CPT Utilization: 54,8 % 56,8 %
Software Pricing Tier: P40 P40
Memory (B 5,672 of 131,072 28475 of 131,072
Disk Dirives (arms): 24 of 1,080 35 0f 1,080
Capacity (GE: 473 of 18,952 T08 of 18,952

Figure 2-54  Sizing for 5,000 iNotes Web Access users
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Scenario 5: 10,000 iNotes Web Access users

M Available
M Domino #1

Processor CPWL
Interactive TP
Database Capacity:
N-Way:

CPTT TUtilization:
Software Pricing Tier:
lemory (WEY:

Disk Dirives (arms):
Capacity (GB):

IdodelFeature:

Immediate Solution

100

[840-235411540 165001120 x|
16500
120 (0% utilized)
7N
18-way
51.6 %
P40
11,270 of 131,072
47 of 1,080
942 of 18,952

Growth Solution
ISD o growth  Calculate |

100

10

840-2461/1540
20200
120 (0% utilized)
M4
24 -wray
55.0 %

P40
16,872 of 131,072
70 of 1,080
1,411 of 18,952

Figure 2-55 Sizing for 10,000 iNotes Web Access users
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Security

This chapter discusses some security issues that are important to consider when setting up
iNotes Web Access. It also covers some platform-specific considerations and features for the
iSeries server.

The topics in this chapter include:

General security considerations
Cryptographic adapter

Web single sign-on

Firewall considerations

Using LDAP for authentication

vVvyyvyyvyy
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3.1 General security considerations

This section discusses topics related to security setup and administration for iNotes Web
Access running on Domino for iSeries.

3.1.1 Security on iSeries server

iSeries security features protect the Integrated File System (IFS). Security features, such as
user profiles and group profiles, control access to the iSeries server. Special authorization is
given to access specific resources such as libraries, programs, and files.

iSeries security concepts are similar to Domino security concepts. These security concepts
complement each other. The iSeries security system protects Domino databases from any
access outside of Domino. Domino security controls access within Domino for iSeries.

To install Domino for iSeries, you need a user profile with the special authorities of *ALLOBJ
(access to all objects) and *SECADM (security administration). To configure a Domino
server, you also need the special authorities of *JOBCTL (job control) and *IOSYSCFG
(device and communications configuration).

3.1.2 Authentication

76

One of the first decisions that you need to make regarding security is about the method you
are you going to use to authenticate iNotes Web Access users who access the Domino
server. Domino offers two different methods:

» Name and password authentication
» Session-based name and password authentication

Both methods offer the ability authenticate users using either the Domino Directory, a
secondary Domino directory, or an LDAP directory.

Name and password authentication

Also known as basic password authentication, name and password authentication uses a
basic challenge/response protocol to ask users for their names and passwords. It then
verifies the accuracy of the passwords by checking them against those stored in Person
documents in the Domino Directory or any other secondary directories.

This method uses the access control lists (ACLs) of each database to allow or deny access to
it and can be customized using the Domino Web Server Application Programming Interface
(DSAPI).

How it works

When a user attempts to access the Domino server, the server is checked to see whether
anonymous users can access it. If the Domino server allows anonymous access, the
database is opened. If it doesn’t, the user is prompted for a user name and password.

This user name and password is looked up in the Domino Directory or any other secondary
directory configured with Directory Assistance. If the user name and password are found,
they are authenticated as that user in Domino.

Next the access control list of the database is checked, and the user name previously
provided is compared to the list. If access is allowed (either via groups or individual entry) or if
anonymous or default access is allowed, the user is granted access to the database.
Otherwise, they are prompted for a user name and password again (Figure 3-1).
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anonymous
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a database on the
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User accesses the
database

Is the No
password

correct?

Is the user
listed in the
DB's ACL?

Figure 3-1 Name and password authentication

For detailed information, please refer to the Domino Administration guide.

Session-based name and password authentication
Another commonly used method for authentication is to use session-based name and
password.

A session is a period on which the user is actively logged to the Domino server.
Session-based name and password authentication includes additional functionality that is not
available with basic name and password authentication. Additional settings can be used to
control session-based authentication, such as an idle session time-out (a time after which an
inactive user's session will be discarded, therefore forced to log in again). You can also set
the number of maximum active sessions on the Domino server.

The Domino Configuration database already has a sample login form, but it can be
customized to have additional information or a different look. This customization is done
easily using the Domino Designer.

For more information, please refer to the Domino Administration guide.

3.1.3 Access control lists

Access control lists define who can access, and to what extent they can access, a Domino
database. In the case of iNotes Web Access, they define what users can compose or read
e-mail or perform delegated calendaring tasks.

In most cases, it is most common to grant Manager access to the owner of the mail database,
while using the Lotus Notes client. But regardless of the settings for the owner that were
chosen on the Basics tab within the ACL, access to a mail database using a Web browser is
Editor by default.
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This is based on the Maximum Internet name & password field in the Advanced access
control list settings (Figure 3-2).

Administration Server:

@ " Mone

¢ Server |inotesmi0l Anotes i
Basics I J
ID-:: not modify Reader or Author figlds ﬂ
Thiz database's Access Control List will automatically be updated
when the Adminiztration Process is mn on the zerver chosen above.
Roles See Help for more information.

E@] [~ Enforce a consistent Access Control List acros: i [ thiz databasze
td awiniunn Internet name & passward
Log

Look Up Uzer Types for ‘Unspecified’ Users |

K Preszing thiz button will perform an address boak look up far each
4 uzer in the ficceszz Control List who iz listed ag an 'Unzpecified’ user
o] type. I the name is found, the appropriate uzer bppe [e.q. Server,

Perzon, etc.] will be set in the ACL.

Lazt change: inotezmidl on 1142742001 10:29:26 I
According to: [notes 2l Cancel | Help |

Figure 3-2 Advanced section of the Access Control List

This is enough for most functions. But for other functions, like creating a full-text index,
enabling the out of office agent or changing the Internet password, the user needs at least
Designer access.

Although only users with Manager access can modify the access control list of a database,
the iNotes Web Access user can change the delegation profile of a database even if they are
not the Manager of it. These changes are performed by the Domino server using the
administrative process. An administrative request is issued and logged in the admin4.nsf
database, and later on, the administrative process executes it.

For details, refer to the iNotes Web Access Deployment Guide for Domino 5.0.9 white paper.

3.2 Cryptographic adapter
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The IBM PCI Cryptographic Coprocessor technology is offered by IBM as an end product for
use in personal computer machines and as features or RPQs in the pSeries (RS/6000),
iSeries (AS/400), and zSeries (S/390) servers.

Highlights of the IBM 4758 PCI Cryptographic Coprocessor include:

» Tamper-responding design certified under FIPS PUB 140-1. Suitable for high-security
processing and cryptographic operations. The 4758 provides a secure platform on which
developers can build secure applications.

» Hardware to perform DES, triple-DES, SHA-1, random number generation, and modular
math functions for RSA and similar public-key cryptographic algorithms.

» Secure code loading that enables updating of the software with the Cryptographic
Coprocessor installed in application systems.

» IBM Common Cryptographic Architecture (CCA) and PKCS #11 (Cryptoki)
implementations as well as custom software options.
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A secure coprocessor is a general-purpose computing environment that withstands physical
attacks and logical attacks. The device must run the programs that it is supposed to, but they
must be unaltered. You must be able to (remotely) distinguish between the real device and
application, and a clever impersonator. The coprocessor must remain secure even if
adversaries carry out destructive analysis of one or more devices.

Many servers operate in distributed environments where it is difficult or impossible to provide
complete physical security for sensitive processing. And, in some applications, the motivated
adversary is the end user. You need a device that you can trust even though you cannot
control its environment.

Cryptography is an essential tool in secure processing. When your application must
communicate with other distributed elements, or assert or ascertain the validity of data it is
processing, you will find cryptography is an essential tool.

The cryptographic coprocessor module provides several mechanism classes, with SSL
version 3 among them. You can use the cryptographic coprocessor PCl adapter to process
an SSL request to the Domino Web server.

3.2.1 Prerequisites

The prerequisites for using the cryptographic adapter on the iSeries server are:

The country using the cryptographic coprocessor is not on the list of embargoed countries.
0OS/400 option 34, Digital Certificate Manager (5722-SS1) is installed.

0OS/400 option 35, Cryptographic Service Provider (5722-SS1) is installed.

TCP/IP Connectivity Utilities (5722-TC1) is installed.

One of the following Cryptographic Access Provider products is installed:

— Cryptographic Access Provider 128-bit (5722-AC3)
— Cryptographic Access Provider 56-bit (5722-AC2)

» Feature to order: 4801 (customer installed) or 4802 (CE installed).
» IBM HTTP Server (5722-DG1) is installed.

vVvyyvyyvyy

Note: At the time this redbook was written, Domino for iSeries only supported the
original OS/400 HTTP server, not the Apache server.

» The OS/400 HTTP Admin instance should be started on port 2001 of the iSeries server
that is required for setting up the cryptographic coprocessor. Note that:

— The HTTP Admin instance must be configured to use SSL.
— The OS/400 Digital Certificate Manager (DCM) must be used to create and assign a
certificate to the Admin instance.

» The OS/400 user profile used for configuration must have the *SECADM and *IOSYSCFG
special authorities.

» If the customer plans to also implement DOLS for offline support, a separate Domino
HTTP server needs to be configured.

3.2.2 How the cryptographic adapter works

The 4758 Cryptographic Coprocessor provides a secure environment for processing
encryption and decryption of data. You can use the Cryptographic Coprocessor with OS/400
Digital Certificate Manager to provide secure private key storage, performance assist, and
CPU offloading for SSL session establishment cryptographic operations.
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3.2.3 Domino plug-in for the 0S/400 HTTP server

The Domino plug-in for the OS/400 HTTP server (the original 0S/400 HTTP server, not the
Apache server) has been available since Domino R5.0.4. Additional setup instructions are in
the Domino for AS/400 5.0.4 Release Notes (Readas4.NSF or Readas4.PDF, available from
the Notes.Net Document Library at http://www.notes.net/notesua.nsf/).
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Domino restrictions
When running Domino on the OS/400 HTTP server, keep in mind these restrictions:

>

>

Domino administration via the WebAdmin application (WebAdmin.NSF) is not supported.

Automatic Domino restart after a crash is not supported. You must restart the Domino

server manually.

You must end the OS/400 HTTP server before you end the associated Domino server.

After a Domino server crash, you must end the associated OS/400 HTTP server before
you attempt to restart the Domino server.

Applications that generate URLs that reference a Domino databases by its Universal
Notes ID (UNID) instead of its file name (for example, my_db.nsf) are not supported.
Domino.Doc is an example of an application that generates URLs in this non-supported

format.

The Domino plug-in for OS/400 HTTP server is not supported with QuickPlace.

Applications that use Domino Web Server API (DSAPI) filters are not supported. For
example, Domino Off-Line Services (DOLS) is a key part of iNotes Web functionality and
is not supported with the OS/400 HTTP server.

The Domino Internet Cluster Manger (ICM) is not supported.

Client authentication using SSL is not supported.

Reconfiguring the 0S/400 HTTP server

You need to define a one-to-one relationship between an existing Domino server and an
existing OS/400 HTTP server. Use Table 3-1 to determine your corresponding values.

Table 3-1 OS/400 HTTP and Domino server settings

Example tag

Description

<my OS/400 HTTP server name>

The name of the OS/400 HTTP server instance to be
associated with the Domino server (for example, mywebsvr)

<my Domino server name>

The name of the Domino server to be associated with the
0OS/400 HTTP server (for example, mydomsvr)

<my Domino server data directory>

The name of the Domino server's data directory (for example,
/mydomsvr/domino/data)

<my system name>

The Internet host name of the iSeries server

Perform the following steps to reconfigure the OS/400 HTTP server with the Domino plug-in:
1. Start the OS/400 HTTP administration server using the following OS/400 CL command:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

example:

http://<my system name>:2001

From a Web browser, access the OS/400 HTTP administration server on port 2001, for

You are then prompted for your OS/400 user ID and password.
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Select IBM HTTP Server for AS/400 from the AS/400 Tasks main menu.
Click the Configuration and Administration icon from the left pane.

Select your OS/400 HTTP server from the list on the left panel. Make sure the HTTP
server type is Original (Figure 3-3).

Configuration for setvet:

IINDTES 'I

Herver type: Original
_ Configuration: INOTES
Figure 3-3 Selecting an OS5/400 HTTP server configuration

6. Click Request Processing-> Request Routing (Figure 3-4).

|J.°.ddress |€] http: ffrogger 001 /HTTPAdmIn x| P |

& Getling started

HTTP Server

or iSeries & Product Documentation Center

Administration Configuration Search Setup TCM Related Links

ElDisplay configuration. Example | Map Jegi-bin* | fegi-bin* pgm
DEm:ur message customization
EHigh & vailability fegi- .
BJava servlets . Example | Exec - SOSTS LIB/CGIBIN. LIES
Emg;ages and Encoding Example | Fail Seustomer Bi*
PLogging Example | Fass Sroof’* SWEEBSALMFS* himl
[#Log Repotting Example | Redirect Smainpage’™ | hitp Awww. ofher. or grimain™
ElMeta-information sogi-
[=PIC3 Local Example | Service “£ AOSTE LIB/MIGRAFL LIB AT GWAPL SRVFGM mycaleprogram
¥ binhexcale® yealcprogr
[=PICE Third-Party
[=Protection Example | NameTrans | findex himl | /O8TS LIB AMIGRIAPL LIB AT GWAFL SRVPGM myinderprogram
=5
Prowy Settings
FReouest Processing 1 Service * naf* fOBTE LIB/QNOTES LIE/LIEHT TP 3RVPGLM Bervice
Ellethod
ethods
DiRequest routing 2 Fass fdomjava/* | motesfnatesll/domino/I AV A
EiTest URL routing J
DDServer AP application process Index |2 'I " Tnsert before © Replace
Security configuration
[=3ystem Wanagement =l @ Insertaffer " Remove -
1 | BiEE | 3
|@ Dane l_ l_ Local intranet i

Figure 3-4 OS/400 HTTP server configuration

7. Add the three lines as shown in Table 3-2. This assumes your Domino server uses the
default directories for its icons and Java applets.

Table 3-2 Request routing entries

Action URL Replacement file path CGl conversion mode
template (in/out)

Service *.nsf* /QSYS.LIB/QNOTES.LIB/LIBHTTPX.SRVPGM:Service %%BINARY/MIXED%%

Pass ficons/* /<my Domino server data directory>/domino/icons/*

Pass /domjava/* /<my Domino server data directory>/domino/JAVA/*
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8. Click Server API Application and add the two lines shown in Table 3-3.
Table 3-3 Server API Application entries

Step Application path and file name

Serverlnit /QSYS.LIB/QNOTES.LIB/LIBHTTPX.SRVPGM:Serverlnit

ServerTerm /QSYS.LIB/QNOTES.LIB/LIBHTTPX.SRVPGM:ServerTerm

Reconfiguring the Domino server
Perform the following steps to reconfigure the Domino server to use the OS/400 HTTP
server:

1. Update the Domino server so that it uses the OS/400 HTTP server instead of its own
internal HTTP server. Use the Change Domino Server (CHGDOMSVR) command, for
example:

CHGDOMSVR SERVER(<my Domino servername>) WEB(<my 0S/400 HTTP server name>)
See Figure 3-5.

Change Domino Server (CHGDOMSVR)
Type choices, press Enter.

Server name . . . . . . . . . . > inotes01

Additional server ID:

ID file's password . . . . . . *NONE
Time zone . . . . . . . . . .. CST *SAME, GMT, EST, CST, MST ...
Daylight savings time . . . . . *YES *SAME, *YES, *NO
Web browsers . . . . . . .. .. INOTES Name, *SAME, *NONE, *ALL...
Internet mail packages . . . . . *NONE *SAME, *NONE, *ALL,*IMAP ...
+ for more values

SMTP services . . . . . . . .. *SAME *SAME, *DOMINO, *MSF
Directory services . . . . . . . *NONE *SAME, *NONE, *ALL, *LDAP...
News readers . . . . . . . . .. *NONE *SAME, *NONE, *NNTP

More...
F3=Exit  F4=Prompt F5=Refresh  Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Figure 3-5 CHGDOMSVR command

2. Restart your Domino server.

3. Start the OS/400 HTTP server using the Start TCP/IP Server (STRTCPSVR) command,
for example:

STRTCPSVR SERVER(*HTTP) HTTPSVR(<my 0S/400 HTTP server name>)
You should now be able to access the Domino NSF files via the OS/400 HTTP server.
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Note: You should end the OS/400 HTTP server before you end the associated Domino
server. In the event of an abnormal termination of the Domino server, you must end the
associated OS/400 HTTP server before you attempt to restart the Domino server.
Please refer to this Web site for more information:
http://www.ibm.com/servers/eserver/iseries/domino/domhttp.htm

3.2.4 Configuring the Cryptographic Coprocessor

In OS/400 V5R1, the configuration wizard allows you to perform all steps that are required to
configure the 4758 PCI Cryptographic Coprocessor for iSeries for SSL use. To do this,
perform the following steps:

1. From a Web browser, access the OS/400 HTTP administration server on the SSL port of
2010, for example:
https://<my system name>:2010
You are then prompted for your OS/400 user ID and password.

Or go to the main Admin page to start a secure session by clicking the Start secure
session button as shown in Figure 3-6.

Note: For more information on enabling SSL for the Admin server, refer to Appendix C,
“Enabling SSL for the ADMIN server instance” in the redbook IBM @server iSeries
Wired Network Security: 0S/400 V5R1 DCM and Cryptographic Enhancements,
SG24-6168.

|JAddress [&] http:ffronger:2001jq1BMjcCA adminfacefmenu.ndmimaind = @ao |

4738 Cryptographic Coprocessor configuration

Tou must run the 4758 Cryptographic Coprocessor confipuration fiunction using secure sockets layer (33L1) encryption.

Currently 251 encryption 13: OFF
Do you wish to switch to a secure session, or return to the A3M00 tasks page?

Start secure L\\gssion | Return to tasks page | ~
|@ Daone ’_’_ (2 Local intranet 4
Figure 3-6 4758 Cryptographic Coprocessor configuration page

2. Click Basic configuration wizard (Figure 3-7). This launches the configuration wizard.
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|JAddress I@ https:}ifrogger.rchland.ibm. com: 2010/ GIEMCCAfAdmin/goafmenu. ndmymain L j G |

® Basic confisuration wizard
P Manage confisuration
® Display confimuration

5722-851 @ Copyright TBM Corporation 2001, 2001

= A3M00 tasks page A rights reserved.
® Fublications U3 Government Users Eestricted Rights - Use, duplication or disclosure restricted by

G3A ATP Schedule Contract with TBI Corp.
Licensed Materials - Property of TBW

e i
|&] pone |_|—§|Q Internet v

Figure 3-7 4758 Cryptographic Coprocessor basic configuration

3. The Welcome window is the first configuration window shown. It explains all the steps that
the wizard guides you through (Figure 3-8). Click Continue.

|JAddress I@ https:}ifrogger.rchland.ibm. com: 2010/ GIEMCCAfAdmin/goafmenu. ndmymain L j @ Go |

4758 Cryptographic Coprocessor configuration QO =

Welcome to the basic configuration wizard

= Basic confisuration wizard This configuration wizard steps you through these tasks:

P Ifanage confisuration . ) o ) ) )
s Specifiing the name of the A3/400 device description that 15 associated with

- Lsiell el o the 47538 Cryptographic Coprocessor which you are confipuring,

= A3M00 tasks page o Creating a key store file for PEA keys.

= Dyblications o Creating the profiles and roles that you need to access the coprocesser
functions.

s Sething the environment identifier (EIDY for the coprocessor.
s Generating the symumetric and assymmetric master keys for the coprocessor.

In addition, the wizard automatically:
s Zets the time on the coprocessor to the Greenwich Mean Time (ST
ecuivalent of the time on your system clock.
s Loads the function control vector.

“When you complete this wizard, you can begin using the coprocessor.

Note: Tou may ext the wizard at any time without configunng the coprocessor by

clicking Cancel
Continue | Cancell
[F [ ol

Figure 3-8 4758 Cryptographic Coprocessor Welcome window

4. Select the Resource for which you want to create a new or additional device and click
Continue (Figure 3-9).
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Allocate a device description

Select a 4758 Cryptographic Coprocessor to configure, If an AS/400 device description

= Basic configurati izard . . ; : e
S A does not exist for the coprocessor, you will be asked to provide a device description name.

» Manage configuration You will also be given a chance to specify the PKA keystore file to be associated with the
= Display configuration device description.
= AS/400 tasks page
s Dilbhicafions ,7 Device description Status Resource Model PKA File PKA Lib
[# [*CREATE CRPOL 023
[¢ [*CREATE \ [crRPO2 023 | \
[ — [ - |
|&] pore | |5 [BE Locdlintranst 7

Figure 3-9 Allocate a device description

5. Enter the device description name and click Continue. In this case, we used the resource
name CRPO1, as shown in Figure 3-10.

i/ /ralyasda.itso.ral.ibm.com:2010/QIBM/CCA/Admin/gc6fmenu.ndm/mainl - Microsoft Internet Explorer ] B3]

JFiIe Edit View Faworites Tools  Help ﬁ

J Ggack ~ =+ - @D 7t | @ search [l Favorites ¢ #History ||%v =N

| ddress [ hitps:/jralyasta. tso.ral. bm. com:2010}QIBM{CC A fdmin/acsfmenu ndmjmaind x| @ao

Create device description to confignre

= Basic configuration wizard =~ You requested to create a new device description for a 4758 Cryptographic Coprocessor.
; Enter a device description name and click Continue to create the device description.
» Manage configuration

= Display configuration ) o
= AS/400 tasks page Device description name: crpi ]

= Publications | Caiest |

Resource name: CRP0O1

I T

|&] Done [ [& [EE Localintranet v

Figure 3-10 Create device description to configure

Note: The device description will automatically be created.

6. Enter the name of the PKA file name and library that holds the PKA key store file
(Figure 3-11).
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2} https:/ fralyasda.itso.ralibm.com:2010/QIBM,/CCA/Admin/qc6fmenu.ndm/mainl - Microsoft Internet Expl =10l =l

J File Edit “iew Faworites Tools  Help ﬁ
J GBack - o= - (D 7 | Qisearch  [GFavorites  C#History ‘%' S H

| Address @] hitps: fralyasta.itso ral.ibm, com: 201 0/GIBMCCAIAdmIn/qeéfmenu, ndmimain RaGES

Create key store file

The resource you are configuring does not have an associated PKA key store file. Enter a

= Basic configuration wizard dave dn ! .
name for the PKA file and the name of an existing library in which to create the file.

» hManage configuration

Device description name: cip0l

= Digplay configuration P P

AS/400 tasks paze Resource name: CRPO1

" AnidUl tasks page

« Publications PKA key store file name: keryfileD1
PKA key store library name: keylib

4 | 2l
‘a Dong ,_ ré_ Local intranet: v

Figure 3-11 Create key store file

Note: PKA key store files are used to store private keys, which are encrypted by the
master key of the 4758 Cryptographic Coprocessor. Make sure the library already
exists before you click Continue.

7. Depending on the number of IT people operating the Cryptographic Coprocessor, click
Create Profile. Here we chose to create one profile (Figure 3-12).

|J.°.ddress I@ https: f{Frogger. rehland.ibm, com: 2010/ QIBM CCAAdmin/qeaf menu . ndmmaind j @Go |

ATED e e b Y i mnrmnm e E L . r ====

Choose number of profiles to configure

e — To confipure and manage the 4758 Crgptograp}nc Coprocessor, you must create
] profiles on the coprocessor and authorize these profiles to petform various tasks.
P Idanage confizuration These profiles have no relationship to ASM400 user profiles.

= Display confisuration
= ASMA00 tasks page
® Publications

This wizard requires you to create at least one profile to perform cryptographic
functions on the coprocessor. The other two profiles are optional, but you should
create three profiles to operate the coprocessor in the most secure manner.

When wou create these profiles through the basic configuration wizard, the wizard
distributes coprocessor functions among them based on the recommended security
maodel for the coprocessor. These finctions are distributed as roles.

If vou choose to create three profiles, the wizard will present you with three separate
pages. Each page asks for a profile and pass phrase.

Create 1 profile | Create 3 profiles | Cancel |
Kl E—— i [

Figure 3-12 Choose number of profiles to configure

8. Enter a pass phrase used to manage the device, for example: My dog’s name is Max
(Figure 3-13). Make sure you store the pass phrase in a secure place.
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Address I@ https: f{frogger .rehland, ibm, com: 2010/ QIBM{ CCA fAdmin/qeafmenu, ndm)maind j 6>Go |
:'-" v ATTED b i T f Y i . e i e LN ====
Configure 4758 Cryptographic Coprocessor profile 1

® Basic configuration wizard Cnter the name of the first profile to create on the coprocessor. If you choose not to
) enter a name, the wizard uses the default name of CEYFMSTE to create the
b Manage confisuration

profile. The associated role will have the same name as the profile.
= Display configuration

Profile: ICRYF’MSTR
= ASM00 tasks page

= Publications Pass phrase: I

Confirm pass phrase: |

Continue I Restore defaults | Cancel |

Figure 3-13 Pass phrase

9. Set the unique Environment ID (EID) and click Continue. The EID operates like an iSeries

system name (Figure 3-14).

File Edit “iew Favortes Tools  Help
Address I@ https:#4ralpasda itzo.ral ibm.com: 2010/01BMACCA A dmingeBfmenu. ndm/main j ﬁﬁu |J Links >
m 4758 Cryptographic Coprocessor configuration o
Set environment identifier
= Basic configurafion wizard . . .
B WARNING: The environment identifier (EID) can only be set once for each
» Manage configuration 4758 Cryptographic Coprocessor. To reset the EID, you must first re-
= Digplay configuration initialize the coprocessor.
* AS/400 tasks page

You must designate an EID for the coprocessor to use when it creates PKA key
tokens. The EID identifies a particular key as having come from this coprocessor.

Environment ID: |Live0l
Continue I Clearl Cancel |

= Publications

Figure 3-14 Set environment identifier

10.Specify whether you want one person to take care of the master key parts or you want to
divide the master key parts between three different people. In Figure 3-15, we chose one

key part owner.
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]ﬁQdIESS I@ hitps: Afralyasda.tsa.ral ibm. com: 201 0401 BM /CCA Admin/geEimenu.ndm/main j @GD |J Links **

E 4738 Cryptographic Coprocessor configuration (7]
[
Loading the master key

Basic configuration wizard oy mygt create a master key for the 4758 Cryptographic Coprocessor to uze
» Manage configuration non-retained PKA keys and DES keys. Your system stores the master key on the
= Display configuration coprocessor hardware, For magimum security, the PKA keys and DES keys are

e nh encrypted under the master key.
= Publicafions The master key is created from a minimum of three (3) key parts.

You may choose to have onlty one person in charge of all key parts. For added
gecurity, you should divide the minimum three parts between three people.

Three key part owners | One key part owner | Cancel |

5 T Y
Figure 3-15 Loading the master key

11.The Load all master key parts window shows all parts of the master key. After you write
down the information, click Continue (Figure 3-16).

|j Address [@] hitps: ralyasdaitso.ralibm com 201 0/QIBM /CCA/din/ qeBfmenu ndm/maint =] @t |j Links >

E 4758 Cryptographic Coprocessor configuration Q
[

Load all master key parts
= Basic configuration wizard

» Manage configurati
.ana 2E g . an You may enter three key parts, or you may chooge to accept the key parts the
* Display configuration system generated for you. These generated key parts are displayed in the fields
» AS/400 tasks page below.
= Publications Write these key parts down and keep them in a secure location in case master key

recovery becomes necessary.
[EeeIBDCa7COARRA
First master key part: [6517503B8F D582
[e676AaFET FEasEF
[EAFIFDE 31 Cass0ni
Middle master key part : [E3EF70CER13E500]
[aorcoeFatRNADAS|
[FE766 0BOCazn44E
Last master key part : [Baaaa7Fe0s6EF B2
[FeassesCra070C

Caontinue Restore defaults | Cancell

|@ é o Intemet o
Figure 3-16 Load all master key parts

Note: This is the least secure way to manage your master key.

Note: Make sure to write down the master key for future reference and treat it as a
security device that should not be compromised.

12.Verify the configuration information and then click Configure (Figure 3-17).
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|J Address I@ hitps://1alvasda.itzo.ralibm.com: 201 0/Q1B M ACCAAdmindgebimenu. ndm/mainl j & Go “ Links >

m 4758 Cryptographic Coprocessor configuration
[
Verify configuration information

= Basic configuration wizard| Configure on this page to configure the 4758 Cryptographic Coprocessor

» Manage configuration by using the information you entered:

= Display configuration

= A5/400 tasks page

= Publications Profile/Role: CRYPMSTR/CRYPMSTR
Profile'Role: CRYPSEC/CRYPSEC
Profile/Role:. CRYPADMN/CRYPADMN

Device description name: CRP0O1

Environment ID:  Livedl

PEA key file to create: keylib/keyfileO1

Configure | Cancell

&1 [ 13 [ Intemet A
Figure 3-17 Verify configuration information

13.Click OK to close the information message window. The wizard creates the profiles and
sets configuration values (Figure 3-18).

|J Address @] htps://ralyasdaitsaralibm.com: 201 (/OIBM/CCAAdrin/qcbiment ndm/maint x| @6 |j Links >

m 4758 Cryptographic Coprocessor configuration (7]
[
4758 Cryptographic Coprocessor basic configuration complete

= Basic configuration wizard evice description name: CRPOL
» Manage configuration

= Display configuration PEA key file created: keylib/keyfile01

= AS/400 tasks page The time on the coprocessor was set to the Greenwich equivalent of the current
= Publications AS/400 system time.

FProfile/role created: CRYPMSTR/CRYPMSTR

Profile/role created: CRYPSEC/CRYPSEC

Profile/role created: CRYPADMN/CRYPADMN

Default role authorities updated.

& 5 4D Intemet P

Figure 3-18 Basic Cryptographic Coprocessor configuration complete

3.2.5 Configuring Digital Certificate Manager for SSL hardware cryptography

Using the 4758 Cryptographic Coprocessor for improving performance during SSL
handshakes requires Digital Certificate Manager (DCM) to perform the necessary
configuration of creating and assigning certificates applications. In this case, we used our
0OS/400 HTTP server instance for the Domino server.

The following steps guide you through the various DCM configuration steps that enable the
4758 Cryptographic Coprocessor to perform parts of the SSL handshake:

1. Start the AS/400 Tasks page using a Web browser and entering the following URL:
http://<my system name>:2001

Note: <my system name> represents your iSeries host name.
2. Click Digital Certificate Manager to start DCM.
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3. From the navigation pane, click Select a certificate store.
4. Select *SYSTEM for the certificate store and then click Continue (Figure 3-19).

|JAddress |&] http:ffrogger:2001 {QIBM/ICSS{Cert Adminfaycucm?.ndmjmaind = @ao |

= “ | Digital Certificate Manager ©

Select a Certificate Store

Zelect the certificate store that you want to open.

( Select a Certificate Store

" Local Certificate Authonty (CA)

Expand Al | Collapse Al | @ *SYSTEM
 Other System Certificate Store

u Create Certificate Cancel |

m Create Mew Certificate Store

m [nstall Local C4 Cedificate on
Your PC

p Lanage User Certificates
p Manage CRL Locations

m Manage PETE Regquest Location =
Eeturn to A5/400 Tasks

Figure 3-19 Select a Certificate Store

5. Enter the Certificate Store password and click Continue.

6. From the navigation pane on the left, click Create Certificate.

7. Select Server or client certificate and click Continue.

8. Select the type of Certificate Authority (CA) you are going to use, either Local or other,
and click Continue. In our example here, we used Local as shown in Figure 3-20.

|| adcess [&] heepifrogger 2001 JQIEMICSS{Cart/AdninjayeucmL ndmimaind -] P |

Digital Certificate Manager [ 7]

Select a Certificate Authority (CA)

Certificate type: Server or client
Certificate store: *2T3TEM

Select a Cerificate Store

Zelect the type of Certificate Authority (CA) that will sign this certificate.

Expand All Collapse All

& Local Certificate Authonty (CA)

[ st ity © Ven3ign or other Internet Certificate Authonty (CA)

= Create Certificaie

m Create Mew Certificate Store

m [nstall Local C4 Cedificate on Continue | Cancell
Your PC

p Manage Certificates
p Lanage Applications

_ =
4| I B

|@ Daone ’_’_ Local intranet: 4
Figure 3-20 Select a Certificate Authority (CA)

Note: If you choose an Internet Certificate Authority, you have to import the signed
certificate from the service provider.
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9. From the Select a Key Storage Location window, you choose where the private keys will
be stored. To use the Cryptographic Coprocessor to perform SSL, you need to specify
Hardware encrypted and click Continue (Figure 3-21).

| Address | @] http: /frogger:2001 /QIBM/ICSS{Cert Admin/qycucm?.ndmjmaind ~| @ao |

Digital Certificate Manager [ 7]

Select a Key Storage Location

Certificate type: Server or client
Certificate store: *2T3TEM

Select a Cerificate Store

Zelect a method for storing the certificate's private key on the A3/400.
Expand All Collapse All

b Fast Path  Certificate store - Private key stored in software.
u Create Certificate " Hardware - Private key stored m hardware.
m Create Mew Certificate Store g & Hardware encrypted - Private key encrypted by hardware master key
m [nstall Local CA Certificate on and stored in software.
Your PC

b Manage Certificates e |

p Manage Applications

J S | _>l_I
&] Done ’_’_ Local intranet: 4
Figure 3-21 Select a Key Storage Location

10.Select a Cryptographic Device Description that lets you specify which coprocessors will be
used to generate the private key. In our example, we selected CRPO1. Click Continue
(Figure 3-22).

|J-¢\ddress | &1 hittp:ifronger 2001 jQIBMECSS(CertAdminigycucm L ndmjmaind =] @60 \

Digital Certificate Manager Q

Select a Cryptographic Device Description

Certificate type: Server or client
Certificate store: *3Y5TEM

Select a Certificate Store

Select the device for encrypting the certificate's private key.

Expand All Collapse All | W
evice description
p Fast Path F CRPO1
n Create Certificate |T CEF02

m Create Hew Certificate Store

u [nstall Local CA Certificate on i
Yo Continue | Cancell

p Manage Cettificates

p Manage Applications

- =
4 | »

|&] Done [ [ |8 Local intranet 7
Figure 3-22 Select a Cryptographic Device Description

Note: If you have multiple coprocessors installed in your system and they are grouped,
you can specify any coprocessor in the group to create the private key.
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11.If you have multiple coprocessors, you can select to share the load between additional
configured Cryptographic devices. Select CRP02 if more coprocessors are available, and
click Continue (Figure 3-23).

|J Address I@ http: fifrogger: 2001 fQIEM{ICSS Cert/Admingyoucm . ndmfmaind

j@Go|

2]
Select Additional Cryptographic Device Descriptions

Digital Certificate Manager

Certificate type: Server or client
Certificate store: *3T3TEM

Select a Cerificate Store

Expand Al | Collapse Al |

Device selected to encrypt private key: CEP01

If the master keys on the following devices were cloned from the dewice used
for encrypting the certificate's private key, you may select to assign those

device descriptions to the certificate.

Device description
‘" [creo2

coc |

p East Path
= Create Certificaie

m Create Mew Certificate Store

m [nstall Local C4 Cedificate on
Your PC

p Manage Certificates
p Lanage Applications

‘.I.. Y,

il
|@ Done ’_’—
Figure 3-23 Select Additional Cryptographic Device Descriptions

Local intranet:

12.Fill out the certificate request data and click Continue (Figure 3-24).

H Address I@ http:/{fragger: 2001 fQIBMIICSS CertfAdmin/gycucrn ndmimaind

Digital Certificate Manager
Create Certificate =
Certificate type: Server or client
Certificate store: *ST3TEM
Select a Certificate Store
| Use this form to create a certficate m the certificate store sted above.
Expand Al | Caollapse Al | Key size: TG i)
) Fast Path {:]e;rl:llﬁcate IInnies Crypto (required)
ahel:
u Create Certificale
m Create Mew Certificate Store Certificate Information
u [nstall Local CA Cerificate on
Your FC « .
Imotestﬂ (required)
p Manage Cestificates name:
b Llanage Applications Organization I
p LManage Cestificate Store umit: —
p Llanage CRL Locations O ton IITSO (required)
name:
u [anage PKTX Reguest Location Locality or
Eeturn to ASM00 Tasks Eity: I
State or IM. : {required minimmum of 3
Secure Connection province: 1nnesota characters)
Country: us (recquired)
=

‘@ Done
Figure 3-24 Create Certificate

’_’_ Local intranet
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13.Assign the new certificate to the OS/400 HTTP server that we are using for our Domino
server. In Figure 3-25, we assigned the certificate to the OS/400 HTTP server. Click

Continue.
|J Address |&] hitp:/frogger: 2001 /QIBM/ICSS/Cert}dminjgycucmt .ndmmaind = @ao |
Digital Certificate Manager O =3
|1 | e s g [rosven | avmi egiene
F| OEAD0 - Host Servers |Server | Nowne assigned
F|Directory Services server |Server | Nowne assigned
F|Directory Services publishing |C]ient | Nowne assigned
melocta Ceificate Stor | F|Directory Services client |C]ient | Nowne assigned
Expand Al Collapse Al | F| Q5400 VPN Eey Manager |Server | None assigned
F| CEEA00 TCRIP FIP Zerver |Server Nowne assigned
Fast Path

e F|Webserver Zearch Engine |Server Nowne assigned

u Create Certificate
S F | HTTF Zerver Momtor | Server Nowne assigned

lotes Crypto >
lotes

- lastallLocslCA Cestficato s <{J2_| QBM_ HTTP_SERVER INOTES  |[Server
= | |QIBM_HTTP_SERVER_ADMIN |3
p Manage Certificates - |Q - - - | BrwEr

|
|
|
|
|
b Manage Applications F| Q3400 TCP File Server |Server | None assigned
I
|
|

b Manage Cortificate Store | [081400 DDMDRDA Server - TCPIP | Server

Manage CRL Locations

e I |05/400 TCP/P Telnet Server |Server
m Manage PETY Request Location
Eeturn to A5/400 Tasks

Nowne assigned

Nowne assigned

| 081400 Cluster Security Server
F|ASJ’400 Management Central Server |Server

coc |

|@ Daone ’_’_ Local intranet: _A
Figure 3-25 Assigning a certificate to the application

Nowne assigned

Nowne assigned

Secure Connection

This completes the configuration process of certificates in DCM that will be used by the 4758
Cryptographic Coprocessor. For more information regarding configuring multiple
coprocessors and updating certificates or updating devices, refer to Chapter 4, “Using
hardware cryptography support for SSL/TLS,” in IBM @server iSeries Wired Network
Security: 0S/400 V5R1 DCM and Cryptographic Enhancements, SG24-6168.

3.2.6 Verifying the cryptographic coprocessor

Once the certificate is assigned to the OS/400 HTTP server, you need to verify that the
cryptography devices are active and assigned to your OS/400 HTTP server. To verify the
devices, perform the following steps:

1. Restart your OS/400 HTTP server using the following OS/400 CL commands:

ENDTCPSVR SERVER(*HTTP) HTTPSVR(<my 0S/400 HTTP server name>)
STRTCPSVR SERVER(*HTTP) HTTPSVR(<my 0S/400 HTTP server name>)

2. To make sure the OS/400 HTTP server is running, enter the following OS/400 CL
command:

WRKACTJOB SBS(QHTTPSVR) JOB(<my 0S/400 HTTP server name>)
In Figure 3-26, our OS/400 HTTP server is named INOTES.
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Work with Active Jobs FROGGER
12/04/01 14:31:49
CPU %: .3 Elapsed time: 00:51:03 Active jobs: 192

Type options, press Enter.
2=Change  3=Hold 4=End 5=Work with 6=Release 7=Display message
8=Work with spooled files 13=Disconnect ...

Opt Subsystem/Job User Type CPU % Function Status
INOTES QTMHHTTP BCH .0 PGM-QZHBHTTP CNDW
INOTES QTMHHTTP BCI .0 PGM-QZHBHJOB TIMW
INOTES QTMHHTTP BCI .0 PGM-QZHBHJOB TIMW
INOTES QTMHHTTP BCI .0 PGM-QZHBHJOB TIMW
INOTES QTMHHTTP BCI .0 PGM-QZHBHJOB TIMW

Parameters or command

===>

F3=Exit  F5=Refresh F7=Find F10=Restart statistics
F11=Display elapsed data Fl12=Cancel F23=More options  F24=More keys

Figure 3-26 Work with Active Jobs display

3. Make sure that the SSL port is listening. From the command line (Figure 3-27), issue
either of the following commands:

WRKTCPSTS OPTION(*CNN)
NETSTAT OPTION(*CNN)

Work with TCP/IP Connection Status
System:  FROGGER
Type options, press Enter.
3=Enable debug 4=End 5=Display details 6=Disable debug
8=Display jobs

Remote Remote Local

Opt Address Port Port Idle Time State
* * as-sign > 165:54:34 Listen
* * www-http  000:17:59 Listen
* * https 000:17:59 Listen
* * 1352 027:02:05 Listen

More...
F5=Refresh  F11=Display byte counts F13=Sort by column
F14=Display port numbers F22=Display entire field F24=More keys

Figure 3-27 Work with TCP/IP Connection Status display

4. Enter option 5 (Display details) next to Attps to confirm that SSL is bound to the same port
that your Domino server is using (Figure 3-28).
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Display TCP Connection Status
System: FROGGER
Connection identification:
Remote host name . . . . . . . . . . . . . .

Remote internet address . . . . . . . . . . : *
Remote port . . . . . . . . .. oo o *

Local host name . . . . . . . . . . .. .. INOTESO1
Local internet address . . . . . . . . . . : 1.1.1.108
Local port . . . . . . . . . oo 0L https

Associated user profile . . . . . . . . . . . : QTMHHTTP

TCP programming interface information:
State . . . .. L oo o000 0oL oo Listen
Connection open type . . . . . . . . . . . .: Passive
Timing information:

Idle time . . . . .. ... ... ... ... 000:25:52.428
Last activity date/time . . . . . . . . . . : 12/04/01 14:22:39

Round-trip time . . . . . . . . . o oo oL L .000

Round-trip variance . . . . . . . . . . . . . .075

More...
Press Enter to continue.
F3=Exit F5=Refresh  F6=Print F8=Display jobs  F9=Command Tine
F12=Cancel F14=Display port numbers  F24=More keys

Figure 3-28 Display TCP/IP Connection Status

5. Verify that the Cryptography Coprocessor devices are varied on and are associated with

your OS/400 HTTP server application (Figure 3-29). To do this, enter the command:
WRKCFGSTS CFGTYPE(*DEV) CFGD(*CRP)

Work with Configuration Status FROGGER
12/04/01 14:59:58
Position to . . . . . Starting characters

Type options, press Enter.
1=Vary on 2=Vary off 5=Work with job  8=Work with description
9=Display mode status 13=Work with APPN status...

Opt Description Status mmmmmeeeeee- Job------oommmo
CRPO1 ACTIVE INOTES QTMHHTTP 038367
CRPO2 ACTIVE INOTES QTMHHTTP 038367

Parameters or command
===>

F3=Exit  F4=Prompt F12=Cancel F23=More options  F24=More keys

Figure 3-29 Working with the status of cryptographic devices

Chapter 3. Security

95




3.3 Web single sign-on

96

Attention: Web single sign-on (SSO) is not supported in the current release of DOLS. If
SSO is enabled, users will not be able to synchronize any offline subscriptions.

Web single sign-on (SSO) allows a Web browser user to log on once to a Domino server and
then access any other Domino servers in the same domain without logging in again. You can
set up session-based authentication for multiple servers; this accomplishes single sign-on.

Users are challenged for username and password only once, even if they are redirected to
different Domino servers in the same domain.

To enable single sign-on, perform the following steps:

1. Start the Domino Administrator client.

2. Click the Configuration tab.

3. You have to create a Web SSO configuration document. In the Actions menu bar, click the
Web... option and then select Create Web SSO Configuration from the list (Figure 3-30).

Eg‘ Server: inotesml01/Inotes - Domino Administrator —|& |5|
File Edit View Create Actions Administration Configuration Help \{e } \‘g Q C‘K G
[ i i
A BAE oog B8
'f,' Administration | /Z) Welcome to Dioming Administrator 5 administrator
@] People & Groups IFi\es ISEIVEI IMessagmg I Replication | Configuration 1
Server inotesml01/Inotes Use Directary or: | Current Server - > Toolks
v El Server - =
= Add Server Edit Server Delete Server (5| Add to Cluster ‘ B Web.. T
Current Server Document @ g % 9 &
A Server Documents Domain Server A‘ Title: Create Virtual Server |Helsase |Huullng Tasks
Configuiations - Inales Create URL Mapping/Redirection
Connections inotesml01 Anotes Inotes Mail Server #1 Create File Protection Build Mail Routing
Programs Create Realm WE09_11062001
Eteinal Domain Network nf inotesml0Z2/Inotes Inates Mail Server #2 View Current Configurations Release 5.0.8 Mail Routing
I inotesmi03/5VRAnotes  Inotes Server #3 nfiguration Mail Routing
73 ess.agl!']g INOTES=x%/Inotes Inotes x= Server = Mail Routing
13 m Replication
1 4 Etﬂ Directary
b i wWeh
L 4 @ Statistics & Events
1 @ Claster
13 @ DECS Adrinistratar
» [ Miscellanenus

Figure 3-30 Create Web SSO Configuration document

4. Inthe new Web SSO Configuration document, select Keys...-> Create Domino SSO Key
from the pull-down menu (Figure 3-31).

Import webSphere LTPA Keys

||

Figure 3-31 Create Domino SSO Key

Specify the token expiration, in minutes, in the Expiration field.

In the Token Domain field, enter the DNS domain name, for example itso.ibm.com for
which the tokens will be generated.

7. In the Server Names field, enter the name of the Domino servers that will be participating
in the single sign-on environment.

8. Click Save and Close.
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9. Now you have to edit your Domino server document. Locate your Domino server
document, and click the Edit server button.

10.Click the Internet Protocols tab.
11.Click the Domino Web Engine subtab.

12.In the Session authentication field, specify Multi-server (Figure 3-32).

Baszics ] Secuity l Ports ] Server Tasks ] Internet Pratocols l MT A

HTTP | Domino web Engine | IOP | LDAP | NNTP |

Seszion authentication: T Multi-server =]

Figure 3-32 Session authentication field in the Domino server document

13.Click Save and Close.
14.Start or restart your Domino HTTP server.

15.While the Domino HTTP server is starting, you see the following message on the Domino
console:

11/20/2001 03:13:52 PM HTTP: Successfully loaded Web SSO Configuration.

Here is an example of where you might use Web single sign-on:

User A logs into the iNotes Web Access Domino server, where their welcome page
includes the Sametime meeting center, on a different Domino server. They are prompted
for their password once and are then authenticated to both servers.

3.4 Firewall considerations

When working with iNotes Web Access, you have two different scenarios when it comes to
firewalls issues:

» Online access to the mail database
» Offline access to the mail database

3.4.1 Online access

The considerations for accessing the mail database online are the same as for any other
Domino Web application in your organization. The firewall administrator needs to open the
HTTP port, which is generally port 80, or the HTTPS port if SSL is used, which is generally
the 443 port.

If your users are going to access their mail files with other clients besides the Web browser
(like POP3, IMAP, Notes, mobile devices), those other ports must also be opened.

3.4.2 Offline access

When users access a database offline with iNotes Web Access, they must eventually
synchronize their subscription with the Domino server. To do this, they use the Lotus iNotes
Sync Manager. This software provides much of the functionality of the Notes client’s
replicator page for Web browser users.
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The Lotus iNotes Sync Manager uses the NRPC port (usually port 1352) to communicate with
the Domino server. This is the same for Notes clients to replicate or open databases on the
Domino server.

3.4.3 Known issues with iNotes Web Access in a firewall environment

This section discusses some of the currently known issues pertaining to running iNotes Web
Access in a firewall environment.

Notes.ini

The Tcpip_TCPIPADDRESS notes.ini parameter causes iNotes Web Access to send the
local address in a URL redirection rather than the Domino server name. This can cause
connection failures.

ActiveX

Given the recent propagation of viruses using malicious ActiveX code, some administrators
have decided to restrict ActiveX controls at the firewall level.

iNotes Web Access uses ActiveX controls for the rich text fields when composing new
documents, managing attachments, and performing offline installation. iNotes Web Access
uses “signed” ActiveX to verify to the users that the code is originally from Lotus/IBM to
ensure that these components can be trusted. However, in R5.0.8, if ActiveX controls are
filtered at the firewall, these features will fail. In Domino R5.0.9 or newer, even though
ActiveX controls are not allowed in the Web browser or firewall, HTML controls are used in
place of ActiveX but with limited functionality.

One other possible workaround is to sign the ActiveX controls with an SSL certificate and give
permissions on the user's Web browsers to run controls with that certificate.

Internet Explorer 4.x

Internet Explorer 4.x SP2 does not support Domino Off-Line Services via a firewall. This is
fixed in Internet Explorer 5.

3.5 Using LDAP for authentication
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0S/400 provides a Lightweight Directory Access Protocol (LDAP) accessible directory server
and the corresponding APIs that communicate with other LDAP directory servers. APls are
provided for both OS/400 and Windows applications written in Java, C, and C++. LDAP
enabled applications, such as Internet mail clients, can access, update, and manage the
iSeries directory.

Since 0S/400 V4R3, LDAP has been included as a no-charge feature of 0S/400 as part of
the OS/400 Directory Services (option 32). The Directory Services includes an LDAP server
and a complete set of LDAP clients and utilities.

The LDAP server uses DB2 UDB for iSeries to store the directory information and is
configured using Operations Navigator.

Command line utilities are provided to access an LDAP server from Windows and OS/400.
These utilities are compatible with LDAP utilities provided for other operating systems and
allow you to search, add, modify, and delete directory information.
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You can use the LDAP services provided in OS/400 (or any other LDAP v3 compatible
directory) to authenticate iNotes Web Access users. It is also possible to use any secondary
Domino directory for this purpose.

Note: To set up Domino to check additional directories for authentication, you set up the
secondary Domino and LDAP directories as trusted domains in the Directory Assistance
database. When you mark the domain as trusted, Domino searches the primary Domino
Directory for the user and then searches the trusted secondary Domino and LDAP
directories. When you set up Directory Assistance, you specify the order in which Domino
searches the secondary directories.

An organization may want to set up Domino to allow authentication checking to secondary
Domino or LDAP directories when they use an enterprise LDAP directory to verify client
certificates, or when merging/migrating different mail systems or Domino domains.

Authentication using an LDAP or secondary Domino directory works like this (Figure 3-33):
1. A user tries to authenticate to the Domino Directory.

2. The user is challenged with a name and password.

3. If an entry for the user is not found, then Directory Assistance is used, and the user is
looked up in another directory, according to the rules established in the Directory
Assistance database.

4. If the user is listed in the LDAP directory, and the password matches, they are
authenticated, and control is passed to back to Domino where the ACL of the database is
checked.

) 1. Request is made to 3. User is looked up on the
i the Domino server. ) — Domino Directory. If not there A
| «@— Directory Assistance rules are DAP/Secondary
observed.
Domino 4. If the user is listed in the

LDAP directory, and the
HTTP server password matches, they are

authenticated, and control is

passed to Domino again.

2. User is challenged with
a name and password.

Figure 3-33 Using LDAP or a secondary directory for authentication

If an LDAP or secondary Domino directory is used, it is possible that some changes have to
be done to the access control list of the mail database.

The administrator needs to add the full canonical x.500 username in the LDAP directory to
the database ACL, in this format:

Cn=[common name]/Ou=[organizational unit name]/0O=[organization name}/C=[two-character
country code]
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3.5.1 Configuring Directory Assistance
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Before you can enable authentication using an LDAP server, you have to create a Directory
Assistance database or use an already existing one. Follow these steps to find out if a
Directory Assistance database has already been created on your Domino server. You can
also use these same steps to create a new Directory Assistance database and then update it:

1. From a Lotus Notes client, select from the pull-down menu File-> Database-> Open or
press Ctrl-O.

2. On the Open Database window, enter the Domino server name. You then see a list of
databases on that Domino server. If you see Directory Assistance in the list, the database
has been created. Open this database and proceed with step 3. Otherwise, if the database
does not exist, perform the following steps:

a. Create a new database by selecting, from the pull-down menu, File-> Database->
New or press Ctrl-N. Type the Domino server name, the title of the database, and the
database name. We recommend that you name the database file DA.nsf.

b. Click the Template Server button, and specify the Domino server name in the
Template Servers pop-up window.

c. Select Directory Assistance from the list (Figure 3-34).

|

Server IinotesmID‘I /notes j | Ok I

Title: ID irecton Aszistance Cancel |

File: Name: ID.ﬁ..nsf gl Help |

Encryption. . | Size Limit... I

[~ Create full text index for zearching Advanced...l

Template Server... | inotesmi0] A notes

Database Library
DECS5 Administrator Template
Design Synopsis Template

B B

Directo &
Directory Catalog
Directory Syne: Configuration

Directory Synchronization Log LI

Abaout... | daB0. ntf

[~ Show advanced templates W Inherit future design changes

Figure 3-34 Creating a new Directory Assistance database

d. Make sure you select the Inherit future design changes check box.
e. Click OK to create the Directory Assistance database.

3. You see the main view of the Directory Assistance database. Click the Add Directory
Assistance button (Figure 3-35).

| Add Directony Aszsistance

Figure 3-35 Adding a Directory Assistance document

4. A new Directory Assistance document opens and is positioned at the Basics tab.
Complete the fields shown in Table 3-4.
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Table 3-4 Fields to complete in the Basics tab of the Directory Assistance document

Field Value

Domain Type Choose LDAP.
Domain Name A descriptive name that you choose.
Company Name The name of the company associated with this directory. Multiple Directory

Assistance documents can use the same company name.

Search Order A number representing the order in which this directory is searched, relative
to other directories in the Directory Assistance database. If this is the first
document in your Directory Assistance database, type 1 in this field.

Enabled Choose Yes to enable Directory Assistance for this directory.

Figure 3-36 shows an example of how the Basics tab in the Directory Assistance document
should appear.

\“ Save and Cloze

DIRECTORY ASSISTANCE

Basics | Rules | LDAP |

Domain bype: TLDAP 421
Domain name: T ASOELDAR o
Caompany name: TIBM 4
Search order: "1,

Group expanzian: ri‘(esJﬂ
Nested group expansion: T Yes =)
Enabled: ez ozl

f
Comments: ©

) Administration o “\K-.,'__ ..;_“——-\_:-f;},_

Figure 3-36 Basics tab of the Directory Assistance document

5. Click the Rules tab, and complete the fields listed in Table 3-5 for each rule you want to
create.

Table 3-5 Fields to complete in the Rules tab of the Directory Assistance document

Field Value

Rule # Enter one or more naming rules to indicate the names in the directory
that can be authenticated.

Enabled Choose Yes to enable the rule you defined above.

Trusted for credentials Choose Yes so that the Web user can authenticate.

Figure 3-37 shows an example of how the Rules tab in the Directory Assistance document
should appear.
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\"{ Save and Cloze
DIRECTORY ASSISTANCE

Basics l Rules l LD&P l

- Use the first rule to conﬁiule the Base for this LDAP server |4.Bx Servers onlil

T 7 T 7 T 7 7 T 7 Fey FYes =l FNoa=l
T Y "ol "o "o T "Moo=l No =1
T o/ " ot T ot T gt T ¢ " “Nog=] "No =1
T Y "ol "o "o T "Moo=l No =1
i i il T i T "Moozl “No =l
< &
Comments: ) = e, =
— e

P Administration b

&
Figure 3-37 Rules tab of the Directory Assistance document

6. Click the LDAP tab and complete the fields shown in Table 3-6.

Table 3-6 Fields to complete in the LDAP tab of the Directory Assistance document

Field Value

Hostname The host name or IP address of your LDAP
directory server.

Optional Authentication Credential A distinguished name in the Username field and
a Password. Enter the distinguished name in
LDAP format, for example: cn=LDUSER1.

The name and password must correspond to a
valid name and password on the LDAP server.

If you do not enter a name and password, the
Domino server attempts to connect to the LDAP
directory server anonymously.

Base DN for search A search base, if the LDAP directory server
requires one. For example:
ou=itso rochester center, 0=IBM, c=US

Perform LDAP search for Choose Notes Clients/Web Authentication.
Channel encryption We strongly recommended that you choose SSL.
Port The port number you use to connect to the LDAP

directory server.

If you choose SSL in the Channel encryption
field, the default port is 636.

If you choose None in the Channel encryption
field, the default port is 389.

If the LDAP directory server does not use one of
these default ports, enter the port number.

Timeout The maximum number of seconds allowed for a
search of the LDAP directory. The default is 60
seconds. If the LDAP directory server has a
timeout setting, the lower value takes
precedence.
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Field

Value

Maximum number of entries returned

The maximum number of names that the LDAP
directory server returns for the name searched.
The default is 100. If the LDAP directory server
has a maximum setting, the lower value takes
precedence. If the server’s maximum timeout is
exceeded, it only returns the number of names
found to that point.

7. Click Save and Close. You see a document has been created in your Directory

Assistance database.

8. Go to the Domino Administrator client and verify that it is connected to your Domino

server.

9. Click the Configuration tab, and select the All Server Documents view. Locate your

Domino server.

10.Click Actions -> Set Directory Assistance Information from the pull-down menu.

11.Type DA.nsf (or the name of your Directory Assistance database) here.

12.Click OK.

13.Restart the Domino server for this change to take effect.

Tip: If your Domino server fails to bind or connect to the LDAP server, try to change the
LDAP server host name to its IP address.

3.5.2 Verifying the connection from Domino to the LDAP server

Perform the following steps to verify the connection from your Domino server to the LDAP

server:

1. Go to your Lotus Notes client and open your Local address book.

2. Select the pull-down menu option Create -> Account. You see a new window.

3. Specify the fields shown in Table 3-7.

Table 3-7 Fields for creating an account document

Tab

Field

Value

Basics

Account name

A descriptive name.

Account server name

The DNS server name or IP address of
your LDAP server.

Protocol

LDAP

Protocol Configuration

Search base

The base of the directory tree from
which to start a search, for example:
ou=itso rochester center, o0=IBM,
c=US

Advanced

Port number

The port to connect to your LDAP
server. Default is 389.

Note: You can leave the other fields with their default values.

4. Click Save and Close.

5. From a Lotus Notes client, open your mail database.
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Select Addresses |
Lack in |LD&P o 4505 =]
IADITYA Search |
Recipients

For

Create a new memo.
Click the Address... button.
Select the Account name (the one that you just created) from the list.

Type a person name that is listed in the LDAP directory, and click Search. If the
connection to the LDAP server is established, you will see a result (Figure 3-38).

ADITYA [ADITYATASOSEASORITSOROCH.IBM.COM T | Iﬁ

@ (e

o5 | =1 beo:
bee |

[etals. . CopyLocaIl Femave | Remove Al |

| ’ Detailed Search... |

0K | Cancel | Help |

Figure 3-38 Searching for a person in an LDAP directory

10.You may continue with sending an e-mail, or click Cancel to end the test.

3.5.3 Enabling authentication to a mail database for an LDAP user
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To enable authentication to a mail database for an LDAP user, you must first create a Person
document for the user in the Domino Directory and then create a mail database for this LDAP
user.

Creating a Person document for an LDAP user

Perform the following steps to create a Person document for an LDAP user in the Domino
Directory:

1.
2.
3.

® N o o

9.

Create a Person document in the Domino Directory that represents the LDAP user.
In the Person document, specify a first and last name.

Specify the user name. This has to be in the format as defined in your LDAP server, for
example:

LDAP USER2/ITSO Rochester Center/IBM/US

Specify the short name. The value you enter in this field should match the common name
defined for this person in the LDAP directory entry.

Click the Mail tab.
Select Notes as the mail system.
Type the name of your Domino mail server.

Type the mail file name for the LDAP user that you are registering in the Domino
Directory. Write down this file name since you will use it later.

Click Save and Close.

At this point, you have created a Person document for the LDAP user. Continue with the next
section to create a mail database for the LDAP user and set the ACL.

iNotes Web Access on iSeries Server



Creating a mail database for an LDAP user

Perform the following steps to create a mail database for an LDAP user:

1. Create a mail database using the iNotes5 template (iNotes5.ntf) on your Domino server by
using these steps:

a.

New Database

Server.

Title:

From your Lotus Notes client, select the File pull-down menu and select Database ->

New or press Ctrl-N.

From the New Database window, type or select the Domino server name.

Type the title and filename of the database you are creating. The filename is the one

you specified when you created the Person document in the previous section. See

Figure 3-39.

Click the Template Server button, and specify your Domino server name.

Select iNotes Mail and C&S from the list.

Make sure you select the Inherit future design changes check box.

Click OK to create the database.

IinotesmID‘I /notes j ak. I
|LDAP Uiser2 Mail D atabase e |

File Name: [LDUSERZ st =l [ |

Encryption... | Size Limit... |

[ Create full test indes for searching AdﬁanCEd---l

Template Server... | inotesml0] Anotes

Extended Mail (RE.0
‘N otes Mail and CES

Laotuz SmartSuite irar_l,l [5.00

Mail (RE.0) i
Microzoft Office Library (R5.0]

MWHTP Crozs-Post

NNTF Discussion (F5.0] =l

About.... | iMotesh. ntf

" Show advanced templates [V Inherit future design changes

x|

Figure 3-39 Creating a mail database for an LDAP user

2. Locate the LDAP user mail database icon on your workstation and right-click it.

3. Select Database and then Access Control.

4. Click the Add button. Here, you do not select the person from the list. Instead, you type
the distinguished name of the LDAP user as defined in the LDAP directory, for example:

cn=LDAP USER2/0u=ITSO Rochester Center/o=IBM/c=US
Click OK.
Select Person for the user type.

© N o o

Select Manager for access.

Verify that the Delete documents option is selected. See Figure 3-40.
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Advanced Full name: LDAP User2/ITS0 Rochester Center/[BM/US |
Last change: inotesml0 on 120772000 10:16:11 oK. I & | Hel
According ta: Inates i | B |

Figure 3-40 Adding an LDAP user to the mail database ACL

9. Click OK.

3.5.4 DOLS-enabling an LDAP user’s mail database
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Important: To perform the tasks described in this section, your Domino server certifier ID
file must be available.

Creating certifier ID files for LDAP organization and organizational unit
If the organization name where the LDAP users belong to is not the same as the organization
name of your Domino server, you have to register it on your Domino server and cross certify
with your Domino server’s certifier ID. We use ITSO Rochester Center/IBM/US as an example
for creating the new certifier ID files. Perform the following steps:

1. Start your Domino Administrator client and connect to your Domino server.
2. Click the Configuration tab.

3. On the right most panel of the window, click Tools -> Registration, and select
Organization... from the list (Figure 3-41).

“oe ToOlS

> Certfication
S @ Reqiztration

Persan...

Server...

Organizational Unit...

Internet Certifier...

Figure 3-41 Registering a new organization

4. On the Register Organization Certifier window, make sure the Registration server points
to your Domino iNotes Web Access server.
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5. Complete the fields as shown in Figure 3-42. Even though the country code is optional, it
is normally good practice to put the country code here, for example US.

Register Organization Certifier 2=l

Fiegistration Server... | inotesml0l Anotes
Set |D File... | C:ABMcert.id

Organization name IIBM

Country code IUS [optional)

Certifier password Ipassword

Password quality scale

Weak Strong

Acceptable user password (8]

Security type Mail certification requests ta [Administrator]
I Morth American j I

Location [optional] Comment [optional]
I IThe Motes certifier for [BM.

Fiegister I Cancel |

Figure 3-42 Completing the fields in the Register Organization Certifier window

6. Set the password quality scale to at least 8.

7. Click the Set ID File button to specify the name and location of the certifier ID file for your
LDAP organization.

8. Click Register.
9. You see a message saying that the ID has been created. Click OK.

10.After you register the organization, register the organizational unit, which is ITSO
Rochester Center in this case. Again from your Domino Administrator client,
Configuration tab, click Tools -> Registration, and select Organizational Unit... from
the list.

11.0n the password prompt window, click Cancel.

12.From the Choose Certifier ID window (Figure 3-43), specify the certifier ID file that you just
created, which is IBMcert.id in our example.

Choose Certifier ID e |
Look in: | & C_DRIVE (C:) | = ® ek E-
|_ 1 ADCEERPP [y Music [ dswd
|1 AFPPLGIN CJMates Cltemp
|1 Cawsrt CJnatessql [ utiities
|1 Documents and Settings [l PKWARE [Z0winnT
|_IDRIVERS [CJPragram Files IEMcert.id
| tbmtaols Capsm ITSOCert.id
lokus Caspwork MEW/cert.id
4] | i

File name: I IBMcert i Open I
Files of type: IID File= j Cancel |
Help |

12/07/2001 03:52:16 AM 1304 bytes

Figure 3-43 Choosing a certifier ID file

13.Type the password and click OK.

14.Click Yes or No (depending on your customer policy) on the next pop-up window.
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15.Complete the fields as you did for Organization. See Figure 3-44.

Attention: Make sure that your LDAP organization, not your Domino server organization,
is listed next to the Certifier ID button.

Register Organizational Unit Certifi 2 x|

Registration Server... | Local
CertierD...  {C_/IBM/US
SetID File... | CAITSOCertid

Organizational Lnit |ITSD Rochester Center

Certifier paszword Ipassword

Pazzword quality scale

Weak )' Strong

Acceptable user password [2]

Security type Mail certification requests to [Adminiztrator]
I MNaorth &mernican j I
Location [optional) Comment [optional)

I IHegistration for ITSO ...
Reqister I Caticel

Figure 3-44 Registering an LDAP organizational unit

16.Click Register.

Cross-certifying the LDAP certifier ID files
You now have to cross-certify the ITSOcert.id file that we just created. You need to do this so
that the LDAP user can access the Domino server from the local DOLS environment.

1. From the right panel of your Domino Administrator client, click Certification-> Cross
Certify...

2. Specify your Domino sever certifier ID file (usually cert.id) in the Choose Certifier ID
window.

3. Type the password and click OK.

4. In the Choose ID to be Cross-Certified window, specify your LDAP organizational unit
certifier ID file. In our example, this is ITSOcert.id.

5. On the Issue Cross Certificate window (Figure 3-45), verify that the Certifier and Server
fields point to your Domino server.

6. Select your LDAP organizational unit in the Subject name field.
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Issue Cross Certificate cd |
Cerlifier...

inatesmldl Anotes
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Public Kew: 1BM5FP 823K PWHRZ 51166 RxZHW P543C

E zpiration date |12£DE£2D‘I‘I 01:53:42 PM
Crosg Cerhify Cancel

Figure 3-45 Cross-certifying an LDAP organizational unit

Click Cross Certify.

8. Click No on the pop-up window that is displayed since you are not going to cross-certify

another ID file.

9. From the left panel of your Domino Administrator client, select the Miscellaneous->
Certificates view. Verify that the information under the Notes Cross Certificates twistie is

correct (Figure 3-46).

Fji Administration - Domino Administrator

File Edit Wiew Create Actions Administration Configuration Help

CEA B Hegh O B

|£.'- Adminiztration
@ People & Groups ]Files IServer IMessaging IHepIication I Configuration l
s
Server: inotesml01/Inotes Use Directary or; ICurrent Servel
: % i‘l::;[ging Add Certifier z E dit Certifier Delete Certifier Copy to Personal Address Book
» [18 Replication |zsued By |Issued Ta
4 Elfﬂ Directory b Intemet Certifiers
b wWehb b Motes Certifiers
v & Statistics & Events * hotes Cross Certificates
» @l Cluster ¥ Anotes
» 3 DECS Admiristratar /1BM
&g Offine Services ABMIDS
. ATE0 Rochester Center/IBM/JS
v 2 Miscellaneous
Licenses
Halidays

Figure 3-46 Verifying cross certificates

Creating a security policy for LDAP users

LDAP users do not have a Notes ID file created for them on the Domino server. If they want to
go offline, they must have an ID file that they will use locally. You may already have a DOLS
security policy document created for regular Notes users, that specifies Prompt for ID file in
the ID deployment policy field. For LDAP users, you need to create another security policy
document that specifies that the ID files are to be generated automatically. To do this,

perform the following these steps:

1. From the Lotus Notes client, open your Offline Services (doladmin.nsf) database.

2. Click New Security Policy.
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3. Type your LDAP security domain, for example /ITSO Rochester Center/IBM/US. Do not
forget the leading forward slash.

4. Select Automatically generate user IDs in the ID Deployment Policy field.
5. Click the Automatic tab.

6. Attach the certifier ID file for your LDAP organization unit (the one that has been
cross-certified by your Domino certifier ID). In our example, this was ITSOcert.id.

7. Specify the password and set the expiration date.

Note: The password is not encrypted, so make sure that you properly set the ACL of
the doladmin.nsf database.

8. Press Esc and click Yes to save and close the document.

Figure 3-47 shows an example of a Domino Off-Line Services database that has security
policy documents for regular Notes and LDAP users.

@ Wwelcome ‘Workspace |a Offline Services - Security ﬂ

Mew Security Policy

Security Domain |0 Deployment Policy
TS0 Rochester Center/IBMIUS Generate ID file
fiMotes Prompt for ID file

Domino Off-Line
Services

| Offline Security '
Offline Users '

Figure 3-47 DOLS Security policy documents for Notes and LDAP users

3.5.5 Synchronizing LDAP and Domino directories
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Most of the time, Directory Assistance is enough to perform the authentication process.
However, in some organizations, it is necessary to have a tighter integration between the
enterprise LDAP directory and the Domino Directory. In these circumstances, it could be
necessary to synchronize between the entries in the LDAP directory and the documents in
the Domino Directory, either in one direction or bidirectionally.

This functionality is not native to Domino, but there is a tool available called LDAPSync to
perform these operations. This tool was developed by Lotus Professional Services. The
LDAPSync toolkit can provide a solution for consolidating different directory sources, as well
as mapping different Domino directories to a single database. This solution is highly
customizable and is standards-based.
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Note: This tool is not available for iSeries. It must be installed on a Window NT4 or higher
server, but it can pull and push entries to any standard LDAP directory service, including

the iSeries.

LDAPSync can work in different ways:

» Different source databases or directories to a single destination (summarization)

» A single source database or directory to different destination databases (broadcast)

» A single source document or entry to different destination documents or entries

(consistency)

LDAPSync toolkit components
There are three key components in the LDAPSync toolkit:

» LDAPSync: Synchronizes directory entries between LDAP directories and Domino
directories exchanged via the use of an LDIF file.

» SynchroNSF: Used for unidirectional replication between two Domino databases that do

not share the same replica ID or design. SynchroNSF operates just like the Domino

replicator, but without the constraint of the source and destination databases being

replicas.

» RunAgent: Used for submitting an agent within a Domino database via a batch file.

RunAgent lets organizations run an agent during the synchronization process instead of at
an specific time via a schedule.

How it works

The process works as outlined here (Figure 3-48):

1. Once LDAPSync is activated, the transactions (additions, LDAP directory or the Domino
databases) are downloaded and queued on a Domino database.

2. An agentis then triggered using a batch file to enable those transactions to be passed to

another database.

3. The third component of the LDAPSync, SynchroNSF, then passes the transactions to the
target Domino database.

LDAP
Directory

Target
Domino DB

3. Replication

1. Download

LDAPSync —

Transactions
waiting

(Domino DB)

SynchroNSF

2. Format

'@ | Transactions |[gnames

ready RunAgent

(Domino DB)

Figure 3-48 LDAPSync processing

LDAPSync can be acquired from your Lotus Professional Services representative.
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Enhancing iNotes Web Access

This chapter discusses how you can enhance iNotes Web Access. For example, you can
customize the template design or use a Web Mail redirection tool to provide a common log on
screen. Or you can create a light-weight directory subscription for offline users and integration
with an awareness product such as the Lotus Sametime server to enhance collaboration.

This chapter covers the following topics:

Customizing the Welcome page

Customizing the iNotes Web Access mail template

Providing a single URL with the Web Mail Redirect tool — a single sign-on URL for all users
Enabling directory and address lookup for offline users

Enabling other applications to be used offline

Integration with Sametime 2.5 to enable instant messaging by adding chat capabilities to
online users

vVvyYvyvyYyy
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4.1 Customizing the Welcome page

You can customize the initial Welcome page for your users on a per-user level, group level, or
even an organization-wide level. To deploy customized Welcome pages for groups or
subgroups, each server will maintain a single uniquely customized Welcome page. The user
can change this Welcome page later to fit their own requirements.

For more information about customizing the Welcome page, refer to the redbook iNotes Web
Access Deployment and Administration, SG24-6518.

4.2 Customizing the iNotes Web Access mail template

114

Some areas of iNotes Web Access were not designed in the Domino Designer. A lot of
complex Java Script is coded in iNotes Web Access to provide the Web interface. Several
elements, such as image resources, frames, comments, and meaningful text strings, are
separated from each database itself and kept in the shared the forms5.nsf database. This
helps to minimize the amount of code that needs to be passed to the client and increases the
database cache hit for HTTP usage on the Domino server.

Therefore, it is possible that customizing these elements may produce unpredictable results
instead of adding more functionality. Lotus recommends that customers do not attempt to
customize the iNotes Web Access template until the proper guidelines are made available by
Lotus or through the Lotus Professional Services organization.

The Customization Disclaimer from the Lotus Knowledge Base, Document #186361 - What is
the Support Policy for Customization of the iNotes Web Access Mail template? informs users
that customized templates are not certified or supported by Lotus. Therefore, Lotus Notes
Support may refer you back to the stock template to troubleshoot any problems. If the problem
is not in the stock template, you may have to remove the added function from the template
and submit an enhancement request for it in the next release. You can find this document in
the Lotus Knowledge Base, which is part of the Lotus Support Web. Simply go to the site at
http://www.lotus.com/home.nsf/welcome/support and type 183631 in the keyword search
box.

The disclaimer also includes customization of the forms5.nsf database as well, which keeps
most of the design and interface elements of iNotes Web Access.

Nonetheless, customization in iNotes Web Access is not an “impossible” thing to do. Some
customization can be done and should not affect the functionality of iNotes Web Access.

Attention: Any customization in iNotes Web Access Release 1.0 templates as provided in
Lotus Domino server R5.0.8 or R5.0.9, including what is shown in this section, is not
officially supported by Lotus or IBM. The customization that you do here may be replaced
by the iNotes Web Access development toolkit in future releases.
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4.2.1 Customizing the Notes client part in iNotes Web Access

Most companies customize the standard R5 Notes mail template for their own use. The
iNotes Web Access mail template also supports access from the Notes client. You can copy
the customized forms, frames, and views that are used in your customized R5 Notes mail
template into the iNotes Web Access mail template that affects only the Notes client. But you
must use caution and only copy and paste the existing design elements using Domino
Designer. Keep in mind that there are new fields and forms in the iNotes Web Access
template that may have used similar names to your customized design elements.

4.2.2 Customizing the access control list

By default, the iNotes Web Access mail template has the Maximum Internet name &
password field in the Advanced option of the access control list (ACL) set to Editor. This is not
a sufficient access level for the user to change their own Internet Password or to enable the
Out of Office agent.

You may customize the iNotes5.ntf template and set the ACL properly before you register a
new person or convert existing users’ mail database templates. Refer to “Assigning Internet
passwords for each iNotes Web Access user” on page 31.

4.2.3 Disabling the Go Offline icon

If you plan to deploy online access only to the end user, you may want to remove the Go
Offline icon from the menu of iNotes Web Access. Even if you do not enable DOLS and do not
configure an offline security policy, the Go Offline icon is still available but not functional. This
may confuse the end user (Figure 4-1).

-

o Logout o Chat @ Go Offline o) Preferencesz ) Help

work wibrrd local replica of vour mail File while disconnected
from the netwark,

Figure 4-1 Default menu available to iNotes Web Access users

Most of the user interface of iNotes Web Access is defined by skins. These skins are kept in a
separate database (INOTES/forms5.nsf) in the Domino server’s data directory and are
shared among users. Modification to this database affects all iNotes Web Access users on
that Domino server.

To disable the Go Offline icon, perform the following steps:

1. Back up the default forms5.nsf database, or copy it to another flename. In case something
goes wrong or when you want to enable the Go Offline icon later, you can restore this file
back to its original version. To copy this database to another file without the Backup and
Recovery Media Services for Domino online backup feature, you need to stop the Domino
server before you can access this file. You may use 0S/400 Copy (CPY) CL command,
Operations Navigator, or NetServer to map a drive to the OS/400 Integrated File System
(IFS) from a PC.

Your Copy CL command may look like the following example:

CPY OBJ('/lotus/domino/inotes01/INOTES/forms5.nsf")
TOOBJ('/1otus/domino/inotes01/INOTES/forms5.nsf.backup')

2. By default, you do not have enough authority to change the design of the forms5.nsf
database. You may either FTP or copy this file to work locally or use NetServer to map a
drive to your PC and modify the ACL of this database as if it was on Local. We show you

Chapter 4. Enhancing iNotes Web Access 115



one of these methods using the Operations Navigator to drag and drop the file to work
from a local directory.

Important: After you copy or FTP the forms5.nsf file back to the Domino server or if you
change the ACL, the OS/400 object authority of forms5.nsf is also changed. You have
to change the authority of this file back to be owned by the QNOTES user profile only. If
you map a PC drive to the iSeries server and change the ACL, we recommend that you
change it back after you finish the customization.

3. Launch Operations Navigator and log on with QSECOFR or similar user.

4. Expand your iSeries server on the left pane and browse to File Systems-> Integrated
File System-> Root-> Your iNotes Web Access Domino server data directory->
INOTES as shown in Figure 4-2. Then drag the forms5.nsf file and drop it to your PC
location such as Desktop or C:\Lotus\Notes\Data directory on another Windows Explorer.

3 AS/400 Operations Navigator
File Edit WYiew Options Help

L hBE | XE @me
| Environment: My Connections | Inotesml01: IMOTES  Include: **

=8 Management Central (Sametimeyy) Narme [ e[ Type | changed | Accessed
=8 My Connections CiF 4.75ME  MSF File 12/112001 5:20PM  12{11{2001 5:2
- B Inotesmiol FormsS.nsf BACKUP 4.75MB  BACKUP File 12/7/2001 11:40 &M 12/9/2001 3:12
%5 Basic Operations

[+-E8 work Management

-2 Configuration and Service
0L Metwork

B Security

[-@i® Users and Groups

[-JE Database

E-a2 File Systems

EI Integrated File System
EI% Roat

| v

F-770 mail . ‘LI

Figure 4-2 Using Operations Navigator to copy Forms5.nsf to a local directory

5. Launch the Domino Designer client, and open the forms5.nsf database you just copied.

6. Expand the database on the left pane to Resources -> Subforms, and browse for the
ShimmerOffline_SkinComponent subform as shown in Figure 4-3.
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Figure 4-3 Browsing for ShimmerOffline_SkinComponent subform
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Double-click the ShimmerOffline_SkinComponent subform to open and edit this
subform. The content of this subform looks similar to the example in Figure 4-4.

[f:Shimmerl:llTIine_Skinl:omponent - Subform - Lotus Domino Designer

File:

@ « Recent Databases g | <script> SW(ahQ): ¢/script> A

@

Edit ‘Wiew Create Design Text Help

@ z_OfflineCode - Form iMotess Comrma... | ShimmerOffline_Skin... ﬂ designer

iNotesh Common Fc
INOTES:<MMNOTES Yon
B Cutlines
[E Frameszets
El Pages
Faorms
Wigws
£ Folders
4+ Mavigators
) Agents
Syhopsis...
% Resources
Images
& Applets
Subforms
T#, Shared Fields
@ Script Libraries j

At -

Figure 4-4 ShimmerOffline_SkinComponent subform in Forms5.nsf database

8.

This form calls a JavaScript code to show the Go Offline interface of the Offline menu. You
may delete all of its contents or put a remark on the entire file. We recommend that you
use the remark and accompany it with some comments for reference when you or
someone else come back and modify this later. The modified subform may look like the
example in Figure 4-5.
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Figure 4-5 Modified ShimmerOffline_SkinComponent subform

9. Click Save and close.

10.Put the file back in the original location on the Domino server. Again, you may use FTP or
Operations Navigator to do this. The example shown in Figure 4-6 uses Windows Explorer
to drag and drop file into the data directory of the Domino server in Operations Navigator.
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Figure 4-6 Dragging, dropping file from Windows Explorer to Domino data directory under INOTES

11.Check the permission of the file. This file must be owned by the QNOTES user profile. You
can use the following Change Owner (CHGOWN) CL command to change the permission:

CHGOWN OBJ('/Totus/domino/inotes01/INOTES/forms5.nsf') NEWOWN(QNOTES)

To change the owner to QNOTES using Operations Navigator, right-click the forms5.nsf
file in Operations Navigator and select Permissions. The permissions window appears as

shown in Figure 4-7.
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3 Forms5.nsf Permissions - Inotesml01
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Figure 4-7 Changing file permission to QNOTES in Operations Navigator

12.Click the Owner icon and browse for user QNOTES. Click OK (Figure 4-8).

Forms5.nsf - Dwner [ %]
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Figure 4-8 Selecting QNOTES as the new object owner
13.Restart the Domino server.

14.Log on to iNotes Web Access online again and check the new result. Notice that there is
now no Go Offline icon in the upper right corner (Figure 4-9).
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Figure 4-9 iNotes Web Access interface with no Go Offline icon in the menu bar

Note: After upgrading or reinstalling the Domino server code, the forms5.nsf database will
be replaced, and your customization will be lost. Make a copy of the changed forms5.nsf
database before you upgrade the Domino server, and copy your customized elements
back after the upgrade/installation.

4.2.4 Other iNotes Web Access customizations

There are other customization examples, such as creating your own company logo, changing
the order of table of contents, and disabling the Welcome page in iNotes Web Access. These
types of customizations, among others, are discussed in iNotes Web Access Deployment and
Administration, SG24-6518.

4.3 Providing a single URL with the Web Mail Redirect tool

Normally users have to specify the URL of their mail databases to access their mail files. This
is quite inconvenient and difficult to remember for users especially if your design includes
having a multi-level of subdirectories to divide users by department or organization unit. Here
are some examples of URLs that users may have to type to access their mail files:

http://inotes.mycompany.com/mail/Servers/Hardware/iSeries/Nattapong.nsf
http://inotes.mycompany.com/mail/Services/Software/Lotus/Gerardo.nsf
http://inotes.mycompany.com/mail/Executives/LouGerstner.nsf

In addition, by default, accessing a mail file by specifying only the mail database in the URL
leads to the Welcome page. In a case where you would want to specify another interface,
such as the first page being the Inbox for the user, it is even more difficult to remember (see
Table 2-6 on page 45). For example, to specify the Inbox as the first interface for the user
instead of Welcome page, you have to specify the URL:

http://inotes.mycompany.com/mail/Servers/Hardware/iSeries/Nattapong.nsf/inotes/
mail/?0penDocument&ui=inotes
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Another benefit of using the Web Mail redirection tool is when sometimes users access their
mail file using iNotes Web Access on Internet Explorer, while sometimes they have to use
Netscape to access their other mail files. In this case, you can also modify the Web Mail
redirect to detect an unsupported Web browser or redirect to the correct URL for the WebMail
user interface instead of the iNotes Web Access user interface.

There are several examples and freewares of Web Mail redirection tools available for
download. Some of them use an agent or a Java Servlet to redirect. From a performance
point of view, the general recommendation is to avoid using the agent version because it
tends to consume more resource on the server and gives worse response time than the
servlet version.

This redbook shows you one of the most efficient yet simple Web Mail redirect tools available.
It is based on the Notes formula language to retrieve the user information and mail directory

from the Domino Directory and provides a single sign-on URL interface to all users. There are
easy forms available that allow you to set your server parameters, messages, icons, company
logo, etc.

The Web Mail Redirect tool is available for download from the Notes.net Iris Sandbox Web
site at: http://www.notes.net/sandbox.nsf

You can use it to enable Web browser redirection to an authenticated user’s mail file. This
database can become an option for customers who want to give end users easy access to
their mail files without having to type a long URL.

At the time this redbook was written, the versions available for public use were v2.61 and
v3.00 BETA 2.

Important: The software is provided “AS IS”. Therefore there is no support or technical
assistance with respect to using the software. Read the download and software
agreements completely before you implement this software.

4.3.1 Downloading and configuring the Web Mail Redirect database
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Perform the following steps to set up the Web Mail Redirect tool:

1. Download the zipped database file, for example webmail261.zip, from the Notes.net Iris
Sandbox Web site (http://www.notes.net/sandbox.nsf).

2. Extract the zipped file to the webmailredirect.nsf database.

3. Transfer this database to your Domino iNotes Web Access server data directory. You may
use FTP. Or you may choose Operations Navigator, in which case you drag the file from
Windows Explorer and drop it in the Domino server’s data directory under File Systems->
Integrated File System-> Root.

4. Make sure that you change the ownership of this database to the QNOTES user profile.
Start your Lotus Notes client and open this database. The welcome page of the Web Mail
Redirect tool appears as shown in Figure 4-10.
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Figure 4-10 Web Mail Redirect welcome page

Click Change Configuration.

A configuration panel with several tabs appears (Figure 4-11) that allows you to change
the configuration to match your environment. Our focus is on the URL Redirection and
Redirect Screen tabs.

WebAccess.

Save and Close

URL Rediection } Fiedirect Screen l Debug l “ersion History | Help and Information I Register l
Do you wish to specify a HostName to redirect to ? FIXED

A
< w _Click Here for More Information‘lcrr_w> DYNAMIC
® FIMED ! If you specity 8 HOctTaT e, ST T reqirect to that host, This is MAILSERVER

useful if this database resides on a server other than that of the intended rmail

SEIYEr,
* DYNAMIC : If you do not specify a Hosthame, this can be used on a clustered
mail server (where you do not have to force redirection to the user's home
server), or where you do not wish change the HostMare,
* MAILSERWVER : Use this option if you wish to redirect to the actual mailserver
for the user. Mote : when using this option, it is advisable to ensure 520 is
enabled. Please see the HELP tab for more information.

Do you wish to force SSL on when redirecting onwards ? YES

NO

Figure 4-11  Web Mail Redirect configuration display: URL Redirection tab

7. Depending on your environment, you need to select Fixed, Dynamic, or Mail Server for the
host name to redirect to. Click the twistie Click Here for More Information for a full
description of each option.

8. Specify whether you want to force the use of SSL when redirecting onwards. If you specify
Yes, make sure that you also set up and enable SSL on the Domino server.
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9. Click the Redirect Screen tab.

10.Specify the time, in seconds, before the user is redirected (Figure 4-12). You can also
change the message that the user sees on the Web browser while they are being
redirected to their malil file.

WebAccess.

Save and Close

URL Redirection | Redirect Screen l Debug l Wergion Higtary l Help and Infarmation l R egister l

Please enter the time in seconds before the user is redirected 1

wWhat text would you like to be shown on the Redirection Page "Redirecting... ;

Figure 4-12 Web Mail Redirect configuration screen: Redirect Screen tab

11.Click Save and Close.

4.3.2 Configuring Web Mail Redirect as the default home page

After you finish configuring your Web Mail Redirect database, the next step is to specify this
database as the default home page of your Web site in the Domino Directory. Perform the
following steps:

Start the Domino Administrator client and login with the Administrator ID and password.
Make sure that you are connected to your Domino iNotes Web Access server.

Click the Configuration tab.

Locate your Domino server, and click the Edit Server button.

Click the Internet Protocols tab and then HTTP tab.

Under Mapping, in the Home URL field, type:

2B T o

/webmailredirect.nsf?0pen
See Figure 4-13.

Home LIRL: " hwebmairediect nsf?0pen

Figure 4-13 Specifying the Web Mail Redirect database in the Domino server document

7. Click Save and Close.
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4.3.3 Testing the Web Mail Redirect tool
Perform the following the steps to test the Web Mail Redirect tool:
1. Open your Web browser.

2. Type the URL to your Domino iNotes Web Access server, without specifying any mail
database file name, for example:

http://inotesm101.rchland.ibm.com
The Web Mail Redirect log in screen should appear.
3. Type your Domino user name and password and click the login button.

4. As shown in Figure 4-14, a message on your Web browser tells you that your request is
being redirected. The message that appears on the Web browser depends on what you
specified in the Web Mail Redirect database (webmaildirect.nsf).

3 https:/ finotesml0l.rchland.ibm.com,/mail /aditya.nsk/iNotes /Welcome /20penDo;

J File Edit \iew Faworites Tools  Help

J dBack ~ = - Q) ot | Q) search  [(GelFavorites  £#History ||%v =
JLinks &]1EM Business Transformation @& 1IEM Internal Help— & ]1BM Standard Software Installer ] Customize Links ] Free Hotmai

J Adgss IE: https: Hinotesmiol .rchland.ibm.com,l'mail,l'aditya.nsf,I'iNDtes,l'WeIcome,l'?OpenDDcumentSu.li=inotED

—

Web Access.

|
Redirecting...

Figure 4-14 Testing Web Mail Redirect tool

5. Notice that the URL on your Web browser changes to your mail database file name and
you are now redirected to your iNotes Web Access.

4.4 Enabling directory and address lookup for offline users

By default, the Domino Directory is not available to iNotes for Web Access offline users. While
a user is working offline, they have no access to the Domino Directory. Therefore, they cannot
perform a lookup for people other than what is in their personal contacts and groups.

To enable users to take the Domino server’s Directory offline with their mail files, the
3DOLSDirectoryCatalog parameter in the Domino server’s notes.ini file must be set to the
name of the Domino Directory (names.nsf) or Directory Catalog database for offline usage
(relative to the data directory). If this parameter does not exist in the notes.ini file, users will
not have the option to take a Domino Directory or Directory Catalog offline with their mail files.
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Even though you can set up and use the Domino Directory (names.nsf) for offline users, we
recommend that you create and use a Directory Catalog instead. In Domino R5, the Directory
Catalog is a lighter version of the Domino Directory that contains enough information for
name lookup. It is much smaller than the Domino Directory and can have a compression ratio
of 255 to 1, which is very important when replicating to mobile users. The server task reads
multiple directories, extracts essential information from each entry (such as Person
documents), and aggregates it into a single, smaller Directory Catalog database. The result is
that synchronization is faster for offline users.

Important: You must enable offline users to the Domino Directory or Directory Catalog
before a user installs the offline usage and the subscription of his iNotes Web Access mail
database. Otherwise, that user must remove and reinstall the subscription again to have
the offline directory.

4.4.1 Creating a Directory Catalog
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A Directory Catalog consolidates the most frequently requested directory information from
one or more Domino directories into a single, lightweight, quick-access database. To create a
Directory Catalog database, perform the following steps:

1. Launch the Domino Administrator client and create a new database by selecting the File
pull-down menu and selecting File-> Database-> New or pressing Ctrl-N. Type the
Domino server name, the title of the database, and the file name, such as
OfflineCatalog.nsf, for example.

2. Click the Template Server button, and specify the Domino server name in the pop-up
window.

3. Select Directory Catalog from the list.
4. Make sure you select the Inherit future design changes check box (Figure 4-15).

5. Click OK to create the database.

New Database [ x|

Server; IINDTESXX:a’InDtes j

Tithe: IMnbile Diirectomy Eare] |
File: Marne: IUffLineCataIDg.nsf gl Help |

Encryptionh. . I Size Limit... I

[ Create full text index for searching .&dvanced...l

Template Server. . I inotes

DECSS Administrator Template ;I
Design Synopzis Template
Directorny Azsigtance
Directary Catalog
Directony Sync Configuration
Directary Synchranization Log

Discussian - Nates & Web [RE.0] hd|

About.. | dircats. ntf

[~ Show advanced templates [ Inherit future design changes

Figure 4-15 Creating a Directory Catalog database

6. A pop-up window appears asking if you want to create a full-text index for this database. If
you plan to use this Directory Catalog for offline only, you do not need to create a full-text
index on the server. After this database is replicated to the client, it creates the full-text
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index on the client for faster name lookup. If you do not want to create the full-text on the
server, click No (Figure 4-16).

Lotus Notes

@ Do vou want ko index this database now?

Yes Mo |

Figure 4-16 Question to create full-text index

7. You are now in the blank Directory Catalog database. From the pull-down menu, select
Create-> Configuration.

8. Some of the fields in this new document are already populated (Figure 4-17). Specify the
names of the Directory database such as names.nsf. If you also have secondary directory
databases, you can specify them here as well.

E Save and Cloze
DIRECTORY CATALOG CONFIGURATION =

Bazics ] Advanced ]

Directonies to include: " names nsf names2.nsf

Additional fields bo include: T Firsth ame
[Fullname: and ListName included by default) Middlelnitial

LastName
Location
b ailtddress
Shorthame
I ailD omain
Intemetaddress

tessageStorage

Sort by @ Distinguished Mame
) Last Name
O Altemate Fullhame
|Jze Soundex: "Yes =]
Remove duplicate users: ez =]
Group types: " Wail and Multi-purpoze =1
Include Mailin Databazes “es iz
Reshict aggregation to this server: T
Send Directory Catalog reports bo: T
Carnrents: Ty

Figure 4-17 Directory Catalog Configuration document

9. Click Save and Close to save the document.

10.You have to enable the Directory Cataloger in the Domino server document. To do so,
select the Configuration tab and select the All Server Documents view.

11.Locate the server document of your Domino server and double-click it or click the Edit
Server button.

12.Select the Server Tasks tab and then the Directory Cataloger tab (Figure 4-18).
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Tl Save and Close G Wieb..
SERVER: INOTESXX/Inotes - \ W
_!' k ) 1 Fﬂ!ﬁ

Bazics ] Security l Parts l Server Tazks l Internet Protocols l hAT s l hdizcellaneous | Transactional Logging l Sametime ] Administ

Administration Process l Agent hManager l Domain Catalog ] Dormain Indexer | Directary Cataloger l Internet Cluster Manager l We

Directary Catalog filenames. DfflineCatalog.nsf

Scheduls: TENABLED =1

Run Directary Catalog T 08:00 &k - 10:00 PM 4 each day
aggreqatar at:

Repeat interval of: 15 ) minutes

Davs of wesk: T Sun, Mon, Tue, Wed, Thu, Fri. Sat g =

Figure 4-18 Enabling the Directory Cataloger task

13.Type the name of your Directory Catalog database, for example 0fflineCatalog.nsf.

14.Select Enabled in the Schedule field. You can change the frequency at which you want to
run the Directory Cataloger by changing the other three fields already populated by default
values.

15.Click Save and Close.
16.Go to your Domino server console.

17.Type the command 1ead DIRCAT on the Domino server console command line. This
command runs the Dircat task to initially populate the Directory Catalog database that you
just created.

18.Verify that the Directory Catalog task is running by typing the command show tasks in the
Domino server console command line. You see the status of the Directory Cataloger is
Idle (Figure 4-19).

Work with Domino Console
Server: INOTESXX
Previous subcommands and messages:

Database Server Server for Notes Administrator/Inotes on TCPIP
Directory Cataloger Idle

HTTP Web Server Listening on port(s) 80

Event Monitor Idle

Calendar Connector Idle
Schedule Manager Idle

Admin Process Idle
Agent Manager Executive '1': Idle
Agent Manager Idle
Stats Idle
Indexer Idle
Router Idle
Replicator Idle

Enter a Domino subcommand.

===>

F3=Exit  F5=Refresh  F6=Print F9=Retrieve
F17=Top  F18=Bottom F21=Command line

Figure 4-19 Show tasks in the Domino server console: Directory Cataloger task
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19.Go back to your Lotus Notes client workspace. Open the Directory Catalog database and
select User from the left navigator. You see a list of users from both the primary and
secondary directory databases as shown in Figure 4-20.

™ Mobile Directory - Users - Lotus Notes Hi=] 3

File Edit WYew Create Actions Help @ } \’& Q C’)\ e

@Welcome ‘Workspace |ll:tj hobile Directory - Uzers ﬂ notes

E h kdobile Directory & Aditya Wresniyandakadnotes ﬂ
Configuration (23 Admiristration Bequests

& Deb LandondInotes

& Gerardo Leal/Inates

& Hamy Potter/Inotes

& Motez TeamD3/notes

& Motes TeamO4/Inotes

& Motes Team=3</Inotes

s |notesddming

=3 inotesml0l Stats/Inates

23 Inotezml02 Statznotes

22 INOTESH Stats/Inotes

& Joe Wi/ Inotes

& Joe TeamO1/notes

& Joe TeamD2/notes

& Joe Teamss/Inotes

& Joe02 User2/notes

& Lab Admiristrator/iNotes

& LDAF USERZ2/ITS0 Rochester Center/IBi /S
& LDAP User3/ITS0 Rochester Center/IBMAUS
& Linda Defrepne/Inotes

4 Mike Gordon/nates

& Mattapong Monghkolprazit/Inotes

@V

i

& Mates Administrator/lnotes
& Motes Uszerl /inotes
& Mates Userl 0/ notes ;I

S| g oo ||
Figure 4-20 Users view in the newly created Directory Catalog database

s LEE BEP

4.4.2 Changing notes.ini

To take your Directory Catalog offline, you need to add the keyword $DOLSDirectoryCatalog
to the notes.ini file of your Domino server. There are several ways to edit the Domino server’s
notes.ini file on the iSeries server:

Transfer this file to a PC, edit it with a PC editor, and then send it back to the iSeries server
Use the 5250 CL command Edit File (EDTF)

Use Operations Navigator

Use the Domino server console set configuration command

vVvyyy

For details on editing the Domino server’s notes.ini file on the iSeries server, refer to the
redbook Lotus Domino for AS/400 R5: Implementation, SG24-5592.

We recommend that you use either the 5250 CL command or Operations Navigator to avoid
incorrect file ownership and data transfer format. Besides, these options are easier to do.

Method 1: Using a 5250 CL command

We recommend that you use a 5250 emulator software that supports the 27x132 column
display screen, such as IBM Client Access or IBM Personal Communications. The screen
size to which the parameter should be set to is the 27x132 column. Perform the following
steps to change the Domino server’s notes.ini file:
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1. Open a 5250 session and sign on with a proper authorized user profile such as
QSECOFR.

2. Run the Work with Domino Servers (WRKDOMSVR) CL command. A list of all of your
Domino servers appears as shown in Figure 4-21.

Work with Domino Servers
System: AS06
Type options, press Enter.
1=Start server 2=Change server 5=Display console 6=End server
7=Submit command 8=Work console 9=Work server jobs
11=Change current directory 12=Work object Tinks  13=Edit notes.ini

Domino Domino
Opt Server Subsystem  Status
*HTTPSETUP QDOMINOHT  *STARTED
MATLDOMXX MAILDOMXX  *ENDED
MAILDOMO2 MAILDOMO2  *ENDED
MAILSVR MAILSVR *ENDED
APPLSVR APPLSVR *ENDED
INOTESMLO1 INOTESMLO1 *STARTED
INOTESMLO2 INOTESML02 *ENDED
13 INOTESXX INOTESXX *STARTED
INOTESO1 INOTESO1 *STARTED

More...
Parameters or command
===>
F3=Exit F4=Prompt  F5=Refresh  F9=Retrieve F11=Display path
F12=Cancel F17=Top  F18=Bottom F22=Display entire field F24=More keys

Figure 4-21  WRKDOMSVR command

3. Locate your Domino iNotes Web Access server and use option 13 to edit the notes.ini file
of the Domino server. The content of the file appears as shown in Figure 4-22.
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Edit File: /notes/inotesxx/notes.ini
Record : 1 of 90 by 10 Column : 1 64 by 126
Control : B

I DR Y | I
‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘kBeg-i nn-i ng of data‘k‘k‘k‘k‘k*‘k*‘k‘k‘k*‘k*
[Notes]
Directory=/notes/inotesxx
KitType=2
NPN=1
UNICODE_DISPLAY=1
NSF_HOOKS=QNNDIHK
CleanupScriptPath=CALL QNOTES/NSD
Passthru_LoglLevel=0
Console_LoglLevel=2
VIEWIMP1=Lotus 1-2-3,0, IWKSV,,.WKS,.WK1,.WR1,.WRK,.WK3,.WK4,,4,
VIEWIMP2=Structured Text,0,_ISTR,,.LTR,.CGN,.STR,,1,
VIEWIMP3=Tabular Text,0, ITAB,,.PRN,.RPT,.TXT,.TAB,,1,
VIEWEXP1=Lotus 1-2-3,0,_ XWKS,,.WKS,.WK1,.WR1,.WRK,,4,
VIEWEXP2=Structured Text,0,_XSTR,,.LTR,.CGN,.STR,,1,
VIEWEXP3=Tabular Text,1, XTAB,,.LTR,.RPT,.CGN,.TAB,,1,
EDITIMP1=ASCII Text,0,_ ITEXT,,.TXT,.PRN,.C,.H,.RIP,,1,
EDITIMP2=Microsoft RTF,0,_ IW4W, IRTF,.DOC,.RTF,,2,

F2=Save F3=Save/Exit F12=Exit F15=Services Fl6=Repeat find F17=Repeat change

F19=Left F20=Right

Figure 4-22  Editing the notes.ini file from a 5250 screen

4. Go to the end of file using Page Down or type a b on the Control line to go to the bottom of

the file. Insert a new line by typing an i in front of the last line and press Enter.

Note: It is not important where you add the new configuration. Adding it at any point in

the notes.ini file will work. However, it makes more sense and is easier to verify at a

later time to add the extra configuration lines at the end of file.

5. In the new line, enter:
$DOLSDirectoryCatalog=0fflineCatalog.nsf

Here OfflineCatalog.nsfis the name of your Directory Catalog file in the data directory of

the Domino server (Figure 4-23).
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Edit File: /notes/inotesxx/notes.ini
Record : 80 of 91 by 10 Column : 1 59 by 126
Control :

TRANSLOG_UseA11=0
TRANSLOG_Style=0
TRANSLOG_Performance=2
TRANSLOG_Status=0

MTEnabled=0

SCHEDULE_VERSION=3
WebAdminSetup=509
DominoConfigLevel=3
DDETimeout=10
DefaultMailTemplate=mail50.ntf
Log_DirCat=1
$DOLSDirectoryCatalog=0fflineCatalog.nsf

************End of Data********************

F2=Save F3=Save/Exit F12=Exit F15=Services Fl6=Repeat find F17=Repeat change
F19=Left  F20=Right

Figure 4-23 Adding a new keyword $DOLSDirectoryCatalog to notes.ini

6. Press F3 to save the file. You see the status message “File has changed” at the bottom of
the screen. Press F3 again to save and exit.

7. Restart the Domino server for this change to take effect.

Method 2: Using Operations Navigator

Perform the following steps to change the Domino server’s notes.ini file using Operations
Navigator:

Note: You must have IBM Client Access and Operations Navigator installed with the
Domino plug-in to perform the following steps.

1. Launch Operations Navigator and sign on with proper authorized user profile such as
QSECOFR.

2. Expand your iSeries server on the left pane to Network-> Servers-> Domino. If a window
pops up for the Domino Administrator ID’s password appears, enter the password here
(Figure 4-24).

Enter Password x|
Enter the paszword for Notes Administratord notes;
I xxxxxxx 1 Caneel |

Figure 4-24  Entering the Domino server's Administrator ID password

3. Alist of your Domino servers appears on the right pane. Right-click the Domino iNotes
Web Access server and click Properties.
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4. From the Properties window, click the Initialization File tab. A read-only mode of the
notes.ini file is shown (Figure 4-25). Click Edit to go to edit mode. A warning window
appears that asks you to confirm that you want to modify the notes.ini file. Click Yes.

INOTESMLOZ Properties - ASMUG 2=l
Basicsl Intemetl M ail I Servicesl Localel Metwork Configuration  Initialization File
[Mates] ~
Directory=/notesinotesmll2
KitType=2
MPM=1

UNICODE_DISPLAY=1

MWSF_HOOKS=QMMDIHE

CleanupScriptPath=CALL ONOTES/NSD

Passthiu_Loglevel=0

Console_Loglevel=2

WIEWIMPT=Lotus 1-2-3.0,_PWwWESY, WES W WRTWRELWED WS 4,

WIEWIMP2=Stuctured Text.0_ISTR,.LTR..CGN.5TR.1,

WIEWIMP3=T abular Text,0,_ITAE, PRN.RPT.TAT, TAB.1,

WIEWERPT=Lotus 1-2-3.0,_0wWHKS, WS, WK1 WR1,.WRE..4,

/IEWERF2=Stuctured Text,0_=STR..LTR.CGM.5TR.1.

VIEWE=P3=T abular Text.1,_<TAB..LTR.RPT.CGN.TAB.1,

EDITIMP1=A5CIl Text,0,_ITEXT,.TT..PRN..C.H.RIP.1,

EDITIMP2=Microsaft RTF.0. w8 _IRTF DOC RTF 2, hd
| »

1]

QK | Cancel | Help |

Figure 4-25 Initialization File tab in Operations Navigator containing notes.ini in read-only mode

5. Page down to the end of the file, insert a new line, and enter the following line:

$DOLSDirectoryCatalog=0fflineCatalog.nsf

Here OfflineCatalog.nsfis the name of your Directory Catalog file in the data directory of
the Domino server (Figure 4-26).

Ei Edit - [notes.ini] 10l =l
File Edit Yiew Window Help =
a0 % =@ @

TRANSLOG Style=0 -]

TRANSLOG Performance=:z

TRAN3SLOG Ztatus=0

MTEnahled=0

SCHEDULE VERSION=3

SemwetimeMultimedia=CCOMPLETED
SametimeInstallType=COMPLETED
SametimelirectoryType=DONIND

SGameTimeLog=2TLog.nst

SamwetimeConference=3TConf.nst
Jawval3400RegisterNatives=stnotespw, stauthmgr, stutilicy
3TProgramDirectory=/notes/ inotesmloz
SametimeServerConfig=0nhomino
L3TJaval=/QIEN/ProdData/Lotus/ Sametime/dsig. zip
L3TJavaz=/QIBEM/ProdData/Lotus/ Sametime/ alan. jar
L3TJavai=/QIEM/FrodDbata/Lotus/ Samet ime/ xerces. jar
L3TJavad=/QIEM/FrodDbata/Lotus/ Samet ime/ stcore. jar
L3TJava5=/QIEM/FrodDbata/Lotus/ Samet ime/ stwtomanagement . jar
L3TJavas=/ QIEM/ProdDbata/Lotus/ Sametime/ java
JavalserClassesExt=L3TJaval, L3TJavaz , L3TJavald , LeTJavad, L3TJavas, L3TJavad
WebidminSetup=509

DominoConfiglLewvel=3

SERVER_CLUSTER_CN=1

DDETimecout=10

i late=msils0, ntf
$DOL3DirectoryCatalog=0fflineCatalog. nsf)
-

1 | »
[ 4

Figure 4-26 Adding the new keyword $DOLSDirectoryCatalog to notes.ini

6. Save and close this file.
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7. Restart the Domino server for this change to take effect.

Method 3: Using the set configuration command

You can also type the following command in the Domino server console to enable the DOLS

offline directory. To do so, run the following command in the Domino server console:
set configuration “$DOLSDirectoryCatalog=0fflineCatalog.nsf”

Here OfflineCatalog.nsfis the name of your Directory Catalog file in the data directory of the
Domino server. This command actually creates an entry in your notes.ini file the same as the

previous methods and the configuration takes affect immediately. However, we recommend

that you display the notes.ini file using either of the above two methods to make sure that the

change is permanently made to the Domino server.

4.4.3 Deleting a Lotus iNotes Sync Manager subscription
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If a mail subscription was installed before you enabled the offline directory, you must reinstall

the mail subscription at the client. To remove an existing mail subscription, perform the
following steps:

1. On the user’s client, open the Lotus iNotes Sync Manager window, and select the
subscription for the mail database file.

2. Click the Delete icon, as shown in Figure 4-27.

<t/Lotus iNotes Sync Manager

{0l x|
File Options Help
o & @ a o & o
Stark Sync  Stop Swnc Swn il Properties Open Cnline Open OFfline Enable Disable Delete Delete selected subscription
Subscription Title Subscription URL

Size Last Synchronization Time Synchronization Status
262MB 117212001 T

4| | &
@ Mext Synchronization: 1172172001 11:00:00 AM CST
Figure 4-27 Deleting an existing mail subscription

3. You receive a confirmation window displaying the message, “Are you sure you want to
delete all of the files for this operation?”. Click Yes.

4. Close the Lotus iNotes Sync Manager window. A confirmation window appears, as shown
in Figure 4-28. Click Yes.

& Any scheduled synchronization will nok occur after shutdown, are you sure wou want to exit?

es Mo |

Figure 4-28 Shutting down the Lotus iNotes Sync Manager
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4.4.4 Reinstalling your subscription

After you modify the Domino server setting and restart the Domino server, you are ready to
install/reinstall your mail subscription. This time you download both your mail file and the
Directory Catalog file. Keep in mind this process is transparent to the end user. To learn how
to install an offline client and subscription, see 2.5.2, “Offline clients with Lotus iNotes Sync
Manager” on page 46.

Note: By default, the replica of Directory Catalog is kept on the offline workstation in the
same data directory as the subscription of the iNotes Web Access mail database.

4.4.5 Testing the offline directory

After you install the new subscription, the Directory Catalog is also replicated to local client
and all addresses are now available for lookup even when the user is running in offline mode.
Perform the following steps to verify that offline directory is now replicated and working
properly on the client:

1. Open the Lotus iNotes Sync Manager. Select the mail database subscription, and click the
Open Offline button. You may also click the mail icon similar to the one shown in
Figure 4-29 on the user’s desktop.

Figure 4-29 Local offline mail client icon on the workstation

2. Log on with the iNotes Web Access username and password.

3. From your Web browser, click Mail-> New Message. A compose new message window
opens.

4. Click To. From the Select Addresses window, open the pull-down list on the Search field. A
new address book is now listed besides the Contacts and Offline Address book
(Figure 4-30).

/2 Message - Microsoft Internet Explorer A} Select Addresses - Microsoft Internet Explorer [EJEI E3 |
Wm e i Bt m Priority = | Options Search: Contacts - 7 ]
) I —
#] 1o |Natlap0ng Mongkolprasit/inotes@inotes Find: I
a
et |
bee: |
Subject: | . . e
New offline directory
ISansSerif vI]D' b Hhwm 39355 0LHH bee:
4 Select Addresses - Microsoft Internet Explorer [HIE] E3 |
Search: IMDbiIe Directory 'I o

Exit
Find: [ _ search

& Lab Administrator/iNotes =]

& LDaP USERZ/ITSO Rochester ( To!

& LDAP User3fITSO Rochester C :
ALinda Defreyne/inotes #

& Mike Gordon/Inates

" Nattapong Mongkolprasit/Inol
& Notes Administrator/Inotes

& Maotes Userl/Inates

&Motes Userld/Inotes

add Attachments: =) ;9 gy &y 5—9 ANotes Userll/Inotes LI Exit

I
Figure 4-30 New offline directory and name lookup are now available when working offline
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5. Select your new address book. This is the local replica of the Directory Catalog file.
6. Select some recipients, and click Exit. Put some text in your memo and send it.
7. Close the window.

Restriction: There is a difference in whether you perform a name lookup in Contact list or
Domino Directory or whether you do it in Directory Catalog. In the Contact list or Domino
Directory, searching returns the result of only the matched entries. The Directory Catalog
positions to the first matched entry among all entries in the Directory Catalog.

Checking your offline Directory Catalog from a Lotus Notes client

The iNotes Web Access client does not require a Lotus Notes client. But if this workstation
has a Lotus Notes client installed, you can check the current offline Directory Catalog that is
being used and associated with that user’s mail subscription. To check the current Directory
Catalog on the client, perform these steps:

1. Launch the Lotus Notes client, and open the mail file.
2. On the menu bar, select Actions-> Edit Offline Configuration document.

3. Click the Rules tab. Note that the filename specified in the $DOLSDirectoryCatalog
keyword was added automatically to the field Directory catalog.

4.5 Enabling other applications to be used offline
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Sometimes when using mail and calendar offline, users have to refer to some information
being kept in other databases. In their mail, there may be only a DocLink or HotSpot icon that
links to the information in another database. To gain access to those databases when working
offline, you also have to enable DOLS for those databases.

Some applications are composed of multiple databases that have to be synchronized
together. In this case, you should add only one subscription for that application and select
other databases as associated files to be replicated with that subscription. See Figure 4-31.

Required files to replicate: S Irmail'\linda.nst

’Optic-nal files ta replicate: % [ Avtomstically replicate new DBs
-

o

Encrygption: [l Encrypt this subscription

Figure 4-31 Optional files to be replicated

You can enable application databases by importing the DOLS Resource Template (dolres.ntf)
into the application database. Please refer to the Domino Off-Line Services help in
dols_help.nsf for more information.

iNotes Web Access is one of the DOLS-enabled databases. When you enable Directory
Catalog for offline access, the Directory Catalog is not set to be a separate subscription but
included as a part of your iNotes Web Access mail subscription. Every time you synchronize
your mail database to the Domino server, the Directory Catalog is also updated.

Tip: Each subscription can have a different schedule and frequency of synchronization.
Some applications may not be required to be frequently updated. This way you can reduce
the time and amount of data in synchronization.
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4.6 Integration with Sametime 2.5

Lotus Sametime merges Web server technology, Lotus Notes technology, T.120
data-conferencing technology, and online awareness technology to allow Lotus Notes and
Web browser clients to participate in live, interactive online meetings, instant messaging, and
group chat sessions. Sametime enhances the workplace by placing powerful, real-time
collaboration tools on the desktop of every user in a Sametime community. Now you can
combine these technologies with the reliability and scalability of an iSeries server.

With Sametime integration, iNotes Web Access users can receive and send instant
messages. Users launch Sametime by clicking the Chat icon on the iNotes Web Access
Welcome page and can use community services without requiring a re-logon or a separate
client installed. Users can create their own buddy list, add names by either looking up through
the name picker or simply type them in from the Domino Directory, or divide their buddy list
into groups. See the Domino/Notes 5.0.9 Release Notes for details on configuring Sametime
with iNotes Web Access.

For iSeries, you may install the Sametime server on a separate server or on the same server
as iNotes Web Access. Installing on the same iSeries server gives you better benefit in
integration, ease of management, and total cost of ownership.

When running a Sametime server on other platforms, Sametime Version 2.0 or above is
required for integration with iNotes Web Access. However, on iSeries, Sametime Version 2.5
or above is required.

Note: You may use the public beta release of Sametime Version 1.5 on iSeries for
integration with iNotes Web Access. But, keep in mind that it is not officially supported by
IBM or Lotus.

This section explains how to configure the iNotes Web Access integration with Sametime 2.5
on the iSeries server. Configuring Sametime on a separate iSeries server is also similar to
this. We assume that you have already configured the basic Domino iNotes Web Access
server and it is up and running. At the time of writing this redbook, Sametime 2.5 was just
made available on the iSeries. Therefore, we also provide details for installing Sametime on
the iSeries server in this section. For additional information about setting up the Sametime
server on iSeries for services other than iNotes Web Access integration, please refer to
product documentation on the Sametime installation CD.

The overview procedure for configuring Sametime for integration with iNotes Web Access is
summarized here:

Prepare and plan: Hardware, software, and capacity planning for additional workload.
Install the Sametime license.

Prepare a Domino server for Sametime to run on.

Add a Sametime server to a Domino server.

Configure Sametime and iNotes Web Access servers.

orwd =

4.6.1 Additional server requirements for Sametime

Integration with the Sametime server requires additional hardware and software, in addition to
the iSeries hardware and software requirements for iNotes Web Access as described in 2.3,
“iSeries server requirements” on page 19. You must also plan for extra system capacity
required by the Sametime server.
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The additional iSeries hardware and software requirements are:

» Minimum 256 MB (512 MB is recommended)
Minimum available disk space 500 MB
» IBM Developer Kit for Java 5769-JV1 or 5722-JV1 with JDK 1.1.x option

v

Important: Sametime 2.5 does not support JDK 1.2 or JDK 1.3. By default, 0S/400
V5R1 comes with JDK 1.2 or JDK 1.3. To use Sametime, you need to also install
5722-JV1 Option 4 JDK1.1.8.

» Lotus Sametime for iSeries (5733-LST) with the same language version as the Domino
iNotes Web Access server (For more information about how to install additional language
files, see the documentation in Sametime language pack CD.)

» (optional) OS/400 Option 12, Host Servers — for easier management of Domino and
iSeries in a graphical interface using Operations Navigator with the Domino plug-in
installed

» (optional) Client Access Express for Windows — for easier management of Domino and
iSeries in a graphical interface using Operations Navigator with the Domino plug-in
installed

» Lotus QuickPlace is not required by Sametime. But if you plan to run QuickPlace 2.0.8 in
the same partition with Sametime 2.5, Domino 5.0.8.01 and upgrading to QuickPlace
2.0.8.01 are required.

» PTFs:
— For more information on the latest PTFs, see the following Web sites:

http://www.ibm.com/eserver/iseries/domino/support
http://www.ibm.com/eserver/iseries/service

— If you plan to install Sametime on one of the iSeries Dedicated Server for Domino
(DSD) models, you must use V5R1 with the DSD Enhanced Support for Java installed
(available in September 2001). PTF RE01200 is an identifier that indicates whether
your system already has the necessary version of the iSeries Licensed Internal Code
(level RSC) installed. On any OS/400 command line, type the following command and
press Enter to determine whether PTF RE01200 is already on your system:

DSPPTF LICPGM(5722999) SELECT(RE01200)

If PTF RE01200 is not on your system, you do not have the RSC level installed and
should consult the following Web site for more information:
http://www.ibm.com/eserver/iseries/domino/dsdjava.html

Note: Although V4RS5 is supported, in order to save the content of the Whiteboard in
Sametime or to use Sametime 2.5 on the DSD model, OS/400 V5R1 is required.

4.6.2 Installing Lotus Sametime 2.5 on iSeries
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Before you configure the Sametime server, make sure that you configure the TCP/IP
configuration, set up the IP address for the Sametime server, update the hostname with its IP
address in OS/400 TCP/IP host table, and add this server in the DNS server.

If you have not installed the Sametime license code in the iSeries, follow these steps:

1. Sign on to your iSeries server with a user profile that has at least *ALLOBJ and *SECADM
authorities.

2. Insert the Sametime for iSeries CD into your iSeries CD-ROM drive.
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3. Type LODRUN on the OS/400 command line and press F4 to prompt the command.
4. On the LODRUN display (Figure 4-32), type *0PT in the Device field and press Enter.
5. Type /05400 in the Directory field.

Load and Run (LODRUN)
Type choices, press Enter.

Device . . . . . . . . . . ... > *OPT Name, *TAP, *DKT, *OPT
Directory . . . . . « . . . .. /0S400

Figure 4-32 LODRUN command to install SameTime

6. Press Enter.

7. You see the Sametime option display. Type option 1 next to the Sametime product option
and press Enter to begin installation. You see status messages as the system installs the
software. Wait until Sametime installation is complete.

4.6.3 Adding Sametime to an existing Domino server

For general Sametime server deployment, unlike Sametime on Windows which supports
“Web-only standalone” and “merged configuration”, Sametime on iSeries installation supports
only “merged configuration”. This means you have to run Sametime as an add-on Domino
application on top of a Domino server.

It is easier to configure Sametime Community Services (chat) to work properly with iNotes
Web Access if you configure the Sametime server in the same Domino Domain as your
Domino iNotes Web Access servers because Sametime uses the Domino Directory for user
management and also serves the integration.

It is possible to run Sametime and iNotes Web Access in the same Domino partitioned server,
in the production environment. However, we recommend that you configure Sametime in a
separate Domino partitioned server which may reside in the same physical iSeries server or
LPAR as the other Domino servers for better performance, ease-of-management, and
security. This is due to the fact that a Sametime server supports multiple services, and the
services are served through Domino tasks. Sharing server tasks between Sametime and
iNotes Web Access may result in longer response time to the users.

Adding Sametime to a Domino server can be done by either using a 5250 CL command or
Operations Navigator.

Note: Even though you can have multiple Domino servers on an iSeries server, only one
Sametime server can be up and running at the same time on an iSeries server or a logical
partition (LPAR).

Preparing a Domino server for Sametime

You can use the OS/400 Configure Domino Server (CFGDOMSVR) CL command or
GUI-based configuration using a Web browser or Operations Navigator to configure a new
additional Domino server in your Domino Domain. Make sure that you enable the HTTP
service and configure it as a partitioned server if you are running multiple Domino servers on
a single iSeries server or LPAR. For more information about installation and configuring
Domino servers, refer to Lotus Domino for AS/400 R5: Implementation, SG24-5592.
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In order for Sametime to display the timestamp while chatting properly, verify that the system
values for date (QDATE), time (QTIME), and offset from Greenwich Meantime
(QUTCOFFSET) are set to match the time zone and current daylight savings times of the
Domino server where you plan to install Sametime.

Important: If you change the system values, you must stop and restart the Domino server
so it will reflect the change.

To change the time zone offset, you may use the 5250 CL command Work with System
Values (WRKSYSVAL QUTCOFFSET) and option 2 to change to the appropriate value for
your time zone. Or you can use Operations Navigator, by selecting Configuration and
Service -> Date and Time as shown in Figure 4-33.

4 AS /400 Operations Navigator
File Edit ‘iew Options Help

éf: E| ><|@0 2 minutes old
| Environment: My Connections | Inotezml0l: Syztem ' alues
{Ii Management Central (Sametimesyy) = | | Cateqgaor | Description |
E‘m My Connections % fuditing Changes auditing values
B ! Inatesmidl U5 Date and Time Changes date, time, and time zone information

i#l-55 Basic Operations 8N (hanes devire aitnornnfinueation and rermern sl es
@ Work Management Date and Time System Yalues - Inotesml01
Eﬁi‘ Configuration and Service

[ System Yalues Date
@ Hardware

[+-[%5 Software ) . |5:35:32 P ﬂ

- (§) Fixes Inventory G @7 g =

B Collection Services

f8] Logical Partitions

]ﬁ Network Offset fram Greenwich Mean Time (GMT;

F-J3E Securiby

- Users and Groups

i= [ Database Offst (-24:00 to +24:003 | -] I”‘53DD (HH:Mny
[#-Z, File Systems

[l Backup

[]---@ Application Development

[]---@ AFP Manager

ok | cancel | Hew |7

Figure 4-33 Changing the date, time, and universal time zone using Operations Navigator

Before you add the Sametime server, make sure the Domino server that Sametime will run on
is ended.

Adding Sametime using a 5250 CL command

Perform the following steps to use a 5250 session to configure the Sametime server on a
Domino server:

1. Sign on to the iSeries server with a user profile enabled with *ALLOBJ, *SECADM,
*IOSYSCFG, and *JOBCTL authorities such as QSECOFR.

2. Run the command Work with Domino Servers (WRKDOMSVR) and use option 6 to end
the Domino server on which Sametime will run. Press PF5 and wait until the Domino
server status becomes *ENDED.

3. Run the Add Sametime to Domino (ADDLSTDOM) command (Figure 4-34):
ADDLSTDOM SERVER(SAMETIME) OPTION(*ALL)
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Add Sametime to Domino (ADDLSTDOM)

Type choices, press Enter.

Domino server name . . . . . . . > SAMETIME
Option . . . . . . . . . . ... > *ALL *BASE, *MULTIMEDIA, *ALL
Directory type . . . . . . . .. *DOMINO *DOMINO, *LDAP

Figure 4-34 ADDLSTDOM command

4. Wait until the setup is complete. A screen similar to the example in Figure 4-35 appears.

Switching to the server identity...
10%
Setting up authentication system...
30%
Setup of the authentication system completed.
55%
Sametime Server setup completed successfully.
100%
Press ENTER to end terminal session.

===>
F3=Exit F4=End of File F6=Print F9=Retrieve F17=Top
F18=Bottom F19=Left F20=Right F21=User Window

Figure 4-35 Adding Sametime completion screen

5. Press Enter to finish the setup.
6. Start the Domino Sametime server.

Adding Sametime using Operations Navigator

Perform the following steps to add the Sametime server to an existing Domino server with
Operations Navigator:

1. Open Operations Navigator. Sign on with a user profile enabled with *ALLOBJ, *SECADM,
*IOSYSCFG, and *JOBCTL authorities such as QSECOFR.

2. Expand the left navigation pane to Network-> Servers-> Domino. You may be prompted
for a Domino server's Administrator ID password.

3. In the right pane, right-click the Domino server *HTTPSETUP and click Start.

4. Right-click the Domino server to be used for Sametime and select Add Sametime
(Figure 4-36).

If you already added Sametime to this server, you will not see this option (in that case, the
Remove Sametime option appears instead).
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3 AS/400 Dperations Navigator

File Edit W“iew Options Help
’@%|D©|E"E|><|@0| 98 minutes old
| Environment: My Connections | Inatesmldl: Doming
=B My Connections & | [ server Mame | status
= ! InotesmloL @*HTTPSETUP Started (cannot access)
Y5 Basic Operations E MATLDOM:Y Stopped
Work Management o MALLDOMOZ Stopped
: Configuration and Service @ MAILSYR Stopped
=Lk H'Etw”rk . G APPLIYR Stopped
" 5 ;P Fo 'tc'e; .y o INOTESMLO1 Started and active
- -
5 S:xir: ceess aervices & INOTESMLOZ Stopped
& TP/ @ INOTES®H Started and active
Clert Actess @INOTESU Stopped
hs @ INOTES12 Stopped
2 Doming G T Stopped
-8 Internet @INOTESDI Started (cannot access)
windows Sdministration @INOTESDZ Started {cannot access)
IBM Metwork Stations @ INOTESOS Stopped
-5F TCRYIP Configuration @INOTESD‘I Stopped
-8 Security @INOTESHUB Started {cannot access)
- Users and Groups ﬁw Started {cannot access)
[#-[E Database Skart
a2 File Systems Sz
I:I-- Backup Skop Immediately
[]---@ Application Development b . K
[]___@ AFP Manager LI i I Server Administration | _’I
Delete
Properties

Figure 4-36 Adding Sametime with Operations Navigator

5. A Sametime server set up on the Web browser window appears as shown in Figure 4-37.
Specify an OS/400 user profile and password enabled with *ALLOBJ, *SECADM,
*IOSYSCFG, and *JOBCTL authorities such as QSECOFR. Then click Next.

2} iSeries Sametime Setup - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J ¢pack - = - & fat | @Qysearch [GFavorites  CAHistory ||%. = &2

Jnddress I@ htkp: | fsametimeyy | 8585/ sksetup.nsf j @GD
You arve setting
Set Uup up a Sametime
: server.
Sametime

iSeries Logon
Tser profile: Iiwaxx

Password: |*'**“‘*1

Mext = | Cancel |

Figure 4-37 Sametime setup window

6. Verify the Domino server name. If you want to start this Sametime server right after setup
is complete, select Yes and click Next (Figure 4-38).
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; iSeries Sametime Setup - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help |

J GBack ~ = - at | @ search [FFavorites  CAHistory ||%v = D

Jnddress I@ http: ffsametimeyy 8585/ stsetup, nsf j @Go
You are setting
Set up up a Sametime
7 server.
Sametime
Choose Domino Help
Server -

To what Domine
server do you want
to add Sametime?

Start Sametime " Fes
server when setup is & Mo
complete?

< Back | Mext = | Cancel |

Figure 4-38 Verifying the Domino server on which Sametime server will run

7. If you do not plan to deploy multimedia services, such as voice and video, you only need
the base option. In this release, Sametime with iNotes Web Access integration client does
not support multimedia services. But if you plan to use this server for other Sametime
clients on this server, you may want to enable Sametime with multimedia (Figure 4-39).

3 iSeries Sametime Setup - Microsoft Internet Explorer

J File Edit WYew Favorites Tools Help |

J &Back + = - (D 7t | @ search [SElFavorites & &History ||%v =p D

J.ﬁ.ddress I@ http: | fsametimesyy 8585 stsetup. nsf j @GU
You are setting
Set up up Sametime
S t-' server
P APPLSVR.

Sametime Server Help

Installation -

What type of " Sametime Base

Sametime server atnietitne Base atd
installation do vou  Multimedia
watt:

< Back | MNext = | Cancel |

Figure 4-39 Choosing the Sametime services to be deployed
8. Select the directory that you want to use. In most cases for iNotes Web Access, we use

and share Notes user IDs and passwords among Sametime and other Domino servers in
the domain. To simplify the setup, we use the Domino Directory here (Figure 4-40).
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Sametime supports two types of directory access, LDAP and Domino Directory. You can
use multiple directories but you have to exclusively select which type of access you plan to
use. If you select LDAP here and also want to use another directory from the Domino
Directory, you have to configure LDAP on that Domino server and configure Sametime to

access that Domino Directory using LDAP. For more information, please refer to Sametime
2.5 installation guide on iSeries.

3 iSeries Sametime Setup - Microsoft Internet Explorer

J File Edit ‘Wiew Faworibes Tools Help |

J = Back - = - @ 7o | @Search [Ge] Favarites @History ||%- =

J.ﬂ.ddress I@ hkp: ffinokesml0l :8585) stsekup. nsft

You are setting up Sametime server
Setu p APPLSVER.

Sametime

Select the Direciory Type

What type of directory do you want to

Diamino di
use?

<Elack| et > | Cancel |

Figure 4-40 Selecting the type of directory to be used by Sametime
9. If you have other Sametime servers running in the same Domino domain, you may want to

copy the configuration from another Sametime server. If this is the first Sametime server,
click No and then click Next (Figure 4-41).

3 iseries Sametime Setup - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools Help |

J ¢Back - = - () ot | Qhsearch [EFavorites L History | BE-S5 D
J.ﬁ.ddress I@ http: [fsametimeyy: 8585/ stsetup. nsf j @Go
You are setting
Set up up Sametime
. Server
Sametime APPLSVR.
Copy Sametime Help
Configuration -

Copy configuration of an  Teg
existing Sametime server? i Mo

Chick Next to complete Sametime setup.

< Back | MNext = | Cancel |

Figure 4-41 Selecting to copy a configuration from another existing Sametime server
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10.A window appears showing a status of the files that are now being copied and Sametime

is being configured. Wait until the configuration finishes. This step may take up to 2 to 3
minutes (Figure 4-42).

a iSeries Sametime Setup - Microsoft Internet Explorer

JFiIe Edit  “iew Favorites Tools  Help |

J RBack - o= - @ it | @Search (Gl Favorites @History | I%- =
J.ﬂddress I@ http: ffsametimeyy: 8585/ sksetup.nsf ﬂ @GU
You arve setting
Set up up Sametime
S t-' server
SRCUITE APPLSVR.

10%

Figure 4-42 Progress of copying and configuring Sametime

11.A window appears similar to the example in Figure 4-43 showing that the configuration is
now finished. Click the Finish button to quit.

3 iSeries Sametime Setup - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools Help

J RBack + = - @ -ﬁ | @Search [3e] Favarites @History | %v é L
J-ﬁ-ddress I@ http: }fsametimeyy 18585, stsetup, nsf j @GU
You have
Set up completed
: setting up
Sametlme Sametiine server
APPLSVR.

Installation Complete

Congratulations. Tou have successfully set up
Sametine server APPLIVE.

Sametime server APPLEVE 1z not currently actrve.
Yo must manually start Sametine server APPLEVE
before you can use it.

Finish |

Figure 4-43 Adding Sametime is now finished

12.Return to the Operations Navigator window. Right-click the Domino Sametime server and
select Start to start the Domino Sametime server.
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After you add the Sametime server to the Domino server, you may want to verify whether
Sametime is configured and working properly. Sametime uses the Staddin?2 task. 1t is added
to the Domino server’s notes.ini file during the adding of Sametime to the Domino process.
For iNotes for Web Access integration, Sametime uses the HTTP task to serve the Java
applets to the iNotes Web Access client. To check if the Sametime and HTTP tasks are up
and running, go to the Domino server console and run the show tasks command

(Figure 4-44).

Work with Domino Console
Server: INOTESMLO2
Previous subcommands and messages:

Sametime Server Running
HTTP Web Server Listening on port(s) 80, 443
Event Monitor Idle

Calendar Connector Idle
Schedule Manager Idle

Admin Process Idle
Agent Manager Executive '1': Idle
Agent Manager Idle
Stats Idle
Indexer Idle
Router Idle
Replicator Idle

Enter a Domino subcommand.

===>

F3=Exit  F5=Refresh  F6=Print F9=Retrieve
F17=Top  F18=Bottom F21=Command line

Figure 4-44 Work with Domino server console: show tasks command

Editing the Domino server document

On the iSeries server, most of the necessary configurations are automatically set when the
Sametime server is added. However, you may want to specify other parameters, such as a
default home page, or you may want to make sure that all parameters are set properly.
Perform the following steps to review the Sametime parameters:

1. Start the Domino Administrator client. Make sure that you are working on the correct
Domino server that is running Sametime.

2. Go to the Domino server document for this Domino Sametime server. Click the Edit
button. Verify the parameter values of the Sametime server listed in Table 4-1.

Table 4-1 Parameter values for the Sametime server in the Domino server document

Tab Field Setting value

Basics Is this the Sametime server Yes*
Fully qualified Internet host Your Sametime server with domain, for
name example: sametime.mycompany.com

Note: Although it is not required by
Sametime, we recommend you set it
because it is required by some settings
such as session authentication.
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Tab

Field

Setting value

Security Run unrestricted Sametime Development/Lotus Notes
LotusScript/Java agents Companion Products*
Ports -> Notes Ports TCPIP*
Network Ports
Note: This must be specified exactly as
shown.
Internet Protocols -> | Home URL stcenter.nsf?Open
HTTP
Note: This is the default Sametime home
page that we use to verify installation in the
next section. You can specify another URL
here.
Host Name The TCP/IP hostname of your Sametime

server.

Bind to hostname

Enabled

Note: This is required if you are running
multiple Domino partitioned servers
(including iNotes and Sametime) in the
same logical partition of the iSeries server.

Note: Fields with (*) are automatically set after you add Sametime server to a Domino server

3. Click Save and Close.

4. If you changed anything in the previous step, you must restart the Domino server before
the changes become effective.

Verifying the Sametime installation

Perform the following steps to verify the installation of your Sametime server:

1. Start your Web browser and go to your Sametime server URL, for example:

http://sametime.itso.ibm.com

You should see a screen similar to the example in Figure 4-45.
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Vet Sametime

Attend a Meeting

Schedule a Meeting

Launch Sametime Connect for browsers

| Launch Sametime Connect |}
k)

Use Discussions and TeamRooms
Download

Register

Quick Start Guide

Documentation

With Sametime Connect you can:

« Seevyour colleagues online.

« Send instant messages and conduct
multi-party chats.

« Startinstant meetings.

You can also install Sametime Connect for the
desktop. Use the desktop version if you want

to launch Connect at startup or drag and drop
names in the Connect List.

Administer the Server | Toolkit | Developer Forum | Lotus | 1Bk

Figure 4-45 Sametime server home page

2. Click Launch Sametime Connect. Log on with an existing Domino user and specify their
Internet password. You should then see a panel similar to the example in Figure 4-46.

3 Sametime Connect - labadmin - Microsoft... =] E3

People  Meetihg Optionz  Help

O A=W 4
=1 £ Whork.

™ | have a microphaone
[ | have speakers

™ | have a video camera

L labadmin
My Available Tools E

B —

[~ Don't show me this again

| am Active

|Iabadmin is now active

Figure 4-46 Testing the Sametime Connect Web client
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The client you are using right now is called the Sametime Connect Web client. You can use
chat as well as multimedia services, whiteboard meeting, or application sharing with the
Sametime Connect Windows client or Sametime Connect Web client.

4.6.4 Configuring Sametime and iNotes Web Access servers

Perform the following steps to configure the Domino iNotes Web Access and Domino
Sametime servers in preparation for iNotes Web Access integration with Sametime:

1.
2.

Start Operations Navigator and sign on with your iSeries user ID and password.

Browse for your iSeries server under My Connections. Go to File systems-> Integrated
File system-> Root and browse for the directory:

<Domino data directory>/domino/html/SametimeApplet
See Figure 4-47. The following files should be in this directory:

— Commres.cab

— CommRes.jar

— PeopleOnline20.cab
— PeopleOnline20.jar
— STComm20.cab

— STComm20.jar

These files are the applets used by iNotes Web Access when you click the Chat icon on
the Welcome page.

Note: Notice there are SametimeApplet and SametimeApplets directories. On the
iSeries platform, these directory names are not case-sensitive.

Since we are deploying iNotes Web Access and Sametime on the same iSeries server
and sharing the same Domino server code, these files should already exist. (These files
come with Domino R5.0.8 or later.) If the files do not exist, you need to copy them from the
Domino iNotes Web Access server and change the files’ owner to the QNOTES user
profile.
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B.AS /400 Operations Navigator
File Edit View Options Help
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Figure 4-47 Check for SametimeApplet directory

3. Start the Domino Administrator client and open the Domino Directory (names.nsf)
database of your Domino iNotes Web Access server.

4. Under the Server -> Servers folder, highlight your Domino iNotes Web Access server and
click the Edit Server button.

5. Under the Security tab, add your Domino Administrator name in the Create Replica
databases field (Figure 4-48). For example, add Notes Administrator/iNotes. Then click
Save and Close. By default, no one can create a new replica on the Domino server.

Only allow server accessto Ty o
uzers listed in this Direchony: A=

ACCESS SEIYED R |
- o

Mot access server =l
; o

Create new databazes: = |

Create replica databases: 7 iNotes Teamb$/Inates =]

Alloveed to use monitars: T+ =

Mat allowed to use monitors: © =]

.gdminister the server fram a " lnotesddming, Nates Administatornotes =1
rowEEr

Figure 4-48 Security tab in the Domino server document: Create replica databases field

6. From the Domino Administrator client, select your Domino Domain on the bookmark at the
left-most side on your window. Then select All Servers-> Your Domino Sametime
server. Click the Administration window and go to the Files tab of your Sametime
server.
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7. In addition to Domino password security features, the Sametime server implements a
security policy to ensure that Sametime clients that establish a connection are
authenticated. The security policy uses a Token database (stautht.nsf) and Secrets
database (stauths.nsf). Chatting in iNotes Web Access uses “Login by token”, which
prevents users from logging in again after entering Domino iNotes Web Access server. If
you are deploying a Sametime server on a different Domino server than Domino iNotes
Web Access server, these databases need to be replicated to the Domino iNotes Web
Access server.

Locate and highlight the databases named Sametime AuthT Template (filename
stautht.nsf) and Sametime AuthS Template (filename stauths.nsf). Then right-click and
select New-> Replica(s) as shown in Figure 4-49.
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Figure 4-49 Creating new replicas for stautht.nsf and stauths.nsf databases

Note: These databases may not appear when you browse to open the databases. In
such case, you have to explicitly type in the filenames.

8. Select your Domino iNotes Web Access server for the target server where the new replica
databases will be created and click OK.

9. A pop-up window appears that shows that the new replicas are created. Click OK to close.

10.You have to create a Connection document that replicates the Domino Directory,
Sametime AuthS, and Sametime AuthT databases so that iNotes Web Access users are
also authenticated to Sametime. Go back to the Domino Directory of your Domino iNotes
Web Access server. Under the Server ->Connections folder, click the Add Connection
button to create a Connection document to replicate the Domino Directory between your
Domino iNotes Web Access server and the Domino Sametime server (Figure 4-50). Enter
the parameters shown in Table 4-2.
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]-—g Save and Close

I SERVER CONNECTION :
Bazics l Replication/Routing l Schedule ] Comrments ] Administration : 3

Connection type: PLocal Area Netwark =1 Usage priority: " MNaomal ;=]
Source server T notesidnotes o Destination server: TS ametime™y Anotes o
Source domain: ar D estination domair: i
Uze the part{s): TTCFIF 4 Optional network address: ©
Choose ports I

Figure 4-50 Server Connection document

Table 4-2 Server Connection document parameters

Tab Field Value
Basics Connection type Local Area Network
Source server Your iNotes Web Access server
Destination server Your Sametime server
Use the ports TCPIP
Replication/Routing Replication task Enabled
Replication type Pull Push
Files/Directories to replicate names.nsf, stauths.nsf,

stautht.nsf

Routing task -None-
Schedule Schedule ENABLED
Connection at times 12:00 AM - 11:59 PM
Repeat interval of Specify a interval such as 15
minutes

Note: Leave all other fields at their default values.

11.Click Save and Close to close the window

Adding the Sametime server to the Person document

You completed setting up the Domino iNotes Web Access server to connect with the Domino
Sametime server. Now you have to configure the users to specify which Sametime server to
use. You can set up multiple Sametime servers in a domain to support more workload or to
separate groups of users.

To specify which Sametime server each user is going to use, specify the Sametime server
field in that user’s Person document. Perform the following steps:

1. In the Domino Directory of Domino iNotes Web Access server, click the People & Groups
tab, and in the left pane, select People view.

2. On the right pane, edit a Person document by highlighting a user. Click Edit Person.

3. Go to the Administration tab, and enter your Domino Sametime server name, such as
Sametime/iNotes, in the Sametime Server field.
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Important: Make sure you enter the hierarchical name of the Sametime server in this
field with the canonical format such as CN=Domino Sametime/0U=0rgUnit/0=iNotes or
Domino Sametime/OrgUnit/iNotes.

4. Click Save and close to exit.

4.6.5 Exploring iNotes Web Access with Sametime integration

Perform the following steps to verify the Sametime integration and explore Sametime with
iNotes Web Access integration features.

Exploring the new option in the menu bar
Before you installed Sametime, the menu options available in your iNotes Web Access client
(located on the upper-right corner of the page) are shown in Figure 4-51.

3 Welcome - Microsoft Internet Explorer M ES
J File Edt View Favorites Tools  Help ‘
J Back ~ = - D 7t | Q5earch [EFavorites & History | B 5 2
| ddvess [ @1 httpsfinotesitrchland lom. comjmelTaam st -
?’ iNotesWeb A \ @& Logout ) Go Offline ) Preferencas ) Help

it

iNotes Team XX wWelcome Mail -+ Calendar - To Do List - Contacts - Notebook -

e by Welcome | B

8 hovos, 2001

-
4 2001 p | Thisis a sample Welcome Page,
4 Hovember 4
S M T w T F S

12 3
4 5 & 7 8 = 1o  Sample Welcome Pages
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

You can create your own welcome page by clicking [Edit Layout] on the above action bar.

Figure 4-51 Options available in the Welcome page by default of iNotes Web Access

Once you set up Sametime, perform the following steps to see the Chat option in the iNotes
Web Access menu options of the Welcome page:

1. Open your Web browser and log on to your iNotes Web Access mail database, for
example:
http://inotes.itso.ibm.com/mail/HPotter.nsf
Then logon and check whether the Chat option is now available in the menu bar on the
upper-right corner of the screen.

2. After you set up and integrate the Sametime server with iNotes Web Access, a new menu
option appears in the default Welcome page or Portal user interface of iNotes Web Access
appears as shown in Figure 4-52 and Figure 4-53 respectively.

W Logout @ Chat W Go Offline W Preferences o Help

|SEE whao is online and exchange instant, real-tine messages|

Figure 4-52 New Chat option available in menu bar of Welcome page
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@ Chat W) Preferances o Help st

Jain the Shimer Team Chat, or chat in private with specific
menmbers

Figure 4-53 New Chat option available in menu bar in Portal user interface

Note: This Chat icon appears after you replicate the stauths.nsf and stautht.nsf files from
the Domino Sametime server to your Domino iNotes Web Access server.

Creating a buddy list and group
Perform the following steps to create a buddy list and group:

1. From your iNotes Web Access client, click the Chat button, and a Sametime Chat applet
window appears (Figure 4-54). This client is different from the Sametime Connect Web
client that you used to test in the previous section. The Sametime service available here is
Chat only.

<} sametime - Chat - Microsoft Inte... M=l E3

| I Am Active

Figure 4-54 Sametime awareness in iNotes Web Access

2. Add or find a person to contact by clicking Browse and then search the Domino Directory
for a user. Click Add User and click Exit to return to the previous Sametime window.

3. You can also group the buddy list by clicking the New Group button. The groups and the
list of persons you are creating is not relevant to Group and Person documents in the
Domino Directory. They are kept exclusively from each user and cannot be seen by other
users.

You can chat with other iNotes Web Access users or with other Sametime Connect clients.

Note: The buddy list and group for each user are kept by each Sametime user in a
binary format in the database file, vpuserinfo.nsf, on Sametime Domino server.

4. Figure 4-55 shows a comparison of the Sametime iNotes client and the Sametime
Connect Web client. In front of each buddy name, there is a tiny icon representing the
online status of that user. There are four different states of a user:
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Active: Green square button

Away from the computer: Red round button

Do not disturb: A transparent circle with diagonal line
Offline: No icon displayed

a Sametime - Chat - Microsoft Inte... =l E3 /) Sametime Connect - Sametime Team01 - ... [{[=] E3

People  Meeting Options  Help

O A W om| g
(= o]

Sametime Team01

= g4 Colleagues

iNotes Team:X/Inotes

El &4 Colleagues

Sametime Team0

Inwite All...

Remove

1 Am Active

| am Active

iMates Team/Inotes is now active

Figure 4-55 Sametime iNotes client and Sametime Connect Web client

5. In the Sametime Chat window, double-click someone in your buddy list or right-click and
select Message to request to chat.

6. Try to send and receive messages between you and your buddy.

In the Sametime iNotes Web Access applet client, the client connects to the Sametime
server using TCP/IP port 80 (HTTP) or port 443 (HTTPS) to download the Java applets.
After that, by default, the client uses port 1533 to connect to the server. Sametime has its
own encryption so the session is secured even though you do not use SSL on the
Sametime server (Figure 4-56).

For network security or firewall planning on Sametime, see Lotus Sametime 2.0
Deployment Guide, SG24-6206.

i Sametime Team0O1 [started: 13-Nov-01] M=l E3

T Sametime Teami

Hello, | have a urgent problem that need pour help)

Send | Cloze |
|

|Warning: Applet Windaow

secure session

Figure 4-56 Sametime Chat window

7. You can change your online status by clicking the area | Am Active at the bottom the
Sametime iNotes chat window (Figure 4-57). Try to change the status to | Am Away and
Do Not Disturb Me. Notice that the status changes on your buddy’s Sametime client.
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Figure 4-57 Changing your Sametime status

8. Click the Close button to end the conversation

4.6.6 Limitations

Sametime server version 2.5 supports the following services:

» Domino/Web application services
» Community Services or all presence (Chat)

» Meeting services

» Broadcast Services

» Audio/Video Services

However, the current release of the Sametime iNotes Web Access client supports only
Community Services (Chat). You can communicate with other persons using Sametime
iNotes Web Access clients as well as other Sametime Connect Windows or Web browser

clients. However, you cannot participate in other services requested by other types of
Sametime clients.
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Troubleshooting

This chapter contains some frequently found problems in deploying iNotes Web Access on
the iSeries server and some possible solutions. Actually most of the problems are not specific
to iSeries platform and are known limitations in the current releases of iNotes Web Access
(with Domino R5.0.8 or R5.0.9). We also compiled some problem determination and
troubleshooting from other whitepapers, Redbooks, and sources from the Internet and
included them here.

This chapter covers the following topics:

» Sources for additional information
» Common problems
» OS/400 HTTP server tips
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5.1 Sources for additional information

iNotes Web Access is rich in functionality and is continually updated with new enhancements
in each new release of Domino. There are sources of additional information available that list
supported and unsupported features. We recommend that you check for information from the
following sources:

» Current Release notes: Domino/Notes

Located in the HELP/readme.nsf of the Domino server and Lotus Notes client. The
database contains supported and unsupported features, new enhancements, and
limitations in that particular release.

» Domino Off-Line Services

Located in HELP/dols_help.nsf of the Domino server and Lotus Notes client. Describes
how to set up and configure offline services including Lotus iNotes Sync Manager for
offline usage.

» Notes.net Web site: http://www.notes.net/r5fixlist.nsf

On the Notes.net Web site, there is a fix-list database that contains all implemented,
planned, and upcoming fixes.

» Lotus Support Services from IBM: http://www-3.ibm.com/software/lotus/support/

This site is supported by IBM Software Support and was previously known as the Lotus
Knowledge Base. It contains the latest information on bugs and problems with iNotes Web
Access.

5.2 Common problems

Some of the common problems that you may encounter with iNotes Web Access are listed in
Table 5-1.

Table 5-1 Common problems with iNotes Web Access

Problem/error message Problem determination
Problems related to accessing the Domino » Check if there is any error message on the
HTTP server. Domino server console or in the following
databases:
— log.nsf

— domlog.nsf (HTTP logging must be
enabled, see 2.8.4, “Domino server tuning”
on page 63)

» Enable session tracking from the Domino
server console. Issue the following
commands:

— set CONFIG DEBUG_THREADID=1

Dumps the thread id for each session to
the Domino server console.

— set CONIFG DISABLE_IOCP=1

Forces a session to use a single thread
rather than thread pooling.

Problems using the ActiveX support. Check with the network administrator to see if
there is any restriction in the firewall.
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Problem/error message

Problem determination

DOLS does not load when the Domino HTTP
server starts.

Check if the name of the DSAPI filter is spelled
correctly in the Domino server document.

Make sure the DOLS DSAPI is listed first if you
have multiple filters. By default, the CHGDOMSVR
command appends it to the end of the field.

When you open the mail file from the Web
browser, you still see the WebMail template.

Verify that the template is updated to iNotes5.ntf.
To do this, look at the database property of the mail
file, or opening the database catalog.

When you set the owner of the mail file (from the
Preferences button), you see the “Server not
responding” error message.

Check the network address in the Domino server
document, under the Ports - Notes Network Ports
tab.

When you set up DOLS, you see an error
message indicating the Web browser is unable
to request the offline configuration data.

The Offline Subscription Configuration profile
document is missing or you may have a
connection error. Open your local LOG.NSF to see
the corresponding server error message.

Check in the dolsadmin.nsf database for any typo
in any fields. For example, “names.nsf’ may be
spelled incorrectly.

Note: To open your local LOG.NSF, use your Web
browser and type: http://127.0.0.1:89/L0G.NSF

Error message: This application is not
configured properly to go offline.

An error occurred during download. Open your
local LOG.NSF to see the corresponding server
error message.

Error message: Unable to download fileset
component information for this application.

This is an HTTP request error and involves an
access restriction. Open your local LOG.NSF to
see the corresponding server error message.

When a user is trying to install offline, the HTTP
error 404 appears.

Verify that the Offline Subscription Configuration
profile document is available.

When the user is installing a DOLS
subscription, after the Lotus iNotes Sync
Manager starts, a Web browser opens pointing
to the local mail database with the HTTP error
404 message. At this point, the Lotus iNotes
Sync Manager stops.

DOLS does not support Multi-server
authentication. Verify if Multi-server is specified in
the Session authentication field of the Domino
server document. If yes, change it to Single server.
This may affect the other applications.

From the Lotus iNotes Sync Manager, the user
clicks the Open Offline icon and sees the HTTP
500 Internal server error message on the Web
browser.

Find out if the local mail database is encrypted
AND the user changed the Internet password.
Make sure that the Synchronization password is
the same as the Notes password (the password
that comes with ID file). The Internet password can
be different from the Synchronization/Notes
password.

From the Lotus iNotes Sync Manager, the user
is unable to synchronize mail.

If clients are outside the firewall, the IP address
cannot be resolved. If you partitioned multiple
Domino servers and specified a
TCPIP_TCPIPAddress, this is used for DOLS in
the Optional Network Address of Dolnames.nsf.
Add a new notes.ini setting called
$DOLS_TCPIPAddress=<hostname>:<port>
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Problem/error message

Problem determination

The user changed their Internet password,
which caused an Error 500 when accessing
offline.

You will not be able to open your offline mail if you
selected to encrypt offline mail and your password
has changed. This is because your Notes and
Internet passwords must be the same when the
offline mail file is encrypted locally. A Notes
password is required to access the Notes ID to
decrypt the mail file. However, only the Internet
password is available in the (offline) HTTP server.
Make sure that you turn off encryption on your
local mail file if you plan to change your Internet
password. See Release Notes for 5.0.9 for more
information.

When the user is trying to start Sametime by
clicking the Chat button from iNotes Web
Access, they see the error message “Unable to
verify logon. Please try again later.”

Check the Sametime.log file on your Domino
Sametime server. Verify if there is an indication
that one or more of the Sametime tasks are not
running. If so, stop the Sametime tasks by issuing
the tell staddin2 quit command on the
command line. When Sametime is completely
shutdown, start it again using the Toad staddin2
command.

5.3 0S/400 HTTP server tips

Table 5-2 shows problems you may experience when you use the OS/400 HTTP server to
serve iNotes Web Access instead of the Domino HTTP server.

Table 5-2 Common troubleshooting tips with OS/400 HTTP server

Problem/error message

Problem Determination

There are problems related to the Admin Server
not being able to configure a server instance, or
not starting or not running once it is started.

The Admin server uses the Java Toolbox that
must connect to a host server. The toolbox uses
the localhost (*LOOPBACK) address to contact a
local host server. Make sure this is started on
your system. There is a log file for the Admin
server: /QIBM/UserData/HTTPA/Admin/logs/
HTTPAdmin.log that can give you some hints
about what is failing.

The OS/400 HTTP server instance starts, runs
for a few seconds, and then ends.

Use the OS/400 very verbose trace on your HTTP
server. Specify -vv on the “Instance startup
values” on the STRTCPSVR command.

Check the spooled file for user QTMHHTP
associated with your HTTP server job.

If the Domino server ended with the *IMMED
option or via a crash and the OS/400 HTTP
server was not ended, you see the following
errors in the console: “This database is currently
being used by someone else. In order to share a
Notes database, all users must use a Domino
server instead of a File server.”

You must completely end the associated OS/400
HTTP server before you restart the Domino
server. Once this is done, start the Domino server
and then the associated OS/400 HTTP server.

iNotes Web Access on iSeries Server




iINotes Web Access features
comparison

This appendix contains a feature comparison among the different clients for Lotus Domino R5
server including WebMail, iNotes Web Access, and the Lotus Notes client. It also compares
the features between Lotus iNotes Web Access and Microsoft Outlook Web Access.

© Copyright IBM Corp. 2002 161



A.1 WebMail, iNotes Web Access, and the Lotus Notes client

The tables in the following sections are based on Domino R5.0.9. For newer releases of
Domino or more update to date information, go to the Web site at:
http://www.notes.net/inoteswebaccesswelcome.nsf

A.1.1 Mail

Then click the Feature comparison information link. Or go directly to:

http://notes.net/inoteswebaccesswelcome.nsf/9ef083dbccld1c5c8525695b0050c564/
c90f95eaeee’7d5738525697e00605a7670penDocument

The product feature areas that are compared are:

Mail
To Do list

Personal contacts
Attachments

vVvyvyvyYYyy

Calendar and scheduling

Miscellaneous/other features

Table A-1 compares the mail features between the WebMail, iNotes Web Access, and Lotus

Notes clients.

Table A-1 Mail features comparison

automatic name
resolution in R5.0.9.

Feature WebMail iNotes Web Access Lotus Notes
Views and folders

In-box view Yes Yes Yes
Drafts view Yes Yes Yes
All documents view Yes Yes Yes
Discussion thread view | Yes No Yes
Folders Yes Yes Yes
Nested folders Yes Yes Yes
Create/delete folders Yes Yes Yes
Drag & drop messages | No No Yes
into folders

Copy & move to folder | Yes Yes Yes
From the action bar, No Yes No
open mail into specific

view (for example,

Inbox, Sent, Drafts,

etc.)

Message creation and addressing

Create new memo Yes Yes Yes
Type-ahead No No, but there is similar | Yes
addressing name look up and
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Feature WebMail iNotes Web Access Lotus Notes
Support file Yes (limit to 2) Yes Yes
attachments
View file attachments No No Yes
from within messages
Spell-checking No Yes Yes
Alternate name No Yes, new feature in Yes
support when sending R5.0.9
mail
Sametime integration No Yes Yes
Perform Name & Yes Yes Yes
Address book lookup
Display contacts Yes Yes Yes
sorted by Organization
Unit
Perform integrated No No Yes
address book lookup
when sending a
message
Personal Contacts Yes Yes,inR5.0.9, creating | Yes
Address Book and managing a
personal group is also
supported.
Delivery options Yes Yes Yes
(Importance, Delivery
priority, Delivery
report)
Forward message Yes Yes Yes
Save message draft Yes Yes Yes
Create a serial route No No Yes
memo
Forward Web pages No No Yes
and documents from
any Notes application
Forward document as No No Yes
bookmark link
message
“Copy Into” - convert Yes No Yes
item to Task, Calendar
Entry or New memo
Return receipt Yes Yes Yes
Prevent copying No No Yes
Apply mood stampsto | No No Yes
messages
Create/use stationery No No Yes
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Feature WebMail iNotes Web Access Lotus Notes
Choose a letterhead No No Yes
Create a message Yes Yes Yes
containing a signature

file

Type-ahead within No No Yes
“Move to Folder” dialog

Specify outbound No No Yes
message with a “reply

by” date

Internet message Yes Yes Yes
format

Viewing and responding to message items

Support for No Yes Yes
read/unread marks

Navigate to next Yes No Yes
document without

returning to view

Perform mail file Yes Yes Yes
delegation

Reply with history Yes Yes Yes
Reply to memo Yes Yes Yes
Reply to all Yes Yes Yes
Detach attachments Yes Yes Yes
View rich text within a Yes Yes Yes
message

Support for doc links, Yes, on the same Yes, on the same Yes
view links and server only. server only.

database

View tables within Yes Yes Yes
messages

Create tables within No No Yes
messages

Resend documents Yes Yes Yes
from within a delivery

failure

View sections Yes Yes Yes
Action bar Yes Yes Yes
Add sender of Yes Yes Yes
message to Personal

Contacts list

Modify/view of the file’s | No No Yes

ACL from client
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Feature WebMail iNotes Web Access Lotus Notes

Display of Yes Yes Yes

importance/type icons

in views

Read encrypted mail No No Yes

and verify signature of

signed mail

Preference setting for No Yes No, but you can easily

new mail on customize the view to

top/bottom have this sorting
feature.

Automatically checking | No Yes Yes

for new messages

Advanced editing features in rich text field

Left, right and center, Yes Yes Yes

indent, outdent text

justification

Tables No No Yes

Sections No No Yes

Support for embedded | No No Yes

OLE objects

Java Applet support No No Yes

Page break No No Yes

Horizontal line No No Yes

Hotspots No No Yes

Insertimage resources | No Yes Yes

Create sections No No Yes

Ability to switch No Yes No

language dictionaries

for spell-checking

Support for both Yes Yes Yes

bullets and number

lists

Undo No No Yes

User preferences

New mail notification No Yes Yes

Default mail send/save | No Yes Yes

setting

Ability to archive mail No Yes Yes

and calendar

documents

Lookup across multiple | Yes Yes Yes

address books
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Feature WebMail iNotes Web Access Lotus Notes
Automatically create a | No Yes No
reply message by
clicking the From field
Security
Send signed or No No Yes
encrypted mail
Field, form, view, No No Yes
document, section
level security
User roles No No Yes
Local encryption of No Yes, in 5.0.9; allowing Yes
mail database users to encrypt offline
mail with simple,
medium, and strong
encryption
Other features
Control of database No No Yes
properties/design
(refresh, replace, etc)
Support for alternate No No Yes
editors for mail
messages
Built-in news reader, No No Yes
POP mail, IMAP mail
Support for Domino No No Yes
database
subscriptions
Extended (within No No Yes
databases,
attachments,
messages, etc.)
control of search -
refinement of search
with form, etc.
Drag and drop No No Yes
documents between
frames
User can change their | No Yes Yes

own password from a
client
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A.1.2 To Do

Table A-2 compares the To Do features between the WebMail, iNotes Web Access, and Lotus
Notes clients.

Table A-2 To Do features comparison

Feature WebMail iNotes Web Access Lotus Notes

Option to have To Dos | No Yes Yes
follow day-to-day in
calendar view

Display To Do in Yes Yes Yes
calendar view

Delegate a To Do to Yes No Yes
another person

Create To Dos (with Yes Yes Yes
start and end dates)

Categorize new To Do | Yes Yes Yes
entries
Alarm notification on No Yes Yes
To Dos
Mark To Dos complete | Yes Yes Yes

or uncompleted

Create To Dos Yes No Yes
Ability to setuptimeon | No No Yes
To Dos

Display To Dos in No Yes No
Gantt chart format

Priorities for To Dos Yes Yes Yes
(high, medium and

low)

Create personal To Yes Yes Yes
Dos

Owner and participant | Yes No Yes
actions

A.1.3 Calendaring and scheduling

Table A-3 compares the calendaring and scheduling features between the WebMail, iNotes
Web Access, and Lotus Notes clients.

Table A-3 Calendaring and scheduling features comparison

Feature WebMail iNotes Web Access Lotus Notes

From the action bar, No Yes No
open Calendar into a
specific view (for
example, 1-day, 1
week, 1-month, etc.)
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Feature WebMail iNotes Web Access Lotus Notes

Calendar Views 1 day 1 day 1 day
2 day 2 day 2 day
1 week 5 day 5 day
2 week 1 week 1 week
1 month 2 week 2 week
1 year 1 month 1 month

1 year

Meeting view Yes No Yes

Calendar print preview | No Yes No

Work/non-work hour No Yes No

differentiation

Ability for chairperson No No Yes

to see status of

invitees from the view

label

Calendar entries and group scheduling

Double-click withinthe | No Yes Yes

calendar view to create

an entry

Create appointment Yes Yes Yes

Create all day event Yes Yes Yes

Create reminder Yes Yes Yes

Create anniversary Yes Yes Yes

Create meeting Yes Yes Yes

invitation

Create rich text in No Yes Yes

detailed description

field

Automatic date No Yes Yes

(calendar picture) and

time selector controls

Centrally managed Yes Yes Yes

rooms and resources

Create repeating Yes Yes Yes

entries

Add alarms to entries No Yes Yes

Attach a file to No Yes Yes

invitation forms

Pencil in a Yes No Yes

meeting/tentatively

schedule

Mark an entry private, | Yes Yes Yes

“Not for public viewing”
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Feature WebMail iNotes Web Access Lotus Notes
Delivery options on Yes No Yes
calendar entries

Address lookup for Yes Yes Yes
inviting people

Check free time Yes Yes Yes
availability for invitees

Free time search in No No Yes
counter-proposal

Respond with No No Yes
comments within a

counter-proposal

Edit calendar entries Yes Yes Yes
Send a reschedule Yes Yes Yes
notice

Add additional invitees | Yes Yes Yes
after invitation is sent

Send “broadcast” Yes Yes Yes
invitation (no

RSVP/response)

Send meeting Yes Yes Yes
confirmation

Accept invitation Yes Yes Yes
Decline invitation Yes Yes Yes
Counter propose an Yes Yes Yes
alternative time

Accept/decline with No Yes Yes
comments

Delegate an invitation Yes No Yes
Check calendar from No Yes Yes
invitation page

Create and maintain No Yes Yes
group calendar

Create meeting No Yes No
invitation from group

calendar view

populating group

members in invitation

Accept counter Yes Yes Yes
proposal
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Feature WebMail iNotes Web Access Lotus Notes

Users in different time No Yes Yes
zones can share the
same server and still
see meeting times with
respect to their own
zone

User preferences

Set global default Yes Yes Yes
appointment duration

Set global default No Yes Yes
calendar entry type

Option to make free Yes Yes Yes
time available to only
certain users

Options to set Yes Yes Yes
allowable free time

Enable conflict No Yes Yes
checking for calendar

entries

Allow another user to Yes Yes Yes

manage calendar
without allowing
access to e-mail

Mark default calendar No Yes Yes
entry as “Not for public
viewing”

Auto processing of calendar information

Option to remove Yes Yes Yes
invitations from Inbox
after processing

Ability to auto process | Yes Yes Yes
invitations

A.1.4 Personal contacts

Table A-4 compares the personal contacts features between the WebMail, iNotes Web
Access, and Lotus Notes clients.

Table A-4 Personal contacts features comparison

Feature WebMail iNotes Web Access Lotus Notes

Sort contacts by last Yes Yes Yes
name, company,
e-mail, address, etc.

Add users in Domino Yes No Yes
Directory to Personal
Contacts list
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Feature

WebMail

iNotes Web Access

Lotus Notes

Select multiple
contacts and send
message

No

Yes

Yes

Select multiple
contacts and schedule
a meeting

No

Yes

Yes

Business card
summary view

No

Yes

Yes

Categorization of
contacts

Yes

Yes

Yes

Automatically add
e-mail sender to
Personal Contacts list

Yes

No

Yes

A.1.5 Attachments

Table A-5 compares the attachments features between the WebMail, iNotes Web Access,

and Lotus Notes clients.

Table A-5 Attachments features comparison

attachments from
desktop/file system

Feature WebMail iNotes Web Access Lotus Notes
Unlimited attachments | No (maximum is 2) Yes Yes
Drag and drop No Yes Yes

A.1.6 Miscellaneous

Table A-6 compares some miscellaneous features between the WebMail, iNotes Web
Access, and Lotus Notes clients.

Table A-6 Miscellaneous features comparison

alarms across multiple
sessions/logins

Feature WebMail iNotes Web Access Lotus Notes
Browser support Internet Explorer 4.x Internet Explorer 5.x n/a
Internet Explorer 5.x
Netscape Navigator
4.x
Advanced search No Yes Yes
(contextual by text,
author, or date)
Journal integrated in No Yes No
mail file
Contacts integrated in | Yes Yes No
the mail file
Ability to snooze No Yes No
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Feature WebMail iNotes Web Access Lotus Notes
Context-sensitive help | No Yes Yes
Offline support for Mail only Messaging, PIM Yes
Messaging, PIM, and

Collaborative

Applications

Welcome page No Yes Yes
support

Mail view filter for No Yes No
unread messages

Mail view filter for high | No Yes No
priority messages

Mail view filter for last No Yes No
10 messages

A.2 iNotes Web Access and Microsoft Outlook Web Access

The tables in this section show product feature comparisons between Lotus iNotes Web
Access and Microsoft Outlook Web Access. Lotus iNotes Web Access is based on Domino
server R5.0.9, while Microsoft Outlook Web Access is based on Microsoft Exchange 2000.

A.2.1 Overview

172

Table A-7 compares an overview of the features between the Lotus iNotes Web Access and
Microsoft Outlook Web Access clients.

Table A-7 Overview of features comparison between iNotes Web Access and Outlook Web Access

At a glance

iNotes Web Access

Outlook Web Access

Deployment

Requires a Lotus Domino R5
server and will run on a range of
operating systems and
hardware platforms. Very few
dependencies.

Requires Windows 2000, Active
Directory and IS 5.0, and
Exchange 2000. Frontend and
Backend servers are required
for incremental scalability.

Offline access

Yes

Users can take mail offline for
disconnected use or where
bandwidth is limited.

No

Microsoft indicated at the
Exchange 2000 Conference in
Dallas that there are no plans to
make the Outlook Web Access
client available to offline users.
Offline Access is provided
through Microsoft's thick client
architecture - Office and
Outlook.

Mail Yes Yes
Calendar Yes Yes
Group scheduling Yes No
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At a glance iNotes Web Access Outlook Web Access
To Dos Yes No, does not provide a To Dos
facility. This is confusing to
users of Microsoft Outlook
where To Dos are supported.
Contacts Yes Yes
Printing Yes Yes
Printing of content provided
through Web client print
functions. Printing of calendar
is available in the following
styles:
Daily
Weekly
Monthly
Calendar List
Todo List
Trifold
Spell-checking Yes No

Ease of use Provides high functionality. Misses important features such
User interface is consistent. as integrated tasking, address
Consistent experience forusers | lookup lists, resource lookup
familiar with full-functioned mail | lists, attachment insertion
clients complicated and slow, no spell
checker, and no Welcome
page. Inconsistent operation for
users of full-functioned mail
clients
Performance Good in LAN, WAN, dial-up, Good, if connected in a LAN

and disconnected states.
Offline capability ensures high
performance in low bandwidth
environments.

environment. Performance is
very poor over dial-up
connections.

Overall functionality

High, offers similar functionality
found in Lotus Notes R5
messaging client today. First to
market from any vendor with
robust mail and PIM features
with the inclusion of offline
access.

Low, has a similar look and feel
to Microsoft Outlook in some
areas, with only a small
percentage of the features.
Microsoft recommend Outlook
Web Access as an augmented
solution to existing Outlook
users.

Support unread marks

Yes

Yes
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A.2.3 Mail

A.2.2 General client

Table A-8 compares the general client features between the Lotus iNotes Web Access and
Microsoft Outlook Web Access clients.

Table A-8 General client features comparison

Client - General

iNotes Web Access

Outlook Web Access

Client specification

Internet Explorer5.01 on Win32
clients.

Note: Plan to provide support
more clients in Rnext.

Internet Explorer 4.0%, 5.0
Netscape Navigator 4.0*

Note: IE4 and Netscape are
supported with limited features.

Offline support is a simple 3
step process initiated by user.
Other Web-based applications
can also be used offline.

Kiosk Yes Yes
ISP/ASP Yes Yes
Home Yes No
Offline Yes No

Offline support is not provided.
Users must be connected to the
server at all time.

Full-text searching Yes No
Full-text indexing is provided
both online and offline.
Drag and drop attachments Yes No
Support for unread marks Yes Yes
Time zone support Yes Yes

Table A-9 compares the mail features in Lotus iNotes Web Access and Microsoft Outlook

Web Access clients.

Table A-9 Mail features comparison

folder

subsequent release.

Mail iNotes Web Access Outlook Web Access
Overview

Easy access to mail via a Yes No

Welcome page No, Welcome page is provided.
Ability to view most recent Yes No

messages on Welcome page

Automatically check for new Yes No

messages

Spell checker Yes No

Rich text editor when creating Yes Yes

mail messages

Folder support Yes Yes

Drag and drop messages into No. Will be provided in Yes
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Mail iNotes Web Access Outlook Web Access

Drag and drop attachments Yes No

Double click to launch Yes No
attachment in message

Language support Yes, currently support 24 Yes, currently support 9
languages. languages.

Views and folders

Provide Inbox view Yes Yes
Provide Drafts folder Yes Yes
Provide All Documents view Yes No
Provide Discussion Thread Yes No
view

Access to all views in the mail Yes Yes
file (including expand and

collapse)

Display folders Yes Yes
Create nested folders Yes Yes
View nested folders Yes Yes
Create and delete new folders Yes Yes
Copy and move to a specific Yes Yes
folder

Message creation and addressing

Create new memo Yes Yes
Send message Yes Yes
Creation of rich text Yes Yes
Attach unlimited number of Yes Yes

attachments to message

Integrated real-time Yes No
collaboration, “Who is Online”
functionality

Perform Name & Address Book | Yes No

lookup via selection list No address lookup selection list
is provided. Users must perform
a search or type in a name.

Perform integrated Address Yes No
Book lookup when sending a

message

Personal Address Book Yes Yes
Delivery options (importance, Yes Yes

delivery priority, delivery report)
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Mail iNotes Web Access Outlook Web Access

Create tasks (with startandend | Yes No
dates)

Forward message Yes Yes
Save message in the Drafts Yes Yes
folder

Create a temp export certificate | No No
“Copy Into” - convert item to No No

task or calendar entry

Return receipt Yes Yes
Create/use stationery No No
Choose a letterhead No No
Create a message containinga | Yes No

signature file

Type-ahead within “Move to No No
Folder” dialog
Specify outbound message No No

with a “reply by” date

Specify message expiration No No
date

Viewing message items

Navigate to next document Yes, but not in first release No
without returning to view

Perform mail file delegation Yes No
Upload file attachments Yes Yes
Download attachments Yes Yes
Reply with history Yes Yes
Reply to memo Yes Yes
Reply to all Yes Yes
Assign tasks to others Yes No
Give a task a priority (high, Yes No
medium, low)

Mark task as completed Yes No
Allows the viewing of rich text Yes Yes

within a message

Includes support for doc links, Yes n/a
view links and database links

Tables within messages are Yes No
viewable
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Mail

iNotes Web Access

Outlook Web Access

Ability to resend documents Yes No
from within a delivery failure

Left, right, and center text Yes Yes
justification

Bold, italic, underline, and color | Yes Yes
mapping of text

Support for collapsible sections | Yes n/a
Action car Yes Yes
Support for both bullets and Yes Yes
number lists

Spell-checking natively Yes No
available

Add Sender of message to Yes No
Personal Address Book

Display task in calendar view Yes No
Sort by column by clickingona | Yes Yes
view column header

Ability to archive documents Yes, currently on server only. No
Display of importance/type Yes Yes
icons in views

Inbound encrypted messages No No
can be displayed (requires

access to Public key on server)

Automatically checks for new Yes No
message

User preferences

Define mail file owner Yes No
Default mail save setting Yes No
Lookup across multiple Yes No
Address Books

Sign sent mail No No
Encrypt sent mail No No
Encrypt saved mail No No
New mail notification Yes No
Out of office agents can be Yes Yes
enabled

Other features

User can change their own Yes Yes

password
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Mail iNotes Web Access Outlook Web Access

Enable/disable scheduled Out of office only Out of office only
agents

A.2.4 Calendar and scheduling

Table A-10 compares the calendar and scheduling features between the Lotus iNotes Web
Access and Microsoft Outlook Web Access clients.

Table A-10 Calendar and scheduling features comparison

Calendaring and Scheduling | iNotes Web Access Outlook Web Access
Views

One day view Yes Yes

Two day view Yes No

Five day view Yes No

Weekly view Yes Yes

Two week view Yes No

Monthly view Yes Yes

Yearly view Yes No

Calendar entries and group scheduling

Double-click within calendar Yes No
view to create entry

Create appointment Yes Yes
Create event Yes No
Create reminder Yes No
Create anniversary Yes No
Create meeting invitation Yes No
Create rich text Yes No
Automatic date (calendar Yes Yes

picture) and time (drag
indicator) controls

When opening existing entry, Yes Yes
put into edit mode automatically

Invite resources or rooms Yes Yes. No resource lookup list is
available. Users must know the
name of resource before
booking can be made.

Create repeating entries Yes Yes
Add alarms to entries Yes No
Attach files by drag and drop Yes No Individual selection of files

by time consuming dialog box.
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Calendaring and Scheduling

iNotes Web Access

Outlook Web Access

Pencil in a meeting - tentatively | Yes No
schedule

Mark an entry “not for public Yes No
viewing”

Delivery options on calendar No No
entries

Address lookup for inviting Yes Yes
people

Check free time availability for Yes Yes
invitees

Free time search within a Yes No
counterproposal

Respond with comments within | Yes No
a counterproposal

Edit calendar entries Yes Yes
Send a reschedule notice Yes Yes
Add additional invitees after Yes Yes
invitation is sent

Remove invitee from list Yes Yes
Send “broadcast” invitation (no | Yes No
RSVP)

Send meeting confirmation Yes Yes
Display invitee responses in Yes No
invitation

Accept invitation Yes Yes
Decline invitation Yes Yes
Propose an alternative time Yes No
Accept/decline with comments Yes Yes
Delegate an invitation Yes No
Categorize calendar entries Yes No
Check calendar from invitation Yes No
page

Create and maintain group Yes No
calendar

Import corporate holidays from | No No
server

Accept counter proposal RSVP | Yes No
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Calendaring and Scheduling | iNotes Web Access Outlook Web Access

User preferences

Set default appointment Yes No
duration

Set default calendar entry type | Yes No
Set default calendar grid type No No
(two day, weekly, two week, or

monthly)

Mark default calendar entry as Yes No

“not for public viewing”

Option to remove invitations Yes No
from Inbox after processing

Option to make free time Yes No
available to only certain users

Options to set allowable free Yes No
time
Ability to auto process Yes No
invitations

A.2.5 To Do

Table A-11 compares the To Do features between the Lotus iNotes Web Access and
Microsoft Outlook Web Access clients.

Table A-11 To Do features comparison

To Dos iNotes Web Access Outlook Web Access

Note: Outlook Web Access
does not support To Dos

Integrated tasking Yes No
Task chart view Yes No
Delegate a task to yet another Yes No
person

Categorize new To Do entries Yes No
Dates and time automatically Yes No

appear in To Do entry form

Alarm notification Yes No
Mark To Dos complete or Yes No
uncompleted Time appears if an alarm is set.

Owner and participant actions No No
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A.2.6 Address book

Table A-12 compares the address book features between the Lotus iNotes Web Access and

Microsoft Outlook Web Access clients.

Table A-12 Address book features comparison

Last name, company name,
e-mail address

Address book iNotes Web Access Outlook Web Access
Can add users from Domino No No
Directory to Personal address
book
Select multiple contacts and No No
send message
Select multiple contacts and No No
schedule a meeting
Categorization of contacts Yes No
Category field is provided on
Contact form
Name display selection Yes Yes

A.2.7 Notebook

Table A-13 compares the notebook features between the Lotus iNotes Web Access and

Microsoft Outlook Web Access clients.

Table A-13 Notebook feature comparison

Notebook iNotes Web Access

Outlook Web Access

Notebook facility Yes

Yes

A.2.8 Printing

Table A-14 compares the printing features between the Lotus iNotes Web Access and

Microsoft Outlook Web Access clients.

Table A-14 Printing features comparison

Printing iNotes Web Access Outlook Web Access

Print preview Yes, calendar only No

Print multiple calendar Yes No
formats:

Daily

Weekly
Monthly
Calendar List
Todo List
Trifold

Appendix A. iNotes Web Access features comparison

181



182  iNotes Web Access on iSeries Server



New features, enhancements,
and fixes

This appendix describes the improvements to iNotes Web Access provided in Domino
Release 5.0.9. It discusses problems that were fixed from the previous release, functionality
that was added, and existing features that were enhanced in the product.

This appendix covers:

iNotes Web Access new features and enhancements
Domino Off-Line Services new features and enhancements
iNotes Web Access fix list

Domino Off-Line Services fix list

vVvyyy
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B.1 iNotes Web Access new features and enhancements

This section covers the enhancements and new features specific to iNotes Web Access in
Domino R5.0.9.

B.1.1 Full alternative name support

iNotes Web Access has been enhanced to fully support alternative names, just as
Notes/Domino provides ability to set an alternate name for Notes users in Notes/Domino R5.
This ability enables users to use alternate representation as their user names in their native
language other than the ordinary Domino primary user name to display user names.
Notes/Domino R5 provides the ability to turn on or turn off the alternate name display and
also provides capability to display the alternate name in many places.

B.1.2 Name resolution when sending mail

This allows an iNotes Web Access user to check the names of recipients of an e-mail for
accuracy before sending, with the click of a button. It prevents mail from being misdirected or
not received because the recipient’'s name was misspelled. This provides a similar type of
functionality that Notes users have with the type-ahead feature in memo addressing. Lotus
has opted not to enable type-ahead addressing in iNotes Web Access because of
performance considerations. However, users can now, with a single click of button, resolve
incorrectly spelled names in an address field from a pop-up list of alternatives when no match
is found.

B.1.3 Rollback to HTML file control if ActiveX controls are not permitted

Some companies restrict the use of ActiveX controls by users for security purposes. iNotes
Web Access leverages an ActiveX control for the file upload/download control. This new
feature allows for the “rollback” to a non-ActiveX control that still provides users the ability to
upload or download file attachments. Although it does not provide some of the drag-and-drop
capabilities that the ActiveX control does, the basic feature is now available to users who
can’t use ActiveX controls.

B.1.4 Support for personal group names

iNotes Web Access has added the ability for users to create and manage personal groups,
similar to the personal groups in the Notes client Personal address book. These personal
groups are stored in the user's mail file and can be used for all mail and calendar and
features.

B.2 Domino Off-Line Services new features and enhancements

This section covers the enhancements and new features specific to Domino Off-Line Services
(DOLS) in Domino R5.0.9.

B.2.1 DOLS compact and full text search configuration settings

DOLS compact and full-text search configuration setting allows administrators to turn on and
turn off the database compaction and full-text search indexing process of their users from
within the DOLS configuration form. The default setting remains “On” since this was the past
behavior. These processes currently occur during the DOLS synchronization process.
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B.2.2 DOLS local encryption support

Local encryption of databases within downloaded subscriptions to a DOLS client is now
supported through new settings within the DOLS configuration document.

B.2.3 Offline Directory Catalog support

Offline Directory Catalogs can be used for DOLS-enabled applications for directory lookups,
addressing, etc. The feature is available through a new settings within the DOLS configuration
document.

B.2.4 Overriding the TCP/IP address in notes.ini

You can add a notes.ini setting called $DOLS_TCPIPAddress=<hostnames> or <ip
address>:<port>. This overrides the TCPIPAddress setting. This value populates the
Optional Network Address field in the Connection document in the Dolnames.nsf database. If
the $DOLS_TCPIPAddress is not present, TCPIPAddress will be used.

B.3 iNotes Web Access fix list

Table B-1 shows the list of fixes in Domino R5.0.9 specific to iNotes Web Access.
Table B-1 iNotes Web Access fix list in Domino R5.0.9

SPR number Fix description

FZHG4TG5YM When forwarding a document in which an image is inserted, if the image is
deleted from the body field, but it is still stored in the document as an
attachment.

JCIK4AYCGAG Preferences Save & Close fails if port number in TCPIP_TCPIPAddress is

anything other than 1352.

MWHN4XCW4P Removed the option to add or remove a checkmark once a To Do is saved,
from within the Set Repeat box.

JLJE4TSKRZ A To Do entry with a Completed status is displayed as Uncompleted in the All
Documents view.

KZHG4WMBZP Fixed a problem where an invalid script in the body of a mail message causes
page content confusion and iNotes warning messages

MEZO4X8HAA Fixed a problem where extra “\n”s were intermittently visible from within the
view source of a mail message

CDUT4XPRRR Fixed a problem causing response data to be sent with a 304 (not modified)
response.
BDAS4Y2SCB Provided a fix for PDF generation for international locales that use a comma

as a decimal point.

TIWI4X3KYU Prevent corruption of repeating appointments that contain rich text fields,
attachments, or doc links when they are edited by an iNotes client.

CFAR4WKRX4 Fixed a problem with meeting cancellation working incorrectly for users added
to a repeating meeting invitation after the original invitation was sent. The
meeting was not removed from the user's calendar even if they accepted.
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SPR number

Fix description

ASUH4ZVTF4

Fixed the incorrect layout of all-day events and anniversaries occurring on the
same day when printing the daily calendar when Print first line only is
selected.

TIWI4YQ4KL

System administrators are allowed to prevent the end user from modifying the
Welcome page.

BZHO4VTJ8L

Fixed a problem where a Web page is not printed, when the page is included
in the body section of a mail message

VSEN4V8MK7

Improved the performance of both the HTTP server and iNotes Web Access
by changing the method Domino uses to handle certain types of data.

AHOD52VR23

Fixed a problem that caused the server to crash when rescheduling a
calendar entry. This problem happened when the user clicked
Action->Reschedule->Client reschedule.

JLJEATGL28

Fixed repeating calendar entries that span Daylight Savings Time in different
time zones. Repeating calendar entries may be off by one hour in an
environment where servers and clients follow different DST rules. Please note
that you must also have the R5.0.9 version of forms5.nsf for this change to
work properly.

JLJE52KQSB

Fixed the lines of text in messages from Outlook or GroupWise that is plain
text and MIME encapsulated so that they now wrap properly.

WBLD4ZPEPS

Temporary directories and files that are created when a user opens an
attachment are now deleted when the user clicks Logout.

CLYH52BJDC

Fixed the iNotes Web Access documentation to state explicitly that Sametime
installed on the same server as Domino with iNotes Web Access does not
work. For Sametime to work with iNotes Web Access, Sametime must be
installed on a dedicated server. Please see the iNotes Web Access
Deployment Guide available on notes.net.

ASUH4ZTP6B

PDF printing is disabled for DBCS.

PZHN4Z7AEV

The Preference field, Check for time conflicts, on calendar entries works.
Users now receive an warning when two meetings are scheduled for the
same time.

DLIU4YW69U

The problem of receiving a failure when removing an invitee and adding or
removing a room/resource at the same time has been fixed.

FZHG4ZE3LK

The problem that caused the server to crash when a delegate sent a meeting
invitation using Calendar Author or Editor access is now fixed.

YXUE4YWBJ4

An iNotes Web Access invitee can now counterpropose one instance of a
repeating meeting, and the chair using WebMail can now accept that meeting
counter.

YSUU4YS4RW

Help now includes information on how to change your access control level in
order to use the Out of Office feature.

TIWI4AZFETC

A potential problem of Sametime not working properly even when configured
properly has been fixed.

DLIU4XFDA5

Fixed a problem with resetting alarms. Prior to this fix, the alarm was still on
after turning it off.
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SPR number

Fix description

FAR4ZALGK

The problem of creating an appointment and not setting an alarm, and then
editing the appointment and setting the alarm, is now fixed. Previously, the
alarm did not signal.

SBAM524NN3

The wording in the fields in the server configuration document related to
encryption of offline mail files has been changed to allow encryption to be
configurable by users.

SLIN4XES8LJ

Creating a meeting invitation from a Notes client, and then adding a resource
using the iNotes Web Access client to the same meeting, no longer produces
a warning message.

DLIU4YG5RV

A decline notice is now sent to the chair if an invitee declines an invitation right
after they propose a counter invitation.

SLIN4ZZ876

Previously, when a delegate wrote a message and sent it, the receiver of the
message knew that it was from the original author, not the delegate. But when
that message was forwarded, it appeared as though the delegate was the
author of the message. This problem has been fixed to include the correct
author of the message.

JCIK52CGGS

The problem of opening some mail documents that generated needless
iNotes warnings has been fixed. Another similar fix will be done for some
DBCS languages in a future Maintenance release.

MOSI4ZSRRL

ACLs are now working properly when looking up users with the search user
interface in the address dialog box.

SBED4ZDR99

Saving preferences on a Solaris server now works correctly.

DDAS4XXTTD

The full-text search that worked only on subject lines in messages has been
fixed so that all fields of a message are now full-text indexed.

ELED4ZFPLZ

Fixed context-sensitive help link for Preferences so that the same topic
appears when a user clicks Preferences (and clicks help) or comes to the Mail
tab in Preferences from another tab (and clicks help).

DLIU4X36MZ

Prevent workflow from stopping when an invitee accepts an invitation,
proposes a counter-invitation, and then accepts the decline of the
counter-invitation. This problem did not exist if the original invitation was for a
repeating meeting.

SBAM4ZTN2T

iNotes Web Access now presents the correct user interface to an Internet
Explorer user when using an IBM WebSphere portal server after using
Netscape which presents a WebMail user interface.

EMYS4XHKWU

Fixed a potential security issue.

DGUY4X3JMA

iNotes folders and nested folders now mimic the look and feel of Notes
folders.
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B.4 Domino Off-Line Services fix list
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Table B-2 shows the list of fixes in Domino R5.0.9 specific to Domino Off-Line Services.

Table B-2 Domino Off-Line Services fix list in Domino R5.0.9

SPR Number

Fix description

JIMN4YYJ5M

When the Service Manager's Master Password is set, the new password is
not being used in the Extension Manager. This password is needed to open
a configuration database and was failing because the Extension Manager did
not have the new password.

CLYH4YGM8Y

Fixed a problem introduced in R5.0.8 that prevented the iNotes Sync
Manager from loading on Win95B.

GGEB4ZGU48

Fixed Notes authentication for DOLS so that the client's ID file can be
upgraded with re-issued certificates.

LSHR4WJMQ3

Offline subscription now accepts the user’s correct Internet password when
launched offline in a browser. Previously, sometimes the offline browser
would accept the user's Notes password instead of the Internet Password, if
those Passwords were different online.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

IBM Redbooks

For information on ordering these publications, see “How to get IBM Redbooks” on page 190.
» iNotes Web Access Deployment and Administration, SG24-6518

» Exchange Migration and iNotes Implementation on the IBM @server iSeries Server,
SG24-6230

» Lotus Domino for AS/400 R5: Implementation, SG24-5592
» Lotus Domino for AS/400: Problem Determination Guide, SG24-6051
» Lotus Domino for iSeries: Sizing and Performance Tuning, SG24-5162

» IBM @server iSeries Wired Network Security: 0S/400 V5R1 DCM and Cryptographic
Enhancements, SG24-6168

» Lotus Sametime 2.0 Deployment Guide, SG24-6206

Other resources

These publications are also relevant as further information sources:
» Domino R5 Administration Help database (help5_admin.nsf
» iNotes Web Access Deployment Guide for Domino 5.0.9

This is a Lotus Whitepaper containing deployment planning, administration, security, and
performance considerations about iNotes Web Access based on the R5.0.9 version. The
white paper can be downloaded from Notes.net on the Web at: http://notes.net

Search under the Doc Library link, or you can download the paper directly from:
http://doc.notes.net/uafiles.nsf/docs/iNotes509/$File/
IWA_Deployment_Guide_509.pdf

Referenced Web sites

These Web sites are also relevant as further information sources:

» You can access fixes, Notes-related documentation and example code downloads, known
problems, questions and answers, as well as submit questions about Domino products to:
http://www.notes.net

» This redbook lists the fixes relevant to iNotes Web Access in release 5.0.9. But, you can
find the complete fix list for all versions at:
http://www.notes.net/r5fixlist.nsf/SPRViewTemplate?0penForm

» This redbook lists the enhancements and new features found in R5.0.9 of Domino, relative
to iNotes Web Access. You can find the complete list in the Release notes, available in the
original CD-ROM product or online in the Notes.net Web site at:
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http://doc.notes.net/uafiles.nsf/docs/iNotes509/$File/IWA_Deployment_Guide_509.pdf
http://www.notes.net/r5fixlist.nsf/SPRViewTemplate?OpenForm
http://www.notes.net
http://notes.net

http://www.notes.net/notesua.nsf/ddaf2e7f76d2cfbf8525674b00508d2b/
d8d55710a35e831785256b10005eec59?0penDocument

IBM/Lotus Software Support site, previously known as Knowledge Base, is now an
integrated site at: http://www-3.ibm.com/software/lotus/support/

For system sizing and capacity planning, there is an online iSeries sizing tool called the
IBM iSeries Workload Estimator. This tool keeps the most recent update of software and
system models, not only for iNotes Web Access but other software solutions running on
the iSeries server such as WebSphere, Domino mail and applications, Java, WebSphere
Commerce Suite, traditional 5250 workloads, OS/400 HTTP server, and batch and client
server workloads. You can find this Web site at:
http://www.ibm.com/eserver/iseries/support/estimator

iNotes Web Access Performance Analysis white paper at:
http://www.notes.net/today.nsf/lTookup/iNotes performance

Domino for iSeries updated news, related products, case studies, and online education is
provided at: http://www.ibm.com/servers/eserver/iseries/domino/

You can access OS/400 and Domino PTF requirements for each OS/400 version and
Domino release, online PTFs, MRs, and MUs from:
http://www.ibm.com/servers/eserver/iseries/domino/support

How to get IBM Redbooks

You can order hardcopy Redbooks, as well as view, download, or search for Redbooks at the
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