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Preface

This IBM Redbook covers the technical and organizational issues involved in
migrating a WebSphere EJB application from a distributed environment to the
z/OS platform. It provides guidance to application developers and WebSphere o
z/OS administrators.

Part 1 covers the migration aspects and details the following:

» Hints and tips on how to optimize application code to fit seamlessly into its
final deployment environment

» J2EE naming concepts that you need to perform the migration job

A complete walkthrough of a migration project

» The necessary setup of deployment, test and production systems within the
Parallel Sysplex

v

Part 2 describes how to manage WebSphere applications and details the
following:

» How to integrate your migrated application into the managed z/OS
infrastructure, for example Change Management and System Automation

» Centralized system administration, change management, and highly
automated processes

n

Part 3 describes the following tools for WebSphere Application Server on z/OS:

» Jinsight
» Object Level Trace
» Introscope

© Copyright IBM Corp. 2002
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Who should read this book

Xiv

Application Programmers. Large parts of this book are dedicated to application
programmers coming from distributed platforms, scared of the “mainframe”. We
establish the understanding of “390 lingua”, the need for job roles and
administrative overhead, and we take away the fear that one has to log on to a
green screen to develop applications for 390. We explain the obstacles that will
show up when migrating to this specific platform, why they are there, and how to
deal with them. You shouldn’t need much more information for your porting
project than what you will find in this book (in addition to your usual
documentation, of course).

z/0OS WebSphere Administrators. If you are responsible for the runtime
environment, for test and production systems, for change management and
interaction with the z/OS infrastructure—this is your book! It will also help you to
understand the application programmers, their questions and their expectations.

Decision Makers. What is the best platform for our application, where can it run,
can we bring it to an enterprise level of quality? What is the cost of doing so? Is
there a difference between the run times and if yes, does that affect my
business? We have a little chapter just for you, briefing you on these issues.
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Notice

The information in this publication is not intended as the specification of any
programming interfaces that are provided by WebSphere Application Server or
Java. See the PUBLICATIONS section of the IBM Programming Announcement
for Websphere Application Server V4 for z/OS for more information about what
publications are considered to be product documentation.

The advantage of WebSphere Application Server Version 4.01 for z/OS and
0OS/390 over former versions is that it is in full compliance with the J2EE
specification. In particular, full support of Enterprise Java Beans (EJBs 1.1) is
one of the main differences between WebSphere Application Server Version 4
and former versions. Because of this, we focused on the migration of the EJBs in
this redbook.

Comments welcome

Your comments are important to us!
We want our IBM Redbooks to be as helpful as possible. Send us your
comments about this or other Redbooks in one of the following ways:
» Use the online Contact us review redbook form found at:

ibm. com/redbooks
» Send your comments in an Internet note to:
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Part 1

Migrating
WebSphere
applications

In this part we discuss the work that has to be done to migrate a distributed
WebSphere Application to z/OS.
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Introduction

In this chapter we establish a common understanding of the job roles in the
WebSphere world and of WebSphere architectures. We introduce you to the
driving reasons for migrating WebSphere applications to z/OS. We also describe
the application we have selected to migrate and why. We use the word “migrate”
throughout this book because of its common use, even though the term porting
most aptly describes how an open architecture application should behave. It is
similar to a hardware device that is unplugged from one port or connection and
reconnected to another port.

We want to make software migration or porting approach the simplicity of moving
hardware devices or household appliances. For example, unplug the vacuum
from the living room, move the vacuum to the bedroom, plug it in and continue
with cleaning the house. The software analogy is to take an application from one
environment, use totally automated processes to make porting changes and
continue running the application on the new platform.

The normal life of a WebSphere application is to be created and unit-tested on a
personal platform such as Windows NT and then migrated to a runtime
environment. Regardless of the ultimate runtime environment, the porting steps
are to be done. Migration is a natural and accepted step in the process of
WebSphere applications. We discuss an application that was written without
consideration of where it would run. The public download site doesn’t (or didn’t)
mention z/OS as a runtime platform, but we asked, “Why not’?

© Copyright IBM Corp. 2002 3



1.1 Overview

4

A few years ago, the Java language quickly appeared to be a fast, open and
reliable way to write new applications. The rising enthusiasm of the computing
community pushed new standards which helped software companies to begin
offering truly open software. New applications quickly started to be deployed and
put into production. The first applications addressed small audiences, tended to
be simplistic and had a short life span.

Today, the deployment of Java applications is more likely to be enterprise-wide
and World Wide Web-wide. More users, more geographies, more open hours,
and more businesses require stronger application containers. z/OS and its
predecessors, OS/390 and MVS, have robust facilities and architectures that
have delivered high levels of availability and reliability to other application
environments for many years. With the advent of WebSphere Application Server
for z/OS, the same class of service can also be utilized by Java applications on
the World Wide Web.

Nowadays, application servers need:

» High reliability

» High integration with backend systems and systems operations

» High system management

» Transaction management at a two-phase commit level

» High security

» High application availability and nondisruptive upgrades

» Continuous support for adaptive loads

» More network bandwidth

These characteristics are the reason for the existence of z/OS. They are not
design points added on after the need to process core-business complex

transactions was discovered. This is why the optimization of one or more of the
above criteria is the usual impetus to port an application to z/OS.

The second reason for porting to z/OS is to consolidate different application
types to run side by side on a single platform.

Java 2 Enterprise Edition (JQEE)1 standards have brought to the market a way to
develop Enterprise Java applications in a way that they are likely to be deployed
in any Java 2 Enterprise Edition compliant server. IBM WebSphere Application
Server for z/0OS and OS/390 is the meeting of J2EE standards and z/OS

Migrating WebSphere Applications to z/OS



strengths. Its integration with z/OS uses system mechanisms which have given
z/OS its reputation as the most robust production server, while the
implementation of J2EE specifications makes all the superior system integration
transparent to programmers.

In this book, we present our findings on how to port a J2EE enterprise application
already running under WebSphere on a Distributed Platform to IBM WebSphere
Application Server for z/OS and 0S/390. Our primary goal is a practical porting
guide. To this end, we made a detailed list of migration issues that must be
resolved during the migration process.

To the extent that your application follows the standards for J2EE applications,
migration issues are relatively easy to identify, describe, and resolve. In some
cases, it is simply a matter of performing a similar step with slightly different tools.
Other cases require minor source code changes. To the extent that your
application exploits specific extensions, the migration effort can become more
complex.

The good news is that the majority of your applications will require only minor
changes, and possibly none at all.

We assumed that the common migration path for a distributed non-J2EE
application is:

1. Upgrade first to J2EE programming APIs on the distributed platform it used to
run on.

2. Migrate to WebSphere on z/OS.

((FIX)) The first step of the migration is described in a Redbook listed in “Related
publications” on page 235. so we chose to focus on the second migration step:
installing a J2EE application on IBM WebSphere Application Server for z/OS and
0S/390.

As a practical guide, we have attempted to be comprehensive, but not
exhaustive. There are certainly applications that have subtle dependencies that
we will not anticipate — these cases are obviously not covered. Our goal is to
include the major migration issues that we expect most clients will encounter.

' The Java 2 Platform, Enterprise Edition defines a simple standard that applies to all aspects of
architecting and developing multi-tier server-based applications. J2EE defines a standard
architecture composed of an application model, a platform for hosting applications, a Compatibility
Test Suite and a reference implementation. The primary concern of J2EE is the platform
specification: it describes the runtime environment for a J2EE application. This environment includes
application components, containers, resource manager drivers, and databases. The elements of this
environment communicate with a set of standard services that are also specified.

For more information, go to http://java.sun.com/j2ee/
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In order to illustrate our recommendations, we moved a J2EE application, the
WebSphere sample performance benchmark application, to z/OS and described
each step of the installation into the new WebSphere. WebSphere sample
performance benchmark application is the application commonly used inside
IBM to run WebSphere Application Server performance benchmarks, so it
contains all J2EE objects you may encounter.

Even if we assume that our audience is familiar with the specifications and tools
used to build and deploy J2EE applications, this book is not a programming guide
nor a cookbook. It is most likely to be a first stone laid in a foundation to make the
following audiences meet together and start working beside each others:

» Application developers

» System architects

» z/OS system programmers
» WebSphere specialists

This chapter is dedicated to define the specific terms used in z/OS which needs
to be precise. Either they are specific to this operating system or they mean other
mechanisms than in a distributed environment. Since new teams will have
members who are not familiar with z/OS terminology, a definition of these terms
will help with communications between these groups. This chapter also expands
the Java 2 Enterprise Edition roles to the deeper specializations extant on z/OS
system teams.

Chapter 2, “WebSphere sample performance benchmark application” on
page 23 describes our environment, and the application we attempted (and
succeeded) to install on IBM WebSphere Application Server for z/OS and
0S/390.

Chapter 3, “Preparing for WebSphere application migration” on page 31 shows
how to prepare the port: loading an application into the integrated development
environment, and checking its efficiency to run in its native environment.

Chapter 5, “The lifecycle of an application” on page 81 is the port itself. We list
the steps we used to install the applications. We also list the known additional
porting steps you may encounter. This chapter ends by demonstrating how to
automate J2EE application installations on IBM WebSphere Application Server
for z/OS and OS/390.

At this point, the application is successfully running on z/OS. During the
application’s life cycle, it will certainly be tested, verified, updated and finally
installed in a production machine. These after-port management issues are
described in 5.7, “Change and problem management” on page 120.
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Chapter 6, “Management summary” on page 129 expands the considerations
that favor choosing IBM WebSphere Application Server for zZOS and OS/390 as
the J2EE container for enterprise applications.

Ending this book, we show how we installed tools that can help the z/OS porting
and optimization tasks:

» Chapter 7, “Jinsight” on page 135

» Chapter 8, “Object Level Trace” on page 143

» Chapter 9, “Introscope” on page 151

1.2 Quick introduction to z/OS vocabulary

z/OS systems people have created their own vocabulary, which may be
confusing for those working in a distributed platform environment. In “Glossary”
on page 239 we list words that can cause some confusion. They are either
specific to z/OS, or they are used in all environments but have a different
meaning in z/OS.

Table 1-1 is a quick introduction to z/OS terms you need to know.
Table 1-1 z/OS basic vocabulary

z/OS or 0S/390 vocabulary... ...and its meaning in the distributed
world

DASD (Direct Access Storage Device) Disk drive

Sysplex Cluster with shared data

System Node or Clone

Server Address Space Daemon

Region or Address Space Process or Address Space

TCB (Task Control Block) Thread

(WebSphere) Control Region Application Server Listener

(WebSphere) Server Region Application Server JVM

WebSphere Daemon Location Service Agent

IML (Initial Microcode Load) Power off / Power on the system

IPL (Initial Program Load) Reboot the system

Member (in a partitioned data set) File
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z/OS or 0S/390 vocabulary... ...and its meaning in the distributed

world
Partitioned data set Set of files, directory
Sequential data set File
(WebSphere) System Management Administrative Server

Server

(WebSphere) System Management End Administrative Client or Administrative
User Interface (synonyms: SM EUI, SM Console
GUI, SM Ul, Administration Application)

SMP/E Software maintenance program

(WebSphere) Conversation Configuration (or level of configuration)

1.3 EJB roles versus job roles in the WebSphere world

8

There are new job roles with new kinds of applications. Old roles change, getting
new responsibilities. In the distributed world, different roles and responsibilities
are often mingled together. In a tightly controlled environment, the roles are
clearly defined and permission has to be given accordingly.

If you come from a distributed platform, you might be annoyed that you have to
follow formal processes for getting access to system resources, but this
separation of system control is the only way to manage large systems with
thousands of users and applications.

On the other hand, z/OS people have to learn that the new tasks of the J2EE
runtime environment are complex and have to be merged into existing job roles,
and that new responsibilities have to be created.

The Sun “Java2 Platform Enterprise Edition Specification, v1.2” document
describes (in Chapter 2, “Platform Roles”) six typical Java 2 Platform, Enterprise
Edition roles (not to be confused with EJB roles, which are related to J2EE
application security). Although these roles are considered to be typical, they may
fit differently into a z/OS organization.

Using the names defined in the J2EE Specification, we briefly describe each EJB
role and match it to one or more job roles.

We found it useful to group the roles into these three categories:

» Infrastructure roles

» Development roles
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» Implementation roles

1.3.1 Infrastructure roles

Even if an infrastructure role does not match any job role, we describe it in this
section in order to be consistent with the J2EE Specification.

J2EE product provider

A J2EE Product Provider implements a J2EE product providing the component
containers, J2EE platform APIs, and other features defined in this specification.
A J2EE Product Provider must provide:

» The J2EE APIs to the application components through the containers

» The mapping of the application components to the network protocols as
specified by this specification

» Application deployment and management tools

In our context, the J2EE Product Provider is IBM and the J2EE product is IBM
WebSphere Application Server for z/OS and OS/390.

Tool provider

A tool provider provides tools for the development and packaging of application
components.

Platform-independent tools can be used for all phases of development of an
application up to its deployment.

Platform-dependent tools are used for deployment, management, and monitoring
of applications.

1.3.2 Development job roles

Application component provider

There are multiple roles for application component providers, including HTML
document designers, document programmers, enterprise bean developers, etc.

These roles use tools to produce J2EE applications and components.

The people typically involved in application design are:

OO0 designer Highly skilled in IT and OO and knows most of the
technical environment. Works intimately with the
application architect.

Java developer Entrusted with delivering the code of the application.
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Application architect The technical lead on the project. Has overall
responsibility for determining the high-level structure of
the application, and the interaction between
components. Is also a senior developer.

Web designer Skilled in the use of HTML and the tools used to develop
and maintain Web content. Responsible for delivering
HTML and JSP pages and the various interface
elements, such as images contained within them.

Application assembler

The application assembler takes a set of components developed by application
component providers and assembles them into a complete J2EE application
delivered in the form of an Enterprise Archive (.ear) file. The application
assembler generally uses GUI tools provided by either a platform provider or tool
provider. The application assembler is responsible for providing assembly
instructions describing external dependencies of the application that the
WebSphere administrator must resolve in the deployment process.

1.3.3 Implementation job roles

10

WebSphere administrator

The WebSphere administrator, an expert in a specific operational environment, is
responsible for deploying Web applications and Enterprise JavaBeans
components into that environment. The WebSphere administrator uses tools
supplied by the J2EE product provider to perform the deployment tasks. The
reponsibilities of this role include:

» Installation

— Move the media to the server.

— Generate the additional container-specific classes and interfaces that
enable the container to manage the application components at runtime.

— Install the application components and additional classes and interfaces
into the J2EE containers.

» Configuration

— Resolve all the external dependencies declared by the application
component provider.

— Follow the application assembly instructions defined by the application
assembler.

» Activation

Start up the newly installed and configured application. In some cases, a
qualified WebSphere administrator may be able to develop sample code to
check application or connector installation.
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The WebSphere administrator’s output consists of Web applications, enterprise
beans, applets, and application clients that have been customized for the target
operational environment and are deployed in a specific J2EE container.

A WebSphere administrator in an IBM @server environment sits in the middle of
the participating roles and, therefore, will most likely need basic knowledge in the
following areas:

» UNIX operating system and TCP/IP networking
» z/OS system overview

» z/OS security

» Backend connectors

Moreover, in most cases the administrator will be responsible for problem source
identification, which requires solid expertise in Java, J2EE, and connector
programming.

System administrator

The system administrator is responsible for the configuration and administration
of the enterprise’s computing and networking infrastructure.

z/OS installations typically use specialists to manage their systems. The vast
number of different applications, users, and data demand a high degree of
specialization and optimization.

The most common system roles you find on z/OS sites are:
» System programmer

Responsible for installing, customizing, and maintaining z/OS systems.
Common tasks are:

— Installing and defining the base operating system services

— Creating and naming files and data sets

— Customizing system tasks (System Logger, RRS, etc.)

— Installing and maintaining products and services using specialized
facilities

— Monitoring and tuning systems

» Security administrator

— Is responsible for the customization of the security product usually
mentioned as the “External Security Manager”.

— Manages the users, groups and resources on the system.

— Because IBM WebSphere Application Server for z/OS and OS/390 is
tightly embedded in z/OS security, the security administrator plays a key
role in all phases of a J2EE application setup.
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Defines and implements security concepts together with the system
programmer and the appropriate application specialist.

» DB2 administrator

Manages the database, indexes, table spaces, the tables, and all objects.
Is in charge of setting up connections to other databases and enabling the
JDBC driver.

Does the bindings of static queries.

Depending on the kind of system (test or production), may have full
security authority of DB2 resources or may delegate it to the security
administrator.

» Network administrator

Maintains the TCP/IP configuration.

Can be involved in setting Domain Name Server (DNS) entries for IBM
WebSphere Application Server for z/OS and OS/390.

When using workload balancing mechanisms such as DNS/WLM,
WebSphere Edge Server or Sysplex Distributor, is involved in the TCP/IP
setup and the dynamic routing that may be involved.

Deals with the TCP/IP security-related issues and might be responsible for
enabling the firewall and intrusion detection services.

If quality of service (QoS) routing is required, is responsible for setting up
the proper infrastructure and the policy agent.

» UNIX System Services administrator

z/OS sites that have already run UNIX System Services applications may
have people specialized in this area. They know the HFS conventions, the
way USS has been implemented, and the available tools—i.e., they are UNIX
administrators without superuser capabilities.

» System operator

System operators are responsible for running all the system services. They:

Manage the starts and stops of servers, automation, and execution of
changes and fallbacks.

Monitor application availability and response time.

Use defined interfaces for problem reporting.

1.3.4 Skills needed during an application’s life

Here we group the people who will be involved in the tasks concerning IBM
WebSphere Application Server for z/OS and OS/390.

12  Migrating WebSphere Applications to z0S



Installing the WebSphere base runtime

>

System Programmer (PROC- and PARMLIB definitions, RRS, ARM, System
Logger, SYSPLEX, naming conventions, changes, etc.)

Network Administrator (port reservation, naming conventions)
IBM HTTP Server/Unix System Services Administrator
Security Administrator (user IDs, authorizations, LDAP)
Performance Specialist (Workload Manager definitions)

DB2 Administrator

Installing a new J2EE server

>

>

System Programmer (J2EE server System Tasks creation in PROCLIB)

Security Administrator (J2EE server System Tasks definitions, associated
user IDs and authorizations)

Performance Specialist (Workload Manager definitions)
DB2 Administrator (access to generic tables. Ex.: BBO.STATEFULL)

Installing a new J2EE application

>

>

>

>

>

System Programmer

Security Administrator (user IDs, authorizations, J2EE roles)
Performance Specialist (adjusting Workload Manager definitions)
DB2 Administrator if there is DB2 persistence or jdbc

Backend Specialist

Managing an existing J2EE application

>

>

>

System Operator
System Programmer
Network Administrator (workload balancing, availability)

Performance Specialist (analyzing SMF records, adjusting Workload Manager
definitions)

DB2 Administrator if there is DB2 persistence or jdbc
Backend Specialist
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1.4 WebSphere architectures and topologies

In this section we provide an overview of a variety of appropriate topologies for
applications on WebSphere Application Server. Where necessary, we point out
differences between WebSphere Application Server on distributed platforms and
WebSphere Application Server on z/OS. This information can be used to plan the
topology of a new application or to examine the topology of an existing
application that should be ported to z/OS.

Table 1-2 shows an overview of our definition of 2-, 3- and 4-tier topologies:

Table 1-2 Overview of n-tier topologies

2-tier 3-tier 4-tier

Client tier Separate Separate Separate
Presentation Integratedina | Integratedina | Separate
tier server tier functionality
(WebTier) tier
Business tier Integrated ina | Integratedina | Separate
(EJB Tier) server tier functionality

tier
Data tier Integrated ina | Separate Separate
(EIS Tier) server tier

1.4.1 Blueprint of a multi-tiered architecture

14

Sun defines a J2EE application as multi-tiered. Their J2EE architecture blueprint
distinguishes between the following tiers (Figure 1-1 on page 15):

» Client Tier - browser or Java application

» Web Tier - presentation, JSP, servlets

» EJB Tier - business logic, rules, components

» EIS Tier - (Enterprise Information Services) databases and legacy systems

Even if these names are not used, this would still be the standard architecture to
follow for a J2EE application.
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Figure 1-1 Sun’s blueprint of a multi-tiered J2EE application

1.4.2 The individual tiers

Understanding the individual tiers is crucial to architecting the overall application
and infrastructure design.

Client tier

In recent years, Web-based presentation of data has become a standard in a lot
of scenarios, and it is widely accepted by the vast majority of users. Since we are
dealing with Web applications in this publication, the client tier is assumed to be
either an HTTP client such as Netscape Navigator or a Java client interacting
with EJBs through Remote Method Invocation (RMI) over Internet Inter-ORB
Protocol (IIOP).

XML parsing for presentation can be done within the client tier, but is most often
found in the presentation tier. Nevertheless, XML over HTTP is often used by the
clients to communicate with the WebSphere Application Server.

Presentation or Web tier

The presentation of structured and unstructured data is done in very different
ways for different purposes. As a common point for our scenarios we assume
that the presentation is Web-based. Therefore, the presentation tier is used to
form all possible output data to a Web-based format suitable for the client tier.
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This functionality can be provided, for instance, by a WebSphere application
server. A possible scenario could be that WebSphere hosts EJBs that provide
the output data, and JSPs or servlets that transform this data into HTML.

The presentation tier is usually located inside the demilitarized zone (DMZ), a
secure network segment between the Internet and the companies’ intranet.

Business or EJB tier

This tier hosts the business logic of the application. It should encapsulate the
complete logic needed to perform all sorts of functions, and it should not leave
any logic task for the other tiers.

The business tier itself might be structured in a modular way. However, here we
focus on the tier as a whole, assuming it is a black box suitable for providing
every logical function needed to perform a task by the application. An
implementation of the business tier might be as simple as a set of EJBs for
calculation hosted on an NT-based WebSphere system, or as complex as a
legacy system on a mainframe.

Data or EIS tier

The complete data produced and used by the application is hosted in the data
tier. Thus, being a separate tier, a goal of implementation often is to keep the
data as close as possible to the components that make use of it.

For this purpose, a well-designed data tier, which avoids unnecessary copies of
data but provides aliases and copies wherever they make sense, is essential for
functionality, reliability and performance. One basis for such a data tier could be a
DB2 system on z/OS.

1.4.3 Two-tier applications

A widespread topology of Web applications on z/OS is a 2-tier model, where a
single server tier provides the complete functionality of data warehousing,
computing and presenting.

1.4.4 Multi-tier applications

When talking about multi-tier topologies (often referred to as “zoo topologies”),
we mean 3- and 4-tier models that divide the server tier into more detailed
components such as the presentation tier, the business tier, and the data tier.

Typically the tiers can be run on separate machines and therefore add to the
scalability of the application.
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1.4.5 “Common” practice: 3-tier applications

The most common implementation of WebSphere is the 3-tier model:

'S

>

>

Client tier - browser

Middle tier - HTTP Server with the WebSphere plug-in, or an HTTP and
WebSphere Application Server combination

WebSphere and backend tier

Some of the reasons that made this configuration popular are:

>

Security

— Only the HTTP server has to be exposed in the DMZ once the plug-in is
able to access WebSphere Application Server through the network.

— Having WebSphere Application Server integrated into the backend system
makes it possible to easily share the local OS security mechanism when
applications connect to the backend. If the accessing process is running
with thread level security, its identity can be used directly to authorize
access to the backend data.

Management

— Workload management can be initiated by the WebSphere HTTP Server
plug-in.

— The whole “application” logic resides in the third tier, so the maintenance

and operation staff need to focus only on one machine without worrying
about an “application network”.

Cost

Presentation processing and XML parsing can be done using the cheap
cycles in the middle tier, while only crucial transactions use the high quality
service infrastructure in the third tier.

Performance

When the WebSphere Application Server is in the same machine as the
backend (physical 2-tier, logical 3-tier), it can make use of local connectors in
place of network connectors to access backend-managed data.

In IBM WebSphere Application Server for z/OS and OS/390 Version 3.5, the
3-tier implementation is slightly different because the WebSphere runtime is
hosted inside the HTTP address space. But the backend system is usually
isolated on another machine that is preferably accessed by a protocol other than
TCP/IP, such as SNA or XCF. This does not prevent the use of local connectors
because of sysplex integration of backend systems (for example, with CICS you
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can use a local connector to access a local TOR that will start a transaction in a
remote AOR). Exposing the WebSphere machine inside the DMZ is less
problematic than on other platforms because an External Security Manager has
to be configured on this z/OS machine.

Now, with IBM WebSphere Application Server for z/OS and OS/390 Version 4, all
options listed above are available.

1.4.6 Multi-tier minus one

In a typical scenario, the presentation tier of an application is hosted on a
distributed platform, while the business tier and the data tier are located in a
centralized environment (for example, a WebSphere cluster on Windows NT
presents the data for a legacy system on z/OS).

Porting the presentation tier to z/OS provides the opportunity to replace
network-based communication between the tiers with local intra-mainframe
communication, which performs much better.

In this case, the presentation tier is not removed but is instead integrated into the
other tiers. We express this concept by adding “ 1” to the name of the topology.

1.4.7 Moving the business tier to z/0S

When talking about moving applications to z/OS, we mainly think about moving
the business tier to this platform. There are several reasons for this:

» The EJB container is closer to the data, which might already be on z/OS.
» A well-performing and reliable local 2-phase commit can be used.

» The EJBs are using CICS or IMS connectors, which are available as local
connectors.

» The security available on the z/OS system can be applied until the HTTP
Server request handling.

» The z/OS sysplex can provide scalability modifications (new engine, new
machine in the sysplex, etc.) without service interruption.

» Due to smart workload balancing and white space computing capabilities,
peaks in the workload are well managed in the z/OS system.

Therefore, it is especially rewarding for the business tier to reside on a z/OS
platform, while it might be acceptable to leave the presentation tier on a
distributed system.
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However, if the presentation logic also resides on z/OS, it will be easier to share
the same security context between the presentation logic objects (servlet/JSPs)
and business logic objects (EJBs). Moreover, if both are in the same server, they
will communicate through cross memory access instead of using network
access. This clearly leads to better performance and avoids security issues
between EJB clients (servlet/JSPs) and EJBs.

The fact that the connectors are available as local connectors in IBM WebSphere
Application Server for z/OS and OS/390 Version 4 might be a good reason in
many cases to port the business logic to z/OS.

1.4.8 Security model with IBM WebSphere Application Server for
z/0S and 0S/390

With WebSphere Application Server Version 4.0 you use deployment descriptors
to define roles and associate these with servlets and EJB methods. At install time
you supply a list of users and groups that are to be associated with each of the
roles.

To establish identity within the business process you use the EJB run-as
capabilityz. For this reason we recommend that you place an EJB session bean
on top of the business logic tree. The security context can be propagated to
backend systems. This avoids developing any code to propagate the user’s
identity. z/OS and the WebSphere Application Server have all the mechanisms in
place to deal with this issue on the thread-level base.

In the deployment descriptor you also define the policy for the authentication of
Web clients. Choose between the following:

» HTTP Basic Authentication

» X.509 Client Certificate

» Form-based login

Digest authentication (see http://www.ietf.org/rfc/rfc2617.txt) is today not
supported by IBM WebSphere Application Server for z/OS and OS/390.

2 EJB run-as is the ability for the deployer to decide which identity should be used for authorization of
any (authenticated or unauthenticated) Java request. You should be aware that run-as does not
change the MVS security context in the execution; it does not change the ACEE. However, in certain
situations one can use the sync-to-thread deployment function to achieve thread-level security.
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Especially in larger environments, which are typical for z/OS, one alternative is to
accept the requests from a trusted authentication server. In this case, you specify
an HTTP(S) port that is trusted and the administrator ensures that traffic coming
through this port can be trusted (for example, by controlling the network path
from the authentication server and the application server and ensuring that the
authentication server is the only server that can connect to the port).

For such requests, WebSphere looks up the authentication data in the HTTP
header.

1.5 System landscape

When developing an application for z/OS, you usually make use of various
systems such as a development system, a test system, a verification system, and
a production system. Each of these systems might come with its own
configuration repository. We refer to the complete collection of systems that are
used in a particular project as the system landscape. The purpose of a landscape
is to provide a way to develop, debug, validate, and run applications in parallel
without interference. When porting an application to z/OS, you use the same
landscape as when you develop a new application, except that the test system
might be left out. z/OS now offers multiple WebSphere nodes within one sysplex
as described in Appendix D, “Multiple WSAS nodes in a sysplex” on page 215.

However, when migrating the Trade2 application, we used a development, a test,
and a production system, leaving out the validation system.

1.5.1 Development system

20

You use the development system to produce applications or parts of applications
in a way that is efficient and convenient to the developer. Therefore, you choose
a platform like Windows NT, which is supported by IDEs like Visual Age or
WebSphere Studio Application Developer, as the tool to support the J2EE
programming model.

You provide the developer with access and administrative rights for the
development system.

Usually the components of an application are unit-tested on the development
system.

Because code changes might be necessary when porting an J2EE application
from a distributed to a z/OS environment, we also recommend that you set up a
separate distributed test environment as part of the development environment.
There are some other reasons for setting up such an environment, for example:
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» Using VisualAge for Java (VAJ) or WebSphere Studio Application Developer
for development

In comparison with WebSphere Application Server Version 4.0, VAJ supports
different specification levels (JDK, Servlet, JSP and EJB Level) for
developing, automatic code generation, and testing. This can cause some
errors after deploying to the application server, which should be removed
before installing on the z/Series. We recommend using WebSphere Studio
Application Developer.

» Testing of the whole application

A Web or an J2EE application consists of several parts (EJBs, servlets, JSPs,
HTML pages, graphics, etc.), which are mostly developed separately.
Practical experience shows that some changes are needed in some of these
parts until the application runs without problems. We recommend testing the
whole application on distributed platforms to avoid these problems while
deploying to z/OS.

» z/OS-specific changes

If it is known that the application is executable on distributed platforms, only
z/OS- or OS/390-specific problems can occur while deploying on these
platforms.

1.5.2 Test system

Especially when staging applications that use J2EE CICS or IMS connectors,
there is a need for a separate z/OS test system.

In the past, Java applications for z/OS were often developed and tested on
distributed systems. The tests could have been very meaningful because of the
platform independency of Java and because of the variety of connectors that
have been available as TCP/IP-based network versions.

Since WebSphere Application Server Version 4.0 for z/OS and 0OS/390, only
local connectors are available for z/OS. They perform better than the network
connectors, but they necessitate a z/OS test system. Any test that includes a
CICS or IMS connector needs to be run on z/OS instead of on a distributed
platform.

Though the test and production systems should be as similar as possible, you
usually set up the test system with two major differences:

» You enable profiling and debugging tools such as Jinsight and OLT on the test
system.

» You grant more access rights on the test system than to the production
system.
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These differences enable you to efficiently debug on the test system while
keeping the well-managed setup on the production system.

1.5.3 Verification or quality assurance system

The idea of a verification or quality assurance (QA) system is to provide a system
with exactly the same access rights and monitoring tools as the production
system. Here you incorporate a new version of an application into the existing
environment without affecting the production system. If a new application runs
successfully on such a verification system, it is very unlikely that it will fail on the
production system. Therefore, it is usually deployed on the production system
directly after a successful test on the verification system.

If a test on the verification system fails, then the test system is used to figure out
what the problem is, since the test system is usually equipped with debugging
tools that are not available on the verification system.

1.5.4 Production system

22

The production system hosts the application and the necessary business data. It
is unrelated to all other systems and therefore not affected by tests on the other
systems. It is updated only with applications that are already tested on the test
and verification systems, and therefore there is only a very low risk for problems.
Also, typical production systems have well elaborated and tightly controlled
change management procedures.
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WebSphere sample
performance benchmark
application

In this chapter we list the software we used for this project and describe the
application we chose to migrate: the WebSphere sample performance

benchmark application. We explain why we chose it and how we customized it.

© Copyright IBM Corp. 2002
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2.1 Environment and software levels

The software levels and infrastructures used at client and server sides are
described here.

2.1.1 Development environment

At the development site, we used the following software and service levels for the
integrated development environment (IDE):

» Windows 2000 Service Pack 2

» VisualAge for Java Version 4.0, Enterprise Edition

» WebSphere Studio Version 4.0 Advanced Edition

» WebSphere Studio Application Developer, beta version

For a complete description of the development environment, see 3.2.1, “The
integrated development environment” on page 36.

2.1.2 WebSphere Application Server distributed test environment

At the development site, the software and service levels for the testing runtime
environment were as follows:

WebSphere Application Server Version 4.0.1 Advanced Edition for Windows
NT.

For a complete description of the distributed test environment, see 3.2.2, “The
distributed Deploy- and Runtime-Environment” on page 38.

2.1.3 z/0OS environment

24

The software and service levels for the target side were as follows:

» The z/OS 1. 2 base operating system

» IBM WebSphere Application Server for z/OS and OS/390 Version 4.01
pre-GA code

We upgraded from Version 4.0. The upgrade process is decribed in 5.6,

“Nondisruptive upgrade of the WSAS runtime” on page 120.

» IBM WebSphere Application Server for z/OS and OS/390

» z/OS Application Assembly Tool Level 22

» DB2forz/0S 7.1

Migrating WebSphere Applications to z/OS



2.2 The sample application

We chose the WebSphere sample performance benchmark application as the
sample application. It uses J2EE components such as servlets, Java Server
Pages (JSP), Enterprise Java Beans (EJB), and Java Database Connectivity
(JDBC).

2.2.1 WebSphere sample performance benchmark application

The WebSphere performance benchmark sample provides a suite of
IBM-developed workloads for characterizing performance of the WebSphere
Application Server. The workloads consist of an end-to-end Web application and
a full set of Web primitives. The applications are a collection of Java classes,
Java Servlets, Java Server Pages and Enterprise Java Beans built to open J2EE
APIs. Together they provide versatile and portable test cases designed to
measure aspects of scalability and performance.

The WebSphere sample performance benchmark application consists of two
separate applications:

» Trade2

Trade2 is an end-to-end Web application modeled after an online brokerage.
Trade2 leverages J2EE components such as servlets, JSPs, EJB and JDBC
to provide a set of user services such as login/logout, stock quotes, buy, sell,
account details, etc., through a standards-based HTTP protocol.

» Web Primitives

The Web Primitives provide a set of workloads to individually test various
components of the WebSphere Application Server. The primitives leverage
the Trade2 application infrastructure to test specific WebSphere J2EE
components such as the servlet engine, JSP support, EJB Entity and Session
beans, HTTP Session support, and more.

2.2.2 Trade2 topology and architecture

The Model View Controller

The Trade2 application implements the model view controller (MVC) architecture,
leveraging the Enterprise Java programming model. Figure 2-1 on page 26
shows a simplified topology view of the Trade2 application.

The servlets act as controllers, with responsibility for page navigation, session

management, business logic calls, and other such tasks. They defer the
responsibility for presentation handling to JSPs.
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Enterprise JavaBeans are called by servlets to run the business logic, access the
backend system (DB2 in this case), and provide the data to be returned to the
JSPs. Freed by servlets and EJBs from the code to handle such issues as
enterprise access, JSPs can concentrate on presentation, with JSP tags used
only to insert dynamic data where needed in the HTML flow.

Tip: For more information about the MVC model, refer to: Design and
Implement Servlets, JSPs and EJBs for IBM WebSphere Application Server,
SG24-5754 and the IBM Patterns for e-business Web sites at:

http://www.ibm.com/framework/patterns
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Figure 2-1 Top-level Trade2 architecture topology

Trade2 models an online securities trading firm. It provides high-level functions
including login/logout, buy/sell, quote, etc.

EJB and database tier

EJBs manage data and transactions for business level operations, such as buy
and sell. Figure 2-2 on page 27 shows this tier in more detail.
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Figure 2-2 EJB and database tier

Serviet and JSP tier

Servlets coordinate user interactions with access to business operations,

manage user sessions, and dispatch results to JSPs. JSPs provide user interface

and input coordination.

The servlet tier plays a critical role in the scalability of a Web application through
servlet instance replication. Figure 2-3 on page 27 shows this tier in more detail.
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Figure 2-3 Servlet and JSP tier
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VisualAge for Java EJB access beans
EJBs are wrapped by VisualAge for Java (VAJ)-generated EJB access beans.
EJB access beans provide:

» Reduced complexity of EJB access through simplified client APls
» Transparent caching of EJB Homes and initial Context objects

» Reduced remote calls by making fine-grain setter/getter methods local and
providing a single refresh/commit remote call.
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Figure 2-4 VAJ EJB access beans

VAJ access beans in Trade2 leverage VAJ EJB "Copy Helper" access bean
optimizations.

See the example for Account update user service in Figure 2-5 on page 29.
» ProfileAccessBean attributes are updated individually from the user request.
» The Profile EJB entity update is then committed in a single remote call.
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Figure 2-5 Account update example

See the example of the Quote Cache Java bean in Figure 2-6.

» QuoteCache uses VAJ "Copy Helper" access beans to cache Quote entities.
» Quote data is initialized from the Quote EJB entity and cached in a servlet

side hashtable.

» Quote data is refreshed from the EJB entity on a user-configured timeout
providing "delayed quotes".
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Figure 2-6 Quote Cache example
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2.2.3 Outline of our migration task

Here we give a brief outline of how to migrate the Trade2 application from NT to
z/0O8S. The supporting system infrastructure consists of Visual Age 4, one system
with WebSphere Application Server Version 4.0 and DB2 on Windows NT, and
two systems with WebSphere Application Server and DB2 on z/OS.

The database is split into a configuration part and a business data part. In our
example one configuration database is shared by both z/OS systems, while all
three systems have separate business data parts.

The business data is transferred directly from the NT-based database to the
production system. On the test system test data is needed in the business
database; a copy of the contents of the Windows NT-based database is used for
that purpose.
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Figure 2-7 Outline of our porting task
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Preparing for WebSphere
application migration

Before migrating any application, you need to do an initial analysis to identify
issues that might lead to problems on the target platform. This chapter presents
the topics to consider.

We discuss how to migrate the WebSphere Sample Benchmark Application.
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3.1 Application analysis
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Before you start porting an application to z/OS, you should carefully analyze
certain aspects of the application. Refer to 4.2.1, “Migration check list” on
page 51 for an overview of items to consider.

When you port the Trade2 application you might not run into any problems with
the mentioned aspects, but you will notice that the absolute URL links within
JSPs and HTML pages of Trade2 are a problem if you want to run two instances
of this application (i.e., test and