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Preface

Running Linux on the IBM @server iSeries server combines the strengths of Linux and
0S/400 for an integrated solution. Linux delivers excellent open source solutions, while
0S/400 is a premier integrated platform for business solutions. Linux enables a new stream of
e-business applications for the iSeries platform that complements its strength as an
integrated core business solution. Linux applications benefit from the iSeries platform’s ability
to provide resource flexibility, security, reliability, and connectivity to other applications on a
single server.

This IBM Redbook begins with an overview of Linux, defines what open source means, and
explains why using Linux on iSeries is beneficial. Then, it highlights how to install and use
Linux on the iSeries server. It discusses the basic system administration tasks and Linux
application development to help you manage your system and develop Linux applications on
the iSeries server. It also introduces a wide range of services, such as Firewall, Apache,
Samba, and e-mail, and explains the capabilities of each.

This redbook is intended to help beginner and intermediate Linux users, with an OS/400
background, to implement Linux on the iSeries server.

The team that wrote this redbook

This redbook was produced by a team of specialists from around the world working at the
International Technical Support Organization Rochester Center.

Sungsim Park is ITSO Specialist at the International Technical Support Organization,
Rochester Center. She has over 15 years of experience in working with S/36, S/38, and
iSeries servers. Before joining the ITSO in 2000, she taught IBM classes on all areas of
iSeries as a senior education specialist in IBM Korea and she provided technical marketing
support to AS/400 sales representatives, IBM Business Partners, and customers. Her areas
of expertise include server consolidation and application development. She can be reached
via e-mail at: sungsim@us.ibm.com

Klaas Bals is a Project Leader and Technical Designer for Inventive Designers, an IBM
Business Partner for AS/400 and Lotus. Inventive Designers
(http://www.inventivedesigners.com)is an Advanced AS/400 Development Partner that
specializes in the development of such e-business tools as EverGreen/400 and DTM for
AS/400e servers. He has done development on the iSeries server mainly in C, C++, and Java
using such technologies as XML and XSL. He has over five years of experience in Linux,
including the advanced development and deployment of Linux in a networking environment.
Klaas is the webmaster for the Linux on iSeries Web site at http://www.iSeriesLinux.com.
You can reach him by e-mail at: Klaas_Bals@inventivedesigners.com

Michel Fleury is a AS/400 IT Specialist in Denmark. He has over 15 years of experience in
computing, with eight years in the AS/400 area. He has worked at IBM for six years with
second-level defect support on Client Access, OS/400, and FSIOP, Integrated PC server
(IPCS), Integrated Netfinity Server (INS), and Integrated xSeries Server for iSeries. His areas
of expertise include network security, e-business solutions/applications, and client
connectivity. He has written extensively on the Linux firewall, Apache, and FTP server. He can
be contacted by e-mail at: michel@dk.ibm.com
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Gary Hansen is an Advisory Software Engineer. He has over 15 years experience with
software support for the AS/400 and iSeries. He has worked with many of the Client Access
products for the OS/400 and has spent the last several years supporting the FSIOP,
Integrated PC Server, Integrated Netfinity Server, and the Integrated xSeries Server for
iSeries. He has written about and taught various classes on the integration products for
0S/400. His areas of expertise are in client connectivity, networking, and OS/400 integration.
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Special notice

This publication is intended to help beginner and intermediate Linux users, with an OS/400
background, to implement Linux on iSeries. The information in this publication is not intended
as the specification of any programming interfaces. See the PUBLICATIONS section of the
IBM Programming Announcement for more information about what publications are
considered to be product documentation.

Comments welcome
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We want our redbooks to be as helpful as possible. Please send us your comments about this
or other redbooks in one of the following ways:
» Use the online Contact us review redbook form found at
ibm.com/redbooks
» Send your comments in an Internet note to
redbook@us. ibm.com

» Mail your comments to address on page ii
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Getting acquainted with Linux on
the iSeries server

This chapter provides a brief introduction to Linux and how it works with the iSeries server. It
is intended for those who are new to Linux. Users who are familiar with Linux can locate the
information they require by searching the Internet. This chapter explains:

What Linux is

What open source is

Why use Linux on the iSeries server

How Linux is integrated with iSeries

How Linux can enhance the iSeries platform
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1.1 What Linux is

2

Linux is an operating system that was initially created as a hobby by a young student, Linus
Torvalds, at the University of Helsinki in Finland. The project was soon joined by other
developers, and it grew to a big open source project. In only a few years, a worldwide
community has evolved, derived from programmers who were attracted by the reliability and
flexibility of this completely free operating system. Since the initial release, Linux has gone
through several updates. The current full-featured version is 2.4 (released January 2001), and
through continued development, it is becoming a very robust operating system.

Although Linux is not UNIX, it looks and feels like UNIX. Linux has a large and powerful
selection of commands and APIs, many of which are identical or similar to UNIX. Most
applications can be ported with little or no effort between the different UNIX variants, including
porting between different Linux hardware platforms.

Linux is similar to the UNIX operating systems, but it is not UNIX. Linux was developed under
the GNU (GNU’s Not UNIX) General Public License (GPL) and is associated with “open
source” and “free software”.

The Linux kernel itself is of little use to the average user. The kernel supplies the interface to
the hardware and peripherals and provides basic services, such as managing tasks and
scheduling processor cycles to the applications, that operate on Linux as a foundation.

But an operating system is more than a kernel. It needs tools to interact with the kernel and to
manage the system. These tools are implemented outside the kernel space, in so-called
“userland”. This approach keeps the kernel small, fast, and stable. Most of these tools already
existed in GNU projects, when the Linux kernel was born, collectively known as
GNU/Runtime System. When we say “Linux”, we refer to the combination of the Linux kernel
and the GNU tools, not just the kernel.

Linux is an efficient multi-tasking operating system that can run on a minimal amount of
hardware by comparison to today’s standards. It can run very well on a 486 processor, for
example. It is a multi-user system, and as such, offers various levels of built-in security. It is
also a stable system that is capable of sustained up-time. Finally, the term that one most often
hears with regard to Linux is “free.” Not only is it scalable and becoming more so, but the bulk
of the code can be acquired free and comes with the source code which can be modified, at
will, within the bounds of the GNU General Public License. See 1.2, “What open source is” on
page 3.

You can find a summary of the operating system virtues and statistics on the Web at:
http://www.db2mag.com

For more details on Linux in general, see:

» Linux Online offers a large amount of information on available applications, distributions,
and locations for downloading the code (for free), documentation, education (including
online courses), and information regarding hardware as well as a variety of other
information: http://www.linux.org/apps/index.html

» The Linux Kernel Archives site is where the kernel sources can be downloaded from, but it
also contains links to various other related locations: http://www.kernel.org/

» The Linux Installation HOWTO site is sponsored by the “Linux Documentation Project”
(LDP). LDP has free documentation and “HOWTQO” documents that are short guides to do
many of the tasks involved with Linux. This particular link is HOWTO install Linux:
http://www.linuxdoc.org/HOWTO/Installation-HOWTO/
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» Linux International offers a nice description of the technical merits of the operating system
at: http://www.li.0rg

For more information about Linux on PowerPC Processors, see:

» Linux/PPC support site: http://www.penguinppc.org
» Development home for Linux for 64-bit PowerPC Processors: http://1inuxppc64.org

For specific Linux on iSeries information, see:

» Linux PPC: http://1inuxppc.org
» Linux for IBM @server iSeries: http://www.ibm.com/iseries/Tinux
» iSeriesLinux.com: http://www.iserieslinux.com

1.2 What open source is

It is difficult to discuss the phenomenal growth of Linux without discussing open source. There
is a difference between open source and the GNU General Public License as noted on the
GNU Web site (http://www.gnu.org). Linux was developed under GNU, which has articulated
a philosophy that defines “free code” — the user’s right to use the code — rather than defining
what they can’t do, which is the case with proprietary software. This license allows the user to
alter, distribute, and even sell the code covered under its license as long as they allow those
to whom they distribute the code to do the same.

The General Public License promotes free code on the GNU Web page. It also provides
protection for the developer and prevents a user from altering the code and then asserting
proprietorship over the code. This does not mean the code can’t be sold. According to the
GNU Web site, “free software” allows a user to run, copy, distribute, study, change, and
improve the software. It must also be available for commercial use.

The basic principles of GNU are centered around four basic freedoms for the user. The
benefits of each freedom may apply to the user or ultimately to the community that shares the
program. The freedoms include:

» Running the program for any purpose (Freedom 0)

Studying the program and adapting it as necessary (Freedom 1)
Redistributing the program (Freedom 2)

Improving the program and releasing the improvements (Freedom 3)

vYyy

For more information, go to: http://www.gnu.org/philosophy/free-sw.html

There is a distinction between “free software” and “open source” software. The GNU Web site
(see the link above) describes the differences, but prefers the term “free software”. Protection
of the free software is implemented by means of the “copyleft” agreement. Copyleft basically
means that any user who redistributes the program must also pass the same freedoms for
using it onto the users.

The software can, in fact, be acquired without cost. It can be altered and distributed by
anyone who can and who so desires, as long as they extend the same freedom to the rest of
the world. The same is true for much of the documentation that is associated with Linux.
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At first glance, this seems to be a radical and unworkable way to develop and support code.
However, it can be viewed as the manifestation of an evolutionary process that has been
occurring for some time with internetworking between developers and programmers, but
which had remained unheeded by the general public until recently. Since the early days of
networking, where individuals would share code and make changes and then pass the
improvements around, there has been an ongoing effort to establish standards that promote
common interfaces that are nonproprietary.

The purpose of the standards are to enable open system interfaces and plug n’ play
interfaces to communicate with various heterogeneous systems. Also, standards help to
alleviate the various difficulties encountered when attempting to communicate across diverse
vendor hardware and software platforms. Open source can be viewed as a manifestation of
this process and the process itself as a necessity for extending the development of
internetworking.

The Linux “suite” of applications has been developed and supported via the Internet through
the collaboration of diverse individuals and groups. You might suppose that this apparently
random association would result in incomplete and unsupportable software. In actuality, it
seems that when there is a need for new software or hardware support or a defect is
discovered and reported, the new or repaired software can be swiftly done by the user who
required the changes, or by the author directly.

These alterations can occur without the necessity of design review, cost analysis, and other

considerations that a centralized development structure requires due to the availability of the
source code. IBM has recognized the efficacy of this community. IBM sees the benefit of the
rapid and innovative development of robust and stable code to provide the enabling layer for
e-business applications. For additional information on IBM’s interest and investment in Linux,
see the following resources:

» Linux for $/390, SG24-4987

» Linux on IBM Netfinity Servers: A Collection of Papers, SG24-5994

» IBM software on Linux - Ready for business:
http://www-4.ibm.com/software/is/mp/1inux/

The outcome of this process is that Linux is rapidly filling in gaps that existed when it was
primarily used by educational and development communities. Linux has been gaining favor as
a server platform for various Internet functions including firewalls. Furthermore, it is starting to
acquire more polished user interfaces. For example, KDE and GNOME provide a window
environment that is much more useful to a desktop environment than the command line
interface that was favored in the past. There is still a void of high profile applications, but this
is also being rectified as more and more vendors recognize Linux as a maturing operating
system.

Another result of the evolutionary development of Linux is that various pieces of the code are
located on various Web sites. Because of this, it was difficult to install and upgrade the
product. Another difficulty was keeping track of module dependencies and the need to
acquire drivers for the hardware. The response to these issues is distributions. Distributions
provide coherent bundles of software in one location that will furnish a variety of capabilities
needed for a usable server or desktop. Generally they provide a lot of the same things, but
there may be particular functions that you require that are not available with a given
distributor.
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1.2.1 Distributions

The user interface and applications have developed separately from the Linux kernel and
have a variety of distributors. Most of them may be acquired without charge. If the user had to
separately download the kernel and all of the applications that they need, it would be a
daunting task. However, it can be done and is done by knowledgeable users who know
exactly what they want. If you are just beginning or don’t have time to download separate
packages, several groups have taken it upon themselves to put together collections of
applications with a version of the kernel which can be installed as a whole.

These are referred to as distributions. There are several mainstream Linux distributors. SuSE,
Turbolinux, and Red Hat are the distributors that are currently working with the iSeries to
distribute the drivers necessary to run Linux in an iSeries partition. There are many other
notable distributions available. But, at this time, it is unknown which might provide the
PowerPC extensions required for the iSeries hardware.

In most cases, the distributions have FTP sites from which the user can download the code.
However, some of the distributions are very large and the downioad time can be lengthy. For a
modest fee, the distributions can generally be acquired on CD and most come with
documentation. Many of the distributors have added utilities to facilitate installation and
maintenance of the product. Among these are GUI packages that manage the code
installation, upgrades, and configuration utilities. It is worth some research before selecting a
particular distribution. Required features may not be available. Relevant to the iSeries
implementation is whether the distribution provides a PowerPC distribution with iSeries
extensions.

1.2.2 Linux on all platforms

Linux was originally written to run on the Intel processor, but now runs on Compaq Alpha
AXP, Sun SPARC and UltraSPARC, Motorola 680x0, PowerPC (including IBM @server
pSeries, iSeries, and Macintosh), ESA/390 architectures, the newer 64-bit z/Architecture,
ARM, Hitachi SuperH, MIPS, HP PA-RISC, Intel 1A-64, DEC VAX, and others. With support
for these processors, Linux runs on all IBM @server platforms (xSeries, iSeries, pSeries, and
zSeries). The latest supported version of the kernel at the moment is 2.4. You can acquire this
version from the Web at: http://www.kernel.org

There are several different versions of the kernel available. Most users will simply use the
kernel that comes with their distribution. If they need to update the kernel, they are usually
told to obtain a particular level and how to obtain the required iSeries extensions. Those who
are building their own kernels should know that iSeries requires a 2.4 level kernel (not 2.2 or
earlier) and the earliest distributions use at least 2.4.3 or later.

Important: The Linux on iSeries implementation is a PowerPC based distribution with a
kernel compiled for iSeries.

1.3 Why use Linux on the iSeries server

With an integrated operating system, why would an iSeries shop look at an open system?
With the growth of the Windows operating system in the 1990s, iSeries developers integrated
the Windows operating system into OS/400 by providing drivers to allow for ease of
interaction between the two operating systems. IBM announced that it will spend $1 billion on
the development of Linux. This includes their commitment to making the Linux operating
system run on all IBM @server platforms. And as a result, iSeries developers are providing
this integration for Linux.
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IBM CEO Lou Gerstner states, “IBM is making a commitment to Linux because IBM is
convinced that Linux can do for business applications, what the Internet did for networking
and communication.” That means extend opportunities for open access and expansion.

Irving Wladawsky Berger, IBM vice president of technology and strategy, pointed out, “We see
Linux as a major force in IT and moving IT to the next generation of the Internet business.”
Further, Berger said, “So we are supporting Linux across all of our hardware platforms, our
middleware, and our services business.”

It is these commitments, and the iSeries-specific benefits, that make Linux on iSeries a viable
product.

The iSeries provides the following benefits to the Linux customer:

» A hardware platform of proven reliability and stability

» The ability to deploy less than a whole CPU to a partition for simple server functions, yet
retain the ability to partition servers through shared processors

» Virtual disk, enabling RAID-5 and disk striping to be deployed without extra effort

» Virtual LAN, which enables a Linux partition to communicate with OS/400 or another
iSeries efficiently, but without expensive gigabit hardware

» The ability to “right size” disk storage to what is needed using virtual disk, rather than to
the size of the device

» The ability to share OS/400 hardware that provides access to large amounts of DASD and
centralized management of resources

» Server consolidation

» Potentially initiating interaction with a large portfolio of existing e-business and business
applications

» A new customer base to Linux

The Linux environment offers the iSeries platform the following benefits:

Involvement in the open source community

New possibilities for Web applications and components

Leverage IBM’s investment in Linux

Expand its Internet flexibility and scope, as the ability to integrate with Linux expands
Potentially gain access to new hardware through Linux drivers

Attract new customers to the iSeries server
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1.4 Linux on iSeries implementation

The remaining sections briefly survey the iSeries implementation, look at some of the ways
the two environments can complement each other, and discuss how Linux might be used to
enhance the iSeries environment.

1.4.1 What is possible

6

The IBM @server iSeries server provides the ability to run Linux on the iSeries serverin a
secondary partition. The primary partition must be running OS/400 V5R1 or later, which
provides the support required to boot the kernel in a secondary partition. The Linux operating
system needs to be installed and executed in a secondary iSeries partition. In the first
release, the integration with OS/400 was minimal. Over time, the integration between OS/400
and Linux will be enhanced.
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For those who are familiar with the Integrated xSeries Server for iSeries (formerly the
Integrated Netfinity Server and Integrated PC Server), the most basic support of Linux
resembles IBM’s effort to provide affinity to the Microsoft Windows operating systems. The
most notable difference is that Linux runs directly on the iSeries PowerPC hardware, rather
than on an integrated adapter or external xSeries running on an Intel processor.

Attention: To run Linux on iSeries hardware, you must have OS/400 Version 5 or later
installed in the primary partition. Linux is not enabled to run as the sole operating system
on the iSeries server.

1.4.2 Definitions

Here are some common terms you should understand when working with Linux on the iSeries
server:

>

Logical partition: Logical partitions (LPAR) divide the iSeries hardware resources into
multiple independent servers within a single iSeries server. Each partition has access to
processors, memory and disks, and its own copy of OS. It is similar to a user who
partitions a hard drive on a PC to run separate operating systems or to isolate data. Unlike
the PC, however, multiple partitions can run different operating systems simultaneously.
For more information on logical partitioning, see:
http://www-1.ibm.com/servers/eserver/iseries/lIpar

Primary partition: There is only one primary partition on an iSeries machine. It is the
primary partition that manages the other partitions and enables the guest partitions. For
Linux partitions, OS/400 must be at V5R1 or higher on the primary partition. This partition
has sole control of the physical service panel and the ultimate control over the machine.
An IPL of this partition either IPLs the other partitions or ends them depending on how
they are configured.

Secondary partition: Secondary partitions are defined as partitions, but don’t include the
primary partition. These partitions run other copies of the OS/400 operating system. Each
is an independent entity and has a separate instance of 0S/400 and System Internal
License Code (SLIC) running in it. The operating system and PTF level could be different
than that in the primary or other secondary partitions within the limits allowed by LPAR.
Secondary partitions have a virtual service panel that is accessed via DST or SST.

Guest partition: A guest partition is a unique secondary partition that enables a guest
operating system to run natively on the iSeries hardware independently of 0S/400. It is
not possible to configure a guest partition on the iSeries hardware without OS/400 version
V5R1 or later installed in the primary partition. Currently only Linux is enabled in a guest
partition. This partition does not have OS/400 or System Licensed Internal Code (SLIC)
installed in it.

Hosted partition: A hosted partition has the root file system on the virtual disk. A network
server description (NWSD) is required to IPL this partition and provide access to virtual
services. In addition, you need to create at least one network server storage space
(NWSSTG) and link it to the NWSD for the virtual disk or disks. The only resources
required for Linux in this situation are the minimum amount of main storage required for
any secondary and a portion of processor resource. The hosting partition does not have to
be the primary partition. It is possible to use native IOA and their devices directly as well
as the virtual services in a hosted partition.

Non-hosted partition: A non-hosted partition has the root file system on the native disk.
Linux controls the DASD and can control the LAN Adapters, CD-ROM or DVD-RAM, and
tape drive. The partition is IPLed from the Virtual Service Panel or by NWSD. Since Linux
is in control of the adapters, it is the main source of diagnostic messages. This does not
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include the low level partition management functions which remain with the primary
partition as they do for all secondary and guest partitions.

Direct attached IOA: This is also referred to as native IOA. These are adapters for
communications, DASD, and tape devices that have been removed from owning IOPs, are
assigned to a guest partition, and run directly under the control of Linux. They are no
longer associated with an owning IOP when they are removed. When they are allocated to
the guest partition, the adapters can be viewed under the “Work with system partitions”
menu in the service tools. Figure 1-1 shows a native I/O listed with the proper device
name under the Linux controlled partition.

Display Allocated I/0 Resources
System: AS03

System partition(s) to display . . . . *ALL *ALL, 0-1
Level of detail to display . . . . . . *ALL  *ALL, *BUS, *IOP, *I0A, *DEV
Par Serial Part
ID Description Type-Model Number Number
Communications Chann 605A-001 00-1072020
System Bus 23 283B- 38-0301080  04N4723
Communications IOP 2890-001 10-81042 0000023L4306
Communications IOA 2890-001 10-81042 0000023L4306
Communications Port 2744-001 10-1010042 0000023L4288
Communications Port 2744-001 10-82017 0000023L4288
Virtual Port 6B00-001 10-81042 000008193654
System Bus 24 283B- 38-0301080  04N4723
1 LINUX Partition 9406-270 10-5HYMM
System Bus 23 283B- 38-0301080  04N4723
Multiple Function IOA 2763-
System Bus 24 283B- 38-0301080  04N4723

More...
* Indicates Toad source.
F3=Exit  F5=Refresh F6=Print  F9=Toggle empty pos
F10=Display logical address Fll=Display partition status Fl12=Cancel

Figure 1-1 Displaying adapters allocated to a guest partition

» Hypervisor: This is the code that the primary partition uses to supervise the partitions.

The hypervisor code mediates between the partitions to ensure partition integrity.

NWSD: This stands for network server description. This is an OS/400 configuration object
on a hosting partition. It was inherited from the Integrated xSeries Server for iSeries. It is
used in both the hosted and non-hosted environment to load the kernel for the initial
installation of Linux. In the “hosted” environment, it is used to IPL the partition, boot Linux,
and must be active for the server to function.

Virtual I/O: This is I/O support that is provided for the guest partition. CD-ROMs, tape
drives, and DASD are provided by a hosting partition through the use of an NWSD. Virtual
LAN and virtual console are provided by lower layers of code.
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Summary of guest partition definitions

The key point to take from the definitions is that there are essentially two types of guest
partitions: hosted and non-hosted. The options available to the partition depend on how the
partition is configured. As it was noted in the definitions, a hosted partition does not preclude
utilizing IOA directly attached to Linux, but a non-hosted partition excludes the use of virtual
DASD, tape, or CD-ROM, since it does not have a hosting partition to provide these functions.
The virtual console and virtual LAN are available to both types of partition. Table 1-1 presents
the options that are available.

Attention: It is possible to have a hosted partition and use both virtual and native (directly
attached) I/O. It is not possible to have a non-hosted partition and use virtual DASD, virtual
tape, or virtual optical. The virtual console and virtual LAN are available to both
environments.

Table 1-1 Comparison between hosted and non-hosted Linux partitions

Resource Hosted Non-hosted

Boot disk *NWSSTG, STMF, vialOA, Aor | Via lOA, A or B slot
B slot

Other DASD *NWSSTG or via IOA Via IOA

Tape Virtual or via IOA* Via IOA*

CD-ROM, DVD-RAM Virtual or via IOA* Via IOA*

Ethernet LAN Virtual or via IOA Via IOA

Console

Telnet to port 2301 on a host

Telnet to port 2301 on a primary

partition partition

I0OA*: CD-ROM, DVD-RAM, and tape I0OAs support only internal drives for Linux.

You also need to consider the items listed in Table 1-2 and Table 1-3 when choosing hosted
or non-hosted partitions. Both methods have positive and negative reasons for their selection
of implementation.

Table 1-2 Hosted Linux partition (root file system on Virtual DASD)

Positives Negatives

Cannot be active if the hosting system is in
restricted state”

Always boots by varying on a NWSD

Can be saved via iSeries SAV command to
obtain a snap shot of whole Linux partition

Can be copied easily to create a second Linux
partition

Always has access to virtual tape/CD from the
hosting partition

Uses the iSeries disk protection scheme (RAID
or Mirroring)

Disk sizes can be created from 1MB to 64 GB.
Not limited to 8 GB or 17 GB increments like
native disks
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Positives Negatives

*Restricted state: A state in 0S/400 where most OS/400 services are shut down to enable certain
forms of machine service and upgrade to take place. If the hosted partition is in this state, its Linux
partitions cannot be active.

Table 1-3 Non-hosted Linux partition (root file system on Native DASD)

Positives Negatives

Can be booted by varying on a NWSD or from Cannot be saved via iSeries SAV command
the LPAR screens

Can gain access to virtual tape/CD from a Cannot be copied easily to create a second Linux
hosting partition if booted by varying on NWSD | partition

Can be active if all iSeries partitions are in a Cannot use hardware disk protection (at first
restricted condition if the Linux partition is release)

booted from the LPAR screens (although
console will be inaccessible)

Wastes valuable rack space since the whole
DASD cage (entire IOA) has to be assigned to the
partition; a more expensive solution

Granular to whole disk units (8 GB or 17 GB). Use
of Linux Logical disk Volume Manager (LVM) or
equivalent is required to make larger drives

If hardware disk protection is available, it will take
multiple physical drives to achieve protection,
taking possibly far more space than required

1.4.3 Environment

The secondary partition that Linux will be installed in should be set up differently than other
secondary partitions. This can be inferred by the fact that it must be defined as a guest
partition. It is not specifically a Linux partition, but rather a guest partition. The intent is to
allow a guest operating system to install on the iSeries platform and to operate independently
of OS/400. This, of course, implies that OS/400 is installed in another partition to provide the
guest function.

The chief differences between the iSeries implementation and that of a standalone Netfinity
server, Compagq server, or other computer are the installation and the fact that the bulk of
these other implementations are on Intel processors. Installation is discussed in more detail in
the Chapter 2, “Installation and operation of Linux on the iSeries server” on page 17.

1.4.4 Shared processors

10

If the system has selected processors, it will be possible for a single processor to be split
among four partitions; the processor is shared between those partitions in amounts specified
by the user with minimum increments of 1% (.01) of a processor and a minimum of 10% (.1)
per partition. This has the advantage of getting more function for the processor investment in
cases where Linux CPU requirements are low. For more information, see Appendix C,
“Hardware planning, ordering, and configuration examples” on page 289.
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1.4.5 Virtual I/O

Creating a Linux partition only requires processor and memory resources be allocated to the
partition. The remaining resources such as storage, tape, CD-ROM can be supplied via a
virtual I/0 from a hosting OS/400 partition. Virtual I/O requires that a hosting partition is
configured to supply the resources to the hosted partition. Virtual I/O is discussed in more
detail in 2.5, “Virtual I/O” on page 51.

There are five virtual resources available that can be divided into two groups. Two of the
services do not require the host OS/400 partition to be active. They can be active when the
system is up to DST. However, the primary partition must be up and active. These services
are:

» Virtual LAN: It is desirable to have communication between partitions that are
concurrently active. The mechanism for communicating between secondary partitions
running OS/400 has been Virtual OptiConnect. The guest partitions do not use this
mechanism because Linux does not support Virtual OptiConnect. Therefore, another
mechanism was constructed, which is referred to as virtual LAN. It is one of several virtual
services available to the guest partition. The configuration of the virtual LAN is covered in
2.5.1, “Virtual LAN configuration” on page 52. It is a built-in, high speed mechanism for
directly transferring data between partitions without LAN adapters or other hardware.
Sixteen virtual LANs can be configured from the LPAR configuration screens. The virtual
LAN itself is not an actual physical connection, but emulates a 1 Gb Ethernet LAN.

» Virtual console: The virtual console provides a way to interact with Linux when it is being
installed, or when TCP/IP has been configured wrong so that there is no access from the
LAN. It can be accessed from Telnet client on the network by connecting to port 2301 of
Linux hosting partition.

Important: The primary partition must be active.

The other three services require OS/400 on the hosting partition to be active and a network
server description (NWSD) to be active. These are all similar to the services provided by the
Integrated xSeries Server for iSeries:

» Virtual DASD: These are referred to as network server storage (NWSSTG). Each one
appears to a server as a single hard drive, which is then known as “virtual disk”. They can
be used to store the install image or the boot image, or configured to be additional user file
systems. They can be as large as 64 GB and as many as 48 of them can be attached to a
“guest” partition.

» Virtual tape: The OS/400 tape drive can be used by Linux for Linux-based save/restore of
files and directories in a hosted partition. This is referred to as file-level backup. Refer to
Chapter 3, “Linux administration” on page 87, for more information.

» Virtual CD-ROM: The OS/400 CD-ROM may be shared and used for a Linux installation
to load other packages or for normal CD-ROM use.

Figure 1-2 illustrates how virtual devices work. They communicate via hypervisor code to the
device mapping functions of the host (O0S/400) partition that directs the messages to or from
the correct device. For instance, a Telnet request to the Linux server is directed through the
LAN adapter on the hosting OS/400 partition and routed by the OS/400 IP forwarding function
through the internal LAN. Linux drivers pick up these messages on the virtual LAN and send
them to the destination application. This is similar to the integration functions that allow the
Windows NT server running on the Integrated xSeries Server for iSeries hardware to use the
tape and optical drives on the OS/400. Note the console mapper that enables the virtual
console to connect to the guest partition.
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Figure 1-2 Overview of virtual I/O

1.4.6 Native I/0: I0As directly attached to the Linux partition

12

Alternatively, the user may want to achieve minimal dependence on the OS/400 and
maximum separation of resources so that all I/O to the Linux partition is under control of the
Linux operating system and the server boots independently of the other partitions. They can
configure a non-hosted guest partition by allocating DASD, CD-ROM, DVD-RAM, tape drive,
and LAN adapters as direct attached I0As controlled by the Linux operating system. The
supported tape, CD-ROM, and DVD-RAM are the internal quarter-inch tape, internal
CD-ROM, and DVD-RAM in a 5074 or 5079 expansion tower. The initial installation requires
assistance from the OS/400 partition to load the kernel and start the install. After Linux is
installed, the kernel can be stored in such a way as to exclude hosted assistance. It can then
be IPLed from its own virtual service panel.

Attention: Although Linux controls its own I/O, the partition still relies on the primary
partition and hypervisor for low-level services. If the primary partition is re-IPLed for
example, the guest partitions and secondary partitions will likewise be brought down or
IPLed depending on the way they were defined. Also, a failure in the primary partition that
causes it to abnormally end will likewise terminate the guest partitions. Re-IPLing the
primary partition will cause active Linux partitions to react on the subsequent boot as if
they had a power failure type crash. If possible, terminate the Linux partitions normally (for
example, halt or shutdown) before you re-IPL the primary or hosting partitions.

Supported native I/O features

The supported native I/O features are detailed in Table C-5 on page 292. The SCSI controller
actually provides a PCI interface so that the Linux drivers can locate and communicate to the
iSeries hardware.
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NWSD for non-hosted partitions

To install the Linux partition, you must have a network server description. Once the
installation completes, the partition can be configured to boot independently. Refer to 2.6.4,
“Configuring for a non-hosted partition” on page 81, for more information.

The non-hosted partition is an example in which all I/O would be driven by Linux and the
0S/400 is only responsible for protecting the integrity of the partition’s resources from other
partitions. The non-hosted configuration is best suited to serve as a firewall or similar
environment. However, a more likely scenario that will appeal to many is to use the directly
attached communications adapters rather than routing the communications across the virtual
LAN and out an adapter on the hosting partition while using the virtual DASD and virtual
optical devices on the hosted partition. Other mixed environment combinations are possible,
but we do not discuss them here. Figure 1-3 shows a direct attached IOA that communicates
with the Linux device drivers.

AS/400 Applications Linux Applications
SLIC 0S/400 GNU Runtime Linux
Kernel
Console CDROM |sk
DD

» Native Linux device drivers enabled by Kernel 0O G %
changes for iSeries LPAR support CDROM Pl?orggjssor

Existing Linux device drivers will be used where
they apply to iSeries hardware
» One new SCSI PCI IOA device driver written to
support an iSeries unique adaptor and its interface
protocol (SIS)

Disk I/O Disk 1/0
Processor Processor

Figure 1-3 Direct attached IOA

1.5 Linux application scenarios on iSeries
What are the advantages and disadvantages of the Linux environment on iSeries?

The “” in iSeries represents integration. It currently supports the following environments:

0S/400

Intel processors on Integrated xSeries Server for iSeries Servers
Domino

AlX applications in the PASE environment

vVvyyy

And now it supports Linux.
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Although the first release is aimed basically at installing a fully functional Linux server and
running it in a secondary partition, there are still some scenarios that might be immediately
appealing. Figure 1-4 illustrates a feasible scenario that would use two Linux firewall
partitions to establish a perimeter network all within the same system.

Perimeter network

0S/400 Linux 0S/400 Linux Linux
Core Business | |[Firewallff' | Apache Apache Firewal
App WebSphere | |File Server oad- OL
B2B Server Open Office balan:
ERP B2C Server
XML/WML
SCM

1 LAN Adapter Virtual LANS LAN Adapter

Figure 1-4 Scenario using Linux partitions to create a perimeter network (DMZ2)

Another scenario that might interest some would be to use the Apache Web server that
comes with most Linux distributions.

Server consolidation is one of the primary attractions for running Linux in an iSeries partition.
High-end hardware supports 31 Linux partitions and can provide access to a very large
amount of DASD — 64 GB x 48 drives. This capacity enables the possibility of many other
implementations, such as:

Partitions for testing Linux patches and applications before putting them into production
Hot swap servers (could maintain mirrored partitions to swap with a corrupted partition)
A form of Storage Area Network

Clustered servers

A separate Linux partition for application development

vVvyyvyyvyy

1.6 Performance
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The information on Linux performance on iSeries can be found in iSeries Performance
Capabilities Reference V5R1, SC41-0607. This book is available from the iSeries Information
Center CD-ROM or from the Web site at:
http://publib.boulder.ibm.com/pubs/html/as400/v5r1/ic2924/index.htm

As performance hints become available, they will be posted at the following Web site:
http://www.ibm.com/servers/eserver/iseries/Tinux/performance.html
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1.7 Summary

Linux and the open source community have a very flexible and agile Internet presence and
development community that can benefit the iSeries platform by providing exposure to the
open source community and a multitude of Internet applications. Linux is growing rapidly as a
server platform. It is attracting attention because of its reputation for stability, scalability, and
flexibility, which are available at very little immediate cost. In many cases, some of this cost
may be offset by the need for in-house programming and support. This also implies the ability
to provide very specific solutions rather than altering a shrink-wrap solution that does not
totally fit particular needs.

iSeries hardware and OS/400 provide a platform of proven stability and world class
performance. Little needs to be said in regard to the proven capabilities and broad popularity
of OS/400, since this publication is directed at OS/400 users implementing Linux.

Each operating system sharing the hardware can potentially provide benefits to the other that
will only increase as the integration is enhanced over time. This implementation will be unique
because it is PowerPC based and requires the existence of OS/400 in the primary partition to
provide the mechanism for initially booting Linux on the hardware.

Two distinct environments are possible:

» A hosted environment in which Linux depends on the hosting OS/400 partition for some or
all of its I/O and is booted and shutdown from OS/400. The major advantage of this is the
ability to save Linux data for emergency backup and access to large amounts of DASD. A
mixed environment, which is really a blend of the two solutions such as native
communications using dedicated LAN adapters while the rest of the 1/O is virtual, seems
likely to be the most popular solution and is the recommended solution for most
environments. Such a “mixed” environment is actually a subset of the hosted environment
because any of the virtual services to DASD, CD-ROM, or communications require a
NWSD and, therefore, a hosting partition.

» A non-hosted environment in which all I/O is “native” and controlled by Linux. Linux boots
using “native” DASD and does not have dependencies upon OS/400 after installation,
except for the very low-level partitioning code upon which all secondary partitions depend.
This has no effect on Linux. Beyond the fact that IPLing the primary partition, or a serious
problem that brings down the primary partition, will likewise bring down the Linux partition,
this is also true for other secondary partitions.
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Installation and operation of
Linux on the iSeries server

This chapter covers the following topics:
» System requirements
» LPAR

— Configuring a hosted partition
— Considerations for non-hosted partitions

» Linux setup
— Distributions
— Virtual I/0

Virtual Console
Virtual LAN
Virtual DASD
Virtual Optical
Virtual Tape

— Native I/0O

e Native LAN Adapters
¢ Native DASD

* Native Optical

* Native Tape

» General problem determination suggestions

— Common problems
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2.1 System requirements

18

The ability to divide OS/400 into logically separate partitions that have their own resources
and can concurrently run different copies of 0S/400 (LPAR) has been available on the iSeries
server since V4R4. A primary partition running OS/400 is required to manage the other
partitions.

New processors and other enhancements in V5R1 now allow processors to be pooled and a
fractional amount of a processor to be allocated to a partition from this pool. This is very
desirable for the primary partition to be allocated for partition management only. It is also a
significant factor in implementing guest partitions since Linux may not require an entire
processor for the workload it runs. OS/400 V5R1 enables the guest partition support that
allows Linux to run directly on the iSeries hardware as a guest operating system. The
following system requirements pertain to guest partition support:

Attention: When references are made to processor capabilities, see the tables in
Appendix C, “Hardware planning, ordering, and configuration examples” on page 289.

» 0OS/400 version V5R1 or higher must be running in the primary partition. For more
information on primary partitions or for detailed information on partitioning iSeries servers,
see: http://www-1.ibm.com/servers/eserver/iseries/lIpar/

» Make sure all latest Linux related PTFs have been installed. For a list, see
http://www.ibm.com/iseries/Tinux/ptfs.html

» For Linux support the iSeries server must be the newer Model 270 and 8xx servers that
have specific processor feature codes. See the tables in Appendix C, “Hardware planning,
ordering, and configuration examples” on page 289, or the Information Center Web site at:
http://publib.boulder.ibm.com/html/as400/infocenter.html

» Atleast 256 MB main memory is the minimum requirement for the primary partition that
runs OS/400. For a Linux partition, at least 64 MB main memory is required and 128 MB
or greater main memory is recommended. (Actually, at least 65 MB is required to support
memory management related data.)

» To utilize the shared processor capability that allows processors to be pooled and
assigned in fractional increments, the system must have a particular processor feature
code. See the tables in Appendix C, “Hardware planning, ordering, and configuration
examples” on page 289.

Attention: If the partition is defined to share processors and the processor is not the
correct type of processor, you won’t receive a warning, but the guest partition will fail to
start.

» With machines that do not support the shared processor capabilities, the user must set the
QPRCMLTTSK system value to “0”. To verify this, use the command:
DSPSYSVAL SYSVAL(QPRCMLTTSK)

» The interactive processing feature cannot be allocated to a guest partition since Linux
does support this feature.

» A maximum of 31 guest partitions can be defined.
» Virtual LAN can be used to establish multiple high speed inter-partition connections.

» Optionally, LAN adapters, DASD, tape, and optical IOA can be dedicated to the Linux
partition in native or direct attach mode. However, not all IOAs are supported in this
manner, so check Appendix C, “Hardware planning, ordering, and configuration examples”
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on page 289, or check the Information Web site at:
http://publib.boulder.ibm.com/html/as400/infocenter.html

» If you plan to use directly attached DASD, referred to as “native” DASD in some
publications, a proprietary IBM SCSI driver is required. The name of the driver is ibmsis.o.
The latest version can be found at http://www.ibm.com/servers/eserver/iseries/Tinux
in the developer resources section. It will be available on an IBM Web site as a “tarball”,
which is a file that has been archived and compressed using the Linux tar utility (some
distributors may package this as part of their distribution).

» A Linux distribution that supplies the iSeries PowerPC extensions and installation
instructions is required. At this time, SuSE, Red Hat, and Turbolinux are working with
iSeries to provide their software distributions.

2.2 Getting started

The process for installing and configuring Linux in a guest partition involves the following
steps:

1. Planning: For the detail hardware planning information, please review “Hardware
planning” on page 290.

— What resources will your Linux partition require and what do you have available?

* Do you have LAN adapters, DASD, CD-ROM, and tape drives that can be dedicated
to Linux and not utilized by OS/400? Generally this means that you have multiples
of each device that can be dedicated. If you do not have this configuration and need
to share DASD, CD-ROM or tape drive, then you need to create a hosted partition.

e Do you want to be able to use OS/400 to save an entire virtual disk’s worth of Linux
data? If so, you need a hosted partition.

e Are you going to use the Linux server as a firewall, Web server in a demilitarized
zone, or other implementation that requires a degree of isolation from OS/4007 If
s0, you will want directly attached LAN adapters and may want DASD directly
attached. These conditions could be implemented using either a hosted or
non-hosted environment. If you choose to implement a non-hosted environment,
then you need to have a dedicated CD-ROM and tape drive. The primary
consideration for a non-hosted environment is whether you have the resources to
dedicate to the partition. Problem determination in a non-hosted environment may
be slightly more difficult since the partition and its hardware are isolated from
0S/400.

2. Creating a guest partition:
This is discussed in detail on 2.3.2, “Configuring a guest partition” on page 23.
3. Installing Linux:

— Installation depends on the distribution chosen and the process each distributor has
implemented. It may require that you obtain documentation from the distributor.

— To install Linux on iSeries, you need a network server description, and a Network
Server Storage Space. These are discussed in detail in 2.4, “Linux installation” on
page 36.

4. Implementing Linux applications: The following chapters have information regarding Linux
applications and concerns.
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2.3 LPAR considerations

20

To install Linux on iSeries, minimal mastery of configuring guest partitions is required. Before
partitioning any system, you should understand the capabilities of the processors on your
system and try to estimate what resources each partition will require. Since this will vary by
what is to be installed and how it will be used, it would be extremely difficult to provide any
specific guidelines. You should be aware of the minimum requirements for a guest partition as
stated in 2.2, “Getting started” on page 19, and may want to research your Linux
implementation.

In V5R1, Linux partitions do not support dynamic resource movement. Therefore, if you want
to change processors or memory, the Linux partition needs to be re-booted for the changes to
take effect. For I/O to be added or removed, the partition must be varied off while you are
performing these actions.

If you plan to pool processors and share them among partitions, you need to assess how
much processing power will be required by each partition. For more information on shared
processors, see 1.4.4, “Shared processors” on page 10. There are no benchmarks available
at this time to aid in assessing the needs for Linux. However, it would be wise to research the
Linux documentation with regard to a particular environment you intend to implement. The
specifications for iSeries processors should be available via the configurator. In the absence
of concrete guidelines, you should do some testing to determine what configuration suits your
environment, before the actual implementation of shared processors.

If you will use virtual I/0O, you need to consider that the hosting partition provides the
resources. While this should not seriously impact the Linux partition, the requests from the
Linux partition are additional tasks that the hosting partition has to service. If the system is
busy, it could impact the Linux partition. There could be contention for I/O resources on the
hosting partition — in particular, for virtual DASD. Possible solutions, if this becomes a
problem, include allocating virtual DASD resources from a separate dedicated ASP or using
“native” DASD directly attached to the Linux partition, which Linux accesses directly through
its drivers and which is not shared by OS/400.

Virtual LAN I/O is another consideration. Requests can be passed through it, to the network
by way of a 0S/400 communications adapter, and replies are received in the same way.
However, this communication must be routed through the OS/400 (which adds an additional
hop to the route), so there may be some difference in round trip times as compared to a
directly attached LAN adapter. Data transfer across the virtual LAN may not be at the
expected rate depending on what is being accessed and how it is being accessed.

The virtual Ethernet can transfer 8996 byte frames, so you may enhance performance by
configuring the maximum frame size in the line description of the virtual LAN to this value.
The impact will be identical to the effect such a change would have on any other LAN. It may
be either positive or negative depending on whether the devices it is communicating with have
the same capabilities. But keep in mind that for communication over different networks with
different maximum transfer unit sizes, you need to use the smallest one in order to avoid
fragmentation of packages (which costs performance).

In a non-hosted environment, you must determine how to back up the data, since the Linux
data will not be in the OS/400 single level storage. FTP across the virtual LAN would be a
possibility. Of course, if the partition has a tape drive directly attached, Linux applications can
be used to save data. See 3.10, “Backup and recovery” on page 121, for more information on
save/restore in this environment.
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Some combination of both virtual and native resources is the expected mode of operations.
This would be a hosted environment, and we expect that this mixed environment will be used
extensively. The non-hosted partition will have reduced diagnostic capabilities and requires
more 1/O hardware. We recommend the hosted environment unless maximum separation of
the two environments is required.

2.3.1 Configuring a service tools user ID

To work with system partitions, you need to do some configurations in System Service Tools
(SST). Service tools user IDs have always been required to access functions in Dedicated
Service Tools (DST). However, as of V5R1, service tools user IDs are also required to access
System Service Tools (SST). We recommend that you create a service tools user ID for each
partition you configure on the machine. That way, different people can have different
authorities and cannot access partitions other than the ones for which they have granted
authority. QSECOFR is the only service tools user ID on the shipped system that has the
authority to add users to the service machine. We recommend that you create the other
service tools user ID that has all privileges. Note that service tools user IDs are disabled after
three failed attempts to sign on to DST or SST.

Logical partition configuring requires the service tools user ID to have partition remote panel
key authority for the partition-number you need to configure. To free resources, you also need
authority for the partitions from which you need to free the resources.

For more information on creating service tools user IDs, see:

» IBM-Supplied User Profiles and Dedicated Service Tool (DST) Users:
http://publib.boulder.ibm.com/pubs/html/as400/v5r1/ic2924/books/
c415302510.htm#HDRIBMPRF

» Logical partition authority:
http://publib.boulder.ibm.com/pubs/htm1/as400/v5rl/ic2924/index.htm?info/rzaj6/
rzaj6authority.htm

Service tools user IDs can only be created and changed through DST. To configure the
service tools user ID, follow these steps:

1. To bring up DST on the system console, go to the iSeries front panel and choose option
21.

2. Sign on to DST with a service tools user ID that has authority to add users. The password
can be different then the normal sign on. Note that passwords for a service tools user ID
are case sensitive. It will be disabled after three unsuccessful sign-on attempts. If
QSECOFR service tools user ID is enabled, it can be used for this.

3. Choose option 5 (Work with DST environment).

4. Choose option 3 (Service tools user profile), which displays the Work with Service Tools
User Profiles display shown in Figure 2-1.
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Work with Service Tools User Profiles
System: XXXXXXXXX
Type option, press Enter.

1=Create 2=Change password 3=Delete
4=Display 5=Enable 6=Disable
7=Change privileges 8=Change description
User
Opt Profile Description Status
Namel Service user Enabled

Figure 2-1 Work with Service Tools User Profiles display

5. Choose 1 (Create). Then the display shown in Figure 2-2 appears.

Create Service Tools User Profile
System: VVVVVVVVVVVV
Service Tools user profile name . . . . : Consoleusr
Type choices, press enter
Password . . . . . .. .00 Lo
Allow profile access before
Storage management recovery . . . . . . . 1 1=Yes, 2=No
Set password to expire . . . . . . . .. 2 1=Yes, 2=No
Description. . . . . . . .. . ... .. Console user

Figure 2-2 Create Service Tools User Profile display

6. You can create a service tools user ID just for the function that is required. The user ID and
password are set here. And if the user will manage non-hosted partitions, select the option
to allow access before storage management recovery. Press the Enter key, and the display
in Figure 2-3 appears.

Change Service Tools User Privileges
System: nnnnnnnnnnnn
Service tools user profile name . . . . . Consoleusers
Type option, press Enter.
1=Revoke  2=Grant
Option  Functions Status
None Revoked
Disk Units - operations Revoked
System partitions - operations Revoked
System partitions - administration Revoked
Partition remote panel key XXXXXXXX 000 Revoked
2 Partition remote panel key XXXXXXXX 001 Revoked

Figure 2-3 Change Service Tools User Privileges display

7. Enable the user to access the remote console for partition 001. If they require access to
other panels, there are more options for partition 002, partition 003, etc.

The only authority the console user needs is the one that is defined above. The default for
other options is revoked.
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2.3.2 Configuring a guest partition

Configuring partitions is done from the System Service Tools or the Dedicated Service Tools.
This example assumes that SST is used when a hosted partition is created. Furthermore, it
defers until later the discussion of allocating resources other than processor and memory.
There are only a few differences in creating non-hosted partitions, which are discussed
afterwards. Defining shared processors is an LPAR issue, but important since someone may
not want to dedicate a single processor to a Linux partition. This is discussed in 1.4.4,
“Shared processors” on page 10.

You can learn more about configuring guest partitions on the Web at:
http://publib.boulder.ibm.com/pubs/html/as400/v5r1/ic2924/index.htm?info/
rzalm/rzalmconfig.htm

To configure a guest partition, resources have to be removed from an existing partition and
allocated to the guest partition and then that partition can be configured. This process
requires several steps as described in the following sections.

Freeing resources from existing partitions (with dedicated processors)
This section discusses freeing resources in a dedicated processor environment. See “Freeing
resources (in a shared processor environment)” on page 26 for a shared processor
environment.

Restriction: For machines that do not support the shared processor capabilities, the user
must set the QPRCMLTTSK system value to “0”. To verify this, use the command:

DSPSYSVAL SYSVAL(QPRCMLTTSK)

See the tables in Appendix C, “Hardware planning, ordering, and configuration examples”
on page 289, for lists of supported hardware.

1. To remove resources start System Service Tools (STRSST) and log in using the service
tools user ID as created in 2.3.1, “Configuring a service tools user ID” on page 21. Select
option 5 (Work with system partitions) as shown in Figure 2-4.

System Service Tools (SST)
Select one of the following:

Start a service tool

Work with active service tools
Work with disk units

Work with diskette data recovery
Work with system partitions

Work with system capacity

(oIS B N
e e e e e e

Selection
5

F3=Exit F10=Command entry F12=Cancel

Figure 2-4 System Service Tools
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2. Select option 3 (Work with partition configuration) to reach the display shown in
Figure 2-5. On a new system, only the primary partition will exist and it will own all the
resources. To allocate resources that are owned by the partition, the resources must be
removed from the partition that owns them before they are added to the new partition.

Work with System Partitions
System:  SEATTLE
Attention: Incorrect use of this utility can cause damage
to data in this system. See service documentation.

Number of partitions . . . . .. . : 4
Partition manager release . . . . . : V5RIMO LOOO
Partition identifier . . . . . . . : 0
Partition name . . . . . . . . . . : PRIMARY *

Select one of the following:

. Display partition information
Work with partition status

Work with partition configuration
Recover configuration data

Create a new partition

Gl B W N =
e e e e

Selection
3

F3=Exit Fl12=Cancel

Figure 2-5 Work with System Partitions

3. Select option 2 (Change partition processing resources) as shown in Figure 2-6.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource
Partition
Option Identifier Name
2 0 PRIMARY
1 LINUX1
2 LINUX2
3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-6 Work with Partition Configuration

24  Linux on iSeries: An Implementation Guide



Selecting option 2 (Change partition processing resources) accesses the screen seen in

Figure 2-7.

Change Partition Processing Resources

Type changes, press Enter.
Partition identifier and name . . . . . . . . :
Current / available number of processors . . . :
New number of processors . . . . . . . . . . ..

Use shared processor pool . . . . . . . . . ..

Current / available size of main storage (MB) :
New size of main storage (MB) . . . . . . . ..

System:  SEATTLE

1 PRIMARY

1 /0
1
2 1=Yes, 2=No

256 /0
256

F3=Exit  F9=Include Timits  F10=Work with shared processor pool
F11=Display partition processing configuration Fl12=Cancel

Figure 2-7 Changing the processors and memory

4. Change the number of processors and the amount of memory to reflect the totals that you
wish to remove. On a system with available processors, there would be a prompt to allow
the user to change the number of processors and memory. When this process has been
accomplished, a screen appears that allows you to confirm the new resource allocations.
Press Enter to confirm your selections. Then, you should instantly return to the Remove

I/O Resources screen and be notified that the operation was successful. After removing

the processing power and memory, you can return to the screen shown in Figure 2-8 and
remove |/O resources by selecting option 4. We do not remove I/O resources at this point.
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Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select load source resource
Partition
Option Identifier Name
0 PRIMARY
1 LINUX1
2 LINUX2
3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-8 Removing I/O resources

Freeing resources (in a shared processor environment)
To set up a shared processor environment, use the following steps:

1. To remove a resource, start System Service Tools (STRSST) and log in using the service
tools user ID created in 2.3.1, “Configuring a service tools user ID” on page 21. Select
option 5 (Work with system partitions) as shown in Figure 2-4 on page 23.

2. Select option 3 (Work with partition configuration) to access the display shown in
Figure 2-9. On a new system, there is only the primary partition, which owns all the
resources. To allocate resources that are owned by the partition, the resources are
removed from the partition that owns them before they are added to the new partition.
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Work with System Partitions
System: AS03
Attention: Incorrect use of this utility can cause damage
to data in this system. See service documentation.

Number of partitions . . . . . . . : 2
Partition manager release . . . . . : V5RIMO LOOO
Partition identifier . . . . .. . : 0
Partition name . . . . . . . . . . : PRIMARY *

Select one of the following:

Display partition information
Work with partition status

. Work with partition configuration
Recover configuration data

Create a new partition

OB wWw N

Selection
3
F3=Exit F12=Cancel

Figure 2-9 Work with System Partitions

3. Type 3 (Work with partition configuration), and press Enter. The display in Figure 2-10
appears.

Work with Partition Configuration
System:  ASO03
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource

Partition
Option Identifier Name
0 PRIMARY
1 LINUX
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-10 Work with Partition Configuration

4. Type F9 (Work with shared processor pool), which brings you to the display in Figure 2-11.
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Work with Shared Processor Pool
System: S104DFNM
Enter non-zero value to create the shared processor pool.

Number of system processors . . . . . . . . . . . : 2
Number of available system processors . . . . . . : 0
Number of system processors allocated to pool . . . 0

Par --Total Processors-- ----------- Units Used-----------
Opt ID Name Cur / Pnd Min / Max Cur / Pnd Min / Max

(No pool exists)

Figure 2-11  Work with Shared Processor Pool

5. Specify the number of system processors to allocate to the pool and press Enter. The
display shown in Figure 2-12 appears.

Work with Partition Configuration
System:  S104DFNM
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource

Partition
Option Identifier Name
2 0 PRIMARY

Figure 2-12 Work with Partition Configuration

6. Type option 2 (Change partition processing resources) as shown in Figure 2-12. The
display shown in Figure 2-13 appears.
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Change Partition Processing Resources
System:  S104DFNM
Type changes, press Enter.

Partition identifier and name . . . . . . . . : 0 PRIMARY
Current / available number of processors . . . : 2 /0

New number of processors . . . . . . . . . . .. 2

Use shared processor pool . . . . . . . .. .. 1 1=Yes, 2=No
Current / available size of main storage (MB) : 1536 /0
New size of main storage (MB) . . . . . . . .. 1536

Current / available interactive feature . . . : 100 /0 %
New interactive feature . . . . . . . . .. .. 100 %

F3=Exit  F9=Include Timits  F10=Work with shared processor pool
F11=Display partition processing configuration F12=Cancel

Figure 2-13 Change Partition Processing Resources

7. Set Use shared processor pool to 1 (Yes) as shown in Figure 2-13 and press Enter. The
display shown in Figure 2-14.

Change Partition Processing Resources
System:  S104DFNM
Type changes, press Enter.

Partition identifier and name . . . . . . . . : 0 PRIMARY

Current / available number of processors . . . : 2 /0

New number of processors . . . . . . . . . . .. 2

Use shared processor pool . . . . . . . . . .. 1 1=Yes, 2=No
New shared processor pool units . . . . . .. 0.50

Current / available size of main storage (MB) : 1536 /0

New size of main storage (MB) . . . . . . . .. 1536

Current / available interactive feature . . . : 100/ 0 %

New interactive feature . . . . . . . . .. .. 100 %

Figure 2-14 Change Partition Processing Resources

8. Fill in the New shared processor pool units parameter. In the example above, the primary
partition is given a 0.50 processor. Press Enter when you have defined the fractional
amount. Then, the display in Figure 2-15 appears.
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Confirm Changed Partition
System:  S104DFNM

Verify information, press Enter.

Partition identifier and name . . . . . . . . : 0 PRIMARY
Number of partition processors . . . . . . . . HE
Minimum / maximum number of processors . . . . : 1 /2
Use shared processor pool . . . . . . . ... : Yes

Shared processor pool units . . . . . . . . : 0.50

Minimum / maximum processor pool units . . . : 0.10 / 2.00
Size of partition main storage (MB) . . . . . : 1536
Minimum / maximum size of main storage (MB) . : 288 / 1536
Partition interactive feature . . . . . . . . : 100 %
Minimum / maximum interactive feature . .. . : 3 / 100 %
Virtual OptiConnect / Virtual LAN . . . . . . : No / No

Figure 2-15 Confirm Changed Partition

9. Verify that the amount in the Shared processor pool units parameter is what you wanted.
Then press Enter to change the partition. Note that this process is no different for a guest
partition than it is for an OS/400 partition.

Attention: Please note that shared processors are only available on selected processors.
Not all processor models that support guest partitions can provide shared processors.
Some will require that a whole number of processors is allocated to partitions. See
“Hardware planning” on page 290 for more information.

Creating the new guest partition

To create the new guest partition, follow these steps:

1. Once resources are made available for the guest partition, you need to create the new
partition. Return to the main screen, and select option 5 (Create a new partition) as shown
in Figure 2-16.
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Work with System Partitions
System:  SEATTLE
Attention: Incorrect use of this utility can cause damage
to data in this system . See service documentation.

Number of partitions . . . . .. . : 4
Partition manager release . . . . . : V5RIMO LOOO
Partition identifier . . . . . . . : 0
Partition name . . . . . . . . . . : PRIMARY *

Select one of the following:

Display partition information
Work with partition status

Work with partition configuration
Recover configuration data

Create a new partition

oW N =
e e e e .

Selection
5

F3=Exit Fl12=Cancel

Figure 2-16 Work with System Partitions

2. To create a guest partition, continue with the following screens. Select option 2 (Guest) as
shown in Figure 2-17.

Select Operating Environment
System: SEATTLE
Select one of the following:

1. 0S/400
2. Guest

Selection
2

F3=Exit Fl12=Cancel

Figure 2-17 Selecting to configure a guest partition
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3. On the screen that appears (Figure 2-18), follow these steps:
a. Specify:

* A name for the partition. Any name that is appropriate or meaningful to your
environment is recommended.

* A numeric partition number (Note: The primary partition is always “0”).
b. Specify the number of processors for this partition:

* For whole processors, specify a number of processors out of the number available.
Note when this system was new, 3 processors would have been available and a
selection of 1, 2, or 3 would be acceptable.

e To use shared processors. Select F10 and this will allow the selection of the
processor pool. Next select 1=Yes for “Use shared processor pool”. This would
bring up a prompt to enter the fractional amount.

c. Enter the size of the partition main storage (a minimum of 64 MB; 128 MB or greater is
recommended).

d. Press the Enter key.

Create New Partition
System:  SEATTLE
Complete blanks, press Enter.

Partition identifier and name . . . . . . . .. 4
Number of available system processors . . . . : 1
Number of partition processors . . . . . . . .. 1
Use shared processor pool . . . . . . . . . .. 2 1=Yes, 2=No
Size of available system main storage (MB) . . : 0

Size of partition main storage (MB) . . . . . .

A

Interactive feature available . . . . . .. . : 0
Partition interactive feature . . . . . . . ..

°

F3=Exit  F9=Include Timits  F10=Work with shared processor pool
F11=Display partition processing configuration F12=Cancel

Figure 2-18 Create New Partition

4. A confirmation screen follows. If the values are correct, press the Enter key. Then, the next
screen, Select Communication Options, shown in Figure 2-19, is displayed. Specify the
virtual LAN port for the partition. LAN 0 is selected in this case, but any of them could be
selected. Make sure there is communication between the host partition and guest partition
by having the host partition and guest partition attached to the same VLAN.
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Select Communication Options
System: SEATTLE

Partition identifier . . . . . . . . . . .. . 4
Partitionname . . . . . . . . . . . . . . . . LINUX1

Type changes, press Enter.
1=Yes 2=No

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2

F3=Exit  Fl1=Display communication options  F12=Cancel

Figure 2-19 Configuring the virtual LAN

5. A confirmation screen follows showing the information about the partition that was just
created. If correct, press the Enter key as shown in Figure 2-20.

Create New Partition
System:  SEATTLE

Complete blanks, press Enter.

Partition identifier and name . . . . . . . . . . 4

Number of available system processors . . . . : 1

Number of partition processors . . . . . . . .. 1

Use shared processor pool . . . . . . . . . .. 2 1=Yes, 2=No
Size of available system main storage (MB) . . : 0

Size of partition main storage (MB) . . . . . . 66

F3=Exit  F9=Include Timits  F10=Work with shared processor pool
F11=Display partition processing configuration Fl12=Cancel

Figure 2-20 Confirming selections
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6. From the Work with Partition Configuration screen, it is necessary to specify a hosting
partition. Select F23 (More options) as shown in Figure 2-21.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select load source resource
Partition
Option Identifier Name
0 PRIMARY
1 LINUX1
2 LINUX2
3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-21  Work with Partition Configuration

Setting the hosting partition
To set the hosting partition, follow these steps:

1. From the Work with Partition Configuration screen, enter option 13 (Change host) next to
the Linux partition to be “hosted”. See Figure 2-22.
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Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
7=Select console resource 8=Select alternate IPL resource
9=Select default electronic customer support resource
10=Change comm options 11=Delete 12=Change oper env 13=Change host
Partition
Option Identifier Name
0 PRIMARY
1 LINUX1
2 LINUX2
3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-22  Work with Partition Configuration

2. Alist of partitions available to host the Linux partition is presented. In this case, only the

primary partition was available so we entered a 1 next to it. But, if there was another
0S/400 secondary partition available, we could have selected it as the host. See the
selection of available hosts in Figure 2-23.

Change Host Partition

System:  SEATTLE
Partition identifier

Partition name . . . . . . . . . . . . . . . . LINUX1

Type option, press Enter.

1=Select
----------- Host Partition------------
Option Identifier Name Version/Release
1 0 PRIMARY  V5R1MO LO0O *

* Indicates current host.
F3=Exit F12=Cancel

Figure 2-23 Selecting the host partition
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Setting up the virtual LAN
To set up the virtual LAN, follow this process:

1. From the Work with Partition Configuration screen, select F10 (Work with Virtual LAN
Configuration). The last step is to set up the virtual LAN in case you want to use it. Make
sure the virtual LAN number you want to use is available to all Linux and OS/400 partitions
that need this virtual LAN channel. An example of a virtual LAN configuration is shown in
Figure 2-24. We selected LAN 0 because it was the first one available in sequence, but
there is no particular reason that it had to be “0”.

2. If the hosting partition is not connected, complete these steps:

a. Choose option 2 (Change).
b. Add the host partition to the virtual LAN.

Work with Virtual LAN Configuration
System:  SEATTLE
Type options, press Enter.
2=Change
Par e Virtual LAN Identifiers-------—---—-—--—--—-
Opt ID Name o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 PRIMARY 1
1 LINUX1 1
2 LINUX2 1
3 LINUX3 1
'l'" Indicates LAN in use. '.' Indicates LAN not in use.
F3=Exit F9=Show all partitions
F11=Display communication options F12=Cancel

Figure 2-24 Check the primary partition is connected to the virtual LAN

Finally, you must IPL the primary partition in order for your new partitions to be activated. You
should use the PWRDWNSYS command from active OS/400 secondary partitions to ensure
a normal shutdown occurs. Then, if possible, use the PWRDWNSYS command for the
primary partition.

2.4 Linux installation
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This section takes you through some important considerations when installing Linux on
iSeries.

Important: The actual procedure for installing Linux is provided by each of the individual
distributions. We provide a few notes and a sketch of some considerations for the initial
installation and the boot process thereafter. These are far from complete. For instructions
about the installation, please see the documentation provided by the distributor or contact
the distributor for clarification of the documentation.
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2.4.1 Choosing a distribution

IBM is currently working with the following distributors to provide the distribution of the iSeries
PowerPC extensions. Please refer to these distributors’ Web sites for more information:

» SuSE: http://www.suse.com/index_us.htm]
» Turbolinux: http://www.turbolinux.com
» Red Hat: http://www.redhat.com

Or you can visit the IBM iSeries Linux home page at: http://www.ibm.com/iseries/1inux

You need a distributor that has a PowerPC-enabled version of the Linux kernel including
support for iSeries. Refer to Chapter 4, “Advanced administration and development” on
page 137, for an in-depth discussion about the kernel and needed modules.

2.4.2 Installation details

As mentioned already, Linux cannot be installed as the only operating system on an iSeries
server, but must be installed in a secondary partition of a system running OS/400 V5R1 (or
later) in the primary partition. Another fundamental difference when installing Linux on the
iSeries server results from the difference between the way in which OS/400 is loaded as
opposed to other computers that use BIOS.

When you install Linux on PCs, it installs information into the Master Boot Record (MBR) so
that the system boots to Linux’s boot loader on a partition marked as “bootable”. After the
installation, Linux uses the Linux Loader (LILO), which is its boot loader, to boot the kernel.
On other systems Linux can be installed to boot from another boot loader, such as System
Commander or Partition Magic, or alternatively it can boot other operating systems.

Since iSeries hardware has only needed to boot OS/400 until now, there is no generic
process for loading and installing operating systems other than OS/400. Therefore, there
needs to be a process to load the kernel into the partition, initialize it, and link to the root file
system in order to start the rest of Linux.

The mechanism to do this initially is the network server description (NWSD). A NWSD is
necessary for the installation of both the hosted and non-hosted environments. The NWSD
resides on the hosting partition.

Important: Both for hosted and non-hosted partitions, the installation process in done
using a network server description. All non-hosted partitions initially are loaded in a hosted
environment that gives the advantage that the OS/400 Optical Device can be used to
install from the CDs.

After the initial installation, the NWSD remains the mechanism for booting a hosted Linux
partition. However, subsequent boots of the non-hosted environment would no longer require
the NWSD. Non-hosted partition would be booted from the SST Virtual Service Panel.

Please refer to each distributors’ documentation for the installation procedure in detail.

Before you begin, verify that all LPAR configurations are done. If this partition will use virtual
services, the partition needs to have a defined host.
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2.4.3 Creating an initial network server description (CRTNWSD)

The NWSD object is shared with the Integrated xSeries Server for iSeries, so not all of the
parameters apply. To create a NWSD, use the Create Network Server Description
(CRTNWSD) command.

The important parameters used in Figure 2-25 are:

» Network server description is the name of the NWSD (in this example LINUX1).

» Resource name is *NONE, which means you do not reference physical resources.

» Network server type is *GUEST.

» Online at IPL is *NO (this could be set to *YES).

» Partition is the name of partition into which Linux will be installed (LINUX1 in this example).

» Code Page is 437 (the default *LNGVER is not supported, so you must enter a specific code
page).
» Restricted device resources *NONE restricts the tape and optical devices that the server

can use. This would reference devices shared by the OS/400 and is strictly optional but
may be important if you experience device contention.

The other pertinent parameters in the NWSD are shown in Figure 2-27 on page 41 and are
discussed in the following section.

Create Network Server Desc (CRTNWSD)

Type choices, press Enter.

Network server description . . . > LINUX1 Name
Resource name . . . . . . . . . > *NONE Name, *NONE
Network server type . . . . . . > *GQUEST *WINDOWSNT, *GUEST
Online at IPL . . . . . . . .. *no *YES, *NO
Vary on wait . . . . . . . . .. *NOWAIT *NOWAIT, 1-15 minutes
Partition . . . . . . . . . .. LINUX1 Name
Code page . . . . . .. . ... 437 *LNGVER, 437, 850, 852, 857...
Server message queue . . . . . . *JOBLOG Name, *JOBLOG, *NONE
Library . . . . o o o oo L. Name, *LIBL, *CURLIB
TCP/IP port configuration:
Port . . . .. o0 *NONE *NONE, *INTERNAL, 1, 2, 3

Internet address . . . . . . .

Subnet mask . . . . . . . ..

Maximum transmission unit . . Number
+ for more values

More...
F3=Exit  F4=Prompt F5=Refresh  Fl2=Cancel F13=How to use this display
F24=More keys

Figure 2-25 Create Network Server Description

2.4.4 Boot parameters of the NWSD
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The following parameters in the network server description control from where the Linux
kernel will be booted. See Figure 2-26 on page 40 for more information. You can also refer to
4.3.7, “Compiling the kernel” on page 161, for information about how to install the kernel into
these IPL sources.
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Important: Refer to the distributor’s installation documentation for exact values of these
parameters because they are all different.

IPL source is set to *NWSSTG in this example. This parameter defines where the kernel is
located that the server will be booted from and has the following possibilities (see
Figure 2-26 on page 40):

*NWSSTG means that the boot source is a virtual disk associated with the NWSD. It must
have a partition formatted as a primary partition of type “PReP Boot” (type 0x41)
marked as bootable. An optimal size for the PReP partition would be 7 MB to 8 MB. If
the size of the PReP partition is too small, then the kernel cannot fit in the PReP
partition. For more information on partitioning, see 3.2, “Devices” on page 90.

*STMF means the boot source is a file in the Integrated File System (IFS) of the OS/400
partition. The kernel is, therefore, a read out of a stream file. This could include a
CD-ROM that would be mounted into the Integrated File System on iSeries under the
directory QOPT and is most likely what will be used to install from the CD-ROM.

A or B means the Linux system boots from slot A or B. The semantics are derived from
the iSeries IPL options, which allow different copies of OS/400 to be loaded. To do this,
the /proc file system is used with a command similar to the following example:

dd if=/usr/src/1inux/vmlinux of=/proc/iSeries/mf/A/vmlinux

Refer to 4.3, “Building the kernel” on page 154, for detailed information on working with
the kernel. The advantage of doing this would be a faster startup. However, there may
also be disadvantages, among which it cannot be saved and restored.

*PANEL means that in the SST Partition configuration panel must specify which IPL
source must be used.

The other values are reserved.

IPL stream file is the path to the stream file that the server would boot from when *STMF
is specified as the IPL source.

IPL parameters offer a way of to give boot time parameters to a Linux system, such as
can be specified at the /ilo prompt on a PC Linux system. For more information on these
parameters, refer to each distributor’'s documentation.

Note: If you boot the kernel without network server description, but from a kernel slot,

the IPL parameters given here will not be used. Instead, the kernel is given the
arguments that have been stored in the proc file system.
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Create Network Server Desc (CRTNWSD)

Type choices, press Enter.

Ports:
Port number . . . . . . . .. *NONE 1, 2, 3, *INTERNAL, *NONE
Line description . . . . . . . Name
+ for more values
Synchronize date and time . . . *TYPE *TYPE, *YES, *NO
IPL source . . . . . . . . . . . *NWSSTG *NWSSTG, *PANEL, *STMF, A...
IPL stream file . . . . . . .. *NONE
IPL parameters . . . . . . . .. *NONE
Authority . . . . . . . . . .. *LIBCRTAUT Name, *LIBCRTAUT, *CHANGE...
Text 'description' . . . . . .. *BLANK

Bottom
F3=Exit  F4=Prompt F5=Refresh  Fl2=Cancel F13=How to use this display
F24=More keys

Figure 2-26 Boot or IPL parameters for the Linux partition

A network server description can be viewed and its status determined by using the command:
WRKCFGSTS *NWS

From the status screen, the NWSD can be varied on or off. Please note that this process is
the required way to IPL the partition for a hosted partition.

2.4.5 Create Network Server Storage Space (CRTNWSSTG)
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Network server storage spaces (NWSSTG) are basically stream files in the IFS that are made
to look like local hard drives to the server. These could contain the kernel and boot images or
be linked on OS/400 and mounted (in Linux) as a separate partition or partitions to contain
user data. In the case that the server is booting from a network server storage space, it
should be the first drive linked. See Figure 2-27. NEWLIN, RHBETAB, and TURBO are all the
boot files for their respective servers. LINUX2ALT is additional user space for NWSD
Redhat71, which has another NWSSTG linked previously that is not displayed on this screen.
The view shown in Figure 2-27 is of existing network server storage spaces using the CL
command WRKNWSSTG.
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Work with Network Server Storage Spaces
System:  SEATTLE
Type options, press Enter.
1=Create 3=Copy 4=Delete 5=Display 6=Print 10=Add Tink
11=Remove Tink

Percent
Opt Name Used Size Server Drive Format Access ASP
LINUX2ALT 0 1800 REDHAT71 2  *OPEN *UPDATE 1
NEWLIN 0 800 REDLIN 1 *OPEN *UPDATE 1
RHBETA7B 0 1536 REDHAT7B 1 *OPEN *UPDATE 1
RHBETA71 0 1536 *0PEN 1
RHSMALL 0 1280 *NTFS 1
TURBO 0 1024 LINUX3TL 1 *OPEN *UPDATE 1
Bottom

Parameters or command

===>

F3=Exit  F4=Prompt F5=Refresh  F6=Print 1ist F9=Retrieve
F11=Display text F12=Cancel F17=Position to

Figure 2-27 Work with Network Server Storage Spaces

Network server storage spaces are created using the CL command CRTNWSSTG as
illustrated in Figure 2-28 or alternatively using option 1 from the WRKNWSSTG display in
Figure 2-27. They can be created as large as 64 GB for a single network server storage
space, and a maximum of 48 network server storage spaces can be linked to a server.

Create NWS Storage Space (CRTNWSSTG)

Type choices, press Enter.

Network server storage space . . > USERDTA Name

Size . . . ..o oo > 2000 *CALC, 1-64000 megabytes
From storage space . . . . . . . *NONE Name, *NONE

Format . . . . . . ... .. .. > *OPEN *NTFS, *FAT, *FAT32, *OPEN
Auxiliary storage pool ID . . . 1 1-99

Text 'description' . . . . . .. *BLANK

Bottom
F3=Exit  F4=Prompt F5=Refresh  Fl2=Cancel F13=How to use this display
F24=More keys

Figure 2-28 CRTNWSSTG command
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Generally *OPEN is the choice for Linux because it allows the operating system to format the
drive. Linux supports several file system types, so this is convenient. Note also that the space
can be allocated from auxiliary storage pools (ASPs) other than the system pool, which is
where it is allocated from by default. Once the network server storage space is created, it
needs to be linked. See Figure 2-30 on page 44 to link the network server description and
network server storage space (ADDNWSSTL).

Note: One of the most frequent problems associated with creating network server storage
spaces has been creating them at a size that is not sufficient for one’s needs. Once it is
created, there is no way to expand the size dynamically. Also creating a larger network
server storage space and attempting to decrease the size at a later date does not work as
expected. So if you find that the network server storage space created is filling up and you
want it to be larger, create and link another network server storage space and then copy
the data between them. See 3.3.2, “Creating and adding a virtual disk” on page 96, for
more information.

What are IFS stream files

The discussion of the network server description contains references to *STMF as an IPL
source, for example, where the kernel is booted into the Linux partition. It is quite possible that
this will be the primary mechanism involved in the installation process.

A stream file is read and written as one long “stream” of data as opposed to a physical file on
0S/400 that is record defined. This type of file in an OS/400 environment is typically
associated with personal computer files, but that is a very restricted view. The Integrated File
System came about in order to provide a space for diverse file systems, and many of the file
systems are of the *STMF format.

The scenario that seems most likely to be part of the installation scenario would have the IPL
source in the network server description configured to specify *STMF. The IPL stream file
would define the path to the kernel and a RAM disk that contains the root file system so that
the installation could take over and directly access the CD-ROM. WRKLNK is the command
used to access the Integrated File System. Issued without parameters, the command brings
up the root of the IFS. Use the WRKLNK command to verify the path to the installation stream
file.

To actually associate the storage space with a server, it must be linked to the NWSD. This
establishes the pointers in the NWSD so that the association can be maintained. Use either
the WRKLNK command or run WRKNWSSTG and select option 10. Figure 2-29 shows this
display.
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Work with Network Server Storage Spaces
System:  SEATTLE
Type options, press Enter.
1=Create 3=Copy 4=Delete 5=Display 6=Print 10=Add Tink
11=Remove Tink

Percent

Opt Name Used Size Server Drive Format Access ASP
HIHIHO 0 10 REDHAT71 4  *0OPEN *UPDATE 1
LINUX2ALT 0 1800 REDHAT71 2 *OPEN *UPDATE 1
NEWLIN 0 800 REDLIN 1 *QPEN *UPDATE 1
REDHBTWO 0 2000 REDHAT7B 2 *OPEN *UPDATE 1
RHBETA7B 0 1536 REDHAT7B 1 *OPEN *UPDATE 1
RHBETA71 0 1536 *0OPEN 1
RHSMALL 0 1280 *NTFS 1
SECONDLIN 0 200 REDLIN 2 *OPEN *UPDATE 1
TEMP 0 1 REDHAT71 5  *OPEN *UPDATE 1
More. ..

Parameters or command

===>

F3=Exit  F4=Prompt F5=Refresh  F6=Print 1ist F9=Retrieve
F11=Display text F12=Cancel F17=Position to

Figure 2-29 Working with network server storage spaces

To remove the link, however, the server must be varied off and you must issue the Remove
Network Server Storage Space (RMVNWSSTG) command or you can use option 11 from the
WRKNWSSTG display. Storage spaces reside in the Integrated File System under the
/qfpnwsstg directory and can be viewed using the command:

WRKLNK */qfpnwsstg/*?

They can also be saved from there and restored, using the SAV/RST commands or any save
that will save all user data. Restore into a previously created network storage space since
SAV does not capture all of the attributes. See 3.10, “Backup and recovery” on page 121, for
backup and recovery information.

Note: The storage space link can be added dynamically (Figure 2-30). For example, the
space will show as linked and it will not be able to be unlinked or deleted until the server is
varied off. However the Linux server will not see the disk until the server is varied off and
on. So although the link is established, the actual device is not recognized by Linux until
after the server is varied off.

When the partition is varied off and on again, the storage space is shown as an extra disk
to Linux. For more information on adding virtual disks and using them in Linux, refer to 3.3,
“Handling virtual and direct attached hard disks” on page 95.

Keep in mind that the option to link with *READ access does not currently work.
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Add Network Server Storage Link (ADDNWSSTGL)

Type choices, press Enter.

Network server storage space . . > USERDTA Name

Network server description . . . > REDHAT71 Name

Drive letter . . . . . . . . .. *FIRSTAVAIL K-Z

Dynamic storage link . . . . . . *yes *NO, *YES
Network server type . . . . .. *NWSD Character value
Drive sequence number . . . . . *CALC 3-18, *CALC

Additional Parameters

Access . . . . . ..o *UPDATE *UPDATE, *READ

Bottom
F3=Exit  F4=Prompt F5=Refresh  Fl12=Cancel F13=How to use this display
F24=More keys

Figure 2-30 Add Server Storage Link

2.4.6 Connecting to the virtual Linux console
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The virtual console is used to access the Linux partition to do the initial installation, do
diagnostic searches for messages, or to access Linux if you can’t access Linux from the
network. Virtual console is actually a program running in the low level code below the
operating system listening for requests on port 2301 of the hosting partition or the primary
partition. It can be utilized from either a Telnet client on OS/400 (not the preferred method) or
a PC client Telnet connection.

To connect to the virtual console, Telnet to port 2301 or 21 on the hosting or primary partition
and log on with a service profile. Upon connection of a client, the daemon listens on port 2301
and creates a VT100 session that can be accessed directly from a 5250 green screen or a
Telnet client running on a PC or other servers.

At the time this redbook was written, you must use care when choosing an appropriate Telnet
client because of issues with the mode in which the virtual console is running. As such, there
are issues with keystrokes particularly in the 5250 Telnet that make using installation tools
and editors such as vi or emacs difficult.

Telnet client on a PC

There are no problems connecting to the virtual console using a Linux PC or any other UNIX
server. From a Linux PC, you would use the telnet 1isa 2301 command to connect to the
virtual console, if lisa is your iSeries machine. To end the Telnet session, you would use the
telnet quit command. Before this command can be used, you need to know that you have
to press Ctrl-] to enter the Telnet command mode.
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However, when using a Telnet client from a Windows PC, the default Telnet client is not
recommended. Therefore we strongly recommend using PuTTY. PuTTY is a free program
that can be used for Telnet as well as SSH sessions. Download it from the Web at:
http://www.chiark.greenend.org.uk/™~sgtatham/putty/

When starting PuTTY, you see the window shown in Figure 2-31. The only two options you
need to change are Hostname (where you fill in the IP address or hostname of the primary or
hosting OS/400 partition) and Port, which must be set to 2301. See 9.2.8, “ssh clients for
Windows” on page 217, for more information about PUuTTY and how to customize it.

PuTTY Configuration x|

Category:
- Session Basic options for your PUTTY session

E| Terminal —Specify pour connection by host nam
- Kepboard Host Name Port

+findows [rchasmon [23m
- Appearance

- Tranglation
- Selection

Pratacal:
" Raw & Telnet  55H

—Load, save or delete a stored session

Saved Sessions

rchazm0l [2307)

Default Settings Load
rchazm0l [2307) I_
rchazm03 [2307) Save
redhat 830

suse 270 native Delete
suse 530

turbo 830

| V¥ Cloge ‘Window on Exit |

About | Open | Cancel l

Figure 2-31 Starting a virtual console session with PuTTY

Telnet client in 0S/400

Using Telnet from an OS/400 partition is not recommended, because of the previously
mentioned errors. However, in case you really have no choice, the following displays show
how to use the OS/400 Telnet feature. Figure 2-32 and Figure 2-33 show the parameters.

1. Run TELNET from the OS/400 command line, and prompt with F4. See Figure 2-32.
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Start TCP/IP TELNET (TELNET)
Type choices, press Enter.
Remote system . . . . . . . .. 127.0.0.1
Bottom
F3=Exit  F4=Prompt F5=Refresh  Fl0=Additional parameters Fl2=Cancel
F13=How to use this display F24=More keys

Figure 2-32 Starting the Telnet client for console

2. Fillin the loopback (127.0.0.1) as the remote system to connect to, and press F10 to see
additional parameters as illustrated in Figure 2-33.

Start TCP/IP TELNET (TELNET)
Type choices, press Enter.
ASCII tab stops........ *DFT 0-133, *DFT, *NONE

or more values
Coded character set identifier *MULTINAT 1-65533, *MULTINAT...

ASCII operating mode ID....  *VT100 *\T220B7, *VT220B8, *VT100...
Port............ . . 2301 1-65534, *DFT
Remote virtual display . . . . . *DFT Name, *DFT
Remote user . . . . .. .. .. *NONE Name, *NONE, *CURRENT
Remote password . . . . . . . . *NONE
Remote password encryption . . .  *DES7 *DES7, *SHA1, *NONE
Remote initial program . . . . . *RMTUSRPRF Name, *RMTUSRPRF, *NONE
Remote initial menu . . . . . . *RMTUSRPRF Name, *RMTUSRPRF, *SIGNOFF
Remote current library . . . . . *RMTUSRPRF Name, *RMTUSRPRF
Remote keyboard type . . . . . . *RMTSYS *RMTSYS, *LCL
Remote codepage . . . . . . .. *RMTSYS *RMTSYS, *LCL
More...

F3=Exit  F4=Prompt F5=Refresh  Fl2=Cancel F13=How to use this display
F24=More keys

Figure 2-33 Starting the Telnet client for console extended view

46  Linux on iSeries: An Implementation Guide



3. Fillin the ASCII operation mode ID (which must be *VT100) and the port to connect to (in
case of the virtual console, fill in 2301.)

4. Press the Enter key, which brings up the console screen and a lists of the available
partitions as seen in Figure 2-34.

0S/400 Guest Partition Console
1: LINUX1
2: LINUX2
3: LINUX3

Figure 2-34 The login screen for the virtual console

5. Enter the partition number and press the Enter key, which brings up the display shown in
Figure 2-35. There is a prompt for the service tools user ID and password. The user ID is
echoed to the display at this time. If the server is not up, the console will wait until the
partition becomes active.

0S/400 Guest Partition Console

1: LINUX1

2: LINUX@

1

LINUX1 : Enter 0S/400 service tools user id:
NNNNNNNNN

LINUX1 : Enter 0S/400 service tools password:
mmmmmmmmmmmmmmm

LINUX1: Console connecting

LNUX1: Console connected

sh-2.04+#

Figure 2-35 Filling in the logon information

The user ID and password that are prompted for in Figure 2-35 are for a system service
profile. (For more information, see 2.3.1, “Configuring a service tools user ID” on page 21.) If
you forget to specify port 2301, you will be connected to an OS/400 Telnet session.

Virtual console considerations
The virtual console is primarily for:

» The initial installation
» Solving problems that result in the server becoming inaccessible to the LAN
» The configuration tool for the native DASD and diagnostic capabilities

Alternatively the Client Access function Operations Navigator - LAN Connectivity, hereafter
referred to as “LAN console”, can be used. It offers the advantage of encrypted passwords.
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Identifying console connections

The case may be that you need to know who is accessing your virtual console or you want to
terminate the console connections. If you experience performance issues or if something
seems to be hung, you may want to do this also. This can be accomplished by issuing the
command from the OS/400 command line:

netstat *cnn

When reviewing the entries, you should find at least one entry for as-vcons as illustrated in
Figure 2-36.

If you select F14 (Display port numbers), it should show a local port of 2301 in listening
status. This is the daemon and does not need to be cancelled. Scroll down. If there are
connections to the console, there will be other entries for as-vcons with the remote port of
2301 and a local port of some random port number. Unlike the daemon entry, there will be an
IP address displayed, and the connection will show as established. The later entries are the
console connections and may be terminated at the discretion of the administrator. The
daemon is shown in Figure 2-36.

Work with TCP/IP Connection Status
System:  SEATTLE
Type options, press Enter.
3=Enable debug 4=End 5=Display details 6=Disable debug
8=Display jobs

Remote Remote Local

Opt Address Port Port Idle Time State
* L ftp-con > 008:21:47 Listen
* € telnet 000:14:55 Listen
* L smtp 056:34:39 Listen
* Y snmp 005:29:25 *UDP
* * 389 000:29:43 Listen
* A drda 056:35:44 Listen
* * ddm 056:35:44 Listen
k * ddm-ss1 056:35:44 Listen
* * as-svrmap 031:25:18 Listen
% * 1pd 056:35:38 Listen
* * as-vcons 000:01:09 Listen
* *

as-sts 049:16:17 Listen

More...
F5=Refresh  F11=Display byte counts F13=Sort by column
F14=Display port numbers F22=Display entire field F24=More keys

Figure 2-36  Work with TCP/IP Connection Status

When you scroll down, you see the console connections as shown in Figure 2-37.
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Work with TCP/IP Connection Status
System:  SEATTLE
Type options, press Enter.
3=Enable debug 4=End 5=Display details 6=Disable debug
8=Display jobs

Remote Remote Local
Opt Address Port Port Idle Time State
* * as-tran > 079:39:18 Listen
* * as-vrtp > 079:39:17 Listen
2039 telnet 000:04:52 Established
2408 telnet 000:00:00 Established
2465 telnet 000:03:18 Established
2527 as-sts 072:55:09 Established
2539 as-sts 072:55:07 Established
127.0.0.1 5099 as-vcons 000:03:18 Established
127.0.0.1 5099 as-vcons 000:03:18 Established

Bottom
F5=Refresh  F11=Display byte counts F13=Sort by column
F14=Display port numbers F22=Display entire field F24=More keys

Figure 2-37 Established sessions to the ‘virtual’ console

2.4.7 Starting the Linux partition

After you connect to the virtual console, you can start the Linux partition to do the initial
installation. Both for hosted and non-hosted partitions, the installation process in done using a
network server description. This implies that all non-hosted partitions initially are loaded in a
hosted environment which gives the advantage that the OS/400 Optical Device can be used
to load the CDs.

It's only after the installation that you decide if the partition is hosted or non-hosted, by the
way you start the Linux partition. Hosted partitions are started by varying on the NWDS, and
non-hosted partitions are started in the SST Virtual Service Panel.

Important: If you start a /osted partition from the SST partition status display of the Linux
partition, the partition startup will fail. To correct this, simply return to the SST partition
status screen and stop the partition. Then vary on the NWSD from the WRKNWSD screen.

Varying on the NWSD

This startup method is used for hosted partitions and during the installation of non-hosted
partitions. To vary on the network server description, use the VRYCFG command in the
hosting partition (Figure 2-38).
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Type choices, press Enter.

Vary Configuration (VRYCFG)

Configuration object . . . . . . > LINUX1 Name, generic*, *ANYNW...
+ for more values

TYPE v v v e e e e e e e e e > *NWS *NWS, *NWI, *LIN, *CTL...

Status . . . .. .. 0.0 > *ON *ON, *OFF, *RESET...

Range . . . . . .. ... ... *NET *NET, *0BJ

Vary on wait . . . . . . . . .. *CFGOBJ *CFGOBJ, *NOWAIT, 15-180 (sec)

Asynchronous vary off . . . . . *NO *NO, *YES

Reset . . . . . .. .. .. .. *NO *NO, *YES

Resource name . . . . . . . .. Name, *ALL
+ for more values

Reset configuration file . . . . *NO *NO, *YES

Forced vary off . . . . . . .. *NO *NO, *YES, *LOCK

Start TCP/IP interfaces . . . . *YES *NO, *YES

Submit multiple jobs . . . . . . *NO *NO, *YES

Job description . . . . . . .. QBATCH Name

Library . . . . . . . . . .. *LIBL Name, *LIBL

Bottom
F3=Exit  F4=Prompt F5=Refresh  F12=Cancel F13=How to use this display
F24=More keys

Figure 2-38 Varying on a hosted partition

An alternative is to use the WRKCFGSTS *NWS command, where you see an overview of all
hosted Linux partitions (together with all Integrated xSeries Server for iSeries servers), and
you can vary them on or off using options 1 and 2. See Figure 2-39.

Work with Configuration Status MO1
10/12/01 15:28:33
Position to . . . . . Starting characters
Type options, press Enter.
1=Vary on 2=Vary off 5=Work with job  8=Work with description
9=Display mode status 13=Work with APPN status...

Opt Description Status  mmmmmmmmmeee- Job-------cmomo-
SUSE ACTIVE
REDHAT ACTIVE
TURBO ACTIVE

Parameters or command
===>

F3=Exit  F4=Prompt F12=Cancel F23=More options  F24=More keys

Figure 2-39 The WRKCFGSTS *NWS display
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Tip: When the vary on of the NWSD fails, check the QSYSOPR messages for an error
message stating MSGCPDB1AD and find the reason code. To see these messages, use
the following command on the hosting partition:

DSPMSG QSYSOPR
You can find the explanation for the reason code in Table 2-1 on page 82.

Starting a partition from SST

The other option to start a partition is to use SST. Start the System Service Tools using the
STRSST command. Choose option 5 (Work with system partitions) and then choose option 2
(Work with partition status).

Then use options 1, 3, 7, or 8 to start and stop the partitions. An example of this is illustrated

in Figure 2-40.
Work with Partition Status
System: MOl
Type options, press Enter.
1=Power on 3=IPL restart 7=Delayed power off 8=Immediate power off
9=Mode normal 10=Mode manual 11=Mode auto 12=Mode secure
A=Source A B=Source B C=Source C D=Source D
Partition IPL IPL Sys IPL Reference
Opt Identifier Name Source Mode State Action  Codes
0 PRIMARY B Manual  On IPL
1 AS01B B Auto On IPL
2 ASO1C B Auto On IPL
3 LINUXO1 B Manual  On Hold
4 REDHAT A Manual  On Hold
5 TURBO B Manual  On Hold
F3=Exit  F5=Refresh F10=Monitor partition status
F1l=Work with partition configuration F12=Cancel F23=More options

Figure 2-40 Starting and stopping partitions from SST

2.5 Virtual IO

Virtual 1/0 is discussed in 1.4.5, “Virtual I/O” on page 11, and in previous discussions in this
chapter. It is I/O provided by a hosting OS/400 partition.

If you do not have any LAN adapters that can be dedicated to Linux, you can use the virtual
LAN to pass Ethernet traffic to and from the Linux partition and to your network via an OS/400
adapter. The configuration is slightly more complex than the configuration of a native LAN
adapter. It increases the number of hops enroute to the destination since OS/400 essentially
becomes a router that forwards traffic in and out of its OS/400 adapter interface.
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2.5.1 Virtual LAN configuration
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Virtual LAN is available to OS/400 partitions as well as Linux partitions (both hosted and
non-hosted Linux partitions). Data can be transferred between the two partitions in this
manner. This might be the only means of communicating to and from the server if directly
attached LAN adapters were not allocated. It has been noted elsewhere that this is not a
physical adapter or LAN connection. But literally it is a virtual connection meaning that it is
really emulating an Ethernet LAN. This is not important to the user, since it configures exactly
like a physical Ethernet. It has bandwidth similar to a 1 Gb Ethernet, and as many as 16 LANs
can be configured.

The most efficient configuration requires the following four steps:

1. Enable the same virtual LAN port during partitioning for the guest partition and the
partition to which it will communicate. We will assume virtual LAN port 0 for a guest
partition and the primary partition. See “Setting up the virtual LAN” on page 36 for
information on how to do this.

2. Define an IP addressing scheme and route. See “Connecting your guest partition to a
LAN” on page 53.

3. Configure OS/400. This means you need to create a line description and set up the
appropriate interfaces and routes.

4. Configure Linux. This consists of defining an interface, eth0 in our example, and a default
gateway. Interactively this is done by means of the ifconfig command and the route
command from a Linux command line.

Attention: In the initial release of Linux on iSeries, the virtual Ethernet devices were
numbered in a (Linux) non-standard way. For example, a connection to virtual LAN 7 would
be shown by the kernel as veth7.

While this redbook was being written, this changed to the standard nomenclature. The first
device found by the kernel will always be called veth(, the second one is vethl, and so on,
regardless of the number of the virtual LAN to which a device is connected.

Creating an Ethernet line description for virtual LAN

Creating an Ethernet line description for virtual LAN is one of the mandatory steps in using
the virtual LAN between OS/400 and Linux partitions. Therefore, this is covered in advance to
the distinct network approaches of connecting the partitions as covered in “Connecting your
guest partition to a LAN” on page 53.

This configuration allows a guest partition to communicate with an OS/400 partition using
virtual LAN. To configure a new Ethernet line description to support virtual LAN, complete the
following steps:

1. Atthe OS/400 command line, type
WRKHDWRSC *CMN
Then press the Enter key.

2. From the Work with Communication Resources display, select option 7 (Display resource
detail) next to the appropriate virtual LAN Ethernet port. The Ethernet port identified as a
268C is the virtual LAN resource. There will be one for each virtual LAN that is connected
to the partition, if there are more than one.

3. From the Display Resource Detail display, scroll down to find the port address. The port
address corresponds to the virtual LAN you selected during the configuration of the
partition.
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4. From the Work with Communication Resources display, enter option 5 (Work with
configuration descriptions) next to the appropriated virtual LAN Ethernet port and press
the Enter key.

5. From the Work with Configuration Descriptions display, select option 1 (Create). Enter the
name of the line description, and press the Enter key.

6. In the Create Line Description Ethernet (CRTLINETH) display, provide the following
information:

RSRCNAME (from step 2)
LINESPEED(1G)
DUPLEX (*FULL)

Press the Enter key. On the following screen, change Maximum frame size to 8996, and
the transfer rate of data across the virtual LAN is improved. Press the Enter key.

7. On the Work with Configuration Description display, a message is displayed that the line
description has been created.

Important: Setting a very large maximum framesize is mostly useful for internal
communication over the virtual LAN. If packets are also routed to other networks (Ethernet
or others) that use a smaller maximum framesize, a value should be used that fits all in
order to avoid packet fragmentation.

Connecting your guest partition to a LAN

There are a number of choices for connecting your guest LPAR environment to a LAN. The
simplest configuration is for Linux to use a direct-attach LAN adapter to communicate with an
external LAN, because you would not have to perform any TCP/IP configuration on OS/400.

Virtual LAN creates a high-speed virtual Ethernet segment that can be used to connect
logical partitions in a physical iSeries server. This LAN segment is separate from any real
LAN with which the system might have a connection. A virtual LAN is made up of a virtual line
description and an OS/400 TCP/IP interface. The Linux TCP/IP interface then has its own IP
address but uses the virtual network device for its hardware.

If a guest partition is only connected to a virtual LAN segment, and you want the guest
partition to communicate with systems on an external LAN, you need to bridge TCP/IP traffic
between the OS/400 external LAN and the virtual OS/400 LAN segment. For a logical flow of
the IP packets, see Figure 2-41.
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Linux Wirtual External
TCPIIP [ Ethemet OS/400 - + External
Interface TCPIP TCPIP LAN
Interface Interface

Figure 2-41 A logical flow of the IP packets between an external LAN and virtual LAN

IP traffic initiated by the guest partition goes from the Linux network interface to the virtual
0S/400 interface. If the virtual interface is associated with the external interface, the IP
packets can continue on to the external interface and toward its destination.

There are three methods for bridging the external and virtual LAN segments. Each method
has nuances that make it more feasible based on your knowledge of TCP/IP and your
environment. Choose from one of the following methods:

» Proxy ARP: This method is a transparent subnetting to associate the guest partition with
an external interface. If you have the necessary IP addresses, we recommend using this
approach.

» Network address translation (NAT): OS/400 packet filtering can be used to route traffic
between a partition and the outside network.

» TCP/IP routing: Standard TCP/IP routing is used to route traffic to the new virtual LAN
segment in the same way you would define routing to any other LAN segment. This
requires updating routing information throughout your network.

Proxy ARP method

The proxy ARP method uses a technique commonly known as transparent subnetting. If you
choose to use the proxy ARP method, you must have a firm understanding of subnetting and
TCP/IP. You need to obtain a contiguous block of IP addresses that are routable by your
network. You subnet this block of IP addresses. Then you assign one to the virtual TCP/IP
interface and one to the TCP/IP connection in your guest partition as shown in Figure 2-42.
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Virtual Ethemet Interface | Linux TCP/P Interface |
10.1.1.13 | 10.1.1.14 |

OS/M400 Interface
10.1.1.5
External

Linux
FPartition

IBM iSeries

Figure 2-42 Proxy ARP example

In this example, a contiguous block of four IP addresses (10.1.1.12 through 10.1.1.15) is
used. Since it is a block of four IP address, the subnet mask for these addresses is
255.255.255.252. To configure a setup similar to this, follow these steps:

1. Obtain a contiguous block of IP addresses that are routable by your network. Since there
is only one guest partition, you only need four IP addresses. The fourth segment of the
first IP address in the block must be divisible by four. The first and last IP addresses of this
block are the subnet and broadcast IP addresses and are unusable. The second and third
IP addresses can be used for a virtual TCP/IP interface and a TCP/IP connection in your
guest partition. For this example, the IP address block is 10.1.1.12 through 10.1.1.15 with
a subnet mask of 255.255.255.252.

You also need a single IP address for your external TCP/IP address. This IP address does
not have to belong to your block of contiguous addresses, but it must be within the same
original subnet of addresses as your block. In the example, the external IP address is
10.1.1.5 with a subnet mask of 255.255.255.0.

2. Create an OS/400 TCP/IP interface for your hosting partition. In this example, you would
assign 10.1.1.5 as an IP address, and the subnet mask would be 255.255.255.0.

3. Create an Ethernet line description for your virtual LAN. Note the port of the hardware
resource, because you will need it when you set up TCP/IP in your guest partition. In the
case of the above example, assume the hardware resource is CMNO5 with a port of 0, and
although arbitrary, the line description name is ETHO.

CRTLINETH LIND(ETHO) RSRCNAME(CMNO5) LINESPEED(1G) DUPLEX(*FULL)

4. Add a TCP/IP interface for your Ethernet line description. Following the example, you
could use the following command:

ADDTCPIFC INTNETADR(€10.1.1.13°) LIND(“ETHO®) SUBNETMASK(°®255.255.255.252°)
LCLIFC(10.1.1.57)

Note: If the fourth segment of your virtual TCP/IP interface is greater than the fourth

segment of your Proxy ARP IP address, then you need to set AUTOSTART to *NO on
this interface.

0S/400 starts its TCP/IP interfaces in numerical order. You must start the proxy ARP
interface before you start any virtual TCP/IP interfaces.
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5. Turn on IP datagram forwarding. This allows the OS/400 TCP/IP interfaces to pass IP
packets between each other.

CHGTCPA IPDTGFWD(*YES)
6. Start your TCP/IP interfaces. You can use a command like:
STRTCPIFC INTNETADR(yourIPaddress)

For the example, you would issue commands like the following example to start the
external proxy ARP interface:

STRTCPIFC INTNETADR(10.1.1.5%)
Or to start the virtual Ethernet interface, you could enter the command:
STRTCPIFC INTNETADR(10.1.1.13”)

7. On your guest partition, set up networking using the instructions or tools provided by your
Linux distribution. Be sure to use the correct IP address, subnet mask, port, and router IP
address. During the TCP/IP setup in Linux, you need to know your net or network device.
The network device is always ETH, plus the port number assigned when you configured
an Ethernet line description.

In the example, the values for these parameters are:
Interface IP address  10.1.1.14

Subnet mask 255.255.255.252
Gateway IP address  10.1.1.13
Network device ETHO

8. To verify network communications, ping the virtual LAN interface and a host on the
external network from your guest partition. Then from OS/400, ping the virtual LAN
interface and Linux interface.

Network address translation (NAT)

NAT can route traffic between your guest partition and the external network using virtual LAN.
This particular form of NAT is called static NAT, and it allows both inbound and outbound IP
traffic to and from the guest partition. Other forms of NAT like masquerade NAT may also
work if your guest partitions do not need to receive traffic initiated by external clients. Like the
TCP/IP routing and proxy ARP methods, you can take advantage of your existing OS/400
network connection. Since you will use IP packet rules, you must use Operations Navigator to
create and apply your rules.

Figure 2-43 shows an example of using NAT to connect your Linux partition to an external
network. The 10.1.1.X network represents an external network, while the 192.168.1.X
network represents the virtual Ethernet LAN.
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192.168.1.1 192.168.1.5
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External 4
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10.1.1.3

Linux
Partition

IEM iSeries

Figure 2-43 Network address translation example

In this example, any existing TCP/IP traffic for the iSeries hosting partition runs over the
10.1.1.2 interface. The 10.1.1.3 interface translates the Linux partition's traffic. The guest
partition uses the virtual interface (192.168.1.1) and its own interface (192.168.1.5) to
communicate with the hosting partition.

To make static NAT work, you need to first set up your OS/400 and Linux TCP/IP
communications. Then you will create and apply some IP packet rules. Use the following
procedure:

1.

During the configuration of your guest partition, make sure you selected the option to
create virtual LAN. This is described in 2.3.2, “Configuring a guest partition” on page 23.

Create an Ethernet line description for your virtual LAN. Note the port of the hardware
resource, because you will need it when you set up TCP/IP in your guest partition. In the
case of the above example, assume the hardware resource is CMNO5 with a port of 0, and
although arbitrary, the line description name is ETHO.

CRTLINETH LIND(ETHO) RSRCNAME(CMNO5) LINESPEED(1G) DUPLEX(*FULL)

Add a TCP/IP Interface for your virtual line description. Following the example, you could
use:

ADDTCPIFC INTNETADR('192.168.1.1') LIND('ETHO') SUBNETMASK('255.255.255.0"')
Start your new TCP/IP interface using the following command for this example:
STRTCPIFC INTNETADR(yourIPaddress) or STRTCPIFC INTNETADR('192.168.1.1")

On your guest partition, set up networking using the instructions or tools provided by your
Linux distribution. Be sure to use the correct IP address, subnet mask, port from step 2,
and gateway IP address.

During the TCP/IP setup in Linux, you need to know your network device. The network
device is always ETH, plus the port number from step 2.

In the example, note the following values:
Interface IP address 192.168.1.5

Subnet mask 255.255.255.0
Gateway IP address 192.168.1.1
Network device ETHO

Create another TCP/IP interface that connects to the external network. It should use the
same line description as your existing external TCP/IP interface. This interface will
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eventually perform the address translation for your partition. Check to make sure your new
interface communicates with the external LAN properly. In the case of the example, this
interface has an IP address of 10.1.1.3 on a line description called ETHLINE.

Start the external TCP/IP interface:
STRTCPIFC INTNETADR('10.1.1.3")

. You should now verify that your virtual Ethernet connection works. From the guest

partition, ping the Linux gateway, and from OS/400, ping the guest partition. If the ping is
successful, continue.

Turn on IP datagram forwarding. This allows the OS/400 TCP/IP interfaces to pass IP
packets between each other.

CHGTCPA IPDTGFWD(*YES)

Connect to the hosting partition with Operations Navigator. You must not connect to the
hosting partition with the NAT interface that you just created.

10.Navigate your way to Packet Rules. Use the Packet Rules interface to write at least three

11

rules to enable static NAT. You need to create two New Defined Address rules and a New
Mapped Address rule.

a. In the Packet Rules window, create a new rules file by selecting File->New File.

b. In the New Rules file menu, right-click Defined Addresses and select New Defined
Address.

c. Enter an address name, the IP address of the guest partition, and a type of Trusted.
For the example, you would enter:

Address Name LINUXPART
Defined Address IP address where your IP address equals 192.168.1.5
Type Trusted

d. In the New Rules file menu, right-click Defined Addresses and select New Defined
Address.

e. Enter an address name, the IP address of the guest partition, and a type of Border. For
the example, you would enter:

Address Name SHELL
Defined Address IP address where your IP address equals 10.1.1.3
Type Border

f. Expand the Address Translation menu item from the New Rules file menu window.
g. Right-click Mapped Addresses and select New Mapped Address.

h. Enter the Mapped address name, the To address name, and the line name. You can
leave Journalling set to off.

For the example, you would enter:
Mapped address name LINUXPART

To Address name SHELL
Line ETHLINE
Journalling OFF

i. Verify your rules by selecting File->Verify.
j- Save your rules file.

k. Upon successful verification, select File->Activate from the menu. Your static NAT
rules are now active.

.To test outbound communications, ping an external host from your guest partition. Then

from that external host, ping your guest partition to test inbound communications.
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TCP/IP routing

You can also route traffic to your guest partitions through your iSeries server with various
routing techniques. This solution is not difficult to configure on your iSeries but depending on
the topology of your network, it may not be practical to implement. See the Figure 2-44.

Virtual Ethemet | Linux TCPAP |
Interface 10.1.10.1 |  Interface 10.1.10.2 |

External ————T ~' 7-—-
' .
|

|I |
L_bl# ﬁ

Router -

Linux

T~ s 1 M | Partition
Router directs 10.1.10.0 traffic to the 10.1.1.2 IBM iSeries
!
'!
iSenes routes traffic towards the linux pariition r
———— —
-

Figure 2-44 TCP/IP routing example

The existing TCP/IP interface (10.1.1.2) connects to the LAN. The LAN is connected to
remote networks with a router. The Linux TCP/IP interface is addressed as 10.1.10.2 and the
virtual LAN TCP/IP interface as 10.1.10.1. In OS/400, if you turn on IP Datagram Forwarding,
the iSeries will route the IP packets to and from the guest partition. When you define your
Linux TCP/IP connection, the router address must be 10.1.10.1.

The difficulty with this type of routing is getting the IP packets to the iSeries. In this scenario,
you could define a route on the router so that it passes packets destined to the 10.1.10.0
network to the 10.1.1.2 interface. That works great for remote network clients. It would also
work for the local LAN clients (clients connected to the same LAN as the iSeries) if they
recognize that same router as their next hop. If they do not, then each client must have a
route that directs 10.1.10.0 traffic to the iSeries 10.1.1.2 interface; therein starts the
impracticability of this method. If you have hundreds of LAN clients, then you have to define
hundreds of routes.

To configure a setup similar to this, follow these steps:

1. During the configuration of your guest partition, make sure you selected to create a virtual
LAN. This is described in 2.3.2, “Configuring a guest partition” on page 23.

2. Create an Ethernet line description for your virtual LAN. Note the port of the hardware
resource, because you will need it when you set up TCP/IP in your guest partition. In the
case of the above example, assume the hardware resource is CMNO5 with a port of 0, and
although arbitrary, the line description name is ETHO.

CRTLINETH LIND(ETHO) RSRCNAME(CMNO5) LINESPEED(1G) DUPLEX(*FULL)

3. Add a TCP/IP Interface for your virtual line description. Following the example, you could
use:

ADDTCPIFC INTNETADR('10.1.10.1') LIND('ETHO') SUBNETMASK('255.255.255.0')
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Start your new TCP/IP interface using the following command for the example:
STRTCPIFC INTNETADR(yourIPaddress) or STRTCPIFC INTNETADR('10.1.10.1")

4. On your guest partition, set up networking using the instructions or tools provided by your
Linux distribution. Be sure to use the correct IP address, subnet mask, port, and gateway
IP address. During the TCP/IP setup in Linux, you need to know your net or network
device. The network device is always ETH, plus the port number from when you
configured an Ethernet line description.

In the example, use:
Interface IP address 10.1.10.2

Subnet mask 255.255.255.0
Gateway IP address 10.1.10.1
Network device ETHO

5. Turn on IP datagram forwarding. This allows the OS/400 TCP/IP interfaces to pass IP
packets between each other:

CHGTCPA IPDTGFWD(*YES)

2.5.2 Using the virtual CD-ROM
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The virtual CD-ROM is under /dev/viocd0 when using a non-devfs kernel and is found under
the /dev/cdroms directory when using a devfs kernel. It is listed as /dev/cdroms/cdromO or
cdrom1 and so on. This would be cdroms on the hosting partition. To use the CD-ROM in this
case, you need to mount the device as follows:

» For a devfs kernel:
mount /dev/cdroms/cdrom0 /mnt/cdrom
» For a non-devfs kernel:

mount /dev/viocd0 /mnt/cdrom

Refer to 3.2.3, “iSeries-specific devices” on page 91, for more information on accessing these
devices.

Restricting access to CD-ROM

There is a parameter in the NWSD that can restrict the optical or tape devices that can be
used by Linux. See Figure 2-45 and Figure 2-46. When running CHGNWSD from the OS/400
command line, you see the display shown in Figure 2-45, which shows the options for
restricting devices. The help text for this prompt is helpful for clarifying what the parameters
are about.
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Change Network Server Desc (CHGNWSD)
Type choices, press Enter.

TCP/IP route configuration:

Route destination . . . . . . *NONE
Subnet mask . . . . . . . ..
Next hop . . . . . . . . . ..
+ for more values
TCP/IP local host name . . . . . *NWSD
TCP/IP local domain name . . . . *SYS
TCP/IP name server system . . . *SYS
+ for more values
Restricted device resources . . *NONE Name, *SAME, *NONE, *ALL...
+ for more values
Synchronize date and time . . . *NO *SAME, *TYPE, *YES, *NO

More...
F3=Exit  F4=Prompt F5=Refresh  Fl12=Cancel F13=How to use this display
F24=More keys

Figure 2-45 Changing the network server description

When prompting on the Restricted device resources (RSTDDEVRSC) parameter, by setting

the cursor to that input field and pressing F4, you see the display shown in Figure 2-46. The

values that can be entered for this option are given here. The name parameter is the name of
the device such as OPTO1.

Specify Value for Parameter RSTDDEVRSC
Type choice, press Enter.

Type « « v v v v v v e e . NAME
Restricted device resources . . *SAME

Single Values
*SAME
*NONE
*ALL

Other Values
*ALLTAPE
*ALLOPT

F3=Exit F5=Refresh F12=Cancel F13=How to use this display F24=More keys

Figure 2-46 Prompting the Restricted device resources (RSTDDEVRSC) parameter
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2.5.3 Using virtual tape

Virtual tape shows up under /dev/viotape, where you see all 0S/400 tape drives on the
hosting partition by default. The devices available to Linux can be restricted in the same way
as the optical drive in Figure 2-45 and Figure 2-46. An example of a command to backup a
directory to tape would be:

» To archive a directory /etc to tape, enter:
tar cvf /dev/viotape /etc

» To extract them, use (restore):
tar xvf /dev/viotape

Important: Check documentation for supported tape drives. Remember to format the tape
as a non-label tape.

See 3.10, “Backup and recovery” on page 121, for an in-depth discussion about backup and
recovery commands.

2.6 Linux native adapters and disk (hosted or non-hosted
partitions)

Fundamentally the procedure is the same to create a non-hosted or hosted partition. By
definition, a non-hosted partition does not use virtual resources and therefore does not
require a hosting partition to be defined when the partition is created. The major configuration
task is removing resources from a partition and allocating them to a Linux partition. The fact
that direct attached IOAs are being used is not unique to a non-hosted partition. Therefore,
the considerations in the following sections are true also when allocating native 1/O for use in
a hosted partition.

2.6.1 Allocating resources
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Adapters in Linux plug into the bus and communicate directly to device drivers. In contrast,
iSeries adapters are connected to an input/output processor (IOP). The IOP provides the
ability to offload tasks from the system processor to the IOP tasks such as identifying and
communicating with the hardware. This is one of many features on the iSeries that contributes
to its stability, reliability, and ease of use. Linux does not know about IOPs; therefore, it is
necessary to emulate the PCI bus structure that Linux knows about to allow Linux to operate
as it would in other environments. The result is what is known as “direct attach” adapters.
These are adapters without an IOP attached.

With the new PCI technology, there are new rules for configuring the various features. There
is more flexibility in the placement of IOPs and IOAs, but conversely it is more important to be
aware of the rules associated with the configuration. There are hard rules that are enforced
by the configurator and soft rules that qualify various configurations. There are some specific
rules with regard to the placement and management of the direct attached cards. There are
specific issues with card placement on the first bus of the CEC. This is particularly important
to note with regard to Model 270. See “Hardware planning” on page 290 for more information.

Until the card is removed from iSeries control, it is governed by the normal rules for IOPs and
IOAs in that box. When it is allocated to Linux, it will be ignored by OS/400 partitions and
belong to a Linux partition as a direct attached 10A.
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Adapter status

Adapters that are not attached to an IOP cannot be identified by the iSeries server, although it
will recognize the fact that hardware is installed in the slot. Therefore, we must preface this
discussion by briefly noting how the system denotes empty slots, as opposed to those that it
cannot identify, and how it tags those adapters that belong to a Linux partition.

There are three slot states of concern:

>

Empty position: The slot is empty. A slot that is not physically plugged is seen in the
service tools as an empty position.

Occupied position: A slot that has card in it, but is not attached to an IOP is seen as an
occupied position, signifying that the system knows that there is a card there but cannot
identify it. This might be due to the fact that there is physically no IOP installed or because
it was removed from the IOP. In our case, it would be because it was either removed from
the IOP in preparation for adding it to the Linux partition or because it was removed from
the Linux partition presumably to return it to OS/400. In some scenarios, it might be the
result of “stale” data that has yet to be cleaned up.

Exact device name: With current PTFs, the correct device names are displayed. If the
device shows up as Generic Adapter, then check for additional PTFs.

To reach this screen, follow these steps:

1. Go to SST (use STRSST).
2. Choose 5 (Work with system partitions).
3. Choose 1 (Display partition information).
4. Type 3 (Display allocated I/O resources).
Then a screen similar to the example in Figure 2-47 is displayed.
Display Allocated I/0 Resources
System: AS03
System partition(s) to display . . . . *ALL *ALL, 0-1
Level of detail to display . . . . . . *ALL  *ALL, *BUS, *IOP, *I0A, *DEV
Par Serial Part
ID Description Type-Model Number Number
Communications Chann 605A-001 00-1072020
System Bus 23 283B- 38-0301080 04N4723
Communications IOP 2890-001 10-81042 0000023L4306
Communications IO0A 2890-001 10-81042 0000023L4306
Communications Port 2744-001 10-1010042 0000023L4288
Communications Port 2744-001 10-82017 0000023L4288
Virtual Port 6B00-001 10-81042 000008193654
System Bus 24 283B- 38-0301080  04N4723
1 LINUX Partition 9406-270 10-5HYMM
System Bus 23 283B- 38-0301080 04N4723
Multiple Function IOA 2763-
System Bus 24 283B- 38-0301080  04N4723

More. ..

* Indicates Toad source.
F3=Exit  F5=Refresh F6=Print  F9=Toggle empty pos
F10=Display logical address Fll=Display partition status F12=Cancel

Figure 2-47 Adapter status
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Adding and removing adapters

Before any resources can be removed from a partition and added to a Linux partition, the bus
on which the resources are located must be shared. The guest partition cannot own a shared
bus. A shared bus is the opposite of a dedicated bus. A dedicated bus means that all the
resources on that bus are dedicated to the partition that owns the bus. A bus can not have its
ownership changed while other partitions are using the resources. To change bus ownership,

follow these steps:
1. Go to SST (use STRSST).
2. Choose 5 (Work with system patrtitions).

3. Choose 3 (Work with partition configuration). Then the display shown in Figure 2-48
appears.

4. Enter 5 before the partitions upon which you want to change the bus ownership. Press the

Enter key.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource

Partition

Option Identifier Name

0 PRIMARY

1 LINUX1

2 LINUX2

3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-48 Working with the partition configuration to change bus ownership

5. Type 1 or 2 before the bus whose status you want to change as shown in Figure 2-49.
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Change Bus Ownership Type
System: SEATTLE

Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *IQA, *DEV
Partition identifier . . . . . . . . . .. .. 0
Partitionname . . . . . . . . . . . . .. . . : PRIMARY

Type options, press Enter.
1=0wn bus dedicated 2=0wn bus shared

I/0 Resource Owning Ownership
Opt Description Type-Model Par ID Type

2 System Bus 1 282D- 0 2
Combined Function IOP  *< 284C-001 0 1
Workstation IOA 2746-001 0 1
Display Station 3487-0HC 0 1
Communications IOA 2771-001 0 1
Communications Port 2771-001 0 1
Communications Port 2771-001 0 1
Communications IOA 2744-001 0 1
Communications Port 2744-001 0 1

More...
F3=Exit F9=Toggle empty pos F10=Display serial/part numbers F12=Cancel

Figure 2-49 Changing bus ownership

The process of allocating any of the adapters is essentially the same for any type of adapter,
but there is a particular concern with allocating DASD. If the DASD are configured, the system
will allow you to remove them, although it gives you warning messages. If you continue, there
will be a problem that will require an IPL to repair it. If you intend to allocate DASD to a Linux
partition, first verify that they are unconfigured and that device parity protection has been
stopped. It they are not, you need to IPL to DST and remove them from the ASP.

There are two ways to remove and assign adapters. One is to use the LPAR configuration
manager, and the other is to use concurrent maintenance.

» The first method we discuss is to use the LPAR configuration manager, which is the
preferred method, because it cleans up stale configuration data. We strongly recommend
you use this method for everything that needs to be done. There are two exceptions when
it is necessary to use concurrent maintenance, which is discussed later. Using either
method, the IOP must be removed in order to add the IOA. This may not be practical
where an IOA is owned by a combined function IOP or a multifunction I0OP that has other
devices including DASD attached to it.

For newly installed systems or systems acquiring and configuring new hardware, this is
not a problem. The steps to remove an adapter using the Work with system partitions
option are outlined here:

a. Remove the IOP from the OS/400 partition. Start SST (STRSST), and select option 5
(Work with system partitions).

b. Select option 3 (Work with Partition Configuration), as shown in Figure 2-50.
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Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select load source resource
Partition
Option Identifier Name
4 0 PRIMARY
1 LINUX1
2 LINUX2
3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-50 Work with Partition Configuration

c. Choose the partition that you want to remove resources from and type a 4 in front of it.
Press the Enter key, and the display in Figure 2-51 appears.

Remove I/0 Resources
System: SEATTLE

Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *I0A, *DEV
Partition identifier . . . . . . . . . .. .. 0
Partition name . . . . . . . . . . . . . . . . : PRIMARY

Type options, press Enter.
1=Remove 2=Remove and clear hardware resource(s)

I/0 Resource Serial Part
Opt Description Type-Model Number Number
System Bus 1 282D- E8-0261078 24L1460
2 Combined Function IOP *< 284C-001 E8-0261078 24L1460
Workstation IOA 2746-001 10-0244401 0000021H5497
Display Station 3487-0HC Q- **xkkxk
Communications IOA 2771-001 10-0257321 0000021P4151
Communications Port 2771-001 10-0257321 0000021P4151
Communications Port 2771-001 10-0257321 0000021P4151
Communications IOA 2744-001 10-61036 0000023L4288

More...
* Indicates Toad source.
F3=Exit F9=Toggle empty pos Fl0=Display logical address F12=Cancel

Figure 2-51 Removing adapters

d. Find the IOP that you want to remove, and complete these steps:
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i. Type 1in front of the I/O resource if the resource needs to return to the primary or

hosting partition.

ii. Type 2 in front of the 1/O resource to remove the resource permanently, and delete

the resource description.

The display shown in Figure 2-52 confirms your choice.

Confirm Remove I/0 Resources

System:

Press Enter to confirm your choice to remove the following
I/0 resources from this partition. Removals can only be

made at a bus or I/0 processor level.
Press F12 to return to change your choice.

Partition identifier . . . . . . . . ..
Partitionname . . . . . . . .. .. L.

I/0 Resource

Description Type-Model
Combined Function IOP 2843-001
Workstation IOA 2746-001
Communications IOA 2744-001
Communications Port 2744-001
Multiple Function IOA 2748-001
Disk Unit 6718-050
Disk Unit 6718-050
Disk Unit 6718-050

* Indicates load source.
F10=Display logical address F12=Cancel

Serial
Number
10-0271195
10-9265123
10-0167047
10-0167047
10-0145071
68-613E2
68-6194D
68-664D5

PRIMARY

Part

Number
0000004N5095
0000021H5497
0000023L4288
0000023L4288
0000004N2255
09L3932
09L3932
09L3932

SEATTLE

More. ..

Figure 2-52 Confirming the removal of IOP

e. If there are resources attached the multi-function IOP that are active, you will receive a

warning that allows you to cancel and take care of the busy resource. Otherwise the
display is returned notifying you that the resource was successfully removed. See

Figure 2-53.
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Remove I/0 Resources
System: SEATTLE

Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *IQA, *DEV
Partition identifier . . . . . . . . . .. .. 0
Partitionname . . . . . . . . . . . . .. . . : PRIMARY

Type options, press Enter.
1=Remove 2=Remove and clear hardware resource(s)

I/0 Resource Serial Part
Opt Description Type-Model Number Number

System Bus 1 282D- E8-0261078 2411460

Combined Function IOP  *< 284C-001 E8-0261078 2411460
Workstation IOA 2746-001 10-0244401 0000021H5497
Display Station 3487-0HC (0= **xkKxk
Communications IOA 2771-001 10-0257321 0000021P4151
Communications Port 2771-001 10-0257321 0000021P4151
Communications Port 2771-001 10-0257321 0000021P4151
Communications IOA 2744-001 10-61036 0000023L4288

More. ..
* Indicates load source.
F3=Exit F9=Toggle empty pos Fl0=Display logical address F12=Cancel
Remove I/0 resource(s) was successful.

Figure 2-53 Notification of successful adapter removal

f.  When the IOP is removed, return to the Work with Partition Configuration display. Type
3 in front of the partition to which you want to add the resource. See Figure 2-54.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select load source resource
Partition
Option Identifier Name
0 PRIMARY
1 LINUX1
2 LINUX2
3 3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-54 Adding I/0O resources to a Linux partition
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g. If the bus is not shared, you need to use option 3 (Use bus shared) on the bus and

option 1 (Own dedicated) on the IOA. Otherwise the only option required would be to

dedicate the adapter. See Figure 2-55.

Add I/0 Resources
System: SEATTLE

Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *I0A, *DEV
Partition identifier . . . . . . . . . .. .. 3
Partition name . . . . . . . . . . . . . . . . ¢ LINUX3

Type options, press Enter.
1=0wn dedicated 2=0wn bus shared 3=Use bus shared

I/0 Resource Serial Part
Opt Description Type-Model Number Number
System Bus 1 282D- E8-0261078 2411460
3  System Bus 2 282D- E8-0261078 2411460
Combined Function IOP 2843-001 10-0271195 0000004N5095
Workstation IOA 2746-001 10-9265123 0000021H5497
Communications IOA 2744-001 10-0167047 000002314288
Communications Port 2744-001 10-0167047 0000023L4288
Communications IOA 2838-001 10-0264282 0000021H5460
Communications Port 2838-001 10-0264282 0000021H5460
1 Multiple Function I0OA 2748-001 10-0145071 0000004N2255

More...
F3=Exit F9=Toggle empty pos Fl0=Display logical address F12=Cancel

Figure 2-55 Adding an adapter and sharing the bus

The next display (Figure 2-56) confirms the selection process.

Confirm Add I/0 Resources
System:  SEATTLE
Press Enter to confirm your choice to add the following
I/0 resources to this partition.
Press F12 to return to change your choice.

Partition identifier . . . . . . . . .. .. . 3
Partition name . . . . . . . . . . . . . . . . LINUX3
I/0 Resource Serial Part
Opt Description Type-Model Number Number
3 System Bus 2 282D- E8-0261078 24L1460
1 Multiple Function IOA 2748-001 10-0145071 0000004N2255
1 Disk Unit 6718-050 68-613E2 09L3932
1 Disk Unit 6718-050 68-6194D 09L3932
1 Disk Unit 6718-050 68-664D5 09L3932
1 Disk Unit 6718-050 68-46776 09L3932
1 Device Services 283F-001 38-02299 0000004N2472
1 Disk Unit 6718-050 68-62318 09L3932
1 Disk Unit 6718-050 68-6128C 0913932

F10=Display logical address F12=Cancel

Figure 2-56 Confirming the selection of resources
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h. There is a message that the resource was successfully added and the resource is seen
on the partition that it was added to (Figure 2-57).

Display Allocated I/0 Resources
System: AS03

System partition(s) to display . . . . *ALL *ALL, 0-1
Level of detail to display . . . . . . *ALL  *ALL, *BUS, *IOP, *IQA, *DEV
Par Serial Part
ID Description Type-Model Number Number
Communications Chann 605A-001 00-1072020
System Bus 23 283B- 38-0301080 04N4723
Communications IOP 2890-001 10-81042 0000023L4306
Communications IOA 2890-001 10-81042 0000023L4306
Communications Port 2744-001 10-1010042 0000023L4288
Communications Port 2744-001 10-82017 0000023L4288
Virtual Port 6B00-001 10-81042 000008193654
System Bus 24 283B- 38-0301080  04N4723
1 LINUX Partition 9406-270 10-5HYMM
System Bus 23 283B- 38-0301080  04N4723
Multiple Function IOA 2763-
System Bus 24 283B- 38-0301080  04N4723

More...
* Indicates Toad source.
F3=Exit  F5=Refresh F6=Print  F9=Toggle empty pos
F10=Display logical address Fll=Display partition status Fl2=Cancel

Figure 2-57 Displaying the allocated resources

i. Sometimes it is confusing whether the adapter is the correct one and whether it was
assigned correctly. A very useful function on the Display Partition Information screen is
option 5 (Display system I/O resources). The F10 key toggles to the logical address as
shown in Figure 2-58.
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System partition(s) to display . . . .
Level of detail to display

Par
ID

Display Allocated I/0 Resources

Description
Communications Chann
System Bus 23

Communications IOP
Communications I0A
Communications Port
Communications Port
Virtual Port

System Bus 24
LINUX Partition
System Bus 23

Multiple Function IOA
System Bus 24

* Indicates load source.

F3=Exit
F10=Display serial/part numbers

F5=Refresh

*ALL
*ALL

Type-
Model
605A-001
283B-
2890-001
2890-001
2744-001
2744-001
6B00-001
283B-
9406-270
283B-
2763-
283B-

F6=Print

Sy

*ALL, 0-1
*ALL, *BUS, *IOP, *IOA, *DEV

stem: AS03

Logical Address

2/
2/
2/
2/
2/
2/
2/
2/

2/
2/
2/

1/0/ 21-1/
23/ [ -/
23/0/ 18- /
23/0/ 18-1/
23/0/ 18-1/
23/0/ 18-1/
23/0/ 18-1/
24/ | -/

23/ /
23/0/

-/
17-/
24 1 -/

/147 7/ 0/ 0/
AN AN
AN
/147 2/ |/
/14/ 2/ 4/ /
/14] 2/ 6/ /
/14/ 2/15/ /
/A A A

AN
i
A

~
~
~

F9=Toggle empty pos
F11=Display partition status

F12=Cancel

Figure 2-58 Using F10 to toggle to the logical address

j-

Toggling F10 shows the status and ownership information. Finally, it displays the using
partitions. This display option is very useful in sorting out partition resource
information. Refer to Figure 2-59.

System partition(s) to display . . . .
Level of detail to display

Par
ID

Display Allocated I/0 Resources

Description
Communications Chann

System Bus 23

Communications IOP
Communications I0A
Communications Port
Communications Port
Virtual Port

System Bus 24
LINUX Partition
System Bus 23

Multiple Function IOA
System Bus 24

* Indicates load source.

F3=Exit

F5=Refresh

F10=Display Togical address

*ALL
*ALL

Type-Model
605A-001
283B-
2890-001
2890-001
2744-001
2744-001
6B00-001
283B-
9406-270
283B-
2763-
283B-

F6=Print

Sy

*ALL, 0-1
*ALL, *BUS, *IOP, *IOA, *DEV

Serial
Number
00-1072020
38-0301080
10-81042
10-81042
10-1010042
10-82017
10-81042
38-0301080
10-5HYMM
38-0301080

38-0301080

F9=Toggle empty pos

F11=Display partition status

stem: AS03

Part
Number

04N4723
000002314306
000002314306
000002314288
000002314288
000008193654

04N4723

04N4723
04N4723

More...

F12=Cancel

Figure 2-59 Verifying the resource status
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k. The last step is to return to the Work with Partition Configuration display and add back
the IOP to the OS/400 partition. Any additional adapters that were attached to it will be
returned with it.

» The second way to remove and assign adapters is to use concurrent maintenance. This
option is accessed by way of the Hardware Service Manager and is intended for experts.
There are two specific instances when it is necessary to use this, but if you do not
converse much with the options or are not comfortable using them, we recommend that
you contact your customer engineer.

The specific instances that might be encountered are:

— You want to remove an IOA and return it to the OS/400 partition
— You have a multi-function I0P that has an adapter that you want to remove without
removing the IOP

This normally occurs when a DASD IOA is attached to the IOP. If the DASD are
configured, it will be necessary to IPL to DST and unconfigure them. But, if you had a
communication adapter that you wanted to remove, this would be one option. There is
almost no reason to do this on a new system or if you are acquiring new resources for a
Linux partition. If you are redistributing resources, then it may be necessary. You must
consider consulting your customer engineer if you need to use this approach.

The procedure is outlined in the following steps and corresponding displays:
a. Start a service tool (STRSST) as shown in Figure 2-60.
b. Choose option 7 (Hardware service manager).

Start a Service Tool

Warning: Incorrect use of this service tool can cause damage
to data in this system. Contact your service representative
for assistance.

Select one of the following:

Product activity Tog

Trace Licensed Internal Code
Work with communications trace
Display/Alter/Dump

Licensed Internal Code log
Main storage dump manager
Hardware service manager

NOoO Ol W
e e e e e e e

Selection

F3=Exit F12=Cancel F16=SST menu

Figure 2-60 Choosing the HSM to use concurrent maintenance

This option accesses the display shown in Figure 2-61.

c. Select option 1 (Packaging hardware resources (systems, frames, cards,...)) as shown
in Figure 2-61.
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Hardware Service Manager
Attention: This utility is provided for service representative use only.

System unit . . . . . . . : 9406-820 10-5310M
Release . . . . . . . . . : V5RIMO (1)

Select one of the following:

1. Packaging hardware resources (systems, frames, cards,...)
2. Logical hardware resources (buses, IOPs, controllers,...)
3. Locate resource by resource name
4. Failed and non-reporting hardware resources
5. System power control network (SPCN)
6. Work with service action log
7. Display label location work sheet
8. Device Concurrent Maintenance
Selection
F3=Exit F6=Print configuration F9=Display card gap information
F10=Display resources requiring attention F12=Cancel

Figure 2-61 Packaging option to access concurrent maintenance

d. The display in Figure 2-62 appears. Find the bus that has the resources and type 9 in
front of it.

Packaging Hardware Resources

Local system type . . . . : 9406
Local system serial number: 10-5310M

Type options, press Enter.

2=Change detail 3=Concurrent Maintenance 4=Remove 5=Display Detail
8=Associated logical resource(s) 9=Hardware contained within package
Opt Description Type-Model Frame ID Resource Name
System 9406-820 SYSO01
System Unit + 9406-820 1 FRO1

F3=Exit F5=Refresh F6=Print F8=Exclude non-reporting resources
F9=Reserve frame space F10=Non-reporting resources

F11=Display SPCN system information F12=Cancel F13=Unresolved locations
There are resources with unresolved locations. Press F13 to see list.

Figure 2-62 Displaying hardware associated with the bus
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e. The display shown in Figure 2-63 appears. Choose 3 (Concurrent maintenance) for the
required I0A.

Packaging Hardware Resources
Frame ID: 1
Type options, press Enter.
2=Change detail 3=Concurrent Maintenance 4=Remove 5=Display Detail
8=Associated logical resource(s) 9=Hardware contained within package

Resource Card Device

Opt Description Type-Model Name Pos Pos
Communications IOA 2771-001 P39 co4
3 Multiple Function IOA 2748-001 P21 €05
Workstation IOA 2746-001 P36 C06
Occupied Position Co7
Communications Port ? 2838-001 P44 Co7
Occupied Position Co8
Multiple Function IOA ? 2748-001 P28 Co8
Multiple Function IOA ? 2768-001 P37 €09
Communications Port 2744-001 P40 C10
Workstation IOA 2746-001 P38 C11
More...

F3=Exit F5=Refresh F6=Print F7=Include empty positions
F8=Exclude non-reporting resources F10=Non-reporting resources
F12=Cancel F13=Unresolved locations

Figure 2-63 Selecting the IOA to remove

f. The display in Figure 2-64 appears. In this example, we selected a DASD IOA that
previously should have been verified that the DASD was not configured. Now relinquish
the IOA from the controlling resource. In this case, the Combined function IOP owns
the adapter; type 9 in front of the IOP.

Hardware Resource Concurrent Maintenance

Frame ID: 1
Type options, press Enter.
2=Toggle LED blink off/on 5=Display detail
8=Associated logical resource(s) 9=Work with controlling resource
Power Card Device
Opt Description Type-Model Status Pos Pos
9 Multiple Function IOA > 2748-001 On C05
F3=Exit F5=Refresh F6=Print F8=Display resource names

F9=Power off domain F10=Power on domain F11=In-use resources F12=Cancel

Figure 2-64 Concurrent maintenance 10A
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g. Thedisplay in Figure 2-65 appears. At this point, the adapter should appear as being in
“occupied position”.

Work with Controlling Resource
Frame ID: 1
Selected resource:
Resource Card Device
Description Type-Model Name Pos Pos
Multiple Function IOA 2748-001 P21 C05

Type options, press Enter.
5=Display detail 6=Relinquish from 7=Assign to
8=Associated packaging resource(s)

Resource
Opt Description Type-Model Status Name
Combined Function IOP *> 284C-001 Operational CMBO1

F3=Exit F5=Refresh F6=Print F12=Cancel

Figure 2-65 Working with controlling resource

h. The adapter can be removed from the partition by using the Work with Partition
Configuration display (Figure 2-66). Type 4 in front of the partition from which to
remove the resources.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource

Partition
Option Identifier Name
4 0 PRIMARY

1 LINUX1

2 LINUX2

3 LINUX3
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-66 Selecting the partition from which to remove resources
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i. When removing resources, there are two options as shown in Figure 2-67:

e If you will remove the resource and permanently assign it to another partition,
choose 2 (Remove and clear hardware resource(s)).

e If you are removing a tape drive or CD-ROM to temporarily assign it to a partition,
then select 1 (Remove) to keep the configuration information for that resource.
Using this option does not preclude returning the resource. It merely allows you to
return it to the same previous configuration.

Notice in the same figure that there are three occupied slots and identifying information
is not displayed with the resources. You need to verify the resources by displaying the
logical address and verifying to what it corresponds.

Remove I/0 Resources
System: SEATTLE
Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *I0A, *DEV
Partition identifier . . . . . . . . . .. .. : 0
Partition name . . . . . . . . . . . . . . . . : PRIMARY
Type options, press Enter.
1=Remove 2=Remove and clear hardware resource(s)
I/0 Resource Serial Part
Opt Description Type-Model Number Number
Occupied Position
System Bus 24 283B- 38-0293021  04N4723
2 Occupied Position
Occupied Position
Occupied Position
Bottom
* Indicates load source.
F3=Exit F9=Toggle empty pos Fl0=Display logical address F12=Cancel

Figure 2-67 Removing resources

The display in Figure 2-68 allows you to verify that this is what you want to do.
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Confirm Remove I/0 Resources
System:  SEATTLE
Press Enter to confirm your choice to remove the following
I/0 resources from this partition. Removals can only be
made at a bus or I/0 processor level.
Press F12 to return to change your choice.

Partition identifier . . . . . . . . . ... . 0

Partitionname . . . . . . . . . . . .. . . . : PRIMARY
1/0 Resource Serial Part
Description Type-Model Number Number

Occupied Position

* Indicates Toad source.
F10=Display logical address Fl2=Cancel

Figure 2-68 Confirming the removal of a resource

j- Press Enter to confirm your choice.

k. To add the resources that we just removed, you would use the LPAR configuration
manager and choose Work with partition configuration. On the display shown in
Figure 2-69, place 3 next to the partition to which to add the resource.

Work with Partition Configuration
System:  SEATTLE
Type option, press Enter.
1=Change partition name 2=Change partition processing resources
3=Add I/0 resources 4=Remove I/0 resources
5=Change bus ownership type 6=Select Toad source resource

Partition

Option Identifier Name

0 PRIMARY

3 1 LINUX1

2 LINUX2
F3=Exit  F5=Refresh F9=Work with shared processor pool
F10=Work with Virtual LAN configuration Fll=Work with partition status
F12=Cancel F23=More options

Figure 2-69 Choosing a partition to add resources to LINUX1
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I.  Press Enter and the display in Figure 2-70 appears. The only option that applies to an
IOA is option 1 (Own dedicated). Select this option.

Add I1/0 Resources
System: SEATTLE

Level of detail to display . . . . . . *ALL *ALL, *BUS, *IOP, *IQA, *DEV
Partition identifier . . . . . . . . . . . .. 1
Partition name . . . . . . . . . . . . . . . . LINUX1

Type options, press Enter.
1=0wn dedicated 2=0wn bus shared 3=Use bus shared

I/0 Resource Serial Part

Opt Description Type-Model Number Number
System Bus 23 283B- 38-0293021  04N4723
System Bus 24 283B- 38-0293021  04N4723

1 Occupied Position

F3=Exit F9=Toggle empty pos Fl0=Display logical address F12=Cancel

Figure 2-70 Adding an IOA

m. You can then confirm your choice as shown in Figure 2-71.

Confirm Add I/0 Resources
System:  SEATTLE
Press Enter to confirm your choice to add the following
1/0 resources to this partition.
Press F12 to return to change your choice.

Partition identifier . . . . . . . . . . . .. 001
Partitionname . . . . . . . . . . . . . . . . LINUX1
1/0 Resource Serial Part
Opt Description Type-Model Number Number

1 Occupied Position

F10=Display logical address F12=Cancel

Figure 2-71 Confirming the addition of an IOA
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n. After you confirm your choice, navigate to the main configuration screen (Figure 2-72).

Work with System Partitions
System:  SEATTLE
Attention: Incorrect use of this utility can cause damage
to data in this system. See service documentation.

Number of partitions . . . . . . . : 3
Partition manager release . . . . . : V5RIMO LOOO
Partition identifier . . . . .. . : 0
Partition name . . . . . . . . . . : PRIMARY *

Select one of the following:

Display partition information
Work with partition status

Work with partition configuration
Recover configuration data

Create a new partition

Gl B W N
e e e e e

Selection

F3=Exit Fl12=Cancel

Figure 2-72 Displaying partition information

0. Select option 1 (Display partition information) to confirm the successful addition.

Choose option 3 (Display allocated I/O resources). The display in Figure 2-73 appears.

Display Partition Information
System:  SEATTLE
Select one of the following:

Display partition status

Display partition processing configuration

Display allocated I/0 resources

Display available I/0 resources

Display system I/0 resources

Display partition operating environment

Display communication options

Display secondary partition reference code history
Display guest environment host information

Display guest environment console Tog

O W WO~y B WMN

—_

Selection
3

F3=Exit F12=Cancel

Figure 2-73 Displaying allocated resources
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p. Select 3 (Display allocated I/O resources). Selected adapters are displayed on the bus
(Figure 2-74).

Display Allocated I/0 Resources
System: AS03

System partition(s) to display . . . . *ALL *ALL, 0-1
Level of detail to display . . . . . . *ALL  *ALL, *BUS, *IOP, *IQA, *DEV
Par Serial Part
ID Description Type-Model Number Number
Communications Chann 605A-001 00-1072020
System Bus 23 283B- 38-0301080 04N4723
Communications IOP 2890-001 10-81042 0000023L4306
Communications IOA 2890-001 10-81042 0000023L4306
Communications Port 2744-001 10-1010042 0000023L4288
Communications Port 2744-001 10-82017 0000023L4288
Virtual Port 6B00-001 10-81042 000008193654
System Bus 24 283B- 38-0301080  04N4723
1 LINUX Partition 9406-270 10-5HYMM
System Bus 23 283B- 38-0301080  04N4723
Multiple Function IOA 2763-
System Bus 24 283B- 38-0301080  04N4723

More...
* Indicates Toad source.
F3=Exit  F5=Refresh F6=Print  F9=Toggle empty pos
F10=Display logical address Fll=Display partition status F12=Cancel

Figure 2-74 Displaying the IOA that was added

Adding new adapters

The previous examples used existing resources. New adapters are automatically allocated by
an upstream IOP on a bus owned by OS/400. If an IOP is not present, the adapter is identified
as occupied position.

The default owner of the resource would be the owner of the bus. If the bus is owned by the
guest partition, then no further action is required. If the bus is owned by OS/400, then the
adapter must be removed, and added to the Linux partition. Before adding a new IOA, remove
an “empty slot” and add it to the Linux partition. This should be done to insure that an IOP
does not automatically allocate the card causing extra steps to remove it from the I0P.

Reassigning adapters

To reassign an adapter to an IOP, remove it from the guest partition. By using concurrent
maintenance under the Hardware Service Manager, the adapter is assigned to an IOP. On a
system IPL, normal rules prevail and the adapter is assigned to the IOP.

2.6.2 Native SCSI support

80

Native SCSI support is implemented through a Linux SCSI driver that has direct access to the
a PCI card, and thereby allows for communication with DASD devices. The driver, which is
called ibmsis, is proprietary (partly binary only), but distributable. It is part of the distributions
and is available at in the Developer Resources section at:
http://www.ibm.com/servers/eserver/iseries/Tinux
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The driver is accompanied by a utility to configure direct attached DASD called sisconfig,
which presents an OS/400-like screen to configure disks within Linux. In addition, the
sisupdate utility is available to update IOA and device firmware. For more information, see
Chapter 4, “Advanced administration and development” on page 137.

The SCSI driver itself is ibmsis.o. The following Linux drivers are also required:

sd.o: SCSI DASD driver
st.o: SCSI Tape driver
sr.0: SCSI CD-ROM driver
scsi_mod.o: SCSI driver

vVvyyy

Important: When using native disks, they must not have parity configuration turned on. If
they are new disks and are being added to the iSeries, then do not add parity protection to
them. If they were being used in an ASP that had parity turned on, then go to DST and
remove parity before loading Linux. With SuSE, the parity can be unconfigured with
sisconfig, which pops up during the installation.

2.6.3 Native LAN adapters

If you have multiple LAN adapters and can dedicate one or more to Linux, you might consider
doing so. A dedicated adapter eliminates the extra hop that must be taken when using the
virtual LAN to communicate with the network. There are additional routing and subnet issues
that were described in the virtual LAN configuration. Once the hardware is allocated, it is a
simple matter to configure in Linux, since OS/400 does not know of the existence of the
hardware. The configuration for the native adapter is contained within Linux. There are no
0S/400 objects to configure, so it is strictly a matter of using the ifconfig and route
commands for basic configuration of Linux networking. For more details, see 3.4, “Working
with network devices (virtual and direct)” on page 101, or refer to the distributors’
documentation on how to use the configuration tools that are delivered with your distribution.

2.6.4 Configuring for a non-hosted partition

The current distributions contain the ibmsis.o device driver that is loaded in the installation
process. To boot from the native DASD, it is necessary to use the Linux dd command to put
the kernel with an attached RAM disk into /proc/iSeries/mf/[AIB]/vmlinux. Refer to the
distributors installation instructions because they might have already done this automatically
for you.

2.7 Troubleshooting

If the installation completed satisfactorily, the problem is likely to be with Linux itself. Linux is
supported by the distributor from whom the code was acquired, IBM, or via various Internet
forums.

When doing problem determination, consider the following tips:

» Problems creating a guest partition?

— The problems most likely to occur in this area are adding or removing resources.
Consider these points:
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Who owns the bus that the resource is located on, and is that bus owned shared?

If you are using Work with System Partitions (recommended), have you removed
the IOP? Using this method, the IOP must be removed and then re-added after the
resource was removed.

Is the IOP a combined function IOP or a multi-function IOP? If so, are there other
resources that will be affected by removing the IOP, for example, DASD?

If you are removing DASD, are they configured? If not, they need to be removed
from the ASP (unconfigured).

Are you allocating a slot to install a new IOA, or are you removing an existing IOA?

» Is a NWSD present?
Use the WRKNWSD or WRKCFGSTS *NWS command.

— Ifyesanditis type *GUEST, continue.
— If no, see the definition and discussion in 2.4.3, “Creating an initial network server
description (CRTNWSD)” on page 38.

» |Is NWSD active?

— If yes, go to “Virtual LAN” on page 84.
— If no:

Table 2-1

Check the QSYSOPR messages for error message CPDB1AD and the return code.
To see these messages, use the following command on the hosting partition:

DSPMSG QSYSOPR
Find the explanation for the reason code in Table 2-1.

Reason codes for message CPDB1AD

Reason
Code

Explanation

00000001 *NWSSTG was specified as the IPL source but no storage space was found.

00000002 The partition specified in the PARTITION parameter was not found.

00000003 The partition specified in the PARTITION parameter is not a GUEST partition.

00000004 There is already a NWSD in this OS/400 partition that is active and using the partition

specified in the PARTITION parameter of the NWSD.

00000005 The partition specified in the PARTITION parameter of the NWSD is powered on

(perhaps through the LPAR configuration interface or from another OS/400 partition).

00000006 The partition is set to boot from a stream file (stmf), and for some reason, that didn’t

work. You should note that the user performing the vary on needs READ access to the
IPL STMF parameter.

00000007 The NWSD is set to boot from a storage space (NWSSTG), but for some reason, the

kernel couldn’t be found (no type Ox41 partition? not marked bootable).

00000008 The partition does not start. There are a variety of reasons why the partition does not

start. You could have a corrupt kernel or the processor feature code does not support
the shared processor pool. If the kernel and processor are not the problem, then start
reviewing the information for the partition and the SRCs.

00000009 The partition identified as the hosted partition is not configured.

00000010 Contact your next level of support to find a proper solution to this problem.
00000011
00000080
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Reason Explanation

Code

00001088 The kernel does not appear to be valid. This error is frequently caused if you do not
00001089 FTP the kernel in binary mode.

0000108A

0000108B The kernel does not appear to be compatible with the version of 0S/400 in the primary
0000108C partition.

000010A3 There is an insufficient amount of processor assigned to the partition, or there are not
000010A9 enough shared processors available.
000010AA

000010A4 There is an insufficient amount of memory available for the partition.
000010A5

000010AE This error occurs on systems that support dedicated processors when either you have
specified a shared processor for a Linux partition or you have the QPRCMLTTSK
system value set to 1.

ii. Verify that the appropriate storage spaces are linked. Use the WRKNWSSTG
command.

iii. Verify that the IPL source and IPL path are correct.
iv. Verify that the host partition is set in the partition configuration.
v. Are there IPL parameters defined? If so, verify that these are correct.

vi. Check the secondary partition SRCs using the display secondary partition
reference code history screen. Please note that the sequence of reference codes in
Figure 2-75 is a normal bring up, and the PROG XXXX codes are the kernel
initialization. PROG FFFF means that all is well.

Display Secondary Partition Reference Code History
System:  SEATTLE

Secondary partition(s) to display . . . . . *ALL  *ALL, 1-3 04/05/01
Number of reference codes to display . . . 200 1-200 09:20:26
Partition
Identifier Name Reference Codes Date Time
1 LINUX1 PROG FFFF 04/04/01 12:55:38
PROG 3EAB 04/04/01 12:55:37
PROG 3EAB 04/04/01 12:55:37
PROG 3EAB 04/04/01 12:55:37
PROG 0301 04/04/01 12:55:37
PROG 0205 04/04/01 12:55:37
PROG 0105 04/04/01 12:55:37
PROG 0105 04/04/01 12:55:37
C200 82FF 04/04/01 12:55:37
€200 8200 04/04/01 12:55:37
C200 81FF 04/04/01 12:55:37
€200 8120 04/04/01 12:55:37
€200 8110 04/04/01 12:55:37
More. ..
F3=Exit F5=Refresh  F6=Print F8=Clear F9=Include reference code detail
F10=Monitor reference code history F12=Cancel

Figure 2-75 Displaying reference codes for Linux1 partition
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vii. Also from the LPAR configuration manager, display the Guest “console” log as
shown in Figure 2-76.

1

Display Guest Environment Console Log
System: SEATTLE

Partition(s) to display . . . . . . . . . . *ALL  *ALL, 1-3 04/05/01
Number of Tines to display . . . . . . .. 999 1-999 09:27:12
Par

ID Log

Mapping Toad area - physical addr = 0, absolute addr = 18000000
Load area size 32768K

HPT absolute addr = 24000000, size = 4096K

D-cache line size = 128 (log = 7)

I-cache line size = 128 (log = 7)

mf.c: iSeries Linux LPAR Machine Facilities initialized
Registering c00d5abc in reg c029c810

Registering c00d62b0 in reg c029c818

Total memory: 264241152 bytes

Progress: Y0300" - MMU:hash init

Progress: Y0105" - hash:enter

iSeries_hashinit: added 24576 hptes to existing mapping
Progress: Y0205" - hash:done

Progress: Y0301" - MMU:mapin

More. ..

F3=Exit  F5=Refresh F8=Clear F10=Monitor log F24=More keys
Already at top of area.

Figure 2-76 Displaying the Linux console log

viii.Was the hosted partition varied on from the virtual service panel in SST? If so shut
it down from the same panel and vary on the NWSD.

ix. Do you have a corrupted or missing kernel?

» Virtual LAN

Most of the issues with virtual LAN will be with the configuration since it is not actual
Ethernet media, but a vehicle for relaying Ethernet messages.

a.

f.
g.

Is the interface up in Linux? Run the ifconfig command from the virtual console. If it
is not, check /var/logs/messages, run the dmesg command, or correct the configuration.

Can you ping from Linux to OS/4007? This generally is a matter of having both sides on
the same virtual port (see the discussion in 2.5.1, “Virtual LAN configuration” on
page 52) and having an IP address configured for each host (Linux and OS/400).

From the hosting partition, can you ping OS/400 and Linux? If you can only ping the
0S/400 system or the interface for the virtual LAN, there is a subnetting problem.
Perhaps the network address is used for the virtual LAN interface.

Can you ping from Linux through the LAN adapter on OS/4007? If you can ping across
the virtual LAN but not to the OS/400 adapter, the route on OS/400 is not defined
correctly. The traceroute utility may help resolve this. There are both OS/400 and
Linux versions that may be helpful.

Can you ping from the external LAN to Linux? If you can ping to the virtual LAN
interface but not to the Linux interface, it is probably a routing problem. Again the
traceroute utility may help.

Is the OS/400 IP forwarding turned on?

Is the Ethernet LIND status varied on or off? It may not be autostarted.
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h. Can you see the virtual adapter in Hardware Service Manager?

i. Are the interfaces for OS/400 and virtual LAN active? Use CFGTCP, select option 1,
and select F11 (Display line information) as shown in Figure 2-77.

Work with TCP/IP Interfaces
System:  SEATTLE
Type options, press Enter.
1=Add 2=Change  4=Remove 5=Display 9=Start 10=End

Internet Subnet Interface
Opt Address Mask Status

XoXo XX 255.255.255.0 Active

XXX X 255.255.255.248 Active

127.0.0.1 255.0.0.0 Active

Bottom

F3=Exit F5=Refresh  F6=Print list Fll=Display line information
F12=Cancel F17=Top F18=Bottom

Figure 2-77 Verifying the interface status
j- Has Linux been configured and was the appropriate script file altered to start the
interface correctly at boot up?
» Virtual console

What Telnet client are you using? OS/400 is not recommended. Use PuTTY if using a
Microsoft Windows PC.

» Native I/O problems

What is the status of the IOAs? Use the display partition information or concurrent
maintenance.

— Problems removing/adding adapters?

— Is the bus owned and dedicated to OS/400?

— Are resources in use?

— Are you trying to remove an IOP that is supporting other devices?
— Are you trying to remove DASD that are configured?
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Linux administration

This chapter discussed basic Linux administration. The main topics that are covered include:

How devices appear in the Linux system and how to handle them
Locating files in the Linux directory structure

Working with disk partitions

Working with network adapters

Managing users and groups

Keeping track of what’s running on a system

Where the log files are stored for when something goes wrong
File permissions and how to handle them

National language support

Backing up and restoring the system or parts of the system

VVYVYVYYVYVYVYYVYY
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3.1 General Linux concepts

To Linux, everything is a file. Configuration parameters are stored in text files in the /etc
directory. Devices are seen as files located in /dev. And, information about the system can be
found in files in the /proc directory.

Important: The file system and almost everything else in Linux is case sensitive. This is a
very big difference as opposed to OS/400 where case does not generally matter. Make
sure that you keep an eye on this, and use exactly the same case as in our examples.

3.1.1 Configuration files

It is no coincidence that configuration files are the first topic to be discussed in this section of
this book. Practically all configuration of programs in Linux can be done by editing text files
located in /etc or in the subdirectories below. To display a textfile on the screen, use

cat filename, for example:

cat /etc/passwd

Use the Tess filename command to display those files screen by screen. Type q to exit 1ess.

3.1.2 Editing files using text editors
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More and more system administration tasks can be done using configuration tools (as
explained later in this section). But when working with Linux, you cannot avoid the fact of
editing text files. To do scripting, edit configuration files, or change preferences, you must
inevitably edit text files. This can be hard in the beginning, but after a while, you appreciate it
because it enables you to change the behavior of almost everything just as you want it.

Important: Try to break the barrier of being able to edit files as soon as you can. It will help
you very much when working and administering your Linux system. Try to spend just one
hour using a text editor, and then continue.

Quite a few text editors are available in Linux. More experienced UNIX users should probably
use editors such as vi or emacs. Users who have never used one of these editors should
probably use pico.

pico, vi, and emacs are editors in text mode, so you don’t need X Windows to run them, which
is quite important, because from time to time a text editor is needed to get the X Windows
system running.

Here is a short introduction on several editors. Again, take a few moments to learn at least
one editor.

pico

Probably the most basic editor that is generally available is pico. It might be a good idea to
start working with pico, until you become somewhat familiar with the concept of editing files in
text mode. For more information on its use, refer to the following Web sites:

» http://www.indiana.edu/™ucspubs/b103/
> http://www.uwsg.iu.edu/usail/external/riceinfo/UNIX12/unix12.htmI
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Vi
A commonly used and advanced editor is vi. The vi variant that you will find on nearly all
distributions is vim (vi improved), and when you encounter vi it’s usually vim.

Online help in vi is accessible by typing :help or by starting the hands-on tutorial using the
vimtutor command executed on the Linux command line.

A good Vim Howto is available on the Web at:
http://www.Tinuxdoc.org/HOWTO/Vim-HOWTO.htm1

You can also find some quick reference documents on all the vi controls at:

> http://www.Tinuxdoc.org/HOWTO/Vim-HOWTO-11.htm]

» http://www.cs.umr.edu/unixinfo/general/packages/viguide.html

Print out one of these references so you can use them while working with vi.

To turn on syntax highlighting in vi (to help you edit scripts, for example), run this from your
command line:

echo syntax on >> ~/.vimrc

If you happen to use a graphical environment, you can as well use the graphical version of
vim, which is called gvim. And for beginners, there is an “easy” mode that can be started with

the command evim, which does not discriminate between command and insert mode (you are
always in insert mode).

emacs

Another very advanced editor is emacs. It is much bigger than vi to load, so it takes longer but
it has more things built in. In a way, it’s an Integrated Development Environment (IDE) on its
own with commands to compile programs or run version control programs like CVS.

For help with emacs, refer to:
http://www.lib.uchicago.edu/keith/tcl-course/emacs-tutorial.html

For a reference list of controls, go to: http://www.indiana.edu/~ucspubs/b131/

3.1.3 Configuration tools

Several configuration tools are available to simplify administration on a Linux system by
integrating all administration tasks into one graphical user interface. X Windows and
text-based tools can be found. Depending on the distribution you’ve installed, LinuxConf,
YaST, or something similar is available. In this chapter, however, the standard Linux
commands are used to do the administration. Feel free to try one of these tools.

For more information about LinuxConf, check out: http://www.solucorp.qgc.ca/1inuxconf/

3.1.4 The man command

When you need help, the easiest way to access it is by running the man command to show the
manpages. For help on useradd, type:

man useradd

In the same way, retrieve information about the man command by running:

man man
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Sometimes, you need to explicitly specify a section number to solve ambiguities. For
example, the term passwd has two meanings: one as the name of a command and the other
as the file with name passwd. Here is a list of section numbers and their description:

User commands

System calls

Library calls

Devices

File formats

Games

Miscellaneous information
System administration

ONOOAOD =

For help about the passwd command, run:

man 1 passwd

For help on the /etc/passwd file, run:

man 5 passwd

For more information on the man command and to get help and documentation, refer to
Chapter 16, “Help information” on page 273.

3.2 Devices

This section focuses on the iSeries Linux-specific devices, mainly virtual devices, and a short
explanation of how they are used and configured.

3.2.1 Linux devices

Every device that can be used on a Linux system is represented by a special file located in
the /dev directory, or in some cases in the /proc file system. On a PC, for example, you can
find the /dev/hda file, which refers to the first hard disk drive found on its IDE controller. The
/dev/hda1 file refers to the first partition on that hard disk drive.

The special files in /dev can also represent a software mechanism, such as /dev/null, which
represents the garbage bin. If you don’t want to see the output that a command produces, you
simply send it to /dev/null such as in:

1s > /dev/null

Of course the example above is not useful as such, but it can be very handy in scripts.

3.2.2 Creating devices
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The contents of this directory are built one of two ways. They can be created by the mknod
command, mostly used by scripts or system utilities. A user almost never has to use the mknod
command, since it is done at installation time.

The other way is that devices in the kernel create entries in /dev themselves, but they can only
do that when the kernel is compiled with devfs support. See 4.3, “Building the kernel” on
page 154, for more information.
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3.2.3 iSeries-specific devices

Comparing the /dev directory on an iSeries Linux system and an ordinary Linux system, you
can find some differences, especially the virtual devices use specific drivers IBM added to the
Linux kernel. These iSeries-specific additions to the kernel will be made public in the near
future as a contribution to the open source community.

It should be noted that IBM does not control when kernel modifications will be accepted by the
Linux kernel maintainers, nor when the third parties will have a distribution available. It is
possible that for some period of time the iSeries specific support may be made available as
patches as opposed to being fully integrated into the kernel source tree.

When summarizing these types of devices, the assumption is made that the kernel is
compiled with devfs support. The main difference (from a user point of view) is that the /dev
file systems without the devfs support is only one level deep, without any directory structures.
The devfs kernel module creates a hierarchy in which all the devices have their own location,
so that you get a better view of these devices.

In Table 3-1, there is a list of the most current devices, each with their location in the devfs file
system. For more details about how to use them, refer to the sections on each device in
Table 3-1.

Table 3-1 List of devices and their location in the devfs file system

Device description Location in the devfs file system

Disks (direct attached) » /dev/hd/disc0/disk

» /dev/hd/disc1/disk

Partitions are called /dev/hd/discO/part1 and
/dev/hd/disc0/part2, etc.

Disks (virtual) » /dev/viod/discO = /dev/discs/discO 