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Introduction

The IBM 2109 M12 FICON Director is designed to provide enterprise-class availability and
Fibre Channel connectivity for IBM servers and storage products supporting Fibre Channel
(FC) and FICON protocols.

The intent of this chapter is to provide background information about the FICON environment
on which IBM 2109 M12 FICON Directors are deployed. In the subsequent sections, we
discuss the following topics:

» Basic FICON and Fibre Channel terms
» FICON overview

— FICON channel support
» Supported FICON Director topologies

— Switched point-to-point
— Cascaded FICON Directors

© Copyright IBM Corp. 2003. All rights reserved. 1



1.1 Basic Fibre Channel terminology

2

This section discusses some general terms used in the Fibre Channel (FC) environment.
These terms are also used in FICON environments when installing/configuring and operating
in a switched point-to-point or cascaded FICON Director configuration; therefore, you will find
them throughout this document.

Node

A node is an endpoint that contains or uses information. It can be a computer (host), a device
controller, or a peripheral device (such as disk or tape drives). A node has a unique 64-bit
identifier known as the Node_Name. The Node_Name is typically used for management
purposes.

Port

Each node must have at least one port (hardware interface) to connect the node to the FC
topology. This node port is referred to as an N_Port.

Each N_Port has a Port_Name, which is a unique 64-bit identifier that is assigned when it is
manufactured. The N_Port associates an access point to a node’s resources.

Other port types present in an FICON switched environment include:

E_Port An expansion port is used to interconnect switches and build a switched fabric.
F_Port A fabric port is used to connect an N_Port to a switch that is not loop-capable.
U_Port A universal port is a port that has not assumed a role in the fabric.
Switched fabric

One or more Fibre Channel switches (FC-SW) can be interconnected to create a fabric, to
which N_Ports are connected. A switched fabric takes advantage of aggregated bandwidth
through switched connections between N_Ports using packet-switching. FC switches (or
FICON Directors) allow multiple, concurrent I/O operations (read and write) between multiple,
FICON-capable servers and multiple, FICON-capable control units (devices).

World-Wide Names (WWNs)

As mentioned, nodes and ports have unique 64-bit addresses that identify them in an FC or
FICON topology. These addresses are assigned by the manufacturer, with a vendor-specific
portion defined by the IEEE standards committee. These addresses (in the FC standard) are
called Node_Names and Port_Names, and when they are world-wide unique, they are
referred to as:

» World-Wide Node_Name (WWNN)
» World-Wide Port_Name (WWPN)

A WWN (any WWNN or WWPN) is usually written in sets of two hexadecimal digits,
separated by colons (for example, 08:45:12:56:43:00:D5:A0). Figure 1-1 on page 3 illustrates
the use of WWNs.

Getting Started with the IBM 2109 M12 FICON Director



Server (Node) Controller (Node)
VWWNN!1 WWNN3

WWPN31
Switch (Node)
WWNN2

WWPN12

Figure 1-1 Example of World-Wide Names

FC link

The port connects to the topology through an FC link. The transmission medium for the FC
link (FICON interface) is a fiber optic cable. Physically, it is a pair of optical fibers that provide
two dedicated, unidirectional, serial-bit transmission lines. Information in a single optical fiber
flows, bit by bit, always in the same direction. At any link interface, one optical fiber is used to
receive data, while the other is used to transmit data (see Figure 1-2). Full duplex capabilities
are exploited for data transfer. The Fibre Channel Standard (FCS) specifies that for normal
I/O operations, frames flow serially in both directions, allowing several concurrent read and
write 1/O operations on the same link.

FC port FC port
1 Outbound - Outbound e
Rx g npound . Inbound  _§ R

) Fibre Channel link ]

Figure 1-2 Fibre Channel link

An FC link (port-to-port connection) can be:

» Node-to-node (N_Port-to-N_Port)
» Node-to-switch (N_Port-to-F_Port)
» Switch-to-switch (E_Port-to-E_Port)

The FC link data rate is 1 Gbps (100 Mbps) for zSeries and 9672 G5/G6 FICON feature ports,
and 1 Gbps or 2 Gbps (200 Mbps) for zSeries FICON Express feature ports. The 2 Gbps link
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capability is auto-negotiated between the zSeries server and FICON Director, as well as the
Director and devices, and is transparent to the operating system and application. With
devices in general, the zSeries FICON Express, FICON Director, or device, or all,
communicate and agree upon either a 1 Gbps or 2 Gbps (100 Mbps or 200 Mbps) link speed.
This speed determination is based on the adapter speeds in the zSeries server, FICON
Director, and device, as well as the fiber optic cable infrastructure capabilities. For those parts
of the 1/0O infrastructure that are not 2 Gbps link-capable, the link speed is auto-negotiated to
1 Gbps (100 Mbps).

Note: The 2 Gbps line speed is the theoretical maximum unidirectional bandwidth
capability of the fiber link. The actual throughput potential of the 2 Gbps link (whether it is
measured in I/O operations per second, or Mbps) will depend on the type of workload, fiber
infrastructure, and storage devices in place.

1.2 FICON overview

There are a number of characteristics and functional areas that need to be understood in
designing an /O configuration that exploits FICON technology. This section introduces the
basics of these areas for the FICON channel.

1.2.1 FICON channel architecture

The FICON channel architecture consists of the following Fibre Channel (FC) protocols:

» FC-0 level — Interface and Media: The Fibre Channel physical interface (FC-0),
specified in FC-PI, consists of the transmission media, transmitters, receivers, and their
interfaces. The physical interface specifies a variety of media and associated drivers and
receivers capable of operating at various speeds.

— ANSI NCITS xxx-200x FC-PI T11/Project 1235D

» FC-1 level — Transmission Protocol: This is a link control protocol that performs a
conversion from the 8-bit EBCDIC code into a 10-bit transmission code; a unique
bit-pattern is assigned to each known hexadecimal character. Encoding is done by the
N_Port when sending the character stream over the fiber, and the decoding back to 8-bit
code is performed by the receiving N_Port.

» FC-2 level — Signaling Protocol: Fibre Channel physical framing and signaling interface
(FC-PH) describes the point-to-point physical interface, transmission protocol, and
signaling protocol of high-performance serial links for support of higher-level protocols
associated with HIPPI, IP1, SCSI, FC-SB2 (FICON), and others.

— Fibre Channel - Framing and Signalling (FC-FS)
ANSI X3.230-1994

Describes the signaling protocol of the high-performance serial link for support of
higher-level protocols associated with HIPPI, IPIl, FC-FCP (SCSI), FC-SB2 (FICON),
and others.

This architecture covers the Fibre Channel levels FC-1, FC-2, and some parts of the
FC-3 level.

The FC-FS architecture consolidates the relevant clauses of FC-PH (the initial Fibre
Channel architecture), its amendments 1 and 3, and FC-PH-2 and FC-PH-3 protocols,
but does not replace those protocols. In this book, the FC-FS architecture is referred to
as the zSeries and 9672 G5/G6 processors, which comply with the FC-FS functions.

» FC-3 level — Common Services: This level is reserved for future functions.
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» FC-4 level — Mapping: Channels Upper Level Protocol (ULP) as part of FC-4 and
describes IPI/FC-FCP (SCSI)/ HIPPI/SB/IP and FC-SB-2 (FICON) protocols.

Other standards used in the Fibre Channel architecture, and their references, include:
» Single-Byte Command Code Sets Connection Architecture (SBCON):
ANSI X3.296-199x

» Fibre Channel Fabric Generic Requirements (FC-FG): Describes minimum requirements
for a topology-independent interconnecting fabric to support FC-PH:
ANSI X3.289-199x

» Fibre Channel Switch Fabric (FC-SW): Specifies tools and algorithms for interconnection
and initialization of FC switches to create a multiswitch FC fabric:

ANSI X3T11/Project 959-D/Rev 3.3

FC-SB-2 (FICON) architecture information and all other documentation mentioned can be
obtained from the following Web site:

http://www.tll.org

1.2.2 FICON channel support

FICON channel support in the zSeries and 9672 G5/G6 servers can operate in one of three
modes:

» A FICON channel in FICON Bridge (FCV) mode allows access to ESCON control units
with ESCON interfaces by the channel connected to a FICON Bridge adapter in a 9032-5
ESCON Director. This mode is applicable only to the FICON LX features.

» A FICON channel in FICON native (FC) mode allows access to FICON native interface
control units either directly by a FICON channel in FC mode (point-to-point), or from a
FICON channel in FC mode connected in a series through one or two Fibre Channel
switches (FICON Directors). Channel-to-channel (FCTC) is also supported in this mode.

Note: The 9672 G5/G6 processors only support a single switch topology, known as
switched point-to-point, while the zSeries processors support single and dual switch
topologies. A two-switch configuration is known as cascaded FICON Directors.

» A FICON channel in Fibre Channel Protocol (FCP) mode can access FCP devices in one
of two ways:

— Through a FICON channel in FCP mode through a single Fibre Channel switch or
multiple switches to an FCP device

— Through a FICON channel in FCP mode through a single Fibre Channel switch or
multiple switches to a Fibre Channel-to-SCSI bridge

Note: The 9672 G5/G6 processors do not support FICON channels in FCP mode. This
mode is only supported in conjunction with Linux environments.

Point-to-point and arbitrated loop topologies are not supported as part of the zSeries
FCP enablement.
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1.3 FICON channel topology

A FICON channel in FICON native (FC) mode uses the Fibre Channel communication
infrastructure supported by the zSeries and 9672 G5/G6 servers to transfer channel
programs (CCWs) and data through its FICON and FICON Express features to another
FICON-capable node, such as a storage device, printer, or server (channel-to-channel).

A FICON channel, in conjunction with the IBM 2109 M12 FICON Director, can operate in two

topologies:

» Switched point-to-point (through a single FICON Director to FICON-capable control units)

» Cascaded FICON Directors (through two FICON Directors to FICON-capable control
units)

The FICON channel in FICON native (FC) mode supports multiple concurrent I/O
connections. Each concurrent I/O operation can be to the same FICON control unit (but to
different devices/CU images), or to different FICON control units.

The features and functions of the IBM 2109 M12 are discussed in detail in Chapter 2,
“Technical description” on page 11.

1.3.1 Switched point-to-point configuration

6

In a switched point-to-point connection, at least two Fibre Channel (FC) links are needed in
the channel-control unit path. One is between the FICON channel card (N_Port) and the
FICON Director port (F_Port), then internally within the switch (through the backplane) to
another port (F_Port), and then through the second link to a FICON adapter card in the
control unit (N_Port).

The FICON channel determines whether the associated link is in a point-to-point or switched
topology. It does this by logging into the fabric, fabric login (FLOGI ELS), and checking the
accept response to the fabric login (ACC ELS). The FLOGI-ACC (accept) response indicates
if the channel N_Port is connected to another N_Port (point-to-point) or an F_Port (fabric
port).

An example of a switched point-to-point topology is shown in Figure 1-3 on page 7.

Multiple channel images and multiple control unit images can share the resources of the Fibre
Channel link and the Fibre Channel switch, such that multiplexed 1/0O operations can be
performed.

Channels and control unit links can be attached to the Fibre Channel switch in any
combination, depending on configuration requirements and available resources in the Fibre
Channel switch.

Sharing a control unit through a Fibre Channel switch means that communication from a
number of channels to the control unit can take place over one switch to CU link (in the case
where a control unit has only one link to the Fibre Channel switch), or over multiple link
interfaces (in the case where a control unit has more than one link to the Fibre Channel
switch).

Just one Fibre Channel link is attached to a FICON channel in a FICON switched
point-to-point configuration, but from the FC switch (FICON Director) that FICON channel can
communicate with a number of FICON CUs on different FC switch ports. Once at the control
unit, the same control unit and device addressing capability exists as for a point-to-point
configuration. However, the communication and addressing capability is increased for the

Getting Started with the IBM 2109 M12 FICON Director



channel when the channel is connected to an FC switch with the ability to use the domain and
port address portion of the 24-bit N_Port address (8 bits for the domain and 8 bits for the port)
to access multiple control units.

Server Fabric Storage

Fabric Login (FLOGI)
D —
ji B Determine fabric connection

I {Point-to-Point or Switched)
FICON
Channel

FICON
Channel

zSeries and 9672 G5/G6 Configuration Definition - Path Addressing

Control Unit
“1 FICON Port

FICON Port

Control Unit

Processor Storage Unit

Channel Image 1-Byte Link Address (Port @) CU Image
Channel N_Port — = CUN_Port

Figure 1-3 Switched poini-to-point configuration

The communication path between a channel and a control unit is composed of two different
parts, the physical channel path and the logical path.

In a FICON switched point-to-point topology (with a single switch), the physical paths are the
FC links, or an interconnection of two FC links through an FC switch, that provide the physical
transmission path between a channel and a control unit.

A FICON (FC-SB-2) logical path is the relationship established between a channel image and
a control unit image for communication during execution of an I/O operation and presentation
of status.

1.3.2 Cascaded FICON Director configuration

In a cascaded FICON Director connection, at least three Fibre Channel (FC) links are needed
in the channel-control unit path. One is between the FICON channel card (N_Port) and the
FICON Director port (F_Port), then internally within the switch (through the backplane) to
another port (E_Port) that connects to the second FICON Director E_Port through the second
FC link, and then to a FICON adapter card in the control unit (N_Port) through the third FC
link. With this configuration, the connection between sites can consist of multiple FC links,
also known as Inter-Switch Links (ISLs).

An example of cascaded FICON Directors is shown in Figure 1-4 on page 8.

Multiple channel images and multiple control unit images can share resources of the Fibre
Channel link and Fibre Channel switches, such that multiplexed 1/0O operations can be
performed.

Chapter 1. Introduction 7



Channels and control unit links can be attached to the Fibre Channel switches in any
combination, depending on configuration requirements and on available switch ports.

Sharing a control unit through a Fibre Channel switch means that communication from a
number of channels to the control unit can take place either over one switch-to-CU link (in the
case where a control unit has only one link to the Fibre Channel switch), or over multiple link
interfaces (in the case where a control unit has more than one link to the Fibre Channel
switch).

Just one Fibre Channel link is attached to a FICON channel in a cascaded FICON Director
configuration. However, from the FC switch (FICON Director), the FICON channel can
communicate with a number of FICON CUs on different ports of the second FC switch. Once
at the control unit, the same control unit and device addressing capability exists as for a
point-to-point configuration. However, the communication and addressing capability is greatly
increased for the channel when connected to an FC switch with the ability to use the domain
and port address portion of the 24-bit N_Port address (8 bits for the domain and 8 bits for the
port) to access multiple control units. Note that the domain address portion of the FC 24-bit
port address is different because there are two FC switches in the channel-to-control unit
path.

Site A Site B
Server Fabric Storage

Fabric Login (FLOGI)
e

Determine fabric connection

{Point-to-Paint or Switched) Control Unit
FICON ‘o ; | FICON Port
Channel - T B T |

FICON L : {% Control Unit
Channel = 3 FICON Port

| Fibre Channel

zSeries Configuration Definition - Path Addressing

Processor Storage Unit
Channel Image _Switch (entry Switch@) —m= Link (Switch@ Port@) CU Image
Channel N_Port-"" 2-Byte Link Address &~ oy _Port

Figure 1-4 Cascaded FICON Director configuration

The communication path between a channel and a control unit is composed of two different
parts, the physical channel path and the logical path.

In a cascaded FICON Director topology, the physical paths are the FC links, interconnected
by the FC switches, that provide the physical transmission path between a FICON channel
and a control unit.

A FICON (FC-SB-2) logical path is the relationship established between a FICON channel
image and a control unit image for communication during execution of an I/O operation and
presentation of status.
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Note: The cascaded FICON Director configuration is only supported by the zSeries (800,
900, and 990) servers.

High-integrity data path

Another important value of FICON support of cascaded Directors is its ability to provide
high-integrity data paths. The high-integrity function is an integral component of the FICON
architecture when configuring FICON channel paths through a cascaded fabric.

Robustness in the FICON channel-to-control unit path is maintained to the same high
standard of error detection, recovery, and data integrity that has existed for many years with
ESCON.

End-to-end data integrity is designed to be maintained through the cascaded Director fabric.
Data integrity ensures that any changes to the customer's data streams are always detected,
and that the data frames (data streams) are delivered to the correct end point, an end point
being a FICON channel port or a FICON Control Unit Port. For FICON channels, Cyclical
Redundancy Checking (CRC) and Longitudinal Redundancy Checking (LRC) are bit patterns
added to the customer data streams to allow for detection of any bit changes in the data
stream. With FICON support of cascaded Directors, new integrity features are introduced
within the FICON channel and the FICON cascaded Director fabric to ensure detection and
reporting of any miscabling actions occurring within the fabric during operational use that may
cause a frame to be delivered to the wrong end point.

A FICON channel requires support of high-integrity architecture when configured to operate
in a cascaded Director fabric. During initialization, the FICON channel queries the Director to
determine that it supports high-integrity architecture. If it does, the channel completes the
initialization process, allowing the channel to operate with the fabric.

High-integrity fabric architecture support includes:

» Fabric binding support: The ability of the fabric to prevent a switch from being added to
the fabric that is not configured to support the “high integrity fabric”

» Insistent domain IDs support: This support does not allow a switch address (domain ID)
to be automatically changed when a duplicate switch address is added to the fabric. It
requires overt operator action to change a switch address.

See 3.5, “Binding and insistent domain ID” on page 33 for pre-installation information about
high-integrity fabrics.

For more detailed information about FICON planning, implementation, and architecture, refer
to FICON Native Implementation and Reference Guide, SG24-6266.
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Technical description

This chapter provides a technical description of the IBM 2109 M12 FICON Director, including

the following topics:

» IBM 2109 M12 FICON Director overview
Description of the hardware components
Fabric Manager

Call Home feature

Secure Fabric features

ISL Trunking

Port swapping

vVvyYvyvyYYyvyy

© Copyright IBM Corp. 2003. All rights reserved.
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2.1 Introduction to the IBM 2109 M12 FICON Director

The IBM 2109 M12 FICON Director represents the next generation of advanced Fibre
Channel (FC) switches used to intelligently interconnect zSeries servers with storage devices
and other servers. It is a revolutionary product: A dual 64-port switch delivers performance,
flexibility, scalability, functionality, reliability, and availability.

» The dual switch capability allows either one or two 64-port switches per chassis. The
switches can be interconnected to create just a fabric with two switches or they can be
used in a highly available, redundant fabric. Dual redundant control processor (CP) cards
provide high availability within the chassis.

— Up to eight hot-swappable 16-port cards that can provide two separate 64-port
switches in a single chassis. Each of the 64-port switches uses four 16-port cards.

» Current technology used supports 1 Gbps and 2 Gbps auto-negotiate FICON and FC
ports.

» Trunking technology groups up to four ports to form high-performance 8 Gbps ISL trunks
between switches in a cascaded FICON Director environment.

» Universal ports self configure as E_Ports or F_Ports.

» Small Form-Factor Pluggable (SFP) optical transceivers support any combination of short
wavelength (transferring data over either 50 micron or 62.5 micron multimode fiber cable)
and long wavelength (transferring data over 9 micron single mode fiber cable) on a single
switch module that represents a 16-port card.

» High-availability, redundant design, together with extensive diagnostics and system

monitoring capabilities, deliver reliability, availability, and serviceability (RAS).

Redundant, hot-swappable logic components (CP and port cards, SFP optical transceiver,

blower assembly, and power supply).

Redundant power and cooling system.

Two redundant AC inputs.

Automatic CP card failover.

No single point of failure:

— The active CP card can control both 64-port switches in the chassis.

— A redundant CP card can take control of a single or dual switch configuration in the
event of an CP failure situation.

» Extended distance fiber optic transceivers are available for operation with distances up to
35 km and 80 km, respectively. These extended distance transceivers help disaster
tolerance solutions without the need for separate hardware.

v

vyvyyy

Protocol intermix

The IBM 2109 M12 supports Fibre Channel Protocol (FCP) and FICON protocol intermix at
the port level. If protocol intermix is used, FCP and FICON ports should be isolated either by
zoning or by defining one logical switch in the chassis for FCP only and the other logical
switch for FICON only.

For more information about FCP support and setup for zSeries servers, refer to Getting
Started with zSeries Fibre Channel Protocol, REDP-0205.

Interconnection

With firmware Version 4.1.2 or later, the IBM 2109 M12 supports Secure Fabric (FC 7623),
which is required for a cascaded FICON Director configuration.

Port/cable side (front) of the IBM 2109 M12

Figure 2-1 on page 13 shows all the components accessible by the port/cable side (front) of
the IBM 2109 M12, such as:

» Four 16-port cards each for Switch O (slots 1 through 4) and Switch 1 (slots 7 through 10):
— A minimum configuration is two 16-port cards (32 ports) and two CP cards.

12 Getting Started with the IBM 2109 M12 FICON Director



» Two CP cards, each with a modem serial port, a terminal serial port, and a 10/100BASE-T

port. The CP cards are located in positions 5 and 6.
» Four hot-swappable power supplies with integrated fans.
» Two AC power connectors, each one has its own on/off power switch.
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Figure 2-1 Port side of the IBM 2109 M12

Non-cable side (rear) of the IBM 2109 M12

Figure 2-2 on page 14 shows all the components accessible by the non-cable (rear) side of

the IBM 2109 M12, such as:

» Three blower assemblies are located at the rear of the IBM 2109 M12. Each blower is

individually hot-swappable.

» A World-Wide Name (WWN) card and bezel. The WWN card and bezel provide

light-emitting diodes (LEDs) for monitoring the switch from the blower assembly side and

store WWN and Internet Protocol (IP) address information.
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Figure 2-2 Non-cable/blower side of the IBM 2109 M12

2.1.1 Management capabilities

14

IBM 2109 M12 fabrics can be managed using various communication methods:

>

>

»

>

>

Fabric Manager 4.1 graphical user interface (GUI)
Web Tools (Web browser-based management tools)
Simple Network Management Protocol (SNMP)

Serial interface, dedicated for IBM customer engineers

Call home (e-mail for alert notification purposes and dial-in modem for troubleshooting
capability)

Telnet for the command line interface (CLI)
Fabric Access application programming interface (API)

The recommended and most commonly used management interface for the IBM 2109 M12
Directors is the Fabric Manager server and client applications (see 2.3, “Fabric Manager
(FM)” on page 19 for details).

Getting Started with the IBM 2109 M12 FICON Director




2.2 Hardware components

This section discusses the various hardware components that make up the IBM 2109 M12.

16-port cards (blades)

The 16-port cards (Feature Code 3216) provide the physical connectivity between the IBM
2109 M12 and the external connected devices, containing 16 SFP ports each. Up to four
cards can be installed in one logical switch, which provides a total of 64 ports per switch.

» Each port card provides 16 full-duplex, auto-sensing Fibre Channel ports that transmit or
receive data at 1 Gbps or 2 Gbps.

» The ports on each of the 16-port cards are color-coded to indicate which ports can be
used in the same trunking group: four adjacent ports, known as a quad, marked with solid
black ovals alternate with four adjacent ports marked with oval outlines.

» Each 16-port card has a Power LED and a Status LED at the top of the card. In addition,
each of the 16 ports has two LEDs to the left of the port: a Port Status LED and a Port
Speed LED, as shown in Figure 2-3.

Power LED Port Card LED Patterns
Power LED | Status LED Port Status Port Speed
StatusLED g3 Steady Card has Port is Po;t ngEt to
4 Green power online ps
: I mode
Port Speed LED (16x)  [G5) Port (16x) _
XE Steady Card is
X = Yellow faulty
E Slow Card is not Port is
- Flashing seated disabled or
Port Status LED (16x)  Clc] Yellow correctly diagnosed
8 Fast Transceiver
Z Flashing or port is
° Yellow faulty
Slow Port is
Flashing online and
Green segmented
Fast Portis in
Flashing internal
Green loopback
Flickering Port is
ector (2x) Green online/traffic

Figure 2-3 16-port card with LED descriptions
Specific Small Form Factor Pluggable (SFP) transceivers are required depending on the
distances you plan to support:

» 500 meters at 1 Gbps or 300 meters at 2 Gbps with 50 micron fiber optic cables, or
250 meters at 1 Gbps or 120 meters at 2 Gbps with 62.5 micron fiber optic cables

SX SFP Transceiver (Feature Code 2310)
» 10 km with 9 micron fiber optic cables
LX SFP Transceiver (Feature Code 2320)
» 35 km with 9 micron fiber optic cable
Extended Distance LX SFP Transceiver (Feature Code 2335)
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» 80 km with 9 micron fiber optic cable
Extended Distance LX SFP Transceiver (Feature Code 2380)

For distances beyond 10 km, see 2.9, “Extended Fabric Activation” on page 23.

Control processor card (CP0O and CP1)
The base configuration always contains two control processor cards (CP) for redundancy
reasons, even if only one switch in the chassis will be configured.

» The active CP card controls both switches (when present). If the active CP card fails or is
uninstalled, the standby CP card automatically becomes the new active CP card. Failover
occurs as soon as the active CP card is detected to be faulty or uninstalled.

» The active CP card performs following control functions:

— Switch initialization

High availability and switch drivers

Name server

SNMP
— Zoning

» Firmware upgrades can be performed concurrent to switch operation.

Each CP card has four LEDs: a Power and Status LED at the top of the card and a Link
Status and Speed LED below the 10/100 BASE-T port.

The different LED patterns and their meaning are shown in Figure 2-4.

Power LED

Status LED RS-232 Modem Port

10101 Terminal

Serial Port
Link Status LED Control Processor Card LED Patterns
Ethemet Port Power LED | Status LED | Link Status Link Speed
Linlf] I?-'q:.'.j:.rlr-!||! D Steady Card has Link speed
AL 2L Green power is 100 Mbps
Steady Card is
Yellow faulty
Slow Card is not
Flashing seated
Yellow correctly
Flickering S
Link is
Green and
Yellow healthy

Ejector {2x)

Figure 2-4 CP card with LED descriptions

Note: For detailed descriptions of the LED patterns for both the 16-port card and the CP
card, refer to the corresponding documentation shipped with the Director. There are also
recommended actions provided for each LED status.
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Power supplies

The IBM 2109 M12 uses up to four power supplies, a minimum of two are required to power a
completely loaded chassis. There are two AC power connectors in the chassis, the left power
connector supplies power to power supplies in slots 1 and 3, and the right power connector
provides power to the power supplies 2 and 4. Four power supplies are always provided as
part of the base configuration.

Each power supply has three LEDs: The power supply LED is on the top, the center LED is
the power supply predictive failure LED, and the LED at the bottom is the power supply fail
LED. See Figure 2-5.

Locking
Tab

Handle

Power LED

Predictive
Failure LED

Fail LED

Figure 2-5 Power supply assembly with LEDs

WWN card and bezel

The WWN card and bezel are located on the top of the blower assembly (rear side of the
chassis), as shown in Figure 2-6 on page 18.

The WWN card provides LEDs for monitoring the switch from the rear side of the chassis.
The WWN card also stores the following information:

» The chassis serial number (this is used when installing software licenses).
» The two native IP addresses assigned to the CP cards (slots 5 and 6).
» Information about the one (or two) switches in the chassis:

— Switch names

— |IP addresses

— World-Wide Names (WWN)

The bezel protects the card and identifies each of the LEDs on the WWN card. Together, the
WWN card and bezel assembly provide a consolidated view of the LEDs for the two CP cards,
a maximum of eight 16-port cards, and four power supplies. If a card slot contains a filler
panel, the corresponding LEDs on the WWN card are not illuminated.
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Bower Supplies
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Power LED {Upper LED)

Status LED (Lower LED]\

Figure 2-6 WWN card and bezel

Blower assemblies

The IBM 2109 M12 FICON Director is cooled by three blower assemblies located at the rear
of the chassis. Each of them is hot-pluggable. Figure 2-7 shows a rear view of the blower
assemblies.

oot
Power LED
LED
™~ Handle
Thumbscrew
L™ [ 5 3¢)

Figure 2-7 Blower assembly

2.2.1 FICON Director base configuration
The IBM 2109 M12 FICON Director can be configured in 16-port increments and is available
in the following configuration:

» Minimum configuration is 32 ports, which represents one switch (Logical Switch 0) in the

chassis, and two CPs:
— Expandable up to a 64-port switch by adding additional 16-port cards
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» A second switch (Logical Switch 1) in the same chassis with a minimum of 32-ports. There
are no extra CP cards required for the second switch, because both switches will be
controlled by the active CP card while the other CP card is the backup.

— Expandable up to 128 ports by adding additional 16-port cards

» Four power supplies.

Three fans.

» One IBM 2109 C36 (cabinet) is provided when one chassis is ordered. This cabinet is a
standard 19-inch rack and is designed to support up to two IBM 2109 M12 FICON
Directors. It has two power distribution units, each with three power outlets.

RPQ 8S0595 is available for assembly/installation of the IBM 2109 M12 in an existing
Rittal rack.

v

The base configuration also includes Fabric OS (firmware), Fabric Manager, Web Tools,
Advanced Zoning, Fabric Watch, Advanced Performance Monitor, and ISL Trunking.

2.3 Fabric Manager (FM)

The Fabric Manager (FM) server and client applications are a Microsoft® Windows®-based
graphical user interface (GUI) that enables the user to administer and monitor products
through the interface of the Fabric OS of the switches.

The Fabric Manager server code can be installed on a workstation to provide local access to
the managed products. The client code can also be installed on remote user workstations to
provide access to the managed products. A maximum of 10 domains (switches) can be
monitored at the same time with the provided Fabric Manager 4.1 with 10 domains feature.
With an orderable feature, this can be upgraded to Fabric Manager 4.1 with Max domains.

Figure 2-8 shows a Fabric Manager view of defined switches (domains) to be monitored. FM
is designed to manage multiple domains and fabrics in real time.
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Figure 2-8 Fabric Manager: Detailed view of switches
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The Fabric Manager is also used to launch services that reside in each switch, including:

» Web Tools provide a comprehensive set of management tools (Switch Admin, Zone
Admin, Fabric Watch, and Switch Manager) that support a Web browser interface, such as
Netscape Navigator and Microsoft Internet Explorer.

» SecTelnet provides a secure Telnet session needed to enable and disable security
features.

» Security Admin provides an interface to modify security policies, such as fabric binding or
switch binding.

Note that in conjunction with the use of Web Tools, your Web browser requires a Java™

plug-in.

For more information about FM, including setup and usage options, refer to Chapter 4,
“Setting up and using Fabric Manager” on page 41.

2.3.1 Fabric Manager requirements

The hardware specifications required to support the FM environment, which is the
responsibility of the customer, are as follows:

» Workstation (console) with color monitor, keypad, and mouse
— Running one of the following operating systems:

e Server requirements: Microsoft Windows 2000, Windows XP, Sun Solaris 2.7, or
Solaris 2.8

¢ Client requirements: Windows 2000, Windows NT® 4.0, Windows XP, Solaris 2.7,
or Solaris 2.8

— 2 GB or greater internal hard drive

— 256 MB or greater RAM

— CD-ROM drive

— 1.44 MB 3.5-inch floppy disk drive

— 56 Kbps external modem (for call home function)

— One 10/100 Mbps Ethernet adapter with RJ-45 connectors
» One 10/100BASE-T hub or switch

If the FM clients will be used for remote access to the switches, a router must also be
provided. See 3.3, “IP addressing and connectivity” on page 28.

2.4 Call Home feature

20

The Call Home feature of the Fabric Manager continuously monitors the status of the
switches and sends a “call home” e-mail message to a user-defined email addresses when a
triggering condition occurs. Triggering conditions include:

» Switch status change
» Switch reboot
» Switch unreachable

The Call Home feature, when enabled, automatically sends an e-mail alert in the event of a
status change or a reboot. Call Home must be configured to send an alert when the host
cannot contact the switch (switch is unreachable).
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The e-mail alert from Call Home includes the following information:

»
»

Reason for the call

Brief description of failure

Switch or switches on which the event occurred (provides switch name, switch WWN,
Ethernet IP, firmware version, switch model type, domain ID, factory serial number, and
supplier serial number)

Firmware version

Switch status and state

The e-mail alert contains an attachment that includes additional information, such as:

| 4
| 4

Detailed switch information
100 most recent events from the event log

The setup and configuration of the Call Home feature is described in “Configuring the Call
Home feature” on page 90.

2.5 Secure Fabric feature

If you intend to establish a cascaded FICON Director environment, it is mandatory that the

Directors are put into a high integrity fabric (using the Advanced Security feature). To do this,
Feature Code 7623 must be installed and enabled.

Note: Be aware that the FICON Directors used for a cascaded environment must be from
the same vendor, and both must be at the same firmware level.

During channel initialization (when in a cascaded environment), the high-integrity feature will
be checked to ensure Secure Mode is enabled by using the Query Security Attributes (QSA)
command. If this feature is not present or enabled in the switches forming the cascaded
fabric, channel initialization will not continue.

Section 5.2, “Activating the high-integrity features” on page 56, describes how to establish a
high-integrity fabric.

2.6 Control Unit Port (CUP)

The CUP function is currently not supported by the IBM 2109 M12 FICON Director. However,
future enhancements will include FICON Control Unit Port support.

2.7 ISL Trunking

The IBM 2109 M12 FICON Director offers the ability to define ISL Trunking. Trunking
optimizes the traffic between both switches in a cascaded fabric by forming trunking groups
that can distribute traffic across the shared bandwidth of all the ISLs in the group. It is
compatible with both short wavelength (SX) and long wavelength (LX) fiber optics cables and
transceivers.

Trunking groups can have up to four ISL links, which results in a total bandwidth of 8 Gbps.

The traffic going over the trunking group will be automatically balanced to get the most
effective performance.
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Figure 2-9 shows an example of balancing traffic over an ISL Trunking group, which consists
of two ISLs. Approximately 62.0 MB was sent to a control unit on port 13 (x¥’0D’) attached to a
cascaded FICON Director through an ISL Trunking group. As you can see, the average

throughput of the trunking group is 30.9 MB for the ISL on port 2 and 31.0 MB for the ISL on

port 3.
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Figure 2-9 Balanced traffic on a two-ISL Trunking group

Refer to 3.6, “Inter-Switch Link (ISL) Trunking” on page 35 for a more detailed description of
ISL Trunking.

2.8 Port swapping

Port swapping is the capability of a switch to redirect traffic on a failed F_Port to a working
F_Port without requiring a change in zSeries I/O configuration.

In a Fibre Channel fabric, a failing switch port typically results in a cable being reconnected to
another available switch port, followed by automatic discovery of the device through the name
server. However, in an FICON environment, the control unit link address is defined in the
channel configuration file (IOCP) on the zSeries server. Therefore, the switch must ensure
that the N_Port address for the control unit remains the same even after the cable is
reconnected to a different switch port.

After port swapping, the address assigned to the N_Port performing fabric login (FLOGI) by
the alternate port should be the same as the one that would have been assigned by the
original port. The original port will assume the port address associated with the alternate port.

For more information about how to perform port swapping, see “Swapping ports” on page 89.
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2.9 Extended Fabric Activation

Extended Fabric Activation extends fabrics beyond the Fibre Channel standard 10 km. ISLs
using extended long-wave transceivers, Fibre Channel repeaters, or Dense Wave Division
Multiplexing (DWDM) devices can provide Metropolitan Area Network (MAN) connectivity
distances. Extended Fabric Activation helps optimize switch buffering to provide high
performance by configuring switch ISLs with up to 60 buffer credits at the port level.

Table 2-1 lists the supported distances of the IBM 2109 M12 FICON Director and at which
distance the Extended Fabric license is required.

Table 2-1 Supported distances

Extended Fabric | Max. distance Max. distance Extended Fabric
mode at 1 Gbps at 2 Gbps license required
LO 10 km 5km No
LE N/A 10 km No
LO.5 25 km 25 km Yes
L1 50 km 50 km Yes
L2 100 km 60 km? Yes
LDP Auto Auto Yes

a. The distance indicated implies maximum Fibre Channel bandwidth at the
associated distances. Longer distances are supported and can be achieved
although the throughput begins to fall off beyond 60 km due to normal latency
effects based on the buffer credits assigned in this mode.

b. This is based on a link round trip timing calculation performed by the ASICs.

Note: The ISL Trunking feature, which allows multiple ISLs within a quad (four adjacent
ports on a port card) to balance traffic, is not currently supported on ports configured for
Extended Fabric Activation.

To support extended distances, Feature Code 7603 must be installed and applied. See 5.6.3,
“Configuring ports for extended distances” on page 73 for more information.
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Pre-installation planning

This chapter provides information and recommendations for planning the installation of
IBM 2109 M12 FICON Directors for attachment to FICON or FICON Express channels on
zSeries and 9672 G5/G6 servers.

We cover the following topics in this chapter:

Planning considerations

Physical port layout

IP addressing

Switch numbering

Fabric binding and insistent domain IDs

ISLs and trunking

Zoning

Cables and connectors

zSeries and 9672 G5/G6 FICON channel support

YyVVYyVYYVYVYVYYVYYY
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3.1 Planning considerations

26

The following items should be considered during the installation planning phase for the
IBM 2109 M12 FICON Directors:

» Which topology will be implemented?

— Switched point-to-point topology. For a more detailed explanation of this topology, refer
to 1.3.1, “Switched point-to-point configuration” on page 6.

— Cascaded FICON Directors topology. For a more detailed explanation of this topology,
refer to 1.3.2, “Cascaded FICON Director configuration” on page 7.

— A mix of both switched point-to-point and cascaded FICON Directors.

How many channels and control unit (CU) ports will be connected to each FICON
Director?

— The number of channels and CU ports to be connected to each Director depends on
the number of FICON channels on the server or servers and CU ports on the devices,
as well as the individual performance, availability, and growth requirements.

How should the channels, CU ports, or Inter-Switch Links (ISLs), or all, be distributed
among the port cards in the Director or Directors?

— Each FICON Director layout should satisfy all availability, performance, and growth
requirements. Refer to 3.2, “Physical port layout” on page 27.

When should ISL Trunking be considered?

— With ISL Trunking, you can group up to four 2 Gbps ISLs to reach data rates of up to
8 Gbps. ISL Trunking should be considered when high volumes of data traffic is
anticipated between two FICON Directors (see 3.6, “Inter-Switch Link (ISL) Trunking”
on page 35 for details).

Note: Maximum distance between cascaded FICON Directors is limited to 10 km when
using ISL Trunking.

Should the switch IDs in the IOCP definitions and domain ID in the FICON Directors
match?

— We recommend using the same IDs/addresses in both places to avoid any potential
errors that could be caused by having two different values.

— In a cascaded environment, the domain ID of the cascaded FICON Director must
match that of the switch ID value in the IOCP definitions.

Should zoning be used to separate specific channels and CU ports from other connected
channels and CU ports?

— Zoning is recommended if there is a requirement to prevent random access to
confidential data (see 3.7, “Zoning” on page 36 for details about zoning).

Important: Zoning is highly recommended in a mixed environment with FICON and
FCP devices connected to the same Director.
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Should the FICON Director or Directors and the Fabric Manager (FM) workstation be
connected to a separate LAN or to the corporate network?

— The Director or Directors and the FM workstation should always be interconnected on
a separate LAN, known as the Service LAN, to isolate Director management traffic
from other IP traffic. If remote access is required to operate and maintain the FICON
Director or Directors, we recommend that you connect the FM workstation d to the
corporate network through an IP router. Refer to 3.3, “IP addressing and connectivity”
on page 28.

Consider the following when gathering your fiber optic cabling requirements:

— Can the existing fiber optic cables, patch panels, and trunk cables be reused?
— Are Mode Conditioning Patch (MCP) cables or conversion kits, or both, required?
— Is there a link distance constraint?

Refer to 3.8, “Cables and connectors” on page 37 and 3.9, “FICON channel support for
zSeries and 9672 G5/G6 servers” on page 38 for more information.

For FICON channel link distance considerations, refer to Table 3-4 on page 39.

3.2 Physical port layout

Before installing the FICON Director, consider where to connect your FICON channels from
the server and the Control Unit Ports, as well as the ISLs (if applicable), based on your
availability requirements:

| 2

Distribute the channels among different port cards.

If two channels are defined to access the same CU, plug both fiber optic cables into
different port cards in the Director (for example, Slot 0/Port 00 and Slot 1/Port 08).

Distribute the CU ports among different port cards.

If two paths are defined to attach the CU to the server through the Director, connect both
fiber optic cables to ports on different cards (for example, Slot 0/Port 01 and
Slot 1/Port 09).

Distribute the ISLs across different port cards.

If two or more ISLs are to be attached between the Directors, connect the fiber optic
cables to ports on different cards (for example, Slot 0/Port 03, Slot 1/Port 07 and
Slot 2/Port 11).

If you are considering ISL Trunking, refer to 3.6, “Inter-Switch Link (ISL) Trunking” on
page 35 for more information.

Following these rules will ensure that there is always one path available between the server
and the CU in case of a defective port card in the Director.

If multiple FICON Directors are planned based on the number of required connections/paths,
consider spreading those paths across different Directors.

Refer to Appendix B, “Port location and addressing” on page 93 for physical port addresses
on the port cards for each switch in the chassis.

See the worksheet in Appendix C, “FICON Director configuration worksheet” on page 95, to
help with documenting the physical layout of your FICON Director or Directors.
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3.3 IP addressing and connectivity
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For controlling and maintaining the IBM 2019 M12 FICON Director, both CP cards in each
chassis must have connectivity to the Fabric Manager (FM) console.

Each CP card provides connectivity to both switches in the chassis. However, each switch
has its own IP address.

For each FICON Director, a total of four IP addresses is required, two for the CP cards and
two for the switches. One IP address is required for each FM console.

IP addresses in the range of 10.0.0.1 to 10.0.0.255 are reserved for the internal
communication of the IBM 2019 M12 FICON Director and must not be used for the CP cards
or switches.

Because the FM server and client applications do direct polling of the fabric to gather
configuration and status information, they must be able to access every domain (switch) in the
fabric. Any domain the FM server and client cannot reach will go grey within their respective
Fabric Manager application.

The recommended network configuration for the FICON Director or Directors, FM server
console, and FM client workstation is shown in Figure 3-1.

Service LAN Corporate Network
Subnet mask: 255.255.255.0
Fabric Manager Fabric Manager
Director Chassis 1 Server / Client Client
10.77.77.61 10.77.77.63 - -
SWO0 SW1 _—;F': ——
CPO CP1 e e
10.77.77.6j;10.77.77.67| | 10.77.77.50
10.77.77.76‘ 10.77.77.77| |
CPO CP1 10.77.77.55
SWo SWA1 Router
10.77.77.62 10.77.77 .64
Director Chassis 2

Figure 3-1 Recommended network configuration

In this configuration, the FM server console and all CP cards in the FICON Directors are
connected through a 10/100BASE-T LAN, known as the Service LAN. The first three octets of
the subnet mask must be set to a value of 255.255.255.x to ensure that the subnetworks
(internal and external) are isolated. The forth octet (x) can be adjusted based on the number
of FICON Directors and FM sever consoles that are connected to the subnetwork. In our
case, we are using 255.255.255.0, which will support up to 254 |IP addresses in the subnet.

Important: A 10/100BASE-T hub or switch with appropriate cables must be provided by
the customer to interconnect the CP cards and the Fabric Manager console.

A router is used to provide remote access to the FICON Director or Directors and the FM
server from the corporate network where the FM client resides.
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Note: Each Fabric Manager server can support up to five Fabric Manager clients.

If restricting remote access to the Service LAN is required in your environment, a network
firewall or proxy server should be used to ensure that only traffic from certain IP addresses or
TCP/UPD ports (HTTP, FM API, FTP, and Telnet/SecTelnet protocols), or both, is allowed.

The protocols used by the IBM 2109 M12 FICON Director for management purposes are

shown in Table 3-1.

Table 3-1 Protocols used by the IBM 2109 M12 FICON Director

Protocol Port Inbound Outbound
FTP 20 and 21/TCP Yes Yes
SSH 22/TCP Yes No
Telnet 23/TCP Yes No
SMTP 25/TCP No Yes
HTTP 80/TCP Yes No
RPC API 111/TCP Yes No
SNMP 161/UDP Yes No
SNMP (traps) 162/UDP No Yes
syslogd 514/TCP No Yes
FM API 897/TCP Yes No

For the following Fabric Manager functions to work, TCP/UDP port numbers 600-1023 must
not be blocked by a network firewall or proxy server.

Note: The FM server application uses TCP port 24600 through 24606 by default.

If the FICON Director and the Fabric Manager console are to be connected to a corporate
network instead of an isolated Service LAN, their IP addresses and subnet mask have to
conform to the IP addressing scheme used in the corporate network.

For changing the IP configuration for the FICON Director, refer to “Altering the predefined IP
addresses” on page 86.

3.4 Switch numbering

Each FICON Director in a fabric must have a unique domain ID and a unique switch ID. The
switch ID used in the IOCP definitions can be any value between x’00” to X’FF’, while the
domain ID range for the IBM 2109 M12 FICON Director is a decimal value between 1 and 239
(see Figure 3-2 on page 30). This value will be converted into a hexadecimal value by the
firmware. When defining the switch IDs in the IOCP definitions, ensure that you use values
within the FICON Director’s range.
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Figure 3-2 IBM 2109 M12 Domain IDs (in decimal)

It is important to point out that some definition terms used in the IOCP and HCD are carried
over from the ESCON environment. An example of the terms used and how they relate to the
FICON environment is shown in Figure 3-3.

(e Switch/Director number

LP1-1 | LP22 [ LP33 Switch

Switch ID

Switch #

Director

Director #

pERL o LSN (Logical Switch Number)

Switch ID 13 Switch configuration
Switch @ 13 %

zSeri QO
Series g

FICON
Channel

e Switch/Director address
Switch address
Control Switch @
Unit Director address
Switch ID 14 Direct_or @
Switch @ 14 Domain ID

Port @ 27 Domain
Fibre Channel switch address

* Port address e Switch CUP Device (FICON switch)

Control Port Switch Device Number
Unit Port ID

Port @

Cascaded switch

Link address

Figure 3-3 Term use with FICON Directors

The switch ID has to be assigned by the user and must be unique within the scope of the
definitions (IOCP and HCD).

The domain ID is assigned by the manufacturer and can be customized to a different value
and must be unique within the fabric.
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We recommend that the switch ID (in IOCP or HCD) be set to the same value as the
domain ID of the FICON Director, which is defined to the FICON Director at installation time.
This simplifies the configuration and reduces confusion by having a common designation
across all definitions.

Note: These rules should be followed not only for a cascaded FICON Director
configuration, but also for a switched-point-to-point configuration. If any single switch is to
be merged into a fabric in the future, there will be no need to change the switch address
(domain ID) setting, which is a disruptive action.

While the switch ID in the CHPID statement is a logical switch number and defines the entry
point to the fabric, the link address in the CNTLUNIT statement points to the exit port of the
fabric.

In a switched point-to-point configuration, shown in Figure 3-4, the logical switch number is
used in IOCP to define the entry point to the fabric. This is done using the SWITCH keyword.
For the exit port, a 1-byte destination link address value must be defined with the LINK
keyword. This value is the FICON Director port address of the physical port to which the CU is
attached.

Important: It is possible to define a 2-byte link address (switch address and port address).
However, the FICON Director must have the insistent domain ID and the fabric binding
(Secure Fabric) feature installed and configured. Refer to 3.5, “Binding and insistent
domain ID” on page 33 for more details.

Also, after a 2-byte link address is defined to a channel path, all link addresses defined to
be accessed from that same channel path must be 2-byte link addresses.

Sample FICON IOCP CU 8000-8700 A8 | o2 | at03
zSeries
ID (no change in ID statement for FICON)
RESOURCE PARTITION=((A8,1),(A9,2),(A10,3)) CHPIDs
5E, 5F, 60, 61

_ _ _ Switch keyword
CHPID PATH—(5E),SHARED,TYPE—FC,SWlTCH—GZ\ Logical switch number or

CHPID PATH=(5F),SHARED,TYPE=FC,SWITCH=62 | Entry switch ID
CHPID PATH=(60),SHARED, TYPE=FC,SWITCH=62
CHPID PATH=(61),SHARED,TYPE=FC,SWITCH=62 | Link Keyword

FICON
Switch ID 62
Switch @ 62

Output Ports

CNTLUNIT CUNUMBR=8000,PATH=(5E,5F,60,‘M),/ 1 byte 0A, 0E, 12, 16
UNITADD=((00,256)),LINK=(0A,0E,12,16), destination port address
CUADD=0,UNIT=2105 (one for each switched path)

CNTLUNIT CUNUMBR=8100,PATH=(5E,5F,60,61),
UNITADD=((00,256)),LINK=(0A,0E,12,16),

CUADD=1,UNIT=2105 cUB000  Louol-

: > '

Devices

CNTLUNIT CUNUMBR=8700,PATH=(5E,5F,60,61), I I
UNITADD=((00,256)),LINK=(0A,0E,12,16), :

CUADD=7,UNIT=2105

IODEVICE (no change for FICON)

Figure 3-4 Sample IOCP coding for switched point-to-point configuration
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For a cascaded switch configuration, refer to Figure 3-5 for the relation between switch IDs
and link address definitions in the IOCDS and the switch address settings in the FICON
Director. For the exit port, you must define a 2-byte link address value (destination switch
address and port address) in the LINK keyword.

Sample FICON IOCP CU 8000-8700 st | no2 | at03
zSeries
ID (no change in ID statement for FICON)
RESOURCE PARTITION=((A8,1),(A9,2),(A10,3)) CHPIDs
8 5A, 5B, 5C, 5D
CHPID PATH=(5A),SHARED,SWITCH=61,TYPE=FC Switch keyword
CHPID PATH=(58), SHARED,SWITCH=61,TYPE=FC Logical switch numbar Seon
CHPID PATH=(5C),SHARED, SWITCH=61,TYPE=FC Channel Entry switch.ID Switch ID 61
CHPID PATH=(5D),SHARED,SWITCH=64ZYPE=FC ired for FICON (FC mode) Switch @ 61
CNTLUNIT CUNUMBR=8000,PATH=(5A,5B,5C,5D), Link Keyword
UNITADD=((00,256)),LINK=(6208,620C,6210,6214yetli—2 byte s F'i?g ),
CUADD=0,UNIT=2105 destination port address Sm:gh @62
CNTLUNIT CUNUMBR=8100,PATH=(5A,5B,5C,5D), (one for each switched path) o o
UNITADD=((00,256)),LINK=(6208,620C,6210,6214), | Switch.address + 1-byte | g
CUADD=1,UNIT=2105 Port-address hies kg

CU 8000 LCU-0 "

*
CNTLUNIT CUNUMBR=8700,PATH=(5A,5B,5C,5D), >
UNITADD=((00,256)),LINK=(6208,620C,6210,6214),
CUADD=7,UNIT=2105 5000-80xx

IODEVICE (no change with FICON) R

Figure 3-5 Sample IOCP coding for cascaded FICON Directors configuration

During the installation of the FICON Director, a valid domain ID has to be assigned. The
Director has a defined domain ID, which can be altered to match the customer requirements.

Inter-Switch Links (ISLs) defined to HCD

If HCD is used to build the IOCDS, we suggest the ports used for ISLs be marked as
“occupied” in HCD. This prevents accidental attempts to define these ports to channels or
CUs.

If you are not familiar with HCD, refer to Input/Output Configuration Program User’s Guide,
SB10-7029 at:

http://www.ibm.com/servers/resourcelink

An example for this HCD option is shown in Figure 3-6 on page 33.

Getting Started with the IBM 2109 M12 FICON Director



http://www.ibm.com/servers/resourcelink

Port List Row 1 of 256
Command ===> Scroll ===> CSR

Select one or more ports, then press Enter. X .
Occupied = recommended to be specified

Switch ID . . . . : 61 Address : 61 a Y for ISL ports
——————————————— Connection----X----------
(’/ Port H Name + “\ Unit ID Unit Type o]
00 N _
01 N _
02 N _
_ 03 N \ -
_ 04 Y ISL sw 61 to sw 62 Y
05 Y i i N
~ o6 v HCD Switch Port List -
\_ 07 v / Port = the 1-byte port address on the switch N
08 v Name = recommended to enter the ports in N
T 09 v the name field N
oA Y N
Fl=Help F2=Split F3=Exit F4=Prompt F5=Reset F7=Backward
F8=Forward F9=Swap Fl0=Actions Fl2=Cancel Fl3=Instruct F22=Command

Figure 3-6 Mark ISL ports as occupied in HCD

3.5 Binding and insistent domain ID

Insistent domain IDs prohibit the use of dynamic domain IDs to ensure that predictable
domain IDs are enforced within the fabric. For example, if a switch has this feature enabled,
and a new switch is connected to it (through an ISL) without the domain ID feature enabled,
the new switch is segmented into a separate fabric and user data will not flow.

Binding is a method used in the switch to prevent devices or other switches, or both, from
attaching to the switch based on WWNs. The IBM 2109 M12 FICON Director supports three
different levels of binding.

Port and switch binding

Port binding limits the N_Port that can be attached to an F_Port on the FICON Director by
WWN. Because an N_Port is mapped directly to an F_Port within the FICON Director, there
are some flexibility limitations with port binding. For example, port swapping within a FICON
Director (switch) requires modifying a policy list.

Switch binding limits the nodes that can be attached to a FICON Director by WWN. This type
of binding allows for flexibility, because an N_Port is not bound to an F_Port; therefore, port
swapping can be done without changes to a policy list. However, moving a device from one
FICON Director (switch) to another requires changes to a policy list to include the other
switch.

Port and switch binding require a Device Connection Controls (DCC) policy list that contains
the WWNs of switches or devices that can attach to the FICON Director (switch). Device ports
must be specified by port WWN, and switch ports can be identified either by the switch WWN,
domain ID, or switch name followed by the port number or numbers.

By default, all device ports are allowed to connect to all switch ports; no DCC policies exist
until they are created by the administrator.

Each device port can be bound to one or more switch ports, and the same device ports and
switch ports can be listed in multiple DCC policies. After a switch port is specified in a DCC
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policy, it permits connections only from designated device ports. Device ports that are not
specified in any DCC policies are allowed to connect only to switch ports that are not
specified in any DCC policies.

Attaching unauthorized nodes puts the FICON Director port (F_Port) into an “Invalid
Attachment” port state, because their WWNs are not in the DCC policy list.

Fabric binding

Fabric binding is a software-enforced security feature that permits an administrator to control
the switch composition of a fabric by explicitly defining which switches are capable of forming
a fabric. Therefore, an administrator is able to prevent non-authorized switches access to a
fabric.

FICON Directors that are allowed to connect to the fabric must be added to the Fabric
Configuration Server (FCS) policy list and to the Switch Connection Control (SCC) policy list
of each FICON Director within the fabric. Both the FCS policy list and the SCC policy list is
composed of the WWNN of each FICON Director permitted to communicate within the fabric.

Exchanging fabric policy data is a Switch Fabric Internal Link Service (SW_ILS) function. The
fabric policy data is exchanged between connected switches in the fabric before path
selection is started.

If an unauthorized FICON Director port (E_Port) is attached to another Director, the port
between the two switches will be placed in an “Invalid Attachment” state.

Fabric binding also validates that the formation of any Inter-Switch Link (ISL) between
previously unconnected switches is not restricted. If the establishment of the ISL is not
authorized, the link is isolated, and the state of the associated E_Port is updated to reflect the
“Invalid Attachment” state.

In addition to ISL verification, fabric binding provides in-band propagation of fabric policy data
updates to all switches within a fabric, thus ensuring a consistent and unified behavior across
all potential fabric access points.

When an ISL becomes available, the switch on either end of the fiber can verify that the fabric
binding and insistent domain ID are supported and enabled on the adjacent switch. If both
sides of the ISL support fabric binding, each switch verifies that the newly-connected
neighbor switch and all switches in the adjacent fabric (of which the neighbor switch is a
member) are authorized to form a fabric, or expand the current fabric. If authorization is not
granted, the switch on which the authorization check failed isolates the link and sets the
corresponding port state to an “Invalid Attachment” state.

Figure 3-7 on page 35 shows a cascaded FICON Director environment with high integrity
activated. The FICON Director prevents FC frames (user-data streams) from being delivered
to the wrong destination if cables are incorrectly connected, despite that the domain IDs
(switch addresses) are the same. This is because both cascaded FICON Directors have
unique WWNNSs that must match with those defined in the FCS and SCC policy lists of the
channel-attached FICON Directors.
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Figure 3-7 Cascaded FICON Directors with fabric binding and insistent domain IDs

Restriction: Secure Fabric (fabric binding) and insistent domain IDs are required for
FICON support of cascaded Directors and switched point-to-point configuration when a
2-byte link address is used.

3.6 Inter-Switch Link (ISL) Trunking

ISL Trunking increases the performance and availability of links between Directors by
grouping up to four 2 Gbps ISLs into a single trunking group. Traffic is balanced across all the
links within the trunking group. The ISL Trunking software identifies and constructs trunking

groups as soon as the ISL Trunking license is activated.

Note: ISL Trunking supports a maximum distance of 10 km between cascaded FICON

Directors.

The ISLs and ports that participate in trunking groups are referred to as trunking ISLs and

trunking ports.

Trunking ISLs

The first ISL discovered in any trunking group is automatically designated as the trunking
master ISL. Each trunking group has one master ISL and up to three subordinate ISLs. The
master ISL cannot be specified by the user.

If a master ISL fails or is removed, there might be a pause in the I/O associated with that trunk

as a new master ISL is designated and traffic is redistributed.

If a subordinate ISL fails or is removed, the traffic is redistributed without interruption over the
remaining members in the trunk group.
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Trunking ports

The ports on either end of the master ISL are called trunking master ports, and these ports
work together to direct traffic over the trunked ISLs. All other ports are called trunking
subordinate ports. Consider the following points about trunking ports:

» All ports in the same trunking group must reside in the same quad; quads are groups of
four adjacent ports that are marked in intervals on each switch. The first four ports on a
switch make up the first quad, and every group of four adjacent ports thereafter make up
another quad.

» The port speed must be set to auto-negotiate or to a 2 Gbps data rate (the default is
auto-negotiate).

Only one of the trunking ports is used to set up all routing paths for an entire trunking group.
This port is called the trunking master port. The trunking master implicitly defines the trunking

group.

The same routing protocol, Fabric Shortest Path First (FSPF), is used with and without ISL
Trunking. FSPF directs traffic along the shortest path between source and destination,
resulting in a very low latency.

ISL Trunking uses deskew values that are a measure of the latency differences between ISL
cables in the same group (for this reason, all the ISL cables used for ISL Trunking should be
of the same length between both Directors) to provide in-order delivery of the traffic. Deskew
values are automatically calculated at the creation of a new trunking group.

Important: The difference in cable length between the shortest ISL and the longest ISL of
a trunking group must be less than 400 meters. For best results, we recommend a
difference in cable length of no more than 30 meters.

The number of required ISLs is dependent on several facts, such as the number of ports
served by each of the cascaded Directors, the type of traffic and traffic patterns, and the type
of control units to be served.

For high availability, we recommend that you split the ISLs into several trunking groups. For
instance, if you plan to have four ISLs for trunking between two FICON Directors, establish
two trunking groups with two ISLs each. Each trunking group is connected to different blades
in the Director.

3.7 Zoning

36

Zoning is a method used in the Director to enable or disable communication between different
attached devices based on WWN. You can put a group of WWNSs into the same zone to
enable communication only between those devices. There are good reasons to zone, for
example:

» To prevent non-FICON-capable devices from seeing FICON-capable devices
» To limit the access to devices with confidential data to specific servers
» To control the number of paths between servers and devices

Several zones can be included in one zone configuration. An active configuration set is valid
for all Directors belonging to the same fabric.

Only one zone configuration can be active in a fabric at a time although more than one zone
configuration can be defined in a switch or fabric.
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For a better understanding of zoning, refer to the configuration example in Figure 3-8.

zSeries

LPAR1

zSeries

LPAR2

CHP(5A)

CU1

LPAR3

LPAR4

CHP(60) CH

P(5F)

Zone_Config_1

CHP(61)

CcuU2

CU3

Figure 3-8 Configuration example of zoning

In this example, we have several LPARs with paths to different CUs through two FICON

Directors. Each LPAR must get access only to a specific CU and no access to CUs belonging

to other partitions.

To prevent intended access by others, we have grouped the WWNs belonging to the LPARs
and CUs into zones. There are three zones defined as follows:

Zonef1 Zone1 has the WWNs of LPAR1 and CU1, which are connected to ports 05
and 14 in SW61.

Zone2 Zone2 has the WWNs of LPAR2 and CU2, which are connected to port 11 in
SW61 and port 10 in SW62, respectively.

Zone3 Zone3 has the WWNSs of LPAR3, LPAR4, and CU3, which are connected to

ports 0D, 11, and 08 in SW62, respectively.

The link between both Directors (ISL) is transparent in the path between LPAR2 and CU2.
ISLs can be added to zones. However, they will be excluded when the zones are activated.

3.8 Cables and connectors

Considerations for fiber optic cables and connectors depend on the environment. If there are

existing fiber optic cables in the environment, consider reusing these cables rather than

installing new.
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The required distance between the FICON channel and the FICON CU has to be considered.
Refer to Table 3-4 on page 39 for zSeries and 9276 G5/G6 FICON channel distance
specifications.

Conversion kits might be required if the connectors are of differing types (LC Duplex, SC
Duplex, or ESCON Duplex).

When connecting a single mode port of the Director to an existing multimode cable, Mode

Conditioning Patch (MCP) cables are required at both ends of the existing multimode fiber

optic cable. Verify the MCP cable type (connector, receptacle, and fiber (50 or 62.5 micron)
needed.

Note: With a FICON channel, MCP cables can only be used with a link data rate of 1 Gbps
(100 Mbps). Therefore, a link data rate of 2 Gbps is not supported with MCP cables.

3.9 FICON channel support for zSeries and 9672 G5/G6 servers

There are two types of FICON features available: FICON and FICON Express. Both types
support a long wavelength (LX) laser version and a short wavelength (SX) laser version for
the transceiver.

The zSeries 900 is the only server that supports both types of FICON features. However, for
new z900 configurations, only the FICON Express features are able to be ordered. The z800
and z990 only support the FICON Express features, while the 9672 G5/G6 servers only
support the FICON features.

FICON and FICON Express features

Table 3-2 lists the FICON and FICON Express feature codes with the appropriate laser type
(short wavelength (SX) or long wavelength (LX)), number of ports per card, and the server
type that supports them.

Table 3-2 FICON and FICON Express feature codes

Feature code Ports per adapter | 9672 G5/G6 | 29002 | z800° | z990P
FC 2314 (FICON LX) One X

FC 2316 (FICON SX) One X

FC 2315 (FICON LX)° Two X

FC 2318 (FICON SX)° Two X

FC 2319 (FICON Express LX) | Two X X X

FC 2320 (FICON Express SX) | Two X X X

a. Can intermix FICON and FICON Express cards at driver level 3C or later.
b. Only supports FICON Express cards.
c. Can no longer be ordered.

Table 3-3 on page 39 maps the supported FICON topologies to their corresponding FICON
and FICON Express feature codes.
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Table 3-3 FICON topologies with supported FICON and FICON Express feature codes

FICON topology FC2314 | FC 2316 | FC 2315 | FC 2318 | FC 23192 | FC 23202
Switched point-to-point Yes Yes Yes Yes Yes Yes
Cascaded FICON Directors | No No YesP YesP Yes® Yes®

a. Auto-negotiate (2 Gbps) support.
b. LIC CC needed to be enabled.
c. DRV3G with MCL(J11206) or later must be applied.

Check with your local service representative to ensure your zSeries or 9672 G5/G6 server
has the required code levels.

3.9.1 FICON channel distances

The distance supported by the zSeries FICON features is dependent on the transceiver (LX
or SX), the fiber being used (9 micron single mode, or 50 micron or 62.5 micron multimode),
and the speed at which the feature is operating. A FICON Express feature supports a link
data rate of 1 Gbps or 2 Gbps. A FICON feature supports a link data rate of 1 Gbps. Table 3-4
shows the distance impacts and the link budget impacts of high data rates.

In Table 3-4, a link is a physical connection over a transmission medium (fiber) used between
an optical transmitter and an optical receiver. The Maximum Allowable Link Loss, or link
budget, is the maximum amount of link attenuation (loss of light), expressed in decibels (dB),
that can occur without causing a possible failure condition (bit errors). Note that as the link
data rate increases, the unrepeated distance and link loss budget decrease when using

multimode fiber.

These numbers reflect the Fibre Channel Physical Interface specification. The link budget is
derived from combining the channel insertion loss budget with the unallocated link margin
budget. The link budget numbers have been rounded to the nearest 10th of a dB.

Table 3-4 FICON channel distance specifications

1 Gbps link 2 Gbps link

Fiber type Light source | Unrepeated | Link Unrepeated | Link
(nanometers) | distance budget distance budget

9 micron LX laser 10 km2 7.8 dB 10 kmP 7.8dB
single mode (1300 nm) (6.2 miles) (6.2 miles)
50 micron® LX laser 550 meters 5dB Not N/A
multimode (1300 nm) (1804 feet) supported
62.5 micron® LX laser 550 meters 5dB Not N/A
multimode (1300 nm) (1804 feet) supported
50 micron SX laser 500 meters 3.8dB 300 meters 2.8dB
multimode (850 nm) (1640 feet) (984 feet)
62.5 micron SX laser 250 meters 2.8dB 120 meters 2.2dB
multimode (850 nm) (820 feet) (394 feet)

a. An RPQ is available to extend the maximum unrepeated distance up to 20 km.
b. An RPQ is available to extend the maximum unrepeated distance up to 12 km.
c¢. Mode conditioning patch (MCP) cables are required.

For more information, refer to Fiber Optic Link Planning, GA23-0367.
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For all FICON features using repeaters, the end-to-end distance between the FICON channel
and the FICON Director port can be up to 100 km. The same end-to-end distance is also
available between the FICON Director port and the Control Unit Port. However, the overall
end-to-end distance between the FICON channel and control unit should not exceed 100 km.

3.9.2 FICON channel-to-control unit characteristics

The control unit vendor must provide all the control unit addressing and connectivity
characteristics, because these affect how the control unit can be configured in a FICON
environment. The control unit vendor should also provide connectivity recommendations to
allow the full exploitation of the control unit capability in a FICON environment.

The following items are dependent on the control unit characteristics:

» Number of installed FICON adapters at the control unit

» Number of logical paths supported by the control unit at each FICON adapter

» Number of logical paths supported by the control unit, when there is only one control unit
function within the physical control unit

» Number of logical paths supported by each logical control unit within a physical control
unit

» Number of logical control units supported and the LCU address for each LCU

» Number of concurrent I/O transfers per physical control unit

» Number of concurrent I/O transfers per logical control unit

» Number of devices and device unit addresses (UAs) supported per logical control unit

Some devices might be supported by more than one unit address (UA), each device unit
address being supported by a different device number (this is the case for the IBM ESS
control unit that supports Base and Alias device addresses). This function is known as
Parallel Access Volumes (PAV).

» For each LCU, the base device unit address (UA) and address range per LCU
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Setting up and using Fabric
Manager

This chapter describes how to set up the Fabric Manager (FM) environment. It also
introduces the most commonly used FM options.

We cover the following topics:

Installing the FM console

Altering the FICON Director IP address

Checking the version of the FM application
Connecting the FICON Directors and FM console
Defining the FICON Directors to the FM console
Checking the firmware version of the FICON Director
Using the FM options

vVVvyYvYyVvYVvYYyvyyYy
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4.1 Installation and setup

42

The steps to install the IBM 2109 M12 FICON Director are described in the installation
instructions shipped with the machine. The instructions guide you through the following steps:

Unpacking the FICON Director

Installing the FICON Director in the cabinet
Connecting the FICON Director to power
Powering on the FICON Director

vyvyyy

After completing these steps, use the following steps to help you through the setup process of
the Fabric Manager (FM) environment.

Step 1. Altering the predefined IP address

The IBM 2109 M12 is shipped with default IP addresses set by manufacturing. It is
recommended to alter these default IP addresses to prevent problems when installing
additional IBM 2109 M12 FICON Directors in the future.

The chassis will be shipped with the following default IP addresses:

CPO 10.77.77.74
CP1 10.77.77.75
SWO0 10.77.77.76
Swi1 10.77.77.77

Each switch (domain) and CP card must have a unique IP address. The IP addresses should
match the requirements of the subnet to which you will connect the Directors.

Altering the IP addresses of both domains (SWO0 and SW1) and CP cards can be done
through a HyperTerminal session as described in “Altering the predefined IP addresses” on
page 86.

For setting up a HyperTerminal connection, refer to “Setting up a HyperTerminal session” on
page 84.

If it is required to alter the switch’s network settings after the initial installation, this can be
done through the Fabric Manager application by launching the Admin View (see Figure 4-7 on
page 48) and selecting the Network Config tab.

Altering the CP cards’ network settings can also be performed using a Telnet session, which
is launched through the Fabric Manager (see Figure 4-7 on page 48), to the active CP card of
a given FICON Director. This provides access to the command line interface (CLI), where the
ipAddrSet 2 command can be used to set the IP configuration of the CP card in slot 5 and
the ipAddrSet 3 command can be used to set the IP configuration of the CP card in slot 6.

Note: Altering the network settings of the FICON Director while active IP sessions are
running can cause IP traffic to be interrupted.

Step 2. Logging in to the Fabric Manager

Power on the FM console and configure its IP address to match your network configuration.
The IP address should be within the same subnet range as the FICON Directors. Connect the
console to the designated 10/100BASE-T LAN, if not already connected.

If the Fabric Manager is not installed on your workstation, install it now (see “Installing Fabric
Manager server and client applications” on page 87).
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Start the Fabric Manager application by double-clicking the Fabric Manager icon on the
desktop.

Fabric
[Manager

The Fabric Manager Login window opens. Type in the user name and password, sever |P
address or host name, and port number (24600); then click OK. Figure 4-1 shows an example
of the FM Login window.

Note: The Windows user name and password of the workstation are used for
authentication by the Fabric Manager application. The user name must have administrator
authority.

Fabric Manager Login x|

FPlease enter user name, passward, server IPfhostname and port number.

Llser name Iadmin

Password |********

Server lu:u:alhu:um j

Port |24500

034 | CancelJ

Figure 4-1 Fabric Manager login

After login, the Fabric Manager window opens. To display the current version of the Fabric
Manager application, click Help, and then click About.

Step 3. Defining Fabric Manager-to-FICON Director communication

To establish communication between the Fabric Manager application and a domain (switch),
the domain has to be added to the Fabric Manager fabric list. This is done by adding the
domain IP address to the Fabric Manager application.

All domains you want to control by this Fabric Manager console can be added by the subnet
scan function in the Fabric Manager application.

If there are domains that reside in different subnets, the subnet scan function will have to run
for each subnet.

Connect the FICON Director or Directors and the Fabric Manger console to the designated
10/100BASE-T LAN, if you have not already done so.

If remote access to the FICON Director or Directors is also required, we suggest that you use
the network configuration depicted in Figure 3-1 on page 28.

To scan a subnet for domains, click Tools in the Fabric Manager window, and then select
Subnet scan (see Figure 4-2 on page 44).
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Figure 4-2 Subnet scan option

When the Subnet scan window opens, enter the IP address range (for example, 10.77.77.)
to be scanned. After the scan completes, a list of switches found in the network for this
specific IP address range is displayed. Figure 4-3 shows the results of the subnet scan.

='F.- Subnet scan |

P &ddress Range 0. 7. ™.

Subnet Mask | 235. 255. 255. O

Scan l Cancel | Help I

Scan Result

¥ 107777 62 1
¥ 107777 64 1
¥ 1077 77 B 1
¥ 107777 63 1

A J Dane

Figure 4-3 Result of Subnet scan

To add the domains to the Fabric Manager application, select the check box in front of the
appropriate IP address and click Add.

After a few seconds, the domains added through the subnet scan function appear in the
Fabric Manager window, as shown in Figure 4-4 on page 45.
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Figure 4-4 Display of fabrics and switches added to Fabric Manager

Initially, the fabric name will be the same as the switch name or IP address and can be
altered later.

Because there are no ISLs installed between the switches, each switch is displayed as a
fabric. The fabric name will be the same as the switch name. We describe altering switch and
fabric names in 4.2.3, “Menu bar options” on page 50.

We describe connecting ISLs between switches and building fabrics in Chapter 5,
“Configuring the FICON Director” on page 53.

Fabric Manager options can now be used to get informations about the switches and a quick
overview of the status of the switch and ports. The switch status should be Healthy.

Verifying the FICON Director firmware version

In the Fabric Manager window, click Fabrics in the navigation tree in the left column, and
then select the Switches tab in the Fabric Switches area of the window. In the Version
column, you will find the firmware level (see Figure 4-4).

For downloading firmware, refer to “Downloading firmware” on page 88.

Ready to configure

At this time, the basic installation of the FICON Director and the Fabric Manager workstation
is finished. If you want to access the Fabric Manager server through a separate workstation,
the Fabric Manager client has to be installed with the same version level as the Fabric
Manager server version level.

You are now ready to configure your FICON Directors and fabrics; however, we suggest that

you get familiar with the Fabric Manager and try some basic functions. These functions, which
can be selected, are described in the subsequent sections.
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4.2 Usage options

Double-click the Fabric Manager icon and enter the user name and password in the login
window to start the Fabric Manager session. The Fabric Manager window opens, as shown in
Figure 4-4 on page 45.

4.2.1 Left-side navigation tree

The way information is displayed for fabrics, switches, cards, and ports can be modified by
the ID menu (see Figure 4-5). There are four selections available:

Name Name defined for a fabric, switch, and ports
IP Switch IP address

Domain ID Domain ID value in decimal

WWN Node and port WWNs

Only Names and WWNs will be shown for port objects in the left column.

ik Fabric Manager A\ =@ x|

File Edit wiew Actions Topology Tools Help

Address |itp: 1077 77 61/ l @l® e = oD T 9|k E|@ R Q{QG{@@@/@
1D |Matne Rl ITSO_Fabric Topology E

Detsil | Device Ports || Devices || Ewvent || Porigric | ronts SummaEry ’—Switchgm

{
4 52 :JBEM_L 09_SWE1's

IBM_2109_SW62's
Devices Deyi

@] Portcroups

Show/Hide Links
[¥ 2 Ghi/sec

ShowiHide Nodes

g‘gre%.‘qckeerjm__:. En—e. [+ Device Groups l] _'LI
| o — ;I\ K] ,
Figure 4-5 Display by Name option

4.2.2 Right-side view area

Depending on the marked object in the navigation tree, information for that object is available
in the view area in the right column of the Fabric Manager.

» Selecting Fabrics displays information for all fabrics, switches, and ports.

» Selecting a specific fabric displays information for switches belonging to that fabric and all
ports in the switches.

» Selecting a specific switch displays information about that switch and the ports belonging
to it.

» Selecting a specific card in a switch displays information about the card and the ports on
that port card.
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» Selecting a single port on a card displays information only for that port.

Figure 4-6 shows the levels of selections for all fabrics down to a single port.
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Figure 4-6 Navigation tree selections

Selecting an element from the navigation tree provides different option tabs in the view area
on the right. The following options are useful for a quick overview of the status of your fabrics,

switches, and ports:

» Detail
» Event
» Ports
» Topology

Detail

The Detail option shows detailed information about the selected item from the navigation tree

on the left. Figure 4-7 on page 48 shows an example of a detailed view of a switch.
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Figure 4-7 Detailed view of a switch

From this view, you can also launch the following tools from the icons within the view:

Switch Manager

Switch Events
Admin View

Fabric Watch

Telnet

Event

Provides an active, true-to-life representation with a point-and-click
map of the selected switch. The status of each component is
displayed. By clicking the component, a detailed view appears. Tool
icons provide direct access to event, administrative, and performance
views.

Displays current status information and an event log for the element
selected in the fabric.

Also known as Switch Admin, enables you to modify the switch
configuration (such as fabric, switch, port, and network settings).
Monitors the performance and status of switches based on
user-defined thresholds and can alert administrators when problems
arise.

Enables you to open or close a secure Telnet session from Fabric
Manager. Use Telnet sessions to execute firmware commands.

The Event log option provides information about all events in all fabrics, a single fabric, or a
single switch, depending on the selected element in the navigation tree.

The message levels are:

» Warning
» Information
» Error

See Figure 4-8 on page 49 for a sample event log display for all fabrics.
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Figure 4-8 Fabric event log display

Ports
The Ports option provides information about ports belonging to the selected fabric, switch, or
card in the navigation tree (see Figure 4-9).
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Figure 4-9 Port details display
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Topology
The Topology view provides a graphical display of switches and their connected devices
when a fabric is selected in the navigation tree (see Figure 4-5 on page 46).
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Tip: If you move the icons in the Topology view to create a new layout, and you want it
remain intact, you must move every icon in the view at least once.

4.2.3 Menu bar options

Table 4-1 shows the available options from the menu bar at the top of the FM window based
on the selected component in the navigation tree. For example, if you want to rename a
specific fabric or switch, you can do so by selecting the desired component in the navigation
tree and clicking Edit — Rename.

Table 4-1 Fabric Manager menu options

My SAN | Fabrics | Fabric Switch Card Port

File Fabric Login Yes Yes Yes Yes Yes Yes

Groups Yes Yes Yes Yes Yes Yes

Options Yes Yes Yes Yes Yes Yes

Log Yes Yes Yes Yes Yes Yes
Edit Copy Table

Rename Yes Yes

View Options Yes Yes

Change Description Yes Yes Yes
View Detail Yes Yes Yes Yes Yes Yes

Device Ports Yes Yes Yes Yes Yes Yes

Devices Yes Yes Yes Yes Yes Yes

Event Yes Yes Yes Yes

Portgrid Yes Yes Yes Yes

Ports Yes Yes Yes Yes Yes Yes

Summary Yes Yes Yes Yes Yes Yes

Switches Yes Yes Yes Yes

Topology Yes Yes Yes Yes

50 Getting Started with the IBM 2109 M12 FICON Director



My SAN | Fabrics | Fabric Switch Card Port

Actions Switch view Yes

Events Yes Yes

Admin Yes

Fabric watch Yes

Telnet Yes Yes

Security Yes

Zone Admin Yes

Name Server Yes

ISL Yes

Set Time Yes

Fabric checking Yes

Disable/Enable Yes Yes

Core Switch Yes

Refresh Yes

Delete Yes

Rename Yes Yes Yes
Topology | Layout Yes Yes Yes Yes

Links Yes Yes Yes Yes

Overview Yes Yes Yes Yes

Snap Shot Yes Yes Yes Yes
Tools Firmwaredownload | Yes Yes Yes Yes Yes Yes

to switches

Firmware download | Yes Yes Yes Yes Yes Yes

to HBAs

Reboot Yes Yes Yes Yes Yes Yes

Config Yes Yes Yes Yes Yes Yes

Licensing Yes Yes Yes Yes Yes Yes

Fabric Merge Yes Yes Yes Yes Yes Yes

Subnet scan Yes Yes Yes Yes Yes Yes

Call Home Yes Yes Yes Yes Yes Yes

Chapter 4. Setting up and using Fabric Manager

51




52 Getting Started with the IBM 2109 M12 FICON Director



Configuring the FICON Director

This chapter provides information about how to configure the IBM 2109 M12 FICON Director
in a switched point-to-point configuration and a cascaded FICON Director configuration.

We discuss the following topics in detail:

» Setting up a FICON Director
— Unique domain IDs
» Activating the high-integrity features
— Insistent domain ID
— Advanced Security feature
— Switch Connection Control (SCC) policy
» Building a high-integrity fabric
Adding switches and merging fabrics
» Switch binding
— Device Connection Controls (DCC) policy
» Port configuration
Zoning
» Backing up the configuration

v

v

Note: All tasks described in this chapter require administrator authority.
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5.1 Setting up a FICON Director

After defining the names for the switches and fabric, installing the IBM 2109 M12 FICON
Director, and establishing connectivity to the Fabric Manager (as described in Chapter 3,
“Pre-installation planning” on page 25), some initial steps must be performed to complete the
setup.

We suggest that you use the worksheet in Appendix C, “FICON Director configuration
worksheet” on page 95 to document the information required to configure the IBM 2109 M12
FICON Director.

The following steps are required for each FICON Director, regardless of whether it will be
used in a switched point-to-point configuration or cascaded FICON Director configuration,
and should be based on your planned configuration. In addition, there are two more steps
required when the switches will be part of a cascaded environment.

Because the default setting for the domain ID of the switch is 1, we recommend that you
change all domain IDs in a multiswitch environment. Note that each switch must be set up
with a unique domain ID. We also recommend that the domain ID is the same as the switch
ID used in IOCP/HCD.

Important: A domain ID is entered as a decimal value in the switch, which will be internally
converted to a hexadecimal value by firmware. All references to the domain ID are in a
decimal value.

File Edit Yiew actions Topoogy  Tools Help
sotress ETITRGREES S gle e oB B |RF | kE
o JF [ 1Bm_2109_Sw61 Detai HE
[ sanEenerts | F Fite| PSP Ccvics Ports | Devices | Event | Portorid || Ports || Summary | Switches | Topology
| 2109_SwW61 9i16403 3:26:53 Ph
i..k| Double slick to s deseription
H i £ Swritch status Healttiy
I LT Switch type 260t core fabric switch
7 : R FabricOS version 2 rid
+-EH Dornain ID @
;| SwitehGroups Ethernet IP 77T
- (2l PartGroues Ethernet Mask 255255320\
FCnet IP 0000
FCnet Mask 0000 \
Gateviay P 10777755
s 10:00:00:60: 63 806056 . X X
Switch Role Frincipal Default Domain ID in decimal
Switch State Disabled
Trunk infortnation Mane
Member port
ISL Part Mone
Port status Unknoveen
Foit type
Poit speed
Light state
Port information a
Device information Nane:
A B

Figure 5-1 Default setting of the Domain ID

To change the domain ID of a switch, complete the following steps:

1. Access the administrator function of the switch by either right-clicking the selected switch
and selecting Admin, or by double-clicking the Admin View icon at the bottom of the
Detail view of the desired switch (see Figure 5-2 on page 55).
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— ATy Select Admin from the menu
Port type U Part
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Light state Steady Black
Part information == 100% free (16 of 16)
Device information MNane
AR

Admin View icon

Figure 5-2 Select the Admin function for the selected switch

2. A window to enter user name and password opens. Enter Admin for the user name and
password for the password (this is the default password). Click OK.
The Web Tools (Switch Admin) is then invoked by the Fabric Manager.
Prior to making any configuration changes, the switch must first be disabled.

3. In the Switch Information window (see Figure 5-3), select Disable, and click Apply.

/3 switch Admin - Micrgsoft Internet Explorer ! & Microphone EBlTaols | aHanwriing &7 Drevina pee | @) 2 ;Iilﬁx

File Edit Wiew Favorites Tools  Help |
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Links 2] 5earch the Web with Lycos  &18M Business Transformation  (&]18M Internal Help  @)16M Standard Software Installer @& Customize Links & Free Hotmail & Windows Media

ES

Address [&] httpi(j10.77.77,61)admin htmizAuthorization=Custom_Basic+1W/REaWA6cGR2c3dvemQx | @

Switchilame: [BR_2109_SWi61 DomainiD: 1 WA 10:00:00:60:69:80:600 &6 Tue Sep 16 2003, 4:09 PM|

Switch Information INetwork Conf\gl UploadIDownloadl SNMPl License Admin] Port Settingl Routingl Extended Fabric Configurel Trunk Infarmation

|—Name and ID——

Marme IIBM_2109_SWE1 Manufacturer Serial # |FT0ZXB0B0AG
Domain 1D IQT Supplier Serial # 1040586
Switch Status W Email Configuration
’7(‘ Enable (= Disable \ DS Server 1 |
DS Server 2 |

Report
Domain Hame |

Yiew Repott

Remove Al

Disable switch Enter new Domain ID in decimal
(decimal 97 =x'61")

Apply I Close Reset Refresh

] Apply the changes |

Figure 5-3 Web Tools (Switch Admin): Configuration options
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4. Change the value of the Domain ID from the default of 1 (for example, 97, which reflects a
hexadecimal value of x'61’), and click Apply.

If this switch is not part of a cascading fabric, select Enable and click Apply to finish;
otherwise, continue with 5.2, “Activating the high-integrity features” on page 56.

Important: If you decide to use 2-byte link addresses in your switched point-to-point
configuration, the Director must have the high-integrity features activated. See 3.5,
“Binding and insistent domain ID” on page 33 for details.

5.2 Activating the high-integrity features

56

Establishing a high-integrity fabric is mandatory for FICON Directors when implemented in a
cascaded environment. Both Directors must have the Advanced Security feature installed
and insistent domain ID mode enabled. The Advanced Security feature is installed by
activating the feature key purchased for each chassis. The Advanced Security feature (FC
7623) for the IBM 2109 M12 FICON Director has to be ordered separately. Only one license
key is required to enable the Advanced Security feature for both domains in the chassis.

The following steps describe how to enable insistent domain ID (IDID) mode and to activate
the Advanced Security feature:

1. To enable insistent domain ID mode, you must have access to the administrator function
of the switch. Right-click the selected switch and select Admin, or double-click the Admin
View icon at the bottom of the Detail view of the desired switch (see Figure 5-2 on
page 55).

2. A window to enter your user name and password opens. Enter admin for the user name
and password for the password (this is the default password). Click OK.

The Web Tools (Switch Admin) is then invoked by the Fabric Manager.
Prior to making any configuration changes, the switch must first be disabled.

3. In the Switch Information window (see Figure 5-3 on page 55), select Disable, and then
click Apply.
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Figure 5-4 Insistent Domain ID activation

4. Enable insistent domain ID (IDID) from the Configure tab. Select the Configure tab.
Select Insistent Domain ID Mode, and then click Apply.

5. Install the security key for the Advanced Security feature (FC 7623). Select the License
Admin tab and enter the security license key you obtained from IBM (see Figure 5-5).
Click Add to apply the key.

7 Switch Admin - Microsoft Internet Explorer s A =%

File Edit Wiew Favorites Tools  Help |
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3|
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Licensekey | Featureis) I
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7

Standard applied features: Web, Zoning, Fabric, Fabric Watch, Performance Monitor, Trunking

License Key |

Add License Key here

Add Remove Close Refresh

Figure 5-5 License Key entry field

Go back to the Switch Information tab, select Enable, and click Apply.
Close the Web browser when you finish. This returns you to the Fabric Manager.

Figure 5-6 on page 58 shows that the license key for the Advanced Security feature was
successfully added.
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Figure 5-6 Advanced Security key added successfully

These steps complete the setup to activate the high-integrity features (enabling IDID and
adding the Advanced Security feature key). These steps must be done for both switches
that will be a part of a cascaded FICON configuration. If one of these features are not
activated or enabled, you will receive an “Invalid Attachment Failure” message when
trying to vary online this particular FICON channel path, and channel initialization will not
continue.

8. Continue with 5.3, “Building a cascaded FICON fabric” on page 58, if you are installing
cascaded FICON Directors.

5.3 Building a cascaded FICON fabric

58

To establish a cascaded FICON fabric, the following steps are required to enable specific

security policies:

1. Verify that the appropriate setup has been completed according to the procedure in 5.1,
“Setting up a FICON Director” on page 54 and 5.2, “Activating the high-integrity features”
on page 56.

Note: Both FICON Directors must be at the same firmware level before being merged
into a high-integrity fabric. The IBM 2109 M12 must have firmware level 4.1.2 or later to

support cascaded FICON Directors.

2. Check the following settings in the Configure tab of Switch Admin (see Figure 5-4 on
page 57 for the default settings):
— The BB Credit can be between 1 and 27 buffers. This becomes the value for all ports
on the switch, except those configured for extended distance buffering (10-100 km).
The R_A_TOV and E_D_TOV time-out values must be the same for both switches;
otherwise, they cannot be merged into a cascaded fabric.
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— Datafield Size determines the maximum data frame size (in bytes). It must be a value
between 256 and 2112. This becomes the value for all ports and must be the same for
both switches; otherwise, they cannot be merged into a cascaded fabric.

We recommend that you use the default values.
Check the following settings in the Routing tab of Switch Admin:

— Dynamic Load Sharing (DLS) set to Off. This setting is recommended in a FICON
environment. It does not allow for recomputing of routes when an F_Port or E_Port
changes status. This reduces the number of channel error messages (interface-control
checks) generated by the channel subsystem when a change of status occurs in the
switch.

— In-Order Delivery (IOD) set to On. This setting is mandatory in a FICON environment. It
ensures frames are delivered in order. When frames are not delivered in order, they
will be dropped by the switch.

Verify and apply the settings on the second switch that will be included in the cascaded
fabric.

Note: Disabling the U_Ports used for ISLs is recommended when connecting the ISLs
between the Directors. This ensures that the fabric remains stable during the cabling
process. Enable the ports one-by-one after connecting the cables, and check for errors
in the event log (see “Event” on page 48).

Based on your configuration requirements, identify and connect the ISLs to create the
fabric.

The following steps require at least one active ISL connection between the switches that
will be defined to the Fabric Configuration Server (FCS) switch list and Switch Connection
Control (SCC) policy list.

A secure Telnet session has to be established to one of the switches to enable security
mode and to add switches to the FCS switch list.

6. Click the Telnet icon in the lower-right corner of the switch, as shown in Figure 5-7.
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Figure 5-7 Starting a secure Telnet session
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7. Log in using admin as for the user name and password for the password (the default
password). Enter the command secmodeenable to start enabling secure mode, and follow
the prompts.

8. Enter the WWN, domain ID, or switch name of each switch to be added to the FCS switch
list (see Figure 5-8).

£ 10.77.77.61 - secTelnet 10l x|
Sessions  Edit  Terminal Help
e closed and all switches will go through a reboot to form a secure fabric. |

This is an interactive session to create a FCS list.
The new FCS list is empty.

Enter WWHM, Domain, or switch name{Leave blank when done): 97
Switch WWN is 10:80:80:68:69:80:60:a6. /

The new FCS list: . . . .
10:00:00:60:69:80:60:a6 First Domain ID in decimal

Enter WWHM, Domain, or switch name{Leave blank when done): 98
Switch WWN is 10:80:80:68:69:80:60:aX4.

The new FCS list:
108:080:00:60:69:80:60:a6

10:00:00:60:69:80:60:ak Second Domain ID in decimal

Enter WWHM, Domain, or switch name{lC
Are you done? (yes, y, no, nj: [no] y
Is the new FCS list correct? ({yes, y, no, nrsfno] y
One or more Ulysses boxes are in the dual fabric:
The switches might not work properly. Please, make
sure external NHTP server is configured on all switches
in the fabric before setting secure mode. . .
fAbout to enable security. Corresponding WWN for Domain

ARE YOU SURE ({yes, y, no, n): [no] y IDs 97 und 98 in FCS list
Please enter current admin account password: I

Figure 5-8 Add domain IDs to the FCS list

e blank when done}:

-

After you change all passwords, you will be automatically logged out from the Telnet
session and returned to the Fabric Manager. An automatic reboot of both switches occurs,
which indicated in the Fabric Manager (both switches turn red).

After the reboot completes, both switches show up in green and a lock appears in the
upper-left corner, indicating that secure mode is enabled for both switches. This is shown
in Figure 5-9 on page 61.
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Figure 5-9 Secure mode enabled on both switches

9. Click the fabric in the left column navigation tree, and then select the Topology tab to
verify that the fabric is merged.
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Figure 5-10 Merged fabric with ISL connected to port 0

The SCC policy has to be set to complete the setup of the Secure Fabric.

10.Right-click the fabric name, and then select Security. This option is only available after
secure mode is enabled.
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62

11.After you select the Security option, a summary window opens, showing the possible
policies that can be set (see Figure 5-11). The switches that were added to the FCS switch
list in step 8 on page 60 appear in the FCS Policy field.
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Figure 5-11 Policy summary window

12.From the summary window, select SCC, and then click Create Policy. The WWNs of the
switches from the FCS policy appear in the list. If they do not appear, you must add them
through the Enter New Switch WWN field and click Add Switch.

13.Click Activate, as shown in Figure 5-12, to activate the SCC policy. Follow the prompts to
activate the SCC policy until you return to the Fabric Manager.
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Figure 5-12 Activate the SCC policy

Getting Started with the IBM 2109 M12 FICON Director



14.Finally, to verify the setup, select the Switches tab in the Fabric Manager. This displays
the details of the switches in the fabric. Figure 5-13 shows the different settings.
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Figure 5-13 Verify fabric settings

Note: An ISL (E_Port) of a switch, which is connected to a Secure Fabric, will be
segmented if the switch is not in the FCS switch list and SCC policy list. An “Incompatible
security data exchange” message will be reported for the E_Port in the event log.

5.4 Merging fabrics with secure mode enabled

To merge fabrics, all switches must be in the same state regarding secure mode and must
have identical security policies. Any switches that do not have matching security policies or
are in a different state regarding secure mode, will be segmented. For example, two fabrics
that have secure mode disabled can be merged, and two fabrics that have secure mode
enabled and matching security policies can be merged.

Running with secure mode enabled requires the use of one or more switches as the Fabric
Configuration Server (FCS). FCS switches in your FCS policy are "trusted" switches. The first
switch in the policy serves as the primary FCS (from which you can configure your fabric),
and each subsequent switch serves as a backup FCS. The order in which switches appear in
the policy represents the order in which each backup switch will take over primary FCS if the
preceding FCS fails. The primary FCS switch is a central point for distributing fabric
configuration information and management changes.

When fabrics are merged (see Figure 5-14 on page 64), the fabric that contains the desired
FCS switch list must have a non-zero security policy version stamp. All other fabrics merging
with that fabric must have a zero security policy version stamps. The security policies, zoning
configuration, password information, and SNMP communication strings are overwritten by the
fabric whose security policy version stamp is hon-zero.
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LP1-1 | LP22 | LP3-3

zSeries

Base Fabric
Secure mode enabled
FCS and SCC policy
lists (SW61, SW62, SW63)
Insistent Domain ID
Non-zero version stamp

Merging Fabric
Secure mode enabled

FCS and SCC policy

lists (SW61, SW62, SW63)
Insistent Domain 1D

Zero version stamp

Figure 5-14 Adding a switch to an existing fabric

To add a switch or merge fabrics with secure mode enabled:

1. Verify that all switches have secure mode enabled, insistent domain ID (IDID) mode
enabled, and unique domain IDs.

2. Update the FCS policy list of the base fabric (existing fabric) with the WWN of the switch to

be merged:

— In Fabric Manager, right-click the desired base fabric, and then select Security.

— A summary opens showing the possible policies that can be set (see Figure 5-15 on

page 65). Select the FCS tab, and then click Add Others.
— Add the WWN of the merging switch, and then click Add.

— Activate the FCS policy list by clicking Activate, and then review the Security Policy

Review.
— Click Continue, and then click Yes to activate the FCS policy set

— The SCC list will be automatically updated with the new WWN. Click Yes to active the

SCC policy set.
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'$ Security Admin: IBM_Z109_SW61 ll

SUTImELY Axailable Switch List:

FCS Switch List

[ [Selected Fabric 10: ] )]
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FRONTPANEL A FCS = |
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Pazsword
Add Others ...

Activate I Save | Cloze | Help |

Figure 5-15 Adding a WWN to the FCS Switch List

3. Establish a secure Telnet session to the switch being merged with the base fabric using
the admin user. Enter the secmodeenable command.

Important: The primary switch’s WWN must be at the top of the FCS switch list. Make
sure the order in which you enter the WWNs of the switches matches that of the base
fabrics FCS policy list.

4. When prompted to enter a WWN, domain ID, or switch name to build the FCS list, you
must enter the WWNSs of all the switches present in the base fabric, as well as the merging
switch’s WWN. An example is shown in Figure 5-16.

The new FCS list:
10:00:06:60:69:80:60:aé
10:80:00:66:69:80:60:a4

The new FGCS list:

Switch WWH is 10:00:00:60:69:80:60:a4 .

£* 10.77.77.63 - secTelnet 1Ol =|
Sessions  Edit  Terminal Help
Enter WWH, Domain, or switch name{Leave blank when done): 10:80:80:60:69:80:60:a% ;[

Enter WWH, Domain, or switch name{Leave blank when done): 10:00:00:60:69:80:60:a7
Switch WWH is 10:00:00:60:69:80:60:a7.

10:00:00:60:69:80:608:a6
18:00:08:60:69:-80:68:-a4
10:80:00:60:69:80:608:a7

Enter WWH, Domain, or switch name{Leave blank when done):
Are you done? (yes, y, no, n): [no] y
Is the new FCS 1list correct? (yes, Yy, no, n): [no] y

Figure 5-16 Enabling secure mode and creating a new FCS list
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5. Update SCC policy list of the switch to be merged with the WWNs of the switches in the
base fabric:

In Fabric Manager, right-click the desired fabric (switch to be merged), and then select
Security.

A summary window opens showing the possible policies that can be set. Select the
SCC tab. Add the WWNs of each switch in the base fabric, and click Add Switch (see
Figure 5-17).

Activate the SCC policy list by clicking Activate, and then review the Security Policy
Review.

Click Continue. Click Yes to activate the SCC policy set.

$ Security Admin: IBM_2109_SW63 ﬂ

Surnmary

SCC
FCS

TELHET
RSP
WEMNMP

HTTP Enter * for all currert fabric switches

SERIAL
FROMTPARNEL

Options

Pazswore
Aol Switch = |

Fabric Switches

0:00:00: 60: 69:80:60:57 (IBM_2109_SWE3)
0:00:00:60:69:30:60: 56
0:00:00:60:68:50:60:a4
Eriter Meswy Swvitch WAN:
10 00:00: 600 595060 ad

AP
[l

SES
Ms

= Remaove Switch |
Delete Palicy I

EActivate Save | Cloge | Helpx |

Figure 5-17 Adding a switch to the SCC list

6. Establish a secure Telnet session to the switch being merged with the base fabric using
the admin user. Enter the secversionreset command to reset the version stamp of the
switch to be merged to zero. This can be seen in Figure 5-18 on page 67.
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o 10.77.77.63 - secTelnet i ] B

Sessions  Edit Terminal Help

Fabric 0S (CP@)

CPB login: admin

Password:

IBM_2189_SW63:admin> secmodeshow

Secure Mode: ENABLED.

Uersion Stamp: 813513127, Wed Oct 8 18:16:38 Z083.

Pos  Primary WWH DId swHame.
1 Ho 18:00:00:68:69:-80:60:ab - Unknown
2 Ho 168:00:00:60:69:-:80:60:a4 - Unknown
3 Yes 10:00:00:60:69:80:60:a7 99 IBM 2189 SUW63.

IBM_ 2189 SW63:admin> secversionreset

About to reset version stamp to 8.

ARE YOU SURE (yes, y, no, n): [no] y

Security Policy Uersion Stamp has been set to zero.
IBM_ 21689 Sw63:admin> |

Figure 5-18 Reset security policy version stamp to zero

7. Establish an ISL connection between the base fabric and the switch to be merged, or if the
ISL link was established already, perform a disable/enable of the ISL port to complete the
merge.

A view of the topology for the base fabric shows all three switches in the Secure Fabric
(see Figure 5-19).

4Lt Fabric Manager !__, ==
File Edit VYiew Actions Topology Tools Help
Address Pl 077,77 611 =l @ | B e | @ (=) | 0 2 e | ho B M & O & QR EIFS
D [Hame: Ba]| I750_Fabric Topology:
[Z] san Elements I v leerl Detail || Device Ports w Devices | Ewert | Portgrid | Ports || Summary | Switches
=
Show/Hide Links Ehow/Hide Nodes

% Bundled [Ee—=—fl

[# Trunked ... ===

- device ™ Device Graups ... @
. S— || _>IJ

I |tetra1@aze 170

Figure 5-19 Topology view of the merged fabrics
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5.5 Setting up switch binding
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If additional security is required, switch binding can be used to allow only specific devices
(based on WWN) to be connected to a switch. Switch binding is described in 3.5, “Binding
and insistent domain ID” on page 33.

If you choose to use switch binding, ensure that all the devices are attached to the desired
switches at this time. The devices (WWNSs) will be automatically placed in the Device
Connection Controls (DSS) policy list and can be easily added to the binding rules.
Otherwise, you will need to add WWNs for each of the devices you want to connect to a given
switch.

To create switch binding rules, do the following for each switch:

1. Create a policy for the switch. We recommend using the configured name of the switch as
the policy name.

2. Select the switch in the Switches & Devices field, click Add member, and then click Save
(see Figure 5-20).

$ Security Admin: ITS0_Fabric A ll
Surntnary
Policy: IIBM_21 09_SwiE L‘ Create Policy Delete Palicy | Renarne Policy |
SCC
FCs i i i
= rAwvailable Switches and Devices rDevice/Switch Binding Fuls
TELMET Switches & Devices | J Dievice Parts
RENMP Celected Fabric ; 50:05:07:64:00:21:0exch -- Port S0:05:0,
WSNMP =-Devices A=
HTTP - E-E) s005076300:00:95.89 o] 10000: 00600695050 850EM_2109_SW
Pl - B s00507E400c1:Deich
- Switches
DCe ----o [Ed_2100_SWE
B 2108 SE &
- = Mame 1P O AN
B ] =0 |BM_2109_S¥E3
5]
SERLAL

FROMTPANMEL Add member = |
Optiohs |
= Remave member
Password
A Device YW |

Kl ] 0

Activate | Save | Cloze | Help |

Figure 5-20 Creating a switch binding rule

3. After you complete these steps for all switches, active the policies by clicking Activate.

4. Review the Security Policy Review. Then, click Continue. Click Yes to activate the DCC
policy set.

Figure 5-21 on page 69 shows the DCC policy list with the switch binding rules.
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HTTP 10:00:00:60: 69: 80:60:56 (IBM_2109_SWE1) A0:00:00:60:€
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~DiCC Palicy ~DCC Palicy —
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Device 50:05:07:64:01:00016:4d Device
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Activate I Save | Cloze | Help |

Figure 5-21 Active DCC policy

5.6 Port configuration

This section describes how to assign port names, change port characteristics and state
(enable and disable), and configure ports for extended distances.

5.6.1 Assigning port names

Each port is initially identified by a WWN, which is an 8-byte hexadecimal number and a
predefined port name. The predefined port name is the physical port number and has no
information about the port itself and the connected devices.

Assigning a meaningful name to a port makes it easier to identify a device when it is
connected to the port. To assign a name to a port:

1. In Fabric Manager right-click the port, and select Rename (see Figure 5-22 on page 70).
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IlI Fabric Manager |0 %
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File Edit Yiew Actions Topolody  Tools Help

Address fitp:n0.77.77 621 l als € + | & DT w |k [
D IName LI Port 5 Ports &3]

E AN Elstments | ? Filterl Dretail Device Ports Devices SUFmMErYy
||| Fahric =~ |Sw'rtc:h |ID |Status |Responding |P0r1 Murnber |Type
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IEM_2109_SWE2  |IBM_2109_5... [Port 5 u-part

Por (1) Disable/Enable... »
----- Por  DElefe

""" Por - Rename

-0 |BM_2109_SWE3
-0 Bt 2109 SwiE3 =4l | |

Figure 5-22 Renaming a port

2. In the name field, type in a meaningful name describing the device connected to the port.
3. Select the Ports tab to view the port details. See the example in Figure 5-23.

4% Fabric Manager ' : _lol %
]

File Edt Wew Actions (opolooy  Tools  Help

Address }m;a:mﬂ.??.??.ﬁél.f LI @ @ + = | =@ E @ @ [+ R? IE
1D JHame || 1750 Fabic Ports 5l

(= san enerts | F Fiter | Detail | Device Ports || Devices || Evert | Portarid Summary || Switches | Topology
Fahric | Swvitch | o] Mame — | Status | Port Numberl Uszer P

TS0 Fabric  ||BM_2109_SWE1 |Part 5
ITSO Fabric  ||BM_2109_SWe1 |Part 4
ITSO Fabric ||BM_2103_SWe1_|Part 1
TS0 Fabric  |BM_2109_SW61 ISL03 562 1503 SWE2

TS0 Fabric  |BM_2109_SWA1 ISL02 SWE2 1502 SWE2

ITSO Fabric  ||BM_2109_SWE1 _|BM2064_CHPID_SE |BM2064_CHPID_SE
TS0 Fabric  ||BM_2109_SW62 |Part 0
ITSO Fabric  |BM_2109_SWE1 |Part 0
TS0 Fabric  ||BM_2109_SWE2 |Part 1
TS0 Fabric  |BM_2109_SVWe2 |Part 2
ITSO Fabric  ||BM_2109_SW62 |Part 3
ITSO Fabric  |BM_2109_SWe2 |Part 4
ITSO Fabric  |BM_2109_SWE2 [Part 5
ITSO Fabric  |BM_2109_SW62 |Part 6
TS0 Fabric  ||BM_2109_SWE1 |Part 6
ITSO Fabric  |BM_2109_SW62 |Part 7
ITSO Fabric  ||BM_2109_SWe1 |Part 7
ITSO Fabric  |BM_2109_SWE2 [Part 8
ITSO Fabric  |BM_2109_SWe1 |Part 8
IEM2064_CHPID_SE TS0 Fabric  |BM_2109_Sve2 |Part 9 a -

Part 14 M| | _|_I

| v

Figure 5-23 Port name display

The names assigned to the ports appear in the ID and Name columns. The port names are
also displayed when using the Admin function to configure the ports.

Ports used for ISLs should also be named, even though they are not displayed in the Device
Ports list.
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When all ports are renamed with a meaningful name, select the Device Ports tab in the
Fabric Manager window to display information about devices connected to ports. For each
port that already has a device attached, check if that device is connected to the correct port.
Figure 5-24 shows the information provided by the device connected to Card 1, Port 13.

4 Fabric Manager

File Edit View Actions Topolooy Toals Help

=lol|

Address l’vttp MO77TT N

D IName
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Figure 5-24 Device Ports display

The following fields of this view should be checked carefully and compared to your worksheet:

Domain ID

Port

Port Type
Port ID

Manufacturer
Device Type
Sequence Number
Tag

5.6.2 Configuring ports

This shows the Switch domain ID in decimal and hexadecimal value.
The domain ID has been typed in for each switch in decimal, but the
hexadecimal value is used for defining the switch in HCD.

The port is identified by the physical location in the FICON Director, by
card and slot position. The associated hexadecimal value is the port
address used to address the port.

A port type of “N” means that the connected device is either a FICON
channel or a FICON-capable control unit.

The displayed hexadecimal number represents the 2-byte link address
used by the FICON protocol to address the switch and the port.

This is the manufacturer of the connected device.
This indicates the connected device type.
This is the serial number of the attached device.

Tag is a 2-byte value; the first byte is the CHPID, and the second byte
is the port (for example, CHPID 5E is attached to port OD).

Based on your requirements, you might want to change the characteristics of a port. The
following options can be set for each port:

Persistent Disable
Enable Port
Enable Trunking
Change Speed

This option permanently disables a port over a reboot.

Select or clear the check box to enable or disable a port.

ISL Trunking can be disabled or enabled for a port.

The speed for each port can be 1 Gbps, 2 Gbps, or negotiate.
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To configure the ports:

1. In Fabric Manager, select the switch in the left navigation tree and click Actions on the
menu bar (see Figure 5-25).
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Figure 5-25 Logon Admin to configure ports

2. Click Admin to start Web Tools (Switch Admin). Type in the user name (admin) and the
password in the Login window. A Web browser window opens and displays the Switch
Information.

3. Select the Port Setting tab. You can do the following actions from this tab:

— Disable or enable ports
— Enable or disable ISL Trunking
— Change the port speed

4. After the configuration changes to the ports are complete, click Apply to activate the
changes (see Figure 5-26 on page 73).
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Figure 5-26 Port setting example

You can also change a port name from this window. In the Port Name column, double-click
the port you want to change, and type in a new port name.

5.6.3 Configuring ports for extended distances

From the Extended Fabric window of Switch Admin, you can configure ports for extended
distances. In the Long Distance Setting column, LO or LE can be set without an Extended
Fabric license. LE is the extended distance setting to enable distances up to 10 km at 2 Gbps
speeds. L0 is the normal distance setting to allow distances of up to 5 km at 2 Gbps speeds.

There are four additional Long Distance Settings available when the Extended Fabric license
(FC 7603) is installed :

LO.5 supports up to 25 km at 2 Gbps speeds

L1 supports up to 50 km at 2 Gbps speeds

L2 supports up to 60 km' at 2 Gbps speeds

LD or Dynamic long distance mode, which can automatically configure the required
amount of credits based on the actual link distance®

vyvyyvyy

Note: ISL Trunking and the Extended Fabric feature are mutually exclusive. L0.5, L1, L2,
and LD cannot be selected if trunking is enabled for a port.

1 The distance indicated implies maximum Fibre Channel bandwidth at the associated distances. Longer distances
are supported and can be achieved although the throughput begins to fall off beyond 60 km due to normal latency
effects based on the buffer credits assigned in this mode.

2 This is based on a link round trip timing calculation performed by the ASICs.
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To configure a port for an extended distance:
1. Install the Extended Fabric license key (FC 7603):

In Switch Admin, select the License Admin tab and enter the license key you obtained
from IBM. Click Add to apply the key.

Note: Important: Both ports at either end of the long distance ISL must be configured
identically. Otherwise, fabric segmentation will occur.

2. Select the Extended Fabric tab and select the appropriate Long Distance Setting, and
then enable VCXLT.

Note: The VCXLT parameter indicates that the enhanced link reset protocol should be
used on the port. For optimal performance, this should always be used on Extended
Fabric ports between IBM 2109-M12 FICON Directors.

3. Click Apply to activate the settings. See Figure 5-27.
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Figure 5-27 Extended Fabric example

5.7 Zoning

74

Zoning is required to group several ports or WWNs into a zone. Several zones can be created
holding different ports or WWNSs. All zones are then grouped into a zone configuration. The
zone configuration has to be enabled in a switch and is automatically propagated to all other
switches in the fabric.

Before creating a zone, ports can be grouped together and defined by an alias name. If an
alias name is created for ports, which logically belong together, the ports can be added to a
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zone simply by the alias name. If no alias name is created, ports have to be added to a zone
one by one.

Creating an alias is not required; however, it can help when defining zones. A meaningful
alias name helps simplify the administrative process. For example, an alias name of
LPAR1_CU1000 can contain all switch ports associated with FICON channels defined to
CU1000 and all switch ports to which CU1000 is connected.

Zoning is done in four main steps:

1. Create an alias.

2. Define a zone.

3. Define a zone configuration.

4

Enable a zone configuration.

Note: Each alias, zone, or zone configuration must have a unique name. For example, an
alias cannot have the same name as another alias, zone, or zone configuration.

5.7.1 Creating an alias

As mentioned, an alias can help when defining zones and is recommended, but it is not
required.

If you do not want to create aliases, continue with 5.7.2, “Creating a zone” on page 77.

To create an alias:

1. In the Fabric Manager left navigation tree, select the fabric or fabrics where you want to
define aliases and zones.

2. Click Actions from the menu bar and select Zone Admin, as shown in Figure 5-28.
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Figure 5-28 Start Zone Admin option

3. Type in the user name (admin) and password to start Web Tools (Zone Administration).

4. In the Zone Administration window, click View — Port Zoning (see Figure 5-29 on
page 76).
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Figure 5-29 Port Zoning selection

5. Click Create and type in a name for the alias you want to create (for example,
CHS5E_to_2105_A8, which is the path from CHPID 5E to a port in the 2105).

6. From the Member Selection List, select a port you want to add to an alias. If port names
are provided you will find the port name and the physical port location in the member
selection list, for example, in 97,13(IBM2064_CHPIP_5E), 97 is the switch domain ID in
decimal and 13 is the physical port number in decimal.

Repeat this step for all ports you want to add to that alias.

See Figure 5-30 for a sample Alias Members list containing the port where the CHPID 5E is
connected, the port where the CU is connected, and both ISLs between SW61 and SW62.
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Figure 5-30 Sample Alias Members list
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ISLs can be added to an alias. However, they will be excluded when the zones are activated.

5.7.2 Creating a zone

After creating aliases, they must be added to a zone. We suggest that you group devices
together to prevent random access by other devices in a switch or fabric that are not
members of the same zone.

In a mixed environment with FICON and FCP devices connected to the same switch or fabric,
zoning should be used to isolate FICON and FCP traffic.

To create a zone:

1. In the Zone Administration window, select the Zone tab. The switches and their ports, as
well as the aliases, appear in the Member Selection List.

2. Click Create and type in a zone name.

The zone name must be unique within a fabric and cannot exceed 64 characters. The
name is a case-sensitive, alphanumeric string beginning with an alpha character.

3. Now, you can add single ports one by one to the zone member list, or if an alias was
created, add the alias that has multiple ports defined to the Zone Members list.

4. Repeat these steps until all ports belonging to the zone appear in the Zone Members list.

See the Zone Members list in Figure 5-31, where we added some single ports and an
alias.
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Figure 5-31 Zone Members list

5.7.3 Defining a zone configuration

Zones created in the previous section are grouped into a zone configuration. Although
several zone configurations can be created to group zones, only one zone configuration can
be active at a time.
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To define a zone configuration:
1. In the Zone Administration window, select the Config tab.
2. Click Create and type in a name for the zone configuration.

3. Add zones to the zone configuration by selecting the zone and clicking Add Member.

The Member Selection list In the left column shows the ports defined to a zone, and the
Config Members list on the right shows the zones belonging to that configuration. See
Figure 5-32, where we added Zone1 to Zone_Config_1.
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Figure 5-32 Add zones to zone configuration

After all your zone definitions and zone configuration definitions are complete, you can run
Analyze Config to verify your zone and zone configuration definitions. Analyze Config will
provide a list of ports not defined in the configuration, but physically installed in any switch
belonging to the fabric. Ports defined in the configuration, but not found in any switch
belonging to that fabric are also listed.

To save the configuration, click Actions, and then click Save Config only.

A print function is provided to print out the configuration. Click File — Print Summary. This
provides a printable summary of your configuration and the name of the current active zone
configuration (see Figure 5-33 on page 79).
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3 Zoning Configuration summary
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Figure 5-33 Printable configuration summary

5.7.4 Enabling a zone configuration

Several zone configurations can exist and can be activated any time.

To enable the zone configuration:
1. Click Actions, and then click Enable Config.
2. Select the configuration, and click OK.

3. A warning appears to make you aware of the configuration change and temporary I/O

interruption (see Figure 5-34).

‘ol are about ko enable the Zoning Canfiguration: Zone_Cankig_1.
This action will replace the old zaning configuration

Enable Config Zone_Co

2)

with the current configuration selecked.

This could be a lengthy process and may result in
temparary interruption of 10,

Do ywou wank to enable configuration Zone_Contig_17

o |

Java Applet YWindow

Figure 5-34 Zone configuration change warning

4. Click Yes to continue.

When a zone configuration is enabled, all zones within the configuration are enabled. While
enabling a zone configuration, the following events occur:

» Any alias within a zone configuration is expan

ded.

» Check for inconsistencies. An error occurs if inconsistencies are discovered and the

previous state of the fabric is preserved.
» Zone members are loaded.
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» If all the previous steps were successful, all the switches in the fabric are loaded with the
zoning information.

» Registered State Change Notifications (RSCNSs) are sent to all switches within the zone.

It is not necessary to disable the current active zone configuration. Activation of a new zone
configuration replaces the current active zone configuration.

Disabling the current active zone configuration will reset all zoning information.

5.8 Backing up the configuration

The current configuration data should be saved and printed. The Fabric Manager provides a
function to save configuration data to an FTP server.

To save the current configuration, click Tools — Config — Save Baseline, as shown in

Figure 5-35.
~1olx|
File Edt Wiew Acfions Topolooy |Tools  Help
Address }mp:m 077.77.644 3? Firmware download to switches. .. @) 3? (3] | [}? E
D IName LI E ) Firmware download to HBAs. .
S AN Elements | 7 Filterl =[ REth ] |—P0r‘ts Surmary | Switches " Topalogy
=] My SN Fe [ save Baseline. . ctri+B | Fort_:
=[] E & Licensing ] Compare/Downlaad From File
E| a0 IBM_2109_S1E1 @ 1% Fabric Merge. .. Chri+r Compare/Download From Switch

M) o 1B _2109_swe | I8l

L2 Subnet scan... - | [
B o 1B _2108_20E | IEI (CQ Subnet scan | | |

E| -0 [BM_2109_SWWE3 o éo Call Home
o - |[E) o 1Bm _2109_swvis
- |3 =0 IBM_2109_SvEd
- [ = 1EM_2109_svis
----- SwitchGroups
----- PortGroups

| T OE | |

Figure 5-35 Save the configuration to an FTP server

If not already done, you have to configure the connection to an FTP server where the
configuration data file will be stored. If the FTP connections fails, the File Transfer settings
can be altered any time. In the Fabric Manager window, click File, and then select the
options. In the Options window, select File Transfer to display the current settings for the
FTP server (see Figure 5-36 on page 81).
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Figure 5-36 Configure the FTP connection

To back up the configuration:

1. If the FTP connection is configured, select Save Baseline, as shown in Figure 5-35 on

page 80.
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Figure 5-37 Save Baseline — Parameter Selection window
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The Save Baseline — Parameter Selections window opens, as shown in Figure 5-37.

Select the switch from which you want to save the configuration data, and then click OK.
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6. You will be prompted to select a subdirectory and type in a file name.
7. The configuration data is now sent to the FTP server and saved on the server.

Repeat these steps for each FICON director. If all the data is stored on the FTP server, copy
the files to a disk and keep it in a safe place. These files can be used to restore your
configuration to the FICON director.
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Useful procedures

This appendix provides procedures needed to supplement the configuration tasks described

in this document.

We describe the following procedures:
» Setting up a HyperTerminal session
» Altering IP addresses

» Installing Fabric Manager

» Downloading firmware

» Port swapping

» Configuring the Call Home feature

© Copyright IBM Corp. 2003. All rights reserved.
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Setting up a HyperTerminal session

Specific functions in the IBM 2109 M12 FICON Director require the use of a HyperTerminal
session. The communication is established through the terminal serial port on the active CP
card (Figure 2-4 on page 16) and a COM port on the workstation.

To set up a HyperTerminal session:

1. Select Start —» Programs — Accessories — HyperTerminal from your Windows
desktop.

2. Enter a name (for example, IBM2109) in the name field, and then select an icon. Click OK
(see Figure A-1).

Connection Description 1[5[

= : Mewy Connection
Erter & name and choose an icon for the connection:

Marme:
| IBM2109

lzor:

Figure A-1 HyperTerminal Connection Description window

3. Select COM1 and click OK (see Figure A-2).

\ a1
=3 Bhzi0g

Erter details for the phone number that you wanit to disl:

Courtrykregion: |United Stetes of America (1) ¥

Area code:

Phone numkber: I

Connectusing: (B ~ |
Ok I Cancel |

Figure A-2 HyperTerminal Connect To options

4. In the COM1 Properties window, select the following port settings:
— Bits per second: 9600
— Data bits: 8
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— Parity: None
— Stop bits: 1
— Flow control: None

Click OK to continue (see Figure A-3).

COM1 Properties

Port Settings |

Bits per second:
Datta kits: IB vl

Patity: lh
Stop bits: |1 'l

Flowy control: INDne 'l

Restore Defaults |
oK I Cancel | Ll |

Figure A-3 COM1 Properties window

5. The HyperTerminal window opens. Select Properties from the file menu. On the IBM2109
Properties window, select the Setting tab. Select the following settings:

— Terminal keys

— Emulation: Auto detect

— Backscroll buffer lines: 500
Click OK (see Figure A-4).
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Telnet terminal ID: | ansi
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Inpt Translation. .. | ASCH Setup... |

Ok I Cancel |

Figure A-4 IBM2109 Properties window
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To start a HyperTerminal session, you must first connect a serial cable between the
COM1 port on your workstation and the terminal serial port on the CP card in slot 5 of the
FICON Director. A null modem is not required for this connection.

6. From the Windows desktop, select Start — Programs — Accessories —
HyperTerminal — IBM2109.

Altering the predefined IP addresses

86

The IBM 2109 M12 is shipped with default IP addresses set by manufacturing. We
recommend that you alter these default IP addresses to a different value to prevent problems
when installing additional IBM 2109 M12 FICON Directors in the future.

To change the predefined IP addresses:

1. Log in to the switch through a HyperTerminal session (see “Setting up a HyperTerminal
session” on page 84).

2. At the login prompt, enter the user ID (admin) and the default password (password).
3. At the Enter switch number prompt, enter 0 to log in to switch O.

Important: You can only make configuration changes through the active CP card.

4. Enter the hashow command to check which is the active CP card:

sw0:admin> hashow

Local CP (Slot 5, CP0O): Active

Remote CP (STot 6, CP1): Standby, Healthy

HA enabled, Heartbeat Up, HA State synchronized

If CPO is not the active CP, you must remove the serial cable from terminal serial port on
the CP card in slot 5 and connect it to the terminal serial port on the CP card in slot 6
(CP1), and log in as admin.

5. Enter the ipaddrshow command to display the IP addresses for each switch and each CP
card:

sw0:admin> ipaddrshow
Switch number [0 for switchO, 1 for switchl, 2 for CPO, 3 for CP1, 4 for all IP
addresses in system]: 0

Switch0

Ethernet IP Address: 10.77.77.77
Ethernet Subnetmask: 255.255.255.0
Fibre Channel IP Address: 0.0.0.0
Fibre Channel Subnetmask: 0.0.0.0

6. To alter the IP addresses, enter the ipaddrset command for each switch and each CP
card.

sw0:admin> ipaddrset

Switch number [0 for switchO, 1 for switchl, 2 for CPO, 3 for CP1]: O
Ethernet IP address [10.77.77.77]: 10.77.77.61

Ethernet Subnetmask [255.255.255.0]:

Host name [switchO]: IBM 2109 SW61

Gateway IP address [0.0.0.0]: 10.77.77.55

Important: The IP address range 10.0.0.1 through 10.0.0.255 is reserved for the
internal use of the FICON Director and must not be used.
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7. Reenter the ipaddrshow command to verify the IP configuration.

Installing Fabric Manager server and client applications

This section describes how to install the Fabric Manager application on a workstation. On the
Fabric Manager console, both the server and the client component of the application have to
be installed. On any other workstation, it is recommended to install only the client component
of the application.

To install the Fabric Manager applications:

1. On the workstation on which you want to install the Fabric Manager application, exit and
close all applications.

2. Run install.exe from the CD (or any other medium you received with the latest Fabric
Manager version).

3. Choose install set:

Server and Client This installs all the files for both the Fabric Manager server and
client.

Client This installs only the files required for the Fabric Manager client.

Server This installs only the files required for the Fabric Manager server.

4. Select Server and Client for the Fabric Manager console to install, and click Next, as
shown in Figure A-5.
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Figure A-5 Fabric Manager installation

5. Click Next to continue installation.
6. Click Next after reading the Web browser requirements.

7. Choose a folder (or leave the default folder) in which to install the Fabric Manager client.
Click Next.
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8. Choose a folder (or leave the default folder) in which to install the Fabric Manager server.
Click Next.

9. Enter the starting port number. We recommend that you keep the default starting port
number of 24600. Click Next to continue.

10.Configure the mail options, type in the Mail smtp host name and the Mail from address for
the Call Home feature. Click Next.

11.Type in the Windows domain name, and click Next.
12.Read the important information, and click Next.

13.Type in the Server IP address. Use Tocalhost in the field if the server and client are
installed on the same workstation. Click Next to continue.

14.The Installation Complete window opens. Read the messages and verify that Fabric
Manager is successfully installed. Click Done to finish the installation of the Fabric
Manager application.

15.Start the Fabric Manager application. Log on to the Fabric Manager, using the Windows
user name and password of the Fabric Manager console. Note that the Windows user
must have administrator authority.

Downloading firmware

88

To download firmware to FICON Directors, it is required to have an FTP server running on the
workstation where the firmware files reside.

Make sure that the FTP server is configured to accept remote access. Set up the timeout
value in the FTP server to a minimum of 2000 seconds to ensure that file transfer will not time
out during firmware download.

Do the following on the Fabric Manager workstation:

1. From the Fabric Manager, select Tools — Firmware download to switches.

2. The Firmware download to switches window opens, as shown in Figure A-6 on page 89.

3. Select the switches from the left navigation tree and add them to the Selected Switches
list on the right using the right arrow button.

4. Click Download to start the firmware download.
5. Click OK to confirm that the firmware will be downloaded to selected switches.
The status of the selected switches changes to Downloading.

6. Wait for the successful completion of the firmware download. The status of the switches
changes to Ready.

7. Click Reboot to activate the new firmware in the selected switches.

8. Verify that the new firmware version is indicated for the switches (see Figure A-6 on
page 89).
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Figure A-6 Firmware download to switches

Swapping ports

To be able to perform port swapping, a Telnet session through Fabric Manager (see
Figure 4-7 on page 48) must be established. This is because the required commands must be
entered through the command line interface (CLI).

To swap ports:

1. Enable port swapping:

a. Log in to the switch as admin.
b. Enter the portswapenable command at the command line.

2. To swap ports:
a. Disable both ports to be swapped using the portdisable command.
Use the following syntax: portdisable slot/port
For example, portdisable 1/0 refers to the port card in slot 1 and port 0 on this card.

b. Enter the portswap command at the command line. Any port in the switch can be used
as the alternate for any other port within the same switch.

Use the following syntax: portswap slot/portA slot/portB

For example, portswap 1/0 1/1 will make port O on the port card in slot 1 to port 1 and
port 1 on the port card in slot 1 to port 0.

The results are shown in Figure A-7 on page 90.
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Figure A-7 Port swap results

3. After the port swap is complete, use the portenable command to enable both ports.
Use the syntax: portenable slot/port
4. Use the portswapdisable command to complete the port swap.

Configuring the Call Home feature

90

To configure the Call Home feature, perform the following steps:

1. From the Tools menu, select Call Home. The Call Home windows opens, as shown in
Figure A-8 on page 91.

Click Add in the lower-left corner of the display, and a Call Home dialog box opens.
As prompted, enter a configuration name in the field.

On the right side of the display, click Add (Email Addresses), and a Call Home dialog box
opens.

5. In the Enter an Email Address field, enter the e-mail address that you want Call Home to
send an e-mail to when an event occurs.

6. From the SAN Elements tab, select the switches or fabrics you want to monitor with Call
Home. Then, move the switches or fabrics to the Selected Switches area, using the right
arrow button.

7. The next two steps are optional:

a. Select the check box to prompt the server to send you a “server is running” message at
intervals, and specify the time interval between messages.

b. In the External Executable on Server field, enter a path to an executable that resides
on the Fabric Manager server to run that script when Call Home sends an email alert.

8. Click Commit to finish the setup of the Call Home feature.
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Port location and addressing

This appendix provides information about the port layout and port addressing of the IBM 2109
M12 FICON Director. The basic building block is the port card, which contains 16 Fibre
Channel ports using 2 Gbps SFP technology. For more configuration details, see 2.2,
“Hardware components” on page 15.
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IBM 2109 M12 port numbering

94

For the IBM 2109 M12 FICON Directors, the physical port numbers are not the same as the
port addresses. The Hardware Configuration Definition (HCD) and Input Output Configuration
Program (IOCP) use port address information to define control unit link addresses with a
hexadecimal value. The physical port is indicated by a card number (slot number) and a port
number. This information can be found in the Fabric Manager Card Detail view of a given
switch (see Figure 4-6 on page 47).

Figure B-1 shows the port layout of an IBM 2109 M12 FICON Director with the assigned
hexadecimal values. Port addressing starts at the left of each logical switch in the chassis and
continues to the right. Notice that the counting of ports start in slot 1 and slot 7 from the
bottom of each card.

" SLOTS teericz
1 2,34 5

e 5

-

Decimal port numbering on
each 16-port card from 0 to 15

Contiguous port addresses in hexadecimal
from 00 to 3F for each logical switch

L

ogical Switch 1°

. \\\ Logical Switch 0

b

Figure B-1 IBM 2109 M12 port addressing
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FICON Director configuration
worksheet

This appendix contains a worksheet to aid in documenting the layout of your FICON Director.

It can be applied as a tool to help understand how the ports are allocated for configuration
and problem determination purposes.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this redbook.

IBM Redbooks

For information about ordering these publications, see “How to get IBM Redbooks” on
page 98. Note that some of the documents referenced here may be available in softcopy only.

>

»

FICON Native Implementation and Reference Guide, SG24-6266
Getting Started with zSeries Fibre Channel Protocol, REDP-0205

Other publications

These publications are also relevant as further information sources:

»

>

>

2109 Model C36 with Model M12 Installation and Service Guide, GC26-7467

Fiber Optic Link Planning, GA23-0367

Input/Output Configuration Program User’s Guide, SB10-7029

Advanced Web Tools User's Guide Version 4.1.2, 53-0000522-03

Brocade Advanced Zoning User’s Guide, 53-0000523

Brocade Diagnostic and System Error Messages Version 4.1.2, 53-0000515-05
Brocade Fabric Manager User’s Guide, 53-0000823

Brocade Fabric Manager Users Guide Version 4.1.0, 53-0000823-04

Brocade Fabric OS Reference Version 4.1.2, 53-0000519-03

Brocade Fabric OS Reference, 53-0000182

Brocade Glossary Version 4.1.2, 53-0000369-02

Brocade ISL Trunking, 53-0000520

Brocade LAN Guidelines For Brocade SilkWorm Switches Version 1.1, 53-0000350-02
Brocade MIB Reference Manual Version 4.1.2, 53-0000521-04

Brocade SilkWorm 12000 Design, Deployment and Management Guide, 53-0000251

Brocade SilkWorm Design, Deployment, and Management Guide: SAN DDM Version 2.1,
53-0000366-02

Brocade Support for FICON Reference Guide Version 4.1.2, 53-0000525-05
Fabric Manager 4.1.0 Release Notes

IBM TotalStorage SAN Switch Fabric Manager Call Home Service Alert Readme
LAN Guidelines for Brocade Silkworm Switches, 53-0000350

SilkWorm 12000 Hardware Reference Manual, 53-0000148
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Online resources

These Web sites and URLs are also relevant as further information sources:

» IBM 2109 M12 documentation and information
http://www.storage.ibm.com/ibmsan/products/2109/m12/index.html

» Brocade documentation and information

http://www.brocade.com/

How to get IBM Redbooks

You can search for, view, or download Redbooks, Redpapers, Hints and Tips, draft
publications and Additional materials, as well as order hardcopy Redbooks or CD-ROMs, at
this Web site:

ibm.com/redbooks

Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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