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TSO/E Logon

    TSO/E is part of the base element of the z/OS operating system with which users interactively work with the system.

    In z/OS V2R2, new support provides the ability to inhibit all user information from being presented before the successful input of valid logon information.

    This chapter includes the following topics:

    •1.1, “Overview of logon changes” on page 2

    •1.2, “Use of the new logon function” on page 2

    1.1  Overview of logon changes

    Enhancements were made to the TSO/E logon process. Valid TSO/E user IDs can be detected by determining the message responses that are issued to incorrect logon attempts. After the user IDs are identified, more user information can be found, such as account number and logon procedure, without the logon occurring.

    A new option, named PASSWORDPREPROMPT, is provided via APAR OA44855 in z/OS V1R13 and z/OS V2R1 and V2R2 to improve protecting information that is related to the TSO/E user ID.

    When active, the user is prompted in line mode for the user ID and password, if not on the initial command. After the user is validated, the standard logon panel appears with the remaining logon fields available to be completed.

     

    1.2  Use of the new logon function

    To activate the new function, the system must be running with an IKJTSOxx parmlib member that indicates PASSWORDPREPROMPT(ON). Consider the following points:

    •PASSWORDPREPROMPT is specified in the LOGON statement, as shown in the following example:

    LOGON PASSWORDPREPROMPT(ON) PASSPHRASE(ON) VERIFYAPPL(ON)

    •The default setting is OFF. Continue the use of your current process, then set the value to OFF. It is suggested that you explicitly code this value rather than assume the default.

     

    
      
        	
          Note: The intention is to set the default value to ON in the future.

        
      

    

    1.2.1  New function

    On our test systems, we modified the parmlib member IKJTSO00 and activated it dynamically by using the following TSO PARMLIB command:

    PARMLIB CHECK(00)

    PARMLIB UPDATE(00)

    The new LOGON settings are shown in Figure 1-1 on page 3.

    
      
        	
          PARMLIB LIST(LOGON)

          TSO/E PARMLIB SETTINGS :

           

            SYS1.PARMLIB(IKJTSO00) on volume BH5CAT

            Activated by HERING on 2015-08-17 at 16:01:33 from system SC74

            Applies to :    SC74

           

                    CURRENT PARMLIB SETTINGS FOR LOGON:

           

                    PASSPHRASE(ON)

                    VERIFYAPPL(ON)

                    LOGONHERE(ON)

                    PASSWORDPREPROMPT(ON)

        
      

    

    Figure 1-1   New LOGON settings after activating PASSWORDPREPROMPT(ON)

    1.2.2  New Logon preprompting in line mode

    When the function is active, the user is required to enter the user ID and password in line mode before the LOGON command can be processed and full-screen processing can occur, as shown in Figure 1-2.

    
      
        	
           IKJ56700A ENTER USERID -

          USER01

           IKJ56476I ENTER PASSWORD

           

           ***

        
      

    

    Figure 1-2   Logon preprompting when PASSWORDPREPROMPT(ON) is active

    Preprompt and LOGON processing

    Consider the following points:

    •Any incorrect input results in showing the new message IKJ56474I, which indicates only that user ID or password is incorrect or not authorized, as shown in the following example:

    IKJ56474I USERID OR PASSWORD IS INCORRECT OR NOT AUTHORIZED

    •Exits IKJEFLD and IKJEFLD1 are run before preprompting. All other LOGON exits run after successful preprompting.

    •After successfully entering the logon information, the standard window is displayed with the user ID and password fields protected.

     

    
      
        	
          Note: At the time of this writing, exits IKJEFLN1 and IKJEFLN2 are run on entry and exit of the window as usual.

        
      

    

    •The processing applies to IBM RACF® user IDs.

    •UADS users can to log on only if RACF is inactive.

    •Line-mode features similar results.
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OPERSEWAIT 

    TSO/E is a base element of the z/OS operating system with which users interactively work with the system.

    This chapter describes the change to the OPERSEWAIT default setting and includes the following topics:

    •2.1, “Overview for changed OPERSEWAIT default” on page 6

    •2.2, “Using and checking operator SEND command” on page 6

    2.1  Overview for changed OPERSEWAIT default

    The OPERSEWAIT setting on the SEND statement in parmlib member IKJTSOxx determines whether WAIT or NOWAIT must be used for an OPERATOR SEND command that is issued without explicitly setting WAIT or NOWAIT.

    The old default setting of ON meant that SEND commands that did not explicitly indicate WAIT or NOWAIT waited for a user’s VTAM® buffer to be available and for the message to be sent. 

    This configuration caused unnecessary ABEND commands and delays on the system; for example, when the issuer of the SEND held a resource, such as the SYSIKJBC exclusive enqueue on the broadcast data set.

    Therefore, in z/OS V2R2, the default for OPERSEWAIT was changed. The changed default for OPERSEWAIT is OFF and a new health check was introduced.

     

    
      
        	
          Note: These changes reduce delays that are caused by outstanding SEND commands.

        
      

    

    2.2  Using and checking operator SEND command

    In this section, we describe how to modify the OPERSEWAIT setting and how the new health check works.

    2.2.1  OPERSEWAIT default setting

    The OPERSEWAIT setting can be explicitly defined on the SEND section of the IKJTSOxx parmlib member that is used; however, often this definition is not made. As shown in Figure 2-1, the value of OPERSEWAIT is OFF while it is not set in the parmlib member.

    
      
        	
          $> tsocmd "parmlib list(send)" 2> /dev/null | head -l3

          TSO/E PARMLIB SETTINGS :

           

            SYS1.PARMLIB(IKJTSO00) on volume BH5CAT

          $> tsocmd "parmlib list(send)" 2> /dev/null | grep OPERSEWAIT

                    OPERSEWAIT(OFF)

          $> cat "//'sys1.parmlib(ikjtso00)'" | grep -i OPERSEWAIT

          $>

        
      

    

    Figure 2-1   Listing OPERSEWAIT setting in z/OS V2R2 by using UNIX extract functions

     

    
      
        	
          Note: By explicitly specifying the keyword and setting, you can override any system default setting for OPERSEWAIT.

        
      

    

    2.2.2  Health check to test for the default setting

    A new health check that is named TSOE_OPERSEWAIT_SETTING was created that indicates whether the current setting matches the preferred installation setting. Consider the following points:

    •The preferred setting defaults to OFF; however, the installation can change the setting to ON by using a parameter setting on the health check.

    •A successful check results in the following message:

    IKJH0401I OPERSEWAIT matches the preferred state.

    •An unsuccessful check results in the following message:

    IKJH0402E OPERSEWAIT does not match the preferred state.

    2.2.3  Coexistence considerations

    Consider the following points regarding the OPERSEWAIT default setting:

    •To maintain the equivalent function with previous releases of z/OS, add OPERSEWAIT(ON) to the IKJTSOxx parmlib member.

    •With the new default, SEND commands might fail more frequently and show the following message:

    IKJ008I USER(S) user-list AT BUSY TERMINAL(S), MESSAGE CANCELLED

     

    It is suggested you monitor the frequency of this message that is issued and determine the best option for your system.
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Non UNIX related ISPF functions

    The Interactive System Productivity Facility (ISPF) product uses the characteristics of IBM display terminals and increases users’ productivity in an interactive environment.

    This chapter describes the new non UNIX related ISPF support in ISPF that is introduced with IBM z/OS V2R2 and includes the following topics:

    •3.1, “Interactive ISPF Gateway” on page 10

    •3.2, “ISPF enhancements” on page 11

    3.1  Interactive ISPF Gateway

    The ISPF Gateway API is enhanced to support conversational mode interaction.

    3.1.1  New enhancements

    The following enhancements were introduced with z/OS V2R2 for the ISPF Gateway API:

    •The ISPF Gateway uses z/OS Time Sharing Option (TSO) Common Event Adapter CEA Address Space Services to create TSO address spaces and provide communication between the remote client and the address space.

    This functionality supports the reuse of TSO/E address spaces and improves performance.

    •The ISPF Gateway can be used to run programs that are interactive by issuing TSO/ISPF conversational mode commands. For example, a REXX program that prompts the user for information that is needed to complete a task.

    •The TSO/E address spaces that are started by the Interactive ISPF Gateway are started by using a TSO logon procedure.

    •An attention interrupt can be sent to a TSO/E address space that was started by the Interactive ISPF Gateway to end a command that is in process in the address space.

    •The Interactive ISPF Gateway provides a native API and an XML API.

     

    
      
        	
          Notes: No updates are necessary to programs that use the ISPF Gateway API unless you want to use the new conversational mode interaction capability.

          To use the new capability, the environment variable CGI_CEATSO must be set to TRUE, and the new API capabilities must be used, as described in z/OS V2R2 ISPF Planning and Customizing, SC19-3623-01.

        
      

    

    3.1.2  API request types

    The types of requests that can be made by using the API that is provided by the ISPF Gateway are listed in Table 3-1.

    Table 3-1   API request types

    
      
        	
          API

        
        	
          Description

        
      

      
        	
          NEWTSO

        
        	
          Start a new TSO/E address space. Do not start ISPF.

        
      

      
        	
          NEWTSOISPF

        
        	
          Start a new TSO/E address space and ISPF.

        
      

      
        	
          RECONNTSO

        
        	
          Reconnect to a dormant TSO/E address space. No ISPF is supported.

        
      

      
        	
          RECONNTSOISPF

        
        	
          Reconnect to a dormant TSO/E address space. ISPF is started.

        
      

      
        	
          REUSE

        
        	
          Reuse a TSO/E address space for a new command.

        
      

      
        	
          RESPOND

        
        	
          Respond to a prompt from a TSO/E address space.

        
      

      
        	
          PING

        
        	
          Ping a TSO/E address space. Required every 15 minutes to keep the address space alive.

        
      

      
        	
          ATTN

        
        	
          Send an attention interrupt to a TSO/E address space.

        
      

      
        	
          DORMANT

        
        	
          Put a TSO/E address space in a dormant state. Activating a dormant address space is faster than starting a new address space.

        
      

      
        	
          LOGOFF

        
        	
          Logoff a TSO/E address space.

        
      

      
        	
          CANCEL

        
        	
          Cancel a TSO/E address space.

        
      

    

    3.1.3  ISPF Gateway with IBM HTTP Server

    Consider the following points regarding the use of the ISPF Gateway with IBM HTTP Server powered by Apache:

    •Samples and Documentation are removed that are specific to the IBM HTTP Server Powered by Domino® because this configuration is no longer supported.

    •For more information about how the TSO/ISPF Client Gateway APIs (which support remote access to TSO/ISPF) can be used with the IBM HTTP Server Powered by Apache, see z/OS V2R2 ISPF Planning and Customizing, SC19-3623-01.

    3.2  ISPF enhancements

    z/OS V2R2 introduced several enhancements to ISPF.

    3.2.1  ISPF Browse enhancements

    The ISPF Browse function features the following enhancements:

    •Increased Browse record number limit

    •Included Browse enhancement to display the length of variable records

    Browse record number limit

    Consider the following points regarding the increased Browse record limit:

    •The number of records that Browse can process is increased to 2,147,483,646.

    •The Browse LOCATE command is enhanced to increase the maximum line number value that is allowed.

    •The BRIF service uses the new limit when the caller passes a new parameter (EXTEND) and the READ routine is altered to accept record numbers up to the new maximum value.

    Browse enhancement to display the length of variable records

    Consider the following points regarding this enhancement:

    •The Browse primary DISPLAY command is enhanced to show the record descriptor word (RDW) for variable length records.

    •Options RDW and NORDW were added to the command; NORDW is the default.

     

    
      
        	
          Note: The RDW is a 4-byte field that describes the record. The first two bytes contain the length of the logical record.

        
      

    

    Figure 3-1 and Figure 3-2 show an example of the use of the new option RDW.
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    Figure 3-1   Normal Browse display

    Figure 3-2 shows the result after the command display rdw is entered.
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    Figure 3-2   Browse display after entering display rdw

    3.2.2  ISPSTART command enhancement

    The ISPSTART command enhancement supports an initial command stack on the OPT parameter. Consider the following points:

    •OPT(ZSTART) is now the default in cases where the OPT parameter can be specified but is omitted.

    •The use of mixed and lowercase data is now allowed when the OPT parameter is used to control the use of an initial command stack.

    •The ISPSTART command documentation was updated to describe the OPT parameter for controlling the use of an initial command stack.

    Based on the new enhancements, the following possibilities are available:

    •You can define a profile variable with an initial command stack. The variable can be named ZSTART or have another name.

    •The OPT parameter controls the use of the initial command stack.

     –	Specify OPT(varname) when an initial command stack is defined in profile variable varname. The variable name can be ZSTART or any other name.

     –	Specify OPT(BASIC) to bypass processing of a defined ZSTART variable.

     –	Omit the OPT parameter so that OPT(ZSTART) is used by default.

    •Mixed or lowercase can be used when the keyword BASIC or an initial command stack variable is specified on the OPT parameter.

    3.2.3  CONTROL service enhancement for left and right scroll commands

    The CONTROL service allows you to control the PASSTHRU of the LEFT and RIGHT scroll commands.

    The dialog can turn the pass through of these commands on and off as needed and query the status of the pass through of these commands.

     

    
      
        	
          Note: A more granular control of PASSTHRU of the LEFT and RIGHT scroll commands is provided.

        
      

    

    A new parameter is provided on the CONTROL service.

    Table 3-2 lists the new CONTROL parameter options for PASSTHRU LRSCROLL options.

    Table 3-2   PASSTHRU LRSCROLL options

    
      
        	
          Option

        
        	
          Explanation

        
      

      
        	
          PASON

        
        	
          LEFT and RIGHT scroll commands are passed to the dialog.

        
      

      
        	
          PASOFF

        
        	
          LEFT and RIGHT scroll commands are not passed to the dialog.

        
      

      
        	
          PASQUERY

        
        	
          Do a Query of the pass through status for LEFT and RIGHT scroll commands.

        
      

    

    3.2.4  EDIF and VIIF services enhancement

    The EDIF and VIIF services enhancement supports an edit line command table.

    A new parameter User Line Command Table now can be passed. This parameter is a positional parameter that is passed as the last nine characters and padded with blanks.

     

    
      
        	
          Note: The Edit Interface (EDIF) and View Interface (VIIF) services now accept a user line command table as a parameter as supported for EDIT and VIEW services in z/OS V1R13.

        
      

    

    Figure 3-3 shows a simple example of a user line command table as a parameter on the use of VIFF.

    
      
        	
          CALL ISPLINK (’VIIF ’,’EDIFDSN’,’EDIFPROF’,

          		’F’,80,RDRTN,CMDRTN,MYDATA,LINECMTAB);

        
      

    

    Figure 3-3   Example for a user line command table as a parameter on the use of VIIF

    3.2.5  Global configuration option to define a default line command table

    Support for globally specifying a Line Command Table is provided in z/OS V2R2.

    A new setting, GLOBAL_LINE_COMMAND_TABLE, defines a line command table that is active when not otherwise specified by the user or supplied as parameter on the edit or view service call. This setting improves the usability for specifying a line command table.

    3.2.6  Global configuration option to disable the editor PACK operation

    This option can globally disable the PACK option.

    You can disable the PACK option for the Move and Copy utility. Also, this option disables the Edit PACK primary command.

    A new setting, GLOBAL_DISABLE_PACK, disables the pack operation that is used by the editor.

     

    
      
        	
          Note: Any currently packed data is unpacked if saved. This option also disables PACK from affecting COPY and MOVE services, which helps to prevent accidentally setting the PACK option on edit, move, and copy operations.

        
      

    

    3.2.7  Removing BookManager/Build from the ISPF z/OS Applications menu

    IBM BookManager® Build is no longer provided by IBM as of z/OS V2R2.

    Option 13.1, BookManager Build, was removed, which provides the removal of an unsupported option from menu structure.

    3.2.8  Removal of extraneous commands from the ISPF TSO command table

    Although the TSO Data Utilities product is no longer supported, the following commands that are related to that product are still available in ISPTCM: 

    •COPY

    •FORM

    •FORMAT

    •LIST

    •MERGE

    •PASCALVS

    These commands were removed in z/OS V2R2.

    3.2.9  DTL compiler enhancement to use the system variable ZISPFRC

    The final return code from the DTL compiler must be available to influence the JCL step return codes. This function is introduced in z/OS V2R2.

    In z/OS V2R2, the final return code from the DTL compiler is stored into the ISPF shared pool variable ZISPFRC. This configuration allows a batch invocation of ISPDTLC to be aware of the success or failure of the DTL compilation.

    3.2.10  ISPF configuration table

    An ISPF configuration load module cannot be updated if the source keyword file is not available.

    The ISPF Configuration Utility was enhanced to provide a new option 7 for converting the active configuration load module (or one that is in a data set) to a keyword file.

    The generated keyword file can then be updated by using option 1 or 2 of the ISPF Configuration Utility.

    A configuration load module can then be built from the updated keyword file by using option 4 of the ISPF Configuration Utility.

    Figure 3-4 shows for reference the ISPF Configuration Utility panel that displayed by using the TSO ISPCCONF command while in ISPF.
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    Figure 3-4   Showing for reference the ISPF Configuration Utility panel

     

    
      
        	
          Note: Users can update configurations, even when the source keyword file is not available. This enhancement is also available for z/OS V2R1 via APAR OA42680.
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