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Coupling Facility Site preference List

    This chapter describes a Parallel Sysplex enhancement that is named Coupling Facility (CF) Site Preference List, which was introduced with z/OS V2R2. 

    This chapter includes the following topics:

    •1.1, “CF duplexed structures and keywords” on page 2

    •1.2, “Enhanced messages” on page 5

    •1.3, “IBM Health Check on structure duplexing” on page 6

    1.1  CF duplexed structures and keywords

    We begin this chapter by reviewing the coupling facility location criteria, types of duplexing, and the keywords that help to affect the wanted configuration.

    1.1.1  CF location criteria 

    The CF structure attributes are defined in part by the installation in the Coupling Facility Resource Manager (CFRM) couple data set and also by the exploiter in the IXLCONN macro. 

    Before z/OS V2R2, Cross System Extended Services (XES) creates a structure to pick a target CF by using the following criteria: 

    •Locating the CF name in the CFRM preference list

    •Connecting to the system that is trying to allocate the structure

    •The CFLEVEL greater than or equal to the requested CFLEVEL, as declared by the IXLCONN macro

    •There is available space equal to or greater than the requested structure size

    •The volatility requirement is met as declared at the IXLCONN macro

    •The failure-independent requirement requested at the IXLCONN macro is met 

    •Does not contain structures in the exclusion list as declared in the CFRM couple data set

    In z/OS V1.R13, there is an accompanying message that is written to the hardcopy log, which explains the reasons for choosing a specific CF. 

    1.1.2  Structure duplex rebuild

    Duplexing a primary structure that is in a CF implies taking a synchronous copy of any primary modification into a secondary structure that is in another CF.

    The following types of duplexing are available, as chosen by the structure exploiter: 

    •User Managed Duplex based on performance. 

    •System Managed Duplex based on availability. The System Managed option requires that the two CFs are connected by the CF links for synchronization reasons. 

    The structure duplexing rebuild aims to provide continuous availability if the primary structure experiences an outage. The location of the CF that contains the secondary structure depends on whether the configuration for duplexing is based on recovery for business continuance. 

    If recovery and availability are the primary goals, performance might be a minor consideration and the CF that is hosting the secondary structure must be located remotely (perhaps in a disaster recovery site). 

    If the goal is not based on recovery, a local contingency duplexing solution is more favorable. Hosting the secondary structure where it is within the same site location can avoid performance degradation. The duplex operation at the secondary structure is synchronous with the write in the primary structure. The secondary structure often is in another Central Processor Complex (CPC).

    1.1.3  CF NAME SITE keyword 

    Before z/OS V2R2, the CFRM policy SITE parameter was introduced and used by the IBM GDPS® product. Example 1-1 shows four CF definitions: two in Site 1 and two in Site 2. 

    Example 1-1   CFRM policy site definition

    [image: ]

    CF NAME(CF1SITE1) SITE(SITE1)

    MFG(IBM)...

    CF NAME(CF2SITE1) SITE(SITE1)

    MFG(IBM)...

    CF NAME(CF1SITE2) SITE(SITE2)

    MFG(IBM)...

    CF NAME(CF2SITE2) SITE(SITE2)

    MFG(IBM)...

    [image: ]

    The CF structure PREFLIST parameter in the CFRM policy provided insufficient information for XES for determining the best CF for each duplexed structure. 

    1.1.4  New CFRM keywords

    Enhancements that are included in z/OS V2R2 introduce the following new keywords for CFRM policy:

    •SAMESITEONLY

    •SAMESITE

    •CROSSITE

    •ANYSITE) 

    These new keywords help XES in locating secondary structures. 

    CF location of the duplexed structure 

    The following new keywords must be used with an existing NAME and SITE options in the CFRM policy to influence the XES structure allocation decisions:

    •SAMESITEONLY

    Duplex the structure if both CFs are within the same SITE as defined by the CFRM policy. 

    It is suggested that you use this keyword when system-managed CF structure duplexing (slower protocol) across sites might cause unacceptable performance degradation.

    •SAMESITE

    Creates a preference to duplex the structure in CFs that are at the same SITE as defined by the CFRM policy.

    It can be used when system-managed CF structure duplexing performance across sites is acceptable, but not necessarily wanted. 

    •CROSSITE

    Creates a preference to duplex the structure in CFs that are at different sites as defined by the CFRM policy.

    This keyword can be used when CF structure duplexing performance across sites is acceptable and important to avoid data loss if there is site failure. 

    •ANYSITE

    This keyword is the default.

    The CF SITE specification is not considered to determine CF importance and eligibility for duplexed CF structure allocation because no influential preference criteria are necessary.

    By using the new keywords, how the CF structure is duplexed can be improved to meet performance and availability objectives that allow for local contingence or disaster recovery.

    1.1.5  Defining site characteristics

    Example 1-2 shows how the duplexed structure might be defined. The coupling facilities names were shown in Example 1-1 on page 3.

    Example 1-2   News duplex attributes examples
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    STRUCTURE NAME(STR1) SIZE(10M)

    DUPLEX(ALLOWED)

    PREFLIST(CF1SITE1,CF2SITE1,CF1SITE2,CF2SITE2)

     

    STRUCTURE NAME(STR2) SIZE(10M)

    DUPLEX(ALLOWED,SAMESITEONLY)

    PREFLIST(CF1SITE1,CF2SITE1,CF1SITE2,CF2SITE2)

     

    STRUCTURE NAME(STR3) SIZE(10M)

    DUPLEX(ENABLED,SAMESITE)

    PREFLIST(CF1SITE1,CF2SITE1,CF1SITE2,CF2SITE2)

     

    STRUCTURE NAME(STR4) SIZE(10M)

    DUPLEX(ENABLED,CROSSSITE)

    PREFLIST(CF1SITE1,CF2SITE1,CF1SITE2,CF2SITE2)
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    The previous CF Location Criteria (before z/OS V2R2) are still valid with the implementation of the CF Location of Duplexed Structures keywords. However, consider that the following attributes are “composite” when duplexed: 

    •CFLEVEL (effective level is minimum of two)

    •Volatility (satisfied if one is non-volatile)

    •Failure isolation (satisfied by duplexed failure isolation)

    •Exclusion list (often satisfied by duplexing).

    1.2  Enhanced messages 

    Related messages were enhanced to include the new keywords.

    1.2.1  DISPLAY XCF,STR,STRNAME message IXC360I 

    This message has new keywords, as shown in Example 1-3. 

    Example 1-3   Message IXC360I output
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    IXC360I 14.11.06 DISPLAY XCF 

    STRNAME: DUPALLOWED01

    STATUS: ALLOCATED

    EVENT MANAGEMENT: MESSAGE-BASED

    TYPE: CACHE

    POLICY INFORMATION:

    POLICY SIZE: 204 M

    POLICY INITSIZE: 104 M

    POLICY MINSIZE: 90 M

    FULLTHRESHOLD: 80

    ALLOWAUTOALT: NO

    REBUILD PERCENT: N/A

    DUPLEX: ALLOWED SAMESITEONLY

    ALLOWREALLOCATE: YES

    PREFERENCE LIST: LF01 LF02 A TESTCF SUPERSES

    ENFORCEORDER: NO

    EXCLUSION LIST IS EMPTY
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    1.2.2  Other IXC Message changes

    There are some restrictions on the use of DUPLEX keyword attributes. They are shown in message IXC745I, which includes the following enhancements:

    •THE PREFLIST MUST CONTAIN TWO OR MORE FACILITIES

    The value of the DUPLEX keyword requires that two or more coupling facilities be specified in the preference list for the structure.

    •THE PREFLIST MUST CONTAIN TWO OR MORE FACILITIES WITH DIFFERENT SITE VALUES

    The CROSSSITE keyword that is specified on the DUPLEX parameter requires that two or more coupling facilities be specified in the preference list for the structure with different SITE values.

    •THE PREFLIST MUST CONTAIN TWO OR MORE FACILITIES WITH THE SAME SITE VALUE

    The SAMESITE or SAMESITEONLY keyword that is specified on the DUPLEX parameter requires that two or more coupling facilities be specified in the preference list for the structure with the same SITE value.

    The new message IXCH0226I is displayed when DUPLEX SITE preference is used. The new message IXCH0227I is displayed if DUPLEX SITE preference not met. The messages IXCH0202I and IXCH0206E are changed.

    1.3  IBM Health Check on structure duplexing 

    The IBM Health Check XCF_CF_STR_PREFLIST check shows exceptions for duplexed structures based on the DUPLEX parameter. The most preferred CF depends on the following DUPLEX SITE preferences: 

    •ANYSITE (specified or default)

     –	Primary in first CF in PREFLIST

     –	Secondary in second CF in PREFLIST

    •SAMESITE or SAMESITEONLY

     –	Primary in first CF with SITE specified

     –	Secondary in next CF with same SITE

    •CROSSSITE

     –	Primary in first CF with SITE specified

     –	Secondary in next CF with other SITE
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Message isolation

    This chapter describes a z/OS V2R2 enhancement to assist with message isolation. 

    Message isolation is the process by which Cross-system Coupling Facility (XCF) monitoring identifies a member that is not processing messages in a timely manner, and then arranges to have sending systems reject or delay messages that are targeted at that member.

    z/OS V2R2 introduced enhancements to help alleviate potential issues with message traffic and help recognize and respond to situations to contain and manage the effect of stalled systems.

    This chapter includes the following topics:

    •2.1, “Messaging overview” on page 8

    •2.2, “Operational considerations” on page 8

    •2.3, “Message isolation” on page 10

    •2.4, “Messages that show the isolation effect” on page 13

    •2.5, “Migration and coexistence considerations” on page 15

    2.1  Messaging overview

    XCF groups are made up of members that have a relationship with each other. Each member of the group is within a z/OS instance. The multiple members can be grouped to constitute a major application. The individual member within the group represents a specific application that is a subset of the major application.

    The XCF group members often communicate with each other to ensure that the XCF group is functioning satisfactorily to meet the major application and individual application requirements. 

    During the configuration stages, names are assigned to each of the XCF groups. The XCF group name in the sysplex must be unique to avoid a member intruding erroneously into another XCF group. The communication between the group members is known as message traffic. 

    Messages are held in the following types of buffers:

    •Outbound message: Used to store the message on the sending system

    •Inbound message: Used to receive the message on the target system

    •Local message: Used to send and receive messages within the same system

    XCF is a z/OS component that passes messages between a group of members in a Parallel Sysplex. A group is a set of members. Each member must register with XCF joining to a group (macro IXCJOIN) to use the XCF services.

    When a member sends a message to another member, the receiving member is known as the target member.

    2.2  Operational considerations

    The successful delivery of messages and responses between members is reliant on the following factors:

    •The configuration of components and operational processes that are required to perform messaging traffic is available and sufficiently functional.

    •The performance of all the related parts is balanced, and achieving their messaging without dominating a resource or disrupting the capacity apportionment across the sysplex. 

    If the target member is experiencing issues and is not recycling its inbound message buffers, the buffers can fill up and the member becomes stalled. The stall is a result of a change in expected behavioral patterns. This change in status can be because of one of the following situations:

    •A software failure within or outside of the XCF

    •A hardware failure within or outside of CF

    •An erroneous change

    •An unnoticed consistent creep in capacity that is required by the applications

    •A single sharp increase in demand for resources 

    •MsgExit SRB suspended (waiting)

    •Local lock contention

    •Latch contention

    •MsgExit SRB not dispatched (ready state)

    •Application dispatch priority too low

    •Single CPU dominated by higher priority work

    •Tight loop in unrelated work unit

    •LPAR weight too low

    •New members joining the group

    Effect of a stalled system

    A stalled system can have a further effect on other members because the other members that are attempting to send messages to the stalled system still have their outbound message buffers in use as they wait for the stalled system to become available again. 

    If the situation persists, the outbound message buffers of the sending system become saturated because of the delay and any further attempt to send a message is denied. The sending systems then can experience a secondary effect and stall because of the issue with the target system that is still experiencing difficulties and stalled. This secondary effect can spread to other members.

    When a stalled system affects other members, it issues the message IXC6311 to the hardcopy log that a local stalled XCF member can be affecting other members. This message is also displayed once for each of the other members that are affected by the stalled member. Figure 2-1 shows an excerpt from the manual SA38-0677 z/OS V2R2 MVS™ Systems Messages Volume 10 (IXC-IZP) for message IXC631I.

    
      
        	
          IXC631I GROUP grpname MEMBER membername JOB jobname ASID asid STALLED, IMPACTING SYSTEM sysname 

          Explanation: The indicated XCF Group Member is not processing its XCF work in a timely manner. The stall is considered critical because it is affecting the indicated system. For example, the indicated system might not be able to send signals to the local system because the stalled member is holding XCF signal buffers that are needed to receive such signals.

           

        
      

    

    Figure 2-1   Excerpt of system message IXC631I

    The stalled system issues message IXC640E once to indicate that the stalled situation occurred and there is a possible resolution, as shown in Figure 2-2. The situation becomes more complicated if the consoles on the offending system cannot process the IXC631I and IXC640E messages.

    
      
        	
          IXC640E type XCF GROUP MEMBERS ON SYSTEM sysname IMPACTING SYSPLEXtext

          Explanation: One of the following conditions exists:

          •System sysname has at least one XCF group member that appears to be stalled and is not processing its XCF work in a timely manner. Failure to process this work appears to be affecting the sysplex. 

          •System sysname has at least one critical XCF group member that appears to be impaired. See the explanation of message IXC633I for a description of situations that can make a member appear impaired.

        
      

    

    Figure 2-2   Extract of system message IXC640E

    It is suggested that operational practices might use the automation component’s capabilities to catch these messages. With sufficient logic, it can be determined whether to resolve the situation, escalate it for immediate attention, or report it. That logic can involve issuing the D XCF,GROUP command and interrogate the response to determine what course of action to follow.

    The RMF XCF Activity Report is also a useful source of reference to help understand the behavior of the members.

    2.3  Message isolation

    Message isolation is the process by which XCF monitoring identifies a member that is not processing its inbound buffers in a timely manner. It then arranges to have sending XCF systems reject or delay messages that are targeted to that member.

    z/OS V2R2 enhancements provide the following new options for message isolation for the recognition, containment, and management of stalled systems and their potential effect:

    •IXCJOIN macro: New MSGISO keyword to request isolated status. (MSGISO is enabled by default).

    •IXCMSGO macro and IXCMSGOX macro interface: A new isolation reason code is introduced.

    Hex Return code 0C Hex Reason code 3C

    Equate Symbol: ixcMsgRsnTargetIsolated

    Meaning: The target member is not processing messages in a timely manner and is message isolated. Messages that are targeted to such a member are rejected or delayed by the sending system. If and when the target member makes sufficient progress, normal message flow resumes. 

    This reason code applies only if the sending member specified MSGISO=MSGORSN when the IXCJOIN macro was started to become an active group member. If MSGISO=NONE is specified (or taken as the default), a request to send a message to a target member that is message that is isolated is rejected with a no buffer reason code (ixcMsgoRsnNoBuffer).

    Action: Retry the request after allowing time for the condition to clear. If TIMEOUT was not specified, consider retrying the request with a nonzero TIMEOUT value to have XCF try to handle the condition. If the target member becomes not isolated before the TIMEOUT expires, XCF sends the message:

    IXCYCON macro: Provides equate symbols for the return and reason codes. 

    Hex Return code 0C Hex Reason code 3C Equate Symbol: ixcMsgRsnTargetIsolated

    •Query services IXCQUERY, IXCYQUAA, IXCMG, IXCYAMDA: To determine the member status and recognize the affected and isolated status.

    •Query services IXCQUERY and IXCMG. Also, IXCYQUAA and IXCYAMDA, which are the mapping macros that describe how the data that is returned by these query services is to be mapped by the application.

    •DISPLAY XCF,GROUP command (which uses query services to access the information) to show status information that is related to message isolation of XCF group members.

    •IXC637I: System message displaying the effect window for a specific member, as shown in Figure 2-3 on page 11.

    
      
        	
          IXC637I GROUP grp_name MEMBER isolated_memname JOB jobname ASID asid

          MEMTOKEN memtoken1 memtoken2 ON SYSTEM isosysnm ISO#: isosysslot.sysiso#

          MESSAGE ISOLATION IMPACT FOR SYSTEM impsysnm RPT#: report#

          IMPACTED : impactdate impacttime IXC637ISEQ#: impactiso# whyclosed: closedate closetime

          RESUMED : SEQ#: closeiso#

          DELAYED : delayeddate delayedtime #MSG: #msgdelayed

          REJECTED : rejecteddate rejectedtime #MSG: #msgrejected

           

          Explanation: Member isolated_memname of group grp_name on system isosysnm is “message isolated”. XCF delays or rejects messages targeted to a member that is message isolated. When a sending member has a message delayed or rejected because the target member appears to be isolated, the sending member is said to be “impacted”. System impsysnm issues message IXC637I to summarize the isolation impact experienced by the members of group grp_name residing on system impsysnm. Message IXC637I indicates the time when the impact started, the number of messages that were delayed or rejected, and the time when messages were most recently delayed or rejected.

        
      

    

    Figure 2-3   Message IXC637I impact window for a specific member

    •IXC638I: System message displaying the isolation window for a specific member, as shown in Figure 2-4.

    
      
        	
          IXC638I GROUP grp_name MEMBER member_name JOB jobname ASID asid

          MEMTOKEN memtoken1 memtoken2 ON SYSTEM sysname ISO#: isosysslot.sysiso#

          MESSAGE ISOLATION STATUS FOR SYSTEM sysname RPT#: report#

          ISOLATED : isolatedate isolatetime : SEQ#: memberiso# whyclosed: closedate closetime

          RESUMED : SEQ#: resumeiso#

          DELIVERYQ : deliveryqdate deliveryqtime #MSG: #msgqueued

          LAST MSGX : activedatesi activetimesi SEQ#: signalqueueseq#

           

          Explanation: Member member_name of group grp_name on system sysname is “message isolated”. XCF isolates a member when it fails to make adequate progress with respect to the processing of its messages. Message isolation helps keep problematic group members from impeding the delivery of messages to other members. Message IXC638I indicates the time when XCF isolated the member and provides information about the XCF work pending for the

          member, as well as information about the progress of the signal exit routines that are expected to process that work.

        
      

    

    Figure 2-4   Message IXC638I isolation window for a specific member

    •IXC640E alerts the operator that there is at least one group member that appears to be stalled and is affecting the sysplex. 

    •IXC645E: System message alerting the operator to the existence of isolated members, as shown in Figure 2-5 on page 12.

    
      
        	
          IXC645E SYSTEM sysname HAS ISOLATED XCF GROUP MEMBERS

           

          Explanation: One or more XCF group members on system sysname are “message isolated”. XCF isolates a member when it fails to make adequate progress with respect to the processing of its messages. Message isolation helps keep

          problematic group members from impeding the delivery of messages to other members.

        
      

    

    Figure 2-5   Message IXC645E alerting the operator to the existence of isolated member

    The goal is to isolate stalled or poorly performing members and to avoid the secondary effect on other members. Until the cause is remedied, the member can resume message communication. 

    The automation can use the enhancements to monitor the systems regularly. Automation can also assess each member’s behavior to determine how likely the member is at risk of becoming stalled, and where appropriate, take preventive steps to avoid such a situation or at least minimize the effect. 

    Consider the following points regarding the automation process:

    •Preventing a target member from using too much of available resources, which impedes the delivery of message signals to other members: 

     –	Detect the high consumption of inbound signal buffer pools

     –	Monitor the high consumption of virtual common storage

     –	Identify the high consumption of real frames

    After a message is accepted by the XCF signal service by macro IXCMSGOX, it must be delivered. The inbound side (member and XCF) cannot refuse messages, so the sending XCF must be the one to reject incoming requests that are targeted to an offending member.

    The inbound XCF side identifies ill behaved members and isolates them by instructing other XCFs to stop accepting message signals from that member. After the issue is resolved and the member is functioning appropriately, the other XCFs must be notified to resume message communications.

    The XCF System Failure Management (SFM) policy has the MEMSTALLTIME(seconds) parameter to take automatic action to alleviate stalled XCF group members that are affecting other members. XCF stops the stalled member if the condition is severe enough that manual intervention or automation cannot respond to the situation. 

    An isolated member is a target member whose messages are being rejected or delayed by XCF. In this instance, the member is message isolated. 

    The isolation window is the period during which a target member is message isolated. For more information, see message IXC638I in Appendix 2.3, “Message isolation” on page 10. 

    XCF delays (internally) or rejects incoming message signals that are targeting an isolated member. However, sending message communication with non-isolated members continues.

    •Delayed messages; When the sending member does not need to retry the message.

    If XCF accepts an incoming message signal but the target member is isolated before the signal can be transferred to the target system, the message is held. This configuration is an example of a signal message being delayed and not rejected. Delayed message signals are held by sending XCF until the target member becomes not isolated or the sending member cancels it because of, for example, expiring time outs. 

    However, if the message times out before the message can be sent, it can be argued that the delay was transformed into a reject. The notify exit, XCF, tells the application that the message was not sent. At that point, the application might decide to retry the send.

    •Rejected messages: When the sender member must retry the message or give up. The reason for the rejection is passed by XCF to the sending member, and can be for one of the following reasons: 

     –	By default, “No buffer”

     –	The sending member can optionally request in advance a unique reason code of isolated instead of no buffer. 

    In such a circumstance, the sending member must specify MSGISO=MSGORSN when issuing the IXCJOIN macro to join the group. The IXCMSGO macro, IXCMSGOX macro interface, can return this new isolated reason code.

    When the z/OS V2R2 enhancements are aligned with refined automation, the affected member senders might see an increase in the number and frequency of rejects, delays, or time outs. Therefore, it is suggested to monitor activity levels and refine the processes to identify what circumstances must be evident for the appropriate actions to be taken. 

    The suggested approach is to consider the following tasks:

    •Identify or predict actions that are likely to result in a member being stalled.

    •Assess the potential effect a stalled system might have on its peers.

    •Review and adjust parameters to help maintain availability and performance.

    2.4  Messages that show the isolation effect

    In Example 2-1, the set of messages shows an affected sender member. It identifies the group and member name that is causing the effect and the time of the occurrence. In the second set of messages in the example, you might see information about time of resume, delay, and rejected. 

    Example 2-1   IX637I Messages showing a summary effect
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    IXC637I GROUP A0000000 MEMBER SY2 JOB XCAT0C01 ASID 0025

    MEMTOKEN 03000008 00150001 ON SYSTEM SY2 ISO#: 3.1

    MESSAGE ISOLATION IMPACT FOR SYSTEM SY1 RPT#: 1

    		IMPACTED : 02/02/2015 17:28:46.515464 SEQ#: 1

    		RESUMED : SEQ#: 0

    		DELAYED : #MSG: 0

    		REJECTED : 02/02/2015 17:28:47.023326 #MSG: 977

    *IXC440E SYSTEM SY1 IMPACTED BY ISOLATED XCF GROUP MEMBERS ON SYSTEM SY2

     

    IXC637I GROUP A0000000 MEMBER SY2 JOB XCAT0C01 ASID 0025

    MEMTOKEN 03000008 00150001 ON SYSTEM SY2 ISO#: 3.1

    MESSAGE ISOLATION IMPACT FOR SYSTEM SY1 RPT#: 2

    		IMPACTED : 02/02/2015 17:28:46.515464 SEQ#: 1

    		RESUMED : 02/02/2015 17:28:58.285585 SEQ#: 1

    		DELAYED : 02/02/2015 17:28:54.077545 #MSG: 15300

    		REJECTED : 02/02/2015 17:28:49.164130 #MSG: 5100
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    In Example 2-2, the set of messages shows an isolated member. It identifies the group name and member name that are suffering from the isolation and the time of the occurrence. In the second set of messages in this example, you can see information about time of resume. 

    Example 2-2   Messages showing an isolated receiver member 
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    IXC638I GROUP A0000000 MEMBER SY2 JOB XCAT0C01 ASID 0025

    MEMTOKEN 03000008 00150001 ON SYSTEM SY2 ISO#: 3.1

    MESSAGE ISOLATION STATUS FOR SYSTEM SY2 RPT#: 1

    		ISOLATED : 02/02/2015 17:28:44.644972 SEQ#: 1

    		RESUMED : SEQ#: 0

    		DELIVERYQ : 02/02/2015 17:28:38.855734 #MSG: 5084

    		LAST MSGX : SEQ#: 17

    *IXC645E SYSTEM SY2 HAS ISOLATED XCF GROUP MEMBERS

     

    IXC638I GROUP A0000000 MEMBER SY2 JOB XCAT0C01 ASID 0025

    MEMTOKEN 03000008 00150001 ON SYSTEM SY2 ISO#: 3.1

    MESSAGE ISOLATION STATUS FOR SYSTEM SY2 RPT#: 2

    ISOLATED : 02/02/2015 17:28:44.644972 SEQ#: 1

    RESUMED : 02/02/2015 17:28:58.285542 SEQ#: 1

    DELIVERYQ : #MSG: 0

    LAST MSGX : 02/02/2015 17:28:58.285631 SEQ#: 5101 
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    Figure 2-6 shows the output of DISPLAY XCF, GROUP, grpname, membername at z/OS V2R2 level. There, we might see the new fields about isolated and affected members and the respective groups.
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    Figure 2-6   Output of the command D XCF,GROUP,grpname,member

    2.5  Migration and coexistence considerations

    The new enhancements apply only to systems that are running z/OS V2R2. However, consider the following points:

    •They do apply to local message traffic, though issues are seldom seen there.

    •We are not likely to see any new behavior until there are at least two systems running z/OS V2R2 in the sysplex.

    •Initially loading a system with z/OS V2R2 activates the new behavior. However, when communicating with an early system, the old behaviors apply and derive no benefit.

    •Early systems do not require any compatibility support.

    •z/OS V2R2, XCF might now selectively indicate no buffer for messages that are targeted to an isolated member.

    •Some XCF users issue messages to complain when their msgout request is rejected for a no buffer condition.

    In the past, you might then look at your MAXMSG specifications. But with z/OS V2R2, those user messages might be the result of the target member being message isolated.

    Therefore, with z/OS V2R2, you must first look to see whether message isolation might apply.

    •XCF query services (and therefore measurement products, such as RMF) indicate only “no buffer” for true MAXMSG constraints.
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Enhancements in Gaining Coupling Facility Ownership 

    This chapter describes a z/OS V2R2 enhancement at the Gaining Coupling Facility Ownership processing. This function is run by XES, a z/OS component in charge of the coupling facility (CF) access.

    An IBM Parallel Sysplex is a set of z/OS systems that are connected to CFs. A CF cannot be shared by z/OS systems in different Parallel Sysplexes because of the risk of the lack of data integrity.

    This chapter includes the following topics:

    •3.1, “A z/OS instance joining a Sysplex” on page 18

    •3.2, “Definition enhancements” on page 18

    •3.3, “Possible approach considerations” on page 20

    3.1  A z/OS instance joining a Sysplex

    When a z/OS instance is performing an Initial Program Load (IPL) in a Parallel Sysplex environment, it tries to join a Sysplex. To make this connection, the XCF component of the z/OS instance first tries to establish a conversation with another XCF in the other z/OS systems that are in the same Sysplex. This conversation is done through the pathout information at COUPLExx Parmlib member. The following verification is required for a successful join: 

    •As declared at the COUPLExx Parmlib member of this z/OS, the Sysplex name is the same of the previous z/OS systems already in the Sysplex.

    •The symbol &Sysclone is unique per z/OS in the Sysplex.

    •GRS RNL is the same as in other previous z/OS Sysplex members.

    •The MAXSYSTEM parameter counter of z/OS systems in the Sysplex is not exceeded. 

    If everything is correct, the XES component tries to connect to the CF. 

    Connecting to the CF

    Before z/OS V2R2, the concept of CF Authority was implemented to avoid the same CF being used in different Sysplexes.

    The CF Authority is a string of bytes in the CF. It is formed by the Sysplex name plus the contents of the current TOD. The first z/OS XES joining the Sysplex (first connecting) requests the CF to store the CF Authority. The Sysplex name in the CF Authority comes from the COUPLExx Parmlib member, as defined by the installation. The act of storing a new CF Authority in the CF known as gaining ownership. 

    The CF is located by XES through its name and attributes (Name, Type, MFG, Partition, CECID, and other information) as described at the CFRM couple data set.

    Also, when a first XES in a z/OS succeeds is connecting to a CF, this XES also copies the CF Authority into the CFRM couple data set (CDS). Then, every time that a gaining ownership process is run, the CF Authority at the CFRM is compared with the CF Authority in the CF to avoid the same CF in several Sysplexes. CF Authority is cleared (zeroed) at the CF when it is being removed from the Sysplex. 

    The CF Authority is set to zero in the following cases:

    •The CF is started by Coupling Facility Control Code (CFCC)

    •An owned CF is removed from the CFRM policy and it is not owned or used by any Sysplex.

    •During the transition to a new CF Authority (briefly)

    3.2  Definition enhancements

    Before z/OS V2R2, hardware definition and configuration errors can cause issues when XES from the z/OS system in the IPL process tries to connect to a CF that is used by z/OS systems from other Sysplexes. In this case, messages are shown at the console and the operator must decide on what action to take. If the information is insufficient, an incorrect decision can cause a full Sysplex outage.

    The z/OS V2R2 enhancement for this problem is the introduction of a new keyword CFRMTAKEOVERCF with a default for (NO) at COUPLExx Parmlib member. 

    When a Sysplex attempts to gain ownership to the CF via the first IPL of one of its z/OS systems, it attempts to store a new CF Authority in a CF. One of the following situations can arise as a result:

    •If CF Authority of the CF matches the old CF Authority in the CFRM CDS, this CF was used lately by this Sysplex. 

    An old CF Authority in the CFRM CDS can match the one in CF for the following reasons:

     –	The Sysplex is in the IPL process in the previous CF. It appears that there are no problems with this issue; therefore, CF can be used.

     –	Initially load another z/OS with a different Sysplex couple data set, with another Sysplex name, but using a copy (from mirroring or otherwise) of the same CFRM CDS. This configuration is not recommended because other z/OS systems are still using the current copy of CFRM CDS; that is, running in another Sysplex and using this CF.

    The action here depends which of the following COUPLExx member keywords is used:

     –	CFRMOWNEDCFPROMPT(NO): This keyword is the default. Sysplex gains ownership automatically.

     –	CFRMOWNEDCFPROMPT(YES). The operator is prompted and must decide. This keyword was available before z/OS V2R2. 

    •CF Authority mismatches. A CF Authority in the CFRM CDS does not match the one in CF for the following reasons:

     –	Sysplex-wide initial load with a different CFRM CDS. There is no problem to use such CF.

     –	Initial load a z/OS from different Sysplex couple data set but using an old copy (from mirroring or otherwise) of the CFRM CDS. This situation has many potential issues if the Sysplex that is using the current copy of CFRM CDS still using CF.

     –	Initially load another sysplex (different sysplex CDS) with a CFRM policy that has a CF that does not belong to it. This configuration is also not recommended and puts the systems at risk. 

    The action here depends which of the following COUPLExx member keywords is used:

     –	CFRMTAKEOVERCF(NO): This keyword is the default and recommended. XES rejects the use of a CF that might be in use by another Sysplex. By using this option, the installation avoids potential errors and forces the installation to reactivate the CF that is incorrectly accessed to pass it from one Sysplex to another Sysplex, if required.

     –	CFRMTAKEOVERCF(PROMPT): This keyword is old behavior. The operator is prompted to make a decision that is based on understanding the request and its implications.

    Two of the following situations are not tested:

    •There is no CF Authority, which means there is zero CF Authority.

    •Authority matches a current authority in the CFRM CDS (for example, in a total connectivity loss/re-gain).

    3.3  Possible approach considerations

    The following suggested approaches can help you decide which options to take; however, unique circumstances to your configuration might override these suggestions:

    •The following approach is suggested: 

     –	Use the following statements for the safest configuration: 

     •	CFRMOWNEDCFPROMPT(YES)

     •	CFRMTAKEOVERCF(NO) z/OS V2R2 new default behavior 

     –	Statements with the most automatic gain ownership of the CF are possibly susceptible to more configuration errors because of insufficient clear information that is available to the operators:

     •	CFRMOWNEDCFPROMPT(NO) this is the default 

     •	CFRMTAKEOVERCF(PROMPT) this advocates pre-z/OS V2R2 behavior 

    •The use of CF might be rejected for CFRMTAKEOVERCF(NO), as shown in Example 3-1. Here, takeover refers to gaining ownership.

    Example 3-1   Example of not allowed takeover 
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    IXC518I SYSTEM S1 NOT USING

    COUPLING FACILITY SIMDEV.IBM.EN.ND0100000000

    PARTITION: 00 CPCID: 00

    LP NAME: N/A CPC NAME: TINK6

    NAMED LF01

    AUTHORITY DATA: PLEX1 01/30/2015 08:08:55.195784

    REASON: TAKEOVER PROHIBITED.

    REASON FLAG: 13340009.
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    •More authority data in messages IXC500I, IXC518I, and IXC362I when applicable, as shown in Example 3-2. AUTORITY DATA is from the CF and CFRM AUTHORITY is from CFRM CDS.

    Example 3-2   DISPLAY XCF,CF,CFNAME=
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    IXC362I 18.13.16 DISPLAY XCF

    CFNAME: LF02

    COUPLING FACILITY : SIMDEV.IBM.EN.ND0200000000

    PARTITION: 00 CPCID: 00

    SITE : SITE1

    POLICY DUMP SPACE SIZE: 1 M

    ACTUAL DUMP SPACE SIZE: 1 M

    STORAGE INCREMENT SIZE: 1 M

    AUTHORITY DATA : PLEX1 01/30/2015 18:06:13.281887

    CFRM AUTHORITY : PLEX1 01/30/2015 17:53:35.128473

    ■
[image: ]

     

    •Enhanced explanations in IXL150I as a result of the DISPLAY CF command, as shown in Example 3-3. The following hints explain the new information:

     –	NOT IN USE BY SYSTEM (Hint: See IXC518I)

     –	NOT CONNECTED TO SYSTEM (Hint: Check paths)

     –	NOT IN THE CFRM ACTIVE POLICY (Hint: Check CFRM policy)

    Example 3-3   DISPLAY CF

    [image: ]

    IXL150I 18.18.51 DISPLAY CF

    COUPLING FACILITY SIMDEV.IBM.EN.ND0100000000

    PARTITION: 00 CPCID: 00

    LP NAME: N/A CPC NAME: TINK6

    CONTROL UNIT ID: 0001

    NAMED LF01

    NOT IN USE BY SYSTEM

    ■
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Server Time Protocol

    This chapter describes the message formats and content introduced with z/OS V2R2 relating to Server Time Protocol (STP).

    z/OS V2R2 issues new alert messages to provide specific information when a coordinated timing network (CTN) state change occurs, which can affect arbiter assisted recovery. The resultant action can be decided or managed by the operator or the automation software, based on your installation requirements.

    When sysplexes are run, you can use different features to synchronize time among servers within a specific sysplex. The STP provides the capability for multiple servers and Coupling Facilities (CFs) to maintain time synchronization with each other without requiring an IBM Sysplex Timer. Processors of multiple servers that use the STP architecture also can use the CTN to maintain time synchronization. 

    This chapter includes the following topics:

    •4.1, “STP roles” on page 24

    •4.2, “Message enhancements” on page 24

    •4.3, “Migration and coexistence” on page 25

     

    4.1  STP roles

    Various roles can be assigned to a server when STP is used to control time synchronization in your environment. The current time server (CTS) is known as the Stratus 1 server, which provides time messages to the rest of the time-related network. This server can have one of the following roles:

    •Preferred time server (PTS): This server is the preferred server to act as the CTS. It uses timing information that is sent by support elements or and external time source to define synchronization between hosts.

    •Backup time server (BTS): This server takes over as the CTS if there are planned or unplanned outages without disrupting synchronization.

    •Arbiter: This server is optionally configured on sysplexes with three or more servers. It is used to determine whether the BTS must take over the role of the CTS when communication with the PTS is lost. Only a PTS and BTS can be assigned as the CTS. The arbiter is instrumental in the transition of the BTS taking over the role as the CTS from the PTS. A failure or connection on the PTS causes the arbiter-assisted recovery to be used when available. 

    For more information about STP, see Server Time Protocol Planning Guide, SG24-7280.

    4.2  Message enhancements

    STP recovery processing is critical to preventing sysplex-wide outages. If there are STP-related failures, the role of the arbiter is key to keeping the STP functional. CTN state changes can lead to the disablement of arbiter-assisted recovery. In previous releases, the installation is not notified of these changes by z/OS.

    To provide a better management of STP servers, z/OS v2r2 now provides new network state messages that are related to role server attachment state change, including partial and degraded connectivity, and arbiter-assisted recovery messages. This information is the same information as is displayed in the hardware console log, as shown in Example 4-1.

    Example 4-1   IEA398I state change message
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    IEA398I STP ROLE SERVER ATTACHMENT STATE CHANGE. STATE =

    cccccccc REASON=H

    [image: ]

    When a state change is detected on STP role servers, the IEA398I message is issued that indicates the change. The message also includes the reason and features the following components:

    •cccccccc indicates one of the following conditions:

     –	FULL: Full connectivity between the role servers; the three role servers are each connected directly to each other.

     –	Partial: A loss of connectivity exists between any two role servers, but it is not sufficient to fall to a degraded state.

     –	Degraded: Any one of the role servers is unreachable from the other two servers. This condition implies that a loss of connectivity exists that is sufficient to cause the disablement of arbiter-assisted recovery.

    •H is the code that identifies the servers that are affected by the loss of connectivity.

    If the IEA398I message is displayed as a result of a partial or degraded state, the related IEA396E WTO is issued (see Example 4-2), which indicates that the arbiter-assisted recovery is disabled. The message also includes a reason code, which consists of the following components:

    •11: Arbiter is not attached to primary or backup.

    •12: Back up is not attached to primary or arbiter.

    •13: Primary is not attached to backup or arbiter.

    •21 - 23: Role server entered imminent server disruption state.

    •31 - 33: Role server is operating on internal battery feature.

    Example 4-2   Sample IEA396E
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    IEA396E ARBITER ASSISTED RECOVERY IS DISABLED FOR THE CTN.

    REASON = hh
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    The IEA396E WTO is not cleared until the arbiter-assisted recovery is enabled. Message IEA397I is displayed (as shown in Example 4-3) to confirm that recovery is enabled.

    Example 4-3   Sample IEA397I
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    IEA397I ARBITER ASSISTED RECOVERY IS ENABLED FOR THE CTN
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    4.3  Migration and coexistence

    There is a hardware dependency that must be met to use new STP state change messages. The hardware and microcode levels that is necessary to use this feature are shown on Table 4-1.

    Table 4-1   Hardware/micro code level requirements

    
      
        	
          Driver/server

        
        	
          MCL

        
        	
          Bundle

        
        	
          Release date

        
      

      
        	
          D79F/z10

        
        	
          N24406.094

        
        	
          50

        
        	
          Sep 28,2011

        
      

      
        	
          D86E/z196

        
        	
          N29799.110

        
        	
          44

        
        	
          Aug 24,2011

        
      

      
        	
          D93G/z114 & z196 GA2

        
        	
          Integrated

        
        	
          N/A

        
        	
          Sep 9,2011
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Log stream offload process

    This chapter describes a z/OS V2R2 enhancement to the log stream offload process.

    The z/OS system logger component allows data to be logged from one or more systems within a sysplex. Typical users of this enhancement are the operations log stream (OPERLOG), the IBM Service Management Facility (SMF) log stream, and the IBM CICS® log manager. You also can choose to write your own application to use write the use system logger.

    This chapter includes the following topics:

    •5.1, “Overview” on page 28

    •5.2, “Offload processing” on page 28

    •5.3, “z/OS V2R2 changes” on page 29

     

    5.1  Overview

    The system logger writes user log data to a log stream. The data in the log stream can be stored in the following ways:

    •Interim storage: Data can be accessed quickly and can be held in the following areas:

     –	A CF log stream: Where the interim storage for log data is in the CF list structures.

     –	DASD-only log stream: Where interim storage for log data is held in local storage buffers on the system. The local storage buffers in the logger data space are associated with the system logger address space IXGLOGR.

    •Offloaded storage: Stored in DASD log data sets.

    The users from each of the systems that are connected to the log stream write their data to it. At some point, the volume of data fills up the log stream interim storage. To help prevent this issue, thresholds are set to trigger the offload process to alleviate the threat of the log stream becoming full. 

    The effect of a log stream filling up interim storage can range from the user not being able to write more log data, to performance issues, or to a multi-system outage.

    5.2  Offload processing

    Offload processing is performed by a system logger for both the CF structure and the DASD-only log streams. This process is responsible for moving old data from the coupling facility (CF) structure or local buffers to offload data sets for more permanent storage.

    When a log stream or interim storage reaches its high threshold, the offload process is triggered to delete and migrate data from the log stream interim storage to offload data sets. The offload process consists of the following steps:

    1.	Delete all log blocks that were logically deleted by IXGDELET.

    2.	If LOWOFFLOAD was not reached, calculate how much data must be offloaded to reach the low offload threshold.

    3.	Allocate the offload data set, if not currently allocated.

    4.	Offload data to offload data sets. All eligible data is moved, regardless of the system that created the data. 

    If the current offload data set is filled, and there is still data to be moved, a new offload data set is allocated, and offload continues.

    For a CF structure log stream, the space is freed up as the offload proceeds. For DASD-only log streams, the space is freed only after the offload completes.

    5.2.1  Offload data set allocation

    You can have multiple log streams in use at the same time, or perform multiple offload processes that are running concurrently for different log streams. Earlier releases of system logger featured only one task per system to allocate and deleted offload data sets. Therefore, if you have an offload process running and it is allocating an offload data set, other offload processes might be delayed if they also require allocation to new data sets.

    As of V2R1 and V1R13 (with appropriate maintenance) the constraint of using tasks is relieved.

    5.3  z/OS V2R2 changes

    There is a new keyword available when defining or updating log streams on z/OS V2R2 called LS_ALLOCAHEAD to proactively allocate up to three advance-current offload data sets.

    Before you use LS_ALLOCAHEAD for defining log streams, you must make sure that this feature is enabled in your environment. The default is to have this feature enabled. You can enable or disable ALLOCAHEAD on SYS1.PARMLIB member IXGCNFxx. You can also enable or disable ALLOCAHEAD dynamically by using the ia command (see Example 5-1).

    Example 5-1   Set ALLOCAHEAD ON/OFF
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    SETLOGR MANAGE,OFFLOAD,ALLOCAHEAD(YES|NO)

    [image: ]

    You can allocate up to three advance-current offload data sets when log streams are defined or updated. If a new log stream is defined, the offload data sets are opened when a data set switch is necessary from the actual offload data set that is being written to for the log stream.

    When the first advance-current offload data set becomes the current data set, the logger automatically triggers another allocation to get a new advance-current offload data set to meet the target.

    Example 5-2 shows a sample of commands to define a DASD-only log stream with three advance-current offload data sets. If the return code for the define command is zero, the system logger allocates three advance-current offload data sets and the current offload data set in advance.

    Example 5-2   Define sample log stream
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    DEFINE LOGSTREAM

           NAME(LOGGER.TEST1)

           STRUCTNAME(LIST01) 

           DASD-ONLY(YES)

           LS_ALLOCAHEAD(3)

    [image: ]

    The define command defines all offload data sets. The first advance-current offload data set is not opened until an IXGWRITE is issued and the log data must be offloaded. Example 5-3 shows the log messages that are related to offload data set allocation.

    Example 5-3   Offload data sets allocation messages
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    IXG283I OFFLOAD DATASET IXGLOGR.LOGGER.TEST1.A0000000

    ALLOCATED NEW FOR LOGSTREAM LOGGER.TEST1

    CISIZE=4K, SIZE=147456

     

    IXG283I OFFLOAD DATASET IXGLOGR.LOGGER.TEST1.A0000001

    ALLOC ADV NEW FOR LOGSTREAM LOGGER.TEST1

    CISIZE=4K, SIZE=147456
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    You can view the advance-current data sets allocated by displaying the log stream. Example 5-4 shows the log stream display output.

    Example 5-4   Log stream display
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    IXG601I 19.03.17 LOGGER DISPLAY FRAME 1 F E SYS=SY1

    CONNECTION INFORMATION BY LOGSTREAM FOR SYSTEM SY1

    LOGSTREAM STRUCTURE #CONN STATUS

    --------- --------- ------ ------

    LOGGER.TEST1 LIST01 000001 IN USE

    DUPLEXING: LOCAL BUFFERS

    GROUP: PRODUCTION

    OFFLOAD DSN FORMAT: IXGLOGR.LOGGER.TEST1.<SEQ#>

    CURRENT DSN OPEN: YES SEQ#: A0000000

    ADV-CURRENT DSN OPEN: YES SEQ#: A0000001
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    New advance-current offload data sets are automatically created when current offload data sets become full. 

    If you decide to update the number of advance-current offload data sets for a specific log stream, you can use the update option in the IXCMIAPU utility, as shown in Example 5-5.

    Example 5-5   Update log stream to use two advance-current offload data sets
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    UPDATE LOGSTREAM

           NAME(LOGGER.TEST1)

           LS_ALLOCAHEAD(2)
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    The update is pending after the command is issued. It takes effect when one of the following scenarios are present:

    •The next log stream offload data set is allocated (data set switch event).

    •On the first connection to the log stream in the sysplex.

    •During the next structure rebuild for a structure-based log stream.

    Logger was also updated to deallocate current offload data sets. Also, all advanced current offload data sets might be opened in the system that are not currently in use. To deallocate these data sets, you can use the command that is shown in Example 5-6.

    Example 5-6   Deallocate all LOGGER.TEST1 data sets
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    SETLOGR FORCE,DEALLC,LSN=LOGGER.TEST1
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    5.3.1  Migration and coexistence

    There are coexistence program temporary fixes (PTFs) that are available so that the LS_ALLOCAHEAD keyword can be used for log streams on multi-level systems. It is also necessary to have the LOGR couple data set formatted at the HBB7705 Level. Consider formatting your couple data sets before this option is used. 

    Although the LS_ALLOCAHEAD keyword is not available in earlier releases (z/OS v1r13 and z/OS v2r1), it appears in the IXCMIAPU report and list output for log stream attributes. Advanced-current offload data sets are not newly created or proactively used on earlier systems, but are used as needed.

    New z/OS v2r2 IXGCNFxx parmlib specifications are not recognized on earlier release levels. You must use a separate member for z/OS v2r2 systems. Errors during initial loading result in defaults for parmlib options being used.

     

  
    Related publications

    The publications that are listed in this section are considered particularly suitable for a more detailed discussion of the topics that are covered in this book.

    IBM Redbooks

    The following IBM Redbooks publications provide more information about the z/OS V2R2 updates. Some publications that are referenced in this list might be available in softcopy only: 

    •z/OS V2R2: JES2, JES3, and SDSF, SG24-8287-00

    •z/OS V2R2: Security, SG24-8288-00

    •z/OS V2R2: Storage Management and Utilities, SG24-8289-00

    •z/OS V2R2: Availability Management, SG24-8290-00

    •z/OS V2R2: Performance, SG24-8292-00

    •z/OS V2R2: Operations, SG24-8305-00

    •z/OS V2R2: Diagnostics, SG24-8306-00

    •z/OS V2R2: Sysplex, SG24-8307-00

    •z/OS V2R2: UNIX System Services SG24-8310-00

    •z/OS V2R2: User Interfaces, SG24-8311-00

    •z/OS V2R2: IBM z/OS V2R2: ServerPac, SG24-8500

    •z/OS V2R2: Server Time Protocol Planning Guide, SG24-7280-03

    You can search for, view, download, or order these documents and other Redbooks, Redpapers, Web Docs, draft, and other materials, at the following website: 

    ibm.com/redbooks

    Other publications

    The following publications are also relevant as further information sources:

    •MVS Setting up a Sysplex, SA23-1399-02

    •z/OS MVS Programming: Sysplex Services Reference, SA38-0658-02

    •z/OS MVS Programming: Sysplex Services Guide, SA23-1400-02

    •IBM Health Checker for z/OS Users Guide, SC23-6843-03

    •MVS Systems Messages Volume 10 (IXC-IZP), SA38-0677-03

    •MVS Initialization and Tuning Reference, SA23-1380-05

    Help from IBM

    IBM Support and downloads:

    ibm.com/support

    IBM Global Services:

    ibm.com/services
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