
   
      [image: Cover image]
    

  
     

    
      
        	
          Note: Before using this information and the product it supports, read the information in “Notices” on page v.

        
      

    

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

     

    First Edition (December 2015)

     

    This edition applies to Version 2 Release 2 of IBM z/OS (5650-ZOS).

     

  
    Notices

    This information was developed for products and services offered in the U.S.A. 

    IBM may not offer the products, services, or features discussed in this document in other countries. Consult your local IBM representative for information on the products and services currently available in your area. Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, program, or service may be used. Any functionally equivalent product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the operation of any non-IBM product, program, or service. 

    IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing, to: 
IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

    The following paragraph does not apply to the United Kingdom or any other country where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to you. 

    This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice. 

    Any references in this information to non-IBM websites are provided for convenience only and do not in any manner serve as an endorsement of those websites. The materials at those websites are not part of the materials for this IBM product and use of those websites is at your own risk. 

    IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring any obligation to you.

    Any performance data contained herein was determined in a controlled environment. Therefore, the results obtained in other operating environments may vary significantly. Some measurements may have been made on development-level systems and there is no guarantee that these measurements will be the same on generally available systems. Furthermore, some measurements may have been estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable data for their specific environment.

    Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products.

    This information contains examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of individuals, companies, brands, and products. All of these names are fictitious and any similarity to the names and addresses used by an actual business enterprise is entirely coincidental. 

    COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques on various operating platforms. You may copy, modify, and distribute these sample programs in any form without payment to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to the application programming interface for the operating platform for which the sample programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these programs. 

    Trademarks

    IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both. These and other IBM trademarked terms are marked on their first occurrence in this information with the appropriate symbol (® or ™), indicating US registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law trademarks in other countries. A current list of IBM trademarks is available on the Web at http://www.ibm.com/legal/copytrade.shtml

    The following terms are trademarks of the International Business Machines Corporation in the United States, other countries, or both: 

     

    DB2®

    IBM®

    OS/390®

    Parallel Sysplex®

    RACF®

    Redbooks®

    Redbooks (logo)[image: ]®

    Tivoli®

    z/OS®

    z/VM®

    The following terms are trademarks of other companies:

    UNIX is a registered trademark of The Open Group in the United States and other countries.

    Other company, product, or service names may be trademarks or service marks of others. 

     

  
    IBM Redbooks promotions

     

     

     

     

     

  
    Preface

    This IBM® Redbooks® publication helps you to become familiar with the technical changes that were introduced to the security areas with IBM z/OS® V2R2.

    The following chapters are included:

    •Chapter 1, “RACF updates” on page 1

    In this chapter, we describe the read-only auditor attribute, password security enhancements, RACDCERT (granular certificate administration), UNIX search authority, and RACF Remote sharing facility (RRSF).

    •Chapter 2, “LDAP updates” on page 13

    In this chapter, we describe the activity log enhancements, compatibility level upgrade without LDAP outage, dynamic group performance enhancements, and replication of password policy attributes from a read-only replica.

    •Chapter 3, “PKI updates” on page 21

    In this chapter, we describe the Network Authentication Service (KERBEROS) PKINIT, PKI nxm authorization, PKI OCSP enhancement, and RACDCERT (granular certificate administration)

    •Chapter 4, “z/OS UNIX search and file execution authority” on page 27

    z/OS UNIX search authority, z/OS UNIX file execution, Examples for exploiting the new functions

    This book is one of a series of IBM Redbooks publications that take a modular approach to providing information about the updates that are included with z/OS V2R2. This approach has the following goals:

    •Provide modular content

    •Group the technical changes into a topic

    •Provide a more streamlined way of finding relevant information that is based on the topic

    We hope you find this approach useful and we welcome your feedback.
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    Comments welcome

    Your comments are important to us!

    We want our books to be as helpful as possible. Send us your comments about this book or other IBM Redbooks publications in one of the following ways:

    •Use the online Contact us review Redbooks form found at:

    ibm.com/redbooks

    •Send your comments in an email to:

    redbooks@us.ibm.com

    •Mail your comments to:

    IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099
2455 South Road
Poughkeepsie, NY 12601-5400
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RACF updates

    In this chapter, we describe the changes that were introduced with z/OS V2R2 to IBM RACF®. 

    This chapter includes the following topics:

    •1.1, “IBM Resource Access Control Facility” on page 2

    •1.2, “Read-only auditor attribute” on page 2

    •1.3, “Password security enhancements” on page 2

    •1.4, “RACDCERT - Granular certificate administration” on page 4

    •1.5, “UNIX search authority” on page 5

    •1.6, “RACF remote sharing facility” on page 6

    1.1  IBM Resource Access Control Facility

    The IBM Resource Access Control Facility (RACF) is a security system that provides access control and auditing functions for the z/OS and IBM z/VM® operating systems. It establishes security policies rather than only permission records and can set them for file patterns, which allows access through identification, classification, and protection of system resources.

    RACF with z/OS V2R2 includes the following enhancements:

    •Read-only auditor attribute

    •Password security enhancements

    •RACDCERT - Granular certificate administration

    •UNIX search authority

    •RACF remote sharing facility

    1.2  Read-only auditor attribute

    As shown in Example 1-1, the new RACF user attribute Read-Only Auditor (ROAUDIT) allows users to list profiles and users and permit the same ability to list information that is allowed to users with the AUDITOR attribute, but not alter any system controls. It is suitable for internal and external auditors. 

    Example 1-1   Creating and displaying a user with ROAUDIT option
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    ADDUSER DIANA ROAUDIT TSO(PROC(ISPFPROC)...) ...

    READY

    LISTUSER DIANA

    USER=DIANA NAME=DIANA FRIENDLY OWNER=IBMUSER CREATED=15.112

    DEFAULT-GROUP=SYS1 PASSDATE=00.000 PASS-INTERVAL= 30 PHRASEDATE=N/A

    ATTRIBUTES=ROAUDIT

    REVOKE DATE=NONE RESUME DATE=NONE

    LAST-ACCESS=UNKNOWN

    CLASS AUTHORIZATIONS=NONE

    NO-INSTALLATION-DATA

    NO-MODEL-NAME

    LOGON ALLOWED (DAYS) (TIME)

    ---------------------------------------------
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    1.3  Password security enhancements

    z/OS V2R2 introduces some new enhancements that are related to password security, as described in this section.

    1.3.1  Default password removal for ADDUSER

    When the ADDUSER command is issued in RACF without the PASSWORD operand, the user password defaults to the name of the default group. If the administrator forgets to change the password in a timely manner, the password represents a value that can be guessed and used to log on to the user. 

    The ADDUSER command no longer assigns a default password. If no phrase is specified, the user is defined as PROTECTED.

    When the new default results in a PROTECTED user, the new informational message that is shown in Example 1-2 is issued.

    Example 1-2   Add new user without a password
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    ADDUSER NEWUSER

    ICH01024I User NEWUSER is defined as PROTECTED.
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    The following message is suppressed if NOPASSWORD is specified:

    AU NEWUSER NOPASSWORD

    There is no message to indicate the lack of a password if a phrase is specified, as shown in the following example:

    AU NEWUSER PHRASE('RACF rocks')

    1.3.2  ICHDEX01 default change

    The RACF exit ICHDEX01 is no longer needed unless you are implementing your own encryption. In the absence of the exit routine, the RACF default password evaluation behavior is to attempt to first assume the Data Encryption Standard (DES). If no match is found, masking is used. 

    Since November 12, 2014, via OA43998 (SAF) and OA43999 (RACF), IBM encourages the adoption of the new Key Defined Function AES (KDFAES) strong password and password phrase algorithm, in which masking is no longer used. 

    1.3.3  Password phrase support for RACLINK

    The RACLINK DEFINE command now supports password phrases. APAR OA43999 allowed phrase-only users, but the RACLINK DEFINE command did not support phrases. 

    The RACLINK DEFINE command allows specification of target user's password/phrase for implicit approval of the user ID association:

    RACLINK ID(thisuser) DEFINE(thatnode.thatuser/thatpwd) PEER(PWSYNC)

    Enclose the entire node.user or phrase string in single quotation marks if the following conditions are present:

    •The phrase starts with “*”. Otherwise, TSO treats “/*” as a comment and ignores the rest of the command.

    •The phrase contains a space. Otherwise, TSO treats the text after the space as another node.userid string.

    Consider the following examples:

    RACLINK DEFINE('NODE2.USER2/*This is my phrase') PEER(PWSYNC)

    RACLINK DEFINE('NODE3.USER3/*This is your phrase' 'NODE4.USER4/*This is his phrase') PEER(PWSYNC)

    1.3.4  Default change for Health Check

    The RACF_ENCRYPTION_ALGORITHM Health Check raises an exception if KDFAES is not the active algorithm. It is suggested that with V2R2, KDFAES should be considered the desirable or required algorithm.

    1.4  RACDCERT - Granular certificate administration 

    The RACDCERT command that is used to install and maintain digital certificates, key rings, and digital certificate mappings in RACF. Use this command for all profile maintenance in the DIGTCERT, DIGTRING, and DIGTMAP classes.

    Certificate and key ring administration in RACF are handled by the RACDCERT command. Its functions access is controlled by the FACILITY class, through the IRR.DIGTCERT.<racdcert function> (for example, ADD and DELETE) profiles.

    The access that is needed is based on the ownership of the following certificates or key rings:

    •READ to act on your own

    •UPDATE to act on other’s

    •CONTROL to act on CERTAUTH/SITE

    This access model is “none” or “all”, and there is no granular control. When you have CONTROL access to IRR.DIGTCERT.GENCERT, you can generate any certificate authority (CA) certificates.

    z/OS V2R2 Enhancements

    The certificate and key ring administration can be more granular after you turn it on by the presence of the profile IRR.RACDCERT.GRANULAR in the RDATALIB class. Then, grant at least READ access, depending on whether a certificate, ring, or both are involved. Granular control is applicable to the following functions:

    •Certificate:

     –	ADD

     –	ALTER

     –	DELETE

     –	EXPORT

     –	GENCERT

     –	GENREQ

     –	IMPORT

     –	REKEY

     –	ROLLOVER

    •Ring:

     –	ADDRING

     –	DELRING

    •Certificate and ring:

     –	CONNECT

     –	REMOVE

    When granular control is turned on, one or both types of the following profiles in the RDATALIB class are checked for READ access, depending on whether a certificate, ring, or both are involved. Only READ access to the resource is required now. RACF checks different resources based on the resource affected (certificate, ring, or both).

    The following standards are used for each resource:

    •Certificates: IRR.DIGTCERT.<cert owner>.<cert label>.UPD.<racdcert cert functions>, where:

     –	'cert owner' is the RACF user ID, CERTIFAUTH for certificate that is owned by CERTAUTH, or SITECERTIF for certificate that is owned by SITE

     –	cert label is the certificate label

     –	racdcert cert functions is the function request

    •Key rings: <ring owner>.<ring name>.UPD.<ADDRING or DELRING>, where:

     –	'ring owner' is the RACF user ID, CERTIFAUTH for certificate that is owned by CERTAUTH, or SITECERTIF for certificate that is owned by SITE

     –	Ring label is the key ring label

     –	ADDRING or DELRING is the function that is performed

    •Certificates + key rings: Both profiles are checked

    Example 1-3 shows a profile to control who can delete the certificate with label FTPSERVER1 that is owned by user ID ftpid and allow USERA to delete the certificate.

    Example 1-3   Define RACF resource for certificate FTPSERVER1
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    RDEFINE RDATALIB IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.DELETE UACC(NONE)

     

    PERMIT IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.DELETE CLASS(RDATALIB) ID(USERA) ACCESS(READ)

    [image: ]

    This change enables you to segregate RACDCERT authorities among the administrators and enforce a naming convention for naming the certificates and key rings.

    1.5  UNIX search authority

    The following new controls are available over z/OS UNIX System Services authorization. These controls are implemented in the ck_access callable service (IRRSKA00) and allow generic names in the UNIXPRIV class in RACF:

    •Allow directory search (DIRSRCH)

    •Deny file execution (FSEXEC)

    1.5.1  Directory search

    By using UNIX SEARCH DIRECTORY, users can read and search all file system directories, regardless of individual directory settings. Previous to z/OS V2R2, it was necessary to grant READ and SEARCH to all directories or grant a higher-than-wanted authority, such as AUDITOR, BPX.SUPERUSER profile in the FACILITY class, or uid=0.

    Resources SUPERUSER.FILESYS.CHANGEPERMS and CHOWN delegated UNIX security administration in the UNIXPRIV class did not allow those specific accesses. 

    The new UNIXPRIV resource SUPERUSER.FILESYS.DIRSRCH controls read and search access to all directories in RACF. At least READ permission must be granted to obtain access to UNIX directories.

    Create the profile in the UNIXPRIV class in RACF, as shown in the following example:

    RDEFINE UNIXPRIV SUPERUSER.FILESYS.DIRSRCH UACC(NONE)

    Grant access to a user or group as shown in the following example:

    PERMIT SUPERUSER.FILESYS.DIRSRCH CLASS(UNIXPRIV) ID(IBMUSER) ACCESS(READ)

    SETROPTS RACLIST(UNIXPRIV) REFRESH

     

    
      
        	
          Note: DIRSRCH authority does not grant read, write, or run permission to ordinary UNIX files. It also does not grant write permission to UNIX directories.

        
      

    

    z/OS V2R2 provides a more granular mechanism to delegate UNIX security administration, reduces the number of administrators who require superuser or auditor authorization, and avoids over-authorization.

    1.5.2  File running

    The new FSEXEC class in RACF prevents running a specific file system or all files in a file system, similar to a NOEXEC mount option. It is supported for ZFS and TFS file systems and does not apply to file systems that are mounted with the -s nosecurity option.

    The profile name in the FSEXEC class is case-sensitive and must match the name that is specified in the MOUNT statement that is used in the parameter library. 

    Define a profile in the FSEXEC class, granting at least UPDATE access, as shown in the following example:

    RDEFINE FSEXEC OMVS.ZFS.ADMIN.** UACC(NONE)

    Grant access to a user or group, as shown in the following example:

    PERMIT OMVS.ZFS.ADMIN.**  CLASS(FSEXEC)  ID(IBMUSER) ACCESS(UPDATE)

    SETROPTS  RACLIST(FSEXEC)  REFRESH

     

    
      
        	
          Note: When a file system is protected by an FSEXEC profile and a user has insufficient access to it, RACF denies the file running access, regardless of other user authorization. Additionally, superuser or auditor privileges do not override FSEXEC denial of access.

        
      

    

    1.6  RACF remote sharing facility

    The IBM RACF remote sharing facility (RRSF) allows RACF to communicate with other z/OS systems that use RACF, which allows you to maintain remote RACF databases and synchronize and administer them from one location.

    1.6.1  RRSF dynamic MAIN switching 

    Dynamic main switching is the ability to change your main system node (MSN) to another logical partition (LPAR) without the use of the current complex process.

    Understanding the RRSF network

    RRSF is designed in the following layers:

    •Application: Administrative commands and profiles.

    •Presentation: Command running and return of command output and error and informational messages.

    •Transport: Communication protocols that are used to transmit requests (APPC/SNA or TCP/IP).

    As shown in Figure 1-1, RRSF consists of the following nodes:

    •Local: Where your system or LPAR is running at the moment

    •Remote: Other LPARs or systems that send or receive data from all the others
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    Figure 1-1   All LPARS in Sysplex1 system send updates to SystemA

    All RRSF nodes (local, remote systems, and sysplexes) are fully synchronized automatically by the following functions:

    •Command direction: Propagates all RACF commands to all RRSF nodes.

    •Password synchronization: Propagates all password changes to all RRSF nodes.

    •Application updates: Propagates all application updates to all RRSF nodes.

    Multi-system node

    A multi-system node (MSN) is a set of systems that share a RACF database (which can be in a SYSPLEX or on a shared DASD). It is managed by using the TARGET command by specifying the NODE and SYSNAME. All peer systems of an MSN send requests only to single system nodes (SSNs) and to the MAIN systems of remote MSNs.

    Peer systems do not communicate with each other or with non-MAIN systems of remote MSNs, as shown in Figure 1-2.
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    Figure 1-2   RRSF network that includes two MSNs and an SSN

    Workspace data sets 

    RRSF uses VSAM data sets to temporarily hold data that it is sending from one node to another. It deletes data from the workspace data sets when it receives confirmation that it was successfully processed at the receiving node. Also, it uses the following workspace data sets:

    •The INMSG data set holds requests that are sent to the local node from itself or a remote node.

    •The OUTMSG data holds requests that are sent to a remote node. 

    Requests are queued to the files when a connection is DORMANT. Queued work is sent when the connection becomes OPERATIVE ACTIVE. Requests are casually encrypted when the checkpoint file is updated.

    Set up for dynamic MAIN switches

    First, you must enable non-MAIN systems to become MAIN and those remote non-MAINs.

    This process is accomplished by using the SET FULLRRSFCOMM command. Add SET FULLRRSFCOMM to the top of the RACF parameter library member that us used by an MSN and wait for the next initial load to effect the change.

    Alternatively, this process can be done immediately on each non-MAIN system by running the following commands:

    •SET FULLRRSFCOMM

    •RESTART CONNECTION NODE(remote-MSN1) SYSNAME(*)

    •RESTART CONNECTION NODE(remote-MSNn) SYSNAME(*)

    (or RESTART CONNECTION)

    •Put SET FULLRRSFCOMM command in parmlib member IRROPTxx

    Performing a switch on a V2R2 in a sysplex

    When the MSN is in a sysplex, complete the following steps:

    1.	Run the TARGET NODE(msn-name) SYSNAME(new-main) PLEXNEWMAIN command from any system in the MSN.

    IRRM110I SYSTEM new-main HAS REPLACED SYSTEM old-main AS THE MAIN SYSTEM IN LOCAL NODE msn-name

    2.	Optionally, for permanent use, update the IRROPTxx in the parameter library.

    There are no actions that are required on any remote system.

     

    
      
        	
          Note: This process is in an environment where the entire network (or at least all the systems in the switching MSN) is at V2R2 or higher, and all non-MAINs are enabled for switches. 

        
      

    

    Performing a switch on V2R2 in a non-sysplex

    When the MSN is not in a sysplex, complete the following steps:

    1.	From the old (current) MAIN system, run the following command:

    TARGET NODE(msn-name) SYSNAME(new-main) NEWMAIN

    The following message is shown:

    IRRM098I DRAINING SYSTEM OF INBOUND WORK. DO NOT INITIATE THE MAIN SWITCH ON THE NEW MAIN SYSTEM UNTIL MESSAGE IRRM099I IS ISSUED.

    IRRM099I ALL INBOUND WORK HAS COMPLETED. IT IS NOW SAFE TO INITIATE THE MAIN SWITCH ON THE NEW MAIN SYSTEM.

    2.	From the new MAIN system, run the following command:

    TARGET NODE(msn-name) SYSNAME(new-main) NEWMAIN

    The following message is shown:

    IRRM102I SYSTEM new-main IS NOW THE MAIN SYSTEM IN LOCAL NODE msn-name.

    3.	From the remaining peer systems, run the following command:

    TARGET NODE(msn-name) SYSNAME(new-main) NEWMAIN

    4.	Update the change in parmlib if you expect reloads before switching back or if the change is intended to be permanent.

    Obtaining RRSF information by using APIs

    The R_admin callable service (IRRSEQ00) has a new function code AMN_XTR_RRSF to extract the following components:

    •Configuration settings that are made by the SET command that is related to RRSF

    •Some general RACF subsystem information (command prefix)

    •Configuration and operational information about all nodes or systems, local, and remote

    •Values of various TARGET keywords that are used to define the node

    •Operational state, connection statistics, and number of checkpoint updates

    •Partner handshake data, such as its release, template, and dynamic parse levels

    IRRXUTIL is updated to make the R_admin data available to REXX callers. It uses fake class and profile names of _RRSFEXTR, as shown in the following example:

    rc=irrxutil(“EXTRACT”,”_RRSFEXTR”,”_RRSFEXTR”,”STEM”)

    It contains variables for all the data that is returned by R_admin, plus more convenience variables and the ability to directly access local nodes or any specific node that is based on node name, system name, or protocol instance.

    B using enhancements to IRRXUTIL, you might automate switches that are based on your own criteria. This automation allows for easier scripting to obtain information about your live network and results in the following benefits:

    •You can avoid even minor outage windows or major windows where remote checkpoint files fill up with queued work.

    •You can move an RRSF workload off a busy system.

    •New programming interfaces introduce the possibility of automating the switch entirely.

    1.6.2  RACF – RRSF unidirectional connections

    As it is impossible to prevent a privileged user on a test system from escalating their privilege on a production system when they are connected by using RRSF because the honor system applies. IBM introduced new TARGET commands DENYINBOUND, ALLOWINBOUND, and RESETDENYINBOUNDCOUNT to improve its security levels. All new commands can be protected by using the RRSFDATA class. 

    The TARGET DENYINBOUND command can be defined in another node that denies inbound requests from that node. It prevents privileged accesses to one system to be propagated in other nodes.

    The RESETDENYINBOUNDCOUNT can help you identify and correct incorrectly configured systems because a counter of rejected work from that system is maintained and displayed by using the TARGET LIST command.

    The counter can be reset by using the following command:

    TARGET NODE(x) SYSNAME(Y) RESETDENYINBOUNDCOUNT

    In your parmlib member IRROPTxx, use a new TARGET command keyword when defining a remote node, as shown in the following example:

    –TARGET NODE(LONDON) DENYINBOUND

    When the remote node is a multisystem node, –SYSNAME(*) is required so that the setting is consistent across all systems, as shown in the following example:

    –TARGET NODE(LONDON) SYSNAME(*) DENYINBOUND

    This configuration requires a separate TARGET command in your RACF parameter library for remote multisystem nodes somewhere after the first TARGET command for the MSN.

    In case of return, you can use ALLOWINBOUND (which is the default) so that you do not need to code it in the parameter library, as shown in the following example:

    // A REMOTE SSN

    TARGET NODE(LONDON) DENYINBOUND 

    PREFIX(RSFJ.WORK) PROTOCOL(TCP(ADDRESS(ALPS4060.POK.IBM.COM))) -

    WORKSPACE(VOLUME(TEMP01) FILESIZE(500)) OPERATIVE

    // A REMOTE MSN

    TARGET NODE(LONDON) SYSNAME(SYS1) MAIN DENYINBOUND 

    PREFIX(RSFJ.WORK) PROTOCOL(TCP(ADDRESS(ALPS4092.POK.IBM.COM))) 

    WORKSPACE(VOLUME(TEMP01) FILESIZE(500)) OPERATIVE

    A new message indicates that work is not being accepted from your system, as shown in Example 1-4.

    Example 1-4   Sample IRRI082I message
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    IRRI082I (<) ATTENTION: PARTNER NODE IS NOT ACCEPTING INBOUND WORK FROM THIS NODE.
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          Note: The command DENYINBOUND is ignored if specified for the LOCAL node.

        
      

    

    TARGET LIST

    On the denied system, run the #TARGET LIST command, as shown in Example 1-5.

    Example 1-5   Sample TARGET LIST command output
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    IRRM010I (<) RSWL SUBSYSTEM PROPERTIES OF REMOTE RRSF NODE NODE1

    SYSNAME SYS1 (MAIN):

    STATE - OPERATIVE ACTIVE

    DESCRIPTION - <NOT SPECIFIED>

    PROTOCOL - TCP

    HOST ADDRESS - ALPS4092.POK.IBM.COM

    IP ADDRESS - 9.57.1.93

    LISTENER PORT - 18136

    AT-TLS POLICY:

    RULE_NAME - RRSF-CLIENT

    CIPHER ALG - 35 TLS_RSA_WITH_AES_256_CBC_SHA

    CLIENT AUTH - REQUIRED

    THIS NODE IS NOT ACCEPTING INBOUND WORK

    TIME OF LAST TRANSMISSION TO - 16:56:50 JAN 23, 2014
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    On the denying system, run the #TARGET LIST command, as shown i Example 1-6.

    Example 1-6   Sample #TARGET LIST command output
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    IRRM010I (<) RSWJ SUBSYSTEM PROPERTIES OF REMOTE RRSF NODE NODE2

    SYSNAME SYS3 (MAIN):

    STATE - OPERATIVE ACTIVE

    DESCRIPTION - <NOT SPECIFIED>

    PROTOCOL - TCP

    HOST ADDRESS - ALPS4220.POK.IBM.COM

    IP ADDRESS - 9.57.1.221

    LISTENER PORT - 18136

    AT-TLS POLICY:

    RULE_NAME - RRSF-CLIENT

    CIPHER ALG - 35 TLS_RSA_WITH_AES_256_CBC_SHA

    CLIENT AUTH - REQUIRED

    INBOUND WORK IS NOT ACCEPTED FROM THIS NODE

    NUMBER OF REQUESTS DENIED FROM THIS SYSTEM: 4

    TIME OF LAST TRANSMISSION TO - 17:22:07 JAN 23, 2014
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LDAP updates

    The lightweight directory access protocol (LDAP) is an open industry standard application protocol for accessing and maintaining directory information services over an Internet Protocol network. 

    The z/OS LDAP server, which is part of IBM Tivoli® Directory Server for z/OS, is based on a client/server model that provides client access to an LDAP server. 

    An LDAP directory provides an easy way to maintain directory information in a central location for storage, update, retrieval, and exchange. It resembles a database, but tends to contain more descriptive, attribute-based information. The information in a directory is generally read much more often than it is written, and so they are tuned to provide quick-response times to high-volume lookups or search operations. They might replicate information widely to increase availability and reliability while reducing response time. 

    In this chapter, we describe the LDAP improvements at z/OS V2R2.

    This chapter includes the following topics:

    •2.1, “Activity log enhancements” on page 14

    •2.2, “Compatibility level upgrade without LDAP outage” on page 15

    •2.3, “Dynamic group performance enhancements” on page 17

    •2.4, “Replication of password policy attributes from a read-only replica” on page 19

    2.1  Activity log enhancements

    In z/OS V2R2, LDAP allows you to specify several other events to be recorded in the LDAP activity log and in SMF type 83 records. It adds an option in the configuration file for activity log file version to provide compatibility with the current version and future enhanced versions. It also features new options for each of the activity log environment variables. 

    2.1.1  Configuration file

    The activity log records client activities that can be analyzed to determine the client operations that are handled by the server. The activity log can contain information about operations that are handled by the server, client IP addresses, messages that are generated by the server, and hourly activity summary statistics. 

    The LDAP server activity logging support several features that allow the LDAP root administrator to customize the client activity to be logged.

    The configuration for activity log includes the following components:

    •Configuration file options:

     –	logfile

     –	logFileFilter

     –	logFileRolloverTOD

     –	logFileRolloverDirectory

     –	logFileRolloverSize

    •Environment Variables

     –	GLDLOG_MICROSECONDS {ON | anything_else}

     –	GLDLOG_MSG {MSGS | NOMSGS}

     –	GLDLOG_OPS {WRITEOPS | ALLOPS | SUMMARY}

     –	GLDLOG_TIME {TIME | NOTIME | MERGEDRECORD}

    The following new activity log features (new V1 format records) are available:

    •New records for connection start and end events

    •Merged and non-merged record types are supported 

    •Add request records were changed to include the attribute names in the request

    •Modify request records were changed to include the attribute name and an indication of it being added, deleted, or replaced

    •Compare request records were changed to include pwdpolicy update indicator

    •New record for abandon requests

    •Request records were changed to include the msgid so that abandon requests can be related to the request they affect

    •New record for unknown requests

    The following new activity log configuration options are available:

    •logFileVersion 1 indicates new format of records, with expanded information

    •logFileRecordType replaces GLDLOG_TIME environment variable

    •logFileMicroseconds replaces GLDLOG_MICROSECONDS environment variable

    •logFileMsgs replaces GLDLOG_MSG environment variable

    The following SMF auditing related updates (for consistency) are available:

    •Provide the same events in activity logging and SMF auditing

    •Modify the RACF SMF unload utility to support a new abandon event type

    •Include “msgid” field in all LDAP request records

    msgid (along with connid) helps to match up with abandon requests, when present

    •New “attrs” field on ADD and MODIFY records

    attrs is a string of attribute names that are separated by spaces

    •New record for abandon request:

     –	msgid is the message identifier of the abandon request

     –	targetmsgid is the message identifier of the request to be abandoned

    The following SMF audit record 83 subtype 3 changes are available:

    •New abandon request record:

     –	Common relocates (100-114) 201-207 222

     –	New relocate 222

    •New LDAP_DISCONNECT_CAUSE relocate for disconnect request record:

     –	DISCONNECT_TIMEOUT 0x00000001

     –	DISCONNECT_NIC_FAILED 0x00000002

     –	DISCONNECT_CLOSE_ABNORMAL 0x00000004

     –	DISCONNECT_CLOSE_CLIENT 0x00000008

     –	DISCONNECT_MESSAGE_INVALID 0x00000010

     –	DISCONNECT_ERROR_INTERNAL 0x00000020

     –	DISCONNECT_ERROR_WRITE 0x00000040

     –	DISCONNECT_ERROR_SSL 0x00000080

    The following benefits are realized:

    •More useful information is available from the activity log for auditing and problem determination

    •z/OS LDAP can enhance the activity log without affecting activity log functions

    •Activity log can be configured more easily

    2.2  Compatibility level upgrade without LDAP outage

    When updating LDAP servers, the server uses a compatibility level in the server configuration option called serverCompatLevel. This option is used to limit the functions that are supported by the LDAP server so that the new version server can work with the old version server within a sysplex group. All LDAP servers within a sysplex group must run at the same server compatibility level and must have the same back-end settings, which requires a sysplex-wide LDAP outage.

    LDAP in V2R2 supports a new transition mode for a sysplex owning LDAP server. It allows other LDAP servers in a Parallel Sysplex to be shut down and restarted at a new compatibility level or with extra back ends without shutting down all LDAP services in the Sysplex. It uses the new ibm-slapdServerCompatibilityLevel attribute in RootDSE.

    To set up a new transition mode, complete the following steps:

    1.	Create a copy of the sysplex configuration and update serverCompatLevel (and the back-end settings, if needed) for the transition server.

    2.	Start the transition server with the -T parameter to join the sysplex in transition mode.

    The transition server first retrieves sysplex owner’s compatibility level and back-end settings for local validation. Then, it uses the owner’s level to start its back ends. Any back end that is not defined on the sysplex owner is flagged as private and started in a special way. 

    The transition server operates at the sysplex owner’s level until it becomes the sysplex owner. Ending all of the other instances in the sysplex triggers the transition server to complete transition by applying the new compatibility level and refreshing back ends. Finally, the transition server becomes a normal sysplex owner, making sysplex available for replicas with the same setting to join.

     

    
      
        	
          Note: We suggest restarting the previous transition server after instances with the new configuration join the sysplex.

        
      

    

    2.2.1  New display commands

    The operator command option LEVEL displays the server version, server level, and compatibility level, as shown in the following example:

    f dssrv,display level

    GLD1001I LDAP server version 3.22, Service level xxxxxx.

    GLD1315I LDAP server compatibility level 7.

    The operator command option XCF displays which server is in transition mode, as shown in the following example:

    f dssrv, display xcf

    GLD1135I Sysplex status

    Server System Status

    DCEIMGVV0066-BF31AD8E-2EFB4F4E DCEIMGVV0066 ACTIVE/REPLICA/TRANSITION

    DCEIMGVV004E-BF31AD83-ACE95202 DCEIMGVV004E ACTIVE/OWNER

    The TRANSITION status flag is cleared when the transition server completes the transition.

    2.2.2  Migration and coexistence

    All servers in the sysplex must first be running z/OS V2R2 before this function can be used.

    After V2R2 is installed everywhere on all servers in the sysplex, the LDAP server CompatLevel can be updated to implement the new function without shutting down all LDAP servers in the sysplex group simultaneously.

    The servers must be at serverCompatLevel 4 or higher to use this function initially.

    The following benefits are realized:

    •You can upgrade (and downgrade, if needed) the compatibility level without full outage.

    •You can change the back-end setting without full outage.

    2.3  Dynamic group performance enhancements

    High CPU usage was reported when many dynamic groups are defined in large directories. Group gathering via ibm-allgroups searches grows proportionally to the number of dynamic group member URLs that is defined in the directory. For example, defining dynamic groups based on organizations (such as department) in large corporations with thousands of departments creates heavy load. Groups are often gathered with user log ins.

    Within an LDAP directory, groups are a way of granting users access to certain features and functions. They can be static, dynamic, and nested. Consider the following points:

    •Static groups are good if the number of users in a group is small because groups contain an entry for each user who is in a group.

    •Dynamic groups allow you to use an LDAP URL to define a set of rules (search expressions) that match only for group members.

    •Nested groups are defined as a group that references other group entries. It allows you to construct and display group hierarchies.

    In V2R2, LDAP improved the approach that is used to gather dynamic groups for a user through better caching and indexing of dynamic URL filters. 

    Dynamic group URLs are used to determine membership based on the following conditions:

    •Presented as attribute memberURL in dynamic group entries

    •Syntax: ldap:///<base DN>??<scope>?<filter>

    •The base distinguished name (DN) and scope determine the search scope

    •The filter defines the matching rule

    •A user entry needs to match only one of the group’s URLs to be in the group

    Dynamic groups have the following administrative benefits over static groups:

    •They can be set up once based on search parameters and then be maintenance free. Static groups tend to be volatile and require updates as new users appear in the directory.

    •Large static groups in TDBM present numerous performance issues, including partition skew in IBM DB2® and trying to delete the group.

    In the past, determining a user’s groups for dynamic groups required matching the user entry against each URL in the directory. This process is costly and does not scale.

    This enhancement introduces a partial index. Dynamic group memberURLs are indexed, when possible, on the following filter predicates:

    •Equal and present filter predicates within the URL are eligible for indexing.

    •AND filters with at least one eligible predicate are also eligible for indexing.

    •OR filters are only eligible for indexing if all predicates are eligible.

    •Other filter types are not eligible: substring, greater or equal, less or equal, and NOT filters.

    The memberURLs are separated into indexed and non-indexed. If the indexed memberURLs cannot be found by looking up the user’s attribute or values in the filter index, they do not match. 

    Therefore, large numbers of indexed memberURLs are bypassed for evaluation. The remaining non-indexed URLs are evaluated by using the old method (although more optimizations were made in this processing).

    The following example shows an attempt to locate a specific URL:

    Assume we have 1001 departmental dynamic groups with these URLs defined:

    ldap:///o=ibm??sub?(&(dept=0001)(objectclass=person))

    ldap:///o=ibm??sub?(&(dept=0002)(objectclass=person))

    ... ...

    ldap:///o=ibm??sub?(&(dept=1000)(objectclass=person))

    ldap:///o=ibm??sub?(objectclass=person) ............. This is the “anyone” group

    And the user entry is defined as:

    cn=user050,c=us,o=ibm

    objectclass=person

    dept=0050

    Each of the dept filter predicates occurs once. These predicates are low frequency and are indexed. To locate the user’s groups, we look up dept=0050 in the index. Only 1 of the 1000 URLs are identified as a candidate. URL matching is performed and we bypass 999 URLs. 

    In addition, the objectclass filter predicate occurs 1001 times and is high frequency. However, 1000 of the URLs that use it are indexed by dept. Only the anyone group must be in the non-indexed URL list. 

    Assuming users are only in one department, we often need only to complete two URL evaluations instead of 1001. Even if there are 10,000 or 1,000,000 groups in this arrangement, we need to evaluate only two dynamic URLs for any specific user.

    2.3.1  Dynamic group suggestions

    In some cases, there can be flexibility in how dynamic groups are defined. Some choices might be better than others. Suppose you have three departments that start with Accounting, such as Accounting1, Accounting2, and Accounting3.

    A URL filter, such as (dept=Accounting*) cannot be indexed.

    A URL filter, such as (|(dept=Accounting1)(dept=Accounting2)(dept=Accounting3)), can be indexed. If there are hundreds of such accounting departments, you might still prefer the substring approach for simplicity and to avoid error. 

    Consider the use of consistency in URLs to allow better internal consolidation. The following URLs are all equivalent (but slightly different) and are not consolidated into a single URL:

    •ldap:///c=us??sub(&(objectclass=Person)(dept=accounting1))

    •ldap:///c=us??sub(&(Objectclass=person)(DEPT=accounting1))

    •ldap:///c=us??sub(&(dept=accounting1)(objectclass=Person))

    Keep filters simple, as shown in the following examples:

    •(&(objectclass=person)(&(dept=accounting1))) ... internal AND (“&”) not needed

    •(&(objectclass=person)(dept=accounting1)) this is equivalent, but simpler

    If attributes are not well-structured and dynamic group filters require too much complexity, a specific attribute can be placed in user entries to identify the group and match a URL that can be indexed. The IBM-provided schema includes an object class and attribute to place in the user entries, which can then be used to directly match a dynamic group. In the example of the simple filters that are presented, the filter is a simple equal filter and is eligible for indexing.

    Customers can also define their own schema attributes and object classes, and use a similar approach, as shown in the following example:

    User Entry

    dn: cn=John,ou=poklab,ou=stg,c=us,o=ibm

    objectclass: person

    objectclass: ibm-dynamicMember

    ibm-group: Developers

    Dynamic Group

    dn: cn=Development Group,ou=stglab,c=us,o=ibm

    objectclass: groupOfURLs

    memberURL: ldap:///c=us,o=ibm??sub?(ibm-group=Developers)

    With improved scalability, customers can continue to make use of the administrative benefits of dynamic groups, even with large directories. Many thousands of dynamic groups can be defined without growth in CPU usage during normal login operations.

    2.4  Replication of password policy attributes from a read-only replica

    A read-only replica server can run only read operations (for example, bind, search, and compare). If a password policy is enabled, bind or compare operations can cause the password policy operational attributes to be updated on the read-only replica. These updates cannot be replicated to the supplier and other servers in the same replication topology. This issue can lead to a security issue in which a user can do more login attempts than allowed by the specified password policy.

    In this new release, LDAP propagates password policy operational attributes from the read-only replica to the supplier by sending a bind request.

    The following requests can trigger the read-only replica to propagate to the master:

    •Simple bind request

    When a simple bind request updates the password policy operational attributes on a read-only replica, it triggers the replication action, which sends a bind request to the master by using the same user DN and password.

    •Compare request involving the userPassword attribute value

    A compare request involving the userPassword attribute value can also update the password policy operational attributes. On z/OS IBM Tivoli Directory Server, this process also triggers the replication action of sending a bind request by using the entry DN and password that is provided in the client request. A bind request must be sent to the master instead of a compare request because the control is defined for bind requests only.

    Figure 2-1 shows the bind to replica process with the new feature enabled.
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    Figure 2-1   Bind to replica with new feature enabled

    2.4.1  Migration and coexistence

    All z/OS servers in the replication topology must be running V2R2 and serverCompatLevel 8.

    If IBM Security Directory Server is in the replication topology, the version must be 6.3.1 with the latest fix pack or higher.

    2.4.2  Benefit and value

    The replication of password policy attributes provides consistent password policy operational attributes for each entry on all servers.
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PKI updates

    The public key infrastructure (PKI) is the standard for public key cryptographic security, which is used to ensure the security of digital certificates. With PKI, digital certificates can provide the trusted infrastructure for security-rich transactions over the Internet. 

    As part of the Security Server element of z/OS, PKI Services for z/OS (a base component) provide this same trusted infrastructure for security-rich, web-based transactions. PKI Services for z/OS combine PKI encryption technology with the z/OS qualities of service, including availability and scalability.

    In this chapter, we describe the PKI enhancements at z/OS V2R2.

    This chapter includes the following topics:

    •3.1, “Network Authentication Service PKINIT” on page 22

    •3.2, “PKI NxM authorization” on page 22

    •3.3, “PKI OCSP enhancement” on page 24

    •3.4, “RACDCERT - Granular certificate administration” on page 24

     

    3.1  Network Authentication Service PKINIT

    Kerberos is a distributed authentication service that allows user authentication over a physically untrusted network by using tickets that are issued by a mutually trusted authentication server. That server is run by a key distribution center (KDC). It is a single sign-on protocol that authenticates clients to multiple networked services.

    PKINIT is a pre-authentication mechanism for Kerberos 5, which uses X.509 certificates to authenticate the KDC to clients, and vice versa. PKINIT can also be used to enable anonymity support with which clients can communicate securely with the KDC or with application servers without authenticating with a particular client.

    To support RFC4556 - Public Key Cryptography for Initial Authentication in Kerberos (PKINIT) for z/OS KDC and the z/OS Kerberos client, V2R2 makes use of asymmetric cryptography in the form of X.509 certificates that are popular for facilitating data origin authentication and secrecy. It helps make it unnecessary for the user to manage strong passwords for some applications.

    In this release, the use of UID 0 is not required for the started tasks for Kerberos. It supports new PKINIT parameters for the kinit command and adds some new PKINIT APIs.

    The new PKINIT makes it easy to manage strong passwords for Kerberos authentication and reduce the need of UID 0, which helps to align the corporate policy of not giving excessive authority to any user.

    3.2  PKI NxM authorization

    PKI Services support automatic approval mode and administrator approval mode. In administrator approval mode, only one administrator is required to approve the requests and some government agencies require all PKI products to have an NxM authentication factor. For example, two PKI administrators must validate a request before issuing a certificate.

    In this new release, PKI Services enhance the administrator approval mode to support multiple approvers. A configuration option is provided in the CGI templates file and the JSP templates .xml file to set the number of administrators that us required to approve a certificate request. The option is provided on a per template basis. 

     

    
      
        	
          Note: A change of the configured number of approvers does not affect the certificate requests. It affects new requests only. 

        
      

    

    Update the template section in pkiserv.tmpl or pkitmpl.xml as described in this section.

    Example 3-1 shows a request for a Secure Sockets Layer (SSL) server certificate. It requires approval from three administrators. 

    Example 3-1   Request 3 administrators approval
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    Update file:pkiserv.tmpl

    <TEMPLATE NAME=5-Year PKI SSL Server

    Certificate>

    ....

    <ADMINAPPROVE>

    <ADMINNUM=3>

    %%CommonName (Optional)%%

    %%OrgUnit (Optional)%%

    ...

    </ADMINAPPROVE>

    ....

    </TEMPLATE>

     

    Update file: pkitmp1.xml

     

    <tns:certreq_template nickname="5YSSSL">

    <tns:certname>5-Year PKI SSL Server

    Certificate</tns:certname>

    …<

    tns:AdminNum>3</tns:AdminNum>

    …<

    /tns:certreq_template>
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    Example 3-2 shows a request for Simple Certificate Enrollment Protocol (SCEP). It requires approval from two administrators. 

    Example 3-2   Request 2 administrators approval
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    Update file: pkitmpl.xml

     

    <tns:certreq_template

    nickname="5YSCEPP">

    <tns:certname>5-Year SCEP Certificate

    – Preregistration</tns:certname>

    …

    <tns:AdminNum>2</tns:AdminNum>

    … </tns:certreq_template>

    Update file: pkiserv.tmpl

     

    <TEMPLATE NAME=5-Year SCEP

    Certificate - Preregistration>

    ....

    <PREREGISTER>

    <ADMINNUM=2>

    AuthenticatedClient=AutoApprove

    SemiauthenticatedClient=AdminApprove

    UnauthenticatedClient=Reject

    SubsequentRequest=AutoApprove

    RenewalRequest=AutoApprove

    </PREREGISTER>

    </TEMPLATE>
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    With NxM support, the PKI Services that are run by the customer can be certified as a standard certificate authority (CA) as required in some countries.

    3.3  PKI OCSP enhancement

    The Online Certificate Status Protocol (OCSP) is an Internet Protocol that is used for obtaining the revocation status of digital certificates, and it usually communicates over HTTP.

    The OCSP requires server responses to be signed but did not specify a mechanism for selecting the signing algorithm to be used. In the current version, z/OS PKI Services use the same signing algorithm that is used for certificate and Certificate Revocation List (CRL). Its original design can lead to interoperability failure when the server and the client support different signing algorithms.

    In z/OS V2R2, PKI Services enable the signing of the OCSP response with the client specified signing algorithm through an extension in the request. It chooses the following signing algorithm to sign the response:

    •If the request contains the Preferred Signature Algorithms extension, PKI picks the first one in the list.

    •If the request is not on PKI supported list or it does not meet the contemporary encryption standards (for example, md-2WithRSAEncryption or md-5WithRSAEncryption), the next one is used, and so on.

    •If none of the specified algorithms is supported by PKI Services or meets the contemporary standard, PKI uses the one that is specified in the configuration file.

    3.3.1  Usage and invocation

    Specify the wanted signing algorithm in the request that is created by the OCSP client by sending it to PKI Services to check for certificate revocation status.

    You can use the enhanced System SSL support (FP0349) to create the OCSP client application.

    New OCSP support helps reduce risk and improve security by checking certification revocation status over the network. It facilitates interoperability between OCSP server and client if they support different signing algorithms.

    3.4  RACDCERT - Granular certificate administration 

    The RACDCERT command is used to install and maintain digital certificates, key rings, and digital certificates mappings in RACF. It should be used for all maintenance of profiles in the DIGTCERT, DIGTRING, and DIGTMAP classes.

    Certificate and key ring administration in RACF are handled by the RACDCERT command and access of its functions is controlled by the FACILITY class through the profiles, as shown in the following example:

    IRR.DIGTCERT.<racdcert function>  (ADD, DELETE, and so on)

    The access that is needed is based on the ownership of the following certificates or key rings:

    •READ to act on your own

    •UPDATE to act on other's

    •CONTROL to act on CERTAUTH / SITE

    This access model is none or all, and there is no granular control. When you have CONTROL access to IRR.DIGTCERT.GENCERT, you can generate any CA certificates.

    The command can be granular after you turn it on by the presence of the profile IRR.RACDCERT.GRANULAR in the RDATALIB class and grant at least READ access, depending on whether a certificate, ring, or both, is involved providing access based on the following elements:

    •Owner

    •Certificate label

    •Key ring name

    •Function

    3.4.1  Example 1: One profile for one function

    In the following example, we define a profile to control who can delete the certificate with label FTPSERVER1 that is owned by user ID ftpid:

    RDEFINE RDATALIB IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.DELETE UACC(NONE)

    In the following example, we allow USERA to delete the certificate, as shown in the following example:

    PERMIT IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.DELETE CLASS(RDATALIB) ID(USERA) ACCESS(READ)

    3.4.2  Example 2: One profile for multiple functions

    In the following example, we define a profile to control who can add, alter the status, delete, generate, create a request, and import a certificate with label FTPSERVER1 that is owned by user ID ftpid:

    RDEFINE RDATALIB IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.* UACC(NONE)

    In the following example, we allow USERA to add, delete, generate, create a request, and import the certificate:

    PERMIT IRR.DIGTCERT.FTPID.FTPSERVER1.UPD.* CLASS(RDATALIB) ID(USERA) ACCESS(READ)

    This granularity applies to the following 13 RACDCERT functions only:

    •ADD

    •ALTER

    •DELETE

    •EXPORT

    •GENCERT

    •GENREQ

    •IMPORT

    •REKEY

    •ROLLOVER

    Enable the customers to segregate RACDCERT authorities among the administrators and enforce a naming convention for naming the certificates and key rings.

  
[image: ]
[image: ]

z/OS UNIX search and file execution authority

    z/OS UNIX System Services (also known as z/OS UNIX) is the IBM UNIX implementation in the z/OS operating system.

    This chapter describes the new security-related support and enhancements for z/OS UNIX in z/OS V2R2 and includes the following topics:

    •4.1, “z/OS UNIX search authority” on page 28

    •4.2, “z/OS UNIX file execution” on page 28

    •4.3, “Examples for the use of the new functions” on page 29

    4.1  z/OS UNIX search authority

    In z/OS V2R2, a new UNIXPRIV resource was defined to control read and search access to all directories.

    This resource provides a more granular mechanism to delegate UNIX security administration and avoids over-authorization.

     

    
      
        	
          Note: Previously, it was necessary to grant READ and SEARCH authority to all directories or grant an unwanted high authority, such as AUDITOR or SUPERUSER.FILESYS in case to make best use of SUPERUSER.FILESYS.CHANGEPERMS and CHOWN to delegate UNIX security administration.

        
      

    

    4.1.1  New UNIXPRIV profile

    A new UNIXPRIV profile SUPERUSER.FILESYS.DIRSRCH was defined. READ or higher access grants user read and search permission to z/OS UNIX directories and it uses generic profiles.

    Figure 4-1 shows an example of how to grant authority to a specific user.

    
      
        	
          RDEFINE UNIXPRIV SUPERUSER.FILESYS.DIRSRCH UACC(NONE)

          PERMIT SUPERUSER.FILESYS.DIRSRCH CLASS(UNIXPRIV) ID(HERING) ACCESS(READ)

          SETROPTS RACLIST(UNIXPRIV) REFRESH

        
      

    

    Figure 4-1   Defining and using UNIXPRIV profile UPERUSER.FILESYS.DIRSRCH

     

    
      
        	
          Restrictions: Consider the following points:

          •DIRSRCH authority does not grant read, write, or execute permission to ordinary UNIX files.

          •DIRSRCH authority does not grant write permission to UNIX directories.

        
      

    

    4.2  z/OS UNIX file execution

    In z/OS V2R2, a new FSEXEC class was introduced. By defining profiles in this class, you can deny file execution access to specific file systems. The new class provides a RACF control over file execution, which is complementary to mounting the file system by using the SETUID NO command.

    You can prevent the execution of all files in a file system, such as the /tmp structure, where any user can write files. 

    4.2.1  New class FSEXEC

    The following rules apply when profiles are defined in class FSEXEC:

    •Profile names must match the FILESYSTEM name (not the mount point directory) that is specified on the MOUNT statement.

    •The profile names are case-sensitive. Generic names can be used.

    •Update (or higher) access makes the user eligible for file execution, subject to other access checks.

    In Figure 4-2, a sample sequence of commands is shown to activate the new class and some profiles followed by authorizing users and groups.

    
      
        	
          SETROPTS CLASSACT(FSEXEC) RACLIST(FSEXEC)

          RDEFINE FSEXEC /TMP UACC(NONE)

          SETROPTS GENERIC(FSEXEC)

          RDEFINE FSEXEC OMVS.ZFS.ADMIN.** UACC(NONE)

          PERMIT OMVS.ZFS.ADMIN.** CLASS(FSEXEC) ID(USER019 GROUPADM) ACCESS(UPDATE)

        
      

    

    Figure 4-2   Activate class FSEXEC, define profiles, and permit authorization

     

    
      
        	
          Note: Consider the following points regarding restrictions:

          •Superuser or auditor privilege does not override FSEXEC denial of access.

          •FSEXEC is supported for zFS and TFS file systems.

          •FSEXEC does not apply to file systems that are mounted by using the -s nosecurity option.

        
      

    

    4.3  Examples for the use of the new functions

    The examples that are described in this section show how to use the new z/OS UNIX security means.

    4.3.1  Allowing a user to read entries in a UNIX directory and find entries

    Figure 4-3 shows an example of allowing listing entries in a directory.

    
      
        	
          $> ls -E /etc/ssh

          ls: /etc/ssh: EDC5111I Permission denied. (errno2=0x5B4C0002)

          $> tsocmd "RDEFINE UNIXPRIV SUPERUSER.FILESYS.DIRSRCH UACC(NONE)"

          RDEFINE UNIXPRIV SUPERUSER.FILESYS.DIRSRCH UACC(NONE)

          RACLISTED PROFILES FOR UNIXPRIV WILL NOT REFLECT THE ADDITION(S) UNTIL A SETROPTS REFRESH IS ISSUED.

          $> tsocmd "PERMIT SUPERUSER.FILESYS.DIRSRCH CLASS(UNIXPRIV) ID(HERING)" \

          >  "ACCESS(READ)" 2> /dev/null

          RACLISTED PROFILES FOR UNIXPRIV WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(UNIXPRIV) REFRESH" 2> /dev/null

          SETROPTS command complete.

          $> ls -E /etc/ssh | tail +2 | head -l2

          -rw-r--r--  --s-  1 SYSPROG  SYS1       88034 Apr 10  2007 moduli

          -rw-r--r--  --s-  1 SYSPROG  SYS1        1153 Apr 10  2007 ssh_config

          $> 

        
      

    

    Figure 4-3   Listing directory entries when authorized to use SUPERUSER.FILESYS.DIRSRCH

    Figure 4-4 shows an example how to find directory entries with specific attributes and names.

    
      
        	
          $> tsocmd "PERMIT SUPERUSER.FILESYS.DIRSRCH CLASS(UNIXPRIV) ID(HERING)" \

          > "DELETE" 2> /dev/null

          RACLISTED PROFILES FOR UNIXPRIV WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(UNIXPRIV) REFRESH" 2>/dev/null

          SETROPTS command complete.

          $> find /etc/ssh -name "zos*" -group omvsgrp -exec ls -l {} \;

          find: FSUM6513 error reading directory "/etc/ssh": EDC5111I Permission denied.

          $> tsocmd "PERMIT SUPERUSER.FILESYS.DIRSRCH CLASS(UNIXPRIV) ID(HERING)" \

          >  "ACCESS(READ)" 2> /dev/null

          RACLISTED PROFILES FOR UNIXPRIV WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(UNIXPRIV) REFRESH" 2>/dev/null

          SETROPTS command complete.

          $> find /etc/ssh -name "zos*" -group omvsgrp -exec ls -l {} \;

          -rw-r--r--   1 SYSPROG  OMVSGRP     1207 Aug 31  2010 /etc/ssh/zos_sshd_config

          $> 

        
      

    

    Figure 4-4   Finding directory entries with specific attributes and names

    4.3.2  Controlling file execution

    In this section, we show some small examples with verification that the following process works as wanted.

    Figure 4-5 shows how to remove the execution of files from the /tmp structure.

    
      
        	
          $> tsocmd "SETROPTS CLASSACT(FSEXEC) RACLIST(FSEXEC)" 2> /dev/null

          SETROPTS command complete.

          $> /tmp/undesired.script

          This is an undesired script in /tmp.

          $> rxdowner -d /tmp | grep "File System  :"

          File System  : /SC74/TMP

          $> tsocmd "RDEFINE FSEXEC /SC74/TMP UACC(NONE)" 2> /dev/null

          RACLISTED PROFILES FOR FSEXEC WILL NOT REFLECT THE ADDITION(S) UNTIL A SETROPTS

          REFRESH IS ISSUED.

          $> tsocmd "PE /SC74/TMP ID(HERING) CLASS(FSEXEC) ACC(NONE)" 2> /dev/null

          RACLISTED PROFILES FOR FSEXEC   WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(FSEXEC) REFRESH" 2> /dev/null

          SETROPTS command complete.

          $> /tmp/undesired.script

          /tmp/undesired.script: FSUM9209 cannot execute: reason code = e3e20004: EDC5111I Permission denied.

          $> 

        
      

    

    Figure 4-5   Do not allow files in /tmp to be run

     

    
      
        	
          Note: The reason code 0xE3E20004 is from TFS. The last four digits are the SAF reason code.

        
      

    

    In Figure 4-6, a generic profile for the zFS file system is defined and used.

    
      
        	
          $> tsocmd "SETROPTS GENERIC(FSEXEC)" 2> /dev/null

          $> tsocmd "RDEFINE FSEXEC HERING.TEST.** UACC(NONE)" 2> /dev/null

          RACLISTED PROFILES FOR FSEXEC WILL NOT REFLECT THE ADDITION(S) UNTIL A SETROPTS

          REFRESH IS ISSUED.

          $> tsocmd "PE HERING.TEST.** ID(HERING) CLASS(FSEXEC) ACC(NONE)" 2> /dev/null

          RACLISTED PROFILES FOR FSEXEC   WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(FSEXEC) REFRESH" 2> /dev/null

          SETROPTS command complete.

          $> echo "echo This is a sample script." > test/sample.sh

          $> chmod 755 test/sample.sh

          $> rxdowner -d test/sample.sh | grep "File System  :"

          File System  : HERING.TEST.ZFS

          $> test/sample.sh

          test/sample.sh: FSUM9209 cannot execute: reason code = ef076015: EDC5111I Permission denied.

          $> 

        
      

    

    Figure 4-6   User if not allowed to run files in a specific zFS file system

    In parallel, we receive a ICH408I message in the syslog or operlog, as shown in Figure 4-7.

    
      
        	
           ICH408I USER(HERING  ) GROUP(SYS1    ) NAME(PAUL-ROBERT HERING  ) 151

             test/sample.sh CL(FSOBJ   ) FID(C2C8F5E2E3F20184000000000100001D)

             INSUFFICIENT AUTHORITY TO OPEN

             ACCESS INTENT(--X)  ACCESS ALLOWED(FSEXEC     ---)

             EFFECTIVE UID(0000000888)  EFFECTIVE GID(0000000000)

        
      

    

    Figure 4-7   ICH408I message shown in the syslog

    Figure 4-8 shows more information about the data and reason code that are provided.

    
      
        	
          $> bpxmtext ef076015 | tail +2 | head -l1

          Description: SAF CKACC returned error.

          $> auditid C2C8F5E2E3F20184000000000100001D

          /u/hering/test/sample.sh

          $> 

        
      

    

    Figure 4-8   Displaying more information about the data and reason code

     

    
      
        	
          Note: The utility auditid is a tool that is available from the z/OS UNIX tools disk at this website:

          http://www.ibm.com/systems/z/os/zos/features/unix/bpxa1ty2.html

          The tool can list real path names of FIDs for HFS file systems and zFS file systems with unique FIDs.

        
      

    

    Figure 4-9 shows the results after the user is authorized to use this FSEXEC profile.

    
      
        	
          $> tsocmd "PE HERING.TEST.** ID(HERING) CL(FSEXEC) ACC(UPD)" 2>/dev/null

          RACLISTED PROFILES FOR FSEXEC   WILL NOT REFLECT THE UPDATE(S) UNTIL A SETROPTS

          REFRESH IS ISSUED

          $> tsocmd "SETROPTS RACLIST(FSEXEC) REFRESH" 2> /dev/null

          SETROPTS command complete.

          $> test/sample.sh

          This is a sample script.

          $> 

        
      

    

    Figure 4-9   Results after user is authorizing to use the FSEXEC profile

  
    Related publications

    The publications that are listed in this section are considered particularly suitable for a more detailed discussion of the topics that are covered in this book.

    IBM Redbooks

    The following IBM Redbooks publications provide more information that is related to the z/OS V2R2 updates. Some publications that are referenced in this list might be available in softcopy only:

    •z/OS V2R2: JES2, JES3, and SDSF, SG24-8287-00

    •z/OS V2R2: Security, SG24-8288-00

    •z/OS V2R2: Storage Management and Utilities, SG24-8289-00

    •z/OS V2R2: Availability Management, SG24-8290-00

    •z/OS V2R2: Performance, SG24-8292-00

    •z/OS V2R2: Operations, SG24-8305-00

    •z/OS V2R2: Diagnostics, SG24-8306-00

    •z/OS V2R2: Sysplex, SG24-8307-00

    •z/OS V2R2: Unix System Services SG24-8310-00

    •z/OS V2R2: User Interfaces, SG24-8311-00

    •z/OS V2R2: ServerPac, SG24-8500-00

    You can search for, view, download, or order these documents and other Redbooks, Redpapers, Web Docs, draft, and other materials at the following website: 

    ibm.com/redbooks

    Other publications

    The following publications are also relevant as further information sources:

    •z/OS Security Server RACF Security Administrator’s Guide,SA23-2289

    •z/OS Security Server RACF Security System Programmer’s Guide,SA23-2287

    •IBM Encryption Facility for z/OS: Planning and Customizing, SA23-2229

    •z/OS Cryptographic Services PKI Services and Reference, SA23-2286

    Help from IBM

    IBM Support and downloads:

    ibm.com/support

    IBM Global Services:

    ibm.com/services
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