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    Preface

    Monitoring of your Scale Out Network Attached Storage (SONAS) cluster resources is key to ensuring that all components are functioning at their optimum level. There are a variety of tools available to help collect valuable resource configuration, utilization, and performance information as well as capturing growth trends over time. 

    This IBM® Redbooks® publication provides an introduction to several monitoring tools and how to use them. Scenarios for monitoring the SONAS environment using these tools are provided. The tools documented in this publication are SONAS built-in monitoring, IBM Tivoli® Storage Productivity Center, Arxview Data Center Analytics Engine, and the Galileo Suite Storage Monitoring product.
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SONAS monitoring procedures and tools

    This chapter provides an overview of the tools to manage day-to-day monitoring of SONAS cluster resources that will be discussed in this book. Monitoring of components outside of the SONAS appliance, such as Fibre Channel switches, zone configurations, and gateway storage devices, should be managed separately using documentation and tools specific to that device. 

    In this chapter, we introduce the following monitoring tools:

    •Native SONAS

    •Tivoli Storage Productivity Center

    •Galileo

    •Arxview

    1.1  Native SONAS 

    The native SONAS GUI is the basic tool for monitoring SONAS, and is provided with the SONAS software. You can use the GUI to check basic parameters such as performance, file system usage, and shares status. In Figure 1-1, you can see the SONAS GUI Overview panel. This panel provides a summary for the SONAS cluster.
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    Figure 1-1   Basic SONAS GUI panel

    In Figure 1-2, you see detailed information about cluster elements in SONAS. This includes information such as hardware status of nodes, shares information, running services, and basic status of back-end storage subsystems.
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    Figure 1-2   System Details panel in SONAS GUI

    Figure 1-3 shows the performance monitor in the native SONAS GUI. You can adjust the parameters to produce charts based on the key areas you would like to monitor. You can view performance charts based on three SONAS segments, storage nodes, interface nodes, and management nodes. You can also view performance charts at the cluster level.
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    Figure 1-3   Performance charts using native SONAS GUI

    To monitor a back-end disk subsystem connected to SONAS for performance or hardware failures, you have to use the disk subsystem’s GUI or another monitoring tool. The available monitoring tools are described in subsequent chapters in this book. The SONAS GUI only provides basic information. 

    1.2  Tivoli Storage Productivity Center 

    IBM Tivoli Storage Productivity Center provides a set of policy-driven automated tools for managing storage capacity, availability, events, performance, and resources. It can reduce the complexity of managing a storage environment by centralizing, simplifying, and optimizing storage tasks that are associated with storage systems, storage networks, replication services, and capacity management.

    Because it is policy-based, Tivoli Storage Productivity Center can detect potential problems and automatically adjust storage and resources that are based on the policies and actions that you define. For example, it can notify you when a server or storage system is running out of disk space, or warn you of impending storage hardware failure. By alerting you to these and other issues that are related to your stored data, you can use Tivoli Storage Productivity Center to prevent unnecessary system and application downtime.

    Tivoli Storage Productivity Center provides the following benefits and functions:

    •Simplifies the management of storage infrastructures

    •Manages, administers, and provisions SAN-attached storage

    •Monitors and tracks performance of SAN-attached devices

    •Monitors, manages, and controls (through zones) SAN fabric components

    •Manages the capacity utilization and availability of file systems and databases

    Figure 1-4 is the main dashboard view in Tivoli Storage Productivity Center. In this dashboard you see a summary of all monitored components and the status of these components.
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    Figure 1-4   Tivoli Storage Productivity Center main overview panel

    Tivoli Storage Productivity Center consists of several components that form the infrastructure of its storage-management functions:

    •Data server: This component is the control point for product scheduling functions, configuration, event information, reporting, and graphical user interface (GUI) support. It coordinates communication with and data collection from agents that scan file systems and databases to gather storage demographics and populate the database with results. Automated actions can be defined to perform file system extension, data deletion, Tivoli Storage Productivity Center backup or archiving, and event reporting when defined thresholds are encountered. 

    The Data server is the primary contact point for the GUI user interface functions. It also includes functions that schedule data collection and discovery for the Device server. For large storage environments where one server is not sufficient to manage all the Tivoli Storage Productivity Center components, you can install the product on multiple servers. In this type of environment, IBM Jazz™ for Service Management and Tivoli Common Reporting can run on a separate server.

    •Device server: This component discovers, gathers information from, analyzes performance of, and controls storage subsystems and SAN fabrics. It coordinates communication with and data collection from agents that scan SAN fabrics and storage devices. 

    •Replication server: This component coordinates communication and processes tasks that are related to replication and Tivoli Storage Productivity Center for Replication. It also provides the infrastructure for hosting the Tivoli Storage Productivity Center for Replication GUI.

    •Web server: Tivoli Storage Productivity Center uses the IBM WebSphere® Application Server as the web application server to host its web-based GUI, storage management API for cloud, and VMware vSphere web client extension. 

    •Jazz for Service Management and Tivoli Common Reporting (optional): These components enable Tivoli Storage Productivity Center reports in the web-based GUI. 
You can use this reporting tool to create reports and view predefined reports to analyze multiple storage systems, switches, servers, and hypervisors.

    •Database: A single database instance serves as the repository for all Tivoli Storage Productivity Center components.

    •Agents: Storage Resource agents, CIM agents, and Out of Band fabric agents gather host, application, storage system, and SAN fabric information and send that information to the Data server or Device server.

    •GUI: Tivoli Storage Productivity Center provides two graphical user interfaces for managing the storage infrastructure in an enterprise environment. a stand-alone GUI, and the web-based GUI. Each GUI provides different functions for working with monitored resources. 

    •CLI: Use the command-line interface (CLI) to issue commands for key Tivoli Storage Productivity Center functions.

    Tivoli Storage Productivity Center provides the ability to monitor multiple storage products. If you click Storage Systems from Figure 1-5, the list of monitored systems is displayed. This list is divided in two sections; block storage and file storage.

    In Figure 1-5, you see all block storage monitored by Tivoli Storage Productivity Center. Currently we are monitoring two SVC clusters and two IBM DS8000® storage systems.
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    Figure 1-5   Block storage devices monitored with Tivoli Storage Productivity Center in our lab environment

    In Figure 1-6, you see the File storage section of Tivoli Storage Productivity Center menu. From here you can view basic properties of the SONAS system.
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    Figure 1-6   File storage monitored by Tivoli Storage Productivity Center in the lab environment

    Here you can see basic SONAS cluster information by selecting the desired SONAS system. Select a SONAS system, and then from the drop-down menu, select System Details. A new window will open. From that window you can see System Details by selecting Properties as shown in Figure 1-7. You see system properties such as cluster name, status, raw disk capacity, disk number and type.
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    Figure 1-7   Figure 1-7 SONAS system properties

    From the SONAS menu, you can also see detailed information for nodes, file systems and specific file system details.

    Figure 1-8 shows the SONAS Nodes information. This information includes node role, status, basic network setting, and node name.
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    Figure 1-8   SONAS node information

    1.3  Galileo 

    Galileo is software from the ATS Group that can be used to monitor SONAS systems. Galileo also supports a variety of connected back-end disk subsystems. For a full list of supported storage subsystems, see the product website:

    http://www.Galileosuite.com 

    Galileo supports monitoring the SONAS environment from one console using different agents. Agents are installed on components, and these agents collect data that is used by the Galileo software. Figure 1-9 shows a view of the Galileo system overview with basic cluster information. In the middle of the panel, you can monitor the capacity summary for the SONAS cluster, and in the bottom part you can check three performance charts that you can customize. 

    In Figure 1-9, we have set the dashboard to present the following charts:

    •Cluster throughput

    •Cluster clients network throughput

    •Total throughput by filesystem
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    Figure 1-9   Galileo comprehensive system overview

    In Figure 1-10, you can see details of the overall GPFS status. By hovering over the status, you can see GPFS status for all the SONAS nodes.
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    Figure 1-10   Detailed view of GPFS status on all SONAS nodes

    The SONAS performance monitoring agent features 92 performance monitoring charts, complete with system configuration and capacity data in the same custom dashboard view, giving users a more complete perspective for better capacity planning decisions.

    The SONAS agent charts 101 unique metrics for evaluating and managing SONAS controller performance. Charts by cluster, filesystems, quotas, pools, interface nodes, and storage nodes can be created in storage systems having capacities in the petabyte range.

    Galileo software is cloud based, which means that all data collected is transferred to Galileo servers using secure connection. Customers access their unique data via browser. With Galileo, the dashboard is easy to customize and update to present the most used charts. If you would like to monitor back-end disk usage, you can easily set the dashboard primarily for that.

    1.4  Arxview

    Arxview is a tool from Arxscan that can be used to monitor SONAS. 

    For a full list of supported products, see the product website:

    http://www.arxscan.com/

    The Arxview Data Center Analytics Engine is a passive, agentless application that provides unique storage usage metrics on demand. While reducing and simplifying the workload of the technical IT staff, Arxview maps data back to the organizational structure of the business and identifies key inefficiencies in that context. This allows business users to manage and measure their data use in a way that makes sense to them. Data can be measured by user, division, department, location, network share, file type, and hosting appliance. Users are empowered to collaborate with their IT peers to ensure the quality and allocation levels of their stored data.

    Arxview is a platform-independent application that leverages the flexibility of a Web 2.0 front-end that is compatible with all leading web browsers. Arxview’s light network footprint can be attributed to its agentless design. There are no requirements for the deployment of agents or installation of any application code on any customer storage devices.

    The Arxview Data Center Analytics Engine collects data from discrete interfaces. As new data points (appliances, users, geographies, and company information) are made available, new adapters are developed to access and process the information. Figure 1-11 shows the Arxview dashboard. From here you can navigate to a more detailed view of the SONAS functions such as file systems, exports, and snapshots.
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    Figure 1-11   Arxview dashboard

    In Figure 1-12, you see a detailed view of configured file systems on our SONAS system. You can see the mount point, disk number used, as well as how many file sets are configured for each file system.

    [image: ]

    Figure 1-12   Detailed view of file systems configured on SONAS

    In the remainder of this book, we provide more detailed information for each product discussed here, from implementation to configuration and use.
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Monitoring as a daily administration task

    In this chapter, we show how to monitor the status and the performance of your SONAS system with built-in monitoring functions and the Performance Center provided in the GUI and the CLI.

    We provide step-by-step monitoring suggestions to add to your daily, weekly, or monthly activity routines. The suggestions are intended to help you understand how you can ensure that your system is functioning at an optimal level. We highlight relevant monitoring tips along the way for points of key value. You can find more information in the companion IBM Redbooks publication, IBM SONAS Implementation Guide, SG24-7962.

    We cover the following topics:

    •Health and system component check

    •SONAS log review

    •Monitoring performance

    •Assessing performance and bottlenecks from the CLI

    •Monitoring capacity

    •Monitoring inode use and availability

    2.1  Health and system component check

    In this section, we look at how to check the SONAS health and system components.

    2.1.1  Health check

    The first step in a daily monitoring routine is a quick health check. 

    Log in to the SONAS web GUI and check the health status as shown in Figure 2-1.
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    Figure 2-1   Quick health check in SONAS GUI

    If it is green, this means that SONAS has registered no component failures or critical warning events, and there are no unacknowledged alerts currently in the system. If it is yellow (warning and informational issues), or red (critical issues may exist), you have to check the detailed view or events logs where new alerts exist. 

    2.1.2  System overview

    After performing a health check, the next step is to look at the system overview, which helps you to check the SONAS component status as well. You can find the System menu (see Figure 2-2) under the second GUI icon item (on the left) labeled as Monitoring. This view is dynamic, and the LEDs on the frame image nodes will change color dynamically with the changes in the each system component health. In other words, if a storage node has a warning indication, the LED for that node will reflect the level of warning associated with the highest issue indicated for that node. 
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    Figure 2-2   System overview in SONAS GUI

    The SONAS cluster frame in Figure 2-2 is an actual representation of the layout of the placement of the nodes. Each node has a dynamic LED on the right side that represents the cluster node health status. The LED color warns you, with a red or yellow LED, if any component has a deviation from a normal, operational status. A green light means that there are no unacknowledged issues or warnings.

     

    
      
        	
          Note: Figure 2-2 shows a SONAS gateway. You can see clearly that two nodes are reporting critical errors. However, the physical storage is not displayed because it is not included in the SONAS base frame. Storage is managed separately in a gateway solution. 

        
      

    

    Clicking any one of the rack node slots expands your view to show more detail about that specific node. You can see high-level details about the chosen component. 

    Figure 2-3 shows Ethernet Switch details.
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    Figure 2-3   Monitoring System - Ethernet Switch

    Figure 2-4 shows Storage Controller details from the SONAS GUI.
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    Figure 2-4   Monitoring System - Storage Controller

    2.1.3  Monitoring system details

    You can drill down deeper to get more specific information from the components of SONAS. Just click the node name or the Status on the description panel as shown in Figure 2-5.
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    Figure 2-5   Monitoring System - Storage Node

    You can also go to the details by clicking Monitoring  → System Details as shown in Figure 2-6. The System Details panel shows the cluster details on the right. On the left side of the panel, you have a list of all the nodes, switches, and storage module of the cluster. You can expand each of them and go into the details to get additional information from each of the components of the system.
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    Figure 2-6   Monitoring System Details

    Depending on the type of the component, you can find Hardware, Operating System, Network, NAS Services, and Status details. On the right side of the panel, you see more information at a high level for the chosen node. Clicking each link on the left of the System Details panel that you have just expanded will give you detailed information. Figure 2-7 shows Storage Node details for strg001st001.
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    Figure 2-7   Node detailed monitoring view

    In this view, besides the basic information (component ID, Serial Number, IP Address, Firmware Level, and Location), you can find status information and alerts. This is the most important information for daily monitoring.

    Under the detailed view for the component, there is the Status link. This shows the status logs from each element of SONAS or IBM Storwize® V7000 Unified.

    If you had a situation where the failure was already fixed, but the automated log update does not reflect that, there is a right-click capability on every log to clear the event using the “Mark Event as Resolved” function. Some issues, when cleared, require the entry be “Marked as Resolved”, others may automatically clear. An event that is “Marked as Resolved” will re-appear on the next polling or status check if the issue returns, or if it was not properly cleared. 

     

    By selecting Events in the GUI, you will see the Event Category drop-down as shown in Figure 2-8. Selecting Show All rather than Current Critical/ Warning, you can see all events that were ever registered against the cluster. Marking as resolved will not remove the history of the event registration. You can still review any issues that previously generated an alert.
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    Figure 2-8   Event Category drop-down - from events list

    Figure 2-9 shows the status log and marking an event as resolved.
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    Figure 2-9   Status log view and clean

    2.1.4  Monitoring health from the CLI

    You can get a quick and compact status report using the CLI. Running the commands in this section can help you quickly assess the status of your cluster in detail.

    lsnode

    The lsnode command shows the last update status of the nodes and provides status information about the cluster. You can easily refresh the node status report with lsnode -r command (for refresh), as you can see in Figure 2-10. In this report you can monitor the content of the SONAS cluster from nodes point of view. The most important check points are Connection status, GPFS status, and CTDB status when the nodes are interface nodes. 
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    Figure 2-10   lsnode -r command output

    lshealth

    Another helpful view is provided by the lshealth command, which gives you an overview of your SONAS system health status. You can use the generated report to check on each of the nodes for services, CTDB, GPFS, cluster management, and network interfaces as shown in Figure 2-11. This command runs from the management node. 
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    Figure 2-11   lshealth command output

    lsservice

    Use the lsservice command to check NAS services protocol status. The lsservice command provides a clear view of the services status as shown in Figure 2-12. 
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    Figure 2-12   lsservice command output

    lslog -l 

    If there is an issue, or you need more information about an operation, you have to go into the logs. Use the lslog command to monitor the event log. Specify the -l or -level option to generate a list for a specified log level of FINEST, FINER, FINE, CONFIG, INFO, WARNING, or SEVERE.

    With SEVERE and WARNING levels, you can highlight the critical warnings as shown in Figure 2-13.
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    Figure 2-13   lslog -l SEVERE

    cnrsmenu

    To perform a more thorough check of the entire system, use the cnrsmenu command to generate a menu driven tool as shown in Figure 2-14. This tool allows you better access to check the system status under the System Checkout Menus selection. Root level access or service login is required for this tool.
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    Figure 2-14   cnrsmenu command output

    This check can be run from the CLI manually by running the command shown in Figure 2-15 as root from the management node. 

    
      
        	
          #cnrssccheck --nodes=all --checks=all

        
      

    

    Figure 2-15   Full system health check command using CLI

    2.2  SONAS log review

    Reviewing the SONAS logs is important to the successful diagnosis of any issues that require log review. With a quick search for Logs in the IBM SONAS Information Center, you can find the proper commands to monitor different logs. The information in the SONAS Information Center helps you understand the logging system and how to monitor logs from a different perspective. The IBM SONAS Information Center can be found at the following website:

    http://pic.dhe.ibm.com/infocenter/sonasic/sonas1ic/index.jsp?topic=%2Fcom.ibm.sonas.doc%2FsonasWelcome.htm

    A good starting point is to search the SONAS Information Center for “Using the IBM SONAS logs” as shown in Figure 2-16. This result of this search shows the most important and helpful logs to use for monitoring.
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    Figure 2-16   IBM SONAS Information Center

    Next we provide some examples for using monitoring log methods in the CLI.

    2.2.1  Output from lsaudit command 

    Audit logs help to track the commands run in the GUI and the CLI by system administrators as shown in Figure 2-17.
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    Figure 2-17   lsaudit command output

    Audit logs are also available for administrators from the GUI. You can download the logs from the System view as well as the Support view under the Settings menu.

    2.2.2  Output from the lsjobstatus command 

    The lsjobstatus command displays the status of jobs that are currently running or already finished. For example, you can check whether policy or backup jobs are finished and the result of the backup job. The output of the lsjobstatus command is shown in Figure 2-18. 
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    Figure 2-18   lsjobstatus -all

    The lsjobstatus command helps to determine the Job ID of the process you are monitoring. It can be used to identify the monitored part of the system when you use the showlog command for more detailed information.

    2.3  Monitoring performance

    When performance complaints come in, your first response should be to capture a clear and concise articulation of who is complaining, what they are complaining about, and details of the user, client, share, storage, or data experiencing the performance problem. You should also determine the timing of the performance problem, and an accurate description of the complaint. If you understand the performance indicators for normal behavior, it can help lead you to the points of interest in serious deviations. We cover these items in greater detail as we progress through this document.

    Performance monitoring is always a complex question. There are several components that offer simplified, high level reference. However, consider that a client issue can sometimes be realized at the client system itself. For that reason, it may prove advantageous to develop ways or check points for quickly validating client concerns.

    To evaluate the SONAS system performance, you can use the built-in Performance Center in SONAS. It collects the status of SONAS environment components every second, and allows you to look back on system performance averages historically. 

    The Performance Center is provided in both the GUI and CLI, and they use the same status log data when collected. You can view performance graphs of a specific part of your system in near real time for cluster operations, front-end and back-end devices, and protocol services.

    In cases of more complex configurations, such as SONAS gateways, it can be helpful to use a centralized monitoring system such as Tivoli Storage Productivity Center, Galileo, or Arxview to have a complete view of the storage environment. These tools can chart relevant drops in performance that can help triangulate root cause indicators.

    2.3.1  Performance monitoring with the SONAS GUI

    To monitor the performance of the cluster, click Monitoring  → Performance as shown in Figure 2-20. 
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    Figure 2-19   Performance monitoring in SONAS GUI

    This page is also known as the Performance Center GUI. It displays graphs that represent received and transmitted metrics. You can select the time frame (minute, hour, day, week, month, quarter, or year) in which data is displayed.

    You can see the following charts in each quadrant:

    •Client Network Throughput

    •Cluster Throughput

    •Cluster Latency

    •Cluster Operations

    The Performance Center GUI is a near real-time monitor display as shown in Figure 2-20. The graphs refresh themselves every five seconds.
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    Figure 2-20   SONAS Performance Center GUI

    In this quick view, you can verify the current load. It provides read-write statistics, shows peaks, and helps to analyze the work flow. This is a good method to understand clients behavior and the system capabilities.

    The Client Network Throughput monitor (see Figure 2-21) can show if the client load has reached the capabilities of the network cards of the interface nodes.
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    Figure 2-21   Monitoring Performance - Client Network Throughput

    Other segments of this view provide an overview of the cluster working. You can monitor Throughput, IOPS, and Latency of the GPFS Cluster in SONAS as shown in Figure 2-22. If there is a performance problem from the client side, the first check point should be this view.
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    Figure 2-22   Monitoring Cluster Performance different point of view

    Specifying a long time frame on the monitor can show changes from the average workload, and shows which part of the system needs a more detailed review.

    2.4  Assessing performance and bottlenecks from the CLI

    To understand what is behind the performance of a SONAS environment, you have to monitor the basic component of the system such as CPU utilization, network utilization, and I/O wait.

    In this section, we provide some commands that you can run from the CLI to assess front-end and back-end performance, as well as possible issues that you might encounter. 

    2.4.1  lsperfdata

    There are many performance points that can be collected on cluster activity and behavior using the lsperfdata command. The examples in Figure 2-23 and Figure 2-24 show how can you monitor the client throughput from the CLI.
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    Figure 2-23   lsperfdata client throughput query output

    
      
        	
          [[xivsonas.xiv34.aviad]$ lsperfdata -g cluster_read_write_latency -t minute| head

          Start Time,End Time,"Average Latency of Read Operations" [milliseconds/op],"Average Latency of Write Operations" [milliseconds/op]

          2013-04-06 17:46:11 UTC-4,2013-04-06 17:46:12 UTC-4,0.000,1.814

          2013-04-06 17:46:12 UTC-4,2013-04-06 17:46:13 UTC-4,0.000,1.849

          2013-04-06 17:46:13 UTC-4,2013-04-06 17:46:14 UTC-4,0.000,1.871

          2013-04-06 17:46:14 UTC-4,2013-04-06 17:46:15 UTC-4,0.000,1.950

          2013-04-06 17:46:15 UTC-4,2013-04-06 17:46:16 UTC-4,0.000,1.623

          2013-04-06 17:46:16 UTC-4,2013-04-06 17:46:17 UTC-4,0.000,1.741

          2013-04-06 17:46:17 UTC-4,2013-04-06 17:46:18 UTC-4,0.000,1.841

          2013-04-06 17:46:18 UTC-4,2013-04-06 17:46:19 UTC-4,0.000,1.833

          2013-04-06 17:46:19 UTC-4,2013-04-06 17:46:20 UTC-4,0.000,1.673

           

          other options include

          [xivsonas.xiv34.aviad]$ lsperfdata -g disk_stats -t minute -n strg001st001

           

          [xivsonas.xiv34.aviad]$  lsperfdata -g public_network_collisions -t minute -n all

          Start Time,End Time,"172.31.136.2, Total" [#],"172.31.136.3, Total" [#]

          2013-04-06 18:00:42 UTC-4,2013-04-06 18:00:43 UTC-4,0,0

          2013-04-06 18:00:43 UTC-4,2013-04-06 18:00:44 UTC-4,0,0

          2013-04-06 18:00:44 UTC-4,2013-04-06 18:00:45 UTC-4,0,0

          2013-04-06 18:00:45 UTC-4,2013-04-06 18:00:46 UTC-4,0,0

           

          [xivsonas.xiv34.aviad]$  lsperfdata -g memory_total_usage -t minute -n all

          Start Time,End Time,"172.31.136.2, Average Memory" [KB],"172.31.136.3, Average Memory" [KB],"172.31.134.1, Average Memory" [KB],"172.31.134.2, Average Memory" [KB]

          2013-04-06 18:04:00 UTC-4,2013-04-06 18:04:01 UTC-4,49288536.00,0,7919120.00,7919120.00

          2013-04-06 18:04:01 UTC-4,2013-04-06 18:04:02 UTC-4,49288536.00,49288532.00,7919120.00,7919120.00

          2013-04-06 18:04:02 UTC-4,2013-04-06 18:04:03 UTC-4,49288536.00,49288532.00,7919120.00,7919120.00

           

          lsperfdata -l - gives a list of optional data points

        
      

    

    Figure 2-24   lsperfdata cluster, disk, and memory query output 

    In the IBM Redbooks publication, IBM SONAS Implementation Guide, SG24-7962, you will find detailed documentation of the lsperfdata command. You can find pertinent details on using different options with lsperfdata in the IBM SONAS Information Center located at this website:

    http://pic.dhe.ibm.com/infocenter/sonasic/sonas1ic/index.jsp?topic=%2Fcom.ibm.sonas.doc%2FsonasWelcome.htm

    2.4.2  The top command

    The top command is a very simple and useful tool for monitoring the workload and performance in the interface and storage nodes, as well as at the clients. If you run the top command on either interface nodes or storage nodes, you can see how hard the nodes are working and which daemons or processes are running on the top of the list. Sample output is shown in Figure 2-25.
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    Figure 2-25   Top command output

    Here we explain the information shown in Figure 2-25:

    •The mmfsd activity shows the GPFS demon in every node.

    •The smbd activity shows the heavy CIFS load in the front-end.

    •The nfsd activity shows the heavy NFS load in the front-end.

    2.4.3  Front-end performance

    You have to make sure that as many interface nodes as possible are sharing the network and all subnet ports are up. The easiest way to check the configuration is through the lsnwinterface command as shown in Figure 2-26. 
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    Figure 2-26   lsnwinterface output

    lsnwinterface -x

    The lsnwinterface command shows that IP addresses assigned for external client access are evenly distributed across all interface nodes.

    The lsnwinterface -x command shows that all subordinate ports on your network bonds are up, as well as that the distribution of IP addresses is evenly balanced across all the active interface nodes.

    sdstat -a 1

    With root access, you can use non-SONAS specific commands such as sdstat to monitor the front-end performance as shown in Figure 2-27.
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    Figure 2-27   sdstat command output

    If you run this command on each interface node in parallel, you can compare the utilization of nodes. This command shows information about CPU utilization, Disk, Network (send and receive), Paging, and system type information.

    The send and receive data can show if any interface node was more utilized by clients. If you have multiple IPs on each node, you should move one of the IPs to a different node that is less busy.

     

    
      
        	
          Note: If this view shows that you have reached the physical limit of network interfaces, you might need either more NICs on your interface nodes, or more interface nodes in general to maximize your network capabilities. Low CPU idle statistics can also indicate that you may not have enough interface nodes to manage the current workload.

        
      

    

    2.4.4  Back-end performance

    In order to monitor the back-end system performance, one common use tool is the iostat command. It also requires root access on the SONAS system.

    iostat -xm /dev/dm* 1

    This command shows the dynamic multipath device activity (reads, writes, queue-size, I/O wait, and device utilization) as you can see in Figure 2-28. 
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    Figure 2-28   iostat -xm /dev/dm* 1 command output 

    In this example, you should see a fairly even I/O pattern, which means that there are four Network Shared Devices (NSDs) working together in the target file system.

    If the utilization of devices is fairly high, this might be an indication that you have not provided enough spindles behind the NSDs, or perhaps you have not provided enough NSDs to distribute the workload. It could also be that the file system NSD or parameter settings are not optimal for the type of I/O in the client workload pattern.

     

    
      
        	
          Note: If percent utilization and average queue size metrics are high on the file system NSDs, it is a good indicator to add more disk to the file system. 

        
      

    

    2.5  Monitoring capacity

    To monitor the capacity of the cluster, click Monitoring  → Capacity as shown in Figure 2-29. You can monitor the capacity for four objects as of now. There are File systems, File sets, Users, and User Group base monitoring. They are described in the following sections.
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    Figure 2-29   GUI Monitoring option for Capacity

    2.5.1  Capacity Utilization view

    Every view provides information about Used capacity, and Total or Maximum capacity from different aspects, as seen in Figure 2-30. 
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    Figure 2-30   Capacity Utilization Monitor from different aspects

    There is a more detailed capacity view from the File Systems and Pools if you click 
Files  → File Systems under the File menu point. This view shows how much capacity you have, how much is used, and how many pools are in a single file system. It is also shows how many NSDs are in a file system with subsequent pool capacity, as shown in Figure 2-31.
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    Figure 2-31   File system view capacity utilization

    For the SONAS administrator, the most important information is the available free capacity and the saturation of storage, file system, file set, or the user space. The amount of real available capacity is influenced by used and maximum inodes or quotas in case of users or user groups. 

    2.5.2  Capacity trending over time

    You can monitor the capacity trends by going to Monitoring  → Capacity → File Systems as shown in Figure 2-32. The SONAS GUI can provide a capacity trend analysis for the selected file system. 
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    Figure 2-32   Capacity trend analysis

    2.6  Monitoring inode use and availability

    It is very important to understand the needs of your file systems and independent file sets, and one commonly missed attribute is inode consumption. Inode monitoring should be a frequent administrator task.

     

    
      
        	
          Note: Every file system and independent file set has a root file set that reports cache, snapshots, capacity, and inode consumption. When they run out of inodes, data will stop writing. In that case, the chfs or chfset commands can be used to increase the number of maximum and pre-allocated inodes.

        
      

    

    2.6.1  GUI

    The best place to look at inode consumption is the GUI file set list as shown in Figure 2-33. 
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    Figure 2-33   GUI File set list

    2.6.2  CLI commands 

    Another place to look at inode utilization is through CLI commands.

    lsfs -v 

    The lsfs -v command shows inode dimension of file systems, as you can see in Figure 2-34. 
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    Figure 2-34   lsfs -v command output

    There are two other commands to monitor the inode utilization through CLI commands. These are not SONAS specific commands, which is why root access is required for running.

    df -i 

    The output of the df -i command is shown in Figure 2-35.
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    Figure 2-35   df -i command output

    mmlsfs filesystem |grep -i inode

    The output of the mmlsfs filesystem |grep -i inode CLI command is shown in Figure 2-36. 
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    Figure 2-36   mmlsfs filesystem lgrep -i inode

    You can see inode saturation levels on file sets as shown in Figure 2-37. 

    
      
        	
          [xivsonas.xiv34.aviad]$ lsfset gpfs0 -v

          ID Name Status Path       Is independent Creation time  Comment      Timestamp      Root inode Parent id Inodes Data Inode space owner Max inodes Alloc inodes Inode space free inodes Inode space used inodes

          0  root Linked /ibm/gpfs0 yes            4/3/13 4:08 PM root fileset 4/6/13 6:16 PM 3          --        0      0 kB 0                 100.000M   1.008M       99.980M                 20.512K

        
      

    

    Figure 2-37   File set inode consumption reports by file set
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Monitoring SONAS with Tivoli Storage Productivity Center 

    In this chapter, we provide an overview of configuring IBM Tivoli Storage Productivity Center to monitor your IBM SONAS. In a SONAS gateway environment, there are additional components that are not monitored by the SONAS built-in monitoring capabilities, for instance, the storage subsystem (XIV or Storwize V7000), and the SAN connection between the SONAS gateway and back-end storage subsystems. Monitoring these components is very important to ensure proper SONAS operation.

    IBM Tivoli Storage Productivity Center offers storage infrastructure management that helps optimize storage management by centralizing, simplifying, automating, and optimizing storage tasks associated with storage systems, data disaster recovery, storage networks, and capacity management.

    One of the new features of Tivoli Storage Productivity Center V5.2 is support for IBM SONAS and Storwize V7000 Unified as a NAS device. It provides discover and scan functions, and the ability to create reports. In addition to support for IBM SONAS and Storwize V7000 Unified as a NAS device, there is a centralized Command Line Interface (CLI) management capability within Tivoli Storage Productivity Center.

    We cover the following topics:

    •Configuration of SONAS in Tivoli Storage Productivity Center

    •SONAS monitoring capabilities of Tivoli Storage Productivity Center

     

    3.1  Configuration of SONAS in Tivoli Storage Productivity Center 

    In this section, we highlight the major steps of the configuration of SONAS in Tivoli Storage Productivity Center. You can find more detailed information about configuration and planning in the Tivoli Storage Productivity Center V5.2 Infocenter at this website: 

    http://pic.dhe.ibm.com/infocenter/tivihelp/v59r1/index.jsp

    3.1.1  Adding SONAS to Tivoli Storage Productivity Center 

    To add a SONAS system to Tivoli Storage Productivity Center, follow the normal procedure for adding a new storage subsystem:

    1.	Go to Tivoli Storage Productivity Center stand-alone GUI. Select Administrative Services → Data Source  → Storage Subsystems as shown in Figure 3-1.

    [image: ]

    Figure 3-1   Configuring SONAS to Tivoli Storage Productivity Center

    2.	Select the Add button, which will start the wizard as shown in Figure 3-2.
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    Figure 3-2   Configure SONAS device in Tivoli Storage Productivity Center

    3.	In the Device Type field (1), select IBM SONAS from the drop-down menu. Enter the IP address into the IP Address field (2). Select the connection method (3). For connectivity from Tivoli Storage Productivity Center, there are three options:

    a.	Upload new key: This will upload the default TPC SSH key1 to SONAS that will then be used for access. For this operation, we need to provide administrative access to SONAS, and then proceed to (4a) in Figure 3-2. 

    b.	Use existing uploaded key: Use this option if you already have an SSH key for access to SONAS and want to reuse this key. In our scenario, we select this option. Specify the location of the existing key by selecting the browse button next to (4b) in Figure 3-2. If the key has a pass phrase, you must enter it. The default Tivoli Storage Productivity Center SSH key does not have a pass phrase.

    c.	Use user password: This option is selected if you do not want to use an SSH key, but you want access with a username and password (4a) in Figure 3-2. 

     

    
      
        	
          Note: For the SONAS gateway, you can configure the block storage subsystem as well, which is below the gateway. In “Device Type” selection, you can find the block storage options. With Tivoli Storage Productivity Center, you can monitor the back-end of the environment regarding read-write IOPS, latency, and disk utilization.

        
      

    

    4.	Finally, you have to select which SONAS user will be used by Tivoli Storage Productivity Center. Either type the name in (5) or click Select User, which will launch a connection to SONAS, and collect the user possibilities. The possibilities will be shown in a window, from which you can select the SONAS user name.

     

    
      
        	
          Note: Create a user in SONAS for Tivoli Storage Productivity Center to able to separate Tivoli Storage Productivity Center operations in the Audit log. The recommended user name is admin.

        
      

    

    Figure 3-3 shows our device configuration, where we already have uploaded the SSH key to SONAS. In our case, we chose the option Use existing uploaded key. The SONAS user name for the device is admin. and we have pointed to the location of the key using the Browse button. Finally, we have added the pass phrase for the key.
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    Figure 3-3   Example for configuring a SONAS device

    The difference between using a user name and password, or an SSH key with pass phrase, is that with the SSH key with pass phrase, it provides an additional security layer. Both methods require a password or pass phrase, which basically is the same. The SSH key option requires that we also have a key, and therefore this option is the most secure option available.

    When we have finished the device configuration, by adding the new SONAS to either an existing or a new Monitoring group, a probe will automatically be launched. The probe will gather the following information about SONAS:

    •Cluster information

    •Nodes

    •File systems

    •Network Share Disks (NSD)

    •Pools

    •File sets

    •Shares (exports)

    •Quotas

     

    
      
        	
          Note: You can gather status, health, and descriptive information about the configured devices by probes. After the configuration, devices will be part of a default probe based on device type. You can create special probes as well in the Tivoli Storage Productivity Center stand-alone GUI by selecting IBM Tivoli Storage Productivity Center → Monitoring. Right-click Probe → Create Probe. On the right side, you can select the device groups or a special device, and you can configure when probe should run.

        
      

    

    When the initial probe has finished, you can start collecting file system information from SONAS. 

    3.1.2  Storage Resource Agent to collect file system information

    Statistics about capacity, usage, and trending of storage consumption on the IBM SONAS is collected by running scans. Data is collected through a proxy server, which has a Storage Resource Agent (SRA) running. The server needs to have access to the exports, file systems, and shares from the IBM SONAS that you would like to collect information about. 

    By running scans and using the results of those scans in reports, you can perform the following tasks: 

    •View all of the statistical information collected such as when files were created, accessed, and modified and by what group or user.

    •Generate historical views of storage consumption and utilization that show usage trends over time. System administrators can use these views to project and plan for future storage consumption.

    Deploying Storage Resource Agents

    There are two options for creating and installing an SRA: 

    1.	Deploy it from the Tivoli Storage Productivity Center stand-alone GUI 

    2.	Install it directly on the server using the CLI.

    To deploy the SRA from the stand-alone GUI, follow these steps: 

    1.	Go to the stand-alone GUI and select Administrative Services → Configuration and right-click Storage Resource Agent Deployments and Create Storage Resource Agent Deployments.

    2.	Set the connection parameters and authentication information (IP address, User, Password) as shown in Figure 3-4. 
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    Figure 3-4   SRA Deployment configuration

    3.	After you have added the server parameters, you should save the Deployment job, which will automatically start the installation of SRA to the configured servers.

    When installed, you need to probe the new SRA to get filesystem information, and afterwards you need to set up the scan. Both tasks are done from the stand-alone GUI.

    3.1.3  Probing SONAS

    You can create and schedule probes to gather information about different storage resources at regular intervals. Probes are data collection jobs that provide detailed asset and status information about your storage resources.

    To create a probe from the stand-alone GUI, follow these steps:

    1.	Select IBM Tivoli Storage Productivity Center → Monitoring. 

    2.	Right-click Probes and select Create Probe as shown in Figure 3-5.
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    Figure 3-5   Create SRA probe for SONAS

    You must save the probe before Tivoli Storage Productivity Center can collect data about storage resources.

    3.	Enter a name for the probe and click OK. An entry for the probe is displayed under the TPC Server Probes node in the navigation tree. The probe is run at the date and time specified in the schedule definition.

    3.1.4  Scanning SONAS

    Create and schedule a scan to gather usage information about your storage resources. 
To create the scan, follow these steps:

    1.	From the stand-alone GUI select Data Manager → Monitoring. 

    2.	Right-click Scans as shown in Figure 3-6. From the Edit Scan panel, select the Filesystems tab and select the SONAS system to be scanned. 
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    Figure 3-6   Create SONAS scan 

    3.	You must save the scan before Tivoli® Storage Productivity Center can collect data about storage resources.

    When the scan completes, you have collected and stored the SONAS file level information in Tivoli Storage Productivity Center.

    3.2  SONAS monitoring capabilities of Tivoli Storage Productivity Center

    There are two options to monitor a SONAS system with Tivoli Storage Productivity Center. You can use the old stand-alone GUI, or the new web-based GUI. With a SONAS gateway, you can monitor the entire data path from the disk to the file system. Tivoli Storage Productivity Center V5.2 includes SONAS and Storwize V7000 Unified support, however, performance monitoring is available only through a client server, with an SRA agent.

    3.2.1  Monitoring with the stand-alone GUI

    To get an overview of SONAS, go to the stand-alone GUI, and navigate to 
Disk Manager → Storage Subsystems. 

    Find the new SONAS system and double-click it. This will provide the high level information about status, version, and capacity as shown in Figure 3-7.
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    Figure 3-7   GUI display of SONAS details

    You can get a visible overview of the SONAS health status and the connected systems in the Topology viewer. In the stand-alone GUI, go to IBM Tivoli Storage Productivity Center → Topology → Storage.

    In the example in Figure 3-8, you can see our monitored storage subsystems, which are divided into separate boxes, based on their status.
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    Figure 3-8   Topology viewer for storage

    We look for our new SONAS system in the graphical view, or select it from the list at the bottom of the panel. In our example, we expand the storage group Normal based on Figure 3-7. You can see that the status in the lower right-side box is green, indicating Normal status. 

    All storage subsystems with status of Normal are presented in a window as shown in Figure 3-9. Locate the SONAS system and right-click it. 
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    Figure 3-9   Topology Viewer for SONAS

    The Topology Viewer shows a SONAS system as a file asset. In the Topology Viewer (Figure 3-10), you can find other monitoring and management options by right-clicking the storage system. You can jump to an asset view by clicking the left mouse button.
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    Figure 3-10   Topology view of SONAS

    The File Module window shows a high level view of what is configured on SONAS or Storwize V7000 Unified. If you click the expand button (1) in Figure 3-10 on page 42, you start drilling down through the various components in SONAS, getting more detailed information.

    It is also possible to see the relationship between the components. For example, if you select a filesystem, you can see what file sets are located on it. You can also see which NSDs and Shares it has associated with it, as shown in Figure 3-11.
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    Figure 3-11   Topology view, relationship inside SONAS

    Instead of drilling through the topology GUI, which can be difficult to navigate through, due to size, it is possible to jump directly to the resource component of interest. Use the tabs in the bottom of the panel as shown in Figure 3-12. Select the tab for the information you want to display (1), and expand it (2).
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    Figure 3-12   Topology Viewer showing SONAS details

    This will show the details of the selected resource in table format.

    Built-in reporting

    In Tivoli Storage Productivity Center, there is a reporting capability that helps you make different reports from the storage subsystems and storage environments. You can visualize the components and parameters of system changes by tables, charts, and graphs.

    The easiest way to get detailed information about SONAS is to use the reports available in the Tivoli Storage Productivity Center stand-alone GUI. To access the reports, select 
Data Manager → Reporting  → Asset → By IBM Storwize V7000 Unified/IBM SONAS. 

     

    
      
        	
          Note: Tivoli Storage Productivity Center uses the same reports for IBM SONAS and IBM Storwize V7000 Unified.

        
      

    

    Select the SONAS system you want to generate reports for. The available reports shown in Figure 3-13 include these:

    •Nodes

    •Pools

    •NSDs

    •File systems or Logical Volumes

    •Exports and Shares
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    Figure 3-13   Reports for SONAS in Data Manager

    Tivoli Storage Productivity Center V5.1 is the first version that supports SONAS and Storwize V7000 Unified. 

    In the next section, we provide examples of the reports available using Tivoli Storage Productivity Center to monitor SONAS.

    File Systems report 

    The first report we will look at is the detailed information about the storage pools file systems, as shown in Figure 3-14.
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    Figure 3-14   Tivoli Storage productivity Center reports for SONAS file systems

    We selected the file system named /ibm/TPC_511. In the right side of the window, you see information such as the size of the file system, the type of file system, and when it was scanned last. There is a nice graphic representation showing used capacity.

    Another possibility to see same information, but in different report format, is by going to 
Data Manager  → Reporting  → Asset  → System-wide  → File Systems of Logical Volumes  → By Available File System Space as shown in Figure 3-15. The window in Figure 3-16 is presented. 
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    Figure 3-15   Tivoli Storage Productivity Center SONAS report, system wide

    Click Generate Report (1) as shown in Figure 3-16. If there are many subsystems, it might be beneficial to limit the search by filtering on the hostname. Select Filter (2) and enter the SONAS hostname, or part of the hostname.
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    Figure 3-16   Tivoli Storage Productivity Center SONAS report, generate report

    The report data is shown in table format in Figure 3-17. Using the pie chart icon, you can generate graphs or charts from data. 
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    Figure 3-17   Tivoli Storage Productivity Center SONAS, system wide report 1

    The first part of the report shows the SONAS utilization information, scrolling to the right in the report for additional system data. 

    Another possibility for generating SONAS reports in the stand-alone GUI is to use the path Data Manager  → Reporting  → Asset  → IBM Storwize V7000 Unified/IBM SONAS as shown in Figure 3-18. There are several possibilities to generate reports on the SONAS system.

    [image: ]

    Figure 3-18   Tivoli Storage Productivity Center SONAS reports from Asset selection

    3.2.2  Web-based GUI monitoring

    The new Tivoli Storage Productivity Center web-based GUI provides new views on storage devices and relationships between different components. While there are functions that are available only through the stand-alone GUI, the new web-based GUI is user friendly and able to speed up the monitoring process.

    Accessing the web-based GUI

    The appearance of the Tivoli Storage Productivity Center web-based GUI is very similar to the SONAS GUI or the Storwize V7000 Unified GUI. To access the web-based GUI, use the following URL, where server_name is the name of your Tivoli Storage Productivity Center server:

    https://server_name:9569/srm

    In the web-based GUI, navigate to Storage Systems as shown in Figure 3-19.
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    Figure 3-19   Web GUI Storage Systems

    In the Storage Systems view, click the File Storage tab shown in Figure 3-20, and search for the monitored system. That is the first view where you can check the SONAS global system status.
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    Figure 3-20   Web GUI File Storage panel

     

    
      
        	
          Note: Searching for SONAS in Block Storage will return no results because Tivoli Storage Productivity Center manages SONAS as a File Storage device. You have to select File Storage for a monitored SONAS to be displayed.

        
      

    

    System overview 

    After you click the selected IBM SONAS, you will see a detailed overview of the system as shown in Figure 3-21. 
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    Figure 3-21   Web GUI detailed view of SONAS

    At the top of the window, you see the bread crumbs showing where you currently are, and allowing for going back to previous menus. The left side panel (1) displays general information about the selected SONAS and the internal resources. Each item under the General and Internal Resources headings are hyperlinks that allow you to jump directly to the item of interest. 

    At the top of the panel (2) is a Storage overview of SONAS. It shows the total, exported, and available capacity in TB. Below the Storage Overview there are two windows with historic information, showing the available and used space over the past 30 days. At the bottom, there is the Space by File System report showing the Largest File Systems created on SONAS. It is possible to change the information displayed in the two windows by clicking the arrow on the left side (3). Clicking the arrow will toggle through the available display windows.

    Actions pane information

    In the left pane, in the General section under Actions, you can see the status of last job run, and the most severe alert on SONAS.

    In the Internal Resources section, you can see details about different components within SONAS. This information is categorized as follows:

    •File Systems

    •Shares

    •Clusters

    •Nodes

    •Pools

    •Network Shared Devices (NSDs) 

    Properties panel

    Figure 3-22 shows the Properties panel of SONAS. This panel contains information such as the capacity, serial and IP number, and Probe job status. 
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    Figure 3-22   SONAS properties view

    File Systems view

    The File Systems view, under Internal Resources, provides details about capacity, file counts, and usage as shown in Figure 3-23.
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    Figure 3-23   SONAS file systems

    Scrolling to the right, using the scroll bar at the bottom of the panel in the right side of the window, you will find more information about file systems. See Figure 3-24.
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    Figure 3-24   SONAS file system links

    Using the web-based GUI capabilities, you can jump between different views using the links provided. You can reach the Network Shared Disks view from the System Overview page (Figure 3-21 on page 50) or you can click Arrayname in the NSD column in the File Systems window. Selecting the General tab in the Network Shared Disks window provides details about the status, capacity, ID, and type as shown in Figure 3-25.
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    Figure 3-25   Array information from the General tab in the Network Shared Disks window

    Clicking the File Systems tab in the Network Shared Disks window gives you the file system name, mount point, and capacity information as shown in Figure 3-26. Use the scroll bar at the bottom of the File Systems window to display additional information. 
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    Figure 3-26   File systems information from Network Shared Disks window

    Shares

    In the Shares view, under Internal Resources, you can view the exports for SONAS as shown in Figure 3-27. In this window, you can see the name of exports, the path, and the protocol that the exports are sharing. When an SRA is installed, Tivoli Storage Productivity Center V5.2 can correlate information and present the user with the possibility to jump directly to the properties for the server.
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    Figure 3-27   SONAS Shares view

    Clusters

    The Clusters option under Internal Resources provides basic information about SONAS, including the name and ID as shown in Figure 3-28. This is valuable information, especially in environments with multiple clusters.
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    Figure 3-28   SONAS Clusters window 

    Nodes

    Selecting Nodes under Internal Resources provides status information and details about the different hardware components within SONAS as shown in Figure 3-29.
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    Figure 3-29   SONAS Nodes window

    Pools

    The Pools option under Internal Resources shows details about the SONAS storage pools created on SONAS as shown in Figure 3-30. It shows the capacity of pools, the number of NSDs under pools, and the number of file systems in each pool. There are hyperlinks for jumping to detailed information for each component.
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    Figure 3-30   SONAS Pools window 

    Network Shared Disks

    Under Internal Resources, you can select Network Shared Disks as shown in Figure 3-31. This provides details such as which array the Network Shared Disks resides on, which pool is used, what the capacity is, and what file systems have been built on it. It also shows the status of each Network Shared Disk. 
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    Figure 3-31   SONAS Network Shared Disks window 

    Servers

    At the bottom of the of the Overview frame under Related Resources is the Servers link as shown in Figure 3-32 on page 56. Clicking this link will take you to a list of servers which have storage on the selected SONAS array, if there is a Storage Resource Agent (SRA) installed on them. We have provided a example Figure 3-32, where one of the servers connected to SONAS, has an SRA installed.
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    Figure 3-32   SONAS with connected SRAs

    Clicking the server in the right side pane will take you to the overview for the server as shown in Figure 3-33.
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    Figure 3-33   Server overview

    This example shows the flexibility of the new web-based GUI, that we are able to jump from one view, directly to related information.

    Exporting data 

    From all windows in the web-based GUI, it is possible to export the presented data to a file. 
To export data, select from the actions menu as shown Figure 3-34 select 
Actions → Export → File_format. You are given the option to export the information in CSV, PDF, or HTML format. 
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    Figure 3-34   Web-based GUI export data to file

     

    

    1 The default SSH key is located in C:\Program Files\IBM\TPC\device\conf\tpc_svc.pem 
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Monitoring SONAS with Arxview

    This chapter provides an introduction to the IBM business partner storage monitoring utility by Arxscan. This software solution is called Arxview Data Center Analytics Engine. It is a tool that can be used to monitor SONAS, along with many other data center assets. Arxview helps storage administrators prepare for accurate sizing and planning for Scale Out Service migration or upgrade. It also provides ongoing trending information.

    Arxview is a light weight solution that can be used to walk through client site networks to collect data on active resources. With proper access enablement, it can begin to collect valuable information about resource configuration, utilization, and performance, as well as capturing growth utilization and trends over time.

    We cover the following topics:

    •Arxview introduction

    •Installation procedure

    •Reporting with Arxview

     

    4.1  Arxview introduction

    The Arxview Data Center Analytics Engine is a passive, agentless application that provides unique storage usage metrics on demand while reducing and simplifying the workload of the technical IT staff.

    Arxview brings cutting edge visibility to your storage infrastructure. Users have unprecedented visibility into a full array of performance monitoring, capacity metrics, and resource utilization visualizations. This saves operators valuable time and resources and guarantees a balanced and fully optimized storage environment. Arxview's lightweight, web-based user interface brings a rich feature set to the forefront that can easily be viewed and shared throughout the organization. Detail on a broad group of performance factors, coupled with this flexible interface, delivers a uniquely valuable perspective. Figure 4-1 shows the Array Topology and Configuration report. 
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    Figure 4-1   Sample Arxview report for a large data center discovery

    At Arxscan, their mission is to help organizations define, classify, monitor, and trend data and all of the physical attributes of the storage it resides on. It maintains the information required to achieve greater value from existing assets, thus reducing overall data center costs.

    The goal of this IBM Redbooks publication is to introduce you to the tools as they apply to SONAS and SONAS gateway storage. However, it would not do justice to the tools if we did not expose the greater value and the magnitude of the scale of the information Arxview can provide. In this chapter, we will try to do the product some level of justice while remaining true to our goal of remaining focused on SONAS monitoring aspects.

    With a brief discovery, zero-touch deployment, and an almost immediate payback, the Arxview Data Center Analytics Engine by Arxscan is a tool your company can use to align its storage use with its vision of the future.1

    Arxview is a passive, agentless system that provides unique storage usage metrics on demand and maps data assets (SAN, NAS, and DAS storage, LUNs, disks, and virtual server assets) to the organizational structure of the business and identifies key utilization metrics in that context. 

    Arxview is distributed as a virtual server appliance and is available in both VMware and Hyper-V formats. Installation is as simple as this:

    •Importing the server appliance files into a hypervisor (ESX/VM Workstation/VM Server for VMware, Hyper-V for Microsoft) 

    •Setting the network properties for the Arxview virtual machine 

    •Adding credentials for the assets to be scanned 

    •Adding assets to the Arxview system by the web GUI

    The Arxview service connects to most types of storage hardware, as well as general systems of record, to generate a comprehensive, detailed map of your storage environment. 

    Arxview includes services to discover storage configurations, monitor system performance and events, and calculate end-user usage and allocation values. With proper preparation, an Arxview installation and discovery can be completed in about ninety minutes.

     

    
      
        	
          Note: It is important to note that at the time of this writing, Arxview does not capture performance data on SONAS storage specifically. It will track system status, configuration, and capacity utilization.

        
      

    

    4.1.1  Arxview data collection services

    Arxview is composed of a number of data collection services:

    •Arxview Core Services:

    These services run by default whenever supported storage assets are added to the inventory.

    •Storage Discovery Service:

    This service gathers configuration and capacity information from SAN arrays and NAS filers, including disks, LUNs, volumes, allocations, hosts, and capacities. It maps these objects to each other as well as to downstream consumers, (for example business units, SAN hosts) and upstream providers (for example, storage arrays, data centers, regions). This information is presented in a number of reports and visualizations within the Arxview web-based GUI.

    •Performance Monitoring Service:

    This service polls supported SAN arrays and NAS filers, gathering a wide range of performance metrics such as IOPs, data transfer, and system load. It presents this information in a variety of charts and tables within the Arxview GUI.

    •Event Monitoring Service:

    This service gathers real-time system events and alerts from supported SAN arrays and NAS filers. It links these alerts to dependent systems and business units, and presents them within the Arxview GUI.

    •Arxview Usage Discovery Service (optional):

    This service gathers volume capacity and usage information from end-user devices (Windows, UNIX, and Linux server volumes). It maps this information back to storage LUNs where applicable and displays a number of capacity and usage reports within the Arxview web GUI for each level, from individual device to host server to storage array to enterprise. Note that this service requires access credentials for each server. User level access is required for Linux and UNIX servers. Local administrator access is required for each Windows server.

    Usage Discovery Service

    To form a complete picture for the purposes of an assessment, Arxscan suggests that the Usage Discovery Service be enabled. That will provide actual end-user usage metrics in addition to capacity, allocation, and configuration data. 

    To enable the Usage Discovery Service, follow these steps:

    1.	Add server credentials to the Arxview product for all servers to be scanned. This may be done on a per-server basis or with domain/single-sign on credentials.

    2.	Enable usage discovery when scheduling the discovery service.

    4.2  Installation procedure

    In this section, we briefly discuss the requirements and procedure to install Arxview. For detailed information refer to the Arxview Installation Guide. You can download this document from the Arxscan Web Site at the following website:

    http://www.arxscan.com

    4.2.1  Installation requirements

    Because Arxview can be installed quickly and deliver usable information immediately, it is often used as a storage assessment tool. As such, several reports are available that provide a quick overview of enterprise capacities and usage, broken out by storage type (SAN, NAS, and DAS), storage tier, vendor, and host type. 

    Figure 4-2 is a summary of the server and network port requirements to install Arxview. 
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    Figure 4-2   Arxview minimum requirements2

    Infrastructure requirements are detailed in the Arxview Installation Guide. Figure 4-3 is a summary of the Infrastructure requirements from the Arxview Installation Guide. For additional information, download this document from the Arxscan Web Site at this website:

    http://www.arxscan.com
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    Figure 4-3   Arxview infrastructure requirements

    4.2.2  Required installation information 

    The following information and access must be available when configuring the Arxview services:

    •Arxview virtual machine root password:

    This will be supplied to you by Arxscan and can be requested from them at any time via email support at support@arxscan.com.

    •Network addressing information for Arxview:

     –	Hostname: The default is arxviewdcae.

     –	IP address

     –	Subnet mask

     –	Gateway address

     –	DNS server IP address 

    •Name of each region and data center to be monitored by Arxview

    •VMware console access to the Arxview virtual machine

    •Windows domain account or local server account for administrative-level access to each SAN host or virtual machine running Windows operating system. This is required when monitoring Windows server use. 

    •Linux credentials, single-sign-on, or per server for monitoring Linux and UNIX servers use

    •IP address or hostname for each SAN and NAS array

    •Administrator credentials for each SAN and NAS array

    •IP address or hostname for each Dell and HP blade chassis

    •Administrative or read-only access credentials for each Dell and HP blade chassis

    •VMware Virtual Center access credentials and server IP or hostname

    •Email configuration information:

     –	Your SMTP server name or IP address

     –	Your SMTP port number (typically 25)

     –	Username and password for the email account to be used for Arxview email alerting

    4.2.3  Installation process

    With the prerequisites in place, installation of Arxview is a rather simple process:

    1.	The virtual machine and the installation guide is obtained from Arxscan with an online registration process.

    Arxscan will send you the access information user and passwords through the process indicated in the product installation guide. The virtual machine is simply imported in your hypervisor.

    An Arxview representative will work with you to get your virtual machine instance initially configured properly to communicate with the assets in your environment. As some of the tasks may vary depending on your needs and architecture, we will not attempt to present each detail here. You must work with your Arxview representative to install the product initially. Only the assets set up with proper authentication are polled.

    After the virtual machine is configured, there are only a few tasks remaining:

    a.	Assume administrator or “root” privileges: su – root.

    b.	Enter the root password if requested.

    2.	Launch the Arxview setup program with the arxsetup command shown in Figure 4-4. After the ‘-s’, enter a space-separated list of the equipment types in the environment, as shown in this figure.

    
      
        	
          In order for thre Arxview to detect IBM SONAS you first need to run an “arxsetup” command from the VM CLI:

           

          /usr/bin/arxsetup -s ibmxiv ibmsonas

        
      

    

    Figure 4-4   Arxview CLI setup for SONAS detection

    Here are the supported equipment types and the associated names to enter in the arcsetup command:

     –	Dell EqualLogic: eql 

     –	 EMC Clariion: emcclar 

     –	 EMC DMX: emcdmx 

     –	 EMC VMAX: emcvmax 

     –	 FalconStor: fstor 

     –	 HP 3Par: 3par 

     –	 HP EVA: hpeva 

     –	 HP LeftHand: hplefthand 

     –	IBM SONAS: ibmsonas 

    At the time of writing this book, the ibmsonas parameter is not in the panel output; however, it is a valid, supported option. 

     –	 IBM SVC: ibmsvc 

     –	 IBM XIV: ibmxiv 

     –	 NetApp: netapp 

     –	 Pillar Data Systems: pillar 

     –	 Promise: promise 

     

    
      
        	
          Note: It is not necessary to manually add each category of equipment. Arxview will walk through your network to detect instances of equipment types. Arxview will discover any hosts associated with storage arrays and automatically add them to the inventory. 

        
      

    

    4.2.4  System authentication

    System authentication is set up using the CLI command arxsecurity as shown in Figure 4-5. Specify the solution to be added by selecting the appropriate item number. Select item 21 to add the IBM SONAS credentials. A batch script will prompt you for input in defining the item identification and authentication (see Figure 4-5).

    [image: ]

    Figure 4-5   Arxsecurity script capture with IBM SONAS selected 

    As shown in Figure 4-6, you will use the SONAS management service IP to establish credentials for a SONAS Administrator level user. We suggest that the user be added to SONAS as an Arxview account user. This will allow you to easily identify the Arxview account user in SONAS audit logs.
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    Figure 4-6   Arxsecurity script to establish proper system authentication credentials.

    After the assets are defined, it takes a little time to begin collecting useful data. On average, within 90 minutes of virtual machine installation, you will have active content for review within the Arxview tool set.

    Open the Arxview application in the browser by navigating to http://localhost and log in to the Arxview application with the credentials provided by your Arxview representative.

    4.2.5  Passwordless SSH

    You will want to set up SONAS to have passwordless SSH access from the Arxview server. This passwordless SSH may or may not be required for different service monitors. It is required however, between SONAS and the Arxview Data Center Analyzer service. Work with your Arxview representative to determine how and when this will be required in your environment.

    4.3  Reporting with Arxview 

    In this section, we show how to use the GUI to generate reports. The focus is on SONAS reporting, however, we will look briefly at other functions provided in the GUI. 

    4.3.1  Administration tab 

    To generate reports, proceed as follows:

    1.	Log in to the Arxview GUI. Figure 4-7 shows the Arxview GUI login. 
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    Figure 4-7   Arxview web GUI Login

    2.	Create the asset hierarchy as part of the initial Arxview set-up. This can be updated and changed through the administrative panels within Arxview at any time after the initial set-up.

    3.	From the main panel, select the Administration tab to add your SONAS, switches, and back-end storage devices (see Figure 4-8). Arxview will automatically discover the devices and begin to collect data. 

    4.	SONAS is shown under the NAS link in the left side pane. With your SONAS highlighted in the Arxview NAS section of the GUI, select the Administration tab. In the SERVER / ASSET INFORMATION ADMINISTRATION panel, enter the following information for SONAS to allow the Arxview tools to access it:

     –	Server / Asset Name: SONAS cluster name

     –	Vendor: IBM 

     –	Model: IBM SONAS (SONAS)

     –	Mgmt IP Address: SONAS Management Service IP

     –	Mgmt Port Number: For SONAS, this is port 1602

     

    
      
        	
          Note: First time data collection can take up to 90 minutes to begin charting.
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    Figure 4-8   Arxview web GUI Administration tab to add SONAS

    5.	Refer to the Arxview Administration Guide for information about how to install non-SONAS assets. You can download this document from the Arxscan Web Site at this website:

    http://www.arxscan.com

    Note that individual hosts (SAN hosts, virtual machines) do not need to be added. They will be auto-discovered in the course of the storage asset discovery. Figure 4-9 is a list of what needs to be added manually and what will be automatically discovered by Arxview. It is taken from the Arxview configuration guide.
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    Figure 4-9   Automatic verses manually discovered assets

    4.3.2  Summary tab

    When you log into the Arxview GUI, you see the Summary view of your installation as shown in Figure 4-10. The default Summary view shows enterprise capacity information. 
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    Figure 4-10   Arxview GUI Summary view

    Note that SONAS assets are shown under the NAS link in the left side pane. Selecting the SONAS system will display the summary for it, as shown in Figure 4-11. 
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    Figure 4-11   Arxview Web GUI summary for selected SONAS

    The Summary tab drop-down menu provides options for how data will be presented. Figure 4-12 shows the resulting display when the Summary option is selected for SONAS. The data is presented in graph format. 

    With Arxview, you can manage many SONAS systems along with all of your other data center assets.
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    Figure 4-12   Arxview web GUI Summary tab drop-down

    Figure 4-13 shows Storage Utilization in a table format by selecting the Data tab under the graph shown in Figure 4-12.
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    Figure 4-13   Arxview display in Graph or Data tables

    Note that any Graph data can also be viewed or exported in Data table format. To export the data, click Export on the upper left of the Data table as shown in Figure 4-14. You can export data to the format of your choice in order to share or view later. 
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    Figure 4-14   Data export function 

    Figure 4-15 shows a close up view of the information that Arxview is collecting on SONAS specifically that is presented in Figure 4-12 on page 70. The list provides the configuration data with a count of instances reported on the SONAS solution, including these:

    •View IBM SONAS Disks (16)

    •View IBM SONAS File Systems (2)

    •View IBM SONAS File Sets (4)

    •View IBM SONAS Pools (2)

    •View IBM SONAS Quotas (11)

    •View IBM SONAS Nodes (6)

    •View IBM SONAS Network Groups (2)

    •View IBM SONAS Networks (1)

    •View IBM SONAS Network Interfaces (12)

    •View IBM SONAS Peer Snapshots (0)

    •View IBM SONAS Snapshot Rule Associations (4)

    •View IBM SONAS Snapshots (32)

    •View IBM SONAS Replication Configurations (0)

    •View IBM SONAS Replication Targets (0)

    •View IBM SONAS Replication File System Relationships (0)

    •View External Disk Mappings (10)
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    Figure 4-15   Arxview access to SONAS configuration information

    The items in the configuration information list are hypertext links. When you click a hypertext link, a browser tab opens with worksheet-like tables to present the information in context. These tables may contain links to other data that, when selected, will open yet another tab to view that data. Figure 4-16 shows the IBM SONAS File Systems panel.
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    Figure 4-16   Arxview file system information

    The file system information in Figure 4-16 can be exported to your local machine by clicking the Export hypertext.

    4.3.3  Data Center tab

    There are several options available under the Data Center tab as shown in Figure 4-17. We will focus on the Topology report. 
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    Figure 4-17   Arxview Web GUI - Data Center tab drop-down

    The Topology report in Arxview does not show a tremendous amount of information for SONAS alone. However, it shows all the SAN and NAS devices, along with their relationship to the servers and clients that are also captured with the Arxview tools. A sample Topology view is shown in Figure 4-18.
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    Figure 4-18   Arxview Enterprise Topology view

    4.3.4  Shares tab

    Figure 4-19 shows the Shares view in our lab example. This is small in comparison to what it will look like in a large data center with many heterogeneous file servers, or a large SONAS solution with thousands of users.
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    Figure 4-19   Arxview Web GUI Shares tab drop-down

    The example in Figure 4-20 shows what a large heterogeneous NAS might look like.
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    Figure 4-20   Arxview - Managing Shares from heterogeneous assets with share activity

    4.3.5  Notes tab

    The Notes tab allows administrators to track events and maintenance for the Arxview defined assets as shown in Figure 4-21. This can be used for keeping track of planned and unplanned maintenance. 
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    Figure 4-21   Arxview web GUI Notes tab

    4.3.6  Administration tab additional functions

    In “Administration tab” on page 67 we showed how to add your SONAS, switches, and back-end storage devices as assets to Arxview. 

    The Administration tab offers a very wide variety of tool customization portals and views such as application users, email configurations, and call home, along with storage tier assignments and chargeback tool sets. Figure 4-22 shows a few of these portals.
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    Figure 4-22   Arxview Web GUI - Administration tab drop-down

    Figure 4-23 shows the Arxview User Administration panel. 
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    Figure 4-23   Arxview User Administration portal

    The Email/SMS and Alert Configuration panel in Figure 4-24 allows you to configure the asset you will use to send Email and associated parameters.
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    Figure 4-24   Arxview web GUI - Email Home setup for alerting purposes

    The Tier Value Administration Portal (see Figure 4-25) lets you set values for storage types. The Tier values relate to type of storage assigned within each Line of Business.

     

    
      
        	
          Note: The cyclical nature of data collection and analysis in your Arxview solution will not likely show value as a primary alert monitoring solution. However, it will track unresolved issues over time, and that information is valuable to asset managers.
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    Figure 4-25   Arxview - Tier Value Administration portal

    After the default tier values are assigned, chargeback costs can be set to sub-tiers within each Type of Storage (see Figure 4-26).

    [image: ]

    Figure 4-26   Arxview Administration Chargeback Portal

    Arxview allows you to set up data center boundaries for all your assets. This helps you keep your asset views aligned with where assets truly exist. Figure 4-27 shows the Data Center Administration panel.
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    Figure 4-27   Arxview - Administration Portal for adding Data Center definitions

    By grouping the registered devices by Data Center and Line of Business, you can really begin to manage realistic chargeback and geographically aligned utilization levels for services in your control (see Figure 4-28).
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    Figure 4-28   Arxview Administration Alert Thresholds portal

    An important feature of Arxview is its ability to graphically represent the status of both assets and logical Line Of Business’ using color coded icons. The icons represent where each element is in regard to allocation or capacity (see Figure 4-29).
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    Figure 4-29   Color coded alert thresholds help to visualize issues quickly

    The Arxview solution is an excellent tool for collecting and monitoring a wide variety of Data Center Assets. Over time, this can certainly prove its value with long term trending and providing that single pane of glass for asset management.

    The graphic in Figure 4-30 is a high level summary of NAS assets over a long period of time.

    Arxscan through IBM services does offer short term licensing for temporary Asset inventory, configuration, and data collection and performance evaluation. This can dramatically simplify asset awareness before a large service upgrade, data migration, or even company merger and asset consolidation effort when other tools do not exist to help you manage that effort.
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    Figure 4-30   Arxview web GUI long term value graphic

    As you can see in the long term data collection screen captures in Figure 4-30 and in Figure 4-31, Arxview provides real value in asset management where you take advantage of looking at status across large sites of varying assets. The utilization metrics in tables and charts provided by Arxview can help you identify if you are using your assets wisely. 
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    Figure 4-31   Arxview - managing multiple heterogeneous NAS devices

    Licensing

    Arxscan through IBM services does offer short term licensing for temporary Asset inventory, configuration, and data collection, and performance evaluation. This can dramatically simplify asset awareness before a large service upgrade, data migration, or even company merger and asset consolidation effort when other tools do not exist to help you manage that effort.

    4.3.7  Staging lines of business 

    Staging your lines of business logically is an optional step and is not required unless you are tracking assets by line of business for chargeback purposes. 

    The Line of Business view allows you to organize your assets for chargeback and billing reference. From the main GUI, click the LOB tab as shown in Figure 4-32. 
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    Figure 4-32   Arxview Web GUI - Line Of Business drop-down

     

    
      
        	
          Note: Data Center and Lines of business are optionally configured to help you define asset owner groups. The owner groups are for identifying utilization or chargeback values for resources associated with a particular site or group. If not defined, they will be grouped under the default entries.

        
      

    

    The “Staging LOB < -- > Share Configuration” page will load, showing a blue area divided into two rectangular areas:

    1.	In the area on the left, you will see an object named Enterprise. Right-click this object and choose the Rename option. The word Enterprise will become editable.

    2.	Rename Enterprise to the desired enterprise, typically your company name, and press Enter.

    3.	In the header on the right side of the panel, click the Switch to Physical View button.

    4.	Expand the tree on left to show the default Region_1 region.

    5.	Expand the tree again to show the default Data_Center_1 data center:

     –	Create a region and data center hierarchy as you would like it to appear in Arxview.

     –	Select the default region (via left-click).

     –	Choose Edit Region from the drop-down menu in the middle of the page header.

     –	Enter the name of your first region.

     –	Edit the default data center.

     •	Select the Data Center object and choose Edit Data Center from the drop-down menu.

     •	Edit the name field to the desired name. Any other fields may be filled in but they are optional.

     •	Scroll to the bottom of the page and click Update.

    Adding additional regions (if necessary)

    Complete the following steps to add additional regions:

    1.	Select the Enterprise object and choose Add Region from the drop-down menu.

    2.	Enter the name of the new Region and click Create.

    Adding additional data centers (if necessary)

    Complete the following steps to add additional data centers:

    1.	Select the appropriate region and choose Add Data Center from the drop-down menu.

    2.	Enter the name of the new data center.

    Note that other fields may be filled in, but they are optional.

    3.	Scroll to the bottom of the page and click Create.

    Adding assets to data centers

    For each physical object (arrays, filers, VirtualCenter database servers), complete the following steps to add assets to a data center:

    1.	Select the appropriate data center object.

    2.	From the drop-down menu at the top of the page, choose Add New <asset_type> to <datacenter_name>.

     

    

    1 The Arxview Data Center Analytic s Engine Data Sheet

    2 Arxview Installation Guide
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Monitoring SONAS with Galileo

    In this chapter, we introduce the Galileo Suite Storage Monitoring product, showing its installation, configuration, and use. We look at the integrated features as they apply to the SONAS product and the value of monitoring your SONAS services with the Galileo Performance Explorer. 

    We cover the following topics:

    •Monitoring with Galileo

    •Installation

    •Summary

     

    5.1  Monitoring with Galileo

    The Galileo Performance Explorer is expanding its breadth and depth of data collection for server and storage performance with several new reporting enhancements to include SONAS monitoring. Figure 5-1 shows the Galileo web GUI. 
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    Figure 5-1   The my.Galileosuite.com web GUI”

    5.1.1  Galileo highlights

    The new agent for IBM Scale Out Network Attached Storage, in the latest release of Galileo, charts performance of your IBM Scale Out Network Attached Storage (SONAS) controller in 92 unique charts addressing 101 different metrics. This set of charts enables you to view storage configurations and capacity while tracking performance over time, from a single pane of glass. These charts provide easy access to the information needed to monitor and manage petabytes of SONAS storage capacity more efficiently.

    Enhanced configuration information is readily available from the Graphical User Interface (GUI). Recently updated Galileo agents for Linux and Windows Server operating systems add on-screen displays for server configuration viewable in the Galileo portal. No matter which type of Galileo-compatible server operating system you are running, you now have access to the current configuration status without having to log-in directly to the server. This ability to view firmware and software revisions, volume group information, filesystem information, resource allocation, network information, and hardware configuration with Galileo reports in a single pane of glass expedites troubleshooting and system administration. The GUI also provides online help panels to assist all users in taking full advantage of the new features.

    Galileo's IBM AIX OS and Linux OS agents now display detailed file system and file set capacity data for each filesystem, represented in its own separate bar chart display.

    Having key configuration information available “at-a-glance”, provides context for systems administrators to interpret and respond to Galileo performance information visible on the same panel. This key configuration information includes system model, serial number, firmware revisions, processor type and speed, and other detailed CPU information. 

    To really get an appreciation for the data collected and presented by Galileo Suite software, you simply need to get a trial based installation in your environment. The expert Galileo Team will help you to install and evaluate the solution.

    5.1.2  Galileo workflow

    The my.GalileoSuite.com service is hosted by “The ATS Group,” an IBM Services Business Partner. It provides access to the service through secure web server services.

    Galileo is a remotely accessed web portal service that allows you access to your storage infrastructure capacity, configuration, and performance trending information from anywhere in the world. The Galileo communication workflow is shown in Figure 5-2. 
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    Figure 5-2   Galileo Suite Communication workflow

    The solution uses a Proxy Server in your environment to run an agent based data collection from your storage and server entities from the Proxy server, through passwordless SSH, to the end devices. Following strict rules of engagement and firewall clearance it will collect, store, and pass the data from the client’s infrastructure resources to the externally managed Galileo web service.

    With special access definitions (coordinated between the Administrator and the Galileo staff) authenticated users can then gain access to the services that their user account has explicit access to.

    In the case of SONAS, you could have access to SONAS, its fabrics, storage devices, and clients for monitoring configurations, capacity, and performance. In the case that you might have several clusters or data centers, Galileo allows you to group entities together for ease in tracking and evaluating the devices as you need to.

    5.2  Installation

    To begin, register for a free trail. You will then work with the Galileo team resources to get access to agents and installation guides to begin to setting up a proxy server in your environment. The proxy server will perform the data collection and push it to Galileo Suite servers.

    5.2.1  Galileo agents

    Data collection agents are installed on data collection servers in your data center network. You install the agents that represent the data that you want to capture or monitor. The Agent Server (your data collection server) then sends the data collected in five minute increments from the agents to the my.GalileoSuite.com server via secure network protocols every 20 minutes. 

    The updates can be polled manually as well. Manual polling will not probe the service entity, but rather collect a fresh update from the proxy (the data that is cached for being sent every 20 minutes). 

    Galileo login will point to agents that can be downloaded and installed on your proxy server for collecting data from the defined entities. These agents, in some cases, run on several platforms. At the time of the writing of this book, agents for the following platforms and services are available:

    •Data agent for Windows File Servers:

     –	2.5.2-0

     –	Runs on Windows:

     •	i386—gpe-agent-data-2.5.2.windows.i386.msi

    •svc agent for SVC and V7000:

     –	2.4-4

     –	Runs on Linux:

     •	i386—gpe-agent-svc-2.4-4.linux.i386.rpm

     •	ppc—gpe-agent-svc-2.4-4.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-svc-2.4-4.aix.ppc.rpm

    •scp agent for special tranfers:

     –	2.3-1

     –	Runs on Linux:

     •	i386—gpe-agent-scp-2.3-1.linux.i386.rpm

     •	ppc—gpe-agent-scp-2.3-1.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-scp-2.3-1.aix.ppc.rpm

    •nmon agent for Windows:

     –	2.5-8

     –	Runs on Linux:

     •	i386—gpe-agent-nmon-2.5-8.linux.i386.rpm

     •	ppc—gpe-agent-nmon-2.5-8.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-nmon-2.5-8.aix.ppc.rpm

    •SONAS agent:

     –	1.0-4

     –	Runs on Linux:

     •	i386—gpe-agent-sonas-1.0-4.linux.i386.rpm

     •	ppc—gpe-agent-sonas-1.0-4.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-sonas-1.0-4.aix.ppc.rpm

    •Comm agent for networks and fabrics:

     –	2.5.2-0

     –	Runs on Windows:

     •	i386—gpe-agent-comm-2.5.2.windows.i386.msi

     –	2.4-2

     –	Runs on Linux:

     •	i386—gpe-agent-comm-2.4-2.linux.i386.rpm

     •	ppc—gpe-agent-comm-2.4-2.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-comm-2.4-2.aix.ppc.rpm

    •xiv agent for XIV monitoring:

     –	1.0-3

     –	Runs on Linux:

     •	i386—gpe-agent-xiv-1.0-3.linux.i386.rpm

     •	ppc—gpe-agent-xiv-1.0-3.linux.ppc.rpm

     –	Runs on AIX:

     •	ppc—gpe-agent-xiv-1.0-3.aix.ppc.rpm

    •ds agent for DS line:

     –	2.3-3 Runs on Linux:

     •	i386—gpe-agent-ds-2.3-3.linux.i386.rpm

     •	ppc—gpe-agent-ds-2.3-3.linux.ppc.rpm

     –	2.3-3 Runs on AIX:

     •	ppc—gpe-agent-ds-2.3-3.aix.ppc.rpm

     

    5.2.2  Galileo solution installation and configuration 

    Installation of Galileo begins with registering an account with the Galileosuite.com website and requesting a demo trial.

    Installing and configuring the Host Agent

    Install the agent installation packages (RPMS) and execute the COM procedure to register with the cloud service. The Site name will be whatever you name it. The screen captures used will show the Site name at the top of the panels, so you might want to consider this before committing to a Site name.

    When the site and your userid are active, you can proceed installing. Within an hour of initiating data collection, you should begin to see data via the my.GalileoSuite.com website login. 

    The Galileo Suite solution professionals will be in contact and assist you as needed in your trial with follow on assistance for obtaining final licensing.

     

    
      
        	
          Note: Use Google Chrome or Firefox web browsers for best results.

        
      

    

    Complete the following tasks to install and configure the Host Agent:

    1.	Confirm the configuration.

    2.	Download the agent code.

    3.	Install the agent.

    4.	Register SONAS.

    5.	Convert keys to OpenSSH.

    6.	Configure the agent.

    7.	Validate connectivity.

    Figure 5-3 shows the information for installing the Galileo SONAS agent on a Linux server taken from the Galileo product documentation. 
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    Figure 5-3   SONAS agent install on a Client LAN based server

    Figure 5-3 and Figure 5-4 are captured from the Galileo Agent installation guide that is available to download from the Galileo web site after you have registered:

    https://my.galileosuite.com

     

    
      
        	
          Note: The Galileo Suite application service representative will contact you and walk you through your installation process. Details will vary depending on your specific needs. These snapshots are provided to give you an idea of what that effort may look like.
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    Figure 5-4   SONAS Agent Install on a client LAN based server - next steps

    Figure 5-5 is a continuation of the SONAS installation in our lab example. It shows the installation we followed in our lab with some minor additional assistance from our Galileo representative.
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    Figure 5-5   SONAS Agent Install on a client LAN based server - final steps

    5.2.3  Reporting with the Galileo solution

    In this section, we take you through reporting with the Galileo solution. 

    Dashboard customization

    After about an hour of data collection from the SONAS Agent, you can log into the my.GalileoSuite.com web enabled service and you will begin to see data as shown in Figure 5-6.
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    Figure 5-6   My.GalileoSuite.Com web enabled Service Dashboard

    As you can see at the top of the dashboard status panel, you get a list of status and configuration data, some of which has hyperlinks to more detailed information about that specific topic.

    You can see information such as the SONAS code level, GPFS code level, and actual status summaries.

    In Figure 5-6, you can quickly see that the health of the cluster is OK. However, GPFS is reporting a Not OK status. This is highlighted in Figure 5-7.
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    Figure 5-7   My.GalileoSuite.com web enabled Service Dashboard (with error highlighted)

    If you hover over the GPFS Status, you will be presented with additional information. You can see that mgmt002st001 is down as shown in Figure 5-8. 
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    Figure 5-8   Hoover expansion on status information hyper text - shows down status on one node

    The Dashoard Bar is the first (top) bar in the Galileo web display. By selecting “star” in the upper right corner of any chart that you feel is critical, it will automatically be added to your dashboard view panel. See Figure 5-9.
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    Figure 5-9   Star, select to add to dashboard, and Info-Help-button

    By selecting the “i” button just to the right of the “star” a browser pop-up will provide additional information about the subject of the chart selected. This can be useful in helping you to navigate the value of the chart or any of its details.

    Timezone, Refresh frequency, and Range are defined in the upper left panel of the GUI as shown in Figure 5-10.
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    Figure 5-10   Refresh option defines the chart refresh rates.

    Through the Control Panel pane on the left side of the GUI, you can customize the Range for the period you want to view, Timezone, and Selected System for the reports, as shown in Figure 5-11. 
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    Figure 5-11   Galileo dashboard Control Panel

    The Range panel allows you to set the reference period you want to view. The Galileo tools will collect five minute data samples for performance statistics. The larger the range of data, the greater the averaging will appear in the chart. Although the chart view will appear to be averaged, the five minute data is not disassociated. By drawing a window of sub-chart information, the details get more granular down to the five minute data. By selecting data versus the chart, you will see that five minute data represented. This is very useful to capture historical reports.

    Figure 5-12 shows an example of the sub-chart window capture and the data chart details.
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    Figure 5-12   Sub-chart window selection drawing a window of time segment

    Selecting a specific chart by clicking it causes the chart to pop-up in a separate window, adding features for manipulating the presentation of data from the chart. You can define a sub-slice of time to see data more clearly, or export the data, or view only certain aspects of the chart. You can even change the axis parameter or Max or Avg value views. This provides exceptional flexibility as shown in Figure 5-13.
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    Figure 5-13   Data view of the selected time slice (five minute increments)

    After the Range is set, you can start reviewing the data most useful to you. 

    As mentioned previously, the dashboard section is at the top of the list. It will only be populated by selecting the Star in the upper right corner of panels (highlighting it to gold) for the chart you want to see in your Dashboard (see Figure 5-14). Configuration data is a useful component to have in your dashboard as it will keep you up to date on whether the cluster is healthy or not. Ensure that the Refresh rate is not turned off in the control panel to receive updates.
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    Figure 5-14   The Galileo monitoring service will look at a broad selection of data for SONAS

    Other useful charts will help you manage capacity, use of storage tiers, file system, file set data, and work load information from both the front-end devices and the back-end devices.

    Configuration Data panel

    Within the reports available in the GUI, there are hyperlinks that provide detailed information. For example, in the Configuration Data report in Figure 5-15, the Cluster Health hyperlink provides details on the individual nodes. 
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    Figure 5-15   Expanded Health Status from the hyperlink button on the right of the topic

    The Health Status will summarize if it is OK (all good). Clicking the hyperlink will expand a small window with detailed information about the services running on each node as shown in Figure 5-16.
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    Figure 5-16   GPFS Health Status expansion button

    Note that Replication status is also collected and displayed (if replication is active on the monitored SONAS cluster). In our environment Backups and Replication were not enabled in the lab, so we did not include the screen captures in our descriptions.

    As you can see in Figure 5-17, by clicking the Interface Node hyperlink button, you can see node specific details such as the internal IPs for each node, and their serial numbers. You can see which node is working as the Active management node. 

    [image: ]

    Figure 5-17   Interface node status from the Configuration table

    When you select the Storage Nodes, you will see detailed information about the nodes. This includes their code level, serial number, and internal host IP as shown in Figure 5-18.
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    Figure 5-18   Storage node information from the Configuration panel

    When you select the hyperlink for the Network Interfaces, you see the details on each interface node for all external networking. You can see which node is running which IP for client communication. You see all the subordinate port status for each network device as well as mac addresses, as shown in Figure 5-19.
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    Figure 5-19   Network configuration information from the Configuration panel

    When selecting the Disks hyperlink from the Configuration panel, you see the advanced information for all of the NSDs provisioned to the SONAS cluster as shown in Figure 5-20. The Disks report contains the device name, the storage node preference information, the size, pool, data types, and consumption values as they exist and pertain to each individual NSD device.
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    Figure 5-20   SONAS disk configuration information from the Configuration panel

    If your cluster is using multiple disk types, then selecting the hyperlink by the Disk Pools section of the configuration panel will expand the view of details. A new window opens with details on the file system it is assigned to, the pool name, size, and consumption values as shown in Figure 5-21.

    [image: ]

    Figure 5-21   File system Disk Pool information from the configuration details

    The Pools hyperlink information will show the name, size, and consumption of all disk pools associated with your SONAS cluster file systems. Our lab example had all devices defined in the system pool as shown in Figure 5-22. 
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    Figure 5-22   Disk Pool Information from the Configuration Panel

    The Fileset Quotas hyperlink displays quota information by file system and group type. Information about users, groups, and file sets with their relative Quota consumptions and the date of last update is displayed (see Figure 5-23). 
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    Figure 5-23   Quota Information can also be drawn from the Configuration panel

    The Filesets hyperlink displays detailed information about each SONAS file set (see Figure 5-24. This information includes the file system it is associated with, whether it is linked or not, the file set path name, whether it is dependent or independent, the creation date, and the date of the last update.
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    Figure 5-24   Fileset data can be reviewed from the Configuration Data panel

    The Shares hyperlink lists details of each of the shares defined on the cluster as shown in Figure 5-25. It displays the share name, path, the protocols enabled on the share, whether it is active or not, and the share options defined on each share.
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    Figure 5-25   Shares configuration information can be reviewed from the Configuration panel

    As you can see in Figure 5-26, an exhaustive amount of data is reviewable from the rather small configuration panel view in the Galileo Dashboard tool. It is for this reason we suggest that this panel be checked (select the gold star in the upper right) to promote the panel to the dashboard view. 
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    Figure 5-26   The Configuration panel will display Replication and HSM migration status

    After the dash board is selected, and the refresh rate is set to two or five minutes, you can rely on accurate status updates from the tools in the dashboard.

    We continue the solution introduction by continuing to work our way down through the panels. We show the graphic capabilities of the tools and describe the values of each.

    Capacity panel

    The Capacity panel in Figure 5-27 shows an active summary of the capacity of the SONAS cluster, the Storage Pools, and the File systems within the cluster. 
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    Figure 5-27   The capacity panel in the Web GUI

    Note that next to the capacity labels in each status bar there is a hyperlink to more details on each disk (as shown in Figure 5-28). 

    There is significant detail in the data from selecting the hyperlink. This information shows the devices that were provisioned to the cluster from storage, their configuration, and even the storage node preference which will do the work for that device (by default).
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    Figure 5-28   Capacity panel Cluster Storage hyperlink

    The File system hyperlink from the configuration panel provides detailed information about the file system configuration and status. It displays the name, size, consumption, as well as node consumption. The file system settings such as block size, allocation pattern, and mount point definition are also displayed as shown in Figure 5-29.
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    Figure 5-29   Hyperlink selections from the Capacity panel

    Cluster panel

    The general Cluster panel (see Figure 5-30) gives access to several charts that pertain to overall cluster information. The high level view of the charts can highlight peaks or valleys in cluster activity. These peaks and valleys can often tell a valuable story to the administrator. Perhaps these peaks or valleys are related to user’s activity, or some kind of an internal cluster event that changes the workload characteristics. Trending these charts over long periods of time (such as an annual report range), can sometimes show upward trends that might help draw conclusions on when you might consider cluster growth or expansion.
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    Figure 5-30   Several sub-charts available in the Cluster panel 

    By clicking each chart individually, it will produce a pop-up chart that allows you to survey the details at as granular a level as needed. This granular level can be from the one year sample to a five minute update in the range as shown in Figure 5-31. You simply map a selection square in the time period model, and narrow the focus. This time slot can be compared to any chart available in the cluster report, at any time, and presented in any time zone. If the people in California are complaining about activity at one time, and the people in Chicago are complaining about another, the relative time zone is selectable across the board.

    The Cluster panel shown in Figure 5-30 allows for review of the following pop-out charts:

    •Cluster Throughput

    •Cluster Client Network Throughput

    •Cluster Read/Write latency

    •Cluster Open/Close Latency

    •Cluster Create/Delete Latency

    •Cluster Read/Write Operations

    •Cluster Open/Close Operations

    •Cluster Create/Delete Operations

    The Cluster statistics can be a great high level gage, as it typically relates to the overall service indicators and to the data across all the resources from front-end to back-end.

    Scenario

    As you can see in Figure 5-31, there is a disturbing spike in the latency pop-out chart that is followed by unusually high latency.
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    Figure 5-31   Cluster Chart - with Latency Panel pop-out 

    You can draw down on the information in the report and pull some critical information. The other charts in the panels will also show the time relative impacts that correlate to that spike.

    As you can see in Figure 5-32, the cluster shows an event transpired at approximately 19:26 on 11/11 that spiked latency to 815ms. Now, if we track the issue, we are likely discover that this is the moment that we lost a controller in the storage configuration. And latency continued to be impacted for a short period after the event. 

    As you become familiar with these tools, you will see more or less value in some panels for your quick assessment on the overall status of the solution. These are typically the panels or boxes on which you will check the star box, to promote them to your dashboard for quick review. This helps you to quickly drill down for deeper problem analysis, and focus your monitoring and problem determination efforts. 
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    Figure 5-32   Drag and drop time slicing and pin-point timing

    Each panel metric can be individually selected. Select the chart from the panel, allowing the pop-out panel, then select (by checking or un-checking) the metrics box in the table or chart reference table (see Figure 5-33). This allows you to produce precisely the metrics you are most concerned with.
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    Figure 5-33   Each panel metric can be individually selected

    Saving and sharing chart data

    You can then save that chart in several image formats. You can print it, or can view the data, in numbers, by selecting the Data tab at the top of the chart. You can view it in Avg or Max values. When everything it set the way you want it, you can even save the data and share the view in a hyperlink. This allows a colleague or support expert to examine the details you are looking at specifically, from their access to Galileo.

    Filesystems panel

    Our configuration currently has two filesystems defined. However, the Filesystems panel will display comparison charting on all filesystems in the cluster as shown in Figure 5-34. 
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    Figure 5-34   The Filesystems panel of the Web Interface shows info on all active Cluster File systems

    The Filesystems information can be reviewed in depth by selecting specific charts for pop-out review and selecting specific filesystems to look at.

    The panel includes charts for the following characteristics:

    •Total Throughput by file system

    •Read Throughput by file system

    •Write Throughput by file system

    •Total/Used by file system

    •Total Size by file system

    •Total Used by file system

    •Free Size by file system

    •% Used by file system

    •% Free by file system

    Quotas panel

    The Quotas panel shown in Figure 5-35 can report significant data on the subject of quotas such as these:

    •Total / Used Soft Quota by File Set

    •Total Soft Quota limit by File Set

    •Used Soft Quota Limit by File Set

    •Free Soft Quota by File Set

    •% Free Soft Quota by File Set

    •% Used Soft Quotas by File Set
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    Figure 5-35   Quotas pop-out charts from the Quotas panel

    File Set Quotas are shown in the panel selection in Figure 5-36.
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    Figure 5-36   File Set Quotas panel

    Pools by Filesystems 

    The pop-out charts report extensive data on throughput performance and capacity by pool as shown in Figure 5-37. The following data is included in these charts: 

    •Total Throughput by pool

    •Total Read Throughput by pool

    •Total Write Throughput by pool

    •Total/Used Size by pool

    •Total Size by pool

    •Total Used by Pool

    •Free Size by pool

    •% Used Size by pool

    •% Free Size by pool
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    Figure 5-37   Pools by Filesystems panel 

    Pool panel

    The Pool information chart in Figure 5-38 can clearly help you see the performance of each of the pools you are using in your cluster. This can help you understand the efficiency of the defined data tiers and the metadata devices when they are in separate pools of storage.
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    Figure 5-38   Pool information panel 

    Charts such as the two in Figure 5-39 can quickly show average performance throughput of the storage pools in our cluster along with the percent used. This is very helpful in planning growth and performance of a SONAS cluster with mixed storage pools.
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    Figure 5-39   Two pop-out Pool charts - Throughput and % Used

    HSM Filesystems panel

    The Galileo tools give you information that is actually quite difficult to gather any where else. An example is information about HSM migrated file data (see the panel in Figure 5-40). Unfortunately, at the time of this writing, we did not have that data to present in context, because HSM and Tivoli Storage Manager were not configured in our lab model.
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    Figure 5-40   HSM Filesystem data panel

    However, as you size your cluster, it is key to understand how much of your data is in Disk and Tape pools, and this information will certainly help do that. The following information can be found in the HSM Filesystem panel:

    •Pre-migrated Size by Filesystem

    •Migrated Size by Filesystem

    •Pre-Migrated Files by Filesystem

    •Migrated Files by Filesystem

    Interface Node panels

    Interface Node panels (see Figure 5-41) can truly help you understand the activity of the SONAS front-end.
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    Figure 5-41   Interface Node panels

    The Interface node panels (see Figure 5-42) are a valuable place to measure normal workload balance along with growth trending and saturation evaluation of the SONAS clusters’ front-end devices.
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    Figure 5-42   Interface node CPU workload panels

    The Interface node workload panels are a good place to see the overall workload patterns and over all balance. Ideally, all nodes are actively supporting work and traffic. As you look at your charts, you can see very quickly that they are all running at roughly the same level of intensity.

    There can be good reasons for differences, for instance:

    •When a rolling upgrade is occurring and node workloads are moving around as nodes get upgraded

    •During backups or replication on large clusters, where only a few nodes are designated for replication or backup traffic

    •Where one node is down for maintenance

    CPU status and performance levels should always run on a fairly even load across the interface nodes or across the storage nodes respectively (see Figure 5-43). Huge spikes or gaps in any one node can be a clear indication that something was not balanced in the configuration at the time of the event, perhaps a node crash or a maintenance window to replace a dual in-line memory module (DIMM). However, when the gap or spike is unplanned, it may help you understand the time in the SONAS logs and the area to focus on to narrow down the investigation of the service event.
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    Figure 5-43   CPU busy is a good tool to get a snapshot at work sharing

    A very common point of importance is Network Utilization, as shown in Figure 5-44.
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    Figure 5-44   Interface node Public Networks panel

    Likely one of the best overall indicators on cluster workload balance is the front-end picture of Public network performance or workload balance. In our example, SONAS has two Interface nodes with 1 x 10 GbE connection each, as shown in Figure 5-45.
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    Figure 5-45   Total Public Network Throughput by Node

    If clients are evenly distributed across the interface nodes, it is safe to rationalize that the workload across both interface nodes should also be fairly even. When the evidence of the data does not confirm this, we might look to evaluate the distribution of users. Perhaps the users are connecting to the cluster by IP, and more users are using one IP than another.

    This is not typically a serious issue unless the Interface Node CPU charts are also indicating the CPU loads at extremely high levels, or if the Interface Node Network charts are showing numbers nearing bandwidth capacity limits.

    When all Interface nodes are nearing saturation levels of either CPU or network activity, it is obviously time to consider growing the cluster by adding interface nodes.

    Storage Nodes panel

    Much like watching for interface node workload balance, we are also keenly interested in seeing SONAS storage node workload balance. Figure 5-46 is a list of Storage Node monitoring panels that help us do just that.

    [image: ]

    Figure 5-46   List of Storage Nodes monitoring panels

    When it comes to storage node monitoring, we tend to look at the CPU panel for workload balance across the storage nodes. We also look at the Disks panel, which provides information about the critical NSD workload balance within each node and file system. See Figure 5-47. 
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    Figure 5-47   SONAS Storage Node CPU workload panel charts

    The CPU charts should always appear in tight groups whether you are looking at % Busy, % User activity, or % System. If one node is dramatically different than the others, it is usually a key indicator that something is not right with that node, or one of the cluster services within that node.

    The CPU panel displays the following charts:

    •CPU % Busy

    •CPU % User

    •CPU % System

    •CPU % Wait

    •CPU % Idle

    SONAS Storage Node and Disk workload charts in Figure 5-48 show the following status:

    •Total Transfers by Node and Disk

    •Read Transfers by Node and Disk

    •Write Transfers by Node and Disk

    •Total Transfers by Node 

    •Read Transfers by Node

    •Write Transfers by Node
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    Figure 5-48   SONAS Storage Node Disk workload balance charts

    With all that is available in this set of tools, we tend to start with Total Transfers by Node and Disk, and the higher level balance indicators of Total transfers by Node. When these charts are showing an equal balance of resources, you can be confident that the SONAS back-end services are running as expected.

    In the example in Figure 5-49, we have four storage nodes with an intermixed SONAS cluster. Two storage nodes are connected to DCS3700 storage and two storage nodes are connected to the XIV. Both storage node pairs support separate file systems.
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    Figure 5-49   Total transfers by Node and Disk

    In this case, in order to truly evaluate the balance, we will deselect two nodes from the view to isolate values of the charts in context (see Figure 5-50).
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    Figure 5-50   Storage Node 1 and Storage Node 2 device balance.

    Storage nodes work in pairs to deliver I/O performance to their correlating file systems. So, as storage node 1 and 2 are a pair, they should work together in even balance. When storage node 1, 2, 3, 4, 5, 6 use the same type of storage against the same file systems, they should all balance workloads. The disks in a node (if it is supporting the same pool and file system) should also work in balance with all other disks in the same pools and file systems.

    The charts shown in Figure 5-51 work to make these balances, or the lack of them, visible or obvious. They also work to allow you the freedom to select which nodes and devices to compare, which is a very powerful asset to the SONAS administrator.
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    Figure 5-51   Storage Node 3 and Storage Node 4 device balance.

    The Control Panel has an option for linking related systems, which means system monitoring agents for components that are separate but work together (see Figure 5-52). For instance, with this test cluster, we could link SONAS to its back-end service devices (the XIV and the DCS3700). In doing so, we can manage all our device views from the same account in the my.GalileoSuite.com web Service in a time relative view. This brings obvious benefits in event correlation between devices.
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    Figure 5-52   Related Systems drop-down from the Control Panel

    5.3  Summary

    In this chapter, we have introduced the tools and the value of using the my.GalileoSuite.com storage monitoring solution with the SONAS product. The Galileo tools are valuable to any SONAS administrator for managing ongoing growth, service trends, workload balance, and to assist in quickly diagnosing anomalies in cluster service behavior.

  
[image: ]
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Deep dive scenarios

    In this chapter, we take you through a typical scenario of identifying and resolving a problem with your SONAS system. We show that using additional monitoring tools such as Tivoli Storage Productivity Center, along with the SONAS monitoring GUI, can save you time with your monitoring tasks.

    We cover the following topics:

    •Data collection

    •Performance issues

    •Hardware issues

    •Software issues

    •Conclusion

     

    6.1  Data collection

    In this section, we show how to collect support data in case a problem is reported to the IBM support team. You can use the SONAS GUI or SONAS CLI. 

    6.1.1  SONAS GUI

    When using the SONAS GUI to collect logs, navigate to Settings → Support. The panel shown in Figure 6-1 is presented.
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    Figure 6-1   SONAS GUI support functions

    When you select Download Support Package as shown in Figure 6-1, a new window will appear. The data collection process will be started as shown in Figure 6-2.
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    Figure 6-2   SONAS GUI collecting logs progress window

    The process of collecting logs is cluster based, which means that system is collecting data from all cluster nodes. This process can take up to 30 minutes depending on the cluster size. When logs are collected and transferred to the currently active management node, a new window (see Figure 6-3) will appear asking whether to open or download the support package.
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    Figure 6-3   SONAS GUI support package download option

    6.1.2  SONAS CLI 

    You can collect SONAS logs using the SONAS CLI, as in Example 6-1. In this case, you have to manually transfer collected data from the SONAS system. If you have access to the internet directly from SONAS, you can upload the logs to the IBM data repository. Before doing that, you will need a PMR number. This is provided by the IBM support team.

    Example 6-1   Collecting data using SONAS CLI

    [image: ]

    [xivsonas.xiv34.aviad]$ srvdump -g

    2013.11.18-14:58:18 (cndump) ================================

    2013.11.18-14:58:18 (cndump) =========== STARTED ============

    2013.11.18-14:58:18 (cndump) ================================

    2013.11.18-14:58:18 (cndump) Checking to see if another copy of cndump is running

    2013.11.18-14:58:18 (cndump) Seems safe to run now

    2013.11.18-14:58:18 (cndump) Running on mgmt001st001

    2013.11.18-14:58:18 (cndump) Host is type M

    2013.11.18-14:58:18 (cndump) Checking for space in the /ftdc file system

    2013.11.18-14:58:18 (cndump) Seems to be enough available space in /ftdc

    2013.11.18-14:58:18 (cndump) Created /ftdc/cndump_xivsonas_all_20131118-145818_MN/

    2013.11.18-14:58:18 (cndump) Target directory is /ftdc/cndump_xivsonas_all_20131118-145818_MN/

    2013.11.18-14:58:18 (cndump) Using /opt/IBM/sonas/etc/cngetlogs.default for instructions

    2013.11.18-14:58:18 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:18 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:18 (cndump) Working on node mgmt001st001

    2013.11.18-14:58:18 (cndump) background process for mgmt001st001 has PID 4105944

    2013.11.18-14:58:18 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:18 (cndump) Working on node mgmt002st001

    2013.11.18-14:58:20 (cndump) background process for mgmt002st001 has PID 4106395

    2013.11.18-14:58:20 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:20 (cndump) Working on node strg001st001

    2013.11.18-14:58:22 (cndump) background process for strg001st001 has PID 4106637

    2013.11.18-14:58:22 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:22 (cndump) Working on node strg002st001

    2013.11.18-14:58:24 (cndump) background process for strg002st001 has PID 4107418

    2013.11.18-14:58:24 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:24 (cndump) Working on node strg003st001

    2013.11.18-14:58:26 (cndump) background process for strg003st001 has PID 4107726

    2013.11.18-14:58:26 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:26 (cndump) Working on node strg004st001

    2013.11.18-14:58:28 (cndump) background process for strg004st001 has PID 4108362

    2013.11.18-14:58:38 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:38 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:38 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-14:58:38 (cndump) Waiting for the background process(es) to finish

    2013.11.18-14:58:47 (cndump_node) ===== strg001st001  FINISHED (rc=0) =====

    2013.11.18-14:58:49 (cndump_node) ===== strg002st001  FINISHED (rc=0) =====

    2013.11.18-14:58:51 (cndump_node) ===== mgmt002st001  FINISHED (rc=0) =====

    2013.11.18-14:59:20 (cndump_node) ===== strg003st001  FINISHED (rc=0) =====

    2013.11.18-14:59:20 (cndump_node) ===== strg004st001  FINISHED (rc=0) =====

    2013.11.18-15:07:44 (cndump_node) ===== mgmt001st001  FINISHED (rc=0) =====

    2013.11.18-15:07:46 (cndump) All the background process(es) seem to be finished

    2013.11.18-15:07:46 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-15:07:46 (cndump) *-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

    2013.11.18-15:07:46 (cndump) Create tar file /ftdc/cndump_xivsonas_all_20131118-145818_MN.tar.gz

    2013.11.18-15:07:51 (cndump) Now delete the extra copy of the saved files

    2013.11.18-15:07:51 (cndump) *********************************************************************

    2013.11.18-15:07:51 (cndump) *********************************************************************

    2013.11.18-15:07:51 (cndump) The files are stored in /ftdc/cndump_xivsonas_all_20131118-145818_MN.tar.gz

    2013.11.18-15:07:51 (cndump) -rwxrwxr-x 1 root root 77M Nov 18 15:07 /ftdc/cndump_xivsonas_all_20131118-145818_MN.tar.gz

    2013.11.18-15:07:51 (cndump) For now move the tar file somewhere else before running cndump again

    2013.11.18-15:07:51 (cndump) *********************************************************************

    2013.11.18-15:07:51 (cndump) *********************************************************************

    EFSSG1000I The command completed successfully.

    [xivsonas.xiv34.aviad]$[image: ]

    6.2  Performance issues

    Using any Network Attached Storage (NAS) device, you may encounter performance issues. Performance degradation can be caused by multiple factors because the environment is complex and is built from multiple components. The majority of performance degradation issues is caused by a hardware failure. In this section, we look at how you can detect these failures with the monitoring tools described in this book. 

    If there is a problem with the SONAS system, you will see a notification on the main panel in the GUI as shown in Figure 6-4. If you have a problem in your SONAS cluster, you will see this notification. By hovering over it, a small list of errors is shown. After selecting a system event, you are redirected to the SONAS event list.
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    Figure 6-4   SONAS GUI showing a system alert

    6.2.1  Root cause disk failure

    In this case, we have simulated a disk failure on the back-end storage subsystem. In our case, it is a DCS3700 disk subsystem. Because the DCS3700 is a stand-alone box providing storage to SONAS, SONAS did not detect any disk failures. However, Tivoli Storage Productivity Center did detect some. 

    As shown in Figure 6-5, the SONAS GUI did not detect any disk failures on the connected storage subsystem. It is true that disks are configured in a RAID field, and if the DCS3700 is configured properly a hot-spare disk would replace the failed disk. During reconstruction, we can expect performance degradation during the normal workload.
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    Figure 6-5   SONAS GUI not detecting disk failure on back-end storage subsystem

    If we use Tivoli Storage Productivity Center, the disk failure is detected as shown in Figure 6-6. We can also see the disk location, including tray and slot information.
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    Figure 6-6   Tivoli Storage Productivity Center detected a failed disk

    By double-clicking the disk with warning status, a new window will open showing information specific to the selected disk. In addition, we see warning signs regarding pools and volumes due to ongoing reconstruction as shown in Figure 6-7.
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    Figure 6-7   Tivoli Storage Productivity Center showing warning sign with pools and volumes

    6.2.2  Capacity exceeded

    If you do not monitor the file system capacity, it can quickly get full. This is especially true if you are running several projects where a large number of people are accessing storage. The SONAS system in this case will report first that the defined threshold has been reached. This is an alarm and a warning message that some action is needed. 

    When you see a warning level as shown in Figure 6-8, there is no need to panic. At this time you can easily add more disks to file system, delete some files, or perform backup of files that are not needed anymore. The first warning is seen when the file system reaches 80% capacity.
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    Figure 6-8   SONAS GUI reporting a warning level for file system gpfs3

    If you ignore this warning message and continue to fill the file system space, you will receive new warning messages as well as error messages. The next message that the SONAS system reports is already marked as a critical error as shown in Figure 6-9.
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    Figure 6-9   First critical error report shown by SONAS GUI

    When you reach 91% of file system capacity, you will see a critical error message. This message can be seen in Figure 6-10. SONAS will provide additional critical error messages until you reach 100% capacity.
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    Figure 6-10   Second critical error report shown by SONAS GUI

    When the file system reaches 100% capacity, it will become unavailable. You will not be able to perform any read or write operations. In this case, you have to clear some space or add new disks to the file system. When full capacity is reached, the SONAS GUI will show this as a critical warning as indicated in Figure 6-11.
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    Figure 6-11   SONAS GUI showing file system capacity reached 100%

    In Figure 6-12 you can see file system information under the Files  → Files Systems tab in the SONAS GUI. By clicking the plus sign in front of the file system name, you can see detailed information about disk usage.
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    Figure 6-12   SONAS GUI detailed view for disk usage for gpfs2 file system

    In Figure 6-13, you can see detailed information for file system gpfs3 disk usage. You can clearly see that it is in a critical state.
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    Figure 6-13   SONAS GUI showing full capacity for gpfs3 file system under Monitoring tab

    You can also monitor the file system space usage under Monitoring  → Capacity. Here you can monitor space usage for all file systems configured on the SONAS system. Detailed information shown for the gpfs3 file system used for our test is shown in Figure 6-13.

    If you are using Tivoli Storage Productivity Center to monitor your environment, you will see space capacity increasing as shown in Figure 6-14.
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    Figure 6-14   Monitoring file system space usage in Tivoli Storage Productivity Center 

    You can easily monitor space usage by selecting File Systems from the left side menu under SONAS system, as shown in Figure 6-14. By selecting the file system with high space usage, you can see more detailed information for it as shown in Figure 6-15. In our case it is the gpfs3 file system.
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    Figure 6-15   Tivoli Storage Productivity Center showing gpfs3 detailed information

    Tivoli Storage Productivity Center is able to track file system space usage, but it will not generate an error message or warning. 

    6.3  Hardware issues

    In this section, we discuss identifying hardware errors related to SONAS. 

    6.3.1  Network

    Network problems can be primarily detected with performance degradation. This can be a software or hardware problem. The first hint that there is a problem with one of the network components is a problem with IP distribution on the SONAS cluster as shown in Figure 6-16. You can have the scenario where one node is serving all public IP addresses and the node is idling and not serving any data traffic.
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    Figure 6-16   SONAS GUI showing IP distribution on SONAS cluster

    In Figure 6-16, we see that only mgmt001st001 is serving public IPs, where mgmt002st001 is not serving any. This means all public traffic is going via only one node. We can see the same information under the CLI. Example 6-2 shows the output from the lsnwinterface command.

    Example 6-2   lsnwinterface -x command output

    [image: ]

    [root@xivsonas.mgmt001st001 ~]# lsnwinterface -x

    Node         Interface MAC               Master/Subordinate Bonding mode      Transmit hash policy Up/Down Speed IP-Addresses              MTU

    mgmt001st001 ethX0     e4:1f:13:33:28:78 MASTER             active-backup (1)                      DOWN    1000                            1500

    mgmt001st001 ethXsl0_0 e4:1f:13:33:28:78 SUBORDINATE                                               DOWN    1000                            1500

    mgmt001st001 ethXsl0_1 e4:1f:13:33:28:78 SUBORDINATE                                               DOWN    1000                            1500

    mgmt001st001 ethX1     00:c0:dd:13:c0:8c MASTER             active-backup (1)                      UP      10000 9.32.248.166,9.32.248.167 1500

    mgmt001st001 ethXsl1_0 00:c0:dd:13:c0:8c SUBORDINATE                                               UP      10000                           1500

    mgmt001st001 ethXsl1_1 00:c0:dd:13:c0:8c SUBORDINATE                                               DOWN    10000                           1500

    mgmt002st001 ethX0     e4:1f:13:33:28:fc MASTER             active-backup (1)                      DOWN    1000                            1500

    mgmt002st001 ethXsl0_0 e4:1f:13:33:28:fc SUBORDINATE                                               DOWN    1000                            1500

    mgmt002st001 ethXsl0_1 e4:1f:13:33:28:fc SUBORDINATE                                               DOWN    1000                            1500

    mgmt002st001 ethX1     00:c0:dd:13:e7:d0 MASTER             active-backup (1)                      UP      10000                           1500

    mgmt002st001 ethXsl1_0 00:c0:dd:13:e7:d0 SUBORDINATE                                               UP      10000                           1500

    mgmt002st001 ethXsl1_1 00:c0:dd:13:e7:d0 SUBORDINATE                                               UP      10000                           1500

    EFSSG1000I The command completed successfully.

    [root@xivsonas.mgmt001st001 ~]#
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    In Example 6-2, you can see a more detailed view of IP distribution. You can see that interface ethX1 is up and running, but not serving any public IP addresses. This can indicate a more general problem with network settings or a hardware failure somewhere outside of the SONAS cluster.

    Although Tivoli Storage Productivity Center will not report any warning messages because it is not monitoring public IP distribution, you would still see a warning message in case of a hardware failure of a SONAS network adapter.

    6.3.2  Node failure

    In case an entire node fails, you can expect performance degradation and small share access interrupts. A failed node produces many entries in the SONAS GUI event log as shown in Figure 6-17.
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    Figure 6-17   SONAS GUI error messages in case a node fails

    During a node failure, you can expect error messages from a large number of components because all node functions are off. In Figure 6-17, we can see GPFS, CTDB, services, and more component reports. All of these entries are expected in case of a node failure. In our case, we failed the mgmt002st001 node.

    In Example 6-3, we can see node mgmt002st001reporting a connection problem. The GPFS state is unknown and the CTDB state is disconnected.

    Example 6-3   In this example we can see CLI output of lsnode command showing status for mgmt002st001 node
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    [root@xivsonas.mgmt001st001 ~]# lsnode

    Hostname     IP           Description             Role                 Product version Connection status  GPFS status CTDB status  Last updated

    mgmt001st001 172.31.136.2 active management node  management,interface 1.4.2.1-6       OK                 active      active       11/12/13 1:56 PM

    mgmt002st001 172.31.136.3 passive management node management,interface 1.4.2.1-6       CONNECTION PROBLEM unknown     disconnected 11/12/13 1:56 PM

    strg001st001 172.31.134.1                         storage              1.4.2.1-6       OK                 active                   11/12/13 1:47 PM

    strg002st001 172.31.134.2                         storage              1.4.2.1-6       OK                 active                   11/12/13 1:47 PM

    strg003st001 172.31.134.3                         storage              1.4.2.1-6       OK                 active                   11/12/13 1:47 PM

    strg004st001 172.31.134.4                         storage              1.4.2.1-6       OK                 active                   11/12/13 1:47 PM

    EFSSG1000I The command completed successfully.

    [root@xivsonas.mgmt001st001 ~]# [image: ]

    Tivoli Storage Productivity Center will show more general warnings. Using Tivoli Storage Productivity Center, you avoid multiple error reports in the SONAS GUI as shown in Figure 6-18. 
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    Figure 6-18   SONAS GUI detailed view in case failed node

    Tivoli Storage Productivity Center will show a warning as seen in Figure 6-19.
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    Figure 6-19   Tivoli Storage Productivity Center showing general warning

    6.3.3  InfiniBand

    In the case where you have an InfiniBand port failure, there should not be any performance degradation due to redundant connectivity. In case of primary InfiniBand switch failure, you can expect short performance degradation due to switching traffic to the secondary fabric.

    If you have an InfiniBand port failure on the node side or switch side, you will see an error report such as the one shown in Figure 6-20. Here you see the report for port 36 on switch 1. In this case, we do not know if there is a failed cable, InfiniBand card on the node side, or a port failure on switch side. To determine this, it is best to contact IBM support and provide logs as described in “Data collection” on page 120.
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    Figure 6-20   SONAS GUI showing a failed InfiniBand port

    In this case, Tivoli Storage Productivity Center shows a warning sign on the node where the InfiniBand connection is lost. Here we see a general warning for the cluster and it is pointing to a node with problems as shown in Figure 6-21.
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    Figure 6-21   Tivoli Storage Productivity Center showing a problem with mgmt002st001 node

    6.3.4  Fibre Channel 

    Fibre Channel is very important in SONAS because all traffic between the nodes and storage subsystem is via Fibre Channel. SONAS will report a Fibre Channel error in most cases where the storage subsystem has a problem. As previously described, in the case where there is a failed controller, SONAS will detect this as Fibre Channel path down.

    In the case where there is a bigger problem, such as a controller failure in the storage subsystem, SONAS will report multiple Fibre Channel connections as failed. In this case, you will see a minimum of two storage nodes that report a problem with Fibre Channel links. 

    The SONAS GUI will report a problem with Fibre Channel paths as shown in Figure 6-22. Here you can see information about which nodes are reporting this problem. In this case, multiple nodes have problems with Fibre Channel connectivity.
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    Figure 6-22   SONAS GUI showing error with FC paths

    Tivoli Storage Productivity Center will report a general warning for nodes with Fibre Channel problems.

    6.3.5  Controller 

    In the case where there is a failed controller on the back-end storage subsystem, the SONAS GUI will report a problem with Fibre Channel paths. A failed controller can also be a cause for performance problems. Tivoli Storage Productivity Center will report a failed controller as well as failed Fibre Channel paths under SONAS. You can see this as a warning shown on SONAS nodes where Fibre Channel paths are down.

    In Figure 6-23, you can see that SONAS has detected a problem with back-end storage, but it is unable to determine the exact nature of the problem. Because SONAS has lost Fibre Channel paths to one DCS3700 controller, it is reporting failed Fibre Channel paths. By clicking the warning message, you are redirected to the monitoring events tab to see more details.
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    Figure 6-23   SONAS GUI reporting a problem regarding storage connection

    Figure 6-24 shows detailed information about the reported problem with Fibre Channel links. From this information, we cannot determine the true nature of the problem. Based on these event entries, you can assume a problem with Fibre Channel cables, SFPs, or in our scenario, a more general problem with the DCS3700 storage subsystem. In our case, two storage nodes are reporting a problem with Fibre Channel. This is due to the connectivity plan for Fibre Channel in SONAS where each storage subsystem controller is connected to two storage nodes. In our scenario, we can assume that there is a problem with the storage subsystem controller. As shown in Figure 6-24, strg001st001 and strg002st001 are reporting a Fibre Channel problem.
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    Figure 6-24   SONAS reporting a problem with FC paths

    Using Tivoli Storage Productivity Center, we can see more detailed information from the DCS3700 storage subsystem as shown in Figure 6-25.
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    Figure 6-25   Tivoli Storage Productivity Center reporting a failed controller for DCS3700

    6.4  Software issues

    With normal usage, you can have a problem with one of the software stacks in SONAS. Two of the most important ones are GPFS and CTDB. If one of these components has problems, you can expect serious performance degradation. In this section, we briefly describe how the SONAS GUI and Tivoli Storage Productivity Center will show these warning and error messages.

    In our test scenario, we have a problem with GPFS on one node. To create the error in our lab, we have turned off GPFS daemons on the mgmt002st001 node. After a few seconds, we can see errors shown in the SONAS GUI. In Figure 6-26, we can see how the SONAS GUI will show a GPFS problem. In the case of GPFS being down on one node, we can expect performance degradation.

    [image: ]

    Figure 6-26   SONAS GUI event log showing GPFS problem marked as critical 

    In case there is a problem with CTDB on one of the nodes. SONAS will report it again as critical error.

    In Figure 6-27, you can see a detailed report in the SONAS GUI if there is a problem with CTDB. In this case, again we can expect performance degradation.
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    Figure 6-27   CTDB failure on node mgmt002st001

    In Figure 6-28, you can see detailed information regarding running services on each SONAS node. In this case, all CIFS shares are transferred to other SONAS nodes in the cluster. While doing this, you can expect slow response times, and even some timeouts due to public IP relocation.
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    Figure 6-28   NAS service overview in SONAS GUI

    A GPFS problem will be detected as a general warning in Tivoli Storage Productivity Center. This is true for the majority of software problems. There will be the same warning signs for either a GPFS or CTDB problem. This warning can be seen in Figure 6-29.
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    Figure 6-29   Tivoli Storage Productivity Center showing warning for one of the SONAS nodes

    6.5  Conclusion

    In this chapter, we have presented typical approaches to identifying and resolving problems in a SONAS system, using various monitoring tools along with the SONAS monitoring GUI.
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