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Introduction

    This IBM Redbooks publication provides you with a path to demystify the complexity of adopting a service-oriented architecture (SOA) approach to integrating applications and services. With an iterative evolution of a fictitious company, we demonstrate business scenarios that are based on real-world situations, where you can have an idea while implementing an SOA project. It is important that you understand the requirement to get business line and IT specialists together to help a company to achieve its business goals by turning it into a global interconnected enterprise, one step at time.

    It is not our intention to dive into the extremely technical details of every product or to tell you specific solutions for specific problems, but rather, we advise on how we need to look at these problems from a business context perspective and provide a concise deployment using the IBM SOA family of products to address them.

    This chapter summarizes the contents of this publication and introduces you to the business story that we have created to cover the most common business problems based on our several years of experience with SOA implementations worldwide.

    This chapter includes the following sections:

    •1.1, “Scope” on page 2

    •1.2, “What is Smart SOA” on page 8

    •1.3, “How to use this book” on page 10

    •1.4, “Intended audience” on page 22

    1.1  Scope

    Because the IBM Smart SOA approach derives from IBM experiences deploying SOA at thousands of client locations, the journey from the fundamental stages to advanced implementations is a long road to document in a single book. That is why we have decided to limit its scope. In the following chapters, we cover a crucial part of what is required by an enterprise to establish the foundation for all other further phases: Reuse and Connectivity entry points.

    The implementation of the scenarios uses several products to fulfill business requirements, IT constraints, and other external factors, but it does not mean that these products are your only options. We chose the products based on what has to be accomplished, but we also provide you options to address similar issues with separate architectural designs using a variety of products.

    1.1.1  Business versus technology

    It is never enough to say that organizations must be ready to rapidly adapt to the accelerating changes and complexity of today. We are not talking about technology itself. Constant changes in the economics and business scenarios demand a new unified approach that must bring together technology and business strategies. 

    To support this statement, we refer you to The Essential CIO, which is a biennial study based on face-to-face conversations with chief organizational officers worldwide. You can download it from ibm.com by registering first (http://www-935.ibm.com/services/c-suite/cio/cio-study-registration-2011.html). One of the key discoveries was that CIOs are now more concerned about “how they focus their efforts and their teams on critical business objectives”. In the next few years, we need to think about business plus technology rather than business versus technology.

    The Smart SOA approach can fill this gap by establishing a foundation based on SOA services, connecting systems, reusing services, enabling automation, improving business processes slowly from basic to advanced, standardizing, and helping to guarantee simplicity and robustness in every project, no matter whether a project is small or large. IBM has both proven services and products to fill this gap effectively, based on thousands of implementations worldwide.

    1.1.2  Products in scope

    It is important to notice that we did not focus the contents of this book on product features, but instead, what will be a good solution based on our patterns to address certain specific business scenarios. If it does matter to you, here are the products used to implement such patterns.

    WebSphere Application Server Network Deployment

    WebSphere Application Server Network Deployment (ND) provides the capabilities to develop more enhanced server infrastructures. It extends the WebSphere Application Server base package and includes the following features:

    •Clustering capabilities

    •Edge components

    •Dynamic scalability

    •High availability

    •Advanced management features for distributed configurations

    These features become more important at larger enterprises, where applications tend to service a larger client base, and more elaborate performance and high availability requirements are in place.

    WebSphere Application Server Network Deployment Edge Components provide high performance and high availability features. For example, the Load Balancer (a software load balancer) provides horizontal scalability by dispatching HTTP requests among several web server or application server nodes supporting various dispatching options and algorithms to assure high availability in high-volume environments. Using the Edge Component Load Balancer can reduce web server congestion, increase content availability, and provide scaling ability for the web server.

    WebSphere Application Server Network Deployment also includes a dynamic cache service, which improves performance by caching the output of servlets, commands, Web services, and JavaServer Pages (JSP) files. This cache can be replicated to the other servers. The state of dynamic cache can be monitored with the cache monitor application. For more information about WebSphere Application Server Network Deployment V7.0, see the following web page:

    http://www.ibm.com/software/webservers/appserv/was/network/

    IBM WebSphere Services Registry and Repository

    WebSphere Service Registry and Repository (WSRR) is the master metadata repository for service descriptions.

    This product uses a broad definition of service, including these definitions:

    •Traditional web services implementing Web Services Description Language (WSDL) interfaces with SOAP or HTTP bindings

    •A broad range of SOA services that can be described using WSDL, XML Schema Definition (XSD), and WS-Policy decorations, but might use a range of protocols and be implemented according to a variety of programming models. For more information, see http://www.ibm.com/software/webservers/appserv/was/network/

    As the integration point for service metadata, WebSphere Service Registry and Repository establishes a central point for finding and managing service metadata acquired from a number of sources, including service application deployments and other service metadata and endpoint registries and repositories, such as Universal Description, Discovery, and Integration (UDDI). WebSphere Service Registry and Repository is where service metadata that is scattered throughout an enterprise is brought together to provide a single, comprehensive description of a service.

    When that happens, visibility is controlled, versions are managed, proposed changes are analyzed and communicated, usage is monitored, and other parts of the SOA foundation can access service metadata with the confidence that they have found the correct copy.

    In this context, WebSphere Service Registry and Repository handles the metadata management aspects of operational services and provides the system for these metadata artifacts - the place where anybody looking for a catalog of all services deployed in or used by the enterprise will go first.

    WebSphere Service Registry and Repository provides registry functions that support the publication of metadata about the function, requirements, and semantics of services that allow service consumers to find services or to analyze their relationships.

    And it provides repository functions to store, manage, and assign a version number to service metadata.

    It also supports the governance of service definitions, which provides the following functions:

    •Control the access to service metadata

    •Model the life cycle of service artifacts

    •Manage the promotion of services through phases of their life cycles in various deployment environments

    •Perform impact analysis and communicate the changes to the governed service metadata

    IBM WebSphere Enterprise Service Bus

    WebSphere Enterprise Service Bus (ESB) provides the capabilities of a standards-based enterprise service bus.

    WebSphere ESB manages the flow of messages between service requesters and service providers. Mediation modules within the ESB handle mismatches between requesters and providers, including protocol or interaction-style, interface, and quality of service mismatches. In a Service Component Architecture (SCA)-based solution, mediation modules are a type of SCA module. The mediation modules perform a special role and therefore their characteristics differ from other components that operate at the business level.

    Mediation components operate on messages exchanged between service endpoints. In contrast with regular business application components, they are concerned with the flow of the messages through the infrastructure and not only with the business content of the messages. Rather than performing business functions, they perform routing, transformation, and logging operations on the messages. The information that governs their behavior is often held in headers flowing with the business messages. The IBM SOA programming model introduces the service message object (SMO) data structure to support this pattern.

    WebSphere ESB supports advanced interactions between service endpoints on three levels: broad connectivity, a spectrum of interaction models and qualities of interaction, and mediation capabilities. The product supports connectivity between endpoints through a variety of protocols and application programming interfaces (APIs):

    •Java Message Service (JMS) 1.1. Applications can exploit a variety of transports, including TCP/IP, Secure Sockets Layer (SSL), HTTP, and HTTPS.

    •WebSphere ESB supports Web services standards that enable applications to make use of Web service capabilities:

     –	SOAP/HTTP, SOAP/JMS, WSDL 1.1

     –	UDDI 3.0 Service Registry, through the WebSphere Integration Developer

     –	WS-* standards, including WS-Security and WS-Atomic Transactions

    Because it is built on WebSphere Application Server, WebSphere ESB can provide smooth interoperability with other products in the WebSphere portfolio, including IBM WebSphere MQ and IBM WebSphere Message Broker. It can also, with IBM WebSphere Adapters solutions, use existing application assets, as well as capture and disseminate business events.

    The message clients for C/C++ and Microsoft .NET enable non-Java applications to connect to WebSphere ESB using an API similar to the JMS API.

    Other features at the connectivity level perform protocol conversion between endpoints where the protocol used by the requester to dispatch requests (such as SOAP over HTTP) differs from the protocol of the service provider that is to handle those requests (such as SOAP over JMS).

    IBM FileNet P8 Platform

    IBM FileNet® P8 Platform is a next-generation, unified enterprise foundation for the integrated FileNet P8 products. It combines the enterprise content management reference architecture with comprehensive business process management and compliance capabilities. FileNet P8 addresses the most demanding compliance, content, and process management needs for your entire organization. It is a key element in creating an agile, adaptable Enterprise Content Management (ECM) environment necessary to support a dynamic organization that must respond quickly to change. Agile ECM solutions using IBM technologies bring together capabilities for process management, content management, regulatory compliance, and legal discovery. These flexible, extensible solutions and the ability to use these capabilities in an integrated environment can help you align key functions to your challenges and opportunities.

    It includes a comprehensive set of content and process management business services that can be consumed and deployed in an SOA. It also includes multilingual system capabilities for decentralized, federated system architectures, Advanced Security Services, comprehensive auditing, and a standards-based authentication framework.

    The platform supports flexible API for Java, Microsoft .NET, and XML Web services application development for a rich and interactive user experience that can be easily customized. It also supports Enterprise System Management tools, enterprise scalability, and flexible system deployment in clustered and highly available environments.

    IBM WebSphere MQ

    WebSphere MQ V7.0 delivers the universal messaging backbone with robust connectivity that enables flexible and reliable messaging for applications, Web services, and Web 2.0. It also delivers market-leading JMS and publish and subscribe messaging.

    WebSphere MQ is the market-leading message-oriented middleware product that delivers a reliable, proven messaging backbone for almost 10,000 organizations of various sizes, spanning many industries around the world.

    IBM WebSphere MQ File Transfer Edition

    WebSphere MQ File Transfer Edition delivers a Managed File Transfer solution for moving files with auditability, visibility, and reliability across a broad range of platforms.

    On distributed platforms, WebSphere MQ File Transfer Edition includes a copy of WebSphere MQ. This design entitles full use of the WebSphere MQ messaging functionality for traditional messaging applications, such as JMS, as well as file transfers across the same infrastructure, reducing the cost of managing and maintaining separate infrastructures for message and file data.

    Trade-up licenses are available for existing clients who want to upgrade from WebSphere MQ to WebSphere MQ File Transfer Edition. Clients who upgrade can continue to use the full messaging capabilities of the copy of WebSphere MQ that is supplied with WebSphere MQ File Transfer Edition. WebSphere MQ File Transfer Edition provides a multipurpose connectivity solution for moving both files and messages.

    WebSphere MQ for IBM z/OS® is a prerequisite for WebSphere MQ File Transfer Edition for z/OS. A separate license of WebSphere MQ for z/OS is required for this product when running under z/OS on the IBM System z platform.

    Organizations can use WebSphere MQ File Transfer Edition to reduce and consolidate the infrastructure that is needed to move their files and messages onto a single, reliable transport that is capable of handling both kinds of traffic. Using a single reliable backbone can help achieve these operational efficiencies by reducing the need to deploy and manage separate parallel networks for messages and files. It also enables batch-driven file-based systems to interact in an event-driven, real-time fashion by converting files into messages and vice versa. WebSphere MQ File Transfer Edition enables clients to readily and easily bring files into enterprise service buses (ESBs) to provide a modern, SOA approach to using file data and integrating it with heterogeneous environments.

    IBM WebSphere MQ Advanced Message Security

    IBM WebSphere MQ Advanced Message Security provides a high level of protection for sensitive data flowing through the WebSphere MQ network, while not impacting the end applications.

    WebSphere MQ Advanced Message Security performs the following functions:

    •Secures sensitive or high-value transactions processed by IBM WebSphere MQ

    •Detects and removes rogue or unauthorized messages before they are processed by a receiving application

    •Verifies that messages were not modified while in transit from queue to queue

    •Protects the data not only as it flows across the network but also when it is put on a queue

    •Secures existing proprietary and client-written applications for IBM WebSphere MQ

    WebSphere MQ Advanced Message Security offers these features:

    •IBM WebSphere MQ, Version 7.0.1 supports:

     –	New interception of JMS and WebSphere MQ classes for Java

     

    
      
        	
          JMS: WebSphere MQ Advanced Message Security does not support the publish/subscribe domain in JMS.

        
      

    

     –	JMS 1.1 support

     –	Asynchronous consumer

     –	Message properties

    •Administrative interface:

     –	Command-line tools for enabling and disabling interceptors

     –	Command-line tools for defining and assigning policies to queues

     –	WebSphere MQ Explorer plug-in for defining and assigning policies to queues

    •Independence from IBM Tivoli® software stack

    IBM WebSphere Message Broker

    WebSphere Message Broker is the solution for clients seeking an enterprise service bus (ESB) that provides connectivity and transformation spanning heterogeneous IT environments.

    The IBM Smarter Planet™ strategy shows us how the electronic world is becoming more instrumented, more interconnected, and more intelligent. With its support for a broad range of transports, protocols, and data formats, WebSphere Message Broker performs the necessary conversions between diversely instrumented systems, which allows them to communicate with each other freely. WebSphere Message Broker enables intelligent applications and services to receive and generate data based on an interconnected infrastructure and makes smarter decisions possible.

    WebSphere Message Broker offers the solution that your organization needs to transform and route business data between applications. Because it can function as a message and protocol switch, you can connect disparate applications and business data across multiple platforms. It also delivers transformation and intelligent routing capabilities for all your business information. It makes business data available exactly where you want it in the format that you need it.

    WebSphere Message Broker gives you a flexible and dynamic infrastructure to simplify application integration. With its robust design, scalable architecture, high performance, and ease of use, you can implement an enterprise-wide SOA in stages.

    With this flexible combination of functions, your organization is given the tools to solve your integration requirements from any starting point: a simple two-application solution or a multi-application, multi-platform design. As your business expands and the integration challenges multiply, WebSphere Message Broker can accommodate your changing business needs by offering these functions:

    •Expanding your infrastructure without increasing the complexity

    •Protecting your existing and ongoing investments in applications and data structures

    •Seamlessly extending your connectivity capabilities

    WebSphere Message Broker can accommodate many IT environments with support for an array of application and middleware technologies. In addition, it offers the following benefits:

    •Exploits the industry-leading WebSphere MQ messaging infrastructure

    •Supports a broad range of transport protocols (for example, integration with WebSphere MQ, JMS 1.1, HTTP, HTTPS, Web services (for example, SOAP and REST), files, Service Component Architecture (SCA), TCP/IP, and SAP Software and data formats (for example, binary, text, XML, and industry formats)

    •Offers numerous ways to customize mediation (for example, route, filter, transform, and filter)

    •Uses a simple programming model for connectivity and mediation, including a robust set of prebuilt patterns

    •Supports a wide range of transformation options with graphical mapping, Java, ESQL, Extensible Stylesheet Language (XSL), PHP, and WebSphere Transformation Extender

    •Delivers extensive administration and systems management facilities for developed solutions

    •Delivers similar performance to traditional transaction processing systems

    •Is available in Trial, Remote Adapter Deployment, Getting Started, and Enterprise modes

    WebSphere Message Broker is the cost-effective solution for your enterprise’s extensive integration and mediation needs today and helps to protect your investment into the future.

    IBM WebSphere DataPower Integration Appliance XI50

    The DataPower Integration Appliance XI50 model provides transport-independent transformations between binary, flat text files, and XML message formats. Visual tools are used to describe data formats, create mappings between various formats, and define message choreography. The XI50 appliance can transform binary, flat text, and other non-XML messages to help offer an innovative solution for security-rich XML enablement, ESBs, and mainframe connectivity.

    In addition, the XI50 model offers the following features:

    • Any-to-any transformation engine

    The XI50 model can parse and transform arbitrary binary, flat text, and XML messages, including EDI, COBOL copybook, ISO 8583, CSV, ASN.1, and ebXML. Unlike approaches based on custom programming, the patented DataGlue technology of the DataPower appliance uses a fully declarative, metadata-based approach.

    • Transport bridging

    With support for a wide array of transport protocols, the XI50 is capable of bridging request and response flows to and from protocols, such as HTTP, HTTPS, MQ, SSL, IBM IMS™ Connect, FTP, and more.

    • Integrated message-level security

    The XI50 model includes mature message-level security and access control functionality. Messages can be filtered, validated, encrypted, and signed, helping to provide more secure enablement of high-value applications. Supported technologies include WS-Security, WS-Trust, Security Assertion Markup Language (SAML), and Lightweight Directory Access Protocol (LDAP).

    • Lightweight message brokering:

    – Sophisticated multi-step message routing, filtering, and processing

    – Multiple synchronous and asynchronous transport protocols

    – Detailed logging and audit trail, including non-repudiation support

    1.2  What is Smart SOA

    Essentially, the Smart SOA approach is a set of guiding principles that IBM developed after working with several hundred clients who use IBM SOA offerings. The Smart SOA approach benefits both business and IT by extending the business value of deployment. It demands that the principles of simplicity and robustness be applied regardless of what Smart SOA style you select. It also recognizes that your needs are evolving, and while you want to make sure that you are meeting basic needs with basic projects, you also want to make sure you have room to grow when your needs evolve and become more advanced.

    1.2.1  Business value of the Smart SOA approach

    Smart SOA delivers distinct value with every style. Are you ready to become a globally integrated enterprise? Smart SOA business offerings from IBM can help get you there by taking an industry-focused and holistic approach to operations that provide business value at every stage of the continuum, from basic to advanced initiatives.

    To become a globally integrated enterprise, start by defining your winning innovative strategy, and then implement it. Use the right tools to optimize your business processes, and then refine them continuously. Improve your ability to make better business decisions, by monitoring key industry-specific metrics. Utilize SOA to continuously align your IT and business sides of the house. And along the way, utilize the Smart SOA approach to continuously improve and optimize your business performance.

    Figure 1-1 on page 9 shows the business value of the Smart SOA approach.
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    Figure 1-1   Business value of the Smart SOA approach

    1.2.2  IT value of the Smart SOA approach

    Technology is a major catalyst for business evolution. The Smart SOA approach not only anticipates change, it enables it with an innovative strategy for growth. Agility requires the ability to quickly and effectively respond to changes, opportunities, and threats. The Smart SOA approach is designed with agility in mind.

    Figure 1-2 shows the IT value of the Smart SOA approach.

    [image: ]

    Figure 1-2   IT value of the Smart SOA approach

    1.2.3  The right Smart SOA style for you

    Your Smart SOA style depends on your business needs and priorities. Using the Smart SOA continuum, you can find value for all your SOA initiatives, from basic to advanced:

    •Foundational: Start with focused proven, high return on investment (ROI) projects.

    •Extend end-to-end: Innovate and optimize higher profile, core, end-to-end business processes for broader ROI.

    •Transform: Innovate the business model by using IT for strategic advantage for ROI across the enterprise.

    •Adapt dynamically: Initiate major shifts from the business side without direct IT involvement in this aspirational stage in which technology becomes invisible.

    1.2.4  Learn more

    There are several sources of information about IBM Smart SOA. See http://www.ibm.com/software/solutions/soa/.

    1.3  How to use this book

    This book is a story of a company that is trying to adapt to this bold new world. During this journey, the company must overcome several business challenges through the implementation of IT technologies that are available in the market to help the company succeed. 

    Each chapter of the book presents several steps that ITSO Enterprise has taken to complete this journey. The story evolves with the chapters and every chapter continues the story. You will notice that we skip several of the projects that were implemented by the same enterprise to give you an idea of what an enterprise can reach after changing its plan. 

    1.3.1  ITSO Enterprise

    In this book, we step through business scenarios of a fictitious company called ITSO Enterprise. The story is based on experiences of the team working on this book, implementing or providing consulting for several clients around the world. 

    ITSO Enterprise is trying to stay competitive in the rapidly changing business climate of the 21st century and has significant business challenges. The old CIO has retired and a new CIO with SOA expertise has been hired. Now, the new CIO to handle several situations: 

    •Customers have an inconsistent experience when dealing with the company, depending on which access point they use.

    •Customers are frustrated with missing, inaccurate, and stale data when dealing with the company. 

    •It is difficult to introduce new offers and generate new revenue due to excessive cost and long lead times.

    •There is limited acceptance of the generic offers and campaigns sent out to customers.

    •The company faces the potential of regulatory penalties based on new industry compliance needs, which can be traced back to inflexibility in its IT systems.

    •The customer information system is closed and only updated by batch processes.

    •The Customer Service Representatives (CSRs) and online systems are siloed and use incomplete customer information replicas that are updated nightly, with limited reliability.

    •There is no systematic way to determine customer behavior to formulate targeted offers.

    •It costs more and more money just to keep the lights on.

    •Data privacy and integrity are not guaranteed.

    •The internal development teams are heavily burdened, yet the culture is to code everything internally.

    •Business partners want a more efficient way to interact with the company and the company wants better control of the business partners.

    •Certain business partners do not perform well, but it is hard to replace them because the processes are tied to the current business partners.

    •The company is dependent on the business partners instead of having control of the situation.

    •All communication with the external world is manually performed by either email, phone calls, or old forms.

    ITSO Enterprise is now turning to becoming an SOA company. ITSO Enterprise knows that SOA is the best way to move forward instead of deploying siloed projects that do not cover its future needs and sometimes can be an obstacle.

    1.3.2  Contents

    ITSO Enterprise realized that it is time for a change. Several problems that in the past did not directly affect the company are now becoming real financial losses. We have organized this book to address the evolution to an SOA Foundation implementing connectivity solution patterns.

    Chapter 2: Service Enablement pattern

    Chapter 2, “Service Enablement pattern” on page 23 is the beginning of the journey. The first SOA service is about to be created to address a problem that has persisted for a long time.

    Business context

    Since ITSO Enterprise released its web portal, customers have been presented with inaccurate, stale data that was provided by the Customer Service Representatives (CSR). Both customer channels are siloed in their own departments and maintain separate copies of customer data. The data is updated once a day. Figure 1-3 explains the update.
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    Figure 1-3   ITSO Enterprise customer channels and stale data

    Smart SOA solution

    As a solution for this problem, an SOA service will be created and deployed as an enterprise service bus (ESB) flow. All applications managing or requesting customer services will centralize requests. Updates on both databases will be done every time that the service is called, providing the synchronization of the data in real time (Figure 1-4 on page 12).
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    Figure 1-4   Service Enablement

    Connectivity pattern

    The Service Enablement pattern will be implemented to provide one entry point for all applications that work with customer information. We implement a mediation flow that manages customer databases in a single transaction (Figure 1-5). 
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    Figure 1-5   Service Enablement

     

    
      
        	
          Products: Figure 1-5 demonstrates our implementation of the pattern. You can call other external components, such as MQ queues or web services.

        
      

    

    Chapter 3: Service Enablement pattern for ECM system

    In Chapter 3, “Service Enablement pattern: Enterprise Content Management System” on page 75, we describe building a Service Enablement solution on WebSphere Enterprise Service Bus using IBM WebSphere Adapter for Enterprise Content Management (ECM).

    Business context

    After ITSO Enterprise has spent many years in the local market, the company thought it was time to globalize its business. However, because each country has its own laws and legal processes, ITSO Enterprise wanted to establish a standard mechanism within its organization to manage its suppliers’ legal contract documents. It involves storing scanned physical contract documents that have been signed between ITSO Enterprise and its global suppliers and reviewing them on a periodic basis for any renewals, rejections, or approvals. 

    Also, because ITSO Enterprise is a leader in implementing many environmental policies, it needed to comply with the Paperwork Reduction Act to reduce paperwork by storing documents on IBM FileNet and making the documents available on demand to only selected teams or legal officers. The highly confidential documents contain crucial information, such as agreed-on price, contract terms, length of contract, and so on (Figure 1-6).
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    Figure 1-6   Business context for Service Enablement of ECM

    Smart SOA solution

    To enable this capability, ITSO Enterprise built an internal web application that uses WebSphere Adapter for Enterprise Content Management and exposes FileNet content as an appropriate business service per the SOA model.

    Connectivity pattern

    With WebSphere Adapter for Enterprise Content Management, you can create integrated processes that include the exchange of information with a Content Management Repository, without special coding. The adapter has been built using the open source specification for content repositories called Content Management Interoperability Services (CMIS).

    Chapter 4: Service Governance pattern

    Based on the success of accessing a single service across departments with the customer information service, as described in Chapter 2, “Service Enablement pattern” on page 23, now, ITSO Enterprise plans to address other problems that an SOA approach can solve, such as the lack of integration of multiple services across all departments. 

    Business context

    After placing an order, if a customer wants to know its status, the customer can either check on the web portal or call a Customer Sales Representatives (CSRs). The CSRs do not have direct access to the ITSO Enterprise ordering system. To provide the information that the customer wants, the CSR puts the call on hold and phones the ITSO Enterprise ordering team to query the order for the given customer, as described in Figure 1-7 on page 14. Customers get frustrated when they are put on hold.
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    Figure 1-7   ITSO Enterprise: CSR providing order information

    ITSO Enterprise can use the same solution for the previous project, but the Ordering team is concerned about enabling a service that can be used by anyone in the company without control.

    Smart SOA solution

    IBM helps ITSO Enterprise to solve the problem by showing the company how to reuse the ordering system to enforce that only controlled requests can be made to access it. 

    Service Reuse will be implemented again, but this time, a Service Governance solution is part of it. A service-level agreement (SLA) can make sure that only previously registered requesters can access data.

    Connectivity pattern

    ITSO Enterprise knows how to reuse services, but like any other company, it must control the life cycle of the services. Letting this management spread across multiple teams in a decentralized manner without an effective solution might bring future complications. Deploying a services registry and repository allows companies to manage and govern services. For this particular problem, an SLA is implemented to be used inside a service gateway flow that only responds to requesters that are compliant. After implementation, the solution looks like Figure 1-8 on page 15.
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    Figure 1-8   Service Governance with SLA

    Chapter 5: Message Privacy Enforcement pattern

    Chapter 5, “Message Privacy Enforcement pattern” on page 201 introduces a security policy technical requirement to be implemented within an existing messaging system that holds sensitive information. 

    Business context

    Changes do not come from only inside the company. The PCI-DSS is now a mandatory requirement for the ITSO Enterprise. Processes and applications must be created or changed to comply with the security policy standards and requirements. 

    One of the changes that has been identified by the IT Architect in charge of the project is the communication between the point-of-sale (POS) and the data center that processes all credit card authorizations. 

    All transactions are placed on an asynchronous messaging system. Every store has its own messaging server. Messages are taken from the queue by the authorization server application and sent to the proper authorization company. All messages are exchanged using secure protocols, and authentication is in place, as shown in Figure 1-9 on page 16. The problem is that messages are being stored in the queues without encryption. Encryption of the credit card number is mandatory when stored. 
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    Figure 1-9   Authorization Service Messaging System

    ITSO Enterprise has to comply with the requirement within a period of time to avoid penalties. Developers are willing to update all PoS applications and the server process that makes the call to the authorization services to encrypt and decrypt messages containing credit card information. It will take too much time to develop, test, and after deployment, maintain an in-house application because the developers are already overburdened.

    Smart SOA solution

    The solution is to enable a mechanism that encrypts messages entering the queues and decrypting the messages before they leave the queue, as you can see in Figure 1-10.
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    Figure 1-10   Message encryption

    IBM WebSphere MQ Advanced Message Security replaces IBM WebSphere MQ Extended Security Edition with a simple architecture that can be installed and configured on the existing solution to enable privacy for the messages that are at rest on the queues.

    Connectivity pattern

    Because IBM WebSphere MQ Advanced Message Security will be installed, no changes to the existing PoS application code will be required.

    In an additional effort to keep track of all messages being exchanged, due to auditability requirements and the implementation of a new authorization SOA service, a service gateway will be updated to be a security gateway between the stores and the authorization service. Figure 1-11 demonstrates how the solution.
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    Figure 1-11   Enforce message privacy

    Chapter 6: Enterprise Messaging and File Backbone pattern

    In Chapter 6, “Enterprise Messaging and File Backbone pattern” on page 233, we describe a common scenario of file transfer and processing. 

    Business context

    A new age is now starting for ITSO Enterprise. The business results of the previous successful Smart SOA projects now drive changes across the organization. Security and reliability policies are defined throughout the company and those policies are mandated in all projects. 

    ITSO Enterprise is a centennial company (over 100 years old), with several stores around the country and  a centralized warehouse, that negotiates with various suppliers and ensure that store inventories do not drop beneath the low inventory threshold.

    Store systems are scheduled to send an actual daily inventory file to the warehouse, so that the warehouse can synchronize the file with the centralized organizational inventory. These files are sent over non-secure, unreliable, and primitive FTP protocol with a risk of files being transferred incorrectly or lost. Figure 1-12 on page 18 provides an overview of the current mechanism of how stores transfer their inventory to the warehouse.
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    Figure 1-12   Unmanaged file transfer currently deployed in the ITSO Enterprise company

    ITSO Enterprise has had problems with old, native FTP systems for a long time. Store inventories and the warehouse systems show unsynchronized quantities, which often leads to supply issues. If the file transfer fails at the scheduled time, the current systems are unable to detect the problem and restart the file transfer. Also, ITSO Enterprise is unable to audit the past file transfers from the stores to the warehouse.

    To augment the existing problems, the staff in the stores is not technical. The non-technical staff members are unable to resolve the problems caused by using native file transfer techniques, hence causing delays while processing organizational inventory and supplies. 

    Smart SOA solution

    ITSO Enterprise decided to implement a Managed File Transfer (MFT) solution. ITSO Enterprise reviewed the Managed File Transfer technology and decided to implement several of the features in the Smart SOA Managed File Transfer domain, as shown in Figure 1-13.
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    Figure 1-13   Managed File Transfer features

    Connectivity pattern

    Before implementation was started for a Managed File Transfer solution, an Enterprise Messaging and File Backbone integration pattern was suggested to ITSO Enterprise, as shown in Figure 1-14.
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    Figure 1-14   Enterprise Messaging and File Backbone pattern

    Chapter 7: Evolve to SOA pattern

    Chapter 7, “Evolve to SOA pattern” on page 317 introduces an SOA scenario that shows how ESB can be used to meet the challenges of connectivity with the suppliers.

    Business context

    The ITSO Enterprise IT Department has identified the following challenges with respect to the integration of the warehouse with the widget suppliers:

    •The suppliers require various message formats (EDI, XML, and SOAP) over separate protocols, such as FTP, JMS, and SOAP. The current program works with both the transformation and protocol variations. Due to these variations, it is difficult to maintain the program, because it must be consistently upgraded to meet the supplier’s requirements. 

    •Order tracking with the suppliers is manual and takes a lot of time for the ITSO Enterprise staff. An online automated process will be faster and cost-effective.

    •Any change to the supplier endpoint forces a change in the Order program. The various suppliers support separate messaging and technology protocol. Keeping the Order application up-to-date strains the ITSO Enterprise IT resources, because even a single day of outage means unsatisfied widget customers. 

    The recent success with IT has spurred the management to improve the supplier integration by implementing these methods:

    •Introducing Enterprise Service Bus (ESB) infrastructure 

    •Using proven products to meet the integration challenges and introduce agility 

    Smart SOA solution

    The solution utilizes IBM WebSphere Message Broker to realize the ESB. The built-in nodes of WebSphere Message Broker for file processing, message transformation, and transports takes out the technical challenges and allows ITSO Enterprise developers to focus on the business needs. Another important aspect of the SOA solution is that it works with the existing Inv ITSO Enterprise inventory software.

    WebSphere Message Broker also enables ITSO Enterprise to expose services that can accept the Order status updates.

    Connectivity pattern

    An ESB is an architectural pattern that supports virtualization and the management of service interactions between communicating participants. It acts as an intermediary for connectivity services between service providers and requesters in an SOA. It is a flexible connectivity framework that facilitates reliable and secure system integration while reducing the number, size, and complexity of application interfaces.

    Rather than interacting directly, services communicate through a service connectivity framework (the ESB) that provides virtualization and management features that implement and extend the core definition of SOA (Figure 1-15). 
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    Figure 1-15   Evolve to SOA

    Chapter 8: Hybrid Bus pattern

    In Chapter 8, “Hybrid Bus pattern” on page 353, ITSO Enterprise reuses the current infrastructure to both consume and expose services from and to outside parties, complying with all IT policies and security standards.

    Business context

    As part of the organization’s commitment to continually improve its IT business processes, ITSO Enterprise decided to expose the ordering Web service to business partners and customers to extend its business and secure supplier-specific work orders and the order status messages that were received from the suppliers.

    The IT Security Department enforced the following security policies:

    •	All incoming requests must be authenticated. (Although customers can choose separate authentication mechanisms, WS-Security username token is the most commonly used method.)

    •	All outgoing order requests must be secured.

    •	The transport layer must be protected.

    •	Sensitive information must be encrypted at the message level.

    Smart SOA solution

    The solution utilizes IBM WebSphere DataPower, an ESB Appliance, as the XML Security Gateway to meet the organization’s security needs. The order service is securely exposed to external partners via the ESB Appliance. Suppliers connect to ITSO Enterprise securely over DataPower to send order requests and order statuses, as shown in Figure 1-16.
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    Figure 1-16   Hybrid Bus pattern 

    Connectivity pattern

    ITSO Enterprise will implement the Hybrid Bus pattern to achieve greater efficiency and flexibility. As shown in Figure 1-17, the pattern extends WebSphere Enterprise Service Bus and WebSphere Message Broker to secure partners’ interaction with ITSO Enterprise by integrating them with WebSphere DataPower. DataPower is deployed in the DMZ, and WebSphere Enterprise Service Bus and WebSphere Message Broker are deployed in the trusted zone. 
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    Figure 1-17   Smart SOA solution

    Chapter 9: Conclusion

    Chapter 9, “Conclusion” on page 395 provides you a summary of the benefits that were achieved in each chapter, either on the business or IT side. What benefits can we achieve from implementing the Smart SOA approach at ITSO Enterprise? We think Smart SOA and the ITSO Enterprise scenario can help answer questions, such as:

    •What can be done next? 

    •How can we identify other business scenarios? 

    •Does that fit a company my size? 

    •What differentiates Smart SOA from other approaches? 

    In this chapter, you can also find additional resources for SOA projects.

    1.3.3  Connectivity patterns that are used in the book chapters

    Table 1-1 lists the connectivity patterns that we have used in this book and the corresponding scenario chapters.

    Table 1-1   Connectivity patterns that are used in the book chapters	
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    1.4  Intended audience

    If you want a better view of the Smart SOA approach and how it is implemented to solve real business problems, this book is right for you. If you are from the business side, for example, you design processes or manage an area that is willing to get ready for future endeavors of this ever-evolving world of rapid changes, we can help you to identify the challenges that already have a defined solution defined and we can support you to achieve your goals. Moreover, we might help you think differently, looking for smarter solutions for your current business problems.

    If you are on the IT side, this book is a great opportunity for you to realize that simplicity and robustness can work together. IT solutions must work hard to be invisible for the business, and there is no better way than establishing an SOA foundation using well-proven implementations to solve simple to complex problems. 

    We hope you have time to read the entire book, but if you want to focus your attention on aspects specific to business line or specific to IT implementations, we have structured the chapters to fit these needs as well, separating what is really important for separate interests. For instance, an IT Architect might want to see a diagram of the solution. An Integration Specialist wants to understand how mediation flows have been implemented. We created this book for all of us: Business experts, Pre-sales IT Architects, Integration Developers, Infrastructure Administrators, and all other interested parties.

  
[image: ]
[image: ]

Service Enablement pattern

    This chapter describes the Service Enablement pattern using the Smart Service-Oriented Architecture (SOA) approach.

    In this chapter, we introduce IBM WebSphere Enterprise Service Bus within the context of ITSO Enterprise, which is facing challenges in the business processes and connectivity of various applications and systems. 

    This chapter has the following sections:

    •2.1, “Introduction to the business scenario” on page 24

    •2.2, “Architectural diagram” on page 26

    •2.3, “Benefits” on page 26

    •2.4, “Technical implementation” on page 27

    •2.5, “Summary” on page 73

    2.1  Introduction to the business scenario

    ITSO Enterprise has a CSR (Customer Service Representatives) system, which is accessed by the sales representatives to add, update, or find customer details in the CSR (IBM DB2®) database system. ITSO Enterprise also has a web portal system, which allows customers to create and update their profiles. Customers can place an online order using the web portal system. The ITSO Enterprise WWW (DB2) database system stores all customer details and placed orders that come through the web portal system.

    A reconciliation program runs nightly to synchronize both the CSR and WWW databases to the Master database (a DB2 database), based on the update flag in the CSR and WWW databases, as shown in Figure 2-1.
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    Figure 2-1   ITSO Enterprise infrastructure

    2.1.1  Scenario problem

    A customer logs in to the ITSO Enterprise web portal to place an order. The customer has not placed an order in a long time and the customer realizes that it needs to change its address.

    “That’s fine, I will just change my address before I place the order.”

    After the customer changes the address, the customer receives a response from the website that it will take 24 hours before the address change goes into effect. A bit frustrating, but the customer knows ITSO Enterprise has good customer service, so the customer phones the local branch to place the order.

    The CSR who answers the phone checks its own CSR system to see whether the customer’s new address has been updated and sees that it has not.

    “No problem, this happens all the time. I will talk to the orders team and place the order   manually, then give you a call back to confirm. The order will be placed tomorrow. May I   just get an up-to-date contact number?”

    The CSR updates its system with the new number. The CSR places the order manually with the Orders team and then calls the customer back to tell the customer that the order will be placed tomorrow. The next day, the customer receives notification that the order has been placed and an e-mail stating that the address update is now complete.

    The customer decides to order more widgets. At least, this time, the customer can order them online. The customer logs back into the ITSO Enterprise web portal, checks to see if the address has been updated, and finds that the address is the same as it was yesterday. Only the telephone number has been updated. Consequently, the customer calls back to customer service and cancels the order.	

    2.1.2  Solution

    To resolve this problem, ITSO Enterprise uses the Smart SOA approach using IBM WebSphere Enterprise Service Bus (WebSphere ESB) to integrate all three of the systems that hold the data: Master (DB2), WWW (DB2), and CSR (DB2), as described in Figure 2-2.
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    Figure 2-2   IBM WebSphere ESB solution for ITSO Enterprise infrastructure

    ITSO Enterprise uses the transactional capability of IBM WebSphere ESB, together with its capabilities for communicating with both databases and systems, and exposes the service as a transactional SOAP/HTTP service. Both the web portal (.Net Application) and CSR application (Java thick client application) are updated to call the same service when adding, updating, or finding customers.

    The CSR application and web portal application both retain their own local databases in this approach, so that the customer’s original concerns over the capacity of the master customer information system to handle the volume of read-access transactions are not a problem. In the previous solution, both the CSR application and web portal application were using the master customer information system for read access transactions, which can cause performance problems during peak demands. In the current system, each application runs its own local database, so this conflict is not an issue.

    There is no change to the user interface that the CSR team uses, so no additional training is required.

    The next time that the customer updates its address, the customer receives immediate confirmation that the address has been updated. The customer phones the branch to check, because of the customer’s previous experience, and the CSR system is now in sync, too.

    2.2  Architectural diagram

    In this scenario, we use the following products:

    •IBM Integration Designer V7.5

    •IBM WebSphere ESB Server V7.5

    •IBM DB2 database V9.7

    Figure 2-3 shows an architectural diagram of ITSO Enterprise with an IBM WebSphere ESB solution.
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    Figure 2-3   An architectural diagram with a WebSphere ESB solution for ITSO Enterprise

     

    
      
        	
          Multiple databases: ITSO Enterprise keeps three DB2 databases with redundant customer details to maintain tightly coupled applications and report generation systems with each of the DB2 databases. ITSO Enterprise does not want to invest time and money to modify its existing applications. Hence, ITSO Enterprise makes a business decision to exist with all three DB2 database instances.

        
      

    

    2.3  Benefits 

    In general, service integration refers to integrating separate applications running on separate platforms and using separate protocols.

    In our scenario, ITSO Enterprise uses CSR (a Java thick client application) and web portal (a .NET application), both communicating to a DB2 database system as a back end. The reconciliation program runs daily once at night time to synchronize both the CSR and WWW databases to the Master database, so if the customer wants to make any update on the web, it takes 24 hours for the update to be active.

    To overcome this business problem, ITSO Enterprise needs to integrate the CSR and web portal applications with real-time transaction capability, so that customers can update any data at any time on the web.

    IBM offers a few products that support ESB functionalities. Based upon business needs, customers can choose any of the ESB products to implement service integration in their IT environments.

    In this scenario, we use IBM WebSphere Enterprise Service Bus as the ESB product to integrate the CSR application, web portal application, and DB2 database system.

    2.3.1  Enterprise Service Bus features using WebSphere ESB

    IBM WebSphere ESB is a platform-independent ESB, which can be used to integrate disparate applications, to transform separate types of format data between any type of applications, using separate communication protocols or distribution methods.

    Using this approach, we place a single logical node into the middle of the enterprise infrastructure and broker every transaction flowing through a single ESB node. WebSphere ESB is made up of service consumers on one side, service providers on the other side, and mediations in the middle, which allow them to communicate.

    2.4  Technical implementation

    To implement the scenario, we use the following steps:

    1.	Import the ITSO library into the IBM Integration Designer workspace.

    2.	Build a mediation module for Add/Update/Find customers.

    3.	Assemble the mediation module.

    4.	Create a Java Database Connectivity (JDBC) outbound adapter.

    5.	Implement the mediation module.

    6.	Test the mediation module.

    2.4.1  Importing the ITSO library into the IBM Integration Designer workspace

    The ITSO library contains all artifacts, such as the business objects and interfaces that relate to the customer information service.

    From the Integration Designer top-level menu, follow these steps:

    Select File → Import.

    7.	In the Import dialog box, select the Project Interchange format from the Other folder, as shown in Figure 2-4 on page 28.
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    Figure 2-4   Import dialog box

    8.	On the next window, follow these steps:

    a.	Click Browse next to the “From zip file” field.

    b.	Browse to the location where you have stored the ITSO_Lib.zip and click Open.

    c.	Select the library with a check mark and click Finish (Figure 2-5 on page 29).
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    Figure 2-5   Import Project Interchange Contents dialog

    9.	In the Business Integration view, expand the library project tree, as shown in Figure 2-6.
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    Figure 2-6   Library project view

    2.4.2  Building the mediation module for Add/Update/Find customers

    We describe how to create the mediation module:

    1.	In the Business Integration view, right-click in the white space and select New → Mediation Module (Figure 2-7).
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    Figure 2-7   Create the mediation module

    2.	Enter the Module name as ITSO_CustomerInfo_Med, select WebSphere ESB Server v7.5 as the Target runtime environment, and click Next, as shown in Figure 2-8 on page 31.
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    Figure 2-8   Mediation module name and target runtime environment

    3.	On the next window, select ITSO_Lib as a reference library by clicking its check box, as shown in Figure 2-9.
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    Figure 2-9   Library selection

    4.	On the next window, select Lazy parsing and then click Finish. See Figure 2-10 on page 32.
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    Figure 2-10   Business object parsing mode

    5.	Now, you see the mediation component in the Assembly Diagram, as shown in Figure 2-11.
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    Figure 2-11   Assembly Diagram

    2.4.3  Assembling the mediation module

    We add the CustomerInfoService Interface in the Assembly Diagram. Our goal is to expose our mediation flow as a SOAP/HTTP service, so that the CSR application and web portal application can access the Web service to add/update/find the customer details. Follow these steps: 

    1.	In the Business Integration view, expand ITSO_Lib:

    a.	Select the CustomerInfoService interface, drag it onto the Assembly Diagram editor, and release it, as shown as in Figure 2-12.
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    Figure 2-12   Drag the interface to the Assembly Diagram

    2.	In the Component Creation dialog box, as shown in Figure 2-13, select Export with Web Service Binding and click OK. 
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    Figure 2-13   Component Creation

    3.	In the next window, select the transport protocol SOAP1.1/HTTP and select Next. See Figure 2-14 on page 34.
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    Figure 2-14   Select a Transport Protocol

    4.	In the next window, select the default value, as shown in Figure 2-15 on page 35.
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    Figure 2-15   Web service binding

    5.	Click Finish.

    6.	You can see that the Web Services Description Language (WSDL) file is generated in the Web Service Ports of the ITSO_Lib project. In the Assembly Diagram, the CustomerInfoServiceExport1 interface contains a specific symbol for the web service, as shown in Figure 2-16 on page 36.
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    Figure 2-16   Web Service Ports in library and Web service symbol in the Assembly Diagram

    7.	In the Assembly Diagram, change the name of the Export to CustomerInfoServiceExport.

    8.	Wire (connect) the export terminal to the mediation component, as shown in Figure 2-17.
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    Figure 2-17   Assembly Diagram

    2.4.4  Creating a JDBC outbound adapter

    We describe how WebSphere Adapter for JDBC 7.5 participates in a global transaction using DB2 Universal JDBC Driver Provider (XA) as a data source for DB2 database.

    Before configuring the adapter, you need to complete the following tasks:

    1.	Create an authentication alias to connect to DB2.

    2.	Create a data source in the Administration Console.

    Creating an authentication alias

    The authentication alias needs to be set, because the adapter uses the user name and password that are set in the authentication alias to connect to the database at run time.

    Follow these steps to set the authentication alias in the WebSphere ESB Server administration console:

    1.	In the Integration Designer, go to the Server view, right-click the server, and select Start.

    2.	Right-click WebSphere ESB Server v7.5, click Administration → Run Administrative Console, as shown in Figure 2-18.
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    Figure 2-18   Run admin console

    3.	Log in to the Admin Console by entering the User ID and Password, as shown in Figure 2-20 on page 38.
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    Figure 2-19   Log in to the console

    4.	On the left side of the console, as shown in Figure 2-20, click Security → Global Security.
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    Figure 2-20   Global security

    5.	On the right side of the console, under the Java Authentication and Authorization Service, click J2C authentication data. See Figure 2-21 on page 39.
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    Figure 2-21   J2C authentication data

    6.	Click New to create a new authentication entry, as shown in Figure 2-22.
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    Figure 2-22   New authentication

    7.	Enter the Alias, User ID, and Password that can connect to the DB2 database (Figure 2-23 on page 40).
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    Figure 2-23   Authentication entry

    8.	Click Save to save the changes, as shown in Figure 2-24.
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    Figure 2-24   Save the configuration

     

    Creating a data source

    Follow these steps to create a data source:

    1.	In the Admin Console, as shown in Figure 2-25, select Resources → JDBC → JDBC providers.
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    Figure 2-25   JDBC providers

    2.	Click DB2 Universal JDBC Driver Provider (XA), as shown in Figure 2-26.
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    Figure 2-26   Select DB2 Universal JDBC Driver Provider (XA)

    3.	Under Additional Properties, click Data sources, as shown in Figure 2-27.

    [image: ]

    Figure 2-27   Select the data source

    4.	Click New, as shown in Figure 2-28.
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    Figure 2-28   Create new data source

    5.	Enter the JNDI name as jdbc/CSR and click Next (Figure 2-29 on page 43).
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    Figure 2-29   Enter basic data source information

    6.	Enter the values for the Database name, Server name, and Port number (Figure 2-30).
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    Figure 2-30   Database specific properties for the data source

    7.	As described in Figure 2-31, under the Component-managed authentication alias, select the name of the authentication alias that we previously created from the drop-down list and click Next.
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    Figure 2-31   Security alias

    8.	Click Finish, as shown in Figure 2-32.
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    Figure 2-32   Review all properties

    9.	Click Save to save the changes to the master configuration (Figure 2-33).
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    Figure 2-33   Save changes to the master configuration

    10.	As shown in Figure 2-34, select the check box next to the data source that we have just created. Click Test connection.
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    Figure 2-34   Test the connection for the data source

    11.	The connection succeeds, as indicated by the message that is shown in Figure 2-35 on page 46.
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    Figure 2-35   Success message

     

    
      
        	
          Other databases: Follow steps 1 through 11 two more times to configure the data sources for the two other databases and provide the following Java Naming and Directory Interface (JNDI) names: 

          •jdbc/WWW

          •jdbc/MST

        
      

    

    After creating the two other data sources for the WWW and MST DB2 databases, you can see the three data source configurations, as shown in Figure 2-36.
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    Figure 2-36   Three data source configurations for three separate databases

    Configuring the JDBC outbound adapter in the mediation module

    We demonstrate how to configure the JDBC outbound adapter from the Assembly Diagram in the mediation module:

    1.	Switch to the Business Integration perspective in Integration Designer.

    2.	In the Assembly Diagram, click Outbound Adapters → JDBC and drag it to the Assembly Diagram, as shown in Figure 2-37.
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    Figure 2-37   JDBC outbound adapter

    3.	Select IBM WebSphere Adapter for JDBC and click Next, as shown in Figure 2-38.

    [image: ]

    Figure 2-38   Select JDBC adapter

    4.	For the Target runtime environment, select WebSphere ESB Server v7.5 and click Next (Figure 2-39 on page 48).
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    Figure 2-39   Select the target runtime environment

    5.	Add the JDBC driver JAR file locations for db2jcc.jar and db2jcc_license_cu.jar from the local system, as shown in Figure 2-40.
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    Figure 2-40   Locate JAR files

    6.	In the next window, select DB2 UDB with the appropriate version of database and enter values in the Database, Host name, Port number, User name, and password fields and click Next. See Figure 2-41 on page 49.
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    Figure 2-41   Database connection properties

    7.	In the next window, click Run Query, which will list the tables, stored procedure, views, and synonyms for each schema in the database (Figure 2-42 on page 50).
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    Figure 2-42   Find the objects

    8.	Expand CSR → Tables → CUSTOMERS and click > to add CUSTOMERS to the Selected objects list and then click Next. See Figure 2-43.
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    Figure 2-43   Select database table

    9.	In the next window, select the operation that you want to use and click Next. In this scenario, we use two operations: Create customers and Update customers (Figure 2-44 on page 51).
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    Figure 2-44   Select operations to add to the service interface

    10.	In the next window, select the security credential as Other, select Specify predefined XA DataSource and for the name of the XA DataSource JNDI name, enter jdbc/CSR and click Next, as shown in Figure 2-45.
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    Figure 2-45   Specify predefined XA data source

    11.	In the next window, for the Name, enter CSR_JDBCImport and click Save business objects to a library. For Library, enter ITSO_Lib and click Finish (Figure 2-46 on page 52).
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    Figure 2-46   Specify the Location Properties

    12.	As a result, as shown in Figure 2-47, you see the CSR_JBDCImport interface that has been created as a reference in the Assembly Diagram. Also, the generated business objects are placed in the ITSO_Lib library.
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    Figure 2-47   Assembly Diagram

     

    
      
        	
          Next steps: Follow steps 1 through 12 to configure the JDBC outbound adapters for the two other DB2 databases: ITSO_WWW and ITSO_MST.

          Name the interfaces:

          •WWW_JDBCImport

          •MST_JDBCImport

        
      

    

    After creating three JDBC outbound adapters and wiring reference interfaces to the mediation flow, your Assembly Diagram looks similar to Figure 2-48 on page 53.
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    Figure 2-48   Assembly Diagram with end-to-end connectivity

    2.4.5  Implementing the mediation module

    We implement the mediation module in which we develop the logic to add and update customer details in three DB2 databases: CSR, WWW, and MST. To find customer details, we use the master (MST) DB2 database to fetch all records for a customer.

    We follow these steps to implement the mediation module.

    Adding customer details: Mediation flow development

    Perform the following steps to add customer details in the mediation flow development:

    1.	In the Assembly Diagram, double-click ITSO_CustomerInfo_Med. A pop-up window opens. Click Yes.

    2.	In the next window, you see the interface and references with operations, as shown in Figure 2-49.
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    Figure 2-49   Operation connections window

    3.	Right-click AddCustomer and select Open Implementation, as shown in Figure 2-50 on page 54.
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    Figure 2-50   Add customer

    4.	Select Service Integration, as described in Figure 2-51.
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    Figure 2-51   Service Integration

    5.	In the next window, add Reference and Target Operation, starting with create, as shown in Figure 2-52, and click OK.
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    Figure 2-52   Select the services

    6.	In the next window, add the mediation primitives to the mediation flow, as shown in Figure 2-53.
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    Figure 2-53   Mediation flow 

    7.	After wiring each mediation primitive, the flow looks similar to the flow that is shown in Figure 2-54 on page 56.
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    Figure 2-54   Wired mediation primitives in flow

    8.	Add the Fail primitive to throw an explicit error from the mediation flow and add the Stop primitive. Stop the flow after getting a success response from CSR and WWW DB2 databases. See Figure 2-55.
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    Figure 2-55   Mediation flow 

    9.	For XML mapping, double-click the CSR_Map XSLT primitive and enter the name of the map, as shown in Figure 2-56 on page 57, and Click Next.
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    Figure 2-56   Create an XML Map

    10.	On the Specify Message Types window, in the Message Root field, select /body, as shown in Figure 2-57, and click Finish.
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    Figure 2-57   Specify Message Types

    11.	Click the Auto Map input to output icon, as shown in Figure 2-58, which automatically maps all similar fields from input to output. Click Finish.
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    Figure 2-58   XSLT map

    12.	In the next window, as described in Figure 2-59 on page 58, all similar fields from the source to the target are mapped. If there are any name changes or missed fields for mapping, you can use the Move transform to map those fields.
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    Figure 2-59   XSLT mapping source to target

     

    
      
        	
          Next steps: For the XSLT WWW_Map and MST_Map, follow steps 9 through12 again for the source to target mapping.

        
      

    

    13.	After finishing the XSLT mapping, we are left with BOMap - CustID_ResponseMap, as shown in Figure 2-60 on page 59.
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    Figure 2-60   Mediation flow

    14.	Double-click CustID_ResponseMap and you see the window, as shown in Figure 2-61. Enter the Name for the business object map, and click Next.
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    Figure 2-61   New Business Object Map

    15.	For the Message Root, select /body, and click Finish (Figure 2-62 on page 60).
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    Figure 2-62   Specify Message Types

    16.	Create a Submap between createMstCustomersBGOutput → AddCustomerResponse as shown in Figure 2-63.
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    Figure 2-63   BO map

    17.	click Submap and go to Properties → Details → Business object map → New. In the next window, as shown in Figure 2-64, for the Name, type Response_SubMap.

    [image: ]

    Figure 2-64   Submap in New Business Object Map

    18.	In the next window, create a Custom transform between id → ResponseMessage, as shown in Figure 2-65 on page 61.
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    Figure 2-65   BO Map with Custom transform

    19.	Select the Custom transform. Go to Properties → Details and click the radio button to select the Java perspective. Write the java code, as shown in Figure 2-66, to print the response message after adding the customer details in the DB2 databases.

    
      
        	
          java.lang.Long _customerid = (java.lang.Long)MstCustomersBG_MstCustomers_id;

          String temp = Long.toString(_customerid);

          AddCustomerResponse_ResponseMessage = "Customer ID is: "+_customerid;

        
      

    

    Figure 2-66   Java code in mapping to print response message

    20.	Finally, you see the mediation flow for Add Customer, as shown in Figure 2-67.
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    Figure 2-67   Mediation flow for add customers

    Updating customer details: Mediation flow development

    Update the customer details in the mediation flow development. Perform the following steps:

    1.	In the mediation flow, go to Overview. Right-click UpdateCustomer and select Open Implementation, as shown in Figure 2-68.

    [image: ]

    Figure 2-68   Interface representation

    2.	Select Service Integration. In the next window, add Reference and Target Operation starting with update, as shown in Figure 2-69.
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    Figure 2-69   Select the services

     

    
      
        	
          Steps: For the Update customer details implementation, refer to “Adding customer details: Mediation flow development” on page 53, steps 6 through 17. 

        
      

    

    For the response message (step 18), as shown in Figure 2-70 on page 63, in the Business Objects map, use Assign transform to send the user-defined message, “Customer details are updated successfully in three DB2 databases - CSR, WWW, and MST”.
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    Figure 2-70   Assign transform properties

    3.	Finally, you see the mediation flow for Update Customer, as shown in Figure 2-71.
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    Figure 2-71   Mediation flow for update customer details

    Finding customer details: Mediation flow development

    We give CustomerID as the input request, and as a response, we get the customer details from the Master DB2 database:

    1.	In the mediation flow, go to Overview, right-click FindCustomer, and select Open Implementation, as shown in Figure 2-72 on page 64.
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    Figure 2-72   Interface representation

    2.	Click Blank Mediation Flow, as shown in Figure 2-73.
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    Figure 2-73   Select a Mediation Flow Template

    3.	In the next window, the mediation flow opens. Click the CustomerInfoService interface, as shown in Figure 2-74.
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    Figure 2-74   CustomerInfoService interface

    4.	Go to the properties of the CustomerInfoService interface, and click Correlation context → Browse → CustomerDetails business object, as described in Figure 2-75 on page 65.
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    Figure 2-75   CustomerInfoService interface properties

    5.	In the next window, add MessageLogger, Database Lookup, XSLT Map, and Fail primitive in the mediation flow and wire them, as described in Figure 2-76.
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    Figure 2-76   Mediation flow: Find customer details

    6.	Click Master_DB2Lookup (Database Lookup Primitive), go to Properties → Details, and enter the details, as described in Figure 2-77 on page 66.
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    Figure 2-77   Database lookup properties

    7.	In the mediation flow, double-click CorrelationContext_To_Response_Map (XSLT Map), click Next, as shown in Figure 2-78, and select / for the Message Root.
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    Figure 2-78   Specify Message Types

    8.	In the XSLT Map, map all fields from context → correlation to body → FindCustomer → CustomerDetails, as described in Figure 2-79 on page 67.
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    Figure 2-79   XSLT mapping

    9.	Finally, you see the mediation flow for Find Customer, as shown in Figure 2-80.
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    Figure 2-80   Mediation Flow: Find Customer details

    2.4.6  Testing the mediation module

    This section demonstrates testing the mediation module that we developed for ITSO Enterprise to add, update, and find customer details.

    Module deployment

    Follow these steps to deploy the mediation module on the ESB Server: 

    1.	Start WebSphere ESB Server v7.5 by clicking Start, as shown in Figure 2-81.
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    Figure 2-81   Start WebSphere ESB Server v7.5

    2.	Right-click WebSphere ESB Server v7.5, and click Add and Remove, as described in Figure 2-82 on page 68.
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    Figure 2-82   Add and Remove mediation module

    3.	In the next window, select ITSO_CustomerInfo_MedApp, click Add >, and click Finish, as described in Figure 2-83 on page 69.
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    Figure 2-83   Add and Remove

    4.	After a successfully deployment on the WebSphere ESB Server, you see the window that is shown in Figure 2-84.
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    Figure 2-84   After the deployment on the ESB Server

    5.	Also, as described in Figure 2-85 on page 70, the success message displays in the Console as “Application started: ITSO_CustomerInfoMedApp”.
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    Figure 2-85   Console

    Testing: Add customer details

    Use Web service testing utilities to test the endpoint to the ITSO_CustomerInfo web service. Example 2-1 shows the AddCustomer Request that we POST through this test utility. 

    Example 2-1   SOAP request message: Add customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cus="http://www.ITSOEnterprise.com/CustomerInfoService">

       <soapenv:Header/>

       <soapenv:Body>

          <cus:AddCustomer>

             <CustomerDetails>

                <company>IBM</company>

                <class>gold</class>

                <c1name>CustomerCare</c1name>

                <c1email>CustomerCare@ibm.com</c1email>

                <c1phone>1234567890</c1phone>

                <c2name>?</c2name>

                <c2email>?</c2email>

                <c2phone>?</c2phone>

                <add1>IBM Headquarters</add1>

                <add2>?</add2>

                <add3>?</add3>

                <country>USA</country>

                <zip>?</zip>

             </CustomerDetails>

          </cus:AddCustomer>

       </soapenv:Body>

    </soapenv:Envelope>
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    Response message

    As a result, we see the response message as the Customer ID number, which is generated from the CSR, WWW, and MST DB2 databases, as described in Example 2-2.

    Example 2-2   SOAP Response message: Add customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

       <soapenv:Body>

          <p:AddCustomerResponse xmlns:p="http://www.ITSOEnterprise.com/CustomerInfoService">

             <ResponseMessage>Customer ID is: 10107</ResponseMessage>

          </p:AddCustomerResponse>

       </soapenv:Body>

    </soapenv:Envelope>
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          Response message: We send the AddCustomer SOAP Request by calling the ITSO_CustomerInfoService web service, which inserts the customer details into three DB2 databases: CSR, WWW, and MST. The CustomerID is generated automatically from the DB2 database. As a result, we get the CustomerID as a response message.

        
      

    

    Updating the customer details

    As we discussed earlier in the ITSO Enterprise scenario problem, after registering, the customer decides to update its address. 

    Example 2-3 shows the UpdateRequest that we send through the test utility.

    Example 2-3   SOAP Request Message: Update Customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cus="http://www.ITSOEnterprise.com/CustomerInfoService">

       <soapenv:Header/>

       <soapenv:Body>

          <cus:UpdateCustomer>

             <UpdateCustomerDetails>

                <CustomerID>10107</CustomerID>

                <company>IBM</company>

                <class>gold</class>

                <c1name>CustomerCare</c1name>

                <c1email>CustomerCare@ibm.com</c1email>

                <c1phone>1234567890</c1phone>

                <c2name>?</c2name>

                <c2email>?</c2email>

                <c2phone>?</c2phone>

                <add1>IBM-ITSO</add1>

                <add2>?</add2>:

                <add3>?</add3>

                <country>USA</country>

                <zip>?</zip>

             </UpdateCustomerDetails>

          </cus:UpdateCustomer>

       </soapenv:Body>

    </soapenv:Envelope>
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    Response Message

    As a result, we see the response message that is shown in Example 2-4 on page 72.

    Example 2-4   SOAP Response Message: Update Customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

       <soapenv:Body>

          <p:UpdateCustomerResponse xmlns:p="http://www.ITSOEnterprise.com/CustomerInfoService">

             <ResponseMessage>Customer details are updated succesfully in 3 Databases -CSR,WWW,MST</ResponseMessage>

          </p:UpdateCustomerResponse>

       </soapenv:Body>

    </soapenv:Envelope>
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          Response message: We send an UpdateCustomer SOAP Request by calling the ITSO_CustomerInfoService web service, which updates the customer address in three DB2 databases: CSR, WWW, and MST. As a result, we get the success response message.

        
      

    

    Finding the customer details

    If the customers on the web portal or the Customer Sales Representatives on the CSR system want to find a customer’s details, they can send a SOAP request with the CustomerID, as described in Example 2-5.

    Example 2-5   SOAP Request message: Find Customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:cus="http://www.ITSOEnterprise.com/CustomerInfoService">

       <soapenv:Header/>

       <soapenv:Body>

          <cus:FindCustomer>

             <CustomerID>

                <CustomerID>10107</CustomerID>

             </CustomerID>

          </cus:FindCustomer>

       </soapenv:Body>

    </soapenv:Envelope>
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    Response message

    As a result, we get a response with all the customer details in SOAP response message, as shown in Example 2-6.

    Example 2-6   SOAP Response Message: Find Customer details
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

       <soapenv:Body>

          <io8:FindCustomerResponse xmlns:io4="wsdl.http://www.ITSOEnterprise.com/CustomerInfoService" xmlns:io5="http://schemas.xmlsoap.org/ws/2004/08/addressing" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:io3="http://www.ibm.com/xmlns/prod/websphere/mq/sca/6.0.0" xmlns:io2="http://www.ibm.com/websphere/sibx/smo/v6.0.1" xmlns:io="http://www.w3.org/2003/05/soap-envelope" xmlns:xs4xs="http://www.w3.org/2001/XMLSchema" xmlns:io9="http://ITSO_Lib" xmlns:io8="http://www.ITSOEnterprise.com/CustomerInfoService" xmlns:io7="http://www.w3.org/2005/08/addressing" xmlns:io6="http://www.ibm.com/xmlns/prod/websphere/http/sca/6.1.0">

             <CustomerDetails>

                <company>IBM</company>

                <class>gold</class>

                <c1name>CustomerCare</c1name>

                <c1email>CustomerCare@ibm.com</c1email>

                <c1phone>1234567890</c1phone>

                <c2name>?</c2name>

                <c2email>?</c2email>

                <c2phone>?</c2phone>

                <add1>IBM-ITSO</add1>

                <add2>?</add2>

                <add3>?</add3>

                <country>USA</country>

                <zip>?</zip>

             </CustomerDetails>

          </io8:FindCustomerResponse>

       </soapenv:Body>

    </soapenv:Envelope>
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          Response message: We send the FindCustomer SOAP Request by calling the ITSO_CustomerInfoService web service, which finds the customer details from the MASTER DB2 database. As a result, we get all the customer details for the given CustomerID with the SOAP Response message.

        
      

    

    2.5  Summary

    In this chapter, we described how ITSO Enterprise adopted a Smart SOA approach using IBM WebSphere ESB to integrate all three of the systems that hold the data: Master (DB2), WWW (DB2), and CSR (DB2). Also, we discussed how WebSphere ESB provides flexible service mediation and hosting for integrating applications and data as services to enable the development of an SOA. 

    WebSphere ESB can connect virtually any business application and supports common connectivity patterns, such as simple proxy, service gateway, service translation, and service selection, as well as mediation policies for dynamic SOA solutions. Also, WebSphere ESB brings consistency to point-to-point connectivity diversity, reducing IT complexity while improving business agility.

    WebSphere ESB integrates well with WebSphere Service Registry and Repository, supporting a common business space environment for web-based widgets to SOA users. In next chapter, we discuss how we can integrate WebSphere ESB with WebSphere Service Registry and Repository and demonstrate how we can make use of available services within ITSO Enterprise and the governance of services.
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Service Enablement pattern: Enterprise Content Management System 

    This chapter describes the Service Enablement pattern aspect of WebSphere Adapter for Enterprise Content Management and IBM FileNet. As explained in Chapter 1, “Introduction” on page 1, ITSO Enterprise wants to build applications to store and view its suppliers’ legal contract documents on an on-demand basis. ITSO Enterprise is keen on building this solution on WebSphere Enterprise Service Bus (WebSphere ESB) using IBM WebSphere Adapter for Enterprise Content Management.

    This chapter covers the following sections and gives you a complete story of the end-to-end implementation process:

    •3.1, “Introduction to the business scenario” on page 76

    •3.2, “Assembly Diagram” on page 76

    •3.3, “Benefits” on page 77

    •3.4, “Technical implementation” on page 77

    3.1  Introduction to the business scenario

    After spending many years in the local market, ITSO Enterprise thinks it needs to globalize its business by entering other countries. However, ITSO Enterprise wants to establish a standard mechanism within the organization to manage its suppliers’ legal contract documents. The process involves storing scanned physical contract documents that have been signed between ITSO Enterprise and its global suppliers on the FileNet system and reviewing the documents on a periodic basis for the renewal, rejection, or approval of these documents.

    3.1.1  Scenario problem

    ITSO Enterprise has these challenges while implementing this business scenario:

    •Because ITSO Enterprise is an environmentally friendly company, it needs to be compliant with the Paperwork Reduction Act, thus reducing the paperwork by storing documents electronically on FileNet.

    •ITSO Enterprise needs to make documents available on demand to selected teams and the legal department only, because the documents are highly confidential and contain crucial information, such as agreed-to price, contract terms, tenure, and so on.

    3.1.2  Scenario solution

    ITSO Enterprise has created a two-step process, which uses WebSphere Adapter for Enterprise Content Management and exposes FileNet content as an appropriate business service per the service-oriented architecture (SOA) model:

    •Because most of the ITSO Enterprise supplier data is stored in its central supplier management system, ITSO Enterprise uses the supplier data with FTP connectivity to upload documents to FileNet when the legal office signs a new contract with a supplier.

    •ITSO Enterprise has built an internal web application for querying the contract documents based on various input criteria. This web application uses the queryDocuments service, as explained in 3.4.4, “Building a web application on the retrieveAllDocuments service to query FileNet documents” on page 135. In this fictitious scenario, the ITSO Enterprise central supplier management system at one end generates the required supplier information. The legal team retrieves that information and copies it over to an FTP location along with a scanned version of the legal contract documents.

    3.2  Assembly Diagram

    We implemented this scenario using the following IBM products: 

    •IBM Integration Designer v7.5

    http://www-01.ibm.com/software/integration/integration-designer

    •IBM WebSphere ESB Server v7.5

    http://www-01.ibm.com/software/integration/wsesb

    •IBM WebSphere Adapter for Enterprise Content Management v7.5

    http://publib.boulder.ibm.com/infocenter/dmndhelp/v7r5mx/topic/com.ibm.wsadapters.jca.ecm.doc/doc/stbp_ecm_welcome.html

    •IBM FileNet Content Engine v4.5.1 or v4.6

    http://publib.boulder.ibm.com/infocenter/p8docs/v4r5m1/index.jsp

    Figure 3-1 shows a higher-level block diagram for the scenario implementation.
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    Figure 3-1   Higher-level block diagram of the solution involving WebSphere Adapter for Enterprise Content Management

    3.3  Benefits

    In general, service integration refers to integrating various applications that run on separate platforms using separate protocols.

    In our scenario, ITSO Enterprise has a central supplier management system, which contains its core supplier information. ITSO Enterprise wants to use FileNet to store the scanned version of the corresponding legal supplier contract information.

    To integrate these two systems, ITSO Enterprise needs to build an application around them to get real-time data from both systems, for example, to query documents based on specific criteria.

    IBM offers a few products that support ESB functionalities. Based upon clients’ business needs, clients can choose any of the ESB products to implement service integration in their IT environments.

    In this scenario, we use IBM WebSphere ESB as the ESB product to integrate the central supplier management system and the FileNet content management system.

    3.4  Technical implementation

    We describe the steps that are required for the actual implementation of the proposed business solutions in four sections:

    •Create a custom document class to manage legal contract documents electronically on FileNet.

    •Create business services using WebSphere Adapter for Enterprise Content Management to service-enable FileNet’s content.

    •Build an FTP interface for one of the business services that is exposed via WebSphere Adapter for Enterprise Content Management to store documents on the FileNet system.

    •Build a web application on top of another business service to query documents from FileNet based on specific criteria.

    Figure 3-2 explains all possible business services of FileNet exposed via WebSphere Adapter for Enterprise Content Management. Two of them, createDocument and queryDocuments, are consumed via separate protocol technologies: FTP and Web (HTTP). You can perform the entire implementation for this business solution in a day or two because of the highly flexible and extendable architecture of WebSphere ESB technology.
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    Figure 3-2   FileNet business services exposed via WebSphere Adapter for Enterprise Content Management

    3.4.1  Configuring FileNet with custom Document Class type to manage legal contract documents electronically

    This section takes you through a step-by-step process to create a new custom Document Class type called Supplier Contract on FileNet and to add the appropriate business properties to it. Follow these steps:

    1.	To start the implementation, log in to FileNet using the FileNet Enterprise Manager Administration Tool with the appropriate login credentials.

     

    
      
        	
          Log in: Check with your FileNet administrator or the FileNet product documentation if you have trouble logging in to the FileNet content engine using the FileNet Enterprise Manager Administration tool.

        
      

    

    2.	After you have successfully logged in to FileNet’s content engine, you see a list of all the repositories in the content engine. Right-click the target repository where you want to create a new document class type and choose New → Class, as shown in Figure 3-3 on page 79.
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    Figure 3-3   Create new document class

    3.	The previous step opens a window where you enter the document class name. Enter Supplier Contract. See Figure 3-4.
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    Figure 3-4   Enter a valid name for the Document Class: Supplier Contract

    4.	Next, select the appropriate superclass type for the document class that we are creating. Extend it from the Document superclass, because the nature of the entity for which we will use it is supplier contract documents (Figure 3-5).
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    Figure 3-5   Select Document as the superclass for the document class type that we will create

     

    
      
        	
          Note: For more information about various types of classes that are supported by the FileNet system, refer to the IBM FileNet product documentation:

           

          http://publib.boulder.ibm.com/infocenter/p8docs/v4r5m1/index.jsp

        
      

    

    5.	Click Next.

    6.	It is the time to add custom properties to the document class. Properties are the individual values that describe an object. You can add as many properties as your business needs. You can also define properties with various characteristics, such as required, multi-cardinality, and so on. For our business case, we require only a few properties. After you select the superclass for the document class that we are creating, you see the next page of the wizard where you can add the properties. Figure 3-6 on page 81 is the first step of the process.
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    Figure 3-6   Page to configure document properties

    7.	Click New to start creating properties. The window that is shown in Figure 3-7 opens, where for the Name of the property, you enter Primary Legal.
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    Figure 3-7   Enter the name for the property

    8.	On the next page, select String for the data type for the property, as shown in Figure 3-8 on page 82, and click Next.
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    Figure 3-8   Select the data type for the property

    9.	On the next window, assign a choice list of the property that is being created. Because this property is a simple type, we do not need to select this option. See Figure 3-9.
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    Figure 3-9   Optionally assign a choice list for the property

    10.	Click Next.

    11.	The page that is shown in Figure 3-10 on page 83 helps you set the type of cardinality for the property. It can be either Single or Multi. Choose Single. The Primary Legal property denotes the name of the primary legal officer. This field can only have one value at a time. 
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    Figure 3-10   Choose the type of property as either single or multi

    12.	Click Next to complete the property configuration.

    13.	You have completed the process of creating a property. A summary page, as shown in Figure 3-11, appears as a result.
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    Figure 3-11   Summary page for property creation

    14.	Repeat the property creation steps to add a few more properties, which are listed in Table 3-1 on page 84, to the document class.

    Table 3-1   Required properties for the document class

    
      
        	
          Property name

        
        	
          Data type

        
        	
          Cardinality

        
      

      
        	
          Secondary Legal

        
        	
          String

        
        	
          Single

        
      

      
        	
          Supplier ID

        
        	
          String

        
        	
          Single

        
      

      
        	
          Expiry Date

        
        	
          DateTime

        
        	
          Single

        
      

    

    15.	The wizard page that is shown in Figure 3-12 appears after you successfully add the required properties to the document class. Click Next.
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    Figure 3-12   Final list of properties added to the document class

    16.	After you have added all the required properties to the document class, you must configure the settings for inheritance and auditing. Because the document class to be created does not require these settings, proceed with the default values for them. Figure 3-13 on page 85 shows the wizard page to configure auditing for the document class.
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    Figure 3-13   Inheritance settings to be configured from the chosen parent class 

    17.	Keep the default values and click Next. A wizard page, as shown in Figure 3-14 on page 86, appears to configure auditing.
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    Figure 3-14   Auditing definitions for the document class to be created

    18.	Keep the default values and click Next.

    19.	A summary page, as shown in Figure 3-15 on page 87, is displayed as confirmation for the successful creation of the document class. 
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    Figure 3-15   Summary page for class creation wizard

    20.	Click Finish.

    21.	Right-click the object store, AKOS, and refresh the repository. Expand the Document Class node to see the newly created document class named Supplier Contract (Figure 3-16).
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    Figure 3-16   Supplier Contract document class successfully created on the repository AKOS

    3.4.2  Using WebSphere Adapter for Enterprise Content Management to service-enable FileNet content

    This section takes you through a step-by-step process to service-enable the FileNet content, which is the new document class named Supplier Contract that you have created. This process requires IBM Integration Designer v7.5 and IBM WebSphere Enterprise Service Bus v7.5. Follow these steps:

    1.	Launch IBM Integration Designer and create an workspace to store your project artifacts. 

    2.	 

     

    
      
        	
          For more information: Refer to the IBM Integration Designer product documentation for more details about how to install, set up, and use the product. You can access the product documentation at this website:

          http://publib.boulder.ibm.com/infocenter/esbsoa/wesbv7r5/index.jsp?topic=/com.ibm.wbpm.wid.main.doc/welcome.html

        
      

    

    3.	After you successfully create the workspace, the Business Integration perspective launches automatically. Right-click the Business Integration project explorer view and create a new mediation module, as shown in Figure 3-17.
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    Figure 3-17   Create a new mediation module to store project artifacts

    4.	On the next page, enter a name for the mediation module, as shown in Figure 3-18 on page 89. In our case, the mediation module name is itso.legal.contract.
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    Figure 3-18   Enter a name for the mediation module

    5.	The next window allows you to choose the type of business object parsing mode for this mediation module. Choose Lazy parsing, because it provides better performance compared to the Eager parsing mode. See Figure 3-19.
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    Figure 3-19   Choose Lazy parsing for the parsing mode for the mediation module

    You have completed the creation of the mediation module. The next step is to use the IBM WebSphere Adapter to service-enable the FileNet content. This interesting exercise involves connecting to the target ECM, FileNet, and graphically selecting the resource, Supplier Contract document class, to be service-enabled for the business application to call.

    6.	For the first step toward Service Enablement, launch the External Service wizard of the IBM WebSphere Adapter for Enterprise Content Management by dragging and dropping the Enterprise Content Management control from the Outbound Adapters palette to the Assembly Diagram, as shown in Figure 3-20.
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    Figure 3-20   Drag and drop the ECM control onto the Assembly Diagram

    7.	This action triggers the discovery process of the adapter. On the next window, select the version of the adapter that you want to use for the service enablement of the FileNet application. Because there is only one version of adapter available now, a window similar to Figure 3-21 on page 91 opens.
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    Figure 3-21   Select the adapter for the FileNet discovery process

    8.	Choose the listed adapter and click Next. The next window allows you to import the adapter’s binary, a rar file, into the workspace. Keep the default values, unless you want to import the file with another name, and click Next. A window similar to Figure 3-22 on page 92 opens.
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    Figure 3-22   Importing the adapter’s binary RAR file into the workspace

    9.	Configure the dependency files that are required for the adapter to work. 

     

    
      
        	
          Important: If you have installed IBM Integration Designer with the test environment enabled, step 9 does not apply to you. 

        
      

    

    10.	Select the com.ibm.ws.runtime.jar file from the WebSphere Enterprise Service Bus installation directory, and click Next. See Figure 3-23 on page 93.

     

    
      
        	
          Dependency file location: The location of the dependency file varies for each operation’s system environment.
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    Figure 3-23   Select the runtime dependency file from the local WebSphere ESB installation directory

     

    11.	Provide the connection-related information to enable the adapter to connect to the target FileNet system (Figure 3-24 on page 94).
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    Figure 3-24   Enter the FileNet connection information

    12.	Although you need to type the FileNet server’s IP address or host name, Port number, common management information service (CMIS) Path, User name, and Password, several of these fields have default values that are auto-populated. If you have not changed these values during the FileNet installation process, using the default values typically works.

     

    
      
        	
          Important: The FileNet connection-related information changes per installation. Check with your FileNet administrator for accurate login credentials and other details. Refer to the IBM WebSphere Adapter for Enterprise Content Management product documentation for more details about each of these properties:

          http://publib.boulder.ibm.com/infocenter/dmndhelp/v7r5mx/index.jsp?topic=/com.ibm.wsadapters.jca.ecm.doc/doc/cbp_ecm_newinthisrelease.html

        
      

    

    13.	After entering the valid values for the FileNet connection-related properties, click Next. This action displays a wizard page and tries to connect to FileNet to fetch the object store and its children (Figure 3-25 on page 95).
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    Figure 3-25   Adapter discovery process connecting to the FileNet system

    14.	After the wizard successfully fetches all the content from FileNet, the wizard page renders the content in a tree-like structure, as shown in Figure 3-26 on page 96.
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    Figure 3-26   Adapter displays the FileNet content in a metadata tree structure

    15.	Select the Supplier Contract document class that you created, which was explained in section 3.4.1, “Configuring FileNet with custom Document Class type to manage legal contract documents electronically” on page 78. Move it to the Selected objects list by clicking the highlighted > icon. 

    This action opens the wizard to allow you to configure the properties that are associated with the selected document class (Figure 3-27 on page 97).
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    Figure 3-27   Customize the document class properties for the selected object

    Look at these configurations in detail: 

    •Target folder in the CMIS server: The name of the target folder in FileNet server where the newly created document will be stored.

    •Required properties for document type: The mandatory properties that are added to the business object that was generated for the selected document class. You cannot deselect these properties. 

    •Optional properties for document type: Select the optional properties that you want in your final business object from the list of Custom properties and Inherited properties. We added the custom properties to the document class at the time of its creation. Select all the properties from the Custom properties list. Do not select any properties from the list of inherited properties.

    •Service interface operations: The control box on the bottom of the page allows you to customize the operations to be created for each document class that was selected. Select the default list of all operations.

     

    
      
        	
          For more information: See the “Selecting and Configuring business objects” section of the IBM WebSphere Adapter for Enterprise Content Management product documentation for more details about customizing the business object generation with the help of specific properties for the select document class:

          http://publib.boulder.ibm.com/infocenter/dmndhelp/v7r5mx/topic/com.ibm.wsadapters.jca.ecm.doc/doc/stecm_outconfig_objects.html

        
      

    

    16.	Click OK. You have completed the wizard page, and the selected document class is moved to the Selected objects list on the right (Figure 3-28).
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    Figure 3-28   Select document class is added successfully to the Selected objects list panel

    17.	Next, configure the relative path of the folder in which to store the generated business objects. Keep the default value and click Next. See Figure 3-29 on page 99.
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    Figure 3-29   Target relative folder name to store generated business objects

    18.	Next, you configure the service generation and the deployment properties that are needed while deploying the adapter on the runtime WebSphere Enterprise Service Bus. See Figure 3-30 on page 100.
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    Figure 3-30   Configure service generation and deployment properties

    19.	In the Deployment Properties section, click Using an existing JAAS alias, which is the IBM-recommended approach to specifying the required security credentials for the adapter to connect to the target FileNet while deployed in WebSphere Enterprise Service Bus. Click Select. This action opens a new wizard page (Figure 3-31 on page 101).
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    Figure 3-31   Choose the target server to configure the JAAS alias

    20.	Select the Target server name from the drop-down list where you want to deploy the final application and click Next.

    21.	Choose the correct JAAS alias that has been configured to connect to the target FileNet system and click Finish. See Figure 3-32.
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    Figure 3-32   Choose the JAAS alias to connect to FileNet

     

    
      
        	
          For more information: See the WebSphere Enterprise Service Bus product documentation for the instructions to configure the JAAS alias using the target server’s administrative console. Also, check with FileNet’s administrator for the login credentials to use while setting up the JAAS alias.

        
      

    

    22.	On the next page click Finish to complete the external service process. See Figure 3-33.
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    Figure 3-33   External service generating required artifacts

    Using the built-in test client to quickly validate the services

    It is always a good practice to test the individual components before assembling them into a bigger module. IBM WebSphere Enterprise Service Bus provides excellent capabilities to quickly validate each component that is being developed in an independent fashion. Now, we look at how to validate the services that we created using IBM WebSphere Adapter for Enterprise Content Management. Follow these steps: 

    1.	Name the service FileNetServices. See Figure 3-34 on page 103.
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    Figure 3-34   Name the service FileNetServices

    2.	Right-click the server and choose Add and Remove to deploy the component that we created on the server. See Figure 3-35 on page 104.
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    Figure 3-35   Add the project to the server for deployment

    3.	On the next wizard page, choose the project itso.legal.contractApp and click Add >, as shown in Figure 3-36 on page 105.
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    Figure 3-36   Prepare the project for deployment

    4.	After you move the project to the Configured section on the right side, click Finish. You have completed the project deployment. See Figure 3-37 on page 106.
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    Figure 3-37   Click Finish to complete the project deployment process

    5.	The amount of time that is required to deploy the project on the server depends on the size of the project and the machine’s hardware capabilities. Wait for few minutes for the server to complete the deployment process. After the project is successfully deployed on the server, the project’s name appears under the running server with its status showing as [Started, Synchronized] (Figure 3-38).
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    Figure 3-38   Project successfully deployed to server

    6.	Now that the project has been successfully deployed on the server, the next step is to invoke the built-in test client to validate the services. Right-click the FileNetServices component on the Assembly Diagram and choose Test Component, as shown in Figure 3-39 on page 107.
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    Figure 3-39   Launch the Integration Test Client component of WebSphere ESB

    7.	The Test Component option launches the Integration Test Client. Choose the createAKOSSupplierContract operation from the Detailed Properties list. Fill in the values for the required properties, as shown in Figure 3-40 on page 108.
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    Figure 3-40   Integration Test Client to supply values for validation

    8.	Figure 3-41 on page 109 is an expanded version of the value editor where the appropriate values are set for the required properties. Out of all the properties listed, only a few properties are mandatory for the adapter to work. We list the mandatory properties in Table 3-2.

    Table 3-2   Mandatory fields

    
      
        	
          Property name

        
        	
          Description

        
      

      
        	
          LocalPath

        
        	
          Absolute path of the file that needs to be attached as content while creating the document in FileNet. The adapter reads the file content using the local path while processing this outbound operation.

        
      

      
        	
          RepositoryId

        
        	
          Target object store name to save the document.

        
      

      
        	
          TargetFolder

        
        	
          An optional property to specify the target location of the document. If not specified, the created document is stored under the unfiled category.

        
      

      
        	
          VersioningState

        
        	
          Versioning state of the document. The valid values are major, minor, and none.

        
      

      
        	
          cmisU58name

        
        	
          Title of the target document.

        
      

      
        	
          ExpiryDate

        
        	
          Expiry date of the supplier contract document.

        
      

      
        	
          PrimaryLegal

        
        	
          Primary legal officer’s name.

        
      

      
        	
          SecondaryLegal

        
        	
          Name of secondary legal officer.

        
      

      
        	
          SupplierID

        
        	
          Unique identification number of the supplier under which the contract documents need to be stored. The supplier ID comes from the central supplier management system.
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    Figure 3-41   Integration Test Client populated with test values

    9.	After you enter all the required properties, click the green right arrow icon to start the validation process. We highlighted the green arrow icon in Figure 3-42.
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    Figure 3-42   Invoke the validation process

    10.	When the Integration Test Client is used to test the project for the first time, it is a requirement to attach the project to a target server, as shown in Figure 3-43 on page 110.
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    Figure 3-43   Choose the deployment location for testing the component

    11.	Click Finish, which invokes the service, as shown in Figure 3-44.
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    Figure 3-44   Integration Test Client running test

    12.	After the service is successfully invoked and executed at the FileNet end, the response from the adapter is displayed on the same editor. See Figure 3-45 on page 111.
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    Figure 3-45   The response from the service exposed via adapter is shown on the editor

    13.	If you log on to FileNet and look in the target directory that was chosen for creating the document, you see that a file was created with the title that was provided as input (Figure 3-46 on page 112). You have completed the test process.
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    Figure 3-46   Document successfully created on FileNet

    3.4.3  Building an FTP interface for the createDocument business service exposed via WebSphere Adapter 

    In this section, we guide you through a step-by-step process to build an application to create supplier documents on FileNet using the FTP protocol. ITSO Enterprise manages all its supplier information in its central supplier management system. The central supplier management system was developed in-house and it does not have a good interface mechanism. ITSO Enterprise decided to extend the mechanism to create supplier documents by enabling the application to create the supplier records on an FTP server along with the supplier contract information -- a local path to the scanned version of the supplier contract document. This file will be picked up by IBM WebSphere Adapter for FTP and pushed to FileNet to the create appropriate supplier contract document. Follow these steps: 

    1.	To start, select Data → New → Business Object to create a new business object. See Figure 3-47 on page 113.
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    Figure 3-47   Create a new Business Object

    2.	The New Business Object page appears. For the Name of the business object, type SupplierContract and click Finish. See Figure 3-48.
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    Figure 3-48   Name the business object SupplierContract

    3.	This action creates a new business object and places it on the Assembly Diagram for further edits. Right-click your new business object and choose Add field, as shown in Figure 3-49 on page 114.
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    Figure 3-49   Add fields to the business object

    4.	For the Name of the field, type primarylegal and select string for its data type.

    5.	Repeat steps 3 and 4 to add a few more fields to complete the business object creation. Figure 3-50 shows a list of fields and their corresponding data types.
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    Figure 3-50   Final structure of business object

    6.	Start the IBM WebSphere Adapter for FTP discovery process and build the required logic to poll and parse the supplier record information arriving via the FTP channel. Drag the FTP control from the Inbound Adapters palette and drop it on the project’s Assembly Diagram, as shown in Figure 3-51 on page 115.
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    Figure 3-51   Initiate the FTP adapter’s discovery process

    7.	On the next window, choose the Simple: Create an inbound FTP service to read from a remote file predefined template for faster integration with the target FTP server. Click Next. See Figure 3-52 on page 116.
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    Figure 3-52   Choose predefined template approach for faster integration with FTP server

    8.	On the next wizard page, for the Name of the FTP service, type FTPExport and click Next, as shown in Figure 3-53 on page 117.
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    Figure 3-53   Enter the service Name FTPExport

    9.	A few mandatory configuration settings are necessary for the service to work. You can see them on Figure 3-54 on page 118. For the Business Object, select SupplierContract (from the list of business objects, click Browse to find SupplierContract). For the FTP server host name, type the target FTP server host name or IP address. For the Remote directory from which the supplier contract files will be copied to the server, type the name of your source remote directory. Choose a valid Local staging directory name, because the adapter processes the files only after staging them to a local directory. Click Next. Figure 3-54 on page 118 has all the fields populated with appropriate values. 
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    Figure 3-54   Populate the required fields for the FTP service

    
      
        	
          Your environment: Change these values to the appropriate values for your environment. Make sure that you have access to the target FTP server that you want to service-enable.

        
      

    

    10.	On the next page, configure the security credential that is needed to connect to the target FTP server. Type the user name and password required to connect to the FTP server and click Next. See Figure 3-55 on page 119.
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    Figure 3-55   Configure the security credential for connecting to the FTP server

    11.	Configure the file format and its parsing logic. For the input file format, click Other and click Select. See Figure 3-56 on page 120.
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    Figure 3-56   Choose the input file format

    12.	On Data Handler Configuration page, choose Delimited and click Next. See Figure 3-57 on page 121.

    [image: ]

    Figure 3-57   Choose the Delimited data format of the input file

    13.	Because the data is separated by an equal sign (=) on the input files, type the equal sign (=) for the delimiter and click Next. See Figure 3-58 on page 122.
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    Figure 3-58   Type the Delimiter for the input file processing

    14.	On the next page, leave the default Name for the data transformation configuration and click Finish. See Figure 3-59 on page 123.
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    Figure 3-59   Data handler configuration

    15.	The wizard returns you to the same page where you started the data handler configuration. You can see the data handler name being populated with the value chosen on the previous step. Click Finish to complete the process. See Figure 3-60 on page 124.
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    Figure 3-60   Complete the data handler configuration

    16.	Configuring the data handler creates another component on the Assembly Diagram for the FTPService. Rename this component ContractsOnFTP. See Figure 3-61.
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    Figure 3-61   Service for FTP successfully generated and added to the Assembly Diagram

    17.	Build the required logic to route the information coming out of the FTP service to the FileNet service. Because these services work in separate data formats, you must create custom mapping functionality to make the services understand each other’s format. Drag and drop the Mediation Flow component from the Components palette on the Assembly Diagram, as shown in Figure 3-62.
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    Figure 3-62   Add a Mediation Component to the project

    18.	Wire the FTP service ContractsOnFTP to the Mediation component. You will be asked for a confirmation to add the service interface from the export to the target. Click OK, as shown in Figure 3-63.
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    Figure 3-63   Wire the FTP service and the Mediation component

    19.	Wire the Mediation component and FileNetServices on the other side. See Figure 3-64. Click OK for the dialog box.
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    Figure 3-64   Wire the Mediation component and the FileNet service

    20.	Double-click the Mediation component to implement it. Click Yes for the confirmation window. Figure 3-65.
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    Figure 3-65   Start implementing the Mediation component

    21.	Choose a folder for the mediation implementation. You can optionally create a new folder, as well. For simplicity, we have selected the default root-level folder, as highlighted in Figure 3-66 on page 127.
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    Figure 3-66   Choose a folder for the Mediation component’s implementation

    22.	A new page appears for you to implement mediation. Select emit on the FTPExport interface, as shown in Figure 3-67. This action opens a new page where you select Service Integration, as highlighted in Figure 3-67.
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    Figure 3-67   Integrate the FTP and FileNet services

    23.	When you select the Service Integration option, you must select createAKOSSupplierContract for the target operation, as shown in Figure 3-68 on page 128. Click OK.
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    Figure 3-68   Select createAKOSSupplierContract for the target operation

    24.	Select the service that you want to integrate, as shown in Figure 3-69.
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    Figure 3-69   Select the service for integration

    25.	On the Request tab of the mediation module editor, wire the FTPExport service to the target createAKOSSupplierContract service. This action creates an XSLTransformation1 component, as shown in Figure 3-70 on page 129.
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    Figure 3-70   XSLTransformation1 component for mapping two separate formats

    26.	Double-click the XSLTransformation1 component to open the map editor. IBM WebSphere Enterprise Service Bus provides excellent capabilities for mapping virtually any format to any other format. You can perform this entire mapping exercise in a few minutes, which is the greatest value-add for the clients. IBM performs the difficult work of managing all the data formats and their transformations and lets our clients concentrate on their business logic. 

    27.	Open the Properties editor for this XSLTransformation1 component and select the Default Values tab. Select Use target schema default/fixed value if one exists, as shown in Figure 3-71.
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    Figure 3-71   Specifying that the XSLTransformation1 component will use the target schema’s default/fixed values

    28.	Simply drag and drop the source element to the appropriate target’s element to create a map. Figure 3-72 on page 130 shows how the primarylegal element is mapped between the source and target services.
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    Figure 3-72   Map the elements of the source service and the target service

    29.	Repeat this mapping step to map all the source elements to the appropriate target elements. 

    30.	However, in an actual client’s environment, not all elements can be mapped one-to-one. Most of the time, adding extra logic around the map is required, for example, when assigning a default value for the element. In our case, RepositoryId on the target service does not have a mapping field in the source service, even though it is one of the mandatory properties for the FileNet service to work. To assign the default value for it, right-click the RepositoryId field and choose the Create using default value option. See Figure 3-73 on page 131.
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    Figure 3-73   Assign a default value for the RepositoryId field

    31.	Repeat the previous step to assign a default values for every field that does not have a mapping in the source service but is required for the FileNet service to work.

    32.	Apart from this default value assignment, at times, it is required to assign one of valid values from the list, if the field is the enumeration type. VersioningState in the target service is of the enum type. Therefore, right-click VersioningState and choose the Create Assign option (Figure 3-74).
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    Figure 3-74   Assign the value for an enum field

    33.	After you have chosen the Create Assign option, an Assign node is created for that field. Select that Assign node and open the Properties view editor. On the first tab, which is the General tab, of the Properties view editor, for Value, type major, as shown in Figure 3-75.
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    Figure 3-75   Assign a valid value for enum-type fields

    34.	The cmisU58name field on the target service is a required field, because it captures the title of the document to be generated on the FileNet system. Because the document titles must be unique, use the Concat function to concatenate the primarylegal and supplierID fields of the source to construct a unique value for the cmisU58name field by dragging and dropping the primarylegal field of the source service on the cmisU58name field of the target service. Again, drag the supplierID field of the source service and wire it to the same node. This action creates a Concat function, which concatenates the primarylegal and supplierID values to form the cmisU58name, as depicted in Figure 3-76 on page 133.
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    Figure 3-76   Concat function for constructing the cmisU58name field

    35.	Wire back the response from the FileNet service to the FTP service. Open the Response tab of the Mediation component. Connect the Callout Response of createAKOSSupplierContract to the Input Response of the emit method, as shown in Figure 3-77.
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    Figure 3-77   Wire the response back to the FTP service

    36.	Double-click the XSLTransformation1 component and map all fields one-to-one, because both the source and target formats are the same type.

    37.	You have completed the integration between FTP and FileNet services. To validate the entire flow quickly, right-click the FTP service ContractsOnFTP and choose Test Component. Type the sample values for all input fields, and click the green invoke icon. Figure 3-78 on page 134 captures the sample values for all input fields.

    [image: ]

    Figure 3-78   Sample values to validate the flow

    38.	After the entire flow executes successfully, the Integration Test Client displays various components through which the data has passed. Click the last Return node on the tree to see the final result of the execution. See Figure 3-79.
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    Figure 3-79   Result of the final execution

    39.	To test the complete flow via the FTP channel, create a file containing the required supplier contract information and upload it to the target directory on the FTP server. Example 3-1 shows sample file content.

    Example 3-1   Sample supplier contract file content
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    primarylegal=rajan

    secondarylegal=kumar

    supplierID=SRNG44

    expirydate=2012-01-01T00:00:00.001Z

    contractLocation=c:/samplecontract.pdf
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          Note: To keep this scenario simple, the scanned version of the supplier contract document is stored on the same machine where IBM WebSphere Enterprise Service Bus is running. You can extend this application by suppling the content via HTTP or through bytes.

        
      

    

    40.	After the file is successfully uploaded to the target FTP server, IBM WebSphere Adapter for FTP polls the file and processes it. Then, with the help of the Mediation component, the file is routed to the createDocument service of FileNet for documentation creation. 

    41.	We have completed the process of implementing an FTP-based interface for the createDocument service.

    3.4.4  Building a web application on the retrieveAllDocuments service to query FileNet documents

    ITSO Enterprise has successfully built an application to store its supplier contract documents in FileNet. ITSO Enterprise wants to develop an application to view its supplier contract documents. ITSO Enterprise also requires a query-type interface where its employees can enter search criteria to fetch matching documents from FileNet.

    Follow these steps to implement a web-based application to search the supplier contract documents by using the Web services binding technology of WebSphere Enterprise Service Bus:

    1.	Right-click the Interfaces section of the project and choose New → Interface, as shown in Figure 3-80.
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    Figure 3-80   Create a new Interface

    2.	On the Create an Interface window, for the Name of the interface, type WSExport and click Finish. See Figure 3-81 on page 136.
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    Figure 3-81   Enter the Name for the interface

    3.	After the interface is created successfully, the interface editor automatically opens. Add a two-way operation called queryDocument. To keep it simple, name the input node whereclause, which is the string type, and name the output node response, which is the AKOSSupplierContractContainer type. The intention is to provide whereclause as a query to search the supplier contracts on the FileNet end. Matching documents will be returned as part of the container object. The container will have as many child business objects as the matching documents that are returned by FileNet. See Figure 3-82. 
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    Figure 3-82   Interface with one operation queryDocument

    4.	Next, provide the Web service binding capability to this interface and wire it to the existing mediation module to call the appropriate FileNet service via IBM WebSphere Adapter for Enterprise Content Management. To do so, drag and drop the WSExport from the Interface section onto the Assembly Diagram. See Figure 3-83 on page 137. This action opens a new page where you choose Export with Web Service Binding and click OK.
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    Figure 3-83   Drag and drop the WSExport interface on the Assembly Diagram to start building the Web service binding

    5.	On the Select a Transport Protocol window, for the transport protocol, select SOAP1.1/HTTP for the Web service binding, and click Next. See Figure 3-84.

    [image: ]

    Figure 3-84   Choose the transport protocol for the Web service binding

    6.	Specify the target namespace for the Web service binding and click Finish, as shown in Figure 3-85 on page 138.
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    Figure 3-85   Provide the target namespace for the Web service binding

    7.	The previous action adds the Web service export component on the Assembly Diagram. Wire WSExportExport1 to the Mediation component that has been built already, as explained in Figure 3-86.
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    Figure 3-86   Wire the Web service component to the existing Mediation component

    The Assembly Diagram looks like Figure 3-87 on page 139.
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    Figure 3-87   Assembly Diagram of all services

    8.	Double-click the Mediation module to extend its implementation for the Web Service binding component. Click the add interface icon, as highlighted in Figure 3-88, to add the newly created WSExport interface to the mediation module.
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    Figure 3-88   Add the newly created interface WSExport to the mediation module

    9.	After you add the WSExport interface to the Mediation component, click the queryDocument operation to select the Mediation flow template. Choose Service Integration as the mediation flow. See Figure 3-89 on page 140.
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    Figure 3-89   Choose Service Integration as the mediation flow

    10.	Add the reference to the target FileNet service. Add ECMImportPartner as a Reference, choose retrieveallAKOSSupplierContract as a Target Operation, and click OK. See Figure 3-90.
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    Figure 3-90   Choose a Reference and a Target Operation to integrate the services

    11.	The previous action creates the necessary mediation logic and places it on multiple tabs. On the Request tab, connect queryDocument and retrieveallAKOSSupplierContract using the XSLTransformation1 component, as shown in Figure 3-91 on page 141.

    [image: ]

    Figure 3-91   Wire the services using the XSLTransformation1 component

    12.	Double-click the XSLTransformation1 component to implement wiring the services. Enter a valid name for the map and click Finish on the next window. On the map editor, connect the whereclause of the queryDocumentRequestMsg to the whereclause of the retrieveallAKOSSupplierContract, as shown in Figure 3-92.
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    Figure 3-92   Map the necessary fields

    13.	Follow similar steps to complete the response flow logic of the Mediation component. On the Response tab, connect retrieveallAKOSSupplierContract’s response message to queryDocument’s response. See Figure 3-93 on page 142.

    [image: ]

    Figure 3-93   Connect the response flow of the Mediation component

    14.	Choose XSL Transformation as the type of mapping component for the response flow. Double-click the XSLTransformation1 component. After naming the component, choose the Auto map input to output icon to automatically map all the input fields to the matching output fields. See Figure 3-94.
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    Figure 3-94   Auto mapping of input fields to output fields 

    15.	On the next window, click Finish. Keep all the default values. See Figure 3-95 on page 143.
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    Figure 3-95   Configuration for advanced auto mapping functionality

    The map looks like the map that is shown in Figure 3-96.
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    Figure 3-96   Final structure of the map with all the fields mapped

    16.	You have completed the Web service binding configuration. Next, you create a JavaServer Pages (JSP)-based Web service client and test it. To start the client generation process, right-click the corresponding Web Services Description Language (WSDL) component under the Web Service Ports section and choose Web Services → Generate Client. See Figure 3-97.
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    Figure 3-97   Launch the Web Service Client generation wizard

    17.	The Web Service Client generation wizard starts. On the first page of the wizard, for Client type, select Java proxy and move the client generation-level slider to Test client and click Next, as shown in Figure 3-98 on page 145.
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    Figure 3-98   Web Service Client generation configuration

    18.	On the WebSphere JAX-WS Web Service Client Configuration wizard page, check Generate portable client and select Generate ibm-webservicesclient-bnd.xmi template for overriding the service’s endpoint URL. Do not select the Enable MTOM option. Click Next. See Figure 3-99 on page 146.
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    Figure 3-99   Additional settings for Web Service Client generation

    19.	On the Web Service Client Test page, for the Test facility, select JAX-WS JSPs.

    20.	Select the _getDescriptor() and queryDocuments(java.lang.String) methods for which to generate clients.

    21.	Click Finish to complete the Web Service Client generation. The wizard automatically generates the required files and updates them on the server (Figure 3-100 on page 147).
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    Figure 3-100   Generation of artifacts and code required for the client and updating them on the server

     

    
      
        	
          Resources: For more details about building the Web Service Client and testing it on IBM WebSphere Enterprise Service Bus, see these books:

          •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 1: Development, SG24-7608

          •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 2: Scenario, SG24-7642

          •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 3: Run time, SG24-7643

        
      

    

    3.4.5  Adding other protocols or application-based interfaces for other services 

    We have provided two interfaces for two of the FileNet services (FTP and HTTP). You can extend the capabilities further by adding other types of protocols or application-based interfaces for other services. 

    •Example 1: Integrate the Email application and the updateDocument service of FileNet.

    •Example 2: Integrate the SAP Software retrieveDocument service of FileNet.

    3.5  Summary

    In this chapter, we explained the service enablement aspect of WebSphere Adapter for Enterprise Content Management and IBM FileNet. By using this solution, ITSO Enterprise was able to build applications to store and view its suppliers’ legal contract documents on an on-demand basis. This solution was based on WebSphere Enterprise Service Bus using IBM WebSphere Adapter for Enterprise Content Management.
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Service Reuse and Governance pattern

    This chapter describes the Service Reuse and Governance pattern using the Smart Service-Oriented Architecture (SOA) approach. In this chapter, we discuss an ITSO Enterprise business scenario in which we reuse an enabled service across the internal infrastructure and demonstrate how to govern enabled services within the enterprise.

    In this chapter, we use IBM WebSphere Enterprise Service Bus to reuse an enabled service and we introduce IBM WebSphere Service Registry and Repository (WSRR) for the governance of service.

    This chapter has the following sections:

    •4.1, “Introduction to the business scenario” on page 151

    •4.2, “Architectural diagram” on page 153

    •4.3, “Benefits” on page 153

    •4.4, “Summary” on page 198

     

    
      
        	
          How to recreate these scenarios: You can download the configuration files and programs that are used in this chapter from the ITSO Redbooks FTP site. You can use these files to recreate these scenarios in your environment. For download instructions, refer to Appendix A, “Additional material” on page 401.

        
      

    

     

     

     

     

     

     

     

     

     

     

    4.1  Introduction to the business scenario

    Based on the success of accessing a single service across departments with the customer information service, as described in Chapter 2, “Service Enablement pattern” on page 23, ITSO Enterprise begins to evaluate other problems that an SOA approach can solve, such as integrating multiple services across the departments.

    4.1.1  Scenario problem

    After placing an order, if the customer wants to find out the status of an order, the customer makes a phone call to the Customer Sales Representative (CSR) team to get the latest status of the order. But the CSR team does not have direct access to the ITSO Enterprise ordering system. So, the CSR has to put the call on hold and phone the ITSO Enterprise Orders team to query the order for a given customer, as described in Figure 4-1. The customer gets frustrated after being put on hold for the phone call to query the order by the CSR.

    [image: ]

    Figure 4-1   ITSO Enterprise current query order service

    After getting many complaints from the customers, the CSR team goes to the Orders team and asks the Orders team to make the ITSO Enterprise ordering system available to the CSR team as a cross-department service.

    The members of the Orders team are convinced of the need for the CSR team to access the order service, because the Orders team sees the cost of all the calls from the branch staff and also realizes that ITSO Enterprise must provide better customer service to increase customer satisfaction. 

    The order system was implemented in .NET and they are happy to maintain the work required to expose an interface to it. The Orders team chooses a Microsoft Windows Communication Foundation (WCF)-based Web service that is hosted in Internet Information Services (IIS), because this method is the most natural technology choice for the team.

    However, the Orders team members are concerned that if they make the .Net system available as a service outside of their department, more teams will use it and the Orders team has not planned for enough capacity for that many users.

    4.1.2  Scenario solution

    IBM helps ITSO Enterprise to solve the problem by showing the company how to reuse the ordering system with the help of IBM WebSphere Enterprise Service Bus (ESB). Also, IBM helps ITSO Enterprise by describing how to build a service gateway using WebSphere Service Registry and Repository, as described in Figure 4-2.

    WebSphere Service Registry and Repository enforces a service-level agreement (SLA) between the CSR and Orders teams. Also, it prevents other internal users from using the Orders system without first establishing their own SLAs.

    This solution consists of a Gateway pattern in IBM WebSphere Enterprise Service Bus, which is linked to WebSphere Service Registry and Repository. 
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    Figure 4-2   WebSphere ESB and WebSphere Service Registry and Repository Solution for ITSO Enterprise

    Using the IBM solution, we see that without the SLA in place, the CSR application cannot access the service and it cannot access it directly in the .Net service, because a secure link is established. Only IBM WebSphere ESB is able to connect to the IIS server where the .Net service is hosted.

    In IBM WebSphere Service Registry and Repository, we add the SLA for the CSR service. The CSR application is able to view the orders that are associated with each customer within the CSR application.

    4.2  Architectural diagram

    In this scenario, we use the following products:

    •IBM Integration Designer V7.5

    •IBM WebSphere ESB Server V7.5

    •IBM WebSphere Service Registry and Repository V7.5

    •IBM DB2 database V9.7

    Figure 4-3 shows an architectural diagram of an ITSO Enterprise with IBM WebSphere ESB and WebSphere Service Registry and Repository solution.
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    Figure 4-3   Assembly Diagram of WebSphere ESB and WebSphere Service Registry and Repository solution

     

    
      
        	
          Process: We expose a Web service from the mediation module as a Web service export to receive the SOAP request message from the CSR query orders service. We use the SLAEndpoint lookup to WebSphere Service Registry and Repository in the mediation flow and route the request by calling the Orders service (.Net) as a Web service import. The generated SOAP response message is routed to the CSR query orders service.

        
      

    

    4.3  Benefits

    An SLA can be a formal or informal contract that defines service priorities and guarantees. Many companies want to manage their services by exploiting SLAs. For example, if a service can only process so many messages per second, you can agree to a certain number of messages with specified consumers.

    WebSphere Service Registry and Repository stores SLAs as part of its governance enablement profile. A consumer service representation in WebSphere Service Registry and Repository can have an SLA that describes the contract to a provider service definition. This SLA can be checked by WebSphere ESB to determine whether a consumer is entitled to invoke a service. Additional metadata that is stored in the SLA describes the agreed-to parameters in which the consuming service is allowed to operate, for example, the level of service, minimum and maximum messages per day, and so on.

    For more information, refer to this website:

    http://publib.boulder.ibm.com/infocenter/esbsoa/wesbv7r5/topic/com.ibm.websphere.wbpm.scenarios.esb1.doc/topics/cscn_sla.html

    WebSphere Service Registry and Repository offers the following value propositions:

    •Enable the SOA governance of services throughout the service life cycle

    •Promote reuse and eliminate redundancies by increasing the visibility of services, applications, and processes

    •Enhance connectivity by increasing the runtime flexibility of applications that are integrated using the ESB

    •Optimize the use of services in SOA by exchanging rich service information with runtime monitoring tools and operational data stores

    •Enable governance and life-cycle management of the organization’s high-value applications, such as WebSphere MQ, IBM CICS®, and IMS

    •Enable policy management across the SOA life cycle, spanning all domains of policy

    WebSphere Service Registry and Repository offers the following potential benefits:

    •Encourage reuse: WebSphere Service Registry and Repository improves the enterprise-wide visibility of a service that reduces redundancies, eliminates duplication, and encourages reuse.

    •Enhance connectivity: WebSphere Service Registry and Repository increases the runtime flexibility of applications and processes by allowing ESBs to select services based on service metadata and enforce policies that are associated with the services and by managing multiple service versions.

    •Enable Governance: WebSphere Service Registry and Repository provides a trusted and centralized source of services and related metadata and policies, by governing the life cycle of service and policies

    For more information about WebSphere Service Registry and Repository V7.5, see this website:

    http://www-01.ibm.com/software/integration/wsrr/features/index.html?S_CMP=wspace

    4.3.1  Technical implementation

    This section is divided into two sections that explain in step-by-step instructions how to implement the solution using the two products: WebSphere ESB and WebSphere Service Registry and Repository. The first part describes enabling governance in WebSphere Service Registry and Repository; defining the service consumer, the service provider, and all the artifacts that are associated with them. The second part describes the construction of a WebSphere ESB mediation flow that allows endpoint selection that is based on a service consumer to service provider relationship via an SLA.

    4.3.2  Enabling governance in WebSphere Service Registry and Repository for contract enforcement

    In this section, we register and govern provider and consumer services for the ITSO Enterprise company and define a contract between the consuming organization’s service and the providing organization’s service. This section contains the following topics:

    •“Activating the Governance Enablement Profile”

    •“Registering the Web Services Description Language” on page 156

    •“Identifying the business capability through a business service” on page 157

    •“Realizing the business service with a service version” on page 161

    •“Creating an SLD for the service version” on page 166

    •“Activating the service endpoint and completing the service life cycle” on page 170

    •“Registering and governing the service consumer” on page 172

    •“Creating an SLA between the service consumer and the service provider” on page 172

    Activating the Governance Enablement Profile

    The Governance Enablement Profile is a configuration for a WebSphere Service Registry and Repository (WSRR) instance and contains a well-defined service data model, service taxonomy, roles, policies, and user interface configuration perspectives that are derived from preferred practices from working with clients. You must load and activate the Governance Enablement Profile manually after you have completed the installation of WebSphere Service Registry and Repository. You can have multiple configuration profiles for a WSRR instance, but only one configuration profile can be active.

    A WebSphere Service Registry and Repository configuration profile contains a complete set of WebSphere Service Registry and Repository configuration files. Configuration profiles are used for the backup, restore, and management of entire sets of WebSphere Service Registry and Repository configuration.

    A WebSphere Service Registry and Repository configuration profile contains these components:

    •Web UI views: To display registry content in a way that is suitable for its intended use

    •Roles and perspectives: User roles, and web UI perspectives to support those user roles

    •Classification systems: To support your user-defined models, business domains, and technical domains of relevance

    •Life cycles: Appropriate to the service life cycle and its governance 

    •Configuration of user-defined validators, modifiers, and notifiers: To implement governance policies 

    Configuration profiles are loaded into WebSphere Service Registry and Repository from a configuration profile compressed file. WebSphere Service Registry and Repository provides the following profiles:

    •Basic profile 	(BasicProfile_v75.zip)

    •Governance enablement profile 	(GovernanceEnablementProfile_v75.zip)

    The profiles are located in the <WAS_INSTALL_ROOT>\WSRR\config directory.

    Follow these steps to load and activate the Governance Enablement Profile:

    1.	Log on to the WebSphere Service Registry and Repository Web user interface by entering http://hostname:port/ServiceRegistry/ into the address bar of the web browser. 

     

    
      
        	
          WebSphere Service Registry and Repository Web user interface URL: The hostname is the IP address or host name of the WebSphere Application Server that hosts the WebSphere Service Registry and Repository application, and the port is the server port number (the default port number is 9080 and the secured port number is 9443). If security is enabled, the browser directs you to the secured URL address.

        
      

    

    2.	Switch to the Configuration perspective by selecting the Configuration perspective from the Perspective drop-down menu.

     

    
      
        	
          Configuration perspective: The WebSphere Service Registry and Repository web user interface supports the concept of perspectives. Various perspectives can provide separate views of the data that is stored in WebSphere Service Registry and Repository. The Configuration perspective allows an administrator to configure WebSphere Service Registry and Repository. This Configuration perspective might be the only available perspective if the Governance Enablement Profile has not been activated.

        
      

    

    3.	Navigate to Manage Profiles → Configuration Profiles → Load Configuration Profile.

    4.	Specify the location of the configuration profile compressed file and click OK.

    5.	Select Governance Enablement Profile and click Make Active. For the Initial Profile Status, the status of the newly loaded profile is set to “Archived”.

    Registering the Web Services Description Language

    To register a new service, you load the Web Services Description Language (WSDL) that defines a service and associate it with a service version that is used to govern that service. Create a new service version called Orders Service and use it to initiate the service life cycle.

    To load the Orders Service into WebSphere Service Registry and Repository, perform the following steps:

    1.	Log on to the WebSphere Service Registry and Repository Web user interface.

    2.	Go to View → Service Documents → WSDL Documents, as shown in Figure 4-4.

    [image: ]

    Figure 4-4   Loading documents

    3.	Click Load Documents. The Load Documents page is displayed, as shown in Figure 4-5.
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    Figure 4-5   Loading the WSDL file

    4.	Click Browse to find the WSDL file that you want to load.

    5.	Enter the document description and version.

    6.		Click OK. A tree showing the WSDL and prerequisite files is displayed, as shown in Figure 4-6. To load the prerequisite files, click Select Document. 
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    Figure 4-6   Dependent XSD documents of ITSOOrdering.wsdl

     

    
      
        	
          Dependent files: If a dependent document, such as an XSD file, is detected and identified as in a repository, it is automatically linked to the WSDL that is being loaded. You can override this process and load a new version, if you want.

        
      

    

    7.	Click Finish to load the WSDL document.

    As the WSDL document is loaded, it is parsed to identify the WSDL logical objects, such as the Service, Port, Port type, and SOAP address.

    Identifying the business capability through a business service

    A business capability in the governance enablement profile is a construct that expresses a generalized capability within the SOA organization. Each business capability plays a particular role in the business processes of the organization and is therefore the starting point for traceability (from business to IT) in an SOA environment. 

    A business service represents a business capability that is viewed as a service within the organization and it passes through the capability life cycle, as shown in Figure 4-7.
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    Figure 4-7   Capability life cycle diagram

    Perform the following steps to create a new business service and enforce governance:

    1.	Log on to the WebSphere Service Registry and Repository Web user interface.

    2.	Switch to the Business perspective, if necessary, by selecting Business from the Perspective list.

    3.	Click Task → Business Capability Tasks → Charter Business Capability.

    4.	From the Identified Business Capabilities (Charter) list, click the New Business Service, as shown in Figure 4-8.
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    Figure 4-8   Creating New Business Service

    5.	Enter a Name and Description for the business service, as shown in Figure 4-9.
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    Figure 4-9   Business Service details

    6.		Click Finish. 

     

    
      
        	
          Business Capability Identified: The Governance State of the new Business Service is Business Capability Identified, which is the initial state in the capability life cycle. A new Business Service is entered into this life cycle automatically.

        
      

    

    7.		Click Edit Relationships, as shown in Figure 4-10.
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    Figure 4-10   Edit Business Service Relationships

    8.	To the right of the Charter relationship, click Add Other Document and click Load Document, as shown Figure 4-11 on page 160.
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    Figure 4-11   Adding Charter document to Orders Service

     

    
      
        	
          Charter (Business Case) document: The charter is a separate document that describes the required capability in detail, including all functional and non-functional requirements. The charter is authored externally and then loaded into WebSphere Service Registry and Repository and attached to the business service. For a user to perform the Propose charter transition, a charter must be associated with the capability, as a target of the Charter relationship.

        
      

    

    9.	Click Finish to load the charter document. The charter document is added as a target of the Charter relationship.

    10.	To transition the service to the Charter Review state, click Propose for Charter Review under the Additional Properties of the Details tab.

     

    
      
        	
          Charter Review: The Charter Review state indicates that the service is ready for review and makes it available to the reviewers.

        
      

    

    11.		To the right of the Owning Organization relationship, click Add Organization. 

    12.	Click asterisk (*) and select Order Management from the auto suggest list, as shown in Figure 4-12 on page 161. Click Add. 
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    Figure 4-12   Search for an existing organization as a target owning organization

    13.	Click Finish to save your changes.

    14.	To transition the Business Service to the Business Capability Approved state, click Approve Capability. The new governance state is Business Capability Approved, as shown in Figure 4-13.
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    Figure 4-13   Business Capability Approved governance state

     

    
      
        	
          Approval Criteria: Before the Business Service can be transitioned to the approved state in the life cycle, make sure that the proposed capability does not duplicate other services in the registry and that an owning organization is assigned that will be responsible for all versions of this capability and for managing the requirements for this service. 

        
      

    

    Realizing the business service with a service version

    A service version in the governance enablement profile represents a specific version, or release, of a service, and provides a range of functional and non-functional specifications that hold for that version of the service. Over time, multiple versions of the same business capability might be created, as the service is enhanced and extended. The service version is the representation of the realization of the business capability.

    The capabilities of the service version are defined as service-level definitions (SLDs). In the case of a composite service, the services on which the service version depends can be identified through SLAs that are associated with the service-level definitions that are provided by the consumed service.

    A service version passes through the SOA life cycle, as shown in Figure 4-14 on page 162.
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    Figure 4-14   SOA life cycle

    Perform the following steps to realize the Orders Service business service with a new service version, which corresponds to the imported WSDL: 

    1.		Log on to the WebSphere Service Registry and Repository Web user interface.

    2.	Click View → Business Capability Life Cycle → Approved Business Capabilities, as shown in Figure 4-15.
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    Figure 4-15   Viewing Approved Business Capabilities

    3.	Click Edit Relationships.

    4.	To the right of the Versions relationship, click Add Capability Version, as shown in Figure 4-16 on page 163.
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    Figure 4-16   Adding Service Version 

    5.	In the Create New Entity section, select Service Version from the Entity type drop-down list and click Create.

    6.	Enter a Name, Description, and Version for the service version, as shown in Figure 4-17.
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    Figure 4-17   Service version details

    7.	To the right of the Provided Web Services relationship, click Add Service and select ITSOOrdering, as shown in Figure 4-18 on page 164.
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    Figure 4-18   Updating the Provided Web Services relationship

     

    
      
        	
          Service entity: ITSOOrdering is the service entity that is derived from the imported WSDL file.

        
      

    

    8.	To assign an owning organization to the service version, to the right of the Owning Organization relationship, click Add Organization. 

    9.	Click asterisk (*), select Order Management from the auto suggest list, and click Add.

    10.	Click Finish to save your changes. The service version is created and added as the target of the Capability Version relationship of the business version.

    The governance state of our service version is Identified. This state is the initial state in the model phase of the SOA life cycle; a new service version is entered into the SOA life cycle automatically. 

     

    11.	Click Propose Scope to transition the service version to the Scope Review state.

     

    
      
        	
          Policy assertions for proposing scope: For a user to perform the Propose scope transition on a service version, the following conditions must exist:

          •The service version must be associated with a business capability.

          •The description, version, and requirements properties must all have a value. 

          You get an error message in the case of a nonconformance to the policy, as shown in Figure 4-19 on page 165.
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    Figure 4-19   Governance Policy Validator

    
      
        	
          Reviewing the scope: Ensure that the service version passes through the following verification activities successfully:

          •The service version is warranted throughout the organization.

          •The requirements and stakeholders are in agreement.

          •The owning organization that is responsible for delivering the requirements is identified and assigned to the service version.

        
      

    

    12.	Click Approve Scope to transition the service version to the Scoped state.

    13.	Click Propose Plan to transition the service version to the Plan Review state.

    14.	Click Approve Plan to transition the service version to the Planned state.

    15.	Click Propose Specification to transition the service version to the Specification Review state.

     

    
      
        	
          Policy assertions for proposing specification: For a user to perform the Propose specification transition on a service version, the following conditions must exist:

          •Any SLA that is associated with the capability version must be in either an Active or Inactive state.

          •The service version must reference a provided web service, a provided Service Component Architecture (SCA) module, or an interface specification.

          •One of the following conditions must be true:

           –	Any referenced service-level definitions must be in the SLD Subscribable state.

           –	Either a module or a WSDL document must be assigned as the target of the Artifacts relationship.

        
      

    

    16.	Click Approve Specification to transition the service version to the Specified state. 

    17.		Click Propose Realization to transition the service version to the Realization Review state, as shown in Figure 4-20.
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    Figure 4-20   Proposing Realization

    18.		Under Additional Properties, click Approve Realization to transition the service version to the Realized state, as shown in Figure 4-21.
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    Figure 4-21   Approving Realization

    The next state in the SOA life cycle is the Staging Review state. To transition the service version to the Staging Review state, you need to Propose Staging Deployment. The service version must have at least one Subscribable SLD with at least one Staging endpoint attached.

    Creating an SLD for the service version

    The SLD provides a formal specification of the physical communication mechanisms that are used to deliver the messages for interaction with a provided service. The SLD includes non-functional characteristics that are related to the interaction, such as security and identity.

    To define the SLD to which the service version will adhere, perform the following steps:

    1.	Log on to the WebSphere Service Registry and Repository web user interface.

    2.	On the Home page under Technical Governance, click Service Versions, as shown in Figure 4-22.
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    Figure 4-22   Service Versions

    3.		Click Orders Service (1.0).

    4.	Under Additional Properties, click New SLD, as shown in Figure 4-23.
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    Figure 4-23   Adding a New SLD to a service version

    5.	Click SLD - Orders Service (1.0) under Provides to display the SLD details.

    6.	Click Edit Properties and change the Name to SLD - Orders Service (1.0) - Ordering. 

     

    
      
        	
          Service interface relationship cardinality: Service Interface relationship cardinality is 0,1. Ordering Service provides two service interfaces (ITSOOrderQuery and ITSOOrdering), so define another SLD that corresponds to the other service interface.

        
      

    

     

    7.	For Average Response Time, type 100. For Availability, 	select 24/7 High Availability from the list box, as shown in Figure 4-24 on page 167.
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    Figure 4-24   Editing the SLD properties

     

    
      
        	
          Quality of service (QoS) of the SLD: The extended service-level definition in the governance enablement profile provides additional properties that are related to QoS information:

          •Average response time: The typical response time, in milliseconds, in an interaction with this endpoint (or service-level definition)

          •Availability: The level of availability that consumers can expect from this endpoint

          You can also add additional properties, as shown in Figure 4-25 on page 168.
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    Figure 4-25   Adding additional QoS information to the SLD

    8.	Click OK to save your changes.

    9.		Click Edit Relationships.

    10.	To the right of the Available Endpoints relationship, click Add Service Endpoint. 

    11.	Click the asterisk (*), select the required service endpoint from the auto suggest list, and click Add, as shown in Figure 4-26 on page 169.

     

    
      
        	
          Service endpoint: The service endpoint is the derived logical representation of the endpoint within the imported WSDL document. The WSDL that we loaded previously contained the production endpoint. By associating the production endpoint with the SLD, the service becomes consumable in the production environment. 
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    Figure 4-26   Adding service endpoint that realizes the SLD

     

    12.	To the right of the Service Interface relationship, click Add Service Interface.

    13.		Click the asterisk (*), select ITSOOrdering from the auto suggest list, and click Add. 

     

    
      
        	
          Service interface: The service interface is the derived logical representation of the port type within the imported WSDL document.

        
      

    

    14.	To the right of Bound Web Service Ports, click Add Service Port.

    15.	Click the asterisk (*), select ITSOOrderingSOAP from the auto suggest list, and click Add. 

     

    
      
        	
          Service port: The service port is the derived logical representation of the port within the imported WSDL document.

        
      

    

    16.			Click Finish, as shown in Figure 4-27.
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    Figure 4-27   Finalizing the SLD relationships update

     

     

    
      
        	
          SLD Identified: For an SLD to become active, the associated SLD must be in a Subscribable state. The Governance State of the new SLD is Business Capability Identified, which is the initial state in the capability life cycle; a new Business Service is entered into this life cycle automatically.

        
      

    

    17.	To make the SLD active, complete the following steps: 

    a.	To transition the SLD to the Scope Review state, click Propose Scope under the Additional Properties of the Details tab. The Governance State is now Scope Review.

    b.	Click Approve Scope. The Governance State becomes Scoped.

    c.	Click Propose Specification. The Governance State is now Review.

    d.	Click Approve Specification. The Governance State becomes Subscribable, and the SLD is now ready to use.

     

    
      
        	
          SLD subscribable: The SLD is subscribable, which means that SLAs can now be requested against it. 

        
      

    

    18.	From the Activity tab, you can access the activity audit information, which displays all the transition steps, as depicted in Figure 4-28.
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    Figure 4-28   Viewing the life cycle history

    Activating the service endpoint and completing the service life cycle

    After we have described the service in sufficient detail for it to be consumed and programmed against, and have deployed an implementation of the service, we must declare the endpoint in the registry, so that it is promoted to, and therefore visible in, the appropriate environments.

    To complete the services life cycle of the Ordering service version, perform the following steps:

    1.	Click Tasks → Endpoints Tasks → Endpoints For Activation.

    2.		From the Offline Endpoints list, select the endpoint.

    3.	Click Edit Classifications, as shown in Figure 4-29 on page 171.
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    Figure 4-29   Edit Classifications

    4.		Expand Governance Profile Taxonomy → Environment.

    5.		In the Classifications tree, select Staging and click Add. The Staging classification is added to the Classification list, as shown in Figure 4-30.
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    Figure 4-30   Adding the Staging classification to the service endpoint

    6.		Click OK to assign the classification.

    7.	Click Approve For Use, and note that the endpoint governance state changes to Online, as shown in Figure 4-31.
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    Figure 4-31   Approving the endpoint for use

    8.		Under Technical Governance, click Service Versions.

    9.		Click 	Orders Service (1.0).

    10.		Click Propose Staging Deployment to transition the service version to the Staging Review state, as shown in Figure 4-32.
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    Figure 4-32   Proposing Staging Deployment

     

     

    
      
        	
          Policy assertion for proposing staging deployment: For a user to perform the Propose staging deployment transition on a service version, there must be at least one subscribable SLD associated with the service version, which has an available endpoint with the Staging classification.

        
      

    

    11.	Click Approve Staging Deployment to transition the service version to the Staging review state.

     

    
      
        	
          Staging environment: In the staging environment, testing the service is performed to ensure that, if the service is made available in the production environment, it will meet all of its proposed SLDs.

        
      

    

    12.	Click Propose Certification. The governance state becomes Certification Review.

    13.		Click Approve Certification to transition the service version to the Certified state.

    14.	To promote the service version to the production state, add the Production classification to the service endpoint as described in step 3 on page 170 and the subsequent three steps.

    15.		Click Propose Production Deployment to transition the service version to the Operational Review state.

     

    
      
        	
          Policy assertion for proposing production deployment: For a user to perform the Propose production deployment transition on a service version, there must be at least one subscribable SLD, associated with the service version, that has an available endpoint with the Production classification.

        
      

    

    16.	Click Approve Production Deployment, and note the new governance state is Operational and that a Deprecate is now displayed. Deprecation is the next stage in the life cycle when the service is to be phased out.

    The new Service Version of the Ordering service is now available in the production environment.

    Registering and governing the service consumer

    For this scenario, the consumer organization is Customer Relationship Management. We use a service version, because the consumer also provides a service, so that the CSRQueryOrder service is available to other consumers within the Customer Relationship Management organization. It has its own service, with a separate interface, and its own endpoints, and it relies on calling the Orders service to complete its processing. So, we model the CSRQueryOrder consumer service in the same way that we modeled the Orders provider service. Refer to the following steps to register and govern the service:

    •“Registering the Web Services Description Language” on page 156

    •“Identifying the business capability through a business service” on page 157

    •“Realizing the business service with a service version” on page 161

    •“Creating an SLD for the service version” on page 166

    •“Activating the service endpoint and completing the service life cycle” on page 170

    Creating an SLA between the service consumer and the service provider

    The SLA defines a dependency between a service version and the SLD representing the service provider. In this scenario, the SLA is between the consumer, CSR, and the provider, Orders Query Service.

    Perform the following steps to define the SLA:

    1.	Log on to the WebSphere Service Registry and Repository Web user interface.

    2.	On the Home page under Technical Governance, click Service Versions.

    3.	Click CSRQueryOrder Service(1.0).

    4.	Assign Consumer Identifier to the CSR Order Query Service Version, as shown in Figure 4-33.
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    Figure 4-33   Assigning Consumer Identifier to consumer service version

     

    
      
        	
          Consumer Identifier: The Consumer Identifier provides a key that is used to identify the consuming capability version in any interaction where the version has subscribed to another provider/capability. During any interactions between the consumer and provider, the Consumer Identifier is expected to be included in the interaction header, which allows the provider ESB to identify the particular capability version that is invoking the endpoint.

        
      

    

     

    5.	Click OK to save your changes.

    6.	Click Edit Relationships.

    7.	To the right of the Consumes relationship, click Add Service Level Agreement, as shown in Figure 4-34 on page 174.
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    Figure 4-34   Adding the target SLA of Consumes relationship of the service version

    8.	Select the Service Level Agreement from the Entity type drop-down list in the Create New Entity box and click Create, as shown in Figure 4-34.

    9.		Give a Name to the SLA and specify a Context Identifier.

     

    
      
        	
          Context Identifier: This property identifies the specific service version that the consumer intends to consume. It allows a consumer to identify alternate SLAs that will be used when invoking the same provided service or endpoint (SLD). During any interactions between the consumer and provider, the Context Identifier is expected to be included in the interaction header (with the Consumer Identifier), which allows the provider ESB to identify the particular capability version context that is invoking the endpoint.

        
      

    

    10.	To the right of the Agreed Endpoints relationship, click Add Service Level Definition.

    11.		Click the asterisk (*), select SLD - Orders Service (1.0) - Query from the auto suggest list, and click Add. SLD - Orders Service (1.0) - Query is associated with the SLA, as a target of the Agreed Endpoints relationship, as shown in 	Figure 4-35.
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    Figure 4-35   Agreed Endpoints relationship

     

    
      
        	
          Agreed Endpoints: The specific SLD in the providing capability that this SLA is intended to use. The SLD allows any endpoint addresses that realize that SLD to be located.

        
      

    

    12.	Click Finish. The Governance State of the SLA is now the Identified state.

     

    
      
        	
          Activating SLA: The SLA must move through a number of governance states to become active.

        
      

    

    13.		Click Request SLA. The Governance State of the SLA is now Requested.

    14.		Click Approve SLA Request. The Governance State of the SLA becomes Inactive.

    15.		Click Activate SLA. The Governance State of the SLA is now Active and it is ready to use, as shown in Figure 4-36.
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    Figure 4-36   SLA Governance State

    4.3.3  IBM WebSphere ESB configuration to establish connection with WebSphere Service Registry and Repository

    It is a requirement to create a WebSphere Service Registry and Repository definition in WebSphere ESB to establish a connection between IBM WebSphere ESB and WebSphere Service Registry and Repository. You can create, configure, and view all your WebSphere Service Registry and Repository access definitions using the IBM WebSphere ESB administrative console.

    A WebSphere Service Registry and Repository definition and its connection properties are the mechanism that is used to connect to a registry instance and look up a Web service to invoke.

    Each definition holds a set of properties that identify a WSRR instance and specify how you can access it. To create a new WebSphere Service Registry and Repository definition, use the administrative console to perform the following steps:

    1.	As an administrator user, log on to the Integrated Solution Console of WebSphere ESB.

    2.	Expand Service integration → WSRR definitions in the navigation pane. The WSRR definitions page is displayed in the content pane, as shown in Figure 4-37 on page 176.
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    Figure 4-37   WSRR definitions

    3.	Click New. The WSRR definitions Configuration page displays. Enter the details, as shown in Figure 4-38.
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    Figure 4-38   WSRR definition Configuration page

     

     

     

    
      
        	
          Timeout of cache: The time (in seconds) after which the results in the WSRR cache expire and will be refreshed. This value can be changed from the default value. If you specify a value of 0 (zero), results are never cached. The cache is used for storing information about service endpoints and mediation policies, which is retrieved from the registry.

        
      

    

    4.	Click Apply to save these properties.

    5.	In the content pane, under Additional Properties, click Connection properties. The Connection properties Configuration page displays, as shown in Figure 4-39.
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    Figure 4-39   WSRR definition connection properties

    
      
        	
          Registry URL: You need to follow steps 6 through 7 in case WebSphere Service Registry and Repository runs as a secure Java 2 Platform, Enterprise Edition (J2EE) application on WebSphere Application Server. The Registry URL is used to connect to the WSRR instance. The default value is http://localhost:9080/WSRRCoreSDO/services/WSRRCoreSDOPort.

        
      

    

    6.	Select an authentication alias to authenticate with the WSRR instance from the Authentication alias drop-down menu. To define a new authentication alias, under Related Items, click JAAS - J2C authentication data. Click New on the JAAS - J2C authentication data page, as shown in Figure 4-40 on page 178.
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    Figure 4-40   Create a new authentication alias 

    7.	On the Web service page, select NodeDefaultSSLSettings from the SSL Configuration drop-down menu, as shown in Figure 4-41.
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    Figure 4-41   SSL configuration

     

     

    
      
        	
          SSL Configuration: For this field, type the Secure Sockets Layer (SSL) configuration to be used to communicate with a secured WSRR instance.

        
      

    

     

    8.	Click Apply to save these properties. 

    9.	Click Test Connection to test the connection to the WSRR instance that has been defined. If successful, the following message is displayed, as shown in Figure 4-42 on page 179.
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    Figure 4-42   Testing connection to WSRR instance

    10.	Click Save to apply your changes to the master configuration and click Save again to complete the procedure.

    Configuring WebSphere Service Registry and Repository connection in Integration Designer

    To discover the web services and other artifacts, such as WSDL and schema files that are published to WebSphere Service Registry and Repository, Integration Designer requires a WebSphere Service Registry and Repository connection profile. To define a WebSphere Service Registry and Repository connection configuration, perform the following steps:

    1.	From the menu, select Window → Preferences to open the Preferences window.

    2.	Expand Service Registries and click WebSphere Service Reqistry and Repository, as shown in Figure 4-43 on page 180.
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    Figure 4-43   Service Registries category 

    3.	Click Add to add a new definition.

    4.	Enter the connection details, as shown in Figure 4-44.
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    Figure 4-44   WebSphere Service Registry and Repository Connection Configuration

     

     

    
      
        	
          Enabling security: If your organization requires security to access the WebSphere Service Registry and Repository, select Enable Security on Figure 4-44 on page 180. You need to upload the keystore and truststore files, which are used by WebSphere Service Registry and Repository, and provide the type and password information.

        
      

    

    5.	Click Test Connection to see if you can connect to the registry. 

    6.	If the connection is successful, click OK and you are returned to the Preferences window. 

    7.	Click OK in the Preferences window to close the Preferences window.

    4.3.4  Developing the mediation module

    To implement the scenario in WebSphere ESB, use following steps:

    1.	Import the ITSO Ordering Library into the IBM Integration Designer workspace.

    2.	Build the mediation module.

    3.	Assemble the mediation module.

    4.	Develop the mediation flow.

    5.	Test the mediation module.

    Importing the ITSO Ordering Library into the IBM Integration Designer workspace

    The ITSO Ordering Library contains all artifacts, such as business objects, interfaces, and WSDL files, that relate to the query ordering service.

    From the Integration Designer top-level menu, follow these steps:

    1.	Select File → Import.

    2.	In the Import dialog box, select the Project Interchange format from the other folder.

    3.	On the Import Projects window, select the library and click Finish, as shown in Figure 4-45 on page 182.
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    Figure 4-45   Import Projects interchange dialog

    4.	In the Business Integration view, by expanding the library project tree, you can see ITSOOrderingLib, as described in Figure 4-46 on page 183.
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    Figure 4-46   Library project view

    Building the mediation module

    We explain how to create the mediation module:

    1.	In the Business Integration view, right-click in the white space and select New → Mediation Module. For the module name, type ITSOCSRSLACheck.

    2.	On the Select the Required Libraries window, select ITSOOrderingLib as a referenced library, as shown in Figure 4-47.
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    Figure 4-47   Library selection

    3.	On the next window, Select Lazy parsing and click Finish.

    4.	You will see the ITSOCSRSLACheck mediation component in the Assembly Diagram.

     

     

     

    Assembling the mediation module

    We add the CSR Query Order Interface and ITSO Order Query Interface into an Assembly Diagram. Our goal is to expose our mediation flow as a SOAP/HTTP web service. The CSR application can access this Web service to query the order by calling the ITSO QueryOrder Web service as a reference interface from the mediation module. Follow these steps:

    1.	In the Business Integration view, expand ITSOOrderingLib and select the CSRQueryOrder interface. Drag it onto the Assembly Diagram editor and release it, as described in Figure 4-48.
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    Figure 4-48   Drag the interface to the Assembly Diagram

    2.	In the Component Creation dialog box, as shown in Figure 4-49, select Export with Web Service Binding and click OK.
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    Figure 4-49   Component Creation

    3.	In the next window, for a transport protocol, select SOAP1.1/HTTP and click Finish.

    4.	You see that the WSDL file is generated in the Web service ports of the ITSOOrderingLib project. The Assembly Diagram is shown in Figure 4-50 on page 185.
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    Figure 4-50   Assembly Diagram

    5.	In the Business Integration view, expand ITSOOrderingLib and select the ITSOOrderQuery interface. Drag it onto the Assembly Diagram editor and release it, as described in Figure 4-51.
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    Figure 4-51   Drag reference interface to the Assembly Diagram

    6.	In the Component Creation dialog box, as shown in Figure 4-52 on page 186, select Import with Web Service Binding and click OK.
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    Figure 4-52   Component Creation

    7.	In the ITSOOrderQueryImport1 Web Service Import Details window, as shown in Figure 4-53, browse for the ITSOOrderQuerySOAP interface from the ITSOOrderingLib and click OK.
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    Figure 4-53   Select the Web service port

    8.	In the next window, click Finish. You see the reference interface in the Assembly Diagram, as shown in Figure 4-54.
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    Figure 4-54   Assembly Diagram

    9.	After wiring the interface and the reference with the mediation flow, the Assembly Diagram looks like Figure 4-55 on page 187.

    [image: ]

    Figure 4-55   Assembly Diagram with wired components

    Developing the mediation flow

    We develop the mediation flow, which contains the main logic for the endpoint lookup into WebSphere Service Registry and Repository, and route the request based on the result from WebSphere Service Registry and Repository.

    Follow these steps to implement the mediation module:

    1.	In the Assembly Diagram, double-click ITSOCSRSLACheck. Click Yes on the window that opens.

    2.	On the ITSOCSRSLACheck Overview tab, you see the interface and the references with the operations, as shown in Figure 4-56.
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    Figure 4-56   Operation connections window

    3.	Right-click queryOrder and select Open Implementation, as shown in Figure 4-57.
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    Figure 4-57   Query order

    4.	Select Service Integration, as described in Figure 4-58 on page 188.
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    Figure 4-58   Service integration

    5.	In the Select the Services window, add the Reference and Target Operation and click OK, as shown in Figure 4-59.
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    Figure 4-59   Select the services

    Request flow

    After selecting the services, you see the request flow where you can implement the request mediation logic. 

    Follow these steps to create the request flow in the mediation:

    1.	In the Request window, as described in Figure 4-60, add the mediation primitives, such as the Message Logger, SLAEndpointLookup, XSL Transformation map, and Fail primitives. 
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    Figure 4-60   Request mediation flow

    2.	Wire each mediation primitive, as described in Figure 4-61.
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    Figure 4-61   Wired mediation primitives in request flow

    3.	Click the MessageLog primitive, go to Properties → Details, and set the values, as described in Figure 4-62 on page 190.

     

    [image: ]

    Figure 4-62   MessageLog properties

    4.	Click the SLAEndpointLookup primitive, go to Properties → Details, and set the values, as described in Figure 4-63.
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    Figure 4-63   SLAEndpointLookup properties

    5.	Double-click the CSRQueryOrderTOOrderQuery XSLT map primitive, enter the name as shown in Figure 4-64, and click Next.
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    Figure 4-64   Create an XML Map

    6.	In the Specify Message Types window, as described in Figure 4-65, select the Message Root as /body and click Finish.
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    Figure 4-65   Specify Message Types

    7.	Map the source CustomerID to the target CustomerID using the Move transform, as shown in Figure 4-66.
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    Figure 4-66   XSLT mapping for CSRQueryOrderTOOrderQuery

    8.	Go back to the mediation flow and double-click the NoMatch XSLT map. Enter the name of the map and click Next. Then, for the Message Root, select /body, as described in Figure 4-67 on page 192.
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    Figure 4-67   New XML Map

    9.	As described in Figure 4-68, map the source CustomerID to the target CustomerID using the Move transform and to use for testing. Assign a value to the customerType field in case there is no match found from the SLAEndpointLookup primitive.
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    Figure 4-68   XSLT map for NoMatch

    10.	Finally, the request flow looks like Figure 4-69 on page 193. Click Response.
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    Figure 4-69   Request flow

    Response flow

    In the response flow, we implement the logic to transform the response message, which comes from the reference partner.

    Follow these steps to develop the response flow:

    1.	In the response flow, drag the Trace Primitive and the XSL Transformation primitive to the Assembly Diagram. Then, rename and wire each primitive, as described in Figure 4-70.
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    Figure 4-70   Response flow

    2.	Click the TraceResponse primitive, go to Properties → Details, and set the values, as described in Figure 4-71 on page 194.
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    Figure 4-71   Trace primitive properties

    3.	Double-click the ResponseMap primitive and enter the name, as described in Figure 4-72.
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    Figure 4-72   Create an XML Map

    4.	In the Specify Message Types window, as described in Figure 4-73, for the Message Root, select /body. Click Finish.
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    Figure 4-73   Specify Message Types

    5.	In the mapping editor, map queryOrderResponse from the source to the target, as described in Figure 4-74.
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    Figure 4-74   XSLT map for ResponseMap

    6.	To capture the failure message in case the reference partner is not available or another error occurs, place the fail primitive named Fail_Response on the Assembly Diagram. The response flow looks like Figure 4-75.
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    Figure 4-75   Response flow

    Testing the mediation module

    In this section, we demonstrate testing the mediation module that we developed for the CSR to access the ITSO ordering system.

    Deploying the mediation module

    Follow these steps to deploy the mediation module on the ESB Server:

    1.	Start WebSphere ESB Server v7.5 by clicking Start, as shown in Figure 4-76.
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    Figure 4-76   Start WebSphere ESB Server v7.5

    2.	Right-click WebSphere ESB Server v7.5 and click Add and Remove, as described in Figure 4-77.
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    Figure 4-77   Add and Remove mediation module

    3.	In the Add and Remove window, select ITSOCSRSLACheckApp, and click Add >, and click Finish, as described in Figure 4-78.
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    Figure 4-78   Add and Remove

    4.	After successfully deploying ITSOCSRSLACheckApp on the WebSphere ESB Server, the window looks like Figure 4-79.
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    Figure 4-79   After deployment on ESB Server

    5.	As described in Figure 4-80, you also get the following success message in the console, “Application started: ITSOCSRSLACheckApp”.
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    Figure 4-80   Console

    Testing the request message

    You can use Web service testing utilities to point to the ITSOCSRSLACheck web service. Example 4-1 shows the SOAP request message, which contains a customerID that the CSR can use to query the order.

    Example 4-1   SOAP request message to query an order for a specific customerID
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:csr="http://ITSOEnterprise.com/CSRQueryOrder">

       <soapenv:Header/>

       <soapenv:Body>

          <csr:queryOrder>

             <customerID>10107</customerID>

          </csr:queryOrder>

       </soapenv:Body>

    </soapenv:Envelope>
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    Response message

    As a result, we get a response message with all the order details for the specific customerID, as shown in Example 4-2 on page 198.

    Example 4-2   SOAP response message: Order details for a specific customerID 
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    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

       <soapenv:Body>

          <out:queryOrderResponse xmlns:xs4xs="http://www.w3.org/2001/XMLSchema" xmlns:io9="http://www.w3.org/2005/08/addressing" xmlns:io8="http://www.ibm.com/xmlns/prod/websphere/http/sca/6.1.0" xmlns:io7="http://schemas.xmlsoap.org/ws/2004/08/addressing" xmlns:io6="http://www.ibm.com/xmlns/prod/websphere/mq/sca/6.0.0" xmlns:io5="http://www.ibm.com/websphere/sibx/smo/v6.0.1" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

     

    xmlns:out="http://ITSOEnterprise.com/CSRQueryOrder" xmlns:io4="http://www.ITSOEnterprise.com/data/queryOrderResponse/Orders" xmlns:io3="http://www.w3.org/2003/05/soap-envelope" xmlns:io2="http://www.ITSOEnterprise.com/data/lineitem" xmlns:io="http://www.ITSOEnterprise.com/data/queryOrderResponse" xmlns:out2="wsdl.http://ITSOEnterprise.com/CSRQueryOrder">

             <queryOrderResponse xmlns:tns="http://www.ITSOEnterprise.com/ITSOOrdering/">

                <customerID>10107</customerID>

                <customerType>gold</customerType>

                <customerName>CustomerCare</customerName>

                <orders orderReferenceNumber="1023" orderDate="DATE '2011-06-27'" xmlns:qrons="http://www.ITSOEnterprise.com/data/queryOrderResponse/Orders">

                   <orderDetails xmlns:lns="http://www.ITSOEnterprise.com/data/lineitem">

                      <productID>12345</productID>

                      <productDesc>Webcam</productDesc>

                      <numberItem>1</numberItem>

                      <unitPrice>2.3445E+2</unitPrice>

                   </orderDetails>

                   <orderDetails xmlns:lns="http://www.ITSOEnterprise.com/data/lineitem">

                      <productID>12346</productID>

                      <productDesc>keyboard</productDesc>

                      <numberItem>1</numberItem>

                      <unitPrice>9.999E+1</unitPrice>

                   </orderDetails>

                   <totalPayment>3.3444E+2</totalPayment>

                </orders>

             </queryOrderResponse>

          </out:queryOrderResponse>

       </soapenv:Body>

    </soapenv:Envelope>
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    4.4  Summary

    WebSphere Service Registry and Repository plays a key role in the end-to-end governance underpinnings of the SOA life cycle. WebSphere Service Registry and Repository establishes a central point for finding and managing service metadata that has been acquired from several sources, including service application deployments, other service metadata, endpoint registries, and repositories, such as Universal Description, Discovery, and Integration (UDDI). In WebSphere Service Registry and Repository, the registry stores information about life cycle status and other metadata that is used to filter the visibility of endpoints according to usage and context. This metadata includes information about the development, assembly, testing, deployment, operation, and version number. 

    In this chapter, we discuss how ITSO Enterprise reuses the ordering system with the help of IBM WebSphere ESB and how to build a service gateway using IBM WebSphere Service Registry and Repository. ITSO Enterprise added an SLA in WebSphere Service Registry and Repository for the CSR service to view the orders that are associated with each customer within the CSR application. 

    In this chapter, we described how the WebSphere Service Registry and Repository implementation can address the goals of improved business agility, reach the SLA, optimize cost, take advantage of new business environments, and respond to new opportunities quickly and effectively.
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Message Privacy Enforcement pattern

    Information technology security is a vital component of business success. Moreover, current technologies and the expansion of global markets for small devices, wireless networks, shared infrastructure, cloud computing, and other upcoming changes in IT are forcing businesses and governments to create processes and tighten the requirements for security. Any company that wants to demonstrate trust to its customers and partners must take security seriously. 

    Adherence to security policy requirements, such as the Sarbanes-Oxley Act (SOX), Health Insurance Portability and Accountability Act (HIPAA), and the Payment Card Industry Data Security Standard (PCI DSS), is still an unknown area for multiple companies. If you research these requirements, you notice that most of what is requested is not something on which a product can be certified. Security compliance activities are related to several human processes that are there to ensure end-to-end security for applications and information across multiple hardware and software platforms and networks.

    By abiding to these processes, the intention is to decrease or put an end to security breaches that can lead to the loss or misuse of private data, such as medical records and credit card information, and fraud, losses in revenue, and other business impacts for both customers and the company.

    In this chapter, we introduce you to a smart solution for a PCI DSS specific requirement that ITSO Enterprise has to implement.

    This chapter contains the following sections:

    •5.1, “Introduction to the business scenario” on page 203

    •5.2, “Architecture diagram” on page 204

    •5.3, “Benefits” on page 207

    •5.4, “Technical implementation” on page 208

    •5.5, “Summary” on page 232

     

    
      
        	
          How to recreate these scenarios: You can download the configuration files and programs that are used in this chapter from the ITSO Redbooks FTP site. You can use these files to recreate these scenarios in your environment. For download instructions, refer to Appendix A, “Additional material” on page 401.

        
      

    

    5.1  Introduction to the business scenario

    The ITSO Enterprise Point-of-Sale (POS) and Back-end authorization service works as a hub and spoke, currently exchanging messages through a messaging system. Every store has an infrastructure to support sending messages to the back-end systems. In this case, the PoS service puts an order message in a queue with the customer’s credit card information. This message is taken from the queue by the Enterprise Service Bus (ESB) that will further process the order and call the authorization service that has been provided by a third-party company. After the order is authorized and processed, the ESB puts the reply message on the store queue, but not before the authorization and processing, to make sure that the ESB defines a correlation with the request message. 

    A secure connection is in place to exchange messages between the stores and the back-end system. An authentication/authorization mechanism has been configured to ensure that only authorized users can access the queues. See Figure 5-1.
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    Figure 5-1   ITSO Enterprise hub and spoke design: Stores and back-end system

    5.1.1  Business requirements

    PCI DSS is a mandatory requirement for ITSO Enterprise. ITSO Enterprise must create or change its processes and applications to comply with the security policy standards and technical specifications.

    One of the problems that has been identified by the IT Architect in charge of the project is that messages are being stored in the queues without encryption and that must change. The encryption of the credit card number is mandatory when the credit card number is stored.

    The project has to be implemented within a fixed period of time. Otherwise, ITSO Enterprise can be charged with additional fees for all credit card transactions and, in certain cases, penalties that are based on specific criteria agreed to between ITSO Enterprise and the authorization services.

    In addition to the message privacy requirement, ITSO Enterprise must keep audit logs and traces to satisfy other PCI DSS standards.

    5.1.2  Available options

    In the past, ITSO Enterprise developers rewrote the applications that were involved to comply with the requirements. This approach led the company to undesirable results, such as developers who knew the applications leaving the company, which left the remaining developers to maintain that code. Several times, bugs were identified in these in-house applications, which usually took more time to resolve than expected by ITSO Enterprise. Although all these issues have happened in the past, in-house development is still an option.

    The other option is to replace the messaging system with other infrastructure, which will require significant effort. Sizing the project, including the application changes in the code, the testing phase, and the deployment phase, determined that both the target date and budget were at risk.

    The IT Architect discovered Smart SOA when researching existing solutions for this problem. The IT Architect identified a product to fit exactly what ITSO Enterprise needed to protect messages inside queues without changing application code.

    5.2  Architecture diagram

    The design of the solution will keep the existing infrastructure and add additional layers between clients and queues. These layers are interceptors, which will capture messages before they are stored in the queue, to encrypt them and before they leave the queue to decrypt them. See Figure 5-2.
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    Figure 5-2   Architectural design

    5.2.1  Pattern

    The architecture for this solution contains several connectivity pattern implementations, but we focus on two: Message Privacy Enforcement and the service gateway.

    Message Privacy Enforcement pattern

    Message Privacy Enforcement includes interceptors to any messaging calls, such as open, close, get, and put. When one of these calls is intercepted, a policy is read to encrypt and decrypt the message as defined. Each operation has its own responsibilities, such as a get call, for instance, performs signature checking and decryption before it returns the original message to the calling client (Figure 5-3).
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    Figure 5-3   Message Privacy Enforcement

    Service gateway

    The service gateway is a known connectivity pattern. For this particular case, it works as a security gateway. It authenticates, authorizes, and fulfills the requested audit requirements (Figure 5-4 on page 206). 
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    Figure 5-4   Security gateway

    5.2.2  Products used

    ITSO Enterprise decided to go with the Smart Service-Oriented Architecture (SOA) solution. The only product that the company must include in its existing infrastructure is WebSphere MQ Advanced Message Security. See “IBM WebSphere MQ Advanced Message Security” on page 6 for more information.

    5.2.3  Key features

    WebSphere MQ Advanced Message Security provides the following key features:

    •Protected message content end-to-end by encrypting data in queues 

    •	Reduced operational costs with centralized management of access to WebSphere MQ queues, auditing, and the ability to consolidate secure transfer and message transfer into one single transport layer

    •	Increased flexibility so changes to applications, hardware, or networks do not require reworking security code

    •	Improved operational savings and simplification

    •	Reduced administrative effort

    •	Reduced skill requirements and maintenance 

    •	Improved reliability and auditability 

    5.2.4  Solution diagram

    ITSO Enterprise implemented the Smart SOA solution. Figure 5-5 on page 207 shows the ITSO Enterprise stores and ordering systems integration.
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    Figure 5-5   Solution diagram

    5.3  Benefits

    The ITSO Enterprise solution provides the following benefits:

    •Reduced time and cost needed to comply with the security requirement by applying WebSphere MQ Advanced Message Security in its existing MQ network.

    •Centralized management of security policies across the WebSphere MQ assets.

    •Further extended policies to meet other security regulatory requests or even improve security on other communication channels that use or will use WebSphere MQ, such as file transfer solutions. See Chapter 6, “Enterprise Messaging and File Backbone pattern” on page 233.

    •Avoided homemade security mechanisms that are built on top of WebSphere MQ, which require specialist skills and can be complicated and expensive to maintain.

    •Immediate return on investment (ROI) upon deployment by securing the existing applications without application changes.

    •	Increased flexibility of WebSphere MQ network so that changes to hardware, OS, applications, and networks do not require changes to the existing WebSphere MQ network or applications.

    •Ability to meet regulatory targets, avoiding penalties or losing the ability to process credit card transactions.

    •Improved effect on company image by closing security breaches.

    5.4  Technical implementation

    This section provides instructions about how to update a mediation flow, which is built on top of WebSphere Enterprise Service Bus (ESB) 7.5, that reads a WebSphere MQ queue, processes the message, and returns the response in a separate WebSphere MQ queue.

    5.4.1  Assumptions

    We assume that you have a basic knowledge of Java programming and Java Message Service (JMS) applications using WebSphere MQ. An understanding of WebSphere Integration Designer or WebSphere Integration Developer and WebSphere Application Server configuration are also beneficial.

    This implementation is based on a single Microsoft Windows Server where we simulate both the client and server. We assume that you have administrative skills on Microsoft Windows that allow you to create users and groups and issue commands in a command line.

    5.4.2  Prerequisites

    Based on the assumptions, we require that you already have installed software. You need to know how to create simple artifacts in the software listed that you will use further to implement the business scenario.

    Products

    For this chapter, we use the following product versions:

    •IBM WebSphere MQ V7.0.1.4 (Client and Server)

    •IBM WebSphere MQ Advanced Message Security V7.0.1.1

     

    
      
        	
          Note: Be aware that certain features of WebSphere MQ Advanced Message Security (MQ AMS) have WebSphere MQ version dependency, such as the WebSphere MQ Advanced Message Security Explorer Plug-in. For all prerequisites, check this site:

          http://publib.boulder.ibm.com/infocenter/mqams/v7r0m1/topic/com.ibm.mqese.doc/installing/installating_prerequisites.htm

        
      

    

    •IBM Integration Designer V7.5 for WebSphere Enterprise Service Bus V7.5

    IBM WebSphere MQ artifacts

    During the implementation, we use one queue manager and two queues:

    •Queue Manager: AMS.QM

    •Queues: AMS.STORE.REQUEST.Q and AMS.STORE.REPLY.Q

    IBM WebSphere ESB mediation flow

    To make it easier to understand and test, the flow only reads the message from the request queue and replies to the same message in the reply queue. In the scenario, it calls other services, but they have been presented in the previous chapters. Refer to Chapter 2, “Service Enablement pattern” on page 23 and Chapter 3, “Service Enablement pattern: Enterprise Content Management System” on page 75 for more details. Also, auditing requirements vary among security policies.

    Operating system users and groups

    This chapter uses three users: the store sending the message, the WebSphere ESB mediation flow user, and the WebSphere MQ administrator:

    •storeusr

    •wesbusr

    •Administrator

    5.4.3  Setting up the environment

    We configure IBM WebSphere Advanced Message Security to intercept the messages between the store and WebSphere ESB.

    Configuring authorizations on MQ artifacts

    We implement a Data Privacy policy. Only the sender (store) can put messages on the queue and only the receiver (back-end system) can read messages. To do so, we issue basic MQ authorization commands. Follow these steps:

    1.	Create a queue manager, as shown in Example 5-1.

    Example 5-1   Create AMS.QM queue manager output
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    C:\Users\Administrator>cd\wmq\bin\

    C:\WMQ\bin>crtmqm AMS.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\AMS!QM' created.

    Creating or replacing default objects for AMS.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.

    [image: ]

    2.	Start the queue manager, as shown in Example 5-2.

    Example 5-2   Starting the queue manager output
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    C:\WMQ\bin>strmqm AMS.QM

    WebSphere MQ queue manager 'AMS.QM' starting.

    5 log records accessed on queue manager 'AMS.QM' during the log replay phase.

    Log replay for queue manager 'AMS.QM' complete.

    Transaction manager state recovered for queue manager 'AMS.QM'.

    WebSphere MQ queue manager 'AMS.QM' started.
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    3.	Create a listener. See Example 5-3.

    Example 5-3   Creating a listener output
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    C:\Users\Administrator>runmqsc AMS.QM

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

    Starting MQSC for queue manager AMS.QM.

     

     

    DEFINE LISTENER(AMS.QM.LISTENER) TRPTYPE(TCP) PORT(1414)

         1 : DEFINE LISTENER(AMS.QM.LISTENER) TRPTYPE(TCP) PORT(1414)

    AMQ8626: WebSphere MQ listener created.

    start listener(AMS.QM.LISTENER)

         2 : start listener(AMS.QM.LISTENER)

    AMQ8021: Request to start WebSphere MQ Listener accepted.

    end

         3 : end

    2 MQSC commands read.

    No commands have a syntax error.

    All valid MQSC commands were processed.

     

    C:\Users\Administrator>
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    4.	Create a channel. See Example 5-4.

    Example 5-4   Creating a channel output
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    C:\Users\Administrator>runmqsc AMS.QM

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

    Starting MQSC for queue manager AMS.QM.

     

     

    DEFINE CHANNEL(AMS.CHANNEL) CHLTYPE(SVRCONN)

         1 : DEFINE CHANNEL(AMS.CHANNEL) CHLTYPE(SVRCONN)

    AMQ8014: WebSphere MQ channel created.

    end

         2 : end

    One MQSC command read.

    No commands have a syntax error.

    All valid MQSC commands were processed.

     

    C:\Users\Administrator>
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    5.	Create the queues. See Example 5-5.

    Example 5-5   Creating queues output
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    C:\WMQ\bin>runmqsc AMS.QM

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

    Starting MQSC for queue manager AMS.QM.

     

    define qlocal(AMS.STORE.REQUEST.Q)

         1 : define qlocal(AMS.STORE.REQUEST.Q)

    AMQ8006: WebSphere MQ queue created.

     

    end

         2 : end

    One MQSC command read.

    No commands have a syntax error.

    All valid MQSC commands were processed.
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    6.	Create the WebSphere MQ Advanced Message Security (MQ AMS) system queues. See Example 5-6.

    Example 5-6   Creating MQ AMS system queues
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    C:\WMQ\bin>cd\WMQAMS\bin

    C:\WMQAMS\bin>runmqsc AMS.QM < defineqs.mqs

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

    Starting MQSC for queue manager AMS.QM.

    : **************************************************************************

           : *

           : * WebSphere MQ Advanced Message Security queues

           : *

           : * 5724-Z94

           : * (c) Copyright IBM Corp. 2010

           : * The source code for this program is not published or otherwise divested

           : * of its trade secrets, irrespective of what has been deposited with the

           : * U.S. Copyright Office.

           : *

           : *

           : **************************************************************************

           : *

         1 : DEFINE QLOCAL(SYSTEM.PROTECTION.POLICY.QUEUE) MAXDEPTH(999999999) MAXMSGL(4194304) DEFSOPT(

    SHARED) SHARE DEFPSIST(YES)

    AMQ8006: WebSphere MQ queue created.

         2 : DEFINE QLOCAL(SYSTEM.PROTECTION.ERROR.QUEUE) MAXDEPTH(999999999) MAXMSGL(4194304) DEFSOPT(S

    HARED) SHARE DEFPSIST(YES)

    AMQ8006: WebSphere MQ queue created.

    2 MQSC commands read.

    No commands have a syntax error.

    All valid MQSC commands were processed.
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    7.	Grant access to users to connect to the queue manager. See Example 5-7.

    Example 5-7   Granting access to users to connect to the queue manager
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    C:\WMQ\bin>setmqaut -m AMS.QM -t qmgr -p storeusr -p wesbusr +connect +inq

    The setmqaut command completed successfully.
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    8.	Grant access to the store user to send messages. See Example 5-8. 

    Example 5-8   Granting access to the store user to send messages
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    C:\WMQ\bin>setmqaut -m AMS.QM -n AMS.STORE.REQUEST.Q -t queue -p storeusr +put

    The setmqaut command completed successfully.
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    9.	Grant access to the ESB to read messages. See Example 5-9.

    Example 5-9   Granting access to the ESB to read messages
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    C:\WMQ\bin>setmqaut -m AMS.QM -n AMS.STORE.REQUEST.Q -t queue -p wesbusr +get

    The setmqaut command completed successfully.
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    10.	Grant browse access on the AMS system queues. See Example 5-10.

    Example 5-10   Granting browse access on the AMS system queues
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    C:\WMQ\bin>setmqaut -m AMS.QM -n SYSTEM.PROTECTION.POLICY.QUEUE -t queue -p storeusr -p wesbusr +browse

    The setmqaut command completed successfully.

     

    C:\WMQ\bin>setmqaut -m AMS.QM -n SYSTEM.PROTECTION.ERROR.QUEUE -t queue -p storeusr -p wesbusr +browse

    The setmqaut command completed successfully.
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    5.4.4  Preparing to create storeusr key database and certificates

    Perform these steps to create the storeusr key database and certificates:

    1.	Click Command Prompt and click Run as different user, as shown in Figure 5-6.
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    Figure 5-6   Run as different user

    2.	Enter the user and password on the login dialog, as shown in Figure 5-7.
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    Figure 5-7   storeusr login

    3.	Create a command prompt as a different user. See Example 5-11.

    Example 5-11   Command prompt as storeusr output
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    Microsoft Windows [Version 6.1.7600]

    Copyright (c) 2009 Microsoft Corporation.  All rights reserved.

     

    C:\Users\Administrator>whoami

    storeusr

     

    C:\Users\Administrator>
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    4.	Start MQ IBM Key Management by issuing the command strmqikm, as shown in Example 5-14 on page 217.

    Example 5-12   strmqikm
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    C:\Users\Administrator>strmqikm

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

     

    C:\Users\Administrator>
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    MQ IBM Key Management starts, as shown in Figure 5-8.
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    Figure 5-8   IBM Key Management

    5.	Create a new key database file by using the menu Key Database File → New, as shown in Figure 5-9 on page 214.
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    Figure 5-9   New CMS key database for storeusr

    6.	Set the password for the key database file. Remember to enable Stash the password to a file. See Figure 5-10.

     

    
      
        	
          Password conventions: For a production environment, make sure that you follow your security policy standards for passwords.
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    Figure 5-10   Password prompt for the storeusr.kdb file

    A message dialog confirms the name of the stash file, as shown in Figure 5-11 on page 215.
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    Figure 5-11   Stash file information message

    7.	Change the key database content combination box to show the Personal Certificate List and create a new self-signed certificate, as shown in Figure 5-12.
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    Figure 5-12   New Self-Signed Certificate for the storeusr

    Now, your personal certificate list looks like Figure 5-13 on page 216.
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    Figure 5-13   CMS key database personal certificate list updated

    5.4.5  Creating a wesbusr key database and certificates

    Perform the following steps to create a wesbusr key database and certificates:

    1.	Click Command Prompt and select Run as different user. See Figure 5-14.
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    Figure 5-14   Run Command Prompt as different user

    2.	Log in as wesbusr. See Figure 5-15 on page 217.
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    Figure 5-15   Log in as wesbusr

    3.	Example 5-13 shows the command prompt as another user.

    Example 5-13   Command prompt as wesbusr output
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    Microsoft Windows [Version 6.1.7600]

    Copyright (c) 2009 Microsoft Corporation.  All rights reserved.

     

    C:\Users\Administrator>whoami

    wesbusr

     

    C:\Users\Administrator>
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    4.	Start MQ IBM Key Management by issuing the command strmqikm, as shown in Example 5-14.

    Example 5-14   strmqikm
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    C:\Users\Administrator>strmqikm

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

     

    C:\Users\Administrator>
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    The MQ IBM Key Management starts, as shown in Figure 5-16 on page 218.
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    Figure 5-16   IBM Key Management

    5.	Create a new JKS key database, as shown in Figure 5-17.
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    Figure 5-17   Create a new JKS key database

    6.	Set the JKS key database password. See Figure 5-18 on page 219.

    [image: ]

    Figure 5-18   Key database password set

    7.	Change the key database content combination box to Personal Certificates, as shown in Figure 5-19.
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    Figure 5-19   JKS key database Personal Certificates list

    8.	Create a new self-signed certificate. See Figure 5-20 on page 220.
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    Figure 5-20   Create New Self-Signed Certificate window

    After creating the self-signed certificate, your list of personal certificates looks like Figure 5-21.
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    Figure 5-21   JKS key database personal certificates list updated

    5.4.6  Exchanging certificates

    To make the message encryption work as planned, the message sender and receiver must “know” each other by exchanging certificates that have been previously created.

    Because we are using the same machine to make this work, we only need to import the certificates from one key database file to the other key database file:

    1.	Import the JKS certificate into the storeusr.kdb database file. Open IBM Key Management and the storeusr.kdb key database file and change to the personal certificates list.

    2.	Import the CMS certificate that was created by the storeusr to the JKS key database that was created using wesbusr, as shown in Figure 5-22 on page 221.
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    Figure 5-22   Import certificate from storeusr.kdb

    3.	Type the password for the storeusr.kdb key database file. The dialog looks like Figure 5-23.

    [image: ]

    Figure 5-23   Password dialog for importing the CMS certificate

    4.	Choose the certificate that you want to import. In this example, we import storeusr_certificate, as shown in Figure 5-24.
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    Figure 5-24   storeusr.kdb certificate list

    5.	You will be prompted to a window where you can change the label. It is optional, so for this example, we use the same name on both databases. (Figure 5-25).
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    Figure 5-25   Import key Change Labels window

    After importing the certificate, the wesbusr.jks personal certificates list looks like Figure 5-26.

    [image: ]

    Figure 5-26   wesbusr.jks Personal Certificates list updated

    5.4.7  Implementing the solution

    Before moving to the implementation, make sure that the existing infrastructure allows you to exchange messages between the two users:

    1.	Open a command prompt as the storeusr and put a test message on the queue using the amqsput sample MQ program (Example 5-15).

    Example 5-15   Sending a test message to the queue
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    C:\Users\Administrator>whoami

    storeusr

     

    C:\Users\Administrator>amqsput AMS.STORE.REQUEST.Q AMS.QM

    Sample AMQSPUT0 start

    target queue is AMS.STORE.REQUEST.Q

    TEST

     

    Sample AMQSPUT0 end
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    2.	Open another command prompt as the wesbusr user and get the message from the queue using the amqsget sample MQ program (Example 5-16).

    Example 5-16   Getting the test message from the queue
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    C:\Users\Administrator>whoami

    wesbusr

     

    C:\Users\Administrator>amqsget AMS.STORE.REQUEST.Q AMS.QM

    Sample AMQSGET0 start

    message <TEST>

    no more messages

    Sample AMQSGET0 end

     

    C:\Users\Administrator>
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    3.	Open a third command prompt as the Administrator user and try to both put and get a message from the queue (Example 5-17 and Example 5-18 on page 224).

    Example 5-17   Sending a message as Administrator
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    C:\Users\Administrator>amqsput AMS.STORE.REQUEST.Q AMS.QM

    Sample AMQSPUT0 start

    target queue is AMS.STORE.REQUEST.Q

    TESTING 123

     

    Sample AMQSPUT0 end

     

    C:\Users\Administrator>
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    Example 5-18   Getting a message as Administrator
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    C:\Users\Administrator>whoami

    Administrator

     

    C:\Users\Administrator>AMQSGET AMS.STORE.REQUEST.Q AMS.QM

    Sample AMQSGET0 start

    message <TESTING 123>

    no more messages

    Sample AMQSGET0 end
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    Creating a Java client

    We suggest that you create two simple Java client programs to put and get messages from the queue before you move on to the WebSphere ESB implementation, to make sure that you have done all the preparation tasks properly. Example 5-19 shows sample code for put messages.

    Example 5-19   MQPut.java
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    import java.io.IOException;

     

    import com.ibm.mq.MQException;

    import com.ibm.mq.MQMessage;

    import com.ibm.mq.MQPutMessageOptions;

    import com.ibm.mq.MQQueue;

    import com.ibm.mq.MQQueueManager;

    import com.ibm.mq.constants.MQConstants;

     

    /**

     * Simple example program

     */

    public class MQPut {

     

      private static final String qManager = "AMS.QM";

      private static final String qName = "AMS.STORE.REQUEST.Q";

     

      public static void main(String args[]) {

        try {

          System.out.println("Connecting to the queue manager");

          MQQueueManager qMgr = new MQQueueManager(qManager);

          int openOptions = MQConstants.MQOO_OUTPUT;

          System.out.println("Accessing the queue");

          MQQueue queue = qMgr.accessQueue(qName, openOptions);

          MQMessage msg = new MQMessage();

          System.out.println("Writing a simple message");

          msg.writeUTF("Can you read this message?");

          MQPutMessageOptions pmo = new MQPutMessageOptions();

          queue.put(msg, pmo);

          queue.close();

          qMgr.disconnect();

          System.out.println("Done. Message: 'Can you read this message?' has been sent.");

        } catch (MQException ex) {

          System.out.println("A WebSphere MQ Error occured : Completion Code " + ex.completionCode

              + " Reason Code " + ex.reasonCode);

          ex.printStackTrace();

        } catch (IOException e) { 

    e.printStackTrace();

    	}

        return;

      }

    }
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    Example 5-20 shows a sample Java client to get messages from the queue.

    Example 5-20   MQGet.java
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    import com.ibm.mq.MQEnvironment;

    import com.ibm.mq.MQException;

    import com.ibm.mq.MQGetMessageOptions;

    import com.ibm.mq.MQMessage;

    import com.ibm.mq.MQQueue;

    import com.ibm.mq.MQQueueManager;

    import com.ibm.mq.constants.MQConstants;

     

    /**

     * Simple example program

     */

    public class MQGet {

     

      public static void init()  {

         MQEnvironment.hostname = "9.42.171.212";

         MQEnvironment.channel  = "AMS.CHANNEL";

         MQEnvironment.properties.put(MQConstants.TRANSPORT_PROPERTY,

        		 MQConstants.TRANSPORT_MQSERIES);

      } 

     

      private static final String qManager = "AMS.QM";

      private static final String qName = "AMS.STORE.REQUEST.Q";

     

      public static void main(String args[]) {

        try {

    	init();

          System.out.println("Connecting to the queue manager");

          MQQueueManager qMgr = new MQQueueManager(qManager);

          int openOptions = MQConstants.MQOO_INPUT_AS_Q_DEF;

          System.out.println("Accessing the queue");

          MQQueue queue = qMgr.accessQueue(qName, openOptions);

          MQMessage rcvMessage = new MQMessage();

          MQGetMessageOptions gmo = new MQGetMessageOptions();

          queue.get(rcvMessage, gmo);

          String msgText = rcvMessage.readUTF();

          System.out.println("The message is: " + msgText);

          queue.close();

          qMgr.disconnect();

          System.out.println("MQGet done.");

        } catch (MQException ex) {

        	ex.printStackTrace();

        } catch (Exception ex) {

        	System.out.println("An IOException occured whilst writing to the message buffer: " + ex);

        	ex.printStackTrace();

        }

        return;

      }

    }
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          Examples: We have suppressed the comments and logs to fit better on the page.

        
      

    

    To run the programs, you need to make sure that you have the following jars in your classpath environment variable or Java virtual machine (JVM) argument:

    •com.ibm.mq.jar

    •com.ibm.com.jmqi.jar

    •com.ibm.mqjms.jar

     

    
      
        	
          Important: At this point, we still do not have WebSphere MQ Advanced Message Security interceptors. After we create the WebSphere MQ Advanced Message Security protection policy, an IBM JVM is required.

        
      

    

    The output for the MQPut program looks like Example 5-21.

    Example 5-21   MQPut output
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    Connecting to the queue manager

    Accessing the queue

    Writing a simple message

    Done. Message: 'Can you read this message?' has been sent.
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    The output for the MQGet program looks like Example 5-22.

    Example 5-22   MQGet program output
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    Connecting to the queue manager

    Accessing the queue

    The message is: Can you read this message?

    MQGet done.
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    Creating the protection policy

    The protection policy is the main configuration for the Message Privacy Enforcement pattern. There are more options than we present in this chapter. Refer to the documentation to better understand the possibilities that WebSphere MQ Advanced Message Security can provide. 

    In Example 5-23, we create a protection policy for the AMS.STORE.REQUEST.Q queue. The protection policy guarantees that storeusr messages will be encrypted using the certificates that were created previously and that only wesbusr is authorized to decrypt these messages.

    Example 5-23   Creating the protection policy
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    C:\WMQAMS\bin>setmqspl -m AMS.QM -p AMS.STORE.REQUEST.Q -s SHA1 -a "CN=storeusr,O=ITSO,C=US" -e AES256 -r "CN=wesbusr,O=ITSO,C=US"

     

    C:\WMQAMS\bin>

    [image: ]

    Table 5-1 on page 227 explains each argument that was used while creating the protection policy. 

    Table 5-1   setmqspl flags

    
      
        	
          Command flag

        
        	
          Explanation

        
      

      
        	
          -m

        
        	
          Queue manager name

        
      

      
        	
          -p

        
        	
          Policy name

        
      

      
        	
          -s

        
        	
          Digital signature algorithm

        
      

      
        	
          -a

        
        	
          Signature distinguished name (DN), which is validated during the message retrieval (only messages that are signed by a user with a DN provided are accepted during retrieval)

        
      

      
        	
          -e

        
        	
          Digital encryption algorithm

        
      

      
        	
          -r

        
        	
          Message recipient’s DN (a certificate of a DN provided is used to encrypt a given message)

        
      

    

     

    
      
        	
          For more information: See setmqspl at this website:

          http://publib.boulder.ibm.com/infocenter/mqams/v7r0m1/index.jsp?topic=/com.ibm.mqese.doc/reference/reference_setmqspl.htm

        
      

    

    Enabling MQ interceptors on the server side

    No changes are needed in the applications that make use of WebSphere MQ queues to encrypt messages end-to-end. The change is done in the infrastructure via interceptors that read configurations and guarantee that the protection policy is assured.

    On the server side, we must enable the server interceptor, as demonstrated in Example 5-24.

    Example 5-24   Enabling server interceptor
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    C:\Users\Administrator>cfgmqs -enable -server AMS.QM

     

    DRQDT3052I   The IBM WebSphere MQ Advanced Message Security server interceptor has been enabled successfully.

     

    C:\Users\Administrator>
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    To make the protection policy active and properly implemented for Java applications, such as WebSphere Enterprise Service Bus flows, it is mandatory for the Java interceptor to be enabled. To enable the Java interceptor, issue the command that is shown in Example 5-25.

    Example 5-25   Enabling the Java interceptor
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    C:\WMQAMS\bin>cfgmqs.bat -enable -java

     

    DRQDT3028  The IBM WebSphere MQ Advanced Message Security Java interceptor has been enabled successfully.
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    Configuring WebSphere Enterprise Service Bus

    Although you do not need to make changes to your application, you still have to set up your environment. Now that the protection policy is created and enabled, what is defined in the protection policy cannot be bypassed. For instance, if we try to put a message in the queue with a user that has authorization to put a message in the queue but is not defined in the protection policy, MQ will block the attempt with a RC2063 (Example 5-26 on page 228).

    Example 5-26   AMS protection policy in action

    [image: ]

    C:\Users\Administrator>dspmqaut -m AMS.QM -t queue -n AMS.Q -p otherusr

    Entity otherusr has the following authorizations for object AMS.Q:

            put

     

    C:\SmartSOA\mqsample>mqrc 2063

     

          2063  0x0000080f  MQRC_SECURITY_ERROR

     

    C:\SmartSOA\mqsample>whoami

    otherusr

     

    C:\SmartSOA\mqsample>c:\wpsv75\java\bin\java MQPut

    Connecting to queue manager: AMS.QM

    Accessing queue: AMS.Q

    MQJE001: Completion Code '2', Reason '2063'.

    A WebSphere MQ Error occured : Completion Code 2 Reason Code 2063

    com.ibm.mq.MQException: MQJE001: Completion Code '2', Reason '2063'.

            at com.ibm.mq.MQDestination.open(MQDestination.java:328)

            at com.ibm.mq.MQQueue.<init>(MQQueue.java:257)

            at com.ibm.mq.MQQueueManager.accessQueue(MQQueueManager.java:2750)

            at com.ibm.mq.MQQueueManager.accessQueue(MQQueueManager.java:2778)

            at MQPut.main(MQPut.java:52)

     

    C:\SmartSOA\mqsample>
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    The WebSphere MQ Advanced Message Security Java interceptor requires that strong encryption is enabled for the Java Runtime Environment (JRE). To enable strong encryption, replace the restricted Java Cryptography Extension (JCE) policy files in the $JAVA_HOME/jre/lib/security directory with unrestricted files. You can obtain unrestricted jurisdiction policy files (IBM Software Development Kit (SDK) Policy files) from the following locations:

    •IBM SDK Policy files for Java 1.4.2:

    https://www.ibm.com/developerworks/java/jdk/security/142/

    •IBM SDK Policy files for Java 5.0:

    http://www.ibm.com/developerworks/java/jdk/security/50/

    •IBM SDK Policy files for Java 6.0:

    http://www.ibm.com/developerworks/java/jdk/security/60/

     

    
      
        	
          Important: Without these files, you will see a java.security.InvalidKeyException: Illegal key size in your error logs.

        
      

    

    To provide transparent cryptographic protection to WebSphere MQ applications, IBM WebSphere MQ Advanced Message Security uses the keystore file, where public and private keys are stored.

    In WebSphere MQ Advanced Message Security, users and applications are represented by public key infrastructures (PKIs). This type of identity is used for signing and encrypting messages. PKI identity is represented by the subject’s distinguished name (DN) field in a certificate that is associated with signed and encrypted messages. To authenticate this identity, the user or application must have access to the keystore file where certificates and the associated private and public keys are stored.

    The keystore configuration file (by default, it is keystore.conf) contains information about the location of the key that is stored and the label of the certificate to use. Each user or service using WebSphere MQ Advanced Message Security needs the configuration file. This configuration file points to a keystore file, which contains the private key of a user or service along with its corresponding public key certificate and public keys or parties with which the specific user or service communicates. The .kdb configuration file is used by WebSphere MQ Advanced Message Security (MQ AMS) native interceptors (Server and Client), while configuration files with .jceks and .jks extensions are used by the Java interceptor. The file must be created by the users. 

     

    
      
        	
          For more information: To learn more about the keystore configuration file, follow the link:

          http://publib.boulder.ibm.com/infocenter/mqams/v7r0m1/index.jsp?topic=/com.ibm.mqese.doc/configuring/configuring_mapping.htm

        
      

    

    For the storeusr, we use a CMS Key DB file. Example 5-27 shows a simple configuration file.

    Example 5-27   CMS Key DB config file
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    cms.keystore=C:\\SmartSOA\\keys\\storeusr

    cms.certificate=storeusr_certificate
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          Microsoft Windows: On Microsoft Windows, you must specify the path to the keystore file platforms by using slash (/) or two backslashes (\\).

          Important: The path to the keystore file must not have an extension.

        
      

    

    The IBM WebSphere Enterprise Service Bus process ID is wesbusr. Because it is a Java client application, we must use a supported Key DB file. In this case, the chosen type is JKS. Example 5-28 shows a configuration file for the AMS interceptors.

    Example 5-28   JKS Key DB configuration file
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    jks.keystore=C:\\SmartSOA\\keys\\wesbusr

    jks.certificate=wesbusr_certificate

    jks.encrypted=no

    jks.keystore_pass=itso4you

    jks.key_pass=itso4you

    jks.provider=IBMJCE
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    To protect your password, refer to the following link:

    http://publib.boulder.ibm.com/infocenter/mqams/v7r0m1/topic/com.ibm.mqese.doc/configuring/configuring_passwordProtection.htm

    Before you move to your application server-deployed application configurations and tests, make sure that you have followed all steps by testing with the Java programs that were created previously. However, the test will not work properly without additional JVM arguments. We have created two configuration files: one file for the user that will send messages to the queue (storeusr) and the other file for the user that will get messages from the queue (wesbusr). To make it easier for the testing, create two .bat files to help with the additional arguments. 

    The storeusr configuration file will be used when putting messages, so create an mqput.bat file, s shown in Example 5-29 on page 230.

    Example 5-29   MQPut.bat
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    set JAVA_HOME=C:/WPSv75/WebSphere/AppServer/java

    Set MQS_KEYSTORE_CONF=C:/SmartSOA/conf/storeusr.conf

     

    %JAVA_HOME%\bin\javac MQPut.java

    %JAVA_HOME%\bin\java -cp %CLASSPATH%;C:\WMQAMS\classes\com.ibm.mq.ese.jar -DMQS_KEYSTORE_CONF=C:/SmartSOA/conf/storeusr.conf -Dmqs.dir.config=c:/WMQAMS/config -Dmqs.dir.trace=c:/SmartSOA/logs/put -Dmqs.dir.log=c:/SmartSOA/logs/put -DMQS_NAME=MQPut MQPut
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          For more information: MQS_NAME, mqs.dir.config, mqs.dir.trace, and mqs.dir.log are optional arguments, but they help with troubleshooting. For additional information, refer to the following page:

          http://publib.boulder.ibm.com/infocenter/mqams/v7r0m1/topic/com.ibm.mqese.doc/troubleshooting/troubleshooting_tracesandroutingfilesforjavaapplications.htm

        
      

    

    The wesbusr configuration file will be used when getting messages. Create a .bat file to help you, as shown in Example 5-30.

    Example 5-30   MQGet.bat
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    set JAVA_HOME=C:/WPSv75/WebSphere/AppServer/java

    set MQS_KEYSTORE_CONF=C:/SmartSOA/conf/wesbusr.conf

     

    %JAVA_HOME%\bin\javac MQGet.java

    %JAVA_HOME%\bin\java -cp %CLASSPATH%;C:\SmartSOA\mqsample\com.ibm.mq.ese.jar -Dmqs.dir.config=c:/WMQAMS/config -Dmqs.dir.trace=c:/SmartSOA/logs -Dmqs.dir.log=c:/SmartSOA/logs -DMQS_NAME=MQGet -DMQS_KEYSTORE_CONF=C:/SmartSOA/conf/wesbusr.conf MQGet
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          com.ibm.mq.ese.jar file: Notice that com.ibm.mq.ese.jar has been added to the CLASSPATH. Now, whenever a Java application starts, MQ .jar files, together with the com.ibm.mq.ese.jar file, will be loaded dynamically, which enables the WebSphere MQ Advanced Message Security Java interceptor.

        
      

    

    WebSphere MQ Advanced Message Security provides the com.ibm.mq.ese.jar file. You can find it at %WMQAMS%\classes.

    Example 5-31shows a sample output for the MQput.bat.

    Example 5-31   MQput.bat output
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    C:\SmartSOA\mqsample>mqput

     

    C:\SmartSOA\mqsample>set JAVA_HOME=C:/WPSv75/WebSphere/AppServer/java

     

    C:\SmartSOA\mqsample>Set MQS_KEYSTORE_CONF=C:/SmartSOA/conf/storeusr.conf

     

    C:\SmartSOA\mqsample>C:/WPSv75/WebSphere/AppServer/java\bin\javac MQPut.java

     

    C:\SmartSOA\mqsample>C:/WPSv75/WebSphere/AppServer/java\bin\java -cp C:\WMQ\Java

    \lib\com.ibm.mqjms.jar;C:\WMQ\Java\lib\com.ibm.mq.jar;.;C:\WPSv75\WEBSPH~1\APPSE

    R~1\db2\java\db2java.zip;C:\WPSv75\WEBSPH~1\APPSER~1\db2\java\db2jcc.jar;C:\WPSv

    75\WEBSPH~1\APPSER~1\db2\java\sqlj.zip;C:\WPSv75\WEBSPH~1\APPSER~1\db2\java\db2j

    cc_license_cu.jar;C:\WPSv75\WEBSPH~1\APPSER~1\db2\bin;C:\WPSv75\WEBSPH~1\APPSER~

    1\db2\java\common.jar;C:\WMQAMS\classes\com.ibm.mq.ese.jar -DMQS_KEYSTORE_CONF=C

    :/SmartSOA/conf/storeusr.conf -Dmqs.dir.config=c:/WMQAMS/config -Dmqs.dir.trace=

    c:/SmartSOA/logs/put -Dmqs.dir.log=c:/SmartSOA/logs/put -DMQS_NAME=MQPut MQPut

    Connecting to queue manager: AMS.QM

    Accessing queue: AMS.STORE.REQUEST.Q

    Define a simple WebSphere MQ Message ...

          // ... and write some text in UTF8 format

    Sending a message...

    Closing the queue

    Disconnecting from the Queue Manager

    Done!

     

    C:\SmartSOA\mqsample>
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    Example 5-32 shows a sample output for the MQGet.bat. 

    Example 5-32   MQGet.bat output
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    C:\SmartSOA\mqsample>mqget

     

    C:\SmartSOA\mqsample>set JAVA_HOME=C:/WPSv75/WebSphere/AppServer/java

     

    C:\SmartSOA\mqsample>set MQS_KEYSTORE_CONF=C:/SmartSOA/conf/wesbusr.conf

     

    C:\SmartSOA\mqsample>C:/WPSv75/WebSphere/AppServer/java\bin\javac MQGet.java

    Note: MQGet.java uses unchecked or unsafe operations.

    Note: Recompile with -Xlint:unchecked for details.

     

    C:\SmartSOA\mqsample>C:/WPSv75/WebSphere/AppServer/java\bin\java -cp C:\WMQ\Java

    \lib\com.ibm.mqjms.jar;C:\WMQ\Java\lib\com.ibm.mq.jar;.;C:\WPSv75\WEBSPH~1\APPSE

    R~1\db2\java\db2java.zip;C:\WPSv75\WEBSPH~1\APPSER~1\db2\java\db2jcc.jar;C:\WPSv

    75\WEBSPH~1\APPSER~1\db2\java\sqlj.zip;C:\WPSv75\WEBSPH~1\APPSER~1\db2\java\db2j

    cc_license_cu.jar;C:\WPSv75\WEBSPH~1\APPSER~1\db2\bin;C:\WPSv75\WEBSPH~1\APPSER~

    1\db2\java\common.jar;C:\SmartSOA\mqsample\com.ibm.mq.ese.jar -Dmqs.dir.config=c

    :/WMQAMS/config -Dmqs.dir.trace=c:/SmartSOA/logs -Dmqs.dir.log=c:/SmartSOA/logs

    -DMQS_NAME=MQGet -DMQS_KEYSTORE_CONF=C:/SmartSOA/conf/wesbusr.conf MQGet

    Connecting to the queue manager

    Accessing the queue

    The message is: Hello, World!

    MQGet done.

    C:\SmartSOA\mqsample>
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    The following steps show the configuration for the WebSphere ESB configurations:

    1.	Add com.ibm.mq.ese.jar to the MQ Resource Adapter.

    Copy the WebSphere MQ Advanced Message Security jar file (com.ibm.mq.ese.jar) to a location where WebSphere MQ Resource Adapter has been installed for your application server (this location, among other files, will contain the com.ibm.mq.jmqi.jar file).

     

     

    
      
        	
          WebSphere MQ Advanced Message Security jar file: The WebSphere MQ Advanced Message Security jar file (com.ibm.mq.ese.jar) is installed with the WebSphere MQ Advanced Message Security Java package. It is located in the <MQAMS_data_dir>/classes directory.

        
      

    

    2.	Add WebSphere MQ Advanced Message Security (MQ AMS) arguments to the JVM properties.

    For your WebSphere ESB application server, set a new JVM system property named MQS_KEYSTORE_CONF that will tell WebSphere MQ Advanced Message Security where to locate the keystore configuration file:

    a.	Log in to Integrated Solutions Console.

    b.	Select Servers → Server Types → WebSphere application servers and choose your application server.

    c.	Select Server Infrastructure → Java and Process Management and click Process definition.

    d.	In Additional Properties, select Java Virtual Machine.

    e.	In Additional Properties, select Custom properties and click New to add a new system property.

    f.	Type MQS_KEYSTORE_CONF as the name.

    g.	Provide the location of the keystore configuration file in the Value field.

    h.	Click Apply and click Save.

    i.	Restart the WebSphere Enterprise Service Bus application server.

     

    
      
        	
          Important: Make sure that your connection factory or activation specification in WebSphere Application Server is configured in the following ways:

          •WebSphere MQ Resource Adapter is specified as a JMS resource provider.

          •Client is specified as a transport mode.

        
      

    

    5.5  Summary

    ITSO Enterprise has implemented the requirement for the encryption of messages containing credit card information end-to-end. No application code changes have been done. What is required is to prepare the environment. In summary, ITSO Enterprise performed these steps to implement WebSphere MQ Advanced Message Security:

    •Install WebSphere MQ Advanced Message Security

    •Create and exchange certificates

    •Create a protection policy

    •Enable WebSphere MQ Advanced Message Security interceptors

    •Create the required configuration files for WebSphere MQ Advanced Message Security

    •Add the WebSphere MQ Advanced Message Security interceptors’ library to the classpath

    ITSO Enterprise business requirements have been addressed by implementing a Smart SOA solution using the existing installed IT resources.
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[image: ]

Enterprise Messaging and File Backbone pattern

    In this chapter, we introduce the Enterprise Messaging and File Backbone pattern for ITSO Enterprise. A solution that is based on this pattern will be implemented in ITSO Enterprise using IBM WebSphere MQ File Transfer Edition and IBM WebSphere MQ.

    After this pattern is implemented for ITSO Enterprise, the company will achieve the following benefits:

    •Audit control of file transfer

    •Secure communication

    •Centralized administration

    •End-to-end automation

    •Checkpoint and restart of file transfer

    We discuss the following topics in this chapter:

    •6.1, “Introduction to the business scenario” on page 234

    •6.2, “Architectural diagram” on page 240

    •6.3, “Benefits” on page 244

    •6.4, “Technical implementation” on page 245

    •6.5, “Business scenario 1” on page 266

    •6.6, “Business scenario 2” on page 268

    •6.7, “Business scenario 3” on page 287

    •6.8, “Business scenario 4” on page 296

    •6.9, “Business scenario 5” on page 301

    •6.10, “Summary” on page 315

     

    
      
        	
          How to recreate these scenarios: You can download the configuration files and programs that are used in this chapter from the ITSO Redbooks FTP site. You can use these files to recreate these scenarios in your environment. For download instructions, refer to Appendix A, “Additional material” on page 401.

        
      

    

    6.1  Introduction to the business scenario

    File Transfer Protocol (FTP) has existed since the late 1970s, and it since has been used as the default method for exchanging files over the network. FTP has been widely utilized by businesses for transferring big chunks of data, both on the intranet or over the Internet for internal and external customers. FTP is still offered as part of many business-to-business (B2B) products. 

    As with the growth of the Internet, various businesses have also observed an exponential increase in the volume of file transfers, either from application-to-application (A2A) internally or externally to the organization boundaries.

    For this purpose, FTP meets the functional requirements of business. However, as file sizes and the volume of files transferred increases, in combination with the increase in applications and customers, many organizations need to look for alternatives. Organizations need support for larger file sizes, improved throughput, the management of simultaneous transfers of multiple files to multiple endpoints, better scalability and integration (A2A), and products that integrate better into the current service-oriented architecture (SOA) and cloud environments. 

    Organizations have also found that the security, auditing, process control, monitoring, and user interface fail to provide adequate administration of growing FTP solutions.

    FTP replacement products must manage existing file transfers better and provide these functions:

    •Security (authentication at both ends of the transfer, and authorization for access to the push or pull target)

    •Auditing (non-repudiation of both sender and receiver credentials)

    •Process control (transfer initiation is script-based, schedule-based, file-system-based [move the file when it appears in a folder])

    •Monitoring (restart failed transfers, send notifications of transfer starts and completions)

    •Scheduling

    •Governance and management that the Managed File Transfer (MFT) solution will bring

    6.1.1  Limitations with file transfer protocol

    FTP, although adjustable and easy to deploy, is still based on the principle of one-to-one and, in certain cases, one-to-many, but not many-to-many. FTP has often been used to send files from a single sender. FTP has traditionally not been used to send one file to several business partners. Small scripts and solutions can overcome this challenge, but writing and maintaining these scripts are unmanageable tasks. A classic example is in B2B scenarios, where a published file can be received by many business partners. However, there is no automated way for the business to communicate and share files without using collaboration techniques.

    With the increase in the number of applications and the amount of data that is transferred over FTP, the true, undiscovered problems have started surfacing and have received major attention from industries utilizing raw FTP for their mission-critical processes. 

    Customers using FTP list the following problems:

    •Limited reliability

    FTP-based designs do not generally handle network or other errors well. Large file transfers that are interrupted often cannot be resumed. FTP is not transactional, so sending a set of files in an all-or-nothing way is not done easily.

    •Limited recoverability

    Because FTP deals in basic file units, it cannot know easily that a file transfer is incomplete and cannot recover and restart the transfer.

    •Limited security

    FTP often requires user IDs and passwords, which are typically sent in clear-text form over the wire.

    •Limited audit control

    Typically, an FTP-based transfer cannot be monitored, logged, or audited easily.

    FTP in the past has generally been used by existing applications, which were not engineered to meet the demands of today’s businesses. Automation, security, administration, compliance, and adaptability were never concerns with FTP in the past. Organizations today strive to keep up with their day-to-day business requirements and meet their service-level agreements (SLAs). 

    6.1.2  Problem scenario

    ITSO Enterprise was introduced as a fictional organization in Chapter 1, “Introduction” on page 1. ITSO Enterprise has been a centennial organization and has multiple stores throughout the country. For demonstration purposes, we limit the number of stores to three.

    Store and warehouse location for ITSO Enterprise

    ITSO Enterprise stores are located in three cities in the US:

    •Store in Atlanta (Store ID = ITSOATL)

    •Store in Chicago (Store ID = ITSOCHI)

    •Store in NewYork (Store ID = ITSONEW)

    Apart from these stores, ITSO Enterprise also has a warehouse, which is located in a centrally accessible location from all the stores. Figure 6-1 on page 236 maps the stores and the warehouse.
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    Figure 6-1   ITSO Enterprise warehouse and stores

    Inventory application in the stores and the warehouse

    At end of each business day, the ITSO Enterprise stores evaluate their sales and current inventory. It is the responsibility of the warehouse to fulfill the requirements of the stores, based on the current inventory and the forecasted sales. To handle the inventory, the ITSO Enterprise stores send their actual inventory counts everyday to the warehouse. 

    Eventually, the ITSO Enterprise warehouse determines how much inventory to send to the stores and creates new orders for the external suppliers. The ITSO Enterprise stores use native FTP applications for sending files from the stores to the warehouse, as shown in Figure 6-2 on page 237. 
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    Figure 6-2   ITSO Enterprise traditional file transfer implementation

    What happens at the stores

    After an ITSO Enterprise store closes for business, the store operator runs a back-end process to evaluate the sales and generates a daily inventory report. The generated inventory reports must be sent before 12:00 a.m. everyday. After the report is generated, the store operator uses an FTP client to send the files to the ITSO Enterprise warehouse FTP server.

    What happens at the warehouse

    The ITSO Enterprise warehouse receives inventory reports from all of the ITSO Enterprise stores, at a common location in the FTP server. Each day after midnight, the warehouse operator collects all the reports and runs a concatenation program to generate an all-store inventory report. Later, the warehouse operator archives a copy of the same report and also moves the original report to another location on the file system, so that it can be used by another application to make decisions about new orders, fulfillment requirements at the stores, and scheduling the deliveries.

    Problems faced by ITSO Enterprise

    The ITSO Enterprise stores and warehouse face various problems with the current setup of transferring files:

    •The FTP application in the stores is unable to determine whether the transferred reports were successful or still in progress. There is not a way for ITSO Enterprise to monitor the transfer status. 

    •The file transfer logs are not maintained for audit.

    •In the case of a problem during file transfer, the application does not restart the transfer.

    •Not many of the tasks are automated. Many tasks are manual and prone to error.

    •Duplicate file transfers occur, because sometimes a store operator is unable to determine the current status of the transfer, so the store operator sends the file again.

    •Administration is done in silos by various store operators and warehouse operators.

    •Securing the file transfer by using encryption and decryption techniques is not possible or requires an investment in rewriting the code of the FTP clients.

    With all these problems in ITSO Enterprise, it is clear that its requirements closely relate to the limitations of FTP, which were discussed in 6.1.1, “Limitations with file transfer protocol” on page 234. This problem was presented to the technical board of ITSO Enterprise. After major discussions, the board decided to implement a solution that is based on emerging technology, such as the Managed File Transfer.

    What is Managed File Transfer

    A Managed File Transfer system introduces control, management, and auditability to address problems that arise when ad hoc file transfers are used to integrate or connect business systems in the enterprise. Figure 6-3 shows several of the advantages of using Managed File Transfer.
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    Figure 6-3   Managed File Transfer features

    6.1.3  Managed File Transfer offering from IBM

    IBM WebSphere MQ File Transfer Edition provides an enterprise-grade Managed File Transfer capability that is both robust and easy to use. WebSphere MQ File Transfer Edition exploits the proven reliability and connectivity of WebSphere MQ to transfer files across a wide range of platforms and networks. WebSphere MQ File Transfer Edition takes advantage of existing WebSphere MQ networks, and you can integrate it easily with existing file transfer systems.

    Figure 6-4 on page 239 illustrates the concepts of WebSphere MQ File Transfer Edition.
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    Figure 6-4   Overview of WebSphere MQ File Transfer Edition

    WebSphere MQ File Transfer Edition offers the following benefits:

    •Provides reliable Managed File Transfer (MFT) using WebSphere MQ

    •Enables the consolidation of messaging and the file transfer infrastructure onto a single backbone

    •Provides the bulk transfer of files, regardless of their size

    •Offers a record log of transfer activity for audit purposes

    •Offers the automation and control of file movement between IT systems

    •Extends the WebSphere MQ Explorer graphical user interface (GUI) for configuring transfers and monitoring progress remotely

    •Provides scripting support for programmatic control of the transfers

    •Is an SOA-ready approach that enables files to be transferred onto enterprise service buses (ESBs)

    WebSphere MQ File Transfer Edition provides enterprise-grade Managed File Transfer using a network of WebSphere MQ queue managers. WebSphere MQ File Transfer Edition is the newest member of the WebSphere MQ family and takes advantage of the proven reliability and wide connectivity choices of WebSphere MQ.

    WebSphere MQ File Transfer Edition provides the following features:

    •Delivers robust solutions for Managed File Transfer:

     –	Enables control of all aspects of file movement between IT systems

     –	Provides file delivery reliability

     –	Optimized for both small and massive files

     –	Provides audit trail of transfers

    •Designed to integrate with the IBM SOA portfolio

    Enables files to be delivered to WebSphere Message Broker for file processing

    •Provides secure file transfers using WebSphere MQ security mechanisms

    Relationship to WebSphere MQ

    WebSphere MQ File Transfer Edition uses WebSphere MQ queue managers to manage file transfers and to carry file data around the network. Figure 6-5 illustrates the relationship between WebSphere MQ File Transfer Edition and WebSphere MQ.
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    Figure 6-5   Managed File Transfer using WebSphere MQ File Transfer Edition

    WebSphere MQ File Transfer Edition uses the following WebSphere MQ queue managers:

    •Coordination queue manager

    The coordination queue manager receives status and other updates from WebSphere MQ File Transfer Edition agents and publishes the information to interested subscribers.

    •Agent queue manager

    The WebSphere MQ File Transfer Edition server agents can use their local queue manager or a remote queue manager to send and receive files into the MQ network. WebSphere MQ File Transfer Edition client agents use a remote queue manager to send and receive files.

    •Command queue manager

    The command-line tools and the WebSphere MQ File Transfer Edition GUI use the command queue manager to communicate with agents and the coordination queue manager.

    6.2  Architectural diagram

    After the problem was isolated and the solution was identified, responsibility was given to the Solution Architect at ITSO Enterprise to come up with a solution pattern. This architect has already experienced the success stories using Smart SOA approaches and patterns in the previous scenarios, therefore, the Solution Architect prepares and presents a widely accepted Enterprise Messaging and File Backbone pattern solution to the technical board at ITSO Enterprise.

    6.2.1  Enterprise Messaging and File Backbone pattern

    Figure 6-6 illustrates the Enterprise Messaging and File Backbone pattern. Implementing a solution using this pattern will help ITSO Enterprise recover from the problems that the company experiences while using native FTP clients and protocol.
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    Figure 6-6   Enterprise Messaging and File Backbone pattern for ITSO Enterprise

    Figure 6-6 shows a hub and spoke pattern:

    •Hub: WebSphere MQ File Transfer Edition agent on the ITSO Enterprise warehouse acts as a hub 

    •Spokes: File Transfer Edition agents on the ITSO Enterprise stores act as spokes

    This pattern also opens significant integration opportunities for the ITSO Enterprise stores, which can help extend their store operations with other business units inside the organization. Chapter 7, “Evolve to SOA pattern” on page 317 describes one of the integration opportunities.

    Using the Enterprise Messaging and File Backbone pattern with the Managed File Transfer offers the following key features:

    •Transfer of files between systems: 

     –	Hub and spoke topology

    •Automated and process-driven:

     –	Monitoring

     –	Triggering

     –	Scheduling

     –	Checkpoint and automatic restarts

     –	Reduction in manual tasks

    •Centralized administration:

     –	Reduction of administration silos

     –	Auditing and logging

    •Security considerations:

     –	Encryption

     –	Logging

     –	Authentication and authorization

     –	Protecting against malicious attacks

     –	Secure file system

     –	User management

    6.2.2  Products utilized to implement this pattern

    ITSO Enterprise researched the market-leading software in the Managed File Transfer domain and decided to implement the solution using an IBM stack of products:

    •IBM WebSphere MQ V7.0.1.5

    •IBM WebSphere MQ File Transfer Edition V7.0.4

    •IBM DB2 V9.7

    To get more information about these products, refer to these links:

    •IBM WebSphere MQ:

    http://www-01.ibm.com/software/integration/wmq/

    •IBM WebSphere MQ File Transfer Edition:

    http://www-01.ibm.com/software/integration/wmq/filetransfer/

    •IBM DB2:

    http://www-01.ibm.com/software/data/db2/

    6.2.3  Addressing ITSO Enterprise issues with WebSphere MQ File Transfer Edition 

    Using File Transfer Edition over its existing WebSphere MQ infrastructure allows ITSO Enterprise to gain the following key capabilities:

    •Reliability

    •Security

    •Automation

    •Support for any file size

    •Time-independence

    •Consolidated enterprise traffic

    •Integration with non-MQ protocols

    •Centralized control and monitoring

    Reliability

    Checkpoint-restart, checksum, and MQ assured delivery provide reliable file transfers. These features address the file transfer reliability problems that ITSO Enterprise experienced.

    Security

    MQ can provide Secure Sockets Layer (SSL) security for all file transfers. All transfers previously using FTP are now secure.

    Automation

    File transfers do not need to be manual. You can set up scheduled, triggered, and scripted file transfers using File Transfer Edition, which saves ITSO Enterprise the cost of the staff time that was previously required for manual file transfers and eliminates human errors. In addition, File Transfer Edition uses the MQ infrastructure to automatically route files over multiple hops, for example, using multiple machines without having to invoke separate transfers, which is required with FTP.

    Support for any file size

    File Transfer Edition supports the transfer of files of any size. The checkpoint-restart capability ensures that, in the event of a network or other failure, a large file transfer is resumed where it left off, which allows ITSO Enterprise to distribute large files, such as disk images and software updates, without the slow and time-consuming use of the mail.

    Time-independence

    ITSO Enterprise can invoke transfers independently of the availability of the network and destination machine. The company can transfer files in an asynchronous manner.

    Consolidated enterprise traffic

    ITSO Enterprise can now use its existing MQ infrastructure in the stores to support both its enterprise packaged application and file transfer without affecting the performance of its packaged application. ITSO Enterprise can also assign priorities to transfers. In addition, messaging and multiple transfers can use the same port, which means that ITSO Enterprise does not tie up a port with one transfer, which it does with FTP.

    Integration with non-MQ protocols

    ITSO Enterprise can integrate their file-based infrastructure with other non-MQ protocols through Enterprise Service Bus. Chapter 7, “Evolve to SOA pattern” on page 317 describes one of the integration opportunities.

    Centralized control and monitoring

    Using the administration utilities of WebSphere MQ File Transfer Edition, ITSO Enterprise can centrally control and monitor the managed file transfer infrastructure.

     

    
      
        	
          WebSphere MQ infrastructure: WebSphere MQ infrastructure already existed in the stores, as discussed in Chapter 5, “Message Privacy Enforcement pattern” on page 201.

        
      

    

    6.2.4  Systems utilized to implement this scenario

    ITSO Enterprise utilized five Microsoft Windows Server 2008 R2 64-bit servers to implement this scenario. 

    The Domain Name System (DNS) names of these servers are listed:

    •store.atlanta.itso.com

    The server that is used in the ITSO Enterprise Atlanta store

    •store.chicago.itso.com

    The server that is used in the ITSO Enterprise Chicago store

    •store.newyork.itso.com

    The server that is used in the ITSO Enterprise New York store

    •warehouse.itso.com

    The server that is used in the ITSO Enterprise warehouse

    •fileadmin.itso.com

    The centralized administration server

    Figure 6-7, “Servers that were used by ITSO Enterprise at various locations” on page 244 illustrates the servers that are used to implement the Enterprise Messaging and File Backbone pattern.
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    Figure 6-7   Servers that were used by ITSO Enterprise at various locations

    6.3  Benefits

    There are multiple benefits after ITSO Enterprise implements the Enterprise Messaging and File Backbone pattern. The Solution Architect categorized the benefits into two major categories:

    •Short-term benefits

    •Long-term benefits

    6.3.1  Short-term benefits

    The Enterprise Messaging and File Backbone pattern offers ITSO Enterprise the following short-term benefits:

    •Visibility: Allows ITSO Enterprise to examine the existing file transfer, systems, and the users who send and receive files

    •Monitoring: Empowers ITSO Enterprise with monitoring of the system and files through automation

    •Security: Integrates easily with various patterns, such as peer-to-peer and hub and spoke, to enable full compliance, identity, access, and authentication

    •Reporting and auditing: Compiles and presents data that is related to file transfers, which also allows complete auditing capabilities

    •Workflow and automation: Enables ITSO Enterprise to 	automate the processes that are associated with file transfer and reduce human intervention

    •Restart and recovery: Recovers and restarts file transfers in the case of network, power, or another component failure

    6.3.2  Long-term benefits

    The Enterprise Messaging and File Backbone pattern offers ITSO Enterprise the following long-term benefits:

    •Adaptability: Integration opportunities are the key factors which ITSO Enterprise can look forward to long term. WebSphere MQ File Transfer Edition uses the WebSphere MQ network. This feature enables many integration opportunities with other WebSphere MQ-based technologies, such as enterprise messaging, Java Message Service (JMS), and Web 2.0, as illustrated in Figure 6-8.
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    Figure 6-8   Integrating Managed File Transfer as part of WebSphere MQ network

    •Provisioning: The Enterprise Messaging and File Backbone pattern enables a rapid path for the new integration opportunities.

     

    
      
        	
          WebSphere MQ File Transfer Edition: 6.4.3, “Preparing WebSphere MQ File Transfer Edition” on page 255 describes and demonstrates the integration of WebSphere MQ File Transfer Edition with WebSphere Message Broker.

        
      

    

    •Cost savings: The Enterprise Messaging and File Backbone pattern helps ITSO Enterprise achieve process automation and efficiency gains throughout the organization, thereby reducing errors, manual effort, operating expenses, and human-intensive operations.

    6.4  Technical implementation

    In this section, we discuss the technical implementation of the solution.

    6.4.1  Topology

    When designing a file transfer topology for WebSphere MQ File Transfer Edition, you can choose to build a topology that supports everything the product has to offer, or you can build a smaller topology that supports only the simple file transfer clients and qualities of service (QoS) that you need. For implementing the multiple site hub and spoke pattern integration, we use the multiple queue manager topology. Table 5-1 lists the components to be created for the Managed File Transfer topology.

    Table 6-1   Components for Enterprise Messaging and File Backbone pattern

    
      
        	
          Server name

        
        	
          Queue manager name

        
        	
          File Transfer Edition agent name

        
      

      
        	
          store.atlanta.itso.com

        
        	
          STORE.ATLANTA.QM

        
        	
          STORE.ATLANTA.QM

        
      

      
        	
          store.chicago.itso.com

        
        	
          STORE.CHICAGO.QM

        
        	
          STORE.CHICAGO.QM

        
      

      
        	
          store.newyork.itso.com

        
        	
          STORE.NEWYORK.QM

        
        	
          STORE.NEWYORK.QM

        
      

      
        	
          warehouse.itso.com

        
        	
          WAREHOUSE.AGENT.QM

        
        	
          WAREHOUSE.AGENT.QM

        
      

      
        	
          fileadmin.itso.com

        
        	
          ITSO.FILE.COMMAND.QM

        
        	
           

        
      

      
        	
          fileadmin.itso.com

        
        	
          ITSO.FILE.COORDINATION.QM

        
        	
           

        
      

    

    Figure 6-9 reveals the ITSO Enterprise WebSphere MQ topology for the File Transfer Edition implementation.
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    Figure 6-9   WebSphere MQ topology for File Transfer Edition

    6.4.2  Preparing WebSphere MQ

    WebSphere MQ File Transfer Edition uses WebSphere MQ to transport files between separate systems. To allow WebSphere MQ File Transfer Edition to transfer files between all ITSO Enterprise stores and warehouse systems, you must create the base MQ infrastructure.

    We follow these steps before the File Transfer Edition objects are created:

    •Create queue managers

    •Create listener objects on the queue managers

    •Create queue manager clusters

    •Create server connection channels

    Creating queue managers

    You can create the queue managers by using the crtmqm command. Example 6-1 shows the syntax of this command.

    Example 6-1   The crtmqm command syntax
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    crtmqm [-z] [-q] [-c Text] [-d DefXmitQ] [-h MaxHandles]

           [-md DataPath] [-g ApplicationGroup] [-ss | -sa | -sax | -si]

           [-t TrigInt] [-u DeadQ] [-x MaxUMsgs] [-lp LogPri] [-ls LogSec]

           [-lc | -ll] [-lf LogFileSize] [-ld LogPath] QMgrName
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    To get more information about all of the parameters for the crtmqm command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/topic/com.ibm.mq.amqzag.doc/fa15650_.htm

    Atlanta store queue manager for File Transfer Edition agent

    We executed the command that is shown in Example 6-2 on server store.atlanta.itso.com to create the queue manager STORE.ATLANTA.QM.

    Example 6-2   Create queue manager STORE.ATLANTA.QM
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    crtmqm STORE.ATLANTA.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\STORE!ATLANTA!QM' created.

    Creating or replacing default objects for STORE.ATLANTA.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    Chicago store queue manager for File Transfer Edition agent

    We executed the command that is shown in Example 6-3 on server store.chicago.itso.com to create the queue manager STORE.CHICAGO.QM.

    Example 6-3   Create queue manager STORE.CHICAGO.QM
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    crtmqm STORE.CHICAGO.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\STORE!CHICAGO!QM' created.

    Creating or replacing default objects for STORE.CHICAGO.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    New York store queue manager for File Transfer Edition agent

    We executed the command that is shown in Example 6-4 on server store.newyork.itso.com to create the queue manager STORE.NEWYORK.QM.

    Example 6-4   Create queue manager STORE.NEWYORK.QM
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    crtmqm STORE.NEWYORK.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\STORE!NEWYORK!QM' created.

    Creating or replacing default objects for STORE.NEWYORK.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    Warehouse queue manager for File Transfer Edition agent

    We executed the command that is shown in Example 6-5 on server warehouse.itso.com to create the queue manager WAREHOUSE.AGENT.QM.

    Example 6-5   Create queue manager WAREHOUSE.AGENT.QM
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    crtmqm WAREHOUSE.AGENT.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\WAREHOUSE!AGENT!QM' created.

    Creating or replacing default objects for WAREHOUSE.AGENT.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    Creating the coordination queue manager for File Transfer Edition

    We executed the command that is shown in Example 6-6 on server fileadmin.itso.com to create the queue manager ITSO.FILE.COORDINATION.QM.

    Example 6-6   Create queue manager ITSO.FILE.COORDINATION.QM
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    crtmqm ITSO.FILE.COORDINATION.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\ITSO!FILE!COORDINATION!QM' created.

    Creating or replacing default objects for ITSO.FILE.COORDINATION.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    Creating the command queue manager for File Transfer Edition

    We executed the command that is shown in Example 6-7 on server fileadmin.itso.com to create the queue manager ITSO.FILE.COMMAND.QM.

    Example 6-7   Create queue manager ITSO.FILE.COMMAND.QM
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    crtmqm ITSO.FILE.COMMAND.QM

    WebSphere MQ queue manager created.

    Directory 'C:\WMQ\qmgrs\ITSO!FILE!COMMAND!QM' created.

    Creating or replacing default objects for ITSO.FILE.COMMAND.QM.

    Default objects statistics : 68 created. 0 replaced. 0 failed.

    Completing setup.

    Setup completed.
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    Now that all the queue managers are created, we start them by using the strmqm command. Example 6-8 shows the syntax of this command.

    Example 6-8   The syntax of the strmqm command
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    strmqm [-z] [-a | -c | -r | -x] [-d none|minimal|all] [-f]

           [-ns] [-ss | -si] [QMgrName]
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    To get more information about all of the parameters for the strmqm command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/topic/com.ibm.mq.amqzag.doc/fa16090_.htm

    Example 6-9 shows the commands to start the various queue managers.

    Example 6-9   Start queue manager commands
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    strmqm STORE.ATLANTA.QM

    strmqm STORE.CHICAGO.QM

    strmqm STORE.NEWYORK.QM

    strmqm WAREHOUSE.AGENT.QM

    strmqm ITSO.FILE.COORDINATION.QM

    strmqm ITSO.FILE.COMMAND.QM
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    Creating listener objects on the queue manager

    In this section, we create listener objects on the various queue managers by issuing commands on the WebSphere MQ runmqsc console. Also, the listeners’ control is set to be the queue manager, so that listeners start and stop based on the control of the queue manager.

    To get more information about defining listeners, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqv6/v6r0/topic/com.ibm.mq.csqzaj.doc/sc11050_.htm

    Example 6-10 to Example 6-15 on page 250 illustrate the commands to create the listeners on various queue managers.

    Example 6-10   Create listener on the queue manager STORE.ATLANTA.QM
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    DEFINE LISTENER ('STORE.LISTENER')          

    TRPTYPE(TCP) 

    IPADDR('store.atlanta.itso.com') 

    PORT(1414) BACKLOG(0) 

    DESCR('Atlanta Queue Manager Listener')               

    CONTROL(QMGR) REPLACE
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    Example 6-11   Create listener on the queue manager STORE.CHICAGO.QM

    [image: ]

    DEFINE LISTENER ('STORE.LISTENER')          

    TRPTYPE(TCP) 

    IPADDR('store.chicago.itso.com') 

    PORT(1414) BACKLOG(0) 

    DESCR('Chicago Queue Manager Listener')               

    CONTROL(QMGR) REPLACE
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    Example 6-12   Create listener on the queue manager STORE.NEWYORK.QM
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    DEFINE LISTENER ('STORE.LISTENER')          

    TRPTYPE(TCP) 

    IPADDR('store.newyork.itso.com') 

    PORT(1414) BACKLOG(0) 

    DESCR('Newyork Queue Manager Listener')               

    CONTROL(QMGR) REPLACE
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    Example 6-13   Create listener on the queue manager WAREHOUSE.AGENT.QM
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    DEFINE LISTENER ('WAREHOUSE.LISTENER')      

    TRPTYPE(TCP) 

    IPADDR('warehouse.itso.com')     

    PORT(1414) BACKLOG(0) 

    DESCR('Warehouse Queue Manager Listener')             

    CONTROL(QMGR) REPLACE
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    Example 6-14   Create listener on the queue manager ITSO.FILE.COORDINATION.QM
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    DEFINE LISTENER ('COORDINATION.LISTENER')   

    TRPTYPE(TCP) 

    IPADDR('fileadmin.itso.com')     

    PORT(1416) BACKLOG(0) 

    DESCR('FTE Coordination Queue Manager Listener')      

    CONTROL(QMGR) REPLACE
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    Example 6-15   Create listener on the queue manager ITSO.FILE.COMMAND.QM
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    DEFINE LISTENER ('COMMAND.LISTENER')        

    TRPTYPE(TCP) 

    IPADDR('fileadmin.itso.com')     

    PORT(1415) BACKLOG(0) 

    DESCR('FTE Command Queue Manager Listener')           

    CONTROL(QMGR) REPLACE
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    After all the listeners are created, use the command in Example 6-16 to start the listeners from the runmqsc console.

    Example 6-16   Start queue manager listener objects
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    START LISTENER(‘listener name’)
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    To get more information about this command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqv6/v6r0/topic/com.ibm.mq.csqzaj.doc/sc13170_.htm

    Creating a queue manager cluster

    The following channels are required to set up message communication between the file transfer queue managers:

    •Channel from the agent queue manager to the coordination queue manager

    •Channel from the command queue manager to the agent queue manager 

    •Channel from the command queue manager to the coordination queue manager

    •Channel from the agent queue manager to any other agent queue manager in the WebSphere MQ File Transfer Edition network

    If all of ITSO Enterprise systems are members of an MQ cluster, WebSphere MQ can manage the channels automatically. Using an MQ cluster results in simpler administration and configuration of the MQ network. The benefits of MQ clusters quickly increase as the number of systems grows. Using MQ clusters, the number of channels that must be manually defined is greatly reduced.

    For scenarios with larger numbers of queue managers, using MQ clusters offers even greater administrative savings. Therefore, ITSO Enterprise decides to set up an MQ cluster called INVENTORY.CLUSTER. Table 6-2 lists the queue managers that participate in INVENTORY.CLUSTER.

    Table 6-2   Participating queue manager in cluster INVENTORY.CLUSTER

    
      
        	
          Queue manager

        
        	
          Repository

        
      

      
        	
          ITSO.FILE.COMMAND.QM

        
        	
          Full repository

        
      

      
        	
          ITSO.FILE.COORDINATION.QM

        
        	
          Full repository

        
      

      
        	
          STORE.ATLANTA.QM

        
        	
          Partial repository

        
      

      
        	
          STORE.CHICAGO.QM

        
        	
          Partial repository

        
      

      
        	
          STORE.NEWYORK.QM

        
        	
          Partial repository

        
      

      
        	
          WAREHOUSE.AGENT.QM

        
        	
          Partial repository

        
      

    

    Figure 6-10 on page 252 illustrates the cluster channels that were created on these queue managers.
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    Figure 6-10   Cluster channels in MQ cluster INVENTORY.CLUSTER

    Altering the queue manager definitions to add to the repository

    On each queue manager that is to hold a full repository, you need to alter the queue manager definition, using the ALTER QMGR command and specifying the REPOS attribute. Issue the command that is shown in Example 6-17 from the runmqsc console of the queue managers ITSO.FILE.COMMAND.QM and ITSO.FILE.COORDINATION.QM. These two queue managers will be changed to full repository.

    Example 6-17   Change queue manager to full repository
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    ALTER QMGR REPOS('INVENTORY.CLUSTER')
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    Creating the cluster channel on ITSO.FILE.COMMAND.QM

    Create the cluster receiver and cluster sender channels on the queue manager ITSO.FILE.COMMAND.QM. Example 6-18 illustrates the commands to create these channels.

    Example 6-18   Cluster channels on ITSO.FILE.COMMAND.QM
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    DEFINE CHANNEL (TO.ITSO.FILE.CMD.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1415)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)
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    Creating the cluster channel on ITSO.FILE.COORDINATION.QM

    Create the cluster receiver and cluster sender channels on the queue manager ITSO.FILE.COORDINATION.QM. Example 6-19 illustrates the commands to create these channels.

    Example 6-19   Cluster channels on ITSO.FILE.COORDINATION.QM
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    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CMD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1415)') CLUSTER (INVENTORY.CLUSTER)
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    Creating the cluster channel on STORE.ATLANTA.QM

    Create the cluster receiver and cluster sender channels on the queue manager STORE.ATLANTA.QM. Example 6-20 illustrates the commands to create these channels.

    Example 6-20   Cluster channels on STORE.ATLANTA.QM
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    DEFINE CHANNEL (TO.STORE.ATLANTA.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('store.atlanta.itso.com(1414)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)
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    Creating the cluster channel on STORE.CHICAGO.QM

    Create the cluster receiver and cluster sender channels on the queue manager STORE.CHICAGO.QM. Example 6-21 illustrates the commands to create these channels.

    Example 6-21   Cluster channels on STORE.CHICAGO.QM
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    DEFINE CHANNEL (TO.STORE.CHICAGO.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('store.chicago.itso.com(1414)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)
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    Creating the cluster channel on STORE.NEWYORK.QM

    Create the cluster receiver and cluster sender channels on the queue manager STORE.NEWYORK.QM. Example 6-22 illustrates the commands to create these channels.

    Example 6-22   Cluster channels on STORE.NEWYORK.QM
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    DEFINE CHANNEL (TO.STORE.NEWYORK.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('store.newyork.itso.com(1414)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)
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    Creating the cluster channel on WAREHOUSE.AGENT.QM

    Create the cluster receiver and cluster sender channels on the queue manager WAREHOUSE.AGENT.QM. Example 6-23 on page 254 illustrates the commands to create these channels.

    Example 6-23   Cluster channels on WAREHOUSE.AGENT.QM
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    DEFINE CHANNEL (TO.WAREHOUSE.AGNT.QM) CHLTYPE (CLUSRCVR) TRPTYPE (TCP) CONNAME ('warehouse.itso.com(1414)') CLUSTER (INVENTORY.CLUSTER)

     

    DEFINE CHANNEL (TO.ITSO.FILE.CORD.QM) CHLTYPE (CLUSSDR) TRPTYPE (TCP) CONNAME ('fileadmin.itso.com(1416)') CLUSTER (INVENTORY.CLUSTER)
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    The queue managers are added to the repository, and the channels are created between the cluster components. We can also manage this cluster from WebSphere MQ Explorer. Follow the steps:

    1.	On the server fileadmin.itso.com, select Start → Programs → IBM WebSphere MQ → WebSphere MQ Explorer, and click WebSphere MQ Explorer to launch the Eclipse GUI.

    2.	In the Navigator view of WebSphere MQ Explorer, expand Queue Manager Cluster → INVENTORY.CLUSTER. 

    3.	Figure 6-11 shows the participating queue managers in MQ cluster INVENTORY.CLUSTER.
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    Figure 6-11   Cluster administration from WebSphere MQ Explorer

    To get more information about WebSphere MQ clusters, refer to this site:

    http://publib.boulder.ibm.com/infocenter/wmqv6/v6r0/topic/com.ibm.mq.csqzah.doc/qc10120_.htm

    Creating the server connection channel

    Message Queue Interface (MQI) channels are used by applications in client mode (rather than bindings mode) to connect to queue managers. MQI channels are bidirectional; they carry WebSphere MQ API calls (for example, "GET a message from queue XYZ") from the application to the queue manager. They also carry responses to those calls from the queue manager back to the application.

    WebSphere MQ File Transfer Edition uses MQI channels to connect agents in client mode to their agent queue managers, and to connect command applications to their command and coordination queue managers. In the default configuration, these connections are made using a SVRCONN channel called SYSTEM.DEF.SVRCONN, which exists by default on all queue managers. Because of these defaults, you do not need to alter any MQI channels for a basic WebSphere MQ File Transfer Edition installation.

    However for security purposes, the new server connection channel ITSO.SSL.SVRCONN is created. We will configure security on this channel in a later part of this chapter. Example 6-24 illustrates the command to execute on all the queue managers that are listed in Table 6-2 on page 251.

    Example 6-24   Server connection channel
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    DEFINE CHANNEL ('ITSO.SSL.SVRCONN') CHLTYPE(SVRCONN) REPLACE
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    6.4.3  Preparing WebSphere MQ File Transfer Edition

    Each File Transfer Edition component requires access to a queue manager. In the simplest case, the users and agents can all connect to the same queue manager. At the other extreme, it is possible to distribute the agents and users across the network and let WebSphere MQ take care of routing the commands and the data traffic among them. When defining topologies, we discussed the agent queue manager, command queue manager, and coordination queue manager. In this section, we configure the WebSphere MQ File Transfer Edition components that are associated with these queue managers:

    •Agent queue manager

    Each File Transfer Edition agent is associated with a single queue manager. The agent and its queue manager can be hosted on the same server or the agent can use a WebSphere MQ client channel to communicate with a remote queue manager. When the agent is deployed, the administrator creates a set of queues for that agent to use. Because the queue names include the agent’s name, it is possible for one queue manager to host multiple agents. For reasons that we will explain later, this arrangement is quite common.

    •Command queue manager

    File Transfer Edition comes with command-line tools and an Eclipse plug-in to let users and instrumentation issue commands to the various agents in the network. In a small network with two agents that connect to a single queue manager, the tooling can be configured to connect directly to that same queue manager. But in a distributed network with many agent queue managers, it is not practical or necessary to have the tooling connect directly to each agent queue manager to issue commands. Instead, the tooling is configured to connect to a single queue manager that has connectivity to all of the agents, relying on WebSphere MQ to route the command messages accordingly. Whichever queue manager the tooling connects to is referred to as the command queue manager. There is nothing special about this queue manager other than that it can resolve a route to each agent queue manager. There is no File Transfer Edition code that is required to run and the only required queues are the temporary dynamic queues that are created by the tooling at run time. There is also no requirement that all users connect to the same command queue manager, and in fact the expected deployment groups sets of users by role onto separate command queue managers.

    •Coordination queue manager

    The coordination queue manager is the one component that all of the components in the File Transfer Edition network have in common. Any significant event occurring at the agent results in a message that is published by the agent on the SYSTEM.FTE topic that is hosted on the coordination queue manager. Any user or application that needs to know what is happening in the File Transfer Edition network subscribes to these publications. Both the command-line tools and the Eclipse plug-in require a connection to the coordination queue manager to consume publications. Agents have no such requirement, because the publications can be sent from the agent queue manager across the WebSphere MQ network to the coordination queue manager. There is no actual File Transfer Edition code that is required to run on the coordination queue manager. All of the work is accomplished using native WebSphere MQ functionality. File Transfer Edition requires this queue manager to be at WebSphere MQ V7.0 or later because of the pub/sub features that are used, but other than that, there is nothing special about this queue manager.

    In this section, we create the File Transfer Edition components. Follow this step-by-step procedure to configure these objects:

    1.	Set up the coordination properties.

    2.	Set up the command properties.

    3.	Create the File Transfer Edition agent on the stores and the warehouse.

    4.	Start the File Transfer Edition agents.

    5.	Validate a simple file transfer.

    Setting up the coordination properties

    The fteSetupCoordination command configures a WebSphere MQ File Transfer Edition coordination queue manager. This fteSetupCoordination command creates the wmqfte.properties file and coordination.properties file for WebSphere MQ File Transfer Edition. 

    It also creates a file that contains the WebSphere MQ definitions for the coordination queue manager. Example 6-25 illustrates the syntax for the fteSetupCoordination command.

    Example 6-25   The syntax for the fteSetupCoordination command
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    fteSetupCoordination -coordinationQMgr qmgr_name

                         [-coordinationQMgrHost qmgr_host]

                         [-coordinationQMgrPort qmgr_port]

                         [-coordinationQMgrChannel qmgr_channel]

                         [-f] [-default]
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    To get more information about all of the parameters for the fteSetupCoordination command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/setup_coord_cmd.htm 

    Execute the command that is illustrated in Example 6-26 on the servers that are listed in Table 6-1 on page 246.

    Example 6-26   Set up the coordination properties
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    fteSetupCoordination 

    -coordinationQMgr ITSO.FILE.COORDINATION.QM 

    -coordinationQMgrHost fileadmin.itso.com 

    -coordinationQMgrPort 1416 

    -coordinationQMgrChannel ITSO.SSL.SVRCONN
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    The command in Example 6-26 on page 256 creates the wmqfte.properties and coordination.properties files in the <dataDirectory> and <dataDirectory>/ITSO.FILE.COORDINATION.QM directories respectively. Figure 6-12 and Figure 6-13 illustrate snippets from the files that were created.

     

    
      
        	
          dataDirectory: The value of dataDirectory is set in the install.properties file, which is located in WMQFTE install home.
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    Figure 6-12   wmqfte.properties file

    [image: ]

    Figure 6-13   coordination.properties file

    The fteSetupCoordination command also provides you with the WebSphere MQ Script Commands (MQSC) commands that are listed in Example 6-27. You must run the commands against your coordination queue manager to configure WebSphere MQ File Transfer Edition. The MQSC commands create a queue, topic, and topic string, update a NAMELIST, and set the coordination queue manager’s PSMODE attribute to ENABLED.

    Example 6-27   Configuring the coordination queue manager manually
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    DEFINE TOPIC('SYSTEM.FTE') TOPICSTR('SYSTEM.FTE') REPLACE

    ALTER TOPIC('SYSTEM.FTE') NPMSGDLV(ALLAVAIL) PMSGDLV(ALLAVAIL)

    DEFINE QLOCAL(SYSTEM.FTE) LIKE(SYSTEM.BROKER.DEFAULT.STREAM) REPLACE

    ALTER QLOCAL(SYSTEM.FTE) DESCR('Stream for WMQFTE Pub/Sub interface')

    DISPLAY NAMELIST(SYSTEM.QPUBSUB.QUEUE.NAMELIST)

    ALTER NAMELIST(SYSTEM.QPUBSUB.QUEUE.NAMELIST) + NAMES(SYSTEM.BROKER.DEFAULT.STREAM + SYSTEM.BROKER.ADMIN.STREAM,SYSTEM.FTE)

    DISPLAY QMGR PSMODE

    ALTER QMGR PSMODE(ENABLED)

    [image: ]

    You can achieve the same results by processing the MQSC script that is available in the <dataDirectory>/ITSO.FILE.COORDINATION.QM folder. Example 6-28 shows how to process this script on the coordination queue manager.

    Example 6-28   Configuring the coordination queue manager using an mqsc script
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    runmqsc ITSO.FILE.COORDINATION.QM < ITSO.FILE.COORDINATION.QM.mqsc
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    To get more information about configuring the coordination queue manager, refer to this site:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/configuring_v7_qms.htm

    Setting up the command properties

    The fteSetupCommands command creates the command.properties file. This properties file specifies the details of the queue manager that connects to the WebSphere MQ network when you issue commands.

    You can use the fteSetupCommands command to create a command.properties file in the coordination queue manager directory. The command uses the install.properties and wmqfte.properties files to determine where to locate the command.properties file. Example 6-29 illustrates the syntax for the fteSetupCommands command.

    Example 6-29   The syntax for the fteSetupCommands command
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    fteSetupCommands -connectionQMgr qmgr_name [-connectionQMgrHost qmgr_host]

                     [-connectionQMgrPort qmgr_port]

                     [-connectionQMgrChannel qmgr_channel]

                     [-p ConfigurationOptions] [-f]
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    To get more information about all of the parameters for the fteSetupCommands command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/setup_cmds_cmd.htm

    Execute the command that is illustrated in Example 6-30 on the servers that are listed in Table 6-1 on page 246.

    Example 6-30   fteSetupCommands command properties
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    fteSetupCommands 

    -connectionQMgr ITSO.FILE.COMMAND.QM 

    -connectionQMgrHost fileadmin.itso.com

    -connectionQMgrPort 1415 

    -connectionQMgrChannel ITSO.SSL.SVRCONN
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    The command in Example 6-30 creates the command.properties file in the <dataDirectory>/ITSO.FILE.COORDINATION.QM directory. Figure 6-14 illustrates a snippet from the command.properties file.
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    Figure 6-14   command.properties file

     

    
      
        	
          Important: Ensure that you have already created and configured a coordination queue manager before you issue the fteSetupCommands command.

        
      

    

    Creating File Transfer Edition agents on the stores and the warehouse

    The fteCreateAgent command creates an agent and its associated configuration. Example 6-31 shows the command syntax for the fteCreateAgent command. 

    Example 6-31   The syntax for fteCreateAgent command
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    fteCreateAgent -agentName agent_name -agentQMgr agent_qmgr

                   [-agentQMgrHost agent_qmgr_host]

                   [-agentQMgrPort agent_qmgr_port]

                   [-agentQMgrChannel agent_qmgr_channel]

                   [-agentDesc agent_description]

                   [-ac] [-p ConfigurationOptions] [-f]

                   [-s [service_name] -su service_user

                    [-sp service_password] [-sj service_jvm_options]

                    [-sl log_level]]

                   [-n]
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    To get more information about all the parameters for the fteCreateAgent command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/create_agent_cmd.htm

    This command provides you with the MQSC commands that you must run against the agent queue manager to create the following agent queues:

    •SYSTEM.FTE.AUTHADM1.agent_name 

    •SYSTEM.FTE.AUTHAGT1.agent_name 

    •SYSTEM.FTE.AUTHMON1.agent_name 

    •SYSTEM.FTE.AUTHOPS1.agent_name 

    •SYSTEM.FTE.AUTHSCH1.agent_name 

    •SYSTEM.FTE.AUTHTRN1.agent_name 

    •SYSTEM.FTE.COMMAND.agent_name 

    •SYSTEM.FTE.DATA.agent_name 

    •SYSTEM.FTE.EVENT.agent_name 

    •SYSTEM.FTE.REPLY.agent_name 

    •SYSTEM.FTE.STATE.agent_name

    These queues are internal system queues that you must not modify, delete, or read messages from unless you are deleting the agent. The MQSC commands to run are also supplied in a file in the following location: <dataDirectory>\coordination_qmgr\agents\agent_name\agent_name_create.mqsc 

    Each agent has its own properties file, agent.properties, that must contain the information that an agent uses to connect to its queue manager. The agent.properties file can also contain properties that alter the behavior of the agent. The agent.properties file will be created by the fteCreateAgent command. The agent.properties file for an agent is located in your <dataDirectory>/coordination_qmgr_name/agents/agent_name directory.

    Creating a File Transfer Edition agent on the Atlanta store

    In Example 6-32, we create a File Transfer Edition agent STORE.ATLANTA.QM, referring to queue manager STORE.ATLANTA.QM. The fteCreateAgent command in this example is executed on the store.atlanta.itso.com server.

    Example 6-32   fteCreateAgent command on the Atlanta store
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    fteCreateAgent 

    -agentName STORE.ATLANTA.QM 

    -agentQMgr STORE.ATLANTA.QM 

    -agentQMgrHost store.atlanta.itso.com 

    -agentQMgrPort 1414 

    -agentQMgrChannel ITSO.SSL.SVRCONN 

    -agentDesc "Agent for ITSO Atlanta Store" 
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    The command in Example 6-32 on page 259 will also create a script file named STORE.ATLANTA.QM_create.MQSC. The runmqsc command in Example 6-33 needs to be executed against the queue manager STORE.ATLANTA.QM to create the MQ objects for this agent.

    Example 6-33   Create MQ objects for Atlanta agent
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    runmqsc STORE.ATLANTA.QM < STORE.ATLANTA.QM_create.MQSC
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    Figure 6-15 illustrates the agent.properties file that was created for the File Transfer Edition agent STORE.ATLANTA.QM.
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    Figure 6-15   agent.properties for Atlanta store File Transfer Edition agent

    Creating a File Transfer Edition agent on the Chicago store

    In Example 6-34, we create a File Transfer Edition agent STORE.CHICAGO.QM, referring to queue manager STORE.CHICAGO.QM. The fteCreateAgent command in this example is executed on the store.chicago.itso.com server.

    Example 6-34   fteCreateAgent on the Chicago store
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    fteCreateAgent 

    -agentName STORE.CHICAGO.QM 

    -agentQMgr STORE.CHICAGO.QM 

    -agentQMgrHost store.chicago.itso.com 

    -agentQMgrPort 1414 

    -agentQMgrChannel ITSO.SSL.SVRCONN 

    -agentDesc "Agent for ITSO Chicago Store"
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    The command in Example 6-34 also creates a script file named STORE.CHICAGO.QM_create.MQSC. The runmqsc command in Example 6-35 needs to be executed against the queue manager STORE.CHICAGO.QM to create MQ objects for this agent.

    Example 6-35   Create MQ objects for the Chicago agent
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    runmqsc STORE.CHICAGO.QM < STORE.CHICAGO.QM_create.MQSC
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    Figure 6-16 illustrates the agent.properties file that was created for the File Transfer Edition agent STORE.CHICAGO.QM.
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    Figure 6-16   agent.properties file for Chicago store File Transfer Edition agent

    Creating a File Transfer Edition agent on the New York store

    In Example 6-36, we create a File Transfer Edition agent STORE.NEWYORK.QM, referring to queue manager STORE.NEWYORK.QM. The fteCreateAgent command in this example is executed on the store.newyork.itso.com server.

    Example 6-36   fteCreateAgent on the NEWYORK store
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    fteCreateAgent 

    -agentName STORE.NEWYORK.QM 

    -agentQMgr STORE.NEWYORK.QM 

    -agentQMgrHost store.newyork.itso.com 

    -agentQMgrPort 1414 

    -agentQMgrChannel ITSO.SSL.SVRCONN 

    -agentDesc "Agent for ITSO NewYork Store"
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    The command in Example 6-36 also creates a script file named STORE.NEWYORK.QM_create.MQSC. The runmqsc command in Example 6-37 needs to be executed against the queue manager STORE.NEWYORK.QM to create MQ objects for this agent.

    Example 6-37   create MQ objects for the NEWYORK agent
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    runmqsc STORE.NEWYORK.QM < STORE.NEWYORK.QM_create.MQSC
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    Figure 6-17 illustrates the agent.properties file that was created for the File Transfer Edition agent STORE.NEWYORK.QM.
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    Figure 6-17   agent.properties for NEWYORK store File Transfer Edition agent

    Creating a File Transfer Edition agent on the warehouse

    In Example 6-38, we create a File Transfer Edition agent WAREHOUSE.AGENT.QM, referring to queue manager WAREHOUSE.AGENT.QM. The fteCreateAgent command in this example is executed on the warehouse.itso.com server.

    Example 6-38   fteCreateAgent on the warehouse
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    fteCreateAgent 

    -agentName WAREHOUSE.AGENT.QM 

    -agentQMgr WAREHOUSE.AGENT.QM 

    -agentQMgrHost warehouse.itso.com 

    -agentQMgrPort 1414 

    -agentQMgrChannel ITSO.SSL.SVRCONN 

    -agentDesc "Agent for ITSO Warehouse"
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    The command in Example 6-38 also creates a script file named WAREHOUSE.AGENT.QM_create.MQSC. The runmqsc command in Example 6-39 needs to be executed against the queue manager WAREHOUSE.AGENT.QM to create MQ objects for this agent.

    Example 6-39   Create MQ objects
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    runmqsc WAREHOUSE.AGENT.QM < WAREHOUSE.AGENT.QM_create.MQSC
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    Figure 6-18 illustrates the agent.properties file that was created for the File Transfer Edition agent WAREHOUSE.AGENT.QM.
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    Figure 6-18   agent.properties file for warehouse File Transfer Edition agent

    Starting the File Transfer Edition agents

    You must start an agent before you can use it to perform file transfers. Use the fteStartAgent command to start a WebSphere MQ File Transfer Edition agent. The fteStartAgent command starts an agent on the system where you issue the command. Because this command is issued locally, you cannot start an agent on a remote system.

    The command returns an error if the agent does not start or is already started. The agent communicates with its queue manager based on the values defined in the agent.properties file. Example 6-40 shows the syntax for the fteStartAgent command.

    Example 6-40   The syntax for the fteStartAgent command
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    fteStartAgent [-F] [-p ConfigurationOptions] AgentName
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    To get more information about all of the parameters for the fteStartAgent command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/start_agent_cmd.htm

    Example 6-40 on page 262 illustrates the commands that are used to start the File Transfer Edition agents on the ITSO Enterprise stores and the warehouse.

    Example 6-41   Start agents on the stores and the warehouse
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    fteStartAgent STORE.ATLANTA.QM

    fteStartAgent STORE.CHICAGO.QM

    fteStartAgent STORE.NEWYORK.QM

    fteStartAgent WAREHOUSE.AGENT.QM
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    You can list the agents that are registered with a particular queue manager using the command line or the WebSphere MQ Explorer. You can use the fteListAgents command, which is shown in Example 6-42, to list all of the WebSphere MQ File Transfer Edition agents that are registered with a particular coordination queue manager from the command line. The following details for each agent are directed to the standard output device:

    •Agent name

    •Agent queue manager

    •Status

    Example 6-42   The syntax for fteListAgents command
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    fteListAgents [-p ConfigurationOptions] [-v] [Pattern]
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    Figure 6-19 illustrates the output of the fteListAgents command, which is executed on the fileadmin.itso.com server. The output of this command shows that all the agents are ready for file transfer.
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    Figure 6-19   fteListAgents output for ITSO Enterprise file agents

    You can also get similar details from WebSphere MQ Explorer. Follow these steps to find the status of the registered agents:

    1.	On the server fileadmin.itso.com, select Start → Programs → IBM WebSphere MQ → WebSphere MQ Explorer, and click WebSphere MQ Explorer to launch the Eclipse GUI.

    2.	In the Navigator view of WebSphere MQ Explorer, expand Managed File Transfer → ITSO.FILE.COORDINATION.QM → Agents.

    Figure 6-20 on page 264 illustrates the MQ Explorer - Content view with the Agent status and details.
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    Figure 6-20   Agent details in WebSphere MQ Explorer

    You can use the ftePingAgent command to verify if the agent is Active. Example 6-43 illustrates the syntax for the ftePingAgent command.

    Example 6-43   The syntax for ftePingAgent command
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    ftePingAgent [-p ConfigurationOptions] [-m QueueManager]

                 [-w [timeout]] agentName
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    Validating a simple file transfer

    The basic file transfer infrastructure between the agents is configured. We will validate the file transfer between the stores and the warehouse, by manually creating a transfer request. We use the fteCreateTransfer command.

    The fteCreateTransfer command creates and starts a file transfer. Using this command, you can start a file transfer immediately, schedule a file transfer for a future time and date, repeat a scheduled transfer one or more times, and trigger a file transfer based on certain conditions.

    You can run the fteCreateTransfer command from any system that can connect to the WebSphere MQ network and subsequently route to the agent’s queue manager.

    This command uses the command.properties file to connect to the WebSphere MQ network. If the command.properties file does not contain property information, a bindings mode connection is made to the default queue manager on the local system. If the command.properties file does not exist, an error is generated. Example 6-44 illustrates the syntax for the command fteCreateTransfer.

    Example 6-44   The syntax for command fteCreateTransfer
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    fteCreateTransfer  [-p ConfigurationOptions] [-w]

                           -sa AgentName [-sm QueueManager]

                           -da AgentName [-dm QueueManager]

                           [-td TransferDefinitionFile]

                           [-gt XMLOutputFile]

                           ([-ss startSchedule] [-tb timeBase]

                           [-oi occurrenceInterval] [-of occurrenceFrequency]

                           [-oc occurrenceCount] | [-es endSchedule])

                           ([-tr triggerSpec ] [-tl])

                           [-jn jobName] [-md metaData] [-cs ChecksumMethod]

                           [-pr <priority>]

                           [-sce <encoding>] [-dce <encoding>] [-dle <line-ending>]

                           [-qmp <true/false>] [-qi]

                           ([-df File] | [-dd Directory] |

                           [-ds SequentialDataset] | [-dp PartitionedDataset] |

                           [-dq Queue[@QueueManager]] | [-du fileSpaceName])

                           ([-qs <size>] | [-dqdb <delimiter>] | [-dqdt <pattern>])

                           [-dqdp <prefix/postfix>]

                           [-de <action>] [-t TransferMode] [-dqp <true/false>]

                           [-sd <disposition>] [-r]

                           [-sq] [-sqgi] [-sqwt]

                           ([-sqdb <delimiter>] | [-sqdt <string>])

                           [-sqdp <prefix/postfix>]

                           SourceFileSpec...
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    To get more information about all of the parameters for the fteCreateTransfer command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/start_new_transfer_cmd.htm

    The commands in Example 6-45, Example 6-46, and Example 6-47 illustrate the manual file transfer request between the stores and the warehouse.

    Example 6-45   Inventory file transfer from the Atlanta store to the warehouse
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    ftecreatetransfer 

    -sa STORE.ATLANTA.QM 

    -sm STORE.ATLANTA.QM 

    -da WAREHOUSE.AGENT.QM 

    -dm WAREHOUSE.AGENT.QM 

    -dd "E:\ITSO.INVENTORY.FILES\WAREHOUSE" "E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.csv"
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    Example 6-46   Inventory file transfer from the Chicago store to the warehouse
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    ftecreatetransfer 

    -sa STORE.CHICAGO.QM 

    -sm STORE.CHICAGO.QM 

    -da WAREHOUSE.AGENT.QM 

    -dm WAREHOUSE.AGENT.QM 

    -dd "E:\ITSO.INVENTORY.FILES\WAREHOUSE" "E:\ITSO.INVENTORY.FILES\CHICAGO\ITSOCHI.INVENTORY.csv"
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    Example 6-47   Inventory file transfer from the NEWYORK store to the warehouse
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    ftecreatetransfer 

    -sa STORE.NEWYORK.QM 

    -sm STORE.NEWYORK.QM 

    -da WAREHOUSE.AGENT.QM 

    -dm WAREHOUSE.AGENT.QM 

    -dd "E:\ITSO.INVENTORY.FILES\WAREHOUSE" "E:\ITSO.INVENTORY.FILES\NEWYORK\ITSONEW.INVENTORY.csv"

    [image: ]

    From WebSphere MQ Explorer, follow these steps to verify the transfer status: 

    1.	On the server fileadmin.itso.com, select Start → Programs → IBM WebSphere MQ → WebSphere MQ Explorer, and click WebSphere MQ Explorer to launch the Eclipse GUI.

    2.	In the Navigator view of WebSphere MQ Explorer, expand Managed File Transfer → ITSO.FILE.COORDINATION.QM → Transfer log.

    Figure 6-21 on page 266 shows the MQ Explorer - Content view and the Transfer Log details.
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    Figure 6-21   Transfer log for file transfer validation

    6.5  Business scenario 1

    In this business scenario, we demonstrate the recovery and restart feature of WebSphere MQ File Transfer Edition. Checkpoint restart allows a stalled file transfer to restart from where it got disrupted.

    6.5.1  Requirement

    ITSO Enterprise stores are enabled with a high-speed satellite network; however occasionally, they face network issues that cause a disruption in file transfers. ITSO Enterprise wants to ensure the inventory report file integrity when the network transmission is broken and then recovered again.

    6.5.2  Solution

    WebSphere MQ File Transfer Edition can satisfy this requirement. WebSphere MQ File Transfer Edition can identify whether the agent or queue manager is unavailable for any reason, for example, because of a power or network failure. WebSphere MQ File Transfer Edition recovers in the following manner in these scenarios:

    •Typically, if there is a problem while a file is in the process of being transferred, WebSphere MQ File Transfer Edition recovers and restarts that file transfer after the problem is repaired.

    •If a file that was in the process of being transferred is deleted or changed while the agent or queue manager is unavailable, the transfer fails and you get a message in the transfer log that provides the details about the failure.

    •If an agent process fails during a file transfer, the transfer continues when you restart the agent. 

    •If an agent loses the connection to its agent queue manager, the agent waits in an infinite loop trying to reconnect to the queue manager. When the agent successfully reconnects to its queue manager, the current transfer continues. 

    •If the agent is stopped for any reason, any resource monitors that are associated with an agent stops polling. When the agent recovers, the monitors are also restarted, and resource polling resumes. 

     

    
      
        	
          Stalled transfers: You can check the status of your transfers in WebSphere MQ Explorer. If any transfers appear as Stalled, you might need to take corrective action, because the Stalled status denotes an issue either with the agent or between the two agents that are involved in the transfer.

        
      

    

    6.5.3  Testing checkpoint and restart

    In the following steps, ITSO Enterprise begins to test the checkpoint/recovery mechanism of WebSphere MQ File Transfer Edition. In this example, we create a transfer request of a 2 GB inventory file from the Chicago store to the warehouse. Later, we recreate the network problem by disabling the network on warehouse server and, then after a while, enable the network. Follow the steps to simulate this test:

    1.	Create a file transfer between the Chicago store and the warehouse using the ftecreatetransfer command that is shown in Example 6-48.

    Example 6-48   File transfer request from the Chicago store to the warehouse
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    ftecreatetransfer  

    -sa STORE.CHICAGO.QM  

    -sm STORE.CHICAGO.QM  

    -da WAREHOUSE.AGENT.QM  

    -dm WAREHOUSE.AGENT.QM  

    -cs MD5 -t binary 

    -df "E:\ITSO.INVENTORY.FILES\WAREHOUSE\CHICAGO.INVENTORY.csv" "E:\ITSO.INVENTORY.FILES\CHICAGO\CHICAGO.INVENTORY.csv"
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    2.	See the Current Transfer Progress view and display the state, as shown in Figure 6-22.
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    Figure 6-22   The current transfer state

    3.	Click Disable to disable the local area network on the server warehouse.itso.com (Figure 6-23 on page 268). 
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    Figure 6-23   Disable the network on the warehouse

    4.	Enable the local area network on the warehouse after a few minutes.

    5.	When the WebSphere MQ channels recover between the Chicago store and the warehouse, the file transfer continues, as shown in Figure 6-24.
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    Figure 6-24   The current transfer state after the network is enabled

    The recovery is complete and successful. ITSO Enterprise is satisfied that this mechanism of WebSphere MQ File Transfer Edition works as intended.

    6.6  Business scenario 2

    In this section, we describe the file transfer scenario that includes the WebSphere MQ File Transfer Edition resource monitor feature to automate the tasks that were performed manually before. This section discusses a scenario that uses an existing WebSphere MQ network so that WebSphere MQ File Transfer Edition can be used to automate the existing file transfer systems and make them more reliable and auditable.

    6.6.1  Requirement

    ITSO Enterprise wants the following tasks to be automated:

    1.	After the inventory files are created on the store servers, they are automatically transferred to the warehouse.

    2.	If a file transfer fails, an alert is sent to that storeadmin using emails and paging.

    3.	After all the files are received at the warehouse server, they are concatenated into a single inventory file.

    4.	The concatenated file is automatically archived and a copy is moved to the inventory processing system.

    6.6.2  Solution

    WebSphere MQ File Transfer Edition provides tasks that you can use to integrate the file transfer function into the Apache Ant tool. 

    Ant scripts (or build files) are XML documents defining one or more targets. These targets contain task elements to run.You can use the fteAnt command to run Ant tasks in a WebSphere MQ File Transfer Edition environment that you have already configured. You can use file transfer Ant tasks from your Ant scripts to coordinate complex file transfer operations from an interpreted scripting language. 

    For more information about Apache Ant, see the Apache Ant project web page:

    http://ant.apache.org/ 

    WebSphere MQ File Transfer Edition provides a number of Ant tasks that you can use to access file transfer capabilities:

    •fte:awaitoutcome 

    •fte:call 

    •fte:cancel 

    •fte:filecopy 

    •fte:filemove 

    •fte:ignoreoutcome 

    •fte:ping 

    •fte:uuid 

    To get more information about these tasks, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/ant_tasks.htm

    We create two Ant scripts:

    •transfer.xml: This Ant script moves files from the stores to the warehouse. In case this transfer fails, this script generates email alerts.

    •concatenate.xml: This Ant script concatenates and archives the daily inventory file.

    WebSphere MQ File Transfer Edition also provides an fteAnt command to execute the ant scripts. Developers can use this command to test the functionality of these scripts. Example 6-49 illustrates the syntax for this command.

    Example 6-49   The syntax for the fteAnt command
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    fteAnt ([-quiet] | [-verbose]) [(-debug | -d)]

           [(-buildfile | -file | -f) filename]

           [[-D property=value [-D property=value] ...]

           [(-keep-going | -k)]

           [-propertyfile filename] [target [target2 [target3] ...]]
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    transfer.xml Ant script 

    ITSO Enterprise developed this Ant script to transfer inventory and trigger files from a store to the warehouse. Example 6-50 illustrates the various Ant tasks put together in the script. This example shows the transfer configurations for the Atlanta store.

    This Ant script consist of the following sections:

    •Initialize the operational arguments

    •Test the availability of the File Transfer Edition agents

    •Create the transfer request for the inventory and trigger file

    •Assess the transfer and if it fails, send an email to the store administrator

    This Ant script uses two files for the Atlanta store:

    •Inventory file: <storeID>.INVENTORY.csv

    •Trigger file: <storeID>.INVENTORY.go

    We discuss the trigger file, while creating resource monitors.

    Example 6-50   Ant script transfer.xml for the ITSO Enterprise Atlanta store
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    <?xml version="1.0" encoding="UTF-8"?>

    <project xmlns:fte="antlib:com.ibm.wmqfte.ant.taskdefs" default="complete">

     

    <target name="init" description="initialise task properties">

    <property name="cmd.qmgr" value="ITSO.FILE.COMMAND.QM@filadmin.itso.com@1415@ITSO.SSL.SVRCONN"/>                       

    <property name="src" value="STORE.ATLANTA.QM@STORE.ATLANTA.QM"/>

    <property name="dst" value="WAREHOUSE.AGENT.QM@WAREHOUSE.AGENT.QM"/>   

    <property name="mail.host" value="smtp.itso.com"/>

    <property name="mail.to" value="atlantaadmin@itso.com"/>

    <property name="src.file1" value="E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.csv"/>

    <property name="src.file2" value="E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.go"/>

    <property name="dst.file1" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.csv"/>

    <property name="dst.file2" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.go"/>

    <fte:uuid property="job.name" length="8" prefix="Transfer Daily Inventory "/>

    </target>

            

    <target name="ping" depends="init" description="check agents">

    <fte:ping cmdqm="${cmd.qmgr}" agent="${src}" rcproperty="ping.src.rc" timeout="10"/>

    <fte:ping cmdqm="${cmd.qmgr}" agent="${dst}" rcproperty="ping.dst.rc" timeout="10"/>

    <condition property="run.ping">

    		<and>

    			<equals arg1="${ping.src.rc}" arg2="0"/>

    			<equals arg1="${ping.dst.rc}" arg2="0"/>

    		</and>

    </condition>

    <fail unless="run.ping" message="*** AGENTS NOT RUNNING ***"/>   

    </target>

            

    <target name="fileTransfer" depends="ping" description="transfer file" if="run.ping">

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy1.rc">

    		<fte:filespec srcfilespec="${src.file1}" dstfile="${dst.file1}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy2.rc">

    		<fte:filespec srcfilespec="${src.file2}" dstfile="${dst.file2}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<condition property="file1.transfer.failed">

    		<not><equals arg1="${copy1.rc}" arg2="0"/></not>

    	</condition>

    	<condition property="file2.transfer.failed">

    		<not><equals arg1="${copy2.rc}" arg2="0"/></not>

    	</condition>

    </target>

            

    <target name="email1" depends="fileTransfer" description="send email" if="file1.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of Inventory file FAILED:  ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy1.rc}</message>

    		</mail>

    </target>

     

    <target name="email2" depends="fileTransfer" description="send email" if="file2.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of trigger file FAILED: ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy2.rc}</message>

    		</mail>

    </target>

            

    <target name="complete" depends="email1, email2"/>

    </project>
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    Save this script at the following location, E\INVENTORY\ATLANTA\transfer.xml, on the server named store.atlanta.itso.com. To test this Ant script, use the fteAnt command, as shown in Example 6-51.

    Example 6-51   Using the fteant command to test the transfer.xml Ant script for the Atlanta store
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    fteant -f transfer.xml
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    After this command executes, you can monitor the transferred file from the WebSphere MQ Explorer Transfer Log view. Figure 6-25 on page 272 illustrates the transfer status.
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    Figure 6-25   Test results for the transfer.xml ant script

    Example 6-52 and Example 6-53 on page 273 illustrate the Ant script transfer.xml for the Chicago and NEWYORK stores.

    Example 6-52   Ant script transfer.xml for the Chicago store
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    <?xml version="1.0" encoding="UTF-8"?>

    <project xmlns:fte="antlib:com.ibm.wmqfte.ant.taskdefs" default="complete">

     

    <target name="init" description="initialise task properties">

    <property name="cmd.qmgr" value="ITSO.FILE.COMMAND.QM@filadmin.itso.com@1415@ITSO.SSL.SVRCONN"/>                       

    <property name="src" value="STORE.CHICAGO.QM@STORE.CHICAGO.QM"/>

    <property name="dst" value="WAREHOUSE.AGENT.QM@WAREHOUSE.AGENT.QM"/>   

    <property name="mail.host" value="smtp.itso.com"/>

    <property name="mail.to" value="chicagoadmin@itso.com"/>

    <property name="src.file1" value="E:\ITSO.INVENTORY.FILES\CHICAGO\ITSOCHI.INVENTORY.csv"/>

    <property name="src.file2" value="E:\ITSO.INVENTORY.FILES\CHICAGO\ITSOCHI.INVENTORY.go"/>

    <property name="dst.file1" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.csv"/>

    <property name="dst.file2" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.go"/>

    <fte:uuid property="job.name" length="8" prefix="Transfer Daily Inventory "/>

    </target>	

            

    <target name="ping" depends="init" description="check agents">

    <fte:ping cmdqm="${cmd.qmgr}" agent="${src}" rcproperty="ping.src.rc" timeout="10"/>

    <fte:ping cmdqm="${cmd.qmgr}" agent="${dst}" rcproperty="ping.dst.rc" timeout="10"/>

    <condition property="run.ping">

    		<and>

    			<equals arg1="${ping.src.rc}" arg2="0"/>

    			<equals arg1="${ping.dst.rc}" arg2="0"/>

    		</and>

    </condition>

    <fail unless="run.ping" message="*** AGENTS NOT RUNNING ***"/>   

    </target>

            

    <target name="fileTransfer" depends="ping" description="transfer file" if="run.ping">

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy1.rc">

    		<fte:filespec srcfilespec="${src.file1}" dstfile="${dst.file1}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy2.rc">

    		<fte:filespec srcfilespec="${src.file2}" dstfile="${dst.file2}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<condition property="file1.transfer.failed">

    		<not><equals arg1="${copy1.rc}" arg2="0"/></not>

    	</condition>

    	<condition property="file2.transfer.failed">

    		<not><equals arg1="${copy2.rc}" arg2="0"/></not>

    	</condition>

    </target>

            

    <target name="email1" depends="fileTransfer" description="send email" if="file1.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of Inventory file FAILED:  ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy1.rc}</message>

    		</mail>

    </target>

     

    <target name="email2" depends="fileTransfer" description="send email" if="file2.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of trigger file FAILED: ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy2.rc}</message>

    		</mail>

    </target>

            

    <target name="complete" depends="email1, email2"/>

    </project>
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    Save this script at the following location, E:\INVENTORY\CHICAGO\transfer.xml, on the server store.chicago.itso.com.

    Example 6-53   Ant script Transfer.xml for the NEWYORK store
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    <?xml version="1.0" encoding="UTF-8"?>

    <project xmlns:fte="antlib:com.ibm.wmqfte.ant.taskdefs" default="complete">

     

    <target name="init" description="initialise task properties">

    <property name="cmd.qmgr" value="ITSO.FILE.COMMAND.QM@filadmin.itso.com@1415@ITSO.SSL.SVRCONN"/>                       

    <property name="src" value="STORE.NEWYORK.QM@STORE.NEWYORK.QM"/>

    <property name="dst" value="WAREHOUSE.AGENT.QM@WAREHOUSE.AGENT.QM"/>   

    <property name="mail.host" value="smtp.itso.com"/>

    <property name="mail.to" value="newyorkadmin@itso.com"/>

    <property name="src.file1" value="E:\ITSO.INVENTORY.FILES\NEWYORK\ITSONEW.INVENTORY.csv"/>

    <property name="src.file2" value="E:\ITSO.INVENTORY.FILES\NEWYORK\ITSONEW.INVENTORY.go"/>

    <property name="dst.file1" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.csv"/>

    <property name="dst.file2" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.go"/>

    <fte:uuid property="job.name" length="8" prefix="Transfer Daily Inventory "/>

    </target>	

            

    <target name="ping" depends="init" description="check agents">

    <fte:ping cmdqm="${cmd.qmgr}" agent="${src}" rcproperty="ping.src.rc" timeout="10"/>

    <fte:ping cmdqm="${cmd.qmgr}" agent="${dst}" rcproperty="ping.dst.rc" timeout="10"/>

    <condition property="run.ping">

    		<and>

    			<equals arg1="${ping.src.rc}" arg2="0"/>

    			<equals arg1="${ping.dst.rc}" arg2="0"/>

    		</and>

    </condition>

    <fail unless="run.ping" message="*** AGENTS NOT RUNNING ***"/>   

    </target>

            

    <target name="fileTransfer" depends="ping" description="transfer file" if="run.ping">

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy1.rc">

    		<fte:filespec srcfilespec="${src.file1}" dstfile="${dst.file1}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy2.rc">

    		<fte:filespec srcfilespec="${src.file2}" dstfile="${dst.file2}" overwrite="true" checksum="MD5" conversion="binary"/>

    	</fte:filecopy>

    	<condition property="file1.transfer.failed">

    		<not><equals arg1="${copy1.rc}" arg2="0"/></not>

    	</condition>

    	<condition property="file2.transfer.failed">

    		<not><equals arg1="${copy2.rc}" arg2="0"/></not>

    	</condition>

    </target>

            

    <target name="email1" depends="fileTransfer" description="send email" if="file1.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of Inventory file FAILED:  ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy1.rc}</message>

    		</mail>

    </target>

     

    <target name="email2" depends="fileTransfer" description="send email" if="file2.transfer.failed">

    		<mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

    			<from address="fteadmin@itso.com"/>

    			<to address="${mail.to}"/>

    			<message>Transfer of trigger file FAILED: ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy2.rc}</message>

    		</mail>

    </target>

            

    <target name="complete" depends="email1, email2"/>

    </project>
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    Save this script at the following location, E:\INVENTORY\NEWYORK\transfer.xml, on the server store.newyork.itso.com.

    concatenate.xml Ant script 

    ITSO Enterprise developed this Ant script to concatenate the inventory files that are transferred from the stores into a single inventory file. Example 6-54 illustrates the various Ant tasks that are put together in the script.

    This Ant script consists of the following sections:

    •Initialize the operational arguments

    •Concatenate the inventory files

    •Merge the files from the stores into one inventory file named ITSO.INVENTORY.<yyyyMMdd>.csv

    Assess the transfer and, if it fails, send an email to the store admin.

    Example 6-54   Ant script concatenate.xml for the warehouse
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    <?xml version="1.0" encoding="UTF-8"?>

    <project xmlns:fte="antlib:com.ibm.wmqfte.ant.taskdefs" default="complete">

     

    <target name="init">

    		<property name="in.file1" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.csv"/>

    		<property name="in.file2" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.csv"/>

    		<property name="in.file3" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.csv"/>

    		<property name="in.file11" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.go"/>

    		<property name="in.file22" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.go"/>

    		<property name="in.file33" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.go"/>

    		<tstamp/>

    		<property name="out.file" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSO.INVENTORY.${DSTAMP}.csv"/>

    </target>

    	

    <target name="concatenate" depends="init">

    		<concat destfile="${out.file}" append="true">

    			<fileset file="${in.file1}"/>

    			<fileset file="${in.file2}"/>

    			<fileset file="${in.file3}"/>

    		</concat>

    </target>

     

    <target name="cleanup" depends="concatenate">

    		<delete file="${in.file1}" failonerror="false"/>

    		<delete file="${in.file2}" failonerror="false"/>

    		<delete file="${in.file3}" failonerror="false"/>

    		<delete file="${in.file11}" failonerror="false"/>

    		<delete file="${in.file22}" failonerror="false"/>

    		<delete file="${in.file33}" failonerror="false"/>

    </target>

    	

    <target name="complete" depends="cleanup"/>

    </project>
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    Save this script at the following location, E:\INVENTORY\WAREHOUSE\concatenate.xml, on the server warehouse.itso.com.

    Configuring the monitoring tasks to start commands and scripts

    You can configure resource monitors to call other commands from the monitoring agent, including executable programs, Ant scripts, or JCL jobs. First, we explain the resource monitor. 

    What is resource monitoring

    By using the resource monitoring feature of WebSphere MQ File Transfer Edition, you can monitor a resource, for example, a queue or a directory. When a certain condition on this resource is satisfied, the resource monitor starts a task, such as a file transfer. You can create a resource monitor by using the fteCreateMonitor command.

    A common scenario is to monitor a directory for the presence of a trigger file. An external application might process multiple files and place them in a known source directory. When the application has completed its processing, it indicates that the files are ready to be transferred, or otherwise acted upon, by placing a trigger file into a monitored location. The trigger file can be detected by a WebSphere MQ File Transfer Edition monitor, and the transfer of those files from the source directory to another WebSphere MQ File Transfer Edition agent is initiated. In the case of the ITSO Enterprise stores, the stores place a *.go file, which helps the resource monitor understand that the inventory file is now ready to be transferred to the warehouse. Example 6-55 illustrates the syntax for the fteCreateMonitor command.

    Example 6-55   The syntax for fteCreateMonitor command
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    fteCreateMonitor  [-p ConfigurationOptions]

                       -ma agent name [-mm agent queue manager]

                      (-md directory | -mq queue)

                       -mn monitor name

                       -mt task filename

                      [-pi poll interval]

                      [-pt pattern type]

                      [-pu poll units]

                      [-rl recursion level]

                      [-bs maximum batch size]

                      [-tr trigger condition]

                      [-x  exclude pattern]

                      [-jn job name]

                      [-dv substitution variable default values]
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    To get more information about all of the parameters for the fteCreateMonitor command, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/create_monitor_cmd.htm

    Creating monitor tasks

    We can create the task definition XML document in one of the following ways:

    •Create the task definition XML document manually according to the FileTransfer.xsd schema.

    •Edit the XML document that was generated by the fteCreateTransfer command using the -gt parameter as the basis for your task definition.

    To read more about creating monitoring tasks, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/configuring_monitor_tasks.htm

    We create the tasks manually following the schema of FileTransfer.xsd. We create a file named inventoryTransferTask.xml for the Atlanta, Chicago, and NEWYORK stores. These task files make a call to the Ant script transfer.xml that was created previously for the ITSO Enterprise stores.

    Example 6-56 illustrates the monitor task file for the Atlanta store. Save this file in E:\INVENTORY\ATLANTA\inventoryTransferTask.xml on the server store.atlanta.itso.com.

    Example 6-56   Creating inventoryTransferTask for the ITSO Enterprise Atlanta store
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    <?xml version="1.0" encoding="UTF-8"?>

    <request version="1.00" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="FileTransfer.xsd">

    <managedCall>

        <originator>

              <hostName>store.atlanta.itso.com</hostName>

              <userID>wmquser</userID>

        </originator>

        <agent QMgr="STORE.ATLANTA.QM" agent="STORE.ATLANTA.QM"/>

        <reply QMGR="STORE.ATLANTA.QM">reply</reply>

        <transferSet priority="1">

             <call>

                  <command name="transfer.xml" type="antscript" retryCount="0" retryWait="0" successRC="0"/>

             </call> 

        </transferSet>

    </managedCall>

    </request>
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    Example 6-57 illustrates the monitor task file for Chicago store. Save this file in E:\INVENTORY\CHICAGO\inventoryTransferTask.xml on the server store.chicago.itso.com. 

    Example 6-57   Creating inventoryTransferTask for the ITSO Enterprise Chicago store
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    <?xml version="1.0" encoding="UTF-8"?>

    <request version="1.00" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="FileTransfer.xsd">

    <managedCall>

        <originator>

              <hostName>store.chicago.itso.com</hostName>

              <userID>wmquser</userID>

        </originator>

        <agent QMgr="STORE.CHICAGO.QM" agent="STORE.CHICAGO.QM"/>

        <reply QMGR="STORE.CHICAGO.QM">reply</reply>

        <transferSet priority="1">

             <call>

                  <command name="transfer.xml" type="antscript" retryCount="0" retryWait="0" successRC="0"/>

             </call> 

        </transferSet>

    </managedCall>

    </request>
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    Example 6-58 illustrates the monitor task file for the New York store. Save this file in E:\INVENTORY\NEWYORK\inventoryTransferTask.xml on the server store.newyork.itso.com. 

    Example 6-58   Creating inventoryTransferTask for the ITSO Enterprise Newyork store
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    <?xml version="1.0" encoding="UTF-8"?>

    <request version="1.00" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="FileTransfer.xsd">

    <managedCall>

        <originator>

              <hostName>store.newyork.itso.com</hostName>

              <userID>wmquser</userID>

        </originator>

        <agent QMgr="STORE.NEWYORK.QM" agent="STORE.NEWYORK.QM"/>

        <reply QMGR="STORE.NEWYORK.QM">reply</reply>

        <transferSet priority="1">

             <call>

                  <command name="transfer.xml" type="antscript" retryCount="0" retryWait="0" successRC="0"/>

             </call> 

        </transferSet>

    </managedCall>

    </request>
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    For the warehouse monitor, create a task file called inventoryConcatenateTask.xml. This task file makes a call to the Ant script concatenate.xml, which was created previously for the ITSO Enterprise warehouse.

    Example 6-59 illustrates the monitor task file for the ITSO Enterprise warehouse. Save this file in the E:\INVENTORY\WAREHOUSE\inventoryConcatenateTask.xml on the server warehouse.itso.com.

    Example 6-59   Creating inventoryConcatenateTask.xml for the ITSO Enterprise warehouse
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    <?xml version="1.0" encoding="UTF-8"?>

    <request version="1.00" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:noNamespaceSchemaLocation="FileTransfer.xsd">

    <managedCall>

        <originator>

              <hostName>warehouse.itso.com</hostName>

              <userID>wmquser</userID>

        </originator>

        <agent QMgr="WAREHOUSE.AGENT.QM" agent="WAREHOUSE.AGENT.QM"/>

        <reply QMGR="WAREHOUSE.AGENT.QM">reply</reply>

        <transferSet priority="1">

             <call>

                  <command name="concatenate.xml" type="antscript" retryCount="0" retryWait="0" successRC="0"/>

             </call> 

        </transferSet>

    </managedCall>

    </request>
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    In order for the File Transfer Edition agents to recognize the location of the Ant scripts, add commandPath in the agent.properties file for all the store and warehouse agents. To read more about commandPath properties for the File Transfer Edition agents, refer to this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/command_path.htm

    “Updated agent.properties for File Transfer Edition agent STORE.ATLANTA.QM” on page 279 illustrates the updated agent.properties file for the File Transfer Edition agent STORE.ATLANTA.QM.
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    Figure 6-26   Updated agent.properties for File Transfer Edition agent STORE.ATLANTA.QM

    Similarly, update the agent.properties files for the other agents that are listed in Table 6-3. 

    Table 6-3   Update agent.properties files with commandPath 

    
      
        	
          Agent name

        
        	
          commandPath value in agent.properties file

        
      

      
        	
          STORE.ATLANTA.QM

        
        	
          E:\\Scripts\\ATLANTA

        
      

      
        	
          STORE.CHICAGO.QM

        
        	
          E:\\Scripts\\CHICAGO

        
      

      
        	
          STORE.NEWYORK.QM

        
        	
          E:\\Scripts\\NEWYORK

        
      

      
        	
          WAREHOUSE.AGENT.QM

        
        	
          E:\\Scripts\\WAREHOUSE

        
      

    

    After you have changed the agent.properties files for the agents, restart the agents using the fteStopAgent and fteStartAgent commands.

    Creating the monitor

    Until now, we have created Ant scripts and monitor tasks that execute these Ant scripts. We now create resource monitors, which, based on an event, will execute a monitor task. We use the fteCreateMonitor command to create the resource monitor to monitor the daily inventory files that are created on the stores and the warehouse.

    Example 6-60 illustrates the monitor for the ITSO Enterprise Atlanta store. This monitor polls for the existence of and the changes on the trigger file ITSOATL.INVENTORY.go in the directory E:\ITSO.INVENTORY.FILES\ATLANTA of the server store.atlanta.itso.com.

    Example 6-60   Monitor for ITSO Enterprise Atlanta store
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    fteCreateMonitor 

    -ma STORE.ATLANTA.QM 

    -mm STORE.ATLANTA.QM 

    -md E:\ITSO.INVENTORY.FILES\ATLANTA 

    -mn ATLANTA.DAILY.INVENTORY.MONITOR 

    -mt E:\Scripts\ATLANTA\inventoryTransferTask.xml 

    -pi 1 -pu minutes 

    -tr match,ITSOATL.INVENTORY.go
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    Example 6-61 illustrates the monitor for the ITSO Enterprise Chicago store. This monitor polls for the existence of and the changes on the trigger file ITSOCHI.INVENTORY.go in the directory E:\ITSO.INVENTORY.FILES\CHICAGO of the server store.chicago.itso.com.

    Example 6-61   Monitor for ITSO Enterprise Chicago store
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    fteCreateMonitor 

    -ma STORE.CHICAGO.QM 

    -mm STORE.CHICAGO.QM 

    -md E:\ITSO.INVENTORY.FILES\CHICAGO 

    -mn CHICAGO.DAILY.INVENTORY.MONITOR 

    -mt E:\Scripts\CHICAGO\inventoryTransferTask.xml 

    -pi 1 -pu minutes 

    -tr match,ITSOCHI.INVENTORY.go
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    Example 6-62 illustrates the monitor for the ITSO Enterprise New York store. This monitor polls for the existence of and the changes on the trigger file ITSONEW.INVENTORY.go in the directory E:\ITSO.INVENTORY.FILES\NEWYORK of the server store.newyork.itso.com.

    Example 6-62   Monitor for ITSO Enterprise NEWYORK store
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    fteCreateMonitor 

    -ma STORE.NEWYORK.QM 

    -mm STORE.NEWYORK.QM 

    -md E:\ITSO.INVENTORY.FILES\NEWYORK 

    -mn NEWYORK.DAILY.INVENTORY.MONITOR 

    -mt E:\Scripts\NEWYORK\inventoryTransferTask.xml 

    -pi 1 -pu minutes 

    -tr match,ITSONEW.INVENTORY.go
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    Example 6-63 illustrates the monitor for the ITSO Enterprise warehouse. This monitor polls for the existence of and changes on the trigger file *.go in the directory E:\ITSO.INVENTORY.FILES\WAREHOUSE of the server warehouse.itso.com.

    Example 6-63   Monitor for the ITSO Enterprise warehouse
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    fteCreateMonitor 

    -ma WAREHOUSE.AGENT.QM 

    -mm WAREHOUSE.AGENT.QM 

    -md E:\ITSO.INVENTORY.FILES\WAREHOUSE 

    -mn WAREHOUSE.DAILY.INVENTORY.MONITOR 

    -mt E:\Scripts\WAREHOUSE\inventoryConcatenateTask.xml 

    -pi 1 -pu minutes 

    -tr match,*.go
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          Polling interval: The polling Interval on the monitors is set to 1 minute for testing purposes, which might be an extremely low value for production systems.

        
      

    

    Use the fteListMonitors command to list all of the existing resource monitors in a WebSphere MQ File Transfer Edition network by using the command line. Example 6-64 on page 281 illustrates the syntax for the command fteListMonitors.

    Example 6-64   The syntax for the command fteListMonitors
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    fteListMonitors [-p ConfigurationOptions]

                    [-ma AgentName][-mn MonitorName][-v]
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    After the monitors are created, execute the fteListMonitors command on any store or warehouse server. Example 6-65 illustrates the list of the resource monitors that have been created for the ITSO Enterprise stores and the warehouse.

    Example 6-65   List of resource monitors that have been created on the ITSO stores and the warehouse
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    E:\>fteListMonitors -v

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2011.  ALL RIGHTS RESERVED

    Monitor Information:

        Name:              ATLANTA.DAILY.INVENTORY.MONITOR

        Agent:             STORE.ATLANTA.QM

        Status:            Started

        Resource Type:     Directory

        Resource:          E:\ITSO.INVENTORY.FILES\ATLANTA

        Poll interval:     1 minutes

        Batch size:        1

        Condition:         Match

        Pattern:           ITSOATL.INVENTORY.go (wildcard)

    Monitor Information:

        Name:              CHICAGO.DAILY.INVENTORY.MONITOR

        Agent:             STORE.CHICAGO.QM

        Status:            Started

        Resource Type:     Directory

        Resource:          E:\ITSO.INVENTORY.FILES\CHICAGO

        Poll interval:     1 minutes

        Batch size:        1

        Condition:         Match

        Pattern:           ITSOCHI.INVENTORY.go (wildcard)

    Monitor Information:

        Name:              NEWYORK.DAILY.INVENTORY.MONITOR

        Agent:             STORE.NEWYORK.QM

        Status:            Started

        Resource Type:     Directory

        Resource:          E:\ITSO.INVENTORY.FILES\NEWYORK

        Poll interval:     1 minutes

        Batch size:        1

        Condition:         Match

        Pattern:           ITSONEW.INVENTORY.go (wildcard)

    Monitor Information:

        Name:              WAREHOUSE.DAILY.INVENTORY.MONITOR

        Agent:             WAREHOUSE.AGENT.QM

        Status:            Started

        Resource Type:     Directory

        Resource:          E:\ITSO.INVENTORY.FILES\WAREHOUSE

        Poll interval:     1 minutes

        Batch size:        1

        Condition:         Match

        Pattern:           *.go (wildcard)
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    You can also view details about and administer the resource monitor from WebSphere MQ Explorer.

    Archiving and transferring the file for inventory processing

    Using the resource monitor that you created in this section, you can transfer the daily inventory file from the stores to the warehouse. Also, the warehouse monitor merges the separate store inventory files into one large enterprise inventory file. 

    However, the concatenated file must be moved to the Inventory processing system and a copy must be stored in the archive. Based on the business requirements, the concatenated file must be transferred to the Inventory processing system at 2:00 a.m. and a copy must be stored in the archive repository at 2:30 a.m. everyday.

    Example 6-66 illustrates the command to create a scheduled transfer of ITSO Enterprise inventory file to Inventory processing system at 2:00 AM everyday.

    Example 6-66   Scheduled inventory file transfer to the Inventory processing system
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    fteCreateTransfer 

    -sa WAREHOUSE.AGENT.QM 

    -sm WAREHOUSE.AGENT.QM 

    -da WAREHOUSE.AGENT.QM 

    -dm WAREHOUSE.AGENT.QM 

    -dd E:\ITSO.INVENTORY.FILES\WAREHOUSE\INVIT   

    -t binary -de error 

    -ss 02:00 -oi days 

    E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSO.INVENTORY.*.csv
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    Example 6-67 illustrates the command to create a scheduled transfer of the ITSO Enterprise inventory file to the archive repository at 2:30 a.m. everyday.

    Example 6-67   Scheduled inventory file transfer to the archive repository
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    fteCreateTransfer 

    -sa WAREHOUSE.AGENT.QM 

    -sm WAREHOUSE.AGENT.QM 

    -da WAREHOUSE.AGENT.QM 

    -dm WAREHOUSE.AGENT.QM 

    -dd E:\ITSO.INVENTORY.FILES\WAREHOUSE\ARCHIVE 

    -t binary -de error 

    -sd delete 

    -ss 02:30 -oi days 

    E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSO.INVENTORY.*.csv
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    You can use the fteListScheduledTransfers command to list the scheduled transfers. Example 6-68 illustrates the scheduled transfers for the ITSO Enterprise inventory file.

    Example 6-68   Scheduled transfer of the ITSO Enterprise inventory file
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    C:> fteListScheduledTransfers

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2011.  ALL RIGHTS RESERVED

    Schedule Identifier:        4

    Source Agent Name:          WAREHOUSE.AGENT.QM

    Source File Name:           E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSO.INVENTORY.*.csv

    Conversion Type:            binary

    Destination File Name:      E:\ITSO.INVENTORY.FILES\WAREHOUSE\INVIT

    Destination Agent Name:     WAREHOUSE.AGENT.QM

    Schedule Start Time:        2011-06-28T02:00-0400

    Next Transfer:              2011-06-29T02:00-0400

    Schedule Time Base:         admin

    Repeat Interval:            days

    Repeat Frequency:           1

     

    Schedule Identifier:        5

    Source Agent Name:          WAREHOUSE.AGENT.QM

    Source File Name:           E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSO.INVENTORY.*.csv

    Conversion Type:            binary

    Destination File Name:      E:\ITSO.INVENTORY.FILES\WAREHOUSE\ARCHIVE

    Destination Agent Name:     WAREHOUSE.AGENT.QM

    Schedule Start Time:        2011-06-28T02:30-0400

    Next Transfer:              2011-06-29T02:30-0400

    Schedule Time Base:         admin

    Repeat Interval:            days

    Repeat Frequency:           1
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    6.6.3  Testing task automation

    To test this business scenario, we perform a success and a failure use case. The success use case demonstrates that after the inventory files are created in the stores, they are automatically moved to the warehouse. Later, at the warehouse, the inventories are merged, archived, and sent for processing to the Inventory processing system.

    The failure use case demonstrates that if there is a failure while transferring a file from a store to the warehouse, the problem is immediately reported to the store admin via email from the File Transfer Edition admin email ID, for example, fteadmin@itso.com.

    Success use case

    Create the inventory file and the trigger file on the Atlanta store. Figure 6-27 illustrates the files that were created for transfer at the ITSO Enterprise Atlanta store. The resource monitors track the modification time stamp of the trigger file and, based on that time stamp, trigger the monitoring tasks. After the trigger file is created, the resource monitor ATLANTA.DAILY.INVENTORY.MONITOR identifies that within a minute and starts the monitoring task.
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    Figure 6-27   Inventory and trigger files for the ITSO Enterprise Atlanta store

    Figure 6-28 illustrates the inventory and trigger files that were created for the ITSO Enterprise Chicago store.
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    Figure 6-28   Inventory and trigger files for the ITSO Enterprise Chicago store

    Figure 6-29 on page 284 illustrates the inventory and trigger files that were created for the ITSO Enterprise NEWYORK store.
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    Figure 6-29   Inventory and trigger files for the NEWYORK store

    The resource monitors, CHICAGO.DAILY.INVENTORY.MONITOR and NEWYORK.DAILY.INVENTORY.MONITOR, identify the trigger file changes within 1 minute and create the file transfers to the warehouse agent.

    Figure 6-30 illustrates the status of the completed transfers. For each store, there are three entries in the logs: one entry for starting the monitor task and the second and third entries for transferring the inventory and trigger files.

    Based on the presence of the trigger files that are transferred to the warehouse, the warehouse resource monitor invokes the concatenation task and merges the files into a single inventory file.
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    Figure 6-30   Transfer log for the files that are transferred from the stores to the warehouse

    After the completion of the concatenation task, the warehouse has a concatenated inventory file with the name ITSO.INVENTORY.<yyyyMMdd>.csv. Figure 6-31 illustrates the daily ITSO Enterprise inventory file that was created for 29 June 2011. 
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    Figure 6-31   Daily inventory file that was created in the warehouse

    At 2:00 a.m., the inventory file must be copied into the INVIT folder to be processed later by the Inventory processing system. This copy is done through the scheduled transfer that is illustrated in Example 6-66 on page 282. Figure 6-32 shows the inventory file that was copied to the INVIT folder at 2:00 a.m.
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    Figure 6-32   Daily inventory file that was copied for the Inventory processing system

    At 2:30 a.m, the inventory file must be moved into the ARCHIVE folder and is stored for future reference. This move is done through the scheduled transfer that is illustrated in Example 6-67 on page 282. Figure 6-33 shows the inventory file that is moved to the ARCHIVE folder at 2:30 a.m.
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    Figure 6-33   Daily inventory file moved into ARCHIVE repository

    We have shown you how the end-to-end inventory file transfer tasks are automated.

    Failure use case

    Back up the Ant script transfer.xml that was created for the Atlanta store as transfer.xml.bak. Create a new transfer.xml file, as illustrated in Example 6-69. The only difference in this script is that it transfers only the inventory file and does not overwrite the file at destination. 

    Therefore, if the file exists at the destination, the transfer fails and causes the store admin to be alerted by email.

    Example 6-69   New transfer.xml created for Atlanta store to create a failure
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    <?xml version="1.0" encoding="UTF-8"?>

    <project xmlns:fte="antlib:com.ibm.wmqfte.ant.taskdefs" default="complete">

     

    	<target name="init" description="initialise task properties">

                    <property name="cmd.qmgr" value="ITSO.FILE.COMMAND.QM@fileadmin.itso.com@1415@ITSO.SSL.SVRCONN"/>                       

                    <property name="src" value="STORE.ATLANTA.QM@STORE.ATLANTA.QM"/>

                    <property name="dst" value="WAREHOUSE.AGENT.QM@WAREHOUSE.AGENT.QM"/>   

                    <property name="mail.host" value="smtp.itso.com"/>

                    <property name="mail.to" value="atlantaadmin@itso.com"/>

                    <property name="src.file1" value="E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.csv"/>

                    <property name="dst.file1" value="E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.csv"/>

                    <fte:uuid property="job.name" length="8" prefix="Transfer Daily Inventory "/>

            </target>

     

            <target name="ping" depends="init" description="check agents">

                    <fte:ping cmdqm="${cmd.qmgr}" agent="${src}" rcproperty="ping.src.rc" timeout="10"/>

                    <fte:ping cmdqm="${cmd.qmgr}" agent="${dst}" rcproperty="ping.dst.rc" timeout="10"/>

                    <condition property="run.ping">

                            <and>

                                    <equals arg1="${ping.src.rc}" arg2="0"/>

                                    <equals arg1="${ping.dst.rc}" arg2="0"/>

                            </and>

                    </condition>

                    <fail unless="run.ping" message="*** AGENTS NOT RUNNING ***"/>   

            </target>

            

            <target name="fileTransfer" depends="ping" description="transfer file" if="run.ping">

                    <fte:filecopy cmdqm="${cmd.qmgr}" src="${src}" dst="${dst}" jobname="${job.name}" rcproperty="copy1.rc">

                            <fte:filespec srcfilespec="${src.file1}" dstfile="${dst.file1}" checksum="MD5" conversion="binary"/>

                    </fte:filecopy>

                    <condition property="file1.transfer.failed">

                            <not><equals arg1="${copy1.rc}" arg2="0"/></not>

                    </condition>

            </target>

            

            <target name="email1" depends="fileTransfer" description="send email" if="file1.transfer.failed">

                    <mail mailhost="${mail.host}" mailport="20001" encoding="plain" subject="${job.name} failed!">

                            <from address="fteadmin@itso.com"/>

                            <to address="${mail.to}"/>

                            <message>Transfer of Inventory file FAILED:  ${job.name} from agent ${src} to agent ${dst} has failed with return code: ${copy1.rc}</message>

                    </mail>

            </target>

    	

            <target name="complete" depends="email1"/>

    </project>
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    Steps to create a failure

    Use these steps to create a failure:

    1.	Modify and save the trigger file ITSOATL.INVENTORY.go, which will create a new transfer request. The inventory file ITSOATL.INVENTORY.csv will be moved to the warehouse.

    2.	Modify the trigger file again; however, this time, the file transfer will fail, because it cannot overwrite the file at the destination.

    3.	Verify the transfer log in WebSphere MQ Explorer. Verify that the first transfer was successful and that the second transfer failed. See Figure 6-34.
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    Figure 6-34   Transfer log for the task automation failure use case

    Email to the store admin

    Because the inventory file transfer has failed, the Atlanta store admin will immediately receive an email from fteadmin@itso.com, stating the details about the failure. 

    Figure 6-35 illustrates the notification email that was sent to the Atlanta store admin, stating the failure and the reason code.
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    Figure 6-35   Email sent to Atlanta store admin stating file transfer failures

    With the completion of the success and failure tests on the task automation, all the task automation requirements for ITSO Enterprise were implemented using WebSphere MQ File Transfer Edition.

    6.7  Business scenario 3

    In this business scenario, we demonstrate the capabilities of the WebSphere MQ File Transfer Edition events auditing and archiving feature. 

    6.7.1  Requirement

    ITSO Enterprise conducts a weekly audit on the inventory files that are transferred from the ITSO Enterprise stores to the ITSO Enterprise warehouse. Later, ITSO Enterprise must generate a report on the inventory files that are transferred from the ITSO Enterprise stores to the ITSO Enterprise warehouse. Currently, ITSO Enterprise does not have any procedure to archive the file transfer events and later prepare an audit report on a timely basis. The company immediately needs a file transfer event auditing and archiving functionality.

    6.7.2  Solution

    WebSphere MQ File Transfer Edition provides an additional software package called the database logger to store audit information in an SQL database. When the File Transfer Edition transfers files, it publishes information about its actions to a topic on the coordination queue manager. You can use the database logger to copy this information into an SQL table for analysis and auditing purposes.

    There are two versions of the database logger: a stand-alone Java Platform, Standard Edition (JSE) application and a Java Platform, Enterprise Edition (JEE) application. The stand-alone database logger is a Java application that you install on a system that hosts the coordination queue manager and the database. The stand-alone database logger connects to the coordination queue manager using WebSphere MQ bindings, and to a DB2 or Oracle database using the type 2 Java Database Connectivity (JDBC) driver. You require this type of connection, because the database logger uses the queue manager’s extended architecture (XA) support to coordinate a global transaction over both the queue manager and database, protecting the data. 

    Installing the database logger

    The database logger is an optional component of File Transfer Edition, and if you want to use it, you can get it from the Remote Tools CD. 

    the stand-alone database logger requires the following products:

    •The WebSphere MQ server installation must be WebSphere MQ 7.0 Fix Pack 7.0.1.0 or higher

    •The operating system must be supported for the Server version of WebSphere MQ File Transfer Edition

    •The operating system and the database must be supported for WebSphere MQ to act as a Transaction Coordinator for WebSphere MQ classes for Java applications (via JDBC XA). 

    •You must have one of the following supported databases:

    •DB2 9.1

    •DB2 9.5

    •DB2 9.7 with Fix Pack 1 or later

    •Oracle 10g or Oracle 10.2

    •Oracle 11g

    During the installation, choose this component in the “Select Set of Features to install” window or click Complete installation. Figure 6-36 on page 289 illustrates the database logger installation options.
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    Figure 6-36   Database Logger installation window

    Configuring the database logger

    Before you can start the database logger command, you must complete these tasks:

    1.	Create the database and tables with SQL scripts.

    2.	Set the user permissions.

    3.	Configure the transaction support in the queue manager.

    4.	Edit the databaselogger.properties file.

    Figure 6-37 illustrates the XA configuration that is performed on the coordination queue manager ITSO.FILE.COORDINATION.QM.
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    Figure 6-37   XA configuration on ITSO.FILE.COORDINATION.QM

     

    
      
        	
          Possible error message: You might receive the following error while starting the queue manager on a Microsoft Windows server, after the XA configurations have been saved.

          WebSphere MQ could not load the XA switch load file for resource manager 'FTEDBXA'. 

          An error has occurred loading the XA switch file jdbcdb2. If the error occurred during start-up, the queue manager will terminate. At all other times, the queue manager will continue without this resource manager, which means that it will no longer be able to participate in global transactions. The queue manager will retry the load of the switch file at regular intervals so that the resource manager will be able to participate again if the load problem is resolved. 

          Look for a previous message outlining the reason for the load failure. Message AMQ6175 is issued if the load failed because of a system error. If you see this message, follow the guidance that is given in message AMQ6175 to resolve the problem. In the absence of prior messages or IBM First Failure Support Technology (FFST™) information that relates to this problem, check that the name of the switch load file is correct and that it is present in a directory from which it can be dynamically loaded by the queue manager. The easiest method of checking is to define the switch load file as a fully qualified name. Note that if the queue manager is still running, it will need to be restarted so that any changes made to its configuration data can be picked up.

          To start the queue manager, use the strmqm -si <Queue Manager> command.

        
      

    

    Figure 6-38 illustrates the databaselogger.properties configuration in the ITSO Enterprise environment.
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    Figure 6-38   The databaselogger.properties file for the File Transfer Edition database logger

    For more configuration information, see “Using the database logger” in the WebSphere MQ File Transfer Edition Information Center, which is located at this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/dl_install_standalone.htm

     

    
      
        	
          FTELOG: The name of the database that is created to use for ITSO Enterprise File Transfer Edition database logger is FTELOG, on DB2 V9.7. This database exists on the server fileadmin.itso.com.

        
      

    

    Starting the database logger

    After all of the configurations are ready, you can start the database logger using the fteStartDatabaseLogger command. By default, the database logger runs in the background, and it places its output in a file in the logs directory. If you want to run the database logger in the foreground, and have its output sent to the console and to the log file, add the -F switch to the fteStartDatabaseLogger command. Example 6-70 on page 291 illustrates the syntax for this command.

    Example 6-70   The syntax for the fteStartDatabaseLogger command
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    fteStartDatabaseLogger [-p ConfigurationOptions] [-F

                           [-b bits] [PropertiesFile]
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    To get more information about all the parameters of the fteStartDatabaseLogger command, see this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/start_db_logger_cmd.htm

    Because we run this setup on a Microsoft Windows Server 2008 R2 64-bit server, we use the command that is shown in Example 6-71 to start the database logger. After the database logger is started, it runs as a 64-bit Java process using 64-bit DB2 client libraries to connect the DB2 database FTELOG.

    Example 6-71   The fteStartDatabaseLogger command
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    fteStartDatabaseLogger -b 64
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    The database logger is now installed, configured, and started. In 6.7.3, “Testing the file transfer audit feature” on page 291”, we will test the file transfer auditing feature of WebSphere MQ File Transfer Edition.

    6.7.3  Testing the file transfer audit feature

    When the file transfers are running, the auditing and logging information is received and stored in a database by the database logger. In the File Transfer Edition log database, there are tables for basic transfers, scheduled transfers, file trigger conditions, metadata, and transfer calling actions:

    •AUTH_EVENT

    •CALL

    •CALL_ARGUMENT

    •CALL_REQUEST

    •CALL_RESULT

    •FILE_SPACE_ENTRY

    •METADATA

    •MONITOR

    •MONITOR_ACTION

    •MONITOR_EXIT_RESULT

    •MONITOR_METADATA

    •SCHEDULE

    •SCHEDULE_ACTION

    •SCHEDULE_SPEC

    •SCHEDULE_ITEM

    •TRANSFER

    •TRANSFER_CALLS

    •TRANSFER_CD_NODE

    •TRANSFER_CORRELATOR

    •TRANSFER_EVENT

    •TRANSFER_EXIT

    •TRANSFER_ITEM

    •TRANSFER_STATS

    •TRIGGER_CONDITION

    To get more details about the tables of the File Transfer Edition database logger, see this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/dl_tables.htm

    The database logger helps to harden the transfer history information in the DB2 or Oracle database. In this scenario, we used DB2 V9.7 as the logger database. However, it does not provide a web or any other interface to display these records when users need to search the history transfer information.

    Creating a file transfer request

    Create a file transfer request by placing the inventory and trigger files in the File Transfer Edition agent monitoring location:

    1.	Place the ITSOATL.INVENTORY.csv and ITSOATL.INVENTORY.go files in the directory E:\ITSO.INVENTORY.FILES\ATLANTA of the server store.atlanta.itso.com.

    2.	Place the ITSOCHI.INVENTORY.csv and ITSOCHI.INVENTORY.go files in the directory E:\ITSO.INVENTORY.FILES\CHICAGO of the server store.chicago.itso.com.

    3.	Place the ITSONEW.INVENTORY.csv and ITSONEW.INVENTORY.go files in the directory E:\ITSO.INVENTORY.FILES\NEWYORK of the server store.newyork.itso.com.

    After the presence of the trigger file is determined by the File Transfer Edition monitors, the monitoring tasks schedule an inventory file transfer and trigger file transfer from each store to the warehouse. Each file transfer generates events. Through the coordination queue manager, the File Transfer Edition database logger updates the various database tables with relevant event information.

    Figure 6-39 illustrates the file transfer events that are archived in the database FTELOG that is used by the File Transfer Edition database logger. It also shows events for the two files that were transferred from three stores, which were successfully sent to the warehouse.
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    Figure 6-39   File transfer events archived in database FTELOG

    This procedure to gather information to prepare a report can be tedious for users. Hence, ITSO Enterprise wrote a stand-alone Java application to generate an audit report from the archived data.

    Example 6-72 illustrates a stand-alone Java program called FTEAudit.java to prepare the auditing data.

    Example 6-72   FTEAudit.java for querying the database FTELOG
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    import java.sql.*;

     

    public class FTEAudit {

     

     public static void main(String argv[])

     {

     

      String serverName   = "fileadmin.itso.com";

      String serverPort   = "50000";

      String databaseName = "FTELOG";

      String userID       = "wmquser";

      String password     = "******";

      String query        = null;

      String url          = null;

      Connection con      = null;

      int counter         = 0;

     

      try {

        Class.forName("com.ibm.db2.jcc.DB2Driver").newInstance();

        url   = "jdbc:db2://" + serverName + ":" + serverPort + "/"+databaseName;

        con   = DriverManager.getConnection(url,userID,password);

        query = "SELECT T.TRANSFER_ID,T.START_ID,T.RESULTTEXT,T.STATUS," +

        		"S.ACTION_TIME,S.SOURCE_AGENT,S.SOURCE_QM,S.DESTINATION_AGENT," +

        		"S.DESTINATION_QM,R.FILE_MODE,R.SOURCE_FILENAME,R.DESTINATION_FILENAME"+

        		"FROM FTELOG.TRANSFER T JOIN FTELOG.TRANSFER_EVENT S ON " +

        		"T.START_ID = S.ID JOIN FTELOG.TRANSFER_ITEM R ON " +

        		"T.TRANSFER_ID=R.TRANSFER_ID WHERE S.ACTION_TIME>='"+argv[0]+

        		"' AND S.ACTION_TIME<='"+argv[1]+"'";

     

       Statement stmt = con.createStatement();

       ResultSet rs = stmt.executeQuery(query);

       System.out.println("*******************************************");

       System.out.println("********** ITSO FTE AUDIT UTILITY *********");

       System.out.println("*******************************************");

       System.out.println("Reporting Period :");

       System.out.println("Start Date (yyyy-mm-dd) = "+argv[0]);

       System.out.println("End   Date (yyyy-mm-dd) = "+argv[1]);

       System.out.println("********************************************\n");

     

       while (rs.next())

       {

        System.out.println("File Transfer Result = "+rs.getRow());

        System.out.println(

          "TRANSFER_ID          = " + rs.getString(1)  + "\n"+

          "START_ID             = " + rs.getString(2)  + "\n"+

          "RESULTTEXT           = " + rs.getString(3)  + "\n"+

          "STATUS               = " + rs.getString(4)  + "\n"+

          "ACTION_TIME          = " + rs.getString(5)  + "\n"+

          "SOURCE_AGENT         = " + rs.getString(6)  + "\n"+

          "SOURCE_QM            = " + rs.getString(7)  + "\n"+

          "DESTINATION_AGENT    = " + rs.getString(8)  + "\n"+

          "DESTINATION_QM       = " + rs.getString(9)  + "\n"+

          "FILE_MODE            = " + rs.getString(10) + "\n"+

          "SOURCE_FILENAME      = " + rs.getString(11) + "\n"+

          "DESTINATION_FILENAME = " + rs.getString(12) + "\n");

        counter++;

       }

       System.out.println("*******************************************");

       System.out.println("Total Files Transferred = "+counter);

       System.out.println("*******************************************");

       } catch (IllegalAccessException e) {

         e.printStackTrace();

       } catch (InstantiationException e) {

         e.printStackTrace();

       } catch (ClassNotFoundException e) {

         e.printStackTrace();

       } catch (SQLException e) {

         e.printStackTrace();

       } finally {

          try {

            con.close();

          } catch (SQLException e) {

            e.printStackTrace();

          }

       }

     }

    }
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    FTEAudit.java is a stand-alone Java client, which uses the DB2 Type 4 JDBC driver to connect to the database FTELOG. This program takes two inputs, start date (yyyy-MM-dd) and end date (yyyy-MM-dd), and displays all the files that were transferred between those dates.

    Example 6-73 illustrates the syntax for invoking the instance of the stand-alone program FTEAudit.java.

    Example 6-73   Syntax to run FTEAudit.java
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    java FTEAudit 2011-07-10 2011-07-11
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    Example 6-74 illustrates the report that was produced by executing the audit program FTEAudit.java.

    Example 6-74   Output from the execution of program FTEAudit.java
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    *******************************************

    ********** ITSO FTE AUDIT UTILITY *********

    *******************************************

    Reporting Period :

    Start Date (yyyy-mm-dd) = 2011-07-10

    End   Date (yyyy-mm-dd) = 2011-07-11

    ********************************************

     

    File Transfer Result = 1

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e20001f0f

    START_ID             = 540

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:50:54.906

    SOURCE_AGENT         = STORE.CHICAGO.QM             

    SOURCE_QM            = STORE.CHICAGO.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\CHICAGO\ITSOCHI.INVENTORY.csv

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.csv

     

    File Transfer Result = 2

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e20001f13

    START_ID             = 542

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:50:55.593

    SOURCE_AGENT         = STORE.CHICAGO.QM             

    SOURCE_QM            = STORE.CHICAGO.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\CHICAGO\ITSOCHI.INVENTORY.go

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOCHI.INVENTORY.go

     

    File Transfer Result = 3

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e2000240d

    START_ID             = 544

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:51:45.734

    SOURCE_AGENT         = STORE.ATLANTA.QM             

    SOURCE_QM            = STORE.ATLANTA.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.csv

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.csv

     

    File Transfer Result = 4

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e20002411

    START_ID             = 546

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:51:46.187

    SOURCE_AGENT         = STORE.ATLANTA.QM             

    SOURCE_QM            = STORE.ATLANTA.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\ATLANTA\ITSOATL.INVENTORY.go

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSOATL.INVENTORY.go

     

    File Transfer Result = 5

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e2000290d

    START_ID             = 548

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:52:38.421

    SOURCE_AGENT         = STORE.NEWYORK.QM             

    SOURCE_QM            = STORE.NEWYORK.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\NEWYORK\ITSONEW.INVENTORY.csv

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.csv

     

    File Transfer Result = 6

    TRANSFER_ID          = 414d51204954534f2e46494c452e434f1a20194e20002911

    START_ID             = 550

    RESULTTEXT           = BFGRP0032I: The file transfer request has successfully completed.

    STATUS               = success             

    ACTION_TIME          = 2011-07-10 03:52:39.031

    SOURCE_AGENT         = STORE.NEWYORK.QM             

    SOURCE_QM            = STORE.NEWYORK.QM                                

    DESTINATION_AGENT    = WAREHOUSE.AGENT.QM           

    DESTINATION_QM       = WAREHOUSE.AGENT.QM                              

    FILE_MODE            = binary          

    SOURCE_FILENAME      = E:\ITSO.INVENTORY.FILES\NEWYORK\ITSONEW.INVENTORY.go

    DESTINATION_FILENAME = E:\ITSO.INVENTORY.FILES\WAREHOUSE\ITSONEW.INVENTORY.go

     

    *******************************************

    Total Files Transferred = 6

    *******************************************
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          FTEAudit.java: The FTEAudit.java program queries data from the TRANSFER, TRANSFER_EVENT, and TRANSFER_ITEM tables using SQL joins. You can modify the query based on your functional requirements.

        
      

    

    After this report was presented to ITSO Enterprise, its staff was able to prepare weekly audit reports for the inventory files that were transferred between the ITSO Enterprise stores and the ITSO Enterprise warehouse. 

    6.8  Business scenario 4

    In this business scenario, we demonstrate the centralized administration feature of WebSphere MQ File Transfer Edition using MQ Explorer.

    6.8.1  Requirement

    ITSO Enterprise requires graphical administration of the following tasks:

    •Monitor the availability states of the File Transfer Edition agent

    •Monitor real-time file transfer progress 

    6.8.2  Solution

    WebSphere MQ File Transfer Edition provides additional graphical administration and monitoring tool as an MQ Explorer plug-in. Install this tool through the Remote Tools CD.

    The prerequisites to run the WebSphere MQ Explorer plug-in are any platform that is supported for the MQ Explorer by WebSphere MQ. Check the “Detailed system requirements” page for the required platform at this website:

    http://www.ibm.com/software/integration/wmq/requirements/#WebSphereMQV70/701

    During the installation, choose this component in the “Select Set of Features to install” window or click Complete installation. Figure 6-36 on page 289 illustrates the various installation options.

    To launch the MQ Explorer Managed File Transfer plug-in for WebSphere MQ File Transfer Edition, follow the steps:

    1.	On the server fileadmin.itso.com, select Start Programs → IBM WebSphere MQ → WebSphere MQ Explorer, and click WebSphere MQ Explorer to launch the Eclipse GUI.

    2.	In the Navigator view of WebSphere MQ Explorer, expand Managed File Transfer → ITSO.FILE.COORDINATION.QM.

    Figure 6-40 illustrates the various monitoring and administration options of this plug-in.

    If the WebSphere MQ Explorer plug-in is not displayed in your WebSphere MQ Explorer automatically after installation, see the resolution steps at the following website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/install_mq_explorer.htm
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    Figure 6-40   MQ Explorer plug-in for the File Transfer Edition

    6.8.3  Testing centralized administration

    Now that the MQ Explorer plug-in is installed, we can test the requirements that are requested by ITSO Enterprise.

    Monitoring the availability of the File Transfer Edition agents

    To test this functional requirement, double-click Agents, as illustrated in Figure 6-40 on page 297. This option opens an MQ Explorer - Content view on the right, which has details about all the File Transfer Edition agents that are registered with the coordination queue manager ITSO.FILE.COORDINATION.QM. Figure 6-41 illustrates the MQ Explorer - Content view with the File Transfer Edition agent status and details.
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    Figure 6-41   File Transfer Edition agent details in WebSphere MQ Explorer

    Several values are possible for the status of the File Transfer Edition agent. Table 6-4 illustrates the various states of the File Transfer Edition agents.

    Table 6-4   File Transfer Edition agent status values

    
      
        	
          Status

        
        	
          Explanation

        
      

      
        	
          ACTIVE

        
        	
          The agent is running and sending or receiving files. The agent publishes its status at regular intervals. The last update was received within the expected time period.

        
      

      
        	
          READY

        
        	
          The agent is running, but it is not sending or receiving files. The agent publishes its status at regular intervals. The last update was received within the expected time period.

        
      

      
        	
          STARTING

        
        	
          The agent started, but it is not yet ready to perform transfers.

        
      

      
        	
          UNREACHABLE

        
        	
          Agent status updates were not received at the expected time intervals. The agent might have stopped running due to an error, it might have been shut down abruptly, or it might be running but experiencing communication problems.

        
      

      
        	
          STOPPED

        
        	
          The agent has been stopped. It was shut down in a controlled manner.

        
      

      
        	
          NO_INFORMATION

        
        	
          The agent version might be WebSphere MQ File Transfer Edition Version 7.0.2 or earlier. The agent is not publishing updates in a form that this command can process.

        
      

      
        	
          UNKNOWN

        
        	
          The status of the agent cannot be determined. It might have published a status that is not recognized by this tool. If you have mixed product versions on your network, upgrading the installation version of this tool might fix this problem.

        
      

      
        	
          PROBLEM

        
        	
          The agent command handler might not work. The agent publishes status messages, but these status messages are out-of-date.

        
      

    

    To simulate a change in the state of the File Transfer Edition agent values, we stop the agent on the ITSO Enterprise warehouse server by using the command that is illustrated in Example 6-75.

    Example 6-75   Stop the File Transfer Edition agent 

    [image: ]

    fteStopAgent WAREHOUSE.AGENT.QM
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    Figure 6-42 illustrates the Stopped status of the ITSO Enterprise warehouse agent.
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    Figure 6-42   ITSO Enterprise warehouse agent status is Stopped

    You can also test the connectivity of the File Transfer Edition agent from this view. Right-click the agent name and select Test Connectivity. Figure 6-43 illustrates the option of testing the agent connectivity.
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    Figure 6-43   Agent connectivity test from MQ Explorer

    Clicking Test Connectivity opens a window. Click Test for checking the connectivity of the File Transfer Edition agent. Figure 6-44 on page 300 illustrates the connectivity result for the ITSO Enterprise agent STORE.ATLANTA.QM.
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    Figure 6-44   Connectivity test for ITSO Enterprise Store agent STORE.ATLANTA.QM

    Monitoring real-time file transfer progress

    You can monitor a file transfer that is in progress by using the Managed File Transfer - Current Transfer Progress tab in WebSphere MQ Explorer. You can start this file transfer from either WebSphere MQ Explorer or the command line. The tab also displays the progress of the scheduled transfers at the point that the scheduled transfers start.

    Figure 6-45 illustrates an example of the file transfer progress from the ITSO Enterprise Chicago store to the ITSO Enterprise warehouse.
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    Figure 6-45   File transfer progress

    Previous file transfer information is not retained after you stop and restart WebSphere MQ Explorer. At restart, the information about past transfers is cleared from the Current Transfer Progress tab. After you have started a new file transfer using WebSphere MQ Explorer or the command line, you can monitor the progress of your transfer in the Current Transfer Progress tab. The following information is displayed for each transfer in progress: 

    •Source: The name of the agent that is used to transfer the file from the source system. 

    •Destination: The name of the agent that is used to receive the file at the destination system. 

    •Current file: The name of the file currently being transferred. The part of the individual file that has already been transferred is displayed in B, KiB, MiB, GiB, or TiB along with the total size of the file in parentheses. The unit of measurement displayed depends on the size of the file. B is bytes per second. KiB/s is kibibytes per second, where 1 kibibyte equals 1024 bytes. MiB/s is mebibytes per second, where 1 mebibyte equals 1 048 576 bytes. GiB/s is gibibytes per second where 1 gibibyte equals 1 073 741 824 bytes. TiB/s is tebibytes per second where 1 tebibyte equals 1 099 511 627 776 bytes. 

    •File number: If you are transferring more than one file, this number represents how far through the total group of files the transfer has gotten. 

    •Progress: The progress bar shows how complete the current file transfer is as a percentage. 

    •Rate: The rate that the file is being transferred in KiB/s (kibibytes per second, where 1 kibibyte equals 1024 bytes.) 

    •Started (selected time zone): The time that the transfer started in the administrator’s selected time zone.

     

    
      
        	
          Refresh: This tab regularly refreshes its information automatically, but to force a refreshed view of what is displayed in the Current Transfer Progress tab, click the Refresh icon on the Content view toolbar.

        
      

    

    With these two functional requirements implemented for ITSO Enterprise, its staff can easily monitor the states of agents and the real-time file transfer progress. The WebSphere MQ File Transfer Edition plug-in for MQ Explorer helped ITSO Enterprise to centrally administer the runtime components and file transfers in progress.

    6.9  Business scenario 5

    In this business scenario, we demonstrate how to configure the secure sockets layer (SSL) connection from the WebSphere MQ File Transfer Edition agent to the coordination queue manager, command queue manager, and agent queue manager.

    6.9.1  Requirement

    ITSO Enterprise has following requirements:

    •All communication between the File Transfer Edition agents and ITSO Enterprise queue managers must be encrypted and secured.

    •The administration of the File Transfer Edition must only be performed by users that are authorized to administer the File Transfer Edition.

    6.9.2  Solution

    This business scenario shows how to configure two-way authentication between the File Transfer Edition agents to the command queue manager, coordination queue manager, and agent queue manager.

    Follow these steps to implement this business solution:

    1.	Create the agent truststore

    2.	Create the queue manager certificate store

    3.	Create and extract the agent self-signed certificate

    4.	Create and extract the queue manager self-signed certificate

    5.	Add the queue manager certificate to the agent store

    6.	Add the agent certificate to the queue manager store

    7.	Configure the queue manager channel for secure communication

    8.	Configure the agent, command, and coordination properties

    Creating the agent truststore

    We create a Java truststore and keystore for the ITSO Enterprise Atlanta store agent, ITSO Enterprise Chicago store agent, ITSO Enterprise NEWYORK store agent, and ITSO Enterprise warehouse agent.

    Example 6-76 illustrates the commands for creating a Java truststore and keystore for the ITSO Enterprise Atlanta store on the server store.atlanta.itso.com.

    Example 6-76   Create truststore and keystore for Atlanta File Transfer Edition agent

    [image: ]

    runmqckm -keydb -create -db E:\SSL\ATLANTA\truststore.jks -pw itso4you -type JKS

    runmqckm -keydb -create -db E:\SSL\ATLANTA\keystore.jks -pw itso4you -type JKS

    [image: ]

    Example 6-77 illustrates the commands for creating a Java truststore and keystore for the ITSO Enterprise Chicago store on the server store.chicago.itso.com.

    Example 6-77   Create truststore and keystore for Chicago File Transfer Edition agent
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    runmqckm -keydb -create -db E:\SSL\CHICAGO\truststore.jks -pw itso4you -type JKS

    runmqckm -keydb -create -db E:\SSL\CHICAGO\keystore.jks -pw itso4you -type JKS

    [image: ]

    Example 6-78 illustrates the commands for creating a Java truststore and keystore for the ITSO Enterprise NEWYORK store on the server store.newyork.itso.com.

    Example 6-78   Create truststore and keystore for the New York File Transfer Edition agent

    [image: ]

    runmqckm -keydb -create -db E:\SSL\NEWYORK\truststore.jks -pw itso4you -type JKS

    runmqckm -keydb -create -db E:\SSL\NEWYORK\keystore.jks -pw itso4you -type JKS

    [image: ]

    Example 6-79 illustrates the commands for creating a Java truststore and keystore for the ITSO Enterprise warehouse on the server fileadmin.itso.com.

    Example 6-79   Create truststore and keystore for warehouse File Transfer Edition agent
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    runmqckm -keydb -create -db E:\SSL\WAREHOUSE\truststore.jks -pw itso4you -type JKS

    runmqckm -keydb -create -db E:\SSL\WAREHOUSE\keystore.jks -pw itso4you -type JKS

    [image: ]

    Example 6-80 illustrates the commands for creating a Java truststore and keystore for MQ Explorer and the administration utilities on the server fileadmin.itso.com.

    Example 6-80   Command to create truststore and keystore for MQ Explorer

    [image: ]

    runmqckm -keydb -create -db E:\SSL\EXPLORER\truststore.jks -pw itso4you -type JKS

    runmqckm -keydb -create -db E:\SSL\EXPLORER\keystore.jks -pw itso4you -type JKS

    [image: ]

     

    
      
        	
          MQ Explorer: The MQ Explorer truststore and keystore are used for secure administration from the MQ Explorer and command-line utilities.

        
      

    

    Creating the queue manager certificate store

    We create the Certificate Management System (CMS) keystore for the ITSO Enterprise stores and ITSO Enterprise warehouse queue manager.

    Example 6-81 illustrates the command for creating the CMS keystore key.kdb for the Atlanta store queue manager STORE.ATLANTA.QM on the server store.atlanta.itso.com.

    Example 6-81   Command to create the STORE.ATLANTA.QM keystore

    [image: ]

    runmqckm -keydb -create -db C:\WMQ\Qmgrs\STORE!ATLANTA!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash

    [image: ]

    Example 6-82 illustrates the command for creating the CMS keystore key.kdb for the Chicago store queue manager STORE.CHICAGO.QM on the server store.chicago.itso.com.

    Example 6-82   Command to create the STORE.CHICAGO.QM keystore
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    runmqckm -keydb -create -db C:\WMQ\Qmgrs\STORE!CHICAGO!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash

    [image: ]

    Example 6-83 illustrates the command for creating the CMS keystore key.kdb for the New York store queue manager STORE.NEWYORK.QM on the server store.newyork.itso.com.

    Example 6-83   Command to create the STORE.NEWYORK.QM keystore
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    runmqckm -keydb -create -db C:\WMQ\Qmgrs\STORE!NEWYORK!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash

    [image: ]

    Example 6-84 illustrates the command for creating the CMS keystore key.kdb for the warehouse queue manager WAREHOUSE.AGENT.QM on the server warehouse.itso.com.

    Example 6-84   Command to create the WAREHOUSE.AGENT.QM keystore
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    runmqckm -keydb -create -db C:\WMQ\Qmgrs\WAREHOUSE!AGENT!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash

    [image: ]

    Example 6-85 illustrates the command for creating the CMS keystore key.kdb for the coordination queue manager ITSO.FILE.COORDINATION.QM on the server fileadmin.itso.com.

    Example 6-85   Command to create the ITSO.FILE.COORDINATION.QM keystore
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    runmqckm -keydb -create -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash
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    Example 6-86 illustrates the command for creating the CMS keystore key.kdb for the command queue manager ITSO.FILE.COMMAND.QM on the server fileadmin.itso.com.

    Example 6-86   Command to create the ITSO.FILE.COMMAND.QM keystore
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    runmqckm -keydb -create -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -expire 365 -stash

    [image: ]

    Creating and extracting the agent self-signed certificates

    We create and extract the self-signed certificates from the agent keystores.

    Example 6-87 illustrates the commands to create and extract the certificates from the ITSO Enterprise Atlanta store agent keystore on the server store.atlanta.itso.com.

    Example 6-87   Create and extract the certificate from the Atlanta store agent keystore
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    runmqckm -cert -create -db E:\SSL\ATLANTA\keystore.jks -pw itso4you -label atlantaagent -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db  E:\SSL\ATLANTA\keystore.jks -pw itso4you -label atlantaagent -target E:\SSL\ATLANTA\atlantaagent.der -format binary
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    Example 6-88 illustrates the commands to create and extract the certificates from the ITSO Enterprise Chicago store agent keystore on the server store.chicago.itso.com.

    Example 6-88   Create and extract the certificate from the Chicago store agent keystore
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    runmqckm -cert -create -db E:\SSL\CHICAGO\keystore.jks -pw itso4you -label chicagoagent -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db  E:\SSL\CHICAGO\keystore.jks -pw itso4you -label chicagoagent -target E:\SSL\CHICAGO\chicagoagent.der -format binary
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    Example 6-89 illustrates the commands to create and extract the certificates from the ITSO Enterprise New York store agent keystore on the server store.newyork.itso.com.

    Example 6-89   Create and extract the certificates from the NEWYORK store agent keystore
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    runmqckm -cert -create -db E:\SSL\NEWYORK\keystore.jks -pw itso4you -label newyorkagent -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db  E:\SSL\NEWYORK\keystore.jks -pw itso4you -label newyorkagent -target E:\SSL\NEWYORK\newyorkagent.der -format binary
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    Example 6-90 illustrates the commands to create and extract the certificates from the ITSO Enterprise warehouse agent keystore on the server warehouse.itso.com.

    Example 6-90   Create and extract the certificates from the warehouse agent keystore
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    runmqckm -cert -create -db E:\SSL\WAREHOUSE\keystore.jks -pw itso4you -label warehouseagent -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db  E:\SSL\WAREHOUSE\keystore.jks -pw itso4you -label warehouseagent -target E:\SSL\WAREHOUSE\warehouseagent.der -format binary

    [image: ]

    Example 6-91 illustrates the commands to create and extract the certificates from the MQ Explorer keystore on the server fileadmin.itso.com.

    Example 6-91   Create and extract certificates from the MQ Explorer keystore
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    runmqckm -cert -create -db E:\SSL\EXPLORER\keystore.jks -pw itso4you -label explorer -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db  E:\SSL\EXPLORER\keystore.jks -pw itso4you -label explorer -target E:\SSL\EXPLORER\explorer.der -format binary

    [image: ]

    Creating and extracting the queue manager self-signed certificates

    We create and extract the self-signed certificates from the store, warehouse, command, and coordination queue manager keystores.

    Example 6-92 illustrates the commands to create and extract the certificate from the queue manager STORE.ATLANA.QM keystore on the server store.atlanta.itso.com.

    Example 6-92   Create and extract the certificate from the STORE.ATLANTA.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\STORE!ATLANTA!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.atlanta.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\STORE!ATLANTA!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.atlanta.qm -target E:\SSL\ATLANTA\ibmwebspheremqstore.atlanta.qm.der -format binary
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    Example 6-93 illustrates the commands to create and extract the certificate from the queue manager STORE.CHICAGO.QM keystore on the server store.chicago.itso.com.

    Example 6-93   Create and extract the certificate from the STORE.CHICAGO.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\STORE!CHICAGO!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.chicago.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\STORE!CHICAGO!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.chicago.qm -target E:\SSL\CHICAGO\ibmwebspheremqstore.chicago.qm.der -format binary
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    Example 6-94 illustrates the commands to create and extract the certificate from the queue manager STORE.NEWYORK.QM keystore on the server store.newyork.itso.com.

    Example 6-94   Create and extract the certificate from the STORE.NEWYORK.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\STORE!NEWYORK!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.newyork.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\STORE!NEWYORK!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqstore.newyork.qm -target E:\SSL\NEWYORK\ibmwebspheremqstore.newyork.qm.der -format binary
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    Example 6-95 illustrates the commands to create and extract the certificate from the queue manager WAREHOUSE.AGENT.QM keystore on the server warehouse.itso.com.

    Example 6-95   Create and extract certificate from WAREHOUSE.AGENT.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\WAREHOUSE!AGENT!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqwarehouse.agent.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\WAREHOUSE!AGENT!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqwarehouse.agent.qm -target E:\SSL\WAREHOUSE\ibmwebspheremqwarehouse.agent.qm.der -format binary
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    Example 6-96 illustrates the commands to create and extract the certificate from the queue manager ITSO.FILE.COMMAND.QM keystore on the server fileadmin.itso.com.

    Example 6-96   Create and extract certificate from ITSO.FILE.COMMAND.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqitso.file.command.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqitso.file.command.qm -target E:\SSL\COMMAND\ibmwebspheremqitso.file.command.qm.der -format binary
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    Example 6-97 illustrates the commands to create and extract the certificate from the queue manager ITSO.FILE.COORDINATION.QM on the server fileadmin.itso.com.

    Example 6-97   Create and extract certificate from ITSO.FILE.COORDINATION.QM’s keystore
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    runmqckm -cert -create -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqitso.file.coordination.qm -dn CN=itso -size 1024 -x509version 3 -expire 365

     

    runmqckm -cert -extract -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -label ibmwebspheremqitso.file.coordination.qm -target E:\SSL\COORDINATION\ibmwebspheremqitso.file.coordination.qm.der -format binary

    [image: ]

    Adding the queue manager certificate to the FTE agent truststore

    We import the extracted queue manager certificates in the agent truststores. 

     

    
      
        	
          Names: Copy or FTP command the queue manager certificate ibmwebspheremqitso.file.command.qm.der and coordination queue manager certificate ibmwebspheremqitso.file.coordination.qm.der from the server fileadmin.itso.com to the servers store.atlanta.itso.com, store.chicago.itso.com, store.newyork.itso.com, and warehouse.itso.com.

        
      

    

    Example 6-98 illustrates the commands to import the certificate from the ITSO Enterprise Atlanta store queue manager, command queue manager, and coordination queue manager in the Atlanta File Transfer Edition agent truststore.

    Example 6-98   Import certificates in the Atlanta agent truststore
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    runmqckm -cert -add -db E:\SSL\ATLANTA\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqstore.atlanta.qm -file E:\SSL\ATLANTA\ibmwebspheremqstore.atlanta.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\ATLANTA\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.command.qm -file E:\SSL\ATLANTA\ibmwebspheremqitso.file.command.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\ATLANTA\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.coordination.qm -file E:\SSL\ATLANTA\ibmwebspheremqitso.file.coordination.qm.der -format binary -trust enable
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    Example 6-99 illustrates the commands to import the certificates from the ITSO Enterprise Chicago store queue manager, command queue manager, and coordination queue manager in the ITSO Enterprise Chicago File Transfer Edition agent truststore.

    Example 6-99   Import certificates in the Chicago agent truststore
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    runmqckm -cert -add -db E:\SSL\CHICAGO\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqstore.chicago.qm -file E:\SSL\CHICAGO\ibmwebspheremqstore.chicago.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\CHICAGO\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.command.qm -file E:\SSL\CHICAGO\ibmwebspheremqitso.file.command.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\CHICAGO\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.coordination.qm -file E:\SSL\CHICAGO\ibmwebspheremqitso.file.coordination.qm.der -format binary -trust enable
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    Example 6-100 illustrates the commands to import the certificates from the ITSO Enterprise NEWYORK store queue manager, command queue manager, and coordination queue manager in the ITSO Enterprise NEWYORK File Transfer Edition agent truststore.

    Example 6-100   Import certificates in the NEWYORK agent truststore
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    runmqckm -cert -add -db E:\SSL\NEWYORK\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqstore.newyork.qm -file E:\SSL\NEWYORK\ibmwebspheremqstore.newyork.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\NEWYORK\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.command.qm -file E:\SSL\NEWYORK\ibmwebspheremqitso.file.command.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\NEWYORK\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.coordination.qm -file E:\SSL\NEWYORK\ibmwebspheremqitso.file.coordination.qm.der -format binary -trust enable
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    Example 6-101 illustrate commands to import certificates from the ITSO Enterprise warehouse queue manager, command queue manager, and coordination queue manager in the ITSO Enterprise warehouse File Transfer Edition agent truststore.

    Example 6-101   Import certificates in the warehouse agent truststore
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    runmqckm -cert -add -db E:\SSL\WAREHOUSE\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqwarehouse.agent.qm -file E:\SSL\WAREHOUSE\ibmwebspheremqwarehouse.agent.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\WAREHOUSE\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.command.qm -file E:\SSL\WAREHOUSE\ibmwebspheremqitso.file.command.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\WAREHOUSE\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.coordination.qm -file E:\SSL\WAREHOUSE\ibmwebspheremqitso.file.coordination.qm.der -format binary -trust enable
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    Example 6-102 illustrates the commands to import the certificates from the command queue manager and coordination queue manager in the MQ Explorer truststore.

    Example 6-102   Import certificate in the MQ Explorer agent truststore
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    runmqckm -cert -add -db E:\SSL\EXPLORER\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.command.qm -file E:\SSL\EXPLORER\ibmwebspheremqitso.file.command.qm.der -format binary -trust enable

     

    runmqckm -cert -add -db E:\SSL\EXPLORER\truststore.jks -pw itso4you -type JKS -label ibmwebspheremqitso.file.coordination.qm -file E:\SSL\EXPLORER\ibmwebspheremqitso.file.coordination.qm.der -format binary -trust enable
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    Adding the agent certificate to the queue manager store

    We add the extracted agent certificates inside the queue manager CMS keystore repository.

    Example 6-103 illustrates the command to import the Atlanta File Transfer Edition agent certificate inside the queue manager STORE.ATLANTA.QM keystore repository.

     

    Example 6-103   Import the certificate in the STORE.ATLANTA.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\STORE!ATLANTA!QM\ssl\key.kdb -pw itso4you -type cms -label atlantaagent -file E:\SSL\ATLANTA\atlantaagent.der -format binary -trust enable
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    Example 6-104 illustrates the command to import the Chicago File Transfer Edition agent certificate inside the queue manager STORE.CHICAGO.QM keystore repository.

    Example 6-104   Import the certificate in the STORE.NEWYORK.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\STORE!CHICAGO!QM\ssl\key.kdb -pw itso4you -type cms -label chicagoagent -file E:\SSL\CHICAGO\chicagoagent.der -format binary -trust enable 

    [image: ]

    Example 6-105 illustrates the command to import the NEWYORK File Transfer Edition agent certificate inside the queue manager STORE.NEWYORK.QM keystore repository.

    Example 6-105   Import the certificate in the STORE.NEWYORK.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\STORE!NEWYORK!QM\ssl\key.kdb -pw itso4you -type cms -label newyorkagent -file E:\SSL\NEWYORK\newyorkagent.der -format binary -trust enable

    [image: ]

    Example 6-106 on page 309 illustrates the command to import the warehouse File Transfer Edition agent certificate inside the queue manager WAREHOUSE.AGENT.QM keystore repository.

    Example 6-106   Import the certificate in the WAREHOUSE.AGENT.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\WAREHOUSE!AGENT!QM\ssl\key.kdb -pw itso4you -type cms -label warehouseagent -file E:\SSL\WAREHOUSE\warehouseagent.der -format binary -trust enable
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          Names: Copy or FTP the certificate atlantaagent.der from the server store.atlanta.itso.com, chicagoagent.der from the server store.chicago.itso.com, newyorkagent.der from the server store.itso.newyork.com, and the warehouseagent.der from warehouse.itso.com to the server fileadmin.itso.com.

        
      

    

    Agents and administration utilities also communicate with the command queue manager and the coordination queue manager. Therefore, we add the certificates that were extracted from the agent and explorer keystores, into the command and coordination queue manager keystore repositories.

    Example 6-107 illustrates the commands to import the certificates from the Atlanta, Chicago, NEWYORK, and warehouse File Transfer Edition agents and explorer certificates inside the queue manager ITSO.FILE.COMMAND.QM keystore repository.

    Example 6-107   Import certificates in ITSO.FILE.COMMAND.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -label atlantaagent -file E:\SSL\atlantaagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -label chicagoagent -file E:\SSL\chicagoagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -label newyorkagent -file E:\SSL\newyorkagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -label warehouseagent -file E:\SSL\warehouseagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COMMAND!QM\ssl\key.kdb -pw itso4you -type cms -label explorer -file E:\SSL\explorer.der -format binary -trust enable
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    Example 6-108 illustrates the commands to import the certificates from the Atlanta, Chicago, NEWYORK, and warehouse File Transfer Edition agents and explorer certificates inside the queue manager ITSO.FILE.COORDINATION.QM keystore repository.

    Example 6-108   Import certificates in ITSO.FILE.COORDINATION.QM keystore repository
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    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -label atlantaagent -file E:\SSL\atlantaagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -label chicagoagent -file E:\SSL\chicagoagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -label newyorkagent -file E:\SSL\newyorkagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -label warehouseagent -file E:\SSL\warehouseagent.der -format binary -trust enable

    runmqckm -cert -add -db C:\WMQ\Qmgrs\ITSO!FILE!COORDINATION!QM\ssl\key.kdb -pw itso4you -type cms -label explorer -file E:\SSL\explorer.der -format binary -trust enable
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    Configuring the queue manager channel for secure communication

    File Transfer Edition agents, File Transfer Edition commands, and administration utilities connect to the agent, command, and coordination queue managers using the server connection channel. We created several connection channels ITSO.SSL.SVRCONN in “Creating the server connection channel” on page 254.

    Now, we configure this channel to use two-way Secure Sockets Layer (SSL) authentication and the SSL cipher as RC4_MD5_US.

    Example 6-109 illustrates the command, which must be executed on all the agent, command, and coordination queue managers. Execute this command from the runmqsc console of the queue manager STORE.ATLANTA.QM, STORE.CHICAGO.QM, STORE.NEWYORK.QM, WAREHOUSE.AGENT.QM, ITSO.FILE.COMMAND.QM, and ITSO.FILE.COORDINATION.QM.

    Example 6-109   Alter server connection channel for SSL configurations
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    ALTER CHANNEL(ITSO.SSL.SVRCONN) CHLTYPE(SVRCONN) SSLCIPH(RC4_MD5_US) SSLCAUTH(REQUIRED)
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          Important: Stop the File Transfer Edition agents by using the fteStopAgent command before changing the SSL configuration on the server connection channels.

        
      

    

    Configuring the agent, command, and coordination properties

    In this section, we cover the agent, command, and coordination properties.

    agent.properties file 

    To configure SSL on the File Transfer Edition agents, add the agentSslCipherSpec, agentSslTrustStore, agentSslTrustStorePassword, agentSslKeyStore, and agentSslKeyStorePassword properties in the agent.properties file of the Atlanta, Chicago, NEWYORK, and warehouse File Transfer Edition agents.

    To get more details about the SSL properties for File Transfer Edition agents, see this website:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.doc/props_ssl.htm

    Figure 6-46 on page 311 illustrates the agent.properties file for the I TSO Atlanta store File Transfer Edition agent that has been updated with the SSL properties. 
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    Figure 6-46   The agent.properties file for the ITSO Atlanta store File Transfer Edition agent

    Figure 6-47 illustrates the agent.properties file for the ITSO Enterprise Chicago store File Transfer Edition agent that has been updated with the SSL properties. 
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    Figure 6-47   The agent.properties file for the ITSO Chicago store File Transfer Edition agent

    Figure 6-48 on page 312 illustrates the agent.properties file for the ITSO Enterprise NEWYORK store File Transfer Edition agent that has been updated with the SSL properties. 
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    Figure 6-48   Agent.properties for NEWYORK store File Transfer Edition agent

    Figure 6-49 illustrates the agent.properties file for the ITSO Enterprise warehouse File Transfer Edition agent that has been updated with the SSL properties. 
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    Figure 6-49   The agent.properties file for the ITSO Enterprise warehouse agent

    command.properties file 

    File Transfer Edition agents, commands, and administration utilities connect to the command queue manager. To configure secured SSL communication between these objects and the command queue manager, the following properties must be configured in the command.properties file:

    •connectionSslCipherSpec

    •connectionSslTrustStore 

    •connectionSslTrustStorePassword

    •connectionSslKeyStore

    •connectionSslKeyStorePassword

    •connectionSslKeyStorePassword

    Figure 6-50 illustrates the command.properties file for a secure connection to the queue manager ITSO.FILE.COMMAND.QM. Configure these properties on all servers where File Transfer Edition commands need to be executed. Also, copy the truststore and keystore to these servers that were created for MQ Explorer in the server fileadmin.itso.com (Example 6-80 on page 302).
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    Figure 6-50   command.properties

    coordination.properties file 

    File Transfer Edition agents, commands, and administration utilities connect to the coordination queue manager to configure the secured SSL communication coordinationSslCipherSpec, coordinationSslTrustStore, coordinationSslTrustStorePassword, coordinationSslKeyStore, and coordinationSslKeyStorePassword. The properties must be configured in the coordination.properties file.

    Figure 6-51 illustrates the command.properties file for a secure connection to the queue manager ITSO.FILE.COORDINATION.QM. Configure these properties on all servers where the File Transfer Edition commands need to be executed. Also, copy the truststore and keystore to these servers that were created for MQ Explorer in the server fileadmin.itso.com (Example 6-80 on page 302).
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    Figure 6-51   coordination.properties

    After the configuration is complete, restart all the queue managers, start the File Transfer Edition agents, and verify the agent logs for successful start-up.

    6.9.3  Testing the SSL configuration

    To test the SSL configuration, we test the file transfers. Create a file transfer request by placing the Inventory and trigger files in the File Transfer Edition agent monitoring location:

    1.	Place the ITSOATL.INVENTORY.csv file and the ITSOATL.INVENTORY.go file in the directory E:\ITSO.INVENTORY.FILES\ATLANTA of the server store.atlanta.itso.com.

    2.	Place the ITSOCHI.INVENTORY.csv and ITSOCHI.INVENTORY.go files in the directory E:\ITSO.INVENTORY.FILES\CHICAGO of the server store.chicago.itso.com.

    3.	Place the ITSONEW.INVENTORY.csv and ITSONEW.INVENTORY.go files in the directory E:\ITSO.INVENTORY.FILES\NEWYORK of the server store.newyork.itso.com.

    After the presence of the trigger file is determined by the File Transfer Edition monitors, the monitoring tasks schedule an inventory and trigger file transfer from each store to the warehouse. Figure 6-52 illustrates the file transfers that have been completed over the SSL configuration.
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    Figure 6-52   File transfer results with SSL configuration

    A simple way to check whether SSL is configured is to deliberately mismatch your WebSphere MQ File Transfer Edition and queue manager channel cipher suites or empty the location of the truststore in the properties file. 

    We remove the coordinationSslTrustStore property from the coordination.properties file. This action causes the ftelistagents command to fail with MQRC_JSSE_ERROR. Example 6-110 illustrates the failure when the valid certificates are not available to the user for issuing administration commands.

    Example 6-110   The fteListAgents command fails with MQ error code 2397
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    C:\>ftelistagents

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2011.  ALL RIGHTS RESERVED

    BFGCL0002E: A messaging problem prevented the command from completing successfu

    ly. The WebSphere MQ completion code was 2, and the reason code was 2397.  A co

    nection could not be established to queue manager ITSO.FILE.COORDINATION.QM, on

    host 'fteadmin.itso.com' using port 1416 and channel ITSO.SSL.SVRCONN.
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    With the implementation of secure file transfer with WebSphere MQ File Transfer Edition, ITSO Enterprise addressed both of its requirements. 

    6.10  Summary

    In this chapter, we discussed the Managed File Transfer and how it can overcome the limitations of existing FTP applications. We introduced the IBM Managed File Transfer product, WebSphere MQ File Transfer Edition. 

    We later discussed the problems of ITSO Enterprise with FTP. ITSO Enterprise evaluated the Enterprise Messaging and File Backbone pattern using File Transfer Edition. This Managed File Transfer implementation provided a solution for the following business requirements:

    •Checkpoint and restart of file transfer

    •End-to-end automation

    •Audit file transfer

    •Centralized administration

    •Secure file transfer

    We described the technical implementation of base infrastructure using WebSphere MQ and WebSphere MQ File Transfer Edition. We described the implementation and testing steps for the core business requirements.

    With the fullfillment of the core business requirement for enterprise file transfer, ITSO Enterprise can look forward to rapid SOA integration opportunities with its existing Managed File Transfer systems.

    Enterprise file transfer has come a long way from the FTP server; today’s Managed File Transfer solutions offer better manageability, true workflow, powerful automation, and more. Managed File Transfer is the future when compared to the return on investment of homegrown solutions.
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Evolve to SOA pattern

    This chapter describes the Evolve to Service-Oriented Architecture (SOA) pattern using the Smart SOA approach.

    In this chapter, we discuss the supply aspect of ITSO Enterprise, which is facing challenges in the business process and connectivity with external partners areas.

    In this chapter, we introduce IBM WebSphere Message Broker and demonstrate how it can be used to provide service virtualization by providing additional levels of integration through an enterprise service bus (ESB).

    We cover the following topics in this chapter:

    •7.1, “Introduction to the business scenario” on page 318

    •7.2, “SOA solution” on page 323

    •7.3, “Benefits” on page 325

    •7.4, “Technical implementation ” on page 326

    •7.5, “Summary” on page 351

     

    
      
        	
          How to recreate these scenarios: You can download the configuration files and programs that are used in this chapter from the ITSO Redbooks FTP site. You can use these files to recreate these scenarios in your environment. For download instructions, refer to Appendix A, “Additional material” on page 401.

        
      

    

    7.1  Introduction to the business scenario 

    In Chapter 6, “Enterprise Messaging and File Backbone pattern” on page 233, we saw how MQ File Transfer Edition helped our fictional enterprise ITSO Enterprise to exchange information between the stores and the warehouse in a reliable and secure manner. In this chapter, we take a closer look at the ITSO Enterprise warehouse that serves as the centralized supply hub for all the stores for their inventory needs.

    We first explore the existing IT solution at the warehouse and understand the limitations of the current scenario. Later, we present how IBM SOA connectivity products are used not only to resolve the current problems but also to provide newer capabilities and introduce agility to the enterprise. 

    ITSO Enterprise has a centralized warehouse, which manages the inventory for all the stores. It uses the off-the-shelf Inventory Management Software InvITSO and a few custom ITSO Enterprise-written programs. Having centralized software helps ITSO Enterprise to achieve economics of scale and lower IT costs.

    Implementing InvITSO was a significant cost, but it has been worth all the effort and money. ITSO Enterprise has customized InvITSO extensively over the years and it now contains significant business knowledge that is built into it. It is too difficult to replace the InvITSO Software. ITSO Enterprise uses InvITSO for a variety of purposes:

    •Maintaining an optimal widget inventory at the stores and the warehouse

    •Creating orders for the widget suppliers

    •Receiving widgets into the warehouse or other stores.

    •Picking, packing, and shipping widgets from the warehouse

    •Keeping track of widget sales and inventory levels across the stores

    ITSO Enterprise uses custom programs to place the orders with the widget suppliers. ITSO Enterprise has negotiated long-term supply contracts with various suppliers for widgets, which helps ITSO Enterprise achieve shorter lead times and lower supply costs. ITSO Enterprise does not have any mechanism to keep track of the orders online. To find the status of the orders, ITSO Enterprise has to call the supplier and get the information.

    Figure 7-1 on page 319 shows the current business setting.
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    Figure 7-1   Overview of the current supplier integration

    7.1.1  Current implementation

    The stores used to send their inventory data file using FTP to the warehouse. ITSO Enterprise recently introduced MQ File Transfer Edition for transferring the inventory data from the stores to the warehouse in a secured and reliable manner.

    The stores now send the inventory data to the warehouse daily via the File Transfer Edition. During the night, the inventory data for each store is collated and fed into the Inventory Management Software called InvITSO. InvITSO uses the daily widget inventory data that is sent by all the stores as input to make the decisions. It uses the various business rules and the inventory data to determine the supplies required by the warehouse. It also creates the supplier-specific work order output files. These files are then used by ITSO Enterprise-built custom programs to create the orders with the various suppliers.

    Details of the current implementation

    The stores send their daily inventory report to the warehouse via File Transfer Edition each night. The file is named in the format store_id_mmddyy.txt. 				It is a txt file in a comma-separated value (csv) format:

    Store Location Id, Widget Id, Current Inventory

    The various stores have location IDs that have been shared with the suppliers. This ID is used to uniquely identify the store locations by both the ITSO Enterprise warehouse and the ITSO Enterprise suppliers.

    The warehouse receives files throughout the day from the stores. The File Transfer Edition solution also combines all the store files into one big file. This file is then passed to the InvITSO Software in the warehouse. To create the orders for the suppliers, InvITSO performs these steps: 

    1.	InvITSO takes the csv input file that contains the following columns:

    							Store Location Id, Widget Id, and Current Inventory

    2.	It calculates the current widget inventory level at each store.

    3.	It determines if a reorder is required for the widget and the optimal reorder quantity per the applicable business rules. It also determines the best supplier for a given widget and store combination. The output of the program is a supplier-specific csv file that contain Store Location Id, Widget Id, and Quantity.

    The name of the file is supplier_id.txt. The following sample shows the file content:

    34,2001,3000

    34,2005,60

    11,184,345

    The warehouse has multiple custom order programs that take the supplier-specific csv output file from the InvITSO Inventory Software and then uses it to create the order for the suppliers. Because the suppliers use differing message formats and transmission protocols, separate programs need to be run to place the orders. ITSO Enterprise has multiple suppliers, but we look at three representative suppliers.

    Table 7-1   ITSO suppliers 

    
      
        	
          Supplier

        
        	
          Message format

        
        	
          Transport protocol

        
      

      
        	
          ITSO1

        
        	
          SOAP

        
        	
          HTTP

        
      

      
        	
          ITSO2

        
        	
          XML

        
        	
          Java Message Service (JMS)

        
      

      
        	
          ITSO3

        
        	
          EDI

        
        	
          JMS

        
      

    

    Let us now discuss the suppliers individually.

    For ITSO1, the orders are placed in SOAP format over HTTP. Example 7-1 shows the sample format.

    Example 7-1   The orders are placed in SOAP format over HTTP
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    <?xml version="1.0" encoding="UTF-8"?>

    <soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:q0="http://www.itso.com/warehouse/supplier/OrderStatusService" xmlns:xalan="http://xml.apache.org/xslt">

     <soapenv:Body>

      <q0:submitPORequest>

       <clientID>456809</clientID>

       <orderID>34</orderID>

       <orderDate>20110705</orderDate>

       <orderDetails>

        <partNumber>705</partNumber>

        <location>33</location>

        <quantity>800</quantity>

       </orderDetails>

       <orderDetails>

        <partNumber>209</partNumber>

        <location>30</location>

        <quantity>450</quantity>

       </orderDetails>

       <orderDetails>

        <partNumber>2356</partNumber>

        <location>11</location>

        <quantity>100</quantity>

       </orderDetails>

      </q0:submitPORequest>

     </soapenv:Body>

    </soapenv:Envelope>
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    For ITSO2, the orders are placed as XML via MQ queue. Example 7-2 shows the sample format.

    Example 7-2   The orders are placed as XML via MQ queue
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    <?xml version="1.0" encoding="UTF-8"?>

    <bo:SubmitOrder xmlns:bo="http://www.itso2.com/Orders/input/data" xmlns:xalan="http://xml.apache.org/xslt">

     <submitOrderStatusRequest>

      <clientID>456809</clientID>

      <orderID>35</orderID>

      <orderDate>20110705</orderDate>

      <orderDetails>

       <partNumber>1974</partNumber>

       <locationID>43</locationID>

       <quantity>2600</quantity>

      </orderDetails>

      <orderDetails>

       <partNumber>87</partNumber>

       <locationID>47</locationID>

       <quantity>213</quantity>

      </orderDetails>

      <orderDetails>

       <partNumber>214</partNumber>

       <locationID>11</locationID>

       <quantity>566</quantity>

      </orderDetails>

     </submitOrderStatusRequest>

    </bo:SubmitOrder>
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    For ITSO3, the orders are expected in electronic data interchange (EDI) format over the MQ queue. Example 7-3 shows the sample format.

    Example 7-3   The orders are expected in the EDI format over the MQ queue
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    PO~33###CL~456809###OD~20110705***

    L~01###34###2001###3000###***

    L~02###34###2005###60###***

    L~03###11###184###345###***

    PO***
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    Products used

    We describe the products that are used in the stores and the warehouse.

    Stores 

    The daily inventory report is generated from the stores’ point of sale (POS) devices. This file is sent to the warehouse using MQ File Transfer Edition.

    Warehouse

    Multiple applications are in use at the warehouse:

    •The Inventory Software manages all the inventory-related calculations.

    •The custom Java programs create the orders.

    •Before the upgrade to MQ File Transfer Edition, the warehouse also used the FTP server to receive all the files from the stores and a UNIX shell program to combine all the store FTP files.

    7.1.2  Technical challenges

    The ITSO Enterprise IT department identified the following challenges in the current scenario:

    •The suppliers require separate message formats (EDI, XML, and SOAP) over separate protocols, such as FTP, JMS, and SOAP. The current program has to work with both the transformation and protocol variations. Due to these variations, the program is difficult to maintain, because it has to be consistently updated to meet the supplier requirements. ITSO Enterprise needs to handle the variations in a better manner.

    •Order tracking with suppliers is manual and takes up a lot of the ITSO Enterprise staff’s time. An online automated process will be faster and cost-effective.

    •ITSO plans to sell new varieties of widgets and will have to integrate with the new suppliers. Adding new suppliers forces ITSO Enterprise to change the Order programs. Any change at the suppliers’ end forces change in the Order program. Keeping the Order application up-to-date puts a great strain on the ITSO Enterprise IT resources, because even a single day of outage means unsatisfied widget customers. 

    •Centralized management of the supplier orders is not available. Currently, to provide a summarized view to higher management, ITSO Enterprise needs to manually collate the data across the suppliers.

    •Maintaining consistency across the various Order programs is difficult. Recently, the ITSO Enterprise business department wanted to implement an auditing mechanism for the orders, but the IT team discovered that it was difficult to make similar changes in all the Order programs.

    7.1.3  Evolving to service-oriented architecture (SOA)

    Chapter 2, “Service Enablement pattern” on page 23 introduces the principles of the ESB by exposing services that can be transparently consumed by any of the channels, such as Customer Service Representatives (CSR), web, and so on.

    ITSO needs a more sophisticated, manageable infrastructure with these capabilities: 

    •Support for high volumes of individual interactions 

    •Support for more established mediation patterns, such as routing, protocol conversion, data transformation, logging, and so on

    •Integration with existing infrastructures 

    •Support for enterprise-level qualities of service (QoS)

    In this chapter, we describe how the ESB provides the unifying concept for this infrastructure. 

    The current warehouse IT support consists of multiple stand-alone programs: the InvITSO Software and the recently acquired File Transfer Edition solution. To overcome the problems associated with the current solution, ITSO Enterprise will introduce the ESB, which can use the existing MQ infrastructure. The IBM middleware product WebSphere Message Broker V7 was proposed to realize the ESB. 

    WebSphere Message Broker is a platform-independent-based ESB that provides universal connectivity. It can be used to integrate disparate applications and is designed to transform various formats of data between any types of applications using a number of supported communications protocols or distribution methods. It is used where there is a need for high performance and complex integration patterns.

    WebSphere Message Broker V7.0 offers simplicity and productivity in terms of developing and managing the WebSphere Message Broker environment. WebSphere Message Broker plays a critical role in SOA and offers a wide range of SOA scenarios in which it can be integrated. The dynamic operational management of WebSphere Message Broker enables administrators to effectively understand and modify broker behavior, which thus enables them to respond quickly to business requirements. WebSphere Message Broker is supported on a large range of platforms and environments.

    The processing logic in WebSphere Message Broker is implemented using message flows. Through message flows, messages from business applications can be transformed and routed to other business applications. Message flows are created by connecting nodes together. A wide selection of built-in nodes are provided with WebSphere Message Broker. These nodes perform tasks that are associated with message routing, transformation, and enrichment. The base capabilities of WebSphere Message Broker are enhanced by SupportPacs that provide a wide range of additional enhancements.

    WebSphere Message Broker V7 provides patterns that offer these benefits:

    •Gives guidance in implementing solutions

    •Increases development efficiency because resources are generated from a set of predefined templates

    •Improves quality through asset reuse and the common implementation of functions, such as error handling and logging

    The ESB infrastructure also ensures that ITSO Enterprise IT is better aligned for future changes, such as adding new suppliers or adapting to changes in suppliers easily.

    7.2  SOA solution

    The complicated and difficult to maintain separate Order programs can be replaced with WebSphere Message Broker flows. We will exploit the strengths of WebSphere Message Broker to easily take care of the message formats (through transformations) and technology variations (through protocol switching). We will also use the built-in pattern to get a head start with the development.

    A WebSphere Message Broker message flow picks up the Inventory Software InvITSO responses from a directory. It creates the individual supplier order messages and uses the supplier’s preferred protocol to send the message. The message flow program is generic and can be used for all the suppliers. The variation in the messages and protocols is handled using the externalized configuration that is kept in the database in Extensible Stylesheet Language Transformation (XSLT) format. In summary, the WebSphere Message Broker flow does the following tasks:

    1.	It parses the InvITSO output .csv files using the message set and converts it into XML messages. This .csv to XML conversion enables the easier transformation of the order data in multiple formats using XSLT.

    2.	The supplier name can be fetched from the file name. It then accesses the database table SUPPLIER to get the flow details. The SUPPLIER table has the columns SUPPLIERID, SUPPLIERNAME, FORWARDXSL, and ENDPOINT. 

    3.	The stylesheet name FORWARDXSL is used to convert the csv information to the supplier order.

    4.	The ENDPONT information is used to handle the technology protocol. 

    5.	It logs the Order request in the order-related tables: ORDER_HEADER and ORDER_DETAILS.

    6.	It accesses the order service.

    7.	It logs the service response in the ORDER_STATUS table: ORDERID, STATUS, and TIMESTAMP.

    This approach also ensures that the stores and suppliers are not affected by ITSO Enterprise IT changes. This process also uses the existing asset, the InvITSO Inventory Software.

    ITSO IT can implement these changes with minimum impact to its business. See Figure 7-2 on page 325 for a description of this solution.
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    Figure 7-2   Supplier integration for ITSO Enterprise

    To overcome the problem of the determination of the order status, WebSphere Message Broker flow can expose a Web service which can be used by the suppliers to report the order status. This order status is stored in the database and can be used to track the supplier orders. The flow is designed to expose a Web service to accept orderid and status and to insert this status into the ORDER_STATUS table: ORDERID, STATUS, and TIMESTAMP.

    7.2.1  Products utilized to implement this pattern

    The ESB solution was implemented using IBM WebSphere Message Broker Version 7.0.0.2.

    To get more information about this product, see this website:

    http://www.ibm.com/software/integration/wbimessagebroker/

    7.3  Benefits

    Using the Smart SOA solution that is implemented by ITSO Enterprise offers these benefits:

    •Adding new suppliers is easy, because all the configuration is now externalized from the code to the database. This design enables easy configuration without touching any code or needing any redeployment.

    •Centralized management of the ordering is possible. Due to the error-handling capabilities, retry strategy, security, and auditing can be implemented at the enterprise level.

    •Order tracking was exposed as a service, which helped ITSO Enterprise to track orders more easily.

    •Existing assets are reused. The huge investment that was made in InvITSO can be reused even after all the changes have been made to the warehouse applications.

    •This design is nondisruptive to the suppliers. The suppliers are unaffected by changes at the warehouse.

    •WebSphere Message Broker provides the features of enterprise-quality software, such as high availability, security, and reliability.

    7.4  Technical implementation 

    The WebSphere Message Broker message flow is used to implement the Order creation process. In this section, we describe this implementation step-by-step.

    
      
        	
          How to recreate these scenarios: You can download the configuration files and programs that are used in this chapter from the ITSO Redbooks FTP site. You can use these files to recreate these scenarios in your environment. For download instructions, refer to Appendix A, “Additional material” on page 401.

        
      

    

    7.4.1  Database setup

    This sample assumes that the warehouse database name is ITSO and the various tables were created using the script that is shown in Example 7-4.

    Example 7-4   Database setup script
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    drop table SUPPLIER

    /

    create table SUPPLIER

    (SUPPLIERID INT NOT NULL, 

    SUPPLIERNAME VARCHAR(128), 

    FORWARDXSL VARCHAR(255),

    ENDPOINT VARCHAR(255))

    /

    drop table ORDER_HEADER

    /

    create table ORDER_HEADER

    (ORDERID INT NOT NULL GENERATED ALWAYS AS IDENTITY (START WITH 1, INCREMENT BY 1, NO CACHE),

    SUPPLIERID VARCHAR(10), 

    ORDERDATE DATE NOT NULL DEFAULT CURRENT_DATE)

    /

    drop table ORDER_DETAILS

    /

    create table ORDER_DETAILS

    (ORDERID INT NOT NULL, 

    WIDGETID VARCHAR(30),

    QUANTITY VARCHAR(10),

    STOREID  VARCHAR(10))

    /

    drop table ORDER_STATUS

    /

    create table ORDER_STATUS 

    (ORDERID INT NOT NULL, 

    STATUS VARCHAR(255), 

    UPDATETIME TIMESTAMP NOT NULL DEFAULT CURRENT_TIMESTAMP)

    /
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    This sample assumes that the queue manager name for the warehouse is QMWAREHOUSE. Run the script inserts.sql (Example 7-5) to insert the metadata for the supplier.

    Example 7-5   inserts.sql 
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    delete from SUPPLIER

    /

    insert into SUPPLIER (supplierid, suppliername, forwardxsl, endpoint) values

    (2344,'ITSO1','ITSO1_Order.xsl','http://www.itso3.com:7080/Orders/web')

    /

    insert into SUPPLIER (supplierid, suppliername, forwardxsl, endpoint) values

    (90045,'ITSO2','ITSO2_Order.xsl','queue://QMWAREHOUSE/ITSO.JMS.90045.QUEUE')

    /

    insert into SUPPLIER (supplierid, suppliername, forwardxsl, endpoint) values

    (90019,'ITSO3','ITSO3_Order.xsl','queue://QMWAREHOUSE/ITSO.EDI.90019.QUEUE')

    /

    [image: ]

    7.4.2  MQ setup

    Run the WebSphere MQ queue creation commands that are shown in Example 7-6 against the warehouse queue manager.

    Example 7-6   MQ setup
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    DEFINE QLOCAL('ITSO.WAREHOUSE.ORDERS.SOAP.RESPQ') MAXDEPTH(5000) REPLACE

    DEFINE QLOCAL('ITSO.WAREHOUSE.ORDERS.ERRORQ') MAXDEPTH(5000) REPLACE

    DEFINE QLOCAL('ITSO.JMS.90045.QUEUE') MAXDEPTH(5000) REPLACE

    DEFINE QLOCAL('ITSO.EDI.90019.QUEUE') MAXDEPTH(5000) REPLACE
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    7.4.3  Broker setup

    Perform the following steps for the broker setup:

    1.	Create an ODBC entry for the database (based on your operating system) and then run the following command against the broker:

    mqsisetdbparms <broker name> -n <odbc data source> -u <db2 user id> -p <db2 password>

    For example:

    mqsisetdbparms warehouse -n ITSO -u db2admin -p passw0rd

    The message flow assumes that the InvITSO Software output is in the directory C:\lz01\orders\suppliers\. 

    2.	Create the Database Definition ITSO in the Message Broker toolkit pointing to the ITSO database. Ensure that the connection works using the Test Connection in the wizard.

    7.4.4  Message flow development with the Message Broker Toolkit

    We create a new message set. This message set will be used in the message flow project to convert the orders from .csv to XML format.

    Creating a new message set project

    Perform the following steps to create a new message set project:

    1.	For the Message set name, type CSV2XML, and for the Message set project name, type ITSO_Warehouse_CreateOrder_MessageSet. Click Next. See Figure 7-3.

    [image: ]

    Figure 7-3   Creating a new message set for csv to XML transformation

    2.	On the New Message Set window, choose XML documents (general) in the type of message data drop-down list box. Select Text data (for example, CSV, SWIFT or HL7) and CSV - Comma Separated Values in the Text messaging standard and click Finish.  See Figure 7-4.
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    Figure 7-4   Selecting the type of message data

    3.	The generated message scheme definition file csv.mxsd is edited to reflect the file that is generated by the InvITSO Software by adding the storeId, widgetId, and quantity columns. Go to Message Definitions → csv.mxsd. Right-click and select Open to get the Message Definition Editor. See Figure 7-5.
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    Figure 7-5   Schema definitions file for csv to XML conversion

    This completes the creation of the message set for the .csv to XML transformation.

    Creating the new message flow project to process the InvITSO output file and create the orders

    Perform the following steps to create the orders:

    1.	Go to the Pattern Explorer and select File processing → Record Distribution → MQ one-way.
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    Figure 7-6   Creating new message flow

    2.	Click Create New instance to create the message flow after setting properties.

    3.	On the Configure Pattern Parameters window, specify the input file parameters on the Input File tab and in the Input Record Processing section. For Record detection, type Parsed (binary or text). Then, for Input message set, type CSV2XML, as shown in Figure 7-7.
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    Figure 7-7   Pattern parameters

    4.	Click Generate to generate a basic flow. Then, rename the message flows to the following names:

     –	ITSO_Warehouse_CreateOrder_MessageFlow.msgflow

     –	ITSO_Warehouse_OrderProcessor_subflow.msgflow

     –	ITSO_Warehouse_Router_subflow.msgflow

     –	ITSO_Warehouse_Error_subflow.msgflow

    5.	Change the ITSO_Warehouse_CreateOrder_MessageFlow.msgflow to look like Figure 7-8[image: ].

    Figure 7-8   Message flow for ITSO_Warehouse_CreateOrder_MessageFlow

    6.	Modify the File Input Node properties, as shown in Figure 7-9. Note that on the FileInput Node Properties - InvOutput Supplier Orders tab, only the property that is shown in Figure 7-9 needs to be modified. The other properties are already set.
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    Figure 7-9   Properties for InvOutput Supplier Orders node

    7.	Modify the ITSO_Warehouse_OrderProcessor_subflow, as shown in Figure 7-10. This subflow is used to get the configuration details for the flow from the database.
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    Figure 7-10   Subflow ITSO_Warehouse_OrderProcessor_subflow

    The Extended Structured Query Language (esql) node PreTransformation fetches the supplier name from the file name. It then accesses the database table SUPPLIER to get the transformation and endpoint details. It then logs the Order request in the order-related tables: ORDER_HEADER and ORDER_DETAILS. The transformation and endpoint details are stored in the LocalEnvironment so that it can be used later. 

    The Database property must be ITSO and the Compute mode property of this node must be set as LocalEnvironment and Message. Example 7-7 shows the code for the PreTransformation esql node.

    Example 7-7   Code for PreTransformation esql node
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    BROKER SCHEMA mqsi

    CREATE COMPUTE MODULE ITSO_Warehouse_OrderProcessor_Compute

    	CREATE FUNCTION Main() RETURNS BOOLEAN

    	BEGIN

    		-- CALL CopyMessageHeaders();

    		DECLARE fileName CHARACTER;

    		DECLARE orderInfo ROW;

    		DECLARE xsl row;

    		DECLARE orderId,count INTEGER;

    		DECLARE curdate DATE;

    		CALL CopyEntireMessage();

    		DECLARE I INTEGER 1;

    		DECLARE J INTEGER CARDINALITY(OutputRoot.MRM.orderRequest[]);

    		SET Environment.fileName = InputLocalEnvironment.File.Name;

    		SET OutputRoot.Properties.MessageFormat = 'XML';

    		SET fileName = SUBSTRING(Environment.fileName BEFORE '.csv');

    		INSERT INTO Database.ORDER_HEADER(SUPPLIERID,ORDERDATE) values(fileName,CURRENT_DATE);

    		SET orderInfo.Records[] = (PASSTHRU('Select p.orderid as orderid from ORDER_HEADER as p where p.supplierid=?',fileName));

    		SET count = CARDINALITY(orderInfo.Records[]);

    		SET OutputRoot.MRM.orderRequest[I].clientId = '456809';

    		-- Client Id is hardcoded for the ITSO;

    		SET orderId = orderInfo.Records[count].*[1];

    		SET Environment.orderId = orderId;

    		SET OutputRoot.MRM.orderRequest[I].orderId = orderId;

    		SET OutputRoot.MRM.orderRequest[I].orderDate = CAST(CURRENT_TIMESTAMP AS CHARACTER FORMAT 'yyyyMMdd');

    		WHILE I <= J DO

    			INSERT INTO Database.order_details VALUES(orderId,OutputRoot.MRM.orderRequest[I].widgetid,OutputRoot.MRM.orderRequest[I].quantity,OutputRoot.MRM.orderRequest[I].storeid);

    			SET I = I + 1;

    		END WHILE;

    		SET xsl.Records=(PASSTHRU('Select s.forwardxsl,s.endpoint from supplier as s where s.supplierid=?',fileName));

    		SET count = CARDINALITY(xsl.Records[]);

    		SET OutputLocalEnvironment.XSL.StyleSheetName = xsl.Records[count].*[1];

    		SET OutputLocalEnvironment.Endpoint = xsl.Records[count].*[2];

    		RETURN TRUE;

    	END;

    	CREATE PROCEDURE CopyMessageHeaders() BEGIN

    		DECLARE I INTEGER 1;

    		DECLARE J INTEGER CARDINALITY(InputRoot.*[]);

    		WHILE I < J DO

    			SET OutputRoot.*[I] = InputRoot.*[I];

    			SET I = I + 1;

    		END WHILE;

    	END;

    	CREATE PROCEDURE CopyEntireMessage() BEGIN

    		SET OutputRoot = InputRoot;

    	END;

    END MODULE;
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    8.	The XSL Transform node is used to transform the order file data to the message format that is required by the suppliers using XSL. Create the three XSLs, each representing a supplier. 

     

    
      
        	
          Setup files: For the purposes of this sample, copy the XSLs from the folder transformations from the setup files that can be downloaded from the Redbooks FTP site. Refer to Appendix A, “Additional material” on page 401.

        
      

    

    9.	Modify the protocol router subflow ITSO_Warehouse_Router_subflow. This subflow checks if the endpoint is JMS or a Web service and routes accordingly. See Figure 7-11.
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    Figure 7-11   Subflow ITSO_Warehouse_Router_subflow

    The esql Warehouse_Protocol_Router node is used to determine if the endpoint is the JMS queue or the web service. It then determines the endpoint details. Example 7-8 shows the esql code for the Warehouse_Protocol_Router node.

    Example 7-8   esql code for the Warehouse_Protocol_Router node
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    BROKER SCHEMA mqsi

    CREATE COMPUTE MODULE ITSO_Warehouse_Router_subflow

    	CREATE FUNCTION Main() RETURNS BOOLEAN

    	BEGIN

    		DECLARE endPoint CHARACTER;

    		DECLARE queueMgr1 CHARACTER;

    		DECLARE queueMgr CHARACTER;

    		DECLARE queueName CHARACTER;

    		-- CALL CopyMessageHeaders();

    		CALL CopyEntireMessage();

    		SET endPoint = InputLocalEnvironment.Endpoint;

    		IF CONTAINS(endPoint,'queue') THEN

    			SET queueMgr1 = SUBSTRING(endPoint AFTER '//');

    			SET queueMgr = SUBSTRING(queueMgr1 BEFORE '/');

    			SET queueName = SUBSTRING(queueMgr1 AFTER '/');

    			SET OutputLocalEnvironment.Destination.MQ.DestinationData.queueManagerName = queueMgr;

    			SET OutputLocalEnvironment.Destination.MQ.DestinationData.queueName = queueName;

    			PROPAGATE to TERMINAL 'out';

    		ELSE

    			SET OutputLocalEnvironment.Destination.HTTP.RequestURL = endPoint;

    			PROPAGATE to TERMINAL 'out1';

    		END IF;

    		RETURN FALSE;

    	END;

    	CREATE PROCEDURE CopyMessageHeaders() BEGIN

    		DECLARE I INTEGER 1;

    		DECLARE J INTEGER;

    		SET J = CARDINALITY(InputRoot.*[]);

    		WHILE I < J DO

    			SET OutputRoot.*[I] = InputRoot.*[I];

    			SET I = I + 1;

    		END WHILE;

    	END;

    	CREATE PROCEDURE CopyEntireMessage() BEGIN

    		SET OutputRoot = InputRoot;

    	END;

    END MODULE;
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    Now that we have dealt with the subflows, we return to the main flow. The flow from here divides into the Web service and JMS endpoint. We first discuss the Web service path. 

    10.	The HTTP Request Node is used to access the Web service of the suppliers. Configure the Order Web Service node, as shown in Figure 7-12. 
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    Figure 7-12   Web Service URL for the HTTP Request Node

    11.	Enter the Web service URL as http://localhost:1001/dummy/Service/willBeOverRidden. Note that this URL will be overridden by the OutputLocalEnvironment.Destination.HTTP.RequestURL, because we have already populated this flow variable in the previous step. 

    12.	For the HTTP Header Node, HTTPHeader, configuration, choose the Delete Header option in HTTPInput, HTTPResponse, HTTPRequest, and HTTPReply tabs. This step is required to remove the http headers from the response of http request.

    13.	The Reset Content Descriptor Node, ResetContentDescriptor, is used to set the message back to the XMLNSC domain.

    14.	The ESQL node, UpdateOrderStatusWeb, is used to update the Order status after the supplier service is successfully called. It logs ORDERID, STATUS, and TIMESTAMP in the Order Status Table.

    Example 7-9   esql code for UpdateOrderStatusWeb node
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    BROKER SCHEMA mqsi

    CREATE COMPUTE MODULE ITSO_Warehouse_CreateOrder_MessageFlow_Compute

    	CREATE FUNCTION Main() RETURNS BOOLEAN

    	BEGIN

    		-- CALL CopyMessageHeaders();

    		CALL CopyEntireMessage();

    		IF OutputRoot.XMLNSC.*:Envelope.*:Body.*:submitPOResponse.status = 'AVAILABLE' THEN

    			INSERT INTO Database.ORDER_STATUS VALUES(Environment.orderId,'Posted',CURRENT_TIMESTAMP);

    		END IF;

    		RETURN TRUE;

    	END;

    	CREATE PROCEDURE CopyMessageHeaders() BEGIN

    		DECLARE I INTEGER 1;

    		DECLARE J INTEGER;

    		SET J = CARDINALITY(InputRoot.*[]);

    		WHILE I < J DO

    			SET OutputRoot.*[I] = InputRoot.*[I];

    			SET I = I + 1;

    		END WHILE;

    	END;

    	CREATE PROCEDURE CopyEntireMessage() BEGIN

    		SET OutputRoot = InputRoot;

    	END;

    END MODULE;
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    15.	The Web service response is later logged on to the queue ITSO.WAREHOUSE.ORDERS.SOAP.RESPQ. 

    ITSO_Warehouse_CreateOrder_MessageFlow

    Now, we discuss the JMS part of the flow:

    1.	The order message is placed on the OrderQ MQ Output Node. The Destination mode for OrderQ queue must be set at Destination List so that it can be assigned a value dynamically. See Figure 7-13.
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    Figure 7-13   OrderQ MQ Output Node properties 

    2.	The esql node UpdateOrderStatusJMS is used to update the order status node in the database. Example 7-10 is the code to implement this esql node.

    Example 7-10   esql code for UpdateOrderStatusJMS node
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    BROKER SCHEMA mqsi

    CREATE COMPUTE MODULE ITSO_Warehouse_OrderStatusUpdate

    	CREATE FUNCTION Main() RETURNS BOOLEAN

    	BEGIN

    		-- CALL CopyMessageHeaders();

    		CALL CopyEntireMessage();

    		INSERT INTO Database.ORDER_STATUS VALUES(Environment.orderId,'Posted',CURRENT_TIMESTAMP);

    		RETURN TRUE;

    	END;

    	CREATE PROCEDURE CopyMessageHeaders() BEGIN

    		DECLARE I INTEGER 1;

    		DECLARE J INTEGER;

    		SET J = CARDINALITY(InputRoot.*[]);

    		WHILE I < J DO

    			SET OutputRoot.*[I] = InputRoot.*[I];

    			SET I = I + 1;

    		END WHILE;

    	END;

    	CREATE PROCEDURE CopyEntireMessage() BEGIN

    		SET OutputRoot = InputRoot;

    	END;

    END MODULE;
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    3.	The Error subflow is generated through the pattern, which has been renamed as ITSO_Warehouse_Error_Subflow. It will parse Exceptionlist to get Exception data and will be added to Message. This message will be routed to the queue that is specified in the Error handling tab of the Pattern Parameters page 	or it can be modified in the MQOutput node of the Error subflow.

    We complete the development of the ITSO_Warehouse_CreateOrder_MessageFlow.

    In the next section, we will develop the Web service flow, which is used to log the Order status by the suppliers. 

    OrderStatus message flow 

    Perform the following steps to create the Web service flow (OrderStatus) that is used in this scenario:

    1.	In the New Message Set window (Figure 7-14 on page 340), for the Message set name, type ITSOWarehouseMessageSet and for the Message set project name, type ITSO_Warehouse_OrderStatus_MessageSet. 
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    Figure 7-14   Create a new message set for the Order Status flow

    2.	Choose the XML documents (general) and Web Services SOAP options in the Message Set window, as shown in Figure 7-15.
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    Figure 7-15   Message data options for the message set

    3.	The starting point for the message set development is a Web Services Description Language (WSDL) file that defines the order status service. Refer to the WSDL file that is available in the setup files and the corresponding .xsd file, which defines the schema of the request and response messages. Use the option New → Message Definition File from → WSDL file and point to the WSDL file. See Figure 7-16.
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    Figure 7-16   Importing the WSDL for the message definition

    4.	Click Next and then click Finish to import the wsdl file. Upon import, the message set project looks like Figure 7-17. 
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    Figure 7-17   Message set project after the WSDL import

    This step completes the message set development for the OrderStatus message flow.

    ITSO_Warehouse_OrderStatus_MessageFlow

    In this section, we develop the message flow that will be exposed as a Web service to the suppliers so that they can update the order status:

    1.	Create a new message flow ITSO_Warehouse_OrderStatus_MessageFlow within the project ITSO_Warehouse_OrderStatus_MessageFlowProject under the schema mqsi. Also, ensure that the message set project ITSO_Warehouse_OrderStatus_MessageSet is referenced by this new Message Flow project. See Figure 7-18.
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    Figure 7-18   Creating a new message flow for the Order Status project

    2.	Create the message flow, as depicted in Figure 7-19. We will describe the configuration details for each node subsequently.
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    Figure 7-19   Message flow ITSO_Warehouse_OrderStatus_MessageFlow

    3.	The OrderStatusInput SOAP Input node will be based on the WSDL file that we imported in the earlier section. Browse the project and select the WSDL file, as shown in Figure 7-20. 
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    Figure 7-20   Properties configuration for OrderStatusInput node

    4.	The ComputeResponse esql node is used to construct the return code for the web service. Example 7-11 shows the esql for the node. The flow ends with a SOAP reply node.

    Example 7-11   esql for the node ComputeResponse esql node
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    BROKER SCHEMA mqsi

    DECLARE ns NAMESPACE 'http://www.itso.com/warehouse/supplier/OrderStatusService';

    CREATE COMPUTE MODULE OrderStatusUpdateFlow_Compute_Response

    	CREATE FUNCTION Main() RETURNS BOOLEAN

    	BEGIN

    		

    		SET OutputRoot.XMLNSC.ns:submitOrderStatusResponse.returnCode = 'SUCCESS';

    			RETURN TRUE;

    	END;

    END MODULE;
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    5.	The subflow OrderStatusUpdate_SubFlow is used to extract the order ID and status of the order and to update the database. See Figure 7-21.
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    Figure 7-21   Message subflow OrderStatusUpdate_SubFlow

    6.	The Extract node is used to extract the order ID and status, as shown in Figure 7-22.
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    Figure 7-22   Configuration for the Extract node

    7.	UpdateDB updates the database using the message map. Enter the Name OrderStatusRequest_Data_Insert to create the map. Enter the Schema mqsi. See Figure 7-23.
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    Figure 7-23   Creating the message map

    8.	Click Next to specify the source and target for the map.

    9.	For Select Map Sources, select Messages → submitOrderRequest and for Select Map Targets, select Data Targets → Table Inserts → ORDER_STATUS. See Figure 7-24.
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    Figure 7-24   Specifying the source and target for the message map

    10.	Click Finish to create the message map.

    11.	The mapping editor is displayed. Map the orderId and status from the submitOrderRequest to the ORDERID and STATUS columns of the table ORDER_STATUS, as shown in Figure 7-25. 
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    Figure 7-25   Mapping editor for the message map

    12.	The UpdateDB DataInsert node uses the message map OrderStatusRequest_Data_Insert to insert data in the ORDER_STATUS table. See Figure 7-26.
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    Figure 7-26   Configuration for UpdateDB Data Insert node

    This step completes the flow development.

    7.4.5  Testing the message flows

    In this section, we describe how to test the message flows that we have developed as part of this solution.

    Testing the create order flow

    You can test the order creation flow for the JMS endpoints by copying the sample InvITSO output files 90045.csv and 90019.csv (provided in the setup files) to the directory C:\lz01\orders\suppliers\ (as specified on the Patterns Properties page, which is reflected in the FileInput node of ITSO_Warehouse_CreateOrder_MessageFlow).

    Upon the successful run, there will be messages on the queues ITSO.JMS.90045.QUEUE (Figure 7-27) and ITSO.EDI.90019.QUEUE (Figure 7-28 on page 351). 

    Use rfhutil (IH03: WebSphere Message Broker V7-Message display, test, and performance utilities), which is available at http://www-01.ibm.com/support/docview.wss?uid=swg24000637 to view the messages. See Figure 7-27.[image: ]

    Figure 7-27   ITSO.JMS.90045.QUEUE
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    Figure 7-28   ITSO3 EDI order message

    To test the Web service flow, deploy to the broker the sample flow, Acme_CreateOrder_MessageFlow, which is provided in the setup files. This flow mimics the Supplier Order Web Service for the supplier ITSO1.

    Copy the sample order file 2344.csv to the directory C:\lz01\orders\suppliers\. Also ensure that the endpoints that are specified in the database script inserts.sql are updated to the correct value. Remember that we had earlier used the command:

    insert into SUPPLIER (supplierid, suppliername, forwardxsl, endpoint) values (2344,'ITSO1','ITSO1_Order.xsl','http://www.itso3.com:7080/Orders/web')

    Upon a successful Web service call, success messages will be available in the queue ITSO.WAREHOUSE.ORDERS.SOAP.RESPQ. To confirm, we can also check the ORDER tables ORDER_HEADER, ORDER_REQUEST, and ORDER_STATUS.

    Testing the order status flow

    To test the order status flow, we need to mimic the supplier by developing a client for the Order Status web service. To do so, we can use the Web Services explorer feature in the Rational Application Developer product. This feature allows you to import the WSDL file, and it automatically creates the test client for the web service. The IBM developerWorks® article that is available at this website provides step-by-step guidance about how to use Web Services explorer:

    http://www.ibm.com/developerworks/webservices/tutorials/ws-eclipse-javase1/section7.html 

    Import the Order Status WSDL from the setup files to Rational Application Developer and use the Web service explorer to send updates to the warehouse. To verify that the order status is updated, confirm by checking the table ORDER_STATUS.

    7.5  Summary

    In this chapter, we saw how we used the Evolve to service-oriented architecture (SOA) pattern to resolve the challenges being faced by the ITSO Enterprise warehouse. We also introduced the IBM product WebSphere Message Broker and showed its strengths, such as pattern-based development, message transformation, and support for multiple protocols. This product helped ITSO Enterprise to reduce the impact of the changes that are made to the format and location of services, both in terms of impact to the applications and in terms of system management.

    We also demonstrated the step-by-step implementation of the message flows using the Message Broker Toolkit.

     

  
[image: ]
[image: ]

Hybrid Bus pattern

    This section introduces a Hybrid Bus scenario that improves and extends the Chapter 7, “Evolve to SOA pattern” on page 317 scenarios to secure the external partners’ interaction with ITSO Enterprise. 

    This chapter describes the following two business scenarios:

    •Expose order web service

    •Secure order fulfillment and order status messages

    We cover the following topics in this chapter:

    •8.1, “Introduction to the business scenario” on page 354

    •8.2, “Architectural diagram” on page 354

    •8.3, “Benefits” on page 355

    •8.4, “Technical implementation” on page 355

    •8.5, “Summary” on page 394

     

    8.1  Introduction to the business scenario

    Expanding on the scenario that we described in Chapter 7, “Evolve to SOA pattern” on page 317, ITSO Enterprise decided to expose the Ordering Web service to business partners and customers to extend their business. However, the IT security department enforces certain security policies: 

    •All incoming requests must be authenticated. (Although a customer might choose a separate authentication mechanism, the Web Service-Security (WS-Security) username token is the most commonly used method.)

    •All outgoing order requests must be secured.

    •The transport layer must be protected.

    •Sensitive information must be encrypted at the message level.

    In addition, when the warehouse sends supplier-specific work orders, both the supplier orders and their status messages must be secured. 

    8.2  Architectural diagram

    The Hybrid Bus architecture is deployed for implementing the security needs of the organization. The architecture extends WebSphere Enterprise Service Bus (ESB) and WebSphere Message Broker with the IBM WebSphere DataPower Integration Appliance XI50 to offer an end-to-end solution that meets both the functional and security requirements of the business. 

    DataPower is an ESB appliance that is positioned as an XML Security Gateway in the overall architecture. All interaction with external partners and customers is secured through DataPower by defining services in DataPower that implement two patterns: Web Service Proxy and Multi-protocol Gateway. 

    8.2.1  Scenario 1: Expose Order Web Service 

    The Web Service Proxy acts as an intermediary between external users and ITSO Enterprise’s Web Service. It directs the messages appropriately based on the processing policies that are defined in the proxy service (Figure 8-1).
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    Figure 8-1   WebSphere DataPower

     

    8.2.2  Scenario 2: Secure order fulfillment and order status messages

    The Multi-protocol Gateway processes nearly any type of message, including SOAP, non-SOAP XML, text, or binary, and supports MQ and Java Message Service (JMS) transports in addition to HTTP. See Figure 8-2.
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    Figure 8-2   WebSphere DataPower

    8.3  Benefits

    Securing partners’ and customers’ interactions with ITSO Enterprise offers many benefits:

    •Protection from data tampering

    •Authentication and authorization

    •Data encryption 

    •Non-repudiation

    8.4  Technical implementation

    In this section, we cover the technical implementation of the Hybrid Bus scenarios.

    8.4.1  Ordering Web Service Proxy

    The Web Service Proxy (WS-Proxy) provides a “Living” virtual service that passes messages between the client and the real service, so that the client actually connects directly to the proxy and not the back-end service. The importance of this approach is that the service consumer and the service provider do not need to be tightly coupled and hard-bound to one another. The details of accessing the service can be hidden from the consumer with DataPower.

    In this scenario, we configure a WS-Proxy for the ordering process to off-load the security gateway functionalities from WebSphere ESB. In this scenario, we create a WS-Proxy Service that intercepts the Web service calls to a back-end queue. The proxy has the following characteristics:

    •HTTPS protocol is used to secure the communication between the external customers and DataPower. DataPower is configured to terminate the Secure Sockets Layer (SSL) using a HTTPS Front-side Handler.

    •The request SOAP message is authenticated via Lightweight Directory Access Protocol (LDAP) based on the identity that is extracted from the SOAP header.

    •The request is routed to separate back ends based on the total amount of the order, which is calculated by the values within the message content. 

    •DataPower switches from HTTPS to MQ protocol to connect to the back-end queue.

    Figure 8-3 shows the end-to-end, round-trip processing sequence for the inbound and outbound traffic that includes the requesting application, DataPower, WebSphere MQ, WebSphere ESB, and the .NET application.
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    Figure 8-3   End-to-end processing 

    Creating the Web Service Proxy

    The WS-Proxy object fully understands the Web Services Description Language (WSDL). In fact, a fully functional WS-Proxy can be configured simply by providing it with a WSDL document. After the WS-Proxy is configured, you can configure additional processing requirements and quality of service (QoS) parameters easily by using the WEBGUI.

    To create a new WS-Proxy, follow these steps:

    1.	Open a Web Browser and enter https://DataPowerAddress:9090/ into the address bar of the web browser. The DataPower WebGUI login page opens.

    2.	Log in to the DataPower WebGUI. The Control Panel appears.

    3.	Click the Web Service Proxy icon. It is located on the top row of service icons, as shown in Figure 8-4.
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    Figure 8-4   Web Service Proxy

    4.	Click Add to create a new Web Service Proxy object.

    5.	In the Web Service Proxy Name field, type OrdersWSP and click Create Web Service Proxy, as shown in Figure 8-5.

    [image: ]

    Figure 8-5   Creating a new Web Service Proxy

    6.	The WSDL files tab of the Configure Web Service Proxy page appears, as shown in Figure 8-6. Click Upload in the WSDL File URL section. 
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    Figure 8-6   Adding WSDL to the Web Service Proxy

    7.		Click Browse and open ITSOOrdering.wsdl and click Upload to begin the upload process, as shown in Figure 8-7.
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    Figure 8-7   Uploading the WSDL file

    8.	Click Next at the bottom of the page.

    9.	Create a new front-side handler to accept HTTPS requests for the WS-Proxy. Use the following procedure to configure the HTTPS Front-Side Handler:

    a.		In the Local Endpoint Handler field, click the plus sign (+) to create a new endpoint handler. A pop-up menu appears that lists the possible front-side handlers.

     

    
      
        	
          Front-Side Handler: A front-side handler is the entry point to several services. A handler listens on a specific IP address-port for incoming requests (or polls for messages) and performs a certain level of validation on the requests. Most validation is protocol-specific.

        
      

    

    b.		In the pop-up menu, click HTTPS (SSL) Front Side Handler, as shown in Figure 8-8. A new window opens, displaying the properties of the HTTPS Front Side Handler.
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    Figure 8-8   Adding local endpoint handler

    c.	Configure the new HTTPS Front Side Handler with the following values, as shown in Figure 8-9.
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    Figure 8-9   Configuring HTTPS (SSL) Front Side Handler

    
      
        	
          Local IP Address: The default is 0.0.0.0, which indicates that the service is active on all IP addresses that are assigned to DataPower. You can limit the traffic for the WS-Proxy to a specific port on DataPower.

        
      

    

     

     

    
      
        	
          Advanced configuration of the HTTPS Front Side Handler: You can filter the incoming requests based on the HTTP protocol-level properties, as shown in Figure 8-10 on page 360. The following address explains the detailed configuration parameters:

          http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m2/topic/xi50/https-handler_configuring_task.htm#https-handler_configuring_task
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    Figure 8-10   Configuring the advanced filtering parameters

    d.	Select the instance of the SSL Proxy profile object to assign from the SSL Proxy list box, as shown in Figure 8-11. The procedure to create the SSL proxy is described in “SSL termination” on page 361. 
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    Figure 8-11   Assigning the SSL Proxy 

    e.		Click Apply in the upper-left corner of the Configure HTTPS Front Side Handler page.

    10.	Click Add to the right of the Local Endpoint Handler information, as shown in Figure 8-12.
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    Figure 8-12   Adding the local endpoint handler

    11.		Click Apply to save the new WS-Proxy service. You will then see that the service is up and running, as shown in Figure 8-13.
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    Figure 8-13   WS-Proxy status

    SSL termination

    The connections to the DataPower appliance are required to be SSL terminated. Data that is transmitted over SSL connections is encrypted using session keys that are secured using public key cryptography. Public key cryptography requires a public key (which is stored in a certificate) and a private key. The use of key pairs (public/private) is known as asymmetric encryption. It is vital that the private key is protected, while its public counterpart, the public key (which is often carried in a certificate), can be freely distributed. Certificates are typically validated by a Certificate Authority (CA). In the event that an authority needs to revoke a previously distributed certificate, it adds the revoked certificate to a globally published certificate revocation list (CRL).

    To enable SSL, you need to create the following objects in DataPower:

    •Crypto profile:

     –	Crypto identification credentials

     –	Crypto validation credentials

     –	Crypto key

     –	Crypto certificate

    •SSL proxy profile

    The following sections describe the required steps to generate keys and certificates, and how to use them to support SSL.

    Generating the public and private key pair

    DataPower provides powerful tools to generate public and private keys. For this scenario, we use these tools to create a key and a self-signed certificate. Note that in a production or actual client environment, the certificate is signed by a trusted certificate authority (CA). In addition to the capability of generating public and private keys, DataPower also supports uploading files from a Java keystore (JKS). 

    To create the certificate and private key, perform the following steps:

    1.	Using the DataPower Web GUI, navigate to the cryptographic tools page by selecting Administration → Crypto Tools.

    2.	The Generate Key page appears. Enter the details that are shown in Figure 8-14.
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    Figure 8-14   Generating a private key and self-signed certificate using Crypto Tools

    3.	Click Confirm to create the key and certificate. The appliance generates the following objects:

     –	Private key on the hardware security module (HSM) and a copy in temporary:///orderskey-privkey.pem

     –	Certificate signing request in temporary:///orderskey.csr

     –	Self-signed certificate in temporary:///orderskey.csr

     –	Crypto key object named orderskey and a crypto certificate object named orderskey

     

    
      
        	
          Key Files: All key files are placed in an encrypted storage area on the appliance; the appliance can read them, but the values cannot be displayed to users. You can export private keys on only HSM-equipped DataPower appliances.

        
      

    

    Figure 8-15 shows the key files that are generated in the file system.
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    Figure 8-15   Keys in the file system

    Creating a crypto identification credential

    DataPower uses a crypto identification credential to associate or match a public key and private key for use in cryptographic operations, such as establishing SSL connections. We use the certificate and private key that were created in the previous section to build a new crypto identification credential.

    To create a crypto identification credential, perform the following steps:

    1.	Click the Control Panel link to display the control panel.

    2.	Click the Keys & Certs Management icon. It is located on the bottom row of service icons, as shown in  Figure 8-16. 
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    Figure 8-16   Keys and Certificate Management 

    3.	Click the Identification Credentials link on the Keys and Certificates Management page, as shown in Figure 8-17.
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    Figure 8-17   Keys and Certificate Management Page

    4.	On the Configure Crypto Identification Credentials page, click Add.

    5.	Complete the Configure the Crypto Identification Credential page by using the information that is shown in Figure 8-18.
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    Figure 8-18   Configure Crypto Identification Credentials

    6.	Click Apply to save the changes.

    Creating a validation credential

    When a client connects to a service using mutual SSL, the client is required to provide a certificate during the SSL handshake. If that certificate (or its root certificate) does not exist in the crypto validation credential, the handshaking will fail. In this step, you upload another certificate, which represents the partner that will connect to your service.

    To create a crypto validation credential, perform the following steps:

    1.	Navigate to the Validation Credentials creation page by selecting Objects → Crypto → Validation Credentials. The Configure Crypto Validation Credentials page appears. (You can access this page through the Control Panel, as shown in Figure 8-17 on page 364.)

    2.	Click Add to configure a new validation credential. Configure the new validation credential, as shown in Figure 8-19.
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    Figure 8-19   Configure Crypto Validation Credentials

    3.	Click Apply to save the changes.

    Creating a crypto profile

    A crypto profile in DataPower associates a crypto identification with a crypto validation credential. A crypto profile is required when configuring an SSL proxy profile. 

    To create a crypto profile, perform the following steps:

    1.	Navigate to Objects → Crypto → Crypto Profile in the DataPower Web GUI. The Configure Crypto Profile page is shown.

    2.	Click Add to create a new crypto profile, and enter the details, as shown in Figure 8-20.
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    Figure 8-20   Configure Crypto Profile

    
      
        	
          Validation Credentials: Because the validation credential object is unspecified, it implies that the DataPower appliance does not request a certificate from the client.

        
      

    

    3.	Click Apply to save the new crypto profile.

    Creating an SSL proxy profile

    The SSL proxy profile object provides the SSL-specific configuration parameters and references the crypto profile for any required crypto keys and certificates. 

    Create an SSL proxy profile by performing the following steps:

    1.	Navigate to Objects → Crypto → SSL Proxy Profile in the DataPower Web GUI. The Configure SSL Proxy Profile page appears.

    2.	Click Add to create a new SSL proxy profile.

    3.	In the SSL Direction drop-down list box, select Reverse. (DataPower is acting as the SSL server.) 

    4.	In the Reverse (Server) Crypto Profile drop-down list box, select OrdersCryptoProfile. The configuration is shown in Figure 8-21.

    [image: ]

    Figure 8-21   Configure SSL Proxy Profile

    5.	Click Apply to save the new SSL proxy profile.

    Access control

    The ITSO Enterprise IT Security Department has mandated that a proper authentication mechanism must be applied to Web Services. In this scenario, the user’s identity will be verified using a Web Services Security (WS-Security) UsernameToken and authenticated against LDAP.

     

    
      
        	
          WS-Security Username Token: WS-Security is a suite of specifications that define the mechanisms for transporting a user identity in a Web service environment. The UsernameToken profile describes the transportation of a username and password in the header of a SOAP message. The password field of UsernameToken must be protected via token encryption or by the use of transport-level security (SSL).

        
      

    

    DataPower provides a powerful and flexible Authentication, Authorization, and Audit (AAA) policy. The AAA policy, which is sometimes referred to as an Access Control Policy, identifies a set of resources and procedures that can be used to determine whether a requesting client is granted access to a specific service, file, or document. AAA policies can be considered a type of filter in that they accept or deny a specific client request.

    Figure 8-22 on page 368 shows the processing for an AAA policy. The initial processing, which is common to all policies, consists of extracting the claimed identity of the service requester and the requested resource from an incoming message and its protocol envelope. As you define an AAA policy, the extraction methods are specified by a series of check boxes that enable one or more identity and resource extraction methods. A wide range of identity and resource extraction methods is supported. For example, the identity can be based on the IP address, form (account name and password), Security Assertion Markup Language (SAML) assertion, or other criteria. The requested resource can be specified by an HTTP URL, a namespace, a WSDL method, or others. 
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    Figure 8-22   AAA framework

    Configuring an AAA policy

    To configure an AAA policy, perform the following steps:

    1.	Open the processing rule that is defined for the order creation operation by clicking Processing Rules in the WSDL Policy Tree Representation page, as shown in Figure 8-23 on page 369.
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    Figure 8-23   WSDL Policy Tree Representation

     

    
      
        	
          Policies at various levels: You can define policies at separate levels within the WSDL hierarchy:

          •Global 

          •WSDL-specific 

          •Service-specific 

          •Port-specific 

          •Operation-specific

        
      

    

    We define a service-specific policy for the ITSOOrdering service only. 

    2.	Drag an AAA action icon and drop it after the initial Match action, as shown in Figure 8-24.
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    Figure 8-24   AAA action 

    3.	Double-click the AAA action icon to open the Configure AAA Action dialog box.

    4.	Click the plus sign (+) beside the AAA Policy list to create a new AAA policy, as shown in Figure 8-25.
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    Figure 8-25   Configure an AAA Action

    5.	In the AAA Policy Name field, enter the name for the new AAA policy and click Create to start the interactive editor.

    6.	Select Password-carrying UsernameToken Element from WS-Security Header as the method to be used to extract a user’s identity from an incoming request, as shown in Figure 8-26.
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    Figure 8-26   Define how to extract a user’s identity from an incoming request

    7.	Select the Bind to Specified LDAP Server as the method to authenticate the user and configure the LDAP connection, as shown in Figure 8-27 on page 371. 

     

    
      
        	
          Authentication cache: The authentication cache stores authentication data to minimize the overhead of re-authenticating the same identity.
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    Figure 8-27   Define how to authenticate the user

    8.	In the Extract Resource form, select Local Name of Request Element and click Next.

     

    
      
        	
          Local name of the request element: Because the message is a SOAP request, you can expect that the first element in the SOAP body contains the operation that is being requested, which is known as the local name of the request element.

        
      

    

    9.	For the authorization phase, leave the default set to Allow Any Authenticated Client and click Next.

     

    
      
        	
          Credential or resource mapping: We do not need to perform any credential or resource mapping in this scenario. Although this step is optional, it is important to note that it ensures the interoperability between systems (the IBM DataPower device® and the system in charge of authorization) in case it is not possible to use the extracted identity to authorize the use of the requested resource, especially when authorization is managed by an external authority.

        
      

    

    10.	On Figure 8-28, select Run Custom Post Processing Stylesheet. In the URL, select the folder as store:/// and the file name as strip-security-header.xsl.
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    Figure 8-28   Choose post-processing 

     

    
      
        	
          Strip security header: The incoming requests contain a UsernameToken in the WS-Security header. In certain cases, if the WS-Security header has the mustUnderstand attribute set to true, the Web service being invoked might not be able to process the WS-Security header so that this token is removed before forwarding the request to the back-end service. DataPower provides a pre-designed stylesheet for this situation.

        
      

    

    11.	Click Commit.

    Content-based routing

    In this scenario, we want to use a less powerful infrastructure for order requests where the total amount of the order is under a threshold, as illustrated in Figure 8-29 on page 373. The back-end MQ queue is selected based on the total order amount, which is derived from the message content by calculating the unit price times the number of orders. 
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    Figure 8-29   Content-based routing

    There are several ways to accomplish content-based routing in DataPower:

    •	Matching rules can be used to select a specific processing policy, and within that policy, a back-end server is hard-coded in a routing action.

    •	From within a processing policy, an XPath Routing Table can be created, which uses a series of XPath expressions to determine the outbound URL.

    •	An XSL stylesheet can be used to generate the outbound URL.

    Dynamic back-end configuration

    A WS-Proxy can be either a static-back end or a dynamic-back end type:

    •A static-back end indicates support for a single remote server. If the type is static from WSDL, the back-end configuration is from the configuration source. This configuration creates a static back-end URL by rewriting the wsdl:service address with the Remote Endpoint Rewrite Policy during the configuration and at refresh time.

    •A dynamic-back end indicates support for multiple remote servers. The address of the target server is programmatically extracted from the client request by using extension elements. These servers are configured with the routing action in the processing policy. This setting utilizes either a DataPower variable, a stylesheet, or an Xpath expression to determine the back-end URL with which the XI50 communicates. Therefore, a single processing policy can utilize multiple protocols and destinations that are dynamically decided at run time.

    To perform a dynamic routing, the back-end type of the WS-Proxy must be dynamic-back end so that it informs the device that the back-end host and URL are subject to modification by the processing policy.

    Perform the following steps to configure WS-Proxy as a dynamic-backend type:

    1.	Click the Proxy Settings tab, as shown in Figure 8-30 on page 374.
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    Figure 8-30   Configure Web Service Proxy settings

    2.	From the Type list, select Dynamic Backend, as shown in Figure 8-31.
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    Figure 8-31   Defining the dynamic back-end behavior of WS-Proxy

    Configuring the Route action

    The Route action is used to select the desired back-end URL. There are three ways to select the back-end URL:

    •	Use Stylesheet to Select Destination: when this option is selected, the output from a designated stylesheet will be the destination URL. This option allows you to create an XSL stylesheet that includes the logic to determine and create the destination URL.

    •	Use XPath to Select Destination: When this option is selected, a table, which is referred to as an XPath Routing Map, of XPath/URL mappings is used to determine the back-end URL. For each row in the table, the XPath is evaluated; if it returns a non-empty nodeset, the associated URL is selected as the destination.

    •	Use Variable to Select Destination: This option allows you to specify a URL, which can be either the destination URL or the name of a DataPower variable that contains the URL.

    For this scenario, we use a stylesheet for content-based routing. To configure a Route Action, perform the following steps:

    1.	Open the processing rule that was defined for the order creation operation by clicking Processing Rules on the WSDL Policy Tree Representation page.

    2.	Drag a Route action icon and drop it after the AAA action, as shown in Figure 8-32.
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    Figure 8-32   Adding the Route action

    3.	Double-click the Route action icon to display the Configure Route (Using Stylesheet or XPath Expression) Action window.

    4.	For the Selection Method, select Use Stylesheet to Select Destination. Select the stylesheet to use, as shown in Figure 8-33.
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    Figure 8-33   Configuring the routing selection method

    Example 8-1 shows the stylesheet that was used.

    Example 8-1   The stylesheet used
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    <?xml version="1.0" encoding="utf-8"?>

    <xsl:stylesheet xmlns:xsl="http://www.w3.org/1999/XSL/Transform"  xmlns:dp="http://www.datapower.com/extensions" extension-element-prefixes="dp"  exclude-result-prefixes="dp" version="1.0">

      <xsl:template match="/">

      	<!-- select possible backend MQ Oueues -->

           <xsl:variable name="routeTable">

             <Services>

               <Service name="good"> <url>dpmq://ITSO.QM.ORDER/?RequestQueue=ITSO.QUEUE.ORDER.CREATE;ReplyQueue=ITSO.QUEUE.ORDER.CREATE.REPLY</url>

               </Service>

               <Service name="bad"> <url>dpmq://ITSO.QM.ORDER2/?RequestQueue=ITSO.QUEUE.ORDER.CREATE;ReplyQueue=ITSO.QUEUE.ORDER.CREATE.REPLY</url>

               </Service>

             </Services>

           </xsl:variable>	

    		

    <xsl:variable name="numberItem" select="/*[namespace-uri()='http://schemas.xmlsoap.org/soap/envelope/' and local-name()='Envelope']/*[namespace-uri()='http://schemas.xmlsoap.org/soap/envelope/' and local-name()='Body']/*[namespace-uri()='http://www.ITSOEnterprise.com/ITSOOrdering/' and local-name()='createOrder']/createOrder/lineItem/numberItem"/>

    <xsl:variable name="unitPrice" select="/*[namespace-uri()='http://schemas.xmlsoap.org/soap/envelope/' and local-name()='Envelope']/*[namespace-uri()='http://schemas.xmlsoap.org/soap/envelope/' and local-name()='Body']/*[namespace-uri()='http://www.ITSOEnterprise.com/ITSOOrdering/' and local-name()='createOrder']/createOrder/lineItem/unitPrice"/>

    				

    		<xsl:choose>

    		<xsl:when test="$numberItem*$unitPrice > 1000">	

    		<xsl:variable name="destURL" select="string($routeTable/Services/Service[@name='good']/url/text())"/>

    		<!--- --> <xsl:message dp:priority="debug">The routing-url: <xsl:value-of select="dp:variable('var://service/routing-url')"/></xsl:message> <!--- -->

    		<dp:set-variable name="'var://service/routing-url'" value="$destURL"/>

    </xsl:when>				

    		

    		   <xsl:otherwise>

                   <xsl:variable name="destURL" select="string($routeTable/Services/Service[@name='bad']/url/text())"/>

    			   <!--- --> <xsl:message dp:priority="debug">The routing-url: <xsl:value-of select="dp:variable('var://service/routing-url')"/></xsl:message> <!--- -->

                   <dp:set-variable name="'var://service/routing-url'" value="$destURL"/>

                </xsl:otherwise>

             </xsl:choose>

    </xsl:template>

    </xsl:stylesheet>
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    5.		Click Done to save the route action configuration.

    6.	Click Apply to save the entire configuration for the WS-Proxy.

    Increasing the priority level of the Ordering service

    Prioritization can place certain requests ahead of others. Because creating orders requires a higher-level quality than querying orders, we assign a higher priority to the Ordering operation.

    To assign a higher priority, perform the following steps:

    1.	Open the processing rule that was defined for WS-Proxy by clicking Processing Rules in the WSDL Policy Tree Representation page.

    2.	Click Priority of the ITSOOrdering Service, and for Operation Priority, select High, as shown in Figure 8-34.
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    Figure 8-34   Assigning high priority

    3.	Click Apply to save the changes.

    		Creating the queue manager object for MQ Connection

    A DataPower queue manager object acts as a reusable proxy between the DataPower appliance and an MQ Queue Manager, which resides on a remote WebSphere MQ server. The queue manager object is responsible for coordinating all communications between the DataPower appliance and WebSphere MQ. Follow these steps: 

    1.		Log in to the DataPower WebGUI.

    2.		On the Control Panel, click Objects → Network Settings → MQ Queue Manager, as shown in Figure 8-35.
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    Figure 8-35   Opening the MQ Queue Manager list page

    3.		On the Configure MQ Queue Manager page, click Add to create a new MQ Queue Manager object.

    4.		Configure the MQ queue manager, as shown in Figure 8-36:

    a.	Set Name to ITSO.QM.ORDER.

    b.	Set Host Name to the host name or the IP address where your queue manager is running, followed by a port number in parentheses. Your queue manager is listening on this port. We use 9.12.5.179(1515).

    c.	Set the Queue Manager Name to your queue manager’s name. We use the queue manager ITSO.QM.ORDER.

    d.	The Channel Name is prefilled with the system default channel name of SYSTEM.DEF.SVRCONN. Optionally, you can create a separate server connection channel and use it. We use SYSTEM.ADMIN.SVRCONN.

    [image: ]

    Figure 8-36   Configure MQ Queue Manager

    5.		At the top of the form in Figure 8-36, click Apply to create the queue manager connection object.

    8.4.2  Payment Web Service Proxy

    In this scenario, we configure a WS-Proxy for the payment process to off-load the security gateway functionalities from WebSphere ESB. In this scenario, we create a Web Service Proxy Service that intercepts the Web service calls to an external web service, which is provided by the Payment Company. The proxy has the following characteristics:

    •The HTTPS protocol is used to secure the communication between DataPower and the external web service.

    •The credit card number within the request SOAP message is encrypted.

    •The request rate is monitored and a notification action is taken when the request rate reaches a certain threshold.

    Figure 8-37 on page 380 shows the end-to-end processing sequence for the inbound and outbound traffic that includes the requesting payment process, DataPower, and external web service.
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    Figure 8-37   End-to-end processing for Payment Proxy

    In the following sections, we only describe how to configure field-level encryption and service-level monitoring. Refer to “Creating the Web Service Proxy” on page 356 for the configuration of WS-Proxy. 

    Field-level encryption

    Message encryption is used to provide privacy; intercepted messages cannot be read easily, if at all. By encrypting the message content, the privacy of the content becomes decoupled from the transport mechanism. For example, messages that are sent over an SSL connection are encrypted and, thus, have a certain degree of privacy, but after the message exits the SSL connection, no further privacy is provided. By encrypting the content of the message, the message can travel across transport boundaries, such as between HTTP and MQ, for example, and remain private.

    The DataPower device can encrypt all or part of the message content, in accordance with the relevant specifications. This function might be useful when a message passes through intermediate handlers. The intermediaries can read only those parts of the message that relate to them but not the whole message. This approach can help with routing, for example.

    A message is encrypted with the recipient’s certificate, so that only the recipient can decrypt the message using the corresponding private key, which only the recipient possesses.

    To configure field-level encryption, perform the following steps:

    1.	Open the processing rule that is defined for WS-Proxy by clicking Processing Rules in the WSDL Policy Tree Representation page, as shown in Figure 8-38.
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    Figure 8-38   Opening Processing Rules

    2.	Drag and drop the Encrypt action icon, as shown in Figure 8-39.
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    Figure 8-39   Drag and drop the Encrypt action

    3.	Double-click the Encrypt action icon to display the Configure Encrypt Action window.

    4.	For Message Type, choose Selected Elements (Field-Level). Notice that after you make this choice, a new field, Document Crypto Map, appears, as shown in Figure 8-40.
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    Figure 8-40   Configuring the Encrypt Action Message Type as field level

     

    
      
        	
          Document crypto map: The document crypto map is used to tell the encryption action how to find the elements to encrypt. Because the document is in XML, the most natural way of selecting the target elements is with an XPath expression. The document crypto map represents a collection of XPath expressions that are executed to find the target elements to encrypt. Because we want to encrypt the <cardNumber> element, we create a document crypto map that contains this XPath expression.

        
      

    

    5.		Click the plus sign (+) next to the Document Crypto Map drop-down menu. The Configure Document Crypto Map page appears.

    6.		Type a Name for the document crypto map. 

    7.	Click Xpath Tool next to the XPath Expression field for guidance to build the XPath expression, as shown in Figure 8-41. The “Build XPath Expression from sample XML File” page appears.
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    Figure 8-41   Opening XPath Tool for guidance to build the XPath expression

    8.	For URL of Sample XML Document, browse for the sample XML file, PaymentRequest.xml. The page refreshes with the Content of sample XML file section filled with the selected sample XML file.

    9.	Click the cardNumber element of the sample XML File. The Xpath expression is automatically generated in the Selected XPath Expression box, as shown in Figure 8-42.
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    Figure 8-42   Building the XPath expression

    10.	Click Done to save the XPath expression.

    11.	Click Apply to save the document crypto map.

    12.	For Recipient Certificate, browse for orderskeys, as shown in Figure 8-43.
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    Figure 8-43   Selecting the recipient certificate

    13.		Click Done to save the changes to the Encrypt action.

    14.		Click Apply to save the changes to the WS-Proxy.

    Configuring the service-level monitor

    ITSO Enterprise IT Department services often require a specific level of quality in terms of response time, throughput, and availability. The IT infrastructure has to provide a means to measure the current status and react appropriately if the specified thresholds of the indicators are reached, thus ensuring the QoS that is expected by the customers.

    The service-level monitoring (SLM) capabilities in DataPower offer the following benefits:

    •Avoiding abuse and overuse of services and secure services from denial-of-service (DoS) attacks

    •Enforcing service-level agreements (SLAs)

    •Differentiating between users with varying needs for service quality

    •Defining actions to be taken if thresholds for indicators are reached, for example, sending notifications if there is bad response time or too many error messages from the back end

    •Optimizing response times and sharing resources adequately among the parties that access the services

    In this scenario, we monitor the request rate of the payment verification service, because ITSO Enterprise pays a certain amount of money for every request. We configure an SLM request rule, which counts all user transactions during the specified interval. After reaching the defined limit during an interval, the SLM request rule enforces the defined action. 

    To configure a SLM request rule, follow these steps:

    1.	On the Configure Web Service Proxy page, click the SLM Policy tab, as shown in Figure 8-44.
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    Figure 8-44   SLM Policy tab

    2.	Navigate to the appropriate level of the WSDL tree and click Request, as shown in Figure 8-45.
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    Figure 8-45   SLM Request rule

    3.	In the SLP Request Input box, define the request rule (Figure 8-45).

    4.	Click Apply.

    8.4.3  Creating a multi-protocol gateway

    A single multi-protocol gateway can support the definitions of multiple front-side handlers. Data can be input to the DataPower XI50 using separate protocols. To implement Scenario 2, we create a multi-protocol gateway with two front-side handlers: MQ and HTTP.

    To create a new Multi-Protocol Gateway, follow these steps:

    1.	Log in to the ITSOEnterprise domain. 

    2.	Click the Control Panel link to display the Control Panel.

    3.	Click the Multi-Protocol Gateway icon, which is located on the top row of service icons, as shown in Figure 8-46.
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    Figure 8-46   Control Panel

    4.	On the General Configuration page, configure the general settings as described:

    a.			In the Multi-Protocol Gateway Name field, type OrdersMPG.

    b.	For Type, select dynamic-backend. In this type, the dynamic back end, back-end server, and port are determined by the stylesheet in a policy action.

    After applying the changes, the General Configuration section is shown in Figure 8-47.
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    Figure 8-47   General Configuration section

    5.	Next, we configure the front-side handler settings by creating two front-side handlers: the MQ Handler and the HTTP Handler. To create the MQ Front Side Handler, perform the following steps:

    a.	On the Front side settings window, click the plus sign (+) and select MQ Front Side Handler from the list. The Configure MQ Front Side Handler window opens, as shown in Figure 8-48.
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    Figure 8-48   Configure MQ Front Side Handler window

    b.	On the Configure MQ Front Side Handler window, enter the following information:

     •	For Name, type MQFSH_ITSO_JMS.90045.

     •	For Get Queue, type ITSO.JMS.90045.QUEUE.

    c.	In the Queue Manager field, click the plus sign (+) and select MQ Queue Manager, as shown in Figure 8-49 on page 388.
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    Figure 8-49   Configure MQ Queue Manager

    d.	In the Configure MQ Queue Manager window (Figure 8-49), enter the following information:

     •	For Name, type WAREHOUSE.AGENT.QM.

     •	For Host Name, type 9.5.12.213(1414).

    e.	Click Apply.

    f.	Select WAREHOUSE.AGENT.QM from the drop-down box.

    g.	Click Apply.

    6.	Add the newly created MQ Front Side Handler MQFSH_ITSO_JMS.90045 to the list of Front Side Handlers by clicking Add on the Front side settings window.

    7.	Next, we create the HTTP Front Side Handler: 

    a.	On the Front side settings window, click the plus sign (+) and select HTTPfront side handler from the list that is shown. The window that is shown in Figure 8-50 opens.
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    Figure 8-50   Configure HTTP Front Side Handler

    b.	In the Configure HTTP Front Side Handler window (Figure 8-50), enter the following information:

     •	For Name, type SupplierHTTP.

     •	For Port Number, type 1234.

    c.	Click Apply.

    d.	Add the newly created HTTP Front Side Handler SupplierHTTP to the list of front-side handlers by clicking Add of the Front side settings window.

    At this point, we have created two front-side handlers and they appear in the Front side settings window, as shown in Figure 8-51.
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    Figure 8-51   Front side settings window

    8.	We need to create the Gateway Processing Policy. Perform the following steps to create this policy:

    a.	On the  Configure Multi-Protocol Gateway window, click the plus (+) sign next to Multi-Protocol Gateway Policy.

    b.	For the policy name, type OrdersTestMPG_Policy1.

    After creating the Gateway Processing Policy, we need to create three rules for this policy: one rule for handling Web service requests, a second rule for polling messages from a queue, and a third rule for “match all”, which simply echoes the message. 

    9.	Create SupplierWSRule. SupplierWSRule encrypts the messages and routes them to a supplier-provided endpoint, which is, in this case, is http://9.12.5.225:8088/SOAPNodesSampleMessageSetSOAP_HTTP_Service. Use the following steps:

    a.	Create a new rule by clicking New Rule. The window in Figure 8-52 opens.

    b.	For the Rule Name, type the rule SupplierWSRule.

    c.	For Rule Direction, select Client to Server.

    d.	Create the processing actions Encrypt, Route, and Results. Complete and save the rule, as shown in Figure 8-52 and Figure 8-53.
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    Figure 8-52   Create SupplierWSRule
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    Figure 8-53   Create the processing actions

    10.	Create MQRule. MQRule polls messages from the MQ queue ITSO.JMS.90045.QUEUE, encrypts them, and routes them to the supplier-provided MQ endpoint, which, in this case, is ITSO.JMS.90045.SUPPLIER.QUEUE. Perform the following steps:

    a.	Create a new rule by clicking New Rule.

    b.	For Rule Name, type MQRule.

    c.	For Rule Direction, click Client to Server.

    d.	Create the processing actions Encrypt, Route, and Results. Complete and save the rule, as shown in Figure 8-54 and Figure 8-55.
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    Figure 8-54   Create MQRule
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    Figure 8-55   Create the processing actions

    11.	Create OrdersTestMPG_Policy1_rule_0 using the following steps:

    a.	Create a new rule by clicking New Rule.

    b.	For the Rule Name, type OrdersTestMPG_Policy1_rule_0.

    c.	For the Rule Direction, select Both Directions.

    d.	Create the processing actions Match and Results. Complete and save the rule, as shown in Figure 8-56.

    [image: ]

    Figure 8-56   Create OrdersTestMPG_Policy1_rule_0

    After all three rules have been created, the gateway policy OrdersTestMPG_Policy1 shows three rules, as shown in Figure 8-57.
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    Figure 8-57   Three rules shown

    12.	Configure the User agent settings. On the User Agent settings window, click the SSL Crypto Profile drop-down list box and select PaymentClientCryptoProfile, as shown in Figure 8-58.

    [image: ]

    Figure 8-58   Select PaymentClientCryptoProfile

    13.	Click Apply in the upper left of the Configure Multi-Protocol Gateway window to create and save the OrdersMPG service, as shown in Figure 8-59.

    [image: ]

    Figure 8-59   Configure Multi-Protocol Gateway window

    After the service is fully configured, the OrdersMPG service is listed on the Configure Multi-Protocol Gateway window, which is shown in Figure 8-60.

    [image: ]

    Figure 8-60   Configure Multi-Protocol Gateway window

    8.5  Summary

    This chapter described two scenarios: the Order Service is exposed to external partners and customers by implementing a Web Service Proxy and securing order fulfillment and status messages is achieved by implementing a Multi-Protocol Gateway. 
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Conclusion

    In this book, you have traced the service-oriented architecture (SOA) adoption path of the ITSO Enterprise company. You have seen how this company went from a siloed approach to data access and to an environment of governed accessibility and reusable business services. ITSO Enterprise freed itself from a batch dependency and can now execute critical business functions in real time. The services that the company has built position the company well, for maximum return on investment (ROI) and reduction in implementation times as ITSO Enterprise adds more and more projects to the SOA. This is Smart SOA.

    We discuss the following topics in this chapter:

    •9.1, “Benefits of Smart SOA” on page 396

    •9.2, “Business achievements” on page 396

    •9.3, “What is next for ITSO Enterprise in the Smart SOA ladder” on page 398

    •9.4, “Resources” on page 398

    9.1  Benefits of Smart SOA

    Smart SOA does not make a company wait until an ideal architectural end state is achieved to derive benefits. Instead, Smart SOA maintains a focus on business needs and pain points throughout its path to maturity. This approach allows enterprises to take incremental steps through the adoption of proven patterns, and gain immediate value at each stage while progressing toward the most flexible and agile architecture possible. 

    Smart SOA techniques provide increased responsiveness and flexibility to handle new customer demands, market conditions, competitive threats, government regulation compliance, and acquisitions. It places a greater emphasis on reuse to reduce and contain the cost of creating business solutions rapidly. In addition to the reuse value of enterprise-wide services, it also emphasizes the SOA business value of increased flexibility and agility.

    9.2  Business achievements

    We have illustrated two distinct paths to SOA adoption at this one company. First, a programmatic path of new development allows ITSO Enterprise to build a foundation for additional business optimization capabilities, such as business process management (BPM), complex event processing, and business rules management. Second, an organic path evolved its existing investments and technical capabilities into a service-oriented environment with maximum efficiency. 

    Each step in these paths offers unique and tangible business benefits, from the straightforward cost and quality improvements of Managed File Transfer, to the innovative customer relationship enhancements that are provided by real-time situational awareness. Smart SOA’s intelligence is realized by its ability to achieve significant business results that are enabled by state of the art technology.

    9.2.1  Achievement from scenario 1

    In Chapter 2, “Service Enablement pattern” on page 23, ITSO Enterprise achieved a single view of customers’ data in real time. Multiple data sources were updated through a single aggregated service. The solution was implemented through the Smart SOA Service Enablement pattern. This category of pattern addresses the problem of encapsulating functionality and presenting it through a service-oriented interface. It enables the implementation of an enterprise service bus (ESB) that delivers access to services derived from functionality implemented using diverse technologies across the enterprise and to present a single, consistent view of these services to the service consumers. This approach creates a number of business benefits, including improved customer serviceability, better data quality presented to the customer, and ultimately reduced operating costs in the enterprise.

    9.2.2  Achievement from scenario 2

    In Chapter 3, “Service Enablement pattern: Enterprise Content Management System” on page 75, ITSO Enterprise achieved service enablement of its enterprise contents. This capability allows ITSO Enterprise to access the enterprise content through exposed services. The solution was implemented through the Smart SOA Service Enablement pattern. In this scenario, ITSO Enterprise went a step further by building a complex service facade using richer features, such as adapter integrations in ESB. This pattern is often used to build higher-level business or enterprise services from lower level IT services, components, or fine-grained application function. Through the service enablement of access to digitized documents, ITSO Enterprise has laid the foundation for moving costly manual document handling processes to more efficient, cost-effective automated processes that can be accessed through many channels.

    9.2.3  Achievement from scenario 3

    In Chapter 4, “Service Reuse and Governance pattern” on page 149, ITSO Enterprise was able to leverage its previous investments in adding new business capability to its IT ecosystem. Existing services were used by new users and the access to these services was governed by using a runtime governance model that was implemented through WebSphere Services Registry and Repository. This capability helped ITSO Enterprise reuse an existing application functionality within an enterprise, hence reducing the overall application maintenance costs, and making the functionality available to a wide variety of users.

    9.2.4  Achievement from scenario 4

    In Chapter 5, “Message Privacy Enforcement pattern” on page 201, ITSO Enterprise ensured the integrity and confidentiality of its sensitive data while in transit between applications in the environment. This capability helped ITSO Enterprise to comply with its industry’s security standard (similar to Payment Card Industry Data Security Standard (PCI DSS)). It was done without code changes to its applications, and introduced minimal overhead to its transaction processing times. 

    9.2.5  Achievement from scenario 5

    In Chapter 6, “Enterprise Messaging and File Backbone pattern” on page 233, ITSO Enterprise introduced Managed File Transfer capabilities to its environment. By consolidating its file movement and providing auditing and integrity, ITSO Enterprise has reduced its overall integration costs, and it has been able to improve the quality of service for the dependent business activities that rely on these files. ITSO Enterprise has also laid the groundwork to start migrating scheduled, latent batch processing to real-time business services.

    9.2.6  Achievement from scenario 6

    In Chapter 7, “Evolve to SOA pattern” on page 317, ITSO Enterprise took a step further and implemented an end-to-end inventory management and supplier ordering automation system. This system was implemented using Smart SOA file processing and protocol conversion patterns. WebSphere Message Broker was used as an ESB to implement the listed patterns.

    By connecting its file-based processing with its real-time integration layer, ITSO Enterprise has further enabled the reuse of existing assets in its infrastructure and taken the benefits of Smart SOA to the world of file-based processing.

    9.2.7  Achievement from scenario 7

    In Chapter 8, “Hybrid Bus pattern” on page 353, ITSO Enterprise focused on providing protection from data tampering. ITSO Enterprise focused on authentication, authorization, encryption, and non-repudiation functionality to the existing ESB services. This step allowed ITSO Enterprise to extend the reach of its existing services to more highly secure internal channels, and in the future, this capability can be the groundwork for opening up partner channels for further service reuse and the potential for new revenue sources through a cloud-based delivery of services.

    9.3  What is next for ITSO Enterprise in the Smart SOA ladder

    ITSO Enterprise took a organic approach to maximize the efficiency of its existing infrastructure. Now, ITSO Enterprise has established an excellent Smart SOA foundation, which will help it to grow and adapt seamlessly in the future.

    Using the Smart SOA patterns, ITSO Enterprise has achieved the following benefits:

    •Reduced spending on redundant development and support through the implementation and reuse of services and other IT functions 

    •Increased efficiencies through the deployment of the correct reusable services

    •Enhanced clarity of business ownership responsibilities and governance

    •Reduced manual tasks and administration by introducing automation

    After fulfilling the foundational requirements, ITSO Enterprise has to look beyond and identify ways to dynamically implement and manage the business processes of its organization. This approach will help ITSO Enterprise to survive in the ever-changing competitive market, where the company has to closely watch and govern its business processes.

    Business process management (BPM) combines business processes, information, and IT resources, aligning an organization’s core assets—people, information, technology, and processes—to create a single integrated view, with real-time intelligence, of both its business measurements and IT system performance.

    BPM will enable ITSO Enterprise to be flexible and responsive to ever-changing on-demand business through the optimization and automation of the business processes to perform these tasks:

    •Identify and eliminate redundancies and bottlenecks

    •Decouple business integration logic from its underlying implementation code

    •Increase portability and decrease maintenance cost by being based on industry standards

    •Automate process implementation and eliminate manual deployment tasks

    •Execute new business rules and processes immediately

    •Visualize actual process performance against key performance indicators

    •Pinpoint future process improvements

    To get more details about IBM offerings in the BPM area, refer to this website:

    http://www-01.ibm.com/software/info/bpm/

    Also, you can refer to the industry-accepted BPM pattern, which is discussed in Patterns: SOA Foundation - Business Process Management Scenario, SG24-7234.

    9.4  Resources

    There is no doubt that the landscape of enterprise application integration is an increasingly complex space, and without good guidance, solutions can be daunting. The approaches outlined in this book are intended to help give you that map to SOA success. These patterns and methods are based on the experience of IBM and the thousands of clients with which we have partnered to realize that success. For more information and to connect with our experts, visit the resources that are listed in Table 9-1.

    Table 9-1   IBM resources for Smart SOA

    
      
        	
          Topic

        
        	
          References

        
      

      
        	
          IBM SOA

        
        	
          http://www-01.ibm.com/software/solutions/soa/index.html

        
      

      
        	
          WebSphere Application Integration

        
        	
          http://www-01.ibm.com/software/websphere/products/appintegration/

        
      

      
        	
          developerWorks SOA

        
        	
          http://www.ibm.com/developerworks/webservices/

        
      

      
        	
          Global WebSphere community

        
        	
          http://www.websphereusergroup.org/

        
      

    

  
[image: ]
[image: ]

Additional material

    This book refers to additional material that can be downloaded from the Internet as described in the following sections. 

    Locating the web material

    The web material associated with this book is available in softcopy on the Internet from the IBM Redbooks web server. Point your web browser at:

    ftp://www.redbooks.ibm.com/redbooks/SG247944

    Alternatively, you can go to the IBM Redbooks website at:

    ibm.com/redbooks

    Select the Additional materials and open the directory that corresponds with the IBM Redbooks form number, SG247944.

    Using the web material

    The additional web material that accompanies this book includes the following files:

    File name	Description

    SG247944_Ch4.zip	Zipped configuration files and programs used in Chapter 4

    SG247944_Ch5.zip	Zipped configuration files and programs used in Chapter 5

    SG247944_Ch6.zip	Zipped configuration files and programs used in Chapter 6

    SG247944_Ch7.zip	Zipped configuration files and programs used in Chapter 7

    System requirements for downloading the web material

    The Web material requires the following system configuration:

    Hard disk space:	10 MB minimum

    Operating System:	Windows/Linux

    Downloading and extracting the web material

    Create a subdirectory (folder) on your workstation, and extract the contents of the web material .zip file into this folder.

     

  
    Related publications

    The publications listed in this section are considered particularly suitable for a more detailed discussion of the topics covered in this book.

    IBM Redbooks publications

    The following IBM Redbooks publications provide additional information about the topic in this document. Note that some publications referenced in this list might be available in softcopy only. 

    •Patterns: SOA Foundation - Business Process Management Scenario, SG24-7234

    •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 1: Development, SG24-7608

    •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 2: Scenario, SG24-7642

    •Getting Started with IBM WebSphere Process Server and IBM WebSphere Enterprise Service Bus Part 3: Run time, SG24-7643

    You can search for, view, download or order these documents and other Redbooks, Redpapers, Web Docs, draft and additional materials, at the following website: 

    ibm.com/redbooks

    Online resources

    These websites are also relevant as further information sources:

    •IBM Smart SOA website:

    http://www.ibm.com/software/solutions/soa/

    •IBM WebSphere Service Registry and Repository features:

    http://www-01.ibm.com/software/integration/wsrr/features/index.html?S_CMP=wspace

    •IBM WebSphere Application Server Network Deployment website:

    http://www.ibm.com/software/webservers/appserv/was/network/

    •IBM WebSphere MQ website:

    http://www-01.ibm.com/software/integration/wmq/

    •IBM WebSphere MQ File Transfer Edition website:

    http://www-01.ibm.com/software/integration/wmq/filetransfer/

    •IBM DB2 website:

    http://www-01.ibm.com/software/data/db2/

    Help from IBM

    IBM Support and downloads

    ibm.com/support

    IBM Global Services

    ibm.com/services

  
    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

    Smart SOA Connectivity Patterns: Unleash the power of IBM WebSphere Connectivity Portfolio

  
    Smart SOA Connectivity Patterns

    Unleash the Power of IBM WebSphere Connectivity Portfolio

     

    Learn how to unleash the power of WebSphere Connectivity Portfolio

Experiment with real-life scenarios within the business context

Understand the Smart SOA connectivity patterns

    This IBM Redbooks publication provides you with a path to demystify the complexity of adopting a service-oriented architecture (SOA) approach to integrating applications and services. With an iterative evolution of a fictitious company, which is called ITSO Enterprise, we demonstrate several scenarios about how we can implement an IBM Smart SOA approach that helps ITSO Enterprise to achieve its business goals to be a global interconnected enterprise, one step at a time.

    It is not our intention to dive into the extremely technical details of every product or to tell you specific solutions for specific problems, but rather, to advise you about how to look at these problems from a business context perspective and then to provide you with a concise deployment using the IBM WebSphere Connectivity portfolio of products to easily address them.

    This book will be a reference for IT Specialists and IT Architects working on implementing Smart SOA solutions using the IBM WebSphere Connectivity portfolio of products at client sites, as well as for decision makers, IBM employees, IBM Business Partners, and IT Managers.

    Back cover

    Acrobat bookmark 

  OPS/images/7944ch06.13.1.017.jpg





OPS/images/7944ch06.13.1.016.jpg





OPS/images/7944ch04.11.1.79.jpg
Ctri+ak+D

38 rwskFows (Co Buld Activiies ﬂ:l Properties ﬂ‘; Problems || %5 Restartn Debug
% © Restart CubstR

& Restartn Profle

- stop Cubstes

0 Publsh Cubse)
Clean.

‘Monkaring &






OPS/images/7944ch06.13.1.015.jpg





OPS/images/7944ch04.11.1.78.jpg
uid Activties | %5 Debug Curbs 4D

13

L.






OPS/images/7944ch06.13.1.014.jpg





OPS/images/Ch3_MedFlow_24.gif
< Response | M,

Error.

] 1500rderQueryPartner

queryOrder

TraceResponse  Responsehap

i

oo

Fail Response

(Z) CsRQueryOrder

4 aueryorder





OPS/images/7944ch06.13.1.013.jpg





OPS/images/Ch5-Fig41.gif
| pate modfied | Type

|1 TSONEW.INVENTORY  6/29/2011 11:25 M CSV il
5] TSONEW.INVENTORY  6(29/2011 11:25 M GO File





OPS/images/Ch3_MedFlow_23.gif
Slacheck- ety Disgam [ msocraiacteck |

wseiap_res_L

Mapres i PP P &

ofiter..>

queryOrderResponse.

eryOrderResponse [1..1]

<anonymous>

X ol BESB B

= )body
% <Clcktofiter..>

) ] queryorderResponss

queryOrderResponse [1..1]

IT50QueryOrderResponse

e~

[€] queryOrderRespon:





OPS/images/7944ch06.13.1.012.jpg





OPS/images/7944ch06.13.1.166.jpg
Name ~ Date modfied Type

| ITSOCHLINVENTORY  6(29/2011 11:25PH  CSV il
7] ITSOCHLINVENTORY  6(29/2011 11:25 M GO File






OPS/images/Ch3_MedFlow_22.gif
4 New XML Map

Specify Message Types
Select Input and Output Message Type

Message Raok; =

Input Message Body: | queryOrderResponse.

[rovee]

Output Message Body: | queryOrderResponseisg

[Bome]






OPS/images/Ch5-Fig22.gif
<

S

= N
store.allanta.tso.com
‘QueueManager
STORE ATLANTAGM

N

store.chitaGotso.com
‘QueueManager x
STORECHICAGO.OM
.

store newyorkitso.com
QueueManager
STORE NEWYORK QM

5
8
e

‘warehouse itso.com
QueueManager
WAREHOUSE AGENT.QM





OPS/images/7944ch06.13.1.169.jpg
Name |Datemodfied | Type
) ARcrve 6/28/2011 S:11PM File Folder
0w 62812011 5H10PM Fil Folder
[ mso.wentorv 20110629 ejzsjennt 11:27pm_ csvrie]






OPS/images/Ch3_MedFlow_21.gif
4 New XML Map

T 3
Namespace: http://ITSOCSRSLACheckxsltjResponseMap_re efault
Name: 2esponseMap_res_1






OPS/images/Ch5-Fig21.gif
Managed File Enterprise JavaMessage HTTPand
Transfer Messaging Service Web 2.
IBM WebSphere MQ Family
Publishand SOAPand Low-Latency Mobile and
Subscribe Web Services Messaging Telemetry





OPS/images/Ch5-Fig42.gif
) MQ Explorer - Content £

Transfer Log

Source.

Destination

Completion State.

Started (Americaliiew_York)

STORE ATLANTA.QM
STORE ATLANTA.QM

STORE ATLANTA.QM

STORE.CHICAGO.QM

STORE.CHICAGO.QM

STORE.CHICAGO.QM

WAREHOUISE, AGENT.QM

[cal] ESeripts\WAREHOUSE|concatenate.xmi
£l WAREHOUSE.AGENT.QM

[cal] ESeripts\WAREHOUSE|concatenate.xmi
STORE.NEWYORK.QM

STORE.NEWYORK,QM

STORE.NEWYORK.QM

WAREHOUISE, AGENT.QM

[call] E:\Scripts\WAREHOUSE}concatenate. xml

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

Successful
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successful

6/29/11 11:25:20 PH EDT
6/29]11 11:25:21 PHEDT
6/29]11 11:25:22 PHEDT
6/29/11 11:25:25 PMEDT
6/29]11 11:25:27 PHEDT
6/29]11 11:25:27 PHEDT
6/29/11 11:25:50 PMEDT

6/29/11 11:25:50 PMEDT

6/29/11 11:26:55 PH EDT
6/29/11 11:26:57 PHEDT
6/29/11 11:26:57 PHEDT
6/29/11 11:27:50 PMEDT





OPS/images/7944ch06.13.1.019.jpg





OPS/images/7944ch06.13.1.018.jpg





OPS/images/7944ch04.11.1.84.jpg





OPS/images/7944ch06.13.1.020.jpg





OPS/images/7944ch06.13.1.163.jpg





OPS/images/7944ch04.11.1.83.jpg





OPS/images/7944ch06.13.1.162.jpg





OPS/images/Ch3_Testing_5.gif
&2 Task Flows | €2 Buid Activties | = Properties (2. Problems | 5 Server Logs | 4t servers | ] Console 03

WebSphere ESB Server v7.5 a locahost (Websphere Appication Server v7.0) B
00000004 SibMessage I [:] CVSIDOO20I: Configuration reload is complete for
00000004 Core I CUSCA3009I: The SCA module "ITSOCSRSLAChecklpp” is o
00000004 Core I CUSCA3010I: The SCA module started successfully.
00000004 Core I CUSCA30371: The ITSOCSRSLACheckApp Service Component
00000004 webapp I com. ibn.vs. vebcontainer . uehapp. UehGroupTupl VebGroup =
0000000 WASSessionCor 1 SessionContextRegistry getSessionContext SESNOL76I: U3
00000004 servier I com.ibm.vs.vebcontainer.servlet.Servietrapper init SF
00000004 WASkxiszExten I  WSUS70371: The /sca/CSRQueryOrderExportl URL patterr
00000004 webcontainer I com.ibm.us.vsvebcontainer.VirtualHost addieblpplicatic
00000004 hetivationSpe I J2CA02911: Application ITSOCSRSLACheckipp#ITSOCSRSLS
00000004 SibMessage I [:] CWSIVO777I: A connection to messaging engine onc
00000004 letivationSpe I  J2CA0S5231: The Message Endpoint for AetivationSpec s
00000004 Applicationty & USVR02211:[Application started: ITSOCSRSLACheckipp
00000004 CompositionUn & USVRO1911: Composition unit WebSphere:cuname=ITSOCSE






OPS/images/Ch5-Fig39.gif
|patemodfied [ Type

|| TSOATLINVENTORY  6/29(2011 11:24PM  CSVFile
7] TSOATLINVENTORY  6/29(2011 11:24PM  GOFile





OPS/images/7944ch04.11.1.81.jpg
E-]

B (5 ITSOCSRSLACheckipp [Started, 5ynchronized]

85 Tosk Fows | 2 Buld Activtes | 1 ropeties [ Problems | £ Server Logs M‘





OPS/images/7944ch06.13.1.164.jpg





OPS/images/Ch3_Testing_3.gif
# Add and Remove. ..

Add and Remove

Avalable:

Modfy the resources thet are configured on the server

Move resources to the right to configure them on the server

=&

Configured

dd > !

serveris started, publsh changes immediately

dd Al >>






OPS/images/7944ch06.13.1.161.jpg





OPS/images/7944ch06.13.1.160.jpg





OPS/images/Ch3_MedFlow_15.gif
4 New XML Map.

Specify Message Types
Select Input and Output Message Type

Message Raok; =

Inpu Message Body: | queryOrderRequestisg

(Bome]

Output Message Body: | queryOrderResponseisg

(Bovee]






OPS/images/Ch3_MedFlow_13.gif
RsLACheck

Assembly Diagram | T3, *ITSOCSRSLACheck

QueryOrderTOOrderQuery_req_t

ueryOrderTOOrderQuery_req_1 N RIEEECE]

boy  ueryOrderReauestitsg | = [ body

Cickto iter...> o <Clektofiter..>

FloueryOrder  [1.4]  <Ananymous> | & Elaveryorder

(] customertD [1..1] ink TR | = E e
(€] orderRefer






OPS/images/Ch3_MedFlow_12.gif
- New XML Map

Specify Message Types
Select Input and Output Message Type

Message Raok; =

Inpu Message Body: | queryOrderRequestisg

o]

Output Message Body: | queryOrderRequest

(o]






OPS/images/Ch3_MedFlow_11.gif
# New XML Map

Create an XML Map =
L 10p 1 s o ransorn ot bt s ndtrget | KL
ettt =
Namespace: hittp:{{ITSOCSRSLACheckixslt/CSRQueryOrderT| efault
o [t e
e ooy 1o L






OPS/images/Ch5-Fig49.gif
1 databaselogger.properties.

‘wmafte.queue. manager=ITSO.FILE.COORDINATION.QM
wmafte.database.name=FTELOG
wmafte.database.driver=C\:\\db2\\java\\db2jcc jar





OPS/images/Ch3_MedFlow_9.gif
£2 Task Flows | (2 Build Activities [ Properties £ (2 Problems | 5 Server Logs | 44 Servers
(& s1A Endpoint Lookup : SLAEndpointLackup

Description
ot Registry Name: <Use defaul regitry>
Details
Consumer I OrderqQueryConsumerCsRAccount
Advanced

Promatable Properties

Context I

CSRQUeryOrdersLA

Endpoint Classificaton;

ttpjomnom. comfxmin{prodserviceregistryj 1 /GovernanceProfilTaxonomy #Production






OPS/images/Ch5-Fig51.gif
A Edit XA Resource

e Frece
swictrie =

XAOpenString: db=FTELOG, vid=wmquser, pwd=wmauser, toc

xacksesiog

Theadorconel rocess =






OPS/images/Ch3_MedFlow_8.gif
&5 Task Flows | €0 Buid Activities. o=l L2 Problems | £5) Server Logs | 4% Servers.

£5) Message Logger : MessageLog
Description
Terminal Root

DEtas Transaction mode:
Promatable Properties

Logging type:
Data source name:

Handler:

Joody

Same

Database

jdbc/mediationjmessageLog

com b, s, sibx.medietion primitives logger WESBFietander






OPS/images/Ch3_MedFlow_7.gif
@) CsRQueryOrder
4 queryorder

[ e

wo

CoRQUeryOrderToord,

S ) s b
Wessaglon SUEndporiosup
[
]

Fal

3 mso0rderquery.
% queryorder

(2 C5RQueryOrde

4 aueryorder





OPS/images/7944ch06.13.1.179.jpg





OPS/images/7944ch04.11.1.73.jpg
22 Task Flows | (2 Buid Activities | [ Properties 52 [2 Problems | {5 Server Logs | 414 Servers.
[T Trace : TraceRespanse

Description

Terminal Ensbed

Details Destination: [Fie
Erometatle Propeties Flepath: [ CTracelTraceFle.bxt
Message: [0k, {1}, 2k, O, 4%, 5+

Root path: [/






OPS/images/7944ch06.13.1.174.jpg
Transfer Log

[souce [ Destinetion T Completion state | started (Amercajiiew.
STORE ATLANTA.QM Successful  6/30/11 3:38:20 AM EOT
[call) E:\Scripts|ATLANTAltransfer . xml Successful
[ STOREATLANTA.QM WAREHOUSE AGENT.QM  Successful  6/30/11 amEDT
=] STORE.ATLANTA.QM Successful 6130711 3: AMEDT
STORE.ATLANTA.OM WARFHOUSE . AGENT.OM __ Failed 6/30/11 3:39:21 AMEDT






OPS/images/Ch3_MedFlow_18.gif
check » (@ csRaueryorder » 3 queryorder

% Request | <1 Resporse | %, Enor|

Trace.
Printive

@ cRaueryc
% queryorder

3 rrsoordercuenyparner | 09

> bb

oo

38 vy B

cation TraceResponse  Responsehap





OPS/images/7944ch06.13.1.173.jpg





OPS/images/Ch3_MedFlow_17.gif
Acheck » (3 CsRQueryorder » 4 aueryrder
L

cston
fon @ csrquenorder | [ o

4 queryorder
2 Messagelog
idator
bl

&

StagndpointLookup

6> e, |Emsoo

 quenc

CoRQUeryOrderToord,

Noateh

3 S .3

Fail





OPS/images/7944ch06.13.1.176.jpg
1BM WebSphere MQ

 Introuction

 License Agreement

» Install Feature Set
Choose Install Folder
Queue Manager
Queue Manager Detalls
PreInstallation Summary
Instaling
Install Complete

Complete installation
Seleot this option o instal the WebSphars MO Explore plugin.
Adminisation Taols and Dacumentation festures.

Remote Tools
Seleot this option o Install emate admiistation ools.

Database Logger

Selecthis aption t install an optional companent that allon log
mestages tobe Aored n 3 DB2 o Diacl databaze. EMherinctal i
componant on the coordination qmafs stem. oron a system that has
£upported M3 amarwth connactity 1o the oordinaton ama.

Custom

Selestths option to Intal individusl festures






OPS/images/Ch3_MedFlow_16.gif
@) IT50CSRSLACheck - Assembly Disgram | T2, ITSOCSRSLACheck | NoMakeh_req_t 23

% NoMatch_req_t

1 PP s e R e BE SR E
aueryOrderRequestitsg = &body aqueryorderh
> o <Cliktofiter..>
der [11] <anonymous> & 4] queryOrderResponse (1,1 <Anonyman
oD (] it Fgove - 5[] queryOrderResponse [1.1] 1T50Query0
B (€] cstomerD ol
EELEEa &l cstomerType (1] _staing
€] costomertiome[1..1] _staing
(€] orders {071 150Queryo

< i | >

8 Task Flows | & Buld Activiies | I Properties 22 [2 Problems | 3 server Logs | 414 Servers| # =

Transform - Assign

Value: | [ 40 MATCH FOUND #+++

General






OPS/images/Ch5-Fig47.gif
i el repy |- K forwer| | rcive| | k] | € et

Transfer Daily Inventory 72cBdbf6 failed! 339 M

atlantsadmin@itso.com other actons

Transfer of Inventory file FAILED: Transfer Daily Inventory 72c8dbf6 from
agent STORE .ATLANTA.QWGSTORE .ATLANTA.QN to agent
WAREHOUSE . AGENT .QH@WAREHOUSE .AGENT O has failed with return code: 48






OPS/images/7944ch06.13.1.170.jpg
P\ )| - ITSOIWENTORY.FILES ~ WAREHOUSE - IWWIT ~ &3 [Search

Orgenize v Inchdeinlbrary v Sharewith v New folder

B Deskton Al ame - Date modfied | 1vpe

3 Dowrioads | [

21 Recert Places






OPS/images/7944ch06.13.1.172.jpg





OPS/images/7944ch06.13.1.171.jpg
P )| - ITSOIWENTORY FILES ~ WAREHOUSE - ARGHIVE ~ (& [ seerch o
Organize v Inchudemlbrary v Sharewih v Newfoder
B Desion 2| e - Date modied [1vee
g Dowrioads

Sk | | ITSO.INVENTORY.20110623 6302011 2:30 A CSV Fil]






OPS/images/7944ch06.13.1.039.jpg





OPS/images/7944ch06.13.1.149.jpg





OPS/images/7944ch06.13.1.038.jpg





OPS/images/7944ch06.13.1.148.jpg





OPS/images/7944ch06.13.1.037.jpg





OPS/images/7944ch06.13.1.036.jpg





OPS/images/Ch2_CreateMed_3.gif
# New Mediation Module

Select the Required Libraries

Select the librares that contain reusable resources, such as nterfaces, that this modue wil use.

Libraris:
S0t






OPS/images/7944ch06.13.1.035.jpg





OPS/images/7944ch06.13.1.145.jpg





OPS/images/Ch2_CreateMed_4.gif
# New Mediation Module

Select the Business Object Parsing Mode

The business cbject parsing mode determines how XML data is parsed at run time. The optiml
parsing mode for this medation modue i selected by default

Select the business object parsing mode for tis mediation modue;

 Eagerparsing  Allserisized KL data s read and oaded nto @ business object atrun time when the business
object s created.

 Lazy parsing

Seriafzed 1L data i read and loaded nto a business object atrun time anly when the data
is needed. The lazy parsing mode processes KL dats faster

<Back. fiext > Cancel






OPS/images/7944ch06.13.1.034.jpg





OPS/images/7944ch06.13.1.144.jpg





OPS/images/7944ch06.13.1.033.jpg





OPS/images/7944ch06.13.1.147.jpg





OPS/images/Ch2_CreateMed_2.gif
# New Mediation Module

Create a Mediation Module

Use & medition modhe to ntegrate and connect services. A mediation modue can contain medistion
flows and can be deployed on WebSphere ESB or [BM Process Server.

Mo name| [ T50_Costomeririo_1ied

¥ Use default location

Locstion; [CUsersdmitrtor BWE7SNTS0_Customer ol TS0, Castomernto_ed | _Erae

Target runtime envionment:

¥ Create mediation component

Nome: [T750_Costomernio_1ied

¥ Open the modu assembly diagram

== =






OPS/images/7944ch06.13.1.032.jpg





OPS/images/7944ch06.13.1.146.jpg
##Mon Tun 27 07:36:14 EDT 2011
3gentQMgr=STORE. ATLANTA.QM
agentQMgrPort=1417
agentDesc=Agent for ITSO Atlanta Store
agentQMgrHost=store.atlanta.itso.com
3gentQMgrChannel=ITSO.SSL.SVRCONN
3gentName=STORE.ATLANTA.OM
commandPath=E:\\Scripts\\ATLANTA






OPS/images/7944ch06.13.1.042.jpg





OPS/images/7944ch06.13.1.141.jpg





OPS/images/7944ch06.13.1.041.jpg





OPS/images/7944ch06.13.1.140.jpg





OPS/images/7944ch06.13.1.040.jpg





OPS/images/7944ch06.13.1.143.jpg





OPS/images/7944ch06.13.1.142.jpg





OPS/images/7944ch06.13.1.028.jpg





OPS/images/7944ch06.13.1.027.jpg





OPS/images/7944ch06.13.1.159.jpg





OPS/images/a_005.jpg
Create a Class Wizard

Select Properties
Select propeties fom the Available st and click Add to assign to ths class.

- Awvalable- Selected
I~ Show Inheited

I~ Show Object Type. I Show System

Fiopert DataT. [=]| (| [Fropen Datal.. [ D
‘Arimation Enabled  Boclean Jeat]

Applcation Name_ Sting

AssosiatedProperyiD 1D

e Sting

CotoneTope St -
e KT L]

Tew.

¥ Refresh Parent Class Nod

<Back Next> Cancel Help






OPS/images/7944ch06.13.1.026.jpg





OPS/images/a_006.jpg
Create a Property Template

Name and Describe the Praperty Template

Enter the property template name and descrption. The name idenifies the propety
and must be uriue.

[Primary Legal [Brimation Enabled
et 2]

Symbolic Name: | Application Name:
=

<Back. Concl | e |






OPS/images/7944ch06.13.1.025.jpg





OPS/images/a_003.jpg
Create a Class Wizard

Name and Describe the Class
The name deseibes the class and must be urique witin an obiect sare.

Name: Existing Names:

[Suppier Contiach [Aosess Foke K|
(Arrtation

Symbolc Name: [ Assnc Upgrade Gueve te

7 |audtCooustonEven

SuppierContiact | Aucit Disposiion Polcy
(Aucit Processing Bookma

Descipton Concel Checkout Event

000000 |ChangeClasEvent

[Suppler Contiact Change Stale Evert
(Checkin Event -
e _'_I
« >

<Back. Cancel Help






OPS/images/7944ch06.13.1.024.jpg





OPS/images/7944ch06.13.1.156.jpg





OPS/images/a_004.jpg
Create a Class wizard

Select the Superclass
Allpraperties of the superclass are autamaticall added to this class.

[Access Fiole
(Arnotation
udit Disposiion Folcy

{Audit Processing Bookmark.
Class Subseriplion

(Class Workfow Subscription
Code Modle

Component Relationship
Custom Event

Custom Dbect

e meni [lnssfistion et

<Back. Cancel Help






OPS/images/7944ch06.13.1.023.jpg





OPS/images/7944ch06.13.1.155.jpg





OPS/images/connectivity_solution.jpg
Web (HTTP) interface
for queryDocuments
service

FTP interface for
createDocument
service

FileNet exposed

as Business
Services

WebSphere Enterprise Service Bus|





OPS/images/7944ch04.11.1.86.jpg





OPS/images/7944ch06.13.1.022.jpg





OPS/images/7944ch06.13.1.158.jpg





OPS/images/a_002.jpg
i~ Content Engine Enterprise Manager - [Enterprise Manager [p8]'0bject Stores'AKOS]

# Ele Adin Vew Window Hep

¢ [A@EXEFRR[ 6
A 0 Object Store Tasks

{03 External Repositories
{0 Fixed Content Devices
23 Marking Sets

=0 e s (Y m—

{2 PE Conne Logon -
ok Up Obect Store Procedure

0 PERegor  search By

23 Repeats

Sisees

Tz > I

vew »

New Window from Here:
& Document Ufecycle Policy |ment Liecycls Action

Delete Document Lifecycle Action
Rename Search

Refresh Index Area

Propertiss

Help






OPS/images/7944ch04.11.1.85.jpg





OPS/images/7944ch06.13.1.021.jpg





OPS/images/7944ch06.13.1.157.jpg





OPS/images/7944ch06.13.1.029.jpg





OPS/images/7944ch03.10.1.002.jpg





OPS/images/7944ch06.13.1.031.jpg





OPS/images/7944ch06.13.1.152.jpg





OPS/images/smart_soa_solution.jpg
1BM Business Process Manager or FileNet
1BM WedSphere Enterprise Service Bus

WA
[ Comoren [o1—Fe] £






OPS/images/7944ch06.13.1.030.jpg





OPS/images/7944ch06.13.1.151.jpg





OPS/images/7944ch06.13.1.154.jpg





OPS/images/7944ch03.10.1.001.jpg





OPS/images/7944ch06.13.1.153.jpg





OPS/images/7944ch06.13.1.150.jpg





OPS/images/7944ch06.13.1.127.jpg





OPS/images/7944ch06.13.1.126.jpg





OPS/images/Ch5-Fig13.gif
%5 MQ Explorer - Navigator 23 =g

e~
5 @ o websehere MO
E (& Queue Managers
B8 1150.FLLE COMMAND. QM
B 1750, FILE.COORDINATION.QM

) 518 IWENTORY.CLUSTER

[l (& Full Repositories.
*E 1150.FILE.COMMAND. QM
*H 1150 FLE COORDIATION oM
[ & Partial Repositories.
B SroRe ATANTA. QM
*H Sroe ricaco.QM
*H SroRe NEwroRK.QH
B WAREHOLSE AGENT.QH
(& M5 Administered Objects
(i Managed File Transfer
(= Service Definition Repositories
B prokers

&2 mroker Archive Files






OPS/images/Ch5-Fig37.gif
) 1o Explorer - Content 53 EE YN

Transfer Log

Source. Destination Completion State | Owner Started (Americaliiew_York)

STORE ATLANTA.QH  WAREHOLSE AGENT.QM  Successful winquser @ 9.12.5.177 6/28/1110:27:27 AMEDT
STORE.ATLANTA.QM  WAREHOUSE.AGENT.QM  Successful Wmquser @ 9.12.5.177 6{28/11 10:27:27 AM EDT






OPS/images/7944ch06.13.1.058.jpg





OPS/images/7944ch06.13.1.128.jpg





OPS/images/7944ch06.13.1.057.jpg





OPS/images/7944ch06.13.1.123.jpg





OPS/images/7944ch06.13.1.056.jpg





OPS/images/Ch5-Fig36.gif
¥ Administration Log

Saurce.

Destination

Curtent Flle.

File umber

Progress

Rate.

Started (Amercaliiew_York)

STORE.CHICAGO.QM

WAREHOLISE, AGENT.QM

‘CHICAGO INVENTORY.csv - (952G | 2GE)

i

E

2migfs

6/27/11 5:12:17 PMEDT






OPS/images/Ulas.jpg





OPS/images/7944ch06.13.1.055.jpg





OPS/images/7944ch06.13.1.125.jpg





OPS/images/7944ch06.13.1.054.jpg





OPS/images/7944ch06.13.1.124.jpg





OPS/images/7944ch06.13.1.064.jpg





OPS/images/7944ch06.13.1.063.jpg





OPS/images/7944ch06.13.1.062.jpg





OPS/images/7944ch06.13.1.121.jpg
Local Area Connection 2 Status.

o |
Covsctn
Arpaa— et
Pp— e retvork ccss
Wed st Eraed
oursin 103256
Specd Loctes

ot

Aty

st — ALK — peceved

Byt messise | asezRie

§ Propertes ‘, T

Close






OPS/images/7944ch06.13.1.061.jpg





OPS/images/Ch5-Fig34.gif
' Administration Log

Saurce.

Destination

Curtent Flle.

File umber

Progress

Rate.

Started (Amercaliiew_York)

STORE.CHICAGO.QM

WAREHOLISE, AGENT.QM

‘CHICAGO INVENTORY.csv - (760 | 2GE)

i

5%

29ME]s

6/27/11 5:03:56 PM EDT






OPS/images/7944ch06.13.1.060.jpg





OPS/images/7944ch06.13.1.138.jpg





OPS/images/7944ch06.13.1.049.jpg





OPS/images/7944ch06.13.1.137.jpg





OPS/images/7944ch06.13.1.048.jpg





OPS/images/7944ch06.13.1.047.jpg





OPS/images/7944ch06.13.1.139.jpg





OPS/images/7944ch06.13.1.046.jpg





OPS/images/7944ch06.13.1.134.jpg





OPS/images/7944ch06.13.1.045.jpg





OPS/images/7944ch06.13.1.133.jpg





OPS/images/Ch5-Fig23.gif
B runrepository

1TSO WMQ Cluster
INVENTORY.CLUSTER

1 >  rurrepositoy LT

ITSO.FILECOORDINATION.OM ¢ ¢ ITSO.FILE.COMMAND.QM

i

Partial Repository Partial Repository

STOREATLANTA.QM WAREHOUSEAGENT.QM
Partial Repository Partial Repository
STORE.CHICAGO.QM 'STORE.NEWYORK.QM






OPS/images/7944ch06.13.1.136.jpg





OPS/images/7944ch06.13.1.043.jpg





OPS/images/7944ch06.13.1.135.jpg





OPS/images/7944ch06.13.1.053.jpg





OPS/images/7944ch06.13.1.130.jpg





OPS/images/7944ch06.13.1.052.jpg





OPS/images/7944ch06.13.1.051.jpg





OPS/images/7944ch06.13.1.132.jpg





OPS/images/7944ch06.13.1.050.jpg





OPS/images/7944ch06.13.1.131.jpg





OPS/images/Ch5-Fig31.gif
Administrator: Command Prompt [_[CIx]

:\OfteListAgents

gent Name Queue Manager Nam
TORE .ATLANTA - QM STORE.ATLANTA .QH
TORE _CHICAGO QM STORE.CHICAGO QM
TORE -NEWSORK QM STORE. NEWYORK QM
IAREHOUSE . AGENT - QM WAREHOUSE . AGENT . QM

655-186, 5724-R10 Copyright IBM Corp. 2088, 2811. ALL RIGHTS RESERUED






OPS/images/7944ch06.13.1.104.jpg





OPS/images/7944ch06.13.1.107.jpg





OPS/images/Ch5-Fig32.gif
) MQ Explorer - Content. £3

Agents
e Desarpton Status | Souce warster | Destnation barsfer
STOREATLANTAGH  Agent for TS0 Aanka Store. Ready 0 o
STORE.CHICAGO.QN | Agent for 150 Chicsgo Store. Ready 0 o
STORENEWYORK.QM  Agentfor TS0 Newiork ke Ready 0 o
WAREHOUSE.AGENT.QM  Agent for IT50 Warehouse  Ready 0 o






OPS/images/7944ch06.13.1.079.jpg





OPS/images/7944ch06.13.1.101.jpg





OPS/images/7944ch06.13.1.078.jpg





OPS/images/7944ch06.13.1.100.jpg





OPS/images/7944ch06.13.1.077.jpg





OPS/images/7944ch06.13.1.103.jpg





OPS/images/Ch5-Fig26.gif
ConnectionQMgrChannel -ITS0. SSL.SVRCONN
connectionQMgrPort=1415
‘connectionQMgrHost=fileadmin.itso.com
‘connectionQMgr=ITSO.FILE.COMMAND.QM






OPS/images/7944ch06.13.1.102.jpg





OPS/images/ch7_ConfigureWSP5.gif
Allowed Methods and Versions HTTR 1.0

HTTP L1
POST method

CGET method

PUT method

CIHEAD method

Ooprions

O 7rACE method

I DELETE method

URL with Query Strings

URL with Fragment Identifiers
CIuRL with ..

CIURL with cmd.exe.

Persistent Connections ®onCyoft
Compression Qon@oft
Maximum Allowed URL Length 16384
Maximum Allowed Total Header Length | 123000

Maximum Number of HTTP Request Headers| o
Allowed

Maximum Allowed Length of HTTP Header [ o

Name

Maximum Allowed Length of HTTP Header [ o
Value

Maximum Allowed Length of HTTP Query [ o

String





OPS/images/Ch7_HTTPSFSH2.jpg
SsLProxy

Ordersssiprofiie [ ]

Access Control List

(none) (]






OPS/images/Ch7_ConfigureWSP7.gif
‘Web Service Proxy WSDLs

ITS00rderQuery - ITSOOrderQuerySOAP.
Local

Local Endpoint Handler

Binding (suffix)

SraETE ] -

s0ap 1.4 Jsoap 12
TP GeT






OPS/images/Ch7_ConfigureWSP8.gif
‘Web Service Proxy Name |[up]
ol (o] [peieie] R Export | yiew Log | View Status | View Operstions |
60 ‘Show Probe [ validate Conformance [ Help

WSDLs

[Edit WSDL or Subscription | Add WSDL| Add UDDI Subscription | Add WSRR Subscription | Add WSRR Saved Search Subscription]

‘WSDL Source Location Endpoint Handler Summary wsDL status W8P Status Action

local:// /1TS0Ordering.wsdl 2 up /2 configured Okay Olay Remove.






OPS/images/7944ch06.13.1.109.jpg





OPS/images/ch7_CryptoTools.gif
Crypto Tools

Generate Key  ExportCroto Obiect  Import Crypto Object  Add SSH Knoun tost
Main Htelp
File Management Generate Key
System Control
Configuration LDAP (reverse) Order of RDNs Oon @off
‘Application Domain Country Name (C) us
e State or Province (ST) e
Import Configuration
i Locality (L)
Compare Configuration
Configuration Checkpoints  Or9anization (0) ITSOEnterprise
Organizational Unit (0U) rders Managemer
Access Orders Management

Organizational Unit 2 (U}
New User Account. e D

T Organizational Unit 3 (0U)
Manage User Groups Organizational Unit 4 (0U)
RBM Settings ‘Common Name (CN) orderskey *
FADHIS s RSA Key Length 1024 bits [ ]
SIE S File Name orderskey
Device Validity Period 365 days.
?’;":;z:ﬂs Password . [confirm Password:
Failure Notification Password Alias
Throttle Settings Export Private Key Qon @off
Statistc Settings Generate Self-Signed Certificate  (@)on () off
Debug Export Self-Signed Certificate @on Qoff
MMLFleCaptre | Gemerate Key and Certificate Objects (§)on () off
Browse Captured Files Object Name orderskey|
View List of Event Codes  ysing Existing Key Object

View List of Variables

e e (oK)

Miscellaneous
Configure Log Categories
Manage Log Targets

New Email Pager

Crypto Tools

1BM Tivoli Access Manager
Tools





OPS/images/7944ch06.13.1.108.jpg





OPS/images/ch7_KeysinFilesSystem.gif
Available Space: 207 MBytes (encrypted), 188 MBytes (temporary)

O e
T [lorderskey-privkey.pem
[lorderskey-sscert.pem
chkpoints:

config:
export:
local:
logstore:
logtemp:
pubcert:
sharedcert:

store:

@
i
@
i
@
i
i
@
i
=1

e

temporary:
[orderskey-sscert.pem
[Jorderskey.csr

Details
Details

Edit
Edit

1188

1188

2011-06-08 15:57:36
2011-06-08 15:57:36

2011-06-08 15:57:36
2011-06-08 15:57:36






OPS/images/ch7_KeysandCertMan1.gif
Files and Administration

L &

File Management  System Control

Import
Configuration

lconts|

<<

Export
Configuration

Keys & Certs
Management






OPS/images/ch7_KeysandCertMan2.gif
Keys and Certificates Management

Please click on one of the links below...

Basics - used in encryption, decryption, signing, and credentials:
" Kevs
® Certificates
signature verification:
® Validation Credentials
ssL:
™ Crypto Profile - for SSL proxy server and client profiles

W Validation Credentials - for validating actual cli

E





OPS/images/ch7_CryptoIdentificationCred.gif
ﬁ Configure Crypto Identification Credentials

Main
Crypto Identification Credentials

E

Name OrdersCryptoldCred *
Administrative State @ enabled () disabled
Crypto key orderskey [v] ()] *
Certiicate ordersiey[v] ) *
Intermediate CA Certfcate Gempty)

[v] (add )(+]






OPS/images/ch7_CryptoValCred.gif
ﬁ Configure Crypto V:
Main
Crypto Validation Credentials

ation Credentials

OrdersCryptovalCred *

Administrative State

Certficates

Certficate Validation Mode

Use CRL

Require CRL

CRL Distribution Points Handling

@ enabled () disabled

orderskey

ordersiey [v] [Aga] =

Match exact certificate or immediate issuer [v.

@on(off

Con@off

Tgnore






OPS/images/ch7_CryptoProfile.gif
ﬁ Configure Crypto Profile

Main
Crypto Profile

OrdersCryptoProfile *

Administrative State

Identification Credentials

Validation Credentials.

Ciphers

Options.

Send Client CA List

@ enabled () disabled

rderscrypiotecred ] (T2

(none) ==

HIGH:MEDIUM: laNULL: eNULL:@STH

Enable default settings
Disable SSL version 2
Coisable sst version 3
[oisable TLs version 1

[Cpermit insecure SSL renegotiation
*

Con@off





OPS/images/7944ch06.13.1.086.jpg





OPS/images/7944ch06.13.1.085.jpg





OPS/images/7944ch06.13.1.084.jpg





OPS/images/Ch5-Fig27.gif
##Mon Tun 27 07:36:14 EDT 2011
'gentQMgr=STORE ATLANTA.QM
agentQMgrPort=1414

‘agentDesc=Agent for ITSO Atlanta Store
‘agentQMgrHost=store.atlanta.itso.com
‘agentQMgrChannel=ITSO.SSL.SVRCONN
‘agentName=STORE ATLANTA.QM






OPS/images/7944ch06.13.1.082.jpg





OPS/images/7944ch06.13.1.081.jpg





OPS/images/7944ch06.13.1.080.jpg





OPS/images/7944ch05.12.1.08.jpg





OPS/images/7944ch06.13.1.116.jpg





OPS/images/7944ch05.12.1.09.jpg





OPS/images/7944ch06.13.1.115.jpg





OPS/images/ServiceGateway.png
Enterprise Service Bus
Service Gateway

e

Setuce Consunars

Service
Provider

Directory





OPS/images/7944ch06.13.1.118.jpg





OPS/images/SmartSOASolutionDiagram.png
IS0

Store

Store

TS0
New York,
Store






OPS/images/7944ch06.13.1.069.jpg





OPS/images/Ch5-Fig33.gif
) M Explorer - Content 3

Transfer Log

Source.

Destination

Completion State.

Owner Started (Americajhiew_York) |

STORE.CHICAGO.QM
STORE.ATLANTA.QM
STORE.NEWYORK.QM

WAREHOLISE, AGENT.QM
WAREHOUISE. AGENT.QM
WAREHOUSE. AGENT.QM

Successful
Successhul
Successful

winquser @ 9.12.5.177 6/27/11 12:40:12 PM EDT
winquser @9.12.5.177 6/27/11 12:40:14 PM EDT
wmquser @ 9.12.5.177 6/27/11 12:40:16 PM EDT





OPS/images/ArchitectureDesign.png





OPS/images/7944ch06.13.1.068.jpg





OPS/images/7944ch06.13.1.112.jpg





OPS/images/EnforceMessagePrivacy.png
{Data-protection
ooy

Putmessage Get message

Public Key Private Key






OPS/images/Ch5-Fig25.gif
1 coordination.properties.

#Fri Jun 10 05:69:39 EDT 2011
coordinationQMgr=ITSO.FILE.COORDINATION.QM
coordinationQMgrHost=fileadmin.itso.com
‘coordinationQMgrChannel~ITSO.SSL.SVRCONN






OPS/images/7944ch06.13.1.111.jpg





OPS/images/7944ch05.12.1.02.jpg





OPS/images/Ch5-Fig24.gif
1 wmafte.properties

#
#Fri Jun 10 05:50:39 EDT 2011
defaultProperties=ITSO.FILE.COORDINATION.QM





OPS/images/7944ch06.13.1.114.jpg





OPS/images/Problem_Scenario.png
Head Office





OPS/images/7944ch06.13.1.065.jpg





OPS/images/7944ch06.13.1.113.jpg





OPS/images/7944ch06.13.1.119.jpg





OPS/images/WESB_WSRR.gif
service endpoint
with Suitable Service

Customer Level Definition (SLD)
defined inthe retrieved

J ESBroutesto

(.NET)

oy,
Order sta S
o=
Orders Service

WMessage
CSR Query
Orders Service

The ESB checks that
Service Requester with
Consumer D has a
SLA with Context ID

WebSphere Service Registry and Repository.






OPS/images/Ch3_Problem.gif
o

)

Customer
oy,
Order

N 1
3
o Orders Service
(NET)

T

CSR Query
Orders Service






OPS/images/ch7_ConfigureWSP4.gif
WED Service Froxy WobLs
ITS00rdering - ITSOOrderingSOAP.

Local

IMS Connect Handler

MO Front Side Handler

Stateless Raw XML Handler
‘Stateful Raw XML Handler

Local Endpoint Handler [ Binding (Suffix) EdiRemove
S0aP 1.1 Js0AP12
pone)[v] = ITSoCreateOrder Add
(none) [ HTTP GET ~
Create a New:
FTP Poller Front Sids Handler
Remote | NES Poller Front Side Handler
'SFT Poller Front Side Handler
Protocol | FT2 Server Front Side Handler Remote URT
HTTP HITP Front Side Handler ImSoCresteOrder

TIBCO EMS Front Side Handler
published | \ebSphere JMS Front Side Handler

'SFT Server Front Side Handler






OPS/images/chapter8_connectivity_pattern.gif
EileNet

o=





OPS/images/Ch7_HTTPSFSH.jpg
ﬁ Configure HTTPS (SSL) Front Side Handler

Main

HTTPS (SSL) Front Side Handler: OrderHTTPS [uz]

Administrative State

Comments

Local 1P Address

Port Number

HTTP Version to Client

(@ enabled () disabled

0.0.00

P i)

Select Alias | *





OPS/images/Scenario2-Image3.png
Service Consumer

Enterprise Service Bus

Mediation Flow

ogoo





OPS/images/7944ch06.13.1.075.jpg





OPS/images/peter_broadhurst.jpg





OPS/images/Sec2-Img2.png
ww

Customers
csm

Customers

sng ao1a1ag asidiaug






OPS/images/7944ch05.12.1.01.jpg





OPS/images/7944ch06.13.1.074.jpg





OPS/images/Sec2-Img1.png
Internet

1750 Customer
logsonto

web porta or

caikhe GSR






OPS/images/7944ch06.13.1.073.jpg





OPS/images/7944ch06.13.1.110.jpg





OPS/images/IT_value_of_Smart_SOA_508x128.jpg
Foundational oty | Transomn |\ padRt,

End-to-End

Advanced.






OPS/images/7944ch06.13.1.072.jpg





OPS/images/Business_value_of_Smart_SOA_508x187.jpg





OPS/images/7944ch06.13.1.071.jpg





OPS/images/7944ch01.08.1.01.jpg





OPS/images/7944ch06.13.1.070.jpg





OPS/images/Ch3_BusinessService_approved.jpg
El Governance State

Business Capabllity Approved





OPS/images/Ch3_BusinessService_addOrg.jpg
Use the options below to select a new target for the "Ovning Organization" relationship.
— Search for Existing Entity
Name.

ammaraal

Tresuk
[camman seruices 1 resule
[Customar Ralationship Management 1 result
ITS0 Enterprizes

iy






OPS/images/Ch3_BusinessService3.jpg
Targets

Orders Service | Add Relationship

Versions

Add Capability Version

Service Interfacs Varsions

A3 Sarvice Interface Spacification

‘Ovming Organization

Add Organization

Artifacts Add Documant
Dependency Add Assat
Add Target |

Uss the options blow to selact = naw targst for the.

“Chartar" relationship.

[ Search for Existing Entity
Name.
Entity Type
‘Other Documant

vl






OPS/images/Ch3_BusinessService_editrel.jpg
Business Services > Orders Service

Detail view for Business Service. A Businass Servics reprasents 2 business capability that is viewed as a service vithin the
organization. Business Services have raalizations (Sarvice Versions) that ara implemented using SOA technology and conform to
Servics Interfaca Specifications.

Details || Impact Analysis || Governance | Policy | Activity |

Edit Properties | [Edit Relationshiss || Edit Classifications.





OPS/images/Ch3_BusinessService1.jpg
All Business Capabilities > Orders Service

Detail visw for Busines: Seice, A Businass Servics reprasents 3
organization, Businas: Serices havs realizations (Sarvica Versiar
Seruice Interface Spacifications.

Details || Impact Analysis

Governance | Policy | Activity
B properties

+Mame

Orders Semice

Desaription

[The Ordering Sarvice axpazes ame of the

key order processing and managemant
functians





OPS/images/Ch3_BusinessService2.jpg
[[(Mew Buziness servics || New buziness Application | | New Business Process | [New business Capability | [ Dalete |

select | Name 3 Toraeh [ousavton &

None

Totali 0






OPS/images/Ch3_ServiceVersionInitialdetails.jpg
Details |

] General Properties

+name

Deseription
[Sarvics to crasta ordars and query ordars)

Version





OPS/images/Ch3_AddServiceVersionToBusSer.jpg
Approved Business Capabilities > Orders Service > Edit Relationships

The Business Service ‘Ordars Servics' has the following relationships and targsts. Make the required changes and dlick 'Finish' to
2pply-

Targets

Orders Service | Add Ralationship

Chartar Widget Ordering Service Charter.rtf | Replacs | Remove

Sarvics Interface Versions 'Add Service Intarface Specifcation =
‘Owning Organization Order Management [ Replace | Remove
pe e ]
I i | &

Add Target |

Use the options below to select a new targst for the "Versions" relationship.

‘Search for Existing Entity
Hame.

Entity Type

Create New Entity.
Entity type

Capability version V]
(Capability Version
Application Version
broces: varsion






OPS/images/7944ch04.11.1.17.jpg
Technical Govarnance |
Lfa Crde View 3| Businass Capabilty Uife Cycl )| idantfied Businass Capabiltes

WebSphere Servics Registry and Reposi|  Soa ufe Crle 7] uminens Copabitin fo Aopravel
relationships, encourages reuse of ser_oou wie Cyde )
Your SOA deployment.

‘The Business perspectve supports users in the Business role, indudin
Analvsts and Sublect Matter Experts that are interested in how the SO] _ Rejected Businass Capabiltes






OPS/images/Ch3_SOALifecyle.jpg
© Identified ProposeScope

Reject
ReviseScope
 ScopeReview
Approvescope
ProposePlan
 Scoped
RevisePlan
@ Plarkeview
ApprovePlan
ProposeSpecification
@ Planned
ReviseSpecification
& SpecificationReview
MODEL

Rejected|

‘ApproveSpecification

ProposeRealzation
& Specified

ReviseReaization

ApproveReaization

& SpecificationReview

@ ReazationReview

Realzed
ASSEMBLE
ProposeStagngDeployment
@Realzed e aanet
ReviseStagingDeployment
@ StagngReview
ApproveStagingDeployment
ProposeCertifcation
@ Staged
ReviseCertifcation

ApproveCertification

ProposeProductionDeployment
© Certified

ReviseProductionDeployment

‘ApproveProductionDeployment

& Operational DEPLOY

© CertificationReview

 OperationaReview






OPS/images/7944ch07.14.1.06.jpg





OPS/images/7944ch07.14.1.07.jpg





OPS/images/7944ch07.14.1.04.jpg





OPS/images/7944ch07.14.1.05.jpg





OPS/images/7944ch07.14.1.02.jpg





OPS/images/Before.gif
wMma
—» FTE

0 Agent v
¥ N N Orders P
ITSO  Inventory WMQ N InviT P ITSO1 Supplier
Atlanta  File Crannels | o 7 sompmTTP
Store -
XMLIMS
wma Ordel
— FTE —==> | (R % _ _ _ _ _ ___ S
) Agent WMQ
7 Chaninels
|TS° Inventory ITSO2 Supplier
Chicago File /¥ Warehouse ~
Store P ~
N  EDIAMS
’ Programs N
4 ~
1 &« Orders ~
) wmMma 7 wWMa

= FTE 7/ Channel
£) Agent
4

ITSO  Inventory
New York File
Store

ITSO3 Supplier

Supplier Integration is Complex and 1 way !!!






OPS/images/7944ch07.14.1.01.jpg





OPS/images/7944ch07.14.1.08.jpg





OPS/images/7944ch07.14.1.09.jpg





OPS/images/7944spec.06.1.1.jpg





OPS/images/Ch3_SLArelationships.jpg
Service Level Agreements > SLA - Customer Services consumption of Order Query > Edit Relationships

The Service Level Agreement 'SLA - Customer Services consumption of Ordar Query’ has the following relationships and targats.
Make the required changes and click ‘Finish' to apply.

Targets

Agreed Endpoints Add Service Level Dafinition

SLD - Orders Service (1.0) - Query | Replace | Remove

Add Documant

Bound SCA Impart Add Sarvice Import






OPS/images/Ch3_AddSLAtoServiceVersion.jpg
Service Versions > CSRQueryOrder Service (1.0) > Edit Relationships.

The Sarvice Versian 'CSRQueryOrdr Sarvice (1.0)' has the folloving relstionships and targets, Make the required changes and dick Finish' to spply.

Targets
CSRQueryOrder Service (1.0) | Add Relationship
Canzumas, 'Add saruice Level Agresment
Provided Web Senices dd senice

€SRQueryOrder | Replace | Remove

Interface Spacifications Add Sarvice Interface Spedfication

Provided SCA Madules Add service Module

Add Target |

Use the aptians below ta selact 3 new targat far the

ansumes" ralstionship,
- Search for Existing Entity

Name

L ————————

Entity Type

Service Lavel Agreement <

- Create New Entity

Entity type

Sariice Lavel Agraamant <






OPS/images/Ch3_ConsumerID.jpg
Service Versions > CSRQueryOrder Service (1.0)

Detail view for Service Version. A Service Version represents a speci
service. The Service Version exposes its capabilities as service level
the Service Level Definitions provided by the consumed service.

Details || Impact Analysis | Governance | Policy | Activity |

& Properties

*+Name
CSRQueryOrder Service (1.0)

Description

Version
1.0

Consumer Identifier
OrderQueryConsumerCSRAccount

Version Avallability Date
Monday, June 13, 2011

Version Termination Date
Monday, June 13, 2011

Version Requirements Link
urn:serviceregistry

Asset Web Link
urn:serviceregistry

Remote State





OPS/images/Ch3_ProposeStagingDeployment.jpg
\dditional Properties

[Back | [ v version |[[Prapaze Staging Deplaymant | [ naw SLD






OPS/images/Ch3_ApproveForUseOfflineEndpoint2.jpg
Additional Properties E Hassifications

Staging

[eack | —_ oniine

S0AP Service Endpoint





OPS/images/Ch3_AddStagingClassifications.jpg
Offiine Endpoints > http:/ /www. ITSOEnterprise.order.demo:7800/ITSOOrderQuery > tlassifications

Navigate the dassification tre to select classifications to be added to the concepti https//ww. ITSOEterprise. order. demo: 7800/ ITS0OrderQuary. Click the Add button to

2dd the selactad dassfications to the list,

Preferences

Classificstion tras.

Classificstion list

Select| Classifcations

[Offline

Business Damains

Buzinazs Damain

B Environment
Development
Production

agaaan

Test

Policy Classifications
Core Classifications

Governance Profile Lifecycle Classifications

50AP Servica Endpoint
staging






OPS/images/Ch3_EditClassifications.jpg
SOAP Service Endpoint ?

Offline Endpoints > http:/ /werw. ITSOEnterprise.order.demo:7800 /ITS0OrderQuery
Datail view for SOAP Sevics Endpoint. A SOAP Sarvice Endpoint reprasents the governed Service Endpoint for any services using SOAP addressing to define their endpoints,

Details || Impact Analysis | Govarnanca || Policy || Actvity

ot proparies | it Relationships | R Claraenion]





OPS/images/Ch3_SLDlifecycle.jpg
Activity

ransitionsd gov

nanca state from "SLD Revie” to

Transitioned governance state from "SLD Scopad”
"SLD Review”

Transitioned governancs state from "SLD Scope.
Revieu' to "SD Scoped.

Trqnsitionad govemance st rom *SLD Tdentfisd”
o 51D Scopa Review”

Created.

+|Q| | L | S

Addad govermance with initial state of "SLD






OPS/images/Ch3_WSRRDefinition0.jpg
Integrated Solutions Console  Welcome admin Help | Logout -

toreNode01Cell, Profile

Welcome WS de
Guided Actvitas p—
Semars A WebSphars Service Ragistry and Repasitory (WSRR) definition snables an apalication or
Sarvar runtime companant to sciess 2 WSRA instance.
Applications
Prafarances
Services
= [Nn]] oslete || setaz Dsfaule || Testcommsction || Clearal active cachas
Securty
e Selact Nama & Dazeription & Dafault &
Intsgration Applications Py
System sdministration P

Users and Groups

Monitoring and Tuning

Troubleshaating,

B Senvice incsgration

Buzes

SCW camnezevRY providers
Common Event Infrastructure

Web services

WS-Notifcstion
Senvice Integration Bus Browser

oot






OPS/images/Ch3_SLAGovState.jpg
Service Level Agreement

Service Level Agreements > SLA - Customer Services consumption of Order Query

Datail visw for Sarvice Lavel Agrasmant. A Service Lavl Agrasment (SLA) defines = spacific depandency that 2 capability version
(=.9. Sarvice Varsion, Process Varsion . Application Version) has on 3 particular Servica Level definition (SLD) providad by another
ervice version. Whils tha SLA spacifies  particular SLD, the implication is that backvard compatible Service Leval Dafinitions could
be substitutad and vould support the same Service Level Agraements.

Details || Impact Analysis || Governance | Policy || Actiity |

Governance Status Additional Properties

Govarnancs State Governad Objacts
SLA Active

Change Governance State
Available state transitions.

el






OPS/images/Ch3_WSRRDefinition2.jpg
WSRR definitions > ITSOWSRR

4 WebSphere Service Registry and Repository (WSRR) definition enables an application or server runtime

componant to accass a WSRR instance

contquraton |

General Properties

WSRR dafinition name

TsowsRR

Desaription

Default WSRR dafinition
ez

Timeout of cache
seconds

Connestion type
sl

Additional Properties

Connection properties





OPS/images/Ch3_SLDEditproperties.jpg
B properties

+Mame
SLD - Orders service (1.0) - Ordering

Desaription

Average Response Time
100

suailability
5377 iigh Avaabiiey

B [Working Hours only
|as Available (No guarantee)





OPS/images/Ch3_ServiceVersions_NewSLD.jpg
Additional Properties






OPS/images/Ch3_ServiceVersions.jpg
) Technical Governance

Schama Specifications





OPS/images/Ch3_ApproveRealization.jpg
dditional Properties

[Baek ] [Naw Version] [Ravise Realization | [Approve Realization]|[Hew LD






OPS/images/Ch3_ProposeRealization.jpg
\dditional Properties

[Back ] [aw varsion

[proposs restization]

[hew si0






OPS/images/Ch3_PolicyAssertion.jpg
Bl Massagas
© The transition of the object was unable to be performed
BB Unable to transition the object with name 'Eligibility servics’
GSR1428€: The Governance Policy Validator has encountered 3 problams.
ERROR GSR1432E: AllOfAssertion: PropartyValidContantsChack

s alis i orderto peromm the rapeta Seape ansiion on the Capabity Varson: At laastane of the sssartons
Cantained within the AlIOFASsertion failed

ERROR GSR1412E: Propartyssention: PropertyCheckDescription: The description on the Capability Version must havs.

The property with name daseription was NULL

ERROR GSR1422E: RelstadTob: complate the "Propose.
Seope” operation bacauss this Business Service, Business
Procass, or Business Application). Find or create the appropriate Businass Gapability and then add this varsion as =
target of the "Varsions" relationship befors attempting the 'Propose Scopa” sparation. . There are not enough entities
relating to the entity being validated. The minimum is 1

GSR1428: The Governance Policy Validator has encountered 3 problams.





OPS/images/Ch3_ServiceVersionProvidedWebSer.jpg
Add Sarvice Lavel Agrasmant

‘A3 Sarvice Interface Specification

Add Sarvice Module

Add Sarvice Lavel Dafinition

‘Add Organization

Add Documant

£

Entity type






OPS/images/Ch3_SLDrelationships.jpg
Bound SCA Exports

Add Service Expart

Bound Wab Service Parts

Add Sarvice Port

ITS00rderingSOAP | Replace | Remove

Compatible Seruice Level Dafinitions

Add Sarvice Lavel Dafinition

Service Interface

IT500rdering | Replace | Remove

Auailable Endpaints

add Service Endpoint

http:/ /werer. ITSOEnterprise.order.demo:7800/ITSOCreateOrder | Replace | Remove

Avsilable Operations

Add senuice Operation






OPS/images/Ch3_SLDaddServiceEndpoint.jpg
Targets

Bound SCA Exports

Add Sarvice Expart

Bound Wab Service Parts

Compatible Seruice Level Dafinitions

Add arvice Port

Seruice Interface

Add Sarvice Lavel Dafinition

Available Endpaints

Add Service Interface

A3 Sarvice Endpoint

Avsilable Oparations

Add seniice Operation

Add Target |

Use the aptians below ta selact 3 new targat for the
- Search for Existing Entity

relationship.

Name
it 7w, ITSOEnterprise. ordar.demo: 7800]
Entity Type

Service Endpoint e

- Create New Entity

Entity type

Service Endpoint E






OPS/images/Ch3_SLDadditionalproperties.jpg
El Additional Properties.
berlRI
6786786-2727-4751,9425. c09550c025b3

namespace
admin

lasthodified

Monday, June 13, 2011 2:01:40 PM Eastern

arestionTimestamp

Wednesday, June 8, 2011 3:02:10 AM Easte
lasthodifiedsy

admin

primanType

Rt/ www. o com/ xmins

Jprodiseriiceragistry/profile
74613/ GovemanceProfileExtensions #SeruiceLs

Add Property

& Optional Property Name
iaximur ess3ges Per Doy

Pesk Message Rate Daly Time
Pesk Message Rate Daily Duration
€ {average Messages Per Day

Peak Mezsags Rate
Minimum Massages Per Day
Cansumer Identifier Locstion Information
[cantust Tdaniifiar Locatioh: inforratiar:

dd






OPS/images/Ch3_MedFlow_2.gif
(T) CsRQueryOrder

[Faenoder 1

Open Inplementation

N





OPS/images/Ch3_MedFlow_1.gif
5 #ITSOCSRSLACheck - Assembly Disgram =0

T msocsksiackeck
Ovaren

Operation connections 4D

Select a source operatian to create or edt s mediaton flow implementation

f 1

@) CsRQueryOrder ITS00rderQuenyPartner
4 quervorder 47 queryorder

L J






OPS/images/Ch3_AssembleModule_8.gif
| % oot ) % mocRAek @—0 P nsoomeyQuemmwui






OPS/images/Ch3_AssembleModule_7.gif
R T— Lmnsocsnsmm‘ @nsoomevquemmpmuj






OPS/images/Ch3_AssembleModule_6.gif
# 175001 derQuerylmport1 Web Service Import Details

(@ Use an existing web service port

or [Tso0rieamsore o)

O Generate a new web service defiition and implementation

This will Faunch J2EE tools to help buid and configure your service
This option s orly recommended for advanced users.

(O Do ot specify a web servics port at this tine






OPS/images/Ch3_AssembleModule_5.gif
Select the type to create:

5, Companent with no Inplementation Type
=/ Export with no Binding

22 Export with Web Service Binding

[ Import with no Binding






OPS/images/Ch3_AssembleModule_4.gif
usiness Integration 53 = 093 1m50CSRsLACheck - Assembly Diagram 53

I EEREE N B

resources> v HE -
B CoRQueryOrderExportt ITSOCSRsLACheck

9 msocskatachedk pr— @ 1) p®
5 551 Assembly Disgram (& Companents

= bendncis G

= ntegraton Logic

A Sl 3 pedton Fow

O Inerfaces [ mport

Transformations Heport

 11500rderingly s

22 Dependenties

Interf:

= Integration Lagic Giotooirooreim| - LUt
2 Data 5 trbound gt
= (& Interfaces oSBT adpers

(@ csrqueryorder
(@ 17500rdering

6]

38 Transtormatine 88 Task Flows | Buid Actvtes | 1 properties (£ Problems | 5 Server Logs | 1 Servers 23
+( web Service Ports B8 webSphere ESB Server v7.5 at localhost [Stopped]

o2 E oo nitrs






OPS/images/Ch3_AssembleModule_3.gif
(= Favortes

Sulrauoegons || msocsaadec

(= Components
Easva
2 Medton Fow

[ mport
i export

5 References






OPS/images/7944ch04.11.1.62.jpg
equest] | ¢ Response | %, Error|

| oo 15

4 aueryorder

3

Messagelog

Message Logger
Printive

© 1 [E
%
‘SLA Endpoint CSRQueryOrderTOOrd,
opPime
s o [d

L ]

o) Noateh T

StaEndpointLockup . 5

]
] Fail Printve.
Fal






OPS/images/Ch3_MedFlow_4.gif
Select the Services

Select the services that you want to ntegrate.

Reference Target Operation

Remave

0 o

reate a separate response flow to process the response of the target operation

@ Co Jea)






OPS/images/Ch3_MedFlow_3.gif
(T) CsRQueryOrder

¥ quervOrder

Select aMediation Flow Template

Blank Medi

n Flow

Creates a mediation flow with input nades

Service Inteqratior
Createsa memangbw w thet is used to integrate muliple services

Operation Map.

Crestes a medation low that maps between source and target
operations. This template provids functionalty that is simir to the
deprecated nterface map.

oo not show again





OPS/images/Ch3_ImportLibrary_2.gif
& U8 1T500rderinglb
2% Dependencies
2 Integration Logic
= pata
CJ mmsoLinetem
CJ mms00rder
) 1T500rderResponse
CJ 1750QueryOrder
2 1750QueryOrderRespor
5 1T50QueryOrderRespor
= (2 nterfaces
(@ csrqueryorder
(@ mrsoordering
@ msoorderquery
ransformations
=(2 web service Ports
@ CSRQueryOrderSOAP.
@ 17500rderings0AP

@m






OPS/images/Ch3_ImportLibrary_1.gif
# Import Project Interchange Contents

Import Projects I N
Import Projects from 2 2p fe.
=4
From zip file: CH\CHAP-3TSOOrderinglb.2ip v [[Browse.

Project location raot: | CiiDocuments and Settingsiumarliet | [Browse.

S IT500rderinglib

@ <Back Faigo Concel






OPS/images/Ch3_WSRRConInWID.jpg
@ Edit WebSphere Service Registry and Repository Connection Configuration

N * [wsrrrrsol

Query service host address: * | itpsi/[3.12.5.225: 3443 WSRRCore500)]services WRRCore5DOPart

Classfication service host adhess: | Ftpss5.12.5, 22515443 WSRRONEOlogy Wafservices WRR_ortology _Port

Descrpton I

IV Enable security

Security

User i+ [amn

password:* |

Keystorefier®  [CAWPSRETossITS0StondAonelconfco soreNogeDICollodesistorehoaeDr ey p1z | Bronse

ey soretyper* s

Key store password: * [ o

S

—

I |
Trststore e * [ CAWPSRE profes T05tandAlonelcon il eorods01 Collmodesstorshodeb st p1z | Brose
I |

Test Cannection





OPS/images/Ch3_PreferencesWID.jpg
General
Business Intearation
Help
Importer
Runjoebug
Samples and Tutorisls Settings
Server
) Service Registries
UDDI Registry
Wiebsphere Service Regitry and Ref
Team
ieh Services






OPS/images/7944ch09.16.1.2.jpg





OPS/images/Ch3_WSRRDefinition6.jpg
% B Mecsager

[ The test connection for WSRR dafinition ITSOWSRR was successful,

WSRR definitions > ITSOWSRR

A WebSphere Service Registry and Repository (WSRR) definition enables an application or server runtime
component to access a WSRR instance,

Configuration

o comecion

General Properties

Additional Properties
WSRR dafinition name
TsowsRR

Connection properties

Desaription

Default WSRR dafinition
ez





OPS/images/7944ch09.16.1.1.jpg





OPS/images/Ch3_WSRRDefinition4.jpg
WSRR definitions > ITSOWSRR > Web service
Connaction properties for this WSRR definition

Configuration

General Properties

Connaction type

T
+ Registry URL thsshcaen
[http=1//9.12.5.225:3443/ WSRR CorasD O/ sarvicas/ WSRR CorasDOPart ] .

Configurstions
storeode01/WSRRdefinition

5L Confiquration

|Open the Secure Sockets Layer (S5L) configuration list.
WodebefaultssLostings ]






OPS/images/Ch3_WSRRDefinition9.jpg
WSRR definitions > ITSOWSRR > Web service > JAAS - J2¢ authentication data

Spedies 3 lst of user identities and passwords for Java(TM) 2 connactor securlty to use,

¥ prefix new alias names with the node name of the cell (for compatibility with earlier releases)

Preferancs;

Ve ]| velere

General Properties
+ Aliss

———

+ User 1D

setea] Alns &
T b

| acToe auth aia:

| epcoe storenade

+ Pazsvord

——

Deseription

Desarption &

WSRR Actiuity Logging
IDBC authentication alias

Jror

Business Process
Chorsographer data
Zource suthantication
i






OPS/images/Ch3_WSRRDefinition3.jpg
WSRR definitions > ITSOWSRR > Web service

Connaction properties for this WSRR definition

Configuration

General Properties

Connadtion type

+ Registry URL

[hepe.1/5. 125,223 54437 WSRRGareS00/ ravices  WeRRCaraSB0Part

Authenticstion aliaz
storeode01/WSRRdsfinition

S5t configuration
WodebefaultssLostings ]

o]

Related Items

Jass - aze
Suthsntication
data






OPS/images/Ch3_BuildModule_1.gif
New Mediation Module

Select the Required Libra

Select the libraries that contain reusable resourtes, such as nterfaces, that this modue wil use.

s

Libraris:
IT500rderingllb






OPS/images/Ch3_AssembleModule_2.gif
Select the type to create:

. Companent with no Inplementation Type

Tmport wih o Binding
% Import with eb Service Binding





OPS/images/Ch3_AssembleModule_1.gif
 Business Integrat 7

£ e 8e) e

<allresources>

@ & mocaRaAchd:

& & nrsoondemctt
Z oopercres

= teaton Lo
& Coas
= ataces

(@ T500rdering

=8
ES

@ T500rderouery

P& ITSOCSRSLACheck - Asserbly Disgram 57

h ®RE L6 B
ITsocsRsLACheck

= Favortes o

(= Components

Basva

2 Medton Fow

P
[ 1mport
i »
References Drag and drop
& Outbound Inports





OPS/images/d_028.jpg
# Web Service Client
Web Services

Select a service defintion and move the sider to set the level of dient generation,

Configuraton:
Server runtine: WebSphere ESB Server v2.5
Veb service runtime: M ViebSphere JAX-4S

Clent profect:ifso Jecal.contract

[Monitor the Web service:

Overnrite fies without warring

1D not show me tis dialog box again.

@






OPS/images/d_027.jpg
em
# e 8ed a8~
T -

@ 83 cuvam_ecm

@ 83 curer_Frerie

15 ol contract
5% hesenty Dagram

4G5 Palette

INCEEN 7]

%3 itsolegal.contract - Assembly Diagram £¢

Q] # comacsorr

(151

0 2, wediaton

@ 2 wssomeors)

ContractsOnFTP [Fritalses
(% Fienetservces > Outbound Adepters
22 wstportoportt it

G5 Dependencies
&2 imeraton Logic
S 42 Mediton Flons
2, Medaton
& bata
5 AKoSSuppierContract
5 AKOSSupplierContractCommonProperties
J AxossupplerContractContainer

©J axossupplerContractDocumentprg  New
5 AKossupplierContractProperties

Open

) AkosSupperConvacRetieveCrita 07

) boamentContent e
Shon Fies

(2) DocmenthonlpdatabityFauit

O nvalidRequestFaut
MatchesExceededmitaut

) MissingDataFault

) PrimaryKeyPairType

CJ supplierContract

Show References in References View
AddTo Favorites

copy

O % s

(5 Binding Resources
= (2 web service Ports

) werait 56 e
B sterrces Refactor or Analyze Inpact » g
@ ecmmport yze Impa {5 properties [[£ Problems [ 5 server Logs % servers £2
FTPExport ug Import. atlocahost at locahost [Started, Synchronized]
@ wsesport Al tarted, Sychronized]
vorized]
Data Maps £ Refresh corized]
mchvorized]
XSLTransformation?_req_1| Yol 5 b [Synchronized]
% XSTransformatoni req 2 " )
B xStTransformaton]_seq 2| CoPere Vit
XSLTransformation1_res_1| ~ Replace With v
{5 xSt Transformation1_res 2| Web Services x
[ XstTransformation1 _res 2| __Source >
>

Test uith Web Services Explorer
Publsh WSDL Fie
Generat Java Bean Skeleton

Generate WSIL
Test With Generic Service Clent

Forw]





OPS/images/d_026.jpg
%3 itso.egal.contract - Assembly Disgram |2, “Mediation

ST

B XsUTransformationt_res_2

= %2] body refrievealAKOSSUpplirContraciResponseMsg 5 [8) body
3o <Cickto fer.> o <Cickto fer.>
2 (] refrievealAKOSSupplerContractResponse: 1.1 <Anonymous> = 28] queryDocumentRespanse
& [€] retrieveallAKOSSupplierContractOutput [1.1]  AKOSSupplierContractContainer & [€] response
= [€] AKOSSupplierContractDocumentProperties  [0..%]  AKOSSupplierContractDocumentProperties & [€] AKOSSupplierContractDocumentPropert
= [€] AKOSSupplierContractCommonProperties [0..1]  AKOSSupplierContractCommonProperties & [€] AKOSSupplierContractCommonProper
(€] Repostorytd .1 st . TEveve~ | (8] Repostoryid
&) TergetFolder 0.1 sting o Evove~ | il @
(6] Versonngstate
[8] versioningState 0.1]  enumbersioningState o EMove — o p——
[£] Doaumenturl D0 ayRs o TEveve~ | —1 €] Pathsegment
(€] Pathsegment D1 stng . TEmove -} ‘ &) vimeType
& [€] RetrieveCriteria
(€] MimeType 0.1 swng = L] [E] selectCiouse
& [&] RetrieveCrteria 0.1 AKOSSuppierContractRetrieveCriteria [€] WhereClause
(6] seleciause 0.1 sung Eﬁ""“‘ . Ehove v o G[el aossuppierConractroertes
[€] WhereClause 0.1 string Bk
(€] 1sReserved
= [€] AKOSSupplierContractProperties [0..1]  AKOSSupplierContractProperties
(€] sversoningenabled
[CRE— [ bodkan L Emove~ T e
€] 1eserved [2.1] bookan . EMove~ [£] Minorversoniumber
(] 1sversioningEnabled [1.1]  boolean Ttove » [E] versionstatus
(€] cmsusaname
€] Majorversontiber [ integer »M e R
[E] Minorversionhumber .1 nteger o TEveve~ | (2] crisUsSobyectTypeld
&) versenstatus {11 integer L TEMove~ | (€] ExpinyDate
(el Pamryegal
aisusename stin b TEveve - |
o il (6] Secondarytzsal
€] cmisUsBobjectid D.1 sting o TEMove~ | [l SupplierD
(€] cmisUSBobjectTypeld [1.1 string
&) ExpinyDate . dateTime b TEveve - |
[&] prinaryLegal .1 swng o TEveve~ |
(&) Secondarylegal .1 swng o TEmove -}
(€] supplerd .1 sting . TEveve~ |





OPS/images/d_060.jpg
Web Service Client Test
D0 you want to test the generated proxy? : |
Test the generated proxy

Test Faciity

roject

BEEE progress Information

s Updating the appicaton:ts0lega.co...8 Server v7.5 atlocahost atlocahost
Y

357 Fo

( )

Update of itso.egal.contractSampleEAR has started,

Metho}

Al [Deselect Al

Runteston

IWABD 1971 Copying SOAP run-time fle.: IWABD 1981 Publshing server.
C =

@






OPS/images/d_029.jpg
Web Service Client

Websphere JAX-WS Web Service Client Configuration
Specy options for creating a WebSphere JAX-VIS Web Service dient

Output foder: | Jtso.legal.contract/gen/src

o pE—— ) (mome]

WSt e | o egal conract_WSBxpertExport e ]

o st | =

Optonaly specfy a flder to be appended to META-INF/wsd!

[JEnable asynchronous invocation for generated dlent
[ Generate serislizable JAXE dasses

[Ispecfy JAX-WS or JAX8 binding fies

[custoize dient proxy ciass name:

[ Allow vendor extensions

Generats b nebservicesdent brd i tenplte for verrding he senvicds ndpant URL)
Erabie O,

@ <pack J[_text> ] (_rrish ] (_concel






OPS/cover.xhtml


   

      [image: Cover image]

    


  

OPS/images/7944ch06.13.1.189.jpg





OPS/images/7944ch06.13.1.188.jpg





OPS/images/7944ch06.13.1.185.jpg





OPS/images/7944ch06.13.1.184.jpg





OPS/images/7944ch06.13.1.187.jpg





OPS/images/7944ch06.13.1.186.jpg





OPS/images/7944ch06.13.1.181.jpg





OPS/images/7944ch06.13.1.180.jpg





OPS/images/Ch5-Fig52.gif
*, Open Table - TRANSFER

BASE WINZKX64 - DB - FTELOG - FTELOG.TRANSFER

Edits to these resuls are performed as postioned UPDATES and DELETES, Use the Tools Settings
notebook to change the form of editing.

e s [ e yae s [T cowiere os [resurcoves [f_ addrow
iz, ooy S e o5
414d51204354... |Transfer Daily 542| 543 ofpF _Delete Row.
(s ooty o8 e o
(s ooty o8 w o
(s ooty o8 w o
(oo ooty |50 e o

[ ——

Conmit_|_ vtk | rar | rehirerons |

I~ utomaticaly comit updates e

o






OPS/images/7944ch06.13.1.182.jpg





OPS/images/7944ch06.13.1.199.jpg





OPS/images/7944ch06.13.1.190.jpg
2 MQ Explorer - Navigator 53

=0

B oole

I8 WebSphere MO
(& Queue Managers.
B3 750.F1e Comp.
Bl ms0.FuE cooromATION
(& Queue Manager Clusters
85 wenTony cLUSTER
(& Full Repositories
(& Partial Repositories.
(= M5 Administered Objects
G2 Mansged Fe Transter
1 150,FILE.COORDINATION M
Agents
& Monkors
& Trastr Trpltes
[ TonserLog
B Pencing Transters






OPS/images/Ch5-Fig56.gif
& Test connect

Test connectivity to agent: STORE.ATLANTA.QM

Test connectity betwesn Websphers MQ Explorer and the selected
agent

ity to agent: STOREATLANTA.QM [_[CIx]

Tineaut: [5 = secands Test

[Testing conmectivty (o STORE ATLANTA G,
[Receved response from gent STORE.ATLANTA.QM in 0.344 seconds.






OPS/images/Ch5-Fig55.gif
9 MQ Explorer - Cortent &3

Agents

Source transfer | Destination transfel

Name

STORE.CHICAGO.QM Agent for T 0
STORENEWYORK.QM  Agentfor 11 properties o o
WAREHOUSE AGENT.QM  Agent for T ) o






OPS/images/7944ch06.13.1.198.jpg





OPS/images/7944ch06.13.1.192.jpg





OPS/images/Ch5-Fig54.gif
) MQ Explorer - Content. £3

| ¢

lagents

Name Description Status | Source transfer | Destination transfer
STORE ATLANTA.QM Agent for ITSO Atlantastore Ready 0 o
STORE.CHICAGO.QM Agent for ITs0 Chicago Store.~ Ready 0 o
STOREMEWYORK.QM  AgentforITSO NewborkStore  Ready 0 0
WAREHOUSE AGENT.QM  Agent for ITSO Warshouse Stopped O o





OPS/images/7944ch06.13.1.193.jpg





OPS/images/72_new_jks_key_db_new_self_signed.gif
Key database information

DBType:  JKS database file

FileName:  C\SmanS0AITSOlkeystwesbust ks

Token Label:

Key database content






OPS/images/71_2_new_jks_key_db_password_dialog_box.gif
AI6M Key Management S qIC]]

KeyDatabaseFile Create View Help

D] 3%

Token Lt

Password Strength: Delsts)

—_—

S o 1%

('/ L L/ Import...

-
‘

| B 5 0] O|@ -






OPS/images/71_new_jks_key_db.gif
Key database tye |JKS -
File Nam wesbust jks
Location: (CaSmanS0AITSOlkeyst

oK cancel






OPS/images/7944ch05.12.1.45.jpg





OPS/images/7944ch05.12.1.44.jpg





OPS/images/7944ch05.12.1.43.jpg





OPS/images/7944ch05.12.1.42.jpg





OPS/images/Sec5-Img2.gif
File Transfer
Auditabillty Communication ~ Administration

Triggering

Managed File Transfer Features.





OPS/images/81_jks_key_db_import_cms_key_db.gif
Export/Import Key

Choose Action Type

© ExportKey (® Import Key

Keyfile type |CMS -

Fle Name: [storeusrian Browse.]

Location:  [C18mansOAITSOeys!

oK cancel






OPS/images/Sec5-Img3.gif
B

BG =

EDC

Multiple Site Hub and Spoke Integration Pattern





OPS/images/74_new_jks_key_db_new_self_signed_cn_wesbusr_list.gif
[ 16M Key Management - [C\smar gLy

KeyDatabaseFile Create View Help

D& RE

Key database information
DB.Type: K3 database e

FileName:  C\SmariSOAITSOkeystweshusrks

Token Label:

Key database content

[Personal Certificates ~ Receive.

weshust_certificate Delete

ViewfEdi.

Exportimport...

Recreate Request...

New Self-Signed.

Extract Certificate.

The requested action has successfully completed!

A e aeesE

41 AM
sj28j2011

Lrstart






OPS/images/Sec-4-Img3.png





OPS/images/73_new_jks_key_db_new_self_signed_cn_wesbusr.gif
S ——— 8125225 = =8l
D ‘B
[ Create New Sel
MRS Please provide the following
Personal Cet || . mon Name fwesbusr e
Organization (optional) [IT50 e
Organization Unit {optional)
Locality (optional) i
StateProvince  (optional)
Zipcode (optional) |
Country or region {optional) |US | v
==
< ] D]
‘
we| B 5 ] O|@ 1






OPS/images/Sec5-Img1.gif
W

Spokes  File for
Transfer

File for
Transfer

File for
Transfer

Unmanaged Traditional File Transfer





OPS/images/7944ch01.08.1.18.jpg
WebSphere DataPower

en Senice Py






OPS/images/chapter6_connectivity_pattern.gif





OPS/images/7944ch01.08.1.17.jpg





OPS/images/gep_capability_life_cycle.jpg
CapabiltyCreated

RejectCapabity

ProposeCharter

© Capabiltyldentified CapabiityRejected

@ CharterReview

ReviseCharter

ApproveCharter

@ CapabiltyApproved

DeprecateCapabilty

& CapabiltyDeprecated

RetireCapabilty

CapabiityRetired





OPS/images/64_new_cms_key_db_new_self_signed_cn_storeusr.gif
Please provide the following:

KeyLabel storeusr_certiicate
Version xs00v3 |+
KeySize 1024 |~
Common Name storeusr
Organization  (optional) [IT50]
Organization Unit(optional)
Locality (optional)
StateProvince  (optional)
Zipcode (optional)
Country or region (optional) |US |~
Frr—|
< L Ilv]
oK Reset || cancel






OPS/images/63_new_cms_key_db_new_self_signed_stash_confirmation_dialog.gif
The password has been encrypted and saved in fle
C8manSOAITSOlkeysistoreusr st

I






OPS/images/d_025.jpg
- Auto Map.
Automatically map inputs to outputs

Choase the options to automatically map the selected nput and output elements.
Clck Next o select the transforms to create, or clck Fiish to create the tansforms for al the matching elements.

Mapping Scope
() Map al simple descendants of the selected elements
[ Group transforms into nested maps.
(O Map the immediate chidren of the selected elements
Neme Matching Options

[case sensitive
| Alphanumeric characters (Letters and digits only)

Mapping Criteria
Press F1 for more information when the names of inputs and outputs satisfy more than one citeron.

Create transforms when the names of inputs and outputs are the same

[ create transforms when the names of inputs and outputs are more simiar than

[ create transforms when the input and output names are matched to synonyms defined in a fie.

B

)






OPS/images/Ch3_LoadWSDL2.jpg
Load Documents

This facilty enables you to load one or more documents, vith the option to save them 35 a group. Specify 2 fil to load, select 3
document type and, optionally, anter a description and 3 version.

Path to the Document
@ Local file system
Specity path

M Browse.. |
St o [Browse the local machine or speciy the remote locaton|
[ ]

Documant type.
wspL v

Enter documant description:

—— 1

Enter documant version:

—— 1

e






OPS/images/62_new_cms_key_db_password_dialog_box.gif
[Password Prompt

Password: [

Confirm Password: [~

[] Set expiration time? Days.

Stash the password to afile?

Password Strengtt

o ||_Reset_||_cancel






OPS/images/Ch3_LoadWSDL3_dependentFiles.jpg
[Add Another Dosument | [Finisn ] [S2ve a: = aroup] [ cancel|

2 1T500wdering.wsdl | Remove | Replacs |
[S) 1750Query OrderResponse.xsd (rzaired) | Select Document |
[S) 17500rderResponse.xsd (required) | Select Document |
[§) 17500rder.xsd (required) | Select Document |
[S) 1750Query Order.xsd (required) | Select Document |

[Add Another Dosument | [Finisn] [S=ve 2z = aroup] [cancel|






OPS/images/61_new_cms_key_db_new_self_signed.gif
New

Key database type

File Name:

Location:

cms -

storeusrab

Browse.]

(CaSmanS0AITSOlkeyst

oK

cancel






OPS/images/Sec4-Img1v2.png
lput message

1
12

iz e Back-end
System
Head Office

ITSO Traditional Messaging System





OPS/images/d_022.jpg
% tso egal contract - Assembly Diagram
53 Medoton » @ wsExport » 4 queryDoaument

03 Overven [ B Reques| < Resparse | X, o]

@ wsexport
4 querypocumer

ECMImportPartner
4 retrievealAKOSSupplirContract

ECMinportpartner
% retreveallaxossupplerContract






OPS/images/Ch3_Architecture.gif
CSR Query
Orders Service

WebsSphere Enterprise Service Bus ) .

HET)

Mediation Flow

S Craok 8
Encpat Lo

SonpTTPS

sonnes

WebSphere Sanica Ragistryand Repesitery

el 0 L T





OPS/images/4_IBM_Key_management_2.gif
£116M Key Management
KeyDatabaseFile Create View Help

0=

[-[CIx]

Key database information

DB-Type:
File Name:
Token Label:
Key database content
[Personal Certificates - Receive.
Delete
ViewfEdi,
Impor
Recreate Request,
New Self-Signed...
Extract Certificats

To start, please select the Key Database File menu to work with a key databas






OPS/images/Sec4-Img2.png
Putmessage

Get message

Public Key Privafe Key

Encrybted
message

Message Encryption





OPS/images/d_024.jpg
% XsUTransformation1_res_2

—
XS Transformation._ s e s v x| ol & EER
= el body retrieveallAKOSSupplerCe e =i = (8} body queryDocumentResponseMsg
o <Clckto lter..> o <Clckto flter..>

5 ] retevealAKOSSUpplerCantaciResponse. [1.1] <Anomymous> ] qveryDoamentResponse [1..1] _<Anonymous>

& (8] retieveal AKOSSupplirContractOuput_[1..1] _ AKOSSupplerContractContainer (8] resporse [L..1_AKOSSupplerConfractContainer






OPS/images/Ch3_LoadWSDL1.jpg
WebSphere.

| view ~| o

Business Governance )|

Tachnical Governance )|

504 Governance
WebSphere Serv  service Model

relationships, en  Lita cycle view

your SOA deployi - 5T

The SOA Governz_ Senvics Metadata

)

)
»
)l
)

architects, architecture boards and SOA
from other roles (business, developmen
‘governance processes, policies and star|
effective interoperability, agility and rob

Y <o searches

rory provides clear visibility of service associations and
es, and enforces recommended practices and policies in

Documant Groups
WSDL Documents
XSD Documants

XML Documants

Policy Documents )
Other Documants
SCA Integration Modules 1|

ance role, including

will also include individuals
onsible for defining the

ss all organizations to ensure

Help
+

e P——

18M WabSphars Service Registry and Repasitory,
75.00
id Number: 20110518_0837

Licenzad aterial - Proparty of 181
572472 5655-R41 (C) Copyright 18M Corp. 2006,
2011

Al Rights Reserved

U.5. Governmant users - RESTRICTED RIGHTS - Uss,
Duplication, or Disclosure rastrictad by GSA-ADP
schedule contract vith 18M Corp. 18M Is a registersd
trademark of the 1EM Corp.






OPS/images/7944ch05.12.1.33.jpg





OPS/images/d_018.jpg
) odega conct - Assembly Dagram [, Wediton 53,

T, Medaton » @ wsexport » # querybocument

(@) overvien | U Request | o Response | &, &ror|

q & Paette

[NCEEY ] @ wsxport

ry
er 9 coenoament| 7 pevme

i — 1 | % retieveallaKOSSupplerContract
e e

i S =
Asercrims | o ob |@wseeet

4 queryDoaument





OPS/images/Ch3_Problem_2.gif
o

)

Customer
oy,
Order

N 1
3
o Orders Service
(NET)

T

CSR Query
Orders Service






OPS/images/7944ch05.12.1.32.jpg





OPS/images/d_021.jpg
@) wtso.legal.contract - Assembly Disgram | 2, “Medation

[EESTE Y N

B XsiTransformation1_req_2

xStTranstomationt_rea 2~ $1 P B| 5 K| BB B B O @]
= %] body aueryDocmenRequestig = [ body eievesla
b <Cickto fter..> b <Cickto fter.>
& 4] queryDocument [1.1]  <Anonymous> S (] refrieveal AKOSSupplierContract [L.1] <Anonymo.
T T vove — 5 [l retrievealAKOSSupplerContractinput_ [1..1]_ AKOSSuppl
= [€] AkOSSupplierContractCommonProperties [0..1]  AKOSSuppli
(€] RepositoryId [1.1 string
[€] TargetFolder [0..1] string
[€] VersioningState [0..1]  enumVersior
(€] Documenturl 0.1 anyuRI
[€] PathSegment [0..1] string
[€] MimeType: [0..1] string
& [€] RetrieveCriteria [0..1]  AKOSSuppi
(€] SelectClause [0.1] sting
(€] WhereClause [0..1] string
= [€] AKOSSupplierContractProperties [0..1]  AKOSSuppli
(] IsInExceptionState [1.1]  boolean
(] IsReserved [1.1]  boolean
(€] IsversioningEnabled [1.1]  boolean






OPS/images/WESB_WSRR_2.gif
service endpoint
with Suitable Service

Customer Level Definition (SLD)
defined inthe retrieved

J ESBroutesto

(.NET)

oy,
Order sta S
o=
Orders Service

WMessage
CSR Query
Orders Service

The ESB checks that
Service Requester with
Consumer D has a
SLA with Context ID

WebSphere Service Registry and Repository.






OPS/images/7944ch05.12.1.31.jpg





OPS/images/65_new_cms_key_db_new_self_signed_cn_storeusr_list.gif
TS0\ keys'storeusr.kdb]

D' d % RE

Key database information

DB-Type:  CMS key database fle
FileName:  C\SmanSOAITSOlkeysistoreusr ki

Token Lab

Key database content

[Personal Certificates

* storeusr_certificate






OPS/images/7944ch04.11.1.01.jpg





OPS/images/2_run_as_command_prompt_login.gif
[ Windows Security

Run as different user
Please enter credentials to use for C:\Windowslsystemazicnd.exe.

\—\

el





OPS/images/7944ch04.11.1.02.jpg





OPS/images/7944ch06.13.1.269.jpg
1 agent.properties |

#

##Mon Jun 27 07:36:59 EDT 2011
3gentQMgr=STORE.NEWYORK.QM
agentQMgrPort=1414

agentDesc=Agent for ITSO NewYork Store
agentQMgrHost=store.newyork.itso.com
3gentQMgrChannel =ITSO.SSL.SVRCONN
agentName=STORE.NEWYORK.QM
commandPath=E:\\Scripts\\NEWYORK
agentSsiCipherSpec=RC4_MD5_US
agentSsiTrustStore=E:\\SSL\\NEWYORK\\truststore.jks|
agentssiTruststorePassword=itsodyou
agentsslkeyStore=E:\\SSL\\NEWYORK\\keystore. jks
agentSslKeyStorePassword=itsodyou






OPS/images/7944ch05.12.1.69.jpg





OPS/images/7944ch05.12.1.68.jpg





OPS/images/7944ch05.12.1.67.jpg





OPS/images/7944ch06.13.1.266.jpg
1agent.properties |

#*
##Mon Jun 27 07:36:14 EDT 2011

3gentQMgr=STORE. ATLANTA.QM
agentQMgrPort=1414

agentDesc=Agent for ITSO Atlanta Store
agentQMgrHost=store.atlanta.itso.com
3gentQMgrChannel=ITSO.SSL.SVRCONN
agentName=STORE.ATLANTA.QM
commandPath=E:\\Scripts\\ATLANTA
agentssiCipherSpec=RC4_MD5_US
agentssiTruststore=E:\\SSL\\ATLANTA\\truststore jks
agentssiTruststorePassword=itsodyou
agentsslkeyStore=E:\\SSL\\ATLANTA\\keystore jks
agentSslKeyStorePassword=itsodyou






OPS/images/7944ch05.12.1.66.jpg





OPS/images/7944ch06.13.1.265.jpg





OPS/images/7944ch05.12.1.65.jpg





OPS/images/7944ch06.13.1.268.jpg
1 agent.properties |

#

##Mon Jun 27 07:36:59 EDT 2011
3gentQMgr=STORE.NEWYORK.QM
agentQMgrPort=1414

agentDesc=Agent for ITSO NewYork Store
agentQMgrHost=store.newyork.itso.com
3gentQMgrChannel=ITSO.SSL.SVRCONN
TORE.NEWYORK.QM
:\\SCripts\\NEWYORK
agentssiCipherSpec=RC4_MD5_US
agentSsiTrustStore=E:\\SSL\\NEWYORK\\truststore.jks
agentssiTruststorePassword=itsodyou
agentsslkeyStore=E:\\SSL\\NEWYORK\\keystore. jks
agentSslKeyStorePassword=itsodyou






OPS/images/7944ch05.12.1.64.jpg





OPS/images/7944ch06.13.1.267.jpg
1Lagent.propertes |

agentDesc=Agent for ITSO Chicago Store
agentQMgrHost=store.chicago.itso.com
agentQMgrChannel=ITSO.SSL.SVRCONN
agentName=STORE.CHICAGO.QM
commandPath=E:\\Scripts\\CHICAGO

agentssiCipherSpec=RC4_MD5_US
agentSsiTrustStore=E:\\SSL\\CHICAGO\\truststore jks
agentssiTruststorePassword=itsodyou
agentssleyStore=E:\\SSL\\CHICAGO\\keystore jks
agentssikeyStorePassword=itsodyou






OPS/images/After.gif
ITsO
Atlanta
Store

ITSO
Chicago
Store

ITsO
New York
Store

Inventory
File

Inventory
File

Inventory
File

-

—

-

wMQ
A FTE
£) Agent
¥ 9

wMQ

FTE
) Agent
4

wMQ

FTE
£) Agent
4

N
> x
\ e
WMQ \ .
Channels \ 4 ITSO1 Supplier
SOAP/HTTP
XMLAMS
- - o
WMQ
Channels 8
- "
ITSO Enterprise ~ ITSO2 Supplier
/' Warehouse  Senice Bus S
1 ~
, « EDims
’ Se
’/ Orders  ~
7 wMa .
7 Channel
ITSO3 Supplier

Supplier Integration simplified by ESB and is now 2 way !!!






OPS/images/7944ch05.12.1.74.jpg





OPS/images/7944ch06.13.1.262.jpg





OPS/images/7944ch05.12.1.73.jpg





OPS/images/7944ch06.13.1.261.jpg





OPS/images/7944ch05.12.1.72.jpg





OPS/images/7944ch06.13.1.264.jpg





OPS/images/7944ch05.12.1.71.jpg





OPS/images/7944ch06.13.1.263.jpg





OPS/images/7944ch05.12.1.70.jpg





OPS/images/7944ch06.13.1.260.jpg





OPS/images/7944ch05.12.1.59.jpg





OPS/images/7944ch05.12.1.58.jpg





OPS/images/7944ch05.12.1.57.jpg





OPS/images/85_jks_key_db_import_cms_key_db_completed.gif
TS0\ keys\wesbusr.jks]

KeyDatabase File Create View Help

Ned% R

Key database information
DB-Tyne
FileName:  CASmanS0AITSOlkeystwesbust ks

JKS database file

Token Label:

Key database content

[Personal Certificates

weshusr_certificate
‘storeusr_certificate






OPS/images/84_jks_key_db_import_cms_key_db_chg_label_dialog.gif
oK

Would you ke to change any of these labels before completing the import process?

cancel

Select alabel to change:

Storeusr_certificate

Enter anew label:

[storeusr_cetitcate

Apply






OPS/images/83_jks_key_db_import_cms_key_db_key_label_list.gif
Select from Key Label List of [C:\SmartSOA'ITSO' keys'storeusr.kdb]

Please select keys from the following key st of the source key database 2

weshusr_certificate
oreusr_certificate
Entrustnet Global Secure Server Certification Authority
Entrustnet Global Client Certification Authority
Entrustnet Client Certiication Authority
Entrustnet Certification Authority (2048)
Entrustnet Secure Server Certification Authority
feriSign Class 3 Secure Server CA
feriSign Class 3 Public Primary Certification Authority
feriSign Class 2 Public Primary Certification Authority
feriSign Class 1 Public Primary Certification Authority

cancel






OPS/images/82_jks_key_db_import_cms_key_db_passwd_dialog.gif
Password to open the source key database: [+

oK Clear cancel






OPS/images/7944ch05.12.1.63.jpg





OPS/images/7944ch06.13.1.273.jpg





OPS/images/7944ch05.12.1.62.jpg





OPS/images/Ch5-Fig64.gif
Transfer Log

Source.

Destination

Completion State.

Started (Americaliew_York)

STORE.CHICAGO.QM
STORE.CHICAGO.QM
STORE.CHICAGO.QM
STORE ATLANTA.QM
STORE ATLANTA.QM
STORE ATLANTA.QM
STORE.NEWYORK,QM
STORE.NEWYORK,QM
STORE.NEWYORK.QM
WAREHOLISE. AGENT.QM
WAREHOUISE. AGENT.QM
\WAREHOUSE, AGENT.OM

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

WAREHOUISE. AGENT.QM
WAREHOLISE, AGENT.QM

Successful
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successhul
Successful

7I11/11 12:46:05 AM EDT
7111/11 12146108 AM EDT
7111/11 12:46:09 AM EDT
7111/11 12:46:28 AM EDT
7111/11 12:46:30 AM EDT
7111]11 12:46:31 AMEDT
7111/11 12146138 AM EDT
7111/11 12:46:40 AM EDT
711/11 12146140 AM EDT
7111/11 12146147 AM EDT
7111/11 12146147 AM EDT
7111711 12:46:47 AM EDT





OPS/images/7944ch05.12.1.61.jpg





OPS/images/7944ch05.12.1.60.jpg





OPS/images/7944ch06.13.1.274.jpg





OPS/images/7944ch06.13.1.271.jpg
1 coordination.properties |

7#Fri Jun 10 05:51:23 EDT 2011
coordinationQMgr=ITSO.FILE.COORDINATION.QM
coordinationQMgrHost=fileadmin.itso.com
coordinationQMgrChannel=ITSO.SSL.SVRCONN
coordinationQMgrPort=1416
CoordinationSsiCipherSpec=RC3_MD5_US
coordinationSsITrustStore=E:\\SSL\\EXPLORER\\truststore.jks
coordinationSsITrustStorePassword=itsodyou
coordinationSslKeyStore=E:\\SSL\\EXPLORER\\keystore jks
coordinationSslKeyStorePassword=itso4you






OPS/images/7944ch06.13.1.270.jpg
1 command. properties |

#Fri Jun 10 05:61:56 EOT 2011
connectionQMgrchannel=ITSO.SSL.SVRCONN
connectionQMgrPort=1415
connectionQMgrHost=fileadmin.itso.com
connectionQMgr=ITSO.FILE.COMMAND.QM
connectionSsiCipherSpec=RC4_MDS_US
connectionSsITrustStore=E:\\SSL\\EXPLORER\\truststore.jks
connectionSsITrustStorePassword=itsodyou
connectionSsiKeyStore=E:\\SSL\\EXPLORER\\keystore. jks
connectionSslkeyStorePassword=itsodyou






OPS/images/7944ch06.13.1.248.jpg





OPS/images/7944ch06.13.1.247.jpg





OPS/images/7944ch06.13.1.249.jpg





OPS/images/7944ch05.12.1.89.jpg





OPS/images/7944ch06.13.1.244.jpg





OPS/images/7944ch05.12.1.88.jpg





OPS/images/7944ch06.13.1.243.jpg





OPS/images/7944ch05.12.1.87.jpg





OPS/images/7944ch06.13.1.246.jpg





OPS/images/7944ch05.12.1.86.jpg





OPS/images/7944ch06.13.1.245.jpg





OPS/images/ChangedFlow.gif
=

InvOutput Supplier Orders

(Order Processor

Save LDPs

Protocol Rauting

Enor

af

orderq

RemoverttpHeaders

@

&

ﬁ Parse2XMLNSC.

WebgerviceResponseQ

UpdateOrderstatusieb





OPS/images/FileInputProperties3.gif
[ propetties £3 . [21 Problems | E Deployment Log

08 FileInput Node Properties - InvOutput Supplier Orders.

Description
Basic Record detection Whoe File
I Message Parsns | |t 1)
Parser Options
o Delmiter
Retry Custom delmiter (hexadecima)

Records and Flements  perter type
Valdation

FTP

Transactons

Instances

Monitoring





OPS/images/RecordProcessor.gif
xxxxxxxxxxxxxxxxxxxxxxx
aaaaaaaaaaaaaaa





OPS/images/7944ch07.14.1.25.jpg





OPS/images/7944ch07.14.1.26.jpg





OPS/images/ProtocolRouterFlow.gif
aaaaaaaaaaaaaaaaaaaaaaa
xxxxx

nnnnnnnnnnn

uuuuuuuuuuuuu





OPS/images/7944ch07.14.1.28.jpg





OPS/images/7944ch07.14.1.29.jpg





OPS/images/httpRequest.gif
21 Problems | Deployment Log

3 HITP Request Node Properties - Order Web Service

Description

Basic

HTTP Settings

EEN

Respanse essage Parsing
Parser Options

Ertor Handing

Advanced

Valdation

Monitoring

ieb service LRL*

Recuest timeout (sec)*

ttpifocalhost: 1001 fdummyService wilBeOverRidden]

.. http:/inesverfpath tofservie

120






OPS/images/7944ch07.14.1.31.jpg





OPS/images/7944ch07.14.1.32.jpg





OPS/images/7944ch06.13.1.240.jpg





OPS/images/7944ch06.13.1.242.jpg





OPS/images/7944ch06.13.1.241.jpg





OPS/images/7944ch05.12.1.92.jpg





OPS/images/7944ch05.12.1.91.jpg





OPS/images/7944ch05.12.1.90.jpg





OPS/images/Ch5-Fig18.gif





OPS/images/7944ch06.13.1.259.jpg





OPS/images/MessageSet.gif
csv.mxsd

structure
= (5 esvmesd
5 (3 Messages
= oy
) (€] orderRequest
[&] storeld
(€] widgettd
[€] quantity
= B Types
uppler
[&] storeld
(€] widgettd
[€] quantity
CsvInput
=1 (€] orderRequest
(€] storeld
(€] widgettd
[€] quantity
T Groups
=) (2 Hements and Attributes
=@y
= (€] orderRequest
[&] storeld
(€] widgettd
[€] quantity

Type

CsvInput
supplier

xsdbstring
xsdbstring
xsdbstring

xsdstring
xsdbstring
xsdbstring

suppler
xsdbstring
xsdbstring
xsdbstring

CsvInput
supplier

xsdbstring
xsdbstring
xsdbstring

Min Occrs

Max Occurs

Kl
Bl

Kl

Bl





OPS/images/Ch5-Fig19.gif





OPS/images/7944ch06.13.1.258.jpg





OPS/images/Ch5-Fig16.gif
Checkpoint Secure Centralized
File Transfer
Auditability andRestart  Communication  Administration

Triggering





OPS/images/7944ch05.12.1.79.jpg





OPS/images/Ch5-Fig17.gif
RIC
g s

Configure Track Audit

WebSphere MQ File Transfer Edition






OPS/images/7944ch05.12.1.78.jpg





OPS/images/Ch5-Fig14.gif
o

!mmwi:k i

Nowa =2
u.m. Scota

v‘mum
s o s New, Hampshire
o nana ¢

% Rnode tsiand

S Vg Connecticu

TECe T i \

s . i v sersey

W Tonn -%,

OKahoms aransas e
s | P and

Mississippl Qustct o

" Risbama Cotambia

Norn.
Atante
ot ¥ Florid, =
cutr o
S >

? 1TSO Warehouse ?  1TSO Store





OPS/images/7944ch06.13.1.255.jpg





OPS/images/7944ch05.12.1.77.jpg





OPS/images/Ch5-Fig15.gif





OPS/images/7944ch06.13.1.254.jpg





OPS/images/7944ch05.12.1.76.jpg





OPS/images/7944ch06.13.1.001.jpg





OPS/images/7944ch06.13.1.257.jpg





OPS/images/7944ch05.12.1.75.jpg





OPS/images/7944ch06.13.1.002.jpg





OPS/images/7944ch06.13.1.256.jpg





OPS/images/7944ch07.14.1.11.jpg





OPS/images/7944ch07.14.1.12.jpg





OPS/images/7944ch07.14.1.13.jpg





OPS/images/7944ch07.14.1.14.jpg





OPS/images/7944ch07.14.1.15.jpg





OPS/images/7944ch07.14.1.16.jpg





OPS/images/Ch5-Fig20.gif
Atlanta Chicago New York Warehouse Centralized
Store Store Store Store  Administration
Server  Server Server Server Server





OPS/images/newMessageSet.gif
4 New Message Set

Create a new message set

Enter a name for the new message set

Message set name:
Message set project name:

Project location

oz

IT50_Warshouse_CreateOrder_MessageSet

Copy message set cantents from anather message set

Message set; | <create message set with no message defintons>






OPS/images/msetcontd.gif
4 New Message Set

Message Set

Select one or more types of message data you wank to process

Select the type of message data that you wil be working with most often

ML documents (general)

Select any other types of message data that you il bs working with

[Jweb services SOAP.
[8inary data (For example, C or COBOL structures)

Text data (for example, CSY, SWIFT or HL7)

Text messaging standard

[CIMIME documents other than Web services

[JDats for WebSphers Adapters

e ) T [






OPS/images/Ch2_CreateMed_1.gif
& Business Integration 3

EIEIEIEIEIEES

<allresources>
#1750, 1

Open
ShawIn

5

oy
(Copy Qualfed ame:

[ Paste

Hoelete

fxstmport
3Esport

 Refresh

Propertizs

e

iy
Delte

£ Sproct

e

Lbrary

(& Datapower Lary

G Component Test roject
5, Business Meritoring roject

.






OPS/images/Ch2_ImportLibrary3.gif
= @8 1150 Lb

2% Dependencies

= Integration Logic

= pata

©J CustomerDetails
CJ Find_Update_Customers.
CE supportclassType
Interfaces
@ customertnfoservice
Transformations






OPS/images/Ch2_ImportLibrary2.gif
& Import Project Interchange Contents.

Import Projects
Import Projects from a 2ip i

From 2pfle: i\Documents and settingsumer|DesktopliT50 Ut v | [arons

Project locaton root: | C:\Documents and Settingslfumar | [BMwid7Siworkspac | [Browse.

[ 110 b






OPS/images/patternExplorer.gif
5 Broker Developm | &, Patterns Explorer 53 = 0

© (& patterns
Applcation Integration
ER:
.. B8 mQoneway (o)
(2 Fie Processing
(2% Record Distrbution
MQ one-ay.
Message-based Integration

Message Correlator
E2 1MQ request-response with persistence
MQ request:response without persistenc:
= (2% Message Splter

MQ one-ay (xML)

(2% Service Enablement

5 (2 Service Facade

MQ ne-way with acknomledgment
£2 MQ request-response

Servie Vitualzation
(2 Service Proxy
Static endpaint






OPS/images/Ch2_ImportLibrary1.gif
(= Web services
B
=& other






OPS/images/PatternProperties2.gif
s Configure Pattern Parameters

Provide values for pattern parameters, Clickthe. button or clck hete to generste a pattern nstan

i Pattern workspace resources are generated successfully!

Pattern Parameters

~ Input file

Detalls of how to access the input data

Dirsctory of nput il * Cikotcrdersicupplisrs
Filepattern * s

UseFTP* o

FTP canfiqurable service* [ Fipsarvice

~ Input record processing

Specify how File records are to be processed.

Record detection Parsed (bnary ar text)
Record length * &
Delimker type * Do or DNIX I end

Record delimter *

Input message set * vz

Input message typs * o (default namespace)
Input message format *  [Text GV

CCaD of fe * Eroker system default
Encading offe * Eroker System Determined

Routing o routing






OPS/images/ITSO_Architecture.gif
Web Portal

e

WebsSphere Enterprise Service Bus

Mediation Flow

L






OPS/images/7944ch05.12.1.85.jpg





OPS/images/7944ch06.13.1.251.jpg





OPS/images/ITSO_Solution.gif
i
Customers

;. — &0

¥

master
8

1730 Custamer

fogsanto

web portal

Cals the SR csr
Customer Customers |
Representati !

Services (CSF) |






OPS/images/7944ch05.12.1.84.jpg





OPS/images/7944ch06.13.1.250.jpg





OPS/images/ITSO_Problem.gif
pa— wiw
Customers

N3] g — B

S Customers
G Wiastr 08

1750 Customer
fogs onto
web portalor
all'the Csr Customer Data
Reconcilition Job runs
every night)

pa— csr
Custamer Customers

Representive
Serices (CSF)






OPS/images/7944ch05.12.1.83.jpg





OPS/images/7944ch06.13.1.253.jpg





OPS/images/7944ch02.09.1.02.jpg





OPS/images/7944ch05.12.1.82.jpg





OPS/images/7944ch06.13.1.252.jpg





OPS/images/7944ch02.09.1.01.jpg





OPS/images/7944ch05.12.1.81.jpg





OPS/images/7944ch05.12.1.80.jpg





OPS/images/7944ch06.13.1.226.jpg





OPS/images/7944ch06.13.1.225.jpg





OPS/images/7944ch06.13.1.228.jpg





OPS/images/7944ch06.13.1.227.jpg





OPS/images/7944ch06.13.1.222.jpg





OPS/images/7944ch06.13.1.221.jpg





OPS/images/7944ch06.13.1.224.jpg





OPS/images/7944ch06.13.1.223.jpg





OPS/images/7944ch07.14.1.44.jpg





OPS/images/OrderStatusSubflow.gif
b——a—

tttttttttttttttttt

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu





OPS/images/Soapextract.gif
[l properties 52 [2( Problems | E Deployment Log

(5 SDAPExtract Node Properties - Extract

Description
Basic Remove envelope.
Monioring | Envelope Destination

$LocalEnvironment/SOAP/EnvelopeInRequest/ITSOWarehousellessageset50AP_HITP_Bindng

Destination path mode  (©) Create path () ¥Path location of existing element

Route to ‘speration label

LabelPrefix ws_






OPS/images/DataInsertMap.gif
4 New Message Map

Specify a new message map file

Select project, schema and name far the new map.

Message flow project
Name:

Flow organization

[ Use default broker schema

1750_Warshouse_Orderstatus_MessageFlowProject

OrderstatusRequest_Data_Insert

Schema: | T






OPS/images/DataMapselction.gif
4 New Message Map

Select map kind and its source and target

Crestes a map that can contain message and database tables as sources and targets, Propeties, and
optionally headers and the LacalEnvronment can be mapped.

Create
(©) Message map called by & message flow node

O submap called by another map

Select Map Sources

=[] Messages
055 CSV I, CvarML, TT50_warshouse_CresteOrder_MessageSet]
(% Envelope [http:fjschemas. xmisoap.orgjsoapfenvelopef, ITSOWarehouseMessageSat, IT50_Warshouse
[0 Fault http: jschemas.«risoap.orgjsaapfenvelope, ITSOWarehoussMessageset, IT50_Warehouse_On
(% 504P_Domain_Msq [*, ITSO0WarehouseMessageSet, IT50_Warshouse_OrderStatus_MessageSet]

[ submitOrderReatest [Fttp: .. comfwarehosefsupplier/Or derstatusService, ITSOWarehauseMe

O eLos )

< >

Select Map Targets

& (] Data Targets
5 []E Table Inserts
[ =1 ORDER_DETAILS [1T50, DEZADMIN, 1T50]
] =1 ORDER _HEADER [IT50, DEZADMIN, I750]
] ORDER_STATUS (I750, DBZADMIN, 1150]
] = SUPPLIER (1750, DB2ADMIN, IT50]
[JE Table Updates






OPS/images/7944ch06.13.1.229.jpg





OPS/images/mapping.gif
[1T50_tWarehouse_OrderStatus_MessageFlowProject1/masi

= [ Hsource - Message “tms:submitOrderRequest” | = (& $dbinsert - IT50,DEZADMIN.ORDER_STATUS
e]" Propertes (PropertiesType._tns;stbmitOrderRequest) £’ oROERID
18 tnsisubmitOrderRequest (tnsicomplexType) £ status
814 ordertd (xsd:string) E UPDATETIME

€] status (xsdistring)

Map Script Ve
= & Orderstatushequest_Data_Insert
i Parameters

(3 gdbiinsert






OPS/images/UpdateDbProps.gif
[l properties 52 [21 Problems | E Deployment Log

B+ patalnsert Node Properties - UpdateDB

Description

Basic Datasource. mso
Statement mas OrderStatusRequest_Data_Insert
Transaction Automatic
Treat warnings as errors [m]

Throw exception on database error






OPS/images/JMSSuccessMessage.gif
% [T50.JMS.90045.QUEUE

Fie Edt Search Read Vrte Vew Ids MQ elp

Main [Data_|MOMD|PS | UsrProp| RFH | PubSub|pser |jms |usr |other |CiCS [IMS |DLa |
Message Data (408) g 1 of 1 fiom TS0.JMS. 30045 QUELE

Data Fomat
<2xl version="1.0" encoding="UTF-8"2> Characler
<bo:SubmitOrder xmlns:bo="http://wwm.bigcompany.com/Orders/ input/data” Hex
<submitOrderstatusRequest> Both
<clientID>0834</clientID> XL
<orderIp>12345</order 10> PARSED
<orderDate>06152011</orderbate> coBOL
<orderDetails> J50N
<partHumber>3457</par tiumber> 23
<locationID>567</locationID> Ireger Format
<quantity>20</quantity> © FC el
</orderbetails> © HOST (330)
</submitOrderstatusRequests> R
</bo: Submitorder> & P i)

 HOST (330)

Char Farmat (A1)
@ hsci

€ Ebcdic

€ Sinp Chinese
€ Korean

€ Trad Chinese
€ Japanese

© Thai

I CRAF [ Indent
I EDI [ Valdate
Browsellest

Copybook






OPS/images/EDIsuccessMessage.gif
#1750, EDI, 90019, QUEUE
Flo Edt Search Read Vrte View I Help

Main [Data | MOMD | RFH | PubSub | pscr
Message Data 128) fom ITS0.EDL90018 QUELEE

|ims

=

| other | cics | Ms

00000000
0000035
n00000ss
o00000s3
noooo121

PO-6LF##CL-A56809¢ 0D 2011062677+
L-OL¥##34¢##200L$F #3000 $70
L-OZ¢# 34 FF2005FFFE0FFFTT
L-O3F#FLLEFFLBAFFI3ASHIF™T

Porn

|oa |

DataFomat
@ Character
 Hex
 Bath

© ML
 PARSED
 cosoL

Integer Format
& PCntel
 HOST (330)
Packed Dec

& PC{intel)
 HOST (330)
Char Farmat

@ Asci
 Ebedc

€ Sinp Chinese
 Kerean

€ Trad Chinese:
€ Japanese

¥ CRAF [ Indent
I EDI [ Valdete

Copybook






OPS/images/7944ch06.13.1.220.jpg





OPS/images/7944ch06.13.1.237.jpg





OPS/images/7944ch06.13.1.236.jpg





OPS/images/7944ch06.13.1.239.jpg





OPS/images/7944ch06.13.1.238.jpg





OPS/images/7944ch06.13.1.233.jpg





OPS/images/7944ch06.13.1.232.jpg





OPS/images/7944ch06.13.1.235.jpg





OPS/images/7944ch06.13.1.234.jpg





OPS/images/OrderQ.gif
T Properties 07
& Maoutput

Description
Basic
Advanced
Request
Valdation

Monitoring

[ problems | FE Deployment Log

Node Proper

Destination mode
Transaction mode
Persistence made
New message ID

New conelation 1D
Seqmentation aloed

Message context

s - OrderQ

Destination Lt

ves

ves

[m]
[m]
[m]

pass All

Alernate user authority []





OPS/images/7944ch07.14.1.34.jpg





OPS/images/7944ch07.14.1.35.jpg





OPS/images/OrderStatusMset1.gif
4 New Message Set

Create a new message set

Enter a name for the new message set

Message sek name; ITSOWarehouseMessageset

Message set project name: | IT50_Warshouse_OrderStatus_MessageSet]

Project location

Copy message set cantents from anather message set

Message set; | <create message set with no message defintons>






OPS/images/OrderStatusMset2.gif
4 New Message Set

Message Set

Select one or more types of message data you wank to process

Select the type of message data that you wil be working with most often

ML documents (general)

Select any other types of message data that you il bs working with

i serviss 508

[6inary data (For example, C or COBOL structures)

[ Text data (for example, C5Y, SWIFT or HL7)
Text messaging standerd

[CIMIME documents other than Web services

[JDats for WebSphers Adapters

< ) o> ) o [






OPS/images/WsdlMessageDefinition.gif
% New Message Definition File

Create a new message definition file from a WSDL definition
WDl
Slc 3 essag e o conanthe e mesgecition nd a WADLsrie o g et e

Message set: J1150_Warehouse_Orderstatus_MessageSet/ITSOWarehouseessageset

Message defintin fle name: | ITSOWarehauseMessagesetSersice.mxsd

O select il from workspace:

0 0 6% 6% 0 0 0%

(® select il from outside workspace:

Lacation | Ci{Documents and settings|inest|Deskiop|{T50WarchouseMessagesetservice. v | (Erawse.

[ Copy source fil into the fmportFiles' directory of the message st project
|Add SOAP and XMLNSC to supported message domains I they do not exist






OPS/images/OrderStatusMessageSet.gif
= & 1750 _Warehouse_OrderStatus_MessageSet
= msOwarehoussMessageset
CE messageset.mset
=22 Deployable WSDL
= com.tso.smn.warehouse supper,crderstatussenice
2 MSOWarchousehessageSetSerice wad
= (2 Message Defintions
= £ (default namespace)
= 5 soapmxsd
2 assages
Types
1 Groups
& ments and atrbutes
£ com.tso . warehouse supper,crderstatussenice
5] 1rs0warehousemessagesetservice.misd
5] 1rsowarehouseiessagesetservice _Inineschemat. misd
[l orderstatusservice.mxsd
= org smisoep.schemassoep.envelope
= soapenvitmisd
2 assages
Types
1 Groups
18 Elements And Attributes






OPS/images/OrderStatusFlowCreation.gif
4 New Message Flow

Create a new message flow

Select a message flow project or the new messags flow

Message flow project

Message flow name:

Flow organization

1750_Warshuse_Orderstatus_MessageFlowProject

IT50_Warshouse_Orderstatus MessageFlow

[ Use default broker schema

Schemat | masi






OPS/images/OrderStatusFlow.gif
= Onderstatustpdte_SubFlom Sp . d

Orderstatusinput ComputeResponse

Reply





OPS/images/propertiesOrderststusInput.gif
[ SOAP Input Node Properties - OrderStatusInput

Description

Basic

HTTP Transport

Advanced

WS Extensions

Input Message Parsing
Parser Options

Ertor Handing

validation

WSDL Properties
WSDL fle name*

Porttype®
Imported binding*

Servie port*

Target namespace:

ITSOWarehouseMessageSetcomtsofwwfwarehousejsupplirforderstatusservice/ITSOWarehouseMtessageetServic

Browse,

IT5OWarehouseessageSetPortType

IT5OWarehouseiissageSetSOAP_HTTP_Binding

IT5OWarehouseiissageSetSOAP_HTTP_Port

it £, comwerehousesupplierOrderStatusservice






OPS/images/7944ch07.14.1.43.jpg





OPS/images/7944ch06.13.1.231.jpg





OPS/images/7944ch06.13.1.230.jpg





OPS/images/1_a_022.jpg
New External Service

Import a RAR File

Importa resource adapter archive (RAR) from the fie system to create a connector project for the
adaper.

Achive fie: (Co\BM\IntegrationDesignery75\ResourceAdapters|ECM_7.5.0.0\CW/YCM_ECM.rar
Comnector project: = [ CWYCM_ECM
Target runtime enviroment: |18M Process Server v7.5 v

® = ) () T






OPS/images/7944ch06.13.1.204.jpg





OPS/images/1_a_025.jpg
New External Service

Locate the Required Files and Libraries

Connector projects require system-specific ibraries and JAR fies.

Vhen deploying the appication to 2 stand-slone server, these fies must be configured on the server. More.

Dependent JAR can be found under the installation path of runtime (com.ibm.ws.runtime.jor)

Runtime combm.us.runtime.jar fie: = | ;8 \WebSphere\AppServer plugins\com.ibm. ws.runtime.jor| (Bronse. . |

® == =






OPS/images/7944ch06.13.1.203.jpg





OPS/images/1_a_020.jpg
- Busiess Integration £7

]
EIEIE N

2 paetie

<all resources>

= & itso.legal.contract
%) Assembly Diagram
g Dependenies
esonc
Bowa
& matces
& Toretartors

[Fristrie
s
Rvs

& ec
S5 70 Ednards Enteprisecne
[ Lotus Domino

& Peoplesoft

[ Orace Eusness sute
s
2 sebel






OPS/images/7944ch06.13.1.206.jpg





OPS/images/1_a_021.jpg
4 New External Service

Select an Adapter N
Selecthe verson of e dapter that you nent o s ()
-

[ 5 websphere Adzpter for Enterprise Content Management (M : 7.5.0.0)

IEM ViebSphere Adapter for Enterprise Content Management

@

H






OPS/images/7944ch06.13.1.205.jpg





OPS/images/1_a_018.jpg
New Medi

jon Module

Create a Mediation Module

Use  mediation modue to ntegrate and connect services. A mediation module can contain mediaton |
fows and can be deployed on WebSphere ESB or [BM Process Server.

Modue name: [ tso.Jegal.contract

Use defaultlocation

Location

haryal workspaces W 75\1\iso legal contract Browse.

Target runtine environment: |Viebsphere ESB Server v7.5 v

[ create mediation component

s [itso legal.contract

Open the mocie assembly diagram

@






OPS/images/7944ch06.13.1.200.jpg





OPS/images/1_a_019.jpg
4 New Mediation Module.

Select the Business Object Parsing Mode

“The business object parsing modie determines how XML data s parsed at run time. The optimal
parsing mode for this mediation moce i selected by default,

elect the business object parsing mode for this mediation mode;

Oagerparsing Al serilized XML data s read and loaded info 3 business object at run tine when the business
objectis created.

@Lazyparsing  Seriaized XML data i read and loaded nto a business object atrun time only when the data
is necded. The azy parsing mode processes YML data faster.






OPS/images/7944ch06.13.1.202.jpg





OPS/images/7944ch06.13.1.201.jpg





OPS/images/a_003_2.jpg
4 New External Service

Find Objects in the Enterprise System
T e e B
Gbyects displayed. "4
Discovered objects: Selected object:
4@ A
565 A0S ~

2@ pocument

] Code Module

- Emai

[ Entry Template
] FormData

1 Form Policy

5 Form Template
] Preferences Document
5 publsh Template:
] Scenario Defiition
] Smuation

O Stored Search

5 Workfow Definiton
5 XML Property Mapping Script

I«

@ oo ][ | (o]






OPS/images/7944ch06.13.1.208.jpg





OPS/images/a_004_2.jpg
New External Service

Specify the Configuration Properties for ‘Supplier Contract'

Target folder information for Supplir Contract:AKOS.
Target folder i used to store document(s) during Create and Update operations. 1f no value is specfed, the document will get reated n the unfied category.

Target folder i the CMIS server: | TS0\ egal ContractDocuments

Required propertes for document type:

3

5 O Listof properties for document type
© Required properties

£0 Additonal properties
© Doaumenturl

Select the optional properties that wil be added to the st of required proper s,
Optonal propertes for document type:

Ed

5[] © Listofoptional propertes for document type.
© Custom properties

© ExryDate

© prinary Legal

© Secondary Legal

© Suppler

[1© Inherited propertes

Deselect Al

Operations for these functions willbe added to the service nterface:™
Create

Dekete

Retrieve

RefrievePropertis

Update

UpdateProperties

RetrieveAll

@






OPS/images/7944ch06.13.1.207.jpg





OPS/images/a_001.jpg
New External Service

Specify the Discovery Properties

Connection properties

CMIS connection nformation

Comnectin:
Server -
Portrumber: -
path: -
User name:
Pasword:

Repository Service endpoint:=

http

5.184.166.126

9080 - WebSphere Default

fais

admistrator

itp:/[9. 184, 166, 126:3080/fncis ReposioryService

[Cchange the logging properties for the wizard

<mas | > ][ Fnn

Concel






OPS/images/a_002_2.jpg
New External Service

Find Objects in the Enterprise System

Expand nodes to view and select discovered objects. Use fitering, if necessary, to mit number of
objects displayed.

Discavered obiects; Selected objects,

FAm 2

563 A0S
@ pocument
@ Folder
G BazINGA

Fetching chidren of Document
C

) ®






OPS/images/7944ch06.13.1.209.jpg





OPS/images/a_010.jpg
Completing the
Create a Property Template Wizard
These are he vales you seected Clk Frish t ceate tis
poperty
Name Vlue
Budi Type Sting
Name PinayLegal
SymbolcNarre Pimay egol
Descrpton PimayLegal
Caudnlly Sige
Peritent Te
M Length S
1 — |1
<Back. Concl | e |






OPS/images/7944ch06.13.1.215.jpg





OPS/images/7944ch08.15.1.05.jpg
Internet bmMz Trusted Domain

Gustamers DataPower XI50 WMQa AMS ﬁ.ﬁf
hannen

] H

1 i

! 2T

. 5%

' x

| 8

1

¥






OPS/images/a_011.jpg
Create a Class

ard

Select Propeity Attiibutes
Set propety atibutes at the class level.

Prperies
™ it I Sysem

Prape, DaaType [ishns? [ rhetess [ Sysemt
Pimay Lege B

Seoonday Lege St

Suppler D Siing

EvpryDote Dateline

« |

To set propety atibutes, cick More

<Back. Cancel Help






OPS/images/7944ch06.13.1.214.jpg





OPS/images/ch_ControlPanelServices.gif
Control Panel

O r Q@ Q&

Web Service  Multi-Protocol XML Firewall ~ Web Application XSL Accelerator
Proxy Gateway Firewall





OPS/images/a_008.jpg
Create a Property Template

Select a Choice List

For integer and sting propeites, you can select  choice lst fiom th [t or create.

& s s T aptenal

o> =

To create a new choice s, cck New. New.

" fssign maiking set (optional}

[Nore>.

Marking set can orly get asigned tothe propety templte at creation time and cannot
be edted ance the property template eists.

<Back. Cancel Help






OPS/images/7944ch06.13.1.217.jpg





OPS/images/ch7_wsp_pattern.GIF
WebSphere DataPower

Partners Backend

ProcessingPolicy

HTTPS
Front Side Hander






OPS/images/a_009.jpg
Create a Property Template

Single or MultiValue?
‘Wil the property be a single value or a mulvalue? Most praperties are sinle, but
choose mulvalue i the propety wil contain st

[-Singl o Mul Ve
 Binge
© Ml

€ o e e ordered vales (such = fires i an adress)

€ Urige ard rordered valies (such s the s of ey colors)

To set ther property template atibutes, cick More More.

<Back. Cancel Help






OPS/images/7944ch06.13.1.216.jpg





OPS/images/ch7_mpg_pattern.GIF
WebSphere DataPower

Mutti-protocol Gateway

Partners I Backend

HTTPS
Front Side Hander






OPS/images/7944ch06.13.1.211.jpg





OPS/images/7944ch08.15.1.01.jpg





OPS/images/a_007.jpg
Create a Property Template

Select the Data Type
The deta type defines the kind of data the propety template wil cortain. You
annot changs tis afte the propery templae i crested

Binary
Bodlean
DateTime
Float

D
Iteger

Dbect

<Back. Cancel Help






OPS/images/7944ch06.13.1.210.jpg





OPS/images/7944ch08.15.1.02.jpg





OPS/images/7944ch06.13.1.213.jpg





OPS/images/7944ch06.13.1.212.jpg





OPS/images/1_a_016.jpg
RS

# 8 8edEsT

<allresources>

Clck to add 2 business integration profect,
Siitch to Process Center perspective

[ p———

Altsshifts >

on Moci

G Component TestProject
9 project,

£ other






OPS/images/a_014.jpg
Create a Class wizard

Completing the
Create a Class Wizard

These are the valuss you selected. Cic Finish to create this
class.

e Ve =
Nane Suppler oot

Symboc Name SuppliContact
Desciption Suppli: Contact
Sipercass Doamert

Propertes Pinay Lege

Properies Seoonday Lege

Properies SuppieiD L
Properies Evpiy Date

Sotage Poy Do Dtabase Stra
| _>l_I

<Back. Cancel Help






OPS/images/7944ch06.13.1.219.jpg





OPS/images/ch7_ConfigureWSP3.gif
Upload File to Directory local:///
Source: @ File ©) Java Key Store (Requires Sun IRE 1.4.2 or better)

File to upload:
INTSOOrdering.wsdl| (Browse.. ]

Save as:

ITS00rdering.wsdl

Dloverwrite Existing File





OPS/images/a_015.jpg
@ Enterpriss Manager (78]

3 addons

20 Externe Reposkories

3 Fixed Content Devices

0 Warking et
=23 Obect tores

B

3 ChoiceLists
8 Document Clss
Code Hodde

e
Enty Template
Form Dats
Form Polcy
Fom Template
references Docunent
Publeh Template
Scenario Defntion
Simiaion
Stored Search

Warklow Defirtion
XML Property Mapping Script

Display Name Description | Data Type
B piry Date Expiry Date  DateTime.
Hlornary Lega rineryLegel Sting
] ocondory Loge Secorary .. 3
isuppler D sppiers sig






OPS/images/7944ch06.13.1.218.jpg





OPS/images/a_012.jpg
Create a Class

ard

Specily Content Storage and Replication Parameters
Select where documens of ths class willbe stared. You can inherk setings fiom

the parent class, orsp

ecily a storage policy o storage area and replication aroup.

& e Sefings Fiom the P Class

Parent Class Settings
Parent Class Name:
Storags Folcy:

Document
Defauit Database Storage Py

" Use a Storags Policy o Determine Where Documents Wil be Stored

Storags Folcy:

 Store Dacuments in the Fallowing Storage Avea

Storage Area:

Backup Storage Polcy:
{Optonal)

Replication Setfings

Dot Database Starage Poley, =

[cHore> = i
Dot Database Starage Poley, = fiew

I™ veride Parent F

Replicaton Group:

epication Group

[cHone> |

<Back. Cancel Help






OPS/images/ch7_ConfigureWSP1.gif
Configure Web Service Proxy

Web Service Proxy Name
Orderswsp *

Create Web Service Proxy





OPS/images/a_013.jpg
Create a Class wizard

Configure Auditing
Speciy events fo the class to generate entis in the audi og.

Audit Definiions T~ Shawlnheried!

Display Name. Is Enabled | Event Audit Type | Apply o Subel

K — ]

Event Object State Recording Levet

AudtType; I Sucsess I Ealre

Display Name (optonal)

Filter Expression (aptionaly

Filter Eropety Neme (optonal)

™ Apply to Subolasses =I5 Enabled
bdilew || UpdieBising || Bemeve |

<Back. Concl | e |






OPS/images/ch7_ConfigureWSP2.gif
Configure Web Service Proxy

@ || wspLfiles | stmpolicy | Services | Ppolicy

Web Service Proxy Name (vp]
¥

Apply | | Cancel || Delete || Refresh

WSDLs

Proxy Settings

Advanced Proxy Settings | Headers/Params | ©) | ©

Export | View Log | View Status | View Operations |

‘Show Probe | Validate Conformance | Help

[Edt WSDL or Subscription | Add WSDL| Add UDDI Subscription | Add WSRR Subscription | Add VSRR Saved Search Subscription]

WSDL File URL
local:///

(none)[v.

Fetct

Uploa

Browse UDDI

Use Ws-Policy References.

ws-Policy Parameter Set
(none) [w] |+

Ws-Policy Enforcement Mode
enforcew] *

Next

*





OPS/images/Chary.jpg





OPS/images/Vasfi.jpg





OPS/images/Vineet.jpg





OPS/images/Rahul_Gupta.gif





OPS/images/rajan.jpg





OPS/images/Matt.jpg





OPS/images/shishir.jpg





OPS/images/joao.jpg





OPS/images/Virendrasinh_Solanki_Photo.JPG





OPS/images/a_034.jpg
-3 EFE
=) (i Invoke (FleNetServices:createAKOSSupplirContract)
= B Invoke started
4 Invoke (FieNetServices:createAKOSSupplierContract) [RUAfIG]





OPS/images/a_035.jpg
Integration Test Client: itso.legal.contract_Test

Events

» General Properties

This area displays the events i a test race. Select an event to dplay s
properties in the General Propertes and Detaild Propertes sections
More,

EOIEEEREEY
) { Invoke (FleNetServices:createAKOSSupplerContract)
2 B Invoke started
] 1nvoke (FieNetServices:createAKOSSupperContract)
@I Return (FlNetServces:createAKOSSupplerContract)
8 Invoke retumed

£l i = )

~ Detailed Properties

Modde:  itso.eqal.contract

Component: FieNetServices

Interface:  ECMImport
Operstion:  greatesKoSSupplierContract

Retum parameters:

Value Editor | XML Source |

A =]
Name e Value
L T e ——— @)
=18z AKOSSuppierContractCommonPror. AKOSSupplerCor... (3
1 Repositoryid = sting maxos
[ TargetFolder sting 3. TS0 egal/ContractDoauments
. [ Versioningstate enumVersioningst... Gmajor
y - Docmenturt anyURI @ http9. 184,166, 126:3080 i resour.
I Pathsegment string 38 samplecontract_1 I
I MmeType sting #y
s RetrieveCriteria AKoSSupplierCon... Ma
&% AKOSSupplierContractProperties  AKOSSupplierCon... (31
[ TarExcetonstate = boean e
E = B 1
[ IsVersoningEnabled = boolean e
[ Mejorversionumber = integer o1
[ MinorVersiontimber = integer o
[ Versionstatus = integer o1
I amisussobectid sting 3B dd_7REF67C15275 4625 89CC-SOESTCE
[ anisussobjectTypeld = sing (@ upplerContract
[ epnpate dateTime 38.2011.07-10717: 13:49.60+40000
1 PrmaryLegal sting @ Rajan Kumar o
[ Secondarylegal sting @ peter Broadhurst






OPS/images/a_032_b.jpg
> mvoke





OPS/images/a_033.jpg
Deployment Locati

Select a Deployment Location

This server instance is curenty runring.

Deployment locaton:

S, 15 Process Servers
&5 websphere Enterprise Service Bus Server
4 WebSphere £58 Server v7.5 atlocahost

New server

Mode:

Use this location as the default and do not ask again

@ To change the default location elsewhere, open the Properties windo for the project and select

Business Integration > Integraton Test Clent.

@






OPS/images/a_032.jpg
Events

itso.legal.contract_Test

» General Properties

This area displays the events i a test trace, Select an event to display ts properties n the General

Properties and Detalled Propertes sections. Hore.

LI R adi=AR =kl
1 Invoke

~ Detailed Properties

Specify the component, interface, operatian, and input parameter values for the Invoke event, and
then dick the Continue con in the Events area to run the test, More.

Confuratin: [Defaut Modue Test vl
e 50 ol contract g
Component, | Finetservees &
Interfoce: [ EcMImport v
Operaton: | reateAKOSSuppierContract vl
) It request parameters:
|® value editor| O xML editor
B4 8
[ ] Name Type. Value |
" a
2% Content  DocumentContent @ 1l
5 LocaPat strng 35 fsampecontract pdf |
Disytes  hestinary 00 ]
&% Properties  AKOSSupplierContrac... 31 w
- AKOSSUF AKOSSupplierContrac. . (1
0 Repe string 38 AKOS.
[ Targ strng (35 /IS0 L gal ContractDocuments
5 Versi enumersionngSiate... Cimajor
15 Docu anvURT Ehtto)/






OPS/images/a_031.jpg
Initial request parameters

g &l
Name Tiee Value
& B eaAkOR Sl Contractpt T AOSSuppierContract =
= s Content DocumentContent El
I LocaPath string 35 fsampecontract pdf
1 Bytes hexBinary =00
=Ls Properties AKOSSupplierContractDocumentProperties B
&% AKOSSupplerContractCommonProperties AKOSSupplierContractCommonProperties )
{1 Repositoryld * string (3 AKOS.
10 Targetroider string 8 [ITS0)Legal Contractbocuments
{1 VersioningState. ‘enumVersioningState <string> 38 major
I Doaumenturl anyURI it/
{1 Pathsegment. string ]
{3 MimeType string ]
=Ls RetrieveCriteria AKOSSupplerContractRetrieveCriteria £l
[ selectCause string e
I WhereClause string @
&2 AKOSSupplierContractProperties AKOSSupplerContractProperties ]
{0 IsInExceptionState * boolean (2t false.
[ IsReserved * boolean ke
L TsVersioningEnabled * boolean ke
{1 Majorversionhumber * integer )
L MinorVersiontumber * integer o
I Versionstatus = integer o
I cmisUsename sting 88 samplecontract_1
{3 cmistUsBobjectld string El
[ amisusBobjectTypeld * string 8 SuppierContract
1 BxpiryDate dateTme (38 2011-07-10T17:13:49.640+0530
{3 primaryLegal string (26 Rajan Kumar
1 Secondarylegal string (38 Peter Broachurst
1 supplerd sting GMTSsS4ES02






OPS/images/a_021.jpg
53 ropertes [[£ probems | 5 Server Logs 41 Servers £ ) Console

= 8 websphere 5 sever v atlocahost [trt, Syrcvoneed]






OPS/images/a_022.jpg
[ FieNetservices

4 Undo Symcvanize

W reco

1) Add Note:
Hide Notes

Add Interface
Regenerate Sinding
Edit Binding
Remove Bindng
Refactor.

o cut
Copy
(f Paste

% Delete.
Rename
Select Al

Vire References to Nen,
Vire to Existing
Wire (Advanced)

Show Transaction from Here:
Remove Transacton Highighting

Test Component n Isolation

ShowIn






OPS/images/a_last.jpg
# Ele Adin Vew Window Hep

e am e FRB 2 Cikabh
T Enterprise Manager (] ContainmentjFolder Name Greated Greator | Clss
{2 addons samplecontract 1 /102010824, Admi.. Suppler,

20 EsternalRepostores
20 Ficed Content Devices
20 Mrkiog 5ets
3 Object Sores
o4 s
2 choce s
G Document Cass
&0 Document lsscation Actons
22 Document Lecyces
3 events
20 Export nifest
3 1ndex reas
20 other Classes
22 Poperty Tenpltes

B rubishing Queve
&, Replication Queue

=3 Root Folder
{23 CodeModues
2@ mso

=0 Legal
/3 ContractDocuments

Saved Searches






OPS/images/b_002.jpg
= 0 |[23 itso.legal.contract - Assembly Diagram 3
#1188 S[B[F]7] ¢ Sraen
B — - |FEEen.E
84 cwram_Ecm
= 1 itsolegal.contract

[rp—

© Camponents

93 Assembly Diagram Bliava
55 Dependendes 21 Medaton Fon
& ezt =

a0

# (@ oterfaces et >
&

(5 iso.test bed

5 susess Oect from Exterml oot

£ other

Configure Business Object Parsing Mode.

Team »

£ Server Logs | 4 Servers| & cons






OPS/images/b_003.jpg
4 New Business Object

Create a Business Object

usines bjects s contanrsfr sppicatan data thtrepresentbusness fucans o slments, such a5 3
Customer o 31 e e

L rere— B (oo ) (e )
e e

e ]

e

bt )

Business objects, by defauit, are created s lobal complex types. Honever, some integration scenarios might
reguire a global element. Hore.

[create the business object as an element.






OPS/images/a_012_2.jpg
4 New External Service

Specify the Location Properties

Specify locaton properties for where you want to save the servce,

Properties for Seryice

Modde; [tsoegal contract

Hemespace: [Rtipi/itso legal conract/ECHimport

Use the default namespace

ECHImport

Save business objects 1o 3 lbrary.

Lirary: |

vescpton |

Saving the service nterface.






OPS/images/a_015_2.jpg
[NCYCEH )

> Favortes.

.53 eervies I

> Components
= Outbound Inparts

= Inbound Bparts

(= Outbound Adapters

(% Enterprse Content Vansgement
@acs

Rvs
£ seies

& ec

15 0 Edwards Enterprisecne
[ Lotus Domino

& Peoplesoft

[ Orace Eusness e
s

P siebel

= Inbound Adapters.






OPS/images/a_008_2.jpg
Select JAAS Alias

Select a Server

Select a server or create a server nstance. The server i used to look Up resources.

Target server:

i The server s a started. Resources can be retrieved.

= i






OPS/images/a_009_2.jpg
Select JAAS Alias
Select a JAAS Alias

Select  J44S alias that s aeady configured on the server

Filter by the resource name (2 = any character, * = any strng):

] WPSDB _Auth_Alss XaR

3] SCASYSMEDD_Auth_Allas

3] SCASYSMEDD_Auth_Alas XAR
] SCAAPPHEDD_Auth_Alls

] SCAAPPHEDD_Auth._Alss XaR
1 SCA_Auth_Alas

] EventauthDatatlasDerby

] CommonEventinfrastructure IMSAuthalas
] CEME_anode.server1_Auth_Allas

Refresh

ﬁ

53 userld : administrator

|

53 description : Comnection ID for Fihlet configured wittin intranet

To view, editor add a new resource on the target server launch Administrative console

©) <ms | tet> | ][ c






OPS/images/a_006_2.jpg
New External Service

‘Specify Composite Properties
Specfy propertiesthat appy to al selected objects

Namespace: | http:/fu.bm.com/xmins prod webspherei2cajecm

The reltive foder for generated business objects
Folder: |

® = ) () T






OPS/images/a_007_2.jpg
New External Service

Specify the Service Generation and Deployment Properties
Sty ropestesfor g atg the s andrummeg o th serve, %)

Service Operations

T £ S T SR T
Deployment Properties
How do you want to speciy the security credentials?
(® Using an existing JAAS alias (recommended)
A Java Authentcation and Authorizaton Services (1AAS) alias s the preferred method.
32 authentication data entry:= Select

(O Using security properties from the managed connection factory

Oother

Deploy comnector project Wit mocie for use by singe application v

Specify the settngs that are used to connect o the enterprie content management system at run tme:

Connecton Propertes

Comecton:  |htip v

Sever:  =[3.154.166.126

Portnumber:= | 3080 - Websphere Default v

Path = [frcmis

Advanced >>

@ ,






OPS/images/a_005_2.jpg
New External Service

Find Objects in the Enterprise System
it OV P
abjects dsplayed, A
Discovered objects: Selected objects:
A= 2
5 AKOS a B supplier Contract.

@ pocument

I Code Module

5 email

[ Entry Template

[ FomData

1 Form Policy

5 Form Template

] Preferences Document
[ Publsh Template:

] Scenario Defiition

] Smuation

O Stored Search

] Suppler Contract. -
51 Workfow Defition

51 XML Property Mapping Saript

I

® = ) () T






OPS/images/a_019.jpg
# Add and Remove.

Add and Remove

Modfy the resources that are configured on the server

Move resources to the right to configure them on the server
Avalable: Configured:

(8 itsolegal.contractiop

Add >

<Remove

Add Al >>

server s started, publsh changes immedatly

@ P | | )






OPS/images/a_017.jpg
> Components.

SComporents | - ,
& Oubmnd impars pesk "
(= Inbound Exports. ShowIn Altashifts >
& Outbound Adspers - g
(3 Enerprse ContentManagement " o
i cics % Delete Delete
Henai Rename "2
FatFie
R %5 Restartin Debug Ctl+AitD
s O Restart Col+AitR
B seres 5 Restatinrofie
& s s Coisaies
48 1D Edwards EnterpriseOne 5 Publish crri+alt+e
b Lotus Domino Glean
3 pecplesoft
[ Oracke E-Business Sute =
B Monitoring. >
@ sebel 0 Crete Tabes and Data Sources
i Recomnect Debug Process

&3 View and Publsh Changes to Server
PR Manage Server Profies
Server Configuration
Universal Test Clent
Administration
Launch
‘Add and Remove Integration Soluton Projects

Properties AltsEnter






OPS/images/a_018.jpg
Add and Rer

e.

Add and Remove =

Modfy the resources that are configured on the server E

Move resources to the right to configure them on the server
Avalable: Configured:

<Remove

Add AlL>>

server s started, publsh changes mmedately

@






OPS/images/b_031.jpg
Generate Implementation

e
= AT
& export
& xsit






OPS/images/b_032.jpg
) so egalconract - Assenbly Dogram (32 S0, (D FeEport | Sia
B, Mediation »
Operation connections o)
Selecta sorce opeaton o eats o edt s et fowinplnertaton
@ FIPExport ECMImportPartner
E—|em\t 4 createAKOSSUpplierContrac
- - —— = 4 deleteAKOSSUppierContrac
44 refrieveAKOSSupplierContra
‘Blank Mediation Flow 47 retrievepropertiesAKOSSup
Creates a mediation flow with input nodes 47 updateAKOSSupplerContrax
(Setee tsaration) 5 deepesesnOs
Creates a mediation flow that is used to integrate muitiple services 47 retrievealAKOSSupplerCont
Operation Map ]
Creotes a medition fon that mepsbetween surce and et
‘operations. This template provides functionality that is similar to the
Ceprecaet o o
0o not show again






OPS/images/b_029.jpg
INCECRH7]

e @‘mcmmunm;ﬂzn_ vession | © O rireses )|

(= Components
2
22 Medation Fow

| Amatching reference wil be created on the source. Do you want to continue?

[ aways create without prompt






OPS/images/b_030.jpg
O #r comsacsoree Q2 et 55O rieses )|

%2 Medaton Fow

(8o mport

) The selected component s notyet inplemented. Viould you ke to mplement

the component now?






OPS/images/b_027.jpg
EETE—————— A

4 4% Palette

h&aLE

Esia
e E—
[ import e

] Export
Bl References






OPS/images/b_028.jpg
mqa%

| Favorites.

(= Companents
Esia
%2 vedaton Fow

continue?

[ amays create without prompt

@ o Convcisr? ) || et

This action wil alow the target service o be used in other modues. The
service nterface from the export il be added to the target. Do you want to

113 FﬂeNeSwsi






OPS/images/b_025.jpg
4 New Inbound FTP Service

Input file format and file content spht option
Specfy the input ie format and the fie content spit opton.

© Other
Specy a data handler to ransform the native data forma o a business object.

Which file content splt option do you want to use?

© None.

O split file content by fixed size
: ol

O split file content by delimiter
it [

O split file content using a custom splitter

om0 J o (e






OPS/images/b_026.jpg
5 Business Integration 01

]

# e wea aE”

Gaa s
P p——
@ & cwver Frerie
& 8 isolegalcontact
1= %) Assembly Diagram
b FieNetservies
2 bependences
& vegratonLogc
& O oma
© 0 inertoces
B Trsforatons
8 05 BindongResources
# 1 itso.test.bed

(= Inbound Adapters

<] Enterprise Content Management
% Emsi

Brstrie

o

g seres

08

he 0 Ednards Enterprisecne
Ftotus domino

%3 Peoplesoft

4 Orace Eusness Sute
by






OPS/images/b_034.jpg
Integrate Services

Select the Services
Select the services that you want to ntegrate.

Target Operation

Create a separate response flow to process the response of the target operation

@






OPS/images/b_036_2.jpg
%) itso.legal.contract - Assembly Diagram
T Medatin » @ FPEport » et
T Recuest | o Respose | ¥, Eror|

° b
=%t |4 etearossupplercontract

| EJ EcMimportpartner






OPS/images/b_033.jpg
4 Integrate Services ——
. # Select Reference Operation BX]
Select the Services —

Select the services that you want tf Fiter by reference (2 = any character, = = any strino):

R | =

Reference:

Reference

EJEcMimportpariner

Target operation

4 deleteaKosSupplierContract

% retrieveAKOSSupplierContract

4 retievealAKOSSupplierContract

reate a separate response i | i retrievepropertesaKoSSupplerContract
4 updateaxossupplerContract

4 updatepropertiesaKOSSupplerContract

@

cources fronaity that & smi

@ Ce e






OPS/images/b_020.jpg
4 New Inbound FTP Service

FIP server security credential
Specy the FTP server seaurity credentil,

How do you want to specify the FTP server security credential?

© Using an existing JAAS sl (recommended)

(® Using user name and password

The user name and password wil not be encrypted and wil be stored s plan text.

s rame: s ]

password: [ ===~

@ <sede [t [_mn ] [_canl






OPS/images/b_021.jpg
New Inbound FTP Service

Input file format and file content spht option
@ Data hendier mustbe speciied

Whatis the input file format?

Oxm

©Bther
Specify 2 data hander to ransform the native data format o a business object,
Data hander: Not defined

‘Which file content split option do you want to use?

© None
O Split file content by fixed size

O split file content by delimiter

O Split file content using a custom splitter






OPS/images/b_012.jpg
FIP service name

Specify the name and location of the inbound FTP service.

L)

Modue:

Namespace: | http:/jitso.legal. contract/FTPExport | Elefauit
Folder [ | Coromee

Name: | FrPExport

@ <pode_J[_nest>_J| o

Concel






OPS/images/7944addm.17.1.2.jpg





OPS/images/b_019.jpg
4 New Inbound FTP Service

Business object and location
Specfy the business abject and location for the input fie.

What business object do you want to read from the input file?

Business objects [ SupplierContract futtp:/jtso.legal.contracty

=

What directory should be polled for the input file?

FTE server ost name: [,124.96.13

| T

Remote drecory:  [source

Where do you want to temporarily put the input file?

Localstaging directory: | C:\tsoVegalcontactistaging]

|

<gack [ hext>

Concel






OPS/images/7944addm.17.1.1.jpg





OPS/images/b_010.jpg
[FIETEE—————E AN

4 paktie
k& & %6
& Fovartes

[Yp—

(= Components
&

= Outbound Adapters.

(= Inbound Adapters
e Content Wansgement
1

Bratrie

a5 i coport componert whch
) 705C[comnects to 2 remate fie
B 10 Enl225tEm ETP).
Lotz domino

3 Peaplesoft

4 Orace Eusness Sute
L T






OPS/images/b_011.jpg
Select the Service Type or Registry

Select the type of servce to create or registry to browse.

Filter: [ type fiter text

‘Avaiable types:

= @ Adapters
& fte Fp

ftp Advanced: Create a FTP service using the complete wizard
k3 simole: Create an inbound FTP service to read f

emots

d froma

el

Desaripton:

The FTP inbound patter creates a service that retrieves a fie in a spedfic drectory on an FTP server, If
the fle s notn an XML format, you can specfy a data handier that wil transform from the fie content
format to business objects. The fie content can be spit i the content contains multle copies of the dta
structure for processig.

Fiish






OPS/images/b_004.jpg
I supplierContract
o <Clckto flter..>

D ndo
© Redo

Revert

4 Add field

1§ Toggie nhented fek

of cut
B cony
(i Paste

3 Delete.

s e
ors, 2warnings, Oothy =
sarpton ~ Shonn ,
& Warnings (2 tems] [5] Show n XML Schema edior






OPS/images/b_009.jpg
~Business object. [=R3
Confiuraton

Name [ supplerContract Refactor name
http:/ftso.legal.contract_ Refactor namespace

~Definition BT T x| =

CJ SupplerContract

2 <Ol o fter,
[€] primarylegal  string

sting

string

dateTime

| (@ contractiocaton strng





OPS/images/b_022.jpg
a =]
Select a Data Format Transformation

et ot sty fo et Toeyoromasenca | L)
o e e

(® Use existing data format transformation from the list

Lo
{2 CsVDataHandler

B3 Fixed Width

£ Handeed by WTX

{2 Handled by WTX Invoker

{3 JAYB based Java Bean

£ 1508

B

(S

[show the deprecated data format transformations

(O Select your custom data format transformation from the workspace.

Dta transformation cass name: E

Add the custom

ass to the binding registry

Desarpton

On inbound, parses delmited (ncuding CSV) data o  busiess object. On outbound, serialzes business.
object to delimited (ncuing CSV) data

Firist Concel






OPS/images/b_023.jpg
Specify the Data Transformation Properties

Deliter: KF

Escope raracter: [

Ercain: =

[tteader present

Text qualfier: [

Edofrerddemter: = 0L

vae of [

[Business object name in stream

Business object [

@ (<o J[net> ]

=






OPS/images/b_024.jpg
Configure a New Data Transformation
Create 2 data ransformation confiuraton. U

Modde orbrary:

Namespace:  [ntpi o legal.conract ]

Folder [ |
- [Cowrducontaraton |
Desrpton:

@ T | |






OPS/images/7944ch05.12.1.27.jpg





OPS/images/7944ch05.12.1.26.jpg





OPS/images/d_007.jpg
# Configure Web Service Export for WSExportExport1
Select a Transport Protocol
Select the transport protocol that WSExportExport1 il use fo the Web service binding

O 's0aPL2/HTTP.
Supports features such as JAX-AVS handers, Ws-polcy sets, and service gateways by using JAX-
S More

© SOAPL1/HTTP.
Supports features such as JAX-AVS handers, is-polcy sets, and service gateways by usng JAX-
WS ore

(O SOAPL.1/HTTP using JAX-RPC
Supports JAX RPC handiers and RPC encoded messages. More.

O soapL1/IMS
Uses IS synchronously 2 the undering transport protocl. Vere.






OPS/images/7944ch05.12.1.25.jpg





OPS/images/d_008.jpg
# Configure Web Service Export for WSExportExport1

Specify the Web Service Binding Target Namespace
Specfy the target namespace fr the generated binding

O Use the port type (interface) namespace

—

Enables merging the service and nterface defiitons nto only one WSDL fie when you export, to

Smoify sharing. More.

(@ Specify a new namespace.

hito:/fso.legal.contractWSExport/Binding

®@ <ok

[

Finish

) o






OPS/images/7944ch05.12.1.24.jpg





OPS/images/d_004.jpg
~Intertace
Confuraton
Nome [ WsEsport Refoctor some
Nemespace | http:/jitso.legal.contract/WSExport _ Refactor namespace
Binding Style | document iteral wrapped Change binding style to document literal non-wrapped More
~Operations ¥s Rl
Operations and thei parameters
[Nome Troee
< 8 cuenoament
s [ herdause oo
® ous [response

| AKOSSupplerContractContainer






OPS/images/7944ch05.12.1.23.jpg





OPS/images/d_006.jpg
e

@) itsolegal.contract - Assembly Diagram 33

# 8| 8] )| B[8]7]| ¢ Hrdee
<all resources> B (NCCEE )
® 8 cwvow Ecm > Favortes
& cwver Frerie > Components
545 itso egalcontract =
= %) assembiy Disgram S oubor ‘W’“:&
e ContractsOnFTP (Exlabound Exports,
(% FieNetservices > Outbound Adspers
A D T

integration Logic
& (2 Data
= nterfaces

@ ecvimport

@ Freexport
ey
@ (% Transformations

& Bindng Resources
2 itso.testbed

@\a,mmmm‘, 0 . et - 0@»F‘\e~esewsﬁ

* Component Cre:

Select the type to create:

. Component with no Inplementation Type:
/Export with no Binding

[ Import with no Binding
€ Import with Web Service Binding

@






OPS/images/7944ch05.12.1.22.jpg





OPS/images/d_001.jpg
%3 itsolegal.contract - Assembly Diagram 50

£ 3 q i palette
<allresources> (YR
& 8 cwvem ECw o Favortes.

& & e rerie
1 ol contract
@ % hesenby Diagram
&

.ﬂ o Consocune ) % edton 55— mem&wmi

(3 Binding Resources
0 itso.test.bed

f—

ot

&) Refresh
Team

Properties






OPS/images/7944ch05.12.1.21.jpg





OPS/images/d_002.jpg
=]
Create an Interface

Mo orary: [l conrct ) .|

Namespace: http:/jitso.legal. contract/ WSExport
|

Defauit

|

wsExport]

Neme:






OPS/images/7944ch05.12.1.20.jpg





OPS/images/601_run_as_command_prompt_login_storeusr.gif
[ Windows Security

Run as different user
Please enter credentials to use for C:\Windowslsystem3zicnd.exe.

Er—

ok Cancel






OPS/images/1_run_as_command_prompt.gif
o) motenss b ‘
e ¥
—

Open i location
5 Run 35 siistrator

Command Console

O e R .

(A [pemet Explorer  Pinto Taskbar —





OPS/images/d_013.jpg
3 tsolgalconrct ety Dogram [ RN,

T edaton »

Operation connections " 4D
Selecta source operation to reate o editts mediation i inplementation
[ |

@ FreExport ECMImportPartner

i emt » % createAKOSSupplerContract
T 4§ deleteAKOSSUppierContract
45 retrieveAKOSSupplierContract
@ wsexport 45 retrieveproper tiesAKOSSupplierContract
45 updateAKOSSupplrContract
45 updatepropertesAKOSSupplerContract
43 retrievealAKOSSUpplerContract

Select a Hediation Flow Template 3

s
Creates a mediation flow that is used to integrate multiple services
=

operations. This template provides functinaity thatis smiar to the
deprecated nterface map.

[0 not show again






OPS/images/7944ch05.12.1.30.jpg





OPS/images/d_016.jpg
# Integrate Services

Select the Services
Select the services that you want to ntegrate.

Reference
[EGHImport

Terget Operatin

Create a separate response flo to process the response of the target operation

©}






OPS/images/d_010.jpg
@] # comacsore
285

@ 2 veeomepm O s 5O riseses )|






OPS/images/d_011.jpg
@ “tsolegal.contact - Assembly Diagram (), vedaton £3

T, edaton >

Operation connections
Selecta source operation to create o edit s mediation i inplementation
[ ladd Interface| 1
@ Freexport ECHImportPartner
#f emt 4 reateAKOSSupplierContract
T 4§ deleteAkOSSUppierContract
4§ retieveAKOSSupplierContract
45 retrieveproper tiesAKOSSupplierContract
43 updateAKOSSupplrContract
45 updatepropertesAKOSSupplerContract
43 retrievealAKOSSUpplerContract

J






OPS/images/d_009.jpg
Q) #ir convecsor? )1 % wesaton <5 B mmemsj

o,
{E'?}wmﬁms:






OPS/images/response.jpg
B XsiTransformaton_req_t | ¥ xStTransformation. es_t






OPS/images/7944ch05.12.1.16.jpg





OPS/images/7944ch05.12.1.15.jpg





OPS/images/b_046.jpg
3P <Click to fiter...>
<Anonymous> 5 ] createAKOSSupplerContract
SupplerContract . & [£] eateAkOSSupplerContractinput
FMove & [€] Content
. e - & tocabath
0.1 sting Ttove ~ e
& [&] Propertes
dateTime REbeva v 5 [€] AKOSSupplerContractCommonPrope
Fttove [€] Repositoryld
create - [&] TeroetFolder
et [&] versonngstate
T Assign [€] Documenturl
(€] Pathsegment
€] vimeType

5 Properties 3 [2 Problems | 3 Server Logs| 44 servers | B console| s
Transform - Assign






OPS/images/7944ch05.12.1.14.jpg





OPS/images/concat.jpg
= el body emitRequestiisg. = [ body reateAKOSSupplierContractRequestisg
3 <Cickto fter..> 3o <Clickto flter..>
& fFlemt [1.1 <anonymous> & fF] aeateAKOSSupplerContract [1.1] <anonymous>
& [ mput [1.1] SupplerContract 5 (€] eateAKOSSupplerContractinput [1.1] AKOSSupplerContract
& [&] Content .11 DoamentContent
[l prinaryiegal  [0..1] st & tocaats R e
€ secondarylegal  [0..1] sting L T jolars s B!
& [&] Propertes [0..1]_ AKOSSupplerContractDocumentPropertes.
Elsppied  [.1] sting M 5 [€] AKOSSupplerContractCommorProperties [0..1] _AKOSSupplierContractCommonPropertes
Eepindete .1 dateTme Hove - (&l Reposionyid 1.1 sting
) contractiocaton [0..1] string TEvove - 18 e i e
et - 8] Versonngstete D-11_enumiersonngsate
Te— &) Doaumenturl D1 anRE
Fcreate Elrapesmek Ll
Tcreate ~ (<] pencpipe [ocl] ey
& [€) RetreveCritera [0.1] AKOSSupplerContaciRetrieveCriteria
5 [€] AKOSSUpplerContractroperties .11 AOSSupplerContractPropertes
TECeate &) tsnExceptonstate [1.11bodkan
TGt €] 1sReserved [1.1]bookan
i Create + [€] IsversioningEnabled [1.1]  bookean
Hcreate ~ [€] MajorversioriNumber [L.1] _integer
Fcreate €] Minorversionhumber 1 nteger
Tcreate ~ (€] versionstatus [L.1] integer
| €] cmistssname 0.1 sting
[&] cmisUsgobectid D1 stng
ECreate ~ €] crisUsaobyectTypeld .1 stng
&) BinDate .4 dateme
[&] Prmaryiegal D1 stng
(€] SecondaryLegal .4 stng

] SupplerD 0.1 string






OPS/images/7944ch05.12.1.13.jpg





OPS/images/b_043.jpg
< Undo Create transform

 reco

Revert

of cut
B cony
(B Paste

Create Assin
Createni

Create empty
- Creste Comecton
(5] Open Informaton Popup

Open Dedaration
Expand Al

% Delete
Sort Transforms

B Assodate XML
ES Generate Transformation
5 Automap
(B Testiap
preferences,

view

ShowIn

colax
crisc
cols

Colsshiftr

3

Culsshiftx
Colsshiftsc

ColashiftsT






OPS/images/7944ch05.12.1.12.jpg





OPS/images/b_045.jpg
= %] body emitRequestiisg = [ body
b <cick o fters> 3o <cicktofiters>
© gl emit {11 <Anonymous> 5 fF] createAKOSSUpplerContract [1.1] <Anonymor
& [€] emitinput. [1..1]  SupplierContract & [€] createAKOSSupplierContractinput [1.1]  AKOSSuppl
Elprimaryiegd  [0.1] sting e & €] Content 0.1 Doaumentc
Locapath
&) secondarylegal [0..1] stng Move - EE 2 < Undo Create transform
vies
[omo O redo
€] suppleriD [0.1 sting z = [&] Propertes i
‘expirtydat lateTime Move ~ = [€] AKOSSupplier
(€] expirtydate. [0..1] dateTr e ko P
[ contactiocston 0.1 soig ove - PO o copy aisc
Toa @ s o
o~ £l Versonigs
&l Documentu
Cresterd
[£] Pethsegner Create using default value
EW0e5e | rente empy

@ (€] RetrieveCr

- Creste Comecton

(€] AKOSSuppler

5] Open InformatonPopup  Car4shifts1

[&] IsInExceptic

Open Dedaration 3

[€] IsReserved

Expand Al

[€] Isversioning]

% Delete

[€] MajorVersior

[€] MinorVersior

Sort Transforms »

5] versonstat] B Assodate XML Crisshiftsx






OPS/images/7944ch05.12.1.11.jpg





OPS/images/c_003.jpg
[2. probiems | 5 Server Logs | #b Servers| EJ Console

XsLTransformation1_req_1

Specify a default vaue for any buitin simple type. Default and fixed values defined i the target schema can lso be used nhen they exist,

se target schem defaul/fived value f one exists

Custom type defauits:
Type XPath Expression A [
anyType
anyRI
base6<Binary
boolean L
byte
date 20020101
dateTime 200201-01T11:00:00°
decinal 0.0
double 0.0
duration PIy
ENTITIES
ENTITY, =
foat o0
ay ot v






OPS/images/7944ch05.12.1.10.jpg





OPS/images/b_040.jpg
= 7] body emitRequestisg = (8} body reateAKOSSUPE
T s o <Cickto fter..>
= fglemt {11 <Anomymous> = 4] GesteAKOSSUpplErContract 1.0 <aronymous>
= (e emtoput (1.1 SupplerContract & [& createAOSSupplerContactinput [11] AOSSupplerCor
B o o e~ = (& Content 0.1 DosumentConter
€] secondaryegal 011 _sting Lot -1 s
Eemied .1 oo Eoyes 0.1 hesanary
Eeoie s 5 & Propertes 0.1 AOSSupplerCor
B rriaticiion 1) g 5 (€] AKDSSupplerContractCommonpropertes [0.1]  AKOSSupplerCor
= (6] AKOSSupplerContracropertes 0.1 AOSSupplerCar
€ iresceptionstate {11 bookan
(6] iesere {11 bookan
&l isversoningEnabled (14 bookan
[&] Magorversontumber [0 teger
(8] inortersoriarber 1.0 teger
(6] Versonstatis 1.0 teger
(¢l amsUssnane 0.0 s
6] omsussobgectid .0 sng
(6] cmsUssobyectypeld 1.0 s
@ Bpnoete 0.1 cateTine
&l rmoryLegal .1 _somg
#] Secondartegal 0.0 s
€ Supplerd 0.0 s






OPS/images/7944ch05.12.1.19.jpg





OPS/images/7944ch05.12.1.18.jpg





OPS/images/7944ch05.12.1.17.jpg





OPS/images/7944ch03.10.1.082.jpg





OPS/images/7944ch03.10.1.083.jpg





OPS/images/test_input.jpg
Name Type. Value
= B it | Semtercantact =
{7 primarylegal string (38 rajan
{7 secondarylegal string (38 kumar
{3 supplierD string (3 mtds3987
1 expirydate dateTime. (3l 2011-07-10T19:17:40.28140530
{7 contractLocation string (38 c:fsamplecontract.pdf






OPS/images/c_005.jpg
Integration Test Client: itso.legal.contract_Test

Events

» General Properties

This area displays the events n a test race. Select an event o display s propertes n the
(General Properties and Detaied Propertes sections. boe.

CEp @ ER E
& {§§ 1nvoke (ContractsOnFTP:emit)
= B Invoke started
9] 1nvoke (ContractsOnFTP:emit)
D1 Request (ContractsOnFTP > Mediation:emit)
5 T, Fine-Grained Trace (Mediation:Mediation)
I emic: Freexport
¥SUTransformation
Ly createAKOSSUpplierContract ; ECMImpor tPartner
D1 Request (Mediation > FieNetServicesicreateAKOSSupperContract)
< Response (Mediation <~ FileNetServices:createAKOSSupplerContract)
& T, Fine-Grained Trace (Mediation:Mediation)
19 cresteAKOSSUpplierContract ; ECMImpor Partner
5 st Transformation
Db et Freexport
<1l Response (ContractsOnFTP <~ Mediationtemit)
@l Retun (ContractsOnFTP:emit)
8 Invoke retuned

~ Detailed Properties

Modde:  itsoJeqal.contract
Component: ContractsOnFTP
ETPExport
Operaton:  emit

Interface:

Return parameters:

Value Editor | XML Source |

EEA o
] == Type Valae
& B oot AKOSSupplerContract =
s content DocumentContent o
=Ls Properties AKOSSupplerContractDocum... 8
&% AKOSSupplerContractCommonProperties  AKOSSupplierContractCommo... (3
{1 Repositoryld * string B AKOS
0 TargetFolder string 38 /ITSO/Legal/ContractDocuments
{1 VersioningState. enumVersioningState <string> (M major
1 Docmentur! anyURI Gt 9,184,166, 12613080 i resources |
{1 Pathsegment. string [ rajanmtds 398;
3 MimeType string %
=Ls RetrieveCriteria AKOSSupplierContractRetriev... (B
{1 selectClause string Xy
{1 whereClause string X
&2 AKOSSupplierContractProperties AKOSSupplierContractPropertes. (1
{0 IsInExceptionstate * boolean & false.
[ Reserved = boolean e
[ IsVersoningEnabled = boolean e
{1 Majorversionhumber * integer @
[ MinorVersiontimber = integer o
[ Versionstatus = integer o
[ aisusename sting O rajarmtds 3957
{3 cmistUsBobjectld string 38 idd_F3E09F 1C-970E-4188-96D5-CBE44BFECH|
{1 cmisUsBobjectTypeld = string El
1 BxpiryDate dateTime 3 2011-07-10T19:17:40, 28140000
{3 primaryLegal string (Elrzjan
{3 secondaryLegal string @ kumar
1 supplerD sting mids3957
= T — ) B

Events | Configurations |






OPS/images/7944edno.02.1.1.jpg
startsmALL, Start BIG, ... JUST START

architectural knowledge, skills, research and development
that's IBM Software Services for WebSphere.

Our ighly skiled consulars make i aasy for you 0 dsian, buld,tostand deploy soluiors, helping
you buld  smartr and mare effcient busingss. Ourworldwide nebwork of servics specfalsts wants you
tohave talll Implemeniaion, migration, architactura and desicn sarvicas: 1BM Scftwars Services has
he 1igh it foryou Wo also daliver ustin-ie, cusionized workehops and cducaton aiored fo your
busingss noscls. You have tho knowlecige, now 18361 0ul 10 he experts who cai help you axnd and
salize he value.

For aWebSphera senicas soluon that s your noecs, comtact an B Software Services Saks Speciast
Thim. comcvelopervorksfwobsphareisenvcos/oontacts





OPS/images/Ch2_MedFlow_FindCustomer_1.gif
(@ CustomerInfoservice
% addCustoner
7 UpdateCustomer






OPS/images/Ch2_MedFlow_FindCustomer_2.gif
@) Customertnfoservice
% addCustoner

o

7 updateCustoner

77 FdClstomer

Select aMediation Flow Template

Blank Mediation Flow
Createsa med\at{ Yriow

ith input nodes

‘Service Intearation

Operation Map.

deprecated interface map.

Creates a medation low that s used to Irterate multipl services

Crestes a medation low that maps between source and target
operations. This template provids functionalty that is imilr to the





OPS/images/Ch2_MedFlow_UpdateCustomer_3.gif
= MasterCustomersBG. [ UpdateCustomerResponse

[€] verb string

T Assin

[€] ResponseMessage string

= %) MasterCustomers.

il

&8 Task Flows | @ Buld Actvities | T Properties 53
Transform - 1

(2. Proems 5 Server Logs| 4t servrs| E Consale|

s | O lorere-Popery il b el st o nse, [N
Details O Blank- Property will be explictly unset (with logaing turned on).
SoucesfTages ] Ot Property wil be expctty et o 2l value. Property must be ilble. Logging optinal
 EventMontor ||@ User defined value

Global Event Settings

yalue: | Customer detais are updated succesfully i






OPS/images/Ch2_MedFlow_UpdateCustomer_4.gif
=

Massagelogger

LE-4

Floworder

SR Lpdtettsp

W Updtettsp

ST _Udatebap

S
£

ST _Sarvicelnvoke

sopt

i ]

et

5 o b
&

Update Responsetap

5

N





OPS/images/Ch2_MedFlow_FindCustomer_5.gif
Database L Cr————
Lookup Primive

4 FindCustomer
ConelationContext_To.

© Customernioserie | ([, ©
3 Fndcustoner &
Messagelog  Hastr_DLockp !

it





OPS/images/Ch2_MedFlow_FindCustomer_6.gif
Description
e Step 1 - Inthe message, find the value of the slement at the search location. This vak
Datasources*  [jabe/isT

Tabler* MASTER CUSTOMERS

Search columni* [CUSTOMERID

Details

Promatable Properties

Search location:* fbody/FindCustomer/CustomerIDjCustomer D

O validats input

Step 2 - From the record retrisved by the search, copy fhe valus of the specified colu

e izt

(COMPANY  xsd:string Jfeontext/correlation/company
CLASS Ahttp: ffuwwr. ITSOEN. Jfeontext/correlation/class
CINAME  xsd:string Jeontext/correlation/ciname
CIEMAIL  xsd:string Jeontext/correlation/clemail
CIPHONE  xsd:string Jfeontext/correlation/ciphone
(C2NAME  xsd:string Jfeontext/correlation/c2name.
(C2EMAIL  xsd:string Jeontext/correlation/c2email
(C2PHONE  xsd:string Jeontext/correlation/c2phone
ADD1 xsd:string Jfeontext/correlation/addl
ADD2 xsd:string Jfeontext/correlation/add2
ADD3 xsd:string Jeontext/correlation/add3
(COUNTRY  xsd:string Jfeontext/correlation/country

P sdistring fcontextjcorrelationjzip





OPS/images/Ch2_MedFlow_FindCustomer_3.gif
(T) Customertnfoservice. [
e | o





OPS/images/7944ch06.13.1.099.jpg





OPS/images/Ch2_MedFlow_FindCustomer_4.gif
28 Task Flows | 2 Buid Actvtes [l propertes 53 [21 problems | £ Server Logs| 4% servers| EJ Conscle

e
(> mput : Findcustomer : customerInfoservice
Descrption
Terminal Correlaion context: | {http: . [TSOEnterprie.com/Customerlnfoservice} CustomerDet | (Browse..] [Reset |
Details
Promotale Popeties | rronsi orent | <Contet et st spckied> (] [ret)
sharsdcontext: | <Contet btk pasfed> o) o)






OPS/images/Ch5-Fig30.gif
1 agent properties

#
##Mon Jun 27 07:36:14 EDT 2011
‘agentQMgr=WAREHOUSE.AGENT.QM

agentQMgrPort=1414
agentDesc=Agent for ITSO Warehouse
‘agentQMgrHost=warehouse.itso.com
‘agentQMgrChannel=ITSO.SSL.SVRCONN
‘agentName=WAREHOUSE AGENT.QM






OPS/images/ch7_PolicyConfRoute0.gif
Create k New, drag action icons onto k on rule, double-click on action

y 20 A x4 06 o & O 6 B N O

Fiter  Sign  Verfy Validate Encrypt Decrypt Transform Rouws  AAA  Resuls  SLM  Advanced

Edi






OPS/images/Ch7_RouteActionXSL.jpg
WebSphere. DataPower XI50

Basic  Advanced

E Configure Route (Using Stylesheet or XPath Expression)

Action Help

Input

dpver_2 dovar_2 =] *

Selection Method

Processing Control File

Asynchronous

O Route (Using Stylesheet or XPath Expression)

———

4

(e pah o Seloct Dostnaion
*

local: /4 %
e =Tl upead... | eoton.. | it | view.. | vor avider | *

| cone ot

Output

ouTeUT =]

Delsts | _Done | _Cancel





OPS/images/7944ch08.15.1.36.jpg





OPS/images/7944ch08.15.1.37.jpg





OPS/images/ch7_wsdlpolicyPriority.jpg
[ proxy: OrderswsP
[WS-Policy (default) [WS-I Conformance  (none) [Priori
[Procsssing Rules. (Request rules:1 Response rules:1)
[ wsdl: ITSOOrdering.wsdl - b L L L L L

[WS-Policy (defauit) [WS-T Conformance  (none) [P "
Processing Rules
Service: {http://www.ITSOENterprise.com/ITe v I L L L L LR

[WS-Policy (default) [WS-I Conformance  (none)|[Friarity | High

Processing Rules
‘service: {htp://www.[TSOEnterprise.com/ITSOOrdering/}TSOOrderQuery v {7 L L Ll L LA
[WS-Policy (default) (WS- Conformance  (none) [Priority Normal

Processing Rules





OPS/images/Ch2_MedFlow_UpdateCustomer_2.gif
Select the Services

Select the services that you want to ntegrate.

Reference Target Operation
DBClmportPartner i

[EJmsT_wcimportparter % updatettstCustomerss

3 whwrw_IDBCImpartpartner 3 updatettstCustomerssa

reate a separate response flow to process the response of the target operation

@ Come





OPS/images/Ch7_MQQueueMan.jpg
Control Panel





OPS/images/Ch7_MQQueueMan2.jpg
ﬁ Configure MQ Queue Manager

Main  Advanced

MQ Queuie Manager: ITSO.QM.ORDER [up]

noly | Cancel | _Delete || tinds

Administratve State & enbled € diablod
Comments [EeEEEE—
Host ame [ a—
Quese Hanager Name EETE - —
Channel ame [Svstemapnm svRcom





OPS/images/7944ch08.15.1.41.jpg
ITSO Enterprise

‘Trusted Domain

ternal
ayment
Pracess

S ERE

bMz

DataPower XI50

\

Payment
Company
Internet
Payment
CeHfication
Semice






OPS/images/Ch7_PaymentProcessingRules.jpg
[=]| Configure Web Service Proxy

O wsDLfies  StMPolicy | Services  Policy | Proxy Settings

Web Service Proxy Name [up]
PaymentiisP *

Apply | Cancel | Delete | Refresh

Policy

Advanced Proxy Settings | Headers/Params

Export | view Loq | View Status | view Operations |
‘Show Prabe [ alidate Conformance | Help

Use this pane to define the processing policies to implement at various levels in the WSDL hisrarchy.

WSDL Policy Tree Representation

Show portType and binding nodes

Define the policies to apply in the tree.

=) ray: PaymertNgE

[WS-Policy (default) (WS-I Conformance. (none) [Priarity Normal
[Frassesng Rules [Request rulesi1 Respanse rulesia)
(5] wsdl: Payment.msdl (7 L L L L Lk LT

Hormal

[WS-Policy (default) [WS-I Conformance  (none) [Priorit

[Processing Rules






OPS/images/Ch7_DragDropEncrypt.jpg
Rule:

hide

Rule Nome: [PaymenthSP_defaut_requestrule Rule Directions | Clent o Server =]

New Rule | Delete Rule

Create rule: Click New, drag action icons onto line. _Edit rule: Click on rule, double-click on action

¥y © A & O 0 O B o @ 9

Fiter  Sion  Verfy Validate Encrypt Decrypt Transform Route  AAA  Resuks  SLM  Advanced






OPS/images/ch7_ConfigureEnc1.jpg
Basic  Advanced

[=]| Configure Encrypt Action

Input

(auto) (auto) =] *

Envelope Method

Message Type

Document Crypto Map|

Asynchronous

O Encrypt

@WSSec Encryption
CStandard XML Encryption
©advanced

*

CSOAP Message
CRaw XML Document

!
Tnone) e S *
| conot

Output

) Ty =
e e






OPS/images/Ch2_MedFlow_AddCustomer_21.gif
o [

CoRMap  CoR_Servicelvoke

=

Messagelogger  Floworder

5 IS

&
@

WWW_Servicelnvoke

CEEY:

ST Map  MST Servicelvoke

stopt

Fal

5 o b
=]

CustiD_Responseisp

.





OPS/images/Ch2_MedFlow_UpdateCustomer_1.gif
@ CustomerInfoservice
% addCustoner

| ¥ UpdateCustomer
7 EndCustoner






OPS/images/Ch2_MedFlow_AddCustomer_14.gif
Assembly Disgram | T3, 1150_Customerlnfo_fed 4

1 @ Customerlnfoservice » & AddCustomer

‘i e b

CoRMap  CoR_Servicelvoke

{: -3

b 4 b
Wesssseloggn Flworder Y3

WWW_Map  WWW_Servicelmvoke

N LY

ST Map  MST Servicelvoke

5

stopt

Fal

,oﬁm

CustiD_Responseisp

o






OPS/images/Ch2_MedFlow_AddCustomer_15.gif
# New Business Object Map

Create a Business Object Map
Business obiect maps are used to transform daka between source and terget business
objects s
Nemespace: [http://IT50_Customerinfo,_fed efault
Folder Bronse.

Name: CustiD_Responseiap






OPS/images/Ch2_MedFlow_AddCustomer_11.gif
@) 1750_Customernfo_Med - Assembly Diagram | T2, *IT50_CustomerInfo_Med | *- CSR_Map_req_t 3

b CoR_Mep_rea_t
e o] B BB

= 9] body. AddCustomerRequestsg

o <Click to fiker...>

~CSR_Map_req_t B

i 4] AddCustomer [1.1]  <Anonymous> # 5





OPS/images/Ch2_MedFlow_AddCustomer_13.gif
addCustomer  [1.1] <Anonymous> = 4] createCarCuste
] CustomerDetails [1..1] ~CustomerDetails = [€] createCsrCus
& compeny  [0.1] string o TEmove -] oyt
(€ dass [0.1] SuppertClessType Hory
. (€] package
clname. string EMove v ™ & Tel evertsumm
et .11 strg - @ (€] everesum
Ectensl  [0.1] string o Tamove -] (€] changesur
lciphone [0.1] stng B~ | [ [Elrostobiec
(6] propertes
e .11 stina — @ (€] everesum
[ ensl  [0.1] sting o TEmove -] & verd
Elehore 0.1 st b e -] & [¢] CorCustom
[
[ adet .11 sting < E
company
(€ ade .11 sting ) ‘ (2] csss
€ stz [0.1] sing b e -] ‘ [ (8] clename
ooty 0] st i Ttove - | - Eerered
. (el ciphone
[0.1] sting o TEmove -] ) — @ czrame

(&l zp






OPS/images/Ch2_MedFlow_AddCustomer_18.gif
# New Business Object Map

Create a Business Object Map

Business cbject maps are used to transform deta between source and target business objects.

Modue or lbrary:
Nemespace:

Folder:

] Coem

750, Custonernfo_ied =
g0, Custonerinfo_ved oot
=

Name:

Response_Subiiap|






OPS/images/Ch2_MedFlow_AddCustomer_19.gif
Response_SubMiap

“Transformations %1 53

I

4 metcustomerse
(e]vets s
Eimacutanrs
(¢] crangesummary
(e] everesunmary
e eng
Elcompony  sung

I

&l gl

CHOPRUE-] FI =

T Custom

(3 AddustomerResponse
(¢] Respensetessage g





OPS/images/7944ch06.13.1.089.jpg





OPS/images/Ch2_MedFlow_AddCustomer_16.gif
New Business Object Map

Specify Message Types
Select Input and Output Message Type

Message Raok; =

Input Message Body: | createMstCustomersBGResponsetsg

(o)

Output Message Body: | AddCustomerResponsetsg

(o)






OPS/images/Ch5-Fig28.gif
ZgentQUgr-STORE.CHICAGO.QM
agentQMgrPort=1414

‘agentDesc=Agent for ITSO Chicago Store
‘agentQMgrHost=store.chicago.itso.com
‘agentQMgrChannel=ITSO.SSL.SVRCONN
‘agentName=STORE CHICAGO.QM





OPS/images/7944ch02.09.1.65.jpg
fomations _~ PR P X| FRBF| H SROP2H | SR =

B p———
(8 cnacustonassRepors cosetsCsomarseesorse
(S coaacustonmseisps Mo






OPS/images/7944ch06.13.1.087.jpg





OPS/images/ch7_SSLProxyProfile.gif
ﬁ Configure SSL Proxy Profile

Main
SSL Proxy Profile

OrderssSLProfile

Administrative State

SSL Direction

Reverse (Server) Crypto Profile

Server-side Session Caching

Server-side Session Cache Timeout

Server-side Session Cache Size

Client Authentication Is Optional

Always Request Client Authentication

@ enabled () disabled

Reverse [w]*

OrdersCryptoProfile [v.

@onoff

300

20

Con@off

(Cyon@ off

seconds

entries (x 1024)





OPS/images/7944ch08.15.1.24.jpg





OPS/images/ch7_WSDLPolicyTree2.gif
Configure Web Service Proxy

@ || wspLfiles | SiMPolicy | Services | Policy | Proxy Settings | Advanced Proxy Settings || Headers/Params || | @

Web Service Proxy Name [up]
i

(Ordersise

ncel 3 rest Export | View Loa | View Status | View Operations |
Apgly. | | Canedl | | Delete. | | Refrosh | ‘Show probe | Validate Conformance | Help
Policy

Use this pane to define the processing policies to implement at various levels in the WSDL hierarchy.

‘Show portType and binding nod

WSDL Policy Tree Representation

Define the policies to apply in the tree.

[ proxy: OrdersWsp
[WS-Policy (default) (WS- Conformance  (none) [Priority Normal
[Processing Rules (Request rules:1 Response rules:1)

[ wsdl: ITSOOrdering.wsd « £ L L L L L LT
[WS-Policy (default) (WS- Conformance  (none) [Priority Normal

Processing Rules

] service: {http://ww. TSOEnterprise.com/ITSOOrdering/}ITSOOrdering - Li Lk L L LA

[WS-Policy (default) [WS-T Conformance  (none) [Priority High

[Processing Rules (Request rules:1) [+

[¥]_port: {http://www.ITSOEnterprise.com/[TSOOrdering/}ITSOOrderingSOAP.0 7] L L L L L LT






OPS/images/ch7_AAAAction.gif
Rule:

Rule Name:

hide
e T e Tt I ST e ot
¥y S A & O 0

2 O B o @ 9
i

Decrype Transform Rows  AAA

Sin  Very  Validate Encrypt

Results  SLM  Advanced \

-






OPS/images/ch7_AAA0.gif
[=]| Configure AAA Action

Basic  Advanced

(auto) (auto) =] *

B aaa

[ordsresapaer = «

Asynchronous |  on @ off

(auto) (aute) =]

Delsts | _Done | _Cancel

Input

ana policy

Output






OPS/images/ch7_AAA1.gif
Identification Methods

Configure an Access Control Policy
Help
AAA Policy Name: OrdershnAPolicy

Define how to extract a user's identity from an incoming request.

I HTTP Authentication Header

¥ Password-carrying UsernameToken Element from WS-Security Header
I Derived-key UsernameToken Element from WS-Security Header
I BinarySecurityToken Element from WS-Security Header

I ws-SecureConversation Identifier

I ws-Trust Base or Supporting Token

I Kerberos AP-REQ from WS-Security Header

I Kerberos AP-REQ from SPNEGO Token

I Subject DN of the SSL Certificate from the Connection Peer

I Name from SAML Attribute Assertion

I Name from SAML Authentication Assertion

I samL Artifact

I~ client 1P Address

I Subject DN from Certificate in the Message's signature

I Token Extracted from the Message

I Token Extracted as Cookie Value

I LTPA Token

I” Pracessing Metadata

I~ custom Template

T HTML Farms-based Authentication

*

Bk | it |_cancel





OPS/images/ch7_AAA2.gif
50 Corfgws: Web Series Proy )| CONfiguIre an Access Control Policy
Help

AAA Policy Name: OrdersaAPolicy

Define how to authenticate the usel

Method

LDAP Load Balancer
Group

Host
Port
SSL Proxy Profile

LDAP Bind DN

Chccept a SANL Assertion with a Valid Signature
CAcospt an LTPA token

@Bind to Specified LDAP Server

CContact a SAML Server for a SANL Authentication Statement
CContact a WS-Trust Server for a WS-Trust Token

C Contact ClearTrust Server

C Contact Netearity SiteMinder

C Contact NSS for SAF Authentication

 Contact Tivali Access Manager

© Custom Template

CPass dentity Token to the Authorize Step

CRetrieve SAML Assertions Corresponding to a SANL Browser Artifact
CUse an Established WS-SecursConversation Security Context

Clse certificate from BinarySecurityToken

CUse DataPower AR Info File

CUse specified RADIUS Server

Calidate  Kerberos AP-REQ for the Correct Server Principal
Cvalidate the Signer Certificats for a Digitally Signed Message
Cvalidate the SSL Certificate from the Connection Peer

*

(none) =] |+
51z5.223
E

[tone) = _+

ot doitsaenterprise, &






OPS/7944cover.jpg
1BM, WebSphere,

Smart SOA Connectivity Patterns

Unleash the Power of IBM WebSphere Connectivity Portfolio

" Lear how to unleash the power of
WebSphere Connectivity Portfolio

Experiment with real-life scenarios
within the business context

“ Understand the Smart SOA

‘connectivity patterns.

[r—
o e Sotas Bt da v
Schasa

Wathetary

R Karar

RandGata

Vit uta

T G

Lpsary Eswarchany
[

P st

ibm.com/redbooks RedbOOks





OPS/images/ch7_AAA3.gif
[=]| Configure an Access Control Policy

AAA Policy Name: OrdersaaaPolicy

Authorized Counter

Rejected Counter

one) [ (=

(none) [v] [_Reject Counter Toal ]

Enable Logging of Allowed Access Attempts
Log Level for Allowed Access Attempts.
Enable Logging of Rejected Access Attempts.

Log Level for Rejected Access Attempts

@onoff*
information [ v
@onoff*

warning [ v

Run Custom Post Processing Stylesheet

Send SAML Logout Message (SAML 2.0 only)
Include a WS-Security Kerberos AP-REQ token

Process WS-Trust SCT STS Request

Add WS-Security UsernameToken

Generate an LTPA Token

Generate a Kerberos SPNEGO token

Request TFIM Token Mapping

Generate an ICRX token for 2/0S Identity Propagation
Generate a SAML Assertion with only Authentication Statement
Generate a SAML Assertion/Response

Actor/Role Identifier

@onoff*
store:///

S sscuriby-header.
Oon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft
OQon@sft

View...

([Back ) ([commit ) [_cCancel |





OPS/images/Ch7_RoutingGraphic.jpg
Total Amount >= Threshold

Powerful
Infrastructure

Less Powerful
Infrastructure

Total Amount < Threshold





OPS/images/Ch7_ProxySettings.jpg
[=]| Configure Web Service Proxy

WSDLfiles | SLM Policy | Services | Policy | Proxy Settings || Advanced Proxy Settings | Headers/Params

Web Service Proxy Name [up]
OrdersivEe *





OPS/images/Ch7_ProxySettingsDynamicBackend.jpg
[=]| Configure Web Service Proxy

WSDLfiles | SLMPolicy | Services  Policy | Proxy Setings | Advanced Proxy Settings | Headers/Params
Web Service Proxy Name [up]
OrdersWsp. *
oaiy] [cancel] [aieia] [Reren Export | View Log | View Status | View Operations |
R, Show Probe [ validate Canformance [ Help
General Configuration
Comments XML Manager
default =+ *
[rype AnA Policy
@Dynamic Backend i m— P
T Static Backend ¢ )
Stati from wSDL

%





OPS/images/Ch2_MedFlow_AddCustomer_10.gif
& New XML Map

Specify Message Types
Select Input and Output Message Type

Message Raok; Joady

Input Message Body: | AddCustomerRequestsg

(Bome]

Output Message Body: | createCorCustomersBGRequestilsg

(Bovee]






OPS/images/7944ch06.13.1.097.jpg





OPS/images/7944ch06.13.1.096.jpg





OPS/images/Ch2_MedFlow_AddCustomer_8.gif
erinfoservice
tomer

[ e

(=

MessageLogger

®

Floworder

CoR_tap

WWW_Map

WST_Map

CoR_servicelnvoke

5 o O
o
G >

WWW_Servicelnvoke

MST_Servicelnvoke

sopt
"
H
it

5 b |® custom

4 addcust

CUstID_Responseiap





OPS/images/7944ch06.13.1.095.jpg





OPS/images/Ch2_MedFlow_AddCustomer_9.gif
4 New XML Map

Create an XML Map

ML maps are used to transform data between source and target

Nemespace: | itp://IT50_Customerinfo_Med|xslCSR_tap_

Folder: it

(oo

Name: CoR_Map_rea,






OPS/images/7944ch06.13.1.094.jpg





OPS/images/Ch5-Fig29.gif
14 EDT 2011
'3gentQMgr=STORE.NEWYORK.QM
agentQMgrPort=1414

‘agentDesc=Agent for ITSO NewYork Store
‘agentQMgrHost=store.newyork.itso.com
‘agentQMgrChannel=ITSO.SSL.SVRCONN
‘agentName=STORE.NEWYORK.QM





OPS/images/7944ch06.13.1.092.jpg





OPS/images/7944ch06.13.1.091.jpg





OPS/images/7944ch06.13.1.090.jpg





OPS/images/7944ch02.09.1.95.jpg





OPS/images/7944ch02.09.1.96.jpg





OPS/images/7944ch02.09.1.93.jpg





OPS/images/7944ch02.09.1.94.jpg





OPS/images/7944ch02.09.1.97.jpg





OPS/images/7944ch02.09.1.98.jpg





OPS/images/ch7_mpg_rule3.gif
Rule Name: Rule Direction: | Client to Server [

Create rule: Click New, drag action icons onto line. _ Edit rule: Click on rule, double-click on action

¥ S A & 6 06 2 O @ U o

Fiter  Sign  Verfy \Validate Encrypt Dacypt Tmnsorm Routs  AAA  Results Advanced

]






OPS/images/ch7_supplier_wsrule.gif
Action: Route (Using Variable)
‘SupplierWSRule_route-set_0

Action Type: route-set

External URL : http://9.12.5.225:8088.
/SOAPNodesSampleMessageSetSOAP_HTTP_Service
‘Asynchronous : off






OPS/images/ch7_mpg_rule2.gif
Rule:

Rule Name: Rule Direction: | Client to Server [

Create rule: Click New, drag action icons onto line. _ Edit rule: Click on rule, double-click on action

kv © A & © 0 2 O @ M ¢ v
Filter ‘Sign Verify  Validats  Encrypt Decrypt Transform  Route ABA - Results Advancad h






OPS/images/ch7_supplier_mqrule.gif
Action: Route (Using Variable)
MQRule_route-set_0

Adtion Type: route-set

External URL : dpma://WAREHOUSE.AGENT.QM

/?RequestQueus=ITSO.IMS.90045. SUPPLIER. QUEUE
‘Asynchronous : off






OPS/images/7944ch02.09.1.91.jpg





OPS/images/7944ch02.09.1.92.jpg





OPS/images/7944ch02.09.1.90.jpg





OPS/images/ch7_mpg_rule1.gif
Rule:

Rule Name: Rule Direction: | Both Directions v

Create rule: Click New, drag action icons onto line. _ Edit rule: Click on rule, double~click on action

¥y S A & 6 0606 2 O @ U o

Fter  Sign  Verfy \Validate Encrypt Dacypt Tmnsform Routs  AAA  Results Advanced






OPS/images/ch7_mpg_rules.gif
Policy:

Policy Name: *

Export | View Log | View Status | Close Window |

Rule:

Rule Name:

Create rule:

Rule Direction: | Client to Server [v

lick New, drag action icons onto line. _Edit rule: Click on rule, double-click on action

¥ S A & 6 06 2 O @ u o

Fiter  Sign  Verfy Validate Encrypt Dacypt Tmnsorm Routs  AAA  Results Advanced

Configured mules

Ordergule Name recton ctions

0 [suppliertsRule ftient to Server S onu delte rle
5O o [E—— S onu aelte rle
T8 forderstesirc_polieyt e ot Direcions S o aelte rle






OPS/images/ch7_useragent_after.gif
3§

User Agent settings.

Match Property.

Note:To adit the User Agent, pleass sccess via the XML Manzger
Sbove.

St Client Crypto Profile
FaymentClentcryptoprofe |

(]

Response Type
CIson
ONon-xL
Pass-Thru
Osoap

@

Back attachment processing format
@bynamic

OMIME

Opve

Opetect

Back Side Timeout
120 *

Stream Output to Back
@Buffer Messages

Request Type
QIson
ONon-xL
Pass-Thru
Osoap
@

Front attachmen
@Pynamic
OMIME

Opve

Opetect

Front Side Timec
120

Stream Output tc
@Buffer Messages





OPS/images/ch7_settings_after.gif
Configure Mull

-Protocol Gateway

© General  Advaned  Shisshestbaams  Hesders  Monions  WeAddremsing  WS-RalibleMessacin

Multi-protocol Gateway status: [up]

General Configuration

Multi-Protocol Gateway Name
Summary

Type
@dynamic-backend

Ostatc-backend
b

Export | View Loq | View Status | Show Probe | validate
Conformance | Helg

XML Manager
default

OrdersTeshEG_policy1 ]

URL Reurite Policy
(none) [v]

®

Back side settings

With a dynamic proxy back end type, the back
end server address and port are determined by 3
styleshest in a policy action.

Front side settings

Front Side Protocol

‘SupplierHTTP (HTTP Front Side Handler)

MQFSH_ITSO.IMS.90045 (MQ Front Side Handler)

MQFSH_ITSO.IMS.90045 (MQ Front Side Handler)

*





OPS/images/ch7_ordermpg_after.gif
-Protocol Gateway

E Configure Mull

Multi-
Protocol Front
oo Op-State|Logs| Type |Rea-Type Back Side URL Resp-Type
ateway Protocol
Name.

e hitp/9.12.5225:5088
orens | w | g | S |t | PSSR sone e seren | | St





OPS/images/Ch2_testing_3.gif
# Add and Remove

Add and Remove [— ‘

Modfy the resources thet are configured on the server

Move resources to the right o configure them on the server
Avalable: Configured

add Al >>

<= Remeve

9 1F server isstarted, publish changes immeately

<Batk, it >

==






OPS/images/Ch2_testing_4.gif
[ 88 Task Fows [ 2 buid actviies [ = properties 12 Problems [ server Logs 4 servers 23 console

=8

5 T150_Customerinfo_Medpp [5teited, 5yrchvonized)






OPS/images/Ch2_testing_1.gif
98 Task Fows |2 Buld Actvites | Propertie 1 Problems [ Server Logs 4 servers 3 [ Console| %5 ©






OPS/images/Ch2_testing_2.gif
o tmport
] export

References

(= Outbound Iparts
(= Inbound Exports
(- Outbaund Adapters
(= Inbound Adapters.

8 Task Flows | 2 Buid Activties | T Properties (2. problem:

&1

Hew 3
open "
Shown Aleshitew >
oy s
paste coley
R Delete Delete
Renane r
s Restart n Debug CulraD
Qrestar: Culraer
5 Restart in Profile.
stop Cultates
“Cpubish Culrakep
G,

Mamtmma





OPS/images/7944ch02.09.1.88.jpg





OPS/images/7944ch02.09.1.89.jpg





OPS/images/Ch2_testing_5.gif
8 Task Flows.

Buld Actviies | 1 Properties [ 2. Problems | 9 Server Logs [ 41 servers | EJ console £3

Websphere ES8 Server v7.5 ot ocahost (WebSphere Applcation Server v7.0)

arin
arin
arin
arin

ncor

xten
nspe

nspe
onng
ontm

R M R R R RO R R R R

com. 1bm. 32ca. dbadapter . core. runtine.DEUtils traceldapterVersion
com. 1bm. 32ca. dbadapter . core. runtine.DEUtils traceldapterVersion
com. 1bm. 32ca. dbadapter . core. runtine.DEUtils traceldapterVersion
com. 1bm. 32ca. dbadapter . core. runtine.DEUtils traceldapterVersion

USVRODASI: Binding ITSO_CustomerInfo_Ned.CSR_IDBCImport CF as
USVRODASI: Binding ITSO_CustomerInfo_Ned.MST_JDBCImport CF as
USVRODASI: Binding ITSO_CustomerInfo_Ned.Viy_JDBCImport CF as

3
3
3
3
USVROD4SI: Binding javax.resource.cci.ConnectionFactory as eis/
1
1
1
L

com. ibm. s, uebcontainer . vebapp . UebGrouplupl WebGroup SRVED1691
SessionContextRegistry getSessionContext SESND1761: Uill create
com. 1bm. vs. webcontainer . serviet . Servletirapper init SRVE0242I: [I
WEUS70371
com. 1bm. vs. vswehcontainer . VirtualHost addieblipplication SRVEOZSOI
J2CA02911: Application ITSO CustomerInfo_Hedipp#ITSO_CustomerI
CUSIVO7771: A comnection to messaging engine storelode0i.se
J2CA05231: The Message Endpoint for ActivationSpec sca/ITSO_Cu
5VR02211: [Application started: ITSO CustomdrInfo_Hedipp
USVRO1911: Composition unit UebSphere:cuname-1TS0_CustomerInfo_

The /sca/Custoner InfoServiceExport URL pattern was c






OPS/images/7944ch02.09.1.87.jpg





OPS/images/ch7_ConfigureCryptoMapforEnc.jpg
Administrative State @ enabled ( disabled
Comments ]
Operation Encrypt (WS-Security) x] *

®Path Expression (empty)

T add [ xpath Tool |

*





OPS/images/ch7_ConfigureCryptoMapforEnc2.jpg
. Build XPath Expression from sample XML File

URL of Sample xmL | |local:/// j'
L | e — T R R

Clocal
Namespace Handling | Cprefix
Guri

XPath

/ R i

5 <foapenvienvelope xmins:sospenv="http:/ /schemas.xmisoap.org/soap /envelope/"
xrins:pay="http:/ /PaymentCompany/Payment’>
ospenyiHeader />
& Koapenvisody>
& payirequestrayment>
1234567+ /cardhurnber>
o o e g e el






OPS/images/ch7_ConfigureEnc2.jpg
Envelope Method

Message Type

Document Crypto Map

Asynchronous

Message and Attachment
Handling

Encryption Key Type
Recipient Certificate

ws-Security Version
Use Dynamically
Configured Recipient
Certificate

One Ephemeral Key

O Encrypt

@ WSSec Encryption
CStandard XML Encryption
©advanced

*

CSOAP Message
CRaw XML Document
@ Selected Elements (Field-Level)

€ advanced
*

| cone ot

Message Only =1 save

[Use Eahemeral Key Transparted by Asymmetric Algoritim =] [ save

1.0 =] save

C on@ off[” save

C on@ off [ save





OPS/images/Ch7_SLMPolicy.jpg
[=]| Configure Web Service Proxy

WSDL files Services | Policy | Proxy Settings | Advanced Proxy Settings  Headers/Params

Web Service Proxy Name [up]
OrdersivEe *





OPS/images/Ch2_MedFlow_FindCustomer_8.gif
smo ServiceMessageObjsct = [gsmo
ko iter..> B cicktofiker..>
] contaxt (141 <hrarymous> ® (el contert
(€] correlation [0..1]  CustomerDetails @ [€] headers
[Ecompany  [0.1] string e - & [l body
(8] dss (.41 SupportclassType Tove &l FindCustome
. & (¢ ustamerd
Eecivame  [0.1] strig ove ~
(€] company
(& ctemai .1 sting e - €] cass
Eciphore [0.1] strig hove ~ (8] cinane
. ctemai
Eenare  [0.1] st ghove ~ =
(el ciphone
[&] czemail [0..1]  string tove ~ (€] c2name






OPS/images/ch7_SLM1.jpg
[ _prox:

CreditCardverificationi/se
(none)  [Failure: (none)

SLM Request Input

Please enter SLM Request parameters.

Interval (3600

(sec)
Limit

action [natity =]
Cancel






OPS/images/Ch2_MedFlow_FindCustomer_9.gif
[

6 g 8 Db | @ monenvoseee
% FindCustomer

CortelationContext_To,

& 5
'
Mesagelog  Mastr Dezlookp |
o





OPS/images/ch7_backend_dynamic.gif
General Configuration

Multi-Protocol Gateway Name
Summary

Type
@dynamic-backend
Ostatic-backend

¥





OPS/images/ch7_mq_fsh.gif
ﬁ Configure MQ Front Side Handler

This configuration has been added and not yet saved.

MQ Front Side Handler

[ty

General

Administrative State

Comments

Queve Manager

Get Queue

Put Queue

The number of concurrent MQ connections

@® enabled (O disabled

(none)






OPS/images/ch7_mqqm.gif
ﬁ Configure MQ Queue Manager

This configuration has been added and not yet saved.
Main  Advanced

MQ Queue Manager

E=ma =]

Administrative State @® enabled (O disabled

Comments

Host Name.

Queue Manager Name.

Channel Name 'SYSTEM.DEFSVRCONN

Channel Heartbeat 300






OPS/images/ch7_http_fsh.gif
ﬁ Configure HTTP Front Side Handler

HTTP Front Side Handler

E=ma =]

Name *

Administrative State @® enabled (O disabled

Comments

Local IP Address 0.0.00 Select Alias | *

Port Number ) *

HTTP Version to Client

Allowed Methods and Versions






OPS/images/ch7_sfh.gif
Front side settings

Front Side Protocol

‘SupplierHTTP (HTTP Front Side Handler)

MQFSH_ITSO.IMS.90045 (MQ Front Side Handler)

%%

(ass =)






OPS/images/Ch2_MedFlow_FindCustomer_7.gif
# New XML Map.

Specify Message Types

Select Input and Output Message Type

Message Raok;

Input Message Bady:

Output Message Body:

Y
e
S
o st Requesisg (Bomee]
Fodc stonerResponsag [Bomee]






OPS/images/JDBC_Config_11.gif
DBC providers > DB2 Universal JDBC Driver Provider (XA) > Data sources

Use this page to adit the settings of 3 datasourcs that s associated with your selected JDBC

application with connactions for accessing the database. Laarn more 3bout this ask in 3 au
£ask steps and more general Information bout the topic

Prefarances

oy [ S (e

2E

select| Name & NDI name ¢ Scape G

ou can administer the falloving resources:

[ | ESBLocgertiediationatasourcs  jdbe/mediation/messageLog | Call=storatiodaoicell






OPS/images/JDBC_Config_14.gif
Create a data source

Setup security aliases

Selact the suthentication ualuss for this resource,

(o B—

Note: You can create 3 new J2C authentication aliss by
accassing one of the following links. Clicking on 2 link wil
Cancal the wizard and your cunent wizard selections will be
ast,

Previous | Next| _Cancel






OPS/images/JDBC_Config_15.gif
Database name
Server name
Port number

Use this data
Zaurce in container
managed

persiztanca (CHP)

Authantication
Slias for kA
recovery

Component-
managed
Suthentication
alias

Mapping-
configuration alias

Container-
managed
Suthentication
alias

Previous

Finish

Cancel

1TSO_CSR
localhost

s0000

true

(none)

storeiode01/DB2_Alias

(none)

(none)





OPS/images/JDBC_Config_12.gif
Crste s data source
Enter basic data source information

Set the basic configuration values of 3 datasource for
association with your JDBC provider. A datasource supplies

tha physical connactions betvesn the application servar and
the database

Requiremant; Use the Datasources (WsbSphera(R)
Application Server V4) console pages if your spplications are
based on the Enterprise Javabaans(TH) (EJ8) 1.0
Spacification or the Jaua(TH) Serulet 2.2 spacification.

Scope
[eellz storanadzoicanl

DB proider name

/D82 Universal JOBC Driver Pravider]
&)

+ Data source name.
[DB2 Universal JDBC Driver WA DataSaurce.

[+ 01 name
fdbercse]

(] concel





OPS/images/JDBC_Config_13.gif
Crste s data source
Enter database specific properties for the data source
Set these database-spacific properties, hich are required by the

databasa vandor JDBC driver to support th connactions that are
managed through the datasource

Name value
+ Driver type =
+ Databass name Ts0_cer]
+ Server name Toaihaze
+ Port numbar Soo00l

[ s this data source in container managed persistanca (CHF)

revioss Tl vext Il Cencel |






OPS/images/JDBC_Config_7.gif
B Mecsages

B Changss have besn mads ta your lacal configuration

iz a]rectly to the master configuration.
'—T4ET hanges bafore zauing or discarding.
The server may nesd to be restarted for these
changes to take sffect,

Global security > JAAS - J2€ suthentication data > DB2_Alias

Spedfies 2 lst of user identities and passwords for Java(TM) 2 connactor securlty to

General Properties

+ Alias

[oez_Aia:

+Userip

[db2adrin

+ passvord

Desaription

[Aopiy ] [oK] [Razat] [Cancal






OPS/images/JDBC_Config_8.gif
Services,
Bl Resources

Schadulars
Object pool managers

s

Pesple directory provider
Etanded messaging provider

WebSphere Business Integration
Adapters

[

SoRC ppders
e
Data sources (HebSphere
Applcstion Server V)

Business Integration Data Sourcet

esource Adaprars

Asynchronous beans

Cache instances.





OPS/images/JDBC_Config_5.gif
Global security > JAAS - J2¢ authentication data
Spedies 3 lst of user identities and passwords for Java(TM) 2 connactor securlty to use,

¥ Prefix new alias names with the node name of the cell (for compatibility with earlier

releases)

Apely

Prefarences
@ Delete

Select] Alias &

User 10 G Desaription G

ou can administer the falloving resources:
I | acTos auth tias db2admin WSRR Actvity

Logging JDBC
authantication
Ziias






OPS/images/JDBC_Config_6.gif
Global security > JAAS - J2¢ suthentication data > New

Spedfies 2 lst of user identities and passwords for Java(TM) 2 connactor securlty to

General Properties

+ Alias

[oe2_Alia:

+ Userip

[db2adrin

+ passvord

Desaription

[opge] (oK) [Reset | [Cancel






OPS/images/JDBC_Config_9.gif
New] [ Delere |

select| Name &

scope &

Desaription &

ou can administer the falloving resources:

I | Business space 8c
Drovider

D87 Uil o2 prver
=} Befmider (xA]

Node=storatiodent, server=serverl

Business Space
DB2 1DBC Provider
)

Two-phase commit
DB2 JCC providar
that supports
IDBC 3.0, Data
Zources that use
this providar
support the use of
XA to perform 2-
phase commit
processing. Use of
driver typa 2 on
the application
server for 2/08 is
not supported for
data sourcas
created undar this
provider,






OPS/images/JDBC_Config_10.gif
JDBC providers > DB2 Universal JDBC Driver Provider (XA)

Use this page to adit properties of 3 Jaua Dtsbase Connactivity (JDBC) providsr, The JDBC

provider bjact ancapsulates the specfic JDBC driver implementation dass for accass to the
Spacific vandor database of your snuironment.

Configuration

General Properties

Additional Properties

+ Scope
[ellz storanadzoicanl Dafzources

o somrees
* Hame

Gicbiohars
P ivarsal 7558 Srver Prowder GAY Somientoner

va)

Desaription

[Two-phase commit D82 JCC prouider that supports =
IDBC 3.0, Data sources that use this providar

Support the use of XA to perform 2-phase commit
processing. Use of driver type 2 on the application
<erver for £/0S is not supported for data sources | %






OPS/images/JDBC_Config_3.gif
|9 Admin Console £2
5

Integrated Solutions Console  Welcome.

Vie:

Al taske — &

Welcame

Guided Actvitias
Servers
Applications

Services

{E s
[——

Gt gy

Secorlmans

Adminiztrative Authorization Groups

S5L certificats and key management
Security auditing
Bus zecurity






OPS/images/JDBC_Config_4.gif
Authentication
Authentication mechanisms and sxgiration|

@ Lrea
© Kerberos and LTPA
Ketberos confiquration
© swam (deprecated): No authenticated
Authentication cache settings
Web and SIP security

RMI/TIOP security
B Javs Authentication and Autharization
Aplicstion logins

Sian o
¢2c e
[ L

[Gpecifes ISt of user daries and passwards for
[va(Ti) 2 connector security to use.

Security domainz

Enternal suthoris tion providrs
Custom properties






OPS/images/JDBC_Config_1.gif
New >
g Learn mol  open F3
showln Aleshicew >
* Geftting Sta
Copy e
* Geftting Sta &
paste coley
3% Delete Delete
28 TaskFlows (2 ud Actities | ) roper "1™ 2
s Restart in Debug CultaksD
Qrestart Culraer
5 Restart in Profile.
stop Clakss
“Cpubish et
G,
fi;Add and Remave,
Venitorng »
] Create Tables and Data Sources
Recorect Debui Process
View and Publsh Changes toServer
Wanege server Profies
Server Corfiquation »
Uriversal Test Cent »

Launch
dd and Remove Integration Soluton Projects 3
1BM Business Monitor Event Recording N

Websphere Adinistration Conmand ASbist

Run Adminitrative Scrpt.






OPS/images/JDBC_Config_2.gif
) Adnin Console 03

Integrated Solutions Console

Log in to the console.
usero,

S —

Paszvord






OPS/images/Ch2_Assemble_Mediation_2.gif
Select the type to create:

[, Companent with no Inplementation Type

porE W 0 B
Import with ieb Service Binding






OPS/images/Ch2_Assemble_Mediation_3.gif
# Configure Web Service Export for CustomerlnfoServiceExport1 L EX

Select a Transport Protocol

Select the transpart protocol that CustomerInfoServiceExpart1 il use For the Web
Service binding.

(©50aPL2/HTTP

Supports festures such as JA%-WS handers, WS-polcy sets, and service gateways by using JA%-
WS, Mare,

© 50apL.1/HTTP

Supports festuresfsuch a5 JA%-WS handlers, Ws-polcy sets, and service gateways by using Ja¥-
WS, Mare,

(OSOAPL.1/HTTP using JAX-RPC
Supports % RPC handers and RPC encoded messages. Mare.

O50aPL.1/IM5
Uses 5 synchronausly 2 the ndeling transpart protocl. Ve,






OPS/images/Ch2_CreateMed_5.gif
T Business Integration 57 =g

slelalelalas

<all resources>
=1 1750_Customerinfo_Med
% Assembly Dizgram
G Dependencies
ntegration Logic
 pata
& Tnterfaces
2 Transformations
8 1150 10

(= Favortes

(= Components

(- Outbound Imports.
(- Inbound Exports
(= Outbound Adapters
[ ——
Facs

o Emal

% 1150_Cutomertfo e
11





OPS/images/Ch2_Assemble_Mediation_1.gif
- Business Intearati 50

=)
B %

BRI
<ollresources>

= 1 150_Customerinfo_ed
55 pasembly Disram
22 Dependenties
= Integration Logic

pata
&

‘

Interfaces

8 Torsfomaions
= #msote
22 Dependenties
& Imearaton Logc
@ e
() Interf

@

rerlf

= Transformations

%) 1750_CustomerInfo_Med - Assembly Diagram 33
4 it paette
NCESAT]
o Favortes

B, 1150_Customertofo_ed
11]
(= Companents
v
S Medation Fow

[ mport
] export

References

= Ouwbound Inports
> nbound Expors
(= Outbogaihapters

‘ ;mﬁna Adepters






OPS/images/Ch2_Assemble_Mediation_6.gif
) 1150_Customerinfo_led - Assembly Diagram 0

Paette
NEEEN 7
(= Favorites

(= Companents

o) Py —

Bsva
3 pedton Fow

[ mport
] export

References

2= Outbound Imparts
2= Inbound Exports.
(2= Outbound Adapters
(= Inbound Adapters

Q% 150 Cstomerfo ed





OPS/images/Ch2_Assemble_Mediation_4.gif
# Configure Web Service Export for, CustomerlnfoServiceExport1 BX

Specify the Web Service Binding Target Namespace
Specky the target namespace for the generated bindin.

(@ Use the port type (interface) namespace

Enables merging the service and interface defintionsfinto only one WSDL il when you export, to
simphfy sharing, More ..

O Specify a new namespace

hitp:fjussmy. TSOEterprise.comjCustomerInfoService(Einding






OPS/images/Ch2_Assemble_Mediation_5.gif
T Business Integration 53 =0

<all resources> M

= £ 750_Customerinfo_ed
551 pasembly Disram
22 Dependenties
Itegraton Logic
) Data
() Interfaces.

3 Tanstomtins
= 0.t
& oependances
= Integration Logic
& 7 pata
= (%) Interfaces.
®
2 1arsfomstions
[F72 Web srvio pors
@ CustomerInfoServiceExport1_CustomerInfoServiceHttpPor

%5 *1TS0_CustomerInfo_Med - Assembly Diagram 52

4 i paette
NCERY

(= Favortes

(= Components
Eawva

2 Medton Fow
[ mport

] export

eferences
Outbound Iparts

(= Outbound Adapters

(= Inbound Adapters

stomerInfoserviceExport]

%, 1150_Cutomertfo e
11]





OPS/images/Ch2_MedFlow_AddCustomer_2.gif
Operation connections .~ 4D

Select  source operation to create or ed It medlatian Flaw inplementatian

@ Customerinfoservice
47 addCustomer
5 pdstecustonss X
47 EndCustoner

VST _DECImpar
4 createmszCuston
47 pdateMetCuson

53 www_IDECIm
4] createMstCuston
4 pdateMetCuson

SR _DBCImpor
4 createCarCuston
47 pdateCarCuston





OPS/images/Ch2_MedFlow_AddCustomer_3.gif
(@ Customertrfoservice

[ adiCustomer 1

7 pdateCustoner
47 EndCustoner

CalgE=Em ]






OPS/images/Ch2_AssemblyDiagram.gif
O & e scmon )|

oﬂ %9 CusomerifoservcsEport ) T, 1150 _Customertro ved 15 () 6 Www,mmmpmi

O st vscimon )|





OPS/images/Ch2_MedFlow_AddCustomer_6.gif
e I+

WessageLogger
Printive

=

MessageLogger

Business Object
Wiap Primtive

Transform-
ton hiap

FlowOrder
Printive

S 2
(Y

Floworder ST _servicelnuoke | BoMappert

Service Invoke

j Frinitive

WWW_Map B O
> °

W _ServiceTnvoke





OPS/images/Ch2_MedFlow_AddCustomer_7.gif
merinfoservice (| ©

ustomer

c e L

(Y

CoR_tap

CoR_servicelnvoke

. . il
o =
Hesepelogger o @ Pt g
overde, ST ket 5otmper

WWW_Map

Ww_Servicelnvoke





OPS/images/Ch2_MedFlow_AddCustomer_4.gif
@) Customertnfoservice

%7 AddCistomer

5 pdtecy
z Select a Mediation Flow Template
7 Eindcusto

Blank Mt

n Flow

Creates a medation flow with input nades
‘Service Intearation
Createsa med\aﬁﬂaw

Operation Map.

hat s used o integrate muliple services

Crestes a medation low that maps between source and target
perations. This template provids functionalty that is simir to the
deprecated nterface map.

oo not show again






OPS/images/Ch2_MedFlow_AddCustomer_5.gif
Select the Services

Select the services that you want to ntegrate.

Reference Target Operation
[EJ csk_wsCimportpartner & aresteCsrCustomersse
[EJmsT_sscimportpartrer % aeatettstcustomerssa

9 z

reate a separate response flow to process the response of the target operation

@






OPS/images/JDBC_OutboundAdapter_10.gif
# New External Service =] E3

Specify the Location Properties

Speciy location

propertiss for where you want to save the service

Properties for Service

edule

fiaespace

Name:

Lirary:

Description

[750_Customerinfo_ed e,

Fttpi]/1T50_CustomerInfa_Med]CoR_JDBCmpart

¥ Use the defaul namespace.

e Bisiness objects (0 brary)

[

New,






OPS/images/JDBC_OutboundAdapter_11.gif
P
¥
.ﬂ-_sg@5mmnmmmm Q2 50_cosamertoed o@mj





OPS/images/JDBC_OutboundAdapter_8.gif
# New External Service [_[OIx]

Specify Composite Properties
Specy propertiesthat appy to a selected objcts

Operations for selected business objects
Operations for thess functions willbe added to the service nterface. i+

add)

Remave





OPS/images/JDBC_OutboundAdapter_9.gif
& other

Tss F o security is regired or will e handled by the EIS system, or the RAR wil be deployed on the.
server and securiy willbe specied by the properties n the JNDI lookup name.
The qualty of service that i Lsed to fon the transation provides a higher deares of data nteariy,
especially when a Fallre occurs, To fon a glbal transacton, specky a predefined XA data source or XA
database connection informatian. bore

% Join the global transaction

Deploy connector project; [with modle for use by single application

Specify the settings that are used to connect to JDBC at un time:

Connection Properties
Tojoin a global transaction, speciy a predsfined %A datasource or XA database connection
information. When not oiting a global transaction, either the XA connection informetion o the local
cannection nformation can be specfied.

Oatabasecomection ornaton: | [spcty predeined A Datssorce

Databass system connection information
Database vendar oE2

2 Datasource Dt ] [ GocfcsR]

Advanced >>






OPS/images/JDBC_OutboundAdapter_2.gif
Select an Adapter

Select the version of the adspter that you wa to use

“,






OPS/images/JDBC_OutboundAdapter_3.gif
# New External Service [_[CIx]

Import a RAR File 9

Import a resaurce adapter archive (RAR) fram the file system to create a connector project or the
adapter. ) |

Archive file: C:\IBMiIntegrationDesignerv7 SiResourceAdapters| JDBC_7.5.0.01CWYBC_IDBC.rar
Comector ot [cwvoc B

Target runtime enviroments






OPS/images/JDBC_OutboundAdapter_6.gif
# New External Service

[_[oIx]
Find Objects in the Enterprise System

o discovered sbjct s selected

g:L‘ 3
7l
Query: [ShemaPRrLaBanl Schrma e or pae=ul aprted Getebose et tposmTal Eck Query

P






OPS/images/JDBC_OutboundAdapter_7.gif
# New External Service [_[CIx]

Find Objects in the Enterprise System 5,

Use & query to find objects on the enterprise system. Click Eit Query to create the query, then cick 1
Run Query to e, 7]

il 5chema name or pattern=nul, Supported database cbject types=Tat _EGE Query.

Query: [schemeariab

Run Query
Discavered objects: Selected objects;
*Am 2
) ADMINISTRATOR D) cusTomERs

Edce
B0 Tables

0" CUSTOMERS

9 ew

(D) Stored Procedures

£9) Synonyms - Nick Names

9) sysimapM
9 SysTERIAL
9 svsms

9 svapmoc

9 svepueuic

9 svsstar
P






OPS/images/JDBC_OutboundAdapter_4.gif
# New External Sery

e =1 3
Locate the Required Files and Libraries ™

Connector projects require system-specicibraries and JAR fies.

When deploying the applcation to  stand-slone server, these files must be configured on the server. More.

Specify the location of the JDBC driver JAR files required to accsss the databass server. JDBC driver JAR fies are
Shipped with the database instalation. If you do not have a localdatabase installation, you can downiosd these fies
fram the eb ste of the database vendor.

IDBC driver JAR fies:
= a add,

CiwpsRe|

Remave





OPS/images/JDBC_OutboundAdapter_5.gif
i New External Ser

Specify the Discovery Properties

[_[o[x]

Connection properties

Databass system connection information

3

E-0 DB2UDB
© vz
© a1
© vaz
[ ol
B2 LDB eries
DB2 LDE 25eries
Orade

5QL server
Informix
Generic IDBC

000000

Propertis;

IBC drver type:

1601 DB2 Lversal

IT50_CoR.

locahost

Database: o
Host name: o
Port number o

IDBC driver class name: *
Detabase URLS

‘Addtional IBC driver
connection properties
[name:valueiname:value];

So000

combm.dbZ.jcz.DEZDriver
bcidba flocahost SO0DO/IT0_CoR.

User name:

dhzadmin

Passuord: o

Prefix for business object names:

Advanced >>

™ Change the logaing praperties for the wizard

<Back

Eich Cancel






OPS/images/JDBC_Config_18.gif
Close page

B Mecsager

D The test connaction operation for data source DB2 Univarsal JDBC Driver KA DataSource on server
Zervart st node storeNadsDd was successful

JDBC providers > DB2 Universal JDBC Driver Provider (XA) > Data sources

Use this page to adit the settings of & datasourcs that is azsocsted with your selacted JDRC provider. The datazource object <
application with connections for accessing the database. Laarn more 3bout this £ask in 3 quided activity. A guided activity provi
£ask steps and more general Information about the topic.

Preferances
[Nee][Dviewe ][ Tertcomecion anage stae.

g
Salect| Name & O name & Seope O ot 5 ocemm 6

ou can administer the falloving resources:

| DB2 Universal peC Driver ks | sdbrcsR Call=storenodznicell| DB2 Universal | DB2 Universal
Datssourcs JDBC Driver | Driver

Provider (A) | Datasource





OPS/images/Ch2_DataSources_Config.gif
Select Name & INDT name & Scope & Provider &

ou can administer the falloving resources:

DE2 Universal JDBC Driver A | 3dbefCSR storeode01call | DB2 Universal
5

Datssourcs IDBC Drivar
Provider (xA)

DB2 Universal JDBC Driver A | dba/MsT storetode01call | DB2 Universal
5

Datssourcs IDBC Drivar
Provider (xA)

D82 Universal JDBC Driver i | jdbe/ W storetode01call | DB2 Universal
Datssourcs IDBC Driver
Brovider (XA)






OPS/images/JDBC_Config_16.gif
IDBC providers

B Mecsages

& changes have been made to your local configuration. You can:
cly ta the master configuration,

o Rauisu changes before saving or discarding.

& The server may nesd to be rastarted for thase changes to take sffact

JDBC providers > DB2 Universal JDBC Driver Provider (XA) > Data sources

Use this page o adit the settings of & datasourcs that is assacsted vith your selected JDRC provider. The datasource object
application with connections for accessing the database. Lasrn more 3bout this task in 3 quided scivity. A guidad activity pros
£ask steps and more general Information bout the topic

Prefarences
[New] [Detets ][ Test connection ][ Manage stae
65 )
Selact| Name & N0 name & scope & Prouder 0| Deserption &
You can administer the falloving resources:
I | bz unuerssiapec Diwerxa | jabo/csr cel 082 Universal | DBz Universal
DamsSoures

JDBC Driver | Driver
Provider (xA) | Datasource






OPS/images/JDBC_Config_17.gif
IDBC providers

JDBC providers > DB2 Universal JDBC Driver Provider (XA) > Data sources

Use this page to adit the settings of & datasourcs that is assocsted with your selacted JDRC provider. The datazource object <
application with connections for accessing the database. Laarn more about this task In 3 uided activity, A guidad sctiity provi
£ask steps and more general Information bout the topic

Prefarences

e

Delate || Test ronnsction

Manage state.

IDBC Drivar
Provider (xA)

&l
select| Name & NDI name ¢ Scape G Provider & | Dasaription G
ou can administer the falloving resources:
75| D82 Universal 108 Driver k& | 1dbe/CsR. Call=storatiodaniCell| DB2 Universal | DB2 Universal
Datssource IDBC Driver | Driver.
Provider (x) | Datasource
| ESBLoaaertiediationDatasource | jdbe/madiation/messageLog D82 Universal | Dafault data

<ource for ESB
Logger
HMadiation






OPS/images/JDBC_OutboundAdapter_1.gif
?& IT50_CustomerInfo_ed - Assembly Diagram 52

paete
h [CEWT
o pavones Q] 22 cosmarsoncson Q)% 10 comenmne s
(= Components

(= Outbound Imports.
(= Inbound Exports
(= Outbound Adapters

% Enterprise Conten.

Eacs

SHemal

[Fratrie Drag and Drop
e

s P 2
e =

R
= Edveards Enter.






