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    Preface

    This IBM® Redbooks® publication describes how to exchange data between applications running in two separate enterprises reliably and securely. This book includes an overview of the concepts of managed file transfer, the technologies that can be used, and common topologies for file transfer solutions. It then provides four scenarios that address different requirements. These scenarios provide a range of options that can be suited to your individual needs. This book is intended for anyone who needs to design or develop a file transfer solution for his enterprise.

    The first scenario shows the use of an HTTPS web gateway to allow files to be transferred from an external web client to an internal WebSphere MQ File Transfer Edition backbone network. This option uses the WebSphere MQ File Transfer Edition Web Gateway SupportPac FO02.

    The second scenario uses the WebSphere MQ File Transfer Edition bridge agent to allow files to be transferred from an external File Transfer Protocol (FTP)/Secure File Transfer Protocol (SFTP) server to a WebSphere MQ File Transfer Edition backbone network

    The third scenario extends the concept of file transfer between enterprises by introducing more sophisticated transfer capabilities, along with enhanced security. This scenario uses the IBM WebSphere DataPower B2B Appliance XB60 to look at the specific case of file transfers between business partners.

    The last scenario also illustrates the integration of the IBM WebSphere DataPower B2B Appliance XB60 and WebSphere MQ File Transfer Edition, but in this case, non-business-to-business protocols are used. The file transfer is further enhanced through the use of WebSphere® Message Broker to mediate the file transfer for routing and protocol transformation within the enterprise.
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Multi-enterprise file transfer concepts

    This part discusses the concepts, runtime topologies, and IBM products used to build multi-enterprise file transfer solutions. This part contains the following chapters:

    •Chapter 1, “File transfer concepts, technologies, and best practices” on page 3

    •Chapter 2, “Multi-enterprise file transfer topologies” on page 15

    •Chapter 3, “Product overview” on page 21
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File transfer concepts, technologies, and best practices

    This chapter presents an overview of how businesses are using file transfer protocols to move files both internally and externally and also provides a brief historical view of file transfer technologies. This chapter compares internal file transfer to external enterprise file transfers by examining the similarities and differences that make them separate technologies.

    We also discuss the challenges surrounding the multi-enterprise use of the File Transfer Protocol (FTP), how managed file transfer can overcome these issues, and what best practices businesses should consider when looking to move files within and out of their enterprise.

    1.1  Introduction

    For many organizations, the exchange of files between business systems remains a common and important integration methodology. Files are the simplest unit of data to exchange and often represent the lowest common denominator for an enterprise infrastructure. 

    Although the exchange of files is conceptually simple, doing so in the enterprise is a challenge to manage and audit. This difficulty is brought into clear focus when an organization needs to perform file transfer with another business organization, perhaps using a different physical network, with different security requirements, and perhaps a different governance or regulatory framework.

    Despite an abundance of new technologies that include web services, Web 2.0, and many robust existing technologies such as Enterprise Messaging, file transfer remains a common method of integrating business systems.

    1.1.1  Basic FTP

    File transfer has a long history. There are many existing tools that support it in some form. The simplest and best known technology for file transfer is the FTP, which was first made available in UNIX® systems in the 1970s. Today, the broad availability of FTP on almost all platforms makes it an easy choice when the need to exchange files arises. However, performing mission-critical file transfers using FTP does have issues with limited reliability, recoverability, security, and auditability.

    1.1.2  Managed file transfer

    Managed file transfer addresses the needs that organizations have to configure, track, and audit file transfer activity consistently. Typically, an organization that uses managed file transfer has the following needs:

    • Auditability: File transfer activity must be logged so that administrators can determine where each file is sent and when the transfer occurred. The transfer log needs to be centrally accessible.

    •Security: File transfer requests must be accepted only from authorized people or application systems.

    •Recoverability and reliability: Network or other errors that might interrupt a transfer must not cause the transfer to be abandoned or partial files to be received.

    •Platform connectivity: File transfers must span multiple platforms.

    1.2  Brief history and challenges of file transfer 

    The most commonly known network protocols are Transmission Control Protocol and the Internet Protocol (TCP/IP), which were the first two networking protocols defined to the Internet Protocol Suite. The TCP/IP model comprises four layers:

    •Application

    •Transport

    •Internet

    •Link

    As the distributed computing model grew, the enterprise use of TCP/IP grew to support the local area networks and the first ventures into Internet computing.

    The FTP was first introduced in 1972. Since then, FTP has been helping companies move volumes of batched and single files between distributed servers. As other communication protocols have been introduced, many protocols for moving files have emerged. Other application layer technologies, such as Hypertext Transfer Protocol (HTTP), HTTP over Secure Sockets Layer (SSL) (HTTPS), Simple Asynchronous File Transfer (SAFT), Secure Copy (SCP), Secure File Transfer Protocol (SFTP), and File Transfer Protocol over SSL (FTPS), have been adopted to meet business demands that FTP alone cannot.

    Enterprises today depend on a mix of technologies to move files across their internal systems. These technologies include home-grown solutions, often built around FTP and vendor solutions. The vendor solutions are typically managed file transfer solutions that provide enterprises with features to secure, configure, track, and audit file transfer activity consistently. 

    Many customers move to a managed file transfer solution to satisfy regulatory-mandated compliance requirements. Compliance mandates, such as Health Insurance Portability and Accountability Act (HIPAA), Payment Card Industry Data Security Standard (PCI DSS), Voluntary Product Accessibility Template (VPAT), and Sarbanes-Oxley Act (SOX), require that the entire transaction flow be secured, auditable, documented, and accountable. As a result, companies must address the inherent weaknesses that exist with basic File Transfer Protocols. 

    Moving files in and out of protected networks also creates many security risks that cannot be addressed with just basic file transfer. Entities typically choose to exchange data with external partners through one of the application layer protocols (for example, SFTP and HTTPS), proprietary protocols, email, or through business-to-business technology and standards. Most commonly, organizations use a hybrid of technologies to move data in and out of their protected networks.

    The most secured and reliable way to move files between organizations is through business-to-business messaging standards like EDIINT AS1, AS2, and AS3, or ebMS, which are specifically designed for securely exchanging data over a public network. Business-to-business applications seek to improve organizational partnerships and transform the partnerships into inter-organizational relationships by acknowledging that the trading entities are known to one another and all users are registered. The data exchanged allows for organizations to directly exchange information in a secure, standard method. 

    Business-to-business messaging protocols are standards that utilize application layer protocols and provide mechanisms for securing the data through encryption, signatures, and non-repudiation of sender and acknowledgment. The protocols are typically a wrapper or envelope that encompasses the business-to-business document or payload.

    Business-to-business document standards like EDIX12, EDIFACT, HIPAA, HL7, and ebXML are designed to be cross-industry standards that provide a single architecture that utilizes a common uniform data format for electronic communications.

    Typically, business-to-business solutions encompass traditional File Transfer Protocols, but also include the ability to move files according to the published business-to-business messaging and document standards. Additonally, vender business-to-business offerings generally include partner profile management and transaction-viewing capabilities.

    As the dependency on FTP and similar technologies and the need to externalize file transfers has grown, the limitations of the FTP and other application layer protocols has become a challenge for many companies. While companies have grown their file transfer infrastructure using these application layer protocols, the lack of security and management capabilities have sent them looking for better solutions for security and management of their file transfers.

    Challenges surrounding FTP in a multi-enterprise file transfer

    File transfer is the simplest form of exchanging data between business entities and requires a common integration. The lowest common denominator to move this file is typically FTP. 

    FTP is a standard network protocol used over a TCP/IP network that allows businesses to move files between disparate systems regardless of operating systems. This flexibility is largely due to the client-server architecture of FTP. The inclusion of FTP into almost all operating systems has enabled its widespread use. This pervasive use of the technology has presented businesses with many challenges regarding the use of FTP. These challenges include but are not limited to the reliability, security, auditing/visibility, flexibility, and operational costs surrounding the use of FTP.

    Limited reliability

    Lacking checkpoint restart capability, file delivery is unreliable when a network interruption occurs. This often results in corrupt or partial files at the destination. Additionally, even with a successful transfer, the data can still be unusable at the destination due to a lack of character-set conversion. Ultimately, this can be costly for businesses that rely on FTP to move mission-critical files. Many companies find themselves with staff dedicated to cleaning up incomplete or failed transfers.

    Limited security

    FTP often requires a user name and password to send a file. These user names and passwords are sent across with the file as plain text. Additionally, many implementations of FTP do not offer privacy, authentication, or encryption. With checksum not available for all implementations of FTP, it can be almost impossible for companies to know or be able to show that the data that was supposed to be sent was actually sent without being modified. 

    Many implementations of FTP also lack a non-repudiation capability that allows for businesses to receive digital acknowledgement with trading partners that they successfully received the transfer. (Non-repudiation is the concept that an organization cannot refute the validity of a statement or contract). Non-repudiation typically must be in place to meet government standards regarding transfers in a court of law. 

    Limited auditability and visibility

    With no centralized monitoring or management, FTP transfers can be nearly impossible to track from start to finish as the file makes hops across the enterprise. Logging capabilities are often limited and might only record transfers between systems that are directly connected. The limited logging requires companies to check logs at the source and destination servers for every hop that a file makes. This can make it difficult to track a file across machines. Often, this might not even allow for a complete picture of where the file has traveled. 

    Limited flexibility

    Single-threaded, FTP can only send or receive a file one at a time. To initiate a transfer, FTP also requires both the sending and the destination machines to be available simultaneously. FTP only allows for point-to-point transfers. This can mean that systems not directly connected together might have to be routed administratively through other boxes. FTP also lacks the ability to allow companies to prioritize the transfers.

    These flexibility limitations often make it difficult or impossible for companies to automate their file transfer processes. When automation is possible, any scripts used during the transfer process generally reside on the machine on which they are used. This can require changes to be made on various servers that require platform-specific skills to make the modifications. 

    Often, these limitations paired together dictate what and how companies can move data across and outside their enterprises.

    High maintenance costs

    Seemingly free, FTP can be costly for companies as they try to develop around the inefficiencies. Requiring companies to dedicate resources to this task, the efforts to build, maintain, and support a custom solution built around FTP can quickly add up, causing companies to spend unexpected funding on this free File Transfer Protocol.

    1.3  Overcoming FTP challenges with managed file transfer

    Even with the availability of newer technologies such as web services and Web 2.0, file transfer still remains one of the most common ways for enterprises to exchange data. As more data is exchanged internally and externally, the need for more efficient means of moving files has become prevalent. This has brought about the concept of managed file transfer. Typically, managed file transfer refers to software solutions that allow for secure transfer of data from one location to another. A managed file transfer system introduces control, management, and auditability to address problems that arise when file transfers are used to integrate or connect business systems in the organization. Generally, managed file transfer solutions have features such as reporting the completion status of file transfers, auditing, global visibility, automation, and non-repudiation. These features are specifically designed to overcome the common challenges surrounding the enterprise use of FTP.

    The following sections discuss how managed file transfer overcomes the current challenges of reliability, security, availability, flexibility, and costs when using FTP.

    1.3.1  Improved reliability

    Managed file transfer software tries to ensure that file contents only appear at the destination completely intact. The techniques for assured delivery vary among managed file transfer solutions, but most include the ability to resume or restart a file transfer that is interrupted because of network or system availability. Many also include the ability to perform common code character set conversions based on selections specified when initiating a file transfer that enables the software to detect operating systems.

    1.3.2  Improved security

    Allowing for encryption of data, managed file transfer software keeps user IDs and passwords secured while in flight. Many offerings of managed file transfer software also include a checksum feature that allows a business to guarantee that the data being transferred is in its original form and has not been corrupted or tampered with. 

    Additionally, managed file transfer software allows companies to utilize non-repudiation that allows trading partners to be notified when the transfer has been received successfully, subsequently reducing the risk for conflicts or litigation. For file transfer, namely external file transfers, an organization cannot dispute that they received a file whenever a message disposition notification is given by specific protocols saying that the transfer is complete. This message disposition notification is a digital signature that the receiver did receive the transfer.

    1.3.3  Improved auditability and visibility

    Complete and detailed audit logs of the entire journey that a file takes are one of the main features typically offered in managed file transfer software. The logs typically show where the file originated, where the file went, who sent it, who initiated the transfer, who received the file, when the transfer was initiated, and when it was completed. Additionally, many of the software offerings for managed file transfer include the capability to control and monitor file transfers from a central location. The centralized control allows for administrators to easily keep an eye on where things are flowing throughout the enterprise. 

    1.3.4  Improved flexibility

    Managed file transfer software strives to allow for time-independent transfers. Several of the most robust managed file transfer offerings include features that allow companies to initiate file transfers independent of source and target systems being available. Many of these managed file transfer offerings allow companies to send files to systems not directly connected, without requiring additional scripting or manual work. Furthermore, many managed file transfer solutions allow for files of any size to be sent across their technology. This allows the company to function based on business demands instead of technology dependencies. 

    Many solutions for managed file transfer include the ability to reconfigure and deploy a file transfer instantaneously from anywhere in the infrastructure. Moreover, many offerings of managed file transfer allow for multi-threaded transfers that enable businesses to send and receive multiple files at the same time.

    The centralized control and monitoring available in many of the managed file transfer offerings also allows for automation to be set up in a central location. Many offerings expand the abilities for automation by integrating or building on scripting languages. Many of the offerings for managed file transfer include automation features for scheduling, triggering, and event-driven transfers.

    1.3.5  Cost effectiveness

    Companies looking to reduce costs can capitalize on the industry knowledge and experience of managed file transfer vendors by utilizing a managed file transfer solution. By utilizing offerings from managed file transfer solutions, companies can eliminate the costs associated with continually updating, maintaining, and improving their home-grown file transfer solution. Additionally, by utilizing the managed file transfer implementations, they will be able to take advantage of the continual improvements to features as business demands change and advance. Ultimately, this can allow for a higher utilization of the technology, while giving companies significant cost-savings.

    1.4  Managed file transfer best practices

    In this section we review best practices for file transfers that span both internal and external networks. 

    1.4.1  Internal managed file transfer best practices

    Typically, companies are unaware of the various file transfers taking place in their protected network. It is common to walk into a business and find a variation of the scenario shown in Figure 1-1.
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    Figure 1-1   Typical file transfer topology found within companies

    The combinations of many protocols and technologies leave your technicians scrambling to maintain disparate systems. Another challenge facing organizations, keeping employees’ skills for the various protocols up to date, can be challenging too. Additionally, the more technologies that you add to an organization, the harder it is to control who is using the technologies and to monitor the activity.

    Internal managed file transfers re-enforce a company’s service-oriented architecture (SOA) strategy. Ideally, this strategy is built on top of a messaging backbone to reduce redundant technology infrastructures, administrative overhead, and skills required of employees. The ideal managed file transfer architecture contains automation, centralized and event-based logging, centralized monitoring, centralized setup and management, and a documented and standardized transport. The infrastructure contains: 

    •The ability to secure files in transit

    •Flexibility in file transfers

    •Granular user control over file transfers

    •Monitoring of a file’s journey

    •Auditing of transfers

    •Visibility of transfers

    •Checkpoint restart of transfers

    The ideal internal managed file transfer topology utilizes a single reliable transport (Figure 1-2). The topology cuts down on the cost and time for information technology (IT) development and maintenance by eliminating the need to write code. This allows for the configuration and extension of the managed file transfer software to consolidate IT administration and operational efforts. The ideal managed file transfer topology preserves the integrity of data to support a company’s compliance requirements by being secure, reliable, and resilient and allowing auditing. The topology for moving files easily integrates with a SOA enterprise service bus to transform, parse, and route data. 
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    Figure 1-2   Ideal managed file transfer topology

    The key features for internal managed file transfer best practices are:

    •Common reliable transport protocol

    •Centralized monitoring

    •Event-based, centralized audit logging

    •Automation

    •Centralized setup and configuration

    •Documented, standardized solutions

    •Check-point recovery

    •Centralized management

    1.4.2  External multi-enterprise managed file transfer best practices

    Enterprises working with various trading partners typically are sending data across multiple firewalls and are working with multiple document, messaging, and transport standards. The various protocols and document standards require proper management and support. As more trading partners are integrated into the managed file transfer topology, it becomes necessary to manage trading partner IDs, authenticate users, and authenticate the data flowing into and out of the company. 

    The ideal multi-enterprise managed file transfer topology places a gateway between a company’s internal managed file transfer topology and its trading partner. Typically, this gateway resides in the demilitarized zone (DMZ). The gateway should be capable of handling a wide range of protocols to meet current and future business requirements. Additionally, the gateway should be designed to handle large amounts of file transfers, meet or exceed performance expectations, and meet security certification standards.
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    Figure 1-3   Ideal External multi-enterprise managed file transfer topology

    The gateway should also support standards-based business-to-business protocols and be designed specifically for DMZ deployments. B2B gateways allow for ease of managing and connecting to trading partners using industry standards and provides trading partner management for business-to-business governance, utilizes business-to-business protocol policy enforcement, implements access control, executes message filtering, and performs data security. A trait also common to most B2B gateway products is a user interface for B2B configuration and transaction viewing. The user interface of the B2B gateway is used to correlate documents and acknowledgements while displaying all associated events. 

    The key features for external multi-enterprise managed file transfer best practices are:

    •Trading partner management

    •Hardened security for DMZ deployment

    •Business-to-business governance and security

    •Broad range of business-to-business and transport protocol support

    •User interface for configuration and transaction viewing

    •Interface for trading partner transaction viewing

    •Assured delivery with automatic resend

    1.5  Comparing internal and external file transfers

    Any time that a file moves there are certain basic concerns regarding the movement between the source and the destination. The severity and detail of these concerns vary depending on whether the file in transit is subject to meeting industry compliance standards, moving over a public network (Internet), or staying inside the protected network. The level of risk associated with moving a document outside the enterprise is the key differentiator between internal and external file transfer and drives the types of technologies and products used to mitigate that risk.

    1.5.1  Control

    The amount of control that one enterprise has over file transfers varies depending on whether the files are transferred within the enterprise or outside the enterprise to external partners.

    Internal file transfers

    File transfers moving only inside an organization can be controlled easier than an external file transfer. While moving a file internally, entities can control the coordination of the source and destination targets, view logging data available at the source or the destination, and store information pertaining to the transfer that is required for auditing. These activities can be performed with a complete picture of the components involved in the transfer. 

    The level and type of information included in logging varies depending on the protocol chosen for the file transfer. Additionally, with access to both source and destination targets, organizations can see a complete picture of the file transfer and monitor the source or destination targets as needed to alert them of issues relating to the file transfer. 

    External file transfers

    Moving files outside of an organization’s firewalls forces the organization to relinquish a certain amount of control over the transmission. With the inability to control what is going on at the external end of the transfer, coordinating the submission of the transfer can be challenging. Many of the protocols require the sending and receiving platforms to be available at the time of the transfer initiation. This can require an organization to resubmit a transfer request multiple times before the transfer completes. Additionally, many of the protocols can report a successful transmission even when the file did not actually transmit for various reasons. Without the ability to see the transmission completely, organizations might have no idea whether a file was successfully received if they use traditional application layer file transfer protocols. Standards such as AS2 help resolve this issue through a Message Disposition Notification (MDN) that provides a message-level acknowledgment that the transfer was a success.

    Monitoring and complete visibility can be a challenge with external transfers. Most of the typical protocols do not provide any visibility or monitoring into the transmission. Certain protocols may log at the source, destination, or both, but without access to both logs, entities are left with an incomplete picture.

    1.5.2  Authentication and data validation

    When receiving a data transmission, whether internally or externally, there are questions regarding the transmission. Namely, who sent it and is this the data that should have been sent. The requirements for verifying the sender and the validity of the data vary depending on whether the transfer occurred internally or externally.

    Internal file transfers

    In internal file transfers, organizations typically do little user authentication or data validation. Typically, the sender’s user ID is authenticated against the destination operating system to ensure that the sender has access to the system and permission to access or write to the desired destination directory. This process does not usually include any data validation to ensure that the data is safe because the electronic transmission is coming from a trusted source inside the protected network. 

    External file transfers

    User ID authentication and data validation are a primary concern for external file transfers. However, the authentication concerns begin before a user ID or the data comes into view. First, an external file transfer should verify that the Internet Protocol (IP) address or range of addresses being used in the transmission is allowed access to the systems inside the DMZ. This is typically done at the external firewall utilizing inbound firewall rules. Once the IP address or range of addresses is determined to be valid, the user or partner ID involved in the transmission should be authenticated before files can be exchanged. Once the user or partner IDs are validated, also validate the data should to ensure that the file type and format is allowed by the receiving system.

    1.5.3  Network security

    As files travel across the network, security measures should be put in place to protect the data as it is transmitted. 

    Internal file transfers

    Typically, encryption inside a protected network is not an issue for organizations. The exception to this rule occurs when the data in question is subject to compliance standards, such as Payment Card Industry (PCI). These standards can often require data to be encrypted when on a file system and in flight. When this is necessary, entities look to encrypting the data or encrypting the file system and the transmission channel. Additionally, there are few, if any, concerns about ports being used for the electronic communication.

    External file transfers

    Every open port through a firewall is another possible entry into the organization’s demilitarized zone (DMZ), protected network, or both. External file transfers might require one or more ports to be opened through the external firewall depending on the protocol in use. The inner firewall needs to be locked down to allow ports only open from the gateway sitting in the DMZ. As more protocols are added to the organization, more ports need to be opened through the firewalls. Proper network and data security must be used together to ensure that the data and the internal protected network are protected.

    Once the file leaves an organization’s secured zone, if the data contains sensitive information, such as user credentials or account numbers, it immediately becomes a security risk. The risk typically requires the data to be encrypted while it is in the DMZ and while in flight into and out of the DMZ to and from an external partner. 
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Multi-enterprise file transfer topologies

    In this chapter, we introduce multi-enterprise file transfer topologies utilizing a variety of IBM products inside the protected network, all attached to a MQ backbone that acts as a conduit between each system and application. These topologies utilize WebSphere MQ File Transfer Edition to move files between each of the systems and applications.

    The topologies extend and build on the basic single queue manager WebSphere MQ File Transfer Edition topologies that were introduced in Getting Started with WebSphere MQ File Transfer Edition V7, SG24-7760. Any of the WebSphere MQ File Transfer Edition topologies depicted in the above-listed book work with multi-enterprise file transfers.

    2.1  Introduction

    For the purpose of this book, end-to-end file transfer is defined as multi-enterprise file transfer where data is transferred between two or more companies, typically over the Internet, but the data can also be exchanged over a Value Added Network (VAN) or even point-to-point over a direct connection into each company’s network. In many cases the files originate from a system in one enterprise and are destined for a system in another enterprise. These files sometimes need to be routed based on content or file type and also need to be transformed into a file format specific to the receiving company’s systems. 

    Multi-enterprise file transfer consists of a minimum of two companies, and as such, you will not always know what method of internal file processing is done by the external company. It might use similar products as you or it might use a custom or proprietary solution to process and move files internally. For this reason, it is difficult to gain end-to-end visibility of the entire transaction flow unless both companies use the same technology or have a mechanism for providing a standard way of viewing transaction state end-to-end. With this in mind, this chapter depicts topologies that use IBM products on only the internal company side of the external partner relationship, whereas the external company side is a high-level topology.

    Multi-enterprise file transfer is typically broken down into two primary methods of transferring files:

    •File transfers over application layer protocols, such as:

     –	File Transfer Protocol (FTP)

     –	Secure File Transfer Protocol (SFTP)

     –	Hypertext Transfer Protocol (HTTP) 

     –	Simple Mail Transfer Protocol (SMTP)/POP 

    •Business-to-business-enabled managed file transfer using business-to-business messaging protocols, such as: 

     –	EDIINT 

     •	AS1

     •	AS2

     •	AS3

     –	ebXML

     –	RosettaNet 

     –	SOAP with Attachments

    Figure 2-1 illustrates a high-level file transfer topology. The remainder of this chapter provides detailed topologies for the internal systems side (the top) of Figure 2-1.
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    Figure 2-1   High-level file transfer topology

    2.2  Application layer protocol topology

    The application layer protocol topology consists of all protocols and methods for process-to-process communications over an Internet Protocol (IP) network using transport layer protocols to establish connections between hosts. The most common application layer protocols used for transferring files over the Internet are FTP and SMTP/POP. However, SFTP and HTTP are gaining significant adoption as well. In many cases, the data to be transferred over these protocols is not encrypted. Many companies prefer to use a transport layer security protocol like Transport Layer Security (TLS) or Secure Socket Layer (SSL) in conjunction with FTP, HTTP, and SMTP/POP to encrypt segments of the network connection. The topologies depicted here utilize transport layer security as a best practice. 

    A technology not depicted here is proprietary third-party file transfer technology that utilizes proprietary application layer protocols built on top of TCP/IP. These protocols include Sterling Commerce’s Connect:Direct protocol, RepliWeb’s RMFT protocol, Microsoft®’s Media Transfer protocol, and many more. Typically, the proprietary technology is client/server based, where the client resides on the external company’s systems and the server resides in the internal company’s DMZ.

    Topology overview

    Figure 2-2 shows a typical topology for file transfer over the application topology layer, using IBM products. The topology consists of two network zones.The demilitarized zone sits between two firewalls and contains systems that can be accessed by outside entities over the Internet. These systems, which typically include edge servers, IBM DataPower Appliances, or both, act as a buffer to protect the applications and data stores that need to be secured in the protected network zone.
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    Figure 2-2   Application layer protocol topology with IBM products

    Demilitarized zone systems

    The systems in the demilitarized zone provide the ability to connect to external partners utilizing FTP, SFTP, and HTTP servers or services. Systems in the DMZ are typically used as intermediaries for requests from clients. They forward the requests or files to and from servers inside the protected network zone. These systems are commonly referred to as edge servers and can be proxies, web servers, messaging servers, proprietary connectors, and even email servers. Note, however, that email server architecture significantly differs from the architecture represented here and is not discussed because it is not our primary focus of this book.

    DataPower appliances are a prime example of devices that can be deployed in the demilitarized zone to provide edge security, threat protection, authentication, authorization and auditing of connected partners, integration to popular virus detection applications, and more. These network devices are purpose-built and easily dropped into existing network environments. They natively accept requests over multiple protocols, including FTP, SFTP, HTTP, and many more. The appliances allow protocol bridging from input to output, providing you with the ability to consolidate many edge type servers into a single device. 

    Protected network systems

    The systems in the protected network are typically systems that are responsible for file processing, for example:

    •Transformation with applications such as WebSphere Transformation Extender

    •Business process management with applications such as WebSphere Process Server

    •Application integration with enterprise service bus applications such as:

     –	WebSphere Message Broker

     –	WebSphere Enterprise

     –	Service Bus

     –	DataPower XI50 Appliances

    The protected network also contains applications like enterprise resource planning applications, customer relationship management applications, inventory management applications, and custom-developed applications. All of these applications and systems typically need a data or message store for file and transaction persistence (often in the form of hard drive subsystems), storage area networks, databases, and message queues. Systems inside the protected network are all attached to a WebSphere MQ network, allowing each system to interact with each other on a single common data bus. 

    2.3  Business-to-business-enabled managed file transfer topology

    The business-to-business enabled file transfer protocols consist of a group of standards that wrap or encompass the payload to be transferred. The wrapper is commonly referred to as a messaging envelope and defines attributes such as sender ID, receiver ID, message ID, data security (encryption and signatures), and message-level acknowledgement requests. The most widely adopted business-to-business messaging protocols are EDIINT AS1, AS2, and AS3. However, ebXML and SOAP with Attachments are gaining significant adoption as well.

    Topology overview

    The topology depicted in Figure 2-3 also consists of two network zones: 

    •The demilitarized zone 

    •The protected network

    The main difference in this topology is that the IBM WebSphere DataPower B2B Appliance XB60 is used in the DMZ instead of the traditional edge type of servers. There are no changes in the protected network zone topology.
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    Figure 2-3   Business-to-business-enabled managed file transfer topology with IBM products

    Demilitarized zone systems

    The XB60 in the demilitarized zone replaces the FTP, SFTP, and HTTP servers that are typically deployed there. The XB60 builds on top of the DataPower Application Integration Appliance XI50 by adding partner profile management, B2B transaction viewing capabilities, and industry standards-based business-to-business messaging protocols to the already robust integration capabilities of the core appliance. These key capabilities are at the heart of the XB60 and are designed in such a way that the XB60 is positioned extremely well to handle simple partner connections with data passing through directly to end applications for further processing. If more complex data flows are required, the application integration capabilities of the XB60 can be used to perform data validation, transformation, rules-based enforcement, and content-based routing. For more details about the XB60 see IBM WebSphere DataPower B2B Appliance XB60 Revealed, SG24-7745.

    Protected network systems

    The systems in the protected network are identical to those listed in the application layer protocol topology. For a description of the protected network see “Protected network systems” on page 19.
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Product overview

    In this chapter we discuss IBM products that can help you build a secure file transfer solution. This chapter provides a quick technical overview of the primary products used in the following scenarios:

    •3.1, “IBM WebSphere MQ File Transfer Edition” on page 22

    •3.2, “IBM WebSphere DataPower B2B Appliance XB60” on page 28

    •3.3, “WebSphere Message Broker” on page 31

    3.1  IBM WebSphere MQ File Transfer Edition

    WebSphere MQ File Transfer Edition provides an enterprise-ready managed file transfer capability that is both robust and easy-to-use. WebSphere MQ File Transfer Edition exploits the proven reliability and connectivity of WebSphere MQ to transfer files across a wide range of platforms and networks. In addition to leveraging existing WebSphere MQ networks, you can easily integrate WebSphere MQ File Transfer Edition with existing file transfer systems. 

    The benefits that WebSphere MQ File Transfer Edition offers are:

    •Auditability

    WebSphere MQ File Transfer Edition provides full logging of transfers at both the source and the destination systems. File transfer audit logs are stored in WebSphere MQ queues and optionally in a relational SQL database.

    •Ease-of-use

    Using WebSphere MQ File Transfer Edition, you can initiate file transfers using a graphical user interface in WebSphere MQ Explorer, command-line commands, and scripts. 

    •Simplicity

    WebSphere MQ File Transfer Edition has a low resource footprint and, apart from WebSphere MQ, has no other prerequisite software.

    •Security

    Access to files is controlled by file-system permissions. File transfers can be protected using SSL encryption and authentication.

    •Automation

    File transfers can be set up to occur at specified times or dates or repeated at specified intervals. File transfers can also be triggered by a range of system events, such as new files or updated files.

    3.1.1  Architecture overview

    WebSphere MQ File Transfer Edition comprises a number of components that are all supported by one or more WebSphere MQ queue managers in the network (Figure 3-1). 
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    Figure 3-1   Overview of WebSphere MQ File Transfer Edition Architecture

    These components are:

    •FTE agents, which perform the fundamental file transfer function. For example, they send and receive files from the local system.

    •Configuration commands, which are used to control FTE from a command line. Configuration commands perform tasks such as creating and deleting agents.

    •Administration commands, which perform tasks such as creating new file transfers.

    •Graphical user interface, which provides a point-and-click graphical interface to configure and administer FTE.

    •Database Logger, which sends the contents of file transfer log messages to a database.

    The components of WebSphere MQ File Transfer Edition use WebSphere MQ to communicate with each other, and the agents use WebSphere MQ to transport the contents of files across the network to other agents.

    WebSphere MQ File Transfer Edition agents

    Agents are Java™-based MQ programs that form the endpoints for file transfer operations. Essentially, agents perform the fundamental task of transferring files across the network using a WebSphere MQ network as the backbone. When requested to send a file, an agent reads the file’s contents and sends it to the destination agent in the form of MQ messages. Often, those messages are carried by a WebSphere MQ channel across the network, where another agent receives them. The receiving agent re-assembles the file on the destination system. 

    There must be an FTE agent running on each host system that can transfer files to or from other systems. A single agent can process more than one file transfer concurrently, and concurrent transfers might be to the same or other destination agents.

    Agents use the WebSphere MQ network to send file information, so every agent needs a queue manager, which is called an agent queue manager. An agent queue manager can host more than one agent because each agent uses its own queues, which are separate from the queues that other agents use.

    There are two types of FTE agents that correspond to the IBM WebSphere MQ File Transfer Edition Server product and the IBM WebSphere MQ File Transfer Edition Client product:

    •Server Edition agent

    The agent supplied with the FTE Server edition product can connect to a local queue manager using an MQ bindings connection. These agents can also connect to a local or remote queue manager using an MQ client connection.

    •Client Edition agent

    The agent that is supplied with the FTE Client edition product uses an MQ client connection to connect to a queue manager. Client agents can be located on the same system or on a separate system from their agent queue manager.

    A third type of agent, the bridge agent, is available in the Server edition. The bridge agent implements a protocol bridge that allows the WebSphere MQ File Transfer Edition network to access files stored on an FTP/SFTP file server outside the network. All agents involved in a transfer that includes the protocol bridge must be WebSphere MQ File Transfer Edition Version 7.0.1 or later. The bridge agent must be at WebSphere MQ File Transfer Edition Version 7.0.2.

    Graphical user interface

    You can administer WebSphere MQ File Transfer Edition with the WebSphere MQ File Transfer Edition Explorer workbench, a GUI plug-in for WebSphere MQ Explorer that is included on the IBM WebSphere MQ File Transfer Edition Remote Tools and Documentation DVD. WebSphere MQ Explorer is available for Windows® and Linux platforms, supplied with WebSphere MQ, and in stand-alone form with WebSphere MQ MS0T SupportPac.

    Figure 3-2 shows the WebSphere MQ Explorer views for managing WebSphere MQ File Transfer Edition when the plug-in is installed.
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    Figure 3-2   Administering WebSphere MQ File Transfer Edition Using WebSphere MQ Explorer

    Command-line tools

    You can use the command-line tools to configure WebSphere MQ File Transfer Edition and to operate it (for example, submit and monitor file transfer requests). 

    The configuration commands are used to set up WebSphere MQ File Transfer Edition and to create and configure a new installation. The commands are:

    •fteCreateAgent

    •fteDeleteAgent

    •fteChangeDefaultConfigurationOptions

    •fteSetupCoordination

    •fteSetupCommands

    •fteCreateBridgeAgent

    The administration commands are used to operate WebSphere MQ File Transfer Edition and support tasks that are typically performed day-to-day in an installation:

    •fteStartAgent

    •fteCreateTransfer

    •fteCreateMonitor

    •fteDeleteMonitor

    •fteListAgents

    •fteShowAgentDetails

    •fteListScheduledTransfers

    •fteDeleteScheduledTransfer

    •fteCleanAgent

    •fteStopAgent

    •fteCancelTransfer

    •fteSetAgentTraceLevel

    •fteListMonitors

    •fteAnt

    •ftePingAgent

    •fteStartDatabaseLogger

    •fteStopDatabaseLogger

    Queue managers

    WebSphere MQ File Transfer Edition uses WebSphere MQ for communicating between its agents, the WebSphere MQ File Transfer Edition Explorer plug-in, and the command-line commands. Furthermore, WebSphere MQ File Transfer Edition uses WebSphere MQ to transmit bulk file data between agents. 

    To do its job, each component needs to connect to a WebSphere MQ queue manager, of which there are three roles:

    •Coordination queue manager

    •Agent queue managers

    •Command queue managers

    WebSphere MQ File Transfer Edition does not require that all three roles be physically separate queue managers, although there are good reasons to design your installation that way. A simple installation can designate a single queue manager to fill all three roles, but doing this in a production environment is not ideal from a performance and reliability point-of-view.

    Production environments are best designed using separate coordination and agent queue managers.

    The coordination queue manager

    The coordination queue manager acts as a central collection point where information about file transfer activity is gathered. A WebSphere MQ File Transfer Edition network typically has a separate designated queue manager as the coordination queue manager. Agents publish active file transfer status information to a topic that is hosted on this queue manager. Additionally, the coordination queue manager broadcasts file transfer audit information to other components and to any interested and authorized parties that subscribed to WebSphere MQ File Transfer Edition information topics.

    The coordination queue manager’s primary role is to collect information about the network, and unless the coordination queue manager is also hosting WebSphere MQ File Transfer Edition agents, it does not participate in the transmission of file data (the agent queue managers perform that duty). Of course, it is possible to define a single queue manager that fills both the coordination queue manager role and the agent queue manager role, and in that case, the coordination queue manager also carries file data.

    WebSphere MQ File Transfer Edition requires that the coordination queue manager be hosted using a WebSphere MQ V7 or later installation. Additionally, the coordination queue manager must be enabled for WebSphere MQ publish/subscribe.

    The agent queue manager

    Each agent connects to its agent queue manager and through it receives file transfer requests and publishes its own file transfer start and stop status events to the coordination queue manager.

    An agent queue manager hosts the queues that are used by the agents that it supports. Each agent uses its own uniquely named set of queues so that an agent queue manager can support one or more server agents on its local system, in addition to one or more client agents on remote systems. 

    The command queue manager

    The command-line tools and the WebSphere MQ File Transfer Edition Explorer plug-in use the command queue managers to communicate with agents.

    3.1.2  Using Apache Ant

    Ant is an XML-based scripting tool, which the Apache Software Foundation releases, that is widely used for building Java-based software suites. Although its original purpose was to manage building Java software, Ant is becoming popular as a general-purpose scripting tool. WebSphere MQ File Transfer Edition can integrate its file transfer functions using scripts that are run by Ant. 

    Ant accepts a script file that is coded in XML. Within the XML script are verbs, known as Ant tasks, that represent the actions that the script will perform. Ant itself provides many hundreds of tasks to address a wide range of scripting needs.

    WebSphere MQ File Transfer Edition provides its own set of Ant tasks that can be used to integrate file transfer processing within an Ant script. The WebSphere MQ File Transfer Edition tasks can be combined with any of the other Ant tasks to address more complex file management needs.

    WebSphere MQ File Transfer Edition provides the following Ant tasks:

    •awaitoutcome

    •call

    •cancel

    •filecopy

    •filemove

    •ignoreoutcome

    •ping

    •uuid

    A number of the Ant tasks that WebSphere MQ File Transfer Edition provides use nested XML elements to further qualify the operations.

    3.1.3  Using file transfer pre-processing and post-processing tasks

    When you configure WebSphere MQ File Transfer Edition to send and receive files, it is possible to have WebSphere MQ File Transfer Edition run a task both before and after the transfer occurs. Pre-processing tasks are executed before the file transfer, and post-processing tasks are executed after the transfer.

    Additionally, you can configure pre-processing and post-processing tasks for either the source agent or the destination agent, or both. 

    3.2  IBM WebSphere DataPower B2B Appliance XB60

    IBM WebSphere DataPower B2B Appliance XB60 simplifies, helps secure, and accelerates your business-to-business trading partner connectivity. The XB60 is a purpose-built B2B gateway for simplified deployment and hardened security. This 1 U (1.75-inch thick) rack-mountable network device is powered by unique technology to help your business:

    •Easily manage and connect to trading partners using industry standards.

    •Extend integration beyond the enterprise with a securely deployed B2B gateway in the DMZ.

    •Improve the performance and scalability of business-to-business interfaces.

    •Govern business-to-business integration points through consolidated trading partner management.

    The XB60 is based on the DataPower Application Integration XI50 appliance, which provides highly manageable, security-enhanced, and scalable SOA solutions. The XI50 includes Enterprise Service Bus (ESB) capabilities, data enablement and integration features, and the ability to improve web services management and SOA governance.

    The XB60 builds on top of the DataPower Application Integration appliance by adding trading partner profile management, B2B transaction viewing capabilities, and industry standards-based business-to-business messaging protocols to the already robust integration capabilities of the core appliance. These three key capabilities are at the heart of the XB60. They are designed in such a way that the XB60 is positioned extremely well to handle simple partner connections with data passing through directly to end applications for further processing. If more complex data flows are required, the application integration capabilities of the XB60 can be used to perform data validation, transformation, rules-based enforcement, and content-based routing. 

    3.2.1  Features and benefits

    IBM WebSphere DataPower B2B Appliance XB60 delivers secure trading partner data integration tracking, routing, and security functions in a network device, cutting operational costs and improving performance. The XB60 is a nondisruptive technology that allows organizations to extend their existing business-to-business implementations and internal integration infrastructure, thus delivering rapid return on investment and reduced total cost of ownership. The benefits are:

    •Trading partner management for business-to-business governance:

     –	Business-to-business protocol policy enforcement

     –	Access control

     –	Message filtering

     –	Data security

    •Application integration with stand-alone B2B gateway capabilities supporting business-to-business patterns for AS2, AS3, and web services.

    •A full-featured user interface for B2B configuration and for transaction viewing that correlates documents and acknowledgments and allows you to display all associated events.

    •Simplified deployment, configuration, and management, providing a quicker time to value by establishing rapid connectivity to trading partners.

    •Full hardware ESB capability, including:

     –	Acceleration of existing integration hubs

     –	Mainframe modernization and web services

     –	Any-to-any transformation

     –	Integrated message-level security

     –	Sophisticated multi-step message routing, filtering, and processing

     –	Multiple synchronous and asynchronous transport protocols

     –	Configurable quality of service

     –	Detailed logging and audit trail

     –	Standards-based interfaces

     –	Agile, highly flexible underlying scripting/configuration support

     –	XML enablement and wirespeed application integration

     –	Metadata-based integration

    3.2.2  B2B gateway architecture overview

    Figure 3-3 depicts the components that make up the B2B gateway object in the XB60.

    [image: ]

    Figure 3-3   XB60 B2B components

    The components to note are:

    •The B2B Gateway service is a configuration object that is responsible for processing and routing business-to-business data. 

    •Partner profiles are configuration objects that are capable of supporting multiple destinations. The profiles are associated with any number of B2B Gateway services. 

    •The B2B Viewer is used to view all transactions that pass through a B2B Gateway service.

    IBM WebSphere DataPower B2B Appliance XB60 supports the following business-to-business functionality:

    •B2B Gateway service

     –	AS2 and AS3 packaging/unpackaging

     –	Non-repudiation of origin and receipt

     –	Message Disposition Notifications (MDNs)

     –	EDI, XML, and binary payload routing

     –	Front-side protocol handlers 

     –	Trading partner profile management

     –	Multiple destinations (back-side protocol handlers)

     –	Certificate management (security)

     –	Hard drive archive/purge policy

    •B2B transaction viewer

     –	Transaction viewing

     –	Transaction resend capabilities

     –	Acknowledgement correlation

     –	Transaction event correlation 

     –	Role-based access

    •Persistent storage

     –	Encrypted with a box-specific key

     –	B2B document storage

    •Persistent transaction store

     –	B2B metadata storage

     –	B2B state management

    3.3  WebSphere Message Broker

    WebSphere Message Broker is a platform-independent enterprise service bus (ESB) that provides universal connectivity. It can be used to integrate disparate applications and is designed to transform various formats of data between any type of applications using a number of supported communications protocols or distribution methods. It is used where there is a need for high-performance and complex integration patterns.

    3.3.1  Message flows with WebSphere Message Broker

    Processing logic in WebSphere Message Broker is implemented using message flows. Through message flows, messages from business applications can be transformed and routed to other business applications. Message flows are created by connecting nodes together. A wide selection of built-in nodes is provided with WebSphere Message Broker. These nodes perform tasks that are associated with message routing, transformation, and enrichment. The base capabilities of WebSphere Message Broker are enhanced by SupportPacs that provide a wide range of additional enhancements.

    Message routing

    Packaged with WebSphere Message Broker is a variety of nodes through which connectivity is provided for both standards and non-standards-based applications and services. Routing can be point-to-point or based on matching the content of the message with a pattern that is specified in a node.

    Aggregation is an advanced form of message routing. With aggregation, a request message is received, and multiple new request messages are generated. Each new message is routed to its destination using a request-reply interaction. WebSphere Message Broker tracks the process, collecting all the responses and recomposing them into a single output message. 

    Transport protocol conversion

    WebSphere Message Broker provides universal connectivity between applications that use disparate transport protocols. WebSphere Message Broker enables connectivity between applications or business processes that use transport protocols, such as web services (SOAP, REST), HTTP(S), Java Message Service (JMS), WebSphere MQ, CICS®, IMS™, TCP/IP, FTP, SCA, EIS (SAP, Siebel, PeopleSoft), and user-defined transports. 

    WebSphere Message Broker also supports integration with WebSphere Business Adapters. For more information about available adapters, see the WebSphere Adapters page at:

    http://www-01.ibm.com/software/integration/wbiadapters/

    Message transformation and enrichment

    One of the key capabilities of WebSphere Message Broker is the transformation and enrichment of in-flight messages. This capability enables business integration without the need for additional logic in the applications. For example, an application that generates messages in a custom format can be integrated with an application that only recognizes XML. This capability provides a powerful mechanism to unify organizations because business information can now be distributed to applications that handle completely separate message formats.

    WebSphere Transformation Extender can be integrated into the WebSphere Message Broker ESB solution to extend the existing capabilities and to simplify transformation development.

    3.3.2  Runtime architecture of WebSphere Message Broker 

    WebSphere Message Broker comprises a development environment in which message flows and message sets are designed and developed and a runtime environment on which the message flows execute. 

    The broker is a set of application processes that host and run message flows. When a message arrives at the broker from a business application, the broker processes the message before passing it on to one or more other business applications. The broker routes, transforms, and manipulates messages according to the logic that is defined in its message flow applications. Each broker uses an internal repository on the local file system to store the message flows, configuration data, and the message sets that are deployed to it.

    Execution groups are processes that host message flows. The execution groups facilitate the grouping of message flows within the broker with respect to functionality, load balancing, and other qualifications that are determined to be necessary. 

    3.3.3  Developing message flows with the WebSphere Message Broker Toolkit

    The WebSphere Message Broker Toolkit is an integrated development environment (IDE) and graphical user interface (GUI) based on the Eclipse platform. Application developers use the WebSphere Message Broker Toolkit to create message flows and the associated artifacts and to deploy them to the execution groups. 

    The Broker Application Development perspective is the default perspective that displays the first time that you start the WebSphere Message Broker Toolkit. Application developers work in this perspective to develop and modify message sets and message flows. 

    3.3.4  Deploying message flow applications

    Message flow applications contain message flows and the message sets that comprise the message definitions that are used to model the messages within the message flows. Message flow applications can be deployed to the execution groups of the brokers by first adding the components of the message flow application to a Broker Archive file (BAR file) and then deploying the bar file to the broker’s execution group. You can deploy the BAR files using the command line or with the WebSphere Message Broker Toolkit. Alternatively, WebSphere Message Broker Toolkit provides the capability to deploy the message flows directly to an execution group without first adding them to a BAR file, which results in the deployment of all of the message flow dependent resources.

    3.3.5  Administration with WebSphere Message Broker Explorer

    The WebSphere Message Broker Explorer is a tool for administrators and provides the capability for enhanced WebSphere Message Broker monitoring and management. WebSphere Message Broker Explorer is installed as a plug-in for WebSphere MQ Explorer. The Brokers view is added to the WebSphere MQ Explorer Navigator pane. The broker administration tasks can then be performed from this Brokers view. Using the WebSphere Message Broker Explorer, the user can administer their brokers and WebSphere MQ queue managers in the same toolkit. 

    In addition to the WebSphere Message Broker Explorer, there are command-line and API-based utilities that you can use to accomplish broker administration tasks. For example, the CMP API Exerciser sample that WebSphere Message Broker provides utilizes the Java administration API. You can use the CMP API Exerciser to view and manage brokers and their execution groups. You can also use it to create, modify, and delete configurable services and general broker administration tasks. The Java administration API is also available to users for scripting broker administration tasks.
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File transfer scenarios

    This part contains five file transfer scenarios that illustrate the concepts discussed in Part 1, “Multi-enterprise file transfer concepts” on page 1:

    •Chapter 4, “Scenario topology overview” on page 37

    •Chapter 5, “Initiating file transfers outside your enterprise with HTTPS” on page 43

    •Chapter 6, “Using FTP/SFTP with WebSphere MQ File Transfer Edition” on page 85

    •Chapter 7, “B2B-enabled managed file transfer” on page 109

    •Chapter 8, “Integrating partner transfers with internal ESB” on page 175
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Scenario topology overview

    In this book, we primarily focus on how to use WebSphere MQ File Transfer Edition and the DataPower XB60 for multi-enterprise file transfers. We also demonstrate how WebSphere MQ File Transfer Edition can work with Hypertext Transfer Protocol (HTTP) and Secure File Transfer Protocol (SFTP) to move files in a multi-enterprise environment through the various network zones that exist in many organizations. 

    This book includes four file transfer scenarios, with additional variations, that illustrate how you can build a file transfer solution. Each scenario addresses specific needs and environmental considerations. This chapter introduces these scenarios. It also shows the systems topology used in our lab environment, the location of the products within that topology, and basic information about the configuration. Each scenario uses a subset of the components in the topology.

    4.1  An introduction to the scenarios

    The scenarios in this book illustrate how to design file transfer solutions that address a variety of situations. Each scenario uses technology to suit specific needs and, in certain cases, variations of the scenario are shown. You can use these solution designs as they are, or you can use them as the basis to design your own solution. The scenarios in this book are:

    •Initiating file transfers outside your enterprise with HTTPS

    This scenario illustrates how to initiate and monitor the transfer of files using an HTTP(s) client, such as a web browser or mobile device. This scenario is based on the use of a web gateway to accept file transfers from the web client. The gateway uses a RESTful API to send the file the MQ FTE backbone. 

    The web gateway is provided by the FO02: WebSphere MQ File Transfer Edition - Web Gateway. The SupportPac includes a sample application to illustrate the interface for the web client. Both the web gateway and the sample application run on WebSphere Application Server.

    The scenario addresses the flow of files from an external partner into the enterprise.

    •Using FTP/SFTP with WebSphere MQ File Transfer Edition

    This scenario illustrates how WebSphere MQ File Transfer Edition can integrate with external partners that use File Transfer Protocol (FTP) or SFTP. A special kind of WebSphere MQ File Transfer Edition agent called a bridge agent is used to facilitate this integration. This agent sits in the protected network.

    There are two topologies shown for this scenario:

     –	In the first topology, an SFTP server sits in the DMZ. Files transferred into and out of the enterprise are temporarily stored in the DMZ. The bridge agent moves files between the protected network and the temporary file store in the DMZ. 

     –	In the second topology, files are transferred between the external partner and the protected network without stopping in the DMZ. 

    Both topologies support inbound and outbound file transfer flow.

    •B2B-enabled managed file transfer

    This scenario illustrates how files can be exchanged between enterprises using business-to-business messaging protocols such as EDIINT AS1, AS2, and AS3 and partner profile management at the edge of the network. 

    The IBM WebSphere DataPower B2B Appliance XB60 is used in the DMZ to provide the business-to-business enablement. It provides the ability to handle business-to-business protocols, as well as the profile management for partner relationships. An MQ FTE backbone inside the protected network is used to move files securely between external partners and back-end systems.

    This scenario addresses both inbound and outbound file transfers. 

    •Integrating partner transfers with internal ESB

    This scenario illustrates how file transfers with external partners that do not use business-to-business protocols can be achieved, while at the same time taking advantage of the business-to-business partner profile capabilities of the XB60. 

    In addition, it illustrates how you can use an enterprise service bus (ESB) in the protected network to affect the file transfer. In this scenario, WebSphere Message Broker provides the ESB capabilities, allowing you to route data to the appropriate back-end application, to transform the transfer request to the protocol required for the target application, or to perform more advanced mediation using the wide range of capabilities of WebSphere Message Broker.

    This scenario addresses both inbound and outbound file transfers. 

    4.2  Scenario architecture

    The product components used throughout this book reside on multiple systems that are located in specific network locations within and external to the enterprise. There are three network zones involved in each file transfer solution: 

    •The Internet, where external partners reside

    •The protected network that contains the applications and data belonging to the enterprise

    •The demilitarized zone (DMZ) that acts as a security buffer between the two

    The zones are designed to simulate the common zones found in organizations. Figure 4-1 depicts a view of the complete scenario architecture.
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    Figure 4-1   Multi-Enterprise File Transfer Edition with WebSphere Connectivity Systems Architecture

    The systems and components shown in Figure 4-1 are discussed here at a high level, along with basic implementation information where appropriate. As specific alterations are made to the environment for each file transfer scenario, the specific modification or implementation details made to that system are shown in the corresponding file transfer scenario chapter. Many of the middleware components reside on separate systems but use the same installation and configuration steps. The following sections provide basic information about the topology configuration. 

    4.2.1  The internet

    In this book, when we refer to the internet, we are referring to anything outside of the enterprise’s span of control. We have placed an SFTP server, a business-to-business server, and an HTTP client on the internet to represent our file transfer partners. The SFTP server consists of a SFTP service and file system. The business-to-business server in our case is the IBM WebSphere DataPower B2B Appliance XB60 with a B2B Gateway service configured. 

    External partner

    An external partner is an independent entity that trades data with an entity in the protected network. The trading can take the form of business-to-consumer, business-to-business, or business-to-government transfers. For the purposes of this book, the external partner represents any location where you move a file to that you have no control over. This can be inside your enterprise firewalls in a separate department or outside the firewalls at a separate organization. The external partner is used in all scenarios. 

    SFTP server

    The SFTP server uses an open Secure Shell (SSH) daemon. For certain operating systems, this is part of the base operating system. For our purposes, we used a Linux server and started the SFTP service built into the operating system. 

    IBM WebSphere DataPower B2B Appliance XB60

    To simulate a business-to-business trading partner, an XB60 was configured with a B2B gateway, web-based transaction viewer, and metadata database. The B2B gateway is designed to handle the packaging and unpackaging of business-to-business protocols such as AS2. Additionally, the B2B Gateway service allows for trading partner management. Running on the XB60 is a service for the web-based transaction viewer that allows interested parties, both internal and external, to view the results of their transfer. 

    HTTP client

    Simply stated, the HTTP client is a web browser. This can be any web browser available today. The web browser is on a desktop where it can read or write to the file system using HTTP verbs. 

    4.2.2  The demilitarized zone

    The demilitarized zone (DMZ) hosts technologies designed specifically for placement in a DMZ. In our scenarios, we use the WebSphere DataPower B2B Appliance XB60 for trading partner management, packing and unpacking business-to-business protocols, viewing external transactions, and security. Our scenarios also make use of a SFTP server and the IBM HTTP Server in the DMZ.

    IBM WebSphere DataPower B2B Appliance XB60

    Providing trading partner management, the XB60 uses a multiprotocol gateway service, a B2B Gateway service, and a web-based transaction viewer. The B2B Gateway service processes and routes business-to-business data from and to the external partner and provides partner profile management. The multiprotocol gateway routes and processes any data type. These two gateways are used in conjunction to provide end-to-end file transfer capabilities in a variety of scenarios. 

    In the scenario in Chapter 7, “B2B-enabled managed file transfer” on page 109, a B2B Gateway service named B2BFTE_HUB interfaces with the multiprotocol gateway, MQFTE_INTEGRATION, to move business-to-business data across the MQ FTE backbone.

    In Chapter 8, “Integrating partner transfers with internal ESB” on page 175, a B2B Gateway service named B2B_FTE_GW interfaces with the multiprotocol gateway, MQFTE_INTEGRATION, to move non-business-to-business data across the MQ FTE backbone, where it is further mediated with WebSphere Message Broker acting as an enterprise service bus.

    IBM HTTP Server

    The IBM HTTP Server is a web server that terminates connections from the Internet in the DMZ. It is hardened and designed for placement in the DMZ. Any web server or proxy server can be used. 

    In Chapter 5, “Initiating file transfers outside your enterprise with HTTPS” on page 43, the IBM HTTP Server receives the HTTP requests for file transfer. The WebSphere Web server plug-in is installed on the IBM HTTP server and has been configured to send files over an SSL-enabled channel to WebSphere Application Server.

    Configuration details for the IBM HTTP Server and Web server plug-in can be found in Appendix B, “Preparing the WebSphere Application Server and IBM HTTP Server environment” on page 297.

    SFTP server

    The SFTP server is implemented by simply using the Open SSH service featured on the operating system. Any secure FTP or SSH service can be used.

    4.2.3  The protected network

    Hosted in the protected network are:

    •WebSphere Application Server

    •WebSphere MQ

    •WebSphere Message Broker

    •WebSphere MQ File Transfer Edition

    •DB2®

    WebSphere MQ File Transfer Edition

    WebSphere MQ File Transfer Edition is used in every scenario to provide an MQ FTE backbone for files to traverse on their way to their destination. The agents reside exclusively in the protected network and are used to push and pull files from the DMZ, and in certain cases, directly from the Internet. For information about how the WebSphere MQ File Transfer Edition agents are configured, see Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269.

    WebSphere MQ

    WebSphere MQ is a messaging product available on a wide range of platforms. In these scenarios, WebSphere MQ provides the messaging network for WebSphere MQ File Transfer Edition. For information about how we configured the WebSphere MQ infrastructure required for the MQ FTE backbone, see Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269.

    WebSphere Application Server

    The WebSphere Application Server is a Java Platform, Enterprise Edition (JEE) application server developed on Open Standard Specifications. In Chapter 5, “Initiating file transfers outside your enterprise with HTTPS” on page 43, the WebSphere Application Server is used to run the application that translates HTTP verbs to WebSphere MQ File Transfer Edition commands. For configuration details for the application server, see Appendix B, “Preparing the WebSphere Application Server and IBM HTTP Server environment” on page 297.

    WebSphere Message Broker

    WebSphere Message Broker is a powerful information broker that allows business data, in the form of messages, to flow between disparate applications and across multiple hardware and software platforms. Rules can be applied to the data that is flowing through the message broker to route, store, retrieve, and transform the information.

    WebSphere Message Broker provides a choice of transports that enable secure business to be conducted at any time by providing powerful integration, message, and data transformations in a single place. WebSphere Message Broker is built on WebSphere MQ. Therefore, it supports MQ transport. However, it also supports many other transports, such as HTTP/HTTPS, SOAP, file, TCP/IP, EIS, and others, that do not use MQ stack.

    WebSphere Message Broker is used in multi-enterprise file transfer to transform and route files. For more information about its use and configuration, see Chapter 8, “Integrating partner transfers with internal ESB” on page 175.

    DB2 Enterprise Server Edition

    DB2 Enterprise Server Edition is a relational database developed by IBM. DB2 Enterprise Server Edition is utilized in a multi-enterprise file transfer environment as the WebSphere MQ File Transfer Edition database, depicted as the audit database in Figure 4-1 on page 39. The database receives audit messages from the WebSphere MQ File Transfer Edition database logger. Any supported relational database can be used for the WebSphere MQ File Transfer Edition database. We assume in the scenarios that your relational database of choice is installed and configured. 

    For more information about which relational databases can be used with WebSphere MQ File Transfer Edition view the System Requirements for WebSphere MQ File Transfer Edition:

    http://www-01.ibm.com/software/integration/wmq/filetransfer/requirements/
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Initiating file transfers outside your enterprise with HTTPS

    In this chapter we describe one of the simplest and most easily accessible interfaces for transferring files between an organization and its internal and external users: a web client.

    This scenario allows a web client application to transfer files by connecting, via an Hypertext Transfer Protocol (HTTP) proxy server, to a web gateway application integrated with the organization’s WebSphere MQ File Transfer Edition Backbone.

    5.1  Scenario overview

    It is a common requirement in most organizations to provide HTTP(S) web gateway connections to their enterprise. In the case of file transfers using WebSphere MQ File Transfer Edition, such a web gateway provides the capability to extend an existing WebSphere MQ File Transfer Edition network to support clients that use the HTTP(S) protocol.

    The purpose of this scenario is to provide an example of how one might use a Web Gateway API to provide web gateway services. The specific API used is included in the FO02: WebSphere MQ File Transfer Edition - Web Gateway SupportPac, found at:

    http://www-01.ibm.com/support/docview.wss?rs=171&uid=swg24026419&loc=en_US&cs=utf-8&lang=en

     

    
      
        	
          Support: The FO02 SupportPac is classified as a Category 2 SupportPac. These types of SupportPacs are provided in good faith and as is. There is no warranty or further service implied or committed to, and any supplied sample code is not supported by IBM product service channels. 

        
      

    

    5.1.1  Appropriate use

    A web gateway is useful in situations in which you have files to be transferred on a system where you cannot use a WebSphere MQ File Transfer Edition agent but can use an HTTP(S) client. For example, you can use a web gateway for the following tasks:

    •Sending files to a WebSphere MQ File Transfer Edition agent using a web page that is running in a web browser

    •Monitoring the status of transfers using a web page that is running in a web browser

    •Sending files from a portable device that is not capable of running the WebSphere MQ File Transfer Edition infrastructure but that has HTTP capabilities

    •Sending files from an operating system on which an WebSphere MQ File Transfer Edition agent is not supported

    It is important when using such a web gateway that appropriate role-based security measures are in place—that backend resources are appropriately isolated from direct web access.

    5.1.2  Business value

    Web gateway access to an organization’s WebSphere MQ File Transfer Edition infrastructure provides low-cost, simple, platform-diverse, and easily customizable access for purposes of file transfer. This approach serves both an organization’s geographically dispersed internal users and its external partners. It provides access to the organizations’s WebSphere MQ File Transfer Edition managed file transfer infrastructure via commonly available web clients. Additionally, the development of such web clients relies on development skills that are commonly available.

    5.2  Scenario details

    The FO02 Web Gateway SupportPac upon which this scenario is based provides a RESTful API to WebSphere MQ File Transfer Edition. Its purpose is to provide an API that can be used to build user web solutions that involve transferring data or viewing the outcome of file transfers.

    This API provides the following capabilities:

    •Initiating a file transfer from an HTTP client (for example, a web browser) to a WebSphere MQ File Transfer Edition agent including:

     –	Setting typical transfer options (for example, transfer priority, text/binary transfer type)

     –	Receiving a unique ID relating to the transfer, which can be used to track the transfer through the FTE system, including querying the status of the transfer

    •Retrieving audit information about a file transfer operation. Reported information includes: 

     –	The success of individual files in the transfer

     –	The amount of data transferred and the time that the transfer occurred 

    The API provides a set of HTTP verbs and supported WebSphere MQ File Transfer Edition parameters that allow an application developer to implement the above functionality. For more information about the SupportPac and the Web Gateway API, see:

    ftp://public.dhe.ibm.com/software/integration/support/supportpacs/individual/fo02.pdf

    5.2.1  Solution components

    This section describes the components associated with each product in this solution (Figure 5-1). Certain components require specific configuration for the solution to work. We discuss the configuration steps required when necessary.
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    Figure 5-1   Scenario components

    WebSphere MQ queue manager (QMSAFE)

    Queue manager QMSAFE hosts the WebSphere MQ File Transfer Edition agent AGTSAFE on the backend server. This server is the endpoint for the file transfer. QMSAFE is the coordination queue manager for the file transfer network. QMSAFE is also the command and agent queue manager for AGTSAFE.

    WebSphere MQ File Transfer Edition Server Agent (AGTSAFE)

    AGTSAFE is a WebSphere MQ File Transfer Edition agent in the protected network. The agent connects to the local queue manager, QMSAFE, using bindings mode. This bindings connection is indicative of a server agent. This agent reads and writes files on the local file system. AFTSAFE can connect with other WebSphere MQ File Transfer Edition agents to send or receive files from between file systems.

    WebSphere MQ File Transfer Edition Database Logger

    The database logger is a Java-based MQ application that creates a subscription, either administratively or an through API, to the coordination queue manager. The subscription messages are then off-loaded to the tables created in a relational database to store audit information.

    WebSphere MQ Explorer

    The WebSphere MQ Explorer is used to view and administer the WebSphere MQ queue managers and queue manager objects such as queues, topics, and channels. WebSphere MQ Explorer is built on an Eclipse integrated development environment. The Eclipse-based platform allows plug-ins to be added to the base platform.

    WebSphere MQ File Transfer Edition Explorer

    The WebSphere MQ File Transfer Edition Explorer is a plug-in to the WebSphere MQ Explorer. It is used to schedule file transfer requests and view the status of current requests. The tool includes a Transfer Log view that subscribes to the coordination queue manager to obtain audit information. The audit information is displayed in the Transfer Log view for every transfer that occurs in the given topology.

    WebSphere Application Server

    WebSphere Application Server Network Deployment is used in this scenario. A standalone application server is created for simplicity. The application server hosts the WebSphere MQ File Transfer Edition Web Gateway and sample application supplied in the FO02 SupportPac. The application server makes a Java Database Connectivity (JDBC) connection to the audit database to gather information regarding the transfer.

    IBM HTTP Server and Web server plug-in

    The IBM HTTP Server receives the HTTP requests for file transfer. The WebSphere Web server plug-in is installed on the IBM HTTP server and has been configured to forward requests over an Secure Socket Layer (SSL)-enabled channel to a Web gateway application running on the stand-alone application server.

    DB2

    The DB2 relational database is used to store audit information published by the coordination queue manger. The audit messages are loaded into a user-created database and tables by the database logger.

    SupportPac FO02: WebSphere MQ File Transfer Edition Web Gateway

    The FO02 SupportPac enables files to be transferred to an agent through HTTP commands. It also allows users to check the status of a transfer by passing requests to the audit database via HTTP commands. The Web Gateway and sample application contained in the SupportPac run on a JEE application server.

    Figure 5-2 shows a high-level view of the components supported by the FO02 Web Gateway SupportPac API. Web applications can be written in a variety of languages such as Perl, Ruby, Python, or Java. The application runs on the client’s machine and communicates with WebSphere MQ File Transfer Edition using a WebSphere MQ File Transfer Edition Web Gateway application running in an application server. A client can initiate the transfer of a file to an agent, and then receive status information that has been recorded in a database.
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    Figure 5-2   Overview of FO02 SupportPac Web Gateway API Architecture

    Included with the FO02 Web Gateway SupportPac is a sample Web Gateway application that was built using the FO02 Web Gateway API. It is this sample application that is used in this scenario.

    Figure 5-3 shows a detailed flow of the use of the FO02 sample Web Gateway application and how it serves to link a web client user to an WebSphere MQ File Transfer Edition backend infrastructure. 

    [image: ]

    Figure 5-3   Topology of FO02 SupportPac sample Web Gateway Application

    The goal of this flow is to get a file to a backend system without giving the web application access to the backend.

    The user specifies the following values:

    •The files to be transferred 

    •The destination agent (agent 1)

    This information is used by the gateway application to communicate with the WebSphere MQ File Transfer Edition backbone and transfer the file to a local file system. The status of the transfer, captured by the coordination queue manager, is stored in a database by the WebSphere MQ File Transfer Edition Database Logger. The gateway application reports this transfer status back to the user. The backend system can then use agent 2 to pull the transferred file to the backend system.

    The sample application does a great job of showing how the Web Gateway can be used. However, the sample application is not designed for production environments. Organizations can create their own production application using the HTTP verbs given through the Web Gateway. For more information about the verbs and parameters for HTTP headers, consult the fo02.pdf file in the FO02 SupportPac.

     

    
      
        	
          Web Gateway support for inbound and outbound flows: The 2010-04-29 version of the FTEO02 Web Gateway SupportPac supports the following HTTP verbs:

          •POST: Upload files and create a new transfer.

          •GET: Retrieve the status of a previous transfer.

          Using these verbs, we can build a secure solution for inbound file transfer, but not outbound file transfer. Check the most current version of the Web Gateway for additional functionality.

        
      

    

    The following sections provide examples of how HTTP requests can be formed.

    Example: Sending a file using an HTTP request

    You can send a single text file to a destination file system by submitting a request through the Web Gateway. 

    The example in this section shows an HTTP request to transfer a text file to the destination file path <destination-root-path>/temp using the myfile.txt destination file, on the destination agent ACCOUNTS. The transfer uses an MD5 checksum to check the integrity of the transferred file. The server hosting the Web Gateway is example.com.

    Example 5-1 shows the HTTP request. In this example, the file transmission is a literal HTTP message. The contents of the HTTP message are put into a file named myfile.txt for the purpose of sending the transfer. This type of HTTP request is done programmatically instead of by a user. Ideally, the content is something that the code populates (possibly through a database query or user entry) and then sends to a file for transfer.

    Example 5-1   Sample HTTP request 
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    POST HTTP/1.1 /fte/file/agent/ACCOUNTS/temp

    Host: example.com

    Content-Type: multi-part/form-data; boundary=Aa6b74

    x-fte-checksum: MD5

    --Aa6b74

    Content-Disposition: form-data; name="files"; filename="myfile.txt"

    Content-Type: text/plain

    Account No, Balance

    123456, 100.00

    234567, 1022.00

    345678, 2801.00

    456789, 16.75

    --Aa6b74

    [image: ]

    Example 5-2 shows the response to the HTTP request. The value of x-fte-id in the response represents the transfer ID.

    Example 5-2   Sample HTTP response
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    HTTP/1.1 200 OK

    Server: WAS/6.0

    Content-Length: 0

    x-fte-id: 4d63c28ae6e72eb9c51cd812736acd4362ef5

    <transfers>

    <submission id=”4d63c28ae6e72eb9c51cd812736acd4362ef5”>

    </submission>

    </transfers>
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    Example 5-3 shows the contents of the myfile.txt file.

    Example 5-3   myfile.txt contents

    [image: ]

    Account No, Balance

    123456, 100.00

    234567, 1022.00

    345678, 2801.00

    456789, 16.75

    [image: ]Example: Viewing the status of file transfers using an HTTP request

    You can view the status of your transfers by submitting a request through the Web Gateway. The Web Gateway returns an XML describing the current status of the specified transfer.

    A successful request returns an HTTP status code of 200 and an XML payload that describes the current status of the transfer. You can use this XML to view details of the transfer, including the status of the transfer, the transfer ID, source and destination agent details, and information about the transfer’s source and destination files. You can write a web application to parse the content of the XML response and display it in an appropriate format to a web user.

    The following steps describe how to submit a request. In this example, the server hosting the Web Gateway is example.com and the HTTP request is submitted using a web browser that identifies itself as Mozilla. Example 5-4 shows the HTTP request.

    Example 5-4   HTTP request
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    GET HTTP/1.1 /fte/transfer/transfer-ID

    Host: example.com

    User-Agent: mozilla
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    Example 5-5 shows the HTTP response returned by the Web Gateway.

    Example 5-5   HTTP response
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    HTTP/1.1 200 OK

    Server: WAS/6.0

    Content-Length: 1664

    Content-type: application/xml

    <?xml version="1.0" encoding="UTF-8" standalone="yes"?>

    <transfers>

    <transfer start-time="2010-04-01T13:10:04.209+01:00" status="Complete"

    id="414d51205245444841542e434f4f5244ed60b44b03310020">

    <source>

    <agent qmgr="REDHAT.SOURCE.QM" name="REDHAT.SOURCE.AGENT" />

    <metadata>

    <key value="REDHAT.SOURCE.AGENT" name="com.ibm.wmqfte.SourceAgent" />

    <key value="REDHAT.DEST.AGENT" name="com.ibm.wmqfte.DestinationAgent" />

    <key value="192.168.243.133" name="com.ibm.wmqfte.OriginatingHost" />

    <key value="fteuser" name="com.ibm.wmqfte.MqmdUser" />

    <key value="414d51205245444841542e434f4f5244ed60b44b03310020"

    name="com.ibm.wmqfte.TransferId" />

    <key value="fteuser" name="com.ibm.wmqfte.OriginatingUser" />

    </metadata>

    </source>

    <destination>

    <agent qmgr="REDHAT.SOURCE.QM" name="REDHAT.SOURCE.AGENT" />

    <metadata>

    <key value="REDHAT.SOURCE.AGENT" name="com.ibm.wmqfte.SourceAgent" />

    <key value="REDHAT.DEST.AGENT" name="com.ibm.wmqfte.DestinationAgent" />

    <key value="fteuser" name="com.ibm.wmqfte.MqmdUser" />

    <key value="192.168.243.133" name="com.ibm.wmqfte.OriginatingHost" />

    <key value="fteuser" name="com.ibm.wmqfte.OriginatingUser" />

    <key value="414d51205245444841542e434f4f5244ed60b44b03310020"

    name="com.ibm.wmqfte.TransferId" />

    </metadata>

    </destination>

    <stats retry-count="0" file-warnings="0" file-failures="0"

    bytes-transferred="67" />

    <transfer-set>

    <file result-code="0" mode="text">

    <source-file name="/opt/IBM/WMQFTE/install.properties">

    <attribute-values last-modified="2010-03-17T16:55:17.000Z"

    file-size="67" disposition="leave" checksum-method="none" />

    </source-file>

    <destination-file name="/tmp/install.properties">

    <attribute-values last-modified="2010-04-01T13:10:04.000+01:00"

    file-size="67" exists-action="error" checksum-method="none" />

    </destination-file>

    </file>

    </transfer-set>

    </transfer>

    </transfers>
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    An invalid request returns an HTTP error code and a WebSphere MQ File Transfer Edition error message.

    5.2.2  Scenario flow for files inbound to the protected network

    Figure 5-4 depicts the inbound data flow for this scenario. It shows how the FTEO02 SupportPac sample application was implemented to allow an inbound file transfer.
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    Figure 5-4   Scenario flow for inbound files transfers

    The following steps are performed in this scenario:

    1.	Using the sample application provided in the WebSphere MQ File Transfer Edition SupportPac FO02 Web Gateway, the external partner enters the parameters required to initiate the file transfer: 

     –	Path to the local file to be transferred

     –	Destination agent, AGTSAFE

     

    
      
        	
          Additional parameters: Though not implemented in the sample application, the API allows for additional WebSphere MQ File Transfer Edition parameters to be used with the Web Gateway.
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    Figure 5-5   File to be transferred and destination agent specified

    The completed file transfer request is sent to the HTTPS server over an encrypted connection.

    2.	The HTTP Server forwards the file and associated parameters over the encrypted connection to the Web Gateway. The Web Gateway writes the file to a temporary store on the machine's file system.

    3.	The Web Gateway sends an XML command to the destination agent specified by the external user. The message instructs the agent to move the transferred file from the temporary store on the Web Gateway’s machine to the default location given by the sample application:

     –	For Linux or UNIX, the default location is transferRoot/webuploads/, where transferRoot is the home directory of the user ID running the destination agent process. For example, /home/agtsafe/webuploads/, where AGTSAFE is the agent specified by the external user, agtsafe is the user ID running the agent process, and /home/agtsafe/ is the home directory for the user ID.

     –	For Windows operating systems, the default location is C:\Documents and Settings\admin\webuploads\, where admin is the user ID running the agent process, and C:\Documents and Settings\admin\ is the home directory for the user ID.

    4.	The agent executes its instruction (from the Web Gateway) to move the transferred file from the temporary store to the default location specified by the sample application. Using WebSphere MQ Explorer, this action is displayed in the WebSphere MQ File Transfer Edition Transfer Log (Figure 5-6). 
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    Figure 5-6   Temporary file (Source) transferred to its final destination

    Figure 5-7 shows the transferred file at its final destination, as displayed using Windows Explorer.

    [image: ]

    Figure 5-7   Transferred file at its final destination

    5.	The Database Logger writes file transfer status information to the audit database. This information includes:

     –	Success or failure of the transfer of files

     –	Amount of data transferred and the time that the transfer occurred

     –	Destination agent and destination directory

     –	The user ID associated with the transfer initiation

     –	Any metadata associated with the transfer

    6.	The Web Gateway returns encrypted transfer status information to the HTTP server.

    7.	The HTTP server sends the status information to the external partner’s web interface (Figure 5-8). 
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    Figure 5-8   File transfer ID and status of transfer

    Clicking the Transfer ID link displays very detailed status information in XML format. The intent of the FO02 Web Gateway SupportPac sample application is merely to demonstrate that the API provides access to file transfer status information. It is up to the application developer, using this SupportPac API, to selectively display this status information in a user-friendly manner. The sample application, without modification, should not be used for external file transfer or in a production environment.

    5.2.3  Protocols 

    In contrast to the architecture shown in Figure 5-3 on page 49, which shows a connection directly to a backend WebSphere MQ File Transfer Edition Agent, we adopted several measures to apply security to the file transfer process.

    HTTPS versus HTTP protocol

    Though the sample application supports an HTTP connection, all traffic over a public network is unencrypted. We therefore chose to implement this scenario using an HTTPS connection. HTTPS provides a secure channel over an insecure network (for example, the internet) using either a SSL or a Transport Layer Security (TLS) end-to-end connection. This provides a barrier to eavesdropping and man-in-the-middle attacks.

    HTTPS proxy

    The inclusion of an HTTPS proxy server in the DMZ prevents the user application from directly connecting to the backend system in the protected network.

    5.2.4  Security

    If you are writing an application using the FO02 Web Gateway SupportPac API, consider using the additional security measures discussed in this section.

    Data integrity

    The MD5 checksum should be implemented between the external partner source and the Web Gateway. This serves to detect any tampering or transmission errors occurring during the file transfer.

    Role-based security

    WebSphere MQ File Transfer Edition defines a number of roles that are specific to the Web Gateway. When deploying the Web Gateway to an application server, these roles can be mapped to users and groups that exist in the application server security.

    WebSphere MQ File Transfer Edition, at the time of publication, defines the roles listed in Table 5-1.

    Table 5-1   WebSphere MQ File Transfer Edition roles

    
      
        	
          Role

        
        	
          User capabilities

        
      

      
        	
          wmqfte-admin

        
        	
          •Can upload files

          •Can view transfers started by other users

        
      

      
        	
          wmqfte-transfer

        
        	
          •Can upload files

        
      

      
        	
          wmqfte-status

        
        	
          •Can view transfers started by other users

        
      

    

    For example, if the application server defines the administrator, monitor, and employee groups, then the roles can be assigned to the groups as listed Table 5-2.

    Table 5-2   Application server groups and WebSphere MQ File Transfer Edition role assignments

    
      
        	
          Group

        
        	
          Role

        
      

      
        	
          administrator

        
        	
          wmqfte-admin

        
      

      
        	
          monitor

        
        	
          wmqfte-status

        
      

      
        	
          employee

        
        	
          wmqfte-transfer

        
      

    

    If the application server defines the monitor group and the wmqfte-status role, which is used to restrict access to the content and resources under the /fte/transfer/ URI address space, then the users who are in monitor group will be authorized to access the /fte/transfer/ namespace, but others will not.

    Agent access at the web GUI

    If you choose to develop something similar to the sample application provided in the SupportPac, then care should be taken with the design. Any application that will use the Web Gateway should be designed to implement user-based security that associates the user ID from the logon with the appropriate application server group in order to control what WebSphere MQ File Transfer Edition functionality can be executed.

    Additionally, access to agents should be controlled through the developed code using the RESTful API. The application should limit a user’s ability to initiate a transfer with just any agent. The application should limit the agent names that a user can specify for the file transfer, or limit access to agents.

    Agent security in the backend

    Securing the agents in the protected network is of primary importance in protecting the MQ FTE backbone and its component agents. This topic is discussed in detail at the WebSphere MQ File Transfer Edition Information Center:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.wmqfte.admin.doc/security_main.htm

    A detailed discussion of this topic is beyond the scope of this book, but a few key points are:

    •Any Web Gateway application ID given access to an agent should be a member of MQ ALT_USER but not a member of MQM (MQ administrator group). On Windows, the user should not be a member of the administrators group. By placing a user in the administrators group on Windows, this automatically places the user in the mqm group.

    •Make use of user groups to manage which agents and agent resources can be accessed.

    •Turn on user authority checking for all agents, and then restrict user application ID access to only those agent functions required.

    •Use WebSphere MQ File Transfer Edition sandboxes to restrict which areas of the file system an agent can access. You may apply restrictions to either the agent or to the user that requests the transfer. For more information about sandboxing, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/sandboxes.htm

    •Use the commandPath property for the agent to limit which commands an agent can execute. For more information about this property, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/command_path.htm

    •Run the agent process under its own unique user ID. This user ID should not have root or administrative authority and should not be a member of the mqm group.

    5.3  Configuring the solution components

    To create the Web Gateway scenario using the HTTP(S) protocol to connect external partners to the WebSphere MQ File Transfer Edition backbone, we had to install and configure an application server, create a database, configure the database logger, and install and configure a web server.

    5.3.1  Prerequisites

    The following software is used in this scenario:

    •WebSphere MQ Version 7.0.1 or later

    •WebSphere MQ File Transfer Edition Version 7.0.2

    •FO02: WebSphere MQ File Transfer Edition - Web Gateway SupportPac

    •WebSphere Application Server Version 7.0.0.7

    •WebSphere IBM HTTP Server Version 7.0.0.7 

    •DB2 Version 9.5

    •Web browser 

     

    
      
        	
          Web browser support: The Web Gateway was tested with Mozilla Firefox Version 3.0.1.9 and Google Chrome 4.1. Do not use Internet Explorer, as the Web Gateway has not been customized to work with that web browser.

        
      

    

    5.3.2  Configuration prerequisites

    Configure the following software before configuring the solution:

    •A WebSphere Application Server environment with a running application server. See Appendix B, “Preparing the WebSphere Application Server and IBM HTTP Server environment” on page 297.

    •An IBM HTTP Server with the WebSphere Application Server Web server plug-in installed. An SSL connection is established between the Web server and the application server. See Appendix B, “Preparing the WebSphere Application Server and IBM HTTP Server environment” on page 297.

    •WebSphere MQ queue manager QMSAFE. See “Creating the queue managers” on page 271.

    •WebSphere MQ File Transfer Edition agent AGTSAFE. See “Creating the WebSphere MQ File Transfer Edition agents” on page 281.

    •Ports opened in an external fire wall: 443: Used for HTTPS to HTTP Server.

    •Ports opened in an internal fire wall:

     –	14014: QMSAFE listening port

     –	9444: HTTPS port for application server

    •There are no file size limitations for this scenario. You are only limited by the disk space available on the servers receiving the transfers.

    5.3.3  WebSphere MQ File Transfer Edition Database Logger

    The database logger sends audit information from the coordination queue manager to a relational database for archival and future reference. The Web Gateway accesses the audit database through a JDBC driver. Developers can then use their choice of API to retrieve information from the database to allow the user to see information regarding his transfer. 

    The configuration of the database logger is discussed in “Installing the database logger” on page 287.

    After the database logger is configured and running, obtain the following information regarding the setup of the database logger for use with installing the WebSphere MQ File Transfer Edition Web Gateway:

    •Database name (all platforms) or database location name (z/OS only)

    •Database port number

    •Location of database server (host name)

    •Driver type

    5.3.4  FO02 SupportPac

    The FO02: WebSphere MQ File Transfer Edition - Web Gateway SupportPac enables files to be transferred to an agent and enables users to check the transfer progress using HTTP. 

    Web Gateway software requirements

    The Web Gateway consists of several components:

    •A Java Platform, Enterprise Edition 5-compliant application server

    This application server hosts the Web Gateway application. HTTP requests from clients are directed to the application server, which passes the contents of the requests to the application.

    •The Web Gateway application 

    This application is available in the WebSphere MQ File Transfer Edition Web Gateway application - SupportPac FO02. The Web Gateway application handles both file uploads and transfer status requests. The SupportPac is available from the following URL:

    http://www-01.ibm.com/support/docview.wss?rs=171&uid=swg24026419&loc=en_US&cs=utf-8&lang=en

    •A WebSphere MQ File Transfer Edition agent

    An agent is required on the same machine as the Web Gateway. This agent receives the file transfer request message. The request message refers to the files in the temporary store. This agent then transfers the file to the specified destination agent. The source disposition behavior is to delete the file after a successful transmission.

    The system requirements and versions of WebSphere MQ File Transfer Edition are available at the following URL:

    http://www-01.ibm.com/software/integration/emq/filetransfer/requirements/

    •A WebSphere MQ File Transfer Edition database logger

    The database logger provides status information about the transfers. The Web Gateway application must be able to query the database that contains the audit information for the file transfers. The database is populated by the database logger. The database does not have to be located on the same machine as any of the other components. 

    The database logger is available with WebSphere MQ File Transfer Edition Version 7.0.1 or later.

    The database logger requires that the WebSphere MQ queue manager to which it connects be WebSphere MQ 7.0.0.1, 7.0.0.2, or 7.0.1.

    A relational database must be used with the database logger. The supported combinations of databases and operating systems are listed in the WebSphere MQ File Transfer Edition requirements URL.

    SupportPac FO02 contents

    The FO02: WebSphere MQ File Transfer Edition - Web Gateway SupportPac contains:

    •fo02.ear

    fo02.ear is an enterprise archive file that contains the application code for the Web Gateway.

    •fo02.samples.war

    fo02.samples.war is a web archive file that contains a sample application provided to allow users to see how the Web Gateway can be used and to test the Web Gateway. 

    Usage of the sample application is shown in 5.2.2, “Scenario flow for files inbound to the protected network” on page 53.

    •fo02.pdf

    This PDF contains documentation explaining how the Web Gateway can be installed and used. It also shows HTTP examples and common response codes.

    Configuring and deploying the Web Gateway

    The following steps demonstrate how to install the fo02.ear Web Gateway. 

    Define the database to the application server

    Before deploying the Web Gateway application, configure the application server to access the database containing audit information loaded by the database logger. The configuration is created using the administrative console for the application server. 

     

    
      
        	
          Setting up the database logger: For information about setting up the database logger and creating the database, see “Configuring the database logger” on page 287. 

        
      

    

    1.	Define a JDBC Provider:

    a.	Select Resources → JDBC → JDBC Providers from the administrative console for the application server. 

    b.	Select the appropriate scope for your environment. 

    c.	Create a new JDBC provider using the console wizard by clicking New (Figure 5-9).
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    Figure 5-9   JDBC Provider scope and wizard

    d.	In Step 1 of the wizard, select the database type, provider type, and implementation type as required for the database. Click Next.
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    Figure 5-10   JDBC Provider WIzard - Step 1

    This application currently does not require two-phase commit, so an XA data source implementation type is not required. Connection Pool Data Source can be used as the implementation type if desired.

    e.	In Step 2 of the wizard, ensure that the directory location of the required database jar files is set correctly (Figure 5-11). Click Next.
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    Figure 5-11   JDBC Provider Wizard - Step 2

    A local database or database connector is required on the machine where the application resides. This is required to obtain the JAR files and native files necessary for the JDBC Provider.

    Native library path files are not needed unless a local, type 2, connection is being made to the database.

    f.	Click Finish on the summary page to create the JDBC provider.

    2.	Create a component-managed authentication alias:

    a.	Select Security → Global Security from the left navigational menu.

    b.	Expand Java Authentication & Authorization Service and select J2C Authentication Data (Figure 5-12).
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    Figure 5-12   Where to begin creating J2C Authentication data

    c.	In the JAAS - J2C authentication data window, select New to create new authentication data (Figure 5-13).
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    Figure 5-13   JAAS-J2C authentication data panel

    d.	In the next panel, enter an alias name to be used to identify this alias definition. Enter a user ID with authority to access the database and its password (Figure 5-14). 
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    Figure 5-14   JAAS-J2C Authentication Data

    Click OK and save the changes to the configuration.

    3.	Define a data source:

    a.	Select Resources → JDBC → DataSources from the administrative console navigation.

    b.	Select the scope for the data source from the drop-down menu, and then click New (Figure 5-15).
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    Figure 5-15   JDBC provider scope

    c.	In Step 1, enter a data source name and a JNDI name (Figure 5-16):

     •	Data source name: wmqfte-database

     •	JNDI name: jdbc/wmqfte-database
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    Figure 5-16   Data source wizard - Step 1

    Click Next.

    d.	In Step 2, select the JDBC Provider that you created (Figure 5-17). 
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    Figure 5-17   Data source wizard - Step 2

    Click Next.

    e.	In Step 3, enter the values required to access the database, including the driver type, database name, server name, and port number (Figure 5-18). These values can be obtained from the configuration of the database logger.
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    Figure 5-18   Data source wizard - Step 3

    For type 2 connections, the server name and port for the database are not needed.

    Click Next.

    f.	In Step 4, supply the component-managed authentication alias that you created with the user ID required to access the database (Figure 5-19).
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    Figure 5-19   Data source wizard - Step 4

    Click Next.

    g.	Click Finish on the summary page to create the data source.

    4.	To verify the configuration of the database:

    a.	Select Resources → JDBC → DataSources from the administrative console navigation.

    b.	Check the box next to your data source and click Test connection (Figure 5-20).
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    Figure 5-20   Test the Database configuration

    The results indicate that the connection was successful (Figure 5-21).
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    Figure 5-21   Successful data source test results

    Deploying the Web Gateway application

    Deploy the fo02.ear application file to the application server.

    1.	Select Applications → New Application from the administrative console.

    2.	Select New Enterprise Application.

    3.	Choose the fo02.ear file from the local file system and click Next.

    4.	Choose Detailed Installation and click Next.

    5.	Click the link to Step 6: Initialize parameters for servlets (Figure 5-22). Fill in the following information:

     –	agentName: the agent running local to the Web Gateway

     –	configurationDirectory: the configuration directory for your WebSphere MQ File Transfer installation, for example, C:\IBM\WMQFTE\config\

     –	propertySet: the coordination queue manager
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    Figure 5-22   Initialize parameters for servlets

    6.	Click the link to Step 10: Map Virtual Hosts to Web Modules and select the virtual host to be used (for example, default_host). Click Next.

    7.	For Step 11: Map context roots for web modules, enter /wmq for the context root (Figure 5-23).

    For this SupportPac, the context root must be /wmq.
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    Figure 5-23   Context root for Web Modules

    8.	Click the link to Step 14 to review the summary and click Finish to install the application.

    9.	To start the application, navigate to Applications → Application Types → Enterprise Applications. Select the check box next to fo02 and click Start (Figure 5-24).
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    Figure 5-24   Enterprise Applications

    The application is running when there is a green arrow next to the application name in the Application Status column.

    Deploying the sample application

    To configure the sample application to test or to see how the Web Gateway works:

    1.	Navigate to Applications → New Application → New Enterprise Application.

    2.	Browse the local file system to find where fo02.samples.war is located. Click Next.

    3.	Choose Fast Path installation and click Next.

    4.	Click the link to Step 3: Map virtual hosts for web modules. Select the virtual host (default_host) from the drop-down menu and click Next.

    5.	In Step 4: Map context roots for web modules, enter a unique context root for the sample application (Figure 5-25). Click Next.
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    Figure 5-25   Sample application context root

    6.	Review the summary and click Finish to install the application.

    7.	To start the application, navigate to Applications → Application Types → Enterprise Applications. Select the check box next to fo02_samples_war and click Start (Figure 5-26).
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    Figure 5-26   Start sample application

     

    
      
        	
          Updating the Web server plug-in configuration: If the web gateway and sample application are installed after the HTTP server is configured and running with the Web server plug-in, the plug-in configuration file must be regenerated and copied to the HTTP server machine. In most circumstances when you are using an IBM HTTP Server, this is done automatically for you. However, if you find that you need to do this manually, you can perform these actions from the list of web servers in the administrative console for the application server. 

        
      

    

    5.4  Testing the scenario

    To test the configuration of our scenario, we used the sample application provided in the FO02 SupportPac: WebSphere MQ File Transfer Edition - Web Gateway. The sample application creates a web page that can be accessed through a URL to upload files and see the status of the transfer.

    To test the scenario use the following steps:

    1.	Open a web browser and enter the URL to access the sample application:

    https://yourHTTPServerHostName/yourContextRoot/FileUpload.html

    In our system, the address is https://sysd:9444/wmqfte/samples/FileUpload.html.

    Note that the URL uses https and not standard http. This is to direct the request to a secure port for the file transfer.

    2.	Depending on the selected browser, you may encounter alert windows. 

    If you see a security alert regarding the certificate and asking whether you want to proceed, select the option allowing you to proceed (for example, Yes or Proceed anyway). What you see varies depending on the web browser.

    3.	You have reached the sample application when you see a panel similar to Figure 5-27 in your web browser.
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    Figure 5-27   Sample application

    a.	Click the Set Destination Agent link to specify the destination agent, AGTSAFE (Figure 5-28).
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    Figure 5-28   Set destination agent prompt

    Click OK.

    b.	Click Set Context Root to verify the context root for the Web Gateway application (Figure 5-29). For the SupportPac the context root must be wmq.
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    Figure 5-29   Context root prompt

    Click OK.

    c.	Click Choose File to select the file to transfer (Figure 5-30 on page 73).
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    Figure 5-30   File selected for transfer

    d.	Click Upload to transmit the file (Figure 5-31).
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    Figure 5-31   Successful file transmission

    4.	To see the details of the complete transfer, click the link in the Transfer ID column of the Submitted Reports table. You will see the audit information stored as XML associated with the transfer.

    In certain browsers you may have to right-click and select View page source (Figure 5-32).
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    Figure 5-32   View page source option

    The results will resemble Figure 5-33. The Status=”Complete” message shows that the transfer completed.
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    Figure 5-33   Sample application transfer ID XML

    The transfer can also be viewed in the WebSphere MQ Explorer’s Transfer Log (Figure 5-34).
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    Figure 5-34   Transfer as seen in WebSphere MQ Explorer

    5.5  Troubleshooting

    If things go wrong, there are simple steps to follow to determine where the problem might lie. 

    5.5.1  Previously working Web Gateway or sample application

    There are two cases that fit this description, which we discuss in this section.

    Nothing happens when you click Upload

    If you click Upload in the sample application and nothing happens (Figure 5-35), there are a few items to check.
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    Figure 5-35   Sample application not responding when selecting Upload

    Take the following steps:

    1.	Ping the agent to which the transfer is being sent and that the Web Gateway is using to send the file. In our scenario, this is AGTSAFE.

     –	A successful ping looks like Example 5-6. This means that the agent is up and running.

    Example 5-6   Ping an agent successfully
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    C:\Program Files\IBM\WMQFTE\bin>ftePingAgent AGTSAFE

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGH

    BFGCL0212I: Issuing ping request to agent AGTSAFE

    BFGCL0213I: agent AGTSAFE responded to ping in 2.359 seconds.
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     –	An unsuccessful ping looks like Example 5-7. 

    Example 5-7   Ping an agent unsuccessfully
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    C:\Program Files\IBM\WMQFTE\bin>ftePingAgent AGTSAFE

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

    BFGCL0212I: Issuing ping request to agent AGTSAFE

    BFGCL0214I: agent AGTSAFE didn't respond to ping after 5 seconds.
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    If your ping is unsuccessful, then try starting the agent as shown in Example 5-8.

    Example 5-8   Command to start an agent
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    C:\Program Files\IBM\WMQFTE\bin>fteStartAgent AGTSAFE

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

    BFGCL0030I: The request to start agent 'AGTSAFE' on this machine has been submitted.

    BFGCL0031I: Agent log files located at: C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE
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    2.	Make sure that the context root defined for the fo02 application in the application server, and the context root defined on the web page for the sample application, are both set to wmq.

    a.	Navigate to the application’s context root in the WebSphere Application Server’s administrative console by expanding Applications → Application Types → WebSphere enterprise applications. Click fo02 → Context Root for Web modules. This opens the panel shown in Figure 5-36. You can see that the context root is set to /wmq. If it is not, you can change it here by typing the context root and clicking OK.
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    Figure 5-36   WebSphere Application Server fo02 application’s context root

    b.	Access the sample application from a browser: 

    https://sysd:9444/wmqfte/samples/FileUpload.html

    From the first panel of the application, click Set Context Root. 

    This opens the panel shown in Figure 5-37. You can set the context root for the gateway application here.
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    Figure 5-37   Sample application’s context root

    3.	Check the WebSphere Application Server’s logs to see whether there are any error messages (Figure 5-38). By default, the log is at:

    <AppServerConfigDirectory>/logs/<appServer>/SystemOut.log
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    Figure 5-38   WebSphere Application Server log files

    The file transmission does not complete

    If you transmit a file, but it never says that the file transmission completed (Figure 5-39), then this is an indication that there is a database logger issue.
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    Figure 5-39   Sample application transfer not showing complete

    Take the following steps:

    1.	Check the database logger queues to ensure that the database logger is running. When the database logger is running, you will see a count of 1 on the input count in the first numerical column (Figure 5-40).
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    Figure 5-40   Database logger queues

    You can also check in your configuration directory to make sure that the databaselogger.pid is shown (Figure 5-41). This databaselogger.pid indicates that the database logger is running.
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    Figure 5-41   databaselogger.pid

    If the database logger does not appear to be running, issue the fteStartDatabaseLogger command (Example A-17 on page 293). 

    2.	Check the database logger logs to see whether there is an error (Figure 5-42).
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    Figure 5-42   Database logger log file

    5.5.2  Accessing the sample application and Web Gateway for the first time

    If you are accessing the sample application and or Web Gateway for the first time, the troubleshooting tips in this section might be helpful, in addition to the tips in 5.5.1, “Previously working Web Gateway or sample application” on page 74.

    If you have application security configured for your WebSphere Application Server, you must map a user ID to the Web Gateway roles:

    1.	To verify that you have application security turned on, view the WebSphere Application Server administrative console, expand Security, and select Global Security. If the box next to Application Security is checked (Figure 5-43), then application security is active.
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    Figure 5-43   Global security with application security enabled

    You can also verify that the application security is turned on by accessing the sample application through the URL. If you receive a prompt asking for a user ID and password (Figure 5-44) while following the steps in 5.4, “Testing the scenario” on page 71, then application security is turned on.
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    Figure 5-44   Sample application prompting for user name and password

    If application security is active, proceed to the following steps.

    2.	To map a user ID to the sample application, in the administrative console navigate to Applications → Application Types → WebSphere Enterprise Applications. Click fo02. Select Security role to user/group mapping (Figure 5-45).
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    Figure 5-45   Web gateway fo02 general properties in administrative console

    3.	Check the box next to wmqfte-admin and click Map users (Figure 5-46).
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    Figure 5-46   Mapping users to wmqfte-admin

    4.	Click Search to see all of the user IDs available on the system (Figure 5-47).
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    Figure 5-47   Search the local system for user IDs

    5.	Select the user ID that you want to use and the arrow pointing to the right to move the user ID to the selected column (Figure 5-48). Click OK.
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    Figure 5-48   Moved admin user ID to the selected column

    6.	Review your choices on the Security role to user/group mapping page and click OK (Figure 5-49).
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    Figure 5-49   Review mapped users for wmqfte-admin

    7.	Save the changes to the master configuration by clicking the Save link (Figure 5-50).
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    Figure 5-50   Save changes to master configuration

    8.	Restart the application.

    9.	In your web browser, go back to the sample application URL and follow the steps in 5.4, “Testing the scenario” on page 71. This time, when the pop-up to enter a user name and password displays, enter the user name that you mapped in the previous steps and its password. You are now able to use the sample application with application security turned on.
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Using FTP/SFTP with WebSphere MQ File Transfer Edition

    In this chapter we discuss the challenge of integrating enterprises that use different protocols for file transfer. The scenario illustrates how WebSphere MQ File Transfer Edition can bridge to protocols, such as File Transfer Protocol (FTP) or Secure File Transfer Protocol (SFTP), using a protocol bridge.

     

    
      
        	
          Terminology: This scenario applies to FTP and SFTP servers and protocols. For simplicity, we use the term SFTP to imply support for both.

        
      

    

    6.1  Scenario overview

    Many companies today use standard protocols such as FTP and SFTP for file transfer to and from their external partners. These file transfers are often not typical business-to-business scenarios, which have enhanced partner management requirements. Using FTP or SFTP provides a simple-to-use and low-cost platform for file exchange. But because of the shortcomings of these protocols, as discussed in “Challenges surrounding FTP in a multi-enterprise file transfer” on page 6, companies often have to provide significant effort to make their file transfers reliable and managed.

    This chapter illustrates how WebSphere MQ File Transfer Edition can integrate with external partners that use FTP or SFTP. This integration uses a bridge agent, a specific type of WebSphere MQ File Transfer Edition agent, that uses SFTP as the transport protocol rather than the WebSphere MQ transport protocol. The bridge agent acts a the bridge between an SFTP server on one side and the MQ FTE backbone on the other side, leveraging the WebSphere MQ File Transfer Edition features to enable managed file transfer over the internet.

    With a protocol bridge, the following actions can be performed:

    •Files can be transferred from the MQ FTE backbone network to an SFTP server.

    •Files can be retrieved from an SFTP server to an MQ FTE backbone network.

    The scenario in this chapter shows how a bridge agent is created and configured to connect to an external partner to send and retrieve files over the internet.

    6.1.1  Appropriate use

    The bridge agent can be configured to use either FTP or SFTP as the underlying transport protocol. The agent acts as a client and connects to an FTP or SFTP server. In our scenario the bridge agent is configured for SFTP-based communication. All of the file transfers, inbound and outbound, are initiated by the bridge agent. It is not possible to initiate a file transfer from the SFTP server. This provides a high level of security because an external partner does not originate the connection into the enterprise.

    The bridge agent requires a local queue manager and therefore is created and configured in binding mode to its agent queue manager. The bridge agent cannot store the retrieved files onto or read files from a local file system. This means that an additional agent is required in the WebSphere MQ File Transfer Edition network to act as the source or target agent for the local file system.

    To transfer files, the bridge agent must have the appropriate permission to connect to the remote SFTP server. The access permissions to connect to the server can be configured based either on user ID/password credentials or a public/private key. You can find a detailed description of how to configure the protocol bridge agent credentials in 6.2.8, “Creating and configuring the bridge agent” on page 96. Furthermore, the bridge agent user must have the appropriate permissions to create and delete files on the SFTP server file system. For a detailed description of how to define these access permissions, see the documentation of the specific SFTP server that you are using.

    6.1.2  Business value

    Using the bridge agent allows for the easy and cost-efficient integration of an existing FTP or SFTP network to a managed network based on WebSphere MQ File Transfer Edition. It is not necessary to install WebSphere MQ File Transfer Edition code on the SFTP network, so there are no additional software costs to connect to external partners who are using SFTP today.

    The bridge agent enhances SFTP-based file transfers with WebSphere MQ File Transfer Edition managed file transfer capabilities, such as:

    •Reliable and assured file delivery.

    •State management and automated restart of interrupted file transfers.

    •File transfers are executed in multi-threading mode, meaning that multiple files can be sent and received concurrently.

    •Files of unlimited size can be transferred.

    •File transfers can be automated by setting up schedules or event-based trigger mechanisms.

    •The status of the file transfers can be monitored in the WebSphere MQ File Transfer Edition Explorer.

    •File transfers can be recorded in detail in the WebSphere MQ File Transfer Edition logging database for reporting and auditing purposes.

    6.2  Scenario details

    In these scenarios we highlight the fact that multiple enterprises can exchange files with each other by connecting an MQ FTE backbone with non-WebSphere MQ File Transfer Edition networks using a standard transport protocol such as FTP or SFTP in between. We show how to configure and set up a bridge agent that acts as the bridge between an SFTP Server outside of our enterprise and the MQ FTE backbone network within the enterprise.

    We show the use of the bridge agent in two scenarios that differ slightly in the way in which the infrastructure is set up in the enterprise. Common to both scenarios is that all WebSphere MQ File Transfer Edition components, including the bridge agent, reside in the protected network, and that the external partner side has an SFTP server installed.

    In the first scenario, we have an SFTP server and a local file system in the demilitarized zone (DMZ). Files are transferred between the SFTP servers on the partner side and in the DMZ over the internet. The files can be pushed or pulled in both directions, depending on agreements in place between the companies. The important thing to note with this topology is that the files are persisted in the local file system in the DMZ as they are retrieved from the partner and as they are sent out. This can have an impact with regard to compliance with security guidelines. We discuss this issue further in 6.2.5, “Security” on page 94. 

    The second scenario is similar to the first scenario, but in this case, traffic flows through the DMZ without stopping. The bridge agent (AGTSFTP) in the protected network connects directly to the SFTP server on the external partner side and initiates the file transfers in both directions. The files from the partner are transferred directly into the protected network. Because the bridge agent acts as an SFTP client, it is not possible for the SFTP server to which the agent is connected to initiate a transfer and send files to the agent. Because all file transfers are initiated from within the protected network, no inbound ports have to be opened in the firewall for incoming requests from external parties.

    Which scenario you use depends on your relationship with the partner and how you agree to exchange and secure files. If the enterprise can initiate the file transfers to and from the partner, the second scenario might be preferable because it does not require that you open inbound ports in the firewall, and it provides real end-to-end managed file transfer.

    To automate the inbound file transfers into the protected network (files received either from the external partner or from the temporary file store in the DMZ), we must define a scheduled file transfer for the bridge agent to check the file system to which it is connected on a regular basis for relevant files. 

    The outbound file transfers (from the file system in the protected network to the external partner or to the temporary file store in the DMZ) are initiated by the AGTSAFE agent. For automation purposes, we define a resource monitor for this agent. The resource monitor polls the file system for given events (the existence of new or updated files) and starts the file transfer. 

    We use WebSphere MQ Explorer with the WebSphere MQ File Transfer Edition Explorer plug-in in our scenarios to monitor the status of our file transfers. 

    6.2.1  Components

    Figure 6-1 shows a high-level overview of all the components used in the scenarios in this chapter. 
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    Figure 6-1   Scenario components

    WebSphere MQ Queue Manager (QMSAFE) 

    Queue manager QMSAFE is the coordination and command queue manager for the MQ FTE backbone network. The coordination queue manager publishes status messages received from the agents. QMSAFE is also the agent queue manager for the AGTSAFE and AGTSFTP agents. 

    WebSphere MQ File Transfer EditionServer Agent (AGTSAFE)

    AGTSAFE is the WebSphere MQ File Transfer Edition agent that connects to the local queue manager QMSAFE in bindings mode. This type of agent is referred to as a server agent. AGTSAFE reads files from and writes files to the local file system. This agent is the target agent for the bridge agent for inbound scenarios and the source agent for outbound scenarios.

    WebSphere MQ File Transfer Editionbridge agent (AGTSFTP)

    AGTSFTP is a bridge agent. It connects to the local queue manager QMSAFE in bindings mode. AGTSFTP connects to an SFTP server to send and retrieve files. Because this agent cannot store files to or read files from the local file system, it connects to AGTSAFE for file transfers. AGTSAFE has access to the file system. 

    WebSphere MQ Explorer

    The WebSphere MQ Explorer is an Eclipse-based administration tool, shipped with WebSphere MQ. It is used to view and administer WebSphere MQ queue managers and queue manager objects, such as queues, channels, and topics. 

    WebSphere MQ File Transfer Edition Explorer

    The WebSphere MQ File Transfer Edition Explorer is a plug-in to the WebSphere MQ Explorer. It is used to schedule file transfer requests and view the status of current file transfers. The tool includes a Transfer Log view, which subscribes to the coordination queue manager for the audit information. This view shows information about every file transfer that occurs in a given topology.

    SFTP server

    The OpenSSH server daemon on Linux is used as the SFTP server on the external partner side and the SFTP server in the DMZ in our scenarios.

    6.2.2  File transfers to an SFTP server in the DMZ

    In this scenario we have an SFTP server in the DMZ between the internet and the protected network. Files are exchanged between the SFTP server in the DMZ and the SFTP server on the external partner side. Incoming files sent by the external partner and outgoing files sent by the AGTSFTP agent are stored intermediately in the temporary file store. 

     

    
      
        	
          Managed file transfer capabilities: It is likely that this topology will be used by many companies because it supports the concept of using a DMZ in between the internet and the protected network, making the topology compliant with commonly held security rules and guidelines. However, the managed file transfer capabilities of WebSphere MQ File Transfer Edition are only applied when the AGTSFTP agent is involved in moving the data between the temporary file store and the protected network. The file transfers between the SFTP servers in the DMZ and on the external partner side are based on the standard SFTP protocol, and therefore additional effort is required for the implementation of managed file transfer capabilities such as automation, monitoring, and error handling.

        
      

    

    Scenario inbound flow

    Figure 6-2 shows the inbound flow for this scenario.
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    Figure 6-2   Inbound flow

    The following steps are performed in the inbound scenario:

    1.	The external partner sends a file to the SFTP server in the DMZ. The file is stored in the temporary file system.

    2.	The AGTSFTP bridge agent is connected to the SFTP server in the DMZ and regularly checks the temporary file system for relevant files, based on the definition for a scheduled file transfer. When the file sent from the external partner is recognized, the AGTSFTP agent starts a file transfer and reads the file data.

    3.	The file data is transferred to the AGTSAFE agent. 

    4.	The AGTSAFE agent stores the file in the file system in the internal zone.

    Scenario outbound flow

    Figure 6-3 shows the outbound flow.
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    Figure 6-3   Outbound flow

    The following steps are performed in the outbound scenario:

    1.	The AGTSAFE agent monitors the file system in the private network for outgoing files, based on the event definition for the monitor process. When a relevant file is detected, the agent starts the file transfer and reads the file data.

    2.	The file data is transferred to the AGTSFTP bridge agent.

    3.	AGTSFTP is connected to the SFTP server on the DMZ machine and transfers the file to the temporary file store in the DMZ. 

    4.	The file is then transferred from the temporary file system in the DMZ to the SFTP server on the external partner side. This file transfer can be initiated by an SFTP client in the DMZ that pushes the file to the external partner side, or in a reverse manner the file transfer can be initiated by an SFTP client on the external partner side, which pulls the file. 

    6.2.3  Direct SFTP connection to external partner

    This scenario describes a topology where the files from the partner are directly retrieved into the protected network. The AGTSFTP agent in the protected network is directly connected to the SFTP server on the external partner side and initiates the inbound and outbound file transfers. The transfer requests traverse the DMZ without stopping. The SFTP calls are not terminated, and no files are intermediately stored in the DMZ. 

    Because all file transfers in both directions are initiated and controlled by the bridge agent, this scenario shows a fully managed file transfer over the internet, leveraging the WebSphere MQ File Transfer Edition capabilities, as described in 6.1.2, “Business value” on page 86. Furthermore, because there are no requests from external partners, no inbound ports must be opened in the DMZ firewall.

    Scenario inbound flow

    Figure 6-4 shows the scenario flow for inbound files.
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    Figure 6-4   Inbound flow with direct SFTP connection to external partner

    The following steps are performed in the inbound scenario:

    1.	The AGTSFTP agent is connected to the SFTP server on the external partner side and checks the file system for relevant files on a recurring basis that is defined in a scheduled file transfer template for this specific agent.

    2.	When a relevant file is recognized, the AGTSFTP agent starts the file transfer and reads the file data from the file system.

    3.	The AGTSFTP agent transfers the file to the AGTSAFE agent.

    4.	The AGTSAFE agent stores the file on the local file system.

    Scenario outbound flow 

    Figure 6-5 shows the flow for outbound files.
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    Figure 6-5   Outbound flow with direct SFTP connection to external partner

    The following steps are performed in the outbound flow with a direct SFTP connection to the external partner:

    1.	The AGTSAFE agent monitors the file system in the internal zone for outgoing files, based on the event definition for a monitor process. When a relevant file is detected, the agent starts the file transfer and reads the file data.

    2.	The file data is transferred to the AGTSFTP agent.

    3.	The AGTSFTP agent is connected to the SFTP server on the external partner side and transfers the file over the internet to this SFTP server. 

    4.	The file is stored in the file system on the external partner’s machine.

    6.2.4  Protocols

    The following protocols are used in both scenarios:

    •SFTP 

    In the scenario in which we have a DMZ, SFTP is used for the communication between the bridge agent and the SFTP server in the DMZ, and for the communication between the SFTP server in the DMZ and the SFTP server on the external partner side. 

    In the scenario with no DMZ, SFTP is used for the communication between the bridge agent and the SFTP server on the external partner side.

    •WebSphere MQ

    WebSphere MQ is used for communication between the AGTSAFE agent and the AGTSFTP agent in the protected network in both scenarios.

    6.2.5  Security

    Because the technology and the components described in these scenarios typically are used for file transfer over the public internet, special attention must be paid to potential vulnerabilities and security requirements.

    Data protection

    The protocol used between the external partner and the enterprise in both scenarios is SFTP. This protocol is recognized as secure, and the data is protected while it is in transfer. 

    In the scenario that places a DMZ between the internet and the protected network, the file data is encrypted on the transport layer while it is transferred from the SFTP server on the DMZ machine to or from the external partner and to or from the AGTSFTP agent. 

    If the file data is unencrypted when it is sent from or to the partner, then it is stored unencrypted on the temporary file store. If there is a requirement to protect the file data while the files reside in the DMZ file system, then appropriate encryption mechanisms must be in place. There are different options for doing this:

    •The files are encrypted prior to the transfer, using an algorithm such as pgp. This means that the files must be decrypted on the target side with the same algorithm before they can be used by an application for further processing. 

    •The files are encrypted when they are stored on the temporary file system. This can be done by using programs such as Encrypting File Systems (EFS) from Microsoft Windows systems or equivalent utilities for other operating systems. 

    User authentication and authorization on the SFTP server

    The SFTP user on the external partner side must authenticate at the SFTP server in the DMZ, and reversely, the SFTP user in the DMZ must authenticate at the SFTP server on the external partner side to connect to each other.

    To write and read files to and from the file systems, the users must have the appropriate access rights. The same permissions are required for the bridge agent user (the user that started the agent process).

    Securing the WebSphere MQ network

    WebSphere MQ File Transfer Edition uses WebSphere MQ as the underlying infrastructure. Therefore, security considerations must be made for the WebSphere MQ network and for the objects that are used by WebSphere MQ File Transfer Edition.

    Although we transfer files from and to external partners in this scenario, there are no connections and no open ports in our system architecture that an external partner could use to get access to our WebSphere MQ network. Therefore, we do not address the precautionary measures for WebSphere MQ objects when external clients connect to a WebSphere MQ network in the DMZ or protected network, but we assume that the internal access and use of the WebSphere MQ objects is managed and controlled.

    For more information about how to secure WebSphere MQ networks and objects see the WebSphere MQ V7 Information Center at:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp

    Each WebSphere MQ File Transfer Edition agent has WebSphere MQ objects for which the user that runs the agent needs the appropriate access rights. These are the agent’s system queues and, if appropriate, client channel connections. The agent’s permissions should be restricted to the queues and channels that it is using.

    Securing the WebSphere MQ File Transfer Edition network

    WebSphere MQ File Transfer Edition has security features to protect the files and file systems from unauthorized access. These features allow organizations to control who can invoke file transfer operations, who can read and write files being transferred, and how to protect the integrity of files. This security can be achieved by:

    •Managing authorities for resources specific to WebSphere MQ File Transfer Edition

    Managing authorities for WebSphere MQ File Transfer Edition resources is done through authorization queues associated with each agent. For any file transfer request, the agent process requires a level of access to its local file systems. Additionally, the user initiating the transfer and the user ID running the agent process must have authority to use certain WebSphere MQ objects.

    •Managing authorities to access file systems

    The user ID running the agent process must have access to the local file system to read or write files during file transfer. This is controlled through the local operating system.

    •Using sandboxes

    The access of an agent to the file system can be restricted by defining the sandboxRoot property in an agent’s properties file. This property restricts the agent’s access to a certain directory or a certain area of the file system, the so-called sandbox. For more information about sandboxing, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/sandboxes.htm.

    •Using the agent’s commandPath property

    The commandPath property in an agent’s property file restricts the locations that an agent can run commands from. By default, the commandPath is empty, so an agent cannot call any commands. Take extreme care when this property is set because any command in one of the specified commandPath settings can be called from a remote client system that is able to send commands to the agent. For more information about this property, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/command_path.htm

    •Configuring SSL encryption for WebSphere MQ File Transfer Edition

    The file data, when transferred between WebSphere MQ File Transfer Edition agents, can be protected by establishing Secure Sockets Layer (SSL) on the WebSphere MQ channel connections. 

    •Authority to publish log and status messages

    Agents issue various log, progress, and status messages to the coordination queue manager for publication. The publication of these messages can be secured using WebSphere MQ security. 

    6.2.6  Prerequisites

    The prerequisite software for this scenario is:

    •WebSphere MQ 7.0 or later

    •WebSphere MQ File Transfer EditionServer 7.0.2 or later

    •SFTP server (for example, OpenSSH server daemon on Linux Red Hat Enterprise)

    6.2.7  Configuration prerequisites

    This scenario uses the following preconfigured components for WebSphere MQ File Transfer Edition:

    •WebSphere MQ queue manager QMSAFE

    •WebSphere MQ File Transfer Edition agent AGTSAFE

    Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269, provides instructions for creating these components.

    For the first scenario, where the SFTP server on the external partner side transfers files to the SFTP server in the DMZ, a port must be opened in the DMZ firewall. Open a port in the DMZ firewall for SFTP communication (default for SFTP is port 22). 

    6.2.8  Creating and configuring the bridge agent 

    This section describes how to create and configure the AGTSFTP agent on the server in the protected network. We assume that the queue manager, QMSAFE, and the AGTSAFE agent are already implemented. The bridge agent requires a local agent queue manager to which to connect. In our scenario, the AGTSFTP agent is created on the same machine on which the queue manager QMSAFE resides. 

    1.	Create the agent using the fteCreateBridgeAgent command.

    Open a command console and run the following command from the command line:

    fteCreateBridgeAgent -agentname AGTSFTP -agentQMgr QMSAFE -bt SFTP -bh sysa -btz US/Eastern -bm UNIX -bfe UTF8 

    This command creates the bridge agent in bindings mode to the QMSAFE queue manager and is connected to a SFTP server on the sysa host.

    The parameters used in this command are: 

     –	agentname: name of the agent

     –	agentQMgr: name of the agent queue manager

     –	bt: protocol type (FTP or SFTP)

     –	bh: host name or IP address of the SFTP server machine

     –	btz: (optional) SFTP server time zone 

     –	bm: SFTP server platform (UNIX or Windows)

     –	bfe: SFTP server encoding 

     

    
      
        	
          For more information: For a detailed description of the fteCreateBridgeAgent command, see the WebSphere MQ File Transfer Edition7.0.2 Information Center at:

          http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.wmqfte.home.doc/help_home_wmqfte.htmfirst

        
      

    

    The fteCreateBridgeAgent command also creates three files. Two MQSC script files are created with the commands required to define and to delete the agent’s system queues. It also creates a credential XML file that you must modify in a subsequent step. Information about these files is shown at the end of the command output (Example 6-1).

    Example 6-1   Results of the fteCreateBridgeAgent command
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    BFGCL0069I: A file has been created containing the MQSC definitions to create your agent. The file can be found here: 'C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\AGTSFTP_create.mqsc'.

    BFGCL0070I: A file has been created containing the MQSC definitions to delete your agent. The file can be found here: 'C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\AGTSFTP_delete.mqsc'.

    BFGCL0277I: A credential XML file has been created.  This file must be completed with credential details for accessing the protocol file server before the bridge agent can be brought into service. The file can be found here: 'C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\ProtocolBridgeCredentials.xml'.

     

    BFGCL0053I: Agent configured and registered successfully.
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    Make sure that at the end of the output you see that the agent is successfully registered. 

    If you see a message that the agent was configured but could not be registered, this means that the coordination queue manager could not be contacted because it is not available or your configuration parameters are not correct. 

    The effect is that the agent can be started and transfer files, but that it is not listed by the fteListAgents command or in the WebSphere MQ File Transfer Edition Explorer. The status messages of this agent are also not shown in the WebSphere MQ File Transfer Edition Explorer Transfer Log view.

    The WebSphere MQ reason code issued with the error provides more information about the reason for the problem. Explanations for reason codes can be found in the WebSphere MQ V7 Information Center at:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp

     

    
      
        	
          Creating the bridge agents: The fteCreateBridgeAgent command creates a bridge agent for a specific SFTP server. You have to create a bridge agent for each SFTP server to which you want to connect.

        
      

    

    2.	Create the bridge agent’s MQ objects on the queue manager, QMSAFE, using the script generated in the previous step. Run the AGTSFTP_create.mqsc script from the command line using the runmqsc utility:

    runmqsc QMSAFE < C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\AGTSFTP_create.mqsc

    Example 6-2   Results of the AGTSFTP_create.mqsc command
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    C:\>runmqsc QMSAFE < C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\AGTSFTP_create

    5724-H72 (C) Copyright IBM Corp. 1994, 2009.  ALL RIGHTS RESERVED.

    Starting MQSC for queue manager QMEDGE.

     

    11 MQSC commands read.

    No commands have a syntax error.

    All valid MQSC commands were processed.
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    Make sure that there are no errors at the bottom of the script output.

    3.	Configure the bridge agent credentials.

    The bridge agent user must be authenticated when the AGTSFTP agent connects to the SFTP server. The authentication of the bridge agent user at the SFTP server can be done based on user ID and password credentials or by using a public/private key pair. The ftecreateBridgeAgent command creates the ProtocolBridgeCredentials.xml file in which the credential mapping is for this specific agent is defined. In our scenario we use the user ID/password credentials for the authentication of our local user admin at the SFTP server.

    a.	Navigate to the bridge agent’s home directory:

    C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP

    b.	Edit the ProtocolBridgeCredentials.xml file.

    c.	Insert the following credentials:

    <tns:user 	name="MUSR_MQADMIN" 

    			serverUserId="wmbadmin" 

    			serverPassword="itso4you" >

    	</tns:user>

    Your ProtocolBridgeCredentials.xml file should look like Figure 6-6.
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    Figure 6-6   ProtocolBridgeCredentials.xml 

    4.	Start the bridge agent from the command line. 

    Open a command console and enter the following command 

    fteStartAgent AGTSFTP

    Check the agent log file to make sure that the agent started with no errors. Navigate to the C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSFTP\logs directory and open the output0.log file. The file should have the entry shown in Example 6-3 at the end.

    Example 6-3   AGTSFTP log file
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    Install Locations:

        com.ibm.wmqfte.product.root=C:\Program Files\IBM\WMQFTE

        com.ibm.wmqfte.product.config=C:\IBM\WMQFTE\config

    ************* End Display Current Environment *************

    [25/06/2010 17:20:29:702 EDT] 00000001 Agent         I   BFGAG0090I: This agent has been configured as a protocol bridge FTE agent.

    [25/06/2010 17:20:29:702 EDT] 00000001 Agent         W   BFGAG0125W: The maximum size to which the java heap can grow is '550'MB, which is the default value. This value may be too low dependent on the agent's work load.

    [25/06/2010 17:20:29:702 EDT] 00000001 AgentRuntime  I   BFGAG0058I: The agent has successfully initialized.

    [25/06/2010 17:20:30:936 EDT] 00000001 AgentRuntime  I   BFGAG0059I: The agent has been successfully started. 
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    Another option for checking whether the agent is running is to ping the agent using the ftePingAgent command (Example 6-4).

    Example 6-4   Using the ftePingAgent command

    [image: ]

    ftepingagent AGTSFTP

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

    BFGCL0212I: Issuing ping request to agent AGTSFTP

    BFGCL0213I: agent AGTSFTP responded to ping in 0.422 seconds.
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    6.2.9  Defining a scheduled file transfer

    All file transfers in and out of the protected network are initiated by the bridge agent. To automate the transfer of the files from the SFTP server, a mechanism must be implemented to check the file system on the remote SFTP server machine and start the file transfer when relevant files are found. For a bridge agent, this mechanism is implemented using a scheduled file transfer. A scheduled file transfer can be defined in the WebSphere MQ Explorer or by creating a transfer template using the fteCreateTemplate command. In this scenario we create the template from the command line.

    To create the template, open a command console and run the following command: 

    fteCreateTemplate -tn From_Partner -sa AGTSFTP -da AGTSAFE -ss 07:05 -oi minutes -of 10 -de overwrite -sd delete -dd D:\partners\partner1\In To_Enterprise/po*.xml

    The parameters used in this command are:

    •tn: name of the template

    •sa: name of the source agent

    •da: name of the destination agent

    •ss: start time

    •oi: occurrence interval

    •of: occurrence frequency

    •de: file behavior at destination

    •sd: source file disposition

    •dd: destination directory

    For a detailed description of the fteCreateTemplate command see the WebSphere MQ File Transfer Edition7.0.2 Information Center at:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.wmqfte.home.doc/help_home_wmqfte.htmfirst

    The command creates a transfer template with the name From_Partner, which initiates the AGTSFTP agent to check the To_Enterprise folder every 10 minutes. It is important to note that we use a wildcard character for the name of the files for which we are looking. The relevant file name starts with po, and the asterisk (*) represents zero or more following wildcard characters in the file name. For example, matching file names are poForYOU.xml and po_abc123.xml.

     

    
      
        	
          Determining the match pattern: When we test the inbound scenario later in this chapter (see 6.3.1, “Testing inbound scenario with direct SFTP connection to external partner” on page 103), we send purchase orders from the external partner to the enterprise. These files have file names starting with po, which is the reason why we define the scheduled file transfer with this file name match pattern.

        
      

    

    If one or more relevant files are found, the AGTSFTP agent starts the file transfer and transfers the files to the AGTSAFE agent, which stores the files in D:\partners\partner1\In. The source files are deleted, and files in the target directory are overwritten if they already exist.

    Check in the WebSphere MQ Explorer Transfer Template view to ensure that the template has been created successfully. The template can be modified and duplicated for further re-use.

    There is one more step to do. A scheduled transfer created using the fteCreateTemplate command is not active automatically. We must submit the template to activate the scheduled file transfer. Figure 6-7 shows how to submit the template using the WebSphere MQ Explorer.
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    Figure 6-7   Submit the transfer template

    You can check whether the scheduled transfer is active. Open a command window and issue the fteListScheduledTransfers command (Example 6-5).

    Example 6-5   Verify that the scheduled transfer is active
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    fteListScheduledTransfers

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

     

    Schedule Identifier:        5

    Source Agent Name:          AGTSFTP

    Source File Name:           To_Enterprise/po*.xml

    Conversion Type:            binary

    Destination File Name:      D:\partners\partner1\In

    Destination Agent Name:     AGTSAFE

    Schedule Start Time:        2010-07-12T15:50-0400

    Next Transfer:              2010-07-12T15:50-0400

    Schedule Time Base:         admin

    Repeat Interval:            minutes

    Repeat Frequency:           10
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    In the command output, the fteListScheduledTransfers command shows an integer as the schedule identifier, rather than the name that we defined in the fteCreateTemplate statement. This schedule identifier can be used to delete the scheduled transfer, using the fteDeleteScheduledTransfer command.

    6.2.10  Defining a resource monitor

    With a resource monitor definition, an agent can monitor a specific file system or folder and initiate a file transfer when a certain event occurs (for example, a file with a given match pattern is recognized). For the outbound file transfers, a resource monitor is defined for the AGTSAFE agent to poll the local file system and start the file transfer when a relevant file is found. A resource monitor can be created either using the WebSphere MQ Explorer or the command-line interface.

    The following steps describe how to define a resource monitor using the fteCreateMonitor command on the command line:

    1.	Define a task definition file.

    The task definition file contains the parameters for the file transfer. The file can be used by the resource monitor, rather than defining the parameters in the command line. The task definition file must comply with the schema Filetransfer.xsd and should have the <managedTransfers> element as the root element. You can find the schema Filetransfer.xsd in the WebSphere MQ File Transfer Edition <install-dir>\tools\samples\schema folder.

    For this scenario, the task definition file has the attributes shown in Figure 6-8 defined. This file is stored as C:\tmp\transfer_def_file.xml.
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    Figure 6-8   Task definition file

     

    
      
        	
          UserID attribute: The UserID attribute must contain the user ID of the MQMD header field. This is the user that you used to start the WebSphere MQ service on that machine.

        
      

    

    2.	Create the resource monitor for the AGTSAFE agent.

    Open a command console and run the following command from the command line:

    fteCreateMonitor -ma AGTSAFE -mm QMSAFE -md D:\partners\partner2\Out -mn Partner2_Out -mt C:\tmp\transfer_def_file.xml -pi 30 -pu seconds -tr match,inv*.xml

    The parameters used in this command are:

     –	ma: name of the agent that executes the monitoring task

     –	mm: agent queue manager of the monitoring agent

     –	md: directory that is to be monitored

     –	mn: monitor name

     –	mt: task definition file that is executed when the file transfer is initiated

     –	pi: interval period 

     –	pu: unit for the interval period

     –	tr: match criteria 

    For a detailed description of the fteCreateMonitor command, see the WebSphere MQ File Transfer Edition7.0.2 Information Center at:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.
wmqfte.home.doc/help_home_wmqfte.htmfirst

    In our monitor definition, the AGTSAFE agent polls the D:\partners\partner2\Out directory every 30 seconds for xml files with a file name that starts with inv.

    When a relevant file is found, a file transfer is initiated based on the parameters defined in the C:\tmp\transfer_def_file.xml transfer definition file (which we created in the previous step).

     

    
      
        	
          Determining the match pattern: When we test the outbound scenario later in this chapter (see 6.3.2, “Testing outbound scenario with direct SFTP connection to external partner” on page 104), we send an invoice from the enterprise to the external partner. These files have file names starting with inv, which is why we define the scheduled file transfer with this file name match pattern.

        
      

    

    You can check whether the resource monitor is up and running by issuing the fteListMonitors command (Example 6-6).

    Example 6-6   fteListMonitors command
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    fteListMonitors 

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

    Agent Name:     Monitor Name:

    AGTSAFE         PARTNER2_OUT
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    6.3  Testing the scenarios

    We created and configured the SFTP bridge agent AGTSFTP, and we have defined a scheduled file transfer for this agent for the retrieval of files from the external partner. Furthermore, we defined a resource monitor for the AGTSAFE agent to check for outgoing files to the external partner.

    We now test our configuration for inbound and outbound file transfers, based on the scenario in which we pass directly through the DMZ between the internet and the protected network (6.2.3, “Direct SFTP connection to external partner” on page 91).

    6.3.1  Testing inbound scenario with direct SFTP connection to external partner

    In our scenario we copy the three test files (po_abc987.xml, po_degh22.xml, and po_xyz321.xml) into the To_Enterprise folder on the SFTP server on the external partner side.

    The AGTSFTP agent is connected to the SFTP server on the external partner side and is scheduled to check the To_Enterprise folder every 10 minutes for xml files with the pattern po at the beginning of the file name. All the files that we have copied there match this pattern, so the expected result is that after no longer than 10 minutes all the files will be transferred and subsequently deleted from the SFTP server file system. 

    Check the transfer status in the WebSphere MQ Explorer using the Transfer Log view. You should see that all three files have transferred successfully (Figure 6-9).
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    Figure 6-9   Transfer log

    As you can see in the Transfer Log view, all three files are transferred within one single transfer request. A WebSphere MQ File Transfer Edition agent can transfer multiple files and entire file system directories in a single file transfer request.

    6.3.2  Testing outbound scenario with direct SFTP connection to external partner

    For this test, we move or copy a test file named inv_abc987.xml into the D:\partners\partner2\Out folder on the local file store in the protected network. The file name corresponds with the match criteria that we defined in our fteCreateMonitor statement.

    The AGTSAFE agent polls the D:\partners\partner2\Out folder. The expected result is that after no longer than 30 seconds you will see the file disappear from the source directory. This means that the file was recognized by the AGTSAFE agent and successfully transferred to the AGTSFTP agent.

    If you want to check the status of the file transfer, open the Transfer Log view in your WebSphere MQ Explorer. You should see a log entry that the file was successfully transferred from the D:\partners\partner2\Out folder in the file system in the protected network to the From_Enterprise folder in the file system of the external partner side (Figure 6-10).
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    Figure 6-10   Transfer log for the outbound test

    6.4  Troubleshooting tips for WebSphere MQ File Transfer Edition

    This section provides information about troubleshooting WebSphere MQ and WebSphere MQ File Transfer Edition and how to diagnose errors that could occur in the scenarios that we describe in this section. 

    Detailed information about WebSphere MQ File Transfer Edition diagnostic messages can be found in the information center at: 

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.wmqfte.messages.doc/messages_main.htm

    Detailed information about WebSphere MQ error codes can be found in the information center at:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp

    6.4.1  Checking the system requirements

    It is important for the installation, configuration, and operation of all the WebSphere MQ and WebSphere MQ File Transfer Edition objects that your systems are compliant with the system requirements for the software. The system requirements can be found at:

    http://www-01.ibm.com/software/integration/wmq/filetransfer/requirements

    If you are in doubt, contact IBM and ask for help.

    6.4.2  Log files 

    When errors occur or file transfers do not start, a good first place to look is the log files: 

    •Agent log file (output0.log)

    The agent log file is created in the agent’s log directory:

    <configuration_directory>\<coordination_qmgr_name>\agents\<agent_name>\logs

    For example, for the AGTSAFE agent the log directory is:

    C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE\logs

    The log contains records of the agent’s events.

    •agent.lck file 

    This file is created in the agent’s config directory:

    <configuration_directory>\<coordination_qmgr_name>\agents\<agent_name>\logs

    It contains the agent’s process ID (PID), if it is running.

    •FFDC/ABEND files

    These files are created in the agent’s log directory at:

    <configuration_directory>\<coordination_qmgr_name>\agents\<agent_name>\logs

    They are often created as a result of an unexpected error. Analyzing the information in these files requires assistance from IBM support or IBM service.

    •Queue manager log files

    Log files are created for each queue manager in the WebSphere MQ <installation_directory>\Qmgrs\<queue_manager_name>\errors.

    6.4.3  Gathering diagnostics by enabling trace files

    Tracing can be enabled for each agent by executing the following commands:

    •fteSetAgentTraceLevel -traceLevel all 

    This sets the trace level for an already running agent.

    •fteStartAgent -trace =all 

    This starts the agent with trace enabled.

    The trace output from both commands goes into the agent’s log directory <configuration_directory>\<coordination_qmgr_name>\agents\<agent_name>\logs.

    The following trace levels can be set:

    •off (This is the default.)

    •flow 

    •moderate

    •all

    Be careful when enabling tracing for agents because that can have a significant impact on performance and produce a huge amount of data.

    6.4.4  No agent listed in WebSphere MQ File Transfer Edition Explorer or by fteListAgents command

    If you have created an agent using the fteCreateAgent or fteCreateBridgeAgent command, but your agent is not listed in WebSphere MQ Explorer or is not shown when you execute the fteListAgents command, the problem could be the result of any one of a number of causes. The flow chart in Figure 6-11 can help you identify the cause. 
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    Figure 6-11   Flowchart for debugging an agent problem

    Visit the following web site for further information about how to solve the problem:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp?topic=/com.ibm.wmqfte.admin.doc/list_agents_pd.htm

    6.4.5  File transfer does not start

    There can be various reasons for a file transfer request failing to start. The following steps can help you find the problem:

    1.	Determine whether the transfer requests are getting to the agent.

    a.	Stop the agent.

    b.	Send a new transfer request.

    c.	Check to see whether the request arrives on the agent’s command queue (the SYSTEM.FTE.COMMAND.<agent_name> at the agent queue manager).

    2.	Make sure that all the relevant channels between the queue managers (cluster-sender, cluster-receiver) are up and running.

    3.	Check whether the source agent is running and has started the transfer.

    a.	Ping the agent using the ftePingAgent command. 

    b.	Check the agent’s command queue. It should be empty.

    c.	Use the fteListAgents and fteShowAgentDetails commands to show information about current transfers (use the -v option).

    4.	Determine whether the transfer has taken place but is not shown in the WebSphere MQ File Transfer Edition Explorer Log view. Make sure that the user in the MQMD user field is authorized to send status messages to the coordination queue manager. 
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B2B-enabled managed file transfer

    In this chapter we outline a common scenario for business-to-business (B2B) enabled multi-enterprise file transfers. B2B-enabled file transfer is the combination of using B2B messaging protocols, such as EDIINT AS1, AS2, and AS3, and partner profile management at the edge of the network and a file transfer backbone inside the protected network to move files securely between external partners and back-end systems.

     

    
      
        	
          Additional material: Additional material is provided in support of the activities in this chapter. If you have access to the components needed to build this solution and would like to try this on your own, the additional material can be downloaded to assist you with your configuration and with testing the setup. For more information about downloading the additional material and its contents, see Appendix C, “Additional material” on page 317. The files for this chapter can be found in the Common_Files and the B2BScenario_Files directories.

        
      

    

    7.1  Scenario overview

    Many organizations devote valuable IT resources to building and maintaining systems in-house for moving files between applications. Most of these solutions are based on File Transfer Protocol (FTP) because of its simplicity and free availability. Whereas FTP offers a basic mechanism for file sharing when several applications access an occasionally updated, centrally managed source file, some enterprises are seeking alternatives for files that are moved between applications as part of business transactions. As volumes of transfers rapidly grow, and with increased consequences for errors in business data when it is incorrectly transferred, a reliable, flexible, cost-effective solution for managed file transfer is increasingly critical for organizations of all sizes. Additionally, these organizations need to enable transfers across boundaries with their trading partners and need to support a wide range of B2B and non-B2B protocols with the ability to ensure data security and partner identity while the files traverse the internet.

    This scenario can support the use of any transport and B2B protocol that the DataPower B2B Appliance XB60 (referred to as the XB60 from here on) has available. However, for the purpose of the scenario flows demonstrated in this chapter, we utilize a predominate B2B messaging protocol, AS2. This allows us to demonstrate:

    •How the XB60 can use profile management to verify and validate trading partners

    •How B2B messaging can be used to protect the payload data that is transferred between you and your external partners

    •How the XB60 can provide non-repudiation of origin and receipt for the public side of the connection (assured delivery)

    •How the XB60 integrates with WebSphere MQ File Transfer Edition to facilitate an intra-enterprise file transfer to and from any location inside your enterprise

    7.1.1  Appropriate use

    This scenario demonstrates AS2 communications between the external partner and the B2B gateway representing the internal partner. However, this scenario can be varied to use any of the B2B messaging protocols supported on the XB60. The XB60 V3.8.1.2 firmware supports AS1, AS2, AS3, and ebMSv2 B2B messaging protocols. To vary the scenario to utilize one or more of these protocols you simply need to configure front-side protocol handlers for each protocol, associate them with the B2BFTE_HUB gateway, and configure partner destinations that utilize the B2B protocol.

    There are many ways to vary the WebSphere MQ File Transfer Edition deployment to meet specific needs, using more sophisticated WebSphere MQ File Transfer Edition topologies. These topologies are described in detail in Getting Started with WebSphere MQ File Transfer Edition V7, SG24-7760.

    You might also choose to make the solution highly available. The XB60 provides the ability to provide high availability in an active/standby appliance deployment model. Detailed information about XB60 high availability can be found in the WebSphere DataPower user documentation, which can be downloaded from the IBM information center at:

    http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/index.jsp 

    MQ File Transfer Edition can also be made highly available. Detailed information about WebSphere MQ File Transfer Edition high availability can be found in Getting Started with WebSphere MQ File Transfer Edition V7, SG24-7760.

    7.1.2  Business value

    There is significant business value in combining the WebSphere DataPower B2B Appliance XB60 and WebSphere MQ File Transfer Edition to enable reliable and auditable internal file transfers and securing external file transfers between organizations by providing B2B governance and security at the edge of the network. 

    The following list describes the combined benefits that you can expect from this type of deployment scenario:

    •The XB60 provides exceptional data security and certificate management that is built into the appliance. It provides robust authentication, authorization, and auditing (AAA) capabilities and built-in integration to external repositories. 

    •Access to files is controlled by file system permissions. File transfers can be protected using SSL encryption and authentication.

    •The XB60 provides simplified deployment and ongoing management.

    •The XB60 reduces the need for in-house skills that are typically needed to deploy and manage B2B-enabled file transfer solutions.

    •File transfers can be set up to occur at specified times or dates, or repeated at specified intervals. File transfers can also be triggered by a range of system events, such as new files or updated files.

    •The B2B appliance provides robust logging and support for saving logs to a large variety of log targets utilizing a broad range of log formats. WebSphere MQ File Transfer Edition provides full logging of transfers at both the source and destination systems for internal transfers.

    •The B2B appliance is a hardened drop-in network device that is suitable for DMZ deployments, uses dedicated, tightly optimized hardware and firmware, and has no software to install.

    •The B2B appliance provides the ability for external partners to view the state of their own transactions, and they can be authorized to have the ability to manually resend transactions to themselves.

    •The B2B appliance supports a wide range of protocols to allow flexibility for connecting to external partners with varying skill levels and connectivity capabilities.

    •Dedicated B2B appliances have been shown to reduce deployment and operational costs by as much as 50%. Their use dramatically decreases the testing time and amount of development required to upgrade your environment. Most policies are configuration-driven as opposed to development-driven.

    7.2  Scenario details

    This scenario has one inbound flow and one outbound flow. Each flow uses an internal partner named B2BFTE and an external partner named PARTNER. Trading partners are either internal partners or external partners that are associated with the B2B Gateway service (named B2BFTE_HUB) in the XB60. Each flow also utilizes WebSphere MQ File Transfer Edition agents named AGTNFS and AGTSAFE to move EDI X12 files. This scenario demonstrates both inbound and outbound delivery and reception of AS2 messages, AS2 packaging and unpackaging, and the routing of the payload (file) to and from WebSphere MQ File Transfer Edition.

    7.2.1  Solution components

    This section describes the configuration objects associated with each product in the solution.

    XB60 configuration objects

    This section describes each configuration object used in the XB60 to support this scenario. The XB60 provides the ability to configure the appliance utilizing three options:

    •A web-based graphical user interface

    •A command-line interface 

    •An Extensible Markup Language (XML) SOAP management interface

    For the purposes of this scenario we use the web-based graphical user interface.

    External partner	 profile

    External partner profiles represent the companies that do business with you, the B2B hub owner. External partners must complete a configuration process on their B2B hub to configure an external representation of your profile. After you are connected, external partners can exchange electronic business documents with your hub. In this scenario the external partner's company is represented by a separate application domain named PARTNER configured in the XB60. The external partner profile in this scenario is represented in the B2B gateway (B2BFTE_HUB) by an external profile object named PARTNER.

    Internal partner profile

    The internal partner profile within your hub typically is associated with your company or a department inside your company. Your company typically is responsible for the purchase and construction of the hub product, including definition of the electronic business processes transacted between your company and your external partners. The internal partner's company is represented by a separate application domain named B2BFTE. The internal partner profile in this scenario is represented in your B2B gateway (B2BFTE_HUB) by a profile object named B2BFTE.

    B2B Gateway service

    The B2B Gateway service is a configuration object that is responsible for processing and routing B2B data. All data that passes through the B2B Gateway service is tied to profile management, meaning that partner information is either extracted from the payload or it is set using XSLT. This service automatically extracts partner IDs from EDI X12 and EDIFACT document types based on the standards that govern each B2B document type. Partner IDs are extracted from XML utilizing XPaths configured in the B2B Gateway service. Binary files cannot be parsed for partner IDs and must use the document routing preprocessor in the B2B Gateway service to set the IDs. Additionally, all data that passes through this service is persisted to a hard drive for non-repudiation, and all metadata associated with the transaction is persisted in a data store and is visible to the user in the B2B transaction viewer. The B2B Gateway service in this scenario is named B2BFTE_HUB.

    Multi-protocol gateway service 

    The multi-protocol gateway service is a configuration object that is responsible for processing and routing any data type. It is essentially a secure router and firewall type of service. Unlike the B2B Gateway service, this service does not persist any data and is not tied to profile management or to the B2B viewer. The multi-protocol gateway service in this scenario is named is named MQFTE_INTEGRATION. It is used as a post process attached to the B2B Gateway service for integration with WebSphere MQ File Transfer Edition.

    B2B transaction viewer

    The B2B transaction viewer is used to view all transactions that pass through a B2B Gateway service. This service can be used to manually resend transactions from the XB60 to external partners. You can optionally allow external partners access to view the state of their transactions by using the appliance’s access control and role-based management capabilities.

    MQ File Transfer Edition configuration objects

    This section describes each configuration object used in MQ File Transfer Edition to support this scenario.

    WebSphere MQ queue managers

    The scenario uses two WebSphere MQ queue managers: 

    •QMNFS 

    •QMSAFE

    QMNFS runs on the server with the Network File System (NFS) file share and receives the XML message from the DataPower XB60 to initiate a file transfer. QMNFS is the command and agent queue manager for the AGTNFS agent. The queues that AGTNFS uses to perform a file transfer are managed and found in QMNFS. 

    QMSAFE runs on the Enterprise Service Bus (ESB) server and represents the queue manager for the back-end application that receives or sends a file transfer. QMSAFE is the coordination queue manager for the WebSphere MQ File Transfer Edition environment. QMSAFE also acts as the command and agent queue manager for the AGTSAFE agent. The queues that AGTSAFE uses for the file transfer are managed by QMSAFE. Additionally, interested parties can subscribe to topics associated with the file transfer on QMSAFE through topic strings. Messages published through QMSAFE are for audit and transfer monitoring purposes. 

    Server agents

    AGTSAFE and AGTNFS are both server agents. Server agents make a bindings connection to their queue manager. The bindings connection allows the agents to communicate with their managers through cross-memory calls.

    The server agent is supplied with WebSphere MQ File Transfer Edition Server licensing.

    WebSphere MQ Explorer

    You can administer WebSphere MQ File Transfer Edition with the WebSphere MQ Explorer workbench, using the WebSphere MQ File Transfer Edition GUI plug-in. This plug-in is part of the IBM WebSphere MQ File Transfer Edition Remote Tools and Documentation product.

    WebSphere MQ Explorer is available for Windows and Linux platforms, is supplied with WebSphere MQ, and is in stand-alone form with WebSphere MQ MS0T SupportPac.

    7.2.2  Scenario flow inbound

    Figure 7-1 depicts the inbound data flow for this scenario. 
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    Figure 7-1   Inbound data flow

    The flow shown in Figure 7-1 is:

    1.	The trading partner sends an AS2 message with an EDI X12 payload into the B2BFTE_HUB gateway. The B2B Gateway service uses profile management to verify and validate the partner, ensures that the message adheres to the AS2 standard, verifies that data security is appropriately applied, and removes the AS2 protocol packaging.

    2.	The EDI X12 payload is routed into a multi-protocol gateway service, which uses a processing policy to facilitate integration to WebSphere MQ File Transfer Edition.

    3.	The multi-protocol gateway policy sends the payload to an NFS mount point that is shared between the XB60 and the WebSphere MQ File Transfer Edition.

    4.	The multi-protocol gateway processing policy sends an XML transfer request message to the WebSphere MQ File Transfer Edition command queue. This message triggers the transfer. 

    5.	Steps 5a and 5b happen in parallel:

    a.	An AS2 Message Disposition Notification is sent to the external partner to inform them of the successful file transfer. 

    b.	AGTNFS reads the file from the temporary storage on the Linux file server and sends the file to the AGTSAFE. 

    6.	AGTSAFE writes the file to a file system monitored by a back-end application.

    7.2.3  Outbound data flow scenario

    Figure 7-2 depicts the outbound data flow for this scenario. 
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    Figure 7-2   Outbound data flow

    Figure 7-2 depicts the following process:

    1.	AGTSAFE reads an EDI X12 file from the file system inside the enterprise and sends the file to AGTNFS. 

    2.	AGTNFS writes the EDI X12 file to the temporary storage location being polled by an NFS poller front-side handler in the B2B Gateway service.

    3.	The B2B Gateway service, B2BFTE_HUB, retrieves the EDI X12 file from the temporary file storage location. The B2B Gateway service uses profile management to verify and validate the partners, determines the receiving partner’s destination, and wraps the EDI X12 file in an AS2 messaging envelope based on attributes (such as MDN request, encryption, signature, and compression) configured for the AS2 destination.

    4.	The B2BFTE_HUB gateway sends the AS2 message to the receiving partner over HTTP. 

    5.	The partner sends an AS2 MDN to the B2BFTE_HUB gateway, where it is logged, correlated, and persisted by the B2B Gateway service.

    7.2.4  Protocols

    In this scenario the protocols in use between the external partner and the internal partner on the XB60 are governed by the AS2 standard, which supports HTTP or HTTPS for an application layer protocol. The protocols used for integration with MQ File Transfer Edition are NFS for file integration and MQ for message level integration. WebSphere MQ File Transfer Edition utilizes both MQ and file system protocols to move files from one location to the next.

    7.2.5  Security

    The security and partner management of the DataPower XB60 is not a substitute for WebSphere MQ File Transfer Edition security. Use the security of both offerings together to best mitigate risk.

    WebSphere MQ File Transfer Edition security

    After installation, with no modification, WebSphere MQ File Transfer Edition is unsecured. This might be acceptable for test of evaluation purposes in a protected environment. However, this is not acceptable for production environments.

    WebSphere MQ File Transfer Edition offers security features that allow organizations to control who can invoke file transfer operations, who can read and write files being transferred, and how to protect the integrity of files. This can be done through:

    •Managing authorities for resources specific to WebSphere MQ File Transfer Edition

    Managing authorities for WebSphere MQ File Transfer Edition resources is done through authorization queues associated with each agent. For any file transfer request, the agent processes require a level of access to their local file systems. Additionally, the user initiating the transfer and user ID running the agent process must have authority to use certain WebSphere MQ objects.

    •Managing authorities to access file systems

    The user ID running the agent process must have access to the local file system to read or write files during file transfer. This is controlled through the local operating system.

    •Working with sandboxes

    Sandboxing is a term used to define the action of restricting an agent to a certain area of the file system. The area that the agent is allowed to use is its sandbox. For more information about sandboxing, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/sandboxes.htm

    •Using the agent’s commandPath property

    The commandPath property restricts the locations from which an agent can run commands. By default, the commandPath is empty, so an agent cannot call any commands. Take extreme care when this property is set because any command in one of the specified commandPath properties can be called from a remote client system that is able to send commands to the agent. For more information about this property, see:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/command_path.htm

    •Configuring SSL encryption for WebSphere MQ File Transfer Edition

    Utilize MQ security to establish an SSL-enabled queue manager. 

    •Authority to publish log and status messages

    Agents issue various log, progress, and status messages to the coordination queue manager for publication. The publication of these messages can be secured using MQ Security. 

    For more information about WebSphere MQ File Transfer Edition Security, see the WebSphere MQ File Transfer Edition Information Center:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/security_main.htm

    WebSphere DataPower B2B Appliance XB60 security

    DataPower Appliances meet the toughest security requirements of your networks and have unmatched security assurances with hardware and firmware. The security features of the XB60 are:

    •Purpose-built hardware provides physical security

     –	Sealed, tamper-evident case

     –	No USB ports, external drives, and so on

     –	Default locked-down configuration

     –	Verbose audit log

    •Utilization of a hardened firmware image

     –	Signed and encrypted by IBM

     –	Upgrades in minutes

     –	Optimized, embedded DPOS operating system

     –	Runs no arbitrary software or Java

    •Support for a wide range of security capabilities

     –	Authentication, authorization, and auditing (AAA)

     –	XML security and threat protection

     –	EDIINT AS1, AS2, and AS3 Security (S/MIME)

     –	Transport Layer Security (TLS)

     –	X.509 certificate management

     –	Access control and role-based management

     –	Native integration to popular identity management solutions

    In this scenario Transport Layer Security such as TLS or SSL is not used because we are using data security provided by the Applicability Statement 2 (AS2) protocol. However, it is considered a best practice to use SSL for external connections whenever the data cannot be encrypted using a standard such as AS2. We use AS signatures and AS encryption, and we request a signed, synchronous message disposition notification (MDN). This requires the use of X.509 certificates.

     

    
      
        	
          Additional material: The certificates can be generated by you or you can use the certificates provided in the B2BScenario_Files\certs directory in Appendix C, “Additional material” on page 317.

        
      

    

    Firewall security

    Firewall configuration plays an important role in securing your connections to and from external partners and in protecting the internal network. The external firewall must allow incoming requests from all of the trading partner’s source IP addresses or a range of IP addresses. This can be configured in the outer firewall rules. The method used to configure firewall rules depends on the model and type of firewall being used. 

    The demilitarized zone (DMZ) is a termination point at the edge of the protected network and is typically used to house internet-facing systems. Setting up tight rules on the inner firewall is important for protecting your internal systems. Typically, inner firewall rules are configured to allow only traffic from a mediation server in the DMZ that terminates the connection from the internet and re-establishes the connection through the inner firewall to a system that the files are destined for or to a system that moves the files to a back-end application. 

    For this scenario we need to open a Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) ports for 2049 and 111 to support our use of NFS. 

    7.3  Configuring WebSphere MQ File Transfer Edition

    The configuration for WebSphere MQ File Transfer Edition consists of starting the AGTNFS and AGTSAFE agents and setting up a monitor to trigger file transfers from the C:\B2BFTE\Out directory to the /XB60/b2bfte/Out directory. Files are picked up from the /XB60/b2bfte/Out directory by the XB60 and routed to the external partner over AS2. 

    7.3.1  Security considerations

    When trading files with external partners through a B2B gateway product such as the XB60, the security and governance information for the transfers between the external partner and the B2B hub is contained in the configuration and the protocols used to exchange files. The partners do not know anything about or have any access to the WebSphere MQ File Transfer Edition queue managers and agents. To WebSphere MQ File Transfer Edition, the XB60 is the user. A single agent can be used and partners can be identified in the metadata that the XB60 sends to the agent. For securing internal file transfers, WebSphere MQ File Transfer Edition utilizes MQ Security and has added security to control WebSphere MQ File Transfer Edition functionality. However, for this scenario we do not implement WebSphere MQ File Transfer Edition security.

    7.3.2  Prerequisites 

    WebSphere MQ File Transfer Edition has the following prerequisites:

    •	Installation of WebSphere MQ V7.0 or later

    •Installation WebSphere MQ File Transfer Edition V7.0.2 or later

    7.3.3  Configuration prerequisites

    We assume that the following configuration is in place:

    •The following queue managers have been created with the following listener ports:

     –	QMNFS (1415) on SYSE

     –	QMSAFE (14014) on SYSD

    See “Creating the queue managers” on page 271.

    •The WebSphere MQ File Transfer Edition agents, AGTNFS and AGTSAFE. See “Creating the WebSphere MQ File Transfer Edition agents” on page 281.

    •The XB60 NFS mount point has been exported on the a file server system. Access to the mount point has been granted for the IP address of the machine running WebSphere MQ File Transfer Edition. The file and directory permissions are set to allow read, write, and execute access.

    •Two directories called /b2bfte/In and /b2bfte/out have been created in the /XB60 directory on the system running the NFS share. Be sure that directory permissions allow read, write, and execute for everyone.

    •Two directories called C:/B2BFTE/In and C:/B2BFTE/Out have been created on the target system and have been configured to allow read, write, and execute permissions from everyone.

    7.3.4  Starting AGTNFS

    AGTNFS is used to integrate to the XB60. For this scenario, AGTNFS and the NFS services are running on a Linux system.

    The agent’s purpose for the inbound flow is to pick files up from the shared NFS mount point (/XB60/b2bfte/In) and transfer them to any other agent and directory that is specified in the XML command file used by the XB60 to trigger the file transfer. 

    The agent’s purpose for the outbound flow is to receive a file from any other agent and to write that file to the shared NFS mount point (/XB60/b2bfte/Out) that is being polled by the XB60 for EDI files destined for external partners. 

    1.	To start AGTNFS, log onto the computer running the agent. Navigate to the WebSphere MQ File Transfer Edition bin directory and enter the following command:

    ./fteStartAgent AGTNFS 

    Figure 7-3 illustrates what the response looks like upon a successful start of the agent.
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    Figure 7-3   Start AGTNFS

    2.	Ping AGTNFS to be sure that it is running with the following command:

    ./ftePingAgent AGTNFS 

    Figure 7-4 illustrates what the response looks like upon a successful ping.
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    Figure 7-4   Ping AGTNFS

    7.3.5  Starting AGTSAFE

    AGTSAFE is the target agent for the inbound flow. It writes the inbound EDI file to the C:\B2BFTE\In directory when received from AGTNFS.

    For the outbound flow, AGTSAFE is the source agent. It monitors the C:\B2BFTE\Out directory for EDI files to send to AGTNFS destined for external partners.

    For this scenario, AGTSAFE is running on a Windows system.

    1.	To start AGTSAFE, log onto the computer running the agent.

    2.	Enter a command prompt, navigate to the WebSphere MQ File Transfer Edition bin directory, and enter the following command:

    fteStartAgent AGTSAFE 

    The response is similar to when we started AGTNFS (Figure 7-3).

    3.	Ping AGTSAFE to be sure that it is running:

    ftePingAgent AGTSAFE

    The response is similar to when we pinged AGTNFS (Figure 7-4 on page 119).

    7.3.6  Creating a monitor to poll the outbound directory

    For this scenario we want WebSphere MQ File Transfer Edition to monitor the outbound directory that is being used for sending files outbound through AGTNFS to external partners. We use WebSphere MQ Explorer to configure the monitor.

    1.	Open WebSphere MQ Explorer from the windows Start menu.

    2.	Navigate to IBM WebSphere MQ → Managed File Transfer → QMSAFE → Monitors. Right-click Monitors and select New Monitor. This launches a new view for configuring the monitor (Figure 7-5).
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    Figure 7-5   Create new file transfer monitor - Trigger

    Complete the fields as follows:

    a.	In the New Monitor - trigger view type B2BFTE_POLLER in the Name field.

    b.	In the Directory field type C:\B2BFTE\Out.

    c.	In the File Pattern field type *.* to pick up any file that gets written to the selected directory.

    d.	Be sure that the match pattern radio button is selected. 

    e.	Click the Advanced tab and configure the value for the desired poll interval. For this scenario we use 5 seconds. 

    f.	Click Next to proceed to the next step.

    3.	In this step we configure the transfer characteristics as seen in Figure 7-6. 
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    Figure 7-6   Create new file transfer monitor - To and from agents

    Complete the fields as follows:

    a.	In the From section use the drop-down menu to select AGTSAFE in the Agent field.

    b.	In the From section, in the File field enter C:\B2BFTE\Out\.

    c.	In the To section use the drop-down menu to select AGTNFS in the Agent field.

    d.	In the To File field enter /XB60/b2bfte/Out.

    e.	Leave Binary transfer selected in the Basic Settings section and select Remove source files after completion in the Disposition field. Click Next to continue to the next step.

    4.	We do not send any metadata to the XB60 in this scenario, so we can skip this step. Click Next to continue.

    5.	In the Transfer Summary view click Finish to complete the monitor configuration. 

    6.	Refresh WebSphere MQ Explorer and you will see a new monitor called B2BFTE_POLLER (Figure 7-7).
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    Figure 7-7   Configured Monitors view

    7.4  Configuring WebSphere DataPower B2B Appliance XB60

    This section describes the configuration steps required in the WebSphere DataPower B2B Appliance to implement the scenario flows as depicted in Figure 7-1 on page 114 and Figure 7-2 on page 115:

    •Configuration of an NFS static mount

    •Configuration of an MQ queue manager object

    •Configuration of a multi-protocol gateway service for integrating to WebSphere MQ File Transfer Edition

    •Configuration of Trading Partner Profiles 

    •Configuration of a B2B Gateway service for trading AS2 messages

    The installation of the XB60 is not covered in this book. For information about how to install the appliance, see the installation documentation. For the purposes of this scenario, we configure a B2B gateway in a single domain that acts as your B2B hub. The partner's B2B hub is preconfigured in its own domain to allow us to simulate an external partner without the need for another machine. We assume that you have the proper credentials to log on to the XB60 and perform the configuration.

    7.4.1  Software and hardware prerequisites 

    The prerequisite for XB60 is WebSphere DataPower B2B Appliance Model 9235-62X with firmware Version 3.8.1.2 or later.

    7.4.2  Configuration prerequisites

    We assume that the following configuration is in place:

    •The WebSphere MQ File Transfer Edition agents, AGTNFS and AGTSAFE, are running.

    •You have valid user credentials on the XB60.

    •On the XB60, an application domain other then default has been created for this scenario.

    7.4.3  Configuring a static NFS mount object

    The static NFS mount is needed to support the connection to the NFS directory that is shared between AGTNFS and the XB60. This mount point is used by the multi-protocol gateway policy being used for MQ File Transfer Edition integration. 

    To configure the Static NFS Mount object use the following the steps: 

    1.	From the left navigation menu in the XB60, select Objects → Network Settings → NFS Static Mounts (Figure 7-8). 
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    Figure 7-8   Left navigation menu - NFS

    2.		In the Configure NFS Static Mounts list view, click Add (Figure 7-9 on page 124). 
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    Figure 7-9   Configure NFS Static Mounts list view

    3.	Figure 7-10 illustrates how the configured Static NFS Mount object should look. Fields that are populated with default values might not be displayed.
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    Figure 7-10   NFS Static Mount object

    Complete the fields as follows:

    a.		On the Main tab enter MQFTE_NFS_Mount in the Name field and make sure that the administrative state is enabled. 

    b.	In the Remote NFS Export field enter the IP address or host name of the file server followed by the directory path. For the purpose of this scenario use syse:/XB60.

    c.	Leave all remaining fields with the default values, and then click Apply.

    4.	Save the configuration by clicking Save Config in the upper right corner of the page.

     

    
      
        	
          Troubleshooting tip: You might see that the object is down because the process is carried out asynchronously. Click Configure NFS Static Mounts at the very top of this view and you will be taken back to the list view, where you should see that the mount is now up. If the object still does not come up, you might have the wrong values in the Remote NFS Export field, or the host, NFS, or both, are not accessible. Check to be sure that the NFS mount is up, the directory rights are set correctly, and the host is accessible from the XB60. You can ping the host on the DataPower Troubleshooting page, which is accessible from the Control Panel.

        
      

    

    7.4.4  Configuring an MQ Queue Manager object

    The MQ Queue Manager object is needed to support our connection to the WebSphere MQ File Transfer Edition command queue, which is used to consume the XML command message that triggers the file transfer between AGTNFS and AGTSAFE. This queue manager information is used by the multi-protocol gateway processing policy. 

    To configure the MQ Queue Manager object use the following the steps:

    1.	From the left navigation menu select Network → Other → MQ Queue Manager (Figure 7-11).
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    Figure 7-11   Left navigation menu - MQ Queue Manager

    2.		In the Configure MQ Queue Manager list view, click Add.
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    Figure 7-12   Configure Queue Manager list view

    3.	Figure 7-13 illustrates how the configured MQ Queue Manager object should look. Fields that are populated with default values might not be displayed. 	In the Configure MQ Queue Manager view, the first tab is the Main tab, and it is the only tab that we configure. This scenario does not require the use of the other tab. 
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    Figure 7-13   MQ Queue Manager object

    Complete the fields as follows:

    a.		Enter MQFTE_QMNFS in the Name field and make sure that the administrative state is enabled.

    b.		In the Host Name field enter the IP address or host name of the server running the queue manager followed by the port number. For the purpose of this scenario use syse:1415. 

    c.		In the Queue Manager Name field type QMNFS.

    d.		Leave all remaining fields with the default values, and then click Apply.

    4.	Save the configuration by clicking Save Config in the upper right corner of the page. 

     

    
      
        	
          Troubleshooting tip: You might see that the object will be down because the process is carried out asynchronously. Click Configure MQ Queue Manager at the very top of this view and you will be taken back to the list view, where you should see that the mount is now up. If the object still does not come up, you might have the wrong values in the Host Name, Port, or Queue manager fields, or the host, MQ, or both, is not accessible. Check to be sure that the queue manager is up and that the host is accessible from the XB60. You can ping the host in the DataPower Troubleshooting page, which is accessible from the Control Panel.

        
      

    

    7.4.5  Configuring a multi-protocol gateway for WebSphere MQ File Transfer Edition integration

    The multi-protocol gateway is used to integrate to WebSphere MQ File Transfer Edition through a shared NFS mount point. The gateway uses a custom action to write the file to the file system with a unique file name and to generate and send an XML command message that triggers the file transfer.

    1.	From the left navigation menu of the XB60, select Services → New Multi-Protocol Gateway (Figure 7-14). 
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    Figure 7-14   Left navigation menu - Multi-Protocol Gateway

    2.		In the Configure Multi-Protocol Gateway view the first tab is the General tab and it is the only tab that we configure. This scenario does not require the use of the other tabs (Figure 7-15).
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    Figure 7-15   Configure Multi-Protocol Gateway

    Complete the fields as follows:

    a.		In the Multi-Protocol Gateway Name field enter MQFTE_INTEGRATION.

    b.	In the Type field select dynamic-backend.

    c.		Set the Request Type and Response Type fields to Non-XML.

    3.	Create a multi-protocol gateway policy by clicking the Plus icon (+) next to the drop-down menu (circled in Figure 7-15 on page 129). This opens the Configure Multi-Protocol Gateway Style Policy window (Figure 7-16).
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    Figure 7-16   Configure Multi-Protocol Gateway Policy

    Complete the fields as follows:

    a.		In the Configure Multi-Protocol Gateway Policy view, enter mqfte-integration in the Policy Name field.

    b.		Click New Rule to create the first rule. The rule name is filled in for you and the Match action is automatically added to the pallet (Figure 7-16).

    c.		Change the rule direction to Client to Server.

    d.	Double-click the Match Action icon ([image: ]) to configure it. 

    i.		The Configure a Match Action view is displayed (Figure 7-17). Use the drop-down menu in the Matching Rule field to select All. 
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    Figure 7-17   Configure Match Action view

     

    
      
        	
          Attention: If All is not displayed in the drop-down menu it must be created by following steps ii through viii. If All is displayed select it and skip to step ix.

        
      

    

    ii.	Click the Plus icon next to the Matching Rule field.

    iii.	Click the Matching Rule tab and type All in the Name field.

    iv.	Click Add to add a Matching Rule.

    v.	Select URL in the Matching Type field.

    vi.	Type an asterisk (*) in the URL Match field.

    vii.	Click Apply in the Edit Matching Rule view.

    viii.	Click Apply in the Configure Matching Rule view.

    Figure 7-18 illustrates the steps and how the configured matching rule should look. Fields that are populated with default values might not be displayed.
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    Figure 7-18   Configure matching rule

    ix.	Click Done in the Configure a Match Action view (Figure 7-17 on page 131) and you are returned to the Configure Multi-Protocol Gateway Style Policy view.

    e.	Drag a Transform Action on to the palette to the right of the Match action (Figure 7-19).
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    Figure 7-19   Multi-Protocol Gateway Style Policy - Transform action

    f.	Double-click Transform Action to configure it. Figure 7-20 illustrates how the configured Transform action should look. Fields that are populated with default values might not be displayed.
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    Figure 7-20   Configure Transform action

    To configure these fields:

    i.	Click the Advanced tab, click the drop-down menu for the Input field, and then select INPUT.

    ii.		Be sure that Use XSLT specified in this action is selected in the Use Document Processing Instructions field and click Upload to upload the XSL that we are using for this policy.

    iii.	In the Upload File view click Browse, navigate to the generate-mqfte-request.xsl file, and then click Open. 

     

    
      
        	
          Additional material: The generate-mqfte-request.xsl is located in the Common_Files directory in the download materials.
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    Figure 7-21   Upload XSL File

    iv.	Be sure that Overwrite Existing File is selected, click Upload, and then click Continue in the confirmation box to return to the Advanced tab.

    v.	Configure the parameters used in the generate-mqfte-request.xsl processing control file using Table 7-1. 

    Table 7-1   generate-mqfte-request.xsl parameters

    
      
        	
          Parameter name

        
        	
          Value

        
      

      
        	
          HostName

        
        	
          b2bfte

        
      

      
        	
          UserID

        
        	
          b2bfte

        
      

      
        	
          SrcAgentName

        
        	
          AGTNFS

        
      

      
        	
          SrcAgentQMgr

        
        	
          QMNFS

        
      

      
        	
          MQFTENotificationTarget

        
        	
          dpmq://MQFTE_QMNFS/syse:1415?RequestQueue=SYSTEM.FTE.COMMAND.AGTNFS;SetReplyTo=true

        
      

      
        	
          DestinationURL

        
        	
          dpnfs://MQFTE_NFS_Mount/b2bfte/In/

        
      

      
        	
          SourceDir

        
        	
          /XB60/b2bfte/In/ 

        
      

      
        	
          TargetDir

        
        	
          C:\B2BFTE\In\

        
      

    

    vi.	Click the drop-down menu for the Output field and select OUTPUT.

    vii.	Leave the default values in all other fields and click Done to complete the configuration of the Transform action, returning you to the Configure Multi-Protocol Gateway Style Policy view.

    g.	Click New Rule to create the second rule to be used for the response. The rule name is filled in for you and the Match action is automatically added to the pallet.

    i.	Change the rule direction to Server to Client.

    ii.	Double-click the Match Action and use the drop-down menu to set it to All, and then click Done.

     

     

    h.	Drag a Results action onto the palette to the right of the Match action (Figure 7-22).
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    Figure 7-22   Multi-Protocol Gateway Style Policy - Configure Results action

    Configure the Results action as follows:

    i.	Double-click Results Action to configure it. Figure 7-23 illustrates how the configured Results action should look. Fields that are populated with default values might not be displayed.
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    Figure 7-23   Configure Results action

    iii.		In the Configure Results Action view on the Basic tab type mqfte-notification in the Input field.

    iv.		In the Destination field click the drop-down menu, select var://, and type local/destination.

    v.		Use the default values in the remaining fields and click Done, which returns you to the Configure Multi-Protocol Gateway Style Policy view.

    j.	Click Apply Policy in the Configure Multi-Protocol Gateway Style Policy view.

     

    
      
        	
          Second Results action: After clicking Apply Policy, a second result action is added to the right of the first Results action. This is normal. No configuration of this action is needed.

        
      

    

    k.	Close the Configure Multi-Protocol Gateway Style Policy view by clicking Close Window, which returns you to the Configure Multi-Protocol view (Figure 7-15 on page 129).

    4.		Create an HTTP front-side protocol handler for the multi-protocol gateway by clicking the Plus icon in the Front Side Protocol field. Choose HTTP Front Side Handler from the list.
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    Figure 7-24   Adding a new front side protocol handler

    This launches the Configure HTTP Front Side Handler view (Figure 7-25).
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    Figure 7-25   Configure HTTP Front Side Handler

    Complete the fields as follows:

    i.	In the Configure HTTP Front Side Handler view, on the Main tab type MQFTE_FSH in the Name field.

    ii.	Enter xb60 in the Local IP Address field.

    iii.	In the Port Number field type an unused port number. For this scenario use 30100.

    iv.		Leave the defaults for all other fields and click Apply.

    v.	Click Apply in the Configure Multi-Protocol Gateway view to finish the multi-protocol gateway configuration.

    l.	Save the configuration by clicking Save Config in the upper right corner of the view.

    7.4.6  Configuring trading partner profiles 

    The B2B Partner Profile is the configuration object where the trading partner information is defined. This information includes the profile name, profile type, business IDs, AS security, destinations for document routing, and contact information. A trading relationship consists of, at a minimum, one internal and one external profile. For more detailed information about profile types, see the “B2B Partner Profiles” section in the IBM WebSphere DataPower B2B Appliance XB60 Revealed, SG24-7745.

    Configuring your company's profile (internal)

    To create your internal profile, do the following steps:

    1.	Click B2B Partner Profile from the Control Panel (Figure 7-26). If you are not in the Control Panel, click it on the top of the left navigation menu.
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    Figure 7-26   B2B portion of the control panel

    2.		In the Configure B2B Partner Profile list view, click Add. This takes you to the Configure the Partner Profile Main tab (Figure 7-27).
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    Figure 7-27   B2BFTE internal profile - Main tab

    Configure the following fields:

    a.	In the Name field enter a descriptive name for your internal profile. For this scenario use B2BFTE.

    b.	Choose enabled in the Administrative State field.

    c.	Choose Internal in the Profile Type field.

    d.	In the Partner Business IDs field type zzb2bfte and click Add to add the business ID to the list. Leave the default values in all other fields.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to the next step.

        
      

    

    3.	Configure the partner profile AS Settings tab (Figure 7-28).

    a.	Click the AS Settings tab. The Name field is carried over to the AS Settings panel. Do not change it.
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    Figure 7-28   B2BFTE internal profile - AS Settings tab

    b.		In the Inbound Security section leave the Require Signature and Require Encryption boxes unchecked.

    c.	Click the Plus icon to create a new inbound decryption identification credential. This opens the panel in Figure 7-29.
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    Figure 7-29   AS Settings tab - Crypto Identification Credentials

    	In the Configure Crypto Identification Credentials panel configure the following fields (Figure 7-30):

    i.	In the Name field enter a descriptive name for this credential. For this scenario use B2BFTE_DECRYPT.

    ii.		Choose enabled for the Administrative State field.

    d.	Click the Plus icon next to the Crypto Key field to create and upload the Crypto Key. 
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    Figure 7-30   AS Settings tab - inbound security crypto key

    Complete the fields as follows:

    i.		In the Configure Crypto Key panel, in the Name field, enter a descriptive name for this key. For this scenario use B2BFTE_PVTKEY.

    ii.		Choose enabled in the Administrative State field.

    iii.		Click Upload in the File Name field.

    iv.		On the Upload File to Directory panel, ensure that the source is set to File, click Browse in the File to Upload field, navigate to the b2bfte-privkey.pem file, and then click Open.

     

    
      
        	
          Additional material: The b2bfte-privkey.pem file is located in the B2BScenario_Files\certs directory.

        
      

    

    v.	Ensure that Overwrite Existing File is selected, click Upload, and then click Continue in the confirmation box to return to the Configure Crypto Key view.

    vi.	Private keys require a password. The keys for this scenario are set to use datapower as the password. Type datapower in both password fields.

    vii.		Ensure that the Password Alias field is set to off, and click Apply to return to the Configure Crypto Identification Credentials panel.

    e.	Now that we are back on the Configure Crypto Identification Credentials panel (Figure 7-29 on page 141), we need to upload the certificate that is associated with the key. Click the Plus icon next to the Certificate field to create or upload the certificate (Figure 7-31).
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    Figure 7-31   AS Settings tab - Crypto identification credentials - Certificate

    f.	The next panel is the Configure Crypto Certificate panel. Figure 7-32 shows this panel, along with the panels required to upload the certificate.
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    Figure 7-32   AS Settings tab - inbound security crypto certificate

    In the Configure Crypto Certificate panel, configure the following fields:

    i.	In the Name field, enter a descriptive name for this certificate. For this scenario use B2BFTE_PUBCERT.

    ii.	Choose enabled in the Administrative State field.

    iii.	Click Upload in the File Name field. Ensure that the source is set to File.

    iv.	Click Browse in the File to Upload field, navigate to the b2bfte-sscert.pem file, and click Open.

     

    
      
        	
          Additional material: The b2bfte-sscert.pem file is located in the B2BScenario_Files\certs directory.

        
      

    

    v.		Be sure that Overwrite Existing File is checked, click Upload, and click Continue in the confirmation box to return to the Configure Crypto Certificate panel. 

    vi.		In the Configure Crypto Certificate panel, leave the password fields blank. They are not needed for the public self-signed public certificate.

    vii.	Be sure that the Password Alias and Ignore Expiration Dates fields are set to off, and click Apply to return to the Configure Crypto Identification Credentials panel.

    g.	In the Configure Crypto Identification Credentials panel, leave the Intermediate CA Certificate field empty and click Apply to return to the AS Security tab. Figure 7-33 illustrates the completed decryption credentials configuration.
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    Figure 7-33   AS Settings tab - Crypto Identification Credentials - Finished

    h.	In the AS Settings view, in the Outbound Security section, be sure that the Sign Outbound Messages box is checked and click the Plus icon to create a new Outbound Signing Identification Credential (Figure 7-34).
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    Figure 7-34   B2BFTE internal profile - AS Settings tab - Step C

    This opens the Configure Crypto Identification Credentials panel (Figure 7-35).
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    Figure 7-35   B2BFTE internal profile - AS Settings tab - Outbound security

    Configure the following fields:

    i.		In the Name field enter a descriptive name for this credential. For this use B2BFTE_SIGNATURE (Figure 7-35).

    ii.		Choose enabled in the Administrative State field.

    iii.		We use the same certificates for signing and decryption. Because we already imported the key and certificate for the decryption credentials, click the drop-down menu and select B2BFTE_PVTKEY for the Crypto Key and B2BFTE_PUBCERT for the certificate.

    iv.		Leave the Intermediate CA Certificate field empty because we are using self-signed certificates.

    v.		After both credentials are configured click Apply, which puts you back into the AS Settings view (Figure 7-34 on page 145).

    i.		With the addition of the Signing Identification Credential, a Signing Digest Algorithm field now appears under the Credential field. Leave this set to sha1 and leave all remaining fields set to their default values.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to the next step.

        
      

    

    4.	Because we are not using the ebMS protocol, we do not need to configure the ebMS Settings tab of the B2B partner profile.

    5.	Configure the Destinations tab:

    a.		Click the Destinations tab (Figure 7-36). The Name field will carry over to the Destinations view. Do not change it.
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    Figure 7-36   B2BFTE internal profile - Add destination

    b.		In the Destinations view click Add to add a destination to this profile. Because this profile is an internal profile, the destination typically will be a system or application inside your private network. For the purpose of this scenario, use HTTP as the destination. This is the handler/listener that you created in the multi-protocol gateway that you created earlier in this chapter (Figure 7-37).
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    Figure 7-37   B2BFTE internal profile - HTTP destination

    Configure the following fields:

    i.	Enter a descriptive name in the Destination Name field. For the purpose of this scenario use B2BFTE_HTTP_MQFTE_INT.

    ii.		Leave all of the boxes checked in the Enable Document Type section. This allows your internal profile to accept and produce all supported file types.

    iii.		In the Connection section use the drop-down menu to select http:// as the Destination URL and type and use xb60:30100/?DestAgentName=AGTSAFE&DestAgentQMgr=QMSAFE as the address. 

     

    
      
        	
          Troubleshooting tip: Information to the right of the question mark (?) is used as input to the XSL used in the MQ FTE Proxy Multi-Protocol gateway. Be sure to type the URL exactly as seen in this step, as it is case sensitive. If the file is not moved from the input directory (/XB60/b2bfte/In) to the destination directory (C:\B2BFTE\In), the problem is usually that the URL is incorrect. 

        
      

    

    iv.		Change the connection timeout to 120 seconds.

    v.		Leave the User Name and Password fields blank because we are not using basic authentication.

    vi.	Click Apply inside the Destination configuration view to return to the destination list.

    6.		Configuring the Partner Profile Contacts tab is optional. We do not configure contacts for this scenario.

    7.	Now that the internal profile is completely configured click Apply for the profile. 

    8.	Save the profile by clicking Save Config in the upper right corner of the web page.

    Configure your partner's profile (external)

    Configuring your external partner’s profile is done in the same manner in which you configured the internal partner profile. This section does not revisit the steps at the same level of detail as done in the internal partner section. However, certain steps and changes to the required fields are presented here for you to use in the creation of the profile.

    1.	After creation of the internal profile you should be back in the B2B Partner Profile list view. If not, expand Services in the left navigation menu and click B2B Partner Profile.

    2.		Click Add to configure the external profile.

    3.		Configure the Partner Profile Main tab. Figure 7-38 illustrates how the configured external partner Main tab should look. Fields that are populated with default values might not be displayed.
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    Figure 7-38   B2BFTE external profile - Main tab

    Complete these fields as follows:

    a.	In the Name field enter a descriptive name your partner's external profile. For this scenario use PARTNER.

    b.		Choose enabled in the Administrative State field.

    c.		Optional: Add comments that describe this profile.

    d.		Choose External in the Profile Type field.

    e.		In the Partner Business IDs field enter your ID. For this scenario type zzpartner and click Add to add each business ID to the list. Leave the defaults in all remaining fields.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to the next step.

        
      

    

    f.	Configure the partner profile by clicking the AS Settings tab. This places you in the view used to configure AS security (Figure 7-39).
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    Figure 7-39   B2BFTE external profile - AS Settings tab

    To create the configuration that you see here, take the following steps:

    a.	The Name field carries over to the AS Settings panel. Do not change it.

    b.		In the Inbound Security section click the Plus icon to create a new inbound signature validation credential.

    i.	In the Configure Crypto Validation Credentials panel, in the Name field enter a descriptive name for this credential. For this scenario use PARTNER_SIG.

    ii.		Choose enabled in the Administrative State field.

    c.		Click the Plus icon next to the Certificates field to create or upload the partner certificate.

    i.		In the Configure Crypto Certificate panel, in the Name field, enter a descriptive name for this certificate. For this scenario use PARTNER_CERT.

    ii.		Choose enabled in the Administrative State field.

    iii.		Click Upload in the File Name field.

    d.		In the Upload File panel be sure that the source is File, click Browse in the File to Upload field, navigate to the partner-sscert.pem file, and click Open.

     

    
      
        	
          Additional material: The partner-sscert.pem file is located in the B2BScenario_Files\certs directory.

        
      

    

    	Be sure that Overwrite Existing File is checked, click Upload, and click Continue in the upload success box. This take you back to the Configure Crypto Certificate panel. 

    e.		Leave the password fields blank. This is a public certificate, so there is no need for a password.

    	Be sure that the Password Alias and Ignore Expiration Date fields are set to off and click Apply. This take you back to the Configure Crypto Validation Credentials panel. 

    f.		In the Configure Crypto Validation Credentials panel accept the default value, Match exact certificate or immediate issuer, in the Certificate Validation Mode field.

    	Be sure that the Use CRL field is set to off and click Apply. This take you back to the AS Settings panel.

    g.		On the AS Settings tab (Figure 7-39 on page 151), set the MDN SSL Proxy Profile to (none) and leave the default values for all the remaining fields.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to the next step.

        
      

    

    4.	Configure the Partner Profile Destinations tab as shown in Figure 7-40. 
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    Figure 7-40   B2BFTE external profile - Destinations tab

    Complete these fields as follows:

    a.	The Name field carries over into the Destinations tab. Do not change it.

    b.		In the Destinations section click Add to add a destination to this profile. For this scenario we use an AS2 destination.

    Figure 7-41 shows the configured destination.
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    Figure 7-41   B2BFTE external profile - AS2 destination configuration

    To create this configuration:

    i.		Enter a descriptive name in the Destination Name field. For this scenario use PARTNER _AS2.

    ii.		Leave all of the boxes checked in the Enable Document Type section. This allows this profile to accept and produce all supported file types.

    iii.		In the Connection section, use the drop-down menu to select as2:// as the Destination URL Type and type xb60:30002 as the address. This displays the AS2 Destination configuration view as seen in Figure 7-41 on page 153. 

    iv.		Change the connection timeout to 120 seconds.

    v.		Leave the User Name and Password fields blank because we are not using basic authentication. 

    vi.		In the AS Outbound Security section, leave the Send Messages Unsigned box unchecked. We want messages to be signed based on the settings in the AS security configuration in the sending partner’s profile.

    vii.		Place a check in the box next to the Encrypt Messages field. An Encryption Certificate field is now visible. This allows us to encrypt the payload data that we send to the partner.

    viii.		In the Encryption Certificate field use the drop-down menu and select the same public certificate credential that we created for validating signatures, PARTNER_CERT, and leave the encryption algorithm as 3des.

    ix.		In the Advanced AS Behavior section, leave the Compress Messages box unchecked.

    x.		Place a check in the box next to the Request MDN field. This makes additional MDN fields visible, allowing us to request an MDN back from the partner verifying that they received the file.

    xi.		Set the Time to Acknowledge field to 120. Because we use sync MDNs, we want the timeout to be smaller than the default of 30 minutes (1800 ms).

    xii.		Place a check in the box next to the Request Signed MDN field. This makes the Request MDN Signing Algorithms field available. These settings allow us to request that the returned MDN be signed.

    xiii.	Leave the Request MDN Signing Algorithms field set to sha1,md5.

    xiv.		Leave the Attempt Message Retransmission box unchecked. This setting is used if you want to configure automatic resends to be used in the event that an MDN is not received.

    xv.	Click Apply in the Destination box to return to the Destination List. You might need to scroll back to the top of the page after creating the destination to see the configured fields.

    5.	Now that the external profile is completely configured, click Apply for the profile.

    6.	Click Save Config in the upper right of the web page to persist the changes.

    	When both profiles are added correctly you will see a profile list view like Figure 7-42.
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    Figure 7-42   Partner profiles list view - Finished

    7.4.7  Configuring the B2B gateway

    Your B2B gateway is the primary B2B hub and is depicted in the scenarios as the owner of the XB60. In this section you are configuring the B2BFTE_HUB B2B gateway to trade with a single partner's B2B hub. The partner's B2B hub can be any AS2 interoperable product. However, for the purpose of this exercise we simulated the partner's B2B hub in a separate domain on the same XB60 being used for this scenario. 

    To configure the B2B gateway:

    1.	Expand Services in the left navigation menu of the XB60 and click B2B Gateway Service.

    2.		In the Configure B2B Gateway list view, click Add.

    3.		Configure the B2B Gateway Main tab as shown in Figure 7-43.
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    Figure 7-43   B2BFTE_HUB Gateway - Main tab

    Complete these fields as follows:

    a.	Enter the B2B gateway name in the Name field. For the purpose of this scenario use B2BFTE_HUB.

    b.		Choose enabled in the Administrative State field.

    c.		Optional: Add comments that describe this gateway.

    d.		Accept the defaults for the Document Storage Location and XML Manager fields.

    e.	In the Document Routing section create and configure an AS2 front side handler. This handler is used to receive AS2 messages and MDNs from the trading partner. 

    i.		Click the Plus icon to create a new handler and choose AS2 Front Side Handler from the list of handlers. This launches the Configure AS2 Front Side Handler view. 	Figure 7-44 illustrates how the configured AS2 front side handler should look. Fields that are populated with default values might not be displayed.
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    Figure 7-44   B2BFTE_HUB Gateway - AS2 front side protocol handler

    ii.	In the Main tab, for the Name field enter B2BFTE_AS2.

    iii.	Choose enabled in the Administrative State field.

    iv.		Optional: Add comments that describe this handler.

    v.		Type xb60 in the Local IP Address field.

    vi.		In the Port Number field enter 30101.

    vii.		Take the default values for all other fields and click Apply.

    viii.	Click the + Add link to add the listener to the Front Side Protocol list.

     

    
      
        	
          Troubleshooting tip: The AS2 front side handler is an http listener where external partner’s are sending AS2 messages to you. Optionally, you can use SSL with the front side handler if you want to provide connection security in addition to the data security that AS2 already offers. The steps for using SSL with AS2 are not documented in this book. Refer to the Xb60 user documentation for instructions on how to configure an SSL Proxy. The port number is any port that you want the AS2 handler to listen on. Be sure that your partner has access to the port from the internet or that the external firewall is routing data to the port being used. 

        
      

    

    f.	In the Document Routing section create and configure an NFS Poller Front Side Handler. This handler is used to receive files from the NFS file share that is associated with MQ FTE.

    i.	Click the Plus icon to create a new handler. This launches a new view (Figure 7-45).
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    Figure 7-45   B2BFTE_HUB Gateway - NFS Poller Front Side Protocol Handler

    ii.	Choose NFS Poller Front Side Handler from the list of handlers.

    iii.		On the Main tab, in the Name field enter B2BFTE_NFS.

    iv.		Choose enabled in the Administrative State field.

    v.		Optional: Add comments that describe this handler.

    vi.		In the Target Directory field enter dpnfs://MQFTE_NFS_Mount/b2bfte/Out/.

    vii.		In the Delay Between Polls field type 5000.

    viii.		In the Input File Match Pattern field type a period (.) to match all.

    ix.		Make sure that the Delete Input File on Success field is set to on. Files must be deleted after they are picked up, otherwise they are picked up again during the next poll cycle.

    x.		Make sure that the Delete File on Processing Error field is set to on. It is common for the file to error because the partner’s hub is down. We want these failed transfers to be resent to the partner from the gateway, not kept in the directory.

    xi.		Make sure that the Generate Results File field is set to off. 

    xii.		Accept the default values for all other fields and click Apply.

    xiii.		Click the + Add link to add the poller to the Front Side Protocol list.

     

    
      
        	
          Troubleshooting tip: The NFS Poller Front Side Handler is a poller that is polling the NFS directory that is shared with WebSphere MQ File Transfer Edition. It is looking for files to send to the external partner’s AS2 Listener. If your NFS mount point is inside the protected network you need to be sure that the inner firewall has a rule that allows the XB60 to send data over the NFS ports being used (typically 2049 and 111). Your internal network security policies govern where the NFS share is located and how it is protected. If files are not being picked up, your target directory value might be wrong or AGTSAFE might be down and is not sending files to /XB60/b2bfte/Out.

        
      

    

    xiv.	In the Attach Partner Profiles section click the drop-down menu, select B2BFTE, and click Add. Click the drop-down menu again, select PARTNER, and click Add. This associates the profiles that you created in 7.4.6, “Configuring trading partner profiles” on page 139 with your B2B gateway.

    g.	Skip the Active Profile Groups section. We do not use them for this scenario.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to the next step.

        
      

    

    4.	Configure the Archive tab as shown in Figure 7-46.

     

    
      
        	
          Troubleshooting tip: The Archive tab is used to automatically keep the B2B document and metadata storage areas clean. There are two modes: 

          •Archive and Purge 

          •Purge Only

          Perform capacity planning to determine how much drive space you need to support your retention policies. In certain cases, you will need more space than is available on the DataPower device’s hard drive and you will need to store B2B payloads off device using one of the external hard drive storage options. See the XB60 user documentation for details on using external drives with the appliance.
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    Figure 7-46   B2BFTE_HUB Gateway - Archive tab

    Complete these fields as follows: 

    a.	The Name field carries over to the Archive panel. Do not change it.

    b.		In the Archive Mode field use the drop-down menu and select Purge Only.

    c.		Accept the defaults for all of the other fields.

     

    
      
        	
          XML and Advanced tabs: The XML tab is used to configure XPath locations of sender and receiver IDs in XML payloads. The Advanced tab is used to configure advanced B2B gateway properties, such as default URL fields for asynchronous MDNs, gateway priority, and the Document Routing Preprocessor to use for binary file routing. We are using EDI payloads for this scenario and have no need for XML XPaths and advanced functions, so we can skip the configuration of these two tabs. 	

        
      

    

    5.		Now that the B2B gateway is completely configured, save the service by clicking Apply. 

    6.	Click Save Config to persist your changes. 

    Figure 7-47 illustrates how the fully configured B2BFTE_HUB B2B Gateway service should look. Fields that are populated with default values might not be displayed.
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    Figure 7-47   B2BFTE_HUB Gateway - Finished

    7.5  Testing inbound and outbound flows

    In this section we test our configuration of the XB60’s B2B objects and WebSphere MQ File Transfer Edition using the flows described in 7.2.2, “Scenario flow inbound” on page 114, and 7.2.3, “Outbound data flow scenario” on page 115.

    We simulate the partner's B2B gateway by using a separate domain on the same XB60 device instead of relying on a partner connection over the internet. The simulated partner’s hub disposes of the payload and persists the metadata and all information needed to verify that the AS2 transaction is successful. 

     

    
      
        	
          Download materials: The exported PARTNER domain is available in the Common_Files directory provided in Appendix C, “Additional material” on page 317. You also must import the certificates for the PARTNER and B2BFTE profiles after importing the domain. The certificates can be found in the B2BScenario_Files\certs folder in Appendix C, “Additional material” on page 317. 

        
      

    

    7.5.1  Inbound AS2 flow testing

    In this test case, we receive an EDI document from the partner's B2B gateway, PARTNERHUB, which wraps the EDI file in an AS2 header and sends it to the B2B gateway, B2BFTE_HUB. This B2B gateway receives the AS2 message, verifies security and partner information, and routes the payload to a multi-protocol gateway that integrates the XB60 to WebSphere MQ File Transfer Edition. After we have successfully written the file to the directory and sent the XML transfer command message, the XB60 sends a MDN back to the partner’s B2B gateway informing it that the transfer was successful. To trigger the flow from the partner, we post the EDI file to a listener in the partner’s gateway. This can be accomplished with any HTTP client utility, such as NetTool or CURL. Figure 7-48 and the text that follows describe the test for the inbound data flow in more detail.
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    Figure 7-48   Inbound flow - Component view

    The following steps describe the inbound test flow:

    1.		We use an HTTP client utility to post the sample EDI file to the simulated Partner’s HTTP listener. 

     

    
      
        	
          Additional material: The EDI file sent from the partner to the B2BFTE_HUB gateway for testing is included in the additional materials for this book. You can find it in B2BScenario_Files\sample_files\partner_b2bfte.edi. For more information, see Appendix C, “Additional material” on page 325. Uncompress this directory onto the desktop that is used to connect to the XB60 and post it to:

          http://IP Address of the XB60:30003

        
      

    

    2.	The PARTNERHUB B2B gateway parses the RAW EDI file, recognizes that it is EDI X12, and extracts the sender and receiver information from the file. Figure 7-49 shows where the sender and receiver information is located in the EDI file.

    
      
        	
          ISA*00*ASCENTIAL *01*92511930  *zz*partner        *zz*b2bfte *940401*0942*U*00201*000000002*0*T*>

          GS*PO*006250740*3122721850*940401*0942*1*X*002003

          ST*850*1   

          BEG**BY*ab100**931028

          NTE**This is a header message

          SHH*DD*001*930701

          N1*BT*Distributor Co

          N3*2345 Waukegan Rd*E100

          N4*Bannockburn*IL*60015*US

          PO1*1*500*EA*45.26**IN*800-ABT1

          NTE**Please paint this blue

          PO1*1A*1000*EA*22.12**IN*900-ABT1

        
      

    

    Figure 7-49   Sample Inbound EDI file - partner_b2bfte.edi

    3.	The PARTNERHUB B2B gateway wraps the file in an AS2 envelope and sends the AS2 packaged file to the B2BFTE_HUB B2B gateway.

    4.		The B2BFTE_HUB B2B gateway receives the AS2 message at the AS2 front side handler and extracts the sender and receiver information from the AS2 headers. Figure 7-50 shows where the sender and receiver information is located in the AS2 message. 

    
      
        	
          POST / HTTP/1.1

          Host: xb60:30003

          Cookie: 

          Via: 1.1 AQAAAGWFAHA=

          X-CLIENT-IP: 213.98.90.21

          Date: Tue, 27 Jan 2009 11:07:40 GMT

          AS2-From: zzpartner

          AS2-To: zzb2bfte

          AS2-Version: 1.1

          Message-ID: <ea7bf663-1539-4ca9-910e-e9b4c0025427@xb60>

          Subject:  zzpartner To zzb2bfte

          Disposition-Notification-To: ignored@example.com

          Disposition-Notification-Options: signed-receipt-protocol=optional, pkcs7-signature; signed-receipt-micalg=optional, sha1,md5

          Recipient-Address: as2://xb60:30003/

        
      

    

    Figure 7-50   Sample AS2 message envelope

    5.		The B2BFTE_HUB B2B gateway unpackages the AS2 Envelope, looks up the partner information, and verifies that the partners exist and are allowed to trade EDI documents. It looks at the destination that is configured for the receiving (internal) profile (B2BFTE), delivers the payload to the /XB60/b2bfte/In NFS directory, generates the XML transfer command XML message, and transfers it to the WebSphere MQ File Transfer Edition system command queue.

    6.	The B2BFTE_HUB B2B gateway sends an MDN to the partner to inform them that the AS2 message was successfully received.

    7.	WebSphere MQ File Transfer Edition reads the XML transfer command XML message and triggers a transfer between AGTNFS and AGTSAFE.

    8.	AGTSAFE writes the EDI file to the C:\B2BFTE\In directory.

    Viewing the results

    Now let us view the transaction in the XB60's B2B Transaction Viewer. Log on to the XB60, and click B2B Transaction Viewer from the menu. This displays the B2B Viewer panel (Figure 7-51). 
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    Figure 7-51   XB60 B2B Viewer - Inbound EDI to B2BFTE 

    	In this example, you can see that #4300 is the inbound transaction from zzpartner destined for zzb2bfte and was processed by the B2B gateway named B2BFTE_HUB. You can see that the file represented by the message ID came into your AS2 front side handler and was sent to the multi-protocol gateway. You can also see that the gateway sent an MDN to the partner in the MDN Sent and MDN Status columns of the viewer. If you want to see the inbound, outbound, MDN, and content payload files, you can click the Transaction Set ID and choose the appropriate file.

    Next we log on to the system running WebSphere MQ File Transfer Edition and launch the WebSphere MQ Explorer. On the Navigation bar we scroll down to Managed File Transfer and click Transfer Log. You will see the status of the transfer in the WebSphere MQ Explorer Content view and the progress view at the bottom of the panel. Figure 7-52 shows how the view should look.
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    Figure 7-52   WebSphere MQ Explorer - inbound EDI from AGTNFS to AGTSAFE

    In this example, you can see that the file was picked up by AGTNFS from the /XB60/b2bfte/Out directory and transferred to AGTSAFE, which wrote the file to C:\B2BFTE\In at the final destination. You can also see that the file was a success by looking at the completion state.

    7.5.2  Outbound AS2 flow testing

    In this test case, we use a feature in WebSphere MQ File Transfer Edition that allows us to monitor a directory using a polling cycle to trigger the outbound data flow. The monitor initiates the transfer of the EDI file. AGTSAFE reads the file from the source directory and transfers it to AGTNFS. AGTNFS writes the file to the target directory. The B2BFTE_HUB polls the target directory, finds the EDI file and picks it up, parses the file for sender and receiver information, verifies that the profiles are allowed to trade EDI files, wraps the EDI file in AS2 based on the destination configuration in the external partner profile, and sends the AS2 message to the external partner. Upon receipt of the file, the external partner sends an MDN back to the B2BFTE_HUB gateway indicating that the transfer was successful. Figure 7-53 and the text that follows describe the outbound data flow in more detail.

     

    
      
        	
          Simulating the partner: The simulated partner configuration in the PARTNER domain of the XB60 is designed to consume the EDI payload and throw it away. In a real-world scenario your external partner would route the EDI payload to the appropriate systems.
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    Figure 7-53   Outbound flow - Component view

    The following steps describe the outbound test flow:

    1.	The sample EDI file is copied to the directory that is being monitored by WebSphere MQ File Transfer Edition. The monitor was configured in 7.3.6, “Creating a monitor to poll the outbound directory” on page 121.

     

    
      
        	
          Additional material: The EDI file transferred from the B2BFTE_HUB gateway to the partner can be found in Appendix C, “Additional material” on page 317. The b2bfte_partner.edi file is located in the B2BScenario_Files\sample_files directory. Place this directory on the desktop being used to connect to the XB60.

        
      

    

    2.	The monitor triggers the outbound flow based on the presence of the EDI file in the directory that it is monitoring. AGTSAFE picks up the file from C:\B2BFTE\Out and transfers the file to AGTNFS, which writes the file to the /XB60/b2bfte/Out directory.

    3.	The B2BFTE_HUB polls the NFS directory, picks up and parses the RAW EDI file, recognizes that it is EDI X12, and extracts the sender and receiver information from the file. Figure 7-54 shows where the sender and receiver information is located in the EDI file.

    
      
        	
          ISA*00*ASCENTIAL *01*92511930  *zz*b2bfte         *zz*partner *940401*0942*U*00201*000000002*0*T*>

          GS*PO*006250740*3122721850*940401*0942*1*X*002003

          ST*850*1   

          BEG**BY*ab100**931028

          NTE**This is a header message

          SHH*DD*001*930701

          N1*BT*Distributor Co

          N3*2345 Waukegan Rd*E100

          N4*Bannockburn*IL*60015*US

          PO1*1*500*EA*45.26**IN*800-ABT1

          NTE**Please paint this blue

          PO1*1A*1000*EA*22.12**IN*900-ABT1

        
      

    

    Figure 7-54   Sample outbound EDI file - b2bfte_partner.edi

    4.	 	The B2BFTE_HUB gateway wraps the file in an AS2 envelope based on the external partner profile destination and sends the AS2 packaged file to the PARTNERHUB B2B gateway. Figure 7-55 shows where the sender and receiver information is located in the AS2 message.

    
      
        	
          POST / HTTP/1.1

          Host: xb60:30002

          Cookie: 

          Via: 1.1 AQAAAGWFAHA=

          X-CLIENT-IP: 213.98.90.21

          Date: Tue, 27 Jan 2009 11:08:40 GMT

          AS2-From: zzb2bfte

          AS2-To: zzpartner

          AS2-Version: 1.1

          Message-ID: <fx3bf663-25t9-4ca9-910e-e9b4c023456@xb60>

          Subject:  zzpartner To zzb2bfte

          Disposition-Notification-To: ignored@example.com

          Disposition-Notification-Options: signed-receipt-protocol=optional, pkcs7-signature; signed-receipt-micalg=optional, sha1,md5

          Recipient-Address: as2://xb60:30002/

        
      

    

    Figure 7-55   Sample outbound AS2 message envelope

    5.		The PARTNERHUB B2B gateway unpackages the AS2 envelope, looks up the partner information, and verifies that the partner profiles exist and are allowed to trade EDI documents. It looks at the destination that is configured for the receiving profile and delivers the payload. In this scenario we dispose of the payload.

    6.	The PARTNERHUB sends an MDN to your B2BFTE_HUB gateway to inform you that the AS2 message was successfully received.

    Now let us view the transaction in the XB60's B2B transaction viewer. Log on to the XB60 and click B2B Transaction Viewer from the menu. This displays the B2B Viewer panel (Figure 7-56). 
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    Figure 7-56   B2B transaction viewer

    In this example, you can see that #4301 was the outbound transaction sent from zzb2bfte to zzpartner, and the file was processed by the B2B gateway named B2BFTE_HUB. You can see that the file came from the NFS file share and was sent to the external partner using an AS2 protocol and destination.You can also see that you received an MDN from the partner in the MDN Received and MDN Status column. If you want to see the inbound, outbound, MDN, and content files, you can click the Transaction Set ID and choose the appropriate file.

    Next log on to the system running WebSphere MQ File Transfer Edition and launch WebSphere MQ Explorer. On the Navigation bar scroll down to Managed File Transfer and click Transfer Log. You will see the status of the transfer in the WebSphere MQ Explorer Content view and the progress view at the bottom of the panel. Figure 7-57 shows how the view should look.
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    Figure 7-57   WebSphere MQ Explorer - Outbound EDI from AGTSAFE to AGTNFS

    In this example, you can see that the file was picked up by AGTSAFE from the C:\B2BFTE\Out directory and transferred to AGTNFS. AGTNFS wrote the file to the /XB60/b2bfte/Out directory, which is being polled by the XB60 B2BFTE_HUB gateway. You can also see that the file was a success by looking at the completion state.

    7.6  Troubleshooting tips

    This section describes the common configuration mistakes, and that can cause the configuration in this scenario to fail.

    7.6.1  Protocol failure error in the viewer

    The protocol failure error (Figure 7-58) is typically caused when the XB60 cannot reach the back side of the flow. For this scenario the back side is the destination of the internal partner profile (B2BFTE).
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    Figure 7-58   B2B Viewer - Protocol failure

    On the inbound flow we use the multi-protocol gateway service as a post process to integrate to WebSphere MQ File Transfer Edition. Because the viewer is meant to be an at-a-glance view of the state of the transaction, we need to get more details about the error. To do this we look into the XB60’s System Log. Do this by expanding the Status drop-down menu in the XB60 navigation menu and clicking System Logs. Figure 7-59 shows the error in the XB60 System Log. Notice that the log is more verbose.
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    Figure 7-59   XB60 System Log - Protocol failure

    You can see from the log that the multi-protocol gateway received the file, but it did not deliver it to the NFS mount point. Use the following steps to troubleshoot this error.

    1.	Look at the NFS mount point that you configured in 7.4.3, “Configuring a static NFS mount object” on page 124:

    a.	If it is up, then proceed to step 2. 

    b.	If it is down, check to be sure that the server running NFS is accessible and that all of the directories have the appropriate permissions. Also, check to be sure that the Remote NFS Export field is filled in with the correct information.

    2.	Look at the multi-protocol gateway processing policy that you configured in 7.4.5, “Configuring a multi-protocol gateway for WebSphere MQ File Transfer Edition integration” on page 128. Open the policy and look at the transform rule on the Advanced tab.

    Be sure that the DestinationURL parameter has the proper value in it. This value must point to the DataPower mount point and the exact directory under that mount point. Linux is case sensitive, so be sure that the case matches the exact directory structure created on the Linux system. The most common area for error is forgetting to add the trailing front slash at the end of the URL. 

     

    
      
        	
          Tip: In this scenario, the correct value for the DestinationURL parameter is:

          dpnfs://MQFTE_NFS_Mount/b2bfte/In/

        
      

    

    After resolving any issues related to the steps above you now should be able to successfully receive an inbound file.

     

    
      
        	
          Tip: This same error is seen in the B2B viewer if the a queue manager is down. However, the log tells you that the queue manager cannot be reached. The troubleshooting steps are the same for the queue manager, except that you look at the MQ Queue Manager object in the XB60, the system running WebSphere MQ File Transfer Edition, and in the Multi-Protocol processing policy you look at the MQFTENotificationTarget parameter.

        
      

    

    7.6.2  MDN and processing error

    The MDN processing error (Figure 7-59 on page 171) typically is caused when the XB60 has an issue with the MDN that was received from the external partner. It can be due to a malformed MDN or problems with the signature used for the MDN.
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    Figure 7-60   MDN Processing Error - B2B Viewer

    Because we are requesting signed MDNs, getting this error in the outbound flow likely means that something is wrong with our signature. Because the viewer is meant to be an at-a-glance view of the state of the transaction, we need to get more details about the error. To do this we look into the XB60’s System Log. Do this by expanding the Status drop-down menu in the XB60 navigation menu and clicking System Logs. Figure 7-61 shows you how the error looks in the XB60 System Log.
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    Figure 7-61   MDN Processing Error - XB60 System Log

    You can see from the system log that we were unable to verify the signature that was applied to the MDN that we received. Because the partner is responsible for signing outbound documents with its private key, this error likely means that we are not using the correct certificate in the PARTNER profile in our B2BFTE domain. Check the profile’s AS Security tab in the inbound security section and be sure that you are using the partner’s public certificate to verify signatures. The certificate that we need to use is partner-sscert.pem.

    After you resolve the certificate error, you should be able to successfully send outbound files to PARTNER and process the signed MDN.

  
[image: ]
[image: ]

Integrating partner transfers with internal ESB

    In this chapter we outline another common scenario for transferring files between organizations. This scenario uses a gateway, but does not use the typical business-to-business (B2B) protocols. Instead we show how to implement a gateway with a common application layer protocol. This scenario uses partner profile management at the edge of the network and a file transfer backbone inside the protected network to move files securely between external partners and back-end systems.

    This scenario integrates the IBM WebSphere DataPower B2B Appliance XB60 with WebSphere Message Broker over the WebSphere MQ File Transfer Edition backbone network (referred to as the MQ FTE backbone) to implement the solution.

     

    
      
        	
          Additional material: Additional material is provided in support of the activities in this chapter. If you have access to the components needed to build this solution and want to try this on your own, the additional material can be downloaded to assist you with your configuration and with testing the setup. For more information about downloading the additional material and its contents, see Appendix C, “Additional material” on page 317. The files for this chapter can be found in the Common_Files and the BrokerScenario_Files directories.

        
      

    

    8.1  Scenario overview

    This scenario shows how we can use the XB60’s partner profile management to validate partners connecting with protocols other than business-to-business (B2B) messaging protocols. We also show how to integrate the XB60 with the MQ FTE backbone network to connect to an organization’s enterprise service bus (ESB) for routing requests. Connecting to an ESB not only provides the ability to route data to the appropriate back-end application, but also allows data to be transformed appropriately for that application. Protocols can be converted to one that the application understands, whether that is an MQ message, file, or another WebSphere MQ File Transfer Edition transfer.

    With this pattern, an external partner can send a request using any protocol that the XB60 supports. In this scenario, we use Secure File Transfer Protocol (SFTP) because it is a prevalent non-business-to-business protocol. The XB60 can act as an SFTP server with a front side handler in the B2B gateway. 

    We want the SFTP clients to connect through the B2B gateway, because it is this gateway that provides security and governance at the edge of the network with partner profile management and authentication, authorization and auditing (AAA) security. In this instance, the B2B gateway performs profile management by verifying that the connecting client is a valid partner in the gateway. SFTP is an application layer protocol that provides a sufficient level of transport and connection security. However, it does not provide data security and non-repudiation like a business-to-business messaging protocol does. After validating the partner, the B2B gateway forwards the payload to the multi-protocol gateway being used for integration with WebSphere MQ File Transfer Edition. 

    The multi-protocol gateway invokes the file transfer from a source agent to a target agent in WebSphere Message Broker. A message flow in the broker provides some file mediation and processing before passing the file to the backend application.

    8.1.1  Appropriate use

    This scenario demonstrates SFTP communications between an external partner and the B2B gateway representing the internal partner. However, note that this scenario can be varied to use any of the application layer messaging protocols supported on the XB60. At the time of writing, XB60 v3.8.1.2 firmware supports the following application layer protocols: 

    •FTPs

    •Hypertext Transfer Protocols (HTTPs)

    •SFTP

    •Post Office Protocol 3 (POP3)

    •MQ

    •Java Message Service (JMS)

    •Network File System (NFS)

    •IMS Connect

    •TIBCO EMS

    To vary the scenario to utilize one or more of these protocols, simply configure front-side protocol handlers for each protocol and associate the handlers with the B2B gateway. You might also need to configure external partner destinations to utilize the same protocols.

    There are many ways to vary the WebSphere MQ File Transfer Edition deployment to meet specific needs by using more sophisticated topologies. These topologies are described in detail in Getting Started with WebSphere MQ File Transfer Edition V7, SG24-7760.

    8.1.2  Business value

    There is significant business value in integrating the XB60 into the MQ FTE backbone to enable reliable and auditable internal file transfers and secure external file transfers between organizations by providing partner profile management and security at the edge of the network. The addition of WebSphere Message Broker to the MQ FTE backbone provides a mediation point for file processing as the file travels to the back-end applications. 

    Multi-enterprise integration with business partners is an important requirement for many companies, yet companies sometimes experience barriers to implementing a full business-to-business platform even if they have a solution that supports robust business-to-business functions. Many companies prefer to deploy their partner connections in a phased approach, in which they start by connecting over standard application layer protocols, then migrate the partners to a more sophisticated business-to-business type of connection at some point in the future. This scenario illustrates how the XB60, WebSphere MQ File Transfer Edition, and WebSphere Message Broker can provide the key elements in file transfer solutions that provide a framework for a phased approach for connecting to partners. It provides an integration backbone that does not have to change when the company decides to move partners from a application layer transfer protocol to a business-to-business protocol.

    Multi-enterprise integration means moving files from an external partner’s application to an internal back-end application with minimal to no human intervention, yet there is often a requirement for users to be able to see the status and history of the transfers. Using the XB60 with profile management and an MQ FTE backbone network gives you the ability to track all file transfers between external partners and downstream systems. 

    Administrators want to control which partners they trade with and which protocols they use to consume files from each partner. Business-to-business protocols and standards might not be appropriate for specific reasons from specific partners, but the requirement for exchanging files in a reliable and secure manner still exists. The XB60 provides the capability to exchange files using a variety of protocols, while still providing the partner profile management that you expect in a business-to-business deployment.

    The following list describes the combined benefits that you can expect from this type of deployment scenario:

    •Security

     –	The XB60 provides exceptional data security and certificate management with robust authentication, authorization, and auditing capabilities. It has the built-in capability to integrate with external repositories. 

     –	WebSphere Message Broker and internal applications do not need to authenticate, because the XB60 is a trusted connection.

     –	Partner profile management is provided by XB60, relieving WebSphere Message Broker and internal applications from having to perform partner verification.

     –	The XB60 terminates external partner connections in the DMZ. Clients do not have access to the protected network where WebSphere Message Broker and internal applications are running.

     –	All files persisted to the XB60’s internal drive are Advanced Encryption Standard (AES) encrypted to ensure that no sensitive data is at rest in the DMZ that is not appropriately protected.

     –	Access to files is controlled by file system permissions utilizing role-based management and access control configuration in the XB60.

     –	File transfers between external partners can be protected using SSL encryption and authentication in the XB60. Connections into the protected network can also be configured with SSL using Message Broker.

    •Administration, operations, and logging

     –	Having the ability to trace the file transfers end-to-end with the XB60 and WebSphere MQ File Transfer Edition reduces the resources required to troubleshoot file transfer failures and retries.

     –	WebSphere MQ File Transfer Edition allows you to set up file transfers to occur at specified times or dates, or to be repeated at specified intervals. File transfers can also be triggered by a range of system events, such as new files or updated files.

     –	The XB60 provides the ability for external partners to view the state of their own transactions, and they have the ability to manually re-send transactions to themselves.

     –	The XB60 reduces the need for in-house skills that are typically needed to deploy and manage business-to-business enabled file transfer solutions. 

     –	The XB60 provides robust logging and support for saving logs to a large variety of log targets utilizing a broad range of log formats. 

     –	WebSphere MQ File Transfer Edition provides full logging of transfers at both the source and destination systems for internal transfers.

    8.2  Scenario details

    This scenario shows multi-enterprise integration with an internal back-end application. We highlight the fact that a file transfer over SFTP can be sent from external partners to the XB60 acting as an SFTP server. This use case does not use business-to-business messaging protocols. However, we are still able to use the partner profile management in the XB60 B2B gateway to validate trading partners. The XB60 can integrate with WebSphere Message Broker and back-end applications via the MQ FTE backbone network.

    In this scenario, we use the example of an external partner that wants to order stock from the company represented in the Figure 8-2 on page 182 as the internal partner. The file being sent over SFTP represents a stock replenishment request. The scenario shows how the request is routed through the B2B gateway to the NFS file server, then transferred to the broker system, so that the message flow can route the request to the order inventory system, and also route it to an archival system for storage in a history database. This scenario is not concerned with the application processing of the request. Our task is to examine how the request gets to that application. 

    We expect the order inventory system to return a response to the customer with a stock availability quantity, the availability of any promotions or pricing discounts, and the order status. Again, we are not concerned with the back-end application processing, but how that application sends the response to the external partner. This scenario assumes that the application’s response is put on an MQ queue that is defined in a WebSphere Message Broker MQInput node. 

    We examine how the response is transferred through the internal systems, from the application to WebSphere Message Broker for mediation before WebSphere MQ File Transfer Edition transfers it to the XB60 B2B gateway and finally out of the internal network to the external partner over SFTP.

    8.2.1  Solution components

    This section describes the components associated with each product in the solution. Certain components require specific configuration for the solution to be accomplished. We discuss the configuration steps required where necessary. Figure 8-1 shows the components. 
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    Figure 8-1   Solution components

    XB60 configuration objects

    This section describes each configuration object used in the XB60 to support this scenario. The XB60 provides the ability to configure the appliance utilizing the following options: 

    •Web-based graphical user interface (GUI)

    •A command-line interface (CLI) 

    •An XML SOAP management interface

    For the purpose of this scenario we use the web-based GUI.

    External partner profile

    External partner profiles represent the companies that do business with you. If your external partner is using profile management, it should complete a configuration process on its B2B gateway systems to configure an external representation of your connection profile. In most cases, the partner simply uses an SFTP server, on which you put files that are meant for it, and it puts files on the XB60 that are destined for systems in your protected network. Partner information in the payload is used to verify a valid inbound partner connection when using profile management. External partners might or might not have the ability to do the same level of partner verification. Our outbound flow does not concern itself with how the external partner processes the data that we send it. It is up to the external partner as to how to securely move the file into its protected network. 

    In this scenario the external partner's company is emulated by a separate application domain on the XB60 named PARTNER, with a B2B Gateway service named PARTNERHUB. The external partner profile in this scenario is represented in the FTE_B2B_GW gateway by a profile object named Partner.

    Internal partner profile

    The internal partner profile in the XB60 typically is associated with your company or a department inside your company. Your company typically is responsible for the purchase and construction of the B2B gateway product, including definition of the electronic business processes transacted between your company and your external partners. The internal partner's company is represented by a B2B Gateway service named FTE_B2B_GW. The internal partner profile in this scenario is represented in the FTE_B2B_GW gateway by a profile object named FTEBROKER.

    B2B Gateway service

    The B2B Gateway service is a configuration object that is responsible for processing and routing business-to-business data. All data that passes through the B2B Gateway service is tied to profile management, meaning that partner information is either extracted from the payload or it is set using XSLT. This service automatically extracts partner IDs from XML utilizing XPaths configured in the B2B Gateway service. Binary files cannot be parsed for partner IDs and must use the document routing preprocessor in the B2B Gateway service to set the IDs. Additionally, all data that passes through this service is persisted to a hard drive for non-repudiation, and all metadata associated with the transaction is persisted in a data store and is visible to the user in the B2B transaction viewer. The B2B Gateway service in this scenario is named FTE_B2B_GW.

    Multi-protocol gateway service

    The multi-protocol gateway service is a configuration object that is responsible for processing and routing any data type. It is essentially a secure router/firewall type of service. Unlike the B2B Gateway service, this service does not persist any data and is not tied to profile management or to the B2B viewer. The multi-protocol gateway service in this scenario is named MQFTE_INTEGRATION and is used as a post-process attached to the B2B Gateway service used to integrate with WebSphere MQ File Transfer Edition.

    B2B transaction viewer

    The B2B transaction viewer is used to view all transactions that pass through a B2B gateway service. The viewer can be used to manually re-send transactions from the XB60 to external partners. Additionally, you can allow an external partners access to view the state of its transactions by using the appliance’s access control and role-based management capabilities.

    WebSphere MQ and WebSphere MQ File Transfer Edition components

    This section describes each WebSphere MQ and WebSphere MQ File Transfer Edition component used to support this scenario. This scenario uses three queue managers and three agents.

    WebSphere MQ queue managers

    Queue manager QMNFS hosts queues used by the WebSphere MQ File Transfer Edition AGTNFS agent on the internal file server. 

    Queue manager QMSAFE is the coordination queue manager for the internal MQ FTE backbone network. The coordination queue manager publishes status messages received from the agents. QMSAFE also hosts the queues for the database logger (DBLOGGER) application, which subscribes to publications from the QMSAFE and stores them in a DB2 database.

    Queue manager QMBRK also runs on SYSD, the WebSphere Message Broker server. QMBRK hosts queues used by the broker and the WebSphere MQ File Transfer Edition agent that runs in the broker execution group.

    WebSphere MQ File Transfer Edition agents

    AGTNFS is a WebSphere MQ File Transfer Edition agent on SYSE, the internal file server. It connects to the local queue manager QMNFS via bindings mode. This agent reads from and writes files to the local shared NFS file system. It connects with the agents to receive or send files to or from the NFS system.

    BRKSAFE.DEFAULT is a WebSphere MQ File Transfer Edition agent on SYSD. It is defined by the broker when message flows with FTE nodes are deployed to the execution group default. It connects to the broker’s local queue manager QMBRK via bindings mode. This agent receives and sends files from WebSphere Message Broker message flows via the FTE nodes.

    WebSphere MQ Explorer and WebSphere MQ File Transfer Edition Explorer

    The WebSphere MQ Explorer is used to view and administer WebSphere MQ queue managers and queue manager objects such as queues, topics, and channels. WebSphere MQ Explorer is built on an Eclipse integrated development environment, so it allows plug-ins to the base platform. 

    The WebSphere MQ File Transfer Edition Explorer is a plug-in to the WebSphere MQ Explorer. It is used to schedule file transfer requests and view the status of current requests. The tool includes a Transfer Log view that subscribes to the coordination queue manager for the audit information. The view displays information about every transfer that occurs in a given topology.

    When we refer to the WebSphere MQ Explorer, we include the WebSphere MQ File Transfer Edition Explorer capabilities. 

    WebSphere Message Broker components

    This section describes each WebSphere Message Broker component used to support this scenario. 

    WebSphere Message Broker Toolkit

    The toolkit is used to create the message flows and artifacts deployed to the runtime broker BRKSAFE. 

    WebSphere Message Broker broker

    BRKSAFE is the WebSphere Message Broker runtime broker. The broker is an ESB that routes messages, converts protocols, transforms data, and emits events. It has input and output nodes for a number of protocols, one of which is WebSphere MQ File Transfer Edition.

    WebSphere Message Broker Explorer

    The WebSphere Message Broker Explorer is a plug-in to the WebSphere MQ Explorer. It is used to administer the broker runtime environment. It shows the real-time status of brokers, execution groups, and message flows and their properties. With this plug-in, these components can be started and stopped using the WebSphere MQ Explorer. There are other ways to do this, such as the CLI and the configuration manager proxy API.

    8.2.2  Scenario flow for inbound files

    Figure 8-2 shows the flow for this scenario when files are inbound to the enterprise from the external partner.
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    Figure 8-2   Inbound flow

    Ports through the internal firewall need to be opened for connecting to the NFS shared file system and for putting MQ messages on queues hosted by QMNFS using the XB60 MQ client interface. The protected network will be protected by appropriate firewall rules. 

    Referring to Figure 8-2, the sequence of steps is as follows:

    1.	The external partner client initiates a file transfer using the SFTP protocol and sends the file to the FTE_B2B_GW B2B gateway in the Datapower XB60 B2B appliance.

    2.	The B2B gateway authenticates the client and validates that the client is a valid trading partner. It then passes the data via HTTP to the multi-protocol gateway, MQFTE_INTEGRATION, in the XB60.

    3.	The multi-protocol gateway service writes the transferred file to the shared Network File Server on SYSE, which resides within the protected network behind the internal firewall. 

    4.	The multi-protocol gateway also connects to queue manager QMNFS using the XB60 MQ client and puts an XML transfer request message on the command queue of the AGTNFS agent. AGTNFS is running on the file server. The command message instructs AGTNFS to send the file stored on the NFS server to the broker agent. 

    5.	AGTNFS reads the file from the temporary storage on the NFS file system.

    Then the agent sends the file over the MQ FTE backbone to the BRKSAFE.DEFAULT agent, which is running in a WebSphere Message Broker execution group named default. 

    6.	The BRKSAFE.DEFAULT agent’s properties are defined inside an FTEInput node in a message flow. The properties of the node define the directory to which the agent writes the file and the name of the file. When the transfer is complete, the message flow is initiated.

    7.	The FTEInput node of the message flow reads the file and parses it according to the domain defined in the FTEInput node. The BRKSAFE broker is the internal application in this scenario, but the file received is propagated from the broker to another back-end application via an MQOutput node, FTEOutput node, or anything supported by WebSphere Message Broker. 

    8.2.3  Scenario flow for outbound files

    Figure 8-3 shows the flow for this scenario when files are outbound from the enterprise to the external partner.
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    Figure 8-3   Outbound flow

    Referring to Figure 8-3 on page 183, the sequence of steps is as follows:

    1.	A message flow in the broker is initiated by a back-end application putting a message on a queue that is defined on the flow’s MQInput node or by writing a file that a FILEInput node is polling, or even sending a file over the MQ FTE backbone to the broker’s agent for which a FTEInput node is waiting. Effectively, the flow can be initiated by any protocol supported by WebSphere Message Broker.

    In this scenario, the flow outputs an XML file using an FTEOuput node. The properties of this node define the agent that it will be using (BRKSAFE.DEFAULT, running in a WebSphere Message Broker execution group) and its queue manager (QMBRK).

    2.	The XML file is written to the file system by the message flow’s FTEOutput node, invoking the transfer defined in the FTEOutput node.

    3.	The BRKSAFE.DEFAULT agent performs the transfer defined in the FTEOutput node properties—to the AGTNFS agent on SYSE, the NFS file server.

    4.	The AGTNFS agent writes the XML file to the local NFS file system that is shared with the XB60 appliance.

    5.	The B2B Gateway service, using an NFS poller front-side handler, polls the directory where AGTNFS has written the XML file. The file is parsed for sender and receiver information and validated against the profile repository, and attributes associated with the receiving partner profile are performed.

    6.	The B2B gateway routes the XML file to the receiving partner over SFTP based on the destination setting specified in the profile and gateway. 

    8.2.4  Protocols

    In this scenario, the protocols in use between the external partner and the internal partner on the XB60 is SFTP. The protocols used during integration with the MQ FTE backbone are NFS for file integration and MQ for message-level integration. The MQ FTE backbone utilizes both MQ and file system protocols to move files from one location to the next.

    WebSphere Message Broker uses WebSphere MQ messaging and WebSphere MQ File Transfer Edition agents driven by FTEInput and FTEOutput nodes in the message flows.

    8.2.5  Security

    In this scenario, we are concerned with securing data during transmission over SFTP and the MQ FTE backbone. Authentication in the B2B gateway is handled by the XB60.

    Transport security

    The protocol used between the external partner and the XB60 B2B gateway is SFTP. SFTP refers to the SSH File Transfer Protocol. It is a network protocol that provides file transfer over any reliable data stream. This protocol assumes that it is run over a secure channel such as SSH, that the server has already authenticated the client, and that the identity of the client user is available to the server.

    WebSphere MQ File Transfer Edition security

    For any file transfer request, the agent processes require a certain level of access to its local file systems. In addition, both the user identifier associated with the agent process and the user identifiers associated with users performing file transfer operations must have the authority to use certain WebSphere MQ objects. Because the BRKSAFE.DEFAULT agent is running in the broker’s execution group, it assumes the identity of the user running the broker process on SYSD.

    Commands are issued by users, who might be in operational roles in which they typically start file transfers. Alternatively, they might be in administrative roles, in which they can additionally control when agents are created, started, deleted, or cleaned (that is, when messages from all agent system queues are removed). Messages containing command requests are placed on an agent's SYSTEM.FTE.COMMAND queue when a user issues a command. The agent process retrieves messages containing command requests from the SYSTEM.FTE.COMMAND queue. The agent process also uses four other system queues, which are:

    •SYSTEM.FTE.DATA.agent_name

    •SYSTEM.FTE.EVENT.agent_name

    •SYSTEM.FTE.REPLY.agent_name

    •SYSTEM.FTE.STATE.agent_name

    WebSphere MQ File Transfer Edition supports finer-grained checking of users' authorities, which permits access to be granted (or denied) to specific product functions for each user. For example, you can choose which users have the authority to schedule transfer operations to happen at a future time. Because users issuing commands use the above queues in different ways from the agent process, assign different WebSphere MQ authorities to the user identifiers or user groups associated with each. For more information, see Using groups to manage authorities for resources specific to WebSphere File Transfer Edition at:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/group_resource_access.htm

    The agent process has additional queues that can be used to grant users the authority to perform certain actions. The agent does not put or get messages on these queues. However, you must ensure that the queues are assigned the correct WebSphere MQ authorities, both for the user identifier used to run the agent process and for the user identifiers associated with users who are being authorized to perform certain actions. The authority queues are:

    •SYSTEM.FTE.AUTHADM1.agent_name

    •SYSTEM.FTE.AUTHAGT1.agent_name

    •SYSTEM.FTE.AUTHMON1.agent_name

    •SYSTEM.FTE.AUTHOPS1.agent_name

    •SYSTEM.FTE.AUTHSCH1.agent_name

    •SYSTEM.FTE.AUTHTRN1.agent_name

    The agent process also publishes messages to the SYSTEM.FTE topic on the coordination queue manager using the SYSTEM.FTE queue. Depending on whether the agent process is in the role of the source agent or the destination agent, the agent process might require authority to read, write, update, and delete files.

    You can create and modify authority records for WebSphere MQ objects using the WebSphere MQ Explorer. Right-click the object and then click Object Authorities → Manage Authority Records. You can also create authority records using the setmqaut command.

    Instead of granting authority to individual users for all of the various objects that might be involved, configure two security groups for the purposes of administering WebSphere MQ File Transfer Edition access control: 

    •FTEUSER 

    •FTEAGENT

    Firewall security

    Firewall configuration plays an important role in securing your connections to and from external partners and in protecting the internal network.

    The external firewall must allow incoming requests from all of the trading partner’s source IP addresses or range of IP addresses. This can be configured in the firewall rules configuration. The method used to configure firewall rules depends on the model and type of firewall being used. 

    The demilitarized zone (DMZ) is a termination point at the edge of the protected network and typically is used to house internet-facing systems. 

    Setting up tight rules on the inner firewall is important for protecting your internal systems. Typically, inner firewall rules are set up to allow only traffic from a mediation server in the DMZ that terminates the connection from the internet. The mediation server then re-establishes the connection through the inner firewall to a system the files are destined for or to a system that moves the files to a back-end application. 

    For this scenario we need to open a TCP port for MQ and multiple ports for NFS (TCP and UDP 2049 and 111). 

    8.2.6  Software and hardware prerequisites

    This scenario solution uses the following software:

    •WebSphere MQ V7.0.1 

    •WebSphere Message Broker V7.0.0.1

    •WebSphere MQ File Transfer Edition V7.0.2 

    •WebSphere DataPower B2B Appliance Model 9235-62X with firmware Version 3.8.1.2 or later

    8.3  Configuring WebSphere MQ File Transfer Edition

    For this scenario, we assume that the WebSphere MQ File Transfer Edition configuration is in place. To prepare for the scenario, simply start AGTNFS.

    8.3.1  Security considerations

    When trading files with external partners through a B2B gateway product such as the WebSphere DataPower B2B Appliance XB60, all of the security and governance needed between the external partner and the business-to-business hub is provided in the configuration and the protocols that you use to exchange files. The partners do not know anything about or have any access to the WebSphere MQ File Transfer Edition queue managers and agents. To WebSphere MQ File Transfer Edition, the XB60 is the user. A single agent can be used and partners can be identified in the metadata that the XB60 sends to the agent. For securing internal file transfers, WebSphere MQ File Transfer Edition utilizes MQ Security and has added security to control WebSphere MQ File Transfer Edition functionality. However, for this scenario we do not implement WebSphere MQ File Transfer Edition security.

    8.3.2  Configuration prerequisites

    AGTNFS is used to integrate to the XB60. Its purpose for the inbound flow is to pick files up from the shared NFS mount point (/XB60/ftewmb/In) and transfer them to any other agent and directory that is specified in the XML command file used by the XB60 to trigger the file transfer. The agent’s purpose for the outbound flow is to receive a file from any other agent and to write that file to the shared NFS mount point (/XB60/ftewmb/Out) that is being polled by the XB60 for XML files destined for external partners. 

    This scenario assumes that the following configuration has been created for the WebSphere MQ File Transfer Edition and WebSphere Message Broker components.

    •To prepare the file systems, the /ftewmb/In and /ftewmb/out directories must be created in the /XB60 directory on the system running the NFS share. Ensure that permissions allow read, write, and execute.

    •The following queue managers and listener ports must be configured in WebSphere MQ:

     –	QMNFS (1415) on SYSE

     –	QMBRK (14015) on SYSD

     –	QMSAFE (14014) on SYSD

    For information about how to create queue managers, see Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269.

    •The AGTNFS WebSphere MQ File Transfer Edition agent must be created. For information about how to create this agent, see Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269.

     

    
      
        	
          BRKSAFE.DEFAULT creation: BRKSAFE.DEFAULT is created by WebSphere Message Broker and is not part of the normal configuration of WebSphere MQ File Transfer Edition agents.

        
      

    

    8.3.3  Starting AGTNFS

    For this scenario AGTNFS and the NFS services are running on a Linux system.

    1.	To start AGTNFS, log onto the computer running the agent that is sharing the NFS mount point with the XB60.

    2.	Navigate to the WebSphere MQ File Transfer Edition bin directory, and at the prompt enter the following command:

    ./fteStartAgent AGTNFS

    Figure 8-4 illustrates the response upon a successful start of the agent.
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    Figure 8-4   Start AGTNFS

    3.	Ping AGTNFS to be sure that it is running with the following command:

    ./ftePingAgent AGTNFS

    Figure 8-5 illustrates the response upon a successful ping.
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    Figure 8-5   Ping AGTNFS

    8.4  WebSphere DataPower B2B Appliance XB60 configuration

    This section describes the configuration steps required in the XB60 to implement the scenario flows as depicted in Figure 8-2 on page 182 and Figure 8-3 on page 183. 

    •8.4.1, “Configuration prerequisites” on page 188

    •8.4.2, “Configuring a static NFS mount object” on page 188

    •8.4.3, “Configuring an MQ Queue Manager object” on page 190

    •8.4.4, “Configuring a multi-protocol gateway for MQFTE integration” on page 193

    •8.4.5, “Configuring trading partner profiles” on page 203

    •8.4.6, “Configuring the B2B gateway” on page 210

    The installation of the XB60 is not covered in this book. For information about how to install the appliance, see the installation documentation.

    For the purpose of this scenario, we configure a B2B gateway in a single domain that acts as your business-to-business hub. The partner's business-to-business hub is preconfigured in its own domain to allow us to simulate an external partner without the need for another machine.

    8.4.1  Configuration prerequisites 

    This scenario assumes that the following configuration is in place:

    •An NFS mount point must be exported on a file server system, access must be granted for the XB60’s IP address, and file and directory permissions must be set to allow read, write, and execute access.

    •The C:/FTEin, C:/FTEout, and C:/FTEtrace directories must be created on the target system.

    •You must have valid user credentials on the XB60.

    •On the XB60 an application domain other then default must be created for this scenario.

    8.4.2  Configuring a static NFS mount object

    The static NFS mount object is needed to support the connection to the NFS directory that is shared between AGTNFS and the XB60. This mount point is used by the multi-protocol gateway policy being used for WebSphere MQ File Transfer Edition integration. 

    To configure the Static NFS Mount object use the following the steps:

    1.	From the left navigation menu of the XB60 click Objects, and then navigate to Network Settings and click NFS Static Mounts (Figure 8-6). 

    [image: ]

    Figure 8-6   Left navigation menu - NFS

    2.	In the Configure NFS Static Mounts list view, click Add (Figure 8-7).
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    Figure 8-7   Configure NFS Static Mounts list view

    Figure 8-8 shows the Main tab of the Configure NFS Mounts page.
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    Figure 8-8   NFS Static Mount object

    Complete these fields as follows: 

    a.	Enter MQFTE_NFS_Mount in the Name field.

    b.	Make sure that the administrative state is enabled.

    c.	In the Remote NFS Export field enter the IP address or host name of the file server followed by the directory path. For the purpose of this scenario use syse:/XB60.

    d.	Leave all remaining fields with the default values and click Apply.

    3.	Save the configuration by clicking Save Config in the upper right corner of the page.

     

    
      
        	
          Troubleshooting tip: You might see that the object is down because the process is carried out asynchronously. Click Configure NFS Static Mounts at the top of this view and you are taken back to the list view, where you should see that the mount is now up. If the object still does not come up, you might have the wrong values in the Remote NFS Export field, or the host or NFS is not accessible. Check to be sure that the NFS Mount is up, the directory rights are set correctly, and the host is accessible from the XB60. You can ping the host in the DataPower Troubleshooting page, which is accessible from the Control Panel.

        
      

    

    8.4.3  Configuring an MQ Queue Manager object

    The MQ Queue Manager object is needed to support the connection to the command queue that consumes the XML command message that triggers the file transfer between AGTNFS and BRKSAFE.DEFAULT. This queue manager information is used by the multi-protocol gateway processing policy being used for WebSphere MQ File Transfer Edition integration. 

    To configure the MQ Queue Manager object for QMNFS use the following the steps:

    1.	From the left navigation menu click Network, and then navigate to Other and click MQ Queue Manager (Figure 8-9).
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    Figure 8-9   Left Navigation Menu - Queue Manager

    2.	In the Configure MQ Queue Manager list view, click Add (Figure 8-10).
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    Figure 8-10   Configure Queue Manager list view

    3.	In the Configure MQ Queue Manager view the first tab is the Main tab, and it is the only tab that we configure. Figure 8-11 illustrates how the configured MQ Queue Manager object should look. Fields that are populated with default values might not be displayed.
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    Figure 8-11   MQ Queue Manager object

    Complete these fields as follows: 

    a.	On the Main tab enter MQFTE_QMNFS in the Name field and make sure that the administrative state is enabled.

    b.	In the Host Name field enter the IP address or host name of the server running the queue manager followed by the listener port number for the queue manager (in this case, syse:1415).

    c.	In the Queue Manager Name field type QMNFS.

    d.	Leave all remaining fields with the default values and click Apply.

    4.	Save the configuration by clicking Save Config in the upper right corner of the page. 

     

    
      
        	
          Troubleshooting tip: You might see that the object is down because the process is carried out asynchronously. Click Configure MQ Queue Manager at the top of this view and you are taken back to the list view, where you should see that the mount is now up. If the object still does not come up, you might have the wrong values in the Host Name, Port, or Queue manager fields, or the host or MQ is not accessible. Check to be sure that the queue manager is up and that the host is accessible from the XB60. You can ping the host in the DataPower Troubleshooting page, which is accessible from the Control Panel.

        
      

    

    8.4.4  Configuring a multi-protocol gateway for MQFTE integration

    The multi-protocol gateway is used to integrate to MQ File Transfer Edition through a shared NFS mount point. The gateway uses a custom action to write the file to the file system with a unique file name and to generate and send an XML command message that triggers the file transfer.

    1.	From the left navigation menu click Services → New Multi-Protocol Gateway (Figure 8-12). 
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    Figure 8-12   Left Navigation Menu - Multi-Protocol Gateway

    2.	In the Configure Multi-Protocol Gateway view the first tab is the General tab, and it is the only tab that we configure. This scenario does not require the use of the other tabs (Figure 8-13).
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    Figure 8-13   Configure multi-protocol gateway

    Complete these fields as follows: 

    a.	In the Multi-Protocol Gateway Name field enter MQFTE_INTEGRATION.

    b.	In the Type field select dynamic-backend.

    c.	Set the Request Type and Response Type fields to Non-XML. (These are located lower on the page and are not shown in Figure 8-13.)

    3.	Create a multi-protocol gateway policy by clicking the Plus icon next to the Multi-Protocol Gateway Policy drop-down menu (Figure 8-13 on page 194). This opens the Configure Multi-Protocol Gateway Policy view (Figure 8-14).
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    Figure 8-14   Configure multi-protocol gateway policy

    Complete these fields as follows: 

    a.	Enter MQFTE_INEGRATION_POLICY in the Policy Name field.

    b.	Click New Rule to create the first rule. The rule name is filled in for you and the Match action ([image: ]) is automatically added to the pallet (Figure 8-14).

    c.	Change the Rule Direction to Client to Server.

    d.	Double-click the Match action to configure it. The Configure a Match Action view displays (Figure 8-15).
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    Figure 8-15   Configure Match Action view

    Complete these fields as follows: 

    i.	Use the drop-down menu in the Matching Rule field to select All. 

     

    
      
        	
          Attention: If All is not displayed in the drop-down menu it must be created by following steps ii through viii. If All is displayed select it and skip to step ix.

        
      

    

    ii.	Click the Plus icon next to the Matching Rule field.

    iii.	Click the Matching Rule tab and type All in the Name field (Figure 8-16).
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    Figure 8-16   Configure Matching Rule

    iv.	Click Add to add a matching rule. 

    v.	In the Edit Matching Rule panel (Figure 8-17), select URL in the Matching Type field and type * in the URL Match field.
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    Figure 8-17   Configure Matching Rule

    vi.		Click Apply in the Edit Matching Rule view.

    vii.	Click Apply in the Configure Matching Rule view.

    viii.	Click Done in the Configure a Match Action view (Figure 8-15 on page 196) and you are returned to the Configure Multi-Protocol Gateway Style Policy view.

    e.	Drag a Transform action onto the palette to the right of the Match action (Figure 8-18).
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    Figure 8-18   Multi-protocol gateway style policy - Transform action

    f.	Double-click Transform Action to configure it. 

    Figure 8-19 illustrates how the configured Transform action should look after you complete the configuration. Fields that are populated with default values might not be displayed.
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    Figure 8-19   Configure Transform action

    This Transform action utilizes the generate-mqfte-request.xsl stylesheet to write files to the NFS file share location (defined in the DestinationURL and SourceDir parameters) with a unique file name. It uses the HostName, SrcAgentName, SrcAgentQMgr, TargetDir, and UserID parameters to generate the XML transfer command message used to trigger the file transfer in the MQ FTE backbone. It sends the XML command message to the SYSTEM.FTE.COMMAND.AGTNFS queue (defined in the MQFTENotificationTarget parameter) and returns an NFS and MQ response back to the result rule in the policy. 

    The XSL also takes input from the URL string received from the internal profile and sets the TgtAgentName and TgtAgentQMgr in the XML command message.

    i.	Click the Advanced tab and select INPUT from the drop-down menu for the Input field.

    ii.	Be sure that Use XSLT specified in this action is selected in the Use Document Processing Instructions field and click Upload to upload the XSL that we use for this policy.

    iii.	Click Upload.

    iv.	In the Upload File view (Figure 8-20) click Browse, navigate to the XSL file, and click Open. 

     

    
      
        	
          Additional material: The generate-mqfte-request.xsl file, located in the Common_Files directory, can be uploaded for use as the XSL file. 
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    Figure 8-20   Upload XSL File

    Be sure that Overwrite Existing File is selected, then click Upload. Click Continue in the confirmation box to return to the Advanced tab.

    v.	Back in the Configure Transform Action view (Figure 8-19 on page 198), configure the parameters used in the generate-mqfte-request.xsl processing control file using Table 8-1. 

    Table 8-1   generate-mqfte-request.xsl parameters

    
      
        	
          Parameter name

        
        	
          Value

        
      

      
        	
          HostName

        
        	
          ftewmb

        
      

      
        	
          UserID

        
        	
          broker

        
      

      
        	
          SrcAgentName

        
        	
          AGTNFS

        
      

      
        	
          SrcAgentQMgr

        
        	
          QMNFS

        
      

      
        	
          MQFTENotificationTarget

        
        	
          dpmq://MQFTE_QMNFS/syse:1415?RequestQueue=SYSTEM.FTE.COMMAND.AGTNFS;SetReplyTo=true

        
      

      
        	
          DestinationURL

        
        	
          dpnfs://MQFTE_NFS_Mount/ftewmb/In/

        
      

      
        	
          SourceDir

        
        	
          /XB60/ftewmb/In/ 

        
      

      
        	
          TargetDir

        
        	
          C:\FTEin\

        
      

    

    vi.	Click the drop-down menu for the Output field and select OUTPUT.

    vii.	Leave the default values in all other fields and click Done to complete the configuration of the Transform action, which returns you to the Configure Multi-Protocol Gateway Style Policy view.

    g.	Click New Rule to create the second rule. This rule is used for the response. The rule name is filled in for you and the Match action is automatically added to the pallet.

    h.	In the Configure Multi-Protocol Gateway Style Policy view (Figure 8-21), change the rule direction to Server to Client.
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    Figure 8-21   Multi-protocol gateway style policy - Configure Results action

    i.	Double-click the Match action ([image: ]) and use the drop-down menu to set it to All, and then click Done.

    j.	Drag a Results action onto the palette to the right of the Match action. Then double-click the Results action to configure it.

    Figure 8-22 illustrates how the configured Results action should look when its configuration is complete. Fields that are populated with default values might not be displayed.
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    Figure 8-22   Configure Results action

    Complete these fields as follows: 

    i.	On the Basic tab type mqfte-notification in the Input field.

    ii.	In the Destination field click the drop-down menu, select var://, and type local/destination.

    iii.	Use the default values in the remaining fields and click Done, returning you to the Configure Multi-Protocol Gateway Style Policy view.

    k.	Click Apply Policy in the Configure Multi-Protocol Gateway Style Policy view.

     

    
      
        	
          Second Results action: After clicking Apply Policy, a second Results action is added to the right of the first Results action. This is normal. No configuration of this action is needed.

        
      

    

    l.	Close the Configure Multi-Protocol Gateway Style Policy view by clicking Close Window. 

    4.	You should now be back in the Configure Multi-Protocol Gateway view (Figure 8-13 on page 194). Create an HTTP Front-Side protocol handler for the multi-protocol gateway by clicking the Plus icon in the Front Side Protocol field. Choose HTTP Front Side Handler from the list.

    Figure 8-23 illustrates how the configured HTTP front side handler for the multi-protocol gateway should look. Fields that are populated with default values might not display.
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    Figure 8-23   Configure HTTP Front Side Handler

    Complete these fields as follows: 

    i.	In the Configure HTTP Front Side Handler view Main tab type MQFTE_FSH in the Name field.

    ii.	Enter xb60 or leave it at 0.0.0.0 for the Local IP Address field.

    iii.	In the Port Number field type an unused port number. For this scenario use 40100.

    iv.		Leave the defaults for all other fields and click Apply.

    m.	Click Apply in the Configure Multi-Protocol Gateway view to finish the multi-protocol gateway configuration.

    n.	Save the configuration by clicking Save Config in the upper right corner of the view.

    8.4.5  Configuring trading partner profiles 

    The B2B partner profile is the configuration object where the trading partner information is defined. This information includes the profile name, profile type, business IDs, AS security, destinations for document routing, and contact information. A trading relationship consists of, at a minimum, one internal and one external profile. For more detailed information about profile types, see the “B2B Partner Profiles” section in IBM WebSphere DataPower B2B Appliance XB60 Revealed, SG24-7745.

    Configuring your company’s profile (internal)

    The following steps create the internal profile:

    1.	Click B2B Partner Profile from the Control Panel. If you are not in the Control Panel, click it at the top of the Left Navigation menu.
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    Figure 8-24   B2B portion of the control panel

    2.	In the Configure B2B Partner Profile list view, click Add.

    3.	Configure the Partner Profile Main tab as shown in Figure 8-25.
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    Figure 8-25   FTE_BROKER internal profile - Main tab

    Complete these fields as follows: 

    a.	In the Name field enter a descriptive name for your internal profile. For this scenario use FTE_BROKER.

    b.	Choose enabled in the Administrative State field.

    c.	Choose Internal in the Profile Type field.

    d.	In the Partner Business IDs field type ftebroker and click Add to add the business ID to the list.

    e.	Leave the default values in all other fields.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to step 4.

        
      

    

    4.	Configure the Destinations tab.

    a.	Click the Destinations tab. The Name field carries over to the Destinations view. Do not change it.

    b.	In the Destinations view click Add to add a destination to this profile (Figure 8-26).
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    Figure 8-26   B2BFTE internal profile - Add destination

    c.	Because this profile is an internal profile, the destination typically is a system or application inside your private network. In this scenario, the destination is the broker via the HTTP front side handler in the multi-protocol gateway (Figure 8-23 on page 202). Complete the fields to define this destination as shown in Figure 8-27.
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    Figure 8-27   Defining a new protocol for FTE_BROKER under Connection in PARTNER domain

    Complete these fields as follows: 

    i.	Enter a descriptive name in the Destination Name field. For the purpose of this scenario use HTTP_MQFTE_Integration.

    ii.	Leave all of the boxes checked in the Enable Document Type section. This allows your internal profile to accept and produce all supported file types.

    iii.	In the Connection section use the drop-down menu to select http:// as the Destination URL and type and use xb60:40100/?DestAgentName=BRKSAFE.DEFAULT&DestAgentQMgr=QMBRK as the address. 

     

    
      
        	
          Troubleshooting tip: Information to the right of the question mark (?) is used as input to the XSL used in the MQ FTE Proxy multiprotocol gateway. Be sure to type in the URL exactly as seen in this step, as it is case sensitive. If the file is not moved from the /XB60/ftewmb/In directory to the destination directory, C:\FTEin, the issue is usually related to having incorrect information in this URL.

        
      

    

    iv.	Change the connection timeout to 120 seconds.

    v.	Leave the User Name and Password fields blank because we are not using basic authentication. 

    vi.	Click Apply inside the Destination configuration view to return to the Destination List.

    5.	Configuring the Partner Profile Contacts tab is optional. We do not configure contacts for this scenario.

    6.	Now that the internal profile is completely configured, click Apply for the profile. 

    7.	Save the profile by clicking Save Config in the upper right corner of the web page.

    Configuring the trading partner profile (external)

    Configuring your external partner’s profile is completed in the same manner in which you configured the internal partner profile.

    1.	After creation of the internal profile you should be back in the B2B Partner Profile list view. If not, expand Services in the left navigation menu and click B2B Partner Profile.

    2.	Click Add to configure the external profile.

    3.	Select the Main tab.

    Figure 8-28 illustrates how the configured external partner Main tab should look. Fields that are populated with default values might not be displayed.
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    Figure 8-28   External partner profile - Main tab

    Complete these fields as follows: 

    a.	In the Name field enter a descriptive name for your partner's external profile. For this scenario use Partner.

    b.	Choose enabled in the Administrative State field.

    c.	Choose External in the Profile Type field.

    d.	In the Partner Business IDs field enter your ID. For this scenario use partner and click Add to add it to the list. Leave the defaults in all remaining fields.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs need to be configured first. Proceed to step 4.

        
      

    

    4.	Configure the destination.

    The partner profile must be configured for connections to the SFTP server defined in the PARTNERHUB domain (the external partner).

    a.	Click the Destinations tab, then click Add to create a new destination. 

    b.	Configure the destination as shown in Figure 8-29. 
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    Figure 8-29   Defining a new protocol for PARTNER under Connection

    c.	In the Destination Name field, enter PARTNER_SFTP.

    d.	Select sftp:// in the pull-down menu next to Destination URL in the Connection section.

    e.	Type xb60:30022 in the box under Destination URL to specify the address (host name and port) of the SFTP server.

    f.	Change the Connection Timeout field to 120.

    g.	Add an SSH Client Connection profile:

    i.	Click the Plus icon to the right of the SSH Client Connection input field.

    ii.	Enter the values shown in Figure 8-30. The user name and password are used to access the partner’s SFTP server, B2B gateway, or both. For this scenario we use user ID ftewmb and password itso4you. Click Apply.
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    Figure 8-30   SSH client profile configuration

    h.	Back on the Destinations tab, leave the defaults in the remaining fields and click Apply.

    5.	Configuring the Partner Profile Contacts tab is optional. We do not configure contacts for this scenario.

    6.	Now that the profile is completely configured click Apply for the profile. 

    7.	Save the profile by clicking Save Config in the upper right corner of the web page.

    8.4.6  Configuring the B2B gateway

    Your B2B gateway is the primary business-to-business hub and is depicted in the scenarios as the owner of the XB60. In this section, we configure the FTE_B2B_GW B2B gateway to trade with a single partner's business-to-business hub. The partner's business-to-business hub can be any SFTP-interoperable product. However, for the purpose of this exercise we simulated the partner's business-to-business hub in a separate domain on the same XB60 being used for this scenario. 

    1.	Expand Services in the left navigation menu and click B2B Gateway Service.

    2.	In the Configure B2B Gateway list view, click Add.

    3.	Configure the B2B Gateway Main tab. Figure 8-29 on page 209 shows the final configuration. The next steps help you complete this configuration.
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    Figure 8-31   FTE_B2B_GW gateway - Main tab

    Complete these fields as follows: 

    a.	Enter the B2B gateway name in the Name field. For this scenario use FTE_B2B_GW.

    b.	Choose enabled in the Administrative State field.

    c.	Optional: Add comments that describe this gateway.

    d.	Accept the defaults for the Document Storage Location and XML Manager fields.

    e.	In the Document Routing section of the Main tab create and configure an SFTP protocol handler (to be used as a SFTP listener for inbound files from the external partner).

    i.	Click the Plus icon in the Front Side Protocol field (Figure 8-31 on page 211).

    ii.	Choose SFTP Server Front Side Handler from the list. This opens the Configure SFTP Server Front Side Handler view (Figure 8-32). Select the Main tab.
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    Figure 8-32   B2BFTE_HUB gateway - Main tab

    iii.	Enter SFTP_FSH in the Name field.

    iv.	Enter SFTP listener for Partner in the Comments field.

    v.	In the Local IP Address field type xb60.

    vi.	In the Port Number field type an unused port number. For this scenario use 40022.

    vii.	Leave the defaults for all other fields and click Apply. 

    viii.	Click the + Add link to add the poller to the Front Side Protocol list.

    f.	In the Document Routing section of the Main tab create and configure an NFS Poller Front Side Handler. This handler is used to receive files from the NFS file share that is associated with WebSphere MQ File Transfer Edition.

    i.	Click the Plus icon to create a new handler.

    ii.	Choose NFS Poller Front Side Handler from the list of handlers.

    This opens the Configure NFS Poller Front Side Handler view. 	Figure 8-33 illustrates how the configured NFS front side handler should look. Fields that are populated with default values might not display.

    [image: ]

    Figure 8-33   FTE_B2B_GW gateway - NFS Poller front side protocol handler

    iii.	In the Main tab, in the Name field enter NFS_FSH.

    iv.		Choose enabled in the Administrative State field.

    v.		Optional: Add comments that describe this handler.

    vi.		In the Target Directory field enter dpnfs://MQFTE_NFS_Mount/ftewmb/Out/.

    vii.		In the Delay Between Polls field, select the amount of time to delay between polling intervals. The default is 60000 milliseconds. 

    viii.		In the Input File Match Pattern type a period (.) to match all.

    ix.		Make sure that the Delete Input File on Success is on. Files must be deleted after they are picked up, otherwise they are picked again during the next poll cycle.

    x.		Make sure that the Delete File on Processing Error is on. Files must be deleted after they are picked up, otherwise they are picked again during the next poll cycle. It is common for the file to error because the partner’s hub is down. We want these failed transfers to be resent to the partner from the gateway, not kept in the directory.

    xi.		Make sure that the Generate Results File is off.

    xii.		Accept the default values for all other fields and click Apply.

    xiii.		Click the + Add link to add the poller to the Front Side Protocol list.

     

    
      
        	
          Troubleshooting tip: The NFS Poller Front Side Handler polls the NFS directory that is shared with WebSphere MQ File Transfer Edition. The poller looks for files to send to the external partner’s SFTP server. If your NFS mount point is inside the protected network, be sure that the inner firewall has a rule that allows the XB60 to send data over the NFS ports being used (typically, 2049 and 111). Your internal network security policies govern where the NFS share is located and how it is protected. If files are not being picked up, your target directory value might be wrong or BRKSAFE.DEFAULT might be down and is not sending files to /XB60/ftewmb/Out.

        
      

    

    g.	Back on the Main tab of the Configure B2B Gateway view (Figure 8-31 on page 211), find the Attach Partner Profiles section. 

    i.	Click the drop-down menu, select FTE_BROKER, and click Add. 

    ii.	Click the drop-down menu again, select Partner, and click Add. 

    This associates the profiles that you created in 8.4.5, “Configuring trading partner profiles” on page 203, with your B2B gateway.

    h.	Skip active profile groups. We do not use them for this scenario.

     

    
      
        	
          Important: Do not click Apply at this time. The other tabs must be configured first.

        
      

    

    4.	Configure the Archive tab for the B2B gateway.

     

    
      
        	
          Troubleshooting tip: The Archive tab is used to automatically keep the B2B document and metadata storage areas clean. There are two modes:

          •Archive and purge

          •Purge only

          Perform capacity planning to determine how much drive space you need to support your retention policies. In certain cases you will need more space than is available on the DataPower device’s hard drive, and you will need to store business-to-business payloads off device using one of the external hard drive storage options. See the XB60 user documentation for details on using external drives with the appliance. The user documentation for the XB60 can be found at the following URL:

          http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/index.jsp?topic=/xb60/welcome.htm

        
      

    

    Figure 8-34 illustrates how the configured B2B Gateway Archive tab should look. Fields that are populated with default values might not display.
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    Figure 8-34   FTE_B2B_GW gateway - Archive tab

    Complete these fields as follows: 

    a.	The Name field carries over to the Archive panel. Do not change it.

    b.		In the Archive Mode field use the drop-down menu and select Purge Only.

    c.		Accept the defaults for all of the other fields.

    5.	Click the XML Formats tab. This tab is used to configure the XPath’s of the sender and receiver ID for XML documents that are to be processed through this gateway.

     

    
      
        	
          Additional materials: The StkReplReq.xml file is included in Appendix C, “Additional material” on page 317, in the BrokerScenario_Files directory.

        
      

    

    a.	The Name field carries over to the XML Formats panel. Do not change it.

    b.	In the XPath Routing Policies (Figure 8-35) field click the Plus icon to add a new XPath Routing Policy.
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    Figure 8-35   Configure B2B Gateway XML Formats tab

    The Configure B2B XPath Routing Policy panel opens. Figure 8-36 shows the final configuration of the policy. The next steps describe how to complete this configuration.
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    Figure 8-36   Configure B2B XPath Routing Policy

    Complete these fields as follows: 

    i.	 In the Name field enter a descriptive name, in this case, MyXML. 

    ii.	Choose enabled in the Administrative State field.

    iii.	In the Sender XPath field click XPath Tool to upload the XML file and extract the XPath that we need. Example 8-1 shows an extract of the contents.

    Example 8-1   StkReplReq.xml
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    <?xml version="1.0" ?> 

     <CustomXML>

       <Route>

        <To>ftebroker</To> 

        <From>partner</From> 

       </Route>

       <StockReplenishment>

        <BranchNumber>123</BranchNumber> 

        <SequenceNumber /> 

       <LineItem>

         <ItemID>AA0534</ItemID> 

         <Description>2oz White Chocolate</Description> 

         <MerchandiseHierarchy Level="Department">Chocolates</MerchandiseHierarchy> 

         <UnitListPrice ForeignAmount="0.87" Currency="GBP">1.64</UnitListPrice> 

         <RegularSalesUnitPrice>1.31</RegularSalesUnitPrice> 

         <ActualSalesUnitPrice>1.31</ActualSalesUnitPrice> 

         <ExtendedAmount>3.62</ExtendedAmount> 

         <Quantity>63</Quantity> 

       </LineItem>

     </StockReplenishment>

    </CustomXML>
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    iv.	In the Build XPath Expression from sample XML file panel choose Upload.

    v.	In the Upload File panel be sure that the source is File. Click Browse in the File to Upload field, navigate to your XML file, and click Open.

    vi.	Click Upload on the bottom left of the Upload File panel and click Continue in the upload success box. This puts you back on the Build XPath Expression from sample XML file panel.

    vii.	The contents of the XML file display in the window at the bottom of the panel. If you do not see the XML file displayed, make sure that the file name is selected in the URL of Sample Document field.

    viii.	Click <From> Element and you will see the XPath in the Select XPath Expression box. Then click Done to accept the XPath expression. This puts you back on the Configure B2B XPath Routing Policy panel.

    ix.	For the Receiver XPath, you can use the XPath Tool or simply copy the Sender XPath, paste it into the Receiver XPath field, and change the word From to the word To.

    x.	Leave the remaining XPath fields blank and click Apply to save the XPath policy. This returns you to the XPath Formats tab, where you will see that the new format is the first item in the list.

    6.		Now that the B2B gateway is completely configured, save the service by clicking Apply. 

    7.	Click Save Config to persist your changes.

    8.5  Configuring WebSphere Message Broker 

     

    
      
        	
          Additional material: Appendix C, “Additional material” on page 317, contains a compressed file that contains the message flows for this scenario. The project can be imported into WebSphere Message Broker Toolkit. The compressed file can be found in the BrokerScenario_Files folder.

        
      

    

    This section shows how to configure WebSphere Message Broker for integration with WebSphere MQ File Transfer Edition and the XB60. Installation of WebSphere Message Broker is not included here. For installation of WebSphere Message Broker see the WebSphere Message Broker V7 information center at:

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/index.jsp

    This section assumes that the reader has knowledge of building and deploying message flows in WebSphere Message Broker Toolkit. The following topics are covered in this configuration:

    •8.5.1, “Defining the broker” on page 219

    •8.5.2, “Integrating the WebSphere MQ File Transfer Edition with the WebSphere Message Broker” on page 222

    •8.5.3, “Creating message flows with FTE nodes” on page 224

    8.5.1  Defining the broker

    The broker used in this scenario was defined with the following steps:

    1.	In WebSphere MQ Explorer, right-click Brokers and select New → Local Broker (Figure 8-37).
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    Figure 8-37   Creating a new broker using WebSphere Message Broker Explorer

    2.	Figure 8-38 shows the Create Broker Wizard. In the New Broker name field enter the name for the new broker. In our case we use the name BRKSAFE to indicate that the broker is running in the protected (safe) zone behind the internal firewall. Figure 8-2 on page 182 shows the overall view of the inbound flow. 
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    Figure 8-38   Create Broker wizard

    Click Next.

    3.	In in the panel shown in Figure 8-39, specify the queue manager where the broker’s queues will be defined, QMBRK. Leave the user name and password set to the defaults. 
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    Figure 8-39   Completed Create Broker Wizard

    Click Next and you will see the progress bar move as the broker is defined. 

    4.	When the broker creation is complete, you will see a successful completion message (Figure 8-40).
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    Figure 8-40   Summary - Success

    5.	You can now see your new broker in WebSphere MQ Explorer in the list of Brokers (Figure 8-41). You can also see that the default execution group for the new broker started.
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    Figure 8-41   WebSphere MQ Explorer with WebSphere Message Broker Explorer plug-in

    8.5.2  Integrating the WebSphere MQ File Transfer Edition with the WebSphere Message Broker

    The FTEInput and FTEOutput nodes introduced in WebSphere Message Broker V7.0.0.1 provide seamless integration with your existing MQ FTE backbone network. Figure 8-42 shows a typical MQ FTE backbone network with a WebSphere Message Broker deployed with FTE nodes.
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    Figure 8-42   Integrating WebSphere MQ File Transfer Edition with WebSphere Message Broker overview

    As depicted in Figure 8-42, a WebSphere MQ File Transfer Edition agent runs in each execution group that has deployed flows containing FTE nodes. The agent is responsible for receiving and initiating all WebSphere MQ File Transfer Edition transfers. 

    You do not need to start or stop this agent. If a flow containing FTE nodes is deployed, the agent is running. The agent is stopped only when the execution group is stopped. The broker queue manager is used as the queue manager for the agent.

    Agent name

    To send a file to a given execution group, users need to know the name of the agent that the broker creates. The agent name (BRKSAFE.DEFAULT in our case) is derived from Broker.ExecutionGroup, and is not configurable. The total name length is limited to 28 characters, with a maximum of 12 characters for the broker name and 15 characters for the execution group. Broker and execution group names longer than these limits are truncated to form the agent name. The name must be in a valid format for generating the MQ Series queue name. Ensure that: 

    •The broker name is 12 characters or fewer (or at least unique in the first 12 characters). 

    •The execution group names are 15 characters or fewer (or at least unique in the first 15 characters). 

    •The broker and execution groups do not contain any characters that are invalid for queue names. 

    •The broker.executiongroup tuples are all unique, even if the case is ignored. 

    Queue manager FTE artifacts

    When a message flow with FTE nodes is deployed, the broker creates all the required artifacts on the queue manager for the agent (Figure 8-43) and on the broker queue manager when it is the coordination queue manager. If the artifact creation fails due to the configuration of the system or permissions, the broker might not be able to create all artifacts. In this case, the user must create them in advance manually or using scripts. In our scenario, the BRKSAFE broker created all the queues necessary for the BRKSAFE.DEFAULT agent. The coordination queue manager was created previously and needed no additional artifacts.

     

    
      
        	
          Database logger queues: When the broker creates the MQ artifacts, it also defines the queues for the database logger, because by default, the broker assumes that its queue manager is the coordination queue manager. 
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    Figure 8-43   WebSphere MQ queues for broker agent BRKSAFE.DEFAULT

    Specifying a coordination queue manager

    By default, the broker queue manager is the coordination queue manager. You can specify a different coordination queue manager by using the WebSphere Message Broker Explorer or the mqsichangeproperties command. In our scenarios, we define the coordination queue manager as QMSAFE instead of the broker’s queue manager, QMBRK. Figure 8-44 shows the panel for changing the coordination queue manager property. To find this panel in WebSphere Message Broker Explorer, right-click the execution group and select Properties → WebSphere MQ File Transfer Edition.
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    Figure 8-44   Execution group default properties panel - Setting coordination queue manager

    Directory for file transfers

    WebSphere Message Broker uses a location in its work path to store transfers to remote agents. It uses another location as the default directory for received files. The high-level directory path for both locations is: 

    workpath/common/FTE 

    On the broker system SYSD, we found the workpath to be:

    C:\Documents and Settings\All Users\Application Data\IBM\MQSI\

    8.5.3  Creating message flows with FTE nodes

    The FTEInput and FTEOutput nodes can be found in the WebSphere Message Broker Toolkit node palette in the File section (Figure 8-45).
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    Figure 8-45   WebSphere Message Broker Toolkit - File drawer with FTE nodes

    You do not need to configure the WebSphere MQ File Transfer Edition code that runs in the broker. Operational tools in WebSphere Message Broker Explorer are provided to create transfers. At a high-level, these are the steps for using the nodes to send or receive data across an existing WebSphere MQ File Transfer Edition network: 

    1.	Create a flow that includes one of the FTE nodes. 

    2.	Configure the node. 

    3.	For production purposes, change the coordination queue manager from the broker queue manager.

    4.	Deploy the flow. 

    Using the FTEInput node

    The FTEInput node is used to extend WebSphere Message Broker Version 7.0 support for file processing through its integration with WebSphere MQ File Transfer Edition. Use this node in a flow that expects to receive files from a WebSphere MQ File Transfer Edition agent in the MQ FTE backbone network. The node is configured with properties like any other WebSphere Message Broker input node. The properties tell the node where to find the files to be processed, the file name pattern, and how to parse the data being received. See the WebSphere Message Broker V7.0.0.1 Information Center for tables of the properties settings.

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/topic/com.ibm.etools.mft.doc/bc34034_.htm

    Notice that the FTEInput node in the message flow in Figure 8-46 is waiting for files to arrive in the C:\FTEin directory and is accepting any file name, as indicated by the asterisk. The properties panel also indicates the disposition of the file after it is processed by the FTEInput node. Valid options are no action, add a time stamp, and delete. 
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    Figure 8-46   Inbound message flow with FTEInput node

    The following steps were performed to build the message flow with an FTEInput node for this scenario. The complete flow is shown in Figure 8-46. Detailed information about configuring the FTEInput node is given on the property panels for the node in the WebSphere Message Broker Toolkit. 

    1.	Drag an FTEInput node onto a message flow and wire its out terminal to an output node of your choice. Notice that in our flow there is a trace node after the FTEInput node so that the inbound file can be examined.

    To process the file based on details of the transfer, place a node such as the route node after the FTEInput node. 

    Details of the transfer are stored in the local environment, at LocalEnvironment.FTE.

    2.	Configure the properties of the FTEInput node in the Basic panel (shown in the lower half of Figure 8-46 on page 226). The basic tab indicates the directory that contains the files to be processed by the node. To process only a defined subset of files sent to an agent, configure the file name filter. This action allows multiple FTEInput nodes in the same execution group to receive specific files, depending on the directory or file filters specified.

    When receiving files, you can apply filters. If an execution group has more than one FTEInput node, each node receives only the appropriate files. You can also determine what happens after the file has been processed (the file is left in its existing destination directory, left with a time stamp added, or deleted). See the Basic tab on the node for details.

    Note that the FTEInput node does not use a transit directory like the FileInput node. Each execution group has its own FTE agent, and a node processes only files sent to the FTE agent to which the node is deployed. The execution group ensures that only one node in the execution group processes each file.

    You can also specify whether, after processing, the file should be left in its directory, renamed, or deleted. 

    3.	To change how the node handles a message flow failure, configure the Retry panel. 

    4.	To change how records are identified in the input file, configure the record detection property on the Records and Elements panel (Figure 8-47). For example, you might want to specify that a record is fixed length and set the record length. Notice that we process the message as a whole file. Use the pull-down menu to select one of the other options: 

     –	Fixed length

     –	Delimited

     –	Parsed record sequence

    If you set the record detection property to anything other than Whole File, drag an additional output node to the flow, such as the MQOutput node. Wire the End of data terminal on the FTEInput node to the in terminal of the MQOutput node. The node connected to the end of data terminal receives an empty message when the last record in the file is read.
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    Figure 8-47   FTEInput node properties panel for records and elements - Message is Whole File

    5.	The Input Message Parsing property tells how to parse the data. We use XMLNSC parser (Figure 8-48). 
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    Figure 8-48   FTEInput node properties panel for input message parsing - XMLNSC

    6.	Add the flow to a broker archive (BAR) file and deploy the BAR file. 

    Using the FTEOutput node

    The FTEOutput node can be used in a message flow that needs to send a file using the MQ FTE backbone network.

    Multiple FTEOutput nodes can be deployed to the same execution group or to different execution groups in the same broker. But an FTEOutput node can only send one file per transfer. Each file can have multiple records and each record can have multiple elements. 

    Transfers from the FTEOutput are non-blocking. An error occurs if another transfer is outstanding with the same file name. This suggests that flows with an FTEOutput node are single threaded if you use the same file name for each occurrence of the flow. If you code the properties to create unique file names, then you should not encounter transfer errors because of duplicate file names.

    When sending a file, you can dynamically set the following properties: 

    •Destination agent 

    •Destination file directory 

    •Destination file name 

    •Destination queue manager 

    •Job name 

    •Overwrite files on destination 

    See Figure 8-49 for properties for setting the file options. Anyone who has created FTE transfers will recognize these parameters. They are equivalent to destination parameters in an fteCreateTransfer request: 

    •Destination agent name

    •Destination agent queue manager

    •Destination directory 

    •Destination file

    Also notice the options for mode of transfer and overwriting the destination file.
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    Figure 8-49   Message with FTEOutput node and corresponding properties

    We needed the following information to configure our message flow with a FTEOutput node: 

    •The name of the remote WebSphere MQ File Transfer Edition agent to which the file is to be sent. 

    •The name of the destination queue manager. 

    •The name of the output file. 

    Using Figure 8-49 on page 229 as reference, the steps below were performed to build the message with a FTEOutput node for use in the outbound part of the scenario. Detailed information about configuring the FTEOutput node is given on the property panels for the node in the WebSphere Message Broker Toolkit. Create a message flow that contains an input node. 

    1.	Drag an FTEOutput node onto the message flow, and wire its in terminal to the input node. 

    2.	Configure the Basic panel (shown in the lower half of Figure 8-49 on page 229):

    a.	Set values for the destination agent and destination file name properties. Configuring just these two properties is enough if you want to send all of the input message tree as a single record in the output file. 

    b.	Set a value for the destination queue manager property. The default destination queue manager is the queue manager for the broker. 

    3.	To specify a location in the input message tree for the data to be sent, configure the data location property on the Request properties panel. 

    4.	To change how records are placed in the output file, configure the record definition property on the Records and Elements panel. For example, you might want to specify that a record is fixed length, and set the record length.

    If you set the record definition property to anything other than Record is Whole File, drag a node such as the MQOutput node to the flow and wire its out terminal to the finish file terminal on the FTEOutput node. The node connected to the finish file terminal must have logic to determine the last record in the file. 

    In the flow, notice that we chose to use compute node and handle the end of file logic in the compute and wired the Out1 terminal to the finish file terminal of the FTEOutput node.

    5.	If required, configure the node to write the overrides to the LocalEnvironment.Destination.FTE subtree (Table 8-6 on page 234). To set properties for the transfer dynamically, place a node such as the compute node or the mapping node before the FTEOutput node. You can override the following properties: 

     –	Destination agent 

     –	Destination file directory 

     –	Destination file name 

     –	Destination queue manager 

     –	Job name 

     –	Overwrite files on destination 

    We did not use any overrides in this scenario.

    6.	Use a node such as the compute node or the mapping node before the FTEOutput node to alter any of the properties or to add or change headers for the FTE transfer.

    7.	Add the flow to a broker archive (BAR) file and deploy the BAR file. 

    Local environment tree structure for FTE nodes

    The local environment tree is a part of the logical message tree, in which you can store information while the message flow processes the message. The root of the local environment tree is called LocalEnvironment. This tree is always present in the input message. It is created when a message is received by the input node. Certain input nodes create local environment fields. Others leave it empty.

    Use the local environment tree to store variables that can be referred to and updated by message processing nodes that occur later in the message flow. You can also use the local environment tree to define destinations (both internal and external to the message flow) to which a message is sent. WebSphere Message Broker also stores information in LocalEnvironment in certain circumstances, and references it to access values that you might have set for destinations. (Compare this with the environment tree structure, which the broker only uses in specific situations.)

    Figure 8-50 shows an example of the local environment tree structure. The children of destination are protocol-dependent. 
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    Figure 8-50   Local.Environment tree structure

    In the tree structure shown in Figure 8-50, the local environment has several children. This subtree is optional. If you create local environment variables, store them in a subtree called variables. This subtree provides a work area that you can use to pass information between nodes. This subtree is never inspected or modified by any supplied node. 

    Variables in the local environment can be changed by any subsequent message processing node, and the variables persist until the node that created them goes out of scope. The variables in this subtree are persistent only within a single instance of a message flow. If you have multiple instances of a message passing through the message flow and need to pass information between them, you must use an external database.

    You can use fields in the local environment to dynamically alter the behavior of the FTEInput and FTEOutput nodes. You can also find what values the output nodes used to process the file.

    LocalEvironment.Wildcard.WildcardMatch tree structure for FTE nodes

    On the FileInput and FTEInput nodes, you can specify a file name pattern that contains wildcard characters. The input nodes copy the characters in the file name matched by wildcards, together with any intermediate characters, to LocalEnvironment.Wildcard.WildcardMatch.

    Table 8-2   LocalEnvironment.Wildcard.WildcardMatch field 

    
      
        	
          Element name

        
        	
          Element data type

        
        	
          Description

        
      

      
        	
          Wildcard match

        
        	
          CHARACTER

        
        	
          You can use fields in the local environment to dynamically alter the behavior of the FileInput, FileOutput, FTEInput, and FTEOutput nodes. You can also find which values the output nodes used to process the file.

        
      

    

    LocalEvironment.FTE tree structure for FTE nodes

    When you use the FTEInput node, it stores information that you can access in the LocalEnvironment.FTE and LocalEnvironment.FTE.Transfer message trees.

    The LocalEnvironment.FTE subtree stores information relating to the current record and is populated by the broker. Table 8-3 describes the fields in this structure.

    Table 8-3   LocalEnvironment.FTE fields

    
      
        	
          Element name

        
        	
          Element data type

        
        	
          Description

        
      

      
        	
          TimeStamp

        
        	
          CHARACTER

        
        	
          You can use fields in the local environment to dynamically alter the behavior of the FileInput, FileOutput, FTEInput, and FTEOutput nodes. You can also find which values the output nodes used to process the file.

        
      

      
        	
          Offset

        
        	
          INTEGER

        
        	
          Start of the record within the file. The first record starts at offset 0 bytes. When offset is part of the end of data message tree, this value is the length of the input file.

        
      

      
        	
          Record

        
        	
          INTEGER

        
        	
          Number of the record within the file. The first record is record number 1. When the record is part of the end of data message tree, this value is the number of records.

        
      

      
        	
          Delimiter

        
        	
          CHARACTER

        
        	
          The characters used to separate this record from the preceding record, if delimited is specified in record detection. The first record has a null delimiter. When delimiter is part of the end of data message tree, this value is the delimiter that follows the last record, if any.

        
      

      
        	
          IsEmpty

        
        	
          BOOLEAN

        
        	
          Whether the record propagated by the message flow is empty. IsEmpty is set to TRUE if the current record is empty. When IsEmpty is part of the end of data message tree, this value is always set to TRUE.

        
      

    

    Local Evironment.FTE.Transfer tree structure for FTE nodes

    The LocalEnvironment.FTE.Transfer subtree contains information received from WebSphere MQ File Transfer Edition regarding the transfer or file. Table 8-4 describes the fields in this structure.

    Table 8-4   LocalEnvironment.FTE.Transfer message tree

    
      
        	
          Element name 

        
        	
          Element data type

        
        	
          Description

        
      

      
        	
          Directory

        
        	
          CHARACTER

        
        	
          The absolute directory path of the input directory.

        
      

      
        	
          JobName

        
        	
          CHARACTER

        
        	
          The name of the transfer.

        
      

      
        	
          Name

        
        	
          CHARACTER

        
        	
          The file name and extension (per file).

        
      

      
        	
          LastModified

        
        	
          TimeStamp

        
        	
          Date and time the file was last modified (per file).

        
      

      
        	
          SourceAgent

        
        	
          CHARACTER

        
        	
          The name of the agent sending the file.

        
      

      
        	
          DestinationAgent

        
        	
          CHARACTER

        
        	
          The name of the agent to which to send the file.

        
      

      
        	
          OriginatingHost

        
        	
          CHARACTER

        
        	
          The name of the host from which the transfer was submitted.

        
      

      
        	
          TransferId

        
        	
          CHARACTER

        
        	
          The unique name of the transfer.

        
      

      
        	
          MQMDUser

        
        	
          CHARACTER

        
        	
          The MQ user ID in the MQMD of the transfer message.

        
      

      
        	
          OriginatingUser

        
        	
          CHARACTER

        
        	
          The user ID of the user that submitted the transfer request.

        
      

      
        	
          TransferMode

        
        	
          CHARACTER

        
        	
          The mode of the transfer. Valid values are binary and text.

        
      

      
        	
          TransferStatus

        
        	
          CHARACTER

        
        	
          The status of the transfer of the file.

        
      

      
        	
          FileSize

        
        	
          INTEGER

        
        	
          The size of the file being transferred.

        
      

      
        	
          ChecksumMethod

        
        	
          CHARACTER

        
        	
          The only allowed value is MD5.

        
      

      
        	
          Checksum

        
        	
          CHARACTER

        
        	
          If the ChecksumMethod element is set to MD5, this element is the actual checksum in hex string format.

        
      

      
        	
          DestinationAgentQmgr

        
        	
          CHARACTER

        
        	
          The name of the destination agent's queue manager to which to send the file.

        
      

      
        	
          SourceAgentQmgr

        
        	
          CHARACTER

        
        	
          The name of the source agent's queue manager that sent the file.

        
      

      
        	
          OverallTransferStatus

        
        	
          CHARACTER

        
        	
          The overall status of the transfer.

        
      

      
        	
          TotalTransfers

        
        	
          INTEGER

        
        	
          The total number of files successfully transferred.

        
      

      
        	
          TransferNumber

        
        	
          INTEGER

        
        	
          The number of the current file in the transfer.

        
      

    

    The LocalEnvironment.FTE and LocalEnvironment.FTE.Transfer structures are propagated with each message written to the out terminal of the FTEInput node and with the empty message written to the end of data terminal.

    Local Evironment.WrittenDestination tree structure for FTE nodes

    When you use the FTEOutput node, it stores information that you can access in the LocalEnvironment.WrittenDestination.FTE message tree. Table 8-5 describes the fields in this structure.

    Table 8-5   LocalEnvironment.WrittenDestination.FTE fields

    
      
        	
          Element name

        
        	
          Element data type

        
        	
          Description

        
      

      
        	
          DestinationAgent

        
        	
          CHARACTER

        
        	
          The name of the agent to which to send the file.

        
      

      
        	
          DestinationAgentQmgr

        
        	
          CHARACTER

        
        	
          The name of the destination queue manager.

        
      

      
        	
          JobName

        
        	
          CHARACTER

        
        	
          The name for the transfer.

        
      

      
        	
          Directory

        
        	
          CHARACTER

        
        	
          The absolute directory path of the output directory in the form used by the file system of the broker. For example, on Windows systems, this starts with the drive letter prefix (such as C:).

        
      

      
        	
          Name 

        
        	
          CHARACTER

        
        	
          The file name of the output file.

        
      

      
        	
          Overwrite

        
        	
          BOOLEAN

        
        	
          The absolute directory path of the output directory in the form used by the file system of the broker. For example, on Windows systems, this starts with the drive letter prefix (such as C:).

        
      

    

    Local Evironment.Destination.FTE tree structure for FTE nodes

    This subtree consists of a number of children that indicate the transport types to which the message is directed (the transport identifiers) or the target label nodes that are used by a RouteToLabel node. 

    Transport information is used by certain input and output nodes, including:

    •FTE 

    •HTTP

    •MQ

    •JMS

    •SOAP

    •File

    •E-mail

    •TCPIP

    When you use the FTEOutput node, you can override its destination agent, destination queue manager, job name, destination file directory, destination file name, and overwrite files on destination system properties with elements in the message tree. The default location for these overrides is LocalEnvironment.Destination.FTE. Table 8-6 describes the fields of this structure.

    Table 8-6   LocalEnvironment.Destination.FTE fields

    
      
        	
          Element name

        
        	
          Element data type

        
        	
          Description

        
      

      
        	
          DestinationAgent

        
        	
          CHARACTER

        
        	
          The name of the agent to which to send the file.

        
      

      
        	
          DestinationAgentQmgr

        
        	
          CHARACTER

        
        	
          The name of the destination queue manager.

        
      

      
        	
          Jobname

        
        	
          CHARACTER

        
        	
          The name of the transfer.

        
      

      
        	
          Directory

        
        	
          CHARACTER

        
        	
          The absolute directory path of the output directory in the form used by the file system of the broker. For example, on a Windows system, this starts with the drive letter prefix (such as C:).

        
      

      
        	
          Name

        
        	
          CHARACTER

        
        	
          The file name of the output file.

        
      

      
        	
          Overwrite

        
        	
          BOOLEAN

        
        	
          This specifies whether files on the destination system can be overwritten when the destination agent moves files of the same name there. If the destination agent fails to overwrite the file, the transfer fails and the transfer logs report the failure. The FTEOutput node does not throw or log any errors.

        
      

      
        	
          TransferId

        
        	
          CHARACTER

        
        	
          The unique name of the transfer initiated by the FTEOuput node.

        
      

    

    8.6  Testing the inbound and outbound flows

    In this section, both the inbound and the outbound flow are described. The concept of inbound versus outbound is from the perspective of the internal partner. 

    For both the partner's B2B gateway and your B2B gateway we use a simulated back-end that communicates over an HTTP connection. For the purposes of this scenario, we send the payload files over the HTTP integration points using an HTTP utility called NetTool from SourceForge.net:

    http://sourceforge.net/projects/nettool/

    The tools used to view the transaction flows and the contents are documented at each step. 

    The following scenarios are being tested:

    •Inbound flow: receiving an XML document from external partner partner

    •Outbound flow: sending an XML document to external partner partner

    Receiving a document from external partner named partner (inbound flow)

    In the inbound flow, the external partner starts the flow by sending an XML file over SFTP. The document represents a stock replenishment request. The following flow explains how the tests were executed:

    1.	The processing starts when the external partner sends a request via the SFTP protocol to the SFTP server front side handler in the XB60 FTE_B2B_GW gateway service. In our test environment, we simulated this action by using NetTool to send the request via HTTP to the HTTP front side handler in the PARTNERHUB B2B gateway. 

     

    
      
        	
          Additional materials: The PARTNERHUB gateway is set up on our XB60 to simulate the external partner. Whereas we do not show the configuration of this gateway, we have exported the PARTNER domain and included it in the Common_Files directory in Appendix C, “Additional material” on page 317. If you import this domain, you must import the certificates for the PARTNER and B2BFTE profiles after importing the domain. The certificates can be found in the B2BScenario_Files\certs folder in Appendix C, “Additional material” on page 317. 

          The port for the HTTP front side handler in the PARTNERHUB gateway is 30003.

        
      

    

    The routing information in the request indicates that the request is to ftebroker and from partner, so that the file is routed to the broker. These business IDs are defined as partners in the B2B gateway. 

    Figure 8-51 shows the file that is transmitted. 
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    Figure 8-51   Stock replenishment request being sent from NetTool

    2.	The B2B Gateway service of PARTNERHUB looks up the partner information and verifies that the partners exist and are allowed to trade documents.

    The gateway looks at the destination that is configured for the receiving profile (FTE_BROKER) and delivers the payload to the appropriate address.

    3.	Now let us view the transaction in the XB60's B2B transaction viewer. Click Control Panel and then B2B Transaction Viewer.

    The partner's B2B gateway parses the XML file and extracts the sender (<From>) and receiver (<To>) information from the file. Figure 8-51 shows where the sender and receiver information is located in the XML file. 

    The transaction is found in the B2B transaction viewer for the PARTNERHUB B2B gateway (Figure 8-52). By looking at the entry for Transaction Set ID 4268, we see that the PARTNERHUB gateway received the request via the HTTP front side handler at the http://9.42.17.231:30003 address and sent it to the FTE_BROKER partner via the SFTP protocol to the SFTP server front side handler in the FTE_B2B_GW listening on port 40022. Transaction Set ID 4271 is the response message to the request in Transaction Set ID 4268.

    [image: ]

    Figure 8-52   Transaction viewer for PARTNERHUB gateway

    Click the Transaction Set ID (4268) and select Content to display the data (Figure 8-53). This matches the data that was sent (Figure 8-51 on page 236).
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    Figure 8-53   File received from partner via SFTP

    4.	The PARTNERHUB B2B gateway sends the XML file to the company's FTE_B2B_GW B2B gateway. The company's B2B gateway receives the XML message at the SFTP Front-side Handler and extracts the sender and receiver information from the route XML tags. Figure 8-54 shows the entry in the transaction viewer for the FTE_B2B_GW. 

    [image: ]

    Figure 8-54   Transaction viewer for FTE_B2B_GW gateway

    Transaction Set ID 4269, Transaction ID 336128 shows that the message was received via the SFTP front side handler on port 40022 from PARTNER. 

    You can see more about this transaction in the system log for the front side handler (Figure 8-55).

     

    
      
        	
          Viewing the system log: To view the system log, select View Logs in the Control Panel. When the log opens, you can filter on an object (for example, the SFTP_FSH front side handler) by clicking its name in a message in the log. 
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    Figure 8-55   SFTP request received by SFTP server front side handler

    5.	When the multi-protocol gateway MQFTE_INTEGRATION receives the file, it writes the file to the shared NFS file system. 

    The system log for the HTTP front side handler MQFTE_FSH (Figure 8-56 on page 239) shows that the HTTP request was received and was to be routed to the destination agent BRKSAFE.DEFAULT on queue manager QMBRK, which is running the broker execution group default.

    Detailed information about the transaction can be found in the SFTP front side handler log (Figure 8-55 on page 238).
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    Figure 8-56   HTTP FSH in multi-protocol gateway log

    The Transaction Set ID 4270 is the response message.

    6.	The file sent via SFTP is written to the NFS shared file system by the multi-protocol gateway. It is the HTTP front side handler in the FTE_B2B_GW gateway that writes the file. This action can be seen in the B2B transaction viewer (Figure 8-57). 
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    Figure 8-57   Transaction viewer - File written to NFS

    The request message is written as a file on the shared NFS files server on SYSE, which is in the protected network behind the firewall. One port must be open in the internal firewall for the XB60 to write the file on the file system. 

    After the file is written to disk on the file server on SYSE, a command message is put on the command queue of the AGTNFS agent. Figure 8-58 on page 240 shows this message. Notice the directory path and file name on the NFS mount point. Also notice that the source agent is AGTNFS and the destination agent is BRKSAFE.DEFAULT, the agent running in the default execution group of broker BRKSAFE.
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    Figure 8-58   FTE command message put on AGTNFS command queue by XB60 NFS front side handler

    7.	AGTNFS sends the file to BRKSAFE.DEFAULT, which writes the file to the C:\FTEin directory and initiates the flow. Figure 8-59 shows the file name.
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    Figure 8-59   WebSphere MQ Explorer with WebSphere MQ File Transfer Edition Explorer plug-in transfer log

    8.	Referring to the message flow in Figure 8-60 and the properties of the FTEInput node in Figure 8-61 on page 242, we see that the FTEInput node “Receive File from Branch (FTE)” is waiting for a file to arrive in the C:\FTEin directory. Note that the OUT terminal has two branches. We first address the branch that ultimately leads to the Sent to HQ Replenishment App (MQ) node (the lower branch)
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    Figure 8-60   Inbound message flow
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    Figure 8-61   Properties of FTEInput node 

    The name of the file is not important in this particular message flow, but the Input message parsing properties of the input node (Figure 8-61) tell us that an XML file is expected, because the XMLNSC parser is being used.
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    Figure 8-62   Input Message Parsing properties

    9.	Figure 8-63 shows what the file looks like after it has been received by the BRKSAFE.DEFAULT agent and written to the C:\FTEin directory. The display of this file was taken from the Trace Input to Repl trace node. 
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    Figure 8-63   Trace data from Trace Input to Repl node

    Notice that the routing information in the <Route></Route tags is still in the file. This is required when using profile management, but the stock replenishment (order inventory) application is not concerned with the routing information. It only needs the data between the <StockReplenishment></StockReplenishment> tags. The message flow must remove the routing information before sending to the application. This is accomplished in the compute node PrepStkReq in the flow.

    10.	The PrepStkReq compute node contains the ESQL code that strips the routing information. Figure 8-64 shows the ESQL code. Notice that it is the delete field statements that is deleting the XML tags from the file. 
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    Figure 8-64   ESQL sample code to remove routing information

    11.	Figure 8-65 shows the file after it has been processed by the compute node. Notice that the routing information is removed and the file is in the format that the application expects. 
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    Figure 8-65   Trace file produced by AftPrepStk trace node

    Figure 8-66 provides a better view of the file using an XML editor.
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    Figure 8-66   Message being sent to application after removal of route tags

    12.	Again referring to Figure 8-60 on page 241, you can see that the message is being routed to the application’s MQ queue via the “Sent to HQ Replenishment App (MQ)” MQOutput node. The name of the queue is XB60STKTOINV. By putting a message on the queue, the backend order inventory application receives the message and processes the order.

    One of the strengths of WebSphere Message Broker is the routing of messages. As we mentioned earlier, the out terminal of the FTEInput node has two branches. The file is not only sent to the application for processing, but it is also being sent to the auditing department so that the original file sent from the branch can be archived for historical purposes (the upper branch in the flow shown in Figure 8-60 on page 241).

    Assume that the archival system is running on another file server and receives files via the MQ FTE backbone. The FTEOutput node in the message flow sends the file to the AGTNFS destination agent on queue manager QMNFS. In our scenario, we use the same agent, but write to a different directory on the file system not shared with the XB60. In reality, we can use any agent in the MQ FTE backbone network.

    1.	This flow is easy to do by adding an additional branch out of the FTEInput node. This path is routed through another compute node, PrepFTE. Figure 8-67 shows the ESQL code of the compute node.
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    Figure 8-67   ESQL code for sending and EOD data message to FTEOutput node

    The data messages are routed to the out terminal. If we were parsing by record, and the test file had multiple records, then the compute node propagates an empty message to the FTEOutput signaling end of file. In this scenario, we parsed the whole file as a message, so only one message representing the whole file was sent to the AGTNFS agent from the BRKSAFE.DEFAULT agent to archive the file. Another trace node in the flow AftPrpArch records the message shown here. 
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    Figure 8-68   Trace record of input file before sending to archival system via FTE

    2.	The FTEOutput node sends the file to AGTNFS. Figure 8-69 shows the properties.
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    Figure 8-69   Properties for FTEOutput node to send file to archival system

    Sending a XML document to external partner named partner (outbound flow)

    The following flow explains how the tests were executed for the outbound flow. 

    1.	As shown in Figure 8-70, the outbound message flow waits for an MQ message from the order inventory application. The flow is invoked when a message arrives on the queue specified in the properties of the MQInput node FromOrdInvApp. The queue name in the MQInput node is the same one that was defined for the MQOutput node in the inbound scenario. 

    For testing this scenario, the outbound flow also simulates processing by a backend application. Consequently, the completion of the inbound flow initiates the outbound flow, which creates the response message to be sent back to the branch office. 
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    Figure 8-70   Outbound message flow to send response file from order - Inventory application

    Figure 8-71 shows the properties of the MQInput node for the outbound flow.
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    Figure 8-71   Outbound message flow - MQInput node FromOrdInvApp properties

    2.	Figure 8-72 is a display of the file as received from the application on the message flow’s MQInput node from the XB60STKTOINV queue. The display was produced by the trace node StkQOut. You can see that it is the same file output by the inbound flow.
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    Figure 8-72   Trace node recording of message received on MQInput node

    3.	Before the file is sent to the XB60, the message flow must augment the file with routing information for the XB60. This is another strength of WebSphere Message Broker—transforming data. A compute node (PrepareFTE) has been inserted in the message follow to add the routing information. 

    Note that, for the purposes of this scenario, the PrepareFTE compute node also simulates the back-end application’s preparation of the response message. The response message contains updated stock availability and promotional information.

    We can override the destination properties for the FTEOutput node by using the LocalEnvironment.Destination.FTE variables, as discussed previously in “Local environment tree structure for FTE nodes” on page 230. However, in this scenario, we add routing information to the outbound file so that the XB60 can validate partners and send the file to the correct destination with the correct protocol. In this case, we use SFTP to send the file to external partner partner’s SFTP file server.

    Figure 8-73 shows the ESQL code from the PrepareFTE compute node. This is a simple ESQL example of adding data to the file. In this case, item quantities and promotional information is added. 
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    Figure 8-73   ESQL code simulating application processing - Addition of routing information

    Notice that the code also sets the destination and sender. The XB60 B2B gateway needs the routing information to validate the partners and extract the detailed routing addresses from the partner profile.

    4.	Figure 8-74 displays the file as it exits PrepareFTE compute node. The display was captured by trace node PrepOut. 
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    Figure 8-74   Message after transformation - Routing tags added

    Quantities have been changed and promotional information added. Even though the <Route></Route> tag has been added to the bottom of the data, xPath is used in the XB60 rules to locate the necessary information. 

    Now the message contains the data required by the B2B gateway and the FTEOutput node knows the agent and queue manager to which to send the file. 

    5.	Referring to the FTEOutput node properties shown in Figure 8-75, we see that the file is to be sent via the MQ FTE backbone to the NFS file server, where the FTE_B2B_GW NFS poller is waiting for files. The FTEOutput node’s properties are configured to instruct the broker’s agent where to send the file. 
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    Figure 8-75   Outbound message flow FTEOuput node SendInv4XB60 properties

    Looking at the properties shown in Figure 8-75, we can see the instructions for the broker’s BRKSAFE.DEFAULT agent to send the file to the AGTNFS agent on queue manager QMNFS. The destination agent stores the StkReplInv.xml file in the /xb60/ftewmb/Out directory. The XB60 NFS poller is watching this directory for the arrival of files. Text mode and overwrite are specified as the options. 

    6.	The file is sent to the AGTNFS agent from the broker’s BRKSAFE.DEFAULT agent. AGTNFS runs on SYSE (the NFS file server) and writes the file in the /xb60/ftewmb/Out directory. 

    The FTEOutput node named the file StkReplInv.xml. We can verify this in the WebSphere MQ Explorer FTE Transfer Log (Figure 8-76). We can see the agents involved in the transfer and the path and file name where the file was stored by the destination agent. 
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    Figure 8-76   WebSphere MQ Explorer FTE Transfer log 

    Figure 8-77 shows the corresponding entries found in the log of the XB60 NFS front side handler. 
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    Figure 8-77   Corresponding entries in the XB60 log

    7.	In the WebSphere MQ File Transfer EditionTransfer Log, we right-click the transfer entry and select Properties to see the messages that were produced by the coordination queue manager relating to that particular transfer. Refer to Figure 8-78 through Figure 8-80 on page 256 to see the messages.
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    Figure 8-78   Starting transfer message published by coordination queue manager QMSAFE
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    Figure 8-79   In Progress message published by coordination queue manager QMSAFE
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    Figure 8-80   Successful message published by coordination queue manager QMSAFE

    8.	The routing information is simple. When the XB60 FTE_B2B_GW receives the file, all that it needs to know is whom the file is intended for and whom it is from. If the partners, FTE_BROKER and PARTNER, have valid profiles and there is a trading partner agreement in place for them, then the gateway has the information that it needs to complete the transfer. 

    Using the XB60 Transaction Viewer in the FTEWMB domain, we see in Transaction Set ID 4270, Transaction ID 336528 that the file was received from the FTE_BROKER partner and sent to partner via SFTP (Figure 8-81). 
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    Figure 8-81   Outbound SFTP transaction from FTE_BROKER 

    Click the hot link for the Transaction Set ID 4270 and the data displays (Figure 8-82). This matches the data from the trace node (Figure 8-74 on page 251).
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    Figure 8-82   Response file received by XB60 from NFS file system - Routing information included

    9.	The file is read by the NFS poller front side handler in the XB60’s FTE_B2B_GW and sent via SFTP to the partner’s SFTP front side handler in PARTNERHUB on port 30022. Looking at Figure 8-83, we see that the file was sent to the partner application, which was simulated by the NetTool request over HTTP. 
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    Figure 8-83   Outbound SFTP to NetTool HTTP 

    10.	By right-clicking the hot link for Transaction Set ID 4271, we can view the content of the file going back to partner in Figure 8-84. We can see that this file exactly matches the file as read from the NFS in Figure 8-82 on page 257.
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    Figure 8-84   Outbound response file sent to partner over SFTP

    8.7  Troubleshooting tips for WebSphere Message Broker

    In this section we provide troubleshooting information for WebSphere Message Broker and discuss how to diagnose errors that can occur in the scenarios described in this chapter. For more information, see:

    •Troubleshooting for WebSphere MQ File Transfer Editionis discussed in 6.4, “Troubleshooting tips for WebSphere MQ File Transfer Edition” on page 105. 

    •Troubleshooting for the IBM WebSphere DataPower B2B Appliance XB60 is discussed in 7.6, “Troubleshooting tips” on page 170.

    •Additional troubleshooting information for WebSphere Message Broker can be found at:

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/topic/com.ibm.etools.mft.doc/bu03830_.htm

    •Detailed information about WebSphere Message Broker diagnostic messages can be found at: 

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/topic/com.ibm.etools.mft.doc/ay66000_.htm 

    8.7.1  Check the system requirements

    It is important for the installation, configuration, and operation of all the WebSphere Message Broker components that your systems are compliant with the system requirements for the software.

    The system requirements can be found on the IBM web site at:

    http://www-01.ibm.com/software/integration/wbimessagebroker/requirements/

    If you are in doubt, contact IBM and ask for help.

    8.7.2  Resource statistics

    Resource statistics are collected by a broker to record performance and operating details of resources that are used by execution groups. The resource statistics can be used to ensure that your systems are using the available resources in the most efficient manner. If you detect that system resources are under pressure, you can examine the statistics collected by the broker to assess whether the cause of the concern is the use of those resources by processes in WebSphere Message Broker. 

    When resource statistics are activated in WebSphere Message Broker, measurements are collected for the resource type FTEAgent. Use these FTE agent resource manager statistics to view the number of transfers sent and received by an FTE agent. A one-to-one mapping exists between an execution group and its FTE agent. Consequently, the resource manager statistics provide an accurate picture of the file transfer activity of that execution group.

    Table 8-7 describes the measurements that are returned for the agent. The measurements apply only to the 20-second interval that is being reported.

    Table 8-7   FTE agent resource measurements

    
      
        	
          Measurements

        
        	
          Description

        
      

      
        	
          inboundTransfers

        
        	
          The number of transfers received by the agent

        
      

      
        	
          outboundTransfers

        
        	
          The number of transfers sent by the agent

        
      

      
        	
          inboundBytes

        
        	
          The number of bytes received by the agent

        
      

      
        	
          outboundBytes

        
        	
          The number of bytes sent by the agent

        
      

    

    8.7.3  Log files

    If an error is reported by a WebSphere Message Broker component, start investigation into its cause by looking at the product and systems logs to which information is written during component operation.

    The information that is recorded in a log typically consists of a time stamp indicating when the error occurred and a brief description of the error, which can be expanded to provide more details. In certain situations, a general error is written and is followed by a group of more specific errors that provide details about the general error.

    When an error occurs, check STDOUT, STDERR, and the local error log first. These logs record information about major activities within the system. All components of WebSphere Message Broker provide diagnostic information whenever error or warning conditions affect broker operation. These conditions include: 

    •Unsuccessful attempts to write a message to a WebSphere MQ output queue 

    •Errors interacting with databases 

    •The inability to parse an input message 

    Additional logs that are specific to WebSphere Message Broker are written to record runtime errors, internal errors that are produced by the operating system or your code, or errors related to the work that you are doing in a particular perspective, all of which you can view using the WebSphere Message Broker Toolkit.

    There are a variety of logs that can be used to help with problem determination and troubleshooting. The location of the log files varies by platform. It is best to review the WebSphere Message Broker Information Center to find the location of the various log files on specific platforms. Information for interpreting the files can also be found at:

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/topic/com.ibm.etools.mft.doc/an04120_.htm 

    8.7.4  User traces

    If you cannot get enough information about a particular problem from the entries that are available in the various logs, the next troubleshooting method to consider is using trace. Trace provides more details about what is happening while code executes. The information produced from trace is sent to a specified trace record so that you or IBM support personnel can analyze it to discover the cause of your problem.

    There are two main types of trace available in WebSphere Message Broker: 

    •User trace 

    •Service trace

    Typically, you utilize user trace for debugging your applications. You can trace brokers, execution groups, and deployed message flows. With a service trace, you can activate more comprehensive broker tracing and start tracing for the WebSphere Message Broker Toolkit. You can also trace the execution of commands.

    Trace is inactive by default, and must be explicitly activated by a command or by the WebSphere Message Broker Toolkit. When you start user tracing, you cause additional processing for every activity in the component that you are tracing. Large quantities of data are generated by the components. Expect performance to be affected while trace is active. You can limit this additional processing by being selective about what you trace and by restricting the time during which trace is active.

    Before a broker or any of its execution groups or message flows can be traced, the broker must be running, and the message flows deployed. 

    To start a user trace:

    1.	Start WebSphere Message Broker user trace facilities by using the mqsichangetrace command, or, for execution groups and assigned message flows, from the WebSphere Message Broker Explorer. You can select only one broker on each invocation of the command, but you can activate concurrent traces for more than one broker by invoking the command more than once.

    2.	Specify an individual execution group or message flow within the specified broker to limit the scope of a trace. The events that are recorded when you select the message flow option include:

     –	Sending a message from one message processing node to the next

     –	Evaluating expressions in a filter or compute node

    3.	Start your trace. You can start trace at two levels:

     –	normal: This tracks events that affect objects that you create and delete, such as nodes.

     –	debug: This tracks the beginning and end of a process, and monitors objects that are affected by that process.

    Example: Starting user trace for the default execution group

    To start a normal level user trace for the default execution group on a broker that you have created with the name BRKSAFE, on distributed systems, enter the following command:

    mqsichangetrace BRKSAFE -u -e default -l normal

    Where:

    •-u specifies user trace.

    •-e specifies the execution group (in this case, the default execution group).

    •-l specifies the level of trace (in this case, normal).

    To stop the trace, enter:

    mqsichangetrace BRKSAFE -u -e default -l none

    Where:

    •-u specifies user trace.

    •-e specifies the execution group (in this case, the default execution group).

    •-l specifies the level of trace (in this case, none).

    On the z/OS platform, enter the following command:

    F BRKSAFE,ct u=yes, e='default', l=normal

    To stop the trace, enter:

    F BRKSAFE,ct u=yes, e='default', l=none

    To start normal level user tracing for the default execution group from the WebSphere Message Broker Explorer:

    1.	In the Navigator view, expand the Brokers folder and right-click the execution group with which you want to work.

    2.	Click User Trace All Flows → Normal.

    To stop the trace:

    1.	In the Navigator view, expand the Brokers folder and right-click the execution group with which you want to work.

    2.	Click User Trace All Flows → None.

    To start normal level user tracing for one of your message flows from the WebSphere Message Broker Explorer follow these instructions:

    1.	In the Navigator view, expand the Brokers folder and right-click the message flow with which you want to work.

    2.	Click User Trace → Normal.

    To stop the trace:

    1.	In the Navigator view, expand the Brokers folder and right-click the message flow with which you want to work.

    2.	Click User Trace → None.

    An alert saying that the message flow is tracing at the normal level displays in the Alert Viewer.

    8.7.5  Common problems

    This topic explains tactics for diagnosing problems when the message flows are run and the expected result is not received. Use the following instructions to diagnose the problem.

    Use the WebSphere MQ Explorer to determine which queue the input message is on: 

    1.	In WebSphere MQ Explorer, expand the folders to display the broker queue manager, QMBRK. 

    2.	Click the Queues folder in the queue manager to display its queues. 

    3.	Check the Current depth column to identify the queue that is holding the input message. 

    If several messages are stored on one queue, right-click the queue, then click Browse Messages to determine whether the message that you are interested in is on the queue. 

    One of the most common conditions experienced is that the message flow does start. Here are variations and what to do about them:

    •Symptom: The input message stays on the MQInput queue.

     –	The broker, the queue manager, the listener, or the message flow itself has stopped.

    Check that all the components are running and that the listener for the queue manager is listening on the port for the queue manager. Start any components that are not running.

     –	Or, an unidentifiable message already on the IN queue cannot be processed by the message flow.

    In WebSphere MQ Explorer, right-click the IN queue, then click All tasks → Clear Messages.

    •Symptom: An unidentifiable message already on the MQInput queue cannot be processed by the message flow. 

    The MQInput node cannot identify which parser it must use to parse the message.

    If you are using the Enqueue facility in the workbench or the RfhUtil tool that is supplied in Support Pac IH03, you must type all the necessary message header information in the fields in the tool. If you are using the mqsiput.exe tool, you must add the header information to the message file itself.

    •Symptom: The input message goes to the SYSTEM.DEAD.LETTER.QUEUE.

    The queue on which the input message was supposed to be put does not exist. 

    Ensure that you have created all the queues required.

    •Symptom: The input message goes to the FAIL queue.

     –	The MQInput node cannot identify which parser it must use to parse the message.

    Check the Properties tab of the input node in the message flow. Make sure that the message domain matches the type of incoming message. For example, 	XMLNSC domain for XML message, IDOC for SAP, or MRM for COBOL copy books.

    Make sure that the incoming message format matches the message set defined for the input node of the message flow.

    •Symptom: You cannot find the input message on any queue.

     –	You have not refreshed the display in WebSphere MQ Explorer, or you have refreshed only some of the queues.

    To refresh all the queues in WebSphere MQ Explorer, right-click the Queues folder, then click Refresh. All the queues in the folder are refreshed.

     –	Or, the input message was passed to a terminal that was not connected to another node, and the message was discarded.

    Ensure that all the nodes are connected to each other as required by the sample.

    •Symptom: The message flow does not start when file arrives for a FTEInput node.

     –	The execution group or message flow might be stopped. 

    Use WebSphere Message Broker Explorer to start the message flow or the execution group.

     –	If using temporary agents, the agent is not created until execution is started or the message flow with FTE nodes is deployed. 

    In our testing, we noticed that files already in the input directory and not received by the FTE agent were not processed by the message flow.

     –	Multiple flows might be deployed with FTEInput nodes using the same directory with matching file patterns.

     •	Verify that the file was not processed by another flow.

     •	Review properties for the FTEInput nodes and correct as needed.

    8.7.6  Using the broker’s queue manager as FTE coordination queue manager

    When a message flow that contains an FTE node is deployed to an execution group, an agent is automatically created and started in that execution group. By default, the agent uses the broker's local queue manager as the coordination queue manager. If the broker's queue manager is being used as the coordination queue manager, the broker configures it as a coordination queue manager. 

    Unless you have previously defined the coordination queue manager, the agent is temporary. It is deleted when the flow is undeployed or the broker is stopped. This behavior is acceptable in a test environment. However, for production, the administrator must specify the coordination queue manager for the execution group. 

    Specifying a coordination queue manager:

    •Ensures that the correct queue manager is used when the agent is created. 

    •Makes the agent permanent. If a coordination queue manager has been defined, the agent is deleted only after you undefine the coordination queue manager (for example, by setting it to an empty string) and restart the execution group. 

    A warning is written to the log if the coordination queue manager is not changed from the default. 

    This behavior caused confusion during the initial configuration of the solution scenarios. The state diagram (Figure 8-85) proved quite helpful and illustrates how the presence of nodes and a defined coordination queue manager affect the state of the agent. 
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    Figure 8-85   How the presence of nodes and a defined coordination queue manager affect the state of the agents

    The leading practice is to predefine the coordination queue manager and set the broker property to use that queue manager instead of the broker’s queue manager. 
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Appendixes

    This part contains auxiliary information that you might find useful for understanding the scenarios. This part contains the following appendixes:

    •Appendix A, “Configuration of WebSphere MQ File Transfer Edition” on page 269

    •Appendix B, “Preparing the WebSphere Application Server and IBM HTTP Server environment” on page 297

    •Appendix C, “Additional material” on page 317
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Configuration of WebSphere MQ File Transfer Edition

    This chapter describes how we configured WebSphere MQ File Transfer Edition for use with scenarios presented in Chapter 4, “Scenario topology overview” on page 37, through Chapter 7, “B2B-enabled managed file transfer” on page 109. 

    This chapter contains the following sections:

    •“Overview” on page 270

    •“Configuring WebSphere MQ” on page 271

    •“Configuring WebSphere MQ File Transfer Edition” on page 279

    •“Configuring the database logger” on page 287

    Overview

    This chapter describes how we configured WebSphere MQ File Transfer Edition V7.0.2. Figure A-1 shows the topology we use. 
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    Figure A-1   Topology

    In this chapter, we show how to set up all components shown in Figure A-1 except for AGTSFTP and BRKSAFE. The creation of these agents requires special treatment. AGTSFTP is described in 6.2.8, “Creating and configuring the bridge agent” on page 96. BRKSAFE.DEFAULT is described in “WebSphere MQ File Transfer Edition agents” on page 181.

    Our configuration process proceeds as follows:

    1.	Create queue managers QMNFS, QMSAFE, and QMBRK.

    2.	Create an WebSphere MQ cluster that includes the three queue managers:

     –	QMNFS

     –	QMSAFE

     –	QMBRK

    3.	Define queue manager QMSAFE as both the coordination and command queue manager for our WebSphere MQ File Transfer Edition network.

    4.	Create WebSphere MQ File Transfer Edition Server agents on QMNFS and QMSAFE. 

     –	AGTNFS on QMNFS

     –	AGTSAFE on QMSAFE

    5.	Create the database logger.

    Configuring WebSphere MQ

    In this section, we create three queue managers: 

    •QMNFS

    •QMSAFE

    •QMBRK

    Then we configure them as a cluster.

    Creating the queue managers

    Figure A-2 shows the starting point for our configuration process.
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    Figure A-2   Queue managers for configuration of scenarios

    Table A-1 summarizes the queue managers’ topology.

    Table A-1   Queue manager topology

    
      
        	
          Queue manager name 

        
        	
          System

        
        	
          Port

        
      

      
        	
          QMSAFE

        
        	
          sysd

        
        	
          14014

        
      

      
        	
          QMBRK

        
        	
          sysd

        
        	
          14015

        
      

      
        	
          QMNFS

        
        	
          syse

        
        	
          1415

        
      

    

    The queue managers can be created using the WebSphere MQ Explorer (on Windows and on Linux) or using the command-line interface (CLI). We created the queue managers using the command-line commands.

    Creating queue managers QMSAFE and QMBRK on sysd

    Example A-1 shows the commands that create the queue manager QMSAFE and the listener on port 14014, and define that the listener starts at queue manager startup.

    Example A-1   Create queue manager QMSAFE
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    crtmqm -u QMSAFE.DLQ QMSAFE   

     

    strmqm QMSAFE

    echo DEF LISTENER(LISTENER.TCP) TRPTYPE(TCP) PORT(14014) CONTROL(QMGR) | runmqsc QMSAFE

    echo START LISTENER(LISTENER.TCP) | runmqsc QMSAFE
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    Example A-2 shows the commands that create the queue manager QMBRK and the listener on port 14015, and define that the listener starts at queue manager startup.

    Example A-2   Create queue manager QMBRK
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    crtmqm -u QMBRK.DLQ QMBRK   

     

    strmqm QMBRK

    echo DEF LISTENER(LISTENER.TCP) TRPTYPE(TCP) PORT(14015) CONTROL(QMGR) | runmqsc QMBRK

    echo START LISTENER(LISTENER.TCP) | runmqsc QMBRK
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    Creating queue manager QMNFS on syse

    Example A-3 shows the commands that create the queue manager QMNFS and the listener on port 1415, and define that the listener starts at queue manager startup.

    Example A-3   Create queue manager QMNFS
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    crtmqm -u QMNFS.DLQ QMNFS   

     

    strmqm QMNFS

    echo DEF LISTENER(LISTENER.TCP) TRPTYPE(TCP) PORT(1415) CONTROL(QMGR) | runmqsc QMNFS

    echo START LISTENER(LISTENER.TCP) | runmqsc QMNFS
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    Creating the queue manager cluster

    The foundation of our file transfer scenarios is a WebSphere MQ messaging infrastructure. As can be seen from Figure A-3, we chose to configure our three queue managers as a cluster. This architecture has the benefits of simplicity, flexibility, ease of administration, and, in a production environment, load balancing. This section discusses the creation of the WebSphere MQ cluster configuration.
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    Figure A-3   WebSphere MQ cluster configured

    For more detailed information about how to set up an MQ v7 cluster see:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp?topic=/com.ibm.mq.csqzah.doc/qc10120_.htm

    For our cluster we made the following decisions:

    •The queue managers on sysd (QMSAFE and QMBRK) are full repository queue managers.

    •The queue manager on syse (QMNFS) is a partial repository queue manager.

    A cluster configuration can be created using either the WebSphere MQ Explorer GUI or using MQSC command-line scripts. We use the WebSphere MQ Explorer to create the cluster, because this tool provides a single point for defining the cluster and adding local and remote queue managers to it. Especially for users who have never defined a queue manager cluster, the WebSphere MQ Explorer makes it easy to go through all the steps of creating the cluster and the required channels.

    In addition to the use of WebSphere MQ Explorer, we also show an example of a script for the creation of a queue manager cluster.

    Creating the queue manager cluster 

    To create the queue manager cluster:

    1.	In the WebSphere MQ Explorer on the left pane, right-click Queue Manager Clusters and then click New → Queue manager Cluster. Enter the name of the cluster (Figure A-4). 
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    Figure A-4   Enter cluster name

    Click Next.

    2.	On the Select the first full repository queue manager panel, select the first full repository queue manager from the drop-down menu (Figure A-5).
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    Figure A-5   Define first full repository queue manager

    Click Next.

    3.	On the Select the second full repository queue manager panel, select the second full repository queue manager from the drop-down menu (Figure A-6).
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    Figure A-6   Define second full repository queue manager

    Click Next.

    On the Creating cluster channels panel, the channels between the full repository queue managers are defined (Figure A-7).
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    Figure A-7   Define channels between full repository queue managers

    Click Next.

    4.	On the Name the first full respository’s cluster receiver channel panel, for the first full repository cluster-receiver channel, enter the host name or IP address for the connection name (Figure A-8).
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    Figure A-8   Details of first full repository receiver channel

    Click Next.

    5.	On the Name the second full respository’s cluster receiver channel panel, for the second full repository cluster-receiver channel, enter the host name or IP address for the connection name (Figure A-9).
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    Figure A-9   Details of second full repository receiver channel

    Click Next.

    On the Create the cluster panel, you see a summary of the channels that will be automatically be created between the two full repository queue managers (Figure A-10).
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    Figure A-10   Summary of channels between full repository queue managers

    6.	Click Finish.

    We created the WMQFTE cluster with two full repository queue managers. Now we can add one or more queue managers to the cluster as partial queue managers.

    For our system architecture, we have to add the queue manager QMNFS as a partial queue manager:

    1.	In the WebSphere MQ Explorer Navigator, on the left pane, under the Queue Manager Cluster tab, right-click WMQFTE and select Add Queue Manager to the Cluster.

    2.	On the panel for step 1, select the queue manager QMNFS from the drop-down menu, and then click Next.
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    Figure A-11   Add new queue manager to the cluster

    3.	On the panel for step 2, check Partial repository and click Next (Figure A-12).
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    Figure A-12   Define partial repository for the new queue manager

    4.	On the panel for step 3, enter the host name or IP address of the QMNFS queue manager machine, and then click Next (Figure A-13). 
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    Figure A-13   Define cluster receiver channel for partial repository queue manager

    5.	On the panel for step 4, select a full repository queue manager and click Next (Figure A-14).
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    Figure A-14   Select a full repository queue manager

    6.	On the panel for step 5, select the cluster-receiver channel of the full repository queue manager, and then click Next (Figure A-15).
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    Figure A-15   Define cluster receiver channel for full repository queue manager

    7.	On the next panel, click Finish.

    You can ensure that the cluster is working correctly by checking the cluster sender and receiver channels of each member of the cluster. If the channels are up and running (you might have to start one or more of them), the cluster is set up correctly.

    Creating the queue manager cluster using MQSC commands

    Example A-4 is a sample mqsc script that defines queue manager QMSAFE as a repository queue manager for the queue manager cluster WMQFTE and creates cluster sender and receiver channels.

    Example A-4   Define full repository queue manager and cluster channels
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    *---------------------------------------------------

    * Setup Qmgr QMSAFE

    *---------------------------------------------------

    alter qmgr +

    repos(WMQFTE)

    *---------------------------------------------------

    * Cluster Receiver Channel

    *---------------------------------------------------

    define channel(TO.QMSAFE) +

    chltype(clusrcvr) +

    cluster(WMQFTE) +

    conname('sysd(14014)') +

    replace

     

    *---------------------------------------------------

    * Cluster Sender Channel to QMBRK

    *---------------------------------------------------

    define channel(TO.QMBRK) +

    chltype(clussdr) +

    cluster(WMQFTE) +

    conname('sysd(14015)') +

    replace
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    You have to run the mqsc script for each queue manager that is a member of the cluster on its local machine to define the appropriate cluster sender and receiver channels. 

    Security 

    Because all of our scenarios are set in a secure network, we did not implement SSL security in the MQ FTE backbone. If there is a requirement to transmit sensitive information over their WebSphere MQ, enable Secure Socket Layer (SSL) security. Detailed information about how to set up SSL for WebSphere MQ V7 can be found at: 

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp?topic=/com.ibm.mq.csqzas.doc/sy10120_.htm

    Configuring WebSphere MQ File Transfer Edition

    In this section we show how to configure the WebSphere MQ File Transfer Edition components required by our scenarios.

    Defining the coordination and command queue manager

    This step can be done during the installation procedure of the WebSphere MQ File Transfer Edition Server package, with the precondition that you already created one or more queue managers, which then can be defined in the role of the coordination queue manager, command queue manager, or both. 

    We skipped this step in our WebSphere MQ File Transfer Edition Server installation procedure because we created our queue managers (QMSAFE, QMBRK, and QMNFS) in a subsequent step (as described in “Creating the queue managers” on page 271).

    In the following steps, we define QMSAFE as the coordination queue manager and command queue manager for our MQ FTE backbone.

    Creating the coordination queue manager

    Open a command window and run the command shown in Example A-5 from the command line.

    Example A-5   Define the coordination queue manager
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    fteSetupCoordination.cmd -coordinationQMgr QMSAFE
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    This command creates the following WebSphere MQ File Transfer Edition objects for queue manager QMSAFE:

    •The config directory (C:\IBM\WMQFTE\config\QMSAFE)

    •The wmqfte.properties file

    •The coordination.properties file

    •The QMSAFE.mqsc file

    The QMSAFE.mqsc file provides the mqsc scripts that create the queues, topics, and namelists for the coordination queue manager. You must run these scripts against the queue manager QMSAFE from the command line using the command shown in Example A-6.

    Example A-6   Create the WebSphere MQ objects
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    runmqsc QMSAFE < C:\IBM\WMQFTE\config\QMSAFE\QMSAFE.mqsc
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    Creating the command queue manager

    For simplicity, queue manager QMSAFE combines roles for both the coordination queue manager and the command queue manager. In a command window we run the command shown in Example A-7.

    Example A-7   Create the command queue manager
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    fteSetupCommands -connectionQMgr QMSAFE
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    This command creates the command.properties file in the coordination queue manager config directory (for example, C:\IBM\WMQFTE\config\QMSAFE).

    Creating the WebSphere MQ File Transfer Edition agents

    The MQ FTE backbone in the protected network for the file transfer scenarios includes four agents. The four agents send messages for publication to a single coordination queue manager. Figure A-16 depicts this architecture.
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    Figure A-16   Agents used in the scenarios

    Agents used in the scenarios

    This section provides a description of WebSphere MQ File Transfer Edition agents used in our scenario environment. 

    AGTNFS 

    This agent is used as a connection point between the B2B gateway and the MQ FTE backbone. 

    The B2B gateway writes incoming files to an Network File System (NFS) mount directory. AGTNFS then reads files from that directory and transfers them to the destination specified in the WebSphere MQ File Transfer Edition XML command received from the B2B gateway. 

    AGTNFS writes outgoing files to the NFS mount directory. The B2B gateway’s NFS Poller Front Side Handler then reads the file from that directory and transfers the file to the destination specified by the partner destination associated with the partner specified in the file.

    AGTNFS uses the queue manager, QMNFS, as its command and agent queue manager.

    AGTSAFE

    AGTSAFE is used to move files to and from back-end systems via an NFS directory. From this directory files can be either sent or received by the B2B gateway.

    For outbound file transfers, a resource monitor is used by AGTSAFE to poll the local file system and start a file transfer to the NFS directory when a relevant file is found.

    This agent uses the queue manager, QMSAFE, as its command and agent queue manager.

    AGTSFTP

    The AGTSFTP agent is a bridge agent. The protocol bridge allows our WebSphere MQ File Transfer Edition backbone (Figure 2-1 on page 17) to send and receive files stored on SFTP file servers. The creation and configuration of a bridge agent and how it is used in our overall architecture is described in detail Chapter 6, “Using FTP/SFTP with WebSphere MQ File Transfer Edition” on page 85.

    This agent uses the queue manager, QMSAFE, as its command and agent queue manager.

    BRKSAFE.DEFAULT

    The BRKSAFE.DEFAULT agent is used for integrating WebSphere Message Broker brokers with WebSphere MQ File Transfer Edition agents in a WebSphere MQ File Transfer Edition backbone (Figure 2-1 on page 17). This agent runs in the WebSphere Message Broker execution group, default. It is created by the broker when a message flow with FTE nodes is deployed. The agent runs in a broker execution group. You do not need to create this agent manually. The configuration and usage of BRKSAFE.DEFAULT is documented in Chapter 8, “Integrating partner transfers with internal ESB” on page 175. BRKSAFE.DEFAULT uses the WebSphere MQ queue manager, QMBRK, as its command and agent queue manager.

    How to create the AGTSAFE and AGTNFS agents

    In this section, we describe the steps for creating and configuring the AGTSAFE and AGTNFS agents. These agents are used in a variety of scenarios in this book. 

    Creating agent AGTSAFE

    We use the fteCreateAgent command (Example A-8) to create the AGTSAFE agent on sysd in binding mode to queue manager QMSAFE. 

    Example A-8   Creating AGTSAFE

    [image: ]

    ftecreateagent -agentname AGTSAFE -agentQMgr QMSAFE
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    The output from this command provides the following information about the objects that are created:

    •The config directory of the AGTSAFE agent, located in the config directory of the agent queue manager QMSAFE:

    C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE

    •An MQSC script that contains the MQSC commands to create all the system queues of the AGTSAFE agent, located in the config directory of the AGTSAFE agent.

     

    
      
        	
          For more information: For more information about the fteCreateAgent command and a description of the valid parameters, see the WebSphere MQ File Transfer Edition Information Center at:

          http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/create_agent_cmd.htm

        
      

    

    Make sure that at the end of the output you see that the agent is successfully registered. If you see a message that the agent was configured but could not be registered, this means that the coordination queue manager could not be contacted because it is not available or your configuration parameters are not correct. 

    The effect is that the agent can be started and transfer files, but it is not listed by the fteListAgents command or in the WebSphere MQ File Transfer Edition Explorer. That means that you cannot define a transfer request in the WebSphere MQ File Transfer Edition Explorer using this agent, and furthermore that status messages of this agent are not shown in the WebSphere MQ File Transfer Edition Explorer Transfer Log view.

    The WebSphere MQ reason code issued with the error provides more information about the reason for that problem. Explanations for reason codes can be found in the WebSphere MQ V7 Information Center at:

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp

    Creating the queues for the agent

    As the next step, we create the agent’s queues at the agent queue manager QMSAFE, using the MQSC script AGTSAFE\AGTSAFE_create.mqsc.

    At a command prompt, enter the command shown in Example A-9.

    Example A-9   Creating the agent queues
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    >runmqsc QMSAFE < C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE\AGTSAFE_create.mqsc

    [image: ]

    Starting the agent

    Now we start the AGTSAFE agent using the fteStartAgent command (Example A-10).

    Example A-10   fteStartAgent command
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    ftestartagent  AGTSAFE
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    You can check in the agent’s log file whether the agent started successfully. Navigate to the log folder in the agent’s config directory C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE\log and check the entry at the bottom of the output0.log file.

    Creating the AGTNFS agent

    We create the AGTNFS agent on syse using binding mode to connect to the local queue manager QMNFS. Because this agent uses QMSAFE on sysd as its coordination queue manager and command queue manager, we have to create the connection information for this queue manager prior to the creation of the agent.

    Open a command window and enter the command shown in Example A-11.

    Example A-11   Creating the connection information for the coordination queue manager
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    fteSetupCoordination -coordinationQMgr QMSAFE -coordinationQMgrHost sysd -coordinationQMgrPort 14014
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    This command creates a coordination.properties file for queue manager QMSAFE in the WebSphere MQ File Transfer Edition config directory C:\IBM\WMQFTE\config\QMSAFE. This property file contains the connection information to the coordination queue manger QMSAFE, which is subsequently used with the fteCreateAgent command:

    coordinationQMgr=QMSAFE

    coordinationQMgrHost=sysd

    coordinationQMgrChannel=SYSTEM.DEF.SVRCONN

    coordinationQMgrPort=14014

    Next, we enter the command in Example A-12 to create the command properties file with the connection information for the command queue manager.

    Example A-12   Creating command properties file
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    fteSetupCommands -connectionQMgr QMSAFE -connectionQMgrHost sysd -connectionQMgrPort 14014
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    This command creates a command.properties file for queue manager QMSAFE in the WebSphere MQ File Transfer Edition config directory C:\IBM\WMQFTE\config\QMSAFE. This property file contains the connection information for the command queue manger QMSAFE.

    connectionQMgr=QMSAFE

    connectionQMgrHost=sysd

    connectionQMgrChannel=SYSTEM.DEF.SVRCONN

    connectionQMgrPort=14014

    We have defined all the required properties. The command in Example A-13 creates the AGTNFS agent in binding mode to the local queue manager QMNFS, with QMSAFE as the coordination manager.

    Example A-13   Creating the AGTNFS agent
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    ftecreateagent -agentname AGTNFS -agentQMgr QMNFS -p QMSAFE
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    The -p parameter defines QMSAFE as the coordination queue manager. The connection details of this coordination queue manager are obtained from the coordination.properties file.

    The output from this command provides information about the objects that are created:

    •The config directory of the AGTNFS agent, located in the config directory of the agent queue manager QMSAFE, C:\IBM\WMQFTE\config\QMSAFE\agents\AGTNFS

    •An MQSC script that contains the MQSC commands to create all the system queues of the AGTNFS agent, located in the config directory of the AGTNFS agent

    Make sure that at the end of the output you see that the agent is successfully registered.

    Creating the queues for the agent

    As the next step, we create the agent’s queues at the agent queue manager QMNFS using the MQSC script AGTNFS_create.mqsc.

    At a command prompt, enter the command shown in Example A-14.

    Example A-14   Command
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    >runmqsc QMNFS < C:\IBM\WMQFTE\config\QMSAFE\agents\AGTNFS\AGTNFS_create.mqsc
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    You can see the system queues created by the command at the agent queue manager QMNFS. Open WebSphere MQ Explorer to make sure the that the SYSTEM.FTE.fte_use.AGTNFS queues are there (Figure A-17).
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    Figure A-17   Agent queues

    Starting the agent

    Now we start the AGTNFS agent using the fteStartAgent command (Example A-15).

    Example A-15   Starting the agent
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    ftestartagent  AGTNFS
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    You can check in the agent’s log file to see whether the agent started successfully. Navigate to the log folder in the agent’s config directory C:\IBM\WMQFTE\config\QMSAFE\agents\AGTNFS\log and check the entry at the bottom of the output0.log file.

    Understanding WebSphere MQ File Transfer Edition properties files

    WebSphere MQ File Transfer Edition uses several properties files that contain key information about your setup and are required for operation. The values defined in these properties files are used as the default parameters for all WebSphere MQ File Transfer Edition commands, unless you explicitly specify a different value on the command line.

    As an example, this section shows all of the properties that were set on sysd for the WebSphere MQ File Transfer Edition server and its AGTSAFE agent (see Figure A-16 on page 281). This includes:

    •install.properties

    •wmqfte.properties

    •command.properties

    •coordination.properties

    •agent.properties

    install.properties

    This file contains one entry—the path to the WebSphere MQ File Transfer Edition data directory. This is a parameter that was set during the install.

    This properties file is located in the WebSphere MQ File Transfer Edition installation directory. On sysd, it is located in the C:\IBM\WMQFTE\ directory. Figure A-18 shows its contents.
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    Figure A-18   install.properties

    wmqfte.properties

    This file contains one entry—the name of the default coordination queue manager. This properties file is located in the C:\IBM\WMQFTE\config directory. Figure A-19 shows its contents.
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    Figure A-19   wmqfte.properties

    command.properties

    This file specifies the primary queue manager to connect to when issuing WebSphere MQ File Transfer Edition commands. (Certain commands also connect to the coodination queue manager.)

    This properties file is located in the C:\IBM\WMQFTE\config\QMSAFE directory. Figure A-20 shows its contents.
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    Figure A-20   command.properties

    coordination.properties

    This file specifies the coodination queue manager connection details. It is located in the C:\IBM\WMQFTE\config\QMSAFE directory. Figure A-21 shows its contents.
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    Figure A-21   coordination.properties

    agent.properties

    This properties file is associated with a particular agent (for example, AGTSAFE). It is located in the C:\IBM\WMQFTE\config\QMSAFE\agents\AGTSAFE directory. Figure A-22 shows the contents of the agent.properties file for AGTSAFE. 
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    Figure A-22   Agent properties 

    There are more than 30 parameters that can be specified for an agent. The agent minimally contains the name of the agent and information about how it connects to its queue manager. In the example above, these are the agentName and agentQMgr parameters. The majority of the possible agent parameters are associated with how the agent runs. These parameters can be important for tuning the agent’s performance.

    Configuring the database logger

    The database logger is an optional component of WebSphere MQ File Transfer Edition that copies the published information from agents regarding transfers to a database. The database logger is a stand-alone Java application and is available in WebSphere MQ File Transfer Edition Version 7.0.1 or later. As part of the code for WebSphere MQ File Transfer Edition Remote Tools and Documentation, it can be configured for use on any platform where the WebSphere MQ File Transfer Edition Remote Tools and Documentation is licensed. 

    The database logger requires a DB2 or Oracle database as a prerequisite. In this scenario we use a DB2 V9.5, which must be installed prior to the setup that we describe in this section.

    For information about how to configure the database logger, see the WebSphere MQ File Transfer Edition Information Center:

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/topic/com.ibm.wmqfte.admin.doc/database_logger.htm

    Installing the database logger 

    This section provides the procedure for installing the database required by the database logger. This example assumes a DB2 database on a Windows system.

    Creating the database

    To create the database:

    1.	Open a DB2 command line processor window. Select Start → All Programs → BM DB2 → DB2COPY1(default) → Command Line Tools → Command Line Processor.

    2.	With this command line processor we can enter DB2-specific commands in a DB2 command mode. At the prompt, enter the following command to create the FTEAUDIT database: 

    create database FTEAUDIT

    3.	Enter the following command to connect to the new database:

    connect to FTEAUDIT

    4.	Enter quit to exit the DB2 command mode.

    Example A-16 shows this series of commands and the results.

    Example A-16   Commands to create the database

    [image: ]

    db2 => create database FTEAUDIT

    DB20000I  The CREATE DATABASE command completed successfully.

    db2 => connect to FTEAUDIT

     

       Database Connection Information

     

     Database server        = DB2/NT 9.5.1

     SQL authorization ID   = ADMIN

     Local database alias   = FTEAUDIT

     

    db2 => quit

    DB20000I  The QUIT command completed successfully.
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    5.	At the command prompt, enter the following command to create the predefined tables for WebSphere MQ File Transfer Edition:

    db2 -t -f "C:\ProgramFiles\IBM\WMQFTE\tools\sql\ftelog_tables_db2.sql"

    6.	Enter the following command to we grant access to the FTEAUDIT database for the user MUSR_MQADMIN:

    db2 GRANT CONNECT ON DATABASE TO USER MUSR_MQADMIN

    7.	To store the transfer logs reliably in the database, we have to set up WebSphere MQ and DB2 to insert the MQ messages into the database under transaction control. 

    Enter the following command to configure transaction support: 

    db2 UPDATE DBM CFG USING TP_MON_NAME MQ

    Close the DB2 command window.

    Setting up WebSphere MQ for the logger

    The next series of steps configures WebSphere QM for the database logger.

    1.	Enable WebSphere MQ as a transaction coordinator by copying the <mq_install>\java\lib\jdbc\jdbcdb2.dll file to the <mq_install>\exits directory.

    In our environment we copy the C:\IBM\MQ701\java\lib\jdbcjdbcdb2.dll file to the C:\IBM\MQ701\exits directory.

    This enables the queue manager to find and execute this file at startup. 

    2.	Set the queue manager properties:

    a.	Start the WebSphere MQ Explorer. In the navigation view on the right pane, right-click the coordination queue manager QMSAFE and select Properties. 

    b.	On the left pane of the properties list, select XA resource managers. 

    c.	Click Add (Figure A-23).
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    Figure A-23   Add an XA resource manager

    d.	Enter the following values:

     •	Name: WMQFTE

     •	SwitchFile: jdbcdb2.dll

     •	XAOpenString: db2=FTEAUDIT, uid=MUSR_MQADMIN, pwd=your_password, toc=p, tpm=MQ

     •	ThreadOfcontrol: Process

    The XAOpenString contains the values required to access the database. FTEAUDIT is the database name, MUSR_MQADMIN is the user ID, and your_password is the new password that you choose (you will assign this password to MUSR_MQADMIN in step 3).
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    Figure A-24   XA resource properties

    e.	Click OK to add these values, then click Apply and OK to close the QMSAFE properties. 

    f.	Close the WebSphere MQ Explorer. 

    3.	Set the new password for user MUSR_MQADMIN.

    a.	Stop the IBM MQSeries® Service.

    b.	Click Start → Settings → Control Panel → Administrative Tools → Computer Management.

    c.	On the left side, under Services and Applications, select Services. Right-click IBM MQSeries and select Stop (Figure A-25).
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    Figure A-25   Stop the IBM MQSeries service

    d.	Open System Tools → Local Users and Groups → Users. 

    e.	Right-click MUSR_MQADMIN in the Name column and select Set Password (Figure A-26).
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    Figure A-26   Set the password for the user

    f.	Click Proceed on the next panel.

    g.	Enter the new password <your_password> for the user MUSR_MQADMIN and click OK (Figure A-27). 
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    Figure A-27   Enter the new password

    h.	Right-click the user MUSR_MQADMIN again, select Properties, and select the Member Of tab (Figure A-28). 
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    Figure A-28   Add the user to a group

    Click Add.

    i.	Enter DB2USERS as the object name and click Check Names (Figure A-29). The host name should appear in front of the group name, which confirms that you have selected an existing group. (DB2USERS is a default group name created when you install DB2.)
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    Figure A-29   Select the DB2USERS group

    Click Ok.

    j.	Close the Computer Management window. 

    4.	Set the password for the IBM MQSeries Service COM server. 

    a.	Open a command window and enter the command: 

    DCOMCNFG.EXE 

    b.	On the left component select Services → Computers → My computer → DCOM Config.

    c.	Click Yes on the next three upcoming DCOM Configuration Warning windows.

    d.	Right-click IBM MQSeries Services and select Properties (Figure A-30).
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    Figure A-30   Open the IBM MQSeries Services properties

    e.	Select the Identity tab and enter the new password twice. This is the <your_password> value that was specified in the XAOpenString (Figure A-24 on page 289).
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    Figure A-31   Enter the new password

    f.	Click Apply → OK and close the Component Services window.

    5.	Modify the database logger properties.

    You can use the sample databaselogger.properties file, which is provided in the <config> directory or create a new file with the name databaselogger.properties in the <config> directory of our queue manager QMSAFE C:\IBM\WMQFTE\config\QMSAFE and add the following lines:

    wmqfte.queue.manager=QMSAFE

    wmqfte.database.name=FTEAUDIT

    wmqfte.database.driver=<SQLLIB_install_dir>/java/db2jcc.jar;

    If you modify the sample databaselogger.properties file, the file should look like Example A-17.

    Example A-17   Database logger properties
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    # ===============================================================

    # @start_non_restricted_prolog@

    # Version: %Z% %I% %W% %E% %U% [%H% %T%]

    #

    # Licensed Materials - Property of IBM

    #

    # 5655-U80, 5724-R10

    #

    # Copyright IBM Corp. 2009 All Rights Reserved.

    #

    # US Government Users Restricted Rights - Use, duplication or

    # disclosure restricted by GSA ADP Schedule Contract with

    # IBM Corp.

    # @end_non_restricted_prolog@

    # ===============================================================

    #

    # Database Logger configuration properties

    # ----------------------------------------

    #

    # Edit this file to configure the database logger according to

    # your requirements. Commonly used properties are included in this

    # sample file; see the InfoCenter for full documentation on

    # all the properties available.

    #

    # Properties in this file are initially disabled by the inclusion of the #

    # character at the beginning of the line. You should remove this

    # character and then fill in the appropriate value after the = sign.

     

    # The queue manager to which the database logger should connect.

    # This must be a "bindings" connection to a queue manager on the

    # same host, and will normally be your coordination queue manager.

    # Example: wmqfte.queue.manager=COORD.QM

     

    wmqfte.queue.manager=QMSAFE

     

    # The name of the database which the database logger should use.

    # You must create this database and import the FTE table structures

    # before the database logger can run.

    # Example: wmqfte.database.name=FTAUDIT1

     

    wmqfte.database.name=FTEAUDIT

     

    # The location of the JDBC driver jar file for your database.

    # Multiple files may be provided, separated with ; characters on

    # Windows and : characters on other platforms.

    # Example: wmqfte.database.driver=/opt/IBM/db2/V9.5/java/db2jcc.jar

     

    wmqfte.database.driver=C:\IBM\SQLLIB\java\db2jcc.jar

     

    # The location of the native-code portion of your database driver,

    # if any.

    # Example: wmqfte.database.native.library.path=/opt/IBM/db2/V9.5/lib32/

    #wmqfte.database.native.library.path=
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    6.	Restart the IBM MQSeries service. 

    7.	Start the database logger and view the results.

    We start the database logger using the FTESTARTDATABASELOGGER command in the command window (Example A-18).

    Example A-18   Start the database logger
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    fteStartDatabaseLogger -F

    5655-U80, 5724-R10 Copyright IBM Corp.  2008, 2009.  ALL RIGHTS RESERVED

    BFGDB0023I: The database logger has completed startup activities and is now running.
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    Note that we started the database logger with the -F option to run it in the foreground for testing purposes.

    8.	Execute one or more file transfers.

    9.	Now view the entries in the database. 

    a.	Start the DB2 control center. Click Start → All Programs → IBM DB2 → DB2COPY1 → General Administration Tools → Control Center.

    b.	In the Control Center, select All Databases → FTEAUDIT → Tables. 

    c.	Select one of the logger tables (for example, TRANSFER_ITEM) and click Open (Figure A-32).
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    Figure A-32   Open the table

    d.	You should see now your first lines in the database (Figure A-33).
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    Figure A-33   Logger entries
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Preparing the WebSphere Application Server and IBM HTTP Server environment

    Chapter 5, “Initiating file transfers outside your enterprise with HTTPS” on page 43, uses a WebSphere Application Server environment to host the WebSphere MQ File Transfer Edition Web Gateway and sample application supplied in the FO02 SupportPac. This scenario also uses an IBM HTTP Server as the first point of contact for requests entering the enterprise. This appendix provides information about how these environments were set up for use in this scenario.

    WebSphere Application Server

    The WebSphere MQ File Transfer Edition SupportPac FO02 runs on a J2EE application server. Any J2EE application server can be used. For our scenario, we installed WebSphere Application Server Network Deployment Version 7.0 and created a stand-alone application server to run the web gateway.

    The application server was installed according to the directions in the WebSphere Application Server version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.nd.
multiplatform.doc/info/ae/ae/welc6topinstalling.html

    After the application server is installed or if you are already running an application serving environment, review workload requirements to decide which application server topology best fits business needs. Review information in the information under “Setting up the application serving environment” in the WebSphere Application Server Version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.nd.
multiplatform.doc/info/ae/ae/welc6topserver.html

    For this scenario, we configured a stand-alone application server in the Profile Management Tool for WebSphere Application Server (Figure B-2 on page 300). When building the application server environment, we created our own key store and certificates for the application server, disabled administrative security, and modified port numbers. The steps to accomplish these modifications are described in the following sections.

    IBM Key Management

    Before starting the Profile Management Tool to configure the WebSphere Application Server, create a key store and any personal certificates required for the application server. Refer to your organization’s security policies for the appropriate key management practices for your application serving environment.

    To create the keystore and certificates for the application server in the scenario, the IBM Key Management tool is used. Figure B-1 shows the keystore and the personal certificate. 
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    Figure B-1   IBM Key Management

    The IBM Key Management Tool is included with IBM HTTP Server. You can use the following commands to start it:

    C:\HTTPServer\gsk7\bin>set JAVA_HOME=C:\HTTPServer\java\jre

    C:\HTTPServer\gsk7\bin>gsk7ikm

    More information about how to use the IBM Key Management tool can be found at:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.ihs.doc/info/ihs/ihs/cihs_ikeycmdline.html

    After security certificates and other practices are in place, it is time to use the Profile Management Tool to create the server environment.

    Profile Management Tool 7.0

    For this scenario, we used the stand-alone application server profile in the Profile Management Tool for WebSphere Application Server (Figure B-2). 

     

    
      
        	
          Note for z/OS users: If you are creating your application server environment on z/OS, see Techdoc document PRS3341 for more information about how to configure your environment:

          http://www-03.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/PRS3341

        
      

    

    Follow the Profile Management Tool wizard panels to create your WebSphere Application Server environment. When working with the advanced profile creation in the Profile Management Tool, pay special attention to the security certificates that the application server will use, the ports that the application server is configured to use, and the types of security enabled. Refer to your organization’s security practices for the appropriate security choices. For more information about the selections that can be made when configuring your WebSphere Application Server Environment, see the WebSphere Application Server version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.
websphere.xmlfep.multiplatform.doc/info/ae/ae/tpro_instancessaappserv.html

    Creating the WebSphere Application Server environment

    To create a stand-alone application server similar to what is used in our scenario, follow the steps below:

    1.	From the Profile Management Tool, create a stand-alone server by selecting Application Server (Figure B-2). Click Next.
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    Figure B-2   Stand-alone application server profile in Profile Management Tool

    2.	Select Advanced profile creation for the profile creation option. 

    In this scenario, we created our application server environment through the Advanced profile creation option (Figure B-3). This option allowed us to create our own application server name, configuration directory, and node name, and gave us the ability to make many more modifications. Most notably, we imported our own personal certificates for the application server and modified port numbers.
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    Figure B-3   Profile Management Tool - Advanced Profile Creation

    Click Next.

    3.	On the Optional Application Deployment page, choose the applications to be deployed with the application server environment. 

    For our purposes, we elected to accept the default checked options (Figure B-4). 
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    Figure B-4   Profile Management Tool - Optional Application Deployment

    Click Next.

    4.	Create the server name, sysdServer, and profile directory (C:\SYSDAppServer) on the Profile Name and Location page (Figure B-5). 
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    Figure B-5   Profile Management Tool - Profile Name and Location

    5.	Enter the node and host names for your environment. In our environment we created the following names (Figure B-6). 

     –	Node name: sysdNode

     –	Server name: sysdServer

     –	Host name: sysd 
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    Figure B-6   Profile Management Tool - Node and Host Names

    Click Next.

    6.	On the Administrative Security panel, enter the user ID and password that you want to use to log onto the Administrative Console after the application server is running. 

    After logging onto the Administrative Console, more user IDs and passwords can be added and configured. For our environment, we used the admin user ID and associated password. Figure B-7 shows this entry. 
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    Figure B-7   Profile Management Tool - Administrative Security

    7.	For Security Certificate (Part 1), import your organization’s personal certificate or allow WebSphere Application Server to create one for you. In our scenario, we use the personal certificate created with IBM Key Management for the application server. Figure B-8 shows the selection of the certificate.
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    Figure B-8   Profile Management Tools - Security Certificate (Part 1)

    Click Next.

    8.	Use the Security Certificate (Part 2) panel to create the password for the default keystore for WebSphere Application Server (Figure B-9). 
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    Figure B-9   Profile Management Tool - Security Certificate (Part 2)

    Click Next.

    9.	Customize your port selections on the Port Values Assignment panel. Several of these ports might already be in use. Refer to your organization’s policy for assigning ports. For our purposes, the ports are as listed in Figure B-10. Take note of the HTTP Port (9081) and HTTPS Port (9444) for use with the Web Gateway application.
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    Figure B-10   Profile Management Tool - Port Values Assignment

    Click Next.

    10.	On Windows, you will encounter the Windows Service Definition panel. Choose how to run your application server. 

    For our scenario, we opted not to run the application server as a Windows service to help simplify the environment and allow more manual control over the application server environment.

    Click Next.

    11.	On the Web Server Definition panel, accept the default of not creating a web server definition. Click Next. 

    12.	When you reach the Profile Creation Summary, review your configuration and select Create.

    Starting and verifying the environment

    After the application server environment has been successfully created, start the application server. This can be done through menu options on Windows operating systems or through a command prompt. More dialog regarding the application server startup can be seen by issuing the start command from a terminal window. Example B-1 shows an example of how our application server is started.

    Example: B-1   Start WebSphere Application Server stand-alone server
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    C:\SYSCDAppServer\bin>startServer.bat sysdServer

    ADMU0116I: Tool information is being logged in file

               C:\SYSCDAppServer\logs\sysdServer\startServer.log

    ADMU0128I: Starting tool with the SYSDAppServer profile

    ADMU3100I: Reading configuration for server: sysdServer

    ADMU3200I: Server launched. Waiting for initialization status.

    ADMU3000I: Server sysdServer open for e-business; process id is 4224
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    When the application server is running, log onto the WebSphere Application Server console to make sure that the server is running and working (Figure B-11). The Administration Console can be accessed through the following URL:

    http://<host>:<AdminConsolePort>/ibm/console
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    Figure B-11   WebSphere Application Server Administration Console login

    13.	After you have successfully logged in, the administration console should look similar to Figure B-12.
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    Figure B-12   WebSphere Application Server Administration Console

    The successful logon shows that the application server is successfully installed and configured for use.

    IBM HTTP Server

    IBM HTTP Server for WebSphere Application Server Version 7.0 is available on the WebSphere Application Server CDs. For detailed instructions on how to install the application server, visit the WebSphere Application Server Version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.
websphere.ihs.doc/info/ihs/ihs/tihs_installihs.html

    IBM HTTP Server scenario installation

    The following panels show the steps that we took to install the HTTP Server and WebSphere Application Server plug-in on our server in the demilitarized zone. 

    1.	Access the binaries for the WebSphere Application Server supplements and run the launchpad (Figure B-13).
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    Figure B-13   IBM HTTP Server launchpad menu

    2.	Select IBM HTTP Server Installation from the left navigational menu and select Launch Installation Wizard for IBM HTTP Server from the main navigational menu. When the installation wizard is launched, click Next.

    3.	For the Software License Agreement panel, review the terms, accept them if inclined, and click Next. 

    4.	Verify that your system passed the System Prerequisites on the System Prerequisites panel and click Next. 

    5.	For the installation location, select where the files should be located. We selected C:\FTEHTTPServer\. Click Next.

    6.	For the Port Values Assignment panel, determine the ports available for use and enter the values. 

    For our scenario, we set the following:

     –	HTTP Port: 81

     –	HTTP Administration Port: 8009

    Click Next.

    7.	The Windows Service Definition panel is only encountered on Windows systems. Choose whether the IBM HTTP Server and the IBM HTTP Administration should be run as a Windows service. For our scenario, neither the IBM HTTP Server nor the IBM HTTP Administration are run as a Windows service. Click Next. 

    8.	On the HTTP Administration Server Authentication page, enter the user ID and password to administer the HTTP server environment. Click Next when complete.

    9.	Keep the default option to install the HTTP Server Plug-in for the WebSphere Application Server checked. Enter a name for the web server definition and enter your system’s host name as shown in Figure B-14. Click Next.
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    Figure B-14   IBM HTTP Server - IBM HTTP Server plug-in for IBM WebSphere Application Server

    10.	On the Installation Summary panel, review your choices and select Next to begin the installation.

    11.	When the installation has successfully completed, click Finish to exit the installation wizard.

    12.	To verify the installation, start the IBM HTTP Server and the Administration Server.

    For additional information about the ways to start the IBM HTTP Server, see:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.
websphere.ihs.doc/info/ihs/ihs/tihs_startihs.html

    For more information about ways to start the Administration Server, see the WebSphere Application Server Version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.
websphere.ihs.doc/info/ihs/ihs/tihs_startadmserv.html

    For our purposes, we used the menu options to start the IBM HTTP Server and the administration server (Figure B-15).
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    Figure B-15   IBM HTTP Server - Menu Start Options

    After the IBM HTTP Server and Administration Server is running, you should be able to access the console through a URL:

    http://<host>:<HTTP Port>/
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    Figure B-16   IBM HTTP Server Administration Console

    Inbound communication

    Most web applications transmit sensitive data (for example, a user name and password during login or personal data during the interaction with the application). To protect this information during transfer, we use SSL. In the WebSphere environment, application servers are typically accessed through a web server, for example, IBM HTTP Server (IHS).

    If client certificate authentication is not required, perform the following steps to configure SSL communication:

    1.	Configure the web server for Secure Sockets Layer (SSL) (refer to “Configuring the web server for SSL” on page 312):

    a.	Create the key database file and certificates required for the web server to participate in an SSL connection. The certificate must be signed by a well-known certificate authority (CA). 

    b.	Enable the directives in the web server configuration for SSL, pointing to the new key database.

    This step allows SSL connections to be established between web browsers and the web server.

    2.	Configure the HTTP Plug-in for SSL connections (refer to “Configuring the plug-in for SSL connection” on page 313): 

    a.	Add the web server definition to WebSphere Application Server. 

    When a web server definition is created, it is associated with a keystore that contains all of the signers for the cell and the chained certificate for the web server node. Instructions for creating the web server definition can be found at:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.websphere.nd.multiplatform.doc/info/ae/ae/tihs_remotesetup.html

    b.	Copy the web server keystore and stash files for the plug-in to the web server plug-in location. 

    If client certificate authentication is required, configuration is more complex. In addition to the previous steps, you must configure the web server to require client certificates and configure mutual trust between the plug-in and the application server.

    Configuring the web server for SSL

    This section illustrates how to implement a secure connection between the browser and the IBM HTTP Web Server. In our example, we use the IBM HTTP Server V7 on a Windows platform. Follow these steps:

    1.	Create the key database file and certificates that are needed to authenticate with the web server during an SSL handshake.

    In this example, we use a self-signed certificate created by the IBM Key Management Tool (see “IBM Key Management” on page 298). However, for production installation, use a certificate signed by a well known certificate authority.

    Save the key database file as c:\IBM\HTTPServer\ihskey.kdb.

    2.	Enable the SSL directives in the IBM HTTP Server’s configuration file (httpd.conf):

    a.	Remove the comment from the ibm_ssl_module to load this module:

    LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

     

    b.	Create an SSL VirtualHost stanza using the following example and directives: 

    Listen 443

    <VirtualHost  *:443>

    SSLEnable

    SSLClientAuth None

    </VirtualHost>

    SSLDisable

    KeyFile "c:/IBM/HTTPServer/ihskey.kdb"

    SSLV2Timeout 100

    SSLV3Timeout 1000

    3.	Save the configuration file and restart the IBM HTTP Server.

    4.	Access the IBM HTTP Server welcome page from a web browser:

    https://your-host name

    You might see a Security Alert page (Figure B-17).
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    Figure B-17   SSL Security Alert

    This message occurs because the configuration uses a self-signed certificate that is not issued by a trust-certifying authority.

    5.	Click Yes. You will see the welcome page.

    The next step is to secure the communication between the plug-in and application server with SSL.

    Configuring the plug-in for SSL connection

    This section illustrates how to configure the HTTP plug-in to enable SSL connections to the application server. 

    In this example, we assume that a definition for the web server has been created in WebSphere Application Server. When the web server definition was created, WebSphere Application Server associated the web server plug-in with a Certificate Management Services (CMS) keystore for a specific node. This keystore contains all of the signers for the cell with the self-signed or chained certificate for the node. The plug-in can communicate securely to WebSphere Application Server, even when the plug-in is configured with SSL client authentication enabled, because its personal certificate is signed by the default root certificate, which is trusted by the application server.

    For directions on how to configure the web server definition, see the section “Setting up a remote web server” at the WebSphere Application Server version 7.0 Information Center:

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp?topic=/com.ibm.
websphere.nd.multiplatform.doc/info/ae/ae/tihs_remotesetup.html

    Our web server was configured according to the directions in the WebSphere Application Server Version 7.0 Information Center. Figure B-18 shows our web server properties.
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    Figure B-18   Web server properties

    Figure B-19 shows the remote web server management properties.
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    Figure B-19   Remote web server management

    Complete this configuration by performing the following steps:

    1.	From the WebSphere administrative console, click Servers → Server Types → Web servers. 

    2.	Click the web server name to open the configuration page. 

    3.	Click Plug-in properties.

    4.	Click Manage keys and certificates to see the plug-in keystore details (CMSKeyStore) (Figure B-20). 
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    Figure B-20   Plug-in properties

    5.	Click Signer certificates to see a list of the signer certificates. We have to ensure that all nodes’ root certificates are there (Figure B-21).
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    Figure B-21   List of signer certificates

    The default root certificate and the node root certificate are automatically added to the keystore. If you add other nodes later, their root certificates will be added to this keystore. However, the keystore is not automatically propagated to web servers.

    6.	Copy the web server keystore and stash files to the web server machine:

    a.	If you use managed web servers, click Copy to Web server keystore directory on the plug-in properties page (Figure B-20 on page 315).

    When you use this option, the plug-in keyring file is propagated from node_profile_root/servers/web_server_def/plugin-key.kdb on the deployment manager system to plug-in_root /config/web_server_def/plugin-key.kdb on the web server computer.

    If you use an unmanaged web server, manually copy the keystore and stash files to the web server.

    b.	Ensure that the plug-in configuration points to the location where you stored the files. The following transport directives in the plug-in.xml configuration file contain the location:

    <Transport Hostname="sysd" Port="9444" Protocol="https">

     

    <Property Name="keyring" Value="c:\HTTPServer\Plugins\config\fteHTTPWebServer\plugin-key.kdb"/>

     

    <Property Name="stashfile" Value="c:\HTTPServer\Plugins\config\fteHTTPWebServer\plugin-key.sth"/>

     

    </Transport>

    Note that these directives will not be included in the plug-in.xml file until you have associated the web server with an application module.

    7.	Ensure that the virtual host that is mapped to the applications includes the SSL port and that the plug-in file is refreshed with the latest configuration. You might have to add the HTTP port and the HTTP Administration port for the HTTP server to the virtual host.
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Additional material

    This book refers to additional material that can be downloaded from the internet as described below. 

    Locating the web material

    The web material associated with this book is available in softcopy on the internet from the IBM Redbooks web server. Point your web browser at:

    ftp://www.redbooks.ibm.com/redbooks/SG247886

    Alternatively, you can go to the IBM Redbooks website at:

    ibm.com/redbooks

    Select Additional materials and open the directory that corresponds with the IBM Redbooks form number, SG247886.

    Using the web material

    The additional web material that accompanies this book includes the following files:

    Folder name	Description

    Common_Files	Files to support the configuration and testing of the scenarios found in Chapter 7, “B2B-enabled managed file transfer” on page 109, and Chapter 8, “Integrating partner transfers with internal ESB” on page 175

    B2BScenario_Files	Files to support the configuration and testing of the scenario found in Chapter 7, “B2B-enabled managed file transfer” on page 109

    BrokerScenario_Files	Files to support the configuration and testing of the scenario found in Chapter 8, “Integrating partner transfers with internal ESB” on page 175

    How to use the web material

    This web material can be used to build the scenarios found in Chapter 7, “B2B-enabled managed file transfer” on page 109, and Chapter 8, “Integrating partner transfers with internal ESB” on page 175. To use the material for either scenario, you must have the prerequisites listed for each.

    To use this material, create a subdirectory (folder) on the local drive of the desktops being used to access the XB60 and WebSphere Message Broker Toolkit, and uncompress the contents of the web material compressed file into this folder. These files are referenced as you go through the scenario. 

    Common_Files folder

    Table 8-8 lists and describes the files in the Common_Files folder.

    Table 8-8   Files in the Common_Files directory

    
      
        	
          Type

        
        	
          Directories and files

        
        	
          Description

        
      

      
        	
          File

        
        	
          generate-mqfte-request.xsl

        
        	
          XSLT file used in the multi-protocol gateway that integrates the XB60 with WebSphere MQ File Transfer Edition.

        
      

      
        	
          File

        
        	
          Partner_Domain.zip

        
        	
          Export of the PARTNER domain used in the XB60 to simulate the external trading partner's hub. For information about importing domains to your XB60, see: http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/topic/xb60/administratorsguide120.htm#importconfig_importingconfigurationdata_task

        
      

    

    BrokerScenario_Files folder

    Table 8-9 lists and describes the file in the BrokerScenario_Files folder.

    Table 8-9   Files in the BrokerScenario_Files directory

    
      
        	
          Type

        
        	
          Directories and files

        
        	
          Description

        
      

      
        	
          File

        
        	
          StkReplReq.xml

        
        	
          XML input file used to test the scenario.

        
      

      
        	
          File

        
        	
          XB60FTEWMBFlowProject.zip

        
        	
          Compressed file containing the WebSphere Message Broker project.This file was exported from a WebSphere Message Broker Toolkit V7.0.0.1 workspace.

           

          This file can be imported into the WebSphere Message Broker Toolkit. In the toolkit, select File → Import → Other → Project Interchange. Click Next and click Browse to select the compressed file. On the Import Projects panel, check the box by XB60FTEWMBFlowProject and click Finish.

        
      

    

    B2BScenario_Files folder

    Table 8-10 and Table 8-10 list and describe the files in the BrokerScenario_Files folder.

    Table 8-10   Files in the Cert directory

    
      
        	
          Type

        
        	
          Directories and files

        
        	
          Description

        
      

      
        	
          Dir

        
        	
          Cert

        
        	
          The Cert directory houses certificates used in the B2B-enabled managed file transfer scenario

        
      

      
        	
          File

        
        	
          b2bfte-privkey.pem

        
        	
          The private key to be used in the B2BFTE internal profile for AS signatures and decryption

        
      

      
        	
          File

        
        	
          b2bfte-sscert.pem

        
        	
          The public certificate paired with the private key to be used in the B2BFTE internal profile for signatures and decryption and to be provided to the external trading partner for AS encryption

        
      

      
        	
          File

        
        	
          partner-privkey.pem

        
        	
          The private key to be used for AS signatures and decryption in the PARTNER internal profile in the PARTNER domain being used to simulate the external partner

        
      

      
        	
          File

        
        	
          partner-sscert.pem

        
        	
          The public certificate paired with the private key to be used in the PARTNER internal profile for signatures and decryption and to be provided to the B2BFTE domain for AS encryption

        
      

    

    Table 8-11   Files in the sample_files directory

    
      
        	
          Type

        
        	
          Directories and files

        
        	
          Description

        
      

      
        	
          Dir

        
        	
          sample_files

        
        	
          The sample_files directory houses the files used in the B2B-enabled managed file transfer scenario

        
      

      
        	
          File

        
        	
          b2bfte_partner.edi

        
        	
          The sample file used to test the B2B-enabled managed file transfer scenario outbound flow

        
      

      
        	
          File

        
        	
          partner_b2bfte.edi

        
        	
          The sample file used to test the B2B-enabled managed file transfer scenario inbound flow

        
      

    

     

  
    Related publications

    The publications listed in this section are considered particularly suitable for a more detailed discussion of the topics covered in this book.

    IBM Redbooks publications

    For information about ordering these publications, see “How to get Redbooks” on page 322. Note that certain documents referenced here might be available in softcopy only. 

    •B2B Appliances: Creating Customer Value Through Exceptional B2B Messaging Performance and Security, REDP-4524

    •WebSphere Application Server V7.0 Security Guide, SG24-7660

    •IBM WebSphere DataPower B2B Appliance XB60 Revealed, SG24-7745

    •Getting Started with WebSphere MQ File Transfer Edition V7, SG24-7760

    •Managed File Transfer for SOA using IBM WebSphere MQ File Transfer Edition, REDP-4533

    Online resources

    These websites are also relevant as further information sources:

    •WebSphere MQ File Transfer Edition

    http://www-01.ibm.com/software/integration/wmq/filetransfer/

    •WebSphere MQ File Transfer Edition System Requirements

    http://www-01.ibm.com/software/integration/wmq/filetransfer/requirements/

    •FO02: WebSphere MQ File Transfer Edition - Web Gateway

    http://www-01.ibm.com/support/docview.wss?rs=171&uid=swg24026419&loc=en_US&cs=utf-8&lang=en

    •WebSphere MQ File Transfer Edition Version 7.0 Information Center

    http://publib.boulder.ibm.com/infocenter/wmqfte/v7r0/index.jsp

    •WebSphere Message Broker

    http://www-01.ibm.com/software/integration/wbimessagebroker/

    •WebSphere Message Broker System Requirements

    http://www-01.ibm.com/software/integration/wbimessagebroker/requirements/

    •WebSphere Message Broker Version 7.0 Information Center

    http://publib.boulder.ibm.com/infocenter/wmbhelp/v7r0m0/index.jsp

    •WebSphere MQ Version 7.0 Information Center

    http://publib.boulder.ibm.com/infocenter/wmqv7/v7r0/index.jsp

    •IBM DataPower B2B Appliance XB60 Information Center

    http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/index.jsp

    •WebSphere Adapters

    http://www-01.ibm.com/software/integration/wbiadapters/

    •WebSphere Application Server Version 7.0 Information Center

    http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/index.jsp

    •WebSphere for z/OS Version 7 - Configuration Planning Spreadsheets

    http://www-03.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/PRS3341

    How to get Redbooks

    You can search for, view, or download Redbooks, Redpapers, Technotes, draft publications and Additional materials, as well as order hardcopy Redbooks publications, at this Web site: 

    ibm.com/redbooks

    Help from IBM

    IBM Support and downloads

    ibm.com/support

    IBM Global Services

    ibm.com/services

  
    Multi-Enterprise File Transfer with WebSphere Connectivity

    Multi-Enterprise File Transfer with WebSphere Connectivity

    Multi-Enterprise File Transfer with WebSphere Connectivity

    Multi-Enterprise File Transfer with WebSphere Connectivity

    Multi-Enterprise File Transfer with WebSphere Connectivity

    Multi-Enterprise File Transfer with WebSphere Connectivity

  
    Multi-Enterprise 
File Transfer with 
WebSphere Connectivity

    Enable end-to-end file transfers using WebSphere MQ File Transfer Edition

Externalize your file transfers with the DataPower B2B appliance

Enhance file transfer with WebSphere Message Broker

    This IBM Redbooks publication describes how to exchange data between applications running in two different enterprises reliably and securely. This book includes an overview of the concepts of managed file transfer, the technologies that can be used, and common topologies for file transfer solutions. It then provides four scenarios that address different requirements. These scenarios provide a range of options that can be suited to your individual needs. This book is intended for anyone who needs to design or develop a file transfer solution for his enterprise.

    The first scenario shows the use of an HTTPS web gateway to allow files to be transferred from an external web client to an internal WebSphere MQ File Transfer Edition backbone network. This option uses the WebSphere MQ File Transfer Edition Web Gateway SupportPac FO02.

    The second scenario uses the WebSphere MQ File Transfer Edition bridge agent to allow files to be transferred from an external FTP/SFTP server to a WebSphere MQ File Transfer Edition backbone network.

    The third scenario extends the concept of file transfer between enterprises by introducing more sophisticated transfer capabilities, along with enhanced security. This scenario uses the IBM DataPower B2B Appliance XB60 to look at the specific case of file transfers between business partners.

    The last scenario also illustrates the integration of the IBM DataPower B2B Appliance XB60 and WebSphere MQ File Transfer Edition, but in this case, non-B2B protocols are used. The file transfer is further enhanced through the use of WebSphere® Message Broker to mediate the file transfer for routing and protocol transformation within the enterprise. 

    Back cover

    Acrobat bookmark 

  OPS/images/7886chB2BE.13.1.17.jpg
[=1] Configure Multi-Protocol Gateway

© ot dhmt mamstom i e s s Daies@

G

General Configuration
Mul-Protocol Gateway Name
MQFTE_INTEGRATION. .

p—
MQFTE integration Senvice

Tvee
© éynamic-backend
[op—

Back ide settings Front side settings

Wit s ymamic proxy back sné Mult-Brotocl Gatasay type.the
sck and server sdaress and port re daarmined by 2 5yl

User Agentsettings

s propery

g —p—— e ———

S5t Clent Cypto Profle
[nenel] ()

Response Type Rt Tvpe
Sison Srson
[ Ororm i)
Crass i OrassThy
Osoae Osoas

Ox O

el






OPS/images/7886chB2BE.13.1.16.jpg
i web App Fravall
New Web Agp Firenall

TT——e—"
New Mali-Prtocal

Wl Protocel Gatenay
bulicy






OPS/images/7886chB2BE.13.1.15.jpg
ﬁ Configure MQ Queue Manager

MQ Queue Manager

G B
Name (woFrEqunesl

R osipasiu

T e

g — )

s

Channal Hesrbest 300

saconds






OPS/images/7886chB2BE.13.1.14.jpg
ﬁ Configure MQ Queue Manager

C Rafresh st






OPS/images/7886chB2BE.13.1.13.jpg
User Agent

BesrGroup
Load Balancer Group
5QLOwa Souree






OPS/images/7886chB2BE.13.1.12.jpg
ﬁ Configure NFS Static Mounts

NFS Static Mounts

Name [ a—
Adminatraive State ® enabled O cisabled

Comments

Remota NS Exgore






OPS/images/7886chB2BE.13.1.11.jpg
13 configure NFS Static Mounts

€ Bafresh et






OPS/images/7886chB2BE.13.1.10.jpg
7P Quetad Commands
1w Comnact

e
e
S
it
=






OPS/images/7886chB2BE.13.1.19.jpg





OPS/images/7886chB2BE.13.1.18.jpg
[E| Configure Multi-Protocol Gateway Style Policy

palicy Name: -

Coasr oy (Gca)

B <3 @ <>

[ Integration_rule. to Sever deles e






OPS/images/7886chB2BE.13.1.20.jpg
[21| Configure a Match Action






OPS/images/7886chREST.11.1.09.jpg





OPS/images/7886chREST.11.1.07.jpg





OPS/images/7886chREST.11.1.68.jpg
B Messages
B cha

" Sasa dracy to the master coniguraion,
< atiay changes bafors zaving o dscardng.

B The servar may nead to be restared for thase char
Kok o

& have baan mad to yourlocal onfiguratin. You






OPS/images/7886chREST.11.1.08.jpg





OPS/images/7886chREST.11.1.67.jpg
Entrprice Aoplications > (202 > Secuty ola o user/roup mapping
Secuntyrole o user/group mapping

Each role that i dafined in the spplication or module must map t s user o group
o the domain wsar s, Sccessidss The sccessias areseaurad ony whan osing

The Format forthe accassids s usarraaimyunaueUsero.

ot el qosGrous1O. Entarng trong ot n are falss il ceuse

oot to i AlAhactedinTrasiadamima: This mestes hat any vad
e accrs. AMAhan

e ndcoer st

] Map Spacial subjects =

Selea Role Seadal subiects__ Mapoed usars | Mapped groups

O ematacsdmie | wane S0\

(B [rrowrms [ vone

oK] [Ganeat






OPS/images/7886chREST.11.1.05.jpg
User

,&/ Logical path for file data =

RESTRI
e Web Gateway System
1
1 J2EE wva

s Manager

Caordination|
Queue

Manager

Gateway
Application

S
Fie
Syslem

Database.

Logger

1
[l
1
1Y
L
! it mormation |






OPS/images/7886chREST.11.1.66.jpg
saarch sting (v
ot a2 e e e






OPS/images/7886chREST.11.1.06.jpg





OPS/images/7886chREST.11.1.65.jpg
Entorpise Aoplications > fo02 > Sacurity role o user/aroup mapeing > Nap
ners/aroups.

Use i page to search for usarsor groups and add them to the selected rles.

oot 2t
ey

m_mwm

SYSDEINET
B e
S¥sD\dnatoss
eDiaven
SYSDlaipasistant
¥eDvdapana
SYSDWOSR masoMIn
S¥SDimyser

lele






OPS/images/7886chREST.11.1.03.jpg
External Partner

Internet

(Extemal Pariner)

HTTP Client

Enterprise

bmMz

Gateway
Server

WebSphere MQ Explorer

I server

Queue Manager
(QMSAFE)

‘Agent
(AGTSAFE)

WebSphere:
Application Server

Web Gateway application

Backend Applications






OPS/images/7886chREST.11.1.64.jpg
Enteprise Applications > (202 > Securty ole o user/roup mapping
Securty roe o userfgroue mapping

Each role that i dafined in the spplication or module must map o s usar o group
From the domain urer ragiy. S6ceteLdss The sccereias are requird onb vhan oring
ot rasin cmartcation & bt dotoais Scana; For s oihe Foanais e
SksiR i e datarminad duing the e vear o

Somorzaton snar
et el qosroupIO. Entarng wrons ermatan it hese falds il couss
Sotrization o i ATAAha AN TrariadR M, Thi Indcates that any vad
e e urtad raie b iven the sccese Alkgthenticstad: Ths motes ot
i ald urer 1y the Sumas sk b iven the aesers

Spedal subjects  Mapped usars






OPS/images/7886chREST.11.1.04.jpg
Mobile
Devices

Web
Browsers

Java
HTTP Client

Other
HTTP Client

Application Server

~| WMmarTE
L] Web
Gateway

- HTTP Connection

Existing WMQFTE






OPS/images/7886chREST.11.1.63.jpg





OPS/images/7886chREST.11.1.01.jpg





OPS/images/7886chREST.11.1.02.jpg






OPS/images/7886chB2BE.13.1.39.jpg
13 configure B28 Partner Profiie

P B s T

828 Partner Profile






OPS/images/7886chB2BE.13.1.38.jpg
3 configure Crypto Identification Credentials

This configuration has bean added and not yet saved.

Crypto Identication Credentials

G ()

Name. [zsre sionavune |+
Adminisrstve Stte @ ensbled Qycirstind

oo Ky, [E3/empg
Satci [e=/em g
Intermeciate CA Camfeats (amety)

I > S )






OPS/images/7886chB2BE.13.1.37.jpg
Outbound Security

Sign Outbound Massages

Signing éantication Cradant

Signing Digast Algorichm






OPS/images/7886chB2BE.13.1.36.jpg
ﬁ Configure Crypto Identification Credentials.

Main

(Crypto 1dentiication Credentials

| Caeein) Ccancel)

|adminstrauve Stste

vt ey
camcste [E=s/emg
ntarmediae Ca Caricate (empey)

(] Casa)






OPS/images/7886chB2BE.13.1.35.jpg
13 configure Crypto Certiicate

crypto cetifcate

|G (e

(a38FTe_pusceRT

adminstraue stste

@ ansbied O disbles

Fie Name

p—

ervord aline O

ignore Expiration Oaees Om@d

Gblosd il to irectry coti/ 1/

® F1eO 3ava Key Store (Requiras Sun JRE 1.4:2 o bacer)

-
e )

Save s e 5

s S

core//b2bke-sscerepam has baen plaaded succassiol






OPS/images/7886chB2BE.13.1.34.jpg
Crvpes ey

Conicsts






OPS/images/7886chB2BE.13.1.33.jpg
1 configure Crypto key

=

Crpto ey

o= Je==)

3k

P [ —

File Name
[b2bke-priviey.pem (W[ Uploag... D Fatch..) =cv. | i

Pt —

s omeu

- S

Source:® File O Java Key Stor (Requiras Sun JRE 1.4:2 o bacer)

Swvess
[oabt sscerpem






OPS/images/7886chB2BE.13.1.32.jpg
ﬁ Configure Crypto Identification Credentials

hain

[Crypto 1dentiication Credentials

(o) o)
o FTEDECRVPT  |*
P s

oo e (e v ()

o






OPS/images/7886chBroker.14.1.10.jpg
ﬁ Configure NFS Static Mounts

NFS Static Mounts

Gl

Name. [MQFTENFS Mawe
Adminisestive Stte © enabled O isabled
Commants Shared NFS mount ith WHQFTE

Remots NFS Expor [ C T —






OPS/images/7886chB2BE.13.1.42.jpg
13 configure B28 Partner Profile

R o TS

828 Partner Profile

Caeaiy) (Cancel)

Inbound Security

inbound Signsture alldtion Cradencils  (BARTNER 816 W I()e)

MON'SSL prosy profle

Advanced Settings
Overmide AS 1dentier E———1






OPS/images/7886chB2BE.13.1.41.jpg
ﬂ Configure B2B Partner Profile

e S

828 Partner Profile

Cazaly) (Gancel)

Name
Administraive State ® enabled O isabled
Commants [Tz is my Darener's ot
profle Type @eem

Otovamat

Barnar Business 10

Brocessing Palicy

Response Trafic Type






OPS/images/7886chB2BE.13.1.40.jpg
ﬁ Configure B2B Partner Profile

e Smmem i Owtetow S
828 Partner profile: B2BFTE ()

o) o) (i)

Esper | View Log | View Starus [ sle

saere s
Destation Name zBrTe_wTTe MQFTEINT "
Enabled DacumentType o

Baz

Beoreact

By
Connaction

Connacton Timesut 20 Seconds

G D






OPS/images/7886chB2BE.13.1.28.jpg
33 Configure HTTP Front Side Handler

HITP Front Side Handler

o) ()

Name [WrTeFom -
Adninstrativa Stute @ ensblad O cissbled
Commants MQFTE MPGW HTTB Listaner

Local 19 Agdress

SortNumber

HTTE Version o Clent wrTe v

Allond Mathods and Varsions Birrono
Byere s






OPS/images/7886chB2BE.13.1.27.jpg
Front Side Protocol

(ampty)

[Tv] Caaa)=)






OPS/images/7886chB2BE.13.1.26.jpg
WebSphere. DataPower X860

|| Configure Results Action

e —

B Resutts
e (el
Aocienes | © o1 © o8
PPN | —
L] [ —
Wathos | [F5T_1¥] *






OPS/images/7886chB2BE.13.1.25.jpg
[5]| Configure Multi-Protocol Gateway Style Policy

o,
‘Export | View Log | View Status (Clss winden]

Ruie:
Rule s o Rule Direcion: Sarvarto Gt ]
__
[Geaterlr ek e Gikon:

® 9 A X o0 0 & O v

e tnespravion_nie 0

[ctient to server o 2

aslers le

e tategration e 2

Gelets e

e |©






OPS/images/7886chB2BE.13.1.24.jpg
Filet Oiracorylocak/ /1

Source: ® rile O Java Key Store (Requires Sun JRE 1.4.2 or batter)

il 0 gl
oecumens soé s mn )

-Eﬁuamnq Fie






OPS/images/7886chB2BE.13.1.23.jpg
WebSphere. DataPower XB60

E Configure Transform Action

2 Transform

R | —

this sction on 8 now XML message

Use Document Processing Insructode]

DestinstiontRL| 1 /MQFTE_NFS_Meuntbzbie/in/| 2] save

owpat| OUTBUT |[oureury]

[ e o)






OPS/images/7886chB2BE.13.1.22.jpg
[E] Configure Multi-Protocol Gateway Style Policy

=
e i s rin 0 ot rcuon ESREBRIRRES )
e st e g i e i e e e
VRO AR OO o @ 8 o v
PASEL T : —
B
4 L

o ®  Twwmme






OPS/images/7886chB2BE.13.1.21.jpg
ﬁ Configure Matching Rule

This configuration has been added and not yat saved.

e g >

Matching Rule

Natching Type [ vl

URLMateh B

[l






OPS/images/7886chB2BE.13.1.29.jpg
] Control Panel

628 Partnar Profile 828 Gateway.

828 Transacton






OPS/images/7886chScenarioOV.10.1.2.jpg





OPS/images/7886chB2BE.13.1.31.jpg
13 Configure 828 Partner Profiie

i a7 i

828 Partner Profle

Coshy) (Sancel)

ame [
tnbound security

J— B

Require Encryption a

Inbound Dacryption antfication
Cracantal






OPS/images/7886chScenarioOV.10.1.3.jpg
Intemat

Enterprise

( oz | [rome—
i i Smmm——
B | | P
i i ‘Weospnere 1)
P == |
= . |
i i wiarE
— | I— = e
T | garre e | | Gotoway Servr ||
| | e
etads i Temp File | ‘Message Broker
= 1 EXTy e +((=yee- File Sarver (BRKEATE)
| == |
i i | [ weosperema WebSphere.
| | =R | ==
e = | .
oot == =
i i| Lpentinomes)
e | |
= |
H Viewer i
i B ==
i i T
H WMGFTE
i WMQFTE
s

aarerey

Backend Appliations.






OPS/images/7886chB2BE.13.1.30.jpg
13 configure B28 Partner Profie

O m——

528 Partner profie

=)

pame (R
JU—— © emblg 0 e

Comments. [This is my profle T3
ProtieType

[ —— e x
[—— EEE

Rasponsa e g [ere ]






OPS/images/7886chScenarioOV.10.1.1.jpg





OPS/images/7886chB2BE.13.1.59.jpg





OPS/images/7886chB2BE.13.1.58.jpg





OPS/images/7886chB2BE.13.1.57.jpg





OPS/images/7886chB2BE.13.1.56.jpg
£ @racsiw
EIY Cohdal)

RN RAAGTSNE OSSN, R TEIAGTIE —ICOMIESSOON | Szt
[ [eCTeT— Scctd
[
®@ -0

[ Adwrno0| 8 Wrspdie ot Gt Tt roes 55

i

e poter o8- (18 18)

AT soeuacEe - (48 18 111

[T ——

5] o oS s






OPS/images/7886chB2BE.13.1.55.jpg
[ 28 viewer "
[
=
e R P ) T e EEEE
— 5 B = [ = |
[ [ et [,
N il i == === pad
| e B
S e
R ——






OPS/images/7886chB2BE.13.1.54.jpg
Gopy an EDIfle o
e outdrectory

nFs €0

cezEFTEO






OPS/images/7886chBroker.14.1.22.jpg
WebSphere. DataPower XB60

@ Configure Transform Action
e
e Advanced
tnput| [ EUT @ .
2 Transform
Action Type| [Transiom ] *
e Docament P e ST e s
U6 XSTT spestied I eiment processing instructions, f avaieble
Processing Control File =
[generate-mafie-request.sl [v] | Cretch... JCedite. )(view... J(or uider ] *
URL Rewrite Policy =
Asynchronous | Oen @it
output Type | [ Sefaut [v]
Destagentname || Dsave
DestAgentatar | + Osave
Hostname|[fewmb —|@lsave
Userio|[broker  |@lsave
SrcAgentName|[aGTNFS  |[save
SrcAgentqMgr|[Qunes  [Fsave
MQFTENotificationTarget | HHAND AGTES SetReslyToxtrus | Mlsave
DestinationvRL b | Elsave
SourceDir || /x850/ftenmb/in/ Isave
Targetdir || CAFTEN
o






OPS/images/7886chBroker.14.1.23.jpg
o Orectory locak/ //

Source: ® rile O Java Key Store (Requires Sun JRE 1.4.2 or batter)

T )

s ——— -






OPS/images/7886chBroker.14.1.24.jpg
[E)| Configure Multi-Protocol Gateway Style Policy

ey
Polsyar T

mlmlm@
e

[create rl: ek sction cons ont e, €4 rule: ik on i, double-cick an action

o 2 delete vie
1] e






OPS/images/7886chBroker.14.1.25.jpg





OPS/images/7886chBroker.14.1.26.jpg
WebSphere. DataPower X860

|| Configure Results Action

e —

B Resutts
—rra—]
Aocienes | © o1 © o8
PPN | —
L] [ —
Wathos | [F5T_1¥] *






OPS/images/7886chBroker.14.1.27.jpg
3 Configure HTTP Front Side Handler

HTTP Front Side Handler

Casy) (Cancel)

[Hame. | —
sdminstraive sate @ ensbled O dissbles
Cammants s T
Lol 19 address [0500 Selectalns )
Port Number <010 ]*
TTP Vrsion o Clene e L]
llovad Mathods ané Varsions Blurre o

Brrre s

EposT mathoc

Dler maenoc

Elour methoc

Py






OPS/images/7886chBroker.14.1.28.jpg
Control Panel






OPS/images/7886chBroker.14.1.29.jpg
4 Configure 828 Partner Profile

(Mai)  sssstinc:  sMiSeton:  Deioaton  Seotasts

828 Partner Profile

==l

Name FTE_BROKER o
scminsrstive stae @enatied O disbied

Comments

et Type

Partner Business 105

Processing Policy






OPS/images/7886chBroker.14.1.30.jpg
ﬂ Configure B2B Partner Profile

==

[B2B Partner Profile
[e===m)

Name Fe_sRoKER .

estinations.
Destination Name _Destination URL _Enabled Document Type.

(emoty)

(=]






OPS/images/7886chBroker.14.1.31.jpg
828 Partner Profile

Name Fre_sRokeR Ie
Destinations
Destination Name. | Destination URL  Enabled Document Type.

(ematy)

Destinations
Destination Name

Enabled Document Type

HTTP_MQFTE_Integration | *

e
xi2
Peorract

Connection
Destination URL

‘Connection Timeout






OPS/images/7886chBroker.14.1.32.jpg
ﬁ Configure B2B Partner Profile

) e e e W

828 Partner Profile
(Caeiv]

Name. Partner e

‘Adminisrative State @ enabled © disabled
Comments. | Profile for Trading Partner
profile Type @Exteral

Ointernal

Partner Business 105

Processing Policy






OPS/images/7886chB2BE.13.1.60.jpg
Websphere 0
__tece. e

Ou o vt ) b, o s s, g i i,
[, systemtog
e
Cotmntan e ] o o [
e e [ e e oo i e s






OPS/images/7886chB2BE.13.1.07.jpg
‘New Monitor
Entr ol vlues o th o to ese a monkor, peckying the st drectory an tiogrcondtons.

e
Neme: [525FTE_PoLLER
Directory: [CrRaEFTEIOR
o
Fiepator: [+ 1
e
L
s
=

€ machpatemanderced [T F 2]

N

B | Advarced

Pallitervak 53] seconds ¥

Recursion depth: [0






OPS/images/7886chBroker.14.1.19.jpg
ﬁ Configure Matching Rule

This configuration has been added and not yat saved.

e

Matching Rule

Ga) Cemea)

atching e

Ertor Code. XPath ExpresionHTTP Wethod

| Matching Type WITP Header Tag | HTTP Value Match | URL Match
[ -

ol

23






OPS/images/7886chB2BE.13.1.08.jpg
[

‘New Monitor

. Nt tht bt the o' riger ot st b rrafrrd cortan vl patens, This oy
100 the ek arer sovra s o svry i 0 e monkon.

Aoent: [aGTSAFE S
i [CBzEFTELO 3
Clinc subectors

Bgents [aams v
Drectory: | pasabzsheiou 5
Fiorane:

[Clovervrks e onthe destnaton e sysem ththaveth same name

@ (BTN TR | T | )






OPS/images/7886chB2BE.13.1.49.jpg
ﬁ Configure B2B Gateway

e > it

828 Gateway

Caesly]) (Cancel)

Archive Mode

Archive Document Age

ik Use Check Tnarual

Maximm Disk Usage fr Dacuments

[ ———






OPS/images/7886chB2BE.13.1.05.jpg
[root@syse bin)# ./freStartigent AGTNFS
S655-U80, 5724-R10 Copyright T8 Corp. 2008, 2009. ALL RIGHTS RESERVED
BEGCLOOSOI: The zequest to stert agest 'AGTNES' on this machine has been sumLCe
BricLoon
ues
[root@syse binit |

Ageat log Tiles located at: /var/TEW/WMOFTE/confiq/QUSAFE/agents/AGT

<l






OPS/images/7886chB2BE.13.1.48.jpg
33 Configure NFS Poller Front Side Handler

NFS Poller Front Side Handier

G CGames)

[s2eeT

adminstrte stste

TargesDirctory

ey Betneen Pals

npue il Mch Patem

Procassing File Renaming Patm

slte Input File on Success

Oalce i

Genecate Result File

Processing Size Timeout

pr—

Masimum Fie Transfers perpollCycle

@ enabied © disabled

[Thisismy NS Poller |

o [MQETENFS ounhzbhal "
C——

P
omow
@mos
oo
& :






OPS/images/7886chB2BE.13.1.06.jpg
[root8ayse binl? ./fiePinghgent AGTNFS
S655-U80, $724-R10 Copyright IBM Corp. 2008, 2009. ALL RIGHTS RESERVED
[BFGCL02121: Tssuing ping request o agent AGTNFS

[BFGCL02131: agent AGTNFS responded to ping in 0.156 seconds.

fzoostoyse biald f|





OPS/images/7886chB2BE.13.1.47.jpg
3 configure AS2 Front Side Handler

laS2 Front Side Handler

G eone)

|adminstraive state

Commants

Local 15 Agdress

[poreNumber
4775 Varsion t Clone [Cacrwits

[parsistant Connactions @on0of

(comprassion Oon@on

Masimum Alowed URL Langth = :
[ Maximum Allowed Total Hesder Lengeh 128000 1

[Maximum Number of HTT® Requese Headers
[Aiowed

[Maximom Alload Length of HTT9 Hasdar
Name.

[Maximum Allowed Length ofHTTP Haader [ ]
Ve 8

Jsstprexy

|aaa paicy






OPS/images/7886chB2BE.13.1.03.jpg
Internet

External Partner

2

(Trading
Parnar)

bMz

B2B Appliance

Enterprise
Protected Network

Backend Applications






OPS/images/7886chB2BE.13.1.46.jpg
ﬁ Configure B2B Gateway

I

828 Gateway

Casaly] CGancel)

ame

Genersi Configuration
P

Commancs

ocumen: Starage Locavin

Documant Routing
Front ideProtocol Handiers

Front SideProtcol

Other roperties
Oabugstode






OPS/images/7886chB2BE.13.1.04.jpg
External Partner

(Tracing
Parnar)

Internet

omz

Enterprise
Protected Network

Backend Applications






OPS/images/7886chB2BE.13.1.45.jpg
ﬂ Configure B2B Partner Profile

C efeesh it






OPS/images/7886chB2BE.13.1.01.jpg





OPS/images/7886chB2BE.13.1.44.jpg
(amery)

Destinations
Dustinnion Name | —
Crabiad Docamenc Ty B

Exiz

Beorract

& ginary
Connection
Desinson URL T — D)

e i
Comacton ot iz ] Soconts

vrarmane (]

mord

AS Outbound Security
Unsigned

Encrypemessages

Advanced AS Behavior

Comprass Messager

Request MON

[0 ] seconss

Requast Asynchronous MDN. o
Request Signed MON

Request MON Signing Algorthms

Actampe Mazsage Ratrsnamission o

G G






OPS/images/7886chB2BE.13.1.02.jpg





OPS/images/7886chB2BE.13.1.43.jpg
ﬁ Configure B28B Partner Profile

Thiz configuration hss bean added and not yat saved,

e s R

828 Partner Profile

G )

Nome [PRRTRERT s et e
Destnstions
Destination Name. Destination URL _ Ensbled Document Type

'PARTNER_AS2 (default)_252:/:b60:30002 XML X12, EDIFACT. Binary 7%






OPS/images/7886chBroker.14.1.11.jpg
User Agent

BesrGroup
Load Balancer Group
QLo Souree

s

Advimstration






OPS/images/7886chBroker.14.1.12.jpg
ﬁ Configure MQ Queue Manager

C Rafresh st






OPS/images/7886chBroker.14.1.13.jpg
ﬁ Configure MQ Queue Manager

L
MQ Queue Manager
(o) (Gneal)

Name. [maFe_qurs .
Adminisrstive State © anabled O cisabled
Comments

Hostname.

Quese Manager Name

Chanml Name [svsTenoersRCON
Channl Hearbes [ ——
Usartame.

Maimum Message Size

bees






OPS/images/7886chBroker.14.1.14.jpg
i web App Fravall
New Web Agp Firenall






OPS/images/7886chBroker.14.1.15.jpg
‘Configuration successfully saved for domain: FTEWME.

[]| Configure Multi-Protocol Gateway

= ‘oo iam Lo Vi Staus | Shon Sohe | Vatida Conormance o
P p——
General Configuration
L Hansger
S e — S e
(T p——

MQFTE_INTEGRATION_poLICY ] ()G *,

K eommS =
© swsic-backend (oo™ &

Back e settings Front side settings

With 2 éynamic proxy back and ypa the back.
¢ port o cetermined by » SySshess

scirers  Froatside rotocol

[MQFTE_FSi (4775 Frorc Side Hander] 3
| [ —— ]

User Agent settings

pres Vel






OPS/images/7886chBroker.14.1.16.jpg
| Configure Multi-Protocol Gateway Style Policy

=

(Cosise fuie)
=
Sa O ROl O O U] R ]
v Ll LR

- praeTe_nTecRaTion_poticy_nie 0 T ) doeane

Sesllote






OPS/images/7886chB2BE.13.1.09.jpg
TEFTE POLLER AGISAFE _ CHRSFTEIOU






OPS/images/7886chBroker.14.1.17.jpg





OPS/images/7886chBroker.14.1.18.jpg





OPS/images/7886chBroker.14.1.20.jpg
WebSphere. DataPower XB50

Edit Matching Rule
g Tyoe [Cm—
R vch Py

Casgh) CCancel)






OPS/images/7886chBroker.14.1.21.jpg
[E] Configure Multi-Protocol Gateway Style Policy

oy
R Nam: - ngrton_in_0 )
Coste s ik e i o oo o £ ik o e ek oo
¥ QA & O O > B U 9 1]
PASHI S S8 L 5 e
y L

o ®  Twwmme






OPS/images/7886chB2BE.13.1.53.jpg
Gt st | vt o o g e Tt -G o Progres %@ =0

@ Monsars Sorce  Destiston  Curert e Flethmber rogess fae.
(@t ||| aines  acrae st oeiascersosn - 18) 111 p——r






OPS/images/7886chB2BE.13.1.52.jpg
st -
O
= [
- i g r— F = B (2|
| FE wmmempanet | 2uan ]

i






OPS/images/7886chB2BE.13.1.51.jpg
PARTNERHUE

Festofan
EDIFIe.

E2aFTE_HUB
528 Gateway

e
E “
g o e e
k| pestn 1T0 2
ot
= s
e

CaBZEFTEIn






OPS/images/7886p02.09.1.2.jpg
Part 2





OPS/images/7886chB2BE.13.1.50.jpg
ﬁ Configure B2B Gateway

Man e premss e

828 Gateway

Cazaie) Caneel)

General Configuration
Admintrive State ©ensbled O issbles
Commants

Document Storage Locaton

P—

Attach Partner Profiles

Active Partnr Prfies
'B28 Partner Profile Profile Ensbled? _Profile Destination

e2erTe [igefaui) o %
saxTnER ensbes [v] _ [(eom) _[¥] x

[es]em(wv]

Actve Profie Groups
828 Profle Group_ Group Enabled
(ampey)

M. Caet)

Other properties

Dutughde






OPS/images/7886p02.09.1.1.jpg





OPS/images/7886chBroker.14.1.44.jpg
T=TET |
Create Broker Wizard

Tis page i complt, ek et o cotrue.

Enter s forthe e ke

New Broker name: =3

Choose whihstaltion 0 e e the creste conmand
Crese Acn: | T -

Seectth drecoy lcston of the verson
it i you wark o ok

. ot






OPS/images/7886chBroker.14.1.45.jpg
Create anew broker
h page s conplte, ik est 0 conte.

“passmord:

B L S —
¥ St th o when Windos sarts

I Ense itz sty






OPS/images/7886chBroker.14.1.46.jpg
The cofiraton conmand was successfl ek i o cose theveard.

ume e [QUER] vty o e Brler
o cosdod

retingthe brker (SUSAFE]
o scaniod

o oo | oo (] o






OPS/images/7886chBroker.14.1.47.jpg
5 G2 brker Avchve s





OPS/images/7886chBroker.14.1.48.jpg
Message Broker

= Cluster Exection croup
Guoue ) Tramsiors (v
FTE Manager Murager
e m i = i
Agent

FTE nput  FTE Output

vt

Aud

Coordination
Quoue

Extornal

Operational e
‘commands udit ications
i [
| M | [ orong

wE=E B






OPS/images/7886chBroker.14.1.49.jpg
B___ 19 " fqueues

i

P [Fem St o

= B0 querx
& sexsare 2 _Queusrome T queue... Toefrtion type
g o o
<y T T A SR Locd Pbind
L T T e IR ot Pobind
IS~ BTN T o SO Lok bt

& Chomets 1 SYSTEN.FTE AUTHOFSLGRKSAFE DEFA... Locd_ prcened
8 SYSTEN.FTE AUTHSCHL ERXSAFE CEFA... Locd  Predeined
18 SISTEN.FTE AUTHIRNL BRXSAFEDEFA... Locd  Precfned

& Lstors
s S SYSTEN.FIE.COMAND GRUSAFE OEFA.. Locd Precefned
& proces B SISTEN FIEOATA SUSHECEFALT  Locd  Predened
& Narts 1 SISTEN.FTE DATABASELOGGER COMI... Locd  Precined
© sperssaton || | BISYSTEN FTE DATABASELOGGER REXECT  Local  redefed

EscE e o 17 5 | | B STSTEFTEVENT SRKSAFEOEFALT  Loca  Predefed

Prosiebapuipion| | (=Rt e
S s B SYSTON FE STATE BRKSAFE OEFAT Locdl_ Prdefed






OPS/images/7886chBroker.14.1.50.jpg
Gereral
Ertended

Dutsbomer
CortengasecFiarng

‘Websphere MQ fil Transfer Edition

FTE Conrdnation Queus Mansgernare:
e






OPS/images/7886chBroker.14.1.51.jpg





OPS/images/7886chBroker.14.1.52.jpg
Entr vahes 0 dotrrin how the o connects to WebSphers 1l TransrEdin.
Basic s
ovectayibs  [CFER
Henanatkert [*

PRSI —






OPS/images/7886chBroker.14.1.53.jpg
| Propeties (5 (1 probems ] Deployment Log|

18 T it e Propertis - Recabveple o Branch GTE)

Detrmins v s e 5 e, e o ich gt e s,

Custon doler recsdecms) |

Desction
B | o dcion
ok MemanPUg | oy tes)
ro toers oetensr
oeteter e

e

=

|

o

uv_wg






OPS/images/7886chBroker.14.1.54.jpg
s, (2 oo T Dckoyment Log

/) FIE Input Node Propertes - Receive e from Branch (FTE)

4‘ Deterine how he node parses the incoming mesages
o

[—— TP o e s e, VR o ey 7 =
o viessoeparsen T 3
P |
- p—— I =
Records nd lemerts | essag o T Zl
Yo s codchrctr st 5

e =) el

s L [ ]

e |






OPS/images/7886chBridge.12.1.08.jpg





OPS/images/7886chBridge.12.1.09.jpg





OPS/images/7886chBridge.12.1.06.jpg
~ suopeoyddy pusipeg

WNQFTE
Bridge Agent
(AGTSFTP)

WNQFTE Agent
(AGTSAFE)

Protected Network

Enterprise

1supEg [uRG






OPS/images/7886chBridge.12.1.07.jpg
Enterprise

Protected Network

suopeayddy pusoeg

WNQFTE
Bridge Agent
(AGTSFTP)

bmz

Internet

8
=
8
Y
&

WMQETE Agent
(AGTSAFE)

Jauped jewens






OPS/images/7886chBridge.12.1.04.jpg
Enterprise

Protected Network

bmMz

Internet

suogeayddy pusxoeg

WNQFTE
Bridge Agent
(AGTSFTP)

WNQFTE Agent
(AGTSAFE)

SFTP Server
SFTP Service

o
(srreomes

Jeupey fewepg






OPS/images/7886chBridge.12.1.05.jpg
Protected Network

Enterprise

bmz

Internet

suopeayddy pusspeg

WNQFTE
Bridge Agent
(AGTSFTP)

WMQFTE Agent
(AGTSAFE)

SFTP Service

|

Ieuped [eusspg






OPS/images/7886chBridge.12.1.02.jpg





OPS/images/7886chBridge.12.1.03.jpg
suogeayddy pusxoeg

(Admin)

Bridge Agent
(AGTSFTP)

Protected Network

Enterprise

bmz
SFTP Server

T
£
£
£

SFTP Server

Jaupe g feweng






OPS/images/7886chBroker.14.1.33.jpg
Main  ASSettings  sbuSSetings  Destinations  Contacts

B28 Partner Profile

Destinations

Destination Name

 Destination URL  Enabled Document Type

(emty)

Destinations.
Destination Name.

Enabled Document Type:

Exm
Ex12
Meorract

inary.

Connection
Destination URL

Connection Timeout

SSH Clint Connection

Use Unigue file Names.

FrEwE SSH profle e

@on Qoff*






OPS/images/7886chBroker.14.1.34.jpg
ﬁ Configure SSH Client Profile

This configuration has been added and not yet saved.

SSH Client Profile

(Caoely ) (Cancel )

SH_Profle

adminisirative State

Comments

User name

User Authentication

azsnord

persistent Connections

trict Host Key Checking

@enabled O disabled

[frewmb

Deublic key






OPS/images/7886chBroker.14.1.35.jpg
ﬁ Configure B2B Gateway

Main  Achve  XMLFormats  Advanced

B28 Gateway
ome. Fre 528 Gw

General Configuration

administrative State ensbled () dissbled
Comments

Document Storage Location (default) I}
XML Manager defaut

Document Routing

Front Side Protocol Handlers

Front Side Protocol

NFS_Fon x
MQFTE_FSH x
[ComC) 4+ nid

|Attach Partner Profiles
Active Partner Profiles

O i

828 Partner Profile  Profile Enabled? _ Profile Destination

MEoRoGR enabied[v] | (aefaut)

Parter ebied [v] [(oetmur) v]

e ) ) ) (D






OPS/images/7886chBroker.14.1.36.jpg
ﬁ Configure SFTP Server Front Side Handler

Main  Vinusl Dirsctories

SFTP Server Front Side Handler

Name sF_Fs .
adminitrative state @ enabled ( dsabled

Commants SFTP listener for Partner

Local 19 Address a0

Port Number 0022






OPS/images/7886chBroker.14.1.37.jpg
ﬁ Configure NFS Poller Front Side Handler

Main

INFS Poller Front Side Handler

(Caesty ) (Sancel )

Hame s Fsh -
[adminisrative State ®enabled © disabled

comments

Trget Directory donfs://MQFTE_NFS._Hount/ewrt |+

[Delay Betneen polie o000 millseconds *
nput File Motch Pattern | «

[Processing File Renaming Patter

[Delte Input i on Success on 0ot
elete file o processing error @on 0ot

(Generate Resul File @t N
rocessing Seize Timeout 0 N

XML Manager

[Maximum File Transfers per poll Cycle:






OPS/images/7886chBroker.14.1.38.jpg
ﬁ Configure B2B Gateway

R oo ST

B2B Gateway

(Cageiy ) (Cancel )

Archive Mode.
Archive Document Age
Disk Use Check Interval

Maximum Disk Usage for Documents.

50

25165624

oays

Minutes

Kilobytes






OPS/images/7886chBroker.14.1.39.jpg
ﬁ Configure B2B Gateway

S— e e—

B2B Gateway: FTE_B2B_GW (up)

x| e L0 | Vi Saug| Show Pzt 30

XPath Routing Policies
(empty)






OPS/images/7886chBroker.14.1.40.jpg
44 Configure 628 xPath Routing Policy

Main

828 XPath Routing Policy

Name MyxML

Administrative State @ ensbled () disabled
Sender xPath ICustomxMURoute/From
Receiver Xpath ICustomxMURowe/To

Document 10 XPath

Transaction Timestamp XPath

s
H
d

1
g 8| B






OPS/images/7886chBroker.14.1.41.jpg





OPS/images/7886chBroker.14.1.42.jpg





OPS/images/7886chBroker.14.1.43.jpg





OPS/images/7886chProductOV.08.1.5.jpg
DataPower B2B XB60

B2B Gateway Service

Front Side

Internal Pariner  Handlers:

Destinations for Partner
Connections

FOMSHE ot parar
il Destinations.
i

Trading
Partner
Profiles

Document

(Payload)
Hard Drives|

B2B Viewer






OPS/images/7886chBridge.12.1.01.jpg





OPS/images/MQExplorer.gif
1B

File Edt Navigate Search Project

-l la-1#]

Run Window Help

LA e e 5@ nopporer

5. Explorer - Navig £3 .~ O |[ B 1mQ Explorer - Content 53 |% B~ =0
o} _% 7| [Transfer Log
5 € 1o Websphere MQ
e ‘Bfé“m Lo Source | Destination | Completion state | Ouer Started (America,~
- AGTSAFE  Suscesshul admin @9.42.17154  6[30/10 10:5% 15
QUEDGE on 9.42.171. AGTSAFE  Suscesshul admin @9.42.17154  6[30/10 10:55:1
D QMS on '9.42.171.5% AGTSAFE  Suscesshul admin @9.42.17154  6/30/10 10:56:1
B amsare AGTSAFE  Successiul adiin@9.42.171.5¢  6/30/10 10:57:2C
& Queue Manager Clusters AGTSAFE  Suscesshul admin @9.42.171.54  6/30/10 10:58:2C
& 5 Administered Obects AGTSAFE  Suscesshul admin @9.42.171.54  6/30/10 10:59:2C
-3 Managed Fils Transfer AGTSAFE  Successful adnin@9.42.170.54 63010 11:00:2C
-G QusaFE AGTSAFE Successful admin @9.42.171.5¢  6/30/10 11:01:21
& Monitrs AGTSAFE  Suscesshul admin @9.42.17154  6[30j10 11:02:21
Transfer Tenplates AGTSAFE  Suscesshul admin @9.42.17154  6[30/10 11:09:21
o AGTSAFE  Suscesshul admin @9.42.171.54  6/30/10 11:04:21
R Perding Trastors AGTSAFE  Suscesshul admin @9.42.17154  6[30/10 1:05:22
e e e AGTSAFE  Suscesshul admin @9.42.17154  6/30/10 1:06:22
Ba ke AGTSAFE  Suscesshul admin @9.42.17154  6[30/10 11:07:22
e [ AGISFTP ASTSAFE  Succossu R
Fiter the dislayed log entries:
'V BRKSAFE Admiistration Log | S Managed File Transfer - Current Transfer Progress 23 .~ O
%
Source | Destination | Current Fle =
AGTSFIP  AGTSAFE po_sbeoB7xml- (48 98)
AGTSAFE  AGTSFTP  po_cyz32loaml - (48 48)
‘ || L€
e |






OPS/images/7886chProductOV.08.1.3.jpg
Agent

////WQ

MQ Network

MQExplorer  Command-ine

Database Logger

Agent

Vi =Ir’©






OPS/images/7886chProductOV.08.1.2.jpg





OPS/images/7886chProductOV.08.1.1.jpg





OPS/images/7886p03.15.1.1.jpg





OPS/images/7886p03.15.1.2.jpg
Part 3





OPS/images/7886chTopologies.07.1.5.jpg
Extenal Partners

wix]

Nocs
Trading
WebSrra Mianager |
Broter WebSphero
Tansiormation
e ey FTE Node
wE | g LA greer
aiaPoner H e
R | O[T, Agen
protie | [ 71
Mot | f 0 WebSphere MQ Network
| | sones phere App Server
\ = FTE
e £LE Averd e
prolocal Wi Quee
ot s
' FTE
: Agent
Wi Frams|
i FTE
N - ey
| — Agent =
W Exporer  [iibsphra] LS
Romalo Tools | Ganpren

Commerca.






OPS/images/7886chTopologies.07.1.4.jpg
External Partners

Gatoway.

' o
i Noda|
1 Eage Sorvers =
H | WebSphero| Wanager
I Westage
| s = fossa s
' | — ansfomnation
y | == FTE Node Exionder
1 wma Beplorer Agert e
Remole Tooks i
B TR g
1 ] server
WebSphere MQ Network
REENT App Servor
Intornet FTE Agent e 1D
Websphors | Agert
Datarowor | WG uee
Applances X360, | Wanager
b and x40 | e
- X Agert
! JTE] [ Famd
y FTE 2 (z0s)
ot
g s LS
Wl protoct |/ 1 e m
I
'






OPS/images/7886chTopologies.07.1.3.jpg
Internal Systems

| | l I Fibggghhd
i
T warmsenens o
g
IE e %
i W\
£ 2
sz A
22 B

External Partners






OPS/images/7886chTopologies.07.1.2.jpg





OPS/images/7886chTopologies.07.1.1.jpg





OPS/images/7886chREST.11.1.15.jpg





OPS/images/7886chREST.11.1.14.jpg





OPS/images/7886chREST.11.1.13.jpg





OPS/images/7886chREST.11.1.12.jpg





OPS/images/7886chREST.11.1.11.jpg





OPS/images/7886chREST.11.1.10.jpg





OPS/images/7886chREST.11.1.19.jpg
[ Address [ 5 c:toocuments and settngsladmmiwebeplosds

Folders oot s






OPS/images/7886chREST.11.1.18.jpg
B 1QExpkre - Contont

Transfer Log
S Toesion
e e A g S T i e T






OPS/images/7886chREST.11.1.17.jpg
Expense Reports Submission Page

Use this page to upload your expense reports for the month. Begin by browsing for a fle you want to submit
and pressing ‘Upload"

CunExpRpts [ Browso.. | uplosd | |






OPS/images/7886chREST.11.1.16.jpg
External Partner

Enterprise

Internet Protected
B nevwork

WebSphere MQ
(QUISAFE)

(External Pariner)

HTTP Client

WebSphere
Application Server

WMQFTE Web GW

N\

Backend Applications






OPS/images/7886chBroker.14.1.06.jpg
[zootésyse binld ./frescarcgent AGTNES
5655-U80, $724-R10 Copyright IBM Corp. 2008, 2009. ALL RIGHTS RESERVED L
The request to start agent 'AGINFS' on this machine has been SubmItc

B7CcL00311: Agent log £1les located st /vax/I/MQITE contsq/ QHSATE /agenta/AGT
s
{eaactbyse hinib ]






OPS/images/7886chBroker.14.1.07.jpg
[root@ayee bin)f ./foePinghgent AGTNFS
SGioruag, S724oR0 Copyesgne TaM Corp, 2002, 2005, ALL RIGATS RESERVED
Srccuonse; Tasuing piny cequest <o sgent AGES

Srocionist: agunt AGRFS respended <o ping in 0,156 seconds.

e el

<]






OPS/images/7886chBroker.14.1.04.jpg
H
&
3
i

Enterprise
Protected Network

Mulprotocol
Galewsy ()
(Marrg,wrgsmm

WebSphere MQ
(QUBRK)
WebSphere MQ |
(QUNFS) WMQFTE
. (erksarE DEFAULT)

WWMGFTE
(3 )| Agent (AGTNFS) WebSphere |
Message Broker

(BRKSAFE)

Backend Applications






OPS/images/7886chBroker.14.1.05.jpg
H
8
3
it

(Trading
Pariner)

B2B Appliance.

Mul-protocal
Gatoway
MQFTE_INTEGRATION)

B2B Gateway
(FTE_B2B_GW)

Web based
Transaction
Viewer

Enterprise

WebSphere MQ
(QNINFS)

WMQFTE
Agent (AGTNFS)

@
mcm—

Terp File
Store

Protected Network

WebSphere MQ |

WNQFTE
(BRKSAFE DEFAULT)
WebSphere
| Message Broker
(BRKSAFE)

9

Backend Applications






OPS/images/7886chBroker.14.1.02.jpg





OPS/images/7886chBroker.14.1.03.jpg
Internet

Extemal Partner

—

(Trading

Partner)

Enterprise

bmMz

Galeway
(MQFTE_INTEGRATION)

Protected Network

(Admin)

WebSphere MQ
(QNINFS)

WMQFTE
Agent (AGTNFS)

Temp File
Store

SvsE

WebSphere MQ
(QVBRK)
WMQFTE

(BRKSAFE.DEFAULT)

WebSphere MQ

(QUISAFE)

WebSphere
Message Broker
(BRKSAFE)

Backend Applications






OPS/images/7886chBroker.14.1.01.jpg





OPS/images/7886chBroker.14.1.08.jpg
7P Quetad Commands
1w Comnact

e
b
e
e
ey

PesrGrous






OPS/images/7886chBroker.14.1.09.jpg
ﬁ Configure NFS Static Mounts

C Refresh List

e tatas o s
(o s s

@

Admistatve sate | Comments






OPS/images/7886chConcepts.06.1.5.jpg
MFT Protocol -

Foreign B2B Protocol(s)

Public Private
Network Network
DMz

Gompany A

Internet | Company B
|






OPS/images/7886chConcepts.06.1.4.jpg
Automation

— &
Documented, Centralized
Standardized Set-up

Solutions \ & 2% g

Raliable
Transport Rlable

e, T
Teanspot
Event based
Centraized (77 - Centralized
Monitoring e Logging
Tampon |~
s
Folable ~ Transport \g
Trneport

b Transport






OPS/images/7886chConcepts.06.1.3.jpg





OPS/images/7886chConcepts.06.1.2.jpg





OPS/images/7886chConcepts.06.1.1.jpg





OPS/images/7886chREST.11.1.37.jpg
Entorpice Aoplications > f002 samples war > Contaxt Root For Web Modles

Contaxt oot defined i the de

B

66] [Eanar






OPS/images/7886chREST.11.1.36.jpg
Entarpricn Applications
Use this page to manage intalled apslcations. A sngle application can be

s ot ke servers.

tnset || unineea | Updsee | oo pdsts || _rumave s | Expore||_cnporcoot | _evporcrie

BB

Sanavame & rstenton sar @

Vo an sGriiatar B Following eBRT

[ | Rsfsutseplcaton

il
D) I
R

O [

PRI

ERE

[ roe






OPS/images/7886chREST.11.1.35.jpg
Sotepren Appicatons > (22 > Context Roo For Wb Madules
ot Root For Wab Moduias

Cortaxt oot dufined inth daployment descipor can b dtad
Web mada unt

supporpac rooz_web_amevay

veb st

Lok ] [Cancel






OPS/images/7886chREST.11.1.34.jpg
=
B et popat [ —






OPS/images/7886chREST.11.1.33.jpg
B Messages

@ Th tast onmaction oparation for da
ol prasdut var successtol

Source wmafte-database on sarver sysdss






OPS/images/7886chREST.11.1.32.jpg
CWEE

Selc Hame 2

GIETW

[0t name

iminstar the folloving resources:

DefautDatasource| NodamsysdNodeo Samerssysdserser

Nodamsysdiodaon servaresysdser






OPS/images/7886chREST.11.1.31.jpg
Frovttar

e speatic






OPS/images/7886chREST.11.1.30.jpg
s, uhich are reaured by the
et the connacions ook e






OPS/images/7886chREST.11.1.39.jpg
Expense Reports Submission Page
s reports fo the ot Basin by browsing for e you wart & subrmit

)

the tinater. Tha Ststus Tl vl pdats automateally 2 the ransfe broaressas

oo e T






OPS/images/7886chREST.11.1.38.jpg
Rolloe e

Applcston stsur &

P






OPS/images/7886chREST.11.1.40.jpg
The page at https://9.42.171.56/ says:

Demo confuratans Enter the nane o the age o sen les o






OPS/images/7886p01.05.1.1.jpg





OPS/images/7886chREST.11.1.26.jpg
Global scurity > JARS - 22€ authentication data > sysdNode /wmafta-database.

Spactiar 1ot of e

Ganrl properties

rtties and pasuords for Java(TH) 2 connactr zacurty to

v

[ —

 paseord

fe
p—
[reely ] [oK]

[Raat] [onar






OPS/images/7886chWAS.17.1.04.jpg
Enironment Selection

= Websghere Aplcatin arvr
ol (Gcloymert manoger nd  feested appestion srver)
Mot

Custompeole
Secur prosy (cnfigstionorh)
) WebSphare Senice Regstry nd Repestry






OPS/images/7886chREST.11.1.25.jpg
Glabal security > JARS - 22¢ suthentication data
Spacfias st of user dantiies and passuords for Jua(TH) 2 connactr securty

0 pratx new alas names vith the nods name of the call (for compatbilty with

alor rlassas)

[pomir]

o

i





OPS/images/7886chWAS.17.1.03.jpg
[C:\WASKeys \key.kdb]
KeyDatabaso fle Croate View Holp

DR

DB Type: U Key database fle

Key database content -

Pesonat ot 5] [ meem ]

[Rpetsonal certificats has s associated private key in e database.






OPS/images/7886chREST.11.1.24.jpg
Authentication
ihunbcaton mechanisrs and expiration

© iz
Kerbaros and LTPA

O swat (depracatad) No suthentcated communication Batuaan servers
uthantcaton cache setings

@ Web and SIP sacurty
@ RyoP secuty
G

0] se resiro-quaifind urer names






OPS/images/7886chWAS.17.1.02.jpg





OPS/images/7886chREST.11.1.23.jpg
Creats 2 new JOBC Provider

JOVE provider

stap 3 summary [RRATR P R S
1.2 value 5 spacifid foryou, you may ik Naxt o acceptthe value

class paths

bajcciar, dozie canss
[CAbrogram Fles\ s 5QLLIBavs

sz sart hich s

[ET—
Dirstory locaton which i
i






OPS/images/7886chWAS.17.1.01.jpg





OPS/images/7886chREST.11.1.22.jpg
Create new J0BC provider

St the basic cofiguration aluas of 3 JOBC providr, which

s
information e narme e descaphen atde,
ot

-
B
e

+ implamantation tipe
X data source v

o Can e diferent

step 31 Summary

[ —

ohase commit D32 JCC provder ot
'35 Bats rourcas ha ure this
o

ot processing. Use of dnwar pa 2 on
e Sppiteaton sarver fo <106 1 not supponed
[or G2 Saurens cested ndor s providor:

eIl Corcet






OPS/images/7886chREST.11.1.21.jpg
08¢ providers

Use this page to adt properties of 3 JOBC provider The JOBC provider oblect
ncap A e e S IDRE drvas mplamentaton dass or aceer ¢ she spacic
e e ot mane Lo s shoc s o o e ity A

8 Scope: Calleaysdnodescal, Nods=sysdNodedd, Sarveresysdserver.

0 show scopa salaction drop-doun st with the

scopes option

el st which the rasouece defiton i
oy on what scope s and hov

Scope spacites th
Eor et






OPS/images/7886chREST.11.1.20.jpg
‘Submitted Reports

“The reports you have submited are Isted below. Cick on an indidual transfer 1D o view detas. of the
transier. The 'Status’fd wil pdate automatical as the ransfer progresses.

oot 1> st
4140512051 40524 145452020202020205e5 3294520020002 St






OPS/images/7886chWAS.17.1.09.jpg
Administrative Security
@

oo whterto e e sy, Tl ety sl e rane s psvd o ooy
P et o i oo sthe e s et aepstoy v s cgcotonsnve, A e
aeaton e, you an 2 o ers, 103, o extmaepostors

7 Epate sdnnisrativesecrty






OPS/images/7886chWAS.17.1.08.jpg
(8 pronicmansocment Tootza T T

Node and Host Names

Spocky anode name, asever e, and  ost namefo this rfe.

[ovwe
semes v
[svsaserve]
r—
ot






OPS/images/7886chREST.11.1.29.jpg
Stap 11 ntar barkc
ot ouree

database speic
Braparar for he
iy

O creste new 3086 provid

e anaras © select an axisting 108C provider

[ Cerevious |/ [next] { cancer ]






OPS/images/7886chWAS.17.1.07.jpg
conition e, and o s, ik Browse 1o slc  aferent drecory.
ertlonane:

[sysdserver
Pt geectory.
[Cisvepmppserver

7 Grese the sever g the devlopmert tenest.
Selec tis ption to et  server s confation etings timaed for deyelopnert. The develcpmert
et e 3 i an shows U v 1 o 5 P . 0 ke T4 o

prodeton serves.

I ks ths el the def

Each talton o Webphar Agpcatn Server s has on defuk el Commands tht 1 wthout
refeing o pechic rtis Us e defo e, Slc this ption o ke 1 el the new fak






OPS/images/7886chREST.11.1.28.jpg
Enter basic data source information

St the bari cnfiguration values of » datasoure forszzodston
o SDRC rovidar A datasasncs supplias the Shusicl

oo Zonnecions beteasn the

s Raauiramant; Use the Datasources (Websphera(R) Applicaton

step 31 enter Serer Va5 Convale pages  your spplcations ar bired on he

5 Eovarprise ayaEasns(TM) () 1.0 spasiieston 1 the Jova(TH)
i

i Toures

sacinty alares

+ 001 name

T T —

st ] conr






OPS/images/7886chWAS.17.1.06.jpg
Optional Applcation Deployment

Seec th sicabans t sy o the iebSphers Agpcation Srver emcment beng crested.

™ Deploy the Samiespicatns.

sl th Samol applatons o uss th gl sever andevshiae the test tachrologcal adarcenmerts.
The Sanplesppcations are ok recompended o ployimen o proction aplalion sever evrontes.

T ——

sl Wetbased sdnsraiecorscl tha manges th aplkaion server. Doy the sdsratie
Conscl'srecommended, bt you dessect thioption, the formation crter corkans etoed stps o
ooy & e e et e,

7 Deploy the etk sppicatn
sl th dofuk applation tat contain theSroop, Hel, nd HECou st






OPS/images/7886chREST.11.1.27.jpg
08¢ providers
Ure i page to adt properties of 3 JOBC provider. The JOBC provider object

ncap A e e IDBE drvas mplamentation dess or accars t the spacic
Sandor databars of you anwinmant Lasm mora bout this ask i uIded aduts. A
SULSCE L2 ranides s it o ack staps and mere ganers nformaton

9 Seope: Callesysdnodes el Noda-sysdnodes

Serveresysdserver

0 show scop salection drop-down It with the

scopes opton

Scope specias thelavel st uhichthe e deiniton is
TR R detled information on what scope s and hov
o sea ha scage totings bals,

Nodamsyidodsts, Sarvarssysdsarver ¥






OPS/images/7886chWAS.17.1.05.jpg
|6 profie Management ool 20 A TEY|

Profie Creation Options 7 Q

‘Choos theprofle raaionpoces tha meets your needs. Pk the Tkl kot ko the Prfle =
isgernen Tol o asin e of dafoukcofourtion voest the prfl. Pkt Adyarced opton to
spechy your onn confutaion vakesor the .

© Lypalprofi reson
Cesto anapplcaton serverprofe th sesdafo confuraton setios. The Profle Hansgemert Too
550 Uk st the profe, node, o st The o o s ke ort vaes T
sdneitative consleandth df .t soclcaion i b estled. Yoo ¢ cocal ssect wether to
‘bl adnwitao sy, The oo mgh crote a system s o the sppcaton srver
‘Gependng o the peratig 5y o you hchin 5 the prisges assed o your use sk
Rote:Defau prsooalcrfcaes expre i cne year. SelctAdvancedprofle retion o este
persoal cetfctewih o fferet epratn.

dprtte restor]

‘Ceste coplcation serverusing dfa oo stingso specy your owe vaes frsetgs
i heloca o theprofle s o e prfl,Pode, ad hst, Yo can a1 your ow
Do bt Yo ool Chocee e 1 o s SO Conde andSaTe
Soplcatons, and creste  Web ervr defodion. Vo0 I haveth gt o unthe spptnsaver
e s g nth i e o it e e s s 0
oo wer






OPS/images/7886p01.05.1.2.jpg
Part 1





OPS/images/7886chREST.11.1.59.jpg





OPS/images/7886chREST.11.1.58.jpg
 SYSTEM.FTE DATABASELOGGER.COMM...  Local
 SYSTEM.ETE DATABASELOGGER REXCT _ Local

Predefined
peg






OPS/images/7886chREST.11.1.57.jpg
Jsatus
Lo






OPS/images/7886chBridge.12.1.25.jpg
iListgans doss ot st my
agnt

et PSODE(ENABLED)
o he coordnaion GNgr

 SYSTEMFTE to e
coordiason QM rameit.
SYSTEM.QPURSUE.

QUEUENANELIST (On 25;
‘il he CHI & uning)

e messages

Ealing upon the SYSTEMFTE

queue on your cordiation
avig

e your agort

comcing uing an

ntemeciata Ot
or sgent Gl

sk whichuzer D ncluced
inthe mescage descrprol e
meszages onthe SYSTEM FTE
ueue an the coordinaton G

Have yousethe
Gy property
PSNODE(ENABLED)?

[~

uicing upon the Xt

quaus from he sgent Qe
o the ocrdnatin

Dothe abjct
ot or ne SYSTE.FTE
topic allow i uar D >
publicn”

Ether s pubich auhory orthis ser
0 orchange th user D hat s
presenid by the message descpir

active chamle betwan agentand
coordination QMye. Ater e sender

Tiave you adsed

SYSTEWFTE to e

Qligrnameist (On 2108 when
e GHN was up ans

Xritquaue & notbeing used by

ehanelon e agent Qe s
15 ue the corect Xt e,






OPS/images/7886chREST.11.1.56.jpg
| [T natve_stdorriog

] |2 netwe e g

|5 stanserverog

|2 stopserver o

|2 svadserverd

|E) sysemeir.og

(2 syetencut o

IE) sysemout_10.06.28_13.51
[ taceiog






OPS/images/7886chBridge.12.1.24.jpg
1965 Queve Marage Ot
o 315 pditored bjcts

EIE)
- [congetin
QHeDGEon 42,171 ——
42171551 o e 2 ;
8 oresmaainad i =
@ Bl quwre






OPS/images/7886chREST.11.1.55.jpg
ScrptPompt: oK

e conyasir Enerth coest ol e WebSphere WD i Trrclr

Edion Web Gaewsy
[






OPS/images/7886chBridge.12.1.23.jpg
QHEDGE on 42171551
Qson 9.2 1715501
= B qusare.
56 Quee Manage st
G 5 AdnestersdObpcts
G Managed e Trarser
G qvsare.
@ vorkors
8 Tnstor Tempistes
Tonserton
Pang Trstrs
@ Serven Dafton Raposts
5 g mokes
5C8 mckr rchve s

onepumbodan{To Erteprseloo dez i Dipatoersprtrerlinipo dogazoml S
Ionejumbodan{To Entexseloo_xy221smi  Dipatvaripatverlinlpo 2t Swcosd
onepumbadan{To_Ertxseipo_sbsu7om  Dipatoerdpartoerlinipo_sbserml S






OPS/images/7886chREST.11.1.54.jpg
Entararice Applcations > f002 > Contaxt Root For Web Modulas
Contaxt Roat For Wab Modules

Context roat duind in the deploymant dazcrtorcan bo adted =
[ wab module Lomt contarthoet ]
[supporac rooz web Guteuay | comibmiematteveb.var WEB-INF/web.senl. [ —

Lok [can






OPS/images/7886chBridge.12.1.22.jpg





OPS/images/7886chREST.11.1.53.jpg





OPS/images/7886chBridge.12.1.21.jpg





OPS/images/7886chREST.11.1.52.jpg





OPS/images/7886chBridge.12.1.20.jpg
http:/ /vivave.v3.org/ 2001 /XMLSchema-instance”
FileTransfer.xsd">

#si:noNNamespaceSchemalocatior
- <managedTransfer>
- <originator>
<hosthiame>sysd</hostharme>
<useriD>admin</userlD>
</origator>
<sourceAgent agent="AGTSAFE" QMgr="QMSAFE" />
<destinationagent agant="AGTSFTP" QMar="QMSAFE" />
- <transferset>
= <item mods="binary" chcksumetho
- <source recursive="false" disposition="
<fle>D:\partners\partner2\Out\iny_abcoB7.xmi</fie>
</source>
- <destination type="file" exist="error">
<flle>From_Enterprise/inv_abcog?.xmi</fi>
</destination>
</tem>
</transfersat>
- <gob>
<name>Send Invoice to Partner2</name>
</job>
</managedTransfer>
</request>






OPS/images/7886chREST.11.1.62.jpg





OPS/images/7886chREST.11.1.61.jpg
Clobal security

se i pan to configure adminstraton and the dafaultspplication sacurty plicy. Thi sacury confgura
Rumsions and i ueed 8¢ & defauk secy pokcs for e sppacebons. Secum domain £on ba debmed s o
vicamont.

Security Configuration Wizard | [ Security Configuration fsport |

ik oot Authenticaton
Aithanticaton machaniams|

[ore e
Kebaros and LTPA
Kerboros configwation
O swan (deprecatedy:
uthantcaton cache settng]
@ Wb and 518 securty

Pi—
D0 s Java 2 sacunty to restict applcaion accass tofoca resources
Warn i spplcstions sre granted custom permissions BRAICP sty

Restic access to resource suthentication data @ 2avs Authentcation and

e [TRp——
Camant esim dufntion

Loca spaating pstam < b
Avaabe asim dafintions

[ioea oparasng system

[Resty | [aset]






OPS/images/7886chREST.11.1.60.jpg
i
&) outputtog
Bospuniogick






OPS/images/7886chREST.11.1.48.jpg





OPS/images/7886chBridge.12.1.16.jpg





OPS/images/7886chMQFTE.16.1.05.jpg





OPS/images/7886pref.04.1.1.jpg





OPS/images/7886chREST.11.1.47.jpg
Cxparn Raports S P
Ure s age 1o slevdyous axpansrposs o th s, agin by brsingfr ey war 0 subi

| [2cteence senstorzionspt

Sutmted eports

ot e e b e oo, o i i £ ot f et T B

Tranar






OPS/images/7886chBridge.12.1.15.jpg





OPS/images/7886chMQFTE.16.1.04.jpg
SYSD — ESB Server






OPS/images/7886chREST.11.1.46.jpg
8l omsare
6 Pl Repostn
Bones
G 5 adstred Ot
G Hansoed e Tt
© G aseee
2 s
Tt el
1 Teanser log
58 onde Trste
@ sorvcs et ovon

1 AGTSAFE
& sorsare
Documents and St acdnocs St et .26l 0934b44 S SeliT2DRe

ks the oy g e

B

7 BRKSAPE Ao og | Hansged e Trner e Tt Poges £

EX

BT T T S T






OPS/images/7886chBridge.12.1.14.jpg





OPS/images/7886chMQFTE.16.1.03.jpg
SYSE — File Server

Command and Agent

SYSD — ESB Server

Guaus Manager
aunrs’

DEFAULT






OPS/images/7886chREST.11.1.45.jpg
<transters><transter end:

7-08T16:58:25.2342" start-time="2010~

£07414451205130159414645202070707070CA552b4C207 1102 "> <souECe> <agent.
GiE="QUSAFE" nane="AGTSAFE"/><metadata><key value="IEN UebSphere
Application Server/7.0" name="com. ibm. wkqtce. ueb.appary.cype”/><key
Value="443" name="com. ibm. WEGELe. veh. APRELY. JOXTF/> Key value="AGTEAFEY
neme="con. ibm. wmqtte. SourceAgent/><key value="BASICT

eme="Con. ibm. WECe | ueb. Fequest . auChtypen/><key valuss"AGTSAFE"

e ="Con. ibi, WECe | DeStAnAT1ORAgERE "/ ><Key Valus"en US"

nawe="con. ibm. waEce . ueb. request . locale"/><key value="3.42.171.183"
name="con. sbi, mgtte OF1ginat inghost "/ ><key value="admin®

nawe="con. 1bm. smatte . Haudlses/><key values"9.42.171.56"

eme="con. ibm. mqtte  ueb. appsry. host”/><key
Value="413d51205144534145452020202020206 5204207 01027

name="com. sbrm. wtte . TranaterIa"/><key value="adnin”

nae="com. 1brm. maEe . OF ginac ingUser”/ ></ necadata></ source> <dest inat ion> <age
B qugr=QUSAFE" name="AGTSAFE"/><metadates<key valus="IEN VebSphere
Application Server/7.0" name="com. ibm.kqEte. ueb.appary.cype”/><key
Value="443" name="com. ibi. wwaLte. ueb. appSEY. pOrt”/><key Values"AGTSAFE"
eme="con. ibm. wte . SoucceAgent "/ ><key value="BASICT
nawe="con. 1bm. wmEte ueb. request . authtype/><key value=ren US"
nawe="con. ibm. smatte . veb. request. locale"/><key value="ATSFE"
nawe="con. b, matte . Dest inat ionAgent/><key values"admin®
eme="con. ibm. matte . HaudUser”/><key value="s.dZ.171.183"

e "Con. sbim, WECe |OF 1ginat ingHoSt"/><key Value="3.42.171.56"
nawe="con. 1brm. gEe . ueb. appary. host/><key value="admin®

nane="con, sbm, migtte OFAginas tnglUaer "/ > <key
values"414051205140534146452020202020200459246207 10102

nawe="con. tbm. mqtte . TransferTd"/></etadata></dest inat lom <stats retry-
Counce"0" fil-varnings="0" ile-failures-"i" bytes-
‘transferred="0"/><transfer-set><file result-text="BFGIOO0OSE: File






OPS/images/7886chBridge.12.1.13.jpg





OPS/images/7886chMQFTE.16.1.02.jpg





OPS/images/7886chREST.11.1.44.jpg





OPS/images/7886chBridge.12.1.12.jpg
o versson=+1.0* encoangerure-

o1 schenaocat on"htLp- /gL e. Lim. cam/Protoco LBrLdgeCredent ials
ProtocolBridgecredent als.xsd >

<tnsiserversost namesteys

<tnsiuser namesMUSR MOADHIN' secverUser L= wmbadmin® secverPassvorde’itsodyou >
<ensiuser>

</ensiservernosts

</tns:credentiates






OPS/images/7886chMQFTE.16.1.01.jpg





OPS/images/7886chREST.11.1.43.jpg
Expense Reports Submission Page

Use this page to uplad your o

(oot i |

s raponsforthe menth

i by brovsing for & e you want o submt

e e, The Staus Fald il ipSste SURSTASGEAIY 35 tha ransfar Proarasses

[Franteris






OPS/images/7886chBridge.12.1.11.jpg





OPS/images/7886chREST.11.1.42.jpg
Expense Reports Submission Page

et A vour axpanis
e

Wterjog

pors for the morh,

i by brovsing for 3 il you want t submit

Submitted Reports
daais of

o






OPS/images/7886chBridge.12.1.10.jpg





OPS/images/7886chREST.11.1.41.jpg
ScrptPompt: o
o conlgusir e heconet ot of e WebSghere MO Fie Trrstr
Edion Wb Gty [T

[oma






OPS/images/7886chMQFTE.16.1.09.jpg





OPS/images/7886chBridge.12.1.19.jpg





OPS/images/7886chMQFTE.16.1.08.jpg





OPS/images/7886chBridge.12.1.18.jpg





OPS/images/7886chMQFTE.16.1.07.jpg





OPS/images/7886chREST.11.1.49.jpg





OPS/images/7886chBridge.12.1.17.jpg
L RN
e G
Qe s
B

cvRoce an9.2.171.51

conesan 2.7 501
8 e
Qon e s
5 e i
Morsgden T
G e

& s

8 ot Troles

[

58 pedo s
Sevce otk oot
e
ke At s






OPS/images/7886chMQFTE.16.1.06.jpg





OPS/images/7886chREST.11.1.51.jpg





OPS/images/7886chREST.11.1.50.jpg





OPS/images/7886spec.03.1.1.jpg





OPS/images/7886addm.18.1.2.jpg





OPS/images/7886addm.18.1.1.jpg





OPS/images/7886chBroker.14.1.66.jpg





OPS/images/7886chBroker.14.1.67.jpg
2 opuuae 2 e}l opopmmt L] ieds)
||} FTE Input Node Properties - Receive File from Branch (FTE)
Q Erter vahes to determine how thenode connects o Webhere MQ e Traster Edton.

=
Ovectoryfiter  [CHFTEN.
Fananaftert [

[ ——






OPS/images/7886chBroker.14.1.68.jpg
o, rotrs] T oomre g

1) FE Input Node Properties - Recelve fle from Branch (FTE)

e
ey Detertine how the node prses the ncoming messages.
parser Optons Message domain [FLRSC - For AL messages (ramespace ovrs, v
Bolry, | Messageset






OPS/images/7886chBroker.14.1.69.jpg
(ogn000000:c01der) oMLNSC =+ ¢ [aminsc” : 0xlassdcso]
0x01000400: Namespacepec]) pnloectaration = ¢
[0x03000100:ATTr {bute, 1.0° (cHaRACTER)

(0x01000000:F01der. Jicustomo = C
(0x01000000:Folder) :Route: =¢
{orasssanioirciatarial e - rcabraker, (uamcren)
| (603000000 PeDaTar 161d) From © “partner (CHARACTER)
(501000000 Foder y7stockgepTentshent = (

0x01000000: Fo1 der Sequencenumber «

/0x01000000: Foder iCneren Sic
+TtentD - 1a0534° (CHARACTER)
1202 White Chocalata’ (CHARACTER)

“Chocolates” (CHARACTER).

goxasoowna-»cmu;!ew SBranchuumber = '123' (CHARACTER)

003000000 FcDatar 1e1d:

0X03000000: PeDATaF121ds bescription

IMer chandisanterarchy

(0x03000100:Attr bute) sLevel = 'Department’ (CHARACTER)

0x03000000:PCOataF Teld) sunftLister ice - L6t (cuaracTER)

0x03000100:ATer fbute) :Forelgnanount = 0.87' (CHARACTER)

0X030001007ATEFibUTe) iCurTency = 'GBP' (CHARACTER)
0x03000000:PCDaTaF1£]d) tRegularsalesuniter ice - + (enamacTer;
Actualsalesomiterice - (CHARACTER

Ext endedanount. H (CHARACTER'

Quantity 28" (craracTer)






OPS/images/7886chBroker.14.1.70.jpg
cReATE compuTe RODULE
CREATE FUNCTION Main() RETURNS BOOLEAN
Brom

CALL Copyllessagetieaders ()
- CALL CopyEncirenessage()
CALL CopyNessagetieaders )
CALL CopyEncirenessage ()

SET OuepucLocalEnviromment . Uildcard. Vi ldcacdiaceh = InpucRoot . THLNSC. CustomihL .|

stesp routing inco
SET OutputRoot . TNLNSC. CustomXML  Foute. To = pactne s
SET outputRoot . INLNSC. CustomkiL. Route. From = ! frebroker ;
DELETE FIELD OutputRoot. NLNSC. CustomiiL_Rouce. Froms

DELETE FIELD outputRoot . XNLNSC. CustonBlL_Rouce. To;
DELETE FIELD outputRooe . INLNSC. CustomiL_Rouce;

IF ( InpucRoot. SHLNSC.CustomiNL.StockRep lenishuent . Endofaca = 'crus’ | THEN
PROPAGATE T TERNINAL ‘oucl;
RETUR FaLSE:

U






OPS/images/7886chBroker.14.1.71.jpg
(oxr000m00ceordery oomnse < ¢ framnsc: : 0a6sdcso]

(00004 00:namespacevect) smioeclaration =
0x03000100  ATTF Jbute :version = 1.0 {CHARACTER)
X03000100; At<r 1bute) Encoding = "UTF-8' (CHARACTER)

ox01000000:o1der Yicustaman = ¢
{0x01000000:Fo1der ) :stodkaep enishmerr: =
goxosneoooo-xmudﬂd CBranchuumber

123° (onaracTeR)

Sequencenumber

Cinetan
enid = 1AM0S3A" (CHARACTER)

escription 2 202 whice

6.01000000: Folder
(orcisscinteteacarteld
0x03000000; Feoat aF 1143

chocolate’ (CHaRACTER)
(Ox030000003FcoataFteld)

Cermaacrer)

ierchandisenterarchy = 'Chocolates”

0x03000100:atr{bute)
0x03000000: PCoataFteld):

“Department (CHARACTER)
nituisterice - e (CuaacTeR)

0<03000100: At fbute) :Foredgnamount = [0.87° (CHARACTER)

X0300000; AT 1bUte) Currency | = 'GBP (CHARACTER)
0x03000001 eguiarsalasuniterice = 131! (CHARACTER,
0x03000001 CPualsatesuntterice = 131! (CHARACTER:
0x03000001 S endecanount 58 Cuamacter
6x03000001 antity 283 (namacten)






OPS/images/7886chBroker.14.1.72.jpg
Zwma versionn1.0"38

<StockReplentshnenc>
<Brancaiumber>123¢/sranchiiumber>
<Sequenceliunber></Sequenceliunber>
<Linerzen>
<ItenIDADS34</ TeenIDs
<Descriprion>20z White Chocolate/Description>
erchandiseRierarchy Level="Departaent®>Chocolates< /MerchandiseRierarchy>
<UnstiistPrice ForeignAmount="0.87" Currency="GRE">1.64</UnicListPrice>
<RegularsalestnicPrice>1.31¢/RegularSalesUnicPrice
<hccualsalestnicorices1 . 31c/AccualSalesUnicerice>
<Excendedimount>3. 62¢/Excendedhnounc>
<Quancicy>63¢/Quancicy>
</Lsnetcen>
</3cocknepien shaenc>
</CustomaiL>






OPS/images/7886chBroker.14.1.73.jpg
crzate comure noov.: EETSEEETICCNGTRIE
Cheare FiCTIN Nain) RETURNS Bootean
seom

- CALL Copyllessagetieaders ) ;
CALL CopyEncirenessage ():

CALL CopyMessagenieaders ()5
CALL CopyEncireliessage () ;

SET Outputiocalfavironment. Vildcard. Vildcaraliatch = InpucRoot. TALNSC.CustomNL . StockRepl

IF ( InpucRoot . XHLNSC.CustomFiL . ScockReplentshuent . Endotdata = 'trus’
PROPAGATE TO TERNINAL ‘ouci ;
RETURN FALSE:

o

RETURN TRUE:
ow:

CREATE PROCEDURE Copyllessagelieaders () BEGTN
DECLARE I INTEGER 1
DECLARE 3 INTEGER;
SET 3 = CARDINALITY (TnputRoot.*(])
WHILE I <3 D0
SET OucpucRoot.*[T) = Inpuckoot.*[1];
SET 1141
END VHILE;
w:

CREATE PROCEDURE CopyEnc ireliessage () BEGTN
SET OutpucRoor = Inpucoor:
s
B HoDULE:

) o






OPS/images/7886chMQFTE.16.1.10.jpg





OPS/images/7886chBroker.14.1.74.jpg
(0x01000000:Falder) HMLNSC = ¢ [aminsc’ : 0x12652950]

(0x01000400:namespacevec]) smivectaration = ¢
{orossonooiiei el version =118 fommacren)

0X03000100 ATtr 1bUte) iEncoding = 'UTF-8' (CHARACTER)

)
0x01000000:701der. Yicustomon = C
(0x01000000:Folder) :Route: e
0x03000000:PCDATAF1£1d):To = |Frebroker’ (CHARACTER)
(0X03000000: PCDItaF1£1d) iFrom - parther: (CRARACTER

b
(0x01000000:Folder) :Stockseplenistment « C
onosanoooo:xuanﬂe\d Coranchuumber = '123° (CHARACTER)

001000000 Fo1der Sequencenumber
/0x01000000: Folder iCineiren ¢
003000000 PeDatar fe]d:

/003000000 FCDataF 214!

:Tcent0 1880534° (CHARACTER)
Description 1202 white Chocolate’ (CHARACTER)
Merchandisenterarchy = ‘Chocolates' (CHARACTER)

(0x03000200:ATEr 1bute sLevel = 'Department’ (CHARACTER)

0x03000000:PCDataFTeld) sunftListerice = L6t (cHaracTER)
0x03000100:ATEr fbute):Forelgnanount = 10.87' (CHARACTER)
0X030001007ATE M ibUted iCurrency = 'GBP' (CHARACTER)
0x03000000:PeDtaFT£]d) sRegularsalesuniterice - (characTer;
Actualsalesuntterice = (CHARACTER
Ext endedanount. 362 (CHARACTER!
quantity 26" (craracrer)
>
>






OPS/images/7886chBroker.14.1.75.jpg
| Properties &3 Probiems | 3 Deployment Log |

JI FTE Output Node Properties - FTE Output to Arch
g | 5etnos for workg with WekSpher 2 e TrraterEdtn,

Bosic Mesdta

3 name 0 [FiEie

[

gt [awes

s [

Fodscoy  [Fre

Floranet  [edavReg
Forexancl: et o ot

s

Moo ot GCEREC g R sttod)
Dol oputaonct 105 drcksom [
Overwelesendomaensyien






OPS/images/7886chMQFTE.16.1.12.jpg
1. Name the cluster

m B —






OPS/images/7886chBroker.14.1.76.jpg





OPS/images/7886chMQFTE.16.1.11.jpg
'SYSE — File Server

SYSD - ESB Server






OPS/images/7886chBroker.14.1.55.jpg
4 paete
It
[
-
1iFievor
et

st et

(7 ropertes 51 (2 Prolons | = DepoymentLog|

) FE Output Node Properties - Sendinv4xB60
Setngs for workingwih WekSphre G Pl Tarster Edeen.

Basc sty

P
oestrution
o [

o [0S

Flodecory ORI

Forwer [ty
Forcxams ettt

ostons

o [t GBI G asmed)
Duslcnptsinot 5 dokum [
veisthes mdsronton






OPS/images/7886chBroker.14.1.56.jpg
LocalEnvironment

T
I I I

Variables

Destination

Wiiten
Destination | | File | [ SOAP

Service
Registry

Wildeard

Adapter

TCPIP

FTE






OPS/images/7886chBroker.14.1.57.jpg
< version="1.07>

<Customon>
Route>
To>febroker</To>
<From>partner<fFrom>
<Route>
<StodReplenshment>
“Brnchumber >123< Branchlumber>
‘<Secuencelbunber > < Sequencelhunber>
inaitem>
<tenD>Ar0534 < temD>
‘<Desaipton>20z Wihite Chocolate <fDesarpton>
<Merchandsetterarchy Level="Departent>Chocolates < Merchandserierarchy>
<UnitstPriceForeignAmount="0,87* Curency ='GBP">1 63</ULstPrice>
<RequlrSalesUnitPrice> 131 < RegularSaesnrce>
<ActualSalstnPrice> 131 </ActidSstnrie>
<Extendedamount>3 62 ExtendedAmount>
<Quantiy>63</Quantty>
<nelten>
</StodRepienshment>

<Customi>





OPS/images/7886chBroker.14.1.58.jpg
51 828 Viewer

s

Modif Query | Bafish |
Suece v Show A S5 25 iy S 85 |
(Crewsy [ Sen0er 101 [nbouna R inpu e oocument | Dosument
| E ame” [ ceer 10) | owsound R ouputime | C [0 e |t
| Feoa |wiwn (3572
an e e (S pe—. P -
e =
= [
[ o e——
g, ! o
O [wn] [rredfme p— -
e —






OPS/images/7-4-2010_2-21-45_PM.gif
[=]ttps:fo.42. 170.231:9080/systemjdoBinaryContent...

<2xmi versior
- <CustomxML>
- <Route>
<To=ftebroker</To>
<From>partner=</Froms
</Route>
- <StockReplenishment>
<BranchNumber>123</BranchNumber>
<SequenceNumber />
- <Lineltem>
<ItemID>AA0534</ltemID>
<Description>20z White Chocolate</Description>
<MerchandiseHierarchy Level
<UnittistPrice ForeignAmount="0.87" Currency="GBP">1.64</UnitListPrice>
<RegularSalesUnitPrice>1.31</RegularSalesUnitPrice>
<ActualSalesUnitPrice>1.31</ActualSalesUnitPrice>
<ExtendedAmount>3.62</ExtendedAmount>
<Quantity>63</Quantity>
</Lineltems
</StockReplenishment>
</CustomXML>

"1.0" encoding="UTF-8" 7>

"Department’>Chocolates</MerchandiseHierarchy>





OPS/images/7886chBroker.14.1.60.jpg
[ B28 Viewer

‘Modify Quary | Refrash |
Select View: e A R A orly [Shive <55 o]
s 01 [t 3
[ p— P
en| gen) G2 s o |
e ST S ot ousuagn (290
A el e e o e (2,
i e i
e -
e
Fartoer [t 002270803078 1278083288 P
= warwrs | [Fre_s2s ow] LU A
2Kl
s [pm s ——
reionor | Deathguniame SRSAFE DEFAULTEDRsAGHOUG~OUBR.






OPS/7886cover.jpg
nnnnnnnnn

Multi-Enterprise
File Transfer with
WebSphere Connectivity

Enable end-to-end file transfers using

WebSphere MQ File Transfer Edition

" Externalize your file transfers with
the DataPower B2B appliance

-
Enhance file transfer with
WebSphere Message Broker

ibm.com/redbooks RedbOOks





OPS/images/7886chBroker.14.1.61.jpg
System Log for SFTP Server Front Side Handler

C Refresh Lo

Targes [dafaiviog (%]

cumant time: 17117115 on 2010-07-02

category [level

4 direction dient

Fiters [(nane)

ToI0)|

mazsage Showlast 50 100 al

#r 201 02 2010

warae

27

27

27

127

=

=

megw

dobug

info

notice

info

notice

info

2318

55

o5

s

s

sourcerssh-server (SFTP_FSH): S5 Sarvars
Connect raquest at addrass (9.42.170.231] port
f00231

Ox0e0045c

0x00350014

0xe0800435

ox00330016

0x0800134

Sourca-ssn-server (SFTP_FSH): S5h Sarver:
Connaction raqvast for subsystem (1)

Source-ssh-server (SFTP_FSH): Oparational state
I

source- o (SFTP_FsH): 554 Server State
U5 Tor addrass (5.42.176.231] port [40022].

Source-ssh-server (SFTP_FSH): Senice installed
onport

Source-ssh-server (SFTP_FSH): Protocal Handler






OPS/images/7886chBroker.14.1.62.jpg
System Log for HTTP Front Side Handler "MQFTE_FSH"

el
CRefreshlog  Target: [dafauiog [¥]  Fikers [(none) ] [Gone1 ]

cument time: 17120115 on 2010-07-02

tme v [categor|level [t |direcion]ctent [ magia [ message Showiast 30 100 a1

o 102 2010

7117115 mogw | dabug 336176 ©x80400140 | source-ht (MQFTE_FS#): Ganaratng chunked rasponsa
et o

171715 mogw  dabug 336176 0x8020013¢ | source-htp (MQFTE_FSH): Found content langth 720 HTTP.

715 mogw  dabug 336176 060200135 | source-htp (MQFTE_FSH): HTTP Transaction = 1 o this
e Commenion

170719 mpgw info | 336176 060200138 | source-hty (MQFTE F): Received HTTP/1.1 POST for
R eatApantia e~ ERKSAPE BEAULTS
DertApamQMaT-GMBRK rom 127.0.0:1

164520 mogw | info | 279654 oxeoscosas S R T TSI

GRKSAFE DEFAULTE
[DestagantqmgregueRKk from






OPS/images/7886chBroker.14.1.63.jpg
& B2B Viewer

Modihy Query | Rafish |
Select View: [ Show All | Show AS oy [Shew sbvS oy |

Help

i 10 | ouna v o
Transaction | Transaction ) [ Result | Documd
et b5 e |

[ C——— o
o e 0e 10 s ] 205
[ttt
o Suscess.
e [l r—

Faconny






OPS/images/7-4-2010_9-49-30_AM.gif
® previous Input Context ‘mafte-notification’ of Step 1 Next @

TR BER -

Step 1: Results Action: Input=mafte-notification, NamedInOutLocationType=default, Destination=var://local/destination, OutputType=default, Transactional=off,
'SOAPValidation=body, SQLSourceType=static, Asynchronous=off, ResultsMode=first-available, RetryCount=0, RetryInterval=1000, MultipleOutputs=off,
IteratorType=XPATH, Timeout=0, MethodRewriteType=GET, MethodType=POST, MethodType2=POST

Content  Headers  Attachments  Local Variables  ContextVariables  Global Variables  Service Variables

Content of context ‘mafte-notificatior

<request version="2.00" xsi:noNamespaceSchemalocation="FileTransfer.xsd"
Emins:xsi="http://www.w3.org 2001/ XMLSchema-instance"
Emlns :query="http://wew.datapower .com param/query”
>
<managedTransfer>
<originator>
<hostName> ftewnb < /hostiame>
<userID>broker</userID>
</originator>
<sourcebgent agent-"AGINFS" QMgr-"OMNFS" /:
<destinationhgent agent="BRKSAFE.DEFAULT" QMgr="QMBRK" />
<transferSet>
<item mode="binary" checksumMethod="MD5">
<source recursive="false" disposition-"delete">
<file>/XB60/ftewnb,Tn/BRRSAFE.DEFAULT__ F43210F 160E47383</File>
</source>
<destination type="file" exist="overwrite">
<file>C:\FTEin\BRKSAFE.DEFAULT _ F43210F 160E47383</file>
</destination>
<item>
</transferSet>
</managedTransfer>
</request>

Show unformatted Send as message





OPS/images/7886chBroker.14.1.65.jpg
e At on o e e Tt - vt roges £ %o
ey | —T Tose i
e AT GETART BRI O FOTOCGRIC O 28] Poicoiar
anes ENECTANT SRS DAL Ao - 7 726) secantas
ones EATITANT  BRISHE OGN _ICCETARCSIED 020 720) *scontas
i A GETAAT  GRSHE DALY _DAMSISEATAADS (700 708 secatis
wones AT CETAAT S TR eSS 758 7) pvaeng
oL aanes Sipeso -5 65%0) secatds
s oot aanes sty 72 720 *secetas
wanes EAEOOAAT  GRISH LT SARRICRRED4- (7208 78 provy
1 SRrCoUmA] Ve lcwal rume TS O [0 ey






OPS/images/7886chBroker.14.1.88.jpg
<P versions"L.0" encoding="UTF.8" 7>
- LCumamyans
T eSiodrepienishment>
BranchNumber> 123 </Branchtiumber>
<Sequencetumber />
- neltem>
<Hemi0>AR0S34</liemiD>
“Deseription>20z White Chocolate-</Description>
Merchandicerierarchy Lovel- Department">Chocolates</HerchandiseHerarchy>
UntLstPrics ForeignAmount-"0.87° Currency=-GBP"> 1.64</UntLtPrce>
RegularSaiesUntorices 1,31 </RegularSaiesUntPrice>
“ActelSalesunitprice>1.31</ActualSalesuntprice>
SExtendedamounts3.62</Extendedamount>
Quantiy>163</Quantiy>
<Promotion>4 for 2.00</promotion>
<Jlineltem>
</Stockseplenishment>
—<Roes
<To-partner</To>
<From- febraker</From>
</Routes
</Customin>






OPS/images/7886chMQFTE.16.1.25.jpg





OPS/images/7886chBroker.14.1.89.jpg
Hls

[T iy =
Outbound URL | Output Time | st Trpe.
vy a0

. ot | s
[E—
[ —

p—. po— -
R






OPS/images/7886chMQFTE.16.1.24.jpg





OPS/images/7886chMQFTE.16.1.27.jpg





OPS/images/7886chMQFTE.16.1.26.jpg





OPS/images/7886chMQFTE.16.1.29.jpg





OPS/images/7886chMQFTE.16.1.28.jpg





OPS/images/7886chBroker.14.1.91.jpg
r——

o

[T p—

F1E o st o s
T T o, e g
[ A
Ot o g FTE o]

T o e o FTE 2, e 3

et €6 o s s oy
rr—————

o0 cormaon s e ey

cn e oy

e T i, s s et
s g s o

Yy frotberiey
s e e R
T
e Soia
o
e prr—
- Wop or oy fow [t
et e et

=






OPS/images/7886chMQFTE.16.1.30.jpg





OPS/images/7886chMQFTE.16.1.32.jpg
SYSE — File Server

Command and Agart

SYSD - ESB Server






OPS/images/7886chMQFTE.16.1.31.jpg





OPS/images/7886chMQFTE.16.1.34.jpg





OPS/images/7886chMQFTE.16.1.33.jpg





OPS/images/7886chBroker.14.1.90.jpg
<P version="1.0" encoding="UTF-8" 7>
- <Custom>
= <StockReplenshments-
“Branciumbers 123</BranchNumber>
<Sequencetumber />
- Zunettem>
<emiD > AR0S34</ltemiD>
<Deseription=20z White Chocolate-</Description>
Merchandsetierarchy Level- Department - Chocolates-/Merchandietarsrchy>
“UnitistPrce ForeignAmount="0.87" Currency="GBP">1.64</UntListPrice>
<RegularSalesUnitrice=1.31</RequlrSalesuntPrice>
ActuaSalesUniterices1.31 < ActuaiSalesuntrice>
>

ZQuanty>163</Quanisy>

<To-partner</To>
<From-feebroker</From>
</Routes
</Custormin>






OPS/images/7886chBroker.14.1.77.jpg
" properties 23 [Z_ Problems ] [ Deployment Log|
15 MQ Input Node Properties - FromOrdinvApp

Basic e ] P |

parer Options






OPS/images/7886chMQFTE.16.1.14.jpg
3. Select the second full repository queue manager

Select 3 queue manager 155410 the chser

o
fepos

qmor 1 nthe ko cetances o s 5t
T e e s ey b o et

= The Queve manoger st csrerky daplyed i the WekSghere MQ Explorr usue anagers folder.
*The Queus nager s deployed n the WebSpher MG Qe Managers ok kot conneted

045 queus mansger o Webohere 1 Exlorer






OPS/images/7886chBroker.14.1.78.jpg
(0x01000000:Fa1der) HMLNSC = C [haminsc’ : 0x1a563728]
(0x01000400: Namespacevec]) smivecaration = ¢

sssatsntireP e e S (chacrery
GxG3000100¢AtEr 1butes sEncaing - UTF-8' (CHARAETER)
togaogoommieorser | custamn.
B
O CE 00301 LA g Shranchvaber (» 133" (CmmACTER)
Siavencenmber
0.01000000:Folder _ 3itinetren Zc

stento 1880534" (CHARACTER)
Description 1202 hite chocolate’ (CHARACTER)
iMerchandisenterarchy - ‘Chocolates' (CHARACTER)

003000000 PcDatar feld:

/003000000 FeDatar &1
(0x03000100: attr Tbute;

iLevel - Department’ (CHARACTER)
1003000000 PCDataF Ted) sunitListerice = "Leet’ (cHaRaCTER)

Foreignanount = 0.87" (CHARACTER)
Currency = 'GB' (CRARACTER)

L cmmcvské

0x03000100:Ater fbute;
0X03000100:ATEr ibute;

0x03000000:PeDataF | e1d) :Regularsalesuniterice
181d9 {Actualsalesunicer ice
Ext endedanount.

quantity

1317 (CHARACTER:
13182 (CHARACTER!
*63"" (cHARACTER)

003000000 PeDataF 1214
/003000000 FeDataF1214:






OPS/images/7886chMQFTE.16.1.13.jpg
2.Select the first full repository queue manager

St queve manager 1o o tothe chster

fepos

amar 1 1nthefolowing ceumstances  cueus manager skt
= The quevs ansge s sy a menber o the hstr

T Qusoe mansger £ nt sty clplyed the WeSsbers MQ Explorer Qusus anagers fldr.
*The Quev managr s deplayed e WebSphers MG QueueManages Fokder ks ot conneted

045 queum mansge to Webhere 10 Exlorer






OPS/images/7886chBroker.14.1.79.jpg
CREATE CONPUTE HODULE
CREATE FUNCTION Nain() RETURNS BOOLEAN
sEem

EY

CREATE PROCEDURE CopyMessageHieaders () BEGTN

o:

CREATE PROCEDURE CopyEncirellessage () BEGTN

:
0 HobuLE:

CALL CopyMessageHeaders () ;
CALL CopyEncireNessage () :

SET outpucLocalfnviromment. Vs ldcard. ¥ dcardNatch = InpucRoot. SHLNSC,CuscomXhL . StockRepleni

[FET ut putRoot . THLISC. CustomiL . Route. To = 'parener’7
[sET outpucoor xmuisC. Customm. . Route From = frebroker';

-- Scock Replenishment changes is processed here
IF ( InpucRoot . KHLNSC. CustomIiL . StockReplenishvent .LineTten. ItenID = 'ANOS33' ) THEN

SET OutpucRoot . KNLNSC. Customi. StockRep Lenishoent . Line Iten. ActualSalesUnicPrice = 1.5
o 1F; l

[TF ( Inpuchoot . THLNSC. CustomiiL - StockRep enishment -LineTen. TeemiD = ' AA0534' | THEN
SET OutputRoot . KNLNSC.Custonil. . StockRep Lenishment. L ineIten. Quanticy = '163';
SET OutputRooT. TNLNSC.CustoINL. StockRep Lenishment . Line Item. Promotion = '4 for 2.00
jm e

1F ( Inpuchoot . XHLNSC. CustomiiL . StockReplenishrent . Endotata = ‘trus! ) THEN
PROPAGATE TO TERNINAL ‘ouci's
RETURN FALSE

oo e

JReToRy teuE;

DECLARE 1 INTEGER
DECLARE J INTEGER:
SET 3 = CARDINALITY (TnpucRoot.
VHILE I < Do

SET outputRoot.*[1) = Inputkoot.?(]
SETIe1+u
D wHILE:

o

SET outpucoot = Inpucoots






OPS/images/7886chMQFTE.16.1.16.jpg
4a. Name the first full repository's cluster-receiver channel

The ining cueue manacer vl e  hster-ecevr charnelorecive hster
formation o th u epostiry queve oot

Cuterrecevr harneiname:
[To.comere

Chterecener charee ornecon e

ez






OPS/images/7886chMQFTE.16.1.15.jpg
4. Creating cluster channels.

e [

Each ol epostory queue manage e  chster-rceve chanmel nd e s
Channel50tha  ca cormuicats i the ther fl repstory.

The e o the chsteecever chanethet you choose o each fulrestory s
e ¢ v of 1 it S charns ot vt 6oty

The harrel e st ot eady et






OPS/images/7886chMQFTE.16.1.18.jpg
5. Create the cluster

10
R o

(et dter WHGHTE

Add queuemanagers: “QUSAPE” " QveRE”
Clest chter ecener chrne:

"QUSAFE, T QUEAFE

QR TO. QR






OPS/images/7886chMQFTE.16.1.17.jpg
4b. Name the second full repository's cluster-receiver channel

Ciussr

o

Thefring cueuemanager ll s chste eceiverchannl o recte chster
omatin ron the ol epostay queue mgers.

Chaterrecerchonel e
[oaren

Gt cheel cnnctn e
[otvorsy






OPS/images/7886chMQFTE.16.1.19.jpg
1. Select the queue manager to add to the cluster

St 3y manage 105 o the diser

1nth oo rcumsances e manager st e

e s by a o of o
= Tha Gumue mnager st el iclaod e WobSpher 4 Exlrr Quve Hanagers oder
Rt e eyt WA 0 Qo PSP B ok IR,

845 Qe s to Websghers MQExlorer..






OPS/images/7886chBroker.14.1.80.jpg
(0x01000000:FaTder) DMLNSC = ¢ [Daminsc’ : 0x1a563000]
(0x01000400:Namespacevec) smioecTaration =
{orcisanmboimcitiie) version + 118" fommacren)
0x03000100: AT tr1bute) (Encoding = 'UTF-8' (CHARACTER)

)
€0x01000000:¢01der. ):customm =
0x01000000:Folder ) :stocksep enishment = C

0103000000:PCDARaF fe1dy :Br anchiumber = '123' (CHARACTER)
6:01000000:Forder Sedvencenmber -
x61000000: Foder. e e tc
0x03000000:PcDatar 1e1d) : e et - iaaos3e: ccummacTeR)
0103000000 PCDRT AF1 1 :Deser sprion 2 302 wntce chocalate’ (cHARACTER)
X03000000: Pebat aF 1614 iwer chandisaterarchy 2 “Chacolates  (CRARACTER)

0x03000100:ATEr bute sLevel = 'Department’ (CHARACTER)

1003000000 PeDataF eld) sunitListerice - L6t (cuaRacTER)
{rsoono0saer butey:roretananount - 10,87 (Camicree)
OX03000100 ATE 1bUted iCurrency | = 'GBP+ (CHARACTER)

0x03000000:PeDaTaFT£]d) sRegularsalesuniterice - '1.31' (CHARACTER,

/003000000 FCDataF 121d3 :Actualsalesunttprice = ‘1.31' (CHARACTER:

8103000000 pepar AF 2103 st engedanouny = 3ar ccuasacten

/003000000 FeDataF & dy squant 1ty STTi63 (cnaRacTER)

0X03000000: PCD3t aF1e1d) tbr omot 18 2 "4 for 3.00" (CHARACTER).

>

Kox02000000:FoTder) tRoute =<
DatiField):To = lparther’ (CHARACTER)
Datarield rrom - Frebroker' (CHARACTER)






OPS/images/7886chBroker.14.1.81.jpg
= properties 03 |2 Probiems | (] Deployment Log |

I FTE Output Node Properties - SendinvXB60.

E‘ ‘Settings o working with Weksghere MQ i Traner Edicn.

Mtsits

xbome By

naet [emes |

Gueimmansger_[qones |

Flodrocory [ FoRaTmwbIon

PR
For ol et oty

orters

ade [t ratr RO s GRRF st
Obsbl omputtin o W05 drckm [
vt iz on dozrvtin syt B






OPS/images/7886chBroker.14.1.82.jpg
s s gt O3S TEEEY S S TE O B T TE Ot SRt mmnn
SEst oL
et e ke VRSeS| el e

o I
s e o i

RASAEE Aduewtroon g 58 e i Tt -Gt Trarer Progess

ey T — Ty Trtirber
e TSPLOTART BN AT S TOTOCEAIC G250 20 i
wanes BUSEOALT RS AT 11O - 008 7). i
e ESIFECOALT  BSAE AT _IFCANCISIED 200 7200 h
e PSFEOTALT B COANT _DAASIORTACS (72 7) h
wanes BT OART A AT ISR (7 7). i
e tast  sanes Stseism 1 650165%) h
wcoax  sanes hetspsas 2001 720) ha
wanes BUSHECGALT XS PAT_ SAGXRIETH 7209 T8 i
e SSIFECOALT  BSAE AT _NASOFCOAISCA 0200 20) b

e GRCSAPECEPAT  SRASAPECEPAT  FCICELCEATS (128 2] i






OPS/images/7886chBroker.14.1.83.jpg
[ty
2 53607 rsponse [ Cassounam e SRSArE CeTAATA
[

Spres/oaE I e mounuTiewme
TR ST ssiarsonsTies

o e s Moo
RS s soearies

WFTE_INTEGRATION_POLICY_ule_0 127.00.1






OPS/images/7886chBroker.14.1.84.jpg
#sTARTING

<Pl version="1.0" ecoding="UTF-87>
ransaction s D w3 02001 P Schema-nstance’
ID="414d5120514042524b20202020202020cASI2ACZO0AbSH” agentRlem’sourceigent” version="3,00"
siotanespaceSchemalocation="Transferlog xs4">
Zaction tine="2010-07-02T21113:17 561" >started <foctin>
ZsouceAgent Qligr="QUERK” agent=GRKSAFE DEFALLT">
<aysteminfo archtecture="536" name="Windows 1" version="5.1 buld 2600 Servic Pack 7>
<sourcehgert>
<destinationAgent Qi ="QUES" agent="AGTNES'/>
<orgnator>
<hostiame>sysd<hosiane>
e DSSYSTEM GuserIDS
<m0 SYSTEM </ serlD>
Jorignator>
Qranecses bytassent="1" 2t Tene="2010-07-G2T2
<netabataset>
retaDats
Hoy="com.bm e Transfer">414451205143425245202020202020204592b4C2000454 < et et >
‘metaDat ey="con. b wnafte HandJser">S(STEM</metabata>
metaData ey='con. bmwncfte DestinatonAgent >AGTNES <metaData>
‘metaData ey="com. b wndfte OrignatingHst->sysd<metabata>
metaData ey="con. bm.vnafteOrgnatingUser”>SYSTEM<netabata>
etaata y='co. b mafte Kbiame'>Branchiny <jnataDato>
<metaData y="con. b wndfte SourceAgent'>ERKSAFE, DEFALLT <metabata>
<meteDataset>
<uansforsat
<ob>
<namesBranchiny <pane>
<Jib>
ransaction>

175617 ot






OPS/images/7886chMQFTE.16.1.21.jpg
TR el
28

3. efine the cluster-recelver channel for the queue manager.

The o cueus manager wl s a st et el o eceve chstr
famain rom th ul repsty Qs oo,

Gustarecs curosrane: T —
Chuster-recenver channel connecton name: [ 75a(1415) =]






OPS/images/7886chBroker.14.1.85.jpg
# INPROGRESS.

<ol verson="1. 0" encoding="UTF-57>
aransaction s xsie ol W3, rI2001 UL Schema-stonce”
ID="41451205 143425240 20202020202020c45324C20004b54” agereRole='sourcogent” verson="3.00"
sstoamespaceSchemaLocaion="TransferLog. 158>
Zation imen"2010-07-G2T21,13:17 TR0 Spvccrecs<faction
<sourceAgent QHir="QERK” agert="BRKSAFE DEFALLT">
Saysaninfo rchtecturea"s58 name="Widows 5" verson="5. | buld 2600 Sevice Pack 2>
<Jsourcehgent>
<destinationAgent Qlr="QMIFS" agent="AGTIFS">
Saysteninfo srchtechre="106" name= L verson="2.6.1092. 871>
<fdestmatonhgerk>
<orignator>
‘<hostame>sysdc/hosiane>
serlD>SYSTEM fuserlD>
<Al D>SYSTEM<{mancseriD>
<Jorghntor>
ransferset bytessent="633" ndex="0" sze="1" startTine="2010-07-02121;13:17.56 1" ot
hem mode=test >
‘<saurce dsposkion="delte
<Fie EOL="CRLF" encoding="Co1252" lat mofied="2010-07-02121:13:17.S152" see="633">C!{Docments and
Settingall erspplcabion
atalIBHIMQSTIconmon FTEVERSAFE|def k| ransfers ProcSteatendin G601t eplin.v_i <fe>
<checksum method="MOS>caebTISccbbse1 7coA b 169bad1 <lchecksun>
Jsource>
destnaton ext="overurke">
<fie EOL="LF" encodng="UTF-5" ast-modfied="2010.07-02122116:52.0007"
size="0">}1BE0Ftewnbout/stkReplin. xul<le>
<checksum method="MOS">cacb8TfScctSbSe1 Tch4b169bad <lchecksun>
Jdestination>
<statusresckCode="0 >
<ren>
<usnsferset>
ransaction>






OPS/images/7886chMQFTE.16.1.20.jpg
& Add ke

2. select the type of repository that the queue manager wil have.

Srorey
postry queum manogers bty e formshon st th 1A cycts ht ey rmed b

R . ey o s et A AP T e o

i, th Gy nanege 1ea,ess st o U spostry e ger.

© Fepostey
Fulreposory avsvs mansges bk histr o st evry WQ objc tht 5 shved  the it
Fllcpotory Qoo mansgesconmrtats wih e gty Qoms ranogrs o s 1t
i orent thy 9o Cotrcle wih prtl epstory QU Tanages 1 sponse et
o ehamoton. Each ks shokihe ¢ it b repstiry Qomo s

s (o] o o |






OPS/images/7886chBroker.14.1.86.jpg
# successFuL

il vrsion="10 encodng="UTF-57>
ransaction ks s o 3 012001 A Schema-nstance’
ID="413051205 14642524b20202020202020c4S32bAC0DIESH" sgertle="sourceAgent vrsion=".00"
simliamespaceSchematocation="Transferlog 554>
<action tne="2010-07-02T21113:17 7807 ><onplted</action>
SsourceAgent Qigr="QNERK” agent="GRKSAFE DEFALLT">
<ystominfo archtecture="336" name="Windows 19" version="5. | buld 2600 Sevie Pack 7>
sourcedgert>
<destinsiondgent Gy ="QUES” sgent="AGTNFS>
<systoninfo srchtechure=36" name="Liu: versin='2.6, 1652 85>
<ldstiatnngent>
Zorignator>
‘<hostame>sysd</hostamne>
e D>SYSTEMusertD>
<mgrlserID>SYSTEM<lmapdUserID>
<forgnaor>
Sttt rosuhCoe="0">
<supplement 5B-GRPOO32: The e transerrequest hs successfully completed.<Jsuplement>
<>
Stransferset bytessent="633 sarTine="2010.07-02121;13:17.5617" tota="">
<metabataset>
‘metaData ey="con. b wnafte HandJser">SYSTEM<|netabata>
retaDats
Hey="com.bm.wmcfe.Transfer">41445120514042524620202020202020 5924C20004b54 < etaData>
‘metaData ey="con, b wncfte DestnatonAgent>AGTNES </netaData>
etaData ya'co. b vncfte.OrgnatingHost”>sysd<metabata>
metaData ey="com. b wnafte Ornatingser">S(STEM<|metabata>
veaData koy="com. b, wnafte Xbane'>Branchiny <metaDoa>
<etaData keya'con. b vncfte ScurceAgent'>BRKSAFE, DEFALLT <fmetaData>
<netapataset>
<uansterset>
i
<acualSartTne>2010-07-02121:13:17.6552 <facualtantTne >
retryCount>0<jrelyCont>
<rumFieFalures >0<jnunFiershres>
<o angs 0 <IFEWangs>
<aatistes>
<rersaction>






OPS/images/7886chMQFTE.16.1.23.jpg
SETE

2
S ——————————————

o the b, et cster-ecer channel e ol eposy cuscsnsger.
ey vl o e cse o 5 vy 6Py B PSP

[t e e e
R






OPS/images/7886chBroker.14.1.87.jpg
[57] B28 Viewer

et Query| Bafush |
Sulce View: [Show Al | Shon A8 oy Shor s6S ]

s 10 [t o

et tmcon S L= B Dot
T C— v e
R P v |-
e o e s e s 2

Oz Joea] | s o[ [ Camn

e p—
-
= s il

E N e e p—
e

DEPAL TSGR ERK






OPS/images/7886chMQFTE.16.1.22.jpg
4. Select the full repository queue managers.

&

The queue manager it e ale o s st fermainto st cne
Tty Qo st e st

St spotory s mansgr o send fcmtinto
Fulrspostory e manage |

O qven

sob ot | sotrone






OPS/cover.xhtml


   

      [image: Cover image]

    


  

OPS/images/7886chMQFTE.16.1.47.jpg
a 1o
Oumwasreerna 2]

5 6 qume ansgers
= B8 qrex

B wsare

& Quees

@ Topes

@ Subsrotions

@ advanced
@ chareels
@ Clen Comnect
& Lstonrs
& servees
@ ProcessDefet
& Nonelts
@ Authenncaton

0942171

Queues

[Fte: st

T Gueve... [ Defintion type | Open:

0 SYSTEM.FTE AUTHAH AGTIFS
6 SYSTEM.FTE ATHAGTLAGTIES
I SYSTELFTE Ao AGTIES
6 SISTEM.FTE AUTHORSAGTIES.
16 SYSTEM.FTE AUTHSOHLAGTIES
0 SYSTEM.FTE AUTHTRNLAGTIES.
6 SISTEM.FTE COMMMD AGTIES
6 SYSTE.FTE DATA AGTNFS
o SISTEM.FTE EvENT AGTHES
I SISTEM.FTE RERLY.AGTIES
0 SYSTEMLFTE STATE AGTHES

Loca  predtned
Lol prdefined
Locol  prdefed
Locsl  prdefined
Locol  prdefined
Loco  prodfned
Locsl  prdefined
Locol prodefned
Locsl predefined
Lol prodefined
Loco prodfned






OPS/images/7886chWAS.17.1.15.jpg
) itegate SobtonsCorsle

€ 5 C s st
() ntegration Modue fo... () RedBooks WAS Adin..

Integrated Slutons Console

Log in to the console.
foémin
Passvart






OPS/images/7886chMQFTE.16.1.46.jpg





OPS/images/7886chWAS.17.1.14.jpg





OPS/images/7886chMQFTE.16.1.49.jpg





OPS/images/7886chWAS.17.1.17.jpg
Engish

welcome
websphere Appliation Server
Instaliation IBM HTTP Server
1M HTTP Server Installation Installation
Vot e el B HTTP e is 3 Web sererhat
Websphere DMZ Secure Proxy Server is based on he Apache Web server
Installation doveloped by e Apache Software

Foundaton, M HTTP Sener 7 0 sads
Application Clerts Installation Severalfuntional enhancementsto
164 Update Installer for WebSphere Mo yeciane.
Software Installation

& Launchine instal

16M WebSphere Instalation Factory T
e Install [BW HTTP Servr using he

159 ECoa Componares instalaton wizard

18M Support Assistant

18M Tivoll Composite Application

tanager for WebSphere Application A 7
Mariaga for i ehcpliark pbpiica ‘Step-by-step insiruciions for

Instaling [8M HTTP Server.

3
-~ View e readme e for B
HITP Saner
Prowdes lnks o the Iatest






OPS/images/7886chMQFTE.16.1.48.jpg





OPS/images/7886chWAS.17.1.16.jpg
tagated Sohtons Corscle
€ 91 C 1 g b sysd:s044fom/conse

) iterston o o... ) RecBooks WAS Adnn... () WAS Adn Consle

Intograted Solutons Console Wekeme i 115 | Lot

o o i
s Intagatd scluions Consle.

SFiom
@secunny Limsttred rcush
Benvionmere o

etarmaton.
B Users and Grows
@ Moo sed Toing Suitn Nama. Version
@ Trebleshastng ysbishers 7,007

doraction=sc & B - Bv

Numbar: vpr0945.05
14 Dt T3/1105

(3 cther bockmarks






OPS/images/7886chWAS.17.1.19.jpg
T St ey Managenent Lty
N\ St adnnsevr
N st Tpserver
N St dnsever
. St0pHTTP Server






OPS/images/7886chWAS.17.1.18.jpg
1B HITP Server Phug-infor 1B WebSphere Appication Server

Slent nstallhe lug-i using the remote nstalatn scenart. The
hostname and web senver definion e used when treatig he defat
pluinconfiuration fle This fle s used 0 rout requests 1o the
Agplicaton Server. fthere are multple Appication Servers, then ¢
one ofthe senvers and specitythe maching's hostnarme

[2]Instalhe IBM HTTP Server lugin o |8 WebSphere Applcaton
Wieb serr defiton:
wabssriert

Hostname or P address for he Applicaion Server
e

[ <pa Noa» | || gancal






OPS/images/7886chMQFTE.16.1.50.jpg
#Thu Mar 25 13:28:35 COT 2010 g
datapirectory=C\: \\WIBM\WGFTE\\conf ig






OPS/images/7886chMQFTE.16.1.52.jpg
¥Thu Jun 17 17:14:59 COT 2010
CONneCt | onaMar ~QMSAFE.






OPS/images/7886chWAS.17.1.20.jpg
€t roocabost »liDziss
[7) Integration Module fo... ) WAS Admin Console () WSRR [ ) RedBook WAS Admin. ® (23 Other bookmarks

WiebSpherel software

IBM HTTP Server version 7.0

3 | @ information @
Administration center






OPS/images/7886chMQFTE.16.1.51.jpg
¢
%rhu un 17 17:12:56 cor 2010
GefaultProperties-HSAFE






OPS/images/7886chMQFTE.16.1.54.jpg
¢
Yrhu un 17 17:
agentangr ~QUSATE
SGentoescn

336Nt Name -AGT SAFE

:50 cot 2010






OPS/images/7886chWAS.17.1.22.jpg
Mab servers > ReNTTD Webserver
Ure his page to configue  Web serverthat proidas HTTS and HTTPS support t spslcation

* Web sarver ntalston locaton * Bamats Wb sana:
[Cr e —— msnsasmans
- Custom propester
@ 2ans

(o] [6K] [Rarst] [Cancal






OPS/images/7886chMQFTE.16.1.53.jpg
¥Thu Jun 17 17:12:56 COT 2010
Coordinat i ongMgr =QMSAFE






OPS/images/7886chWAS.17.1.21.jpg
Irfomaton you exchange with i s cannol be viewed o
Changed by ihers. Honever, there s & priem i th tes
secuny cetdcate.

) The securty centiate was issued by  compary yushave
ot chosento st Viewthe catiicae o delemine whelher

Jou wart o s the catiyig authrt.

@ The secuity ceticatsdat s vabd

@ The secuycrfate ho v name mathng e name
ol page v e o v

Dogouwentto proceed?






OPS/images/7886chMQFTE.16.1.56.jpg





OPS/images/7886chWAS.17.1.24.jpg
Repsitory copy of Web servr plug-in e

+ Plugtin configuration fle name.

& utomaticaly gansrate the plug-in configuration fle

@ sutomaticaly propa:

e plugrin configuration fle
® Plugein kay store file name

s

Wab server copy of Web sarver lugein iles:

# Plug-in configuration directory and file name

[BA\iBHTTosarvan Plsgina/confg/webaarveriToisgin

P

+ Plugrin key stora diractory and fle name

[CAALEM TIPS arver Ploging config/mebservari piog ey






OPS/images/7886chMQFTE.16.1.55.jpg





OPS/images/7886chWAS.17.1.23.jpg
Meb servers > HeMTTBWebServer > Remota Vish server management

Ure i page to configur the IOM(R) HTTP Sarver sdr
Thasa repanies are raurad for 8 W sarver hat 5
e Wk appicaven sarver

Configuraton

| mm——

* passvord

soniy ) [ox] [ase] [ conc






OPS/images/7886chMQFTE.16.1.36.jpg





OPS/images/7886chMQFTE.16.1.35.jpg





OPS/images/7886chMQFTE.16.1.38.jpg





OPS/images/7886chMQFTE.16.1.37.jpg





OPS/images/7886chMQFTE.16.1.39.jpg





OPS/images/7886chMQFTE.16.1.41.jpg





OPS/images/7886chMQFTE.16.1.40.jpg





OPS/images/7886chMQFTE.16.1.43.jpg





OPS/images/7886chWAS.17.1.11.jpg
‘Security Certificate (Part 2)

e

Moty th crticate rfomation o crete new crficates g rfle eaion. I you e inpertng st
cotfates fromeystores, s the formaton o very vhethe e selected cartfictescatanthe.
Spprprie rfomatin. I th slced corfcates o, ek Back to port SFerrtcartiss.

Defau personsl ceticate (s ersonal centficate for s e, publ an et o)
Issedto dstnushed e
[Giesyad cu=1750,0-1,C=05
e by dstigished nane:.
[Giesyad GU=1150,0=1,C=05

o s st (s ke o sring e s, pbic v ).
et dtngshodrare:
o OOmIT50 0o 5
Lo by dtnoushodnane:
s COmIT50 0o 5

Defak feysore passuor:






OPS/images/7886chMQFTE.16.1.42.jpg





OPS/images/7886chWAS.17.1.10.jpg
(2

Security Certiicate (Part 1)

Choose the to cretea ek pesanl et nd ot s crficat, o ot then o eyt To et e crfcl
procani Pt 2 i ovlethe e o, o mport e cfctes am biycrs, ke the catfcaes e proceed

i very th coar nfomaton.

€ Grotea o afak porsond confict.

& nort n st dfk personal it

Dot personal caricte

ean [Ciwassersiwasiey iz

Pt [

e =

Feystor s Lo

€ Ciosteanewtoot s confcse.
 taport n vt ot s crtfcate.,

oot g e i
paty [Ciwastersiwasier o1z
passsed:

erttpn rﬁ

[ s






OPS/images/7886chMQFTE.16.1.45.jpg





OPS/images/7886chWAS.17.1.13.jpg





OPS/images/7886chMQFTE.16.1.44.jpg





OPS/images/7886chWAS.17.1.12.jpg
e st folowefkds dfeteperts s st erve e do o corfct vt alher prfls
s rtalaton. Ancéha rtalaton of WekSphers Aopkaton Srver o it procrams it U the s pars. To
voidrutinepot coficts, vy the sach prt vk e,

el ort abes | Becommended Pt Vs

ity conole port Ok 906)
Aty consolesecre port Ok 9043
HTTPrnspor port Defk 5080

HITPSranser port (et 5443):

Boottrg ort Defouk 2609

ST et (ot 5060)

S socurepot (ot 5081):

508D connactor e (Dot 590)

Adnistztv etarprocess conication ot Dk 633K
545 5, Srvrsuth port Dk 9401

I Sorvruth st port Defuk 9403

N2 s tener prt (Dot 402):

ORB Itener et (Defack 9100)

Hoh avslabity mansge communcation ot (OGS 0af k3553

JHRR R RRNRRRRRRS

N






OPS/images/7886chMQFTE.16.1.69.jpg





OPS/images/7886chMQFTE.16.1.68.jpg





OPS/images/7886chMQFTE.16.1.71.jpg
[ADVESB -DB2. FTEAUDIT - FTELOG TRANSFER_ITEM

s tothse e e o o snchad UPDATE s DELETES. Use th Tk Sotings nsbock
hangathaom el e

05 [TRANSFER 103 | ALE_MODE & | SOURCE PUENAMES [SOURCE.  __ Addfion |
Tiirzmiiss: ey Tonimten_ e
14120514653 vy Cungueae L

S Gt ——
gor i
0T N — e —
[ — T —
I T — T —
LT T e — T —
TS s (C\Documens S CALE

CDoeumerts o






OPS/images/7886chMQFTE.16.1.70.jpg
) Evroris

5 (3 U Ot
5 0 Fodmand Do Ot
ST ———
o [ Proouc

@0 st

[Fovess oz riowor Ter

[ rrsren o
[ rmsrer e

149013

< [Scronss | T pces | Gomris i i s
| srssronecrs

Srsm  SyscaTsPACE

FIELOG  USERSPACET Aceoita
FIELOG USERSPACET Lk
FIELOG USERSPACET o

8 ds (0 1 | oseave

=

i

*

TRANSFER_ITEM

@ten x

# ShowReseoouecs
‘onse e Tate

Comor
o e
e
FLE vo0F

SOVACE P
SOURCE CHECS N HET Graracrin
SOURCE_CHECHSUM VALUE VNG VARG

TR

o






OPS/images/7886chMQFTE.16.1.58.jpg
e
W
= ==
s e, s
i } AR RO, primtstyod e, GG
Tessdtcan
==
|






OPS/images/7886chMQFTE.16.1.57.jpg
General
Eotended

ater

Repestory
Conmricton
Events

St

orine nontarng
Stttes mootariy
Sccouneng meekores

XA resource managers

[sumcese.

[ xacpenstring

s |) ¢






OPS/images/7886chWAS.17.1.25.jpg
Mab sarvers > eNTTP/sberver > Phuain propsrtes > EM3KeyStors > Signer cerificates

Manages sgner camcates i bay store,

Praferences

(4] Detee | _evmsce || reweve rom pore

[tasusdto | Fingarprint (SHA Digest) &

ot 2

Erpaton 5

Vi from
om0

from
o






OPS/images/7886chMQFTE.16.1.59.jpg
Fie Acen Vew Wdw heb

SO FRRIR[ > = 1=

W SraenToos

e vower =

% i shored s .

o olusers s ros | 90gth s

5 ) P ogs st | St s
[

5 St

» cescrpen:

o @ et soone | O g ot
Oukoeerer v o Wi G

[T
s
[ ——
et
Simerepata
S st
S sever o

R Tk Ovecory
ot Tk ovecory

Mame /| Descption |stans |9

[
The serv
endes g.
enses .
enaes .
B e,
1 .

Stated

Sated

Gt

e






OPS/images/7886chMQFTE.16.1.61.jpg
) 1y0ucik OK, th oo vl occe.

o Thisuse acoourt vllemeditl o acces oo 15
enciped e otedparowads nd pasond ety
sty

o s el ik e s crted i ol

110 ik Cancel the passverd vl b changed and oo il

s -






OPS/images/7886chMQFTE.16.1.60.jpg
e Ao vew ot

e @@ XEB R

[ Corouter et o) [ e Trunane Tossagten
o s i T
® RO Wi Administrator ‘Busk-in account for adminstering t
SHp andriionn jasPreET ASP.NET Machine Account  Account used for runving the ASP.
e mioons  |Bore, o
S iy s
U - T o s o gt e
e mpson:  Renoe Desktopii .. Accon for o Renots s
5 g oroge.
1 @ Ranovate o0
ok efrpenier
[y
5 5 Sovces nd ks






OPS/images/7886chMQFTE.16.1.63.jpg





OPS/images/7886chMQFTE.16.1.62.jpg





OPS/images/7886chMQFTE.16.1.65.jpg
el Locatin| Sy Enss 1y |

Which e scount doou wart 10 s o s apleston?

€ The ntssctve e
© The unching e

 Thiwer

U [VUSPVGRDMN | Browee

o ] _ooma | s |






OPS/images/7886chMQFTE.16.1.64.jpg
® rio i von v

b

e 0@ XEFR R B rEMES

[ Cormooron oco G138 et
e Pt Teootcaton
%’;‘“ {BADSBECA-M231102:8943-00COHETS0Z
e f=iesin
i Spcom
3 DM | DO Pads ot 200)  {4csr o7 0GOS
Pl O Tk (20) SRS 44D ZICATEASTA
Soros o) Outpdtesee (ORISR 1A EO7SIOA
Euen it Chongs{DOSESIC0S0F41101-A28-Q0CHFCALA.
Even CbjctChonge 2 {EROTOACD-COSEAEGSABFF EFUSSSFOK
oot rlomond.. EFUE2600FSAXBIE ARSI
e FCTODL € D3O HETEOH.
Tkt OS50 082 uAAEOCED
& o sepcaon T —

{DOPACIRE4978-4602 AICDSLFTCOEAT,
{CEFETAFC 2003EDD HE2 TRIHEICTE,






OPS/images/7886chMQFTE.16.1.67.jpg





OPS/images/7886chMQFTE.16.1.66.jpg





