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Executive summary

The way software vulnerabilities are found and exploited has fundamentally changed. With modern AI tools,
researchers and attackers alike can uncover software flaws in days rather than months. Across the industry, the
volume of security exposures is climbing—and IBM is now delivering three times as many critical security fixes as it
did in prior years.

For a long time, mainframe teams managed maintenance through quarterly or semi-annual Recommended Service
Upgrade (RSU) cycles. That approach worked well when threats moved slowly and systems were isolated. But today,
waiting months to apply critical fixes creates risk that is difficult to justify to leadership, auditors, or regulators.

Moving faster does not mean giving up stability. IBM provides the tools, automated data feeds, and testing methods
to help review and install fixes regularly without disrupting your business. If your systems run in a multi-system IBM
Parallel Sysplex®, you can even apply most maintenance with zero downtime.

Although it's important to stay up to date with new releases and implement new features and products that help with
overall securing the platform, this paper offers a straightforward, practical roadmap and ideas to help mainframe
security and systems management leads. It explains what IBM provides to help you move faster, what foundational
steps your team should take, how to prioritize fixes using real-world context, how to carry fixes through to verified
production deployment, and how to get started immediately.

Protecting the platform: The security posture framework

IBM Z® is one of the most securable computing platforms in the industry. Hardware-level isolation, built-in encryption,
and access controls provide a powerful foundation. However, security is an operational outcome, not a guarantee.
The platform is only truly secure when it is properly configured, actively monitored, and kept current with new releases
and patches.

A defense-in-depth security posture on IBM Z spans several core areas, aligned with the NIST Cybersecurity
Framework (CSF 2.0). Consider the following sample guidelines for each area:

Note: Although this represents some thoughts from IBM, all companies need to follow their own CISO
and government regulations. This paper is offered to help clients better understand how patching
practices are evolving.

Govern: Establish clear, documented patching policies that satisfy auditors and match your enterprise risk
standards.

• 

Identify: Keep a real-time inventory of your software levels and missing fixes using tools like PTF-CSAF, Missing
Critical Updates (REPORT ERRSYSMODS), and IBM Discovery tools.

• 

Protect: Apply security patches alongside system hardening, pervasive encryption, MFA, secrets management,
and strict IBM RACF® least-privilege rules.

• 
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For a comprehensive architectural exploration of these disciplines, see the IBM paper The Mainframe Advantage:
Security by Design in the AI Era.

Patch management sits squarely inside the Identify and Protect disciplines. Patching won't solve weak access
controls or poor monitoring on its own but leaving known vulnerabilities unpatched widens the risk of privilege
escalations that could otherwise circumvent strong access controls. Patch management is therefore a critical aspect
of your overall security posture. It coincides with a stronger need for threat intelligence and resiliency for both systems
and data.

Many clients run mainframe workloads in highly regulated enterprises, so it is important to plan for the end-to-end
process: knowing what needs to be applied, automating where possible, ensuring that testing supports moving fixes
into production with speed and quality. When you focus on moving into production deployment, establish clear
ownership and processes, and automate where possible. This includes managing change approvals, risk
assessments, maintenance scheduling, rollback preparation, production validation, and audit evidence. These are
critical parts of the patching lifecycle. A complete patch velocity framework addresses the full path from detection to
verified production deployment. Fundamentals, such as ensuring that applications are sysplex-enabled and test
environments replicate the production environment, are key.

Why the urgency has changed

The patching cadence most organizations use today was designed for a slower threat environment, and two major
shifts now must be considered. First, AI has permanently accelerated vulnerability discovery across all enterprise
software, including standard open-source components that can run on IBM Z or are embedded in Z products. IBM is
shipping three times as many critical security fixes as in prior years. This volume is happening now and will evolve as
the industry continues to change. It is representative of the new baseline pace. Second, modern hybrid integration
connects z/OS® to external networks, APIs, and cloud services. Attackers do not need to exploit core z/OS
mechanisms directly. They can compromise connected distributed systems and pivot through legitimate channels.

The assumption that "we don't use that component, so it doesn't matter" does not hold. If vulnerable code is on the
system, treat it as exploitable. The practical recommendation is to move to a more frequent patching cadence for
critical fixes and use IBM's automation to do it safely.

What IBM provides to enable faster patching

Moving to a faster patch cadence shouldn't mean drowning your systems programmers in manual work. IBM provides
tools and automated data streams to help you quickly identify missing fixes, streamline installation, test with
confidence, and avoid downtime as much as possible.

Gaining clear visibility: Knowing what to apply

IBM Z and the z/OS software stack continue to release security fixes to address newly discovered vulnerabilities and
make this data directly consumable:

Detect and Respond: Monitor for suspicious behavior with near real-time detection and containment using tools
such as IBM zSecure Detection.

• 

Recover: Maintain clean, immutable backups and tested recovery plans using IBM Z Cyber Vault so you can
restore trusted operations quickly if something goes wrong with your data.

• 

IBM delivers security information in the Common Security Advisory Framework (CSAF), a standard machine-
readable JSON format. CSAF files include full CVSS scores, vector strings, CVE IDs, and fixing PTF numbers so
your automated tools can ingest them directly. The CSAF data also includes activation requirement information

• 
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Automating the pipeline

To make regular patching manageable, the mechanics of finding, ordering, and applying fixes should be automated
wherever possible:

Testing confidently

A 30, 60, or 90-day patch rhythm is only practical if testing is fast and changes don't force system outages. Treat this
as a baseline, as high-severity security fixes may need a faster path to meet your remediation deadlines.

Testing during patch cycles is regression testing, not re-proving the security fix. IBM tests every APAR during
development and validates full-stack compatibility in monthly and quarterly Consolidated Service Test (CST) cycles
that are published as RSUs. Quarterly recommendations include the broader set of service validated during the
quarterly CST cycle, while monthly recommendations provide incrementally tested updates between quarterly
releases for customers needing more frequent maintenance updates such as HIPER, PE and SECINT fixes.

Your testing simply needs to confirm that a fix runs smoothly with your specific configuration and proprietary
applications. CST testing complements, but does not replace, your own application testing before an RSU is moved to

indicating whether an IPL or subsystem restart is needed, allowing security and operations teams to make
informed decisions for patch management planning. For teams that prefer spreadsheets, the Security Portal also
provides this data in the secint.cvss.enhanced CSV file.

Enhanced HOLDDATA provides a daily, machine-readable summary of all current HIPER, PE, and Security/
Integrity (SECINT) fixes. Automated ingestion of Enhanced HOLDDATA via SMP/E RECEIVE ORDER is the
recommended, programmatic standard for tracking missing fixes without relying on manual email monitoring. By
linking your Shopz certificate to an authorized IBMid, RECEIVE ORDER jobs automatically pull SECINT HOLDDATA
directly into your local SMP/E environment.

• 

IBM offers several notification channels to stay up to date on new releases and critical issues:• 

IBM Z and LinuxONE Security Portal: Delivers notifications and access to confidential SECINT technical details
and CVSS data. Access requires individual IBMids rather than shared team accounts.

◦ 

My Notifications: An email subscription service that delivers alerts when new fixes or Pervasive HIPERs
(starting in 4Q25) are released, serving as an awareness channel alongside programmatic HOLDDATA
acquisition.

◦ 

Red Alerts: Public alerts for urgent, severe problems that require immediate action, sent out-of-band from
standard maintenance cycles (subscription required; not gated behind the Security Portal).

◦ 

Missing Critical Updates API (or SMP/E command REPORT ERRSYSMODS): A simple SMP/E API or
command that compares your installed software against your fresh Enhanced HOLDDATA to produce an
immediate, machine-readable list of missing critical fixes.

◦ 

PTF-CSAF tool: This utility checks your local SMP/E Consolidated Software Inventory (CSI) against CSAF data
from IBM. It gives you a clear report showing exactly what critical fixes are missing, complete with CVE numbers,
CVSS scores, and PTF details.

• 

Scheduled RECEIVE ORDER Jobs: Instead of manually downloading software fixes and Enhanced HOLDDATA
packages, you can schedule regular batch jobs to send your software inventory to IBM and automatically retrieve
the right fix packages you need.

• 

Ansible for z/OS: Using the ibm_zos_core and ibm_zosmf collections, you can build playbooks that handle the
whole maintenance workflow—checking missing fixes, running APPLY CHECK, resolving dependencies, applying
PTFs, and capturing audit logs. This brings the mainframe right into your enterprise CI/CD automation.

• 
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production. For more information about how CST and the RSU process work together, see z/OS Preventive
Maintenance Strategy to Maintain System Availability.

There are three keys to implementing a faster testing cadence:

For additional guidance on incorporating testing practices into your validation cycle, refer to the testing strategies
section in the IBM Redbooks® publication Getting Started with Business Continuity on IBM Z (SG24-8446).

Also consider that high availability makes it possible to patch with zero downtime. If you run a multi-system Parallel
Sysplex, you can avoid a full outage for most maintenance by using rolling IPLs. Workload Manager shifts traffic away
from one system, that system is updated and IPLed with the new fixes, and work resumes. Repeating this across your
sysplex members lets you update your entire environment with zero user disruption. IBM GDPS® can automate these
rolling updates across sites, turning planned maintenance into a routine operational task. For more information, see
the IBM Redbooks publication IBM GDPS: An Introduction to Concepts and Capabilities (SG24-6374). For health
check guidelines that apply to any system in a Parallel Sysplex, see the Washington Systems Center whitepaper Best
Practices for IBM z/OS in a Parallel Sysplex.

Not all organizations are fully sysplex-enabled today. The high availability path is the ultimate target, but clients who
are not there yet still have a pragmatic path forward. For a comprehensive framework on business continuity
architectures and maturity levels, see Getting Started with Business Continuity on IBM Z (SG24-8446).

Putting the framework into practice

Adopting a faster patching cadence comes down to a few practical habits and operational choices.

Building a solid operational foundation

Before speeding up your patch cycles, put four core practices in place to keep maintenance safe and predictable:

Documenting a clear patching policy and schedule

Auditors and security teams want to see a clear, written patching policy backed by sound technical reasoning.
Leaving maintenance to informal habits is no longer defensible.

Use repeatable, pre-approved test buckets rather than lengthy, ad hoc validation cycles.1. 

Make sure that your test LPARs closely match production software levels, hardware setups, and Coupling Facility
configurations.

2. 

Simply booting an LPAR does not prove that transactions will work. Replay real transactional and batch traffic
against your test environment to exercise your applications and data sharing under load.

3. 

Enable data sharing across key subsystems (like IBM CICS®, IBM Db2®, IBM IMS, and IBM MQ) so you can
take advantage of non-disruptive rolling IPLs.

1. 

Keep your test environments as close to production as possible so your regression tests catch real issues before
production rollout.

2. 

Protect recovery points by using IBM Z Cyber Vault to capture clean, unalterable backups of critical system data
before rolling out major maintenance batches. For implementation guidance, including how to validate and test
recovery, see the IBM Redbooks publication Getting Started with IBM Z Cyber Vault (SG24-8511).

3. 

Make sure that your team has clearly documented, rehearsed rollback steps (such as SMP/E RESTORE commands
or volume snapshots) so you can reverse a change quickly if an unexpected issue surfaces.

4. 
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Fix Type What It Is How Often to Review Recommended Action

SECINT
Security/Integrity fixes. IBM
Confidential, available via
Security Portal.

Daily / Continuous

Apply based on your
documented policy,
prioritizing by CVSS base
score and system exposure.

HIPER

High-impact non-security fixes
that prevent major outages.
Often prerequisites for
SECINT fixes.

Weekly
Apply weekly or monthly;
apply immediately if marked
as a Red Alert.

PE (Fix in Error)
Marks a problem found in an
earlier PTF.

Weekly

Analyze the symptom. If the
error doesn't touch your
workload path, proceed with
the security fix and
document your decision.

Pervasive HIPER
High-probability HIPERs
flagged in Enhanced
HOLDDATA.

Weekly (My Notifications)
Apply during your monthly
maintenance cycle.

RSU (Monthly Critical)
Monthly package containing
HIPERs, PEs, SECINTs, and
CST-tested PTFs.

Monthly
Apply across test and
production systems on a
monthly schedule.

RSU (Full Quarterly)

Complete quarterly
Recommended Service
Upgrade tested across the full
z/OS stack.

Quarterly

Apply 2 to 4 times a year in
sequence to keep your
overall software stack
healthy.

Staying current on quarterly RSUs and applying regular SECINT fixes go hand in hand. If you fall behind on base
RSUs, your core software ages, creating complicated dependency chains that make it difficult to apply urgent security
fixes when you need them most.

In addition, many regulated organizations operate under mandatory remediation timelines that are tied directly to
CVSS severity. In practice, risk-based analysis helps determine priority, but compliance obligations often determine
the latest acceptable remediation date. The challenge is not only to identify which vulnerabilities matter most, but also
to enable your organization to meet increasingly aggressive remediation timelines without compromising stability. The
full CVSS vector helps set the order of work within those timelines.

Using the CVSS vector to determine applicability to your enterprise workload

Looking only at the CVSS base score (like filtering only for 9.0+) gives an incomplete picture. The full CVSS vector
string gives you the context you need to make smart, risk-based decisions:

Disclaimer: The intervals below are IBM's recommended example guidelines. Final deployment
schedules should always be set by your internal security and risk teams based on your specific
compliance rules and risk profile.

Attack Vector (AV:N vs AV:L): Network-accessible flaws (AV:N) are urgent priorities on systems connected to
enterprise networks, web services, or API gateways. Local-only flaws (AV:L) carry less immediate urgency on
isolated, tightly controlled batch systems.

• 
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For example, CVE-2026-34926 is a directory traversal vulnerability on a different platform. It has a CVSS base score
of 6.7, which is considered medium severity. The CVSS metrics state it is a local attack vector and has high
complexity, but with a high impact on confidentiality. Even with a medium severity, if confidentiality is important to
your workload, applying this fix might still be prioritized as high.

Planning maintenance and IPL windows in advance

Not every z/OS patch can be applied dynamically. Many core operating system and subsystem updates require a
restart or an IPL:

Grouping your systems by high availability profile

Tailor your patching approach based on how each system is built and how exposed it is:

System Profile
Architecture Setup (SG24-8446
Patterns)

Recommended Patching Approach

Tier 1: Full high availability
Patterns 3 & 4 (Fault tolerant / Adaptive
continuity): Parallel Sysplex, active data
sharing, GDPS, automated rolling IPLs.

Monthly or continuous deployment for
critical SECINT and RSU fixes.
Maintenance is routine and causes no
end-user downtime.

Tier 2: Mid-range resiliency
Pattern 2 (Failover capable): Multi-LPAR
environments with partial workload
mobility or cold standby.

Risk-based prioritization; bundle critical
fixes into regular monthly windows;
keep tested rollback procedures ready.

Tier 3: Standalone systems

Pattern 1 (Reliable base): Single-system
LPARs tied directly to specific hardware
and applications with architectural
constraints.

Set up standing, recurring off-peak
maintenance windows (negotiate
weekly/monthly windows with
application owners now). Every
deferred fix should have a documented
risk sign-off and a clear target date.
Improving resiliency architecture is a
security investment decision.

Privileges Required (PR:N, PR:L, PR:H): Vulnerabilities that require no login (PR:N) or only basic user access
(PR:L) require rapid action. Flaws that already require high administrative privileges (PR:H) can often be managed
through normal maintenance while relying on existing audit controls.

• 

Impact Metrics (C:H, I:H, A:H): High Confidentiality (C:H) or Integrity (I:H) impact matters most on systems
handling sensitive customer, financial, or personal data. High Availability (A:H) impact takes top priority on systems
where any downtime hurts business operations.

• 

Check SMP/E HOLDDATA flags (like IPL, DYNAC, or command restarts) during your APPLY CHECK step. Batch all
IPL-dependent fixes together so you can apply them in a single planned window.

• 

Trying to negotiate emergency outages on short notice is painful and causes friction. Instead, set up standing,
recurring off-peak maintenance windows on your calendar, such as a monthly weekend slot. When an IPL-
required fix arrives, you already have an approved slot ready to go.

• 

If you run standalone LPARs or non-sysplex systems, putting off security fixes until an annual outage creates
unacceptable exposure. Work with your application owners now to agree on regular, short off-peak maintenance
windows. Over time, upgrading these systems to a high-availability Sysplex should be treated as an essential
security investment.

• 
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Across all tiers, prioritize by exposure and always patch outward-facing systems first (such as z/OS Connect, web
interfaces, and API gateways) before focusing on isolated, internal-only batch partitions.

Getting started: Immediate action checklist

You don't need a multi-year project to improve your patch velocity. Here are some practical steps you or your service
provider can take right now:

Conclusion

The pace of software security in the AI era means mainframe maintenance practices have to evolve. Relying on
infrequent, disruptive maintenance windows leaves critical enterprise systems exposed to risks that move faster every
day. Effective patch management requires more than the ability to deploy updates. It requires confidence that critical
business outcomes will remain intact after change.

Many organizations measure preparedness by the capabilities they have implemented. Security controls, recovery
procedures, operational processes, and continuity plans all play important roles in reducing risk. However, the
existence of a capability does not demonstrate that it will perform as expected following software maintenance,
infrastructure changes, or evolving business requirements.

Validation provides the evidence needed to make informed decisions. By exercising operational procedures, verifying
security controls, and testing recovery processes in production-representative environments, organizations gain
objective data about the effectiveness of their controls and the readiness of their environments.

Verify automated acquisition of Enhanced HOLDDATA via RECEIVE ORDER. Schedule regular RECEIVE ORDER
jobs using a Shopz certificate linked to an authorized Security Portal IBMid.

• 

Run Missing Critical Updates (REPORT ERRSYSMODS). Run this command across your SMP/E target zones
using your freshly acquired Enhanced HOLDDATA to get a clear, defensible snapshot of any missing HIPER, PE,
or SECINT fixes.

• 

Register portal credentials and subscribe to alerts. Make sure your lead systems programmers and security
specialists have individual IBMids registered on the IBM Z Security Portal. Subscribe to My Notifications for
SECINT notices and Pervasive HIPERs, and sign up for public Red Alerts.

• 

Analyze gaps with the PTF-CSAF tool. Run the PTF-CSAF tool against your local CSIs to link missing PTFs
directly to CVEs (where applicable), CVSS scores, and vector strings so you can prioritize based on real risk.

• 

Formalize your policy and calendar maintenance windows. Write down your team's target intervals for monthly
critical fixes and quarterly RSUs. Put a recurring 30-to-60-day maintenance slot on the change calendar so you're
never scrambling for an outage window.

• 

Map your path from detection to production. Document each stage from identifying a fix to verified production
deployment. Measure the time each stage takes against your remediation deadlines.

• 

Review systems by resiliency tier. Categorize your LPARs into the three high availability profiles. For
standalone Tier 3 systems that make patching difficult, start discussions on modernizing them to a sysplex as a
security priority.

• 

Connect with IBM Security Services. Ask for an IBM Cyber Security posture assessment to evaluate your
environment across all of the NIST CSF areas, and explore capabilities like IBM Z Cyber Vault and zSecure
Detection to strengthen your defenses.

• 
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This distinction becomes increasingly important as organizations seek to accelerate remediation timelines. Faster
decisions require greater confidence, and confidence is strongest when it is supported by demonstrated outcomes
rather than assumptions.

By taking advantage of automated data feeds from IBM, using scriptable tools to manage the workload, streamlining
regression testing, and using high availability to avoid outages, you can establish a reliable, high-velocity patching
routine. Validating that routine with evidence, not assumptions, turns speed into confidence. Doing so helps to protect
your business assets, keep auditors satisfied, and ensure your mainframe remains the most secure platform in your
enterprise.

Notices

The following are trademarks of International Business Machines Corporation in the United States, other countries, or
both: IBM®, IBM Z®, IBM Redbooks®, IBM CICS®, IBM GDPS®, IBM Parallel Sysplex®, IBM RACF®, z/OS®. Other
company, product, or service names may be trademarks or service marks of others.

AI use disclosure

This work was primarily human-created. AI was used to make stylistic edits, such as changes to structure, wording,
and clarity. AI was prompted for its contributions, or AI assistance was enabled. AI-generated content was reviewed
and approved. The following model(s) or application(s) were used: IBM Bob.
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