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Introduction

Data is the new crown jewel of any organization. The use of Multi-Factor Authentication (MFA)
to safeguard the most critical asset of any organization (the data) became a high-priority
need. MFA verifies the identity of the consumers by applying multiple methods that provide an
extra layer of security in addition to the login credentials. Regulatory compliances exist that
require MFA, such as PCI DSS v3.2, NIST SP 800-171, and DFS 23 NYCRR 500.
Implementation of MFA reduces the risk and increases the security posture of your
deployments.

Storage is where the data resides. Compute is where the application processes the data. In
hyperconverged systems, both storage and compute are converged. Therefore, it is critical to
have an enhanced security posture for such infrastructure setups. Deployment of an MFA
solution with a hyperconverged system is one key security feature where access to such a
system should mandate MFA to its consumers.

This paper describes the integration of IBM Spectrum Fusion® Hyperconverged
Infrastructure (HCI) with IBM Security™ Verify, which ensures MFA for users who access IBM
Spectrum Fusion HCI.

IBM Spectrum Fusion Hyperconverged Infrastructure

IBM® Spectrum Fusion is a hyperconverged configuration of the Red Hat OpenShift
Container Platform (OCP). It is a simple turn-key enterprise-grade solution to deploy
Red Hat OpenShift and a hybrid cloud data platform.

The following are key highlights of IBM Spectrum Fusion HCI:

» Integrated HCI appliance for containers

» Highly scalable containerized file system with erasure coding

» Data resilience for local and remote backup and recovery

» Simple installation and maintenance of hardware and software

» Global data-platform for storage resources

» IBM Cloud® Satellite™ and Red Hat Advanced Cluster Management (ACM) for
Kubernetes native integration

» Ready for artificial intelligence (Al) applications with optional NVIDIA A100 GPUs

» Starts small with six servers and scales up to 20
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IBM Spectrum Fusion HCI is an ideal hyperconverged system for application modernization.

For more information, see the IBM Storage Solution Brief: IBM Spectrum Fusion HCI

IBM Security Verify

IBM Security Verify (ISV) is a single identity-as-a-service (IDaaS) solution that delivers both
workforce modernization and consumer digital transformation. IBM Security Verify protects
users and applications both inside and outside the enterprise, while it enables technical agility
and operational efficiency as a cloud-native solution.

Beyond single-sign on and multi-factor authentication, IBM Security Verify is a modernized,
modular IDaa$ that provides the following features:

» Deep Al-powered context for risk-based authentication and adaptive access decisions
» Guided experiences for developer time-to-value and comprehensive cloud-ldentity

» Access management (IAM) capabilities

From privacy and consent-management to holistic risk-detection and identity-analytics, IBM
Security Verify centralizes workforce and consumer IAM for any hybrid cloud deployment.

IBM Security Verify provides centralized user management, password-less authentication,
risk-based authentication, and out-of-the-box Multi-Factor Verification.

Configure MFA for IBM Spectrum Fusion HCI with IBM Security

Verify

This section describes the IBM Spectrum Fusion authentication modules and how they can
be configured with IBM Security™ Verify to achieve MFA.

IBM Spectrum Fusion authentication and identity
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IBM Spectrum Fusion authentication and identity are a core set of services that enable IBM
Spectrum Fusion to provide a seamless experience while working with OpenShift. It
establishes a Single Sign On (SSO) for management and storage software with OpenShift,
which enables seamless access to the platform that provides multiple options to be used for
authentication and authorization. Therefore, the solution supports a wide variety of Identity
Providers starting from simple ones (such as file-based), to LDAP, to complex OpenID
providers (such as Google and IBM).

Since IBM Spectrum Fusion HCI authentication is based completely on OCP authentication
modules, IBM Security Verify can be easily integrated to implement MFA using OpenID
Connect. This section describes the configuration for IBM Spectrum Fusion HCI with IBM
Security Verify as the OpenlID Connect identity provider. The process uses the authorization
code flow such that both the first- and second-factor authentication for users is governed by
IBM Security Verify. You can customize the setup such that the user is authenticated
(first-factor) through the local Active Directory or LDAP while the second-factor authentication
occurs through IBM Security Verify.

The OpenShift Container Platform master includes a built-in OAuth server. Users obtain
OAuth access tokens to authenticate themselves to the API. The IBM Spectrum Fusion
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Management GUI and Storage Software are configured by default with self-SSO. This means
that all user-authentication for IBM Spectrum Fusion Management occurs through the
configured OCP authentication console.

In this setup, the default IBM Spectrum Fusion HCI configuration is used and OAuth is
configured as IBM Security Verify, which is an OpenlD Connect Identity provider.

Note: The IBM Spectrum Protect Plus component that is shipped with IBM Spectrum
Fusion HCI version 2.1.0 and used for backup and restore does not support OCP SSO and
therefore is not covered in this paper.

Note: IBM Security Verify provides various advanced identity-features that can be
deployed by practitioners. This paper covers only the multi-factor authentication scenario
as an example of the identity features.

Setup details

Figure 1 shows the high-level setup that is used in this paper for demonstration of IBM
Spectrum Fusion MFA using IBM Security Verify.

Administrators/Users

A

Multi Factor Authentication

v

@ IBM Security

S

RedHat
OpenShift

OpenID Connect .
P IBM Security

Verify SaaS

A
v

IBM Spectrum Fusion

Figure 1 High-level setup: IBM Spectrum Fusion with IBM Security Verify

IBM Spectrum Fusion Version 2.1.0 with Red Hat OpenShift 4.7.16 is used for demonstration.

Configuration steps
This section describes the configuration steps that are required by the system administrator
for IBM Security Verify and IBM Spectrum Fusion:
1. Create a trial account on ISV using following link.
https://www.ibm.com/security/digital-assets/iam/verify-demo-trial/
2. Loginto ISV as an administrator, as follows:
a. Go on the Account URL that you received from ISV after registration. See Figure 2.

https://<company-name>.verify.ibm.com/ui/admin
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b. Log in using your registered email.

IBM Security Verify

Home
% Applications
Applications
App role management
Application profiles
Provisioning results

Access certification

]

Directory

Authentication

Security

@

User experience

® N

Integrations

Analytics

® %

Reports

Global configuration

O 8 nt f.verify.ibm.com

Applications

Applications

Total applications

0

Add application

Data privacy & consent v

Get started by adding one of the SaaS applications or
your own custom application.

ome

g e oA
Upgrade now Guide me ©)
bled Bookmark

Figure 2 ISV console

3. Add IBM Spectrum Fusion OCP as an application on ISV, as follows:

a. Click the Navigation drawer menu icon on the upper-left, click Applications, and
select Applications from the expanded list.

b. Click Add application, search for OpenShift, select Red Hat OpenShift, and click.
The following three tabs options are on the Red Hat OpenShift window:

* General
e Sign-on
¢ Account lifecycle

Add application

Red Hat OpenShift

Red Hat OpenShift

General Sign-on

Settings

Description

Company name*

Theme

Application owners

No application owner

Account lifecycl

Enabled

fd Show on launchpad
P

Red Hat OpenShift on IBM Spectru

1BM Storage

default

m Fusion

Figure 3 ISV application configuration - General tab
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. On the General tab, change the Description and Company Name as required. See
Figure 3.

. Select the Sign-on tab and change following fields:

If you know your OpenShift cluster console URL, enter it In the application URL,
enter your OpenShift cluster console URL. For example:

https://console-OpenShift-console.apps.******* *x% x&¥x% ipm, com/

If you do not know your OpenShift cluster console URL on IBM Spectrum Fusion,
use the following instructions:

1.) Log in to IBM Spectrum Fusion Dashboard.

2.) Click the Navigation drawer menu icon on the upper-left.
3.) Click OpenShift Console.

4.) Copy the Console URL, as shown in Figure 4.

C' | A NotSecure https:[jconscle-openshift-console.apps I . ibm.com)/c

RedHat
OpenShift
Container Platform

Figure 4 OpenShift console URL

Formulate the Dashboard URL and Redirect URI as follows:

- Dashboard URL:
https://console-0penShift console.apps.****¥¥** ik *xx*% {phm, com/

- Redirect URI:
https://oauth-0penShift.apps.*****%k *xx *xik* ihm, com/oauth2callback/openid

From the Dashboard URL, replace console-openshift-console with
oauth-openshift and append oauth2callback/openid at the end.

In Figure 5, the Redirect URlI is
https://oauth-OpenShift.apps.******* **x #*&¥*x jpm, com/oauth2callback/openid



Add application
Red Hat OpenShift
Sign-on Account lifecycle
Sign-on method*
Application URL*
https://console-openshift-console.apps. Lt

Grant types
Client ID
Client secret
User consent NSk [t GAsant
Redirect URIs* -

el ¥ https://oauth-openshift.apps., .ibi jm}

Figure 5 ISV application configuration - Sign-on tab

iii. Scroll down the Sign-on tab (which is shown in Figure 5), to set the fields for
Access policies, as follows:

1.) Clear the Use default policy checkbox and click the edit icon. See Figure 6.

Access policies

@ Allow all identity sources that are enabled for end users (2 sources) @

(O Select specific supported identity sources

Settings Use default polic
| Y

>

Figure 6 ISV application configuration - Access policies change

2.) Select Always require 2FA in all devices and click OK. See Figure 7.
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Select access policy

Access policies Description

Allow access from all devices Always prompt users to complete a second factor

authentication every time the users access an
Require 2FA each session in all devices application from desktops and from mobile devices.

Always require 2FA in all devices

Cancel OK

Figure 7 ISV application configuration - Required Access policy selection

e. Select the Entitlements tab and select Automatic access for all users and groups
and click Save, as shown in Figure 8.

Applications / Details

Q Red Hat OpenShift

General Sign-on Account lifecyele Entitlements

Access Type
O Austomatic access for all users and groups)
Approval required for all users and groups

Select users and groups, and assign individual accesses

Delete

By

Figure 8 ISV application configuration - Entitlements tab

f. Select the Sign-on tab. Copy and save the Client ID, Client secret, and Issuer URL,

as shown in Figure 9. These fields are used in step 5.b. vi on page 9.
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Applications / Details

G Red Hat OpenShift

]

..............

Figure 9 ISV application configuration - Sign-on tab after configuration is complete

4. Add users (in ISV) who will log in to IBM Spectrum Fusion and to whom you want MFA to
be mandated, as follows:

a. Click the Navigation drawer menu icon on the upper-left, click Directory, and select

Users&Groups.

. Click Add user — Select Identity source as Cloud Directory — Enter other details

— Click Save.

The added users are sent an email that contains the link that they must click to reset
the password.

The examples in this paper refer to User Name John.

5. Set cluster settings for configuring IBM Spectrum Fusion with IBM Security Verify, as
follows:

a. Loginto IBM Spectrum Fusion Dashboard. Click the Navigation drawer menu icon on

the top-left and click OpenShift Console.

. Log in to your OpenShift web console using the admin userID (kubeadmin), as follows:

i. Scroll down and click Administration from the left menu.
ii. Click Cluster Settings.

iii. Navigate to the Global Configuration tab.

iv. Select OAuth, as shown in Figure 10.

These steps are also documented in the Sign-On tab in ISV.
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Cluster Settings

Storage

Details  ClusterOperators  Global configuration
Builds ittt

Pipelines

| OAutH

Monitoring
Configuration resource

Compute

Authentication

User Management .
OAuth

Administration

Cluster Settings
Namespaces
ResourceQuotas
LimitRanges

CustomResourceDefinitions

Figure 10 OpenShift Console (Administration — Cluster Settings — OAuth Selection)

v. Inthe Identity Providers section, select OpenlD Connect from the Add list.

vi. Specify the following settings on the Add Identity Provider: OpenID Connect
page as shown in Figure 11.

Name

Client ID

Client Secret

Issuer URL
vii. Click Add.

Provide a meaningful name for this field, which will be used in the
redirect URL.

In Figure 11, the name is openid. (We are declaring openid as the
redirect URL in ISV, so openid is used as the name.)

Provide the Client ID attribute value that is generated when you
save the OpenlID Connect application for Red Hat OpenShift in
step 3.f on page 7.

Provide the Client secret attribute value that is generated when
you save the OpenlD Connect application for Red Hat OpenShift in
step 3.f on page 7.

Provide the Issuer URL value from ISV in step 3.f on page 7.
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Add Identity Provider: OpenlD Connect

Name *

openid

ClientID *

38cb153e-d2e5-441d-9a0b-1b3¢c9dald893

Client secret *

Issuer URL *

https:// verify.ibm.com/oidc/endpoint/default

Figure 11 OpenShift Console - Add Identity Provider

6. Log in to IBM Spectrum Fusion - OpenShift Container Platform with MFA enabled, as
follows:

a. Log in to OCP with MFA provided by ISV.

b. Using Incognito mode, log in to the OpenShift Container Platform web console. Select
openid as the login method, as shown in Figure 12.

Log in with... RedHat

OpenShift Container Platform

Figure 12 OpenShift console login using openid

c. Loginto ISV as the user (John) that was created in step 4.b on page 8. See Figure 13.
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1BM Security Verify

Sign in with Cloud Directory

User name

John

........... L

Figure 13 ISV login to ISV

d. Choose a method for the two-factor authentication, as shown in Figure 14.

18M Security Verify
Two-step verification

Choose a method

How would you like to verify it's you?

Email
Email vru™* " '@gmail.com Send code
Text message

128 azﬂi PR, N
Phone
Call me at ===~ 3072 Callme

Can't use any of these verification methods? Get helg

Al

Figure 14 ISV - choose MFA method

e. Enter the one-time passcode (OTP), as shown in Figure 15.

IBM Security Verify

One-Time Password Submission
Enter the one-time password (OTP) that is sent to vru******@gmail.com

Time remaining: 04:18

8203- 847727

Use another method

o
1
E=

Figure 15 ISV - Enter the OTP for MFA

f. Click Continue on next page and select Continue, as shown in Figure 16.
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IBM Security Verify

Welcome, John
Review request for consent
You logged in as John. This is not me

Before you continue, review and respond to the following requests from

Red Hat OpenShift:
o Generate 1D token for application
e
e

Figure 16 Accepting permission for adding user to OpenShift

7. Add a role to the OpenShift user (John) that was added in step 4.b on page 8, as follows:
a. Go back to OpenShift Console where kube:admin is logged in.

b. Click User Management — Users and select the newly-added user (John). See
Figure 17.

Users - Red Hat OpenShift Cor X

e | console-openshift-console.apps . ibm. com) % @ ncognito  }

RedHat

OpenShift ] (%] kube:admin »
Container Platform

You are logged in as a temporary administrative user. Update the luster OAuth configuration to allow others tolog in.

Operators
Workloads

Networking

Storage

Full name Identities

Builds @ John John Doe openid:G4I00IAKCU
Monitoring
Compute

User Management

Users

Roles.

RoleBindings

Figure 17 Checking in OpenShift Console to verify that the new user was added

c. Click RoleBindings — Create binding, as shown in Figure 18.
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John - Details - Red Hat Opent X

e | console-openshift-console.apps I ibm.com 7t @ incognio i

RedHat
Openshift #H A2 © @ kube:admin v

Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration ta allow others to log in.

Operators
> User details

Workloads ©® John Actions =

Networking Details  YAML  RoleBindings

Storage

Builds
0 Name
Monitoring

Name T Role ref Subject kind Subject name Namespace

User John [ns] ift-consol

Compute

User Management

Users

Groups
ServiceAccounts
Roles.

RoleBindings

Figure 18 Role Bindings

d. Set the following fields:
i. For Binding type, select Cluster-wide role binding (ClusterRoleBinding).
ii. In Role Binding — Name, provide a unique name.

iii. In Role — Role name, select cluster-admin, as shown in Figure 19. (Based on
your requirement, you can also select view as the Role name.)

Create ClusterRoleBinding - R X °
A e | console-openshift-console.apps. I ibm. com/k % @ incognito

RedHat
OpenShift B A2 O @ kube:admin =

Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others tolog in.

Operators
Create ClusterRoleBinding
Workloads
Networking
Binding type
Storage Namespace role binding (RoleBinding)
Builds ® Cl ide role binding (C!
Monitoring
RoleBinding
Compute
Name *
User Management cluster-admin
Users
Groups Role
ServiceAccounts Role name *
Roles & cluster-admin .
RoleBindings

Figure 19 Create ClusterRoleBinding for user

iv. Click Create.

8. Access the IBM Spectrum Fusion Management GUI using the added user, as follows:

i. Go to incognito mode, and go to IBM Spectrum Fusion GUI address.
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ii. Click Get Started — openid and log in using the newly-added user (John) in ISV,
as shown in Figure 20.

1BM Spectrum Fusion
Dashboard
Q - - e
Compute @ Storage @ Network @ Events (7)
Ie]
Nodes Disks Switches Support tickets
@ 6 0 24 0 4 0 0 0 0
@
cPU Memory Raw capacity @ @ The state of component PERFMON chang,
a 4 b
Backups o
LT
192 cone 15w 1807 @ The state of component PERFMON chang
Remote backup server capacity o B
o ) o The service perfmon is running on node ¢
OpenShift @ C Software capacity @ G 13 o used ° sl %
Pods Filesystem ) Ttu,t servic vl\:)w\:nuu iis running on node ¢
356 0 1 % used © BMYCO0015 - (1e80..0a94.¢fff.fet6.cdd8)...
al L Backup jobs te 6 da
662.3G8 \TE 0 0
Persistent volumes 0 . . © BMYCO0013 - (e80..0a94.efff.fel6.cdd8).

Figure 20 IBM Spectrum Fusion Dashboard with user logged in

9. Access the IBM Spectrum Storage Software GUI using the newly-added user, as follows:
i. Click the Navigation drawer menu icon on the top-left.

ii. Select Storage Software and click Sign in with Red Hat single sign-on (with MFA)
to log in to IBM Spectrum Scale GUI with ISV user (John). See Figure 21.

@ bm-spectrum-scale.isf-rackh X+

¢ | ibm-spectrum-scale-gui-ibm-spectrum-scale.apps I ibm. com)

ibm-spectrum-scale. S bm.com

_ ! . >
B 24 CI 6 EL 6 Share your data Mount remote file
E] ) i ) , SMB and Object systems
]
oa
B _L o 1 S 2 g 6
:u‘?:v‘ 1 s - ) -
B
© . :
el 1

Figure 21 IBM Spectrum Scale GUI console with user logged in

OCP CLI user login

Direct login to OpenShift command line interface (CLI) for users who are registered for MFA
with ISV does not work. The users need to obtain a login token from OpenShift web console
after successful MFA login to the GUI console and then use that token to log in through CLI.
This procedure ensures that the login to CLI also mandates MFA and ensures the required
security.

14 Multi-Factor Authentication Using IBM Security Verify for IBM Spectrum Fusion



To log in to OCP, follow these steps:

1. Log in to OpenShift console as user (John) created on ISV in step 4.b on page 8.

2. Click the username on the upper-right and select Copy Login command. See Figure 22.

3.

Projects
Search
Explore

Events

Operators

Workloads

Networking

Storage

Builds

Overview . Rod Hat ¢

console-openshift-console.apps . . com)

>

x g In | Red Hat IDF

Overview

Cluster

Details

Cluster APl address
hatps://api.isf-
ibm.com:6443

Cluster ID

Provider
BareMetal
OpenShift version

4716

Update channel
stable-47

Status

@ Cluster @ Control Plane iopeaon

@ Acluster version update is available

Job openshift-logging/elasticsearch-im-audit-
1632464100 failed to complete. Removing failed job after
investigation should clear this alert

Disk Low Watermark Reached at elasticsearch-cdm:
¥c58rwhp-3-567b7f9fad-wrTpq pod. Shards can not be
allocated 1o this node anymore. You should consider

Language preference

Log out

Quick Starts

Activity

Ongoing

Recent events

Copy login command

Figure 22 OpenShift console with user logged in

If the login prompt opens again, select openid. Click Display Token and copy the

command Login with this token. See Figure 23.

Request another token

Your API token is
sha256~wuxsInnIu7VF63jzApHcgCqjVDBV]yl9QyKOKeeheYE

“https://api.

oauth-openshift.apps I ibm.com

Log in with this token

Use this token directly against the API

@ httpsijfoauth-op: X

oc login —-token=sha256~wuxsInnIu7VF63jzApHcgCq VDBV ]y190yKOKeeheYE —server=https://api.

curl -H “Authorization: Bearer sha256~wuxsInnIu7VF63jzApHcgCqjVDBVyl90yKOKeeheYE"

. ibm.com:6443/apis/user.openshift.io/vl/users/~"

«ibm.com: 6443

> Expand panel to show vide

Figure 23 OpenShift page with user API token
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4. Paste the copied command on OpenShift CLI. See Figure 24.

ibm.com ~]# oc whoami

.ibm.com ~]#
. .ibm.com ~J# oc login -u John
Authentication required for https://api. . b . com:6443 (openshift)
Username: John

ailed (401 Unauthorized)
have prov ect credentials.
.ibm.com
.ibm.com ~J#
ibm.com ~]# oc whoami

.ibm.com ~]# > Expand panel to show vidd
.ibm.com ~]# oc login --token=sha256~wuxsInnIu7VF63jzApHcgCqjVDBViyl19QyKOKeeheYE --server=ncips.//upt. tst-ruc

43
Logged into "https pi. I i bn. com:6443" as "John" using the token provided.

You have access 77 vjects, the list has been suppr . You can list all projects with 'oc projects’

Using project "default".

L 'api . .ibm.com ~]#

[root@api . ibm.com ~]# oc whoami
John

[root@api . ibm.com ~]# I

Figure 24 Login with user John on command line

You are now logged in to the OpenShift CLI with your ISV user (John).

Reminder: You cannot log in directly to the OpenShift CLI using ISV user (John). You must
perform MFA, obtain the token, and then login.

Conclusion

This Redpaper describes the steps of configuring IBM Spectrum Fusion HCI with IBM
Security Verify to enable Multi-Factor Authentication for IBM Spectrum Fusion HCI users and
administrators.
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program, or service may be used. Any functionally equivalent product, program, or service that does not
infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in
writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS 1S”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in
certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in any
manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.

The performance data and client examples cited are presented for illustrative purposes only. Actual
performance results may vary depending on specific configurations and operating conditions.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and
represent goals and objectives only.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to actual people or business enterprises is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are
provided “AS 1S”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use
of the sample programs.
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Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of International Business Machines
Corporation, registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at “Copyright
and trademark information” at http://www.ibm.com/1egal/copytrade.shtmi

The following terms are trademarks or registered trademarks of International Business Machines Corporation,
and might also be trademarks or registered trademarks in other countries.

developerWorks® IBM Security™ Redbooks (logo) (@ ®
IBM® IBM Spectrum® Satellite™
IBM Cloud® Redbooks®

The following terms are trademarks of other companies:

OpenShift, Red Hat, are trademarks or registered trademarks of Red Hat, Inc. or its subsidiaries in the United
States and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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