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Introduction
We expect our electricity (for heat, air conditioning, and lights), water, and other utilities to be
available whenever we want them. But our everyday essentials have become the target of our
adversaries. Exacerbating the situation, when a part of the grid fails, we don’t know whether it
is from natural causes or the actions of bad actors. Regardless, the failure needs to be fixed.
Despite our diligence in the creation of new electric grid standards, these standards are not
sufficient to address the urgent cyber threats and challenges that critical infrastructures now
face. The lack of electric grid standard granularity can result in a failure. There are also
several other factors at play, including these:





Complexity and sophistication of a smart grid
Large number of electric grid components
Wide variety of involved actors
Lack of time stamp standardization among grid components

An assortment of smart grid standards, such as the International Electrotechnical
Commission (IEC) and the Institute of Electrical and Electronics Engineers (IEEE), allow a
viable approach vector to insert disinformation into the grid via a myriad of threat vectors.
Innovative analytic approaches are required for the detection of one type of threat, known as
misinformation or disinformation or astroturfing. This paper proposes a strategy that
combines contextual analytics for version verification (current component state, component
history, graphical knowledge of grid connectedness, a decay function for impact of other
components), predictive modeling, and a computing model assessment using edge
computing.
This IBM® Redguide™ publication describes the various issues that can impact the energy
grid and provides examples of grid failures. It discusses the value and possibilities of a smart
grid and how analytics can play a key role in the overall solution. It also introduces the
combination of Irwin technology from Mehta Tech, Inc. and IBM Watson™ cognitive system,
which form a technology stack to monitor the electric grid.

© Copyright IBM Corp. 2015. All rights reserved.
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Components and attributes of the electric grid
A physical electric power grid has three basic sets of components:
 Supply
 Transmission and distribution (T&D)
 Demand
Within each of these sets, there are many more subentities. For example, a power and
distribution infrastructure could include generators, substations, distribution substations,
transformers, digital fault recorders (DFRs), Phasor Measurement Units (PMUs), flywheels,
and Battery Energy Storage Systems (BESSs). In general, electric grid networks support the
transfer of power between grid components, and grid networks can vary in size (from small to
large), density (from sparse to a huge number of nodes), and topology (from those with highly
modular structures to those with highly overlapping structures).
A generic physical electric power grid system (a set of entities) is joined together by nodes
and edges (also known as links or relationships). An entity refers to something that is real and
can be a thing, such as a DFR. Entities have attributes, which are values that are specific and
closely related to that entity. Examples of DFR attributes include voltage, status of key
devices, and breaker position. The attributes for an entity, such as a DFR type, can be of
various kinds:





Permanent (for example, make and model)
Temporary (for example, location or configuration)
Exclusive (for example, asset numbers)
Non-exclusive (for example, swing recorder functionality, PMU capability)

What makes an electric grid smart
Smart grids are networks that have computerized power transmission and distribution
infrastructures. Smart sensors and meters along energy production and transmission and
distribution pathways generate large amounts of granular, real-time, streaming data. The
grids support the generation and two-way transfer of petabytes of heterogeneous data that
pertains to the production and consumption of electricity. Grid management systems,
including computer-based remote control and automation, use the data to enable smarter
operational decisions. The successful use of these systems results in gains for grid reliability,
efficiency, flexibility, and resiliency.
Different smart grid networks can be banded together to create what is commonly called a

system of systems. Each network group has a set of resources that it applies to electric
generation, transmission, and distribution tasks. Each of these systems can pool their
resources and capabilities to create more complex systems. This approach has the effect of
creating a high-level entity that has more flexibility, functionality, performance capability, and
resiliency.
The communication patterns between nodes and networks can be described as sets of binary
relationships between the nodes. The level of interaction between the different nodes or
networks varies with smart grid function and location within the network. The amount and
frequency of the interaction between entities are dictated by an entity’s role within the smart
grid network.
The nodes that are adjacent to a specific entity tend to have a high level of interaction.
Typically, the strength of interaction between a node of interest and other nodes (which could
also represent an entire network as part of the system of systems paradigm) is a function of
2
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node functionality and the distance between nodes. To some degree, the interaction strength
decays as the distance increases. However, if a smart grid node suffers a catastrophic event
(for example, Category 3+ storm event), it has the potential to have a negative impact on all of
the other grid nodes, regardless of distance. The exact strength relationship can be assessed
by using a dynamic form of network science and graph analytics.
Of particular note, system health is akin to an epidemiology model, wherein an individual’s
health is a function of the health of the individuals with whom that person interacts. The closer
the relationship and the more serious the contagious disease, the more likely that an
individual’s health might be compromised. The referenced closeness can be assessed via an
algorithmic and heuristic determination, such as by using Irwin technology and IBM Watson
solution.
In fact, the epidemiological concept can be applied to an electric grid in the form of a
Bak-Tang-Weisenfeld Model1 of positive influence dominating sets (PIDS) and negative
influence dominating sets (NIDS). The concept of PIDS is taken from graph theory.2 A PIDS is
a network composed of entities that might share the same purpose to provide a powerful
medium for disseminating data and influence.
An influence diagram3 consists of a network of nodes that represent events that are joined by
directed links, which, in turn, represent direct influence between events. Events have both
state and strength. Each event can be modified by the influence of other events. Influence can
be passed along links between events over time with differing degrees of certainty. Influence
becomes further complicated by cycles and feedback loops within a network graph.
NIDS is a formalism that can be used to support the reasoning about certain actions and the
decision-making processes for smart grid agents. The Bak-Tang-Wiesenfeld model can use
the dominating set and influence dominating sets to create a model that describes real
phenomena, focusing on transitions near critical points. This type of model can be invaluable
from an emergency preparedness planning standpoint.
The size of these smart grids (even microgrids), their pervasiveness, and their critical roles
within the critical infrastructure paradigm make it of critical importance that the grids maintain
optimal levels of health. Smart grid health is a function of power throughput, grid resiliency,
reliability, and flexibility.

Pattern and model creation by using historical big data
A key component to smart grid health is learning (for example, machine learning) what
patterns and models are associated with both smart grid health and smart grid failures or
stress. Examples of interesting outcomes are potential failures indicated by the phase angle
differences presented by Phasor Measurement Units (PMUs) due to events, such as demand
spikes. Interesting behaviors and actions include entity failure order, failure relationships
between entities, and predictors (entity values) associated with failures.
An exploration of large amounts of historical data can discern the valuable relationships
between outcomes of interest and data variables and the values of these variables. The
actual analytics require a rich set of data that consists of both fine-grained data and data
aggregates. Predictive analytics software, such as the IBM SPSS® Modeler, can use
historical big data to create of a set of models or rules. These models or rules are indicative of
1
2
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Review (1988): 220-236.
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two types of behaviors or actions: Good actor behavior or normal actions and bad actor
behavior or threatening actions. Predictive analytics can use historical data about each entity,
each network, and each subnetwork to discover relationships, trends, patterns, models, and
predictors that are associated with both the normal activities and the known threat activities.
The wide repertoire of algorithms might address grid-specific aspects, such as fault location
algorithms, using both geography (for example, spatial analysis) and time (for example,
temporal analysis). These historical predictive models could be deployed by the analytics
assessment portion of the grid.
There is a third set of behaviors of interest: Those behaviors that are different (that is,
anomalous) from the defined good and bad behaviors. Anomalous actions are not good or
bad. Restated, instances of anomalous behavior must be illuminated and evaluated. Over
time, vetted anomalous behavior assessments can be added to either the set of good actor
behavior or normal actions and bad actor behavior or threatening actions (a threat vector).

Continuous smart grid health assessment
Smart grid health status cannot be discerned from a single data element value. As part of the
system of systems concept, entity health is a function of its own health and the health of other
entities that it is connected to. Graph distance and relative health status of other entities must
be included in the assessment. If a particular entity is not healthy, it might contribute to a
health status downgrade for other connected entities. A decay function analytic must include
both how far away another entity is within the graph and the health status of that entity. The
decay function is conceptually equivalent to the epidemiology metaphor, which is also a
complex network problem.
An accurate picture of a smart grid’s health requires a contextually correct picture of each grid
entity (singular components, hierarchical combinations of entities, and each network of
networks). A contextual picture includes information, such as current component state,
component state history, edge distance, graphical knowledge of grid connectedness, and a
decay function for impact of other components.
Health assessments for smart grid entities must take place in real time or quasi-real time. The
assessment must make sense of new data observations as they are generated. The grid
analytics environment must be edge-based so that it can both assess and respond in real
time or quasi-real time. The edge-based analytics can determine whether the data
observation for that grid entity or system or system of systems now matches the previously
defined good actor behavior/normal actions, bad actor behavior/threatening actions, and the
associated patterns. The analytics environment can determine whether the addition of this
new data point changes the existing scores or the likelihood for models, trends, behaviors,
scenarios, and situations. The assessment also determines whether the entity no longer
matches known actions and behaviors, which results in identifying that entity as anomalous.
A cumulative, cohesive picture of the nodes and the networks allow the analytics to use a
combination of internal relevance detection models, rules, and situational assessment
algorithms to make sense of and to evaluate various aspects of the grid. The substantive
portions of current smart grid assessment analytics are either pattern match assessors or
statistical assessments. Neither of these approaches use context-based analytics.
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As the real-time analytics reveal discoveries, including anomalies that matter, automatic
decisions can be executed or alerts can be sent to users. Alerts can trigger real-time
responses or a lengthier replanning event. Given real-time assessment, the analytics can
determine whether an interesting event has occurred, such as drift in the center of inertia
(COI). A matching of a pattern assessment rule or a sufficient change in a variable’s value
triggers either a functional change or an alert to an operator.
When a surprising event occurs, for example, a drop in demand on a sunny hot summer day,
the analytic environment could create an indicator of the presence of possible false
information. Those changes or discoveries that are deemed relevant and interesting can be
pushed to appropriate users. Some triggers may initiate the gathering of additional data to
generate new evidence for a hypothesis or to confirm or deny an hypothesis. Another reaction
might be that of automatic system adaptation or reconfiguration or changes in the network to
counteract the threat of system instability. Other grid parameters can be modified, such as
security settings, bandwidth allocation, and pathway selection. The dynamic modification of
these parameters can enhance system reliability, stability, and resiliency.
The continuous smart grid health assessment enables the optimization of the grid and the
avoidance of failures (through early detection) by sending actionable insights to substation
controllers for local action, to automated systems for global optimizations, or to human
operators for situational awareness and further action. This sense-and-respond system
implements a new paradigm, thereby transforming what would traditionally be simply a
postmortem analysis of system faults to a paradigm of dynamic control, which enhances
decision support for more robust decision engineering pathways to prevent adverse situations
and optimize operating conditions.

Smart grid under cyber attack
Smart grid vulnerabilities allow attackers to penetrate a network and gain access to control
software. Cyber threat, for the purposes of this guide, is defined as the modification or
disruption of the information that deals with the power generation, power supply, or power
demand. The follow situations are examples of information manipulation:
 Creating disinformation about power generation and causing automatic measures to
activate to deal with the perceived power generation problems
 False tweets related to fabricated threats, such as that of a power plant leaking radiation
 Manipulation of energy market data to create profit
 Creating grid instability by creating false demand and incorrectly modifying load strategies
There are a large number of formal players within the electric grid ecosystem, not all of whom
have the same goals. These players include consumers, producers, distribution operators,
equipment manufacturers, transmission operators, electric power operators, and energy
market exchanges. Each of these players typically has access points to the smart grid
communication network and can be a source of cyber threat. Of course, bad actor types can
also create access to present threats. These components are among those that are targeted:
 A single piece of hardware, such as a single PMU or a Phasor Data Concentrator (PDC)
 Sets of hardware (for example, a substation and its generators)
 Information or processes associated with the supply and demand of power
The Industrial Control Systems Cyber Emergency Response Team (ICS-CERT)4 responded
to 256 incidents that targeted critical infrastructure sectors in fiscal year 2013, and 59% of
those incidents involved the energy sector.5
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Information-based attacks on smart grids
Data has become important in almost all aspects of life; however, data is not always what it
seems to be. The reach of social networking (for example, Facebook) and microblogging
services (for example, Twitter) has extended to hundreds of millions of users. The popular
US-based Twitter service generates more than 500 million tweets a day, which translates to
about 5,700 tweets a second, on average. These valuable new venues are frequently mined
in real time to detect new information or changes in patterns or values of variables. Social
networking venues are becoming increasingly subject to illegitimate use, such as spamming
and astroturfing, the promulgation of disinformation under the cover of legitimate grassroots
behavior. As an example, a known channel was compromised by a cyber attack and
generated a false tweet. This case of astroturfing occurred on April 23, 2013 when a false
tweet was generated by @AP, the official twitter handle of the world’s oldest and largest
news-gathering organization, Associated Press. The tweet asserted that there were “Two
explosions in the White House and President Barack Obama had been injured.” This
disinformation caused the market to drop by more than 100 points. Reuters estimated that the
temporary market loss in the S&P 500 was approximately $140 billion.6
Similarly, information-based attacks are occurring on smart grids. Smart grid malfunctions
have enormous costs, potentially triggering power outages, communications disruptions,
scarcity of food and water, and raw sewage contamination of water supplies. In March of
2014, The Wall Street Journal reported that a Federal Energy Regulatory Commission
(FERC)7 study indicated that if a certain combination of 9 out of the 30 major electric
substations were knocked off the grid, a nationwide blackout would likely occur. In 2009, The
Wall Street Journal reported8 that cyber spies from China and Russia had hacked into the US
electric grid and inserted software that was capable of disrupting the power supply. In June
2010, malicious Stuxnet9 software aimed at disrupting Siemens SCADA (Supervisory Control
and Data Acquisition systems) installations at nuclear power plants, was introduced.

Detecting questionable information within a smart grid
The real-time assessment must determine whether an interesting event has occurred and
whether that event is naturally occurring or, instead, had cyber disinformation underpinnings.
For the astroturfing example, given the trust level that most individuals give to Associated
Press10 data, the use of traditional veracity assessment techniques, such as rumor centrality
measures (detecting the source of the information diffusion or the origin of the rumor for this
case) would not have been particularly revealing.
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However, if we examine complex models based upon the intersection of big data indicators,
there is a higher likelihood that questionable information would have been discovered through
the lack of high volume or variety of other micro-narratives about the alleged White House
explosions. The absence of supporting narratives indicates questionable tweet veracity. Use
of analytics within unstructured data, for example text, requires sophisticated natural
language processing (NLP) software that can support the discovery (or lack of) of pertinent
micro-narratives or “needles within the haystack” for validating context. Because much
content is also digital media-based, analytics software for this ecosystem must be applied.
In 2012, the communications system of a German power utility was hit by a denial-of-service
(DoS) attack,11 which had a botnet as the principal underlying attack vector (a DoS attack
involves thousands of false requests sent to a server with the intention of overwhelming a
system). DoS attacks on an electric grid can result in severe instability of power systems. The
jamming can result in incorrect system state information being presented to the controller of
the involved wide area system monitoring and control. If a controller is receiving real-time
information from several different overlapping channels, it can potentially detect the malicious
intent of the jammer. A DoS attack might insert corrupted data, such as incorrect format and
content or correct format and incorrect time. In this case, the customers’ electricity supply was
not affected, but it was reported that it took several days to repair the affected systems.
Ideally, the decision to modify a power system must be made on the basis of an assessment
of current node (generators, systems, PMUs, or the related fabric of an Internet of Things
measurements and the time-stamped history of each of these grid measurements. However,
given the knowledge that there is the potential for some of the system data to be intentionally
false, for example the insertion of false power control commands or the modification of grid
status data, additional types of assessment strategies must be included in the smart grid
health analytics portfolio.

Model assessment under questionable information veracity
The real-time analytics environment can discover whether the cumulative data (new
streaming data conjoined with historical) on that grid entity matches the complex models and
patterns that have been developed in the deep analytics portion of the process. Multiple,
complex models are used, because adversaries endeavor to obfuscate their efforts and,
unfortunately, simple models are relatively easy to fool. This is an instance where the
“bigness” of the data or bigger data that is associated with a smart grid brings an advantage.
The more parameters that are tracked, the more likely it is that anomalies and “strangeness”
can be detected. Experience has shown that the networks that link more frequently to other
networks introduce common vulnerabilities. Analytic models fall into three categories:
 Normal behavior
 Known-threat behaviors
 Anomalous behavior
Two entity attributes that are especially useful for the detection of questionable information
are time stamps and geospatial data. The Northeast Blackout of 200312 affected regions of
the Northeastern and Midwestern United States and the Canadian province of Ontario slightly
before 5:10 p.m. EST on Thursday, August 14, 2003. Although some power was restored by
11 p.m., many did not get power back until two days later. The blackout affected
approximately 10 million people in Ontario and 45 million people in eight US states. The
11

“Europe's power grid hit with denial-of-service cyber attack,” Electric Light&Power,
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blackout’s primary cause was a software bug in the alarm system at a control room of
FirstEnergy Corporation in Ohio (whose 10 electric utility operating companies comprise the
largest investor-owned utility system in the US). Operators were unaware of the need to
redistribute power after overloaded transmission lines made contact with unpruned foliage,
and what could have been a manageable local blackout quickly cascaded into increasing
distress on the electric grid and ensuing massive blackout.
One of the more useful cyber disinformation detection mechanisms is to look for new entries
or entries that normally are not part of a sequence. Ideally, sequences are accurately time
stamped, but many of the smart grid components lack the ability to generate a consistent,
synchronized time stamp.
Another strategy is the insertion of PMUs within the grid that have overlapping collection
areas. Centralized computing nodes are used to compare assessments of data for each
observed entity. When there are two different measurements for the same entity at the same
time, an alert needs to trigger a deeper assessment.

The Irwin technology and IBM Watson solution applied to
bigger data for a deeper assessment
PMUs are going to play a significant role in improving situation awareness of the utility grid,
making it more reliable and resilient. The large amount of data produced by PMUs is difficult
to capture and difficult to analyze and use for decision making. With this solution, the data can
be analyed at an estimated 60 samples per second, which makes decision making closer to
real time. The volume, velocity, variety, and the complications of value and veracity of this
data not only qualify it as big data, but as bigger data.
After all, these PMUs, which are also known as synchrophasors, are, in essence, devices that
sit on transmission lines, at substations, and on distribution networks. The PMUs are tasked
with checking the magnitude and angle of electrical sine waves at the speed of the grid (60
cycles per second in North America). The PMUs also synchronize data across various entire
grid networks by using global positioning system (GPS) radio clocks.
The amount of data generated by smart grid entities results in a massively big data paradigm,
with everything moving very fast and with accuracy demands that require a high-speed
communications system to capture what the PMUs are sensing. Determining what the data
means and providing the requisite decision support to grid operators definitely puts it into the
bigger data category. The pertinent actors for realizing a smarter grid have been diligently
endeavoring to translate this mass of bigger data into enhanced context-awareness.
Wide-area electric power system outages are often caused by lack of context awareness
regarding the systems, which can destabilize the grid. Yet certain bigger data solutions, in the
form of the Irwin technology and IBM Watson solution, can be used to enable wide-area
situational awareness and robust decision engineering13 and to power system operations
pathways.

13
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The following scenarios are among those to consider:
 Phase angle problem
When certain transmission lines trip, the voltage phase angle difference becomes so great
that the protective relaying does not allow the transmission line to be reconnected and
thus re-energized.
 On-grid photovoltaic (PV) systems dilemma
Small PV systems have settings that trip them offline during a disturbance, leaving the
utility to deal with the loss of the PV generation while also servicing the load for the
customer (who had been served from the PV), perhaps all the while dealing with the loss
of a large generating unit.
 Under-frequency load shedding problem
For a significant loss of generation, under-frequency load shedding attempts to match the
load to available generation to prevent a collapse of the power system. Typically,
customers are grouped into different “tiers” (forming a specific-sized block of load). Each
tier has a specific frequency setting for which the block of load is shed when the frequency
drops to that level:
– Tier 1 is the first frequency level at which a block of load is shed.
– If the frequency decays to the Tier 2 level, another block of load is shed.
– If the frequency further decays to the Tier 3 level, the final block of load is shed.
Normally, the frequency recovers before the Tier 3 level is shed. However, utilities are
increasingly experiencing a phenomenon where the frequency of the system has decayed low
enough that Tier 1, 2, and 3 customers are all shed.
For each of the listed cases, an astroturfing campaign that promulgated disinformation would
have direct impact on decisions made regarding the electric grid. For the first case, if an
erroneous greater-than-normal phase angle were presented to the control room operator,
decisions might be made to disconnect a transmission line or not to reconnect one. On an
even more granular level, each PMU is carefully instrumented and calibrated to the particular
geographic location, so local conditions are considered, for example. Large-scale
disinformation might have a greater impact on PMUs that have lower phase angle thresholds,
than others. In another case, if the small PVs were forced to trip offline due to disinformation,
the electric utility would experience a double whammy: It is no longer receiving power from
the small PV systems, and it also has to provide load to compensate for the small PV systems
being offline. If today’s trends continue, where an increasing amount of renewables are used
and PV penetration is increasing, this exposure will increase.
Fortunately, with this solution, it is possible to leverage higher-order derivatives at the edge
(that is, edge analytics) to discern the various slopes and shapes over time. In this way, it is
possible to discern synthetic from natural conditions. With this capability, it is now possible to
better determine normal versus anomalous activity and to more granularly distinguish
between good actor behavior/normal actions and bad actor behavior/threatening actions.

Summary
Smart electric grid health assessments are made challenging by the complexity and
sophistication of a smart grid. As reported in the news, critical infrastructures are being
targeted by adversaries. This guide presented the Irwin technology and IBM Watson solution,
a bigger data solution that can support wide-area situational awareness and facilitate robust
decision engineering and power system operations pathways. This approach relies on
contextual analytics for version verification, predictive modeling, and a computing model
9

assessment that uses edge computing. This solution can detect a cyber threat, such as
misinformation or disinformation, by providing a Smart Grid Cyber Health Assessment
surrounded by the realities of a big bad data world.

Other resources for more information
For more information about the concepts that are highlighted in this guide, see the following
resources:
 IBM InfoSphere® Sensemaking
https://www.ibm.com/industries/publicsector/fileserve?contentid=235174
 Business Analytics for Big Data
http://www.ibm.com/software/analytics/solutions/big-data/
 IBM SPSS Modeler
http://www.ibm.com/software/analytics/spss/products/modeler/
 Jeff Jonas, IBM Fellow and Chief Scientist of the IBM Entity Analytics Group, blogs on
sensemaking and context analytics
http://jeffjonas.typepad.com/jeff_jonas/
 Context-Based Analytics in a Big Data World: Better Decisions, REDP-4962
 A Framework for Smart Grid Analytics and Sensemaking: The Mehta Value, REDP-5082
 Analytics in a Big Data Environment, REDP-4877
 Turning Big Data into Actionable Information with IBM InfoSphere Streams, TIPS0948
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Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.
IBM may use or distribute any of the information you supply in any way it believes appropriate without incurring
any obligation to you.
Any performance data contained herein was determined in a controlled environment. Therefore, the results
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
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accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
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cannot guarantee or imply reliability, serviceability, or function of these programs.
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